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Approximate verification frameworks are an approach to combat the well-known

state-space explosion problem. For properties formulated as “no bad state can be

reached”, an approximate framework can be simply obtained by replacing exact

reachability by some over-approximation. These frameworks look for a bad state in

this over-approximation. If no bad states are found, the system satisfies the original

property; the framework is sound. If a bad state is found, we have an inconclusive

result: this bad state might be reachable or not. This permitted incompleteness is a

cornerstone of such methods and it is a means to obtain efficiency.

In this thesis, we propose three techniques to approximate reachability. The first

analyses small subsystems to capture locally provable relationships between component

states. The second and third complement the first by capturing some global system

invariants. While the second combines component invariants to estimate whether

components can cooperate to reach a system state, the third technique detects token

mechanisms and deduces token invariants that approximate reachability.

Moreover, we show how our approximations can give rise to useful frameworks

that check deadlock freedom, static properties – a class of state-based properties we

propose – and CSP’s traces and failures refinement expressions. Our evaluation of

these frameworks seems to suggest that they can efficiently prove a large spectrum of

properties for a variety of systems.

Despite tackling NP -hard problems, our frameworks can be efficiently powered

by SAT/SMT solvers. The unsuccessful attempts at using symbolic exploration to

precisely check concurrent systems, combined with the success of our frameworks,

suggest that the approximations we study are a key factor in harnessing the verification

power of these solvers.
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Chapter 1

Introduction

Ensuring the correctness of computational systems is becoming increasingly important

and complex. Computational systems are ubiquitous in present days. Programs are

running on a variety of devices ranging from toasters to airplanes, and they carry out

some core functions of these systems [Eng, WLBF09]. A malfunction of such systems

normally leads to substantial financial losses but, in some critical contexts, it might

even lead to the loss of human lives [Wir, Hor]. To make matters worse, the complexity

of systems is increasing. Modern systems usually combine complex components that

cooperate to perform some intricate tasks. Therefore, to make sure that systems

correctly perform their core functionalities, we need verification techniques and tools

that tame their ever increasing complexity. For instance, we want to make sure that

the program/controller managing the altitude of the plane is always responsive to

commands issued by the pilot. Or, that when the toaster is turned on, its internal

heater will eventually turn off, otherwise the bread will burn or, even worse, the entire

toaster might catch on fire.

A particular source of complexity arises from the need for components to cooperate.

In most cases, components can interact in many different ways. So, to ensure they

cooperate effectively, verification techniques need to account for all these possibilities.

Effective cooperation often entails deadlock freedom: ensuring the system cannot reach

a point in which all components are stuck. Testing, a particularly useful technique in

improving the quality of systems in the sequential world, for instance, is no longer as

effective. It generally cannot account for most of these possibilities and, in a practical

level, it is difficult to control the combination of interactions we want to test [CDP06].

Formal verification is an alternative to testing that tends to be more effective

in ensuring the quality of concurrent and distributed systems [WLBF09, CW96].

While testing ensures that the system behaves correctly for some particular cases,

formal verification relies on mathematical foundations to ensure it always behaves
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appropriately. Generally, testing involves experimenting on the physical system at

hand, while verification techniques analyse mathematical models of systems. There

exists a broad spectrum of verification techniques ranging from interactive to fully-

automated ones. Interactive techniques, implemented in interactive theorem provers,

offer a body of mathematical theories that allows one to reason about systems and

prove them correct [NPW02, HKPM97, COR+95]. These techniques can be much more

effective in proving that systems are correct than fully-automated ones. Nevertheless,

this effectiveness depends substantially on the ingenuity of their user. Despite offering

some degree of automation, these techniques largely rely on the user’s manual input

and ability to guide the system’s verification. On the other hand, fully-automated

techniques, implemented, for instance, in model checkers, are simple-to-use push-

button frameworks [DKW08, BK08, CGP99]. Given a description of the system and

its specification, these techniques automatically yield whether the system meets its

specification or not. In the negative case, they also provide a counter-example, namely,

a possible behaviour of the system that violates its specification. Counter-examples

provide a very useful piece of information that helps refine the system’s design, i.e.

correct some bugs, so it can meet its intended specification. As these techniques

are fully automatic, simpler to use, and easier to learn, they are normally preferred

over interactive ones. The automatic techniques, however, are prone to inefficiency;

they are considerably hindered by the vast number of ways in which components can

interact. We point out that, typically, verification is carried out for some specific

properties of interest, such as the ones we described for airplanes and toasters in the

first paragraph, as opposed to complete specifications describing how the entire system

should behave.

Model checkers rely on state-space exploration to ensure that a system behaves

as intended. These tools traditionally represent a system by its components, each of

which is described as a finite-state machine, and rules that describe how components

interact. In this work, we use the supercombinator machine notation to describe

systems [Ros10]. The state space of the system is given by reachable combinations

of component states, one per component. Model checkers construct and explore this

product space to make sure the system cannot reach a bad state. The vast number

of ways in which components can cooperate gives rise to the state-space explosion

problem: the state space of distributed and concurrent systems grows exponentially on

the number of components. This rapid growth means that analysing systems is often

infeasible even for rather small number of components. This problem is arguably the

most intrinsic and debilitating issue in the area of fully-automated verification and so
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it has fuelled research for quite some time; finding techniques to tackle the state-space

explosion has been an active area of research since model checkers were invented.

A number of techniques have been proposed to tackle the state-space explosion

problem such as partial-order reductions [GW93, GRHRW15, Val92, Pel93], compres-

sion techniques (or, compositional reachability analysis) [RGG+95, YY91], symbolic

state-space representation [POR12, BCCZ99, BCM+92] and counter-example-guided

abstraction refinement (CEGAR) [CGJ+00, CCO+05]. They employ different mecha-

nisms to reduce the state space to be explored. For instance, partial-order reduction

identifies some similar ways in which components can cooperate. Hence, to check

whether a property holds, fewer possibilities of cooperation need to be explored. CE-

GAR, on the other hand, systematically refines an abstract version of the system until

it converges to a representation that is faithful enough to check the desired property.

All these techniques have in common their quest for a precise reduction/abstraction of

the original state space. Despite being able to tame the state-space explosion problem

in many cases, the exact nature of these reductions mean they are bound to be as

inefficient as simple explicit state-space exploration in some other cases. In fact, for

many of the systems that we have analysed in this thesis, these techniques are even less

efficient than simple explicit state-space exploration because the state-space reduction

does not compensate the time taken to carry it out.

Approximate techniques provide another alternative to deal with the state-space

explosion problem [MJ97, AC05, CK94, DCCN04, OPRW13, OCS17, FOSC16]. These

techniques are built around the fact that a property P can often be approximated

by some proxy property P ′ satisfying two conditions. If a system satisfies P ′, it must

also satisfy P, i.e. P ′ ⇒ P. Also, it must be easier to check P ′ than P. The first

condition ensures soundness. If such a framework shows that P ′ holds, it can soundly

deduce that P holds. Note, however, that the reverse implication (P ⇒ P ′) need

not hold. By overlooking this implication, we allow approximate frameworks to be

incomplete/imprecise. If P ′ does not hold for a system, we have no information about

P; it might hold or not. This sort of inconclusive result reflects the imprecision of

these methods, which is meant to leave some room for efficiency gains. Instead of

deciding the original, exact problem, one can look for an incomplete problem with

a much lower complexity. These frameworks purposely sacrifice completeness for

efficiency. So, unlike exact methods, they should efficiently verify all/most input

systems, albeit, in some cases, imprecisely. In this thesis, we propose a number of

approximate framework to combat the state-space explosion problem.
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A proxy property can be simply created by means of a reachability approximation.

Many properties are naturally formulated as (or, can be simply translated into) “no

bad state can be reached”, where a bad state accounts for some erroneous behaviour.

For such properties, replacing exact reachability by some over-approximation creates

a proxy property. For instance, deadlock freedom is formulated as “no deadlocked

state is in the set of reachable states”, and its approximate/proxy counterpart as “no

deadlocked state lies within the over-approximation”. If this approximation tightly

captures the actual state space of a system, it can give rise to a reasonably accurate

approximative framework. Obviously, we expect the use of this approximation to

speed up the verification process.

In many verification formalisms, reachability is somewhat built in (i.e. a some-

what implicit aspect of) the satisfaction relation they propose. For instance, some

frameworks rely on a refinement relation that checks a notion of compatibility between

the reachable states of specification and implementation. To a certain extent, these

formalisms tend to focus on the notion of compatibility between states, whereas

reachability is just taken for granted. In our work, however, the reachability analysis

is explicit; we investigate verification problems that are formulated as a sort of reacha-

bility query. We propose a number of techniques to approximate reachability and we

analyse the verification frameworks they give rise to, in particular, their precision and

scalability. We begin by using our approximation to check deadlock-freedom, which is

perhaps the most fundamental property expected of distributed systems, and we later

show how we can extend their use to further properties.

The first reachability approximation we propose is based on local analysis. Ver-

ification frameworks analyse the global behaviour of the system to yield whether a

property holds or not. In many cases, however, a property can be established based on

the analysis of small parts of the system. Chapter 3 introduces a reachability approxi-

mation that is constructed based on the analysis of pairs of components. We use this

approximation to check deadlock freedom in the Pair framework. This framework is

reasonably scalable and precise. For instance, it can show deadlock freedom for some

well-behaved resource-allocation and client-server systems. Nevertheless, Pair cannot

show deadlock freedom when it depends on some global invariant of the system. This

shortcoming is common to all strategies using pure local analysis. This work has been

partially presented in [AGRR16a].

We improve on Pair by proposing a few techniques to approximate reachability

based on the system’s global behaviour. In Chapter 4, we propose techniques that are

based on synchronisation analysis. We use a data-flow-analysis-inspired framework
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to summarise the behaviour of components and use this summary to detect whether

they can consistently cooperate to reach a state. While one approach tries to check

whether components can consistently agree on the number of interactions they need to

perform to reach a state, the other tries to establish whether components can agree on

the order in which they cooperate. We combine our pairwise-analysis and these two

global techniques in the PairStatic framework. This framework is reasonably scalable

and it improves on Pair as it can capture some global invariants the system maintains

to show deadlock freedom. For instance, PairStatic can capture invariants of some

systems behaving like a systolic array or implementing a token mechanism. This work

has been partially presented in [AGRR16b].

We go further on our analysis of token-based systems. Since this mechanism is

so widely used in the context of distributed and concurrent systems, in Chapter 5,

we propose two additional techniques aimed at capturing and using token invariants

as reachability approximations. These techniques try to detect whether a system

implements a token structure. They try to assign to each component state the number

of tokens the component holds at that point. While one technique detects conservative

token structures, where the interaction of components can cause tokens to be exchanged

but not destroyed or created, the other detects existential structures, where tokens

can be created and destroyed but not completely annihilated from the system. A

token structure naturally leads to a token invariant that can be used as a reachability

approximation. For instance, in the conservative case, we can count how many tokens

are held by components in the initial state and, because tokens are conserved, this

number must remain the same for every reachable state. Therefore, system states for

which the sum of tokens does not add up to this initial value have to be unreachable.

We combine our local-analysis and these two techniques in the PairToken framework.

Unsurprisingly, this framework fares very well in proving deadlock freedom for systems

that implement token mechanisms. It can even detect some useful token structures

for systems that do not obviously implement a token mechanism. This work has been

partially presented in [AGRR17a].

Unlike traditional approximate approaches, which strive for conditions that can be

checked in polynomial time, our frameworks tackle NP -hard problems. Hence, there

is no known polynomial-time algorithm that can detect deadlock states lying within

our reachability approximations. Nevertheless, there have been some remarkable

advances in proposing procedures to solve the propositional-satisfiability (SAT) and

the satisfiability-modulo-theories (SMT) problems. So, we use modern SAT and SMT

solvers to create efficient implementations for our frameworks. Also, our reachability
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approximations can be reasonably straightforwardly encoded into SAT and SMT

constraints.

Our reachability approximations give rise to useful frameworks for deadlock analysis

and a natural question that arises is whether they can be used to check other properties.

Our approximations are in no way tied to the analysis of deadlocks. So, they can be

soundly used to check other properties. Still, we have to make sure that the verification

frameworks they create are efficient and reasonably precise.

In Chapter 6, we investigate the use of our approximations in checking static

properties. A static property is described in terms of the immediate behaviour of

the system, i.e. the events (not) available at a system state. For instance, deadlock

freedom, which is a static property, can be cast as “no system state can offer no events”.

Other examples of static properties are ensuring mutual exclusion and, generally, that

some marked error state cannot be reached. Our approximations are combined into

the StaticProperty framework to check static properties. This framework is able to

show static properties for some non-trivial systems and it can do so quite efficiently.

This work has been partially presented in [AGRR17b].

Static properties are unable to, simply, capture path-related behavioural properties;

they cannot naturally capture, for instance, that a state/event must happen after some

other state/event. To cope with that, in Chapter 7, we propose the RefinementChecking

framework. It relies on an adapted watchdog-based refinement-checking approach

powered by our approximations to analyse CSP’s traces and failures refinement

expressions. We also show how some relevant non-trivial expression can be effectively

tackled by this framework.

1.1 Related Work

Local analysis has been used in many verification frameworks for different contexts

and types of concurrency [RD87, BR91, AOS+14, ASW14, OAR+16, AC05, ABB+13,

LMC11, Mar96]. The work in [RD87, BR91] introduces a theory of deadlocks based on

the notion of an ungranted request, that is, a wait-for dependency between components.

This work introduces a proof rule based around the fundamental principle: under

reasonable assumptions about the system, a cycle of ungranted requests is a necessary

condition for a deadlock. So, absence of such cycles demonstrates deadlock freedom.

This proof rule provides a mathematical tool that can be manually used to show that

a system is deadlock free.
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The work in [OAR+16] introduces a semi-automatic framework to systematically

design deadlock-free systems. It proposes a set of composition rules that only allow

components to be composed if they interact properly. Moreover, it introduces a set

of refinement expressions that can automatically check whether components interact

properly. This framework, however, cannot efficiently tackle systems that have a

cyclic communication topology. To cope with that, the work in [AOS+14, ASW14]

introduces a set of design patterns that can be used to construct arbitrary-topology

systems. The shortcoming of this approach is that there is only a handful of patterns

that can be used to construct systems. It also provides a set of refinement expressions

to automatically check that a system implements a pattern.

In [AC05, ABB+13, ABB+18, LMC11, Mar96], fully-automated approximate tech-

niques for deadlock freedom are introduced. The work in [AC05] proposes a method

for analysing syntactically-restricted shared-variable concurrent programs, whereas

the framework in [ABB+13, ABB+18] adapts it to a more general setting meant to

describe component-based message-passing systems. [LMC11] proposes a method for

architecturally-restricted component-based systems interacting via message passing,

and [Mar96] proposes a method for syntactically-restricted message-passing concurrent

systems. All these frameworks are based around the fundamental principle so they use

local analysis to prove the absence of cycles of ungranted requests. From analysing

individual and pairs of components, they construct an ungranted-requests graph and

show that such a cycle cannot arise in any conceivable state of the system.

To discuss in more detail how such techniques work, we present the SDD (State

Dependency Digraph) framework, developed by Martin in [Mar96]. The original

motivation for the work in this thesis was to create an improved version of this

framework. Martin’s analysis of SDDs is one of the most general prior approaches

using local analysis to check deadlock freedom. It constructs a dependency digraph

based on the analysis of pair of components, which is later checked for absence of

cycles. The digraph has a node for each state of each component, and an edge from

a state to another if and only if, considering only the pair of components, this pair

of states is reachable and the first component is willing to interact with the second

but they cannot coordinate on this interaction; this constitutes an ungranted request.

This method is very efficient. The digraph can be constructed in quadratic time on

the size of components, and it can be shown to have no cycles in linear time using a

modified depth-first-search.

The efficiency of such frameworks comes with a price: the use of cycles of dependen-

cies to approximate deadlocks can be imprecise in several ways. Firstly, a cycle might
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not be consistent with basic sanity conditions such as it must have a single node per

component (after all no component can be in two different states in a single deadlock).

Secondly, a cycle is only partially consistent with the local reachability and local

blocking information derived from the analysis of pairs of components. Note that only

adjacent elements in the cycle are guaranteed to be pairwise reachable and pairwise

blocked. So, there may be some local information of non-adjacent component states

that could eliminate some cycle but it is not used. Finally, a cycle, as a necessary

condition, is bound to arise in some deadlock-free systems. Thus, in such cases, this

framework is ineffective. The reason why these sources of imprecision are not addressed

is that these methods look for polynomially checkable conditions for guaranteeing

deadlock freedom and tackling any of these sources of imprecision is likely to make

the problem of finding a candidate in the dependency digraph NP -hard.

Lazy reachability is an exact approach that is based on local analysis [JL16].

It begins analysing the behaviour of a small set of components, and this set is

incrementally augmented until either the property is shown or a counter example is

found. This approach works well when the property being tested can be demonstrated

using local analysis. Otherwise, it ends up analysing the entire system and suffering

with the state-space explosion problem.

Pure local-analysis techniques cannot prove a property that depends on some

global invariant of the system. To circumvent this issue, many frameworks combine

approximate global analysis with local analysis.

Martin proposed two extensions to the SDD that implement approximate global

analysis: the CSDD (Coloured State Dependency Digraph) and FSDD (Flashing

State Dependency Digraph) [Mar96] frameworks. They extend the SDD by adding

extra reachability information to edges of the dependency digraph. While CSDD

adds information about the number of cycles components engaged on, FSDD adds

information about the most recent interaction of components.

CSDD considers reaching back its initial state as a way to determine that the

component has completed a cycle of interactions. For each edge in the dependency

digraph, it analyses how pairs of components behave to establish whether, when

reaching this pair of component states, components have performed the same number

of cycles, or one has performed more cycles than the other, or neither of these two

possibilities has arisen. This information eliminates some dependency cycles: any

cycle where components have performed more cycles than their predecessors represents

an impossibility.
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Similar to CSDD, for each edge, FSDD establishes whether, when this pair of

states is reached, the first component has interacted at least once and with the

second component more recently than with any other component or not. This

information is used to eliminate dependency cycles where components have more

recently communicated with their predecessor. Again, this is an impossibility.

These two methods were proposed to prove deadlock for classes of systems with

cyclically-interacting components, which usually implement some global mechanism

to avoid deadlocks. CSDD can tackle some systolic-array-like systems, whereas FSDD

was designed to tackle non-fillable systems. Despite being more precise, they inherit

some of SDD’s sources of imprecision.

Data flow analysis is an approach used to approximate the behaviour of sequential

and concurrent systems [RS90, CK94, DCCN04, BK11, BCC+03]. To some extent,

CSDD and FSDD use, in an ad-hoc way, data-flow analysis to calculate the extra

reachability information added to dependencies.

The work in [CK94] proposes two algorithms that use data-flow analysis to ap-

proximate reachability. The first one analyses the interaction structure of the system

and conservatively marks which component states are reachable and which are not.

The second algorithm improves on the precision of the first one by adding some extra

information about the “history” of components. This information helps eliminate

some interactions between components that were conservatively assumed by the first

algorithm. These algorithms only work for systems with unreachable individual com-

ponent states. Well-designed systems, however, are expected to reach every component

state at some point.

The work in [DCCN04] introduces an approximate framework that uses data-flow

analysis to analyse concurrent programs. It extracts control-flow graphs annotated

with events from Ada concurrent programs. Based on those graphs, it builds a

trace-flow graph (TFG): a conservative and compact representation for all the traces

the concurrent program can engage on. Then, it uses data-flow analysis to check

whether the TFG respects a given property, described as a finite-state automaton.

A property is tested by analysing whether the terminating traces of the TFG are

accepted by the automaton. We point out that the TFG representation only enforces

some weak interaction restrictions for the system. Hence, it represents a fairly loose

approximation for the system’s behaviour. To cope with that, this work allows the user

to manually add some constraints that help tighten this approximation. It advocates

for an interactive approach where, based on the counter-example generated by the
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framework, the user identifies whether it is spurious and, if so, designs some constraint

to eliminate it.

Verification frameworks often use invariants as compact abstractions for the be-

haviour of concurrent and distributed systems [Lam77, AFDR80, BL99]. Data-flow

analysis is one method to calculate global invariants but others exist.

D-Finder 2 is a deadlock-checking tool that handles component-based systems

described in the BIP notation [BGL+11, BBL+16]. This framework can handle

systems with infinite-state components as it employs a mechanism to find finite-state

abstractions for those. Given finite-state abstractions for components, it derives an

interaction invariant which constitutes an over-approximation for the set of reachable

states. It does so by solving a set of implications that computes sets X of component

states such that all reachable system state have a component state in X; these sets

can be understood as traps in the Petri-net setting [Mur89]. It uses three methods to

compute these sets: an enumerative method, a boolean-constraint-based one and a

fixed-point-based one. All of these methods might compute a number of sets that is

exponentially large on the size of the system.

Most approximate frameworks verify a specific property and they are based on

conditions that are inherent to these properties. We described some frameworks

checking deadlock freedom and there exist frameworks checking for livelock free-

dom [OPRW13, FOSC16] and determinism [OCS17]. These frameworks are quite

difficult to adapt for other properties and, when they are adapted, there might be

a considerable loss in terms of both verification speed and precision. We discussed

frameworks that check for more general properties such as [CK94] that tests for

properties cast as reachability goals, whereas [DCCN04] test for properties captured

by a quantified regular expression.

1.2 Outline

This thesis is organised as follows. Chapter 2 introduces the background material

upon which our work is based. It introduces supercombinator machines and CSP,

formal notations we use to reason about concurrent and distributed systems, and the

basics of SAT and SMT solving, the procedures used to implement our frameworks.

Chapter 3 formally defines the notion of local analysis. This chapter also introduces a

reachability over-approximation based on this notion and a framework, called Pair,

that checks deadlock-freedom using this approximation.
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Chapter 4 and 5 introduce global-analysis techniques to over-approximate reach-

ability. Chapter 4 presents some synchronisation-analysis techniques. They use

abstract-interpretation concepts, which are usually part of a data-flow-analysis frame-

work, to compute component invariants that are then combined to approximate

reachability. We also propose some abstraction techniques to improve on compo-

nent analysis. This chapter also presents how these techniques are employed by the

PairStatic framework to verify deadlock freedom. Chapter 5 proposes some techniques

based on token structures and invariants. It presents a method that allow for detecting

and deriving such invariants. This chapter also introduces PairToken, a framework

that uses these approximations to check deadlock freedom.

Chapter 6 investigates the use of these approximations in the analysis of static

properties, namely, a class of properties that can be formulated as “no bad combination

of events can be offered (refused)”. Chapter 7 extends this investigation for the analysis

of CSP’s traces and stable-failures refinement specifications. Finally, Chapter 8 presents

our final remarks about this work.
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Chapter 2

Background

In this chapter, we introduce some notations and tools that are used in this work.

We introduce CSP, a formal notation to model concurrent and distributed systems;

FDR4, a model checker to the CSP notation; and the basics about SAT and SMT

solvers. This work only tangentially depends on the CSP notation, for our frameworks

are founded on supercombinator machines: the combinator-based structures used

by FDR4 to capture CSP systems. As the frameworks we propose in this work are

implemented using SAT and SMT solvers, we introduce how these solvers work and a

few of the main features that make them tackle hard problems.

2.1 CSP

Communicating Sequential Processes (CSP) [Hoa85, Ros10] is a formal notation used

to model concurrent and distributed systems where processes/components interact

by exchanging messages. This process algebra has been successfully used to formally

analyse many systems and it is also the formalism upon which several techniques are

based [Low96, CR99, MS01, GMR+03, RW06, CGRX06, RSM09, SNM09, OPRW13,

AOS+14]. A significant part of this success is due to strong tools that automati-

cally verify CSP models. FDR4 [GRABR14], the standard model checker for CSP,

PAT [SLDP09] and ProB [LB05] are examples of such tools.

This work is based on the combinator-style operational semantics of CSP, introduced

in Section 2.2, and as such it depends very little on CSP itself. So, we only present a

subset of the CSP language that we judge helpful in understanding this work. Our

intent is to provide enough background so one can understand how CSP terms (or,

possibly, terms of other formalisms) are (could be) treated in this combinator-based

operational semantics. For a full account of CSP, the reader is referred to [Ros10].
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2.1.1 Syntax

In CSP, concurrent and distributed systems are built by a combination of sequential

processes using high-level parallel operators. Sequential processes are generally built

using the following five constructs and CSP’s basic processes STOP and SKIP . STOP

is the deadlocked process, whereas SKIP represents successful termination. In the

following, P,Q represent arbitrary CSP processes and a, b, c, d arbitrary CSP events.

Prefixing

Prefixing (→) is the most fundamental operator in CSP. The process a → P first

communicates/offers event a and then behaves as process P . This event can be

replaced by an input communication ch?e which means that the process is initially

ready to receive any data associate with channel ch.

External choice

The external-choice process P 2 Q offers initially the events offered by both P and Q.

By performing one of these events, either process P or Q is chosen, depending on which

of them offered the performed event. For instance, consider P = a→ c→ STOP and

Q = b→ d→ STOP , process P 2 Q first offers events a and b. If a is performed, P

is chosen and event c is offered. In the same way, if b is performed, it chooses Q and

offers event d.

Internal choice

Unlike the external choice where a process can be selected by choosing an event, the

internal-choice process P u Q internally (i.e. non-deterministically) decides to behave

as either P or Q.

Sequential composition

The sequential-composition process P ;Q behaves as P until it successfully terminates,

then it behaves as Q. For instance, process P ; Q, where P = a → SKIP and

Q = b→ STOP , initially offers event a, then event b after which it stops/deadlocks.

Recursion

Recursion can be achieved by using a reference to the process in its own definition.

For instance, P = a→ P performs a and then recurses to P .
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Distributed alphabetised parallelism

After modelling sequential processes using these basic processes and operators, one

can create a parallel system using the replicated-alphabetised-parallel operator.

The replicated-alphabetised-parallel process P = ‖N
i=0

(Ai, Ci) puts processes Ci

in parallel considering their respective alphabets Ai. So, process Ci can only offer

events in Ai. If event a is shared by Cj, . . . , Ck (i.e. a ∈ Aj ∩ . . . ∩ Ak), P can only

offer it if all components Cj, . . . , Ck are simultaneously offering it; all these processes

synchronise on the event a.

Hiding

Finally, the hiding operator (\) is commonly used as a means to abstract away events.

The process P \ S offers the invisible event τ instead of events in S for P .

We use Milner’s scheduler as a running example to demonstrate the concepts we

introduce in this section. This system is a token ring where a token rotates amongst

components and the component that possesses the token is scheduled to work.

Example 2.1. For a given N ∈ N, Milner’s scheduler with N components is modelled

by the following process SCN = ‖N−1

i=0
(Ai, Ci) where:

• C0 = a0 → c1 → b0 → c0 → C0;

• Ci = ci → ai → ci⊕1 → bi → Ci;

• Ai = {ai, bi, ci, ci⊕1};

• ⊕ is addition modulo N .

In this example, events ci represent that component Ci	1 (i	 1 is subtraction

modulo N) has passed the token to Ci, events ai represent component Ci’s work, and

events bi signal that component Ci is in a idle state, waiting for the token. So, in this

system, component C0 has the token initially, and whenever a component Ci possesses

the token it first works, then it passes the token along to Ci⊕1 and goes into an idle

state, where it waits for the token to return to it. �

2.1.2 SOS-style operational semantics

The operational semantics of CSP associates each syntactic process with a labelled

transition system (LTS) representing its behaviour. As a convention, let E denote

the finite universal set of visible events, τ /∈ E the invisible event, and X ∈ E the

termination signal.
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Definition 2.1. A labelled transition system is a 4-tuple (S,Σ,∆, ŝ) where:

• S is a non-empty set of states;

• Σ ⊆ E ∪ {τ} is the alphabet;

• ∆ ⊆ S × Σ× S is a transition relation;

• ŝ ∈ S is the starting state.

Operational semantics have been traditionally represented using Plotkin’s SOS

(Structured Operational Semantics) framework [Plo81]. This framework proposes

inference rules, called firing rule, that can be used to deduce the events a CSP process

initially offers and the process resulting from performing each of these events.

Figure 2.1 shows some of CSP’s firing rules. These inference rules have three

elements: a proviso above the horizontal line, a side condition to the right-hand

side of the line, and a consequence below the line. If the proviso and side condition

hold, the consequence can be deduced. An empty proviso or side condition means

they are always satisfied. For instance, Rule 2.1 captures how prefixing processes

behave: a→ P can perform event a and then it behaves as P . Rules 2.6, on the other

hand, capture how the replicated-alphabetised-parallel process behaves. The first

rule captures that a transition involving a visible event happens when all component

processes sharing this event agree on performing it, while the second describes how

components can individually progress by performing the invisible event τ . Note how

these rules describe the behaviour of a CSP construct based on its operands, hence the

term structured. We illustrate the use of this rules using Example 2.1; in Figure 2.2,

we present the LTSs for component processes C0 and C1, and the system SC2.

2.1.3 Denotational Semantics

CSP has also been given a number of denotational (behavioural) models. In these

models, a process is associated with a set of behaviours it exhibits. In this work, we

are interested in two denotational models: the traces and stable-failures models.

These denotational models are equipped with a set of clauses, one for each CSP

construct, so that one can calculate the behaviours of a process. In this work, however,

as our main focus is on the operational semantics, we omit these clauses and, instead,

demonstrate how behaviours can be extracted based on the LTS of a process.
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a→ P
a−→ P

(2.1)

P
a−→ P ′

P 2 Q
a−→ P ′

a 6= τ
Q

a−→ Q′

P 2 Q
a−→ Q′

a 6= τ

P
τ−→ P ′

P 2 Q
τ−→ P ′ 2 Q

Q
τ−→ Q′

P 2 Q
τ−→ P 2 Q′

(2.2)

P u Q τ−→ P P u Q τ−→ Q
(2.3)

P
a−→ P ′

P ;Q
a−→ P ′ ;Q

a 6= X P
X−→ P ′

P ;Q
τ−→ Q

(2.4)

P
a−→ P ′

P \ S a−→ P ′ \ S
a /∈ S P

a−→ P ′

P \ S τ−→ P ′ \ S
a ∈ S (2.5)

For J ⊆ {0 . . . N} and S = {0 . . . N} − S:

∀ j ∈ J • Cj
a−→ C ′j ∧ a ∈ Aj ∀ k ∈ J • Ck = C ′k ∧ a /∈ Ak

‖N
i=0

(Ai, Ci)
a−→ ‖N

i=0
(Ai, C ′i)

a 6= τ

Ci
τ−→ C ′i ∀ k : {i} • Ck = C ′k

‖N
i=0

(Ai, Ci)
τ−→ ‖N

i=0
(Ai, C ′i)

i ∈ {0 . . . N}

(2.6)

Figure 2.1: SOS rules

2.1.3.1 Traces

In this model, a process is identified with the set of its traces. A trace is a sequence of

visible events a process can engage on. We can capture the traces of a process based

on its LTS. Before we do so, we introduce the following notation:

Definition 2.2. Let L = (S,Σ,∆, ŝ) be a LTS, s, s′ ∈ S states, a ∈ Σ an event, and

〈a1, . . . , an〉, tr ∈ Σ∗ sequences of events.

• s a−→ s′ if and only if (s, a, s′) ∈ ∆.
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Figure 2.2: LTSs of components C0 and C1 above that of SC2.

• s 〈a1,...,an〉−−−−−→ s′, namely, there is a path from s to s′ with a sequence of events

〈a1, . . . , an〉 if and only if there exist s0, . . . , sn such that for all i ∈ {0 . . . n− 1},
si

ai+1−→ si+1, and s0 = s and sn = s′.

• s tr
=⇒ s′, namely, tr is a trace leading L from s to s′ if and only if there exist a

path s
〈a1,...,an〉−−−−−→ s′ such that tr is the sequence of events resulting from removing

all τ -occurrences from 〈a1, . . . , an〉.

So, the traces of a LTS are the ones it can engage on from its initial state.

Definition 2.3. Let L = (S,Σ,∆, ŝ) be a LTS. Its traces are given by:

traces(L) =̂ {tr | ∃ s ∈ S • ŝ tr
=⇒ s}

For instance, the traces of components C0 and C1, in Example 2.1, can be calculated

from theirs LTSs in Figure 2.2:

traces(C0) = {〈〉, 〈a0〉, 〈a0, c1〉, 〈a0, c1, b0〉, 〈a0, c1, b0, c0〉, 〈a0, c1, b0, c0, a0〉, . . .}
traces(C1) = {〈〉, 〈c1〉, 〈c1, a1〉, 〈c1, a1, c0〉, 〈c1, a1, c0, b1〉, 〈c1, a1, c0, b1, c1〉, . . .}

2.1.3.2 Stable failures

In this model, a process is identified with its sets of stable failures and traces. Stable

failures capture information about the events a process refuses to perform (is unable

to perform). We capture such sets of refused events using the following notation.
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Definition 2.4. Let L = (S,Σ,∆, ŝ) be a LTS, s ∈ S a state, and X ⊆ E a set of

events. s ref X denotes that L refuses events in X at state s, whereas initials(s)

gives the events available at s.

• s ref X holds if and only if X ∩ initials(s) = ∅

• initials(s) = {a | s a−→ ∧ a ∈ E}

• s a−→ holds if and only if there exits a state s′ ∈ S such that s
a−→ s′

A stable failure is a pair containing a trace and a set of events the system can

refuse after this trace. It is stable because it does not record refusals information for

states in which the process is unstable, that is, it can offer a τ event.

Definition 2.5. Let L = (S,Σ,∆, ŝ) be a LTS. Its stable failures are:

failures(L) =̂ {(tr,X) | tr ∈ Σ∗ ∧ X ⊆ E ∧ ∃ s ∈ S • ŝ tr
=⇒ s ∧ s 6 τ−→∧ s ref X}

For instance, the stable failures of components C0 and C1, in Example 2.1, can be

calculated from theirs LTSs in Figure 2.2. We use (tr,XP) to concisely represent all

pairs of stables failures (tr,X ′) where X ′ ⊆ X.

failures(C0) = {(〈〉, {c0, c1, b0}P), (〈a0〉, {a0, c0, b0}P), (〈a0, c1〉, {a0, c0, c1}P), . . .}
failures(C1) = {(〈〉, {a1, c0, b1}P), (〈c1〉, {c0, c1, b1}P), (〈c1, a1〉, {a1, c1, b1}P), . . .}

2.1.3.3 Refinement relations

The reason for providing precise semantics to processes is to enable the precise analysis

of their behaviour. Multiple behavioural models, capturing different behavioural

aspects, are provided so the specifier (i.e., user) of the CSP notation can choose

the model that best fits their needs. For instance, the traces model provides an

unambiguous way to describe the visible sequence of events a system can engage on.

So, this model can be used to prove that a system cannot perform some sequence of

events that would constitute some sort of bad behaviour. This model, however, does

not record information about the refusal of events and, as such, it cannot show that a

system might deadlock or that it is non-deterministic; two processes that perform the

same set of traces but with one deadlocking or performing some non-deterministic

behaviour cannot be picked apart by this model. Hence, the need for a finer model

such as the stable-failures one. As this model records both traces and stable failures

of a process, one can check for deadlocks and non-determinism using the additional

information recorded in the stable failures of a process.
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Traditionally in CSP, systems are analysed, and properties captured, using re-

finement expressions. A refinement expression involves a specification process P , an

implementation process Q and a refinement relation v. So, an expression P v Q

holds if Q satisfies the behavioural specification P , where this behavioural satisfaction

notion is defined by v. Both traces and stable-failures models offer a refinement

relation. These relations entail different behavioural obligations, which are, obviously,

restricted to the information available for each model. In the following, we introduce

these two refinement relations. As we take an operational-semantics perspective on

CSP, we define these relations in terms of LTSs instead of the traditional process-based

definition.

The traces-model refinement relation, given by vT , holds if the implementation’s

traces are a subset of the specification’s.

Definition 2.6. Let Lsp be a specification system and LI an implementation.

Lsp vT LI if and only if traces(LI) ⊆ traces(Lsp)

This relation (and behavioural model) is useful for capturing safety properties of the

form: “a system does not engage in a bad sequence of events”. For an implementation

LI , this sort of property can be captured by designing a specification Lsp that can

perform all good traces and then ensuring that Lsp vT LI holds.

For instance, we can use the following refinement expression to check whether the

system SC2 in Example 2.1 only allows the token to alternate between C0 and C1,

that is, it checks that the events c0 and c1 arise in the following order c1, c0, c1, c0, . . ..

Lsp vT LSC2\{a0,a1,b0,b1} (2.7)

In this refinement expression, LSC2\{a0,a1,b0,b1} is the LTS of process SC2 \ {a0, a1, b0, b1}
and Lsp is the LTS of process P = c1 → c0 → P . We point out that P can only perform

the sequence of good events involving c0 and c1, and SC2 \ {a0, a1, b0, b1} is the SC2

with the events a0, a1, b0, b1, which are not relevant for this property, abstracted away.

The stable-failures refinement relation, given by vF , holds if the implementation’s

traces and stable failures are subsets of the specification’s traces and stable failures.

Definition 2.7. Let Lsp be a specification and LI an implementation.

Lsp vF LI if and only if traces(LI) ⊆ traces(Lsp) and failures(LI) ⊆ failures(Lsp)
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This relation (and behavioural model) can capture finer properties if compared to

its traces counterpart. Roughly speaking, this relation captures properties of the form:

“not only a system does not engage in a bad sequence of events, but it must refuse less

(or, accept more) events after an allowed trace”. This relation, in particular, requires

the implementation to be more deterministic than the specification. As for traces, this

sort of property can be captured by combining the stable-failures refinement relation

with a specification that can perform all good traces and that accepts the minimum

desired set of events after each valid trace.

For instance, let us replace the refinement relation in the refinement expression

in 2.7 to get the following refinement expression.

Lsp vF LSC2\{a0,a1,b0,b1}

This expression holds if the system SC2 in Example 2.1 only allows the token to

alternate between L0 and L1 and does not refuse c0 after c1 and c1 after C0. To

illustrate the different between these two expressions (and models), we point out that

the deadlocked system Q = STOP is a satisfying implementation to the traces version

of this refinement expression, whereas the same implementation would not satisfy this

stable-failures version.

One might wonder what is the purpose of the traces model given that the stable-

failures is a finer model that allows for strictly better analysis of processes. The main

reason is that (automatically) checking a traces refinement expression is easier than

checking a stable-failures one, as more behavioural aspects are involved in the latter.

2.2 FDR4

In this section, we introduce how FDR4 [GRABR14] implements CSP’s operational

semantics and a few of its main features. Instead of using the traditional SOS

framework, FDR4 uses a combinator-based approach to implicitly capture the LTS of

a system. We also discuss how refinement checking is carried out by FDR4 and two

techniques, namely, partial order reduction and compression, aimed at speeding up

the analysis of systems by trying to reduce the state space to be analysed.

2.2.1 Combinator-style operational semantics

Instead of using the SOS rules to explicitly generate the LTS of a system, FDR4 relies on

a combinator-based operational semantics that represents systems as supercombinator

machines. This representation implicitly captures the LTS of a system in a concise way.
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A supercombinator machine represents a concurrent system by the LTSs of component

processes and a set of rules that set out how these components can interact.

Definition 2.8. A single-format supercombinator machine is a pair (L,R) where:

• L = 〈L1, . . . , Ln〉 is a sequence of component LTSs such that n ≥ 1;

• R is a set of rules of the form (e, a) where:

– e ∈ (E ∪ {τ,−})n specifies the event that each component must perform,

where − indicates that the component performs no event.

– a ∈ E ∪ {τ} is the event the supercombinator machine performs.

We use the square-bracketed set [(i1, a1), . . . , (im, am)] as an alternative way to

represent the tuple (e1, . . . , en) where ei = a if the pair (i, a) belongs to the set and −
otherwise. Note m does not need to be equal to n. We use [i, a] as a shorthand for

the single-pair set [(i, a)], and set operations between these sets create a tuple based

on the resulting set.

In practice, FDR4 works with a version of a supercombinator machine that might

have multiple formats. Formats are partitions of the machine’s rules. For these

machines, each rule is associated with a format and rule application triggers a (possible)

change of format. In this work, however, we have the soft restriction that we only

deal with single-format machines. We call it a soft restriction because a multi-format

machine can be translated into a single-format machine with an equivalent behaviour

in polynomial time. This translation would involve adding a new component to

track the system’s current format and modifying the machine’s rules to comply with

format restrictions and to perform format changes. Nevertheless, we impose this soft

restriction because the techniques we propose should be better suited to handle systems

that are naturally described by single-format machines. This artificial translation into

a single-format machine is likely to damage the precision of our techniques in capturing

the behaviour of the original non-single-format system. In practice, many systems

are naturally modelled by single-format machines; systems that are constructed in

CSP using the replicated-alphabetised-parallel operator, for instance, are naturally

represented in this way. Henceforth, we use the term supercombinator machine instead

of single-format supercombinator machine.

The frameworks that we propose in this work are intended to be more precise

when applied to machines that are not only single-format but also triple-disjoint.
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Definition 2.9. A supercombinator machine (L,R) with n components is triple

disjoint if and only if for all pairs (e, a) ∈ R, e is triple disjoint, that is, at most two

components participate in a rule.

triple disjoint(e) =
∀ i, j, k : {1 . . . n} | i 6= j ∧ j 6= k ∧ i 6= k • ei = − ∨ ej = − ∨ ek = −

Triple disjointness is also a soft restriction; a single-format machine can also

be translated in polynomial time into a triple-disjoint single-format machine. This

translation is more complicated than the previous one and involves the creation of

new components, one per rule of the original machine, to emulate rule application.

Therefore, a general supercombinator machine can be efficiently converted (i.e. in

polynomial time) into a single-format triple-disjoint one, which can then be input to

the verification frameworks we propose. We reinforce, however, that this translating

should hinder the precision of our frameworks. So, our frameworks are more suited to

tackle machines that are naturally described in this form. We also point out that many

supercombinator machines are naturally triple disjoint. Many distributed systems

and component-based systems are naturally modelled using pairwise communication.

Moreover, triple disjointness is also a restriction imposed by many notations and frame-

works that are similar to ours [Ram11, Mar96, AC05, FOSC16, AOS+14, ASW14].

Our translation could, potentially, be leveraged by these frameworks to lift their

requirement for triple-disjointness.

To illustrate the notion of a supercombinator machine, we provide a machine

definition that captures system SC2 in Example 2.1.

Example 2.2. Let L1 and L2 be the LTSs of components C0 and C1, respectively,

as depicted in Figure 2.2. The system SC2 presented in Example 2.1, which models

Milner’s scheduler with 2 components, can be represented by the supercombinator

machine SSC2 = {〈L1, L2〉,R}, where the rules in R require components to synchronise

on shared events:

R = {((a0,−), a0), ((b0,−), b0), (−, a1), a1), ((−, b1), b1), ((c0, c0), c0), ((c1, c1), c1)}

�

A supercombinator machine can be seen as an implicit representation of a system

in the sense that it induces a LTS representing its behaviour.

Definition 2.10. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine where

Li = (Si,Σi,∆i, ŝi). The LTS induced by S is the tuple (S,Σ,∆, ŝ) such that:
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• S = S1 × . . .× Sn;

• Σ = {a | (e, a) ∈ R};

• ∆ = {((s1, . . . , sn), a, (s′1, . . . , s
′
n)) | ∃((e1, . . . , en), a) : R • ∀ i : {1 . . . n}•

(ei = − ∧ si = s′i) ∨ (ei 6= − ∧ (si, ei, s
′
i) ∈ ∆i)};

• ŝ = (ŝ1, . . . , ŝn).

In this work, we use system state (component state) to designate a state in the

system’s (component’s) LTS. From now on, we refer to a system and its supercombi-

nator machine interchangeably. So, we point out that according to our definition of a

system’s induced LTS, a state might be reachable or not. We assume, however, that

all states in a component LTS are reachable.

Definition 2.11. For induced LTS (S,Σ,∆, ŝ), state s ∈ S is reachable if and only if

reachable(s) holds, where reachable(s) = ∃ p : Σ∗ • ŝ p−→ s.

FDR4 implements a compilation procedure that translates a parallel CSP process

into a supercombinator machine. Informally, for a replicated-alphabetised-parallel CSP

process, it uses SOS rules to explicitly create the LTSs of component processes and it

relies on the analysis of alphabets and shared events to create rules. If some processes

share an event, the compilation procedure creates a rule that requires the participation

of each of these process by performing this event and that yields this event as the

system’s top-level event. As invisible events are not shared, each component that can

perform an invisible event would have a rule in which it individually participates on

and yields τ as top-level event. These combinator-style rules, as much as the SOS

Rules 2.6 in Figure 2.1, capture the concurrent message-passing behaviour of parallel

CSP processes.

This work relies on supercombinator machines to reason about concurrent and

distributed systems. The reason for choosing this notation is two-fold. Firstly, these

machines are simple and can seamlessly capture the behaviour of systems described in

many common formalisms. Even though we rely on CSP to model systems and FDR4

to compile them into supercombinator machines, our frameworks should be easily

adaptable to other similar formalisms; a new compilation procedure should be the

only requirement for this adaptation. Secondly, this operational notion, as intended,

provides a system description that is fairly simple to implement and manipulate when

constructing analysis tools.
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2.2.2 Property and refinement checking

FDR4 is a fully-automatic verification tool that checks properties about CSP systems.

In this work, we are concerned with three problems (properties) that can be tackled

(verified) by FDR4: deadlock-freedom, traces-refinement and failures-refinement prob-

lems. In this section, we introduce these problems, discuss how FDR4 tackles them,

and show they are all PSPACE -complete. Intuitively, the exploration of induced

LTSs can be seen as a cause for the PSPACE complexity of these problems. This

exploration tends to be severely hindered by the state-space-explosion problem, i.e.

with the linear increase in the number of components in the machine its induced

LTS grows exponentially. Currently, there is no known algorithm that can solve such

problems in polynomial time, and the common belief is that there is none; current

algorithms employed to solve PSPACE -complete problems take exponential time.

A problem P is C-complete, where C is a complexity class, if and only if P is both

a member of C and it is also C-hard. P is C-hard if all problems in C can be reduced

in polynomial time to P. PSPACE , NP , and P are examples of complexity classes;

PSPACE encompass the problems that can be decided using polynomial space by

a Turing machine, NP the problems that can be decided in by a non-deterministic

Turing machine in polynomial time, and problems in P can be decided in polynomial

time by a deterministic Turing machine. It is widely known that PSPACE ⊇ NP ⊇ P ;

whether the reverse containments hold, however, is still an open question – these

containments actually amount to showing whether P = NP and NP = PSPACE, two

very hard questions that have been open for decades [Sip12]. Showing that a problem

is C-hard is usually interpreted as a sort of lower-bound result, that is, this problem

belongs to a class C ′ such that C ⊆ C ′. On the other hand, showing membership to C

is usually interpreted as providing an upper bound, namely, if a problem belongs to C,

it might even belong to some complexity class C ′ such that C ′ ⊆ C. In our complexity

analyses, we use high-level (pseudo-code-like) description of Turing machines [Sip12].

To show PSPACE -hardness for these problems, we rely on reductions from the

single-component traces-refinement problem. For a specification LTS Lsp and an

implementation LTS L, both of which are finite, this problem asks whether Lsp vT L
holds. This problem has been shown to be PSPACE -complete in [KS90]:

Lemma 2.12. Given a specification LTS Lsp and an implementation LTS LI , the

problem of checking that Lsp vT LI holds is PSPACE-complete.
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Moreover, we also use the following lemma, a consequence of Savich’s theo-

rem [Sav70], in proving PSPACE membership. Savich’s theorem provides a con-

struction to translate a non-deterministic algorithm that uses polynomial space into a

deterministic procedure with a quadratic blow-up in terms of space.

Lemma 2.13. NPSPACE = PSPACE.

The widely-known result presented in Lemma 2.12 assumes that the input system

is described by a LTS depicting its behaviour. By assuming this input representation,

this lemma is somewhat ignoring the state-space explosion problem. In our context,

the (induced) LTS of a concurrent system can be exponentially large on the size of its

supercombinator machine description. In this thesis, we are particularly interested

in understanding how the process of constructing/analysing an induced LTS (and

the issuing state-space explosion problem) affects verification. So, the problems we

investigate assume that the system being analysed is described by a supercombinator

machine instead of its induced LTS. By assuming this new input representation, we

investigate a new set of problems and prove new results about them.

For the sake of decidability, we only consider supercombinator machines with a

finite number of components, which are themselves represented by finite LTSs. We

use the following definitions for the size of a supercombinator machine and a LTS.

Definition 2.14. Let L = (S,Σ,∆, ŝ) be a LTS and S = (〈L1, . . . , Ln〉,R) a super-

combinator machine:

• the size of S is given by |S| = (
∑

i∈{1...n} |Li|) + (n · |R|);

• the size of L is given by |L| = |S|+ |∆|.

The first problem that we discuss is the deadlock-freedom problem. A system

deadlocks when it reaches a state in which it becomes blocked, namely, unable to

perform any further event. So, a system is deadlock free if no such state exists.

Definition 2.15. Given a supercombinator machine S, the deadlock-freedom problem

asks whether S’s induced LTS L = (S,Σ,∆, ŝ) is deadlock free, namely, whether

¬∃ s : S • deadlock(s) holds.

• deadlock(s) = reachable(s) ∧ blocked(s)

• blocked(s) = ¬∃ e : Σ • s e−→
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Deadlock-freedom is a very important property in practice. Checking this property

is often considered the first step towards showing that a concurrent/distributed system

is correct. Moreover, many safety properties can be reduced to verifying deadlock

freedom of modified systems [GW93].

The problem of checking deadlock freedom is PSPACE -complete. So, automatic

verification techniques usually struggle to show deadlock freedom even for systems

with a rather small number of components. FDR4 has a built-in assertion that checks

deadlock freedom. It implements a breadth-first-search algorithm to explicitly explore

the induced LTS of a system, looking for a deadlock.

Theorem 2.16. The deadlock-freedom-checking problem is PSPACE-complete.

Proof. We prove that the deadlock-freedom-checking problem is (i) in PSPACE and

(ii) PSPACE -hard.

Firstly, we show (i) by providing a high-level description for a non-deterministic

Turing machine (NTM) that uses polynomial space to check deadlock freedom.

Let S = (〈L1, . . . , Ln〉,R) be the supercombinator machine we are trying to show

deadlock free, where Li = (Si,Σi,∆i, ŝi), and L = (S,Σ,∆, ŝ) its induced LTS . We

call NTM Check in Algorithm 2.1 with input (S, ŝ, |S|), where |S| =
∏

i∈{1...n} |Si|.
If it accepts this input, S has a deadlock, if it rejects, S is deadlock free. A non-

deterministic Turing machine accepts some input if some branch yields accept, and

rejects it if all branches yield reject. Each guess (and recursive call to Check)

creates a branch that has to store the supercombinator S, a state s, a number n,

and some extra space to calculate blocked(s) and sucessor(s), namely, the memory

used is proportional to the size of S. So, it uses polynomial space in the size of

supercombinator machine S. Note that the number of recursive calls (i.e. the depth

of our computation tree) is bounded by |S|.
Moreover, it correctly decides deadlock-freedom. If a deadlock exists, it must be

at most |S| transitions away from ŝ, since there must be a simple path in L leading to

it, and our procedure goes through all paths of length at most |S|.
Secondly, we show (ii) by providing a polynomial-time reduction from the single-

component traces-refinement problem to the deadlock-freedom checking problem.

Let Lsp = (Ssp,Σsp,∆sp, ŝap), where Ssp = {s1, . . . , sn}, be a specification LTS and

LI an implementation LTS with alphabet ΣI . We assume, without loss of generality,

that Lsp and LI are τ -free and τ /∈ ΣI ∪ Σsp; we could run a τ -elimination procedure

that runs in polynomial time on Lsp and LI and creates a traces-equivalent τ -free

LTS. We propose the creation of the supercombination machine T (Lsp, LI), described
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Algorithm 2.1 NTM to check for a deadlock for machine S.

1: function Check(S, s, n)
2: if n > 0 then
3: if blocked(s) then accept
4: else guess s′ ∈ successors(s) :
5: Check(S, s′, n− 1)
6: end if
7: else reject
8: end if
9: end function

next, as a means of reducing the verification of single-component traces refinement

between these LTSs to checking deadlock freedom for this machine.

T (Lsp, LI) = (〈S1, C1, . . . , Sn, Cn, CC, LI〉,R)

Much like checking language containment for non-deterministic automata, traces

refinement is usually carried out by exploring the product space of the determinised

specification and the implementation. This product space matches pairs of states

that can be reached via the same trace and the exploration checks whether the

implementation state can perform a subset of the events the specification state can.

The reason for determinising the specification is to avoid having to compare an

implementation state with (possibly) multiple specification states; non-determinism

causes a LTS to reach two different states with the same trace. The determinisation

procedure creates states that correspond to sets of states of the original specification

machine.

In this reduction, we cannot afford determinising the specification upfront, as this

would lead to an exponential time reduction. Instead, we create a supercombinator

machine that can be understood as behaving like the same specification-implementation

product LTS but it carries out a sort of lazy determinisation.

The machine T (Lsp, LI) runs components 〈S1, C1, . . . , Sn, Cn, CC, LI〉 in parallel.

Components S1, C1, . . . , Sn, Cn account for the determinised behaviour of the spec-

ification, LI is the implementation component, and CC is a central controller that

ensures specification and implementation reach trace-matching states. Furthermore,

CC also goes into a deadlock state, causing the entire machine to deadlock, if a pair

of violating states is found, namely, a pair of specification and implementation states

where the implementation can perform an event not allowed by the specification.

Component CC, roughly speaking, reads an event the currently-being-visited

implementation state can perform and tries to see if the determinised specification
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Figure 2.3: LTS sketch of component CC for ΣI = {e1, . . . , em}.

counterpart state can perform it too. If so, it moves on to next pair of states to be

visited. On the other hand, if the specification cannot perform this event it goes into

a deadlock state, which leads the entire system into a deadlock. In this machine, in

addition to the original events e, we use fresh events e′ and ē′ to denote that the

determinised specification can and cannot perform event e, respectively. CC definition

is given next, and we provide a sketch of its graphical representation in Figure 2.3.

CC = (S,Σ,∆, ŝ) where

– S = {start, good, bad} ∪ {se | e ∈ ΣI}

– Σ = {ready} ∪ {e, ē′, e′ | e ∈ ΣI}

– ∆ = {(start, e, se) | e ∈ ΣI)} ∪ {(start, τ, start)}
∪{(se, e′, good), (se, ē

′, bad) | e ∈ ΣI)}
∪{(good, ready, start)}

– ŝ = start

We use components S1, . . . , Sn to represent a state of the determinised specification.

Component Si accounts for the behaviour of state si in Lsp. Si’s states on and off tell

whether si is part of the determinised state currently being visited, whereas states se

serve to update what the next determinised state should be based on the successors of

si for event-e transitions in Lsp. We provide a definition for this component next, and

a sketch of its graphical representation in Figure 2.4.

Si = (S,Σ,∆, ŝ) where

– S = {on, off} ∪ {se | si
e−→}

– Σ = {ready, oni} ∪ {e, e′, ē′ | si
e−→}
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– ∆ = {(off, oni, on), (off, ready, off)} ∪ {(off, e′, off), (off, ē′, off)|si
e−→}

∪{(on, oni, on), (on, ready, on)} ∪ {(on, e′, se) | si
e−→}

∪{(se, e, off) | si
e−→}

– ŝ = on if ŝsp = si, and ŝ = off, otherwise

Component Ci is a simple controller to Si. It keeps information about whether

this state should be part of the next determinised state being visited, namely, whether

Si should be “turned on”. The definition for this component is given next. Also, we

provide its graphical representation in Figure 2.5.

Ci = (S,Σ,∆, ŝ) where

– S = {on, off}

– Σ = {ready, oni, starti}

– ∆ = {(off, starti, on), (off, ready, off)}
∪{(on, oni, off), (on, starti, on)}

– ŝ = off

Finally, we describe, as follows, the rules that regulate the interaction between

components in this machine. For convenience, we use our square-bracketed notation

to conveniently represent an event tuple as a set of pairs. Moreover, we use the

name of components to conveniently represent their position in a rule’s event tuple:

Si = 2i− 1, Ci = 2i, CC = 2n+ 1, LI = 2n+ 2.

off

on

se1 . . . sem

ready, e′1, ē
′
1, . . . , e

′
mi
, ē′mi

oni

ready, oni

e′1 e′mi

e1
emi

Figure 2.4: LTS sketch of component Si with {e | si
e−→} = {e1 . . . emi

}
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Figure 2.5: LTS of component Ci.

R = {([(i, ready) | i ∈ {1 . . . 2n+ 1}], ready), ([CC, τ ], τ)}
∪ {([(Si, oni), (Ci, oni)], oni) | i ∈ {1 . . . n}}
∪ {([(CC, e), (LI , e)], e) | e ∈ ΣI}
∪ {([(Si, e′) | i ∈ {1 . . . n} ∧ si

e−→] ∪ [CC, e′], e′) | e ∈ ΣI}
∪ {([(Si, ē′) | i ∈ {1 . . . n} ∧ si

e−→] ∪ [CC, ē′], ē′) | e ∈ ΣI}
∪ {([(Cj, start) | j ∈ {1 . . . n} ∧ si

e−→ sj] ∪ [Si, e], e)
| i ∈ {1 . . . n} ∧ e ∈ Σsp}

All but the last set in this definition require components to synchronise in shared

events. The last set, however, triggers the creation of the next determinised speci-

fication state to be visited. Given the event performed by the implementation, our

machine has to update the determinised specification state accordingly. Assuming

that e was performed by the implementation, this update involves “activating”, for

each state si (i.e. component Si) active in the current determinised state, all successor

state sj (i.e. component Sj) such that si
e−→ sj in Lsp. The rules in this last set mimic

this behaviour; component Si performing e triggers startj to be performed by all Cj

associated with si’s successors.

To conclude our proof, we show that (iii) this machine is deadlock-free iff Lsp vT LI
holds and that (iv) it can be constructed in polynomial time.

As our machine is built to mirror the behaviour of the product space of the

determinised specification and implementation, it is the case that (iii) holds. Note

that CC only reaches state bad iff Lsp vT LI does not hold, and making CC reach bad

is the only way our machine can deadlock. By the definitions of the components in

this machine and its rules, it should be clear that (iv) holds. Each component Ci can

be constructed in constant time, components S1, . . . , Sn can be constructed in time

proportional to |Lsp|, and CC can be constructed in time proportional to |LI |.

The other two problems that we tackle are the traces-refinement and the failures-

refinement checking. Unlike traditional frameworks, when considering this problem,

we assume that the specification LTS has already been normalised (i.e. determinised).
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Traditional frameworks employ a normalisation procedure to determinise the specifica-

tion, i.e. this procedure creates a normal LTS that is behaviourally equivalent to the

specification. Normalising the specification facilitates the process of refinement check-

ing. Instead of comparing an implementation state with possibly many specification

states that can be reached via the same trace, the normalisation process guarantees

that only one state of the normalised specification can be reached by a given trace.

Normalising the implementation, however, does not give any evident advantage.

Definition 2.17. A normal LTS has the property that every trace leads to a single

state. That is, for any trace tr of the normal LTS, if ŝ
tr−→ s and ŝ

tr−→ s′ then s = s′,

where ŝ is the initial state of the normal LTS, and s and s′ two of its states. Also, the

LTS must not have τ transitions.

With the assumption that the specification has already been normalised, we pur-

posely disregard the (possibly substantial) complexity of normalising the specification.

The reason for this assumption is two-fold. Firstly, we use it to show that refinement

checking is highly complex even if we disregard normalising the specification. Sec-

ondly, most practical specifications do not require a complex normalisation. So, this

assumption should more accurately capture the complexity of checking conventional

refinement expressions. In this work, we are interested in tackling the complexity

arising from the potential blow up in the number of states of an induced LTS. So, our

techniques make no effort in trying to tame the complexity of normalisation.

FDR4’s main feature is, arguably, its ability to automatically check whether a

refinement expression holds. For the traces behavioural model, we have the following

refinement problem.

Definition 2.18. Given a supercombinator machine SI and a normalised specification

LTS Lsp, the traces-refinement problem asks whether SI ’s induced LTS LI refines Lsp,

namely, whether Lsp vT LI holds.

FDR4 has a refinement-checking engine that is responsible to carry out such checks.

After normalising the specification, it carries out the exploration of the product space

of specification and implementation. This exploration goes through pairs of states

(ssp, sI) such that ssp is a state of Lsp and sI is a state of LI and they can be reached

via the same trace. For each of these pairs, it tests whether sI can perform a visible

event that ssp cannot, namely, whether initials(ssp) 6⊇ initials(sI) holds. If such a

pair exists, the refinement expression does not hold. Otherwise, it does.
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The problem of checking whether a traces-refinement expression holds is also

PSPACE -complete. So, automatic verification techniques also tend to struggle to

check traces-refinement expressions even for some systems with few components.

Theorem 2.19. The traces-refinement problem is PSPACE-complete.

Proof. We prove (i) the traces-refinement problem is in PSPACE and (ii) the traces-

refinement problem is PSPACE -hard.

Firstly, we show (i) by providing a non-deterministic Turing machine that uses

polynomial space to decide this problem. Let Lsp be the specification and SI =

(〈L1, . . . , Ln〉,R), with induced LTS LI and where Li = (Si,Σi,∆i, ŝi), the imple-

mentation supercombinator machine we are checking. We propose NTM CheckT

that runs on supercombinator machine S ′. S ′ combines the original implementation

machine S with the specification Lsp in a way that an event performed by S has to

be matched (synchronised) with Lsp. This machine is proposed so its induced LTS

L′ = (S ′,Σ′,∆′, ŝ′) captures the specification-implementation product space that is

commonly explored in refinement checking.

S ′ = (〈L1, . . . , Ln, Lsp〉, {((e1, . . . , en, a), a) | ((e1, . . . , en), a) ∈ R})

Then CheckT is a slightly modified version of the machine Check in Algo-

rithm 2.1 that, instead of checking blocked(s), checks whether the currently-being-

visited implementation state can perform an event that cannot be performed by

the specification counterpart state. More formally, for state s = (s1 . . . , sn, ssp), it

tests refinesT (s) = initialsLI
((s1, . . . , sn)) 6⊇ initialsLsp(ssp)

1. To check whether the

refinement expression holds, we call machine CheckT with input (S ′, ŝ′, |S ′|), where

|S ′| = (
∏

i∈{1...n} |Si|) · |Ssp|. If it accepts this input, the refinement expression does

not hold, if it rejects, it does.

For reasons similar as the ones for Check in Algorithm 2.1, our procedure both

uses polynomial space and correctly asserts whether the refinement expression holds.

Secondly, we show (ii) by providing a polynomial-time reduction from the single-

component traces-refinement problem to the traces-refinement problem. We reuse the

machine T (Lsp, LI) we propose for showing claim (ii) in the proof of Theorem 2.16

with CC slightly modified. We add an extra transition to the state bad; a self loop

with fresh event err. Hence, we can translate the single-component traces-refinement

problem involving Lsp and LI into the traces-refinement problem involving L′sp and

T (Lsp, LI), where L′sp has a single state with self loops performing all events T (Lsp, LI)

1Given its simplicity and similarity to Check, we only informally describe CheckT .
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can perform with the exception of err. For reasons similar to the ones presented in

the proof to claim (ii) of Theorem 2.16, this refinement expression correctly asserts

Lsp vT LI and it can be constructed in polynomial time on |Lsp|+ |LI |.

The stable-failures refinement problem makes use of an extended version of a LTS.

When normalising a specification, refusals information about multiple LTS states may

need to be combined into a single normalised state. Our LTS definition, however, can

only (implicitly) capture the set of refusals {X ⊆ E − initials(S)}. So, a more general

structure is needed2. For this purpose FDR4 uses a generalised-labelled-transition

system (GLTS) that annotates LTS states with a set of minimal acceptances, using

function Accs(s). A minimal acceptance Acc captures the set of refusals {X ⊆ E−Acc}.
Minimal acceptances are preferred over maximal refusals because they tend to provide

a more compact representation for the same set of refusals.

Definition 2.20. A generalised labelled transition system (S,Σ,∆, ŝ, Accs) is a 5-

tuple, where (S,Σ,∆, ŝ) is a LTS and Accs is a function from S to P(P(E)) used to

annotated states with sets of minimal acceptances. The predicate ref is defined

differently for this structure. For s ∈ S, we have that s ref X holds if and only if

∃Acc : Accs(s)•X ⊆ E−Acc. The size of a GLTS is given by the size of its underlying

LTS plus the sum of minimal acceptances for all states.

We freely use a GLTS in a definition that deals with a LTS with the natural

understanding that it uses the GLTS’s underlying LTS structure. Moreover, we

reinforce that the acceptances/failures information of a GLTS is not a property of the

events offered/refused by the GLTS. This information is, instead, explicitly given by

the minimal acceptances function Accs.

So, the failures-refinement problem is stated as follows.

Definition 2.21. Given a supercombinator machine SI and a normalised specification

GLTS Lsp, the failures-refinement problem asks whether SI ’s induced LTS LI refines

Lsp, namely, whether Lsp vF LI holds.

As for traces, FDR4’s refinement-checking engine normalises the specification and

carries out the exploration of the product space of specification and implementation,

looking for a specification-implementation pair of states (ssp, sI) such that sI can

perform an event that ssp cannot or sI can refuse to perform more events than ssp

2Note this problem does not happen for the traces model. For that model, normalised states
might have to store initials information about multiple states. Nevertheless, these multiple sets can
be simply combined into a single set of initials.
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(i.e. initials(ssp) 6⊇ initials(sI) or ¬∃Acc : Accs(ssp) • initials(sI) ⊇ Acc). If such a

pair exists, the refinement expression does not hold. Otherwise, it does.

The problem of checking whether a failures-refinement expression holds is also

PSPACE -complete. Hence, the lack of scalability of automatic verification techniques

in tackling this problem.

Theorem 2.22. The failures-refinement problem is PSPACE-complete.

Proof. We prove (i) the failures-refinement problem is in PSPACE and (ii) the failures-

refinement problem is PSPACE -hard.

To prove (i), we use the same argument we used to prove the corresponding claim for

Theorem 2.19. The only modification is that we use machine CheckF that is exactly

as CheckT with the exception that instead of checking refinesT (s), it checks, for

state s = (s1 . . . , sn, ssp), refinesF (s) = initialsLI
((s1, . . . , sn)) 6⊇ initialsLsp(ssp) ∨

¬∃Acc : Accssp(ssp) • initialsLI
((s1, . . . , sn)) ⊇ Acc, where Accssp is the minimal-

acceptances-annotation function for GLTS Lsp.

Secondly, we show (ii) by providing a polynomial-time reduction from the deadlock-

freedom problem to the failures-refinement problem. Deadlock freedom can be checked

by a standard refinement expression where SI is the system being checked deadlock

free and Lsp = ({s0},ΣI , {(s0, e, s0) | e ∈ ΣI}, s0, Accs(s0) = {{e} | e ∈ ΣI}) is the

deadlock-freedom specification (ΣI is the alphabet of SI). This refinement expression

correctly asserts whether SI is deadlock free and it can be constructed in polynomial

time on the size of SI .

2.2.3 Taming the state-space explosion problem

In this section, we discuss partial order reduction and compression techniques. These

methods are implemented in FDR4 to help tame the state-space explosion problem in

analysing induced LTSs.

2.2.3.1 Partial order reduction

Partial order reduction is a widely known technique that can soundly reduce the state

space of a system’s induced LTS. An implementation of this technique within FDR4

has been proposed in [GRHRW15]. Most concurrency models represent independent

transitions by interleaving, namely, they allow independent transitions to happen in

any given order. Two transitions are said to be independent when taking one of them

does not preclude the other from being enabled. One example of such transitions

are component transitions that do not require synchronisation. If some independent
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transitions are enabled in a given state, then all the paths interleaving these transitions

are valid. So, for n independent transitions, there could be n! possible sequences and

2n states to be checked.

However, even though all these combinations are possible, for a considerable class of

properties the examination of only one ordering of transitions is sufficient for yielding

whether the property is valid. Deadlock freedom is an example of such a property.

So, rather than exploring 2n states, partial order reduction allows a given property

to be verified by only visiting n + 1 states, namely, the states along a single path

involving independent transitions. For a detailed presentation and evaluation of such

a techniques, one should refer to [GW93, GRHRW15].

For these techniques, there is an intrinsic trade-off between the optimality of the

reduction and the cost to calculate and perform it. Usually, the more optimal the

reduction is intended to be, the bigger is the overhead to calculate it and to carry it

out. Furthermore, the success of this method is closely tied to how many independent

transitions a system has; if the reduction in the state space does not compensate the

cost of carrying out this reduction, this technique can be even worse than the simple

state-space exploration [GRHRW15].

2.2.3.2 Compression

In [RGG+95], Roscoe et al. propose some techniques that, broadly speaking, try to

reduce a given LTS by merging similar states. For instance, one of these techniques

uses the traditional notion of strong bisimilarity to merge states. This work also

advocates for the systematic use of these techniques in the process of constructing

the system to be analysed from its components; this approach is called hierarchical

compression. This systematic approach consists of a stepwise construction where each

step amounts to the parallel combination of some components and the compression of

this newly created subsystem. Hopefully, the successive compressions keep the state

space of subsystems reasonably small. As an example of how effective this technique

can be, a systematic construction of the dining philosophers, proposed in the same

work, enables the finding of a deadlock for a system with 101000 philosophers in 15

minutes.

Hierarchical compression also presents some shortcomings. Firstly, a compression

technique is not guaranteed to reduce the state space of a system, for similar states

might not exist. Secondly, the effectiveness of this stepwise approach might be

considerably affected by the ordering or the granularity of the compositions that have

to be made. A poor choice of ordering or granularity might cause a blow up to the
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state space for some intermediate subsystem. Thus, one must be very skilful and

experienced to manually devise an effective construction strategy.

2.3 SAT solving

A SAT solver decides whether a given propositional formula is satisfiable, namely, it

tries to establish whether there exists an assignment for the boolean variables in this

formula that makes the formula evaluate to true. If the formula is satisfiable, the

solver also returns a satisfying assignment, which is usually called a model. Given a

model A and a boolean variable xi, A(xi) gives the boolean value assigned to xi in A.

Let x1, . . . , xn be boolean variables. A well-formed propositional formula F is

constructed inductively using the following grammar:

F ::= xi | ¬F | (F) | F1 ∧ F2 | F1 ∨ F2

We use
∧
iFi (

∨
iFi) as a shorthand for the conjunction (disjunction) of formulas Fi.

Most solvers take as an input a propositional formula in Conjunctive Normal Form

(CNF). A formula is in CNF if it is a conjunction of clauses. A clause is a disjunction

of literals, where a literal is a boolean variable or its negation. Any propositional

formula can be translated, in linear time, into an equisatisfiable CNF formula using

Tseitin’s encoding [Tse68]. Two formulas are equisatisfiable if one is satisfiable if and

only if the other is. In this encoding, a sub-formula F is abstracted by a fresh boolean

variable xF (i.e. xF ⇔ F); this abstraction is encoded via a CNF formula. So, a

non-CNF (sub-)formula can be replaced by its abstracting variable.

For examples, let xF be a variable abstracting formula F .

• F ′ = ¬F translates to (xF ′ ∨ xF) ∧ (¬xF ′ ∨ ¬xF)

• F ′ = F1 ∨ F2 translates to (¬xF ′ ∨ xF1 ∨ xF2) ∧ (xF ′ ∨ ¬xF1) ∧ (xF ′ ∨ ¬xF2)

• F ′ = F1 ∧ F2 translates to (xF ′ ∨ ¬xF1 ∨ ¬xF2) ∧ (¬xF ′ ∨ xF1) ∧ (¬xF ′ ∨ xF2)

The boolean satisfiability problem is NP -complete [Coo71]. So, currently, only

procedures that take exponential time in worst case are known, and assuming P 6= NP,

there cannot be a decision procedure that generally solves this problem in polynomial

time. Modern SAT solvers, however, can decide many practical instances of this

problem very efficiently. This efficiency is due to a combination of clever techniques

that prune the exponentially-large search space.
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2.3.1 The DPLL framework

Modern SAT solvers are based on the DPLL (Davis Putnam Logemann Loveland)

framework [DP60, DLL62]. It implements a backtracking-based search that tries to

systematically construct a satisfying assignment for a given formula. If no satisfying

assignment can be constructed, the formula is unsatisfiable. Roughly speaking, it

starts with the empty assignment, where no variables are assigned, and progressively

extends this assignment by choosing an unassigned boolean variable and deciding on

its value, then it propagates the implications of this decision, and it backtracks if

propagation leads to a conflict. Given a partial assignment, a clause is conflicting (or,

a conflict) when all its literals (and the clause itself) evaluate to false, satisfied when

one of its literals evaluates to true, unit when it is not satisfied and all but one of

its literals has yet to have its variable assigned to a value, or unresolved otherwise,

i.e. a non-satisfied clause with more than one literal unassigned. We use the formula

in Example 2.3 as a running example to illustrate some notions introduced in this

section. Considering this formula and assignment {x7 = false, x8 = true}, clauses

c2, c3, c5, c7 are satisfied, c6 is conflicting, and c1, c4 are unit.

Example 2.3. Boolean formula Fex is as follows.

Algorithm 2.2 Davis-Putnam-Loveland-Logemann (DPLL) algorithm takes a proposi-
tional formula in CNF format and outputs SAT (satisfiable) or UNSAT (unsatisfiable).

1: function Solve(F)
2: while true do
3: propagate()
4: if no conflict found then
5: if all variables assigned then
6: return SAT
7: else
8: decide()
9: end if

10: else
11: level = analyse conflict()
12: if level = −1 then
13: return UNSAT
14: else
15: backtrack(level)
16: end if
17: end if
18: end while
19: end function
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c1 = x1

c2 = ¬x1 ∨ x2 ∨ x7 ∨ x8

c3 = x2 ∨ ¬x7 ∨ ¬x8

c4 = ¬x2 ∨ x7 ∨ ¬x8

c5 = ¬x2 ∨ ¬x7 ∨ x8

c6 = x7 ∨ ¬x8

c7 = ¬x7 ∨ x8

�

We present a sketch of the DPLL framework in Algorithm 2.2 and briefly describe

the functions it uses as follows. Function propagate() infers new variable assignments

based on the current partial assignment. Note a unit clause can only be satisfied if

the current assignment is extended so the one unassigned literal evaluates to true. We

call this inference mechanism the unit-clause rule. So, propagate() tracks unit clauses

and uses the unit-clause rule to extend the current assignment until either a conflict

is found or no more unit clauses exist. This mechanism is generally known as boolean

constraint propagation. We point out that this propagation can even happen when

considering the empty assignment, as it does, for instance, in Example 2.3. This is

why the function propagate() is called right at the start of this algorithm.

After this propagation is carried out, the next step taken depends on whether a

conflict has been found. If no conflict is detected, this framework continues its search

by assigning a value to an unassigned variable. Function decide() is responsible for

choosing this variable-value pair to extend the current assignment with. The assignment

space can be seen as decision tree where nodes are variables and each outgoing edge

represents a valuation for the associated node/variable. Broadly speaking, the DPLL

framework can be understood as looking for a satisfying assignment by implicitly

traversing this tree. So, each time decide() is called a new branch in this decision tree

is being explored. For each decision/branching, decision level dl + 1 is created. The

variable assignment picked by decide() and all propagated assignments are associated

with this level. By convention, initially dl = 0 and this level is not associated to any

decision. We use x = v@dl to state that the variable assignment x = v is associated

with decision level dl. Also, x = v@dl means that this is the decision assignment

for level dl. As decision levels keep track of branching points in the algorithm, they

play an integral part in the backtracking process. Modern solvers choose a variable

to assign based on a heuristic that prioritises variables more frequently involved in

conflicts. We detail the heuristic commonly used by solvers and how it can help with

the solving process in Section 2.3.2.
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If propagation leads to a conflict, function analyse conflict() analyses which deci-

sions have led to the conflict. This analysis generates a new clause which prevents this

conflict from arising again and returns the highest decision level that does not propa-

gate the conflict. If this analysis return decision level −1, it means that no decision

can lead to a satisfying assignment and the formula must be unsatisfiable. Otherwise,

this framework backtracks to the returned decision level, by calling backtrack(level).

This function undoes all the variable assignments for decision levels dl > level. By

backtracking to the second highest decision level considering the decision variables

causing a conflict, it undoes the last decision that implies the conflict. This backtrack-

ing and the new learned clause trigger the propagation of the opposite assignment for

this last decision variable. We detail this conflict-based clause-learning process and its

impact on the DPLL framework in Section 2.3.3.

In Figure 2.6, we illustrate how this algorithm works by describing a partial

execution for our running example. For this run, we disregard decision heuristics and

choose variable-value pairs which, we believe, create a more complete picture of how

this DPLL algorithm works. We make the following remarks about this execution.

Firstly, Step 3 is omitted as it consists of a pointless propagation call, namely, a

call to propagate() with no unit clauses. Secondly, Step 6 results in learned clause

c8 = x2 ∨ x7, as the analysis of the conflict in c6 reveals that decisions x2 = false and

x7 = false are its cause. Note how this clause prevents these conflicting decisions

from occurring again; making one of these decisions would cause this learned clause

to propagate the opposite assignment for the other variable. Finally, note how, in

Step 7, backtracking to level 1 causes c8, the learned clause, to become unit, which in

turn leads to the propagation of x7 = true in Step 8. This propagation corresponds

exactly to flipping the decision x7 = false which caused conflict c6 in Step 5.

Modern SAT solvers are very conflict centric; both the decision heuristic they

normally employ and their backtracking strategy are conflict-based. This emphasis on

conflicts is arguably the driving force behind the impressive efficiency of SAT solvers

in checking satisfiability. The intuition behind this emphasis is that conflicts provide

valuable information that can be used to prune the search space.

2.3.2 Decision heuristic

An integral part of solvers’ efficiency comes from their decision heuristics, namely, the

method they use to select which variable, value to assign next. Most solvers use a

variation of Variable State Independent Decaying Sum (VSIDS) as a heuristic to make

this choice. This heuristic scores each literal based on the number of clauses in which
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Step 0: starting point
Current assignment: {}
Current decision level: 0

unresolved: {c2, c3, c4, c5, c6, c7}
unit: {c1}
satisfied: {}
conflict: {}

Step 1: propagate()
Current assignment: {x1 = true@0}
Current decision level: 0

unresolved: {c2, c3, c4, c5, c6, c7}
unit: {}
satisfied: {c1}
conflict: {}

Step 2: decide()
Current assignment: {x1 = true@0,
x2 = false@1}

Current decision level: 1

unresolved: {c2, c3, c6, c7}
unit: {}
satisfied: {c1, c4, c5}
conflict: {}

Step 4: decide()
Current assignment: {x1 = true@0,
x2 = false@1, x7 = false@2}

Current decision level: 2

unresolved: {}
unit: {c2, c6}
satisfied: {c1, c3, c4, c5, c7}
conflict: {}

Step 5: propagate()
Current assignment: {x1 = true@0,
x2 = false@1, x7 = false@2,
x8 = true@2}

Current decision level: 2

unresolved: {}
unit: {}
satisfied: {c1, c2, c3, c4, c5, c7}
conflict: {c6}

Step 6: analyse conflict() = 1
Current assignment: {x1 = true@0,
x2 = false@1, x7 = false@2,
x8 = true@2}

Current decision level: 2

unresolved: {}
unit: {}
satisfied: {c1, c2, c3, c4, c5, c7}
conflict: {c6}
learned: c8 = x2 ∨ x7

Step 7: backtrack(1)
Current assignment: {x1 = true@0,
x2 = false@1}

Current decision level: 1

unresolved: {c2, c3, c6, c7}
unit: {c8}
satisfied: {c1, c4, c5}
conflict: {}

Step 8: propagate()
Current assignment: {x1 = true@0,
x2 = false@1, x7 = true@1,
x8 = false@1}

Current decision level: 1

unresolved: {}
unit: {}
satisfied: {c1, c2, c3, c4, c5, c6, c8}
conflict: {c7}

Figure 2.6: Possible partial DPLL-framework run for Running Example 2.3.

it appears, and it periodically divides all scores by 23. So, decide() picks whichever

unassigned literal has the highest score to assign. By assigning a literal, we mean that

its variable is assigned to the value that makes the literal true.

This heuristic aims to prioritise literals/variables that have frequently and recently

caused conflicts. The clause learning feature increases literals’ scores every time they

3This constant is normally a parameter of solvers.
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cause a conflict, and the periodic division of scores makes recent conflicts more relevant

than older ones. The intuition behind it is that variables at the cause of conflicts are

more directly related to the satisfiability of a formula. By prioritising recent conflicts,

it hopes to pick variable-value pairs that are more intrinsically related to the part of

the assignment space the algorithm is currently at.

We illustrate how this heuristic can prune the search space with the help of formula

Fex in Example 2.3. Let us assume that our algorithm is trying to solve formula

Fex ∧ F ′, which involves variables x1, . . . , x7. Fex specifies that x2 ⇔ x7 = x8 and

x7 = x8. So, while x2 = false, no assignment can satisfy our formula. Assuming that

x2 = false is decided first and x7 immediately after, these values alone would lead to

a conflict by propagation without the need to assign values for variables x3, . . . , x6.

On the other hand, if variables x3, . . . , x6 are assigned in between x2 = false and x7,

the solver would need to (possibly) waste time assigning values for x3, . . . , x6 only to

realise that x7 is the relevant variable for this part of the search. Therefore, identifying

x7 as a relevant variable and picking it early can substantially reduce the search space

to be explored.

2.3.3 Conflict-driven backtracking

Another key feature in making solvers efficient is the ability to jump over many

decision levels, which is commonly referred to as non-chronological backtracking. A

conflict can give valuable information about the decisions (and decision levels) that

have caused it. By tracking decisions and their implications, solvers are able to deduce

the decisions implicated in a conflict. This tracking is kept by an implication graph.

This digraph has a node for each variable-value pair in the current assignment, except

for variable assignments made in level 0, and a special conflict node k. There is an

edge from xi to xj in this graph if the value of xj was implied/propagated thanks to

the value of xi, and there is an edge from xi to k if xi is a variable in the conflict

(clause) found. So, in particular, decision variables have no incoming edges in this

graph. For instance, in Figure 2.3.3, we show the implication graph at Step 6 of the

execution run in Figure 2.6. We use literals to abbreviate assignments, namely, ¬xi
means xi = false whereas xi means xi = true. Also, we annotate the edges with the

clause that caused the propagation.

Roughly speaking, the function analyse conflict() traverses this graph in a back-

ward fashion from k and find nodes without incoming edges, namely, decision assign-

ments. These nodes correspond to the decisions that have effectively played a part

in making the current assignment lead to a conflict. Based on the set of decision
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nodes found, it calculates a decision level to backtrack to and a clause to learn. The

backtracking level is the second highest level associated with these nodes4, and the

learned clause is composed of the negation of these literals5. For instance, for the

graph in Figure 2.3.3, this function finds nodes x2 = false and x7 = false. So, it

returns decision level 1 and it learns/generates clause x2 ∨ x7.

We illustrate how this conflict-driven-backtracking feature can prune the search

space with the help of formula Fex in Example 2.3. Let us assume that our algorithm

is trying to solve formula Fex ∧ F ′, which involves variables x1, . . . , x7. Assuming that

decisions are made based on variable index and that this algorithm finds a conflict

for assignment {x2 = false@1, x3 = false@2, . . . , x6 = false@5, x7 = false@6, x8 =

true}. If the values for variables x3, . . . , x6 do not contribute to this conflict, the

algorithm would have constructed an implication graph for which the sub-graph

containing nodes that are backward reachable from k is shown in Figure 2.3.3. By

analysing this graph, analyse conflict() would detect decision nodes x2 = false and

x7 = false as causes of the conflict. So, it would return level 1 and learn clause x2 ∨ x7.

Backtracking to level 1 makes the learned clause become unit and so x7 = true is

propagated. We point out that this backtracking (from level 6 to level 1) saves the

time of assigning different values for variables x3, . . . , x6 as they are not the source

of this conflict. This effort would not be saved if a chronological approach was in

place; such an approach would backtrack to level 5. Therefore, by identifying and

performing a non-chronological backtracking, this algorithm can substantially prune

the search space.

4If no such nodes are found, it returns level −1. If a single such node is found, it returns level 0.
5There are some optimisations for this methods using unique implication points that are beyond

the scope of this thesis. For more details see [KS08].

¬x2

¬x7

x8

k

c2

c2

c6

c6

Figure 2.7: Implication graph at Step 6 of execution in Figure 2.6.
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2.3.4 Encoding compactness and quality

How a problem is encoded also plays a big part in how efficiently it can be solved. The

techniques introduced later on this thesis involve encoding a problem into a boolean

formula and checking it using a solver. In devising encodings for these techniques, we

often came across a trade-off between size and quality of our translated formula. By

quality, we mean that the translation should preserve as many implications between

literals in the translated formula as there are between the elements they represent

in the original problem. When a translation preserves these implications, we call

it arc-consistent6. An intuitive explanation of arc-consistency is given in [ES06]:

“whenever an assignment can be propagated on the original constraint, the SAT solver’s

unit propagation, operating on the translated formula, should find that assignment

too”. This means, in particular, that an assignment that implies a conflict in the

original problem also implies a conflict for the translated formula. This preservation

of implications can save the solver a lot of effort in checking a problem. For instance,

when the solver decides on a partial assignment that leads the original problem to a

conflict, instead of deciding on extra unassigned variables to then realise a satisfying

assignment is not possible, it can directly deduce so.

We illustrate this trade-off with an example: we want to encode into a SAT problem

whether, for a given binary relation on V , there exists no reflexive pair in its transitive

closure, namely, whether a given directed graph is acyclic. So, it returns SAT if the

graph is acyclic and UNSAT if it has a cycle.

One way to encode this is by associating each node a ∈ V in this digraph to a

integer ia and making sure that for each edge (a, b) in this graph, we encode that

ia > ib. So, an assignment of integers to nodes exists if and only if the underlying

graph is cycle-free. We call this encoding integer-based. To make this encoding work,

integer variables ia need to be in the range {1 . . . |V |}; we need enough values to, in

the worst case scenario, be able to assign a different integer to each node a ∈ V .

In terms of size, this encoding is rather compact. It needs O(|V | log|V |) variables,

each integer variable ia for a ∈ V is encoded (in binary) by log|V | boolean variables,

and O(|V |2) clauses, to encode the edges ia > ib. As for quality, this encoding is not

optimal, as it is far from being arc-consistent. For instance, let us assume that the

underlying graph has a cycle. This encoding would need to try on different values for

integer variables ia until it finds out that no satisfying assignment can be found.

6For a more formal and detailed account see [ES06].
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Another way to encode this problem is by capturing the transitive closure of this

relation and asking whether its has a reflexive pair. To capture the pairs in the

transitive closure, it associates each pair (a, b) ∈ V 2 with a boolean variable ea,b. It

encodes that pair/edge (a, b) is a member of the original relation/digraph by creating

unit clauses ea,b. Then, it creates some axioms to encode transitivity, namely, for each

triple of transitions ea,b, eb,c and ea,c, it encodes the axiom: ea,b ∧ eb,c ⇒ ea,c. Finally,

it encodes that a reflexive pair cannot occur by adding ¬ea,a for every a ∈ V .

In terms of size, this encoding is not very compact. It requires O(|V |2) variables,

one for each edge/pair (a, b) in the digraph/relation, and O(|V |3) clauses, to encode

the pairs in the relation, transitiveness axioms and that reflexive pairs cannot be

derived. In terms of quality, this encoding is arc-consistent. With implication alone,

it can derive whether the graph is acyclic or not. The encoding of the original pairs

in the relation and the axioms for transitiveness cause the solver to construct the

transitive close of the relation through implication (boolean propagation) and this

leads to establishing whether the underlying digraph is acyclic.

This example shows the sort of trade-off we experienced in proposing SAT encodings

for our frameworks. It seems that it is often the case that quality and size are two

opposing forces when encoding a problem into SAT. As we have demonstrated for

our acyclic-graph problem: on one hand, a compact encoding can be created with

poor implication quality, on the other, optimal implication can be achieved by a

not-so-compact translation. Note that it does not even appear to be a trade-off to be

contemplated at all; the difference in size for these encodings is rather small whereas the

larger encoding is substantially better in terms of implications preservation. So, there

should be no discussing in picking the second encoding over the first one. In practice,

however, the decision heuristic used by solvers seems to be very efficient/accurate in

picking the “right” values for the integer variables in the first encoding. Moreover,

a cubic growth in the number of clauses is often sufficient to completely hinder the

efficiency of solvers. We were not the only ones to come across these practical points,

other works have faced the same issues [GJR14].

2.4 SMT solving

Satisfiability modulo theories is the name that is generally given to the problem

of determining the satisfiability of a quantifier-free formula with respect to some

theory [BT18]. A first-order theory T, or just theory for short, over the set of

non-logical symbols S (called its signature) combines first-order logic with a fixed
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interpretation for elements in S. This interpretation is often given by a set of axioms.

So, a well-formed S -formula (i.e., a first-order formula for which non-logical symbols

come from S ) is T -satisfiable (or T -consistent) if and only if it is satisfiable considering

the interpretation given by T for symbols in S. First-order logic is meant to be a

generic framework where non-logical symbols can have arbitrary meaning. In practice,

however, one is often interested in a specific interpretation for a non-logical symbol.

Therefore, the interest in studying first-order theories.

Example 2.4. Equality logic is a theory over the signature S = {=}, where = is a

binary predicate. The following formula is well-formed:

(a = b) ∧ (b = c) ∧ ¬(a = c)

This theory also constrains the meaning of “=” to the equality predicate. This

interpretation is captured by the usual three axioms:

x = x reflexivity
x = y =⇒ y = x symmetry
x = y ∧ y = z =⇒ x = z transitivity

Our formula is unsatisfiable for this theory as transitivity implies that (a = c). �

A SMT solver is a decision procedure that solves such satisfiability problems. Most

solvers consider this problem for a combination of theories. So, given a S -formula and

theories T1, . . . , Tn over S, a SMT solver answers whether this formula is satisfiable

(SAT) or not (UNSAT). In the SAT case, it provides a model/satisfying assignment A
for the variables in the formula. A(x) gives the value assigned to x in model A.

2.4.1 Linear integer arithmetic

A theory that is commonly handled by SMT solvers and that is used in this work is

linear integer arithmetic. Aside from traditional propositional boolean variables, this

theory allows for arithmetic atomic propositions.

Definition 2.23. An arithmetic atomic proposition is constructed using the following

grammar, where x is some integer variable and c some integer value.

atom ::= sum op sum
op ::= = | ≤ | <
sum ::= term | sum+ term
term ::= x | c | c · x

This theory interprets arithmetic atoms in the usual way. Next, we present a

formula that illustrate the use of linear arithmetic atoms.
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Example 2.5. Let x1, x2 be boolean variables, and x3, x4 be integer variables.

(x1 ∨ x2) ∧ ((¬x1 ∨ (x3 + 4x4 = 3 ∧ 1 ≤ x4)) ∨ (¬x2 ∨ (0 < x3 − x4 ∧ x3 ≤ x4)))

�

This formula is not satisfiable according to this theory. Note that either x1 or x2

must be set to true, and so, in each case, a couple of inconsistent arithmetic atoms

must be satisfied to satisfy the formula. Also, we point out that this formula is not in

conjunctive normal form. SMT solvers do not usually require their input formula to

be in CNF, but they implement a pre-processing procedure to convert a formula into

CNF using Tseitin’s encoding.

2.4.2 The DPLL(T) framework

Modern SMT solvers leverage the advances on SAT solvers to efficiently check for

satisfiability. These solvers, usually, implement satisfiability checking in one of two

ways: eagerly or lazily. Eager solvers carry out a one-step translation of a theory-

specific formula into an equisatisfiable propositional formula. Note that this generated

formula has to include theory-specific consequences encoded in a propositional form to

ensure the generated formula and the original one are equisatisfiable. This generated

formula is fed to a SAT solver so it can check whether it is satisfiable. Such approaches

also maintain a mapping between elements in the original formula and elements in

the generated formula so that a model for the generated formula, created by the SAT

solver, can be “lifted” to a model for the original formula. Naive translations into

SAT usually result in poor checking performance. So, these implementations often

rely on theory-specific optimisations, making eager approaches very theory specific.

The sort of translation implemented by such approaches is very similar to the one

discussed in Section 2.3.4. Therefore, we point out that eager approaches have to deal

with a similar trade-off between quality and size of encodings. One example of this

sort of solver is UCLID [LS04].

Most of the modern SMT solvers are implemented using the lazy approach, which

involves tightly coupling a DPLL algorithm with a theory solver. A theory solver

is a decision procedure that solves the satisfiability problem for the conjunctive

fragment (i.e. the set of quantifier-free formulas assembled using only conjunctions)

of a corresponding theory. For instance, theory solvers for linear integer arithmetic

are mostly based on the branch and bound algorithm for solving conjunctions of

linear constraints over integers [KS08]. This combination DPLL, theory-solver can be
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Algorithm 2.3 DPLL(T) algorithm takes a theory-specific formula F and outputs
SAT (satisfiable) or UNSAT (unsatisfiable).

1: function Solve(F)
2: Fp = preprocess(F)
3: while true do
4: propagate()
5: if no conflict found then
6: if T -deduce(T∧(Ap)) then
7: if all variables assigned then
8: return SAT
9: else

10: decide()
11: end if
12: end if
13: else
14: level = analyse conflict()
15: if level = −1 then
16: return UNSAT
17: else
18: backtrack(level)
19: end if
20: end if
21: end while
22: end function

understood as lazily constructing a translation of the original theory-specific formula

into a propositional equisatisfiable one. This framework is generally known as DPLL(T )

framework, where T is a background theory. Modern solvers can check a formula

involving a combination of different theories, however, for our brief explanation on how

DPLL(T ) works, we only consider a single theory. For an account on how combination

of theories can be handled see [BBH+09], Chapter 12, or [KS08], Chapter 10.

Lazy approaches have the advantage of implementing theory-specific solvers that

can use whatever specialised algorithms and data structures are best for the theory in

question, which typically leads to better performance. Eager approaches, on the other

hand, have the advantage that they rely on a translation that imposes upfront all

theory-specific constraints on the SAT solvers search space, which can potentially help

the solver to check the input formula more quickly. So, its viability depends on the

ability of modern SAT solvers to quickly process relevant theory-specific information

encoded into large SAT formulas.

We present a sketch of the DPLL(T ) framework in Algorithm 2.3. Lazy frameworks
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work on two levels: a propositional level, where simple DPLL features are used, and a

theory level, where a theory solver is invoked. To build on the remarkable efficiency of

SAT solvers, SMT checkers work on a propositional skeleton of the input formula. For

a formula F , its propositional skeleton is given by Fp and consists of replacing theory-

specific literals by propositional boolean variables. Moreover, to work simultaneously

and consistently on these two levels, SMT checkers also maintain a mapping between

boolean variables in Fp and the theory-specific literals they correspond to in the

original formula F . The function preprocess(F) is responsible for creating both this

propositional skeleton and mapping, converting the formula into conjunctive normal

form, and finally, applying theory-specific simplifications to, possibly, reduce the

complexity of solving this formula.

Example 2.6. Let x1 be a boolean variable and x2, x3 be integer variables.

F = x1 ∧ (¬x1 ∨ x2 = x3) ∧ (x1 ∨ ¬(x2 − x3 = 1))

�

For instance, the propositional skeleton of the formula in Example 2.6 is given as

follows; boolean variables x4 and x5 represent (and are mapped to) arithmetic literals

x2 = x3 and ¬(x2 − x3 = 1), respectively.

Fp = x1 ∧ (¬x1 ∨ x4) ∧ (x1 ∨ x5) (2.8)

This framework works analogously to DPLL for SAT checking with the exception

for a call to T -deduce(T∧(A)) in line 6; this function call represents exactly the invo-

cation of a theory solver. Roughly speaking, it iteratively uses functions propagate(),

decide(), analysed conflict(), backtrack() to find a partial assignment Ap satisfying

the propositional skeleton of the input formula, which is then checked for consistency

with background theory by T -deduce(T∧(Ap)). T∧(Ap) creates a conjunction of theory-

specific literals. For each boolean variable x assigned in Ap and which corresponds to a

theory-specific literal l in the original formula, it conjoins literal ¬l if x = false inAp or

l if x = true. For instance, let Ap = {x1 = true, x4 = true, x5 = false} be the current

partial assignment being considered for formula in Example 2.6 and its propositional

skeleton in Equation (2.8), T∧(Ap) would be given by (x2 = x3) ∧ (x2 − x3 = −1).

Theory solvers are usually designed to check for consistency (satisfiability) regarding

the conjunctive fragment of a theory, hence the need for function T∧(Ap).
Theory solvers not only check for satisfiability but they implement two important

features: theory propagation and lemma generation. Theory propagation complements

boolean constraint propagation implemented in DPLL by performing theory-specific
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deductions. A boolean variable corresponding to a theory-specific literal is assigned

to a value, if this valuation is the only possibility that makes the current partial

assignment theory consistent. For instance, let Ap = {x1 = true, x4 = true} be the

current partial assignment for Example 2.6, from this assignment theory propagation

could immediately deduce that x5 = true. This assignment is implied by the fact that

if x2 = x3 (thanks to x4 = true) then ¬(x2 − x3 = −1) must be true (i.e. x5 = true),

otherwise it would lead to a theory inconsistency.

Lemma generation can be seen as a sort of conflict analysis on the theory level of

SMT solvers. If T -deduce(T∧(Ap)) concludes that the conjunction T∧(Ap) is inconsis-

tent, it analyses the causes for this inconsistency and learns a blocking clause that pre-

vents the same inconsistency from happening again. This process involves finding some

literals l1, . . . , lm in T∧(Ap) such that l1 ∧ . . . ∧ lm leads to an inconsistency, so the

solver can learn (i.e. add to the propositional skeleton of the input formula) the nega-

tion of this conjunction. For instance, let Ap = {x1 = true, x4 = true, x5 = false}
be the current partial assignment for formula in Example 2.6 with propositional

skeleton in Equation (2.8), this assignment leads to an inconsistency as T∧(Ap) is

(x2 = x3) ∧ (x2 − x3 = −1). Both these literals are responsible for this inconsistency,

so the SMT solver learns ¬((x2 = x3) ∧ (x2 − x3 = −1)), which is added to the

propositional skeleton in boolean form: ¬(x4 ∧ (¬x5)).

The call to T -deduce(T∧(Ap)) returns true if the theory solver neither carried

out some theory propagation nor some lemma generation, and false otherwise. If

it returns false, it means that the theory solver has carried out some change to the

propositional skeleton or to the current partial assignment that might lead to some

boolean propagation or a conflict, so our SMT solver goes back to operate on the

boolean level by calling propagate(). On the other hand, if it returns true, the theory

solver has found that the partial assignment is theory consistent and there is no

boolean or theory propagation to be carried out at this point.

Finally, once a complete and theory-consistent satisfying assignment is found for

the skeleton, a model A assigning consistent values for the theory-specific variables of

the original input formula is generated. This feature is called model generation.

2.5 Summary

This chapter has presented some concepts, problems and tools upon which the work

in this thesis is based.
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We have presented the concept of supercombinator machines as a means to precisely

capture the behaviour of concurrent and distributed systems. This is the formalism

upon which our work is based. Even though this notation has been proposed in the

context of CSP, it is flexible enough to capture systems described in other formalisms.

To illustrate how a translation into this formalism can be achieved, we have presented

how it captures systems described in a simplified version of the CSP language.

Based on this formalism, we have introduced three problems investigated in

this thesis: deadlock-freedom checking, traces refinement checking and stable-failures

refinement checking. These problems are all PSPACE -complete and, therefore, believed

to be very hard to solve. This thesis investigates approximate frameworks to more

efficiently tackle these problems.

In this thesis, we propose a number of approximate verification frameworks that

rely on SAT/SMT solvers to check the hard problems they tackle. Hence, in this

chapter, we briefly introduced how these solvers work and the conflict-centric heuristics

that help them solve hard problems efficiently.
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Chapter 3

Local analysis

3.1 Introduction

In many cases, a property emerges from the behaviour of small subsystems as opposed

to the system’s global behaviour. For instance, a pair of components in the system

might always be able to communicate, so the behaviour of this pair alone can ensure

that the system is deadlock free. In these cases, verification frameworks could benefit

from employing local analysis to examine these subsystems and capture local invariants.

A local invariant approximates the behaviour of the system based on the behaviour of

one of its subsystems. It is meant to show that some system behaviours are invalid

because the components in this subsystem cannot cooperate to perform them. The

behaviours that cannot be shown invalid in this way are conservatively assumed to be

valid. In this chapter, we propose the notion of subsystem reachability as a device to

implement local analysis and capture local invariants. It over-approximates system

reachability by showing that, for a chosen subsystem, some system states are not

reachable because the components in this subsystem cannot cooperate to reach them.

We also use the notion of subsystem reachability to systematically create a family of

reachability over-approximations. For k ≥ 1, k-reachability proposes an approximation

that combines reachability for some subsystems of size up to k. This systematisation

is an attempt to create a useful reachability approximation that can power a fully

automatic verification framework. Without this systematisation, the user of such

frameworks would have the unpleasant task of hand picking some combination of

subsystems. Note there are exponentially many combinations to choose from.

To demonstrate how local analysis can give rise to useful verification frameworks, we

use 2-reachability to create a framework, called Pair, that checks deadlock freedom for

distributed and concurrent systems. Broadly speaking, Pair is the result of replacing

exact reachability for 2-reachability. This replacement makes it an approximate
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framework: Pair either shows deadlock freedom or it produces an inconclusive result

in the sense that it finds a state that is blocked and 2-reachable but might not be

reachable. This framework improves, in terms of precision, on current local-analysis-

based approximative techniques for deadlock freedom. For instance, some of the

so-called non-hereditary deadlock-free systems (i.e. deadlock-free systems that have

a deadlocking subsystem), which are neglected by most incomplete techniques, can

be proved deadlock free by our framework. This improvement, however, comes with

a price. While traditional approximate frameworks are based around polynomially

checkable conditions, the problem Pair solves is NP -complete. So, we rely on SAT

checkers to efficiently implement Pair in a way that, typically, scales better than

current techniques for deadlock analysis.

Local analysis brings scalability at the cost of imprecision. k-reachability gives

rise to frameworks that should be more scalable than exact frameworks but they

cannot show properties that depend on some invariant of subsystems of size greater

than k. For instance, Pair cannot show deadlock freedom if it depends on some local

invariant emerging from how triples or larger combinations of components behave. So,

to increase Pair’s precision, we propose the PairPicking framework. It improves on

2-reachability by combining Pair with subsystem reachability for some subsystems

picked by the user. This extension should be useful when proving deadlock freedom

involves invariants of triples or larger combinations of components, these combinations

can be easily identified by the user, and they are much smaller than the entire system.

This chapter’s outline is as follows. Section 3.2 introduces the notion of subsystem

reachability to capture and implement local analysis. In Section 3.3, we propose Pair,

a strategy that uses local analysis for proving deadlock freedom. Section 3.4 introduces

PairPicking, a strategy that extends Pair fully-automatic use of local analysis with

some user inputs. Finally, in Section 3.5, we present our concluding remarks.

3.2 Subsystem reachability

Often, a system property can be proved by local invariants deduced from the way

small subsystems behave. In these cases, verification frameworks could benefit from

examining only these subsystems instead of carrying out the costly analysis of the entire

system’s behaviour. This sort of analysis of some small subsystems to ensure a given

property is commonly called local analysis. The first kind of reachability approximation

that we propose in this work is based on the behaviour of a system’s subsystem. A

subsystem is given by a non-empty set of indices that denotes participating components.
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The notion of subsystem reachability is intended to be a means to capture and

implement local analysis. We analyse the behaviour of a subsystem based on the

following subsystem projection.

Definition 3.1. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine, ess the

event tuple resulting from removing ei if i /∈ ss , and 〈L1, . . . , Ln〉ss the sequence of

components resulting from removing the elements for which indices are not in ss. The

subsystem projection of machine S over subsystem ss ⊆ {1 . . . n} | ss 6= ∅ is given by

the following supercombinator machine:

Sss = (〈L1, . . . , Ln〉ss, {(ess, a) | (e, a) ∈ R ∧ ∃ i : ss • ei 6= −})

This machine allows components in this subsystem to run independently from the

rest of the system. Note that the projection of system rules, caused by ess, allows

subsystem’s components to ignore any need for synchronisation with components that

are not part of this subsystem.

We use this projection to define subsystem reachability.

Definition 3.2. Let Sss be a supercombinator machine, resulting from the projection

of S on subsystem ss, and (Sss,Σss,∆ss, ŝss) its induced LTS. We define reachabless(s),

for s ∈ Sss, as the reachability predicate considering this projection/subsystem’s

induced LTS.

Subsystem reachability can be used to over-approximate a system’s reachability.

If a subsystem projection cannot reach a state, it must be the case that any system

state that extends this projection state is unreachable. A system state extends a

projection state, involving subsystem ss, if they share the same component states for

the components in ss. We use predicate reachss(s) to capture this approximation.

Definition 3.3. Let S be a supercombinator machine, (S,Σ,∆, ŝ) its induced LTS,

and ss a given subsystem of S. For s ∈ S, we use reachss(s) = reachabless(sss) to lift

reachabless to the states of S. For s = (s1, . . . , sn), sss creates a state-tuple with the

|ss| elements si where i ∈ ss.

The over-approximating nature of this predicate is a consequence of our projection’s

rules discarding the participation of components outside the subsystem. This discarding

can be seen as placing the subsystem in an ideal synchronisation context, where the

original components outside the subsystem are replaced by components that always

offer all events. So, if a projection cannot reach a state with all this help, no
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combination of components (and, in particular, the original components outside the

subsystem) can help the subsystem in reaching this state. By contraposition, it must

be the case that if a state is reached by the system, the projected state must be

reachable in the context of the projection.

Lemma 3.4. reachable(s)⇒ reachss(s)

Proof. This can be proved by induction on the size of the path ŝ
tr−→ s. We use ss to

denote the projection’s subsystem and −→ss to denote the path predicate for the LTS

induced by this projection. The base case is trivial as ŝ
〈〉−→ ŝ and ŝss

〈〉−→ss ŝss. For the

inductive case, assuming (i.h.) ŝ
tr−→ s⇒ ŝss

tr′−→ss sss and ŝ
tr̂ 〈a〉−−−→ s, we split our proof

into two cases:

• Some component in ss participates in performing event a. Let us assume without

loss of generality that r is the rule that involves components in ss and leads to

the performance of a. According to our projection definition, there must be a

projected rule r′ that requires the same event for these components in ss and

also performs a. So, by (i.h.), we can deduce that ŝss
tr′̂ 〈a〉−−−→ss sss.

• No component in ss participates in performing event a. Let us assume without

loss of generality that ŝ
tr−→ s′

a−→ s. Since no component in ss participates on

performing a, s′ss = sss. So, by (i.h.) ŝss
tr′−→ss sss.

3.2.1 k-reachability

We use subsystem reachability to systematically create a family of reachability over-

approximations. For integer k ≥ 1, we propose the notion of k-reachability that

combines subsystem-reachability approximations for some (up-to-)k-sized subsystems.

The approximations in this family should be reasonably precise and could be readily

used to construct a fully automatic verification framework. Instead of placing the

burden of choosing the subsystems that are pertinent in proving a given property on

the user, this family should offer some guidance in (and a ready-to-use strategy for)

picking some generally relevant sets of subsystems. We choose the subsystems that

take part in our k-reachability approximation based on how components are connected.

To analyse these connections, we rely on the system’s communication graph.
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Definition 3.5. Let S be a supercombinator machine with n components and rules

R. S’s communication graph CG is an undirected graph where nodes are component

indices and there is an edge between two component indices if they participate together

on a rule: CG = ({1 . . . n}, {(i, j) | i, j ∈ {1 . . . n} ∧ ((e1, . . . , en), a) ∈ R ∧ ei 6= − ∧
ej 6= −}).

We use connections to identify which components interact (and, consequently,

directly interfere) with each other. So, we pick sets of k closely-interacting components,

namely, we choose all k-sized subsystems for which component indices induce a

connected communication subgraph. Given their close relationship, we believe these

subsystems best approximate the reachability of the entire system. Note that if some

(graph-theoretic) connected component of the communication graph involves only nc

system components where nc < k, the system components in this subgraph can never

be part of a set of k closely-interacting system components. Hence, in such cases,

we add the nc-sized set of system components in this subgraph to our analysis. We

collect subsystems in the set SSk.

Definition 3.6. Let S be a supercombinator machine, CG its communication graph,

{CG1, . . . , CGm} this graph’s connected components where CGi = (Vi, Ei), and

ki = min(|Vi|, k). SSk selects closely-interacting subsystems of size (up-to-)k:

SSk =
⋃

i∈{1...m}
SS(i)

• SS(i) = {ss | ss ⊆ Vi ∧ |ss| = ki ∧ CGss is connected }

• CGss gives the subgraph of CG involving vertices in ss

We conjoin the reachability approximations for all these subsystems in an effort to

create a tight approximation for the entire system. For a given k, this combination

gives rise to the approximation (and predicate) reachk, which captures our notion of

k-reachability.

Definition 3.7. Let S be a supercombinator machine, and SSk its set of subsystems

involving closely-interaction components.

reachk(s) =
∧

ss∈SSk

reachss(s)

The fact that this predicate soundly approximates reachability for the systems

under analysis follows from Lemma 3.4 and the fact that a conjunction of over-

approximations is also an over-approximation.
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Lemma 3.8. reachable(s)⇒ reachk(s)

We can test whether reachk(s) holds for a given state s and integer k in polynomial

time on the size of the supercombinator machine being analysed.

Lemma 3.9. Let S be a supercombinator machine with n components and rules R,

and LMax be the component with the largest LTS. For a given state s of this system

and an integer k, we can test reachk(s) in time O(nk · |LMax|k+1 · |R|).

Proof. There are at most
(
n
k

)
∈ O(nk) subsystems in SSk; this maximum is reached

for systems that have a fully-connected communication graph. Depth-first search can

be used to find the subsystems in SSk.

For a ss ∈ SSk, we can test reachss(s) in time O((
∏

i∈ss |Li|) · |R| · (
∑

i∈ss |Li|))
by explicitly constructing and exploring the state space of this subsystem’s projection.

We can do that by enumerating its states and using rule application to create its

transitions. A rule application takes O(
∑

i∈ss |Li|) time; to check whether it can be

applied to a given state, we might need to check each transition of each component.

So, checking all rule applications for a given state should take O(|R| · (
∑

i∈ss |Li|))
time. Enumerating all states of this projection takes O(

∏
i∈ss |Li|). To create all

transitions, we might need to carry out these rule applications for all states and that

takes O((
∏

i∈ss |Li|) · |R| · (
∑

i∈ss |Li|)) time.

Therefore, it takesO(
∑

ss∈SSk
((
∏

i∈ss |Li|)·|R|·(
∑

i∈ss |Li|))) time to test reachss(s)

for all ss ∈ SSk. As |SSk| is bounded by nk,
∏

i∈ss |Li| by |LMax|k, and
∑

i∈ss |Li| by

k · |LMax|, testing reachk(s) takes O(nk · |LMax|k+1 · |R|) time.

It is also the case that the higher the k is, the more precise is the reachability

approximation reachk. Intuitively, by taking larger subsystems, this approximation

can get a better understanding of the overall behaviour of the system.

Lemma 3.10. reachk+1(s)⇒ reachk(s)

Proof. We prove this by contradiction. Let us assume that s = (s1, . . . , sn) is a system

state such that reachk+1(s) and ¬reachk(s). Since ¬reachk(s), let us say ss ∈ SSk

is a subsystem such that (i) ¬reachss(s). There are two cases to consider either

ss ∈ SSk+1 (if components in ss are disconnected from the other components of the

system), or there is some ss′ such that ss ⊆ ss′ and ss′ ∈ SSk+1 (if components in

ss are connected to another component). In case ss ∈ SSk+1, (i) trivially implies

¬reachk+1(s), contradicting our assumption. In the other case, let us say that ss′ is

a subsystem such that (ii) ss ⊆ ss′ and (iii) ss′ ∈ SSk+1. Our projection definition

58



ensures that if ss ⊆ ss′, ¬reachss(s) implies ¬reachss′(s). So, thanks to (i) and (ii),

¬reachss′(s) holds, and (iii) implies that ¬reachk+1(s), a contradiction.

For n the size of the system being analysed, we have that reachn is the exact

reachability predicate (reachable). Note that either all components are connected or

the system is composed of smaller (mutually disjoint/disconnected) subsystems. In the

former case, the entire system is the subsystem analysed to estimate reachability, and

so reachn is trivially reachable. In the latter case, the smaller (disjoint) subsystems

forming the system are analysed separately. Since they do not affect/interfere with

each other, their subsystem reachability can be independently combined to exactly

capture system reachability. That is, for these subsystems reachability can be analysed

as if they were completely independent systems.

Any approximation in this family is intrinsically incomplete/imprecise thanks to

the pure use of local analysis. For any given fixed k, our notion of k-reachability

is unable to show that a system respects a given property if it emerges from the

behaviour of a subsystem of size greater than k. This limitation is inherent to any

verification framework based on pure local analysis.

3.3 Pair: 2-reachability for deadlock freedom

In this section, we demonstrate how local analysis can be used to create an effective

verification framework. We use 2-reachability to create an approximate framework to

check deadlock freedom for distributed systems. We call this framework Pair, as it is

based on the analysis of pairs of components to approximate reachability and compute

blocked states. Instead of looking for cycles of dependencies between components of a

system as traditional approximate frameworks do, Pair looks for states of the system

that are 2-reachable and in which all further actions are blocked; a system state of

this sort is considered a potential deadlock (or, deadlock candidate) and we call it a

Pair candidate.

Definition 3.11. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine, and

(S,Σ,∆, ŝ) its induced LTS. A state s = (s1, . . . , sn) ∈ S is a Pair candidate if and

only if pair candidate(s) holds, where pair candidate(s) =̂ reach2(s) ∧ blocked(s).

Our framework is sound, as absence of Pair candidates implies deadlock freedom.

This follows from the fact that reach2(s) approximates reachability as per Lemma 3.8.

Theorem 3.12. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine and (S,Σ,∆, ŝ)

its induced LTS. If S is pair candidate free, it must be also deadlock free.
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Figure 3.1: LTSs of components L1, L2 and L3, respectively.

This criterion will be shown to be more accurate than many current approximate

frameworks that check deadlock freedom, but it remains incomplete as it relies on

local analysis to approximate reachability; there may well be Pair candidates that are

not actually reachable.

Example 3.1. Let S = (〈L1, L2, L3〉,R) be the supercombinator machine such that

the components are described graphically in Figure 3.1 and they must synchronise on

shared events. That is, R = {((a,−, a), a), ((b, b,−), b), ((−, c, c), c)}.
For this system, the state (p0, q0, r3) is 2-reachable and blocked, but not reachable.

Thus, it constitutes a Pair candidate but not a deadlock. �

Our framework looks for a blocked state amongst the system states that are

2-reachable instead of going through the system’s exact state space. Since we exactly

check whether a state is blocked, our method is only imprecise in terms of reachability.

So, false negatives can only arise from the fact that 2-reachability was unable to prove

that a candidate is unreachable.

3.3.1 Precision of Pair

In this section, we outline the precision of our approach by comparing it to the

traditional approximative approaches that are based around the detection of cycles

of dependencies between components. We compare Pair against the SDD framework

developed by Martin in [Mar96]. We chose Martin’s SDD framework for four reasons.

Firstly, it has inspired our study on over-approximations for deadlock-freedom checking

and the creation of Pair. Secondly, it is a typical example of a framework based

on proving absence of ungranted-requests (i.e. dependencies) cycles. Thirdly, its

underlying formalism is very close to ours. Finally, it can show deadlock freedom for

some relevant classes of systems. Martin has shown that his framework can prove

deadlock freedom for some systems implementing two very well-known interaction

paradigms: the resource-allocation and client-server paradigms.
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In that work, the local properties are derived from the analysis of pairs of compo-

nents through the following supercombinator machine.

Definition 3.13. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine. The

pairwise machine Si,j is used to analyse the interactions of components i and j.

Si,j = (〈Li, Lj〉, {((ei, ej), a)|(e, a) ∈ R ∧ (ei 6= − ∨ ej 6= −)})

In Martin’s approach, a dependency digraph is constructed and then analysed

for absence of cycles. The dependency digraph constructed has a node for each

state of each component, and an edge from a state s of component i to a state s′ of

component j if and only if reachablei,j((s, s
′)) and ungranted requesti,j(s, s

′) hold,

where reachablei,j denotes the reachable predicate for the LTS induced by Si,j, and

ungranted requesti,j(s, s
′) holds when, in their respective states (i in s and j in s′),

component i is willing to interact (i.e. engage on a rule) with j (according to Si,j) but

j is unable to do so.

Under the assumption that components neither terminate nor deadlock, a cycle

of ungranted requests is a necessary condition for a deadlock. Hence, the absence

of cycles in the dependency digraph is a proof of deadlock freedom, whereas a cycle

represents a potential deadlock which we call a SDD candidate.

Definition 3.14. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine, where

Li = (Si,Σi,∆i, ŝi). Let U be the disjoint union of all Si and si,j denotes state j of

the component i. A SDD candidate is a sequence of component states c ∈ U∗ where

for all i ∈ {0 . . . |c| − 1}, given that ci = sj,k and ci⊕1 = sl,m, reachablej,l((sj,k, sl,m))

and ungranted requestj,l(sj,k, sl,m) hold, where ⊕ is addition modulo |c|.

This method can carry out deadlock-freedom verification very efficiently: a digraph

can be shown to have no cycles in linear time using a modified depth-first search.

This efficiency, however, comes with a price as the use of a cycle as a candidate makes

this method imprecise in several ways. Firstly, a cycle might not be consistent with

basic sanity conditions such as it must have a single node per component (after all no

component can be in two different states in a single deadlock). Secondly, a cycle is only

partially consistent with the local reachability and local blocking properties derived

from the analysis of pairs of components. Note that only adjacent elements in the

cycle are guaranteed to be pairwise reachable and pairwise blocked. So, there may be

local properties of non-adjacent component states not tested for that might eliminate

some SDD candidate. For instance, a cycle where two non-adjacent component states

are not mutually reachable (or, can effectively synchronise) cannot represent a true
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deadlock and so it should not be considered a SDD candidate. Finally, a cycle, as a

necessary condition, is bound to arise in some deadlock-free systems. Thus, in such

cases, this framework is ineffective. The reason why these sources of imprecision are

not addressed is that these methods look for polynomially checkable conditions for

guaranteeing deadlock freedom and tackling any of these sources of imprecision is

likely to make the problem of finding a candidate NP -hard.

The combination of 2-reachability and exactly checking for blocked system states

makes Pair more precise than SDD both in terms of reachability and the blocking

conditions. Pair uses an exact characterisation for blocked states instead of the

imprecise cycle-of-dependencies one. As for reachability, SDD only requires pairs

of component states adjacent in the cycle to be mutually reachable. Pair, however,

enforces this for all pairs of components in a blocked system state. The improvement

in precision means that none of the potential sources of imprecision highlighted in the

previous paragraph affects Pair. In fact, it is only imprecise in terms of reachability.

The use of 2-reachability means that it cannot prove deadlock freedom if this property

depends on some reachability invariant of triples or larger combinations of components.

This informal comparison can be formalised to show that in fact Pair is strictly

more precise than SDD. For this comparison, as required by SDD, we assume that

supercombinator machines are triple disjoint and components deadlock free. Under

these assumptions, in a blocked state, all components must be willing to interact

with another component that, in turn, does not want to interact back. So, each

component state in this blocked system state must be the origin of some ungranted

request leading to another component state in this system state. As we only have

finitely many component states in this system state, there must be a cycle amongst

them.

Lemma 3.15 (Theorem 1. in [Mar96]). Let S be a supercombinator machine,

(S,Σ,∆, ŝ) its induced LTS. Let s = (s1, . . . , sn) ∈ S be a system state. If blocked(s)

holds, there must be a cycle c ∈ {s1, . . . , sn}∗ such that there is an ungranted request

from each ci to ci⊕1, where ⊕ is addition modulo |c|.

It follows from this lemma and the fact that Pair candidates are 2-reachable that

we can construct a SDD candidate from any Pair candidate.

Lemma 3.16. Let S be a supercombinator machine, (S,Σ,∆, ŝ) its induced LTS. Let

s = (s1, . . . , sn) ∈ S be a system state. If pair candidate(s) holds, there must be a

cycle c ∈ {s1, . . . , sn}∗ such that there is an ungranted request from each ci to ci⊕1 and

ci and ci⊕1 are pairwise reachable, where ⊕ is addition modulo |c|.
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This lemma, in turn, implies by contraposition that a SDD-candidate-free system

must also be Pair-candidate-free.

Corollary 3.17. Let S be a supercombinator machine, (S,Σ,∆, ŝ) its induced LTS,

and U the disjoint union of all the component states of each component.

¬∃ c : U∗ • sdd candidate(c)⇒ ¬∃ s : S • pair candidate(s)

These results prove that our framework shows deadlock freedom for any system SDD

does. Hence, we can reuse any result about the precision (i.e. relative completeness)

of SDD for Pair. Martin has proposed a number of design rules that can be used

to construct deadlock-free systems which can be proved so by SDD. We briefly and

informally introduce two classes of systems, namely, resource-allocation and client-

server systems, that can be constructed using these rules. For more details on these

rules see [Mar96].

The resource-allocation rule can be used to create systems where some user

components need to acquire some shared resources in order to carry out a task. This

rule ensures that users never get blocked due to some cyclic wait: a user is waiting

for another user to release a resource that in turn is waiting for another user leading

all the way back to the initial waiting user. It ensures users respect a linear order in

acquiring resources so no cyclic wait, and consequently a deadlock, can arise. This

rule was initially proposed by the operating-system community to prevent deadlocks

due to the ill allocation of operating system’s resources to system processes [CES71].

A system in this class is composed of user and resource components. Resources can

be acquired and released by users and users can acquire resources respecting a linear

order on resources. A user only tries to acquire resources that are higher in this order

than the ones it already holds. In such a system, cycles of dependencies are broken,

and consequently deadlock is prevented, by the acquisition of resources respecting this

linear order. This rule has been similarly formalised in other works [SD82, RD87].

The client-server rule can be used to create systems where components interact in

a request-response fashion. This rule ensures that components never get blocked due

to some cyclic wait of the form: a component is waiting for some server component

that in turn is waiting for another server component leading all the way back to the

initial waiting component. To prevent this sort of cyclic wait, it ensures components

only make requests to other components respecting an underlying request-response

structure that must be cycle free.

Each component in such a system can alternate in behaving as a client or a server

performing request and response actions. As a client the component must be able to
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Figure 3.2: The relationship between deadlock-freedom-checking frameworks.

request some of its server after which it must be ready to receive any response back,

and as a server it must be waiting for a request from any of its clients after which it

can issue some response. Also, the client-to digraph must be cycle free; this digraph

has an arrow from i to j if component i can behave as a client (i.e. make a request)

to j. In such a system, an ungranted request coincides with edges of the client-to

digraph and hence cannot be part of a cycle.

The results presented so far show that Pair is at least as accurate as SDD; we extend

them to show that Pair is strictly more precise than SDD. This strict improvement

can be informally deduced from the way these frameworks operate. While SDD looks

through cycles of ungranted requests to show they do not constitute a real deadlock by

finding a pair of adjacent component states that is mutually unreachable, Pair looks

through blocked system states and show they are not real deadlocks by finding any

pair of component states that is mutually unreachable. So, for instance, a system that

possesses a cycle of ungranted requests where all adjacent pairs of component states

are mutually reachable but a pair of non-adjacent component states can interact or

are mutually unreachable is proved deadlock free by Pair but not by SDD.

This analysis points to a class of relevant systems that can be proved deadlock

free by Pair but not by SDD: the class of non-hereditary deadlock-free systems. These

systems have a subsystem that can deadlock and a guard-like component that leads

the subsystem away from this blocked state. SDD cannot show such systems deadlock

free since if a subsystem deadlocks then there must exist a cycle of ungranted requests

between the states of components in this subsystem that constitutes a SDD candidate

as per Lemma 3.15. While SDD only allows cycles of ungranted requests to be

broken by component states within the cycle, Pair can be understood as allowing
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getsupi

Figure 3.3: LTS of philosopher i.

also component states outside the cycle to break it. Hence, its ability to tackle such

systems. Roughly speaking, SDD can be seen as a method that tries to prove hereditary

deadlock freedom (i.e. that no subsystem can deadlock) using local analysis. On the

other hand, our method can prove deadlock freedom for both hereditary and non-

hereditary deadlock-free systems, such as the following example. We point out that

many concurrent and distributed systems are non-hereditary deadlock-free; systems

that have components implementing mutual exclusion algorithms or semaphores to

prevent some subsystem from reaching undesired states are fairly commonplace in the

concurrency literature. Figure 3.2 illustrates the relative completeness of SDD and

Pair, that is, the relationship between the set of deadlock-free systems Pair can prove

deadlock free and the set that SDD can.

Example 3.2. This well-known system is composed of three different types of com-

ponents: forks, philosophers and a butler. We parametrise our system with N , which

denotes the number of philosophers in the system.

A philosopher has access to a table at which it can pick up two forks to eat:

one at its left-hand side and the other at its right-hand side. A fork is placed, and

shared, between philosophers sitting adjacently in the table. So, in this system, N

philosophers have access to a table, where they can sit and compete to acquire two

forks in order to eat. The butler is in charge of managing the access of philosophers

to the table. The behaviour of philosopher (fork) i is depicted in Figure 3.3 (3.4). We

use ⊕ to denote addition modulo N .

Given that these components synchronise on their shared events, the philosophers

and forks can reach a deadlock state in which all philosophers have acquired their

left-hand side forks and, as a consequence, no right-hand side fork is left to be acquired.

The butler is introduced to prevent all the philosophers from sitting at the table at

the same time, thereby precluding this deadlock state. We use bS to depict the state

in which the butler has allowed the philosophers in S to the table. So, the butler

states space is given by the set of all bS where S ∈ P({1 . . . N}) − {{1 . . . N}}. Its

transitions are created as depicted in Figure 3.4, and its initial state is given by b∅.

65



fi,0

fi,1

fi,2

picksupi,i

picksupi⊕1,i

putsdowni,i

putsdowni⊕1,1

bS bS∪{i}

bS bS−{i}

sitsi

if i /∈ S ∧ |S| < N

getsupi

if i ∈ S

Figure 3.4: LTS of fork i and transitions of the butler process.

The complete system has N philosophers, N forks and a butler, and these compo-

nents synchronise on their shared events. Despite being deadlock free, this system

has a cycle of component states that forms a SDD candidate, namely, where all the

philosphers have acquired their left-hand fork:

〈p0,2, f1,1, p1,2, f2,1, . . . , pN−2,2, fN−1,1, pN−1,2, f0,1〉

However, this SDD candidate cannot be extended to a Pair candidate, because the

latter would have to include a butler state, and no butler state is consistent with this

combination of philosopher states. �

Even though Pair represents an improvement on traditional approximate methods

for checking deadlock freedom, it is, nonetheless, still an approximate framework

in itself. Pair is unable to show that a system is deadlock free if deadlock freedom

depends on some reachability invariant of triples or larger combinations of components.

That is, if a blocked system state is found and it can only be shown unreachable

due to the combined behaviour of some subsystem involving more than a pair of

component, then Pair will fail to rule this state out as a deadlock candidate and to

show, consequently, that the system is deadlock free.

3.3.2 Complexity of Pair

The improvement in precision that Pair makes over traditional approximate techniques

comes with a price. While detecting Pair candidates is a NP-complete problem,

traditional approaches detect candidates in polynomial time. Addressing any of

the impression sources that Pair tackles is likely to turn candidate detection into

a NP-complete problem. This argument seems to be the reason behind traditional

frameworks not attempting to address any of them. Moreover, unsurprisingly, the use

of reachability approximations instead of exact reachability makes this problem more

tractable than exact deadlock checking.
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Next, we show that the problem of detecting a Pair candidate is NP -complete,

and we discuss some implications of this result.

Theorem 3.18. Let S be a supercombinator machine and (S,Σ,∆, ŝ) its induced LTS.

The problem of deciding ∃ s : S • pair candidate(s) is NP-Complete.

Proof. We show that this problem is (i) in NP and (ii) NP -hard.

We show (i) by establishing that, for a given system state s, pair candidate(s)

can be verified in O(n2 · |LMAX |3 · |R|) time, where n and R gives the number of

components and the rules of the system, respectively, and |LMax| the size of the largest

component LTS. reach2 can be checked in O(n2 · |LMax|3 · |R|) time, as per Lemma 3.9,

while blocked(s) can be checked in O(|R| · n · |LMax|) time. To check blocked(s), one

can simply check whether a rule can be applied to s.

To demonstrate (ii), we present a polynomial-time reduction from the CNF-SAT

problem to our Pair-candidate detection problem. To begin with, we introduce the

CNF-SAT problem and some useful notation.

Definition 3.19. Given a CNF boolean formula F with boolean variables x1, . . . , xm,

the CNF-SAT problem consists of finding an assignment to the m boolean variables

so that F holds. That is, checking ∃x1, . . . , xm : {true, false} • F .

Let F be a CNF boolean formula with m boolean variables x1, . . . , xm and n

clauses F1, . . . ,Fn, where clause Fi has ni literals Fi,1, . . . ,Fi,ni
. We assume without

loss of generality that this formula has at least one clause and that all variables are

present in some clause of the formula. Our reduction translates this formula into the

following triple-disjoint supercombinator machine such that it has a Pair-candidate if

and only if the formula is satisfiable.

S = (〈F1, . . . , Fn, X1, . . . , Xm〉,R)

In this machine, component Fi captures the satisfiability of clause Fi, whereas

component Xi models the assignment of boolean variable xi. We use literals xj and

¬xj as events that denote whether variable xi has been assigned to true and false,

respectively. So, in particular, note Fi,j are events. Satisfiability of Fi is captured

by creating a transition, in Fi, with event xj (¬xj) to a terminal deadlocked state

for each literal xj (¬xj) in Fi. So, a terminal state is only reached if the clause has

been satisfied (i.e. a literal has been satisfied). Next, we present the definitions of

component Fi and Xi and their graphical representation in Figure 3.5.

Fi = (S,Σ,∆, ŝ), where:
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Figure 3.5: LTSs Fi and Xi respectively.

– S = {s0, . . . , sni
}

– Σ = {Fi,j | j ∈ {1 . . . ni}} ∪ {τ}

– ∆ = {(s0, τ, s0)} ∪ {(s0,Fi,j, sj) | j ∈ {1 . . . ni}}

– ŝ = s0

Xi = (S,Σ,∆, ŝ), where:

– S = {s0, s1, s2}

– Σ = {τ, xi,¬xi}

– ∆ = {(s0, τ, s1), (s0, τ, s2), (s1, xi, s1), (s2,¬xi, s2)}

– ŝ = s0

The set of rules provided enables the synchronisation between variable components

and clauses components so that the satisfiability of the clauses is guided by the

assignment of variables. For convenience, we use our squared-bracketed notation to

represent an event tuple as a set of pairs. Also, we use Fi = i and Xi,j = n + mi,j

to conveniently denote the positions of components in the event tuple, where mi,j

denotes the index of the boolean variable in literal Fi,j, so if Fi,j = xk or Fi,j = ¬xk
then mi,j = k.

R = {([i, τ ], τ) | i ∈ {1 . . . n+m}}
∪

⋃
i∈{1...n}

{([(Fi,Fi,j), (Xi,j,Fi,j)],Fi,j) | j ∈ {1 . . . ni}}

From S’s definition, we can see this supercombinator machine can be constructed

in polynomial time on the size of the formula F . All components can be constructed in

time proportional to |F|. Each component Xi can be constructed in timeO(1), whereas
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components Fi can be constructed in time O(|Fi|). Rules R can be constructed in

time O(|F|), as it creates a rule per literal and a τ -rule per component.

This machine also precisely captures satisfiability for the associated boolean

formula, namely, there is a Pair-candidate for this supercombinator machine iff the

corresponding boolean formula is satisfiable.

If the formula is satisfiable, S has a Pair-candidate. LetA be a satisfying assignment

for the formula. The system S can reach a system state where components Xi are

in states respecting their valuation A(xi), and components Fi are in terminal states.

This state is reachable as components Xi can simply τ -transition to their respective

valuation states, and because A is a satisfying assignment, each component Fi must

be able to synchronise with some Xi to reach a terminal state. If a state is reachable it

is also 2-reachable. This state is also blocked since all Fi components are in terminal

states and all components Xi are in states that can only trigger system rules involving

the participation of at least one Fi component.

If S has a Pair-candidate, then the formula is satisfiable. Let s be the state

representing a Pair-candidate. Based on the definition of S and since it is blocked,

it must have all components Xi in some valuation state and all components Fi in a

terminal state. The 2-reachability enforces that whichever transition Fi took to reach

its terminal state, it must have been in agreement with the corresponding valuation

state of Xi in s. Therefore, since all components Fi are in terminal states thanks to

the valuation states of components Xi, the valuation states of components Xi provide

a satisfying assignment to F .

The hardness part of this proof can be generalised, leading to some interesting

results. For the system that we propose in that reduction, reach2(s) precisely captures

reachability. Therefore, any approximation more precise than reach2(s) also precisely

determines reachability, and that same reduction can be used to show that the

problem of detecting deadlock candidates for any candidate definition where we

replace reach2(s) by a better approximation must be NP -hard.

Corollary 3.20. Let reach(s) be a reachability over-approximation. If reach(s) ⇒
reach2(s) then the problem of detecting a deadlock candidate s such that reach(s) ∧
blocked(s) is NP-hard.

This corollary, Lemma 3.9 and the fact that blocked(s) can be decided in polynomial

time, as showed in this proof, imply that any deadlock candidate formulation using

k-reachability, for k ≥ 2, instead of exact reachability gives rise to an NP -complete

candidate detection problem.
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Corollary 3.21. For integer k ≥ 2, the problem of detecting a deadlock candidate s

such that reachk(s) ∧ blocked(s) is NP-complete.

These results build on our precision discussion. While traditional approaches

are based on a polynomially checkable detection problem, Pair is based on a co-

NP -complete problem: showing the absence of Pair candidates. So, our frameworks

should prove deadlock freedom for a different class of deadlock-free systems. Moreover,

given that exact deadlock-freedom checking is PSPACE -complete and our candidate

detection is only NP -complete, it should be (and it is) the case our frameworks

proves deadlock freedom for a different (and smaller) class of deadlock-free system.

Furthermore, given our general current understanding about these complexity classes,

the computational tractability of our Pair-candidate detection problem should be in

between candidate detection for traditional approaches and precise deadlock detection.

3.3.3 Pair-candidate detection via SAT solving

As demonstrated in Section 3.3.2, the problem of detecting a Pair candidate is NP -

complete. So, currently, we only know of deterministic procedures that take exponential

time to solve it. There have been, however, some remarkable advances in proposing

efficient procedures to solve the propositional satisfiability (SAT) problem. So, in an

attempt to efficiently tackle Pair-candidate detection, we propose an implementation

for our framework where we translates Pair-candidate detection into propositional

satisfiability, which can later be checked by a SAT solver.

Given a supercombinator machine as an input, our procedure creates Candidate,

a CNF propositional formula. This formula relies on variables sti,s to capture whether

state s of component i is part of a Pair candidate: the variables sti,s assigned to true

in a satisfying assignment correspond to a combination of component states that is

a Pair candidate. If the formula is unsatisfiable, however, the input system must be

Pair-candidate free. In this section, we assume that S = (〈L1, . . . , Ln〉,R) is the input

supercombinator machine we are translating, where Li = (Si,Σi,∆i, ŝi).

The formula Candidate is composed of three sub-formulas: State, Reach2, and

Blocked.

Candidate = State ∧ Reach2 ∧ Blocked

The sub-formula State simply ensures that the variables sti,s assigned to true form

a valid system state, i.e. exactly one component state per component is assigned to

true.
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State =̂
∧

i∈{1...n}
(
∨
s∈Si

sti,s) ∧
∧

i∈{1...n}
(

∧
s,s′∈Si∧s 6=s′

(¬sti,s ∨ ¬sti,s′))

Sub-formula Reach2 captures the approximation reach2. To describe this sub-

formula (and the next one), we introduce the following notation for convenience. Sss

gives the state space of subsystem ss. We represent subsystem states sst ∈ Sss by

a set of pairs, as opposed to the traditional tuple representation, where (i, s) ∈ sst
denotes that state s of component i belongs to this subsystem state. To capture

Reach2, we examine the state space of subsystems in SS2 and disallow unreachable

combinations of component states. For instance, if by analysing how components i

and j interact, we discover that they cannot reach their respective states s and s′

simultaneously, we add the constraint ¬sti,s ∨ ¬stj,s′ .

Reach2 =̂
∧

ss∈SS2

∧
sst∈Sss∧

¬reachabless(sst)

(
∨

(i,s)∈sst
¬sti,s)

The sub-formula Blocked captures the blocked predicate. We assume triple-

disjointness of the input system in encoding this sub-formula; this is the only definition

in this entire chapter that formally relies on this assumption. Thanks to triple

disjointness, we can capture whether a system state is blocked by analysing only

individual and pairs of components – after all, system transitions only involve either

the participation of a single component or a pair of them. To encode this blocking

requirement, we rely on S ′ss = (〈L1, . . . , Ln〉,Rss), a slightly modification of our

projection supercombinator machine, whereRss = {(e, a) | (e, a) ∈ R ∧ ∀ i : {1 . . . n}•
(i /∈ ss ∧ ei = −) ∨ (i ∈ ss ∧ ei 6= −)}. Unlike the original projection, this one

does not truncate rules so it only uses rules that require the exact participation of

components in ss. We use s −→ss to denote that there exists a rule in S ′ss that can

be triggered from state s. In this encoding, we examine the state space of subsystems

ss ∈ SS1 ∪ SS2 according to projection S ′ss and forbid component states in subsystem

states that can engage in some rule from holding simultaneously.

Blocked =̂
∧

ss∈SS1∪SS2

∧
sst∈Sss∧
sst−→ss

(
∨

(i,s)∈sst
¬sti,s)

We use triple-disjointness to create a more compact encoding for this predicate.

Therefore, this encoding, and consequently our implementation of Pair, can only be

soundly applied to triple-disjoint systems. It should be noted, however, that a blocked

constraint that does not rely on triple-disjointness could be constructed in polynomial

time by encoding how components can trigger (participate on) system rules.
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This translation only takes polynomial time in the size of the supercombinator

machine as it only requires the explicit analysis of subsystems of size at most 2.

Moreover, since each sub-formula captures its corresponding counterpart in our Pair-

candidate definition, it follows that our encoding soundly captures Pair-candidate

detection. Therefore, a satisfying assignment found by this formula gives rise to a

valid Pair-candidate, whereas unsatisfiability implies Pair-candidate freedom and, in

turn, deadlock freedom.

3.3.4 Practical evaluation

We implement our framework in the DeadlOx tool: given a supercombinator machine,

it produces our SAT encoding which is then checked by the Glucose 4.0 solver [AS09].

The implementations of all frameworks we propose follow the same architecture.

We use FDR4, as a library, to translate/compile CSP models into supercombinator

machines. Given this supercombinator machine, our tools proceed to construct the

SAT/SMT encoding proposed for the framework at hand. This encoding is, then,

solved by a SAT/SMT solver to check whether an appropriate candidate exists; our

tools rely on the Glucose 4.0 SAT solver [AS09] and the Z3 SMT solver [dMB08].

Some of the frameworks presented in later chapters are based on a SMT encoding

of their candidate detection problem. We do use FDR4 to translate CSP models

into supercombinator machines. However, any other language could be used if a

translation into supercombinator machines is provided. Also, our frameworks could be

implemented on top of any other SAT/SMT solvers. The code base for implementing

all tools in this thesis consists of about 10k lines of C++ code. DeadlOx and the

models used in this section are available in our experiment package [AGRR18]. In

fact, this package contains binaries for all tools that we implement in this thesis and

all the input examples we use to test our frameworks.

In this section, we evaluate our framework and DeadlOx tool. We extend the

input language of FDR4 with the annotation :[Pair] that should be added to a

deadlock free assertion. It tells FDR4 to use our Pair technique instead of explicit

state exploration to check the assertion. For instance, a distributed system described

by process SYSTEM could be checked using Pair by the following assertion.

assert SYSTEM :[deadlock free [F]] :[Pair]

Our experiment evaluates deadlock freedom for some triple-disjoint deadlock-free

systems. The experiment was conducted on a dedicated machine with a quad-core
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Intel Core i5-4300U CPU @ 1.90GHz, 8GB of RAM. We compare DeadlOx against the

Deadlock Checker [MJ97], FDR4’s deadlock freedom assertion (FDR) [GRABR14],

and D-Finder 2 [BGL+11]. Deadlock Checker implements the SDD framework, FDR4

is a complete/exact method that performs explicit state exploration, and D-Finder 2

is an approximative approach that uses some tailored system invariants. D-Finder 2

implements three techniques to calculate these invariants: a boolean-constraint-based

(DF2pm), a fixed-point-based (DF2fp), and a enumerative one (DF2l). Also, when

appropriate, we combine FDR4’s explicit state exploration with partial order reduction

(FDRp) [GRHRW15] or compression techniques (FDRc) [RGG+95].

We chose eleven benchmark systems that are proved deadlock free by Pair. These

systems implement the alternating bit protocol (ABP), the asymmetric solution to the

dining philosophers (Phils) and three versions of the well-known butler solution (ButI,

ButID, ButID2), a grid network implementing Tarry’s algorithm (Tarry) [Tar95], a

central lock system (Lock), a grid network implementing a simplified implementation

of Raymond’s algorithm (Ray) [Ray89], a binary telephone switch (Tel), the mad

postman routing algorithm (Rout), and the sliding window protocol (SWP). Most

of these models are introduced and discussed in [Ros10]. Tarry’s algorithm finds a

spanning tree over the communication graph of a distributed system, and Raymond’s

algorithm is used to achieve mutual exclusion.

Table 3.1 presents the results for the hereditary deadlock-free systems. As for

approximative methods, these results suggest that our method scales similarly to

SDD. Pair can show deadlock freedom for both Tel and Tarry examples while SDD

cannot. This demonstrates what we informally claimed when we compared Pair and

SDD, namely, Pair is better than SDD even for hereditary deadlock-free systems.

D-Finder 2’s approaches, although approximate, seem to be much less efficient than

any other method, even complete ones. It seems that the calculations of invariants

they carry out is rather complex for these examples. Also, it might be the case that our

generation of BIP models (the input language for D-Finder 2) from supercombinator

machines does not provide an optimal encoding for BIP systems.

As for exact methods, Pair fares better than FDR4’s techniques for most examples.

For Lock, Tarry and SWP, FDR4’s explicit exploration, however, fares better. For

these examples, the system’s state space does not grow so rapidly as the number of

components increases, hence, FDR4’s good performance. For Tarry and SWP, the state

space of individual components grows rather drastically with the increase of N . Pair’s

quadratic blow up in analysing pairs of components combined with this rapid growth

is the reason behind Pair’s lack of scalability. We point out that the combination
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of FDR4’s deadlock-free assertion with compression techniques can be remarkably

efficient for some systems. The use of compression, however, requires manually devising

a compression strategy, whereas all other methods are fully automatic. Also, a lot of

skill is necessary in devising effective strategies.

Table 3.2 presents the results for the non-hereditary deadlock-free systems. SDD

(and any framework based on the detection of cycles of ungranted requests) is unable

to show deadlock freedom for systems in this class. Pair, on the other hand, can. It

can show deadlock freedom for these three variants of the butler solution to the dining

philosophers problem. ButI is a solution with a single butler that allows only N − 1

philosophers to sit at the table, where N is the total number of philosophers, and it

does that by keeping track of the identity of philosophers sat at the table. Hence,

the state space of this butler component grows exponentially as N increases. This

growth is the reason why Pair does not scale for this example. ButID circumvents

this problem by having N − 1 butlers each of which allow a philosopher to the table.

Pair does not scale well for this example either. As N grows, the size of individual

components increases linearly, the number of components increase linearly, and the

number of edges in the communication graph grows quadratically. So, Pair’s lack of

scalability comes from the fact that it needs to analyse a quadratic number of pairs

of components and each of these analyses creates a constraint that is quadratic on

the size of components. Finally, ButID2 creates a solution that is more amenable

to Pair. In this solution, we have N − 1 butlers but each of them only takes care

of 5 fixed philosophers. In this setting, as N grows, the size of components remains

constant, the number of components increases linearly, and the number of connections

in the communication graph grows linearly. These solutions are different from the

more traditional one where a butler simply counts the number of philosophers sat at

the table regardless of their identity. This traditional solution, however, cannot be

tackled by Pair as it requires global analysis of the system. Intuitively, by adding the

identity of philosophers we transform the global invariant “a philosopher must be left

out of the table at all times” into a pairwise one that Pair can capture.

Unsurprisingly, Pair is not able to prove deadlock freedom when this property

depends on some global invariant preserved by the system (or perhaps by larger subsets

of the system than the pairs used here). For instance, proving deadlock freedom for

Milner’s scheduler, which is a fairly simple well-known system, is out of our method’s

reach. The issue with Milner’s scheduler is that it is essentially a token ring for which

deadlock freedom depends on the fact that there is always precisely one token present;

this latter property cannot be proved by local analysis of the sort we employ. We
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Approximate Exact
Example N SDD P DF2pm DF2fp DF2l FDR FDRc FDRp

ABP

10 0.15 0.06 * 276.52 * 0.46 + 0.11
30 0.23 0.06 * * * 0.16 + 0.16
50 0.38 0.11 * * * 0.31 + 0.16
70 0.53 0.16 * * * 1.17 + 0.21

Lock

50 0.23 0.11 * * * 0.11 + 0.11
100 0.33 0.21 * * * 0.11 + 0.41
200 0.68 0.62 * * * 0.16 + 3.67
500 5.04 4.77 * * * 0.31 + 100.50

Phils

50 0.28 0.12 * * * * 1.47 0.52
100 0.38 0.16 * * * * 13.29 5.47
200 0.53 0.31 * * * * 219.82 62.55
500 1.23 0.82 * * * * * *

Ray

10 0.48 0.26 * * * 0.12 + 0.11
25 0.20 0.11 * * * 49.65 + 18.39
50 0.23 0.11 * * * * + *
100 0.33 0.21 * * * * + *

SWP

3 1.23 0.67 * * * 0.41 0.27 0.51
4 38.21 2.02 * * * 2.87 1.07 6.22
5 * 57.44 * * * 47.51 4.02 97.14
6 * * * * * * 21.04 *

Tarry

5 - 0.12 3.87 6.83 5.82 0.06 + 0.06
8 - 0.11 * * * 0.11 + 0.11
12 - 26.92 * * * 0.41 + 0.57
15 - * * * * 39.30 + 48.61

Tel

4 - 0.11 * * * * 3.17 *
6 - 0.31 * * * * * *
8 - 2.68 * * * * * *
10 - 46.84 * * * * * *

Rout

5 0.86 0.57 * 44.20 * * 0.26 *
10 0.38 0.21 * * * * 0.71 *
20 0.98 0.82 * * * * 4.47 *
30 2.13 2.37 * * * * 16.25 *

Table 3.1: Results for hereditary deadlock-free systems. N is a parameter that is
used to alter the size of the system. We measure in seconds the time taken to check
deadlock freedom for each system. * means that the method took longer than 300
seconds, or some error occurred, such as running out of memory. - means that the
method is unable to prove deadlock freedom. + means that no efficient compression
technique could be found.
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Approximate Exact
Example N SDD P DF2pm DF2fp DF2l FDR FDRc FDRp

ButID

3 - 0.11 6.38 * 9.03 0.11 0.11 0.11
5 - 0.11 * * * 0.26 0.67 0.16
7 - 0.16 * * * 284.81 40.74 15.14
10 - 71.00 * * * * * *

ButID2

3 - 0.46 13.19 * 36.58 0.11 0.17 0.11
5 - 0.11 * * * 0.31 0.67 0.16
10 - 0.11 * * * * * *
50 - 0.62 * * * * * *

ButI

3 - 0.51 4.87 60.99 5.47 0.11 0.11 0.11
5 - 0.06 * * * 0.11 0.16 0.11
10 - 0.41 * * * 127.39 0.41 0.62
15 * * * * * * 14.59 46.19

Table 3.2: Results for non-hereditary deadlock-free systems. N is a parameter that is
used to alter the size of the system. We measure in seconds the time taken to check
deadlock freedom for each system. * means that the method took longer than 300
seconds, or some error occurred, such as running out of memory. - means that the
method is unable to prove deadlock freedom. + means that no efficient compression
technique could be found.

point out, however, that techniques presented in later chapters can be used to verify

this system.

3.4 PairPicking: Pair meets user’s picks

In this section, we introduce the PairPicking, a simple strategy that is meant to

address some of Pair’s imprecision at no substantial cost on scalability. This strategy

is not a different framework in itself but a different way in which Pair can be combined

with some user input to tackle some of its imprecision.

Pair is a fully automatic framework designed around the analysis of pairs of

components, and as such, it cannot prove deadlock freedom when this property depends

on the behaviour of triples or larger combinations of components. In PairPicking,

we try to tackle this imprecision by giving the user the ability to manually identify

some subsystems, involving more than two components, they believe are necessary

in proving deadlock freedom. The reachability approximation derived from these

subsystems are combined with reach2. Unlike Pair, we do not calculate the reachability

approximation for a subsystem and lift it to the entire system, instead, we replace the

chosen subsystems by their projections. We rely on the following supercombinator
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machine to carry out this substitution. Note that the following definition requires rules

to have distinct system events. A system can be converted to this format by changing

rules with the same system events, so they all have distinct ones. This change does

not introduce or remove deadlock states of the original system, and it can be carried

out efficiently by simply iterating over the system’s rules.

Definition 3.22. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine where

rules in R have distinct system events (i.e. if (e, a) and (e′, a) are members of

R then e = e′), and subsystems ss1, . . . , ssm partitioning the system, i.e. where⋃
i∈{1...m} ssi = {1 . . . n} and ssi ∩ ssj = ∅ for i 6= j hold. Sss1,...,ssm is the supercombi-

nator machine where the combination of components in each subsystem ssi is replaced

by its projection’s LTS.

Sss1,...,ssm = (〈Lss1 , . . . , Lssm〉,R′) where

• Lss the LTS induced by Sss as per Definition 3.1.

• R′ = {([(i, a) | i ∈ {1 . . .m} ∧ ∃ j : ssi • ej 6= −], a) | ((e1, . . . , en), a) ∈ R}

Since we make sure rules are adapted to enforce the same interactions as the

original does, this new supercombinator machine ends up deadlocking whenever the

original does. Thus, we can freely replace a supercombinator machine by this modified

version when checking for deadlock freedom. In particular, we can apply Pair to this

modified machine instead; this application is exactly what constitutes the PairPicking

strategy.

Theorem 3.23. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine where

rules have distinct system events, and ss1, . . . , ssm a set of subsystems such that they

partition the system. Sss1,...,ssm deadlocks iff S does.

Proof. This follows from our definition of Sss1,...,ssm using induction on the size of

paths leading to a deadlock.

This modified version of a supercombinator machine does not alter its behaviour

but it does alter its structure. When applied to this machine, Pair would consider, as

this machine does, the parallel combination of components in each subsystem as an

individual component. So, by analysing the overall behaviour of these combinations,

Pair is implicitly making use of reachability approximations induced by these subsys-

tems. Therefore, the application of Pair to such a modified machine where triples or

larger combination of components are put together creates a framework that precisely
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understands how these larger subsystems work and, thus, is more precise in showing

deadlock freedom.

In some cases when Pair fails to prove deadlock freedom for a system, it is easy

to understand why it fails and to recognise which triples or larger subsystems are

additionally needed to prove deadlock freedom. If triples or larger combinations are

reasonably small, we have the perfect setting to apply PairPicking. The user of this

strategy can create the proposed modified machine with these combinations and Pair

will be able to prove it deadlock free.

The complexity of this strategy can be as bad as explicit state space analysis of

the entire system; after all we do not forbid the user from choosing the entire system

as a subsystem. Nevertheless, it should be clear that by picking small subsystems, this

strategy is only explicitly analysing small state spaces. Hence, in practice, if small

subsystems are chosen, this strategy should considerably outperform explicit state

space exploration of the overall system.

3.4.1 Examples and practical evaluation

In this section, we introduce two families of systems and discuss how to apply

PairPicking to them. The PairPicking strategy uses our implementation of Pair and

the built-in function explicate of FDR4; explicate is used to create the modified

system that is in turn checked deadlock free by Pair.

The explicate function can be used to construct the induced LTS for a given

subsystem. Let us assume that a system is described by the distributed-alphabetised-

parallel combination ‖N
i=0

(Ai, Ci) (see Section 2.1 for details on this operator). To

compute the induced LTS for subsystem {j, . . . , k}, one can use the explicate function

on the distributed-alphabetised-parallel combination of its components, that is, we

could use this function to create process ss1 = explicate(‖
i∈{j,...,k}

(Ai, Ci)). This

process ss1 is a single internal FDR4 component that represents the induced LTS of

this subsystem. Such induced LTSs can, then, be combined using the distributed-

alphabetised-parallelism operator to construct the modified system. For instance,

the pair (
⋃
i∈{j,...,k}Ai, ss1) would represent the subsystem {j, . . . , k} in the sort of

modified system PairPicking uses.

These families of systems describe routing networks where messages are exchanged

between small local networks. Each of these local networks is composed of a fixed

number of components which initially decide on a single interface component for

this local network. Local networks exchange messages only through their interface
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components. Our two families of systems differ on the way local networks choose their

interface component.

In the first family, a local network chooses an interface component using a majority

vote. Each component in the local network has a single vote and they vote on each other

until a component receives the majority of votes, becoming the interface component.

In the second family, components in a local network choose an interface component

based on a priority value they choose. Each component chooses a priority values

that is sent around the network. The component with the highest priority, where the

component unique identifier is a tie-breaker, is chosen the interface component.

Proving deadlock freedom for these routing systems rests on, among other invariants,

the fact they succeed in choosing an interface component. This invariant, however,

cannot be captured by Pair alone for either of these families. On the other hand,

PairPicking can show deadlock freedom for these systems if we treat local networks as

individual components.

We applied PairPicking for systems in these two families; we replaced local networks

by their induced LTSs. For each family, we vary the number of components in a

local network and the topology used to connect local networks: they can be laid out

as a chain, a grid or a fully-connected graph. This experiment was conducted on a

dedicated machine with a quad-core Intel Core i5-4300U CPU @ 1.90GHz, 8GB of

RAM. We compare PairPicking (PP) against FDR4’s approaches. Pair and SDD are

left out because they cannot prove any of these systems deadlock free. D-Finder 2’s

approaches are also omitted because they either timeout or cannot prove deadlock

freedom for all these systems.

Table 3.3 presents the results for the voting-based family of systems, whereas

Table 3.4 presents the results for systems in the priority-based family. The name of

each example describes the topology used to connect local networks and the number

of components in each of them. For instance, VGrid4 is the system where local

networks are connected in a grid-like fashion and each of them is composed of 4

components. These results show that PairPicking is quicker in showing deadlock

freedom for these systems than complete approaches. FDR4’s assertion combined

with compression techniques comes close to the sort of speed PairPicking achieves.

We believe, however, that the sort of manual work needed to use PairPicking, namely,

selecting the subsystems that need to be explicit examined, is much less complex than

the work needed to craft a compression strategy.

These results also confirm the practical limitations of PairPicking. Since it performs

explicit exploration to create the LTSs of the chosen subsystems, it suffers with the
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state-space explosion problem. So, even for small subsystems, the size of their LTSs

tends to make the verification cost prohibitive – even for approximative approaches

such as Pair. Furthermore, these results also demonstrate how the topology affects

the underlying use of Pair. A system with a fully-connected topology normally suffers

with two sources of complexity as the number of components grows. Firstly, with

the addition of a component, there is an increase in the complexity of individual

components as they have to account for the communication with this newly included

component. Secondly, the number of connections between components, and of the pairs

of components to explicitly analyse, grows quadratically with the linear increase of

components. On the other hand, for communication topologies where each component

is connected to a fixed number of components, such as grids, rings or chains, neither

of these two problems arise. These factors help explain the difference in scalability for

the different systems (and topologies) we have analysed.

3.5 Conclusion

This chapter’s main object of study is local analysis. We propose a way to capture

and implement it, and we show how it can power effective verification frameworks.

We propose the notion of subsystem reachability as a means to capture and

implement local analysis. It can be used in its own right to approximate reachability

but a question that arises is which subsystems one should use to construct such an

approximation. There is no easy answer to this question. It is fairly difficult to

anticipate which subsystem plays a role in enforcing a given property. Also, it might

be the case that a property emerges from the behaviour of not one but many small

subsystems. To alleviate these problems, we propose the notion of k-reachability.

In a straightforward way, it picks subsystems of size k to construct a reachability

over-approximation. These notions are in no way tied to a particular property so they

could be applied to any verification that could be reduced to a reachability check.

We use this 2-reachability to create Pair, an approximate framework that checks

deadlock freedom. The use of this approximation tackles some sources of imprecision

of traditional techniques that check for cycles of dependencies. So, it represents

an improvement in the accuracy of current approximate techniques; in particular,

some non-hereditary deadlock-free systems, which are neglected by most approximate

techniques, can be tackled by our framework. This improvement comes at a price.

The problem tackled by Pair is co-NP -complete, whereas traditional approaches rely

on conditions that can be checked in polynomial time. Still, Pair-candidate detection
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Approximate Exact
Example N PP FDR FDRc FDRp

VChain4

10 0.47 * 1.52 *
20 0.46 * 5.98 *
30 0.66 * 19.95 *
40 0.87 * 56.63 *

VGrid4

10 0.52 * * *
20 1.27 * * *
30 2.22 * * *
40 2.62 * * *

VFully4

5 0.61 * * 24.30
8 2.02 * * *
12 8.73 * * *
15 21.56 * * *

VChain5

10 1.22 * 27.92 *
20 2.07 * 69.40 *
30 3.12 * 135.98 *
40 4.27 * 266.88 *

VGrid5

10 1.82 * * *
20 5.58 * * *
30 8.98 * * *
40 12.39 * * *

VFully5

5 2.02 * * 118.33
8 8.53 * * *
12 39.29 * * *
15 97.15 * * *

VChain6

10 15.19 * * *
20 31.78 * * *
30 48.86 * * *
40 65.74 * * *

VGrid6

10 25.61 * * *
20 67.69 * * *
30 110.18 * * *
40 150.36 * * *

VFully6

5 20.70 * * *
8 85.03 * * *
12 282.70 * * *
15 * * * *

Table 3.3: Results for voting-based systems. N gives the number of local networks
in the system. We measure in seconds the time taken to check deadlock freedom for
each system. * means that the method took longer than 300 seconds, or an error,
such as running out of memory, occurred. - means that the method is unable to prove
deadlock freedom. + means that no efficient compression technique could be found.

should be easier to handle if compared to the PSPACE -completeness of exact deadlock

checking. Intuitively, Pair needs to analyse pairs of components to approximate
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Approximate Exact
Example N PP FDR FDRc FDRp

PChain4

5 0.87 * 0.92 5.18
10 1.12 * 2.07 *
15 1.72 * 3.27 *
20 2.37 * 6.28 *

PGrid4

5 0.51 * 0.87 5.12
10 2.02 * * *
15 4.07 * * *
20 5.83 * * *

PFully4

3 0.67 18.95 1.87 0.22
5 1.62 * * 44.44
8 6.88 * * *
12 25.47 * * *

PChain5

5 4.87 * 7.73 35.47
10 10.74 * 18.05 *
15 16.80 * 29.62 *
20 22.91 * 44.25 *

PGrid5

5 4.72 * 7.68 35.52
10 18.25 * * *
15 32.98 * * *
20 48.86 * * *

PFully5

3 3.72 * 41.19 0.71
5 14.54 * * 254.25
8 53.26 * * *
12 165.38 * * *

PChain6

5 47.55 * 278.26 234.85
10 107.92 * * *
15 169.48 * * *
20 229.17 * * *

PGrid6

5 47.30 * 259.57 235.38
10 173.46 * * *
15 * * * *
20 * * * *

PFully6

3 35.99 * * 3.90
5 128.18 * * *
8 * * * *
12 * * * *

Table 3.4: Results for priority-based systems. N gives the number of local networks
in the system. We measure in seconds the time taken to check deadlock freedom for
each system. * means that the method took longer than 300 seconds, or an error,
such as running out of memory, occurred. - means that the method is unable to prove
deadlock freedom. + means that no efficient compression technique could be found.

reachability whereas exact frameworks need to go over the system’s entire state

space. Despite the inherent complexity of detecting Pair candidates, SAT checkers
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can efficiently implement our framework. In terms of efficiency, our implementation,

typically, fares similarly to traditional approximate techniques and much better than

exact frameworks. This is demonstrated by a series of practical experiments.

We have not investigated the use of k-reachability where k > 2. Most of the

examples we have worked with were either proved deadlock free by local invariants

calculated by pairwise analysis or by global invariants. Also, we could not immediately

think of a relevant class of systems that would require this sort of k-reachability.

Obviously, that does not mean such a class does not exist.

Pair cannot show deadlock freedom when it depends on some reachability invariant

of triples or larger combinations of components. To cope with that, we propose

PairPicking, a strategy that combines the reachability analysis of some hand picked

subsystems with Pair. The choosing of subsystems enables the user to capture

invariants of triples or larger combinations of components. This strategy should be

applied when these subsystems are small and easy to identify.

Local analysis is a tool that can prove properties of systems emerging from small

combination of components. Hence, the frameworks proposed in this chapter should

not prove deadlock freedom if it depends on some global invariant of the system.

Nevertheless, our use of local analysis should make our frameworks, generally, much

quicker than exact techniques at verifying systems. So, they could be used a preliminary

test for deadlock freedom. Furthermore, despite being imprecise in the negative case,

they still present a candidate deadlock. Although it is not as useful as a true counter-

example, this candidate can provide some insight as to whether the system deadlocks

or not. In some cases, it might be evident that the candidate is actually reachable,

and consequently, a true deadlock.

83



84



Chapter 4

Global analysis using
synchronisation analysis

4.1 Introduction

Local analysis is unable to show deadlock freedom (or any property) if it depends on

some global system invariant. To address this problem, some sort of global analysis is

needed. Explicit exploration of the system’s behaviour would create a global-analysis

approach too vulnerable to the state-space explosion problem. So, in this chapter,

we propose techniques that implement approximate global analysis by combining

invariants of individual components.

In this chapter, we propose the idea of synchronisation analysis to capture global

invariants and approximate reachability. It relies on a data-flow-analysis-inspired frame-

work, which we call component-synchronisation analysis (CSA), to calculate invariants

on how components participate on (global) system synchronisations/interactions and

on a notion of consistency between these invariants to establish whether components

can effectively communicate to reach some system state.

We introduce three synchronisation-analysis techniques: the first technique tries

to show that a system state is unreachable by demonstrating that components cannot

agree on the order they participate in system rules, whereas the second and third

techniques try to establish that a system state is unreachable by demonstrating

components cannot agree on the number of times they participate on system rules.

These techniques are imprecise in the sense that they either establish that a system

state is unreachable, or they are unable to do so and we conservatively assume the

system state is reachable. This notion of cooperation consistency/feasibility for this

combination captures global invariants of the system.

85



Our CSA frameworks use abstract interpretation concepts [CC77, CC79] that are

normally part of data-flow-analysis frameworks [NNH99] to compute invariants of

LTSs that capture how components of a concurrent system participate on global

synchronisations/interactions. This use is rather different to traditional frameworks

that approximate values a variable might hold at different points of a program. As far

as we are aware, our idea of synchronisation analysis and the techniques we implement

are new.

We combine our synchronisation-analysis techniques with the Pair framework

presented in Chapter 3 to create PairStatic. Pair uses pure local analysis to verify

systems deadlock free. So, it cannot prove deadlock freedom if it depends on some global

invariants of the system. PairStatic, however, should leverage the global invariants our

synchronisation-analysis techniques capture to improve on Pair’s deadlock-freedom

checking capabilities. For instance, PairStatic can capture some global invariants

that ensure deadlock freedom for some systems behaving like a systolic array or

implementing a token mechanism. Since our framework tackles NP -hard problems, we

build on the SAT encoding proposed for Pair to create efficiently checkable SAT and

SMT encodings of our verification problems. We extend our DeadlOx tool to implement

this new framework. Furthermore, we demonstrate by a series of practical experiments

that this tool is more accurate than (and as efficient as) similar approximate techniques.

This chapter’s outline is as follows. In Section 4.2, we introduce the idea of

synchronisation analysis. We introduce the concept of component-synchronisation

analysis and propose and study three frameworks that implement synchronisation

analysis, demonstrating how they can approximate reachability. Section 4.3 introduces

PairStatic, a framework that combines Pair’s local analysis with the global-analysis

techniques proposed in this chapter. Finally, in Section 4.4, we present our concluding

remarks.

4.2 Approximate reachability via synchronisation

analysis

In this section, we present the key ingredients behind a framework for synchronisation

analysis. We begin by proposing the concept of a component-synchronisation-analysis

framework, demonstrating how it can be used to calculate invariants of components

that capture how they participate on global interactions, and hinting at how they can

be combined to test reachability. Then, we demonstrate how these ingredients can be
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combined to create three synchronisation-analysis techniques that can effectively cap-

ture some global system invariants. We study the consistency notions (on component

invariants) that they use to approximate reachability and some types of invariants

and concurrency mechanisms these consistency notions can capture.

4.2.1 Component-synchronisation analysis

Our techniques rely on a component-synchronisation-analysis (CSA) framework to

calculate component-state invariants. A component-state invariant compactly and con-

servatively summarises the behaviour leading a component to one of its states. It sum-

marises the participation of this component in (global) interactions/synchronisations.

Our CSA framework uses elements from abstract interpretation [CC77, CC79] in a

way similar to what data-flow-analysis (DFA) frameworks do; we were particularly

inspired by [NNH99]. DFA frameworks use abstract interpretation to capture the

values of program variables at different program points by analysing the program’s

control-flow graph. Here, we use abstract interpretation to compute some piece of

information about a component’s participation on system synchronisations at different

component states by analysing its LTS. More concretely and formally, we compute

an over-approximation for the values a function f(tr) might give when applied to

the component’s traces; the function captures the piece of information we want to

analyse. This over-approximation is captured by an informative variable, i.e. a “ghost”

variable that is not actually part of our formalism/component definition. Note that our

formalism does not have the notion of a program/component variable. To illustrate

these concepts, throughout this section, we create a CSA framework to estimate the

numbers of times component L1 (or L2) in Figure 4.1 performs event a to reach each

of its states; we use the (informative) variable Na to over-approximate the values that

function fa(tr) = tr ↓ a (where tr ↓ e counts the number of events e in trace tr) might

take at its different states.

A CSA is defined by a triple (D,Te, Init) where D is an abstract domain, Te is

a family of abstract transformers monotone on D, and Init is an initial value in D.

The abstract domain D = (S,v) is a complete lattice with finite height where S is

s0 s1 s2
b

a

a
s0 s1 s2a a

a

Figure 4.1: Example of components L1 and L2.
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the set of possible values for the variable (over-approximation) under analysis, and v
is an order on S such that the greater the value the more information it carries. The

transformer Te is a function that calculates how the information we are computing

changes when the event e is performed. That is, Te(v) gives the variable’s value after

the event e is performed from a component state where the variable’s value is v ∈ D.

Init ∈ D is a value depicting the initial value of the variable, before the performing

of any event by the LTS. We use the flat integer domain to represent the values of

variable (over-approximation) Na. This domain is given by D = (S,v) where S is a

set containing all singleton sets of integers, the set of all integers (i.e. > = Z) and

the empty set (i.e. ⊥ = ∅), and v the usual subset order on sets. The transformers

could be given by Te(Z) = Z, Te(∅) = ∅, and Ta({v}) = {v + 1} and Te({v}) = {v}
for e 6= a. Finally, we could define Init = {0}, that is, initially at the starting state

the component has performed no as.

Given a CSA triple and a LTS, this framework derives a set of equations that

define a fixed-point X, that is, a collection of domain values satisfying the following

equations, where t denotes the join operator induced by D and ŝ the LTS’s initial

state.

• Xŝ = Init tXŝ;

• Xsj = Te(Xsi) tXsj , for each transition (si, e, sj) in the LTS.

X is a collection that has an element Xsi per state si in the LTS. Xsi gives the

value of the variable under analysis considering state si, namely, it over-approximates

the value that f might take in the sense that (i) for any trace tr leading the component

to si it must be the case that f(tr) v Xsi holds; proposition (i) is the component-state

invariant computed by CSA. More informally, Xsi captures what (the information) we

“know” about state si.

Each (right-hand side) of these equations capture the effect of a transition on

the values of variables; the value of variables in the target state is derived from the

value of variables in the source state and the transition’s event. Considering the

CSA-example triple we proposed and component L1, we have, for instance, equation

Xs0 = {0}∪Xs0 to account for the starting transition, which captures that the number

of as performed must start at zero; equation Xs1 = Tb(Xs0) ∪Xs1 captures transition

(s0, b, s1), namely, it captures that Na’s value in s1 might be derived from its value in

s0 and the performing of event b; and so on.
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A least fixed-point can be calculated for these equations using the standard worklist

algorithm [NNH99]. It starts with X as the collection of bottom elements of the

abstract domain and it iteratively uses (fairly) the right-hand side of these equations

as “recipes” to update the corresponding left-hand side elements. Considering the

CSA triple we proposed and component L1, if initially Xs0 = ∅, we can use equation

Xs0 = {0} ∪ Xs0 to update Xs0 to {0}; if Xs0 = {0} and Xs1 = ∅, we can use

equation Xs1 = Tb(Xs0) ∪Xs1 to update Xs1 to {0}; and so on. The least fixed-point

gives the most precise approximation (amongst fixed-points) for variable values. This

iterative process eventually reaches the least fixed-point thanks to the Knaster-Tarksi

theorem [Tar55] and to the finite height of the domain1. Using our CSA-example

framework, we have for component L1 the (least) fixed-point collection Xs0 = {0},
Xs1 = {0}, Xs2 = {1}; and for component L2 the (least) fixed-point collection

Xs0 = {0}, Xs1 = {1}, Xs2 = Z.

Note that fixed-point collection X can be calculated in polynomial time on the

number of nodes |S| of the LTS, the number of the transitions |∆|, and the height h

of the lattice in the CSA triple, provided that transformer and join operations take

time O(h).

Theorem 4.1. The worklist algorithm can calculate a fixed-point X in O(|S| · |∆| ·h2).

Proof. We over-estimate the number of steps the worklist algorithm can take to reach

a fixed-point as follows. In our CSA framework, we have one equation per transition

so we have |∆|+ 1-many equations. We call an iteration of the worklist algorithm, a

round of updates where it goes over each equation and carries out the update of the

element indicated by its left-hand side using the “recipe” on the right-hand side. If

a fixed-point has not been reached, (i) at least an element must be modified. Each

iteration, then, takes O(|∆| · h) steps, as each equation leads to an update taking

time O(h) due to the use of join and transformer. Moreover, each element Xsi in this

collection can be modified at most h times, since each modification has to assign Xsi to

a higher value in the abstract domain lattice. So, (ii) there are O(|S| ·h) modifications

possible. Putting together, (i) and (ii), the worklist algorithm can iterate at most

O(|S| · h) times each of which takes O(|∆| · h) steps.

Assuming for instance that components L1 and L2 are placed in a system where they

run in parallel and need to synchronise on shared events, we can use the component-

state invariants computed using our example CSA framework to test (un)reachability.

1The worklist algorithm and Knaster-Tarksi theorem can be understood as operating on the
product domain Dn where n gives the number of Xsi variables.
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For instance, state (s1, s1) cannot be reached because while L1 does not perform a

to get to s1, L2 needs to perform a once to get to s1. As they need to synchronise

on shared events, they can only reach combinations of component states where they

agree on the number of performed as. This sort of (in)consistency checking is what is

behind the reachability testing implemented by synchronisation analysis we introduce

next. We also point out to the imprecise nature of this sort of framework. Any

system involving component state s2 of L2 is unreachable, as at least two as need

to be performed by L2 to reach this component state and L1 can only perform a

once whichever behaviour (path) this component engages on. Our CSA framework,

however, approximates that the number of as that L2 can perform to reach s2 is in

the set Z; this over-approximations is a consequence of s2’s self-loop performing a. So,

our example framework is, in particular, unable to prove unreachability for system

states involving state s2 of L2.

4.2.2 Synchronisation analysis

Synchronisation analysis combines component-state invariants to approximate reacha-

bility. Informally, our techniques try to show that, based on their individual behaviour,

components cannot cooperate to reach a given system state and so the state must be

unreachable. More precisely, the (global) interactions components must engage on to

reach the system state under analysis, captured by component-state invariants, are

analysed in an attempt to show that components are unable to consistently participate

in system rules that would lead the system to this state. The first technique tries

to show that components cannot agree on the order they participate in system rules,

while the second and third techniques try to establish that components cannot agree

on the number of times they participate in system rules.

Our techniques either establish a system state is unreachable, or they are unable

to do so and we conservatively, and maybe imprecisely, assume the system state is

reachable. This imprecision is mainly due to the approximative nature of component-

state invariants. They are meant to be a compact and sound approximation for a

set of behaviours of a component and this comes at the price of imprecision. We

point out also that the sort of consistency analysis these techniques perform over all

components of the system can capture some (global) invariants emerging from the

global behaviour of the system. So, they can prove unreachability for some system

states that are beyond the capabilities of techniques relying on pure local analysis.

These techniques analyse the behaviour components through a rule-participation

projection. This projection depicts a component’s behaviour in terms of the system
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rules in which it can participate rather than its own events. To capture this projection,

we assume that system rules are identified by some k, that is, R = {r1, . . . , rm} so rk

gives some system rule. We also reuse rk as fresh events to annotate transitions that

involve rule rk. The use of rk both as a rule and an event should cause no confusion.

Definition 4.2. Let S = (〈L1, . . . , Ln〉, {r1, . . . , rm}) be a supercombinator machine.

We use rk = (e, a) to denote that rule (e, a) is identified by k. The rule-participation

projection of S over i is given by Si = (〈Li〉, {((ei), rk) | rk = (e, a) ∈ R • ei 6= −}).

So, the LTS induced by Si replaces transitions with event e in the original com-

ponent LTS by transitions annotated with the rules component i can participate in

using event e. So, a trace for this LTS is a sequence of rules that component i might

engage on, whereas its alphabet gives the set of rules (or, rule events) this component

can participate in. In a straightforward way, these projections can be used to assess

reachability for the original system; if component projections can cooperate on shared

rule events to reach a state, it must be the case that the same cooperation can be

achieved by components of the original system leading to the same state. From our

definition, it should be clear that a rule-participation projection and its induced LTSs

can be computed in polynomial time on the size of the input supercombinator machine.

This explicit cooperation through unified rule events is paramount for the techniques

presented in this chapter. Rule events provide a common frame of reference to

compare the behaviour of components, and consequently component-state invariants.

Supercombinator machines generally allow rules to involve a different event per

component or a single component event to participate in multiple rules. This generality

means that using the same two events, two components might be able to engage in

multiple rules, and this multitude of possibilities increases the complexity of the sort of

component-behaviour consistency we check in our synchronisation-analysis frameworks.

For instance, if we have two traces tri and trj of components i and j, respectively, and

we want to know if these traces can be combined to create a sequence of valid rule

applications, in general, we would need to try out multiple system rules to test that.

With our unified events, however, it suffices to check whether tri |̀ Σ′j = trj |̀ Σ′i,

where tri |̀ Σ′j gives the sequence resulting from removing from tri elements that are

not in Σ′j , and Σ′i and Σ′j are the alphabets of the LTSs induced by projections Si and

Sj, respectively.
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4.2.2.1 Ordering of rule occurrences consistency

The first technique we propose tries to show that a system state is unreachable by

showing that components cannot agree on the order in which they cooperate to reach

this state. We use Example 4.1 as a running example to explain this technique.

Example 4.1 (From [Ros10]). This example describes a ring-like message-exchange

system. Components route messages unidirectionally around the network. A compo-

nent receives messages from its predecessor component in the ring or from its user,

and it either passes the message over to the next component in the ring or outputs the

message to its user. Each component can hold up to two messages at a time and the

second message must have been received from its predecessor and not from its user.

This system is captured by machine S = (〈L0, L1, L2〉,R) where L0, L1 and L2 are

defined in Figure 4.2 andR is the set of rules that require components to synchronise on

shared events. For the sake of presentation, we use the name of an event to refer to the

rule that requires its synchronisation. For instance, rring1 = ((ring1, ring1,−), ring1).

As τ is not synchronised, there are three rules τ0, τ1, τ2, such that τi allows component

i to perform a τ . Component i receives a message from its predecessor component in

the ring via event ringi, and from its user via event ini. It can pass a message along

to the next component in the ring via event ringi⊕1, and output the message to its

user via outi. The τ transitions represent an internal (non-deterministic) decision of

the component.

The blocked system state (s6, s6, s6) is unreachable as components cannot cooperate

to reach it. Each component in this system can hold up to two messages, and the

message that makes a component full can only come from its predecessor in the ring.

So, when full, the most recent action of a component must have been the receiving

s0 s1

s2

s3

s4

s5

s6

ini

ringi

τ

τ

ringi

outi

ringi

ringi⊕1

τ

outi

τ

ringi⊕1

Figure 4.2: LTS of component Li where ⊕ represents addition modulo 3.
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of a message from its predecessor in the ring. We can show that state (s6, s6, s6) is

unreachable by using this fact about full component states. Since each component is

full, we know that component i’s last action must have happened after component

i⊕ 1’s last action. So, by going around the ring, we can derive the contradiction that

component i’s last action must have happened after component i’s last action. This

contradiction shows that components cannot effectively interact to reach this state.

This reasoning sketches the sort of analysis that we try to capture with the

technique proposed in this section. The fact about full states of components is a

component-state invariant. So, a combination of component-state invariants, one per

component state in this case, is used to check whether components can effectively

interact to reach a system state. Throughout this section, we detail how our technique

systematically deduces this contradiction. We point out that our techniques can

capture this reasoning for similar non-fillable rings with more than three components.

Also, note that this system state is unreachable and yet it is 2-reachable. The

invariant “all components cannot be simultaneously full” captured by our combination

of component-state invariants emerges from the system’s global behaviour and, thus,

it cannot be derived by pure local analysis. �

To show that components cannot agree on such an order, this technique relies on a

sequence SFi,s of rule events as the component-state invariant for state s of component

i. This sequence is the longest common suffix for all traces tr leading component i’s

projection to s. We employ the following CSA framework to systematically calculate

SFi,s. Note the partial behaviour given by this suffix summarises all (possibly infinitely

many) sequences of rule applications that can lead component i to its state s.

Definition 4.3. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine, and

L′i = (S ′i,Σ
′
i,∆

′
i, ŝ
′
i) the LTS induced by rule projection Si. When applied to L′i, the

following static analysis framework computes a collection SFi of |S ′i| sequences of rule

events, where SFi,s ∈ ((Σ′i)
∗ ∪ {⊥}) is a common suffix for all traces of L′i leading to

s ∈ S ′i.

• Init = 〈〉

• D = ({⊥}∪Σ
′|S′i|
i ,v), where a v b holds if b is a suffix of a, 〈〉 is the top element

and ⊥ is the bottom element, and Σ
′|S′i|
i is the set of sequences of events in Σ′i

with at most |S ′i| elements.

• Trk(⊥) = ⊥ and Trk(d) = d̂ 〈rk〉.
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Given these three elements and t, the join operator induced by the lattice D, the

collection SFi is the least fixed point for the following set of equations:

• SFi,ŝ′i = Init t SFi,ŝ′i

• SFi,s′ = Trk(SFi,s) t SFi,s′ , for each (s, rk, s
′) ∈ ∆′i

We capture how a component participates in the overall system behaviour using

an occurrence suffix that we derive from a component-state invariant as follows.

Such suffixes use occurrence variables olk to denote the l-th most recent system-wide

occurrence of rule k, namely, olk marks the point/moment in which all components

should synchronise to perform the l-th most recent application of rule k.

Definition 4.4. SOi,s =̂ Occur(SFi,s) is the occurrence suffix derived from component-

state invariant SFi,s, where Occur(⊥) =̂ ⊥ and Occur(tr), for tr ∈ (Σ′i)
∗, gives the

sequence of occurrence variables that is obtained by replacing the l-th most recent

occurrence of rule rk in tr by olk. Note that this occurrence suffix can be the empty

sequence and l = 0 denotes the first occurrence. We use SOi,s,j to denote the occurrence

variable in position j in SOi,s where j ∈ {1 . . .mi,s} and mi,s gives the size of SOi,s.

For instance, state (s6, s6, s6) of the system in Example 4.1 gives rise to the

following component-state invariants and occurrence suffixes: SF0,s6 = 〈τ0, ring0, τ0〉,
SF1,s6 = 〈τ1, ring1, τ1〉, SF2,s6 = 〈τ2, ring2, τ2〉, SO0,s6 = 〈o1

τ0
, o0
ring0

, o0
τ0
〉, SO1,s6 =

〈o1
τ1
, o0
ring1

, o0
τ1
〉, and SO2,s6 = 〈o1

τ2
, o0
ring2

, o0
τ2
〉.

Note that these suffixes can be used to compare the order in which components

participate in system-wide rule occurrences. So, we can use them to establish whether

components can agree on an order in which they participate in these occurrences.

For system state s = (s1, . . . , sn), this technique checks whether components can

agree on a consistent order in which they can perform the rule occurrences in suffixes

SOi,si for i ∈ {1 . . . n}, namely, it tests if there exists a linear ordering for these rule

occurrences that respects their relative ordering in all these occurrence suffixes. This

analysis is captured by predicate reachS, which uses the clock variables clklk, marking

the instant at which the occurrence olk happened, to find such a global ordering.

Definition 4.5. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine, and

L′i = (S ′i,Σ
′
i,∆

′
i, ŝ
′
i) the LTS induced by rule projection Si. To define our predicate

we need the following auxiliary definitions: Oi,s =̂ {SOi,s,j | j ∈ {1 . . .mi,s}} gives the

set of elements in SOi,s, O =̂
⋃
i∈{1...n},s∈S′i

Oi,s the universal set of occurrences, and
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Oi =̂ {olk | olk ∈ O ∧ rk ∈ Σ′i} the set of rule occurrences requiring the participation of

component i. Finally, we use clki,s,j to denote clklk if SOi,s,j = olk.

Let s = (s1, . . . , sn) be a system state and O = {ol1k1 , . . . , o
lz
kz
} the universal set of

occurrences. We propose the following predicate to approximate reachability.

reachS(s) =̂ ∃ clkl1k1 , . . . , clk
lz
kz

: N •
∧

i∈{1...n}
HBC(i, si)

The constraint HBC(i, s) creates a happens-before relation based on the suffix SOi,s.

HBC(i, s) =


false if SOi,s = ⊥
true if SOi,s = 〈〉
TC(i, s) ∧ BC(i, s) otherwise

If SOi,s = ⊥, then state s is unreachable in L′i. So, this state cannot be part of a

reachable system state, and we create the unsatisfiable constraint false. Non-empty

suffixes contribute to create our happens-before relation, while empty ones do not.

Hence, the creation of the always-satisfied constraint true for the latter. A non-empty

occurrence suffix gives rise to the conjunction of the trace constraint TC(i, s) and the

before constraint BC(i, s). TC(i, s) enforces that a valid system behaviour respects

the order in which rule occurrences appear in SOi,s:

TC(i, s) =̂
∧

j∈{1...mi,s−1}
clki,s,j < clki,s,j+1

As for BC(i, s), it captures that all occurrences of rules requiring the participation of

component i but not in SOi,s must have happened before the occurrences in SOi,s:

BC(i, s) =̂
∧

olk∈Oi−Oi,s

clklk < clki,s,1

If this predicate holds, there exists a consistent sequence of rule occurrences that

represents a valid (likely partial) system behaviour on which components can agree.

There is no guarantee that this sequence is a total system behaviour as the rule

occurrences being analysed might not lead the system from its initial state all the way

to the system state being tested. Therefore, we can neither guarantee that the state

is reachable nor unreachable, and so, we conservatively assume the former.

On the other hand, if the predicate does not hold, the HBC constraints are

inconsistent either because a component state is trivially unreachable considering this

component’s projection, or because there is an inconsistency between components’

happens-before orderings. The former trivially implies that the system state is

unreachable, whereas the latter implies that components are unable to cooperate to
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perform the rule occurrences in the suffixes being analysed, and consequently, they

cannot cooperate to reach this state.

For instance, state (s6, s6, s6) of the system in Example 4.1 gives rise to the

following happens-before constraints:

1. HBC(0, s6) = clk1
τ0
< clk0

ring0
∧ clk0

ring0
< clk0

τ0
∧ clk0

ring1
< clk1

τ0
;

2. HBC(1, s6) = clk1
τ1
< clk0

ring1
∧ clk0

ring1
< clk0

τ1
∧ clk0

ring2
< clk1

τ1
;

3. HBC(2, s6) = clk1
τ2
< clk0

ring2
∧ clk0

ring2
< clk0

τ2
∧ clk0

ring0
< clk1

τ2
.

From 1, 2 and 3, we can deduce that clk0
ring0

< clk0
ring2

< clk0
ring1

< clk0
ring0

. This

contradiction shows that reachable((s6, s6, s6)) is false and that components cannot

agree on a consistent ordering in which they participate on rule occurrences.

Next, we prove that our predicate over-approximates reachability. Since our

component-invariant soundly summarises the behaviour of a component and compo-

nents must synchronise on shared rules to reach system states, it follows that, for any

reachable state, components must be able to, in particular, consistently synchronise

on the rule occurrences in the occurrence suffixes we derive.

Theorem 4.6. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine. For a

system state s, reachable(s)⇒ reachS(s).

Proof. We assume that s = (s1, . . . , sn) is a reachable system state and show that

there exists a collection of clock values that respects constraints HBC(i, si). Let L′i

be the rule-participation projection of S on component i.

If s is reachable, we can assume without lost of generality that tr = 〈rk1 , . . . , rkw〉
is a sequence of rule applications (rule events) leading the system to s. From tr,

we can calculate a corresponding occurrence sequence Occur(tr) = 〈ol1k1 , . . . , o
lw
kw
〉.

From this occurrence sequence, we can derive the assignment to clock variables:

clkl1k1 = 1, . . . , clklwkw = w. This assignment gives an ordering in which the system can

perform these rule occurrences to reach s.

As tr is a valid sequence of rule applications for the system, the projection L′i must

be able to engage on tr |̀ Σ′i to reach state si, where tr |̀ Σ′i is the result of filtering

out all rule occurrences in tr that are not in Σ′i. Also, for each component i, the rule

events in tr |̀ Σ′i respect their ordering in tr given how operator |̀ works.

From Lemma 4.7, we know that SFi,si is a suffix of tr |̀ Σ′i. Putting these two

facts together, we can see that rule events in SFi,si respect their ordering in tr. So,

the occurrence suffixes SOi,si must respect the ordering of variables in Occur(tr), and
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consequently, the clock constraints in HBC(i, si) are satisfied by our assignment to

clock variables.

Lemma 4.7. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine, and L′i =

(S ′i,Σ
′
i,∆

′
i, ŝ
′
i) the LTS induced by rule projection Si, and SFi computed as per Defini-

tion 4.3. SFi,s is a common suffix for the traces leading L′i to its state s.

Proof. We show that if a fixed-point SFi is reached there cannot be a trace tr of rule

events that leads L′i to s such that SFi,s is not a suffix of tr. We demonstrate that

the existence of such a trace tr would lead to a contradiction. We assume without

lost of generality that tr is the shortest such trace.

Thanks to equation SFi,ŝ′i = InittSFi,ŝ′i and our fixed-point assumption, we know

that SFi,ŝ′i = 〈〉. Clearly, then, tr cannot be 〈〉 as tr = 〈〉 only leads to ŝ′i and SFi,ŝ is

indeed a suffix of 〈〉.
Thus, we can safely assume that tr is of the form tr′̂ 〈rk〉, where ŝi

tr′−→ s′
rk−→ s.

Moreover, thanks to our assumption that tr is the shortest trace, we know SFi,s′ is a

suffix for tr′. If SFi,s′ is a suffix for tr′, then the equation SFi,s = Trk(SFi,s′) t SFi,s,
corresponding to transition s′

rk−→ s, does not hold, contradicting our fixed-point

assumption. While Trk(SFi,s′) t SFi,s is a suffix of tr, SFi,s is not.

We finish this section, by showing that reachS(s) can be checked in polynomial

time on the size of the input supercombinator machine.

Lemma 4.8. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine where Li =

(Si,Σi,∆i, ŝi), and |LMax| the size of the largest component in S. For a given state

system s of S, we can decide reachS(s) in time O(n2 · |LMax|4 · |R|2).

Proof. Let L′i = (S ′i,Σ
′
i,∆

′
i, ŝ
′
i) be the LTS induced by rule-participation projection Si,

and SFi computed as per Definition 4.3. Note that |L′i| = O(|Li|·|R|). The domain that

we use in the CSA framework to calculate SFi has height h = O(|L′i|) = O(|Li| · |R|).
So, from Theorem 4.1, we deduce it takes time O(|Li|2 · (|Li| · |R|)2) to calculate SFi,

and time O(
∑

i∈{1...n}(|Li|4 · |R|2)), which we approximate to O(n · |LMax|4 · |R|2)),
to calculate all fixed-points SFi for i ∈ {1 . . . n}.

To decide reachS(s), we check whether the digraph where nodes are clock variables

and edges are induced based on the <-relation defined by constraints TC and BC

is cycle free. We can roughly over-estimate the number of clock variables, and

consequently the size of this digraph, based on the number of occurrence variables.

The suffix for a state of component i can have at most |Li| elements, giving rise to

|Li| occurrence variables. If all occurrences for all suffixes of component states in the
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s0 s1 s2 s3

tk1

tk1 tk0 work0 s0 s1 s2

tki⊕1

tki worki

Figure 4.3: LTSs of components L0 and Li, for i ∈ {1, 2}, respectively.

system state under analysis are different, we have an upper-bound on occurrence (and

clock) variables of O(
∑

i∈{1...n} |Li|), which we approximate to O(n · |LMax|). So, we

roughly over-approximate the size of this digraph by O(n2 · |LMax|2). A digraph can

be checked cycle free in linear time using a modified depth-first-search algorithm.

Thus, we have the loose upper-bound of O(n2 · |LMax|4 · |R|2) on the time taken

to decide reachS(s) for a fixed system state s.

4.2.2.2 Number of rules occurrences consistency

Relational consistency In the second technique, we try to show that a system

state is unreachable by showing that components cannot agree on the number of times

they need to cooperate to reach this state. We use Example 4.2 as a running example

in introducing this technique.

Example 4.2. This example presents a unidirectional token-ring scheduler; fairly

similar to Milner’s scheduler. In this system, a token is passed around the ring and

the component holding it can work.

This system is described by machine S = (〈L0, L1, L2〉,R) where L0, L1 and L2

are defined in Figure 4.3 and R gives the set of rules that require components to

synchronise on shared events. For the sake of presentation, we use the name of an

event to identify the rule requiring its synchronisation. Process L0 passes the token

initially to L1, and the events tki represent the passage of a token from Li	1 to Li,

where 	 is subtraction modulo 3.

The system state (s3, s2, s2) is unreachable as components cannot cooperate to

reach it. The system has a single token that gets passed around. Component 0 holds

a token in states where it has performed events tk0 and tk1 the same number of times,

whereas Component 1 (2) holds a token in states where it has performed more events

tk1 (tk2) than tk2 (tk0, respectively). We can show that state (s3, s2, s2) is unreachable

by using these facts about states where components hold a token. In (s3, s2, s2), all

components hold a token. So, from Component 0’s behaviour we can deduce that

events tk0 and tk1 must have been performed the same number of times, whereas
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from the behaviour of Components 1 and 2, we can deduce that event tk0 must have

happened more times than tk1. This contradiction shows that these components

cannot effectively interact to reach this state.

This reasoning sketches the sort of analysis that we try to capture with our

second and third techniques. The differences between the number of times events

are performed are component-state invariants, and we use these invariants to check

whether components can effectively interact to reach a system state. Throughout this

section, we detail how our technique systematically carries out this sort of analysis.

We point out that our techniques can capture this reasoning for similar token rings

with more than three components. Finally, we point out that this system state is

unreachable and yet it is 2-reachable. This technique captures, to some extent, that

tokens are conserved and, thus, this state must be unreachable. The conservation of

tokens, however, is a global system invariant, and as such, it cannot be captured by

pure local analysis. �

This technique relies on the set DSk,li,s of integers as a component-component state

invariant for state s of component i. For the pair of rule events k, l in component i’s

projection, the difference between the number of rule events rk and rl in any trace tr

leading component i’s projection to its state s lies in DSk,li,s . As follows, we propose a

CSA framework that systematically calculates these difference sets.

Definition 4.9. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine, and

L′i = (S ′i,Σ
′
i,∆

′
i, ŝ
′
i) the LTS induced by rule projection Si. We propose a CSA

framework that is parametrised by rules k and l, where k 6= l, that when applied to

L′i computes the collection DSk,li of sets with a set DSk,li,s ∈ ({∅,Z} ∪ {{a} | a ∈ Z})
for each s ∈ Si.

• Init = {0};

• D = ({∅,Z} ∪ {{a} | a ∈ Z},⊆) the flat integer domain where ⊆ is the usual

order on sets;

• Trh({d}) =̂


{d+ 1} if h = k
{d− 1} if h = l
{d} otherwise

• Trh(∅) =̂ ∅ and Trh(Z) =̂ Z.

Given these three elements and t, the join operator induced by the lattice D, the

collection DSk,li is the least fixed point for the following set of equations:

99



• DSk,li,ŝ′i = Init tDSk,li,ŝ′i

• DSk,li,s′ = Trh(DSk,li,s ) tDSk,li,s′ , for each (s, rh, s
′) ∈ ∆′i

For instance, for state (s3, s2, s2) of system in Example 4.2, we can calculate the

following invariants. Here, we only show the few of them that are relevant to our

exposition. DStk0,tk10,s3
= {0}, DStk1,tk21,s2

= {1}, DStk2,tk02,s2
= {1}.

We combine these component-state invariants to create two predicates/techniques.

These predicates try to establish whether there exist some values Nk, denoting the

number of times rule rk is performed, components can agree on. The first predicate

uses these difference sets to derive relationships between Nk variables.

Definition 4.10. Let S = (〈L1, . . . , Ln〉, {r1, . . . , rm}) be a supercombinator machine,

and L′i = (S ′i,Σ
′
i,∆

′
i, ŝ
′
i) the LTS induced by rule projection Si. For system state

s = (s1, . . . , sn):

reachR(s) =̂ ∃N1, . . . , Nm : Z •
∧

i∈{1...n}
RC(i, si)

So, for each component state si the Relation Constraint RC(i, si) is created as follows.

RC(i, s) =̂
∧

k,l∈Σ′i∧k 6=l



True if DSk,li,s = Z
False if DSk,li,s = ∅
Nk = Nl if DSk,li,s = {0}
Nk > Nl for DSk,li,s = {w} where w > 0

Nk < Nl for DSk,li,s = {w} where w < 0

If DSk,li,s = ∅, then state s is unreachable in L′i. So, it cannot be part of a reachable

system state, and we create the unsatisfiable constraint false. On the other hand, as

DSk,li,s = Z gives no information about the value of Nk −Nl, it gives rise to constraint

true. Finally, if DSk,li,s holds an integer, we relate Nk and Nl in a simple way according

to whether this integer is zero, positive or negative.

If this predicate is satisfiable, it means that components can agree on the number

of times shared rules need to be performed to reach the system state being tested.

This is not a guarantee the state is reachable but we conservatively assume so. If this

predicate is unsatisfiable, however, components cannot agree on such numbers and

are, therefore, unable to cooperate and reach this system state.

For instance, from the difference sets calculated for system state (s3, s2, s2) of

system in Example 4.2, we can derive the following relation constraints. RC(0, s1)

gives rise to Ntk0 = Ntk1 , RC(1, s2) to Ntk1 > Ntk2 , and RC(2, s2) to Ntk2 > Ntk0 . So,
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we can deduce that Ntk0 = Ntk1 and Ntk0 > Ntk1 , a contradiction that shows that

components cannot agree on the number of times they perform these rules and that

reachR((s1, s2, s2)) does not hold.

The following theorem establishes that reachR over-approximates reachability. As

our difference sets soundly approximate the behaviour of a component and components

synchronise on shared rules to reach a system state, it follows that, to reach any

system state, components must be able to agree particularly on the number of times

they engage on shared rules.

Theorem 4.11. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine with

(S,Σ,∆, ŝ) its induced LTS. For s ∈ S, reachable(s)⇒ reachR(s).

Proof. This theorem follows from Theorem 4.14, as reachR is a derivation of reachD.

We point out that reachR(s) can be decided in polynomial time on the size of the

input supercombinator machine.

Lemma 4.12. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine where Li =

(Si,Σi,∆i, ŝi), and |LMax| the size of the largest component in S. For a given state

system s of S, we can decide reachR(s) in time O(n · |LMax|2 · |R|2).

Proof. Let L′i = (S ′i,Σ
′
i,∆

′
i, ŝ
′
i) be LTS induced by the rule-participation projection

Si, and DSk,li computed as per Definition 4.9. The domain that we use in the CSA

framework to calculate DSk,li has height h = O(1). So, from Theorem 4.1, we can

derive that it takes timeO(|Li|2) to calculate DSk,li , and timeO(|Li|2·|R|2) to calculate

all DSk,li for all k, l ∈ Σ′i where k 6= l. So, it takes time O(
∑

i∈{1...n}(|Li|2 · |R|2)),
which we approximate to O(n · |LMax|2 · |R|2)), to calculate all fixed-points DSk,li for

i ∈ {1 . . . n} and k, l ∈ Σ′i such that k 6= l.

The satisfiability of constraints in reachR(s) can be reduced to checking whether

a digraph is cycle free. First of all, we pre-process the constraints in our predicate by

soundly removing equations. Each equation Nk = Nl is removed and Nl is replaced by

Nk in the remaining constraints. After this pre-processing, the resulting predicate has

only inequation constraints and is equisatisfiable. Then, we create a digraph based on

this pre-processed predicate. Each variable Nk gives rise to a node and there is an

edge from Nk (Nl) to Nl (Nk) if Nk < Nl (Nk > Nl, respectively). Constructing this

digraph takes time O(|R|2), as there are at most |R|-many Nk variables. Satisfiability

of the original formula, thus, amounts to checking whether this digraph is cycle free.
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This checking can be carried out in time linear on the size of the digraph, so it takes

time O(|R|2).

Thus, we have the loose upper-bound of O(n · |LMax|2 · |R|2) on the time taken to

decide reachR(s) for a fixed system state s.

Difference consistency The second predicate creates a system of equations that

simply describes the differences captured by our component-state invariants. This

predicate generalises reachR.

Definition 4.13. Let S = (〈L1, . . . , Ln〉, {r1, . . . , rm}) be a supercombinator machine,

and L′i = (S ′i,Σ
′
i,∆

′
i, ŝ
′
i) the LTS induced by rule projection Si. For system state

s = (s1, . . . , sn):

reachD(s) =̂ ∃N1, . . . , Nm : Z •
∧

i∈{1...n}
DC(i, si)

So, for each component state si, Difference Constraint DC(i, si) is created as follows.

DC(i, s) =̂
∧

k,l∈Σi∧k 6=l


True if DSk,li,s = Z
False if DSk,li,s = ∅
Nk −Nl = w for DSk,li,s = {w}

As for our previous predicate, satisfiability entails that components might be

able to agree on the number of times they need to perform shared rules. Thus,

while satisfiability approximates reachability, unsatisfiability ensures that components

cannot to cooperate to reach this system state.

We point out that reachD is a strictly more precise approximation than reachR.

Any system state that can be shown unreachable by reachR can also be shown so by

reachD, since reachD generalises reachR. The following example shows that reachD

can show unreachability for some system states that reachR cannot.

Example 4.3. This example presents a system that is very similar to the one intro-

duced in Example 4.2. Here, we also presents an unidirectional token-ring scheduler

but instead of a single token, two tokens are passed around. Again, the component

holding a token can work.

This system is described by supercombinator machine S = (〈L0, L1, L2〉,R) where

L0, L1 and L2 are defined in Figure 4.4 andR is the set of rules that require components

to synchronise on shared events. We use the name of an event to identify the rule

requiring its synchronisation. Process L0 has both tokens initially and the events tki

represent the passage of a token from Li	1 to Li, where 	 is subtraction modulo 3.

All components can only hold a token at a time with the exception of L0 initially.
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s0 s1 s2 s3 s4

tk1

tk1 tk1 tk0 work0 s0 s1 s2

tki⊕1

tki worki

Figure 4.4: LTSs of components L0 and Li, for i ∈ {1, 2}, respectively.

The system state (s4, s2, s2), for instance, is unreachable as components cannot

cooperate to reach it. The system has two tokens that are passed around. In this state,

however, all components are full, so they combine to hold 3 tokens, an impossibility.

This technique can capture this impossibility. It can derive from DC(0, s4) that (i)

Ntk1 − Ntk0 = 1, from DC(1, s2) that (ii) Ntk1 − Ntk2 = 1, and (iii) Ntk2 − Ntk0 = 1

from DC(2, s2). So, we can deduce that Ntk1 −Ntk0 = 1 from (i) and Ntk1 −Ntk0 = 2

from (ii) and (iii), a contradiction that shows that components cannot agree on the

number of times they perform these rules and that reachD((s4, s2, s2)) does not hold.

reachD can show that any blocked system state is unreachable. On the other hand,

reachR((s4, s2, s2)) is unable to do so. For this system state, it gives rise to a consistent

set of relations between Ntk0 , Ntk1 , and Ntk2 . �

The following theorem shows that reachD over-approximates reachability.

Theorem 4.14. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine with induced

LTS (S,Σ,∆, ŝ). For s ∈ S, reachable(s)⇒ reachD(s).

Proof. We assume that s = (s1, . . . , sn) is a reachable system state and show that

there exists a collection of values Nk, one for each rule rk ∈ R, such that each DC(i, si)

holds. Let L′i = (S ′i,Σ
′
i,∆

′
i, ŝ
′
i) be LTS induced by projection Si.

If s is reachable, we can assume without lost of generality that tr = 〈rk1 , . . . , rkw〉
is a sequence of rule applications leading the system to s. From tr, we create the

collection of values Nk = tr ↓ rk, where tr ↓ rk counts the number of rk events in tr.

As tr describe a valid behaviour of the system, all L′i must be able to engage

on tr |̀ Σ′i to reach state si. Furthermore, for any rk ∈ Σ′i, it follows that (i)

(tr |̀ Σ′i) ↓ rk = Nk.

From Lemma 4.15, we know that for any component i and rules k, l ∈ Σ′i, ((tr |̀
Σ′i) ↓ rk)− ((tr |̀ Σ′i) ↓ rl) lies in DSk,li,si . Thus, using (i), we can show, that for any

component i and rules k, l ∈ Σ′i | k 6= l, Nk −Nl lies in DSk,li,si . That is, we can show

that our collection of values Nk satisfies all constraints DC(i, si).

Lemma 4.15. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine, and L′i =

(S ′i,Σ
′
i,∆

′
i, ŝ
′
i) the LTS induced by rule projection Si, and DSk,li,s computed as per
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Definition 4.9. For any trace tr leading L′i to its state s, the difference (tr ↓ rk)− (tr ↓
rl) lies in DSk,li,s ,where tr ↓ rk counts the number of rk events in tr.

Proof. We show that if a fixed-point for values DSk,li,s , where s ∈ S ′i, is reached there

cannot be a trace tr of rule events that leads L′i to s such that (tr ↓ rk)− (tr ↓ rl) is

not in DSk,li,s . We demonstrate that the existence of such a trace tr would lead to a

contradiction. We assume without lost of generality that tr is the shortest such trace.

Thanks to equation DSk,li,ŝ′i
= Init t DSk,li,ŝ′i and our fixed-point assumption, we

know that 0 ∈ DSk,li,ŝ . Clearly, then, tr cannot be 〈〉 as tr = 〈〉 only leads to ŝ′i and

(〈〉 ↓ rk)− (〈〉 ↓ rl) = 0 is indeed in DSk,li,ŝ′i
.

Thus, we can safely assume that tr is of the form tr′̂ 〈rk〉, where ŝ′i
tr′−→ s′

rk−→ s.

Moreover, thanks to our assumption that tr is the shortest trace, we know that

(tr′ ↓ rk) − (tr′ ↓ rl) ∈ DSk,li,s′ . From this fact, we can deduce that the equation

DSk,li,s = Trk(DSk,li,s′) t DS
k,l
i,s , corresponding to transition s′

rk−→ s, does not hold,

contradicting our fixed-point assumption. Note that while the value (tr ↓ rk)−(tr ↓ rl)
is in Trk(DSk,li,s′) tDS

k,l
i,s , it is not a member of DSk,li,s .

Next, we show that reachD can be checked in polynomial time on the size of the

input supercombinator machine.

Lemma 4.16. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine where Li =

(Si,Σi,∆i, ŝi), and |LMax| the size of the largest component in S. For a given state

system s of S, we can decide reachD(s) in time O(n · |LMax|2 · |R|2 + |R|3).

Proof. Let L′i = (S ′i,Σ
′
i,∆

′
i, ŝ
′
i), be the LTS induced by the rule-participation projection

of Si, and DSk,ji computed as per Definition 4.9. The domain that we use in the CSA

framework to calculate DSk,li has height h = O(1). So, from Theorem 4.1, we can

derive that it takes timeO(|Li|2) to calculate DSk,li , and timeO(|Li|2·|R|2) to calculate

all DSk,li for all k, l ∈ Σ′i where k 6= l. So, it takes time O(
∑

i∈{1...n}(|Li|2 · |R|2)),
which we approximate to O(n · |LMax|2 · |R|2)), to calculate all fixed-points DSk,li for

i ∈ {1 . . . n} and k, l ∈ Σ′i such that k 6= l.

The constraints in reachD(s) give rise to a formula of a known fragment of linear

integer arithmetic called difference logic [KS08]. Formulas in this fragment can be

decided in polynomial time through a reduction to checking negative cycles in a digraph

with edges annotated with integer weights. This weighted digraph has a node for each

variable Nk in our predicate, and each difference equation Nk −Nl = w gives rise to

a pair of edges: one from Nk to Nl with weight w and another from Nl to Nk with

−w. Given this digraph, we can use Bellman-Ford algorithm [Bel58, FF10, CLRS09]
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to check whether it has a cycle with a negative sum of weights. For a digraph with

nodes V and edges E, this algorithm takes O(|V | · |E|) time. There can be as many

as |R| variables Nk. So, it takes O(|R|2) to construct this digraph from our difference

constraints. The resulting digraph has |V | = O(|R|) and |E| = O(|R|2), placing an

upper-bound of O(|R|3) on the time this algorithm needs to check this formula.

Thus, we have the loose upper-bound of O(n · |LMax|2 · |R|2 + |R|3) on the time

taken to decide reachD(s) for a fixed system state s.

4.2.3 Rule abstraction

We can extend and improve these techniques by carrying out some abstractions.

We improve our techniques by ignoring single-participant rules. The rules that

require the participation of a single component do not contribute to the sort of

inconsistency on how components collaborate our techniques look for. So, they do not

influence at all in the sort of reachability analysis they carry out. To make the reachS

technique ignore these rules, we change Definition 4.3 to make Trk(v) = v whenever

rk is a single-participant rule. To make reachD and reachR ignore these rules, we

change constraints DC in Definition 4.13 and RC in Definition 4.10. We modify both

constraints so that they only create conjuncts for pairs k, l if both rules rk and rl are

not single-participant. This improvement is sound since single-participant rules do not

interfere with the sort of consistency checking between the behaviour of components

carried out by our techniques.

In the following, we propose two abstractions that can be used to capture com-

ponent invariants that are beyond the capabilities of our original techniques. These

abstractions partition rules of a supercombinator machine into equivalence classes. So,

rules in the same partition are identified and treated as the same.

4.2.3.1 Data abstraction

We can achieve a sort of data abstraction for our techniques as follows. Intuitively, the

application of a rule can be seen as a communication taking place between participants,

whereas a set of rules involving the same exact participants might be seen as a set of

possible values they can communicate. With this view in mind, if we identify rules

with the same participants, we are abstracting away these values and focusing on

the fact a communication occurred between these participants. We use the following

projection to capture this kind of data abstraction. We use [rk] to denote the partition

rule rk belongs to and min[rk] to denote the representative of this partition, namely,

the rule with the smallest index k in [rk].
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Figure 4.5: LTSs of components L0 and Li, for i ∈ {1, 2}, respectively.

Definition 4.17. Let S = (〈L1, . . . , Ln〉, {r1, . . . , rm}) be a supercombinator machine.

We use rk = (e, a) to denote that rule (e, a) is identified by k. This abstraction

uses the following partitioning [rk] =̂ {r′k | r′k ∈ {r1, . . . , rm} ∧ pts(r′k) = pts(rk)}),
where pts(rk) =̂ {i | i ∈ {1 . . . n} ∧ ei 6= −} gives the participants of rk = (e, a). So,

the data-abstraction rule-participation projection of S on component i is given by

SDAi = (〈Li〉, {((ei),min[rk]) | rk = (e, a) ∈ R • ei 6= −}).

We integrate this abstraction into our techniques by using this data-abstraction

projection, instead of the original rule-participation projection, to calculate component-

state invariants. This modification gives rise to the following data-abstract counterparts

to our original predicates: reachDAS (s), reachDAD (s), and reachDAR (s).

This abstraction can capture some invariants, both difference sets and suffixes,

that are beyond the capabilities of our original techniques. We illustrate such an

invariant with the following example.

Example 4.4. This example describes again a unidirectional token-ring scheduler.

Unlike the previous examples, the token has a value v associated to it and components

are free to change this value as they wish. The system has a single token moving

around and the component holding it can work.

This system is captured by supercombinator machine S = (〈L0, L1, L2〉,R) with

L0, L1 and L2 defined in Figure 4.5 and R the set of rules that require components

to synchronise on shared events. We use the name of an event to identify the rule

requiring its synchronisation. Process L0 has the token initially. The events tki,v

represent the passage of a token from Li	1 to Li, where 	 is subtraction modulo 3,

and v ∈ {0, 1} denotes some value that annotates the token. In our example, for

simplicity, our components do not make use of v but they could use it to perform

different kinds of work, for instance.

The invariants that these components respect are of the form: (Ntki,0 +Ntki,1)−
(Ntki⊕1,0

+Ntki⊕1,1
). This sort of invariant cannot be captured by our original techniques
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reachR or reachD – they only individually relate Nrk variables – and since these

variables are not individually related, these techniques capture meaningless Zs as

difference sets. So, our original techniques give rise to the pointless reachability

approximations reachR(s) = reachD(s) = true.

On the other hand, our data abstraction allows reachDAR and reachDAD to capture

these sum invariants. This abstraction identifies rules tki,0 and tki,1. So, for each

component i, it calculates DS
[tki,0],[tki⊕1,0]
i,si

, the difference set for N[tki,0]−N[tki⊕1,0]. Note

that N[tki,0] counts how many times rules in {tki,0, tki,1} have to be performed to reach

si, i.e. the sum of times rules in this set are performed. Broadly speaking, our data

abstraction can be seen as collapsing transitions involving tki,0 and tki,1 into one. So,

the analysis of this system becomes similar to the analysis we carry out in Example 4.2.

For blocked state (s3, s2, s2), for instance, our abstraction gives rise to difference sets

DS
[tk0,0],[tk1,0]
0,s3

= 0, DS
[tk1,0],[tk2,0]
1,s2

= 1, and DS
[tk2,0],[tk0,0]
1,s2

= 1. So, technique reachDAR
(reachDAD ) can derive that N[tk1,0] = N[tk0,0] (N[tk1,0] − N[tk0,0] = 0) and N[tk1,0] >

N[tk0,0] (N[tk1,0] − N[tk0,0] = 2), a contradiction that shows that reachDAR ((s3, s2, s2))

(reachDAD ((s3, s2, s2)), respectively) does not hold. Therefore, this blocked state is

unreachable as components cannot cooperate to reach it. In fact, this abstraction

allows our techniques to show all blocked system states unreachable. �

The same idea we use in this example can be applied to demonstrate that reachDAS
captures suffixes different from the ones reachS finds. As for this example, we can

modify the system in Example 4.1 to have events ringi,v, where v ∈ {0, 1}, instead of

their original ringi events. For this modified system, reachDAS captures useful suffixes

and a reachability approximation that proves it deadlock free, whereas reachS is

unable to capture any useful suffix.

We point out that all levels of abstractions that we propose in this chapter are

incomparable in the sense that they capture different invariants and, hence, the set of

systems they prove deadlock free are incomparable.

The same formal argument that we originally used to show that our original

techniques over-approximate reachability can be slightly modified to show that their

abstract versions also do so. Furthermore, we point out that the original polynomial

bounds on the time needed to decide whether our predicates hold are also bounds for

their respective abstract counterparts.

Theorem 4.18. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine with induced

LTS (S,Σ,∆, ŝ). For s ∈ S, reachable(s)⇒ reachDAx (s), where x can be S, D, or R.
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4.2.3.2 Component-specific abstractions

For the reachD technique, we can propose further sorts of rule partitioning that

can capture other relational invariants of components. In some cases, the relational

invariant a component respects is not given by how individual rules relate or by how

rules with the same participants relate. It might even be the case that different

components require different rule partitionings. So, we introduce a new version of

this technique’s predicate, reachCAD , that allows each component to have its own and

customised partitioning.

Definition 4.19. Let S = (〈L1, . . . , Ln〉, {r1, . . . , rm}) be a supercombinator machine,

and [·]1, . . . , [·]n rule partitionings where [·]i partition the rules component i participate

in, i.e. {rk | rk = (e, a) ∈ R ∧ ei 6= −}. For system state s = (s1, . . . , sn):

reachCAD (s) =̂ ∃N1, . . . , Nm : Z •
∧

i∈{1...n}
DC(i, si)

So, for each component state si, Difference Constraint DC(i, si) is created as follows.

DC(i, s) =̂
∧

rk,rl∈Σi∧k 6=l


True if DSk,li,s = Z
False if DSk,li,s = ∅
(
∑

r′k∈[rk]i

Nk′)− (
∑

r′l∈[rl]i

Nl′) = w for DSk,li,s = {w}

The difference sets DSk,li,s of component i are calculated on the LTS induced by the

following projection of S on i: (〈Li〉, {((ei),min[rk]i) | rk = (e, a) ∈ R • ei 6= −}).
This projection depicts the behaviour of this component in terms of the rule it

participates and considering the partitioning [·]i.

This predicate can be fitted to use any partitioning for components, and different

partitionings can capture different relations between variables Nk. In this thesis,

however, we use it with the following fixed component partitioning. We chose this

partitioning because it is fairly simple and captures some interesting relational invari-

ants we found in our analyses of systems. So, when we use reachCAD , we mean this

technique with the following component partitioning.

Definition 4.20. Let S = (〈L1, . . . , Ln〉, {r1, . . . , rm}) be a supercombinator machine,

and L′i = (S ′i,Σ
′
i,∆

′
i, ŝ
′
i) the LTS induced by the rule-participation projection Si. We

define partitioning [·]i as the finest partitioning such that: if there exists s, s′ ∈ S ′i
and rk, rk′ ∈ Σ′i where (s, rk, s

′) ∈ ∆′i and (s, rk′ , s
′) ∈ ∆′i, then [rk]i = [rk′ ]i. This

partitioning identifies any two rules giving rise to the same component transition.

This partitioning can be efficiently calculated using partition refinement approaches.
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Figure 4.6: LTSs of components L0, L1, and L2, respectively.

Next, we illustrate how this technique can capture invariants that cannot be

captured neither by reachD nor reachDAD .

Example 4.5. This example describes again a token-ring scheduler. Unlike the

previous examples, the ring presented here is bidirectional, that is, a component can

pass a token either to its predecessor or successor in the ring. The system has a single

token moving around (and no value v associated to it) and the component holding it

can work.

This system is described by machine S = (〈L0, L1, L2〉,R) with L0, L1 and L2

defined in Figure 4.6 and R the set of rules that require components to synchronise on

shared events. We use an event name to identify the rule requiring its synchronisation.

Process L0 has the token initially and events tki,j represent the passage of a token

from Li to Lj.

For each component the sum of output (rule) events is relate to the sum of input

events. For instance, for Component 0, Ntk0,1 +Ntk0,2 is related to Ntk1,0 +Ntk2,0 . Since

there are multiple output and input rule events and these do not involve the same

participants both reachD and reachDAD are unable to capture meaningful difference

sets. So, they give rise to reachD(s) = reachDAD (s) = true.

On the other hand, our component-specific abstraction allows reachCAD to capture

these invariants. The partitioning that we propose identify input and output rule

events in a way that we capture the exact invariant needed. For this system, the

partitioning is as follows.

• [·]0 is given by {rtk1,0 , rtk2,0}, {rtk0,1 , rtk0,2}
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• [·]1 is given by {rtk0,1 , rtk2,1}, {rtk1,0 , rtk1,2}

• [·]2 is given by {rtk0,2 , rtk1,2}, {rtk2,0 , rtk2,1}

Our abstraction creates difference sets DS
[tk0,1],[tk1,0]
0,s3

= {0}, DS[tk1,0],[tk0,1]
1,s2

= {1},
and DS

[tk2,0],[tk0,2]
1,s2

= {1} for blocked state (s3, s2, s2). So, technique reachCAD can derive

from these sets: (Ntk1,0+Ntk2,0)−(Ntk0,2+Ntk0,1) = 0, (Ntk0,1+Ntk2,1)−(Ntk1,0+Ntk1,2) =

1, and (Ntk0,2 +Ntk1,2)− (Ntk2,0 +Ntk2,1) = 1, respectively. From these, we can derive

that (Ntk1,0 +Ntk2,0)−(Ntk0,2 +Ntk0,1) = 0 and that (Ntk1,0 +Ntk2,0)−(Ntk0,2 +Ntk0,1) = 2

(by adding the second and third equations, respectively), a contradiction that shows

that reachCAD ((s3, s2, s2)) does not hold. Therefore, this blocked state is unreachable

as components cannot cooperate to reach it. In fact, this abstraction can show all

blocked system states unreachable. �

An argument similar to the one we used to show that reachD soundly approximates

reachability can be used to show that this new predicate over-approximates reachability.

Unlike our previous predicates, it does not seem that, for a given state, this predicate

can be checked in polynomial time. In fact, difference sets can be calculated in

polynomial time but we end up with a linear-integer-arithmetic formula and checking

satisfiability for such a formula constitutes a NP -complete problem.

Theorem 4.21. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine with induced

LTS (S,Σ,∆, ŝ). For s ∈ S, reachable(s)⇒ reachCAD (s).

We cannot trivially extend this component-based abstraction for our suffix-based

technique. The reason is that while our difference sets can easily accommodate different

partitionings using these sums of variables, for the suffix-based technique, we would

need to replace a suffix by a tree-like structure that captures the recent behaviour

of a system in terms of such partitionings. For such a tree-like structure, we would

not be able to use our occurrence information, in the simple way we do, to uniquely

identify system-wide occurrences of rules and to compare components’ behaviour.

4.2.4 Discussion

The imprecision for the sort of technique we propose stems from the use of component-

state invariants. These invariants can cause imprecision in two ways. Firstly, the

information that we capture might not be the one required to show unreachability.

Note that our component-state invariants only give a partial account of components’

behaviour; there are unreachable system states for which components might agree on
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occurrence suffixes or on the number of times they need to perform shared rules to

get there. Secondly, the process of calculating these invariants, namely, of compactly

summarising a set of behaviours, might lead to the discarding of behavioural infor-

mation that could be relevant in showing a system state unreachable. For instance,

assume that a system state is unreachable because components cannot cooperate on

the last rule they perform before reaching this state and each component can perform

two different last rules to reach this state (also, assume these last rules do not involve

the same participants so our data abstraction mechanism would not identify them).

In this case, the techniques reachS and reachDAS would summarise the behaviour of

each component with the empty sequence, so it would imprecisely assume that such

a system state is reachable. A similar sort of imprecision would happen for reachR

and reachD and its abstract counterparts if some system state was unreachable due

to components’ difference sets having two values instead of the single-valued sets our

domain allows. In such cases, our component-state invariant approximates this set of

two values to the entire set of integers.

Despite being imprecise, our approximations are precise enough to show some

interesting properties of distributed systems employing common interaction paradigms.

The use of both recent behaviour and relational invariants to characterise component

states and show they cannot interact to reach some undesired system state is fairly

common. For instance, relational invariants are commonly employed to characterise

token mechanisms and that components can only be so-far apart in terms of rounds of

communications, whereas some other methods use the recent behaviour of components

to show that components cannot be simultaneously blocked [RD87, Dat89, Mar96,

LMC11]. Examples 4.1, 4.2, 4.3, 4.4, and 4.5 all illustrate some common mechanisms

that our techniques can capture.

4.3 PairStatic: Pair plus synchronisation analysis

In this section, we propose PairStatic: a framework that improves on Pair by com-

bining 2-reachability with the approximation techniques we propose in this chapter.

We propose two versions for this framework. One uses predicate reachD and its

abstractions and the other reachR instead. These two versions are characterised by

the following definition of a PairStaticx candidate, where x is R or D depending on

the version of our framework.

Definition 4.22. Let S be a supercombinator machine. A system state s is a

PairStaticx candidate iff the following predicate holds, where x can be D or R:
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candidateR(s) =̂ blocked(s) ∧ reach2(s) ∧ reachS(s) ∧ reachR(s)
∧ reachDAS (s) ∧ reachDAR (s)

candidateD(s) =̂ blocked(s) ∧ reach2(s) ∧ reachS(s) ∧ reachD(s)
∧ reachDAS (s) ∧ reachDAD (s) ∧ reachCAD (s)

The reason for proposing two different versions for our framework relates to

efficiency and simplicity in implementation. We initially created and studied the

simplified version involving reachR and its abstraction because it fitted easily into our

SAT-based approach and it captured some relevant invariants. After this initial study,

we created our generalised version, using predicate reachD, which we implemented

using a SMT-based translation. The component-specific abstraction requires some

arithmetic constraints that are not so straightforward to implement in a SAT solver

context. Hence, we decided not to implement a version of reachR using this abstraction.

Note that our PairStaticD framework is strictly more precise than PairStaticR since

approximations reachD and reachDAD are more precise than reachR and reachDAR ,

respectively. Table 8.1 (p.225) provides an index-like list of all approximations we

propose; it should help the reader throughout this thesis to recapitulate and navigate

through the text to find them.

Unsurprisingly, given that the techniques we propose over-approximate reachability,

they can be soundly used to check that a system is deadlock free.

Theorem 4.23. If a supercombinator machine is PairStaticx candidate free, where x

is R or D, then it must also be deadlock free.

4.3.1 Precision and complexity of PairStatic

This new framework is clearly more precise than Pair, but it remains imprecise: a

blocked system state can be unreachable and yet meet all reachability tests/predicates

we proposed. As for 2-reachability, none of these new tests are precise enough to show,

for instance, that the single blocked system state in Example 3.1 is unreachable. So,

like Pair, PairStatic is unable to show that the system in that example is deadlock

free. Nevertheless, by conjoining these new tests, we tighten the state space analysed.

Observe that it only takes one failed reachability test, out of all approximations

proposed, to consider a system state unreachable. Figure 4.7 illustrates the relationship

between the precision of (i.e. the set of systems that can be proved deadlock free by)

SDD, Pair and PairStatic2.

2Our diagrams are meant to only depict the qualitative relationship of sets. So, we are interested
in showing whether sets intersect, a set is contained into another or sets are disjoint; the size of the
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Figure 4.7: The relationship between deadlock-freedom-checking frameworks.

Unlike 2-reachability, the sort of combination of component invariants that we

propose in our new reachability tests allows for global analysis. By checking consistency

between component-state invariants for all components, PairStatic can capture some

global system invariants. Examples 4.1, 4.2, 4.3, 4.4 and 4.5 all illustrate global

invariants that cannot be captured by local analysis. So, while PairStatic can capture

these global invariants and show that the systems in these examples are deadlock free,

Pair cannot due to its use of pure local analysis.

In the following, we introduce a few examples to illustrate and discuss some

mechanisms that distributed systems implement to avoid blocked states and that we

can capture with PairStatic. Furthermore, these examples introduce some systems

that can be tackled by PairStatic but cannot be shown deadlock free by FSDD or

CSDD; we discuss these two techniques in Section 1.1.

The first mechanism we discuss, proposed in [BR91], prevents systems from having

all their components simultaneously full. We call this the non-fillable mechanism. In

a non-fillable system, components are disposed in a ring and they can exchange and

store messages. A component implements this mechanism if the last action that fills

its finite storage space is an incoming message from its predecessor in the ring. If

components of a system implement this mechanism, they cannot be simultaneously

full as components cannot agree on an order in which they perform this last action.

This mechanism and contradiction are illustrated in Example 4.1. In the following,

we introduce a modified version of Example 4.1 that can be shown deadlock free by

intersecting areas are immaterial. Thus, for instance, the fact that the PairStatic set lies mostly over
the set of hereditary deadlock-free systems does not mean that it can show deadlock freedom for
more hereditary deadlock-free systems than non-hereditary deadlock-free systems.
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Figure 4.8: LTS of component Li where ⊕ represents addition modulo 3.

PairStatic but not by FSDD. We point out that the work in [Ros87] introduces an

approach to systematically transform a non-fillable ring into a deadlock-free system

with an arbitrary topology, and PairStatic can capture this sort of invariant even for

such an extension.

Example 4.6. This example describes a system that is very similar to the one in

Example 4.1. In this ring-like system, components exchange messages unidirectionally

around the network. A component receives messages from its predecessor component

in the ring or from its user, and it either passes the message over to the next component

in the ring or outputs the message to its user. Unlike the system in Example 4.1,

once a message is received, its integrity is checked. Each component can hold up to

two messages at a time and the second message must have been received from its

predecessor and not from its user.

This system is described by supercombinator machine S = (〈L0, L1, L2〉,R) with Li

defined in Figure 4.8 and R the set of rules that require components to synchronise on

shared events. This supercombinator machine adds the event chki to model component

i’s action of checking a message’s integrity to the system in Example 4.1.

Both FSDD and PairStatic can show deadlock freedom for Example 4.1 but only

PairStatic can show deadlock freedom for this system. PairStatic can show that this

system is deadlock free using a systematic argument that is very similar to the one that

we present for Example 4.1. FSDD and reachS were designed to find the same sort

of contradiction on the recent behaviour of components. While FSDD tries to show

that components are unable to cooperate using components’ last action, reachS uses
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a suffix/sequence of rule events/actions. So, while in Example 4.1 the contradiction

arises from components’ last action, in this example, thanks to the addition of event

chki, it arises due to the second-to-last action. So, only our framework can show

deadlock freedom for this example.

This example presents a non-fillable system where components store up to two

messages. PairStatic, however, can show deadlock freedom for versions of this system

where components can store any finite number of messages. Secondly, event chki could

be replaced by some more complex behaviour, such as some interaction with other

components, and as long as the the actions leading to a contradiction can be captured

by our suffixes, PairStatic should be able to show deadlock freedom for it. �

The next mechanism we discuss, proposed in [SD82, RD87], can be used to construct

systolic-array-like systems. In a systolic-array, components cyclically interact with

their neighbours so they collaborate to perform some task. Given a partial order

on system rules, a system implements the cyclic ordering mechanism if components

behave cyclically by participating in rules following this order. For such a system,

components cannot reach blocked states because they are unable to agree on the

number of times they participate in shared rules to reach it. Unlike our non-fillable

mechanism, this one does not impose any restriction, a priori, on the topology of the

system. The following example illustrate this mechanism. It introduces a system that

can be tackled by PairStatic but not by CSDD.

Example 4.7. This example introduces a system that implements a grid-like systolic

array. So, components are disposed in a grid-like fashion and each of them behaves

cyclically as follows. It interacts with its left and up neighbours, respectively. Then, it

does some processing and it, finally, communicates with its right and down neighbours,

respectively. Each component initially (non-deterministically) chooses which type of

processing it will do.

This system is modelled by supercombinator machine S = (〈L1,1, L1,2, L2,1, L2,2〉,R)

where components Li,j are defined in Figure 4.9 and R is the set of rules that require

components to synchronise on shared events. A component interacts with its left and

up neighbours using events hi,j and vi,j , respectively. The processing is represented by

events pi,j and p′i,j , and it communicates with its right and down neighbours via hi+1,j

and vi,j+1, respectively.

PairStatic can show that this system is deadlock free using a systematic analysis

that is very similar to the one that we present for Example 4.2, whereas CSDD cannot.

While CSDD captures that a component completed a cycle when it transitions back to
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Figure 4.9: Sketch of LTS for components Li,j.

its initial state, reachR does so by using relations between number of times components

perform shared rules. In this example, cycles are not completed when a component

reaches back its initial state but when it reaches state s1 or s6. So, while reachR can

capture the cyclic behaviour of this system and use it to prove deadlock freedom,

CSDD cannot. Note that event pi,j could be replaced by some complex behaviour and,

as long as it conforms to this mechanism, PairStatic should handle it. �

These two mechanisms are also formally presented and discussed in [Mar96]

and [Ros98].

Lastly, we discuss a token-ring mechanism that allows for tokens to be exchanged

between components. In a token-ring system, components are disposed in a ring

and they can exchange (and store) tokens. A system conforms to this mechanism, if

components behave, cyclically, by acquiring tokens from their predecessor and passing

them along to their successor in the ring (they might also carry out some additional

individual behaviour). Also, for a system with m token capacity (i.e. the sum of all

components’ storage space), it must initially hold between 1 and m − 1 tokens. If

components of a system implement this mechanism, they can neither be simultaneously

full nor empty as components cannot agree on the number of times they exchange

tokens. This mechanism and contradiction are illustrated in Examples 4.2, 4.3 and 4.4.

In the following, we introduce a more complex example of a system implementing this

mechanism that can be tackled by PairStatic but not by CSDD or FSDD. The same

idea proposed in [Ros87] to convert a non-fillable rings into a system with arbitrary

topology can be used to the same effect on a system implementing our token-ring

mechanism, and PairStatic should be able to capture this extension. This idea can be

used to, for instance, create the fully-connected deadlock-free system in Example 4.5.
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Figure 4.10: Sketch of LTS for components Li.

Example 4.8. This system implements a token-ring message-exchange system. Com-

ponents pass tokens around and a component possessing a token can receive a message

and relay it around the ring; messages mi can be exchanged. A component can

be empty (state se) at which point it can receive a token or a message from other

component. If the component holds a token (state st), it can receive a message from

its user or pass the token around the ring. Once a component has message mi (state

smi
, depending on the message mi received), the message can be passed around until

eventually outputted by component i to its user. As a result of outputting a message,

the component ends up holding a token.

Let S = (〈L0, L1, L2〉,R) be the supercombinator machine with Li defined in

Figure 4.10 and R the set of rules that require components to synchronise on shared

events. Initially, L1 and L2 hold tokens and the events tki represents the passage of

a token from Li	1 to Li, where 	 is subtraction modulo 3. Event msgi,v represents

the passage of message mv from Li	1 to Li. Event sdi,v (rcvi,v) depicts the sending

(receiving) of message mv to (from) component i from (to) its user.

Again, PairStatic can show that this system is deadlock free using a systematic

analysis that is very similar to the one that we carried out for Example 4.4. The

cycle-counting analysis CSDD carries out, however, does not capture the sort of token

conservation invariant that is required to show that this system is deadlock free. This

system can be modified so that components can hold multiple messages and so that

the system is neither empty nor full of tokens initially, and PairStatic could still check

it deadlock free. �
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Generally speaking, our strategy should prove deadlock freedom if blocked states

induce the sort of inconsistency our predicates are tailored to find. Another point

worth making is that, unlike FSDD and CSDD, we combine/conjoin our reachability

approximations. So, if the blocked states of a system are divided into states that

are unreachable because of components’ suffixes incompatibility and states that are

unreachable because of components inability to agree on the number of times they

need to perform shared rules, our combination of approximations allows PairStatic to

demonstrate that all these states are unreachable.

The increase in precision we gain by conjoin these new predicates to our Pair candi-

date definition comes at a reasonable price. By conjoining reachability approximations

that can be decided in polynomial time, we end up with a detection problem that is

NP -complete. Note, however, that we could not find an algorithm to decide reachCAD
for a given state in polynomial time. Hence, for candidateD, we only prove a lower

bound/hardness result. These results also justify our use of SAT and SMT solving in

tackling these problems.

Theorem 4.24. The problem of deciding whether a supercombinator machine has a

system state satisfying candidateR is NP-complete, whereas deciding the same problem

for candidateD is NP-hard.

Proof. While membership to NP follows from the fact that all our predicates can be

decided in polynomial time thanks to Lemmas 3.9, 4.8, 4.16, and 4.12, NP -hardness

follows from Corollary 3.20.

4.3.2 PairStatic-candidate detection via SAT/SMT solving

We built upon our SAT-checking approach proposed for detecting Pair candidates to

create an efficient implementation for PairStatic. We implement our framework using

SAT formula PairStaticR and SMT formula PairStaticD. While PairStaticR cap-

tures states that satisfy candidateR, PairStaticD detects states satisfying candidateD.

We choose to use the theory of linear integer arithmetic to encode PairStaticD as

it is more convenient and SMT solvers tend to be efficient in handling such formu-

las. So, we encode the search for a deadlock candidate as a satisfiability problem

to be later checked by a SAT/SMT solver. For the remainder of this section, let

S = (〈L1, . . . , Ln〉,R) be a supercombinator machine, (S,Σ,∆, ŝ) its induced LTS, Si
the projection of S on component i, and L′i = (S ′i,Σ

′
i,∆

′
i, ŝ
′
i) its induced LTS.

We use boolean variables sti,s to represent state s of component i. Our formulas

are constructed so the combination of component-state variables assigned to true in
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a satisfying assignment forms an appropriate deadlock candidate. These formulas

conjoin a sub-formula for each predicate in our candidate definitions; each sub-formula

holds for a combination of component states that satisfies the corresponding predicate.

PairStaticR =̂ State ∧ Blocked ∧ Reach2 ∧ ReachS ∧ ReachDAS
∧ ReachR ∧ ReachDAR

PairStaticD =̂ State ∧ Blocked ∧ Reach2 ∧ Reach′S ∧ ReachDA ′S

∧ ReachD ∧ ReachDAD ∧ ReachCAD

We reuse the sub-formulas for State, Blocked and Reach2 defined in Section 3.3.3.

Due to the reuse of formula Blocked, these encodings can only be applied to triple-

disjoint systems (see Section 3.3.3). Sub-formulas ReachS, ReachDAS , Reach′S, and

ReachDA ′S have the same format, given next, but they differ on how they encode the

HBC(i, s) constraint. ∧
i∈{1...n}∧s∈S′i

sti,s ⇒ HBC(i, s)

To encode HBC(i, s), we encode variables clklk and the ordering relationships

between them. ReachS and ReachDAS encode variables clklk using bit-vectors. Each of

these sub-formulas use a different size for their bit-vectors that is given by dlog2 |O|e,
where O is the universal set of occurrence, calculated as per Definition 4.5, for the

corresponding predicate3. We choose this size of bit-vectors because only |O| distinct

clock values are needed to create a model for these sub-formulas. The variables clklk
of ReachS are completely unrelated to the ones of ReachDAS so we use disjoint sets

of boolean variables to encode these two sets of variables. Finally, we encode < as

the corresponding operation on bit-vectors. Reach′S and ReachDA ′S are encoded using

integer clklk variables and the corresponding < on integers. Again, the clklk variables

used by these two sub-formulas are disjoint.

Sub-formulas ReachR, ReachDAR , ReachD, ReachDAD , and ReachCAD have the same

format, given next, but they differ on how they encode the RC(i, s) constraint.∧
i∈{1...n}∧s∈S′i

sti,s ⇒ RC(i, s)

To encode RC(i, s), we encode variables Nk and the relations/equations they must

respect. ReachR and ReachDAR encode variables Nk using bit-vectors of size |R|; again,

if a model exists, we should be able to find it with |R| distinct values for our variables.

3We can disregard the cases where |O| = 1, and later where |R| = 1, as for these boundary cases
our techniques are pointless, namely, our predicates are equivalent to true.
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As the variables Nk of ReachS are completely unrelated to those of ReachDAS , we

use disjoint sets of boolean variables to encode these two sets of variables. Finally,

we encode <, =, and > as the corresponding operation on bit-vectors. ReachD and

ReachDAD , and ReachCAD are encoded using integer Nk variables, with the restriction

they need to be non-negative, and difference equations are trivially encoded using

the theory of linear integer arithmetic. Again, the Nk variables used by these three

sub-formulas are mutually disjoint.

Broadly speaking, these sub-formulas (namely, the implications they create) ensure

that if a component state is assigned to true in a satisfying assignment, the associated

reachability constraint is also met. So, any system state satisfying our sub-formulas

must pass our reachability tests.

4.3.3 Practical evaluation

We extend DeadlOx to implement PairStatic. It constructs our SAT and SMT

encodings which are then checked by the Glucose solver and Z3 solver [dMB08],

respectively. Our implementation benefits from the incremental nature of modern

SAT and SMT solvers to check PairStaticR and PairStaticD. A formula can be

split into several conjuncts, which can be incrementally fed to the solver. This

incremental checking is efficient because the solver can use the information obtained

from solving one part of the formula to save a lot of effort when re-checking it. Our

implementation starts solving the conjunction of State, Blocked and Reach2. If no

candidates are found, the system is deadlock free. Otherwise, we add up another

reachability test to tighten the state space being analysed, and repeat this solving

process. This incremental step continues until the entire formula has been constructed.

If a candidate is found for the entire formula, it is reported to the user of our tool.

For PairStaticR, the other approximations are conjoined in the following order:

ReachDAR , ReachDAS , ReachR and ReachS. For PairStaticD, we have the following

order: ReachDAD , ReachCAD , ReachDAS , ReachD and ReachS. These orderings put

first the approximations we believe offer a better precision/efficiency compromise.

We extend the input language of FDR4 with the annotations :[PairStatic] and

:[PairStatic [smt]], which should be added to a deadlock free assertion, to call

DeadlOx’s PairStaticR and PairStaticD frameworks, respectively. DeadlOx’s binary

and the models used in this section are available at our experiment package [AGRR18].

Our experiment evaluates deadlock freedom for some triple-disjoint deadlock-free

systems that cannot be tackled by local analysis alone. Hence, Pair and SDD are

unable to show deadlock freedom for all examples discussed in this section. We used
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a dedicated machine with a quad-core Intel Core i5-4300U CPU @ 1.90GHz, 8GB

of RAM. We compare our frameworks PairStaticR (PS) and PairStaticD (PSsmt)

against Deadlock Checker’s FSDD and CSDD frameworks [MJ97], FDR4’s methods

(FDR, FDRc, FDRp), and D-Finder 2’s methods (DF2pm, DF2fp, DF2l).

Unsurprisingly, our results suggest that approximate frameworks FSDD, CSDD

and PairStatic are substantially more scalable than exact methods. Despite being

approximate, however, D-Finder 2 performs poorly on all examples considered in this

section. It seems that the invariant calculations they carry out is rather complex for

these examples. Also, it might be the case that our generation of BIP models (the

input language for D-Finder 2) from supercombinator machines does not provide an

optimal encoding for BIP systems. We split our results into three parts.

Table 4.1 presents the first part of our results. It presents the running time of

DF2pm as it is the best D-Finder 2 technique. It shows the analysis of 9 systems:

the butler solution to the dining philosophers where it counts philosophers (But), a

distributed database (DDB), a hexagonal systolic array (HexSys) [GS10], a matrix

multiplication system (Mat), a ring system implementing a priority-based mutual-

exclusion mechanism (RingP), a non-fillable ring (Ring), Milner’s scheduler (Sched),

a system implementing timestamp-based mutual-exclusion mechanism (TS), and a

system that implements a majority-vote mutual-exclusion mechanism (MVote).

FSDD was designed to show non-fillable systems such as Ring deadlock free. CSDD,

on the other hand, was conceived to handle systolic-array-like systems such as HexSys,

Mat and Sched. Sched implements a very basic token mechanism that can also be

interpreted as a systolic-array mechanism. The other examples implement mechanisms

that are beyond the reach of FSDD and CSDD. We point out that CSDD outperforms

PairStatic for systolic-array-like systems but we believe that this shortcoming is

compensated by PairStatic’s improved precision.

In addition to non-fillable and systolic-array-like systems, PairStatic can show

deadlock freedom for some counting-based, token-based, priority-based, and timestamp-

based systems such as But, DDB, RingP and TS, respectively. The versatility of our

invariants allows PairStatic to capture a variety of behavioural mechanisms. It cannot,

though, fully capture the conservation of votes behind the majority-vote mechanism

implemented in MVote. Hence, it is unable to show deadlock freedom for this system.

Note that the PairStaticD encoding can capture the counting mechanism used by But

to avoid undesired states and the timestamp-based mechanism implemented by TS,

whereas PairStaticR cannot. The reason is that only the use of our component-specific

abstraction presented in Section 4.2.3.2 enables the capture of these mechanisms. The
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Approximate Exact
Example N FSDD CSDD PS PSsmt DF2pm FDR FDRc FDRp

But

50 - - - 1.07 * * * *
100 - - - 4.87 * * * *
150 - - - 17.39 * * * *
200 * * - 32.52 * * * *

DDB

5 - - 0.31 0.36 * 0.51 0.16 0.21
10 * * 1.27 7.78 * * * *
15 * * 10.53 79.41 * * * *
20 * * 48.91 * * * * *

HexSys

3 - 0.20 0.16 0.16 * * 0.16 0.36
5 - 0.28 3.57 0.67 * * 7.33 *
8 - 0.53 56.12 8.13 * * * *
10 - 0.68 160.63 19.55 * * * *

Mat

5 - 0.18 0.36 0.16 * * 0.21 0.17
10 - 0.23 3.87 0.72 * * 15.59 0.67
20 - 0.43 38.84 12.24 * * * 28.51
30 - 0.83 269.55 183.45 * * * *

RingP

5 - - 0.22 0.16 * 0.26 + 0.16
10 - - 0.41 2.32 * * + *
15 - - 2.32 24.21 * * + *
20 * * 10.43 158.51 * * + *

Ring

100 0.18 - 0.17 0.26 38.44 * 0.72 *
200 0.28 - 0.26 0.47 * * 1.57 *
300 0.38 - 0.42 0.61 * * 2.72 *
400 0.43 - 0.51 0.87 * * 4.22 *

Sched

100 - 0.18 0.11 0.16 5.27 * 0.37 0.41
200 - 0.28 0.21 0.26 10.18 * 0.72 3.82
300 - 0.38 0.31 0.31 18.00 * 1.17 15.74
400 - 0.43 0.47 0.46 47.45 * 1.77 44.68

TS

3 - - - 0.11 4.22 0.06 + 0.06
5 - - - 0.36 121.15 0.11 + 0.11
10 - - - 6.78 * * + *
15 - - - 73.05 * * + *

MVote

3 - - - - - 0.06 0.11 0.11
5 - - - - - 0.11 0.31 0.16
7 - - - - - 24.46 * 75.55
10 - - - - * * * *

Table 4.1: Techniques comparison. N is a parameter that is used to alter the size
of the system. We measure in seconds the time taken to check deadlock freedom for
each system. * means that the method took longer than 300 seconds, or an error,
such as running out of memory, occurred. - means that the method is unable to prove
deadlock freedom. + means that no efficient compression technique could be found.
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quadratic growth on the number of components as N increases is the reason for the

apparent lack of scalability of PairStatic for HexSys and Mat.

Approximate Exact
Example N PS PSsmt DF2pm DF2fp DF2l FDR FDRc FDRp

MsgGrid

20 - 0.16 15.49 21.50 20.40 * 0.26 *
40 - 0.21 * * * * 0.77 *
60 - 0.26 * * * * 1.67 *
80 - 0.36 * * * * 3.82 *

Ring2

10 0.72 1.47 * 14.69 * 0.37 + 0.46
15 1.92 14.99 * * * 0.46 + 5.27
20 10.88 79.67 * * * 1.07 + 35.87
25 41.49 * * * * 2.87 + 162.71

Ring2Hf

10 0.31 1.42 * * * * + *
15 1.92 14.24 * * * * + *
20 10.78 83.42 * * * * + *
25 41.29 * * * * * + *

Ring2S

50 1.27 2.17 * 217.61 * 11.60 + 45.03
100 4.97 22.26 * * * * + *
150 19.86 76.16 * * * * + *
200 55.62 261.42 * * * * + *

Ring2SHf

50 1.17 2.62 * * * * + *
100 4.97 22.31 * * * * + *
150 20.00 75.06 * * * * + *
200 56.02 * * * * * + *

Track

100 - - * * * 1.32 20.05 2.17
200 - - * * * 9.18 211.58 23.30
300 - - * * * 33.93 * 105.22
400 - - * * * 93.79 * *

TrackHf

100 - - * * * * 20.05 *
200 - - * * * * 211.27 *
300 - - * * * * * *
400 - - * * * * * *

Table 4.2: Techniques comparison. N is a parameter that is used to alter the size
of the system. We measure in seconds the time taken to check deadlock freedom for
each system. * means that the method took longer than 300 seconds, or an error,
such as running out of memory, occurred. - means that the method is unable to prove
deadlock freedom. + means that no efficient compression technique could be found.

Table 4.2 presents the analysis of some token-based systems. We analyse a message-

exchange grid system (MsgGrid), a token ring with one token (Ring2), a token ring

with N/2 tokens (RingHf), two simplified versions of these two systems (Ring2S and

Ring2SHf), a train-track system with one train (Track) and a train-track system
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with N/2 trains (TrackHf); trains can be seen as tokens moving around a network

of tracks. Neither FSDD nor CSDD was designed to handle token-based systems

so they cannot prove any of these systems deadlock free. PairStaticR can capture

token mechanisms as long as tokens take a predictable route around the system.

Unidirectional token rings such as the ones implemented in Ring2, Ring2Hf, Ring2S

and Ring2SHf (also Sched in Table 4.1) are predictable enough for PairStaticR to

capture. On the other hand, the routes around the grid network implemented by

MsgGrid are too unpredictable to be captured by PairStaticR but they can still be

captured by PairStaticD. Track and TrackHf, however, allow token routes that are too

unpredictable even for PairStaticD; the component-specific abstraction implemented

in PairStaticD cannot capture these routes. This inability makes PairStatic unable

to detect that trains (i.e. tokens) cannot be created or destroyed but they can only

move around the track. This conservative invariant is essential in proving that these

two systems are deadlock free. We point out that the rapid growth of components as

N increases for Ring2 and Ring2Hf makes PairStatic less scalable than it is for the

other examples.

Table 4.3 presents the analysis of token networks implementing three communica-

tion topologies: fully-connected, grid, bidirectional ring. The name of our examples

describe the topology used. For examples suffixed by Hf, components exchange N/2

tokens, otherwise they exchange only two. These networks implement token routes that

can only be captured by our PairStaticD encoding. One factor that contributes to the

unpredictability of token routes is the multitude of partners a component can pass a

token to. Another factor is whether the choice of a communication partner is determin-

istic or not. While components in the examples in Table 4.2 deterministically choose

a partner to pass the token to. Here, this choice is made non-deterministically. These

results show that PairStaticD, and in particular our component-specific abstraction,

can capture token mechanisms that are far from trivial.

This experiment shows that our framework can tackle a relevant class of distributed

and concurrent systems. The flexibility of our invariants allows PairStatic to capture

a variety of interaction mechanisms that are commonly employed by systems to avoid

undesired states. The intricate behaviour of our examples makes their analysis far

from trivial. Nevertheless, PairStatic can efficiently show deadlock freedom for most

examples. This experiment suggests that PairStatic is marginally less efficient than

traditional approximate frameworks. This loss in speed, however, is compensated by

a considerable increase in precision. These results also demonstrate a shortcoming

of our framework. For some systems, deadlock freedom depends on the fact that
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Approximate Exact
Example N PSsmt FDR FDRc FDRp

TkFully

10 0.16 0.11 0.16 0.16
20 0.52 0.26 0.31 2.22
30 1.82 0.82 0.77 22.03
40 5.02 2.82 1.37 117.99

TkFullyHf

10 0.16 45.85 0.16 238.96
20 0.57 * 0.31 *
30 1.92 * 0.77 *
40 5.12 * 1.37 *

TkGrid

40 0.11 0.12 + 0.21
60 0.16 0.11 + 0.46
80 0.21 0.16 + 1.02
100 0.21 0.21 + 1.97

TkGridHf

40 0.16 * * *
60 0.26 * * *
80 0.32 * * *
100 0.26 * * *

TkRing

40 0.11 0.11 + 0.11
60 0.11 0.12 + 0.16
80 0.17 0.16 + 0.22
100 0.11 0.16 + 0.31

TkRingHf

40 0.11 * 0.46 0.31
60 0.16 * 0.87 0.56
80 0.16 * 1.72 0.97
100 0.16 * 3.17 1.52

Table 4.3: Techniques comparison. N is a parameter that is used to alter the size
of the system. We measure in seconds the time taken to check deadlock freedom for
each system. * means that the method took longer than 300 seconds, or an error,
such as running out of memory, occurred. - means that the method is unable to prove
deadlock freedom. + means that no efficient compression technique could be found.

tokens are conserved, namely, tokens can be exchanged between components but they

cannot be created or destroyed. To capture this invariant, our framework must, to

some extent, correctly identify the routes tokens take around the system. In some

cases, however, this route is too unpredictable for PairStatic to capture. In these

cases, our framework is unable to prove deadlock freedom. In terms of efficiency, we

point out that in some cases the size of components grows substantially as N grows.

This happens for instance for examples DDB, RingP, TS, Ring2, and Ring2H. For

such cases, our framework is not so scalable.
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4.4 Conclusion

This chapter introduces the concept of synchronisation analysis to capture global

invariants and approximate reachability. It uses a component-synchronisation-analysis

framework to calculate invariants on how components participate on (global) system

synchronisations/interactions and on a notion of consistency between these invariants

to establish whether components can effectively communicate to reach some system

state. Our CSA uses abstract-interpretation elements that are normally part of data-

flow-analysis frameworks but in a rather different way. So, as far as we are aware, our

idea of synchronisation analysis and the techniques we implement are new.

We introduce three synchronisation-analysis techniques. The first technique,

formalised by predicate reachS, tries to show that a system state is unreachable by

demonstrating that components cannot agree on the order they participate in system

rules. It examines traces (i.e. suffixes) of rule events that lead each component to

its corresponding component state in the system state under analysis. These suffixes

capture the most recent behaviour that the components must have performed before

reaching this state. So, this technique tries to find inconsistencies between these

recent behaviours of components. The second and third techniques, captured by

predicates reachR and reachD, try to establish that a system state is unreachable

by demonstrating components cannot agree on the number of times they participate

on system rules. Both these techniques try to find meaningful relationships between

variables representing the number of times components must participate on system

rules to reach a given state; these relationships are checked for consistency. Both the

recent behaviour of a component and relationships between number of participations

on rule variables can be interpreted as capturing some relevant properties of individual

components. The consistency notion between these component properties we employ

can, then, be interpreted as capturing system invariants. For instance, the difference in

participation on system rules can be interpreted as approximating the token balance of

components. In turn, the consistency notion on these relationships can be interpreted as

capturing the fact that tokens must be conservatively exchanged between components;

a system invariant. We point out that our techniques are imprecise in the sense that

they either establish that a system state is unreachable, or they are unable to do so and

we conservatively assume reachability. These techniques can, in particular, capture

invariants that are notably used to prove properties of non-fillable, systolic-array-like

and token-based systems.
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We combine these approximations with 2-reachability to create the PairStatic

framework. These new approximations allow this framework to capture global in-

variants of the system as long as they can be represented by a combination of our

component-state invariants. Hence, it can prove deadlock free systems that are be-

yond the capabilities of Pair. We present some experimental evidence that suggests

PairStatic is able to prove deadlock freedom for an interesting class of distributed

and concurrent system and it does so in a scalable way. Many commonly employed

interaction paradigms can be efficiently captured by our framework. It also suggests

that the approximations derived from the sort of synchronisation analysis we propose

can be efficiently checked by SAT/SMT solving. So, it could be used as a preliminary

step in deadlock-freedom checking. If it fails to prove deadlock freedom, then a precise

method should be used.

Our synchronisation-analysis techniques were inspired by Martins’s CSDD and

FSDD, which were in turn inspired by proof rules from [RD87]. We have, however,

removed some of FSDD and CSDD’s limitations. In particular, we propose reachability

approximations that are completely independent of the safety property that is being

checked, while both the CSDD and FSDD focus on a condition that is inherently

linked to deadlock analysis. Furthermore, we point out that data-flow analysis could

be used to calculate the last-action and number-of-cycles invariants used by FSDD and

CSDD. So, our approach could implement the same analysis they propose which could

possibly speed up our analysis of systolic-array-like systems. Other approaches use

similar elements of data-flow analysis to approximate reachability [CK94, DCCN04]

but they do so in a quite different way and with a rather distinct purpose.

127



128



Chapter 5

Global analysis via token
structures and invariants

5.1 Introduction

Many concurrent and distributed systems rely on token mechanism to avoid reaching

undesired states. In the previous chapter, we introduce techniques that rely on flexible

invariants that only incidentally capture token mechanisms. The generality of these

invariants makes these techniques unable to detect such mechanisms when token

routes are somewhat unpredictable. In this chapter, we address this limitation by

proposing techniques that are designed to detect token structures, regardless of how

unpredictable they are and even when the system designer has no idea they are there.

Based on these structures, they construct global invariants that serve as reachability

over-approximations. Hence, they complement the techniques we presented so far.

Dealing only with token structures and invariants might seem restrictive but many

interaction mechanisms can be interpreted as such.

For systems implementing token mechanisms, understanding and recognising these

structures often leads to system invariants (i.e. system abstractions) that are sufficiently

strong to prove safety properties. For instance, token invariants are frequently used to

show mutual-exclusion properties and deadlock freedom. In this chapter, we propose

two techniques that can recognise token structures using SAT and SMT checking. One

technique detects token structures where the number of tokens is conserved at all times,

whereas the other ensures that at least one token exists in the system at all times.

These underlying token invariants (token conservation and existence, respectively)

naturally over-approximate reachability. All reachable states must have the same

number of tokens according to a conservative token structure, or all reachable states

must have at least one token according to an existential structure.
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Our techniques try to detect virtual tokens, that is, the tokens that we detect

are not necessarily a concrete part of the system but an abstract element of the

mechanism components use to interact. Our detection techniques simply try to assign

to each component state the number of tokens the component holds at that point; this

assignment represents a token structure. This assignment must also respect a policy

that dictates how components can manipulate tokens. For instance, if we are trying to

detect conservative token structures, we must find an assignment that captures that

tokens can be exchanged but not created or destroyed. Note how this policy naturally

leads to the token conservation invariant discussed.

To demonstrate how these structures can be used in the analysis of safety properties,

we combine our detection techniques with Pair to create a more precise, albeit

still incomplete, deadlock-freedom-checking framework. Building on our previous

frameworks, we encode token invariants into a constraint that is combined with Pair’s

constraint and later checked by a SAT/SMT solver to yield if the system at hand is

deadlock free. This new framework handles a different class of system than current

approximate techniques and PairStatic, as it tries to address some of the imprecision

that comes with the use of component-state invariants to detect token mechanisms.

We extend the DeadlOx tool to implement our framework and detection techniques.

Unlike previous chapters, this one heavily relies on the assumption that systems

are triple disjoint. It allows us to construct a simpler and more compact SAT and

SMT formula to capture token mechanisms. So, all techniques and frameworks that

we propose in this chapter require triple disjointness; otherwise, they are unsound. It

should be noted, however, that slightly larger and more complex constraints could be

proposed for handling general systems, but we do not further investigate this avenue.

This chapter’s outline is as follows. Section 5.2 introduces some reachability

approximations that implement global analysis by detecting and deriving token

structures and invariants. Section 5.3 introduces PairToken, a framework that combines

Pair’s local analysis with reachability approximations based on token invariants.

Finally, in Section 5.4, we present our concluding remarks.

5.2 Approximate reachability via token structures

and invariants

Many concurrent systems use some sort of token mechanism to guide interactions

between components and avoid undesired behaviours. In this section, we present two

techniques that interpret concurrent systems as token networks, trying to understand
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how virtual tokens might flow in these systems. We use “virtual” as tokens need not

be explicit in the system itself but rather an element of the abstract token mechanism

it employs. Each technique assumes a particular policy that specifies how tokens flow.

So, our techniques try to assign to each state of each component the number of tokens

it holds; this token structure represents a token flow. This structure is later used to

create reachability invariants (i.e. predicates over system states that over-approximate

reachability). We call the process of trying to find this mapping of component states

to number of tokens token-structure detection. In our approach this detection is done

by SAT or SMT solvers. Token structures and invariants tend to emerge from the

behaviour of large combinations of components, if not the entire system. Hence, our

techniques should complement local analysis by effectively capturing token-based

global invariants of systems.

The techniques in this chapter analyse how individual and pair of components

behave using the following projections. They differ from the projection employed in

the analysis of subsystems in the way they capture system rules. While our subsystem

projection might truncate rules, these new projections copy rules that involve exactly

the individual or pair of components involved in the projection.

Definition 5.1. Let S = (〈L1, . . . , Ln〉,R) be a triple-disjoint supercombinator ma-

chine. Si is the supercombinator machine capturing the projection for component i,

whereas Si,j is the one capturing the pairwise projection for components i and j.

• Si = (〈Li〉, {((ei), a) | (e, a) ∈ R ∧ ei 6= − ∧ ∀ j : {1 . . . n} − {i} • ej = −})

• Si,j = (〈Li, Lj〉, {((ei, ej), a) | (e, a) ∈ R ∧ ei 6= − ∧ ej 6= −})

Our detection techniques are designed around the assumption that systems are

triple disjoint. This assumption enables us to specify token structures based on the

analysis of individual and pairs of components. So, we can create SAT and SMT

constraints to detect structures that are simpler and more compact. An encoding for

more general systems can be devised but would be more complex and less compact.

Each technique proposes a formula F that is a specification for a type of token

structure. This formula is constructed using variables ti,s, which capture the number

of tokens component i holds in its state s, in a way that a satisfying assignment to

variables ti,s forms a valid token structure.

F is a conjunction of sub-formulas, the most important of which is Policy. This

sub-formula enforces a token-flow policy; it dictates how tokens can behave when

components (inter)act, i.e. a system transition takes place. As the system being
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analysed is triple disjoint, either a component acts on its own (i.e. an individual

transition takes place) or a pair of components agrees on a rule and interact (i.e. a

pairwise transition takes place). So, this sub-formula relies on constraint enci(s, s
′) to

dictate how tokens are to be manipulated by individual transitions, whereas enci,j(s, s
′)

is its counterpart for pairwise transitions.

5.2.1 Binary conservative technique

The first technique we propose, which we refer to as the binary conservative technique,

tries to capture a binary token structure (i.e. each component always holds either

zero or one token) that implements a token-conservation policy (i.e. the number of

tokens in the system is invariant). In a binary token structure each component can

hold at most one token at a given point. So, ti,s are boolean variables and F is a

boolean formula. The conservation policy is enforced using the following enci(s, s
′)

and enci,j(s, s
′) constraints.

For an individual transition (s = (si), a, s
′ = (s′i)) involving component i:

enci(s, s
′) =̂ ti,si ↔ ti,s′i (5.1)

For a pairwise transition (s = (si, sj), a, s
′ = (s′i, s

′
j)) of components i and j:

enci,j(s, s
′) =̂ maxi,si,j,sj ↔ (ti,si ∨ tj,sj) ∧ maxi,s′i,j,s′j ↔ (ti,s′i ∨ tj,s′j)

∧ mini,si,j,sj ↔ (ti,si ∧ tj,sj) ∧ mini,s′i,j,s′j ↔ (ti,s′i ∧ tj,s′j)
∧ maxi,si,j,sj ↔ maxi,s′i,j,s′j ∧ mini,si,j,sj ↔ mini,s′i,j,s′j

(5.2)

Both these constraints ensure that the sum of tokens held by components at

the source state is the same as in the target state of the transition. For a pairwise

transition, the source-state sum is captured by auxiliary variables maxi,si,j,sj and

mini,si,j,sj , whereas the target-state one is captured by maxi,s′i,j,s′j and mini,s′i,j,s′j .

These variables capture the unary representations for these sums: the number of true

values indicates the value of the sum. For instance, if we have maxi,si,j,sj = true and

mini,si,j,sj = true, the source component states hold 2 tokens; if maxi,si,j,sj = true

and mini,si,j,sj = false, the source component states hold 1 token; and if maxi,si,j,sj =

false and mini,si,j,sj = false, the source component states hold no tokens. The same

hold for the primed version of these variables and target states. We ensure that source

and target states hold the same number of tokens by enforcing that maxi,si,j,sj and

mini,si,j,sj have the same value as max′i,si,j,sj and min′i,si,j,sj , respectively. Note that a

pairwise transition allows tokens to be passed from i to j or vice versa.
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Our Policy sub-formula uses these two constraints to enforce that for each system

transition (s = (s1, . . . , sn), a, s′ = (s′1, . . . , s
′
n)) the number of tokens held by com-

ponents in s must be the same as s′. Thanks to triple-disjointness, this policy can

be enforced with the help of our projections. Policy enforces enci((si), (s
′
i)) for all

transitions ((si), a, (s
′
i)) of projection Si and enci,j((si, sj), (s

′
i, s
′
j)) for all transitions

((si, sj), a, (s
′
i, s
′
j)) of projection Si,j. Each system transition (s, a, s′) is either an

individual transition that takes component i from si to s′i or a pairwise transition

that takes i and j from si and sj to s′i to s′j. In the former case, the system rule

enabling this individual transition gives rise to a rule in projection Si that allows the

transition ((si), a, (s
′
i)). Since Policy enforces enci((si), (s

′
i)), it must be the case that

the number of tokens in s and s′ are the same. In the latter case, a similar argument

can be made using the pairwise projection Si,j for the pairwise transition taking i and

j from si and sj to s′i to s′j. Note that we can enumerate the transitions of individual

and pairwise projections in polynomial time.

Definition 5.2. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine, ∆i the

transition relation of the LTS induced by projection Si, ∆i,j the transition relation of

the LTS induced by projection Si,j.

Policy =̂ (
∧

i∈{1...n}
∧(s,a,s′)∈∆i

enci(s, s
′)) ∧ (

∧
i,j∈{1...n}∧i 6=j
∧(s,a,s′)∈∆i,j

enci,j(s, s
′))

The triple-disjoint assumption allows us to explicitly find the possible transitions

of the system by examining individual and pairs of components. We do not need

to indirectly capture transitions by encoding system rules and how they can be

fired. Instead, we can explicitly analyse these small parts and directly encode which

source states may lead to which target ones. The indirect approach could be used

to construct an alternative encoding for Policy that would work on general systems.

This alternative encoding should still be rather compact but harder to solve.

The other two sub-formulas of F are NotAlwaysHoldingToken and Participation.

They forbid some trivial structures (i.e. in which tokens do not get exchanged

between components) from being valid assignments for our formula. Sub-formula

NotAlwaysHoldingToken forbids assignments where some component always holds

a token, though we do permit some components to never hold a token. Participation

requires the system to hold at least one token initially. To implement Participation,

we create the participation variables pi. In a satisfying assignment, the variable

pi states whether component i participates on the token-flow represented by this

assignment. These variables play an important role as we present later.
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Definition 5.3. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine where Si

and ŝi gives the set of states and the starting state of component Li, respectively.

NotAlwaysHoldingToken =̂
∧

i∈{1...n}
(
∨
s∈Si

¬ti,s)

Participation =̂
∧

i∈{1...n}
(pi ↔ (

∨
s∈Si

ti,s)) ∧
∨

i∈{1...n}
ti,ŝi

So, the binary conservative technique relies on SAT formula F =̂ Policy ∧
NotAlwaysHoldingToken ∧ Participation, where Policy is constructed using enci

and enci,j as defined in (5.1) and (5.2), respectively.

We can simply solve formula F to find a useful token structure. Nevertheless,

we decide to go further and propose an algorithm that uses F to systematically find

different token structures for the system at hand. Function FindStructure in

Algorithm 5.1 tries to identify different token structures for different parts of the

system; this does not preclude our technique from finding a single token structure for

the entire system, if the system only assumes system-wide structures. This algorithm

implements a heuristic that tries to localise token structures. By confining tokens to

particular small parts of the system, we believe that we can better understand their

flow around the system. Next, we give a detailed description of this function.

Given an input supercombinator machine, Function FindStructure in Algorithm

5.1 produces (i.e. detects) a number of tokens structures that are stored in fields

partition and structure. It uses function Solve that returns whether a SAT formula

is satisfiable and updates the global field A with a satisfying assignment. When Solve

is called for an unsatisfiable formula, A is not updated. A(var) denotes the value

assigned to variable var on assignment A.

The call to Solve in FindStructure tries to find a structure for some subsystem

of S. Note that the Participation clause only requires some subsystem to participate

in a token-flow. If a structure is found, it is minimised by Minimise. The minimal

structure is, then, recorded by ExtractStructure. We modify our formula at the

end of each iteration to ensure that in the next iteration we look for a structure for a

different subsystem; this also guarantees that our function terminates.

Given the token structure found by Solve in FindStructure, the function

Minimise minimises the input token structure to find a minimal one. That is, it

iteratively minimises the subsystem participating in the current token-flow/structure

(i.e. the one given by the current satisfying assignment in A), making sure a component

in this subsystem holds a token initially, until a minimal subsystem is found. Beginning

with the structure found by Solve in FindStructure, at each iteration it tries to find

a structure involving a strictly smaller subsystem. Finally, ExtractStructure this
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Algorithm 5.1 Algorithm to find conservative token-structures

1: function FindStructure(S)
2: partitions := ∅; structure := ∅
3: Construct F for S
4: while Solve(F) do
5: Minimise(F)
6: ExtractStructure
7: F := F ∧ (

∧
i∈{1...n}∧A(pi)

¬pi)

8: end while
9: end function

10: function Minimise(F)
11: F ′ := F
12: repeat
13: F ′ := F ′ ∧ (

∨
i∈{1...n}
∧A(pi)

¬pi) ∧ (
∨

i∈{1...n}
∧A(pi)

ti,ŝi) ∧ (
∧

i∈{1...n}
∧¬A(pi)

¬pi)

14: until not Solve(F ′)
15: end function

16: function ExtractStructure
17: partitions := partitions ∪ {{i | i ∈ {1 . . . n} ∧ A(pi)}}
18: structure := structure ∪ {(i, s,A(ti,s)) | i ∈ {1 . . . n} ∧ s ∈ Si ∧ A(pi)}
19: end function

minimal token structure is stored in the global fields partitions and structure; while

the former stores participating subsystem, the latter stores the structures themselves.

The proposed minimisation attempts to more finely capture the behaviour of

systems. Small(er) subsystems imply that we know more precisely where tokens are

confined, and so, we have a better understanding on how tokens can move around.

For instance, we can better identify illegal behaviours such as a token that has moved

between two confined subsystems. To be more concrete, let us assume that a system

implements two token structures. In the first one, components 1 and 2 share/exchange

one token, whereas in the second one, components 3 and 4 share another token. Two

iterations of our algorithm could find these two distinct token structures, which can

demonstrate that a state where components 1 and 2 both hold a token is unreachable.

However, without this iterative-minimising algorithm, a token structure with two

tokens being shared amongst these four components would be found. In this latter case,

a state where components 1 and 2 both hold a token is no longer deemed unreachable;

this sort of false positive is what we are trying to avoid with our algorithm.
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We use the information recorded in partitions and structure to create reachability

invariants. As we enforce the preservation of tokens for any system transition, all

reachable states must have the same number of tokens. So, we can calculate the

number of tokens at the initial state and use it to enforce the following sum invariant ;

we systematically enforce it for each subsystem in partitions.

Definition 5.4. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine where ŝi is

the starting state for Li, partitions and structure the sets recorded after the execution

of FindStructure(S) in Algorithm 5.1, and structure(i, s) yields 1 if the state s of

component i is assigned to true (i.e. (i, s, true) ∈ structure), and 0 otherwise. We cre-

ate the reachability invariant reachCB(s) =̂ ∀ sub ∈ partitions • N(sub) = Tks(sub, s),

where N(sub) =̂
∑
i∈sub

structure(i, ŝi), and Tks(sub, s) =̂
∑
i∈sub

structure(i, si).

Lemma 5.5. reachable(s)⇒ reachCB(s)

Proof. Let sub be a subsystem in partitions. For ŝ the starting state of the LTS

induced by system S, we have trivially that N(sub) = Tks(sub, ŝ). Each transition

preserves this invariant, that is, if (s, a, s′) ∈ ∆ then Tks(sub, s) = Tks(sub, s′). This

is guaranteed by Policy. As we require triple disjointness, (s, a, s′) ∈ ∆ is derived

either from a individual rule or a pairwise one.

Let (s, a, s′) be an individual transition where component i participates. We have

that ((si), a, (s
′
i)) is a transition of the LTS induced by Si, so thanks to Policy, we

have that structure(i, si) = structure(i, s′i). As for all other components j we have

sj = s′j, we end up with Tks(sub, s) = Tks(sub, s′).

Let (s, a, s′) be a pairwise transition where components i and j participate. We have

that ((si, sj), a, (s
′
i, s
′
j)) is a transition of the LTS induced by Si,j so thanks to Policy,

we have that structure(i, si) + structure(j, sj) = structure(i, s′i) + structure(j, s′j).

As for all other components k, we have sk = s′k, we end up with Tks(sub, s) =

Tks(sub, s′).

This technique should be particularly useful when applied to systems that imple-

ment a token-conservation mechanism to avoid reaching undesired states. We illustrate

the application of this technique with the following example.

Example 5.1. This example introduces a token-network scheduler. Components pass

around a single token and the component that possesses it can work. Components

can pass a token to any other component in the system.

This system is modelled by supercombinator machine S = (〈L0, L1, L2〉,R) with

L0, L1 and L2 defined in Figure 5.1 and R the set of rules that require components to
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s0 s1 s2

tk1,0
tk2,0

work0

tk0,1
tk0,2

s0 s1 s2

tk0,1
tk2,1 work1

tk1,0
tk1,2

s0 s1 s2

tk0,2
tk1,2 work2

tk2,0
tk2,1

Figure 5.1: LTSs of components L0, L1, and L2, respectively.

synchronise on shared events; e.g. for event tk0,1, we have rule ((tk0,1, tk0,1,−), tk0,1).

An arrow with two labels represents two transitions with the same source and target

states but with different labels. Process L0 has the token initially, event tki,j represents

the passage of a token from Li to Lj, and worki the work performed by component i.

FindStructure(S) can result in partitions = {{0, 1, 2}} and structure =

{(0, s0), (0, s1), (1, s1), (1, s2), (2, s1), (2, s2)}1; for conciseness, we represent a struc-

ture by the states that are assigned to true, so the missing states are assigned to false.

With this information, we create the invariant reachCB(s) =̂ Tks({0, 1, 2}, s) = 1.

This invariant can show that this system can never be either filled with tokens, as in

(s1, s2, s2), or empty, as in (s2, s0, s0). For instance, (s1, s2, s2) is proved unreachable

as Tks({0, 1, 2}, (s1, s2, s2)) = 3. As these are the two cases in which this system is

blocked, this technique can prove that S is deadlock-free. S is a token network with

three components and a single token. This technique can, in fact, show that similar

systems with N components and n (where 0 < n < N) tokens are deadlock-free. �

We point out that if no structure is found, i.e. our specification formula is unsatis-

fiable, our algorithm computes the empty sets for partitions and structure. These

two empty structures give rise to useless invariants/approximations; our invariants are

identified with true and all system states are considered reachable. The same happens

to all other detection techniques introduced in this chapter.

5.2.2 Binary existential technique

We name our second approach the existential technique; components still hold either

one or zero token. It enforces a token-flow policy where tokens can be created and

destroyed but not eliminated altogether, so there always exists a component holding

a token. We implement this new policy using the following definitions for enci and

enci,j. Constraint enci(s, s
′) allows individual transitions to create but not destroy

1It could also result in the token structure given by the complement of structure. A formula may
admit (be satisfied by) different token structures; we discuss this further in Section 5.2.5.
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tokens. For an individual transition (s = (si), a, s
′ = (s′i)) involving component i:

enci(s, s
′) =̂ ti,s → ti,s′ (5.3)

Moreover, enci,j(s, s
′) allows components i and j to create or destroy tokens,

provided that whenever a token is destroyed one of i and j continues to hold one. Thus

the only way a token can be destroyed is in a pairwise transition where both parties hold

a token before and only one after. For a pairwise transition (s = (si, sj), a, s
′ = (s′i, s

′
j))

of components i and j, we have the following constraint. We use auxiliary variables

hasi,si,jsj and hasi,s′i,j,s′j to represent whether a component holds a token in the source

s and target s′ states, respectively.

enci,j(s, s
′) =̂ hassrc ↔ (ti,s0 ∨ tj,s1) ∧ hastgt ↔ (ti,s′0 ∨ tj,s′1)

∧ hassrc ↔ hastgt

(5.4)

So, this technique uses SAT formula F =̂ Policy ∧ NotAlwaysHoldingToken ∧
Participation, where Policy is constructed using enci and enci,j as defined in (5.3)

and (5.4), respectively.

Again, instead of simply solving formula F to find a useful token structure, we

implement a heuristic to detect (possibly multiple) localised token structures using

function FindStructure presented in Algorithm 5.2. This function works similarly

to the one presented for the conservative technique, it does, however, a second kind

of localisation. Not only we want tokens to be confined to small subsystems, but we

want components to hold tokens for as little time as possible; we propose a second

minimisation step for this purpose. As for our previous algorithm, this function takes

a supercombinator machine as an input and produces a number of localised token

structures, which are store in global fields partitions and structure. The functions

Minimise and ExtractStructure are as described in Algorithm 5.1.

While Minimise tries to minimise the subsystem participating in a given structure,

FurtherMinimise tries to minimise the timespan in which components hold a token.

It works on a token structure that is minimal in terms of participants, which is

found by Minimise, and it tries to minimise the number of variables ti,s set to true2.

This second minimisation is an attempt to prevent the creation of spurious tokens;

for instance, the creation of unnecessary tokens by individual transitions. Again,

structures and participating subsystems are recorded in the global fields structure

and partitions.

2Setting the polarity of SAT variables, so that the solver first decides to assign variables to false,
can substantially speed this minimisation process.
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Algorithm 5.2 Algorithm to find existential token-structures

1: function FindStructure(S)
2: partitions := ∅; structure := ∅
3: Construct F for S
4: while Solve(F) do
5: Minimise(F)
6: FurtherMinimise(F)
7: ExtractStructure
8: F := F ∧ (

∧
i∈{1...n}∧A(pi)

¬pi)

9: end while
10: end function

11: function FurtherMinimise(F)
12: F ′′ := F
13: repeat
14: F ′′ := F ′′ ∧ (

∨
i∈{1...n}∧s∈Si

∧A(ti,s)

¬ti,s) ∧ (
∧

i∈{1...n}∧s∈Si

∧¬A(ti,s)

¬ti,s)

15: until not Solve(F ′′)
16: end function

The information in partitions and structure is, once again, used to create reach-

ability invariants. Note that our token-flow policy allows tokens to be destroyed as

long as tokens are not completely annihilated from the system. So, as this technique

guarantees that at least one token exists initially, a token exists at all times. The reach-

ability invariant that we propose enforce this existential property for each subsystem

in partitions.

Definition 5.6. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine where

ŝi is the starting state for Li, partitions and structure the sets recorded after the

execution of FindStructure(S) in Algorithm 5.2, and structure(i, s) yields 1 if

the state s of component i is assigned to true, and 0 otherwise. Also, Tks(sub, s) =̂∑
i∈sub

structure(i, si). We propose the reachability invariant reachEB(s) defined as

∀ sub ∈ partitions • Tks(sub, s) ≥ 1.

Lemma 5.7. reachable(s)⇒ reachEB(s)

Proof. Let sub be a subsystem in partitions. For ŝ the starting state of the LTS

induced by system S, we have by construction that Tks(sub, ŝ) ≥ 1; Minimise

ensures that at least one component in sub holds a token. Each transition preserves

this invariant, that is, if (s, a, s′) ∈ ∆ and Tks(sub, s) ≥ 1 then Tks(sub, s′) ≥ 1.
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This is guaranteed by Policy as follows. Again, triple disjointness guarantees that

(s, a, s′) ∈ ∆ is derived either from a individual rule or a pairwise one.

Let (s, a, s′) be an individual transition where component i participates. We have

that ((si), a, (s
′
i)) is a transition of the LTS induced by Si, so thanks to Policy, we

have that structure(i, s′i) ≥ structure(i, si). As for all other components j we have

sj = s′j, we end up with Tks(sub, s′) ≥ Tks(sub, s). From Tks(sub, s′) ≥ Tks(sub, s)

and Tks(sub, s) ≥ 1, we can conclude Tks(sub, s′) ≥ 1.

Let (s, a, s′) be a pairwise transition where components i and j participate. We

have that ((si, sj), a, (s
′
i, s
′
j)) is a transition of the LTS induced by Si,j so thanks to

Policy, we have that if structure(i, si) + structure(j, sj) ≥ 1 then structure(i, s′i) +

structure(j, s′j) ≥ 1. Assuming structure(i, si) + structure(j, sj) ≥ 1, we have

Tks(sub, s′) ≥ 1. On the other hand, if structure(i, si) + structure(j, sj) = 0, as we

have Tks(sub, s) ≥ 1, there must be a component k ∈ sub such that structure(k, sk) =

1. Hence, as for all other components k we have sk = s′k, we have Tks(sub, s′) ≥ 1.

This technique should be particularly useful when applied to systems where tokens

represent a property of components and the fact that at least one component always

has this property (i.e. a token) prevents the system from reaching a “bad” state. We

illustrate the application of this technique with the following example.

Example 5.2. This example presents a load-balancer system. A load-balancer

component activates worker components by giving them a token; the load-balancer

component can activate any number of worker components. It can be in an active

state, passing tokens to workers, or it can be in an idle state where it waits for a token

from any of the workers. When a worker receives a token, it can work and pass the

token back to the load-balancer component.

This system is captured by supercombinator machine S = (〈L0, L1, L2〉,R) with

L0, L1 and L2 defined in Figure 5.2 and R the set of rules that allow components L1

and L2 to run independently from each other (no need for mutual synchronisation)

but they need to synchronise on shared events with L0. An arrow with multiple

labels is a shorthand for several transitions with the same source and target states

but different labels. Component L0 is the load balancer, and L1 and L2 are worker

components. Event tki captures the sending of a token from to Li, and worki the work

of component i. This system is constructed so that at least one component is always

active (i.e. holding a token) and active components can make the system progress.

By applying FindStructure to S, we can have partitions = {{0, 1, 2}} and

structure = {(0, s0), (1, s1), (1, s2), (2, s1), (2, s2)}. With this information, we create
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s0 s1

tk0, tk1, tk2

tk1, tk2

tk0

s0 s1 s2
tk1 work1

tk0

s0 s1 s2
tk2 work2

tk0

Figure 5.2: LTSs of components L0, L1, and L2, respectively.

invariant reachEB(s) =̂ Tks({0, 1, 2}, s) ≥ 1; again states assigned to false (i.e. with

zero tokens) are omitted. This structure pinpoints when components are active and

our invariant captures that the system cannot reach a state in which all component

are inactive. So, our technique, thanks to this invariant, can show that state (s1, s0, s0)

is unreachable; note Tks({0, 1, 2}, (s1, s0, s0)) = 0. As this state is the only state in

which the system is blocked, this technique can prove that S is deadlock-free. S is a

system with two workers. This technique can, in fact, show that similar systems with

N ≥ 3 workers are deadlock-free. �

Note that the conditions in our specification of a binary conservative structure imply

those of a binary existential structure. So, a system that has a binary conservative

invariant must have a existential one as well. This observation should be considered

when proposing a verification framework built upon these techniques. It seems sensible

to, first, detect conservative structures and then, in case the invariants derived from

these structures are not strong enough to prove the desired property, we would search

for existential structures.

5.2.3 Counter-example-guided conservative technique

In this section, we propose a technique that detects conservative token structures

where the number of tokens a component can hold is given by a natural number. This

generalisation is built around a SMT formula that uses linear integer arithmetic as its

ground theory and where variables ti,s represent natural numbers (i.e. ti,s are integer

variables such that ti,s ≥ 0). This generalisation, which we refer to as the conservative

technique, uses the following enci(s, s
′) and enci,j(s, s

′) constraints to implement its

conservative policy.

For an individual transition (s = (si), a, s
′ = (s′i)) involving component i:

enci(s, s
′) =̂ ti,si = ti,s′i (5.5)

For a pairwise transition (s = (si, sj), a, s
′ = (s′i, s

′
j)) of components i and j:

enci,j(s, s
′) =̂ ti,si + tj,sj = ti,s′i + tj,s′j (5.6)
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Policy implements a token-conservation policy using these two constraints. The

original sub-formulas NotAlwaysHoldingToken and Participation, however, do not

make any sense in this new setting. So, we need some new constraints to forbid trivial

(and useless) token structures. We propose, then, constraint InitialToken and a new

Participation constraint. InitialToken requires the system to hold at least one token

initially, whereas Participation ensures that at least two components participate on

the token structure we are trying to detect. It uses the boolean participation variable

pi to capture whether component i participates in some token manipulation, namely,

whether there exists some transition of this component for which there is a change on

the number of tokens the component holds.

Definition 5.8. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine where ŝi

gives the initial state of Li, and ∆i the transition relation of the LTS induced by

projection Si.

InitialToken =̂
∑

i∈{1...n}
ti,ŝi > 0

Participation =̂
∧

i∈{1...n}
(pi ↔

∨
((si),a,(s′i))∈∆i

ti,si 6= ti,s′i) ∧
∨

i∈{1...n}
pi

For this technique, we propose a different method to find token structures. We

could use the same approach we propose for the binary conservative technique, namely,

we could use FindStructure in Algorithm 5.1, calling a SMT solver instead of a

SAT solver, with our new SMT formula3. We propose, instead, a simple way to carry

out token-structure detection guided by a counter-example. In some of the examples

that we tested, we noticed that our original approach would find a few token structures

but not the one needed to prove the property at hand. This counter-example-guided

detection, however, looks for token structures that prove some bad state unreachable;

it is a property-driven detection. We point out that this counter-example-guided

technique only detects a single token structure for the system at hand, as opposed to

the previous techniques that can find multiple ones.

For a given counter-example system state ce = (ce1, . . . , cen), where ce is a param-

eter for this technique, we propose a sub-formula that specifies that the structure to

be detected needs to eliminate ce, i.e. it needs to generate a sum invariant that shows

that this state is unreachable. In Section 5.3.3, we explain how this counter-example

is derived by the incremental solving we propose.

EliminateCE =̂
∑

i∈{1...n}
ti,ŝi 6=

∑
i∈{1...n}

ti,cei

3We would need to replace (
∨

i∈{1...n}
∧A(pi)

ti,ŝi) by (
∑

i∈{1...n}
∧A(pi)

ti,ŝi > 0) in updating F in Minimise.
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Algorithm 5.3 Algorithm to find conservative token-structures

1: function FindStructure(S, ce)
2: partitions := ∅; structure := ∅
3: Construct F for S and ce
4: if Solve(F) then
5: Minimise(F)
6: ExtractStructure
7: end if
8: end function

Then, we have F =̂ Policy ∧ InitialToken ∧ Participation ∧ EliminateCE,

where Policy uses enci and enci,j as defined in (5.5) and (5.6), respectively.

Our conservative technique relies on FindStructure in Algorithm 5.3 to detect

token structures. In this function, Solve calls a SMT solver instead of a SAT solver,

and Minimise and ExtractStructure are as described in Algorithm 5.1. Instead

of looking for token structures for different partitions, it only looks for one conservative

structure that eliminates counter-example state ce.

This technique relies on the same sum invariant that we propose for the binary

conservative technique. Note, however, that token structures need not be binary.

Definition 5.9. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine where ŝi is

the starting state for Li, partitions and structure the sets recorded after the execution

of FindStructure(S, ce) in Algorithm 5.3, and structure(i, s) yields the number of

tokens associated to state s of component i. The reachability invariant reachceC (s) is

as follows:

reachceC (s) =̂ ∀ sub ∈ partitions • N(sub) = Tks(sub, s)

where N(sub) =̂
∑
i∈sub

structure(i, ŝi), and Tks(sub, s) =̂
∑
i∈sub

structure(i, si).

Lemma 5.10. reachable(s)⇒ reachceC (s)

Proof. The proof is very similar to the one for Lemma 5.5.

This technique extends the capabilities of our binary conservative technique as it

can capture structures where a component can hold multiple tokens at once.

5.2.4 Counter-example-guided existential technique

We could also propose a generalised existential technique where components might hold

a non-negative integer number of tokens. This generalisation, however, would not lead
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to a technique with better precision; a generalised structure can be transformed into a

binary one that is (at least) just as precise in terms of the reachability approximation

they give rise to.

Definition 5.11. A generalised existential token structure is given by a subsystem

sub and a mapping structure of component states to non-negative integers such that:

1. It respects the existential policy:

• For pairwise transitions of component i and j from si,sj to s′i,s
′
j,

str(i, si) + str(j, sj) > 0⇔ str(i, s′i) + str(j, s′j) > 0

• For individual transitions of component i from si to s′i,

str(i, si) > 0⇒ str(i, s′i) > 0

where str(i, s) is a shorthand for structure(i, s).

2. It has an initial token:
∑

i∈sub str(i, ŝi) ≥ 1, for initial system state (ŝ1, . . . , ŝn).

For the sake of presentation, in the context of this definition and the following

theorem, we use relaxed definitions for our (binary and generalised) token structures;

we disregard the need for components to participate on a flow and for them not to

always hold a token. We could easily strengthen this generalised definition to take

into account these other requirements but this would just clutter the point we are

trying to make.

Theorem 5.12. For any generalised existential token structure (sub, structure) of

the input system, there exists a corresponding binary token structure (sub, structure′)

that proves (at least) the same system states unreachable, that is, for any system state

(s1, . . . , sn), if
∑
i∈sub

str(i, si) = 0 then
∑
i∈sub

str′(i, si) = 0.

Proof. Let structure′ be given by: structure′(i, s) = false if structure(i, s) = 0, and

structure′(i, s) = true if structure(i, s) > 0. Based on our definition of structure′ and

requirements 1 and 2 of (sub, structure), it follows that the pair (sub, structure′) is a

binary existential token structure, namely, it satisfies the existential-token-flow policy

and has a token initially. Furthermore, assuming that
∑

i∈sub str(i, si) = 0 and based

on our definition of structure′, it must be the case that
∑

i∈sub str
′(i, si) = 0.

So, in this section, we only adapt the binary existential technique presented in

Section 5.2.2 to carry out counter-example-guided detection of token structures. To

do so, we only need to slightly adapt its original formula and algorithm.
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Algorithm 5.4 Algorithm to find existential token-structures

1: function FindStructure(S, ce)
2: partitions := ∅; structure := ∅
3: Construct F for S and ce
4: if Solve(F) then
5: Minimise(F)
6: FurtherMinimise(F)
7: ExtractStructure
8: end if
9: end function

This technique adds sub-formula EliminateCE to the binary existential technique’s

original formula. For a given counter-example system state ce = (ce1, . . . , cen), where

ce is a parameter for this technique, it guides the detection procedure to find a

structure that eliminates ce, i.e. it needs to generate an existential invariant that

proves ce unreachable.

EliminateCE =̂
∧
i∈{1...n} ¬ti,cei

So, we have formula F =̂ Policy ∧ NotAlwaysHoldingToken ∧ Participation ∧
EliminateCE, where Policy, NotAlwaysHoldingToken and Participation are as

described for the original binary existential technique in Section 5.2.2.

To detect structures, our technique relies on FindStructure in Algorithm 5.4.

Functions Minimise, FurtherMinimise and ExtractStructure are as described

in Algorithms 5.1 and 5.2. Unlike our original technique that looks for structures

for different parts of the system, it looks for one existential structure that eliminates

counter-example state ce.

This technique relies on the same existential invariant that we propose for the

original binary existential technique.

Definition 5.13. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine where

ŝi is the starting state for Li, partitions and structure the sets recorded after the

execution of FindStructure(S, ce) in Algorithm 5.4, and structure(i, s) yields 1 if

the state s of component i is assigned to true, and 0 otherwise. Also, Tks(sub, s) =̂∑
i∈sub

structure(i, si). We propose the following reachability invariant:

reachceEB
(s) defined as ∀ sub ∈ partitions • Tks(sub, s) ≥ 1

Lemma 5.14. reachable(s)⇒ reachceEB
(s)

Proof. The proof is very similar to the one for Lemma 5.7.
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Figure 5.3: LTSs of components L0, L1 and L2, respectively.

5.2.5 Discussion

One drawback of the techniques introduced in this chapter is their unpredictability: a

system may admit different token structures and, consequently, different reachability

invariants for the same system, and we might not know a priori which structure and

invariant will be found. The formulas we use to capture token structures are mere

specifications for them; multiple structures might satisfy the formula that we build for

a given system. This unpredictability carries over to verification frameworks using

these techniques. An undesired effect is that these frameworks might yield different

outcomes when verifying the same system. For instance, two different runs of such a

framework might find two token structures: one shows that all violating system states

are unreachable, whereas the other does not. Both the minimisation procedures we

use and the counter-example guided detection proposed should reduce the space of

possible token structures for a system, thereby reducing their unpredictability.

We illustrate the unpredictability of our techniques with the following example.

Example 5.3. Let S = (〈L0, L1, L2〉,R) be the supercombinator machine such

that L0, L1 and L2 are described in Figure 5.3 and R requires components to

synchronise on shared events. Let us consider partitions = {1, 2, 3}, structure =

{(0, s1), (1, s1), (2, s0), (2, s2)} and structure′ = {(0, s0), (1, s0), (2, s0), (2, s1)}. For S,

the conservative techniques cannot find any structures, while the existential ones

might compute either partition and structure or partition and structure′. If it com-

putes structure, then (s0, s0, s1) is proved unreachable but not (s1, s1, s2). In case

structure′ is computed, (s1, s1, s2) is proved unreachable but not (s0, s0, s1). As it

cannot use structure and structure′ simultaneously, either (s1, s1, s2) or (s0, s0, s1)

will be assumed reachable. Since these are the two system states where the system is

blocked, it cannot show that S is deadlock free. �

We could modify our techniques to capture several token structures and invariants.

In cases where only a handful of structures are needed to prove a property, such as

the previous example, this modification would lead to an effective framework. In

general, however, a large number of structures might be needed to disprove all violating

146



states. In these cases, finding all structures would be impractical. This example also

demonstrates the imprecise nature of our techniques.

Another source of imprecision is the way our techniques abstract the system’s

behaviour by the token mechanisms it implements. Therefore, they can only prove

properties that emerge from the behaviour of the system’s underlying token mechanisms.

For instance, if a system implements no such mechanism, our techniques will not be

able to detect a token structure and so they will create the useless approximation

that assumes every system state reachable. Or, it might even be the case a token

mechanism is implemented but this mechanism is not responsible for leading the

system away from bad states, so our techniques would not guarantee this property.

That said, our invariants and the approximations they lead to are precise enough

to show some interesting properties of concurrent systems. Token mechanisms are

commonly implemented by concurrent systems to avoid reaching bad states. For

instance, Examples 5.1 and 5.2 illustrate how some well-coordinated protocol for

token exchange can ensure that some component is always able to make the system

progress, thereby avoiding deadlocks. Moreover, it is fairly common to have token

mechanisms being used to guarantee mutual-exclusion properties [Mur89, Ros98].

These techniques were conceived for the analysis of systems implementing obvious

token mechanisms. However, many other interaction paradigms of concurrent systems

can be interpreted as such. For instance, a system that has a semaphore-like guard

component to prevent bad states from being reached, such as the butler solution to the

dining philosophers problem, can be seen as implementing a token mechanism of sorts.

Also, the non-fillable mechanism introduced in [Dat89, BR91] can also be interpreted

as a token mechanism. So, our approximations can also prove properties emerging from

the behaviour of these mechanisms. It turns out that even systolic-array-like systems,

which we did not anticipate as implementing such a mechanism, admit some token

structures, albeit the ones we found were not strong enough to prove the properties

we were interested at. We discuss in more details these interaction mechanisms and

how they can be captured by our techniques in Section 5.3.1.

The wide applicability of our techniques comes from the generality of our detection

mechanisms. We conceived these techniques to find invariants of systems that obviously

implement token mechanisms, namely, they use messages (events like tki) to move

tokens around the system, like Examples 5.1 and 5.2. Note, however, that the

notion of a “token” is a mere abstraction; it does not really exist. Our formalism

does not explicitly define the notion of a token, neither systems specify special

components to denote tokens. Tokens are rather (virtual) abstract elements of the
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interaction mechanism systems implement. Since our techniques simply interpret

system transitions as some abstract token movement, even though they might not be

so, we are able to find token structures and invariants for a variety of systems, even

when they do not obviously implement a token mechanism.

5.3 PairToken: Pair meets token invariants

In this section we combine Pair with token invariants. In this new framework, which

we call PairToken, a potential deadlock is a Pair candidate that meets our new

reachability invariants. We propose two different characterisations for a deadlock

candidate. The first one relies on our original binary techniques, whereas the second

on their counter-example-guided counterparts. Note that the reachceC and reachceEB

need not be constructed based on the same counter-example.

Definition 5.15. Let S be a supercombinator machine, (S,Σ,∆, ŝ) its induced LTS,

and ce, ce′ ∈ S two counter-example states. A state s ∈ S is a deadlock candidate iff:

candidateB(s) =̂ blocked(s) ∧ reach2(s) ∧ reachCB(s) ∧ reachEB(s)

candidateceg(s) =̂ blocked(s) ∧ reach2(s) ∧ reachceC (s) ∧ reachce′EB
(s)

Since our reachability tests over-approximate reachability, every deadlock must

also be a deadlock candidate. So, a system free of deadlock candidates has to be

deadlock free.

Theorem 5.16. If a supercombinator machine is deadlock-candidate free, then it must

also be deadlock free.

Proof. This follows from Lemmas 3.8, 5.5, 5.7, 5.10 and 5.14.

5.3.1 Precision and complexity of PairToken

Our new deadlock-candidate characterisation is clearly more precise than the one

Pair uses. PairToken improves on the precision of Pair by capturing global invariants.

Token mechanisms are often implemented over (i.e. with the participation of) all

components in the system. So, understanding how tokens flow around the system

leads to a system-wide invariant. It remains, however, imprecise: a blocked state can

be unreachable and yet meet our reachability invariants. Note that this framework is

only imprecise in terms of reachability; a candidate deadlock might not be reachable

but it is always blocked. Nevertheless, by conjoining these new reachability tests,
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we tighten the state space analysed; it only takes one failed test to consider a state

unreachable. Furthermore, we reinforce that our token-detection techniques can cause

PairToken to be unpredictable, as illustrated by Example 5.3. Nevertheless, they can

capture a number of common interaction mechanisms, some of which maintain global

invariants that prevent deadlocks.

Our techniques were designed to verify systems that implement (obvious) token

mechanisms by capturing the underlying invariant these mechanisms maintain. For

instance, Example 5.1 illustrates how our techniques can detect and use the invariant

that all system states must have a single token to show that blocked states, which

in this case have either zero or three tokens, are unreachable. On the other hand,

Example 5.2 illustrates how our techniques detect an existential structure where

tokens denote whether components are active and use the invariant that at least one

component must be active at all times to prove deadlock freedom.

Given the generality of our detection techniques, however, it can also detect (inter-

pret) other interaction mechanisms using token structures and invariants. For instance,

our conservative techniques verify deadlock freedom for some systems implement-

ing a semaphore-like guard component that leads the system away from deadlocks.

Semaphores are very common synchronisation primitives of concurrent systems that

are normally used to keep track of the number of components at some specified

execution state and ensure that (i) at most T components can be at this state at any

given time [Dij68, AS83]. They are implemented as non-negative integer variables

that can be incremented up to T and decremented down to zero; incrementing or

decrementing is only successful if the resulting value remains within this interval.

Components increment this variable before entering the specified execution state and

decrement it after they have left it to ensure the counting invariant given by (i). From

a token-mechanism perspective, we can interpret the incrementing (decrementing)

of the semaphore-like component as the sending (receiving) of a token to (from) it.

So, initially this component has T tokens and the components taking part in the

incrementing/decrementing process have zero; these tokens are exchanged as incre-

ments/decrements are performed. Note that the number of tokens in the system

is conserved at all times. The traditional butler solution to the dining philosopher

problem [Ros10] is an example of this sort of system.

Example 5.4. Let S = (〈B,P0, P1, P2, F0, F1, F2〉,R) be the supercombinator ma-

chine with B, Fi and Pi defined in Figures 5.4 and 5.5, and R the set of rules that

require components to synchronise on shared events. We use ⊕ and 	 to denote

addition and subtraction modulo 3. S implements the traditional butler solution to
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the dining philosophers problem for three philosophers and forks. In this system,

a philosopher Pi sits at a round table (event siti) where it has to acquire fork Fi

on its left-hand side (event geti) and fork Fi⊕1 on its right-hand side (event geti⊕1).

With this pair of forks at hand, it can eat (event eati), after which it places the forks

back at the table (events puti and puti⊕1) and then leaves the table (event upi). A

fork Fi is shared between philosophers Pi and Pi	1; it represents a resource that can

only be acquired and then released by one of these philosophers. If each philosopher

is at a point where the left-hand-side fork has been acquired, they are all blocked

waiting for their right-hand-side fork to become available. To avoid this state, a butler

component B is introduced. It prevents all philosophers from being sat at the table

simultaneously, thereby preventing this deadlocked state.

The butler is a semaphore-like component that allows at most two philosophers

to be sat at the table at any given time. Taking the semaphore perspective, we

can interpret that the different states of the butler component count the number of

philosophers sat at the table. When in si, i-many philosophers are sat at the table.

Also, events siti are used by philosopher Pi to increment the semaphore, while upi

decrements it. Note that when in s2, the semaphore (butler) cannot be incremented,

thereby precluding all (three) philosophers from being sat simultaneously. By the

token-mechanism perspective, we can interpret that initially the butler has T = 2

tokens to be passed around, whereas all philosophers have initially none. Then, events

siti (upi) are used to pass a token from (to) the butler to (from) philosopher Pi. Note

that, under this perspective, we have a conservative token mechanism.

So, our counter-example-guided conservative technique, where the input counter-

example is a state where all philosophers have acquired their left-hand-side fork,

could find partitions = {{0, 1, 2, 3}} and structure would have for butler states the

assignments (s0, 2), (s1, 1), (s2, 0), and for each philosopher Pi the state mapping (s0, 0)

and (sj, 1) for all other states sj where j 6= 0; forks do not participate on this token

structure. Thus, we have invariant/approximation reachceC (s) =̂ Tks({0, 1, 2, 3}, s) = 2.

This invariant can show that any system state s′ where all philosophers sat at the table

is not reachable as Tks({0, 1, 2, 3}, s′) = 3. Therefore, this invariant captures exactly

the behaviour enforced by the semaphore-based mechanism this system implements,

and it is strong enough to prove that S is deadlock free. S models the solution

system for three forks/philosophers but similar arguments and token structures can be

made for solutions with N ≥ 4 forks/philosophers. Note that the binary conservative

technique cannot find this structure and invariant. So, this example demonstrates
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Figure 5.4: LTSs of butler B and of fork Fi, respectively.

that our generalisation to allow components to hold a non-negative number of tokens

enhances the capabilities of our framework. �

It is not difficult to expand this token interpretation to other mechanisms. For

instance, a system could employ an (majority-of-votes) election mechanism to elect a

leader. We could have a setting where initially each component has a vote (token)

to cast. These votes are cast (tokens are passed around) until some component gets

the majority of tokens and becomes the leader. This setting clearly describe a token

mechanism that would derive the invariant that a reachable state must have as many

tokens as there are components in the system. So, for instance, our techniques could

prove that a system state where two components claim to be leaders is not reachable,

as this violates the token invariant.

Existential token structures can be understood as marking the states where com-

ponents satisfy a given local property, so they should be used to verify properties

that are ensured by the (invariant) fact that at least one component always has this

local property (i.e. a token). For instance, in Example 5.2, tokens represent that

components are active, and the invariant that a component is always active ensures

deadlock freedom. Another interpretation for tokens in an existential structure is

that they mark states where a component is not full. This interpretation helps to

understand how our existential techniques can capture the non-fillable mechanism

discussed in Section 4.3.1, as illustrated by the following example.

s0 s1 s2 s3 s4 s5 s6
siti geti geti⊕1 eati puti puti⊕1

upi

Figure 5.5: LTSs of philosopher Pi.
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Example 5.5. This example describes a non-fillable system similar to the ones

described in Examples 4.1 and 4.6. Unlike these examples, however, the system we

present here does not require components to communicate in a unidirectional ring-like

fashion. Instead, a component can pass a token to any other component in the network.

A component receives a token from its predecessor component in the ring or from its

user, and it either passes the token over to the next component in the ring or outputs

the token to its user. Each component can hold up to two tokens at a time and the

second token must have been received from its predecessor and not from its user.

This system is described by machine S = (〈L0, L1, L2〉,R) with L0, L1 and L2

defined in Figure 5.6 and R the set of rules that requires components to synchronise

on shared events except for τ that can be performed independently. Component i can

receive a message (i.e. a token) either from component j, via event tkj,i, or from its

user, via event ini. If it holds a message, it can pass the message to component j, via

event tki,j, or output the message to its user, via outi. The τ transitions represent an

internal (non-deterministic) decision of the component.

For this system, our existential techniques can find partitions = {{0, 1, 2}} and

structure = {(0, s0), (0, s1), (0, s2), (0, s3), (1, s0), (1, s1),
(1, s2), (1, s3), (2, s0), (2, s1), (2, s2), (2, s3)}

For conciseness, we leave out component states assigned to false (i.e. without a token).

This structure leads to approximation reachEB(s) =̂ Tks({0, 1, 2}, s) ≥ 1. Note how

tokens mark the states in which a component is not full and the invariant captures

the non-fillable property: all components cannot be full at the same time. The only

blocked state this system admits, (s6, s6, s6), has all components full. So, this invariant

can prove it unreachable, as Tks({0, 1, 2}, (s6, s6, s6)) = 0, and consequently that S
is deadlock-free. S is a token network with three components, each of them has a

two-slot buffer to store messages. This technique can detect similar structures and

invariants that show deadlock freedom for non-fillable systems with N ≥ 3 components

with b-slot buffers where b ≥ 2. �

The synchronisation-analysis techniques introduced in the previous chapter can

detect some non-fillable, systolic-array-like, and conservative token mechanisms.

Their ability to recognise these mechanisms, however, heavily depends on the struc-

ture/behaviour of individual components. To some extent, if the system as a whole

implements one of these mechanisms but components take part on it in an unorthodox

way (i.e. in a way that does not clearly maintain the invariants these mechanism

enforce), these techniques are unable to capture them (the same is true for FSDD
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Figure 5.6: LTS of component Li where ⊕ represents addition modulo 3.

and CSDD and the behaviour of pairs of components). We discuss and illustrate this

inability in the context of capturing conservative token mechanisms as follows.

The synchronisation-analysis technique giving rise to reachD (and its abstractions)

can compute component-state invariants that capture the balance of token exchanges.

The consistency notion this technique relies on can be understood as requiring these

balances to add up to zero: token conservation. Its entire ability in recognising such

invariants, however, rests on whether they can identify which system rules components

use to input and output tokens (so they can accurately capture these balances).

This identification means that some rule partitioning puts rules for inputting tokens

in one partition and rules for outputting in another. Without this identification,

the underlying conservative token structure is missed. We have proposed three

different approaches to partition system rules: the trivial partitioning where each

rule is in a partition, the data abstraction partitioning where rules with the exact

same participants are identified, and a component-specific partitioning based on a

component’s structure that identifies rules leading to transitions with the same source

and target states. There are some systems that implement a token-conservation

mechanism for which neither partitioning approaches correctly identifies input and

output rules. Intuitively, for these systems, token routes are so unpredictable that

these partitionings cannot capture/identify them. The following example illustrates

such a system.

Example 5.6. This example presents a token-based scheduler. In this token network,

a scheduler component decides which worker component should work next. The

scheduler passes a token to this worker and then does some processing. The worker
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Figure 5.7: LTSs of components L0, L1, and L2, respectively.

component, then, does some work and returns the token to the scheduler. At this

point, the scheduler component is ready to activate some worker component again.

This system is implemented by supercombinator machine S = (〈L0, L1, L2〉,R)

with L0, L1 and L2 defined in Figure 5.7 andR the set of rules that require components

to synchronise on shared events. An arrow with two labels represents two transitions

with the same source and target states but with different labels. Component L0 is

the scheduler and L1 and L2 are workers. Worker L1 has the token (i.e. is activated)

initially and event tki,j represents the passage of a token from Li to Lj.

None of the synchronisation-analysis techniques proposed in the previous chapter

can capture the underlying token mechanism implemented by this system. All of the

partitionings they rely on fail to identify the token routes around this network. L0 uses

more than one rule/event to input tokens and the same goes for outputting. Hence,

the trivial partitioning cannot capture meaningful token input-output relationships

between rules. Moreover, L0 can exchange tokens with multiple partners and it can

do so in an unpredictable way, that is, at state s1 it chooses between two transitions

each of which leads to a particular behaviour and involves a different communication

partner. So, neither our data-abstraction partitioning nor our component-specific

abstraction can capture meaningful token input-output relationships. Therefore, for

this system, all these balance-based techniques create useless approximations.

On the other hand, our binary conservative approach can find the underlying con-

servative token structure. FindStructure(S) can result in partitions = {{0, 1, 2}}
and structure = {(0, s1), (1, s0), (1, s1), (2, s1), (2, s2)}. With this information, we cre-

ate the invariant reachCB(s) =̂ Tks({0, 1, 2}, s) = 1. This invariant can show that this

system can never be either filled with tokens, as in (s1, s1, s2), or empty, as in (s0, s2, s0).

For instance, (s1, s1, s2) is proved unreachable as Tks({0, 1, 2}, (s1, s1, s2)) = 3. As

these are the two cases in which this system is blocked, this technique can prove that

S is deadlock-free. This system can be understood as a pair of rings, in case two
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Figure 5.8: The relationship between deadlock-freedom-checking frameworks.

one-process ring in L1 and L2, linked by a switch-like process, in this case L0. This tech-

nique should show that rings with N and N ′ components and 0 < n ≤ min({N,N ′})
tokens are deadlock-free. �

Similar observations can be made for the way in which our synchronisation-analysis

techniques capture non-fillable systems; the creation of our existential techniques was

motivated by their lack of precision in recognising this mechanism.

Unlike those techniques, the detection techniques that we propose here are oblivious

to the structure/behaviour of components and can always find a token mechanism, be

it conservative or existential, if the system implements one. They detect token mecha-

nisms based on system transitions rather than some notion of consistency between

the component invariants. So, instead of finding token structures as a by-product of a

“good” (precise) analysis of components, they directly look for an underlying token struc-

ture which respects a conservative/existential invariant. These detection techniques

tend to provide a better approximation if compared to our synchronisation-analysis

techniques for systems/properties that rely on token structures. Synchronisation

analysis, however, more tightly approximates the behaviour of systolic-array-like

systems.

In this chapter, we are particularly focused on how these mechanisms and the

invariants they maintain can be used to check deadlock freedom. It should not be

difficult, however, to extrapolate their application to checking other properties. For

instance, token mechanisms and semaphores often ensure mutual-exclusion proper-

ties [Pet77, Dij68, AS83]. Figure 5.8 illustrates the relationship between the precision

of SDD, Pair, PairStatic and PairToken.
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By conjoining these predicates to our Pair candidate definition, we create a more

precise characterisation and a corresponding detection problem that is roughly as

computationally complex as detecting Pair candidates. Our complexity analysis,

however, factors out the detection of token structures by assuming they have already

been computed. Detecting/computing token structures should not be that simple but

solvers can detect them quite efficiently, as we discuss later.

Theorem 5.17. The problem of deciding whether a supercombinator machine has a

system state satisfying candidateB or candidateceg is NP-complete.

Proof. Assuming that a system state s has been fixed, checking reachCB(s), reachEB(s),

reachceC (s) or reachceEB
(s) boils down to summing up some values and carrying out

some simple comparisons involving the result of these sums; so each of them can be

checked in linear time on the size of the system. So, membership to NP follows from

this fact and Lemma 3.9, whereas NP -hardness follows from Corollary 3.20.

5.3.2 PairToken-candidate detection via SAT/SMT solving

We built upon our SAT/SMT-checking approach proposed for detecting candidates

to create an efficient implementation for PairToken. We implement our framework

using SAT formula PairTokenB and SMT formula PairTokenceg. While PairTokenB

captures system states that satisfy candidateB, PairTokenceg detects states satisfying

candidateceg. We use the theory of linear integer arithmetic to encode PairTokenceg,

and in particular predicate reachceC . So, we encode the search for a deadlock candidate

as a satisfiability problem to be later checked by a SAT/SMT solver. For the remainder

of this section, let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine where Li =

(Si,Σi,∆i, ŝi), (S,Σ,∆, ŝ) its induced LTS, and ce, ce′ ∈ S two counter-example states.

We use boolean variables sti,s to represent state s of component i. Our formulas

are constructed so the combination of component-state variables assigned to true in

a satisfying assignment forms an appropriate deadlock candidate. These formulas

conjoin a sub-formula for each predicate in our candidate definitions; each sub-formula

holds for a combination of component states that satisfies the corresponding predicate.

We reuse the sub-formulas for State, Blocked and Reach2 defined in Section 3.3.3.

PairTokenB =̂ State ∧ Blocked ∧ Reach2 ∧ ReachCB ∧ ReachEB

PairTokenceg =̂ State ∧ Blocked ∧ Reach2 ∧ ReachceC ∧ Reachce
′

EB
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Each of the sub-formulas ReachCB , ReachEB , Reachce
′

C and ReachceEB
is encoded

using two constraints Structure and Cardinality. The former encodes the predicate’s

associated token structure and the latter its (sum or existential) cardinality constraint.

These constraints use variables tki to convey the number of tokens held by component

i. Each sub-formula uses a different set of tki variables but constraints Structure and

Cardinality of the same sub-formula share their tki variables. In the following, when

presenting the encoding of a predicate, we use structure and partitions to denote the

associated sets used to construct it.

For ReachCB , ReachEB and Reachce
′

EB
, Structure is constructed as follows. It relies

on boolean variable tki to capture whether component i holds a token, according to

structure.

Structure =̂
∧

i∈{1...n}∧s∈Si

sti,s →
{

tki if (i, s, true) ∈ structure
¬tki if (i, s, false) ∈ structure

For ReachceC , we propose the following Structure constraint. It uses natural-number

variables tki, namely, integer variables restricted by tki,s ≥ 0.

Structure =̂
∧

i∈{1...n}∧s∈Si

sti,s → tki = structure(i, s)

The cardinality constraint for ReachCB , presented next, uses variables tki to make

sure that, in a satisfying assignment, subsystems in partitions have their expected

number of tokens. Let sub be a subsystem in partitions, tksub the vector of variables

tki such that i ∈ sub, xsub a vector of fresh boolean variable of size |sub|, and

Nsub =
∑

i∈sub structure(i, ŝi) the number of tokens confined in sub. Constraint

Sort(tksub, xsub) makes sure that xsub is the result of sorting the values assigned to

tksub, i.e. true values come first. We use odd-even-merging sorting networks [Bat68]

to implement this sorting; they tend to provide a better compromise between the

size of the encoding and the efficiency in which these constraints are checked [ES06].

Intuitively, tksub is a unary-unordered representation of the number of tokens being held

by components in sub, whereas xsub gives its unary-ordered representation. Constraint

Eq(xsub, Nsub) ensures that xsub is the unary-ordered representation of number Nsub.

Cardinality =̂
∧

sub∈partitions

Sort(tksub, xsub) ∧ Eq(xsub, Nsub)

For instance, if in a satisfying assignment we have tksub = (true, false, true)

(i.e. 101, a unary-unordered representation of 2), Sort makes sure that xsub =

(true, true, false) (i.e. 110, the unary-ordered representation of 2).
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The cardinality constraint for ReachEB and Reachce
′

EB
use variables tki to ensure

that, in a satisfying assignment, subsystems in partitions have at least one token. The

“at least one token is being held” restriction is a trivial case of a cardinality constraint

that can be implemented without need to sorting networks.

Cardinality =̂
∧

sub∈partitions

(
∨
i∈sub

tki)

The cardinality constraint for ReachceC uses linear integer arithmetic to encode the

sum invariant enforced by reachceC as follows.

Cardinality =̂
∧

sub∈partitions

∑
i∈sub

tki 6=
∑
i∈sub

structure(i, ŝi)

So, a satisfying assignment to our formulas implies that a candidate exist, whereas

unsatisfiability ensures no candidates exist and so the system is deadlock free.

5.3.3 Practical evaluation

We further extend DeadlOx to implement PairToken. It uses solvers Glucose and Z3

to check PairTokenB and PairTokenceg, respectively, in an incremental way. It, first,

checks the combination of State, Blocked and Reach2, and the other approximations

are conjoined as follows. For PairTokenB, we conjoin first ReachCB and then ReachEB .

For PairTokenceg, we add ReachceC and then Reachce
′

EB
. We also use this incremental

process to find counter-examples ce and ce′. In checking PairTokenceg, we use the

first candidate ce in this process to construct ReachceC and the second ce′ to construct

Reachce
′

EB
, if they exist. We extend FDR4’s input language with the annotations

:[PairToken] and :[PairToken [smt]], which should be added to a deadlock free

assertion, to call DeadlOx’s PairTokenB and PairTokenceg frameworks, respectively.

DeadlOx and the models used in this section are available at [AGRR18].

We analyse some triple-disjoint deadlock-free systems that cannot be tackled by

local analysis alone. Hence, Pair and SDD are unable to show deadlock freedom for

all examples discussed in this section. We used a dedicated machine with a quad-core

Intel Core i5-4300U CPU @ 1.90GHz, 8GB of RAM. This experiment compares our

frameworks PairTokenB (PT) and PairTokenceg (PTsmt) against our PairStatic’s

frameworks (PS, PSsmt), the Deadlock Checker’s FSDD and CSDD, FDR4’s methods

(FDR, FDRc, FDRp), and D-Finder 2’s methods (DF2pm, DF2fp, DF2l).

Our results again suggest that approximate frameworks are much more scalable

than exact ones. Despite being an approximate technique, however, D-Finder 2
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performs poorly on almost all examples considered in this section. It seems that

the calculations of invariants they carry out is rather complex for these examples.

Also, it might be the case that our generation of BIP models does not provide an

optimal encoding for D-Finder 2. We point out that the verification time displayed for

PairTokenB and PairTokenceg takes into account the detection of token structures,

the derivation of invariants and carrying out deadlock-candidate search.

Table 5.1 presents the analysis of 9 systems: the butler solution to the dining

philosophers where it counts philosophers (But), a distributed database (DDB), a

hexagonal systolic array (HexSys) [GS10], a matrix multiplication system (Mat), a ring

system implementing a priority-based mutual-exclusion mechanism (RingP), a system

using a priority queue to ensure mutual exclusion (PQ), a non-fillable ring (Ring),

Milner’s scheduler (Sched), and a system that implements a majority-vote mutual-

exclusion mechanism (MVote). We do not show the running time of D-Finder 2’s

techniques as they are much slower than all other approximate ones.

The systems in this table implement a variety of mechanisms to ensure deadlock

freedom, and it is quite remarkable that PairToken can capture most of these mech-

anisms. This means that most of them can be encoded via token structures and

invariants. FSDD and CSDD were designed to show non-fillable systems, such as

Ring and systolic-array-like systems, such as HexSys, Mat and Sched, respectively,

deadlock free. So, all other examples implement mechanisms that are beyond the

reach of FSDD and CSDD. PairTokenceg checking seems to be much less scalable

than PairTokenB and both PairStatic encodings. The reason seems to be that the

detection of structures is not as quick in the SMT setting as it is in the SAT one.

Some preliminary study shows that the convergence in the minimisation steps is much

slower for PairTokenceg than it is for PairTokenB.

PairToken can show deadlock freedom for some counting-based and priority-based

systems such as But, RingP and PQ, but it cannot capture the conservation of

votes behind the majority-vote mechanism implemented in MVote. To capture the

conservation of votes for this example, we would need many token structures but our

counter-example-guided conservative technique only detects one. These examples also

show the unpredictability of our method. For Mat some instances of Mat and HexSys,

it cannot prove deadlock freedom because it finds the “wrong” invariant.

Table 5.2 presents the analysis of some conservative token-based systems. We

analyse a message-exchange grid system (MsgGrid), a token ring with one token

(Ring2), a token ring with N/2 tokens (Ring2Hf), two simplified versions of these two

systems (Ring2S and Ring2SHf), a train-track system with one train (Track) and a
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Approximate Exact
Example N FSDD CSDD PS PSsmt PT PTsmt FDR FDRc FDRp

But

50 - - - 1.07 - 19.80 * * *
100 - - - 4.87 - * * * *
150 - - - 17.39 - * * * *
200 * * - 32.52 - * * * *

DDB

5 - - 0.31 0.36 - 0.97 0.51 0.16 0.21
10 * * 1.27 7.78 - 50.76 * * *
15 * * 10.53 79.41 - - * * *
20 * * 48.91 * - * * * *

HexSys

3 - 0.20 0.16 0.16 - - * 0.16 0.36
5 - 0.28 3.57 0.67 - - * 7.33 *
8 - 0.53 56.12 8.13 - - * * *
10 - 0.68 160.63 19.55 - - * * *

Mat

5 - 0.18 0.36 0.16 - 0.22 * 0.21 0.17
10 - 0.23 3.87 0.72 - 1.07 * 15.59 0.67
20 - 0.43 38.84 12.24 - - * * 28.51
30 - 0.83 269.55 183.45 - - * * *

RingP

5 - - 0.22 0.16 0.11 0.31 0.26 + 0.16
10 - - 0.41 2.32 0.77 8.63 * + *
15 - - 2.32 24.21 4.67 203.38 * + *
20 * * 10.43 158.51 19.40 * * + *

PQ

3 - - - - - 0.21 0.06 + 0.11
5 - - - - - 35.43 0.51 + 0.87
8 - - - - - * * + *
10 - - - * - * * + *

Ring

100 0.18 - 0.17 0.26 0.21 0.46 * 0.72 *
200 0.28 - 0.26 0.47 0.36 0.92 * 1.57 *
300 0.38 - 0.42 0.61 0.62 1.32 * 2.72 *
400 0.43 - 0.51 0.87 0.97 2.02 * 4.22 *

Sched

100 - 0.18 0.11 0.16 0.11 0.42 * 0.37 0.41
200 - 0.28 0.21 0.26 0.21 3.32 * 0.72 3.82
300 - 0.38 0.31 0.31 0.31 5.32 * 1.17 15.74
400 - 0.43 0.47 0.46 0.42 14.99 * 1.77 44.68

MVote

3 - - - - - 0.11 0.06 0.11 0.11
5 - - - - - - 0.11 0.31 0.16
7 - - - - - - 24.46 * 75.55
10 - - - - - - * * *

Table 5.1: Techniques comparison. N is a parameter that is used to alter the size
of the system. We measure in seconds the time taken to check deadlock freedom for
each system. * means that the method took longer than 300 seconds, or that an error,
such as running out of memory, occurred. - means that the method is unable to prove
deadlock freedom. + means that no efficient compression technique could be found.
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Approximate Exact
Example N PS PSsmt PT PTsmt DF2 FDR FDRc FDRp

MsgGrid

20 - 0.16 0.11 0.26 15.49 * 0.26 *
40 - 0.21 0.16 0.46 * * 0.77 *
60 - 0.26 0.26 0.87 * * 1.67 *
80 - 0.36 0.31 1.22 * * 3.82 *

Ring2

10 0.72 1.47 - 1.52 14.69 0.37 + 0.46
15 1.92 14.99 - 12.44 * 0.46 + 5.27
20 10.88 79.67 - 57.98 * 1.07 + 35.87
25 41.49 * - 215.52 * 2.87 + 162.71

Ring2Hf

10 0.31 1.42 - 1.72 * * + *
15 1.92 14.24 - 12.04 * * + *
20 10.78 83.42 - 79.57 * * + *
25 41.29 * - * * * + *

Ring2S

50 1.27 2.17 1.07 10.48 217.61 11.60 + 45.03
100 4.97 22.26 8.13 * * * + *
150 19.86 76.16 31.07 * * * + *
200 55.62 261.42 83.92 * * * + *

Ring2SHf

50 1.17 2.62 1.07 8.23 * * + *
100 4.97 22.31 8.03 115.14 * * + *
150 20.00 75.06 30.92 * * * + *
200 56.02 * 85.35 * * * + *

Track

100 - - 0.26 1.12 * 1.32 20.05 2.17
200 - - 0.52 6.08 * 9.18 211.58 23.30
300 - - 0.82 22.35 * 33.93 * 105.22
400 - - 1.17 54.92 * 93.79 * *

TrackHf

100 - - 0.26 2.12 * * 20.05 *
200 - - 0.56 7.93 * * 211.27 *
300 - - 0.92 26.81 * * * *
400 - - 1.27 52.41 * * * *

Table 5.2: Techniques comparison. N is a parameter that is used to alter the size
of the system. We measure in seconds the time taken to check deadlock freedom for
each system. * means that the method took longer than 300 seconds, or an error,
such as running out of memory, occurred. - means that the method is unable to prove
deadlock freedom. + means that no efficient compression technique could be found.

train-track system with N/2 trains (TrackHf); trains can be seen as tokens moving

around a network of tracks. Neither FSDD nor CSDD can tackle token-based systems

so they cannot prove any of these systems deadlock free. Note that Track and TrackHf

allow token routes that are too unpredictable for PairStatic to capture. PairToken,

however, can capture these routes and derive that trains are conserved. This invariant,

in turn, proves these systems deadlock free.
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Approximate Exact
Example N PSsmt PTsmt FDR FDRc FDRp

TkFully

10 0.16 0.21 0.11 0.16 0.16
20 0.52 1.42 0.26 0.31 2.22
30 1.82 5.92 0.82 0.77 22.03
40 5.02 19.85 2.82 1.37 117.99

TkFullyHf

10 0.16 0.27 45.85 0.16 238.96
20 0.57 1.52 * 0.31 *
30 1.92 7.58 * 0.77 *
40 5.12 20.00 * 1.37 *

TkGrid

40 0.11 0.27 0.12 + 0.21
60 0.16 0.21 0.11 + 0.46
80 0.21 0.31 0.16 + 1.02
100 0.21 0.36 0.21 + 1.97

TkGridHf

40 0.16 0.21 * * *
60 0.26 0.31 * * *
80 0.32 0.52 * * *
100 0.26 0.47 * * *

TkRing

40 0.11 0.21 0.11 + 0.11
60 0.11 0.26 0.12 + 0.16
80 0.17 0.56 0.16 + 0.22
100 0.11 0.77 0.16 + 0.31

TkRingHf

40 0.11 0.17 * 0.46 0.31
60 0.16 0.21 * 0.87 0.56
80 0.16 0.26 * 1.72 0.97
100 0.16 0.32 * 3.17 1.52

Table 5.3: Techniques comparison. N is a parameter that is used to alter the size
of the system. We measure in seconds the time taken to check deadlock freedom for
each system. * means that the method took longer than 300 seconds, or an error,
such as running out of memory, occurred. - means that the method is unable to prove
deadlock freedom. + means that no efficient compression technique could be found.

Tables 5.3 and Table 5.4 present the analysis of conservative and existential token

networks, respectively. We investigate networks implementing three communication

topologies: fully-connected, grid, bidirectional ring. The name of our examples describe

the topology used. For examples suffixed by Hf, components exchange N/2 tokens.

Otherwise they exchange only two. Unlike systems in Table 5.2, components in these

networks choose a partner to send a token to non-deterministically. These results show

that PairToken’s precision is neither affected by the different topologies nor by this

non-deterministic choice of partner. We only present the results for the approximate

techniques that could prove systems deadlock free; the missing ones cannot prove any
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of these instances deadlock free.

Approximate Exact
Example N PTsmt FDR FDRc FDRp

TkDestFully

5 0.16 0.06 0.11 0.06
10 0.71 0.11 0.16 0.16
20 10.83 0.31 0.47 1.52
30 85.26 0.87 1.87 12.93

TkDestFullyHf

5 0.16 0.06 0.11 0.11
10 0.87 62.84 0.17 293.30
20 25.06 * 0.46 *
30 105.91 * 1.87 *

TkDestGrid

20 0.16 0.06 + 0.11
30 0.16 0.11 + 0.11
40 0.21 0.11 + 0.21
50 0.26 0.11 + 0.31

TkDestGridHf

20 0.21 * 17.35 *
30 0.21 * * *
40 0.26 * * *
50 0.31 * * *

TkDestRing

20 0.11 0.11 + 0.12
30 0.11 0.11 + 0.11
40 0.11 0.11 + 0.11
50 0.16 0.11 + 0.16

TkDestRingHf

20 0.11 * 0.21 21.81
30 0.16 * 0.31 *
40 0.17 * 0.46 *
50 0.16 * 0.66 *

Table 5.4: Techniques comparison. N is a parameter that is used to alter the size
of the system. We measure in seconds the time taken to check deadlock freedom for
each system. * means that the method took longer than 300 seconds, or an error,
such as running out of memory, occurred. - means that the method is unable to prove
deadlock freedom. + means that no efficient compression technique could be found.

In Table 5.5, we analyse two networks (Cons and Cons2) that generalise the

conservative token ring in TkRing2 and two networks (NonCons and NonCons10)

that generalise the non-filable ring in Ring. They turn these examples into fully

connected networks. In Cons, components exchange one token, whereas in Cons2,

they exchange N/2 tokens. In NonCons, components have a one-slot buffer to store

messages, whereas in NonCons10, they have a 10-slot buffer. These examples show

that PairToken is able to recognise the conservative invariant of Cons and Cons2 and

the existential one of NonCons and NonCons10. Both these invariants are enough
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Approximate Exact
Example N PTsmt FDR FDRc FDRp

Cons

20 4.02 0.92 + 33.68
30 25.61 5.72 + *
40 115.59 36.49 + *
50 * 134.45 + *

Cons2

20 4.02 * + *
30 25.81 * + *
40 116.74 * + *
50 * * + *

NonCons

5 0.11 0.16 + 0.17
10 0.26 * + *
20 1.02 * + *
30 2.97 * + *

NonCons10

5 1.72 88.14 + 235.47
10 13.44 * + *
15 45.74 * + *
20 199.03 * + *

Table 5.5: Techniques comparison. N is a parameter that is used to alter the size
of the system. We measure in seconds the time taken to check deadlock freedom for
each system. * means that the method took longer than 300 seconds, or an error,
such as running out of memory, occurred. - means that the method is unable to prove
deadlock freedom. + means that no efficient compression technique could be found.

to prove these systems deadlock free. PairStatic, however, cannot recognise these

invariants and it is so unable to prove these systems deadlock free.

These results show that PairToken can tackle a relevant class of distributed

and concurrent systems. Generally, it seems that PairToken is less scalable than

PairStatic but it can handle more examples. PairToken can, in particular, handle

systems implementing token routes that are too unpredictable for PairStatic to handle.

Proving deadlock freedom for these examples is far from trivial; they rely on rather

intricate mechanisms that are recognised by PairToken. It is quite remarkable how

many non-trivial interaction mechanisms, which are not obviously token-based, can be

captured by our structures. We did not anticipate, for instance, the token structures

discovered for the Mat example. The sort of systolic-array invariant needed to prove

deadlock freedom for this systems is not evidently represented by a token structure.

These results also seem to suggest that our SMT-based approach is not as scalable

as other approximate techniques. The detection of token structures is not as quick

as it is in the SAT setting. The minimisation steps seem to converge far slower

in the SMT case than they do in the SAT case, hindering the verification of our
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PairTokenceg encoding. Moreover, in many cases (like for our MVote, Mat and

HexSys examples), more intricate invariants can be represented by a combination of

many token structures. In this sense, our counter-example-guided detection could be

adapted to implement a proper CEGAR-like loop, where new counter-examples would

be used to find new token structures until either no new structures could be detected,

and we report back the final counter-example, or the property is proved. As many

CEGAR-like frameworks, this adaptation could only succeed with a strategy that

makes this loop converge quickly. We could not, however, devise such a strategy. We

point out compression techniques can be applied very successfully to many examples.

Nevertheless, their effective use requires a careful and skilful application of those,

whereas our method is fully automatic.

5.4 Conclusion

This chapter investigates how token structures and invariants can be used to the

effective verification of concurrent systems.

Our techniques rely on a SAT/SMT specification of a token structure to detect

whether a system implements one. From this structure, it derives an invariant that

serves as a reachability approximation. We have identified two types of token structures:

the first one makes sure that tokens are conserved, and the second one ensures at

least one token is present in the system at all times. They can detect token structures

sometimes too subtle to be obviously recognisable as such. In fact, as our experiments

show, many interaction mechanisms that are not evidently token based can be captured

by token structures. Moreover, while we have interpreted these structures as token

mechanisms, there might be other views to them. For instance, as we discussed in

the application of our existential technique to Example 5.5, tokens can be seen as the

component property “component is not full”.

We detect virtual tokens that are indistinguishable abstract elements of the mech-

anism used by components to cooperate. So, we have no particular way of distin-

guishing different types/classes of tokens. That said, we should be able to detect

the relationships between different classes of tokens using our techniques without

noticing/capturing that tokens are of different classes. The only requirement for

capturing these relationships is that they must be framed into the conservative or

existential policies our token structures require. We could, for instance, adapt our

techniques to detect many token structures for the same part of system. Each of these

different token structures capture different relationships between tokens which could,
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in principle, relate tokens of different classes. There is no way, however, to guarantee

that we find structures relating different classes of tokens because we do not have a

notion of token classes/types to begin with.

We combine these token invariants/approximations with 2-reachability presented

in Chapter 3 to create the PairToken framework. These new approximations allow

this framework to capture global system invariants. Hence, it can prove deadlock

free systems that are beyond the capabilities of Pair. We present some experimental

evidence that suggests PairToken is able to prove deadlock freedom for an interesting

class of distributed and concurrent system, different from the class tackled by current

approximate techniques, and it does so in a rather scalable way. Our experiment also

demonstrates that, for the systems analysed, the SAT and SMT calculations used to

detect token structures can be carried out rather efficiently, albeit SAT detection is

much quicker. Also, PairToken can derive invariants and carry out deadlock-freedom

proofs that are far from trivial, attesting its usefulness.

Our reachability approximations were inspired by PairStatic’s inability to capture

token invariants for systems implementing token routes that are unpredictable. Many

concurrent systems use a token mechanism to avoid undesired states so capturing these

structures is often vital in proving they behave correctly. Most approximate techniques,

however, cannot tackle such systems. CSDD is unable to capture conservative token

structures altogether and FSDD can only handle non-fillable rings that are designed

in a restricted way. The technique behind D-Finder 2, notably, tries to find invariants

similar to ours. It relies on a set of implications that are similar to the Policy

constraint we propose for our binary existential technique. However, this technique

tries to capture far too many token structures; it might construct an invariant that

is exponentially large on the size of the input system, rendering the verification of

deadlocks infeasible.

Finally, we point out that the token structures that we capture in this work can

be interpreted as invariants of a Petri net induced by the concurrent system under

analysis. This Petri net has a place (i, s) for each state s of component i, a transition

for each individual and pairwise transition induced by the projections in Definition 5.1,

and its initial marking places a token at each component state (place) in the system’s

starting state. A pairwise transition of components i and j from states si,sj to s′i, s
′
j

(respectively) gives rise to a transition t and arcs from (i, si) and (j, sj) to t and from

t to (i, s′i) and (i, s′i). Similarly, an individual transition of component i from state si

to s′i creates a transition t′ and arcs from (i, si) to t′ and from t′ to (i, s′i). This net

mimics the behaviour of the system: markings denote system states (the combination
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of places with a token forms a system state) and net transitions directly capture

system transitions. Our conservative token structures are place invariants for this

Petri net, whereas our existential structures are traps [Mur89, Pet77]. Place invariants

are meant to generally capture some linear combinations of places’ markings that are

invariant. For instance, for a system with places p1, p2, p3, the place invariant (1, 3, 0)

indicates transitions must respect the fact that M(p1) + 3M(p2) = M ′(p1) + 3M ′(p2),

where M (M ′) is the marking before (after) the transition. So, it has a rather distinct

purpose if compared to our token structure. Nevertheless, we can see how the notion

of place invariants and conservative token structures and invariants (almost) coincide

thanks to the particular way our induced net’s markings represent system states.

A similar observation can be made about traps, these capture sets of places where

the presence of a token is an invariant. Our detection problem, however, also takes

into account the reachability-analysis problem we are tackling. For instance, a token

structure where a single component always holds a token is a valid place invariant (and

trap) of this induced net and yet it leads to a pointless reachability approximation. It

captures an invariant that is trivially ensured by the concurrent system’s structure

and, hence, does not help with the sort of reachability analysis we perform. These new

characterisations for our structures could lead to other methods to calculate them; we

are yet to explore this connection.
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Chapter 6

Approximate verification of static
properties

6.1 Introduction

The previous chapters demonstrate how replacing exact reachability by our approxima-

tions can speed up the verification of deadlock freedom. A natural question that arises

is which other properties can be effectively tackled by this approach. This chapter

investigates how our approximations can be used to check static properties. They

specify that “bad states cannot be reachable” where states are deemed bad based on

their static behaviour, namely, some combination of events the system can/cannot

perform when in these states. So, verifying these properties naturally fits into the sort

of reachability analysis approach we propose.

As bad states are recognised based on the analysis of their available interactions,

their detection can be simply encoded into the kind of SAT/SMT constraints we use.

By solving the constraints proposed so far, we test whether possible system states meet

our encoding/specification of a blocked state. To capture static properties instead of

deadlock freedom, we simply need to specify which events are available at different

system states and for which combinations of events states are considered bad. This

simplicity/compactness in encoding violations makes static properties a natural target

for our SAT/SMT-based verification frameworks.

Static properties are also good targets for our sort of framework because they

do not interfere with our approximations. Verification frameworks tend to analyse

more complex behaviours such as traces of events or failures of a system. In these

cases, properties are often specified via an automaton, and property checking boils

down to examining the combination of system and property automaton. For such

complex properties, our approximations would need to estimate reachability for this
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combination. Given their state-based nature, however, static properties can be tested

by examining the states of the system alone. So, our approximations need only to

estimate reachability for the system itself.

In this chapter, we introduce a notation to describe static properties, and their

semantics. Roughly speaking, a static property specifies a combination of offered

and refused events that defines whether a system state is bad. We propose a global

and a local interpretation for such a specification. For the global one, a system

satisfies a static property if it cannot reach a bad state. For the local one, a system

satisfies a static property if its subsystems cannot reach a bad state. Deadlock freedom

and local-deadlock freedom, namely, the property that no subsystem can become

irretrievably blocked, are natural examples of these two types of properties. Local-

deadlock freedom, in particular, is a commonly desirable property that is quite hard

to specify and efficiently check using conventional techniques. Mutual exclusion and

safe invocation, namely, ensuring components only invoke services that are properly

initialised, are other relevant examples of static properties.

This chapter also introduces StaticProperty, an approximate framework to check

static properties that generalises our previous frameworks for deadlock-freedom check-

ing. Instead of looking for blocked states, it relies on a constraint that encodes whether

a state is bad according to some input static property. Furthermore, it combines

2-reachability with the reachability approximations in both Chapter 4 and Chapter 5

to enhance precision. Hence, it can leverage any interaction mechanisms that can

be captured by our approximations to prove static properties. Nevertheless, this

framework is still incomplete: when a violation is found, it produces an inconclusive

result as it does not know whether this bad state is reachable or not. If no violation is

found, however, the system satisfies the static property. We believe this incompleteness

is a small price to pay to achieve better scalability. We implement our framework in a

tool called ApprOx. The efficiency and precision of this tool is assessed by practical

experiments where we check some concurrent systems using our implementation. To

the best of our knowledge, in the context of concurrent systems, our framework is the

first approximate approach to directly tackle such a general class of properties.

This chapter’s outline is as follows. In Section 6.2, we introduce a notation to

capture static properties and its semantics, whereas in Section 6.3, we propose and

investigate an approximate framework to check static properties using SAT and SMT

solving. In Section 6.4, we present our concluding remarks.
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6.2 Capturing static properties

In this section, we propose a framework to specify static properties of a concurrent

system. A static property takes the form: “the system never reaches a bad state”. In

our framework, bad states are described based on the system’s immediate behaviour.

Hence the term static; it does not attempt to address things like traces.

6.2.1 Static properties

A static property is described by a pair (V ,∼) where V is a violation formula and

∼ is a satisfiability relation. A violation for this property is a system state s such

that s ∼ V. Roughly speaking, V describes some bad behaviour and ∼ is a relation

that captures whether a state behaves badly. A violation formula describes some

immediate behaviour of a system by a propositional formula where atomic propositions

correspond to system events.

Definition 6.1. Let Σ be the alphabet of the system under analysis, which can

include τ or X, and ev ∈ Σ. A violation formula V is inductively constructed as

follows.

V =̂ Event ev | Not V | Or P(V) | And P(V)

The following formula is an example of a violation formula:

Violation formula 1. V1 =̂ And {Not Event ev | ev ∈ Σ}

We propose two satisfiability relations that give rise to two different types of

violations. The first relation is based on the overall system’s behaviour. We call

violations of this type global violations. For this relation, the atomic proposition

“Event ev” holds for states in which the system can perform event ev.

Definition 6.2. Let V be a violation formula, S a supercombinator machine with

(S,Σ,∆, ŝ) its induced LTS, and ev ∈ Σ. A state s is a global violation for formula V
iff s |= V holds. Let V ′ be a violation formula and VS be a set of violation formulas,

s |= V can be calculated using the following clauses:

s |= Event ev iff s
ev−→ s |= Or VS iff

∨
V ′∈VS s |= V ′

s |= Not V ′ iff s 6|= V ′ s |= And VS iff
∧
V ′∈VS s |= V ′
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This relation and Violation formula 1 characterise the blocked states of a system,

i.e. {s ∈ S | s |= V1} for a system with states S.

The second relation is interpreted based on the behaviour of subsystems. We

call violations of this type local violations. We analyse the behaviour of a subsystem

through the following projection. Given a subsystem, it restricts the behaviour of the

system to the transitions involving components in this subsystem.

Definition 6.3. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine where

Li = (Si,Σi,∆i, ŝi), ss ⊆ {1 . . . n} such that ss 6= ∅ a subsystem, and ei be the i-th

element of tuple e. The projection of S on ss is given by Sss defined as:

(〈L1, . . . , Ln〉, {(ess, a) | (e, a) ∈ R ∧ ∃ i ∈ ss • ei 6= −})

where ess is the tuple e′ such that e′i = ei if i ∈ ss, and e′i = − otherwise.

We use s
ev−→ss to denote the predicate s

ev−→ with respect to the LTS induced by Sss.
For this local relation, a violation occurs when one subsystem engages in some bad

behaviour. Hence, a violation formula is evaluated with respect to every subsystem

ss of the system under analysis. The atomic proposition “Event ev”, in particular,

holds whenever a subsystem ss can perform ev.

Definition 6.4. Let V be a violation formula, S = (〈L1, . . . , Ln〉,R) a supercombina-

tor machine, (S,Σ,∆, ŝ) its induced LTS, and ev ∈ Σ. A state s satisfies the formula

V under the local interpretation iff s ||= V holds, where s ||= V is a shorthand for

∃ ss ⊆ {1 . . . n} | ss 6= ∅ • s ||=ss V. Let V ′ be a violation formula and VS a set of

violation formulas, s ||=ss V can be calculated as follows:

s ||=ss Event ev iff s
ev−→ss s ||=ss Or VS iff

∨
V ′∈VS s ||=ss V ′

s ||=ss Not V ′ iff s 6||=ss V ′ s ||=ss And VS iff
∧
V ′∈VS s ||=ss V ′

The second relation and Violation formula 1 characterise locally blocked states,

namely, {s ∈ S | s ||= V1} are the states for which a subsystem is blocked.

We make a few remarks about these two satisfiability relations. Firstly, one should

note that |= is equivalent to ||=ss when ss is the set containing all the component

indices in the system under analysis. Secondly, we point out that for a given state

s and a given violation V, from our first remark and our definition of ||=, it follows

that if s |= V then s ||= V . So, the second relation gives rise to a much weaker/looser

sort of violation compared to the first one; it only takes one violating subsystem to

establish a violation. Thirdly, we point out that the task of analysing local violations

should be more demanding as it involves the analysis of all subsystems of a system.
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6.2.2 Checking static properties

A system without reachable violations satisfies the corresponding static property.

Definition 6.5. Let V be a violation formula, ∼∈ {|=, ||=} a satisfiability relation, S
a supercombinator machine and S the set of states for its induced LTS. The system

S satisfies the static property (V ,∼) iff ¬∃ s : S • reachable violation(s) where

reachable violation(s) =̂ reachable(s) ∧ s ∼ V .

For instance, (V1, |=) captures deadlock freedom, since reachable violations are

deadlocks. (V1, ||=), on the other hand, captures local-deadlock freedom, as reachable

violations represent local deadlocks.

Local static properties, i.e. static properties employing the local relation, should

provide an interesting tool to show that a system respects a given property thanks

to the good behaviour of its subsystems. Ensuring that all subsystems respect a

given property might be more desirable than showing the property for the global

system, and this fact is often neglected. For instance, let us examine the relationship

between deadlock and local-deadlock freedom. Usually, deadlock freedom is checked

as a first step to show that a system behaves as expected. A system, however, might

be deadlock free, not because it is well behaved, but because an individual component

is always making the system progress, even though the rest of the system is blocked.

So, in general, checking local-deadlock freedom, which ensures that no subsystem gets

to a state in which it is forever stuck, seems like a better initial step in showing that a

system behaves correctly.

We point out that a local static property is stronger than its global counterpart. The

local satisfiability relation weakly defines that a violation occurs when one subsystem

behaves badly but when plugged into a static property it requires all subsystems to be

violation free. Note this generalisation to local properties does not scale well in most

verification frameworks. For most frameworks, checking this property would entail

carrying out exponentially many checks; one for each (connected) subsystem.

6.2.3 Capturing some other static properties

In this section, we move away from properties involving blocked states and show how

to capture mutual-exclusion properties and a sort of safe-invocation property.

It is often the case that concurrent systems implement a mutual-exclusion mech-

anism to ensure that the system behaves properly. We capture a general mutual-

exclusion property by the sets CSi of component states, defining the critical section of
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component i. So, this property states that no two components can be simultaneously

in their critical sections.

To capture this property, components’ critical sections must be identified. The

special (fresh) event csi annotates each state of component i that belongs to its critical

section. This annotation is made with a self-loop transition using csi. Furthermore,

we add some system rules that allow the system to perform this new special event so

they can be used in static properties. Note the use of our square-bracketed notation

for event tuples.

Definition 6.6. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine where

Li = (Si,Σi,∆i, ŝi), (S,Σ,∆, ŝ) its induced LTS, CSi ⊆ Si the critical section of

component i, and csi /∈ Σi. We use the modified system SMX =̂ (〈L′1, . . . , L′n〉,R∪R′)
to verify general mutual-exclusion properties.

• L′i = (Si,Σi ∪ {csi},∆i ∪ {(s, csi, s) | s ∈ CSi}, ŝi)

• R′ = {([i, csi], csi) | i ∈ {1 . . . n}}

A violation occurs when any two components i and j are simultaneously in their

critical sections. In our modified system, this corresponds to a state in which the

events csi and csj can be performed, i.e. a state s satisfying s |= V2.

Violation formula 2. For components {1 . . . n}:

V2 =̂ Or {And {Event csi,Event csj} | i, j ∈ {1 . . . n} ∧ i 6= j}

So, a system S satisfies the general mutual-exclusion property with respects to the

critical sections CSi iff the modified system SMX satisfies (V2, |=).

Many systems, however, implement a more fine-grained type of mutual exclusion.

For instance, concurrent access to read from a storage space is often not harmful

but concurrent access to read and write or to write is. We propose a read-write

mutual-exclusion property that is specified by the pairs of sets Ri and Wi, which

represent the reading and writing sections of component i. We employ the same

annotation method as before and use self-loops with events ri and wi to annotate the

component states in the reading and writing sections, respectively, of component i.

Definition 6.7. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine where

Li = (Si,Σi,∆i, ŝi), (S,Σ,∆, ŝ) its induced LTS, Ri,Wi ⊆ Si the reading and writing

sections of component i, respectively, and ri, wi /∈ Σi events. The modified read-write

system is given by SRW =̂ (〈L′1, . . . , L′n〉,R∪R′) where:
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• L′i = (Si,Σi ∪ {ri, wi},∆i ∪ {(s, ri, s) | s ∈ Ri} ∪ {(s, wi, s) | s ∈ Wi}, ŝi)

• R′ = {([i, ri], ri), ([i, wi], wi) | i ∈ {1 . . . n}}

A violation to the read-write mutual-exclusion property occurs when a component

i is in its writing section and another components j is either in its writing or reading

section. Hence, such a violating state s satisfies s |= V3.

Violation formula 3. For components {1 . . . n}:

V3 =̂ Or {And {Event wi,Or{Event rj,Event wj}} | i, j ∈ {1 . . . n} ∧ i 6= j}

So, a system S satisfies the read-write mutual-exclusion property for sections Ri

and Wi iff the modified system SRW satisfies the static property (V3, |=).

In addition to these two mutual-exclusion properties, we propose a way to ensure

components only invoke services that are properly initialised. We describe a safe-

invocation property by sets Ii. The set Ii contains pairs (ev, U): the event ev represents

a service offered by component i and U the states of component i where this service

has not been initialised yet. We identify component states in the sets U by annotating

them with self-loops using events sii,ev.

Definition 6.8. Let S = (〈L1, . . . , Ln〉,R) be a supercombinator machine where Li =

(Si,Σi,∆i, ŝi), (S,Σ,∆, ŝ) its induced LTS, Ii ⊆ Σi×P(Si), where if (ev, U), (ev, U ′) ∈
Ii then U = U ′, the initialisation requirements for component i, and sii,ev /∈ Σi events.

We use the modified system SSI =̂ (〈L′1, . . . , L′n〉,R∪R′) to capture a safe-invocation

property.

• L′i = (Si,Σi ∪ {sii,ev},∆i ∪
⋃

(ev,U)∈Ii{(s, sii,ev, s) | s ∈ U}, ŝi)

• R′ = {([i, sii,ev], sii,ev) | i ∈ {1 . . . n} ∧ (ev, U) ∈ Ii}

A violation to the safe-initialisation property occurs when a service ev is invoked

but the corresponding provider component is uninitialised, namely, in a component

state in U . Such a violating state s satisfies s |= V4.

Violation formula 4. For components {1 . . . n} and sets Ii:

V4 =̂ Or {And {Event ev,Event sii,ev}} | i ∈ {1 . . . n} ∧ (ev, U) ∈ Ii}
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A system S satisfies the safe-invocation property for sets Ii if and only if SSI
satisfies the static property (V4, |=).

Note that to capture these properties we systematically identify some special states

of components and specify a violation based on some combination of these special

states. This systematic process hints to the generality of static properties. Any

property for which bad combinations of component states can be captured in this

way can be expressed as a static property. The design of our notation was driven

by the specific properties presented here and the event-based formalism we use to

describe systems. Nevertheless, we do not anticipate any difficulties in generalising

this language to accommodate, for instance, special sets of marked states (which could

replace our annotated states) or quantification in terms of specific subsystems. Note

our annotation of states using self-loops with special events is already an implicit

representation of a set of marked states, and handling quantification for specific

subsystems should be simpler than handling quantification over all subsystems.

6.3 Approximate verification of static properties

One way to check static properties is to explicitly look for a violation in the reachable

states of the system. Explicit state exploration, however, tends to be very inefficient

due to the state-space explosion problem. In this section, we introduce a verification

framework, which we call StaticProperty, that builds on our combination of reachability

approximations and SAT/SMT checking.

StaticProperty combines our reachability approximations to check static properties.

PairStatic and PairToken (introduced in the past two chapters) combine pairwise

analysis with synchronisation analysis and with token invariants, respectively. These

two frameworks were used to contrast synchronisation analysis and token-invariant

detection as techniques to capture global system invariants. Here, instead of contrasting

techniques, we want to leverage all our techniques to approximate reachability as

tightly as we can. Given this combination of techniques, StaticProperty can tackle

systems implementing a combination of the mechanisms captured by each individual

technique. We propose two versions for this framework, StaticPropertySAT and

StaticPropertySMT , each of which rely on a different combination of approximations.

While the former conjoins/groups the approximations that were encoded as SAT

constraints, the latter combines approximations that were encoded as SMT constraints.

Definition 6.9. Let S be a supercombinator machine and (S,Σ,∆, ŝ) its induced

LTS. For a state s ∈ S and counter-examples ce, ce′ ∈ S, we define:
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reachSAT (s) =̂ reach2(s) ∧ reachR(s) ∧ reachDAR (s) ∧ reachS(s)
∧ reachDAS (s) ∧ reachCB(s) ∧ reachEB(s)

reachSMT (s) =̂ reach2(s) ∧ reachD(s) ∧ reachDAD (s) ∧ reachCAD (s)
∧ reachS(s) ∧ reachDAS (s) ∧ reachceC (s) ∧ reachce′EB

(s)

It should be clear that these combinations (i.e conjunctions) of reachability ap-

proximations are themselves over-approximations.

Theorem 6.10. Let S be a supercombinator machine and (S,Σ,∆, ŝ) its induced

LTS. For any state s ∈ S, we have that both reachable(s) ⇒ reachSAT (s) and

reachable(s)⇒ reachSMT (s) hold.

Instead of looking through the reachable states of the system, our framework looks

for a candidate violation, namely, a violating state that passes one of our reachability

definitions. Each version relies on a different candidate-violation definition, employing

its associated approximation.

Definition 6.11. Let (S,Σ,∆, ŝ) be the induced LTS under analysis, and (V ,∼) a

static property. For s ∈ S and x either SAT or SMT , we have that:

candidatex(s) =̂ s ∼ V ∧ reachx(s)

This framework is imprecise as a candidate might pass our reachability test and

yet be unreachable. Nevertheless, by conjoining our approximations, we tighten the

state space analysed; it only takes one failed test to consider a state unreachable.

Furthermore, the use of over-approximations (see Theorem 6.10) makes our framework

sound; if no candidates are found, the corresponding static property must hold.

Theorem 6.12. Given a static property, if a system is candidate-violation free it

must also be free of reachable violations.

6.3.1 Precision and complexity of StaticProperty

Our framework inherit the strengths and weaknesses of our approximations. It proves

deadlock freedom for any system employing a mechanism to avoid bad states that

can be captured by one (or a combination) of our approximations. For instance,

our pairwise local analysis can capture some resource-allocation and client-server

mechanisms while our global-analysis techniques can capture some systolic-array,

priority-based, token-based and counting mechanisms. Nevertheless, it cannot handle

systems that are beyond the reach of all our approximations. Moreover, the use of
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p0,0 p0,1 p0,2 p0,3 p0,4 p0,5 p0,6

sits0 picksup0,0 picksup0,1 eat0 putsdown0,0 putsdown0,1

getsup0

p1,0 p1,1 p1,2 p1,3 p1,4 p1,5 p1,6

sits1 picksup1,0 picksup1,1 eat1 putsdown1,0 putsdown1,1

getsup1

Figure 6.1: LTSs of Philosophers 0 and 1, respectively.

our token-structure-detection techniques also makes this strategy unpredictable in the

sense that we might not be able to anticipate which invariant it will be captured.

Next, we present three examples that illustrate the use of our approximations in

checking some static properties. The first example demonstrates the use of our pairwise

local analysis to verify a system implementing a resource-allocation mechanism.

Example 6.1. This example presents the well-known asymmetric solution to the

dining philosophers problem. In this system, N = 2 philosophers compete to acquire a

pair of forks in order to eat. Each philosopher has to sit on a round table, acquire the

fork positioned on its left-hand side and another on its right-hand side, so they can

eat. All philosophers acquire first the left-hand-side fork and then the right-hand-side

one, except for one of them which acquires the forks in the opposite order.

Let S = (〈L0, L1, L2, L3〉,R) be the supercombinator machine such that L0, L1

are Philosophers 0 and 1 as described in Figure 6.1, and L2 and L3 are Forks 0

and 1 as per Figure 6.2 and R requires components to synchronise on shared events.

Events sitsi,getsupi, and eati depict the activities of sitting, getting up and eating

by Philosopher i, respectively. Events picksupi,i and picksupi,i⊕1 (putsdowni,i and

fi,0

fi,1

fi,2

picksupi,i

picksupi⊕1,i

putsdowni,i

putsdowni⊕1,i

Figure 6.2: LTS of Fork i.
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putsdowni,i⊕1) are used by Philosopher i to acquire (release) the forks on the left-hand

side and right-hand side, respectively. ⊕ represents addition modulo 2.

We ensure that (adjacent) Philosophers 0 and 1 cannot be eating at the same

time by checking the following static property: (And {Event eat0,Event eat1}, |=).

Our framework can show that this system satisfies this static property. The sort of

pairwise analysis implemented by reach2 (proposed in Section 3.2.1) can show that

any system state involving component states p0,3 and p1,3 must be unreachable. This

version has only two philosophers and two forks but our pairwise analysis could show

this property for any version with N philosophers and N forks. Also, it could show

this property no matter which two adjacent philosophers are picked. �

The second example illustrates how synchronisation analysis can be used to verify

a non-fillable system.

Example 6.2 (From [Ros10]). This example describes a non-fillable system where

components exchange messages unidirectionally around the ring they form. A compo-

nent receives messages from its predecessor component in the ring or from its user,

and it either passes the message over to the next component in the ring or outputs the

message to its user. Each component can hold up to two messages at a time and the

second message it holds must have been received from its predecessor and not from its

user. This system is captured by supercombinator machine S = (〈L0, L1, L2〉,R) with

L0, L1 and L2 defined in Figure 6.3 and R the set of rules that require components to

synchronise on shared events. A component receives messages from its predecessor via

event ringi, and from its user via event ini. It can pass a message along to the next

component in the ring via event ringi⊕1, and output a message to its user via outi.

The τ transitions represent a non-deterministic choice of the component. The event

s0 s1

s2

s3

s4

s5

s6

ini

ringi
τ

τ

ringi

outi

ringi

ringi⊕1

τ

outi

fulli

τ

fulli

ringi⊕1

Figure 6.3: LTS of component Li where ⊕ represents addition modulo 3.
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fulli is used to mark that component i is full when in states s5 or s6; it is also so when

in s4 but we do not annotate this state with this event for presentation purposes.

We want to ensure that all components can never be simultaneously full. This can

be checked using static property (And {Event full0,Event full1,Event full2}, |=).

Our suffix-based reachability approximation reachS (presented in Section 4.2.2.1)

can show that the bad states combining states s5 or s6 of each component, such as

(s6, s5, s6), cannot be reached by finding the following inconsistency. To reach this

state, component i must have performed its last event after component i⊕ 1’s last

event. So, by going around the ring, we can derive a contradiction. �

The third example shows how our approximations based on token invariants can

be used in the analysis of a token-based system.

Example 6.3. This example describes a version of Milner’s scheduler where once a

component holds a token, instead of working, it accesses its critical section. So, a

token rotates amongst components disposed in a ring-like topology and the holder

of the token can enter its critical section. This system is captured by machine

S = (〈L0, L1, L2〉,R) where L0, L1 and L2 are defined in Figure 6.4 and R is the set

of rules that require components to synchronise on shared events. Component L0 has

the token initially, and events tki represent the passage of a token from Li	1 to Li,

where 	 is subtraction modulo 3.

To ensure that no two components enter their critical sections at the same time,

we check static property (And {Or {Event csi,Event csj} | i ∈ {0, 1, 2} ∧ i 6= j}, |=).

Note this is an application of our strategy to capture mutual exclusion presented in

Section 6.2.3. Our token-invariant approximations reachCB and reachceC (presented in

Sections 5.2.1 and 5.2.3, respectively) can both capture that tokens are conserved by

this system; a transition might result in tokens being exchanged between components

but they cannot be created or destroyed. So, the system must have a single token at

all times. They can prove that any system state involving two of component states s0

of L0, s1 of L1 and s1 of L2 is unreachable. Each component holds a token at these

states so any combination involving two or more of these states means that the system

s0 s1 s2

tk0

tk1cs0 s0 s1 s2

tk2

tk1 cs1 s0 s1 s2

tk0

tk2 cs2

Figure 6.4: LTSs of components L0, L1, and L2, respectively.
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has more than one token. These combinations violate the invariant that a single token

must be present in the system at all times and so they must be unreachable. �

Even though we use a conjunction of all our approximations and check for a more

general class of properties, we end up with a problem that is roughly as difficult as

checking deadlock freedom. The following results justify our use of SAT and SMT

solving to tackle these problems. We show later that, despite their rather elevated

complexity, they can be reasonably efficiently tackled by modern solvers.

Theorem 6.13. For a global static property, the problem of deciding whether a

supercombinator machine has a system state satisfying candidateSAT is NP-complete,

whereas for candidateSMT , it is NP-hard. For a local property, both these problems

are NP-hard.

Proof. Let S = (〈L1, . . . , Ln〉,R) be the supercombinator machine we are analysing,

where Li = (Si,Σi,∆i, ŝi), and (V ,∼) where ∼∈ {|=, ||=} the static property.

Firstly, we show that, for a global static property, (i) the problem of detecting a

candidateSAT state belongs to NP and that (ii) both candidateSAT and candidateSMT

problems are NP -hard.

To prove (i), we show that for for a fixed system state s, candidateSAT (s) can

be decided in polynomial time. We can check each reachability approximation in

reachSAT (s) in polynomial time1; see Lemmas 3.9, 4.16, 4.12, 4.8, and Theorem 5.17.

So, we only need to show that s |= V can be decided in polynomial time. We can check

whether a rule can be applied to a state in time O(
∑

i∈{1...n} |Li|). Hence, we can

decide which events are available and which are not in time O(|R| · (
∑

i∈{1...n} |Li|)).
We can use this information to evaluate V . The propositional atom Event ev is true

if event ev is available, and false, otherwise. This evaluation can be carried out in

linear time on the size of the formula.

Statement (ii) follows from Collorary 3.20. It states that the problem of checking

deadlock freedom using a reachability approximation better than reach2 is NP -

complete. So, we can trivially and polynomially reduce this problem to checking static

property (V1, |=), which captures deadlock freedom.

For a local static property, we show that the corresponding problems are NP -hard.

We present a reduction from checking a global static property to the verification of a

local one. This reduction relies on the modified system S ′ = (〈L′1, . . . , L′n〉,R′) where:

1All reachability approximations in reachSMT except for reachCA
D can be checked in polynomial

time. Because of this exception, we are unable to prove the candidateSMT problem belongs to NP.
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• L′i = (Si,Σi ∪ {ci},∆i ∪ {s, ci, s | s ∈ Si}, ŝi)

• R′ = R∪ {([i, ci], ci) | i ∈ {1 . . . n}}

• ci are fresh system events.

Our reduction combines this machine with the violation sub-formula GLOBAL =̂

And {Event ci | i ∈ {1 . . . n}}. Checking whether S satisfies (V , |=) amounts to

verifying whether S ′ satisfies (And {V ,GLOBAL}, ||=). In our modified system,

components can always individually engage on ci triggering a top-level ci event.

So, we have that, when analysing our local satisfiability relation, s ||=ss Event ci

holds iff i is in ss. This means that s ||=ss And {Event ci | i ∈ {1 . . . n}} holds

whenever ss = {1 . . . n}. Therefore, by conjoining the original violation formula V
with GLOBAL, we ensure that s ||= And {V ,GLOBAL} holds iff s |= V does. The

construction of our modified system and violation formula clearly takes polynomial

time on the input system and formula.

6.3.2 Static-property checking via SAT/SMT solving

We built upon our SAT/SMT-checking approach proposed for detecting deadlock

candidates to create an efficient implementation for StaticProperty. We implement

our framework using SAT formula SPSAT and SMT formula SPSMT , SPx captures

system states that satisfy candidatex (for x is SAT or SMT ). So, we encode the

search for a violation candidate as a satisfiability problem to be later checked by a

SAT/SMT solver. For the remainder of this section, let S = (〈L1, . . . , Ln〉,R) be a

supercombinator machine where Li = (Si,Σi,∆i, ŝi), (S,Σ,∆, ŝ) its induced LTS, and

ce, ce′ ∈ S two counter-example states.

SPx =̂ State ∧ Reachx ∧ V iolation

We use boolean variables sti,s to represent state s of component i. Our formulas

are constructed so the combination of component-state variables assigned to true

in a satisfying assignment forms an appropriate candidate. We reuse sub-formula

State defined in Section 3.3.3. To implement ReachSAT and ReachSMT , we reuse

the propositional formulas presented in previous chapters. Reach2 is defined in

Section 3.3.3; ReachD, ReachDAD , ReachD, ReachDAD ReachCAD , ReachS and ReachDAS
are defined in Section 4.3.2; and ReachCB , ReachEB , ReachceC and Reachce

′
EB

are defined

in Section 5.3.2. Each of these formulas ensure that the component states assigned to

true in a satisfying assignment pass the corresponding reachability test.
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ReachSAT =̂ Reach2 ∧ ReachR ∧ ReachDAR ∧ ReachS
∧ ReachDAS ∧ ReachCB ∧ ReachEB

ReachSMT =̂ Reach2 ∧ ReachD ∧ ReachDAD ∧ ReachCAD
∧ ReachS ∧ ReachDAS ∧ ReachceC ∧ Reachce

′
EB

The sub-formula Violation is encoded differently depending on whether the static

property to be checked is global or local. For global static property (V , |=), Violation

captures that the state currently assigned to true satisfies s |= V. To encode s |= V,

we only need to introduce a way to encode s |= Event ev. Given an encoding for

s |= Event ev, the satisfiability of s |= V for any violation formula V is trivially

encoded based on its propositional structure.

To encode s |= Event ev, we need to encode the events available in a system state

and, consequently, system rules. We use variable V i
ev to encode that component i is in

a state in which it can perform ev.

V i
ev ⇔

∨
(s,ev′,s′)∈∆i∧ev′=ev

sti,s

Then, we capture that rule r = ((e1, . . . , en), ev) can be applied by variable Vr.

This variable holds whenever the system is in a state where components can perform

their corresponding events, set in (e1, . . . , en).

Vr ⇔
∧

i∈{1...n}∧ei 6=−

V i
ei

Variable VEvent ev holds for states in which the system can perform ev, namely,

whenever a rule triggering event ev can be applied. rev denotes the system event

performed by rule r. Finally, the sub-formula Violation is then constructed by replacing

Event ev in V by VEvent ev.

VEvent ev ⇔
∨

r∈R∧rev=ev

Vr

For local static property (V , ||=), Violation captures that the system state s

currently assigned to true satisfies s ||= V . We reuse the encoding for V i
ev proposed for

a global property. To encode quantification on subsystems, we introduce participation

variables pi. Variable pi is true if and only if component i is part of the subsystem ss

under analysis and add the clause
∨
i∈{1...n} pi to ensure that ss 6= ∅. As SAT/SMT

checkers tend to efficiently handle existential quantification, they should be particularly

effective in tackling the sort of subsystem quantification we use in our local properties.
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The encoding of rule variables Vr has to take into account subsystem projections.

So, rule r = ((e1, . . . , en), ev) can be fired with respect to the system projection on

the subsystem currently assigned to true (according to variables pi) if and only if

the following variable Vr holds. Note that if a component does not participate on a

subsystem, its participation on rules is not required as per Definition 6.3. Hence, the

disjunct ¬pi.

Vr ⇔
∧

i∈{1...n}∧ei 6=−

(V i
ei
∨ ¬pi)

Variable VEvent ev has to take into account the subsystem projections as well.

For rule r = ((e1, . . . , en), ev), rC represents the components participating in r (i.e.

components for which ei 6= − ) and rev denotes the system event performed by rule

r, namely, ev. We encode variable ronr ⇔
∨
i∈rC pi to represent whether rule r is on

or off for the assigned subsystem. Rules that do not involve the participation of any

component in this subsystem must be disregarded, that is, they are off. So, event ev

can only be performed by on rules.

VEvent ev ⇔
∨

r∈R∧rev=ev

(Vr ∧ ronr)

As SPSAT and SPSMT captures candidate violations, if it is unsatisfiable, the

system is candidate-violation free and, therefore, must satisfy the static property being

checked. Otherwise, the solver returns an appropriate candidate violation.

6.3.3 Practical evaluation

Building on DeadlOx, we implemented StaticProperty in our ApprOx tool. It relies

on FDR4’s ability to analyse CSP and generate supercombinator machines to create

our SAT and SMT encodings, which are then checked by the Glucose 4.0 and Z3

solvers, respectively. Also, as for DeadlOx, it solves SPSAT and SPSMT incrementally.

It starts solving the conjunction involving State, V iolation and Reach2. For SPSAT ,

the other approximations are conjoined in the following order: ReachCB , ReachEB ,

ReachDAR , ReachDAS , ReachR and ReachS. For SPSMT , we have the following order:

ReachDAD , ReachCAD , ReachDAS , ReachD, ReachS, ReachceCB
and Reachce

′
EB

. This incre-

mental process is used to find counter-examples ce and ce′ (see Section 5.3.2). ApprOx

and the models used in this section are available at [AGRR18].

The following datatype in FDR4’s input language captures violation formulas:
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datatype StaticFormula = SEv.Events | STick | STau

| SOr.Set(StaticFormula) | SAnd.Set(StaticFormula)

| SNot.StaticFormula

For a visible event e, we represent Event e by SEv.e. EventX and Event τ are

represented by STick and STau, respectively. Formulas AndVS, AndVS and NotV
are represented by SAnd.VS, SOr.VS and SNot.V , respectively.

We extend FDR4’s input language with two assertions to check static properties:

assert SYSTEM :[local]: V :[ApprOx]

assert SYSTEM :[global]: V :[ApprOx]

For a violation formula V and a system SYSTEM , these assertions check for local

(V, ||=) and global (V, |=) properties, respectively, using our SPSAT encoding. To use

the SPSMT encoding instead, one can replace :[ApprOx] by :[ApprOx [smt]].

We carried out two experiments: the first analyses how our framework fares in

checking deadlock freedom and local-deadlock freedom, while the second evaluates how

it fares for the verification of mutual-exclusion, safe-invocation and other properties.

We only analyse triple-disjoint systems since the encoding of some of our reachability

predicates as SAT/SMT constraints depend on this requirement. These experiments

were conducted on a dedicated machine with a quad-core Intel Core i5-4300U CPU @

1.90GHz, and 8GB of RAM.

6.3.3.1 Checking deadlock and local-deadlock freedom

In the first experiment, we compare ApprOx’s encodings SPSAT (ApprOx) and SPSMT

(ApprOxSMT) to the Deadlock Checker’s FSDD and CSDD, FDR4’s methods (FDR,

FDRc, FDRp), and D-Finder 2’s three approaches (DF2) (we only present the results

of the best strategy amongst DFinder 2’s approaches). Note that for the exact and

D-Finder 2’s methods only deadlock freedom is checked, while FSDD and CSDD check

a property stronger than local-deadlock freedom.

We analyse 14 triple-disjoint systems that are free of local deadlocks. We split our

results into two parts. Table 6.1 presents the first part of our results. In this part,

we analyse a central lock system (Lock), a grid network implementing a simplified

implementation of Raymond’s algorithm (Ray) [Ray89], a grid network implementing

Tarry’s algorithm (Tarry) [Tar95], the mad-postman routing network (Rout), the

butler solution to the dining philosophers problem (But), a distributed database

(DDB), a matrix multiplication system (Mat).
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Approximate Exact

N
ApprOx ApprOxSMT

CSDD FSDD DF2 FDR FDRc FDRp
Global Local Global Local

Lock

50 0.62 0.11 0.22 0.21 0.20 0.33 * 0.61 + 0.11
100 0.16 0.16 0.46 0.82 0.33 0.33 * 0.11 + 0.41
200 0.41 0.47 2.92 5.12 0.73 0.78 * 0.16 + 3.72
500 2.87 3.42 44.35 74.81 4.59 4.74 * 0.41 + 100.62

Ray

10 0.06 0.06 0.16 0.21 0.15 0.18 * 0.11 + 0.11
25 0.11 0.16 0.56 0.97 0.23 0.20 * 49.50 + 18.54
50 0.16 0.26 2.42 5.27 0.23 0.28 * * + *
100 0.57 0.77 16.59 31.62 0.33 0.38 * * + *

Tarry

5 0.77 0.06 0.16 0.06 - - 3.67 0.06 + 0.06
8 0.11 - 0.77 1.37 - - * 0.12 + 0.11
12 40.45 - * - - - * 0.36 + 0.51
15 * - * - - - * 39.04 + 48.65

Rout

5 0.11 0.11 0.11 0.16 0.18 0.18 4.77 * 0.21 *
10 0.22 0.16 0.22 0.41 0.38 0.38 * * 0.77 *
20 0.67 1.22 1.02 2.52 1.23 1.28 * * 4.32 *
30 2.32 6.63 3.62 10.33 3.43 3.69 * * 16.02 *

But

50 - - 1.32 1.42 - - * * * *
100 - - 5.47 7.63 - - * * * *
150 - - 20.10 22.10 - - * * * *
200 - - 38.58 42.94 * * * * * *

DDB

5 0.21 0.26 0.31 0.41 - - * 0.21 0.16 0.21
10 3.27 3.37 5.17 8.03 * * * * * *
15 25.21 24.87 56.52 86.32 * * * * * *
20 114.04 117.35 * * * * * * * *

Mat

5 0.16 0.21 0.17 0.21 - 0.18 7.13 * 0.21 0.11
10 2.12 5.22 1.37 2.52 - 0.28 * * 15.64 0.31
20 24.61 * 17.50 43.65 - 0.68 * * * 22.65
30 166.30 * 136.08 * - 2.38 * * * *

Table 6.1: Results for local-deadlock and deadlock freedom comparison. N is a
parameter that is used to alter the size of the system. We measure in seconds the time
taken to verify each system. * means that the method took longer than 300 seconds,
or an error, such as running out of memory, occurred. - means that the method is
unable to prove (local-)deadlock freedom. + means that no efficient compression
technique could be found.

Table 6.2 presents the second part of our result. In this part, we analyse a central

priority-queue-lock system (PQ), a priority-based token ring system (RingP), a non-

fillable ring (Ring), Milner’s scheduler (Sched), a train-track system (Track), a token

ring (Ring2), and a token-based message-passing grid system (MsgGrid).

ApprOx’s SPSAT encoding can prove all systems except for PQ and But deadlock
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Approximate Exact

N
ApprOx ApprOxSMT

CSDD FSDD DF2 FDR FDRc FDRp
Global Local Global Local

PQ

3 - - 0.26 0.26 - - * 0.11 + 0.06
5 - - 7.73 8.73 - - * 0.51 + 0.87
8 - - * * - - * * + *
10 - - * * - - * * + *

RingP

5 0.26 0.11 0.16 0.16 - - * 0.26 + 0.21
10 0.62 0.61 1.87 1.97 - - * * + *
15 3.62 3.62 19.85 23.86 - - * * + *
20 14.59 14.44 110.33 132.67 * * * * + *

Ring

100 0.21 0.21 0.31 0.56 0.28 - 7.03 * 0.67 *
200 0.37 0.41 0.51 1.47 0.33 - 16.05 * 1.52 *
300 0.62 0.72 0.82 2.42 0.53 - 40.19 * 2.72 *
400 0.97 1.22 1.12 3.52 0.68 - 97.10 * 4.22 *

Sched

100 0.11 0.11 0.16 0.31 - 0.18 6.07 * 0.66 0.46
200 0.21 0.21 0.26 0.67 - 0.28 9.73 * 1.62 3.72
300 0.26 0.31 0.36 1.02 - 0.33 17.35 * 2.97 15.79
400 0.37 0.41 0.51 1.52 - 0.43 47.01 * 4.92 45.38

Track

100 0.27 0.31 1.97 6.28 - - * * 20.16 63.37
200 0.52 1.72 11.59 27.97 - - * * 211.47 *
300 0.82 2.92 56.72 56.93 - - * * * *
400 1.12 5.07 59.18 97.86 - - * * * *

Ring2

50 1.17 1.37 3.97 21.15 - - * * + *
100 9.98 11.59 26.71 * - - * * + *
150 43.02 45.35 114.89 162.75 * * * * + *
200 122.61 130.37 * * - - * * + *

MsgGrid

20 0.32 0.11 0.21 0.31 - - 15.44 * + *
40 0.22 0.21 0.36 0.72 - - * * + *
60 0.31 0.36 0.61 1.17 - - * * + *
80 0.47 0.46 1.22 2.12 - - * * + *

Table 6.2: Results for local-deadlock and deadlock freedom comparison. N is a
parameter that is used to alter the size of the system. We measure in seconds the time
taken to verify each system. * means that the method took longer than 300 seconds,
or an error, such as running out of memory, occurred. - means that the method is
unable to prove (local-)deadlock freedom. + means that no efficient compression
technique could be found.

free, while SPSMT can show all of them deadlock free. PQ relies on our token-structure

detection technique reachceC , whereas But needs our component-invariant technique

reachCAD . The same analysis can be drawn for local-deadlock freedom. Note that

CSDD and FSDD combine to check only 6 systems. We point out that CSDD and

FSDD are examples of methods that try to prove the system’s ungranted-request graph

is acyclic. Hence, whenever a system passes their tests, it is free of deadlocks and
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local deadlocks. The difference in precision between our method and FSDD or CSDD

can be justified by the fact that we exactly characterise blocked and locally-blocked

states while these other methods imprecisely assume that a cycle of ungranted request

characterises them. Also, the approximation that we use seems to be more precise than

theirs. So, these results show that ApprOx can handle a larger class of systems while

scaling similarly when compared to other imprecise frameworks. Again, D-Finder 2’s

invariant calculations seem to scale quite poorly for our examples, timing out for

most of the instances we tested. We point out that checking local-deadlock freedom

should be more difficult for systems where components are highly interconnected. The

complex behavioural dependency between components in such systems complicates

the kind of analysis our approximations perform. So, for instance, verifying ring-like

systems should be easier than verifying grid-like systems.

Note that for the Tarry example our tool only manages to prove local-deadlock

freedom for some instances. The components in this system are arranged in a 5x(N/5)

grid that uses a token mechanism to construct a spanning tree for this grid. For

N = 5, we have a 5x1-grid network where components can only communicate with

their left and right neighbours, whereas for N = 10, N = 12 and N = 15, we have a

grid-like systems where components can communicate additionally with up and down

neighbours. For N = 5, a pairwise analysis (carried out by reachPair) can keep track

of the token and show that subsystems are never blocked. For the other instances,

however, their added behaviour makes the identification of the underlying token

structured required. The approximation reachceC finds conservative token structures

for all instances but for N = 12 and N = 15 the invariants derived are not strong

enough to prove local-deadlock freedom.

For the complete approaches, i.e. FDR4 techniques, we only evaluate deadlock-

freedom, as no built-in check for local-deadlock freedom is available in FDR4 and nor

is it possible to formulate one efficiently. Approximate frameworks are consistently

faster than complete approaches while being able to prove deadlock freedom for almost

all analysed systems. The combination of FDR4’s deadlock assertion with compression

techniques comes closer to our approach in terms of verification time. We point out,

however, that the effective use of compression techniques requires a careful and skilful

application of those, whereas our method is fully automatic. For instance, a careful

analysis of Mat’s structure points to a compression strategy that is very effective.

Slight modifications to it, however, lead to compression strategies that are utterly

inefficient. Unsurprisingly, FDR4’s deadlock assertion outperforms our framework for

the Lock and Tarry examples. For these systems, a single token/lock moves around
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the system and only components having a token/lock are allowed to perform actions.

Hence, the state spaces of these systems are fairly small.

6.3.3.2 Checking other properties

We are unaware of any other tool that checks such a general class of properties for

the sort of message-passing concurrent systems we tackle. So, we only compare our

framework against refinement expressions that capture the same notions; verifying

them using FDR4 creates a complete/precise approach. We check these expressions

using FDR4’s refinement-checking engine and its combination with partial order

reduction or compression techniques. For some properties, however, we could not

devise refinement expressions to capture them.

We analyse 14 triple-disjoint system. Table 6.3 shows the results of analysing a

central lock system (Lock), Milner’s scheduler (Sched), a priority-token ring system

(RingP), a central priority-queue-lock system (PQ), a token-based message-passing

grid system (MsgGrid), and a simplified implementation of Raymond’s algorithm

(Ray), a central read-write lock system (RWMutex), and root-based initialisation

system (SI). We check that the first 6 systems implement general mutual-exclusion

mechanisms, while the last two implement a read-write mutual-exclusion mechanism

and a safe-invocation mechanism, respectively. The SI system is designed so it passes

from an initialising to a running phase via fairly loose coordination.

Table 6.4 shows the results of analysing the asymmetric solution for the dining

philosophers problem (PhilP1 and PhilP2), the butler solution to this problem (But),

a simple lift system (LiftP1,LiftP2, and LiftP3), and a load-balancer system (LB).

We check various properties for these systems. In PhilP1, we check that philosophers

cannot all be eating at the same moment, whereas in PhilP2 we ensure that adjacent

philosophers cannot be eating at the same time. In But, we verify that a philosopher

must be waiting to sit at the table at all times. In LiftP1, we ensure that two lifts

cannot be open on the same floor. In LiftP2, we verify that when Lift 0 reaches a

floor and no other lift is open at this floor it can open the floor’s door, whereas LiftP3

ensures that a lift can only open the floor’s door if it is indeed at this floor. In LB, we

check that all nodes cannot be working at the same time.

ApprOx is able to verify for all systems their associated properties. Since the

verification of But requires our component-based-abstraction (reachCAD ), SPSMT can

handle it but SPSAT cannot. Our implementation offers a more scalable approach if

compared to the verification of the proposed refinement expression, at least for the

systems tested, since it exceeds the timeout set for fewer instances of the systems
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Approximate Exact
N ApprOx AppOxSMT FDR FDRc FDRp

Lock

50 0.11 0.36 0.16 + 2.82
100 0.36 3.97 0.41 + 81.45
200 17.14 28.67 1.67 + *
500 * * 17.30 + *

Sched

100 0.42 50.66 * + 137.94
200 1.87 * * + *
300 6.53 * * + *
400 16.05 * * + *

RingP

5 0.11 0.16 0.21 + 0.26
10 0.62 1.67 * + *
15 3.52 14.39 * + *
20 14.34 96.45 * + *

PQ

3 0.06 0.11 0.12 + 0.11
5 0.16 2.67 0.42 + 1.32
8 1.82 137.24 * + *
10 9.03 * * + *

MsgGrid

20 0.57 0.26 * * *
40 0.21 0.66 * * *
60 0.32 1.87 * * *
80 0.41 5.12 * * *

Ray

10 0.26 0.21 0.26 + 0.11
25 0.27 1.12 51.50 + 187.25
50 1.52 11.28 * + *
100 15.64 156.22 * + *

RWMutex

5 0.52 0.17 0.26 + 0.06
10 0.37 7.58 0.36 + 0.87
15 * * 51.51 + 264.27
20 * * * + *

SI

20 0.77 0.62 * + *
40 2.82 5.52 * + *
60 9.83 42.80 * + *
80 34.13 68.95 * + *

Table 6.3: Results for other properties comparison. N is a parameter that is used to
alter the size of the system. We measure in seconds the time taken to verify systems.
* means that the method took longer than 300 seconds, or an error, such as running
out of memory, occurred. - means that the method is unable to prove the property
being tested. + means that no efficient compression technique could be found.

tested. These examples demonstrate the versatility of our notation for capturing

various properties and of our approximations in verifying them all.
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Approximate Exact
N ApprOx AppOxSMT FDR FDRc FDRp

PhilP1

50 0.11 0.16 * 1.52 *
100 0.22 0.26 * 13.34 *
200 0.99 0.57 * 221.17 *
500 1.82 2.02 * * *

PhilP2

50 0.32 0.21 * 1.57 *
100 0.16 0.36 * 13.24 *
200 0.57 1.02 * 222.03 *
500 1.87 5.72 * * *

But

50 - 1.72 * + *
100 - * * + *
150 - * * + *
200 - * * + *

LiftP1

10 0.11 0.16 6.48 + 61.05
20 1.92 3.07 * + *
30 38.29 54.92 * + *
40 243.69 294.86 * + *

LiftP2

10 0.11 0.16 + + +
20 0.37 2.27 + + +
30 0.92 16.04 + + +
40 2.37 53.32 + + +

LiftP3

10 0.11 0.21 + + +
20 0.36 1.32 + + +
30 1.47 29.62 + + +
40 3.17 133.97 + + +

LB

100 0.52 2.27 * 1.47 *
200 1.92 17.60 * 6.63 *
300 4.72 79.97 * 19.85 *
400 9.38 252.57 * 46.35 *

Table 6.4: Results for other properties comparison. N is a parameter that is used to
alter the size of the system. We measure in seconds the time taken to verify systems.
* means that the method took longer than 300 seconds, or an error, such as running
out of memory, occurred. - means that the method is unable to prove the property
being tested. + means that we could not find a refinement expression/compression
techniques to tackle the property being tested.

6.4 Conclusion

Motivated by the success of using reachability approximations for the verification of

deadlock freedom, we have investigated their use in checking general static properties.

We have proposed a notation to capture properties that can be specified based on

the static (i.e. immediate) behaviour of the system, namely, the events the system can
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(or cannot) perform when in a given state. These properties can be simply encoded

into our SAT/SMT-based approach. Also, they do not interfere with the system

analysis our reachability approximations carry out. So, they are a natural target for

the sort of approximate verification framework we propose. Local-deadlock freedom,

mutual exclusion, and safe invocation are some of the properties, other than deadlock

freedom, that can be conveniently described in our notation. Furthermore, it can also

capture local properties, a feature overlooked by most frameworks.

We have introduced an approximate framework that can handle this general class

of properties. Unlike traditional frameworks, it can effectively tackle local static

properties. To the best of our knowledge, it is the first approximate approach to

check such a general class of properties in the setting we explore. The evaluation of

our implementation in ApprOx show that our framework can efficiently check static

properties for some practical concurrent systems that are out of the reach of complete

methods. Thus, it represents a valid alternative to cope with the state-space explosion

problem. Moreover, the variety of properties and systems we can verify attests to the

versatility of our notation and of our approximations.

This framework inherits the strengths but also the weaknesses of our approximations.

So, it is unable to prove some static property if it depends on some mechanism that

our approximations cannot capture. For instance, our techniques cannot capture

invariants that are strong enough to prove that the Tarry example is free of local

deadlocks. Moreover, this framework is unable to (simply) handle more intricate

behavioural properties such as checking traces or failures specifications. The next

chapter addresses this issue by proposing an approximate framework to check traces

and failures refinement using a watchdog-based approach.
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Chapter 7

Approximate refinement checking

7.1 Introduction

The previous chapter presents a framework to check static properties. They specify

the expected behaviour of a system based on the immediate behaviour available at

individual system states. So, for instance, they cannot naturally capture sequences

of system states that the system is allowed (expected) to engage on. To address this

issue, in this chapter, we present a framework for refinement checking that is powered

by our reachability approximations. We implement a watchdog-based approach to

verify CSP’s traces and stable-failures refinement. Unlike static properties, refinement

expressions can naturally capture path-related properties.

Refinement checking consists of establishing whether a given finite-state system

implementation meets some specification. It can suffer from two types of state-

space blow-up: the normalisation (i.e. determinisation) of the specification might

create a process with exponentially many states [Ros10], or the state space of the

implementation might grow exponentially with the linear increase in the number of

components. In practice, while the former rarely happens, the latter, traditionally

known as the state-space explosion problem, is fairly common. In this chapter, we

rely on our approximations to combat this problem.

The frameworks we proposed so far try to find a candidate violation by examining

individual system states and the interactions they participate on. Adapting this sort

of analysis for refinement checking, however, is rather challenging because instead of

examining individual system states we need to examine sequences of system states.

Also, it is far from obvious whether/how refinement checking can be recognised based

on the interactions available for a combination of component states. To overcome this

particular challenge, our framework proposes a watchdog-based approach [GMR+03]
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that roughly translates checking both CSP’s traces and stable-failures refinement

relations into the verification of a static property.

Our framework, called RefinementChecking, relies on our reachability approxima-

tions and the invariants they capture to verify refinement expressions. As for all

frameworks proposed in this thesis, it either shows that a refinement expression holds

or produces an inconclusive result. We point out that establishing that a refinement

expression holds using SAT-based symbolic exploration alone is considerably less

efficient than using traditional explicit exploration [POR12]. So, the use of approx-

imations is a key factor in making SAT/SMT-based exploration effective. To the

best of the author’s knowledge, our framework is the first approximate approach to

tackle refinement checking for concurrent systems. We extend ApprOx to implement

this framework. By testing our implementation on some systems, we show that our

framework can prove a number of interesting refinement expressions, which are far

from trivial, and it can do so more efficiently when compared to complete approaches.

This chapter’s outline is as follows. In Section 7.2, we present our watchdog-based

approach, discuss how reachability techniques can be adapted to it, and introduce and

investigate our RefinementChecking framework. Finally, in Section 7.3, we present

our concluding remarks.

7.2 Approximate refinement checking

In this section, we propose a refinement-checking framework that builds on our

reachability approximations and SAT/SMT checking. To make this type of verification

naturally fit into our constraint-based approach, we use a watchdog-based approach

to convert refinement checking into verifying a static property.

7.2.1 Watchdog-based refinement checking

We have created efficient verification frameworks by replacing exact reachability

by approximations. Creating such frameworks for properties that are naturally

formulated as “there is no system state s that satisfies reachable(s) and bad(s)” is

quite straightforward. One can replace the reachable(s) predicate in this formulation

by an over-approximation, ensuring this framework looks for bad states in the over-

approximation rather than in the exact state space. Refinement checking, however, is

not naturally formulated in this way, and given its traditional formulation, it is far

from clear whether reachability approximations can fit in a framework for refinement

checking, let alone improve its efficiency.
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That being said, there exists an alternative watchdog-based formulation for re-

finement checking that pairs a modified specification with the implementation in

a way that refinement amounts to checking whether this pairing can reach a “bad”

state. Here, we adapt the watchdog-based approach in [GMR+03] to our setting. The

adaptations proposed are aimed at taking the best out of the combination of the

watchdog-based approach with our reachability approximations.

Refinement checking for finite-state system is traditionally carried out by normal-

ising the specification and exploring the product space of specification and implemen-

tation. This exploration, which is guided by the implementation’s behaviour, either

makes sure that each state of the implementation matches some compatible state

of the specification, or exhibits a behaviour of the implementation that violates the

specification. We assume that specification GLTSs are normalised, that is, no two

different states can be reached via the same trace. Any finite-state GLTS can be

normalised as per [Ros10], potentially incurring an exponential state-space blow-up.

Normalised specifications provide a convenient way to check refinement.

The watchdog-based approach converts the normalised specification into a watchdog

component that monitors the implementation’s behaviour. This component goes into

some error state as soon as it engages on a trace that is not allowed by the specification.

Unlike the approach in [POR12], we add a different error state for each combination

of state and event leading to a refinement violation.

Definition 7.1. Let SI be a supercombinator machine, LI = (SI ,ΣI ,∆I , ŝI) its

induced LTS, and Lsp = (Ssp,Σsp,∆sp, ŝsp, Accssp) a normalised specification GLTS.

Also, let EI = ΣI−{τ}. The watchdog component is given by a GLTS1 WD(Lsp,SI) =

(Sw,Σsp ∪ ΣI ,∆w, ŝsp, Accsw) where:

• Sw =̂ Ssp ∪ {errors,a | s ∈ Ssp ∧ a ∈ EI − initials(s)};

• ∆w =̂ ∆sp ∪ {(s, a, errors,a) | s ∈ Ssp ∧ a ∈ EI − initials(s)};

• Accsw(s) = Accssp(s) for s ∈ Ssp and Accsw(s) = {∅} otherwise.

With multiple (individual) error states, our reachability-approximating techniques

can better understand what are the behaviours leading the watchdog to these error

states, and so they can better approximate reachability. If we have a single error

state that is reached by all error traces, our techniques would have to create an over-

approximation that takes into account all these traces at once. That is, they would

1We freely use a GLTS in a definition that deals with a LTS with the natural understanding that
it uses the GLTS’s underlying LTS structure.
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be less precise in capturing which traces/events lead to a particular error state. In

this case, the approximations we calculate are likely to be too imprecise. For instance,

our synchronisation-analysis techniques, which are later used to approximate the

watchdog’s behaviour, are likely to benefit from the use of multiple error states. They

create a summary/abstraction for all traces leading to a given component state. So, by

having multiple individual error states, they would create individual approximations

for each of these states, each of which would capture the behaviour leading to this

particular state. These individual approximations are likely to be much more precise

than an approximation for a single error state that has to summarise/approximate all

possible error traces at once.

Moreover, note that despite making changes to the original specification states (by

possibly adding new transitions), we keep the same acceptances information for these

states. This sort of construction makes sense thanks to the use of an explicit function

to annotate acceptance information instead of making this information a property of

the events offered/refused by the transition system, see Chapter 2 for details on this

aspect. We present many examples of the watchdog construction in Section 7.2.3.

We propose a supercombinator machine that pairs our watchdog with the im-

plementation; they synchronise on shared visible events. This pairing allows the

implementation to engage on any trace it wants, as the watchdog can always agree to

any of the implementation’s events, but the watchdog keeps track of this trace. So, the

set of reachable states for this machine roughly corresponds to the set of state pairs

explored in traditional refinement-checking procedures. We point to the fact that this

supercombinator machine might not be triple disjoint; it might create rules requiring

the participation of two implementation components plus the watchdog. This is the

only supercombinator machine in this thesis not assumed to be triple disjoint.

Definition 7.2. Let SI = (〈L1, . . . , Ln〉,R) be a supercombinator machine, and

Lsp = (Ssp,Σsp,∆sp, ŝsp, Accssp) a specification GLTS. The watchdog supercombinator

machine is given by SWD(Lsp,SI) = (L,R′), where:

• L = 〈L1, . . . , Ln,WD(Lsp,SI)〉;

• R′ = {((e1, . . . , en, a), a) | ((e1, . . . , en), a) ∈ R ∧ a 6= τ}
∪{((e1, . . . , en,−), τ) | ((e1, . . . , en), τ) ∈ R}

.

For this supercombinator machine, refinement checking amounts to ensuring that

a violation cannot be reached. For traces refinement, a violation is a state where the

watchdog is in an error state. If the watchdog reaches an error state, thanks to our
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watchdog-implementation pairing, it must be the case that implementation can engage

on a trace not allowed by the specification.

Theorem 7.3. Let SI be a supercombinator machine, LI its induced LTS, Lsp a

normalised specification GLTS with states Ssp, Sw the states of watchdog WD(Lsp,SI),

and Serror =̂ Sw − Ssp. For SWD(Lsp,SI) the watchdog supercombinator machine and

(S,Σ,∆, ŝ) its induced LTS, Lsp vT LI iff there is no state s = (s1, . . . , sn, sw) ∈ S
such that t violation(s) holds, where:

• t violation(s) =̂ reachable(s) ∧ bad trace(s)

• bad trace(s) =̂ sw ∈ Serror

Proof. From our definitions, one can show that a counter-example for Lsp vT LI can

be used to construct (i.e. prove the existence of) a state s of the watchdog machine

such that t violation(s), and vice-versa.

For stable-failures refinement, a violation is a state where either the watchdog is

in an error state or where an acceptance violation occurs. An acceptance violation

occurs when the implementation stably offers fewer events than expected.

Theorem 7.4. Let SI be a supercombinator machine, LI its induced LTS, initialsL(s)

the initials predicate for L, Lsp a normalised specification GLTS with states Ssp, Sw

and Accsw the states and the minimal-acceptances-annotation function of watchdog

component WD(Lsp,SI), and Serror =̂ Sw − Ssp. For the watchdog supercombinator

machine SWD(Lsp,SI) and (S,Σ,∆, ŝ) its induced LTS, Lsp vF LI iff there is no state

s = (s1, . . . , sn, sw) ∈ S such that sf violation(s) holds, where:

• sf violation(s) =̂ reachable(s) ∧ (bad trace(s) ∨ bad failure(s))

• bad failure(s) =̂ s 6 τ−→ ∧ ¬∃Acc : Accsw(sw) • Acc ⊆ initialsLI
((s1, . . . , sn))

Proof. From our definitions, one can show that a counter-example for Lsp vF LI can

be used to construct (i.e. prove the existence of) a state s of the watchdog machine

such that sf violation(s), and vice-versa.
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7.2.2 Approximate framework

In the traditional or watchdog-based approaches, explicit state exploration generally

leads to inefficient refinement checking thanks to the state-space explosion problem.

Furthermore, checking that a refinement expression holds using symbolic exploration

alone seems to be considerably less efficient than using explicit exploration [POR12].

So, to tame this problem, we propose a framework that combines reachability approxi-

mations and SAT/SMT checking to our watchdog-approach.

Our framework, which we call RefinementChecking, combines our reachability

approximations with our watchdog supercombinator machine. We have to address,

though, the fact that our token-based approximations (reachCB , reachEB , reachceC and

reachce
′

EB
) were designed to handle only triple-disjoint systems2. Their extension to

handle non-triple-disjoint systems is beyond the scope of this thesis. We propose,

instead, an adaptation: rather than applying them to our entire watchdog machine,

we propose their application to the triple-disjoint implementation machine only.

Definition 7.5. Let SI be a supercombinator machine with SI the states of its induced

LTS and ce, ce′ ∈ SI two counter-examples states, Lsp a normalised specification GLTS,

and SWD(Lsp,SI) their watchdog supercombinator machine with L = (S,Σ,∆, ŝ) its

induced LTS. Also, let reachCB , reachEB , reachceC and reachceEB
be the corresponding

predicates calculated with respect to implementation machine SI . We use predicates

reachI to lift these predicates to the watchdog machine. For instance, reachICB(s) =̂

reachCB((s1, . . . , sn)) for s = (s1, . . . , sn, sw) ∈ S, and so on.

These predicates approximate reachability for our watchdog machine.

Theorem 7.6. Let SI be a supercombinator machine with SI the states of its induced

LTS and ce, ce′ ∈ SI two counter-examples states, Lsp a normalised specification GLTS,

and SWD(Lsp,S) their watchdog supercombinator machine with L = (S,Σ,∆, ŝ) its

induced LTS. For any s = (s1, . . . , sn, sw) ∈ S, if s is reachable in L then reachICB(s),

reachIEB(s), reachIceC (s) and reachIce
′

EB
(s) hold.

Proof. This theorem follows from: (i) reachability for our watchdog machine can be

approximated by reachability for the implementation machine (i.e. whenever it reaches

a state (s1, . . . , sn, sw), the implementation must be able to reach (s1, . . . , sn)), and (ii)

2These approximations are not well-defined for systems that are not triple disjoint; forcefully
applying our token techniques on non-triple-disjoint systems should give rise to unsound reachability
predicates. The other approximations, however, can be readily used to approximate reachability for
non-triple-disjoint systems.
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predicates reachI approximates reachability for the implementation. While (i) holds

thanks to the need for cooperation between implementation and watchdog component

in our watchdog machine, (ii) follows from Lemmas 5.5, 5.7, 5.10 and 5.14.

Building upon our previous frameworks, we create two reachability tests that

conjoins our reachability approximations. So, it can tackle systems implementing a

combination of the interaction mechanisms captured by our techniques. Similar to

StaticProperty, we have also two versions for our RefinementChecking framework,

each of which uses one of the following reachability definitions.

Definition 7.7. Let SI be a supercombinator machine with SI the states of its induced

LTS and ce, ce′ ∈ SI two counter-examples states, Lsp a normalised specification GLTS,

and SWD(Lsp,SI) their watchdog supercombinator machine with L = (S,Σ,∆, ŝ) its

induced LTS. For a state s ∈ S and counter-examples ce, ce′ ∈ S, we define:

reachSAT (s) =̂ reach2(s) ∧ reachR(s) ∧ reachDAR (s) ∧ reachS(s)
∧ reachDAS (s) ∧ reachICB(s) ∧ reachIEB(s)

reachSMT (s) =̂ reach2(s) ∧ reachD(s) ∧ reachDAD (s) ∧ reachCAD (s)
∧ reachS(s) ∧ reachDAS (s) ∧ reachIceC (s) ∧ reachIce′EB

(s)

It follows that since each predicate over-approximates reachability, their conjunction

must also over-approximates the set of reachable states for our watchdog machine.

Theorem 7.8. For system state s, reachable(s) implies reachSAT (s) and reachSMT (s).

As for StaticProperty, these reachability tests are still imprecise as a state might

pass them and yet be unreachable. Our framework looks for a candidate violation,

namely, a violating state that passes reachability tests reachSAT or reachSMT .

Definition 7.9. Let SI be a supercombinator machine Lsp a normalised specification

GLTS with states Ssp, Sw the states of watchdog WD(Lsp,SI), and Serror =̂ Sw − Ssp.
For SWD(Lsp,SI) the watchdog supercombinator machine and (S,Σ,∆, ŝ) its induced

LTS, and x either SAT or SMT . For a state s ∈ S, we have the following traces and

stable-failures candidate violations, respectively.

t candidatex(s) =̂ reachx(s) ∧ bad trace(s)

sf candidatex(s) =̂ reachx(s) ∧ (bad trace(s) ∨ bad failure(s))

Furthermore, as our framework over-approximates reachability, it is sound in the

sense that if no candidates are found, the corresponding refinement relation must hold.
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Theorem 7.10. For a supercombinator machine SI , a normalised specification GLTS

Lsp and x either SAT or SMT , Lsp vT LI holds if there is no state s of their watchdog

machine such that t candidatex(s) holds. Similarly, Lsp vF LI holds if there is no

state s such that sf candidatex(s) holds.

7.2.3 Precision and complexity of RefinementChecking

Similar to StaticProperty, our refinement-checking framework inherit the strengths

and weaknesses of our approximations. Unlike it, however, this new framework has to

approximate reachability for a more complex machine. Our approximations have to

approximate the behaviour of the implementation machine – this part is similar to

what we do for verifying static properties and checking deadlock freedom – but they

also have to approximate how components in the implementation machine interact

with the watchdog component. This additional step makes our analyses for refinement

checking more intricate than they are for static properties.

We present five examples that illustrate how our approximations take part in

refinement checking. The first example demonstrates the use of pairwise analysis.

Example 7.1. The implementation system is a version of Milner’s scheduler. In this

system, a token is passed around a ring of components and the component possessing

the token can work. This system is captured by machine SI = (〈L0, L1, L2〉,R) where

L0, L1, and L2 are described in Figure 7.1, and R requires components to synchronise

on shared events; the rules synchronising events tki propagate this event as the machine

event whereas the others trigger a machine-level τ event. In Figure 7.2, we present

the normalised specification GLTS Lsp where the faded additions form the watchdog

component WD(Lsp,SI). Note the error states of this component are s3, . . . , s8. The

refinement expression Lsp vT LI , where LI is the LTS induced by SI , captures that

the token rotates amongst components in the implementation machine.

Pairwise analysis can show that this refinement holds. Our predicate reach2

over our watchdog machine SWD(Lsp,SI) can show that no reachable state of this

machine can include a watchdog component’s error state. It is sufficient to examine the

behaviour of each implementation component paired with the watchdog component to

show that. Each implementation component requires a pair of tki events to alternate.

For instance, L0 requires the alternation of tk1 then tk0. Thus, when we analyse the

behaviour of L0 paired with the watchdog component, we can derive that error states

s3, s6 and s7 are unreachable as the watchdog component can only reach these error

states by performing traces that do not respect this alternation. The same argument
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s0 s1 s2

s3

work0 tk1

idle0tk0

s0 s1 s2

s3

tki worki

tki⊕1idlei

Figure 7.1: LTSs L0 and Li for i ∈ {1, 2}, respectively.

shows that L1’s behaviour makes states s4, s6 and s8 of the watchdog component

unreachable, whereas L2 shows unreachable s3, s5, s8. Hence, we have that all error

states are unreachable and the refinement must hold. This analysis can prove this

token-rotation property for similar rings with more than 3 components, as well. �

The second example shows how a combination of pairwise and synchronisation

analyses can show that a ring system respects an input-output behaviour.

Example 7.2. This example presents an abstract configuration-ring system. A con-

figuration component chooses which configuration message is going to be sent around

the ring. This configuration message rotates around the ring, alerting components in

the ring for the new configuration chosen, until it reaches back the configuration com-

ponent. At this point, the configuration component can choose another configuration

message to send around the ring.

This system is implemented by machine SI = (〈L0, L1, L2, L3〉,R) where L0, L1,

L2 and L3 are described in Figure 7.3, and R requires components to synchronise on

shared events; the rules synchronising events c3,0, c3,1, c0,0, and c0,1 propagate these

events as the machine event whereas the others trigger a machine-level τ event. An

arrow with two labels is a shorthand for two transitions with the same source and

target states but with different labels. L3 is the configuration component in this

system, whereas the others are simple members of the ring which listen to and pass the

s0

s3

s4

s1

s6

s5

s2

s7

s8
tk1 tk2

tk0

tk0

tk2 tk0 tk1 tk1

tk2

Figure 7.2: GLTS Lsp with faded additions forming LTS WD(Lsp,SI).
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ci,0

ci,1

ci+1,0

ci+1,1

s0 s1

c0,0
c0,1

c3,0
c3,1

Figure 7.3: LTSs Li for i ∈ {0, 1, 2} and L3, respectively.

configuration message. Events ci,0 (ci,1) depicts that configuration 0 (1) was chosen.

Event ci,v represents the passing of configuration message v from component Li	1

to Li. Figure 7.4 presents the normalised specification GLTS Lsp and the watchdog

component WD(Lsp,SI) where s3, . . . , s10 are error states. The refinement expression

Lsp vT LI , where LI is the LTS induced by SI , captures that the message that gets

back to L3 matches the configuration it has previously chosen.

A combination of pairwise analysis and synchronisation analysis can show that

this refinement expression holds. Predicates reach2 and reachR over our watchdog

machine SWD(Lsp,SI) can show that no reachable state of this machine can include a

watchdog component’s error state. Component L3 requires the alternation of events

c0,0 or c0,1 then c3,0 or c3,1 but the watchdog component can only reach error states s7

and s10 by performing traces that respect this alternation. So, the pairwise analysis

of L3 and the watchdog component identifies this cooperation incompatibility and

shows that all error states except s7 and s10 are unreachable. Error states s7 and

s10 can be shown unreachable by reachR. This technique automatically captures the

following argument. For state s7, the analysis of the watchdog shows that the number

of c3,1 events performed to reach this state must be higher than the number of events

c0,1. The analysis of the implementation machine, however, shows that it can only

reach states where either events c3,1 and c0,1 have been performed the same number

of times or c0,1 has been performed more times than c3,1. This contradiction shows

that this error state must be unreachable. A symmetric argument can be drawn for

state s10 and events c3,0 and c0,0. The analysis we present here can also ensure this

input-output behaviour for similar rings with more than 4 components. �

The third example illustrates how a combination of pairwise and synchronisation

analyses can show a counting-based property.

Example 7.3. This example presents a version of the well-known asymmetric solution

to the dining philosophers problem. In this system, N = 4 philosophers compete
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to acquire a pair of forks in order to eat. Each philosopher, sat on a round table,

acquires the fork positioned on its left-hand side and another on its right-hand side.

All philosophers acquire first the left-hand-side fork and then the right-hand-side one,

except for one of them which acquires the forks in the opposite order. This system

is captured by machine SI = (〈L0, . . . , L7〉,R) such that L0, . . . , L3 are Philosophers

0, . . . , 3 as described in Figure 7.5 and L4, . . . , L7 are Forks 0, . . . , 3 as per Figure 7.6,

and R requires components to synchronise on shared events; the rules synchronising

events donei and events eati propagate them as the machine event whereas the others

trigger a machine-level τ event. Events picksupi,j and putsdowni,j denote the picking

up and putting down of Fork j by Philosopher i, whereas waiti, eati and donei

denote the individual activities of Philosopher i. Figure 7.6 depicts the normalised

specification GLTS Lsp and the watchdog component WD(Lsp,SI); its error states are

s3, . . . , s10. Transitions annotated with eat∗ and done∗ compactly represent a set of

transitions involving all events eati and donei, respectively. The refinement expression

Lsp vT LI , where LI is the LTS induced by SI , captures that at most two philosophers

can be eating simultaneously.

A combination of pairwise analysis and synchronisation analysis can show that

this refinement expression holds. Predicates reach2 and reachCAD over our watchdog

machine SWD(Lsp,SI) can show that no reachable state of this machine can include

a watchdog component’s error state. Let #done and #eat count the number of

times events donei and eati must have been performed to reach the system state in

s0

s1

s2

s3

s4

s5

s6

s7

s8

s9

s10

c0,0

c0,1

c3,0

c3,1

c3,0

c0,0 c0,1

c3,1

c3,1
c0,0

c0,1

c3,0

Figure 7.4: GLTS Lsp with faded additions forming LTS WD(Lsp,SI).
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s0 s1 s2 s3 s4 s5 s6

wait0 picksup0,1 picksup0,0 eat0 done0 putsdown0,1

putsdown0,0

s0 s1 s2 s3 s4 s5 s6

waiti picksupi,i picksupi,i⊕1 eati donei putsdowni,i

putsdowni,i⊕1

Figure 7.5: LTSs of Philosophers 0 and i for i ∈ {1, 2, 3}, where ⊕ represents
subtraction modulo 4, respectively.

discussion, respectively. Our reachCAD technique can deduce that for every system

state of the implementation machine either #eat > #done or #eat = #done. This

fact alone shows that error states s3, . . . , s6 are unreachable because the watchdog

component requires #eat < #done to reach these states. For error states s7, . . . , s10,

this fact is not enough so we need to rely on our pairwise analysis to prove them

unreachable. Pairwise analysis can show that the implementation machine can only

reach states where at most two philosophers are eating. Hence, its combination with

reachCAD can show that #eat−#done < 3 holds for all implementation machine states.

The analysis of the watchdog by reachCAD , however, shows that in any of these error

states #eat−#done = 3. This contradiction proves that error states s7, . . . , s10 are

unreachable. This analysis can show that for a similar system with N ≥ 4 philosophers

at most N/2 can be eating simultaneously. �

s0

s1

s2

picksupi,i

picksupi	1,i

putsdowni,i

putsdowni	1,1

s0 s1 s2

s3

s4

s5

s6

s7

s8

s7

s10

eat∗
done0

done1

done2

done3

done∗

eat∗

done∗

eat0
eat1

eat2

eat3

Figure 7.6: LTS of Fork i, where 	 represents subtraction modulo 4, and GLTS Lsp
(with faded additions forming LTS WD(Lsp,SI)), respectively.
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s0 s1 s2

s3

work0 done0

lb0tk0

s0 s1 s2

s3

tk1 work1

done1lb1

Figure 7.7: LTSs of components L0 and L1, respectively.

The next example shows how pairwise analysis and the detection of conservative

token structures can capture a sort of mutual-exclusion property.

Example 7.4. This example relies on a token-based load-balancer implementation

system. A load-balancer component passes a token to one of the worker components

to activate it; the load-balancer does some processing after passing the token and

then goes into an idle state where it waits for the token to be passed back to it.

The activated worker works and then returns the token back to the load-balancer

component. At this point, the balancer can choose again a worker to activate.

This system is captured by supercombinator machine SI = (〈L0, L1, L2〉,R) with

L0, L1 and L2 defined in Figure 7.7 and 7.8, and R the set of rules that require

components to synchronise on shared events; the rules synchronising events worki and

donei propagate them as the machine event whereas the others trigger a machine-level

s0 s1

s2

s3

lb0
lb1

tk0

tk1

p0

p1

s0

s1

s2

s3

s4

s5

s6

s7

s8

s9

s10

work0

work1

done0

done1

done0

work0
work1

done1

done1
work0

work1
done0

Figure 7.8: LTS of component L2 and GLTS Lsp (with faded additions forming LTS
WD(Lsp,SI)), respectively.
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τ event. An arrow with two labels represents two transitions with the same source

and target states but with different labels. Component L2 is the load-balancer and L0

and L1 are worker components. Events tki are used by L2 to give control (i.e. pass a

token) to component Li and lbi passes the control back from Li to the balancer L2.

Initially process L0 is activated, i.e. has the token. Figure 7.8 presents the normalised

specification GLTS Lsp and the watchdog component WD(Lsp,SI); its error states are

s3, . . . , s10. The refinement expression Lsp vT LI , where LI is the LTS induced by SI ,
captures that components L0 and L1 cannot be active at the same time; a mutual

exclusion property.

A combination of pairwise analysis and conservative-token-structure detection

can show that this refinement expression holds. Predicates reach2 and reachICB can

show that no reachable state of our watchdog machine SWD(Lsp,SI) can include a

watchdog component’s error state. The pairwise analysis captured by reach2 can

show that error states s3, s4, s5, s7, s9, s10 are unreachable. Component L0 requires

the alternation of work0 then done0. By the pairwise analysis of L0 and watchdog

component WD(Lsp,SI), we can show that error states s3, s5 and s10 are unreachable

because no watchdog-component trace that can reach one of these states respect this

alternation. A similar argument, based on the alternation of work1 and done1 ensured

by L1, can be captured by the pairwise analysis of L1 and WD(Lsp,SI), proving

that error states s4, s7 and s9 are unreachable. A combination of pairwise analysis

and reachICB can show that the two error states left, s6 and s8, are unreachable.

Pairwise analysis ensure that these states can only be reached when both L0 and L1

are active, i.e. they both hold a token. We can detect with reachICB , however, that

the implementation machine implements a conservative token mechanisms which has

a single token initially. So, it cannot reach a state where both L0 and L1 hold a token,

and consequently error states s6 and s8 cannot be reached. This analysis can show

that similar systems with N ≥ 3 components respect this property. �

Finally, the fifth example shows how synchronisation analysis (or existential-token-

structure detection) can prove deadlock freedom, formulated as refinement.

Example 7.5 (From [Ros10]). This example relies on a non-fillable ring as the

implementation system. In this message-exchange system, components are arranged

in a ring and each of them can receive messages either from its predecessor or from

its user. If it holds a message, it can pass the message along to the next component

in the ring or output the message to its user. Each component can hold up to two
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s0 s1

s2

s3

s4

s5

s6

ini

ringi
τ

τ

ringi

outi

ringi

ringi⊕1

τ

outi

τ

ringi⊕1

s0 ring∗

in∗

out∗

Figure 7.9: LTS of component Li for i ∈ {0, 1, 2}, where ⊕ represents addition modulo
3, and GLTS Lsp, respectively.

messages at a time and the second message must have come from its predecessor in

the ring and not from its user.

This system is described by machine SI = (〈L0, L1, L2〉,R) with L0, L1 and L2

defined in Figure 7.9 and R the set of rules that require components to synchronise on

shared events. A component receives messages from its predecessor via event ringi, and

from its user via event ini. It can pass a message along to the next component in the

ring via event ringi⊕1, and output the message to its user via outi. The τ transitions

represent an internal (non-deterministic) decision of the component. Figure 7.9 also

presents the normalised specification GLTS Lsp, where Acc(s0) = {{e} | e ∈ ΣI−{τ}}
and ΣI is the alphabet of the LTS induced by SI . Note that the watchdog component

WD(Lsp,SI) has no error state and so it coincides with Lsp. The refinement expression

Lsp vF LI , where LI is the LTS induced by SI , captures deadlock freedom for LI .

Synchronisation analysis can show that this refinement expression holds. Predicates

reachS can show that no reachable state of our watchdog machine SWD(Lsp,SI) can

have all implementation components full, i.e. in their state s6. Our suffix-based

reachability approximation reachS shows that such a state is not reachable by finding

the following inconsistency. To reach it, implementation component Li must have

performed its last event after component i ⊕ 1’s last event. So, by going around

the ring, we can derive a contradiction. A similar argument can be made using the

existential token detection implemented in reachIEB . This analysis can show that this

refinement expression holds for similar systems with N ≥ 3 components. �

These examples demonstrate that our approximations are capable of proving

that some common and far-from-trivial refinement expressions hold. They also show
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how our approximations can leverage invariants maintained by common concurrent-

systems interaction mechanisms to prove them. We have shown how pairwise analysis,

synchronisation analysis, and token-structure detection can capture resource-allocation,

token-based and counting mechanisms. These examples also hint to the fact that

pairwise analysis plays quite an important role in analysing the possible interactions

between implementation components and the watchdog component.

Nevertheless, our framework cannot handle systems that cannot be tightly approx-

imate by our reachability tests. For instance, generally showing that a concurrent

system does not allow message overtaking is beyond the capability of our framework.

This sort of invariant is particularly important when proving, for example, that a

system behaves as a buffer. Moreover, the use of our token-structure-detection tech-

niques also makes our framework unpredictable in the sense that we might not be able

to anticipate which token invariant will be captured.

Despite handling a different class of properties, which might involve path-based

analysis, RefinementChecking’s candidate-detection problems are roughly as complex

as their counterparts for global static properties. Their NP -hardness also justifies our

use of SAT/SMT solving.

Theorem 7.11. Given a supercombinator machine SI and a normalised GLTS Lsp,

the problem of deciding whether the watchdog machine SWD(Lsp,SI) has a system

state satisfying t candidateSAT is NP-complete. The same holds for detecting a state

satisfying sf candidateSAT . If we consider t candidateSMT and sf candidateSMT , both

these problems are NP-hard.

Proof. Given supercombinator machine SI and normalised GLTS Lsp, we prove the

following results.

Firstly, we show that the problem of detecting a t candidateSAT state for the

watchdog machine SWD(Lsp,SI) (i) belongs to NP and (ii) is NP -hard.

(i) We prove this claim by showing that for a fixed system state s, t candidateSAT (s)

can be decided in polynomial time. bad trace(s) can be trivially checked in

polynomial time by examining whether s includes an error state of the watchdog

component. Since each reachability-approximating predicate forming reachSAT

can be checked in polynomial time (see Lemmas 3.9, 4.16, 4.12, 4.8, and Theo-

rem 5.17), their conjunction can also be checked in polynomial time.

(ii) To demonstrate this claim, we present a polynomial-time reduction from the

CNF-SAT problem to the problem of detecting whether the watchdog machine
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SWD(Lsp,SI) has a state s such that bad trace(s) and reach(s) hold, where

reach is a predicate that over-approximates reachability at least as precisely as

reach2. Note that reachSAT meets this requirement.

Let F be a CNF boolean formula with m boolean variables x1, . . . , xm and n

clauses F1, . . . ,Fn, where clause Fi has ni literals Fi,1, . . . ,Fi,ni
. We assume

without loss of generality that this formula has at least one clause and that all

variables are present in some clause of the formula. Our reduction relies on the

following triple-disjoint supercombinator machine.

S ′ = (〈F1, . . . , Fn, X1, . . . , Xm, CC〉,R′)

Component Fi captures the satisfiability of clause Fi, component Xi models the

assignment of boolean variable xi, and component CC is meant to perform event

sat if the formula is satisfied. We use literals xj and ¬xj as events that denote

whether variable xi has been assigned to true and false, respectively. So, in

particular, note Fi,j are events. Next, we present the definitions of component

Fi, Xi and CC and their graphical representation in Figures 7.10 and 7.11.

Fi = (S,Σ,∆, ŝ), where:

∗ S = {s0, . . . , sni
}

∗ Σ = {Fi,j | j ∈ {1 . . . ni}} ∪ {sati}

∗ ∆ = {(sj, sati, sj) | j ∈ {1 . . . ni} ∪ {(s0,Fi,j, sj) | j ∈ {1 . . . ni}}

∗ ŝ = s0

Xi = (S,Σ,∆, ŝ), where:

∗ S = {s0, s1, s2}

∗ Σ = {τ, xi,¬xi}

∗ ∆ = {(s0, τ, s1), (s0, τ, s2), (s1, xi, s1), (s2,¬xi, s2)}

∗ ŝ = s0

CC = (S,Σ,∆, ŝ), where:

∗ S = {s0, . . . , sn+1}

∗ Σ = {sati | i ∈ {1 . . . n}} ∪ {sat}

∗ ∆ = {(si−1, sati, si) | i ∈ {1 . . . n}} ∪ {(sn, sat, sn+1)}

∗ ŝ = s0
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τ
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Figure 7.10: LTSs Fi and Xi respectively.

The rules we propose allow each clause component to synchronise with the

variable components capturing variables that participate on this clause. Moreover,

they allow clause components Fi to synchronise on sati with CC, and CC to

perform sat by itself. All rules trigger a machine-level τ event except for the rule

that allows CC to perform sat, which propagates the machine-level sat event.

We use Fi = i, Xi,j = n+mi,j and CC = n+m+ 1 to conveniently denote the

positions of components in the event tuple, where mi,j denotes the index of the

boolean variable in literal Fi,j, so if Fi,j = xk or Fi,j = ¬xk then mi,j = k.

R′ = {([CC, sat], sat)} ∪ {([(Fi, sati), (CC, sati)], τ) | i ∈ {1 . . . n}}
∪{([n+ k, τ ], τ) | k ∈ {1 . . .m}}
∪

⋃
i∈{1...n}

{([(Fi,Fi,j), (Xi,j,Fi,j)], τ) | j ∈ {1 . . . ni}}

In our machine, component Fi can reach a state looping on event sati if it

has been satisfied given the current assignment captured by components Xi.

Component CC reaches state sn+1 and performs sat if all the clauses have been

satisfied by the current assignment, i.e. the formula has been satisfied.

To show that this reduction is valid we show that (a) the watchdog machine

SWD(Lsp,S ′), where Lsp is described in Figure 7.11, can be constructed in

polynomial time and that (b) the original formula has a satisfying assignment iff

we can detect a state s that satisfies bad trace(s) ∧ reach(s) for the watchdog

machine. Note reach(s) is a predicate that over-approximates reachability,

i.e. reachable(s)⇒ reach(s), and it does so at least as precisely as reach2(s),

namely, reach(s)⇒ reach2(s) for this watchdog machine.

s0 . . . sn−1 sn sn+1
sat1 satn sat s0 s1

sat

Figure 7.11: LTS CC and GLTS Lsp (with faded additions forming LTS WD(Lsp,SI)),
respectively.
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(a) We can deduce from our definitions that S ′, and consequently SWD(Lsp,S ′),
can be constructed in polynomial time on the size of boolean formula F .

(b) If F has a satisfying assignment then there exists a state s that satisfies

bad trace(s) ∧ reach2(s) for the watchdog machine. We use the satisfying

assignment to reach such a state. We can make the machine transition to

a state where variable components Xi capture this satisfying assignment.

From this state, we can make each component Fi transition to a state

performing sati. Then, CC transition to sn at which point it can synchronise

on sat with the watchdog component WD(Lsp,S ′) to reach sn+1, making

the watchdog component reach s1. Thus, this machine state is reachable,

so reach(s) holds, and satisfies bad trace(s).

If there exists a state s that satisfies bad trace(s) ∧ reach(s) for the

watchdog machine then F has a satisfying assignment. We show that

the assignment captured by components Xi in this machine state must

satisfy F . Since reach(s)⇒ reach2(s), we can use pairwise reachability to

construct the following argument. If bad trace(s) holds, CC must be in

state sn+1. So, we know that each component Fi must be in a state where

it can perform sati, and these components can only have reached such

states if one of its literals have been satisfied by the assignment captured

by components Xi.

Secondly, we show that the problem of detecting a sf candidateSAT state for the

watchdog machine SWD(Lsp,SI) (iii) belongs to NP and (iv) is NP -hard.

(iii) We prove this claim by showing that for a fixed system state s, sf candidateSAT (s)

can be decided in polynomial time. In the proof of claim (i) we show that

bad trace(s), and all predicates in reachSAT can be checked in polynomial

time. bad failure(s) can also be checked in polynomial time on the size of the

watchdog machine by examining the refusal sets associate to the state of the

watchdog component in s.

(iv) This claim follows from Collorary 3.20. It states that the problem of detecting

a blocked state using a reachability approximation better than reach2 is NP -

complete. So, we can trivially and polynomially reduce the problem of checking

for a blocked state using reachSAT to checking for a sf candidate. It suffices to

use specification Lsp = ({s0},ΣI , {s0, e, s0 | e ∈ ΣI − {τ}}, s0), where ΣI is the

alphabet of the implementation machine and Acc(s0) = {{e} | e ∈ ΣI − {τ}}.
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The reduction proposed to prove (ii) can be used to show that the problem of

detecting a watchdog machine state that satisfies t candidateSMT is NP -hard, whereas

an argument similar to the one given to prove (iv) can show that the problem of

detecting a sf candidateSMT is NP -hard.

7.2.4 Refinement checking via SAT/SMT solving

We built upon our SAT/SMT-checking approach to create an efficient implementation

for RefinementChecking. We implement our framework using SAT formulas RCtSAT

and RCsfSAT , and SMT formulas RCtSMT and RCsfSMT . While RCtx captures

watchdog machine states that satisfy t candidatex, where x is SAT or SMT , RCsfx

captures sf candidatex states. So, we encode the search for a violation candidate as a

satisfiability problem to be later checked by a SAT/SMT solver. For the remainder

of this section, let SI = (〈L1, . . . , Ln〉,RI) be a supercombinator machine where

Li = (Si,Σi,∆i, ŝi) and ce, ce′ are two of its states, and Lsp = (Ssp,Σsp,∆sp, ŝsp, Accssp)

a normalised specification GLTS. Also, let SWD(Lsp,SI) = (〈L1, . . . , Ln, Lw〉,R) be the

watchdog supercombinator machine under analysis, where Lw = (Sw,Σw,∆w, ŝ, Accssp)

is the watchdog component WD(Lsp,SI) with error states Serror =̂ Sw − Ssp, and

(S,Σ,∆, ŝ) its induced LTS.

RCtx =̂ State ∧ Reachx ∧ BadTrace
RCsfx =̂ State ∧ Reachx ∧ (BadTrace ∨ BadFailure)

We use boolean variables sti,s to represent state s of component i. Our formulas

are constructed so the combination of sti,s variables assigned to true in a satisfying

assignment forms an appropriate candidate. We reuse sub-formula State defined

in Section 3.3.3. To implement ReachSAT and ReachSMT , we reuse the proposi-

tional formulas presented in previous chapters. Reach2 is defined in Section 3.3.3;

ReachD, ReachDAD , ReachD, ReachDAD ReachCAD , ReachS and ReachDAS are defined

in Section 4.3.2; and ReachICB , ReachIEB , ReachIceC and ReachIce
′

EB
are defined in

Section 5.3.2, unlike the other predicates they are calculated with respect to the

implementation machine SI . Each of these formulas ensure that the component states

assigned to true in a satisfying assignment pass the corresponding reachability test.

ReachSAT =̂ Reach2 ∧ ReachR ∧ ReachDAR ∧ ReachS
∧ ReachDAS ∧ ReachICB ∧ ReachIEB

ReachSMT =̂ Reach2 ∧ ReachD ∧ ReachDAD ∧ ReachCAD
∧ ReachS ∧ ReachDAS ∧ ReachIceC ∧ ReachIce

′
EB
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The sub-formula BadTrace captures whether the predicate bad traces holds for

the watchdog machine state currently assigned to true.

BadTrace =̂
∨

s∈Serror

stw,s

To encode stable-failures refinement, we need to capture the predicate bad failures

and, consequently, the events that are offered by the implementation. The variable V i
e

captures that component i is in a state in which it can perform e.

V i
e ⇔

∨
(s,e′,s′)∈∆i∧e′=e

sti,s

Then, we capture that rule r = ((e1, . . . , en), a) ∈ RI can be applied by variable

Vr. This variable holds whenever the implementation machine is in a state where

its components can perform the event required by r. Note that we encode the

implementation rules and not the watchdog machine ones.

Vr ⇔
∧

i∈{1...n}∧ei 6=−
V i
ei

Variable Va holds for states in which the implementation can perform a rule

triggering event a. rev denotes the system event performed by rule r.

Va ⇔
∨

r∈R∧rev=a

Vr

For a minimal acceptance Acc ∈ P(Σw), we use variable VAcc to capture that, for

the state currently assigned to true, the implementation cannot agree to Acc, namely,

it refuses an event that is in Acc, or formally, Acc 6⊆ initialsLI
where initialsLI

gives

the initials of the implementation for the state currently assigned to true.

VAcc ⇔
∨

a∈Acc
¬Va

For each sw ∈ Sw, we add a constraint that makes the variable Vaccs capture that

a minimal-acceptances violation has occurred provided the watchdog component is in

state sw. If the watchdog machine is in state (s1, . . . , sn, sw), such a violation occurs

when the implementation cannot agree to any Acc ∈ Accsw(sw).

stw,sw ⇒ (Vaccs ⇔
∧

Acc∈Accsw(sw)

VAcc)

The predicate bad failure can be, then, captured by constraint BadFailure. It

holds whenever a stable state (that is, one for which ¬Vτ holds) produces a minimal-

acceptances violation.
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BadFailure =̂ ¬Vτ ∧ Vaccs

RCtx and RCsfx capture candidate violations for our watchdog system. So, if

one of these formulas is unsatisfiable, the watchdog supercombinator machine is free

of candidates and, therefore, the corresponding refinement expression must hold.

Otherwise, the solver returns an appropriate candidate violation.

7.2.5 Practical evaluation

We extended our ApprOx tool to implement RefinementChecking using the proposed

SAT and SMT encodings. It relies on the same incremental solving process used to

implement StaticProperty in Section 6.3.3. We extend FDR4’s input language so

one can annotate a refinement assertion with :[ApprOx]. For a specification process

SPEC and system SYSTEM, the following two assertions are checked using ApprOx with

encodings RCtSAT and RCsfSAT , respectively. To use the RCtSMT and RCsfSMT

encodings instead, one can use :[ApprOx [smt]]. ApprOx and the models used in

this section are available at [AGRR18].

assert SPEC [T= SYSTEM :[ApprOx]

assert SPEC [F= SYSTEM :[ApprOx]

We analyse how our framework fares in checking traces and stable-failures re-

finement when compared to FDR4’s explicit-exploration refinement-checking engine

(FDR4) and its combination with partial order reduction (FDRp) or compression

techniques (FDRc). Our analyses were conducted on a dedicated machine with a

quad-core Intel Core i5-4300U CPU @ 1.90GHz, and 8GB of RAM.

7.2.5.1 Traces refinement checking

In our first experiment, we analyse traces refinement expressions. For presentation

purposes, we split our results into two tables. Table 7.1 presents the results of analysing

the following triple-disjoint concurrent systems: a memory system (Mem), a client-

server system (CS), a resource-allocation system (Res), and a routing-chain system

(Rout and Rout2). We check a variety of properties using refinement expressions. These

properties are informally described as follows. For Mem, we check the value read from

address 0 is the last one written to it. For CS, we make sure that Client 0 alternates

requests and responses. For Res, we ensure that User 0 acquires resources respecting

their index order. In Rout, we check that a token rotates between components in a

particular subsystem of this system, whereas in Rout2, we check that this subsystem

behaves as a 1-place buffer.
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Approximate Exact
N ApprOx AppOxSMT FDR FDRc FDRp

Mem

50 0.26 0.11 * 0.31 0.16
100 0.11 0.11 * 0.62 0.62
200 0.16 0.16 * 1.32 *
300 0.27 0.21 * 2.22 *

CS

10 0.21 0.97 * + 0.31
20 1.87 19.45 * + 5.32
30 11.34 114.99 * + 21.81
40 58.58 * * + *

Res

40 0.36 0.37 * 1.02 30.46
60 0.26 0.51 * 2.67 131.14
80 0.37 0.92 * 6.28 *
100 0.67 1.42 * 13.84 *

Rout

40 1.47 1.77 * 48.21 *
60 3.12 3.57 * 219.89 *
80 6.18 6.88 * * *
100 12.54 12.94 * * *

Rout2

40 2.52 2.27 * 48.16 *
60 4.78 4.12 * 216.68 *
80 8.74 7.43 * * *
100 15.65 13.84 * * *

Table 7.1: Results for traces refinement checking. N is a parameter that is used to
alter the size of the system. We measure in seconds the time taken to verify systems.
* means that the method took longer than 300 seconds, or an error, such as running
out of memory, occurred. - means that the method is unable to prove the refinement
expression being tested. + means that no efficient compression technique could be
found.

Table 7.2 presents the results of analysing the following triple-disjoint concurrent

systems: system of lifts (Lift and Lift2), the asymmetric solution to the dining

philosophers (Phil and Phil2), a non-fillable ring system (Ring), and a version of

Milner’s scheduler (Rot). We check the following properties for these systems. For

Lift, we check that Lift 0 works by opening its doors in a floor and closing it at the

same floor. For Lift2, we check that a Floor 0 works by letting a lift at a time open

and close its doors when at this floor. For Phil, we test that at most N/2 philosophers

can be eating at the same time, whereas in Phil2, we check that Philosophers 0 and 1

cannot be eating at the same time. For Ring, we verify that all nodes cannot be full

at the same time. Finally, in Rot, we check that a token rotates amongst components

in this system.

For these refinement expressions, unlike complete/exact methods, our frameworks
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Approximate Exact
N ApprOx AppOxSMT FDR FDRc FDRp

Lift

10 0.27 0.46 4.52 + 0.11
20 0.46 7.58 * + *
30 1.12 84.28 * + *
40 2.62 * * + *

Lift2

10 0.11 0.16 4.22 + 6.17
20 0.32 0.82 * + *
30 0.52 1.17 * + *
40 0.77 1.72 * + *

Phil

10 - 0.21 * 0.21 *
15 - 0.31 * 0.66 *
20 - 2.17 * 6.78 *
25 - 21.36 * 112.49 *

Phil2

20 0.11 0.12 * 0.31 *
40 0.16 0.16 * 0.97 *
60 0.17 0.21 * 2.42 185.94
80 0.26 0.31 * 5.88 34.16

Ring

25 - * * * *
50 - 7.98 * * *
75 - 11.71 * * *
100 - 33.28 * * *

Rot

20 0.31 7.63 40.08 14.74 0.11
40 0.92 * * * 0.16
60 10.53 * * * 0.26
80 262.04 * * * *

Table 7.2: Results for traces refinement checking. N is a parameter that is used to
alter the size of the system. We measure in seconds the time taken to verify systems.
* means that the method took longer than 300 seconds, or an error, such as running
out of memory, occurred. - means that the method is unable to prove the refinement
expression being tested. + means that no efficient compression technique could be
found.

scale reasonably well, which seems to indicate its ability to cope with the state-space

explosion problem. The SMT version of our framework appears to be generally less

scalable than its SAT counterpart. Moreover, we have an anomalous behaviour of

the SMT solver for Ring when N = 25. The solver seems to get stuck in a part of

the search space that is not essential in showing unsatisfiability for this instance’s

generated formula. Some changes in parameters can make this instance be solved in a

matter of seconds. These changes, however, hinder the performance of the solver for

most of the other examples.
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7.2.5.2 Stable-failures refinement checking

In our second experiment, we analyse stable-failures refinement expressions. For

presentation purposes, we split our results into two tables. Table 7.3 presents the

results for the analysis of the same systems analysed in Table 7.1. We check the

following properties for them. For Mem, we check that any value can be written to

any address at any time. For CS, we make sure that a response is offered to Client 0,

after it has issued a request. For Res, we ensure the system is deadlock free. In Rout,

we check that token-passing events are offered in a way that allows the token to rotate

amongst components in a particular subsystem of this system, whereas in Rout2, we

check that this subsystem behaves, in terms of stable failures, as a 1-place buffer.

Approximate Exact
N ApprOx AppOxSMT FDR FDRc FDRp

Mem

50 0.11 0.11 * 0.42 *
100 0.16 0.16 * 1.02 *
200 0.27 0.26 * 3.47 *
300 0.52 0.36 * 7.63 *

CS

10 0.42 1.67 * + *
20 7.03 33.18 * + *
30 49.16 173.29 * + *
40 203.24 * * + *

Res

40 1.12 230.37 * 4.22 *
60 4.07 * * 13.79 *
80 15.94 * * 38.69 *
100 52.12 * * 94.39 *

Rout

40 2.47 3.57 * 48.21 *
60 4.78 7.18 * 219.48 *
80 8.79 12.89 * * *
100 15.85 21.71 * * *

Rout2

40 2.52 4.02 * 48.51 *
60 4.83 7.73 * 219.09 *
80 8.69 14.14 * * *
100 16.05 23.21 * * *

Table 7.3: Results for stable-failures refinement checking. N is a parameter that is
used to alter the size of the system. We measure in seconds the time taken to verify
systems. * means that the method took longer than 300 seconds, or an error, such as
running out of memory, occurred. - means that the method is unable to prove the
refinement expression being tested. + means that no efficient compression technique
could be found.

Table 7.4 presents the results of analysing the same triple-disjoint systems analysed
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in Table 7.2 except that we analyse the butler solution to the dining philosophers

(But) instead of the asymmetric solution (Phil and Phil2). We check the following

properties for these systems. For Lift, if Lift 0 open its door at a floor it must be able

to close it at the same floor. For Lift2, after opening the its door for a lift, Floor 0

must be able to close it. For But, we check that at least one philosopher must be

waiting to sit at the table at all times. For Ring, we check deadlock freedom. Finally,

in Rot, we ensure that token-passing events are offered in a way that a token rotates

amongst components in this system.

Approximate Exact
N ApprOx AppOxSMT FDR FDRc FDRp

Lift

10 0.52 2.42 8.08 + 43.08
20 3.97 42.90 * + *
30 12.44 * * + *
40 29.62 * * + *

Lift2

10 0.21 0.77 6.58 + 35.97
20 2.37 20.01 * + *
30 5.02 57.17 * + *
40 8.73 70.15 * + *

But

20 - 2.37 * + *
30 - 12.29 * + *
40 - 50.01 * + *
50 - 157.98 * + *

Ring

100 0.62 53.77 * 0.77 *
200 1.17 * * 1.82 *
300 2.32 * * 3.37 *
400 3.97 * * 5.47 *

Rot

20 0.16 5.72 42.04 18.20 0.61
40 1.47 * * * 52.99
60 14.84 * * * *
80 271.65 * * * *

Table 7.4: Results for stable-failures refinement checking. N is a parameter that is
used to alter the size of the system. We measure in seconds the time taken to verify
systems. * means that the method took longer than 300 seconds, or an error, such as
running out of memory, occurred. - means that the method is unable to prove the
refinement expression being tested. + means that no efficient compression technique
could be found.

Unlike complete/exact methods, our frameworks scale reasonably well for these

examples. This indicates its ability to cope with the state-space explosion problem.

We point out that the normalisation process for the stable-failures property of CS is

rather demanding, which considerably contributes to the rather poor scalability in
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checking this example. The lack of scalability of our SMT-based approach for some of

our examples seems to suggest that a better SMT refinement-checking encoding could

be achieved. This conclusion is particularly apparent for Ring. Checking deadlock

freedom for this example via a static property is substantially more scalable than

checking its refinement-based counterpart.

Our results seem to suggest that replacing exact reachability by our approximations

creates an useful refinement-checking framework in the sense it can reasonably quickly

check non-trivial refinement expressions. Note, for many of these examples, our

approach appears to be the only fully automatic alternative that can tackle them in a

reasonable amount of time.

7.3 Conclusion

This chapter extends our investigation of approximate frameworks to the verification

of CSP’s traces and stable-failures refinement expressions.

We propose a watchdog-based framework that, broadly speaking, translates check-

ing a refinement assertion into the verification of a static property. We adapt a

known watchdog construction [GMR+03] to take the best our of our reachability

approximations. Building on our previous frameworks, we detect candidate violations

using SAT and SMT solving. Our experiments’ results seem to show that, by using

approximations, we were able to harness the expected power of SAT/SMT-based

exploration, which appears to considerably tame the state-space explosion problem.

They also seem to suggest that a better encoding for our SMT-based approach could

be devised. To the best of our knowledge, this framework is the first approximate

approach to check CSP’s traces and stable-failures refinement expressions.

In [POR12], a precise framework using SAT-based exploration to check traces

refinement is proposed. It combines a watchdog approach with SAT-based bounded

model checking and k-induction to precisely look for traces violations. For instances

without violations, namely, for which traces refinement holds, this framework does not

scale. According to the framework’s authors, it is, indeed, considerably less efficient

than using simple explicit state-space exploration. This inability also supports our

claim that our approximations are a key factor in unlocking the power of this sort of

symbolic exploration.

Our framework’s efficiency comes, however, at the cost of imprecision. It can only

show that some refinement expressions hold, and we are entirely unable to show that a

refinement expression does not hold. Moreover, even though we are able to guarantee
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a number of properties for some interesting systems, there are still some technical

challenges in reaching a fully fledged approximate framework for refinement checking.

A few interesting properties are still out of reach for our framework. For instance,

generally showing that a concurrent system does not allow message overtaking is

beyond the capability of our framework. We intend to overcome this challenge by

adding other approximation techniques that would capture further invariants. Another

challenge is to better incorporate the structure of a refinement expression in our

framework. Currently, the specification is treated as just another component. To

improve our framework, however, we believe that the specification should have a

special role and, consequently, a more specialised analysis.

We do not anticipate the possibility of extending our framework to check CSP’s

failures-divergences refinement. The reason is that liveness/progress properties do not

seem to fit well with the kind of reachability approximations we use, and analysing

divergence is a necessary requirement for checking this type of refinement. To capture

such properties, we would probably need to use again a watchdog-based approach but,

in this case, we believe that the complexity of the required watchdog would severely

hinder the sort of reachability analysis we propose. A few approximate frameworks

have been proposed to check liveness properties [OPRW13, FOSC16] but they use

rather different types of analysis.
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Chapter 8

Conclusion

This thesis has proposed a variety of frameworks and techniques to verify concurrent

systems using reachability over-approximations. We have created a number of tech-

niques to approximate reachability that draws inspiration from some core ideas used

in the analysis of concurrent systems. Moreover, we have investigated the frameworks

that arise from replacing exact reachability by our approximations. These frame-

works look for a candidate violation that passes some test/predicate approximating

reachability. They intentionally sacrifice completeness to gain efficiency. Their use

of reachability over-approximations means that they are sound – if no candidate

violations are found, no violations exist – but incomplete: if a candidate violation

is found, we do not know whether it is reachable. This incompleteness is acceptable

as long as testing that a state lies in this approximation is generally quicker than

checking exact reachability. So, unlike traditional precise methods to combat the

state-space explosion, approximate frameworks tend to efficiently check most systems

and properties, albeit, in some cases, imprecisely. Our techniques could be used in the

system-development cycle in conjunction with techniques for under-approximating the

system’s state space. They could be part of an iterative development process where

under-approximations would find bugs, leading to the re-designing of the system, up

until the point our over-approximations prove that the desired property holds.

In Chapter 3, we looked at the first core idea we were inspired by: local analysis.

Sometimes a property can be established by examining small parts of the system. In

these cases, verification frameworks could immensely benefit from analysing these

small parts as opposed to the entire system. Guided by this idea, we have proposed a

notion of subsystem reachability; it estimates the states a system can reach by looking

at the states some subsystem can reach. This notion provides a way to capture and

implement local analysis. As picking which subsystems should be used to approximate

the state space of a system might be a daunting task, we have proposed the notion
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of k-reachability. It combines subsystem reachability for a set of (up-to-)k-sized

subsystems. Thus, by picking a k ≥ 2, one has a reachability approximation that can

readily power a verification framework.

In the same chapter, we proposed Pair: a framework that uses 2-reachability, i.e.

pairwise analysis, to check deadlock freedom. It looks for a Pair candidate deadlock,

namely, a blocked state that passes our 2-reachability test. Our analysis of Pair

has shown it can check deadlock freedom for some well-behaved resource-allocation

and client-server systems. Moreover, we have demonstrated that Pair is provably

more precise than local-analysis-based methods that check for the absence of cycles

of ungranted requests. Pair can, in particular, handle some non-hereditary deadlock

free systems, while cycle-based methods are completely ineffective in tackling such

systems. We implemented the Pair framework in our DeadlOx tool. Our practical

evaluation of this implementation suggests it is fairly scalable.

Pair is unable, however, to show deadlock freedom when it depends on some

invariants of triples or larger combinations of components. Generally, a framework using

k-reachability cannot prove properties that depend on some invariant of subsystems

involving more than k components. To alleviate this problem, we have proposed the

PairPicking strategy. It allows the user to hand-pick some subsystems (i.e. triple or

larger combinations of components) that are analysed in order to improve the precision

of Pair. Global system invariants, however, cannot be efficiently captured by any of

these techniques. This shortcoming is inherent to the pure use of local analysis.

We have improved on local analysis by proposing some techniques to capture

global system invariants. In Chapter 4, we looked at the second core idea that

inspired this thesis: synchronisation analysis, and the way it combines component

invariants to capture global system invariants. We have proposed techniques that

use component-synchronisation-analysis frameworks to compute component-state

invariants, i.e. summaries of the behaviour leading a component to one of its states.

Then, these summaries are used to detect whether components can consistently

cooperate to reach a system state; if they cannot, our techniques deem this system

state unreachable. While one approach tries to check whether components can

consistently agree on the number of interactions they need to perform to reach a state,

the other tries to establish whether components can agree on the order in which they

cooperate.

Building on Pair, this chapter also proposed PairStatic: a framework that combines

our pairwise-analysis and these two global-analysis techniques to check deadlock

freedom. We show that, as intended, this framework improves on Pair as it can
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capture and use some global system invariants to prove deadlock freedom. We also

show that PairStatic can show deadlock free systems that are beyond the capabilities

of similar approximative frameworks combining local and global analysis techniques.

We extended DeadlOx to implement our PairStatic approach. The practical evaluation

of this implementation suggests that PairStatic is generally more precise than similar

frameworks. Furthermore, it also hints at the versatility of our component-state

invariants. They can capture a variety of common mechanisms used by systems to

avoid blocked states. For instance, PairStatic can show deadlock freedom for some

well-behaved systolic-array-like, non-fillable, counting-based and token-based systems.

The global-analysis techniques embedded in PairStatic, however, can only inciden-

tally capture token-based mechanisms; they can only capture some conservative token

mechanisms for which the routes that tokens take around the system are somewhat

predictable. Nevertheless, since token mechanisms are so ubiquitous in the context

of concurrent systems, we decided to investigate techniques to better capture these

mechanisms.

In Chapter 5, we looked at the third core idea that inspired our work: token

invariants. This chapter introduces two techniques to capture token invariants. These

techniques detect whether a system implements a token structure, no matter how

unpredictable token routes might be. So, they try to consistently assign to each

component state the number of tokens the component might hold at that point.

While one technique detects conservative token structures, where the interaction of

components can cause tokens to be exchanged but not destroyed or created, the

other detects existential structures, where tokens can be created and destroyed but

not completely annihilated from the system. A token structure naturally leads to a

token invariant that can be used as a reachability approximation. For instance, in

the conservative case, we can count how many tokens are held by components in the

initial state and, because tokens are conserved, this number must remain the same for

every reachable state. Therefore, system states for which the sum of tokens does not

add up to this initial value have to be unreachable.

In this chapter, we also extended Pair to accommodate these token-structures-

detecting techniques. This combination gave rise to the PairToken framework. Unlike

PairStatic, this framework can find token structures, if they exist, regardless of how un-

predictable they are. We extended DeadlOx to implement PairToken. Unsurprisingly,

our practical evaluation suggests that this framework fares considerably well in proving

deadlock freedom for systems that implement token mechanisms. It could even detect

some useful token structures for systems that do not obviously implement a token
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mechanism. For instance, we could find token structures for some systolic-array-like

systems that we had not anticipated we would. Our evaluation also showed that

PairToken can show deadlock freedom for some systems implementing non-fillable,

counting-based, and priority-based mechanisms amongst others. Generally, our analy-

sis seems to suggest that while generally less precise than PairStatic, PairToken is

more accurate in proving deadlock freedom for systems implementing mechanisms

that can be naturally captured by token structures.

Table 8.1 lists (in an index-like format) all the reachability approximations that

we propose in these chapters. We present the predicates, their respective SAT/SMT

constraints, one-sentence descriptions, and whether these predicates and constraints

require triple disjointness. Note that even though the techniques behind reach2,

reachS, reachR and reachD (and the abstract versions of these three predicates) do not

require triple disjointness, the implementation of Pair and PairStatic do require input

systems to be triple disjoint; these implementations rely on the Blocked constraint

which does require triple disjointness. Our approximations try to capture flexible

invariants/abstractions that are implemented by common interaction mechanisms.

This flexibility means that with a few types of invariants we can capture a variety

of mechanisms. We do not intend to capture all mechanisms but a relevant class of

commonly used ones; so our frameworks can verify systems implementing a combination

of such mechanisms.

The success of our approximate frameworks for deadlock-freedom verification

motivated us to investigate which other properties could be effectively checked by

frameworks using approximations instead of exact reachability. Since our approxima-

tions are in no way moulded to the analysis of deadlocks, they can be soundly used to

check other properties. Still, we have to make sure that the verification frameworks

they give rise to are efficient and reasonably precise.

In Chapter 6, we have investigated the use of our approximations in checking

static properties. A static property is described in terms of the immediate behaviour

of the system; a violating system state is specified by a combination of events it

offers/refuses. These properties ensure no such violating state exists. They naturally

fit into the kind of framework we propose because detecting violations can be simply

encoded into a constraint on individual system states. We propose two types of static

properties: global ones, which are analysed based on the overall behaviour of a system,

and local ones, which are analysed based on the behaviour of subsystems of a system.

Note that checking local properties involves the analysis of all (exponentially many)

subsystems of a system. So, traditional verification frameworks are utterly ineffective
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Predicate Constraint Description TD

reach2 (Def.3.7, p.57) Reach2 (Sec.3.3.3, p.70)

Local-analysis technique that
combine pairwise reachability
analyses for the components
of systems.

No.

reachS (Def.4.5, p.94) ReachS (Sec.4.3.2, p.118)

Synchronisation-analysis tech-
nique that uses suffixes to
check if components can agree
on an order in which they par-
ticipate on system rules.

No.

reachR (Def.4.10, p.100) ReachR (Sec.4.3.2, p.118)

Synchronisation-analysis tech-
nique that analyses whether
components can cooperate to
reach a state by using relations
between the number of times
that components participate
on system rules.

No.

reachD (Def.4.13, p.102) ReachD (Sec.4.3.2, p.118)

Synchronisation-analysis tech-
nique which uses suffixes to
check if components can agree
on an order in which they par-
ticipate on system rules.

No.

reachDAS (Sec.4.2.3.1, p.105) ReachDAS (Sec.4.3.2, p.118)
The technique of reachS com-
bined with data abstraction.

No.

reachDAR (Sec.4.2.3.1, p.105) ReachDAR (Sec.4.3.2, p.118)
The technique of reachR com-
bined with data abstraction.

No.

reachDAD (Sec.4.2.3.1, p.105) ReachDAD (Sec.4.3.2, p.118)
The technique of reachD com-
bined with data abstraction.

No.

reachCAD (Sec.4.2.3.2, p.108) ReachCAD (Sec.4.3.2, p.118)
The technique of reachD com-
bined with component-specific
abstraction.

No.

reachCB (Def.5.4, p.136) ReachCB (Sec.5.3.2, p.156)
Token-detection technique
that generates a conservative
token invariant.

Yes.

reachEB (Def.5.6, p.139) ReachEB (Sec.5.3.2, p.156)
Token-detection technique
that generates an existential
token invariant.

Yes.

reachceC (Def.5.9, p.143) ReachceCB
(Sec.5.3.2, p.156)

Counter-example-guided
token-detection technique
that generates a conservative
token invariant.

Yes.

reachce
′

EB
(Def.5.13, p.145) Reachce

′
EB

(Sec.5.3.2, p.156)

Counter-example-guided
token-detection technique
that generates an existential
token invariant.

Yes.

Table 8.1: Summary of approximations and corresponding SAT/SMT constraints.
The TD column depicts whether the predicate/constraint requires triple disjointness.
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in handling such properties. Finally, we point out that many common properties can

be naturally framed as static properties. For instance, ensuring deadlock freedom,

mutual exclusion, or, generally, that some marked error state cannot be reached are

common examples of static properties.

In this chapter, we have also proposed StaticProperty: a framework that combines

our approximations to check static properties. We demonstrate that this framework can

verify such properties for non-trivial systems. This chapter introduces a few examples

of static properties that can be checked thanks to the ability of our approximations

in capturing, among others, counting-based, token-based, resource-allocation-based

system mechanisms. We implemented this framework in our ApprOx tool. Our

practical evaluation suggests that many state-based properties can be conveniently

formulated using our notation and effectively checked by ApprOx. This evaluation also

attests the versatility of our approximations in capturing different sorts of mechanisms

implemented by systems to avoid bad states. It also seems to show that, despite

requiring the analysis of exponentially many subsystems, local static properties can

be efficiently tackled thanks to the power of solvers in handling the sort of existential

quantification these properties are based upon.

Static properties naturally capture state-based properties but they are unable to

simply capture path-based behavioural properties. They fail to simply capture, for

instance, that a state/event must happen after some other state/event. To overcome

this issue, we decided to investigate whether/how our approximations could be used

for refinement checking.

In Chapter 7, we proposed RefinementChecking: a framework that combines

our approximations to check CSP’s traces and failures refinement expressions. This

framework adapts a watchdog-based approach to turn checking a refinement expression

into verifying an equivalent static property. This chapter has also illustrated how

the combination of our approximations can capture system invariants that are strong

enough to prove some non-trivial refinement expressions. Also, we extended ApprOx

to implement this framework. This implementation’s practical evaluation attests

the flexibility of our invariants in capturing a variety of mechanisms commonly

implemented by concurrent systems to avoid undesired states. Our analysis seems to

suggest that our pairwise-analysis approximation plays a particularly important role

in tightly capturing these path-based properties.

These frameworks and techniques do not represent by any means a definite solution

to the state-space explosion problem. Nevertheless, they do represent a new set

of robust tools to be used against it. Traditional imprecise frameworks normally
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approximate a property by some condition that can be checked in polynomial time.

Our frameworks, however, are based around NP -hard candidate-detection problems.

This result can be interpreted as highlighting the fact that we tackle a different class

of systems and properties if compared to traditional approximate frameworks. Our

approaches seem to be generally more precise than traditional approximate methods,

while faring similarly in terms of verification time. So, we believe they provide a better

compromise between speed and precision. Also, since they are consistently faster than

exact verification methods, they could be used as a preliminary step in showing that a

system preserves some desired property. To the best of our knowledge, in the setting

of message-passing concurrent systems, our work seems to be the only one that use

approximations to verify such a general class of properties.

The NP -hardness of these problems implies that there is no known polynomial-time

algorithm that can power our verification frameworks. That said, we have built upon

the efficiency of modern SAT and SMT solvers in tackling this kind of problems to

create effective implementations for our frameworks. DeadlOx and ApprOx seem

to benefit from the synergy between the compact encodings we propose and the

heuristic search implemented by these solvers. This claim is corroborated by the

results that we obtain from evaluating them in practice. Many conditions that are

not known to be generally checkable in polynomial time can be efficiently decided

by our implementations. This perspective guided and motivated the work presented

in this thesis, and we hope that the success of our work encourages further research

into other relevant classes of approximations that are not necessarily known to be

polynomially checkable but that can be efficiently checked by these solvers.

Table 8.2 lists (in an index-like fashion) all the computational-complexity results

that we prove in this thesis. It presents results for the problems underlying all the

verification frameworks investigated in this thesis. Note that we have not attempted

to prove any results about the exact problem of checking local and global static

properties, this is left as future work.

Another interesting point can be made about our work. There have been some

ineffective attempts at applying symbolic exploration in the analyse of concurrent

systems. Most of them did not manage to unleash the same checking power that

SAT/SMT solvers bring to other domains, such as hardware and software verification.

In this light, our work can be understood as demonstrating that approximations are a

means to harness all the verification power these solvers can offer in the context of

analysing concurrent systems. Thus, the work in this thesis should also encourage
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Deadlock freedom
Framework Complexity result

Exact PSPACE -complete (Thm.2.16, p.27)
Pair NP -complete (Thm.3.18, p.67)

PairStaticR NP -complete (Thm.4.24, p.118)
PairStaticD NP -hard (Thm.4.24, p.118)
PairTokenB NP -complete (Thm.5.17, p.156)

PairTokenceg NP -complete (Thm.5.17, p.156)

Local static property
Framework Complexity result

Exact ?
StaticPropertySAT NP -hard (Thm.6.13, p.181)
StaticPropertySMT NP -hard (Thm.6.13, p.181)

Global static property
Framework Complexity result

Exact ?
StaticPropertySAT NP -complete (Thm.6.13, p.181)
StaticPropertySMT NP -hard (Thm.6.13, p.181)

Traces refinement
Framework Complexity result

Exact PSPACE -complete (Thm.2.19, p.33)
RefinementCheckingSAT NP -complete (Thm.7.11, p.208)
RefinementCheckingSMT NP -hard (Thm.7.11, p.208)

Stable-failures refinement
Framework Complexity result

Exact PSPACE -complete (Thm.2.22, p.35)
RefinementCheckingSAT NP -complete (Thm.7.11, p.208)
RefinementCheckingSMT NP -hard (Thm.7.11, p.208)

Table 8.2: Summary of computational complexity results introduced in this thesis. A
question mark indicates that we do not know (i.e. have not proved) the complexity of
the corresponding problem.
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further investigation into understanding and proposing new ways to harness the

verification power of these solvers.

Finally, we reinforce that the ideas in this thesis are not CSP-specific and should

transfer easily to any formalism where systems are (can be) described as pairwise-

interacting LTSs. DeadlOx/ApprOx uses FDR4 to obtain supercombinator machines

from systems described using CSP, but analogous tools could be created for other

notations by replacing its use of FDR4 to generate such machines.

8.1 Limitations and future work

We have assumed throughout this work that systems are triple-disjoint. Although

many systems naturally fit into this category, many others do not. So, it would

be interesting to lift this requirement to investigate how the sort of approximate

framework we propose fares in analysing non-triple-disjoint systems. It would be

particularly interesting to evaluate whether precision is hindered by this extension.

Many of our definitions can readily tackle non-triple-disjoint systems but some others

need adapting. Notably, our token-detection techniques need to be significantly

adapted to handle such systems.

In this work, we have informally hinted at many classes of systems and properties

that can be successfully tackled by our frameworks. Formally systematising these (and

other) classes would help to guide system designers in building correct systems that

can be efficiently checked by our tools. Along the lines of the work in [Mar96], we could

formalise the system mechanisms that can be captured by our approximations. Given

these precise descriptions, we could then investigate which common static properties

and refinement expressions can be successfully tackled by our frameworks.

In this work, we only tangentially investigated how to best encode our candidate-

violation-detection problems as SAT and SMT problems and also how to best tune

SAT and SMT solvers to tackle them. On the SAT side, we have investigated some

different encodings and parameters to tune our implementation. The use of sorting

networks in Chapter 4 and the configuration of variables polarity in Chapter 5 resulted

from this investigation. On the SMT side, however, we merely relied on linear integer

arithmetic, which is commonly recognised as a theory that is efficiently handled by

SMT solvers, to encode our constraints and no solver tuning was attempted. The

problems of finding good encodings and tuning the solver are very complex in the

SMT domain. To begin with, there are many (combinations of) theories to try out

each of which might lead to different encodings of the same problem. On top of that,
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a SMT solver is in itself a combination of many solvers each of which relies on its own

parameters and peculiarities. So, there are endless possible combinations of encodings

and configurations to evaluate. This future investigation is particularly motivated by

the lack of scalability for some of our encodings. For instance, the slow convergence

of our minimisation procedures in detecting token structures for our SMT encoding

in Chapter 5 suggests that there may be a better way to carry this out. One way to

improve it would be to cast this minimisation problem as an optimisation problem,

which can be tackle by some SMT solvers, as opposed to our iterative procedure. This

lack of scalability is also evidenced in our SMT encoding for RefinementChecking

in Chapter 7. Thus, further work on tuning our SAT and, particularly, our SMT

encodings should be encouraged.

A rather interesting and relevant point that needs investigation is the connection

between our original problems and their SAT/SMT counterparts, and in particular the

interaction between the structure of our SAT/SMT encodings and the heuristics used

by these solvers. This investigation could offer some fundamental explanation/evidence

as to why our problems are efficiently tackled by these solvers. This investigation

could even lead to the creation of a solver specifically designed to tackle the kind of

candidate-violation-detection problem we handle.

Our approximations rely on flexible invariants that can tackle many sorts of

mechanisms implemented by concurrent systems to avoid undesired states. However,

unsurprisingly, there are still mechanisms that cannot be captured by our frameworks.

For instance, generally capturing that a system does not allow message overtaking

is beyond the capability of approximations1. To overcome such issues related to

the inability of our frameworks to capture some mechanism, one can propose new

approximation techniques and tests to finely capture the desired invariant. It should

be pointed out that some practical evaluation must be made as to ensure this addition

does not hinder the efficiency (and, consequently, the entire purpose of giving up

completeness) of the resulting verification framework.

We anticipate that the sort of approximation we use should be fairly ineffective in

tackling progress properties such as proving divergence freedom or that some event

is eventually performed. We believe that the watchdog-like approach required to

translate such a property to a static-like property would be so complex that our

approximations would not be able to properly analyse this watchdog-based system.

1We focused in outlining the systems that our frameworks can tackle and not in investigating
which systems they cannot handle. So, we have only particularly identified this message-overtaking
invariant as a interesting property that cannot be captured by our arsenal of techniques. That said,
there should be other interesting properties our frameworks are unable to capture.
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There might be, however, less obvious ways by which such a translation can be achieved

or by which our approximations could be adapted directly to test such properties. If

such an approach is devised, our approximations could give rise to an useful verification

framework for these properties.

Lastly, we discuss the possibility of investigating under-approximation techniques.

This entire work revolves around techniques for over-approximating reachability that

can power efficient verification frameworks. These frameworks can show the validity of

a property but they are unable to prove that a property has been violated; as discussed,

this incompleteness is the cornerstone of such frameworks. So, they do not provide

undeniable counter-examples witnessing such a violation. Our frameworks merely

present a candidate that might hint at a real violation but it might as well just be an

unreachable state. Hence, an interesting research direction is to investigate whether

the ideas behind our techniques could be used in some form to under-approximate the

state space of a system. These techniques could give rise to approximate frameworks

that could quickly detect true counter-examples.

This thesis investigates the complexity of (verification-related) problems that take

as an input a supercombinator machine instead of a sequential (single-component)

computational device. We revisit some problems that have been long studied in

the context of single-component machine and prove new results in the context of

supercombinator machines. It would be interesting to further study/investigate the

class of decision problems that analyse supercombinator machines and prove further

complexity results about them. For instance, we have not investigated the complexity

of exactly deciding whether a given static property (local or global) holds.
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Mauborgne, Antoine Miné, David Monniaux, and Xavier Rival. A static

analyzer for large safety-critical software. In PLDI 2003, PLDI ’03,

pages 196–207. ACM, 2003.

234



[BCCZ99] Armin Biere, Alessandro Cimatti, Edmund Clarke, and Yunshan Zhu.

Symbolic model checking without bdds. Tools and Algorithms for the

Construction and Analysis of Systems, pages 193–207, 1999.

[BCM+92] Jerry R. Burch, Edmund M. Clarke, Kenneth L. McMillan, David L.

Dill, and L. J. Hwang. Symbolic model checking: 1020 states and beyond.

Inf. Comput., 98(2):142–170, 1992.

[Bel58] Richard Bellman. On a routing problem. Quarterly of Applied Mathe-

matics, 16(1):87–90, 1958.

[BGL+11] Saddek Bensalem, Andreas Griesmayer, Axel Legay, Thanh-Hung

Nguyen, Joseph Sifakis, and Rongjie Yan. D-finder 2: Towards effi-

cient correctness of incremental design. In NFM, pages 453–458, 2011.

[BK08] Christel Baier and Joost-Pieter Katoen. Principles of Model Checking

(Representation and Mind Series). The MIT Press, 2008.

[BK11] Dirk Beyer and M. Erkan Keremoglu. Cpachecker: A tool for configurable

software verification. In Ganesh Gopalakrishnan and Shaz Qadeer,

editors, CAV 2011, pages 184–190, Berlin, Heidelberg, 2011. Springer

Berlin Heidelberg.

[BL99] Saddek Bensalem and Yassine Lakhnech. Automatic Generation of

Invariants. Form. Methods Syst. Des., 15(1):75–92, July 1999.

[BR91] Stephen D. Brookes and A. W. Roscoe. Deadlock analysis in networks

of communicating processes. Distributed Computing, 4:209–230, 1991.

[BT18] Clark Barrett and Cesare Tinelli. Satisfiability modulo theories. In

Handbook of Model Checking, pages 305–343. Springer, 2018.

[CC77] Patrick Cousot and Radhia Cousot. Abstract interpretation: A unified

lattice model for static analysis of programs by construction or approxi-

mation of fixpoints. In Proceedings of the 4th ACM SIGACT-SIGPLAN

Symposium on Principles of Programming Languages, POPL ’77, pages

238–252, 1977.

[CC79] Patrick Cousot and Radhia Cousot. Systematic design of program

analysis frameworks. In Proceedings of the 6th ACM SIGACT-SIGPLAN

235



Symposium on Principles of Programming Languages, POPL ’79, pages

269–282, 1979.

[CCO+05] Sagar Chaki, Edmund Clarke, Joël Ouaknine, Natasha Sharygina, and
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