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Abstra
t. We present PASS, a tool that analyzes 
on
urrent proba-
bilisti
 programs, whi
h map to potentially in�nite Markov de
ision pro-

esses. PASS is based on predi
ate abstra
tion and abstra
tion re�nement
and s
ales to programs far beyond the rea
h of numeri
al methods whi
h
operate on the full state spa
e of the model. The 
omputational engines
we use are SMT solvers to 
ompute �nite abstra
tions, numeri
al meth-
ods to 
ompute probabilities and interpolation as part of abstra
tion
re�nement. PASS has been su

essfully applied to network proto
ols and
serves as a test platform for di�erent re�nement methods.

1 Introdu
ing PASS

Network proto
ols are subje
t to random phenomena like unreliable 
ommuni-


ation and employ randomization as a strategy for 
ollision avoidan
e. Further,

they are often distributed and thus inherently 
on
urrent. To a

ount for both

randomness and 
on
urren
y, Markov de
ision pro
esses (MDPs) are used as

a semanti
 foundation as they feature both non-deterministi
 and probabilisti



hoi
e. Typi
ally one is interested in 
omputing (maximal or minimal) rea
habil-

ity probabilities, e.g., of delivering three messages after ten transmission attempts

(under best-
ase and worst-
ase assumptions 
on
erning the environment).

Probabilisti
 rea
hability is expressible in terms of least �xed points of a sys-

tem of re
ursive equations [1℄ where the unknowns 
orrespond to the probability

of an individual state. For �nite MDPs, probabilisti
 rea
hability 
an be redu
ed

to linear programming [2℄ or solved approximately by value iteration. Current

implementations, e.g., in the popular PRISM model 
he
ker [3℄, use numeri
al

methods like value iteration. However, the infamous state explosion problem is

even more severe than in the qualitative setting. Expli
it-state methods do not

s
ale well in presen
e of expensive numeri
al 
omputations. Symboli
 te
hniques

are often not e�e
tive be
ause the probabilities arising as intermediate results

of 
omputations exhibit little stru
ture or regularity to exploit.
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PASS1 uses the same prin
ipal ma
hinery, but aims at supporting in�nite or

very large models by resorting to 
ounterexample-guided abstra
tion re�nement

(CEGAR): instead of exploring the state spa
e of the model, PASS uses pred-

i
ate abstra
tion to maintain a �nite abstra
t model. Analysis of the abstra
t

model is typi
ally very e�
ient sin
e it has few states. It yields probability inter-

vals that are guaranteed to 
ontain the probabilities in the original model. The

di�eren
e between interval bounds quanti�es the approximation error 
aused by

abstra
tion. The abstra
tion is re�ned until the approximation error is small

enough. Otherwise the abstra
t model provides diagnosti
 information to re�ne

the abstra
tion. The pro
ess is des
ribed in [4, 5℄. A major di�eren
e to 
onven-

tional CEGAR for predi
ate abstra
tion lies in the notion and interpretation of


ounterexamples: 
ounterexamples are Markov 
hains rather than single paths.

Predi
ate abstra
tion for probabilisti
 models [6℄ and suitable re�nement

te
hniques [4℄ premiered in PASS. Pre
eding abstra
tion-re�nement methods in

the probabilisti
 setting like magnifying-lens abstra
tion [7℄ or RAPTURE [8℄

are restri
ted to �nite models, sin
e they lo
ally unfold the state spa
e of the

original model. Our previous version PASS 1.0 has only been able to 
ompute

e�e
tive upper bounds on probabilities rather than probability intervals.

Kwiatkowska et al. pioneered game-based abstra
tions [9℄ whi
h have the

bene�t of providing safe upper and lower bounds. The idea is that the abstra
-

tion distinguishes two kinds of non-determinism: non-determinism present in the

original model and non-determinism that results from abstra
tion. This has been

applied to a sequential C-like language with probabilisti
 
hoi
e but without 
on-


urren
y [10℄. In [11℄, 
on
urrent probabilisti
 programs have been 
onsidered,

but without re�nement and only for �nite models.

To be able to 
ompute probability intervals, we have re
ently enhan
ed the

PASS ma
hinery with notions of game-based abstra
tion [5℄. To this end, we

have introdu
ed a 
oarser game-based abstra
tion, 
alled parallel abstra
tion.

It 
an be e�
iently 
omputed for 
on
urrent probabilisti
 programs and yields

tight probability bounds, as shown by our experimental results [5℄. Beside this

feature, PASS has been improved in terms of robustness, e�
ien
y and usability.

2 Ar
hite
ture

The ar
hite
ture of PASS, depi
ted in Figure 1, revolves around an abstra
tion

re�nement loop.

PASS reads programs in a 
on
urrent, guarded-
ommand language extending

the one of PRISM. The semanti
s of a program is an MDP in whi
h ea
h state

is a valuation of program variables. Initial states are spe
i�ed by an expressions

over program variables. The rest of the des
ription 
onsists of 
ommands. Ea
h


ommand 
omprises a guard and a set of probabilisti
 alternatives. Ea
h alter-

native is asso
iated with a probability and an update formula. If a state ful�lls

the guard of a 
ommand, this state has a probabilisti
 
hoi
e to go to ea
h state

1 The a
ronym stands for Predi
ate Abstra
tion for Sto
hasti
 Systems.
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obtained by the respe
tive update formula. Unlike PRISM, we allow variables

with in�nite range. Probabilisti
 rea
hability properties are spe
i�ed by giving

an expression that de�nes the set of goal states. PASS then 
omputes probability

bounds to rea
h them.
parsermodel property

predicate

abstraction

prob. game

prob.

reachability

predicate

synthesis

Fig. 1. Ar
hite
ture of PASS.

We use the predi
ate abstra
tion

method of [5℄ where probabilisti
 pro-

grams are abstra
ted to sto
hasti


games [12℄. The abstra
tion is im-

plemented using SMT-based enumer-

ation. The abstra
tions of the 
om-

mands are stored in BDDs. Prior to

the quantitative analysis, we perform

a prepro
essing step where we prune

the abstra
t state spa
e to the states

that are both rea
hable from an initial

abstra
t state and 
an rea
h a goal

state. To this end, we employ a BDD-

based forward and ba
kward analysis respe
tively.

The sto
hasti
 game is �rst 
onverted from a symboli
 BDD-based repre-

sentation to a sparse-matrix representation. Then the lower and upper bound

probabilities are 
omputed by value iteration. Value iteration also generates game

strategies, a resolution of non-determinism in the game that witnesses the ob-

tained probabilities. These strategies form the foundation for the notion of an

abstra
t probabilisti
 
ounterexample [4℄, whi
h 
an be used to either refute

properties or provide diagnosti
 information to re�ne the abstra
tion.

PASS supports two di�erent re�nement methods: Probabilisti
 CEGAR [4℄,

whi
h analyzes probabilisti
 
ounterexamples based on the idea of strongest ev-

iden
e [13℄, and the method in [5℄, whi
h splits abstra
t states where 
ertain

strategies in the abstra
t game and the obtained bounds indi
ate a loss of pre-


ision. Both methods have their bene�ts. A 
omparison is given in [5℄.

3 Sele
ted Features

Several new features have not been 
overed in previous publi
ations [6, 4, 5℄.

Improved value iteration s
heme. It is important to use an e�
ient value itera-

tion s
heme sin
e this step has to be repeated after ea
h re�nement step. The

order in whi
h value iteration updates the probabilities at a state has a signif-

i
ant impa
t on the number of iterations. The value of a state depends on its

su

essors. Following the dependen
ies in the evaluation order 
an signi�
antly

speed up value iteration [14℄. PASS now performs value iteration a

ording to a

reversed depth-�rst order starting with the goal states.

Interpolation. PASS uses interpolation to analyze paths of the abstra
t model.

We have written a wrapper to in
lude di�erent interpolation tools with imple-

mented bindings for MathSAT [15℄, CSIsat [16℄ and FOCI [17℄.
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On-the-�y Abstra
tion. To only 
ompute transitions of abstra
t states that are

a
tually rea
hable, PASS 
omputes the abstra
tion layer-wise starting with the

initial states interleaving state exploration with SMT-based abstra
tion. In order

to bene�t from learned 
lauses and avoid a repetitive build up of the SMT

problem, on-the-�y abstra
tion employs in
remental SMT solving a
ross layers.

4 Con
luding remarks

PASS 
onsists of approximately 18.000 lines of C++ 
ode, and has been tested

on a large number of 
ase studies. It is available for Linux with lib
6. A PASS

exe
utable and 
ase studies 
an be downloaded from:

http://depend.cs.uni-sb.de/pass
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