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Abstract

In contrast to most benign applications, malware infects its host system.
It does so via system-wide execution by injecting code into otherwise
benign applications, executing via code-reuse attacks, dynamically gener-
ating code and much more. These unconventional, albeit perfectly valid,
execution paradigms are used for evasion and obfuscation tactics and pose
significant problems to automatic malware analysis environments.

In this thesis, we investigate the problem of system-wide malware exe-
cution. We focus on building general and precise techniques to analyse
malware that execute throughout the entire system. To demonstrate our
techniques, we implement them as part of a malware analysis system called
Minerva. We use Minerva to perform extensive empirical studies based
on synthetic benchmarks that explore corner-case behaviours as well as
real-world malware samples collected from the wild.

The core idea behind our techniques is to analyse system-wide malware
execution with a bottom-up approach. To this end, we develop a funda-
mental technique for capturing the system-wide execution trace of a given
malware sample that is independent of the techniques malware use to
propagate through the system. We then incrementally build abstractions
upon this trace to identify code injections, malware droppers, code-reuse
attacks, packed malware and more.

In the final part of our thesis, we extend Minerva with several capabili-
ties to perform large-scale studies. We use these features to characterise
system-wide malware propagation at large and extract many interesting
high-level views on malware based on our precise and general analysis.
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Chapter 1

Introduction

“Discovery is a child’s privilege. I mean the small
child, the child who is not afraid to be wrong, to look
silly, to not be serious, and to act differently from
everyone else."

— Alexander Grothendieck, Récoltes et Semailles,
1986.

As malicious software (malware) become greater in numbers, more complex and
more evasive, building effective defensive procedures becomes increasingly difficult.
Anti-malware companies receive thousands of suspicious samples every day, and each
of these needs analysis to determine whether they are malicious or not. The sheer
volume makes it impossible to investigate each sample manually, and automated
procedures are needed. At the same time, detecting malware becomes more critical
as the damage they do is more and more substantial. The need for defensive tools
and techniques is higher than ever, and it is imperative to construct these to secure
our systems. We need information-gathering tools and techniques to tell us what
malicious applications do, how they avoid detection, how they escalate privileges,
and so on.

In the majority of cases when a malware sample needs analysis, the only available
artefact is the sample in binary format. To analyse the malware, we must, therefore,
start from an interpretation of the bytes and build our understanding of the mal-
ware incrementally towards higher levels of abstraction. We rely on binary program
analysis to do this.

Binary program analysis is attractive because it gives us an explicit view of mal-
ware samples from where we can establish what they do. This attraction, however,
comes with the drawback that binary program analysis is a tedious task, and the lack
of abstractions at the binary level is a challenge to overcome. Therefore, although
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binary analysis gives us a starting point, the problem of constructing effective defen-
sive techniques that provide us with an understanding of the malware samples is far
from solved.

A core problem when analysing malware is that malware authors build their appli-
cations be analysis resistant. For each defensive analysis technique that we develop,
malware authors develop an anti-analysis technique. This attack against defensive
analysis techniques has led to an arms race between attacker and defender where
we continuously aim to outperform the adversary. Fortunately, over the last several
decades, this arms race has significantly raised the bar for malware authors to be suc-
cessful. However, malware authors continue to discover and deploy new anti-analysis
techniques, and we must adapt to keep our systems secure.

In recent years, one of the strategies taken by malware authors that have partic-
ularly challenged malware analysis systems is system-wide malware propagation. In
short, the problem is that malware execute unlike benign applications by exploring
unconventional execution paradigms that make it hard to determine the nature of a
given malware application. For example, malware injects code into otherwise benign
processes, manipulates benign code to execute on its behalf, deploys dynamically gen-
erated code, and these kinds of techniques challenge the current ways of automatic
malware analysis. In general, there are two central aspects of system-wide propaga-
tion that are responsible for this: the operational context of the malware and the
combination of many different anti-analysis techniques.

In system-wide propagation, the operational context of malware is the entire sys-
tem. To illustrate this, consider the propagation strategy deployed by a malware
sample from the Tinba family, as shown in Figure 1.1. The malware first injects
code into the benign Windows process winver.exe and from there further injects
code into the benign Windows process explorer.exe. The code in explorer.exe

then scans the processes executing on the system and injects code into every major
browser that it finds, and it is only in these processes the malware reveals its true
malicious payload. This example is a typical case and shows how malware executes
within the entire context of the machine.

The problem with combinations of anti-analysis techniques in system-wide propa-
gation is that for malware analysis systems to be successful, they must have techniques
that void all of the anti-analysis techniques. To illustrate an example of such, consider
the typical case where a malware sample contains an encrypted payload and also one
or more anti-run time checks. There is minimal information available from an initial
static analysis of the malware because it hides behind encryption. Instead, to analyse
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the malware, we switch to run time analysis because this causes the malware to de-
crypt its application logic. Unfortunately, the malware detects the run time analysis,
and, therefore, only reveals a limited amount of its application logic, and we must
return to static analysis to analyse the decrypted application logic.

Figure 1.1: Tinba malware host propagation.

To ensure the generality and precision of our defences, we need tools that can
automatically analyse malware with system-wide propagation. The goal is to develop
proactive solutions, and for this, we need systems that are resistant to entire classes
of anti-analysis techniques. In the context of system-wide malware propagation, this
means techniques and tools that can analyse malware throughout the entire system
and is also capable of handling malware that combines many different anti-analysis
techniques. To manage the large volume of samples, it is also desirable that our novel
tools and techniques can integrate with current, well-established systems to leverage
our existing defensive strengths.

1.1 Scope

In this thesis, the central theme is building practical techniques for automated analysis
of malware that use system-wide propagation. We focus on fundamental properties
in run time analysis via malware sandboxes and how to leverage the information
collected by a sandbox to enhance static analysis. We re-think established malware
analysis techniques, question their core assumptions and come up with new solutions
that are fundamentally more precise and general.
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In practice, we approach the research by analysing malicious samples to investigate
how they break current defensive techniques. We identify the invalid assumptions in
existing work, redefine those assumptions in a general manner and come up with
new solutions that satisfy the redefined assumptions. To validate the correctness of
our solutions, we build practical tools and empirically match them with synthetic
applications as well as known and unknown malware samples. The motivation for
our research problems are, therefore, rooted in real-world malware samples, and we
construct our solutions based on generalisation and experimentation.

1.2 Minerva

We present a fully-implemented novel malware analysis sandbox called Minerva. Min-
erva extends existing sandbox technology in multiple ways and targets analysis of
system-wide malware propagation. The primary goal of Minerva is to perform anal-
ysis of malware samples based on fundamental principles that are well-defined and
formally expressed. Figure 1.2 illustrates the general design of Minerva.

The input to Minerva is a 32-bit binary in the Windows Portable Executable (PE)
format, and we execute the binary using full system emulation. Minerva monitors
the analysis environment from outside the operating system and currently supports
Windows 7, although newer, and older, versions of Windows are straightforward to
implement. Minerva traces the execution of the binary using information flow analysis
to capture malware execution within the entire system in a general manner. During
tracing of the malware, Minerva collects various information about the execution
such as code injections, dynamically generated code and code-reuse attacks. The
output of the run time analysis then serves as input to a static analysis component
that constructs a system-wide disassembly graph of the malware. This system-wide
disassembly graph captures intrinsic characteristics of the malware execution that are
vital for understanding the inner workings of the malware.

In addition to the core of Minerva itself, we have also built an infrastructure around
Minerva that allows the sandbox to be used for large-scale analysis and Minerva builds
on top of a record-and-replay framework which makes all analyses of Minerva fully
reproducible.
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Figure 1.2: Main overview of Minerva workflow.

1.3 Contributions and outline

We extend current malware analysis techniques in several different directions, each of
which focus on accurate and general analysis of system-wide malware propagation.
Specifically, our contributions are the following:

• Capturing system-wide malware execution with code injections and
code-reuse attacks (Chapter 4)
We investigate how to capture a malware execution trace in a system-wide con-
text. This is a fundamental problem that existing literature largely overlooks,
and yet most malware sandboxes and analysis techniques implicitly come up
with a solution to malware execution tracing. We show that there are signif-
icant limitations to existing work when it comes to system-wide propagation
and that recent malware samples exploit these weaknesses.

Theoretically, our result is a novel definition of malware execution trace that is
based on information flow and captures malware execution even in the context
of system-wide execution and code-reuse attacks. Our work is the first that
seriously highlights the problem of dynamically tracing malware execution in a
precise and general manner.

Technically, we design and implement a system based on full system emulation
that captures malware propagation using dynamic taint analysis. We evaluate
the system extensively against synthetic and real-world malware samples and
compare our tool to existing work. Our results show that we outperform existing
work by a large margin.
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• Precise system-wide concatic malware unpacking (Chapter 5)
We consider the long-standing problem of malware unpacking. Although there is
a significant amount of research in this area, existing solutions have fundamental
flaws and are limited in their practical architecture. Consequently, they are not
well adapted. We present a unified approach that overcomes these limitations
and relies on dynamic and static analysis to precisely and generically unpack
system-wide malware.

Theoretically, we formalise the first model of dynamically generated malicious
code based on information flow. The main benefit of this is that we precisely
capture dynamically generated malicious code independently of who wrote the
code but on the basis that it is malicious code. Further to this, we define
several algorithms that combine dynamic and static analysis to reproduce PE
files based on the captured dynamically generated code.

Technically, Minerva partitions the malware execution trace into execution
waves where each execution wave represents some dynamically generated ma-
licious code, and accurately captures the use of external dependencies in the
malware code, even if they are obfuscated. Minerva then performs static anal-
ysis with speculative disassembly on each execution wave to output a set of
reconstructed PE files with valid import address tables and patched API calls if
necessary. The goal is to use sandbox technology to unpack malware and enable
follow-up static analysis of the unpacked malware.

• Characterisation of system-wide propagation in the malware land-
scape (Chapter 6)
We perform a large-scale empirical study to characterise system-wide propaga-
tion in the malware landscape. We use the techniques developed throughout
this thesis to give new insights into malware from the last seven years. Specifi-
cally, we carefully collect a data set of malware samples from the wild, analyse
the samples in Minerva and gather vast amounts of statistics about the results.
The contributions of our study are threefold: (1) insights about the prevalence
and diversity of system-wide malware propagation; (2) insights about the re-
lationship between system-wide propagation and malicious behaviours and (3)
insights about the evolution of system-wide malware propagation and insights
about inter-family consistency regarding system-wide propagation.
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Chapter 2

Malware sandboxes

“When a thing has been said and well said, have no
scruple: take it and copy it."
— Anatole France, Anatole France en pantoufles by

Jean-Jacques Brousson, 1924.

In this chapter, we introduce malware sandboxes in detail. We first present strate-
gies for implementing an underlying environment that enables dynamic analysis (Sec-
tion 2.1), common levels of analysis granularity (Section 2.2) and two prominent
analysis primitives (Section 2.3). These three sections present the core parts that
make malware sandboxes general-purpose malware analysis frameworks. We then
move on to survey existing sandbox tools proposed and maintained in academia (Sec-
tion 2.4), concrete analysis tools built on top of these sandboxes that solve specific
malware analysis problems (Section 2.5) and discuss how to perform prudent malware
experiments (Section 2.6). The chapter ends with related work (Section 2.7).

2.1 Implementation environment

The implementation strategy of a malware sandbox requires crucial design decisions
that have a significant impact on the outcome. Besides the usual software develop-
ment trade-offs, malware sandboxes balance between three main compromises: vis-
ibility, transparency and efficiency. Visibility determines how much of the malware
execution the sandbox can monitor. Transparency is a measurement of how easily
the malware can determine it is under analysis. Efficiency explains the resources it
takes to perform the analysis such as CPU time and memory usage. In this section,
we cover the main implementation strategies for malware sandboxes and discuss how
each of them balances these three trade-offs.
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2.1.1 User- and kernel space analysis

Implementing the analysis directly in user space of the malware execution environment
opens up for an efficient sandbox with high visibility. The approach can easily monitor
the system and also leverage native application programming interfaces (API) to ease
implementation. If the analysis component is implemented in user space only, then the
privilege level of the program is important as it will only be able to monitor programs
of same or lower execution level. As such, if a malware sample exploits some local
service to escalate privileges, it is vital for the analysis to have high enough privileges
for continued analysis. Transparency for a user space analysis component is limited
because it executes in parallel to the malware and the malware can detect it by merely
querying the processes running on the system.

A kernel space analysis component eases some of the limitations of transparency
since it can hide its presence from malware that only executes in user space. Further-
more, a kernel component has access to the entire system and can, therefore, gather
more information than a user space component, such as the execution of system calls.

A benefit of user- and kernel space analysis is the wide range of deployments.
For example, it is possible to deploy user space and kernel space components in both
virtual machines, emulated environments and bare-metal environments. However, it
is necessary to consider how to extract the analysis results from the analysis system,
and this may complicate the implementation. This is because the monitoring compo-
nent and the malware both execute in the same environment which may disrupt the
analysis, such as the malware erasing or encrypting analysis logs.

2.1.2 Emulation-based virtualisation

Virtualisation, in its general sense, is often used as a foundation to implement malware
sandboxes. This is because the virtual environments introduce a level of indirection
between the environment in which the malware executes (the virtual environment)
and the host environment that controls the virtual environment. Emulation is a
software-based approach to virtualisation, meaning the entire virtual environment
is defined in software. In this way, emulation can use software to expose virtual
resources that represent physical devices without needing the physical devices to be
present, for example, to enable cross-architecture execution. In this section, we will
cover two conventional approaches to creating malware sandboxes using emulation,
and then in the following section, we go into detail with emulation’s counterpart,
namely hardware-assisted virtualisation.
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2.1.2.1 Operating system, CPU and memory emulation

Emulating the operating system, CPU and memory allows a sandbox to monitor every
aspect of the malware execution and also avoid the malware negatively impacting the
host system, e.g. infecting it. The CPU emulator executes the malware in a regular
fetch-decode-execute instruction cycle, with the execution of the malware occurring
inside the emulated environment. Additionally, system-level services and libraries are
emulated, making the execution of the malware tightly controlled by the emulator.
This, however, can complicate the implementation of the system as there is a big
effort in modelling the environment, including ongoing patches and new versions of
the emulated environment. Antivirus solutions often use this type of emulation to
deal with new and unseen threats where no signatures exist, especially to decrypt or
decompress malware [69].

Emulation has the potential for a high level of transparency because monitoring
the malware occurs out-of-the-box. However, to detect the presence of emulation,
the malware can rely on inconsistencies between the emulated environment and a
real bare-metal environment. For example, if the malware running inside the emu-
lated environment triggers a known CPU bug and the emulated environment does
not mimic this CPU bug, then the malware can determine it is running in an emu-
lated environment [128]. This concept applies, of course, to other areas as well, e.g.
inconsistencies in OS emulation.

2.1.2.2 Full System Emulation

Full system emulation, sometimes called a machine simulator, gives the features of a
real computer system by implementing all hardware facilities in software, including
CPU, memory, mass storage and peripheral devices [19, 113]. The virtual environment
is, therefore, a virtual machine entirely and allows for complete installation of a
commodity operating system. We call the OS that runs in the emulated environment
the guest and the machine running the emulator the host. Full-system emulators are
usually run as user-space processes and are powerful for malware analysis because
they are in full control of the virtual machine. However, the performance overhead
of executing all hardware in software comes with a significant performance overhead,
and full system emulators can easily occur 4x slowdown from native execution [19].
As such, full system emulation offers a high level of transparency and visibility but
has poor efficiency.
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The analysis component of a full system emulator can be placed outside the guest
environment to achieve a high level of visibility and transparency. However, to infer
meaningful analysis, the analysis component must interpret the state of the guest
operating system (OS) solely from the emulated hardware. This interpretation is
required because the malware analysis relies on high-level abstract concepts rather
than the state of the physical devices themselves. This problem is known as the
semantic gap. In general, there are several ways to close the semantic gap and choosing
which high-level concepts to extract from the OS depends on the analysis needs. For
example, on x86 architectures, the page table base register (CR3) is unique for each
process, and by reading this register, sandboxes can differentiate between processes
running on the system. To further refine the structure of each process the sandboxes
then rely on information about the layout of a process in memory, and to follow the
execution of the guest system the sandbox can read the instruction pointer in every
fetch-decode-execute loop.

Although full system emulation offers a high level of transparency, it is certainly
not bulletproof. Similar to OS, CPU and memory emulation, the malware can de-
tect the emulated environment by looking for inconsistencies in the emulation [128].
Malware can also exploit the performance overhead of the emulator via timing at-
tacks [148], however, naturally, researchers have responded with efforts into enabling
emulation of emulator-resistant malware [84, 90].

2.1.3 Hypervisor-based virtualisation

Hypervisor-based virtualisation is a technique that enables virtual machines to ex-
ecute directly on the CPU for maximum efficiency and, thereby, overcomes the sig-
nificant performance penalty of emulators. In simple terms, a hypervisor is a piece
of system software that will prepare and control the environment in which one or
more virtual machine lives, but then let each virtual machine access most of the
CPU directly. This can dramatically increase performance over emulation since most
guest instructions execute natively, but the approach also constrains the virtual en-
vironment by fixing the CPU. In hypervisor-based virtualisation, the guest machines
can, therefore, be considered a copy of the real machine rather than a completely
independent machine on top of the host as in emulation [12, 29].

Hypervisor-based virtualisation is an extensive area of research that has been
studied for several decades. Popek and Goldberg formalised the relationship between
a virtual machine and a hypervisor (they call it virtual machine monitor (VMM))
in 1974 and came up with three properties that are necessary for a software package
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to qualify as a hypervisor. First, the efficiency property states that all innocuous
instructions of the virtual machine must execute directly on the hardware without the
interference of the hypervisor. Second, the resource control property states it must be
impossible for the virtual machine to alter the system resources, i.e. memory available
to it, wherein these cases the hypervisor must be invoked. Third, the equivalence
property states the virtual machine must behave in the same way as if the hypervisor
is not present, with the two exceptions of timing and resource availability problems
[124].

The properties identified by Popek and Goldberg requires a given computer archi-
tecture to satisfy several conditions for it to support hypervisor-based virtualisation.
For example, the architecture needs to have layered execution since the hypervisor
must execute with higher privileges than the virtual machine, and all innocuous in-
structions must be trap-able since all such instructions in the guest virtual machines
need to be controlled and emulated by the hypervisor. In this way hypervisors also
use emulation albeit to a much lesser extent than full-system emulation, and we call
this central paradigm to hypervisors trap-and-emulate.

The need for trapping all innocuous instructions makes many architectures from
the past non-virtualisable, including those from Intel and AMD, since they contained
innocuous instructions that execute in silence. In order to support virtualisation via
direct execution, early hypervisors had to work around these issues, for example,
VMWare workstation 1.0 made use of dynamic binary translation [30], and other ap-
proaches modified the guest operating system to support the underlying hardware for
virtualisation, so-called para-virtualisation [12, 154]. As a response to the increased
interest in hypervisors, Intel and AMD began in 2005-2006 to introduce hardware
support for virtualisation and this is now present in most of their modern proces-
sors via Intel VT [42] and AMD-V [4], respectively. This support has continued to
evolve, and these hardware extensions currently include several virtualisation-specific
instructions that allow easy management of the trap-and-emulate paradigm as well as
support for MMU virtualisation. The hardware support developed by Intel and AMD
has given birth to several hypervisors such as KVM [89] and Microsoft’s Hyper-V [43].
Furthermore, this added support from the hardware is also why hypervisor-based vir-
tualisation is often referred to as hardware-assisted virtualisation.

Sandbox technologies use hypervisors because of their significantly better perfor-
mance over emulation and also because hypervisors are arguably more transparent
as the guest executes directly on the CPU. A common sandbox approach that uses
hypervisors is to place the analysis component inside the guest machine, as discussed
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in Section 2.1.1. Another approach is placing the analysis component directly into
the hypervisor, which forces the sandbox to perform its analysis from outside-the-box
since the hypervisor only has access to the state of the VM.

There are several differences between emulators and hypervisors in terms of im-
plementing a malware sandbox that sits outside-the-box. This is because monitor-
ing the guest from the host is more cumbersome in hypervisors since the guest is
executing directly on the host’s hardware. For example, collecting an instruction-
level execution trace through a hypervisor is more complicated than intercepting the
fetch-decode-execute loop in emulators. In hypervisors, a common approach to ob-
tain an instruction-level trace is to single-step the execution by setting the trap flag
in the EFLAGS register [52]. Single-stepping initiates an interrupt for each instruc-
tion execution and the hypervisor then catches these interrupts in order to collect
the trace. However, the disadvantage of this is a significant performance penalty as
single-stepping is expensive. More recently, systems have explored monitoring execu-
tion in the guest by manipulating the NX bit of guest memory [49, 157]. For example,
CXPInspector does this via intermodular transition monitoring and uses it to capture
API and system calls efficiently, purely from the hypervisor. The technique signifi-
cantly improves the performance over single-stepping, albeit is slightly more coarse
granular [157].

Despite the performance and transparency benefits of hypervisors, they are, how-
ever, not a silver bullet. Several approaches have been suggested to detect their
presence by identifying hypervisor-specific artifacts [62] and by way of timing attacks
[24].

2.1.4 Dynamic binary instrumentation

Full system emulation faces significant performance penalties. One of the drawbacks
of sandboxes based on full system emulation is that they execute large portions of
code within the emulated environment that is irrelevant for the underlying malware
analysis. For example, often, it is only necessary to monitor a few of the processes
in the guest system and just a few of the instructions within each of these processes.
Dynamic binary instrumentation (DBI) provides an alternative to full system emu-
lation by dynamically instrumenting specific processes and have everything else run
natively [25, 28, 111, 117].

DBI engines instrument binaries at run time and usually target user space appli-
cations. The efficiency of the approach is achieved by deploying a just-in-time (JIT)
compiler to instrument and even optimise code. DBI engines usually target a single
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application, and due to their instruction-level view, they have detailed visibility of
the application running. However, because DBI engines instrument single processes,
the analysis component is implemented and run in the same virtual address space as
the malware. This limits both the system-wide visibility in case the malware propa-
gates to multiple processes as well as the transparency because it is easy for malware
to identify the presence of a DBI engine. Because the instrumentation only hap-
pens in one process, there is a significant performance gain compared to emulating
the entire machine, and there is no need to close the semantic gap, which eases the
implementation effort.

2.1.5 Hybrid approaches

There are significant trade-offs between emulation and hypervisor-based virtualisa-
tion. Hypervisors have a better performance where emulation allows a more refined
view into the analysis environment, and hypervisors require the same CPU architec-
ture between the guest and the host where emulation does not. There have been
several efforts into combining the two with the general idea of reserving emulation for
heavy analysis and use hypervisors otherwise.

Ho et al. [73] proposed to combine virtualisation via the Xen hypervisor [12] with
full-system emulation via QEMU. They propose a system where the guest executes
by way of the hypervisor during normal conditions and then performs emulation
on demand, i.e. the virtualised environment can migrate back and forth between
hypervisor and full-system emulator. They use the system to demonstrate efficient
full-system taint analysis such that heavy taint analysis is only performed during
emulation, and a more lightweight analysis is performed when the hypervisor is in
control. A similar approach to emulation on demand was proposed in MOSE by Wei
et al. [151] using the KVM hypervisor [89] and also the QEMU full-system emulator.
Their idea is to migrate hypervisor environments into full system emulation whenever
a crash or similar happens in the hypervisor guest, and then use fine-grained analysis
via full system emulation to root-cause the fault, try to fix the fault and then return
to hypervisor-based virtualisation.

Another hybrid approach is to record an execution using a hypervisor and then
replay the execution in an emulated environment. Aftersight first proposed this in
order to decouple the dynamic analysis from the actual execution [38]. Aftersight
records all non-deterministic input to the guest system via the VMWare Workstation
hypervisor and then replays this recording in a full-system environment via QEMU.
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Yan et al. [160, 161] also explored this idea of recording via hypervisor and replaying
using emulation; however, they use KVM rather than VMWare Workstation.

An interesting hybrid approach for Android is suggested in Paranoid Android
[126]. The idea is to run a synchronised replica of a phone on a security server
in the cloud and all security analysis, such as dynamic taint analysis, is then done
on the security server. This decoupling of execution and analysis is particularly
relevant for phones due to the significant resource constraints in the phone’s native
environment. In contrast to the other hybrid approaches described in this section,
Paranoid Android does not record execution from a hypervisor but instead traces the
Android environment with a user space tracer comparable to Linux’s ptrace, and then
replays the recording via Android’s emulator. A related approach that also suggests
using a security-specific replay server and recording on regular machines is DiskDuster
[5], which is a system for automated recovery from intrusions. We discuss the details
of DiskDuster later in this thesis in Section 4.9.

2.1.6 Network settings

Nowadays, the majority of malware samples depend on some communication with
the Internet to carry out their activities. The specific reasons for requiring Internet
access varies, but it enables the malware to get important artefacts like configuration
data and bot commands. Malware sandboxes need to consider these aspects because
Internet access can significantly impact the analysis results. In this section, we will
discuss two approaches that sandboxes use to give the malware samples Internet
access, and then in Section 2.6, we will go into more detail about general criteria for
designing prudent malware experiments.

2.1.6.1 Simulated network settings

Blocking access to the real Internet but providing a simulated Internet allows the
malware execution to be self-contained within the sandbox. The simulated Internet
usually implements various popular networking services such as HTTP, HTTPS, DNS
and file servers. As a result, if the malware relies on resolving the hostname of a
Command and Control server (C&C) then the simulated network will allow it to do
so and if the network simulation is complete enough the malware will execute properly
and reveal its characteristics. However, malware that relies on specific elements from
the Internet, e.g. particular bot commands, will likely stay dormant and not reveal
their behaviours specific to these commands.
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2.1.6.2 Real Internet access

In comparison to a simulated network, a more radical approach is to give the analysis
environment either filtered or full access to the Internet. On the one hand, provid-
ing full access to the Internet may potentially allow the malware to engage in real
malicious activities such as spreading further or participating in spam and DDOS
campaigns. On the other hand, full access to the Internet opens the possibility for
malware to receive accurate commands from its C&C server, download configuration
files and more. However, in cases where the C&C servers are no longer responding
and the malware still requires analysis, real Internet access is likely to do worse than
a simulated network, where any host will be available at any time. Real Internet
access can, therefore, achieve a high level of coverage but also result in limited analy-
sis, whereas network simulation provides a more stable analysis and guaranteed C&C
responses.

Filtered access is achieved by allowing access to the Internet but mitigating the
effects of maliciously generated traffic by applying intrusion detection tools and limit-
ing the amount of traffic the malware is allowed to send. This keeps the potential for
harmful activities caused by the analysis to a minimum, albeit not limited entirely.

2.2 Analysis granularity

In general, we can analyse malware at many levels of granularity. The selection of
granularity is mainly a trade-off between precision and completeness of the analysis,
versus the cost in resources like performance and memory usage. In this section,
we introduce the three levels of granularity that are the most prevalent in dynamic
malware analysis and discuss how they balance these trade-offs.

2.2.1 Persistent changes and network capture

At the coarser level of granularity, we base malware analysis on capturing network
traffic and persistent changes in the execution environment from before and after
malware execution. To monitor persistent changes, we use forensic techniques and
derive features such as files created, files deleted and modifications to the Windows
registry. This technique gives us a quick overview of the malware from which we
can continue more refined analysis. Furthermore, it can be used to quickly identify
where the malware places itself on the system, which is highly useful during incident

22



response. However, this approach only gives a limited view of the malware and does
not reveal much about the temporal aspects of the execution.

Figure 2.1: Network traffic captured during CryptoWall malware sample execution.

To illustrate the use of capturing network traffic, consider Figure 2.1, which shows
a subset of the DNS traffic collected during execution of a CryptoWall sample1. The
first column from the left shows the amount of seconds into the execution that traffic
is observed and the right-most column displays details about the given DNS packet.
After about 22.0 seconds of execution time, there is a large portion of hostnames
resolved in a short timeframe. From an analysts point of view, knowing that the
sandbox executed a malicious sample hints that the resolved hostnames are Command
and Control (C&C) servers. The analyst can, therefore, quickly update network
intrusion detection systems with blocked DNS names to protect from this sample
despite minimal information about the malware sample itself.

The benefit of using a coarse-grained technique like this is an excellent performance
and also a high level of transparency. Coarse-grained analysis can also be carried
out directly on bare-metal, meaning the analysis can have the same transparency-
conditions as most of the victim machines. However, these techniques give little
insight about the malware functionality, misses temporary effects and because the
operating system has many applications running, including itself, there is not sub-
stantial evidence that the malware is indeed responsible for any of the persistent

1MD5 sum of the sample e28a0ed74e78e75710b0d46742e407e3
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changes that happen to the system. This type of analysis is, therefore, often followed
by more detailed analyses to incrementally build up an understanding of the malware.

2.2.2 Function call

In programming, the concept of a function is a key feature in making code reusable
and easy to maintain. However, in program analysis, we often abstract functions into
higher-level semantics to avoid cumbersome analysis of irrelevant details. For exam-
ple, consider the function InternetConnect provided by the Windows API. From a
program analysis perspective, we are only interested in the fact that this function
opens an FTP or HTTP session based on various parameters, e.g. hostname, and
returns a handle to the established session. We are not interested in the underlying
details of how it does that, as it makes no difference to our analysis. In this man-
ner, function call and system call abstraction is an essential granularity in malware
analysis. By intercepting function calls in the execution of a program, we can obtain
a clear understanding of the program that is often enough to conclude whether it is
malicious or not [40, 56, 109, 137]. Furthermore, this level of granularity can give an
analyst a clear view of the internals of the malware and use this for precise guidelines
in case further manual analysis is needed.

A common technique for intercepting function calls is hooking, and there are many
different ways to implement this technique. Figure 2.2 displays a basic approach to
function hooking that leverages the use of a trampoline. To implement the hook,
an instruction (jmp) that transfers execution to an analysis function (FuncAHook)
replaces the first set of instructions in the original function. The analysis function
contains a wrapped call to a trampoline function (FuncATrampoline) and also analysis
code for before and after the wrapped function call happens. The trampoline function
contains the overwritten instructions of the original function and a call to an offset
inside the original function. With this approach, we can place some code in the
analysis function to log whenever the hooked-function executes. It is noteworthy that
this type of hooking also allows altering the control-flow or changing the parameters
that were intended for the original function. Modifying the parameters is, for example,
used in cases where malware calls the sleep function to delay execution for evasive
purposes and the sandbox then changes the parameter to sleep that determines how
long time the program execution should pause to zero, negating the anti-sandbox
technique.
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Address Instruction

; Function A
0x1000 push ebp

0x1001 mov ebp, esp

0x1003 sub esp, 0x40

0x1006 mov edx, [ebp+0x8]

0x1009 mov edx, [ebp+0x0c]

Address Instruction

; Function A
0x1000 jmp FuncAHook

0x1005 nop

0x1006 mov edx, [ebp+0x8]

0x1009 mov edx, [ebp+0x0c]

...
; FuncAHook
0x2000 push ebp

0x2001 mov ebp, esp

... Pre-call analysis

... call FuncATrampoline

... Post-call analysis

... ret
; FuncATrampoline
0x3000 push ebp

0x3001 mov ebp, esp

0x3003 sub esp, 0x40

0x3006 jmp FuncA + 6

Figure 2.2: Basic hooking. FunctionA pre-hooking on the left. Hooked FunctionA
on the right.

In comparison to monitoring persistent changes in the operating system, function
call monitoring gives a far more precise understanding of the malware under execu-
tion. The increased precision is because we can see the function calls of the malware
and therefore conclude with much higher certainty the malware-specific behaviours,
monitor for temporal effects and also establish a sequential order between the observed
events. Furthermore, we can do correlation analysis by monitoring the parameters
and return values of each function call and from this make further abstractions on
the malware execution.

Following the traffic analysis example from above, Table 2.1 displays the Internet-
ConnectA function calls intercepted in the malicious process of the same CryptoWall
sample. We see that the malware connects to several different sites and is responsible
for a large part of the network traffic shown in the packet capture. However, more
importantly, we can observe that not all network traffic from the packet capture is
part of the traffic generated by the malware sample (such as the packets resolving the
DNS address of www.msftncsi.com), thus establishing a more refined understanding
of the malware.

The implementation effort required for function call analysis is substantially more
than monitoring persistent changes and network capture. For example, an often
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Function name Arguments
InternetConnectA [lpszServerName : mabawamathare.org]
InternetConnectA [lpszServerName : texmart.in]
InternetConnectA [lpszServerName : abelindia.com]
InternetConnectA [lpszServerName : salamasisters.org]
InternetConnectA [lpszServerName : imagescameraclub.com]
InternetConnectA [lpszServerName : parsimaj.com]
InternetConnectA [lpszServerName : shrisaisales.in]
InternetConnectA [lpszServerName : thegingod.com]
InternetConnectA [lpszServerName : champagneframeofmind.com]
InternetConnectA [lpszServerName : kingalter.com]
InternetConnectA [lpszServerName : 19bee88.com]
InternetConnectA [lpszServerName : myshop.lk]

Table 2.1: List of InternetConnectA calls from CryptoWall execution.

used approach to implement hooking as described above is instrumenting programs
in user space and then have some form of logging mechanisms that can transfer the
observations made inside of the sandbox to the analysts’ host machine.

Depending on the implementation, transparency can also be a problem when
intercepting function calls. The hooking technique above requires patching of the
original routines, which makes them susceptible to integrity checks by the malware.
However, if function call monitoring is performed outside of the box using full system
emulation, the malware analysis remains transparent.

It is far more performance-expensive to monitor function calls than persistent
changes because we must instrument the execution. However, the exact performance
penalty is mainly dictated by the underlying implementation platform, as described
in Section 2.1.

2.2.3 Instruction trace

At a fine level of granularity, sandboxes can trace the malware execution at the
instruction-level. The instruction trace presents all details of the malware execution
and based on this, we can do precise analysis about the internals of the malware,
including temporal effects.

Instruction-level tracing is rarely monitored manually by an analyst because the
trace is too big. For example, the instruction trace length of the CryptoWall sample
above is about 730,580,000 during 25 seconds of execution in a full system emulation
environment. Rather than manual inspection, instruction level tracing is attractive
because it is a gateway to many sophisticated and powerful analyses that can give
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precise and clear insights to the malware internals, and we show two such techniques
in the following section.

2.3 Prominent analysis primitives

Sandboxes consist of several independent components that make up their overall
architecture. However, each sandbox is often meant to support several analysis tech-
niques of a similar sort, and this impacts the architecture of the sandbox. In the last
decade, dynamic taint analysis for information flow tracking and symbolic execution
for multi-path exploration have gained significant interest from the research com-
munity. Consequently, these techniques have influenced the architecture of several
currently popular malware sandboxes, and in this section, we present an overview of
the two techniques.

2.3.1 Dynamic taint analysis

Taint tracking is used to track the propagation of data in a given system. This
tracking is powerful because it enables a variety of sophisticated analyses such as
checking for leaks of sensitive data, automatic deobfuscation and much more [13, 56,
59, 127, 135, 158, 162, 164]. Two main parts make up dynamic taint tracking systems:
(1) a shadow memory that keeps track of what part of the system is “tainted” and
(2) propagation policies that describe how the tainted memory propagates according
to the operations that occur in the analysed system.

2.3.1.1 Shadow memory

The shadow memory is a mapping of data in the analysed system, e.g. memory and
registers, to a separate store that maintains taint information about the data. There
are three important design decisions for each shadow memory.

First, the precision of the shadow memory, with the two most common being bit-
level and byte-level. Bit-level is naturally more precise but also more challenging to
implement and requires more RAM consumption during analysis. Byte-level precision
is a conservative approximation because all data that needs to be tainted will be
tainted, but some data may be unnecessarily tainted.

Second, whether the shadow memory only keeps track of tainted versus non-
tainted information or if it also includes meta-data along with tainted memory, called
taint labels. Taint labels are powerful, but they require significantly more memory to
just capturing taint and non-taint policies.
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arr i arr[i] x

T T
T «

T T T
T «

T T T
T T «

T T T T

Table 2.2: Given x = arr[i] what should the taint of x be? Blank is non-tainted,
T is tainted and « shows when both taint and non-taint are reasonable picks.

Third, defining which specific parts of the analysed system the shadow memory
can maintain information. For example, in modern x86 systems, there are the main
memory, general purpose registers, flags, SIMD registers, I/O devices and more. The
relevance of each of these depends on the purpose of the system. Early adopters of
whole-system dynamic taint tracking [39] only supported main memory and the gen-
eral purpose registers on an x86 architecture, where other approaches that focused on
process-level dynamic binary instrumentation only support tracking of main memory
in a given process [119].

2.3.1.2 Propagation policy

The propagation policy describes how to update the shadow memory based on the
actions performed by the system under analysis. There are many different policies
to chose and deciding which one that works best for a given task is an extensively
studied area [39, 47, 142]. In general, every operation performed by the system must
trigger a parallel operation on the shadow memory. For example, when a memory
copy operation AÐB happens within the analysed system, an equivalent operation,
AÐB is performed in the shadow memory. As such, if B was tainted then after the
operation, A becomes tainted as well. In this way, the propagation policy for direct
data dependencies is intuitive and straight-forward. However, taint analysis aims
to track data propagation and data dependencies and is, therefore, more than the
tracking data flow via explicit relationships. Other data dependencies have multiple
reasonable policies and deciding which policy to use in these cases is less straight-
forward [34].

For address-based dependencies such as x = arr[i] (or equivalent binary form
mov eax, [edx + ecx]), the propagation is less trivial. The general question is
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// tainted x
if (x == 0) {

v = 0;
} if (x == 1) {

v = 1;
} ...

Figure 2.3: Implicit information flow via control flow dependency.

whether the assignment should result in a tainted x if arr[i] is not tainted, but
at least the base address arr or the index i is tainted. This specific problem is
often referred to as pointer tainting and Table 2.2 shows reasonable taint policies
for this problem. The main problem of doing pointer tainting, is that it increases
the likelihood of taint-explosion, such that the amount taint in the system grows
exponentially and the precision of the analysis that depends on the taint significantly
decreases. As such, trial-and-error with domain-specific use-cases often determine the
final propagation policy.

In the case of implicit information flow dependencies, the propagation may not be
visible within a single instruction, and to illustrate this, we use two examples provided
by Egele et al. [57]. The first control-flow dependency example is given in Figure 2.3.
The value of v clearly depends on x. There have been efforts to handle these types
of cases by monitoring whenever tainted memory is used in control-flow operations
and propagating the taint within each assignment in the code block that follows
the conditional statement [56, 116]. The second and more sophisticated example of
implicit information flow is given in 2.4. In this case v is assigned the value of x via
implicit use of the variables a and b. For example, if x is 0, then b is assigned 1 and
because a remains 0, the value of v is assigned 0. In this case, the solution for the
above problem will taint b, but not subsequently v because a was never tainted. One
solution to successfully taint v, is to taint all variables assigned in both the true and
false branch of conditions in which tainted memory occurs. As such, both a and b in
the first conditional statement would be tainted. This propagation policy, however,
makes the overall analysis much more complicated because it requires analysis of both
branches.

2.3.2 Multi-path exploration via symbolic execution

Traditional dynamic malware analysis techniques generate a single execution trace
of the sample under analysis. A single execution trace is limited because it only
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// tainted x
a = 0; b = 0;
if (x == 1) then a = 1 else b = 1;

if (a == 0) then v = 0;
if (b == 0) then v = 1;

Figure 2.4: Implicit information flow example.

reveals a small part of the entire malware. Even worse, this limitation is actively
exploited by malware samples that identify if they execute in a sandbox environment
to direct execution down a path that displays no evidence of malicious intent. To
circumvent this limitation, researchers have explored the possibility of sandboxes
that do multi-path execution, and one promising technique to do this is symbolic
execution [32, 33, 86].

The main idea behind symbolic execution is to treat some of the data within
an application as symbolic, i.e. having an arbitrary initial value. During symbolic
execution, the semantics of the language is then used to apply constraints on the
symbolic values, and by solving these constraints, the analysis can verify properties
on the symbolic trace. If the constraints are satisfiable the SMT (satisfiability modulo
theories) solver generates concrete values that solve the given equation. For example,
to explore multiple paths, for each conditional branch B where a symbolic value
is present, the symbolic executor verifies if both the true and false branches are
possible by passing the constraints B and  B to the solver in two separate queries.
For each satisfiable branch, the analysis forks execution and continues down the given
path [26, 115, 159]. We call the set of constraints that are attached to a given
execution path the path predicate·

Consider the code snippet in Figure 2.5 from a hypothetical malware sample. This
sample will only trigger its malicious behaviours the 19th hour of 24th December 2018.
A traditional sandbox without multi-path exploration will only reveal the malicious
activities if analysis occurs this given date and hour. If not, the malware will not
expose its malicious activities, and the sandbox is likely to declare it benign. However,
on the evening of the 24th, all of the malware samples in the wild will trigger their
behaviours simultaneously. In order to overcome this issue, the sandbox can explore
multiple paths in the malware by treating all input to the malware, which in this case
is the output of GetLocalTime, as symbolic and perform symbolic execution to explore
the path in which the predicate psystemtime.wY ear “ 2018^systemtime.wMonth “

30



SYSTEMTIME systemtime;
GetLocalTime(&systemtime);

if (systemtime.wYear == 2018 &&
systemtime.wMonth == 12 &&
systemtime.wDay == 24 &&
systemtime.wHour == 19)

{
Attack();

}

Figure 2.5: Running example of malware behaviour that triggers at a specific date
and hour.

12^ systemtime.wDay “ 24^ systemtime.wHour “ 19q is satisfiable.

2.4 Sandbox tools

We have now covered the fundamental design space for malware sandboxes. In this
section, we present several sandboxes built and maintained in the community and
also used in the majority of academic research in the area. We present the sandboxes
in an order similar to Section 2.1 with the user- and kernel space sandboxes first, then
emulated environments and end the section with sandboxes based on virtualisation.

2.4.1 CWSandbox

CWSandbox is a user space analyser that leverages API hooking and DLL injection
to analyse malware [156]. It is built purely for analysis of Windows 32-bit platforms,
and its monitoring component is a dynamically linked library (DLL). The analysis
component, therefore, resides inside of the same OS environment as the malware under
analysis. To perform analysis, CWSandbox launches the target malware application
in suspended mode and injects the monitor DLL into this process. The monitoring
DLL then iterates over the modules linked inside the malicious process and goes over
the export address table for each of them. When CWSandbox finds a function inside
an export address table that is to be hooked, it overwrites the first few instructions
of the particular instructions with a hooking mechanism as described in section 2.2.2.
CWSandbox monitors calls to LoadLibrary and LoadLibraryEx to capture whenever
modules are dynamically loaded, and then performs the same iteration over the export
address table if any functions are to be hooked. Additionally, CWSandbox deploys
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hooking mechanisms to capture whenever the analysed process creates new child
processes or injects code into a running process, and in such cases will inject the
monitor DLL into the child process as well.

The central concept behind CWSandbox is inline hooking, as described in Section
2.2.2. As such, CWSandbox has function-level visibility and also comes with a high
throughput in the number of analyses it can perform daily. In initial experiments,
CWSandbox analysed more than 500 binaries per day per machine, using machines
with 2GHz CPU processing power and 2 GB of ram. However, the transparency
of the approach is low because the analysis is present in the same environment as
the malware and inline hooking is also trivial to detect. To improve transparency,
CWSandbox makes various efforts to hide the presence of the monitoring DLL by
hiding system objects such as modules and files related to the analysis.

The development of CWSandbox seems to have ceased, but Cuckoo Sandbox
is another well-known and open-source system that deploys similar techniques [51].
Cuckoo Sandbox is an active and well-maintained project that, besides hobbyists
and academics, many organisations in the industry use, including large enterprise
infrastructures [23].

2.4.2 Minos, TaintBochs and demand emulation

Early work in full-system taint analysis is relevant in the presentation of malware
sandboxes because it is a foundation on which many malware sandboxes are built.
However, these systems themselves are generally concerned about the detection of
attacks rather than the analysis of malware.

Minos aims to detect whenever untrusted data is used in illegitimate ways such as
control-flow hijacking [46] and can mostly be considered an exploit detector. Although
Minos is designed to be a hardware integration, the prototype is implemented on top
of the Bochs emulator [1]. TaintBochs [39] is a system that is designed to understand
data lifetime in a full-system environment. Similar to Minos, TaintBochs is also
implemented on top of the Bochs emulator, and, interestingly, TaintBochs is in many
ways a semi-automated tool. For example, it supports record-and-replay analysis and
also has a time-travel feature that allows the user to scroll back and forth in the system
execution. This is in many ways, a sophisticated form of debugging and, furthermore,
TaintBochs does not limit itself to one specific use-case such as identifying control-flow
attacks but allows the user to be more selective. The authors present empirical with
TaintBochs on how to analyse a program’s use of sensitive data by tainting keystrokes
of passwords and alike, and then monitor how the system under analysis propagates
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the sensitive data. In this way, the authors were able to identify improper use of
sensitive data in prominent applications like Mozilla Firefox and Windows 2000.

In addition to Minos and TaintBochs the work by Ho et al. [73] also suggests
full-system taint analysis for protection of systems by monitoring inappropriate use
of tainted data. Ho et al. suggest a hybrid emulation and hypervisor approach as
presented in Section 2.1.5, and instead of providing a specific suggestion on how to
handle the execution of untrusted data, Ho et al. focus on showing the feasibility
of taint analysis to identify attacks. As such, the system they develop throws an
exception whenever an attack occurs and then leaves it to the user to decide what
happens from there.

2.4.3 Argos

Argos is a system for automated intrusion detection [127]. It is based on the QEMU
emulator [19] and uses full system taint analysis to detect attacks similar to the
systems described above, i.e. inappropriate use of tainted data. It focuses detection on
three types of attacks, namely control-flow hijacking, format string and inappropriate
use of systems calls. In this way, Argos detects a broad range of attacks using full
system dynamic taint analysis. In addition to this, for each detected attack, Argos
proceeds to generate signatures usable by intrusion detection systems automatically.
It does this by extracting memory and network artefacts related to the exploits,
combines these artefacts into a signature using the longest common sub-string and a
novel algorithm called critical exploit string detection (CREST). Although Argos is
an autonomous system, the authors also connected Argos to a signature generation
and deployment system called SweetBait [125], which further refines the signatures
generated by Argos.

2.4.4 TEMU and DECAF

TEMU is a malware analysis platform based on full system emulation and is part of
the BitBlaze project [143]. The implementation relies on QEMU [19] and provides
features such as extraction of OS semantics to overcome the semantic gap, dynamic
taint analysis and a plugin architecture.

The OS semantics extractor provides information about processes and modules
on the guest system, threads and also symbol information for Portable Executable
(PE) files. TEMU extracts information about processes currently executing on the
guest Windows system with a kernel driver injected into the guest OS. This driver
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provides a callback routine to notify analysis plugins when certain events occur in the
guest system, such as process creation/deletion and loading of modules. The symbol
extractor can parse PE files and extract information such as exported symbols for each
module, which is useful when implementing OS-aware analyses such as hooking based
on function names. TEMU straightforwardly does this by iterating data structures
of the PE files via the Process Environment Block (PEB), located at known positions
in Windows processes.

TEMU supports information flow analysis through full system dynamic taint anal-
ysis. The taint analysis has byte-level precision and captures information flow in both
physical memory, the CPU registers, hard disks and network interface buffers. TEMU
plugins introduce taint to the system, and the developer can specify several interesting
taint sources, e.g. memory, keyboard and network interfaces. For taint propagation,
TEMU supports common information flow operations such as data movement oper-
ations, Direct Memory Access (DMA) and arithmetic operations.

Similar to CWSandbox, the TEMU project seems to have ceased. However, some
of the original authors of TEMU have developed an improved version called DECAF
[72]. DECAF is a malware analysis platform built on top of QEMU and follows
many of the same conceptual design principles as TEMU, but presents a refined and
improved implementation. DECAF is based on a newer version of QEMU and offers
efficient bit-wise dynamic taint analysis. DECAF’s taint propagation is implemented
directly into QEMU’s intermediate representation TCG (tiny code generator) which
makes it fast but also challenging to modify. Similar to TEMU, DECAF provides an
extensive plugin infrastructure with various callbacks to the core of the sandbox. One
of the main conceptual improvements DECAF has over TEMU is virtual machine
introspection (VMI) to capture high-level in-guest abstractions. As such, DECAF
does not rely on any kernel module within the guest and performs all of its analysis
from outside the box.

2.4.5 TTAnalyze and Anubis

TTAnalyze is a sandbox built on top of QEMU and performs analysis of Windows
executables within the Windows XP environment [15]. Shortly after the release of
TTAnalyze, the project dynamically grew into a more general analysis framework
which changed its name to Anubis [13] and is used in a large body of work, e.g.
[14, 90, 103, 108].

Anubis centres its analysis around monitoring native Windows API functions as
well as system calls. To achieve this, Anubis monitors the instruction pointer, and
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whenever it is the value of a known entry point for a Windows function, it logs the
given call. Similar to DECAF, Anubis derives function addresses by iterating the
export address table of each DLL loaded in the processes under analysis. Anubis also
offers the ability to focus the analysis on a given process by capturing the values of
the CR3 register, and, Anubis can follow the execution of multi-process malware by
monitoring for system calls that create new processes.

The development of Anubis seems to have ceased. However, interestingly, the
project was taken further by the primary authors into a commercial product [101],
and an exciting aspect of this transition into commercialisation is that the authors
continued development of the sandbox into a hybrid emulation and hypervisor ap-
proach [95]. Unfortunately, the details are not public.

2.4.6 S2E

S2E is a general-purpose framework for whole-system dynamic analysis and symbolic
execution [37]. The core feature of S2E is efficient symbolic execution of large and
complex systems including the entire Windows stack without any need for modelling
the environment. The authors of S2E demonstrate these capabilities by implementing
S2E plugins to automatically reverse engineer windows kernel drivers using techniques
from previous work published by the same authors [36, 37, 99].

The two conceptually novel ideas that allow S2E to scale against complex systems
is selective symbolic execution and execution consistency models. Selective symbolic
execution is a technique that enables symbolic execution on specific parts of the target
system and otherwise performs concrete execution. This combination of symbolic and
concrete execution minimises the amount of symbolic execution that is done during
analysis and can give significant performance benefits. Execution consistency models
is a technique to make principled trade-offs in precision and accuracy when doing
selective symbolic execution.

S2E builds on top of QEMU [19], the KLEE symbolic execution engine [32] and the
LLVM toolchain [102]. To leverage whole-system symbolic execution, S2E translates
the QEMU intermediate representation into the LLVM representation and the LLVM
code is then parsed to KLEE for symbolic execution.

S2E is designed to be a general-purpose framework for whole-system analysis.
As such, many malware analysis, vulnerability hunting and performance profiling
tools use S2E [60] and even other general-purpose instrumentation frameworks have
borrowed code from the implementation [53].
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2.4.7 PANDA

PANDA is a platform for architecture-neutral dynamic analysis that also builds on top
of QEMU [53]. PANDA is in many ways similar to TEMU and DECAF in that it pro-
vides an extensive plugin infrastructure, supports information flow analysis and uses
the same underlying emulator. However, the critical difference between PANDA and
DECAF is PANDA’s facility to record and replay executions. Specifically, PANDA’s
approach to record an execution using lightweight techniques and then replay this
recording for heavy analysis provides a different type of work-flow to TEMU and
DECAF since analysis happens on the replay rather than a live execution.

PANDA records an execution by taking a snapshot of the current state in the
emulator, including the contents of memory and registers, and then continues execu-
tion. During execution, PANDA captures every non-deterministic input to the CPU
comprising: (1) data entering on the CPU port input; (2) hardware interrupts and
its parameters and (3) data written to RAM during direct memory access from a pe-
ripheral device. In order to replay the execution, every such non-deterministic input
gets mapped to a trace point, which consists of the value of the program counter, the
instruction count since recording began and the implicit loop variable (ECX register
on x86). PANDA supports both x86 and x64 as well as ARM.

Regarding transparency, PANDA is mostly similar to TEMU, DECAF, TTAnalyze
and ANUBIS in that they are all based on QEMU. However, a significant difference is
the fact that PANDA’s execution recording is much faster because there is no analysis
going on during the recording phase. This performance improvement impacts timing
attacks as well as consistency in network connections because systems that do the
analysis “live" can face timeouts if the analysis is too heavy. In terms of efficiency,
recording incurs an overhead of about 2x vanilla QEMU and replaying about 4x.

The main focus of the PANDA project is to enable deep and heavy analysis on the
recorded executions. For example, PANDA uses code from the S2E project [37] that
allows it to raise the QEMU TCG IR into LLVM IR such that analysis plugins are
easy to write via LLVM passes. A lot of the engineering effort in PANDA is, therefore,
devoted to creating a flexible and architecture-agnostic platform for tool development.
PANDA comes with an extensive information flow analysis plugin that supports taint
labels, which allows PANDA to have information flow support for all of the architec-
tures that QEMU supports. PANDA also comes with virtual-machine introspection
plugins for capturing high-level operating system concepts for both Windows XP and
Windows 7.
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The record and replay approach of PANDA is similar in spirit to Aftersight [38],
the work of Yan et al. [160, 161] and Paranoid Android [126] mentioned in Section
2.1.5. However, in contrast to these tools PANDA performs both recording and
replaying via QEMU’s full system emulation which makes the implementation simpler
but the recording less efficient. The drawback in efficiency does not have significant
implications for PANDA though, as the system is designed for post-mortem analysis
and fast full system emulation in the recording phase is good enough for that.

2.4.8 Ether

Ether is a virtualisation-based sandbox that focuses on achieving high levels of trans-
parency [52]. The motivation of Ether is an increase in malware samples that try
to detect the presence of a sandbox to divert execution and not reveal their mali-
cious activities. The goal of Ether is, therefore, to implement a platform for malware
analysis that does not induce any side-effects that are unconditionally detectable by
malware within the analysed system. Ether does this by using hardware virtualisa-
tion extensions and therefore performs all of the analysis externally from the target
environment itself. The specific implementation of Ether uses Intel VT and the Xen
hypervisor [12].

Ether has various features to support malware analysis tasks such as instruction-
level tracing, monitoring memory writes and system calls, and also offers the ability
to focus the analysis on a given process. To support instruction-level tracing, Ether
sets the trap flag for each instruction inside of the target environment and then
captures every single debug exception within the hypervisor. However, to maintain
transparency, Ether does not pass any of the debug exceptions to the guest and also
hides the trap flag inside of the guest by intercepting every instruction that is capable
of reading the trap flag, e.g. PUSHF. By changing the result of these instructions
to show that the trap flag is not set, the guest remains unaware of the analysis
environment. To capture memory writes within the target, Ether induces a page
fault at every memory write attempted by the target, traps the fault and prevents
the fault from reaching the target machine. To monitor for system call execution,
Ether leverages the fact that Windows XP system calls use the SYSENTER instruction
to initiate system calls. Whenever this instruction executes, a jump is made in the
target to a predefined address in the kernel. A special register SYSENTER_EIP_MSR

defines this address that only kernel mode can access. Ether modifies the value of
the SYSENTER_EIP_MSR register to a value that is guaranteed not to be present in
memory, thus ensuring the occurrence of a page fault. Whenever a page fault occurs
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at the chosen address, Ether is notified, intercepts the system call and sets the original
expected value in SYSENTER_EIP_MSR. Finally, to enable the analysis to focus on a
single process, Ether leverages the use of the CR3 register, as explained in 2.1.2.2.

2.4.9 Dkrakvuf

Drakvuf is another virtualisation-based sandbox and also builds on top of the Xen
hypervisor [104]. The goal of Drakvuf is to create a sandbox that is optimal regarding
scalability, fidelity, stealth and isolation. In this context, isolation is a synonym
to our use of transparancy, meaning the analysis of the virtual machines must be
strongly isolated from the sandbox itself to avoid tampering. To monitor malware
execution in the sandbox, apart from system calls, Drakvuf injects breakpoints (INT3
instructions) into the code in the sandbox. These breakpoints allow Drakvuf to, for
example, monitor API calls and kernel activity. An interesting aspect of Drakvuf
that is not considered in-depth in other sandboxes is a stealthy execution of the
malware samples. Most commonly, malware sandboxes have some dedicated script
or similar inside of the guest environment that launches the execution of a given
malware sample. However, to increase evasiveness, Drakvuf instead hijacks execution
of a benign Windows process in the guest environment and forces it to execute the
CreateProcessA API call. Drakvuf supports both 32-bit and 64-bit Windows 7 SP1
for the guest environment; however, much of Drakvuf can easily transfer to other
operating systems such as the use of breakpoints to monitor execution.

2.5 Malware analysis techniques

The goal of malware sandboxes is to enable analyses that solve specific problems
and improve our defensive capabilities against malware. In the previous sections,
we have shown the architecture of malware sandboxes and various concrete sandbox
examples. In this section, we present some of the techniques that are built on top of
these sandboxes that aim to give definitive answers to concrete malware problems.

2.5.1 Behaviour-based malware detection

The most obvious question to answer when faced with a suspicious sample, and the
one that anti-malware companies often need to answer first, is whether the sample is
malicious or not. Sandbox technology is one of the primary tools for automatically
answering this question. The conventional approach abstracts the events logged by
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the sandbox into higher-level malicious behaviours by identifying correlations and
dependencies between the logged events, and then uses these abstractions as a resource
to conclude if the sample is malicious or not. These higher-level abstractions resemble
what we perceive as malicious behaviours, e.g. “performs a DDos attack”, “encrypts
files on the hard disk", “changes browser security settings” and so on. One of the
directions researchers have explored in this context is formal frameworks designed to
specify and verify abstractions within traces of events.

Jacob et al. [78, 79] present the Abstract Malicious Behavioural Language (AMBL)
to model malicious behaviours in a generic and human-understandable format. Un-
der the hood, AMBL models malicious behaviours as Attribute Grammars, which are
context-free grammars extended with semantic rules and attributes. The language
follows object-oriented principles and includes types and dependencies between ob-
jects. In total, they present four models of malicious behaviours: duplication (self-
replication virus style), propagation, residency and over-infection. As a result of the
representation via attribute grammar, detecting malicious behaviours in logs from
the dynamic analysis is reduced to the problem of parsing the grammars representing
malicious behaviours.

Beaucamps et al. propose similarly to Jacob et al. a formal approach to specifying
and verifying behaviour traces collected from dynamic analysis [17, 18]. The approach
relies on string rewriting to abstract the traces into more general terms and then
First-Order Linear Temporal Logic (FOLTL) to specify malicious behaviour. For
example, consider the behaviour of sending a ping to a remote server by calling the
socket function followed by the sendto function, without calling the closesocket

beforehand. In FOLTL this is expressed as

φ “ Dx, y.socketpx, αq ^ p closesocketpxqU sendtopx, β, yqqq (2.1)

where x is the created socket, α is the network protocol used, β is the data sent of the
socket and y is the target. They use the Construction and Analysis of Distributed
Processes toolbox [65] to perform the actual model checking.

2.5.2 Automatic unpacking

Run time packing is one of the most popular anti-analysis techniques adopted by
malware. From a simplistic point of view, the idea behind a packer is to compress
or encrypt the malware payload within a proxy program that contains the encrypted
or compressed stub as well as a decryption or decompression routine. The malware
sample is then distributed via the proxy program. When the proxy program executes,
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it will decrypt or decompress the actual payload and transfer execution to the original
malicious payload. The consequences of this obfuscation technique are that initial
static analysis of the malware will not reveal much about the activities of the malware
because it will just be a binary blob within the executable file. Analysts must then
manually investigate the decryption or decompression routine and extract the original
payload. It is only after obtaining the payload that it becomes possible to analyse
the internals of the malware using static analysis techniques.

Researchers have put many efforts into solving the problem of automatically ex-
tracting the malicious payload with the help of sandboxes [21, 52, 81, 83, 112, 147].
The general idea is to use the invariant of packers that any code that is decrypted
or decompressed at run time must be dynamically written to memory. As such,
the general approach is to execute the malware within the sandbox and monitor the
memory written by the malware. Any code that is written at run time and later ex-
ecuted is, therefore, a case of dynamically generated code. To automatically unpack
a given malware sample the sandboxes, therefore, dump the dynamically generated
code, which will then be used later for static analysis techniques or simply manual
investigation of the malware internals.

2.5.3 Malware clustering

Anti-malware companies receive hundreds of thousands of suspicious malware samples
every day and have millions of samples in their databases. An important part of the
defense against malware is to group these malware samples based on similarity. This
grouping has various purposes such as aiding the creation of general defense heuristics,
analysing trends and analysing attribution correlations. We rely on clustering schemes
to create these similarity groupings of large data sets.

Bailey et al. [6] presented the first study on clustering malware samples. The
specific goal of their work is to automate the labelling process of malware samples
by naming samples based on semantic similarities. To cluster the malware, they use
single-linkage hierarchical clustering with a normalised compression distance. They
execute each sample in a virtual machine and use the Backtracker [87] system to
log names of spawned processes, modified registry keys, changed file names and also
network connection attempts. Based on the output, they merge these features into
a behaviour-profile which then serves as input to the clustering algorithm. As such,
the features they use are rather coarse-grained in that they look at a higher level of
abstraction than system-call and function call analysis.
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Bayer et al. [13] proposed a clustering approach based on locality sensitive hashing
(LSH) in combination with hierarchical clustering. The core idea is to use LSH for
grouping a large data set into smaller groups, and then apply hierarchical clustering
within the small groups themselves. To extract features from each malware sample,
they rely on the ANUBIS sandbox described in Section 2.4.5. In comparison to
Bailey et al., Bayer et al. present more detailed features. They extract system-calls
and Windows API functions called by the malware and also define dependencies and
correlations between these using dynamic taint analysis. They allow the samples to
download files from the internet via HTTP and also contact Internet Relay Chat
(IRC) servers, and reroute all other traffic to a virtual machine that runs various
simulated network services. The features observed from a given malware sample are
then abstracted into a behaviour-profile describing the activities of the sample and
clustering is then performed on these behaviour profiles.

The work by Bailey et al. and Bayer et al. both rely purely on dynamic analysis
to gather data about each malware sample. However, some work combines sandboxes
with static analysis techniques to perform hybrid solutions. Hu et al. [75] propose a
hybrid solution to the problem of clustering malware. The goal of their approach is
to cluster malware samples based on features extracted from the disassembly of the
malware samples, but, to overcome the problem of self-modifying code they rely on
a solution similar to the ones described in Section 2.5.2.

2.6 Empirical evaluations of malware

Assessing the attributes of malware sandboxes and the techniques we build on top of
them is a complex task that involves substantial empirical work. In the sciences in
general, experiments have many roles, and construction of clear and correct experi-
ments is fundamental for tasks such as deriving results and explaining phenomena.
This equally applies to our subfield of malware analysis, and, therefore, when we con-
duct experiments with malware, it is crucial to carry out our experiments correctly.
There has only been limited attention to this topic, and the most central work is that
of Rossow et al. [133] in which the authors propose a set of guidelines and criteria to
ensure malware experiments are prudent and of high quality.

Rossow et al. identify four categories that must be carefully considered in malware
experiments. First, the selection of correct datasets, such as removal of goodware,
balanced malware families, caution of interpreting malware activities that blend with
benign activities, and so on. Second, clearly explaining the experimental setup in a
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transparent manner, including an explanation of sample selection, labelling of mal-
ware families, description of network connectivity and system setup. Third, ensuring
realism of experiments, by, for example, selecting relevant malware samples, exercis-
ing caution when generalising from one OS to another OS, and choosing appropriate
malware stimuli. Fourth, ensuring safe experimental execution by deploying and
clearly describing secure containment policies. To put these guidelines into practice,
Rossow et al. suggest a particular set of guideline criteria that can be used to direct
an experimental setup, and for the convenience of the reader, we show these criteria
in Table 2.3.

Throughout this thesis, we present a large body of empirical work and have made
significant efforts to provide rigorous empirical evaluations of the ideas we set out. In
most cases we explicitly meet the criteria suggested by Rossow et al. For example,
in our extensive empirical studies we maintain an equal number of samples from
each malware family, we ensure maliciousness of the samples by requiring several
anti-malware solutions to detect them as malicious, and we have taken significant
efforts to analyse and clarify false positives. However, sometimes we diverge from the
suggested setup, and, therefore, in each chapter whenever we perform an empirical
evaluation, we thoroughly clarify how we performed the experiment and also match
our given experimental setup with the checklist in Table 2.3. These checklists are also
found in Appendix B.

There are four areas where we consistently diverge from their suggested setup.
Specifically, we include samples in our experiments that are no longer in active cam-
paigns and may have been sinkholed, we use network simulation rather than allowing
direct access to the Internet, we do not apply user interaction in the guest system
during our analyses, and we only evaluate our techniques with a single OS. In our
experience using samples that are no longer active in the wild have not been a prob-
lem as we have still observed many malicious behaviours, and we have also had a
great experience using network simulation that is purpose-built for malware-analysis
instead of using direct Internet access. In part, network simulation is effective be-
cause it allows moot samples to connect to any server they like, regardless of the
server being down on the real Internet. Thus, in our setting the network simulation
has sometimes stimulated more behaviour than real Internet access. The reason we
do not apply user interaction is to do the experiments in a vacuum-like setting that
is easily reproducible in similar contexts. To our knowledge, there is no standardised
or recognised way to supply user interaction and we, therefore, avoid it. We also
consider the problem of applying user interaction in a correct experimental way to
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Criterion Importance Description
Correct data sets

Removed goodware  Removed legitimate binaries from datasets
Avoided overlays  Avoided comparison of execution output with real system output
Balanced families G# Training datasets balanced in terms of malware families, not individual specimens
Separated datasets G# Appropriately separated training and evaluation datasets based on families
Mitigated artifacts/biases G# Discussed and if necessary mitigated analysis artifacts or biases
Higher privileges G# Performed analysis with higher privileges than the malware
Transparency

Interpreted FPs  Analyzed when and why the evaluation produced false positives
Interpreted FNs  Analyzed when and why the evaluation produced false negatives
Interpreted TPs  Analyzed the nature/diversity of true positives
Listed malware families G# Listed the family names of the malware samples
Identified environment G# Named or described the execution environment
Mentioned OS G# Mentioned the operating system used during execution analysis
Described naming G# Described the methodology of how malware family names were determined
Described sampling # Mentioned the malware sample selection mechanism
Listed malware # Listed which malware was when analyzed
Described NAT # Described whether NAT was used or not
Mentioned trace duration # Described for how long malware traces were recorded.
Realism

Removed moot samples  Explicitly removed outdated or sinkholed samples from dataset
Real-world FP exp.  Performed real-world evaluation measuring wrong alarms/classifications
Real-world TP exp.  Performed real-world evaluation measuring true positives
Used many families  Evaluated against a significant number of malware families
Allowed Internet G# Allowed Internet access to malware samples
Added user interaction # Explicitly employed user interaction to trigger malware behavior
Used multiple OSes # Analyzed malware on multiple operating systems
Safety

Deployed containment  Deployed containment policies to mitigate attacks during malware execution

Table 2.3: List of malware experiments guideline criteria proposed by [133] (Table I in their paper). The second
column denotes the importance that [133] devotes to this subject:  is a must, G# should be done, # nice to have.

be a little-explored area that needs further investigation in itself. Nonetheless, we
acknowledge this can be recognised as a limitation but agree with Rossow et al. that
this is “nice to have” and not “a must”. Finally, we only evaluate our techniques within
the Windows 7 environment and we acknowledge this as a limitation.

2.7 Related work

Dynamic malware analysis surveys. There exist numerous surveys and classifi-
cations of dynamic malware analysis. Egele et al. provide a comprehensive reference
that covers most of the academic literature up until 2013 [57]. Peter Szor gives
a broader introduction to practical malware analysis techniques and also numerous
descriptions of malware examples from the wild [145]. Bulazei and Yener give a com-
prehensive overview of evasion attacks against dynamic malware analysis systems for
both web, mobile and PC platforms, which is an excellent reference for both dynamic
analysis systems and attacks on many of them [31].
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Origins of dynamic malware analysis. Malware sandboxing is not a new idea.
However, the first mentioning of it as a means for automatically analysing malicious
applications is unclear. Leonard Adleman discusses in his 1990 work on abstract the-
ories of computer viruses the possibility of “quaranteering programs by executing them
in isolated and safe environments before the programs would be deployed on machines
where they can actually spread and do harm” [2]. To the knowledge of the author,
this is the first proposal of sandboxing as a means for inferring the maliciousness of
an application.
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Chapter 3

Outline of research

In this chapter, we outline our main research objectives and the problems in focus. We
first present our novel malware analysis framework called Minerva, which is the main
practical contribution of this thesis. Following this, we present our main conceptual
contributions, all of which Minerva implements.

3.1 Minerva malware analysis framework

Minerva is a malware analysis framework based on dynamic analysis that, on a prac-
tical level, can automate many everyday malware analysis tasks often done manually
by an analyst. The primary focus of Minerva is to improve precision and generality
of malware tracing, and then use this as a fundamental building block for precise and
complete solutions to many more specific tasks like behaviour profiling, unpacking
and feature extraction for data-centric tasks. To this end, the core of Minerva is a
fine-grained sandbox that performs instruction-level malware analysis using dynamic
taint-analysis in a system-wide context. Minerva then comes with several tools for
specific malware analysis tasks that leverage the precise system-wide malware tracing.

Minerva’s sandbox builds on top of PANDA [53]. As described in Section 2.4.7,
PANDA is a dynamic analysis framework based on full system emulation and utilises
a record-and-replay infrastructure. As such, Minerva is capable of analysing system-
wide malware, the execution of the malware recording is fast in terms of full-system
emulation, and all experiments performed in Minerva are fully reproducible.

The general work-flow of Minerva is to record the execution of a given sample,
replay the execution with Minerva’s dynamic analysis and then use one of Minerva’s
several tools to solve the specific task at hand. The raw output of Minerva can also be
used for manual investigation by an analyst to provide significant aid in the reverse
engineering process.
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In addition to analysing individual samples, Minerva can also analyse samples in
batches to support large-scale studies. Various scripts control this large-scale analysis
and the only input needed is a folder tree that contains the samples that need analysis.
Minerva also comes with a tool for doing extensive data extraction on batches analysed
by Minerva, which we use for large-scale empirical studies.

Minerva consists of about 13,000 lines of C/C++ and Python code1. All of the
code on top of PANDA is built in C/C++ and consists of about 7,000 lines of code,
and the majority of our tools that process the output of the sandbox are in Python.
Most of the code in Minerva’s dynamic analysis is on top of PANDA; however, we
have had to modify the main taint analysis plugin that comes with PANDA to be less
resource intensive. Specifically, PANDA’s taint2 plugin can quickly use 40+ GB of
memory, and to limit this, we removed support for taint-labels and made some data
structures more simplistic.

3.2 System-wide malware execution tracing

The first objective of this thesis is to investigate the problem of tracing malware
execution in a precise and general manner. Theoretically, our goal is to distinguish
between benign and malicious code execution in a sandbox environment without
relying on specific signatures for behaviours observed in known malware. The goal
is to come up with a fundamental approach for tracing the malware execution that
is independent of knowledge about contemporary malware. Practically, the problem
is, given some instrumentation environment where a malicious application executes,
meaning we know the initial malicious application, extract the execution trace of this
application. On a fine-grained level, this requires determining for each instruction
executed on some system, whether this instruction belongs to the malware or whether
it is benign code.

The problem outlined in the paragraph above is relevant for the majority of re-
search on dynamic malware analysis. Indeed, the problem is addressed implicitly by
any tool that relies on tracing the malware execution; however, to our knowledge, the
problem has never been addressed explicitly in a rigorous manner.

At first sight, tracing the malware execution may seem simple without many com-
plications. However, in recent years, the problem of tracing a malware execution has
been seriously challenged and is becoming increasingly relevant for producing precise
analysis tools. This is because malware no longer executes purely in one process

1Lines of code are measured using Sloccount[152]
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but instead infects its host system by, for example, dropping and executing files em-
bedded in their application [100, 132], injecting code into benign Windows processes
[11, 77], using otherwise benign code via code-reuse attacks to perform malicious
execution [67, 130] and much more. In general, the design space for executing in
non-conventional ways is enormous. In these cases distinguishing benign from ma-
licious code execution becomes fuzzy and current approaches use simple techniques
like hooking some well-known APIs that allow malware to execute code in other pro-
cesses. However, when malware executes in these unconventional ways, the current
tools and techniques will end up with unreasonable over-approximations or under-
approximations of the malicious execution trace.

As such, the first objective of our thesis is to come up with a solution that is
fundamentally strong for tracing the execution of a malicious binary. In current
terms, this means capturing an exact execution trace of a program that may inject
code into other processes, perform exploits that rely on code-reuse attacks, execute
dropped files, and much more. We, therefore, consider the problem to be execution
tracing of malware in a system-wide setting.

The solution we come up with is dynamic analysis of malware where the tracing
of the malware execution relies exclusively on information flow analysis. This is a
fundamental and robust approach to tracing the malware because it is independent
of a large variety of evasion techniques that malware use, e.g. spreading via files and
processes. Fundamentally, our tracing capabilities do not rely on any knowledge of
high-level OS-constructs or knowledge of specific tricks deployed by malware. The
idea is then to apply more abstractions on top of this fundamental execution trace
to give a high-level understanding of how a given malware sample executes. As such,
Minerva solves malware analysis with a bottom-up approach, which is in contrast to
previous work that comes with a top-down approach by defining the malware execu-
tion trace based on knowledge of evasion techniques, OS-constructs, malware tricks
and more. The benefit of our approach, then, is Minerva’s ability to analyse malware
samples with new and unknown evasion tricks in a general and precise manner.

The implementation of the system-wide tracing corresponds to 4500 lines of C++
on top of PANDA and 1500 lines of Python code that manages the analysis process
and also does minor post-processing on the run time analysis.
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3.3 System-wide unpacking

The second objective of this thesis is to come up with a solution to automatically un-
pack packed malware. Packing refers to malware that hides its payload as encrypted
or compressed memory at compile time to hinder static analysis, and then at run time
the malware decrypts or decompresses this memory in order to execute its payload.
Packing is a long-standing problem, and reports from major anti-malware companies
estimate about 80% of malware samples come packed [69]. Anti-malware researchers
have investigated techniques to automatically unpack applications and the majority
of this research [52, 75, 81, 83, 91, 112, 147] focus on capturing dynamically gener-
ated code. They focus on dynamically generated code because it is an invariant of
decryption and decompression since decrypted or decompressed code must be written
at run time. The goal of these unpackers is then to extract all of the dynamically
generated code within a given malware sample to enable further analysis.

There is an intricate relationship between executing in a system-wide context and
packing. Malware that starts execution as a single process and infects the system
in order to execute in multiple processes requires dynamically generated code, i.e.
memory that is written at run time and then executed. For example, malicious code
injection can be considered dynamically generated code across processes. Dropping
files and executing them can be considered dynamically generated code via the file
system. As such, the invariant that is used to unpack malware automatically is also
an essential invariant in system-wide malware execution.

Although automatic unpacking is a well-studied area, existing unpackers come
with several conceptual and practical limitations. First, the invariant of dynami-
cally generated code is ubiquitous across the entire operating system, e.g. writing
executable files, loading of programs and just-in-time compilation. Current solutions,
therefore, cannot simply extend their techniques to system-wide malware. These cases
are relevant because malware that propagates through the system often dynamically
generates code via benign code. Second, automatic unpacking of malware requires
more than just capturing dynamically generated code. For example, the dynami-
cally generated code is often position-independent and comes with API obfuscations
that need deobfuscation before the unpacker’s output can be used effectively. Third,
from a practical point of view, the architecture of many existing unpackers are not
well-designed, and their implementation is inherently limited, making them ineffec-
tive against most malware samples. As a result of these limitations, existing generic
unpackers have not been adopted, and unpacking is still very much a manual process.
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We come up with a solution to unpacking that combines dynamic and static
analysis. First, we use our foundation for system-wide malware tracing to extend
the definition of dynamically generated code to a definition of dynamically generated
malicious code. This allows us to capture system-wide generation of malicious code
and solves the first limitation above. Second, we capture both the precise API calls
made by the malware and the dynamically generated code involved in the unpacking
and then use static analysis to make these elements into well-formed PE files that only
contain malware code. These PE files are constructed such that they are well-suited
for follow-up analysis, which solves the second problem highlighted above. Finally,
because our architecture uses full system emulation and we take as input a malware
sample and output several PE files useful for further analysis, e.g. disassembly in
IDA Pro, we solve the third problem above.

The implementation of the system-wide unpacking corresponds to 2500 lines of
C++ on top of the system-wide analysis, and about 1500 lines of Python for the
static analysis.

3.4 Assessing the malware landscape

The third objective of this thesis is to assess the malware landscape at large regarding
system-wide malware execution and packing techniques. To do this, we collect an ex-
tensive data set of 65 malware families with samples ranging over a seven-year period,
analyse them in our sandbox and systematically collect statistics on the results. The
study we perform comprehensively characterises system-wide malware propagation
as samples in the wild use it. We investigate four main aspects of the samples in
our data set: (1) the prevalence of system-wide malware propagation; (2) the diver-
sity of malware propagation strategies; (3) the relationship between malicious actions
and system-wide propagation; and (4) the evolution and inter-family consistency of
system-wide propagation.

The implementation of the statistics module corresponds to 3000 lines of Python
code.
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Chapter 4

Capturing system-wide malware
execution with code injections and
code-reuse attacks

“the purpose of abstracting is not to be vague, but to
create a new semantic level in which one can be
absolutely precise.”

— Edsger W. Djikstra, The Humble Programmer,
ACM Turing Lecture, 1972.

In this chapter, we study malware that executes throughout the entire system
and also manipulates otherwise benign code to execute on its behalf. We present
a unified approach to tracing malware propagation inside the host in the context
of code injections and code-reuse attacks and implement our techniques in Minerva.
We perform an empirical evaluation of Minerva by matching it with both synthetic
applications and real-world malware and also compare Minerva to previous work.
Our results show that the techniques of Minerva substantially improve the precision
for collecting malware execution traces and that our approach can capture intrinsic
characteristics of novel code injection techniques.

4.1 Introduction

Analysis and detection of system-wide malware execution is a problem that has partic-
ularly challenged the anti-malware research community. The problem is that malware
integrates itself to the system on which it is running using stealthy approaches, of-
ten motivated by evasion and privilege escalation. This integration is an important
property for our defence systems because many of them detect and analyse malware
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based on knowledge about propagation strategies, e.g. host-based intrusion preven-
tion systems (HIPS). Two central aspects of malware propagation are code injections
and code-reuse attacks.

Code injection is when the malware writes code to another process on the system
to have this code execute. This propagation makes the malware execute under the
same process as a legitimate application such as a white-listed process that goes
undetected by HIPS. In the cases where the malware relies on well-known techniques
and our systems already have signatures, the code injections are, naturally, trivially
detected. However, recent reports have shown that novel code injection techniques
can go unidentified by fine-grained malware analysis environments [110, 130] and also
bypass modern-day HIPS [106, 163]. Evasion via system-wide propagation presents
a critical challenge because false negatives in both environments allow malware to
operate without detection for a potentially long time.

Traditional code injection techniques use API calls such as MapViewOfFile, Write-
ProcessMemory and CreateRemoteThread, and previous work that aims to trace mal-
ware execution rely on hooking these functions to capture whenever multi-process
execution occurs [21, 147]. However, recent malware samples from the wild and
anti-malware researchers have started to explore code injections that use exploit-like
features such as code-reuse attacks [16, 106, 110, 163]. This means, instead of inject-
ing code via WriteProcessMemory and CreateRemoteThread, malware, for example,
writes memory to a system-global buffer and forces the target process to overwrite
its stack in order to execute a ROP chain controlled by the malware. In this way, the
malware executes in the target process without explicitly writing memory to it [106].

Automatic detection and analysis of code-reuse attacks have recently received
much attention from the research community [48, 67, 88, 123]. However, it is difficult
to come up with techniques that generically and precisely detect novel code-reuse
attacks, and analysis of special cases seems inevitable [48, 66]. For example, a recent
demonstration of a new code injection was shown to bypass both HIPS and the many
exploit-mitigations deployed by Windows [107] and this particular injection technique
was adopted by malware not long after the injection was first published [16] . The
problem with the current tools for analysing code-reuse attacks, besides being few in
numbers, is that these tools only focus on the injection and, therefore, provide a local
and limited view on the entire malware propagation. This makes them well-suited
as reverse engineering aids but not for complete and automated analysis of entire
malware propagations [67, 88, 123].
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In general, code injections and code-reuse attacks are practical examples of the
deep theoretical question: how to distinguish benign code execution from malicious
code execution. Many applications execute on commodity systems, and these appli-
cations interact in a variety of different ways, making it challenging to identify the
specific execution context and impact of a given application. Malware is actively
exploiting this difficulty, and there remains to be found a general and accurate so-
lution to analyse malware propagation with code injections and code-reuse attacks
automatically.

In this chapter, we describe a unified approach for automatically capturing and
analysing malware propagation with code injections and code-reuse attacks imple-
mented into Minerva. Minerva catches the malware execution based on a novel ap-
proach that relies on taint analysis of the entire malware code in combination with
a model of code-reuse attacks. This combination allows Minerva to follow malware
execution in the whole OS without relying on any API hooking, and it also gives Min-
erva the ability to identify code-reuse attacks within the trace. Minerva then goes
deeper by also implementing two novel techniques to capture code injections within
this execution trace and extract intrinsic aspects about each of them in the shape of
a code injection graph.

Our main contributions are as follows.

• We propose algorithms for complete malware tracing based on taint analysis in
combination with a model of code-reuse attacks.

• We propose a fine-grained unified approach for automatically identifying code
injections and highlight their intrinsic characteristics.

• We present an implementation of a prototype system and perform empirical
evaluation on both synthetic applications and real world malware samples on
tracing malware execution purely based on information flow analysis.

The chapter is organised as follows. To introduce the problem, we first present
an introduction to system-wide malware executions with a motivating example based
on a real-world malware sample (Section 4.2). Next, to reason precisely about the
problem, we present an abstract framework that allows us to define malware execution
tracing inside of malware sandboxes in a clear and formal manner (Section 4.3). We
then present our novel approach to tracing instruction-level system-wide malware
execution (Section 4.4) and two different strategies for identifying code injections
within a system-wide execution trace (Section 4.5). Following that, we outline the

52



taint implementation in Minerva (Section 4.6) and present an empirical evaluation
of correctness based on both synthetic applications and real-world malware (Section
4.7). Finally, we discuss limitations (Section 4.8) and present related work (Section
4.9).

4.2 System-wide malware executions

In this section, we introduce the motivation and background for our work via a
running example and go into detail regarding how it uses code injections and code-
reuse attacks.

4.2.1 Motivating example - Gapz malware

The running example we use is a real-world malware sample from the Gapz family1.
Figure 4.1 shows the initial part of the propagation strategy deployed by the sample.
The black circle within the Malware.exe process indicates the entry point of the
malware, solid arrows present control flow and dashed arrows present data flow.

The malware first dynamically generates several waves of code within its process
and incrementally transfers execution to these. The decrypted memory then injects
code into the legitimate, and already running, Windows process explorer.exe. The
malware achieves code injection by overwriting a pointer in explorer.exe using the
function SetWindowLong provided by the Windows API and hijacks execution of
explorer.exe using a call to another Windows function SendNotifyMessage. The
hijacked explorer.exe process transfers execution to a sequence of code-reuse attacks
that write shellcode within explorer.exe and transfer execution to the shellcode.
The shellcode itself will load a memory mapped file and transfer execution to this
file.

Our focus in this chapter is on capturing code injections and code-reuse attacks,
and we then return to the dynamically generated code in Chapter 5.

4.2.2 Code injections

In the context of malware, code injection is when the malware writes code to another
process, called the target, and then has this code execute. Effectively, code injection
allows malware to perform malicious activities in the context of the target process.
There are many reasons why malware use code injections and two of the most common

1md5 of sample = 0ed4a5e1b9b3e374f1f343250f527167

53



wave0 wave1 wave2 wave3 wave4

Malware.exe

Code-
reuse
attacks
23 instrs

wave0wave1

explorer.exe

SendNotifyMessage
SetWindowLong

Figure 4.1: Malware propagation of Gapz.

reasons are for evasion purposes and process-level privilege escalation. For example,
if the target process is a benign Windows process, then the malicious execution may
go undetected because the benign processes are white-listed and not checked by the
local HIPS[107].

The motivating example uses a non-traditional case of code injection. The mal-
ware avoids WriteProcessMemory and CreateRemoteThread, or similar API calls, to
perform the injection and instead uses two mundaneWindows functions, SendNotify-
Message and SetWindowLong. At the time the malware was first discovered this
caused fine-grained malware analysis sandboxes to miss the injection [110].

It is important to clarify that code injections are not necessarily exploits, and many
of them are not intended to escalate privileges from an OS perspective. Instead, these
are injection techniques that target OS- and application-specific constructs that allow
the malware to execute code in another process. As such, there is no strict need for
escalating privileges, which makes the number of potential targets plentiful.

4.2.3 Code-reuse attacks

In order to hijack the control flow of an application, malware can manipulate the exe-
cution of benign code to perform malware-specific computation even without writing
any code to the application itself. We call this type of attack a code-reuse attack.
Originally, code-reuse attacks were proposed to enable code execution in the context
of non-executable stacks [50]. In this way, the technique requires the ability to hi-
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jack execution, e.g. via a memory corruption vulnerability, but rather than executing
attacker-written shellcode it relies on reusing blocks of existing code in the victim
process and chaining them together in ways that are meaningful for the attacker.

The most popular code-reuse technique is return-oriented programming (ROP),
described by Shacham [139]. The basic idea behind ROP is to rely on small code
blocks that end in ret instructions, called gadgets. Specifically, the attack works by
overwriting the stack with addresses of gadgets, such that whenever the ret instruc-
tion of the first gadget executes it will transfer control to the second gadget, which in
turn executes its ret instruction and transfers execution to the third gadget, and so
on. By combining these gadgets in meaningful ways, the adversary can achieve com-
plex computation and in most real-world cases, even Turing complete computation
[27, 35].

Code-reuse attacks are not limited to ROP but can essentially hijack many types
of indirect branch instructions. For example, jump-oriented programming (JOP)
explores a similar paradigm to ROP but focuses on indirect jmp instructions instead
of ret instructions [20]. Code-reuse attacks can also be obtained by hijacking indirect
call instructions and, of course, a combination of all three.

Returning to our motivating example, to hijack execution of explorer.exe the
sample uses the functions SendNotifyMessage and SetWindowLong to trigger a code-
reuse attack in explorer.exe. The call to SendNotifyMessage triggers a message
handler inside explorer.exe and a part of the code in this message handler is shown
in Figure 4.2. The trigger-point that allows an attacker to achieve arbitrary code
execution is that the value returned by GetWindowLong (put in the EAX register) is
a value that is attacker-controlled and can be manipulated from a remote process
using SetWindowLong. After the call to GetWindowLong, EAX is copied into ESI and
a conditional branch is executed. If the condition is false, then execution continues
in a basic block where the 4 bytes placed at the address given in ESI is copied into
EAX. Next, three indirect call instructions are executed and each of them branch
according to the value in EAX. Because the malware controls the value returned by
GetWindowLong it effectively controls the pointer that determines the destination of
the three indirect branches. By redirecting these three indirect branch instructions to
carefully selected code snippets within explorer.exe the malware is able to hijack
execution of explorer.exe to code that is completely controlled by the malware.

In addition to the malware relying on unorthodox techniques to hijack execution,
it is important to highlight that the technique specifically targets explorer.exe as
it relies on specific code that is unique to explorer.exe. Evasive code injection
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Figure 4.2: Vulnerable message handler in explorer.exe

techniques are, therefore, actively researched, and it is difficult to eliminate all of
them within an operating system because it requires analysis of each application.

4.3 Abstract model of execution environment

A core goal of this chapter is to develop techniques that capture system-wide mal-
ware execution and also identify code injections and code-reuse attacks within the
execution. We, therefore, need a formal environment in which we can reason about
executions in a sandbox, and we present this now.

The model we present is an extension of work from Dinaburg et al. [52]. We
consider execution at the machine instruction level, and since an instruction can access
memory and CPU registers directly we consider a system state as the combination of
memory contents and CPU registers. Let M be the set of all memory states and C
be the set of all possible CPU register states. We denote all possible instructions as
I, where each instruction can be considered a machine recognisable combination of
opcode and operands stored at a particular place in memory.
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A program P is modelled as a tuple (MP , εP ) whereMP is the memory associated
with the program and εP is an instruction in MP which defines the entry point of the
program. There are often many programs executing on a system and each of these
may communicate with each other through the underlying OS. As such, we model
the execution environment E as the underlying OS and the other programs running
on the system.

We define a transition function δE : I ˆM ˆ C Ñ I ˆM ˆ C to represent the
execution of an instruction in the environment E. It defines how execution of an
instruction updates the execution state and determines the next instruction to be
executed. The trace of instructions obtained by executing program P in execution
environment E is then defined to be the ordered set T pP,Eq “ pi0, . . . , ilq where
i0 “ εP and δEpik,Mk, Ckq “ pik`1,Mk`1, Ck`1q for 0 ď k ă l. We note here that
the execution trace does not explicitly capture which instructions are part of the
program, with the exception of i0, but rather all the instructions executed on the
system including instructions in other processes and the kernel. For any two elements
in the execution trace ij P T pP,Eq and ik P T pP,Eq we write ij ă ik if j ă k, ij ą ik

if j ą k and otherwise ij “ ik. We use this to define ordering between the instructions
of the sequence.

4.3.1 Malware execution trace

We now introduce the concept of malware execution trace. The goal of the malware
execution trace is to define the set of instructions in a sandbox that belongs to the
malware under analysis. The malware execution trace must, therefore, determine for
each instruction in a given system whether it belongs to the malware or if it is benign.

Suppose P is a malware program and PA is some malware tracer that aims to
collect P ’s execution trace. Malware program P is interested in evading analysis and
gain privilege escalation by using code-reuse attacks and code injections. As such,
the execution trace of the malware may contain instructions that are not members of
program P ’s memory MP .

To monitor the malware across the environment, the malware monitor PA main-
tains a shadow memory that allows it to label the memory and the CPU registers.
This shadow memory is updated for each instruction in the execution trace. Let
S ĎM ˆC be the set of all possible shadow memories. We then define the propaga-
tion function δA : SˆI Ñ S to be the function that updates the shadow memory when
an instruction executes. The list of shadow memories collected by the malware tracer
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is now defined as the ordered set: STApT pP,Eqq “ ps0, . . . , slq where δApsk, ikq “ sk`1

for 0 ď k ă l.
The job of the malware tracer is to determine for each instruction in the execution

trace whether the instruction belongs to the malware or not. To do this, the analyser
uses the predicate ΛA : S ˆ I Ñ ttrue, falseu. The malware execution trace is now
given as the sequence of instructions for which ΛA is true and we call ΛA the inclusion
predicate. We define the malware execution trace formally as follows:

Definition 1. Let T pP,Eq be an execution trace and PA a malware tracer. The
malware execution trace is the ordered set ΠA “ pm0, . . . ,mdq where:

• ΠA is a subsequence of T pP,Eq;

• Dv |mj “ iv ^ ΛApsv, ivq for 0 ď j ď d.

The above definition says that the malware execution trace is a subsequence (or-
dering is preserved) of the entire whole-system trace and for each instruction in the
malware execution trace there is a corresponding instruction in the whole-system
trace for which the inclusion predicate is true.

The malware execution trace gives us a definition we can use to reason about the
properties of malware tracers. In particular, for a given malware tracer it highlights
the propagation function, δA, and the inclusion predicate, ΛA, to be the defining parts.
Having constructed our model of malware tracers and identified the key aspects that
determine how they collect the execution trace, we now move on to present how
Minerva precisely captures system-wide propagation.

4.4 Tracing the malware execution

The goal is to capture malware execution in the context of code injections and code-
reuse attacks. The overall idea is to use dynamic taint analysis to mark the malware
under analysis as tainted and then capture its system-wide execution by following
how the taint propagates through the system.

Algorithm 1 gives an overview of our approach to capturing the malware execution
trace. Assuming the first instruction executed on the system is the entry point of the
malware, the first step (line 2) is to taint the memory making up the malware. Next,
execution continues until there is no more taint or a user-defined timeout occurs, and
for each instruction executed we check if the memory making up the instruction is
tainted (line 8). We include the instruction in the malware execution trace if the
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instruction is tainted (line 9). In the case the instruction is not tainted (line 10) then
we check if the instruction is part of a buffer that holds the code-reuse instructions
we need to monitor (line 12). If the instruction is part of a code-reuse attack, then
we set a temporal variable indicating that the instruction should be included in the
malware execution trace, and also remove it from the buffer that monitors code-reuse
attacks. Next (line 18), we check if the instruction initiates any code-reuse. If it
does, then we set the temporal variable indicating the instruction must be appended
to the malware execution trace and also include the reused code into our code-reuse
buffer. Finally, we emulate the instruction propagate taint accordingly (line 28).

In the following three sections, we describe in detail how we taint the malware
initially (Section 4.4.1), how we identify code-reuse attacks (Section 4.4.2), and how
we propagate taint (Section 4.4.3).

ALGORITHM 1: Main algorithm
Data: Malware execution trace Π, gadgets G.
Result: (input) Malware sample B

1 // Initialisation
2 P Ð init_taintpBq
3 T G ÐH

4 // Full system instrumentation
5 i Ð first_instrpq
6 while P ‰ H do
7 // is the instruction tainted?
8 if irAs P P then
9 Π Ð Π^xiy

10 else
11 // code-reuse handling
12 // is it in the gadget buffer?
13 if i P T G then
14 append “ true
15 T G Ð T Gztiu
16 end
17 // does it initiate code-reuse?
18 if initiates_code_reusepi ,Pq then
19 append “ true
20 T G Ð get_code_reusedpi , T Gq
21 G Ð T G Y G
22 end
23 if append “ true then
24 Π Ð Π^xiy
25 end
26 append “ false

27 end
28 pi,Pq Ð updatepi,Pq
29 end
30 return pΠ,Gq
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4.4.1 Initial setting

We consider malicious code execution on the basis of tainted memory. The only two
ways we include instructions in the malware execution trace is if the memory that
makes up an instruction is tainted or if the instruction is part of a code-reuse attack.
Furthermore, apart from the initial taint, the only way we introduce new taint in the
system is from instructions that are already tainted. The initial taint is, therefore,
the seed for the rest of the analysis and has a significant impact on the completeness
and precision of the analysis.

The goal is to ensure completeness and the initial taint must, therefore, cover all
memory that belongs to the malware code base, and also the memory from where the
malware can derive dynamically generated code. If we miss any such memory, then
there is a possibility the malware uses this memory to generate code dynamically,
and our monitor will miss out when this code executes. On the basis that malware
can contain code anywhere in its module, we taint the entire module of the malware,
including data-only sections. The tainting occurs when the program is loaded into
memory to ensure our tainting happens before any of the malicious code executes.

4.4.2 Code-reuse identification

The similarity between the code-reuse techniques introduced in Section 4.2.3 is that
a benign indirect branch instruction directs execution to another benign instruction
but the adversary controls the value that determines the destination. The difference
between the techniques is the instruction used i.e. whether it is a ret, jmp or call
instruction. Because of this similarity, we consider code reuse attacks on a more
abstract level. Formally, we define code reuse attacks as pairs pGI,GCq where GC
is the reused code (gadget code) and GI is the instruction that initiates the branch
to the reused code (gadget initiator). When malware reuses code as part of their
control-flow, GI is the trigger that allows the malware to use GC for its purposes.

We identify GI instructions as instructions made up of non-tainted memory that
branches to non-tainted memory, but the memory that determines the destination of
the branch is tainted. The particular execution pattern we capture with this definition
is malware that creates a control-flow by chaining two benign code regions (non-
tainted code) together by overwriting the address determining the branch destinations
and not the code itself. Table 4.1 illustrates the specific rules we use to determine if
an instruction is a GI.
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Address Instruction Code-reuse conditions GI

I CALL [A] A P P, rAs R P, I R P 3

I CALL reg reg P P, rregs R P, I R P 3

I JMP [A] A P P, rAs R P, I R P 3

I JMP reg reg P P, rregs R P, I R P 3

I RET esp P P, resps R P, I R P 3

Table 4.1: Conditions for identifying GI instructions. P is the set of tainted
memory.

When we identify a GI instruction, we proceed to determine GC. Previous litera-
ture on exploit mitigation has tested several ways on how to define GC, and there is
no definitive best solution. The difficulty occurs because GC in practice can include
an arbitrary number of instructions, have arbitrary structure, and can vary between
small gadgets and entire functions. To this end, we monitor if the destination of GI
is a function, and if so, consider the GI to be a function call inside the malware
execution trace, and if the destination is not a function, then we include GI in the
execution trace as well as the instructions of the first basic block at GI’s destination.

For each pGI,GCq pair that we capture, we must include the instructions of the
pair in the malware execution trace. However, the gadget is only a one-time execution
so we cannot taint the instructions as we do with regular malware code. Instead, we
append the GI instruction to the malware execution trace as we observe it, and put
all the instructions of the GC basic block into a buffer. Instructions in the buffer are
then included in the execution trace only the first time they are executed right after
the GI instruction execution. In this way, we only include gadgets at the specific
moment the malware uses them.

We notice here that there is one exception to the rule, which is when we observe
a chain of code-reuse attacks. We observe this exception in code injection techniques
where a chain of code-reuse attacks is used by the malware to transfer execution to
shellcode. To identify this chain, we monitor for chained code-reuse attacks, and if
the last instruction of the chain transfer execution to tainted memory, then we include
this in the chain.

4.4.3 Propagation function

The core part of our propagation function is defined by our update algorithm, shown in
Algorithm 2. The first step is to apply the taint propagation for a given instruction.
Next, we continue to execute (emulate) the instruction, and if the instruction is
part of tainted memory, then we also taint the output of the instruction. We do
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this because some malware generates dynamically generated code by reading benign
code and modifying it for malicious purposes. In fact, our running example of the
Gapz malware employs this type of behaviour. We leave this Section to the taint
propagation aspects specific to the algorithms in Minerva, and then in Section 4.6
we describe in detail the specific policies of the taint implementation that we use in
Minerva.

ALGORITHM 2: update
Data: Instruction i, memory propagation set P .
Result: Propagation set P

1 // Initialisation
2 P Ð propagate_taintpi,Pq
3 inext Ð exec_instrpiq
4 if irAs P P then
5 for o P irOs do
6 P Ð P Y tou
7 end
8 end
9 return pinext,Pq

4.5 Identifying code injections

In this section, we present our approach to identifying code injections in the malware
execution trace and also extract intrinsic characteristics about these by performing
semantics-aware dependency analysis. The approach consists of three steps. First,
identifying control-flow transitions from one process to another and arrange such
findings into transition pairs. Second, finding any code-reuse attacks involved in
the transition and, third, performing backward dependency analysis on these two
components to generate a code injection graph. We detail each of these steps below.

4.5.1 Transition model

The transition model captures key instructions within the malware execution trace
that enable malware execution to flow from one process to another. This type of flow
is composed of an initiator instruction in the source process and a target instruction
in the destination process. Together, the initiator and target instruction make up
a transition pair. Identifying the transition pairs is not trivial because the instruc-
tions in the malware execution trace are ordered by when they were observed in a
single-core execution environment and not necessarily the control flow of the malware
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execution. In practice, this problem of misalignment between control-flow and obser-
vation time occurs because of asynchronous procedure calls, parallel execution and
context switches.

Previous works have handled the problem of identifying transition pairs with two
different solutions. Ugarte et al. [147] create a transition pair whenever a thread
context switch occurs. We have found that in practice this approach is inaccurate
because it generates too many transition pairs. The reason is that context-switches
do not reflect control-flow transitions from the process or thread being switched out
to the one that switches in. Instead, context-switching is merely a technique to ensure
scheduling amongst processes and threads on the system. Bonfante et al. [21] hook
a set of function calls which are known to initiate execution in remote processes.
Although this approach works well in practice for known injection techniques, it lacks
generality because it cannot identify unknown code injections.

To overcome the limitations of previous work, we first identify all target instruc-
tions in a general manner independent of function hooking and then proceed to iden-
tify initiator instructions. In comparison to previous work that first identifies the
initiator instruction and then the target instruction, we can identify the target in-
struction independently of the initiator instruction because we rely on taint to trace
the malware execution. We identify a target instruction as the first malware instruc-
tion executed in each process that is a non-code-reuse attack. For such instructions,
we know injection has occurred because this is the first time the malware executes in
the process.

For each target instruction, we trace backwards in the malware execution trace
to determine the respective initiator instruction. We use function hooking to identify
if the injection matches an already known injection technique. If it does, then we
mark this as the code injection, and if it does not, then we deploy a general heuristic
to identify the initiator instruction. In particular, during execution, we monitor all
API calls done by instructions in the malware execution trace, including obfuscated
calls such as push X; rol[esp], Y; ret. We keep a subset of these calls in a set F
with all the calls to functions that we know possibly initiate execution in a remote
context e.g. CreateRemoteThread, ResumeThread, CreateProcess, QueuseUserAPC.
For each target instruction, we check if there is an element e P F that initiates
execution of the given target instruction. If there is, then we declare the element e
as the initiator of the code injection. However, if there is no such element, then we
have a code injection that relies on an unknown method for injecting the code. In
this case, we trace back in the malware execution trace to the first instruction that
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branches to something outside of the malware memory (such as calling a function in
a dynamically loaded module) and is a non-gadget instruction. We then declare this
as initiator instruction.

It is important to note here that the hooking is only used to identify the injection
initiator and not to detect that a code injection has happened. Our approach to
determining whether a code injection has occurred is entirely independent of the
hooking.

4.5.2 Injection mechanics

After finding a pair of initiator and the target instructions, we continue to identify if
there any code-reuse occurred between them in the execution that are of importance
to the injection. Specifically, we consider each code injection as a sequence of in-
structions xinitiator, R,G, targety where R is a sequence of instructions with process
identifier (PID) not equal to the PID of target and G is a sequence of instructions
that are all code-reuse pairs and have PID to be the same as the PID of target.
Both R and G may be empty sequences. We call G the injection catalyst and the
tuple (initiator, catalyst, target) the key components of the code injection. The key
components of the code injection make up the control flow of the code injection:
initiator Ñ catalystÑ target.

Figure 4.3 shows the key components of the code injection collected by Minerva
when matched with the Gapz malware sample. The initiator instruction here is the
instruction call SendNotifyMessage at address 9b3b00 in the malware process. This
call triggers three indirect call gadgets that transfer execution to 6 ROP gadgets.
The target instruction is mov ebp, esp at address 77ef48c0.

In addition to the injection mechanics, there have recently been proposed exe-
cution purely via code injection attacks [149]. To support identifying this type of
execution, Minerva also comes with an option for capturing code injections in case
we observe a code-reuse chain above a given length. However, this feature is more
esoteric and we have not found any malware that purely relies on code-reuse attacks.

4.5.3 Code injection graph

The key components give valuable insight into a code injection and the instructions
that are part of it. However, on their own, the key components provide little insight
into how the malware established these components. To give insights about this, we
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PID Address Instruction

4d0 9b3b00 call SendNotifyMessage

5f0 1001b4b call [eax] ; KiUserDispatcher
5f0 1001b59 call [eax + 8]
5f0 1022599 std
5f0 102259a ret
5f0 1001b6e call [eax + 4]
5f0 7c9ee5be mov ecx, 0x94
5f0 7c9ee5c3 rep movsd
5f0 7c9ee5c5 pop edi
5f0 7c9ee5c6 xor eax, eax
5f0 7c9ee5c8 pop esi
5f0 7c9ee5c9 pop edi
5f0 7c9ee5ca ret
5f0 77ec5b26 cld
5f0 77ec5b27 ret
5f0 101179c pop eax
5f0 101179d ret
5f0 7c9015f8 __alloca_probe

5f0 7c90160c ret
5f0 7c802213 WriteProcessMemory

5f0 7c802298 ret
5f0 101179c pop eax
5f0 101179d ret
5f0 1002080 jmp eax
5f0 77ef48c0 mov ebp, esp

Figure 4.3: Key components of Gapz code injection.

lea edi, [esp + 0x10]

pop eax

call eax

Figure 4.4: Code of KiUserDispatcher.
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construct the code injection graph. The code injection graph describes the control-
flow of the code injection and the data-flow of tainted memory involved in the code
injection. The nodes of the graph are either instructions in the malware execution
trace or non-malicious instructions that propagate taint. The edges in the graph,
therefore, show control-flow or taint-flow. In practice, we also annotate the nodes
with several meta-descriptions such as their given process, module and function.

To construct the code injection graph, we analyse the taint-propagation history of
the tainted memory in the catalyst and the target from the key components of a given
injection. Specifically, we trace backwards in the propagation history of the tainted
memory involved in the catalyst and the target until the instruction that propagates
the tainted memory is part of the malware execution trace or the propagated memory
is part of the original memory when the malware was first loaded. The result is a graph
showing how the malware established the memory involved in the key components,
giving complete insight into the control-flow and data-flow of the given code injection.

4.6 Taint implementation

Dynamic taint analysis is at the core of our technique, and we now clarify central
elements of the taint implementation in Minerva, which is a slightly modified version
of the taint analysis deployed by PANDA. From a high-level point of view, PANDA
raises the QEMU intermediate representation into LLVM code and then performs
taint analysis on the LLVM code itself using a byte-level granularity.

PANDA has extensive support for disk tainting. Specifically, PANDA has sev-
eral hooks in QEMU’s implementation of the Integrated Device Electronics (IDE)
interface that PANDA uses for its record-and-replay facility. Based on these hooks,
PANDA provides several callbacks that plugins can use to get notified whenever disk-
related events occur, and these are the specific callbacks that the taint system uses
to support tainting across various storage components. The taint system maintains
a shadow memory that itself has several sub-shadow memories representing various
components, including hard disk, I/O buffer, RAM and registers. These partitions
are then maintained by way of the callbacks mentioned above, including during data
transfers from one storage unit to another, e.g. from disk to RAM. We refer to [53]
and [153] for more detailed presentations of PANDA’s taint system.

By default, Minerva does not use pointer tainting, and this is also the case for
all empirical work involving Minerva that we present in this thesis. Furthermore,
Minerva makes no effort to identify implicit data flows exhibited by the malware.
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In this way, Minerva takes a conservative approach to false positives and aims for
minimal risk of over-tainting. However, it also leaves Minerva vulnerable to more
false negatives since malware can exploit our conservative policies, which we discuss
further in Section 4.8.

The only change we made to PANDA’s taint implementation is decreasing the
size of selected data structures in the shadow memory. Specifically, PANDA supports
taint labelling at the cost of large data structures holding information about each
tainted byte. However, we do not need taint labels and, therefore, stripped these
aspects out.

4.7 Evaluation

To verify the effectiveness of our approach, we evaluate it against a set of benchmark
applications comprising synthetic applications and real-world malware. In Section
4.7.3, we empirically validate the correctness of our approach by matching it with
applications where we have ground-truth, and in Section 4.7.4 we compare our ap-
proach with previous work. Our results show we find more genuine code injections
and that the taint does not explode. In Section 4.7.5 we perform in-depth analysis on
two case studies, demonstrating that our approach can capture malware propagation
with code injections and code-reuse attacks, and also give valuable detailed insights
about the propagation. A checklist for prudent evaluation is given in Table B.1 in
Appendix B.

4.7.1 Data collection

In total, we evaluate Minerva against three data sets comprising 46 applications.
These consist of applications implemented by ourselves, real-world malware and also
public benchmarks.

1. Benchmark #A : Ground truth code injection techniques. The first
set, A, is composed of our implementations of several publicly-document code
injection techniques. In this set four applications use code-reuse attacks, and
six do not. Table 4.2 lists the specific Windows API functions used by the six
applications without code-reuse attacks use.

2. Benchmark #B : Analysed real-world malware. The second set, B, is
composed of a set of malware samples from four different malware families where
anti-malware companies have documented the code injections of the samples.
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We ensure correct samples by only selecting those with hash sums reported in
the specific malware analysis reports.

3. Benchmark #C : Benign single process applications. The third set,
C, composes benchmark applications we are sure do not inject code into other
processes. All of the samples in data set C are from the WCET benchmark
suite [70].

4.7.2 Experimental set up

We conduct all of our Minerva experiments on a 4-core Intel-7 CPU with 4.2 GHz
and a Windows 7, 32-bit guest architecture. The guest is in a closed network
and connected to another virtual machine that performs network simulation using
INetSim[76]. As such, malware samples that connect back to some CC server will be
able to resolve DNS names, connect to every IP and also receive content. However,
the content itself is the default data provided by INetsim.

We executed the applications on the guest machine with a local admin account,
and User Account Control (UAC) enabled. We perform no user stimulation during
the analysis, and there were no applications apart from the generic Windows processes
running in the guest machine itself.

4.7.3 Experimental validation of correctness

In our first experiment, we empirically evaluate the correctness of Minerva. We use
Minerva to analyse the samples in our data sets and match the results with ground
truth. The first five columns of Table 4.3 show our results of matching Minerva with
the samples from set A and B. For the malware samples in data set B we manually
verify each process propagation identified by Minerva.

4.7.3.1 True positives

Minerva correctly identifies when code injection occurs in all of the code injecting
binaries and also identifies when code-reuse attacks are part of the code injection
techniques. As such, the true positive rate is perfect, and we do not miss any system-
wide malware execution.
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ID Windows API functions used.
A1 OpenProcess, WriteProcessMemory, CreateRemoteThread

A2 OpenProcess, WriteProcessMemory, SetThreadContext, ResumeThread

A3 OpenProcess, WriteProcessMemory, QueueUserAPC

A4 OpenProcess, MapViewOfSection, SetThreadContext, ResumeThread

A5 OpenProcess, MapViewOfSection, CreateRemoteThread

A6 OpenProcess, MapViewOfSection, QueueUserAPC

Table 4.2: Details about the Windows API functions several of the applications of
data set A use to perform code injection.

Minerva CO[21] CS[51]
Samples # num CRI CRI CI CI CI
(A) PowerLoader 1 3 1 1 0 0
(A) PowerLoaderEx 1 3 1 1 0 0
(A) AtomBombing 1 3 1 1 0 0
(A) Codeless 1 3 1 1 0 0
(A) A1 1 0 1 1 1
(A) A2 1 0 1 0 1
(A) A3 1 0 1 0 0
(A) A4 1 0 1 0 1
(A) A5 1 0 1 1 1
(A) A6 1 0 1 0 0
(B) CryptoWall 4 [3] 4 0 4 0 4
(B) Gapz [130] 4 3 3 4 1 1
(B) Ramnit [129] 8 0 8 3 5
(B) Tinba [98] 9 0 9 8 8
Total 35 7 35 14 22

Table 4.3: Evaluation with code injecting binaries.
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4.7.3.2 False positives

Minerva relies on taint propagation to capture malware execution, and it is imperative
that the taint does not explode, resulting in a high number of false positives. Minerva
finds no code injecting binaries when matched with our data set C, as shown in Table
4.4. These samples are, however, reasonably trivial and do not engage in any complex
system-interactive behaviours. In order to measure the number of false positives
Minerva produces against more complex applications we match for each malware
sample in data set B the processes with malware execution as reported by Minerva to
those from the reports produced by the anti-malware companies. In addition to this,
we manually verify if each process propagation reported by Minerva is a true or false
positive. Table 4.5 lists the results and, in total, we monitored 77 processes across
the samples, of which 52 processes are due to multi-process propagation. We found
four false-positive processes. These processes occur in three samples, and two of the
processes only execute one and eleven “malicious” instructions, respectively.

We consider these results to show that Minerva captures the malware execution
with a high level of precision. Although we find several false positives, we do not
think these are severe, but rather represent a modest limitation for the following
reasons. First, we find 4 out of 77 processes to be false positives; however, two of
these processes only execute 1 and 11 malware instructions and are easy to discard in
a follow-up analysis, leaving us with two false positive processes in one sample. On a
more detailed level, we observe a total of 236207 unique tainted malicious instructions
amongst all samples in our data set and 1480 of these occur within processes that
are false positives. As such, it is only 0.006% of the instructions that are from
false positive processes, which we consider to be a low number. Second, the tracing
capabilities presented in this chapter are raw in that we do not deploy any analysis or
heuristics on the traces to identify potential false positives. There are many options
available for such heuristics and in Section 6.3.5 we come up with a solution that, in
important cases, verifies if code execution reported as malicious is similar to code that
was in the system prior to malware execution and if so (with a few more conditions),
considers it to be a false positive and discards it. This solution eliminates all the false
positives we observe in this chapter.

In the following paragraphs, we give detailed accounts for our manual analy-
sis of the false positives observed in data set B. In [98] CSIS and Trend Micro re-
ports that the Tinba malware injects into winver.exe, explorer.exe, svchost.exe,
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Minerva CO[21] CS[51]
samples # num CI CI CI
(C) WCET [70] 11 0 0 0

Table 4.4: Evaluation with non code-injecting binaries.

firefox.exe, iexplore.exe and firefox.exe. In eight out of nine analysed sam-
ples, Minerva found injections into winver.exe and explorer.exe, and in one sam-
ple, Minerva found injections into seven processes on the system. This sample injects
all processes on the system for which it has privileges. We observed one process that
crashes, and this resulted in over-tainting occurring inside of the Windows process
WerFault.exe. However, Minerva only observed one instruction inside this process.
The reason we did not see any injection into any of the browsers was that the sys-
tem had no such processes running. However, we ran the same experiment but with
three processes executing on the system with names firefox.exe, iexplore.exe,

chrome.exe, respectively, and found eight out of the nine samples inject into at least
one of these browser processes.

In [130] researchers from Eset report that Gapz injects code into the Windows pro-
cess explorer.exe and also uses code-reuse attacks. Minerva found code injections
into explorer.exe in three of the four analysed samples. These three samples all
used code-reuse attacks in their injection. In two of these samples, Minerva captured
explorer.exe to be the only process where injection occurred. In the third sample,
Minerva also found execution inside of sysprep.exe and from manual reverse engi-
neering of the sample, we discovered that this is because the sample tries to bypass
Windows User Account Control (UAC) by executing code inside of the trusted process
sysprep.exe. The last sample did not use code-reuse attacks, and injected code into
svchost.exe rather than explorer.exe. We verified manually that this malware
does indeed inject code into svchost.exe and relies on CreateProcessInternalW

and ResumeThread functions, and no code-reuse attacks, to perform the injection.
In [129] researchers from Symantec report that Ramnit injects code into svchost-

.exe or IEXPLORE.EXE. In seven out of the eight Ramnit samples, Minerva found
injections into svchost.exe. In one sample Minerva also captured injection into
samplemgr.exe and one sample crashed resulting in eleven instructions executing
inside of WerFault.exe and we verified this is indeed a false positive. Because we
did not have any IEXPLORE.EXE processes running on the system, we analysed several
of the Ramnit samples manually to investigate if they were supposed to inject into
IEXPLORE.EXE. We found that, similar to the findings reported by Symantec, that the
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samples would first try to inject into svchost.exe and only if this was unsuccessful
they would inject into IEXPLORE.EXE.

In [3] researchers from Cisco report that CryptoWall samples inject into svchost-
.exe and explorer.exe. In three samples, we observed code injection into these
two processes, and in one sample, we observed the malware injecting code into
credwiz.exe. One of the samples had code execution in vssadmin.exe and svchost-

.exe, and we found these to be false positives. We found the vssadmin.exe to be
a false positive because the instructions executed in vssadmin.exe that Minerva de-
clared malicious corresponded to the real instructions of vssadmin.exe itself.

4.7.4 Comparative evaluation

In this section, we present our second experiment. The goal of this experiment is
to assess the quality of our results in comparison to existing work. Specifically, we
compare Minerva to state-of-the-art analysis tools in the form of a recent fine-grained
malware disassembler, Codisasm [21], and a coarse-grained malware analysis platform,
Cuckoo Sandbox.

Codisasm is a disassembler that relies on both static and dynamic analysis and
aims to disassemble binaries with self-modifying code and overlapping instructions.
The tool is built on top of PIN and hooks two functions from the Windows API
CreateRemoteThread and CreateRemoteThreadEx to follow the malware propaga-
tion. Although Codisasm is a malware disassembler, it relies on dynamic analysis to
capture the instructions executed by the malware in order to perform its disassembly.
Cuckoo is a Sandbox that analyses malware from user-mode at the API call granular-
ity and contains many techniques for automatically tracing malware in case of code
injections. As such, both Codisasm and Cuckoo Sandbox follow malware based on
function hooking and heuristics about known API calls.

4.7.4.1 Comparative evaluation of correctness

The results in terms of capturing code injections are shown in Table 4.3. Minerva
outperforms both Cuckoo Sandbox and Codisasm by a large margin. Cuckoo Sandbox
detects code injection in 22 samples and Codisasm in 14 samples out of 35 applications
in total where Minerva detects code injection in all of the samples.

In comparison to Cuckoo Sandbox, the first thing we notice is that Cuckoo Sand-
box fails on all four synthetic injection techniques that rely on code-reuse attacks.
Furthermore, Cuckoo fails to observe code injection in three of the Gapz samples
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Family Sample #Processes #Instrs False positive

Gapz 33d154d84e830aa18973b04e64879466 sample.exe 2535
svchost.exe 2183

Gapz e5b9295e0b147501f47e2fcba93deb6c
sample.exe 6564
explorer.exe 4673
sysprep.exe 1298

Gapz 0ed4a5e1b9b3e374f1f343250f527167 sample.exe 6308
explorer.exe 1756

Gapz 089c5446291c9145ad8ac6c1cdfe4928 sample.exe 5904
explorer.exe 3671

TinyBanker b062be1e561c20b6fb829ad9a3303431
sample.exe 229
winver.exe 583
explorer.exe 731

TinyBanker b6991e7497a31fada9877907c63a5888

sample.exe 406
winver.exe 1074
explorer.exe 771
dwm.exe 519
taskhost.exe 519
cmd.exe 519
conhost.exe 519
dllhost.exe 519

TinyBanker 0e252ec52d7f4604d6b8894e479de233
sample.exe 248
winver.exe 583
explorer.exe 729

TinyBanker d1c13acddb7c13d0cf5a5c49e53a2906
sample.exe 303
winver.exe 583
explorer.exe 731

TinyBanker 08ab7f68c6b3a4a2a745cc244d41d213
sample.exe 300
winver.exe 583
explorer.exe 731

TinyBanker 8e8cd6dc7759f4b74ec0bfa84db5b1a5 sample.exe 1263
WerFault.exe 1 5

TinyBanker c141be7ef8a49c2e8bda5e4a856386ac
sample.exe 300
winver.exe 229
explorer.exe 729

TinyBanker debfdbd33d6e4695877d0a789212c013
sample.exe 300
winver.exe 229
explorer.exe 729

TinyBanker 6244604b4fe75b652c05a217ac90eeac
sample.exe 301
winver.exe 583
explorer.exe 731

CryptoWall e28a0ed74e78e75710b0d46742e407e3
sample.exe 11085
explorer.exe 6548
svchost.exe 8224

CryptoWall 48e4daf494e4fa2577d8fa94b7b89e35 sample.exe 10847
credwiz.exe 233

CryptoWall e73806e3f41f61e7c7a364625cd58f65
sample.exe 5413
explorer.exe 6964
svchost.exe 11462
vssadmin.exe 1125 5
svchost.exe 343 5

CryptoWall 5384f752e3a2b59fad9d0f143ce0215a
sample.exe 5425
explorer.exe 6548
svchost.exe 17210

Ramnit 16f678a9f654d396d0adc8c7011f272e

sample.exe 1266
samplemgr.exe 6278
svchost.exe 1748
svchost.exe 5049

Ramnit 448ce1c565c4378b310fa25b4ae3b17f
sample.exe 6316
svchost.exe 1748
svchost.exe 5049

Ramnit 971cb5f32a2c09ab6e69eef612801ab4
sample.exe 6519
svchost.exe 1748
svchost.exe 5049

Ramnit 9380683d2c2903848514a7ca884cfc0f
sample.exe 6416
svchost.exe 1748
svchost.exe 4673

Ramnit 2fd2dcba0b787961f6497e5c106a167c
sample.exe 6447
svchost.exe 1748
svchost.exe 4673

Ramnit 8f0eb8299491d218e346379b7964ff50
sample.exe 6362
svchost.exe 1748
svchost.exe 4673

Ramnit 8b73198992c98f26581a3d81ab1e8e94 sample.exe 236
WerFault.exe 11 5

Ramnit 3bb86e6920614ed9ac5d8fbf480eb437
sample.exe 8220
svchost.exe 1748
svchost.exe 5098

Table 4.5: The results of running data set B through Minerva. The columns show
the family, md5 sum of sample, the processes in which execution occur, the number

of tainted malicious instructions and whether the process is a false positive.
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and three of the Ramnit samples. The sample from the Gapz family that Cuckoo
correctly identifies to have code injection is the sample without code-reuse attacks as
described above. Both Minerva and Cuckoo Sandbox accurately reported the use of
ResumeThread.

The second thing we notice when comparing Minerva to Cuckoo is that Cuckoo
failed to correctly identify code injections that use remote procedure calls (RPC) via
QueueUserAPC. We believe that this is because many RPCs do not constitute code
injections, so labelling each of them as such will produce many false positives. Minerva
does not run into this problem because tainted code must be executed for Minerva
to declare that a code injection occurs and can, therefore, identify which RPC result
in a code injection. Furthermore, it may seem that Minerva should identify a code
reuse attack for the RPC because an indirect branch in the target process transfers
execution to a value set by the process sending the RPC. However, the destination
of the indirect branch is tainted code, so the conditions for a code-reuse attack, as
described in Section 4.4.2, are not satisfied. It is important to note here that even
in cases where malware initiates an RPC to non-tainted memory, Minerva will not
declare it as a code injection because only one code-reuse attack will be observed. As
such, the conditions for code injection, as described in Section 4.5, are not satisfied.

Codisasm finds code injections in 14 of the 35 samples. In particular, Codisasm
finds code injections in both of the synthetic samples that use CreateRemoteThread.
Because we do not have direct access to their system, but rather through a web in-
terface2, it is difficult to assess the specific cause of limitations in the other samples.
We would often get error messages back from the server that either an unknown mal-
function occurred or the timeout occurred because the system had crashed or was
not able to produce any traces. However, we consider the limitations to be a result of
two properties: one conceptual and one in the implementation. In terms of concep-
tual limitation, Codisasm follows malware propagation based on monitoring for calls
to CreateRemoteThread and CreateRemoteThreadEx. However, many techniques do
not use either of these API functions to inject code - notably, only two out of ten
injection techniques in benchmark A use CreateRemoteThread. From an implemen-
tation point of view, the dynamic analysis component of Codisasm relies on PIN. PIN
is a process-level dynamic binary instrumentation framework and has previously been
reported to be unreliable when instrumenting malware and also fails instrumentation
in case of injection into processes with multiple active threads [68].

2http://codisasm.lhs.loria.fr/
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4.7.4.2 Comparative evaluation of performance

To give a fair and meaningful comparison, we must also consider the performance
of each of these tools. The web interface exposing Codisasm sets an upper limit
of two minutes analysis time, and this is what we used. In our experiments using
CuckooSandbox, each analysis took about three minutes. For Minerva, we recorded
each execution of the samples in data set B for 25 seconds and had an average replay
time of 3197 seconds and an average of 1614 seconds to replay 95% of the malicious
instructions.

It is clear that the analysis behind Minerva is substantial and we do not claim to
outperform, or even come close to, systems like CuckooSandox that deploys a coarse
granular approach or even Codisasm that relies on DBI. Throughout the development
of our ideas and techniques, we have focused on a fine level of granularity and have
paid less attention to performance. This also highlights where Minerva is useful: in
scenarios where more efficient dynamic analysis approaches fail and as assistance to
manual analysis. Minerva can certainly be used in automated procedures and frame-
works, but we do not foresee it analysing thousands of samples each day. Minerva
focuses on a fine-grained analysis and it pays the price on performance. We give a
comprehensive performance evaluation of Minerva in Section 5.6.7 and discussion on
the limitations and possible improvements hereof in Section 5.7.

4.7.5 Detailed analysis

In this section, we present two detailed case studies of Minerva to demonstrate the
precision of Minerva and its ability to capture intrinsic characteristics about code
injections. The first case is from a Gapz malware sample, and the second case is from
a recently published code injection technique called AtomBombing [106].

Gapz malware. Minerva identifies a single code injection when analysing a
sample from the Gapz malware family. The sample injects code from its original
process into explorer.exe and we know there are code-reuse attacks involved in the
injection because Minerva recognises the use of an injection catalyst. Figure 4.3 shows
the key components identified by Minerva, and Figure 4.5 shows a part of the code
injection graph for the three first gadgets in the key components. Boxes with rounded
corners display control-flow nodes and squared boxes display taint-propagating nodes.
The boxes with rounded corners show the code-reuse initiator and also the gadget
itself.
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Call SendNotifyMessage

1001b4b Call [eax]
KiUserDispatcher

1001b59 Call [eax + 8]
std
ret

1001b6e Call [eax + 4]
mov ecx, 0x94
rep movsd
pop edi
xor eax, eax
pop esi
pop edi

mov [esi + 0x94], eax
0xa40, wave1
9b3748

mov [esi + 0x80], eax
0xa40, wave1
0x9b373d

mov [esi + 0x94], eax
0xa40, wave1
0x9b3748

mov [esi + 0x9c], eax
0xa40, wave1
0x9b3765

mov eax, [esi]
. . .
Kernel

push [ebp + 0x10]
0xa40
0x7e42c2a4
User32.dll
SetWindowLong

push eax
0xa40, wave1
0x9b3aee

[esi] chaser

[eax+4] chaser

[eax + 8] chaser

[eax] chaser

eax chaser

eax chaser

eax chaser

esi chaser

Figure 4.5: Code injection graph for the first three gadgets in Gapz code
injection. The graph shows that in all three call gadgets the taint in
eax was propagated through SetWindowLong in the host process.

Investigating the key components, we observe the first code-reuse attack is a call
to KiUserDispatcher, and the bottom of Figure 4.4 shows the code of this function.
This gadget puts the value of esp + 0x10 into edi. The second gadget executes the
instruction std, which will set the direction flag. The third gadget, initiated by the
instruction at 1001b4b, executes the two instructions: mov ecx, 0x94 followed by
rep movsd, effectively causing 0x94 bytes to be copied from esi to edi. Because the
direction flag is set, edi and esi will be decreased by one after every mov instruction.
Recall that edi was assigned esp + 0x10 by the first gadget, which means that the
memory at the top of the stack will be overwritten with whatever esi points to.
We can therefore easily conclude the stack is being overwritten with the memory
pointed to by esi, hinting strongly towards a set of indirect call instructions being
hijacked to allow for a ROP attack. Before we proceed, it is important to note that
the malware execution trace is a subsequence of all the instructions executed. When
the third gadget executes, there have been several push instructions between the first
and the third gadgets, resulting in a larger distance between esp and edi than 0x14

as it appears to be from looking at the malware execution trace. However, some of
the instructions that modify esp are not part of the malware execution trace and,
therefore, not shown by Minerva.

Investigating the code injection graph, we observe that Minerva correctly identifies
SendNotifyMessage as the code execution initiator and SetWindowLong as a function
responsible for data-flow in the overwritten addresses in the code-reuse attacks. Con-
tinuing analysis reveals that the ROP chain uses WriteProcessMemory to overwrite
memory inside the explorer.exe process and then proceeds to transfer execution
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CALL [ebp-0xc] ...

AtomBombing.exe
NtQueueAPCThread

...
CALL eax

RPCDispatcher
...

explorer.exe
ZwSetThreadContext

...
ret

ZwAllocateVirtualMemory

...
ret

memcpy

ret
mov eax, edi
...

wave0

Figure 4.6: AtomBombing injection caught by Minerva with hook on
NtQueueAPCThread.

CALL ds:ExitProcess ...

AtomBombing.exe
ExitProcess

...
CALL eax

RPCDispatcher
...

explorer.exe
ZwSetThreadContext

...
ret

ZwAllocateVirtualMemory

...
ret

memcpy

ret
mov eax, edi
...

wave0

Figure 4.7: AtomBombing injection caught by Minerva without any
hooks.

to the malicious code written into explorer.exe. Investigating the complete code
injection graph further, shown in Appendix A, we see with minimal effort that the
code-reuse attacks do turn into a ROP chain and also that rep movsd instruction
overwrote the return addresses.

AtomBombing. Recently, researchers discovered a new injection technique called
AtomBombing [106], which uses code-reuse attacks to avoid standard API calls for
code injection. The technique was first presented in October 2016, and only four
months later researchers discovered a new 64-bit version of the Dridex malware that
had adopted AtomBombing into its arsenal [16].

AtomBombing abuses the global atom table in Windows to share memory between
processes and undocumented asynchronous procedure calls to force the injected ap-
plication to call various functions on behalf of the injecting process. Specifically, the
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injecting process writes a ROP chain and shellcode onto the global atom table us-
ing GlobalAddAtom. The injector then uses NtQueueApcThread to force the injected
process to call GlobalGetAtomName to store the ROP chain and shellcode inside the
target process. To invoke execution, the injector again uses NtQueueApcThread to
force the injected process to call SetThreadContext to set eip and esp. Specifically,
the injected process sets eip to ZwAllocateVirtualMemory, which is the first code-
reuse attack in the target process, and esp to point to the beginning of the ROP
chain. As such, AtomBombing achieves code execution with a combination of calls
to NtQueueApcThread and GlobalAddAtom in the injector process.

Minerva captures the details of AtomBombing and finds the code injection shown
in Figure 4.6. Minerva precisely identifies the process transition in AtomBombing,
i.e. that a call to NtQueueApcThread in the host process causes the target process to
call SetThreadContext. The ret instruction inside ZwAllocateVirtualMemory is the
first ROP gadget in the injection. This ROP gadget transfers execution to memcpy and
the ret instruction of memcpy transfers execution to a simple ROP gadget consisting
of only a ret instruction. This gadget is there because the ROP chain must catch
the dest parameter given to memcpy, which is 4 bytes away from the original return
address. Therefore, the third ret instruction executed results in transfer of control
to the destination of the copied buffer.

In Figure 4.7, we show the AtomBombing injection caught by Minerva when
there are no hooks on NtQueueApcThread. In this case, Minerva catches the same
code injection except for the initiator instruction, which in this case is a call to
ExitProcess. The reason this happens is that NtQueueAPCThread is an asynchronous
procedure call, which means that the last API call in the injector process at the time
the injection happens in explorer.exe is not NtQueueAPCThread because execution
has continued inside the injector process itself. This clearly shows the use of hooks in
our technique, namely, to capture the correct initiator instruction and not to identify
whether an injection has occurred or not.

4.8 Limitations

Evading Minerva. On a fundamental level, our techniques rely on taint analysis for
capturing malware propagation. As such, Minerva is limited by the limitations of taint
analysis itself, meaning an attacker can deploy information-flow evasive behaviours
in order to avoid analysis. This is a common theme for any system relying on taint
analysis and has been discussed in-depth by the community [34, 39].
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Additionally, from a practical point of view, malware can detect the use of dynamic
analysis itself, for example by detecting the presence of QEMU, and indeed this is
a problem shared amongst all dynamic malware analysis platforms. However, we do
not perform any activities to combat these types of behaviours, and a start would be
to harden QEMU by removing QEMU-specific artefacts. A more general approach
is to improve the recording stage to rely on a more transparent platform like Ether
[52], which is a hypervisor-based malware analysis platform that aims explicitly to
hide itself from the malware.

A particular limitation to the record-and-replay paradigm is that we are unable
to modify the malware execution, even if we know the malware is trying to evade
analysis. Naturally, we can identify the evasion attempt during replay. However, this
will not have an immediate effect as we can not “go live”. Interesting avenues for
future research is to investigate more convenient approaches to incorporate evasion-
aware tactics within the recording stage itself or use observations from a detailed
analysis via replay as guidance for future recordings.

Target architectures and operating systems. Currently, Minerva supports
32-bit x86 and extending the implementation to 64-bit is something we look to do in
the near future. We already have an early version for x64 systems that partially works
in that it can follow malware execution, but it is unreliable and crashes early during
analysis. The techniques we presented in this Chapter are conceptually applicable to
64-bit as well. However, creating the sandbox environment for 64-bit requires a solid
engineering effort. In particular, on Windows 64-bit virtual machine introspection
is more demanding than on 32-bit because 64-bit Windows can execute both 32-bit
and 64-bit applications. Windows supports this via a system called WoW64, which is
simply a compatibility layer on 64-bit for running 32-bit applications. However, the
data structures necessary to interpret a process’s memory layout is different depending
on whether it is a 32-bit or 64-bit process, and the engineering effort in getting this
VMI implementation correct seems to be the main hurdle.

We are also looking to extend the range of operating systems supported by Minerva
in the near future to newer versions of Windows, but have not yet made plans to
support other operating systems like Android, OS X and Linux.

Single execution context only. An interesting limitation to our approach
is that we only consider malware propagation that happens within a single system
execution. There are malware samples with propagation strategies that stretch over
a system reboot by, for example, dropping a rootkit or a bootkit which is initialised
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at system start-up. It would be interesting to investigate if we can extract more
information about the malware by extending the analysis to several system boots.

4.9 Related work

System-wide malware tracing. The work closest to ours is Panorama [164] and
DiskDuster [5]. Panorama is built on top of TEMU and proposes using system-wide
dynamic taint analysis for malware analysis and detection. Panorama implements the
core system that performs system-wide tainting and also several techniques that use
the tainting in concrete malware analysis contexts. Although the primary malware
analysis in Panorama is a keylogger detector, the authors also suggest the idea of using
dynamic taint analysis to trace malware execution. However, they do not explain the
idea in detail and they do not evaluate this aspect of the tool.

DiskDuster is a tool for automatic analysis and recovery of intrusions [5]. It is
based on a record-and-replay system where the idea is to apply lightweight recording
during execution, and in the event of an attack or infection, the recording can be
replayed with heavy analysis to recover the attacked system by identifying files on disk
that are either malicious or suspicious. During the replay, DiskDuster detects attacks
by tainting all incoming network data to monitor for control-flow hijacking attacks and
using AV scanners to identify malicious applications. Whenever DiskDuster detects an
attack of either type, DiskDuster considers the process in which the attack occurred
as malicious and will from that point on track the given process via DiskDuster’s
process monitor. For each malicious process, DiskDuster’s process monitor applies
a variety of rules on how to track and treat the process. Two of these rules are
that every write performed by a malicious process will be tainted, and every process
created by a malicious process will also be considered malicious. DiskDuster tracks
process creations by way of hooking various functions in kernel32.dll. In this way,
DiskDuster will maintain a set of malicious processes in order to capture the set of
files on disk that are influenced by the malware.

From a high-level point of view, the main difference between our system and
DiskDuster is that our goal is to enhance and automate malware analysis, where
DiskDuster’s goal is to automate intrusion recovery. Minerva focuses on capturing
the system-wide malware propagation via a well-defined notion of malware execution
trace and trace-collection algorithm and extracting intrinsic insights about the mali-
cious code injections by way of the injection mechanics and the code injection graph.
These parts are unique to Minerva. The overlap of Minerva and DiskDuster is that
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they both aim to trace malware execution through the system. However, they do so
in different ways. In particular, Minerva taints the specific memory that represents
the malware, where DiskDuster considers entire processes malicious and taints all in-
coming network data. Minerva exclusively introduces new taint to the system when
already-tainted instructions write data, whereas DiskDuster introduces taint for all
writes from processes that are considered malicious. Furthermore, DiskDuster tracks
multi-process execution by way of hooking process-creation functions and considers
every process started by a malicious process as malicious too, whereas Minerva explic-
itly avoids this. As such, Minerva operates purely on an instruction-level abstraction
and traces the malware by tainting the actual malware memory whereas DiskDuster
applies various process-level abstractions, does not taint the malware code itself but
rather the data that is written by malicious processes and incoming network traffic,
and also monitors various functions to follow malware propagation.

Host-based code injections. In recent years there has been an increase in re-
search on code injections in malware. Barabosch et al. [11] describe host-based code
injection attacks and give a broad classification of various techniques. They distin-
guish between targeted and shotgun injections where the malware injects code into
specific processes versus all processes on the system, respectively. In this terminology,
the Tinba sample we describe that injects into all processes on the system is consid-
ered a shotgun approach, and the Gapz malware samples are considered targeted.
Barabosch et al. study code injections in malware empirically via CuckooSandbox by
writing behavioural-signatures on top of it and also perform manual reverse engineer-
ing of some samples. In [10] the same authors build a system to detect code-injection
attacks by utilising the concept of honeypot processes, which are benign processes
controlled by the defender that does integrity checks at run time to monitor for injec-
tion. Ispoglou and Payer take a different route to the study of multi-process malware
[77]. They suggest multi-process execution as a means of evading dynamic analysis
by partitioning a regular program into smaller partitions that execute in different
processes and then use a scheduler to ensure consistency of the program state.

Memory forensics. Besides related work in the more general scope of mal-
ware analysis, digital forensics is an area that also provides solutions to the problem
of identifying how malware infects a system. The general approach is to look for
consistency in the code of a given memory snapshot and detect anomalies or atypi-
cal code in well-known processes. For example, the Gapz malware places shellcode
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within explorer.exe by overwriting the function atan inside of ntdll. Code in-
tegrity checks that verify the provenance of code in memory images can identify that
malware overwrote the function by analysing memory images [155]. Volatility [64] is
a popular open source project used for digital forensics, and indeed there are plugins
for volatility aimed at identifying code injection [9, 114]. The difference between our
approach and that of memory forensics is the forensic analysis uses snapshots where
our approach analyses an execution. This means if the Gapz would rewrite the atan
function after having executed its shellcode, such that the atan function would con-
tain its original instructions, and the snapshot of the memory image was taken post
this rewriting, then forensics on this snapshot would not reveal the overwritten code.

4.10 Chapter summary

In this chapter, we concerned ourselves with tracing malware executions in the context
of system-wide propagation and code reuse-attacks and divided the problem into two
smaller tasks. First, we considered how to trace malware execution at the instruction-
level in a general, complete and precise manner. Second, we considered how to identify
code injections in this trace and automatically gather information about their core
composition.

We outlined a formal framework to describe the problem of dynamically tracing
malware execution in a precise and formal manner. We used this framework to develop
a novel approach to capturing a malware execution trace that relies on information
flow analysis, and then came up with several abstractions on the trace to identify
code injections and derive intrinsic aspects of these.

We implemented our solutions in our Minerva system and tested them in the con-
text of ground-truth applications that have previously reported to evade fine-grained
analysis and host-based intrusion prevention systems. Our results show that Minerva
accurately captures the malware propagation without prior knowledge of the injection
techniques. Our comparative evaluation shows that we improve the completeness of
malware tracing over the state-of-the-art, albeit at the cost of performance, and our
detailed case studies show that Minerva can capture code injections precisely.
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Chapter 5

Precise system-wide concatic malware
unpacking

“It has long been my personal view that the separation
of practical and theoretical work is artificial and
injurious."

— Christopher Strachey, Towards a formal
semantics, 1966.

Run time packing is a common approach malware use to obfuscate their payloads,
and automatic unpacking is, therefore, highly relevant. The problem has received
much attention, and so far, solutions based on dynamic analysis have been the most
successful. Nevertheless, existing solutions lack in several areas, both conceptually
and architecturally, because they focus on a limited part of the unpacking problem.
These limitations significantly impact their applicability, and current unpackers have,
therefore, experienced limited adoption.

In this chapter, we present extensions to Minerva for effective automatic unpacking
of malware samples. Minerva introduces a unified approach to precisely uncover
execution waves in a packed malware sample and produce PE files that are well-
suited for follow-up static analysis. At the core, Minerva deploys a novel information
flow model of system-wide dynamically generated code, precise collection of API calls
and a new approach for merging execution waves and API calls. Together, these
novelties amplify the generality and precision of automatic unpacking and make the
output of Minerva highly usable. We extensively evaluate Minerva against synthetic
and real-world malware samples and show that our techniques significantly improve
on several aspects compared to previous work.
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5.1 Introduction

Conceptually, run time packers encode a binary with obfuscation techniques such as
compression and encryption to harden analysis of their code. This hardening sig-
nificantly increases the effort needed to reverse engineer a given sample, whether
manually or automatically, because it requires inverting the anti-analysis techniques
used by the packer to understand the full capabilities of the malware. Run time pack-
ing is a highly effective anti-analysis technique, and estimates show more than 80% of
malware samples come packed [69]. The combination of needing to unpack samples
before proper analysis is feasible, and that most malware samples come packed makes
it desirable to develop approaches that automatically unpack malware.

Techniques and tools for automatic unpacking malware have received a lot of at-
tention in the literature [52, 75, 81, 83, 91, 112, 147]. Despite this large amount of
research, the vast amounts of work rely on the same core principle, the “write-then-
execute” heuristic. This heuristic deploys the key observation that in order to execute
the encrypted code, it first must be decrypted and, therefore, be dynamically gener-
ated. The most common approach by previous work is, therefore, to execute a given
sample, monitor all memory writes made by the malware, and whenever dynamically
written memory executes, the unpacker identifies this memory as decrypted. The
tools then dump this specific memory to enable follow-up inspection.

There are two main limitations to the approach of existing work. First, the “write-
then-execute” heuristic is not well-suited for packers that perform system-wide un-
packing. This is because the heuristic only captures code that is dynamically gener-
ated explicitly by the malware and not malicious code that is dynamically generated
via benign code which, unfortunately, is frequently the case in multi-process unpack-
ing. Consequently, existing unpackers are mainly suitable for single-process malware
and new approaches to capture system-wide malware unpacking are needed. Sec-
ond, the primary output of existing work is memory dumps or naively constructed
PE files of the dynamically generated code. The output lacks structure, is often an
unreasonable over- or under-approximation of the actual malware code, and many
obfuscation techniques from the packing process, e.g. obfuscation of external depen-
dencies, remain in the output. As such, the analysis that follows must overcome these
obfuscation techniques to enable meaningful analysis of the code. This is a problem
because the purpose of unpacking is to facilitate follow-up analysis and not to give
any conclusive answer about the malware itself.
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The limitations described above reoccur in existing work, and we argue that an
essential reason for this is because existing work widely uses the same set of benchmark
applications to validate their solutions. These benchmark applications consist of
packers that are out-dated and built more than a decade ago. Consequently, the
empirical assessment of novel tools occur with old, and often similar, techniques that
do not accurately reflect the challenges posed by modern-day malware packers. To
ensure that our novel tools are relevant, we need new benchmark applications that can
be used for profiling novel unpackers. These benchmarks must explore corner-cases
of modern packing techniques and be easily accessible to anti-malware researchers.

The goal of this chapter is to develop techniques on top of Minerva to overcome
the limitations of existing work highlighted above. We present a unified approach
to precisely unpack malware samples with system-wide execution, dynamically gen-
erated code, custom IAT loading and API call obfuscations. The aim is to provide
unpacked code that is well-suited for follow-up analysis via manual reverse engineer-
ing or off-the-shelf static analysis tools. To this end, Minerva deploys a combination
of dynamic and static analysis to amplify the effectiveness of automatic unpacking.
The novel techniques presented in Minerva rely on information flow, which makes it
highly precise and capable of unpacking malware samples in a system-wide context.
Minerva models execution waves on a per-process basis and each process with mal-
ware execution operate within the context of a single execution wave at any given
moment. This provides for a clear wave model and implementation but may result in
duplicate content amongst waves, for example, when execution waves use code from
an earlier execution wave.

Minerva takes as input a 32-bit Windows binary and outputs at least one Portable
Executable (PE) file per execution wave. This has the benefit of mostly independent
PE files but also means the duplicate content of multiple waves will exist in multiple
PE files. In order to produce output that is useful for follow-up analysis, Minerva
captures how the malware uses external dependencies throughout the entire execution
and maps this to each execution wave, resulting in PE files with valid import address
tables and patched API calls. Finally, Minerva also performs static analysis to identify
relevant malware code within each execution wave. In addition to our unpacker, we
also propose a new benchmark suite with applications that combine code-injection
techniques, dynamically generated code and obfuscation of external dependencies to
overcome the limitations of empirical evaluation in existing work. We demonstrate
our unpacker empirically against synthetic and real-world malware samples.

Our main contributions of this chapter are as follows.
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• We present a novel approach that combines dynamic and static analysis tech-
niques to unpack malware that executes across the entire system automatically.
The approach focuses on precise analysis and outputs unpacked samples that
are well-suited for follow-up static analysis.

• We present a new benchmark suite with samples exploring modern-day packing
behaviours. To the knowledge of the author, this is the first benchmark suite
that comprises synthetic applications aimed at evaluating unpackers.

• We implement the techniques into Minerva and present an extensive empirical
evaluation based on synthetic applications and real-world malware samples.

5.2 Background, motivation and overview

Packing is an umbrella term that refers to a set of various concrete obfuscation tech-
niques and there is no clear definition on the specific obfuscation techniques it encap-
sulates. This section clarifies the obfuscation techniques we treat in this chapter and
the limitations of existing work that motivate us. In total, we have compiled six core
limitations across two general obfuscation techniques.

5.2.1 Dynamically generated code

The obfuscation technique that is most commonly associated with packing is dynam-
ically generated code. In its simplest terms, dynamically generated code is when an
application writes memory at run time and then proceeds to execute this memory.
Most often malware does this by containing encrypted code inside its binary image
and decrypting this at run time in order to execute it. Existing automated unpack-
ers identify dynamically generated code with the write-then-execute heuristic. This
heuristic partitions the malware execution into a set of layers L0, L1, . . .Ln such that
each layer constitutes dynamically generated code. Layer L0 represents the instruc-
tions of the binary malware image when first loaded into memory and Li`1 represents
the instructions executed on memory written by the instructions in layer Li.

Limitation 1.1: the write-then-execute heuristic is unable to capture
dynamically generated malicious code via benign code. The strict relationship
that instructions of one layer must be dynamically generated explicitly by instructions
from a previous layer severely limits the generality of existing work. Malware that
uses benign code to dynamically generate its malicious code go unnoticed by this
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model. The implications of this limitation are substantial for capturing dynamically
generated code across multiple processes by way of code-reuse attacks or OS-provided
APIs since it is not the instructions of the malicious code that does the writing of
memory. Rather, it is benign code that is manipulated by the malware into writing
dynamically generated malicious code.

The Gapz malware introduced in Section 4.2 is an example of this where we
find the most recent unpacker by Ugarte et al. [147] unable to identify the code
in the explorer.exe process. This is because Gapz uses code-reuse attacks within
explorer.exe to dynamically generate malicious code, also inside explorer.exe. As
such, the malware forces benign code to dynamically generate malicious code on its
behalf, which is not captured by the write-then-execute model. The work by Ugarte
et al. only reports one process used in each of the Gapz samples that use benign code
to propagate its malicious code, missing all injections into explorer.exe, and the
result is similar for other tools that rely on the write-then-execute heuristic [21, 52].

Limitation 1.2: existing work unreasonably approximate relevant dy-
namically generated memory. Whenever an unpacker observes dynamically gen-
erated code it outputs the code for follow-up analysis. To do this, the unpacker must
have a definition of what parts of dynamically generated memory are relevant to the
unpacked code. This is because not all memory that is dynamically generated, e.g.
the stack, is relevant for the unpacked output. However, this step of identifying rel-
evant memory is highly overlooked by previous work. For example, neither Renovo
[83] nor EtherUnpack [52] clearly describe the specific memory they extract during
unpacking, and Mutant-X [75] dumps the entire memory image of a process when
observing dynamically generated code. These are unreasonably imprecise and leave
follow-up analysis with the task of identifying a needle in a haystack.

Limitation 1.3: existing work output raw memory scattered across
many memory dumps. The majority of existing unpackers [21, 52, 83, 147] make
little effort to output the unpacked code in a coherent data structure but rather
output the unpacked malware in the shape of raw memory dumps. The problem is
that when malware dynamically generates code, this may be scattered across sev-
eral regions, and some of these may also be data-only sections. A precise unpacker
should not output incoherent raw memory regions, but rather a suitable data struc-
ture that combines these memory regions in an appropriate manner, e.g. re-basing
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where needed, that enables meaningful follow-up analysis.

5.2.2 Obfuscating external dependencies

The way malware interacts with its environment is significant to understanding its
malicious activities. We capture this understanding by analysing how the malware
uses the OS via API calls and system calls, and these are, therefore, natural obfusca-
tion targets for malware.

Limitation 2.1: existing unpackers fail to accurately correlate API calls
to malicious code. There is often a large portion of dynamically generated code
that must be covered when analysing packed malware. To quickly navigate towards
relevant parts, we rely on the malware’s use of APIs. However, existing unpackers
fail to accurately correlate API calls within a process to the packed code, or even,
more generally, attribute whether a given API call was performed by malicious or
benign code. Consequently, they report unreasonable estimates of API-usage by the
malware.

In order to circumvent this limitation, the unpacker needs to maintain knowledge
of which code belongs to the malware and also be able to identify the instruction
responsible for a given API call. From an engineering point of view, most unpack-
ers will be able to augment their systems with solutions to these problems with a
modest implementation effort. However, fundamentally, this limitation is guarded by
the ability to correctly identify what code belongs to the packed malware, which is
closely related to Limitation 1.1, Limitation 1.2 and also the problems discussed in
the previous chapter. We identify it here because it is an essential feature in terms
of understanding how the unpacked malware code uses external dependencies and
something that current unpackers do not support. For example, when the unpacker
from Ugarte et al. is matched with a sample1 from the Tinba malware family that
creates one layer of dynamically generated code before injecting code into the Win-
dows process winver.exe, the unpacker reports that the dynamically generated code
performs 1666 API calls from more than 350 different API functions. This result far
exceeds the correct count, which is fourteen API calls from ten different API functions.

1sha256 078a122a9401dd47a61369ac769d9e707d9e86bdf7ad91708510b9a4584e8d4
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(a) Traditional unpacker, from [147] (b) Minerva

Figure 5.1: The output of unpackers when being matched with API calls that are
obfuscated with custom API resolution and that branch via a temporal register

value.

Limitation 2.2: output from existing unpackers do not show API-usage
when faced with custom API-call resolution. There is an intricate relationship
between dynamically generated code and API call obfuscation. In regular PE binaries,
the import address table (IAT) specify the external modules the given application
uses. At run time, the operating system linker uses this IAT to load these modules and
resolve the addresses of the specific functions the binary imports. However, packed
code minimises the IAT to hide how it uses external dependencies, and, instead of
using the regular OS linker, the packer deploys a custom linker to resolve its imports.

Custom API resolution can happen at any moment(s) during execution and mem-
ory dumps taken by existing unpackers are, therefore, susceptible to occur when the
malware is yet to resolve its external dependencies. Unfortunately, it is rare that API
resolution has occurred the moment dynamically generated code is observed, which
is precisely when existing work dumps the memory [21, 52, 83]. Figure 5.1 shows
the differences of matching a traditional unpacker (Figure 5.1a) with a sample that
has custom API resolution and matching the same sample with an unpacker that
accurately captures API-usage in unpacked code (Figure 5.1b), in this case, a result
of Minerva. It is clear that without knowledge of the API calls it is hopeless to de-
termine the activities of the code, whereas it is clear from the Minerva-generated code.

Limitation 2.3: existing unpackers are unable to identify obfuscated
API calls. Orthogonal to the resolution of API calls, some packed malware samples
will go a step further and directly obfuscate the way they call external APIs. In
general, there are many ways for malware to obfuscate API calls. In Figure 5.1a,
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(a) Traditional unpacker (b) Minerva

Figure 5.2: The output of unpackers when being matched with an API obfuscation
from the PEtite packer.

we see that the raw calls from Tinba depend on the value of EBX, which in this case
contains the base-offset of a custom IAT by the malware. Furthermore, Figure 5.2
shows an example from an application packed with the PEtite2 packer where the code
calls a Windows API function by pushing a value on top of the stack, rotating that
value and then transferring execution via a ret instruction to the rotated value on
top of the stack.

The output of existing unpackers is not capable of resolving obfuscated API calls
in the unpacked code. This is a problem because it is much harder and sometimes
impossible, to determine the destination of the branch instructions in follow-up anal-
ysis than it is for the unpacker. For example, without knowledge about the contents
of EBX, the data at the address being read and the process layout, it is impossible to
determine the destination of the given branch instructions and if they are API calls.

5.2.3 Solution overview

The goal of this chapter is to develop system-wide, precise and general unpacking
techniques into Minerva. Specifically, our goal is to input a malware binary in Minerva
and output PE files that precisely capture the malware code post-decryption and
decompression, and also capture how the malware uses external dependencies. The
aim is to output PE files that are well-suited for follow-up analysis by off-the-shelf
static analysis tools and manual investigation.

To achieve our goal, we must overcome the limitations highlighted above. First,
to overcome the limitations when dealing with dynamically generated code, we need a
solution that can (limitation 1.1 ) identify dynamically generated memory across the
system; (limitation 1.2 ) extract precisely the memory that is relevant to the malware;

2https:{{www.un4seen.com{petite{
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Figure 5.3: Architecture of Minerva’s automatic unpacker.

and (limitation 1.3 ) combine the relevant dynamically generated code into meaningful
and related structures. Second, to overcome the limitations against malware that
obfuscates external dependencies, the solution must also (limitation 2.1 ) precisely
capture the use of API calls within the malware code; (limitation 2.2 and 2.3 ) do
this in the context of custom API resolution and obfuscated API calls; and, finally,
map these observations to the output, so it is readily available for follow-up analysis.

The solution we come up with, and implement into Minerva, deploys a two-step
approach following the architecture shown in Figure 5.3. First, we use the dynamic
analysis in Minerva to precisely extract packed code and the API calls of the malware,
and then we use static analysis to construct PE files based on the unpacked code.
Specifically, the first step abstracts the malware execution trace into execution waves
based on information flow analysis. An execution wave is a process-level construct
that represents dynamically generated code in the malware. During the run time
analysis, Minerva also ensures precise identification of API calls by the instructions
in the malware execution trace. From the first step, we get a set of execution waves
consisting of memory dumps, the malware execution trace of each wave and more.
The second step Minerva performs is to group related memory within each execution
wave using disassembly techniques. Minerva then converts each group of related
dumps into a new PE file with a new import address table, and patches API calls
based on static analysis and the API calls observed during dynamic analysis. In the
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following sections, we detail these steps.

5.3 Information flow execution waves

Given the malware execution trace, the first step is to partition it into execution
waves. The goal of execution waves is to capture dynamically generated malicious
code independently of who wrote the code and on the basis that the generated code
must originate from the malware. However, we consider execution waves to be more
than just a sequence of instructions. The set of execution waves gives an explicit
representation of an entire application, including dynamically generated malicious
code, and each execution wave may, therefore, include both executable and non-
executable data.

In this section we give a semantics for execution waves (Section 5.3.1) and describe
how we collect the waves in practice (Section 5.3.2).

5.3.1 Execution wave semantics

The goal of our execution wave semantics is to clearly define the conversion of a
malware sample’s execution into waves of dynamically generated malicious code. As
such, we describe the waves in relation to an execution trace T pP,Eq described in
Section 4.3.

We partition the malware execution into waves on a process-level basis. We map
every instruction in the malware execution trace i P ΠA to a process Py and a wave
within this process Wx. We denote PyWx to mean wave x within process y, and
every process with malicious code execution contains a sequence of waves Py.Ω “

PyW0, . . . , PyWn with |Py.Ω| ě 1. We denote the initial wave in which malware
execution begins as PεWε and the set ΦΠ contains all execution waves for a given
malware execution trace ΠA. For each instruction in the malware execution trace,
we first identify the process in which they execute and then the wave they belong to
within their respective process.

Formally, we define an execution wave as follows.

Definition 2. An execution wave is a tuple composed of:

• A sequence of instructions I “ i0, . . . , in executed in the given wave. We have
i0 to be the entry point of the wave;

• a shadow memory S, which is a set of ordered pairs pmaddr,mbyteq that contains
the tainted memory making up the wave, including both code and data memory;
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• the tainted writes T which is a set of ordered pairs ptaddr, tbyteq that holds the
tainted memory written by instructions in P since i0, where P is the process of
the execution wave.

Next, we present a set that formalises our requirements for partitioning a complete
execution trace into a set of execution waves. The purpose of this definition is to
capture every layer of dynamically generated malicious code and not restrict a minimal
overlap between the content of each execution wave. In the following, we write for
two instructions i, j, i ă j if i comes before j in the malware execution trace, and
vice versa.

Definition 3. Let T(P,E) be an instruction execution trace and ΠA the corresponding
malware execution trace. The set of execution waves is then given ΦΠ “ tP0, . . . , Pnu

where:

• @i P ΠADPx P ΦΠ|i P Px.I.

• For any PyWx and PyWz in ΦΠ where x ă z we have that @ix P PyWx.I, @iz P
PyWz.I|ix ă iz.

This says that there is a strict ordering in the malware execution trace between
the instructions of any two waves in a given process Py.Ω.

• @pmaddr,mbyteq P PwWw1 .SDptaddr, tbyteq P PtWt1 .T |pmaddr,mbyteq P PεWε.S _
pmaddr,mbyteq “ ptaddr, tbyteq where PwWw1 ‰ PtWt1 and @iw P PwWw1 .IDit P
PtWt1 |it ă iw.

This says that the shadow memory for all execution waves must either exist
in the shadow memory of the initial wave or be composed of tainted memory
written by a wave that started earlier.

• For any wave PyWx P ΦΠ we have that @i P PyWx.I|Dpmaddr,mbyteq P PyWx.S|irAs “
maddr.

This says the memory of any instruction in each execution wave must be present
in the shadow memory of the given wave.

An important aspect of Definition 3 is that the second bullet enforces a strict
ordering between instructions in the set of execution waves for each process. The
effect of this is that we preclude instructions from any given execution wave to be
used in any other execution wave. The reason we do this is that it creates a clear
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history of execution wave progress within each process, and it becomes easier to
implement since it is only necessary to maintain one execution wave per process. The
drawback is that when malware transfers execution to code from an earlier execution
wave, we include some content of the earlier execution wave into the current execution
wave. In this way, we may end up with waves that overlap in their shadow memory,
but, naturally, this can be stripped during post-processing. However, we have found
this to be no major issue and that the trade-off works well in practice. We leave the
door open and encourage future work in other models, e.g. more refined models, in
Section 7.2.

5.3.2 Collecting the execution waves

In practice, we only associate one wave with a given process at any given moment.
Therefore, to collect the execution waves, it is sufficient to keep track of the current
wave in each process. We initially only have one, wave which is the wave inside of
the process executing the malicious application. The shadow memory S of this wave
is the malware module when loaded into memory, and the set of tainted writes is
initially the empty set, T “ H. We then update the set of tainted writes whenever
an instruction writes tainted memory following our revised Update function shown in
Algorithm 4.

To capture execution waves, we monitor for each process the relationship between
the currently executing instruction, the shadow memory and the set of tainted writes
following Algorithm 3. Specifically, for every tainted instruction in the malware exe-
cution trace, there are four possible cases:

1. The address of the instruction is not in the shadow memory and not in the
tainted writes (line 11 Algorithm 3);

2. The address of the instruction is not in the shadow memory but in the tainted
writes (line 14 Algorithm 3);

3. The address of the instruction is in the shadow memory and in the tainted writes
but the content of the shadow memory is not similar to current instruction (line
17 Algorithm 3);

4. The address of the instruction is in the shadow memory and in the tainted
writes and the content of the shadow memory is equivalent to the memory of
the current instruction (line 19 Algorithm 3).
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ALGORITHM 3: Wave collection
Data: (input) Malware sample B
Result: Logged malware execution waves and malware execution trace Π.

1 P Ð init_taintpBq
2 T ,S Ðinit_wavespBq // initialise the shadow memories and tainted writes.

3 // Full system instrumentation
4 i Ð first_instrpq
5 while P ‰ H do
6 // is the instruction tainted?
7 if irAs P P then
8 Π Ð Π^xiy
9 if irAs R Spid then

10 if irAs R Tpid then
11 Spid Ð Spid Y pirAs, irmemsq
12 Wpid ÐWpid Y tiu

13 else
14 Spid, Tpid, Wpid Ð dump_wave()
15 else
16 if irAs P Tpid ^ SpidrirAss ‰ irmems then
17 Spid, Tpid, Wpid Ð dump_wave()
18 else
19 Wpid ÐWpid Y tiu

20 i,P, T “ updatepi,P, T q
21 return pΠq

Case (1) happens in two scenarios. The first case is when tainted memory is
transferred across processes via shared memory. For example, if tainted memory is
written to memory shared by processes P1 and P2 and the instructions performing
the writing is in P1, then the tainted writes will not be in P2.T or P2.S because we
only populate P2.T if instructions from P2.T are writing to the address space of P2.
The second case is when code from the current wave transfers execution to code that
is part of an earlier wave. This is because the shadow memory of each wave does
not propagate to the proceeding wave, but the memory remains tainted nonetheless.
Whenever we observe case (1) we add the memory of the instruction to the shadow
memory of the current process and also append the instruction to the sequence of
instructions in the current wave. In this case, we update the shadow memory of the
current wave with the executing instruction.

In case (4) the current instruction is simply part of the current execution wave,
and this is by far the most common case. In this case, we append the instruction to
the instruction sequence of the current wave. In cases (2) and (3) we consider the
current instruction to be the entry point of a new execution wave. Specifically, in
case (2) the instruction is dynamically generated in a new memory region and in case
(3) the instruction is dynamically generated on top of already existing malware code.
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In the event of a new wave, we log information about the current wave following
Algorithm 5. First, we log the instructions executed in the current wave, tainted
writes and the shadow memory, which includes dumping every page in which there
is a tainted write and also dumping the shadow memory. Then we set the shadow
memory of the next wave to be the tainted writes of the current wave and set the
tainted writes to be the empty set.

ALGORITHM 4: Update
Data: (input)Instruction i, memory propagation set P , Tainted writes T .
Result: Next instruction inext, memory propagation set P , Tainted writes T

1 P Ð propagate_taintpi,Pq
2 inext Ð exec_instrpiq
3 if irAs P P then
4 for o P irOs do
5 P Ð P Y tou
6 for w P irW s do
7 if w P P then T ri.pids Ð T ri.pids Y twu
8 return inext,P, T

ALGORITHM 5: dump_wave
Data: (input)Current wave W, shadow memories S, Tainted writes T .
Result: Updated S, T , W

1 LogInstrs(Wpid)
2 LogTaint(T q
3 LogShadowMem(S)
4 Spid Ð Tpid
5 Tpid ÐH

6 Wpid “ HY tiu
7 return Spid, Tpid,Wpid

The execution waves capture dynamically generated code independent of who
wrote the code including dynamically generated malicious code via benign code. We
achieve this generality because the shadow table is composed of tainted memory and
tainted memory propagates through both benign and malicious instructions. Since the
tainted code originates from the malware itself, it is dynamically generated malicious
code. This property distinguishes our technique from previous work and allows it to
be more general without losing precision.

The output from collecting the execution waves is the sequence of waves executed
during the malware execution. For each execution wave, we have memory dumps of
the tainted memory during its execution and the list of instructions that belong to
each wave. As such, we have an explicit representation of each instruction in the
malware execution in the form of its raw bytes, and we also have memory dumps of
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any non-executed malicious (tainted) memory. All of this information will then be
used to reconstruct PE files that are effective for follow-up static analysis.

5.4 Precise dependency capture

In order for the PE files to be useful for follow-up static analysis, they must show
how the malware uses external dependencies. As described in Section 5.2.2, we must
consider custom API call resolution and obfuscated API calls. To this end, we capture
the destination of every branch instruction in the malware execution trace and check
if it corresponds to the beginning of a function in an external module.

To collect the addresses of functions in each process with malware execution, we
iterate the export table of every module in the given process and capture the address
of every function it exports. We put these functions in a per-process map that pairs
function addresses with their respective function names. Minerva also comes with the
possibility to speed up this process using pre-calculated function offsets for a given
DLL. As such, with pre-calculated offsets, we only need to know the base address of a
given imported module inside the malware process to compute the absolute addresses
of its exported functions.

To capture the API functions that the malware calls, we obtain the destination of
every branching instruction in the malware execution trace. If the branch destination
is in the set of functions exported by any of the dynamically loaded modules within
the execution trace, it means the malware performs an API call. We log every API call
and for some functions the parameters as well. For many functions in the Windows
API, the return value is also essential to understand the semantics of the call. To
capture the return value and output parameters, we note the return address of the API
call on the stack and read the output of the function whenever the return address
executes. We also monitor functions like LoadLibrary to update our export table
when processes load new modules.

Our approach to monitoring API calls precisely captures the API calls performed
by instructions in the malware execution trace and do not capture API calls performed
by benign code inside a process in which the malware executes. Furthermore, because
we know the specific malicious instruction for each execution wave, it is trivial to map
API calls to execution waves. This precise mapping highly improves the precision of
the analysis in comparison to sandboxes that capture API calls globally within a
process since many of these calls are irrelevant to the malware (this is particularly
true in code injected processes).
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Minerva currently does not take any efforts when malware hides API usage by
way of stolen bytes or copying of the Windows code. Furthermore, if malware deploys
inlined library code or statically linked libraries, then Minerva will not consider these
as external dependencies. This is a limitation we discuss further in Section 5.7.

5.5 Static reconstruction of execution waves

After collecting the execution waves and external dependencies, we need to combine
these into PE files. For each execution wave we construct a set of PE files based on
the content of their respective shadow memory and for each PE file we need three
ingredients: (1) The specific memory pages of an execution wave that makes up the
PE file; (2) the PE’s IAT; (3) the entry point of the file.

The static analysis component of Minerva performs three main steps. First, it
groups related memory dumps of each execution wave, then identifies external depen-
dencies in each of these memory groups and, finally, builds new PE files based on the
results of the two previous steps.

5.5.1 Merging over-approximated shadow memories

The output from collecting the execution waves includes, for each execution wave,
page-level memory dumps of the shadow memory and tainted writes. Intuitively, it
can seem appropriate to convert all of these memory dumps into one large PE file
and use this for static analysis. However, we have found this to be imprecise in
practice because it is rarely the case that all of the memory dumps are relevant to the
malware. On the one hand, the shadow memory is a conservative approximation as
we capture some memory that is not executable code, and some memory is a result
of over-propagated taint. On the other hand, we do not want to reconstruct PE
files purely based on executed memory since this will miss non-executed, yet still,
malicious executable code, and also relevant data sections.

To avoid this imprecision, we divide the page-level memory dumps from the dy-
namic analysis into smaller groups, such that the pages of each group are related and
no page in a given partition relates to any other partition. The goal with this is to
capture the parts of the malware that are self-contained and represent the application
timelessly. To this end, we create a PE file with multiple sections for each partition.
Figure 5.4 shows an example of how we select the specific tainted pages that are
relevant for the unpacked malware from a set of tainted pages output by Minerva’s
dynamic analysis component.
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The first step is to identify the tainted pages with malicious code execution. To
do this, we first iterate the sequence of instructions executed in a given execution
wave and collect all pages that hold instructions from this sequence. Following this,
we iteratively collect neighbouring pages until there are no more neighbouring pages
and the result is a set of page-level intervals where some pages hold executed code,
and other pages neighbour up to these. This corresponds to the first two steps in
Figure 5.4.

Following this, we identify pages in the shadow memory that relate to each inter-
val. To construct self-contained PE files, we capture data-dependencies and control-
dependencies to other pages in the shadow memory for each interval. We do this by
performing speculative disassembly on each memory dump to capture cross-references
to other memory dumps. This step gives us cross-references for each interval, and we
then iteratively merge related intervals such that no interval will have cross-references
to other intervals. Following this approach, we end up with a set of groups of memory
dumps, and we create a PE file for each of these groups. In the example in Figure
5.4 we end up with one group consisting of two intervals and will, therefore, create
one PE file.
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Figure 5.4: The process of identifying which tainted pages from dynamic analysis
that are relevant when reconstructing unpacked PE files. In the example, the

reconstructed PE file has two sections (0x5300000-0x5303000 and
0x6200000-0x6201000).

5.5.2 Dependency reconstruction

To reconstruct external dependencies in our PE files, we need to rebuild the IAT of
the binary and patch instructions to rely on this new IAT.
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To construct the IAT, we first identify API calls made by instructions belonging
to the pages of each memory group. We identify these by matching the API hooks
collected during dynamic analysis to instructions of the respective code wave and the
pages of the given memory group. We include each unique API function in the IAT
of the reconstructed PE file.

Although we know which instructions branch to external APIs from the mal-
ware execution trace, the branch destinations may not be visible from the memory
dumps themselves. The final step in constructing PE files is, therefore, to map the
instructions that perform API calls to our newly generated IAT by patching them on
the binary level. Unfortunately, binary patching is not an easy task since some in-
structions may require for us to rearrange the instructions in the binary, and this may
subsequently break it. In practice, we patch branch instructions that are 6 bytes long,
e.g. call [0xdeadbeef], because we can do this without rearranging instructions.
We do not patch instructions that are less than 6 bytes, e.g. call eax. However,
we still keep the cross-references so they can be used in more abstract representa-
tions in a follow-up analysis, for example, Minerva comes with a script that inserts
cross-references and appropriate comments to an IDA Pro database of the unpacked
malware.

5.5.3 Final PE construction

In order to construct the final PE file, we need to know the entry point and the PE
sections to put in the file. To identify the entry point, we go through the instruction
sequence of the given wave and identify the first instruction in the range of each
memory dump group. In order to construct the PE sections, we rely on the memory
intervals that we end up with in each memory group. For example, in our example
from Figure 5.4 we end up with one group and two intervals ([0x5300000-0x5303000],
[0x6200000-0x6201000]). We make each of these intervals into an individual section
of the PE file and place the newly generated IAT in-between the PE header and
these sections. The reason we make each of them into individual sections is to avoid
rebasing each interval. The pages we dump from virtual memory are placed at various
locations, and each of them must keep this virtual address in the PE file. As such,
the PointerToRawData and VirtualAddress values in each section header will be
significantly different, and the VirtualAddress points to the base address of each
interval as it was when dumped from virtual memory (0x5300000 and 0x6200000 in
the example in Figure 5.4).
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5.6 Evaluation

Having presented the core techniques of Minerva’s unpacker, we now move on to
evaluate Minerva using multiple benchmarks with respect to the following research
questions:

1. Does Minerva precisely capture dynamically generated code and the malware’s
API calls?

2. Does Minerva improve results over previous work?

3. Is Minerva relevant for common malware analysis tasks?

To facilitate the research questions above, we gather four sets of benchmark appli-
cations comprising synthetic applications as well as real-world malware applications:

1. Benchmark #1 : Ground truth data set. We develop a new benchmark
suite that combines the use of dynamically generated code, code injection and
obfuscation of external dependencies. In total, we have developed nine different
applications, and they are all described in Table 5.2.

The applications in the benchmark suite represent many of the challenges posed
by real-world packers. To the knowledge of the authors, this is the first dedi-
cated benchmark suite for challenging the attributes of unpackers where none
of the samples relies on packers developed by third-party teams. The benefit
of this benchmark suite is that each sample poses specific challenges that are
clearly defined, the applications are easy to understand, and we have the com-
plete source code of each example. As such, it becomes much more accessible
to determine if an unpacker is successful because there is no need to reverse
engineer large amounts of binary code.

2. Benchmark #2 : Selected malware samples. The second data set corre-
sponds to several of the malware samples also introduced in Chapter 4. These
samples perform many of the obfuscation techniques that Minerva aims to over-
come, such as code injection combined with dynamically generated code and
custom API resolution.

3. Benchmark #3 : Packed synthetic samples. We have taken a set of syn-
thetic samples and packed them with well-known packers. In these applications,
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Artemis CTBLocker Cerber CoinMiner
CosmicDuke Emotet Kovter Madangel
Mira Natas Nymaim Pony
Shifu Simda TinyBanker Urausy
Zbot

Table 5.1: The malware families in Benchmark set #4. We collected a total of seven
samples from each family.

we know the applications’ behaviours before packing because we design the ap-
plications; however, we do not know the exact changes the packers make on the
code and, therefore, do not have ground truth about the packed applications.

4. Benchmark #4 : Real-world malware samples. This set comprises 119
malware samples from the real-world malware families listed in Table 5.1. We
collected seven samples from each family to maintain a balanced data set, and
the samples were collected from VirusTotal. In order to ensure the samples
are indeed benign, we required each sample to be detected by at least 15 anti-
malware vendors. Furthermore, in order to ensure certainty that the samples
belong to their respective families, we required at least two vendors to label
them in the same family. On average each sample had 52 anti-malware vendors
report it as malicious and a median of 54. We recorded each of these samples
for 25 seconds and set a max replay time of 120 minutes.

In order to assess the techniques of Minerva, we must make a fair and meaningful
comparison to existing work. One approach is to compare Minerva to recently pro-
posed unpackers like Codisasm [21] or Aranchino [122]. However, we already showed
in Chapter 4 that Codisasm is very limited due to its implementation in PIN, and
Aranchino is also developed on top of PIN with no additional effort for analysing
system-wide malware. Instead, we compare Minerva to the unpacker by Ugarte et al.
[147].

Ugarte et al. [147] propose a malware unpacker that is capable of analysing multi-
process malware is implemented on top of QEMU. The unpacker supports multi-
process unpacking by monitor various system calls and also develop techniques for
capturing memory mappings. Unfortunately, the tool they present is only available
as a web service3, which forces us to treat their system as a black box. Furthermore,
they do not mention which OS they support in their work; however, from experi-
menting with the service, we conclude the analysis environment is Windows XP. We

3www.packerinspector.com
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ID Description.

D1 Dynamically generates code and uses custom IAT resolution to resolve GetModuleHandle,
GetProcAddress and ExitProcess and exits.

D2 Dynamically generates code and uses custom IAT resolution to resolve GetModuleHandle,
GetProcAddress and MessageBoxA and then displays a message box.

D3
Dynamically generates code that further dynamically generates code and then uses custom
IAT resolution to resolve GetModuleHandle, GetProcAddress and MessageBoxA and then
displays a message box.

D4
Dynamically generates code that further dynamically generates code and then uses custom
IAT resolution to resolve GetModuleHandle, GetProcAddress and ExitProcess and then
exits.

C1
Opens the Windows process explorer.exe using OpenProcess, WriteProcessMemory and
CreateRemoteThread, then inside the target process dynamically resolves the address of
GetModuleHandle, GetProcAddress and ExitProcess, and calls each of them to exit.

C2
Opens the Windows process explorer.exe using OpenProcess, WriteProcessMemory and
QueueUserAPC, then inside the target process dynamically resolves the address of
GetModuleHandle, GetProcAddress and ExitProcess, and calls each of them to exit.

C4
Uses the PowerLoaderEx injection that relies on a global memory buffer and code-reuse
attacks to hijack execution of explorer.exe. Inside explorer.exe code-reuse attacks
transfers execution to shellcode that calls LoadLibraryA.

C5
Uses the Atombombing injection techniques that relies on the global atom tables to
execute within explorer.exe. Inside explorer.exe it uses code-reuses attack to execute a
piece of shellcode that launches calc.exe.

M1
Injects code into explorer.exe similarly to A1, then inside the target process dynamically
generates code that then dynamically resolves the address of GetModuleHandle,
GetProcAddress and ExitProcess, and calls each of them to exit.

Table 5.2: Description of the samples in data set #1 and how they perform code
injection.

determined this because the web service responds with “Error - The sample did not
start executing.” when faced with applications compiled for Windows 7 and later,
but runs normally with Windows XP applications. As such, we wrote the samples
in our data set to make sure they all execute correctly on both Windows XP and
Windows 7. In this chapter, we will refer to the unpacker by Ugarte et al. [147] as
PackerInspector.

5.6.1 Experimental set up

We conduct all of our Minerva experiments on a 4-core Intel-7 CPU with 4.2 GHz
and a Windows 7, 32-bit guest architecture. The guest is in a closed network
and connected to another virtual machine that performs network simulation using
INetSim[76]. As such, malware samples that connect back to some CC server will be
able to resolve DNS names, connect to every IP and also receive content. However,
the content itself is the default data provided by INetsim. In Table B.2 in Appendix
B, we provide a checklist for prudent malware experimentation related to this chapter.
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We executed the applications on the guest machine with a local admin account,
and User Account Control (UAC) enabled. We perform no user stimulation during
the analysis, and there were no applications apart from the generic Windows processes
running in the guest machine itself.

5.6.2 Empirical evaluation of correctness

In our first experiment, we match Minerva and PackerInspector with the ground-truth
samples in benchmark set #1. For each of the samples, we capture the number of
execution waves, the number of processes involved in the execution, the number of
API calls observed from the last wave of each sample and the number of functions in
the IAT of the unpacker’s output. We match the results from the output of Minerva
and PackerInspector with our ground truth data and Table 5.3 shows our results.

For the samples that execute in a single process, both Minerva and PackerIn-
spector capture the number of processes and waves accurately. In two of these four
samples, Minerva captures the five expected API calls accurately, and in the other two
Minerva captures slightly more than the expected number. PackerInspector, however,
attributes about 200x more API calls than the expected number to the final wave of
the execution. Furthermore, Minerva builds the IAT for the two samples accurately
and a slightly larger IAT for the other two. PackerInspector is unable to produce any
output with an IAT, and there is no sign of API usage in the output of PackerIn-
spector. The reason Minerva captures slightly more API calls than expected is that
the compiler, naturally, adds various function calls around the source code. Pack-
erInspector successfully identifies the correct number of execution waves but fails to
attribute API calls accurately to unpacked code and also fails to produce any output
with an IAT. Minerva, however, succeeds at both.

For the samples that perform multi-process execution, we observe that Minerva
captures all processes, execution waves, API calls, and rebuilds PE files with the
expected IAT. The reason Minerva does not capture slightly more API calls than the
expected amount in these samples is that the final wave occurs within an injected
process and does not contain the added functions from the compiler. Surprisingly,
PackerInspector fails to detect multi-process execution in any of the samples, and
we suspect this is because PackerInspector only monitors for multi-process execution
via memory mapped files which none of the samples uses. From our multi-process
samples, we observe the limitations of the original write-then-execute heuristic, in
that it is unable to handle system-wide unpacking in a general and precise manner.
However, the novel techniques introduced by Minerva are successful at this.
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Precision
(Ground Truth, Minerva, PackerInspector)

Sample #Procs #Waves #API calls in final wave #IAT size
(1) D1 1,1,1 2,2,2 5,8,1007 3,5,0
(1) D2 1,1,1 2,2,2 5,5,1007 3,3,0
(1) D3 1,1,1 3,3,3 5,5,1006 3,3,0
(1) D4 1,1,1 3,3,3 5,10,1007 3,6,0
(1) C1 2,2,1 2,2,1 6,6,: 3,3,:
(1) C2 2,2,1 2,2,1 6,6,: 3,3,:
(1) C4 2,2,1 2,2,1 1,1,: 1,1,:
(1) C5 2,2,1 2,2,1 5,5,: 3,3,:
(1) M1 2,2,1 3,3,1 6,6,: 3,3,:

Table 5.3: The evaluation results from matching Minerva and PackerInspector with
the ground-truth samples of data set #1. : means not available because

PackerInspector failed to reach the last wave.

When matched with our ground-truth samples it is clear that PackerInspector
over-approximates the API usage of the applications, is unable to output unpacked
code that shows API usage when faced with obfuscations of external dependencies
and under-approximates the system-wide malware execution. These observations
verify our hypothesis that state-of-the-art unpackers are unable to deal with many
challenges faced by system-wide packing and that the techniques in Minerva overcome
these limitations.

5.6.3 Empirical evaluation against selected malware

In our second experiment, we match Minerva and PackerInspector with the malware
samples in data set #2. The goal of this experiment is twofold. First, we aim to
measure how each unpacker captures system-wide unpacking based on the number of
processes and waves they identify. Second, we aim to measure the difference in the
total amount and the unique amount of API calls observed in each malware execution.

We only have access to PackerInspector via their web interface, and in this exper-
iment, it is important to highlight the limitations of this. The samples we analyse
with Minerva are executed in Windows 7, and the samples we analyse with PackerIn-
spector presumably execute in Windows XP. In addition to this, we do not know the
state of the execution environment that PackerInspector uses to execute the malware
samples, such as the processes executing on the system, the network connection, the
privilege-level of the malware, the security settings in the guest system, and so on.
This adds a level of uncertainty to the results we present in this section since we are
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not conducting an isolated comparison of techniques as the execution environments
of the malware are, likely, significantly different. This is particularly relevant when
dealing with the samples from data set #2 because malware samples are complex
applications that are sensitive to their execution environment and small changes in
the environment can have a substantial impact on the malware execution. However,
we still feel it is appropriate to report the results as they give certain insights into
the differences in our approaches. The results of our experiment are shown in Table
5.4.

In terms of multi-process monitoring, Minerva captures more injections than Pack-
erInspector in eight samples and fewer injections in three samples. PackerInspector
misses multi-process executions in all Tinba and Gapz samples. For the Tinba sam-
ples, PackerInspector only catches the first multi-process execution which occurs into
the benign Windows process winver.exe, a process that is also started by each sam-
ple. PackerInspector misses all multi-process executions within the Gapz malware
sample, and we believe there are two possible explanations for this. First, because
PackerInspector exits prematurely, and second because Gapz uses the PowerLoader
injection which does not rely on any of the API hooks used by PackerInspector to
catch multi-process unpacking.

In one CryptoWall sample, Minerva finds one more multi-process propagation
than PackerInspector, and in another sample, Minerva finds one less than PackerIn-
spector. In both samples, both unpackers find two injections into svchost.exe and
in both cases, PackerInspector also finds injections into vssadmin.exe. Minerva also
finds an injection into vssadmin.exe in the sample with five process executions.
However, we have found that these vssadmin.exe propagations correspond to false
positives. In particular, we found no injections into vssadmin.exe but rather that
the samples execute the following command “vssadmin.exe Delete Shadow /All

/Quiet” using the WinExec call. We believe this call results in the memory flowing
into the vssadmin.exe and is, effectively, the reason the unpackers identify execution
in vssadmin.exe.

In two Ramnit samples, Minerva finds fewer injections than PackerInspector. In
one of these samples, PackerInspector reports an additional injection into IEXPLORE.exe
that is not identified by Minerva. We analysed the sample ourselves and found that
the sample only injects into two IEXPLORE.exe processes if it fails to inject into
two svchost.exe processes, which we observed by both Minerva and PackerInspec-
tor. However, researchers from Symantec [129] report that Ramnit also drops a file
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Precision
(Minerva, PackerInspector)

Sample (family, md5) Procs Waves API calls Unique APIs
CryptoWall e73806e3f41f61e7c7a364625cd58f65 5(:2),4(:1) 8,4 7371,21050 148, 354
CryptoWall 5384f752e3a2b59fad9d0f143ce0215a 3, 4(:1) 6,4 9945,23580 135, 388
Tinba c141be7ef8a49c2e8bda5e4a856386ac 3,2 4,3 557,34076 54, 477
Tinba 08ab7f68c6b3a4a2a745cc244d41d213 3,2 4,3 667,49260 55,549
Tinba 6244604b4fe75b652c05a217ac90eeac 3,2 4,3 704,49262 55, 550
Gapz 089c5446291c9145ad8ac6c1cdfe4928 2,1 7,5 36509156, 15850000 140, 336
Gapz 0ed4a5e1b9b3e374f1f343250f527167 2,1 4,3 36504908, 15845670 125, 226
Gapz e5b9295e0b147501f47e2fcba93deb6c 3,1 5,2 36506063, 15844113 186, 251
Ramnit 448ce1c565c4378b310fa25b4ae3b17f 3, 4(:1) 8,5 6908,56720 116, 479
Ramnit 33cd65ebd943a41a3b65fa1ccfce067c 12(:1),5 30,6 16185,209828 153, 489
Ramnit 3bb86e6920614ed9ac5d8fbf480eb437 3, 5(:1) 8,8 3189, 115943 115, 621

Table 5.4: The evaluation results from matching Minerva and PackerInspector with
the malware samples of data set #2. : indicates the number processes we

determined to be false positives.

that will be loaded by each new instance of IEXPLORE.exe, which may be an expla-
nation for why PackerInspector observes such an injection. However, we think it’s
most likely a result of over-approximation in PackerInspector as it would require the
IEXPLORE.exe process to be launched on the system. In the other sample, PackerIn-
spector finds an additional injection into a file with a random name which Minerva
does not. Minerva, however, observes the creation of this file but does not see it
execute. In the remaining Ramnit sample, Minerva captures seven more injections
than PackerInspector, and both Minerva and PackerInspector identifies four injec-
tions into IEXPLORE.exe in this sample. Based on follow-up analysis, we determine
six of the additional injections Minerva finds are true positives and one is a false pos-
itive. We conclude this because we found API-signatures that show injections into
these processes, but not the remaining one.

In terms of precision for tracking API calls, there is a similar relationship between
Minerva and PackerInspector as when matched with our ground-truth samples. In the
samples from CryptoWall, Tinba and Ramnit, Minerva reports roughly twelve times
fewer API calls within the malware execution than PackerInspector. We manually
investigated several of the Tinba samples to confirm these numbers and found that
Minerva captures API calls accurately within the malware execution. As such, we con-
sider the API calls reported by PackerInspector to be a significant over-approximation.
In addition to the total number of API calls, PackerInspector captures about three
times more unique API calls in each malware execution, even in cases where Minerva
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1 2 3 4-5 6-11
66% 15% 9% 5% 5%

Table 5.5: Number of process executions per malware sample.
1 2 3 4 5 5 <
52% 18% 7% 9% 2% 12%

Table 5.6: Number of waves per malware sample.
1 2 3 4 5 5 <
51% 17% 8% 3% 8% 13%

Table 5.7: Number of PE files constructed per malware sample.
1 2 3-5 5 <
56% 15% 18% 11%

Table 5.8: Number of Sections reconstructed per PE file.
0 1-10 11-15 16-20 21-25 26 <
18% 28% 7% 5% 2% 40%

Table 5.9: Number of imports per PE file.

finds more total API calls. The only instances where Minerva finds more total API
calls are in the Gapz samples. The reason that there is a significant amount of API
calls in these cases is that the Gapz malware scans a remote process for gadgets and
this results in an enormous amount of calls to ReadProcessMemory (about 99.985%
of calls in the Minerva analyses). We believe that the reason Minerva reports more
API calls than PackerInspector only in the Gapz samples, is because PackerInspector
exits prematurely.

When matched with these malware samples, it is clear that PackerInspector over-
approximates the API usage of the applications, both in terms of total API calls
and unique APIs used. We also find that in the majority of times, PackerInspector
under-approximates the system-wide malware propagation and Minerva finds more
system-wide unpacking.

5.6.4 Relevance on malware

In this experiment, we match Minerva with benchmark set #4. In total we run 119
samples through Minerva and collect (1) the number of process executions; (2) the
number of waves; (3) the number of generated PE files; (4) the number of imports in
the IAT of each PE file and (5) the number of sections in each PE file.

Table 5.5 shows the number of processes and Table 5.6 the number of waves in
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our data set. We find that a third of the samples perform multi-process execution
and that roughly half have multiple execution waves, which means that a large part
of all the samples with single-process execution have multi-wave execution.

Table 5.7 shows the distribution of reconstructed PE files. We construct more
PE files than the number of captured waves, which shows that some waves contain
several regions that are non-related. Finally, Table 5.8 shows the number of sections
reconstructed in each PE file and Table 5.9 shows the number of reconstructed im-
ports. For roughly 20% of the PE files, we do not monitor any API calls in the code,
and this is due to some PE files being a result of small amounts of taint in minor
code regions.

5.6.5 Relevance on packers

In this experiment, we show that Minerva is relevant against publicly available packers
from benchmark set #3. This experiment is common practice for unpacking engines
[21, 112, 134, 147] and, therefore, natural for us to perform. We construct a simple
application that will get the name of the current user and report back to us so we can
verify the behaviour occurred correctly. We pack this application with 13 publicly
known packers and analyse the samples in Minerva.

We show the results of our experiment in Table 5.10. The table shows the number
of processes, waves, PE files, and whether we found the original code or a derivative
thereof, and also whether we observed the original behaviour. Minerva produced PE
files for most of the packers that are very similar to the original code, including correct
API calls. In general, these packers are rather simple in comparison to some of the
techniques we observe in malware from the wild. For example, all but one of the pack-
ers are single-process packers. This makes sense since the packers are not necessarily
meant to be used by malicious software, but may be used by benign applications,
which are not meant to inject into other applications. Furthermore, many of these
packers rely on similar approaches for compression, e.g. the Lempel–Ziv–Markov
chain algorithm, and the majority the packers used in these experiments are rather
old.

5.6.6 Tinba case study

We now investigate in depth a case study of a real-world malware sample from the
Tinba malware family4. Minerva outputs four PE files with sizes 12KB, 12KB, 16KB

4md5sum 08ab7f68c6b3a4a2a745cc244d41d213
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Packer #proc #wave #PE U OB
BoxedApp 1 1 1 Y Y
Enigma 2 11 1 Y Y
FSG_packed 1 2 2 Y Y
mew11 1 3 4 Y Y
MoleBox 1 4 9 Y Y
mpress 1 2 2 Y Y
PackMan 1 2 2 Y Y
PECompact 1 4 4 Y Y
PEtite 1 4 4 Y Y
tElock 0 0 0 N N
UPX 1 2 2 Y Y
WinUpack 1 2 w Y Y
XComp 1 2 2 Y Y

Table 5.10: The results from matching Minerva with known packers. OB indicates
if we observed the original behaviour of the packed application. U indicates if we

found the original code in Minerva’s output.

and 24KB, respectively. We manually reverse engineered the sample to fully under-
stand the system-wide propagation and where the sample exposes its unpacked code.
The malware first decrypts memory from its data section and then transfers execution
to this code. The decrypted code injects code into the Windows process Winver.exe
and from Winver.exe it further injects into explorer.exe.

To inject code into Winver.exe Tinba launches a new instance of Winver.exe in
a suspended state. Then, Tinba allocates memory on the heap of the newly started
Winver.exe and copies some malicious code into this specific memory. Tinba then
overwrites six bytes of the Start function in Winver.exe with the instructions push
ADDR; ret, where ADDR is some address inside the dynamically generated malicious
code. Effectively, Tinba ensures execution of its malicious code in Winver.exe by
overwriting an initial function in Winver.exe to hijack execution.

Minerva captures one execution wave and outputs two unpacked PE files for the
code in Winver.exe, one PE file based on a single execution wave in explorer.exe

and also one PE file from the unpacked code in the initial process. The PE files
produced by Minerva has 0, 11, 12 and 26 imports reconstructed. These results
capture the execution perfectly because the PE file with 0 imports is purely the push
ADDR; ret instructions of the malware execution trace in Winver.exe and the rest
of the PE files contain various other stages with more payload content.

Minerva correctly identifies the malicious code, both the patched code of Winver-
.exe and also the code on the heap that contains the core of the malware code.
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More importantly, the PE files precisely capture the malware execution, and from the
execution trace output by Minerva, we can precisely see the exact instructions push
ADDR; ret. Minerva also catches the exact malware code inside of the explorer.exe
process. The PE file captured from the second execution wave in the original malware
process contains 11 imports in its reconstructed IAT, five of which are ResumeThread,
CreateProcessA, WriteProcessMemory, VirtualAllocEx and VirtualProtectEx.
A novice analysts can quickly determine that the execution performs a code-injection
based on these API calls.

5.6.7 Performance evaluation

In the final part of our evaluation, we monitor the performance of Minerva. The
reason we wait until now with performance evaluation is that most often both the
work in Chapter 4 and the work of this chapter occur together and we, therefore, base
our performance evaluation on experiments with both features enabled. The authors
of PANDA report that recording gives a 1.85x slowdown in comparison to QEMU
alone and replaying incurs a 3.57x slowdown [53]. This is expensive in comparison
to systems that rely on hypervisor-based virtualisation for recording, e.g. AfterSight
[38]. However, we consider PANDA’s performance good enough for malware analysis
in particular because the plugins that we deploy will have far more impact on the
total analysis time. Naturally, the performance overhead in the recording stage can
be used by the malware to evade analysis, and we discuss this further in Section 5.7.
In this performance evaluation, we focus on the overhead of Minerva’s analysis when
replaying the recorded execution, and the numbers we report in this section are based
on analysis of the 25 malware samples from data set #B introduced in Section 4.7.1.

The blue curve of Figure 5.5 shows the number of instructions replayed relative to
the time taken in each of the analyses. On average the replay time is 3166 seconds,
resulting in a 126x slowdown of the recording time, and we analysed on average
432365 instructions per second. In comparison, the developers of PANDA report a
24.7x slowdown when tainting data sent over the network and a 67.7x slowdown for
tainting a 1KB file and encrypting it with AES-CBC-128 [53]. Additionally, Figure
5.6 shows the number of instructions that it took to replay the samples in our data
set, and we observe that for about 90% of the samples this required less than 2 billion
instructions.

Another interesting metric is the specific overhead incurred by Minerva-only code.
Specifically, there is some share of the overhead that is due to the translation of
QEMU TCG instructions to LLVM instructions and also overhead that is specific to
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Figure 5.5: The average number and standard deviation of instructions replayed
relative to time, for instruction counts where we have more than 3 samples
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Figure 5.6: The amount of instructions needed to replay the samples in our data
set. The horizontal blue line shows the 90% mark.

the taint implementation of PANDA. None of these requirements is strict to Minerva,
in that we are not reliant on LLVM specifically, and PANDA’s taint analysis does
not focus on performance. Several systems focus on fast taint analysis [127, 22, 72]
and, conceptually, the techniques of Minerva can be implemented on top of these
taint libraries as well. To understand the overhead of Minerva’s code, we ran the
samples through a replay with LLVM-translation and taint analysis enabled, and no
Minerva-specific analysis code. This gives us a reasonable estimate for how much of
the analysis time was spent in the specific code related to Minerva. The black curve
in Figure 5.5 shows these numbers. On average, each execution took 1275 seconds
with the overhead of LLVM translation and PANDA’s taint library. This corresponds
to an average of 51x slowdown, meaning that Minerva’s code takes up a bit more
than half of the total 126x slowdown.

112



During the replay of a malware sample, Minerva does no checking to verify if the
analysis is progressing, is stuck or something similar, and the numbers above report
the total time of each analysis-replay. An interesting metric in addition to the total
replay time is the time it took to reveal the instructions executed in each malware
sample. In Figure 5.7 we show the time it took to uncover 95%, %99 and %100 of
the unique instructions executed by the malware samples, respectively. The numbers
decrease significantly, and on average it took 1614, 1964 and 2543 seconds to uncover
95%, %99 and %100 of the unique instructions executed, respectively. As such, it
took roughly half of the total replay time to reveal 95% of the instructions in each
sample.
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Figure 5.7: The time taken to explore the unique instructions in each malware
sample.

The biggest performance bottleneck we found in Minerva is when malware makes
the code execute longer via stalling loops. An example of a stalling loop from a
Kovter sample5 is shown in Figure 5.8. In total, the loop does 20 million iterations
with sixteen calls to functions from the Windows API in each iteration. The loop has
no real effect and is purely garbage code. In total, our 25-second recording of this
sample reaches 17 million iterations before the recording is over and incurs a replay
time of 3300 seconds.

The sample we observed with the longest replay time is from the Nymaim family
that has a stalling loop with 1.4 billion iterations, and after the stalling loop, it calls
the Sleep function from the Windows API to further stall the execution. In total,
our 25-second recording of this sample took 170,000 seconds to replay.

5md5 of sample 147330a7ec2e27e2ed0fe0e921d45087
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Figure 5.8: Stalling loop in Kovter malware.

5.7 Limitations

Stolen bytes and copying Windows API. Minerva’s precise API capturing of
API calls depends on monitoring whether the target address of branch instructions
is the start of some Windows API function. Some malware use an anti-analysis
technique, called stolen bytes, that copies a share of some API function to another
place in memory to execute that code and then branch in the middle of the given API
function. In this context, they avoid calling the beginning of the function and our
technique will not capture it. One solution to this is to identify function boundaries
for each API function and then monitor ranges rather than the function start.

In a more general setting, malware can copy entire functions or modules from the
Windows API and then rely on the copied code rather than calling the original Win-
dows code. In this context, Minerva will still capture whenever system calls happen,
but new measurements should be taken for identifying the copying of Windows code.
One approach is to mark library code with a specific taint label and then monitor
whether library code is propagated. Naturally, this solution is subject to the limita-
tions of taint analysis. Another approach is to incorporate forensic techniques that
determine the similarity between the code in a given process and a set of external
libraries, which we discuss further in the following paragraph.

Inlining and statically linked binaries. A limitation in Minerva in terms of
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identifying external dependencies is when malware deploys inlined or statically linked
code. The difference between this and copying external libraries as described above
is that inlining and statically linking occurs at compile time where copying occurs at
run time. Minerva is not capable of identifying inlined or statically linked external
dependencies, and we consider this to be a slightly different problem, namely similar-
ity analysis of the malware code with library implementations. However, inlining and
statically linking can, of course, be used in combination with obfuscation techniques
and similar, and, therefore, the problem becomes determining program equivalence
in the general case, which is a well-known undecidable problem. Nonetheless, efforts
can still yield positive and practical results as shown by previous work in areas such
as library fingerprinting [58, 80], structural comparison of binary code [55, 63, 96]
and, most recently, similarity detection via machine learning [105, 144].

Performance limitations. There are currently two main performance limita-
tions in Minerva. First, malware can detect the presence of the recording component
due to the 3.56x slowdown, and second, the replaying component limits the through-
put of Minerva due to its performance cost. Stalling loops seem to pose a core
limitation in this context. There is, however, previous work on how to deal with
stalling loops in the context of full system emulation. Kolbitsch et al. implemented
several features into the Anubis analysis system [90]. Their approach is to implement
heuristics that detect when stalling loops occur and then either disable heavy instru-
mentation until the stalling loop exits or force execution out of the loop. The first
approach is certainly possible to implement in Minerva, but it may run into issues if
the stalling loop is also responsible for propagating executable malicious code since
the taint analysis would likely be disabled. The second approach is more challenging
to implement because replaying is not able to change execution-path in the guest
system, as the execution is fixed to the replay log.

We consider five main avenues to improving performance. First, we can use hard-
ware assisted virtualisation during recording and only full system emulation during
replay, as suggested in AfterSight [38]. Second, we can implement various on-and-
off analyses during the replay similar to Kolbitsch et al. Third, we can add light
anti-analysis monitoring during the recording, for example, to limit the effectiveness
of calls to functions like Sleep. In this case however, the implementation must use
some form of approximation to determine the malware execution trace since taint
analysis will not be available. Fourth, we can improve the speed of various parts
in PANDA, such as the taint analysis plugin. Instead of converting instructions to
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LLVM and performing taint analysis on the LLVM code, we can adopt the taint sys-
tem by DECAF, which occurs directly on the QEMU tcg instructions [72]. Finally, an
interesting avenue is implementing a feedback loop between record-and-replay that
based on the analysis in the replay sends information to the recording about where
a delay in execution occur and how to handle it. In this way, it is possible to incre-
mentally build up a complete execution trace of the malware without anti-analysis
tricks.

5.8 Related work

Automatic unpacking. We have already discussed several works on unpacking
throughout the chapter [52, 75, 82, 83, 112, 140, 147]. Some of this work considers
the concept of IAT destruction [82, 140]. We are, however, the first to propose an
information flow model of dynamically generated code, and also a unified system for
system-wide malware unpacking that handles obfuscation of external dependencies.
The work by Ugarte et al. [147] highlights several missing gaps in existing unpackers
and proposes a system-wide approach to unpacking. However, as we observed in this
chapter, their approach is severely limited. In some aspects, Ugarte et al. provide a
more refined model for dynamically generated code in that they assign various labels
to the memory written by the malware based on whether it is executed and alike.
These labels can easily be integrated into Minerva. In addition to this, they also high-
light that several limitations in existing unpackers exist due to missing reference data
sets, which indeed also motivated the construction of our synthetic benchmark set #1.

Malware disassembly. The work in this chapter is closely related to techniques
that focus on disassembling malicious software. An accurate description of our work
within this domain, rather than unpacking, is a system-wide malware disassembler.
We gather a precise instruction-level execution trace of the malware and then gather
more content to include in the reconstructed PE file with speculative disassembly.
Traditionally, disassembly techniques are split between linear sweep, as used in GNU’s
Objdump, and recursive traversal [41, 141] algorithms. However, there are several
pieces of previous work on disassembly that specifically target malware and these move
beyond the traditional approaches. Kruegel et al. present an approach that combines
a variety of techniques from control-flow analysis and statistical methods, in order to
statically disassemble obfuscated binaries [97]. Kinder and Veith present an approach
based on abstract interpretation that statically disassembles binaries and also resolves
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indirect branch instructions [85]. Rosenblum et al. present a classification approach
to identify function entry points [131], and Bao et al. [8] follow the same path and
use machine learning and static analysis to identify functions within binaries. They
train a weighted-prefix tree that recognises function starting points in a binary file
and then value-set analysis [7] with an incremental control-flow recovery algorithm
to identify function boundaries.

5.9 Chapter summary

In this chapter, we proposed extensions to Minerva that focus on generic and precise
malware unpacking. From a technical point of view, Minerva deploys a concatic
approach with both dynamic and static analysis and partitions the malware execution
trace into execution waves based on information flow analysis. Minerva precisely
monitors the API-calls of the malware code and accurately correlates these to the
unpacked code. Based on the output of the dynamic analysis, Minerva performs
static analysis on the execution waves to output a set of reconstructed PE files with
valid import address tables and patched API calls.

From a theoretical point of view, Minerva deploys a precise model of execution
waves based on an information flow model that captures dynamically generated ma-
licious code independently of who wrote the code. We are the first to propose an
information flow model for this problem. We came up with several novel algorithms
that combine these execution waves with other artefacts collected from the dynamic
analysis to carefully produce PE files that are well-suited for follow-up static analysis.

Finally, we proposed a new set of benchmark applications that exhibit unpacking
behaviours with various forms of dynamically generated code, system-wide execution
and import-address table destruction in order to address a missing gap in terms of
ground-truth samples for testing unpackers. This benchmark suite is the first of its
kind in that previous benchmark data sets for testing automatic unpackers rely on
third-party applications to perform the packing.

We evaluated Minerva against our synthetic applications, real-world malware sam-
ples and also performed a comparative evaluation. Our results show that Minerva is
significantly more precise than previous work and outputs unpacked code that shows
external dependencies, which previous work does not. Our results also show that
Minerva captures system-wide unpacking in many cases where previous work fails.
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Chapter 6

A characterisation of system-wide
propagation in the malware landscape

“A very great deal more truth can become known than
can be proven."

— Richard Feynman, The Development of the
Space-Time View of Quantum Electrodynamics,

Nobel lecture, 1965.

System-wide propagation is frequently observed in malware, and there are sev-
eral resources, like blog posts and similar, that detail some of the techniques used.
However, there is currently no thorough study on the subject at large, and the full
extent of system-wide malware propagation remains unknown. In this chapter, we
perform a systematic study on many real-world samples to comprehensively charac-
terise system-wide propagation within the malware landscape. The goal is to use
detailed and precise analyses to derive high-level views. To achieve this, we collect
a diverse set of malware samples, analyse them in Minerva and then extract vast
amounts of statistics about the results. We use these results to provide an in-depth
discussion centred on four main research questions.

6.1 Introduction

In the previous chapters, we have introduced several new problems in malware analysis
and proposed novel solutions. The problems that we presented were all centred around
system-wide malware propagation, and we have spent significant effort in the details
of this subject. However, we have so far postponed a thorough assessment of system-
wide propagation’s full extent in the wild, and we set out to do that in this chapter.
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Systematic studies of large malware data sets are essential for anti-malware re-
search. We rely on these studies to systematise our knowledge, design new exper-
iments that verify our techniques and to explore new research avenues. Although
system-wide malware propagation has received the attention of malware authors for
several years, the academic community has given it limited attention, and there are
currently no comprehensive studies on the subject. Most resources are anecdotal
examples of code injection techniques [71, 120] and blog posts by anti-malware re-
searchers [16, 74], and these mainly present results based on manual analysis of specific
samples.

In this chapter, we aim to fill this gap by performing the first large-scale systematic
study of system-wide malware propagation. To this end, we build a comprehensive
statistics component around Minerva and then use our framework to analyse and
characterise a large and diverse set of malware samples. Our study is focused on three
aspects of system-wide propagation. First, to understand the prevalence and diversity
of system-wide malware propagation. Second, to understand the relationship between
system-wide malware propagation and malicious activities. Third, to understand
system-wide malware propagation evolution over time and inter-family characteristics
of malware propagation strategy.

To reason about system-wide malware executions at large, we define the concept of
a system-wide control-flow graph, which is a data structure that describes the entire
system-wide malware execution. Effectively, this data structure combines the ability
to identify multi-process execution from Chapter 4 and capture execution waves from
Chapter 5 to give a complete overview of a given malware propagation.

We perform our study with a comprehensive set of malware samples that reflects
a diverse and broad view of malware in the wild. The data set we collect has samples
from many different families, many different malware types and samples that were
discovered over a seven-year time-frame. In addition to this, our data set is completely
balanced in terms of samples per family to avoid biases in the results.

In summary, this chapter makes the following contributions:

• We propose the concept of a system-wide control flow graph which captures
intrinsic aspects of malware propagation in a given sample.

• We collect a data set with a broad range of malware samples that were discovered
across the last eight years.

• We implement a comprehensive and rigorous statistics component that inter-
prets the results of Minerva.
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• We characterise system-wide malware propagation through a detailed and thor-
ough study of the malware samples by analysing them in Minerva and gathering
many different and insightful statistics.

6.2 System-wide propagation graph

In this section, we introduce the concept of a system-wide propagation graph (SPG).
Intuitively, SPG combines the output of the techniques from Chapter 4 and Chapter 5
into one single data structure. This data structure, thus, captures intrinsic aspects of
host-based malware propagation in terms of multi-process execution and dynamically
generated code. Informally, the SPG is a directed graph where the nodes constitute
execution waves, and the edges constitute transitions from one execution wave to
another. Each node then contains meta information to capture useful properties,
such as their particular process. Formally, the SPG is described as follows.

Definition 4. A system-wide propagation graph is a 3-tuple, SPG=(V, E, v̂), where
G=(V, E) is a directed weakly-connected graph such that each node is an execution
wave, each edge is a control-flow transition, and v̂ P V is the entry point.

To capture the SPG in practice, we must be able to identify all of the execution
waves and the corresponding control-flow transitions for a given malware sample.
We already know how to capture execution waves from Chapter 5 and we know
how to identify control-flow transitions between execution waves across processes
from Chapter 4. To capture control-flow transitions from waves internally within a
process, we make an edge from the last instruction executed before the entry of a new
execution wave.

To reason quantitatively about malware propagation we build several definitions
on the SPG and the general idea is to describe malware propagation techniques in
more ways than only counting the number of processes and the number of waves. We
give insights about the malware propagation topology by creating two definitions that
capture the maximum depth of processes and waves and one definition that describes
the width of the SPG.

Definition 5. Given an SPG, G=(V, E, v̂), the process-depth of PD(G) is the max-
imum number of different processes visited amongst all non-cyclic path through G,
starting from v̂.

Definition 6. Given an SPG, G=(V, E, v̂), the wave-depth WD(G) is the size of
the longest non-cyclic path through G, starting from v̂.
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Definition 7. Given an SPG, G=(V, E, v̂), the SPG-width |G| is the maximum
number of non-cyclic paths from the entry-point v̂ to all of the leaf nodes in the
graph.

Notice that Definition 5 and Definition 6 are different from calculating the total
number of processes and waves, respectively. The notion of depth in the malware
execution is relevant because it encapsulates how deep into the malware execution a
manual malware analyst must go before reaching the end of an injection/unpacking
sequence, for example, in a debugger. The notion of SPG-width given in Definition 7
aims to capture how broadly malware executes on a system, and, therefore, describes
the number of execution paths in the malware propagation rather than how deep they
are.

6.2.1 Example of system-wide propagation graph

To illustrate system-wide propagation graphs, as well as process-depth, wave-depth
and SPG-width, we show the SPG of a malware sample from the Tinba family in
Figure 6.1. The sample initially creates one wave of dynamically generated code in
its initial process and then launches a new process of the otherwise benign Windows
application winver.exe. The malware injects code into the launched winver.exe

process and the code in winver.exe further creates another wave of dynamically
generated code. The second wave in winver.exe injects code into the otherwise
benign Windows process explorer.exe and inside this process, the malware proceeds
to inject code into five other processes on the system. The process-depth of the SPG
is four, the wave-depth is six, and the SPG-width is five.

6.3 Research methodology

We now elaborate on the methodology for our large-scale empirical study. Specifically,
we outline our data set, our research questions and also describe our experimental
setup, including false-positive removal. A checklist for prudent evaluation is given in
Table B.3 in Appendix B.

6.3.1 Data collection

The goal of our data collection is to establish a set of samples that broadly represents
the Windows malware landscape over several years. To this end, we have collected
samples from various kinds of malware, a diverse set of families and from an extended
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Figure 6.1: The system-wide propagation graph of Tinba malware
sample.
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timeline. We identify the year a sample is from as the year the sample was first
submitted to VirusTotal. In contrast to other quantitative large-scale studies [14,
54, 147] that analyse tens and hundreds of thousands of malware samples, we instead
keep the total samples in our data set comparatively low and comprehensible but with
a wide distribution of malware families. This is because samples within the same
family tend to behave similarly [121], and by keeping the numbers low, we enable
more investigations to understand and verify results at a detailed and complete level.

Most of the samples in our data set are collected from kernelmode.info, VirusTo-
tal, and a few are from virusshare.com, contagiodump.com and Malpedia [121].
To ensure that we had no benign samples we required each sample to be detected by
at least 13 anti-malware vendors and to ensure consistency of the samples belonging
to a given malware family we required for each sample that at least two vendors label
it within the same malware family. On average each sample had 51 anti-malware
vendors report it as malicious and a median of 53.

Our data set contains 65 different malware families with ten samples from each
family, making a total of 650 samples. Table 6.1 shows the specific families and the
years their samples were first discovered, and Figure 6.2 shows the yearly-distribution
of when samples were first discovered. Our data set has samples spanning 2012-2018
and Figure 6.3 shows the number of families represented each year. We have an
average of 22 families represented each year, with a maximum of 33 families in 2014
and a minimum of 19 families in 2012.
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Figure 6.2: Yearly-distribution of samples in our data set.
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Family Discovered #samples Family Discovered #samples
Androm 2012-2014 10 Midie 2013, 2016-2017 10
Artemis 2012 10 MiniDuke 2013, 2017 10
Barys 2012-2013, 2015 10 Mira 2014, 2016-2017 10
Bitman 2015-2016 10 Natas 2017-2018 10
Buzus 2013, 2016, 2018 10 Neshta 2012-2014 10
CTBLocker 2015-2016 10 Neshuta 2012-2014 10
Cerber 2015-2017 10 Ngrbot 2012, 2014-2018 10
CoinMiner 2013-2015, 2017 10 Nimnul 2013-2017 10
CosmicDuke 2013-2014 10 Nitol 2013, 2015 10
Crowti 2014-2016 10 Nymaim 2013, 2015-2018 10
Cryptlock 2013-2014, 2016 10 Otwycal 2017-2018 10
Cutwail 2014-2016, 2018 10 Padodor 2017-2018 10
DealPly 2013-2014 10 Parite 2013, 2015, 2017 10
Dorkbot 2012, 2013, 2015, 2018 10 Pony 2014, 2018 10
Dridex 2014-2016 10 Pronny 2018 10
Eldorado 2013-2014 10 Ramnit 2012, 2014-2017 10
Emotet 2012, 2014-2017 10 Razy 2013-2014 10
Fareit 2013, 2015-2017 10 Renos 2014, 2018 10
Flood 2013, 2015-2017 10 Rovnix 2014, 2016 10
Fujacks 2014-2015, 2018 10 Sality 2014, 2016-2017 10
Fynloski 2012-2013, 2015-2016, 2018 10 Shifu 2015, 2017 10
Gamarue 2012, 2017 10 Simda 2012, 2014-2015 10
Gootkit 2014-2015 10 Symmi 2012-2014 10
Kasidet 2015, 2018 10 TeslaCrypt 2015-2016 10
Kazy 2013-2014, 2017 10 TinyBanker 2012, 2017 10
Kovter 2013-2016 10 Urausy 2012 10
Kraddare 2012-2014 10 Ursnif 2015-2016, 2018 10
Kryptik 2012-2015, 2017 10 VBKrypt 2013-2014, 2016-2017 10
Madangel 2013, 2015, 2017 10 Vawtrak 2013, 2015-2016, 2018 10
Madi 2012 10 Wannacry 2017-2018 10
Mamba 2018 10 Waski 2013-2015, 2017 10
Mazam 2016 10 Zbot 2012-2014 10
Vilsel 2014, 2016-2017 10
Total families: 65
Total samples: 650

Table 6.1: The malware families that we used for our study.
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Figure 6.3: Yearly-distribution of families.

6.3.2 Research questions

The goal of our study is to characterise malware propagation at large and to do this,
we propose four high level research questions.

1. Is system-wide malware propagation prevalent?

The goal of this research question is to give quantitative measurements of the
basic characteristics of malware propagation at large. To answer this, we gather
statistics on the number of processes and execution waves in each malware
sample and also the depths and width of the SPG.

2. Are the propagation strategies used in the wild diverse?

The goal of this research question is to give insights about the individual prop-
agation strategies used by the malware samples. To answer this, we investigate
(1) which processes are the targets of malware propagation, (2) which specific
techniques are used for malware propagation and (3) the proportion of droppers
versus code injections.

3. Are there clear relations between malicious behaviour and system-wide malware
propagation?

The goal of this research question is to identify how malware performs its mali-
cious behaviours, e.g. achieves persistence, escalates process-level privileges or
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connects back to its C&C server, relative to its system-wide propagation strat-
egy. To answer this question, we investigate where in the SPG malware: (1)
uses dynamically generated code, (2) executes most of its code and (3) performs
sensitive API calls.

4. Has system-wide malware executions changed consistently towards one direction
and are there any clear inter-family SPG consistency?

The goal of this research question is to measure if malware propagation has
changed over time and if samples from the same family propagate similarly. To
answer this question, we gather statistics based on grouping our data set into
the years the samples were first observed and also do family-oriented statistics.

6.3.3 Experimental set up

We conduct all of our experiments on a 4-core Intel-7 CPU with 4.2 GHz and a
Windows 7, 32-bit guest architecture. The guest is in a closed network and connected
to another virtual machine that performs network simulation using InetSim[76]. As
such, malware samples that connect back to some C&C server will be able to resolve
DNS names, connect to every IP and also receive content. However, the content
itself is the default data provided by INetSim, which will hinder malware samples
from getting C&C-specific data, e.g. bot commands. We set a recording time of 25
seconds and a loft of 120 minutes for replaying. Due to the resources required to run
this type of experiment, we analysed each sample once.

The applications on the guest machine were executed with a local admin account
and with User Account Control (UAC) enabled. We perform no user stimulation
during the analysis, and no applications were running in the guest system apart from
the generic Windows processes. To start execution of a given sample, we mount it as
an .iso file in QEMU and then send keystrokes to QEMU to execute command-line
commands in the guest’s terminal for opening the mounted .iso and starting the
sample.

6.3.4 Generating multi-process signatures

In Chapter 4 we proposed the concept of malware execution trace and techniques
to identify intrinsic aspects of process-to-process control flow transitions. However,
the goal of the study in this chapter is to give a precise view of system-wide prop-
agation and we need to ensure we distinguish malware samples that use different
multi-process propagation techniques, while simultaneously identifying samples that
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rely on the same technique. To this end, we use the output of Minerva to high-
light multi-process propagation and then manually refine this information into easily
recognisable signatures. We use the precise API capture of Minerva, the system-
wide malware execution trace and identification of intrinsic aspects in multi-process
transitions to speed up the reverse engineering process significantly. We started our
study with no signatures and then incrementally created signatures for each analysed
sample.

6.3.5 False positive and false negative elimination

In Section 4.7.3.2, we showed that in some cases, Minerva may over-taint the system
and include benign code in the malware execution trace. To elegantly solve this
issue, we introduce a heuristic that identifies over-tainting in order to eliminate false
positives.

To identify over-tainting, we first check for each sample with multi-process exe-
cution if any of our generated signatures recognise the multi-process transitions. If
there are some processes with malicious execution but no matching signature, then we
consider this process a potential case of over-tainting. We determine this by match-
ing the tainted code with code that was present in the system before the malware
execution. The idea is that if the code execution is due to over-tainting, it must be
part of the non-malware code and, therefore, part of the original code as it was before
the malware execution. We verify this in practice by matching API calls observed
by Minerva and the API calls performed by the potentially benign code. If we find
more than 99.00% of the API calls from the tainted code correspond to API calls
in the existing Windows code or if the tainted code has no API calls in the process
at all then we declare the process a false-positive. Otherwise, we consider it a true
positive and reverse engineer the code in order to create a signature. The reason we
maintain a 99% threshold is to allow for incompleteness in our ability to extract API
calls statically from the Windows code and Minerva does this as part of our static
analysis post dynamic analysis. So far we have not found any false positives from this
approach and in reference to our false positive analysis in Section 4.7.3.2, specifically
in Table 4.5, running the same experiment with our false positive analysis removes
all four of the false positives.

Finally, PANDA itself may fail in some instances and only replay little of the
recorded execution. To deal with samples that did not execute properly, we remove
all samples with less than 25 different instructions executed on the system.
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All of the statistics we report in this chapter are post false-positive elimination,
including the input data set described in 6.3.1. As such, we have manually verified
multi-process execution for all samples in our data set as a result of our signature
creation. The numbers we report are, therefore, a strict lower-bound, but we may
miss out on some aspects of the malware capabilities due to the nature of dynamic
analysis. Although a strict lower-bound, we consider it a precise estimate, and often
significantly more accurate in comparison to other work, as justified by the previous
chapters.

6.4 Experimental results

In this section, we present the results of our study in terms of the four research
questions described above. This section focuses on a quantitative presentation and
then in Section 6.5, we give an interpretation and qualitative discussion of the results.

6.4.1 Quantitative measurements

We now present results related to our first research question “Is system-wide malware
propagation prevalent? ” by gathering statistics about the core attributes of the SPGs
in our entire data set.

The first statistic we gather is the number of processes involved in each malware
execution, and Figure 6.5 shows the results. In total, 151 of the 650 samples exhibited
multi-process propagation and 67 of these samples split into two processes. This
means 23.23% of all samples use multi-process propagation and 55.6% of malware that
performs multi-process propagation do so in three or more processes. The 151 samples
are from 40 different families corresponding to 62% of all families, and Table 6.2 shows
the complete list of families and their respective number of multi-process samples.
Madangel is the only family where all samples use multi-process propagation, and
we observed four families where all but one sample deployed multi-process execution,
namely Emotet, Razy, Natas and TinyBanker. The maximum number of processes
we observed in a single malware execution is eleven, which occurred in three samples
from the Natas family and Figure 6.4 shows the SPG of one of these samples1. The
malware initially transitions through three processes via files that it dropped on the
system and then at a process-depth of four injects code into every process on the
system for which it has permissions.

1SHA-256 sum bd037ee28fc97f59525f384136fc067dded691230597384f04b10efe360055d1
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Figure 6.4: The system-wide propagation graph of Natas sample. Only
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Figure 6.5: Number of processes involved in malware executions of all samples.
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Family |M| Family |M| Family |M| Family |M|
Madangel 10 CoinMiner 5 Ursnif 3 Fynloski 2
Natas 9 Nitol 5 Dridex 3 Cerber 1
Emotet 9 Midie 4 CTBLocker 3 Barys 1
TinyBanker 9 Urausy 4 Kryptik 3 Bitman 1
Razy 9 Vawtrak 4 VBKrypt 2 Fareit 1
Gamarue 7 Dorkbot 3 Androm 2 Waski 1
Ramnit 7 Zbot 3 Buzus 2 TeslaCrypt 1
Mira 7 Kasidet 3 Cutwail 2 Eldorado 1
Sality 6 Kovter 3 Crowti 2 Shifu 1
Nimnul 6 Symmi 3 Nymaim 2 Ngrbot 1

Table 6.2: Families with multi-process propagation. |M| denotes the number of
multi-process samples in the given family.

Process-depth 1 2 3 4 5
Samples 499 97 23 14 17

Table 6.3: Process-depths of all samples.

The process-depths exhibited by the samples are shown in Table 6.3 and, in total,
91.7% of the samples have a process-depth of either one or two. This is more samples
than the number of samples with one or two process executions (87%) confirming
that some malware split execution rather than incrementally build a chain of multi-
process executions. We found a maximum process-depth of five, and this occurred in
seventeen samples. The complete list of process-depths for all 40 families with multi-
process propagation is shown in Table 6.4. We find that 17 families have multiple
samples with multi-process execution that do not exhibit the same process-depth, and,
on the other hand, we find that in 12 families with multiple multi-process samples all
samples with multi-process execution within their respective family exhibit the same
process-depth.

The SPG-widths of all the samples are shown in Table 6.5. In total, 597 of
the samples have an SPG-width of one, which means the vast majority of samples
sequentially propagate through processes. The maximum SPG-width we found was
seven, and this occurred in five malware samples, three of which belong to the Natas
family, one from the Shifu family and one from the Ramnit family. We found a total
of 20 families with at least one sample that has SPG-width larger than one, and the
full list of these families are shown in Table 6.6 alongside the number of samples in
each family that deploys a given SPG-width.

The distribution of execution waves is shown in Table 6.7. In total, 393 of 650
samples have multiple execution waves, which correspond to 60% of the samples, and
we found thirteen samples that deploy more than 25 execution waves. The three
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Process-depth 1 2 3 4 5 1 2 3 4 5
Androm 8 1 1 Midie 6 3 1
Barys 9 1 Mira 3 7
Bitman 9 1 Natas 1 4 5
Buzus 8 1 1 Ngrbot 9 1

CTBLocker 7 3 Nimnul 4 3 1 2
Cerber 9 1 Nitol 5 5

CoinMiner 5 5 Nymaim 8 2
Crowti 8 1 1 Ramnit 3 3 2 1 1
Cutwail 8 2 Razy 1 9
Dorkbot 7 1 2 Sality 4 6
Dridex 7 2 1 Shifu 9 1

Eldorado 9 1 Symmi 7 1 1 1
Emotet 1 1 1 5 2 TeslaCrypt 9 1
Fareit 9 1 TinyBanker 1 7 1 1

Fynloski 8 2 Urausy 6 1 3
Gamarue 3 7 Ursnif 7 1 2
Kasidet 7 3 VBKrypt 8 2
Kovter 7 1 1 1 Vawtrak 6 2 2
Kryptik 7 3 Waski 9 1
Madangel 10 Zbot 7 1 1 1

Table 6.4: Families with at least one sample that has process-depth higher than one.
The columns indicate a given process-depth and the rows display the number of

samples in a given family with the given depth.

SPG-width 1 2 4 4 5 6 7
Samples 597 24 4 6 9 5 5

Table 6.5: SPG-width of all samples.

SPG-widths 1 2 3 4 5 6 7
Androm 9 1

CTBLocker 7 3
Cerber 9 1

CoinMiner 9 1
Cutwail 8 2
Dorkbot 8 2
Emotet 3 4 2 1
Kovter 9 1

Madangel 8 2
Midie 9 1
Natas 5 2 3
Nitol 5 5

Nymaim 8 2
Ramnit 5 1 3 1
Razy 9 1
Sality 4 1 5
Shifu 9 1

TinyBanker 8 2
VBKrypt 8 2
Vawtrak 7 3

Table 6.6: Families with at least one sample that has SPG-width higher than one.
The columns indicate a given SPG-width and the rows display the number of

samples in a given family that deploys the given SPG-width.
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Execution waves 1 2 3 4 5 6 7 8 9 10 11-15 16-25 > 25
Samples 257 123 97 41 17 31 7 12 6 7 26 13 13

Table 6.7: The number of execution waves of all samples.

highest counts of execution waves are 54, 354 and 5389, which came from samples
in the Pronny, Artemis and Urausy malware families, respectively. In figure 6.6 we
show the average number and standard deviation of execution waves per family in
all families except Pronny, Artemis and Urausy, who have an average of 43, 37 and
545 execution waves, respectively, and, a standard deviation of 2, 52 and 807. We
observe seven families that have no execution waves, meaning they do not deploy any
dynamically generated code, and the average number of execution waves is slightly less
than 15 if we discard the three families mentioned above. Additionally, the standard
deviation is reasonably consistent across the majority of families, however, certain
families show a considerable variation and the following families: Urausy, Artemis,
Shifu, Buzus, Mira, Androm, Ursnif, Symmi and VBkrypt each have a standard
deviation that is larger than their respective average number of execution waves.

6.4.2 Propagation intrinsics

We now present results related to our second research question “Are the propagation
strategies used in the wild diverse? ”. To do this, we identify the processes that are
targets of multi-process propagation, identify the API routines used by malware to
propagate through the system, discuss detailed case studies of interesting malware
samples, and also measure the proportion of code injections versus propagations via
dropped files.

6.4.2.1 Target processes

Table 6.7 shows the names of the most targeted processes and the number of times
they were used for multi-process propagation. The most popular target is mal-
ware starting another instance of itself, in this case sample.exe. The second most
popular target is explorer.exe and following this are iexplore.exe, cmd.exe and
conhost.exe, which are all part of the Windows OS. In fact, the following eight Win-
dows applications explorer.exe, iexplore.exe, cmd.exe, conhost.exe, taskhost-
.exe, dwm.exe svchost.exe, and winver.exe make up 241 targets out of 394 multi-
process propagations, corresponding to roughly 61%. Furthermore, if we discard the
multi-process executions via sample.exe these eight applications make up 75% of the
victims.
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Figure 6.6: Average number and standard deviation of execution waves per family.
The plots are sorted by average starting from the top left, i.e. notice the difference

in x-axis values between the two plots.

In total, we found 244 multi-process executions targeted processes with names
from the Windows OS, and 150 multi-process executions with proprietary names
where sample.exe takes up 74 of these. As such, there are only 76 cases where the
malware execute via programs with non-standard names, corresponding to 19% of
the total multi-process propagations.

In Table 6.8, we show the per-family process targets as well as the number of
samples in each family that execute in the given target. The table also shows the
size of the group of samples that share most target processes and the size of this
group over the total samples in the family. Finally, the table shows the number of
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Figure 6.7: The processes that are the most popular targets for multi-process
propagation.

samples in the group just mentioned multiplied by the number of targets they share
over the total number of propagations in the given family. We find a total of twenty
families where all samples in the given family that deploys multi-process propagation
also share the largest intersection of target processes. In seventeen of these families
this intersection makes up the entire set of process targets from the given family,
and in the remaining three families, namely Sality, TinyBanker and Madangel, some
samples also propagate to more targets. In the twenty families, however, only eleven
have more than one sample that does multi-process propagation, meaning that in a
total of six families with multi-process propagation all samples that propagate into
multiple processes share the exact same targets. Sality is particularly interesting
in that all six samples that do multi-process propagation execute within the same
five processes, whereas four of these samples also execute in rundll.exe and one also
executes in sample.tmp. Gamarue is another interesting case, where all seven samples
that do multi-process propagation inject into the same process, namely wuauclt.exe.

6.4.2.2 Signature diversity

Malware use a variety of Windows APIs to propagate through the system, and we
now present these by way of the process propagation signatures we created in our
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Family |M| (target process name, sample count), ..., I |I|
|M|

|I1|

|T |
Androm 2 (sample.exe,2), (iexplore.exe,1), (uhUhRBmr.exe,1) 1 0.50 0.50
Barys 1 (explorer.exe,1), (svchost.exe,1) 1 1.00 1.00
Bitman 1 (sample.exe,1) 1 1.00 1.00
Buzus 2 (explorer.exe,2), (sample.exe,2), (iexplore.exe,2) 2 1.00 1.00
CTBLocker 3 (sample.exe,3), (iexplore.exe,3) 3 1.00 1.00
Cerber 1 (ns710D.tmp,1), (timetasks.exe,1) 1 1.00 1.00

CoinMiner 5 (sample.tmp,2), (ns9204.tmp,1), (CNminer.exe,1), (DbQZbGtq.exe,1),
(WMIC.exe,1), (ns97DF.tmp,1) 1 0.20 0.43

Crowti 2 (explorer.exe,2), (svchost.exe,1) 1 0.50 0.67
Cutwail 2 (sample.exe,2), (iexplore.exe,2) 2 1.00 1.00

Dorkbot 3 (sample.exe,3), (taskhost.exe,2), (conhost.exe,2), (explorer.exe,2), (dwm.exe,2),
(cmd.exe,2) 2 0.67 0.92

Dridex 3 (explorer.exe,2), (svchost.exe,1), (edg7AF9.exe,1) 1 0.33 0.50
Eldorado 1 (708D.tmp,1) 1 1.00 1.00

Emotet 9 (sample.exe,8), (explorer.exe,8), (svchost.exe,5), (iexplore.exe,4), (taskhost.exe,3),
(conhost.exe,3), (dwm.exe,3), (cmd.exe,3), (winver.exe,2) 4 0.44 0.41

Fareit 1 (sample.exe,1) 1 1.00 1.00
Fynloski 2 (notepad.exe,1), (sample.exe,1) 1 0.50 0.50
Gamarue 7 (wuauclt.exe,7) 7 1.00 1.00
Kasidet 3 (explorer.exe,3) 3 1.00 1.00
Kovter 3 (sample.exe,2), (svchost.exe,2) 2 0.67 0.50
Kryptik 3 (explorer.exe,1), (dllhost.exe,1), (73C8.tmp,1) 1 0.33 0.33
Madangel 10 (sample.exe,10), (explorer.exe,2) 10 1.00 0.83
Midie 4 (sample.exe,2), (sample.usr,2), (iexplore.exe,1) 2 0.50 0.40
Mira 7 (xvkwym.exe,3), (raphw.exe,2), (vlfsay.exe,2) 3 0.43 0.43

Natas 9 (sample.exe,9), (taskhost.exe,5), (conhost.exe,5), (explorer.exe,5), (cmd.exe,5),
(dwm.exe,5), (ahos.exe,1), (uluwo.exe,1), (zaar.exe,1), (yros.exe,1), (loid.exe,1) 5 0.56 0.77

Ngrbot 1 (explorer.exe,1) 1 1.00 1.00

Nimnul 6 (iexplore.exe,2), (DesktopLayer.e,2), (sampleSrv.exe,2), (tXoPUA.exe,1),
(sample.exe,1), (OZpdVg.exe,1), (uhUhRBmr.exe,1), (fuDwxVB.exe,1) 2 0.33 0.55

Nitol 5 (sample.exe,5), (iexplore.exe,5) 5 1.00 1.00
Nymaim 2 (sample.exe,2), (iexplore.exe,2) 2 1.00 1.00

Ramnit 7
(iexplore.exe,6), (explorer.exe,5), (samplemgr.exe,3), (DesktopLayer.e,3),
(sampleSrv.exe,2), (conhost.exe,1), (OXYbHl.exe,1), (rundll32.exe,1),
(OXYbHlSrv.exe,1), (taskhost.exe,1), (dwm.exe,1), (cmd.exe,1)

3 0.43 0.35

Razy 9 (750F.tmp,1), (sample.exe,1), (79D0.tmp,1), (72FD.tmp,1), (iexplore.exe,1),
(7686.tmp,1), (7425.tmp,1), (7722.tmp,1), (7119.tmp,1), (73E7.tmp,1) 1 0.11 0.20

Sality 6 (taskhost.exe,6), (conhost.exe,6), (explorer.exe,6), (dwm.exe,6), (cmd.exe,6),
(rundll32.exe,4), (sample.tmp,1) 6 1.00 0.86

Shifu 1 (taskhost.exe,1), (conhost.exe,1), (explorer.exe,1), (dwm.exe,1), (cmd.exe,1),
(dllhost.exe,1) 1 1.00 1.00

Symmi 3 (sample.exe,3), (explorer.exe,1), (svchost.exe,1), (uhUhRBmr.exe,1) 1 0.33 0.50
TeslaCrypt 1 (sample.exe,1) 1 1.00 1.00

TinyBanker 9 (winver.exe,9), (explorer.exe,9), (taskhost.exe,2), (conhost.exe,2), (dwm.exe,2),
(cmd.exe,2), (sample.exe,1) 9 1.00 0.67

Urausy 4 (sample.exe,4), (explorer.exe,3), (svchost.exe,3) 3 0.75 0.90
Ursnif 3 (explorer.exe,3), (cliciles.exe,1), (chtborui.exe,1), ( 7F9A.tmp,1), (factura.exe,1) 1 0.33 0.43

VBKrypt 2 (sample.exe,2), (taskhost.exe,2), (conhost.exe,2), (winver.exe,2), (explorer.exe,2),
(dwm.exe,2), (cmd.exe,2) 2 1.00 1.00

Vawtrak 4 (explorer.exe,4), (taskhost.exe,3), (conhost.exe,3), (dwm.exe,3), (cmd.exe,3),
(mainOUT-crypt,1), (svchost.exe,1) 3 0.75 0.83

Waski 1 (sample.tmp,1) 1 1.00 1.00
Zbot 3 (sample.exe,3), (explorer.exe,1), (kaylli.exe,1) 1 0.33 0.60

Table 6.8: Target processes of families with multi-process propagation. |M| denotes the
number of samples in a given family that deploys multi-process execution. I denotes the
number of samples that have the largest intersection of targets amongst the samples in a
given family, |I 1| denotes the number of targets shared by the samples in I multiplied by
the size of I and |T | denotes the total amount of multi-process propagations in a given

family.
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analysis of all the multi-process propagations. The signatures we have created are
API-specific, e.g. we consider CreateFileW and CreateFileA to be different API
functions. The benefit of this is to have detailed statistics, from which we can in-
deed build abstractions, and the drawback is that some signatures can have minor
differences to other signatures, e.g. whether the malware uses Unicode or ASCII.

We found a total of 417 injections, which is more than the 394 processes that
are results of multi-process execution. The reason for this is that multiple processes
may inject into the same target process, as shown in the previously discussed Natas
sample in Figure 6.4 where multiple processes inject into the same cmd.exe process.
The complete set of signatures we observed is shown in Table 6.9, which is sorted
by the number of times they occur. In total, we discovered 33 different signatures
and the most common way for malware to inject into other processes is using the
traditional code injection technique with API calls to OpenProcess, VirtualAllocEx,
WriteProcessMemory, CreateRemoteThread. This approach is used in 174 of 417
cases, corresponding to 41.7%. In contrast, we found six signatures that are only
used once, and they rely mainly on a subset of the APIs from other signatures.

In general, when malware propagate through the system, it can do so by either
launching a new process or migrating to an existing one. To estimate the proportion of
these two we count the number of signatures that use OpenProcess, CreateProcess
and ShellExecute to access the victim process, which is 211, 213 and 15, respec-
tively. As such, there is a an almost even distribution between cases that open an
existing process (OpenProcess) and launching a new process (CreateProcess and
ShellExecute).

In Table 6.10, we show the per-family signature usage, the number of injections
that rely on a given signature and the number of samples that use the given signa-
ture. We find 17 families that rely on a single signature and 23 families that deploy
more than one signature. Sality is an interesting family in that it has a total of 41
process-propagations amongst six samples that all rely on the same signature to prop-
agate. We observe similar trends in Dorkbot, Emotet, Natas, Ramnit, TinyBanker,
VBKrypt and Vawtrak where samples extensively reuse the same signatures. We ob-
serve an opposite trend in families like Buzus, Dridex, Kovter, Kryptik, Fynloski and
Ursnif that each has multiple samples performing multi-process propagation with-
out any overlap in propagation technique. Buzus is particularly interesting in this
context, where we observe two samples that combined use seven different injection
techniques, and each of the signatures is only used once. In the following section, we
will go into details with interesting injection techniques, and then in Section 6.4.4.2,
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ID APIs #Total #Samples #Families
1 OpenProcess, VirtualAllocEx, WriteProcessMemory, CreateRemoteThread 174 39 15

2 CreateProcessW, VirtualAllocEx, WriteProcessMemory, SetThreadContext,
ResumeThread

48 28 14
3 CreateProcessW, VirtualAllocEx, ZwWriteVirtualMemory, ZwResumeThread 22 17 7

4
CreateProcessInternalW, ZwCreateSection, ZwMapViewOfSection,
ZwMapViewOfSection, ZwCreateThreadEx, ZwQueryInformationProcess,
ZwResumeThread

22 12 7

5 CreateProcessA, VirtualProtectEx, WriteProcessMemory, ResumeThread 16 15 5
6 WinExec 16 13 2
7 CreateFileA, WriteFile, WinExec 12 11 4
8 CreateFileA, WriteFile, CreateProcessA 11 9 4

9 ZwCreateSection, ZwMapViewOfSection, CreateProcessW, ZwMapViewOfSection,
ResumeThread

10 8 2
10 CreateProcessA, VirtualAllocEx, WriteProcessMemory, CreateRemoteThread 9 9 5
11 CopyFileA, CreateProcessA 8 5 4
12 fopen, _write, fflush, CreateProcessA 7 7 1
13 CreateProcessA, VirtualAllocEx, WriteProcessMemory 7 6 2

14 CreateProcessW, ZwCreateSection, ZwMapViewOfSection, ZwMapViewOfSection,
ZwResumeThread

6 4 2

15 CreateProcessA, VirtualAllocEx, WriteProcessMemory, GetThreadContext,
SetThreadContext, ResumeThread 6 5 3

16 CreateFileW, WriteFile, CreateProcessW 6 4 5

17 CreateProcessA, VirtualAllocEx, WriteProcessMemory, SetThreadContext,
ResumeThread

5 3 5

18 OpenProcess, ZwMapViewOfSection, ZwProtectVirtualMemory,
ZwWriteVirtualMemory, CreateRemoteThread 4 4 1

19 OpenProcess, VirtualAllocEx, VirtualProtectEx, WriteProcessMemory,
PostMessageW

3 3 1

20 GetShellWindow, ZwOpenProcess, ZwAllocateVirtualMemory,
ZwWriteVirtualMemory, ZwProtectVirtualMemory, CreateRemoteThread 3 3 1

21 CreateProcessW, ZwCreateSection, ZwMapViewOfSection, ZwCreateSection,
ZwMapViewOfSection

3 3 1

22 CopyFileW, ShellExecuteW 3 1 3
23 CreateFileW, WriteFile, CreateProcessW 3 3 1

24
CallWindowProcA, CreateProcessA, CallWindowProcA, VirtualAllocEx,
CallWindowProcA, WriteProcessMemory, CallWindowProcA, GetThreadContext,
CallWindowProcA, SetThreadContext, CallWindowProcA, ResumeThread

2 2 1

25 CreateFileW, WriteFile, CreateProcessA 2 2 2
26 CreateFileA, WriteFile, ShellExecuteA 2 2 2
27 CreateFileW, WriteFile, ShellExecuteExW 2 2 2

28 OpenProcess, DuplicateHandle, ZwAllocateVirtualMemory,
WriteProcessMemory, CreateRemoteThread 1 1 1

29
CallWindowProcA, CreateProcessW, CallWindowProcA, VirtualAllocEx,
CallWindowProcA, WriteProcessMemory, CallWindowProcA, SetThreadContext,
CallWindowProcA, ResumeThread

1 1 1

30 OpenProcess, VirtualProtectEx, WriteProcessMemory, ResumeThread 1 1 1

31 OpenProcess, CreateRemoteThread, VirtualProtectEx, ZwWriteVirtualMemory,
ResumeThread

1 1 1
32 CreateFileW, WriteFile, CreateFileW, WriteFile, ShellExecuteW 1 1 1

33 CreateFileA, CreateFileMappingA, MapViewOfFile, UnmapViewOfFile,
CreateProcessA

1 1 1

Table 6.9: The multi-process signatures observed amongst all of the samples. For
each signature, the table lists the APIs involved in the signature, the total number
of times the signature was observed and the number of samples and families that

uses it.
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we will present further quantitative analysis of inter-family consistency in terms of
propagation signatures.

6.4.2.3 Interesting case studies

Injection via continuously rewriting window procedure. We observed two
injections, IDs #24 and #29, that use dynamically generated code to hide the API
calls involved in their respective injection. Specifically, three malware samples from
the Urausy and Buzus families repeatedly overwrite a particular memory region with
code that performs a single API call in order to create a chain-like structure that re-
sults in a complete injection procedure. The memory region is disguised as a Window
procedure and called via the CallWindowProcA function. The effect of this is that the
code responsible for the injection is constantly overwritten, remains in memory for a
short time, and is never entirely represented in memory but only exposed in multiple
temporal pieces. Minerva explicitly observes this by detecting a new wave of dynam-
ically generated code whenever the malware calls CallWindowProcA. This makes it
easy to detect that the memory is continuously updated because the execution waves
have instructions execute in the same memory region.

Stealthy injection via ZwCreateUserProcess hooking. Another interesting
code injection is ID #13 which leverages three common API calls CreateProcessA,
VirtualAllocEx and WriteProcessMemory, but does not have any call to functions
like CreateRemoteThread or ResumeThread. In all cases where this signature occur,
the target program is C:\Windows\system32\svchost.exe and has dwCreationFlags
set to NULL, meaning the program is not started in suspended mode. This is unusual
because without a call to ResumeThread or CreateRemoteThread it is, at first sight,
unclear how the malware achieves code execution in the victim process. Instead,
the malware achieves code execution in the victim process by patching the code of
CreateProcessA at run time and then hijacking the Windows code that is in charge
of creating a new process. It does this by hooking ZwCreateUserProcess to execute
malicious code that will allocate and write memory to the target process, all nested
inside the CreateProcessA call. To illustrate this, Figure 6.8 shows the call graph of
samples that rely on this injection technique.

The hook is easy to detect given the output of Minerva from looking at the mal-
ware execution trace, shown in Figure 6.9. From the export extractor in Minerva we
know ZwCreateUserProcess is located at 0x77c46a98 and given the first instruction
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Family |M| Σ (signature ID, injection count, sample count), ...
Androm 2 3 (2, 2, 1) (17, 1, 1) (22, 1, 1)
Barys 1 1 (4, 2, 1)
Bitman 1 1 (2, 1, 1)
Buzus 2 7 (1, 1, 1) (3, 1, 1) (5, 1, 1) (10, 1, 1) (17, 1, 1) (28, 1, 1) (29, 1, 1)
CTBLocker 3 1 (2, 6, 3)
Cerber 1 2 (8, 1, 1) (11, 1, 1)
CoinMiner 5 5 (8, 2, 2) (11, 2, 1) (25, 1, 1) (26, 1, 1) (27, 1, 1)
Crowti 2 1 (4, 3, 2)
Cutwail 2 1 (2, 4, 2)
Dorkbot 3 3 (1, 12, 2) (2, 2, 2) (15, 1, 1)
Dridex 3 3 (1, 1, 1) (4, 2, 1) (33, 1, 1)
Eldorado 1 1 (7, 1, 1)
Emotet 9 6 (1, 18, 3) (2, 10, 6) (3, 2, 2) (4, 10, 5) (5, 2, 2) (10, 1, 1)
Fareit 1 1 (3, 1, 1)
Fynloski 2 2 (2, 1, 1) (10, 1, 1)
Gamarue 7 1 (9, 7, 7)
Kasidet 3 1 (19, 3, 3)
Kovter 3 3 (3, 1, 1) (9, 3, 1) (14, 3, 1)
Kryptik 3 3 (4, 1, 1) (10, 1, 1) (16, 1, 1)
Madangel 10 2 (1, 2, 2) (6, 10, 10)
Midie 4 2 (2, 2, 1) (6, 6, 3)
Mira 7 1 (12, 7, 7)
Natas 9 4 (1, 34, 5) (3, 14, 9) (10, 5, 5) (23, 3, 3)
Ngrbot 1 1 (1, 1, 1)
Nimnul 6 6 (7, 3, 3) (8, 2, 2) (11, 2, 2) (13, 2, 2) (17, 1, 1) (22, 1, 1)
Nitol 5 1 (2, 10, 5)
Nymaim 2 1 (2, 4, 2)
Ramnit 7 7 (1, 7, 1) (5, 2, 1) (7, 1, 1) (8, 6, 6) (11, 3, 3) (13, 5, 5) (18, 4, 4)
Razy 9 3 (2, 2, 1) (7, 7, 7) (16, 1, 1)
Sality 6 1 (1, 41, 6)
Shifu 1 1 (1, 8, 1)
Symmi 3 4 (2, 2, 2) (4, 2, 1) (17, 1, 1) (22, 1, 1)
TeslaCrypt 1 1 (2, 1, 1)
TinyBanker 9 3 (1, 19, 9) (3, 1, 1) (5, 9, 9)
Urausy 4 5 (14, 3, 3) (15, 2, 2) (20, 3, 3) (21, 3, 3) (24, 2, 2)
Ursnif 3 6 (1, 1, 1) (16, 2, 1) (27, 1, 1) (30, 1, 1) (31, 1, 1) (32, 1, 1)
VBKrypt 2 3 (1, 12, 2) (3, 2, 2) (5, 2, 2)
Vawtrak 4 3 (1, 16, 3) (4, 2, 1) (26, 1, 1)
Waski 1 1 (16, 1, 1)
Zbot 3 6 (1, 1, 1) (2, 1, 1) (15, 3, 2) (16, 1, 1) (17, 1, 1) (25, 1, 1)

Table 6.10: The per-family list of signatures. Σ denotes the number of signatures
used by a given family and |M| denotes the number of samples in a given family
that deploys multi-process execution. The rightmost column shows the specific

signatures used in each family, the number of injections that uses a given signature
and the number of samples in the given family that uses this signature.
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CreateProcessA(victim_process)
CreateProcessInternal
ZwCreateUserProcess

Hijack first instruction of ZwCreateUserProcess
LOOP:

VirtualAlloc
VirtualProtect
WriteProcessMemory

...

Figure 6.8: Call graph of code injection that hooks ZwCreateUserProcess. API
calls made by the malware are shown in bold.

is turned into a trampoline to malware code, we can easily deduce that the function
is hooked. The benefit of this code injection technique is potential evasion against
sandboxes and manual debuggers that only monitor CreateProcessA calls and not
nested function calls. As such, if the hooking is not observed, then specific parts of
the injection will likely go unnoticed, and the threat may evade analysis.

Stealthy injection without explicit PID access. In most cases, the signatures
rely on CreateProcess(A/W) or OpenProcess to initiate multi-process propagation.
These functions make it is easy for an analyst or sandbox to determine the target
process as the output of the functions contains the PID of the process they cre-
ate/open. Naturally, some injection techniques avoid these functions to hide the
multi-process target, and an example of this is signature #20. Injection #20 re-
trieves a handle to the target process by calling GetShellWindows, opens the process
using ZwOpenProcess and then continues with a familiar pattern of functions to ini-
tiate execution. In this way, the PID of the target process is never exposed in any
of the functions used in the injection, which adds a level of complexity to identifying
the specific propagation procedure. Naturally, Minerva follows the malware execution
regardless of knowing the target process PID.

6.4.2.4 Code injections vs droppers

An interesting distinction is whether a multi-process propagation is due to code in-
jection or a dropped executable. Although these two approaches are not mutually
exclusive (because a sample can drop a file, launch it and then inject code into it)
it is interesting to estimate how prevalent each of them is. To give such an esti-
mate we check for each multi-process propagation if the target process corresponds
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Address instruction
0x405996 jmp CreateProcessA(...)

0x77c46a98 jmp 0x403447 Hook in ZwCreateUserProcess
0x403447 push ebp Hooked code
... ... Hooked code
0x4013c0 lea edi, [ebp-0x54] Return from CreateProcessA

Figure 6.9: The malware execution trace of a code injection that hooks the function
ZwCreateUserProcess.

Family |M| |MD| Family |M| |MD|
Cerber 1 1 Ramnit 7 6
CoinMiner 5 5 Razy 9 8
Dridex 3 1 Sality 6 1
Eldorado 1 1 Urausy 4 2
Kryptik 3 1 Ursnif 3 2
Natas 9 5 Waski 1 1
Nimnul 6 5 Zbot 3 1

Table 6.11: The families with samples that propagate via dropped files. The table
also shows the number of samples with multi-process propagation, denoted |M|,
and the unique number of samples in each family that deploys propagation via

dropped files, denoted |MD|.

to a file created by the malware earlier in the execution, and if so consider it to be
an execution of a dropped executable. We found 52 multi-process executions where
the propagation was in a created file and 342 cases where it was not the case. As
such, we estimate that 13% of the multi-process executions in our data set are due
to droppers, and the remaining 87% are due to code injections. We found a total of
14 malware families that had samples propagate via created files and Table 6.11 lists
these together with the number of samples in each family that propagate in this way.

6.4.3 Malware activities

We now move on to the third research question “Are there clear relations between
malicious behaviour and system-wide malware propagation? ”. This research question
aims to answer how malware distributes its activities across its propagation and in
this section we, therefore, focus our statistics on the 151 samples that contain multi-
process execution and leave the other samples out. We limit ourselves to these because
our interest is in highlighting the difference between the initial process and the non-
initial processes. The initial process refers to execution at process-depth one, and the
non-initial processes refer to execution in processes with a depth greater than one.
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6.4.3.1 Execution wave distribution

The first aspect we analyse is where in the propagation malware deploys dynamically
generated code. Specifically, we are interested in knowing if malware continues to
use dynamically generated code even after multi-process execution. To do this, we
count the number of waves in the initial process and compare it to the number of
waves in non-initial processes. Amongst the 151 samples with multi-process execution,
we have a total of 545 processes with malware execution, meaning 394 of these are
non-initial processes. The distribution of waves in the initial process is shown in
Table 6.10, and the distribution of waves in non-initial processes is shown in Table
6.11. We notice a clear difference in their distributions. In non-initial processes, 220
out of 394 processes only have one execution wave and do, therefore, not produce
any dynamically generated code. In contrast, only 41 samples of 151 in the initial
processes have one execution wave, which corresponds to a drop from 56% in non-
initial processes to 27% in initial processes. The average number of waves in the
initial process is 3.39, where the average number of waves in non-initial processes is
1.64.
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Figure 6.10: The number of execution waves in the initial process of all
multi-process malware.

6.4.3.2 Code-size distribution

The second aspect we consider is how much code the malware executes in each pro-
cess, and then map this into the entire context of the SPG. To measure this, we
collect the number of unique instructions executed in each process and then compare
the initial and non-initial processes. The reason we base our measurement on unique
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Figure 6.11: The number of execution waves in non-initial processes of all
multi-process malware.

instructions and not the total number of executed instructions is to avoid bias be-
cause of decryption loops that often have a significantly larger amount of executed
instructions in comparison to non-decryption loops.

Figure 6.12 shows the number of instructions executed in the initial and non-initial
processes. The initial processes are significantly more dominant in terms of code size
than non-initial processes with an average number of 6157 unique instructions in
initial processes over 2500 in non-initial processes.

0 10 20 30 40 50 60 70 80 90 100
0

10,000

20,000

30,000

40,000

% samples

In
st
ru
ct
io
ns

ex
ec
ut
ed Initial processes

Non-initial processes

Figure 6.12: The number of instructions executed in initial processes and non-initial
processes of all multi-process malware.

6.4.3.3 Sensitive API usage

Finally, we look at the distribution of suspicious API calls in samples with multi-
process execution. To do this, we generate statistics about where in the SPG mal-
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ware uses API functions from four groups of sensitive Windows APIs focusing on (1)
registry access; (2) internet access; (3) file-system access; and (4) security via process-
privilege access. We count the unique number of functions used by the malware from
these groups for each process in the SPG and Figure 6.13 shows the results for initial
and non-initial processes.

In general, non-initial processes have significantly more usage of APIs related
to Internet and security, are on-par with registry-related APIs, but uses less APIs
related to the file system. We found 89 non-initial processes call ConvertStringS-
ecurityDescriptorToSecurityDescriptor, which is the most common call from
this group, and only six initial processes call this function. We also observe 60 non-
initial processes that use InitializeSecurityDescriptor, 60 processes that use
SetSecurityDescriptorDacl and 58 processes that use GetSecurityDescriptorS-
acl. All of these functions provide features to change security descriptors of a given
process, which is used for process-level privilege elevation. As such, malware is far
more likely to initiate privilege escalation techniques in non-initial processes than in
the initial process.

In parallel to security sensitive APIs, we see eight times more usage of Internet-
related APIs in non-initial processes than in initial processes. In non-initial pro-
cesses, we saw a total of 59 processes using the WSAStartup function, which ini-
tialises the Windows socket library (WS2_32.dll) and is the highest level of abstrac-
tion for working with Windows sockets. The next most popular Internet-related
functions are InternetOpen (27 processes), HttpOpenRequest (22 processes) and
InternetConnect (22 processes). In contrast, in initial processes, we only saw 11
use WSAStartup and zero usage of the other functions.

In Table 6.12, we show the number of samples in each family that uses functions
from the four sensitive API-groups. The trends from viewing all the samples as a
whole follow, and we clearly observe that families most often use Internet and security
APIs in non-initial processes. In total, 29 families use Internet-related APIs in non-
initial processes whereas only 6 families use them in initial processes, and 18 families
use security-related APIs in non-initial processes whereas only seven families use them
in initial processes. Roughly half of all samples with multi-process propagation use
Internet-related APIs in their non-initial process and a little less than a third uses
security-related APIs. This is far more than the usage in initial processes, which is
about 7% for both API groups. We observe slightly more usage of registry-related
APIs in non-initial processes and the usage of file system APIs is practically the same
between initial and non-initial processes.
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Internet Registry File system Security
Family |M| Init Non-init Init Non-init Init Non-init Init Non-init
Androm 2 1 2 2 2 2 2
Barys 1 1 1 1 1 1
Bitman 1 1 1
Buzus 2 2 1 2 2 2
CTBLocker 3 3 3 3 3 3
Cerber 1 1 1 1 1 1
CoinMiner 5 2 4 5 5 1
Crowti 2 1 1 2 2
Cutwail 2 2 2 2
Dorkbot 3 2 2 3 2
Dridex 3 2 2 1 3 2 1
Eldorado 1 1 1
Emotet 9 8 5 3 7 9 6
Fareit 1 1 1 1 1
Fynloski 2 1 1 2 1 2 1
Gamarue 7 7 7 7 7 1 7
Kasidet 3 3 3 3 3
Kovter 3 1 1 2 2 3
Kryptik 3 1 2 1 1 3 3 1 1
Madangel 10 2 1 1
Midie 4 1 1 2 4 2 1
Mira 7 1 1 7 7 7
Natas 9 5 5 9 9 9
Ngrbot 1 1 1 1
Nimnul 6 1 3 2 3 6 6 1
Nitol 5 3 5 1 5 3 1
Nymaim 2 1 2 1 2 1
Ramnit 7 1 5 5 7 7 7 1
Razy 9 1 1 1 9 9 1
Sality 6 6 6 1 6 6
Shifu 1 1 1 1 1 1 1
Symmi 3 2 1 2 3 3 1
TeslaCrypt 1 1 1 1
TinyBanker 9 9 1 9 8 9
Urausy 4 4 1 4 4 4
Ursnif 3 2 2 3 3 2 3
VBKrypt 2 2 2 2
Vawtrak 4 1 4 3 4 4 3 4
Waski 1 1 1 1 1
Zbot 3 2 1 3 3 3 2
Total 151 11 73 63 87 136 133 10 46

Table 6.12: The amount of samples per family that use sensitive functions exposed
by the Windows API. The table lists all four categories of sensitive API groups and
the amount samples that use these in initial and non-initial processes, respectively.
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Figure 6.13: Sensitive API usage across initial and non-initial processes.

6.4.4 Propagation evolution and inter-family characteristics

We now move on to the fourth and final research question “Has system-wide malware
executions changed consistently towards one direction and are there any clear inter-
family SPG consistency”. To answer this question, we first gather statistics about the
yearly average of processes involved in malware execution and identify when specific
propagation techniques were first used. Following this, we gather statics about inter-
family consistency regarding multi-process execution and propagation techniques.

6.4.4.1 Propagation evolution

The yearly average and the standard deviation of processes involved in each malware
execution are shown in Figure 6.14. The average number of processes fluctuates, and
there is no clear sign towards a steady increase nor decrease. There is roughly an even
distribution between the number of processes over the years, and the overall average
is 1.61.

Next, we investigate how the multi-process propagation techniques have evolved by
correlating the specific signatures we developed to recognise multi-process propagation
in Section 6.4.2.2 to when they were first used. The number of unique signatures found
each year and the number of families in our data set for each year is shown in Figure
6.15. In general, we observe a steady usage of signatures ranging from seven at the
lowest (2018) to fourteen at the highest (2017). In Figure 6.16, we show the number
of signatures that were discovered a given year, and, interestingly, we observe that the
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Figure 6.14: Yearly average number of processes and standard deviation of all the
samples.

20
12

20
13

20
14

20
15

20
16

20
17

20
18

0

20

40

Year

Si
gn

at
ur
es

Propagation signatures
Families

Figure 6.15: Number of different propagation signatures each year and the number
of families each year.

number of novel propagation techniques is steadily decreasing. This decrease shows
clearly in that 25 out of 33 injection signatures were first used in 2012, 2013 and 2014,
which amounts to 75% of all injections being invented before 2015.

6.4.4.2 Inter-family propagation characteristics

Throughout this chapter, we have explored various family-related aspects of system-
wide malware execution, and we now continue in this domain by giving a more general
assessment of inter-family consistency using several relevant metrics. We continue
with our definitions from earlier and denote the number of samples in each family as
|S| and the number of samples that perform multi-process propagation as |M|.
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Figure 6.16: The years signatures were first used.

The first consistency measurement we determine is whether families are stable in
terms of multi-process propagation. To do this, we compute the maximum number of
samples in each family that either perform multi-process propagation or stays in the
same process over the total amount of samples, given as maxp|M|,|S|´|M|q

|S| . This is shown
in the fourth column from the left in Table 6.13, and we find an overall consistency
average of 0.86. We do the same check but restricted to the data set of families
with samples that do multi-process propagation, i.e. |M|

|S| for families with |M| ‰ 0,
and the result is shown in the fifth left-most column in Table 6.13. The overall
average decreases by 0.48 to 0.38. This is unexpected since it shows there is little
consistency in the number of samples that perform system-wide propagation within
malware families where at least one sample performs multi-process propagation.

Next, we consider the number of unique signatures deployed in each malware fam-
ily, which we denote Σ. We observe an average of 2.7 different signatures in malware
families that have multi-process propagating samples, as shown in the sixth column
from the left in Table 6.13. Another interesting measurement is the consistency only
between the malware samples that perform multi-process propagation. To quantify
this, we count the number of samples in each family that has the same set of propa-
gation signatures, and we call this Σeq. For families with multi-process propagation,
the average number of samples with the same set of signatures is 2.62. To measure
the inter-family consistency we then divide Σeq with the number of propagating sam-
ples from each family, given as Σeq

|M|
and this is shown in the second column from the

right. Here, we see an overall average of 0.73, meaning 73% of samples in families
with propagating samples have the same set of signatures.

Finally, we look at consistency based on the maximum number of samples with
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similar signatures and the number of samples without multi-process propagation,
given as Seq “ maxpΣeq, |S| ´ |M|q. From Seq we then calculate Seq

|S| to get a con-
sistency measurement on the entire family based on samples with the same set of
signatures or no signatures at all. On average, we see a 0.83 consistency as shown in
the rightmost column of Table 6.13. This shows that 83% of samples in each family
either has the same set of signatures for multi-process propagation, or no samples
in the family have multi-process propagation at all. We found no families that have
multi-process propagation to have a perfect score in this context.

6.5 Discussion

We now give answers to our research questions, discuss the results in more depth and
also discuss the limitations of our study. We present our discussion in chronological
order of the research questions.

6.5.1 Answers to research questions

Research question 1. Is system-wide malware propagation prevalent? Yes!
We find that 23.23% of samples perform multi-process propagation, showing that
almost a quarter of malware samples rely on host-based propagation. In contrast,
PaloAlto reports that 13.5% [118] of malware samples in 2013 contain code injections
and Ugarte et al. [147] report that 15.6% samples (1,213 of 7,729) contain multi-
process execution in a data set spanning mid-2007 to mid-2014. We believe the main
reason for this is that our system is more general and captures multi-process execution
that previous work miss. Another possibility for different results is data set difference,
in that Ugarte et al. rely on samples that are older than ours.

System-wide malware propagation is not only prevalent in terms of multi-process
propagation but also the number of dynamically generated execution waves. We
find that 60% of all samples have multiple execution waves, meaning they deploy
some form of dynamically generated code. In contrast, Ugarte et al. [147] found
78.7% (6088 out of 7729 samples), Codisasm [21] reports 68% and Kang et al. [83]
report 98% (367 out of 374). Interestingly, we report the lowest number since our
model is generic in terms of system-wide malware execution. However, our model also
distinguishes malicious and benign code execution more precisely, and we suspect this
to be the main reason. Previous work unreasonably over-approximates some aspects of
the execution, e.g. capture dynamically generated code by any code in a process with
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Family |S| |M|
maxp|M|,|S|´|M|q

|S|
|M|

|S| Σ Σeq Seq
Σeq

|M|

Seq

|S|
Androm 10 2 8.00 0.20 3 1 8 0.50 0.80
Artemis 10 0 10.00 — — — 10 — 1.00
Barys 10 1 9.00 0.10 1 1 9 1.00 0.90
Bitman 10 1 9.00 0.10 1 1 9 1.00 0.90
Buzus 10 2 8.00 0.20 7 1 8 0.50 0.80
CTBLocker 10 3 7.00 0.30 1 3 7 1.00 0.70
Cerber 10 1 9.00 0.10 2 1 9 1.00 0.90
CoinMiner 10 5 5.00 0.50 5 2 5 0.40 0.50
CosmicDuke 10 0 10.00 — — — 10 — 1.00
Crowti 10 2 8.00 0.20 1 2 8 1.00 0.80
Cryptlock 10 0 10.00 — — — 10 — 1.00
Cutwail 10 2 8.00 0.20 1 2 8 1.00 0.80
DealPly 10 0 10.00 — — — 10 — 1.00
Dorkbot 10 3 7.00 0.30 3 1 7 0.33 0.70
Dridex 10 3 7.00 0.30 3 1 7 0.33 0.70
Eldorado 10 1 9.00 0.10 1 1 9 1.00 0.90
Emotet 10 9 9.00 0.90 6 5 5 0.56 0.50
Fareit 10 1 9.00 0.10 1 1 9 1.00 0.90
Flood 10 0 10.00 — — — 10 — 1.00
Fujacks 10 0 10.00 — — — 10 — 1.00
Fynloski 10 2 8.00 0.20 2 1 8 0.50 0.80
Gamarue 10 7 7.00 0.70 1 7 7 1.00 0.70
Gootkit 10 0 10.00 — — — 10 — 1.00
Kasidet 10 3 7.00 0.30 1 3 7 1.00 0.70
Kazy 10 0 10.00 — — — 10 — 1.00
Kovter 10 3 7.00 0.30 3 1 7 0.33 0.70
Kraddare 10 0 10.00 — — — 10 — 1.00
Kryptik 10 3 7.00 0.30 3 1 7 0.33 0.70
Madangel 10 10 10.00 1.00 2 8 8 0.80 0.80
Madi 10 0 10.00 — — — 10 — 1.00
Mamba 10 0 10.00 — — — 10 — 1.00
Mazam 10 0 10.00 — — — 10 — 1.00
Midie 10 4 6.00 0.40 2 3 6 0.75 0.60
MiniDuke 10 0 10.00 — — — 10 — 1.00
Mira 10 7 7.00 0.70 1 7 7 1.00 0.70
Natas 10 9 9.00 0.90 4 4 4 0.44 0.40
Neshta 10 0 10.00 — — — 10 — 1.00
Neshuta 10 0 10.00 — — — 10 — 1.00
Ngrbot 10 1 9.00 0.10 1 1 9 1.00 0.90
Nimnul 10 6 6.00 0.60 6 3 4 0.50 0.40
Nitol 10 5 5.00 0.50 1 5 5 1.00 0.50
Nymaim 10 2 8.00 0.20 1 2 8 1.00 0.80
Otwycal 10 0 10.00 — — — 10 — 1.00
Padodor 10 0 10.00 — — — 10 — 1.00
Parite 10 0 10.00 — — — 10 — 1.00
Pony 10 0 10.00 — — — 10 — 1.00
Pronny 10 0 10.00 — — — 10 — 1.00
Ramnit 10 7 7.00 0.70 7 3 3 0.43 0.30
Razy 10 9 9.00 0.90 3 7 7 0.78 0.70
Renos 10 0 10.00 — — — 10 — 1.00
Rovnix 10 0 10.00 — — — 10 — 1.00
Sality 10 6 6.00 0.60 1 6 6 1.00 0.60
Shifu 10 1 9.00 0.10 1 1 9 1.00 0.90
Simda 10 0 10.00 — — — 10 — 1.00
Symmi 10 3 7.00 0.30 4 1 7 0.33 0.70
TeslaCrypt 10 1 9.00 0.10 1 1 9 1.00 0.90
TinyBanker 10 9 9.00 0.90 3 8 8 0.89 0.80
Urausy 10 4 6.00 0.40 5 2 6 0.50 0.60
Ursnif 10 3 7.00 0.30 6 1 7 0.33 0.70
VBKrypt 10 2 8.00 0.20 3 2 8 1.00 0.80
Vawtrak 10 4 6.00 0.40 3 2 6 0.50 0.60
Wannacry 10 0 10.00 — — — 10 — 1.00
Waski 10 1 9.00 0.10 1 1 9 1.00 0.90
Zbot 10 3 7.00 0.30 6 1 7 0.33 0.70
vilsel 10 0 10.00 — — — 10 — 1.00
Total average 10.00 2.32 0.86 0.38 2.70 2.62 8.26 0.73 0.83

Table 6.13: Inter-family malware propagation characteristics.
150



malware code executing and these over-approximations may capture non-malicious
execution waves where we are highly resistant to this.

System-wide malware propagation has also been prevalent for many years, show-
ing that indeed this is not a new issue. We observe a steady use of multi-process
propagation throughout our entire data set, spanning 2012-2018, and we find that 40
out of a total 65 families use multi-process propagation, which is roughly two-thirds
of the families in our data set. As such, system-wide propagation is prevalent not
only in the number of total samples but also in the majority of families.

Research question 2. Are the propagation strategies used in the wild diverse?
Yes!
We find that there is a range of 2 to 11 processes in which malware with system-
propagation execute. As such, there is a significant difference directly in the number
of processes, although 85% of samples with multi-process execution execute in either
two or three processes. In addition to this, there is also a broad range of execution
waves deployed by malware samples, with the majority ranging between two and
25 execution waves. We find only 13 samples with more than 25 execution waves.
Previous work also reports a diversity in the number of process executions and the
number of execution waves [21, 52, 83, 147].

Furthermore, we also observe diversity in process-depth, wave-depth and SPG-
width. We see a maximum process-depth of five processes and a maximum SPG-
width of seven processes. This means we see several malware samples that both
spread out across several processes and also perform their system-wide propagation
in a chain-like fashion.

One of the areas that show significant diversity in propagation strategy is the
specific techniques malware use to propagate across processes. We find a total of 33
different propagation techniques, and most of these have less than ten samples using
the given technique. However, many of the more rarely-seen techniques are derivatives
of popular techniques. These are derivatives in various ways such as using hooking
to rely on only a subset of the standard APIs. In addition to this, there is also an
even distribution between propagations that inject code into existing processes and
propagations that create new processes.

Interestingly, we also find that malware with samples that do system-wide propa-
gation use on average 2.6 different propagation techniques. This also means there is
diversity within the SPG of each malware sample, in the specific way they propagate
through the system.
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We also observe that initial processes execute more code than non-initial processes.
On average, the initial processes execute about three times more unique instructions
than non-initial processes. Furthermore, the set of processes that malware target
to perform multi-process propagation is mainly divided between a small number of
standard Windows applications.

Research question 3. Are there clear relations between malicious behaviour and
system-wide malware propagation? Yes!
Two key observations provide arguments for the answer to our third research question.
First, the number of execution waves in the initial process significantly outnumbers
the number of execution waves in non-initial processes. In total, 73% of samples
that deploy multi-process propagation use dynamically generated code in their initial
process where the figure is 44% for processes that are a result of multi-process prop-
agation. As such, dynamically generated code is a technique that is mostly used in
the initial process but occurs in almost half of the non-initial processes.

Second, the use of sensitive API calls is a central feature that distinguishes code
in the initial process and code in non-initial processes. We find far more usage of
security-related APIs and Internet-related APIs in non-initial processes. This makes
sense because malware uses propagation techniques, including dynamically generated
code and multi-process propagation, to hide the malicious code and make the analysis
of it more complicated. In addition to this, it makes sense that sensitive API calls are
mainly called in non-initial processes because a large number of targets are benign
Windows programs where sensitive API calls are considered less suspicious.

Research question 4. Has system-wide malware executions changed consistently
towards one direction and are there any clear inter-family SPG consistency? We find
no evidence of consistent changes over the years, and for families, we find areas of
both inter-family consistency and diversity!
We find no clear evidence that the use of system-wide propagation in malware is
increasing nor decreasing but rather observe a fluctuating trend. Specifically, there
is no increase in either the number of processes used by malware or execution waves
and there is no increase in the number of novel API patterns used to propagate to
multiple processes. We find that there is a constant diversity amongst signatures used
every year, but that the number of unique signatures invented is steadily decreasing.

From a high-level perspective, we find several metrics that show inter-family con-
sistency. We find that 86% of samples in each family either propagate or do not
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propagate and, closely related, we find that 83% of samples in each family follow one
direction of either not deploying any system-wide propagation or implementing the
same set of propagation approaches. Additionally, In 17 out of 40 families with multi-
process execution, we find that the targets of the multi-process samples of each family
are the same, albeit it is only six of these families that have multiple multi-process
samples. In terms of propagation strategy, we find that for families with multi-process
execution an average of 73% of the samples use the same APIs to propagate through
the system, and we find several families where the samples in the respective family
propagate using a single signature. Furthermore, we find that in 27 out of 31 fam-
ilies that use Internet-related APIs the samples of each family purely use functions
from the API via initial or non-initial processes, meaning the samples in each family
consistently use Internet-related APIs in the same way. We find a somewhat similar
trend with APIs related to process-level privileges where samples from 12 families,
out of a total 17, exclusively use the API from either initial or non-initial processes,
albeit, 8 of these only have a single sample using the security-related APIs.

However, we also observe several metrics that show signs of inter-family diversity.
For example, in the 40 families that have samples with multi-process execution, we
find an inter-family average of 38% samples exhibiting multi-process execution. Fur-
thermore, it is only in one family where all samples deploy multi-process propagation
and only in 10 families that more than half of the samples deploy multi-process ex-
ecution. Additionally, we find a significant variation in 9 out of all 65 families in
terms of the number of execution waves deployed by the samples of the respective
families, in that the standard deviation is larger than the average number of execution
waves. Similarly, we find that 17 out of 40 families with multi-process execution have
varying levels of process-depths, meaning the samples in each family deploy diverse
propagation strategies.

6.5.2 Limitations

The main limitation of our study is that we execute the samples under one specific
setting. To get broader insights about malware propagation we can leverage the use
of differential studies, by analysing the malware under different contexts, similar to
Cozzi et al. [44]. For example, we set the recording time to 25 seconds, and we did not
perform any user stimulation. Increasing the recording time is likely to produce in-
teresting results, and supplying user stimulation can trigger more behaviours in some
types of malware. Another promising avenue is changing parameters in the execution
environment, such as the state of the guest machine. For example, we used a vanilla
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Windows 7 with no processes running except for the standard Windows applications.
However, some malware samples rely on injecting into specific processes, such as web
browsers, and the state of our guest machine does not enable this behaviour. By
providing a more realistic setup, we may gather more resourceful results. In addition
to this, we could also collect more comprehensive statistics by extending Minerva to
support 64-bit architectures, as some malware samples are observed to deploy exotic
propagation techniques only on this architecture [16].

6.6 Related work

Large-scale dynamic analysis studies. There are several existing studies based
on large-scale dynamic analysis of malware. Bayer et al. performed a study [14] on
samples from early 2007 to late 2008 based on their Anubis malware analysis plat-
form. Their data set is based on submissions to their web portal, and they investigate
various aspects such as file system, network and registry activity as well as botnet
activity and sandbox detection. Ugarte et al. [147] present a large-scale study on
packers based on an analysis platform build on top of TEMU. We have already dis-
cussed this in detail throughout the thesis and will, therefore, not elaborate here.
Severi at al. presents the Malrec malware analysis system [138], which is also based
on the PANDA instrumentation environment, and their study incorporates 66,301
samples spread over 1,270 families as identified by AVClass [136]. They first perform
a study on how much malware modify kernel code as a means of detecting privilege
escalation and then performed a study on malware classification.

Other large-scale malware analysis studies. Plohmann et al. present the
Malpedia platform [121], which is a collaborative effort to gather samples and struc-
ture the malware landscape. They collect a corpus of 1800 malware samples spanning
600 families and have manually unpacked many of them. Based on the data set, they
perform a study on various elements collected through static analysis such as the PE
headers, control-flow analysis and API usage. Although the majority of large-scale
studies focus on Windows malware, there is some work about other operating sys-
tems and architectures. A recent study by Cozzi et al. [45] performs a comprehensive
investigation into Linux malware. The authors collect a data set of 10,548 Linux mal-
ware samples for more than eight different architectures and study several aspects like
ELF header manipulation, persistence, deception, privilege escalation and process in-

154



teractions. The growing number of Android and mobile phones have also motivated
several large-scale studies for malware on the Android platform [61, 146, 150, 165].

6.7 Chapter summary

In this chapter, we performed a large-scale analysis of malware in the wild, spanning
650 samples and 65 different families. Our study focused on the three aspects of
system-wide malware propagation: (1) prevalence and diversity; (2) relationship to
malicious behaviours; and (3) evolution and inter-family consistency.

We collected vast amounts of statistics to derive insights about malware propa-
gation and discussed our results in detail. We found that system-wide propagation
is prevalent and diverse amongst malware samples. We found clear relationships
between propagation and malware behaviours and found mixed signals in terms of
inter-family consistency. Surprisingly we did not see any increase in malware propa-
gation through the years but instead observed a steady and consistent use.

The results of our study show that we can use a carefully selected data set to derive
a high-level view of malware propagation, albeit this view can be blurry in places.
We used this high-level view to identify key characteristics of malware propagation
that has implications for existing work and also opens opportunities for new research
avenues.

155



Chapter 7

Conclusion & future work

“Life is not easy for any of us. But what of that? We
must have perseverance and above all confidence in
ourselves. We must believe that we are gifted for
something, and that this thing, at whatever cost, must
be attained."

— Marie Curie, as quoted in Madame Curie : A
Biography by Eve Curie, 1937.

This dissertation explored the thesis that automated analysis of malware that
propagate through the system in unconventional ways is possible, and that we can
automate such analysis with a high level of precision and generality. We demonstrate
this via a novel malware analysis system called Minerva.

Throughout the thesis, we maintained a thorough evaluation of our solutions based
on ground-truth applications developed by ourselves and real-world malware samples
from the wild. We put significant effort into evaluating our system on a broad em-
pirical spectrum from detailed analyses to large-scale quantitative studies. We also
put much effort into doing fair and meaningful comparative studies between Minerva
and existing work. Our results show that there is a significant lack in support for
system-wide malware analysis and that Minerva is a promising first step.

We first (Chapter 4) showed novel techniques to capture an execution trace in
the context of system-wide execution and code-reuse attacks, and how to identify
intrinsic characteristics of code injections within this execution trace. Our approach
traces the malware execution based on information flow and does not rely on any
knowledge of code injection techniques and alike. This part of our work serves as
a foundation for general and precise dynamic malware analysis in the context of
system-wide propagation.

Next (Chapter 5) we investigated the problem of system-wide unpacking. We
built on the capabilities presented in Chapter 4 to show that automatic and accurate
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unpacking of malware is possible. We introduced a novel model of dynamically gen-
erated code that is based on information flow and also techniques to precisely capture
external dependencies in the packed malware. We then combined these contributions
into a practical implementation in Minerva that is capable of unpacking malware so
that the output is well-suited for follow-up static analysis.

In the final part of our thesis (Chapter 6), we carried out an extensive study on
many diverse malware samples to assess and characterise system-wide propagation
in the malware landscape. We carefully collected a comprehensive data set spanning
many families, analysed each of the samples in Minerva and gathered vast amounts of
statistics to derive a well-rounded perspective on system-wide malware propagation.

7.1 Lessons learned

Throughout this thesis, there are many lessons learned, and we have condensed these
into several brief points, which we present below.

Implementation and measurements. Malware analysis tools are software sys-
tems. In order to derive meaningful and comparative conclusions, we must be able
to test and profile these systems on extensive benchmarks.

Ground-truth data sets. Empirically analysing malware samples is laborious and
time-consuming. It is often impractical and imprecise having to analyse batches of
malware samples manually when testing malware analysis systems. Ground-truth
data sets can significantly help with this.

Theoretical and empirical evaluations. To establish proactive techniques, it
is imperative to thoroughly analyse theories conceptually and not limit analysis to
empirical evaluations of existing malware samples.

Malware execution tracing. Malware execution does not follow traditional ex-
ecution paradigms. It is necessary to recognise this at a fundamental level in order to
build general and precise theories. Malware execution tracing must be considered on
a system-wide basis, and it is fuzzy to distinguish benign and malicious code. Small
changes in the analysis can have a significant impact on results, and it is, therefore,
important to clearly describe how our theories and systems collect malware execution
traces.
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Unpacking, disassembly and dynamically generated code. Malware unpack-
ing and malware disassembly are two closely related problems. In order to argue
that unpacking is complete, it is necessary to uncover all possible malware code, and
unpacking is far more than extracting dynamically generated code.

Anti-analysis techniques come in groups. Malware come with many techniques
to make analysis hard. The combination of techniques enable synergies that introduce
new anti-analysis techniques. It is imperative to consider anti-analysis techniques,
both individually and in groups when developing defensive technologies because a
combination of anti-analysis techniques can quickly break theories and tools.

7.2 Open problems and future work

The work in this thesis leaves several interesting open problems for future work. We
conclude with a short list of these.

More abstractions on the malware execution trace. One of the main the-
oretical contributions in this thesis is the definition of malware execution trace pre-
sented in Chapter 4. This definition gives a first explicit model of malware execution
tracing in a sandbox from which we define further concepts such as code injection
and execution waves. However, we can start to build many more abstractions that
intrinsically describe malware. As a start, a general definition of privilege-escalation
seems straightforward to define based on the permissions of each instruction in the
malware execution trace.

In addition to coming up with more abstractions, another exciting avenue is the
comparison of such, both theoretically and practically, which would help us clearly
understand trade-offs between models.

Automatically generating malware invariants. The system-wide execution
that we capture can be used to extract execution-invariants by analysing a large
number of samples. An interesting application of this is automatically generating
host-based intrusion prevention signatures or identifying the bottlenecks in operating
systems that malware leverage to execute malicious actions. The goal here is to en-
able complete automation from automated fine-grained malware analysis to efficient
and precise endpoint protection systems. This would eliminate much manual work
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and, if accurate enough, has the potential for providing better defensive systems that
are easily updated.

New execution-wave models. The model of execution waves that we present
in Chapter 5 is conservative because the shadow memories of two execution waves
may overlap. This occurs when malware transfers execution to code from an earlier
execution wave. In these cases, we include these instructions into the current execu-
tion wave rather than classifying this as the execution of a previous execution wave.
The benefit of this is that we only need to maintain one execution wave per process
during analysis.

An interesting area to explore is more fine-grained definitions of execution waves
that constrain the overlap of shadow memories. However, it is likely that these
solutions come with a more substantial performance overhead and more complexity
in the implementation, which may limit the applicability of such definitions.

Another model of execution waves that is worth considering is based on con-
tinuously increasing the size of the execution waves instead of resetting them. For
example, instead of assigning the shadow memory of the new execution wave to the
tainted writes of the previous execution wave, we could assign the shadow memory of
the next execution wave to the union of the tainted writes and the shadow memory of
the previous execution wave. Specifically, replace Algorithm 5 in Section 5.3.2 with
Algorithm 6. The benefit of this is only capturing new content in each execution
wave.

ALGORITHM 6: dump_wave
Data: (input)Current wave W, shadow memories S, Tainted writes T .
Result: Updated S, T , W

1 LogInstrs(Wpid)
2 LogTaint(T q
3 LogShadowMem(S)
4 Spid Ð pSpid Y Tpidq // Union shadow memory with tainted writes, rather than tainted writes only.

5 Tpid ÐH

6 Wpid “ HY tiu
7 return Spid, Tpid,Wpid

Synthesise unpacking programs. The current approach of full system emu-
lation to uncover the unpacking strategy of a malware sample presented in Chapter
5 is a time-consuming and resource-intensive task. An interesting next question is
if the precise and detailed analysis provided by Minerva can be used to synthesise
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unpacking-programs that automatically unpack malware of similar unpacking strate-
gies without having to execute the sample. Given that such programs would be fast,
they could be used in real-time to detect new variants of packed malware.

Empirically exploring the impacts of malware experimentation set up.
Throughout the thesis, we have continuously performed empirical evaluations with
malware samples and put significant effort into producing experiments that accu-
rately evaluate a given phenomenon. However, during this process, we have found
limited literature on how to design malware experiments and the impacts the design
decisions have on the results. The work of Rossow et al. [133] is noteworthy in this
context, and they provide an excellent foundation for future research in that their
work mainly presents the problem from a qualitative perspective with a guide on how
to design prudent experiments. As such, they do not measure the impacts and con-
sequences that different experimental setups have on the experimental outcome, and,
to the knowledge of the author, we currently have no quantitative results on this. We
believe this area of research is increasingly relevant for the community to precisely
measure and analyse the techniques and tools we develop, and, therefore, consider it
an important avenue for future research. Minerva would be an excellent tool for this
since we have extensive capabilities that allow detailed analysis of samples and also
comes with tools for profiling and extracting statistics from analysis of large data sets.

Extending Minerva and our large-scale study. An interesting research di-
rection is to extend the implementation of Minerva so the techniques can be applied
in more practical settings, like Linux and Mac OSx, and potentially mobile platforms
such as Android and iOS. We can then use these implementations to perform profil-
ing of malware samples in domains other than Windows and also make an extensive
comparison between malware on a variety of platforms.

160



Appendix A

Code injection graph of Gapz sample
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Call SendNotifyMessage

1001b4b Call [eax]
KiUserDispatcher

1001b59 Call [eax + 8]
std
ret

1001b6e Call [eax + 4]
mov ecx, 0x94
rep movsd
pop edi
xor eax, eax
pop esi
pop edi

7c9ee5ca ret
cld

77ec5b27 ret
pop eax

101179d ret
alloca_probe

7c90160c ret
WriteProcessMemory

7c802298 ret
pop eax

101179d ret
jmp eax

mov ebp, esp
0x5f0
0x77ef48c0

mov [esi + 0x94], eax
0xa40
9b3748

mov [esi + 0x94], eax
0xa40
0x9b3748

mov [esi + 0x9c], eax
0xa40
0x9b3765

mov eax, [esi]

mov esi, eax
0x1001b3e
explorer.exe

mov eax, [esi + eax + 0xa4]
0x7e418894
explorer.exe

mov [ecx], edx
0xbf834ac4
win32k.sys

mov edx, [ebp + 0x10]
0xbf834abf
win32k.sys

push [ebp + 0x10]
0xbf834b15
win32k.sys

rep movsd
0x804de7f4
ntoskrnl.exe

push [ebp + 0x10]
0x7e42c285
ntoskrnl.exe

push [ebp + 0x10]
0x7e42c2a4
User32.dll
SetWindowLong

push eax
0xa40
0x9b3aee

rep movsd
7c9ee5c3
explorer.exe

mov [esi + 0x64], eax
0x9b3799
Malware.exe

mov [esi + 0x10], eax
0x9b3830
Malware.exe

mov [esi+0x70], eax
0x9b37b7
Malware.exe

mov [esi + 0x78], eax
0x9b384a
Malware.exe

mov [esi + 0x2c], eax
0x9b384a
Malware.exe

push eaxmov eax, [eax]
mov [esi + 0x7c], eax
0x9b3824
Malware.exe

rep movsd
System
0x80575907

rep movsd
System
0x805758ad

rep movsb
0x9b39a1
Malware.exe

eax chaser

eax chaser

eax chaser

esi chaser

0x77ef48c0 chaser

[eax+4] chaser

[eax + 8] chaser

[eax] chaser

Figure A.1: Complete code injection graph of the Gapz code injection.
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Appendix B

Checklists for prudent malware
experimentation
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Criterion Imp. Met Rationale
Correct data sets

Removed goodware  4 We perform experiments with both pure malware samples and also experi-
ments with benign samples.

Avoided overlays  4 We thoroughly investigated the traces and code injections captured, and ver-
ified whether they are part of the malware samples.

Balanced families G# 4 We analysed four malware families with 4-9 samples from each.
Separated datasets G# 4 We experimented with a variety of data sets.
Mitigated artifacts/biases G# F We discussed our analysis environment thoroughly, but did not take any ef-

forts to remove artefacts that may influence malware execution within them.
Higher privileges G# 4 We analyse from outside the box.
Transparency

Interpreted FPs  4 We gave a thorough discussion of false positives in Section 4.7.3.2.
Interpreted FNs  4 We gave a thorough analysis showing no false negatives, see Section 4.7.3.2.
Interpreted TPs  4 We gave in-depth analysis and verification of many of the true positives.
Listed malware families G# 4 We listed all families and samples.
Identified environment G# 4 We thoroughly described execution environment, see Section 4.7.2.
Mentioned OS G# 4 Windows 7, see Section 4.7.2.
Described naming G# 4 Names derived from antivirus and community consensus.
Described sampling # 4 We listed all samples and how we obtained them (online repositories).
Listed malware # 4 All samples analysed 2018.
Described NAT # 4 We use network simulation via INetSim, see Section 4.7.2.
Mentioned trace duration # 4 25 seconds.
Realism

Removed moot samples  8 Our evaluation experimented with samples that are no longer in active cam-
paigns. However, we don’t consider this to be vital here because the samples
still showed the behaviour we were investigating.

Real-world FP exp.  4 We performed evaluation with real malware samples and gave a thorough
analysis of false positives.

Real-world TP exp.  4 We gave a thorough assessment of the true positives.
Used many families  4 Given our analyses are detailed we consider the number of families sufficient.
Allowed Internet G# 8 We provide network simulation rather than full internet access.
Added user interaction # 8 We do not give any user interaction. This is a limitation of our studies.
Used multiple OSes # 8 We conducted experiments only on Windows 7.
Safety

Deployed containment  4 We analysed in a closed network and from outside the box (malware is within
virtual environments).

Table B.1: How experiments in Chapter 4 meet malware experiments guideline criteria proposed by [133]. The
second column denotes the importance that [133] devotes to this subject:  is a must, G# should be done, # nice to
have. The third column describes whether we met the criteria: 4 is met, F is partially met, = is not applicable, 8 is

not met. The fourth column gives a summarised rationale for our judgement.
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Criterion Imp. Met Rationale
Correct data sets

Removed goodware  4 We perform experiments with both pure malware samples, verified via anti-
virus detection and labelling, and also experiments with benign samples.

Avoided overlays  4 We performed detailed analysis of samples to confirm output.
Balanced families G# 4 We balanced our data sets, e.g. our study on real-world malware contains

seven samples from each of the 17 families.
Separated datasets G# 4 We experimented with a variety of data sets.
Mitigated artifacts/biases G# F We discussed our analysis environment thoroughly, but did not take any ef-

forts to remove artefacts that may influence malware execution.
Higher privileges G# 4 We analyse from outside the box.
Transparency

Interpreted FPs  4 We performed a thorough empirical study of correctness to assess the false-
positives and false-negatives in Section 5.6.2 and Section 5.6.3.

Interpreted FNs  4 We performed a thorough empirical study of correctness to assess the false-
positives and false-negatives in Section 5.6.2 and Section 5.6.3.

Interpreted TPs  4 We performed a thorough empirical study of correctness and assessed the
results of our study in Section 5.6.2 and Section 5.6.3.

Listed malware families G# 4 We listed all families, see beginning of Section 5.6.
Identified environment G# 4 We thoroughly described execution environment, see Section 5.6.1.
Mentioned OS G# 4 Windows 7.
Described naming G# 4 Names derived from antivirus and community consensus.
Described sampling # 4 We listed all families, sometimes hashes of samples and also described how

we obtained them.
Listed malware # 4 All samples analysed 2018.
Described NAT # 4 We use network simulation via INetSim, see Section 5.6.1.
Mentioned trace duration # 4 25 seconds recording and maximum of 120 minutes replay time.
Realism

Removed moot samples  8 Our evaluation experimented with samples that are no longer in active cam-
paigns. However, we don’t consider this to be vital here because the samples
still showed the behaviour we were investigating.

Real-world FP exp.  4 We performed evaluation with real malware samples and gave a thorough
analysis of false positives.

Real-world TP exp.  4 We gave a thorough assessment of the true positives.
Used many families  4 We analysed samples from more than 17 families.
Allowed Internet G# 8 We provide network simulation rather than full internet access.
Added user interaction # 8 We do not give any user interaction. This is a limitation of our studies.
Used multiple OSes # 8 We conducted experiments only on Windows 7.
Safety

Deployed containment  4 We analysed in a closed network and from outside the box (malware is within
virtual environments).

Table B.2: How experiments in Chapter 5 meet malware experiments guideline criteria proposed by [133]. The
second column denotes the importance that [133] devotes to this subject:  is a must, G# should be done, # nice to
have. The third column describes whether we met the criteria: 4 is met, F is partially met, = is not applicable, 8 is

not met. The fourth column gives a summarised rationale for our judgement.
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Criterion Imp. Met Rationale
Correct data sets

Removed goodware  4 We perform experiments with both pure malware samples and verified via
anti-virus detection and labelling, described in Section 6.3.

Avoided overlays  4 We verified all multi-process propagations manually, described in Section 6.3.4
and Section 6.3.5.

Balanced families G# 4 We used the same number of samples, namely 10, from each malware family
in our sample set.

Separated datasets G# = Not applicable for our large-scale analysis.
Mitigated artifacts/biases G# F We discussed our analysis environment thoroughly (see Section 6.3.3), but did

not take any efforts to remove artefacts that may influence malware execution.
Higher privileges G# 4 We analyse from outside the box.
Transparency

Interpreted FPs  4 We manually verified each of the multi-process propagation signatures.
Interpreted FNs  = In this context we rely on our earlier assessment of Minerva’s precision.
Interpreted TPs  4 We manually verified each of the multi-process propagation signatures.
Listed malware families G# 4 We listed all families and the year their samples were first discovered, see

Section 6.3.1.
Identified environment G# 4 We thoroughly described execution environment, see Section 6.3.3.
Mentioned OS G# 4 Windows 7, see Section 6.3.3.
Described naming G# 4 Names derived from antivirus and community consensus.
Described sampling # 4 We described families, the years they were discovered and how we obtained

them (online repositories), see Section 6.3.1.
Listed malware # 4 We described the years samples were first identified, see Section 6.3.1.
Described NAT # 4 We use network simulation via INetSim, see Section 6.3.3.
Mentioned trace duration # 4 25 seconds recording and maximum of 120 minutes replay time, see Section

6.3.3.
Realism

Removed moot samples  8 The goal was to do a longitudinal study, and for this reason we had to rely on
potentially moot samples as well. However, we due to our network simulation
we ensure there will be no dead servers.

Real-world FP exp.  = In this context we rely on our earlier assessments of Minerva’s precision.
Real-world TP exp.  = In this context we rely on our earlier assessments of Minerva’s precision.
Used many families  4 We include 65 families in our study.
Allowed Internet G# 8 We provide network simulation rather than full internet access.
Added user interaction # 8 We do not give any user interaction. This is a limitation of our studies.
Used multiple OSes # 8 We only ran on Windows 7.
Safety

Deployed containment  4 We analysed in a closed network and from outside the box (malware is within
virtual environments).

Table B.3: How experiments in Chapter 6 meet malware experiments guideline criteria proposed by [133]. The
second column denotes the importance that [133] devotes to this subject:  is a must, G# should be done, # nice to
have. The third column describes whether we met the criteria: 4 is met, F is partially met, = is not applicable, 8 is

not met. The fourth column gives a summarised rationale for our judgement.
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