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Abstract

The handpump remains the most reliable and low-cost method to access ground-
water, making it a critical component of rural water supply for around 200 mil-
lion people in sub-Saharan Africa to meet their daily water needs. Despite this,
an estimated one in four handpumps does not work at any given time. This is
primarily due to a lack of low-cost and reliable remote monitoring methods for
predicting the condition of the rural infrastructure. Existing handpump main-
tenance models rely on manual reporting from the water users or use flow meter
data without further analysis or insights into unique usage patterns. The inves-
tigations in this thesis describe the development and evaluation of a dynamic
distribute inference (DDI) system, a novel method whereby a novelty score is
produced in-situ and “intelligent” data summaries are transmitted to a cloud-
based station for further assessment to improve overall fidelity. This work
involved developing, manufacturing, and installing the bespoke sensors for col-
lecting the high-rate vibration data from handpumps to create three unique
open-access data sets that were used to conduct this work. An in-depth lit-
erature review combined with extensive first-hand field experience and expert
interviews informed the proposed standardised functionality categories. Five
lightweight classifiers are considered to operate within the limited-resources
available onboard the embedded sensor: logistic regression (LR), naive Bayes
classifier (NBC), decision trees (DT), k-nearest neighbours (kNN) and neural
networks (NN). All of these were deemed good predictors of handpump failure;
however, the probabilistic framework of the LR allows dynamic adjustment of
the novelty threshold. As such, LR was used to produce in-situ novelty scores
and implemented in the field to collect novelty filter scores produced on the
embedded system along with raw waveforms from 20 different handpumps dur-
ing multiple field visits as well as ten handpumps over 18 months. Based on
the novelty score, the cloud may request additional data from the embedded
sensor (such as features or raw waveforms over novelty scores) to perform a
further assessment in order increase the fidelity of the health-monitoring sys-
tem. The data summaries from the sensors were retrospectively assessed on
the cloud using two supervised machine learning methods: support vector clas-
sifier (SVC) and random forest (RF) and compared to conventional machine
learning methods: multilayer perceptron (MLP) and 1-D convolutional neural
network (CNN). The novelty filter threshold is adjusted based on the desired
false positive rate (FPR). Transferability of the DDI platform was shown by
evaluating the predictive performance on both vibration data from handpumps
as well as more complex physiological patient data. In both cases, the imple-
mentation of the DDI improved classifier accuracy by more than 10%, while
significantly reducing the cost of data transmission. These results represent a
significant advancement in the possibility of low-cost sensors combined machine
learning to deliver scalable and reliable quantitative insights that can inform
priority setting for improved rural services toward achieving the sustainable
development goals (SDGs).
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Chapter 1

Introduction

Nipe maji, nipe maji ya uzima!
— Give me water, give me the

water of life!

Our Lady Of Fatima Kongowea

This thesis addresses how to use machine learning techniques in a frugal context to
monitor the condition of equipment remotely. We shall demonstrate this for the case of
water handpumps commonly used in rural water supply networks to extract groundwater.
These equipment are suitable for this use case since it operates in limited-resource settings,
deteriorates over time, and necessitate timely alerts since its failure can severely impact
the communities who rely on the handpumps. We hypothesise that it is possible to dis-
tinguish normal handpumps from abnormal handpumps, with more than 80% precision,
using machine learning techniques combined with suitable hardware. This problem can
be broken into four key components to deliver a predictive and scalable health-monitoring

system for handpumps:

1. Use low-cost, embedded sensors to acquire accelerometry data from routine daily use
of handpumps and perform in-situ signal condition monitoring and pre-processing

of the acquired data;

2. Use machine learning to analyse the resulting data and produce an informative
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assessment of the equipment health condition with at least 70% sensitivity;

3. Communicate with a cloud-based monitoring centre via the domestic telecommu-
nications network to perform more advanced machine learning techniques on the
cloud-based system that may increase the accuracy and certainty of the classified

health condition of the equipment; and

4. Demonstrate that the proposed system can identify the imminent failure in advance

and is cost-effective such that it may scale across entire regions.

1.1 Importance of Rural Water Point Monitoring

Structural health-monitoring of rural infrastructures, such as manual handpumps, plays
a vital role to support functioning and developing communities by meeting their needs
to sustain productive social and economic activities. Reliable infrastructure is not only
essential to improving the quality of life for rural communities but also a crucial aspect
to drive economic growth, particularly in developing countries where rural areas remain

mostly underdeveloped [1].

Despite what some may consider being outdated technology, the humble handpump
[2] continues to be a very critical component of the rural water supply network and is
used by nearly 273 million people in sub-Saharan Africa to access potable water daily
B, 4]. In reality, studies indicate that about 25% of the one million community-managed
handpumps across rural sub-Saharan Africa are non-functioning at any given time [b, 6.
Although this is up from 36% a decade ago [[7], it means that many counted as “served”
are still left to rely on faulty or abandoned systems. A broken handpump in a remote
village can force women or girls, who tend to be responsible for water collection in 8 out

of 10 households [g], to walk up to 20 kilometres to find alternative sources, which may be



3 Chapter 1- Introduction

contaminated or expensive. Of those handpumps that break, 70% are repaired within one
week [6], however, many remain broken for more extended periods, even up to 30 days;
leaving entire communities without access to safe water for prolonged periods and forcing

them to rely on other contaminated surface water sources.

Community management of rural handpumps attempted to address the lack of proper
maintenance models and improve infrastructure sustainability [9, [10, 11, 12]. However,
for economically poor communities, who rely on handpumps for their livelihood, even a
small amount of money required at an unexpected time can be devastating given other
budgetary responsibilities. The alternative is unsafe water sources, such as contaminated
surface water or open wells. Water-borne infectious diseases, resulting from using unsafe
water sources, annually result in 1.4 million child deaths from diarrhoea, 500 000 deaths
from malaria and a near 5 million people seriously incapacitated by lymphatic filariasis
[13]. In addition to the impact on local communities, these failures represent a sizable
financial impact with an estimated investment of over USD 1.2 billion in the last two

decades [14].

The perpetual water crisis in Africa is a result of both economic factors and physical wa-
ter scarcity [15]. Although many African governments recognise that access to clean water
is a fundamental human right, responding to the issue is not always their primary concern
given the multitude of other development-related challenges they face. Improved water
monitoring and management should improve both physical and economic water scarcity
[16]. Access to handpump data leads to increased access to water for rural communities
[17]. The use of predictive maintenance (whereby faults can be fixed in advance of hand-
pump failure) has the potential to limit the substantial interruptions of weeks or more

which are common across the rural water supply network [18]. In addition to enabling
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faster repairs, harnessing mobile technology to monitor handpump usage also facilitate
novel management models with transparent financial systems and contractual oversight
which benefit the water user [19]. Reliability and sustainability of water supplies are es-
sential to ensure healthy communities, societies, and economies in all regions of the world.
Rural health-monitoring systems facilitate continuous feedback mechanisms in previously
untapped rural water development programs that may stimulate stakeholder engagement
and improve responsiveness. This increased accountability may further drive broader co-

operation to ensure success in attaining poverty reduction and rural development goals.

1.2 The Rural Water Challenge

The new Sustainable Development Goals (SDGs) set the framework for a post-2015 global
development agenda dedicated to water and proposed the ambitious global goal for “secur-
ing sustainable water for all by 2030” [20]. For the first time in 2016, the SDGs specified
water security as one of the most pressing universal goals of our time, acknowledging that
water crosses many other social sectors [21]. In particular, water scarcity in Africa re-
lates to multiple aspects of human development that affect health, economics, agriculture,

education, peace, and stability on the continent.

Although 89% of the overall global population has access to a basic drinking water
service according to the 2015 SDG baseline, when broken down according to region, the
access is severely skewed between developing and developed countries. Despite significant
progress to increase access since the WHO/UNICEF Joint Monitoring Programme for
Water Supply, Sanitation and Hygiene (JMP) started in 1990, sub-Saharan Africa remains
the region with the lowest access given that only 58% of the continent’s population has at
least a basic water service [§]. The 2012 JMP reported that the coverage of proportion of

the rural population in Africa with access to safely managed water sources improved by
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just 10% since 1990, while the absolute number of increased from 37 million to 228 million

people without access.

In rural areas where safely managed piped water schemes are limited or often non-
existent, groundwater offers a reliable and safe alternative to contaminated surface water.
An estimated 2 billion people worldwide still depend on groundwater to meet their daily
water needs [22]. Since the early 1980s [23], the handpump has been the most widely-used
technology to access groundwater, making it a fundamental component of the rural water
supply network in Africa. However, given that one in four handpumps are non-functional
at any given time, the return on the USD 1.2-1.5 billion infrastructure investment over

the last two decades is uncertain [[7].

When properly installed and maintained, a handpump can remain in a serviceable
condition for up to 25 years [24]. Despite the widely known importance of infrastructure
maintenance, it is often left to unskilled communities to perform routine and emergency
repairs. The maintenance they perform is untimely or incorrectly executed, which can
compromise the long-term structural integrity of the handpump and drastically reduce its

remaining life. This is mainly due to three key factors:

1. Lack of Finances: Community management of handpumps shift the responsibility
of maintenance to local communities without considering whether they have the
organisational capacity to finance the necessary long-term support [12]. In reality,
the majority of rural communities are unable to source or even sustain revenue

collection through water committees [25].

2. Lack of Equipment and Supplies: The success of the supply chains for handpump

spare parts compromises a lack of management and non-standardised procurement
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policies [26]. Demand-driven supply chains, instead of those pushed by the private
or public sector, result in spare parts often being hundreds of kilometres away from

the people who need it most.

3. Lack of Knowledge: Trained pump mechanics who can perform major repairs
are challenging to locate. Even though communities pay the mechanics, they often
do not perform preventive maintenance but are instead called once a failure occurs
[12]. Furthermore, they often have another profession to supplement their house-
hold income and may be delayed in responding to a failure report [27]. As such,

maintenance occurs sporadically and is often not well documented, if at all.

1.3 The Challenge of Handpump Monitoring

The functionality of handpumps is a poorly-defined parameter that remains open to the
judgment of the observer, is measured at a single point in time, is susceptible to changes
in seasonality, and lacks a universally agreed definition [28]. Therefore, functionality alone
is not an informative parameter for measuring the performance and sustainability of rural
water services [29, BJ]. NGOs and donor agencies have left a legacy of installing new
infrastructure in rural regions instead of implementing long-term maintenance programs.
Interventions which aim to ensure the long-term functionality and benefit of water services
to their users should prioritise the reduction of downtime (both the time between failures
and the duration of the breakdown), in addition to reducing the proportion of abandoned
handpumps [28]. Regular inspection and monitoring of individual water points are vital
to ensure continuity of water supply; however, this is unlikely to occur frequently in
high-income countries, let alone in rural villages in low- and middle-income settings [31].
Currently, there is no way to collect reliable quantitative data of this nature to inform

priority-setting for improved service delivery models [30].
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1.4 The Future of Remote Health-Monitoring

Advances in the Internet of Things (IoT) and associated data analysis have accelerated
the possibilities for remote health-monitoring systems. In particular, low-cost mobile
technologies offer new and inclusive opportunities to approach the monitoring and main-
tenance of water services to support rural development toward achieving the Sustainable
Development Goals [B]. The economic prosperity of rural communities reaches beyond
the conventional trajectory of infrastructure development. IoT is allowing economies and
industries worldwide to reimagine traditional business models and reinvent services. The
widespread collection and storage of data have levelled the playing field and allowing de-
veloping countries to leapfrog the phases of development. By using machine-to-machine
(M2M) communications to connect machines, devices, and objects to the internet, the
IoT can turn them into “intelligent” assets. The prevalence of services based on mobile
communications networks across Africa, and the application of low-cost embedded M2M
services, has allowed the continent to advance rapidly in the connection of its people,
places, and “things”. By retrofitting a simple and inexpensive device to a standard hand-
pump handle, we can pro-actively monitor the condition of handpumps and ensure that

millions of people can have access to a reliable water source.

1.5 Outline of Thesis

This thesis presents a method for dynamically inferring the health status of remotely
monitored sensors by distributing the monitoring between the in-situ novelty filter and a
cloud-based (fusion) centre. Chapter B explores the operation and maintenance systems
of rural handpumps in the context of the study site in Kenya. It gives an overview of
the historical and current monitoring methods of rural water supply networks. Chapter E

presents an overview of previous works related to remote water point monitoring, along
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with relevant methodological approaches used to deploy machine learning in remote health
monitoring of systems. Chapter H describes the sensors that were designed and embedded
in handpump handles to collect data for this thesis and also introduces the curated data
sets. Chapter B investigates the use of lightweight machine learning methods to perform
the initial novelty filtering onboard the embedded sensor by minimising the bandwidth
and power requirements for classification. In Chapter E, the best-performing novelty
filter is used to develop a novel distributed inference system, which uses more advanced
machine learning methods to analyse the data packages sent from the classifier on the
node. The distributed inference health monitoring system is dynamically adjusted to
reduce the subsequent proportion of raw data sent to the cloud base-station without
compromising the fidelity of the health monitoring system. Chapter H uses the proposed
dynamic distributed inference health-monitoring system to monitor patient health using
key physiological parameters to demonstrate the flexibility of the system to adapt to
different applications easily. Finally, Chapter E summarises the work proposed in this

thesis, along with discussing its limitations and proposing ideas for potential future work.



Chapter 2

Rural Water Supply

Rural households around the world depend on the local water supply and ‘self-supply’ from
surface waters, vendors, and groundwater-based sources [32]. Where water infrastructure
does exist, the systems are decentralised (like community water collection points and pit
latrines, in some cases) and often fall into disrepair due to mismanagement and neglect. A
sustainable water source is one that functions appropriately, delivers an acceptable level

of benefit, and remains reliable throughout the life cycle of the system [33].

This chapter will introduce an important tool used in the rural water supply to extract
shallow groundwater, the surface-mounted handpump, and explore the complexities of its
maintenance and limitations of the technology. The final section will explore the existing

methods of maintenance and remote monitoring.

2.1 Water Supply in Rural Kenya

As recently as 2015, at least 20% of the total Kenyan population of nearly 48 million people
still relied on a handpump for their daily water needs [34]. There are an estimated 32,000
handpumps installed across Kenya [35]. A survey found that 60% of rural households
collect water from a source away from home and use on average four different water

sources, depending on the reliability of the source and the intended use of the water [36].

During the rainy season, households with private pipe connections or wells collect more
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than 55% of their water from rainwater, while households relying on public wells or shared
piped connections collect 69%. Households using public boreholes or surface water as their
primary sources have the most significant seasonal behaviour change and rely on rainwater
for nearly 75% of their water needs during the rainy season. This is an important trend to
note as those users relying on public handpumps tend to show the most seasonal behaviour
change, which influences the demand and subsequent wear of handpumps during different
seasons [37]. As such, handpumps tend to experience more failures during dry seasons as

demand from water users increase when other sources dry up.

Kenya has an estimated groundwater potential of 619 million m?® [38]. In 2012, the
estimated abstraction rate of 7.21 million m?/year was still within the safe abstraction
rate of 193 million m?/year [38]; however, this is a gross average estimation and in cer-
tain regions aquifers are already over-used. Over-abstraction occurs when the abstraction
rate of a particular aquifer exceeds the recharge rate and results in the decline of water
levels and a deterioration in water quality over time [39]. The Weather Risk Manage-
ment Association (WRMA) use digital loggers to monitor water levels at eleven dedicated
monitoring boreholes across the entire country of Kenya. Data related to water level
and quality trends are collected manually every quarter, and more frequently for critical
aquifers identified as being more intensively used [40]. Despite the magnitude of this ef-
fort, data points remain sparse across the region, making it difficult to accurately model
changes in the aquifers. Over-exploitation in concentrated areas and saline intrusion into
the water supply in coastal areas significantly limit groundwater use in Kenya. Also, Rift
Valley aquifers in Eastern Africa are notorious for their high levels of fluoride, which af-
fects the water quality [41]. Nonetheless, coastal zones, such as Kwale County (the study

site for this project), rely exclusively on groundwater sources for domestic, commercial,
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and industrial water needs.

In 1983, the first large scale deployment of the Afridev handpump took place in Kwale
County, a rural region on the south coast of Kenya, resulting in the installation of 580
handpump-equipped boreholes recorded by the Kwale County Government between 1983
and 1995. The average borehole depth for these handpumps is 36.2 + 18.7m, ranging from
a minimum depth of 7m to 102m, which is well over the specified Afridev operating depth.
A 2013 census of handpumps in the county mapped 571 sites in Figure @ [@] While
most of the original installation sites could be traced (marked in blue as matched), 109
of the original water points were either converted or removed. Installations not on the
county government record were likely funded by NGOs or private donors and marked as

unmatched (in yellow).

During the census visit, 19 (3.3%) handpumps had been replaced with motorised pumps

while only 314 (55%) were functional. The remaining 238 (41.7%) non-functional pumps is

J. v 2 N J’ /'/
/ | ! | Kwale &g /
= .—i‘:n;ﬁ 2 Ao Kt?nya ‘ : 4
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[ ki W & ct:??‘
= ¥ _ P [o A g.;;] o Matched water point
P Tanzania N 5.'.1,} © Unmatched water point
Kwale County % - 9 i <, @ Town

Figure 2.1: Map of study site in Kwale, Kenya, and locations of the original large-scale
Afridev handpump deployment between 1983 and 1995. The matched water points (blue)
indicate 471 of the original 580 found during a 2013 census. Unmatched water points
(yellow) indicate additional handpumps installed later, likely by private donors or NGOs.
(Source: [])
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much greater than the expected 25-30% reported in the literature. Unique hydrogeological
and geographic factors of the area, such as high electrical conductivity of the groundwater
and unconsolidated sands, are noted as the key contributing factors for the high failure
rates of handpumps [42]. The deeper groundwater levels further drive this as many of these
handpumps have been operating well beyond the rated depth for nearly three decades. In
addition, the isolated location being further away from spare parts contributes to longer

periods of non-function.

2.2 Handpump Introduction

Community handpumps, such as the Afridev [43] and India MK II [44], are designed to lift
water from deeper sources than traditional ‘rope and bucket’ systems [45], which can only
operate in shallow wells. The well is sealed during the installation, which dramatically
reduces the risk of water contamination when the well is shared with livestock and other
animals, as is often the case. A typical handpump supports 360 villagers and is used
for up to 14 hours daily to extract water at approximately 0.7 - 1 m?®/hour [46]. The
handpump has evolved over the past 30-plus years to overcome the many challenges around
contamination generally associated with traditional open wells, and yet it remains the
most robust and affordable technology to access groundwater. This section will review the
technical specifications of a handpump and discuss its operation.

2.2.1 Types of Handpumps

Over the years, many different types of handpumps have been developed to meet various
demands. The design of handpumps has become standardised across various pumps, with
the most crucial difference being the connection between the handle and the pumping rods
44, 47]. The introduction of open-top cylinders greatly simplified the design to make it

possible for villagers to perform maintenance on the pumps. These are known as village
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Figure 2.2: Overview of handpump types as classified by water-lift method (displacement
or direct) including VLOM capability. Standardised VLOM handpumps include the shal-
low well suction Tara pump (operating up to 10m) and the deep well lift pumps, India
MK III and Afridev (operating over 10m). The Afridev is commonly used in Kenya.

level operation and management (VLOM) handpumps. An overview of the different types
of handpumps in Figure @ highlights the evolution of the three most widely-used VLOM
handpumps. The technical data sheet in Table @ compares the functional specification of
these three VLOM pumps that have become the standard for handpumps in most regions.
Lift pumps operate at greater depths than suction pumps, which makes it more suitable
for use in Kenya where groundwater is often located at depths greater than 10 metres.
The physical lifting power of the water user determines the limitation on the operating

depth of piston pumps.

Operating condition is the critical criterion for standardising the design of handpump
types. In general, the most important factors to consider are [49]: (1) lift (shallow vs deep
well), (2) user-group size, (3) groundwater conditions (e.g., factors leading to possible cor-
rosion), and (4) community development. The water user would have different importance
criteria from the installer and these could include: ease of repair, reliability of the hand-

pump, user preference, availability of the spare parts, and cost. Design parameters of the
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Table 2.1: Technical data sheet comparing the three VLOM pumps considered in this
study, for current and future work. Shallow operating handpumps offer greater discharge
and typically serve fewer people as these tend to be more densely installed, such as in
Bangladesh [43, 44, 48].

Technical data No.6 Pump Afridev India MKII
Depth to be used 0-6m 10-45m 45 m
Cylinder diameter (mm) 89 50 63.5
Maximum stroke 215 mm 225 mm 125 mm
Approx. discharge at 75 watt input (m?/hour)

At 5 m head*: 3.5

At 10 m head: 1.4 1.8
At 15 m head: 1.1 1.3
At 20 m head: 0.9 1.0
At 30 m head: 0.7 0.8
Pumping lift 0-7m 10 - 45m 10 - 50m
No. of people served 50 - 100 300 300
No. of households served 5-10 30 - 50 30
Water consumption 20 - 25 15-20 15-20
(litres/capita)

Type of well collapsible tube or dug borehole or dug borehole

*pumping head is the maximum height (pressure) water can be raised

pump and the borehole drilling have direct cost implications when installing a small water
supply system. Higher yields require deeper boreholes, bigger diameter boreholes, detailed
site investigations, and intensive well development [b0]. However, bigger rigs required to
drill boreholes for these handpumps increase both the cost and the risk of failure of the
project. The optimum installation criterion is a trade-off between these factors and should
ultimately result in the long-term improvement in the livelihood of the community using
the handpump. A simplified borehole with well yields of about 1 m3/hour is sufficient for
a handpump that can serve up to 500 people [49].

Afridev Handpump

At our study site, the Africa Development (Afridev) handpumps are the most commonly
used. Its development was a collaboration between UNICEF, UNDP, and World Bank in
the early 1980s with the first drawing to be made available in public domain. The first

prototypes were installed for field testing in Kwale County in late 1983 [2] - many of which
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are still operating. Updated drawings and testing guidelines [43] remain freely available

in the public domain to encourage standardisation and local production.

The Afridev is a locally produced conventional lever action handpump that uses hot-
dip galvanised stainless steel for the handpump parts and u-PVC for the rising main
(the “straw” used to suck the water from underneath the ground). Figure @ shows the
assembly of the critical handpump parts below and above the ground level (GL). The
pump rods connect the plunger to the pump head and are available in 3-metre sections
that interlock. The rods should ideally also be stainless steel to prevent corrosion [43];
however, the high upfront cost results in the cheaper alternative, mild steel, to be more
commonly found. The depth of the well determines the total number of rods and therefore
varies across handpumps. The 2013 census [42] and dataset overview in Chapter H, both
show that handpumps often operate at depths much greater than the original technical
specifications of 10 - 45 m, where some go up to 100 m. As one of the VLOM designs, this
handpump is easy to repair and requires only simple tools (although these are not always
widely owned).

2.2.2 Piston Handpump Operation

The pump cycle of a handpump contains two distinct phases: the up-stroke and the down-
stroke. The piston motion distinguishes the phase cycles. Due to the handle and rod
coupling, the handle moves in the opposite direction of the piston. Most handpumps, in-
cluding the Afridev, use reciprocating pistons and plungers to enable positive displacement
in the pump rod. A non-return piston valve slides up and down the vertical cylindrical

pipe fitted with a foot valve.
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Up-Stroke

During the up-stroke, the piston assembly moves upward. In direct or chain coupled piston
handpumps, this occurs when the handle moves toward the ground. The foot valve is open
while the piston valve remains closed. The negative pressure in the cylinder cause water
to push upward in the lower cylinder.

Down-Stroke

When the handle moves up, the piston moves down, closing the foot valve. Pressure in the
lower cylinder forces the piston valve to open during this phase, filling the upper cylinder.
As these phases repeat continuously, water is pushed up the rising main and flows out the

spout.

]
A,

Figure 2.3: Tllustration of the standard assembly of the VLOM Afridev handpump. Pump
rods connect the plunger to the handle, which moves in opposite directions. Positive
displacement in the cylinder moves water up the rising main and out of the spout above
the ground level (Source:[@]).
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2.3 Conventional Handpump Maintenance Systems

Community Based Models

Over the years, the lack of adequate maintenance has led to the decentralisation of hand-
pump operation and maintenance; resulting in the widespread implementation of Com-
munity Based Management (CBM) models. In 1997, the World Bank OECD audit [46]
identified the critical role of local community organisations and water committees to sus-
tain handpump projects post-implementation. Community managed handpumps with

increased ownership from users result in faster response times to problems.

However, the inability of CBM models to sustain revenue collection to finance hand-
pump maintenance remains one of the greatest challenges for sustainable rural water
supply [25] and alternatives to the dominant CBM models, such as cross-subsidisation,
are emerging as viable alternatives [51]. The lack of local skills, tools, and access to spare
parts further challenge the sustainability of VLOM handpumps [12].

Public-Private Models

In the public-private model, the maintenance and repair of handpumps are managed by
private stakeholder and regulated by the government. The community is still responsible
for financing the operation and maintenance costs. Typically, a community volunteer will
be responsible for small maintenance tasks like cleaning the parts and will report any
failures to the water committee. The committee will collect and maintain water service
fees from individual community members and call on a pump mechanic or circuit rider

once failure occurs.

The main advantage of this model is that it can address the skills and equipment

shortcoming of the CBM model without taking ownership away from the local communities
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[12]. Local government and NGOs play an essential role in supporting capacity building
to ensure trained mechanics are available to water users. A shortage of local mechanics
could lead to increased downtime of handpumps.

Private Models

In densely populated areas of South Asia, such as Bangladesh, where handpumps operate
in close proximity, individual handpumps are often located on private land and used by
a single household. Sparse distribution of handpumps across vast land areas in Kenya
means that most pumps are community-operated but potentially privately owned by an
institution or organisation. The existence of high-quality services in rural areas suggest
that private operator models for handpumps can be successful [52]. The loss of income
experienced by the private owner during downtime increase the urgency for faster repairs.
As such, privately owned handpumps have higher levels of sustainability [53]. However,
this model leads to disempowerment created by dependency and inequality when effective
regulation is not in place [[12].

Telemetry Solutions

Advances in communication technology are opening up a host of possibilities for the con-
tinuous monitoring of water services in remote villages that often lack infrastructures,
making it difficult or unsafe to reach [54]. Novel smart technologies use sensors on rural
infrastructures, such as handpumps and motorised boreholes, to monitor use. This type
of remote telemetry solutions offers insights into real-time functionality to facilitate main-
tenance, and the usage patterns of water sources during changing seasons, such as rainy
vs dry, or extreme weather conditions, such as droughts. Continuous monitoring also
provides data about the time between repairs. Chapter E discusses examples of related

work in detail.
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2.4 Handpump Functionality and Continuity

Handpump functionality is a poorly defined metric in the literature, but an essential
factor to determine the labelling of the data. Individual handpump continuity, or the
average proportion of time it is functional, is estimated to be 80% just after installation
and decreases linearly to 50% at year 10. As with any mechanical system, one cannot
expect 100% functionality throughout the lifetime of the system. Instead, 85% operational
performance at any given time over the entire lifetime of the handpump is proposed as an
“ambitious but potentially realisable target” [28]. By this definition, the functionality of

a group or region of handpumps can be modelled as [28]:

d
Functionality, f = (1 —a) — (1 — a)% (2.1)

where a is the fraction of overall water points permanently out of service or abandoned; n
is the average number of breakdowns per water point per year (dimensionless), and d is

the average breakdown duration (days).

Typically, the number of annual breakdowns n increases steadily over the lifespan of the
pumps, from n = 0.05 in year 1 to 3.5 in year 10. As the severity of failure increases, so does
the duration of breakdown d, which also increases steadily from d = 5 in year 1 to d = 20
in year 10. From equation Ell, it becomes apparent that both the downtime and time
between breakdowns are essential parameters to improve functionality. However, neither
functionality nor continuity is a useful metric in a water risk management tool as neither
offer great insight into the cause or the duration of the breakdowns [§]. For instance, the
impact of 10 one-day breakdowns on communities will be significantly different to a single

twenty-day breakdown, even though both cases report the same functionality score.
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Table 2.2: A qualitative framework for defining handpump functionality proposed by
the Hidden Crisis Project addresses the challenges in identifying and monitoring long-
term handpump reliability [56]. The tiered performance levels measure functionality as
a working water point that yields at least 10L/min and experienced fewer than 30 day
downtime in the last year.

Performance Level Assessment Measurement

Basic Water point working? Yes/No

Snapshot Basic AND sulfficient yield on day? 10 L/min

Functionality Snapshot AND is it reliable? 30 days downtime in last year

Water Quality Functionality AND quality of the water? WHO inorganic parameters, TCC Standards

Furthermore, this equation does not reflect the direct impact of non-functionality on
human behavioural psychology. The critical downtime per breakdown that results in the
ultimate abandonment of the water point remains unclear [55]. In 2017, the Hidden Crisis
Project [56] attempted to address this shortcoming by introducing a qualitative framework
to guide the broader definition of functionality, shown in Table @ The guideline quan-
tifies the assessment criteria for each performance level whereby a functional handpump
is reliable when it has experienced less than 30 days downtime in the preceding year and
delivers sufficient yield (10 L/min). However, the practical challenge is to reliably and

continuously monitor each of these parameters for an individual handpump.

Structural health-monitoring typically considers the performance of the mechanical
system. However, handpump failure is not limited to the binary classification of the me-
chanical system’s performance alone. The primary attributes used to categorise handpump
functionality are [28]: mechanical performance, water quantity or yield (short term), water
quality, and seasonality (long term). Water quantity is a property of user acceptability.
In most cases, users will tolerate a certain deterioration of yield until eventually aban-
doning the pump for an alternative water source that requires less effort for the same
yield. Understanding the range of this tolerance is an essential factor in ensuring the

health-monitoring system can flag pump failure at a point before mechanical failure but
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not within user acceptance.

Similarly, water quality, particularly in areas of high salinity, could contribute to the
mechanical wear of pump parts. Finally, seasonality is considered a long-term failure and
refers to the health of the aquifer rather than the handpump system. A well-designed
health-monitoring system for handpumps should be able to distinguish between a broken
mechanical system or a drying well when flagging restricted flow at a water point. Doing
so will identify handpumps relying on depleting aquifers, which requires more intense
interventions such as re-drilling or replacing the well.

2.4.1 Defining Functionality and Labelling Data
Following the in-depth review of handpump functionality [57], we introduce two main

attributes to classify handpump conditions for this work:

1. Short-Term Water Quantity: a pump is classed either as normal (C1) or abnor-
mal (C0). A pump is normal when water flows from the spout while pumping and

abnormal when no water flows from the spout while pumping.

2. Mechanical Performance: ten sub-categories are used to identify the mechanical
attributes that describe the functionality and physical condition of the handpump

along with relative yield associated with each.

The data overview in Chapter H (Figure Q) shows that there are fewer examples of the
abnormal class compared to the relative frequency of data for the normal class. Details

on the sub-categories are also detailed in Chapter @

2.5 Preventable and Avoidable Failure Events

There is a large body of evidence to show that lack of maintenance and high water demands

at the handpump are not the only factors contributing to non-functioning parts or ultimate
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Figure 2.4: Schematic of the conceptual model of the factors affecting handpump func-
tionality which illustrates the interaction between factors related to the failure (red) and
the repair (green) (Source:[B]).

abandonment of the water point. Figure @ shows a schematic summary of the interaction
between multiple factors affecting handpump functionality, where green arrows indicate
factors related to the rate of repair and red arrows to the rate of failure [B] Regulatory
and socio-economic factors mainly contribute to the complexities related to the repair time
while geographic and hydrogeology greatly contribute to the failure rate of the handpumps.
2.5.1 Failure Types

In addition to maintenance and high demand, other condition variables contributing to
failures in the system can be categorised into three vital aspects: (1) hydrogeology; (2)
technical; and (3) socio-economic.

Hydrogeology

Water Conductivity

“The red water problem” is a well-known symptom of corrosion in a handpump that is
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often encountered by the water user first thing in the morning or after being unused for
some time [58]. Moderate to aggressive groundwater with a pH balance of less than seven
can rapidly accelerate the wear of mild steel rods and cylinder parts in the pump due
to increased corrosion. The estimated scale of impact of corrosion is much greater than

anticipated; corrosion causes at least 66% of handpump failures in Ghana [bg].

Furthermore, corrosion of the parts leads to the release of iron in the water source, which
in turn alters the taste. In some areas of the Niger, nearly 30% of working handpumps

are abandoned due to the poor taste of the water caused by excessive iron levels [55, bg].

Regions with aggressive water must factor in the additional wear associated with cor-
rosion and anticipate that certain parts, such as pumping rods, require more frequent
replacement. Hot-dip galvanisation of the mild steel components is not always sufficiently
resistant to these conditions. As such, there is a strong motivation to use suitable ma-
terials, such as fibre reinforced plastic or stainless steel, to ensure that pumps are fully
corrosion-resistant. Unfortunately, a trade-off exists in sacrificing durability (in the case of
plastic) or increased up-front cost of installation (in the case of stainless steel), hindering

the acceptance rate of these solutions.

Water Temperature

Handpump parts are designed to operate in water temperatures of 16 - 40°C [2]. In fluid
dynamics, the temperature of the fluid is inversely proportional to the kinematic viscosity
for laminar flow in a cylindrical tube. Thus, operating outside or at the higher end of this

range would lead to faster degradation of the parts.

Water Level Fluctuations

Fluctuations in the general water table are predominantly seasonal as a result of climate,
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rainfall intensity, and frequency. Leather cup seals, commonly used in suction pumps
[49], and to a lesser extent rubber U-seals, commonly used in lift pumps, are particularly
vulnerable under these conditions as they will deteriorate more rapidly if allowed to dry

out thoroughly.

The draw-down in the borehole itself, as well as the presence of nearby boreholes, cause
short term fluctuations, known as borehole interference [50]. In the case of a rural water
supply network, where co-located boreholes are at intervals greater than 50 — 100 m, the

impact of borehole interference is minimal to non-existent.
Screen

The natural recharge rate of the aquifer is a function of the permeability of the overlaying
local soils and water table depth. Basement aquifers, with a transmissivity of less than
1 m?2/day, are more likely to experience limitations related to draw-down [59]. Precipita-
tion and tidal-level variations are the main driving forces of recharge in coastal aquifers.
Current forecasts using machine learning methods rely exclusively on piezometric height
measurements [60, 61, 62].

Technical

Worn parts and a lack of regular (or any) maintenance are two of the primary causes
of technical failure in handpumps. However, overuse is not the sole cause of these fail-
ures. Failures can also be due to [50]: (1) Design flaws; (2) Incorrect installation; (3)

Manufacturing defects; and (4) Depth, location, and age of the borehole.
Borehole

The depth of the borehole determines the number of rods used in the system. Thus, we

expect that the extra weight lifted in deeper boreholes may result in more frequent failures.
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In sub-Saharan Africa drilling depths often range from 48 to 62 metres, resulting in the

pump operated at settings outside the design specifications.

Often, but not always, boreholes are placed under high trees. This limits sun exposure
and assists with the mechanical removal of the rising main. Therefore, boreholes drilled
in direct sunlight leave the handpump vulnerable to heat exposure and may limit routine
maintenance. Although not impossible, removing very deep rising mains without a nearby
tree can be extremely difficult, which means that local mechanics try to avoid such a

process.

Finally, pipes with PVC casings line the borehole such that it remains clear. Borehole
maintenance is required every ten years to clean and re-develop the borehole [49]; however,
this is rarely performed due to the high cost. Depending on the location of the borehole,

drilling a single borehole can cost thousands of dollars.
Problems with Parts

The overall performance of the Afridev handpump lies within the technical specifications
of typical part failure related to frequent use. However, manufacture non-compliance with
the SKAT [l specifications [43], such as incorrect dimensions of U-seals and poor welding
craftsmanship, substantially reduce the performance of handpump parts. Table @ is a
synthesis of the most common handpump breakdowns that occur as a result of a failure
in a single part. This table draws on the literature and extensive field notes from Kenya

taken over the years as part of this research project.

'SKAT is an independent Swiss organisation working in the fields of development and humanitarian
aid at the Swiss Centre for Development Cooperation in Technology and Management.
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Table 2.3: Common handpump failures in deep well lift pumps (Afridev) [23, 2, 63, 64, 65].

Part Common failure Possible Cause Fault Class
Foot valve Foot valve becomes stuck on Foot valve oscillates when Installation
the cylinder lip. dropped down the rising main
during fitting.
Cup Seal (1) Damaged cup seal. (2) Foot valve bobbins that break Design Flaw

Rod Centralisers

Bent Pump Rods

Corrosion of
Pump Rods

Rising Cylinder

Plunger

U-Seals

Rising main

Handle

Pump head and
stand

Valve forced to remain open.
Most often, the pump can con-
tinue to work but results in re-
duced water flow.

Worn centralisers cause addi-
tional friction during pump op-
eration.

Misalignment of rods or rod
joints cause additional rubbing
on rising main pipes.

Worn rods have weak spots and
require more frequent replace-
ment. It affects mechanical per-
formance when rods break but
also cause damage to the cylin-
der.

Damage at the socket joint.

Plunger legs break off and be-
come lodged in the foot valve.

Shorter than normal operating
life (6 months) occurs when the
seal rolls out of the location
grove. Dislodged U-seals can
block the cylinder and make
it difficult to remove the foot
valve with the “fishing” tool.
Crack in the casing cause loss of
pressure in the system restrict-
ing or preventing water flow.
Handle is loose or “shaky” dur-
ing use.

(1) Head or stand is unstable
during use. (2) Water is leaking
from the pump body.

on impact with the water or, if
the well is dry, the foot valve
receiver can cause the bobbins
to break off and become lodged
in the valve.

(1) Abrasion caused by silta-
tion; (2) Misalignment of the
rod and rising main eyelet.
Damage to the rods can occur
during (1) transportation, (2)
installation, or (3) maintenance
and re-installation.

Moderate to aggressive ground-
water (pH < 7). Galvanisation
of mild steel is not resistant to
these conditions.

Misalignment of the socket joint
during installation.

Cause is unclear but could be
during impact with the wa-
ter when excessive force is ap-
plied. Possible incorrect dimen-
sion, angle, or material of the
legs.

(1) Abrasion caused by silta-
tion; (2) Incorrect dimensions;
(3) Soft material; (4) Friction
caused by withdrawal against
the inside of the rising main.

Aggravated by bent rods, re-
moved rod centralisers, or poor
joints.

(1) Worn bush bearings. (2)
Loose fulcrum or hanger pins
caused by corrosion.

Loose flanges or a cracked plat-
form cause instability during
use.

Installation

Installation or
Maintenance

Design Flaw or
Maintenance

Installation

Design flaw

Manufacture
defect

Design Flaw or
Maintenance

Design Flaw or
Maintenance

Maintenance




27 Chapter 2— Rural Water Supply

Socio-Economic

Pump Usage Levels

Studies have found that a handpump with continuous high usage (more than 5m? or 5000
litres per day) can experience a failure every 4-6 months for those parts experiencing the
most stress, such as the U-seal [2]. The stress, S, experienced by the mechanical system,

can be described as a function, f, such that [49]:

Stress, S ~ f(u?,z?) (2.2)

where u is the number of users and x is the total pumping lift.

Thus, the number of users and pump lift are essential factors affecting the pump oper-
ating conditions, long term wear, and maintenance schedules. In the case of the Afridev
handpump, pump lift increases as deeper well depths require more pumping rods in ad-
dition to the increased distance required to lift the water from below the ground level.
Pumps designed for small user groups are less robust than those designed to serve large

groups (>100 users).
Maintenance

The VLOM pumps were designed to allow users to perform minor maintenance tasks,
such as cleaning the pump rods, in order to prolong the time between scheduled main-
tenance and major breakdown events. However, a lack of transfer of formal “ownership”
of handpumps, insufficient flow of information, and training programmes often prohibit
community participation in practice, which in turn increases the occurrence of unexpected

breakdowns [23].
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User Characteristics

There is no evidence in the literature to suggest that the characteristics (height, gender,
age) of the water user directly contribute to the failure of the pump. However, extensive
observations during field visits suggest that these vary so significantly, both at the same
pump as well as across pumps, that we should not ignore this during the initial investiga-
tion. For example, we observed that user’s height determines the range of motions in the
handle during operation. Shorter pumping strokes are known to cause excessive wear in
focal regions of the system. A decreased pumping range can either be a result of incorrect

plunger timing, a broken foot valve, or children operating the pump [65].

Furthermore, we noted that gender, often but not always, determines the “pumping
style”. Women often use both hands on one side of the handle T-bar while men hold one
hand on either side of the T-bar. Repeated use in a specific handle range or one-sided
pressure could lead to force imbalance that may result in faster wear of specific parts.
Most Common Failures
Following an in-depth review of the studies related to handpump failures, we conclude
that the four most common breakdowns in Afridev handpumps occur in U-seals, plunger
valves, foot valves, and the uPVC pipe (i.e., the cylinder of the borehole). An overview of
the literature strongly suggests that the U-seal causes a disproportionate number of pump
failures, followed by damage to the casing of the rising main. In addition to regular wear
of the parts, soft materials and incorrect dimensions contribute to rapid wear of parts.
Finally, Table @ shows that failure is often due to the malfunction of more than one
part. Early detection of wear in a single part may therefore prevent many other problems

from occurring in other parts of the handpump.
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2.6 Remote Health-Monitoring Systems

Health-monitoring is a data-led method used to measure, record, and analyse internal or
external parameters of the system. The observations are collected using many internet-
enabled sensors to provide a near real-time assessment of the condition of the system.
The data collected also offer the opportunity to learn from failed projects and rehabilitate
broken systems. In Africa, where mobile phone penetration is nearly 83% [66], GSM-
enabled sensors allow the systems to monitor usage in even the most isolated locations
remotely. This means that rural wells and handpumps can be monitored from a central
location without the need for costly and time-consuming site visits. Fortunately, there
has been a positive trend in recent years towards increased monitoring of both new and
previously installed infrastructure projects. The ability to remotely determine the condi-
tion and usage status of a rural water source is a giant leap in the development of rural
infrastructure delivery. The burden of maintenance can be shifted away from the VLOM
structure to a utility maintenance service provider, similar to those that exist in more

developed countries, and release the water user from the additional burden.

Moreover, monitoring plays a vital role in resource management and in the ability to
track progress, if any, towards reaching targets. In 2010, the UN created the Joint Moni-
toring Programme (JMP) to track the progress towards the 2015 Millennium Development
Goals, including target (7.C) of cutting in half “the proportion of the population without
sustainable access to safe drinking water and basic sanitation”. The organisation, “Water
for People”, created a monitoring protocol for tracking the post-construction sustainabil-
ity, or continued operation, of water points. A case study across 655 water systems in five
countries found an impressive 95% sustainability rate [67]. Unfortunately, the high cost of

monitoring and intense human resource requirement made it impossible to scale this type
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of intervention across vast regions as is desperately needed to track development progress.

The 2018 SDG Dashboard continues as part of the JMP to provide a data-driven
tool to track and monitor progress towards the SDGs. The relative availability of low-
cost solutions allows remote monitoring solutions to measure performance in addition to
rudimentary feedback on whether or not a water point is working or not. In addition
to lower operating costs, robust remote monitoring systems offer objectiveness that can
overcome the bias often introduced by other survey methods, such as randomised control
trials, frequently used in international development. An example of such bias is a 2013
study in rural Rwanda which showed that the actual measured use (73.2%) of cookstoves

was significantly lower than the self-reported use (90.5%) [68].

The digital revolution is further advanced by the wide adoption of mobile money which
allows the financing of assets and services in rural areas not previously possible. In 2018,
the International Monetary Fund estimated the value of mobile money transactions in
Kenya to be nearly Sh9.09 trillion (£64.6 billion) or 44% of the country’s gross domestic
product. The network-enabled sensors coupled with the ability for un-banked rural cus-
tomers to instantly send money anywhere in the country at an insignificant cost provides
the economic infrastructure for providing low-cost water services that enhance the rural
water provision sector in developing countries [69]. The recent focus on sustainability
in international development has pushed the existing paradigm beyond the conventional
practice of conceiving and implementing an idea in the field to include methods of long-
term monitoring and evaluation. As such, remote health-monitoring systems become an
instrumental tool for the post-implementation monitoring of both governmental and non-

governmental development projects.
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2.6.1 Challenges of Remote Health-Monitoring

One of the challenges of remote monitoring in limited-resource settings remains access to
reliable and cost-effective bandwidth to transmit the rural data stream to a central server
where it can undergo further evaluation and review. Various approaches to rural and
remote connectivity have been proposed over the last 20 years, many relying on dynamic
routing strategies commonly found in wireless networks [70, 71, 72, 73]. The large-scale
uptake of the proposed solutions remained costly compared to the rapid expansion of
telecommunications networks. Fortunately, developments in telecommunications, along
with the rapid mobile phone penetration in rural parts of sub-Sahara Africa and South-

East Asia, are diminishing this challenge.

The second challenge with remote monitoring in limited-resource settings is that the
infrastructure and data streams often do not exist at all. Providers who are entering this
space must establish novel data streams, collection protocols and select suitable technology.
These complex bespoke systems often result in higher development costs and longer lead
times. As more examples of successful applications emerge, and off-the-shelf hardware
evolves, the need for bespoke systems and the specialists required to maintain these are

becoming obsolete.

Finally, the installation and maintenance of sensors are critical to ensure a continuous
data stream. Unreliable sensors can result in poor-quality data which compromises the

fidelity of the entire health-monitoring system.

2.7 Conclusion
This chapter describes the importance of groundwater in the rural water supply network by

introducing the various types and operation of the handpumps used to extract groundwater
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from the shallow aquifers. Furthermore, this chapter considers the existing community
maintenance schemes intended to support the longevity of these systems. Finally, based
on the mechanical operation described, the many challenges - both mechanical and social -
that contribute to the lack in the reliability of the handpump infrastructure are described.
The next chapter presents a review of the water point monitoring and inference methods
previously used in rural, resource-constrained settings as well as the growing body of

health-monitoring.
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Literature Review

Predictive health-monitoring is widely used in engineering applications to detect damage to
infrastructure as early as possible. Forecasting failure rather than merely detecting failure
once it occurs helps to reduce the downtime of systems, and, ideally, performing predictive
maintenance can avoid downtime altogether. With this approach already widely used in
many fields from commercial and military jet engines [74], through to patient monitoring
in health systems [75], it can directly extend to monitoring the health status of handpumps

in rural villages.

There is a growing trend to perform this monitoring remotely as the latest developments
in cloud-based processing support plug-and-play systems while the cost of transmission
and storage of large data sets continues to decline. Remote health-monitoring refers to
the use of technology to collect and transmit electronic observations between the ‘node’
and the ‘observer’ to assess the condition of the system monitored. Over the years, loT
deployments for rural development have focused extensively on the use of wireless sen-
sors networks for smart agriculture and food production, precision farming and irrigation
[76, 77]. However, there exists a gap in the literature on the practical implementation
and feasibility for the long-term return on investment associated with developing these

application-specific networks [78].

This chapter provides an overview of previous work on monitoring systems used in

33
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rural water management projects before describing the context and frameworks of health-
monitoring models. Specific approaches to more general applications of vibration-based
health-monitoring are introduced along with previous work on methods related to feature

extraction and predictive inference.

3.1 Our Previous and Related Work

In 2011, a proof-of-concept study demonstrated the remote monitoring of handpumps using
a simple microprocessor, accelerometer, and mobile communications (GSM) components
[79, B0]. These “Smart Handpumps” provide basic hourly data related to usage [81]. The
use of technology to flag failure retrospectively has shown that it is possible to reduce the
average down-time in rural handpumps from 27 days to fewer than three days [82]. In
2014, our preliminary analysis used SVM to classify the high-frequency accelerometer data
from handpump handles to show that these patterns contain useful information related to
the aquifer underneath the handpump [83]. High-rate waveforms from the accelerometry
data can be processed retrospectively using machine learning methods for shallow aquifer
monitoring to estimate the groundwater level at the handpump [83, 84]. The original
handpump vibration data [80] also showed the inverse correlation between handpump use

and rainfall in our study region in Kenya [37].

Further work used probabilistic Bayesian methods, such as Gaussian Processes (GP),
to capture important information about the heteroscedastic noise in the signal waveform
[85]. The initial results showed that the data could be useful to predict aquifer levels
below the handpump with relative accuracy given a well-curated data set. However, a
small sample set collected over only a few weeks limits the study, and subsequent models
are unable to account for seasonal variations in the aquifer not related to the handpump

use.
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A large-scale longitudinal data set containing both handpump vibration data from
the handpump and water column data from a diver sensor in the borehole [86] showed
that Multi-layer Perceptron (MLP) and Long Short Term Memory (LSTM) networks are
suitable models for estimating changes in the aquifer level underneath the handpumps [87,
88]. Longitudinal data proved challenging to collect in a real-world resource-constrained
setting and investigations of the data found that calibration of the system during repairs,
sensor failure, and lack of accurate labels could impact the results. A regression model
was used to calibrate data due to changes in the handpump dynamics resulting from
repairs and GPs were shown to be useful to impute missing data that arose from broken
sensors or broken handpumps [89]. The same handpump abstraction data was used along
with hydrogeology time-series and socio-economic survey data to construct a model for

predicting welfare using deep learning [90].

3.2 Other Related Work

The increase in rural mobile phone penetration in sub-Saharan Africa has a positive impact
on the development of innovative water management systems, specifically the collection of
water payments via mobile money to cover operation and management costs of water points
(69, 19]. In addition to the Oxford “Smart Handpump” [80], several other organisations are
working on innovations in handpump remote monitoring and maintenance systems. Table
El] provides a summary of past and present projects that are using these developments in
technology to monitor rural water points. Earlier projects relied exclusively on users to
manually report data related to the water points [91, 92, 93, 94, 95]. All the studies that
incorporated automated, continuous data collection used flow sensors [96, 97, 98, 99, 100].
In most cases, the incoming data stream is used without any further analysis or mainly

utilised for mapping of water points. This approach is quite common as the fidelity and
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Table 3.1: Related ICT projects in operation and maintenance of rural water supply
networks.

Project Name Ref.  Year Region Infrast. type Data types Input Scale Status
Akvo Flow b1 2006 70 countries Water and Agriculture Mobile App ~ User 258 organisations Ongoing
Human Sensor Web B2] 2009 Tanzania Water Points SMS User 50 water points Ended
mWater [] 2011 158 countries Water and Health Mobile App User 40,000 users Ongoing
Maji Matone [b4] 2013  Tanzania Water Points SMS User 20 water points Ended
Mobile 4 Water [] 2013 Uganda ‘Water points SMS User 400 water points  Ended
MoMo (Welldone) [bd 2013 Tanzania Pipe Water Flow Sensor  Auto Unknown Pilot
Susteq Water Forever  [07] 2014 Kenya Water Dispensers Flow Sensor  Auto 12 sites Pilot
Sweet Sense [] 2014 Rwanda Handpumps Flow Sensor  Auto 181 water pumps  Pilot
eWater Pay [ 2015 Tanzania, Ghana, Gambia Water dispensers Flow Sensor  Auto 335 sites Ongoing
Water for People [] 2015 Uganda Handpumps Jet Meter Manual 30 sites Ended
MSABI Pump for Life [] 2015 Tanzania Rope-pumps Mobile App ~ Technician 175 water points ~ Ongoing
Charity:Water Sensors  [10(] 2015  Ethiopia Handpumps Flow Sensors ~ Auto 2881 sites Ongoing

frequency of these data were conventionally sparse.

However, recent increases in novel high-rate data that can be acquired and stored
at lower costs necessitate the addition of a sixth step in the conventional 5-step data
information flow in ICT. Figure EI shows the proposed updated innovation categories

with the addition of “analysis” before reporting takes place.

Of these projects, only two focused extensively on the analysis of the incoming data.
Firstly, Sweet Sense was initially developed to monitor rural cookstoves [@] However,
the findings supported the idea that rural monitoring could lead to greater accountability
of development projects [106], and the monitor was adapted to measure flow for inter-
ventions of the maintenance service models for handpumps in rural Rwanda [@] The
results show that remote monitoring using flow sensors can improve handpump reliability.
The extreme environmental conditions led to a high failure rate of the sensors, resulting
in a higher overall cost of the tested service delivery models. Following improvements to

the sensor enclosure and battery lifetime, this work demonstrated that ensemble machine

Collection Transfer Data Management Reporting Use
e.g. sensors e.g. GSM e.g. cloud services e.g. machine learning e.g. mapping e.g. 0&M, policy

Figure 3.1: Updated categories of innovation areas in information and communication
technology based on the flow of data/information (Adapted from [, @]) Data analysis
is a crucial step currently omitted in the conventional 5-step data information flow for ICT.
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learning, combined with efficient preventive maintenance service models, could increase
handpump up-time to 99 per cent for the 42 handpumps monitored over 14 months [107].
The model relies on specificity (99.3%) rather than sensitivity (51.0%) when identifying
independent failure events, which may be costly trade-off during large-scale implementa-
tion as false alarms have a high direct cost in remote health monitoring. Secondly, the
‘Charity:Water’ flow sensors applied Bayesian inference to develop a pump-scoring func-
tion to detect anomalies given hourly water usage data [L08]. The data used to train the
model lacked ground truth data for “normal” conditions and relied on the assumption that
experts could select relevant periods of “normality” from the data with relative certainty,

making it difficult to evaluate the performance of such an approach.

Despite the countless challenges and complexities to remotely monitor the assets that
give valuable access to water, the usage and status data have proven incredibly valuable
both to inform policy and to empower the water users responsible for managing scarce
resources [109]. Real-time monitoring of handpumps, coupled with service maintenance
models, lead to much greater increases in functionality than other rural water sources,
like motorised boreholes [[110]. As such, it is not only important to focus on handpump
monitoring because many people still rely on these, but also because it will have the most

significant impact on the rural water users who rely on them.

3.3 Context and Frameworks of Health-Monitoring Models
Condition or health-monitoring attempts to identify any deterioration that a system might
experience as the state deviates from a “normal” state to an “abnormal” state. Sohn et

al. (2003) [111] provide a general definition of damage:

“...changes introduced into a system that adversely affects its current or future perfor-

mance. Implicit in this definition is the concept that damage is not meaningful without
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a comparison between two different states of the system, one of which is assumed to

represent the initial, and often undamaged, state.”

The monitoring of systems varies primarily due to the diversity of the type of nodes
monitored. The two nodes considered as part of this project are condition monitoring of
systems, such as rotating machines represented by handpumps, and health monitoring of
human patients. Understanding the operational context of conducting this remotely is key

for developing machine learning models that can accurately capture natural processes.

Figure @ demonstrates that rural infrastructure may be commissioned as a routine or
emergency installation. During the operational life-cycle of the system, various factors can
contribute to the overall decline of the infrastructure quality. While some handpumps may
become abandoned entirely due to repeated failure or high repair cost, maintenance can
repair most handpumps. Different data types can be collected from the systems to enable
timely monitoring of the condition at any given time. For example, water-related projects
in Table @ that apply remote monitoring use flow sensors to measure the volumetric flow
of water point output while monitoring of structural and mechanical systems commonly

use vibration characteristics [112].

Early warning scores (EWS) are widely used to monitor the deterioration of a system
over time and their use on hospitalised patients are incredibly popular [113]. EWS can
play a vital role in reducing downtime of systems; however, it is crucial to understand the
limitations of EWS given the complexity and dependencies, both in the rate of failure and
repair, that ultimately influence functionality. An important trade-off is the timeliness of
the warning and the complexity of the monitoring hardware and data analysis procedure
[114]. Ideally, condition-based monitoring should provide sufficient warning time to allow

an appropriate response to correct any damage before the failure of the system can occur.
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Figure 3.2: Visualisation of the maintenance flow over the lifespan of rural infrastructure.
The infrastructure, like a handpump, is either installed as routine development or as a
response to an emergency. This is an iterative process aimed to maximise the operational
time of the infrastructure.

The use of remote monitoring of rural infrastructures in Africa lags in the uptake of
different applications in other countries and contexts. Specifically, the lack of a supportive
ecosystem and the high up-front cost are critical barriers to the widespread implementation
and acute awareness of the potential applications and benefits [] However, the rapid
pace of mobile phone penetration across all socio-economic groups in sub-Saharan Africa
[@] along with the reduction in equipment cost, have paved the way for health-monitoring

applications in this context.

Given the varied contexts of health-monitoring applications, the literature also varies
on the outcome of prediction models based on the monitoring objectives. Many studies,
particularly those related to aviation, value the probability of detection (POD). Some stud-
ies attempt to estimate the structural parameters while others apply statistical analysis
to the data in order to detect damage [] Despite the different outcomes, the emphasis
on the reliability of the models remains a crucial area for development across health-

monitoring methods as part of successful operations, maintenance, and management of
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remotely monitored systems.

3.4 Vibration-Based Structural Health Monitoring

Vibration-based structural health monitoring (SHM) is the analysis of specific structure
characteristics (modal parameters) using pattern recognition to detect changes that may
indicate extensive wear, degradation, or damage in the structural dynamic behaviour [114].
Specifically, condition monitoring focuses on the detection of damage in rotating machines
[117]. Vibration amplitude or frequency is commonly used to measure the response of
the degrading system — changes in the structural characteristics over time influence the

vibration response characteristics of the structure [118§].

Condition monitoring for fault diagnosis related to the “health” of structures and sys-
tems remain popular and widely applied in mechanical engineering infrastructure, civil en-
gineering structures, oil industry platforms, aerospace, and composites [119]. The method
is often so well-trusted that it has been applied to the monitoring of “high integrity” criti-
cal systems, such as jet engines and power-generation facilities [120]. The advancement of
technology and widespread availability of nanosensors have resulted in an increase in SHM
and condition monitoring for many new applications, including mobile health monitoring
to measure the amount of physical activity in patients using either wearable devices or
smartphones [121]. The traditional approach to maintenance is reactive and responds to
breakage. This ineffective strategy results in decreased productivity due to unscheduled
downtime and could have fatal consequences for specific systems. Novelty detection, de-
scribed in section , enables predictive maintenance in systems, reduce downtime, and

facilitate efficient use of the infrastructure.

In 1996, Doebling proposed the first list of categories for damage detection supported

by a comprehensive review of technical literature. The measured damage determines the
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categories and includes methods based on natural frequency, mode shape, mode shape
curvature or strain mode shape, dynamically measured flexibility, matrix update, non-
linear methods, neural network methods, and other methods [112].

3.4.1 Level of Identification

Damage in the structure can range from changes in the mechanical, geometric, and ma-
terial properties to boundary conditions or system connectivity that affect the current or
future performance of the infrastructure. With a wide range of techniques, methods, and
algorithms available to monitor the condition of systems, it is important to distinguish
the level of classification required for a specific application. A classification method based

on the level of identification required offers five levels [122] :

Level 1 - Existence: Determine that damage is present in the structure
Level 2 - Location: Determine where in the system is the damage
Level 3 - Type: Establish the kind of damage that is present

Level 4 - Extent: Quantify the severity of the damage

Level 5 - Prognosis: Predict the remaining service life of the structure

In order to determine the type and extent of damage, prior knowledge related to be-
haviour parameters of the undamaged state is required. The long-term observations in-
volved with monitoring the system follows this operational evaluation.

3.4.2 Monitoring Using Accelerometry

Machines running under “normal” conditions have a signature frequency spectrum, equiv-
alent to the horizontal section in Figure @ Increased vibrations typically occur as the
condition deteriorates, and failure becomes imminent. However, vibration levels increase
when the machine is new or recently repaired before settling into the signature vibration

in the running-in period. Establishing reasonable confidence intervals for these trip points
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Figure 3.3: A segment of a typical vibration level, here representing one failure event.
The vertical and horizontal axes correspond to vibration level and time, respectively, in
arbitrary units.

will help to distinguish between these different states.

Accelerometers are the most basic and widely used instruments to measure the system
vibration for rotating machines. The vibrations or harmonic motion can be described
as the oscillation about a reference point and modelled as z(t) = X sinwt. Monitoring
vibrations require accelerometers that offer low noise and wide bandwidth. Tri-axial ac-
celerometers use the piezoelectric effect, whereby gravitational acceleration forces stress
microscopic crystal structures, to sense dynamic acceleration. Piezoelectric accelerometers
are commonly used for condition monitoring applications because the sensors offer good
linearity, signal-to-noise ratio (SNR), wide bandwidths and the ability to tolerate high

temperatures.

However, recent advances in micro-electromechanical systems (MEMS) capacitive ac-
celerometers offer a selection of new ultra-low powered devices with reduced size and
weight as well as the potential for integrated intelligence. The digital nature of MEMS
offer an advantage over piezoelectric sensors since the production of devices can be scaled

to reduce the cost and offers greater versatility for interface and power supply. The rapid
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advancement of industrial IoT, with an emphasis on utilising wireless technologies in or-
der to reduce cabling, has favoured the development of ultra-low powered MEMS. These
accelerometers are not only smaller and lighter than their piezoelectric counterparts but
also are more shock tolerant (up to 10,000 g) and can offer more advanced features, such
as spectral alarms. The main difference between these two accelerometers is bandwidth.
MEMS typically offer bandwidths up to 3.3kHz while the more sensitive piezoelectric can
monitor over 10kHz. As such, condition monitoring applications where equipment ro-
tates at very low speeds, such as wind turbines, typically use MEMS while piezoelectric

accelerometers are more suited to use for fast rotating equipment, such as electric motors.

Vibration analysis using accelerometers is one of the most effective ways to determine
the mechanical condition of a device in the early stages of deterioration to allow predictive
condition monitoring and timely corrective action.

3.4.3 Prognosis

The outcome of a health-monitoring system is always an alarm to notify that an unex-
pected event has occurred or, in the case of preventive monitoring, is imminent. The
concept of delay time refers to the time between the system becoming defective and the
point of failure [123]. Figure @ shows how this two-stage deterioration process separates
the “normal” operation from potential failure. Many condition monitoring approaches
attempt to identify this initial point, u, when the system becomes defective such that the

length of the delay time, h, is optimised [124, 125, 126, 127, 12§].

Alarms are triggered when a variable goes outside the safe operating condition or a
certain confidence range (for example, u + 30). Crossing the specific alarm threshold
could either call to initiate action from the user or to activate the prognostic unit to

estimate the remaining useful life (RUL) of the system. There are two main components
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Figure 3.4: Two-stage failure delay time concept [129] attempts to separate normal con-

ditions from failures by introducing the time delay, h, between the point, u, when the
system becomes defective and when the failure occurs.

associated with the RUL prognosis: (1) the diagnosis from the health-monitoring system
and (2) the uncertainty of the prediction. Often, as the likelihood of failure becomes more
imminent, the accuracy of the diagnosed condition increases. If the diagnosis is the log
mean of the true remaining life of the unit and log standard deviation of the uncertainty,

then the RUL can be predicted by [130]:

RUL = lognormal(Diagnosis, uncertainty) (3.1)

where uncertainty = In(RU Lpyior ) %/ uncertainty factor and uncertainty factor is a design
variable.

3.4.4 Failure Alarm Threshold

The widespread use of hardware and software in modern systems means that additional
alarms add minimal or no additional cost. This resulted in poorly designed alarms with
very low efficacy. The Engineering Equipment and Materials Users Association benchmark
recommends less than six alarms per hour on a plant. Modern power, petrochemical and
oil plants far exceed this, with an average of 48, 54, and 36 alarms per hour, respectively
[131]. Early or frequent alarms to trivial problems or due to faulty sensors can lead to
operator fatigue or disbelieved alarm information. Establishing the alarm threshold is a

crucial step to reduce the number of false alarms. Failure to detect the damage has two



45 Chapter 3— Literature Review

main groups: (1) false-positive occurs when the system suspects damage when not present,
and (2) false-negative occurs when the system does not indicate damage present when in

fact present.

Widely used techniques to reduce the false alarm rate include multivariate process
monitoring, model-based process monitoring, threshold design, and data processing. Mul-
tivariate methods allow more information to be extracted from the individual variables
with low signal-to-noise ratio while model-based methods attempt to model the predicted
behaviour of the process. Regardless of which approach is used, the final alarm trigger
is always binary. The alarm threshold determines the trigger of the prognosis module.
There is a direct trade-off between the false alarm rate (FAR) and the missed alarm rate
(MAR). The chosen alarm threshold determines these two critical factors. A small thresh-
old will result in an increased FAR while a large threshold will reduce the FAR while
simultaneously increasing the MAR. The vibration level threshold responsible for raising
the repair alarm would vary between different systems and even between different units
of the same type. Given that the normality may even vary within the same system type,
some recommendations suggest that the threshold should be set at two to three times (6

to 10 dB above) the signature vibration level [132].

Threshold violations record key parameters related to the event value of the parameter
that breached the threshold, the time of the event and the estimator over the limit. In
each case, it is common to distinguish between the severity of the event in two categories:
(1) warning and (2) alarm. The decision-making process for the attributes related to each
of these two states should be determined based on the specific needs of the related health-
monitoring application. For example, the importance of the threshold violation, such as

those that might be potentially life-threatening, would require action in the warning state.
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Careful design for each application is critical to ensure that operators respond accordingly
[133]. Alarm thresholds are most often manually selected based on the acceptable FAR
and MAR for the desired application. Processing the alarm variable to reduce noise can
further reduce the FAR. The exponentially weighted moving average filter is commonly
used in industrial data processing for an n-order filter to determine the filtered data, y(i),

such that [131]:

y(i) = ax(i) + (1 — a)y(i — n) (3.2)

where z(i) is the raw data and « is the filter parameter.

An automated alarm setting process describes the steps to select the threshold, T,

based on the largest time constant or lowest probability such that [134, 135]:

T = Alarm coefficient x Baselinepean(deviation) (3.3)

where the alarm coefficient is indexed and the acceptable baseline for the low probability

(60) [136] of having false alarms during normal operation is k = £ < % for standard

a
nw
deviation, o, and mean pu, assuming Gaussian distribution. The baseline criterion for

the largest time constant is the slope of the first order step function response such that,

8CB(tt) — %eft/T = m and \m| < 0.017.

3.5 Feature Extraction

The high-rate waveforms, such as vibration data, used to perform health monitoring,
produce large quantities of data. Feature selection and extraction is an important step
to compress the data and reduce the dimensionality to improve classification performance

and speed as well as enhance the understanding of the generated predictions [137].
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3.5.1 Hand-crafted Features

Domain expertise can be a powerful tool to guide the data pre-processing step to identify
preliminary features from the input space. Additionally, this approach also allows the
selection process to incorporate prior knowledge of the structure to enhance accurate

estimates of the statistical distribution of the features.

Feature extraction methods for condition monitoring have five categories: (1) statisti-
cal time-domain features [138, 139], (2) piecewise approximation [140, 141, (3) frequency-
domain transformations (such as Fourier transformation [142]), (4) time-domain transfor-
mations (such as principal component analysis [143]), and (5) time-frequency transforma-
tions (such as wavelet transformations [[144]). Each of these methods offers the ability to

extract information not available from the others.

Spectral analysis is widely used as an efficient method to study vibration responses
of rotating machines [[145, 146]. Fourier analysis transforms time-domain signals to the
frequency domain, which allows the analysis of information related to frequency character-
istics that are not otherwise observed. The vibration signals, requiring spectral estimation
to predict the behavioural pattern of a random signal, reflect the stochastic nature of
the grinding process that leads to damage in rotating machines [147]. The non-stationary
waveforms of vibration signals are most often analysed using time-frequency methods (such
as low-level features of local energy using empirical mode decomposition [148]) or wavelet
(such as continuous wavelet transform [149]). Signal noise can result in features that are
highly inconsistent due to either the variations in operating conditions or variations in the
underlying assets. Related work addresses this feature sensitivity by reducing the noise,

sparsity and irregularities in the sensor data.
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3.6 Predictive Inference

Unsupervised learning can typically help to detect the existence and location of any dam-
age that is present in the system. In order to further identify the level of structural damage
that is present, supervised learning can be applied to determine the type and extent of
the damage as well as the anticipated remaining useful life. Given that the objective of
this project is to develop an early warning system, any models we use must be able to
anticipate the useful life successfully. Table @ provides an overview of the different clas-
sification models and inference used in remote health-monitoring applications of various
infrastructure types presented in the literature. The following sections will discuss the
application of each.

3.6.1 Owutcome Classification Framework

One of the simplest linear classifiers is logistic regression, which is often used as a bench-
mark for more advanced prediction models in fault classification [150, [151]. Other conven-
tional classifiers are also widely used in previous work to process the features. Principal
component analysis can detect small shifts in frequency, often using fewer input features
than the original set [152], and has proven versatile on a wide range of health-monitoring
systems including those based on impedance [153], acoustics [154], as well as vibrations
[155]. Support vector machines is a popular kernel method that has shown strong per-
formance in fault detection [156, 157, 158], including real-time health-monitoring [159].
Artificial neural networks have proven robust in determining different kinds of failures as
well as differentiating between single and multiple faults for failure events, especially for
vibration-based structural damage [160, 161, 162, 163, 151, 164]. Deep learning methods
are becoming increasingly popular in machine health-monitoring as computational power

and the size of available data continue to increase in order to advance their adoption
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beyond the early applications in areas of computer vision, speech/audio recognition and
natural language processing. Despite the strong performance of deep learning techniques
in detecting failures, the classification process can prove challenging to interpret.

3.6.2 Clustering

Since the “abnormal” class in the existing data set is not balanced or representative of all
handpump failure types, it is unlikely that a single machine learning model can assess all
possible object classes. Thus, non-model-based statistical pattern recognition approaches
are required to complement existing model-based techniques [165]. Novelty detection
models the distribution of data under “stable” conditions and estimates the probability of
test data as belonging to that distribution. It is particularly useful for examples with large
numbers of “normal” examples, and few examples of “abnormal” conditions [166], such as
typically occur with high-integrity systems [167]. Examples of this one-class classification
use Gaussian mixture models to monitor gearboxes [168] and extreme value theory for

vibration spectra energy in jet engines [74].

K-means is a clustering method that calculates the distance between each centroid and
the nearest cluster for several iterations to converge the clusters. It can detect anomalies
or defects in structures and bearings [169, 151, 170, 171] without labelled data [172] and
other applications, including solar systems [173]. Fuzzy c-means proved less successful on
a bearing testbed [151] but useful for the discrete wavelet features of a high-speed mill
[174]. A multisensory based fuzzy-logic clustering using both vibration and current signals

proved effective to diagnose fault severity in bearings [175].
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Table 3.2: Relevant related work for vibration-based health monitoring systems applying
different inference models.

Authors Ref.  Year Infrast. type Model Inference
Vibration-based Health Monitoring Studies

Wang et al. [161] 2000 Cantilever beams MLP, FLNN Stochastic grad. desc.
Yan et al. [150] 2004 Elevator Door LR max. likelihood

Malhi et al. [152] 2004 Bearing test bed NN, RBF Softmax, Eclidean norm
Golinval et al. [155] 2004 Electrical capacitors PCA Angle between subspace
Bulut et al. [159] 2006 Bridge Model SVM min. generalization error
Park et al. [153] 2007 Bolted Structure K-means RMSD

Saravanan et al. [156] 2008 Spur-level Gearbox SVM, PSVM min. generalization error
Jayaswal et al. [162] 2010 Rolling Bearings Fuzzy logic, ANN Stochastic grad. desc.
Perttunen et al. [176] 2011 Road Surface SVM with RBF kernel g-means opt.

Konar et al. [157] 2011 Induction Motor SVM min. generalization error
Yiakopoulos et al. ~ [169] 2011 Rolling Bearings K-means RMSE

Osornio-Rios et al.  [163] 2012 Trus Structure MUSIC, ANN Stochastic grad. desc.
Heyns et al. [168] 2012 Gearbox GMM NLL

Soualhi et al. [158] 2015 Rolling Bearings SVM, SVR min. generalization error
Torabi et al. [L74] 2016 High-speed mill Fuzzy c-means RMSE

Straczkiewicz et al. [151] 2016 Rolling bearings LR, KNN, ANN, k-means RMSE

Pazouki et al. [L75] 2016 Rolling Bearings Fuzzy c-means max. belongness degree
Neves et al. [164] 2017 Bridge structure ANN, GP RMSE

Other Relevant Rural/Remote Monitoring Studies

Greitzer et al. [160] 1999 Gas Turbine Engine ANN Rule-based

Tong et al. [154] 2006 Tile-wall Bonding NN Stochastic grad. desc.
Varshney et al. [177] 2015 Solar

Garcia et al. [L78] 2015 Rainfall/Flood RF Presume: OOB

Mehra et al. [173] 2016 Solar Systems K-means; GMM EM

Wilson et al. [107] 2017 Handpump GLM, Ensemble Maximize AUROC
Borchers et. al [179] 2017 Calving LMM + NN Stochastic grad. desc.

Vibration-based Patient Monitoring Studies

Logan et al.

18]

2007

Hypertension

MSD

Abbreviations: AUROC: Area under receiver operating curve, EM: expectation maximization, GMM: Gaussian

Mixture Model, GLM: Generalized Linear Model, MSD: Mean standard deviation, ANN: Artificial Neural Network,
OOB: out-of-bag, RBF: radial basis function RF: Random Forest, SVM: support vector machine, MUSIC: multiple
signal classification, NLL: negative log likelihood
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3.7 Distributed Measurement Systems

A condition monitoring system can be divided into two main parts: (1) the hardware, and
(2) the software. In the past, research predominantly addressed the prior, investigating
the angle of the sensors, attempting to optimise the trade-off between cost and accuracy by
achieving lower-cost sensors with lower SNR and adjusting the configuration of the sensors
to optimise performance in the case of single sensor failure. Review of the literature shows
that the focus has shifted to addressing the practical implication of the software regarding

the acquisition, collection and processing of the data.
The main developments include:

1. Synchronisation of dynamic data: simultaneous sampling is imperative for models
extracted from multi-sensor data. However, aligning timestamps may not always be
possible when sensor timers lag behind real-time, particularly in solutions involving

GPS based time tagging.

2. Data merging of environmental data and sensor data: sensor data can no longer be
used in isolation to estimate the condition or operation of a system. Environmental
factors are essential to distinguish factors leading to failure, such as temperature,

wind or humidity outside the operating threshold.

3. Centralised base-stations for remote analysis: wireless technology enables the local
transfer of acquired data to a remote or cloud-based centralised station in isolated

areas or reduces the need for the transmission of unprocessed raw data.

As such, the approaches used in this project will adapt the hardware learning from
related water monitoring projects along with the software advances offered by novel dis-

tributed measurement systems to overcome over-dependence on single sensor units to
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deliver reliable data streams.

3.8 Conclusion

The current chapter offers a review of the previous work related to rural water point mon-
itoring and provides a context (Figure @) of maintenance related to rural infrastructure.
The most common implementation of ICT innovations for rural water monitoring is the
use of flow sensors. To date, there is no other implementation of vibration monitoring of
handpump handles. However, vibration analysis is one of the most common methods for
structural health-monitoring and condition monitoring applications. The availability of
high-rate waveforms allows the application of more advanced machine learning methods

to monitor deterioration.

Furthermore, while remote monitoring has the potential to revolutionise the current
management structure of rural infrastructure by shifting the maintenance burden and of-
fering the ability to track progress towards development goals, the number of implementa-
tion remains sparse despite the rapid penetration of mobile data across rural sub-Saharan
Africa. Thus, the primary goal of this thesis is to demonstrate the successful implemen-
tation and potential of bridging the chasm between rural monitoring and the addition of
intelligent features offered by advances in machine learning. The next chapter reviews
the sensors developed for data collection before presenting the resulting data sets used
to develop and evaluate the novel handpump health-monitoring system developed in this

thesis.



Chapter 4

Data Sets

This thesis investigation used subsets from three databases designed and collected as part
of this study: Kenya Original (D,), Kwale Failures (D) and Kwale Long-term (D;).The
first database, D,, was used to train and validate the sensor-based novelty filter described
in Chapter a and Dy was used to train and validate the distributed inference method
proposed in Chapter E The third database, D;, has been used to demonstrate early
detection of deterioration prior to known failure events. D, used an off-the-shelf logger to
capture the accelerometer waveforms connected via Bluetooth to a nearby laptop. Dy and
D; used a custom-designed and built logger to store the accelerometer waveforms locally.
Each database contains the timestamps and waveforms from the three orthogonal axes of
accelerometry. Additionally, Dy and D; contain the accompanying sensor-based novelty
scores produced by the embedded hardware which will be used for analysis and validation

in Chapter B

The data used in this investigation are the first and largest of its kind to contain real-
world high-frequency accelerometry waveforms from handpumps with accurate manual

labels. The databases and code have in part been made publicly available ﬁ]

'https://www.robots.ox.ac.uk/~davidc/ where Dy and D; are in part available via [36].
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4.1 Data Collection

Data collection for this thesis took place during multiple fieldwork visits in Kwale County,
Kenya, over three years between 2016 and 2018. As this is a novel data stream, the pro-
cess included many iterations that improved with every data collection campaign. The
Afridev is the most commonly-used handpump in Kenya and originally field-tested in
Kwale County [2]. The eldest operating handpumps included in these databases were
installed in 1989, along with the original installation certificate. Since the handpumps
in this region were installed under the same programme in the early 1980s (discussed in
Chapter E), implementation fundamentals, such as siting, drilling techniques, and tech-
nology, as well as community participation are relatively constant. Data recorded from a
small number of India Mark III handpumps installed in the study region; however, are not
included in the databases used for this thesis but instead included in some comparative
analysis in the discussion about future work.

4.1.1 Measuring Handpump Vibrations

To measure the vibrations in an operating handpump, a sensor, containing a consumer-
grade IC-based accelerometer with a sampling frequency of 96 Hz, is attached to the
handpump handle positioned closest to the pump body, as shown in Figure and @,
without restricting the handle range of motion [80]. Long-term data collection sensors
were bolted to a fixed position inside the hollow handpump handle. The vibration sensor
records the resulting accelerometer data in three orthogonal dimensions related to the force
applied to the piezoelectric material of the accelerometer that is directly proportional to
the gravitational force applied during the movement of the handle. A five-second interval
of data from a pump in the working and non-working condition is shown in Figure -

. From this it appears that there are more vibrations present under normal handpump
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conditions in Figure than abnormal conditions in Figure .
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Figure 4.1: (a) A diagram showing the experimental set up of a vibration sensor attached
to a surface-mounted handpump and the relevant orthogonal axes of accelerometry with
a five-second interval of unprocessed accelerometer data of the same pump in a (b) nor-
mal and (c¢) abnormal condition in the X, Y, and Z dimensions (upper to lower plots,
respectively) for the same user.

Figure 4.2: Example installation of a data logger with a specific sensor-based novelty filter
version. The final placement is secured with bolts inside the handle.

Figure @ provides a look at the setting of some of the handpumps we visited as part of
this work. Our work often drew a small curious crowd and at those handpumps frequently
visited, we made many friends and sadly said goodbye to some during this study. On
every visit, we respectfully asked permission to use the handpump and sometimes had to

wait a long time for village elders to be tracked down and consulted.
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Figure 4.3: Behind the scenes snapshots of the various handpump locations we visited and
the remote villages in Kwale County where we lived for many months during the course
of this thesis in order to ensure we collect the required data. Handpump locations are
mapped here: https://goo.gl/VoOeFx.

4.1.2 Experimental Setting

The sampling strategy involved shortlisting suitable handpumps from the existing, albeit
dated, Kwale County water point database. Clusters of potential handpumps were selected
within a 1 to 2 km radius. Once shortlisted, a physical inspection during site visits could
determine the suitability of the handpumps. Many shortlisted handpumps were unsuitable
for data collection as the nearby community abandoned them after breaking down or drying
up. Conversely, given the duration of this study, some of these pumps were repaired and

included in later visits.

To ensure the data set represents sufficient variability in the pumping characteristics,
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we include recordings from different pumps and different users. The data set contains
recordings collected for both members of the project team as well as volunteers from the
local community at 48 different Afridev pumps across the county (with the geographical

locations mapped here: https://goo.gl/VoOeFx).

The well depth, as determined by the number of rods in the pump, ranges from
7 to 46 m, which is the full operating range of a standard Afridev pump. In the database,
50.4% of the recordings are from deep wells, operating at a depth of more than 25 m below
ground level, and the remaining from shallow wells, operating at a depth of less than 25 m
below ground level.
4.1.3 Fault Experiments
In addition to the 48 pumps sampled during the field visit, long-term data loggers con-
taining vibration sensors were installed at ten handpumps to track the deterioration of
handpump mechanics leading up to the breakdown event over time. Retrospective la-
belling of these data could prove challenging as it would rely on manual and sometimes
incomplete notes from the field mechanics. To mitigate the risk of missing failures or
labels, Dy was collected to ensure the data set contains a comprehensive representation

of many different failures.

By collaborating closely with a local Kenyan maintenance company, FundiFix, who
are responsible for handpump repairs in the study area, we were notified of any reported
failures. This collaboration gave us access to a valuable repository of data on known
handpump failures. We worked closely with the local mechanic to respond to failure reports
from the community, which provided examples of handpump abnormalities. Failures were
usually reported first thing in the morning when people arrived to collect their water for the

day. Over five months, we were often woken by a call from the mechanic at 5:30 AM to tend
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to broken handpumps in order to record data pre- and post-repair. Although this meant
we would not have recorded data for the deterioration of the handpump, we recognise that
this limitation was preferred over the alternative of fault-seeding experiments (in which

failures are artificially induced) as the data set is representative of real failures.

4.2 Data Labelling

The literature remains unclear about a unified definition for handpump functionality, as
discussed in section @, and currently there exists no standardised labelling system for
handpump conditions. As such, we propose a category of labels based on combined insights
from the literature summary in Table @ and in-depth interviews with several handpump
experts. The proposed labelling system considers the effect of mechanical performance on
normality and uses the short-term water quantity as a “snapshot” in time to label the
data, as shown in Table @ As per the binary definition of handpump “functionality”
in Chapter E, a handpump condition with normal water flow is labelled one and those
with no water flow are labelled zero. These are the condition labels used for the two-class

classification.

The state of a handpump can be determined by binary classification as the pump being
either functional (Y = 1) or non-functional (Y = 0). Thus, given input data, X, derived
from the accelerometer mounted on the handpump handle, the probability that the inputs
belong to the class (Y = 1) for the case when the handpump is functioning can be presented
as:

P(X) = P(Y =1|X) (4.1)

The data were labelled using notes collected during in-person, contemporaneous obser-

vations. This level of labelling is limited in that it allows for only two classes. It is clear
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Table 4.1: Description of the mechanical condition and short-term water quantity classi-
fication labels assigned to the recordings of each pump, where condition one represents a
functional or normal handpump and condition zero refers to a non-functional or abnormal
handpump. Water flow refers to a qualitative interpretation of the handpump condition.

Condition Description Water Flow Condition
Excellent working condition High 1
Noisy but working Average to Low 1
Dry borehole None 0
Rising main leak None 0
Broken U-seal None 0
Worn U-seal Average to low 1
Handpump body leaking Average to low 1
Worn bush bearing Average 1
Stiff handle Average 1
Other Average to low 1

that certain conditions, like those with average or low flow, are not entirely normal nor
entirely abnormal. However, for this thesis, it is assumed that the proposed labels are

adequately descriptive.

4.3 Kenya Original Database

In March 2016, the Kenya Original Database, D,, acquired short-term accelerometry data
from 28 different handpumps over two weeks using a commercially available logger. Each
recording is collected at 96 Hz for the duration required to fill a predefined water con-
tainer, normally 20 litres, and on average has a duration from 30 to 180 seconds. From
this database, which contains examples of all the labelled mechanical conditions across
28 pumps, a subset of the data were used to construct a training set for the sensor-based
novelty filter described in Chapter a Given that the data were collected over two weeks,
the data set contains very few examples of failure events (7.7 %), representing only three
of the failures types identified in Table [ll These include normal pumps in excellent
working condition and abnormal cases, including a dry borehole, a leak in the rising main

and a broken U-seal. This resulted in a M x N matrix, where M = 64 is the number
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of frequency bins per window and N = 9221 is the total number of windows across all

recordings in D,.

Balancing the data set is an important step that helps prevent bias in the model by
ensuring that one or more classes are not under-represented. Even though handpumps
break frequently, users tend to discontinue use after failure, which results in limited data
collection from broken handpumps while operated. To ensure the generalizability of the
model to previously-unseen data, it is important that the final data set includes the same
number of normal and abnormal points for each failure case as not to bias the results in
favour of either condition. As a result, the final data set, D, 3, contains N = 3036 windows
with equal-sized representation of normal and abnormal conditions, after sub-sampling the
larger class. D, was randomly subdivided into training and validation (D,p1) and test
(Dop2). Dop1 contains 2377 windows (78.3% of the balanced data) and D, o contains

659 windows (21.7% of the balanced data).

4.4 Kwale Failures Database

From February to June 2017, we acquired the largest database of real-time failures Dy using
a bespoke logger with the novelty filter on-board. Following the original investigation and
hardware design in Chapter B, a large-scale, long-term data collection campaign followed to
establish a database with more representative data identified during the early investigation
of this study. To understand the features and performance of various classifiers, the data
within set Dy were subdivided into groups depending on the handpump operating depth,
described in table @ The three proposed data sets (Dy,, Dg1, and Dg2) represent
typical scenarios for condition classification using a novelty filter designed for both inter-

and intra-handpump operation and deep- and shallow-operating handpump groups.

The first data set, D,,, represents a general inter-handpump system consisting of twelve



61 Chapter 4- Data Sets

Table 4.2: Overview of the three proposed handpump vibration data sets used in this
thesis.

Set  Description Range
D,, Eleven handpumps (both deep and shallow) 6-53m
Dg,1  Eight deep operating handpumps 33-54m

Dg,2 One deep operating handpump (broken pump rod) 54m

different handpumps of varying operating depths, ranging between 6 m to 53 m, and was
included to establish the baseline performance of a general classifier. The second data
set, Dgq 1, represents a deep-operating inter-handpump system consisting of eight different
handpumps operating at depths between 33 m to 54 m. The third data set, Dy 2, represents
a deep-operating intra-handpump system of one handpump operating at 54 m. Although
the implementation of a region-wide intra-handpump system is unfeasible, this data set
was selected to investigate the influence of different failure types, while controlling for the

handpump.

The failures database Dy contains recordings from eight different common handpump
failure types. As with D,, the data sets were balanced and randomly divided into a

training-and-validation set (80%) and a test set (20%).

Investigations from the previous database, D,, showed enhanced performance for data
containing shallow wells exclusively. It may be that the features of these wells are more
distinct since the physical location will be closer to the sensor than those in deeper wells.
Considering these findings and given that deep operating handpumps are more likely to
break due to the additional force required to lift the additional rods, the focus for our
extended data collection campaign was to prioritise data collection of failures from deeper
wells. Figure shows the disparity in the representation of deep and shallow wells

in the additional data set, where the majority of handpumps are deep wells. The depth



62 Chapter 4- Data Sets

range for shallow wells is 6-21m and 33-54m for deep wells. As with all the other data
sets and novelty detection in general, the failure class is under-represented in the data
set, shown in Figure . The abnormal class (C0) contains data from only two of the
eight handpumps, while the normal class (C1) has more than four times the number of
samples. This imbalance is often the case in health-monitoring problems where failures are
infrequent or result in the disuse. Finally, following the shortcoming of D, to include data
from deep operating pumps, which tend to break more often, this database Dy focused on

collecting more data from deeper wells, as shown in Figure .
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Figure 4.4: Overview of the representation of different handpumps in the data set grouped
by: (a) condition, where CO is abnormal and C1 is normal, and (b) depth of the well,
where shallow is < 25m and deep is > 25m. Each example is 128 samples, equivalent to
1.3 seconds of time-series data.

4.5 Kwale Long-Term Database

After June 2017, we selected sampling clusters of co-located handpumps for long-term
monitoring using the bespoke loggers, which continued until early 2019. Each cluster
consisted of three handpumps within a 1 km radius to control for variations in the shallow
aquifer feeding the wells. The D; data set contains ten handpumps fitted with permanent

loggers for 18 months. The performance and longevity of the bespoke loggers proved
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rather challenging under the operating conditions. The extreme heat and moisture in
this highly humid region meant that the sensor and other parts were sometimes operating
outside the recommended conditions, which resulted in malfunctioning of the equipment
in what seems random times. Of the ten handpump-mounted sensor systems, three needed
replacing during the long-term data collection campaign. Additionally, these data had to
be retrospectively labelled using the notes from the local maintenance company, which
means that the time and date of failure events are only approximate rather than exact.
Fortunately, given the insight gained from acquiring data set Dy, it was possible to label
the failure events with a sufficient level of certainty. The labelled events from this data set

were used to validate the distributed inference monitoring method proposed in Chapter E

4.6 Conclusion

This chapter presents the three handpump databases that were created and used in this
thesis: Kenya Original (D,), Kwale Failures (Dy), and Kwale Long-term (D). Since the
data collection happened in parallel to the analysis of this thesis, it was possible to amend
the sampling strategy as the research evolved. The databases include a broad subject
range from a vast geographical region to include different geological compositions for the
aquifers feeding the handpumps and also an accurate representation of the well-known

major failure types.

The Kenya Original database was balanced to create D, , representing 28 different
handpumps and three different failure types. It was used to train and validate the sensor-
based novelty filter on the bespoke logger used to collect the subsequent two databases.
The Kwale Failures database, Dy, was designed to collect data with more representation
from deeper wells and different failure types. It contained examples from eight different

failures types and was used to create three data sets, D,,, Dy 1, and Dg 2, based on the op-
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erating depth of the well. These data sets were used to design and validate the distributed
inference platform described in Chapter B Finally, the Kenya Long-term database con-
tains continuous usage data from ten handpumps over 18 months. This data set was used
to validate the early warning score from the distributed inference platform on real-world
data. Each of these databases contains waveforms from the three axes of the accelerometer
and accompanying timestamps. In addition, Dy and D; contain the novelty filter scores
for every 128 samples. The following chapters will describe how these data sets were used
to develop and validate the sensor-based novelty filter and the subsequent cloud-based

distributed inference system for the health monitoring of handpumps.



Chapter 5

Sensor-based Novelty Filtering

The previous chapters demonstrated the operational need for robust remote monitoring
of rural systems, given the unique operating environment and limited resources that make
monitoring these systems particularly challenging. An extensive review of the literature
provided an overview of the use of vibration monitoring in conventional remote condition
monitoring. It revealed that existing methods rely either on transmitting a large amount
of data from the sensor to be processed by a remote client-server or performs direct
classification by logic rules and thresholds. With the aim to develop affordable and scalable
predictive maintenance technologies for rural systems, the following chapters of this thesis
design, test, and validate a novel method for monitoring the condition of a rural node,

which can be implemented without the need for expensive hardware.

This chapter describes the development of a sensor-based technique to classify the
condition of the system by using a classifier embedded in the rural node to analyse the
different vibration features. This technique should be low in computational cost, because
(i) the CPUs onboard are usually small and (ii) preserve the battery. Such a system
should be sufficiently reliable, yet low-cost and scalable, to be deployed across entire
system networks in rural regions. The five sensor-based classifier techniques considered
are based on: logistic regressor (LR), naive Bayes classifier (NBC), decision trees (DT),

k-nearest neighbours (kNN) and neural networks (NN). These binary classifiers mapped
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the outcomes of the function as either “normal” or “abnormal”. The performance of the
techniques is compared to support vector machines (SVM) that are used as the gold
standard, assuming no hardware processing constraints. However, since these are all feed-
forward classifiers, generating informative features is essential. Thus, the first section of
this chapter will visualise the data, analyse the spectral data to investigate any structure
that may be present, select a suitable accelerometer axis and perform principal component
analysis (PCA) to select the best features. The final section of this chapter will compare

the performance of the different classifiers.

5.1 Lightweight Classifiers

Classifiers map the feature space to the correct label or category. The algorithms are
either discriminative classifiers, such as LR and SVM, that use the training data to learn
a mapping function which predicts the corresponding labels or generative classifiers, such
as naive Bayes, that model the joint probability of the input features and the labels. Some
classifiers construct the models before receiving new test data, known as eager learners,
while others defer the decision until the test query by storing the training data, known
as instance-based or lazy learning. Eager learners tend to require more time for learning
and less time for prediction; making them faster during prediction and thus ideal for
applications that require fast response times or offer limited memory during run-time.
To understand the other advantages and limitations of each, this section will review the
classifiers based on being eager or lazy.

5.1.1 Eager Learners

Eager learners construct a classification model using a given set of training data with the
main advantage being that this speeds up the classification of new test data. Although this

has the advantage of requiring less time for predicting, models have to commit to a single
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hypothesis to cover the entire instance space, which could make them less accurate than
lazy learners. Given that this meets the criteria for a sensor-based condition monitoring
system, four of the proposed methods are eager learners, including LR, NBC, DT and NN.
Logistic Regression

Logistic regression (LR) is a linear classification method used in statistics to categorise
the dichotomous dependent variable and predict the probability (0,1) of membership of
one class (e.g., true/false) in a two-class setting. In machine learning, LR can be used to
model the posterior probability of input variables, X, associated with a class by fitting
a linear model to the feature space. This approach is quick to train and very fast to
classify new records, making it suitable for applications with limited processing power and
bandwidth. A linear decision boundary restricts the natural probabilistic views of class
predictions; however, this does help to prevent over-fitting of the model and improve the

generalisability of the model.

LR can be formulated using the sigmoidal hypothesis function, p; = o(w’x;), to de-

termine the probability that a given example is of class 1 [181] where o is a sigmoid:

1

_ 5.1
s (5.1)

p(y = 1x,w) = Ber(ylo(w'x)) =

where o is a sigmoid and w is a set of weights assigned to each input feature, x,,. The
decision threshold, 7', is used to assign a given example to class 1 based on whether the
hypothesis function is greater than or less than 7. This will initially be set to T" = 0.5;

however, Chapter B will investigate dynamically adjusting the threshold.

The logistic function is a cumulative logistic distribution used to measure the relation-

ship between the dependent (output) variable and the independent (input) variables. The
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function assumes a logistic distribution of errors. Given that the dependent variable is cat-
egorical (binary), it follows that the conditional distribution y|x is a Bernoulli distribution

rather than a Gaussian distribution.

By using maximum likelihood estimation (MLE), we calculate the cross-entropy by

minimizing the negative log-likelihood (NLL):

N

NLL(w) = = " [yilog i + (1 = y:) log(1 — )] (5.2)
=1

where the gradient, g = >, (1; — y;)x; and Hessian, H = Y, p1;(1 — p;)x;zl. Given than
H is positive definite, NLL is convex with a unique global minimum which can be found

using gradient descent, 01 = 0 — N8y, for some learning rate, 7.

The coeflicients should be optimised to minimise the error in the predicted probabilities;
however, minimizing the NLL leads to over-fitting of the model as the predictions match
the truth. To discourage the weights from over-fitting to the data, large values in w
are penalised by adding the /5 regularisation term such that the new objective can be
described as:

f'(w) = NLL(w) + \w’w (5.3)

where A is a hyperparameter that governs the degree of regularisation. This results in the

new gradient, g'(w) = g(w) + 2Aw, and Hessian, H' (w) = H(w) + 2AL

The ¢5 regularisation is equivalent to placing a non-zero Gaussian prior on the feature
weightings from a Bayesian perspective.
Naive Bayes Classifier
The probabilistic naive Bayes classifier (NBC) algorithm is inspired by the Bayes Theorem,

P(clz) = M, and offers a simple, fast classifier based on the assumption that
P(x)
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predictors contribute equally and are independent. By deriving the maximum posterior
probability for the maximal P(C;|X) and applying the naive assumption that all variables
are conditionally independent for class-conditional distribution, p(x|y = ¢), such that the

NBC model can be described by [181]:

D
p(xly = c,0) = [ [ p(z;ly = c. 6;c) (5.4)
j=1

where the multivariate Bernoulli naive Bayes model is created in the case of binary clas-
sification by using the Bernoulli distribution, p(x|y = ¢, 0) = H]D:1 Ber(x;|pjc), and pje is

the probability that feature j is in class c.

As before, we use MLE to fit the NBC model. For binary classification where z;|y =

¢ Ber(6;.), the MLE can be described by:

= (5.5)

where N, is the number of class examples and NNj. is the number of class examples where

feature j turns on.

Even though predictors in real-world data are rarely entirely independent, NBC has
proven to work quite well in complicated real-world settings [182].
Classification and Regression Trees
Classification and regression trees (CART) is a non-parametric method that uses a se-
quence of decision rules inferred from prior data to categorise any new data. Features are
repeatedly split into binary subsets or nodes until no longer possible, where the terminal
node is assigned to one of the classes [183]. Each axis split creates a corresponding region,

R, that can be associated with a class label in each leaf to create a piecewise constant
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surface defined by [181]:

M
f(X) = E[y|x] wm]l(x € Rm) = Z wmgb(X;Vm) (5'6)
m=1

M=

where w,, is the class response for each of the m regions and v, captures the threshold

value and splitting variable from the root to the m’th leaf.

Splits are based on achieving the maximum information gain in order to minimize the

cost or node error, defined as the proportion of misclassified classes at that node [181]:

@memzl—frg (5.7)
€D

where D is the data in the leaf and the most probable class label is §. = argmax_7.. The
depth of the tree, T, is limited in order to prevent overfitting [184]. The tree-like structure
of the model makes it very intuitive to interpret.

Feedforward Neural Network

Neural networks (NN) are parameterised models that are optimised through continuous
learning and based on the universal approximation theorem. A series of logistic regression
models is known as feedforward neural network or multi-layer perceptron (MLP) [185].
For a neural network with a single hidden layer, one input layer, and one output layer,
forward-propagation is used to calculate the output, 7, of each layer for a given input, X,
such that:

g = Al = (2P (5.8)

where the intermediary output of the first hidden layer, ZIl = WX + b1l such that

the final output of the first hidden layer be Al = ¢(Z[1) and the sigmoid activation
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1

TFe=z The intermediary output of the output layer can be defined as

function is o(x) =
ZPR = wllAM 1+ Bl W is the randomly initialised weight associated with the neuron

and b is the bias associated with the neuron, initialised as zero. Finally, gradient descent

is used to maximise the logistic regression log likelihood [186]:
L(W,b) = Z Dog al?l® 4 (1 — y D) log(1 — aP®)) (5.9)

Also known as training the neural network.

5.1.2 Lazy Learners

Lazy learners are algorithms that require little or no training time since they defer pro-
cessing until after the query. As such, these are also known as memory-based or instance-
based classifiers since they store the training data until the instance inference is required
to generalise the data, rather than learn any model. Although these learners require more
time to predict, the overall accuracy can often be higher than eager learners since this
method tends to use an enriched hypotheses space rather than selecting a single hypothe-
sis. Although the memory requirement of lazy learners makes them unsuitable for onboard
processing, we include one lazy learner for reference.

K-Nearest Neighbours

K-Nearest Neighbours (k-NN) is a non-parametric classifier that determines the object
of the class based on the majority vote of its k nearest neighbours, where instances are
represented in the Euclidean space. The approach is rather straightforward as the input
variables are the features used to classify each object [187]. The K points in the training

set that are nearest to the input, x, are counted as members of the class in this set such
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that [181]:

1
€Nk (x,D)
where Ng(x,D) are the indices of the points, K and the indicator function is used to

determine the probabilities for this distance metric:

1 if e is true
1(e) = (5.11)

0 if e is false

This approach is robust to noisy training data but has a high computation cost since
voting takes place at run-time [188].
5.1.3 Classifier Comparison
The LR model can easily be updated with new data when using the online gradient descent
method and is not impacted by the correlation between the features. The probabilistic
framework allows the classification threshold to be dynamically adjusted or choose not to

classify at all when the classifier is unsure based on the calculated confidence intervals.

NBC assumes conditional independence between features and therefore requires very
little training data to converge, especially in cases when the naive Bayes conditional inde-
pendence is true. The assumption of independence allows each distribution to be estimated
as a one-dimensional distribution, which can help overcome the curse of dimensionality in
many cases. However, this over-simplified assumption of independence is also the main
disadvantage as the classifier is unable to learn interaction between features, which often

makes it a very poor estimator.

CARTs are very intuitive and easy to interpret. Given their non-parametric nature, the

models tend to perform well even when presented with outliers. The main disadvantage



73 Chapter 5— Sensor-based Novelty Filtering

of the decision tree is that this approach would not allow online learning, but instead

requires re-learning whenever presented with new data.

Although NNs tend to outperform most machine learning algorithms, the “black-box”
nature of the process means it is not very well suited for applications where interpretability
is a priority. NNs perform better when trained with more data points; however, training
these is computationally intensive and thus not able to retrain on the embedded system.
Wide NNs can perform sufficiently well to approximate any function; however, these are

not widely generalisable.

All these algorithms are fast to train and feasible to implement on an embedded system
with limited processing capabilities and power constraints. In the results section of this
chapter, the performance of each method will be compared using the selected data set
before proceeding to discuss the final selection, taking into account the advantages and

limitations of each method highlighted here.

5.2 Heavyweight Classifier

We use the support vector machine as a comparison to the proposed lightweight methods.
5.2.1 Support Vector Machines

The support vector machine (SVM) is a classification algorithm used to recognise patterns
for analysis by forming a decision boundary in some feature space [189, 190]. The hyper-
plane is optimised to maximise the margin between the data points near the boundary
in high-dimensional feature space in which the decision boundary is linear [191]. The
kernel trick can enable the classification with a maximum-margin hyperplane in some

high-dimensional feature space, F' [192, 193], with a set of labels ¢;...0n, ¢ € {—1,1}.

The classifying SVM estimates the value of the hyperplane, y(x,), at each of the



74 Chapter 5— Sensor-based Novelty Filtering

training points, X,, such that the linear hyperplane is of the form [194, 195]:

Y(xp) =Xp-W+Db (5.12)

where w is the support vector weights and b is the bias. The distance between each data

ly(xn)|

Tl - For the case where the classes of data are

point and the hyperplane is described as

linearly separable in X, this decision boundary is defined by y,(w’x, +b) > 1.

Given that “real-world” data are not always noise-free or linearly separable, a soft-
margin SVM can allow mislabelled data while still maximising the margin. The “slack
variable”, &,, measures the degree of misclassification and is introduced such that
yn(Wwix, +b) >1—¢, for € > 0. If the data point, x,, lies on or within the correct
boundary then &, = 0, otherwise &, = |¢;, — y(x,,)|.- The cost hyperparameter, C, is intro-
duced to penalise misclassification and acts as a trade-off parameter of the model between
the margin size and the amount of error tolerated in training. The value of C as a penalty
factor is analogous to a regularisation parameter and plays an important role in the fitting
of the model. A large value C for non-separable points will over-fit while a low penalty
will result in under-fitting of the model since decision boundaries are more slowly-varying

in the feature space, with less curvature.

The hyperparameters of the soft margin SVM are optimised by minimising the primal

form of the classifier:

1 N
fow) =5 WP +C) & (5.13)
n=1

where minimising || w || is equivalent to maximising the distance between the hyperplane
and the closest data point, written as || w || ~1. K-fold cross-validation is used to find the

optimal combination of the slack variable, £, and kernel parameter, C, which will result in



75 Chapter 5— Sensor-based Novelty Filtering

high accuracy without over- or under-fitting of the model.

In order to use the “kernel trick” to project data into a high-dimensional space where

two classes may be linearly separable, the primal form is considered in the dual form:

N

N N
1
fla) = Z =5 Z ajakfjﬁkxjrxkfor 0<a; <Cand Zai& =0 (5.14)
i=1 k=1 i=1

where « is another vector of weights, with w = Ef\; 1 ailix;. A kernel function, describing
the features in relation to each other, is used rather than the actual features vectors that
define each x,,. The most commonly used kernel, the Gaussian radial basis function (RBF)

kernel, interprets the similarity between two points and can be described as:

k(x,x') = exp (-”X_XIHZ) (5.15)

202

Implementation was performed in MATLAB using the public open-source LIBSVM envi-

ronment [196].

5.3 Method

5.3.1 Onboard Pre-processing

Pre-processing includes several steps to prepare the data for feature extraction and ensure
hardware compatibility. Time-domain recordings are transformed to generate frequency-
domain features that model handpump conditions, where the mechanical failures are most
likely to be obvious in the frequency domain [197, 198]. In the following section, we
describe the steps taken to convert the time signal to the frequency domain. Since these
steps are performed onboard the embedded system, wherever applicable, this section will

also discuss the steps taken to overcome the limitations imposed by such a system.
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(1) Vectorisation

Each recording is summarised by a shape vector x to describe the underlying sinusoidal
waveform. Each vector consists of a set of points (t,x) = (t;,z;)Y.;, which represent the
measured gravitational force z; at time t; such that X = [x(i)1, 2(i)2, x(i)3] for each or-
thogonal axis of the accelerometer. The signal waveform contains vibration noise such that
each x = f(t) +n, where f(t) is the function describing the underlying periodic waveform
of the pumping motion and 7 is the noise in the signal. Unlike other signal processing
applications which assume the noise to be independent of the signal, the heteroscedastic
nature of the noise is shown in Figure El!, where the signal appears to have more noise
on the downward turn of the curve in the Y-axis and similarly on the upward turn of the
curve in the Z-direction when compared to rest of the signal.

(2) Peak and Trough Detection

After creating the shape vector for the waveform of each recording, the first pre-processing
step was to extract the peaks and troughs of the pumping waveform and use them to
perform a subsequent assessment of data integrity. For waveforms on the Y- and Z-axes, we
chose periods with a difference of At > 0.25 s between peaks and troughs and At > 0.015
s for the signal measured in the X-direction. This removes any motion detected not
associated with the regular use of the handpump, such as removing the handle in the case
of repairs or children playing on the handpump.

(3) Filtering

The second pre-processing step was to filter each unique vibration waveform in order to
separate the underlying waveform from the vibration noise. Each waveform is filtered
using a phase-corrected 4-point moving average finite impulse response (FIR) filter to

represent the shape of the recording, which we remove from the original signal. Trail-
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and-error optimised the window size by minimising the length to retain the detail in the
signal while maximising the window to smooth the filtering. This process acts as a high-
pass filter (HPF) to remove the low-frequency components associated with the pumping
tempo that is not indicative of handpump failure, and which retains an estimate of the
fast-moving trend components of the noisy vibrations. We hypothesise that changes in
pump conditions are not affected by the component of the signal caused by the relative

low-frequency motion of the user moving the pump handle.

A moving average filter is easy to implement, making it suitable to use on resource-
constrained hardware applications. The filter calculates the average of several points from

the input signal such that each point of the output signal, y, is calculated as [199]:

g

y[i]:% > ali+J] (5.16)

J

I
o

where x is the input signal and M is the number of points used in the moving average.

The moving average of the training data was used to filter the test data as well. This
ensures that the testing process closely simulates the onboard processing performed on
the embedded system. This simple FIR filter will allow continuous filtering in real-time.
Figure E! shows an example of the output of the filtering step by comparing the un-
processed pumping waveform (red), the low-passed moving average (black), and the final
high-passed output of the vibrations (blue).

(4) Data Integrity Verification
In addition to pre-processing, we implemented vital steps to ensure that all unsuitable
or low-quality windows were discarded. A waveform that varies significantly could, for

example, indicate unusual use of the pumps, such as children playing with the handle or
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Figure 5.1: A six-second interval of the final output of the pre-processing steps for the
Y-axis accelerometry data.

dissembling of the system during maintenance or repair.

The first data verification step was to verify that the data vectors contained non-zero
values. The second step was to clip the recordings by removing the first and last periods

of each recording to ensure only full waveforms are included.

Next was to identify recordings with irregular or abnormal pumping rates. A typical
user settles at a natural pumping rate of 0.5 Hz to 1 Hz (1 to 2 seconds/stroke). The period,
calculated as the time between subsequent troughs, was used to evaluate the pumping rate
during regular use. We removed waveform periods that were 1.5 times larger or smaller

than the median period.

The last data verification step was to identify a full pump stroke, which is a deviation
in the pump handle of at least +25° above the horizontal and at least —15° below the
horizontal (parallel to the ground). Periods of incomplete pump strokes were removed.
(5) Fast-Fourier Transforms
The final pre-processing step was to convert the time-series signal to the frequency domain.
The fast Fourier transform (FFT) is commonly used in signal processing to decompose

a time-based signal into a sum of sinusoidal basis functions. The output of the trans-
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formation is used to describe the frequency content within a time-series waveform [200].
The most common implementation of the Discrete Fourier transform, X, for a discrete

time-signal x,, will be used in this thesis and defined as:

N-1 mk
X = Z Ty €XP {—ZWiN} (5.17)

m=0

where k denotes the frequency domain ordinal and m represents the time-domain ordinal.

N is the number of samples to be transformed.

To perform FFT on the waveforms used in this thesis, 1.3 s windows are created from
each recording with a 50% overlap. This creates 128 samples per window, transformed
to 64 frequency components with a resolution of 0.75 Hz per component for a sampling
frequency of 96 Hz. Figure @ shows that high-pass filtering removes the underlying
periodic trend of the signal associated with the pumping tempo. As a result, the finite
window of the non-periodic signal will result in a truncated waveform with discontinu-
ous endpoints (“edge effects”), which appear as high-frequency components in the FFT
not present in the original continuous-time signal [201, 202], known as spectral leakage.
Windowing can reduce this effect by reducing the amplitudes of the discontinuities at the
boundaries of each finite window. A 128-point Hamming window function was therefore
applied to each of the 128-sample windows in the time-domain. The final result after FFT
is a 128-point feature vector with 64 frequency components per window, up to the Nyquist
rate, fy = 48 Hz.

5.3.2 Embedded System Considerations
To ensure the model is suitable for implementation within the available hardware and

to limit the use of resources (such as battery life and data-transmission), we took two
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additional steps.

(1) Handling Floating Point Values

First, the original floating-point values were scaled by a factor of 10% to convert the values
to fixed-point representation, which is easier and quicker to store and process when using
an embedded microprocessor.

(2) High-pass Filter

The high-pass filtering step performed as part of the pre-processing in section , was
done due to system constraints. The HPF of the signal was calculated by subtracting the
low-pass filtered signal from the original signal, where the low-pass filter is approximated
by the moving average, a simple step that could be implemented on the limited system.
(3) Sampling Resolution

Sub-sampling the recorded signal reduces the sampling rate, F, in order to reduce the
data rate and size of the data. This was considered to optimise resources on the embed-
ded system and to ensure compatibility with the hardware constraints of the embedded
microprocessor. However, the initial analysis of the spectral data showed high intensities
in the 20 to 30 Hz band for some abnormal cases. Thus, downsampling by a factor of
two on the signal sampled initially at 96 Hz (to 48 Hz) would only allow analysis up to
the Nyquist rate of 24 Hz, which could negatively affect our subsequent spectral analysis.
The signal above 24 Hz would appear as an artefactual “alias” below 24 Hz, potentially

confounding the analysis.

It was shown, however, that a frequency resolution of 0.75 Hz per component offered
the same level of detail than that of a finer resolution of 0.375 Hz per component. Given
the resource constraints of the embedded system, it was deemed more favourable to opt

for a coarser resolution without the loss of information.
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5.3.3 Train-Test

In machine learning, it is standard methodology to hold out some subset of the data to
be used as unseen data to test the trained model and evaluate the ability of the model
to generalise “out-of-sample”. Thus, 20% of the data set was held out to remain unseen
for testing the final model. In each train-test set, the data set is balanced such that it
contains the same number of normal and abnormal examples. Figure @ shows a flow

diagram of the train-test method for the classifier that was used in this thesis.

Each feature vector in the training data are normalised by subtracting the mean of the
training set and then dividing by the standard deviation. The test data are normalised

by using the same mean and standard deviation values from the training data.

For those classifiers, such as LR and DT, that have no hyperparameters to control model
flexibility, there is no validation step (e.g., 10-fold cross-validation) required to optimise
its parameters. Hyperparameters of the SVM (cost parameter, C, and slack variable, &),
kNN (numbers of neighbours, k) and NN (learning rate) models were optimised using
cross-validation (CV). K-fold CV was used to partition the available balanced data set,
Dy, into K subset “folds” [203], where K = 5 as commonly used in machine learning. Each
data point in the set is randomly assigned to a subset such that the subsets are of equal
size. The final accuracy score of the trained models is the average of K outcomes using
unseen data. In the case of SVM, grid search was used on each fold to find the optimum
combination of the two hyperparameters.

5.3.4 Model Evaluation
The performance of the classification models was evaluated based on the accuracy and
the robustness measures defined in this section. Given the trade-off between accuracy and

speed of the proposed classifier methods, the sensitivity and specificity are also considered.
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Figure 5.2: A flow diagram of the classifier’s validation process shows that both train and
test sets are balanced before the test data evaluate the classifier’s performance to identify
the handpump as either “normal” or “abnormal”.

In this thesis, the classifier accuracy is defined by how well the model can detect deterio-
ration in the system’s health during operation by assessing the quality of the vibrations.

Accuracy Measures

A true positive (TP) is an instance when the model correctly labels the system as abnormal
(broken) in the case of a failure, and a false positive (FP) is an instance when the model
incorrectly labels the system as abnormal (broken handpump) in the case of functioning
handpump. Inversely, any instances the model labels as normal (functioning handpump)
when the system is working are called true negative (FN) or false negative (FN) when
failure cases are labelled as functioning by the model. Using these classes, the classification

accuracy (Acc) of the model can be defined as:
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TP+TN

Acc =
“TTPYFP+FN+TN

(5.18)

Specificity and sensitivity values describe the proportion of cases that are correctly clas-
sified within all the negative and positive cases, respectively. Specificity (Spec) is defined

as:

TN

—_— 1
TN+ FP (5.19)

Spec =

Similarly, sensitivity (sens) or true positive rate (TPR) is also known as the recall and
can be defined as:
TP

= _—— 2
Sens TP EN (5.20)

Precision, also known as the positive predictive value, describes the proportion of positive

cases that were correctly identified and can be defined as:

TP

P=—— 21
" TP+ FP (5.21)

The receiver operating characteristic (ROC) is used to compare the performance of the
proposed classifier for different feature vectors to verify condition monitoring reliability.
This metric compares the actual and predicted output for each class. For the case of a
two-class classifier, the outcomes are either labelled as positive (normal), p, or negative

(abnormal), n.

The true positive rate (TPR), or sensitivity, of a classifier is defined in Eq. . The

false positive rate (FPR), or fall-out, is defined to be the probability of a false alarm such
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that 1 — Spec and is defined by:

rpP

FPR=———
R=tprrN

(5.22)

The ROC curve is defined as the plot of Sensitivity vs (1 - Specificity) for all possible
combinations of some threshold or operating point, 0. A diagonal line joining the left-
bottom corner and the right-top corner of such a plot is equivalent to random guessing,
such that area under the curve AUC = 0.5. Minimising the loss function, L, can optimise

the operating point for this curve such that:

L(0) = v(1 — Sens(0)) + (1 — v)Spec(o) (5.23)

where the cost of false negatives are represented by v such that v = 0.5 when the equal
relative importance of FP and FN are assumed. Optimising the area under the ROC
(AUC) will maximise failure detection while simultaneously minimising false alarms, which
can be costly in real-life. Missed alarms can be costly as vulnerable communities may
be without a reliable potable water source. Similarly, false alarms increase the cost of
the maintenance service company when sending a team member to repair a functioning
handpump. In the ideal case, the classifier would be very sensitive (TPR = 1) with no
false alarms (FPR = 0).

Robustness Measures

To ensure the robustness of the model, the accuracy metrics described above were de-
termined using unseen test data and taken as the median of 50 iterations using different
randomly selected balanced training sets. The variability in performance between sub-

sequent iterations was measured by observing the interquartile range, IQR = Q3 — Q1,
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of the accuracy scores and found to be negligible (less than 0.02) in most models. After
establishing that no major outliers influence IQR, the standard deviation for all iterations

was reported along with the mean, such that:

Zﬁ\; (xz — )2 (5.24)

where x is the accuracy metric reported and N is the number of iterations.

5.4 Results

When using “lightweight” classification methods, feature selection is a crucial step to
ensure the performance of the classifier. Selecting a large number of features may improve
prediction accuracy; however, this often leads to over-fitting and makes the model difficult
to interpret. Conversely, using a low number of features will reduce the risk of over-
fitting and make the model easier to interpret but could lead to reduced overall prediction
accuracy. There are various methods available to rank the importance of features or reduce
the dimensionality; however, interpretability of the model is a priority at this early stage of
the project to ensure an in-depth understanding of the performance of any selected model
used as the foundation for ongoing work. As such, the results will begin with a thorough
analysis and visual inspection of the data to guide common sense and intuition for any
future design choices. It will then use PCA to reduce the number of features, before finally
investigating the performance of the proposed classifiers on different feature subsets.
5.4.1 Visualisation of Data

Visualisation is a powerful tool to analyse a data set by visually considering a summary of
the main characteristics of different pump types, operating conditions, and failures. This

is performed by reducing the data dimensionality into a “latent space” while aiming to
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preserve the structure of the data in the original (higher-dimensional) data space.
Sammon’s Mapping
One such tool, Sammon’s mapping, is a non-linear transformation that tries to conserve
the original structure by minimising the distance, in this case Euclidean, between each
pair of points in the original multi-dimensional data space in the two-dimensional latent
space [204]. Sammon’s mapping presents a measure of how well the result represents the
structure in the original data set, rather than providing a function that represents the
transformation itself. The Sammon stress metric provides a measure of the quality of the
transformed data set as the difference between the original and transformed structure:
(df; — dij)®

1
Esam = " ”
Zi<j [dij] Z dij

1<j

(5.25)

where dj; is the distance between two points ¢ and j in the original latent space and d;; is

the distance in the low-dimensional space.

Sammon’s mapping was used to project the feature vectors, corresponding to each
FFT 128-component window extracted from the accelerometry data of the handle, in 2
dimensions for visual inspection. The most relevant Sammon’s mapping result is shown in
Figure @ Four groups are coloured in this figure: (i) normal working handpumps (dark
blue) and broken handpumps with three common failures, including (ii) dry borehole

(green), (iii) leak in the rising main (orange), and (iv) broken U-seal (light blue).

The resulting projection shows that “abnormal” classes for specific failure types in-
termix with the “normal” class. However, classes of individual abnormal conditions form
separate clusters. The projected points of the abnormal classes form tight clusters, respec-

tively, indicating that their shape vectors are very similar. It appears that the presence
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Figure 5.3: Sammon’s mapping projection of 128-D feature vectors for handpump vibra-
tions on the Y-axis. Clusters show different handpump conditions: (i) normal (dark blue),
(ii) dry borehole (green), (iii) leak in the rising main (orange), and (iv) broken U-seal
(light blue).

or absence of water in the system for normal and abnormal classes separate into distinct
clusters when projecting the feature vectors. Although all three these failures result in the
handpump not drawing water from the borehole, the main discriminating factor between
these is the location at which each occurs, with the broken seal furthest from the sensor.
Based on this analysis, we investigate the influence of the operating depth of the system,

which will be discussed in section .

Figure @ shows the patterns projected for individual pumps, where each of the 28
sub-plots highlights a single normal operating handpump in the data set. The spread
of tight clusters for individual pumps show the apparent variability that occurs across
individual pumps of the same type. Some level of deviation from the normal is expected
in most systems and is especially common in vibrating systems that, as was illustrated
in Figure @, require some time before reaching the signature frequency spectrum during
run-time. This state of increased vibration can occur either immediately before a failure

or immediately after a repair.
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Figure 5.4: Projection of 128-D feature vectors for handpump vibrations on the Y-axis
grouped by individual pump across all normal recordings in this data set. In each plot,
the feature of a different individual pump is highlighted in red.

5.4.2 Analysis of Spectral Data

For each frequency component, the corresponding power in the vibration signal is known
as the power spectral density. The power spectral density of the accelerometry waveform is
calculated using the FFT by multiplying each frequency bin by its corresponding complex
conjugate to determine the real spectrum amplitude in ¢? and normalising the amplitude
to the frequency bin width to achieve the unit of g?/Hz. The power spectral density of a

signal can be defined by:

oo
Pro (W)= Y 1o () 37 (5.26)
T=—00
where Py, (w) is the energy present in the signal, 7 is the sample displacements, 75, is a

auto-correlation sequence of several signals or in the signal itself from a random sequence

to identify patterns in the signal.

The normalised spectral bands are used to compare vibration levels in different signals,

irrespective of the length, and those bands with the largest magnitude are considered to
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have the most interesting vibration content.

As part of the preliminary analysis of the original data set, a series of FFTs are used
to represent approximations of the power spectral density of the handpump vibration for
the accelerometer sensor output. A spectrogram illustrates how the spectrum changes in
the frequency domain over time. The spectral data are then analysed to investigate the
effect of the weight in the system and the speed of pumping; we hypothesised that these
are the two main contributing factors to creating vibrations in the system.

(1) Effect of Weight in the System

Two factors determine the weight inside the handpump system being lifting with each
pump stroke: (1) the number of rods in the pump determined by the operating depth and
(2) the presence or absence of water determined by the condition of the system.

Depth: Number of Rods

The depth of the borehole determines the number of rods in the pump, connecting the
handle and the plunger just above the foot valve. Each rod used in an Afridev handpump
is 3 metres in length and made of either mild or stainless steel. Although stainless steel is
recommended to ensure the handpump is more resistant to corrosion, mild steel is more
often used during installation and later maintenance due to the lower upfront cost. In
addition to the rods, the plunger is connected to another one-metre rod. Thus, the typical
Afridev handpump has between 2 and 23 rods for an operating depth of 7 to 47 metres

below ground level.

In the data set considered, there was only one handpump that contained only stainless
steel rods, a small number that contained a mix of stainless and mild steel rods and the
majority contained only mild steel rods. Although mild steel is heavier than stainless

steel, it is treated as similar in this thesis (for simplification). Similarly, the weight of rods
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Figure 5.5: Projection of 128-D feature vectors for handpump vibrations on the Y-axis
grouped by the depth of the well according to the number of rods for deep (orange) and
shallow (blue) operating handpumps, respectively.

from the same material may vary slightly as some may be more worn out than others.
Instead, we assume that there is only a significant increase in weight in the system with

the addition of entire rods rather than the weight difference between different material

types.

The Sammon’s mapping representation of the feature vectors grouped according to the
well depth, as determined by the number of rods in the pump, is shown in Figure @ Two
groups are coloured in this figure: (i) deep wells (orange), operating at a depth greater
than 25 m or more than 7 rods, and (ii) shallow wells (blue), operating at a depth of less
than 25 m or fewer than 7 rods. From this projection, it appears there is some subset of
feature vectors that is unique to deep wells, while feature vectors from shallow pumps vary
more widely. The increased weight in deeper wells may contribute to the unique clustering

of these features.
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Normality: Water or No Water

For the spectra density of normal handpump conditions, distinct high-frequency compo-
nents appear to take a high energy, shown in Figures and for shallow and deep
wells, respectively. However, in the spectra density for abnormal handpump conditions
at the same pumps, shown in Figure and , these bands of high energy are less
pronounced than under normal operating conditions. This may suggest that an increase
in weight lifted by the system could intensify the vibration signatures measured by the

sensor in the handle.

Furthermore, when we compare the median amplitude of the magnitude of the spectra
of a shallow and deep operating handpump in Figures and , it can be seen that
these high energy bands vary depending on the depth at which the handpump is operating.
For a shallow handpump (a), operating at 15 m, this can be seen between approximately
22 and 30 Hz and for a deep handpump (b), operating at 47 m, this spectral band is visible
approximately between 30 and 37 Hz. This may be due to users applying less force on
the handle at shallower wells in order to lift the water from the well. From this, we can
conclude that the weight in the system, due to water and the number of rods, are essential
features to consider. Based on this analysis, we will continue to consider the difference in
deep and shallow operating wells.

(2) Effect of Pumping Speed

In essence, the handpump, while operated, is a rotating machine, where the handle is a
lever rotating around the fulcrum and changing direction between up- and down-strokes.
To investigate the effect of the speed at which a handpump operates, this section will

investigate the relationship between pumping characteristics and speed.

If the arc is defined as the angle of the handle away from a horizontal position, the
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Figure 5.6: Spectra (in dB) for normal pumping conditions for a (a) shallow well and
(b) deep well, and abnormal pumping conditions for a (c) shallow well and (d) deep well,
respectively. The median amplitude of the spectral data are shown in (e)-(f) for shallow
and deep, respectively. Distinct high-frequency components appear to take high energy
for normal handpumps operating in deep and shallow wells.
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maximum-recorded handle rotation above the horizontal is 61.3° and —34.5° below the
horizontal. For a full pump stroke with a median period of 1.1 seconds, the rotational speed
of the handle would then be 174.2 degrees/second. However, pump strokes vary by the sex
and height of the user. The median arc on the down-stroke (handle moves above horizontal)
is 25.3°, and the median arc on the up-stroke (handle moves below the horizontal) is
—15.5°. The median pumping speed across all recordings is 86.6 degrees/second, and the
maximum pumping speed is 264.5 degrees/sec, recorded as the median of the instantaneous

speed for each 128-sample window.

For the entire data set, D1, the probability of recorded speeds, along with fitted gamma
distributions (often used to model asymmetric distributions of speed for rotating machines
[74]), for normal (blue) and abnormal (red) conditions are shown in Figure . The fig-
ure shows that the distribution of speed is approximately gamma for both normal and
abnormal conditions, but reduced in distribution Gam(x|a,b), where a and b are location
and scale, for abnormal handpump conditions. The change observed in the probability
density function (pdf) of speed for normal (blue) and abnormal (red) handpump condi-
tions indicates that there is a slight increase in pumping speed under normal handpump
conditions. This may be due to the smoother operation of a fully functioning machine,

making it easier to move the handle at greater speeds.

Figure considers the influence of speed for the case where the data are grouped
according to a qualitative assessment of the water flow, such that abnormal handpumps are
those with (0) no water flow. In contrast, normal handpumps are grouped as (1) restricted,
(2) average, (3) good, or (4) excellent water flow, where, for consistency, these conditions
were labelled by the same observer during data collection. The probability density function

is approximately gamma and greatly reduced in location and shape for the case of restricted
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Figure 5.7: Histograms of pumping speed for (a) normal (blue) and abnormal (red) hand-
pump conditions and (b) sub-grouped according to varying water flows. The histograms
are approximately pdfs as they integrate to unity. Each set of histograms is fitted with
the maximum likelihood of gamma distributions.

and average flow when compared to good and excellent flow. We could consider the pdf of
abnormal handpumps with no water flow as a baseline between these two groups as there
is no weight in the pump at this point. For those handpumps with restricted or average
water flow, operating speed tends to be lower than the baseline while those handpumps
with good or excellent water flow are operated at speeds faster than the baseline. This
may suggest that the pumping speed may also be a function of the energy exerted or

motivation of the user attempting to extract water.

Figure @ considers a speed-based representation of the spectral data in Figure @,
based on work modelling jet engine vibration spectra [74]. The speed-frequency space is
quantised into Ny x Ny = 10 x 10 bins, where N; is the number of bin related to speed
and Ny is the number of bins related to frequency. The horizontal axis shows speed bins
ranging from 70 to 160 degrees/second as a percentage of the maximum. There appears to
be some variation for speed, particularly for the case of the deep well, but this could also
be a feature of a single person pumping at a different point in the speed range rather than

being a generalised characteristic of the speed-based vibration signatures. Based on this
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Figure 5.8: A speed-based representation of spectral data for normal pumping conditions
for (a) a shallow well and (b) a deep well, and abnormal pumping conditions for (c) a
shallow well and (d) a deep well, respectively. The speed-frequency space alone does not
provide sufficient evidence to support whether speed impacts the pumping characteristics.

preliminary data representation, there is insufficient evidence to support whether speed

affects the vibration of the handpump.
We cannot conclude from this alone if pumping characteristics depend on speed.

To further verify the effect of speed on the pumping characteristics of the diagnostic la-
bels, we consider the PDFs, shown in Figure @, for two groups labelled either as “shallow”
or “deep” for different depth thresholds to distinguish each group. The depth threshold

increases by increments of 3 m as each time the group is split according to the number
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Figure 5.9: Probability of pumping speed as a percentage of the maximum for varying
the depth at which we classify the well, defined by the number of rods in the system, for
shallow (blue) and deep (yellow), respectively.

of pumping rods present. For depths less than 21 m, it appears that distributions are
reduced in shape for those pumps labelled as deep. However, at a depth of approximately
25 m, there is no difference in the distribution of pumping speeds for the two groups. As
such, any handpump operating at a depth of less than 25 m is grouped as “shallow” and
handpumps operating at a depth greater than 25 m are grouped as “deep”. From this
analysis, we conclude that the proposed grouping should be sufficient to control for any
variation due to pumping speeds between handpumps operating at different depths.
5.4.3 Accelerometer Axis Selection

The accelerometer provides three data channels; one for each of the three orthogonal axes
of the gyroscope and aligned with the handle of the handpump previously shown in Figure
. The data from each axis could either be used separately or in combination with one

or both of the other two axes. In signal processing, the simplest method to combine a data
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stream is the Euclidean norm that computes the sum of squares such that a combination

of all three axes would be, X923 = \/x% + x% + x%

To determine which input would be the most beneficial, Figure compares the AUC
of a simple LR classifier for each axis input, using the seven different combinations shown
in Table @ It appears that axes Y and Z combined provides the best classification
performance. However, given the orientation of these two axes being perpendicular and
parallel to the handle, respectively, it might be that the pre-processing favoured these
two axes during HPF or it could be that the X-axis does not contain valuable vibration

signatures.

From this analysis, it is unclear if one combination is superior to the others given the
data set, Di. A larger data set could help to determine the correct combination. Since all
the combinations performed sufficiently well, no single combination would be detrimental
to the investigation; in fact, correctly identifying the optimal axes at a later stage using a
more extensive data set could only improve future results. As such, for simplicity Y-axis
will be used in the ongoing analysis.

5.4.4 Feature Selection

Feature selection is used to reduce the dimensionality of the data set by selecting a par-
simonious representation, such that classification accuracy is improved while storing a
reduced summary of the data. The choice of feature vectors hinges on prior knowledge of

the system obtained during the investigation earlier in this chapter.

Feature vectors of 20 points (or frequency components) were extracted from the original
data set, D;. Feature vector F'Vj is the original feature vector with 64 samples and is
included as the gold standard to evaluate the performance when selecting a subset of

these features. For feature vectors F'V; — FV3, frequency components with indices in
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Figure 5.10: The ROC plot comparing the
proposed LR classifier’s performance for dif-

ferent axes of the accelerometer shows that Table 5.1: Comparison of the AUC
combining all three accelerometer axes does and standard deviation for LR clas-
not provide additional information. Instead, sifier output for the three accelerom-
a single axis can provide acceptable perfor- eter axes (Y, X, and Z), individually
mance while preserving processing power. and combined.

the range from 3 to 64 (corresponding to frequencies of 2.25 to 48 Hz) were sampled
step-wise in 3 equal-sized intervals for the lower, middle, and upper range, respectively.
Feature vector F'Vy is constructed by uniformly sampling across the entire frequency range.
F'V5 selects the 20 frequency components with the greatest absolute difference between
the median power spectra of normal and abnormal handpump conditions. Finally, F'Vg
randomly selects 20 frequency components across the entire frequency range in bins 3 to
64. Definitions of the feature vectors are described in Table @, along with the respective

bin index and frequency range.

The first three frequency components, equivalent to 0 - 2.25 Hz, were not considered
for the construction of features F'V; to F'Vj in order to avoid dominant vibration features
within the median pumping frequency (associated with the manual operation of the pump)
of 1.1 Hz. Figure @ showed that the moving average filter is not successful in removing all

the frequency components in the lower range, and as such, it was decided not to consider
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Table 5.2: Feature vectors F'V = {FV;} extracted from the frequency domain of the
data set Di. The notation [i : j : k| describes a regularly shaped vector such that
[j,j+i,j +2i,....7 +m x i, where m = 20 = ¥~

7

Description Freq. Bin Index Freq. (Hz)
FVv, Full range [1:1:64] [0.75:0.75:48]
Fvy Lower range [4:1:23] [3:0.75:17.25]
FV, Mid range [24:1:43] [18:0.75:32.25]
FVy Upper range [44:1:63] [33:0.75:47.25]
FV, Uniformly sampled [3:3:60] [2.25:2.25:45]
FVs Hand-picked [11,26:1:36, 45:1:51,53]  [8.25,19.5:0.75:27,

33.75:0.75:38.25,39.75]
FVs Randomly selected

these frequency bins.

Principal Component Analysis

Principal component analysis (PCA) is another statistical analysis tool used to reduce the
dimensionality of a data set by transforming {zn,1...zn,p} to {27, 1...7;, 3, } Where M < D.
The first principal component (PC) encompasses the maximum variance to describe all
the observations in the data [205]. By simplifying complex data in this way, it is possible
to observe the underlying hidden structure in the parsimonious form when considering
the dominant principal components. Each succeeding PC accounts for as much of the

remaining variability and is orthogonal to all the previous PCs.

The respective PCs can be mathematically solved either via the maximal variance
formulation or the minimum-error formulation [205]. In this work, the maximal variance
formulation was used where the first PC is selected to such that it accounts for as much
variability in the data as possible. Each subsequent PC is then selected to optimise the
maximal variance in the data while it is: (1) orthogonal to all other PCs, and (2) the
number of PCs does not exceed the dimensionality of the original data set. If the variance
between a set of observations, x,,, is maximised when projected onto a D-dimensional unit

vector, uy, where ulu{ =1, then u; is the first PC. In order to maximise the variance of
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the projected data, x,,, the covariance matrix, S, is defined by [205]:

1 . AT
S=+ Z_:l(xn — %)(x, — X) (5.27)
where x is the sample set defined by:
N
x= > xn (5.28)
n—1

The first PC is found by maximising the variance ul Su; with respect to uy, given that

|u1| < oco. The Lagrange multiplier, A1, is used to enforce this constraint by maximizing:

uf Su; — A\ (1 —uyud) (5.29)

The derivative of this equation with respect to u; at the zero-crossing will result in:

Su1 = )\1111 (5.30)

which can also be written as:

u{Sul = )\1 (5'31)

Equation shows that the variance is optimised when u; is equivalent to the eigenvector

with the largest eigenvalue, ;.

PCA was used to analyse the selected feature vectors visually. The resulting projections
of the first two principal components from each 20-D feature vector are shown in Figure
(a)—(f). In all cases, the selected features perform well in explaining variability in the

data. Inter-mixing of “normal” and “abnormal” conditions is seen across all the proposed
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feature vectors. Some clustering of specific conditions can be seen in Figure and

H.111.

A similar projection from each feature grouped by the operating depth of the handpump

is shown in Figure . For the case of shallow operating pumps, separate clusters of blue

and green appear in Figure l5.12d|, L’).le and I5.121i. For the case of deep operating pumps,

similar clusters of black and red points are seen in Figure , , and .
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Figure 5.11: Projection of 20-D feature vectors for handpump vibrations on the Y-axis:

(a) FVi; (b) FVa; (c) FVs; (d) FVy; (e) FVs; and (f) FVg. Labels are shown in Table @

Symbol Description
Black ¢  Normal Train
Red &  Abnormal Train
Black A Normal Test
Red A Abnormal Test

Table 5.3: PCA labels within visualisation of normal and abnormal handpump conditions
in Figure .
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Figure 5.12: Projection of 20-D feature vectors for handpump vibrations on the Y-axis:
(a) FVi; (b) FVa; (c) FVs; (d) FVy; (e) F'Vs; and (f) F'Vg. Labels are shown in Table @

Symbol

Description

Black *
Red O
Green A
Blue +

Deep Normal
Deep Abnormal
Shallow Normal
Shallow Abnormal

Table 5.4: PCA labels within visualisation of normal and abnormal handpump conditions
for different operating depth: (a) deep (46 m) and (b) shallow (15 m).
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In both cases, it appears that FFT bins across the entire frequency range are essential
to capture variability in the data. Further investigation will verify this work with larger
data sets.

5.4.5 Classifier Performance

This section analyses the performance of classifying the handpump condition using the
different vibration features that were proposed in the previous section. The section begins
by comparing the performance of binary classifiers to map the outcomes of the function
as either one (abnormal) or zero (normal) when considering the various sets of feature
vectors F'V; to F'Vg using the entire data set, D;. The SVM is used as the gold standard
to assess the performance of a logistic regressor (LR) classifier, assuming no hardware
processing constraints. Based on this analysis, the optimal feature vectors are selected and
used to investigate the influence on the classifier performance when considering subsets of
data, Dgeep and Dgpajiow, based on the operating depths of the pumps within each group.
Finally, this section concludes with a comparison of the five proposed simple classifiers
given the selected axes, feature vectors, and mixed data set containing both deep and

shallow handpump data.

Figure shows the ROC plot for the LR classifier trained using the different feature
vectors, F'Vi — F'Vg, with the relevant results detailed in Table @ The reduction in the
number of feature vectors from the original 64 bins in F'V{, to the proposed 20 reduces the
accuracy with more than 15%. For the proposed feature vector sets, F'V; — FVg, there
is only marginal variation in the accuracy. Uniform sampling across the entire frequency
range, F'Vy, appears to be the optimal set of features given the data set, D, with a random
selection of 20 in F'Vg being a close second. This may suggest that a further reduction in

the number of features could be considered and will be discussed in Chapter a where we
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consider measures to optimise the transmission of data.

Overall, the LR classifier does not sacrifice performance when compared to the more
complex SVM. Most notable for the proposed application of a sensor-based novelty filter is
the advantage of minimal computational resources required by the LR classifier, which is
far more suitable for an embedded application than the SVM. The median time required to
train the LR classifier is 0.42 seconds compared to 9.04 seconds required to train the SVM
for the same feature set. This is an important advantage for our embedded application
with highly limited memory and power resources should we choose to do online learning

for the dynamic system proposed in Chapter E

Table @ compares the classifier performance for subsets of data, Dgeep and Dpaiion,
grouped according to the depth for feature vectors F'Vy — F'Vg. The boxed values show
that the best performing feature vector in the case of shallow and deep wells, respectively,
improve on the highest accuracy for the case of mixed wells in Table @ by 5-7%. The

slight increase in the magnitude of the standard deviation may be due to the smaller data

0= L 1 I |
0 0.2 0.4 0.6 0.8 1
TPR

Figure 5.13: ROC plot comparing the performance of the LR classifier for the proposed
feature vectors, F'V3 — FVj.



106

Chapter 5— Sensor-based Novelty Filtering

Table 5.5: Comparison of LR and SVC classifier performance metrics [median (SD)] on a
general data set, D1, for different feature vectors, F'Vy — F'Vg, respectively.

Logistic Regression SVM
CA AUC CA AUC
FVy  0.919(0.01) 0.756(0.01) 0.921(0.02) 0.874(0.02)
Fv; 0.713(0.01) 0.775(0.01) 0.774(0.03) 0.800(0.03)
FVy 0.637(0.02) 0.697(0.02) 0.738(0.04) 0.691(0.03)
FVvs 0.587(0.01) 0.634(0.01) 0.738(0.06) 0.623(0.06)
FV, ] 0.753(0.01)  0.809(0.01) \ 0.802(0.03)  0.831(0.03)
FVy 0.691(0.01) 0.748(0.01) 0.752(0.05) 0.754(0.05)
FVg 0.727(0.01) 0.806(0.01) 0.762(0.03) 0.801(0.03)

set rather than an indication of reduced robustness. F'Vj, uniformly sampled across the
entire frequency range, remains the optimal set of features for shallow wells while deep
operating handpumps favour F'Vs. Furthermore, Figure shows that the sensitivity of
the classifier improves when the LR model is trained using data sets grouped according to
operating depth compared to a more general model that is trained using the mixed data

set.

Finally, we use the general data set, Dy, with the selected Y-axis and F'Vy, uniformly
sampling 20 features across the entire frequency range to train the five simple classifier
models proposed to embed in the handpump sensor. Table @ shows a comparison of the

performance metrics for the trained classifiers using the unseen test data. KNN is the

Table 5.6: Comparison of classifier accuracy scores for subsets of deep, Dgeep, and shallow,
Dihaliow, operating handpump groups. Classifier accuracy (CA) and AUC are represented
by mean and standard deviation.

Shallow Deep
CA AUC CA AUC
FVy 0.870(0.01) 0.936(0.01) 0.871(0.01) 0.936(0.01)
FVi  0.764(0.02) 0.842(0.02) 0.751(0.02) 0.837(0.02)
FVy 0.773)(0.02) 0.856(0.02) 0.699(0.02) 0.766(0.02)
FVs; 0.658(0.02) 0.711(0.02) 0.784(0.02) 0.893(0.02)
FVy ] 0.806(0.02)  0.881(0.02) [ 0.807(0.02)  0.891(0.02)
FVs 0.783(0.02) 0.862(0.02) \ 0.821(0.02)  0.903(0.02) \
FVs 0.793(0.02) 0.884(0.02) 0.809(0.02) 0.895(0.02)
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Figure 5.14: ROC plot comparing the performance of the LR classifier for F'V; grouped
by depth for deep and shallow wells combined (blue), only deep wells (orange) and only
shallow wells (yellow).

best performing model both in accuracy and in robustness, which was expected since lazy
learners tend to use an enriched hypothesis space rather than a single hypothesis. However,
the memory requirement of an instance-based method is unsuitable for an embedded
classifier. NBC is the worst-performing model which may be a result of its oversimplified
assumption that predictors contribute equally and are independent, which is in direct
contrast with the findings described earlier in this chapter. The LR and CART models
have similar accuracy and robustness. Single-layer NN lacks the accuracy and robustness
that deeper networks would offer. This poor performance may be due to the limited size of
the data set. Overall, one of these models would offer reasonable accuracy and robustness
to meet the criteria required for the first stage of in-situ novelty detection embedded in

the 8-bit microprocessor.

Figure shows the final output of the trained LR classifier for the unseen test data
compared to the correct labels. Figure shows the output for a model considering
only data from handpumps operating at similar depths (>25 m) and Figure shows

the output when features of deep and shallow pumps are mixed. In both cases, there is an
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Table 5.7: Performance metrics for the five different classification models proposed in this
chapter. Results are presented with mean and standard deviation of 1000 iterations.

Model CA Sens. Spes. AUC

LR 0.725(0.01) 0.731(0.02) 0.720(0.02) 0.724(0.01)
KNN 0.814(0.01) 0.834(0.02) 0.793(0.02) 0.814(0.01)
NBC 0.651(0.02) 0.462(0.04)  0.840(0.02) 0.651(0.02)
CART 0.726(0.01) 0.734(0.02) 0.718(0.02) 0.726(0.01)
NN 0.707(0.05) 0.708(0.17) 0.706(0.08) 0.707(0.05)
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Figure 5.15: Predicted (black :) and actual (blue) outputs of the LR classifier for F'V} for
(a) mixed depth and (b) grouped by depth, respectively. Note that there is no ordering of
data. The horizontal axis shows the index of feature vectors, which are independent and
which are not consecutive in time.

evident change in the trend of predictions for normal and abnormal conditions, showing
that the LR classifier can be used to classify the condition of a handpump given the
selected feature set. However, depth-specific models, training using data from only deep

handpump are more sensitive.

5.5 Discussion
The results described in this chapter show that it is possible to determine the condition of a
rural handpump based on the vibration signatures collected from a sensor retrofitted inside

the handle. However, sensitivity and accuracy can be improved by including knowledge
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of the specific system, such as the operating depth.

Fourier analysis was used to extract frequency-based features that describe the charac-
teristics of the data, while additional steps, such as floating-point handling and reducing
the sampling resolution, enable implementing the models on the resource-constrained hard-
ware. It was shown that separate clustering of normal and abnormal data occurs while
variability exists across individual pumps. Further separation of clusters occurs among
abnormal data for different failure types (Figure @) The effect of the weight in the
system and pumping speed were considered for the selection of the most informative vi-
bration features. The weight in the system and subsequently, the operating depth of the
handpump was shown to be factors that potentially affect the distribution of feature vec-
tors. However, at 25 m the distribution of deep and shallow labelled groups appear to be

unaffected by the pumping speed (Figure @)

The use of simple classifier models requires well-selected features. As such, an in-depth
analysis of the proposed features was presented before testing each of the models. Six
sets of feature vectors, F'Vi-FVg, were proposed and investigated. Of the set of feature
vectors, F'Vy (uniformly sampled across the entire frequency range) was the most accurate
to describe the variability in the given general data set. However, all the proposed sets, F'V;
to F'V are sufficiently accurate and robust to meet the criteria for a sensor-based novelty
filter. Reducing the number of feature vectors from 64 to 20 points, dramatically reduced
the classifier accuracy. However, given that performance has already been sacrificed to
gain a reduction in data transmission, a reduction in the number of features could be

considered to optimise the final system and will be discussed in the next chapter.

Given the trade-off between accuracy and computation cost, the best-performing clas-

sifier may not be the ideal choice for a sensor-based novelty filter. A sensor-based model
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requires a high level of sensitivity with the minimum processing during run-time. While
the KNN model is the best performing on accuracy and robustness alone, the delay in
inference comes at a high computation cost which is not suitable for the intended appli-
cation of a sensor-based novelty filter. As a result, other models should be considered for

the final selection.

5.6 Conclusion

This chapter validated the accuracy and robustness of a simple classifier embedded onboard
the system to distinguish between normal and abnormal handpump conditions for the
proposed feature vectors, F'V; to F'Vg. Uniformly selecting 20 points across the entire
frequency range was shown to be the most robust feature set. An SVM classifier was
used as the gold standard to compare the performance of five proposed classifier models.
Given the data set and features considered, the LR classifier was able to perform condition
monitoring with a reasonable level of sensitivity, AUC = 0.725(0.01), using unseen data
with mixed depth characteristics. Eliminating deterministic features, such as the operating
depth of the handpump, that can be learned by the model improve the performance
of the trained model. Finally, the LR classifier performed condition monitoring with a
satisfactory level of sensitivity, AUC = 0.821 and 0.806, for deep and shallow operating
handpumps, respectively. Overall, the LR model performs sufficiently well and offers
the ability to update the model with new data. The probabilistic framework allows for
the dynamic adjustment of the classification threshold, making it ideal for a distributed
inference system that is proposed in Chapter B In the next chapter, the description and
analysis of dynamically adjusting the LR threshold to transmit a small package of data to
a cloud-based classifier is discussed. This approach will determine the trade-off between

accuracy and cost of transmission in a dynamic system.



Chapter 6

Cloud-based Dynamic Distributed

Inference System

The previous chapter presented the development of a model to perform novelty filtering
onboard the embedded system installed inside a handpump handle. Given the hardware
constraints, the approach proposed five “lightweight” machine learning methods as po-
tential suitable sensor-based classifiers: LR, KNN, NBC, CART, and NN. Visualisation
of the data indicated that certain spectral bands contain more interesting vibration con-
tent than other bands. The investigation considered six different feature vectors, F'V};_g),
containing the twenty most prominent frequencies. The comparison showed that F'Vj,
uniformly sampled across the entire frequency range, was the set of features that yielded
highest overall accuracy, both for a generalised model and depth-specific models. Analysis
of the classifiers indicated that all the methods were sufficiently accurate and robust for
a sensor-based application, while KNN was the best and NBC was the worst-performing.
We concluded that the most appropriate method for the proposed application was LR,
given its ability to use gradient descent to update the model online and implement an

adjustable threshold.

A two-step approach is used in this chapter to investigate more advanced machine

learning methods, which are not bound by the limited resources in-situ, and to build on
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the results from the previous chapter. This chapter presents a framework for improved
predictive accuracy, where (1) the sensor-based novelty filter identifies and flags subsets of
data as potential failures, (2) the “intelligent” summaries of these data subsets are sent to
a “cloud-implemented” base station, and (3) the base station performs more advanced ma-
chine learning approaches. A dynamic framework is developed for measuring, processing,
and transmitting data between rural nodes and a central cloud-based server such that the
processing and transmission can be updated based on the current health status of the sys-
tem. This approach would not only increase the specificity of novelty detection but more
importantly, optimise the allocation of limited computational resources by strategically

scheduling new measurements and data transmission (known as “active sampling”).

This chapter presents the development of the cloud-based dynamic distributed infer-
ence (DDI) framework based on four relatively heavyweight (in terms of computational
resource) machine learning classifier methods: support vector machines (SVM), random
forests (RF'), multilayer perceptrons (MLP) and convolutional neural networks (CNN).
This chapter will first review the real-world performance of the selected sensor-based nov-
elty filter used to create the “intelligent” summaries, then describe the performance of the
cloud-based methods and finally evaluate the results of the proposed dynamic distributed

inference (DDI) framework during active sampling.

6.1 From Sensor to Cloud

The analyses in Chapter B showed that resource-constrained devices could use lightweight,
onboard machine learning approaches to perform anomaly detection in the embedded
system to improve the use of its limited resources. Distributing inference between the
embedded system at the pump and powerful cloud-based machine learning algorithms

promises to offer robust information without the need for expensive hardware or sensors
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embedded in situ — making the possibility of a large-scale (and perhaps even continent-

wide) monitoring system feasible - as is the ultimate goal of our work.

Moreover, a large-scale predictive and scalable health monitoring system for hand-
pumps will create a data stream that provides reliable data to connect the water user, the
environment, and infrastructure investors in order to overcome unequal water access and
uneven distribution of resources. Real-time water data will allow evaluation of locations
to drive business and financial transactions far beyond what is currently achievable. The
sustainability of a community handpump reaches beyond the community and the pump

to include the aquifer, the well, the maintenance system, and associated finance [2].

Without a platform to host the data (and store, and post-process early warning flags
generated by the sensor-based health monitoring loggers) it is challenging to reach the
potential and scale required by a region-wide remote health monitoring system. Updating
the system health status to adjust processing and transmission dynamically is an important
step to improve the overall specificity while reducing the computational needs. This is
important because the need for extremely low-cost sensing in these rural areas results
in a low signal-to-noise ratio of the processing hardware which severely compromises the
performance of machine learning models fitted to this type of data. Incorporating more
heavyweight condition monitoring methods on the cloud-based platform will increase the

system’s positive predictive value.

In this novel dynamic platform, the sensor, as the first point of contact with the system,
will continue to perform the lightweight health monitoring introduced in the previous
chapter. Given the likelihood that the estimate is accurate, the sensor could adjust the
amount of data being transmitted to the central servers accordingly. For higher likelihoods,

it would only need to transmit novelty scores, but as the likelihood of the estimated
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accuracy decreases, sending either features or raw waveforms will allow a cloud-based

server to perform more heavyweight estimation algorithms.

This will require research into the “optimal” means of representing the data, which
should increase the fidelity as the risk of deterioration of the handpump is deemed to
be increasing. The “optimal” data packages can be obtained by distributing inference
between the embedded sensor (low complexity, high sensitivity, low specificity) and the
cloud (high complexity, improved sensitivity, improved specificity). This interaction be-
tween, for example, the LR models at the pumps and more heavyweight machine learning
processes in the cloud, is a novel research field which will be described in more detail in
the following sections.

6.1.1 Distributed Inference Model

Distributed Inference Networks (DIN) rely on the information available from the dis-
tributed sensing nodes across large-scale wireless sensor networks to detect, estimate, and
track changes by performing probabilistic dynamic inference about a given phenomenon
of interest [206, 207]. Traditional frameworks of centralised inference networks are widely
used in medical, environmental, and surveillance monitoring applications by transmitting
raw observations from the individual nodes to a fusion centre where global inference re-
garding the network is made. However, transmitting raw observations can be costly and
impractical as these require substantial bandwidth, energy, or both and in the case of
rural monitoring can even be impossible. DINs overcome this limitation by transmit-
ting compressed summaries obtained by performing local processing techniques of the raw

observations before transmission to the fusion centre [208§].

A parallel DIN configuration has neither any feedback from the central network back

to the sensors, nor is there any communication between individual sensors within the
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network. Local sensors and the base station (fusion centre) apply decision rules to optimise
decision performance. The Neyman-Pearson formulation and the Bayesian criterion are
most widely used to design decision rules [209]. For the proposed dynamic framework,
feedback exists between the local sensors and base station to allow adjusting the LR
threshold or requesting alternative data packages, like feature vectors rather than novelty
scores.

6.1.2 System Requirements for Rural Monitoring

In the case of rural water supply networks, the hypothesis is that some lightweight machine
learning techniques, in the form of an LR novelty filter (as shown in Chapter E), can be
applied at the node (i.e. handpumps) to perform initial processing of the raw observation
before transmission. The sensor-based novelty filter threshold can be used to define the
proportion of data to be transmitted from the sensor given the onboard assessment the

handpump health-status.

Observing and monitoring individual handpumps in the network presents several chal-
lenges, although not unique to this type of network, and can often be made worse by
the extreme operating environment of these sensor nodes. These failures result in cor-
rupted data caused by three leading causes: (1) channel/sensor noise, (2) faulty sensors
(both hardware and firmware failure), and (3) handpump failure (resulting in disuse of

the handpump and thus no vibration data generated by the handpump).

The DDI health-monitoring system should aim to: (i) use existing low-cost, embedded
sensors to acquire accelerometry data from the routine daily use of handpumps, (ii) per-
form on-pump signal condition monitoring and pre-processing of the acquired data, (iii)
analyse the resulting data to produce informative assessments of the equipment health

condition, (iv) communicate with a cloud-based base station via the domestic telecom-
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munications network, and (v) perform more advanced machine learning techniques on the

cloud-based system to increase the accuracy and certainty of the classified health condition

of the equipment. Figure El! shows an overview of the proposed system consisting of three

main sections:

A. Sensor node contains the embedded sensor, battery, and data transmitter. In this

study, the embedded system attached to the handpump handle to record vibrations

consists of three essential elements: (a) an IC-based, 96 Hz accelerometer; (b) an

8-bit microprocessor; and (c¢) a GSM modem. The estimated power consumption of

this node in run and sleep mode is compared in Table Ell Selected components are

sufficiently efficient to operate given the power restrictions of the proposed applica-

tion. Alternatively, nodes could make provision for other sensors depending on the

infrastructure type that is being monitored, like power meters in solar home units,

heart rate monitors in patients or temperature and humidity sensors in agriculture.

This network could contain hundreds of nodes in a small geographical region cov-

ered by the local telecommunications network and managed by the local maintenance

delivery team.

B. Sensor-based (on-pump) novelty filter performs real-time pre-processing of the

data acquired during pumping and analyses the data using an LR novelty filter to

produce “intelligent” data summaries that aim to flag potential handpump failure.

Table 6.1: Estimated power consumption of essential components in proposed embedded

system operating at 25°C.

Component Run Mode | Sleep Mode
Microprocessor (8-bit at 8 MHz) 20 mA 5 mA
Accelerometer at 96 Hz 200 pA 0.5 A
GSM Module (for SMS) 250 mA 40 pA

* Approximation only. Actual consumption will depend on the

components selected and operating conditions.
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Figure 6.1: Schematic diagram of the proposed DDI health monitoring system for a rural
water supply network consisting of: (A) Handpump sensor node with related embedded
sensors, (B) Onboard lightweight novelty filter producing data summaries, and (C) Gate-
way node and heavyweight cloud-based computing and analytics.
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C. Cloud-based distributed inference system performs more complex processing
of the data summaries using advanced machine learning methods that are not con-

strained by the same limited processing capabilities of the sensor-based classifier.

Finally, the alert threshold is a user-defined boundary at which point the DDI suspects

deterioration to the point that requires action to be taken, such as a visit by a mechanic.

The existing system already performs essential communication by using the domestic
telecommunications network; however, this is limited to simple text summaries of hourly
usage based on the number of handpump strokes performed [80]. The new sensors used
in this thesis contain larger processors and onboard memory to collect and store high-
frequency data for this proof-of-concept study.

6.1.3 Intra- vs Inter-node Monitoring

Node (or handpump) specific monitoring requires that a unique model is constructed for
each node in the system using only data previously seen from that specific node, such an
approach can be referred to as an intra-node monitoring system. This is in contrast to an
inter-node monitoring system using population-generic data from many nodes to construct
a model. This approach has the advantage that both the model, M(#), and the novelty
threshold can be determined before deployment for an entire population albeit it at the
cost of performance accuracy. We will consider the results for both where D, and Dy
are used to train inter-handpump models and Dy is used to train an intra-handpump

model.

6.2 Heavyweight Cloud-based Classifiers
The previous chapter presented the development of lightweight classifier methods that are
suitable for use onboard the sensor node. In this chapter, the proposed DDI framework will

transmit intelligent data packages to a cloud server where processing power and batter
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is less restricted. The availability of resources in the cloud allows the system to use
more advanced classifier methods to increase the fidelity. As outlined previously, the four
proposed methods for the cloud-based classifier include two supervised machine learning
methods: support vector machines (SVM) and random forests (RF) and two deep learning
methods: multilayer perceptron (MLP) and convolutional neural network (CNN). The
SVM was introduced in Chapter a

6.2.1 Random Forests

Random forests (RFs) [210] are an ensemble learning method which predicts the class based
on the votes of a multitude of individual decision trees. The decision tree structures are
a branching composite of binary decisions used to separate data into classes. Although
individual trees are easy to interpret, the single tree often over-fits the training data,
giving it high variance and resulting in inaccurate predictions. However, over-fitting to
the training set can be minimised by constructing a multitude of individual decisions and
reduce the variance in prediction. However, each tree, at each node, only has access to
a subset of the data and a randomly selected percentage of features, resulting in many

“weak learners”.

RFs are built on two concepts: boosting and bagging. Boosting [211] is a greedy
algorithm approach to improve the prediction power of the decision tree which relies on the
idea that many uncorrelated weak classifiers can construct a robust classifier. Bagging or
bootstrap aggregating [212], used in this study, is the approach of repeatedly sampling
from a set of training points (bootstrapping) without replacement and then determines
the result by taking the majority of individual votes per class (aggregating) by calculating

the ensemble [181]:

Mo
f(x) = Z Mfm(X) (6.1)
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where f,, is the m'™ tree.

Three hyperparameters of the RF algorithm that should be optimised include: (1)
the number of trees, (2) the number of feature vectors in each decision tree, and (3) the

proportion of training data to be bootstrapped.

In RFs, a random selection of a subset of features, O, and a random subset of the
training data, D(t), is used to grow each decision tree, T. At each node, ¢, of the tree,
the split s; = s* to separate the input vector, X, is chosen to minimise the impurity,
i(t), in the class labels [213]. Impurity is measured in multiple ways; in this thesis the

classification error is used to minimise misclassification such that:

ip(t) =1 — max{p.} (6.2)

where p. is the probability of a class c. Minimising the impurity is equivalent to maximizing

the information gain at each node.

The importance of the variable input feature X to predict the output depends on their

weighted impact on decreasing the impurity of that node for all Np trees in the forest:

1 N; ..
Imp(Xim) = 7~ ooy th(st, t) (6.3)
T T teTw(st)=Xm

where v, is the variable used in split s;.

Although each random vector generated is independent of past random vectors, the

distribution of all random vectors O;...0y is the same [210].
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6.2.2 Multilayer Perceptron

A multilayer perceptron (MLP) is a deep neural network consisting of multiple perceptrons
and is an evolution of the feed-forward neural network described in the previous chapter.
However, the approach now has multiple hidden layers between the input and output
layers rather than only one. Similar to supervised learning, MLPs train on input-output
pairs in order to learn the correlations between each. Backpropagation or gradient descent
minimises the error by adjusting the weights and biases. In backpropagation the input
vector, x,, is applied to a general feed-forward network to compute the weighted sum of
the inputs, a; = ), wj;z;. A non-linear activation function h(-) is used to transform this

sum such that the activation of unit j becomes [205]:

2j = h(aj) (6.4)

The outputs are evaluated using the error-function derivatives, 0 = yi — tg, using the
chain rule for partial derivatives such that:

oE,

8wji = 5j2i (6.5)

. — OBy L 9
where §; = 9a. and z; = Tor

The §; of each hidden unit is obtained by using the backpropagation formula:

8y =N (a;) > w;on (6.6)
k
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The required derivatives are updated using:

O,
5wji

This process repeats until the error is minimized.

6.2.3 Convolutional Neural Networks

Convolutional Neural Networks (CNN) [214, 215] is a type of MLP that builds translational
invariance into the structure such that it can classify consistent patterns. CNN offers the
ability to capture temporal dependencies in the input data by applying relevant filters or
convolutional layers before the conventional fully connected layers, such as in the standard
MLP. CNNs are typically easier to train than fully connected networks, given that it has
fewer parameters than a fully connected network with the same number of hidden layers.
The convolutional layer has a feature map that takes only subregions from the original

input, which are combined using the weights and the bias, and transformed by [205]:

M
y(x, w) = f [ D> wid;(x) (6.8)
j=1

where f(-) is a nonlinear sigmoid activation function. This mechanism is known as local
receptive fields and derives from the idea that local features are dependant only on a small
subregion. Local receptive fields in the hidden units tie the weights, reducing the overall
number of features. Furthermore, if weight sharing greatly reduces the number of weight
parameters required based on the assumption, then a local feature map can be shifted to

different locations to detect the same pattern.

The CNN accepts a volume of size W7 x H1 X D1 to produces a volume of size Wo X

Hy x Dy, where Wy = Hy = ngiﬁ-ﬂ? by symmetry and Dy = K.
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While 2D-CNNs are popular for image analysis, the use of 1D-CNN is appropriate
for the analysis of time sequence data, such as our accelerometer data acquired from
handpumps. A 1D-CNN is useful for smaller segments of the entire data set and where
the feature location is irrelevant. Accelerometry data has two dimensions, the time-steps

and secondly the gravitational force of the three axes.

6.3 Assessment of Cloud-based Classifier

Results in Chapter H has shown that it is possible to create “intelligent” data summaries on-
board the handpump using lightweight machine learning techniques. However, to increase
the fidelity of the classifier, the DDI platform requires more advance machine learning
techniques to process these summaries in the cloud. The present analysis aims to design
and validate a suitable heavyweight machine learning method that can be used in the
cloud of the DDI platform.

6.3.1 Method

The goal of the cloud-based classifier is to enhance the DDI platform fidelity without the
need for extra resources. This section describes the method used to design and validate the
final DDI system by: (1) evaluating the novelty scores generated onboard the handpump
as input to the cloud-based classifier, and (2) evaluating the performance of the proposed
cloud-based methods given the novelty filtered as input.

Novelty Filter Score Estimation

Following the analysis in Chapter B, a novelty score is produced in-situ at the remote node,
QQn.i, onboard operating handpumps. Due to the lightweight processing requirement of the
system-based novelty filter used during this feasibility study, the temporal dependence of
the accelerometer observations was not considered at the node. Instead, it was done during

post-processing by aggregating the classifier scores over consecutive examples to varying
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degrees by applying a moving average window and increasing the size of the window from
7sto 27 s. This produced three lightweight condition scores, @, ;, with ¢ = 1...3 where i =
1 is equivalent the raw novelty scores generated on the sensor hardware without temporal
dependence, i = 2 is equivalent to post-processed novelty scores using 7 s moving average
window, and i = 3 is equivalent to post-processed novelty scores using 27 s moving average

window.

The in-situ condition score, @)y 1, was then used to filter the transmitted data such
that data summaries sent to the cloud-based classifier contain only abnormal examples,
as labelled by the system-based novelty filter. Finally, the novelty filtered data was used
to produce condition scores for each of the four cloud-based classifier methods (SVM, RF,
MLP and CNN).

Cloud-based Classifier Training Framework

Five-fold cross-validation was used to optimise the hyperparameters required for each of
the classifiers which include: the LR regularisation parameter, A (Eq. @), the SVM soft
margin parameter, C (Eq. ), the SVM RBF width, o (Eq. ), the number of RF
trees, T, and proportion of features selected. Once these parameters were selected for each

classifier, the final algorithm was trained.

To create the unseen test data set, 20% of the data was held out to validate the final
trained model and confirm the ability of the model to generalise “out-of-sample”. In each
case, the data set is balanced such that it contains the same number examples for each
class (i.e. abnormal and normal handpump condition). This is repeated for each classifier
algorithm. The mean and standard deviation of the area under the receiver operator curve

(AUROQC) is calculated and recorded over multiple iterations, as shown in Algorithm E]
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Evaluating Classifier Performance
The receiver operating characteristic (ROC) is used to compare the performance of the
different classifiers to verify reliability. This metric compares the actual and predicted

outputs for each class. The true positive rate (TPR), or sensitivity, of a classifier is

>~ TruePositive

- >~ ConditionPositive and the

defined to be the probability of detection such that, TPR

false positive rate (FPR), or fall-out, is defined to be the probability of a false alarm such

__ >~ FalsePositive
that, FPR = >

ConditionNegative

Optimising the area under the ROC (AUC) will maximise pump failure detection while
simultaneously minimising false alarms, which can be costly in real-life. In the ideal case,
the classifier would be maximally sensitive (TPR = 1) with no false alarms (FPR = 0).
6.3.2 Results
Visualisation of Data
Principal component analysis (PCA) [216] was used to reduce the dimensionality of the
data set to allow visual inspection of the underlying structures. This was done by project-
ing the 20 feature vectors, corresponding to each 128-component FFT window extracted

from the accelerometry wavelet, in two- and three-dimensional space. The resulting PCA

Algorithm 1: Classifier Learning Framework

Input: Data set of features and class labels

for i <+ 1 to 100 do // For each of the iterations

Balance and split data into train and test;

for f < 1to 5 do // For each of the five folds
Optimise the hyperparameters for every classifier;
Train model using training set;
Evaluate model performance using test set;

end

end
Take the average performance and standard deviation of for each iteration;
Result: AUC average and standard deviation for each classifier type
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plots show tight clustering of specific conditions for a deep intra-handpump system, Dy 2,
in Figure . In a 2D PCA, both deep (Dg,1) and deep/shallow (D,,) inter-handpump
sets appear to have limited clustering of the conditions, as seen in Figure @ When
viewed in 3D, however; apparent separate clustering of conditions appear in Figure .
Sensor-based Novelty Filtering with Real Field Data: Lab vs Real World

In addition to recording the raw accelerometry data at 96Hz, the sensor-based LR clas-
sifier also produces a novelty score (between zero and one) for every 128 samples, which

is equivalent to one FFT bin. The scores produced on the handpump are compared to
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Figure 6.2: Lower dimensional PCA representation of Y-features in 2D for (a) a single
deep operating handpump Dy 2, (b) deep and shallow operating handpumps Dy, (c) deep
operating handpumps Dg 1, and (d) the same group of deep operating handpumps Dg ; in
3D. The blue and red examples correspond to normal and abnormal handpump operations,

respectively.
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Figure 6.3: Comparison of the ROCs for novelty scores generated by the sensor-based
novelty filter (blue) and novelty scores generated in the lab using the relevant raw data
(red).

the equivalent scores produced in the lab using the relevant raw data, under ideal circum-
stances without the limitations of the sensor-based processor. Figure confirms that
the on-pump performance (AUC,p—pump = 68.9) is slightly compromised by the limited
onboard processing power when compared to the performance in the lab environment
(AUCjqp = 81.0). However, the on-pump novelty filter performs sufficiently well despite
the limitations and given the requirement for low complexity to create data packages for
the cloud-based processor.

Sensor-based Novelty Filtering with Real Field Data: Depth-specific Models
During this investigation, three different versions (V1.1 - 1.3) of the proposed on-pump
LR classifiers were deployed in the field. The details of these are summarised in Table @
During different field visits throughout six months, each version was manually re-trained

and updated as data collection was ongoing.

Figure @ compares the output of the field-generated classifier V1.2 from the embedded

sensor on the handpumps with lab-generated scores from different classifier versions for
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Table 6.2: Overview of the different sensor-based novelty filter versions that were deployed
in the field during the course of this research.

Version Training Set Description

V1.1 D Shallow and deep operating handpumps
V1.2 Dy Deep operating handpumps
V1.3 Dy Shallow operating handpumps

the same handpump accelerometry data. Figure shows the output for a deep inter-
handpump setting. In this setting, the depth-specific versions, V1.2 and V1.3, of the
classifier obtain higher AUCs (AUCy1.2 = 61.3 and AUCYy1.3 = 55.4) than a mixed-depth
classifier V1.1 (AUCy11 = 55.2) which was trained using data from both shallow and
deep operating handpumps. The field-based on-pump V1.2 classifier has a lower AUC
(AUCpympvi.2 = 56.9) than the lab-generated scores. From the previous comparison of
the lab and real-world scores; however, it is to be expected that classifier V1.2 will slightly
suffer when implemented onboard the sensor given the processing limitations. A similar
result is observed for a deep intra-handppump setting, shown in Figure . The lab-
generated classifier V1.2 (AUCy 1.2 = 81.0) outperforms the field-based counterpart of V1.2
(AUCPpumpvi.2 = 68.9). In this scenario, the mixed-depth classifier V1.1 is able to achieve
a higher AUC than the shallow classifier V1.3, AUCYy 11 = 75.3 and AUCYy .3 = 69.3,

respectively.

In both inter- and intra-handpump systems, the unique deep operating classifier, V1.2,
outperforms the mixed-depth classifier, V1.1, and the shallow operating classifier, V1.3.
The lab-generated scores of V1.2 again offer an improvement of the sensor-based LR clas-
sifier field implementation of V1.2. For the intra-handpump setting, the mixed-depth
classifier V1.1 performs better than the shallow classifier V1.3. This highlights the im-
portance of having a balanced representation of deep- and shallow-operating handpumps

in order to train a robust mixed-depth classifier - our ultimate goal given that wide-scale
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Figure 6.4: A comparison of the classifier performance for varying three different classifiers
V1.1-1.3 in: (a) inter-handpump and (b) intra-handpump settings (left to right plots,
respectively).

implementation of depth-specific classifiers will not be feasible. Since these versions were
developed during the initial stages of investigation using the original data set, the data
contained more examples of shallow operating handpumps as these were easier to access
and monitor initially. However, as findings in Chapter B indicated the importance of the
features related to the operating depth of the handpump, the data collection strategy
was updated to include more examples of deep operating handpumps. The next results
demonstrate that a balanced representation of deep and shallow operating handpumps in
a mixed-depth classifier will perform adequately such that it can be widely deployed at a

region-wide scale.

As the data collection for deep operating handpumps expanded, Figures @ (a-b)
compares the ROCs for inter-handpump systems, where (a) is a depth-specific classi-
fier, Dg1, and (b) is a mixed-depth classifier, D,,. Unlike before, when there was an
under-representation of deep operating handpumps in the mixed-depth set (AUC = 61.6),
the ROCs now look nearly identical for classifying a deep operating set (AUC = 61.3). In

both cases, adding median filtering or taking the moving average of scores for fixed window
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Figure 6.5: A comparison of the on-pump classifier performance for failures in inter-
handpump systems: (a) a depth-specific classifier, Dy 1, and (b) a mixed-depth classifier,
Dyn- Novelty scores generated on the handpump (raw scores) are shown in addition to
median filtered and moving averages.

sizes (7 s and 27 s) improves the output both for the deep operating set (AUC}q = 61.3,
AU Creq. pirr. = 63.1, AUC7504 = 64.8, AUCo7sm4 = 65.3) and for the mixed-depth set
(AUCyqw = 61.6, AU Coped. fitr. = 63.4, AUC75pr4 = 65.1, AUCo7spm4 = 65.7). Given that
the training and test set now contains a sufficiently large number of both deep and shallow
operating handpumps, the next section will further investigate the performance of inter-
and intra-handpump classifiers that can scale across large regions without the need for
unique classifiers.

Inter- vs Intra-Handpump Models

Table @ shows that the intra-handpump classifier, (Qn, Dq2) pairs, performs substan-
tially better than the inter-handpump classifiers, (Qn.i, Pm) and (Qni, Dqg,1) pairs, achiev-
ing up to 86.2 per cent AUC compared to 65.7 per cent. In all three classifiers, the
performance improves when the temporal correlation is incorporated by applying moving
averages. For this analysis, the performance of the general inter-handpump classifier is
enough to use as a lightweight novelty filter since the large-scale implementation of pump-

specific or depth-specific classifiers would be too costly and unrealistic to roll-out across
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Table 6.3: Results for field-based, @, and lab-simulated, @, ;4, sensor-based novelty
filter classification performance, given the mean AUC of 20 iterations (one standard devi-
ation).

AUC + (SD)
D, Dy, Da,2
Qni  0.613(0.007)  0.616(0.004)  0.689(0.003)
Qnz  0.648(0.004)  0.651(0.002)  0.773(0.002)
Qns  0.653(0.001) 0.657(0.001) 0.862(0.001)
Qniap  0.689(0.003)  0.608(0.002)  0.880(0.002)

entire region-wide rural water supply networks.

The sensor-based novelty filter performance, @, ;, was compared to a baseline control
score, Qp 1qp, generated in the lab using the same original data but assuming no process-
ing or power constraints as would be experienced onboard the local novelty filter. In all
three cases, the lab generated scores, @, 1a», improve those generated by the sensor-based
classifier, Qn i, by 7.5 to 12.1 per cent. Given the limitations of the embedded system,
the hypothesis was that the accuracy of the on-pump classifiers would suffer compared to
the lab-simulated results. Due to the lightweight processing requirement of the onboard
classifier, the temporal dependence of the accelerometer observations has not been consid-
ered. However, using the moving averages of the novelty scores indicates that the classifier
performance improves when aggregating the classifier scores to incorporate temporal cor-
relation over consecutive examples (to varying degrees as the moving average window size
is increased 7 s to 27 s). This type of post-processing is lightweight and easy to implement
onboard the handpump to improve the system-based novelty scores, which will bring it

nearly on par with the lab-simulated results.

For the novelty scores recorded onboard the handpump, the probability density of the
output score, along with the fitted gamma distributions (often used to model asymmetric

distributions of speed for rotating machines [74]), for normal (blue) and abnormal (red)
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conditions are shown in Figure @ The distributions for the on-pump scores, both normal
and abnormal, lie very close to the decision boundary [0.5] for all three data sets. As
such, future work can increase the classifier performance by defining a region around this
boundary where the classifier could decide not to produce a score. Requesting additional
data, such as features or raw waveforms, when novelty scores are close to the decision
boundary will increase the overall fidelity; this analysis will be discussed in section @
Sensor-based Novelty Filtering with Real Field Data: Failure Type

The intra-handpump setting is used to investigate the performance of the classifiers to
detect specific failure types. Figures @ (a-b) compare the ROCs for two different fail-
ure types represented in the intra-handpump setting, Dg2: (a) a broken handpump rod
(AUC\gy = 68.9) and (b) a leak in the rising main (AUC}qy = 52.3). Extreme failures
(like a broken pump rod) are easier to detect than less severe failure events. Using
the moving averages over the scores improve the output more for a less severe failure
(AUCa55pr4 = 86.6) than a severe failure (AUCssp74 = 55.5). The misclassification of
less severe failures may result due to: (1) mislabelling of the data (for example, data with
restricted water flow is labelled as abnormal when in reality it is neither entirely abnormal

nor entirely normal) and (2) distance between the location of the malfunction and the
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Figure 6.6: Probability density of on-pump novelty scores for normal (blue) and abnor-
mal (red) handpump conditions in: (a) deep operating inter-handpump system, Dg 1, (b)
deep and shallow operating inter-handpump system, D,,,, and (c) deep operating intra-
handpump system, Dy o.
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sensor (for example, a leak in the rising main 50 m down the borehole is more challenging

to measure than a failure on or near the pump body where the sensor is located).

For this application, the ability to detect more severe failures is important since these
failures restrict water access entirely. Less severe failures, such as a leak in the rising main,
tend to occur less frequently and lead only to restricted water flow initially. However, an
ideal health-monitoring system should be able to identify many different failure types.
Future data collection campaigns can aim to include a variety of failures, and the labelling
framework used for handpump conditions can be extended to include multiple grades of
failure in addition to the current binary labelling (normal and abnormal). Greater diversity
in the representation of failures in the training set will assist the system to improve its

ability to detect failures that are currently considered tricky.
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Figure 6.7: A comparison of the system-based novelty filter performance for different
failures represented in the intra-handpump system: (a) broken pump rod and (b) leak in
the rising main.

Cloud-based Classifier Performance using Novelty Filtered Data
The next stage of the DDI health monitoring system will involve performing heavyweight
machine learning processing on the data flagged by the lightweight on-pump algorithm.

For this initial investigation of the cloud-based classifier, a two-class classifier is considered
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where the output of the mapping function is either normal or abnormal to specify the

handpump condition. The LR classifier is compared to the RF and SVM classifiers.

The pump-based novelty filter ensures that the vast majority of data do not transmit
under normal operating conditions. As the on-pump model suspects that the condition is
degrading, only then will data be transmitted to the cloud. In most cases, the cloud-based
system will then only receive data for novelty-filtered data related to likely abnormal con-
ditions. To simulate the proposed operating scenario, the classifiers are trained using data
which contain both normal and abnormal examples and tested using data which contain
mostly abnormal examples, as would be the case for novelty-filtered data transmitted from

the sensor to the cloud.

Table @ compares the AUCs for the proposed classifiers using the three different data
sets, D, Dg.1, and Dy o, where 80% of the data are used for testing and validation while
the remainder is unseen test data. For both inter-handpump (D,,, and Dg ;) and intra-
handpump (Dg 2) cases, the LR classifier is outperformed by the RF. SVM performs better
than the LR classifier only for the inter-handpump models (D,,, and Dy ;). The size of
the data set in Dy o that contains only example from a single handpump most likely limits
the SVM performance. Similar to the system-based novelty filter results in section @, all
the cloud-based classifiers performance improve for the intra-handpump case. This was
expected as an intra-handpump model would allow the algorithm to learn features unique
to the specific handpump. Although it is not feasible to deploy intra-handpump models

at a regional scale, this offers an important baseline from which to evaluate other models.

Figure @ shows the AUC of the proposed methods when incrementally adjusting
the proportion of test data or “raw data transmitted from the pump” to analyse the

performance of the classifier as the amount of data being transmitted increases. In all
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Table 6.4: Cloud-based condition classification using 100% of sensor-based processed data,
given the mean AUC (one standard deviation) of 100 iterations.

AUC = (SD)
D Dg1 Dy
LR 0.596(0.001)  0.600(0.001)  0.794(0.001)
RF  0.718(0.025) 0.709(0.020) 0.868(0.014)
SVM  0.608(0.002)  0.652(0.001)  0.750(0.001)

three cases, the LR classifier benefits least from the addition of extra data. Table @
shows that the LR classifier reaches its optimum classification accuracy using only 6 to
15% of the raw data, compared to 89 to 98% for RFs and 97 to 100% for SVMs. However,
the overall performance improvement for the RF model is marginal in all three cases, and

thus the performance could be optimised by using only 15 to 20% of the overall data.

For both LR and RF, the depth-specific model (Dg,;) and handpump-specific model
(Dg,2) offer only a marginal improvement on the performance of a more general model,
which is trained using D,,, that represents many different handpumps operating at varying
depths. This shows that the practical deployment of the system could be simplified by
using a model trained for both deep- and shallow-operating handpumps rather than opting
for a depth-specific model. The SVM classifier performance; however, benefits significantly
from the more extensive data set in D,, since the two-class SVMs are trained to have a
low misclassification rate. It may be possible to improve the performance of an inter-
handpump SVM classifier model if future data sets continue to collect more depth-specific

data. The variance of the SVM classifier reduces as the proportion of data increases.

Overall, RF outperforms both the LR and SVM models for inter- and intra-handpump
classifier systems and offer a 10% improvement from the system-based novelty scores.
However, in contrast to LR and SVM, the variability in the prediction accuracy of the RF

classifier does not decrease despite increasing the proportion of data supplied. This is a
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Table 6.5: Results for lab simulated cloud-based condition classification of sensor-based
processed data, given the mean AUC of 100 iterations (one standard deviation). Results
show the maximum AUC achievable for a given proportion of data.

D, Dy, Dy,
AUC(SD) %Prop. AUC(SD) %Prop. AUC(SD) %Prop.
LR 0.609(0.018) 8% 0.607(0.023) 6% 0.808(0.027)  15%

RF  0.730(0.017)  89%  0.721(0.023)  98%  0.875(0.015)  91%
SVM  0.608(0.006) 99% 0.653(0.005) 97% 0.750(0.001)  100%

crucial trade-off to note as the final design will need to consider the weighting for sensitivity
and specificity of the proposed DDI health-monitoring system. However, given that the
input to the cloud-based classifier will be filtered data from the system-based novelty
filter, the overall specificity of the DDI system may not suffer from a classifier with faster
test times. A comparison of the testing time for the different classifiers and the required
number of features will help to determine the trade-off when selecting parameters for the
final DDI system.

Model Training vs Prediction Time

A vital design specification to consider is the training and prediction time required for
the cloud-based classifier be deployed in the final system. Prediction time is essential to
ensure the DDI system can run optimally at a region-wide scale. Slow processing at run
time could limit the overall number of the nodes being monitored at any given time or
require additional processing power to increase the long-term operating cost of the DDI
system. Similarly, faster training times will allow the DDI system to update the classifier

as new data becomes available if required in future.

Figure @ shows a comparison of the training and prediction times required by each
classifier for the various proposed inter- and intra-handpump systems. In all three cases,
the training time for the SVM and RF classifier increases as the proportion of data trans-

mitted from the handpump increases, exponentially and linearly, respectively. Conversely,
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Figure 6.8: A comparison of different classifier performance given varying proportions
of data for: (a) non-depth-specific inter-handpump case (D,,), (b) deep-specific inter-
handpump case (Dy,1) and (c) deep-specific intra-handpump case (Dyg2).
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Figure 6.9: A comparison of classifier training and prediction times over a varying pro-
portion of data for: (a & d) deep inter-handpump system, Dg1, (b & e) mixed inter-
handpump system, D,,, and (c & f) deep intra-handpump system, Dy 5, (top and bottom,
respectively).

the prediction time for the RF classifier remains constant as the proportion of data in-
creases while SVM prediction time increases linearly. As the most straightforward method,
the LR classifier shows the lowest training and prediction time for all three cases. The
trade-offs between these times will be considered for the design of the DDI system.
Number of Features Required

Additionally, the total number of features transmitted from the sensor to the cloud will
also influence the amount of data transmitted. Figure compares the misclassification
rate for the proposed methods when a varying number of features as input. For the inter-
handpump cases (D,, and Dg 1), the LR and RF classifiers have no benefit from using more
than nine features, corresponding to the high-frequency components of the waveform.
Similarly, the SVM is optimised by using ten features and is adversely affected by the

addition of more features, which correspond to the low-frequency components. For the
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Figure 6.10: A comparison of the classifier performance for varying number of features

on two deep-operating models: (a) inter-handpump, Dg 1, and (b) intra-handpump, Dy 2,
(left to right plots, respectively).

intra-handpump case (Dg2), the LR and RF classifiers are again only marginally improved
by adding additional features after eight and finally is optimised by using 20 features.
Like before, the SVM is optimised by using 11 features, corresponding to high-frequency
components, and adding the low-frequency components compromised performance. In
both cases, it suggests that using only ten features may successfully reduce the transmission

of data without severely compromising the performance of the classifier.

The results in this section suggest that an RF classifier can perform the additional
analysis required once the system-based novelty filter transmits the output to the cloud.
Although 20 features were used to assess the performance, ten features can be used to
reduce the total amount of data transmitted. The next section compares the proposed
DDI system to other standard machine learning and deep learning methods.
Comparing Proposed DDI System to Other Cloud-based Classifiers
The performance of the different proposed machine learning methods is compared using
the mixed data set, D,,, where the novelty filtered data from the previous section is

the input to the respective classifiers. The standard machine learning methods used for
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the comparison are: LR, RF, and SVM. The SVM is implemented with a radial basis
function (RBF) kernel, and the hyperparameters are optimised using a grid search. The
comparative methods also include MLP and 1D-CNN deep neural network. The MLP is a
feed-forward network with two layers consisting of 14 and 10 nodes. The 1D-CNN network
is constructed using a 1D convolution layer followed by a relu activation layer, and three
fully connected layers (with 33, 16, and two nodes). The number of nodes for each of the

layers was optimised by trial and error.

The proposed DDI method is the system-based novelty filter followed by the cloud-based
RF model. Table @ shows the comparison of the proposed models for the cloud-based
system using the unseen test data. The results show that the proposed DDI method
outperforms all the traditional standard machine learning methods. The most notable
advantage of the proposed DDI method is the increase in the precision or specificity
attained by the novelty filtering performed on the handpump before transmitting the data
to the cloud. The proposed DDI method can provide a gain of 11.8% when compared to

the next best performing model, the 1D-CNN.

Specificity is vital in low-resource settings to reduce the number of false alarms that

may have a direct cost in many cases. This increase in specificity is mainly due to the

Table 6.6: Performance evaluation of the proposed distributed inference method compared
to other standard classifiers methods. Results show that the DDI method offers overall
improved accuracy and precision.

CA AUC Precision Recall
LR 0.688(0.015) 0.678(0.015) 0.680(0.016) 0.673(0.027)
RF 0.741(0.016) 0.741(0.016) 0.724(0.017) 0.779(0.027)
SVM 0.751(0.015) 0.751(0.015) 0.747(0.016) 0.759(0.016)
MLP 0.744(0.015) 0.744(0.015) 0.773(0.031) 0.693(0.012)
1D-CNN 0.760(0.018) 0.760(0.018) 0.754(0.031) 0.775(0.013)

Proposed DDI  0.788(0.018) 0.763(0.023) 0.872(0.015) 0.787(0.022)
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DDI system’s capability to “pre-filter” data packages provided to the classifier. The unseen
novelty filtered data tested this way will perform better than those not “packaged” by the
system-based novelty filter embedded on the handpump. The next section looks at the

implementation of the DDI platform and analyses the practical cost implication.
6.4 Dynamic Distributed Inference Platform Implementa-

tion

In the previous section, the results show that the proposed DDI method can outperform
other standard machine learning methods by benefiting from the novelty filtered data
transmitted from the handpump to the cloud. This section will explore the dynamic nature
that can be added to the DDI system as a frugal approach to optimise the limited resources
without sacrificing the fidelity of the system. Dynamic approaches will be considered
by adjusting: (1) the novelty filter threshold boundary, (2) the type of data transmitted
between the sensor and the cloud, and (3) the sampling rate at which the health-monitoring
system “checks” the status of the rural node. The performance of the proposed method
will be evaluated based on its ability to provide an early warning before the actual failure
event. The DDI system will be evaluated using simulated data and validated using real
cases from the field data.

6.4.1 Method

Intelligent Sampling Framework

For the logistic regressor used for novelty filtering on the sensor, the threshold is most
commonly set to P > 0.5 for binary classification. Adjusting the boundary around this
threshold is a quick and easy method to alter the sensitivity and specificity of the classifier.
While this is a great way to increase the sensitivity of the system, it comes at the cost

of a higher false-positive rate. In some instances, this may be desirable, but in others,
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Algorithm 2: Dynamic Sampling Framework

Input: Sensor novelty filter score voted over the last 10 states, P(C,_,,), and last 20
states, P(C,_y,), (value between zero and one);
if P(C,_,,) <Tp,1 then // Assume start state is green
‘ Change state to green; Send novelty filter score;
else if P(C,_,,) > Tp,1 and P(C,_,,) < Tp> then
Change to amber state and send features; Send raw waveforms if P(C,_,,) voted
amber ;
Ise if P(C,_,,) > Tp then
Change to red state and send raw waveforms ;
if P(Ci:20) 2 TB72 then
| Trigger alarm to call action/help; Send novelty filter score
end

@

end
Result: Current system state and alarm (action required)

where false alarms have a high direct cost, it can be undesirable. False alarms have a
direct cost in the case of remote monitoring, such as the cost associated with sending a
technician; however, the proposed system can tolerate a higher sensitivity on the sensor-
based novelty filter since the additional processing capabilities of the cloud will compensate

for the specificity.

Once both the sensor-based and cloud-based classifiers are trained, the system can
begin to classify the health status of the system being monitored. The handpump state
and type of data transmitted to the cloud is determined based on a vote of the 10 or 20
last scores, as shown in Algorithm E
Setting the Threshold Boundary
The boundary around the novelty filter threshold, T, is determined arbitrarily based on
the overall objective of the system, where the trade-off exists between the FPR and how
early the failure is detected. In this “uncertain” boundary state, the system may not have
enough information to classify the health status and instead opt to request more data to be
transmitted. Our analysis described below uses three different boundaries to illustrate the

effect of using different threshold boundaries. If the novelty filter threshold, 7', is described
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as the value midway between the minimum and maximum novelty score (usually 0.5 for
a logistic regressor with an output between zero and one) the boundary, Tz, is selected
based on this value of T" such that Tg 1 = T — (boundary) and T 2 = T+ (boundary). The
first proposed boundary referred to as the large boundary, Tg;, is the boundary where
90% of all the novelty score windows fall within this range. The second boundary referred
to as the medium boundary, T's y,, is selected such that 10% of the novelty score windows
fall within the boundary range. The third boundary or zero boundary, Tz ., is the cases

where the threshold is binary. The results will be discussed in section .

In addition to adjusting the threshold of the novelty filter, two more methods are
proposed to increase the inference while minimising the cost of classification, both in
preserving battery by reducing processing requirements as well as reducing the size of
data packages to be transmitted. Firstly, dynamically adjusting the type of data that is
transmitted from the sensor to the cloud. Secondly, dynamically adjusting the frequency
of transmitting a score from the node to the cloud or active sampling by varying the
classification rate.

Dynamically Adjusting Data Type

By introducing two-way communication between the sensor node and cloud, it is possible
to adjust dynamically the type of data package that is transmitted to the cloud. Under
normal operating conditions, only the novelty score (a value between zero and one) would
be transmitted from the sensor to the cloud. However, as the probability of the classifier
deteriorates or reaches near the threshold boundary, the cloud classifier can request more
data in order to perform further analysis and try to get the system out of a “state of
uncertainty”. Possibly the only scenario more unwanted than a broken handpump is that

of not having enough data to determine, with some reasonable level of certainty, the state
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of the handpump. Therefore, sending richer data forms, such as features or raw waveforms,
rather than novelty scores, will allow the cloud-based classifier to perform more advanced
analysis in order to determine the system state. During periods of relative uncertainly
it would also be possible for the classifier to decide not to classify until the output has

reached some user-defined probability.

The classifier probability is used to define four states for the handpump condition at any
instance: (1) normal, (2) unstable, (3) abnormal, and (4) alarm. The decision boundary
for each state is described in Table @ Since the transmission of larger data packages,
such as features or raw waveforms, has a direct operating cost (considered later), these
should only be sent to the cloud in periods of considerable uncertainty. Based on the
probability of the classifier being in each state, P(state), the system may require different

data types to increase the fidelity such that:

1. Normal state is considered a region of high certainty when the handpump is in a work-
ing (normal) condition and therefore requires only low-level, infrequent monitoring.
Novelty scores can be transmitted from the sensor to the cloud to confirm that both
the handpump and the health-monitoring system (sensor and battery) are in working

condition. The system should be calibrated to this state after any maintenance.

2. Unstable state occurs when either the health-monitoring system hardware or the
handpump itself deteriorates. This is the most uncertain state, and priority should
be given to assist the cloud classifier to determine the condition of the handpump.
High-level monitoring occurs in this state to assist the cloud classifier to increase
fidelity, and the sensor will start sending features rather than novelty scores. If these
additional data are still unable to provide the desired insight, the sensor will begin

to transmit raw waveforms.
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3. Abnormal state is triggered when a failure occurs or is imminent. Given that the
failure may be either due to sensor noise or actual failure of the handpump, this is
a high-level monitoring state and waveforms are sent in this state. The monitoring
system should be able to tolerate this state for short periods before action is required

from the user in order to reduce the likelihood of false alarms.

4. Alarm state is again a low-monitoring state. After the alarm is triggered, the system
can return to a low monitoring state and transmit sensor novelty scores rather than
larger waveform packages, where the latter is both expensive and depletes the bat-
tery faster. This allows the system to preserve resources to continue communication
with the rural node until help arrives, likely a mechanic in the case of handpumps.
This is an essential function because VLOM designs enable the local community to
perform maintenance, which means that some proportion of repairs occur without
assistance from the mechanic, such as a stone or stick lodged inside the pump head.
Once resolved, with or without the mechanic, the novelty score may return to a nor-
mal state and reset the alarm. However, recording failure events is a crucial element
to ensure the transparent allocation and management of rural resources. In an ideal
remote monitoring system, a self-resetting alarm would be deprioritised for immedi-
ate resource allocation; however, routine maintenance could be brought forward or

scheduled with a nearby alarm.

Given the relatively high level of noise that can occur in low-cost sensors, the system
should be able to tolerate some level of fluctuation such that it can quickly move between

states without false alarms.
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Table 6.7: Fault development states of active sampling in examined handpump conditions.
The types of data to be transmitted from the handpump sensor to the cloud are: (1) the
novelty filter (NF) scores generated by the embedded LR classifier,(2) the features used
by the LR classifier, or (3) the raw accelerometry waveforms. P(C;) is the probability that
the state is in a given condition (Cj).

State Output Description P(C)) Data Type
Normal Green Working <Tpa NF score
Unstable  Amber Condition unknown Tp1 —Tp2 Feature/Wave
Abnormal Red Failure likely >Tgo2 Wave

Alarm Action Failed, action required >Tpo NF score

Dynamically Adjusting Sampling Rate

In addition to adjusting the type of data transmitted, the system can also adjust the
frequency at which it “checks” the health of the rural node. Although high-frequency
measurements are required to analyse the vibrations in the handpump, it is safe to assume
that the actual condition of the handpump may not change rapidly. Frequently-used
handpumps (on average) break every three months for minor failures (like a broken seal)
and once per year for major failures [28]. Therefore, it may be more economical to check
the status of a handpump at predetermined times or intervals, rather than every 1.33

seconds (a 128 bin FFT at 96 Hz gives one novelty score every 1.33 seconds).

Furthermore, handpumps are only used during certain times of the day. The study
site is near the equator, where daylight is approximately 12 hours per day without much
variance throughout the year. Year-round sunrise is approximately at 6 AM and sunset at
6 PM. Given the lack of access to electricity at home, most households are predominantly
active during daylight. Peak usage occurs during the early morning for a few hours after
sunrise and then again in the late afternoon for a few hours before sunset, with slight
variation depending on the season and region. However, some handpumps near schools

or marketplaces can be used continuously throughout the day, with some even having a
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Table 6.8: Proposed sampling frequency and type of data to transmit for the various moni-
toring levels of a health-monitoring system given the observed condition of the handpump’s
health status.

Monitoring Data Type Sampling Rate

Level

Low Novelty score  Twice Daily
Medium Feature/Wave Hourly
High Wave 15 min

long queue of users waiting their turn. Handpumps are rarely used during the night, and
therefore monitoring during the 12 hours of the night is not required. It is reasonable to
“check” the handpump condition periodically only during the daytime. Table @ shows
the proposed combination of data type and the sampling frequency for each monitoring
level.

6.4.2 Results

Testing the Dynamic Framework with Simulated Data

The dynamic framework performance is evaluated using simulated data reconstructed
from the existing data set, D,,. The simulated data are created to emulate a deteriorating
handpump. In the green or red state, there is a relatively high certainty of the state,
with 80% of novelty scores within the boundary. The certainty of the state decreases
in the amber state when only 60% of the novelty scores are correctly labelled. These
probabilities are estimated given the performance of the sensor-based novelty filter on
real data in Chapter B The simulated data are randomly generated for each iteration
and repeated 1000 times to determine the mean and standard deviations. Each simulated

iteration contains 2000 samples.

Figure shows the various outputs from the proposed DDI platform for the different
parameters of interest given a single iteration of 2000 samples. Figure shows an

example of the classifier output for each simulated sample. This is based on the cloud-based



148 Chapter 6— Cloud-based Dynamic Distributed Inference System

output with a value between zero (abnormal) and one (normal) based on the handpump
condition. The example boundary thresholds are represented by the horizontal red line,
Ty =0.7and T2 = 0.3. Depending on the state of the system and the data type being
transmitted, the classifier output is either from the system-based novelty filter (extreme
green or red state) or the cloud-based classifier (amber or early red state). For each score,
the cloud-based classifier performs the analysis and keeps a record of the current status of
the system, which can be seen in Figure , where the vertical red line (at sample 1400)
indicates the true failure event, and the horizontal red line is the proposed threshold to
trigger a failure event for this particular simulation. The failure threshold was optimised
as a trade-off between how early the failure is detected and the number of false alarms
(discussed later). The alarm is triggered when the system remains red longer than the

threshold permits.

The DDI system uses the past individual states of the system to determine the output
of the state, as shown in Figure . In this instance, the alarm triggered before the
actual event (number of red flags are more than the threshold around sample 500 and
changes the system state to signal action; however, the actual failure event occurred around
sample 1400). Finally, for each state, the system determines the type of data that should
be transmitted from the sensor to the cloud, shown in Figure , and records this
to determine the overall data transmission required for the simulated iteration. In this
iteration, mainly NF scores are transmitted. However, at sample 500 and 1600, the system
requests more data as the state of the system deteriorates (which corresponds to the red

counters crossing the horizontal line in Figure .
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Figure 6.11: An overview of the proposed dynamic distributed inference system’s param-
eter outputs for a single simulated iteration with 2000 samples. The simulated novelty
filter scores from the LR classifier (shown in a) feed into the DDI system. For each sam-
ple, each subplot shows the corresponding output: (a) LR classifier output, (b) count of
historical handpump state for a given failure event (indicated by the vertical dashed line),
(c) predicted and true condition of the handpump, and (d) the type of data requested for
the next sample based on the predicted state.

Adjusting the Novelty Filter Threshold

The novelty filter threshold can be adjusted to determine the final loss function, Ej.ss.
Figure shows that the pdf of the loss function is approximately gamma distributed
for all three proposed boundaries, Tz ;, T, and Tz .. There is an increase in the value of
the shape parameter of the gamma distribution when the boundary increases (Tz ;) while
greatly reducing the value of the location parameter. Conversely, removing the decision

boundary (T, ) for the novelty filter threshold leads to a reduction in the shape value of
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Figure 6.12: Pdf of the loss function for three different novelty filter boundaries such that
T, (dashed black), T, (dotted red) and Tg . (solid blue), respectively.

the loss function pdf and an increase in the location value.

The boundary effect can also be seen based on the time at which the event is detected
for each of the proposed boundaries. Figure shows the individual pdfs of the time at
which the failure event is detected for three different proposed thresholds, given the same
data set. Zero is the point of failure, while negative time indicates detecting the event
before it occurs, and positive time indicates delayed detection after the actual failure
event. If the system fails to detect a failure event for the given test set, it is considered a
missed event which is indicated as a large positive number and shown in red towards the
right on each figure. In all three cases, the pdfs are approximately gamma distributed. In
Figure , for a high threshold when the boundary is large, the pdf is greatly reduced
in magnitude, and only a small number of events missed. Of those events identified, the
majority are identified before the actual event. As the threshold boundary decreases, the
pdf is increased both in magnitude and location, as shown in . A small boundary, as

shown in Figure , results in a further increase in the magnitude and location of the
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pdf. However, this is at the cost of delayed detection of events and an increase in events
missed entirely. This demonstrates the effect of the boundary on the sensitivity of the

system, which will be further analysed in the following section.

Since it is not only crucial that the system identifies the event but also do so promptly,
the next analysis considered the time at which the system identifies the event as a function
of the false positive rate (FPR). Figure shows the FPR of the system for different
thresholds and different early warning scores using the simulated data set. Zero is the
point of failure. Positive time windows indicate early warning and negative time windows
indicate events detected after the event occurred. Figure shows the FPR for changing
threshold boundary, where the boundary is calculated as the relative percentage of the
boundary around the threshold. Zero is no boundary around the threshold, and 100 is
the maximum boundary over the entire novelty score range. As the threshold boundary
increases, the FPR goes to zero. However, a very low FPR has a higher percentage of

missed events.

Furthermore, Figure shows that a low FPR is associated with a negative or
late detection of the event. Excluding the missed events in Figure results in the

reduced CI as well as IQR boundaries. Given that the detection time for a missed event
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was arbitrarily high and that the rate of missed events is less than 0.04% excluding these
events in the overall calculation give a representative overview of the platform performance.
Figure shows that it is possible to achieve an early warning given an FPR of less

than 0.3.
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Figure 6.14: Performance of the early warning system given simulated data to investigate
the change in threshold on the FPR. Mean, confidence interval (CI) and interquartile
range (IQR) are calculated over 10,000 random iterations. The results show: (a) the FPR
for a given threshold (as a percentage) and the subsequent proportion of missed events;
(b) FPR for a given warning window including missed events, and (c) excluding missed
events. In (b) and (c) the 95% CI (left) and IQR (right) are shown, respectively.
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Table 6.9: Performance (AUC =+ SD) of a RF classifier for different data types transmitted
from the rural sensor to the cloud classifier. Median of AUC results of 1000 iterations are
reported with one standard deviation.

AUC (SD)
Data Type D, Dg Dy,
NF Score  0.657(0.017)  0.648(0.023)  0.773(0.019)
Features 0.719(0.012) 0.720(0.019) 0.896(0.014)
Waves 0.809(0.008) 0.813(0.009) 0.913(0.007)

Adjusting the Data Type

The next step is to analyse the influence of the data type being transmitted from the rural
node to the cloud, where more advanced analysis can be performed on the latter than the
former. Table @ compares the AUC of an RF classifier receiving only one data type at a
time for the same period. The comparison shows that providing richer data types allows
the system to increase the overall fidelity by 15.2% for D,,, 16.5% for Dg; and 14.0%
for Dyo when transmitting waves instead of novelty filter scores. For the general case,
D, there is an increase in the AUC of 6.2% when sending features over NF scores and
another increase of 9.0% when sending raw waveforms over the feature packages. There
is a similar increase for Dy and Dgo. The cloud classifier gains most from the additional
data provided by the raw waveforms. Given that a mix of data types will be transmitted,
the actual gain may be lower. However, these results confirm the hypothesis that providing
more rich data types (such as raw waveforms) rather than those packaged by the system-
based novelty filter allows the cloud-based classifier to make a more accurate estimation
of the health status of the rural node.

Economics of Dynamic Distributed Inference System

After installation, the amount of data transmitted from the sensor to the cloud determines
the main variable cost of operating the system. There is a vast difference in the bandwidth

required to transmit each data type that would ultimately influence the overall operational
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Figure 6.15: Comparison of the performance and cost of operating the proposed DDI
system and traditional non-dynamic system transmitting only the novelty filter scores
(dashed) or raw waveforms (dotted) from the handpump the central cloud.

cost of the system. Figure considers the economics of transmission by comparing the
data bandwidth (in MB) to the FPR, which in turns relates to whether or not the event
is detected early. The proposed DDI platform, being dynamic in the type of data that
is transmitted, is compared with the case of transmitting raw waveforms or novelty filter
scores, exclusively. Since the size of the data package being transmitted for the NF score
and waveform is constant, the total amount of data transmitted for these two instances
are fixed. Conversely, the amount of data transmitted for the DDI platform is inversely
linear to the FPR. This is a direct result of the dynamic nature of the platform, adjusting

the type of data being transmitted based on the assumed condition of the handpump.

The results show an apparent reduction in the amount of data, and thus operating
cost, required to detect the failure event before occurring for a low FPR (< 0.3). For

FPR = 0.3, the DDI platform can detect the failure shortly before it occurs at the cost
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of about 2 MB. For the same FPR, the NF score alone is delayed in detecting the failure
albeit at a minimal cost (0.1 MB) while the raw waveform can detect the failure very
early at the cost of approximately 7.5 MB. A 24-hour lead time is required to mobilise
the service network responsible for repairing the handpumps in the study area. An earlier
warning earlier may be ignored until the last moment in order to maximise the capacity
of the current parts. Thus, the additional cost of transmitting the raw waveform would

not lead to any additional gain.

Furthermore, the saving in cost of the DDI over the raw waveform is even more con-
siderable given that for most of the time, the handpump would be in a normal state and
the DDI would therefore only be transmitting the NF score. Thus, over a more extensive
network of rural handpumps and an extended monitoring period, a seemingly small saving
will quickly become rather significant.

Testing the DDI with Real Handpump Field Data

Once the appropriate thresholds were established and the platform validated using the
simulated data, the proposed DDI framework was evaluated using real failure examples
from the D; data set. The failures in this data set are accurately labelled and well-
documented for validating a system of this complexity. Figure shows the output
of the system for real data recorded from a single handpump in D; using the platform
trained using D,,. The trend of a moving average of 45 windows (equivalent to one minute)
visually changes around the failure event for this given case. Although this experiment was
performed retrospectively, the platform had access to the true novelty scores generated on
the sensor as well as the accompanying raw waveforms and features to simulate real-time

operation if two-way communication is available.

Figure shows the window at which the failure is detected as a function of the FPR
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for two failure events at different handpumps in D;. Both cases show that it is possible to
attain an early warning of imminent failure using the proposed DDI framework for some
low FPR. The right-hand vertical axis shows the transmission cost as the total megabytes
of data transmitted from the sensor to the cloud for the monitoring period leading up to
the failure. Both the early warning and cost of transmission is inversely related to the FPR,
such that a lower FPR result in a late warning, and high transmission cost and a higher
FPR leads to earlier warning and reduced transmission cost. In the first example, the event
can be detect early (before occurring) for an FPR = 0.42, which requires only 2.6 MB. For
the second example, early detection is possible given an FPR = 0.5 using 4 MB. Given the
trade-off between these parameters, the ideal threshold boundary can be selected such that
the amount of early warning and overall cost of transmission is acceptable for the given
FPR that can be tolerated. Results from the different handpumps showed that there is
variability between individual pumps. Given that some failures are harder to detect, these
may lead to an increased number of false alarms. Unfortunately, since these failures are
from the long-term data set, D;, the labels and timestamps of failures are acquired from
the maintenance service company responsible for tending to failures. Since the service
obligation of this company is to attend to a repair within 48-hours, it is unclear whether
the recorded failure time is the date of failure or repair. For standardisation, the time was
taken as the repair date, and thus the actual warning could be flagged earlier than noted

in these results.

For the third case, the failure in the long-term samples occurred during a field visit and
so the exact failure time is known and labelled accurately. Figure shows the results
for the optimised threshold. The DDI platform tracks the health status of the handpump

being monitored by sampling a five-second clip at the start of each day leading up to



157 Chapter 6— Cloud-based Dynamic Distributed Inference System

600 T T T T 5

500 (//———4.5

400 |
@ —g 1 =
H og @
§ %g 300 + %
£ 3E %
= 82 8
> 55 20 5
c ac< 2
S - 25 | 0]
g E’; 100 %
- =y =
d F8 o =

-100 |

-200

S}
o
o
I
St
o
=

Figure 6.16: Performance of the early warning alert by the DDI system along with the
associated cost (measure in amount of data being transmitted) using real failure events
from Dy, given two different failure types from the same handpump.

the failure, which occurs on Day 0. The normalised novelty scores for each monitoring
period in the days leading up to the failure event is shown in Figure along with the
moving average (red line). Figure shows that for a low FPR (less than 0.2) the DDI
platform could detect the failure 418 windows before the event, which corresponds to two
days before the actual failure. The results from these three failures also demonstrate that
it is reasonable to sample the handpump condition only for a few seconds every day given
that changes occur over a long period. While this result is purely observational, it is a
promising finding given that there are limited examples of correctly-labelled failure events

represented in the data set.

In the case of handpumps in our study region, the service delivery provider who is
responsible for repairing the handpumps once the failure is reported typically requires a
24-hour notice. As such, this would be the minimum early warning time that would allow
for handpump failures to be eliminated. For the example that was accurately labelled,
the DDI platform could provide a sufficiently early warning for a low FPR. For other

examples, an early warning was achievable if a higher FPR could be tolerated.
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Figure 6.17: Case using real data of true failure event: (a) scores generated by the system-
based novelty filter and (b) performance of the early warning alert by the DDI system
along with the associated cost (measure in amount of data being transmitted).

6.5 Discussion

The aim of this chapter was threefold. Firstly, to analyse the real-world scores gener-
ated by the system-based novelty filter embedded in the handpumps. The method uses a
lightweight LR classifier to generate these scores, and different algorithms were tested on
the handpumps over 12 months. The second aim was to train the cloud-based health mon-
itoring algorithm, which receives intelligent data packages produced by the sensor-based
novelty filter. The approach relies on the novelty filtered data to be further processed using
the additional computational capabilities of the cloud to increase the overall fidelity of the
health-monitoring system. Finally, the DDI framework was tested using both simulated
and real data to identify an adverse event before occurring. This was done to validate the
robustness of the dynamic distributed inference system and illustrate that it is a useful

approach to remote health monitoring of systems in limited-resource areas.

The first analysis, validating the real-world scores, compared different sensor-based
novelty filter algorithms. This included comparing the lab-generated scores with real-world

scores, as well as algorithms that were unique to the operating depth of the handpump
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being either “deep” or “shallow”. The proposed algorithms that were tested in the field
are listed in Table @ Results shown in Figure @ demonstrate that the performance
of the system-based novelty filter is only somewhat outperformed by the lab-based filter
operating within fewer constraints. This was a critical validation as the ongoing steps
for designing the proposed DDI system would rely on these inputs. Figure @ compared
the three different versions of algorithms and found that a depth-specific algorithm was
able to increase the fidelity. However, limitations in the representation of shallow-operating
handpumps in D, meant that the algorithm was biased to handpumps operating at greater
depths. Fortunately, these results were obtained early in the study and could be used to
inform subsequent data collection campaigns to ensure more balanced representation in

the handpumps included in the data sets, Dy and D;, used in this study.

These results also demonstrated that some failures types were easier to distinguish than
others, as shown in Figure @ The novelty filter relies on the vibrations in the handpump
to inform the health-status of the handpump. However, due to the location of the sensor
relative to the entire handpump system, where most of it is often up to 80m underground
compared to the 1.5m tall surface-based pedestal, vibrations far away are less distinct
than those that originate near the sensor. This means that failures, such as a leak in the
rising main, that occur far away from the sensor are harder to identify using the vibration
features alone. However, more extreme failures that lead to immediately lack of water,
such as a broken pump rod or broken u-seal, have more distinctive features that can be
identified. The practical impact of this on the health monitoring system in the case of
handpumps are not detrimental as the severe failures are those that are most important to
detect and prevent as this could lead to immediate loss of access to water. In comparison,

a leak in the rising main might be harder to detect but would likely occur slowly over time
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and as such lead to a reduction in the pressure and the water flow but not necessarily

immediately result in a lack of water flow entirely.

Finally, the addition of temporal correlation is incorporated by aggregating consecutive
novelty scores - a simple step that could easily be added to the sensor-based novelty filter.
The improvement introduced by this additional step is shown in Table @ Marginal in-
creases are seen in the inter-handpump data sets, D,,, and Dy 1, while the intra-handpump

data set, Dy 2, achieve additional improvement in the AUC.

Overall, the field-generated novelty scores collected from the proposed system-based
novelty filter were shown to be sufficiently robust when compared to the equivalent lab-
generated scores which is achievable without the limitations of an 8-bit microprocessor.
This was demonstrated for a variety of different failure types, data sets, and operating
considerations. The sensor-based novelty scores from the field were typically within two

to three per cent of the “ideal” lab-generated scores.

The promising results from the real-world system-based novelty filter scores ensured a
solid base for the second analysis, which aimed to develop the cloud-based health monitor-
ing algorithm receiving intelligent data packages from the sensor as input. To demonstrate
the robustness of the proposed DDI system, the analysis was done using real-world data
from the three data sets, D,,, Dy 1 and Dgy2. The analysis found that incorporating more
advanced condition monitoring methods on the cloud-based platform could increase the
system’s positive predictive value by around 10%, shown in Table @ For the cloud-
based heavyweight classifiers, the RF was shown to outperform both LR and SVM for
both inter-handpump data sets, D,, and Dy as well as the intra-handpump data set,

Dyo.

)
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Furthermore, the results from this analysis, shown in Table @ and Figure @, found
that these improvements could be achieved by using only a small fraction (less than 30%)
of the original data. In the entire D,, data set, the RF achieved an average AUC of
70.1 £+ 1.9 by using only 20% of the windows. However, the RF model, when compared to
the other classifiers, does not offer the same level of robustness in the prediction accuracy
as some amount of variability persists despite the addition of more data. This suggests
that in the event of imminent failure, when all the raw data are transmitted from the
handpump to the base-station, RFs will continue to have a higher rate of uncertainty in
the prediction accuracy. LR and SVM variability reduces to almost zero as the amount of
data transmitted increases. This is quite an important trade-off to consider when selecting
a suitable cloud-based classifier as the increased cost of transmitting more data should
ideally lead to higher sensitivity and specificity of the prediction. There are, however,
other ways of improving the overall prediction accuracy, such as changing the threshold of
the sensor-based novelty filter to create a dynamic distributed monitoring system, which

was analysed in the next phase.

An RF offers the ability for much faster training and testing times should the propor-
tion of data increase (as shown in Figure @), a feature which outweighs the previous
limitation. The analysis in Figure showed that further optimisation of the system
could be achieved by sending a reduced number of features (10 rather than 20) without
compromising the performance. Given these results, it was recommended that the RF
classifier be used for the cloud-based classifier of the DDI system as it is sufficiently ro-
bust with the additional benefit of fast test times, which could future-proof the system to

perform at region-wide scale.

Finally, the proposed DDI system was compared to other standard machine learning
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and deep learning methods. The results in Table @ show that the proposed DDI system
was able to outperform all the standard machine learning methods, including LR, SVM,
MLP, and 1D-CNN. Importantly, the proposed method also improved precision by more
than 10% compared to any of the other methods. Specificity is an essential consideration
in low-resource settings where scarcity of resources requires careful prioritisation of the
allocation. Low specificity can also be costly in the case of remote monitoring, such as

those in rural nodes, where tending to alarm have a direct cost.

By considering the optimal means of representing the data packages, the results have
shown that it is possible to increase fidelity as the risk of deterioration of the handpump
is deemed to increase by dynamically adjusting specific parameters of the platform. This
interaction between the system-based LR novelty filter and more advanced machine learn-
ing, such as RF, SVM, MLP, and CNN, processes in the cloud, is a novel research field

and which applies to other cognate fields.

6.6 Conclusion

The results in this chapter show that the proposed DDI platform offers an essential tool
in the remote monitoring of rural nodes. It presented the development and validation of
a DDI system that takes as input the data packages created by the sensor-based novelty
filter developed in Chapter B to reduce the amount of data being transmitted from the
sensor to the cloud. It demonstrated that the inputs from real sensor data are valid
when compared to those generated in a lab with no limitation. The results show that
a robust DDI platform incorporating the input from the system-based novelty filter and
cloud-based classifier improves the condition estimation compared to traditional machine
learning and deep learning methods. These results further show that the addition of

dynamically adjusted parameters, such as the LR threshold, the type of data transmitted,
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and the sampling rates of health checks, greatly reduce the amount of data transmitted

and subsequent operating cost compared to static monitoring.

The cloud-based classifiers that were considered are logistic regressor, random forest,
support vector machine, multilayer perceptron and convolutional neural network. The
objective of creating the DDI system was to improve the overall accuracy and robustness
compared to the system-based novelty filter while optimising the limited resource by being
frugal about the use of processing power and data transmission. The proposed DDI model
met this standard while outperforming all the other standard machine learning methods.
Notably, the DDI method demonstrated superior specificity over the other methods, an
essential requirement for a remote health-monitoring system. Finally, the ability of the
DDI system to perform early warnings on both simulated and real cases were validated
as a trade-off between how early the warning is triggered (time before event) and the cost
of achieving the warning (amount of data to be transmitted). The platform showed high
variability in the early detection of critical events in individual subjects which is due to

the location of the failure type.



Chapter 7

From Handpump to Human

This chapter aims to demonstrate the potential wide-scale application of the proposed
DDI system that was developed and validated in Chapter a and B using handpumps as
real examples of rural nodes or “patients”. The analysis will evaluate the ease with which
the system adjusts to a different application, specifically the monitoring of patient vital
signs in a step-down unit (SDU). The first part will introduce the patient data set used in
this analysis before it will discuss the changes required to adapt the system for a different
application. Finally, the analysis will validate the ability of the previously-defined DDI
platform presented in Figure El] to predict physiological deterioration in a clinical setting.
Consideration will be given to how this type of rural “node” is different from a rural
handpump as well as discuss the similarities that make it possible to transfer the DDI

system.

7.1 Remote Patient Monitoring

Remote patient monitoring (RPM) offers a solution to meet healthcare needs in limited-
resource settings. As the global demand on healthcare systems continue to increase, re-
sources can be considered “limited” even in developed country settings. In 2016, more
than 7.1 million patients worldwide were remotely monitored by health-monitoring de-
vices [217]. In the same year, the National Audit Office in the United Kingdom found

that “bed blocking” cost the NHS over £820m [218]. Bed blocking is a phenomenon ob-

164
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served in developed countries with an ageing population as the social care system can
often delay the discharge of elderly patients. RPM could save the NHS nearly £1bn over
five years [219]. Furthermore, overstretched services of “unavoidably small” rural sites
in the United Kingdom place an enormous financial burden on the NHS as many end in
annual deficits. Underperforming sites account for nearly a quarter (23%) of the overall

fiscal deficit; however, represent only three per cent of all trusts [220].

In low- and middle-income countries (LMICs), the large-scale shortage of healthcare
workers decreases access to healthcare services. However, there is often a great dispar-
ity between the population concentration and the subsequent access to public services.
Table @ shows an inverse relationship in the patient-to-nurse ratio and rural populations
for a subset of countries. This shortage in the workforce affects rural populations more
than their urban counterparts. Rural populations typically also account for a significantly
larger proportion of the overall population in LMICs. More than half the population in
LMICs live in rural areas, compared to 19% in high-income countries [221]. In India, for
example, 76% of the available medical facilities are in urban areas. However, 66% of the
total population live in rural areas, creating a considerable disease burden [221]. This
disparity between practitioners and population is not unique to India but widespread in

many other LMICs.

A recent review found that in LMICs where primary healthcare improved between 2010
and 2017, strategies tend to focus on finance, policy and workforce as the core system func-
tionalities while overlooking the importance of social accountability and improvements in
management and facilities [223]. This is a major limitation for RPM or mobile health
(mHealth) adoption, which requires insights into socio-cultural dynamics and local busi-

ness practices in order to succeed [224]. Overall, RPM and mHealth have the potential to
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Table 7.1: Density of nurses and rural population in selected countries. (Source: [221), 222])

Year Country Nurses®* % Rural Pop.
2016 Canada 9.9 19
2015 USA 8.6 18
2017  United Kingdom 8.3 17
2016 Saudi Arabia 5.6 16
2017 South Africa 3.5 34
2010 Philippines 3.3 53
2015 China 2.3 41
2017 India 2.1 66
2014 Kenya 1.5 73
2016 Malawi 0.3 83

*per 1000 population

help alleviate many of the ongoing pressures of health services in both LMICs and high-
income countries. Along with addressing some of the system issues, RPM also offers new
avenues for patient care not possible with existing healthcare technologies. Continuous
patient monitoring offers data streams required to evolve empirical methods that define

the relationships between early predictors and potential patient outcomes.

7.2 Early Detection of Deterioration

Clinicians typically use two types of parameters to assess patients. Firstly, ‘vital signs’
refer to the most commonly used physiological parameters related to the human body’s
primary function. These include heart rate (HR), breathing rate (BR), temperature, blood
pressure (BP), and blood oxygen saturation (SpOz). Technology facilitates the continuous
measurement of these parameters non-invasively. The second set of parameters that clini-
cians use to monitor patients are the biochemical parameters. The measurement of these
are usually invasive, such as via withdrawing a blood sample, and which is necessarily

measured intermittently.

Studies dating as far back as the early 1990s suggest that premonitory signs of physi-

ological deterioration occurring before a cardiopulmonary arrest could be used to prevent
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these adverse events if appropriate action is taken in the hours leading up to the event
[225, 226, 227]. More recent studies have attempted to detail the threshold of change, rate
of change and time before the event that acceptable action should be taken. Many of these
adverse events occur when in-hospital patients move out of the intensive care unit (ICU)
to locations that have a higher patient to nurse ratio and less frequent monitoring. All
of these studies were conducted in a developed world setting where the patient to nurse
ratio is closely regulated and in theory, should be 1:1 or 1:2 in United Kingdom and USA

to allow for continuous observations.

Heuristic patient monitoring approaches originally used univariate alarm thresholds
to generate warnings about abnormalities in single vital sign measurements [228]. The
National Early Warning Score (NEWS) intended for use in all NHS hospitals addressed
shortcomings in single vital sign monitoring by proposing an aggregated score across mul-
tiple vital signs for patients at risk of deteriorating [229, 230]. However, it was found
that the additional workload on healthcare staff may be disproportionate to the proposed
benefits [231] and only offered clinicians a statistical summary and risk score at a single

point in time [232].

Probabilistic patient monitoring approaches use computational inference by continu-
ously comparing the patient vital sign measurements to a healthy individual in the global
population. As one common example, Kernel density estimates (KDE) using Parzen win-
dows identify parameters that indicate deterioration [233]. Extreme value theory distin-
guishes extreme observations due to actual deterioration from those caused by measure-
ment artefacts resulting from long-term continuous monitoring [234, 235]. To overcome
the limitations of approaches taking only a summary at a single point in time, Gaussian

process regression (GPR) has been suggested as a robust method to forecast the time-
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series vital signs of patients [236] and is becoming increasingly popular in the field. The
intense exploration required to identify preferable kernels and priors for patient-specific
models often limits this latter approach to applications using single vital signs, such as

HR.

In the case of handpumps, 24-48 hours was sufficient lead-time to ensure timely repair
and allow the service repair company adequate time to respond to any imminent failures.
In the case of SDU patients, the aim is to detect any patient deterioration as early as
possible, but at least before the actual event. The DDI platform goals in this chapter
remain the same as those laid out in Chapter B However, for the application of the

proposed system for patient monitoring in an SDU, the clinical aims would be to:

1. have a low false alarm rate so as not to add any additional burden to the clinical

staff,

2. provide continuous patient monitoring in addition to existing clinical observations

(which may occur several hours apart), and

3. offer sufficient warning that can allow clinical staff to respond according to existing

protocols.

At a minimum, the system should facilitate an increase in the quality of care that patients

receive by offering clinical staff an additional data stream to inform decision-making.

7.3 Data Description

The data set used for this analysis was acquired as part of a three-phase trial of a patient
monitoring system at the Presbyterian Hospital at the University of Pittsburgh Medical
Centre (UPMC) SDU. Typically, the SDU provides intermediary care to support patients

recently discharged from the ICU before being transferred to the general wards. Although
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the precise guideline for SDUs varies by country, a typical SDU will have a nurse-to-patient
ratio of 1 : 4-6 in comparison with more staff-intensive ICUs that have a nurse-to-patient
ratio of 1 : 1-2 [237]. The intermediary nature of the SDU means that staff levels can
support data collection but are more limited than an ICU as to resemble settings with

lower monitoring levels.

The data set considered in this chapter is from the UPMC surgical-trauma SDU and
contains data from 333 adult patients collected as part of a three-phase study to validate
the patient monitoring system in [233]. We use data from November 2006 and which lasted
for eight weeks. All the patients in the data set were older than 18 years of age. Male
and female representation in the data set is both approximately 50%. A total of 18,692
hours of continuous monitoring data was collected over eight weeks containing only seven
activation alerts for the Medical Emergency Team (MET). The MET calling criteria is
shown in Table @ as defined in [238]. Patients in this data set were labelled for having a
‘clinically significant critical event’ when triggering the MET via “Condition A” (cardiac
or respiratory arrest requiring cardiopulmonary resuscitation) or “Condition C” (defined
by the MET calling criteria).

7.3.1 Labelling Critical Events

The activation criteria use a univariate threshold lasting for at least four of the previous
five minutes. This meant that a large number of events, often those related to BR, were
triggered and merged alarms that occurred close to one another. A clinician validated
407 such events in the data set. Of these, 237 events from 83 patients were identified
as non-artefactual since the clinician confirmed that the time-series data does exceed the
MET limits, shown in Table @ These events were labelled as C’-events. Of those events

that exceeded the MET threshold for a sustained time, clinicians labelled 112 C”-events
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Table 7.2: Clinical criteria for MET activation at UPMC Presbyterian Hospital [23§].

Parameter

Heart rate:

e <40 or > 140 beats/min with symptoms, or any rate > 160.

Breathing rate:

e < 8or > 36 breaths/min;

e new onset of breathing difficulty;

e mnew SpO2 < 85% for > 5 min unless known chronic hypoxaemia.

Blood pressure:

e < 80 or > 200 mmHg systolic, or > 110 mmHg diastolic with symptoms.
Acute neurological change:

o acute loss of consciousness;

e new onset lethargy or narcan (naloxone) use without immediate response;
o seizure (outside seizure monitoring unit);

 sudden loss of movement (or weakness) of face, arm, or leg.

Other:

e chest pain unresponsive to nitroglycerine or doctor unavailable;

o colour change (of patient or extremity): pale, dusky, gray, or blue;

¢ unexplained agitation > 10 min; suicide attempt; uncontrolled bleeding.

in 59 patients that would require a MET activation alert or emergency intervention. The
continuous monitoring of vital signs was able to identify 105 MET activation alerts pre-
viously missed. Labelled C”-events record the relevant start- and end-time as well as the
primary cause of the event.

7.3.2 Vital Sign Measurements

Physiological patient data in the UPMC data set contains the time-series data of five
vital signs: HR, BR, SpOs, systolic blood pressure (SBP) and diastolic blood pressure
(DBP). HR was acquired using a portable computer connected to a multi-parameter pa-
tient monitor to measure the electrocardiogram (ECG) and detect the intervals of the
QRS peaks, typically between 60 to 120 beats per minute (bpm), resulting in a typical
measurement frequency of 1 to 2 Hz. BR was determined by applying peak detection to
the impedance pneumography signal to calculate the time between respective peaks. BR,

typically ranges between 12 to 30 breaths per minute, requiring a frequency of measure-
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Table 7.3: Threshold for MET alarm and artefact rejection thresholds applied to patient
data.

MET Alarm Threshold Artefact Threshold

Vital Sign Lower Upper Lower Upper
HR (bmp) 40 140 30 300
BR (bpm) 8 36 3 45
SpO2 (%) 85 - 10 101
SBP (mmHg) 80 200 0 1000
DBP (mmHg) 85 - 0 1000

ment of 0.2 to 0.5 Hz. Blood pressures (both SBP and DBP) were measured manually
with an inflatable cuff around the patient’s arms. Readings were taken every 30 minutes
while awake and hourly while sleeping. A sensor was used to measure SpOg with sampling

frequency set to 1 Hz.

Given that different devices with different sampling frequencies were used to monitor
each of the vital signs, the measurement timestamps are often misaligned for the same
patient. As such, all signals were down-sampled to a sampling rate equivalent to the
minimum sampling rate (that of BR) such that fs = % Hz. Different starting times and
probes becoming detached also means that some vital signs have a higher collection rate
than others. Artefacts for each vital sign were removed for those exceeding the thresholds

in Table [r.3 [233].

Missing data are quite common in patient monitoring studies where up to 20% of the
data can be lost [239]. This is most commonly caused by sensors disconnecting from the
patients or patients removing the sensors to wash. At least 11 patients were missing data
entirely or had less than one hour of data. Of the remaining patients, some had at least
one vital sign with less than one hour of monitoring data. The breakdown in Table @
shows that BR is the most likely to be missing and non-C”-patients are more likely to be

missing data than their closely monitored unwell counterparts, C”-patients.
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The non-C”-patient in Figure @, for example, has the first 10 hours of data missing
while the C”-patient is missing measurements between 51 and 58 hours and again between
75 to 79 hours. Shorter gaps exist individually during different times for both patients.
The C”-patient in this example experienced three C”-events due to increased BR and low
SpOs. Even though the BR remains elevated after these events, the clinician did not mark

another C”-event as the other vital signs of the patients appears to have stabilised.

Figure @ shows the distributions for the five parameters broken down firstly for all
patient data and then for C”- and non-C”-patient data. All the vital sign measures
are normally distributed, except for SpOs which has a one-side distribution given the
maximum value is 100%. A reading of 100% is possible given that the patients were in

the SDU and receiving oxygen through a mask.

Individually, the distribution of vital sign measurements for C”- and non-C”-patients
look nearly identical. Both have a median HR of around 83 bpm and SpO; levels of 97%.
The C”-patients have only slightly higher median BR of 19, compared to non-C” cohort.
Similarly, SBP and DBP are slightly different at 128 and 65 for C”-patients, compared
to 127 and 67 for non-C”-patients. Independently these vital signs would not distinguish
deterioration; however, the importance of continuous monitoring and the aggregate mon-

itoring of different vital signs is evident for early detection.

Table 7.4: Count of patient files with less than one hour of data broken down by vital
sign.

HR BR SpO; SBP DBP
C”-Patient 0 3 0 0 0
Non-C”-Patient 5 21 12 2 2
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Figure 7.1: Vital sign measurements for a patient with C”-events and a patient without,
top and bottom respectively.

Table 7.5: Count of the primary cause of the first C”-event.

Cause Low HR High HR Low BR High BR Low SpO2 Low SBP High SBP High DBP
Count 2 10 4 6 20 11 3 3

7.3.3 Description of Critical Event

Although some patients may experience multiple events, we assume that the first event
would be the most critical indicator of deterioration (following accepted practice in the lit-
erature). Figure @ shows the distribution for the length of stay for patients with C”-events
and those without, respectively. On average, patients who experienced a C”-event are ob-

served for 141.4 hours (5.9 days), which is twice as long as non-C”-patients, who are



174 Chapter 7— From Handpump to Human

Vital Sign Overview for All Patients

6 6 6 6 6
9><10 7x10 16><1O 4><10 5><10
8 6 14 3.5

4
’ 12 3
5
6
> > 10 ~25 >3
Q [ [9) 9] o
€5 < c c c
[} (5] [ [} [}
> ] S 8 S 2 El
o o o o o
o4 Q3 o [ [
w w [ 6 [ 15 w2
3
2 4 1
2 1
1 1 2 05
0 0 0 0 0
0 100 200 300 0 20 40 0 50 100 0 100 200 300 0 100 200
HR (bpm) BR (bpm) Sp02 (%) Syst. BP (mmHg) Diast. BP (mmHg)

(a)

Vital Sign Overview for C"-Patients

6 6 6 5 5
2>5x10 2><10 5><10 10><1(J 16X10
1.8 4.5 9 14
2 1.6 4 8
12
1.4 35 7
15 1.2 0
g [l z 3 56 3
] ] T ] ]
3 2 1 225 25 28
o o o o o
Wt L o8 w2 woq w 6
0.6 15 3
4
0.5 0.4 1 2
02 05 1 2
0 0 0 0 0
0 100 200 300 0 10 20 30 40 0 50 100 0 100 200 300 0 50 100 150 200
HR (bpm) BR (bpm) Sp0O2 (%) Syst. BP (mmHg) Diast. BP (mmHg)
Vital Sign Overview for Non-C"-Patients
6 6 6 6 6
6><1O 4.5><10 12><1O 3><10 3.5><10
4 3
5 10 25
35
25
4 3 8 2
) oy & Iy 3
g 525 g 5 g °
ES E E g1e E
© o 2 o (4 ©
w w w w w 15
2 1.5 4 1
1
1
1 2 0.5
0.5
0.5
0 0 0 0 0
0 100 200 300 0 10 20 30 40 0 50 100 0 100 200 300 0 50 100 150 200
HR (bpm) BR (bpm) Sp0O2 (%) Syst. BP (mmHg) Diast. BP (mmHg)

()

Figure 7.2: Distribution of all the vital sign measurements for (a) all patients, (b) non-
C”-patients, and (c) C”-patients.
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Figure 7.3: Distribution of the total monitoring duration for (a) C”-patients, and (b)
Non-C”-patients as a factor of the length of their stay in the SDU.

observed for 70.1 hours (2.9 days).

A critical event can last between a few minutes and up to three hours; however,
Figure shows that even though the average event in the UPMC data lasted for
29.7 minutes, the majority of events only lasted for 7.6 minutes. The first C”-event typ-
ically occurred most frequently within the first hour but on average within the first 2.6

days of the patient’s stay in SDU. On average, most patients who experience an event

leave the SDU after 3.2 days.
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Figure 7.4: Distribution of the duration of C”-events for (a) total duration of the event,
(b) amount of monitoring before the first event, and (c) the amount of monitoring after

the first event.
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7.4 Techniques

Previous chapters presented the investigation and technique for the frequency analysis
of time-series accelerometer data. The current chapter describes two techniques that are
common in patient monitoring. Previous investigations considered the KDE [233] and GP
[240]. For comparison, these two methods will also be considered for the sensor-based
novelty filter in addition to the five classifier models (LR, KNN, NBC, CART, NN) that
were previously considered in Chapter H

7.4.1 Kernel Density Estimator

The kernel density estimator (KDE), or “Parzen windows”, approach is a popular non-
parametric approach used for patient vital sign monitoring [233]. This approach is partic-
ularly useful for application with no a priori knowledge [241), 242]. Thus, to determine the
probability density, p(x), in some D-dimensional space (here D = 5) for N observations
in the training set, we consider some small region, R, with a volume, V, and K training

points falling within this region such that [205]:

p(x) = (7.1)

For the kernel approach, we fix the volume V in order determine the number of samples
K. To do this we assume that the region, R, is a sufficiently small hypercube on the origin

x described by the unit cube function:

1wl <1/2;i=1,..,D

0 otherwise
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where k((x — x;,,)/h) is unity when x,, falls within the hypercube of side h centred on x,

and zero otherwise. The total number of samples in the hypercube is:

K:ik(x_hx”> (7.3)

If we substitute this equation for K into Equation @, the estimated density at x

becomes:

px) = f:j ot (5 (7.4

However, the sum over N cubes results in artificial discontinuities at the boundaries of
the cubes. To overcome this, a Gaussian kernel function is commonly used as smoother
kernel function to obtain a smoother density model. The kernel density model can be

denoted by placing a Gaussian over each point instead of a hypercube such that:

len 1 Ix — x|
p(x) = N;Wexp{—w} (7.5)

where h is equivalent to the standard deviation of the Gaussian distribution, . To avoid
over-fitting due to a small h, the standard deviation is derived analytically for the sample

o? = L5 (yn — §)% where m = 10 is commonly used [205].

Previous designs of the KDE [233, 240] found the location of 400 cluster-centroids in
the training which is a standard approach to KDE computation using hundreds of kernels

[205, 243]. Thus, the kernel density estimate of the 5-D space for each vital sign can be

described by:

)= oL S {2l (7.9)
P = 400(2m)>/245 P 202 ’

n=1
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where o is the mean of the variances of the distributions around each cluster-centroid (as

described).

In this non-parametric approach, both the density function and model parameters are
determined by the training data. An essential advantage of this approach is that the
training phase is computationally light since the training set is stored. However, the
trade-off is that it can lead to slower run-time during the test phase, particularly as the
size of the data set increases, because many comparisons must occur for every point.
7.4.2 Gaussian Processes Classification
In supervised machine learning, Gaussian processes (GPs) are a non-parametric stochastic
process used to govern the properties of functions as a generalisation of the Gaussian prob-
ability distribution over the entire function rather than individual data points [244]. As
such, any finite subset of the original range will follow a multivariate Gaussian distribution,
f(x) ~ GP(m(x), k(x,x’)), where the mean function, m(x), is commonly assumed to be
zero and k(x, x') is the kernel or covariance function which defines how smoothly the latent

function varies from a given x. The kernel is governed by a vector of hyperparameters 6.

Linear models for classification use the same Gaussian prior w ~ N (0, }_ ) as regression

to obtain the log of the un-normalized posterior that is defined by [245]:

log (w1 X, y) = 5w 5, w3 logo(yifi) (17)

i=1
where f; £ f(x;) = x} w.

For the classification of patient condition in this project, the outputs of the GP are
discrete. In the binary GP classification problem, the posterior probabilities for the input

variable x must on the interval of the target variable ¢t € (0,1). As GP is a regression



179 Chapter 7- From Handpump to Human

method that predicts on the entire real axis, the output can be transformed by using a

nonlinear activation function, such as a logistic sigmoid y = o(f) = over some

TFexp(=7)
latent function f(x).

For the classification case, the posterior P(f|D,#0) is intractable since the marginal
likelihood integral p(f|D,w) = [ o(f(x;))P(f|X, w)df is a product of sigmoids multiplied
by a Gaussian prior. However, this can be overcome by using an analytical approximation,
such as Laplace Approximation.

Laplace Approximation for Binary GP Classifier

For the Laplace approximation (LA), we obtain a Gaussian approximation to the pos-
terior distribution by making a second order Taylor expansion of the logarithm around
the maximum of the posterior such that the Gaussian approximation to the posterior is
described by:

p(fID,0) ~ q(f|D,0) = N(f|lm, A) (7.8)

where m is the mean and A is the covariance. LA is used to find these two parameters
by placing m at the mode (MAP) and A is equivalent to the negative inverse Hessian of

the log posterior density at m.

The log marginal likelihood (LML) of the observed points is calculated by evaluating

the Gaussian integral for a given value of the covariance function hyperparameters, 6:
AT A ~
logq(y|X,0) = —3t K~ 'f +logp(y[f) — 5 log|B| (7.9)

where |B| = |K| - |[K~'+ W| = |I, + W%KW%| and K is the covariance matrix. In this

case W £ —v?log p(y|f) is a diagonal matrix because the likelihood factorizes over cases.

For the covariance kernel, we consider the commonly used squared-exponential or Gaus-
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sian kernel described by:

(x — )2

) (7.10)

ksgp(x,2') = o2 exp(—

where ¢ is the lengthscale and o2 is the output variance. The kernel hyperparameters,
Osp = [0,¢], is fit according to a MAP estimate. GPs offer the advantage over SVM
that the kernel parameters are learned from the training data without the need for cross-

validation.

7.5 Method

7.5.1 Pre-processing

Before extracting the features, several steps ensure that standard data pre-processing
occurs. Firstly, we apply artefact removal to each non-empty vital sign channel using
the limits described in Table @ A plausible physiological range determined by clinical

knowledge defines these limits. We reject any values outside these limits.

Secondly, we remove the monitor artefact from the BR channel. Monitor artefact occurs
when a single value appears for an abnormally long time, and as such, we remove these
segments of artefact measurements. Once removed, we confirm whether the patient has
valid BR measurements for at least 60% of the recording to be included in the database.
The inclusion criteria of a valid reading is done by calculating the mean, ppgr, and stan-
dard deviation, oppr of each five-minute segment in the recording and determining if each
segment has a mean BR value in the range of 8 bpm > upr < 40 bpm OR the standard

deviation opr < 4 bpm.

Next, the time scales are shifted and scaled uniformly. A timestamp, usually the HR

start time, is selected around which all other timestamps shifts and each recording scales
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to minutes. Finally, we linearly interpolate the values of each vital sign channel to account
for any missing data or artefact segments removed in previous steps.
7.5.2 Parameter Normalisation
Each of the five vital sign is normalised to ensure each parameter shares a common scale
and contribute equal weight to the trained model without distorting the variations con-
tributed by each. This is done by applying the zero-mean unit-variance transformation
to each vital sign measurement, x;, for [i = 1,2,3,4,5] for each of the five channels such
that:

L — i

oni = (7.11)

where z, is the normalised vital sign value. The mean, p;, and standard deviation, oy,
are calculated using the training data. Table @ shows the mean and standard deviation
for a typical training set. Both the training and test data are normalised using the mean,
ue, and standard deviation, oy, of the training set.

7.5.3 Labelling

For patients with C”-events, we assume that there is some distinct point in time when the
patient’s condition changes from normal to abnormal. The timestamp of the start of the
first C”-event was retrospectively marked by the clinician. Thus, there is some window,
W1, before the event starts labelled as abnormal and a second window, Ws, after the
event. Any vital sign measurements obtained before Wj is considered normal, and those

after Wy are removed. Even though some patients may experience a second and third C”-

Table 7.6: Mean, u, and standard deviation, o, for each patient vital sign in the training
data.

HR BR SpOy SBP DBP
pe  84.58 18.69 94.67 124.49 69.15
oy 1695 537 556 16.51 13.24
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Figure 7.5: Timeline for labelling the data as normal and abnormal for a given window
size, W1 and Wj, given the patient’s first C”-event.

event while others only experience a single event, the first event is the primary indicator
of deterioration. To ensure that patients with multiple events are not over-represented in
the data, we only consider the first event for all C”-patients and discard the remainder of
the recordings.

7.5.4 Feature Extraction

The features for all five vital sign channels were considered in the time-domain only. We
determine the standard statistical parameters commonly used in patient monitoring for
the time-domain features. Features were created by taking a fixed window, Wy, and
calculating the mean, median, minimum, maximum and standard deviation of each of
the five vital signs resulting in 25-D feature vector per window. The window then slides
forward for some step size, Sy, which is smaller than W such that some amount of overlap
occurs. The final result is a N x 25 feature matrix, where N is determined by the final
selection of Wy and Sy. The selection of Wy and Sy is discussed in the results section.
7.5.5 Train-Test

For each iteration, we allocated the patients into two mutually exclusive groups, for
C”-patients, D¢y, and non-C”-patients, Do. The patients are then randomly divided into
the 80-20 training and test set, and each is balanced to include the same number of C”-
and non-C”-patients. As such, the training set would contain approximately 92 patients,

46 each from D¢y, and D¢, and the test set would contain approximately 24 patients, 12
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each from D¢y, and De.

7.5.6 Novelty Filter Score Estimation

Following the framework from Figure @, the sensor nodes (previously represented by the
accelerometry data from rural handpumps) now represent the physiological patient data
collected from the bedside monitors. Instead of a single sensor, multiple sensors collect
the physiological data. In a real-world set-up, the sensor node for collecting physiological
data from patients may be a wearable sensor, such as an electrocardiogram (ECG) patch
or photoplethysmogram (PPG) sensor. Figure @ shows two different PPG sensors with
ear clip and finger probe connections for practical implementation in future. The sensor
on the patient produces an in-situ novelty score which filters the data such that only those
examples deemed as abnormal transmits to the cloud. As in Chapter E, this will initially
be done retrospectively in a simulated lab environment, but unlike the handpump case, it

will not be deployed for testing in real-time as part of this project.

The proposed classifiers (LR, KNN, NBC, CART, NN, KDE, GP) will be used to
simulate the novelty filter score and a comparison discussed in the results. The training of

the proposed models will follow the same framework used for the handpump application

Figure 7.6: Low-cost wearable sensors used for collecting mobile physiological data from
patients in limited-resource settings. PPG sensor with ear clip and storage-battery unit
(left) and PPG sensor with a finger probe and display unit (connected to tablet or smart-
phone via Bluetooth) (right).
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in Chapter a Since the KDE stores the training data to evaluate new points, there is no
computation involved in training this classifier. During testing, we use the training data
to determine the probability density estimate for C”- and non-C”-Patients to evaluate the
unseen data points.

7.5.7 Central- or Remote-Monitoring Training Framework

These novelty filtered data produce a novelty score of the patient health for the cloud-
based classifiers to evaluate. In the ideal system design, the novelty filtered data can be
transmitted from the remote wearable sensor to a central monitoring system for patients
in an ICU or hospital ward or a cloud monitoring system when the patient is not near a
clinic or hospital. In this case, visits to a district hospital are reserved for extreme cases
since it involves costly travel and time. The central-monitoring platform will consider the
same classifier models that were proposed for the handpump DI platform: LR, SVM, RF,
MLP and 1D-CNN. Five-fold cross-validation was used in the same training framework
described in Algorithm E] in Chapter E to optimise the hyperparameters of each classifier.
7.5.8 Evaluation

The DDI system in a different application will be evaluated as before, considering both
measurement accuracy and robustness. We compare the proposed DDI method to the
five cloud-based classifiers. In this comparison, we used the same techniques to assess the
performance for monitoring patients as we those used for assessing the performance for
handpump monitoring: prediction accuracy, sensitivity, precision and recall. We evaluate
the timeliness of the alerts as a trade-off of the FPR. Similarly, we evaluate the robust-
ness by considering the standard deviation of these parameters for at least 20 iterations.
Robustness is an important parameter because as we saw in the case for handpump mon-

itoring, the DDI method is designed to improve robustness, which is essential since false
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alarms can have a high cost in remote monitoring or even be fatal when ignored in the

case of patient monitoring.

7.6 Results

7.6.1 Labelling and Feature Selection

The size of the pre-event window, W7, is set to two hours following other studies [233, 240].
To determine the ideal window size after the start of the first C”-event, W5, we consider
a range of values between 15 min and 24 hours as recommended by the clinician that we
consulted. Figure @ compares the misclassification rate of nine proposed window sizes,
Ws. From this, we see that W5 = 4 hours or 24 hours minimises the misclassification
rate. Some subset of patients may experience second and third C”-events in the 24 hours
following the first event and choosing such as window size would increase the total number
of abnormal examples. Since not all patients with a C”-event experience multiple events,

such labelling could lead to learning incorrect features.

The post-C” window size Wy was selected to be 4 hours to ensure that all abnormal

data from C”-patients are likely to represent only one event per patient. Any subsequent
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Figure 7.7: Results for misclassification of the test set when varying the size of the post-C”
window, Wa.
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events are linked to relapse and features may be altered since treatment has already been
administered following the first C”-event. Thus, if the first C”-event for a C”-patient was
to start at Tiopp1, then all vital sign measurements from the beginning of the recording until
time (Topp1 — Wh) were labelled as normal, recordings from (Teppr — Wh) to (Topp + Wa)
were labelled as abnormal, and all recordings after (Tcpp + Wa) were discarded. All

non-C”-patient data were labelled as normal since there was no C”-event.

Once the vital sign recordings for each patient are appropriately labelled, we extract
the features to train the respective models for both the patient- and cloud-based classifiers.
Figure @ compares the misclassification rate and standard deviation for the proposed fea-
ture vectors, F'V; to F'V7. This shows that the misclassification rate is minimised for FV5
where Wy = 30 minutes and Sy = 5 min. Window sizes smaller than 30 minutes are likely
unable to capture sufficient variability in the vital signs of the patients as deterioration is
gradual rather than sudden. Similarly, window sizes greater than 30 minutes are too long
and unable to capture variability. The selected window and step size combination of F'V3
results in a feature set of 66517 x 25, which is balanced and split to an 80-20 train-test

set of size 2904 x 25 and 881 x 25, respectively.
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Figure 7.9: Projection of 25-D feature vector, F'Vs, for vital sign measurements for all C”-
(red triangle) and non-C”-patients (black circle),respectively.

Figure @ shows the resulting PCA projection of the first two principal components
from the proposed 25-D feature vector, F'V5. The projection shows that the selected
feature vector, F'Vs, captures the variability in the data sufficiently well such that visible
clusters appear. Despite some inter-mixing, apparent clustering of abnormal conditions

for C”-patients (red triangles) can be seen confirming the separability of the conditions.

Finally, the top of Figure shows an example of the raw data for each vital sign for
a single patient along with a marking (vertical black line) to indicate the start time of the
first C”-event. The extracted features for this patient can be seen below the original raw
data.
7.6.2 Performance of the Patient-based Novelty Filter
We used the proposed feature vector, F'Vs, to train and evaluate the seven simple classifiers
to embed in a wearable device. Table @ shows a comparison of the performance metrics
for the trained classifiers using the unseen test data containing the five vital signs to classify
whether a patient experienced a C”-event or not. In this instance, as with the handpumps

in Chapter B, KNN is the best performing model, while CART and LR are the worst-
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Figure 7.10: Example of the raw vital sign measurements (top) and associated features
(bottom) for a C”-patient.

performing classifiers. As with the handpump case, when selecting the onboard classifier,
there is a 15% difference in accuracy between the best and worst-performing classifier. The
performance of the LR for this application is very similar to before (AUC = 0.724 £ 0.01).
KDE and GPs both offer suitable performance, along with the original five simple classifiers
that we considered for the handpumps. For a first stage in-situ novelty detector embedded
in an 8-bit microprocessor of a wearable sensor, any one of these model would offer suitable
performance and robustness to meet the design criteria. Therefore, in the interest of
evaluating the transferability of the proposed DDI platform, the LR model is used as the
sensor-based novelty filter.

7.6.3 DDI Platform Performance

Once we have the in-situ novelty scores, we analyse the DDI platform introduced in the

previous chapters using the proposed data set from UPMC. As with the handpump results
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Table 7.8: Performance metrics for the seven different classification models proposed to be
embedded onboard the wearable device. Results are presented with mean and standard
deviation for 20 iterations.

Model CA Sens. Spes. AUC

LR 0.705(0.01) 0.685(0.02) 0.725(0.02) 0.704(0.01)
KNN 0.862(0.01)  0.893(0.02) 0.832(0.02) 0.863(0.01)
NBC 0.859(0.02) 0.926(0.04) 0.792(0.02) 0.859(0.02)
CART 0.708(0.01) 0.651(0.02) 0.765(0.02) 0.708(0.01)
NN 0.769(0.05) 0.738(0.17) 0.799(0.08) 0.769(0.05)
KDE 0.789(0.02) 0.677(0.03)  0.732 (0.03) 0.786 (0.02)
GP 0.786(0.01) 0.678(0.03)  0.899(0.01) 0.806(0.02)

Table 7.9: Performance evaluation of the proposed distributed inference method compared
to other standard methods. Standard deviation calculated for 100 iterations.

CA AUC Precision Recall
LR 0.716(0.010) 0.718(0.012) 0.721(0.013) 0.641(0.023)
RF 0.759(0.010) 0.752(0.011) 0.783(0.013) 0.644(0.022)
SVM 0.733(0.012) 0.734(0.012)  0.886(0.025)  0.369(0.025)
MLP 0.750(0.013) 0.735(0.016) 0.876(0.024) 0.425(0.024)

1D-CNN 0.721(0.018)  0.725(0.013)  0.797(0.020)  0.429(0.014)
Proposed DDI  0.817(0.019) 0.781(0.009) 0.778(0.016)  0.664(0.022)

in Chapter E, the SVM is implemented with an RBF kernel, and grid search is used to
optimise the hyperparameters. The number of layers and the number of nodes per layer
for the MLP were selected using Bayesian optimisation. The 1D-CNN network uses a 1D
convolution layer followed by a relu activation function and three fully connected layers.

The number of nodes for each layer is optimised through experimentation.

Table @ shows the comparison of the performance for the proposed models for the
cloud-based system using test data from unseen patients. The results show that the clas-
sification accuracy of the proposed DDI method is also able to outperform other standard
machine learning methods for physiological patient data. Moreover, the DDI method of-
fers both excellent recall and precision when compared to the other standard methods,
which sacrifice recall. The MLP and SVM both have better precision than the proposed

DDI method; however, they also share the worst recall.



190 Chapter 7- From Handpump to Human

Finally, one of the key design criteria of the DDI platform is not only to be a reliable
health-monitoring system but also cost-effective to operate. The long term maintenance
and financial support of any healthcare infrastructure in limited-resource settings remain
the greatest challenges to ensure optimal and effective use over its lifespan. As such, we
also consider the overall transmission cost (in MB) of the DDI method to provide a timely
warning of an imminent C”-event for the SDU patients. Figure compares how early
(in windows where 1 window is 30 minutes) the C”-event is detected for specific FPR. The
DDI platform is compared to the alternative of transmitting only the novelty scores or
only the features to the central monitoring system. In both alternatives, the transmission
cost is fixed since the data type is predetermined. However, the novelty threshold of the
DDI system is dynamically adjusted based on the predictive fidelity and determines the

amount of data transmitted, which inversely proportional to the FPR.

Similar to the handpump results, the results show that the DDI platform can achieve

a low FPR (< 0.3) by using only a quarter of the data required to transmit the features

Early Warning (Windows)
Transmission cost (MB)

Figure 7.11: Comparison of the performance and cost of operating the DDI platform (dot-
ted) to detect C”-events in patients over non-dynamic systems transmitting only novelty
filter scores (solid) and features (dashed), respectively.



191 Chapter 7— From Handpump to Human

T T T T T T T T
| r_’/—’—/ .

Early Warning (Windows)
Transmission cost (MB)
Early Warning (Windows)
Transmission cost (MB)

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 08 0.9 1 0 0.1 02 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
FPR FPR

() (b)

Figure 7.12: Two cases using individual patient data with C”-event to perform the early
warning alert by the DDI system along with the associated cost (measured in amount of
data being transmitted).

in order to detect the C”-event before it occurs. At an FPR of 0.3, a system transmitting
features would be able to alert 2 hours before the event while the DDI platform will
only alert 1 hour before the event. Depending on the context, this may or may not be
sufficiently early. For instance, if the patient was being monitored remotely in a rural

village, it may be that they are unable to access appropriate help in time.

Figure shows the outcome of the DDI platform for two individual patients. In the
first example, the patient will benefit from the DDI platform since this event could be
alerted ahead of time. Within a low FPR, approximately 0.3, the DDI method could alert
the C”-event up to three hours early. However, in the second example, Figure shows
that the system may miss alerting the event entirely for a low FPR. On closer inspection,
this recording contains many segments with artefact noise, and so additional optimisation
of the novelty filter threshold would ensure that the DDI platform is more specific for the

use in patient monitoring.
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7.7 Conclusion

The results in this chapter presented the application and analysis of the proposed DDI
platform to patient data using vital sign measurements. It was demonstrated that the DDI
platform could be applied to patient data with minimal adjustment. The DDI offers at
least 5% and up to 10% improvement in prediction accuracy over other standard machine
learning methods. The preliminary results show that the DDI platform may be suitable
for monitor patients, although optimisation of the novelty threshold may be required to
ensure sufficient specificity. Without adjusting the threshold, the system can alert one

hour before the event for a low FPR (< 0.3).

However, given that the alert could be triggered two hours before the C”-event when
sending only features for the same FPR, it may be necessary to adjust the boundaries of
the threshold which are optimised for handpumps that tend to deteriorate much slower.
Individual cases show that motion artefact can lead to missed events. Thus the DDI
platform should be further adapted for patient monitoring, especially in mobile monitoring
using wearable sensors. One hour might be a sufficiently long lead time for a patient in
an ICU or clinic in a limited resource-setting where a nurse or doctor would be available
within the hour. However, additional adjustments are required to ensure that the DDI
platform can detect failures sufficiently early before it is applied to remote monitoring,

where the lead time for patients to access care following an alert is often longer.

The proposed DDI approach should be validated on new data sets within a related
clinical setting, specifically from wearable sensors given the anticipated clinical setting
of the DDI platform would be most likely out-of-hospital patients or those in clinics in

limited-resource settings. The motivation for applying the DDI platform developed for
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handpumps to patient data was to demonstrate the versatility of the platform for real-
world application. This proof-of-concept makes a case for large-scale data collection using
low-cost wearable devices that can be used by clinics in limited-resource settings as the

DDI platform easily transfers to other applications.



Chapter 8

Conclusion and Future Work

This thesis addressed how to use machine learning techniques in a frugal context to moni-
tor the condition of equipment remotely. The work presented a novel approach to remotely
monitor the health of a rural water handpump given limited-resources in an extreme op-
erating setting. We demonstrated that it is possible to distinguish normal handpumps
from abnormal handpumps, with more than 80% precision, using machine learning tech-
niques combined with suitable hardware. We addressed the four critical components of a

predictive and scalable health-monitoring system for handpumps by showing that:

1. Low-cost, embedded sensors can acquire high-rate accelerometry data from routine
daily handpump usage. We successfully collected, curated and published three data
sets (Chapter H), including a longitudinal data set containing associated novelty filter
scores produced by the sensor embedded in the handpump handle. The in-situ signal
condition monitoring and pre-processing of the acquired data required additional

processing steps (Chapter B) to account for the embedded system constraints.

2. In-situ machine learning analysis of the resulting data can produce an informative
assessment of the equipment health condition with more than 70% sensitivity. The
validated and implemented novelty filter using LR (Chapter B) can extract and as-
sess features from the accelerometry vibration spectra onboard the rural handpump

handle such that “intelligent” data summaries, containing almost exclusively “ab-

194
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normal” data, may be transmitted to a cloud-based system for further analysis.

3. Communication with a cloud-based monitoring centre via the domestic telecommu-
nications network can perform more advanced machine learning techniques on the
cloud-based system to increase the accuracy and certainty of the classified health
condition of the equipment. We designed and evaluated a dynamic distributed in-
ference system (Chapter E) in which the novelty filtered data from the handpump
are classified without the processing and power constraints of an in-situ embedded
sensor to increase the precision of the proposed health-monitoring system to more

than 80%.

4. The DDI proposed system can identify imminent equipment failure in advance and
is cost-effective (Figure ) The proposed DDI approach was assessed using phys-
iological patient data to ensure the approach is suitably scalable and transferable
to other applications. The results (Chapter H) demonstrate that the proposed sys-
tem can easily be adapted and scaled to monitor the health of other rural nodes by
evaluating the performance of the approach to predict deterioration in patients.

Contribution to Knowledge
This thesis made a contribution to the current state of knowledge in the field of machine

learning applications by its ability to:

1. Create a low-cost data stream to monitor and assess the condition of rural hand-

pumps remotely.

2. Provide an innovative theoretical method to increase the fidelity of a classifier while

reducing the operational efficiency.

3. Offer a frugal practical and methodological approach in the application of machine
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learning in limited-resource settings.

8.1 Summary of the Thesis

8.1.1 Remote Health Monitoring

Remote health monitoring of rural infrastructure is becoming more critical as global de-
velopment, and tracking of SDGs demand more transparent metrics for progress. Despite
many years of development efforts to advance the reliability of rural water handpumps,
there is still no universal definition for the “functionality” of a rural water point, and thus
multiple measures of monitoring are used. Broadly, the device should be reliably producing
sufficient yield to meet the needs of the water users who rely on it [56]. Chapter E presented
a comprehensive list of the most common handpump failures, shown in Table @, which
formed the bases for the standardised categories proposed for labelling the handpump
accelerometry data in this thesis. Furthermore, the critical relationship of the handpump
within rural communities was explored concerning the existing conventional handpump
maintenance systems. Understanding the value of ownership as a critical driver of hand-
pump sustainability is an essential factor that any successful health-monitoring system
should take into account. These novel systems would play an important role to address
the lack of accountability that currently results in maintenance service delays of rural

infrastructure.

In Chapters E, we describe the urgent need for objective and reliable monitoring ap-
proaches due to the lack of existing methods to perform remote health monitoring in rural
settings, especially in water supply management. Most monitoring projects rely on manual
user inputs which can be unreliable and inaccurate. Projects that collect automated data
streams use flow sensors and generally report the raw data; missing out on valuable insights

about usage patterns that can be obtained through minimal analysis. To understand the
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potential of machine learning approaches for health-monitoring systems, we present cases
using vibration-based monitoring, shown in Table @ Combined with the visualisation of
handpump maintenance, shown in Figure @, this offers a valuable resource to underpin

the design of a scalable health-monitoring system for limited-resource settings.

The first design step involved the accelerometer sensors embedded inside the handpump
handles to collect the high-rate vibration data. The bespoke sensors used to collect the
accelerometry data are introduced in Chapter @ These same sensors were later adapted
to complete the in-situ processing using a logistic regressor to produce a novelty score
onboard the handpump. The extreme operating conditions, such as high temperature and
humidity, tested the limits of the electronic components not designed to operate in such
conditions for extended periods. Improvements to the casing and seals enhanced both

performance and battery life of the embedded sensors.

Three unique databases were constructed over three years and contain data from
48 handpumps, where 28 handpumps contain only high-rate vibration waveforms with
condition labels. The remaining 20 handpumps have high-rate waveforms, condition la-
bels, and the novelty scores produced onboard the handpumps. The final database is a
carefully selected cluster of ten handpumps that contain continuous, longitudinal high-
rate waveforms and in-situ novelty scores of closely located wells for at least 18 months.
The construction of the three databases was curated along with the proposed standardised
condition labels. These databases, along with additional aquifer level data collected along-
side the vibration data [89], has been archived as open access with the British Geological

Survey to encourage broader work in this field [86].
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8.1.2 Distributed Inference

The design of the sensor-based novelty filter and the construction of suitable feature vectors
are discussed in Chapter a The time-series accelerometry data from the handpump handle
were analysed in the frequency domain to identify relevant high energy bands. The PDFs
for “normal” and “abnormal” operating conditions showed that these conditions have
distinctively different high-frequency components for which high energy appears. Unique
features clusters were also shown for handpump operating at different pumps. The depth
of the handpump well is an important influence in the pumping characteristics since the
number of internal rods directly influence the weight lifted with each stroke. As such,
both handpump condition and operating depth are considered as important factors that
influence the pump characteristic. Speed-based representations of the spectral data could

not confirm whether the pumping speed influenced the pumping characteristics.

An LR classifier was used to perform condition monitoring inference onboard the hand-
pumps (AUROC = 0.725). The feature vectors contain 20 points uniformly sampled across
the entire frequency spectrum and shown to be optimal. The LR is compared to other
standard machine learning methods suitable for use on embedded sensors (KNN, NBC,
CART, NN) and deemed to be a sufficiently good performer given that the probabilistic
framework would allow the threshold of the novelty filter to be adjusted dynamically by

the cloud-based classifier.

The novel framework for the proposed dynamic distributed inference platform, shown
in Figure Ell, is presented in Chapter E The real novelty scores collected from the field
are validated and compared to those generated in the lab, which only had a 3% higher
AUROC than the field-generated novelty scores. Despite the lower accuracy, the novelty

scores produced by the embedded sensors in the field handpumps were used for the ongoing
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analysis. The field-generated novelty scores also revealed that certain failure types are
more difficult to detect than others. This was mostly the case for failures that occur on a
handpump section, such as the rising main, that is physically further from the sensor or

in cases where the failure was not extreme, such as a broken pump rod.

An RF classifier was identified as a suitable cloud-based classifier to perform further pro-
cessing once the novelty scores are received from the handpump sensors. The distributed
inference system was compared to standard machine learning methods (RF, SVM, MLP,
CNN) and found to offer improvement in the classification accuracy but more importantly,
delivered at least 10% improvement in the precision over any other method. It is shown
that the novelty filter can be adjusted to change the type of data being transmitted dy-
namically. Transmitting features or raw waveforms offer improved fidelity compared to
novelty scores but increase the transmission cost. The DDI system is shown to perform
early warning on both simulated and real data while reducing the overall transmission

cost.

Finally, the transferability of the proposed DDI method was demonstrated in Chapter
H, where the system was used to monitor physiological data from patients in a step-down
unit. The DDI method offers an improvement of at least 6% in the classifier accuracy over
other standard machine learning methods (RF, SVM, MLP, CNN, KDE, GP). Similarly,
the DDI can produce an early warning for patient deterioration for a low FPR (< 0.3) at

a reduced cost of transmission.

8.2 Future Work

The use of machine learning methods combined with low-cost technologies to develop fru-
gal, reliable remote health-monitoring systems present multiple opportunities for ongoing

research related to low-cost health monitoring in addition to ongoing improvements for
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the proposed dynamic distributed inference framework.

8.2.1 Deployment for Impact

It was always the intention that the work produced by this thesis should have an impact
beyond academic and literary output. The deployment will enable the design of a health-
monitoring system for handpumps and other rural infrastructures which is universally
applicable to maximise the potential impact for the rural poor. As such, setting up a
production pipeline for the cloud-based platform would enable “plug-and-play” options
for data to be transmitted from different locations and subsequently different pump types
(other than the Afridev), as described in section @ Figure @ shows the projected
clusters of recorded vibration signatures from three different pump types, commonly used
in Bangladesh (Samrat) and Ghana/Uganda (India MK II), represented in previous data
sets of this study. Transfer learning is a technique that may be applied to reduce the
training time by providing prior knowledge (such as model parameters or weights). This
approach can ensure that models from the proposed method are easily adapted for other
handpump types without the need for large data sets, which can be expensive and time

consuming to collect.

L L L L L L
-10 5 0 5 10 15 20 25 30 35

Figure 8.1: PC projection of different pump types: (1) Afridev (blue o), (2) Samrat (red
x), and (3) India MKII (black ¢).

The prominent spectral bands that appear at different frequencies based on the oper-
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ating depth of the well introduces the need for including a priori knowledge about the
system. Depth-specific models are unpractical and expensive to implement. The field of
data-space warping has been used in other fields of machine learning, in which a Gaussian
process regressor is learned jointly with the warping transformation of the data-space.
The use of warping techniques to scale the Y-axis of the power spectra for deep and
shallow cases should be investigated, such that a standardised classifier can be applied
independently of the well depth. For large-scale deployment, this would greatly simplify

the roll-out of condition loggers in the field.

The implementation of the cloud-based platform will also enable two-way communica-
tion between the rural node and the cloud classifier such that the dynamic nature of the
proposed method could be verified in real-time (this was simulated in this thesis using
the existing one-way communication) by adjusting the novelty threshold, the type of data
being transmitted, and the sampling frequency of the health-monitoring system. Such an
implementation may be useful to provide evidence of further reductions in the amount of
data transmission and thus associated operating cost. The onboard novelty filter may ben-
efit from the use of Discrete Wavelet Transform (DWT) [246] to extract features as a more
suitable input (than FFT) for Gaussian process, which is commonly used in monitoring

applications.

Finally, such a platform may facilitate the collection of additional raw data to refine the
existing models and allow further investigations to consider more data-intense methods
(such as unsupervised deep learning). Recurrent neural networks (RNNs), such as long
short-term memory (LSTM), have proven useful to detect the presence of damage in
vibration-based monitoring of structures [247]. Although this format of data collection

will come at the additional cost of transmitting raw waveforms (initially to obtain a more
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extensive data set), it is less costly and time-consuming than it has been in the past, which
required numerous field visits.

8.2.2 Prognosis for Planning

The DDI method described in this thesis can identify “abnormal” handpump conditions
by raising a timely alarm such that the maintenance service company can respond and
repair the handpump before failure occurs. This output is crucial for the water users who
rely on the handpumps for their daily water needs. However, the practical operations
of the maintenance service company will be enhanced by the system’s ability to perform
multi-class prognosis. Knowing, ahead of time, precisely what the cause of the failure
is, allows the maintenance team to carry the appropriate parts and supplies to avoid the
unnecessary trip, especially when failures occur in remote locations that are difficult or
dangerous to reach. This is particularly important for crucial failures that cause total loss
of water, such as a broken pump rod or rising main. These replacement parts are bulky
and difficult to carry on motorbikes, the primary means of travel between handpumps and
supply parts. Furthermore, objective, continuous records of the type of failure and spare
part requirements go well beyond impacting the final node in the supply chain. These
records will be a valuable resource for local governments, NGOs, and business to adjust
the part supply chain to seasonal requirements and support future work to improve parts

that have a high failure rate.

The output of Chapter B offers the proof-of-principle to confirm that different “ab-
normalities” show different characteristics. However, the existing databases are limited
in the type and number of failure types represented. Since obtaining this data was time-
consuming, costly and often sporadic, seeding faults experiments may offer a way to obtain

such data quickly. Determining the type and extent of the damage requires prior knowledge
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about the “normal” behaviour parameters which often requires long-term observations to

monitor and evaluate the operational performance.

Notably, the application of CNNs has recently proven useful for multi-class damage
identification problems [248], which can identify the particular failure and facilitate more
efficient planning as well as make a prediction regarding the remaining life of the system
should the problems not be addressed immediately. Additionally, unsupervised waveform
clustering (UWC) could be considered for the cloud-based classifier as structural health
analysis has found it a suitable tool for reporting both the presence and location of damage
[249].

8.2.3 Clinical Decision Support with Wearables for Limited-Resource
Settings
The successful translation from handpump to human in Chapter H shows the robustness of
the proposed DDI approach in monitoring various rural systems. Wearable health devices
(WHD) continue to increase in popularity and offer a low-cost solution to monitoring
physiological patient data in limited-resource settings. Wearable devices are no longer
only considered for fitness monitoring, but large-scale use has seen a rise in demand.
Mobile health (mHealth) applications for health status monitoring are essential for both
patients outside the hospital to track recovery following medical interventions and inside
the hospital, especially in ICU of clinics and hospitals in developing countries where limited

resources often necessitate clinicians to share monitors amongst patients.

One of the biggest challenges in mobile monitoring is to obtain a reliable BR from the
PPG waveform. Of all the vital signs that wearables sensors have focused on (HR, BR, BP,
temperature, SpO2), BR is of great importance since it is widely used as one of the earliest

and most accurate predictions of deterioration. The conventional analytical methods used
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to process PPG waveforms are computationally intensive and have considerable power
requirements. Efforts to overcome this problem is ongoing, and the proposed DDI solution
described in this thesis may utilise some of the processing and power capacity available
from a mobile platform connected to the sensor, either via cable or Bluetooth, to increase
the fidelity without requiring additional resources. Hence, the mobile platform will interact
with the central cloud-server to adjust the threshold to decrease the FPR as required and
perform higher-order computational integration not currently possible with the wearable

sensor or mobile device alone.

Finally, this set-up will allow the development of clinical decision support systems
(CDSS) that offers an important tool to address the challenge of medical staff shortages
in LMICs. Early warning scores developed for high-income countries typically do not
translate successfully to low-resource clinical settings. Active learning is a useful approach
to address fairly sizeable unlabelled data sets, such as incoming patient data, which in
turn may be used to develop robust machine learning models for the early prediction of
patient deterioration. CDSS, like remote health-monitoring systems for rural handpumps,
can support multiple stakeholders as clinicians have better information from continuous
monitoring to enhance treatment plans while patients can take more ownership of their

condition.

8.3 Conclusion

A lack of reliable data streams in rural settings is currently one of the most significant
barriers that prevent transparent monitoring of vital infrastructure and patient health in
limited-resource settings. This thesis aimed to demonstrate that novel data streams in a
limited-resource setting, coupled with advanced machine learning methods can transform

rural infrastructure to reliable resources through continuous monitoring.
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This thesis presents a novel approach to remote health-monitoring by distributing the
inference between the sensor and the cloud to minimise in-situ computational and power
requirements as well as data transmission while improving the overall fidelity of the system.
This approach was demonstrated by retrofitting sensors, consisting of an accelerometer,
8-bit microprocessor, and battery, inside the handles of traditional surface-mounted hand-
pumps in rural Kenya. The approach was easily adapted to other applications, such as

monitoring of patient vital signs to detect deterioration.

Further work and validation are required to test the real-time performance with two-
way communication; however, the work presented in this thesis is a pivotal contribution
to ensure that positive impacts of machine learning research impact the lives of even the

most rural communities in limited-resource settings.
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