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Abstract. Among the various types of spyware, screenloggers are dis-
tinguished by their ability to capture screenshots. This gives them con-
siderable nuisance capacity, giving rise to theft of sensitive data or, failing
that, to serious invasions of the privacy of users. Several examples of at-
tacks relying on this screen capture feature have been documented in
recent years. Moreover, on desktop environments, taking screenshots is a
legitimate functionality used by many benign applications, which makes
screenlogging activities particularly stealthy. However, existing malware
detection approaches are not adapted to screenlogger detection due to
the composition of their datasets and the way samples are executed. In
this paper, we propose the first dynamic detection approach based on
a dataset of screenloggers and legitimate screenshot-taking applications
(built in a previous work), with a particular care given to the screenshot
functionality during samples execution. We also propose a tailored de-
tection approach based on novel features specific to screenloggers. This
last approach yields better results than an approach using traditional
API call and network features trained on the same dataset (minimum
increase of 3.108% in accuracy).

Keywords: Screenloggers · Screenshots · Malware detection.

1 Introduction

1.1 Context and Motivation

Spyware can be defined as software that gathers information about a person or
organisation without their consent or knowledge and sends it to another entity
[28]. The software is designed for secrecy and durability. A long-term connection
to the victim’s machine is established by the adversary, and once spyware is
installed on the victim’s device, it aims to steal information unnoticed.

Spyware is usually organised in multiple modules, each performing one or
more malicious activities, with the ability to use them according to the attacker’s
purpose [3]. Typical spyware modules include keystroke logging, screen logging,
URL monitoring, turning on the microphone or camera, intercepting sensitive
documents and exfiltrating them and collecting location information [28].
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Among the aforementioned spyware modules, screenloggers have one of the
most dangerous functionalities in today’s spyware as they greatly contribute to
hackers achieving their goals.

Screenlogger users can be divided into two categories: financially motivated
actors and state-sponsored attackers. The first category targets important in-
dustrial companies (e.g., BRONZE BUTLER [11]), online banking users (e.g.,
RTM [25], FIN7 [10], Svpeng [11]), and even banks themselves (e.g., Carbanak
[25], Silence [26]). The second category, which is even more problematic, targets
critical infrastructure globally. For instance, the malware TinyZbot [8], a variant
of Zeus , has targeted critical infrastructure in more than 16 countries. More pre-
cisely, the targets can be democratic institutions; for instance, XAgent targeted
the US Democratic Congressional Campaign Committee and the Democratic
National Committee [19]. In Europe, Regin [26], took screenshots for at least six
years in the IT network of the EU headquarters. Diplomatic agencies have also
been compromised, for example by the North Korean malware ScarCruft [16].
US defence contractors have also been hit by screenloggers such as Iron Tiger.

Screenloggers have the advantage of being able to capture any information
displayed on the screen, offering a large set of possibilities for the attacker com-
pared to other spyware functionalities. Moreover, malware authors are inventive
when maliciously using screen captures. Indeed, screen captures have a wide
range of purposes. Some malware, such as Cannon and Zebrocy, only take one
screenshot during their entire execution as reconnaissance to see if the victim is
worth infecting [5] [20]. Others hide what is happening on the victim’s screen by
displaying a screenshot of their current desktop (FinFisher [20], [30]) or take nu-
merous screen captures for a close monitoring of the victim’s activity. This allows
spyware hackers to steal sensitive intellectual property data (BRONZE BUTLER
[4]), banking credentials (RTM [25], FIN7 [10], XAgent [19]), or monitor day-
to-day activity of banking clerks to understand the banks’ internal mechanisms
(Carbanak [9], Silence [26]).

The screenshot capability is sometimes the unique functionality used in some
phases of an attack to observe while remaining stealthy. For instance, in the Car-
banak attack targeting banking employees [28] , attackers used the screengrabs to
create a video recording of daily activity on employees’ computers. The hackers
amassed knowledge of internal processes before stealing money by impersonating
legitimate local users during the next phase of the attack.

These examples show that the screenshot functionality is widely used today
in modern malware programs and can be particularly stealthy, enabling powerful
attacks. Even in the case where no specific attack is performed, the simple fact
of monitoring and observing all the victims’ activity on their device is a seri-
ous invasion of privacy. Moreover, screenshots are likely to contain personally
identifiable information [24].

What makes the screenlogger threat even more problematic and stealthy is
that, on desktop environments, the screenshot functionality is legitimate and,
as such, is used by many benign applications(e.g. screen sharing for work or
troubleshooting, saving important information, creating figures, monitoring em-
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ployees). The necessity of capturing the screen has for instance increased with
telework, even on sensitive machines. Teleworkers, including bank employees or
lawyers, may need to control their office computer remotely from home, or to
share their screens during online meetings. Therefore, countering the screenlog-
ger threat cannot ’simply’ be done by disabling the screenshot functionality on
sensitive machines. Other natural approaches such as white-listing are prone
to the ever more sophisticated strategies malware authors can deploy to inject
malicious code into legitimate processes or bypass the user’s consent.

Paradoxically, no work in the literature proposes a detection methodology
adapted to the specifics of screenshot-taking malware. This is what we aim to
do in this paper.

1.2 Contributions

More precisely, the contributions brought by this paper are:

– Training and testing of the detection model on a dataset composed exclu-
sively of screenshot-taking malware and legitimate applications representa-
tive of the behaviours found in the wild: this allowed to identify the most
effective existing detection features for screenlogger detection.

– Creation of features adapted to the screenlogging behaviour using novel tech-
niques : instead of using hundreds of features and trusting a machine learning
model to select the most discriminating ones, we propose to use new features
that reflect a specific behaviour. The advantage is that malware authors will
not be able to misguide the detection system without changing their core
functionality. Indeed, existing detection models are prone to overfitting and
can easily be misguided by malware authors by acting on features unrelated
to the malicious functionalities of their programs.

– Samples execution methodology: in the malware detection field, it is com-
mon to automatically run thousands of malware samples in a controlled
environment to collect features without interacting with the samples. Such
an approach would unfortunately not work for screenloggers, as their mali-
cious functionality needs to be triggered at run time through interaction with
the malware program. To collect our features, we paid a particular care to
ensure that each malicious or legitimate program worked as intended during
its execution (was taking screenshots).

1.3 Paper outline

In this paper, we start by discussing the relevant literature (Section 2) and
precising the scope of our work through a system model (Section 3) and a threat
model (Section 4). After that, we outline our experimental setup for screenlogger
detection (Section 5). Then, we present a detection model based on state of the
art features (Section 6) and a novel detection model including features specific
to the screenlogging behaviour (Section 7). Finally, the performances of the two
models are compared and discussed (Section 8).
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2 Literature review

Several types of malware detection models can be found in the literature.
Signature-based methods give good results for known malware programs with

a low false-positive rate. However, they are vulnerable to obfuscation techniques
that are more and used by modern malware [31]. Moreover, signature-based
methods cannot detect malware integrating polymorphism and metamorphism
mechanisms because the signature of the malware changes every time a machine
is infected.

The drawback of anomaly-based detection techniques for detecting malware
in computer systems is that those systems contain and execute many processes
having many possible behaviours. This makes it difficult to define a ”normal”
behaviour and can result in a high false-positive rate.

Static behaviour-based detection fails to overcome obfuscation techniques
[29]. Malware designers can use those techniques to disturb the analysis process
and hide the malicious behaviour of the program.

Dynamic behaviour-based detection can overcome obfuscation techniques, as
it analyses the runtime behaviour of the malware. Therefore, this technique is
widely used in recent malware detection works, which consider diverse types of
dynamic features such as API calls [13], [12], [22] and network traffic [18], [6],
[23]. However, it was shown that the performance of a dynamic behaviour-based
detection model greatly depends on the dataset it was trained on. Indeed, the
features selected as the most discriminative vary according to the malware type
[13], [12]. Hence, if the dataset does not contain any screenshot-taking malware
or very few, the behaviours related to screenlogging would not be taken into
account.

To the best of our knowledge, only one malware detection work explicitly
mentions screenloggers [15]. This work focused on detecting spyware and, more
specifically, keyloggers, screen recorders, and blockers. The authors proposed
a dynamic behavioural analysis through the hooking of kernel-level routines.
More precisely, the presented method is designed to detect screenloggers under
the Windows operating system. To this end, it hooks the GetWindowDC and
BitBilt functions. Then, to classify a screenshot-taking program as spyware or
benign, they used a decision tree considering the following features: frequency
of repetition, uniqueness of the applicant process, state of the applicant process
(hidden or not) and values of parameters in the system calls. The results showed
that the proposed method could detect screenloggers with an accuracy of 92%
and an error rate of 7%.

However, this method suffers from several weaknesses. Relying exclusively
on API calls may not be sufficient to distinguish screenloggers from legitimate
screenshot-taking applications. Indeed, by investigating existing screenloggers,
it is possible to notice that they may exhibit various behaviours, including the
fact that the screenshots frequency may be different from one screenlogger to
another. The frequency can be a few seconds, few minutes, or configurable by
the adversary. Screenshots can also be taken irregularly at each user event. Le-
gitimate screenshot-taking applications are also diverse. Some of them, such as
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screensharing applications, need to take screenshots at a high frequency, while
others like parental control make take screenshots at a lower frequency, and
others like screenshots editing applications may take screenshots occasionally.
Therefore, relying only on API calls may lead to high false positives and false
negatives rates on an extensive dataset containing different types of screenloggers
as well as benign screenshot-taking applications. It is not mentioned whether the
dataset used to test the method proposed in [15] contained benign screenshot-
taking programs, and there is no information about the nature and diversity
of screenloggers. Moreover, the authors perform the hooking on only two func-
tions, namely GetWindowsDC and BitBlt, whereas there are other ways of tak-
ing screenshots. For example, it is possible to use the GetDC function instead
of GetWindowsDC in order to obtain the device context.

3 System Model

The targeted systems are desktop environments. The main reason why our work
focuses on computer operating systems is that the screenshot functionality is a
legitimate functionality offered to any application. In contrast, on smartphones,
the principle is that apps cannot take screenshots of other apps, and the only way
to accomplish this is to exploit specific vulnerabilities or to divert some libraries.
However, many limitations exist for these techniques, such as permission required
from the user at the beginning of each session, or a recording icon displayed in the
notification bar. In sum, the architecture designs of mobile systems and computer
systems are fundamentally different, which may lead to different solutions.

Targeted victims may be any individual or organisation, ranging from typical
laptop users to small companies or powerful institutions. The victims are not
particularly security aware, which implies they are not necessarily cognizant of
the existing threats and will not install a specific protection against screenshots,
such as a specific viewer to open documents in a secure environment, which
prevents screenshots.

4 Threat Model

4.1 General Description

Our threat model is composed of a victim, an attacker and spyware with a
screenshot functionality.

In this model, a screenshot is defined as a reproduction in an image format of
what is displayed on the screen, even if all pixels may not be visible. Screenloggers
must rely on a functionality offered by the operating system to perform their
attack.

The adversary’s goals are diverse. They can range from general activity mon-
itoring, which requires to see the whole screen, to sensitive data theft, which can
be limited to some areas of the screen.
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4.2 Operating process

Attackers may infect a system using common methods such as trojans, social
engineering or through a malicious insider. The adversary has no physical access
to the victim’s device (except in the case of a malicious insider). They have no
knowledge about the system and tools installed on it before infection. We also
assume they have not compromised the victim’s device at a kernel level. Apart
from that, the attacker can use any technique to evade detection, including
hiding by injecting api calls into system or legitimate processes, dividing its
tasks between multiple processes, making the API calls out of sequence, spaced
out in time, or interleaved with other API calls.

To reach their objective, attackers take screenshots of the victim’s device. The
data may be either (1) extracted automatically using OCR tools inside the vic-
tim’s device locally, then sent to the attacker’s server using the victim’s network
interface or (2) extracted, also using OCR tools, on the attacker’s server after
screenshots have been transferred from the victim’s machine to the attacker’s as
compressed image files. The screenshots can also be analysed manually by the
attacker. Moreover, the screenshots may be taken and sent at regular or irregular
rates.

5 Experimental setup

5.1 Malicious and benign datasets

In a previous work [27], we constructed the first dataset dedicated to malicious
and legitimate screenshot-taking applications.

To ensure that this dataset was as representative and complete as possible,
we included all the behaviours mentioned in the security reports referenced on
the MITRE ATT&CK screen capture page [21].

Regarding legitimate applications, we collected samples of five cataegories of
legitimate screenshot-taking applications: screen sharing, remote control, chil-
dren/employee monitoring, screencasting and screenshot editing. Each of these
categories exhibits different screenshot-taking and sending behaviours.

Our dataset contains 106 malicious samples and 87 legitimate samples. Al-
though these numbers might seem low compared to the thousands of samples
traditionally used in general malware detection works, they correspond to the
number of samples used in detection works that target specific categories of
malware [17]. Moreover, these numbers are explained by the particular care that
must be given for each sample at runtime, as presented in the following section.

5.2 Experimental framework

In a previous work [27], we realised that none of the screenlogger samples found
on available malware datasets (e.g. VirusShare, VirusTotal) were taking screen-
shots at runtime. This was mainly due to the specificities of screenshot triggering
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(need to receive a command from the malicious server, need to open certain ap-
plications,...). This means that, even if generalist malware detection works might
have been tested on screenlogger samples (among thousands of other malware
samples), the screenshot functionality was probably not observed because no
attention was paid to screenshot-triggering.

Therefore, the samples we selected for our malicious dataset had to include
both the client and server parts.

Our malicious samples were run in two Windows 10 virtual machines to
allow the client and server parts to communicate and trigger the screenshot
functionality. Legitimate applications were also run in two machines when it
was required for screenshot-triggering.

During their execution, the behaviour of malicious and benign samples was
monitored using API Monitor and Wireshark.

To implement and test our detection models, we used the Weka framework,
which is a collection of machine learning algorithms for solving real-world data
mining problems [1].

More precisely, we used it to process the run-time analysis reports, select the
best detection features, select the classification algorithms, train and test the
models, and visualise the detection results.

6 Basic detection approach

To prove the effectiveness of our novel detection model, it was first necessary
to construct a model based on features from the malware detection literature.
These features were extracted (Section 6.1) and transformed (Section 6.2). Then
a machine learning model was trained and tested (Section 6.3) to select the most
effective features (Section 6.4).

6.1 Feature extraction

When running the samples from our malicious and benign datasets in a controlled
environment, we collected reports on two aspects of their behaviours: API calls
(API Monitor reports) and network activity (Wireshark reports).

API calls This category of features was extracted from the reports produced
by API Monitor.

The first feature we used consisted in counting the number of occurrences of
each API call. For each malicious and benign API call report, the numbers of
occurrences of the API calls it contains was extracted in a .csv file.

In the literature, we found that malware programs try to dissimulate their
malicious functionality by introducing benign API calls to their API call se-
quences. A popular way of performing malware detection using API calls is to
use the number of occurrences of API call sequences rather than API calls taken
alone. For this, the concept of N-grams is used. N-grams are sequences of N API
calls made successively by the studied program.
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As a result, we also extracted features based on the number of occurrences of
2-gram and 3-gram API calls sequences. The values of N were intentionally kept
low for two reasons: (1) the number of features increases exponentially with N,
and (2) the detection performance often decreases as N increases.

Network traffic Using the .pcap files produced by Wireshark and the Argus
tool to isolate network flows [2], we extracted 47 network features found in the
literature. These features belong to four categories:

– Behaviour-based features ([4], [6]): these features represent specific flow be-
haviours. For instance, they include the source and destination IP addresses.

– Byte-based features ([18]): these features use byte counts. For instance, they
include the average number of bytes from source to destination.

– Packet-based features([18], [4], [6]): these features are based on packet statis-
tics. For instance, they include the number of small packets (length ¡ 400
bytes) exchanged and the number of packets per second.

– Time-based features([18], [4], [6]): these features depend on time. For in-
stance, they include the minimum time a flow was idle before becoming
active.

6.2 Detection algorithm

Our detection model uses the Random Forest algorithm ([7]). This algorithm
trains several decision trees and uses a majority vote to classify observations.
Each decision tree is trained on a random subset of the training dataset using a
random subset of features.

The main shortcoming of decision trees is that they are highly dependant
on the order in which features are used to split the dataset. Random Forest
addresses this issue by using multiple trees using different features.

We tested several parameters to optimise the performances of the model:

– Number of trees in the forest (by default 100).
– Number of randomly selected features for each tree.
– Maximum depth of the trees (by default unlimited).
– Minimum number of instance per leaf (by default 1 but can be raised to

prevent overfitting).

6.3 Model training and testing

To train and test our model, we used the k-fold cross-validation method (with
k = 10). This method consists in dividing our dataset into k blocks of the
same size. The blocks all have the same proportions of malware and legitimate
applications. For each block, we train the model on the k − 1 other blocks and
test it on the current block. The final detection results are obtained by adding
the results of each block.

Using cross-validation, we trained and tested our model using first API call
features only, then network features only, and, finally, using both categories of
features.
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6.4 Feature selection

Due to the high number of features used, to avoid overfitting, it was necessary
to select the most useful ones. A features is useful if it is informative enough
for our classification task, that is, if it enables to effectively distinguish between
malicious and benign behaviours.

For this task we used the Recursive Feature Elimination method ([14]). Given
a number of features to select, this method iteratively trains our Random Forest
model using cross-validation and removes the least important features at each
iteration. The importance of a feature is given by the average of its Gini impurity
score for each decision tree in which it is used.

The Gini impurity of a feature that splits the samples at a node of a decision
tree reflects how ’pure’ are the subsets produced by the split. In our case, a
subset is purer if it contains mostly screenloggers or mostly legitimate screenshot-
taking applications. For instance, a subset containing 75% malware and 25%
legitimate applications is purer than a subset that contains 50% malware and
50% legitimate applications. The impurity of a subset is given by the formula:

p(malware) ∗ (1 − p(malware)) + p(legitimate) ∗ (1 − p(legitimate))
That is: 2 ∗ p(malware) ∗ p(legitimate)

The Gini impurity of a feature is the weighted average of the impurity scores
of the subset it produces. The weights are computed using the number of samples
contained in each subset.

When the features are numerical values (which is our case), instead of com-
puting the impurity of the subsets produced by each single value, intervals are
used. More precisely, the Gini impurity of the feature is obtained through the
following steps:

– Step 1: The values of the feature are sorted.
– Step 2: The averages of each adjacent values are computed.
– Step 3: For each average value from Step 2, the Gini impurity of the feature

if the samples were split using this value is computed.
– Step 4: The Gini impurity of the feature is the minimum among the Gini

impurities from Step 3.

7 Optimised detection approach

The novel detection approach we propose is based on new features specific to
the screenlogger behaviour.

Thanks to the comparison made in our previous work between malicious
and legitimate screenshot-taking behaviours, we were able to identify promising
features for screenlogger detection. These features target specific behaviours that
can allow to distinguish between screenloggers and legitimate screenshot taking.

For some of these features, we had to record the times at which screenshots
were taken by the applications. To this end, we used screenshot API call se-
quences that we had identified in a previous work [27]. Indeed, there does not
exist a single API call that can be called to take a screenshot, but rather a
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succession of API calls that must be called in a given sequence, each one of
them accomplishing a different task (e.g. retrieving the Device Context, creating
a bitmap, copying the content of one bitmap into another). Different functions
can be called at each stage of the sequence, which results in many sequences.

As the functions in the sequences take as parameters the return values of the
previous functions, it is impossible for them to be called out-of-order. Moreover,
as the return values are kept in memory until they are used as parameters, the
screenshot is detected even if the API calls are spaced in time.

For the features where we needed this information, we wrote a script that
ran through the API calls reports looking for screenshot sequences and recording
their time stamps.

7.1 Interaction with the user

Contrary to screenloggers, a majority of legitimate screenshot-taking applica-
tions require an interaction with the user to start taking screenshots.

To extract this feature, we had to identify the API calls which result from
user interaction. We found that, on Windows, some API calls involved in user
interaction can be called on other applications’ windows. As such, they could
easily be called by a malware program pretending to interact with the user,
whereas in fact, it does not even have a window.

Other API calls, mainly those involved in drawing on the window can only
be called by the application that created the window. If they are called by an-
other application, their return value is false. Therefore, we monitor this second
category of functions and, even if they are called, we verify their return value.

7.2 Visibility of the screenshot-taking process

Unless they infiltrate themselves in legitimate processes, all the malicious sam-
ples of our dataset take screenshots through background processes hidden to the
user. Legitimate screenshot-taking applications, apart from children/employee
monitoring and some applications that create a background process for the
screenshot-taking (e.g. TeamViewer), use foreground processes. Thus, the fact
that the screenshots are taken by a background process increases the probability
of malicious activity.

7.3 Image sending

A major part of legitimate screenshot-taking applications do not send screen-
shots over the network, contrary to our malware samples (no malware with the
local OCR exploitation feature was found). However, due to the limited moni-
toring time (3 minutes), we cannot tell for sure that the screenshots taken by
a given application will never be sent. Indeed, some malware can for instance
schedule the sending of screenshots. In such a case, even if image packets are not
sent during the monitoring time, it can be that these packets will be sent later.
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Therefore, our ’Image sending’ feature only reflects whether or not screen-
shots are sent during the monitoring time, and cannot be used to affirm that
an application does not send the screenshots it takes. Moreover, determining
whether a network packet contains an image is only possible when the packet is
not encrypted.

7.4 Remote command triggering

An important characteristic shared by almost all screenloggers is that their
screenshot-taking activity is triggered by a command received from their C&C
server.

Two kinds of screenshot-triggering commands can be distinguished: com-
mands for continuous capture of the screen and punctual commands for a single
screenshot. In the first case, only one command is received at the beginning of
the screenshot session, whereas in the second case, a command is received be-
fore every screenshot event. To cover both cases, we chose to consider that the
screenshot-taking activity is triggered by a command even if only one screenshot
is preceded by the reception of a network packet.

We had to determine an adequate duration between the reception of the
command and the screenshot. Indeed, we only consider that the screenshot was
triggered by the network packet if this packet is received within a given time-
window T before the screenshot api call sequence. Concretely, for each screenshot
taken, we control if:

t(screenshot) − t(lastNetworkMessage) < T
Note that, to measure this feature accurately, it was necessary that the API calls
and network reports be generated at the exact same time.

By analysing our samples, we found that the maximum duration between
the command and the screenshot is 46 772 ms, the minimum duration is 0.0059
ms, the average duration is 83.044 ms and the median duration is 33.115 ms.
We conducted experiments with these different values for T .

Even if it was not found in our dataset, we account for the case where the
process receiving the command is different from the process taking the screen-
shots.

To the best of our knowledge, our detection model, through this feature,
is the first to make a correlation between two kinds of events (reception of a
command and screenshot API call sequences) for malware detection.

7.5 Asymmetric traffic

One of the packet-based network feature we found in the literature is the ratio
between the number of incoming packets and the number of outgoing packets.
This feature fails to capture the asymmetric traffic displayed by most screen-
loggers as opposed to legitimate screenshot-taking applications (e.g. video call
with screen sharing). Indeed, in the case of screenloggers, the asymmetry lies in
the quantity of data exchanged, and not necessarily in the number of packets.
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It may be that the number of incoming and outgoing packets are equal, for ex-
ample in the case of punctual screenshot commands. In such a case, however,
the quantity of data received from the C&C server is significantly lower than the
quantity of data sent by the victim machine. Therefore, instead of measuring the
ratio between the number of incoming and outgoing packets, we use the ratio
between the numbers of bytes exchanged in both directions.

7.6 Captured area

During our study, we observed that almost all malware capture the full screen as
opposed to legitimate applications which may target more specific areas of the
screen depending on their purpose. As a result, we implemented a ’captured area’
feature which takes three values: full screen, coordinates and target window.

We had to identify, in our screenshot API call sequences, the elements that
show what area of the screen is captured. However, there is not only one way
to capture a given area of the screen, but several. For instance, to capture a
zone with given coordinates, one might get a cropped DC from the beginning
using the GetDC function with the desired coordinates as parameters, or take
the whole DC and do the cropping afterwards when copying the content of the
screen in the destination bitmap using BitBlt’s arguments.

Therefore, for each of the three values of the ’captured area’ feature, we listed
the possible API call sequences which might be used.

Note that we consider that an application capturing more than the three
quarters of the screen’s area captures the full screen. This is to avoid malware
programs pretending that they capture a precise area when, in fact, only few
pixels are removed from the whole screen.

7.7 Screenshot frequency

The last screenlogger-specific feature we created is the frequency of screenshots.
We consider that an application takes screenshots at a given frequency if we find
the same time interval between ten screenshots. Indeed, some malware programs
offer to take punctual screenshot as well as continuous screen capture. Therefore,
it is possible that not all the screenshots be taken at the same time interval.

Each time a screenshot API call sequence is found, we record its time stamp.
Then, we subtract the timestamps of consecutive sequences and compare the
intervals obtained. If more than ten intervals are found to be equal, the feature
takes the value of this interval. Screenshots taken using different sequences are
accounted for in this frequency calculation.

Some malware programs try to evade detection by dynamically changing the
screenshot frequency using random numbers. To cover this case, we consider that
the intervals are equal if they are within 15s of each other.
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8 Results and comparison

8.1 Performance measurements

Malware detection is a binary classification problem with two classes: malware
and legitimate application.

The measures used to assess the performances of our detection models are
the following:

– True Positives(TP): Number of malware programs classified as malicious.

– False Positives (FP): Number of legitimate applications classified as mali-
cious.

– True Negatives (TN): Number of legitimate applications classified as legiti-
mate.

– False Negatives (FN): Number of malware programs classified as legitimate.

– Accuracy: Given by the formula TP+TN
TP+TN+FP+FN . Accuracy does not dis-

criminate between false positives and false negatives.

– Precision: Given by the formula TP
TP+FP . Precision is inversely proportional

to the number of false positives.

– Recall: Given by the formula TP
TP+FN . Recall is inversely proportional to the

number of false negatives.

– F-score: Given by the formula 2∗Precision∗Recall
Precision+Recall . Contrary to accuracy, F-

score decreases more rapidly if false positives or false negatives are high (i.e.
precision or recall are low).

In the case of malware detection, it is crucial that all malware programs be
detected, to avoid them causing important damage. On the other hand, classi-
fying a legitimate application as malware, even if it can be inconvenient for the
user, might not be as critical. As a result, we give a particular importance to
the false negatives and recall metrics.

8.2 Basic detection approach

Table 1 contains the results we obtained for the first detection approach using
features found in the literature.

Table 1. Detection results for the basic approach using features from the literature

Features Accuracy False Negatives False Positives Precision Recall F-Measure

network 94.301% 0.038 0.080 0.936 0.962 0.949
1-gram 92.228% 0.038 0.126 0.903 0.962 0.932
2-gram 88.601% 0.104 0.126 0.896 0.896 0.896
3-gram 83.938% 0.123 0.207 0.838 0.877 0.857

(1+2)-gram +network 94.301% 0.038 0.08 0.936 0.962 0.949
1-gram + network 94.301% 0.028 0.092 0.928 0.972 0.949
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We can observe that network features seem to give better results overall than
API call features. Regarding API calls, using sequences of two and three calls
significantly decreases the performances of the model, with more than 10% of
malware classified as legitimate (vs 3.8% when individual API calls are used).

Combining network features and API call features does not improves the
results compared to using network features alone.

Additionally, using Recursive Feature Elimination, we identified the most
relevant API calls for screenlogger detection:

– strcpy s (Visual C++ Run Time Library)

– ntreleasemutant (NT Native API)

– isnan (Visual C++ Run Time Library)

– getobjectw (Graphics and Gaming)

– rtltimetotimefields (NT Native API)

We also identified the most relevant state of the art network features:

– Bytes per packet

– Total number of bytes in the initial window from source to destination

– Total number of bytes in the initial window from destination to source

– Total number of bytes from source to destination

– Average number of bytes in a subflow from source to destination

8.3 Optimised detection approach

Table 2 contains the results we obtained for the second detection approach using
the screenlogger-specific features we implemented.

Table 2. Detection results for the optimised approach using our specific features

Features Accuracy False Negatives False Positives Precision Recall F-Measure

Specific features 97.409% 0.009 0.046 0.963 0.991 0.977

We can see that the detection performance is improved on all metrics: with only
7 features, our model outperforms the first model based on hundreds of standard
features. That is because our features capture specific malicious behaviours.

Moreover, a malware author would not be able to act on these features to mis-
lead the classifier without changing the malicious functionality. Indeed, to mis-
lead traditional classifiers based on numerous features, malware authors leverage
overfitting by acting on features unrelated the core functionality of their pro-
grams. When all the features target a specific behaviour, as in our case, this
cannot be done.
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9 Conclusion

In this paper, we built a first Random Forest detection model using only API
calls and network features from the literature. This model was trained and tested
using our malicious and benign datasets. Using Recursive Feature Elimination
with Gini importance, we identified the most informative existing features for
screenlogger detection.

Then, we built a second model including novel features adapted to the screen-
logging behaviour. These features were collected using novel techniques. Partic-
ularly, we can cite:

– Using API call sequences to identify specific behaviours. Contrary to existing
works which only look at API called in a direct succession using the notion
of n-grams, we wrote scripts which keep track of the API calls return val-
ues and arguments to characterise some behaviours even if the calls are not
made directly one after the other. Numerous different sequences involved in
the screenshot-taking process were identified by analysing malware and legit-
imate applications. These sequences were also divided into three categories
depending on the captured area.

– Making a correlations between API calls made by an application and its net-
work activity. During their execution, the API calls and network activity of
our samples were simultaneously monitored. This allowed us to extract fea-
tures such as the reception of a network packet before starting the screenshot
activity or the sending of taken screenshots over the network.

When adding these novel features to the detection model, the detection ac-
curacy increased by at least 3.108%. Indeed, it is well known that a detection
model based on less features is less likely to fall into overfitting. Moreover, a de-
tection model based on features which have a logical meaning and reflect specific
behaviours, is less prone to evasion techniques often used by malware authors.

More generally, our results show that, for some categories of malware, a tai-
lored detection approach might be more effective and difficult to mislead than a
generalist approach relying on a great number of seemingly meaningless features
fed to a machine learning model.

In the future, we could extend our detection model to infection to allow for
an earlier and more effective detection. The detection model could also be inte-
grated into a defense-in-depth solution agaist screenloggers, including prevention
mechanisms.
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