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Abstract

Artificial Intelligence (Al) systems are frequently thought of as opaque, meaning their
performance or logic is thought to be inaccessible or incomprehensible to human observers.
Models can consist of millions of features connected in a complex web of dependent
behaviours. Conveying this internal state and dependencies in a humanly comprehensible
way is extremely challenging. Explaining the functionality and behaviour of Al systems in a
meaningful and useful way to people designing, operating, regulating, or affected by their
outputs is a complex technical, philosophical, and ethical project. Despite this complexity,
principles citing ‘transparency’ or ‘interpretability’ are commonly found in ethical and
regulatory frameworks addressing the technology. This chapter provides an overview of these
concepts and methods design to explain how Al works. After reviewing key concepts and
terminology, two sets of methods are examined: (1) interpretability methods designed to
explain and approximate Al functionality and behaviour; and (2) transparency frameworks
meant to help assess and provide information about the development, governance, and
potential impact of training datasets, models, and specific applications. These methods are
analysed in the context of prior work on explanations in the philosophy of science. The
chapter closes by introducing a framework of criteria to evaluate the quality and utility of

methods in explainable Al (XAl), and to clarify the open challenges facing the field.
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Introduction

Artificial intelligence (Al) challenges our notions of accountability in both familiar and new
ways. Systems we are increasingly entrusting with life-changing decisions and
recommendations (e.g. employment, parole, and creditworthiness) have their foundation in
our technological past but are now digital, distributed, and often imperceptible. When
important decisions are taken which affect the livelihood and well-being of people, one
expects that their rationale or reasons can be understood.

Compared to human and organizational decision-making, Al poses a unique challenge
in this regard. The internal state of a trained machine learning model can consist of millions
of features connected in a complex web of dependent behaviours. Conveying this internal
state and dependencies in a humanly comprehensible way is extremely challenging (Burrell

2016; Lipton 2016). How Al systems make decisions may thus be too complex for human

beings to thoroughly understand their full decision-making criteria or rationale. Despite the
difficulty of explaining the ‘black box’ of Al transparency remains one of the most common
principles cited in Al ethics frameworks produced internationally by public—private

partnerships, Al companies, civil society organizations, and governments (Jobin et al. 2019).

Given these constraints and the importance attached to understanding how Al works

(Mittelstadt et al. 2019), it is reasonable to ask how the functionality and behaviour of Al

systems can be explained in a meaningful and useful way. This chapter aims to answer
precisely this question. The chapter proceeds in six parts. Key terminology, concepts, and
motivations behind Al interpretability and transparency are first discussed. Next, two sets of
methods are examined: interpretability methods designed to explain and approximate Al
functionality and behaviour and transparency frameworks meant to help assess and provide
information about the development, governance, and potential impact of training datasets,

models, and specific applications. The chapter then turns to prior work on explanations in the



philosophy of science and what this work can reveal about how to evaluate the utility and
quality of different approaches to interpretability and transparency. Finally, the chapter closes

with a discussion of open challenges currently facing Al interpretability and transparency.

Background

To survey interpretability and transparency in Al, it is essential to distinguish, as far as
possible, a set of closely related and overlapping terms. Broadly agreed definitions and
boundaries for terms such as ‘interpretability’, ‘transparency’, ‘explanation’, and
‘explainability’ do not yet exist in the field. As a result, the conventions adopted here may not
be universal and may contradict other work.

Nonetheless, we can begin to unpack the topic of explaining Al by examining the
different types of questions we may ask about Al systems to make them understandable.

How does an Al system or model function? How was a specific output produced
by an Al system? These are questions of interpretability. Questions of interpretability
address the internal functionality or external behaviour of an Al system (see below for further
explanation of this distinction). A fully interpretable model is one which is human
comprehensible, meaning that a human can understand the full set of causes of a given output
(Lisboa 2013; Miller 2019). Poorly interpretable models ‘are opaque in the sense that if one is
a recipient of the output of the algorithm (the classification decision), rarely does one have
any concrete sense of how or why a particular classification has been arrived at from inputs’
(Burrell 2016: 1). Interpretability can also be defined in terms of the predictability of the
model; a model is interpretable if a well-informed person could consistently predict its
outputs and behaviours (Kim et al. 2016). Questions of model behaviour narrowly address
how a particular output or behaviour of the model occurred.* However, model behaviour can

also be broadly interpreted to include effects on reliant institutions and users and their Al-



influenced decisions; for example, how a physician’s diagnosis was influenced by an expert
system’s recommendation, are also relevant (High Level Expert Group on Atrtificial
Intelligence 2019: 18).

How was an Al system designed and tested? How is it governed? These are
questions of transparency. Unlike interpretability, transparency does not address the
functionality or behaviour of the Al system itself but rather the processes involved in its
design, development, testing, deployment, and regulation. Transparency principally requires
information about the institutions and people that create and use Al systems as well as the
regulatory and governance structures that control both the institutions and systems. Here,
interpretability play a supplementary but supportive role. Interpretable models or
explanations of specific decisions taken by a system may, for example, be needed for
regulators to effectively audit Al and ensure that regulatory requirements are being met in
each context of use.

What information is required to investigate the behaviour of Al systems? This is
a question of traceability. To audit the behaviour of Al systems, certain evidence is needed,
which can include ‘data sets and the processes that yield the Al system’s decision, including
those of data gathering and data labelling as well as the algorithms used’ (High Level Expert
Group on Artificial Intelligence 2019: 18). This data needs to be consistently recorded as the
system operates for effective governance to be feasible. Traceability is thus a fundamental
requirement for post hoc auditing and explanations of model behaviour; without the right
data, explanations cannot be computed after a model has produced a decision or other output
(Mittelstadt et al. 2016). Traceability is, however, outside of the scope of this chapter, which

is limited to surveying the landscape of methods for Al interpretability and transparency.



The value of interpretability and transparency

As these questions indicate, interpretability and transparency can be valued for many reasons
in Al. Interpretability is not a universal necessity in Al. In low-risk scenarios in which errors
have little to no impact or in which predictive performance is the sole concern, knowing how
a model functions or a particular decision was reached may be irrelevant to the problem being
solved. However, in many cases, it may be insufficient to merely receive a reliable
prediction; rather, understanding how the prediction was made may also be necessary to
reliably solve the problem at hand (Doshi-Velez and Kim 2017; Molnar 2020).

In philosophy of science, “‘understanding’ is treated as an intrinsic good of explanation
(Lipton 2001). Understanding how a model functions can be inherently valuable for the sake
of scientific discovery, human curiosity, and meaning-making (Molnar 2020). These intrinsic
goods can be distinguished from the instrumental value of interpretability and transparency in
Al as they support goods such as: (a) implementing accountability and auditing mechanisms;
(b) complying with relevant legislation and enabling users to exercise legal rights (Doshi-
Velez and Kim 2017; Wachter et al. 2017); (c) debugging and refining models (Kulesza et al.
2015); (d) detecting bias and dangerous behaviours; (e) assessing the societal impact of Al
(Mittelstadt et al. 2016; Wachter et al. 2020); (f) encouraging user trust (Citron and Pasquale
2014; Ribeiro et al. 2016; Zarsky 2013); and (g) supporting human workers and institutions
to work more effectively with Al systems (Rudin 2019a; Samek et al. 2017). Of course, these
instrumental goods need to be balanced in practice against the alleged risks of opening
systems to public scrutiny, including risks to intellectual property and commercial secrets,
potential gaming of decision-making systems, and exploitation of user trust with deceptive or
false explanations (Burrell 2016; Mittelstadt et al. 2019; Wachter et al. 2018).

In a recent report, the UK Information Commissioner’s Office and Alan Turing

Institute distinguish between six categories of explanations of Al systems (Information



Commissioner’s Office, The Alan Turing Institute 2020: 20) according to what is being
explained. Specifically, explanations can address (a) the rationale for a decision; (b) the
responsibility for the system’s development, management, usage, and user redress; and (c)
what and how data has been used to reach a decision; as well as steps taken to consider (d)
fairness; (e) safety and performance; and (f) the social impact of the decision-making
process. This taxonomy speaks to common interests underlying requests for explanations of
Al models and decisions. Data explanations, for example, can provide details on the data
used to train a model, including its source, collection method, assessments of its quality and
gaps, and methods used to clean and standardize the data. Impact explanations can provide
individuals with information regarding the potential impact of a system on their interests and
opportunities, which can inform their decision to ‘use’ the system or provide a starting point
for investigating the impact of the system across relevant populations (Mittelstadt 2016;
Sandvig et al. 2014). These types of explanations can likewise be highly valuable for
researchers working with machine learning to evaluate the epistemological validity,
robustness, and limitations of models and systems (Franzke et al. 2020: 36-46; Mittelstadt et
al. 2019). Standardized forms of disclosure (see the section ‘Evaluating the quality of
explanations’) can provide consistency across such explanations.

There are thus many motivators for making Al more understandable. As these
different goods suggest, interpretability and transparency can serve many different
stakeholders and interests. Explanations can be offered to expert developers, professionals
working in tandem with a system (Berendt and Preibusch 2017), and to individuals or groups
affected by a system’s outputs (Mantelero 2016; Mittelstadt 2017; Wachter and Mittelstadt
2019). Understanding the different potential goods and risks of interpretability, as well as the
needs and interests of relevant stakeholders, is essential to ensure a good match between the

methods chosen and local contextual requirements (see section).



Interpretability

Several concepts are common across the questions and goods that motivate interpretability in
Al. Interpretability methods seek to explain the functionality or behaviour of the ‘black box’
machine learning models that are a key component of Al decision-making systems.
Functionality and behaviour are both elements of interpretability. The distinction is
effectively one between model processing and its outputs; functionality refers to the internal
calculations or analysis performed by or within the model, whereas behaviour refers to its
outputs, which are visible to users and affected parties. Viewing outputs does not strictly
require comprehension of the method that produced them, although the latter could certainly
help develop a richer understanding of the significance and meaning of the outputs.

Trained machine learning models are ‘black boxes’ when they are not comprehensible
to human observers because their internals and rationale are unknown or inaccessible to the
observer or known but uninterpretable due to their complexity (Guidotti et al. 2018;
Information Commissioner’s Office, The Alan Turing Institute 2020). Interpretability in the
narrow sense used here refers to the capacity to understand the functionality and meaning of a
given phenomenon, in this case a trained machine learning model and its outputs, and to
explain it in human understandable terms (Doshi-Velez and Kim 2017). We will return to
broader accounts of interpretability and explanation as philosophical concepts later in the
chapter (see section ‘Philosophy of explanations”).

‘Explanation’ is likewise a key concept in interpretability. Generically, explanations
in Al relate ‘the feature values of an instance to its model prediction in a humanly
understandable way’ (Molnar 2020: 31). This rough definition hides significant nuance. The
term captures a multitude of ways of exchanging information about a phenomenon, in this
case the functionality of a model or the rationale and criteria for a decision, to different

stakeholders (Lipton 2016; Miller 2019). Unfortunately, in the literature surveyed in this



chapter, it is often deployed in a conceptually ambiguous manner. Terminological confusion
is thus common in the field (Mittelstadt et al. 2019).

To understand how ‘explanation’ is used in the field of interpretable Al, two key
distinctions are relevant. First, methods can be distinguished in terms of what it is they seek
to explain. Explanations of model functionality address the general logic the model follows in
producing outputs from input data. Explanations of model behaviour, in contrast, seek to
explain how or why a particular behaviour exhibited by the model occurred, for example,
how or why a particular output was produced from a particular input. Explanations of model
functionality aim to explain what is going on inside the model, whereas explanations of
model behaviour aim to explain what led to a specific behaviour or output by referencing
essential attributes or influencers on that behaviour. It is not strictly necessary to understand
the full set of relationships, dependencies, and weights of features within the model to explain
model behaviour.

Second, interpretability methods can be distinguished in how they conceptualize
‘explanation’. Many methods conceptualize explanations as approximation models, which are
a type of simpler, human interpretable model that is created to reliably approximate the
functionality of a more complex black box model. The approximation model itself is often
and confusingly referred to as an explanation of the black box model. This approach contrasts
with the treatment of ‘explanation’ in philosophy of science and epistemology, in which the
term typically refers to explanatory statements that explain the causes of a given phenomenon
(Mittelstadt et al. 2019).

The usage of ‘explanation’ in this fashion can be confusing. Approximation models
are best thought of as tools from which explanatory statements about the original model can
be derived (Mittelstadt et al. 2019). Explanatory statements themselves can be textual,

guantitative, or visual, and report on several aspects of the model and its behaviours. Molnar



(2020: 25-26) proposes the following taxonomy of the types of outputs produced by

interpretability methods:

feature summary statistic: methods that return summary statistics indicating
the strength of single features (e.g. feature importance) or groups of features
(e.g. pairwise interaction strength);

feature summary visualization: methods where summary statistics can also
be visualized rather than listed quantitatively in a table. Visual outputs are
preferable when reporting the partial dependence of a feature;

model internals: methods where various aspects of the internals of a model
can be reported, such as the learned weights of features, the learned structure
of decision trees, or the visualization of feature detectors learned in
convolutional neural networks;

data point: methods were data points that help interpret a model can be
reported, especially when working with textual or visual data. These data
points can either exist in the model or be newly created to explain a particular
output of the model. To be interpretable, any reported data points should
ideally themselves be interpretable;

intrinsically interpretable model: as discussed above, methods where
globally or locally interpretable approximation models can be created to
explain black box models. These models can then be further explained using

any of the aforementioned methods and output types.

Further distinctions help to classify different types of explanations and interpretability

methods. A basic distinction in interpretability can be drawn between global and local

interpretability. This distinction refers to the scope of the model or outputs a given

interpretability or explanatory method aims to make human comprehensible. Global methods



aim to explain the functionality of a model as a whole or across a particular set of outputs in
terms of the significance of features, their dependencies or interactions, and their effect on
outputs. In contrast, local methods can address, for example, the influence of specific areas of
the input space or specific variables on one or more specific outputs of the model.

Models can be globally interpretable at a holistic or modular level (Molnar 2020).
Holistic global interpretability refers to models which are comprehensible to a human
observer in the sense that the observer can follow the entire logic or functional steps taken by
the model which lead to all possible outcomes of the model (Guidotti et al. 2018). It should
be possible for a single person to comprehend holistically interpretable models in their
entirety (Lipton 2016). An observer would have ‘a holistic view of its features and each of
the learned components such as weights, other parameters, and structures’ (Molnar 2020: 27).

Given the limitations of human comprehension and short-term memory, global
holistic interpretability is currently only practically achievable on relatively simple models
with few features, interactions, rules, or strong linearity and monotonicity (Guidotti et al.
2018). For more complex models, global interpretability at a modular level may be feasible.
This type of interpretability involves understanding a particular characteristic or segment of
the model, for example, the weights in a linear model or the splits and leaf node predictions
in a decision tree (Molnar 2020).

With regards to local interpretability, a single output can be considered interpretable if
the steps that led to it can be explained. Local interpretability does not strictly require that the
entire series of steps be explained; rather, it can be sufficient to explain one or more aspects
of the model that led to the output, such as a critically influential feature value (Molnar 2020;
Wachter et al. 2018). A group of outputs is considered locally interpretable if the same

methods to produce explanations of individual outputs can be applied to the group. Groups
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can also be explained by methods that produce global interpretability at a modular level
(Molnar 2020).

A further important distinction drawn in the literature concerns how and when
interpretability is achieved in practice. Interpretability can be achieved by affecting the
design and restricting the complexity of a model or by applying methods to analyse and
explain the model after it has been trained (and deployed). Respectively, these can be referred
to as intrinsic interpretability and post hoc interpretability (Lipton 2016; Molnar 2020;
Montavon et al. 2017) or reverse engineering (Guidotti et al. 2018). Intrinsic interpretability
can be further specified according to its target, which, according to Lipton (2016) and Lepri
et al. (2017) can be a mechanistic understanding of the functioning of the model
(‘simulatability’), individual components (‘decomposability’), or the training algorithm

(‘algorithmic transparency’).

Interpretability methods

Development of methods for interpreting black box machine learning models has accelerated
rapidly in recent years. While a full survey of methods remains beyond the scope of this
chapter, the following taxonomy proposed by Guidotti et al. (2018) classifies methods
according to the type of interpretability problem being solved:

. model explanation methods: these methods create a simpler, globally
interpretable approximation model that acts as a global explanation of the
black box model. These simplified models approximate the true criteria used
to make decisions. Good approximations will reliably ‘mimic the behavior of
the black box’ while remaining understandable to a target audience (Guidotti
et al. 2018: 13). Such methods include ‘single-tree approximations’ which

approximate the performance of the black box model in a single decision tree
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(Craven and Shavlik 1996; Krishnan et al. 1999), ‘rule extraction’ methods
which create human comprehensible decision rules that mimic the
performance of the black box model (Andrews et al. 1995; Craven and Shavlik
1994), and varied global model-agnostic methods (Henelius et al. 2014; Lou et
al. 2012, 2013);

outcome explanation methods: these methods create a locally interpretable
approximation model that can ‘explain the prediction of the black box in
understandable terms for humans for a specific instance or record’ (Guidotti et
al., 2018: 26). These methods do not need to be globally interpretable but
rather only need to reliably explain ‘the prediction on a specific input instance’
(Guidotti et al. 2018: 13). Local approximations are accurate representations
only of a specific domain or ‘slice’ of a model. As a result, there is necessarily
a trade-off between the insightfulness of the approximated model, the
simplicity of the presented function, and the size of the domain for which it is
valid (Bastani et al. 2017; Lakkaraju et al. 2017). Such methods include
saliency masks, which visually highlight areas of importance to an image
classifier for a particular input class (Fong and Vedaldi 2017; Selvaraju et al.
2016), and varied local model-agnostic methods (Poulin et al. 2006; Ribeiro et
al. 2016; Turner 2016);

model inspection methods: these methods create a ‘representation (visual or
textual) for understanding some specific property of the black box model or of
its predictions’, such as the model’s sensitivity to changes in the value of
particular features or the components of the model that most influence one or
more specific decisions (Guidotti et al. 2018: 14). As with outcome

explanation methods, model inspection problems do not strictly require a
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globally interpretable approximation to be created. Such methods include
sensitivity analysis (Baehrens et al. 2010; Datta et al. 2016; Saltelli 2002),
partial dependence plots (Adler et al. 2018; Hooker 2004; Krause et al. 2016),
individual conditional expectation plots (Goldstein et al. 2015), activation
maximization (Nguyen et al. 2016; Yosinski et al. 2015), and tree visualization
(Thiagarajan et al. 2016).

transparent box design methods: these methods produce a model that is
locally or globally interpretable. This is not an approximation of a black box
model but rather an original model (Guidotti et al. 2018). Rudin has
influentially advocated for bypassing the problem of explanations by using
interpretable models unless a significant and important loss in accuracy by
failing to use a black box model can be demonstrated (Rudin 2019b). Methods
commonly considered to be interpretable by design, given appropriate
constraints on dimensionality or depth, include linear regression, logistic
regression, regularized regression, and decision trees (Guidotti et al. 2018;
Information Commissioner’s Office, The Alan Turing Institute 2020; Molnar
2020). Other methods include rule extraction (Lakkaraju et al. 2016; Wang
and Rudin 2015; Yin and Han 2003) and prototype and criticism selection

(Bien and Tibshirani 2011; Fong and Vedaldi 2017; Kim et al. 2014).

This taxonomy does not capture the full range of interpretability methods. A class of methods

not fully captured include what Lipton (Lipton 2016: 97) refers to as ‘post-hoc

interpretations’ of specific behaviour. These include some of the methods classified as

outcome explanation methods, such as visualizations (Simonyan et al. 2013; Tamagnini et al.

2017) and local model-agnostic explanations (Fong and Vedaldi 2017; Ribeiro et al. 2016),

but also methods that create user friendly verbal explanations, including case-based
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explanations (Caruana et al. 1999; Kim et al. 2014), natural language explanations (McAuley
and Leskovec 2013), and counterfactual explanations (Wachter et al. 2018). Case-based
explanation methods for non-case-based machine learning involve using the trained model as
a distance metric to determine which cases in the training data set are most similar to the case
or decision to be explained. Natural language explanations consist of text or visual aids
describing the relationship between features of an input (e.g. words in a document) and the
model’s output (e.g. the classification of the document). Counterfactual explanations describe
a dependency on external facts that led to a particular outcome or decision and a ‘close
possible world’ in which a different, preferred outcome would have occurred (Wachter et al.
2018).

Interpretability methods can also be categorized according to their portability. Molnar
(2020) distinguishes model-specific from model-agnostic methods, the latter of which can be
applied to any type of machine learning model. Examples include dependence plots, feature
interaction (Friedman and Popescu 2008; Greenwell et al. 2018; Hooker 2004), feature
importance (Fisher et al. 2019), and local surrogates (Ribeiro et al. 2016). Example-based
methods, which explain instances of the data set rather than groups of features or the model
holistically, are also typically model-agnostic (Molnar 2020: 233). Examples include
counterfactual explanations (Russell 2019; Wachter et al. 2018), adversarial examples
(Goodfellow et al. 2014; Szegedy et al. 2013), prototypes and criticisms (Kim et al. 2016),
influential instances (Koh and Liang 2017; Lundberg and Lee 2017), and case-based

explanations (Caruana et al. 1999; Kim et al. 2014).

Transparency

A related but distinct topic often addressed in tandem with algorithmic interpretability is that

of algorithmic transparency and accountability. Whereas interpretability has a narrow focus
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of explaining the functionality or behaviour of an Al system or trained machine learning
model, transparency and accountability have a broad focus on explaining the institutional and
regulatory environment in which such systems are developed, deployed, and governed. In
other words, interpretability is about understanding the system itself, whereas transparency
and accountability are about understanding the people and organizations responsible for
developing, using, and regulating it. Interpretability is often thought to be a key component of
algorithmic transparency and accountability.

Given its broad aims, many approaches could conceivably be considered forms of
algorithmic transparency and accountability. For our purposes, two broad categories can be
distinguished: standardized documentation for training data sets and models, and impact

assessments.

Standardized documentation

Standardized documentation refers to any method that prescribes a consistent form of
disclosure about how Al systems and models are created, trained, and deployed in different
decision-making contexts, services, and organizations. Many proposals for universal and
sector-specific standards have been advanced in recent years, but none have yet been broadly
adopted or tested.

Despite this, standardization initiatives frequently have common points of departure.
The motivation for standardization in Al can be traced to comparable standards adopted in
many industries describing the provenance, safety, and performance testing carried out on a
product prior to release (Arnold et al. 2019). In this context, many initiatives are motivated by
the usage, sharing, and aggregation of diverse data sets in Al, which runs the risk of
introducing and reinforcing biases across different contexts of use (Bender and Friedman

2018; Gebru et al. 2018; Holland et al. 2018; Yang et al. 2018).
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Data set documentation methods aim to help potential users of a data set to assess its
appropriateness and limitations for training models for specific types of tasks. To do so, they
generally require information about how the data sets are created and composed, including a
list of features and sources of the data as well as information about how the data was
collected, cleaned, and distributed (Gebru et al. 2018). Some approaches include disclosures
and standardized statistical tests concerning ethical and legal considerations (Holland et al.
2018), including biases, known proxies for sensitive features (e.g. ethnicity, gender), and
gaps in the data. Documenting such characteristics can help identify where problematic
biases could be learned and reinforced by machine learning systems trained on the data which
would otherwise remain unknown to developers and analysts (Gebru et al. 2018; Holland et
al. 2018). As a secondary effect, standardized data set documentation may also drive better
data collection practices (Holland et al. 2018) as well as consideration of contextual and
methodological biases more generally.

Comparable initiatives exist for trained machine learning models. ‘Model reporting’
documentation is designed to accompany trained models when being deployed in contexts
that differ from the training environment. For example, the ‘model cards for model reporting’
initiative calls for documentation describing various performance characteristics and intended
contexts of use, including how performance changes when applied to different cultural,
demographic, phenotypic, and intersectional (i.e. defined by multiple relevant attributes)
groups (Mitchell et al. 2019). User-facing model documentation has also been proposed to
enhance user trust and adoption. For example, ‘FactSheets’ have been proposed that would
require a standardized declaration of conformity from Al suppliers addressing the purpose,
performance, safety, security, and provenance of models in a user-friendly manner (Arnold et

al. 2019). To complement data set and model documentation and pre-deployment testing
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standards, toolkits have also been created to help identify and correct for biases in deployed

models and Al systems (Bellamy et al. 2018).

Self-assessment frameworks

A second category of algorithmic transparency initiatives have created various self-
assessment tools to help organizations evaluate Al systems at the point of procurement and
deployment. These tools pose a series of questions to be answered by organizations in the
procurement and deployment phase of Al. This approach builds on established types of
legally required organizational disclosures in areas such as data protection, privacy, and
environmental law (Article 29 Data Protection Working Party 2017; Mantelero 2018;
Reisman et al. 2018). To date, self-assessment frameworks have largely been limited to
public sector procurement of Al but in principle could be applied in the private sector as well.
‘Algorithmic Impact Assessments’ (AIA) are a prominent example of self-assessment
frameworks (Reisman et al. 2018). The AlIA developed by the Al Now Institute, for example,
requires public agencies to consider four key elements prior to procurement: (a) potential
impact on fairness, justice, bias, and similar concerns; (b) review processes for external
researchers to track the system’s impact over time; (C) public disclosure of the agencies’
definition of ‘automated decision system’, current and proposed systems, and any completed
self-assessments; and (d) solicitation of concerns and questions from the public. Al Now has
also called on governments to establish enhanced due process mechanisms to support
individual and community redress (Reisman et al. 2018). The AlIA framework has since been
implemented and adapted by the Canadian government to govern procurement of automated
decision-making systems across the public sector (Government of Canada 2020). The
European Commission has also recently developed a ‘Trustworthy AI Assessment List’ that

is operationally similar to an AIA (High Level Expert Group on Artificial Intelligence 2019).

17



The list poses a series of questions on topics such as fundamental rights; human agency and

oversight; technical robustness; and safety, diversity, and accountability.

Philosophy of explanations

Examining prior work on Al interpretability and transparency in the context of prior work on
explanations in the philosophy of science can be useful to identify the field’s major trends,
gaps, key open questions, and potentially their answers. Explanations of scientific and
everyday phenomena have long been studied in the philosophy of science. Explanations, and
more broadly epistemology, causality, and justification, have been the focus of philosophy
for millennia, making a complete overview of the field unfeasible. What follows is a brief
overview of key distinctions and terminology relevant to surveying interpretability and
transparency in Al.

While much variation and debate can be observed in prior work (Ruben 2004; Salmon

2006), an explanation of a given phenomenon is usually said to consist of two parts:

. the explanadum or a sentence describing the phenomenon to be explained
(Hempel and Oppenheim 1948: 136-137). The phenomenon can be of any
level of specificity from a particular fact or event, such as a particular decision
produced by a model, to general scientific laws or holistic descriptions of a
model,

. the explanans or the sentences which are thought to explain the phenomenon
(Hempel and Oppenheim 1948: 136-137). Depending upon the type of
explanation, audience, and specific questions asked, the explanans can be as
simple as a single sentence or as complex as a full causal model.

In the philosophy of science, much work is dedicated to theories of scientific explanation.

According to this tradition, ‘explanatory knowledge is knowledge of the causal mechanisms,
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and mechanisms of other types perhaps, that produce the phenomena with which we are
concerned’ (Salmon 2006: 128). A related notion, causal explanation, refers to a type of
explanation of an event that provides ‘some information about its causal history’ (Lewis
1986: 217-218). Within this tradition, a complete or scientific explanation would consist of a
set of explanans describing the full causal history of a phenomenon (Hempel 1965; Ruben
2004; Salmon 2006). This type of scientific explanation will involve general scientific
relationships or universal laws and can be considered an idealized form of explanation of the
sort pursued but rarely obtained through scientific investigation (Hempel 1965).

As this definition of an ideal scientific explanation suggests, explanations can be
classified in terms of their completeness or the degree to which the entire causal chain and
necessity of an event can be explained (Ruben 2004). Completeness can be used to
distinguish scientific and everyday explanations (Miller 2019) or full and partial causal
explanations (Ruben 2004), each of which addresses the causes of an event but to different
degrees of completeness. Everyday explanations of the type typically requested in daily life
address ‘why particular facts (events, properties, decisions, etc.) occurred’ rather than general
scientific relationships (Miller 2019: 3).

The terminology is not, however, consistent across theories of explanation. As Ruben
(2004: 19) notes:

Different theories disagree about what counts as a full explanation. Some will

hold that explanations, as given in the ordinary way, are full explanations in

their own right; others (like Hempel) will argue that full explanations are only

those which meet some ideal, rarely if ever achieved in practice. A partial

explanation is simply a full explanation (whatever that is) with some part of it

left out. On any theory of explanation, we sometimes do not say all that we

should say if we were explaining in full. Sometimes we assume that the
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audience is in possession of facts which do not stand in need of repetition. At

other times, our ignorance does not allow us to fill some of the explanatory

gaps that we admit occur. In such cases, in which we omit information for

pragmatic or epistemic reasons, we give partial explanations.

Most of the methods discussed in this chapter can be considered partial or everyday
explanations. These methods report a selection of the total set of causes of a phenomenon or
create a simplified approximation of a more complex phenomenon to make it humanly
comprehensible. Both examples are partial because they do not report the full set of causes of
a phenomenon, for example, the full causal chain of collecting and cleaning training and test
data or the causes of the phenomena reported in this data.

Full or scientific explanations can nonetheless serve as an idealized endpoint for
global interpretability in Al. If a user asks how a model was trained, a good explanation
would resemble a full causal explanation, only limited to the internals of the model (e.g.
feature values and interdependencies) and training algorithm rather than universal laws.
Similarly, global explanations of model functionality will necessarily contain causal
information concerning, for example, dependencies between features. Scientific explanations
traditionally conceived are also relevant to the need for interpretable machine learning
models in research, especially on causality and inference (Pearl 2019; Schélkopf 2019).

Recent decades have seen an increase in the attention paid to theories of contrastive
explanations and counterfactual causality (Kment 2006; Lewis 1973; Pearl 2000; Woodward
and Zalta 2003). Contrastive theories suggest that causal explanations inevitably involve
appeal to a counterfactual case, be it a cause or an event, which did not occur. Woodward
(2005: 6) describes these types of explanations as answers to ‘what-if-things-had-been-

different” questions. A canonical example is provided by Lipton (1990: 256):

20



To explain why P rather than Q, we must cite a causal difference between P

and not-Q, consisting of a cause of P and the absence of a corresponding event

in the history of not-Q.

Contrastive theories of explanation are, of course, not without criticism. Ruben (2004), for
example, has suggested that, even if causal explanations are inevitably contrastive in nature
(which he doubts), this feature can be accommodated by traditional theories of explanation.
Regardless of one’s position on this debate, contrastive explanations remain interesting for Al
because they address a particular event or case and would thus appear to be simpler to create
than global explanations of model functionality (Mittelstadt et al. 2019; Wachter et al. 2018).

Other types of explanations beyond scientific explanations exist which are relevant to
interpretability in AI. As Hempel writes, ‘explaining the rules of a contest, explaining the
meaning of a cuneiform inscription or of a complex legal clause or of a passage in a
symbolist poem, explaining how to bake a Sacher torte or how to repair a radio’ are all uses
of the term ‘explain’ which do not involve causal, scientific explanations (Hempel 1965:
412-413). In these cases, explanations can be given that do not have a clear dependence on
universal or scientific laws.

These observations are relevant to the question of interpretability in Al insofar as it
indicates that ‘explanation’ is not a singular concept but rather a catch-all for many different
types of interlocutory acts. A person impacted by an Al system (e.g. a criminal risk scoring
system) could ask why they were classified as high risk but equally how the model was
trained, on which data, and why its usage (and design) is morally or legally justified. Work
on interpretability in Al, as well as regulatory interest in the subject, similarly reflects that
explanations of Al are being requested in connection to a particular entity, be it a specific
decision, event, trained model, or application (Mittelstadt et al. 2019). The explanations

requested are thus not full scientific explanations as they need not appeal to general
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relationships or scientific laws but rather, at most, to causal relationships between the set of
variables in a given model (Woodward 1997). Rather, what is being requested are everyday
explanations either of how a trained model functions in general or of how it behaved in a
particular case.

For the purposes of this chapter, I will primarily discuss methods for producing
explanations in Al systems that answer functional questions, such as how a model functions
globally and locally, or how a particular classification was reached. Such explanations, while
primarily technical answers to ‘Why?” questions (e.g. why | was classified as ‘high risk”),
simultaneously provide essential information to answer related questions concerning the
accuracy, reliability, safety, fairness, bias, and other aspects of the system.

A further distinction can be drawn between explanation as a process or act and
explanation as a product of that act. This linguistic feature is known as process—product
ambiguity. In philosophy of science, much work has been dedicated to explanation as both a
product and a process and their dependency (if any) (Hempel 1965; Ruben 2004). As a
product, the question being asked is essentially ‘What information has to be conveyed in
order to have explained something?’ Explanations as products can be classified and described
according to the type of information they convey (Ruben 2004). As a process, the act of
explaining and the intention of the explainer are thought to influence the information
conveyed by an explanation (Achinstein 1983). The explanation as a product is thus ‘an
ordered pair, in part consisting of a proposition, but also including an explaining act type’
(Ruben 2004: 8).

The process and product accounts of explanation are incompatible (Ruben 2004);
however, for the purposes of this chapter, an answer to the process—product ambiguity is not
needed. Rather, the distinction reveals that in designing explanations and explanatory

methods for Al, attention must be given not only to what information the explanation
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contains but also to how this information is conveyed to its audience. This distinction
between the what and how of explanations in Al is key to evaluating the relative utility of the

methods discussed above and the quality of different types of explanations.

Evaluating the quality of explanations

Prior philosophy work on explanations provides a robust foundation to explore how the
quality of different types of explanations and approximations of Al functionality or behaviour
can be evaluated. Within the philosophy of science, explanatory pragmatists suggest that
‘explanation is an interest-relative notion . . . explanation has to be partly a pragmatic
concept’ (Putnam 1978: 41). In other words, the requirements for a full explanation will vary
according to the needs and interests of the audience.

This approach is a departure from causal theorists, who draw a clear distinction
between the ideal of a full explanation and the pragmatics of giving a good explanation. The
former is a question of the information the explanatory product must contain, while the latter
is a question of how parts of that information, or a partial explanation, is crafted and
communicated to an audience according to their particular interests and requirements.
According to Ruben (2004: 22),

... how we select from the full list of explanatory relevant features in order to

obtain the ones required in a particular (partial) explanation we may offer is a

pragmatic and audience-variant question. A partial explanation is one that

omits certain relevant factors; a full explanation is one that includes all

relevant factors . . . A partial explanation may be good relative to one set of

circumstances, but bad relative to another, in which interests, beliefs, or

whatever differ.
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The question is thus whether, as in the deductive-nomological approach (Salmon 2006), the
ideal of a full explanation exists independently of the concept of a good explanation. The
imagined ‘ideal explanatory text’ provides a benchmark for complete scientific explanations
(Salmon 2006). For explanatory pragmatists, this distinction collapses. Once collapsed,
context becomes an essential determinant of a good explanation. Whereas traditionalists
conceive of the concept of explanation as ‘a relation like description: a relation between a
theory and a fact’, pragmatists view it as ‘a three-term relation between theory, fact, and
context’ (Fraassen 1980: 156).

According to pragmatists, good explanations exceed merely correct explanations by
being aligned with the needs, interests, and expertise of the agents requesting the explanation
(Achinstein 2010; Lewis 1986). It follows that a universal ideal of a best possible explanation
of any given phenomenon does not exist; while an ideal correct explanation is possible, what
makes an explanation good (or ‘the best’) is dependent upon the context and audience to
which it is given (Achinstein 2010).

Regardless of one’s position as a traditionalist or pragmatist, a distinction can be
drawn between the truth or correctness of an explanation and how successful that explanation
is at communicating relevant information to a given audience (Ruben 2004). Achinstein
(2010) describes this as the distinction between correct explanations and good explanations.
A full scientific explanation can be correct insofar as the causes it attributes to a phenomenon
are truthful or valid and yet be a bad explanation when evaluated as an act of communication,
for example, because the information conveyed is so complex as to be incomprehensible to
the recipient. Similarly, an explanation may also be considered inadequate not because the
information communicated is false but because it is incomplete or inadequate to answer the

question posed or the needs of a specific audience (Lewis 1986; Putnam 1978).
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Compared to the distinctions drawn above, this is a subtle but important difference. In
evaluating an explanation in Al, we can distinguish quality in terms of causal validity, or its
truthfulness and completeness, and quality in terms of meaningfulness or how effective it is at
conveying a relevant set of information to a given audience. This distinction holds across
both traditional and pragmatic schools of thought, which differ only on whether the
meaningfulness of an explanation should be considered a quality of the explanation itself (as
pragmatists do) or a quality of the act of selecting and communicating the explanation (as
traditionalists do). For the purpose of this chapter, selecting a particular school of thought is
unnecessary so long as the distinction between causal validity and meaningfulness is

recognized.

Characteristics of ‘good’ explanatory products

Building on this distinction between validity and meaningfulness, many characteristics have
been proposed in the field of Al interpretability to evaluate the quality of explanations and
approximations. Following the preceding discussion (see the section ‘Philosophy of
explanations’), a further distinction can be drawn between the quality of the explanans itself
and the quality of the process by which the explanans is communicated to the explainee.
What follows is an overview of characteristics for producing and communicating high-quality
explanations that have been proposed in literature on Al interpretability as well as empirical
work describing how humans give and receive explanations in psychology and cognitive
science (Miller 2019). We begin with characteristics to evaluate the quality of explanatory

products.
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Contrastive

Based on a representative review of empirical evidence in psychology and cognitive science,
Miller (2019: 3) argues that good everyday explanations are contrastive insofar as
explanations are ‘sought in response to particular counterfactual cases . . . That is, people do
not ask why event P happened, but rather why event P happened instead of some event Q.’
Based on the reviewed evidence, Miller found that people psychologically prefer contrastive
explanations. Further, this preference cannot be reduced solely to the relative simplicity of
contrastive explanations against full causal explanations (Miller 2019: 28). In Al, best
practices for computing contrastive explanations will be specific to context, application, or
user because a comparison point or preferred alternative outcome must be identified (Molnar

2020; Wachter et al. 2018).

Abnormality

‘Normal’ behaviour is thought to be ‘more explainable than abnormal behaviour’ (Miller
2019: 41). The perceived abnormality of an event has thus been found to drive the preference
for contrastive explanations in practice that can explain why a normal or expected event did
not occur (Gregor and Benbasat 1999; Hilton and Slugoski 1986; McClure et al. 2003;
Molnar 2020; Samland and Waldmann 2014). Many characteristics of Al behaviour can set it
apart as abnormal. Lim and Dey (2009), for example, found a positive relationship between
the perceived ‘inappropriateness’ of application behaviour and user requests for contrastive
explanations. Violation of ethical and social norms can likewise set an event apart as
abnormal (Hilton 1996). The practical importance of abnormality for good everyday
explanations suggests that explanations of Al behaviour should describe input features that
are ‘abnormal in any sense (like a rare category of a categorical feature)’ if they influenced

the behaviour or outcome in question (Molnar 2020: 32).
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Selectivity

Full scientific explanations are rarely if ever realized in practice. Multiple correct but
incomplete explanations are normally possible that list different causes for the explanadum.
A given cause may be incomplete insofar as it is not the sole cause of the event but may
nonetheless convey useful information to the explainee (Ylikoski 2013). As Miller (2019: 3)
argues, ‘Explanations are selected—people rarely, if ever, expect an explanation that consists
of an actual and complete cause of an event. Humans are adept at selecting one or two causes
from a sometimes infinite number of causes to be the explanation.’ Selection involves
choosing the most relevant set of causes for a given phenomenon and disregarding other less
relevant but valid causes on the basis of local requirements. Selection is necessary to reduce
long causal chains to a cognitively manageable size (Hilton 1996).

For Al explanations, selection means choosing key features or evidence to be
emphasized in an explanation or user interface based, for example, on their relative weight or
influence on a given prediction or output (Biran and McKeown 2014; Poulin et al. 2006) and
the explainee’s subjective interests and expectations (see the section ‘Characteristics of
‘good’ explanatory processes’). To facilitate selection of relevant explanans from the overall
possible set of valid explanans, good explanations should clearly communicate the degree of
importance or influence of a given feature or set of features on the instance or outcome being

explained (Molnar 2020).

Complexity and sparsity

The need for selectivity in explaining Al behaviours to meet local requirements points to the
need to conceptualize and measure the relative complexity of different possible valid

explanations (Achinstein 1983; Miller 2019). Many metrics exist to evaluate explanation
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complexity relative to a target model or set of outputs. Complexity can be defined in relation
to a model’s size, such as the number and length of rules, features, or branches in a decision
tree (Deng 2019; Guidotti et al. 2018; Rudin 2019b), or in terms of the linearity and
monotonicity of the relationships between variables (Guidotti et al. 2018). Alternatively,
complexity can be defined according to sparsity or the number of explanatory statements
given to explain a black box model or specific output as well as the number of features and
interactions addressed in these statements.

In Al, sparse explanations or approximation models are those which have low
dimensionality or address a small number of features and interactions. Good sparse
explanations are those which include a cognitively manageable set of highly relevant causes
or statements according to the explainee’s interests and expertise (Molnar 2020; Russell
2019). Methods such as case-based explanations and counterfactual explanations that provide
a sparse explanation of changes necessary to reach a different, preferred outcome can bypass
the difficult challenge of explaining the internal state of trained models to a significant extent
(Caruana et al. 1999; Wachter et al. 2018). Approximation methods can also help but must
grapple with a three-way trade-off between the approximation’s fidelity, comprehensibility,

and domain size (see the section ‘Interpretability’).

Novelty and truthfulness

A set of closely related characteristics common to theories of explanation concerns the
novelty and truthfulness of the explanans. Good explanations should be novel, meaning they
do not merely repeat information about the explanadum that is already known by the
explainee but rather provide new, unknown information that helps explain the explanadum
(Molnar 2020; Salmon 2006). To be informative, explanations should not be entirely

reducible to presuppositions or beliefs that the recipient of the explanation already holds
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(Hesslow 1988). In Al, novelty can be measured, for example, in the extent to which an
explanation reflects whether the instance being explained ‘comes from a “new” region far
removed from the distribution of training data’ (Molnar 2020: 28).

Good explanations should likewise be truthful, meaning the statements contained in
the explanans should be accurate or correct. In Al explanations, the dependencies between
variables described or the causes attributed to an outcome should be correct (Molnar 2020;
Russell 2019). Simply put, the more accurate the explanation, the better it is at enhancing the
explainee’s understanding of the explanadum. In practice, accuracy can be measured, for
example, in terms of the performance of the explanation in predicting future behaviours based

on unseen input data (Molnar 2020).

Representativeness, fidelity, consistency, and stability

A final set of characteristics addresses the intra-model and inter-explanation performance of
an explanation or approximation. For explanations of more than a single output or group of
outputs, representativeness is a key characteristic. Global or local approximations can be
evaluated in terms of their representativeness of outputs or instances in the model reliably
explained by the approximation (Molnar 2020). As a rule of thumb, the quality of an
approximation increases based on the number of instances or outputs of the model it can
reliably and accurately explain.

Fidelity is closely related to representativeness insofar as the latter is implicitly linked
to the accuracy of the explanation over multiple insurances. Fidelity refers to the performance
of the approximation against the black box model; approximations with high fidelity will
approximate the performance of the black box model as closely as possible, including

accurate predictions as well as errors.
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The consistency of the approximation is also relevant in this context, which can be
measured in terms of performance of the approximation across different black box models
that have been trained on the same data to perform the same task. Stability performs a similar
role to consistency. They differ in that stability is concerned with comparing the performance
of explanations for ‘similar instances for a fixed model’. Stable explanations will not
substantially change when explaining a set of instances that only have slight variation in

feature values (Molnar 2020).

Characteristics of ‘good’ explanatory processes

Following the distinction between causal validity and meaningfulness, the quality of
explanations is dependent not solely on the content of the explanation but also on how this
content is tailored to the explainee and communicated in practice. Many factors of good
explanatory processes, such as the appropriate complexity and scope of explanations
provided, are dependent on the context in which an Al system is used. The following

characteristics of good explanatory processes have been proposed in the literature.

Interactivity and usability

Giving an explanation is a social communicative act based on interaction and information
exchange between one or more explainers and explainees (Slugoski et al. 1993). Information
exchange occurs through dialogue, visual representation, or other means (Hilton 1990). In Al,
giving an explanation should be viewed not as a one-way exchange of information but rather
as an interactive process involving a mix of human and Al agents.

Further, explanations are iterative insofar as they must be selected and evaluated on
the basis of shared presuppositions and beliefs. Iteration may be required to communicate

effectively or clarify points of confusion on the path towards a mutually understood
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explanation. While a given output can have many causes or important features, explainees
will often only be interested in a small subset of these that are relevant to a specific question
or contrastive case. It is the task of the explainer to select explanans from this subset of all
possible causes or features. The chosen explanans may not satisfy the requirements of the
explainee, requiring subsequent questioning and the generation of a new, more relevant
explanans (Miller 2019: 4).

The quality of explanatory processes in Al can therefore be evaluated in terms of the
quality of the interaction and iteration between explainee and explainer. Forms of explanation
that are interactive and can help the explainee interrogate the model to accomplish specific
tasks of interest are seen as better than explanations which consist of standardized or fixed
content (Guidotti et al. 2018: 7). Explanations of Al functionality or behaviour can be given
both by human workers tasked with explaining the system to affected parties and potentially
by the Al system itself, for example, through an interpretability interface (Kayande et al.

2009; Martens and Provost 2013; Mittelstadt et al. 2019; Wexler et al. 2019).

Local relevance

As the preceding characteristics indicate, good explanations should be tailored towards the
relative interests of the explainee (Miller 2019; Molnar 2020). They should answer, or help to
answer, questions of interest to their audience (Miller 2019; Slugoski et al. 1993). Software
engineers, regulators, deploying institutions, end-users, and other people request explanations
for different reasons and seek answers to different questions (Miller 2019; Mittelstadt et al.
2019). Explanations that are not tailored to answer the specific question(s) being asked may

fail to communicate relevant information to their audience.
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Local comprehensibility

For explanations to succeed in communicating relevant information to the explainee, they
must also be comprehensible to their recipient. Local comprehensibility refers to the degree
to which explanations communicate information at a scope and level of complexity that
matches the audience’s expertise (Molnar 2020). Explanations that include all factors that led
to a particular prediction or behaviour can be correct and complete explanations and yet
incomprehensible, depending on their audience. For example, complete explanations may be
useful for purposes of debugging a system or to meet legal requirements (Molnar 2020: 35)
but useless to a user trying to understand which factors of their financial history most
influenced the outcome of their loan application (Wachter et al. 2018).

Local comprehensibility and relevance are intrinsically linked. Software engineers,
for example, may prefer more accurate but opaque models or more complete but complex
explanations to help debug and refine their system, whereas end-users interested in the key
reasons for a given decision may prefer explanations that are simpler or narrower in scope
(Mittelstadt et al. 2019; Wachter et al. 2018). Urgency is similarly important; time-sensitive
requests can necessitate simpler but incomplete explanations (Guidotti et al. 2018).

Overall, good explanatory processes in Al should be sensitive to the reason an
explanation is being requested as well as the motivation and local needs of the explainee. In
this regard, standardized forms of disclosure, including many of the transparency frameworks
describe above (see the section ‘Transparency’), can fail as good explanations if they are not

adapted for different audiences.

Open challenges in Al interpretability and transparency

As the preceding discussion indicates, there are many open questions when it comes to

designing effective products and processes to explain the functionality and behaviour of Al
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systems. To conclude, I consider three key open challenges facing the field of Al
interpretability and transparency concerning the development of common standards for (a)
‘good’ explanations; (b) deterring deception through explanations; and (c) consistent and

practically useful transparency frameworks.

Common standards for ‘good’ explanations

As discussed in this chapter, many methods have been developed to explain how autonomous
systems function both generally and for specific decisions. However, while many approaches
exist, the adoption of common standards for ‘good’ explanations that enhance the useability
of autonomous systems remain nascent. To define such standards, we need to understand
what makes an explanation informative and effective in practice. Empirical research into the
local effectiveness and acceptability of different interpretability and transparency methods for
different types of Al applications is urgently needed.

To date, a majority of work on Al interpretability has addressed methods for creating
global and local approximations of black box models. While useful for purposes of testing
and debugging black box models, the utility of these approaches for explaining model
behaviour are less clear (Ribeiro et al. 2016; Selvaraju et al. 2016; Simonyan et al. 2013). In
particular, it is unclear how useful such simplified human comprehensible approximations are
for non-experts. Local approximations in particular ‘can produce widely varying estimates of
the importance of variables even in simple scenarios such as the single variable case, making
it extremely difficult to reason about how a function varies as the inputs change’ (Wachter et
al. 2018: 851). Conveying these limitations in a consistent and reliable way to experts and
non-experts alike remains nascent, which raises questions over their utility for answering

questions about specific model behaviour.
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It is in this context that Box’s maxim, ‘All models are wrong, but some are useful’
(Box 1979) is illuminating. Treating local approximations as explanations of model
behaviour would suggest that they provide reliable knowledge of how a complex model
functions, but this has yet to be proven in practice across different types of Al applications
and interpretability methods. For approximation models to be trusted, explainees must
understand the domain over which the approximation is ‘reliable and accurate, where it
breaks down, and where its behaviour is uncertain’ (Hesse 1965; Mittelstadt et al. 2019: 3).
Without this information, approximations will be at best poorly comprehensible and at worst
misleading because they are often inaccurate or unreliable outside a specific domain or set of
instances (Mittelstadt et al. 2019).

Local approximations face difficulties with generalizability, arbitrariness in choice of
domain, and the potential to mislead recipients unless the domain and epistemic limitations of
the approximation are known (Mittelstadt et al. 2019). Standards for ‘good’ approximations
are thus urgently needed that require information regarding their limitations to be clearly
documented and communicated when an approximation is offered as an explanation of a
black box model. To date, little work has been done on testing and validating approximations
in real-world scenarios; going forward, this critical gap in Al interpretability needs to be

closed.

Deception in explanations

The relative lack of research and methods to test and evaluate the veracity, objectivity, and

overall quality of explanations and approximation models is concerning as even an accurate
explanation can be used to inform or handcrafted to mislead (Lakkaraju and Bastani 2019).

Features or causes can be intentionally selected in explanations to convey information

according to the controller’s preferences and to hide potentially worrying factors. For
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example, a single explanation of law school admissions could highlight the classifier’s
dependency on ethnicity, entrance exam results, or grade point average over several years
(Russell 2019).

The type of explanation provided can influence the explainee’s opinion on the
importance of features in an output or classification (Lombrozo 2009; Poulin et al. 2006). By
explicitly shaping the choice of domain and the choice of approximation, it is possible to
distort how the importance of variables are reported, to alter whether they are claimed to
positively or negatively influence decisions, or to eliminate the correlation between them.
This selectiveness grants systems controllers the power to alter people’s beliefs about the
reasons for a system’s behaviour and to instil undue confidence in the system’s performance
and trustworthiness. Understanding how and why a particular explanation was chosen by the
explainer is particularly important for the selection of contrastive cases for contrastive
explanations.

The act of giving an explanation is not neutral (Mittelstadt et al. 2019). Some
scholars, for example, have suggested that explanation-giving is not primarily directed to the
truth but aims at persuasion (Mercier and Sperber 2011). Agents seeking to be perceived as
trustworthy have an incentive not merely to explain their behaviour as accurately as possible
but also to provide explanations that persuade other agents to perceive them as trustworthy.
This incentive is seemingly at odds with the push to adopt Al systems for the sake of
accuracy or efficiency. Suboptimal but simpler actions can improve transparency and
communication between institutions, users, and end-users but can make systems and
institutions less trustworthy and degrade the resiliency of the trust relationship if end-users

experience poor outcomes (Glikson and Woolley 2020). Promoting interpretability or

transparency can create incentives for systems to prefer actions for which there are easier or

simpler explanations but which may not be optimal for the user (Mercier and Sperber 2011).
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There is a clear and immediate risk of malicious actors using explanations not to
inform but to mislead. Ethically or legally significant influences on a decision (e.g. sensitive
features such as ethnicity) could be hidden from explainees interested in the legality of
university admissions. Explainees can be subtly nudged by the choice of explanans to adopt a
preferred belief or take a preferred action of the explainer, for example, not contesting
admissions outcomes on the grounds of discrimination. Solutions to mitigate the risk of
deception via explanation are urgently needed if Al interpretability and transparency are to

make Al systems more accountable and trustworthy.

The effectiveness of self-assessment transparency frameworks

Self-assessment frameworks are intended to enhance the traceability of Al systems by
improving organizational accountability, helping to identify potential ethically problematic
impacts, and providing a starting point for redress for affected individuals and communities.
If successful, each of these effects could enhance public trust and acceptance of Al systems.
However, while recognizing their potential utility, self-assessment frameworks have a
number of inherent weaknesses. To be effective, self-assessment must be timely, transparent,
honest, and critical. Organizations must invest the resources necessary to train staff to
critically assess internal procurement procedures and the (potential) external impact of the
system. Critical analysis requires an organizational culture that rewards honest assessment.
Even if staff are well trained and rewarded for their honesty, further investment is needed to
make self-assessment more than a ‘one off” occurrence. The impact of Al systems cannot be
perfectly predicted prior to deployment; unexpected and novel effects can emerge over time
that, by definition, can only be captured through iterative self-assessment (Mittelstadt et al.
2016). To assess impact over time, internal procedures must be established to record system

behaviour longitudinally. Sustaining the quality of such procedures over time has historically
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proven difficult, with comparable self-assessment frameworks in other domains effectively
becoming empty ‘checklists’ over time (Manders-Huits and Zimmer 2009; Mittelstadt 2019;
Pdder and Lukki 2011). Assuming these elements are in place, decisions must still be made
about what, when, and how to involve external researchers and the public in the assessment
process and how to publicly disclose results. Self-assessments that are perceived as
incomplete, dishonest, inaccessible, or otherwise faulty will not have their intended effect on
public trust.?

In short, self-assessment frameworks are not guaranteed to be effective without
significant organizational commitment to staff training, organizational culture, sustainable
and critical assessment procedures, public and researcher involvement, and open disclosure
of results. These requirements cannot be guaranteed by developing universal guidelines or
procedures for self-assessment because the potential impact of Al systems varies greatly
according to context and application type (High Level Expert Group on Atrtificial Intelligence

2019; Mittelstadt 2019).

Conclusion

This chapter has reviewed the key concepts, approaches, difficulties, literature, and overall
state of the art in interpretability and transparency in Al. Numerous methods to provide
explanations, approximations, and standardized disclosures for the development,
functionality, or behaviour of Al systems have been reviewed. To evaluate the quality of
emergent approaches in the field, lessons can be learned from prior work on explanations in
the philosophy of science. Explanations as products can be evaluated in terms of their
contrastiveness, abnormality, selectivity, complexity and sparsity, novelty and accuracy,

representativeness, fidelity, and consistency. Likewise, the act of giving an explanation can
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be critiqued in terms of its interactivity and usability and its relevance and comprehensibility
to local stakeholders.

These characteristics of explanations as products and processes point towards a clear
conclusion: interpretability and transparency in Al cannot possibly be achieved through a
‘one-size-fits-all’ approach. Different audiences, models, behaviours, and use cases will
demand different forms of explanations. And yet, despite this diversity of products and
methods, common ground exists to evaluate the quality of explanations in Al.

Critical open challenges, of course, remain. Consistent frameworks to evaluate
explanations of Al must first be widely adopted for common standards of ‘good’ explanations
to be enforceable through ethical or regulatory means. Likewise, vigilance is required to
ensure that explanations and transparency mechanisms are used honestly and accurately and
never to deceive or mislead. If Al systems are to deliver on their promise of more accurate,
efficient, and accountable decision-making, solving these challenges and implementing

common standards for interpretability and transparency is essential.
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