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Abstract

Open-source intelligence is a rapidly expanding area of the security and intelligence industry, involving the collection of
internet located open data from various sources, turning that data into actionable intelligence, which is reused where pos-
sible and relevant. While creating or processing the raw input data capturing and managing the corresponding provenance
information, e.g., workflow, state, raw evidence, reports, and summaries, that simplifies its retrieval and reuse is essential.
In comparison, scientific workflows and tools that support them are routinely used in the majority of academic research
disciplines, managing diverse sets of data resources and their provenance. Based on the techniques established within the
academic community, we have developed a system for managing this open-source intelligence data and associated provenance
information. This will enhance the efficiency of retrieving stored data products and reusing them to support intelligence-led
security decision-making. The open-source intelligence company partnered within this project has an operational envelope
that includes collecting and analyzing personal subject information. Therefore, they must understand the scope of their data
holdings appropriately, especially in light of obligations under the General Data Protection Regulation. The system developed
allows for tracking requests for intelligence products, ownership of the collection, analysis and generation of intelligence
briefs, and tracking the delivery of those final products to the customer for future billing. This adds further layers of efficiency
to operations and hence reduces the costs of producing intelligence products.

Keywords Information management - Business intelligence - Data quality - Data provenance - Knowledge-base
construction - Workflow management

1 Introduction a company operating within the security and intelligence

domain looking to make step changes in its operational and

The research lifecycle is used to describe the process of
research, development, planning, implementation, publica-
tion, reuse, and is used as a reference where different tools
and capabilities are built or available to support this process
(Demchenko et al. 2013) . Within the intelligence commu-
nity, there is also a well known and well-understood cycle
describing the process of intelligence capture and utilization,
the intelligence cycle, direction, collection, analysis, dis-
semination (UK Ministry of Defence 2011). It is clear that
these cycles are in many ways interchangeable. Therefore
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information management capabilities could reasonably con-
sider the best practice within the academic research domain
and hence the development or availability of tools from this
domain.

Within academic research, there is a developing consen-
sus on how research can be improved through the paradigm
of open data. A set of principles has increasingly described
this, that data should be FAIR (Wilkinson et al. 2016), with
one of the stated goals being to enhance the reusability of
data. This is an acronym for the following;

1. Findable — Data and supplementary materials have suf-
ficiently rich metadata and a unique and persistent iden-
tifier.

2. Accessible — Metadata and data are understandable to
humans and machines. Data is deposited in a trusted
repository.
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3. Interoperable — Metadata use a formal, accessible,
shared, and broadly applicable language for knowledge
representation.

4. Reusable — Data and collections have a clear usage
licenses and provide accurate information on prov-
enance.

This guiding principle to enhance reuse means that the
FAIR principles are equally at home in the commercial
sector as the academic one, particularly where reuse and
understanding of data holdings can bring about competitive
business advantage.

A crucial part of achieving these benefits is understanding
that it is essential to start when good data management prac-
tice is the norm. We must also remember that this applies to
all types of data, not only the static and archived but also the
active and in current use. An even higher priority is ensur-
ing that metadata associated with the raw data is captured
and curated and the point of creation of the data object to
ensure that the reason, method and ownership of data is
recorded, ensuring management of provenance. Tools and
techniques to do this have emerged in many different disci-
plines in terms of activity tracking, task allocation, and data
management.

For the management of data and the recording of opera-
tions on it, electronic lab books have been developed within
the wet lab-based sciences. These may be commercial off the
shelf products or open-source tools (Trefethen et al. 2012),
developed as a method of capturing within the research envi-
ronment the raw data generated within an experiment, as
well as the protocols that were used to generate and then ana-
lyze the data to convert it into actionable information. How-
ever, these are not generally configured to support the alloca-
tion of work; just the recording of work that has occurred. It
is therefore essential to consider this functionality.

Within the IT industry, issue ticket systems (e.g., Trac
2021, JIRA (Atlassian 2021)) have been established for
some time as a method to allow the management of issues,
allocation of resources to work on those issues and verifi-
cation of activities on those items. There have been many
different use cases where these systems have been used to
facilitate tracking. However, until now, there has not been
an example where the functionality of an issue ticket sys-
tem is extended to support the complete management of a
company’s business process from initiation and recording
of a customer order, the capture of activities to fulfill the
request, the management of the data used within the order,
any analysis performed on that data and the collected output
product within the single system.

Within the partner business for this project, Horus
Security Consultancy, the traditional intelligence cycle is
followed, but alongside this is the management of the day-
to-day responsibility of fulfilling a particular customer’s
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requirements. Therefore a mix of an electronic lab book
system and an issue ticketing system is necessary. Within
this paper in Section 2 we discuss the current standard prac-
tices for data management within the company as a set of
requirements and benchmarks in capability we must exceed,
Section 3. This is then followed in Sections 4 and 5 with a
discussion of the design and performance of the tool that we
developed. In Sections 6, we discuss how this has facilitated
operational enhancement and business process change, par-
ticularly in the relationship to how work is shared between
the different geographically distributed offices.

2 Standard practices with data

The partner company’s operational workflow is divided
between multiple groups, with the core teams being Intel-
ligence, Investigations, and Screening. These teams are how-
ever united by a common workflow, which typically has five
main stages:

1. Request submitted by client,

2. Initial collection of raw data by researchers,

3. Subsequent analysis and preparation of reports by ana-
lysts,

4. Dissemination to client, and

5. Generation of invoice.

The Intelligence team’s focus is on 24/7 research and
raw intelligence collection. The targets for the data collec-
tion include a diverse array of geographical contexts, situ-
ations, and groups that a client may be interested in. For
each target set, data collection involves navigation across
social media, blogs and news websites, and an array of tools
are used for searching and regular monitoring of specific
websites. The relevant content is inspected and harvested
manually, and saved as evidence on a network filesystem.
Complex bespoke file naming conventions are used at mul-
tiple stages in the workflow to keep track of document dates,
source, provenance, and other attributes. Spreadsheets are
maintained to facilitate collaborative work and to store the
provenance information.

The output from the data collection step include flash
‘alerts’ and daily summary reports of salient updates.
These initial products are then passed to the analysts, and
also transformed into reporting tables which contain free-
form text and various tags, labels, and attributes (e.g. times,
types, themes) from a predefined list. The reporting tables
are open-ended and incremental. The main outputs from the
analysts are daily and weekly digest documents, bespoke
statistical work, and longer threat assessments. All reports
are emailed to the relevant clients as a PDF. They are saved
in local directories using complex bespoke file naming
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conventions. Overall a highly manual and specialized con-
figuration that has no ability to enable versioning of data
contained within or record who has the current ownership
of any one piece of the information management process
leading to the possibility of clashes without more manual
process instigated.

The Investigations team conducts more focused research
projects, centered on products and companies as clients. As
with intelligence, the search seeds for data collection are
open source websites and emerging links that point to a
specific target individual or group, including material con-
tained within the so called dark-web. All identified evidence
is inspected and harvested manually, and persisted as PDF
documents which are saved locally. The initial output is
similarly a client specific daily report and emergency email
reports. These are followed by more in-depth analytical and
investigatory reports. All output is published as PDF or as
emails.

The Screening team conducts pre-employment checks
such as fact checking activities including general searches,
due diligence, financial and criminal history checks, and
information gathering around potential derogatory indica-
tors, such as unprofessional conduct.

The team uses various tools, again centered around open
source intelligence collection. A bespoke in house developed
software platform (HOSS) is used to (i) capture information
and log new screening requests from clients, (ii) catalog sup-
porting evidence (e.g. photos, forms) for a case, (iii) keep
track of individual screening cases, (iv) maintain statistics
across the team, (v) auto generate and auto fill some parts
of the reports, and (vi) to securely publish the results to the
client. HOSS involves multiple SQL databases, is hosted
on Microsoft Azure, and exposes a number of simple user
interfaces for internal analyst facing and external client fac-
ing purposes.

Regarding information searches, there are small number
of fixed, predefined search criteria, whilst the majority of
activities with each screening case involve unique criteria for
the individual to be screened. The inbound work queue for
the screening cases to be completed is maintained manually
in an MS Excel spreadsheet. All evidence and information
is saved as PDF files and saved in local directories using
complex bespoke file naming conventions to keep track of
document dates, provenance, and other attributes.

2.1 Business practices driven by data usage
methods

Horus’s open source intelligence gathering, analysis, and
dissemination workflow is a manual process. There is a con-
siderable amount of duplication of both data collection and
report generation.

Data and evidence related to a single task is often col-
lected by multiple researchers. The various spreadsheets
used for process management within the group are broadly
similar. Spreadsheets limit this task scheduling to a sequen-
tial process as parallel collaboration is rendered difficult
by tasking using a shared spreadsheet. Even though data
is searchable and locatable via the filesystem search index,
there is a significant chance that PDFs will be mislabeled
and misplaced in a complex and cluttered directory struc-
ture. This often leads to duplication and difficulty locating
existing data holdings and indirectly data loss.

Just as importantly, there is no means to capture the work-
flow and process data generated during the life-cycle of a
task. This has important implications for GDPR compliance.

2.2 Areas forimprovement

Workflow analysis points to a number of areas where
improvements will easily lead to increased efficiency, more
frequent reuse of collected raw data, enhanced security and
privacy, and better ability to comply with regulation such
as GDPR. Fully automating the entire workflow is not pos-
sible due to the absolute precision that clients demand and
the level of human input required for analysis and insight.
Improvements in workflow and process should also fit the
current workflow, processes, and general operational restric-
tions and dependencies.

Workflow management — controls and supports opera-
tional processes through the automation and management
of company workflow by capturing and analyzing associ-
ated data and provenance in its lifecycle. Horus is powered
by locally hosted Windows servers and desktops. None of
the parts of the workflow use any centralized database or
services to capture and store the workflow data. However,
many of the repetitive and manual aspects of the workflow
can be streamlined and optimized. The repetitive nature of
data collection can be minimized and reuse of data is pos-
sible by effective collaboration through a centralized tasking
system and searchable task database.

Document management and search — is an automated or
semi-automated way of managing, securing, searching, and
reusing documents. Horus uses a fileserver to manually store
and organize documents in folders, and Windows search
to retrieve the documents. Complex bespoke file naming
conventions are used at multiple stages in the workflow to
keep track of document dates, provenance, and other attrib-
utes. Access to the file server is restricted through Micro-
soft Active Directory and individually assigned privileges.
Windows search supports full-text search limited to certain
file types. Search results are often not relevant as filesystem
search does not rank the relevance of files and does not sup-
port filtering.

@ Springer



110

Journal of Data, Information and Management (2022) 4:107-117

3 Related work

Relational databases are the most popular data manage-
ment system used to store structured data in a relational
data model. However, a large volume of data being gener-
ated are semi-structured and unstructured, e.g., workflow,
provenance, documents, files, and meta-data. As a result,
there have been numerous attempts, challenges, and solu-
tions discussed in the literature (e.g., Rejeb et al. 2022)
to create a different system to model, store and efficiently
search such unstructured data.

3.1 Workflow management

Systematically captured and stored workflow data can sup-
port mechanisms to ensure the quality and validity of data
that can be examined or reviewed in the context of its
source and transformations over time (Khan et al. 2016;
Kruschwitz and Hull 2017). Workflow data allows users to
track provenance information such as evolution. Workflow
management systems formalize and structure complex and
distributed organization specific processes and data.
There are many different generic workflow tools avail-
able, though these would require significant customization
to be useful in the scenario that we describe. Therefore we
consider a subset of these tools, issue trackers, nominally
used in help desks and other task tracking applications.
Systems such as these, e.g., Atlassian Jira can model both
control-flow and data-flow. Control-flow describes and
models the state of tasks, data-flow describes and models
the information storage and exchange between tasks (Van
Der Aalst et al. 2016). A significant bottleneck of such a
system is scalability and searchability, e.g., storing many
files and documents and searching inside those documents.

3.2 Document management

This section will describe the primary data models, data-
bases, and content management systems used for manag-
ing files and documents.

Relational Data Model — The relational data model
uses predefined tables and schema to define the tables’
structure and relationships between them. A table defines
named columns and the type of data that can be stored
in each column. The relational data model’s central con-
cept is that similar kinds of data is stored in the rows of
the same table with a unique primary key. A primary key
and a foreign key are used to group the instances where
two tables are related. A Data Definition Language (DDL)
is used to define the tables Data Modification Language
(DML) (e.g., SQL) to store and manipulate data. There
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are hundreds of commercial and open-source relational
databases available.

The relational model is simple, highly scalable and sup-
ports ACID (Hogan 2018) properties. However, in a rela-
tional model, the records are stored in a predefined schema
or format; changing or updating that schema is very expen-
sive. In particular, there must be an understanding of the
effect on existing data within the table. At present, in addi-
tion to structured data a semi-structured, unstructured and
files are being generated.

Document-oriented Data Model — Document-orientated
databases are another most suitable for document manage-
ment. Such databases use a document-orientated data model
that follows no internal structure, i.e., the fields and relations
do not exist as predefined concepts. It acquires the type of
information from the data itself. All data attributes for an
object are placed in a single document (or JSON-like object)
and are stored as a single entry. A relationship between the
two entities is created using references. Typically all related
information is stored together, and it allows every instance
of data to be different from any other. Hence, creating a data
model that is flexible to future changes. A popular docu-
ment-oriented databases is MongoDB.

A workflow management system and a document-ori-
ented database can model and manage complex workflow,
provenance, and files. However, there are certain limitations
to storing files containing a large amount of unstructured
data and searching through these data. For example, Mon-
goDB is a document-oriented database that does not support
storing files that exceed the size limit of 16 MB and provide
a limited full-text search capability. Therefore, specialized
file systems such as MongoDB GridFS are used to store
large files, and a specialized search engine is required to
support the full-text search of those files.

3.3 Enterprise search engine

Commercial (e.g., Microsoft SharePoint, Asite system 2021,
Bentley’s eB Insight 2021) and open-source (e.g., Alfresco
2021) tools are commonly used in enterprises for document
management and search. Such document databases pro-
vide limited full-text search capabilities. Enterprise search
engines are specialized for indexing and searching over
large-scale structured, semi-structured, and unstructured
data and documents. Many open-source and commercial
enterprise search engines are available, and most of them
primarily use Apache Lucene or Lucene-like inverted index
under the hood.

The system uses a workflow management system to sup-
port workflow and provenance data, a document database
accompanying a filesystem for managing large-scale docu-
ments and files and their metadata, and an enterprise search
engine to search and reuse.
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4 Designing a hub for information
management

The main design criteria for developing a system are:

1. Ability to capture and store workflow and provenance
data,

2. Store large scale files and documents,

3. Support free-text search and reuse of quality data,

4. Integrate all the components or sub-systems to enable
automatic control-flow and data-flow between the sub-
systems, and

5. Support a seamless workflow and operation.

It was aimed that we would use as many open source
tools as possible, minimizing the number of proprietary
components and developed a number of microservices to
implement missing functionality and integrate components
of the system. Figure 1 illustrates an abstraction of the
entire architecture of the system. The system consists of
seven major components as shown in Fig. 1:

4.1 Userinterfaces

There are three major Uls, shown in Fig. 1, for work-
flow management, document management and monitor-
ing data visualization. The Fig. 2 illustrates an example
workflow using the most significant parts of the Uls.
Analysts use the CWM UI to file an issue ticket and
client information and relevant data and provenance.
The DMS UI is mainly used for managing and search-
ing files and documents. IT administrator mainly uses
the monitoring and analytics to monitor the system’s
health and usage.

4.2 APl gateway and microservices

In a microservices architecture, clients usually require
access to multiple functionalities from more than one
microservice. An API gateway or an intermediate indi-
rection is a service that provides a single-entry point
for certain groups of microservices. It acts as a reverse
proxy to handle routing requests and provides additional
cross-cutting features such as authentication, SSL ter-

1. User Interfaces (Uls), mination, and cache. We implemented the API gateway
2. API Gateway and Microservices, using NGINX (server and load balancer) creating an
3. Company Workflow Management (CWM), interface between the Uls, external services and the
4. Document Management System (DMS), microservices.
5. Enterprise Search Engine (ESE), The microservice layer implements multiple RESTful
6. Monitoring and Analytics, and API services to read, write, update and delete data. The
7. Backup and Replication, APIs are guarded by an identity provider service that keeps
Workflow Management Workflow Management <> Workflow data . o '
ul Jira MySQL L 1 External Filesystems |
[ I L] l
Microservices Document Management Enterprise Search Backup & Replication
External Services <> X g .

____________________ > RESTful Services MongoDB ] Elasticsearch MongoDB

2 c

2 P> —T—> 38

g Identity Provider é Query Processing Elasticsearch

< <

Document Management X ©
Ul Search Service .GndFS e Ranking MySQL
File System
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t
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Fig. 1 The architecture of the system. Analysts interact with the sys-
tem using three user interfaces, e.g., workflow management, docu-
ment management and search, and monitoring and analytics. Each
UI is supported by back-end services, e.g., company workflow man-
agement for supporting workflow and provenance, back-end micros-
ervices for document management system. Services use databases to
maintain data persistently, e.g., workflow data is saved to MySQL;

files and documents in MongoDB and GridFS. A data-flow connec-
tor agent periodically scans the MongoDB database operation-log
for creating and updating the enterprise search engine index imple-
mented using Elasticsearch. The Elasticsearch also stores the analyt-
ics and monitoring log, external network file system data to make
them searchable. All data is replicated and backups are created. An
API Gateway allows other services to consume data from the system
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Fig.2 An example workflow. An analyst creates (1) an issue ticket at
CWM. The analysts collect data and create summary reports related
to the ticket and upload (2). An upload interface (3) allows the ana-
lyst to add additional metadata (4) before uploading (5) the files and
documents to the DMS in a batch. The uploaded data and reports
can be managed via a DMS management interface (6). The manage-

the authentication and authorization policies. For example,
different types of data should have different rules for how
it should be processed and managed to comply with GDPR
(Van Loenen et al. 2016). Essential or more general data can
be open within the company. In contrast, sensitive or per-
sonally identifiable data require more security and relevant
user access. A Rule-based Authentication Control (RBAC)
design pattern manages and enacts predefined policies cre-
ated by a system administrator. The system uses single sign-
on (SSO) to authenticate users and to inherit the predefined
access policy of relevance to the specific user.
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ment interface provides different actions (7) (e.g., archive, delete, set
as private) that can be performed on the uploaded data. The analysts
use the search interface (8) of the DMS to search (9) files and docu-
ments uploaded to the DMS. The search results (10) are presented
intuitively, e.g., the metadata are shown, the matching texts are high-
lighted to help the analysts to filter the relevant results quickly

4.3 Company workflow management

Domain-specific workflow management is a well-
researched discipline with a well-established set of prin-
ciples and software. In order to support the five work-
flow states described in Section 2 and to capture related
data and provenance, the CWM implements the following
functionalities:

1. control-flow for management of activities,
2. resource for modeling groups, projects, roles, and
authorizations,
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3. data or artifact for modeling decisions, data creation,
forms, documents,

4. time for management of duration’s, deadlines, time spent
on tasks for invoice and appraisals,

5. function for describing activities and related applica-
tions,

6. extensibility for enhancing the functionalities through
software patches or plugins, and

7. interoperability to connect with external tools and ser-
vices via REST APIs.

We customized Atlassian Jira (2021) to model the above
mentioned functionalities. Among these, the most relevant
is that although Jira supports file attachment, it has certain
limitations or missing functionality such as capturing file
metadata, managing large files, and indexing contents. We
developed a Jira plugin to allow data and document flow
between CWM and a specially designed DMS (described in
Section 4.4) to solve these challenges. The plugin provides
options via a UI widget to connect to the document manage-
ment system for uploading files. Each ticket created in CWM
is assigned a unique operational identifier. The unique opera-
tional identifier assigned to the ticket is used to link related
information stored in different subsystems of the system.

4.4 Document management system

We designed a document management system to handle
diverse, fast-growing, and large files and documents. We
choose MongoDB, a NoSQL database, as a core database for
the DMS. To store large documents and achieve horizontal
scalability, we must decide whether to store the binary data
in a separate repository or filesystem or with the metadata.
Therefore, we used GridFS to support storing and retriev-
ing files that exceed the document size limit of 16 MB.
When files related to a task of CWM are uploaded, they
are transferred to the DMS using an encrypted token. The
DMS writes the metadata to MongoDB collection and files
to GridFS collection as binary data.

MongoDB, however, does not support the full-text search
for searching inside stored files. Therefore a dedicated docu-
ment search engine is developed to support full-text search
described in the next section.

4.5 Enterprise search engine

We deployed an Elasticsearch ESE to facilitate free-text
search across all primary services within system, such as
CWM, DMS, and external file-systems. We implemented
a data-flow connector to push data from the primary ser-
vices into the ESE and make them searchable. The data-flow
connector internally uses two tools Elasticsearch (a) ingest-
attachment and (b) FS Crawler.

The ingest-attachment plugin extract content from differ-
ent types of files and documents. This plugin internally uses
the Apache Tika content analysis tool to extract file content
and submit the parsed content to the search engine. The FS
Crawler indexes the files and documents archived in the
external file-systems. While (b) is configured to scheduled
crawling and refresh of the index according to predefined
time intervals, (a) does that in real-time to support effective
collaboration among analysts and to reduce duplication dur-
ing data collection.

The search results are ranked based on search context. A
search interface provides an additional option to filter search
results. When analysts look for files, their knowledge about
various properties of files and contexts plays an important
role. The search queries are enriched to expand the search
coverage, and the retrieved files are ranked based on their
relevance. When search happens regularly, we can cap-
ture knowledge (search query and relevance feedback) and
improve the search results’ relevance. A detailed description
of a knowledge management system work can be found in
(Khan 2015).

4.6 Monitoring and analytics

The use of microservices requires changing the approach
to software management, specifically how an organization
handles monitoring infrastructure, applications, and data.
It is also essential to capture and understand microser-
vices performance, scalability, security and troubleshoot
any problems. Microservices generate events (e.g., access
log, errors, debug information, and so on), and those logs
provide all the information needed for monitoring, main-
tenance and debugging of the application. We imple-
mented a transport layer in the microservices to push the
log information to the search engine via Elasticsearch
Logstash.

We deployed Elasticsearch Metricbeat to periodically
collect metrics from the operating systems, databases, serv-
ers and send them to the ESE. The events and analytics are
visualized and monitored using dashboards built by Elas-
ticsearch Kibana.

4.7 Backup and replication

We backup data at predefined time intervals to ensure com-
pliance and granular recovery of the data if needed. We also
synchronously replicate databases in a secondary server to
ensure quick resumption of operation in any database or
machine outage. MySQL and MongoDB both provide built-
in mechanisms to design replication of these databases. We
configured replication functions to replicate both workflow
data uploaded to the MySQL database and the files stored
in MongoDB and GridFS.
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5 Results and discussion

We analysed the last ten years data collected and stored at the
company. We found that the data collected from open source
websites are mainly stored in text, PDF, Microsoft Word, and
image format. The final reports are produced in Microsoft
Word and PDF format. A small number of audio and video
files are collected. We also found that 4% files are less than
1KB, 80% files are between 1KB-1MB, 15% files are between
1-60MB, and the remaining 1% files are greater than 60MB.

The files are accessed only when the analysts require to
prepare a new report or edit an existing report. Therefore, the
ingress or upload operation is more frequent and expensive
than egress.

In the following section, we will report performance,
measures the system’s ability to provide a specific response
time to complete an ingress operation. After that, we report
scalability, measures the system’s ability to increase perfor-
mance by adding additional resources.

5.1 Performance

Based on the analysis, we set up our test environment and the
parameters; for example, we used a size between 1-100MB
to test the ingress operation’s performance. We used three
physical servers to generate parallel requests. We evaluated
two matrices to measure the performance:

1. Response time vs. uploaded file size — captures the time
taken by the API service to upload files of size 1-100MB
and

2. Response time vs. percentage of completed requests —
captures the time taken by the API service to complete
percentage of ingress operation.

The Fig. 3(a) shows that the response time of the the
ingress operation increases linearly. The average response
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time and the median response time overlaps, confirming the
response time follows a normal distribution. The Fig. 3(b)
shows that almost all the request completes within a specific
time frame, that is, 99% requests complete at the same time,
and around 1% files take slightly more time to complete.

5.2 Scalability

In this experiment, we used three physical machines; at each
machine, we created parallel clients, and each client gener-
ated parallel requests to the ingress API. Each iteration runs
for an hour, and we aggregated the results of all iterations.
Figure 4(a) shows ten iterations. For example, we created
50 parallel clients in one machine during the 1% iteration,
and during the 10" iteration, we created 166, 166, and 168
parallel clients from three servers.

Figure 4(b) illustrates the total number of parallel requests
sent to the APIs during the hour-long test. Figure 4(c) shows
the number of requests sent per second. We used a fixed
5MB file in this study. We observed that when the number
of request per second increases beyond 55, the traffic shap-
ing policy kicks off to limit the traffic. For that reason, when
client size goes above “400, there is a sudden drop in total
requests and the rate at which requests are generated. We test
two parameters to measure the scalability:

1. Response time vs. number of clients — captures the time
taken by the API to complete the increases operations
and

2. Response time vs. percentage of completed requests —
captures the time taken by the API to complete percent-
age of increases operations.

The results, figure , show that the response time increases
linearly. We created not more than 200 parallel clients at each
server, figure . The response time improves when we start
to distribute the clients among multiple physical machines.

60MB —e—80MB 100mMB

o
o

0 20 40 60 80 100 50 55
File size (MB)
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Fig.3 Performance of the system: (a) Response time vs. uploaded file size, (b) Response time vs. percentage of completed operations
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Fig.4 Scalability of the system: (a) We generated a varying num-
ber of parallel clients from different machines, (b) Total number of
requests generated, (c) Requests generated per second, (d) Response

The average response time and the median response time
overlaps which confirms that the response time is normally
distributed.

In Fig. 3(b) we can see that almost all the request com-
pletes with in a specific time frame, that is, 99% requests
complete in same time and around 1% files takes slightly
more time to complete.

The results, Fig. 4(d), show that the response time
increases linearly; the average response time and the median
response time overlaps, confirming that the response time
is normally distributed. Figure 4(d) also shows that the
response time appears to improve when distributing the cli-
ents among multiple physical machines rather than generat-
ing from a single client. For that reason, we created not more
than 200 parallel clients at each server (Fig. 4(a)).

In Fig. 3(e) we can see that almost all the request com-
pletes within a specific time frame, that is, 99% requests
complete in the same time and around 1% files takes slightly
more time to complete.

—e—50 —e—100

55

14000 o
12000 g 45
10000 g2
23

8000 g 30
325

6000 & 20
4000 1
10

2000 5

50 100 150 200 250 300 350 400 450 500 50 100 150 200 250 300 350 400 450 500
Number of parallel clients

Number of parallel clients

(b) (c)

150 —e—200 —e—250 —e—300 350 400 450 —e—500

60 65 70 75 80 85 90 95 100
Percentage of completed requests

(e)

time vs. number of clients, and (e) Response time vs. percentage of
completed requests

5.3 Discussion

We deployed the microservices to a Ubuntu Linux vir-
tual machine configured with 16GB RAM and an 8-core
Intel Xeon 2.20 GHz CPU. A cluster manager manages the
microservice instances, and a load balancer distributes the
load uniformly among the available eight instances.

In this paper, we reported a formal study where we used
files between 1-100 MB. Although the analysts rarely col-
lect very large files, e.g., executable, high definition audio
and video files, ISO images, we also did tests to confirm if
the system can handle such files.

The main objective of this empirical analysis was to
verify if the system scales linearly, and the results confirm
that the Hub’s response time increases with the file size
and number of parallel requests.

Moreover, the microservices are state-less application
and are implemented using Node.js. Therefore, as the
usage increases, we can create as many instances of the
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microservices needed to meet that demand. We can do so
very quickly using containers, e.g., Docker, and container
orchestrator, e.g., Kubernetes.

6 User evaluation and methods used
for providing feedback

When the CWM was first introduced, the analysts strug-
gled to see how this would replace their manual workflow
processes, consisting of an excel spreadsheet and numer-
ous emails. We modeled and implemented custom data-
flow and workflow process for each team; after that, the
users could see the benefit of using the automated system.
Based on analysts feedback, we made several additions and
enhancements to replace the existing practices.

It would also take some time and effort to change the
habits and mindset of the analysts. Therefore, the analysts
started using the system parallel to the existing process,
which highlighted several issues or missing functional-
ity that would need to be added to the hub. Each time an
analyst identified a missing functionality, they would work
with us and discuss the issue. We would then suggest some
possible solutions, and we would agree on the most suit-
able for implementation. Once we enhanced the system
to a satisfactory level and the analysts had been using the
system for a test period, we reviewed the various stages
of the process from start to finish. We found that many
enhancements had left some obsolete functions superseded
but more appropriate addons.

In the second phase of the development, we integrated
the DMS and ESE into the CWM. Again, we demonstrated
this to the analysts. We went through the current process
and then discussed the various enhancements that would
require. There was some back and forward and parallel
operation to iron out issues and shortfalls. We closely
worked with the analysts and made all the enhancements
required to roll out the system to all the analysts.

The hub’s development and functionality continue to
develop, with the next phase being the accounts depart-
ment’s inclusion to speed up invoicing and the ability to
implement a customer-facing interface to receive custom-
ers’ request, deliver products, and disseminate.

6.1 Changing company business practice
and managing change

Our system have been gradually implemented across the
company’s different branches, with the investigations team
acting as a trial group. By necessity, the transition to the
Hub has been gradual, with training requirements and leg-
acy issues demanding careful resolution. This, however,
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quickly offset by the efficiency gains brought by the com-
pany-wide introduction of the system and the changing
working practices this brought. Within teams, the Hub
allows for better allocation of resources and management
of workloads. It has also enhanced the company’s ability
to operate on a 24/7 basis, ensuring shift workers are both
clearly tasked and fully accountable for their outputs.

Looking at the company as a whole, the Hub system sig-
nificantly contributed to how business is managed. Crucially,
by streamlining the workflow process, the finance team can
issue invoices more quickly, which better reflects the work
conducted. From an HR perspective, the CWM makes it
easier to account for individual staff members’ outputs and
balance resources more effectively between the teams.

For analysts working on the company’s various teams,
a key challenge has always been to make data as recover-
able and as reusable as possible. The system meets these
requirements, ensuring analytical value that can be straight-
forwardly added to data collection and without duplication
of effort.

Data entering the Hub has the potential to include per-
sonal data. The Hub facilitates the easy adoption of measures
to support the data protection regulation stated in GDPR, for
example, by implementing the logical and operational safe-
guards for securing data, including solid privacy controls.

6.2 Implications of the introduction of GDPR

Article 5 of the GDPR (Information Commissioner’s
Office (UK) 2021) set out guidelines for how personal data
should be collected, processed, updated, rectified, managed,
secured, distributed and achieved. The system plays a critical
role in addressing the important aspects of the GDPR, e.g.,

1. Store in a form that permits retrieve and identification
of data subjects for no longer than is necessary for the
purposes for which the personal data are processed.

2. Allows analysts to delete or rectify any inaccurate per-
sonal data.

3. Ensures appropriate security and privacy or personal
data, including protection against unauthorized or
unlawful processing and accidental loss, destruction or
damage, using appropriate technical or organizational
measures.

7 Conclusion

Within this paper we have noted how similar the research
and intelligence processes are, and have demonstrated how
it should therefore be possible to reuse or integrate different
tools meant for the research domain to the intelligence one.
As such we consider also how the business process for what
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was a small company can be improved through ensuring that
the reasons for data collection and other associated metadata
are collected and associated correctly with the raw data. This
includes the provenance chain through the recording of a
chain of ownership and access to the raw data and hence
who has contributed to the final customer delivered product.
our system since its early phase of release has already
showed that it is performing the required functionality
of activity tracking. The integration of the DMS and the
search engine the system’s users are now able to allocate
work across international time zones within the company,
tracking the work that has been done previously, plan future
activities within the team, and search for documents and files
using free text. Over the last two years further integration
with other in-house and third party tools are done such that
the system became the foundation of the company’s data
management strategy and hence growth strategy.
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