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Abstract
Risk assessment tools are increasingly used in policing to enhance decision-making accuracy and objectivity; 
yet their implementation has raised significant ethical concerns regarding issues of bias, transparency, and 
governance. This paper examines the ethical complexities of risk assessment tools through an analysis of 
four instruments: the harm assessment risk tool, previously developed and used by Durham Constabulary; 
the Active Risk Management System (ARMS), used across all police forces in England and Wales; the 
Offender Assessment System, used to profile risk of reoffending by probation services in the UK; and the 
Correctional Offender Management Profiling for Alternative Sanctions, a widely researched tool deployed in 
US corrections contexts whose ethical challenges are directly relevant to tools now entering policing 
practice. A thematic framework identifies 10 key challenges for the field, including disparities in accuracy 
metrics, fairness trade-offs, bias linked to demographics and social identity, and retraining. The paper 
contextualizes these issues within influential roles, including tool developers, decision-makers, and 
oversight committees. The credible risk of ethical harms arising from the use of risk assessment tools 
underscores the need for rigorous validation, transparency, and adaptive governance to minimize these 
risks. This paper arises from a meeting of an interdisciplinary working group convened at Ethox, University 
of Oxford, comprising academics in philosophy, law, psychology, psychiatry, and criminology, as well as 
police stakeholders.
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Introduction
Risk assessment in policing contexts aims to predict the likeli
hood of a behaviour or event occurring, the frequency with 
which it may occur, whom it may affect, and the extent to 
which the behaviour or event will cause harm (College of 
Policing 2025). In the UK, these assessments are underpinned 
by the College of Policing’s core risk principles, which empha
size proportionality, defensibility, and a requirement for deci
sions to be informed, recorded, and regularly reviewed 
(College of Policing 2013).

Decisions based on risk assessment outcomes have serious 
consequences both for the individual and wider society. For 
example, assessments of an individual as being high risk 
may lead to decisions about pre-trial detention (i.e. being 
held ‘on remand’) that have a significant impact on the indi
vidual, including on their ability to prepare their defence ef
fectively. By extension, these decisions also impact on their 
family, work, and social networks. Conversely, decisions to re
lease an individual pre-trial due to being assessed as low risk 
could lead to serious harm in the community if made incorrect
ly. By their nature, risk assessment tools often end up deter
mining resource allocation; if an individual is predicted to 
be of high risk, more resource will be diverted than to a low 
risk individual (Berk et al. 2019). Importantly, risk assess
ments—which are oriented towards preventing harm—should 
be distinguished from ‘needs’ assessments—which aim to 
identify interventions, which an individual may benefit from 
(Berk et al. 2019). This paper is concerned with risk assess
ments, rather than needs assessments.

Unassisted human assessment of risk is affected by cognitive 
biases relating to several extraneous factors including the pol
itical ideology or partisanship of the assessor (Harris and Sen 
2019). The expression of such biases may systematically 
vary by demographic characteristics of both the assessor and 
person being assessed, such as gender and ethnicity (Harris 
and Sen 2019; Slobogin 2021; Viljoen et al. 2025). Human de
cision making is also inconsistent—in a notable study by 
Danziger et al. (2011), judges made less punitive decisions, 
which were more favourable to the defendant when they 
had recently had a meal break. In recognition of the bias and 
inaccuracy inherent in human decision making, actuarial1

risk assessment tools have become embedded into decision- 
making processes in recent decades, with the objective of im
proving accuracy and enhancing objectivity (Noti and Chen 
2022). In addition, these tools could help to control prison 
numbers, by providing empirical evidence to underpin a deci
sion to release an individual pre-trial, where other evidence 
might not suffice (Slobogin 2021).

However, the use of actuarial risk assessment tools is highly 
contentious. In 2016, a Pro-Publica article published by 
Angwin et al. (2016) gained significant traction across 
public and academic media in discussing the racial bias inher
ent in the Correctional Offender Management Profiling for 

Alternative Sanction (COMPAS) algorithm (discussed in detail 
below). In 2020, more than 2,000 scholars from a range of dis
ciplines campaigned for Springer (a major publisher in health
care and behavioural science) to publish a statement 
‘condemning the use of criminal justice statistics to predict 
criminality’, labelling it a ‘tech to prison pipeline’ (Coalition 
for Critical Technology 2020). They also advocated that 
Springer ‘acknowledge their role in incentivizing such harmful 
scholarship in the past’ (Coalition for Critical Technology 
2020).

However, risk assessment is a necessity of the criminal just
ice system. It is essential to consider the least harmful option— 
and the objections to the use of algorithms frequently do not 
consider that the alternative is unassisted human decision mak
ing, with its inherent, inscrutable bias and inaccuracy. If algo
rithms offer even a minor improvement in reliability, fairness, 
and accuracy, there are strong arguments that they are the less
er of two evils. Moreover, algorithmic risk assessment tools en
able some transparency around performance metrics such as 
consistency and accuracy, which are considerably more diffi
cult to assess in the case of unstructured human judgement. 
Evidence generally suggests that risk assessment tools are 
more accurate than unstructured human judgement—see 
Viljoen et al. (2025) for a meta-analysis of 31 studies directly 
comparing risk assessment tools to unstructured human judge
ments of risk. Studies that have argued otherwise have typical
ly been methodologically weak. For example, Dressel and Farid 
(2018) found COMPAS to be no more accurate than lay-person 
assessment, but this study was strongly criticized for methodo
logical problems and was deemed largely invalid as discussed 
by Holsinger et al. (2018) and Lin et al. (2020).

The ability of the police to prevent harm relies on accurate 
risk assessment. Therefore, we argue that using imperfect 
risk assessment tools is often better than using no tool. 
However, genuine ethical issues arise when risk assessment 
tools are developed and implemented rapidly with little con
sideration of the central concerns and minimal oversight. 
Some estimates indicate that there are more than 200 such 
tools available for use in criminal justice contexts globally, 
and this number is increasing all the time (Singh et al. 2014; 
Fazel and Wolf 2018; Slobogin 2021). Developers vary— 
some are criminal justice professionals, data scientists, or aca
demics, with varying vested interests in the outcomes. There is 
mixed reporting of accuracy statistics (Ogonah et al. 2023), 
and the quality of tools varies significantly (Fazel and Wolf 
2018; Fazel et al. 2022a). Where tools are developed rapidly 
and implemented without proper consideration for potential 
harms, their use is delegitimized, and harms have been shown 
to disproportionately impact minoritized groups (Fiesler 
2023). There is an acknowledged lack of consensus as to best 
practice, and a lack of transparency about the use of these tools 
across the justice system (Law Society of England and Wales 
2019). This makes it difficult for decision-makers in the police 
to decide which tools are appropriate, how they should be 
used, and which tools are most accurate and fair. 
Consequently, developers are often not required to fully ex
plore the ethical impacts of each decision made in the design 
of the tool. Tools are often then implemented with little over
sight or monitoring, and deployed in settings where there are 

1By ‘actuarial’ risk assessment tools, we refer to instruments that esti
mate the likelihood of an outcome such as violence or reoffending by as
signing numerical scores to risk factors statistically associated with that 
outcome (Fazel and Wolf 2018).
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few, if any, staff with the technical expertise to monitor per
formance, identify when a model is no longer functioning as 
intended, or retrain it appropriately (Myhill et al. 2023).

In this context, this paper aims to examine the ethical issues 
that arise when considering the application of several risk as
sessment tools in order to highlight key considerations that 
decision-makers may evaluate when selecting the most appro
priate tool, implementing it, and monitoring its long-term use 
in policing. It is our intention here to make the use of risk as
sessment tools more transparent and considered, rather than 
to put up barriers to their use. These issues were discussed 
by a collaborative working group comprising academics 
from disciplines spanning philosophy, law, psychology, psych
iatry, and criminology, as well as police stakeholders.

Influential bodies
We consider here three key influential bodies in the implemen
tation of risk assessment tools. These include: 

(a) Tool developers: The individual or organization who de
velops and configures the tool. This might be a commer
cial developer, academic, independent data scientist, or 
data analytics team within a police force, for example.

(b) Decision-makers: The individual or organization who 
makes the decision to use a tool and decides which to 
use. This could be, for example, a chief constable, or a 
police and crime commissioner.

(c) Oversight committees: Any individuals or groups who 
might oversee the implementation of, monitoring of, 
and commissioning of tools. For example, Data Ethics 
Committees such as those described by Sorell (2024).

There may be some overlap in these three categories; how
ever, we find this a helpful way to frame the influential bodies 
in the process.

Aims and scope of this paper
This paper aims to achieve the following: 

1. Identify and explain key ethical concerns, to support in
fluential bodies in making informed decisions about the 
design and use of risk assessment tools in policing 
contexts.

2. Provide decision-makers with examples of a balanced ap
proach to weighing up the relevant ethical risks when 
making decisions about the design and use of risk assess
ment tools in policing contexts.

3. Indicate how decision-makers could be more transparent 
in their decision making, meaning that they are better 
equipped to justify their decisions about the use of these 
tools.

We are concerned here with predictive tools, which assess 
future risk (typically of reoffending, violence, or serious 
harm), rather than matching algorithms (such as those used 
in facial recognition). We have also focussed here on risk as
sessment tools that estimate individual risk, but would suggest 

that the ethical and methodological challenges explored are 
relevant to tools that predict risk spatially (such as Geolitica, 
formerly PredPol), which are used to allocate police resources 
across geographic areas to target ‘hot spots’. We also do not ad
dress systems used to assess police officers themselves, such as 
early intervention systems designed to predict misconduct or 
flag officers at risk of complaints, although many issues raised 
here are likely to be relevant.

Method
This paper draws on an interdisciplinary expert working group 
convened at the Ethox Centre, University of Oxford. The 
shared motivation of the group was to move beyond polarized 
debates about the use of risk assessment tools in policing, and 
instead to identify and clarify the key ethical ‘sticking points’ 
that continue to hinder their responsible use. The aim was not 
to advocate for or against any particular tool, but to develop a 
practical framework to support more transparent, defensible, 
and ethically informed decision making around their design, 
deployment, and governance.

Development of the working group
Experts were initially identified through academic ethics 
groups at the University of Oxford, including Ethox and the 
Oxford Uehiro Centre for Practical Ethics. Additional experts 
were then purposively recruited from other departments and 
institutions through recommendations from early partici
pants, to ensure breadth across relevant disciplines and ap
plied expertise. The group included academics spanning 
philosophy, statistics, law, psychology, psychiatry, and crim
inology, alongside police stakeholders with operational and 
governance responsibilities for risk assessment and decision 
making. Thirteen members attended an in-person workshop 
in Oxford in November 2024, and a further five experts con
tributed asynchronously through individual discussions and 
written feedback on draft material.

Generation and synthesis of themes
The process was iterative. Early individual discussions with 
contributors informed an initial scoping set of candidate ethic
al issues and a provisional thematic structure (initially eight 
themes). These emerging themes were shared with the group 
at the workshop, where experts then engaged in a facilitated 
discussion to develop and refine them. Discussions included 
how to map each theme to its implications for key influential 
bodies (tool developers, decision-makers, and oversight com
mittees). Particular attention was paid to points of disagree
ment, especially where these reflected underlying value 
judgements or trade-offs (e.g., between different conceptions 
of fairness, and the value of threshold scores to frontline police 
staff). The workshop was audio recorded, with participant 
agreement.

Following the workshop, the lead author reviewed the re
cording and integrated it with notes from earlier discussions 
and asynchronous feedback. The emergent themes were itera
tively revised, and their scope and associated ethical risks 
were clarified. Revised drafts were circulated to contributors 
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for comments, with targeted follow-up to resolve ambiguities. 
The final set of 10 themes represents a consensus-seeking syn
thesis intended to be practically useful for those making and 
overseeing decisions about the use and implementation of 
risk assessment tools, rather than an exhaustive catalogue of 
all possible ethical concerns.

Case studies—risk assessment tools
The tools presented here are those in which the members of 
our working group have no vested interest, to enhance 
objectivity.

A significant challenge in selecting illustrative case studies 
was the limited availability of publicly accessible, independ
ent evidence: many tools used in policing contexts are propri
etary, and developer-produced validation reports (where they 
exist at all) are rarely publicly available. A further complica
tion is that police forces may have legitimate operational rea
sons for limiting transparency around the specific criteria and 
weightings used in risk assessment tools. Public disclosure of 
the factors that trigger a high-risk classification could, in prin
ciple, allow individuals to conceal or manipulate those indica
tors. This creates a genuine tension between the transparency 
required for meaningful ethical oversight and the confidential
ity that effective law enforcement may require.

We selected four case study tools. The Harm assessment risk 
tool (HART), Offender Assessment System (OASys), and 
Correctional Offender Management Profiling for Alternative 
Sanctions (COMPAS) are actuarial risk assessment tools that es
timate the likelihood of an outcome, such as violence or reof
fending, by allocating numerical scores to risk factors 
associated with that outcome (Fazel and Wolf 2018). These fac
tors may be static, such as sex at birth, or dynamic, such as cur
rent substance use. HART and COMPAS use machine learning 
methods, which allow them to handle complex, non-linear re
lationships in data but introduce opacity into their decision 
processes. OASys is informed by simpler regression models. 
The Active Risk Management System (ARMS), by contrast, is 
a dynamic structured professional judgement framework: it 
does not generate an algorithmic risk score but instead guides 
practitioners through the assessment of a defined set of risk and 
protective factors, producing a priority-for-work rating rather 
than a categorical prediction. However, ARMS integrates actu
arial scores calculated from the Risk Matrix 2000 in policing 
contexts. Together, these tools illustrate the range of ap
proaches currently in use and proposed for policing contexts, 
from opaque proprietary tools to practitioner-led structured 
assessments.

It is worth noting that COMPAS operates in US corrections 
settings rather than law enforcement, but its inclusion is justi
fied on two grounds: the ethical challenges it illustrates are 
directly transferable to tools now being considered for use in 
policing; and the volume of independent research on 
COMPAS makes it uniquely useful as a case study in a field 
where independent public-facing evidence is scarce. It is rea
sonable to anticipate that, as more complex machine learning 
models become embedded across public services, policing will 
follow: the ethical considerations raised here therefore need to 
apply across structured professional judgement frameworks, 

regression models, and machine learning systems alike. This 
is particularly important given recent legislative proposals 
such as the House of Lords’ Public Authority Algorithmic 
and Automated Decision-Making Systems Bill, which empha
sises the need for human agency and oversight in automated 
decisions (UK Parliament 2024).

Finally, we also considered the inclusion of DASH (the 
Domestic Abuse, Stalking, and Honour-Based Violence Risk 
Identification Tool), as this is a tool used widely in UK police 
forces to assess risk in domestic abuse cases. DASH was not de
veloped as a predictive tool: its stated purpose is to structure a 
conversation between officer and victim around known risk 
factors, to inform safeguarding and risk management rather 
than to generate a probability estimate (Richards 2009). 
Nevertheless, members of our working group raised concerns 
that in practice DASH are often applied as though it were pre
dictive. Risk gradings derived from DASH directly determine 
access to safeguarding resources and referral to 
Multi-Agency Risk Assessment Conferences, which are the pri
mary mechanism through which high-risk victims receive co
ordinated multi-agency support and intervention, with 
standard and medium risk classifications typically receiving 
little or no specialist follow-up (HMIC 2014). In this way, 
whatever its original design intent, DASH functions operation
ally as a predictive instrument. Evidence that has examined its 
predictive ability has found that officer risk predictions based 
on DASH perform poorly—in one study, not much better than 
chance (Turner et al. 2019). Where a risk grading determines 
who receives intervention specifically aimed at preventing fu
ture harm, DASH acts, in effect, predictively regardless of 
whether a numerical probability is attached to it, and the clas
sification carries the same operational weight as a formal risk 
score. We decided not to include DASH as a primary case study 
because it was not designed to be used predictively, and pre
dictive tools are the focus of this paper. However, the DASH 
literature points to a concern that instruments developed for 
one purpose (e.g. risk management) can come to function as 
predictive instruments in practice, without the scrutiny ex
pected for a tool explicitly designed for that role. Where a 
risk classification shapes access to safeguarding and specialist 
support, this gap between design intent and operational use 
can be problematic, and the ethical obligations we identify 
here should apply wherever a tool functions predictively in 
practice, regardless of what it was originally designed for.

Harm assessment risk tool
HART is a predictive policing instrument developed by 
Durham Constabulary in collaboration with the University of 
Cambridge, which was used between 2018 and 2021. HART 
adopted machine learning algorithms (random forests) to ana
lyse historical criminal data and offender characteristics and 
predict harm (Oswald et al. 2018; University of Cambridge 
2018). Random forests aggregate the outputs of multiple deci
sion trees, and are able to handle complex, non-linear relation
ships within data (Breiman 2001). HART was a proprietary 
tool, and to our knowledge the source code is not publicly 
available. It was deployed within Durham Constabulary’s op
erational framework in the UK as part of a broader move 
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towards data-driven law enforcement practices. It defined in
dividuals as being ‘low’, ‘moderate’, or ‘high’ risk, based on 
their past offences.

In 2021, Durham constabulary discontinued the use of 
HART, apparently ‘due to the resources required to constantly 
refine and refresh the model to comply with appropriate ethic
al and legal oversight and governance’ (Fair Trials 2022).

Active Risk Management System
Active Risk Management System (ARMS) is a dynamic risk as
sessment framework introduced in 2014 as the national stand
ard for the assessment and community management of 
registered sex offenders in England and Wales. It is adminis
tered by specialist Management of Sexual and Violent 
Offenders (MOSOVO) officers and is used across all 43 police 
forces (Kewley and Blandford 2017; College of Policing 2025).

Unlike HART or COMPAS, ARMS does not solely produce an 
actuarial risk level. Instead, practitioners assess 11 factors— 
six risk indicators and five protective factors—and integrate 
these with a static actuarial score produced by an accompany
ing actuarial tool called the ‘Risk Matrix 2000’. The risk indi
cators include sexual pre-occupation, offence-related sexual 
interest, hostile orientation, opportunity to offend, emotional 
congruence with children, and poor self-management. The 
protective factors include social investment, commitment to 
desist, intimate relationships, employment and positive rou
tine, and social influences (Kewley and Blandford 2017; 
College of Policing 2025). ARMS guides frontline staff to as
sign a priority-for-work rating (high, medium, or low priority) 
that informs the frequency and nature of subsequent home vis
its, and the risk management plan.

A national evaluation of ARMS published in 2020 found that 
the tool’s intended benefits had not been fully realized in prac
tice, largely because of the resource implications of adminis
tering it, siloed working between police and probation, and 
inconsistencies in training across forces (Mann and 
Lundrigan 2021). The evaluation also identified difficulties 
in rating certain factors, and highlighted gaps in the tool’s ap
plicability to subgroups including registered sex offenders 
with mental health conditions, learning disabilities, and those 
who are transgender.

Offender Assessment System
OASys is a structured risk assessment tool, designed in 2001 
and used widely within the National Offender Management 
Service (NOMS) in England and Wales (NOMS 2015). It is de
signed to incorporate validated risk factors alongside clinical 
judgement. The assessments include both static and dynamic 
risk factors (National Offender Management Service 2015).

OASys is organized into four central components: an 
analysis of offending-related factors, a risk of serious harm 
analysis, a summary sheet, and a sentence plan. The 
offending-related factors component includes 13 sections cov
ering criminal history, analysis of (current) offences, assess
ment of 10 dynamic risk factors, and suitability to undertake 
sentence-related activities (e.g. unpaid work, offending behav
iour programmes). Each dynamic risk factor is assessed using 
between 4 and 10 questions, each scored on a 0/2 or 0/1/2 

basis (Howard and Dixon 2012). Summary scores are then pre
sented for the offender violence prediction, and the general re
offending predictor (Howard and Dixon 2013). OASys is 
completed in part by a criminal justice practitioner, and in 
part as self-report by the individual. The risk assessment was 
designed and validated using regression models to select static 
and dynamic risk factors (Howard and Dixon 2012). 
Practitioners use summary scores alongside their professional 
judgement to assign risk ratings, which guide decision making.

Individuals are classed as being ‘standard’, ‘medium’, or 
‘high’ risk based on their summary scores and practitioner 
judgement. The definitions are as follows: 

Standard: Current evidence does not indicate likelihood of 
causing serious harm.

Medium: There are identifiable indicators of risk of serious 
harm. The offender has the potential to cause serious 
harm but is unlikely to do so unless there is a change in 
circumstances, for example, failure to take medication, 
loss of accommodation, relationship breakdown, drug, 
or alcohol misuse.

High: There are identifiable indicators of risk of serious 
harm. The potential event could happen at any time and 
the impact would be serious.

Correctional Offender Management Profiling for 
Alternative Sanctions

COMPAS is used widely in the USA and was developed by 
Northpointe (which rebranded to Equivant in 2017). It has 
been used to assess more than 1 million people since it was first 
introduced in 1998 (Dressel and Farid 2018). The COMPAS 
tool is proprietary, and limited information is available re
garding its design and use. The tool uses Machine Learning 
methods (Brennan and Dieterich 2018); however, the source 
code is protected under the trade secrets law and has not 
been made publicly available, as upheld in the Wisconsin v 
Loomis (2016) case. The tool consists of 22 scales, grouped 
into five main categories. A raw score is first calculated and 
converted into a decile level, which in turn determines the al
location of a low, medium, or high-risk label. Each individual 
is then given a risk score out of 10 within that category—low 
(1–4), medium (5–7), or high (8–10) (Blomberg et al. 2010). 
Separate tools are available for youth, and for women, due 
to different risk profiles in these groups (Blomberg et al. 2010).

10 Key ethical and methodological 
challenges

Through our multi-disciplinary workshop, we identified and 
refined the following 10 themes. Each theme is introduced 
by outlining a specific risk, followed by a discussion of the as
sociated ethical and methodological issues, and concluding 
with a summary of relevant implications for those involved 
in the development, implementation, or oversight of risk as
sessment tools.
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Accuracy and reported metrics
Risk

If accuracy metrics are not properly reported or understood, 
decision-makers may use poorly validated tools that are in
appropriate for the population in which they are applied. 
This can lead to serious consequences, such as unjustified de
tention, denial of bail or parole, or inappropriate allocation of 
resources. Inaccurate tools may fail to identify individuals 
who require intervention or may wrongly flag individuals as 
high risk, contributing to outcomes that are unfair, and/or 
disproportionate.

Discussion
The reporting of relevant metrics for risk assessment tools is 
generally poor (Fazel and Wolf 2018). As Fazel and Wolf 
(2018) discuss, when selecting a tool it is important to look 
for reports measuring both discrimination and calibration. 
Measures of discrimination indicate the tools’ ability to allo
cate a higher risk score to those who have the outcome (e.g. 
crime) to those who do not. This could include the area under 
the curve statistic, and measures of classification (which re
quire cut-offs) such as sensitivity (the proportion of true posi
tives the tool correctly identifies), and specificity (the 
proportion of true negatives it correctly identifies). 
Calibration tests how well predicted risk scores compare 
with actual outcomes. This can be explored visually by graph
ing predicted versus actual retrospective occurrence of the 
outcome, as well as through statistical tests to measure misca
libration. Calibration is an important measure largely over
looked in the literature (Seyedsalehi and Fazel 2024).

Estimates of tool performance are often inflated in studies 
where one of the authors has a financial conflict of interest 
in the tool, as examined by Fazel et al. (2022a). In addition, 
for tools such as OASys, much of the published evaluation 
has been co-authored by tool developers, and there is no evi
dence of independent evaluation (see National Offender 
Management Service 2015, for a summary of existing research 
on the OASys tool). The value of independent evaluation is il
lustrated by the national assessment of ARMS: commissioned 
independently of the tool’s developers, it identified significant 
implementation failures that internal monitoring had not sur
faced, including inconsistencies in assessment quality across 
forces and unresolved difficulties in applying the tool to par
ticular subgroups (Mann and Lundrigan 2021). 
Decision-makers and oversight committees should therefore 
consider requiring independent evaluation of any tool before 
deployment, rather than relying solely on developer-produced 
validation reports.

Implications
Decision-makers should take care to select tools for which 
there is strong empirical evidence. Decision-makers should re
quire developers of these tools to comprehensively report a 
range of measures of discrimination and calibration. 
Decision-makers and/or oversight committees should con
sider independent assessment of the accuracy of tools, rather 
than those conducted by tool developers. They should fund in
dependent studies if they do not exist.

False positive and false negative rates
Risk

It is mathematically impossible to optimize overall predictive 
accuracy while also ensuring that false positive and false nega
tive rates are equal across different demographic groups—un
less those groups have identical base rates of the outcome. 
These competing goals cannot mathematically be achieved 
simultaneously (except in highly constrained circumstances).

Discussion
As Kleinberg et al. (2016) point out, there are inherent math
ematical trade-offs in the definitions of fairness that can be em
ployed by these models. This trade-off exists between 
calibration—where the given scores mean the same thing in 
different groups (e.g. a score of seven for a female defendant 
means the same level of risk as a seven for a male defendant), 
and parity of false positive and false negative rates across 
groups. This is because where risk is not equal across groups 
(e.g. if males have a higher risk of reoffending than females), 
rates of false positives and false negatives across these groups 
will not be equally distributed if calibration is achieved.

It is mathematically impossible, except in highly con
strained circumstances, to achieve calibration as well as equal 
rates of false positives and false negatives between groups 
(Kleinberg et al. 2016). Calibration is critically important; if 
‘high risk’ for a female means a different level of risk to ‘high 
risk’ for a male, practitioner interpretation is then required. 
This would mean that practitioners would choose how much 
weight to give each feature of the individual, defying the point 
of using a validated tool. Where individuals fit into multiple 
groups—e.g. ‘male’ and ‘black’, the level of extrapolation re
quired from the given risk score becomes pure guesswork. 
False positive and false negative rates are therefore a trade-off, 
which should be determined situationally. It may be that ex
cessive false positives are more acceptable in a tool which in
forms the provision of additional safeguarding provision for 
those assessed to be at a higher risk of domestic abuse, but un
acceptable in a tool whose output determines an individual 
being held on remand pre-trial (rather than granted police 
bail)—i.e. where the outcome is intervention vs detention. 
The acceptable balance between false positives and false 
negatives will depend on the stage of the criminal justice 
process and the ethical weight attached to each type of error 
(see Douglas et al. 2017). Resource implications should 
also be considered: in settings where specialist capacity is 
already stretched, many false positives can carry a practical 
cost beyond their ethical weight, diverting limited resour
ces away from cases that genuinely require intervention 
(Trood et al. 2026).

This problem was highlighted in the analysis by Angwin 
et al. (2016), as the COMPAS tool has unequal rates of false 
positives for Black and White defendants—it produces more 
false positives for Black defendants, meaning that their risk 
of reoffending is often over-predicted, compared to White de
fendants, who have more false negatives. This is related to dif
ferential measured reoffending rates in the underlying data for 
COMPAS, as Northpointe pointed out in their response to 
Angwin (Dieterich et al. 2016).
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The HART model was explicitly designed to prioritize public 
safety by tolerating certain types of error. Specifically, it was 
built to accept a higher rate of false positives—where the indi
vidual’s risk was over-estimated (termed ‘cautious errors’). 
False negatives (referred to as ‘dangerous errors’) where genu
inely high-risk individuals are mistakenly assessed as low risk, 
were minimized in the model (Oswald et al. 2018). This re
flects a deliberate design choice: the model treats it as less 
harmful to mistakenly restrict someone who poses little risk 
than to mistakenly release someone who poses a serious risk. 
Such value judgements are embedded in the model’s structure. 
Decision-makers selecting or deploying tools like HART must 
be aware of these underlying trade-offs, as they directly shape 
how the tool distributes error.

It is worth noting that while the trade-offs between false 
positive and false negative rates are relevant to all four tools 
discussed here, they are considerably more difficult to evalu
ate for ARMS. For HART, OASys, and COMPAS, algorithmi
cally derived risk scores provide a numerical and 
reproducible output against which subsequent outcomes can 
be evaluated. For ARMS, the priority-for-work rating reflects 
an integrated practitioner judgement across a defined set of 
factors. As the practitioner combines and weights those factors 
in a subjective way, two officers assessing the same individual 
can arrive at different ratings while operating within the rec
ommended framework. This makes it more difficult to isolate 
whether a false positive or false negative reflects a limitation 
of the tool itself or variation in how it was applied.

Implications
These challenges are not only technical in nature but also raise 
fundamental ethical questions. Trade-offs between different 
fairness outcomes—such as parity in false positives versus cali
bration—cannot be resolved through optimization, nor can 
they be settled in advance during the design of a tool. 
Instead, they rely on ethical judgements as to the acceptability 
of different errors in different contexts.

As such, awareness of these trade-offs is critical when select
ing and implementing a tool. But more than that, tools them
selves should be designed to allow decision-makers some 
flexibility to respond to the ethical considerations relevant 
to their context—for example, the relative acceptability of 
false positives in a safeguarding setting versus a setting where 
decisions about detention are made. This flexibility requires 
accuracy metrics to be reported across all possible cut-offs 
(e.g. with a ROC curve).

The assumptions built into a model, such as the prioritiza
tion of certain error types, should be made explicit and open 
to scrutiny. Practitioners should be supported to understand 
how error rates may vary across groups, and oversight bodies 
should not only monitor these patterns over time but remain 
open to revising how fairness is weighted and enacted in 
practice.

External validation in the population of interest
Risk

If tools have not been properly validated, they may not be ap
propriate for use in the population of interest. For example, a 

tool validated in only a male sample will not be appropriate for 
use with females unless additional validation is undertaken.

Discussion
Actuarial risk assessment tools will inevitably perform better 
on the data in which they were trained, as discussed by 
Fazel and Wolf (2018). For example, the COMPAS tool was de
veloped and tested primarily in male populations. Hamilton 
(2019) found that it systematically over-estimated risk for 
women. This is because women generally reoffend less than 
men, but the tool was not adjusted to reflect this. Testing per
formance of the tool in a separate, or external, sample is there
fore important in understanding how it will perform in 
real-world contexts.

The national evaluation of ARMS similarly identified gaps in 
the tool’s applicability to particular subgroups, including reg
istered sex offenders with mental health conditions, learning 
disabilities, and those who are transgender, suggesting that 
the tool had not been adequately validated for use with these 
groups prior to national rollout (Mann and Lundrigan 2021). 
For further guidance relating to the technical aspects of the 
tool that should be considered, see Fazel and Wolf (2018).

Implications
Decision-makers should select tools that can evidence valid
ation in external samples, and developers should give consid
erable thought to fully representative external validation. 
Decision-makers and oversight committees should ensure 
that developers share descriptive information about the popu
lation on which their tool was developed and tested.

The use of demographic data
Risk

The use of demographic data may introduce bias against 
demographic groups. This can result in decisions that are influ
enced, either directly or indirectly, by characteristics such as 
age, race, sex at birth, or socioeconomic status.

Discussion
Bias in the use of actuarial risk assessment tools can be thought 
of in layers (Eckhouse et al. 2019). First, bias can be intro
duced through the model, which may apply weightings incor
rectly to demographic variables, creating bias in the prediction 
for different groups of people.

It is important to note that weighting all variables equally is 
also inappropriate: this assumes that all variables have the 
same association with the outcome, which is rarely the case. 
Tools that adopt an equal-weighting approach—assigning 
identical weight to each factor in a checklist regardless of its 
evidential association with the outcome—perform notably 
more poorly on average than those that derive weights empir
ically from data (Hamilton et al. 2015). The key challenge is 
therefore not whether to weight variables, but how to do so 
transparently and on the basis of robust evidence.

Secondly, bias may exist in the underlying training and val
idation data, which is then systematically and immeasurably 
embedded in the predicted outcomes. For example, if the 
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training data predominantly includes individuals from over- 
policed communities, the model may learn to associate those 
communities with higher risk levels, not because of actual dif
ferences in behaviour, but due to their disproportionate re
presentation in the data. A further layer of complexity is that 
the data on which these models have been trained reflect 
what is reported and recorded, and who is charged—not 
what has actually occurred. There are disparities in who is for
mally charged for offences, and these are not randomly distrib
uted (Lammy 2017). Instead, they are shaped by policing 
priorities, reporting rates, and systemic disparities in how 
different communities are treated by the criminal justice 
system. This means that a tool’s accuracy must be under
stood as accuracy in predicting recorded outcomes, which 
may be an incomplete proxy for the underlying behaviour 
the tool is intended to assess, in some cases. Good quality 
tools can mitigate against this potential disparity, particu
larly if violent crime outcomes are the predictive focus 
(Skeem and Lowenkamp 2016).

This can lead to perpetuation of these structural biases. 
There is some emerging evidence that, even when controlling 
for case characteristics, being held in detention pre-trial is as
sociated with a greater likelihood of being convicted, harsher 
sentences, and future cyclical justice system involvement 
(Digard and Swavola 2019). This underscores the high stakes 
of pre-trial decisions informed by risk assessment tools: false 
positives—where an individual is wrongly assessed as high 
risk—can have compounding, long-term consequences that 
extend far beyond the immediate decision point.

Finally, some tools—especially those using more complex 
machine learning methods—may perpetuate existing societal 
biases by replicating them. As Birhane (2021) discusses, ma
chine learning models frequently automate and reinforce his
torical, unjust, and discriminatory patterns already embedded 
in society. This is not the creation of bias in the sense of a tech
nical error, as with an unrepresentative dataset or a poorly 
calibrated model, but rather the perpetuation of structural in
equalities through seemingly neutral systems. A clear example 
of this is the COMPAS tool, which Angwin et al. (2016) found 
to disproportionately classify Black defendants as high risk of 
reoffending, even when they had similar criminal histories to 
white defendants. The model learned from patterns in histor
ical data that already reflect systemic racial disparities, such 
as longer sentences or higher arrest rates for Black individuals, 
and encoded these into its risk predictions. It is critical to note 
here that the removal of an undesirable variable (such as race) 
does not necessarily remove the ability of a tool to learn racial
ized attributes by proxy, particularly where more complex ma
chine learning models are used, such as in the case of the 
HART tool (Amoore 2020; Davies and Douglas 2022).

Implications
Bias in risk assessment tools cannot be eliminated, particularly 
when they rely on predictors shaped by historically unequal 
systems, such as criminal history. The aim is not to exclude 
all biased variables, but to understand how they function with
in the model and to consider whether their use is ethically and 
contextually appropriate. Decision-makers should be aware of 

the perpetuation of historical discrimination in society, mak
ing sure that training data are temporally relevant to reflect 
policy and practice changes, and providing appropriate train
ing for practitioners in the interpretation of these tools. 
Testing whether the tool retains accuracy across different sub
groups is one way to establish whether bias is being introduced 
against particular groups—but there may be limitations to the 
statistical power that can be achieved in some settings.

Threshold scores
Risk

Three of the tools (COMPAS, OASys, and HART) examined as 
case studies here operate a threshold ‘risk score’—for example 
low, medium, or high risk. The Risk Matrix 2000 (which con
tributes to the ARMS assessment) also uses a similar threshold 
structure. The use of thresholds could be inappropriate as risk 
thresholds are essentially arbitrary, can be inconsistent be
tween tools, and acceptable risk may vary between contexts.

Discussion
Any threshold in this context—where one person scoring 29 
(e.g.) is designated as ‘low risk’, and another scoring 30 might 
be considered ‘medium risk’—is an ultimately arbitrary 
threshold and treating these two people differently when their 
risk levels are similar is not reasonable. Acceptable risk thresh
olds may also vary depending on context—a 30 per cent risk 
that an individual will commit a violent offence may be less ac
ceptable than a 30 per cent risk of an individual committing a 
non-violent offence (Wynants et al. 2019). Additionally, risk 
thresholds may vary across tools, leading to inconsistency— 
someone may be allocated ‘high risk’ on one tool, and ‘medium 
risk’ on another on the basis of inconsistent cut-offs (Kroner 
and Derrick 2022). Some authors have made attempts to 
standardize risk thresholds—for example by developing a five- 
level system, as described by Kroner et al. (2020) and Kroner 
and Hanson (2022), however these standardized approaches 
have not gained wide acceptance.

Probability scores across a particular timespan (e.g. likeli
hood of reoffending within 1 year) are an alternative to thresh
old scores, which could offer a more nuanced representation of 
risk, which can be considered contextually. Probability scores 
also perhaps better represent the dynamic nature of an individ
ual’s risk, which may vary depending on current life circum
stances. However, probability scores could be more 
challenging for frontline practitioners to interpret than cat
egorical labels such as ‘high risk’. Standardized thresholds 
are often easier to implement a standardized response oper
ationally, whereas interpreting a probability score requires 
an understanding of what that number means in context. 
Without appropriate training, there is a risk that these scores 
are treated as de facto thresholds—for example assuming 
that a score above 0.7 equates to ‘high risk’. On the other 
hand, probability scores can allow for more professional dis
cretion, as they enable practitioners to consider individuals 
on either side of a cut-off point more flexibly (e.g. treating 
someone with a score of 0.29 similarly to someone with 0.30).

8 • Policing: A Journal of Policy and Practice, 2026, Vol. 20, No. 1



Implications
Risk thresholds are ultimately arbitrary, and ideally decision- 
makers should be involved in the determination of the allo
cated cut-offs and their interpretation in context. Probability 
scores, rather than risk thresholds, offer a more nuanced ac
count of the risk predicted by a tool, which can be contextually 
interpreted by practitioners. However, appropriate training is 
required for practitioners to be able to understand and act on 
probability scores, and guidelines may need to be drawn up 
that examine possible thresholds.

Transparency
Risk

Tools that are opaque or ‘black box’ (Pasquale 2015) lead to 
decisions that are not understood by either the individual or 
the practitioner. Any bias being introduced by the tool be
comes difficult to detect and correct. As models become 
more complex—particularly when developed using machine 
learning techniques or by private companies—transparency 
and interpretability often decrease, even as the volume of 
data and potential predictive power increase.

Discussion
The publication of source code (internally, if not publicly) is 
essential in achieving transparency and should be insisted 
upon by decision-makers. The source code should also be 
translated in a way that makes it understandable to frontline 
users. There are instances globally where source code is pro
tected under trade secrets law—as in the case of the 
COMPAS tool. This makes it impossible to judge how the 
tool is weighting particular risk factors, and to have oversight 
of the decisions made by the tool developer.

However, the working of actuarial tools is not solely deter
mined by their source code; they are also shaped through their 
relationships to the data they learn from. As the training data 
reflects our societal treatment of particular groups, we cannot 
separate ourselves and our societal structures from their out
puts (Amoore 2020).

The degree of transparency achievable varies significantly 
with model type. In traditional regression models—of which 
OASys is a well-documented example—the contribution of 
each variable to the outcome can be reported directly, making 
it possible to scrutinize the weighting given to individual risk 
factors (Howard and Dixon 2012). ARMS, as a structured pro
fessional judgement tool, achieves transparency through a dif
ferent route: the factors assessed and the rationale for their 
inclusion are explicit, even if the way a practitioner integrates 
them is not algorithmic. By contrast, machine learning models 
such as the random forests used in HART, and the proprietary 
algorithms underlying COMPAS, introduce opacity that can
not be resolved simply by publishing source code: as the model 
iteratively updates through its relationship with training data, 
the weighting given to each variable becomes impossible to 
isolate (Amoore 2020). This suggests a spectrum of transpar
ency across tool types, with structured professional judgement 
frameworks at one end and complex proprietary ML models at 
the other.

Implications
Source code should be made available, if not publicly then at a 
minimum to decision-makers and oversight committees. As 
discussed by Babuta et al. (2018), all algorithms used in these 
contexts should be able to be retroactively deconstructed— 
meaning that it should be possible to work out how a particu
lar decision was generated, which variables were used, and 
how they were weighted or combined to produce the output.

Relationship to practitioner judgement
Risk

There is a risk that the use of these tools can be perceived as 
having objective authority, discouraging those interpreting 
and applying their output from critically engaging with their 
limitations. Conversely, there is an equally significant risk 
that practitioners over-ride a tool’s output too readily or with
out adequate justification, reintroducing the inconsistency 
and subjective bias that these tools were designed to reduce.

Discussion
Some authors (Slobogin 2021) have argued that overriding or 
adjusting the results of a well-validated risk assessment tool to 
account for practitioner judgement is not permissible, defeat
ing the purpose of a well-validated risk assessment tool. 
Slobogin (2021) argues that incorporation of intuition about 
risk (often based on factors already accounted for by the 
tool) makes the tool less accurate, diminishing the benefits 
of using an actuarial tool in the first place. Guay and Parent 
(2018) found that the predictive validity of upward over-rides 
(where clinicians increase the given risk score) was better than 
that of downward over-rides, but that clinical over-rides ap
peared to reduce the predictive validity of the tool across all 
measures. Other authors (Fazel et al. 2016, 2022b) argue 
that these tools should be an adjunct to clinical decision mak
ing, as there are several individual-level factors, which tools 
do not capture, and professional judgement is therefore 
required.

The nature of this integration varies considerably across 
tools. ARMS is explicitly designed to incorporate professional 
judgement throughout the assessment process: the practi
tioner’s reading of the evidence for each factor, combined 
with the actuarial output from the Risk Matrix 2000, drives 
the final priority-for-work rating. Tools such as HART, 
OASys, and COMPAS operate differently, producing a risk 
classification that practitioners receive and consider acting 
on, but with less structured guidance on how their own assess
ment should interact with the tool’s output. This distinction af
fects how the risks of over-reliance and inappropriate 
over-ride are understood: for ARMS, the concern is less that 
a practitioner will defer uncritically to an algorithmic output, 
and more that the structured framework may be applied incon
sistently, or that professional judgement may be exercised 
without sufficient scrutiny of the actuarial estimation of risk.

The question of when and how practitioners should depart 
from a tool’s output is therefore consequential. There is a 
real danger that permitting professional discretion without 
clear boundaries legitimizes the kind of ad hoc, subjective de
cisions that actuarial tools were designed specifically to 
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counteract. This is particularly the case where over-ride is 
based on features already captured by the tool. At the same 
time, rigid adherence to a tool’s output in all circumstances 
can be problematic in the case of specific individual-level 
and contextual factors in someone’s circumstances, which 
are not captured by a tool. In high-stakes decisions, where 
the consequences of inaccuracy can be serious, practitioners 
may also feel unable to deviate from the tool’s output even 
where individual/contextual factors would justify doing so 
(e.g. if the individual is being actively targeted by another in
dividual or a gang).

Decision-makers in the police can also consider other objec
tives beyond simply assessing risk when deciding on outcomes 
for individuals (such as the individual’s employment or educa
tion opportunities, which may be affected by bail decisions).

Implications
The individual variables assessed in risk assessment tools 
should be fully transparent to practitioners and decision- 
makers, so that they are not encouraged to over-ride scores 
on the basis of risk factors already incorporated by the tool 
(thus ‘double counting’ these risk factors). All tools should al
low for the possibility of professional over-ride, and some that 
explicitly structure the integration of practitioner judgement, 
such as ARMS where the practitioner’s assessment of each fac
tor is a defined part of the process, provide examples of this. 
Unstructured discretion of practitioner over-ride risks reintro
ducing precisely the inconsistency and subjectivity that actu
arial tools were designed to reduce. Where professional 
over-ride is exercised, it should be reserved for specific indi
vidual and contextual circumstances not captured by the 
tool, and should be formally documented with explicit justifi
cation. Oversight committees should consider the available 
training for practitioners, and monitor practitioner views 
about the tool, to ensure that this relationship between tool 
and officer judgement is appropriate. They should also moni
tor over-ride cases, and particularly the frequency and direc
tion of downward over-rides, as one mechanism for 
assessing whether the tool-practitioner relationship is func
tioning as intended and whether patterns of over-ride are 
problematic.

Model framing
Risk

The framing of these tools as ‘predictive’ can be misleading, 
suggesting that they can determine what an individual will 
do in the future. In reality, risk assessment tools estimate the 
probability of an outcome based on patterns observed in a 
population—they do not offer certainty at the individual level. 
In a sense, they identify current factors/markers for potential 
future harms.

Discussion
Actuarial risk assessment tools can never predict what an in
dividual will do; instead, they tell us what, on average, hap
pened to someone similar to this person in the characteristics 
assessed by the tool, in the society whose data in which the 
model was trained. When their outputs are misinterpreted 

as individual predictions, this can lead to over-reliance on 
risk scores, potentially sidelining professional judgement or 
context-specific information.

Implications
Frontline officers responsible for interpreting the output of the 
tools may need additional training to effectively combine their 
understanding of the model output with their professional ex
pertise (Babuta et al. 2018). This training should focus on an 
understanding of the output of these models as group-based 
probabilities and current risk markers, rather than individual- 
level prediction.

Acceptability and feasibility
Risk

Some risk assessment tools require an excessive amount of in
formation (upwards of 100 variables). This unnecessarily in
creases burdens on both the practitioner and individual, as 
fewer variables would provide equal predictive accuracy.

Discussion
The burden a tool places on practitioners is not a peripheral 
concern: tools that are excessively time-consuming risk disen
gagement, inconsistent completion, and ultimately degraded 
data quality. The national evaluation of ARMS found that re
source implications were among the most significant barriers 
to effective implementation, with MOSOVO officers in some 
forces finding the assessment framework difficult to complete 
to the required standard given existing caseload pressures 
(Mann and Lundrigan 2021). This echoes findings from other 
criminal justice tools: The OASys used in probation settings in 
the UK has been described by probation practitioners as ‘the 
worst tax form you’ve ever seen’—burdensome to administer, 
with disengagement from the tool reported as a direct conse
quence of its length (Mair et al. 2006). The COMPAS tool col
lects data across 22 scales covering both risk and needs, 
despite research consistently identifying a small number of 
variables—principally sex at birth and age—as the strongest 
predictors of reoffending (Fazel et al. 2016, 2022b). Tool de
velopers should give serious consideration to the trade-off be
tween maximising predictive precision and minimising the 
data burden on the practitioners administering the tool and 
the individuals being assessed.

Implications
Tools should be selected that are not unnecessarily long or bur
densome to complete, and do not require more data than is re
quired to carry out their purpose. Tool developers should 
devote attention to understanding the trade-off between max
imising predictive accuracy, and minimising the amount of in
formation required to achieve this.

Retraining strategy
Risk

Retraining a model over time is essential because these models 
operate in environments where the underlying data and risk 
factors evolve over time, e.g. through changes in policing 
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policy, public health interventions, and laws. Without regular 
updates, a model may become less accurate over time due to 
changes in behaviour, policy, or social context. This is some
times referred to as concept drift—where the patterns in the 
data used to train the model no longer reflect current realities. 
Retraining is therefore essential to maintain the tool’s predict
ive validity and ensures that its outputs continue to support in
formed, balanced decision making (Slobogin 2021).

Discussion
There is a significant likelihood that retraining will be con
founded by the very interventions the risk assessment tool trig
gers. Because individuals classified as ‘high risk’ receive 
interventions that may mitigate adverse outcomes, the ob
served data subsequently used for retraining is inherently im
pacted by these protective actions. This lack of a clear 
counterfactual makes it challenging to determine whether 
changes in model performance are due to shifts in underlying 
risk or merely the effects of intervention. For individuals as
sessed as high priority through ARMS, for example, the risk 
management plan may include more frequent home visits, li
cence conditions, or referral to multi-agency oversight panels, 
such as the UK’s multi-agency public protection arrangements. 
These interventions are protective by design: they change the 
conditions under which the individual operates and may well 
reduce the likelihood of reoffending. This makes it very diffi
cult to evaluate whether the original risk rating was accurate 

—certain cluster randomized trial designs can potentially do 
this (which would require substantial resources and national 
approvals to conduct). If an individual assessed as high prior
ity does not reoffend, this may reflect the effectiveness of the 
intervention rather than an over-estimate of risk—but the 
data generated will record it as a false positive regardless. 
Over time, this can lead to a model that is miscalibrated or ap
pears systematically biased, undermining its predictive accur
acy and potentially eroding practitioner trust.

Implications
A key challenge for developers is determining how to assess 
the impact of a tool on individuals classified at different risk 
levels, since each level of risk guides the corresponding level 
of intervention. It is entirely problematic to ‘turn-off’ the mod
el and allow harm to occur where it could have been predicted 
or prevented, for the purpose of assessing model accuracy. 
However, it is also difficult to assess model performance 
over time. Decision-makers and oversight committees should 
have a thorough understanding of the limitations of any re
training strategy proposed by the developer. Where tools in
corporate dynamic risk factors, regular reassessment of 
individuals may help to maintain predictive accuracy, espe
cially in the absence of robust retraining protocols (see 
Yukhnenko et al. 2026). This may also ensure that changes 
in risk over time are captured and addressed, rather than being 
treated as static.

Table 1 Summary of 10 key ethical challenges for risk assessment tools in policing.

1. Accuracy and reported metrics 
Poorly reported accuracy metrics (especially not reporting of 
calibration) can mask how well tools actually perform. 
Decision-makers should demand independent validation, not 
rely solely on developer-led studies.

6. Transparency 
Many tools, especially proprietary or machine learning-based 
ones, function as ‘black boxes’, making it difficult to 
understand, audit, or challenge their outputs. Full access to 
source code and variable weightings is vital for ethical 
oversight.

2. False positive and false negative rates 
It is mathematically impossible to balance predictive accuracy 
and error rates equally across groups, requiring ethical 
decisions about which trade-offs are acceptable in different 
contexts.

7. Relationship to practitioner judgement 
There is a risk of both uncritical deference to tool outputs even 
where specific individual or contextual factors warrant 
consideration, and of unjustified over-rides to risk scores, 
which reintroduce subjectivity.

3. External validation in the population of interest 
Tools often perform poorly when applied outside their 
development sample, so external validation in the intended 
population is essential for fair and accurate use.

8. Model framing 
Tools framed as ‘predictive’ can be misunderstood as 
deterministic individual-level predictions, despite only 
providing group-based probability estimates.

4. The use of demographic data 
Bias cannot be fully eliminated from tools that rely on data 
shaped by structural inequalities. Ethical use means 
acknowledging this, monitoring subgroup impacts, and making 
value-based decisions about data use.

9. Acceptability and feasibility 
Tools that demand excessive data burden both practitioners 
and subjects without improving accuracy; tools should be 
efficient, using only what is necessary to maintain predictive 
value.

5. Threshold scores 
Categorical risk labels like ‘high’ or ‘low’ are often based on 
arbitrary cut-offs that may vary across contexts and tools, 
limiting their reliability and interpretability.

10. Retraining strategy 
Tools must be regularly retrained to remain valid, yet 
retraining is complicated by interventions (which change 
outcomes) and shifting contexts; without careful strategy, 
models may degrade over time or reinforce the effects of their 
own outputs.
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Discussion
The ethical challenges surrounding actuarial risk assessment 
tools in policing are complex, context-dependent, and deeply 
consequential (Babuta et al. 2018). This paper has outlined 
ten key challenges that arise in their development, implemen
tation, and oversight—ranging from issues of transparency 
and fairness to the unintended consequences of retraining 
strategies. These are summarized in Table 1.

Our discussion of four case studies—HART, OASys, ARMS, 
and COMPAS—illustrates both the potential benefits and the 
critical limitations of risk assessment tools across different de
ployment contexts, from UK policing to US corrections, and 
across different methodological approaches, from machine 
learning to structured professional judgement frameworks. 
This range is deliberate: the ethical challenges identified are 
not specific to any one tool type, and the implications for de
velopers, decision-makers, and oversight bodies apply across 
this spectrum.

While actuarial tools may offer improvements over unassist
ed human judgement, they do not operate in a vacuum; their 
outputs reflect, and can reinforce, existing structural inequal
ities. The notion that risk assessment tools are inherently more 
objective than human decision making must be tempered by 
an understanding of how these models encode biases, generate 
trade-offs, and shape outcomes in ways that are not always vis
ible or easily challenged.

Given the weighty implications of decisions informed by 
these tools—including pre-trial detention, public protection, 
and the allocation of safeguarding resources—it is imperative 
that their use is accompanied by robust ethical oversight. To 
that end: 

1. Developers must ensure transparency in model design 
and make explicit the value-laden choices embedded in 
error weighting, feature selection, and retraining 
strategies.

2. Decision-makers should prioritize tools that are external
ly validated in the populations they serve and be equipped 
with training to critically interpret outputs in context.

3. Oversight bodies must move beyond one-time approval 
processes and take responsibility for ongoing monitoring 
of tool performance, subgroup effects, and unintended 
consequences. In practice, this might include periodic 
audits of accuracy metrics across demographic sub
groups; systematic tracking of outcomes for individuals 
assessed by the tool (that could lead to updating of the 
tool), tracking of practitioner over-ride rates and their dir
ection, structured collection of practitioner feedback on 
tool usability and perceived validity, and review of 
whether the target population remains sufficiently similar 
to the population on which the tool was validated. Where 
significant drift is identified, oversight bodies should have 
the authority to require retraining of a tool pending inde
pendent review, or strengthening of alternative measures 
(such as the introduction of other tools).

In the UK, there is a growing case for a central regulatory 
body or national committee to provide independent 

evaluation, establish minimum ethical standards, and support 
jurisdictions in assessing whether a tool is appropriate for use. 
Academia has an important role to play in this process, acting 
as an independent force capable of interrogating the claims 
made by developers, evaluating evidence, and shaping ethical 
norms.

Ultimately, the goal must be to cultivate a governance 
framework that prioritizes justice, minimizes harm, and pre
vents the automation of structural inequities. The tensions out
lined in this paper should not be seen as obstacles to the use of 
actuarial tools, but as an ethical foundation for their respon
sible, equitable, and transparent deployment.
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