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A B S T R A C T

This paper addresses the regulatory and liability implications of modifying general-purpose AI (GPAI) models 
under the EU AI Act and related legal frameworks. We make five principal contributions to this debate. First, the 
analysis maps the spectrum of technical modifications to GPAI models and proposes a detailed taxonomy of these 
interventions and their associated compliance burdens. Second, the discussion clarifies when exactly a modifying 
entity qualifies as a GPAI provider under the AI Act, which significantly alters the compliance mandate. Third, 
we develop a novel, hybrid legal test to distinguish substantial from insubstantial modifications that combines a 
compute-based threshold with consequence scanning to assess the introduction or amplification of risk. Fourth, 
the paper examines liability under the revised Product Liability Directive (PLD) and tort law, arguing that entities 
substantially modifying GPAI models become “manufacturers” under the PLD and may face liability for defects. 
The paper aligns the concept of “substantial modification” across both regimes for legal coherence and argues for 
a one-to-one mapping between “new provider” (AI Act) and “new manufacturer” (PLD). Fifth, the recommen
dations offer concrete governance strategies for policymakers and managers that propose a federated compliance 
structure, based on joint testing of base and modified models, implementation of Failure Mode and Effects 
Analysis and consequence scanning, a new database for GPAI models and modifications, robust documentation, 
and adherence to voluntary codes of practice. The framework also proposes simplified compliance options for 
SMEs while maintaining their liability obligations. Overall, the paper aims to map out a proportionate and risk- 
sensitive regulatory framework for modified GPAI models that integrates technical, legal, and wider societal 
considerations.

1. Introduction

Foundation models, or general-purpose AI models in the context of 
the EU AI Act,1 are powerful AI models that are increasingly being 
modified by organizations for specialized uses. Yet, the regulatory and 
liability frameworks governing these alterations remain inadequately 
defined. This ambiguity primarily results from the rapid evolution of 
foundational AI technologies, exemplified by the emergence and wide
spread adoption of systems such as ChatGPT, Gemini and Claude, which 
led to incomplete last-minute amendments to regulatory frameworks 
like the European AI Act. Consequently, these foundational models have 

been widely recognized as a critical area requiring clearer guidelines, 
potential legislative revisions, or simplifications within the existing 
regulatory structures [1–10].

The societal importance of addressing this regulatory gap is under
scored by the pervasive use and increasing scope to customise, fine-tune, 
or otherwise modify commercially available general-purpose AI models 
and systems in areas ranging from finance and education to medicine 
and industrial engineering [11–14] – while the legal implications are 
highly uncertain. Without robust regulatory clarity, there is an esca
lating risk of adverse societal impacts, including threats to individual 
well-being, violations of fundamental rights, and broader detrimental 
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1 We use the terms foundation(al) model, base model, and general-purpose AI model interchangeably; for a definition and disambiguation, see Section 3.

Contents lists available at ScienceDirect

Computer Law & Security Review: The International  
Journal of Technology Law and Practice

journal homepage: www.elsevier.com/locate/clsr

https://doi.org/10.1016/j.clsr.2025.106234

Computer Law & Security Review 60 (2026) 106234 

Available online 2 December 2025 
2212-473X/© 2025 The Authors. Published by Elsevier Ltd. This is an open access article under the CC BY-NC license ( http://creativecommons.org/licenses/by- 
nc/4.0/ ). 

https://orcid.org/0000-0002-3006-895X
https://orcid.org/0000-0002-3006-895X
mailto:hacker@europa-uni.de
www.sciencedirect.com/science/journal/2212473X
https://www.elsevier.com/locate/clsr
https://doi.org/10.1016/j.clsr.2025.106234
https://doi.org/10.1016/j.clsr.2025.106234
http://crossmark.crossref.org/dialog/?doi=10.1016/j.clsr.2025.106234&domain=pdf
http://creativecommons.org/licenses/by-nc/4.0/
http://creativecommons.org/licenses/by-nc/4.0/


consequences for the rule of law and democratic institutions [15,16]. 
These risks are already manifesting in an increasing number of reported 
AI failures characterized by misinformation, disinformation, “halluci
nations”, and other harmful output or misapplications of foundational 
AI models [17–30]. In this paper, we examine three critical implications 
of the modification of foundation models: 

1. Regulatory implications of model modification: We begin by 
clarifying the regulatory landscape surrounding altered foundation 
models. For high-risk applications, the regulatory boundaries are 
comparatively straightforward; however, significant ambiguity re
mains concerning when exactly an organization qualifies as a 
General-Purpose AI (GPAI) provider under the AI Act (AIA). A central 
point of inquiry involves defining the threshold of modification: 
precisely at what stage does an entity transition from a mere 
deployer (in essence: professional user) to a provider within regu
latory terms?

2. Liability implications of model modification: Secondly, we 
address the often-overlooked distinction between regulatory assess
ment and liability. While regulatory compliance involves adherence 
to defined standards, the legal liability implications arising from 
model modifications may differ considerably. Our analysis delineates 
this difference and explores its ramifications for organizations 
modifying foundation models.

3. Policy and managerial implications: Finally, we consider the 
broader implications from societal, policy, and practical perspec
tives. While regulatory frameworks can address certain societal risks 
of model modifications, ensuring adequate protection against indi
vidual and collective harm remains essential. Concurrently, such 
frameworks must balance safety with incentives for innovation and 
socially beneficial AI deployment. Compliance emerges as inherently 
multi-actor: the effective performance of modified models is always a 
cumulative result of both the original foundation model and subse
quent alterations. We argue that compliance obligations should scale 
with two key factors: the extent of modification and the potential 
severity and likelihood of resulting harms. Additionally, we discuss 
voluntary codes of practice which, despite their non-mandatory na
ture, carry significant legal and practical consequences for adopting 
entities.

Our aim is to deliver a comprehensive legal analysis, formulate clear 
policy recommendations, and offer pragmatic guidance for organiza
tions navigating the complexities of modifying foundation models. 
Specifically, we seek to identify practical approaches that achieve an 
optimal balance: ensuring rigorous compliance and effective risk miti
gation, while simultaneously minimizing the compliance burden placed 
on providers.

For the purpose of our analysis, we will turn to an established 
framework for assessing operational risks: Failure Mode and Effects 
Analysis (FMEA). FMEA is a structured and systematic method widely 
utilized for identifying and addressing potential failure modes within 
processes or products [31–33]. It helps organizations prioritize risks 
based on their severity, occurrence, and detectability. This proactive 
approach enables effective risk management by facilitating early miti
gation actions; this, in turn, may enhance reliability and compliance.

We utilize FMEA to systematically evaluate potential failure sce
narios associated with the use of modified large language models (LLMs) 
and other generative AI models. Certain cases present clear-cut regula
tory implications at either end of the spectrum: for example, using an 
off-the-shelf LLM typically places compliance responsibilities primarily 
on the original provider (Art. 53–55 AI Act), with limited transparency 
obligations for the deployer (Art. 50 AI Act), whereas developing an 

entirely new foundation model triggers specific regulatory requirements 
under the AI Act (again Art. 53–55 AI Act). In practice, however, most 
scenarios lie between these extremes. Organizations frequently adapt 
existing LLMs to their specific applications, given that creating an 
entirely new model is generally economically unviable. FMEA allows us 
to identify, assess, and manage these nuanced risks more effectively.

Some of the likely failure cases associated with modified foundation 
models, falling outside the clearly defined extremes, include the 
following illustrative examples. First, there is the case of “hallucination” 
resulting from fine-tuned data, where a fine-tuned LLM incorrectly ac
cuses an individual – such as a law professor – of criminal misconduct 
[34].2 Hypothetically, let us assume that this error arises from the 
fine-tuning dataset inadvertently containing multiple news reports of 
similar accusations within the same organization, which creates 
spurious correlations.

Second, another significant scenario involves an LLM tuned using 
Reinforcement Learning with Human Feedback (RLHF) [35,36], such as 
systems similar to Harvey [37], but providing harmful or suicidal advice 
during sensitive interactions. The root cause here is typically the omis
sion of critical psychological warning signs during RLHF training, which 
may result in an inadequate assessment and management of risks to 
personal well-being [38].

A third scenario occurs when a Retrieval-Augmented Generation 
(RAG) LLM is deployed to support maintenance activities in industrial 
settings [39]. Errors arise if the system references outdated maintenance 
documentation, which may endanger workers due to inaccuracies. This 
is primarily because RAG data did not reflect recent product updates or 
operational changes (see the discussion in Section 3.2.4.1).

Finally, another problematic scenario involves chatbots designed to 
assess car insurance eligibility using historical company data (see the 
discussion in Section 5.2.5). Such chatbots may unintentionally 
discriminate against certain customer segments, as historical biases 
embedded in past data result in unfair or discriminatory assessments of 
new applicants [24,40–42].

The remainder of the paper is organized as follows: Section 2 in
troduces technical foundations of modifying GPAI models. Section 3
offers a detailed analysis of the ways in which these modifications may 
transform customizing entities from mere deployers into providers of 
modified models or even providers of entirely new models. Section 4
discusses the implications of modifications under the new EU product 
liability framework. Section 5 offers our view on the societal, policy and 
managerial implications of our findings, before concluding in Section 6
with a summary of the key arguments.

2. A technical perspective on GPAI modifications

A core feature of foundation models is their ability to be adjusted to 
specific needs by its user. This alteration comes at various levels, which 
adds complexity to the compliance process. The levels go from merely 
entering a customized prompt to fine-tuning a foundation model using 
reinforcement learning with human or AI feedback (RLHF and RLAIF, 
respectively) or both (see [43,44], and others). At the extreme, one 
might include distillation to build new foundation models on the in
teractions with an existing one.

2.1. The spectrum of modifications

For the purpose of our analysis, it is crucial to clearly distinguish 
among various modes of customisation when modifying foundation 
models. First, the simplest form of modification is using the standard 
architecture as provided directly by the foundation model supplier. This 
“off-the-shelf” scenario primarily involves alterations restricted to 

2 See also the recent case: NOYB (2025), https://noyb.eu/en/ai-hallucinati 
ons-chatgpt-created-fake-child-murderer.
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prompt engineering, where users interact with the unmodified model 
through carefully designed input prompts to achieve specific outputs.

Second, organisations may modify key hyperparameters without 
altering the fundamental architecture of the model itself. Hyper
parameters, which are set prior to model deployment, critically influ
ence the behaviour of predictions. An essential hyperparameter is 
“temperature,” which modulates the randomness and creativity in 
model outputs. Adjusting temperature effectively balances between 
“exploration” (generating diverse and novel responses) and “exploita
tion” (favouring precise and conservative answers) [43].

Third, another prevalent approach involves RAG, where the base 
model architecture remains unchanged, but predictions are explicitly 
based on a limited, organization-specific set of documents or data re
positories. Here, the model leverages external information retrieval 
systems, thus enhancing prediction relevance and specificity based on 
controlled data inputs [45,46].

Fourth, the creation of custom GPT models typically combines so
phisticated prompt engineering techniques with RAG methodologies. 
This customization frequently utilizes specialized tools integrated 
within foundation model platforms, such as OpenAI’s Custom GPT 
builder. These approaches enable users to efficiently tailor general- 
purpose models to specific domain applications through intuitive 
interfaces.

Fifth, fine-tuning methods represent deeper and more extensive 
customizations. These include training the model on further, domain- 
specific data via Supervised Fine-Tuning (SFT), as well as RLHF or 
RLAIF, where new data is systematically introduced into training to 
align model outputs more closely with human preferences and values 
[47]. Within fine-tuning, further specializations exist: adapter tuning 
involves training small, task-specific neural network modules; instruc
tion tuning focuses explicitly on enhancing a model’s ability to follow 
detailed instructions; and Low-Rank Adaptation (LoRA) employs effi
cient, parameter-saving techniques to adapt models without retraining 
the entire neural network [48].

Finally, distillation refers to producing streamlined versions of large 
foundation models, aiming for efficiency and reduced computational 
requirements [49–51]. In distillation, a smaller, more efficient model 
learns to mimic the performance of a larger, highly performant model, 
enabling easier deployment in resource-constrained environments.

The following table summarizes these customisation techniques:

2.2. Discussion: when is a modification significant?

Determining when a modification to a GPAI model becomes “sig
nificant” is essential to understanding compliance implications (see 
Sections 3.2.2–3.2.4). This question is pivotal because it sets the 
threshold at which a change in the model’s behaviour may trigger a 
different regulatory or ethical mandate. Particularly in collaborative 
arrangements–where both a foundation model provider and a down
stream customiser contribute to the model’s development–clarifying the 
degree of influence each actor has on the model’s performance and 
decisions is fundamental. To assess the compliance status of such jointly- 
developed models, it is crucial to delineate their respective re
sponsibilities and the extent of their impact on the final outputs.

To unpack the compliance implications of model customisation, we 
must revisit the foundational mechanics of GPAI models. These systems 
use deep learning artificial neural networks (DLANNs) and are currently 
predominantly based on transformer architectures [52,53]. The opera
tion of these models is inherently statistical: they generate outputs by 
processing new data–such as prompts or observations–through a 
pre-trained network. Accordingly, three principal components govern 
the behaviour of such models, each offering a potential locus for 
modification and thus regulatory scrutiny: 

1. Model architecture and hyperparameters: At the core lies the 
model’s architecture, including structural choices such as the num
ber of layers, the nature of connections (fully connected versus 
functional layers), and the final decision function (like softmax or 
argmax). Equally influential are hyperparameters, like temperature, 
which affect the randomness and determinism of output generation. 
Adjustments in either of these areas can meaningfully alter a model’s 
behaviour and thus bear directly on compliance thresholds.

2. Training and validation regime: The training process is arguably 
the most decisive factor in shaping a model’s capabilities [54]: The 
selection of training data not only directly impacts performance but 
also relates directly to risks like model collapse [55], bias propaga
tion and adversarial attacks [56,57]. Additionally, the 
training-validation split and the criteria used in the validation pha
se–such as accuracy thresholds or fairness metrics–further define the 
model’s behavioural profile. These elements are integral to compli
ance, as they relate to principles of fairness, accountability, and 
transparency.

3. Input prompts and usage context: Finally, the inputs provided by 
users–whether through direct prompts or specified parameters–can 
steer the model’s output in dynamic ways. For instance, the infamous 
case of Microsoft’s Tay chatbot illustrated how user feedback loops 
can rapidly degrade model performance [58]. Prompt history also 
influences contextual understanding, potentially stabilising or 
destabilising predictions [59]. The persistent prompt instability has 
been vividly demonstrated in a recent study by Mirzadeh et al. [60]: 
they highlight that adding redundant wording alone can lead to 
significant output degradation. Furthermore, user-defined custom
isation layers, such as “personas” in generative pretrained trans
former (GPT)-style systems, exemplify how downstream usage 
settings can significantly modify outputs.

A key outcome of the preceding analysis is the recognition that any 
output generated by a GPAI system must be understood as a joint 
function of both the foundation model (FM) developer and the down
stream customizer. This joint responsibility stems from the fact that 
while the FM provider supplies the base capabilities of the model, it is 
the user’s customisations–including prompt engineering, fine-tuning, 
and integration into specific applications–that co-determine the 
model’s behaviour in production.

The more extensively the FM is customised, the greater the relative 
impact of the provider’s interventions on the final output. This gradient 
of influence introduces an opportunity for clarifying and streamlining 

Table 1 
Main techniques for customising general-purpose AI systems.

Level of 
customisation

Method Description

LOW Standard Architecture Using the unmodified foundation 
model; customization limited to 
prompts.

Hyperparameters Adjusting model settings (e.g., 
"temperature") without changing 
architecture.

Retrieval-Augmented 
Generation (RAG)

Using model outputs guided by 
external, customer-specific datasets.

Custom GPTs Combining RAG with sophisticated 
prompt engineering via integrated 
tools.

Fine-tuning (SFT; 
RLHF; RLAIF)

Training models further with new 
data and/or instructions to align 
outputs with human preferences of 
add domain-specific knowledge. 
Includes adapter tuning, instruction 
tuning, and LoRA.

HIGH Distillation Creating smaller, efficient models 
mimicking larger models for easier 
deployment.
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compliance obligations. Specifically, if a base version of the model is 
retained, it enables replication and testing of outputs to determine 
whether a given instance of potentially harmful or unlawful content can 
be traced back to the original model or is the result of subsequent cus
tomisations. For the FM provider, this capability constitutes a critical 
compliance safeguard: if the base model, under standard test conditions, 
does not exhibit problematic behaviour, then it is reasonable to attribute 
the fault to the providers’s customisation or context-specific 
implementation.

This framework leads to a fundamental principle: the FM provider 
generally cannot be held liable for compliance risks that emerge solely 
from how the model is applied in a given user-defined context, except in 
a narrow set of cases where the provider has, e.g., failed to supply 
adequate instructions or warnings about known model limitations.3

Regulatory and civil liability, in this view, is conditional on fore
seeability and design scope. The role of context is thus pivotal. For 
instance, the compliance implications of a model generating a humorous 
birthday poem are qualitatively distinct from its use in offering mental 
health advice or medical guidance, such as in the case of applications 
like Woebot. The latter introduces higher-stakes consequences and thus 
higher regulatory scrutiny, even though the underlying AI system uses 
fundamentally the same architecture, and most likely there will be a 
significant overlap in the respective training data sets (our assumption).

To support this division of compliance obligations, testing protocols 
should be bifurcated accordingly (see also Section 5.2.4). First, the FM 
provider should test and document the behaviour of the base model in a 
generic environment using standardised benchmarks and evaluation metrics. 
This forms part of the model’s “system card” (as distinct from simple 
model cards, cf [61])–a transparency artefact that describes perfor
mance characteristics and known risks in general-use scenarios. Second, 
and equally crucial, the FM user or customiser should conduct thorough 
testing of the adapted model in the specific context for which it is 
intended, using context-specific metrics. This includes validating the 
model’s behaviour under real-world conditions, assessing risks intro
duced by prompt strategies, fine-tuning, or integration workflows. Only 
this dual-testing regime can ensure comprehensive coverage that re
spects both the shared and context-specific contributions to the behav
iour of the customised GPAI. We shall now investigate to what extent the 
current legal regime actually prescribes such a federated compliance 
framework, both under the AI Act and AI liability rules.

3. A legal perspective on GPAI modifications under the AI Act

In this section, we first define GPAI from a legal standpoint, then 
discuss the legal role that an organisation modifying a GPAI system may 
have, especially whether the modification turns them into a new “pro
vider” of the modified model (3.2.), or whether even an entirely new 
model was created (3.3.). This is crucial since GPAI obligations exist 
primarily for providers (Articles 50 and 53–55 AI Act) and only to a very 
limited extent for deployers (Article 50 AI Act). The most demanding 
rules, by far, are contained in Article 55 AI Act, concerning basic AI 
safety obligations for providers of GPAI models with systemic risk (e.g., 
comprehensive systemic risk assessment and mitigation; red teaming; 
evaluations; cybersecurity; incident reporting). In short: companies not 
specifically developing large foundation models are well advised to take 
steps to avoid falling within the scope of Article 55 AI Act.

3.1. The legal definition of general-purpose AI

Building loosely of the definition of foundation models in ([1], p. 2), 
a general-purpose AI model is defined in Article 3(63) AI Act as an “AI 
model […] that displays significant generality and is capable of 

competently performing a wide range of distinct tasks regardless of the 
way the model is placed on the market and that can be integrated into a 
variety of downstream systems or applications.” Hence, the two dis
tinguishing criteria are (a) breadth of capabilities and (b) depth of 
possible use cases.

3.1.1. Narrow models
As a consequence, one way to altogether avoid the obligations tied to 

general-purpose AI models is to develop, or modify, models such that 
they become “narrow models.” If a tool can only be used for certain 
coding tasks or for illustrative images, it does not qualify (see also [62], 
p. 630). The AI Office seems to suggest as much, too, in its preliminary 
approach for the guidelines on GPAI models in the AI Act ([63], p. 5). In 
them, the Commission makes two important points, the first of which is 
only partially convincing. First, the AI Office entertains a broad under
standing of what qualifies as a “narrow model.” Models only capable of 
coding, transcribing speech to text, or upscaling images are cited as 
examples of narrow models lacking sufficient generality ([63], p. 5). 
This view is mirrored in parts of the literature ([64], p. 5).

The AI Office’s approach to scoping carveouts for “narrow models” in 
the context of the AI Act deserves critical scrutiny from a risk-based 
regulatory perspective. While the Commission suggests that models 
limited to tasks such as coding lack the generality to fall within the scope 
of GPAI regulation, this interpretation overlooks the generality can also 
relate to tasks and domains covered by a model ([64], p. 3–4), and 
underestimates the downstream risks even such narrowly scoped models 
can generate.

Consider a model that is solely capable of generating code or 
assisting in code production. At first glance, this may appear to be a 
narrow function. However, coding is not a monolithic activity. Code 
underlies applications in virtually every sector: finance, healthcare, 
defense, critical infrastructure, education, and beyond. A model that can 
write code across these sectors (domains) engages with a wide range of 
functionalities, safety profiles, and compliance requirements (tasks). 
The ability to generate secure authentication systems, automate trading 
algorithms, or manipulate sensitive patient data, even if “only” through 
code, introduces high-stakes risks akin to those posed by other general- 
purpose AI models.

Hence, the assumption that such a model is “narrow” ignores the 
functional breadth embedded in the act of coding itself. In this light, 
generality is not simply a function of the number of media formats or 
modalities a model supports, but also the diversity of tasks it can 
perform within one format, and the variety of domains it can affect. A 
model that generates code for embedded medical devices and simulta
neously supports applications in autonomous vehicles exhibits general- 
purpose capabilities by virtue of its operational span, in our view.

This finding is buttressed by a law and economics perspective. The 
least-cost avoider principle (see, e.g., [65], p. 29) justifies upstream 
obligations for GPAI developers (typically one entity for one model), 
rather than reliance on fragmented and reactive oversight by numerous 
downstream implementers [4,66,67]. The risks introduced by a 
“coding-only” model do not remain contained. They propagate through 
the AI value chain as third parties build layered applications upon it, 
often without full visibility into the model’s design, limitations, or 
training data. This diffusion of responsibility increases risk and reduces 
accountability. Regulating such models as GPAI aligns with the effi
ciency principle of risk containment at the source, where the developer 
has the greatest technical capacity, and generally the cheapest economic 
opportunity, to implement safeguards. GPAI coverage means: Only one 
entity has to act at the source, and not a thousand entities downstream.

Therefore, the Commission’s first point, which frames models 
limited to coding or text-to-speech functions as inherently narrow and 
outside GPAI scope, appears conceptually and economically weak. A 
functional and risk-aware understanding of generality should inform the 
regulatory classification, rather than a view of modality or use-case 
singularity. Hence, we would restrict narrow models to those models 

3 There are further exemptions to this general rule considered in detail 
below, see Section 4 and note 6 et seq. (e.g., foreseeable misuse).
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only executing some specific tasks within a defined purpose or modality: 
in coding, for example, only syntax correction, code formatting, or 
autocompletion within a predefined programming language and 
domain; in image generation, only upscaling; in language generation, 
only completion, or summary, etc.

3.1.2. FLOP thresholds as a proxy
Second, the AI Office suggests a threshold of 1022 floating operation 

points (FLOPs) above which a presumption is triggered in favour of, and 
below which against, sufficient generality ([63], p. 4). These pre
sumptions are supposed to be rebuttable. Quite obviously, they are 
modelled on the 1025 FLOP presumption in Article 51(2) AI Act con
cerning GPAI models with systemic risk. While not explicitly fore
shadowed in the Act, the new 1022 capability threshold coupled with 
rebuttable presumptions present, in our view, a decent proxy providing 
a bright red line for companies seeking to determine whether they are in 
or out of scope of GPAI regulations.

FLOP threshold are, of course, necessarily a crude instrument; but so 
are all alternative proxies, be they benchmark performance, model size 
in terms of parameters, or others [68]. Progress, particularly in model 
distillation and reinforcement learning, may soon make high FLOP 
thresholds obsolete, as the DeepSeek model family demonstrates [69]. 
Nonetheless, these cases could be dealt with outside of the pre
sumptions: for example, if a model is distilled from an above-threshold 
model, basically inheriting its capabilities, or produced otherwise to 
mimic the capabilities of an above-threshold model, then it should still 
count as possessing the required generality and capabilities, barring 
evidence to the contrary. Overall, as long as no academic consensus 
exists on proxies for capabilities, proxies such as FLOP thresholds may 
be used to guide legal categorization, but must be accompanied by a 
description of their weaknesses and elements considered to overcome 
them in cases where the presumption does not match reality (anymore): 
Just like Annex XIII AI Act lists criteria for the designation of 
general-purpose AI models with systemic risk referred to in Article 51 for 
cases in which the FLOP presumption does not lead to desirable results. 
Over time, proxies and the criteria for designation outside of the proxy 
thresholds can be and must be adapted, of course.

3.1.3. Defining GPAI models with systemic risk
As mentioned, the most comprehensive rules for foundation models 

are reserved, in Article 55, for GPAI systems presenting systemic risks. 
These models are defined by the AI Act, specifically Articles 3(64) and 3 
(65). The latter delineates ‘systemic risk’ as “a risk that is specific to the 
high-impact capabilities of general-purpose AI models, having a signif
icant impact on the Union market due to their reach, or due to actual or 
reasonably foreseeable negative effects on public health, safety, public 
security, fundamental rights, or the society as a whole, that can be 
propagated at scale across the value chain.” Art. 3(64), in turn, specifies 
that “‘high-impact capabilities’ means capabilities that match or exceed 
the capabilities recorded in the most advanced general-purpose AI 
models.” [our emphasis]

However, this definition introduces a critical issue: by referring 
exclusively to the most advanced models at any given moment, there is a 
risk of excluding models that were previously considered cutting-edge 
but have since been superseded. This creates a scenario where a 
model’s risk categorization might shift over time, potentially exempting 
significant models–such as GPT-4 after the introduction of GPT-4o, or 
Llama 3.1 (405B parameters) once succeeded by Llama 4–from systemic 
risk designation despite their continued relevance.

We can imagine two interpretations of this definition: a dynamic 
interpretation continually categorizes only the top few models (e.g., the 
top five chatbot models at any given time, as measured by appropriate 
benchmarks) as systemic risk models. The fundamental problem here is 
that models would continually be removed from the systemic risk list as 
newer models emerge, despite no actual reduction in their inherent risk 
profiles. Indeed, if anything, the release of new models typically results 
in decreased safety oversight and maintenance of incumbent models, 
potentially heightening their risk.

A second, and more pragmatic interpretation would treat “most 
advanced” models as those identified as most advanced at the time of the 
AI Act’s enactment (August 2024), or those surpassing a defined capa
bility threshold that remains relatively stable over time. Although this 
threshold may incrementally increase as technology advances, it would 
provide a fairly fixed anchor. This would ensure that models do not 
easily lose their systemic risk classification simply due to the release of 
newer, more powerful models. This static approach also provides greater 
legal certainty and maintains consistent safety standards for significant 

Fig. 1. Overview of the six paths to transitioning from a deployer to a provider.
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AI models over time. From a systematic perspective, it is buttressed by 
the reference, in Art. 51(2) AI Act, to the fixed (even though generally 
adaptable) FLOP threshold for the systemic risk presumption. This fixed 
presumption approach in Art. 51(2) is effectively impossible to reconcile 
with a dynamic interpretation of Art. 3(64). Hence, we believe that 
regulators and courts should follow a static approach, which is also the 
only one compatible with the risk-based framework of the AI Act. This 
architecture and purpose would be thoroughly undermined if models 
would automatically drop from the systemic risk category even though 
their risk profile remains entirely unchanged.

3.2. Becoming a provider of a modified model under the AI Act

Having defined what a GPAI model is, we can now turn to the crucial 
question of the regulatory status of the entity engaging with it. In the 
context of the AI Act, the distinction between “provider” and “deployer” 
carries significant regulatory consequences, particularly where high-risk 
applications, for example in recruitment or other employment settings, 
or systemic risks under Article 55 are concerned. Providers bear the 
brunt of ex ante obligations, including technical documentation, con
formity assessments, and ongoing risk management duties. By contrast, 
deployers face narrower, often operational, compliance requirements 
under the Act (Article 26–27). This asymmetry creates strong incentives 
for actors–especially those operating in high-risk domains such as 
recruitment or working with GPAI models–to avoid classification as a 
provider unless it is strictly necessary. The stakes are even higher where 
a model may fall under the systemic risk framework, which introduces 
heightened scrutiny and safety obligations under Article 55. As a result, 
firms will – and should – seek to structure their role and contractual 
arrangements in a manner that minimizes exposure to the provider 
designation and its attendant responsibilities.

3.2.1. Six paths to becoming a provider
The categories of deployer and provider, however, are not fixed; 

rather, deployers can transform into providers, sometimes without their 
knowledge. The AI Act provides six routes to becoming a provider (see 
Fig. 1), but they are specified in incomplete ways in the legal provisions.

The first path to becoming a provider under the AI Act arises if an 
entity integrates GPAI model into an AI system, as set out in Article 3 
(68). This provision defines a “downstream provider” as “a provider of 
an AI system, including a general-purpose AI system, which integrates 
an AI model, regardless of whether the AI model is provided by them
selves and vertically integrated or provided by another entity based on 
contractual relations.” Simply integrating a GPAI model, however, does 
not automatically trigger the full set of provider obligations. The 
downstream provider becomes a system, not a model provider. This 
difference, between models and systems, is crucial for understanding 
GPAI rules in the AI Act. Systems are the interfaces interacting with 
users; models are the mathematical objects enabling AI systems (see 
Article 3(1), (66) and particularly Recital 97 AI Act4). Importantly, Ar
ticles 53 to 55 only apply to model providers, not system providers. In 
cases where the resulting system does not fall into a high-risk category or 
involve a prohibited use, the obligations for downstream providers are, 
therefore, limited to baseline requirements such as transparency mea
sures (Art. 50) and ensuring AI literacy among staff and agents (Article 
4).

The second path is branding, where an entity rebrands a high-risk AI 
system (i.e., a system already placed on the market or put into service) as 
its own by applying its name or trademark, e.g. logo, to the system. 

According to Article 25(1)(a) AI Act, this act makes the institution le
gally responsible as a provider, even if it did not develop the AI, or have 
it developed, originally. The reason for this rule is that by branding, the 
institution presents itself as responsible for the system, endows the 
system with trust in its brand and commits towards it the goodwill users 
and consumers may harbor. Hence, it assumes all the duties of a high- 
risk provider. Neat representation through branding is paid for by 
legal exposure.

Third, the same logic should apply, by analogy, to the branding of 
GPAI models (see also [70], para. 76). For example, if the hypothetical 
“Prompt Company” uses a version of GPT-4 or an open-source model and 
makes an AI system based on it available to its employees for knowledge 
tasks, branding it as the “PromptCompany-GPT,” it would qualify as a 
provider of the GPAI model (and system) under this prong (Art. 25(1)(a) 
AI Act by analogy). The use of trust and goodwill in the name or brand is 
exactly the same in cases of GPAI models as in high-risk systems. Hence, 
branding entities should be responsible for complying with the main 
rules governing these AI tools – the GPAI model rules in this case, just 
like the high-risk system rules in the other case. This transition does not, 
however, overburden deployer since it is very clear to apply and easy to 
avoid. Simply put, they must not associate any GPAI model with their 
own name or trademark in ways to suggest a stake in its development. It 
should be sufficient to use a fantasy name, such as “UnicornGPT”, to 
avoid this path.

The fourth path to becoming a provider is a change of purpose. More 
specifically, the intended purpose of an AI system already placed on the 
market or put into service must be changed from non-high-risk to high- 
risk (Annex I Section A or Annex III). If an institution starts using a non- 
high-risk AI system including a GPAI system in a high-risk context, such 
as employing it for tasks like credit scoring, life or health insurance, or 
recruitment decisions, it triggers Article 25(1)(c) AI Act. For example, if 
the HR department of a company decides to run a few candidates 
through ChatGPT for initial screening, the company immediately be
comes a provider of a high-risk AI system – even if the result is hand- 
checked and the remaining recruitment process does not use AI at all. 
By changing the purpose of the GPAI to a high-risk use, the deployer 
assumes the role of a provider and must ensure that the AI system 
complies with the high-risk AI regulations under the AI Act [4]. Again, 
this transition is clearly defined and easy for companies to avoid if all 
persons dealing with AI systems know the high-risk areas – which they 
are legally required to under the AI literacy obligations of Article 4 AI 
Act.

The most difficult and interesting cases are presented by the 
remaining two alternatives, precisely surrounding fine-tuning and other 
modifications. The fifth path is through substantial modification of a 
high-risk AI system (which is already placed on the market or put into 
service), covered by Article 25(1)(b) AI Act. For example, if the insti
tution makes significant changes to such an AI system, such as fine- 
tuning it with proprietary data or altering its core functionality, it 
may be re-classified as a provider. A substantial modification is defined 
as a change that was not covered by the original conformity assessment 
and that either affects the AI system’s compliance with the requirements 
in Articles 8–15 or changes its intended purpose (Article 3(23) AI Act). 
Even modifications like fine-tuning with new data sources or additional 
training can be considered substantial if they significantly alter the 
system’s behaviour or risk profile. We shall investigate this in detail 
belowSections 3.2.3.

The sixth and final path is very similar to the fifth one, but starts 
with a GPAI model at the outset. This – finally – covers the classical 
industry use case of picking a GPAI model, customizing it in some way 
by means of modifications, and then putting it to use, either internally or 
externally. Importantly, if GPAI models are used without fine-tuning or 
other modification by institutions, the institutions themselves remain 
mere deployers and do not become providers (unless one of the first four 
cases occurs). However, if a GPAI model (e.g., GPT-4o; Llama 3.1 70B; 
Mixtral 8 × 22B) is fine-tuned or modified by the institution, the entity 

4 See Recital 97, sentences 5-7: „Although AI models are essential compo
nents of AI systems, they do not constitute AI systems on their own. AI models 
require the addition of further components, such as for example a user inter
face, to become AI systems. AI models are typically integrated into and form 
part of AI systems.”
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may become a provider with respect to the changes it made to the model, 
as suggested by Recital 109 AI Act. While this is the practically most 
relevant scenario, there is, unfortunately, least clarity on the conse
quences concerning this case in the AI Act.

If a deployer modifies or fine-tunes a GPAI model, there are two 
options for interpretation: first, one could argue that the AI Act does not 
cover this scenario at all (unless Art. 25(1)(c) applies), and the entity 
conducting the fine-tuning does not become a provider. After all, Article 
25 only contemplates the modification of high-risk systems, not of GPAI 
models. Second, alternatively, the solution may be found in Recital 109, 
which holds: “In the case of a modification or fine-tuning of a model, the 
obligations for providers of general-purpose AI models should be limited 
to that modification or fine-tuning, for example by complementing the 
already existing technical documentation with information on the 
modifications, including new training data sources, as a means to 
comply with the value chain obligations provided in this Regulation.” 
That part can, again, be read in two ways. It can mean that only “orig
inal” providers of GPAI models have (limited) obligations in case of 
modification/fine-tuning; or it can mean that (any) entity conducting 
the modification/fine-tuning may become a provider of the modified/ 
fine-tuned model.

While neither interpretation can be ruled out, arguments are much 
stronger for the latter. First, it does not make sense to impose obligations 
in the case of modification or fine-tuning on the “original” provider (e.g., 
OpenAI in the case of GPT-4o; Meta in the case of Llama 3.1 70 B) as that 
original provider often will not – and must not – know of the fine-tuning 
activity. Second, systematically, the recital specifically references the 

value chain obligations, i.e. Art. 25, and hence the switch-to-provider 
rules. If only the original provider was covered, the reference would 
be obsolete, as there is no legal value chain in that case. Third, from the 
perspective of the purpose of Art. 25 and Rec. 109, entities engaging in 
(certain types of) fine-tuning need to be included. Otherwise, an orga
nization could use a GPAI model with systemic risk and fine-tune it on 
hate speech (e.g., 4chan), creating a much riskier hate bot. However, 
that organization would not be bound by Art. 55 and its risk mitigation 
rules if obligations under the AI Act were limited to original providers. 
Neither would that original provider, however, be covered as it has not 
conducted the fine-tuning. Art. 26 AI Act does not apply, either, as a 
chatbot is not a high-risk system, even if it spews mainly hate. Hence, no 
entity would be obliged to perform any of the AI safety evaluations and 
mitigation practices that the AI Act typically requires in such cases. This 
does not seem to be a convincing result that protects fundamental rights. 
Hence, while clarity can only be provided by a CJEU judgment, it is 
reasonable to assume that certain types of fine-tuning and modifications 
by deployers transitions them into providers, based on an analogy to Art. 
25(1), interpreted in the light of Recital 109. Institutions may want to err 
on the side of caution by assuming that at least significantly fine-tuning 
or otherwise modifying a GPAI model makes them a provider of that new 
model, as we discuss below.

Whether or not GPAI modifications lead to a provider status depends, 
in our view, on whether this comprises (Fig. 2) 

■ a substantial modification (Art. 25(1) by analogy; see under 
3.2.2.− 3.2.3.),

Fig. 2. Overview of legal consequences for fine-tuning or otherwise modifying a GPAI model.
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■ a minor, insubstantial modification (Art. 25(1) by analogy; see under 
3.2.4.), or even

■ an entirely new model (Rec. 97; see under 3.3.).

3.2.2. Differentiating substantial from insubstantial modifications
Under the AI Act, the classification of a modification to a GPAI model 

as substantial or insubstantial must, arguably, follow a risk-based 
assessment. This approach aligns with the fifth regulatory path 
described above, under Article 25(1)(b) and Article 3(23) of the AI Act, 
which defines substantial modifications in terms of their potential to 
alter the system’s compliance or risk profile.

Ideally, hence, the central criterion is whether the modification leads 
to a substantial change in the risk profile of the model, particularly with 
regard to fundamental rights or other protected legal interests. A 
modification should be considered substantial when it substantially in
creases at least one relevant risk, such as the risk of discrimination, the 
generation of inaccurate or harmful content (often referred to as “hal
lucinations”), or biochemical or even nuclear risks. By contrast, a 
modification should be treated as insubstantial when it merely enhances 
the model’s behaviour across several risk dimensions and worsens it in 
only one, provided that the improved risk dimensions are the most 
relevant to the intended purpose of the system. Only this reading, in our 
view, offers a purpose-sensitive interpretation of “substantiality,” and is 
rooted in the AI Act’s broader commitment to proportionality.

A challenge arises, however, when one seek to apply this standard to 
GPAI systems. In practice, assessing changes in the risk profile requires 
statistical testing. This assessment must be performed on a case-by-case 
basis, which can be particularly onerous for downstream deployers who 
do not develop the base model but only fine-tune it. It may be tempting 
to assume that fine-tuning on a small dataset constitutes an insubstantial 
modification by default. This interpretation would allow many down
stream companies and other users to avoid the burdens of independent 
testing. However, this assumption is technically incorrect.

Even minimal fine-tuning can induce emergent misalignment, where 
the model’s behaviour changes significantly and unexpectedly [15]. 
Additionally, attacks such as model poisoning or malicious injection 
form part of a number of techniques where small interventions can have 
major negative effects [71–73]. This undermines any categorical 
distinction based solely on formal criteria like dataset size, parameter 
count, or the volume of modified data.

To address this challenge, three regulatory approaches may be 
considered. 

1. Risk-Based Approach: Under the first approach, each instance of 
fine-tuning is treated as a potentially substantial modification unless 
comprehensive evaluations demonstrate that the model’s risk profile 
remains materially unchanged. This interpretation is consistent with 
the underlying risk-based logic of the AI Act and offers a principled 
way to account for the unpredictable effects of model adjustments, 
such as emergent misalignment. Implementation of this approach 
would require deployers or downstream providers to conduct 
structured and rigorous testing before the deployment of a fine-tuned 
model. These evaluations must assess whether the modification has 
introduced new risks or exacerbated existing ones. The process must 
be documented in sufficient detail to enable both internal gover
nance and external regulatory scrutiny. However, while this 
approach respects the risk-based character of the AI Act, it imposes 
considerable burdens on downstream actors who may lack the 
technical or institutional capacity to carry out such evaluations 
systematically.

2. Innovation/Simplification-Focused Approach: A second 
approach, oriented more toward regulatory simplicity and innova
tion support, begins from the opposite assumption. It treats minor 
modifications–including fine-tuning on small datasets–as insubstan
tial by default, even though such changes may sometimes alter the 
model’s risk profile significantly. The justification here lies in the 

need to facilitate downstream use of GPAI systems without imposing 
excessive compliance burdens. This approach appears to be favoured 
by the AI Office. In its consultation document, the Office proposes the 
introduction of a compute-based (FLOP) threshold ([63], p. 9). 
Under this model, an entity would only be treated as a new provider 
if it uses at least one-third-of the FLOPs originally required to 
develop the model. In the case of systemic-risk GPAI models, the 
same rule applies with an additional alternative: a deployer would 
also become a provider only if the combined compute of the original 
model and the modification first crosses the systemic-risk threshold 
of 10²⁵ FLOPs. This prong rightly prevents entities from circum
venting the systemic-risk obligations by fragmenting the develop
ment process across multiple actors. The appeal of this approach lies 
in its clarity and operational simplicity. The FLOP threshold func
tions as a bright-line rule and makes compliance more predictable 
and enforceable. Moreover, the limitation of Article 25 obligations to 
high-risk AI systems suggests that the legislators intended to focus 
GPAI duties primarily on original providers, rather than extending 
them comprehensively to downstream deployers. However, Recital 
109, to a certain extent, speaks against this approach. There, the 
legislators explicitly acknowledge that the value chain re
sponsibilities set out in Article 25 are incomplete, and that additional 
obligations must sometimes apply to downstream entities. This im
plies that treating minor modifications as generally insubstantial 
may overlook legally relevant risks. Moreover, some downstream 
modifications do not correlate at all with compute-based thresholds, 
such as when Retrieval-Augmented Generation (RAG), filters, or 
system prompts are used.

3. Our Approach: Compute and Consequence Scanning (CCS): A 
third and, in our view, preferable approach combines the regulatory 
clarity of the FLOP threshold, in areas where it does apply (essen
tially, fine-tuning or re-training) with a functional yet simple 
assessment of the risks introduced by model modification. FLOP- 
based metrics alone are insufficient, not only because they do not 
apply to all modifications, but also because even minor interventions 
in terms of compute can lead to major behavioral shifts, as discussed. 
Instead, the FLOP threshold should serve as a baseline rule, always to 
be supplemented by a structured process of consequence scanning 
drawn from the FMEA toolkit. This amounts to a compute and 
consequence scanning test (CCS test): combining the bright red line 
of a compute threshold with the moderate burden of functional risk 
analysis. Under this approach, downstream entities remain subject to 
the FLOP-based test proposed by the AI Office. One may always 
argue about the right threshold limit, and one-third-may initially 
seem too high. Only very few, heavily resource-intensive modifica
tions would cross that threshold. It does, however, seem justifiable to 
pick a high threshold if it is always combined with consequence 
scanning. Thus, if a technically informed consequence scan indicates 
the presence of major risks resulting from the modification, then the 
entity should be treated as a provider – even if the FLOP threshold of 
one-third-is not exceeded. This hybrid test enables a more calibrated 
regulatory response. For instance, a RAG system that retrieves doc
uments from an ordinary corporate archive typically does not raise 
significant new risks and would not trigger provider status. By 
contrast, a RAG system that retrieves documents from an atomic 
oversight agency would likely surface major risks under consequence 
scanning. Similarly, fine-tuning using proprietary, well-curated in
dustrial data generally does not introduce major concerns, while 
fine-tuning using data from a source known to contain significant 
bias would or hate speech. Furthermore, even where entities remain 
developers and thus fall outside the scope of certain AI Act pro
visions, they may still bear legal responsibilities under adjacent legal 
regimes. In particular, under the revised Product Liability Directive 
(PLD) and general tort law, such entities could qualify as manufac
turers or users of a dangerous product and thus be liable for certain 
types of harm caused by the modified AI system, regardless of 
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whether they are considered providers under the AI Act, as we 
investigate below (Section 4).

Overall, the test for distinguishing substantial from insubstantial 
modification must ultimately turn on functional risk, not formal proxies. 
A composite approach that integrates FLOP-based rules with conse
quence scanning offers the most balanced response, in our view, by 
preserving legal coherence within a risk-based framework while 
enabling both innovation and accountability.

3.2.3. Insubstantial modifications
Applying the CCS test outlined in the previous section to concrete 

cases illustrates which types of modifications typically qualify as 
insubstantial under the AI Act. These are interventions that do not alter 
the core architecture, intended purpose, or risk profile of the underlying 
AI system. In particular, minor technical adjustments–such as changing 
hyperparameters or applying post-processing filters–will, in most in
stances, fall below the FLOP threshold of significance. Nevertheless, 
consequence scanning remains necessary in each case to ensure that no 
material risk is introduced, even where the modification appears minor 
on its face.

3.2.3.1. Retrieval-augmented generation. RAG refers to the practice of 
augmenting an AI model’s outputs by integrating external data sources 
retrieved at runtime [46]. This enhancement changes the context in 
which the model generates responses but does not alter the model’s 
internal weights, architecture, or training data. As a case in point, 
remember the third scenario from the introduction, in which a RAG 
system is deployed to the support maintenance in a machinery context, 
but references an outdated database with erroneous system specifica
tions, which in turn leads to harm to workers.

Because RAG operates at the interface level and leaves the underly
ing model untouched, it generally qualifies as an insubstantial modifi
cation. The model’s core functionality and intended purpose remain 
intact. The flop threshold does not apply here as RAG does not neces
sarily, and not even typically, involve compute spent on retraining the 
model.

However, the consequences of the retrieval operation must still be 
assessed. If the documents retrieved involve highly sensitive domains – 
such as intelligence, nuclear oversight, or biomedical attack response – 
the consequences of using those sources may trigger material risks. Thus, 
even in cases where the architecture remains unchanged, consequence 
scanning is necessary to confirm the insubstantial nature of the 
modification.

The scenario of maintenance in an industry context presents a good 
test case for CCS, and the considerations in applying it. On the one hand, 
consequence screening may reveal, if heavy machinery is involved, that 
serious adverse consequences may occur if the RAG system does not 
function as planned; for example, workers might be hurt or killed. On 
the other hand, even the tests required under Article 55 AI Act are not 
necessarily well-suited to detect errors such as outdated information in 
RAG databases. Rather, the evaluations required under Article 55 would 
often compare the RAG system output against the “ground truth” con
tained in the database. If the database was initially wrongly chosen 
(contains erroneous data), such a test would not reveal the error.

Rather, what is needed are incentives to choose the right database 
with the correct records. This, however, is a problem unrelated to the 
behavior of the LLM itself. Put differently, the problem arises at the 
system, not the model level. Hence, what is needed are incentives to 
correctly build the system, without breaching a standard of care. These 
incentives are provided by the tort law system (and the high-risk rules of 
the AI Act, if they apply), not by GPAI model regulation. Indeed, the 
organization developing the RAG system would quite clearly be liable 
under tort law for any harm occurring to workers (see Section 4.2). 
Hence, we submit, only in cases where the tort law incentives need to be 

buttressed by specific GPAI regulation should a new provider status be 
assumed. This only holds in cases of truly catastrophic consequences 
arising from the specific RAG context (e.g., ABC risks for RAG systems 
used in nuclear power plants or biochemical attack response).5 In all 
other cases, such as the industrial maintenance application, conse
quence scanning does not generally reveal risks that would warrant the 
application of a new model provider status. Rather, the tort law system 
and the high-risk rules at the system level (cf. Art. 25(1)(c) AI Act) deal 
with such risks. Overall, RAG systems will, thus, generally not trigger 
GPAI model provider duties under the AI Act.

3.2.3.2. Fine-tuning with minor adjustments. Fine-tuning with minor 
adjustments involves training the model on a limited dataset for a short 
duration to improve performance on specific tasks. Such fine-tuning may 
involve light-touch adaptation of the model’s parameters without 
altering its core behaviour, domain focus, or compliance characteristics.

These types of interventions often do not affect the system’s con
formity with the AI Act or its fundamental use case. Accordingly, they 
are generally treated as insubstantial modifications under the “one- 
third-FLOP threshold”. However, this conclusion cannot rest solely on 
the limited scope of the modification. As mentioned, empirical research 
show that even small fine-tuning operations can trigger emergent mis
alignments and significantly more harmful outcomes, especially if the 
fine-tuning data introduces bias, contradicts safety constraints, or alters 
model behavior in edge cases. Because of this risk, consequence scan
ning remains necessary.

For example, fine-tuning a model with a dataset that contains skewed 
demographic data may inadvertently reinforce or introduce discrimi
natory outputs in high-stakes contexts such as housing or car insurance 
(both not high-risk use cases). Similarly, using a limited set of adver
sarial or fringe-content examples to fine-tune a chatbot could cause it to 
generate conspiracy theories or manipulative content more reliably, 
particularly if the model overfits to this new content (see, for the 
opposite direction of tuning a model for more aligned output using 
limited data, [74]). A further example would be a model fine-tuned for 
internal use by a law enforcement agency, where the added data may 
shift its behavior in ways that affect due process or fundamental rights 
protections, even if the fine-tuning was modest in scale. In such cases, 
despite the limited compute and dataset size, the downstream risk im
plications warrant treatment as a substantial modification. This, in turn, 
triggers the provider obligations under the AI Act.

3.2.3.3. System prompts. System prompts involve altering the in
structions that guide the model’s behaviour during inference without 
modifying the model’s architecture or training data. This approach af
fects only the prompt engineering layer and does not alter the under
lying model’s structure, performance characteristics, or intended 
purpose.

Again, the FLOP threshold is irrelevant here. As a rule, introductions 
of or changes to system prompts constitute insubstantial modifications 
under the AI Act. However, there are important exceptions. If the 
prompt itself introduces or amplifies a major risk–such as an instruction 
to produce hate speech, deceptive output, or privacy-violating con
tent–then the modification may become substantial due to its down
stream impact. These cases do not involve architectural changes but 
nonetheless trigger specific behaviour and risk exposure that requires 
regulatory attention via provider status. Consequence scanning is 
required to draw this line.

3.2.3.4. CustomGPTs. CustomGPTs operate in a manner similar to sys
tem prompts. They are created by combining existing foundation models 

5 Note that these cases will likely qualify as high-risk cases and trigger system 
provider duties under Art. 25(1)(c) AI Act, anyways.
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with customized instructions, memory modules, or conversation settings 
tailored to specific user needs. As with system prompts, these changes do 
not modify the underlying model’s weights or architecture and typically 
preserve its intended function.

Therefore, the FLOP threshold does not apply, and CustomGPTs are 
normally regarded as insubstantial modifications. Nonetheless, the same 
caveat applies: if the customization substantially increases 
risk–especially where the memory module or prompt chain is designed 
to elicit harmful, misleading, or discriminatory outputs–then the 
modification may become substantial. For example, a CustomGPT 
designed to impersonate legal or medical professionals without safe
guards could expose users to serious harm. Similarly, a CustomGPT 
constructed to simulate negotiation tactics that intentionally deceive 
may raise concerns. In each case, consequence scanning may lead to the 
conclusion that it triggers the provider obligations under the AI Act. 
Note, however, that the high-risk rules for AI systems are independent of 
this assessment. Hence, a CustomGPT parsing and evaluating CVs effi
ciently for recruitment would (likely) not lead to a model provider sta
tus, but to a high-risk system provider status via Art. 25(1)(c) AI Act.

3.2.4. Substantial modifications
A modification to a GPAI model qualifies as substantial under the AI 

Act when it introduces a new or substantially negatively altered risk 
profile, particularly in relation to fundamental rights, safety, or other 
legally protected interests. In such cases, the entity making the modifi
cation may be treated as a new provider under Articles 25(1)(b) and 3 
(23) by analogy and must assume the full set of GPAI provider 
obligations.

As mentioned, substantiality generally presupposes that the internal 
parameters of the model–its weights and biases–are changed, because 
these alterations typically affect how the model functions in practice. 
The FLOP threshold proposed by the AI Office, which defines substantial 
modification as one involving at least one-third-of the compute origi
nally used to train the model, functions as an important–but not 
exhaustive–proxy. As mentioned, the threshold cannot be used as a 
substitute for consequence scanning, which remains necessary to cap
ture modifications that materially alter the model’s behaviour even if 
they fall below the FLOP threshold.

Significantly, in our view, the potentially changed behaviour needs 
to relate to systemic risks for the modifying entity to fall under Article 55 
(see Section 3.1.3), while a significant change of any risk relevant under 
the AI Act is sufficient to trigger the obligations under Articles 53 to 54 
AI Act (cf [63], p. 9–10).

3.2.4.1. Fine-tuning with substantial changes. Fine-tuning becomes a 
substantial modification when it involves retraining the model on large 
datasets, substantial parameter updates, or task reorientation that 
meaningfully changes how the model behaves. This includes domain 
shifts (e.g., medical GPAI to legal GPAI contexts) or optimization for 
different user groups or applications.

Where such fine-tuning involves compute resources above one-third- 
of the FLOPs used in the original model, the AI Office proposal would 
presumptively treat the modifying entity as a provider. Our CCS test of 
significance applies both quantitatively (via FLOPs) and qualitatively 
(via consequence scanning), with either being sufficient to trigger pro
vider obligations, unless extensive evidence to the contrary is produced.

Remember the first case from the introduction, in which the fine- 
tuning data set contained news reports which led to accusations of 
criminal misconduct against an individual in the output of the modified 
model. Here, the consequence scanning would indeed have revealed a 
significant risk of “hallucinations” violating personality rights (and 
potentially copyright) stemming from the content of the fine-tuning data 
set: news reports including personal data. Hence, even if the one-third- 
FLOP threshold was not reached, the fine-tuning leads to a substantial 
modification, at least concerning general risk. This may be different if 

fine-tuning involves more “innocuous data,” such as general industry or 
machinery data.

More generally, the classification as “substantial” will depend on the 
propensity of the fine-tuning data to trigger general (Articles 53–54 AI 
Act) or even systemic model risk (Article 55). As mentioned, the law 
must distinguish between a substantial modification concerning general 
risk, triggering provider status under Articles 53 and 54, and concerning 
systemic risk, additionally triggering provider status under Article 55 AI 
Act. Whether “hallucinations” indeed amount to systemic risk under 
Article 3(65) AI Act cannot be investigated in depth in this piece; 
however, this appears at least possible (see Section 3.1.3).

3.2.4.2. Reinforcement learning with human or AI feedback (RLHF/ 
RLAIF). Reinforcement Learning with Human Feedback (RLHF) and its 
variant with AI Feedback (RLAIF) involve post-training optimization 
where the model’s outputs are ranked and weighted according to a 
preference function [36,75–77]. These techniques update the model’s 
internal weights to better align its behaviour with certain objectives, 
often by prioritizing safety, helpfulness, or adherence to ethical guide
lines [25,77]. As an example, let us revisit the second case from the 
introduction, in which a chatbot model was tuned with RLHF, but psy
chological warning signs were omitted. Hence, the model occasionally 
provides suicidal advice, as it apparently happened in the case involving 
character.AI [78].

These processes typically require substantial compute resources and 
may even exceed the one-third FLOP threshold, particularly when 
applied across wide model capabilities; for OpenAI’s o1, post-training 
overall may have accounted for 40 % of overall compute [75]. Even 
when compute usage is below this formal limit, RLHF or RLAIF can 
significantly reshape how the model makes decisions or navigates 
trade-offs between competing values. In consequence, these forms of 
fine-tuning generally result in a substantial modification. They require 
full consequence scanning, and typically further testing evidence, to 
determine whether the risk profile remains stable. Absent such valida
tion, the modifying entity must be treated as a new provider under the AI 
Act. In the above case of chatbot tuning with RLHF without psycho
logical triggers, the risk profile may change such that, typically, the 
underlying model is substantially modified and the customizing entity 
becomes a new provider, as evidenced by potentially harmful advice in 
psychologically sensitive situations.

3.2.4.3. Jailbreaking and related interventions. Jailbreaking includes any 
intervention that seeks to circumvent or dismantle alignment con
straints, safety filters, or access controls embedded in the model [79,80]. 
This may involve modifying system-level configurations, injecting 
adversarial prompts, or altering the model’s internal logic to enable 
previously restricted outputs [72,73].

If these interventions are accomplished by modifying internal 
parameters–for instance, by changing or bypassing weights responsible 
for filtering or refusal behaviour–then they typically qualify as sub
stantial modifications. While such jailbreaks will often not involve 
compute resources that meet the FLOP threshold, they often do lead to 
disproportionate changes in behaviour, and expose users or third parties 
to heightened risks. In these cases, the absence of high compute usage 
does not exempt the actor from provider responsibilities. If consequence 
scanning reveals any major risk increase, significance must be presumed 
and regulatory obligations attach accordingly.

Overall, while the FLOP threshold of one-third-offers a useful start
ing point for identifying substantial modifications, it cannot serve as the 
sole criterion. Risk must also be assessed functionally. Any change that 
significantly affects the model’s risk profile–whether or not it crosses the 
FLOP threshold–should be treated as substantial. The dual-track test of 
compute and consequence scanning (CCS) ensures that both overt and 
subtle risk shifts are captured by the regulatory framework.

P. Hacker and M. Holweg                                                                                                                                                                                                                     Computer Law & Security Review: The International Journal of Technology Law and Practice 60 (2026) 106234 

10 



3.3. Creation of entirely new models under the AI Act

The development of an entirely new AI model, as distinct from the 
modification of an existing one, carries a different set of regulatory 
implications under the EU AI Act. Most importantly, Article 25 does not 
apply to the creators of entirely new models. As a result, the specific 
obligations related to collaboration across the AI value chain, as set out 
in Article 25(2), are not triggered. Instead, the entity developing a new 
model is subject to the full scope of provider obligations under the Act 
“from scratch”, as it is considered the primary source of the system’s 
design and development.

3.3.1. Defining a new model
In our view, an AI model is considered entirely new when it either 

incorporates substantial architectural changes or exhibits very signifi
cantly different behaviour from any pre-existing model. This distinction 
can be based on structural, functional, or operational elements.

From an architectural perspective, a model built from scratch, 
particularly but not only when using a novel framework, training setup, 
or learning paradigm, qualifies as new. For example, models that 
diverge from the transformer-based architectures predominant in cur
rent LLMs fall clearly into this category. However, it would also be 
sufficient that Company B trains a new model from scratch, entirely 
copying the architectural choices of a model developed by Company A.

From a behavioural perspective, a model that operates in ways that 
differ qualitatively from its predecessors may also be considered new, 
even if it is based on similar architectural foundations and was devel
oped by the same company as a similar model. The difficulty here lies in 
distinguishing mere different model versions from new models. A simple 
improvement in performance–such as faster inference or higher bench
mark scores–does not generally suffice for a new model. However, if the 
model demonstrates qualitative behavioural differences on standard 
evaluation sets (e.g., shifts in “reasoning” strategy, alignment charac
teristics, or risk profiles), this may support the classification as a new 
model. A change in version number, such as the progression from GPT-3 
to GPT-3.5, can serve as an indication of this shift, although it is not a 
determinative criterion on its own.

The AI Office suggests using the “one-third-FLOP threshold” (of 
compute used for training the new model compared to the original 
model) again to distinguish between model versions and new models 
([63], p. 9). Again, while any threshold embodies a degree of arbitrar
iness, it does provide legal clarity and seems generally justified for lack 
of a better alternative. Note that this threshold, and the behavioural 
criteria that need to be considered in addition, only apply if the poten
tially new model is developed by the same entity as the original model. A 
model developed by another entity will generally qualify as new.

3.3.2. Developing novel architectures
One clear case of new model creation involves the development of 

entirely new architectures, particularly those that depart from the cur
rent transformer-based paradigm for LLMs. For example, a developer 
who designs and implements a model based on Joint Embedding Pre
dictive Architectures (JEPA) [81,82] or another non-transformer foun
dation [83], while the original, inspirational model is 
transformer-based, is not simply modifying an existing system but 
creating a new one. In such cases, the resulting model will likely exhibit 
both architectural and behavioural novelty, and the developer must 
show full compliance with the AI Act’s obligations for providers.

3.3.3. Distillation
A more complex case arises in the context of model distillation. 

Distillation involves training a smaller “student” model to approximate 
the outputs of a larger, pre-trained “teacher” model [49–51]. While the 
goal is to retain similar behaviour, the distilled model may develop 
distinct operational properties–such as differences in “reasoning” reli
ability, “hallucination” frequency, or sensitivity to inputs–due to its 

reduced size and changed training dynamics. This divergence can lead to 
changes in the risk profile and alignment properties of the student 
model.

As a result, distillation generally results in what should be treated as 
a new model under the AI Act, thus triggering provider status and 
associated compliance duties for the entity performing the distillation. 
This holds a fortiori if the student model is distilled by a company that is 
different from the entity that develops the teacher model. For example, if 
DeepSeek indeed distilled some of its models from OpenAI models (cf 
[69,84,85]), they clearly do constitute new models, even if their 
behaviour closely matches those of the teacher models.

The development of an entirely new AI model triggers full provider 
obligations under the EU AI Act, but does not invoke collaborative duties 
under Article 25(2). A model qualifies as new if it introduces substantial 
architectural changes, displays qualitatively different behaviour, or is 
trained from scratch by a different entity, including through techniques 
like distillation. Even when behavioural differences are minimal, a new 
developer or significant training efforts–such as passing the one-third 
FLOP threshold proposed by the AI Office–generally supports the clas
sification as a new model.

4. Modifications under AI liability

The AI Act is not the only framework in AI regulation. Both in the EU 
and globally, an equally important but often overlooked component is AI 
liability, which is not covered by the AI Act [67,86–89]. Hence, this 
section examines how liability attaches to modifications of AI systems 
under the recently updated EU framework. Although the analysis fo
cuses on EU law, product liability and tort law are globally relevant and 
form a legal background widely shared in many countries. Even in ju
risdictions like the United States, AI remains subject to general tort law 
and product liability, despite the absence of dedicated AI legislation at 
the federal level [90,91].

Under EU law, both the recently revised Product Liability Directive 
(PLD) and Member State tort law govern liability for GPAI systems. 
Concerning the Member State regime, the European legislators had 
contemplated the introduction of an AI Liability Directive [86,87,92,
93]. However, this proposal was, despite significant support in the Eu
ropean Parliament for AI liability reform [94], withdrawn by the Eu
ropean Commission [95], potentially in a hasty and ill-conceived 
attempt to “simplify” AI regulation. While the withdrawal leaves a sig
nificant gap in liability coverage and particularly enforcement, the 
provider of a GPAI model may still be subject to liability either under the 
revised PLD (and the Member State transpositions) for defective prod
ucts or under general tort law for breach of a duty of care. This includes 
liability for failure to implement safeguards against foreseeable product 
alteration and misuse [96–99],6 warn of widespread modification [100], 
and even guard against foreseeable misbehaviour by users [101,102].7

4.1. Modifications under the product liability directive

The PLD was revised in late 2024 and the amendments, including its 
explicit application to software including artificial intelligence systems 
and models, need to be transposed by Member States until December 
2026. The update contains new rules and defectiveness, and evidence 
disclosure mechanism in favour of injured parties, and presumptions for 
defectiveness and causality in specific situations, including the use of 

6 See for example: Welch Sand & Gravel, Inc. v. O & K Trojan, Inc., 668 N. 
E.2d 529, 533 (Ohio 1995) (“While a manufacturer is not responsible for all 
product misuses, failure to design a product to prevent a foreseeable misuse can 
be a design defect.”).

7 See, e.g., from Germany, BGH, Judgment of February 21, 1978 – Case VI ZR 
202/76; for warning duties under product liability law against foreseeable 
misuse, see BGH, Judgment of May 18, 1999 - VI ZR 192–98.
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machinery (Recital 48). The PLD’s scope, however, is limited. It only 
applies in cases of specific damage categories: death and personal injury, 
damage to consumer property, and destruction or corruption of con
sumer data (Art. 6 PLD). Hence, if an AI-driven vehicle or drone hurts or 
kills a person, crashes into a private home, or an image modification 
software deletes a consumers’ images, the PLD may provide redress. 
Conversely, many cases involving harm from generative AI – from non- 
discrimination to personality rights and professional intellectual prop
erty – are not covered by the PLD [89,92].

Liability becomes more complex when a downstream actor modifies 
the model [103]. Under the PLD, such a customizer bears liability only if 
they qualify as a “manufacturer.” Article 8(2) PLD now specifies that a 
natural or legal person who substantially modifies a product outside the 
control of the original manufacturer and subsequently makes it available 
on the market shall be considered a (new) manufacturer.

Article 4(18) PLD elaborates the concept of “substantial modifica
tion.” The article defines a substantial modification in two alternative 
ways, depending on the existence of relevant Union or national product 
safety rules. Under point (a), a modification is substantial if it meets the 
threshold established by applicable product safety legislation. Recital 39 
connects this assessment explicitly to the General Product Safety 
Regulation (EU 2023/988, GPSR). Recital 40 extends these principles to 
software updates and the continuous learning of AI systems. In Article 
13(3), the GPRS in turn deems a change substantial if it was not foreseen 
in the original risk assessment; alters the nature of the hazard or in
creases the level of risk; and was not carried out by the end user. Hence, 
this approach ties a substantial modification under the PLD directly to 
the broader regulatory framework governing product safety, which is 
harmonized across Member States through the new GPSR.

It raises, however, the tricky question of the relationship between the 
GPSR and the AI Act. The GPSR covers consumer products, more spe
cifically any item intended for consumers (Article 3(1) GPSR). However, 
unlike in the PLD product definition, the GPRS definition does not 
explicitly qualify software and AI as a product; hence, one could argue 
that only software and AI embedded in a consumer product is covered by 
the GPSR, not standalone software or AI (cf. also Art. 15(3)(a) and 
Recital 25 GPSR) [104]. The European Commission, however, has issued 
guidance stating that both tangible and intangible products, including 
software and apps, fall under the GPSR [105]. The AI Act, in turn, covers 
all types of AI, constitutes specific product safety legislation [106,107]
and must, hence, be considered lex specialis to the GPSR insofar as their 
scope overlaps and as the AI Act does contain specific rules (see also [63] 
a, para. 144; [107], Table 1). This means that, instead of Article 13(3) 
GPSR, the definition of substantial modification in Art. 3(23) AI Act is 
dispositive in the context of Article 4(18)(a) PLD. That solution affords 
the additional advantage of fully aligning the concepts of substantial 
modification in the AI Act and the PLD, which is highly desirable from a 
coherent and simplification perspective. It does not make sense to use 
one concept of substantial modification when the AI is embedded in a 
consumer product, and another one in all other cases. Hence, whenever 
the modification qualifies a substantial under the AI Act, and triggers 
duties for a new provider, that provider automatically is considered a 
manufacturer under the PLD (if the other elements of Art. 8(2) PLD are 
fulfilled).

Further provisions in the PLD complete the framework for such new 
manufacturers. Article 11(1)(g) PLD limits liability to the part of the 
product affected by the modification. Hence, the new manufacturer is 
not liable if the defectiveness does not originate in the altered part. 
Conversely, Article 11(2) PLD denies a liability exemption where 
defectiveness stems from a substantial modification within the manu
facturer’s control even if the modification occurred after the product 
was first placed on the market. Article 17(1)(b) PLD, finally, resets the 
expiry period when a substantial modification occurs.

Thus, EU product liability law recognizes a concept of “substantial 
modification,” which implicitly references the AI Act’s notion and aligns 
the status of new manufacturer with that of a of a new provider. Hence, 

an entity deemed a new provider under the AI Act will qualify as a new 
manufacturer under the PLD – very welcome and coherent solution.

4.2. Modifications under tort law

The PLD regime, however, only covers specific types of harm, as 
mentioned: death, personal injury, damage to consumer property, and 
loss of consumer data. Other harms–including discrimination, defama
tion, libel, or other violations of personality rights–fall under Member 
State tort law. Similarly, actors along the value chain that do not qualify 
as producers or manufacturers under the PLD are covered by national 
tort law; and even entities to which the PLD applies are subject to na
tional tort law in addition (Art. 2(4)(b) PLD). These rules, however, are 
only very partially harmonized, largely limited to the area of non- 
discrimination and certain aspects of intellectual property law. In all 
other domains, national tort law typically relies on duties of care, such as 
the general duty not to harm others. Any customizer of an AI model 
must, therefore, adopt reasonable safeguards and monitoring proced
ures to comply with the obligation not to cause harm to others when 
deploying potentially dangerous products – irrespective of any duties 
under the PLD or the AI Act. In the context of non-discrimination law, 
liability is even strict, which means that any significant and causal 
contribution to discrimination leads to (joint and several) liability [24], 
irrespective of a breach of duty or fault.

In the context of general tort law, two specific interactions with the 
AI Act can arise. First, one may expect that courts will look to the AI Act, 
and particularly the GPAI and high-risk rules, to define duties of care – 
arguably, even beyond activities qualified as high-risk under the AI Act. 
This is because these GPAI and high-risk rules are largely inspired by 
industry best practices, which in turn typically influence duties of care 
under general tort law (see, e.g., [108], para. 556). Hence, to the extent 
that modifications lead to entities qualifying as providers under the AI 
Act, the respective provider duties triggered under the AI Act may 
indeed resurface in civil law tort claims.

Second, several national tort laws allow for civil damage claims in 
case specific statutory laws protecting individual interests were 
breached (e.g., § 823(2) German Civil Code (BGB); Art. 6:162 – Civil 
Code (Burgerlijk Wetboek); cf. also § 1311 Austrian Civil Code (ABGB)). 
The CJEU has clarified that in the case of EU regulations this is the case if 
the provisions, in addition to public interests, also protect the specific 
interests of the individual affected persons.8 The AI Act clearly qualifies 
as such a protective norm. According to its Recital 1, it aims at “ensuring 
a high level of protection of health, safety, fundamental rights” and 
aspires “to protect against the harmful effects of AI systems in the 
Union,” inter alia. Again, this means that a breach of the AI Act can lead 
to immediate follow-on litigation under national tort law.

Even beyond these direct influences of the AI Act, though, national 
tort law will find ways to hold the value chain actors accountable in 
terms of substantive law. A landmark German case illustrates how na
tional courts are already addressing the liability of developers, but also 
deployers, for rights-violating outputs produced by automated systems. 
In the Autocomplete judgment, the German Federal Court of Justice 
(BGH) held that Google could be held liable for defamatory autocom
plete suggestions generated by its search engine [109,110].9 Google, in 
this context, operated both as a developer and deployer. The court ruled 
that although the autocomplete feature operated rather autonomously, 
the company bore a duty to act once it became aware of potentially 
harmful suggestions.10 In one of the cases decided by the courts, the wife 

8 CJEU, Judgment of 21 March 2023, Case C‑100/21, QB vs Mercedes-Benz 
Group AG, ECLI:EU:C:2023:229, para. 97; see also BGH, Case VI ZR 592/20, 
Judgment of 23 January 2024, para. 14-15.

9 Autocomplete [2013] BGH, Case VI ZR 269/12, Judgment of May 14, 2013.
10 Autocomplete [2013] BGH, Case VI ZR 269/12, Judgment of May 14, 2013, 

para. 39.
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of the then-President of Germany, Christian Wulff, sued Google after the 
term “prostitute” appeared as a suggested search term following her 
name. The court emphasized that, upon notice, the provider had an 
obligation to undertake reasonable and appropriate steps to prevent 
further rights-infringing outputs, based on a duty to mitigate once harm 
becomes foreseeable. Structurally, this is similar to the 
notice-and-takedown obligations under copyright and platform law.

This precedent is particularly relevant in the context of generative AI 
models, especially LLMs, which function as complex and autonomous 
text-generation systems–essentially large-scale autocomplete engines. 
While Google’s autocomplete relied on a much smaller model at the time 
(a small language model), the same underlying principle applies today, 
in our view: if developers fail to implement adequate safeguards or fail 
to act upon notification of harmful outputs, they may incur liability for 
the violation of personality or other rights [24]. This liability is not 
limited to developers. Deployers and customizers of AI systems–those 
who integrate, fine-tune, or otherwise modify or make generative 
models publicly accessible–are also bound to be held to such standards 
by courts.

Essentially, each party in the AI value chain needs to do whatever is 
possible, reasonable, and appropriate given its control over the system 
and its output to prevent harm (see Fig. 3). These steps include inte
grating moderation systems or guardrails and conducting testing during 
training and modification activities, proportionate to the size of the 
training or modification; evaluation of appropriate samples of outputs; 
and establishing effective notice-and-takedown procedures if models are 
made available by professional actors vis-à-vis end consumers. Down
stream actors may further insulate themselves from liability by setting 
up robust compliance mechanisms, which could involve prompt 
response protocols for removing or blocking harmful content and log
ging intervention steps to show diligence.

4.3. Allocating liability along the value chain

The question of liability attribution between the original and the new 
manufacturer or customizing entity follows the pattern of causation. If 
the unmodified model does not generate the harmful output–at least not 
with statistical significance–then the modification must be the causal 
factor. In that case, only the customizer bears liability. Conversely, if the 
original, unmodified model produces the harmful output in a statisti
cally significant number of cases, then liability falls on the original 
provider. In scenarios where both the original model and the modifi
cation contribute to the harm, both parties may be jointly and severally 
liable. For example, if the customizer exacerbates the risks created by 
the base model, then both parties may have breached their respective 
duties of care, and their actions may both qualify as causally relevant (Cf 
[111]).

We should note, however, that the burden of proof varies between 
the different legal bases. While the PLD has introduced a far-reaching 
reversal of the burden of proof for cases involving machine learning 
(Article 10 PLD, particularly para. 4 in conjunction with Recital 48), the 
burden of proving fault typically lies with the claimant under national 
tort. Particularly in cases involving complex value chains, meeting that 
burden of proof will be onerous, and sometimes impossible, for indi
vidual claimants. Again, this is a deficiency that the non-withdrawn AI 
Liability Directive was supposed to address.

4.4. Irrelevance of high-risk status under the AI Act

Importantly, the tort law obligations, and the PLD obligations to 
prevent product defects, arise independently of the classification of a 
model as high-risk under that AI Act. Of course, models used in scenarios 
with elevated risk need to be developed and monitored with greater care 
to avoid liability. However, this risk-based adaption of duties of care 
does not depend on the rather rigid AI Act high risk categories, but on 
the probability and expected severity of harm in deployment, assessed 
flexibly at the moment of the respective activity (development, fine- 
tuning, monitoring, etc.). Hence, AI liability significantly expands the 
duties of non-high-risk providers and users, which only face trans
parency and literacy obligations under the AI Act.

In summary, we note that the PLD applies only to specific harms, 
while national tort law governs other injuries, requiring AI model cus
tomizers to implement safeguards and respond to foreseeable harm. 
Courts, as in the German Autocomplete case, already hold developers 
and deployers liable for rights violations by automated systems if they 
fail to act upon notice. Liability extends along the AI value chain. Each 
party needs to do what is feasible, reasonable and appropriate to prevent 
harm to third parties. The scope of these obligations, in turn, depends on 
the extent that each party has control over the system. Joint liability 
arises when both original and customized models contribute to harm. 
Notably, tort and PLD duties exist independently of AI Act risk classifi
cations, focusing instead on actual risk and severity in the expected 
deployment context. This significantly expands duties for non-high-risk 
AI providers and customizers vis-à-vis the AI Act.

With respect to specific modifications under the AI Act and the PLD, 
we summarize our findings in Table 2 below.

5. Policy and managerial implications

The diffusion of general-purpose AI systems into diverse domains 
presents new challenges and responsibilities across societal, regulatory, 
and organizational contexts. Based on the above discussion, this section 
outlines key implications for policymakers, legal frameworks, and 
institutional governance, with a focus on balancing innovation with 

Fig. 3. Tort responsibilities along the AI value chain.
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accountability, and flexibility with enforceability.

5.1. Policy implications

AI technologies now influence core public interests, from democratic 
integrity to individual rights and social trust. This subsection identifies 
areas where regulatory clarification and policy development are ur
gently required, particularly in relation to provider responsibilities, 
transparency incentives, and legal responsibility across the AI value 
chain.

5.1.1. Clarification on provider status for modified GPAI models
The regulatory treatment of modified GPAI models requires clarifi

cation, particularly regarding new provider status and new models. A 
delegated act issued by the European Commission would constitute the 
most effective and authoritative mechanism to provide this clarification. 
Such a mandate could be included in an AI Act update, for example in 
the contemplated Omnibus regulations. If such an act is not feasible, 
then detailed guidance documents should be developed to ensure legal 
certainty and regulatory consistency; at the time of writing, they seem 
indeed to be forthcoming.

Going forward, a dual-track evaluation framework should be adop
ted to differentiate between varying degrees of model modification. This 
would allow proportionate regulatory obligations and reduce compli
ance burdens where appropriate. It would replace the current dichotomy 
between either qualifying entirely as a new provider, or not at all. We 
suggest the following intermediate obligations for customizers: 

• Track A (Substantial Modifications): Entities that introduce sub
stantial modifications to GPAI models must conduct proportionate 
ex-ante risk evaluations. These evaluations must assess whether the 
changes significantly alter the model’s risk profile in ways that could 
affect public safety, fundamental rights, or systemic stability.

• Track B (Minor Modifications): Minor technical or functional 
changes may proceed without pre-market model testing. Instead, 
these cases should require internal consequence analysis (essentially 
covered by the CCS test), documentation, and adherence to appli
cable tort law norms. Civil liability principles must be adequately 
enforceable to provide redress in the event of harm, which speaks in 
favour of resurrecting the AI Liability Directive (Hacker, 2024; [67]).

To determine whether a modification qualifies as substantial or 
minor, the CCS test developed above can be used. The novelty vis-á-vis 
the current rules then lies in the legal consequence, which would lie 
between the full GPAI obligations currently facing new model providers 
as one extreme, and the lack of any model-related obligations for 
insubstantial modifications as the other.

5.1.2. Voluntary model reference repository
A central pillar of federated compliance is the capacity to reference 

the base FM when assessing the origin of a system’s behaviour. This 
principle underlines the importance of establishing a reference database 
to house original, unmodified versions of GPAI models. While current 

Table 2 
Summary of GPAI model modifications under the AI Act and the PLD.

Modification 
Type

Classification Provider (AI Act) 
and Manufacturer 
Status (PLD)

Reasoning

System Prompt 
Changes

Generally 
insubstantial

No (unless major 
risk)

Does not alter 
architecture or 
intended purpose. 
May trigger provider 
status only if prompt 
introduces high-risk 
behaviour (e.g., hate 
speech).

CustomGPTs Generally 
insubstantial

No (unless major 
risk)

Same as system 
prompts; 
customization does 
not change weights. 
Provider status only if 
consequence scanning 
reveals elevated risk.

RAG with general 
data sources

Generally 
insubstantial

No Retrieval-based 
enhancement without 
changes to core 
model. Behaviour not 
substantially altered.

RAG with 
Sensitive 
Sources (e.g., 
nuclear safety 
data)

Possibly 
Substantial

Yes, if major risk 
detected

While technically a 
non-architectural 
modification, 
consequence scanning 
may reveal high risk 
due to source 
sensitivity.

Fine-Tuning with 
Minor 
Adjustments

Generally 
insubstantial

No (unless major 
risk)

Slight parameter 
changes with limited 
data. However, 
provider status if 
consequence scanning 
shows emergent 
misalignment or 
increased risk.

Fine-Tuning with 
Biased or Risky 
Data

Substantial Yes Even with limited 
compute, fine-tuning 
can lead to new risk 
profile. Qualitative 
change in behaviour 
justifies provider 
status.

Fine-Tuning with 
Substantial 
Changes

Substantial Yes Large-scale retraining 
with broad effect on 
behaviour or 
performance. Provider 
status also applies if 1/ 
3 FLOP threshold is 
crossed.

RLHF / RLAIF Substantial Yes Updates model’s 
internal weights and 
alters value 
alignment. Typically 
exceeds behavioural 
threshold for 
substantial 
modification.

Jailbreaking via 
parameter 
manipulation

Substantial Yes Alters internal 
safeguards or filters, 
directly affecting 
compliance and 
safety. Provider status 
applies absent 
compelling risk 
mitigation.

Distillation New Model Yes Though modelled on 
an existing system, 
student model may 
diverge in behaviour 
or performance. 
Treated as new model 
due to new risk profile  

Table 2 (continued )

Modification 
Type 

Classification Provider (AI Act) 
and Manufacturer 
Status (PLD) 

Reasoning

and large novel 
training run.

Development of 
novel 
architectures

New Model Yes New structure and/or 
learning paradigm; 
not derived from an 
existing system. Full 
provider obligations 
apply.
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regulatory frameworks–such as Article 71 of the EU AI Act–only 
mandate registries for high-risk AI systems and include merely metadata, 
there is a strong case for extending this framework. Specifically, we 
propose the creation of a voluntary reference repository for GPAI pro
viders to submit reference versions of their models. Technically, this is 
feasible: although uploading training datasets remains impractical due 
to size and sensitivity, uploading model artefacts–ranging from giga
bytes to terabytes depending on precision (e.g., FP32, FP16, INT8)–is 
well within reach. Such a reference repository would simplify the 
attribution of responsibility in the event of harmful or unlawful AI 
behaviour by enabling a straightforward benchmark: does the original, 
unmodified model exhibit the same fault?

From a compliance standpoint, the repository would serve as an 
evidentiary safeguard for providers. In the absence of a registered, 
original reference model, a civil liability presumption (concerning 
product defect under the PLD and fault under national tort law) could be 
made against the original FM provider–placing the burden on the FM 
provider to demonstrate that the base model does not produce the 
incriminating output. We would imagine such a presumption to require 
a novel statutory basis: in EU law for the PLD, and in a harmonizing EU 
act or in national laws for national tort laws. In the absence of such as 
statutory presumption, it seems unlikely that courts would derive such 
presumption from the mere existence of a voluntary repository. Impor
tantly, such a presumption would not constitute a de facto mandate to 
disclose the full model. Providers could rebut liability by offering suf
ficient verifiable documentation, or by presenting evidence to a neutral 
third party under non-disclosure arrangements, which would preserve 
trade secrets and intellectual property.

Extending this model, a complementary voluntary registry for en
tities that modify GPAI systems should also be encouraged. This sec
ondary registry would record the core features of modified models, 
enhancing transparency, traceability, and accountability. Participation 
would signal a commitment to responsible AI practices, promote peer 
learning, and enable the sharing of safety-relevant data across stake
holders. Hopefully, these registries would foster a culture of openness 
while acknowledging the need to protect some proprietary tech
nologies–ultimately advancing a more trustworthy and governable AI 
ecosystem.

5.1.3. Towards a legal regime for AI intermediaries
More generally, the emergence of AI intermediaries–such as model 

customizers, hosting providers, and application-layer devel
opers–demands the articulation of a coherent legal framework that re
flects their distinct roles in the AI value chain and infrastructure stack. A 
structured approach must recognize the triangle of legal regimes 
requiring revision or expansion: AI-specific obligations, platform re
sponsibilities, and criminal liability in cases of severe abuse.

First, AI-specific duties must apply to entities that customize or fine- 
tune GPAI models. As discussed above, these actors must be treated as 
specific entities under the AI Act with specific duties, different from but 
similar to those of providers, when modifications materially influence 
the model’s risk profile. This classification entails compliance with 
relevant pre-market assessments, documentation, and post-market 
monitoring obligations.

Second, intermediary liability and platform governance duties, 
similar to those established under the Digital Services Act (DSA), should 
be extended to AI hosting services and application providers [112]. 
These entities must ensure a reasonable degree of safe deployment, use, 
and accessibility of AI systems. Duties may include certain content 
moderation obligations, transparency reporting, and mechanisms for 
flagging and mitigating harm, especially where outputs are widely 
distributed or user-generated (see, e.g., [4,5]).

Third, criminal liability must be updated and enforceable against all 
actors–regardless of their position in the supply chain–when their sys
tems are used to commit serious offenses and they have violated duties 
considered fundamental enough to be sanctioned by criminal law. This 

includes, but is not limited to, the production or distribution of non- 
consensual intimate imagery (NCII) [113], child sexual abuse material 
generated through image models [30,114,115], or fraud committed via 
AI-generated content [116]. In this context, national criminal laws must 
be updated to ensure they apply effectively in AI-mediated environ
ments [117].

A fuller articulation of these three complementary legal layers would 
close critical regulatory gaps across what Michael Veale and Robert 
Gorwa call the regulation of the “AI Stack”,11 distribute responsibility 
appropriately across the ecosystem, and provide clear avenues both for 
compliance and for redress in cases of harm.

5.2. Managerial implications

A range of practical challenges remain regarding how organizations 
should assess their legal obligations, particularly in relation to the extent 
of modifications made to foundational AI models, and subsequently how 
compliance protocols and procedures should be structured and imple
mented. Technical standards currently being developed by JTC21 of 
CEN–CENELEC offer a potential pathway, as Articles 40(1) and 55(4) of 
the AI Act provide organizations the possibility of claiming a “pre
sumption of conformity” by adhering to these standards. Nonetheless, 
there are significant limitations associated with these emerging stan
dards, as highlighted by Kilian et al. [118]. They are substantially 
delayed and not expected to be finalized until mid- to end of 2026 at the 
earliest, exhibit an overrepresentation of large technology firms that 
may limit their applicability to small and medium-sized enterprises 
(SMEs) and sectors not specializing in AI, and often lack sufficient 
specificity. Given the absence of robust and applicable standards, we 
propose the following actionable approach.

5.2.1. Structured risk assessment using FMEA and consequence scanning
Organizations should consistently apply Failure Mode and Effects 

Analysis (FMEA) as a structured methodology to evaluate potential risks 
associated with AI systems. Consequence scanning, which systemati
cally examines impacts on all stakeholders, provides an effective 
approach to operationalizing FMEA. Such comprehensive stakeholder- 
focused evaluation is essential for thorough risk assessment and 
mitigation.

5.2.2. Implementation of state-of-the-art protocols
Organizations should adopt best practices and adhere to state-of-the- 

art methods relevant at the time of testing and release. Compliance with 
Article 8 of the AI Act, which mandates adherence to “generally 
acknowledged state-of-the-art” methods for high-risk AI systems, is 
strongly supported by such practices. Recital 64 further emphasizes this 
requirement. Article 9(3) suggests that risk mitigation must align with 
current best practices and generally recognized technological standards 
(see also Recital 65). Additionally, Article 50(2) specifies labelling re
quirements for synthetic content, explicitly referring to technological 
and market developments (Recital 133). Furthermore, evaluations 
under Article 55(1)(a) stipulate that standardized, state-of-the-art 
testing protocols be used. While SMEs enjoy reduced obligations, uni
versally, aligning with best practices substantially supports overall 
regulatory compliance.

Such adherence provides three significant legal advantages. Under 
Article 55(4) of the AI Act, adherence may confer a “presumption of 
conformity,” simplifying regulatory compliance. In the context of tort 
law, following established codes may demonstrate “reasonable care.” In 
product liability, it indicates that no superior, reasonable alternative 
design was available. This makes a breach of duty (tort) and a product 

11 See, e.g., https://quello.msu.edu/event/full-stack-ai-governance-with-r 
obert-gorwa-wzb-berlin-social-science-center-and-michael-veale-university- 
college-london/.
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design defect (product liability) unlikely.

5.2.3. Comprehensive documentation and audit trails
Organizations should maintain thorough documentation to mitigate 

risks associated with the reversed burden of proof concerning defects in 
machine learning models and systems under the Product Liability 
Directive [87,89]. Creating and managing a comprehensive AI inventory 
and maintaining an audit trail through governance platforms ensures 
that evidence of responsible compliance practices is preserved and may 
protect organizations in potential liability cases.

5.2.4. Federated compliance and comparative testing
As stressed throughout this paper, compliance for modified general- 

purpose AI systems benefits from a federated approach involving mul
tiple actors across the value chain. This comprises conducting systematic 
comparative testing: initially testing the original foundation model, 
repeating the same tests on the modified model, and then analysing any 
differences identified. Effective federated compliance thus relies on 
active collaboration and information sharing with the original GPAI 
model providers, or at least on access to the original, unmodified model. 
Notably, this approach scales efficiently, maintaining a consistent 
testing architecture regardless of the number of participants involved 
(Fig. 4).

5.2.5. Examples
Consider the fourth scenario mentioned in the introduction, in which 

a chatbot is derived from a foundation model to assess car insurance 
eligibility. If the discriminatory outcomes are present in the original, 
unmodified model, then the provider of that original model is ultimately 
responsible. If, however, the discriminatory output only surfaces in the 
modified model(s), the problem must be in the fine-tuning data set, and 
responsibility lies with the modifying entity. This is of crucial impor
tance for the internal redress between modifier and original provider.

Typically, the test also applies with respect to liability and obliga
tions vis-à-vis third parties. For example, in the first, second, and third 
scenario contemplated in the introduction (“hallucinations” due to fine- 
tuning; harmful advice due to misaligned RLHF; harm to workers due to 
outdated RAG database), the original provider of the foundation model 
did not violate the AI Act (with respect to the specific problem 
mentioned) and is not liable to the injured parties under the PLD or tort 
law as the original provider did not breach any duty of care or put a 
defective model onto the market.12

The discrimination case is more difficult as liability is strict in non- 
discrimination law. However, non-discrimination law does not provide 
any explicit guidance on who should be liable in an AI value chain–
which does not come as a surprise since the European directives date to 
the 2000′s, when algorithmic discrimination was not high on the legis
lators’ minds. As one of the authors of this paper has argued, the 
structure and purpose of non-discrimination law likely dictates that, 
typically, both the provider and the deployer of an unmodified model 
are liable if that unmodified model delivers discriminatory output 
[anonymized]. However, in our view, the chain of attribution is broken 
if the original model is substantially modified. Ultimately, it cannot be 
the case that all entities who causally contributed to the discriminatory 
modified model, up to the electricity provider, are liable under non- 
discrimination law. Hence, it makes sense to demand that, in case of 
model modifications, the provider of the original model is only liable if 
the original model produces the same or highly similar discriminatory 
output as the modified one. In these cases, the original provider is jointly 
and severally liable with the customizing entity and the deployer, just 
like the original provider with the deployer in the case of unmodified 
models (external liability allocation). However, deployer and custom
izing entity can fully claw back from the original provider any damages 
they may have had to pay to the injured party (internal liability 
allocation).

5.2.6. Reduced mandates for low-risk GPAI and SME providers
We acknowledge that the comprehensive compliance approach 

outlined above demands significant technical expertise and resources, 
potentially limiting its accessibility primarily to larger organizations. 
This extensive requirement could indeed be prohibitive for smaller en
tities. However, SMEs that primarily customize off-the-shelf AI models 
can adopt a streamlined version of this approach by focusing on 
consequence scanning, adherence to established codes of conduct, and 
documentation via templates. While SMEs benefit from reduced regu
latory obligations under the AI Act, it is critical to emphasize that their 
liability under product liability and tort laws remains generally unaf
fected by organizational size. Consequently, and rightly, SMEs must still 
diligently manage liability risks associated with deploying unmodified 
and customized AI systems.

6. Conclusion

Our analysis highlights two critical findings that shape the approach 
to compliance and liability concerning general-purpose AI systems.

First, effective compliance management for GPAI must adopt a 
federated approach. Due to the inherently distributed nature of GPAI 
development and deployment, responsibility for compliance should not 

Fig. 4. A scalable federated compliance regime.

12 This assumes that the original provider does not have any control over the 
modified model anymore ad instructed the users adequately.
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be centralized but rather shared across multiple actors within the value 
chain. Importantly, the specific regulatory responsibilities and mandates 
for each actor depend significantly on the extent and nature of the 
customization applied to the foundational model. To determine whether 
an organization becomes a provider under the AI Act, we suggest the 
CCS test, which combines the bright red line of a Compute threshold 
with the moderate burden of functional risk analysis via Consequence 
Scanning.

Second, we emphasize that compliance with AI-specific regulations, 
such as the AI Act, should not be considered in isolation from broader 
product liability considerations. Regulatory compliance and liability 
risk are deeply interconnected. While regulatory frameworks primarily 
focus on the nature and extent of customization to define compliance 
responsibilities, liability frameworks emphasize the actual consequences 
and risks posed to stakeholders. In practical terms, organizations must 
concurrently assess their regulatory status (such as provider obligations 
under the AI Act) alongside their broader liability exposure resulting 
from the real-world impacts of deployed AI systems.

We thus argue that organizations should leverage tools such as 
voluntary codes of practice and rigorous state-of-the-art testing, as these 
can provide crucial legal protections and significantly mitigate liability 
risks. Recognizing the intertwined nature of regulatory and liability 
frameworks is essential to effectively managing the complexities 
inherent in deploying customized general-purpose AI systems.
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