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Abstract. Java PathFinder (JPF) and PRISM are the most popular
model checkers for Java code and systems that exhibit random behaviour,
respectively. Our tools make it possible to use JPF and PRISM together.
For the first time, probabilistic properties of randomized algorithms im-
plemented in a modern programming language can be checked. Further-
more, our tools are accompanied by a large collection of randomized
algorithms that we implemented in Java. From those Java applications
and with the help of our tools, we have generated the largest collection
of realistic labelled (discrete time) Markov chains.
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1 Introduction

Java PathFinder (JPF) is the most popular model checker for Java code. It
takes as input Java bytecode and a configuration file. The latter includes which
properties to check. As output, JPF produces a report that tells us, among
other things, whether any of those properties have been violated. PRISM is
the most popular probabilistic model checker. As input, it takes a model of a
system that exhibits random behaviour. The model can be expressed in a simple
language, but also as a labelled Markov chain (LMC). Furthermore, it takes a
probabilistic property specified in a logic as input. PRISM checks, among other
things, whether the model satisfies the property.

The popularity of these model checkers is reflected by the facts that JPF
has been downloaded hundreds of times every month for almost two decades
and PRISM has been downloaded more than 75,000 times5. The papers that
describe JPF [77] and PRISM [48] have each been cited more than 1,800 times.

JPF is an explicit state model checker. It builds a model of the Java bytecode
on the fly. This model can be seen as a directed graph, which is known as the
state space. The vertices correspond to the states of JPF’s virtual machine and
the edges, also called transitions, represent sequences of bytecode instructions.

? Supported by the Natural Sciences and Engineering Research Council of Canada.
5 www.prismmodelchecker.org/download.php

https://www.prismmodelchecker.org/download.php
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We have developed two extensions of JPF, jpf-label and jpf-probabilistic, that
decorate the state space in orthogonal ways. jpf-label provides an easy way to
label the states. To capture simple known facts about the states of JPF’s virtual
machine, jpf-label decorates those states with a set of atomic propositions. Our
extension supports a range of atomic propositions. For example, it allows us
to identify those states that are initial or final, those states in which a specific
boolean static field is true, those states in which a specific method returns, etc.
These atomic propositions may be used to express properties of the code. Such
properties can be formalized in logics such as linear temporal logic (LTL) [60]
and computation tree logic (CTL) [13].

Our extension jpf-probabilistic assigns probabilities to the transitions. Those
probabilities reflect the random choices in the Java code. To make it easy for
programmers to express those in Java and for our extension to detect them, we
have introduced three Java classes. The class Choice contains the method make

which takes an array of doubles, say p, as argument. If
∑

0≤i<p.length p[i] = 1.0
then the method invocation Choice.make(p) returns i, where 0 ≤ i < p.length,
with probability p[i]. For convenience, we also introduced the class Coin with
the method flip. Furthermore, the method invocation UniformChoice.make(n)
returns i, where 0 ≤ i < n, with probability 1

n . By adding probabilities to the
transitions, we turn the state space into a (discrete time) Markov chain (DTMC).

By default, JPF uses depth-first search (DFS) to traverse the state space. It
also supports breadth-first search (BFS). jpf-probabilistic contains several search
strategies that take the probabilities into account. In particular, it supports
probability-first search [80], random search [80], softmax search [74], and ε-greedy
search [74]. The latter two are inspired by reinforcement learning [73]. We discuss
these new search strategies in more detail in Section 3. As we will see in Section 6,
they are much more effective than DFS when model checking randomized Java
code.

Our extensions jpf-label and jpf-probabilistic together with a converter allow
us to use JPF and PRISM in tandem. Given a randomized algorithm imple-
mented in Java and a configuration file, JPF with the help of jpf-label and
jpf-probabilistic produces an LMC, that is, a Markov chain the states of which
are labelled with atomic propositions. This chain can be graphically represented
as a directed graph where the edges are labelled with probabilities and the ver-
tices are coloured (where colours represent atomic propositions), and it can also
be converted into a very similar LMC that can be fed into PRISM together with
a probabilistic property. This provides the first model checking tool, depicted
in Figure 1, that can check probabilistic properties of randomized algorithms
implemented in a modern programming language.

Instead of using our tool, one could try to model randomized algorithms in
PRISM’s input language. However, numerous details of some algorithms cannot
easily be handled directly by PRISM. Consider, for example, Frieze’s randomized
algorithm to find a Hamiltonian cycle in an undirected graph [24]. The algorithm
uses lists which are rotated and reversed. Furthermore, the probabilities associ-
ated with the choices in the algorithm depend on the size of the lists and can



Probabilistic Model Checking of Randomized Java Code 3

Java code

javac

Java bytecode configuration

JPFjpf-label jpf-probabilistic

labelled Markov chaincoloured graph

converter

labelled Markov chain property

PRISM

result

Fig. 1. The diagram provides an overview of the model checking tool. The ovals are
data and the rectangles are tools. The blue ovals are input. The green ovals are output.
The red rectangles are the parts that we developed.

be zero. Such features can easily be captured in Java but cannot be directly
captured in PRISM’s input language.

The Java implementations of sixty randomized algorithms are provided with
our extension jpf-probabilistic. To illustrate how our tool can be used, we present
three examples. In the first one, we consider the Miller-Rabin primality test
[56,63]. This is a Monte Carlo algorithm as it may incorrectly report with
small probability that the number provided as an argument is prime. This al-
gorithm has been implemented in the method isProbablePrime of the class
java.math.BigInteger. With our tool we can compute the probability of this
algorithm erroneously reporting that a number is prime. We have applied our
tool to several other Monte Carlo algorithms as well.

In the second example, we consider a variation of an algorithm due to Floyd
and Rivest [21]. This is a Las Vegas algorithm as it always returns the correct re-
sult, however, the running time may vary. The algorithm selects the ith smallest
of n numbers. Hence, it can be used to determine the median, which is an im-
portant clustering statistic (see, for example, [79]). Some steps of the algorithm
may fail with small probability. If that happens, those steps need to be repeated.
As a result, this algorithm gives rise to an infinite state space. Hence, JPF will
eventually run out of memory when model checking a Java implementation of
this algorithm. However, as we will show, with our tool we can compute the
probability that the part of the state space that has not been fully explored by
JPF is reached when the code is run. This provides us with a lower bound on the
confidence in the verification results of JPF. For example, if JPF does not de-
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tect any uncaught exceptions and the probability of the unexplored state space
is 0.01, then it is guaranteed that an uncaught exception does not occur with at
least probability 0.99. We have considered several other randomized algorithms
that give rise to very large or infinite state spaces.

In the third example, we show that our tool can compute other quantita-
tive properties of randomized algorithms implemented in Java. For example,
we demonstrate that the probability that a randomly generated graph [18] is
connected can be obtained by means of our tool.

As these examples will demonstrate, not only can PRISM provide quantita-
tive information that enriches the qualitative verification results of JPF. PRISM
can also turn a JPF out of memory error into valuable quantitative information
about JPF’s seemingly failed verification effort. Our extensions of JPF, jpf-label
and jpf-probabilistic, as well as our converter are essential in both cases.

2 jpf-label

As we already mentioned, to express properties of Java code in terms of logics
such as LTL and CTL, we need a way to specify atomic propositions and to
label those states that satisfy them. For example, we may want to label the final
states or those states in which a specific static boolean field is true. Currently,
there is no model checker for Java code that labels states.

In the past, several extensions of JPF, all named jpf-ltl, have been developed
that supported the checking of properties expressed in LTL.6 None of these
extensions is compatible with the latest version of JPF. In [14], Cuong and Cheng
describe a tool that given a property expressed in LTL generates an extension of
JPF that checks the property. Unfortunately, an implementation of such a tool
is not available [12].

In the literature, the following categories of atomic propositions in the context
of Java code are distinguished:

– static boolean fields and local boolean variables (jpf-ltl),

– boolean expressions built from static integer fields and local integer variables
(jpf-ltl and [39]),

– method invocations (jpf-ltl and [14,39,72]),

– method returns and the values returned ([5,39]),

– thrown exceptions and the exception types ([39]), and

– AspectJ pointcuts ([72]).

Note that, apart from jpf-ltl and [14], all the above references describe verification
tools that are not model checkers.

6 Only one version of jpf-ltl is still available. This version is based on the algorithms
described in [27] and can be found at the URL code.google.com/archive/p/jpf-
ltl/source. Most of the code is more than 15 years old. JPF has changed a lot in the
last 15 years, thus, this extension is incompatible with the current version of JPF.

https://code.google.com/archive/p/jpf-ltl/source
https://code.google.com/archive/p/jpf-ltl/source
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Our extension jpf-label7 implements the following 12 different ways to label
states, including instances of all the above mentioned categories apart from the
last one.

– Initial: labels the initial state.
– End: labels the final states, also known as end states in JPF.
– BooleanStaticField: labels states with the value of a static boolean field.
– IntegerStaticField: labels states with the value of a static integer field.
– BooleanLocalVariable: labels states with the value of a local boolean vari-

able.
– IntegerLocalVariable: labels states with the value of a local integer vari-

able.
– InvokedMethod: labels those states in which a method is invoked.
– ReturnedBooleanMethod: labels those states in which a method has returned

with the boolean return value.
– ReturnedIntegerMethod: labels those states in which a method has returned

with the integer return value.
– ReturnedVoidMethod: labels those states in which a void method has re-

turned.
– SynchronizedStaticMethod: labels those states in which a synchronized

static method acquires or has released the lock.
– ThrownException: labels those states in which an exception has been

thrown.

The field, variable, method, or exception of interest is specified in the JPF con-
figuration file. Our tool also allows users to easily implement their own state
labelling by simply extending an abstract class containing only five methods.

Any code that JPF can handle, can also be handled by jpf-label. When we run
JPF extended with jpf-label on Java code, it can generate a file that contains
the state labelling. An example is provided in Figure 2. Furthermore, it can
also produce a graphical representation of the labelled state space as a coloured
directed graph, an example of which can be seen in Figure 9. The probabilities
on the edges of this figure are produced by the extension jpf-probabilistic which
we discuss in detail in the next section.

Our extension jpf-label consists of 2,693 lines of Java code. More details about
the design and implementation of jpf-label can be found in [19].

3 jpf-probabilistic

Our extension jpf-probabilistic8 decorates the transitions of the state space with
probabilities, turning the state space into a DTMC. jpf-probabilistic can handle
any Java code that can be model checked by JPF, which contains randomness,
but does not contain any other sources of nondeterminism, such as concurrency.

7 jpf-label is available at github.com/javapathfinder/jpf-label.
8 jpf-probabilistic is available at github.com/javapathfinder/jpf-probabilistic.

https://github.com/javapathfinder/jpf-label
https://github.com/javapathfinder/jpf-probabilistic
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1 0="init" 1="true__PrimalityTest_isPrime__II__Z" 2="end"

↪→ 3="false__PrimalityTest_isPrime__II__Z"

2 -1: 0

3 2: 1

4 3: 2

5 4: 3

6 5: 2

7 6: 1

Fig. 2. The file PrimalityTest.lab contains the state labelling produced by JPF ex-
tended with our jpf-label from the Java app PrimalityTest. Line 1 lists the labels
and their indices. The remaining lines provide the labelling for those states that have
labels. For example, line 4 specifies that state 3 is labelled "end", that is, it is a final
state.

When we run JPF extended with jpf-probabilistic on randomized Java code,
we can generate a file that contains the Markov chain corresponding to the
code. An example can be found in Figure 3. When using both jpf-label and
jpf-probabilistic, JPF can produce a graphical representation of the LMC as a
directed graph where the vertices are coloured and the edges are labelled with
probabilities (see Figure 9).

1 788962 1347606

2 -1 0 1.000000

3 0 1 0.200000

4 0 2 0.200000

5 0 3 0.200000

6 ...

Fig. 3. The file LazySelect.tra contains the Markov chain produced by JPF extended
with our jpf-probabilistic from the Java app LazySelect. The first line specifies the
number of states and the number of transitions. The transitions and their probabilities
are described in the remaining lines. Here we only show four transitions. Each transition
is captured by its source state, its target state, and its probability. For example, line 5
specifies the transition from state 0 to state 3 with probability 0.200000.

By default, JPF uses depth-first search to traverse the state space. It also sup-
ports breadth-first search. Since our extension jpf-probabilitic associates proba-
bilities with the transitions, these probabilities can be used to drive the search
of the state space. Our extension provides four such search strategies.

Probability-first search (PFS), which was introduced by Zhang in [80], uses
the probabilities of the transitions to select the next state to explore. In partic-
ular, it always chooses a state whose path along which it is discovered has the
highest probability.
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Random search (RS) [80] randomly selects a state among the states that
have been discovered, but that have not yet been fully explored. The chance of
choosing a state is proportional to the probability of the path along which the
state has been discovered. Let us make that precise. Assume that {s0, . . . , sn} is
the set of states that have been discovered but their outgoing transitions have
not all been explored yet. Then RS chooses state sj with probability

p(sj)∑
0≤i≤n p(si)

,

where p(si) is the probability of the path along which si is discovered.
In [74], Tang introduced two search strategies inspired by reinforcement learn-

ing [73]. The softmax search (SMS) selects the next state according to a Gibbs
distribution. Assume again that {s0, . . . , sn} is the set of states that have been
discovered but not yet fully explored. Then SMS chooses state sj with probabil-
ity

ep(sj)/τ∑
0≤i≤n e

p(si)/τ
,

where p(si) is the probability of the path along which si is discovered and the
constant τ is called the temperature. This constant should be a positive real
number. The ε-greedy search (EGS) relies on a parameter ε ∈ (0, 1). It combines
RS and PFS in such a way that with probability 1− ε it behaves like PFS and
with probability ε it behaves like RS. These different search strategies often visit
the states in a different order and, as a result, may visit different parts of the
state space and, hence, detect bugs in different parts of the code (see Section 6).

An earlier version of jpf-probabilistic has been discussed in [81]. Since then,
a lot has changed. For example, the search strategies SMS and EGS have been
added and the search strategies PFS and RS have been implemented more effi-
ciently. Also, the ability of jpf-probabilistic to generate a file that contains the
Markov chain and to produce a graphical representation of the LMC are both
new. Furthermore, numerous examples have been added (see Appendix A). The
current version of jpf-probabilistic contains 14,224 lines of Java code. Only 996
lines of Java code of the original version of jpf-probabilistic have remained and
the other 573 lines of Java code have been deleted or replaced.

4 Our Converter

The format of the transition and labelling files generated by JPF differs slightly
from PRISM’s input format. Whereas JPF numbers its states starting from -1,
PRISM starts at zero. JPF may produce multiple transitions between a given
pair of states, while PRISM allows at most one transition between any pair of
states. Furthermore, in PRISM a label may only consist of letters, digits and
the underscore character, and it can neither begin with a digit nor contain any
whitespace. Additionally, a label should not be a reserved keyword in PRISM.
PRISM also requires that the initial states of the model are labelled as such.
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Therefore, we have implemented a simple converter, named JPFtoPRISM, that
renumbers the states in the transition and label files. The converter also checks
if all labels satisfy the above mentioned restrictions. Furthermore, if the initial
state of the model is not labelled, the converter adds the label "init" to the
initial state. If JPF has produced multiple transitions from a given source state
to a given target state, then the converter collapses those transitions into a
single transition between the source and target state by adding up the transition
probabilities. Moreover, if the probabilities of the outgoing transitions of each
state do not sum to one, the converter adds a labelled sink state for the remaining
probability. This ensures that if JPF has not traversed the state space completely,
for example, because it ran out of memory, then the resulting LMC’s transition
matrix is a right stochastic matrix, preventing a deadlock warning in PRISM.

We expand the explanation of the translation done by the converter
JPFtoPRISM through a small example. Consider the labelled Markov chain rep-
resented by the labelling file shown in Figure 4 and the transition file shown in
Figure 5.

1 0="end"

2 2: 0

Fig. 4. Line 1 lists the labels and their indices. In this case, there is only one label,
namely "end", with index 0. Line 2 specifies that state 2 is labelled "end", that is, it
is a final state.

1 4 5

2 -1 0 1.0

3 0 1 0.25

4 0 1 0.25

5 0 2 0.25

6 2 2 1.0

Fig. 5. The first line specifies that there are four states and five transitions. The five
transitions and their probabilities are described in the remaining lines. Each transition
is captured by its source state, its target state, and its probability.

Using our converter, the LMC described above is transformed into an LMC
in PRISM’s format, represented by the labelling file shown in Figure 6 and the
transition file shown in Figure 7. The converter renumbers the states such that
the numbering begins at 0. Since the initial state of the model is not labelled, the
converter adds the label "init" to the initial state. The converter also collapses
multiple transitions from a given source state to a given target state into a single
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transition by adding up the transition probabilities. Finally, the converter adds a
sink state for the remaining probability of those states of which the probabilities
of their outgoing transitions do not sum to one.

1 0="end" 1="init" 2="sink"

2 0: 1

3 3: 0

4 4: 2

Fig. 6. Line 1 lists the labels and their indices. Two labels have been added, namely
"init" and "sink", to label the initial state 0 and sink state 4, respectively. The states
have been renumbered. Note that line 3 specifies that the final state is now state 3.

1 5 7

2 0 1 1.000000

3 1 2 0.500000

4 1 3 0.250000

5 1 4 0.250000

6 2 4 1.000000

7 3 3 1.000000

8 4 4 1.000000

Fig. 7. The first line specifies that there are five states and seven transitions. The
states have been renumbered. The two transitions from state 0 to state 1 in Figure 5
have been combined into one transition from state 1 to state 2. Transitions to the sink
state, state 4, have been added from those states that have not yet been fully explored
(state 1 and 2 in the transformed system). Note that the sink state transitions to itself
with probability 1.0.

5 Monte Carlo Algorithms

Monte Carlo algorithms are randomized algorithms that may produce incorrect
results with a small probability. As we will show, JPF and our extensions jpf-
label and jpf-probabilistic together with our converter and PRISM can compute
the probability that a Monte Carlo algorithm implemented in Java gets it wrong.

Numerous of the algorithms listed in Appendix A are Monte Carlo algo-
rithms, including the primality tests due to (1) Fermat [55], (2) Lucas, (3) Miller
and Rabin [56,63], and (4) Solovay and Strassen [70]. These algorithms deter-
mine whether a number given as input is prime. The algorithms may erroneously
report that the input number is prime. As most Monte Carlo algorithms, the
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algorithms contain a main loop. The more iterations of this loop, also known
as trials, are executed, the lower the probability that the algorithms return an
incorrect result.

We have implemented the Miller-Rabin primality test in Java in a class called
MillerRabinPrimalityTest, abbreviated to PrimalityTest below. The ran-
domization in the code is captured by jpf-probabilistic’s UniformChoice.make

method. We configure JPF as specified in Figure 8. Running JPF with this con-
figuration file results in the creation of the file named PrimalityTest.dot in
DOT format. The resulting coloured graph is depicted in Figure 9.

1 target = PrimalityTest

2 target.args = 9,2

3 classpath = <directory containing PrimalityTest.class>

4

5 @using jpf-label

6 label.class = label.Initial; label.End; label.ReturnedBooleanMethod

7 label.ReturnedBooleanMethod.method = PrimalityTest.isPrime(int,int)

8

9 @using jpf-probabilistic

10 listener = probabilistic.listener.StateSpaceDot,

↪→ probabilistic.listener.StateLabelVisitor

11 probabilistic.listener.StateSpaceDot.precision = 3

Fig. 8. This JPF configuration file specifies that the Java app named PrimalityTest

with the command line arguments 9 (the number to be tested for primality) and 2

(the number of trials) is to be model checked by JPF. The classpath tells JPF where
to find the bytecode of the app (alike an ordinary Java virtual machine’s classpath).
Line 5 and 8 specify that our extensions jpf-label and jpf-probabilistic are used. Line 6
specifies that the initial state and the final states (also known as end states in JPF)
should be labelled, as well as those states in which the method isPrime and the class
PrimalityTest that takes two ints as arguments (as specified in line 7) returns. Finally,
line 10 specifies that JPF should generate a graphical representation of the state space
(which forms an LMC) and line 11 captures that the probabilities of the transitions
should be depicted with three digits precision.

The Miller-Rabin primality test is correct when a prime number is provided
as input. We compute the probability that the algorithm returns the wrong
result when a composite number is provided as input. We first run JPF as de-
scribed above, but using this time probabilistic.listener.StateSpaceText

and label.StateLabelText in line 10 of Figure 8 instead. As a result, JPF cre-
ates the file PrimalityTest.tra that contains the transitions and their probabil-
ities, and the file PrimalityTest.lab that contains the state labelling. Together
they specify an LMC. The label "true__PrimalityTest_isPrime__II__Z", ab-
breviated below as "incorrect", captures that the method isPrime of the class
PrimalityTest, which takes two arguments of type int and returns a value of
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Fig. 9. This coloured graph has been generated by JPF extended with jpf-label and
jpf-probabilistic. It represents the state space for the Miller-Rabin primality test run
for two trials for the input number 9. The initial state (state -1) and the final states
(states 3 and 5) are labelled, as well as those states in which the static method that
determines whether the number is prime returns true (states 2 and 6) and false (state 4).

type boolean, returns the value true. This label captures the scenario in which
the method returns true but the input is not a prime. Note that we use name
mangling similar to that used in the Java native interface [51].

Subsequently, we use our converter to transform the LMC into PRISM’s
format. Finally, we use PRISM to compute for this LMC the property
P=? [ F "incorrect" ]. That is, PRISM computes the probability that the
LTL property F "incorrect" holds. This property specifies that eventually a
state labelled "incorrect", that is, a state in which the method isPrime of the
class PrimalityTest returns true, is reached. PRISM returns the probability
0.0625, which corresponds to reaching either state 2 or state 6 in Figure 9.

6 Very Large and Infinite State Spaces

The size of the underlying LMC is often too large for JPF to explore entirely,
before running out of time or memory. In such a case, we can measure the amount
of progress made by JPF, using our extension jpf-probabilistic and our converter
together with PRISM, as we will show below.

The lazy select algorithm [21] selects the ith smallest of n numbers. Some
steps of the algorithm may fail with small probability. If that happens, those steps
need to be repeated. As a result, this algorithm gives rise to an infinite state
space. We implemented the algorithm in Java, again using jpf-probabilistic’s
UniformChoice.make method to capture randomization.

When we use JPF in combination with our extension jpf-probabilistic, to
model check the Java code to select the third smallest of five elements, JPF runs
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out of its 10 GB of memory after 2 minutes and 9 seconds. In that time, JPF visits
788,962 states and does not detect any violations of properties such as uncaught
exceptions. However, since JPF does not completely traverse the infinite state
space, its verification effort provides very little, if any, useful information.

By using PRISM in combination with JPF, we can extract useful quantitative
information from a seemingly failed verification effort. This is accomplished as
follows. Instead of letting JPF run out of memory, JPF can be configured so
that it stops just before running out of memory. Our extensions jpf-label and
jpf-probabilistic generate the LMC. Subsequently, this LMC is converted into
PRISM’s format by means of our JPFtoPRISM. Since not all states have been fully
explored, the converter also adds a sink state to the LMC as well as a transition
to this sink state from all states that have not been fully explored by JPF and also
labels the sink state. Finally, we use PRISM to determine the probability that the
sink state is eventually reached by computing the property P=? [ F "sink" ].
For the above mentioned LMC with 788,962 states, this property has a value
less than 0.00004. As a consequence, with more than probability 0.99996 only
fully explored states are reached. Hence, if we run the Java code then with at
least probability 0.99996 we will not encounter any violation of the properties
checked by JPF. This number represents the progress made by JPF [82].

JPF provides two search strategies: DFS and BFS. As mentioned in Sec-
tion 3, jpf-probabilistic provides a number of other search strategies that take
the probabilities into account. Since different search strategies may visit states
in different orders, they may make progress at different rates. As shown in Fig-
ure 10, this is indeed the case for the Java implementation of lazy select. Some of
the search strategies that take the probabilities into account make more progress
than BFS. DFS, JPF’s default search strategy, makes no progress for this par-
ticular example.

7 Other Quantitative Properties

In addition to determining the probability that a Monte Carlo algorithm re-
turns an incorrect result and the progress made by JPF on a large or infinite
state space, our tool can check a wide range of other quantitative properties of
randomized algorithms implemented in Java.

The Erdös-Rényi model [18] is a model for generating random graphs. In
this model, a graph with a given number of vertices is constructed by placing
an edge between each pair of vertices with a given probability, independent
from every other edge. We implemented a version of the algorithm to generate
random undirected graphs in Java in the class ErdosRenyiUndirectedModel.
We use jpf-probabilistic’s Choice.make method to express the random choices
in the code.

Assume that we would like to determine the probability that the graph gen-
erated by the algorithm is connected. We add a boolean method to our class,
called isConnected, that returns true if the graph is connected and false other-
wise. We run JPF with the configurations specified in Figure 11, which results
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Fig. 10. This graph depicts results of the model checking tool applied to the Java code
implementing lazy select that selects the third smallest of five elements. The x-axis
represents time in milliseconds. The y-axis represents the progress made by JPF. The
colours represent the different search strategies: • = depth-first search, • = breadth-
first search, • = ε-greedy search, • = probability-first search, • = random search,
• = softmax search. The graph on the left zooms in on the first 100 milliseconds. The
progress of depth-first search is zero and, therefore, coincides with the x-axis.

1 target = ErdosRenyiUndirectedModel

2 target.args = 5,0.6

3 classpath = <directory containing ErdosRenyiUndirectedModel.class>

4

5 @using jpf-label

6 label.class = label.ReturnedBooleanMethod

7 label.ReturnedBooleanMethod.method =

↪→ ErdosRenyiUndirectedModel.isConnected()

8

9 @using jpf-probabilistic

10 listener = probabilistic.listener.StateSpaceText,label.StateLabelText

Fig. 11. This JPF configuration file specifies that the Java app named
ErdosRenyiUndirectedModel with the command line arguments 5 (the number of ver-
tices in the graph) and 0.6 (the probability of adding an edge between two vertices)
is to be model checked by JPF. Line 5 and 8 specify that our extensions jpf-label and
jpf-probabilistic are used. Line 6 and 7 specify that those states in which the boolean
method isConnected in the class ErdosRenyiUndirectedModel returns should be la-
belled. Line 10 specifies that JPF should generate a textual representation of the state
space.

in the creation of a transition and labelling file that represent the underlying
LMC.

Using our converter JPFtoPRISM, we transform the LMC produced by
JPF into PRISM’s format. We then run PRISM to compute the property
P=? [ F "true__ErdosRenyiUndirectedModel_isConnected____Z" ], which
captures the probability that eventually a state is reached in which the boolean
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method isConnected of the class ErdosRenyiUndirectedModel returns true.
By varying the number of vertices in the random graph and the probability
of placing an edge between any two vertices, we construct the graph shown in
Figure 12.
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Fig. 12. This graph depicts results of the model checking tool applied to the Java code
implementing the Erdös-Rényi model. The x-axis represents the probability of adding
an edge between two vertices. The y-axis represents the probability that the generated
graph is connected. The colours represent the number of vertices in the generated
graph: • = 2, • = 3, • = 4, • = 5, • = 6, • = 7

8 Overhead

We monitored the memory and time usage of our tool on the examples presented
in Appendix A. In all cases we have observed so far, the overhead of jpf-label
and jpf-probabilistic is very limited.

Consider the algorithm to determine whether an integer array given as input
has a majority element [57]. The algorithm is a Monte Carlo algorithm and may
erroneously report that the given array does not have a majority element. The
algorithm contains a main loop. The more iterations of this loop, also known
as trials, are executed, the lower the probability that the algorithm returns an
incorrect result.

We have implemented this algorithm in Java in a class called
HasMajorityElement. We provide as input an integer array of size eleven. By
increasing the number of trials we can increase the size of the state space linearly.

The amounts of time (in seconds) used by JPF without and with jpf-label
and jpf-probabilistic are shown in Figure 13. jpf-probabilistic has virtually no
overhead and jpf-label increases the time used by JPF by a factor of approxi-
mately 1.2. The amounts of heap memory (in MB) used by JPF without and
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with jpf-label and jpf-probabilistic are shown in Figure 14. For both jpf-label
and jpf-probabilistic, the difference is only a few MB.

It should be mentioned that one can easily write a Java application for which
the memory overhead caused by jpf-label is arbitrarily large (for example, see
Figure 15). However, such a Java application, which has been designed specifi-
cally to cause jpf-label to create enormous amounts of extra states, one does not
encounter in practice.
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0
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Fig. 13. This graph depicts the time used by JPF applied to the Java code implement-
ing the majority element algorithm. The x-axis represents the number of iterations of
the main loop. The y-axis represents the amount of time in seconds. The colours repre-
sent the following configurations: • = JPF run without jpf-label and jpf-probabilistic,
• = JPF run with jpf-label, • = JPF run with jpf-probabilistic.
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Fig. 14. This graph depicts the memory usage of JPF applied to the Java code im-
plementing the majority element algorithm. The x-axis represents the number of it-
erations of the main loop. The y-axis represents the amount of heap memory in MB.
The colours represent the following configurations: • = JPF run without jpf-label and
jpf-probabilistic, • = JPF run with jpf-label, • = JPF run with jpf-probabilistic.
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1 public class Example {

2 public static boolean flip = true;

3 public static void main(String[] args) {

4 int n = Integer.parseInt(args[0]);

5 for (int i = 0; i < n; i++) {

6 flip = false;

7 flip = true;

8 }

9 }

10 }

Fig. 15. Running this example without jpf-label results in a single state. Running the
code with jpf-label, while labelling the states with the value of the field flip, and
passing the value n as command-line argument results in 2n+2 states. However, this is
not a realistic example.

9 Conclusion

Our extensions of JPF, jpf-label and jpf-probabilistic, expand the functionality
of the model checker. The former provides an easy way to the label the states
and the latter assigns probabilities to the transitions and introduces new search
strategies. Both extensions have been designed in such a way that they them-
selves can be easily extended.

Our extensions together with our converter JPFtoPRISM build a bridge be-
tween the model checkers JPF and PRISM. They allow us to use them in tandem.
For example, we now can check properties expressed in logics such as LTL [60]
and PCTL [31] of randomized Java code. Furthermore, we can use PRISM to
supplement JPF’s qualitative results with quantitative information.

To determine their performance, many probabilistic model checking algo-
rithms are run on randomly generated LMCs. Since these algorithms are ap-
plied in practice to LMCs that are far from random, there is a pressing need
for realistic LMCs. From the Java implementations of randomized algorithms
that accompany jpf-probabilistic we can generate a large collection of LMCs. It
almost doubles the number of available realistic LMCs in PRISM’s collection.
For all of these examples, the overhead of jpf-label and jpf-probabilistic is very
limited, as discussed in Section 8.

Our tool handles any Java (byte)code acceptable by JPF (currently JPF fully
supports Java 8 and most features of Java 11) that does not contain other forms
of nondeterminism, such as concurrency, because such Java (byte)code gives rise
to a probabilistic automaton [67] instead of a DTMC. Extending the tool so that
it can handle other forms of nondeterminism is left for future research.
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A Examples

Our extension jpf-probabilistic includes Java implementations of the following
randomized algorithms, all but two different from those provided by PRISM, on
which we have applied our tool. Most of the algorithms in our collection have
parameters.

1. AddingApproximateCounters: adds two approximate counters [38]
2. AntColonySystem: finds a near-optimal solution to the traveling salesman

problem [17]
3. ApproximateCardinality: estimates the cardinality of the union of the

given collection of sets [43]
4. ApproximateCounter: counts approximately a large number of events using

a small amount of memory [71]
5. ApproximateIntegral: (approximately) integrates a function [6]
6. ApproximatePI: approximates π
7. ApproximatePermanent: approximates the permanent of a 0-1 matrix [41]
8. BooleanProductWitnessMatrix: given two n × n boolean matrices A and
B, finds a witness matrix W for P = AB, such that each entry Wij is a
witness for Pij , if any, and 0 if there is no witness (a witness for Pij is an
index k ∈ {1, . . . , n} such that Aik ∧Bkj) [3]

9. ByzantineAgreement: processors, some of which may be faulty, come to an
agreement using the Byzantine agreement protocol [50]

10. DirectedReachability: randomly walks through a directed graph from a
source vertex in search for a target vertex [8]

11. ErdosRenyiDirectedModel: creates a random directed graph [18]
12. ErdosRenyiUndirectedModel: creates a random undirected graph [18]
13. FairBaisedCoin: makes a fair coin from a biased coin [78]
14. FermatPrimalityTest: determines if a number is prime using Fermat’s ap-

proach [55]
15. FisherYatesShuffle: generates a random permutation of the elements of a

list [20]
16. FreivaldsTechnique: verifies the result of a matrix multiplication [23]
17. GaleShapleyStableMarriage: verifies that the proposal algorithm solves

the stable marriage problem [25]
18. GameTree: evaluates a game tree [69]
19. GraphPartition: partitions the vertices of an undirected graph into two sets

so that at least half of the edges have one end point in the one set and one
end point in the other set [53]

20. GroupGenerator: finds a generator of the group Zp under multiplication [57]
21. HamiltonianCycle: finds a Hamiltonian cycle in an undirected graph [24]
22. HasMajorityElement: determines if an integer array has a majority element

[57]
23. HasPerfectMatching: determines if a bipartite graph has a perfect matching

[45]
24. HashTable: implements a hash table using a random hash function from a

2-universal hash family [11]
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25. HypergraphColouring: finds a 2-colouring for a hypergraph [54]
26. IndependentSet: finds an independent set from a graph [52]
27. KargersMinimumCut: finds the size of a minimum cut of a undirected graph

[57]
28. KnuthYaoDie: implements a die by means of a coin [47]
29. LatticeApproximation: given n× n-matrix of integers A and a n-vector of

reals p, finds a n-vector of reals q minimizing ‖A(p− q)‖∞ [57]
30. LazySelect: selects the kth-smallest element of a set [21]
31. LucasPrimalityTest: determines if a number is prime using the Lucas pri-

mality test
32. MajorityElement: finds the majority element in a list [26]
33. MatchingNutsAndBolts: rearranges a collections of nuts and bolts of differ-

ent widths such that matching nuts and bolts have the same index [2]
34. MillerRabinPrimalityTest: determines if a number is prime using the

Miller-Rabin primality test [56,63]
35. MinHash: estimates how similar two sets are by approximating the Jaccard

index between the two sets [10]
36. PerfectMatching: finds a perfect matching in a graph with at least one

perfect matching [58]
37. PollardsIntegerFactorization: finds a factor of an integer [61]
38. PolyasUrn: picks random balls out of an urn and replaces them by balls of

the same colour [37]
39. PolynomialIdentities: applies Frievald’s technique to the verification of

identities involving polynomials [23,83,66]
40. QuadraticResidue: finds the square roots of an integer in a field Zp [1]
41. Queens: attempts to place a queen on each row of an n×n chess board such

that no queen can attack another [6]
42. QuickSelect: finds the k-th smallest element from a collection [36]
43. QuickSort: sorts a list [35]
44. RabinKarpPatternMatching: finds the first occurrence (if any) of a given

pattern in a string [44]
45. RabinsFingerprint: verifies the equality of strings using fingerprints [64]
46. RandomizedBinarySearch: a Las Vegas randomized binary search algorithm
47. RandomizedLoadBalancing: balances the load among servers without stor-

ing additional information [42]
48. RndomizedPolynomialFactorization: finds the roots of a polynomial over

a finite field [7]
49. RandomizedRouting: finds a route in a boolean hypercube where each node

is the destination of exactly one of the 2n packets being sent [75]
50. RandomizedTreap: a full, endogenous random binary treap where each node

contains a key and a priority value [68]
51. RockPaperScissors: simulates the rock-paper-scissor game
52. SampleSort: sorts using divide-and-conquer [22]
53. SetBalancing: given n×n-matrix of integers A, finds a n-vector of integers b

minimizing ‖Ab‖∞ [57]
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54. SetCover: finds a minimum set cover: given a 1-0 matrix A, finds a minimized
column vector c such that the dot product of each row of A with c is positive
while minimizing c [76]

55. SetIsolation: finds a sample of the universe U that is disjoint from the
subset S but not disjoint from the subset T [40]

56. SkipList: implements a skip list [62]
57. SolovayStrassenPrimalityTest: determines if a number is prime using

Solovay-Strassen’s approach [70]
58. TwoSatisfiability: given a boolean expression, finds values for the vari-

ables such that the expression evaluates to true [59]
59. UndirectedReachability: randomly walks through an undirected graph

from a source vertex in search for a target vertex [8]
60. VLSIRouting: solves a simplified version of the problem of global wiring in

gate-arrays [65]

To provide some context, in Table 1 we provide the number of examples of a
number of tools. In the table, we count not only discrete time Markov chains, but
also continuous time Markov chains, as it is well known that the latter can easily
be transformed into the former by abstracting from the timing information.

tool number reference URL
PRISM 36 [48] www.prismmodelchecker.org
QVBS 23 (1) [33] qcomp.org/benchmarks
MRMC 8 (6) [46] www.mrmc-tool.org
PARAM 8 (8) [28] depend.cs.uni-saarland.de/tools/param
PLASMA 6 (1) [9] https://project.inria.fr/plasma-lab
iLTLChecker 5 (5) [49] osl.cs.illinois.edu/software/iltl
INFAMY 5 (4) [29] depend.cs.uni-saarland.de/tools/infamy
APMC 4 (3) [34] github.com/ix-labs/apmc
ePMC 4 (4) [30] github.com/ISCAS-PMC/ePMC
IscasMC 4 (4) [30] iscasmc.ios.ac.cn
Storm 4 (1) [15] www.stormchecker.org
CMurphi 3 (1) [16] bitbucket.org/mclab/cmurphi
PVeSta 3 (1) [4] maude.cs.uiuc.edu/tools/pvesta
Modest 2 (0) [32] www.modestchecker.net

Table 1. All tools are probabilistic model checkers, apart from QVBS which is a
benchmark set. The column labelled number contains the number of examples of dis-
crete time and continuous time Markov chains for each tool. The number of examples
different from those provided by PRISM is given in parentheses.

https://www.prismmodelchecker.org
http://qcomp.org/benchmarks/
http://www.mrmc-tool.org
https://depend.cs.uni-saarland.de/tools/param/
https://project.inria.fr/plasma-lab/
http://osl.cs.illinois.edu/software/iltl/
https://depend.cs.uni-saarland.de/tools/infamy/
https://github.com/ix-labs/apmc
https://github.com/ISCAS-PMC/ePMC
https://iscasmc.ios.ac.cn/
http://www.stormchecker.org
https://bitbucket.org/mclab/cmurphi
http://maude.cs.uiuc.edu/tools/pvesta/
http://www.modestchecker.net
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