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Abstract

Machine learning models are expected to produce consistent results when
the input data objects are slightly modified whilst the ground truth re-
mains unchanged. Such characteristics are also known as invariance qual-
ities. However, previous studies assessing ML model invariance have pri-
marily relied on one or a few accuracy metrics, which provide limited
information on how models behave under different transformations. This
thesis addresses this gap by proposing a novel, systematic invariance test-
ing framework that moves beyond aggregated accuracy scores and offers
more detailed visual information to enable more complex and explainable

analysis of model performance.

Our framework introduces a generic and extendable methodology for eval-
uating invariance across various attributes, including simple transforma-
tions (e.g., object rotation) as well as complex environmental variations
(e.g., background changes). It is designed to be fully automated, en-
abling extensive and reproducible testing while ensuring consistent and
explainable assessments of models” invariance qualities. A key challenge
in invariance testing is ordering and structuring test data, especially when
testing an entire input space is infeasible. To address this, we develop a
novel approach to sampling large information spaces, leveraging context-
sensitive training data to construct context-free models. This method
ensures that our framework can effectively assess invariance properties

without requiring exhaustive test cases.

By providing visualized patterns of model behavior, our approach en-
hances diagnostic capabilities, making it a valuable tool for both re-
searchers and practitioners. Our findings demonstrate that the evalua-
tion of ML models’ invariance qualities based on the visualized patterns
can be: more informative, automatic, reliable and consistent. This the-
sis contributes to the broader effort of improving ML model evaluation,
ensuring that claims of invariance are substantiated with comprehensive

and reproducible evidence.
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Chapter 1

Introduction

Invariance qualities are often desired for ML models. ML models need to be robust
and resilient to variations and changes in the input data. Invariance qualities help
ensure that the model’s performance remains consistent across different scenarios,
such as variations in lighting conditions, viewpoints, or other transformations of the
data. By being invariant to certain factors, models can make accurate predictions and
decisions even when faced with changes in the input. Secondly, Invariance qualities aid
in the generalization ability of ML models. Generalization refers to the model’s ability
to perform well on unseen data that may differ from the training data. Invariance
ensures that the model can recognize and extract meaningful features regardless of
certain variations or transformations in the input. This allows the model to generalize
its learned patterns and knowledge to new, unseen examples. Finally, ML models are
often deployed in real-world scenarios where the input data can exhibit variations and
transformations. For example, in computer vision, images may have different lighting
conditions, rotations, or occlusions. In natural language processing, text data can
have different formats, spellings, or sentence structures. Invariance qualities allow ML
models to be more applicable and useful in practical situations by accommodating
these real-world variations. Therefore, it is important to test Ml model’s invariance

qualities.

1.1 Research Gap and Problem Statement

As deep learning techniques have been prevalent and ubiquitous, thousands of train-
ing strategies are proposed and published every year while testing is almost always
formula-based: to simply compute an accuracy score. However, comparing accuracy
scores on one or some dataset(s) is simplistic and cannot truly represent the perfor-

mance of the target ML model (to be tested), especially for invariance testing. Ac-



cording to Anscombe Quartet, an averaged score cannot truly represent how the data
are truly distributed. Especially when conducting invariance testing, the averaged
accuracy scores like worst-case accuracy are not informative enough to represent the
performance of the target ML model. The most universally accepted testing strategies
as well as state-of-the-art testing frameworks often encounter the following issues:

1. Using an overly abstracted statistical measure, e.g., average accuracy score, to

testing the invariance qualities:

e Cannot observe the distribution of errors across different values of a specific
interested variable. For example: an ML model can achieve satisfactory results
when the inputs are rotated by less than 10 degrees, whereas the performance
can drop drastically otherwise. This will lead to a poor statistical score, e.g.,
average accuracy score, but this does not necessarily indicate that the model is

not useful.

e Cannot observe the results from different locations and components of interested
ML models. For example, the target ML models might have an invariant feature
extractor block whilst the classifier block might not be invariant. When only
one average score is reported, it is difficult to examine different locations and

components of the interested ML models in detail.

e Do not support explainable ML process. For example, two ML models can have
different accuracy scores, whilst it is difficult to determine one is superior than
the other one simply by comparing statistical measures. Additionally, in many
cases, ML models can have similar accuracy scores on some datasets, which

makes the comparisons between different ML models difficult.
2. Difficulty in dealing with non-numerical variables, e.q., background:

e For complex and non-numerical variables, variance is often defined semanti-
cally, and is often perceived subjectively, and typically context-sensitive. For
example, unlike rotation or translation, variation in background cannot be de-
fined numerically. The definition of background variance is often defined and

perceived subjectively, e.g., via some simple background replacement [156,338].

e The similarity measure that underpins the variance definition is also defined
semantically, perceived subjectively, and context-sensitive. For example, for
simple background replacement, the distance or similarity measure between

testing candidates and original input data object is often defined semantically,



e.g., L2/cosine distance of embeddings obtained from ML models which often

take semantics into consideration.

e This makes simple robustness test less effective in reflecting the invariance qual-

ity in relation to non-numerical variations.
3. Imbalance between explainability and automation in testing:

e Fully explainable and interpretable testing frameworks, e.g., manually analyz-
ing invariance qualities of ML models or XAI [58], can be time consuming and
labour-intensive. Testing should be able to be conducted repeatedly during
model development and evaluation to ensure consistent and reliable perfor-

mance.

In this thesis, we mainly focus on invariance testing for discriminative ML models,
especially for classification models. For testing generative models, we refer interested
readers to the surveys on the commonly used metrics and testing methods [19,213].
We also refer interested readers to a study [302] that focused on the importance of
task-specific evaluations and highlighted the instability of the commonly used metrics,
e.g., Parzen window estimates.

The necessity for invariance in machine learning models varies depending on appli-
cations. Some domains demand a high degree of invariance than others. For instance,
surveillance systems require strong size invariance to ensure consistent detection re-
gardless of object scale [290]. Conversely, some applications benefit from sensitivity
to specific attributes; for example, agricultural ML models designed to assess veg-
etable size should not exhibit size invariance, as variations in size are critical to their
function [95]. In this thesis, we focus on evaluating the invariance properties of ML
models, while the investigation of application-specific invariance requirements is left
for future work. We assume that at the moment ML model developers will determine
what attributes should or should not be invariant for models to be deployed in a spe-
cific application context. We believe that most of such decisions may potentially be
automated in the future when an invariance testing framework has collected sufficient

knowledge about numerous applications.

1.2 Definable Variation

A variation for an input of ML models refers to a structured or measurable change

made to the original input data object. In structured data, individual input features



(e.g., height, weight, age in a medical dataset) can be varied to study the model’s
behavior under different input variants. The variation can influence how the models
make decisions and this helps understand how changes in specific input features, affect
the model’s predictions. Variations are often intentionally introduced to study the
models’ invariance qualities. For example, a small amount of random noise can be
added to the input data to examine how sensitive the model is to changes.

A variation is definable if it is: 1) ezplicitly described, 2) quantified, and 3) system-
atically controlled. A definable variation is a change that can be articulated in clear,
precise terms and measured or manipulated systematically. This allows the varia-
tion to be consistent and repeatable in experiments, and allows us to observe and
analyze ML models’ behavior in a consistent manner. Definable variations should be
able to be applied in steps, e.g., incrementally increasing the rotation angles, or the
magnitude of the Gaussian noise (controlled). This provides researchers with control
over how the input is varied and helps test the model’s behavior at different levels
of variation. The variation is normally applied uniformly across different inputs. For
instance, for a Gaussian blur to images, the process can be described mathematically
and applied the same way to any image. The process of perturbing or modifying
inputs is often based on well-understood principles or algorithms. This allows the
variation to be consistent and repeatable in experiments, and allows us to observe
and analyze ML models’ behavior in a consistent manner.

A definable variation causes changes to the input that are measurable, controllable,
and observable. It allows for systematic testing and evaluation of how changes in
the input affect ML models’ output, making it a key concept for invariance testing.
Definability ensures that variations can be reproduced, providing consistency and
clarity in understanding the ML models’ behavior. However, when studying complex
variables, e.g, background, additional technical components are necessary to make
the variables definable. Transforming such complex variables to quantifiable and
controllable variables, e.g., in feature or embedding space, in graph space constructed
from semantic ontology and association analysis, and using controlled generation
of synthetic data. Invariance testing for many different types of complex variables

remains an open topic for future works.

1.3 Motivations

Motivation M,: a comprehensive survey In the literature, there are various

studies strongly related to invariance testing but not traditionally referred to as an



invariance testing problem. For example, Paul and Burlina used a styleGan to explore
“hidden factors” to test a model’s performance [236]. Similarly, SCEGRAM [226]
removed one or a few item(s) from a scene to study “syntactic inconsistencies”. In
the existing studies, multiple terms are used to describe the same invariance testing
problem, which makes revisiting the problem difficult. Therefore, for the completeness
of the research of invariance testing and the facilitation of future works, it is beneficial
to summarise existing works related to invariance testing and re-frame them into

invariance testing problems when necessary.

Motivation M;: a general framework The importance of invariance qualities
and lack of informative testing approaches motivates us to delve into the problem
of invariance testing. To revisit and advance the research and studies on this topic,
firstly, we need to identify the existing challenges and to discover needs that are not
immediately obvious for a new testing framework. Whilst simply reporting an average
accuracy score has been widely accepted by the AI/ML community as the standard
testing approach for any ML model, questions and concerns are being constantly
raised when it comes to accountability of ML models. For example, as more and more
ML models are published each year, researchers start doubting the significance of ML
models with “0.5% improvement” on a dataset. Some ML models might not perform
well against one certain type of permutation, leading to a lower average accuracy score.
However, this does not suggest that such ML models cannot be used or deployed.
Similarly, most ML models are vulnerable against adversarial attacks [99] and the
success attack rates are normally very high. Whilst this poses a serious security and
safety thread, this does not suggest that ML models cannot be deployed for real world
applications. If we can thoroughly test the performance of them, and understand
their behaviours holistically, we can still make use of such ML models. Therefore, we
believe there is a strong need for a new testing framework to demonstrate detailed
performance of ML models in a more informative way. Such testing framework could
help practitioners, researchers, as well as developers to understand the performance of
their ML models in detail, and therefore it could allow them to make overall decisions
on whether and how their ML models should be deployed and used.

Motivation M,: a complex variable Whilst the general testing framework is
implemented for most basic and simple variables, e.g., rotation and brightness, it is
also important that the generic testing framework can be extended to more complex

variables, e.g., background. For such non-numerical variables, variations cannot be



easily defined mathematically, and complex variables often introduce additional layers
of variability or dynamics that can affect ML models’ behaviours. Therefore, it is
desirable to bring more semantically-rich ML techniques into invariance testing to
avoid randomised testing, e.g., a systematic way to select testing candidates from a

gigantic data space.

Motivation Mj5: an organised test When variations are articulated through se-
mantic definitions, subjectively and intuitively interpreted, and intricately influenced
by contextual factors, it is desired to revisit the ordering of the testing data. Ad-
ditionally, because semantically-rich ML techniques have to deal with sparse and
context-sensitive training data, necessitating the development of new ML method-
ologies capable of effectively training models under such conditions. When data are
sparse, the ability of machine learning models to generalize effectively across diverse
inputs or contexts can be hindered. The advancements in effective model training
under scarcity are indispensable for achieving an organised invariance testing where

the ordering of testing data is crucial.

1.4 Objectives

In this section, we summarise the main objectives of the thesis, including some de-
sired properties of the invariance testing framework and some existing challenges for

advancing the studies on invariance testing.

e O, Literature Review: The literature includes numerous studies closely re-
lated to invariance testing, such as those focusing on resilience to hidden fac-
tors. Additionally, various existing works offer potential contributions to assist
invariance testing. However, the formal formulation of the invariance testing
problem remains incomplete, and existing literature has not been systematically
summarized. Therefore, this study aims to systematically review and summa-
rize existing works relevant to invariance testing to provide a comprehensive

foundation for future research.

e O, Informative testing framework: Traditionally, invariance testing has
been confined to reporting averaged accuracy scores, such as worst-case accu-
racy. However, these averaged formula-based metrics often fail to sufficiently
capture the nuanced performance of ML models, akin to the limitations il-

lustrated by Anscombe’s quartet problem. Variations in input permutations



can significantly affect model performance, underscoring the need for compre-
hensive testing methodologies that can holistically assess model behaviours.
Therefore, this study aims to advance the field of invariance testing by devel-
oping and evaluating novel testing methodologies that move beyond simplistic
averaged accuracy scores. The objective is to establish more informative testing
frameworks that consider multiple factors and provide nuanced insights into ML

model performance across diverse scenarios and input variations.

01, Automatic Testing Framework: Manual testing of ML models is labor-
intensive and prone to inconsistencies. Therefore, another important objective
of this thesis is to develop an automated testing framework that can generate
testing results automatically and consistently. This framework aims to sim-
plify the testing procedure, making it easier to conduct and scale up in various

applications.

0, Application to Complex Variables: This thesis aims to develop a com-
prehensive framework for invariance testing that addresses diverse types of vari-
ables, ranging from fundamental transformations (e.g., rotation, translation) to
more complex factors such as background variation. Advanced and complex
variables pose challenges in defining and executing invariance testing, primarily
due to the vast data space. This framework aims to be adaptable and scal-
able, specifically tailored to extend its application to complex variables like
background invariance testing. Furthermore, the study aims to identify key
challenges inherent in testing these variables and propose viable solutions to

enhance the efficacy of invariance testing in complex scenarios.

Oy, Selection of Testing Data for Complex Variables: For basic data
attributes, e.g., rotation, it is straightforward to select the mutation, e.g., dif-
ferent rotation angles. However, for more complex variables, e.g., background,
the data space for mutation is gigantic, and it is not plausible to enumerate
all possibility. Ideally, the selected testing suite should be diverse and com-
prehensive. Meanwhile, the selected testing suite should not be too random.
If a foreground object appears more often in outdoor scenes, the ideal testing
background candidates should also be mostly outdoor scenes. In this thesis, we
aim to introduce a systematic methodology to carefully select different contexts

for invariance testing of complex variables, e.g., background.



e O3 Semantic Ordering and Ranking of Testing Data for Complex Vari-
ables: While ordering testing data for simple attributes, such as rotation an-
gles, is straightforward, the challenge intensifies with complex variables like
background variations. Existing literature often emphasizes visual similarity in
image comparison, neglecting semantic meanings. Attempts to bridge this gap
have relied heavily on supplementary metrics like WordNet [293]. This study
aims to advance the field by developing semantic ordering, sorting, and ranking
methods based on reference images. By prioritizing semantic coherence along-
side visual similarity, these methods will enable more organized and insightful
evaluation of ML models’ behaviours under complex variables. This approach
seeks to advance the systematic organization of testing data, ensuring more

nuanced assessments and reliable model performance evaluations.

1.5 Outline of the Thesis

In the thesis, in addition to the literature reviews (survey) on invariance testing that
summarise and re-frame existing studies into invariance testing problems, three main

technical chapters are included to address the aforementioned challenges.

e Technical Chapter 1: In the first technical chapter (i.e., Chapter 3 in this
thesis), we introduce our definition of invariance testing and a generic automatic
testing framework (via visual patterns) to conduct invariance testing for basic

data attributes, e.g., rotation, size or brightness. The main aspects of this work
were published in AlTest 2022 [165], CIKM 2022 [171] and ICML 2022 [170].

e Technical Chapter 2: In the second technical chapter (i.e., Chapter 4 in this
thesis), we extend the framework to a more complicated variable, i.e., back-
ground, which requires a systematic way to generate testing data. We address
this issue by using ontology and association analysis. As mentioned earlier, it is
also essential to sort the generated testing data to facilitate further professional
analysis on the invariance qualities. For basic data attributes, e.g., rotation,
given a data object x, a sequence of “largely similar” data can be easily gen-
erated and sorted by how many degree x is rotated. The main aspects of this
work were published in ICCV 2025 [169].

e Technical Chapter 3: In the third technical chapter (i.e., Chapter 5 in this

thesis), unlike these basic data attributes, for background invariance testing,



it is not trivial to sort, rank and order the testing data. Therefore, in the
third technical chapter, we would introduce a novel semantic-aware and self-
explainable scene similarity method. For example, a river is semantically closer
to a mountain (as they are both nature) than a building. In existing studies
of data similarity, for a given reference image, only visually close images are
recalled while semantically related but visually different images are distanced
as far as totally irrelevant images. However, labelling image similarity is not
always possible. Therefore, we introduced a novel ensemble approach to combine
several proxy models. The main aspects of this work were published in KDD
2024 [168].

In the three technical chapters, we propose an automatic invariance testing framework
for ML models for different types of data attributes (from basic to complex), cover
the challenges we listed above, and also discuss future research topics on invariance

testing for other types of variables.

1.5.1 Published Papers and Technical Reports

Some chapters of this thesis are published as research papers at AITEST, CIKM,
ICML, KDD and ICCV. The published papers and technical reports related to this

thesis include:

e Zukang Liao, Pengfei Zhang and Min Chen. “ML4ML: Invariance Testing for
Machine Learning Models”, 2022 IEEE International Conference On Artificial
Intelligence Testing (AlTest).

e Zukang Liao, and Michael Cheung. “Automated Invariance Testing for Ma-
chine Learning Models Using Sparse Linear Layers”, International Conference
on Machine Learning (ICML) 2022.

e Zukang Liao, and Michale Cheung. “Invariance Testing and Feature Selec-
tion Using Sparse Linear Layers”, Proceedings of the 31st ACM International
Conference on Information & Knowledge Management (CIKM) 2022.

e Zukang Liao and Min Chen. “Background Invariance Testing According to
Semantic Proximity”, International Conference on Computer Vision (ICCV)
2025.

e Zukang Liao, Yuanzhe Jin*, Zelin Ye*, Min Chen, “Survey on Invariance
Testing”, Arxiv, 2024.



e Zukang Liao, Min Chen, “Image Similarity using an Ensemble of Context Sen-
sitive Models” ACM SIGKDD international conference on Knowledge discovery
and data mining 2024.

To conclude, the main objective of the thesis is to revisit invariance testing prob-
lem. As invariance qualities are desired in many fields and many applications, we find
it necessary to advance invariance testing; The testing procedure should go beyond
simply reporting one single averaged accuracy score. Therefore, we propose an au-
tomatic invariance testing framework that takes multiple factors into consideration.
Meanwhile, we also studied several other techniques that can be used to assist invari-
ance testing especially when some complex invariance qualities cannot simply fit into

the generic invariance testing framework.
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Chapter 2
Related Works

2.1 Overview of Related Works

Recently, deep learning and machine learning (ML) models have been advanced and
have achieved better performance than human beings in many fields, e.g., computer
vision [314] and natural language processing (NLP) tasks [303]. ML models are
continuously improved and deployed for various applications in real life via different
strategies, e.g., active learning [252], redesigned architectures [182], tricks on loss
function [325] and etc. However, the testing part for ML models had been largely
overlooked by the community; in most cases, the testing part only included statistical
score(s) that were reported on a testing set, e.g., accuracy or fl scores. In the most
recent years, ML testing has attracted more researchers’ attention as more and more
ML models are being deployed for tasks that require a higher level of trust and
security, e.g., self-driving cars [355] and surveillance [290]. In this survey, we focus on
the testing procedure of an important quality of ML models: invariance.

Invariance qualities are desired in many fields, e.g., object detection [180], image
matching [187] and etc. Especially, invariance to affine transformations had attracted
the most attention in computer vision tasks before MLL models became prevalent, e.g.,
the SIFT [221] algorithm. Invariance qualities to affine transformations are one of the
most common properties to show ML models’ robustness, efficacy and trustworthiness.
In this survey, we start with the invariance qualities to affine transformations, and
then extend the concept of invariance qualities to multiple other different types of
variation, i.e., variables, e.g., background invariance. Unlike affine transformations,
some invariance qualities cannot be easily defined mathematically. Alternatively,
some were not known as a type of variation. In this survey, we group common
types of variations, summarize how they are defined in the literature, and discuss

how they should be framed into an invariance testing problem. We also acknowledge

11



that invariance qualities are not always wanted, e.g., segmentation models should not
have size or scaling invariance qualities [205]. However, when any invariance qualities
are required, e.g., size invariance for pedestrian detection models [23], testing how
invariant the models are becomes indispensable. Furthermore, for any model handling
any tasks, it is almost always the case that the model should at least be invariant
against one or more types of variation. Therefore, testing for invariance qualities is
important and necessary.

As the techniques of training ML models have been constantly advanced every
year, more and more trained ML models are claimed to be robust and invariant.
Therefore, it is meaningful and necessary to continue and advance the study of in-
variance testing. So far, in the literature, when a model is claimed to be invariant, in
most cases, only a formula-based score, e.g., averaged worst-case accuracy, supported
the claim. However, using statistical scores only cannot fully reflect models’ property
or performance. This is similar to the Anscombe’s quartet [283] shown in Figure
2.1 where four sets of points have exactly the same statistics, e.g., mean, variance,
correlation etc, while they are distributed differently. Similarly, testing for any ML
models, especially invariance testing, should go beyond simply reporting statistical
scores.

In the literature, several academic works that are strongly related to invariance
testing are not traditionally referred to as invariance testing problems. For exam-
ple, Paul and et al. used a styleGan to explore “hidden factors” to test a model’s
performance [236]. Similarly, SCEGRAM [226] removed one or a few item(s) from
a scene to study “syntactic inconsistencies”. In the existing studies, multiple terms
and terminologies were used to describe invariance testing problems. Therefore, for
the completeness of the research of invariance testing and the facilitation of future
works, it is beneficial to summarise existing works related to invariance testing and
re-frame them into invariance testing problems when necessary. In this survey, we
also summarise techniques that can be potentially used to define or assist invariance
testing in a systematical way. For example, it is implausible to enumerate all possi-
ble combinations of pixels to carry out background invariance testing. However, the
testing procedure can be neatly re-organised with the assistance of semantic scene
understanding techniques [169].

In this literature review chapter, we 1) introduce and extend the concept of in-
variance testing, 2) summarise existing variables and testing workflow, and 3) discuss
potential research directions. The contribution of this chapter can be summarized as

follows:
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Figure 2.1: Anscombe’s quartet: four sets of points which have the same statistical
measures, e.g., mean, standard deviation, correlation, etc. However, they are differ-
ently distributed.

e Introduce and extend the concept of invariance testing for ML models for the

first time in the literature.

e Reviewing and classifying existing variables that are either not commonly known

as an invariance problem or cannot be easily defined in a mathematical way.
e Providing a review of benchmark datasets for the variables.

e Reviewing and grouping existing testing frameworks. Providing a taxonomy
of ML testing workflows which includes but not limited to reporting statistical

scores and testing assisted by visualization.

e Reviewing input generation and mutation control techniques that can poten-

tially assist invariance testing.

e Discuss a set of possible future research directions on invariance testing.

The rest of the survey chapter is organised as follows. In section 2, traditional
definition and introduction to invariance testing are discussed. In section 3, we extend
the definition of invariance testing and introduce different variations. In section 4, we
introduce and group different testing workflows. In section 5, input generation and
selection methods are introduced as effective tools to define and carry out invariance
testing in a more systematical way. Section 6 summarises potential research directions

and concludes the survey chapter.

2.2 Traditional definition

In the literature, the traditional setting of testing a discriminative machine learning
model is to run the model on a set of pairs of (x,y), i.e., testing set, where x represents
a data object, e.g., an image, and y represents its annotation(s). For a model M (to

be tested), the metric-based testing score is normally defined as:
1
— L(M 2.1
— 3" L(M(),y) 21)
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where L is a fitness function, e.g., accuracy, cross entropy or other loss functions [325]
and m is the size of the testing set. In terms of a specific type of variation T,
e.g., rotation invariance, let V' = {7, 72,...,7,} be a sequence of transformation
operations, e.g., 7; could be to rotate image by i degree(s). Let D be the set of
all possible data objects that could be the input of the model, which is commonly
referred to as the data space of M. The model M is said to be T-invariant if Vo € D:

M(7;(z)) = M(7;(z)), V73,7, € V (2.2)

When M is not 7-invariant, ideally we can assess the level of inconsistency (or 7T-

variance) with a function Y:
Levelr = T(M,D, T) (2.3)

However, it is impractical to obtain the above idealised invariance level because:
1) the data space D is gigantic, making it impractical to thoroughly traverse, 2) the
transformation operations V' of the variation 7 might not always be continuously and
qualitatively defined, and 3) there is no ground truth function for Y.

Due to the aforementioned limitations, in the literature, when reporting invariance

qualities of a model, the following assumptions and protocols are made and used:

e To avoid traversing the huge data space, a subset X = {zy,...,2,} C D is

normally used, e.g., a testing set.

e In the literature, when considering invariance qualities, the scope is normally
limited to affine transformations which can be quantitatively defined, e.g., ro-
tation, translation. In this work, we extend the definition of invariance testing

and thus can include variations that cannot be easily defined.

e Researchers normally adopt the traditional setting of testing a discriminative

model and obtain a testing score based on Eq (2.1).

To measure the inconsistency between two predictions of model M, one can define a
fitness function f similar to the loss function in Eq(2.1). With f, one may approximate
T with the following simplistic function ®:

m n

oM. X) = — > [ £ (Ml (). M(x)

i=1 j=1

3

When f = 1, x; and t;(x;) are consistently predicted (or classified), i.e., M(z;) =
M(t;(x;)), and when f = 0 the contrary. In the literature [87,339], to align with
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the traditional setting of testing discriminative models, i.e., Eq(2.1), f is normally
associated with correctness. To be more specific, f = 1 when 7;(z;) is correctly
classified / predicted, i.e., M(7;(z;)) = v;, and f = 0 the contrary. Such evaluation
function ® is normally referred to as robust accuracy or worst-case accuracy, where

Y ={vy1,y2,...,Ym} is the ground truth annotations.
1 m n
Worst- Robust) A (M, X,)Y)=— i), Yi 2.4
orst-case (Robust) Accuracy: &( - ZH ((zi)), ) (2.4)

While in general we can define invariance qualities as Eq(2.2), invariance problem
can be strongly related to the study of causality [24,241] which considers data obtained
under different environments, e.g., perturbations, experimental settings or different
types of variations in our case: (X¢ Y*°),e € e. Note that when e € V' C ¢ it becomes
the invariance problem specified above. In some special cases, e.g., when considering
translation invariance qualities for object tracking models, the annotations Y will
change according to the variation. In this case, equivariance can be considered Vx €
D:

M(7(z)) = 7(M(x)),VT € V (2.5)

Similarly to invariance testing, in the literature, the level of equivariance is normally
evaluated by worst-case accuracy and robust accuracy. When the correct or expected
prediction(s) of M for a transformed input data object 7(z;) is 7(y;), the worst-case

accuracy and robust accuracy, i.e., Eq(2.4), in terms of equivariance becomes:

m n

O X,Y) = — ST F (M), 7(3)

i=1 j=1

3

Although it might not always be feasible or reasonable to obtain 7(M(x)), e.g., outputs
for classification models cannot be transformed, equivariance is beneficial for many
applications, e.g., pedestrian tracking [23] or surveillance system [290] where annota-
tions are expected to be transformed in the same way as input data objects. However,
both invariance, i.e., Eq(2.2) and equivariance, i.e., Eq(2.5) are strict requirements for
any models to satisfy. Therefore it is inevitable to measure the level of inconsistency,
i.e., Eq(2.3). In this survey, we list existing attempts to evaluate invariance qualities
for machine learning models, including but not limited to formula-based approaches,
fuzzing testing frameworks, visualization-based methods and theory-based analysis.
Group theory is also strongly related to invariance testing, especially when defining
the sequence of transformation operations V' [39]. This is because when evaluating

invariance qualities, in the literature, normally only affine transformations were taken
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into consideration. A group G is a set with an operation (denoted as “” : GX G — G)
that combines any number of elements in the set and output another element within
the set; Vg,h € G we have g - h € G. It is associative, i.e., (f-g)-h=f-(g-h). An
identity element e is defined as g-e = e- g = g. And for an element g, its reverse is

l.g=g-g7' = e. A group action is defined as ¢(g,z) : G x X — X, for

defined as g~
a data object x € X and an element of the group g € G. According to its associative
property, we have ¢(g, ¢(h,x)) = ¢(g - h,x), where Vg,h € G and x € X, or more

commonly written in the following format:
g-x:=¢(g, )

g-(h-z)=(g-h)-x
Given the group action ¢, the orbit of x € X is defined as the set of all possible
transformed data object: G(x) = {¢(g,z),Vg € G}. When considering affine trans-
formations, the orbit and group actions can be clearly and mathematically defined
under group theory. And the aforementioned set of transformations V' is aligned with
the group action ¢ and the group G.

In invariance testing, the input X could be any form for any ML model architec-
tures, e.g., convolutional neural networks (CNNs) [182], transformers [114] or graph
neural networks (GNNs) [336]. We use the general term X to represent the inputs
while it could be a tuple of inputs for GNNs or any other architectures of models. For
example, for a GNN, X = {4, X} where X is the actual data objects and A € RVl
is the adjacency matrix where |v| is the number of nodes in the GNN, and a,, = 1
when there is an edge between node u and node v, a,, = 0 otherwise. In this case,

the transformed data objects 7(x) becomes:
7(X) = {PAP", PX}

where P is the permutation matrix corresponding to the transformation operation
7. Similarly, M(z) can be output from M given input data object x at any inter-
mediate locations or any other forms for multimodal ML models [18] as long as the
transformations can be hypothetically defined.

Invariance testing can go beyond simple affine transformations. In this survey, in
addition to affine transformations, we group and categorise existing variations that
were not normally referred as invariance problems. As shown in Figure 2.2, in this
survey, we first discuss invariance qualities (variables) in the literature, and how the

transformation /mutation is controlled, e.g., X = {z1,...,x,,} can be generated by
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Figure 2.2: Overview of invariance testing: data are mutated based on: 1) which
analytical methods can be used, e.g., formula-based (accuracy) or visualization-based
(e.g., XAI).

applying different parameters to the original data object or can be generated by using
GANSs. Finally, after the mutated data are sent to the ML model (to be tested) and
testing results have been obtained, we discuss several methods to conduct the analysis

(invariance test).

2.3 Variables

In this section, we introduce invariance qualities from different perspectives and revisit
existing properties of ML models and re-frame them into invariance testing problems.
We start with the most common variations, e.g., affine transformations, and then
categorise existing variations into different groups. Finally, we also list uncommon
variations that normally only fit into some specific applications. We bring in as many
variables as possible, meanwhile, we also acknowledge that there are variables that
do not fit into any of the categories. As shown in Figure 2.3, in this section, we group
variables into four categories, i.e., basic attributes, style attributes, variables that can

be introduced during data capturing, and noise/imperfection.

2.3.1 Basic data attributes

For image data, geometric data attributes are the most common variables for which

most ML models are trained to be robust. In this section, we begin the discussion
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Figure 2.3: (a) Basic variables, e.g., rotation angles, that can normally be used for
data augmentation. These basic variables can normally be controlled by parameters,
e.g., rotate 10°. (b) Style variables, e.g., clothes, are normally controlled by gener-
ative techniques, e.g., GANs. (c) Variables that are introduced when capturing the
data, e.g., different devices, lighting conditions and viewpoints. (d) Noisy data: e.g.,
adversarial attacks or spelling mistakes in NLP.

on invariance testing for these basic geometric variables. And we refer interested
readers to a survey [284] which summarizes using these data attributes as data aug-

mentation in the training phase.

e Flipping: i.e. to flip a given image horizontally (z,), vertically (z,) or mir-
rored flipping (z,,). When testing data object(s) are semantically symmetrical
(which is always almost the case), the flipped counterpart represents a realistic
variation of the original one. This way, given a data object z, one can generate
{zh, Ty, Ty} to conduct invariance testing when flipping-invariance qualities are

required.

e Rotation: usually refers to image rotation, object rotation, or 3d rotation. The
most common approach to generate testing data for rotation-invariance testing
is to rotate the original images by a predetermined angle. A testing suite can
be defined as {z_qo, ..., Tgo, ..., x40} for a given testing interval [—a°, a°] and
the sampling rate, e.g., every 1°. In the literature, many works focused on
improving rotation invariance qualities in the training phase whilst they only

reported one worst-case accuracy score (eq. 2.4) in the testing phase. Some
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studies attempted to theoretically explain how the invariance qualities were
acquired. For example, Benjamin Chidester et al. [47] introduced that 2D-
DFT can be a mathematical foundation, [44] introduced a rotation-invariant
regularizer which can theoretically align rotated and original features. Another
more complex way to conduct rotation-invariance testing is to rotate the target
objects only while keeping the background intact, e.g., 3D rotation [209]. In
3D rotation, the common way is to apply a virtual depth, so that a 2D image
can therefore be rotated in any of the 3D direction. Commonly used methods
include 3DPI [282] and MiDas (depth estimation for 3DPI) [251]. For example,
a virtual depth can be used for medical image processing, which does not change

the semantics [154] but provide more information for the target objects.

Size: includes zooming in/out two dimensional images, object scaling (includ-
ing shrinking/expanding of the object or various distances to the camera). For
example, [289] evaluated size invariance qualities for different ML models that
were trained under different training strategies, e.g., whether super-resolution
images are provided. Although some size invariance test can be extreme, e.g.,
extremely small or large, the morphed images should contain the same semantic
meaning; from the transformed /morphed data object, humans can still recognise
the same content. The size invariance is considerably important in object detec-
tion and pedestrian detection. In the literature, various studies were conducted

to improve size invariance for these tasks, e.g., image pyramid [1,192,329].

Translation: Translation invariance property is desirable in tasks such as object
recognition, where the position of objects may vary in different images. In the
context of signal processing or image analysis, an image can be represented as
a function of two variables: f(x,y), where x and y denote the horizontal and
vertical positions, respectively. If an ML model is translation-invariant with
respect to both x and y, it means that the output remains unchanged under
translations along both axes. In the literature, invariance qualities are tested
empirically and theoretically. In Section 5.3 we summarise how Nyquist theorem

can be used to support translation invariance testing [365].

Cropping: Cropping images can also preserve information or labelled objects
depending on the size of cropping [284]. The two most common cropping ap-
proach is 1) crop four corners and centre of the image, 2) random cropping.

Both of them are assumed to be able to keep the original semantics. After
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applying the cropping operation C to the original image, we obtain a cropped
image, denoted as C(x,y), which contains only the selected sub-region or crop.
Similarly to translation invariance, the variables x and y in C(x,y) represent the

coordinates within the cropped image.

e Color space transformation: as the image samples are coded using RGBA color
tensor, color space transformation can simply use one color channel to generate
new images. Based on that, simple matrix can easily manipulate the brightness,
contrasts and other characteristics of images. Without changing the semantics,
it can filter out some of the noise and lower the computational cost and improve
the model performance [37,136]. However, for color-sensitive object such as
blood, changing the dark red color to other color may result in the change of

semantics and the model should not be color-invariant [350].

In terms of audio data, various tailored techniques can be used for invariance
testing in different areas, such as speech recognition [147], animal sound classifi-
cation [217], and other general audio processing techniques [69,299]. These differ-
ent applications and areas normally require different types of invariance qualities,
we summaries the most common invariance qualities for MLL models trained or par-

tially/jointly trained on audio data.

e Time stretching (speed change) is the process of varying the length of an audio
signal without changing its pitch [328]. Combined with random filtering, this
technique can considerably improve the quality of the testing data [269]. Note
that in audio processing, time stretching normally also cause changes in rela-
tively pitch and the music content itself, e.g., the harmonics. When conducting
time stretching invariance testing, one should make sure the transformation (the
generation of testing data) should not involve other variables. Time stretching
is important for speech recognition, e.g., dysarthric speech recognition [310]
and automatic speech recognition (ASR) [222]. And another recent technique
(speed perturbation [148]) provides more flexibility based on the time-stretching
invariance quality within a certain threshold, e.g., [x0.5, ..., x0.9, x1.0, x1.1,

..., x1.5] with respect to the original audio speed.

e Pitch shifting: is an audio data augmentation technique that modifies the pitch
of an audio signal while preserving its duration. This technique is widely used in
audio signal processing to generate new versions of audio signals with varying

pitches. Pitch shifting has been researched and applied in many papers [35,
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199, 301]. In [199], it includes invariance testing that shows the ML models
with pitch shifting quality can achieve better result and provide generalization
of audios for {-1, 0, +1} semitones, given that the relatively pitch through
sequence and the timbre of each instrument is kept unchanged for all the tests

in the instrumental recognition tests.

Volume control: changing the volume of an audio signal to simulate different
recording conditions. The magnitude can be manually manipulated and the
generated testing data can be used for invariance testing. Most ML models
(dealing with audios) are expected to be volume-invariant. Note that when
increasing the volume, distortion can happen. Similarly, when decreasing the
volume, some semantics can become indistinguishable. Therefore, a reasonable
interval should be selected based on the application, e.g., -10db to +10db.

Testing based on image representation: simply convert the audio signal to the
spectrogram and then apply the image augmentation. Commonly used im-
age representation includes the chromagram, mel-frequency spectrogram, and
the corresponding self similarity matrix (SSM), recurrence matrix and affinity
matrix. ML models trained for various audio tasks can be tested this way,
including classification [48,53,300], segmentation [80,198,200,264] and recogni-
tion [9]. People also tend to manipulate different feature representations while
maintaining the same task-related information usually by fusing different self
similarity matrix [264,305]. Although different feature image is combined and

weighted averaged, the semantics and segmentation information are preserved.

Filtering is the process of applying various filters [215] to an audio signal in
order to simulate different recording conditions, such as equalisation, filter with
moving window or band-pass filtering [217]. Filtering can also be used to pro-
cess the image-like feature mapping [294] or image data generated from the
temporal audio features, such as smoothing the edge, or strength the diagonal
to erase some noise information [198]. For audio segmentation, filtering can
usually eliminate those segments that are too short, or some random short clip
that should not be present. And for clustering-based segmentation, models are
supposed to focus on big clusters that covers considerable length which shall
not be filtered out. Therefore, ML models are supposed to produce consistent
results no matter the original audio data are filtered or unfiltered, i.e., invariant

against different types of filters.
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e Noise addition can be used to generate additional testing data for ML models
which are supposed to be invariant against different levels and types of noise
[69,130]. The additive noise for the testing data can be manually collected white
noise or automatically synthesized white noise, and we refer interested readers
to a survey on noisy speech recognition [273] where different types of noise were

discussed in detail.

2.3.2 Variables of devices / data capturing

Images / videos can be captured by different cameras, and audios can be recorded
by different microphones. In addition to the variation caused by different devices,
variables of brightness, lighting conditions, viewpoints, shooting angles, occlusion
and blurriness can also be present while capturing the data. In the testing regime
of these types of variations, one cannot easily define a transformation operation 7
in a mathematical or quantitative way. Therefore, instead of having a sequence
of operations {7y, 7, ..., 7} for an given data object x, one can test the invariance
qualities by using a set of data objects D = {x', 2%, ..., 2} which are “largely similar”
but with a certain type of interested variation. In the following parts of this section, we
describe what variations have been reported in the literature, and how the “largely
similar” data are collected and presented. The variations described in the section
normally co-exist with each other, e.g., images captured by different cameras might
well have different resolutions, lighting conditions or shooting angles. In Table 2.1,
we summarise some typical datasets where these types of variation are present.

(3.2.i) Device and resolution: Robustness against variations caused by differ-
ent devices are desired in most cases because the semantic meanings are almost always
preserved when the same object is captured by different devices. The variation can be
carefully introduced by placing different devices at the same position and capturing
data at the same time. For instance, in the DPED dataset [124], scenes/objects were
captured simultaneously by four cameras, i.e., iPhone 3GS, BlackBerry Passport,
Sony Xperia Z, and Canon 70D DSLR. Except for some inevitable variations caused
by slightly different shooting places (hence slightly different viewpoints), the varia-
tions in the database are mainly caused by devices. Similar datasets can be found in
Table 2.1. These datasets are normally collected for super-resolution tasks [12], while
in practice, they can also be used to conduct invariance testing.

Although some applications might heavily reply on high resolution, e.g., medical
analysis [270] or background matting [176], resolution invariance is crucial for most

applications because the semantic meanings can normally be preserved (if the low
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resolution does not lead to distortion), e.g., resolution adaptation re-id networks [42]
or resolution-invariant feature extractor [195]. The variation of resolution can be
introduced by different devices or manually down-sampling the data. The latter is
similar to adding Gaussian noise to the original data which will be described in detail
later in Section 3.4.

(3.2.ii) Viewpoint and lighting condition: Viewpoint is one of the most
common variations in many application, e.g., pedestrian detection [23], person Re-
ID [348], surveillance [290] etc. In these applications, the same data objects (e.g.,
pedestrians) are normally captured by several different devices located (fixed) in dif-
ferent places. Much effort had been made to improve models’ invariance quality, e.g.,
domain adaptation approaches [179,250] where “a different camera domain” often
indicates variations caused by camera, resolution and most importantly viewpoint.
The invariance quality is also desired in many other applications, from the generic
tasks like object classification [149,335], to more specific tasks like 3D Human Pose
Estimation [266], robot visual pace recognition / classification [90,91, 185, 356] and
robot manipulation tasks [261]. In addition to placing devices in several random lo-
cations, variation in viewpoint can also be carefully introduced. For example, in the
ITOP dataset [115], cameras were set to the “front” and “side”, and in the YaleFaceB
dataset [94], cameras were set to frontal, 12° and 24°.

Similarly, variation in lighting condition can often occur while capturing data.
This can be carefully introduced and controlled by setting up lighting experiments.
For instance, in the MUIT dataset [211] and YaleFaceB dataset [94], light bulbs were
fixed in multiple locations (in a lighting dome), which provided 25 and 64 unique yet
replicable lighting conditions respectively. The variation of lighting condition also
naturally exists in any dataset that were captured in the wild, e.g., the ImageNet
dataset [260] or the PASCAL VOC dataset [75]. One typical and special case where
lighting variation and device variation coexist is: images captured by normal standard
camera and infrared camera, e.g., [364].

(3.2.iii) Occlusion and blurriness: Blurriness can be caused by object motion,
camera lens focus, shaky hands or camera blemish etc. Recent work collected a large
dataset (SmartBlur [368]) consisting of 10k images with annotation of desirability of
blurriness. Backgrounds can blurred on purpose so that foreground objects can be
more eye-catchy. In practice, in most cases, blurriness (even for those unwanted ones)
does not change the semantic meaning of the original data. Therefore, ML models
should be invariant against blurriness and capture the original semantic information,

e.g., [143]. For this reason, in a special case, ML models should also be able to conduct
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(a) Lighting dome (b) Infrared camera (c) Mounted cameras (d) Surveillance cameras

Figure 2.4: For variables of devices and data capturing, testing data are normally
manually collected. (a) A lighting dome that precisely introduced replicable light-
ing variation. (b) Infrared camera: a combination of viewpoint, device, and most
importantly lighting variation. (¢) Cameras were mounted tightly together (almost
no viewpoint variation) and images were captured simultaneously [124]. (d) Cam-
eras were located in different places for person RelD [105]. Figures are re-created,
re-sampled or re-collected based on the ideas of the papers.

Table 2.1: Existing datasets that contain “largely similar” data under variations of
devices / data capturing

Dataset Size Devices | Resolution | Viewpoint | Lighting | Occlusion | Blurriness Source
Market1501 [369] 1501 2-6 2 2-6 Yes Yes Yes RelD
CUHKO3 [162] 1,467 | 6 (2 each) Yes 6 (2 each) Yes Yes Yes RelD
DPED [124] 22k 4 4 Almost No' No No No Super-resolution
CameraFusion [326] 146 2 2 Slighly No No No Super-resolution
ITOP [115] 110k | multiple | multiple | front/side No No No 3D Pose
ModelNet [335] 660 1 1 multiple No No No 3D classificaiton
Stanford 3D [149] 207 1 1 multiple No No No 3D classification
MUIT [211] 1016 1 1 No 25 No No Tllumination prediction
YaleFaceB [94] 38 1 1 9 64 No No Face recognition
VAIS [364] 1088 2 2 Almost No' 2 No No Infrared Camera
SmartBlue [368] 10k multiple multiple multiple Yes No 4 Tmage Blur
OccludedPASCAL3D+ [316] | 10812 | multiple multiple multiple Yes 9 No Invariance Test

T Devices are tightly mounted together as shown in Figure 2.4 (c).

the task of de-blur, e.g., [223,361]. Similar to the variation in resolution, blurriness
can be manually introduced by adding Gaussian noise to the data (see Section 3.4).

Occlusion variation can be manually introduced by overlaying a texture patch
[256]. It can also happen naturally, e.g., pedestrians can be occluded by trees, cars,
lamp post or other people [127]. Unlike the aforementioned variations, occlusion
might change the semantic meaning of the original data. Therefore, when introduc-
ing variation in occlusion, one should deliberately exclude or annotate those that
are heavily affected. For instance, in the OccludedPASCAL3D+ dataset [316], nine
occlusion levels were included, namely all combinations of three levels of foreground
occlusion and three levels background occlusion.

The evaluation of to what extent the variations (Blur and Occlusion) affect the

semantic meaning of the original data remains as an open research direction. In the
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literature, the following approaches were used:
e B/O: By number of affected pixel (foreground, background) [256,316,368]

e B: By spectrum information, e.g., local power spectrum slope [181], Laplacian

[228).

e O: By semantic parts of data objects, e.g., [172,362] occludes part(s) of a face

each time, e.g. mouth, eyes etc.

2.3.3 Data Quality: Imprecision (errors) and Noise

In addition to the variables introduced during data capturing, imprecision and noise
can also appear in the collected data. Imprecision usually refers to lack of exact-
ness or accuracy in written, image, audio, or video information. Humans are prone
to making mistakes when performing repetitive or intricate tasks. Even individuals
with excellent skills can occasionally make errors due to lapses in attention or motor
control. For example, in text analysis, misspelling errors occur when words are spelled
incorrectly, often as a result of typos or a lack of knowledge about proper spelling.
Punctuation errors can also occur when comma, period, and other punctuation rules
are not followed correctly. Context, grammar, and translation errors are also possi-
ble, especially when writing in a second language or dealing with complex sentence
structures. Note that when words or phrases are placed in the incorrect part of a
sentence, it can cause confusion or ambiguity. However, most ML models are desired
to be tolerant of common minor and trivial human errors, i.e., imprecision-invariant.

Noise is another variable that can affect the quality of the collected data. Unlike
unintended imprecision, noises can be deliberately added into the originally collected
data as extra information for some purpose like making a watermark or adversarial
attack. In the following section, we will discuss the common errors and noise related

to invariance testing.

2.3.3.1 Imprecision and Errors

e Imprecision (Errors) in writing, spelling, pronunciation
Invariance testing for writing, spelling, and pronunciation aims to assess the robust-
ness of a system or model to variations in how words are written, spelled, or pro-

nounced. To study the invariance qualities for algorithms/models, in the literature,

Alhaisoni et al. [10] analyzed spelling errors found in writing samples of Saudi beginner
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Table 2.2: Representative Datasets containing data with imprecision, errors and

1101Ses

Dataset Variable (Description) Number of Examples Collection or Generation
BEA-GOK [132] Spelling Mistakes 70K spelling errors from 63,044 sentences Collected and Generated
FCE [140] Grammar Mistakes 450k tokens Generated

Github Typo Corpus [113] | Spelling and Grammar Mistakes 350k edits and 65M characters Collected by “fix typo” commits
Accent Dataset [281] Accent in English 200 Hours, 10 accents Collected

Off-Pitch Singing [315] Amateur singing performance 4702 separate vocal tracks Collected

Corrupted LRS2 [120] Babble Noise 114k utterance Generated

learners of English and classified them into four categories according to Cook's Clas-
sification: omission, substitution, insertion, and transposition. The study found that
errors of omission constituted the highest proportion of errors and that the majority
of learners’ spelling errors were related to a wrong use of vowels and pronunciation.
And Toutanova et al. [304] presented a method for incorporating word pronunciation
information in a noisy channel model for spelling correction. The proposed method
built an explicit error model for word pronunciations. By modelling and testing pro-
nunciation similarities between words, the authors established a substantial testing
mechanism for the performance of spelling corrections (or spelling-invariance quality).
In this case, errors can be detected [10] by looking at the invariance properties based

on the use of vowels, typical pronunciation etc.
e Cross modal: Video audio mismatch and asynchronism

When models are handling data in different forms, multi-modal errors can happen
[321]. This type of error can occur due to a number of factors, such as encoding issues,
synchronisation issues during the recording process, or a mismatch between different
formats of the data. Multi-modal models are expected to be robust against these types
of variable. For example, models’ performance should not be significantly affected
when the audio lags behind or ahead of the video within a reasonable range. In the
literature, these types of errors are normally detected/corrected via pre-processing or
a separated module, e.g., alignnet is trained to align audio and video clips [318]. The
designated modules are normally tested on some manually collected dataset(s), e.g.,
Dance50 [318].

2.3.3.2 Noise

As shown in Figure 2.5, invariance testing pipelines for noise can be different from
other types of invariance qualities, depending on how testing data are generated. For
example, the generation of noise might require access to the original model (to be

tested). The generated noises can be added into the original data.
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Figure 2.5: Testing pipeline for noise related variables is different from most other
types of variables. Adversarial examples involves obtaining gradients from the original
ML model (to be tested) to generate additive adversarial noise. Instead of adding
noises, watermark attacks are removing encoded watermarks from watermarked data,
which requires a different testing pipeline for ML models/algorithms.

e Gaussian noise

In nature, Gaussian noise is a kind of random and regular data noise, which can be
used to simulate the uncertainty and noise of data in practical applications [313,376].
Gaussian noise invariance testing evaluates the sensitivity of the model to random
disturbances in the data [268]. Unlike the aforementioned traditional/common vari-
ables in Section 3.1, e.g., rotation, the generated testing data are controlled by the
three parameters: [30]

X=X+ xN(o,p)

where A controls the amplitude, o and p control the distribution of the additive

Gaussian noise.
e Adversarial examples / attacks

An adversarial attack (example) refers to a deliberately synthesized/generated in-

put that can mislead a trained model. Adversarial training injects these adversarial
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examples during the training process to boost the robustness of the trained ML mod-
els. Similarly to the Gaussian noise, the generated adversarial noise can be treated
as a variable as a whole, and invariance testing can be conducted by the invariance
testing methods/frameworks introduced in Section 4, e.g., by observing the change in
models” performance whilst varying the magnitude of the additive adversarial noise.
In this survey chapter, we briefly introduce adversarial examples and adversarial
training/testing. And we refer interested readers to a more comprehensive survey on
adversarial attacks and adversarial training [7].

The adversarial attack has different implementation principles [38,72,232], most
of which are to add noise that is not easily observed by people to the original data
to affect the prediction results of the machine learning model. Adversarial attacks
can be divided into gradient-based attacks and non-gradient attacks from the attack
method [8]. From the perspective of invariance testing, both attack methods change
the original data to a certain extent by adding noise or interference, which makes the
prediction of the machine learning model deviate.

In 2014, the Fast Gradient Sign Method (FGSM) was first proposed by Goodfel-
low et al., which explained the basic principles of adversarial examples and proved
that the state of high-dimensional networks is linear. Research shows that the high-
dimensional nonlinearity of networks is responsible for adversarial attacks in net-
works [100]. After their work, other researchers successively proposed many deriva-
tive algorithms based on FGSM, such as RFGSM [307], NI-FGSM [175], M-DI2-
FGSM [341], etc., making FGSM It can carry out more efficient black-box attacks
and improve the attack success rate of its white-box attacks. In addition, Projected
Gradient Descent (PGD) [194] is an iterative optimization algorithm that generates
adversarial examples by continuously optimizing the loss function. Carlini and Wag-
ner (C&W) Attack [33] is an effective adversarial example generation method, which
generates adversarial examples by solving an optimization problem. DeepFool [207]
is a method of using linear programming to construct adversarial examples, which
can quickly generate adversarial examples. For different adversarial attacks, Yao et
al. compared the performance of various adversarial attacks on different machine
learning models [163].

Adversarial training for adversarial attacks can improve the pre-resistance of ma-
chine learning models against adversarial attacks to a certain extent without addi-
tional cost [276]. The paper [17] reviews recent progress in adversarial robust adver-
sarial training using novel taxonomies. One thing to note is that adversarial training

does not always have a positive effect on the improvement of model invariance testing.
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In adversarial attacks, perturbation-based adversarial examples are not robust enough
to achieve general robustness in some cases. A more precise definition is needed for
general robustness [129]. In the paper [137], some machine learning models are im-
proved in rotation invariance by gradually increasing the training enhancement of
rotation, but while doing so, their adversarial robustness does not improve, or worse,
it can even drop significantly on datasets like MNIST. In his article, Biihlmann ana-
lyzes the relationship between Invariance, Causality, and Robustness, using statistical
methods for more robust and better ”causality-oriented” explanations [28].

The relationship between robustness against adversarial attacks and other types
of invariance qualities also drew some researchers attention. [107] investigated the
trade-off between adversarial robustness and accuracy in neural networks by adding
additive noises to either the input layer or all hidden layers. They studied the re-
covery of adversarial examples and misclassification of clean examples as the amount
of noise varied (i.e., invariance testing), to understand the model’s robustness [107].
Similarly, research [306] demonstrates fundamental trade-offs between robustness lev-
els of two different types of adversarial examples. They find that defending against
sensitivity-based attacks actively compromised model accuracy against invariance-
based attacks. [351] found that affine transformation invariance qualities are closely
related to adversarial robustness [20,89]. However, being invariant to affine transfor-
mations does not guarantee robustness against all types of adversarial attacks [351],
as there are other types of adversarial attacks that do not correspond to affine trans-

formations.
e Watermark attacks (noise / cropping)

Watermarks are divided into traditional physical watermarks and digital water-
marks [3]. A digital watermark is a marker covertly embedded into a noise-resistant
signal such as audio, video, or image data [244]. It is often used to identify copy-
right ownership of such data. R.G. van Schyndel proposed digital watermarking in
December 1994 [311]. Like traditional physical watermarking, digital watermarking
is usually only perceptible under certain conditions, and since the digital copy of
data is identical to the original data, digital watermarking is a passive protection
tool [242]. In the Internet era, people use software watermarks to embed some se-
cret information in the software as a sign of the copyright owner of the software to
protect the software [375]. For an ML model or algorithm that are designed to en-
code/decode the watermarks for copyright protection, its performance should not be

affected by any sort of attacks, e.g., noise or cropping. For example, when an image
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with watermark is cropped or added with some noise, the ML algorithm /model should
still be able to identify it is a watermarked image. For example, [49] introduced a
transform-invariant public fragile watermarking scheme for 3D objects authentica-
tion. The proposed scheme embeds the watermark into 3D objects, making the 3D
objects invariant to translation, rotation, and uniform scaling operations.

For generative ML models, generated outputs (images/videos/3D objects) can
also be watermarked. Given a generative ML model to be protected, an invisible
watermark was added into its outputs. When another ML model tried learning from
its input-output pairs, the watermarks will be learned instead of the real semantic
contents. For these generative ML models, invariance testing is important to guar-
antee the generated outputs’ watermarks will still be effective under different types
of attacks, e.g., affine transformation/noises/cropping. For example, [333] used a
combined loss function so that the trained ML models are able to generate water-
marked images. The authors conducted cropping (pre-defined cropping strategies,
see Section 3.1) and noise (controlled by a standard deviation as shown in Section
3.3.2) invariance testing to ensure the robustness of the proposed methodology. They
used the Peak signal-to-noise ratio (PSNR) between the original watermark and the
watermark reconstructed from a cropped marked image to evaluate how strong the
cropping attacks are. Similarly, [359] introduced a watermark protection framework
for ML models. The authors conducted occlusion, noise (based on discrete cosine
transform (DCT) and discrete wavelet transform (DWT)), adversarial noise (by sur-
rogate models) invariance testing to ensure the trained watermarked generative ML
models have the corresponding invariance qualities.

In addition to traditional watermark attacks, e.g., cropping, noise, other more
advanced techniques can be used to test the invariance qualities of ML models that
involve encoding and decoding watermarks. For example, Wdnet [183] introduced a
watermark-decomposition network for visible watermark removal, as well as its anti-
attack techniques to boost the invariance qualities in watermark attacks. They evalu-
ated the proposed method on the Large-scale Visible Watermark Dataset (LVW) [43]
which contained 60K watermarked images with 80 different types added watermarks.
The authors also introduced a newly collected dataset CLWD (Colored Large-scale
Watermark Dataset) which includes 60K watermarked images with 160 colored wa-
termarks for training and 10K watermarked images with 40 colored watermarks for
testing. Similarly, REFIT [41] introduced a unified watermark removal framework

for deep learning systems using only a limited amount of data. The authors used
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Figure 2.6: (a) Subjects (hairstylists) were captured by camera with various hairstyles
[146]. (b) [29] overlaid face masks using facial landmarks. (c) - (e): Variation in
clothes (ReID [320]), time (different years [118]) and fonts (SVHN dataset [219])
respectively. (f) Variation of gender can be obtained using generative algorithms,
e.g., GANs [236]. (g) Replacing background for the same object [169,338].

elastic weight consolidation (EWC) algorithm adaptation and unlabeled data aug-
mentation to improve effectiveness. Evaluation of REFIT against diverse watermark
embedding schemes. They used their watermark removal technique to test the wa-
termark attack invariance qualities of existing algorithms, including pattern-based
techniques [40, 108, 358], embedding samples drawn from other data sources as the
watermarks [2], exponential weighting [216], and adversarial frontier stitching [158].
And they found that all of the ML algorithms were vulnerable against watermark

attacks.

2.3.4 Styles attributes

In the literature, some attempts of invariance testing were carried out on variation of
styles. For example, [236] used a StyleGan [134] to explore hidden factors (variation)
that the model is sensitive to. Similarly, many self-explainable models demonstrate its
interpretability through the variation of styles [58]. As mentioned in the beginning of
this section, the level of desirability of one invariance quality heavily varies, especially
for different applications. This is especially true for the variables of styles. Some vari-
ables of styles can also be interpreted as properties / features / attributes. Therefore,
in some cases, instead of invariance, sensitivity to the variables can be more desired.
For examples, hundreds of models were trained to conduct age, and gender classifica-

tion [172,308]. In these cases, age / gender are attributes that need to be recognised
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Table 2.3: Existing datasets that contain “largely similar” data under variations of

styles
Dataset Source Size Variation
MaskNet [29] Face mask detection 137,016 Face mask
K-HairStyle [146] | Hair style classification 500,000 Hair style & viewpoint
NKUP [320] RelD 9738 Clothes & viewpoint
REFW [323] Fairness 3000 individuals Ethnicity
SVSF [118] Out-of-Distribution 10k Year, country, viewpoint
ImageNet-9 [338] Invariane testing 50k Background

and detected. However, when ML models are not specifically trained for detecting
/ distinguishing these attributes, the invariance qualities are indeed important. For
example, gender and race invariance qualities are critical for face recognition mod-
els [151]. In this section, we summarise existing variation of styles in the literature,
and we also include other research directions where there are strong connections to
invariance testing. For other research directions, we defer interested readers to holis-
tic surveys, e.g., fairness [201], domain adaptation [322], out-of-distribution [346],
representation bias [278] etc.

For variables of styles, some attempts of invariance testing (including those re-
search directions that were not traditionally referred to as invariance testing, e.g., the
study of fairness) can be different from the Eq.2.2 we specify in Section 2. Instead of
having a sequence of transformation operations {7 (x), 72(z), ...} for one given input
data object x, several sub datasets {Dy, Ds,...} can be formed based on the vari-
ables or attributes being present or absent, where each subset contains distinct and
non-overlapping data objects, i.e., D;(D; = () when i # j. For example, the RFW
dataset [323] consists of four different subsets, namely Caucasian, Asian, Indian and
African. And then models’ performance can be evaluated based on these subsets.
Under such setting, the variation of data in each subset is often too complex and
consists of multiple variables. Therefore, these types of datasets are more suitable for
other related research directions, e.g., fairness studies. Ideally, in invariance testing,
for each variable, we should have datasets that only contain the variable, i.e., Eq.2.2.
Alternatively, the dataset should contain only a few strongly related variables e.g.,
device and resolution. Therefore, in this survey, we coherently follow Eq.2.2 and its
lenient form specified in Section 3.2., i.e., given one data object x, to find a set of data
objects {x!, 22 ...} that are “largely similar” but vary only in one or a few related
aspects. In this section, we summarise the attempts that such data (which can be

potentially used for invariance testing) are collected or synthesized.
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(3.4.1) Face/Clothes/Attributes: The variation in “human” can be divided
into two groups: intrinsic and extrinsic. Intrinsic variation such as age, gender and
race can be found in most face datasets, e.g., VggFace dataset [31]. However, for
one input data x, it is not straightforward to manually introduce those intrinsic
facial variables and obtain a series of “largely similar” data {z' 2% ...}. For this
reason, instead of manually collecting datasets to study the invariance qualities to
these variables, generative methods can be used to synthesise the required data,
e.g., a FaceAge-GAN [184] can be used to generate images for the same subject at
different age groups (as shown in Figure 2.6). In terms of voices, we defer interested
readers to a more specific survey of accented voice [119]. By contract, extrinsic
variations can be manually introduced by deliberately collecting data, e.g., mask,
beard, glasses, hairstyle, expression, etc [155]. For example, K-HairStyle [146] consists
of 500,000 images taken from 300 hairstylists (in different hairstyles). In addition to
data collection, researchers also synthesize data to study extrinsic facial variables.
For example, MaskNet [29] overlaid masks based on detected facial landmarks [334].
Variation in clothing is similar to extrinsic facial variables. The invariance qualities of
clothing has recently attracted researchers’” attention for tasks like RelD, surveillance
[372] and gait recognition [121]. For example, researchers have collected 9738 images
for pedestrians in different clothes to improve the invariance qualities for ML models
(NKUP dataset [320]).

(3.4.2) Background/Domain: In the literature, especially in the studies of do-
main adaptation / generalization and out-of-distribution, domain shifts are sometimes
referred to as “style” shifts / bias, e.g., [214]. To be more specific, in the waterbirds
vs landbirds dataset [262], waterbirds are normally captured on water while landbirds
are normally captured on land. As a result, the models can be trained to distinguish
the backgrounds instead of the interested objects. Another example is when models
are trained on objects with clean background, e.g., the MNIST dataset, their perfor-
mance on objects with noisy background, e.g., the SVSF dataset can heavily vary. The
aforementioned problems can be referred to as domain adaptation, out-of-distribution
or spurious correlation in the literature. Meanwhile, they are also typical invariance
testing problems where the variable can be different backgrounds or domains. Given
one input data object, in order to introduce the variation in domain/background,
several generative methods can be used, e.g., [169] used association analysis to build
an ontology to find a set of related and suitable backgrounds, [4,291] deliberately
removed some related items from its background (See Section 5 for more details of

generative methods for invariance testing).
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Table 2.4: Datasets that include different weather conditions

Source Size Variables
Robotcar [193] | Autonomous Driving | Over 25M | Weather, lighting, devices & modalities (LiDAR)
Synthia [255] | Autonomous Driving | 213,400 View point, weather & brightness
RADIATE [279] | Autonomous Driving 200k Weather & modalities (LIDAR)
DAWN [142] Surveillance 1K Weather, illumination & occlusion

2.3.5 Variables associated with applications

In addition to the aforementioned variables, there are some other variables that are
commonly linked to some specific applications. For example, for autonomous driving,
weather invariance is crucial to any ML models [91]. Some tasks require sensitivity
to the variables instead of invariance qualities. However, when ML models are not
trained specifically to detect these attributes, the invariance qualities are normally
desired.

In both surveillance and autonomous driving, weather invariance is indispens-
able for ML models. In the literature, many datasets have been collected to study
the robustness of ML models under different weather conditions, and we list some
commonly used datasets in Table 2.4.

There are other types of variables that are normally associated with applications.
For example, in agriculture, humidity invariance and shape invariance are often de-
sired. We defer interested readers to their surveys that are linked to the industries,
e.g., agriculture [95,138], energy system [81], finance [6], drug design [324] etc.

In Figure 2.7, we summary how data with different types of variation are gener-
ated, synthesized, and collected. Manually collecting testing data with variation is
the most reliable approach for invariance testing as the collected data truly reflect the
variation in real life. However, it is labour-intensive and time-consuming to manually
collect data. Some types of variation can be generated using a pre-defined determin-
istic function, e.g., affine transformation, and Fourier transformation. And the other
types of variation will require a generative model/algorithm, e.g., GANs. In the fol-
lowing section, we will introduce the evolution of such generative models/algorithms
in the literature, and how they can be used for invariance testing to generate testing

data with controlled variations.

2.4 Input generation and mutation control

In most cases, input generation and mutation control can be done via parameters.

For example, rotate an input data object by 1°, 2°, 3°, ..., k° i.e., the muta-
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Figure 2.7: Data with variations can be obtained via a pre-defined deterministic func-
tion, e.g., affine transformations, a probabilistic generative algorithm, e.g., GANs, or
deliberately collected. We summarise how testing data for different types of variables
are generated or collected.

tion/transformation is controlled by the rotation angle (parameter). Similarly, when
injecting Gaussian noise, we can use A\ to control how strong the noise is, and use
o to define the distribution of the noise. When the variables are complicated and
the mutation cannot simply controlled by using parameters, data collection is an-
other common way to “generate” the data and “control” the mutation, e.g., devices
as mentioned in Section 3. In addition to these two common input generation and
mutation control methods, there are multiple other techniques that can be used to
generate input and control mutation. As shown in Figure 2.8, in this section, we
summarize existing studies on testing data generation and synthesizing, especially

those that were specifically designed to assist testing.

2.4.1 Generative adversarial networks

Generative Adversarial Networks (GANs) can be useful in invariance testing by gen-
erating synthetic data samples that represent variations in the input space. This
is especially useful when some variables are impossible to control by simply apply-
ing parameters or collecting data. As mentioned in Section 3, GANs can smoothly
morph a given data object with respect to one or a few strongly related attributes,
e.g., [184] can change the same person from a male version to a female version grad-
ually and smoothly. This way, a sequence of largely similar testing data objects

X = {x1,29,...,x,} are obtained and can be used for invariance testing analysis
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Training Objective: to optimize a minimax game between the generator and discriminator

Sample Quality and Diversity: high-quality and diverse samples

4.1 Generative Adversarial Networks e . . .
Control of Variations: typically without explicit control over the latent space.

Specific attributes are normally conditioned on the input attributes

Training Objective: to model the underlying distribution and reconstruct original input data
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Generative Models
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Control of Variations: control via the structured latent space, and more stable during training

Generated by: iterative noise additions and affine transformations

4.3 Coverage-based Fuzzing Sample Quality and Diversity: might be heavily distorted
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Others
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Figure 2.8: We group recent research and studies on generation/synthesizing of in-
variance testing images into three main groups, i.e., generative models, adversarial
attacks, and related information retrieved from ontology. In this section, we intro-
duce these invariance testing data generation methods, especially those specifically
designed to assist testing.

in the next steps. In this section, we briefly introduce the basics of GANs and refer
interested readers to more detailed survey papers [98,231].

Generative Adversarial Networks consist of two important components: a gen-
erator and a discriminator. GANs are designed to generate new data samples that
resemble a given training dataset by simultaneously training both generator and dis-
criminator using the following loss function (Lp is the loss function of the discrimi-

nator while Lg is that of the generator):

Lp = —[log(D(x)) + log(1 — D(G(2)))]
La = —log(D(G(2)))

where z is random noise, G(z) is the generated image based on the random noise,
x is an input data object for the discriminator, D(z) is the output of the binary
classification (x is labelled as “class 07 if it is generated by the generator, “class 1”
otherwise). By training with these two loss functions, the generators are expected
to generate realistic images that the discriminator cannot tell the difference between
the generated image and images in the training data set. The training of GANSs is
normally not a stable process. In order to stabilize the training, several methods were
introduced in the literature, e.g., WGANSs [110] used Wasserstein distance instead of

KL distance or JS distance. In this survey, we focus on the control of the generation
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and how GANs can be used for invariance testing, and we refer interested readers to
a detailed survey about stabilization of GANs [331].

The generation process can be controlled and conditioned on attributes or images.
Instead of generating images from random noise, conditional GANs can generate

images based on an input data object and random noise [128]:

Lp = —[log(D(z,y)) + log(1 — D(x,G(x, 2)))]
Le = —log(D(x,G(x,2)))

where x is a given input data object, z is random noise. The generator (G) takes the
random noise z and input data object z and generates an image G(x, z). Similarly, the
discriminator (D) takes the image x and a real image y from the training dataset. The
discriminator does not necessarily to be conditioned on the given input data object
x, but [235] found that conditioning on the original data object & was beneficial to
mix the objectives with a more traditional loss, such as L2 distance. This way, given
an input data object, a sequence “largely similar” data can be generated.

In order to limit the variation of the generated images and control the variation of
each generated image, StyleGan [134] can be used to morph a given input data object
with respect to one or a few strongly related variables. However, its difficult to relate
one latent code (latent factor) and one variable. Therefore, in the literature, GANs are
normally used to generate images based on different latent codes which correspond to
one or some variables. For example, [236] controlled image generation / mutation via
maximizing mutual information between latent factors and generated images. In order
to ensure the latent factor (C;) aligns with a potential variable (A4;) in images, they
trained an auxiliary network that predicted the latent factor (C;) from the generated
image. After a sequence of “largely similar” data are generated, they calculate the
overall accuracy to test the invariance qualities of the target ML model. To control
and edit the mutation, EditGANs [178] modelled a joint distribution between the
original input data object and its segmentation map. And then the segmentation map
can be edited and a new image can be re-generated based on the edited segmentation
map. This way, the newly generated images are almost identical to the original one
except for the edited part in the segmentation map, e.g., cars with bigger wheels or
human faces with different shapes of eyes / nose / mouth. Furthermore, to improve
the controllability of mutation, DragGANs [230] allowed users to drag a few handling
key points to a new position and morph the original data object accordingly via

motion supervision (a special loss function) and point tracking.
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2.4.2 Variational Autoencoder

Variational Autoencoders (VAEs) are generative models which are similar to GANs.
In a VAE, there are also two important elements, namely an encoder and a decoder.
This section, we briefly introduce VAEs and we refer interested readers to a survey
paper on deep generative models [227].

The encoder converts input data objects, e.g., images, into a latent space represen-
tation called the “latent variables” or “latent code.” The encoder network then maps
the input data objects to the mean and variance of a distribution in the latent space.
This distribution is often assumed to be Gaussian. From this latent distribution, a
sample can be drawn to produce the latent code. The decoder network takes a latent
code and generate a data object. If the latent code is obtained by feeding the original
input data objects into the encoder, then the decoder is supposed to reconstruct the
original data objects.

The VAE is trained by optimizing a loss function that consists of two components:
a reconstruction loss, which measures the performance of the decoder (the difference
between the reconstructed input data and the original ones), and a regularization
term, which encourages the latent distribution to resemble a prior distribution, typ-
ically a unit Gaussian. This probabilistic representation allows for sampling from
the latent space, enabling the generation of new data samples. It also provides a
natural way to explore the latent space and interpolate between different data points,
offering more expressive and creative capabilities compared to the fixed encoding in

autoencoders (AEs). An example of the loss functions for VAEs is:

reconstruction loss = M SE(z,2)
regularization_term = Z(l +log(o?) — p? — 0?)

Loss_VAE = reconstruction_loss + \ * regularization_term

where the reconstruction loss can be any discrepancy functions instead of mean square
error (MSE) between the original data x and the reconstructed data z’, the regular-
ization term can also be flexible if the desired mean p and variance o are not 0 and
1 respectively, and A is a coefficient controlling the ratio of the two terms.

To disentangle the latent representation and control the generation of images, [370]
optimized the VAEs so that the latent representation followed Gaussian mixture dis-
tribution. This way, the disentangled VAEs can generate images conditioned on some
labels (or variables). Due to the assumption of Gaussian distribution of the latent

representation, one can control the mutation by sampling the latent representation.
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Therefore, once VAEs are able to learn disentangled and meaningful latent represen-
tation, they can be used to generate testing images for invariance tests. We refer

interested readers to a survey on disentanglement [32].

2.4.3 Coverage-based fuzzing testing

Coverage-based fuzzing (CBF) is a testing paradigm that has been widely studied in
the field of security vulnerability of software engineering [161]. It works by generating
a large number of inputs or test cases, and feeding them into the program to see if
any unexpected behaviors or errors occur. In the definition, a CBF test starts with
a testing suite (seeds). And then multiple input data are generated by mutating
the seeds (fuzzing). A criterion is pre-defined to evaluate the quality of the mutated
testing inputs. For example, the number of lines (codes) that are executed using
the mutated testing inputs. By having as much of the program’s code is executed
as possible during testing, the tester can increase the chances of finding bugs or
vulnerabilities that may not be apparent from other types of testing.

This testing paradigm can be transferred to machine learning testing. In machine
learning, coverage-based fuzzing can be used to test the robustness and resilience
of ML models. By generating a large number of inputs that are designed to test
the model’s ability to handle unexpected or adversarial inputs, testers can identify
weaknesses in the model’s behavior and improve its overall performance. For example,
a CBF test could be used to generate a large number of images with subtle variations
that are still recognizable as a specific object. By feeding these images into an ML
model designed to recognize that object, testers can identify cases where the model
fails to correctly identify the object and improve its performance.

To be more specific, a CBF test for ML models starts with a testing set. And
then data objects in the testing set can be morphed by either affine transformations
or injecting noise. A pre-defined criterion, e.g., neuron coverage, is used to evaluate
the quality of the mutated testing inputs which are supposed to expose vulnerability
of the ML model(s). For example, DeepXplore [238] defined neuron coverage as the
percentage of neurons that are triggered by a testing suite. They trained multiple
networks and used them to find testing data objects that did not have consistent pre-
dictions. Meanwhile output values from randomly chosen neurons were added into
an objective function to find data objects that triggered more neurons and thus the
mutated testing inputs will a have higher neuron coverage. This way, DeepXplore

was able to generate test inputs that had 34.4%/33.2% higher neuron coverage rate
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Figure 2.9: General workflow of coverage-based fuzzing (CBF) tests for ML models.
The CBF tests start with a testing set (seed). The data are then mutated by affine
transformation or injecting noise. The mutated data are then sent to the ML model
and the outputs are analysed by the coverage analyser and objective function. The
feedback is then sent back to the input selection.

than randomly chosen natural/adversarial examples. Similarly, DeepGauge [189] in-
troduced five variants to generate “corner cases”. SV-Coverage [295] was inspired by
modified condition/decision coverage (MC/DC) and they defined Sign/Value-Change
to represent True or False branch predicates. DeepCT [188] introduced a novel com-
binatorial coverage criteria to find testing data objects that can potentially reveal
vulnerability of ML models.

However, [116] [164] suggested that neuron coverage might be ineffective for fault
detection with natural inputs, and no significant change in the coverage was observed
when error rates increased from 0.01% to 10%. Therefore, some other metrics were
proposed to replace neuron coverage such as surprise adequacy [144] and metrics
computed by approximate nearest neighbour [224]. We defer interested reader to
a survey on neuron coverage as long as safety and trustworthiness of deep neural
networks [123].

After the coverage criteria are fixed, TensorFuzz [224] introduced a property-
based testing procedure, where the objective function could be flexible, e.g., “crashes”
or “numerical issues” as shown in Figure 2.9. DLFuzz [111] used a similar CBF
testing framework to explore different approaches to select interested neurons. They

investigated four strategies:

e To prioritise neurons which are frequently activated during training / testing
with the seeds

e To prioritise neurons which are rarely activated during training / testing with
the seeds
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e To prioritise neurons which have large values as they might affect the final

outputs more significantly

e To prioritise neurons whose average values are close to the threshold of “being
activated (fired)” as they are easier to be activated by a random input data

object

Their results showed that mutated data objects using the first strategy are more likely
to mislead ML models. DeepHunter [342] introduced a frequency-aware seed selection
strategy based on the number of times a seed has been fuzzed.

All the aforementioned methods were able to find abnormal data objects for ML
models and numerically evaluate invariance qualities. Although numerically, most
CBEF tests still heavily rely on formula-based methods to evaluate the performance of
ML models, the mutated data objects are generated under the guidance of internal
status of ML models, e.g., neuron coverage. The selection of interested neurons,
prioritisation of testing seeds [27,363], the approaches to mutate the seeds, and the

criteria (and objective functions) to guide the mutation remain open research topics.

2.4.4 Adversarial attacks

An adversarial attack refers to an attack against an ML model, that is, to create some
inputs that are malicious and deceptive to the model, so as to test the robustness
of the model. In most cases, adversarial attacks are generated by adding noise that
is not easily observed by humans to the original data objects to affect the predic-
tion / decisions of the model. The generation of adversarial attacks can be divided
into gradient-based and non-gradient depending on how the adversarial noises are
created [8]. From the perspective of invariance testing, both attack methods change
the original data to a certain extent by adding noise or interference, which makes
predictions of ML models deviate. The generation of adversarial attacks can be con-
trolled by: 1) parameters (¢ or number of modified pixels), 2) gradient of the ML
model (gradient masking, white box or black box), and 3) methodology of generating
the adversarial noise (e.g., iterative or single pixel attack). In this section, we briefly
introduce the basics of adversarial attacks and refer interested readers to a detailed
survey [7].

In 2014, the Fast Gradient Sign Method (FGSM) was first introduced in [297].

They found that a “robust” ML models (robust against random affine transformation
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and Gaussian noise) can be easily deceived by back-propagating the gradient to the
original images:

dv = —I.— g - Szgn(VmL($7 ytrue))

l,a
where x is a data object, Y. is the label, L is a loss function, and ¢ controls the
magnitude of the adversarial noise. If the loss function L is obtained from the target
ML model (to be tested), the attacks are known as “white-box” attacks. Otherwise if
the loss function is obtained from other ML models, the attacks are known as “black-

)

box” attacks. In the literature, researchers successively proposed many derivative
algorithms based on FGSM, such as RFGSM [307], NI-FGSM [175], M-DI2-FGSM
[341], etc.. These methods can achieve a better success attack rate (SAR), which is

defined as: '
Number of deceptive examples

SAR =
Total number of examples

In addition to FGSM, Projected Gradient Descent (PGD) [194] is an iterative opti-
mization algorithm that generates adversarial examples by continuously optimizing
the loss function. Carlini and Wagner (C&W) Attack [33] is an effective adversar-
ial example generation method, which generates adversarial examples by solving an
optimization problem. DeepFool [207] is a method of using linear programming to
construct adversarial examples, which can quickly generate adversarial examples. For
different adversarial attacks, Yao et al. compared the performance of various adver-
sarial attacks on different ML models. They discover that using Rebel’s detection
method [249] has a better effect on FGSM than C&W and PGD on the Cifar-10
dataset, but on the MNIST dataset, sometimes ODD [258] may have a stronger at-
tack effect [163].

Adversarial training for adversarial attacks can improve the pre-resistance of ML
models against adversarial attacks to a certain extent without additional cost [276].
However, adversarial training might lead to gradient masking [166]. Instead of an
ML model being more robust against white box adversarial attacks, the ML model’s
gradient could become “masked” and therefore become “weaker”. This way, the SAR
of the generated adversarial examples can be heavily affected. Another thing worth
mentioning is that adversarial training does not necessarily have a positive effect on
the invariance qualities of the ML model. In the paper [137], some ML models be-
came more rotation-invariant by gradually enhancing rotation augmentation during
training, however, while doing so, their performance on adversarial examples could
become worse or even drop significantly on datasets like MNIST. In the article [28],

Biihlmann analyzed the relationship between invariance, causality, and robustness
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(a) Toilet with a ketchup and a banana on the sink  (b) Kitchen with a toothbrush and toothpaste on the worktop

Figure 2.10: Picture recreated based on [226]. After they applied a scene understand-
ing technique, they removed or added items from / into the scene and tested whether
a scene classification ML model can still make the correct predictions. For exam-
ple, (a) showed a toilet with a ketchup and banana and (b) showed a kitchen with
a toothbrush and toothpaste on the worktop. If the models can still make correct
predictions, then it is more trustworthy that the model was not affected by spurious
correlations or did not overfit some specific items.

(against adversarial attacks), using calculation and comparison of the results of ma-
chine learning models through statistical formulas and derivations for more robust

and better ”causality-oriented” explanations.

2.4.5 Ontology and Scene Understanding

As mentioned earlier in this section, one can change the segmentation map of a
given input image, and use a StyleGan to reconstruct a new image conditioned on
the morphed segmentation map. Scene understanding techniques, e.g., segmentation
maps, are indeed very important for invariance testing. In this section, we briefly
introduce how scene understanding can be used for invariance testing and we refer
interested readers to more detailed survey papers on scene understanding [104,218].

After a segmentation map has been obtained, one can test the model’s sensitivity
to any of the detected items and any attributes of each of the items. Based on
the outputs of the scene understanding technique, one can morph the original image
by using a generative model or simply removing / overlaying part of the original
image by a new object / image. For example, the background challenge dataset [339]
separated the foreground object from its background and replace it with other images’
background(s). Similarly, [60] swapped two images backgrounds, and CutMix [354]
overlaid part of the foreground object with part of another foreground object. For

instance, overlaid a dog’s face onto a cat’s body. [226] tested semantic consistency in
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a scene. For example, they removed or added a toilet roll / kitchen tower / ketchup
from an input data object and tested whether the target ML model can still make
the correct predictions / decision as shown in Figure 2.10.

However in the literature, when conducting invariance testing using scene under-
standing techniques, the testing data objects were normally generated ad hoc. In
the aforementioned studies, items in the testing input images were added / removed
either randomly or via human knowledge, e.g., Figure 2.10. Recently, [169] used on-
tology, e.g., association analysis, to study the relationship between different detected
items in the input data objects. Considering a set of all possible keywords K, that
can be extracted from all images in the repository B, the level of association between

two keywords k, and k can be described by two concepts. Consider three itemsets:
Sq = {ka}; Sp = {kb}a and Sab = {kaa kb}

number of images where s, is present

Support(Sq) = :
pport{sas) total number of images
t(Sq
confidence(3s, — Isp) = support(sq | s1)
support(s,)

where Js, — Js;, indicates an association rule from one itemset (s,) to another (sp).
support indicates the frequency of the co-occurrence of k, and k, and confidence
indicates the confidence level about the inference that if the object of keyword k,
appears in a scene, the object of keyword k; could also appear in such a scene. And
[169] used the association relationships (ontology) to control the mutation, generate
new testing images, rank the distance between each mutated images, and conducted

background invariance testing.

2.5 Invariance Testing Workflows

As aforementioned and defined in Section 2, invariance testing focuses on the perfor-
mance of interested model(s) given a sequence of “largely similar” input data objects,
which vary with respect to only one or a few related variables defined in Section 3.
In order to demonstrate and display the performance, although the most common
invariance testing workflow is formula-based, e.g., to compute worst-case accuracy,
various other workflows can be used. In this section, we summarise existing invari-
ance testing workflows in the literature, and group them into three main categories

as shown in Figure 2.11.
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Formula: 56.0%
I Formula+Visualization: 12.6%
I Formula+Theorem: 5.5%
I Formula+Theorem+Viz: 1.1%
Formula Total: 75.3%

Formula-based Testing: 75.3%

Visualization: 19.25%
I Visualization+Formula: 12.6%
I Visualization+Theorem: 1.65%
I Viz+Theorem+Formula: 1.1%
Visualization Total: 34.6%

Theorem: 3.85%
. I Theorem+Formula: 5.5%
H 1 - . 34 (+) eorem: I Theorem+Visualization: 1.65%
Visualization-based: 6% 12.1% Il Theorem+Viz+Formula: 1.1%

Theorem Total: 12.1%

Figure 2.11: We group existing 182 studies (summarized in this survey chapter)
involving invariance testing into three main categories. Some studies belong to two
or all of the categories, e.g., Precision-recall curve analysis [78] can involve both
visualization-based analysis and formula-based evaluation.

2.5.1 Formula-based invariance testing

In the literature, various formulas were introduced to numerically evaluate perfor-
mance of ML models. In addition to worst-case accuracy [339] or robust accuracy [87],
f1 score, precision and recall [102] can also be used to represent invariance testing re-

sults if the models are trained for data retrieval, e.g., for copy right protection.

true positive

recall = — :
true positive + false negative

true positive

precision = — —
true positive + false positive

fo= (145 +

precision x recall

5% % precision + recall

For a sequence of “largely similar” data objects D = {z1, s, ...}, the consistency of
the performance of a target model M can be evaluated using precision, recall or f1
score instead of accuracy. For example, for each x; € D, we can compute a recall,
precision or fl score based on the performance of M(z;), e.g., recall(M(z;)). And
then we can compute the difference between the recall, precision or fl scores, e.g.,
recall(M(z;)) — recall(M(x;)), to evaluate the invariance quality of M.

Similarly, various other metrics can be used for different target models that are
trained for different tasks, e.g., average precision [352], mean average precision (MAP)
or Area Under Receiver operating characteristic Curve (AUROC) [22] for object detec-
tion models, different rewards for reinforcement learning models [286], Kolmogorov-
Smirnov statistic for ads — the optimal number of targeted customers and credit

scoring scenarios [197], and Mean Intersection of Union (mloU) for segmentation
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Table 2.5: Different metrics to evaluate ML models

Formula or description
Intraclass correlation (ICC) [77] | &= SN (Tny — T)(Tpo — T), 82 = = SN (Tny — 2)? + (Tno — 1)?)
Correlation Coefficient [292] p=cov(X,Y)/o, * 0,
Concordance [106] :lef(igﬁw where p is the correlation coefficient
Cohen’s kappa [70] ”1" , where p, and p, are agreement and disagreement respectively
Gini coefficient [65] A B the Lorenz curve is obtained using model’s probability predictions
Somer’s D [220] H N,/ N, are number of concordant/discordant pairs respectively

models [204]. We list several other metrics that can be used to evaluate ML models
in Table 2.5.

In addition to traditional statistical metrics, some special metrics that are spe-
cially designed for ML models can also be used to evaluate invariance qualities. For
example, Singular Vector Canonical Correlation Analysis (SVCCA) [248] was intro-
duced to compare outputs from different ML models and it can be used to evaluate
the relationship between outputs of the same ML model, e.g., [353] studied inter-head
diversity in multi-head attention using SVCCA. Similarly, other metrics can poten-
tially be used to analyse invariance qualities of ML models, e.g., difference between
Uncertainty [92] with respect to “largely similar” input data.

In the literature, there are also metrics that were designed for invariance qualities.
For example, Goodfellow, Andrew Y. Ng, etc proposed a metric evaluating invariance
qualities of an ML model based on the invariance scores of top-scoring proportion of
hidden units (cumulation) in the deepest layer (location) [96]. For each hidden unit

1, the invariance score was defined as:

\Z\ Dcez |T 2)] erT fi(z)
E[fi(x)]

where f;(z) is the output of the neuron given input x, T'(x) is a set of stimuli that

S(i) =

are “largely similar” to an input data object x, Z is a set of inputs that activate the
neuron near maximally, and E[f;(x)] is the expected value (which was referred to as

firing rate) of the outputs of the neuron when x is drawn from a testing set.

2.5.2 Visualization-based professional analysis

As mentioned in the beginning of this chapter, formula-based approaches (statistics)
cannot fully demonstrate the real distribution (as shown in Figure 2.1). To address
the limitation, visualization-based methods can be used to further assist the analysis

of the invariance qualities of ML models.
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2.5.2.1 Explainable AI (XAI)

is a well studied visualization-based analytic approach. XAI refers to the ability to
provide understandable and interpretable explanations for the decisions, predictions
and behaviors of ML models. It aims to address the ”"black box” nature of complex
ML models (e.g., CNNs, LSTMs) by providing insights into how the model(s) make
their predictions or decisions [66]. The understandable and interpretable explanations
are normally delivered via visualization. For example, LIME [253] trained an inter-
pretable “surrogate” model (sparse linear explainer) that approximates the behavior
of the complex black-box ML model (to be tested). This surrogate model is trained
specifically for one target input data object and should be simple enough to be easily
interpretable while capturing the important patterns and relationships present in the
original model, e.g., a linear layer or a decision tree as they are self-explainable. The
surrogate model will provide visualization analysis for the prediction of the black-box

model given the particular input data object.

2.5.2.2 Symbolic testing

also known as symbolic execution, is a technique used in software testing and program
analysis. It involves executing a program with symbolic values instead of concrete
inputs to explore different execution paths and analyze program behavior. In ML
testing, symboile testing [101] converts an ML model into a program with if/else
branches, i.e., each neuron output after ReLLU activation layer, given an input data
object. And then the final prediction(s) / decision(s) of the ML model is written into
a weighted function of a series of coefficients for all the input pixels. For example,
given a DNN with 2 hidden layers and 2 hidden units at each layer respectively, its

predictions (yo and ;) can be written as:
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where zy and z; are the input pixels, w® and w! are the weights of the first / second
layer respectively, and o is an activation function. This way, a coefficient for each
input pixel z; is computed with respect to an output value y;. These coefficients
are how "important” the pixels are for the final prediction / decision (y;) of the

ML model. Similarly, they can also compute pixels that are prone to adversarial
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attacks. The coefficients (importance of each pixel) can then be illustrated using a
visual pattern. Similarly, concolic testing combines symbolic testing and coverage-
based fuzzing. Concolic testing [296] starts with executing a program with a concrete
input data object. At the end of the concrete run, another execution path (if/else
predicates) is selected by human heuristics, e.g., the selection can be guided by the
forward gradient or cost gradient of the ML model. The newly selected execution path
is then encoded symbolically to yield a new concrete input data object for the next
iteration. The concrete run and the symbolic analysis alternate until a pre-defined
structural coverage rate is reached.

The main challenge of symbolic testing is to scale to large ML models as the
computational costs will increase exponentially. Therefore, for larger ML models, e.g.,
deep CNNs, one normally needed to balance between precision and computational
cost. AI% [93] introduced an abstract transformer to utilize abstract interpretation
to check that all perturbed inputs are classified the same way. The proposed testing
framework used a 2-bounded set of zonotopes, and propagated the abstract elements
(capturing all perturbed inputs) through all the layers. After each layer, a new shape
of the abstract interpretation was obtained, and at the output layer, one can check
whether all perturbed inputs are classified correctly. The bounded powerset domain
allowed interested practitioners to balance between scalability and precision, and

generate a testing report at a required precision level.

2.5.2.3 Heatmap-based Analysis

As shown in Figure 2.12, given a set of testing data X, heatmap-based analysis,
e.g., [170,171], normally processed the testing results (final outputs and intermedi-
ate results) via some visual patterns, e.g., variance matrices. One variance matrix

measured the difference between a model(IM)” output at a location p for all pairs of

transformations in T = {tg, t1,...,t,}, and the variance matrix can be expressed as:
611,0 511,1 e 0
AMT, X, p)= |+ -
o0 0 v O1p
0 do1 -+ Odom

where the difference 0 is defined over a cumulative function and a modality function,
e.g., the difference between mean or max. They found that ML models with the same
accuracy and worst-case accuracy score can have completely different variance matri-

ces. According to the resultant variance matrices, professional annotators labelled the
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Figure 2.12: General framework for heatmap-based testing approaches. Testing data
are generated and testing results are normally visualized for further professional anal-
ysis. To reduce costs in labour and time, automation can be considered by training
assessors based on the visualized testing results.

U

target models as passed, borderline or failed. Such professional visual analysis often
leads to a high inter rater reliability (IRR), e.g., around 0.8 for basic data attributes
like rotation, which suggests the reliability, consistency and feasibility of such testing
framework. However, manually assess the invariance qualities of ML models is labour-
intensive and time consuming. Therefore, after obtaining variance matrices, [169,173]
also train another ML model (assessor) using the features from the variance matrices
to automate the entire testing procedure. The accuracy of the automation assessor
can be around 80%~90%, and the IRR between predicted invariance qualities and
professionally labelled invariance qualities is also high, e.g., around 0.8 for basic data
attribute like size/brightness. This indicates that the testing framework is feasible,
scalable, and can be fully automated.

Similarly, [73] used a landscape of spatial robustness to assess the models’ in-
variance qualities, and they found that ML models are still vulnerable against some
combination of affine transformations. [196] visualized the kernel of trained CNN,
and they found that CNNs can learn different filters to appear invariant against a
certain type of variable. [78] conducted Precision-Recall curve analysis and demon-
strated that AUPR and AUPRG often disagree in ranking the models, and they
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recommended F-Gain score instead of the F-score. [16] conducted human analysis
based on different visualized metrics, including feature maps, and decide whether a
ML model is invariant as a whole. They mutated the original input data objects by
a small amount, e.g., horizontal shift, and found that the models’ performance can
be heavily affected.

These visualization-based testing paradigms normally do not rely on formulas to
evaluate the performance of the models, and it can be transferred to invariance testing

in the following ways:

e Feature-wise analysis: Visualization can provide insights into which features (or
inputs) have the most significant impact on the model’s predictions or decisions.
By analyzing feature importance using different variations of the input data, one
can assess if certain features consistently drive the model’s decisions or if their
importance changes with different conditions. This way, one can access the
invariance qualities of the model. For example, to conduct invariance testing
for an ML model, [170,171] firstly extracted features using the ML model for
some given input data objects. And then these features were used to train
a sequence of sparse linear layers which were used to form a visual pattern to
investigate the invariance quality of the features, as well as the overall invariance

quality of the model.

e Counterfactual explanations: Visualization techniques can generate counterfac-
tual explanations that show how the model’s predictions change when specific
inputs objects are modified (with variation) [109]. This can be used to test the
model’s sensitivity to variations and determine if it exhibits consistent behavior

across different scenarios, e.g., [344].

e Human-in-the-loop testing: Visualization allows for human interpretation and
validation of the model’s behavior. Invariance testing can involve incorporating
human judgment and domain expertise by leveraging visual explanations to
evaluate the model’s responses to different variations and assess if they align
with human expectations. For example, [291] studied spurious correlation by
human annotations. To be more specific, in the training set, in addition to the
task that the model was trained for (e.g., ground-truth labels), data objects
are also labelled as “rotated”, “occluded”, or “no transformation”. They use a

visual pattern to test if the trained models have a better invariance quality.
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By using visualization techniques, invariance testing can benefit from interpretabil-
ity and transparency, enabling a deeper understanding of how a model behaves under
different environments. Visualization also provides insights into the decision-making
process, identifies limitations or biases, and assists in improving the model’s robust-
ness and generalization capabilities across various variations or transformations of the

input data.

2.5.3 Theory-based professional analysis

In addition to the aforementioned empirical testing frameworks, invariance testing can
also be proved or debunked from theoretically. For example, when considering ML
models (e.g., Auto Encoder) as a process of signal encoding and decoding, Nyquist-
Shannon sampling theorem can be used for translation invariance testing/analysis. In
signal processing, Nyquist theorem establishes the minimum sampling rate required
to accurately reconstruct the original signal from its sampled values. The Nyquist
theorem states that: to flawlessly reconstruct the original signal from its sampled
counterpart with no aliasing (distortion), the signal sampling rate must be at least
twice the highest frequency component present in the original signal. Mathematically,

the theorem can be expressed as:

fS >2*fma:1:

where f is the minimum required sampling rate (in samples per second or Hz), and
fmaz 18 the highest frequency component in the original signal (in Hz). The theorem
indicates that when sampling a signal for digital processing, encoding or transmission,
the sampling frequency is required to be greater than twice the maximum frequency
present in the original signal of interest.

According to Fourier transformation [21], sampling in one domain (time or fre-
quency domain) guarantees periodicity in the other domain. When transforming
(Fourier transformation) a sampled signal into frequency domain, aliasing (or distor-
tion) can happen due to its periodicity and low sampling rate. Nyquist theorem is the
theoretical basis for designing anti-aliasing filters and kernels. [365] analyzed trans-
lation invariance qualities of ML models based on Nyquist theorem and they found
that ML models are not theoretically translation invariant, especially when stride or
pooling layers are used.

Group theory (as defined in Section 2) is relevant to the study of symmetries,
and transformations, which can also be used to theoretically analyze invariance qual-

ities for ML models. [39] showed that training ML models with data augmentation
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Figure 2.13: Summary of testing methods mentioned in this work into three big
categories, i.e., formula-based, visualization-based and theory-based. Note that most
of testing methods belong to more than one of the three big categories, and in this
work, we group them based on their most distinctive contribution to the ML testing
community.

was equivalent to minimizing an averaging augmented loss over the orbits of a cer-
tain group. The authors theoretically proved that data augmentation led to variance
reduction, suggesting a reliable invariance quality against affine transformations. Sim-
ilarly, [57] utilized kernel theory and treated augmentation as a Markov process. The
authors analyzed the impact of augmentation on kernel classifiers, and showed that
data augmentation can be approximately represented by 1) first-order feature aver-
aging, and 2) second-order variance regularization terms.

Formal methods can be used to verify, test, and analyze deep learning models,
ensuring the “correctness, robustness and fairness” of ML models. Mathematically
rigorous techniques are normally utilized, e.g., logical reasoning, formal verification
tools, and mathematical proofs. For example, formal methods were used to verify
decision trees (subroutines) [139], or verify pruning algorithms for neural networks by
Taylor expansion [206]. Similarly, [125] mathematically proved that models relying
on non-robust features were more vulnerable to adversarial attacks, whereas empha-
sizing robust features enhanced model robustness. We refer interested readers to the
survey on formal verification for adversarial robustness [202] and the survey on formal
methods applied to machine learning [309]. The AI? [93] testing framework examined
the shape of all perturbed input data after each layer of MLL models, which was an

attempt of using both formal methods and visualization for invariance testing.

52



2.6 Conclusion

As ML/DL models are becoming ubiquitous and widely deployed for many real life
applications, researchers are paying more attention to testing and evaluation to ensure
the robustness, safety, fairness, and invariance qualities of ML/DL models. Prior
works on robustness, safety and fairness have all formed a solid and well established
research direction. And existing attempts to boost robustness, safety, and fairness
have been summarized in their corresponding survey papers (e.g., robustness survey
[7], fairness survey [201], safety survey [274]). Unlike these properties of ML models,
studies of invariance testing lack a unified formulation and established framework,
resulting in scattered research efforts and terminology discrepancies.

In this survey chapter, we summarize various existing studies involving invariance
testing, including but not limited to formula-based testing metrics, visualization-
based (including human-centred) testing frameworks, and theorem-based testing ap-
proaches as shown in Figure 2.13. We provided a comprehensive overview of the
diverse landscape of invariance testing across various disciplines, including software
testing, data mining, visualization, and AI/ML.

Invariance quality of ML models is an important property of ML models. To en-
sure ML models are practical, reliable and consistent, invariance qualities are desired
in most cases. In the literature, many studies focused on improving ML models’ invari-
ance qualities during training and fine-tuning. However, for testing, various different
terms can be used to describe the same or similar concepts. The fragmented nature
of the existing literature poses significant challenges for researchers and practitioners
seeking to navigate this field effectively.

Our survey chapter serves as a vital contribution to addressing this challenge by
synthesizing and organizing the diverse array of research findings and methodolo-
gies related to invariance testing. By providing a structured overview of the existing
approaches, terminology, and research trends, we aim to facilitate a deeper under-
standing of this fundamental problem and foster interdisciplinary collaboration and
knowledge exchange.

Moving forward, there is a pressing need for the development of standardized
frameworks, methodologies, and terminology for invariance testing, as well as inter-
disciplinary efforts to bridge the gaps between different research communities. By
promoting coherence and consistency in research practices, we can enhance the effec-
tiveness and impact of invariance testing across various domains and contribute to

the advancement of science and technology.

93



In conclusion, we hope that this survey chapter will serve as a valuable resource
for researchers, practitioners, and educators interested in exploring the rich and mul-
tifaceted landscape of invariance testing, and inspire further research efforts aimed at

addressing its challenges and unlocking its full potential.
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Chapter 3

Generic Invariance Testing
Framework for Basic Data
Attributes

3.1 Introduction

In many applications, it is desirable for machine-learned models to be invariant in
relation to the variation of some aspects of input data. Especially in the field of
computer vision, much effort has been made to improve rotation invariance, brightness
invariance, size invariance, and other types of invariance, e.g., [54]. Given a machine-
learned model, manually determining whether the model is T -invariant, where 7T is
a type of invariance property such as rotation, can be a data-intensive and time-
consuming process, which typically leads to inconsistent judgement. Hence, it is
highly desirable to standardize and automate such processes.

Invariance testing has been an important part of robustness testing, and the level
of invariance is traditionally measured using a relatively simple formula (e.g., [88,97]).
Because such a formula aggregates a huge amount of measured data quickly to a single
score, it cannot fully encapsulate all variance-related patterns in the measured data.
Later in Section 3.4, we will demonstrate that some variance patterns that should
have raised some concerns may sail through a formula-based assessment. Similar
to many statistical measures (e.g., correlation index), visualization (e.g., a scatter
plot) can help validate whether a statistical measure is indicative or does not meet
the condition for its application (e.g., bivariate normal distribution for correlation
estimation).

However, it is costly for human experts to inspect visual patterns in routine in-

variance testing in machine learning (ML) workflows, since there are different types
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of T-invariance qualities and one can collect variance measurement data in different
structural locations in an ML model. It is thus highly desirable to automate such
visual inspection using ML.

In this chapter, we address the needs (1) for improving invariance testing by al-
lowing more detailed inspection instead of simple formula-based scores, and (2) for
automating such detailed inspection instead of relying on manual visual analysis.
We propose to use machine learning for machine learning (ML4ML), i.e., by training
classifiers or regressors (assessors) to analyse the visual patterns resulting from invari-
ance testing. Here we use the term “assessors” for ML4ML classifiers or regressors to
avoid confusion with those ML models to be tested (the test candidates). The main

contributions of this work are:

e We propose a technical framework for automated invariance testing, and we

evaluate the framework for different types of invariance qualities.

e We use visual patterns generated at different locations using different statistical
functions to show invariance qualities are more complex than formula-based

scores.

e We collect a model repository that consists of over 600 models featuring different

invariance properties for aiding the training of assessors.

e We have made all the relevant models, data, and documentation available at
the github [165].

3.2 Related work

Existing topics of machine learning (ML) testing include security, interpretability,
fairness, efficiency, and so on. Zhang et al. provided a comprehensive survey on these
topics [360]. In this section, we focus on invariance testing and the related robustness
testing.

The invariance qualities of ML models have been studied for several decades [210].
One common approach to improving such quality is through augmentation [285]. En-
gstrom et al. [74] found that augmentation was crucial for improving the robustness
of ML models since adversarial attacks may be carried out by rotating or translat-
ing inputs. Zhang [366] found that CNNs were not fully translation-invariant because

MaxPooling layers were not optimal in terms of Nyquist sampling theory. However, in
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previous works, invariance qualities were mostly measured by accuracy-based formu-
las, e.g., [245,345]. This work extends such evaluation by considering visual patterns
generated at different positions of ML models.

Compared with gradient-based methods (e.g., [167,298]), adversarial examples
generated using affine transformation are more closely related to invariance testing.
The works on neuron coverage, such as DeepXplore [239] and DeepGauge [190] are
highly representative. TensorFuzz [225] introduced a property-based fuzzing proce-
dure to enhance its convergence. DLFuzz [112] exploited a coverage-guided fuzzing
approach to generate transformed adversarial examples. DeepHunter [343] introduced
a frequency-aware seed selection strategy. These methods were able to find adversar-
ial examples using affine transformations, while our framework focuses on evaluating
how robust a model is under transformation(s).

Selective classification (or reject options) [25] and out-of-distribution detection
[347] are also closely related to robustness testing. Werpachowski et al. [330] trained
a reject function for each trained CNN, and they used either softmax response (con-
fidence score) or uncertainty [86] to judge if the CNN is confident enough for a given
data object x. We adopt confidence scores as one of the testing criteria in our frame-
work. The approach was typically for evaluating the likelihood of untrustworthy
predictions (e.g., [267]), while our work focuses on evaluating invariance qualities of
ML models as a whole.

Metamorphic testing [275] is also strongly related to invariance testing. Different
types of mutations can be applied to permutation on input channels or the order of
training/testing data [68] as well as model structures [191,280]. Both metamorphic
and invariance testing can be used to prevent unwanted deployment, although they

serve different purposes for different properties.

3.3 Definitions and Motivation

In machine learning, the invariance quality of a trained model M is typically defined as
the level of consistency when the model makes predictions. Consider a transformable
attribute of input data objects, such as the rotation, brightness, or size of images.
The more consistent the predictions of the model regardless of the variation of the
attribute are, the better invariance quality the model has.

Let D be the set of all possible data objects that could be the input of model M,
which is commonly referred to as the data space of M. Let x and y be two arbitrary

data objects in . Let D C DD be a subset where all data objects are largely similar
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Figure 3.1: Deployment workflow: for each type of invariance 7, the original test
data is first extended to invariance test data, which is then used to test the ML model
concerned. The invariance test data is processed using different statistical functions
(which are also referred to as modalities), yielding different visual patterns (which
are also referred to as variance matrices). An assessor (a model / an ensemble of
models) analyzes the variance matrices and reports the invariance quality of the ML
model concerned. Development workflow: A repository of ML models is collected.
The same processes for creating variance matrices are applied to these models. The
labelled variance matrices are used to train an assessor that is to be used in the
deployment workflow.

but vary in one particular aspect, denoted as variation 7. Consider every such subset,
Dy, D,,...in D.
Definition. M is said to be T-invariant if for any pair of data objects both belonging
to the same subset D; (i =1,2,...), i.e.,, Va,y € D;, we have M(z) = M(y).

When M is not 7T-invariant, ideally we can assess the level of inconsistency (or

T-variance) with a function Y:
LevelT = T(M, D17 DQ, .. )

Obtaining such an ideal measurement Levely is almost impossible because (i) it is
difficult to identify all subsets Dy, D>, ... and obtain all data objects in such a subset;
(ii) the definition of “largely similar” is imprecise and subjective; and (iii) there is no
ground truth function for T.

Hence the level of T-variance of a model is commonly estimated by using a sim-

plified process. One such example is to use a family of transformations 7" to simulate
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variation 7 [74]. One obtains a testing dataset X C D, and for each data object
z; € X (1 =1,2,...,m), one applies different transformation t; € T (j =1,2,...,n)

to x; to create a set of data objects:

D; = {dio,dir, ..., din} = {to(x:),ts1(z), ..., ta(zs)}

One can define a function f to measure the inconsistency between two predictions of

model M. With f one may approximate T with the following simplistic function ®:

m n

M, X) = — 3" T £ (M), M(t; () (3.1)

i=1 j=1

3

When f =1, z; and t;(z;) are consistently classified, i.e., M(xz;) = M(t;(z;)), and
when f = 0 the contrary. Because Gao et al. ( [88]) also associated consistency with
correctness, i.e., M(z;) = M(t;(x;)) = correct prediction, they referred such a ® to
as robust accuracy. Eq. 3.1 is served as a simple baseline in this work.

As mentioned earlier, this is not a ground truth function, and ® can be defined
differently, e.g., using a mean function instead of the product in Eq.3.1. In this
work, we made use of the simulation approach based on a family of transformations
T. While exploring more general ways of defining the function f, e.g., different
statistical functions, we utilise ML techniques to obtain the overall function ®. Using
ML techniques to aid the evaluation of the invariance quality of ML models allows us

to capture and encode complex knowledge about multivariate invariance assessment.

3.4 Methodology: Testing Framework

As shown in Figure 3.1, our framework for invariance testing includes two workflows: a
development workflow and a deployment workflow. In the former workflow (lower part
of Figure 3.1), one collects a repository of models and uses them to train assessors
for invariance testing. For each type of invariance T, this workflow will yield one
assessment model or an ensemble of models, which are to be used in the latter workflow

(upper part of Figure 3.1).

3.4.1 Deployment Workflow

Transformations and Sampling Variable. Let us first describe the deployment
of an assessor for testing a type of invariance 7. Given an ML model M and a testing

dataset X, we first define a family of transformation functions T = {to,t1,...,t,} to
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Figure 3.2: Six examples of variance matrices for different CNNs. All matrices are of
size 31, and were created with a family of 31 transformations. Their testing purposes,
transformations, positions, and modalities are detailed in Table 3.1.

simulate the variations for testing 7. We use an independent variable V to character-
ize such variations, e.g., the rotation degree of an image for testing rotation-invariance
or the average image brightness for testing brightness-invariance. When V' = 0, the
corresponding ¢() is an identity transformation. We can thus order the functions in
T incrementally according to V.

We recommend to define 7' to enable the sampling of V' in a fixed interval [—a, o
with 2k 4+ 1 instances (k € NT). Hence n = 2k and ti() = t,/2() is an identity
transformation. For example, to simulate rotation variations, one may create a family

of transformations 7, corresponding to:
V., ={-90°,—-87°,...,-3°0°3°...,87°,90°}

To simulate brightness variances, one may create a family of transformations T} cor-

responding to:
Vo ={—25%, —24%, ..., —1%,0%, 1%, . .., 24%, 25%}

Note that T, may feature other variations in addition to rotation degrees (e.g., image
cropping or background filling), and 7, may feature other variations in addition to
brightness changes (e.g., contrast normalization or color balancing). These additional
adjustments are usually there to minimize the confounding effects that may be caused
by the primary variation V, or Vj. If one wishes to test the invariance quality related
to any of these additional variation qualities, one can specify a new type T,¢y, define

a new set of transformations 7,,.,,, and a new sampling variable V...

Modality. As described earlier, with the defined transformations 7', we can create
a testing data set D; for each data object z; in the original testing dataset X. We can
then measure the impact of the transformations ¢; (j = 0,1,...,n) upon z;. Eq.3.1

used a simple function f to measure the difference between the model predictions
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Table 3.1: Technical specifications for obtaining the six examples of variance matrices
shown in Figure 3.2.

Matrix | Variance | Testing Interval Testing Position Function dif Model ID
(a) rotation -15°, 15°], £1° confidence score (CONF) max(S,) — max(S,) M3
(b) rotation -15°, 15°], £+1° confidence score (CONF) max(S,) — max(S,) M,

(c) brightness | [-30%, +30%], £2% last convolutional layer (CONV-1) max(S,) — max(S,) Min
(d) rotation -15°, 15°], £1° last convolutional layer (CONV-1) mean(S,) — mean(S,) M3
(e) rotation -15°, 15°], £+1° penultimate convolutional layer (CONV-2) | mean(S,) — mean(S,) M,
(f) rotation -15°, 15°], £1° last convolutional layer (CONV-1) mean(S,) — mean(S,) M,

based on z; and ¢;(x;) respectively. Inspired by medical imaging [212], we replace the
simple f with different statistical functions. And we also replace the “summation on
production”, i.e., > . ] j» operation in Eq.3.1 with a different cumulative function.
We refer a combination of a statistical function and cumulative function to as a
modality. Additionally, we would like to observe not only the output of a model M
but also the internal status of M in response to z; and ¢;(z;), which are referred to
as different modalities at different locations.

We thus extend the definition of f. Consider the data flowing from an input
x € X, through a model M, to the final prediction of M. We can measure the signals
at an internal position p of M or its output layer. We define f that maps a set of
position-sensitive signals to a measurement. Let S be a set of signals at a position
of M, such as the output vector/tensor at a layer in a CNN model, a feature vector
handled by a decision-tree model, or a confidence vector generated by a classifier. S is
thus sensitive to the model M, a specific position p, and a specific input data object
x. We denote this as S(M, p, ).

Given two different input data objects x and y, we can obtain two signal sets
S(M,p,z) and S(M,p,y). We can measure the difference between S(M, p, x) and
S(M, p,y) using a difference function:

dif(S(M,p, x),S(M, p, Z/))

Because S is a set of signals, dif() is more complicated than the simple f() function
used in Eq.3.1. Recall the notations of an original testing dataset X, a set of trans-
formations 7" and its corresponding sampling variable V. We can use dif() to measure

the difference between any two derived testing data objects ¢;(x) and t;(z) as:

dif(S(M,p, ti(x)), S(M, p, t](x))) (3.2)

Let us rewrite S(M, p, t;(x)) as S; = {si1, si2,...} and S(M, p, t;(z)) as S; = {s;1, Sj2, .- .}

The dif function can be as simple as dif, = max(S;) — max(S;) or dif, = mean(S;) —

mean(S;), or as complex as a Minkowski distance metric or other difference functions.
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Figure 3.3: Five variance matrices for twelve models with almost the same robust
accuracy were arbitrarily selected from the repository of 600 CNNs. All twelve models
were trained on CIFAR10. The transformations simulate rotation variance, in the
range of [-15°, 15°]£1°. The metadata of these models can be found in Table 3.3.
From the images, we can easily observe different visual patterns. We extract 80
features from each variance matrix. Four example features are given in Table 3.2.

For all x;, € X, we can measure the cumulative effect as:

8 = cumul (dif(S(l\/Lp, ti(rr)), S(M, p, t](l’k))))

zREX
The functions dif() and cumul() define the essence of a mapping from a set of
signals detected at a position p of a model M to a measurement, and can thus be
considered as modalities in analogy to medical imaging [212] . We refer a combination
of dif() and cumul() as a modality.
In this work, we use the same cumul function for all our modalities. When there
is no confusion which model M and which testing position p we are referring to, we

denote Eq. 3.2 as dif;;(). The function cumul is thus defined as:

d;; = cumul = \/ IEX{[difi,j (:ck)]Q}

rrEX TR €
where E is the expected value. Using standard concentration inequalities, such as the
Hoeffding or Bernstein bounds [312], we can show that with this cumul function, ¢; ;
concentrates around the true expected value 51] unless there are extreme values or

numerical issues.

Variance Matrix. When we measure 9, ; for all pairs of transformations in 7' =

{to,t1,...,t,}, we can obtain a variance matriz:
6”70 6n71 e O
A(M, T, X, p,dif, camul) = : . :
51,0 0 “ee 51’71
0 o1 -+ on

) )
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Table 3.2: For each of the twelve models in Figure 3.3, we show the measurements
of four example features, together with the class labels used for training assessors for
testing rotation invariance. The bold numbers indicate some anomalous values.

, Model 1 2 8 12 13 17 | 35 61 73 85 | 96 | 264
Measurements
Max@CONF: Square Mean 0.015 | 0.013 | 0.014 | 0.015 | 0.012 | 0.007 | 0.010 | 0.013 | 0.016 | 0.008 | 0.011 | 0.014
Max@CONV-1: Gradient score | 0.594 | 0.819 | 0.879 | 0.991 | 0.939 | 1.028 | 0.928 | 1.072 | 1.032 | 1.002 | 0.853 | 0.942
Max@CONV-2: Discontinuity | 0.936 | 0.810 | 0.878 | 1.401 | 0.929 | 1.345 | 0.944 | 1.456 | 2.416 | 2.059 | 0.758 | 1.530
Mean@CONV-1: Asymmetry | 0.047 | 0.009 | 0.008 | 0.014 | 0.007 | 0.012 | 0.008 | 0.009 | 0.041 | 0.021 | 0.008 | 0.012
“Labels” for invariance X v v X v X v X X X v X

Table 3.3: Metadata, accuracy and robust accuracy of the twelve CNNs (VGG13bn)
shown in Figure 3.3.

\I'Or(ams Accuracy | Robust Accuracy | Learning rate | Epoch | Batch size | Pre-trained Augmentation FGSM trained Anomaly
1 89.4% 66.3% eh 30 8 v -15°, 15° X Extreme values
2 88.0% 68.0% e b 30 8 v -45°, 45° X X
8 89.0% 67.6% e b 15 8 v -20°, 20° X X
12 87.8% 65.4% e 4 3 8 v -15°, 15° X X
13 89.4% 67.4% e b 30 8 v -15°, 15° X X
17 89.1% 67.7% e b 2000 16384 v -10°, 10° X X
35 88.0% 67.2% e 4 50 1024 v -15°, 15° X Smaller training set
61 88.1% 64.3% e 4 50 1024 v -5°, 5° v Data leakage
73 91.5% 67.5% e 4 50 1024 v -5°, 5° X Impaired labels
85 89.8% 65.3% e 4 500 1024 v -5°, 5° X Noisy data
96 85.8% 65.5% e 4 50 1024 v [-90°, 90°] X X
264 93.5% 66.3% 4 500 1024 v [-10%, +10%] Size v Data leakage

|

Robust accuracy was evaluated on [-15°, 15°]. Accuracy was evaluated on testing set of CIFAR10.

where the elements in the matrix are ordered according to the sampling variable
V' horizontally and vertically. In Figure 3.1, we use fi, fa,... to denote different
modalities (dif,cumul), and use F' to denote a set of modalities. When different
modalities are used to probe different positions of a model, we can obtain a collection
of variance matrices like multi-modality in medical imaging [153].

The variance matrices can indeed be viewed as images. We thus intentionally
place the matrix element dy at the bottom-left of the matrix to be consistent with
the directions of coordinate axes. Figure 3.2 shows six examples of such images, which

are referred to as variance matrices.

Image Analysis. One can observe a variety of imagery patterns from the variance
matrices as illustrated in Figure 3.2. Each ¢;; value is encoded using a colormap
with dark blue for little cumulative difference and yellow for greater difference. The

typical patterns that one may observe include:

e Incremental Direction. By definition, the matrix cells on the diagonal lines,
04, should exhibit no difference. As both axes of the matrix correspond to the
range [—a«, «] of an independent variable V' that characterizes a type of variance

T, one may anticipate that the amount of inconsistency will normally increase
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from the matrix center (0,0) towards the cells furthest away from the diagonal
lines, i.e., (—a, ) and (o, —«). Examples (a), (b), and (e) in Figure 3.2 exhibit
the expected incremental direction, while (c), (d), and (f) reveal less expected

patterns.

e Incremental Rate. The colors depict the rate of increasing difference effectively.
Among the three expected patterns, (b) shows a slow increment and (e) shows

a rapid increment, while (a) is somewhere in the middle.

e Transitional Smoothness. While the transitional patterns in (a), (b), (d), and
(e) are smooth, those in (c) and (f) show some irregularities that attract viewers’

attention.

o [Irreqularity: Sub-domain Partition. There can be many types of irregular-
ities. Example (c¢) shows one type of irregularity, which may suggest that
the model under testing has different behaviors in different sub-domains of
[—a,a] X [—a,a]. In this case, positive and negative variations of V' impact
the model differently.

e [rreqularity: dot-patterns. Example (d) shows relatively fast increments (from
the center of the matrix) towards the centers of the four edges, i.e., (0, £a) and
(£a, 0). This indicates that the inconsistency between 0 and +« is greater than

the inconsistency between +a and —a.

e Irreqularity: Abrupt Transition. Example (f) shows one weak and one strong
abrupt pattern. The strong pattern (shown in yellow) suggests that the testing
may be affected by a specific transformation with an adversary effect, or the
model being tested cannot handle certain input conditions very well. The weak
pattern (shown in cyan) suggests the possibility of combined irregularities of

sub-domain partition and dot-patterns.

All the different visual patterns mentioned above show that a simple formula-
based score does not suffice to approximate invariance qualities. In Figure 3.3 we
also show twelve models that have similar robust accuracy on the interval of [-15°
15°] (~66.5%=+1.5%), however, their variance matrices are all different. Therefore, we
propose to use the aforementioned visual patterns as a general guideline to provide

invariance annotations.
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Invariance Data Labels. The judgments about different patterns can vary from
person to person, especially when such images are unfamiliar to many potential human
annotators. Therefore we hire three professionals in ML/DL, and we provide them
with all the metadata and the visual patterns shown in Figure 3.3.

In many fields, e.g., facial action units [174], natural language processing (NLP)
[126], segmentation [59], etc, annotations are not always accurate or reliable. When
there is no “clean ground truth” for evaluation, we adopt majority votes as the
“pseudo ground truth” which was proven to be superior than individual annota-
tors by [52] using differential comparison. As suggested by [71], when providing new
research approaches/annotations, we use two inter-rater reliability (IRR) measures,
i.e., Cohen’s kappa [51] and Fleiss’ kappa [79], to evaluate how much confidence we
can have on our invariance labels.

We consider that the level of T-invariance of ML models should be assessed as
a generic quality measurement, while the requirements for invariance quality may
be applicant-dependent. For example, given two ML models for object detection,
the annotations for 7T-invariance should be a score consistently regardless of their
intended applications. Meanwhile, different applications, e.g., detecting vegetables
in photos and detecting humans in CCTV imagery, likely require different levels of

rotation- or brightness-invariance.

3.4.2 Development Workflow

In order to avoid manually evaluating invariance qualities, we train an assessor to
automatically perform 7T -invariance assessment. For a given simulation of 7, to train
an assessor, we first need to collect “training data”, which in our case are the variance
matrices captured using a group of modalities F' at different locations. In Figure 3.1,
variance matrices are labelled with the prefix “TF-” to emphasize the dependency of
the transformations on the testing data (i.e., the simulation) and modalities used in
the workflow.

Because the assessor for T -invariance is application-independent, we can use differ-
ent ML models and different versions of them to generate training data, i.e., variance
matrices, as long as each variance matrix is clearly identified with its modality and
position. An assessor is normally trained with data sharing the same modality and
position properties, though future ML techniques may enable learning from hetero-
geneous training data. In most serious machine learning workflows, e.g., in academic
research and industrial development, many models or many versions of a model are

being trained and tested. Hence, gathering a repository of variance matrices from
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different workflows collectively will be attainable in the longer term. For this work,

we demonstrate the feasibility of the proposed framework using a small repository of
600 CNNs.

Decision Tree Learning. We use techniques in the decision tree (DT) family to
train our assessors, because (1) we have a relatively smaller model repository, for
which DT techniques are more suitable; (2) invariance quality evaluation needs to
be explainable and DT models are more transparent and understandable; and (3)
annotations of invariance qualities may include noise due to subjectivity, bagging
methods often achieve superior results [83,84].

Given a family of transformations T' = {tg,t1,...t,}, a set of m modalities F' =
{f1, fa, .-, fm} and a set of [ positions P = {p1,ps,...,p}, there are m - [ variance
matrices A, each of (n+1)? dimensions. The goal of an assessor Q is to take the m -1
variance matrices as input and predict the level of invariance quality.

We use binary labels (0: invariant, 1: variant) to annotate models in a model
repository M = {M, My, ...}. Since Q is trained with such labelled data, it produces
a binary class label € {0,1} normally, or a real value € [0, 1] if it is an ensemble or

regression model. Note that the formula in Eq. 3.1 by [88] defines 1 as fully invariant.

Features in Variance Matrices. When the DT techniques and regression method
are applied to variance matrices, it is necessary to extract features from these matri-
ces. Given an (n + 1) x (n + 1) variance matrix A = [0; ;] (i,j € [0,n]), a feature is
a variable that characterize one aspect of the matrix. Similar to many ML solutions
in medical image analysis, we adopt the methodology of “a bag of features” by defin-
ing a collection of features for characterizing different aspects of a variance matrix,
including but not limited to gradient, asymmetry, continuity, etc.

Each feature extraction algorithm is thus a function A : R®+)*(+D 5 R In this
work, we have defined a total of 16 features (see Section 3.5.3.2) for each variance
matrix. The m - [ variance matrices thus yield 16m - [ features. For example, Figure
3.3 shows five variance matrices for each of the 12 models in the model repository.
Two modalities (labelled as Max and Mean) and three positions (CONF, CONV-1,
and CONV-2) are shown in the figure, from which we can observe different visual
features. Metadata about these 12 models can be found in Table 3.3. Such metadata
is not used in training any assessor.

Table 3.2 shows four types of feature measurements obtained from some of these

images, together with the labels of invariance quality. In each row, there are one or a
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few numbers (in bold) that are higher than most of the others, indicating the ability

of a feature to differentiate some anomalies.

3.5 Experimental Results and Analysis

In this section, we show our experimental results using the proposed automatic testing

framework, as well as discussing and analysing the experimental results.

3.5.1 Model Repository

To build a model repository, we trained 600 CNNs under different settings. The types
of variations of the settings include: (a) CNN structures (VGG13bn and CNN5);
(b) Training datasets (CIFAR10 and MNIST); (c) Normalization of pixel values
([-0.5,0.5], [0,1]); (d) Learning rate (e 2,e73,e % e75); (e) Number of epochs (€
[1,2000]); Batch size (4, 8, 1024, and 16384); (f) Optimizers (Adam or SGD); (g)
Anomalies (none, data leakage); (h) Training with adversarial attacks (none, FGSM);
(i) Hardware (CPU, GPU); (j) Added variance (none, rotation, scaling, brightness);
(k) Transformation ranges (none, different [—c, ); and (1) some minor variations.

The majority of the models were trained using Tesla V100 32GB. When they were
used for training or testing assessors, the experiments were run on a single laptop
(Apple M1 Chip) without GPU. The metadata (including all hyper-parameters) for
the 600 models can be found in the metadata appendix.

In addition to pretrained models, we train 150 CNN5 models on MNIST from
scratch. The CNNb structure is NOT tuned. Instead, we randomly chose the hyper-
parameters, e.g., the number of hidden layers, kernel size, dropout rate, etc. The

CNN5 structure we use in this work is:
e Input: (1, 28, 28)
e Convl: kernel size (5, 5), output: 6 channels
e Dropout: 25% + ReLU + MaxPooling (2, 2)
e Conv2: kernel size (5, 5), output: 16 channels
e Dropout: 25% + ReL.U 4+ MaxPooling (2, 2)
e Conv3: kernel size (3, 3), output: 32 channels

e Dropout: 25% + ReLU + Flatten
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e Linear4: input 128-d, output 64-d
e Dropout: 25% + ReLU
e Linearb: input 64-d, output 10-d

We used Pytorch [234] to implement the structure and the way of initialisation for

the weights and biases were set to default.

3.5.2 Invariance Labelling Convention

Here we describe our general guideline for labelling. Generally, we consider models

as “invariant” if the models satisfy the following conditions:

e (1) they are trained with sufficient augmentation, i.e., covering the target testing
interval. In our case, at least -15 to 15 for rotation, and x0.7 to x1.3 for scaling

or brightness.
e (2) they do not obviously underfit or overfit according to the loss function curve.

e (3) all the concerned variance matrices are considered normal (no large values,

“cross” or “jagged”).

e (4) during training, no anomaly that would cast doubts about the invariance
quality of the ML model being labelled. For example, when 50% of the training
data objects were labelled randomly, the trained models should be labelled as

“variant”.

Note that the assessment labels are provided by three professional researchers/scientists
who have minimum seven-year experience in both academia and industry. Note that,
the labels are not the “ground truth”, since there is no standard definition about
levels of invariance. Instead, they are a kind of professional annotation, which is
commonly adopted for complex annotation tasks, e.g., linguistic labelling [337], and
lying/emotion detection annotation [174].

For anomalies, we consider a CNN abnormal if we manually introduce any of the

following artefacts while training:

e Noisy data: we add some meaningless random noise to our training set and

label them randomly.

e Data leakage: we train our models using both training set and part of testing

set.
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(a) Patterns of abnormal data (b) abnormal data (c) Patterns after cleaning
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Figure 3.4: Rotation variance matrices mean@CONF-1 from a VGG13bn trained
on CIFAR10 (model ID: 1). (a) abnormal data causes the variance matrix to be
“jagged”. (b) Abnormal data lead to extreme activation values which are far away
from the distribution. (c) After cleaning, the patterns become normal.

Table 3.4: IRR: Cohen’s and Fleiss’ kappa scores

Cohen’s | Coder 1 | Coder 2 | Coder 3 | Pseudo GT | Fleiss’
Coder 1 1 0.818 0.801 0.927
Coder 2 | 0.818 1 0.763 0.890 0.793
Coder 3 | 0.801 0.763 1 0.871

e Impaired label: we manually and randomly place a wrong label to some

training images.

e Others: for example, no shuffling, or only use a smaller portion of the training
data, or remove some intervals for augmentation, e.g., no augmentation from 0°
to 5°.

In addition to the anomalies above, we also found extreme values and numerical
issues for VGG13bn that trained with a small batch size, e.g., 8 examples per batch.
In this case, the distribution of the dif() function would not be sub-gaussian, therefore
this leads to abrupt changes on the variance matrices, as shown in Figure 3.4. After
those data objects that cause the extreme values have been removed, the variance
matrices appear to be normal and smooth. Note that, for those CNNs with extreme
values or numerical issues, they are able to achieve satisfactory classification rate (e.g.,
> 85% on CIFAR), and all of the abnormal data objects (which cause the issue) are
correctly classified with a low confidence score (around 0.23 on average).

To assess the quality of the data labels used for training, we measured the inter-
rater reliability (IRR) of the acquired data labels. As shown in Table 3.4, the IRR
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Table 3.5: Comparing the performance (accuracy) of assessors and a numerical as-

sessor in four development workflows.

Transformation
Classifier/Regres

Rotation with

Brightness with

Scaling with

VGG13bn on CIFAR10

CNN5 on MNIST

VGG13bn on CIFAR10

VGG13bn on CIFAR10

Decision Tree

84.73%+4.03%

82.93%+3.73%

84.01%+3.34%

91.33%+5.19%

Random Forest

91.31%+2.02%

87.66%+1.02%

91.40%+2.12%

94.66%+1.13%

AdaBoost

89.90%+4.62%

85.46%+2.26%

89.93%+4.20%

93.86%+3.33%

Linear Regression

75.46%+3.13%

68.26%+2.93%

72.70%+6.77%

78.80%+3.20%

Logistic Regression

78.42%+2.33%

64.14%+1.20%

80.68%+0.79%

80.01%=+1.03%

baseline [88] 76.67% 83.33% 79.33% 78.67%
All assessors’ performance are averaged on ten repeated experiments. For each experiment, the standard 3-fold cross-evaluation is used.

scores (i.e., the Cohen’s and Feliss’ kappa scores) are around 0.76 to 0.82, which are

similar to the quality of the annotations measured in a few NLP applications [71].

3.5.3 Training and Testing Assessors.

We trained multiple assessors using the techniques in the decision tree family, in-
cluding decision trees, random forests, AdaBoost, linear and logistic regression. We
chose these relatively simple techniques due to the limited amount of ML models
we collected in our model repository. We used the scikit-learn libraries [237] for the
implementation. We set all the hyper-parameters of the assessors, e.g., depth, to
default values without tuning. For regressors, we set the threshold to 0.5 without
further tuning. In addition, we implemented a numerical assessor using Eq. 3.1 as the
baseline for comparison. We used greedy search to find the threshold on the training
data.

To train each assessor, we selected a relatively balanced subset of “variant” and
“invariant” models according to the type of invariance 7 that the assessor was tar-
geted for. This selection process resulted in four different development workflows
denoted in Table 3.5 as:

Wi Rotation with VGG13bn (models) on CIFAR10,

Wa: Rotation with CNN5 (models) on MNIST,

Ws: Brightness with VGG13bn (models) on CIFAR10,

Wy: Scaling with VGG13bn (models) on CIFAR10.

When testing the assessors, although we use the standard cross-validation proto-
col, we also separate a “hold-out testing set” for each partitions as shown in Table
3.6. More specifically, partition 1 starts from model id: “mid: 17 to “mid: 1007,
and “mid: t1” to “mid: t50”. When using cross-validation, the “hold-out” testing
set, i.e., “mid: t1” to “mid: t50”, is always treated as a single fold, while the rest

100 models are randomly divided into two other folds. Note that, when training the
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assessors, we did not tune any hyper-parameters, e.g., the depth for decision trees.

Therefore, we did not further split the training set into training and validation set.

Table 3.6: Four partitions on the model-repository
Partition (a)  Partition (b) Partition (c) Partition (d)
mid 1 - 100 mid 101 - 200 mid 201 - 300 mid 301 - 400
mid t1 - t50 mid t101 - £150 mid t201 - t250 mid t301 - t350

Regular
"Hold out”

For each partition, the statistics of the assessment labels are listed in Table 3.7.

Each partition is considered relatively balanced.

Table 3.7: Statistics of the assessment labels on each partition
Partition (a) Partition (b) Partition (¢) Partition (d)
Invariant 66 78 56 86
Variant 84 72 94 64

Table 3.8: Accuracy of assessors on the imbalanced model repository for three different
types of invariance qualities.

Rotation | Brightness Size
Decision Tree 93.5+2.8% | 94.44+2.0% | 98.24+0.4%
Random Forest | 97.840.9% | 97.3+0.7% | 99.04+0.3%
AdaBoost 96.5£1.0% | 96.9£0.9% | 98.9£0.7%
Linear Regression | 94.84+0.8% | 90.8+1.0% | 96.24+0.7%
baseline 92.2% 93.1% 92.8%

We also conducted experiments on the entire 450 VGG13bn in the model repos-
itory where the data are imbalanced, i.e., there are more “variant” models than
“invariant” ones. As shown in Table 3.8, we still observe similar results, e.g., random
forest performs the best. All the results were also obtained on 10 repeated exper-
iments. We use the same three-fold cross-validation protocol mentioned above to
carry out each experiment. The proposed framework performs ~5% better than the
baseline. Note that the assessors’ performances were evaluated using simple formula-
based accuracy score, which we believed was not ideal. However, in this thesis, we
focus on improving invariance testing, and we leave more advanced testing techniques

for standard models’ performances to future works.

3.5.3.1 Experiment Details on Variance Matrices

To create variance matrices for the models, we used four families of 31 transforma-

tions. The ranges of these transformations and the fixed intervals are:
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Wi, Wa: [—15°,15°] =+ 1°,

W3, Wy: [—30%, +30%)] or [x70%, x130%)] +2%.

For the 600 CNNs, we select three interested positions: at confidence score level
(CONF), and at the last two convolutional layers (CONV-1 and CONV-2). And we
used two dif functions: max(S,) — max(S,) and mean(S,) — mean(S,). The former
was applied to CONF, and both were applied to CONV-1 and CONV-2.

To investigate if one testing position attracts more attention than the others, we

ask our three annotators the following questions:
e Q1: Whether CONV-1 and CONYV-2 should be checked.

e Q2: Whether the coder(s) always check CONV-1 and CONV-2 when labeling.

Coder 1: CONV-1 is strongly related to the feature vector(s) a model can provide
for transfer learning / metric learning / self-supervised learning. Coder 2: activations
at CONV-1 are often semantic features which should be considered when conducting
invariance testing. Coder 3: while CONF is often informative for invariance evalua-
tion, CONV-1 should still be checked to ensure the invariance qualities do not only
come from the final linear layer(s). All the three coders always checked CONF. Coder
1 and Coder 2 always checked CONV-1, while Coder 3 checked CONV-1 when they
had doubts in the provided hyper-parameters or loss function curve but could not
make judgement depending on variance matrices generated at CONF. CONV-2 was
checked by the three coders only when they could not make a decision after they
checked variance matrices generated at CONF and CONV-1.

3.5.3.2 Feature Extraction

For each variance matrix, we generated 16 feature measurements, resulting in a 5 x
16 = 80 dimensional feature vector.

Table 3.9 shows that some feature measurements at the CONF level have a strong
correlation with the robust accuracy defined in Eq. 3.1. However, as shown in Figure
3.3, it does not suffice to use robust accuracy only to approximate invariance qualities.
Therefore we extracted multiple feature measurements at different locations to facil-
itate the training of assessor(s), and thus replace the simple formula-based accuracy
score defined in Eq. 3.1.

To provide abstraction of each variance matrix, we consider 16 types of feature
measurements. All ML models involve abstraction. Feature engineering is an effective

way for introducing human analytical knowledge to ML models, while data labelling
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provides spontaneous human knowledge to models. Both can have biases and be
costly. The former is usually provided by one or a few experts, while the latter is
usually provided by many less-skilled data annotators. Learning only from labelled
knowledge usually requires very large training datasets. In ML, feature engineering
can reduce such demand, allowing models to be trained with relatively small training

datasets.

1. Squared Value Mean (all elements). The mean of the squared values of all

elements in the variance matrix.
Dom = n—i—l Zz OZ] =0 id

2. Mean (“meaningful” elements). The mean value of all “meaningful” ele-
ments in the variance matrix (i.e., the upper left part) after excluding the duplication

and the diagonal line (self-comparison).
2 n i—1
mean — /. oy 61 j
¢ n(n + 1) Zi:l ZJ’:O K

3. Standard Deviation. The standard deviation of all “meaningful” elements

considered in (2) in the variance matrix (i.e., the upper left part).
2 n i1
2= ————— L 2
¢Std N n(n + ]_) Zz:l Zj:0(5Z7j ¢mean>

4. Amount of Significant Variance. Given a threshold value 7, any value ¢; ;

(pairwise variance) is considered to be undesirable or significant if §;; > 7. In this

1 if5i7j>7'
Vi i =
Tolo ifs, < T

2 n i—1
Pasv :m Zi:l Zj:() Vij

5. Sensitivity. Sensitivity level to the size of testing dataset. Normally the value

work, we set 7 = 0.15.

of 5i,j7 i.e.,

9;,; = cumul = \/EX{[diij(:ck)P}

TpeX TRE
is obtained using 100% of the data objects in ), € X. Here we denote &7 ; as being
obtained using 7% of X (0 <r < 100). In this work, we set r = 90.

i— 1
¢ssty +1 ZZ 12 7] 7’
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6. Horizontal Gradient (Mean). The mean value of the gradient values of the

variance matrices in the horizontal direction.

hg _ _ e .
i3 =01 =0y =12, n5=12,...,i

2 n i
¢hg—mean = m Zi:l ijl 6?5’

when computing all gradient measurements, the primary diagonal of the variance

(&

matrix is filled in using the average value of its neighbour(s).

7. Horizontal Gradient (Standard deviation). The standard deviation value

of the gradient values of the variance matrices in the horizontal direction.
2 n i
2 Z Z h 2
¢hg-std = n(n + 1) i—1 j:l(ei’? - ¢hg-mean)

8. Horizontal Gradient (row-based standard deviation). The averaged stan-
dard deviation value of each column (valid elements) of the gradient map [BZ?]-

i

1 h
_ g 5 _
ILLZ—; ei,j 2—1,2,...,n
7j=1

At L Y 2
Pngrstd = n Zi:l \/; ijl(ei,j — Hi)

9. Vertical Gradient (Mean). The mean value of the gradient values of the

variance matrices in the vertical direction.

evg:&;_’_l’j_(si’j j:O,]_,,TL—].,Z:j,,TL—].

.7
2 n—1 i
Dugmean =~ > D €
n(n + 1) é=i=0 &=j=0 "

10. Vertical Gradient (Standard deviation). The standard deviation value of

the gradient values of the variance matrices in the vertical direction.

2 n—1 7
2 _ } : 2 : vg 2
¢vg—std - TL(TL + 1) =0 j:0<€i’j ¢vg—mean)

74



11. Vertical Gradient (Column-based standard deviation). The averaged

standard deviation value of each row (valid elements) of the gradient map [e;%].

1
o S j=01,...,n-1
Hj n—7j i=j Cig J by T
1 n—1 1 n—1
_ E vg )2
¢vg-cstd - n j=0 n _j Zi:j (ei,j MJ)

12. Diagonal Gradient (Mean). The mean value of the gradient values of the

variance matrices in the diagonal direction.

€d?:5i+1,j*1_5i,j 2217277”‘_17]:172772

2,
2 n—1 7 d
E E g
_ = — e.”.
deg mean n(n 1) ie1 j=1 .7

13. Diagonal Gradient (Standard deviation). The standard deviation value

of the gradient values of the variance matrices in the diagonal direction.

2 n—1 7
2 _ dg 2
¢dg—std n(n _ 1) § i1 E i1 (e@j ¢dg-mean)

14. Overall Gradient. The averaged ratio of the mean and the standard deviation

value of the gradient in horizontal/vertical/diagonal direction.

(bh -mean (bv -mean ¢d -mean
( g g g )/3

- +
¢hg-std ¢vg-std (bdg-std

¢G-overall -

15. Discontinuity. The discontinuity (flatness) value of the variance matrix.

n=r iy
= L B N S |
s Zj:on—r+1 " "

n—1 n—r
¢dctny = Zr:l Zj:0 (5j+r,j - NT)Q/Qbmean

16. Asymmetry. The asymmetry (about the second diagonal) value of the variance

matrix.

n i—1
¢asymm = Z Z ‘5i7j - 5n—j,n—i| /¢mean
i=1 7=0

Proposition 1 When the dif; ;() function can be written as f;() — f;(), e.g., maz
or mean, the square value mean ¢g,., is proportional to the difference between the

variance of f(y), where y € T(X), and the covariance of f(z;) and f(z;), where
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the latent variables z; = t;(z) and z; = t;(x) (of the same data object z € X)
are identically and dependently distributed. T'(X) consists of all transformed data

objects.
Proof: Square Mean of the Matrix : ﬁ > Zj 52»20-

= LYY B 1) + £2a) - 2@ ,(0)
=2 3 B IR0 - 5 33 R )

- /

~E, o) [F2(y)] S, eroolf(z)f()

E )[fz(y)] -k )[f(z»] “E [f(2))]
- gg})/[f(zi), f(z)]

I

= T%()W(y)] - T%@()[f(y)]2 - ggf)/[f(zi), f(z)]
= Y%(ﬂ)%[f(y)] - (;%(Y[f(zi), f(z)]

where we let 7 = n+1, and the expected value of f(y), f(z), and f(z;) are the same.
COV stands for covariance and VAR stands for variance.

Table 3.9 shows the correlation between the accuracy evaluation [88] and our
measurements. At the confidence score level (CONF), dgpm, @detny and @G-overann have

a strong correlation to robust accuracy.

Table 3.9: Correlation between measurements and Accuracy

Square Mean Discontinuity =~ Gradient Overall

CONF CONV-1 CONF CONV-1 CONF CONV-1
RobustAcc -0.63 -0.10 -0.53 -0.34 -0.47 -0.11
Accuracy  -0.12 -0.03 -0.06 -0.11 -0.15 -0.21

3.5.4 Ablation Studies

Size of testing suite. In the Figures 3.5 3.7 3.6, we show that neither the variance
matrices nor the measurements will be heavily affected by the size of the testing suite
X.

Splitting testing suites. We split the testing suite X into two parts, and use one
part to generate variance matrices and measurements for the models on the training
set of the balanced model-repository, and use the other part to generate variance
matrices and measurements for the models on the testing set of the balanced model-
repository. In Table 3.10, we show that, under this setting, our testing framework
(the assessors) can still achieve satisfactory results (over 90% on the testing set of

the balanced model-repository). Note that this setting, there is no overlapping for
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Table 3.10: Accuracy of assessors Q(M, X)) on different model-repository partitions.
Training set of the model-repository: measurements generated using half of the testing
suite X. Testing set of the model-repository: measurements generated using the other

half of the testing suite X.

Transformation
Classifier/Regress

Rotation

Brightness

Scaling

VGG13bn on CIFAR10

CNN5 on MNIST

VGG13bn on CIFAR10

VGG13bn on CIFAR10

Decision Tree

82.60%=+8.06%

81.93%=+3.93%

85.86%+4.53%

89.66%+3.00%

Random Forest

91.47%+2.13%

87.13%+0.46%

90.66%+1.33%

94.20%+1.13%

AdaBoost

91.67%+3.66%

86.20%+2.46%

88.73%+2.73%

92.20%+2.86%

Linear Regression 74.13%+8.53% 67.00%+4.33% 73.46%+4.53% 75.73%+6.93%
*Baseline (Gao et al 2020) 76.67% 83.33% 79.33% 78.67%

All the results are averaged on ten repeated experiments. For each experiment, the standard 3-fold cross evaluation is used.

Table 3.11: Accuracy of assessors on different model-repository partitions. Variance
matrices are generated using random proportion of the testing suite X for both train-

ing and testing set of the model-repository.

Transformation
Classifier/Regress

Rotation

Brightness

Scaling

VGG13bn on CIFAR10

CNN5 on MNIST

VGG13bn on CIFAR10

VGG13bn on CIFAR10

Decision Tree

82.60%=+3.93%

82.67%=+2.00%

84.40%=+2.40%

88.13%+2.80%

Random Forest

90.73%+1.19%

87.33%+1.66%

90.46%+1.80%

94.13%+1.20%

AdaBoost

86.86%+2.86%

86.33%+2.13%

90.66%+3.26%

93.39%+1.93%

Linear Regression 66.60%+7.13% 74.60%=+5.93% 67.59%+2.93% 68.66%+4.66%
*Baseline (Gao et al 2020) 76.67% 83.33% 79.33% 78.67%

All the results are averaged on ten repeated experiments. For each experiment, the standard 3-fold cross evaluation is used.

both the ML models, or the testing suite for the training/testing set of the model-
repository.

Moreover, it is not necessary to keep the same proportion of testing suite X for
either training or testing the assessors. In Table 3.11, we show that when generat-
ing the measurements using random proportion of the testing suite X, our testing
framework (the assessors) is still able to achieve satisfactory results (over 90% on the
testing set of the balanced model-repository). Finally, in Table 3.21 we show that
the trained assessors do not overfit despite of the small size of the model repository.
When we only use 10% to 90% of the models to train the assessor, we can use the rest
as the validation set. And we show that the performances of the trained assessors are

similar on the validation set and the testing set.

3.5.5 Result Analysis.

In each of four development workflows, W; ~ Wy, we trained four assessors, together
with a numerical assessor as the baseline for comparison. The performances of these

assessors are shown in Table 3.5, from which we can make the following observations:

e The three DT assessors performed noticeably better than linear regression and

the numerical assessor (Eq.3.1). The only exception is perhaps with workflow
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Figure 3.5: Rotation variance matrices: (1) First row: maz@CONF'; (2) Second row:
mar@CONF-1, i.e., the last convolutional layer (The ninth convolutional layer for
VGG13bn); (3) Third row: mean@CONF-1 of a randomly chosen VGG13bn (model
id: 15) trained without anomaly. The visual patterns are obtained using a smaller
proportion of the testing data. As shown in the figures, the matrices (visual patterns)
are not heavily affected by the size of testing data set (i.e. the testing set of the
original CIFAR10/MNIST dataset). When the proportion is greater than 30%, we see
no significant difference between the visual patterns for the first row (maz@CONF).
And we see no significant difference between the visual patterns on the last two rows.

Rotation with CNN5 on MNIST, where the numerical assessor performed simi-

larly to the three DT assessors.

e Random forest consistently performs better than AdaBoost. This is aligned with
the observation in [52,83,84] where bagging methods were shown to counteract
noisy annotations, while AdaBoost tends to place larger weights on noisy or

mislabelled instances.

e The results of CNN5 on MNIST are not as good as other workflows, except for
the numerical assessor. Further investigation will be necessary to see if the main
factors reside with the CNNb5 structure, the MNIST dataset, or the training of

the assessors.

The results in Table 3.5 allow us to draw the following conclusions: (i) Our feature
selection was effective, otherwise, the DT assessors would not perform notably better
than others; (ii) The notion of variance matrices may be generally applicable to
different types of variance, otherwise, the results could vary more dramatically among

different variance testing; (ii) The size of our model-repository is relatively small, and
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Figure 3.6: Brightness variance matrices: (1) First row: maz@CONF; (2) Second
row: max@CONF-1, i.e., the last convolutional layer (CONV9) for VGG13bn; (3)
Third row: mean@CONF-2, i.e., the penultimate convolutional layer (CONVS) for
VGG13bn, of a randomly chosen VGG13bn (model id: 102) trained without anomaly
obtained using smaller proportions of the testing data. The matrices are not heav-
ily affected by the size of testing data set (i.e. the testing set of the original CI-
FAR10/MNIST dataset).

100%

the statistics (e.g., entropy) is less accurate. Although random forest and boosting

can help, it is desirable to continue expanding the model repository.

3.6 Case Study: Invariance Testing using Sparse
Linear Layers

In this Section, we discuss an alternative way to obtain variance matrices we described
in Section 3.4. Instead of accumulating signals from the intermediate layers and final
decisions from the ML models, we show the possibility to obtain such invariance
matrices using sparse linear layers [377]. To utilize sparse linear layers for invariance
testing, we treat each ML model as a feature extractor. From transfer learning [229],
metric learning [152], to self-supervised learning [133], machine learning models are
often used as feature extractors. Furthermore, for any machine learning model, it is
always desired to investigate how robust/invariant the final feature vectors are [360].
Therefore, in this section, we focus on the final feature vectors, and provides a novel
testing approach to evaluate invariance qualities with trained sparse linear layers
instead of statistical scores.

When testing feature extractors, normally one would train a linear classifier (or a

feature selection method), e.g., SVM [36] or a multi-layer perceptron [259]. However,
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Figure 3.7: Scaling (Size) variance matrices: (1) First row: maz@CONF'; (2) Second
row: mar@CONF-1, i.e., the last convolutional layer (CONV9) for VGG13bn; (3)
Third row: mean@CONF-1 of a randomly chosen VGG13bn (model id: 202) trained
without anomaly obtained using smaller proportions of the testing data. The matrices

are not heavily affected by the size of testing data set (i.e. the testing set of the original
CIFAR10/MNIST dataset).

when conducting invariance testing, these traditional methods will have two major
issues: (1) training, i.e., gradient descent, for linear layers is not stable [135], resulting
in different sets of weights for different runs. (2) the number of selected features is
often large, e.g., >60% in our case. These factors make the comparison between two
sets of selected features difficult and unreliable. Therefore, we use sparse linear layers
to address the two issues, and we showcase the resultant visual patterns can lead to

reliable and consistent decisions, e.g., a high inter-rater reliability (IRR) score.

3.6.1 Sparse Linear Layers

In order to test whether a feature extractor F' : x +— F(x) € R? is invariant, where
x is a data object and d is the dimension of the extracted feature vectors F'(z), we
propose that we firstly train a series of stable sparse linear classifiers [62,377]. We
use the variable Z to represent the feature vector, and an instance is denoted as
z = F(z). Similarly, we have Y for the ground truth and Y for the output of the
sparse linear layers. This way, for sparse linear layers, i.e., weights w and bias 5, we
have: Y = ZTw + (. Similarly, the loss function of the sparse linear layers can be
defined as £(X,Y) = + > (y — §)% where N is the number of input data objects.

Then training a sparse linear layer is to obtain a set of weights, which are denoted as
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0={w, B}
mgin L(X,Y)+ AR.(6) (3.3)

where R, = (1 —a)||0]|5 /2 + «||6]|,, which is referred to as elastic net regularisation
[377] for the parameter v and A. « is a hyper-parameter controlling the regularisation
terms varying between LASSO (a = 1) and ridge (o = 0) regression. Therefore, we

can obtain a series of such weights # when using different Ay, Ao, ..., Ag:
61' = Hleil’l ﬁ(X, Y) + )\ZRQ(G) (34)

the greater the value of the parameter \;, the sparser the linear classifier is (more
zero weights) given a # 0. This way, we will know which features contribute to the
final decisions the most, and we can largely reduce the number of features that we
need to visualise / consider when testing a feature extractor.

In order to test whether a feature extractor is robust against a certain type of
transformation 7, we can define a sequence of transformation operations, e.g., to
rotate -15°, -10°, 10°, and 15°. We denote such transformation functions as ¢(). We
can then apply the same transformation function () to all data objects in the training
set X, and use the transformed data objects ¢(X) to train a sequence of sparse linear

classifiers. Similarly, we will have a regularisation path:
0;1 = mein L(t(X),Y)+ NRa(0) (3.5)

We can then visualise and compare the difference between different regularisation
paths {6;:|i = 1,2,...,k} obtained using different transformation function ¢(). We
suggest arrange the transformation operations in descending or ascending order for

better visualisation purpose, e.g., for rotation:
t, ={-15°,—14° ..., —1°,0°,1°,...,14° 15°}

When visualising sparse linear layers, we fix the number of A, and we denote the
entire series of the k sparse linear layers as 6; by omitting the ¢ subscription (which
indicates the i lambda values). For example, in Figure 3.8 we show sparse linear

layers 6, _, in the last row, and the i" line represents the i*" lambda value.

3.6.2 Invariance Testing Workflow using Sparse Linear Lay-
ers

The workflow for the proposed framework is shown in Figure 3.9. As described above,

we use sparse linear layers to conduct the feature selection process. For each feature

81



Combined Augmentation: [-15°, -10°, 0°, 10°, 15°]

20

40

Sparsity

60

80

100
0 100 200 300 400 500

Single Augmentation: [0°]

Sparsity

0 100 200 300 400 500

Single Augmentation: [15°] |

Sparsity

100

0

100 200 300 400 500
Feature

Figure 3.8: Upper row: sparse linear layers trained using combined augmentation.
Middle / lower row: sparse linear layers trained using original training set X, and
transformed training set t150(X') respectively.

extractor (or model) M, the outputs of the feature selection process are multiple sets
of sparse linear layers 6, for j in the targeted/interested interval, e.g., [-15°, 15°] for
T being rotation.

We can then measure the difference between all the 0;,. However, if we consider

7 transformation operations in the targeted/interested interval, e.g., 7 angles for

-
2

linear layers. Therefore, we can use an invariance matrix to help scale up the testing

rotation, we will need to make C(7,2) = ( ) comparisons for the 7 sets of sparse

procedure. We define an invariance matriz as:

6n,0 5n,1 T 0

AM, X, dif) = P
b0 0 o 1y
0 do1 -+ Oom

)

82



Evaluation Workflow

e ' | N

Transformed .| model Feature Discrepancy
data t(X) H M, ' Selection functlons
: 7! E= (f1 fa, .
test data ) T—variaqce < Transformed . | model N Feature Visual matrlces , TF-variance __ = \EIEENE)
X generation data t,(X) v M, H Selection generation matrices assessment

H 7 4

[ EEEEEEEES
Test candidate:

H The same feature extractor

\ . J
Visual Matrices Generation
Dlscrepancy functlon Discrepancy functlon Discrepancy functlon o+ Discrepancy function:
Geflagiad] cosine 5|m|Iar|ty L2 distance Mean + L2 Max + cosine
Features 1

Selected
Features 2 .
-
......

Figure 3.9: Testing procedure using sparse linear layers: We first define 7 transforma-
tion operations ¢(), e.g., to rotate {—15°, —14°,...,15°}. And then we apply each ()
to all the data objects in the original testing suite X to form a transformed testing
suite t(X). For each feature extractor or model M, we train 7 sets of sparse linear
layers {6;]j = 1,2,...,7} using the 7 transformed testing suite ¢(X). And then we
use different discrepancy functions to evaluate the differences between the 7 sets of

sparse linear layers. We then use the visual patterns to analyse the invariance quality
of M.

where M is the testing candidate (a feature extractor), X is a test suite that is used
to train multiple sets of sparse linear layers, and we define d;; = dif(6;,, 0;;) as the
distance between 6;, and 0.

Similar to the testing framework described in section 3.4, in order to compare
the difference(s) between 6,, and 6;;, we can use different dif() functions, e.g., L2
distance/cosine similarity etc, to generate different variance matrices. This way, for
each feature extractor, we can generate multiple variance matrices, which is similar
to multi-modalities in the medical imaging testing process [153]. Examples can be

found in Figure 3.9.

3.6.3 A New Test Oracle: Associativity

With the assistance of sparse linear layers for invariance testing, we introduce a
new testing oracle on associativity: whether sparse layers obtained using combined
augmentation (i.e., t1o_ ) are the combination of the sparse layers obtained using

individually augmented data, i.e., t;, for i={1,2,...,7}. To be more specific:

QU;C'Zl tr ; U 9tk (36)
k=1
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where 7 is the number of transformation operations, and we define the union operation
on a set of sparse linear layers 0, for k =1,...,7 as “to choose the greatest value for
each weight from the 7 sets of sparse linear layers”. We can use either L2 distance or
cosine similarity to evaluate associativity.

Finally, we can assess if the model is invariant or not by checking the variance ma-
trices, the trained sparse linear layers, and the associativity score. We evaluated the
invariance qualities on a small model repository consisting of 600 CNNs as specified

in section 3.5.

3.6.4 Actionable: Feature Selection

As a testing tool, another advantage that sparse linear layers have is that they can
provide potentially actionable items for feature selection. For example, if 6, indicates
{fir» fizs -+, fi,, } are important (and hence selected), and 6, indicates { fj,, fj,, - - -, fj. }
are important (and hence selected), then the union of these selected features can be
a superior solution than any of the separate ones. Additionally, the union of these
features can be superior to the weights trained by using combined augmentation (e.g.,
0y, J0,).

In Figure 3.10, we show that the union of the weights consistently performs better
than weights that are trained using combined augmentation. We also apply a mask
to ensure the number of selected merged weights is always less or equal to the number
of weights obtained from combined augmentation, i.e., masked line in Figure 3.10. To
be more specific, we choose the top k& non-zero weights from merged weights, where
k is the number of non-zero combined weights. Again, accuracy or any formula-
based scores are only one simple way to evaluate any models. However, we focus on
invariance testing in this thesis and leave more sophisticated evaluation approaches

in future work.

3.6.5 Consistency and Reliability

We use the proposed invariance testing process to evaluate a model repository of 600
CNNs. In order to confirm whether the proposed testing process can assist researchers
to judge the invariance qualities of models more reliably and consistently, we ask two
ML professionals to assess if those models are invariant or not by 1) checking a few
random examples, or by 2) checking the multiple criteria we propose, i.e., the variance
matrix, sparse linear layers, and the associativity score. Note that the metadata, e.g.,

hyper-parameters used for training the models are not provided. In Table 3.22 we
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Figure 3.10: Merged weights are obtained by combining {6_150,0 _10¢, 0ge, 0190, O150 }-
Combined weights are obtained by training sparse linear layers using augmentation of
{=15°,—10°,0°,10°,15°}. Masked weights are obtained by constraining the number
of non-zero merged weights to be less or equal to the number of non-zero combined
weights. Both the merged and masked weights outperform the combined weights.
x-axis: sparsity, y-axis: accuracy.

show that the proposed method is more consistent and reliable than checking only
a few random examples. Additionally, the judgements using the proposed testing
approach have a similar inter-rater reliability (IRR) score to many NLP tasks [71]. In
addition, the reliability scores are improved when associativity scores are taken into

consideration when making decisions on the invariance qualities of the ML models.

3.7 Conclusions

In this work, we propose a novel framework for evaluating the invariance qualities of
ML models. This framework can be used to automate the testing procedure, replace
labour-intensive analysis, and prevent unwanted deployment of the ML models.

We use visualisation to show that simple formula-based scores, e.g., robust accu-
racy, does not suffice to approximate invariance qualities. The proposed framework
enables us to evaluate invariance qualities from different perspectives, i.e., different
modalities, testing positions and visual patterns.

We also show the inter-rater reliability scores (~0.76-0.82) of invariance annota-
tions, which would be considered between “Good” and “Excellent” in typical NLP
applications [71].

To further consolidate our methodology, we conducted a case study on testing
ML models’ invariance qualities using sparse linear layers with the introduced testing

framework. The experimental results showed that our testing approach can lead to
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reliable and consistent decisions and judgements on the invariance qualities of ML
models.

Our experimentation on three different types of invariance qualities with 600 CNN
models has confirmed the usability and feasibility of the proposed technical frame-
work, as the three assessors based on DT techniques can achieve around 83 ~ 95%
accuracy, noticeably better than linear regression and the robust accuracy.

Whilst the proposed invariance testing framework works for basic data attributes
(e.g., brightness), theoretically, it could also work with more complex variables (e.g.,
background). To confirm this hypothesis, we need to investigate how it can be used for
complex variables. In the next chapter, we extend the invariance testing framework

introduced in this chapter to conduct background invariance testing.
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Table 3.12: Measurements on rotation variance matrices (max@CONF') of a randomly
chosen VGG13bn (model id: 15) trained without anomaly, and the visual patterns
are obtained using a smaller proportion of the testing data. The measurements are
not heavily affected by the size of testing data set (i.e. the testing set of the original
CIFAR10/MNIST dataset).
Measuf;giomon 10% | 20% | 30% | 40% | 50% | 60% | 70% | 80% | 90% | 100%
Mean 0.085 | 0.089 | 0.089 | 0.087 | 0.087 | 0.087 | 0.087 | 0.087 | 0.087 | 0.088
Discontinuity 1.523 | 1.418 | 1.326 | 1.364 | 1.372 | 1.283 | 1.274 | 1.278 | 1.275 | 1.258
Asymmetry 0.074 | 0.043 | 0.034 | 0.033 | 0.032 | 0.029 | 0.031 | 0.032 | 0.029 | 0.029
Gradient 0.730 | 0.766 | 0.780 | 0.806 | 0.826 | 0.824 | 0.836 | 0.834 | 0.834 | 0.835

Table 3.13: Measurements on rotation variance matrices (max@CONV-1) of a ran-
domly chosen VGG13bn (model id: 15) trained without anomaly, and the visual
patterns are obtained using a smaller proportion of the testing data. The measure-
ments are not heavily affected by the size of testing data set (i.e. the testing set of
the original CIFAR10/MNIST dataset).
Eroportion | 4507 | 9095 | 30% | 40% | 50% | 60% | 70% | 80% | 90% | 100%
Measuremeé
Mean 0.955 | 0.931 | 0.926 | 0.926 | 0.938 | 0.934 | 0.934 | 0.934 | 0.934 | 0.934
Discontinuity 1.889 | 1.755 | 1.733 | 1.717 | 1.725 | 1.700 | 1.713 | 1.707 | 1.707 | 1.707
Asymmetry 0.027 | 0.018 | 0.016 | 0.019 | 0.017 | 0.018 | 0.021 | 0.020 | 0.019 | 0.018
Gradient 1.033 | 1.058 | 1.048 | 1.045 | 1.053 | 1.056 | 1.054 | 1.059 | 1.060 | 1.058

Table 3.14: Measurements on rotation variance matrices (mean@CONV-1) of a ran-
domly chosen VGG13bn (model id: 15) trained without anomaly, and the visual
patterns are obtained using a smaller proportion of the testing data. The measure-
ments are not heavily affected by the size of testing data set (i.e. the testing set of
the original CIFAR10/MNIST dataset).

Proportion |y o | 9000 | 30% | 40% | 50% | 60% | 70% | 0% | 90% | 100%
Measuremeé
Mean 0.521 | 0.512 | 0.508 | 0.511 | 0.517 | 0.516 | 0.517 | 0.517 | 0.516 | 0.517
Discontinuity | 1.824 | 1.727 | 1.768 | 1.730 | 1.761 | 1.742 | 1.744 | 1.745 | 1.740 | 1.750
Asymmetry | 0.026 | 0.017 | 0.013 | 0.011 | 0.014 | 0.014 | 0.015 | 0.012 | 0.010 | 0.011

Gradient 1.040 | 1.052 | 1.037 | 1.026 | 1.043 | 1.049 | 1.053 | 1.049 | 1.050 | 1.050
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Table 3.15: Measurements on brightness variance matrices (maz@CONF') of a ran-
domly chosen VGG13bn (model id: 102) trained without anomaly obtained using
smaller proportions of the testing data. The measurements are not heavily affected
by the size of testing data set (i.e. the testing set of the original CIFAR10/MNIST
dataset).
Proportion |50 | 9005 | 30% | 40% | 50% | 60% | 70% | 80% | 90% | 100%
Measureme
Mean 0.041 | 0.041 | 0.040 | 0.040 | 0.040 | 0.040 | 0.040 | 0.040 | 0.040 | 0.040
Discontinuity 2.445 | 2.509 | 2.440 | 2.300 | 2.133 | 2.157 | 2.179 | 2.236 | 2.205 | 2.246
Asymmetry 0.260 | 0.252 | 0.246 | 0.232 | 0.218 | 0.224 | 0.230 | 0.236 | 0.230 | 0.236
Gradient 1.923 | 2.035 | 2.064 | 2.050 | 2.023 | 2.057 | 2.049 | 2.061 | 2.049 | 2.051

Table 3.16: Measurements on brightness variance matrices (maz@CONV-1) of a ran-
domly chosen VGG13bn (model id: 102) trained without anomaly obtained using
smaller proportions of the testing data. The measurements are not heavily affected
by the size of testing data set (i.e. the testing set of the original CIFAR10/MNIST
dataset).

Proportion |y o | 900¢ | 30% | 40% | 50% | 60% | 70% | 0% | 90% | 100%
Measureme

Mean 0.045 | 0.035 | 0.031 | 0.029 | 0.029 | 0.028 | 0.027 | 0.026 | 0.027 | 0.026
Discontinuity | 1.545 | 1.562 | 1.547 | 1.266 | 1.113 | 1.092 | 1.048 | 1.060 | 1.022 | 0.986
Asymmetry | 0.225 | 0.118 | 0.121 | 0.131 | 0.120 | 0.127 | 0.138 | 0.131 | 0.137 | 0.137

Gradient 1.963 | 2.027 | 2.006 | 2.101 | 2.081 | 2.019 | 2.035 | 2.046 | 2.060 | 2.069

Table 3.17: Measurements on brightness variance matrices (mean@CONV-2) of a
randomly chosen VGG13bn (model id: 102) trained without anomaly obtained using
smaller proportions of the testing data. The measurements are not heavily affected
by the size of testing data set (i.e. the testing set of the original CIFAR10/MNIST
dataset).
Proportion |50/ | 9005 | 30% | 40% | 50% | 60% | 70% | 80% | 90% | 100%
Measureme
Mean 0.012 | 0.012 | 0.012 | 0.012 | 0.012 | 0.012 | 0.012 | 0.012 | 0.012 | 0.012
Discontinuity 1.892 | 1.834 | 1.895 | 1.960 | 1.934 | 1.881 | 1.845 | 1.817 | 1.822 | 1.812
Asymmetry 0.202 | 0.183 | 0.194 | 0.206 | 0.198 | 0.194 | 0.191 | 0.190 | 0.191 | 0.188
Gradient 2.113 | 2.032 | 2.081 | 2.090 | 2.076 | 2.066 | 2.060 | 2.079 | 2.078 | 2.081
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Table 3.18: Measurements on scaling variance matrices (maz@CONF') of a randomly
chosen VGG13bn (model id: 202) trained without anomaly obtained using smaller
proportions of the testing data. The measurements are not heavily affected by the
size of testing data set (i.e. the testing set of the original CIFAR10/MNIST dataset).

Proportion 10% | 20% | 30% | 40% | 50% | 60% | 70% | 80% | 90% | 100%
Measureme

Mean 0.137 | 0.139 | 0.141 | 0.139 | 0.138 | 0.138 | 0.139 | 0.138 | 0.138 | 0.139
Discontinuity 1.914 | 1.848 | 1.802 | 1.787 | 1.784 | 1.736 | 1.747 | 1.738 | 1.738 | 1.745
Asymmetry 0.202 | 0.196 | 0.193 | 0.193 | 0.187 | 0.189 | 0.189 | 0.190 | 0.188 | 0.190
Gradient 0.656 | 0.718 | 0.717 | 0.716 | 0.716 | 0.724 | 0.734 | 0.719 | 0.725 | 0.721

Table 3.19: Measurements on scaling variance matrices (maz@CONV-1) of a ran-
domly chosen VGG13bn (model id: 202) trained without anomaly obtained using
smaller proportions of the testing data. The measurements are not heavily affected
by the size of testing data set (i.e. the testing set of the original CIFAR10/MNIST
dataset).
Eroportion | 4557 | 9095 | 30% | 40% | 50% | 60% | 70% | 80% | 90% | 100%
Measureme
Mean 0.107 | 0.107 | 0.107 | 0.107 | 0.107 | 0.106 | 0.107 | 0.106 | 0.106 | 0.106
Discontinuity 1.941 | 1.809 | 1.751 | 1.748 | 1.746 | 1.780 | 1.757 | 1.772 | 1.785 | 1.782
Asymmetry 0.211 | 0.205 | 0.206 | 0.205 | 0.203 | 0.203 | 0.202 | 0.202 | 0.201 | 0.201
Gradient 0.757 | 0.768 | 0.779 | 0.763 | 0.756 | 0.747 | 0.744 | 0.751 | 0.755 | 0.754

Table 3.20: Measurements on scaling variance matrices (mean@CONV-1) of a ran-
domly chosen VGG13bn (model id: 202) trained without anomaly obtained using
smaller proportions of the testing data. The measurements are not heavily affected
by the size of testing data set (i.e. the testing set of the original CIFAR10/MNIST
dataset).
Eroportion |yt | 90 | 30% | 40% | 50% | 60% | 70% | 80% | 90% | 100%
Measureme
Mean 0.076 | 0.076 | 0.076 | 0.076 | 0.076 | 0.076 | 0.076 | 0.076 | 0.076 | 0.076
Discontinuity 1.974 | 2.184 | 2.027 | 2.011 | 2.009 | 2.017 | 1.992 | 1.987 | 2.020 | 2.030
Asymmetry 0.215 | 0.234 | 0.216 | 0.214 | 0.214 | 0.213 | 0.214 | 0.210 | 0.214 | 0.215
Gradient 0.808 | 0.835 | 0.872 | 0.871 | 0.863 | 0.865 | 0.858 | 0.859 | 0.861 | 0.856

Table 3.21: Accuracy of assessors on validation set and testing set with varying

proportion of models used for training

A Proportion | 00| 900, | 0% | 40% | 50% | 60% 0% | 80% | 90% | 100%
ccuracy
Validation Set | 81.64% | 86.93% | 87.09% | 87.21% | 87.68% | 87.24% | 87.94% | 88.01% | 87.93% | 88.49%
Testing Set | 77.54% | 85.46% | 87.00% | 86.82% | 87.02% | 87.18% | 87.29% | 87.24% | 87.23% | 87.96%

Table 3.22: Inter-rater reliability: Cohen’s kappa scores
Random examples | Sparse Linear Layers | Sparse Linear Layers and Associativity Score
Cohen’s 0.195 0.683 0.708
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Chapter 4

Invariance Testing for Advanced
Data Attributes: Background
Invariance Testing

4.1 Introduction

There are a variety of invariance qualities associated with machine-learned models.
Testing these invariance qualities enables us to evaluate the robustness of a model
in its real-world application where the model may encounter variations that do not
feature sufficiently in the training and testing data. The testing also allows us to
observe the possible biases or spurious correlations that may have been learned by a
model [327] and to anticipate if the model can be deployed in other application do-
mains [319]. This work is concerned with background invariance testing — a relatively
challenging type of testing.

As mentioned in the previous chapter, visualization can be more suitable and in-
formative for invariance testing. To leverage the visualized testing approach rather
than simply reporting an accuracy score, selecting the testing results is important
for observing the level of robustness in relation to the likelihood of different varia-
tions (e.g., a slightly rotated car vs. an upside-down car in an image). However, in
background invariance testing, the term “’background” is a multivariate variable of-
ten described qualitatively (e.g., an outdoor scene, a desert environment, etc.), which
makes it challenging to sample such a complex variable space systematically as op-
posed to relying on random selection. Visualization-based testing frameworks often
rely on human judgment of visualized patterns. When working with a vast data space,
selecting only a small subset for evaluation without a systematic sampling strategy

can result in inconsistent test-example selections across different runs. This inconsis-
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Figure 4.1: Research questions: to utilize informative visualization-based techniques
for background invariance testing, this paper focused on: 1) are the selected testing
examples diverse, and 2) are the resultant human decisions (based on the visual
patterns) consistent.

tency leads to shifting visual patterns and unstable human judgments, as illustrated
in Figure 4.2. Conversely, a sampling strategy that favours a specific type of test case
may yield more consistent human judgments but at the cost of reduced diversity in
the test suite. To effectively leverage visualization-based testing (more informative)
for background invariance, this chapter aims to balance the trade-off between test
data diversity and judgment consistency (as shown in 4.1).

In the previous chapter, we introduced a generic invariance testing framework for
basic data attributes, e.g., rotation. In this chapter, to utilize the testing framework
for more complex variables, i.e. background, we present a technical solution to ad-
dress the need to select appropriate background scenes using semantic information.
Our technical solution is built on the existing techniques of scene understanding in
computer vision and those of ontological networks that are used in many text analysis
applications.

Our contributions are as follows:

a. We qualitatively confirm that the visualization-based testing method is more
informative by showing that ML models with the same averaged worst-case

accuracy score can behave differently (i.e., different visual patterns).

b. We qualitatively confirm that the visualization-based testing method suffers
from trade-offs between diversity of testing suites and consistency between hu-

man decisions.

c. To overcome the trade-off, we introduce an algorithm to search for n desired
background scenes based on the semantics encoded in each original image using

association ontology.
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Figure 4.2: Random sampling leads to inconsistent visual representations across dif-
ferent testing runs, making visualization-based testing frameworks or human-centric
testing methods inconsistent. We show the proposed testing framework leads to more
consistent testing patterns in Figure 4.14.

d. We quantitatively prove that our testing approach is the most balanced between
diversity (recall) and consistency (precision) with the highest f1 score, compared

with other testing methods.

e. We show that the proposed background invariance testing based on visual rep-

resentations can be fully automated.

4.2 Related Work

The invariance qualities of ML models have been studied for a few decades. In
recent years, invariance testing has become a common procedure in invariant learn-
ing [13], [263], [55]. Among different invariance qualities, background invariance is
attracting more attention. In the literature, several types of variations were intro-
duced in background invariance testing, e.g., by replacing the original background
with random noise, color patterns, and randomly selected background images. In
this section, firstly, we introduce existing attempts, followed by an introduction to
other techniques that are used in this work to help conduct background invariance
testing.

[257] tested object detection models by transforming the original background to
random noise or black pixels. They reported that all tested models failed to perform
correctly at least in one of their testing cases. Similarly, [371], [45], [46] replaced parts
of the images with black or grey pixels for foreground invariance testing. [61] noticed
that the association between a foreground object and its background scene affected
object recognition and described such association as “consistency”. [157] tested dif-

ferent models with consistent and inconsistent backgrounds, while using the term
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“semantically-related” to describe consistent association. In particular, they used
color texture to replace the original background of the target image and controlled
the inconsistency using a parameterized texture model [243]. Several researchers
experimented with swapping background scenes in studying background invariance,
e.g., [61]. [340] provided the Background Challenge database by overlaying a fore-
ground object to all extracted backgrounds from other images. To prepare models
(to be tested), they also provided a smaller version of ImageNet with nine classes
(IN9). In this work, we train a small repository of models on IN9, i.e., the models
being tested in this work were trained for image classification.

To test deep models, an ideal testing suite should trigger as many neurons as
possible. [239] defined the percentage of neurons triggered by a testing suite as the
neuron coverage rate of the testing suite. Recent studies utilize coverage-based fuzzing
techniques to find a testing suite that triggers more potential “bugs” for an ML
model, e.g., TensorFuzz [225] and DeepHunter [343]. In this work, we adopt the
most commonly used neuron coverage rate [239] to evaluate the synthesized testing
images; Higher neuron coverage rates indicate more diverse testing images [145]. For
these reasons, in this work, we use neuron coverage rate to indicate how diverse and
comprehensive a testing suite is.

More recent works on invariance testing found that averaged accuracy scores are
not informative enough to judge the performance of ML models [58,66]. Instead, vi-
sualized representations are becoming more popular for conducting more informative
tests and analyses. For example, [74] used a 3d heat-map to analyse the trans-
lation/rotation invariance qualities and [11] also visualized the testing results and
showed that ML models with the same averaged worst-case accuracy score can behave
differently. Furthermore, [171] showed that analyzing the invariance qualities based
on visualized patterns can achieve a higher inter-rater reliability (IRR) score than
many NLP tasks, confirming the plausibility of conducting invariance testing based
on visual patterns. In this work, we show that our visualization-based background
invariance testing framework can lead to a satisfactory IRR score with the assistance

of our novel technical components, e.g., ontology built on association analysis.

4.3 Definition, Overview, and Motivation

Let x; be the i"" image in a dataset D and o; be the foreground object in x;. M be
an ML model trained to recognise or classify o; from x;. In general, the invariance

quality of M characterizes the ability of M to perform consistently when a type of
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Figure 4.3: The upper part of the figure shows the invariance testing framework for
simple data attributes, e.g., rotation, where the transformations for invariance testing
are uniformly sampled. As the transformations for background invariance testing
cannot be easily sampled in a consistent way, we introduce a new sub-workflow (lower
part) with an additional set of technical components to enable non-uniform sampling
of such transformations. This sub-workflow is detailed in Section 4.4.4 Methodology.

transformation is applied to x;. For example, one may apply a sequence of rotation
transformations y; ; = R(x,j°), j =0,1,..., and test M with the set of testing images
of y; ;. As reported by [11], when the testing results are organised into a variance
matrix (Figure 1a), the visual patterns in the variance matrix can be analyzed using
an ML4ML assessor to evaluate the invariance quality of M.

The background invariance quality characterizes the ability of M in recognizing
0; when it is with different backgrounds. Hence the transformations of x; involve
the replacement of the original background in x; with different background scenes

by, by, ..., b,. The transformations:
yiy]':B(O’hbj)) j:1727"'7n (41)

generate n testing images. Similar to other invariance testing, the testing results
can be summarized as a variance matrix. However, as these background scenes may
be ordered according to their locations in a database, different orderings may yield
different variance matrices (Figure 1b). The visual patterns in such a variance matrix
are not as meaningful as those resulting from rotation transformations (Figure 1a).
If we can find a way to consistently produce variance matrices for background
transformations, we can adopt the ML4ML invariance testing framework proposed
by [11] for background invariance testing. This motivates us to address the following

challenges:

1. We need to introduce a metric for measuring the semantic distance between

each background scene and the corresponding target image x;.

94



(a) ® (@ (d)

Figure 4.4: (a), (b) are target images. (c), (d) are background candidates. (a) and
(c) have only a few detected keywords.

2. We need to produce a variance matrix as a uniform data representation from
non-uniform sampling of background scenes, as sampling background scenes will
not be as uniform as sampling sizes, rotation angles, and many other types of

variables in invariance testing.

3. We need to have an effective way to search for background scenes that will be

distributed appropriately for producing variance matrices.

As illustrated in Figure 4.3, the upper part of the figure shows the previous frame-
work [11] for invariance testing involving uniform sampling of transformations. In this
work, we introduce a number of new technical components (the lower part of the fig-
ure) to address the aforementioned challenges. Once these challenges are addressed,
background invariance testing can be integrated into the ML4AML invariance testing

framework.

4.4 Methodology

In this section, we follow the pathways in the lower part of Figure 4.3 to describe
a series of technical solutions for enabling background invariance testing with non-

uniform sampling of the transformations of the original images.

4.4.1 To Obtain Detected Keywords

Research on scene understanding aims to extract different semantic information from

images. In this work, we represent the semantics of each image with the keywords
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extracted by employing existing scene understanding techniques to process the origi-
nal images to be tested and background scenes to be used for transformation. From
each image, a (a = x; or b;), a scene understanding model identifies a set of objects
that are recorded as a set K, of keywords. When a is a target image, i.e., a = x;, we
assume that K, contains a keyword for the foreground object o;.

In this work, we use two models pre-trained on two different databases. In the
ADE20k dataset [374], 150 object classes in 20,000 background scenes from the SUN
and Places database are annotated. Some labelled objects can be a whole object
or a part of another object, e.g., a door can be an indoor picture or a part of a
car. Place365 dataset consists of 1,803,460 training images with 365 different scene
classes [373]. And the number of images per class varies from 3,068 to 5,000. For
preparing models to be tested: we use a smaller version of ImageNet, namely IN9
which consists of images from ImageNet but labelled with nine classes [340]. There
are 45,405 images on the training set (5045 images per class) and 4185 images on the
testing set (465 images per class). They also provide segmented foreground masks
for some images on the testing set. Finally, For background candidates: we use
BG20k which consists of 20,000 background scenes with no foreground images [160].

Figure 4.4 shows two examples of foreground images and two examples of back-
ground scenes. For some images, scene understanding may result in many keywords,
but in other cases, only 1-3 keywords (e.g., the 1*¢ and 3"¢ images in Figure 4.4).
Therefore it is desirable to consider not only the keywords extracted from each im-

age, but also the keywords related to the extracted keywords.

Keyword  OL[1] ou2] o3] oL[4] oL[s]
Ontology Level

Number of items

Figure 4.5: Number (maximum, mean, minimum) of enriched / expanded items after
each ontology level.

4.4.2 To Obtain Expanded Keywords

In prior works, background candidates were sampled randomly, leading to inconsistent

visual representations. In this work, we introduce a systematic sampling approach to
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Figure 4.6: An example image has only two keywords detected by a pre-trained scene
understanding model, namely {sky, tree}. Using an ontology, more keywords can be
discovered iteratively, increasing the number and diversity of background scenes.

obtain background testing candidates. Firstly, we use a scene understanding model
and association analysis to build an ontology. We then use the ontology to retrieve
indirectly relevant keywords to the original images. Finally, with a set of detected
and expanded keywords, we do keyword-based sampling to obtain background testing
candidates.

From each testing image, a scene understanding model identifies a set of objects
that are recorded as a set K, of keywords. Multiple keywords can be identified for
some images, but in many other cases, less than 3 keywords were detected. To select
a suitable (non-random) testing suite that contains rich semantics, it is desirable to
consider not only the keywords extracted from each image, but also other keywords
that are related to the detected keywords.

Ontology is a graph-based knowledge representation, which is used to store the re-
lationships among different keywords in this work. As illustrated in Figure 4.6, nodes
represent keywords, and an edge between two nodes indicates that two keywords have
been extracted from the same image. The weight on the edge indicates how strong is
the association between the two keywords. The ontology is typically constructed in
a pre-processing step by training association rules using the extracted keywords for
all images in the repository B.

To consider indirectly relevant keywords to the original testing image, we built
an ontology using association analysis, i.e., Apriori algorithm [5] and Frequent Pat-

tern Growth algorithm [103]. The Apriori algorithm [5] is widely used for association
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analysis. When the size of the dataset is great, the Frequent Pattern Growth algo-
rithm [103] can run more efficiently. Given a set of all possible keywords K, that
can be extracted from all images in a dataset B, the level of association between two
keywords k, and k; can be described by support and confidence. For three itemsets:

So = {ka}, sp = {ks}, and s, = {kq, kb }, the support for the itemset s, is defined as:

number of images where s, is present

Support(Saep) = :
pport(sa) total number of images

which indicates the co-occurrence rate of k, and k.
An association rule from one itemset to another, denoted as ds, — ds;, is defined

as confidence:

support(sq | sp)
support(s,)

which indicates the confidence level about the inference that if the object of keyword

confidence(3s, — sp) = (4.2)

k, appears in a scene, the object of keyword k; could also appear in such a scene.
Similarly, we can compute confidence(3s, — 3s,). For a large image repository, the
value of support(s;2) is usually tiny, and is more easily changed by the increase of
images in the repository, the introduction of more keywords, and the improvement of
scene understanding techniques. Hence, it is difficult to use support consistently. We
therefore use confidence as the weights (directed edges) in our ontology.

In the ontology, the shortest path between two keywords indicates the level of as-
sociation between two keywords, typically facilitating two measures, (i) the number
of edges along the path (i.e., hops) and (ii) an aggregated weight, e.g., [[, wi=1 or
min(0,w; — >, (1 —w;)*(a; > 1)). As illustrated in Figure 4.6, nodes represent
keywords, and an edge between two nodes indicates that two keywords have been
detected from the same image at least once. The weight on the edge indicates how
strong is the association between the two keywords. The ontology is typically con-
structed in a pre-processing step by training association rules using the extracted
keywords for all images in a dataset.

A set of keywords K, extracted by a scene understanding model can be used to
search for background scenes with at least one of the matching keywords k£ € K.
When there are many keywords in K, semantic search can work very well. However,
as exemplified in Figure 4.6(top), when an image has only two keywords, the search
will likely yield a small number of background scenes, undermining the statistical
significance of the test.

To address this issue, we expand the keyword set K, by using the ontology that

has acquired knowledge about keyword relationships in the preprocessing stage. As
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Figure 4.7: Three sets of example background scenes discovered for a target image of
fish (the top-left of each set). The random set includes mostly unsuitable images. The
closest set includes those discovered using only the original keywords K, = {painting,
water, tree}. The expanded set includes those discovered using the ontology, showing
more suitable background scenes.

illustrated in Figure 4.6, the initial set K, has keywords [sky, tree]. The ontology
shows that {Sky, Tree} are connected to {Earth, Field Road, Botanic Garden, Veg-
etable Garden, Water}, which form the level 1 expansion set E . Similarly, from
E,, the ontology helps us to find the level 2 expansion set Fj,, and so on. The set

of all keywords after i-th expansion is:

OL,[i] = K, U (U E) (4.3)

j=1

Figure 4.7 shows three sets of example background scenes discovered for a targeting
image (i.e., the fish image on the top-left corner of each set). The background scenes in
the first set (left) are discovered by searching the image repository randomly. Those
in the last set (right) are discovered using the initial set of keywords K,. Those
in the second set (middle) are discovered using an expanded set of keywords, OLy,
after the 4th expansion. In Section 4.5, we quantitatively show that keyword-based
sampling methods achieve the best balance between comprehensive testing suites and

reliable/consistent testing results (human judgements).

4.4.3 To Synthesize/Generate Testing Images

For an original image, with a set of keywords (detected and expanded), one can
synthesize testing images by 1) generative blending, or 2) simple background replace-

ment eq.4.1. In this work, we use the latter to avoid unwanted foreground objects.
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Figure 4.8: We can sample background scenes based on: 1) similarity /distance met-
rics, or 2) keywords. When sampling one instance from each subspace, we choose the
first one leads to a higher realness score defined by [85] than a threshold.

We guarantee that no foreground objects will appear in any background scene by

carefully selecting the dataset of the background candidates.

4.4.3.1 Background Scenes Sampling

Given a target image x, to test if an ML model is background-invariant, we would
like to sample a set of background scenes that can be used to replace the background
in x while maintaining the foreground object o. As shown in Figure 4.8, to replace
random sampling, we can sample background scenes based on: 1) cosine/12 distance
(metric learning), or 2) keywords. When sampling one instance from a subspace
defined by 1) a distance interval (bin), or 2) background scenes containing a certain
keyword, we run the Dreamsim [85] model to select the first background scene that
leads to a testing image with a higher realness score than a threshold. In Section 4.5,
we quantitatively show that keyword-based sampling is the most balanced between

diversity and reliability.

4.4.3.2 Simple Background Replacement

The transformation process for sampling the background variations is more complex
than other commonly-examined invariance qualities, requiring the use of a segmen-
tation tool to separate the foreground object o; from each target image x;, and then
superimpose o; into individual background scenes discovered in the previous step. As
defined in Eq. 4.1, for n different background scenes by, by, ..., b,, the transformation
process produces n testing images y; 1,¥i2;---,Yin

To test ML models that were trained to recognise or classify foreground objects,

any background scenes containing any of the foreground objects should not be used.
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Figure 4.9: Background invariance testing images generated by the blended diffuse
model [14] (first row), and synthesized by simple background replacement (a segmen-
tation model [374], second row). The generated images can be more realistic, i.e.,
smooth blending. However, generative models can include unwanted biases, e.g., fish
in the sea and insect on a flower, both of which are one of the nine foreground objects
that the original models (to be tested) were trained to classify.

For this reason, we did not use generative algorithms to do the background replace-
ment. We show some generated testing images using the latest generative model
(blended latent diffusion [14]) in Figure 4.9. Some generated images include fore-
ground objects due to unwanted biases, e.g., fish in the sea. This will affect the
models’ behaviors in an uncontrolled way. Furthermore, running large generative
models can be computationally expensive, taking hours to generate one testing im-
age. For these two reasons, we use simple background replacement eq.(4.1) together
with image blending using Laplacian pyramids [233] to remove some artifacts.

As shown in Figure 4.10, the distances are Gaussian distributed. As expected,
compared with nearest neighbor, the distribution (of association ontology) suggests
that our sampled scenes are more diverse. Compared with random sampling, the dis-
tribution shows that the sampled scenes prioritize scenes with a stronger association

with the original images.
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Figure 4.10: Distribution of distances between original images and synthesized testing
images. Left (blue): Association Ontology, middle (green): nearest neighbors, right
(red): random.

4.4.4 Point Clouds from ML Testing.

Unlike the previous framework where the transformation process samples variations
uniformly (e.g., 0°,1°,2°, ... for rotation angles), the testing images y;1,¥i2;---,¥in
are a set of non-uniform sampling points. When we test an ML model M against the
testing images, we can measure the results and intermediate results of M in many
different ways. In [11], the different measurements are controlled by the notions of
position and modality. The position indicates where in M the signal may be captured,
e.g., Max@CONF (the confidence vector of the final predictions) and Max@CONV-1
(the map of the last convolutional layer). The modality indicates what mathematical
function is used to abstract the signal vector or map at a position to a numerical
measure, e.g., Mean or Max. Hence, within the context of an ML model M, a fixed
position (ps) and a fixed modality (md) for each testing image y; ;, ML testing results
in a numerical measure S(M, ps, md,y; ;).

In addition, we can measure the semantic distance between each testing image y; ;
and the target image x;. As shown in Eq. 4.2, the confidence concept in association
analysis is non-commutative. We therefore always use the semantic distance starting
from x;. This assigns the value m(y; ;) with a position away from x;.

Consider two different testing images y; ; and y; ; and their corresponding seman-

tic distances to x; as d; ; and d; ;. The difference between their numerical measures
v, = dif(S(M, ps, md, y; ;), S(M, ps,md, y; x)) (4.4)

indicates the variation between the two testing results. As the variation corresponds
to positions d; ; and d; x, this gives us a 2D data point at coordinates p;, = (d; ;, d; )
with data value v; ;. When we consider all the testing results for all y;1,yi2,...,¥in
as well as x;, there is point cloud with n(n + 1) data points in the context of x;.
When we combine the testing results for all [ targeting images, we have a point

cloud with In(n + 1) data points, which can be visualized as scatter plots. The first
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column in Figure 4.11 shows five examples of such point clouds. Because the number
and the distribution of these points depend on the set of background scenes, we can
observe that when the level of expansion OL[i] (see Eq.4.3) increases, the sampling

has more data points and better distribution.

4.4.5 Variance Matrices from RBF-based Resampling.

Because the sampling of background transformation is not uniform (i.e., challenge (2)
in Section 3), unlike the previous framework in Figure 4.3, we have to consider the
options of training an ML4ML assessor with point clouds or converting point clouds
to variance matrices. We select the latter option primarily because, in the previous
framework, ML4ML assessors are trained with ML experts’ annotation of invariance
quality based on their observation of variance matrices. Replacing variance matrices
with scatter plots in the annotation process would introduce an inconsistency in the
framework in general and annotation in particular. In the short term, this would not
be desirable, but in the longer term, one should not rule out the possibility of training
ML4ML assessors with scatter plots.

We use the common approach of radial basis functions (RBFs) to transform a
point cloud into a variance matrix. For each element e in a variance matrix, an
RBF defines a circular area in 2D, facilitating the identification of all data points in
the circle. Let these data points be pi, ps,...,p. and their corresponding values are
V1, Vs, ..., V.. As discussed earlier, the coordinates of each data point are determined
by the semantic distances from the target image to two testing images. A Gaussian

kernel ¢ is then applied to these data points, and produces an interpolated value for

>z (@(lle = pill) - vi)
iz e — pill)

However, when the RBF has a large radius, the computation can be costly. When the

element e as

value(e) =

radius is small, there can be cases of no point in a circle. In order to apply the same
radius consistently, we define a new data point at each element e and use K nearest

neighbors algorithm to obtain its value u(e). The above interpolation function thus

$(0) - u(e) + 37 (@(lle — pill) - vi)
¢(0) + 225z olle — pill)
In Figure 4.11, we show the application of three different RBFs. The mixed green

becomes:

value(e) =

and yellow patterns in row OL[1] gradually become more coherent towards OLI[5].
We can clearly see a green square at the centre and yellow areas towards the top and

right edges.
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Figure 4.11: Original scatter plots (first column) and interpolated variance matrices
(second to fourth column). The scatter plots are generated using the ontology level
one to five, i.e., OL[1],OL[2], ..., OL[5] for a randomly selected model Mg;. Inter-
polant 1 - 3: (kernel size 16 0=>5), (kernel size 32 0=2), and (kernel size 32 0=10).

4.4.6 Professional Annotations

We survey the three professionals who provide the annotations for background invari-

ance testing. We ask them the following questions:
e Q1: Which locations are you interested in?

e )2: Are the interpolated scatter plots helpful? Which interpolant is the most
helpful?

e Q3: Are there any common visual patterns?
e Q4: Are the annotations aligned with the worst-case accuracy?

e 5: Would you say your decisions are consistent? Are you confident about your

decisions?

e Q6: Any interesting findings about the models?

Q1: Testing locations All the three coders agree that the final predictions and

outputs from the last layer before the final fully connected are important to be tested.
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Figure 4.12: Examples of original scatter plots and interpolated / accumulated scatter
plots. From (a) to (e) are model My, M7, Mg, Mgs, M7 respectively.

Q2: Helpful interpolated Coder 1 and 2 mention all of the interpolated plots are
helpful and there is no particular interpolator that is superior to the others. Coder 3
mentions they check all of the interpolated plots and find the one with kernel size 32
and o = 10 helps their judgements the most because it shows the most straightforward

global shape of the plots.

Q3: Common visual patterns Coder 1 and 3 mention that the most common
patterns are those with a green area (which indicates a lower error rate) at the bottom
left, and some yellowish patterns (which indicates a higher error rate) at either the
edges or corners at the top right. Coder 2 notices it is common that there is a green
line along the primary diagonals (from bottom left to top right) of the plots. We

show more different patterns in Figure 4.12.

Q4: Annotations versus worst-case accuracy All three coders mention their
annotations are not completely aligned with worst-case accuracy. However, they all
find their annotations and the traditional metric are related to each other to some

extent.
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Q5: Consistent annotations All three coders are confident about their decisions
for the majority of the models. However, they are less confident for those labelled as

“borderline”.

Q6: Interesting findings Coder 1: vision transformers seem to be naturally more
robust against background permutations. Even when the final predictions do not
appear to be robust at all, their last layer before the head module can still be robust
(dark green). Coder 2: models trained using images without background (black
pixels as their background) appear to be more robust than those trained with natural
images. Coder 3: metric learning, e.g., triplet loss, does not seem to be helpful even

for the convolutional layers that are used to form the triplet loss function.

4.4.7 ML4ML Assessor Training and Deployment.

With the variance matrices, we can use the same processes to train ML4AML assessors
and deploy them to evaluate the background invariance quality of ML models in the
same way as the previous framework. The same technical approaches in [11] can be
adopted, including: (i) collecting variance matrices and ML models, (ii) splitting the
model repository into a training and testing set and provide expert annotations of
invariance quality based on variance matrices, (iii) engineering of imagery features
for variance matrices, (iv) training MLAML assessors using different ML techniques,

and (v) testing and comparing ML4ML assessors.

4.5 Experiments

To prepare ML models to be tested, we train a small repository of 250 models on
the IN9 database (a smaller ImageNet with only nine classes) [340]. To guarantee
no foreground objects would appear in our testing images, we use the BG-20k [160]
database with 20,000 background scenes as all the background candidates. We select
N = 32 background scenes for each target image, and retrieve background scenes
using the keyword-based sampling or distance-based sampling methods described in
Section 4.2.14.4.3.1. We show that similar results can be found when N = 50 or
N =100 in the ablation study at the end of this section.

For each model, we measure the signals at two positions, including the final pre-
dictions (confidence score) and the embedding layer (after the final pooling layer,
or the last layer before the final MLP for Vision Transformers), as these two posi-

tions are considered the most important and interesting by our annotators. For the
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Figure 4.13: Statistics of model architectures in our model repository. Left: number of
models with each architecture in our model repository. Right: percentage of invariant
/ borderline / variant models for each architecture in our model repository.

embedding layer, we choose 1) the average value of the top 3 neurons triggered by
foreground-only images, 2) the maximum value, and 3) the average value. This leads
to one scatter plot for the confidence score and three scatter plots from the embedding
layer. For each model, we provide professional annotations based on the visualized
testing results with three quality levels, namely, 1) not invariant, 2) borderline, and

3) invariant.

4.5.1 Model Repository

In this section, we show some statistics of our model repository (250 models). We
trained the models under different settings, and provide professional annotations for

each of them as being background-invariant, borderline or background-variant.

Table 4.1: Statistics of the annotations of the model repository
Invariant | Borderline Variant Total
62 (24.8%) | 70 (28.0%) | 118 (47.2%) | 250 (100%)

As shown in Table 4.1, the model repository is not balanced. There are more
background variant models than background invariant models, which is expected as
most of the models were trained using no special technique to boost their background
invariance qualities; Unlike other types of transformations, e.g., rotation, background

augmentation is not commonly used.

Table 4.2: Statistics of the accuracy of the model repository
mean max min std

Accuracy | 91.88% | 99.42% | 43.40% | 9.11%
Worst-case | 28.76% | 65.36% | 0.18% | 11.92%
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Figure 4.14: We show four trained ML models on IN9 dataset have different visualized
testing results even though they have the same accuracy score and worst-case accuracy
score (averaged). We analyse these patterns in Section 4.5.2.

Table 4.3: Consistency, Reliability and Comprehensiveness Level of Different Back-

ground Invariance Testing Approaches
Random Distance-based Sampling Keyword-based Sampling

Sampling | Nearest Top K | Interval (bin) | CLIP | Ontology (Ours)
Neuron Coverage (recall) [239] | 0.681 0.133 0.667 0.591 0.652
Fleiss’ reliability (precision) 0.384 0.906 0.531 0.640 0.649
F1 score 0.491 0.232 0.591 0.615 0.650

In Table 4.2 we show that the average accuracy of the models in the collection
is around 91.9%. We did not intentionally make any model not sufficiently trained.
However, for some models that have not been pre-trained on ImageNet, the accuracy
can drop to lower than 50%.

In Figure 4.13, we show that in our model repository, we have a wide range
of different architectures, namely vision transformer patch16-224, resnet 18, and vgg
variants. We also show the statistics for their background variance qualities. However,
the size of our model collection is limited and we leave the studies of the architectures’

impact on invariance qualities to future work.

4.5.2 Worst-Case Accuracy versus Variance Matrices

We show the visualized performance (variance matrices) of four models can be very
different even though they have the same (worst-case) accuracy score in Figure 4.14.

The patterns of M, suggest that M, gives wrongly predicted testing images high
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confidence scores, and the outputs of the top-3 neurons triggered by foreground-only
images are not consistent, which indicates that M, might rely more on the background
to make its decisions instead of the foreground objects. The abrupt green pattern at
the top-left for M. might be a signal of data leakage which needs further examination
before being deployed. The yellow pattern on the edges of M, suggests that M,
treats a few of testing images differently from the others. This could suggest that
M, might be sensitive to the appearance of certain objects. For these reasons, our
three annotators labelled M, and M, as failed, M, as borderline, and My as passed.
These four models have the same statistical evaluation scores (worst-case accuracy)
whilst their visualized testing results can yield different judgements on their invariance
qualities. To consolidate if we can use such visualization-based testing framework for
background invariance testing, we evaluate 1) how diverse the testing suites are, and

2) how consistent the human annotations are.

4.5.3 Comparisons Between Testing Methods

Our human annotations on background invariance qualities are based on the visualized
testing results of selected testing suites, and we evaluate whether our tests are desired
based on: 1) neuron coverage rate (recall), and 2) inter-rater reliability (IRR) score
(precision) as discussed in Section 4.3. Neuron coverage rates are often used to
evaluate whether a selected testing suite is diverse enough to cover as many scenarios
as possible [123,239], and IRR scores are often used to evaluate the consistency
and reliability of professional annotations [71] between different practitioners. We
report fl score (between diversity - recall, and reliability - precision) when comparing

difference testing methods.

4.5.3.1 Prior Works: Random/Nearest Sampling

In Table 4.3, we show that although the random sampling testing approach resulted
in the best neuron coverage rate, the IRR score is relatively lower because of the
randomness. Meanwhile, selecting the nearest top-k background scenes resulted in
the highest inter-rate reliability score, however, the neuron coverage rate (diversity
level) is the lowest. Therefore, these two testing methods might not be the most

suitable for background invariance testing.
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4.5.3.2 Distance and Keyword-based Sampling

As shown in Table 4.3, although distance-based sampling (interval) can achieve a
higher neuron coverage rate, the resultant human judgements are not consistent or
reliable, whereas keyword-based sampling methods are the most balanced between
diversity and reliability. Among keyword-based sampling methods, CLIP [272] tends
to find similar (matched) items for the target image, which leads to less diverse
testing suites. Meanwhile, our ontology expands the originally detected keywords
using association analysis and thus becomes the most balanced between diversity and

consistency (i.e., the best fl score).

4.5.4 Training ML4ML Assessors

We build a small model repository of 250 models for object classification. The models

were trained under different settings:

e Architectures: VGG13bn, VGG13, VGG11bn, VGG11 [287], ResNet18 [117],

and Vision Transformer [67]

e Hyper-parameters: learning rate, batch size, epochs

Augmentation: rotation, brightness, scaling, using images with only foreground

(black pixels as background)

Optimizers: SGD, Adam, RMSprop
e Loss: cross-entropy loss, triplet loss, adversarial loss

We use our sub-workflow in Figure 4.3 to generate testing images using the target
images in the IN9 dataset, and the background scenes in the BG-20K database. We
apply these models to the generated testing images. With the two measuring positions
per model, we generate two variance matrices using the results from the ML Testing
process.

For each model, we then provide professional annotations based on the original
scatter plots and interpolated variance matrices with three quality levels, namely, 1)
not invariant, 2) borderline, and 3) invariant.

Finally, to automate the testing process, we extract the same set of statistical
features as [11], e.g., mean / standard deviation, from the interpolated variance ma-

trices. After that, we use the statistical features and the professional annotations of
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Table 4.4: Experiment results: the automation accuracy using random forest as the
assessor is around 80% and the inter-rater reliability score with majority votes is
around 0.65.

Automation Accuracy | IRR Score

Random Forest 79.7 + 7.5% 0.649-+0.091

AdaBoost 74.8 + 9.1% 0.599+4-0.102
Worst-case Acc 64.4% 0.387

Table 4.5: Experiment results: the automation accuracy using random forest as the
assessor is around 80%. Meanwhile, no significant differences are found using different
settings (i.e., kernel size, sigma value) for RBF interpolation.

terpolator Automation Accuracy
Assessor Size: 32, 0=2 | Size: 16, 0=5 | Size: 32, 0=10
Random Forest 79.6+8.1% T8.7+7.7% 79.7+7.5%
Adaboost 54.5+7.5% 70.9410.2% 74.849.1%
Worst-case accuracy 64.4%

the training set of the model repository to train an ML4ML assessor, e.g., a random
forest / adaboost in our case.

To evaluate the feasibility of the automation process using ML4ML assessors, we
split the model repository into a training set (2/3 of the models) and a testing set
(1/3 of the models). We do not tune any hyper-parameters for the ML4ML assessors,
therefore we do not further split the training set into training and validation set. To
make the results more statistically significant, we randomly split the data, repeat the

experiments ten times and report the averaged results and the standard deviation.

4.5.5 Ablation Studies

To generate the scatter plots for a given model, we use the testing set of IN9 dataset
[340]. However, among all the 4185 images in the testing set, only 1712 images are
provided with a foreground mask. Therefore, we use the 1712 images to generate the
scatter plots. In Figure 4.15, we show that using different percentages of the 1712
images will not significantly affect the qualities of the generated scatter plots (neither
the original nor interpolated). However, when the number of images becomes too
low, e.g., <25% (less than 430 images), the generated scatter plots are starting to be
heavily affected.

For RBF-based interpolation, we use the following parameters: (r=32, 0=10,
K=32). For each model, we therefore obtain two variance matrices. We conduct the

ablation study for some parameters of the interpolation, i.e., the kernel size and sigma
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Scatter plots Interpolantl Interpolant2 Interpolant3

Figure 4.15: We use different numbers (percentages) of the testing images to generate
scatter plots. The number of images will not significantly affect the quality of the
generated plots unless the number becomes too small, e.g., < 25%. The example we
show here is model Mg;

Table 4.6: Experiment results: the inter-rater reliability score between predictions
from our ML4ML assessors and majority votes is around 0.65. Meanwhile, no signif-
icant differences are found using different settings (i.e., kernel size, sigma value) for
RBF interpolation.

terpolator Inter-rater Reliability with Majority Votes
Assessor Size: 32, 0=2 | Size: 16, =5 | Size: 32, 0=10
Random Forest 0.651+0.103 | 0.635%+0.116 0.649+0.091

Adaboost 0.3584+0.134 | 0.54840.159 0.599+0.102
Worst-case accuracy 0.387

values. In Figure 4.15, the three interpolants are (kernel size: 16, sigma: 5, K: 32),
(kernel size: 32, sigma: 2, K: 32) and (kernel size: 32, sigma: 10, K: 32) respectively.
The K values only affect a few points at the corners and we barely see any difference.
As shown in Figure 4.16, kernel size and sigma value affect how blurry the interpolated
scatter plots are. Based on the quality of the interpolated scatter plots, we tested
these three interpolants and reported the automation results in table 4.5 and table 4.6
where we show that using different parameters for the interpolation did not heavily

affect the automation accuracy (the performance of MLAML assessors).
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sigma=5 *

sigma=10~

Figure 4.16: Different interpolant parameters for Mg;. We use (Kernel size 16, sigma
5), (Kernel size 32, sigma 2), and (Kernel size 32, sigma 10) respectively in Figure
4.11.

4.5.6 Results and Analysis

In Table 4.4 we show that the majority votes of the professional annotations have
around 0.4 IRR score with worst-case accuracy, which shows that the annotations are
still aligned with the traditional accuracy metric. However, the professional labels are
provided by considering the variance matrices and they are the decisions from many
different factors instead of relying only on one single metric. Furthermore, Table 4.7
shows that the inter-rater reliability scores among the three professionals are around
0.65 which indicates that the annotations are consistent compared with many NLP
tasks reported by [71]. Therefore, we believe that such annotations are both desirable
and reliable.

In Table 4.4, we also show that by using MLAML assessors [11], we could achieve
around 70-80% automation accuracy which shows that the automation method (using

ML4AML assessors) can achieve a satisfactory accuracy (~80%). Furthermore, the

Table 4.7: IRR: Cohen’s and Fleiss” kappa scores

Cohen’s | Coder 1 | Coder 2 | Coder 3 | Fleiss’
Coder 1 1 0.651 0.643

Coder 2 | 0.651 1 0.591 0.628
Coder 3 | 0.643 0.591 1
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IRR scores between the predictions from ML4ML assessors and the majority votes are
similar to those of the three coders (~0.6). Therefore it shows the proposed framework
can work as a fully automated background testing mechanism with sufficient accuracy.

Shapley values (a game theoretic approach) [186] are commonly used to explain
outputs or predictions of machine learning models. It isolates each input feature and
averages its expected marginal contribution. In this section, we report the usage of
Shapley values to explain the predictions from our ML4ML assessors.

As shown in Figure 4.17, for an arbitrarily selected model My, the ML4ML as-
sessor’s prediction is “background invariant”. And the top factor contributing to the
predictions is the mean value of the variance matrix generated at posy (final pre-
diction). We also show that, in general, the ML4AML assessor will consider the mean
value of the variance matrix and the error rate (defined as the percentage of the pixels
> thres [11]). This way, we can have a testing report for the ML4AML assessor for

both the overview analysis and case studies for any interested model(s).

4.6 Conclusion

In this work, we propose a technical solution to address a major limitation of an
invariance testing framework recently reported by [11]. The limitation is that back-
ground invariance testing cannot be incorporated into the framework as many other
invariance problems. Our technical solution brings several non-trivial techniques to-
gether to overcome the challenges. The introduction of ontology is both novel and
vital in making background invariance tests as meaningful as other commonly-seen in-
variance tests, e.g., rotation invariance. In this way, the previous framework has been
expanded and improved significantly, paving the critical path for introducing other
invariance tests with transformations that are not uniformly sampled, e.g., variations
of clothing or hairstyles.

While selecting and sampling background scene candidates is the most important
part for background invariance testing, it is also crucial to order the testing data
according to semantics rather than visual similarity. In the next chapter, we introduce

the semantic image similarity method that we used for background testing.
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Figure 4.17: Shapley values of a randomly selected ML4AML assessor (a random for-
est). Left: given a model Mj, and its variance matrices generated at (a) the final
prediction (posy) and (b) the final convolutional layer (pos;), the ML4AML assessor
predicts the model to be “background invariant”. And the top reasons for this pre-
diction is: the mean value of the variance matrix (posg) and the error rate (defined
in [11]) of the variance matrix (posy). Note that there are yellowish areas on the
corners of the variance matrices at pos;, therefore the continuity score and the gra-
dient scores at these two positions have a negative impact on the decision. Right:
In general, the ML4ML assessor’s decisions for being “background-invariant” depend
on the mean value of the variance matrix (posg) and the error rate of the variance
matrix (posp), which is aligned with the analysis of M5 on the left.
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Chapter 5

Ordering Invariance Testing Data:
Image Similarity using An
Ensemble of Context-Sensitive
Models

5.1 Introduction

Similarity between images, which has been studied for decades, is crucial for various
computer vision tasks, e.g., content-based retrieval [187] and image recognition [277].
In recent years, deep embeddings have become available in metrics or models for esti-
mating image similarity, especially those machine-learned (ML) models, e.g., through
metric learning [141] or contrastive self-supervised learning [131]. However, as shown
in Figure 5.1, deep embeddings are not always aligned with human annotations in
terms of judging semantic similarity. Moreover, while similarity scores are typically
of numerical values (e.g., 0.45), there is no easy way to obtain such values as ground
truth data for training or testing, making it difficult to improve or compare the per-
formance on the task of semantic similarity between images for those deep models.
Humans’ perception of image similarity is often context-sensitive (CS). In some
labelling processes, binary scores were assigned to image pairs in relation to a reference
image (i.e., a context), i.e., is A more similar to R than B. Such labelling processes
have been shown to be more consistent and objective, and have been used in image
retrieval [349], face recognition [271], and evaluation of synthesized images [367].
In these fields, the existing databases are typically used to train models that can
identify closely related images, i.e., either images (R, A) or (R, B) are very similar.
For the general problem of image similarity, A and B can both be unrelated to R,

as exemplified in Figure 5.1. Ideally, one might wish to have a vast number of image
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Figure 5.1: Arrows point at the candidate which is considered closer to the reference
by the model(s) or human annotation. Visual similarity scores computed by deep
models are not always aligned with human annotations.

triples (R, A, B) randomly selected from an image domain D. However, it would be
costly to label these triples. Therefore, due to the gigantic data space and the limited
amount of labelled data, directly fine-tuning deep models might not be effective (see
Section 5.5.2).

In this work, we considered an alternative approach, with which we selected only
a small set of K reference images and the labelling effort ensured adequate sampling
of (A, B) in the context of each selected reference image R;, i = 1..K, as illustrated
on the left of Figure 5.2. Each R; group of labelled triples is referred to as a context-
sensitive (CS) data cluster. We then obtained K context-sensitive (CS) models each
of which was fine-tuned on one CS data cluster (w.r.t. a reference image R;). Our
experiments show that these CS models are able to improve the performance only
when unseen triples contain reference images that are similar to R;, e.g., when they
are both flowers. We refer to such improvement as local improvement, whilst the
improvement on the entire dataset as to global improvement. We show how the
performance of these CS models gradually improves locally but not globally during
fine-tuning in Section 5.5.4, and we also showcase the local improvement of each CS
model in Section 5.5.5.4 using some randomly selected triples. To fully utilize the
advantage of each CS model and improve the performance on the entire dataset, we
introduce two different ways to build ensemble models. To consolidate our proposed
method, we compared our ensemble models with 1) existing deep embeddings, e.g.,
CLIP [272] and DINO [34], 2) individual CS models, 3) models directly fine-tuned on
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Figure 5.2: Given a training set of random triples that are annotated which candidate
is semantically closer to the reference, can a model learn from the training data
and predict correctly for unseen triples (i.e., unseen reference images and unseen
candidates)?

the entire dataset where all labelled triples (R, A, B) are amalgamated, and 4) the
elementary ensemble models, e.g., majority voting. Our testing demonstrates that it
is feasible to use CS data to develop models with little or very low context sensitivity,
providing an efficient and effective approach for sampling image triples in the vast
data space D3.

Contributions. In summary, (1) we revisit the problem of semantic similarity
between images, and introduce a dataset with 30k labelled triples, facilitating the im-
provement and comparisons on the task of image semantic similarity, (2) we evaluate
and compare the performance of existing deep embeddings, e.g., ViT or CLIP, and
image retrieval models/algorithms, e.g., CVNet [159], on the collected dataset, (3) we
found fine-tuning directly on the collected dataset not effective due to the huge data
space and limited amount of labelled data, (4) we found by fixing the reference image
R, our CS models are able to improve the performance locally (when unseen reference
images are similar to R, e.g., when they are both mountains), but not globally, (5)
we provide two novel methods for constructing ensemble models using our CS models
to improve the performance globally, and (6) we conduct extensive experiments to
compare the proposed approach with existing methods and some more conventional
solutions, and we show that the proposed method is efficient and effective when data

sampling is sparse and labelling resource is limited.
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Table 5.1: Comparison with existing datasets of triples

Dataset Input Type Size  Annotators Data Source Candidate Restriction Random Candidates
Yoon et al. [349] Tmages 1,752 5.7 Visual Genome [150], MS-COCO [177] Similar to the reference X
BAPPS (real-algo) [367] 64x64 Patches 26.9k 2.6 MIT-Adobebk [26], RAISE1k [56] Distorted from the reference X
NIGHTS [85] Tmages 20k 7.1 Diffusion [254]-synthesized Synthesized from the reference X
CoSIS (Ours) Tmages 30k 3 BG20k [160] No Restriction v

5.2 Related Work

In the literature, prevalent feature extractors, such as histograms of gradient /color or
local binary patterns mainly focus on visual attributes of images with semantic infor-
mation often being overlooked. For this reason, Wang et al. [317] introduced SDML
that utilized geometric mean with normalized divergences to balance inter-class di-
vergence. [82] used a combination of different distance measures, e.g., wordNet [203],
Google similarity [50] and tested their method on 520 random pairs collected from
Flickr. Similarly, Deselaers et al. [63] studied the relationship between visual and
semantic similarity on ImageNet and they introduced a new distance metric which
was shown effective on image classification tasks. Zhang et al. [357] introduced a dif-
ferential earth mover’s distance (DeepEMD) and their method was proven effective
on various image classification tasks under a k-shot setting. However, unlike context-
based similarity, traditional scores are not consistent among different metrics and do
not always have physical explanations. Additionally, to our best knowledge, existing
datasets containing triples where two candidates can be both different from the refer-
ence are all relatively small, e.g., 520 labelled pairs [82], or 1.7k labelled triples [349].
Therefore, it is necessary to revisit the context-based similarity problem and provide
a relatively larger dataset.

The BAPPS dataset [367] consists of 26.9k triples of reference and two distorted
candidates (64x64 patches). They provide the two alternative forced choice (2AFC)
similarity annotations for the triples. Similarly, DreamSim [85] provided 20k triples
of reference and two synthesized candidates (images). D’Innocente et al. [64] pro-
vided 10,805 triples of women’s dress images. Yoon et al. [349] ordered 1,752 triples
of random images and defined a metric to evaluate the performance of image retrieval
models. However, all the existing triples are carefully selected or synthesized. There-
fore, at least one of the two candidates is fundamentally similar to or almost the
same as the reference image. In this work, we extend the study of image similarity
to arbitrarily sampled candidates.

For image similarity, the data space is gigantic. Therefore, Wray et al. [332] used
proxies to largely reduce the labour cost of annotation. Similarly, Movshovitz-Attias

et al. [208] used static and dynamic proxies to improve models’ performance on image
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retrieval and clustering tasks. Given an anchor image and a smaller subset of data
points (candidates), they defined the proxy as the one with minimum distance to the
anchor image. This way, they showed that the loss over proxies is a tight upper bound
of the original one. Aziere et al. [15] trained an ensemble of CNNs using hard proxies
to compute manifold similarity between images and their method was proven effective
for image retrieval tasks. Similarly, Sanakoyeu et al. [265] introduced a divide and
conquer training strategy which divided the embedding space into multiple sub-spaces
and then assigned each training data object a learner according to which sub-space

the training data object was located.

5.3 Dataset

As part of this work, we provide a new image similarity dataset (CoSIS), which
currently consists of 30k labelled triples. The CoSIS dataset has 8k context-sensitive
(CS) triples, which are divided into eight CS training sets (1k each) namely Indoor,
City, Ocean, Field, Mountain, Forest, Flower, and Abstract. The CoSIS also contains
22k context-convolute (CC) triples, which are divided into two subsets, a validation
set (12k) and a testing set (10k) for evaluating all models in an unbiased manner. As
shown in Table 5.1, unlike existing datasets of triples in the literature, e.g., BAPPS
[367], in both CS and CC portions of CoSIS, the two candidates z, and x; are selected
randomly. Therefore, there is no guarantee that any of the candidates is semantically
similar to or the same as the reference image x,. The images of the triples are from
the BG20k dataset [160], which consists of 20k background images. Hence the data
space of the triples is of the size of ||D?|| = (20k)3.

Two-Alternative Forced-Choice (2AFC). For each of the 30k triples (z,, x4, z3),
we provide binary annotation: -1 if x, is considered closer to x,, and 1 otherwise.

Each triple is labelled by three annotators. Among the three annotators, our
inter-rater reliability score is 0.947 which is higher than most cognitive tasks, e.g.,
emotion detection and many NLP tasks [71]. In some cases, we discarded triples
when: (i) annotators considered two candidates z, and x, were very similar and
equally distanced from the reference (e.g., they are both snowy mountains), and (ii)
when both z, and z;, are totally irrelevant to the reference image z, (e.g., a desert and
an ocean are both almost completely irrelevant to a kitchen). With random selection,

cases of (i) are relatively rare (< 4%), while cases of (ii) are more common (around

14%).
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Context-Sensitive (CS) Training Sets. For each representative reference im-
age R;, we collect 1,000 triples where the two candidates x, and x; are randomly
selected. We denote it as a CS dataset Tcg;. CoSIS currently has eight CS datasets
based on the eight categories defined by [76]. The eight representative reference im-
ages are: Indoor (#715), City (#2723), Ocean (#389), Field (#1673), Mountain
(#1006), Forest (#25/), Flower (#2352), and Abstract (#667). When training and
evaluating each CS model on a CS dataset Dcg,, we split the 1,000 triples into 667
for training and 333 for validation.

Context-Convolute (CC) Data. These randomly selected triples were labelled
for aiding the analytical ensemble strategies and evaluating fairly the performance of
all models concerned. The CC data set has 22,008 triples with 2,330 unique reference
images. Three images in each triple are randomly selected, and each unique reference
image has at least 9 labelled triples. Therefore, the testing results for each single ref-
erence image are reasonably statistically significant. We further split the 22k random
triples into a validation set (12,006 triples with 1,320 unique reference images) and
a testing set (10,002 triples with 1,010 unique reference images). The validation set
is used to construct ensemble models and directly fine-tune deep models (which is
not effective) for comparisons, while the testing set is used for comparing the global
performance of all models/algorithms concerned. Note that the testing set does not
overlap with either the validation set or any CS training set, in terms of both reference
images and candidate images.

Data Cleaning. Among the three annotators, when there were disagreements,
we used majority votes as the final labels. In the original labelled triples, there were
some loops (e.g., with reference R, A is closer than B, B is closer than C, C is closer
than A). We found only 0.11% triples that were in at least a loop, and the longest

loop involved four candidates. These triples were manually removed.

5.4 Methodology

As discussed earlier, the data space of triples (R, A, B) is huge. Since human intelli-
gence is typically developed in a context-sensitive manner (e.g., most people grew up
in one small region), we explore a methodology for developing similarity models based
on context-sensitive (CS) learning. As illustrated in Figure 5.3, we selected several
representative reference images, R;,7 = 1..K, and for each R;, we labelled N; image
pairs (A, B) in relation to R;. We fine-tune each CS model on one of the CS clusters.
We then use the validation set of the context-convolute (CC) dataset (triples with
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validation set and CS clusters for comparisons.
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random reference images) to conduct testing/analysis and construct ensemble models
from the K CS models. Finally, we test and compare all models concerned on the
testing set of the CC dataset.

Due to the limited size of the annotated dataset, in this work, we focus on 1)
showing that directly fine-tuning on the entire dataset is not effective (see Section
5.5.2), 2) demonstrating that by fixing one reference image (R;) to form a CS data
cluster, our CS models are able to improve local performance, i.e., when unseen
reference images are similar to R;, and 3) addressing the problem of lack of labelled
data by constructing ensemble of our CS models to improve global performance.
We leave the studies on more advanced triplet loss and more advanced deep metric
training paradigms for future work when more annotated data are available. In the
following subsections, we detail the fine-tuning of CS models and the construction of

ensemble models.

5.4.1 Fine-tuning Models

We used a simple paradigm to fine-tune our CS models on each CS data cluster.
And for the purpose of comparative evaluation, we also used the same approach to
fine-tune two global models, Mg, and Mg 2. The former is trained on a mixture of
CS data (fixing reference images), while the latter is on the validation set of the CC
data (triples with random reference images) as shown in Figure 5.3.

Training Paradigm. As shown in Figure 5.4, we use a standard training pro-
cedure with both triplet loss and cross-entropy loss for the ranking block (binary
classifier). The ranking block is helpful when the data is sparse or when the back-
bone is not a large model, e.g., resnet18. When the backbone is large, e.g., ViT,
Lora [122] is used to reduce the number of trainable weights.

Context-based Triplet Loss. The (R, A, B) triples that we used in the work
are conceptually similar to the traditional contrastive / triplet loss setting (anchor,
positive, negative) in deep metric learning. However, instead of pulling positive exam-
ples closer to the anchor whilst pushing negative examples away from the anchor, the
selection of the two candidates A and B is random. One can switch A and B or flip
the annotation for similarity augmentation. Therefore, it is not always appropriate

to push A or pull B. Formally, we define the triplet loss function as:

Laigg == (d(f(@ref), [(2a)) = d(f(@rer), [(2))) X ¥y

Liyipier := max(margin — L, 0)
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Figure 5.4: To train each CS model, we concatenate the embeddings and train a small
ranking block to conduct binary classification. The cross-entropy loss of the ranking
block, triplet loss, and LoRA [122] are used to assist in fine-tuning the backbone.

where f represents the backbone of an ML model (M), f(z) denotes the embedding
of an input = to M, d is a traditional distance function between two embeddings (e.g.,
cosine distance), and y is the annotated similarity label of the triple (z,, 24, x;) that

also controls the sign of the loss function.

5.4.2 Ensemble Strategies

Our Ensemble Strategies are constructed based on the performance of each CS model.
In this section, we first detail how we analyse the testing results of each model on
the validation set of our CC dataset (triples with random reference images), as well
as how we construct ensemble models based on the analysis.

Context-Convolute (CC) Testing. While one may train a set of CS models,
one would like to use these models to construct an ensemble that can be applied to
other contexts, i.e., when the testing triples include unseen reference images. In our
CC dataset, we include multiple triples with ||Ty/|| random reference images, and for
each random reference image, there are at least nine labelled triples (see Section 5.3).
Therefore, in addition to a global accuracy score, we can report the testing results
on the CC dataset based on individual reference images. For all triples (R;, z4, xp)
sharing the same reference image R;, and each CS model M;,7 = 1..K, the testing
yields a correctness indicator. The total number of such indicators is || Ty || x K.
The testing can also result in additional information, such as confusion matrix and
uncertainty or confidence values. The CC testing results can inform the construction
of ensemble models.

Feature-based Analysis and Specialization. Given a large set of images, one

can extract [ features, which define an [-D feature space of the images. These features
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Figure 5.5: Ensemble Approach (PCA): for all triples (R;, x4, x;) sharing the same
reference image R;, we compute an accuracy score from each model. We visualize
the accuracy scores of the |Ty | reference images in our validation set using PCA or
tSNE. Different models perform well in different areas. An ensemble method can be
obtained based on the scatter plots.

can be the results of dimensionality reduction techniques such as PCA and t-SNE as
well as hand-crafted feature extraction algorithms. Each image can thus be encoded
as an [-D feature vector © = [0y, 6,, ..., 0,].

For an arbitrary reference image R;, its feature vector ©, determines its [-D coor-
dinates in the feature space. When all triples (R;, z,, ;) sharing the same reference
image R; are tested against a CS model M;, the correctness indicator can be con-
sidered as a sample of a correctness manifold at position @. With K CS models,
we have K such manifolds based on correctness indicators. The testing of a CS
model M; on the validation set provides us with a way to establish an approximate
model of the manifold that can be used to predict the correctness of applying M; to
a previously-unseen image triple as shown in Figure 5.5.

Ensemble based on Credibility Maps. An [-D credibility map of a model M;
is a discrete partition of the [-D feature space into a number of [-D cells, and each
cell stores a value (or values) indicating the probability of M; to be correct when it
applies to any image triples (R;, x4, ;) where the feature vector of R; falls into the
cell. Figure 5.5 illustrates such credibility maps in 1D and 2D sub-spaces. The two
plots above show the 2D credibility maps of two CS models fine-tuned on the flower
data cluster and ocean data cluster respectively. Each of the 2D manifolds is sampled

on 12k triples with 1,320 different reference images, and the 2D feature subspace is
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Figure 5.6: Ensemble Approach (MLP): The input of the MLP regressors is the
features of a reference image R;, and the outputs are the predicted accuracy score of

each CS model on all triples (R;, x,, z,) sharing the same reference image R;. For any
previously unseen triple, the outputs can be used as the tailored ensemble weights of

the CS models.

Regressors Normalization

partitioned into 2002 cells. The two images below include four line plots representing
four 1D credibility maps. Each line plot results from the projection of a set of testing
results. From Figure 5.5, we can observe that these credibility maps can provide
useful information about the past and potential performance of different CS models
in different parts of the feature space.

One ensemble strategy is to determine, for any image triple (R;, z4, x3), how much
each CS model should contribute to the decision. The feature vector of the reference
image R; is used to look up relevant cells in one or more credibility maps. Likely
partitioning a high-dimensional feature space will result in many empty cells. A
practical solution is for an ensemble algorithm to consult several low-dimensional
credibility maps for each CS model and aggregate the credibility values into a single
credibility score per CS model. The scores for different CS models can then be used
to determine the contribution of each CS Model in the final decision specifically for
the image triple(s) (R;, T4, %p).

ML-Based Ensemble Strategy. The weights of the CS models can also be
produced by another ML model, which is trained using the feature vector of R;
as the input and the accuracy scores on all triples (R;,z,, ;) (sharing the same

reference images R;) as the correctness label. Theoretically, the weights can be jointly

126



Table 5.2: Local Performance of existing supervised and self-supervised models on

different Context-Sensitive testing clusters.
Traditional Similarity Metrics and Deep Image Retrieval Models
Reference Image #Indoor | #City | #0Ocean | #Field | #Mountain | #Forest | #Flower | #Abstract | Average

CVNet [159] 67.4% | 58.8% | 71.6% | 52.8% 62.3% 56.9% 58.9% 64.6% 61.6%
HesAff SIFT+SP [240] 66.8% | 60.0% | 55.1% | 41.8% 53.3% 37.7% 54.4% 59.2% 53.5%
GeM-ResNet50 [247] 73.7% | 77.6% | 75.1% | 71.0% 68.0% 77.2% 73.9% 55.9% 71.6%
StM-ResNet50 [246] 81.9% | 81.6% | 85.8% | 69.5% 83.3% 74.8% 73.6% 69.8% 77.5%

Large Self-Supervised Models Trained on Large Datasets
Reference Image #Indoor | #City | #0cean | #Field | #Mountain | #Forest | #Flower | #Abstract | Average

DINO [34]-ResNet50 69.2% | 81.2% | 76.6% | 70.7% 81.7% 74.6% 77.8% 49.2% 72.6%
DINO [34]-ViT-B16 74.6% | 83.3% | 83.8% | 69.0% 87.7% 72.5% 75.4% 70.3% 77.1%
CLIP [272]-ViT-B32 70.1% | 78.8% | 82.9% | 68.7% 85.6% 79.0% 77.2% 80.8% 77.9%

Embedding Distances Based on Backbones of Supervised Models Trained on Large Datasets
Reference Image #Indoor | #City | #0Ocean | #Field | #Mountain | #Forest | #Flower | #Abstract | Average

ResNet18-Place365 [373] 61.1% 78.2% | 78.1% 69.6% 83.8% 77.5% 72.1% 72.1% 74.1%
ResNet18-ImageNet [117] | 76.9% | 82.4% | 81.1% | 66.0% 87.4% 72.2% 66.1% 67.6% 75.0%
VGG16-ImageNet [288] 81.4% | 82.7% | 88.9% 62.4% 88.6% 75.4% 70.6% 67.0% 77.1%
ViT-ImageNet [67] 82.3% | 83.1% | 83.0% 76.0% 87.4% 83.8% 86.8% 72.9% 81.9%

Table 5.3: Local performance of different CS models (trained on the CS training
dataset) on the corresponding testing dataset.

Our Context-Sensitive Models - Different Pre-trained Architectures
Reference Tmage #Indoor | #City | #0cean | #Field | #Mountain | #Forest | #Flower | #Abstract | Average
VGG16-TmageNet 86.2% 86.6% 86.1% | 90.1% 87.8% 76.9% 72.3% 74.5% 82.6%
ResNet18-ImageNet | 88.0% | 86.0% 88.0% 78.8% 90.4% 82.9% 85.5% 79.3% 84.8%
ResNet18-Place365 86.5% | 87.5% | 88.6% 88.1% 90.4% 77.8% 70.6% 83.8% 84.2%
ViT-Lora 80.2% 82.7% | 89.5% | 83.6% 90.7% 86.2% 86.8% 78.4% 84.8%

learned by a large ML model with a larger dataset. In this work, we show that, with
a relatively small validation set (12k triples with 1,320 unique reference images),
we can still train another simple ML model to predict the performance of each CS
model. As shown in Figure 5.6, firstly, we extract features of the reference images in
the validation set using a neural net (e.g., ViT), and we then use a dimensionality
reduction method (e.g., PCA) to counteract the sparseness of the annotated data.
In our main implementation, we used 64 dimensions. The feature of a reference
image R; is fed to several multi-layer perceptrons (MLPs), each of which is trained to
predict the accuracy score of one CS model on all triples with R;. In the deployment
process, given a random triple, the MLPs estimate the likelihood score of each CS
model making a correct decision. The normalized scores are used as the weights for

determining the contribution of each CS model for the specific triple.

5.5 Experiment

To consolidate our methodology, we conducted extensive tests. In this section, we

use experimental results to show:
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Local improvement of CS Models. We fine-tuned eight CS models M;,7 = 1..8,
each of which was fine-tuned on the training-split of one CS data cluster (667 triples
with fixed reference image R;, see Section 5.3). We show that our CS models are able
to improve performance only when unseen triples contain reference images that are
similar to R; (local improvement), but not on the entire CC testing set of 10k random
triples.

Ineffective Global Models. We directly fine-tuned two global models, one on the
CC validation set (12k triples with random reference images), and the other on the
amalgamated CS training sets (8k in total). Due to the limited amount of labelled
data, these two global models do not perform well on the CC testing set (10k).
Effective Ensemble Models of CS models. We analyze the performance of our
CS models on the CC validation set (12k), and construct ensemble models to improve

the performance on the CC testing set (10k),

5.5.1 Performance of Context-Sensitive Models

Performance on the CS Training Sets. As shown in Table 5.2, using embedding
distances from image retrieval models achieved around 60%~78%, and large self-
supervised models, e.g., CLIP/DINO, and supervised models, e.g., ViT, were able to
achieve 78%~82%. To investigate whether we can improve the performance, we fine-
tuned several models of different architectures. As shown in Table 5.3, as expected,
the fine-tuned CS models outperform all existing methods on their corresponding CS
datasets. Due to the limited number of labelled data, compared with ResNet18 and
VGGNets, larger architectures might not be effective, e.g., ResNet34 and ResNet50
reached around 60%~65% whilst ResNet18 and VGGNets reached around 81%~84%
on average. Therefore, we fine-tuned larger and deeper models with LoRA [122] to
boost the performance. ViT with Lora (denoted as ViT-Lora) achieved the best
averaged accuracy (around 85%), which is aligned with the most recent studies on
evaluating synthesized images using labelled triples [85,367].

In Table 5.3, we highlight the best CS model fine-tuned on each CS data cluster.
These eight CS models achieved 84%~91%, which is significantly better than all
of the existing methods in Table 5.2. The results suggest that our CS models can

Table 5.4: No significant global improvement for CS models
Model Indoor | City | Ocean | Field | Mountain | Forest | Flower | Abstract
Validation Set | 77.3% | 75.4% | 78.3% | 73.3% 79.5% 75.7% | 76.6% | 79.3%
Testing Set 76.9% | 74.3% | 78.4% | 72.7% 79.1% 73.9% | 73.9% | T7.2%
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Figure 5.7: Visualized CS training: the local performance (highlighted areas) is im-
proved gradually during training, whilst the global accuracy remains stable. The
second row shows the changes in binary classifiers’ performance from scratch. It is
more noticeable that the performance in the highlighted areas is constantly improving
during training. The first row shows that we can also see the same improvement in
the highlighted areas when using embeddings, especially when comparing the results
at the beginning and end of CS training. This shows that CS training improves local
performance for both binary classifiers and embeddings. The bluer, the more accurate
the CS model that is being trained, whilst red indicates accuracy <75%.

Table 5.5: Performance of global models on the testing set (10k)

ining Set No Training Context Training | Validation
Architec Embedding Distance Set (8k) Set (12k)
VGG16 78.3% 71.4%+4.2% 77.3%+2.0%
ResNet18 77.7% 72.1%+1.9% 80.2%+1.6%
ViT-Lora 79.9% 68.9%+3.6% 79.6%+1.3%

outperform existing models locally: when triples contain seen reference image R; and
unseen candidates z, and x;. In Section 5.5.4 and Figure 5.7, we visualize the CS
training procedure, and the results also show that our CS models are able to improve
performance locally: when the triples contain reference images that are similar to R;.
Performance on the CC Validation (12k) / Testing Set (10k): To evaluate
how the selected CS models perform on triples with random unseen reference images,
we run each CS model M; on the CC validation and testing set. As shown in Table 5.4,
the CS models achieved 73%~79.5%, which is lower than the results they achieved
on the CS clusters. And the results are also slightly worse or similar to the existing
models, e.g., ViT, as shown in Table 5.6. This shows that our CS models can only
improve performance locally (on triples with similar reference images) but not globally

(on triples with random reference images).
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Table 5.6: Global performance comparisons on testing set: 10k random triples

Model Description Global Performance on Testing Set
Best Existing Model (not fine-tuned): ViT [67] 79.9%

Best global model (directly and globally fine-tuned) 80.2%

Best single CS model (locally fine-tuned) 79.1%

Ensemble - Majority Voting of CS models 81.9%

Ensemble PCA - Ours 83.3%

Ensemble MLP - Ours 84.7%+0.3%

5.5.2 Performance of Global Models

One straightforward potential solution to improve global performance is to fine-tune
deep models on triples with random reference images. Therefore, we fine-tuned two
global models, Mg and Mgo. The former was fine-tuned with an amalgamation of
the eight CS data clusters (8k triples in total), and the latter with the CC validation
set (12k triples with 1,320 random reference images). Three architectures were used.
Table 5.5 shows the results of testing these models on the CC testing set (10k triples
with 1,010 unique and random reference images).

The global models trained on the CC validation set (Mg2) achieved 77%~80% on
average, which is similar to existing models, e.g., ViT: ~80% and ResNet18: ~77%,
which are not trained on any of our labelled data. Additionally, fine-tuning on all of
our context training sets (8k) (Mg1) does not improve the performance on the testing
set either. Moreover, fine-tuning one single model on all of the amalgamated context
datasets led to a decrease in accuracy on the testing set (69%~72%) compared with
their untrained counterparts (77%~80%). This might be caused by the sparsity of
the context training set which only contains eight reference images.

The worse performance (compared with CLIP or DINO) of these two global models
shows that: directly fine-tuning on random triples does not improve the performance
due to the huge data space and limited amount of labelled data. By contrast, fixing
the reference image R; hugely reduces the size of data needed to fine-tune the neural
nets. Therefore, each single CS model is able to outperform existing algorithms
on triples with seen reference images that are similar to R; (Figure 5.7). To boost
the global performance (on random triples), one plausible approach is to construct

ensemble models to utilize the local improvement of each CS model.
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Figure 5.8: Y-axis: accuracy of the ensemble methods on the testing set (10k). X-axis:
the number of CS models used to form the ensemble model. Experiments are run on
all the combinations, e.g., when choosing two CS models, we run experiments on all of

the 6’32%228 combinations. For MLP, we repeat the same experiment three times

for one combination, e.g., for choosing two CS models, we run 3*C8=84 experiments.
MLP-based approach consistently performs the best. Dashed lines inside the blobs
are the quartiles of the data.

5.5.3 Performance of Ensemble Models

Experiments on the Validation Set (12k). Based on each CS model’s perfor-
mance (e.g., visualized in Figure 5.5 and 5.7) on the validation set, we obtain the
weights of the ensemble models using two methods: PCA, and MLP as specified in
Section 5.4. As shown in Table 5.6, both of our ensemble models perform 8%~10%
higher than existing models, the best CS model, the global models and the sim-
ple ensemble approach (majority voting) on the validation set. The improvement is
expected as the ensemble weights are constructed based on the performance of CS
models on the validation set.

Experiments on the Testing Set (10k). To show the performance of our ensemble
models on random unseen triples, we run the ensemble models on the CC testing set
(10k triples with 1,010 random and unique reference images) which has no overlapping
with the CC validation set or the CS training set (as stated in Section 5.3). Table
5.6 shows that both of our ensemble approaches perform ~5% better than existing
models, the best CS model, the global model, and majority voting. The results
show that our ensemble model is able to improve global performance (i.e., on random

triples), and perform the best on the task of semantic similarity between images.

5.5.4 Result Analysis and Training Visualization

Number of Context-Sensitive Models Figure 5.8 shows the accuracy on the
testing set of the three ensemble approaches (Majority Voting, PCA, and MLP)

when using different numbers of CS models to form the ensemble models. For a
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number of selected CS models, we run experiments on all possible combinations. To
be specific, when selecting r from the n = 8 CS models where r = {1,2,...,n}, we run

experiments on all of the Cf:("—!!m combinations. For the MLP-based ensemble

approach, we repeat the same exp)eriments three times for one given combination,
which leads to 3 = C' runs of experiments for the MLP-based ensemble approach.
The results show that the MLP-based approach consistently performs the best, and
both of our proposed approaches (MLP-based and PCA-based) perform constantly
better than the simple ensemble method, e.g., majority voting. In addition, the
results indicate that the accuracy scores on the testing set start to saturate when we
use more than six CS models. This might be the reason that the field-sensitive model,
forest-sensitive model and mountain-sensitive model learn similar rules and perform
similarly on the testing set. Therefore, assembling these similar CS models might not
lead to a significant increase in global accuracy on the testing set.

Visualization of CS Fine-tuning: We visualize the CS fine-tuning process by
showing testing results (on the validation set, 12k random triples), as well as reporting
a global accuracy score (on the validation set) at the end of each training epoch. Each
scatter point represents the accuracy score of a CS model on all triples (R;, z4,xp)
sharing the same reference image R;, and the scatter point is located based on the
feature vector of R; (as stated in Section 5.4). As shown in Figure 5.7, we highlight the
area where we see the local improvement (around R;). Whilst the local performance
on the highlighted area has improved, the global accuracy (on the entire validation
set) almost remains unchanged, i.e., ~74.5% and ~76% for the city- and flower-
sensitive model. This shows that CS fine-tuning is able to improve local performance

but not global performance.

5.5.5 Ablation Studies

To complement Table 5.3 in Section 5.2, we also train CS models using other different
architectures as shown in Table 5.14. The results show that training CS models using
larger architectures might not be efficient, e.g., ResNet50 achieved only 61.7% on
average whilst VGG11 and VGG13 achieved over 81%. Therefore, in the earlier part
of this chapter, we report our best CS models with a smaller architectures, e.g.,
ResNet18, or a larger architectures trained with LORA [122]. Similarly to Figure 5.7
in section 5.5, we also show the CS training process for more CS models in Figure
5.10. All the CS models are able to acquire knowledge to improve local performance

whilst the global performance remains stable during CS training.
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Table 5.7: Performance of different context-sensitive models (trained on the context
training dataset) on the corresponding testing dataset using ranking block (binary
classifier)

Keywords Extraction and Linear Regression
Reference Image | #Indoor | #City | #0cean | #Field | #Mountain | #Forest | #Flower | #Abstract | Average
ResNet18-Place365 67.4% | 71.3% | 72.7% | 70.1% 69.5% 70.9% 55.8% 62.2% 60.2%
ResNet18-ImageNet | 64.2% | 68.2% | 64.8% | 58.3% 68.6% 61.8% 50.2% 55.9% 56.1%
ViT-ImageNet 75.3% | 74.5% | 60.6% | 58.4% 57.9% 54.5% 52.5% 63.5% 61.9%

Our Models (Ranking Blocks) - Different Pre-trained Architectures
Reference Image | #Indoor | #City | #0cean | #Field | #Mountain | #Forest | #Flower | #Abstract | Average
VGG11-ImageNet 87.0% | 86.0% | 86.8% | 87.7% 88.1% 89.3% 87.3% 81.2% 86.7%
VGG13-ImageNet 838.0% | 83.6% | 88.4% | 86.6% 87.6% 89.3% 88.8% 83.8% 87.0%
VGG16-ImageNet 88.3% | 84.9% | 85.4% | 89.3% 90.1% 86.9% 89.1% 79.8% 86.7%
ResNet50-ImageNet | 60.6% | 61.4% | 66.7% | 68.3% 62.9% 64.8% 61.1% 55.8% 62.7%
ResNet34-ImageNet | 72.2% | 71.0% | 73.4% | 68.4% 75.2% 74.8% 73.9% 63.6% 71.6%
ResNet18-ImageNet | 87.7% | 83.0% | 89.8% | 88.4% 88.3% 89.8% 87.9% 80.8% 87.0%
ResNet18-Place365 | 88.6% | 88.4% | 91.0% | 91.3% 92.8% 90.1% | 90.1% 85.6% 89.7%
Lora-ViT 87.1% | 82.7% | 83.8% | 80.6% 85.3% 90.1% 85.9% 79.6% 84.4%

Training CS models: when training each CS model, we use the following setting:
1) learning rate: 10™* for ViT with LoRA, and 107> for others architectures, 2)
number for epochs: 25, 3) loss: cross entropy + 0.1 * triplet loss, 4) batch size: 8, 5)
optimizer: adam, 6) single image augmentation: random resized crop and horizontal
flip, 7) triples augmentation: randomly swap candidate A and B, 8) normalization:
(0.485, 0.456, 0.406), (0.229, 0.224, 0.225), 9) all images resized to: 224x224. We did
not carefully tune the hyper-parameters. Due to the small size of each CS cluster,
we are able to train all of our CS models on one single laptop with Apple M1 Chip.
The training time of each CS model varies from one day to three days (with ViT and
LoRA), whilst the training time of the global models can be as long as two weeks
(with ViT and LoRA). With the limited resources and limited amount of labelled
data, we are able to improve the performance on the problem of context-sensitive

image similarity using the proposed methodology.

5.5.5.1 Evaluation using Ranking Block (Binary Classifier)

In Figure 5.4, we showed two possible mechanisms for training a model. We can use
embeddings to compute the cosine distance between two images. The results reported
in the main body of this chapter (i.e., Table 5.4 in Section 5.2) are CS models built
with this mechanism. Alternatively, also shown in Figure 5.4 (bottom-right), we can
use a ranking block to derive a binary classifier. Here we report additional experiments
for this alternative mechanism.

Using ranking block is beneficial for training the CS models, and it is necessary

when data is sparse. Additionally, we can also use the ranking block to conduct
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Figure 5.9: Y-axis: accuracy of the ensemble methods on the testing set (10k). X-axis:
the number of CS models used to form the ensemble model. Experiments are run on
all the combinations, e.g., when choosing two CS models, we run experiments on all of

the CSZQ!ST!&:% combinations. For MLP, we repeat the same experiment three times

for one combination, e.g., for choosing two CS models, we run 3*C5=84 experiments.
MLP-based approach consistently performs the best. Dashed lines inside the blobs
are the quartiles of the data.

testing and inference. As shown in Table 5.7, The performance of the ranking blocks
on their corresponding CS clusters is better than using the embeddings (cf. Table 5.3).
The ranking blocks fine-tuned from ResNet18 (pretrained on Place365) consistently
perform the best on all of the data clusters (highlighted). More specifically, the
ranking blocks achieved 89.7% on average, which is 5.5% higher than using distances
between embeddings as shown in Table 5.3. Due to the better performance on the CS
clusters than using embeddings, it is worthy studying the performance of the ranking
blocks.

To evaluate the performance of the ranking block (binary classifier O) and the
trained backbone model (f), we use three metrics: 1) accuracy, 2) symmetry accuracy
(swapping the two candidates and flipping the label), and 3) symmetry score defined

as:

[O((R), f(A), f(B)) x M(R, A, B)
+O(f(R), f(B), f(A)) x M(R, B, A)|

where O(f(R), f(A), f(B)) is the confidence score (output after softmax function)
of the ranking block given a triples (Reference, Candidate A, Candidate B), and
f(z) represents the embedding of an input image x. We denote the final binary
prediction of the whole model M (including the backbone f and the ranking block
0) as M(R, A, B). Note that, if the binary classifier is able to predict both (R, A, B)
and (R, B, A) correctly, then M(R, A, B) = —M(R, B, A).

Ambiguous Triples: Despite of the satisfactory performance on the CS clusters,

using the ranking block for inference can bring in other problems. We define a triple
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Table 5.8: Averaged Symmetric Scores of Ranking Blocks
inary Classifier
Testing Cluster
The same cluster 0.069 | 0.062 | 0.048 | 0.037 | 0.053 | 0.055 | 0.060 | 0.108 | 0.072
All other 7 different clusters | 0.100 | 0.116 | 0.091 | 0.080 | 0.066 | 0.046 | 0.094 | 0.091 | 0.086

Indoor | City | Ocean | Field | Mountain | Forest | Flower | Abstract | Average

Table 5.9: Performance of Ensemble Models (Ranking Block) on Validation Set: 12k
triples, and Testing Set: 10k triples.

Best Single | Majority Vote | Ensemble(PCA) | Ensemble(MLP)
Validation Set 58.8% 57.1% 84.1% 78.7%=+ 0.6%
Testing Set 58.7% 57.3% 69.5% 71.5%+ 1.0%

Table 5.10: Cross Validation: performance of each context sensitive models, global
model and ensemble models on all of our context datasets.

Performance of each context-sensitive models on each context dataset

Model Dataset #Indoor | #City | #Ocean | #Field | #Mountain | #Forest | #Flower | #Abstract | Average
Model: Indoor 88.0% | 85.7% | 84.7% | 71.0% 88.9% 79.9% 74.8% 68.8% 80.2%
Model: City 55.4% | 87.5% | 79.0% 70.4% 82.3% 81.7% 77.8% 69.4% 75.4%
Model: Ocean 71.9% | 82.1% | 89.5% | 76.7% 90.4% 65.3% 70.0% 70.9% 77.1%
Model: Field 79.0% | 77.6% | 87.1% | 90.1% 86.2% 81.4% 54.7% 70.9% 78.4%
Model: Mountain 76.0% 85.1% 85.0% 75.5% 90.7% 81.4% 82.9% 75.4% 81.5%
Model: Forest 57.8% | 76.4% | 75.4% | 83.3% 87.7% 86.2% 86.2% 58.3% 76.4%
Model: Flower 59.9% | 70.4% | 76.0% | 76.1% 82.6% 79.0% 86.8% 52.3% 72.9%
Model: Abstract 57.2% 77.6% 81.7% 77.3% 90.6% 84.7% 72.4% 83.8% 78.2%
Average 68.2% | 80.3% | 82.3% | 77.6% 87.4% 80.0% 75.7% 68.7% -
Average wo diagonal | 65.3% | 79.3% | 81.3% | 75.7% 87.0% 79.1% 74.1% 66.6% -

Performance of Our Global, and Ensemble Models

Model: Global 575% | 76.4% | 82.9% | 74.6% 84.1% 74.9% 64.0% 67.3% 72.7%
Ensemble (PCA) 76.0% | 86.9% | 88.6% | 85.1% 94.0% 84.4% 86.2% 80.5% 85.2%
Ensemble (MLP) 79.7% 85.1% 87.5% 89.5% 94.0% 86.8% 86.2% 81.2% 86.3%

as ambiguous for the model M if the ranking block outputs the same prediction when
we swap the two candidates, i.e., M(R, A, B) = M(R, B, A). When using the binary
classifier, to deal with ambiguous triples, we first check the confidence scores of the
triples, i.e., if O(f(R), f(A), f(B)) is greater than O(f(R), f(B), f(A)), then we use
the prediction of the former as the final prediction. If the confidence scores are
the same, we can compare the distance between the embeddings obtained from the
backbone f.

Symmetry Scores: We investigate whether the ranking blocks can produce
consistent predictions when swapping the two candidates. We show the averaged
symmetry scores of each ranking block in Table 5.8. We test each ranking block on
the same CS cluster that it was trained on, as well as all other seven different CS
clusters. And the results show that the trained ranking blocks are more symmetric
when the reference image has been seen.

Ensemble Models: We also construct ensemble models using the binary clas-

sifiers, and test the ensembles on the randomly collected triples, i.e., our validation
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Table 5.11: Ensemble (MLP-based) models with one missing CS model, performance
on each context dataset.

Ensemble Cluster #Indoor | #City | #0Ocean | #Field | #Mountain | #Forest | #Flower | #Abstract | Average
No Indoor Model 76.0% | 83.8% | 86.8% | 89.2% 93.7% 86.2% 87.1% 81.2% 85.5%
No City Model 81.7% | 83.5% | 87.4% | 88.3% 93.4% 86.2% 87.7% 80.8% 86.1%
No Ocean Model 78.7% | 85.1% | 85.6% | 90.7% 93.4% 87.7% 87.6% 81.3% 86.3%
No Field Model 73.6% | 84.7% | 86.2% | 86.6% 93.7% 85.0% 87.9% 80.5% 84.8%
No Mountain Model | 79.3% | 84.4% | 87.4% | 90.1% 92.8% 86.2% 86.2% 80.5% 85.9%
No Forest Model 78.1% 86.5% | 88.6% 89.8% 93.4% 85.9% 85.2% 80.8% 86.0%
No Flower Model 80.2% 85.6% | 88.0% 89.5% 93.7% 85.9% 85.5% 81.7% 86.3%
No Abstract Model 80.2% | 85.6% | 87.4% | 87.7% 93.1% 86.2% 86.5% 78.9% 85.7%
Average 785% | 84.9% | 87.2% | 89.0% 93.5% 86.2% 86.7% 80.7% -

Table 5.12: Performance of Ensemble Models with one context-sensitive model being

left out on Testing Set (10k)
Missing Model: | Indoor | City | Oecan | Field | Mountain | Eerest | Flewer | Abstract | No Missing
Ensemble PCA | 81.9% | 82.0% | 82.1% | 82.4% 82.4% 82.7% | 82.6% | 82.9% 83.3%
Ensemble MLP | 83.9% | 83.8% | 84.2% | 84.5% | 83.7% | 84.1% | 84.2% 83.9% 84.7%

set (12k triples) and testing set (10k triples). As shown in Table 5.9, the ensemble
model of ranking blocks achieved around 78%~84% on the validation set, and ~
70% on the testing set. The results are significantly better than any of the single
CS model (binary classifier) and majority voting. However, the results are 10~15%
worse than using embeddings as shown in Table 5.6 (which is expected as the ranking
blocks are trained from scratch using 667 triples only). Similarly to Figure 5.8 in
section 5.5, we also show the accuracy scores of the ensemble models increase when
the number of the CS models (using binary classifiers) increases in Figure 5.9. Due to
the worse performance on random unseen triples, we focused on the ensemble models
constructed using those CS models based the embedding distances, rather than these

binary classifiers.

5.5.5.2 Cross Validation of CS Models

To investigate how the eight selected CS models perform on the other types of unseen
reference images, we test each CS model M; on all CS datasets { Dy, Ds, ..., Dy }. As
shown in Table 5.10, each CS model perform the best when the reference image is the
same as the ones they are trained for, i.e., the accuracy scores on the diagonal are
the highest for each CS cluster. Comparing Table 5.10 with Table 5.2, we can make

the following observations:

1. Trained with small CS datasets, the fine-tuned CS models performed well on

their corresponding datasets (84%~91%)., suggesting some possible advantages
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Table 5.13: Performance of meta-CS Models (ResNet18-Place365) trained on com-
bined CS clusters, tested on each CS cluster. Nature: Ocean / Field / Mountain /
Forest, Object: Flower / Abstract.

cs Moifl Cluster #Indoor | #City | #0cean | #Field | #Mountain | #Forest | #Flower | #Abstract | Average
City/Indoor 84.4% 82.1% | 63.2% 49.3% 80.8% 73.7% 72.7% 56.2% 70.3%
Nature 78.4% 77.0% | 68.9% 59.7% 86.8% 76.9% 63.1% 77.2% 73.5%
Object 60.2% 771.9% | 74.3% 67.8% 76.6% 76.9% 68.2% 71.5% 71.7%

Table 5.14: Performance of different context-sensitive models (trained on the context

training dataset) on the corresponding testing dataset.
Our Context-Sensitive Models - Different Pre-trained Architectures
Reference Image | #Indoor | #City | #Ocean | #Field | #Mountain | #Forest | #Flower | #Abstract | Average
VGG11-ImageNet 86.5% | 84.2% | 85.9% | 88.3% 86.9% 76.4% 67.2% 76.7% 81.5%
VGG13-ImageNet 85.9% | 86.9% | 84.5% | 89.0% 87.1% 77.5% 68.3% 76.9% 82.0%
ResNet50-ImageNet | 41.6% | 66.8% | 58.6% | 74.3% 80.1% 60.0% 62.6% 49.6% 61.7%
ResNet34-ImageNet | 50.3% 71.0% | 60.2% 72.8% 83.9% 63.3% 62.6% 53.4% 64.7%

of context-sensitive training.

2. As shown in the last column of Table 5.10, the fine-tuned CS models achieved
73%~81% across different CS datasets on average. Compared with existing
models (Table 5.2), e.g., 75% for ResNet18 and 81.9% for ViT, individual CS
models (with much smaller CS training datasets) achieve comparable results on

different CS clusters on average.

3. Close examination shows that some CS models perform reasonably well on some
other CS data clusters (e.g., the Indoor Model on #City, #Ocean, and #Moun-
tain datasets), but not so well on other CS data clusters (e.g., the Forest Model
on #Indoor and #Abstract datasets). This suggests that (i) our CS models can
be used on the data that they have not seen in some cases, and (ii) If we can
predict statistically how our CS models will perform on unseen reference images
via testing and analysis, we are able to produce a stronger ensemble model as

we show earlier in this chapter.

5.5.5.3 Ablation Study on Ensemble Models

To compare how eight CS models contribute to the ensemble model, we construct
ensemble models using seven CS models with one CS model being left out. We run
each ensemble model on the CS clusters. The results are shown in Table 5.11. For
labelling each ensemble model in the table, “No X Model” denotes an ensemble that

is composed of seven CS models without the X CS model. For example, “No Indoor
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Figure 5.10: More visualized CS training process: all of the CS models are able to
improve local performance (highlighted areas) but not global accuracy. The local
improvement of abstract-sensitive model (on the right) is less noticeable because 1)
there are not too many “abstract” reference images in the validation set, and 2) the
“abstract” images might not be grouped together when applying dimension reduction,

e.g., tSNE or PCA.
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Model” denotes that the CS model trained with #Indoor dataset was left out in the
ensemble model.

When comparing each column, the ensemble without the X CS model often per-
forms the worst on the X data cluster. For example, the ensemble “No City Model”
performs the worst on the #City data cluster in comparison with other ensemble mod-
els with the “City” CS model as shown in the #City column. Occasionally, there are
exceptions, e.g., the ensemble “No Indoor Model” is the second worst in the #Indoor
column, and “No Flower Model” is the second worst in the #Flower column.

Nevertheless, in general, the performance difference in the table is much smaller
than those in Table 5.10, and the average values in the last column also improves
significantly. This indicates that (i) an ensemble of CS model can improve the overall
performance of those component CS models, (ii) an ensemble of CS model can work
reasonably well on a CS dataset that none of the component CS models saw previously.
One interesting observation is that all ensemble models perform well (>93%) on
the #Mountain data cluster, including the ensemble “No Mountain Model”. This
suggests that the knowledge of image similarity in the context of mountains might
also be learned from other CS data clusters.

We also test the eight “No X models” on the 10k context-convolute testing set, and
the results are shown in Table 5.12. For example, the cell “Ensemble PCA”-“Indoor”
shows the result of applying the an ensemble model that consists of seven CS models
excluding the Indoor Model and is constructed based on credibility maps (Section
3.1). We highlight the best and the worst results for each ensemble approach. The
results show CS models have different impacts on different ensemble strategies, e.g.,
the mountain-sensitive model is considered the most important for the MLP-based
ensemble whilst the PCA-based ensemble might consider the indoor-sensitive model
the most important.

All of the ensemble models perform relatively satisfactory, even on the left-out
clusters. Compared with results of the ensemble model using all eight CS models
(the last row in Table 5.10), the ensemble models with seven CS models only perform

slightly worse on average.

5.5.5.4 Meta Context-sensitive models

In this chapter, we show that training a global model on the mixtures of all CS
clusters does not improve the performance. As inspired by [15] where randomized

meta-proxies are shown to be more effective, we also run experiments on meta-CS
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Figure 5.11: Arrow points at the candidate which is considered closer to the reference
by the model(s) or human annotation. A CS model, e.g., city model, flower model
and indoor model, is specifically designed and fine-tuned for one reference image R;.
Therefore, each CS model is able to achieve satisfactory results when the unseen
reference images are close to R;, e.g., when they are all flowers, whilst it cannot
generalize well to other reference images that are not in the same cluster of R;. Our
ensemble approach is able to utilize each CS model’s advantages to the max and is
able to achieve satisfactory results on the CoSIS dataset we collected that consists of
multiple random triples.

models trained on meta-CS clusters. In Table 5.13, we show performance of meta-
CS models trained with two or three CS clusters. To be more specific, we train: 1)
City/Indoor-sensitive model with the City and Indoor clusters, 2) Nature-sensitive
model with the Mountain, Forest, Ocean, and Field clusters, 3) Object-sensitive model
with the Abstract and Flower clusters. The three meta-CS models achieved 70%~73%
on average when applied to different CS clusters, which is similar to the performance
of the global models (Table 5.5). Additionally, compared with individual CS models
(as shown in Table 5.10), the meta-CS models do not perform well on any of the
individual CS clusters. The results provides more evidence supporting the observation
that training a global model on the mixtures of all CS clusters does not improve the
performance. Therefore, when assembling the CS-models, we consider only the CS

models, each of which is trained with only one CS cluster.
Local Improvement from CS Training (Examples) In Figure 5.11, we show

some examples in which deep embeddings, e.g., CLIP and DINO, are not aligned with

human annotations. Moreover, some examples can only be correctly predicted by one
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or two CS models. For example, in the middle of Figure 5.11, when the reference im-
ages contain flowers, only the Flower CS Model is able to predict the triples correctly
and consistently. Similarly, each CS model is able to improve performance when the
reference images are close to its CS data cluster. As a result, our ensemble approach

is able to utilize the advantage of each CS model and improve global performance on
the CoSIS dataset.

5.6 Conclusions

In this chapter, we addressed a new problem of developing image similarity models
based on context-sensitive (CS) training datasets that contain images triples (R, A, B)
focusing only on a few reference images. We trained a set of CS models, and our tests
showed their ability to improve performance locally in their corresponding contexts
but not globally when being applied to other contexts. We introduced a new approach
to estimate a correctness manifold for each CS model based on imagery features
and the testing results of the CS model. The estimated manifolds of CS models
enable an ensemble strategy that predicts the correctness probability of each CS
model dynamically for each input triple (R, A, B) and determines the contribution of
CS models accordingly. Our extensive experiments showed that our proposed methods
performed the best in comparison with all existing models, simple ensemble models,
and trained CS and global models.

In addition, we have collected a dataset of 30k labelled triples, including eight CS
training data sets (1k each) and a context-convolute (CC) dataset (22k). We are in
the process of making this CoSIS dataset available in the public domain.

In future work, we will further explore the paradigm of constructing ensemble

models using CS models, which in many ways bears some similarity to human learning.
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Chapter 6

Conclusions

As training techniques for deep learning and ML models are advancing rapidly, testing
for ML models has been largely overlooked by the community. To fill in this gap, this
thesis set out to investigate a more systematic and advanced framework to evaluate
invariance qualities of machine learning (ML) models, focusing on both simple /
traditional variables (e.g., rotation- and brightness invariance qualities of ML models)
and more complex variables, e.g., background invariance qualities. In this thesis,
several key contributions (Cy to C3) were made towards enhancing invariance testing
for ML models, together with the following major findings, reflections on the research
journey, and discussions on the broader implications of invariance testing for both
academic research and industrial deployment of ML models. Below, we summarize

the key successes and limitations of each contribution:

e (Cy The First Comprehensive Survey on Invariance Testing: In the
literature, many prior works were directly and strongly related to invariance
testing whilst they were named differently, e.g., “resilient in hidden factors”. In
our Chapter 2, we summarised these studies and grouped them by three types
of testing methodology, i.e., formula-based, visualization-based, and theory-
based. In addition, we also included existing works that could be useful for
invariance testing, e.g., controls of input permutations and existing datasets
that contained different types of variations. This comprehensive survey was the
first survey on invariance testing, which included related works that were named
differently. This could facilitate future studies in invariance testing. Through
this literature research, the concept of invariance testing has been extended in

several aspects:
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— bringing a number of ML testing problems, e.g., robustness against affine
transformations, adversarial attacks, and out-of-distribution testing, into

a common framework, i.e., invariance testing.

— allowing visualization and ML techniques to be considered as testing meth-

ods in addition to statistical measures.

— grouping and categorising different existing testing methods into three ma-
jor testing frameworks, e.g., metric-based statistical testing, visualization-

based testing, and theory-guided testing.

e (| The First Automatic Invariance Testing Framework based on Vi-
sualization: We re-framed the problem of invariance testing from a unique and
novel perspective: using visualised testing patterns to demonstrate detailed per-
formance of ML models. In Chapter 3, we focused on simple data attributes
(e.g., rotation), because of the simplicity of the control of the permutations
(e.g., based on how many degrees the images were rotated). For these simple
and traditional variables, we introduced a generic invariance testing framework

for the first time that was:

— Informative: our testing framework converted judgements on invariance
qualities of ML, models from comparing statistical measures to analyzing
detailed visualized performance for the first time. And we showed complex

visual patterns can provide deeper insights on the invariance qualities of
ML models.

— Consistent and Reliable: model decisions based on our testing frame-

work were significantly more consistent than manual examination.

— Automatic: whilst the professional analysis based on visualized patterns
demanded extensive manual labour especially for a large number of in-
terested ML models, our framework resolved the problem by introducing

ML4ML assessors, which automated the entire testing procedure.

— Efficient and Cost-saving: As manual examination of visualized test-
ing patterns is not yet a common practice, the cost for training experts to
perform such a task would not be small. The ML4ML approach allows us

to reduce such training needs and cost significantly.

Limitation: Because of resource constraints of a DPhil project, our framework

was only evaluated using a few simple transformations (i.e., rotation, brightness
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and size), and only one type of complex variation (i.e., background). Further-
more, automation through ML-based assessors requires more extensive valida-

tion across different ML model architectures and datasets.

(U5 Significant Improvement on Invariance Testing for Complex Vari-
ables: In Chapter 4, we added extra technical components to extend our in-
variance testing framework to a more complex variable: background invariance
testing. Due to the gigantic data space for background invariance testing and
limited computational resources, one of the biggest challenges was to select a
suitable testing suite that was diverse, yet related and connected to the original
context. We showed that our chosen testing images could trigger a high neuron
coverage rate (which indicates diversity) and the resultant visualised testing
patterns lead to a consistent and reliable decision and judgement on the invari-
ance quality. The experimental results showed that our testing framework could
be extended to more complex variables with the assistance of extra technical
components, e.g., selection of testing data. Through this extensive research, the

concept of invariance testing has been extended in several aspects:

— Our invariance testing was not limited to simple variables and it could be
tailored and applied to complex variables, e.g., background, by introducing

additional technical components, e.g., association ontology.

— When it was less straightforward to control the variations, e.g., for complex
variables, we identified two major metrics to evaluate the plausibility of
the tests for the first time, i.e., neuron coverage (comprehensiveness) and

inter-rater reliability (consistency).

Limitation: The proposed method involves different technical components, and
replies heavily on the ordering of testing data. The metrics that are used to
evaluate the testing framework can also be further improve, e.g., avoid using

neuron coverage to suggest diversity of the selected background candidates.

(3 Significantly Improved the Ordering of Invariance Testing Data:
Finally, we introduced a novel approach to order the testing data using an
ensemble of context-sensitive models. We found that directly and globally fine-
tuning a deep model could not improve global performance. By contrast, via
invariance testing using visualised patterns, we found that, although global im-
provement could not be straightforwardly achieved, locally fine-tuning models

(or context-sensitive models) could not improve local performance. We then
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introduced our ensemble strategies to utilise the local advantages of these lo-
cally fine-tuned context-sensitive models, which led to global improvement. In
Chapter 5, we introduced a novel approach to order invariance testing data,
and we showed that visualised invariance testing could lead to new findings and

new strategies to improve ML systems’ performance.

Limitation: The proposed method targets sparse data, and therefore the MoE
mechanism remains simple. The selection of context-sensitive models involves

heuristic elements that may require further refinement.

Future Work

To expand the regime of invariance testing, some hard problems in invariance testing
can be considered in the future, for example, 3D object rotation within the same scene
/ similar scenes, deformable objects, or weather conditions. As generative techniques
are advancing rapidly in the recent years, we expect invariance testing could become
maturer, and more complex variables can be taken into consideration. To control
the variations in input data, in addition to generative models, for each subarea of
interest, researchers might need to consider tailored additional technical components.
For example, we proposed using association ontology to improve the selection of back-
ground invariance testing data, which made the tests more comprehensive and more
reliable. Another potential future direction is realness invariance testing. Whilst we
can generate realistic testing images using advanced generative models, we still cannot
easily score the realness of the generated images using a well-defined measure. Once
this problem is considered solved, it will open a new research direction on realness
invariance testing. Additionally, ML models can be re-trained with augmented back-
ground images. One hypothesis for the re-trained models is: (a) the models might
learn whether the background and the foreground agree with each other for the classi-
fication task, and (b) when foreground and background suggest different predictions,
the models might prioritize the decision made from foreground solely. It could be
insightful to dive into such a hypothesis and to verify it using suitable techniques,
e.g., formal methods or visualization.

Additionally, for the generic invariance testing framework, the analysis and con-
clusions are drawn based on the experiments on our model repository of 600 ML
models that were trained on a relatively small dataset (CIFAR or MNIST). A larger
repository of models that are trained on a larger dataset (e.g., ImageNet) can be

collected to further confirm the feasibility of the framework. The scalability should
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also be thoroughly examined; when both the size of model repository and the size of
dataset (used for training ML models) increase, the computational costs for testing
can increase heavily. To overcome the increasing need for computational resources, an
advanced sampling technique (similar to the case of background invariance testing)
can be developed.

For the context-sensitive learning that we used to improve the ordering of invari-
ance testing data, in the future, to further improve the problem of semantic gaps,
we suggest to add more contexts. We also suggest to thoroughly study the selection
of contexts. When the amount of available (labelled) data increases, the problem
of semantic image similarity can be approached and addressed by many more dif-
ferent techniques, e.g., self-supervised, semi-supervised learning, or more advanced
techniques in fine-tuning. We look forward to seeing large ensemble vision models
using context-sensitive learning in the future. Interested researchers might also find
the need to understand the shared knowledge among different local context-sensitive
models for better accountability and interpretability of the vision models.

To conclude, in this thesis, we summarised directly and indirectly related works
in the literature, utilised visualised patterns to make invariance testing more infor-
mative, introduced an automated invariance testing framework, extended our testing
framework to more complex variables (background), and studied the selection and
ordering of testing data. We found that visualisation-based invariance testing was
consistent and reliable, and it could lead to actionable items to further improve ML
models’ performance. We hope in the future, the ML community will focus more
on testing ML models, including invariance testing. And we look forward to seeing
more invariance testing approaches for different complex variables using our proposed

visualization-based framework.
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