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Abstract

To what extent can cyberattacks wreak havoc and terrorize modern society? Until now, this ques-
tion has revolved around the potential of cyber operations to cause physical destruction or other
material harm. In this paper, we propose a broader interpretation. We submit that assessing cyber-
threats through the prism of physical destruction has obscured the human dimension of the threat.
Instead, we propose calculating the gravity of cyberattacks by measuring psychological distress. This
approach recognizes that even seemingly inconsequential cyberattacks can levy tremendous damage
by traumatizing civilians, undermining societal cohesion, and exacerbating cycles of violence. To test
whether cyberattacks cause significant individual harm, we employ an internal meta-analysis look-
ing at eighteen studies conducted in three countries over 6 years. Across these studies, we exposed
6,020 respondents to simulated cyberattacks and conventional attacks. We conclude that cyberattacks
can cause high levels of psychological harm—equal even to that caused by conventional political
violence and terrorism. This finding overturns a widely accepted view that cyberattacks are a mere
irritant at best and a threat to information security at worst. Through this lens, the findings suggest
that even nonphysically destructive cyberattacks can trigger consequences that constitute a legally
defined armed attack that permits using armed force in self-defense. We conclude by discussing how
the onset of psychological distress generates political pressure in support of retaliation and can lead
to military escalation.

Résumé

¢Hasta qué punto pueden los ciberataques causar estragos y aterrorizar a la sociedad moderna? Hasta
ahora, esta pregunta giraba en torno al potencial de las operaciones cibernéticas para causar destruc-
cion fisica u otros danos materiales. En este articulo proponemos una interpretacion mas amplia.
Sostenemos que evaluar las ciberamenazas a través del prisma de la destruccién fisica ha oscurecido
la dimension humana de la amenaza. En su lugar, proponemos calcular la gravedad de los ciber-
ataques mediante la medicién del malestar psicoldégico. Este enfoque reconoce que incluso los ciber-
ataques aparentemente insignificantes pueden causar enormes danos al traumatizar a la poblacion
civil, socavar la cohesion social y exacerbar los ciclos de violencia. Con el fin de comprobar si los
ciberataques causan danos individuales significativos, empleamos un metaanalisis interno que anal-
iza 18 estudios realizados en 3 paises a lo largo de 6 anos. En estos estudios, expusimos a 6477
encuestados a ataques simulados, tanto cibernéticos como convencionales. Concluimos que los cib-
erataques pueden causar altos niveles de dano psicoldgico, iguales incluso a los causados por la
violencia politica convencional y el terrorismo. Esta conclusién contradice la opinién ampliamente
aceptada de que los ciberataques son, en el mejor de los casos, una mera molestia y, en el peor, una
amenaza para la seguridad de la informacién. Desde este punto de vista, los resultados sugieren que

Shandler, Ryan et al. (2023) Cyberattacks, Psychological Distress, and Military Escalation: An Internal Meta-Analysis. Journal of Global Security Studies,
https://doi.org/10.1093/jogss/ogac042

© The Author(s) (2023). Published by Oxford University Press on behalf of the International Studies Association. This is an Open Access article distributed under the
terms of the Creative Commons Attribution License (https://creativecommons.org/licenses/by/4.0/), which permits unrestricted reuse, distribution, and reproduction
in any medium, provided the original work is properly cited.

¢z0z Aenuga4 oz uo 1sanb Aq Gz68869/21702e60/|/g/91o1ue/ssbol/w oo dno-ojwapeoe//:sdyy woly papeojumoq


https://doi.org/10.1093/jogss/ogac042
http://www.oxfordjournals.org
https://orcid.org/0000-0002-0931-2014
https://orcid.org/0000-0001-5835-7879
https://orcid.org/0000-0003-0794-4090
https://doi.org/10.1093/jogss/ogac042
https://creativecommons.org/licenses/by/4.0/

2 Cyberattacks and Psychological Distress

incluso los ciberataques no destructivos fisicamente pueden desencadenar consecuencias que con-
stituyan un ataque armado definido legalmente que permite el uso de la fuerza armada en defensa
propia. Concluimos con un analisis de como la aparicion del malestar psicolégico genera presion
politica en apoyo de las represalias y puede provocar una escalada militar.

Resumen

Dans quelle mesure les cyberattaques peuvent-elles causer des ravages et terroriser la société mod-
erne ? Jusqu'ici, cette question s’est concentrée sur la capacité des cyberopérations d’engendrer une
destruction physique ou d’autres dommages matériels. Dans cet article, nous proposons une inter-
prétation plus large. Nous avancons que I'analyse des cyberattaques a travers le prisme de la destruc-
tion physique a masqué les dimensions humaines de la menace. Nous proposons plutot de calculer
la gravité des cyberattaques en mesurant la détresse psychologique. Cette approche reconnait le fait
que méme les cyberattaques en apparence sans conséquences peuvent engendrer des dommages
psychologiques considérables en traumatisant les civils, en remettant en cause la cohésion sociale et
en aggravant les cycles de violence. Pour vérifier que les cyberattaques sont a I'origine de préjudices
personnels importants, nous avons recours a une méta-analyse interne qui s’intéresse a 18 études
menées dans 3 pays sur 6 ans. A travers ces études, nous exposons 6 477 participants a des simula-
tions de cyberattaques et d'attaques traditionnelles. Nous concluons que les cyberattaques peuvent
entrainer de hauts niveaux de dommages psychologiques. Ces niveaux peuvent méme égaler ceux
causés par les violences politiques traditionnelles et le terrorisme. Cette observation invalide le point
de vue généralement accepté selon lequel les cyberattaques agacent dans les meilleurs cas et dans
les pires, constituent une menace pour la sécurité de I'information. Sous cet angle, les conclusions
suggérent que méme les cyberattaques non destructrices peuvent s’"accompagner de conséquences
définies légalement comme une attaque armée justifiant de I'usage de I'armée pour se défendre.
Nous concluons en nous intéressant aux fagons dont les premiers signes de détresse psychologique
générent une pression politique pour soutenir les représailles et peuvent aboutir a une escalade mil-
itaire.

Keywords: cyberattacks, cyber-conflict, psychological distress, emotional distress, internal meta-analysis, exposure to
terrorism

Palabras clave: Ciberataques, conflicto cibernético, malestar psicolégico, malestar emocional, metaanalisis interno,
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Mots clés: cyberattaques, cyberconflit, détresse psychologique, détresse émotionnelle, méta-analyse interne, expo-
sition au terrorisme

Introduction ical distress recognizes that even nonphysically destruc-

Predictions of cyber power upending the world order tive cyberattacks can still inflict tremendous damage by

and transforming the nature of modern warfare have not ~ [raumatizing civilians, triggering profound psychological

harm, undermining human security, and exacerbating cy-
cles of violence. As a result, this paper makes the case that
even if most individual attacks may be relatively inconse-

eventuated, raising the question: can cyberattacks gener-
ate strategic consequences and wreak havoc on modern
society? Before we abandon the notion of cyber-conflict

as a strategic game changer, there is a threat vector that quential, the cumulative mass of attacks can cause major

societal, political, and legal consequences.
In recent years, a series of high-profile cyberattacks
have riveted the world. The attacks targeted critical

has escaped our collective gaze. If we look beyond the
first-order consequences of cyber-conflict—the attempts
to steal data, degrade functionality, pilfer funds, or spread o e e
misinformation—the hidden threat of the attacks is that physical infrastructure (the Colonial Pipeline attack that
froze gas distributions), critical digital infrastructure

they can arouse severe psychological distress. Calculating i )
(the SolarWinds attack granting hackers access to US

the gravity of cyberattacks via the metric of psycholog-
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government networks), hospitals and healthcare services,
and commercial industries (lucrative ransomware at-
tacks). The sequence and sophistication of these attacks
garnered extensive headlines. However, they failed to live
up to the exaggerated rhetoric about society’s vulnera-
bility to digital intrusions, and the incidents did not re-
semble the dystopian end-of-times warned about by cy-
ber doomsday proponents. And vyet, if we look beyond
the lack of enduring physical consequences, these attacks
were far more severe than they appeared. As a result of
the attacks, members of the public registered a steep de-
cline in public confidence in their governments’ ability to
defend them against harm (Shandler and Gomez 2022).
Meanwhile, millions of people exhibited intense anxiety
at their newly perceived vulnerability to attack, prompt-
ing calls for stricter cybersecurity policies and encourag-
ing a willingness to sacrifice digital civil liberties for the
sake of security (Snider et al. 2021).

In this paper, we suggest that the foremost threat
of cyberattacks is not necessarily their first-order
consequences—such as the degradation of physical sys-
tems, data theft, or loss of access. While these outcomes
remain a cause for concern, the fixation on direct effects
obscures the more insidious consequences of long-term
psychological harm and societal damage. This perspec-
tive acknowledges the human dimension of cyberattacks
that target individual well-being, morale, and vulnerabil-
ity. For many cyber perpetrators, ranging from terrorists
to state-sponsored hackers and criminal organizations,
the primary objective of attacks is to evoke anxiety and
terror, and disseminate misinformation among the pub-
lic. In other words, these are nonphysical aims whose
efficacy cannot be simply measured by weighing rub-
ble, counting bodies, or tallying lost funds. Viewing a
ransomware attack on a hospital network as minor or
unsuccessful, simply because it caused minimal physical
destruction and failed to attain a ransom, ignores the ex-
tensive psychological and societal damage it can leave in
its wake (Shandler and Gomez 2022). Through this lens,
the severity of cyber-threats can and should also be mea-
sured by the level of psychological distress. We remove
from the definition of distress transient or minor emo-
tional responses such as unease or discomfort, and focus
our attention on acute psychological distress, including
visceral anxiety, enduring anger, and heightened threat
perception (Canetti 2017; Byrne et al. 2022).

Currently, there is no consensus whether cyberat-
tacks cause sufficient individual-level harm to constitute
a grave threat. Some argue that the bulk of cyberattacks
constitute only minor irritants (Lindsay 2013; Gartzke
and Lindsay 2015), while other researchers insist that
even low-level cyberattacks can levy severe psychological

and political consequences (Gross, Canetti, and Vashdi
2016; Canetti et al. 2017). Addressing this dilemma, this
paper employs an internal meta-analysis that reviews a
series of experimental studies simulating exposure to cy-
berattacks. An internal meta-analysis is a powerful ana-
lytical tool that aggregates and analyzes a pooled collec-
tion of experiments conducted by a single researcher or
group of researchers. This technique allows us to exploit
heightened statistical power to provide precise statisti-
cal estimates of treatment effects, and incorporate studies
conducted with different population groups at different
points of time. We analyze the full gamut of studies con-
ducted by the authors—including null and unpublished
findings—to provide accurate, transparent, and conclu-
sive evidence about the individual-level consequences of
exposure to cyberattacks. In all, we aggregate and meta-
analyze findings from eighteen experimental studies con-
ducted between 2015 and 2021. Over the course of these
studies, we exposed 6,020 unique respondents in three
countries to simulated cyberattacks and conventional at-
tacks, before measuring the psychological distress that
ensued. All studies mimicked how people are exposed to
real-world cyberattacks, while maintaining strict ethical
standards to ensure participants’ well-being.

Our aggregate findings confirm that cyberattacks
cause equally high levels of psychological distress as con-
ventional terrorism and political violence. This finding
challenges international and domestic security norms and
practices in several ways. First, psychological suffering
elicited by cyberattacks might now be sufficient to con-
stitute an armed attack as defined by international law. If
this were the case, cyberattacks could trigger the right
of armed self-defense in response to attacks that until
now have been perceived as limited strikes. At the same
time, the newly perceptible psychological harms of cyber-
conflict may weigh on calculations of proportionality and
so constrain cyber operations. Second, we consider how
the extreme psychological distress experienced by the
public creates a groundswell of support for military re-
taliation, thus generating a political tailwind in support
of escalation. In this way, we unveil an indirect route by
which cyber operations influence foreign policy decision-
making.

The Evolution of Cyber-Threats: From
Menacing to Exaggerated

Many assessments of cyber-threats allude to a puzzling
conundrum. For all the foreboding surrounding cyber-
attacks, we are yet to see a wave of destructive dig-
ital incidents that match the alarmist proclamations
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of cyber-doom. In evaluating the scope of cyber-threats,
the literature appears to have settled somewhere between
the extremities of cyber-doom and cyber-irrelevance. In
the paragraphs below, we review how assessments of the
scope and nature of cyber-threats evolved from a cyber-
Armageddon school of thought to a cyber-skepticism
school of thought and, finally, settled on a middle ground.

The first approach to evaluating cyberattacks was
known as the cyber-apocalyptic perspective. This title
was bestowed since much of the early work on cyber-
threats depicted individual hackers capable of disrupting
critical infrastructure and levying tremendous damage by
typing a few simple commands into a computer terminal
(Lewis 2002). This apocalyptic view of cyberspace was
promoted by prominent advocates such as former CIA
Director and US Secretary of Defense, Leon Panetta, who
famously predicted that the world was “facing the pos-
sibility of a ‘cyber-Pearl Harbor’ [that] could dismantle
the nation’s power grid, transportation system, financial
networks and government” (Bumiller and Shanker 2012).
This view of cyber-threats was widely accepted by a cred-
ulous public with limited expertise in cyber matters and
no reason to doubt the alarming predictions. Recent polls
indicate that much of the public still views cyberterrorism
as the single greatest threat to national security (Brenan
2021).

In hindsight, this frightening vision never reflected re-
ality, awakening a backlash and birthing a cyber-skeptical
viewpoint. Railing against exaggerated predictions of
cyberattacks, Thomas Rid famously declared that “cy-
ber war will not take place” (Rid 2013). Rid explained
that contrary to earlier hyperbolic claims, cyberattacks
had not revolutionized the field of political violence and
were merely sophisticated versions of sabotage against
which countries knew how to defend. Rid was supported
by Cavelty (2010), Valeriano and Maness (2015), and
Denning (2009). All agreed that even if terrorists wanted
to take advantage of the digital domain, they would en-
counter significant technical and financial challenges. Be-
yond the technical and financial constraints, Gartzke ex-
plained that cyberattacks are “poorly suited to the task of
fomenting terror” (Gartzke 2013, 65). Over time, schol-
ars partly retreated from this extreme renunciation of
cyber-threats, asserting that even if cyberattacks do not
form a standalone threat, they can still augment mod-
ern warfare by facilitating psychological attacks, misin-
formation, and espionage (Valeriano, Maness, and Jensen
2017).

If the earliest predictions were overstated, and the
subsequent viewpoints constituted a more conservative
backlash, then it makes sense that a third middle-ground
approach has emerged. To this viewpoint, we attach a

moniker coined by Jacquelyn Schneider—the termite in-
festation perspective. According to Schneider (2021), the
current cyber-threat falls short of cyber pearl harbor but
is more than a mere irritant because the accumulation
of frequent minor attacks coalesces into a potent haz-
ard. From this perspective, the threat posed by cyber-
attacks can be viewed as “a termite infestation, eating
at the very foundations of our increasingly digital soci-
eties” (Schneider 2021). This perspective does not deny
that rare and destructive cyberattacks may still eventu-
ate, only that these constitute exceptional circumstances.
Rather, the more salient cyber-threats are the minor at-
tacks propagating extensively. If one large attack can
harm hundreds or even thousands of victims, the prepon-
derance of individually inconsequential cyberattacks cir-
culating through an interconnected web can traumatize
millions of civilians. Beginning from this vantage point,
in the sections below, we assess the level of individual
psychological harm that attacks of this sort can cause.

Psychological Distress, Violence, and
Cyberspace

To understand how exposure to political violence trig-
gers psychological distress, we can draw on rich litera-
tures in political psychology and criminology that have
comprehensively studied the psychological effects of vio-
lence. In the aftermath of violent incidents, people experi-
ence strong psychological reactions that manifest as emo-
tional distress and impaired mental health (Sinclair and
Antonius 2013; Albertson and Gadarian 2015; Slone and
Mann 2016; Canetti 2017). At one end of the spectrum,
exposure to violence can trigger post-traumatic stress dis-
order (PTSD). PTSD is a debilitating emotional injury
that develops when witnessing or experiencing threaten-
ing events that elicit fear, helplessness, and horror. Of-
ten associated with war veterans, PTSD is frequently
identified among victims of crime, political violence, and
terrorism in the United States (Galea et al. 2002), Eu-
rope (Miguel-Tobal et al. 2006), Israel (Bleich, Gelkopf,
and Solomon 2003; Palmieri et al. 2008), and elsewhere.
While most studies of violence focus on the death count
following terror attacks, the long-term trauma following
violent incidents can likewise cripple people’s lives and
haunt communities long after the rubble has been cleared
(Kienzler 2008).

While PTSD is an extreme reaction to life-threatening
events, milder psychological distress can still evoke grave
consequences (Canetti et al. 2010). Exposure to vio-
lence may trigger anxiety (Huddy et al. 2021), anger
(Zeitzoff 2014), and heightened perceptions of threat
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(Hirsch-Hoefler et al. 2016; Kupatadze and Zeitzoff
2021). These collective negative reactions can be termed
“psychological distress” (Canetti-Nisim et al. 2009;
Canetti 2017). The onset of psychological distress is
consequential for several reasons. Negative emotional
responses to terrorism can cause substantial harm to
people’s lives. Psychological distress is associated with
heightened alcohol abuse, depression, and psychosocial
and economic resource loss (Hobfoll, Tracy, and Galea
2006; Schiff et al. 2006). Terrorists aim to elicit dis-
tress among civilian populations because it can under-
mine social cohesion, destroy political trust in govern-
ment institutions, and promote dissatisfaction with gov-
ernment policies. The psychological distress elicited by
exposure to terrorism and political violence fosters sup-
port for hardline and militant policies (Bleich, Gelkopf,
and Solomon 2003; Godefroidt 2022), undermines peo-
ple’s sense of security (Huddy et al. 2005), leads to in-
creased demands for strong military action (Canetti et al.
2021),and diminishes empathy and increases hostility to-
ward minority groups (Canetti et al. 2009).

Extending the Theories to Digital Violence

Do cyberattacks trigger psychological distress in the same
manner as conventional violence? It would be reasonable
to expect that many of these traditional models and out-
comes will apply in the aftermath of cyberattacks since
digital violence is simply a methodological subset of a
broader category of violence. However, research has iden-
tified qualities unique to cyberspace that amplify the sub-
sequent level of psychological harm. First, we note that
cyberspace is an almost unfathomably complex domain
of operation. Complexity is not an inherently problem-
atic property, yet it raises several dilemmas. The con-
fusion stemming from the novelty and uncertainty of
cyberspace likely means that emotions such as anxiety
and fear are likely to drive public responses (McDermott
2019). Civilians in prolonged conflict grow accustomed
to political violence such as rocket fire since the effects are
constrained and well known (Nussio 2020). Neverthe-
less, cyberattacks are an unknown quality that might trig-
ger emotional responses beyond what the facts of an at-
tack warrant. Indeed, nascent research has suggested that
people exhibit heightened fear following cyberattacks
due to a sense of helplessness in the face of overwhelm-
ingly complex systems (Kostyuk and Wayne 2021). Other
research has shown how dread (the apprehension of un-
certain but impending catastrophic harm) in the face of
cyberattacks is heightened among those with low domain
expertise (Gomez and Villar 2018).

A second intrinsic and influential characteristic of cy-
berspace is its universal interconnectivity. The develop-
ment of the Internet of things means that digital connec-
tions encroach into people’s homes and their very per-
sons. The effect of this explosion of connectivity—both
in pure numbers and in terms of its reach into newly
connected spaces—means that people are becoming vul-
nerable to more and new cyberattacks. Furthermore, a
consequence of pervasive digital interconnectivity is that
cyberspace in general, and cyberattacks in particular,
transcend sovereign borders opening the door to hostile,
trans-border mischief. Cyber actions taken by actors in
one corner of the world can instantaneously target multi-
ple actors in different countries simultaneously. The ubig-
uity of digital connections and the transnational reliance
on common systems that underpin the digital architec-
ture mean that the public may constantly feel threatened.

The third feature of cyberattacks that may alter lev-
els of psychological distress is the difficulty of identify-
ing who is responsible for an attack. The technologi-
cally driven nature of cyber intrusions conducted from
the other side of the world means that identifying the at-
tacker is far more complex than otherwise (Egloff 2020).
The lack of certainty about the identity of a cyber-
attacker can amplify perceptions about the extent of the
risk (Kaminska 2021). Cyber-attackers have attained an
aura of omniscience since they can launch attacks from
any corner of the world without warning (Cavelty 2012).
Suppose civilians believe that governments and security
authorities cannot identify cyber-attackers who conse-
quently operate in an environment of impunity. In that
case, attributional uncertainty can influence the public
perception of the scope and nature of the cyber-threat
(Shandler, Kostyuk, and Oppenheimer 2023).!

Collectively, these features of cyberspace—the com-
plexity, universal interconnectivity, and attributional
ambiguity—are likely to aggravate the emotional conse-
quences experienced by victims of cyberattacks. Even if
cyberattacks do not cause the same physical destruction
as conventional violence, we expect these exacerbating
qualities to evoke negative emotional responses beyond
what is warranted by the facts of an attack. Therefore,
we hypothesize that exposure to cyberattacks will cause
mental suffering and psychological distress on par with
conventional attacks.

1 We note that in contrast to this view, Gartzke (2013) has
suggested that the lack of attribution may leave the pub-
lic perplexed rather than terrorized, which would mitigate
the negative effects of attributional ambiguity.
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Methodology: An Internal Meta-Analysis

How much psychological distress must an attack cause
to be considered serious? In the absence of any objective
threshold of “significant” psychological distress, we uti-
lize a comparative perspective. Specifically, we compare
the psychological harm caused by exposure to cyberat-
tacks with the harm caused by exposure to conventional
kinetic violence. We focus on this comparison since it is
universally accepted that conventional political violence
and terrorism can elicit severe distress and trauma. There-
fore, if cyberattacks trigger the same level of distress, we
can conclude that the extent of the harm is meaningful.

To carry out this analysis, we employ an internal
meta-analysis. Internal meta-analyses are similar to con-
ventional meta-analyses in that they combine and meta-
analyze the results of multiple scientific studies address-
ing the same research question. The key difference is
that internal meta-analyses confine the population of in-
cluded studies to those conducted by a single researcher.?
Although this technique is common in psychology and
other disciplines, it is still relatively rare in the political
sciences.> We use this technique since, at present, the ma-
jority of experimental projects that expose respondents
to simulated cyber violence have emerged from a single
research group. Appendix A in the online supplementary
files details the results of an extensive literature review
conducted to verify the paucity of experimental research
in the field of cyber-conflict.

A meta-analytical approach is particularly worth-
while when searching for a null finding. In this case, we
hypothesize that there is no significant difference in the
level of distress caused by conventional and cyber inci-
dents. Traditional inferential statistics struggle to vali-
date null hypotheses without unrealistically large sample
sizes. Yet, if the cumulative evidence of a meta-analysis
supports a nonsignificant outcome, then this constitutes
persuasive evidence (Goh, Hall, and Rosenthal 2016).
By combining numerous studies, the technique can suc-
cinctly summarize findings across studies and present far
more precise estimates.

Another noteworthy benefit offered by internal meta-
analyses is that it promotes transparency by alleviating
the problems of “file drawering” and “p-hacking.” The
first of these failings refers to the practice of publish-
ing only statistically significant findings, and leaving null

2 Orinthis case, a single team of researchers.
3 For an example of a political science article employing

aninternal meta-analysis, see Clifford, Sheagley, and Pis-
ton’s (2021) article in the American Political Science Re-
view. See also Schuler, lvanov, and Wanke (2017) and
Urbanska, Perhson, and Turner (2019).

findings to gather dust in file drawers. The second failing,
known as p-hacking, refers to the practice of arbitrar-
ily altering statistical models in search of positive signif-
icance scores. Internal meta-analyses in general, and our
study in particular, combat these problems by broadly in-
cluding all pilot and non-published studies, thus avoiding
the distorting effect of a publication bias (Goh, Hall, and
Rosenthal 2016).*

The inclusion criteria for our meta-analysis require
that (1) studies be experimental in nature (i.e., the treat-
ments were randomly assigned by the researcher) and (2)
studies include a cyber-attack condition and an equiva-
lent conventional attack treatment condition where all
aspects of the treatment groups are identical apart from
the method of attack. Following best practices, all results
from all studies were included regardless of the sample
size, the statistical significance of the findings, or the pub-
lication status. To be clear, in our main analysis, exposure
to conventional incidents acts as the control condition
against which cyberattacks are compared. Later in this
article, we rerun the analysis, replacing the control con-
dition with a classical neutral control group who were
not exposed to any attacks, to test the robustness of the
results.

The meta-analysis dataset consists of eighteen experi-
ments fielded across eight different studies. The first study
in the dataset was published in 2015, and the most recent
were unpublished working papers in 2021. The various
experiments were fielded in three countries (the United
States, the United Kingdom, and Israel). They included di-
verse adult samples (either nonstudent convenience sam-
ples provided by companies such as Amazon Mechani-
cal Turk or local or national public samples). The sample
sizes range from N = 42 up to N = 500, with a com-
bined total of 6,020 unique respondents. A complete list
of studies is given in table 1.

We used Cochrane Risk of Bias 2 measure (RoB-2)
to evaluate the methodological rigor of each study
(Sterne et al. 2019). The bias assessment technique eval-
uates studies by examining potential biases in the ran-
domization process, deviations from intended interven-
tions, missing outcome data, outcome measurements, and

4 Furthermore, the included studies report very different
results. Several studies have shown that exposure to cy-
berattacks elicits higher levels of anxiety and threat per-
ception than those triggered by conventional violence.
Others find that exposure to cyber violence results in the
same or lower levels of psychological distress. As such,
this minimizes the concern of p-hacking, since findings
were not artificially manipulated to produce a particular
result.
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Cyberattacks and Psychological Distress

selective reporting. Independent researchers rated each
included study using the RoB-2 scale. The complete anal-
ysis (appendix B in the online supplementary files) finds
that the study is at low risk of bias across all domains.

The included studies utilize various experimental
methods that creatively simulate exposure to cyber
and conventional violence. In many studies, participants
viewed vivid, professionally produced television news re-
ports depicting cyberattacks against critical infrastruc-
ture such as rail networks, water purification plants, or
electric grids. Breaking news reports comprise an ecolog-
ically valid manipulation that tends to be more authen-
tic than vignettes or other fabricated treatments. More-
over, news reports and social media are the key pathways
through which the public learns about security incidents.
Other studies in this dataset utilized virtual reality treat-
ments that immersed participants within 360° virtual en-
vironments where they directly experienced catastrophic
and deadly attacks on critical infrastructure.

In addition, the studies include a variety of types of cy-
berattacks by focusing on cyberterrorism, cyberwarfare,
or other cyberattacks by unknown perpetrators. The ra-
tionale is to heighten the authenticity of the experimental
treatments by utilizing a variety of realistic cases. Like-
wise, the experimental treatments refer to lethal and non-
lethal attacks against national infrastructures, the theft
and dissemination of sensitive information, and breaches
of military systems. To ensure that our analyses shed light
on the type of attack, and not the outcome of attack, we
only include studies that expose participants to equiva-
lent cyber and conventional outcomes. That is, if the con-
ventional violence treatments led to fatalities, then the cy-
ber treatment must have caused the exact same outcome.
Likewise, if the cyber experimental treatment caused only
nonlethal effects, the same effects must have appeared in
the conventional treatment group.

For the dependent variable, we operationalize “psy-
chological distress” as an amalgamation of anxiety, anger,
and perceived threat (Ross 2011). These variables were
measured in several ways—ranging from self-reported
survey questions to analyses of salivary cortisol as a phys-
iological measure of stress. To assess measurement bi-
ases, we pool only the self-reported survey data since
these utilized identical scales applied consistently across
all studies.

Anxiety centers on the uncertainty and unpredictabil-
ity of a threat and is defined as a future-oriented
emotional state characterized by feelings of apprehen-
sion and the arousal of the autonomic nervous system
(Grupe and Nitschke 2013). We measured anxiety us-
ing the short-form Spielberger State-Anxiety Inventory-6

(Marteau and Bekker 1992). This commonly used mea-
sure incorporates six items that quantify state (extrin-
sic) and trait (intrinsic) anxiety. Anger is “an emotional
state that consists of feelings that vary in intensity, from
mild irritation or annoyance to intense fury and rage”
(Spielberger, Reheiser, and Sydeman 1995). We mea-
sured anger using the shortened version of the widely
used State-Trait Anger Expression Inventory (Spielberger
1988). This measure possesses four items that assess the
intensity of anger at a particular time. Last, threat per-
ception is a cognitive appraisal of the danger posed by
a class of threat, such as cyberattacks (Hirsch-Hoefler
etal.2016). As perceptions of threat rise, they undermine
personal and collective security. Threat perception was
gauged using a five-item measure that tested the level of
respondents’ concern about the possibility of threats to
their security (Huddy et al. 2002).

Results

As a guiding analytical strategy, we employed a random-
effects meta-analysis model because, unlike fixed models,
this technique does not assume that there is one “true”
effect size. Furthermore, random-effects models better
contend with between-study heterogeneity, thus provid-
ing more accurate and generalizable effect size estimates
(Lipsey and Wilson 2001). To reiterate our analytical
structure, our effect size of interest is a Cohen’s d between
cyberattacks and conventional attacks. In other words,
the conventional incidents act as our control condition,
against which cyberattacks are compared. This allows
us to determine whether cyberattacks cause substantially
different outcomes than the control condition of conven-
tional attacks. The meta-analysis results are visualized
in figure 1. Each study appears as a separate line, with
country-level data disaggregated as separate studies.
Overall, the meta-analysis revealed a nonsignificant
main effect, thus corroborating our primary hypothe-
sis that cyberattacks elicit the same level of psycho-
logical distress as conventional attacks (N = 16, d =
—0.07, 95 percent confidence interval [CI] = [—0.14,
0.00]). Figure 1 depicts several individual studies in
which cyberattacks trigger less psychological distress
than conventional attacks (these studies possess a neg-
ative standardized mean difference and skew to the left
side of the y-axis). Likewise, several studies show that
the opposite is true, and cyberattacks cause greater psy-
chological distress. However, most of the effects are
nonsignificant. When combined with a nonsignificant Q
(p < 0.57) and low I, (0 percent), we can glean that
there is low heterogeneity among the included studies and
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Experimental Control Standardised Mean

Study Total Mean SD Total Mean SD Difference SMD 95%-Cl Weight
Study 4 - Experiment A 20 268 1.2900 22 3.32 1.6000 ' -0.43 [-1.04; 0.18] 1.8%
Study 3 - Experiment C 96 2.60 1.1700 102 2.96 1.3200 —E -0.29 [-0.57;-0.01] 6.5%
Study 1 310 3.80 1.1200 162 4.10 1.1600 —— -0.26 [-0.45;-0.07] 10.1%
Study 4 - Experiment D 27 267 1.1800 22 2.93 1.3600 —_—r— -0.20 [-0.77; 0.36] 21%
Study 5 - ExperimentC 101 3.10 1.2600 108 3.31 1.2700 —E -0.17 [-0.44; 0.11] 6.7%
Study 3 - Experiment A 99 273 1.3300 99 2.91 1.3300 —— -0.13 [-0.41; 0.14] 6.5%
Study 4 - ExperimentE 237 3.04 1.3800 235 3.10 1.4200 — -0.04 [-0.22; 0.14] 10.7%
Study 3 - Experiment B 93 255 1.1500 92 2.57 1.0800 —-':-— -0.02 [-0.31; 0.27] 6.2%
Study 4 - Experiment F 239 2.85 1.1400 238 2.87 1.2500 —.— -0.02 [-0.20; 0.16] 10.7%
Study 5 - Experiment A 99 3.37 1.4600 103 3.38 1.3300 —a— -0.01 [-0.28; 0.27] 6.6%
Study 4 - Experiment G~ 255 2.67 1.1800 245 2.67 1.3800 . 0.00 [-0.18; 0.18] 11.0%
Study 2 112 3.68 1.0380 61 3.65 0.9350 —— 0.03 [-0.28; 0.34] 5.6%
Study 4 - Experiment B 23 2.74 1.2000 23 2.63 1.3800 e 0.08 [-0.49; 0.66] 2.0%
Study 6 59 3.08 1.3700 59 2.96 1.3100 il — 0.09 [-0.27; 0.45] 4.5%
Study 5 - ExperimentB 109 3.07 1.2200 110 2.95 1.2300 HE— 0.10 [-0.17; 0.36] 6.9%
Study 4 - Experiment C 24 3.97 11900 25 3.79 1.4000 0.14 [-0.42; 0.70] 21%

Random effects model 1903
Prediction interval
Heterogeneity: 1% = 0%, p =058

-0.07 [-0.14; 0.00] 100.0%
‘ | - ‘ [-0.30; 0.16]

-1 -0.5 0 0.5 1

Figure 1. Forest plot comparing the effect of exposure to cyberattacks and conventional attacks on psychological distress. Note:
Positive effects indicate that cyberattacks cause greater psychological distress than conventional attacks, and vice versa. We report
for each included study the sample size, means, and standard deviations for each of the treatment groups. We further report Fisher’s
z value, and the corresponding 95 percent Cls. Effect sizes are illustrated with squares whose sizes reflect the relative weight of
each study in the random-effects meta-analysis. The diamond depicts the overall effect size of the meta-analytic estimate and its

95 percent Cl.

that they all reflect the same underlying effect.” There-
fore, weighing the cumulative evidence of our studies, the
combined research can conclude that cyber and conven-
tional violence leads to the same high level of psychologi-
cal distress. While traditional inferential statistical analy-
ses cannot confidently validate such a null hypothesis, the
combined evidence of a meta-analysis with small CIs and
a nonsignificant total effect size leads us to confidently
conclude that the overall effect is zero.

In operationalizing psychological distress, we fol-
low the literature in amalgamating several constituent
variables. While this combination may be theoretically
sound, it behooves us to demonstrate no statistical de-
pendence between the effect sizes for each emotion. The
risk, in this case, is two-fold. First, the same respondents
may register support for multiple dependent elements.
Second, we run the risk of a systematic error since all data
emanated from a single lab with uniform between-study
measurement techniques. Put otherwise, the benefit of an
internal meta-analysis can magnify the risk of researcher
error. To account for this, we conduct a robust variance
estimate (RVE) meta-analysis, which extracts each ele-
ment and analyzes it as though it is a standalone variable.
The full RVE plot in figure 2 disaggregates the consti-

5 Cochran's Q and P are test statistics that evaluate the
consistency of a meta-analytic effect.

tutive elements of psychological distress (anxiety, anger,
and threat perception) as they appear in each included
study. The effect size weight is shown for each of the
forty-two outcome measures arranged by study. Larger
black boxes represent larger weights in the meta-analysis,
and bars represent 95 percent Cls.

The aggregated RVE effect size specifies an overall ef-
fect size of g = —0.09 (p = n.s.). This result upholds our
primary findings by showing an insignificant main effect,
thus confirming that the inclusion of particular psycho-
logical responses does not sway the results. A low amount
of between-study heterogeneity was observed in the anal-
ysis (I> = 30.84 percent, 7> = 0.01).° This and the fact
that the vast majority of studies possessed Cls overlap-
ping with zero indicate that the RVE-aggregated effect
was not driven by specific outcome measures.

Finally, while our data demonstrate that exposure at-
tacks to cyberattacks elicit the same level of distress as ex-
posure to conventional attacks, this does not attest to the
significance of the distress. Civilians grow accustomed to
certain types of expected violence (Nussio 2020). So, it
may be that exposure to both conventional and cyberat-
tacks elicits identical levels of distress—neither of which
is distinguishable from zero. As such, we run a secondary

6 2 denotes the variance of effect size parameters across
the population of studies.
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Forest Plot
Studies Effect Size  Weight
Study 1 '
Anxiety ! -0.299 27.933
Threat X -0.238 27.933
I
Study 2 1
Anxiety - 0.173 9.858
Anger — -0.162 9.858
Threat — -0.117 9.858
|
Study 3 - Experiment A |
Anxiety —— -0.173 17.435
Anger —— -0.107 17.435
I
Study 3 - Experiment B |
Anxiety — 0.027 16.637
Anger —— -0.072 16.637
i
Study 3 - Experiment C i
Anxiety — -0.281 17.331
Anger — -0.289 17.331
I
|
Study 4 - Experiment A !
Anxiety — -0.462 3.140
Anger —_— -0.338 3.140
Threat i -0.494 3.140
|
I
Study 4 - Experiment B !
Anxiety R — -0.025 3.487
Anger R 0.015 3.487
Threat i 0.237 3.487
I
|
Study 4 - Experiment C !
Anxiety — -0.014 3.685
Anger _—T 0.174 3.685
Threat —_ 0.274 3.685
|
I
Study 4 - Experiment D !
Anxiety B — -0.022 3.564
Anger B 0.170 3.564
Threat _— -0.860 3.564
I
|
Study 4 - Experiment E !
Anxiety - -0.191 19.688
Anger i -0.225 19.688
Threat - 0.055 19.688
|
I
Study 4 - Experiment F !
Anxiety —I-;— -0.206 19.781
Anger 5 -0.264 19.781
Threat E = -0.072 19.781
]
I
Study 4 - Experiment G !
Anxiety - 0.050 20.289
Anger - -0.061 20.289
Threat - 0.017 20.289
I
i
Study 5 - Experiment A !
Anxiety ——— 0.053 11.796
Anger —— -0.122 11.796
Threat —— 0.105 11.796
i
I
Study 5 - Experiment B !
Anxiety —‘rl— -0.009 12.471
Anger - 0.087 12471
Threat — 0.209 12.471
I
|
Study 5 - Experiment C |
Anxiety — -0.271 12.046
Anger ——— -0.189 12.046
Threat —— -0.036 12.046
|
I
Study 6 !
Threat —— 0.089 23.609
|
<>

I

I
I T T T T T 1
2 15 -1 05 0 0.5 1

Effect Size
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Figure 2. Robust variance estimation forest plot, correlated effects model. Note: Positive effects indicate that cyberattacks cause
greater psychological distress than conventional attacks, and vice versa. Effect sizes are illustrated with squares whose sizes reflect
the relative weight of each study in the RVE meta-analysis. Lines indicate 95 percent Cls. The diamond depicts the overall effect

size of the RVE meta-analytic estimate.

meta-analysis that compares the psychological distress
triggered by exposure to cyberattacks as opposed to a
control group that was not exposed to any form of vio-
lence. The full forest plot appears in appendix C in the
online supplementary files. The results confirm that be-
longing in the treatment group, in this case exposure to
cyberattacks, is associated with a significant and large in-
crease in psychological distress (N = 14, d = 0.70, 95
percent CI = [0.39, 1.00]).

Robustness Tests: Refuting an Alternative
Explanation

There remains an alternative interpretation of our data.
Could the observed null effect not be caused by the dif-
ficulty in simulating conventional violence in controlled
experimental settings? If this were the case, the equal lev-
els of distress measured in the aftermath of conventional
and cyberattacks may result from our inability to evoke
the full extent of the terror experienced following non-
digital acts of violence. This possibility is largely refuted
by our previous analysis, which demonstrated that par-
ticipants in conventional violence treatments experienced
significantly more distress than those control group par-
ticipants who received no treatments. Nonetheless, the
analysis does not entirely preclude the possibility that our
cyber treatments were more effective at tapping into a
deeper and more authentic emotional harm.

To forestall this possibility, we conduct a series of sub-
group analyses. If our findings were a function of exper-
imental realism, then we would expect to find different
results when we look at particular subgroups. For exam-
ple, video depictions of violence may be more effective
at generating distress than newspaper or virtual reality
stimuli. Likewise, residents of certain countries may be
more susceptible to the treatments than others. In all, we
run three separate subgroup analyses that test whether
our null finding is sensitive to (1) the country where the
experiment took place, (2) the experimental method, and
(3) publication status (whether or not the results were
published in scientific journals).

The tests of subgroup differences conclusively indi-
cate that our findings are robust to country, experimen-
tal type, and publication status. Our null-effect finding
does not exist as a result of the inability of certain ma-
nipulation types to evoke distress, the prominence of the
null effect in any particular country, nor due to a bias of

publicizing only corroborating results. If our main find-
ing were indeed a function of the difficulty of generating
distress in certain conditions, we would have expected
that certain categories of experiments were more potent
at generating the full extent of distress. The full results of
the subgroup analyses appear in online appendix D.

In addition to these data-driven robustness tests, we
are further reassured by a preponderance of external ob-
servational evidence that corroborates our findings. Ac-
cording to a 2021 Gallup study, American survey re-
spondents ranked cyber-threats as the most critical threat
facing the nation—more even than Russian militarism,
COVID, or the development of nuclear weapons by Iran
(Brenan 2021). This fearful view of cyberattacks—where
they are consistently ranked as being just as terrifying (or
more than) as international terrorism, the spread of in-
fectious diseases, Chinese military power, North Korean
nuclear weapons, and other threats—has recurred con-
sistently in survey data over many years (Mccarthy 2016;
Norma 2018; Sheth 2019). These observational data add
credence to our findings and suggest that our conclusions
are not a matter of modest experimental capacity.

Discussion

Cyber discourse has long been characterized by fears
of catastrophic cyberattacks that have not transpired.
To many researchers and policymakers, the absence of
any destructive cyberattacks signified that the threat
was overblown. We claim to the contrary: cyberattacks
have been measured with an imperfect metric that high-
lights physical destruction at the expense of psycholog-
ical harm. To quantify the extent of the psychological
consequences stemming from cyberattacks, we report the
results of an internal meta-analysis encompassing 6,477
unique respondents from three countries, drawn from
eighteen individual studies conducted over six years. The
data demonstrate that cyberattacks arouse equally high
levels of psychological distress as conventional warfare—
an outcome fraught with far-reaching consequences.
Our results overturn a widely accepted view that
cyberattacks are a mere irritant at best and a threat
to information security at worst. If this were the end
of the story, then this alone would demand a recali-
bration of our thinking about national security threats.
Understanding that cyberattacks can wreak havoc and
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precipitate lingering harm, even if they do not cause ex-
plosive damage to critical infrastructure, demands a re-
thinking of how we measure and respond to such threats.
Yet, looking upon these results from the perspective of in-
ternational security, our findings suggest that psycholog-
ically harmful cyberattacks may surpass the threshold of
an armed attack, with all of the military, legal, and ethi-
cal implications that ensue. Second, we sketch an indirect
pathway, according to which the psychological distress
suffered by the public dramatically shifts public opinion
on military escalation, generates political pressure in sup-
port of retaliation, and so influences the course and con-
duct of international relations.

Psychologically Harmful Cyber Operations as
Sufficiently Severe Armed Attacks
Facing attack, nations must ask two critical legal ques-
tions as they formulate their response. First, does the
attack cause sufficient death, injury, and destruction to
constitute an “armed” attack that gives states the right
to respond with armed force in self-defense? Second,
is an armed response appropriate and proportionate
(Cannizzaro 2006; Kretzmer 2013)? Appropriate in this
context means “necessary,” in that only armed force and
no other less harmful course of action will successfully
repel aggression. Proportionality is trickier. When a state
is attacked, it may be enough to choose the least harmful
means to defend itself successfully irrespective of subse-
quent casualties. Or, it may be the case that states must
also refrain from military operations that cause exces-
sive harm. Much depends upon what self-defense hopes
to accomplish. One may concede, for example, the neces-
sity of responding with sustained military campaigns to
meet armed attacks by Argentina in 1982 and Hezbollah
in 2006, but nonetheless conclude that each response was
disproportionate in what were essentially wars of choice.
Seeking only to maintain sovereignty or strengthen deter-
rence, neither Britain nor Israel could justify each war’s
human and material costs. In contrast, existential wars
of self-defense in places such as Kuwait or Ukraine may
be accompanied by widespread devastation that is both
necessary and proportionate.

Comprising “territorial intrusions, human casualties
or considerable destruction of property” (Dinstein 2001),
the human and material costs of war are the key metric
for recognizing armed attacks and assessing proportion-
ate, self-defensive responses. Although keyed to kinetic
warfare, the same logic and law of self-defense governs
cyberwarfare no less than conventional warfare. Consid-
ering a nation’s right to respond with force to an armed
attack under Article 51 of the United Nations (UN) Char-

ter, The Tallinn Manual on the International Law Appli-
cable to Cyber Operations (henceforth the Tallinn Man-
ual) agrees that “a cyber operation that seriously injures
or kills a number of people or that causes significant dam-
age to, or destruction of, property would satisfy the scale
and effect requirements [of armed attacks]” and “estab-
lish a right of self-defense” against state and non-state
actors (Schmitt 2017, 341).

However, cyberattacks rarely, if ever, cause loss of life
or major physical destruction. If physical consequences
were all that mattered, cyberattacks would never cause
sufficient death or devastation to push the attack across
the threshold of an armed attack and, thereby, warrant an
armed response. Cyber-threats would constitute a legally
escalatory dead-end. And, for this reason, cyberspace is
often viewed as a non-escalatory military domain (Kreps
and Schneider 2019; Lin-Greenberg 2022). Yet, physical
destruction is not the only ingredient of legal harm. Crit-
ically, the Tallinn experts also understand that severe in-
juries may be entirely psychological, noting that it is:

[r]leasonable to extend the definition [of attack] to se-
rious illness and severe mental suffering that are tanta-
mount to injury. In particular, note that Article 51(2)
of Additional Protocol I prohibits “acts or threats of
violence the primary purpose of which is to spread
terror among the civilian population” (see also Rule
98). Since terror is a psychological condition resulting
in mental suffering, inclusion of such suffering in this
Rule [defining a cyber-attack] is supportable through
analogy.” (Schmitt 2017, 417, emphasis added).

In other words, a cyber operation that causes severe
psychological distress would be tantamount to an armed
attack (by a state in relation to Article 51) or terror-
ism (by a non-state) and thereby trigger the right of self-
defense. Similarly, the International Committee of the
Red Cross (ICRC) emphasizes the crucial role of severe
mental suffering in assessments of proportionality. Psy-
chological, no less than physical, injuries weigh in on
civilian casualties and assessment of collateral harm. The
ICRC notes:

There is a general recognition that serious and well-
documented forms of mental harm, such as post-
traumatic stress disorder (PTSD), do have significant
and long-term impacts on individuals and are increas-
ingly deemed problematic ... To date, international
jurisprudence has not considered the role of mental
harm in the assessment of incidental injury to the civil-
ian population ... In this framework, mental harm has
been understood to be more than a “minor or tempo-
rary impairment of mental faculties, but it does not

¢z0z Aenuga4 oz uo 1sanb Aq Gz68869/21702e60/|/g/91o1ue/ssbol/w oo dno-ojwapeoe//:sdyy woly papeojumoq



RYAN SHANDLER ET AL.

13

necessarily have to be permanent and irremediable.”
(Gisel 2016, 34, emphasis added).

Applying these principles to cyberwarfare, we can re-
formulate the two critical questions confronting nations
as they consider the appropriate response to cyber ag-
gression. First, has the cyberattack caused a sufficient de-
gree of harm, in this case psychological harm, to surpass
the threshold of an armed attack and warrant an armed
response? Second, assuming that the psychological harm
is sufficient, how must military planners factor the de-
bilitating psychological sequelae of cyber operations into
calculations of proportionality and assessments of collat-
eral damage as they consider their response?

Answering each question requires a clear, opera-
tional definition of “severe mental suffering” and “men-
tal harm.” When and how are they measured, and by
whom? While calculations of death and injury are rela-
tively straightforward, there are few easy metrics to gauge
psychological harm. PTSD and other forms of psycholog-
ical distress are possible criteria. However, they often re-
quire sophisticated diagnostic techniques unavailable in
conflict areas, and their effects often manifest symptoms
over extended periods, confounding timely or causal de-
terminations. More generally, the notion of “severe” or
other qualitative descriptions of extreme suffering and
harm is common in international humanitarian law but
rarely defined rigorously. Indeterminate metrics abound,
such as references to torture (severe pain and suffering),
proportionality (excessive loss of life or injury), and inhu-
mane weapons (superfluous injury and unnecessary suf-
fering). Considering the ravages of war necessary to trig-
ger the right of self-defense, the International Court of
Justice fashioned, but did not detail, the widely acknowl-
edged position that only the “most grave” uses of force
qualify as an armed attack (Nicar. vs. U.S 1986).

Often wedded to evaluations of physical damage, suf-
fering, and loss of life, attempts to introduce concrete cri-

» < » <«

teria to quantify “severe,” “excessive,” “most grave,” or
“unnecessary” harm often fail to gain widespread accep-
tance (Gross 2008). At the same time, death and injury
are not the sole measures of war’s ravages. Increasingly,
states are called upon to consider the degradation of
the environment and destruction of infrastructures that
may exacerbate pollution, mortality, and morbidity, even
though they are challenging to measure at the point of at-
tack. In every case, policy makers and commanders draw
on incomplete information (and sometimes only “gut”
feelings) to determine whether an attack and appropriate
response have crossed the threshold that regulates the use
of force. Introducing psychological harm into this mix is
long overdue, but similar challenges bedevil attempts to

measure and assess mental suffering during war.

While the data we present here help give equivalence
to such critical notions as severe harm, the debate over
where the line is drawn will continue. The Tallinn Man-
ual argues that in contrast to PTSD, “inconvenience, ir-
ritation, stress or fear ... or a decline in civilian morale”
do not qualify as collateral damage (Schmitt 2013, 160).
The ICRC experts take a slightly different tack, declaring
that “inconvenience, stress or fear incidentally caused by
attacks are not relevant for an assessment under the prin-
ciple of proportionality” (Gisel 2016, 35; see also Lawson
and Macdk, 2021, 23). However, in neither case do the
experts present psychological data to bolster their claim.

In rebuttal, we argue that this view is too narrow and
does not account for current research into the effects of
war and terror-related mental suffering. Our data sug-
gest that the outcomes dismissed by the Tallinn Manual
and ICRC review—fear, stress, and decline in morale—
can collectively cause suffering on par with the distress
caused by terrorism. Mental health experts and political
psychologists recognize that emotional distress need not
reach the level of PTSD to cause significant personal and
societal harm. In many ways, emotional distress is equally
as harmful and threatening as physical harm (Aggarwal
and Aggarwal 2015). One result is an evolving concep-
tion of terrorism that moves away from bestial terror re-
plete with brutally horrific casualties to terrorism that
draws on fear to undermine civil society by depriving the
target government of a population capable of rational de-
liberation (Waldron 2004).

To be clear, our survey experiments do not directly
measure whether exposure to cyberattacks elicits psy-
chological distress at sufficiently severe levels to meet
the ambiguous thresholds posed in the Tallinn Man-
ual and ICRC guidance. Our findings do, however, pro-
vide logical evidence and validated, well-established mea-
sures of mental suffering that support the proposition
that cyberattacks can cause sufficiently severe psycho-
logical distress to activate the relevant clauses pertain-
ing to armed attacks and proportionate responses. First,
our data demonstrate that cyberattacks elicit equally sig-
nificant levels of distress and suffering as conventional
attacks. Second, compelling trends in international ju-
risprudence and legal discussions, as exemplified by the
Tallinn and ICRC guidance reports, conclude that severe
psychological distress in war is central to evaluations of
armed attacks and calculations of proportionality. As a
result, we conclude that exposure to cyberattacks can (al-
though will not necessarily) cause sufficiently severe men-
tal suffering to qualify as an armed attack and trigger the
right of self-defense. It is no surprise that Albania, for
example, recently reacted to 2022 Iranian cyberattacks
by threatening to invoke Article 5 of the North Atlantic
Treaty to mobilize collective self-defense as permitted in
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response to an armed attack (Miller 2022). The Iranian
cyberattacks did not cause substantial material harm,
but the fact that they shut down access to government
websites and services across the country laid the ground
for spiking anxiety and failing trust in government
institutions.

At the same time, incipient psychological pain and
suffering must also inform decisions about the degree
of force necessary to repel aggression. Warring parties
must factor in the prospect of psychological and physical
harm as they plan defensive operations. By folding psy-
chological harm into proportionality, armies may see that
some military operations previously considered propor-
tionate (because they did not result in widespread casu-
alties) are nonetheless disproportionate after considering
subsequent mental suffering. In this way, attention to psy-
chological distress expands the reach of proportionality
and should diminish civilian casualties.

On our reading and pursuant to our data, interna-
tional norms task political and military authorities with
assimilating psychological harm into strategic and tac-
tical decision-making. At the same time, severe mental
suffering bears political consequences. The experience of
psychological distress can shift public opinion toward
foreign policy issues and thereby generate political condi-
tions that encourage an escalatory military response. The
subsequent section concentrates on this indirect pathway.

Indirect Effects: Psychologically Harmful Cyber
Operations Shifting Public Opinion

To this point, we have viewed severe psychological harm
as a conceptual threshold that can ethically and legally
justify a military response. However, psychological dis-
tress suffered by civilians may also shape foreign pol-
icy decision-making. The pathway comprises two stages.
First, psychological harm following cyberattacks shifts
public opinion. Second, shifts in public opinion influence
national decision-making. This pathway is indirect and
offers a secondary perspective to consider the political
consequences of cyber operations.

The pathway’s first leg links psychological harm
and public policy preferences. Previously, we discussed
how the anxiety and fear associated with political vi-
olence arouses a newly arisen perception of the world
as a malevolent and dangerous place. As a consequence
of their threat-driven emotional reorientation, voters
adopt certain policy positions to regain a sense of se-
curity. When it comes to cyber-threats, recent empiri-
cal research verified that public exposure to cyberat-
tacks leads to substantial shifts in political attitudes
(Shandler, Snider, and Canetti 2022). Various studies
have shown how exposure to cyberattacks corrodes pub-

lic trust in government institutions (Gross, Canetti, and
Vashdi 2016; Shandler and Gomez 2022), and influences
support for intrusive surveillance (Snider et al. 2021). It
is clear that the emotional distress associated with cyber-
attacks generates the conditions for reevaluating core be-
liefs toward privacy, and that attacks are likely to spawn
a realignment of the privacy-security paradigm for the
digital age.

Why do cyberattacks have such potent political con-
sequences? Cyberattacks exploit the absence of trustwor-
thy attribution in cyberspace (Kello 2013; Poznansky and
Perkoski 2018; Kaminska 2021), the lack of domain ex-
pertise among the public (Kostyuk and Wayne 2021), and
the dread associated with cyberspace (Gomez and Villar
2018), to shake society’s trust in the safety and resilience
of digital infrastructure. Believing that government au-
thorities cannot effectively protect against damaging cy-
berattacks intensifies the public’s sense of cyber fatal-
ism wherein omniscient and malicious perpetrators run
havoc. It is quite astonishing that despite a singular ab-
sence of catastrophic cyber-strikes, more than 82 percent
of the American public view cyberterrorism as a critical
threat to society—far more than infectious diseases (72
percent), Russian military power (44 percent), or global
warming (58 percent) (Brenan 2021). The public fear of
cyber-threats is overwhelming, exacerbating the political
consequences that follow any attacks.

We draw attention to one particular political outcome
of exposure to cyberattacks that is especially pertinent to
our enquiry—support for escalation and military retali-
ation. Widespread distress following cyberattacks elicits
incessant public demands for military retaliation (Gross,
Canetti, and Vashdi 2017; Shandler, Gross, and Canetti
2021; Shandler et al. 2022; Leal and Musgrave 2023).
Even if the identity of the cyber-attacker is unknown,
a frequent scenario in cyberspace, public anger still en-
courages a generalized desire for some kind of military
action. If governments previously believed that “merely
irritating” cyberattacks would fail to move a “merely ir-
ritated” public, this research suggests otherwise. Put sim-
ply, even nondestructive cyberattacks trigger substantial
psychological harm, leading directly to public demands
for a military response to cyber violence.

The mounting public pressure to retaliate follow-
ing cyberattacks clashes with prevailing norms against
cross-domain escalation in cyberspace (Kreps and Schnei-
der 2019; Lin-Greenberg 2022; Valeriano and Jensen
2022). In this way, the de-escalatory nature of cyber-
conflict may be counteracted by the imposition of ex-
treme public pressure to retaliate, even across domains
(Shandler, Gross, and Canetti 2021). In essence, we
argue that the escalatory nature of cyber operations is
not solely contingent on the technical characteristics of
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cyber capabilities, but that dynamics of public opinion
must be incorporated into the evermore complex mod-
els of cyber-escalation. This dynamic is two-fold. While
the previous section explains how cyber violence ig-
nites fears and shifts public opinion, the following de-
scribes how public pressure can influence foreign policy
decision-making.

There is extensive literature exploring the responsive-
ness of elected officials but no clear consensus about how
they respond to the foreign policy views of their vot-
ers. While many scholars are skeptical about the role
of public input, most agree that public opinion impacts
decisions to engage in military operations to at least
some degree (Sobel 2001; Klarevas 2002; Foyle 2004;
Lin-Greenberg 2021). For example, Foyle (2004) demon-
strated how the American public’s appetite for retaliation
was a key factor influencing the Bush administration’s de-
cision to go to war in Iraq. Political and national security
officials are understandably attuned to the views of the
public they ostensibly serve, a political truth that extends
even outside of democratic nations (Quek and Johnston
2017). An overwhelming public enthusiasm for retalia-
tion following an attack will place considerable pressure
on officials to approve military force.

That exposure to political violence brings about pub-
lic pressure for retaliation is not unique to cyber-conflict.
All acts of violence generate psychopolitical reactions.
Still, there are reasons to expect that the process by which
public opinion influences foreign policy decision-making
may play out differently in the cyber realm. First, cyber-
threats prompt outsize public panic relative to their ac-
tual destructive potential. The exaggerated public fear in
the aftermath of cyberattacks is likely to pressure politi-
cal elites who would otherwise be willing to dismiss many
such attacks as de-escalatory behavior (Valeriano and
Jensen 2022). Second, cyber-threats are still novel phe-
nomena, and there is a lack of inter- and intra-national
consensus about how to respond to such attacks. The
lack of policy agreement provides greater room for public
input, with elites becoming more willing to follow pop-
ular views in these cases (Kreps 2010; Kreps and Das
2017).

While additional research is still needed to empiri-
cally verify elite responsiveness to public fears surround-
ing cyber-threats, there is evidence to conclude that psy-
chological distress following cyberattacks will shift the
public’s foreign policy attitudes and often pressure na-
tional officials to act. Having shown that the onset of psy-
chological distress provides the legal and ethical backing
for a military response, we show that it also generates the
political conditions that facilitate an escalatory response
due to mounting public demands for a vigorous defense.

Conclusion

The emergence of novel cyber-threats challenges many
of the theories and norms of international security built
for a pre-digital world. Conducting empirical research on
the causes and effects of cyber-threats has proven chal-
lenging due to swiftly advancing technologies that make
findings quickly redundant, a culture of secrecy, and eth-
ical challenges in measuring the effects of violence. This
study takes up the challenge of conducting theoretically
driven and methodologically rigorous research focus-
ing on human behavior in the context of cyber-conflict
(Valeriano 2022). We present the first meta-analysis of a
decade’s worth of empirical research that exposed more
than 6,000 participants in three countries to simulated
attacks to measure the ensuing psychological distress.

Using a powerful meta-analytic technique allows us to
address a simple question: can cyberattacks cause severe
psychological distress? Our findings demonstrate that cy-
berattacks cause significant psychological harm equiva-
lent to the distress elicited by major terror events. The im-
plications of this finding are manifold. Altering the metric
by which we measure the gravity of cyberattacks to ac-
count for psychological harm may raise cyberattacks to
the level of an armed attack that opens the door to mili-
tary retaliation. However, the effect is two-edged. Intro-
ducing mental suffering into calculations of proportion-
ality and collateral harm also constrains counterattacks
and restricts the license to engage armed force—due to
both legal analyses and the constraining effect of pub-
lic opinion on collateral damage (Sagan and Valentino
2020).

Finally, our findings make a significant methodologi-
cal contribution. Internal meta-analyses are a novel and
valuable addition to the methodological toolbox of po-
litical science and international relations. Unfortunately,
the technique is neglected due to the dearth of empiri-
cal studies and the difficulty in acquiring sufficient data
to substantiate a meta-analytical inquiry. The absence
of meta-analyses is lamentable, since the cumulative evi-
dence offered by a meta-analysis provides more precise,
transparent, and rigorous findings that can persuasively
resolve discrepancies among smaller studies. Our study
demonstrates how meta-analyses, in general, and inter-
nal meta-analyses, in particular, can play a role in inter-
national security research.
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