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Abstract

In the face of increasingly frequent, sophisticated and varied cyber-attacks, organisa-
tions must continuously adapt and improve their network defences. In many organ-
isations, maintaining network security is the role of the security operations centre
(SOC), in which security practitioners work, aided by security-monitoring tools, to
detect and mitigate cyber-attacks. There is a need for effective tools to help secu-
rity practitioners to engage with and understand the data communicated over the
network, and the outputs of automated attack-detection methods. Over the last few
years, a number of novel approaches have been examined, with the aim of aiding
in various aspects of the network-security monitoring work of security practitioners.
This thesis explores one of these approaches in particular: sonification.

Sonification is the representation of data as sound; more specifically, it is widely ac-
cepted to be “the use of non-speech audio to convey information”. Sonification has
been shown to have advantages for presenting data to humans in other fields, such as
medicine and astronomy, for monitoring data and for anomaly detection. In theory,
some of the known properties of sonification make it a promising data-presentation
approach for SOCs. It has been shown that sound can be comprehended periph-
erally, enabling monitoring as a non-primary task, which may aid busy security
practitioners, for example. Prior literature indicates the potential of network-traffic
sonification systems for signalling network-security information, but does not eval-
uate its utility or explore its application in SOCs. The aim of this research is to
explore the utility of sonification systems to the security-monitoring tasks carried
out in SOCs.

In order to address this aim, we proposed a model to underpin approaches to soni-
fication design for network-security data. We tested the ability of humans to detect
network attacks and understand network-security events by listening to a sonifica-
tion prototype, and found that the approach was effective in an experimental setting,
indicating the viability of sonification as an approach to conveying network-security
information. In order to understand the design requirements and potential contexts
of use for sonification in SOCs, we surveyed and interviewed security practitioners
working in SOCs. Finally, we explored the utility of sonification, by studying the
use of a sonification system by security practitioners in a set of SOC tasks, in an
experimental setting.

We found that using sonification systems could complement existing monitoring
practice in SOCs (particularly in contexts in which it is advantageous to be able
to monitor network security peripherally), subject to a range of challenges related
to the integration of such systems into the SOC environment. While our findings
indicate that sonification may be a useful technology for security practitioners, it is
important to recognise that our results were obtained in experimental settings. To
validate these findings, future longitudinal studies in which sonification systems are
deployed in operational SOCs will be key to understanding their true utility and the
severity of the challenges posed to integration.
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Chapter 1

Introduction

This thesis explores the use of sonification systems for network-security monitoring in security
operations centres (SOCs). Sonification is the representation of data as sound; more specifically,
it is widely accepted to be “the use of non-speech audio to convey information” [120]. Sonification
has potential as an approach to addressing some of the unique challenges faced by SOCs. A
body of research exists into the use of sonification for monitoring processes, exploring data, and
alerting [101], and in recent years the use of sonification in SOCs has been considered. Based on
existing research, the properties afforded by sonification align with some known requirements
of SOCs. In this research, we seek to explore the potential for sonification to aid security
practitioners in SOCs in carrying out network-security monitoring tasks.

1.1 Motivation

This research is motivated by the need for effective analytical tools for use by security prac-
titioners monitoring network security in SOCs, the potential we anticipate for sonification to
complement those tools currently in use, and the requirement this produces to validate the
utility of sonification in this role.

Monitoring Network Security in SOCs

Organisations are frequently targeted by network attacks, which vary widely in motivation,
characteristics and scale. The nature of the attacks faced by organisations can vary widely from
ransomware to denial-of-service (DoS) attacks to the exfiltration of sensitive data by insiders,
for example. Organisations can experience considerable harm as a result of suffering a cyber
attack, which may range between economic harm caused by financial loss or market degradation,
physical harm to industrial systems, reputational harm resulting in deteriorated customer and
business relations, and psychological harm to employees and customers as a result of personal
data breaches, for example [4].

The timely and accurate detection of threats is crucial to maintaining the confidentiality, in-
tegrity and availability of network data and functionality. Timely detection of real-time attacks,
or of breaches that have occurred, can enable mitigative work, in preventing the attack from
continuing, or in constraining its effects — reducing the amount of customer data exfiltrated,
or the number of networked machines to which some malware can propagate, for example. In
large organisations, this is the function of SOCs, in which security practitioners work, often
under high pressure, interacting with a range of security tools to detect and prevent malicious
computer activity [163]. The networks of organisations generate big data [128], and one of the
key challenges that SOCs face is the huge volume of data and metadata that can be present
on the network. This consists of both the data created by the day-to-day operations of the
enterprise, and the data created by security tools.
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In the face of a constantly evolving set of threats and attack vectors, and changing business
operations, there is a constant requirement for effective monitoring tools and methods in SOCs
to both automatically and semi-automatically detect attacks. For real-time monitoring, tools
that present the huge volumes of network data in a form that can be processed in negligible time
are essential [12]. Automated approaches to attack detection are widely used in SOCs to help
security practitioners deal with the volume of attacks. These include intrusion-detection systems
(IDSs), network firewalls, and statistical or machine learning-based approaches to anomaly
detection [51].

While vital to operations, automated approaches can be inaccurate [84], and automated
approaches alone cannot be relied on for maintaining organisational cybersecurity. For example,
some IDSs can produce up to 99% false-positive alerts, based on events that are not related to
security issues [145].

The Role of Security Practitioners

Security practitioners play a vital role in determining inaccuracies in alerting from automated
tools, identifying false-positives and also threats that may have been missed, and interpreting
and understanding the network-security state [57] – also referred to as the security posture
of the organisation being monitored. Despite advances in the quality of automated tools for
network-security monitoring, research into data-presentation techniques for supporting human
security practitioners in their monitoring work in SOCs is, and will remain, relevant for a number
of reasons:

• Humans are essential to determining the criticality of an apparent attack, using their
observations of network activity and of the interpretations made of this activity by the
tools they use to assess intent, the likely source of the threat, and the harm consequence for
the organisation. There is a need to apply judgement when deciding on whether and how to
respond to an attack, and automated systems currently cannot replicate the function of a
human in this regard. Ensuring that humans working in SOCs are able to keep as informed
as possible, in as many situations as possible, will continue to be vital to operations as
long as humans are involved in making decisions on technical actions and factors affecting
the organisation being monitored.

• Automated approaches are not perfect. This can mean that they are not entirely accurate
in attack detection — that they cannot detect certain types of attack, variants of attacks,
or unknown attacks that they have not previously been exposed to or trained to detect.
It is therefore important to have multiple layers of defence — multiple opportunities for
detecting attacks [86]. Humans can observe the network activity in real time or retrospec-
tively, to hunt for anomalous traffic that may have been missed by automated systems.
This, in conjunction with the use of other tools, can broaden the opportunity for attack
detection in SOCs and thus strengthen the security posture of an organisation.

• The imperfections of automated approaches at present can also mean that they produce
large numbers of false-positive detections. These numbers can be overwhelming for the
humans working in SOCs, who can in some cases build up multiple alerts that they are
required to sift through in order to find those which are related to actual security concerns.
Triaging huge volumes of security alerts becomes a burden for security practitioners, and
keeping practitioners aware of the network activity, with an understanding of the traffic
moving around the network, is an approach to enabling this decision-making on the validity
of events [57].

Thus, the human security practitioner is crucial to the detection and understanding of at-
tacks and anomalous network conditions, and must interact with automated systems — deciding

2



the validity of, and acting on, their output [68]. For security practitioners working in SOCs,
detecting attacks, and recognising which risks must be prioritised over other attacks and malign
activities is difficult, and the degree of inaccuracy of detection systems can make it even more
so.

The Need For Analytical Tools to Support Security Practitioners

Security practitioners involved in monitoring organisational security require tools to help them
engage with and understand not only the outputs of automated threat-detection tools, but also
the low-level network data (such as packet traffic and network flows). Ongoing research into
techniques for the presentation of security-monitoring data to security practitioners focuses on
text-based presentation and security visualizations, including advanced visualization methods
for complex network-security data [73, 138]. Text-based interfaces and security visualizations
are widely used in SOCs to present information about the data travelling through the network,
in conjunction with the outputs generated by automated systems [58, 73].

A shortcoming of existing text-based and visualization-based network-monitoring systems is
the requirement that operators dedicate their full attention to the display in order to ensure that
no information is missed (for real-time monitoring especially) which can restrict their ability
to perform other tasks [94]. Furthermore, the number of visual dimensions and properties onto
which data can be mapped is limited [147], and the presentation of large amounts of information
visually may put strain on the visual capacity of security practitioners.

The Potential for Sonification

Based on these shortcomings in existing monitoring practice, we believe that sonification may
have the potential to improve monitoring capabilities in SOCs, in a number of ways. Prior
experimental work in sonification has shown the technique is useful in, for example, monitoring
electroencephalogram (EEG) data [99], and exploring astrophysical datasets [48]. A body of
research exists into the design and use of sonification for monitoring processes, exploring data,
and alerting on particular events [101]. Over the last two decades, progress has been made in
developing novel sonification systems to further support network-security monitoring tasks. It
has been reported by researchers that some developed sonifications of network traffic signalled
abnormal network conditions and attacks.

Sonification could be an extra interface that requires humans to use their sense of hearing
rather than vision. It is important to design representations of large volumes of network data
that are as easy as possible for security practitioners to use, understand and act on. Using
sound offers another set of dimensions in addition to visual dimensions onto which data can be
mapped. The addition of sonification to existing visualization-based or text-based data presen-
tation approaches could provide a usable method of monitoring highly complex, multivariate
network data.

Articles exploring the sonification of network-security data indicate its promise as a tech-
nique for attack detection [13], improved methods for which are critical to SOCs. Humans have
strong pattern-recognition capabilities using sound [19], and sonifying network data may there-
fore enable network-anomaly detection by listening security practitioners. We aim to explore
the potential for sonification to enable humans to detect patterns, recognise anomalous activity
and prioritise risks. A potential advantage of using sonification in this context is that it has been
shown to be an effective medium for peripheral listening. This means that, if designed correctly,
sonification could enable practitioners to monitor the network-security state as a non-primary
task, peripherally, whilst performing other main tasks. This could be useful to practitioners in
busy SOCs [11].
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The Gap that Motivates this Research

Sonification could provide a potential solution to some of the challenges faced by security prac-
titioners in SOCs. The use of sonification systems in this context has not been sufficiently
validated, however, and there is a lack of uptake in SOCs. Furthermore, little guidance exists
on design requirements for the sonification of network data. Based on the current state of the
art, there are clear needs for further research and testing to validate the utility of sonification
systems for efficient network monitoring, and to develop appropriate and effective sonification
designs to enhance network-security monitoring capabilities.

The research presented in this thesis aims to address these needs, by contributing to research
into using sonification to present security-monitoring data to humans working in SOCs, as an
approach to facilitating attack detection and awareness of the network-security state. We aim to
design sonification systems appropriate for use in this context, and explore the extent to which
such systems could aid in the monitoring work of security practitioners. The anticipated result
of the research is evidence of the role sonification could play as an approach to network-security
monitoring in SOCs.

1.2 Problem Statement and Research Aims

Based on evidence of the utility of sonification for applications integral to working practice in
SOCs, there is potential for sonification to complement the existing monitoring setup in SOCs
as an additional security tool. Figure 1.1 shows the existing relationship between low-level
network data, anomaly-detection techniques, network-monitoring appliances such as IDSs, and
data-presentation techniques, and the position we envisage sonification might take in this setup.
Figure 1.1 shows two approaches to sonifying network-security monitoring data. In Approach 1,
the low-level network data (unparsed logs of the network activity, such as packet traffic, network
flows, and server activity, for example) is represented in the sonification — perhaps with some
scaling or sampling methods applied. In Approach 2, the network data is not sonified in its
low-level form but is subject to some automated detection procedure prior to sonification. This
either means that the output of some network-monitoring appliance — an IDS, for example —
is sonified, or that there is some detection algorithm involved in the sonification method itself
prior to the rendering of the data as sound. In this research, we begin by exploring Approach
1, directly sonifying network packet captures. Later in the research, we incorporate Approach
2, exploring the sonification of the alerts produced by automated systems.

Low-level
network
data

Sonification

Visualization or
text-based pre-
sentation

Anomaly detection

IDS

Firewall

Network-monitoring
appliances

Approach 1

Approach 2

Figure 1.1: A summary of the existing relationship between traditional monitoring techniques
and their potential relationship with sonification systems in SOCs
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The aim of this research project is to explore the potential for sonification to aid in SOC
practice. We pose four main research questions, described below, with the aim of investi-
gating this question. RQ4 is the overarching research question, which it is the main aim of this
thesis to explore. The other three research questions are constructed to contribute to address-
ing RQ4. The relationships between the research questions are illustrated in Figure 1.2. The
research questions below are listed in the order in which they are addressed in this thesis.

RQ1 Is sonification viable as an approach to communicating network-security monitoring in-
formation to human listeners?

RQ2 In which contexts of use could the sonification of network-security data aid security
practitioners in their network-security monitoring tasks?

RQ3 What are the design requirements for sonifications of network-security data that would
be appropriate and helpful for security practitioners to use in SOCs?

RQ4 To what extent do sonification systems prove useful to security practitioners when carrying
out security-monitoring tasks?

Initially, we consider the sonification of network-security data from a theoretical perspective,
selecting monitoring approaches and formalising a model for mapping relevant network-security
data to sound. We then assess the viability of our sonification approach for representing network-
security information, by testing the effectiveness of a network-packet sonification prototype
(Approach 1 in Figure 1.1) for signalling abnormal network conditions (RQ1).

Exploring how viable it is to represent the data types in question, with a view to signalling
information relevant to network-security monitoring (in particular, attacks), is an important
initial step in this research. If the information signalled can be reliably interpreted by humans,
then sonification could be a promising approach for use as a complementary tool to other SOC
tools. The layering of multiple different detection approaches is important for ensuring that all
possible security concerns are covered [86]. In order to enable humans working in SOCs to act
as one of these “layers”, it is valuable to keep humans presented with and aware of as much
of the relevant network-security activity as possible. We then turn our attention to identifying
appropriate designs for sonification in this setting, and to exploring whether, in addition to
being a complementary tool, it can offer any additional advantages over existing approaches.

After making this assessment of the viability of this approach to presenting network-security
information to humans, we gather user requirements through interviews with security practi-
tioners (RQ2). Through these interviews, we aim to understand and refine contexts of use for
sonification in real-world SOCs, to extract capabilities that sonification systems would ideally
enable for security practitioners. We also aim to identify potential challenges to integration
and the design requirements that should be met in order to develop systems that would be
appropriate to, and useful in, this setting.

We detail these design requirements and consider approaches to addressing them, with a
view to developing a system that matches the requirements of SOCs (RQ3). The potential
utility of sonifying the alerts produced by automated systems was highlighted in the interviews
with security practitioners, for example (Chapter 7); we therefore incorporated alert sonification
into the sonification system used in the later stages of the thesis (Approach 2 in Figure 1.1).

We explore the effectiveness of the developed system in the contexts of use highlighted in the
interviews with security practitioners (RQ4). In this way, we contribute an assessment of the
potential utility of sonification to SOCs, of suitable design strategies for the setting, and of the
extent to which these types of technology could be appropriate for use in the SOC environment.
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Can it enable
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How well does
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tegrate into the

SOC environment?

Figure 1.2: Map of research questions

RQ 1: is sonification viable as an approach to communicating network-security
monitoring information to human listeners?

This question explores the viability of using sonification as an approach to representing infor-
mation relevant to network-security monitoring. The information we focus on is network attacks
of different types and sizes, and the amount and distributions of traffic on the network.

We aim to first address this question from a theoretical perspective, considering the types
of network-security monitoring information that are within scope, and potential approaches to
representing that information sonically. We then aim to assess experimentally both whether
network attacks can be detected (their presence recognised) as deviations in the sounds pro-
duced by a sonification prototype, and whether these conditions can be identified (their nature
understood) by listening to the sonification.
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This question should be addressed in one of the first research studies, to give insight into
the potential for sonification to signal this type of information for network-security monitoring.
This will provide a foundation on which sonification design questions, contexts for the use of
sonification in SOCs, and effectiveness studies with end-users, can be built. We address this
research question in Chapter 6.

RQ 2: in which contexts of use could the sonification of network-security data
aid security practitioners in their network-security monitoring tasks?

We explore use cases in which sonification has the potential to aid in network-security monitor-
ing tasks in SOCs. This research question is focused on extracting the views of the end-users
(security practitioners working in SOCs) on the potential utility of the approach, and on re-
quirements for its integration into the environment in which they work.

For each potential use case, the research question can be divided into a number of constituent
parts.

1. Is the use case realistic: does it describe a process that security practitioners are actually
required to perform as part of their network-security monitoring work?

2. What are the current methods or tools used by security practitioners to carry out the
processes described in the use case?

3. What are the shortcomings of the methods currently used to carry out these processes?

4. How could sonification alleviate any difficulties that these shortcomings cause security
practitioners carrying out network-security monitoring work?

Addressing this research question is the focus of Chapter 7. By addressing these questions,
we aim to construct a set of realistic cases in which network-monitoring tasks in SOCs could be
aided by using sonification systems, based on the properties that sonification offers in theory.
We will then aim to assess the extent to which our sonification approach actually aids in these
use cases in RQ4.

RQ 3: what are the design requirements for sonifications of network-security
data that would be appropriate and helpful for security practitioners to use
in SOCs?

We aim to explore design strategies for producing sonifications that are appropriate for use
in SOCs, and have the potential to aid in real-world network-security monitoring tasks. To be
appropriate for use in SOCs, sonification systems should integrate with existing SOC practice in
a way that users deem appropriate. Developing designs that integrate with SOCs appropriately
will involve drawing on design and integration requirements gathered from information provided
by the end-users themselves.

We also aim to explore methods of designing systems that sonify pertinent security-monitoring
information effectively. The question of which data types should be sonified for the contexts of
use we target in SOCs, and of effective ways of sonifying this information, will be addressed
here. Focus will also be placed on the sonification system as a practical tool for security practi-
tioners to use. This means identifying the tool features that should be provided that are useful
in SOCs, and exploring methods of providing these features.

We address this research question in Chapter 7, and our findings inform the sonification
system developed in Chapter 8 for the study reported in Chapters 8 and 9.
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RQ 4: to what extent do sonification systems prove useful to security practi-
tioners when carrying out security-monitoring tasks?

This question is concerned with the effectiveness of the developed sonification approach when
used by security practitioners in the targeted contexts of use for SOCs. This means experimental
assessment of the extent to which users are able to use the sonification to aid in a set of realistic
monitoring use cases. This research question also focuses on the views of security practitioners,
both on using the sonification system in the study tasks, and on its utility and appropriateness
for the SOC environment from a qualitative perspective.

For each targeted context of use, we will devise experimental strategies for assessing the
effectiveness of the sonification system. Ensuring that this testing is as realistic and unbiased
as possible is essential. Addressing this research question is the focus of Chapters 8 and 9.

1.3 Research Scope

In the following points, we present the reasoning behind our decisions to scope certain aspects
of this research.

• The research focuses on the application of sonification to network-security monitoring in
SOCs specifically. The incorporation of sonification into other security-monitoring appli-
cations may also be worth exploring — for example, monitoring the security of devices
and interactions in Internet of Things (IoT) networks such as smart homes, or enabling
users to monitor the security of their single personal devices (such as smart phones) by
listening. In this research, however, the application environment is SOCs, and we aim to
explore the utility of sonification in this particular environment in depth, deriving require-
ments from, and evaluating the system with, end users (security practitioners working in
SOCs).

• We focus initially on the use of parameter-mapping sonification to represent low-
level network traffic (network packets in particular), assessing the viability of a pro-
totype sonification of this data in Chapter 6. Other sources of monitoring information,
such as logs of activity at machines on the network, might eventually be incorporated into
network sonification systems, and we include such sources when developing the sonifica-
tion model (Chapter 5) to facilitate this. Focusing on packet traffic for the majority of
the research reported in this thesis allowed us to explore a smaller scope in greater depth,
with principles derived that could be applied to further monitoring sources (for example,
the findings in the design experiments with regard to the parameter-mapping of packet
traffic rates might also be applied to the parameter-mapping of machine CPU activity,
since both are representations of levels of activity).

Approaches to this direct sonification of low-level network traffic are represented as Ap-
proach 1 in Figure 1.1, and reports made in prior literature of research taking this approach
are reviewed in the category Approach 1 in Section 3.1. In the later chapters of this thesis
(Chapters 7 and 8), we also explore the use of sonification for representing network-
security alerts (Approach 2 in Figure 1.1, prior approaches to which are reviewed under
Approach 2 in Section 3.1), based on feedback from security practitioners (our design
requirements derived from the interviews in Chapter 7 included the addition of sonified
alerting information). Since both low-level network traffic and network-security alerts are
used at varying stages of the thesis, we review relevant background and related work on
both in Chapters 2 and 3.

• We carry out this research using sonification systems with a musical aesthetic. Despite
this choice, many of the results of the thesis — such as the contexts in which sonification

8



might be used in SOCs — may be applicable to sonification systems more broadly. We
elect to use systems with a musical aesthetic in the research we report, although there
exists research into other sonification aesthetics that may also be appropriate for use in
such research, such as the natural and real-world sound mappings used in proposals for
some network-sonification systems previously [87]. There has not been any comparison of
these approaches for the network-security monitoring context, so our selection of aesthetic
cannot be informed by this. There are two main reasons why we believe sonification
systems with a musical design are likely to be appropriate for this research topic.

Firstly, previous work in sonification has shown that users report finding sonification
systems “fatiguing” when exposed to them over an extended period of time [119, 131]. It
is important that we minimise this effect, given that our aim is to produce systems that
are suitable for use in SOCs. In general, music is intended to be aesthetically pleasing, and
there is much work in designing music that is unobtrusive (deliberate efforts to compose
background music, for example). Music is a paradigm we can draw on, in theory, to produce
sound designs that are aesthetically pleasing and unobtrusive, with the aim of producing
sonification systems that address the problem of the “fatigue” experienced by listeners,
and are more likely to be suitable for the application targeted.

Secondly, the musical canon contains a usable set of recognised sonic patterns. Musical
patterns are implicitly learned, and we anticipate leveraging the cognitive structures ac-
quired by humans over many years of exposure to music, and drawing on these structures
and the associations made with them in order to create effective systems. Using a base
idea of associating the network “normal” with “musical” sounds, we aim to signal the
network “abnormal” by creating strongly recognisable departures from this “music”, that
can be recognised by listeners (for example, the harmonic structures that underlie much
Western music are recognisable following lifelong exposure to them).

1.4 Thesis Structure

This thesis is structured as follows, with the aim of addressing the research questions presented.
In Chapter 2 we present the background information relevant to this research: methods of
monitoring network traffic; SOCs and their use of traditional network-security monitoring tech-
niques; guidelines for and approaches to designing sonification systems; and relevant research
methods.

We then present a review of related literature in Chapter 3, focusing on the application of
sonification to network-security monitoring specifically. Based on this review of the state of the
art, we identify outstanding challenges that are not comprehensively addressed in prior work.
Our aim in constructing the research approach and methodology presented in Chapter 4 is to
address these outstanding challenges through a number of research studies, in order to further
knowledge in this field.

In Chapter 5 we address the problem of sonifying network data from a theoretical perspec-
tive, presenting a model developed to enable such transformations. This model underpins the
sonification designs used throughout the rest of the thesis. In Chapter 6 we address RQ1. Here,
we explore the question of viability experimentally, assessing the effectiveness of a sonification
prototype developed using the model for signalling network-security information to humans.

We address RQ2 in Chapter 7, conducting an online survey and interviews with security
practitioners working in SOCs in order to identify contexts of use in which sonification has the
potential to aid in SOC working practice. RQ3 is also addressed in Chapter 7: we derive inte-
gration and design requirements, which inform our research into designing sonification systems
appropriate for use in SOCs. We present the sonification design requirements for SOCs derived
in the interviews, and demonstrate approaches to addressing them.
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Finally, in Chapters 8 and 9, we address RQ4. In these chapters, we assess the utility of
the developed sonification system in a set of contexts of use for SOCs (contexts derived in the
interviews reported in Chapter 7), through a user study with security pracititioners working
in SOCs. We also examine, and gather the views of security practitioners on, the potential for
such technologies to integrate into real-world SOC settings. We present the sonification system
design and study design in Chapter 8, and the results of the study are reported and discussed
in Chapter 9.

1.5 Publications

We present the research published during the course of this DPhil that relates to the content
of this thesis, and link it to the relevant chapters.

Five articles that relate to the DPhil topic have been published:

• L. Axon, S. Creese, M. Goldsmith, J. R. C. Nurse, Reflecting on the use of sonification for
network monitoring, Proceedings of the International Conference on Emerging Security
Information, Systems and Technologies (IARIA SECURWARE), 2016 (Best Paper Award)
(this publication forms the basis of Chapter 3)

• L. Axon, J. R. C. Nurse, M. Goldsmith and S. Creese, A formalised approach to designing
sonification systems for network-security monitoring, International Journal on Advances
in Security, vol. 10 no. 1&2, 2017 (this publication forms the basis of Chapter 5)

• L. Axon, B. Alahmadi, J. R. C. Nurse, M. Goldsmith and S. Creese, Sonification in
security operations centres: what do security practitioners think?, in Proceedings of the
Workshop on Usable Security (USEC) at the Symposium on Network and Distributed
Systems Security (NDSS), 2018 (Best Paper Award) (this publication forms the basis of
Chapter 7)

• L. Axon, M. Goldsmith and S. Creese, Sonification mappings: estimating effectiveness,
polarities and scaling in an online experiment, Journal of the Audio Engineering Society,
vol. 66 no. 12, pp. 1016-1032, 2018 (this publication forms the basis of Appendix E)

• L. Axon, J. Happa, M. Goldsmith and S. Creese, Hearing attacks in network data: an
effectiveness study, Computers & Security, vol. 83, pp. 367-388, 2019 (this submission
forms the basis of Chapter 6)

One article is currently under journal review:

• L. Axon, M. Goldsmith and S. Creese, Sonification to support the monitoring tasks of secu-
rity operations centres, under journal review (this submission forms the basis of Chapters
8 and 9)

All publications, and submissions currently under review, are presented in Table 1.1, with
my contribution to papers with multiple authors described.
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Table 1.1: Publications, submissions, and contributions of authors

Venue Publication/Submission My Contribution

Proceedings of the International Conference
on Emerging Security Information, Systems
and Technologies (IARIA SECURWARE),
2016 (Best Paper Award)

Conference paper: L. Axon, S. Creese, M.
Goldsmith, J. R. C. Nurse, Reflecting on the use of
sonification for network monitoring (this paper
forms the basis of Chapter 3)

I was the first author of this paper, and was
responsible for the research reported and for
writing the paper, with contributions from the
other authors

International Journal on Advances in Security,
vol. 10 no. 1&2, 2017

Journal article: L. Axon, J. R. C. Nurse, M.
Goldsmith and S. Creese, A formalised approach to
designing sonification systems for network-security
monitoring (this forms the basis of Chapter 5)

I was the first author of this article, and was
responsible for the research reported and for
writing the paper, with contributions from the
other authors

Proceedings of the Workshop on Usable
Security (USEC) at the Symposium on
Network and Distributed Systems Security
(NDSS), 2018 (Best Paper Award)

Workshop paper: L. Axon, B. Alahmadi, J. R. C.
Nurse, M. Goldsmith and S. Creese, Sonification in
security operations centres: what do security
practitioners think? (this paper forms the basis of
Chapter 7)

I was the first author of this paper, and was
responsible for writing the paper, with
contributions from the other authors. The
interviews reported were part of a wider set of
interviews carried out jointly with another author
(Bushra Alahmadi); the questions relating to this
paper were devised, asked, and analysed by myself

Journal of the Audio Engineering Society, vol.
66 no. 12, pp. 1016-1032, 2018

Journal article: L. Axon, M. Goldsmith and S.
Creese, Sonification mappings: estimating
effectiveness, polarities and scaling in an online
experiment (this forms the basis of Appendix E)

I was the first author of this article, and was
responsible for the research reported and for
writing the paper, with contributions from the
other authors

Computers & Security vol. 83, pp. 367-388 L. Axon, J. Happa, M. Goldsmith and S. Creese,
Hearing attacks in network data: an effectiveness
study (this forms the basis of Chapter 6)

I was the first author of this article, and was
responsible for the research reported and for
writing the paper, with contributions from the
other authors

Under journal review L. Axon, M. Goldsmith and S. Creese, Sonification
to support the monitoring tasks of security
operations centres (this submission forms the basis
of Chapters 8 and 9)

I was the first author of this article, and was
responsible for the research reported and for
writing the paper, with contributions from the
other authors
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Chapter 2

Background

We review background in areas relevant to this thesis: monitoring network traffic, existing
approaches to network-security monitoring in SOCs, sonification approaches and research, and
relevant research in the field of Human-Computer Interaction (HCI). Existing literature directly
related to our research — prior literature exploring the use of sonification for network-security
monitoring — is then reviewed in Chapter 3. The ways in which the methodology followed in
the research presented in this thesis drew on the background and existing research presented in
the current chapter is explained in Chapter 4.

2.1 Monitoring Network Traffic

Computer networks may take a range of forms: business and home networks, wireless and mobile
networks. Networks can vary in size according to their application. Local area networks (LANs)
span individual homes or organisations. Metropolitan area networks (MANs) cover whole cities,
and wide area networks (WANs) span countries and continents [168]. LANs are generally used in
businesses to connect machines for resource sharing. In addition, businesses usually use wireless
networks (wireless LANs).

The packets moving through the network from a source to a destination address create
network traffic, which can be captured for observation as part of cybersecurity procedure, or
to provide information on issues such as network or system performance. Network traffic is
generally captured as individual data packets, or as traffic flows (sequences of packets from
source to destination addresses). There are a number of approaches to monitoring network
activity. For LANs, sources of direct information about the low-level network traffic (direct
traffic data) are packet captures (PCAPs produced by Wireshark, for example), Netflow and
Sflow (captures of traffic flows), and logs of activity at network resources (hosts and servers,
for example). The information outputted by security tools (security tool data) such as IDSs can
also be monitored.

• Direct traffic data:

– Packet captures (PCAPs): PCAPs present individual packets travelling through the
network. Both the header and payload information of each packet is represented
in PCAPs. Packet headers contain the following information: time of transmis-
sion; source (IP/port); destination (IP/port); protocol/application; packet size. The
packet contents also capture information about the data contained within the packet.

– Netflow/Sflow: flows are sequences of packets sent over the same connection from
source to destination computers. Tools for capturing flows include Netflow, used for
Cisco routers; and Sflow, which can be used for other routers. These tools collect
information on network flows, and present the following aspects of it: time of flow
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start; flow duration; protocol; source (IP/port); destination (IP/port); number of
packets; bytes.

– Resource activity logs: information can be logged about activity at hosts and servers
on the network. The information logged, that can be used in network-security mon-
itoring, includes authentication attempts, errors generated, and access to resources.

• Security tool data:

– IDS logs: IDS logs present the security events detected by IDSs. The information
usually presented in logs includes the type of event detected (a particular type of
attack, for example), the priority of the event (a value, usually numerical, describing
the priority with which the event should be treated), and information about the
traffic to which the event relates. This includes the time at which the traffic was
observed, its source and destination, the protocol it used, and its attributes (for
example, the sequence number for TCP packets).

– Firewall logs: network traffic reaching the firewall is logged in firewall logs. This in-
cludes packet information (source and destination IP addresses and ports, protocols)
and also includes the packets or connections that are blocked by the firewall (and
so do not reach the internal network).
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Figure 2.1: Monitoring network traffic on a local area network (LAN)

Figure 2.1 shows the types of network monitoring that are possible on LANs. By monitoring
network traffic at different points on a network, different types of information can be gathered.
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Monitoring traffic outside the firewall (point A in Figure 2.1), affords a view of the traffic being
sent from the Internet towards the network, that may then be stopped by the firewall and
therefore not be captured by monitoring inside the firewall only. Monitoring outside the firewall
does not capture traffic that is only internal to the network (i.e., that is sent from one network
machine to another). Monitoring inside the firewall (point B in Figure 2.1) affords a view of
the traffic that has actually passed the firewall and reached the network, as well as the traffic
that is only internal to the network (i.e., that is sent from one network machine to another).

2.2 Network-Security Monitoring in SOCs

The research presented in this thesis is motivated by the monitoring work carried out in SOCs,
and its importance to preventing various types and levels of harm to organisations, as explained
in Section 1.1. In this section, we describe the approaches taken to network-security monitoring
in SOCs, focusing on the use of tools and roles of security practitioners. This information was
of particular importance to the research we present in the later stages of this thesis: to the
proposal of use cases for sonification in SOCs in Chapter 7, and to the development of the
study we report in Chapters 8 and 9, in which we aimed to explore the potential for sonification
to aid in SOC tasks.

The objective of a SOC is primarily to mitigate cybersecurity threats towards the organisa-
tions for which they are responsible [166]. Internal SOCs are responsible for the organisations
they are placed within, and usually operate from a space physically within that organisation,
focusing on monitoring the security of its networks. Multitenanted SOCs are responsible for
monitoring network security on behalf of multiple client organisations. This type of SOC is
usually positioned away from the organisations for which it is responsible, and provides security
monitoring as a service. We explore the utility of sonification to both internal and multitenanted
SOCs in this thesis, and explore key differences between the two with regard to the use of soni-
fication.

Figure 2.2: A SOC (United States Air Force photo) [5]

Throughout this thesis, we use the terms “security practitioner” or “SOC practitioner” to
denote a person who works in a SOC (an analyst, engineer, or manager). The role of security
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analysts can include preliminary detection, triage of events, and responding to customer tickets.
Security engineers are also responsible for maintaining infrastructure, configuring monitoring
tools, and creating detection rules, for example. Figure 2.2 is an example of a SOC, with security
data presented to security practitioners on computer monitors. Practitioners often work with
multiple monitors, positioned on their desks and around the SOC [164]. The figure shows the
use of large screens positioned on the walls, for example, to present monitoring information to
multiple practitioners.

SOCs often operate for 24 hours a day, with practitioners required to work long shifts,
including night shifts, looking at multiple screens for extended time periods. The resulting
pressure and demanding nature of SOC work have been highlighted in HCI research [163, 164]
(reviewing approaches to such research is the sole focus of Section 2.4.3). Pressure arises from the
constant possibility of malicious attacker activity. Timeliness in the detection of such activity is
of paramount importance to maintaining organisational network security. Threats to the network
must be recognised quickly, and dealt with in a way matching the needs of the organisation, in
order to minimise the damage they cause.

Security practitioners working in SOCs interact with a range of automated tools to detect
and mitigate malicious network activity. In Section 2.2.1, we provide a review of the types of
automated detection tools used in SOCs. Security Information and Event Management (SIEM)
tools are widely used to present the information produced by these automated detection tools
to security practitioners, and we review such data-presentation approaches in Section 2.2.2.

2.2.1 Automated Detection Tools

We review the automated security tools used in SOCs. IDSs use signature- or anomaly-based
approaches to detect malicious computer activity. Intrusion-prevention systems (IPSs) auto-
mate the prevention of detected threats, and firewalls block potentially malicious traffic from
reaching the network. Anomaly-detection systems using statistics or machine learning to detect
abnormal behaviour are increasingly used and researched [35]. Alerts are produced by these
automated systems, detailing the presence and types of activity detected. This data is often
collated in integrated SIEM solutions [164] (we describe SIEM tools further in Section 2.2.2).
Below, we focus primarily on detection systems (in particular, IDSs and anomaly detection),
rather than preventative measures (IPSs and firewalls), since threat detection, rather than au-
tomated prevention, is the focus of this thesis.

Network-security monitoring is largely based on alerts given by IDSs. Many IDSs have been
based on Denning’s model [64], which used statistical models and metrics, and rules for acquiring
knowledge about behaviour, to detect abnormal patterns of system usage from audit logs. In
general, there are two types of IDS. Anomaly-based IDSs monitor network traffic, and compare it
against an established baseline (based on bandwidth, protocols, ports, devices, and connections
that are “normal” for the network). Signature-based IDSs, on the other hand, compare packets
monitored on the network against a database of signatures or attributes from known malicious
threats [84].

While a number of widely used manufacturers (Snort, Bro, and Suricata, for example) take
slightly varied approaches to developing signature-based IDSs, the basic concept is the same.1,2,3

Signatures describing the characteristics of activity that should be alerted on are defined, such
that if activity matching these signatures is observed on the network, alerts relating to the
activity are produced by the IDS. The communities of IDS users often produce standard sets
of signatures that can be used to capture general malicious activity.4 Leading SOCs typically
craft bespoke signatures, defined by security practitioners in the form of rules, in order to alert

1https://www.snort.org/
2https://www.bro.org/
3https://suricata-ids.org/
4The Snort 3 Community Ruleset is available at https://www.snort.org/, for example.
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on network activity of concern to their particular organisations. Below, we illustrate the use of
signatures in signature-based IDSs, by presenting an example of a signature format for Snort
Network IDS. Snort is an open-source network IDS for UNIX derivatives and Windows, and is
amongst the most widely used signature-based IDSs. We used Snort IDS to generate the alerts
represented later in this thesis (in Chapters 8 and 9).

alert icmp any any -> $HOME NET any (msg: "ICMP event";

sid: 1000015; classtype: icmp-event;)

The above is a signature that creates an alert if traffic is sent from any source IP address
and port over ICMP to any port on the defined home network (“HOME NET”). This signature,
if matched, would generate an alert with message “ICMP event”, Snort rule ID 1000015, and
would be associated with the pre-defined Snort rule category “icmp-event”.

Another technique used for the detection of malicious traffic by IDSs is anomaly detection.
Anomaly-detection techniques detect changes in systems that may indicate the presence of
threat, and may as such be of interest from a monitoring perspective. In contrast with signature-
based detection, which relies on comparison with known attack signatures, in anomaly detection,
the state of the network is monitored and compared with a “normal” baseline. Anomalous
activity is that which exceeds an acceptable threshold difference from this baseline. Anomaly
detection often informs the output of IDSs and visualizations. There are several reports reflecting
on the state of the art in anomaly-detection techniques [51, 84, 122].

In general, we can divide anomaly-detection methods into three categories [84, 121]: detection
methods based on statistics, in which values are compared against a defined acceptable range
for deviation [65, 192]; detection methods based on Knowledge Systems, in which the current
activity of the system is compared against a rule-based “normal” activity [6]; and detection
methods based on machine learning. The latter are automated methods in which systems learn
about activities and detect whether these are anomalous through supervised or unsupervised
learning [122, 155, 170].

Anomaly-detection techniques based on machine learning are in theory suitable for finding
novel attacks — those which have characteristics similar to attacks previously seen, but do
not match exact characteristics that can be prescribed beforehand in the form of signatures (as
signature-based detection requires) [155]. The machine learning approaches researched and used
include fuzzy logic, genetic algorithms, Bayesian networks, and neural networks [112, 155]. Hy-
brid approaches to anomaly detection combine signature-based detection with machine learning.

There are certain drawbacks to current approaches to the monitoring and analysis of security
data. Existing automated techniques can be unreliable or inaccurate. Signature-based IDSs may
suffer from poorly defined signatures, and are limited to detecting only those attacks for which
signatures are known. The algorithms underlying anomaly-detection techniques using statistics
or machine learning also produce false-positive and false-negative attack detections [10, 84].
There is, therefore, a requirement to identify improved anomaly-detection methods, and this is
an area of continuing research.

2.2.2 Data-Presentation Approaches and SIEM Tools

The role of data-presentation techniques in SOCs is to convey network-security monitoring
information to security practitioners. It is important that security practitioners are presented
with network-security information, such that they are best able to detect anomalies that do
not fit automated detection profiles, and to triage machine-based detection inaccuracies [68].
The provision of effective techniques for conveying network-security monitoring information to
humans is important for SOCs, and an area of continuing academic research [195]. Security
visualizations and text-based interfaces present automated system (e.g., IDS) output, as well
as unparsed network packets, which can enable security practitioners to recognise anomalous
activity [40].
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In practice, the various presentations of network-security data are often integrated into a
single SIEM tool, which is the core tool used by security practitioners in their monitoring work.
SIEMs are used to collect the information pertinent to network-security monitoring from various
sources such as network traffic and flow logs, host, server and firewall logs, and the output of
automated detection tools. SIEMs store this data, make correlations between the data sources,
and present the resulting information in a format comprehensible by security practitioners [33].

A key class of information conveyed by SIEM tools is the output of automated detection
tools such as IDSs (which were described in the previous section). Such information may be
displayed in text-based formats such as tables, streams of alerting information, and command-
line interfaces. Visualizations such as time series and other plots can be used to highlight trends
in alerting information, or present summaries of it. Visualizations generally work by mapping
network data parameters to visual parameters, such that analysts can observe the changes in the
visualization presented and from this deduce changes in, and information about, the network.
The design of effective visualizations involves identifying mappings that represent the data in a
way that can be understood by security practitioners, without inducing cognitive overload, and
can convey clearly information pertaining to the security of the network [150].

As well as alerting information, security visualizations can present information about the
low-level network data. This low-level network data may also be presented in text-based formats
such as tables. There are a number of recent surveys of approaches to visualizing complex
network data. Zhang et al. [195] and Etoty and Erbacher [73] presented reviews reporting
research into improving graphical-layout and user-interaction techniques. As part of ongoing
research into improving the accuracy of automated anomaly-detection methods, one avenue
that has been researched in security-visualization work is the detection of anomalies by humans
observing aspects of the low-level network data [138].

SIEM manufacturers have produced sample SIEM dashboards to demonstrate the types of
data representation available, and possible setups of their SIEM tools for network-security mon-
itoring purposes. The sample dashboards produced for a range of SIEM tools were presented in
an online article [53]. The SIEM tools represented here were LogRhythm; Sentinel and Security
Manager (NetIQ); Enterprise Security Manager (McAfee); Q1 Labs (IBM); and ArcSight (HP).5
6,7,8,9

Figure 2.3 shows the sample McAfee SIEM dashboard presented in that online article. We
included this figure to illustrate the types of data presentation that might be included in a SIEM
tool, although gaining access to information on the actual SIEM setups used by operational
SOCs was not feasible within the scope of this background review. The dashboard includes
alerting information such as a table and time series of network events and their severity, as
well as lower-level information on network flows (in the top right, a plot of flow source and
destination, for example). In Chapter 8, we used such example SIEM dashboards to inform
the development of the SIEM used in the study reported. The way in which this background
informed the design process is detailed in Section 8.2.1.

Based on a review of the use of SIEM tools in SOCs, and related challenges, Bhatt, Manad-
hata and Zomlot summarised their views on the role SIEMs can play in SOC work, in relation
to the work carried out by security practitioners [33, p. 40].

We believe that SIEM systems will never reach the maturity level needed to replace
human analysts in SOCs. At best, they’ll be tools in analysts’ and network ad-
ministrators’ decision-making processes. Hence, SIEM systems face the challenge of

5https://logrhythm.com
6https://www.netiq.com
7https://www.mcafee.com/enterprise/en-us/products/enterprise-security-manager.html#vt=

vtab-Overview
8https://www.ibm.com/us-en/marketplace
9https://software.microfocus.com/en-us/solutions/enterprise-security#
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Figure 2.3: Sample McAfee SIEM dashboard (as presented in an online article [53])

summarizing analysis results and presenting them so that humans can make more ef-
fective and efficient decisions, for instance, identifying a new attack or deciding which
security alerts to respond to. SIEM systems must develop visualization techniques
that aid humans in gathering information from large quantities of data, provide
context information in a timely manner, and work at different organizational levels,
such as system administrator and higher-level management.

This summary highlights that the utility of SIEM tools and the automated approaches that
feed them may not lie in making decisions, or acting alone in the mitigation of network threats
(such that they might eventually act independently of human practitioners). Rather, the role of
SIEM tools is to optimise the efficacy of security practitioners, by providing information critical
to their network-security monitoring work in a comprehensible and usable way. Alongside the
SIEM, security practitioners may also use other individual tools. This includes, for example,
the use of low-level views of the packets captured on the network by tools such as Wireshark
[164].10

2.3 Sonification: a Background

We review various aspects of existing sonification research: guidelines for and approaches to soni-
fication design; applications of sonification in prior work; aesthetic sonification and musification;
psychological factors affecting the use of sonification; and guidance on using and experimenting
with mappings from data to sound.

Sonification is the presentation of data in a sonic form — generally a non-speech form (the
term “auditory display” refers to a wider field that also encompasses speech-based sonic presen-
tation). Kramer et al. defined sonification in the Sonification Report, prepared by researchers
at the 1999 International Conference on Auditory Display (ICAD) to present the status of the
field [120].

10https://www.wireshark.org/
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... sonification is the transformation of data relations into perceived relations in an
acoustic signal for the purposes of facilitating communication or interpretation.

De Campo presented working definitions highlighting the difference between auditory infor-
mation display and data sonification, which are both presented as subspecies of auditory display
[60]. While auditory information display is described as representing well-known information as
sound, and includes speech messages at airports and auditory feedback sounds on computers,
sonification represents information the value of which is often unknown beforehand. For real-
time network monitoring, therefore, sonification describes the appropriate approach to the sonic
representation of data, as we look to represent previously unknown information on processes as
they occur.

2.3.1 Sonification Approaches, Models and Guidance

Throughout sonification literature, approaches are divided into three groups: event-based sonifi-
cation, parameter-mapping sonification, and model-based sonification. De Campo outlined these
groupings in [60].

1. Event-based sonification. These are sonifications based on simple triggering: alerts and
alarms triggered by recognised events. Numerous techniques for event-based sonification
are listed by Csapó and Wersényi [55]: auditory icons (discrete sound events representing
a defined event, which can be intuitively understood by anybody without prior knowl-
edge of what is represented); earcons (like auditory icons, but not necessarily intuitive
mappings — can be understood by those who have learnt the mapping from concepts
to sounds); spearcons (time-compressed speech samples that are often names, words or
simple phrases); spindices (accelerated initial sounds to provide direct information on the
starting letter); auditory emoticons; spemoticons (acoustic events synthesised based on
meaningless vocal expressions that do not occur in real life); musicons (extremely brief
samples of well-known music); and morphocons (earcons and earcon families that can be
customised to users’ preferences).

2. Parameter-mapping sonification (PMSon). In parameter-mapping sonification,
changes in some data dimensions are represented by changes in acoustic dimensions; data
parameters are mapped to acoustic parameters continuously. A common approach is the
mapping of various parameters of sound (pitch, timbre, tempo, for example) to the various
dimensions of a multidimensional dataset (a dataset could list types of car, for example,
with parameters describing their size, speed and colour). According to Neuhoff, three of
the auditory dimensions that are most commonly used are pitch, loudness and timbre
[136].

3. Model-based sonification

In model-based sonification, a virtual model is built by the designer. The acoustic response
to the model is based on user interaction: the user can probe the model and receive acoustic
responses derived from the data. From these responses to probing the model, the user can
come to understand the data. Sonification designers have produced examples of interactive
model-based sonifications [100, 103].

In the context of this project, parameter-mapping sonification is suited to continuous, periph-
eral and non-exploratory monitoring systems (representations of network state), while model-
based sonification may be more effectively used for dynamic, exploratory systems. Event-based
sonification is suited to the representation of defined events; in particular, alerts generated by
automated systems. As described in Section 1.3, we focus on the use of parameter-mapping
sonification in this thesis, and later explore the use of event-based sonification for representing
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alerts. In Section 2.3.5, we review existing approaches to parameter-mapping sonification in
more detail, and identify guidance on the selection of and experimentation with mappings from
data to sound parameters.

There is no fully established set of guidelines for sonification. There have, however, been
efforts to establish sets of principles for effective sonification design in prior literature, and
at conferences such as the International Conference on Auditory Display (ICAD). A number
of guidelines for different aspects of sonification design, implementation, and validation have
been proposed [22, 26, 60]. Kramer’s widely referenced book on auditory display provides de-
sign guidance [118]. Kramer also presented design principles, linking implementation techniques
with perceptual issues [119]. “The Sonification Handbook” presents the guidance of sonification
researchers on topics ranging from parameter-mapping sonification approaches to the human
perception of auditory displays, for example [101].

We now present the frameworks and methods described in prior sonification literature that
we can draw on in this research. We begin by presenting frameworks for the sonification design
process. We then describe guidelines in sonification aesthetics and data-sound mappings. In
Section 4.1, we describe how the methodologies we used in the research reported in this thesis
were guided by some of the information reported here.

Some taxonomies of approaches to sonification design exist. A workshop on the reusability of
design knowledge, Recycling Auditory Displays at ICAD 2008, produced a taxonomy of funda-
mental approaches to auditory display design [26]. Barrass’ thesis provides a sonification-specific
taxonomy and the “TaDa” framework for task-based auditory information design, with which
designers start from the information requirements of the task and then consider the meaning of
these requirements in terms of sound mappings [22]. Barrass presented a perceptual framework
for the auditory display of scientific data, which includes a translation of the application of
colour sequences in information visualization to the sonification domain [24].

Barrass also established design patterns for sonification [3, 23]. The patterns make recom-
mendations as to which sonification approaches are appropriate for representing particular types
of data, with particular aims, and when faced with particular problems. We draw on these design
patterns for this research project, in considering appropriate methods of sonifying particular
data types (as described in Section 4.1). For the sonification of low-level network packet traf-
fic, for example, with the aim of enabling the capability to explore patterns in this data, the
following design pattern is relevant (quoted directly from Barrass’ patterns [23, pp. 172-173]),
and suggests that a real-time parameter-mapping of the data to sound is appropriate:

PerceivingPatternsInData
IF you find yourself
Designing a display to support exploration and discovery of patterns in complex
multi-attribute, multi-dimensional and/or time-varying data
for example
e1: predicting the direction of stock prices from depth of market stock data
e2: analysing high-dimensional data sets
e3: exploring patterns in spectral oceanography data
with the problem that
it is difficult to perceive higher level information about relations between attributes
in conventional graphs and impossible to perceive patterns in tables of data values
entailing forces
f1: the need to perceive global information about the entire data set
f2: the need to perceive intermediate level information about relations between at-
tributes as they vary over time
f3: the need to perceive local level information about how individual attributes vary
with time
THEN
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Use a sonification to provide time varying information about multiple attributes
Apply
The primitive levels heuristics from Bregman’s theory of auditory scene analysis [42]
to map data attributes onto the attributes of auditory streams
to construct
auditory streams that perceptually group and segregate to reflect higher level rela-
tions between attributes
leading to
the capability to explore and find patterns in complex data by listening to it
and
a perceptually structured information soundscape

De Campo presented the Sonification Design Space Map (SDSM), which allows designers to
explore design choices [60]. This map describes the questions to be addressed in any sonification
design process. The map presents, as axes, the following three key questions for reasoning about
data requirements in sonification design:

1. How many data points are required for patterns to emerge?

2. What properties of data dimensions should be represented?

3. How many sound streams should be present in the design?

Frauenberger and Stockman developed a methodological framework for auditory display
design, the PACO framework [78]. Here, the aim was to provide a pattern-based framework for
the design of auditory display, such that non-experts could design an auditory display. Both the
SDSM and the PACO framework can be used when considering task and context, and in Section
5.4, we show how we used the SDSM to reason about the requirements of our sonification model.

Some work in formalising the sonification of data has been presented previously. For parameter-
mapping sonification, a formalised representation of the sonification mapping function was given
by Hermann [99]. In that representation, the parameter-mapping function g : Rd → Rm de-
scribes the mapping from a d -dimensional dataset 〈x1, ..., xd〉 ∈ Rd to an m-dimensional vector
of acoustic attributes which are parameters of the signal generator. The q-channel sound signal
s(t) is computed as a function f : Rm+1 → Rq of the parameter-mapping function g applied to
the dataset, and time t:

s(t) =
∑d

i=1 f(g(xi), t).

In Section 4.1, we describe how we drew on the above formalisation in the development of
the parameter-mapping sonification model we present in Chapter 5.

A range of sound programming languages have been used in prior work on sonification:
SuperCollider, Chuck, Pure Data and Jython Music, are among the most popular. We selected
SuperCollider for this research, since it has been used effectively in similar work.11

2.3.2 Prior Applications of Sonification

Early instances of sonification can be found in seismology, and in cockpit warnings and alarms.
Bly mapped six-dimensional data to the pitch, volume, duration, waveshape, attack and over-
tones of a synthesised tone in 1982, and showed that participants could classify the data using
the sonification as well as they could using a visual representation [38].

In more recent years, sonification has been researched and used in numerous fields, such as
financial markets, medicine (electroencephalography (EEG) monitoring [95] and image analysis

11http://supercollider.github.io/
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[106]) and astronomy. It has been shown that the presentation of sonified data can improve
certain capabilities in a number of applications: improved capabilities in the exploratory analysis
of EEG data, for example [99].

Sonification has been used for three main functions: 1) alerts, alarms and warnings; 2)
status, process and monitoring messages; and 3) data exploration [183, p. 12]. Vickers gave an
overview of the application of sonification to process monitoring, and argued that sonification
is particularly well-suited to use in process-monitoring applications [174]. In such applications,
in which it is crucial to monitor developments in real time, sonification is appropriate because
sound is inherently a temporal medium (according to Mountford and Gaver [135]).

Sonification has been applied to real-time monitoring in a range of fields: business-process
monitoring [104], and industrial production monitoring [85], for example. Design considerations
for a background auditory monitoring display to aid pilot situational awareness were presented
by Kazem, Noyes and Lieven [113]. Although this is not situational awareness in the cyber
domain, this use of a background auditory display for aiding users to maintain awareness of the
processes they are monitoring is close to the anticipated function of our network sonification
systems. The authors focused on design, and concluded with a requirement for flexible research
tools to investigate the possibilities of background auditory environments in this context. The
authors also argued that based on prior work it seems that humans have the ability to leave
unattended and yet still monitor background auditory information channels. This bolsters the
argument that it is important to explore the potential for background auditory information to
enhance cyber situational awareness.

2.3.3 Aesthetic Sonification and Musification

As we explained in the research scope in Chapter 1.3, the sonification systems developed for
use in the research reported in this thesis have a musical aesthetic. Prior research into musical
sonification aesthetics — system design, theories, and user testing — can be drawn on, as
well as compositional techniques from music, including the development of data-driven and
algorithmic music. We explore the crossover between music and sonification, with the aim of
developing network sonifications that are “musical”.

There is an important distinction between musical sonification, which must have a purpose:
the communication of some information; and data-driven music with the sole aim of creating
art. Whereas sonification has the practical primary aim of conveying information to the listener
through sound, musical compositions have the aesthetic primary aim of creating music. While
we aim to develop approaches to the former, we posit that some of the techniques used in the
latter might inform the design of musical sonifications.

This review is in two parts: first, we explore sonification approaches that focus on aesthetics
and music — “musification” in particular. We then present techniques from music composition
that are in some way relevant to sonification.

Sonification, as defined by Kramer et al., is the representation of data using sound; there
is by definition no requirement for aesthetics or musicality [120]. Broadly speaking, the output
of sonification systems is driven by the underlying data in a way that is not musical. There is,
however, some prior work in designing sonifications with a musical aesthetic, and in “musifica-
tion” — a derivative of sonification in which the outputted sound is intended to be in some way
musical. Edlund defined musification to be “the musical representation of data” [54] .

There have been a number of theories and sets of guidance on musical sonification aesthetics.
Fritz proposed a model for sonification design that is centred on intersections of culturally
perceived features of music [80]. Straebel related sonification design to historical movements,
concepts and theories of music, with a particular focus on Romanticism [162]. Vickers and
Hogg explored sonification aesthetics, associating sonifications with their closest analogue in
the musical world [175]. Stallmann, Peres and Cortum explored the design of auditory stimulus
using concepts and techniques commonly used in musical composition [157].
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Barrass, Schaffert and Barrass compared the use of musification to other methods of soni-
fication for the communication of health- and exercise-related information [27]. The study, in
which six different sonifications were compared, showed that sonification based on algorithmic
music was the most frequently chosen for use by users, who also reported it to be the most liked;
sinusoidal sonification and musification were also chosen frequently compared with sonification
based on weather metaphors and speech formants (vowel-like sounds).

Childs, Perkins and Brooks proposed a data-independent system and method for the musical
sonification of a stream of complex data [52]. This converted data to sound parameters based on
the configuration data and a mapping scheme, to produce a personalised musical rendering of
some data. There is a significant body of prior research into musification in biology: for artificial
life and cellular automata [9, 8, 36, 37]; micro-organism movements [189]; and mapping EEG
information to music [70]. The musification of computer game processes has also been explored
[188].

Barra et al. took a musical approach to the development of sonifications of web servers,
with the aim that administrators could listen for a long time without becoming fatigued [21].
Their approach was to mix external music of the administrator’s choice with system-generated
music. The administrator could personalise the system by configuring it to associate web server
events with specific external musical tracks of their choice. The background music (the system-
generated music) had the aim of reducing listener fatigue with “musical structure that’s neutral
with respect to the usual and conventional musical themes” [21]. Vickers and Hogg wrote that
this approach drew on the ideas in musical composition of Luigi Russolo, Pierre Schaeffer’s
musique concrète, Edgard Varèse’s Poème Electronique and John Cage’s aleatoric compositions
such as Music of Changes [175].

The Crumbs software was developed for use in biological imaging research, with the aim
of generating sonification that would be melodic and unobtrusive [41]. The goal was to create
a sonification method that would avoid a problem observed in previous work: that repetitious
tones and dissonant chords made sonifications difficult to listen to for extended periods of time.
Crumbs sonified a magnetic resonance imaging (MRI) scan of a horse’s leg by rotating through
several different dorian scale melodies played on a guitar. As the user got closer to fibrous tissue
(aiding in the search for which was the aim of the system), other instruments were added: a
piano in both single and multiple registers, a synthesised voice instrument, and a flute. All
instruments played when the user reached the most dense region of fibre.

User testing of musical sonification systems has been carried out. Parameters of music were
defined and evaluated in a user experiment which explored their perceived properties, perceived
influence on the music as a whole, and emotional content [31]. The musical parameters involved
were mode (major/minor), instrumentation, tempo, accent evenness, articulation, volume, and
register. The authors found clear associations between musical parameters and the basic emo-
tions they were perceived to express. It was also found that for some of the musical parameters
explored, musicians performed significantly differently to those participants who did not have
musical training; for example, musicians frequently expressed that changes to the mode param-
eter had the most altering effect on the music overall, while for non-musicians instrumentation
and accent evenness were chosen more frequently. Participants were asked to manipulate mu-
sical parameters to represent emotions presented: “happiness” and “sadness”. For all musical
parameters, it was shown that the emotions presented significantly affected the changes made
to the musical parameters by the participants.

Musical sonifications have been designed as art. The Sydney Opera House Studio staged a
concert of sonifications with a call for submissions of “musically satisfying” and “data-driven”
sonifications.12 De Campo organised another concert for sonifications of socio-economic data in
the Institute of Contemporary Arts, London.13 These concerts, which bridge sonification, music

12http://www.icad.org/websiteV2.0/Conferences/ICAD2004/concert_call.htm
13http://cogsci.eecs.qmul.ac.uk/oldpages/icad2006/concertcall.php
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and artistic practices, are highly relevant and their programmes worthy of exploration to drive
musical sonification design.

We have considered sonification approaches that focus on aesthetics and music. We now
explore techniques from musical composition that are data-driven, or in some way related to
sonification. Throughout the history of musical composition, composers have used extra-musical
material to inform their work. In Ancient Greece, music was composed that was informed
by geometric ratios, and Mozart used dice throws to inform his compositions [28, p. 145].
More recently, Karlheinz Stockhausen and Iannis Xenakis have composed music informed by
extra-musical sources [162]; Xenakis famously used statistics and stochastic processes in his
compositions. Composers have drawn on data-driven composition, in recent years particularly,
using data relations and natural patterns as compositional tools: planetary motion and natural
language patterns, for example.

The experimental music composed from the mid-20th century onwards has interesting links
with sonification. Pierre Schaeffer’s Musique Concrète, originating in France in the 1940s, uses
electronic means to produce music from extra-musical sound material: the sounds of the natural
environment, synthesised sounds, sounds derived from digital-signature processing, as well as
human voices and musical instruments. This approach to organising extra-musical material
into music is somewhat similar to that required for the development of data sonifications that
are musical. For aesthetic sonification, lessons might be learned from the techniques used in
this musical paradigm: fragmentation, organisation and transposition of sound resources which,
amongst other treatments, interact in Schaeffer’s jeu (play).

Algorithmic composition, in which music is composed from computational models of, for
example, fractal equations and neural networks, is close to sonification insofar as underlying
processes determine the sound composition. Similarly, extra-musical data such as EEG brain-
waves and Internet traffic have been used to inform the composition of computer music [25].

2.3.4 Auditory Perception and Psychological Factors

Observing relevant knowledge from the science of auditory perception and cognition is key to
the development of effective sonification approaches, and there exists a wealth of literature
on the subject. An understanding of the ways in which humans hear sound, their cognitive
limits, and the associations they make with different sounds (which may be affected by cultural
background or references to popular culture, for example) is required in order for the designer
to have control over users’ perceptions of the sonifications they develop.

Some key sources of knowledge on this subject include a large body of work by Deutsch on
auditory perception and pattern recognition [66]; Bregman’s theory of auditory scene analysis
(a well-regarded model in auditory perception for the organisation of sound into perceptually
meaningful elements by the human auditory system) [42]; and Levitin’s auditory perception
work with a focus on music [124]. The psychoacoustic factors associated with a range of sound
parameters must inform our research: common human associations with, and responses to, sound
parameters such as pitch and tempo, for example. Prior studies address correlations between
sound properties and perceived urgency [31, 71, 98]. Information on this area of psychoacoustics
is presented by Neuhoff, with a focus on its application to sonification [136].

For our research, in which we hope to facilitate network-attack and security-event detection
by presenting sound from which security practitioners may recognise patterns, knowledge about
the human pattern-recognition ability, using sound in particular, is relevant. It is known that the
human brain is a very strong pattern processor in general [131]. Deutsch argued that humans
also have a strong ability to recognise composite musical patterns [66]. Neuhoff presented the
following comparison of the perceptive strengths of the visual and auditory systems [136, p. 73],
which draws on prior work [109, 110]. The comparison highlights the strength of the auditory
system in perceiving temporal information such as tempo and rhythm:
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One indication of the dominance of vision over other senses in humans is the tremen-
dous disparity in the amount of cortex devoted to visual processing when compared
to the other sensory modalities. Thus, as one might expect, the visual system tends
to show better performance on many types of perceptual tasks when compared to
audition (e.g. spatial localization). However, when it comes to rhythmic perception
and temporal resolution, the auditory system tends to perform significantly better
than the visual system. Thus, auditory display is particularly well suited for domains
in which rhythmic perception and temporal discrimination are critical and domains
in which the underlying data lend themselves to rhythmic and temporal variation,
particularly when the rate of presentation is within the optimal sensitivity range of
tempi for the user.

There is evidence that humans can achieve very high performances in pattern recognition
in some contexts using sonification. User testing showed that users could classify vectors with
extremely high accuracy (90% after first training, 98% and 100% after second training) by lis-
tening to a sonification of a multivariate dataset containing elemental concentrations of metals
[193]. Cullen and Coleman explored human pattern-recognition capabilities using data soni-
fication [56], and argued that the human audio-processing capability is innate, demonstrated
by the ability of infants to discriminate pitch, melodic contour and rhythm as well as adults
can. In that article, guidelines for human pattern recognition in the context of sonification were
presented. Testing of the effects of melodic contour and rhythm on pattern recognition showed
that participants detected patterns more efficiently using melodic contour than using event-
based earcons. Participants also performed better at recognising patterns using a sonification
when it was rhythmically parsed [56]. With regard to anomaly detection, a study by Smith et
al. provides tentative support for the hypothesis that the right hemisphere of the human brain
performs better than the left at detecting anomalies [153].

A challenge we were aware of throughout this research is the question of variations in sound
perception: perceived emotional content of, and responses to, sound across people with different
cultural backgrounds. Addressing this challenge by exploring the effect of cultural differences
would be an important part of understanding the utility of sonification to SOCs; in particular,
how scalable the approach is to different users. In this thesis, the sonification design approach
draws on the Western musical tradition, and the user studies we report involve practitioners
working in Westerns SOCs. The question of how these systems would be perceived by practi-
tioners from other cultures is not addressed, but we review prior work on the subject here, and
highlight this as an important direction for future research in Chapter 10.

It is known that visual perception varies between different cultures; a well-known example
is the colour red, which suggests danger in Western culture, but is associated with good luck
in Chinese culture. Musical tradition varies between cultures, with the structures behind the
Western musical tradition differing greatly to those underlying other traditions. This suggests
that the perception of sound may also differ cross-culturally, and that the development of a
sonification system that can be used effectively in network-monitoring tasks by security prac-
titioners of Western origin, for example, may not necessarily be universally useful. This has
implications for the utility of sonification to SOC practitioners, and it is worth exploring the
extent to which users’ cultural backgrounds, and variations in their levels of musical exposure,
affect their design preferences for, and their ability to use, sonification systems.

There is some prior work exploring cross-cultural differences in the associations humans hold
with particular sounds. Universal recognition of basic emotions (happy, scared/fearful) in music
was explored in a cross-cultural study involving two groups supposedly näıve of one another’s
respective musical cultures — the native African Mafa population and Western participants [81].
The results indicated that the Mafas recognised the three emotions represented in the Western
music above chance, and thus showed that the expression of these emotions through Western
music can be universally recognised. An experiment was carried out to investigate whether
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the perception of emotions in music is culture-specific or multicultural [7]. The experiment
involved subjects from Western Europe (Germany and Norway) and Asia (South Korea and
Indonesia), with results that indicated pan-cultural emotional sentience in music, although
with cultural specifics. Trained musicians in this experiment gained a slight, but statistically
significant, predominance over non-musicians. “Happy” and “sad” were the emotional categories
that participants were universally able to detect from the music. Differences between groups
were shown for other emotions; particularly for those that were not typical of musical expression,
such as “disgust”.

2.3.5 Data-Sound Mappings

As we explained in Sections 1.3 and 2.3.1, parameter-mapping sonification is the approach we
take to sonification design throughout the majority of the research presented in this thesis. In
parameter-mapping sonification, changes in some data parameters are represented by changes
in sound parameters, where data and sound parameters are described as follows.

• Data parameters are properties of the data under study, which the designer intends
to represent the state of using sonification. In a multidimensional dataset representing
the properties of a body of water, for example, selected data parameters may include the
volume and temperature of the water.

• Sound parameters are properties created by the acoustic signal generator, using which
the sonification designer intends to convey information about the data under study. A
sonification may use multiple sound parameters. The sound parameter tempo, for example,
may be used to represent the temperature of water, and vary accordingly. The volume of
water may be represented by another sound parameter such as amplitude (loudness).

Parameter-mapping sonification allows data parameters to be mapped to acoustic parame-
ters continuously. A common approach is the mapping of various parameters of sound (pitch,
timbre, tempo, for example) to the various dimensions of a multidimensional dataset [92]. Models
describing approaches to designing parameter-mapping sonification systems have been presented
[99, 190]. In general, data parameters are chosen based on context, and on the data properties
the designer wishes to represent. Using parameter-mapping models, these data parameters can
then be mapped to sound parameters, taking into consideration the suitability of different sonic
properties for signalling data properties, and the number of data points that can be represented,
discretely or continuously, using different sound parameters [59].

It has been shown that the data-sound mappings used can impact the effectiveness of a
sonification system. Parseihian et al. compared sonifications of guidance systems, and showed
that sonification strategies based on pitch and tempo enabled higher precision than strategies
based on loudness and brightness [143]. It is therefore important that suitable mappings are
made from data to sound in the design of sonification systems. For guidance in data-sound
mappings, scaling and polarity for sonification design, we can observe prior work. There is
existing knowledge on appropriate sound mapping designs for data quantities, presented in prior
theoretical and experimental work. Stevens investigated the psychophysical scaling functions
between auditory parameters and subjective perceptions of stimuli — the change in sound
perceived compared with the actual change in sound [158, 159, 160, 161].

Dubus and Bresin presented a review of the sonification design strategies and mappings
used across 179 publications related to the sonification of physical quantities [67]. They found
that a proper evaluation of the sonification mappings used was performed only by very few of
the works reviewed. Of particular relevance to our research, they constructed a database of the
mappings used in the reviewed works, with 495 entries, analysing their frequency of use, and
any work experimenting with them, successful or unsuccessful. It was reported that pitch was
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the most-used sound dimension, occurring in 23.8% of the mappings reviewed. We drew on this
review in developing the data-sound mappings used in the research reported in this thesis.

2.4 Human-Computer Interaction (HCI)

In an introduction to the research area, Booth defines HCI to be “the study of the interaction
between humans and computers” [39]. Booth outlines the components of HCI more specifically.
HCI is concerned with developing methods to assess the needs of users, and suggesting tech-
nologies based on this to meet the needs of users in particular situations. User-centred systems
design (UCSD) is a key part of HCI, taking account of the user to ensure that computer sys-
tems provide users with the required information and functions. Developed systems may impact
individual users, as well as larger groups such as organisations, and examining the impact of
systems on their users is part of HCI research.

Many aspects of the research reported in this thesis can be classed as HCI research, given
our aim to develop sonification systems and assess their utility to security practitioners in SOCs.
Thus, it was important that our research methods were informed by existing knowledge in HCI.
In the following sections, we review the previous HCI research most relevant to this research
project. In Section 4.1, we describe how some of this research informed our development of the
methodologies used in this thesis.

2.4.1 User-Centred Systems Design (UCSD)

UCSD describes a set of processes for addressing the needs of users in the development of
computer systems. The tasks of users using the system, the environments in which they will
use it, and requirements with regard to usability and integration are addressed through UCSD.
Users of systems being developed are generally involved in specifying their requirements and
evaluating whether these are met by the system.

UCSD processes are important for this research, in which we aim to design systems that
meet the network-security monitoring requirements of users (security practitioners working in
SOCs), and evaluate the systems against these requirements. The UCSD principles relevant to
our research are as follows, quoted directly from Gulliksen et al. [93, pp. 401-403].

1. User activity — the goals of the activity, the work domain or context of use,
the user’s goals, tasks and needs should early guide the development.

2. Active user involvement — representative users should actively participate,
early and continuously throughout the entire development process and through-
out the system lifecycle.

3. Evolutionary systems development — the systems development should be both
iterative and incremental.

4. Simple design representations — the design must be represented in such ways
that it can be easily understood by users and all other stakeholders.

5. Prototyping — early and continuously, prototypes should be used to visualize
and evaluate ideas and design solutions in cooperation with the end users.

6. Evaluate use in context — baselined usability goals and design criteria should
control the development.

7. Explicit and conscious design activities — the development process should
contain dedicated design activities.
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8. A professional attitude — the development process should be performed by
effective multidisciplinary teams.

9. Usability champion — usability experts should be involved early and contin-
uously throughout the development lifecycle.

10. Holistic design — all aspects that influence the future use situation should be
developed in parallel.

11. Processes customisation — the UCSD process must be specified, adapted
and/or implemented locally in each organization.

12. A user-centred attitude should always be established.

We used requirements analysis to explore the needs of SOC practitioners, as part of this
UCSD process. The aim of requirements analysis is to establish the needs of users of a software
system, and to explore the meaning of these needs in terms of systems design [167]. Maguire
and Bevan presented a four-stage approach to requirements analysis [127], which is presented
in Figure 2.4. We used this requirements analysis approach in eliciting the requirements of SOC
practitioners in the research reported in Chapter 7.

Information
gathering

Identify
user needs

Envisioning
and evaluation

Requirements
specification

Figure 2.4: Requirements analysis process [127]

As another part of the UCSD process, we assessed the usability of the systems we devel-
oped (in Chapters 8 and 9), using the System Usability Scale (SUS) and BUZZ scale for user
experience with auditory interfaces. SUS is a widely used tool for assessing the usability of
systems in general, consisting of a 10-item questionnaire, to each item of which participants
indicate their response on a 5-point scale from strongly disagree to strongly agree [43]. BUZZ
is a questionnaire for assessing the experience of users of auditory interfaces specifically. The
questionnaire consists of 11 items, responses to each of which participants record on a 7-point
scale from strongly disagree to strongly agree [169]. The SUS and BUZZ questionnaires are
presented in Appendix C.

2.4.2 HCI Work in Sonification

Ibrahim and Hunt presented an HCI model for the usability of sonification applications [107].
The model was in two parts: the Sonification Application Model (which relates to “what the
application or designer would like the user to do and to know”) and the User Interpretation
Construction Model (which relates to “what the user might perceive and understand”. The model
was based on the definition of sonification, issues that exist in sonification design, an assumed
definition of usability for sonification, a data state model, and Norman’s HCI model (presented
by Norman for HCI in general [139]).

Barrass and Zehner explored the sonification of well logs, considering the requirements of
users: geological interpreters building models of underground formations, and stakeholders in
oil and gas companies, software and research [29]. Users were experts in oil and gas exploration,
but had little (or no) experience with sonification. The derived requirements were that the soni-
fication must be useful and usable, easily explained and quick to understand. The requirements
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analysis in this research was done in three stages: task identification, scenario description, and
information characterisation, which drew on methods from HCI and scientific visualization [49].

Hermann and Nattkemper sonified multidimensional biomedical datasets containing images
based on requirements for multi-parameter fluorescence microscopy data of immunifluorescently
labelled lymphocytes [102]. The sonification was designed to meet specific requirements: easy
perception of cells with identical patterns as identical sounds; similarity of the sounds of the
sonification of similar cell fluorescence patterns; extensibility of the sonification to add future
markers without changing the sound characteristic; short duration of the sonification — ap-
proximately one second, to allow fast browsing of the image.

Van Scoy discussed the capacity for sonification to meet the described goals of visualiza-
tion of complex datasets [172]. The sonification of scores and simple mathematical functions
from basketball games was presented as an example in that discussion. Van Scoy listed the
requirements for excellence in statistical graphics, which include making large datasets coher-
ent, encouraging the eye to compare different pieces of data, revealing data at different levels
of detail (from broad overviews to smaller detail), and serving a clear purpose (description or
exploration, for example).

These methods used in prior work for deriving sonification requirements tend to be based
on the researchers considering the characteristics of the data, and its conversion to sound from
a theoretical perspective. We drew on these theoretical approaches to deriving sonification re-
quirements, in the development of the sonification model (presented in Chapter 5). We also
involved end-users in the requirements elicitation stage (presented in Chapter 7), interviewing
security practitioners working in SOCs to identify requirements for the development of sonifi-
cation systems for network-security monitoring.

Studies assessing the performance of users of sonification systems have been carried out.
Hildebrandt, Hermann and Rinderle-Ma compared the utility of continuous sonification with
auditory alerts and visual only conditions for business-process monitoring tasks [105]. In the
experiment, participants showed significantly higher monitoring performances in the continuous
sonification condition, while the main task was not significantly affected by this condition.

The approach taken in the above study was to compare participants’ performances in a
main task (in which participants solved arithmetic problems) and a secondary monitoring task,
using three monitoring conditions: visual only, visual and auditory alerts, and visual with a
continuous sonification of process events (the sonification was based on a forest soundscape).
The research we report in Chapters 8 and 9 was informed by aspects of this methodology. In
particular, we drew on their presentation of the separate primary task and assessment of the
peripheral monitoring capability of participants, in assessing the non-primary task monitoring
performance of SOC practitioners using sonification.

2.4.3 HCI Studies in SOCs

A number of HCI articles have focused on examining the work of security practitioners in
SOCs, and the challenges faced. This has included interview-based research [69, 185, 187], and
ethnographic fieldwork [57, 164, 184]. We reflect on some of the most pertinent to our research.

Sundamarthy et al. conducted anthropological fieldwork in SOCs spanning four years. Stu-
dents trained in anthropological methods were embedded in three different SOCs as security
analysts [163, 164, 165, 166]. Activity Theory was used to model SOC operations, and the suc-
cesses and failures encountered in integrating new technologies into SOCs were studied. The
implications of the findings for improving SOC operations were described, including the need
for useful new tools to be dynamic and constantly resolve emerging conflicts [165]. Factors con-
tributing to security analyst burnout, rates of which are consistently high, were modelled as a
cycle linking factors concerning skills, empowerment, creativity and growth [163].

Werlinger et al. used interviews and participatory observation to identify the interactions of
security practitioners [184, 185, 186]. They found that the existing tools used were not sufficient
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to support complex security tasks. In extended research, Werlinger et al. used semi-structured
interviews to understand the security incident-response practices of security practitioners [187].
Findings included a tendency for complication of incident diagnosis by usability issues with
security tools, and by a need for practitioners to rely on their own knowledge.

D’Amico et al. investigated the workflow, decision processes, and tool use of security prac-
titioners in SOCs using cognitive task analysis as part of interviews and observations [57].
Cognitive challenges including the massive amounts of network data were identified. D’Amico
also used a survey and interviews to explore the perspectives of security practitioners on the use
of security visualizations in their work [68]. Findings indicated that visualizations could sup-
port data analysis. D’Amico et al. describe the aspects of network data that security analysts
observe in order to achieve network situational awareness, presenting a list of these aspects of
the network data, obtained through a cognitive task analysis performed with security analysts
[57].

In summary, interviews and ethnographic fieldwork have both produced important findings
relating to SOC tool use and working practice in prior work. This informed the methodologies
(described in Chapter 4) we used to explore the potential utility of sonification to SOCs in
Chapters 7 and 8.

2.5 Summary

We reviewed existing knowledge in a number of areas relevant to the research we present in this
thesis. These are areas that can inform the research, but are not directly related to the topic
of this thesis (directly related literature reporting the design and use of sonification systems
for network-security monitoring is presented in the next chapter). Of particular importance
is information relating to SOC working practice and the use of tools such as SIEMs, which
informed our development of the studies we carried out with SOC practitioners, as described in
Chapter 4.

From the survey of the current state of the art in sonification applications and design (Section
2.3.1), we observe that there is a large body of knowledge around specific techniques for, methods
of implementation of, and psychological factors affecting, sonification. There is, however, no
definitive set of principles for sonification design. Nor has there been any extensive comparison of
the results achieved by different sonification approaches: in all application domains the approach
to design has been largely experimental.

While the body of existing knowledge in sonification can be drawn on therefore, it cannot
form the sole basis of our sonification design. User testing will be a vital part of the development
of sonifications in our research, to ensure that requirements are being met. In the involvement
of users in these studies, it is critical that we draw on knowledge in the field of HCI to ensure
that the processes used are effective and the results reliable. In Chapter 4, we explain how the
research methodology we developed for this thesis was informed by the relevant background we
have presented in this chapter.
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Chapter 3

Related Work: Applications of
Sonification to Network-Security
Monitoring

In this chapter, we review the state of the art in the application of sonification to network-
security monitoring. Based on the findings of this review, we identify outstanding challenges
(presented in Section 3.3), related to the research questions we presented in Chapter 1, that have
not been fully addressed in prior work. Addressing the outstanding challenges we identify here
is the aim of the research approach we propose in the next chapter, on which the methodology
we followed in carrying out the research reported in this thesis is based.

The current state of the art in sonification for network and server monitoring was summarised
by Rinderle-Ma and Hildebrandt [147]. In that article, systems for sonification of computer-
security data were identified, in various stages of maturity. It was concluded that there was a
lack of formal user and usability testing, even in those systems that were already fully developed
[87, 88, 191]. Our survey work differs from that of Rinderle-Ma and Hildebrandt: while their
survey gives an overview of the design approaches taken in some existing sonification systems,
our survey provides greater detail on the design of existing systems in terms of sonification
techniques, sound mapping types, the network data and attack types represented, and the
network-monitoring scope.

Low-level
network
data

Sonification

Visualization or
text-based pre-
sentation

Anomaly detection

IDS

Firewall

Network-monitoring
appliances

Approach 1 : [18, 44, 61, 62, 87, 88, 115, 129, 130, 142, 146, 177, 191]

Approach 2 : [44, 63, 72, 90, 152, 156]

Figure 3.1: A summary of the data types used in previous approaches to sonifying network data

In Figure 3.1 we show the approaches to designing network-data sonifications taken in pre-
vious work, in terms of the type of network data sonified. In this figure, we position the existing
sonification systems surveyed onto the monitoring tool relationships diagram presented in Fig-
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ure 1.1. Previously proposed sonifications of network-security data can be divided into two sets:
those that take Approach 1 (in which the sonification system takes as input some direct traffic
data, as described in Section 2.1, with scaling functions applied such that the sonification is a
representation of the low-level network data itself), and those that take Approach 2 (in which
the system sonifies security tool data, as described in Section 2.1: the output of some network
monitoring tool such as an IDS or anomaly-detection system).

We present the related work that used Approach 1, followed by those systems that followed
Approach 2. In Table 3.1, we summarise the sonification design techniques used and the user
testing carried out in the reviewed articles.

3.1 Approach 1 : Sonifying Network Data Directly

PEEP, a “network auraliser” for monitoring networks with sound was designed to enable system
administrators to detect network anomalies — both in security and general performance — by
comparing sounds with the sound of the “normally functioning” network [87]. PEEP used
natural sounds — birdsong, for example — to sonify network events. Recordings were mapped
to network conditions (excessive traffic and email spam, for instance), and were played back
to reflect these conditions. Abnormal events were signalled by a change in the sounds. PEEP
represented both network events (when an event occurred it was represented by a single natural
sound) and network state (state was represented through sounds played continuously, which
changed when there was a change in some aspects of the state, such as the average network
load). There was no experimental validation of the performance of PEEP and its utility for
monitoring networks, but the authors reported the ability to hear common network problems
such as excessive traffic using the sonification.

The Stetho network sonification system sonified network events by reading the output of
the Linux tcpdump command, checking for matches using regular expressions, and generating
corresponding Musical Instrument Digital Interface (MIDI) events, with the aim that the system
created sounds that were “comfortable as music” [115]. The aim of developing Stetho was to
convey the status of network traffic, without a specific focus on anomaly detection. The research
included an experimental evaluation of the ability of users to interpret the traffic load from the
sounds generated by Stetho. The experiment showed that this information could be recognised
by users from the sounds; only four users (subjects familiar with network administration) were
involved in the evaluation experiment, however.

Network Monitoring with Sound (NeMoS) is a network sonification system in which the
user defines network events, and the system then associates these events with MIDI tracks
[129]. The system was designed to allow a system manager to monitor different parts of a
potentially large networked system at once, with a single musical flow representing the whole
state of the part of the system they are interested in. The focus was not on network security,
but on monitoring network performance in general; printer status and system load, for example,
could be represented through two different sound channels.

More recently, Ballora, Giacobe and Hall aimed to create a soundscape representation of
network state which would aid in anomaly detection, by assigning sounds to signal certain
types and levels of network activity such as unusual port requests [18]. The concept was a
system capable of combining multiple network parameters through data fusion to create this
soundscape. The fusion approach was based on the JDL Data Fusion Process Model [114],
with characteristics of the data assigned to multiple parameters of the sound. The authors
aimed, firstly, to map anomalous events to sound and, secondly, to represent the IP space as a
soundscape in which patterns could emerge for experienced listeners. No user testing was carried
out to establish the utility of the system for anomaly-detection tasks. The authors reported the
ability to hear patterns associated with DDoS and port-scanning attacks, however (see Table
3.2).
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Table 3.1: Review of approaches to and user testing in existing sonification systems for network-security monitoring, ordered by year.
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Gilfix
and
Couch
[87]

2000 Natural sounds mapped to network
conditions

7 Low-level data
(network packet
logs)

Natural
(wildlife
and
na-
ture)
sounds

PMSon Anomaly
detection:
conditions such
as high traffic
load and email
spam are mapped
to sound

7 7

Varner
and
Knight
[173]

2002 Multimodal system: visualization conveys
status of network nodes; sonification
conveys additional details on network nodes
selected by the user

7 Not specified Not
speci-
fied

Not
speci-
fied

Network attack
detection

7 3

Kimoto
and
Ohno
[115]

2002 Maps parameters of sound to low-level
network data

3 4 Subjects
familiar
with
network
adminis-
tration

Low-level data
(Linux tcpdump

output)

Musical PMSon General network
activity and
network anomaly
detection

3 3

Malan-
drino
et al.
[129]

2003 Associates MIDI tracks to user-defined
network events

7 Low-level data
(printer status,
server CPU, file
server logs,
network packet
logs)

Musical Event-
based

Network
performance

7 7
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Table 3.1: Review of approaches to and user testing in existing sonification systems for network-security monitoring, ordered by year (continued).
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Gopin-
ath
[90]

2004 Instrument and pitch mapped to IDS alert
intrusion type

3 20 Computer
Science
students
and staff

IDS alerts
(Snort)

Real-
world
and
musi-
cal

PMSon Intrusion
detection: IDS
logs sonified to
aid users in
monitoring
intruders and
vulnerable hosts

3 7

Papado-
poulos
et al.
[142]

2004 Combines network events rendered as
spatial audio with 3D stereoscopic visuals to
form a multimodal representation of
network information. Sounds are created in
response to changes in data patterns using
Gaussian Mixture Modelling

7 Low-level data
(incoming
network flows)

Real-
world
and
musi-
cal

PMSon Anomaly
detection:
network data
presented for
pattern
recognition

7 3

Qi et
al.
[146]

2007 Maps traffic pattern (classified, queued and
scheduled) to audio; bytes and packet rate
mapped to frequency and intensity of audio
respectively

7 Low-level data
(network packet
logs)

Musical PMSon Network attack
detection (DoS,
port scanning)

7 3

El
Seoud
et al.
[72]

2008 Auditory icons (non-instrumental) and
earcons (instrumental) mapped to attack
type

3 29 Telematics
engi-
neering
students

Marked attacks
from network log

Real-
world
and
musi-
cal

Event-
based

Network attack
detection

7 7
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Table 3.1: Review of approaches to and user testing in existing sonification systems for network-security monitoring, ordered by year (continued).
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Brown
et al.
[44]

2009 Proposed system maps low-level network
traffic to sound to convey information on
network status; current system maps
properties of traffic classified as disruptive
by an IDS to properties of piano tones

7 Low-level data
(network packet
logs) and IDS
output

Musical PMSon Network anomaly
detection
(increase in
traffic; HTTP
error messages;
number of TCP
handshakes)

7 3

Ballora,
Gia-
cobe
and
Hall
[18]

2011 Parameter-mapping-based soundscape for
overall IP space; obvious sound signals for
certain types of activity levels

7 Low-level data
(network packet
logs)

Musical PMSon Anomaly
detection:
anomalous
incidents sonified,
and network
state presented to
the human to
enable pattern
recognition

7 7

Giot
and
Courbe
[88]

2012 MIDI messages mapped to data outputted
by the SharpPCap library network traffic
analysis; MIDI messages mixed to produce a
soundscape

7 Low-level data
(network packet
logs)

Musical PMSon General network
activity and
attack detection

7 7
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Table 3.1: Review of approaches to and user testing in existing sonification systems for network-security monitoring, ordered by year (continued).
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deButts
[63]

2014 Maps distinct notification tones to
anomalous network events; creates
visualizations of network traffic activity
(multimodal)

7 Low-level data
(access logs)

Musical
(single
tones)

Event-
based

Anomaly
detection: defined
anomalous
incidents mapped
to sounds

7 3

Vickers,
Laing
and
Fair-
fax
[177]

2014 Parameters of each sound generator (voice)
mapped to the log return values for the
network’s self-organised criticality

7 Low-level data
(network packet
logs)

Natural PMSon Network
performance and
attack detection

7 7

Worrall
[191]

2015 Multimodal system for real-time sonification
of large-scale network data. Maps data
parameters and events to sound;
parameter-mapping sonification approach

7 Low-level data
(sampled network
packet traffic)

Musical PMSon General network
activity

7 3

Mancu-
so et
al.
[130]

2015 Multimodal system for representing data on
military networks, in which each source and
destination IP is mapped to an instrument
and pitch, and the loudness is increased
when a packet size threshold is exceeded

3 30 Local
popula-
tion and
air force
base
person-
nel

Low-level data
(network packet
logs)

Musical PMSon Network anomaly
detection (packet
rate threshold,
source and
destination IPs
sonified)

3 3
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Table 3.1: Review of approaches to and user testing in existing sonification systems for network-security monitoring, ordered by year (continued).
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Siami
Namin
et al.
[152]

2016 Auditory icons mapped to cyber-threat
alerts. The sound of a fishing rod being cast
was mapped to a phishing attack condition,
for example

3 5 Visually
impaired
Internet
users

Cyber-threat
alerts

Real-
world

Event-
based

Cyber-threat
detection by
visually impaired
Internet users

7 7

Sousa
and
Pinto
[156]

2017 MuSec (Music-enabled Security) generates
sound events (musical loops) to represent
the security events generated by a SIEM.
The approach maps low-risk events to
relaxed sounds, and hard rock events to
“heavier sounds” (such as hard-rock loops)

7 Events generated
by the SIEM tool
Open Source
Security
Information
Management
(OSSIM)

Musical
loops

Event-
based

Security
monitoring for
home networks

7 7

Debashi
and
Vick-
ers
[61]

2018 SoNSTAR (Sonification of Networks for
SiTuational AwaReness) is a system that
sonifies network traffic flow in real time.
Network events are identified using
traffic-flow features based on the status flags
present in TCP/IP packet headers. A
soundscape is created in which these these
feature conditions are mapped to recorded
natural sounds.

3 10 Students
with
general
knowl-
edge
about
network
security

Network traffic
(TCP/IP packet
header flag
status)

Natural
sounds
(e.g.
“frog”,
“rain”)

Event-
based
sound-
scape

Network-attack
detection and
continuous
network
situational
awareness

3 7
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Table 3.1: Review of approaches to and user testing in existing sonification systems for network-security monitoring, ordered by year (continued).

Author Year Sonification approach description U
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Debashi
and
Vick-
ers
[62]

2018 SoNSTAR (same as above [61]) 3 1 A re-
searcher
acting in
the role
of a
network
operator

Network traffic
(TCP/IP packet
header flag
status)

Natural
sounds
(e.g.
“frog”,
“rain”)

Event-
based
sound-
scape

Identification of
IP flows relating
to bot activity

3 7
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Vickers, Laing and Fairfax sonified meta-properties of network traffic data as a countryside
soundscape [177]. In that system, the log returns of successive values of network traffic prop-
erties (number of packets received and sent, number of bytes received and sent) were used to
modulate the amplitude, pan, phase or spectral characteristics of four sound channels, including
the sound of a running stream and rain. The intended use of the system was to alert the system
administrator to abnormal network behaviour with regard to both performance and security;
it was suggested, for example, that a DDoS attack might be recognisable by the system’s rep-
resentation of an increase in certain types of traffic. There was no experimental evaluation of
the ability of users to recognise such information using the system. Vickers et al. extended that
work to further explore the potential for using sonification to enable network situational aware-
ness [176]. For this context, i.e., maintaining network situational awareness through continuous
monitoring, it was argued that solutions based on soundscape have an advantage over other
sonification design approaches, and that there is a need for sonifications that are not annoying
or fatiguing, and that complement the user’s existing sonic environment.

A soundscape approach was also adopted for the InteNtion system for network sonification
[88]. In that approach, the output of network-traffic analysis was converted to MIDI events
and sent to synthesisers for dynamic mixing. The output was a soundscape composed from the
network activity generally, rather than from detected suspicious activity. It was argued that the
system could be used to help administrators detect attacks; this was not validated through user
testing, however. As part of a student project by deButts, network data was sonified with the
aim of aiding security analysts to detect anomalous incidents in network access logs [63]. The
sonification system developed in that work was not evaluated.

Debashi and Vickers presented SoNSTAR (Sonification of Networks for SiTuational AwaRe-
ness), a system for the real-time sonification of network-traffic flow to support network monitor-
ing and situational awareness [61]. SoNSTAR identifies network events using traffic-flow features
based on the status flags present in TCP/IP packet headers, different combinations of which
define particular traffic events, and creates a soundscape in which these events are mapped to
recorded sounds. Feature conditions (particular combinations of status flags) are mapped to
recordings of natural sounds (for example, “frog”, “wind on grass” and “rain”).

To evaluate SoNSTAR, a user study was carried out in which ten participants (students with
general knowledge about network security) monitored network behaviour under three conditions:
1) using SoNSTAR only, 2) using Snort IDS only, and 3) using both SoNSTAR and Snort IDS.
The ability of participants to detect (recognise the occurrence of) a set of attack conditions
(ICMP ping; four types of port scan — SYN, Null, Xmas and FIN; SYN flood DOS; DDoS)
under each condition was assessed. The workload experienced by participants in each condition
was also assessed using the NASA Task Load Index (TLX) questionnaire [96]. Participants
were asked to rate their detection confidence, and the sound fatigue and visual fatigue they
experienced in each of the three monitoring conditions.

The results of the SoNSTAR evaluation showed that recall was 100% in all conditions: that
no attacks were missed by participants, and that the detection precision was highest (with
the lowest number of false-positive detections) by participants in the combined SoNSTAR and
Snort IDS condition. The F-score (a measure of accuracy that combines precision and recall)
was highest in the combined SoNSTAR and Snort IDS condition (96.77%), and the F-score
for SoNSTAR alone (94.29%) was higher than that for Snort IDS alone (89.86%). By these
measurements, therefore, participants were most accurate when using both tools, followed by
when using SoNSTAR alone. This indicates that using the sonification system improved the
performance of participants in detecting these attacks.

In another study to assess SoNSTAR, Debashi and Vickers showed that using the system
enabled an operator to identify IP flows relating to bot activity with greater accuracy than three
leading machine learning-based traffic classifiers [62]. This type of comparison with state of the
art anomaly-detection techniques is a key avenue for research into the utility of sonification for

39



network-security tasks, which is outside the scope of the studies presented in this thesis, but
is highlighted as an outstanding challenge in Section 3.3.2, and an area for future research in
Chapter 10.

Multimodal systems, that combine visualization and sonification for network monitoring,
have also been explored. Varner and Knight presented a system in which visualization was used
to convey the status of network nodes, while sonification conveyed additional details on network
nodes selected by the user [173]. This multimodal approach combined advantages of the two
modalities: the spatial nature of visualization, and the temporal nature of sonification.

Garćıa-Ruiz, Martin and Green described the benefits and pitfalls of using multimodal
human-computer interfaces for the forensic analysis of network logs for attacks [82]. In that
article, a sonification method was proposed for IDSs as part of a multimodal interface, to
enable analysts to cope with the large amounts of information contained in network logs. The
sonification design approach was not detailed, and the system was not tested with users.

The CyberSeer system used sound to aid in the presentation of network-security information
with the aim of improving network-monitoring capability [142]. Sound was used in addition to
data-visualization techniques to produce an audio-visual display that conveyed information
about logged network traffic and IDS events. The requirement for user testing to establish the
most effective audio mappings was recognised, but no such testing was carried out.

Qi et al. presented another multimodal system for detecting intrusions and attacks on net-
works [146]. The system generated distinctive sounds for a set of attack scenarios consisting of
DoS and port scanning. The authors stipulated that the sounds generated could enable humans
to recognise and distinguish between the two types of attack; however, user testing is needed to
validate this conclusion and investigate the extent to which this approach is effective. In another
multimodal approach presented as a poster by Brown et al., the bit rates and packet rates of a
delay queue were sonified in a system for intrusion detection [44].

NetSon is a system for the real-time sonification and visualization of network traffic, with
a focus on application in large-scale organisations [191]. No user studies have been carried out,
but the system is being used at Fraunhofer IIS, a research institution, who provide a live web
stream of their installation [79]. Microsoft have a multimodal system, Specimen Box, for real-
time retrospective detection and analysis of botnet activity. It has not yet been presented in a
scientific publication, but descriptions and videos of the functioning system are presented online
[2]. The system has not been subjected to a formal evaluation, but is used in operations at the
Microsoft Cybercrime Centre.

Mancuso et al. conducted a user study to assess the utility of a network-data sonification
system for military cyber operations [130]. Participants were tasked with detecting target pack-
ets matching specific signatures (see Table 3.2), using either a visual display (a visual interface
that emulated network packet-capture viewing and analysis software such as Wireshark) only,
or both visual and sonified displays. The aim of the user study was to assess the extent to which
sonification could improve the performance of, help to manage the perceived workload of, and
reduce the stress felt by, users conducting cyber-monitoring operations on military networks.

In this study, the performance of participants in the visual-only condition and the condition
that included sonification was compared. Performance was considered to be the number of
correct detections of target packets. The study results showed that the use of sonification in the
task did not improve the performance of participants. Nor did it reduce their perceived workload
or stress. Only one method of sonifying the data was tested, however, in which each possible
source and destination IP address was represented by a different instrument and note, and the
loudness increased if a threshold packet size was exceeded. The results did not, therefore, show
comprehensively that using sonification does not affect performance, stress and workload in this
context, but demonstrated only that this particular method of sonifying the data was ineffective.

In Table 3.2 we examine in greater detail those existing sonification systems developed for
enabling attack detection by sonifying low-level network data specifically (Approach 1 repre-
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sented in Figure 3.1). For each system, we present the types of attacks targeted and the network
data features represented in the sonification, and describe the reported effectiveness of these
systems for “hearing” cyber attacks.

As shown in Table 3.2, some previously designed sonification systems have been reported to
produce sonic patterns from which it is possible to “hear” cyber attacks [18, 87, 146, 177]. In
particular, it has been reported previously that DoS attacks and port-scanning attacks could
be heard using systems that sonified low-level network data. Qi et al. mapped network-traffic
parameters to sound, and stated that a range of attack scenarios were distinguishable. Ballora,
Giacobe and Hall sonified network traffic with a view to aiding in anomaly detection, and
reported the ability to hear patterns associated with port-scanning and DDoS attacks. Gilfix
and Couch detected unusual network conditions such as excessive traffic using a mapping from
network traffic to natural sounds [87]. Debashi and Vickers showed that users (10 participants
in a study) were able to hear a number of different types of port scan, DoS, and DDoS attacks,
as well as ICMP pings using the SoNSTAR sonification system [61]. Furthermore, participants
detected these attacks more effectively when using SoNSTAR than when using an IDS alone.
The utility of SoNSTAR for hearing bot activity was reported in extended work [62].
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Table 3.2: Attack detection and network data-feature representation in previous sonification systems that take Approach 1

Author Network data features sonified Can attacks be “heard”? Attacks targeted

Gilfix
and
Couch
[87]

Incoming and outgoing mail; average traffic
load; number of concurrent users; bad DNS
queries; telnetd traffic; others unspecified

Not assessed, but the authors reported
the ability to “easily detect common
network problems such as high load,
excessive traffic, and email spam”

Not specified

Varner
and
Knight
[173]

Not specified Not assessed

Papado-
poulos
et al.
[142]

Packet rate; others not specified Not assessed

Qi et
al.
[146]

Packet rate; byte rate No formal usability assessment, but the
authors reported that the system
produced sounds “notably” different
enough that distinguishing between DoS
and port scanning attacks is “relatively
easy”, while no sounds were produced
under “normal” traffic conditions

DoS; port scanning

Brown
et al.
[44]

Prolonged increase in traffic volume; number of
TCP handshakes in progress; number of HTTP
error messages

Not assessed
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Table 3.2: Attack detection and network data-feature representation in previous sonification systems that take Approach 1 (continued)

Author Network data features sonified Can attacks be “heard”? Attacks targeted

Ballora,
Gia-
cobe
and
Hall
[18]

Source IP address; destination IP address;
frequency of packets in ongoing socket
connections; packet rate; requests to unusual
ports; geographic location of sender (suggested
but not implemented)

Not assessed, but the authors reported
finding “that patterns associated with
intrusion attempts such as port scans and
denials of service are readily audible”

Dataset used contains DoS and
port scanning attacks

Giot
and
Courbe
[88]

Packet size ; Time-to-Live (TTL) of packet;
bandpass of network ; source IP address;
destination IP address; protocol (type of
service); number of useless packets (e.g. TCP
ACK packets)

Not assessed

Vickers,
Laing
and
Fairfax
[177]

The data sonified is the log returns of the
successive instances of the following values:
number of bytes sent; number of packets sent;
number of bytes received; number of packets
received

Changes in soundscape not noticeable
under “normal” network conditions;
noticeable change occurs when log
returns large (large log return for number
of packets received might indicate DDoS,
for example)

Not specified

Mancuso
et al.
[130]

Source IP address (of packet); destination IP
address (of packet); packet size

Use of sonification alongside the visual
interface did not improve participants’
performance in detecting “target packets”
compared with their performance using
the visual interface alone

Not specific attacks — target
packet characterised by
“signatures”: network tranmissions
originating from either of two
particular source IP addresses,
directed at either of two
destination IP addresses, using
either of two protocols, with packet
size 500 bytes or more
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Table 3.2: Attack detection and network data-feature representation in previous sonification systems that take Approach 1 (continued)

Author Network data features sonified Can attacks be “heard”? Attacks targeted

Debashi
and
Vickers
[61, 62]

Features identified by the system were
combinations of status flags for TCP/IP packet
headers (extended study: IP flows related to
bot activity [62])

User testing indicated that participants
were able to hear all targeted attack
conditions using the sonification system

Port scans (SYN, Null, Xmas,
FIN); SYN flood DoS; DDoS;
ICMP Ping; (bot activity [62])
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3.2 Approach 2 : Sonifying the Output of Detection Systems

Systems have been proposed to sonify the output of existing IDSs, and to act as additions to
these tools. Gopinath sonified a range of events generated by Snort IDS to signal malicious
attacks [90]. The aim was to explore the utility of sonification for improving the accuracy of
IDS alert interpretation by users; usability studies indicated that sonification may increase user
awareness in intrusion detection. Experiments were carried out to test three hypotheses on
the usability and efficacy of sonifying Snort IDS. The findings were: musical knowledge had
no significant effect on the ability of subjects to use the system to find intrusions; sonification
decreased the time taken to detect false positives; immediate monitoring of hosts was possible
with a sonified system. As noted by Rinderle-Ma and Hildebrandt, however, the comparison was
somewhat biased since the control group without auditory support had to conduct the tasks
by reading log files, without access to the visualization-based tools to which those tested with
auditory support had access [147].

Garćıa-Ruiz et al. investigated the application of sonification to attacks marked in network
logs as a teaching and learning tool for network-intrusion detection [83], which was extended by
El Seoud et al. [72]. This work included an exploratory piece in which information was gathered
regarding the subjects’ preferred auditory representations of attacks. Sonification prototypes
were given for the mapping of log-registered attacks to sound. The first used animal sounds
— auditory icons — for five different types of attack (“guess”, “rcp”, “rsh”, “rlogin”, “port-
scan”); the second used piano tones at five different frequencies as earcons to represent the five
types of attack. Informal testing was carried out for these two prototypes, and suggested that the
earcons were more easily identifiable, while the subjects could recall the attack types more easily
using the auditory icons. This is a useful start to comparing approaches to sonification design
for network data, and further research is required into the effectiveness and design mappings
involving other sound and data types.

Siami Namin et al. explored the use of auditory icons for conveying information about
cyber-threat alerts to visually impaired Internet users [152]. The usability of a set of audio cues
for representing these threat conditions was tested in a study involving five visually impaired
Internet users. The auditory icons tested included, for example, the sound of a fishing rod
being cast (to represent a phishing attack), and the sound of bombs dropping (to represent
malvertising). Initially, participants were asked to indicate the threat they thought each audio
cue related to, and to rate the pleasantness, urgency and conspicuity of the cue. For each threat,
the three audio cues chosen by the researchers to represent that threat were then presented,
and participants were asked to choose the cue which represented the threat best. Participants
were asked to rate the discriminability of the best pairing they had chosen for each threat, and
following this, listened to each audio cue again and were asked to remember the threat conveyed
by each.

Results showed that participants identified the threats represented by some cues more accu-
rately than others. The representation of phishing by the casting of a fishing rod, for example,
was identified by 80% in the first stage of the study, before participants had been informed of
the pairings intended between threats and audio cues, suggesting that this representation may
have been more intuitively easy to identify than others. The representation of phishing by the
sound of a rusty door opening, for example, was detected by 0%. In cases of such incorrect iden-
tifications, however, participants were able to remember the pairing when tested at the end of
the study, having by that point been informed of the intended pairing, which suggests that the
ability of users to recognise such pairings could improve with training. The pairings rated best
by the highest proportion of participants were between phishing and the sound of a fishing rod
being cast, malvertising and the sounding of a siren, and form-filling and the sound of typing
on a keyboard.

Sousa and Pinto created an application, Music-enabled Security (MuSec) to sonify the events
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generated by a SIEM tool [156]. The aim was to enable computer users with little technical ex-
perience to carry out security monitoring on their home network by listening to the sonification.
MuSec plays sonification events based on the events generated by Open Source Security Infor-
mation Management (OSSIM), a SIEM tool that captures and processes network traffic and
generates network events.1 The sonification events played by MuSec are musical loops; the ap-
proach taken was to map low-risk events generated by OSSIM to relaxed-sounding loops, and
high-risk events to “heavier”-sounding loops, such as heavy-metal and hard-rock loops. The
utility of the system was not validated with end-users. This research is relevant to the study
we present in Chapters 8 and 9 insofar as the information generated by a SIEM tool is soni-
fied. While MuSec is event-based, our approach is based on parameter-mapping sonification,
however, and as such there are differences in the system design.

3.3 Outstanding Challenges Based on Literature Review and
Background

From this review of the prior literature relating to the design and use of sonification for network-
security monitoring, and of the relevant background presented in Chapter 2, we have identified
the key areas in which research is lacking. In the sections below, we list the outstanding chal-
lenges relating to sonification design (Section 3.3.1), and the outstanding challenges relating to
user testing (Section 3.3.2). These challenges inform the questions this thesis aims to address,
through the research approach and methodology developed in the next section.

3.3.1 Designing Sonification Systems for Network-Security Monitoring

The sonification systems reviewed vary in the data they represent. Some map low-level network
data to sound, some map the output of IDSs, while some aim to map attacks to sounds. There
is no comparison of the efficacy of these approaches, however. Identification of the network-data
sources and features that should be sonified in order to represent network attacks is needed.
The sonification design approaches used (event-based, parameter-mapping, and soundscape-
based) also vary, as do the sound types (natural sounds, sounds that are musically informed),
and the mappings selected from network data to sound, but there is as yet no comprehensive
investigation into the utility of these methods.

Based on the points above, we propose that there is a need to further explore the sonification
approaches most appropriate for use in network monitoring: the sound design, and the selection
of mappings from data to sound. There is also a need for a formalised model for designing
sonifications in this field, to underpin developments. For the research reported in this thesis,
for the reasons explained in Section 1.3, we have chosen to develop sonification systems with a
musical aesthetic; given this scope we do not explore the other sound types mentioned above
(natural sounds, for example), and leave comparison between the suitability of different sound
types for SOCs to future work. In the following, we detail the requirement for a formalised
sonification model, and for research into appropriate sonification designs for the context.

Requirement for a formalised sonification model

To enable sonification researchers to architect and experiment with sonifications in a flexible
way, there is a need for an underpinning sonification model that is applicable to the task of
sonifying network-security monitoring information. This should enable the use of heterogeneous
sonifications alongside each other in order to compare performance, and iteration over design
choices. No such model currently exists, and we therefore propose the development of a for-
malised model specifically for developing sonification systems for network-security monitoring.

1https://www.alienvault.com/products/ossim
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The model should describe a grammar for the representation of network data through
parameter-mapping sonification that enables incorporation of and experimentation with ap-
propriate design aesthetics, techniques of musical composition, and the science of auditory
perception. It is important that the model encompasses prior art, and enables comparison with
previous approaches to designing sonifications in this space. While such comparison between
the performance of different sonification systems is outside the scope of this thesis, developing a
model general enough to encompass all approaches will enable comparisons between systems in
the future. We can verify the applicability of the model for this task by verifying that it is ca-
pable of representing the existing sonification systems reported in the relevant articles reviewed
in this chapter.

The sonification model should take as input both the requirements for the representation
of data, and the requirements for sound design: appropriate data-sound mappings and sound
aesthetics, and methods of scaling the data to the sound domain. The model should provide a
method for mapping the required data to sound, following the data-representation and sound-
design requirements inputted. The model itself should then produce the input to some sonifica-
tion engine.

In general, huge quantities of multivariate and highly complex data move through the net-
works of organisations. It is important that the model enables the sonification designer to reason
about the parts of the data to be sonified, the key information about these parts that must be
conveyed to the sonification user, and the most appropriate method of representing this infor-
mation through sound. The data-representation requirements include firstly the data sources
used, since these produce different data types. Packet-header data might be represented, for
example — a different data type to machine-log data (including machine core processing unit
usage, for example) or file access log data.

The data-representation requirements must also include the data features addressed. These
are the properties of the data that we choose to sonify, and may be low-level properties (such
as a representation of the source IP address from which each packet is received) or may be
attack-detection features (such as comparisons of data against packet-rate thresholds). Some
prior work involves interviews with security analysts to identify the properties that data analysts
search for in network-security monitoring to enable attack detection [45, 57]. This information
can be drawn on in defining the data features for sonification. Attack characterisation could also
be used to extract the ways in which classes of network attacks (flooding attacks, for example)
manifest in the data sources selected for representation in the sonification.

The data-representation requirements depend to a large part on the use case. In developing
sonification systems for anomaly detection by humans, data-representation requirements should
be derived from information about all data sources and features that enable network anomaly
detection, and through which attacks are conveyed. On the other hand, for use in a multimodal
system, which conveys part of the network data sonically while other data is conveyed visually,
the data-representation requirements for the sonification would depend on which data had been
selected to be conveyed visually, and which using the sonification.

As another example, if the aim of the sonification system was to enable analysts to mon-
itor network security as a non-primary task, the data-representation requirements should be
informed by the data sources that analysts may frequently be required to monitor while si-
multaneously conducting other tasks. These sources might include IDS alert logs, or the logs of
critical servers on the network, for example. Buchanan, d’Amico and Kirkpatrick categorised the
potential data sources used by security analysts in answering a number of different analytical
questions (in searching for the activities associated with a particular suspicious IP address, for
example) [45]. This information can be drawn on in defining the data-representation require-
ments for sonification, and this understanding of the data sources used in the various types of
SOC monitoring task could be bolstered through further interviews with security practitioners.
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Sonification design

While there has been some work in aesthetic sonification, it has not been much applied in the
context of network-security monitoring. Prior work indicates that sonification aesthetics have
an impact on the effectiveness of sonification systems. It was shown that particular sonification
designs resulted in better participant performance in identifying features of Surface Electromyo-
graphy data for a range of different tasks involved, for example [144] .

The aesthetics of the design are an important factor in producing sonifications that are
suitable for use in SOCs. In particular, the sounds should be unfatiguing [176], unobtrusive to
the existing workflow in SOCs, and able to attract the required level of attention from security
practitioners. While there are other techniques that may be useful, we propose an approach to
this design that draws on techniques and theories of musical composition (as scoped in Section
1.3). We can draw on the prior work in aesthetic sonification, and in musification, i.e., the
design of sonifications that are musical, reviewed in Chapter 2. To understand the scalability
of the sonification approach to use by security practitioners in general, it will be important to
assess the extent to which musical experience affects the ability of security practitioners to use
sonification systems in network-security monitoring tasks.

A key aspect of sonification aesthetics that requires investigation for the network-security
monitoring context is the selection of mappings from data to sound. It has been shown that
this is a factor that can impact the effectiveness of sonification: in an experiment comparing
sonifications of guidance systems, for example, it was shown that sonification strategies based
on pitch and tempo enabled higher precision than strategies based on loudness and brightness
[143]. Prior work has indicated preferred mappings from data to sound in certain contexts; for
mapping physical quantities such as speed and size, for example [67]. Useful parallels can be
drawn between these previous experiments and the network-monitoring context, and hypotheses
can thus be made about appropriate data-sound mappings.

Besides aesthetics, aspects of human perception must influence the design: the prior associ-
ations sounds may hold for users and the way in which this affects interpretation; and the effect
of musical experience on perception. The effect of users’ musical experience on their ability
to understand and make use of sonification systems will require investigation. Here, musical
experience refers to the level of prior theoretical and practical musical training attained by the
user. For this SOC monitoring context, security practitioners’ use of the systems should not be
impaired by a lack of musical experience.

3.3.2 User Studies and the Utility of Sonification for SOCs

Our review of the prior work showed that there has been a limited amount of user testing
of sonification systems for network-security monitoring carried out. As shown in Table 3.1,
Gopinath sonified a range of security events in Snort IDS [90], with results indicating that
sonification may increase user awareness in intrusion detection. Mancuso et al. tested their
sonification system with cyber operators searching a packet capture for “target packets” and
reported that participants’ performance in detecting these packets was not improved by the
introduction of a particular sonification design [130].

The sonification designs and applications tested in this prior work are limited, and the results
are not comprehensive enough to suggest that further research in this area is futile. It is clear that
variations in the sonification design approach may affect the utility of the system for network-
security monitoring, and as such further research is required into appropriate sonification designs
for the context. Given the prior work reporting the effectiveness of sonification for signalling
network attack types [18, 87, 146], it is worthwhile performing further assessment of different
sonification designs for aiding in SOC practice. These reports were made based on observations
by the researchers, and user testing was not carried out. We aimed to address this gap by carrying
out user testing to assess the viability of a sonification system for representing network-security
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monitoring information to humans.
User testing recently reported by Debashi and Vickers showed an improvement in the per-

formance of participants (university students) in detecting network attacks when using the
SoNSTAR sonification system [61]. This supports the viability of that sonification system for
signalling network-security monitoring information, and for improving network-security moni-
toring performance. This knowledge can be extended, by assessing the effectiveness of different
approaches to sonifying network-security data (both aesthetically and in terms of the data rep-
resented). Additional questions remain to be explored such as the effect of musical experience
on the performance of humans in detecting network attacks using sonification, and the ability
of sonification systems to signal network attacks occurring simultaneously, for example.

It may be the case that certain types of network-security condition can be represented more
effectively through sonification than others, and that some attacks sound anomalous in a way
that is more easy for security practitioners to use than others. Findings on this subject should
inform sonification system design by distinguishing the attacks and threats in relation to which
sonification performs best, and the areas in which the technique therefore has the potential to
be most effective. This question could be addressed through an analysis of the differences in the
performance of humans in detecting different types of attack using sonification. Addressing this
question comprehensively would mean using systems to sonify wide ranges of network-security
attacks carried out on real-world networks.

Of the user testing carried out in prior work, little has specifically targeted the intended users
of the research presented in this thesis — security practitioners working in SOCs. It is possible
that some of the Air Force Base personnel who participated in the user testing by Mancuso et
al. were security analysts, but this is not made clear in that paper [130]. Furthermore, as shown
in Section 2.4.3, while much research exists in identifying challenges and developing technologies
for improving SOC operations, the potential for using sonification has not yet been explored.

We therefore identify a need for in-context user testing of sonification systems for network-
monitoring tasks, carried out with security practitioners working in SOCs, to inform the design
and investigate the advantages and disadvantages of the approach. In particular, we aim to
investigate the hypothesis that sonification can improve the network-monitoring capabilities of
security practitioners. This hypothesis is proposed in light of prior work in other fields in which
it is proven that certain capabilities (peripheral monitoring of information as a non-primary
task, for example [105]) can be improved by the presentation of sonified data, as presented in
Chapter 2, and of the limited experimental evidence indicating that sonification may be an
effective approach to representing network data [90, 115].

Assessing the utility of sonification systems for SOCs will involve eliciting the SOC-specific
user requirements, exploring contexts in which using sonification might aid in SOC working
practice, and examining the use of sonification systems by SOC practitioners in their monitoring
work. This will enable validation of the utility of the approach and of proposed systems, and
refinement of appropriate sonification designs. An important part of exploring the utility of
sonification to SOCs will be assessing whether it can improve the performance of users, compared
with their performance using existing approaches. To make this assessment, the network-security
monitoring performance of SOC practitioners using existing monitoring methods should be
compared with monitoring approaches incorporating sonification. Answers to these questions
will provide a greater understanding of the role sonification can play in improving monitoring
capabilities in SOCs, the limits of the approach, and the extent to which it can be reliable as a
monitoring technique.

To further knowledge on the advantages of using sonification for anomaly detection, users’
performances in detecting network attacks using the sonification should also be compared with
the performance of existing automated approaches: anomaly-detection systems using machine
learning and statistics, and IDSs. This assessment against existing automated approaches was
outside the scope of this thesis, and is highlighted as a direction for future work in Chapter
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10. Debashi and Vickers indicated the potential of sonification in this application by using the
SoNSTAR sonification system to identify IP flows relating to bot activity with greater accuracy
than three leading machine learning-based traffic classifiers [62].

It is important that sonification systems are tested in the SOC environment, in order to in-
vestigate how well they can incorporate into SOCs given the characteristics of that environment
— time-criticality and high pressure; a variety of systems running simultaneously; collaborative
working practice; and high levels of attention required from workers. It is important to note
at this stage that in this thesis, while we aim to create study conditions that replicate SOC
conditions as realistically as possible, and explore these integration factors through interviews
with practitioners, we do not actually assess the use of sonification systems deployed in SOCs,
and highlight this as a key direction for future work in Chapter 10.

3.4 Summary

We conclude that there is a growing requirement to validate the extent to which using sonifica-
tion in SOCs can complement existing practice. The current state of the art provides evidence
of the potential of sonification in advancing network-security monitoring capabilities. Some of
the sonification systems proposed and in use have been shown to be as effective as, or more
effective than, other network-security monitoring techniques insofar as a limited amount of user
testing has been performed.

Two key outstanding challenges not fully addressed in the prior literature were presented in
Section 3.3. Despite the development of a number of sonification systems in prior work, ques-
tions remain around how to design these systems to be suitable for network-security monitoring,
and no work has comprehensively explored the design of sonification systems appropriate for
use in the SOC environment. These design-based questions are detailed in Section 3.3.1. The
second main question is around the viability and utility of using sonification in network-security
monitoring tasks. User testing of sonification systems to assess the whether humans can viably
extract network-security monitoring information from the sound has been limited, and no exten-
sive assessment of the utility of the approach to SOC practitioners in monitoring tasks relevant
to SOCs has been made. These questions relating to user testing are detailed in Section 3.3.2.

It is these two outstanding challenges that we seek to address in the remainder of this thesis.
These challenges informed the research questions we developed, as presented in Chapter 1. In
the next chapter, we present the methodology followed in this thesis, using which we aimed to
address these questions.
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Chapter 4

Methodology

We developed a research methodology, aiming to address the questions outstanding after the
review of prior literature (presented in the last chapter) relating to our aim of exploring the po-
tential for sonification to aid in SOC practice. We begin this chapter in Section 4.1 by providing
an overview of the methodology followed in the remainder of this thesis. Here, we present the re-
search approach we proposed based on the outstanding challenges identified in Section 3.3, and
show how each stage of the methodology we developed contributed to this research approach.
We also explain how we were informed by the relevant prior work reported in Chapter 2 at each
stage of the research. In Section 4.2, we provide details on the core research methods used in
this thesis: those that were common to multiple chapters. This section serves as a reference for
these methods wherever they are used in the thesis.

4.1 Research Methodology Overview

The methodology followed in this thesis was constructed with the aim of addressing the research
questions posed in Chapter 1, in line with the research gaps identified in Section 3.3. We show
how the stages of the methodology were developed to address these four research questions, and
how their design was informed by relevant prior work, as presented in Chapters 2 and 3. As
we explained in Chapter 1, by addressing these four research questions, we aimed to contribute
evidence towards the wider question of the potential for sonification to aid in SOC practice: the
goal of this thesis as a whole.

Our research methodology followed an approach to developing sonification systems and as-
sessing their utility to SOCs. The research gaps that we aimed to address (as identified in Section
3.3) were the formalisation of a sonification model, elicitation of approaches to and requirements
for the representation of network-security data and sonification design, and the involvement of
SOC practitioners in studies to explore the utility of sonification systems to SOCs. The approach
we proposed to addressing these challenges is illustrated in Figure 4.1, and involves formalis-
ing a model for designing sonification systems for network-security monitoring, identifying the
network-data representation requirements, investigating sonification design requirements for the
context, and assessing the utility of the developed systems through user testing.

Figure 4.1 shows the relationships between the different parts of the approach we proposed.
The formalised network data sonification model takes as input sound design requirements and
data-representation requirements, and these inputs are informed by the results of iterative user
testing. We believe that these elements combine to form a solution to the problem of designing
and testing the utility of sonification systems for network-security monitoring.

Based on this approach, we developed a methodology to enable user-centric investigation
of design requirements for sonification for network-security monitoring in SOCs, and validation
through user testing of the utility of the resulting sonification systems for SOC tasks. In Figure
4.2, we illustrate the methodology we followed in conducting the research reported in this
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Figure 4.1: Proposed approach to designing and assessing the utility of sonification systems for
network-security monitoring in SOCs

thesis. In the figure, we indicate the project research questions (RQs, as presented in Section
1.2) addressed at each stage of the methodology. The research questions (RQs) addressed at
each stage are indicated in yellow boxes, and details of and links between stages are described
in pink boxes.
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Figure 4.2: Overview of DPhil research methodology

Chapter 5

In the research presented in Chapter 5 we formalised a model for the sonification of network-
security data, and used it to develop a prototype sonification system. The sonification model
was at the core of our sonification design process, allowing us to develop systems for testing. We
fed the findings made throughout the thesis relating to sonification design back into the model,
and thus made iterative alterations to the sonification design explored in line with our findings.
Iterative prototyping and user testing of systems are an important part of UCSD (see Section
2.4.1. It was important that the first stage in this research project was the development of this
model, since all findings made throughout the project related to systems produced using the
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model, and fed back into it.
Figure 4.3 illustrates that in the development of the model, we considered the data require-

ments for network-security monitoring (by extracting data sources and data features through
attack characterisation). Chapter 5 also describes our use of the model to develop a prototype
sonification system that was presented to humans in the research reported in Chapters 6 and
7. In developing this prototype, we considered sound-design requirements, selecting data-sound
mappings for the prototype developments that were reported to be effective in prior work. We
detail the implementation of the sonification prototype (the software) in Chapter 5.
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Figure 4.3: Stages of research approach (as presented in Figure 4.1) addressed in Chapter 5

The methodology we followed in developing the model presented in Chapter 5 drew on the
following relevant prior work.

• Sonification design patterns were described in Section 2.3.1, and were designed by
Barrass for use in selecting sonification approaches for different types of data [23] . These
design patterns informed our decision that it would be appropriate to use parameter-
mapping sonification to represent continuous streams of packet-header data. Based on this
decision we present a model for the musical parameter-mapping sonification of network-
security data in Chapter 5, which is the basis for the design of the sonification systems
presented throughout this thesis.

• The Sonification Design Space Map (SDSM) [59] informed the development of the
sonification model. This map describes the questions to be addressed in any sonification
design process, and is described further in Section 2.3.1. As shown in Chapter 5, we
constructed our model based on our findings from considering these questions from a
network-security monitoring perspective.

• The parameter-mapping sonification formalisation presented by Hermann [99] was
also used in the development of the sonification model. We extended this formalisation
(which was presented in Section 2.3.1), to be applicable to the sonification of network-
security monitoring data specifically, by considering the design questions indicated by the
SDSM from a network-security monitoring perspective.

• Reports of previously used sonification mappings from an extensive sonification
of physical properties survey [67] (presented by Dubus and Bresin, and reviewed in Sec-
tion 2.3.5) informed our development of the sonification prototype (see Section 5.6.2). In

54



particular, we identified the sound parameters assessed as effective in that prior work,
when mapped to data parameters included in our network-security data representation.
These data-sound mappings were fed into the model as part of the development of the
sonification prototype.

Chapter 6

The research presented in Chapter 6 is an assessment of the effectiveness of the sonification
prototype developed in Chapter 5, with the aim of exploring the viability of using sonification
for signalling network-security information to humans. As shown in Figure 4.4, at this stage we
inputted network-security data (synthetically generated network-attack datasets) to be repre-
sented by the developed sonification software, and carried out a user study to produce evidence
on the viability of using sonification for network-security data representation.

Before extracting specific contexts of use for sonification in SOCs, and extracting design
requirements (Chapter 7), it was important to explore the effectiveness with which sonification
could represent this type of information. For this reason, the viability study was carried out as
the second stage of this research project, and the findings we made in the study supported the
next steps in refining system designs and discussing uses for sonification with SOC practitioners.
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Figure 4.4: Stages of research approach (as presented in Figure 4.1) addressed in Chapter 6

In the research reported in Chapter 6, we drew on the following relevant information reported
in prior work.

• Sonification user studies reported in prior work, as reviewed in Chapter 3, informed
our approach to assessing the performance of participants using the sonification system. In
previous studies examining the use of sonification by participants in network-monitoring
tasks, the accuracy with which participants detected particular network events was as-
sessed [61, 130], and this formed a key part of our assessment reported in Chapter 6.

Chapter 7

We explored requirements for the use of sonification in SOCs through interviews with SOC
practitioners, as reported in Chapter 7. Having established the viability of network-security
data representation using sonification in Chapter 6, it was important to elicit SOC-specific
requirements for data representation and sound design. As shown in Figure 4.5, we could then
use these requirements to refine the sonification design by feeding them back into the sonification
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model, producing an altered system for assessment in the final study of this thesis (reported in
Chapters 8 and 9).

It was also important to understand the contexts in which sonification had the potential
to be useful to SOCs at this stage. This would enable us to design a study (carried out in
Chapters 8 and 9) that assessed the utility of sonification in tasks in which SOC practitioners
felt that it could aid in their working practice. Establishing such contexts of use was a key
aim of this stage of the research, which acted as a bridge between our research into developing
sonification systems that could represent network-security data effectively (Chapters 5, 6), and
our assessment of the utility of sonification systems tailored to the requirements of SOCs in
SOC-specific tasks (Chapters 8 and 9).
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Figure 4.5: Stages of research approach (as presented in Figure 4.1) addressed in Chapter 7

The methodology we followed in carrying out the research presented in Chapter 7 drew on
the following relevant prior work.

• Requirements analysis was the approach we used to deriving requirements for the use of
sonification in SOCs. We followed the requirements analysis process presented by Maguire
and Bevan [127] (this four-stage process is reviewed in Section 2.4.1), which has been
widely used in prior literature. The way in which we applied this process in developing
the methodology for our study is shown in Section 7.1.1.

• Reports of prior HCI work in SOCs, as reviewed in Section 2.4.3, informed our
decision to use semi-structured interviews to identify the needs of users. In this prior
research, both interviews and ethnographic fieldwork had proved to be effective ways
of gathering information on the needs of users working in SOCs. The practicalities and
lengths of time that would have been involved with running ethnographic fieldwork meant
that such studies were outside the scope of this research project. We therefore elected to
use semi-structured interviews, and highlight studies involving in-SOC ethnographies as
an important area for future work in the last section of this thesis (Section 10.3).

• Prior work suggesting potential use cases for sonification in SOCs was drawn
on in our development of tentative use cases for sonification in SOCs. As part of the
requirements analysis process described above, we drew on existing literature to gather
initial information. Here, we explored the potential contexts in which sonification might
be useful to SOCs, based on a number of findings on the properties of sonification in prior
work (experimental evidence of its utility for peripheral monitoring, for example [105]).
The development of these tentative use cases in presented in Section 7.2.
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Chapters 8 and 9

In the research presented in Chapters 8 and 9, we assessed the utility of a sonification system to
SOC tasks through user testing in which we quantitatively assessed the monitoring performance
of SOC practitioners using it. The sonification system design and the study design are reported
in Chapter 8, and the results of the study are reported in Chapter 9. As shown in Figure 4.6,
we inputted network-security data (network-attack datasets extracted from a dataset created
by researchers carrying out attacks on a network testbed [47]) to the sonification model. At this
stage, some of the design requirements (e.g., the representation of alert data as well as packets,
as highlighted by SOC practitioners and reported in Chapter 7) had been fed back into the
sonification model, and thus informed the design of the sonification system produced.

Through user testing and interviews, we assessed the utility of the sonification approach
developed in SOC-specific tasks. These were tasks in which sonification could have the potential
to be useful to SOCs, based on the views of interviewed security practitioners reported in
Chapter 7. We also derived further requirements for design and data representation specific
to SOCs, based on the qualitative data gathered in interviews with participants, and on our
observations during the study. These requirements, as shown in Figure 4.6, could then be fed
back to inform further sonification design developments for this context, continuing the iterative
design process. Future research directions based on these requirements are suggested in Section
10.3.
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Figure 4.6: Stages of research approach (as presented in Figure 4.1) addressed in Chapters 8
and 9

In the research reported in Chapters 8 and 9, we drew on the following research reported in
prior work.

• Existing SIEM designs observed from the sample dashboards produced by SIEM ven-
dors, as described in Section 2.2.2, informed the design of the tools (the SIEM and Soni-
fication SIEM) we developed for the study. The elements of existing SIEM dashboards
included in our designs are shown in Table 8.1.

• Sonification user studies, which informed our approach to assessing the performance
of participants using the sonification system in Chapter 6, as described, also informed our
approach here ([61, 130], as reviewed in Chapter 3). Again, the accuracy of event detection
by participants formed a key part of our assesment. In order to assess the non-primary
task monitoring capabilities of participants, we drew on the methodology employed by
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Hildebrandt, Hermann and Rinderle-Ma [105] (as reviewed in Section 2.4.2), in which a
separate primary task was introduced to participants, to be carried out simultaneously
with a non-primary monitoring task involving sonification.

• Usability questionnaires were used to assess the usability of the study tools presented
in Chapter 8. In particular, SUS [43] and BUZZ [169], which were reviewed in Section 2.4.1,
were completed by participants, and analysed to assess system usability, as we report in
Section 8.4.2.

4.2 Research Methods

We describe the core research methods used through this thesis: the ethical procedures followed,
approaches to statistical analysis, and qualitative research techniques that were used across
multiple chapters. Descriptions of research methods that were used only in a single chapter
of this thesis (the Likert scale method used in Chapter 7, for example) are provided in the
methodology section of the chapter to which they are relevant.

4.2.1 Running Studies and Ethical Procedures

All three studies reported in this thesis involved human participants. Careful adherence to
research ethics guidelines was therefore required in the procedures involved prior to, during and
after the study, the reporting of results, and the storage of the data collected. For all three
studies, ethical approval was granted by the Central University Research Ethics Committee at
the University of Oxford, under the reference codes presented in Table 4.1.

Table 4.1: Overview of the studies presented in this thesis

Study Type of study Participants/ exclusion
criteria

Ethical approval
reference code

Prototype viability
(Chapter 6)

In-person study
tasks and
interview

Computer Science and
Cybersecurity researchers at
the University of Oxford
(N=30)

R44043/RE002

SOCs survey and
interviews
(Chapter 7)

Online survey;
in-person
semi-structured
interviews

Security practitioners with
experience of working in
SOCs (N=21)

R48822/RE001

Assessment of
sonification system
in SOC tasks
(Chapters 8 and
9)

In-person study
tasks and
interview

Security practitioners with
experience of working in
SOCs (N=22)

R55132/RE001

Researchers at the University of Oxford were recruited to participate in the prototype vi-
ability study through spoken or email contact. For the two studies in which participants were
security practitioners with experience of working in SOCs, we targeted SOCs with which we
had previously established relationships. Participants were recruited through spoken or email
contact with those responsible for the SOC.

A participant consent process took place at the beginning of each study. Participants were
presented with a participant information sheet, including a description of the study aims and
processes, information on the handling and anonymisation of their data, processes for withdrawal
of their data, and contacts should they have any concerns. In the in-person studies, participants
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then indicated their consent to participate by signing a written consent form. In the online
survey reported in Chapter 7, the participant information sheet took the form of a webpage,
and participants indicated their consent to participate by proceeding to the next page of the
study.

In all studies, participants were able to withdraw their information at any time during or
after the study (prior to the completion of the study analysis) without reason or consequence,
and the participant information sheet provided an email address at which to contact the re-
searchers if they wished to withdraw. If a participant chose to withdraw, all data collected up
until the time of their withdrawal was deleted.

We ensured ethical handling of the data collected in the study by anonymising any trends
established for publication in research articles and in this thesis. All data collected was stored in
a password-protected file on the researcher’s computer, to be accessed only by the researcher. In
accordance with policy at the University of Oxford, all research data collected in these studies
has been and will continue to be stored for a minimum retention period of three years after
publication or public release of the research.

4.2.2 Collection of Participant Demographics

In each of the three studies, we collected different sets of participant demographics, according
to the information we wished to understand about participants. These demographics were col-
lected as written responses by participants to preliminary questions presented on paper (or as
a webpage in online studies) prior to the beginning of each study. Some of this information
was used to explore correlations between characteristics of participants (their level of musical
experience, or their gender, for example), and the results generated by their participation in the
studies.

Table 4.2 shows the studies in which each class of demographic information was collected.
The phrasing of the questions used to collect each class of demographic information throughout
the research is presented in Appendix A. Next to each type of demographic information pre-
sented in the table, we indicate the number of the corresponding question presented in Appendix
A.

4.2.3 Measuring Accuracy of Network-Event Detection: Precision, Recall
and F-Scores

In Chapters 6 and 8, we made assessments of the accuracy with which participants detected
network events using precision, recall and F-score. The calculations were made using the fol-
lowing formulae. The calculations use the numbers of true-positive (tp), false-positive (fp) and
false-negative (fn) detections.

• Precision = tp
tp + fp takes values in the range (0, 1), and is the probability that an object is

relevant given that it is returned by the system [91]: here, the probability that a network
event was occurring given that the participant clicked.

• Recall = tp
tp + fn takes values in the range (0, 1), and is the probability that a relevant

object is returned [91]: here, that when a network event occurred, the participant clicked.

• F-score = 2× precision× recall
precision + recall takes values in the range (0, 1), and is the harmonic mean of

precision and recall [91].

4.2.4 Interview Analysis: Transcription and Coding

We used template analysis [116] to analyse the interview data collected in Chapters 7 and 8.
This qualitative research approach is useful for analysing data for which the researcher has
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Table 4.2: Collection of participant demographics during the studies presented in this thesis

Demographic information C
ha

pt
er

6

C
ha

pt
er

7
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er

s
8

&
9

Age (1) 3 3

Gender (2) 3 3

Level of musical experience (3) 3 3

Level of network-security monitoring
experience (4)

3 3

Country of origin (5) 3 3

Hearing impairments (6) 3 3

Visual impairments (7) 3

Music listening habits (8) 3

Job role (in SOCs) (9) 3 3

SIEM tool experience (10) 3

Security visualization experience (11) 3

Use of other network-security moni-
toring tools (12)

3

some prior understanding of the concepts to be identified. In this process, a coding table is
extended and refined from a set of initial themes of interest to the researcher, defined prior to
the data analysis. We began by developing a priori themes to be identified in the data. We then
manually transcribed our interview recordings, to produce a transcript for each discussion, and
spent time becoming familiarised with the data.

We then coded the interview transcript dataset initially, attaching relevant parts of the
transcriptions to the a priori themes. The coding of interview transcripts was carried out in
NVivo, a software for qualitative data analysis.1 Sections of data relevant to the research that
did not fit into these themes were assigned new codes. We thus produced an initial template
of codes, which we then developed through iterative application to the dataset, modifying the
template as appropriate to the data. Through this refinement we produced a final template and
dataset coded according to it. We then interpreted the data and wrote up the findings. During
the interview result interpretation and write-up processes, we engaged in frequent reflections to
avoid bias and the influence of personal beliefs.

4.3 Summary

We presented the methodology we followed in carrying out the research presented in the next
five chapters. The methodology was developed with the aim of addressing the key challenges
relating to our research questions (Chapter 1) that were outstanding based on the prior research
into the use of sonification for network-security monitoring that we reviewed in Chapter 3. We
illustrated how our approach to the remainder of the research presented in this thesis was taken
with the aim of addressing these challenges. We also showed how we aimed to paint a picture
of the potential utility of sonification to SOCs, and of the ways in which systems should be
designed for this context, by structuring our methodology in this way.

The specific research methods that are used consistently throughout this thesis were de-

1http://www.qsrinternational.com/nvivo/nvivo-products
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scribed, and serve as a reference for these methods wherever they are used. In the next chapter,
we present our research on the development of a formalised sonification model, and use it to
develop a sonification prototype for initial experimentation. This sonification model, as we have
discussed in this chapter, is at the core of the sonification design process followed throughout
the remainder of this thesis.
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Chapter 5

Data Requirements and Sonification
Model

In Chapters 3 and 4, we identified a need for a model to enable the design of sonification systems
that can represent the aspects of network data relevant to network-security monitoring. In this
chapter, we report our formalisation of a model for the sonification of network-security data.
This model is the basis for the sonification systems we design, experiment with, and adapt,
throughout the rest of this thesis.

We begin by exploring the requirements for sonifying the data relevant to network-security
monitoring, with a view to formalising an approach that meets these needs. We then present the
model, and show how we used it to develop a sonification prototype. This prototype was used
in the studies reported in Chapters 6 and 7. The model we develop is intended to be broadly
applicable to monitoring a range of sources pertinent to security on a local area network (LAN).
This is reflected by our consideration of these sources in the development of the model. We then
narrow the scope considered in the development of the prototype sonification. As we explained
in Section 1.3, our focus in this thesis was on the sonification of network-packet information
(and in the later chapters, on the inclusion of alerts); we therefore aimed to use this broader
model to create a prototype system that sonified network-packet headers.

5.1 Methodology

An overview of the process we followed in the research reported in this chapter is presented in
Figure 5.1. As illustrated, we began by defining a network and monitoring scope for this re-
search, and considering which attacks could be visible within that scope. We then characterised
the attacks in terms of the indicators that might be seen within the network and monitoring
scope, when they occurred. Using this characterisation, we derived the network-data features
and sources of monitoring information that would ideally be represented, in order to capture
indicators of these attacks. The basis of network-security monitoring is the detection and pre-
vention of attacks, and we therefore judged that considering the ways in which attacks are
observable within the scope of a network being monitored would be an appropriate way of
deriving the data-representation requirements of the sonification model.

The required properties of the sonification model were then defined: we considered how
sonification design aspects should be addressed in the model. As we explained in Chapter 4,
we were guided at this stage by the key questions that should be addressed as part of the
sonification design process, according to the Sonification Design Space Map (SDSM) [59]. This
reflection informed the formalised network-data sonification model that we present, and on
which the sonifications developed throughout the rest of this thesis are based. The application
of this model is demonstrated through our development of a prototype sonification system for
use in monitoring network security.
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Figure 5.1: Developing a sonification model: overview of methodology

5.1.1 Scoping of Network Model and Attacks

We began by modelling the organisational network and attack vectors within scope, and defining
the scope of the network monitoring, based on the LAN monitoring scope we presented in Section
2.1.

We then applied this scope to the complete list of attacks from the Mitre Common Attack
Pattern Enumeration and Classification (CAPEC), which lists security attacks, classified ac-
cording to their domain and the mechanism by which they are carried out.1 We added further
attacks to this list as we saw fit (for example, we added data exfiltration to the list). The Mitre
resource is very comprehensive and includes a number of attacks whose detection falls outside
the network model and monitoring scope we considered. We selected the attacks relevant to this
work according to our scope, discounting those attacks which fell outside it. We carried out this
elimination of attacks outside our scope by defining elements outside the scope (such as attacks
on mobile phones or organisational websites) and marking attacks that used these vectors as
out of scope.

5.1.2 Characterisation of Network Attacks and Selection of Data Features

We described the indicators of each attack, based on a range of sources including the descriptions
written for each attack in the Mitre CAPEC listing. We then characterised the attacks in terms
of the way they are shown through a variety of data features (for example, a characteristic of an
attack might be the average packet size, an increase in the traffic rate in a particular protocol,
or the insertion of an external drive). The data features we considered were added to as required
as we moved through the attacks, for example we added a “USB insertions” data feature to
handle USB memory attacks. These data features informed the development of the sonification
model, in which we aimed to represent these features.

5.1.3 Development of Sonification Model and Application to Prototype De-
velopment

Based on the attack characterisation, and on considering the characteristics of the derived data
features, we identified requirements for a sonification model for the mapping of network-security
data to sound. We formalised these requirements mathematically, to produce a model through
which sonifications of network data could be developed. We demonstrated the application of
this model initially by designing a prototype system for the sonification of data relevant to
network-security monitoring.

5.2 Network and Attack Scope

Using the network and monitoring-source description we presented in Chapter 2, we define the
network scope over which we consider security monitoring, and the monitoring sources that are
relevant. Based on this, we select and characterise attacks that could be detected within this
scope. This attack selection informs the attacks we experiment with primarily throughout this
project.

1https://capec.mitre.org/

63



5.2.1 Network-Monitoring Scope

Based on our research scope, as described in Chapter 1, we define our network scope to be
an organisational local area network (LAN) (see Figure 5.2). The network-monitoring scope is
traffic internal to the LAN (traffic that is inside the firewall). While this is the scope chosen
for this thesis, the scope could be expanded in future work to include monitoring of wireless
traffic, or traffic external to the firewall (point A in Figure 5.2), for example. We considered the
information sources by which we could collect information. Based on the information each can
provide, we scoped the information sources that could be monitored within the network scope
we defined. We arrived at the scope of monitoring-information sources illustrated in Figure 2.1.

As shown in the figure, we aimed to monitor for malicious internal network traffic, by
monitoring network-packet traffic, resource-activity logs, and security-tool data (IDS logs, for
example). We assume monitoring from inside the network, at a point between the network
firewall and internal LAN.
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Figure 5.2: Network scope

5.2.2 Attack Scope

Using the Mitre CAPEC listing, we indexed network attacks observable within our network-
monitoring scope, discounting those which fall outside its scope. More specifically, we discounted
attacks that were:

• Not related to internal traffic on organisational LANs (attacks on mobile phones, for
example).
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• Not detectable through the network-monitoring information sources we listed.

• Passive, and so not possible to detect by monitoring the network. An example is passively
sniffing and capturing application code on the network (although the installation of a
packet sniffer on the network could be detected and would fall within our scope).

The attacks within scope can be divided into four types, related to the stage at which they
are performed:

• Reconnaissance (R):

• Intermediate Steps (S):

• Implantation (I):

• Threat Realisation (T):

Reconnaissance

• Identification of hosts.

– Network ping sweeps: ICMP echo request ping; ICMP address mask request; ICMP
timestamp request; ICMP information request; TCP SYN ping; TCP ACK ping;
UDP ping.

– Port scanning: proxy scanning; dumb host scan; scanning ‘FTP bounce’; half scan;
TCP SYN scan; TCP connect scan; TCP FIN scan; TCP xmas scan; TCP null scan;
TCP ACK scan; TCP window scan; TCP RPC scan; UDP scan.

• Identification of services: services footprinting.

• Identification of network topology: traceroute route enumeration; enumerate mail
exchange (MX) records; DNS ZONE transfer.

• Identification of processes: processes footprinting.

• Identification of operating system:

– IP fingerprinting probe: IP ‘ID’ echoed byte-order probe; IP DF ‘don’t fragment bit’
echoing probe.

– TCP/IP fingerprinting probe: TCP timestamp probe; TCP sequence number probe;
TCP (ISN) greatest common divisor probe; TCP (ISN) counter rate probe; TCP
(ISN) sequence predictability probe; TCP congestion control flag (ECN) probe; TCP
initial window size probe; TCP options probe; TCP ’RST’ flag checksum probe.

– ICMP fingerprinting probe: ICMP error message quoting probe; ICMP error message
echoing integrity probe; ICMP IP total length field probe; TCP IP ‘ID’ field error
message probe.

• Collection of additional information: directory indexing; fuzzing for garnering user/sensitive
data; malware-directed internal reconnaissance; social information gathering via dumpster
diving; dump password hashes.

• Users and groups enumeration: account footprinting; group permissions footprinting;
owner footprinting.
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• Applications and banners enumeration: fuzzing for garnering J2EE/.NET-based
stack traces for application mapping; fuzzing and observing application log data/errors
for application mapping; security software footprinting; scanning for vulnerable software.

• General reconnaissance/unspecified: fuzzing.

Intermediate Steps

• Getting access to resources: bypassing ATA password security (ATA is a type of Hard
Disk Drive technology); directory traversal; password recovery exploitation; dictionary-
based password attack; try common (default) usernames and passwords; create files with
the same name as files protected with a higher classification; manipulate writeable con-
figuration files; open session remotely.

• Covering tracks: block logging to central repository; disable security software; artificially
inflate file sizes.

• Creating back doors: removal of filters: input filters, output filters, data masking; force
the system to reset values; opening ports - enabling telnet and SSH.

Implantation

• Modify system to cause access to or execution of attacker-controlled resource:
symlink attack; leveraging/manipulating configuration file search paths; DLL search order
hijacking; poison web service registry; DNS cache poisoning; task impersonation; scheme
squatting; tapjacking; leveraging race conditions via symbolic links; user-controlled file-
name; modification of registry run keys; altered installed BIOS.

• Implant targeted malware: install new service; modify existing service; install rootkit;
replace file extension handlers; schedule software to run; replace trusted executable; run
software at logon.

• Physically implant into hardware: malicious logic insertion into product hardware;
USB memory attacks.

Threat Realisation

• Confidentiality destruction: exfiltrate data; capture credentials via keylogger.

• Integrity destruction: activity hijack; modify shared file; executing malware to destroy
integrity.

• Availability destruction.

– Flooding attack: TCP flood; UDP flood; ICMP flood; HTTP flood; SSL flood; XML
flood; amplification; DoS; DDoS.

– Excessive allocation: TCP fragmentation; UDP fragmentation; ICMP fragmentation.

– Resource leak exposure.

– Inducing account/system lockout.

– Executing malware to deny availability.

66



5.3 Attack Characterisation and Data Requirements

We characterised each of the network attacks within scope, in terms of the ways in which they
are indicated through attributes of the network data. We began with a list of data features we
believed may be required in order to characterise the attacks (protocol, source IP address, and
packet rate, for example). As we encountered attacks with indicators not yet included in our
list of features, we added to the features. For an example of the way in which we characterised
attacks, see Table 5.6 (which shows the characterisation of a few example attacks considered
within the scope of the prototype developed).

Through this iterative characterisation process, we arrived at a list of data and resources that
the sonification model should be capable of representing, in order to capture the characteristics
of the network attacks within our scope. It may be unrealistic to represent all of these features
using sound, and this is an area for investigation in the future, and in our initial testing stages,
in which we will aim to assess the ability of humans to extract information from a prototype
sonification system (Chapter 6).

Table 5.1: Data-representation requirements

Data feature Source Treatment Information

Packet rate Packet header Parameter None

Source IP Packet header Parameter Commonness, location
(internal/external), rate (from
that IP)

Destination IP Packet header Parameter Commonness, range, location,
rate (at that IP)

Destination port Packet header Parameter Commonness, range, status
(open/closed), location, rate (at
that port)

Protocol Packet header Parameter Rate (in that protocol), type

Packet size Packet header Parameter None

Direction of traffic Packet header Parameter Rate (in that direction)

Modified resource Logs Event Type, location

Added resource Logs Event Type, location

Session opened Logs Event Location

Error message
generated

Logs Event Type, location

Activity of resources Logs Parameter Rate, resource

CPU usage Logs Parameter Location

Access to unintended
resource

Logs Event Resource

USB insertion Logs Event None

Change to system
process

Logs Event Type

Change to system
structure

Logs Event Type, location

In Table 5.1 we present each data feature identified, the information source from which it can
be monitored, and information about the feature that is needed in order to represent the scoped
attacks (e.g., range is information that may be observed about the source IP addresses that are
involved in communications, an increase in which may signal a distributed flooding attack such
as a DDoS). In the table, we also consider information relevant to the sonic representation of the
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feature (in the “Treatment” column). Here, we examine whether it is suitable to treat the feature
as a parameter (i.e., the values of a data parameter, such as size, represented using parameter-
mapping sonification would be continuously mapped to the values of a sound parameter, such as
amplitude), or whether the feature should be treated as a event (a defined event the occurrence
of which causes a particular sound event, such as a musical motif, to play).

5.4 Requirements of the Sonification Model

In what follows, we describe the use of the SDSM design questions (as presented by de Campo
[59], which we first reviewed in Section 2.3.1) to extract requirements for the model, based
on the attack characterisation and network-security monitoring scope presented. We present
each question included in the SDSM, then consider context-specific answers. We thus identify
requirements particular to sonification for network-security monitoring.

• Question 1: How many data points are required for patterns to emerge?
The presentation of network data at a range of different resolutions may be required for
different monitoring applications:

Requirement 1: the model should enable any number of data points to be represented.

• Question 2: What properties of data dimensions should be represented?
The properties of data dimensions represented should be those through which indicators
of attacks are shown. These may vary based on the network type and the source of the
monitoring information:

Requirement 2: the model should enable the inclusion of appropriate data dimensions for
individual designs.

Furthermore, these dimensions may be continuous (for example, packet rate), or discrete
(for example, direction of packet flow — incoming/outgoing). Appropriate mapping of
both continuous and discrete data dimensions should be enabled in order to prevent un-
necessary loss of resolution in the data representation (for example, there would be a loss
of resolution in a representation in which data with continuous values, such as packet
rate, was mapped to a sound with a small number of discrete values, such as type of
instrument):

Requirement 3: the model should provide a systematic method of mapping continuous and
discrete data dimensions to continuous and discrete sound dimensions.

• Question 3: How many sound streams should be present in the design?
This depends on the network type, use case and monitoring-information source, but in
general network data is multivariate, with many network elements, data sources, and
packet flows that require monitoring. We require a method of communicating which of
these streams is represented by particular sounds: we need to represent information about
a number of different channels of the network data. This means, we need to know what is
happening, and to which parts of the data:

Requirement 4: the model should allow the inclusion of appropriate sound channels for
individual designs, and provide a method for systematically identifying the channels and

the dimensions required in the representation

The formalised model should also meet certain other requirements, based on the observations
that were made in Section 3.3.1. These can be summarised as follows:
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• We argued that sonification aesthetics, and mappings, require testing for the context in
which they are used. As a result, the model should facilitate the insertion of those data-
sound mappings selected, according to experimental results and user preferences:

Requirement 5: the model should not prescribe data-sound mappings.

• We argued that experimentation with different musical aesthetics is required to determine
those most suitable for the SOC environment. Therefore:

Requirement 6: the model should not prescribe musical genre, and should allow for choice
in its selection.

5.5 Formalised Model for the Sonification of Network-Security
Data

We present a formalised approach to the musical parameter-mapping sonification of network-
security data. As we explained in Section 4.1, the model we present is based on the formalisation
for sonification design previously presented by Hermann [99], which we introduced in Section
2.3.1. Here, we extend this existing model to be applicable to the sonification of network-security
monitoring data, by addressing the design questions indicated by the SDSM (as presented in
the previous section).

5.5.1 Formalised Sonification Model

In Tables 5.2 and 5.3 we present a formalised sonification model for designing musical parameter-
mapping sonifications for use in network-security monitoring, developed to meet the require-
ments identified.

To construct the model, we divided Hermann’s formalisation for the parameter-mapping
of a dataset [99] into individual mapping functions for data channels (corresponding to the
channels identified in Requirement 4 ), continuous data dimensions and discrete data dimensions
(corresponding to the dimensions identified in the Requirements 2 and 3). In Table 5.2, we define
these data channels and data dimensions. Our approach is well-suited to this context because
it allows us to reason about the channels of information to be presented for each particular
use case. Moreover, we can systematically identify continuous and discrete data, and their
most appropriate mappings to sound. After presenting the model, we discuss how it meets the
requirements identified.

The model comprises components (individual parts of the data and the sound to be mapped,
which we present in Table 5.2), and relations (by which components are associated with one
another, which we present in Table 5.3). The relations are described by mapping functions. A
sonification is described by the tuple of its components and relations (which are described in
Tables 5.2 and 5.3):

〈CDR,DDR,VDR, Relc, Reldα, Reldβ, Relv〉.

The relations presented in Table 5.3 are described by the channel-mapping function (which
describes the channel relation Relc) and the dimension-mapping function (which describes both
the dimension relation Reld and the value relation Relv). We also treat sound dimensions ds
as functions of sound channels cs, which have values in the tuple of sound values of each sound
dimension, vs.

The channel-mapping function ψ:Rn → Rm describes the mapping from a tuple of n
data channels CD = 〈cd1, ..., cdn〉 to a tuple of m sound channels CS = 〈cs1, ..., csm〉. The
q-dimensional sound signal s(t) is computed as the sum over m sound channels cs of the
dimension-mapping function Γ : Rm+1 → Rq,
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Table 5.2: Description and formal notation of model components

Component Description Formal Notation

Data channels Parts of the network-security monitoring
information, about which information should
be presented, e.g. individual packets, IDS
alerts, sensitive IP addresses on the network

The tuple CD of data channels cd

Data dimensions Types of information we can present about
data channels, e.g. amount of activity (at
network IPs, for example), protocol used (in
packet transmission), CPU usage (of network
machines). These can have continuous or
discrete values

The tuple DD of data dimensions dd . The tuple of
data dimensions DD is the concatenation
DDα_DDβ of the tuple DDα of continuous data
dimensions ddα, and the tuple DDβ of discrete
data dimensions ddβ

Data values The values data dimensions can take. These
can be continuous or discrete, e.g. a
continuous scale from low to high (for packet
rate, for example); discrete names (of
protocols)

The tuple VDdd of data values vddd of the data
dimension dd

Sound channels Streams of sound which we can vary sonically,
e.g. individual tone events, or separate
melodic/instrumental lines

The tuple CS of sound channels cs

Sound
dimensions

Types of sonic variations we can make to
sound channels, e.g. varying the tempo or
loudness at which they are presented, or the
harmonic structure they follow. These can
have continuous or discrete values

The tuple DS of sound dimensions ds. The tuple
of sound dimensions DS is the concatenation
DSα_DSβ of the tuple DSα of continuous sound
dimensions dsα, and the tuple DSβ of discrete
sound dimensions dsβ

Sound values The values sound dimensions can take. These
can be continuous or discrete, e.g. a
continuous scale from slow to fast (tempo);
discrete names of instruments

The tuple VSds of sound values vsds of the sound
dimension ds

Table 5.3: Description and formal notation of model relations

Relation Description Formal Notation

Channel relation Data channels are mapped to sound channels Channel relation Relc: CD ↔ CS is a total
relation between the tuple of data channels and
the tuple of sound channels

Dimension
relation

Data dimensions are mapped to sound
dimensions (which can be discrete or
continuous)

• Continuous dimension relation, in
which continuous data dimensions are
mapped to continuous sound
dimensions

• Discrete dimension relation, in which
discrete data dimensions are mapped
to continuous or discrete sound
dimensions

Dimension relation Reld: DD ↔ DS is a total
relation between the tuple of data dimensions and
the tuple of sound dimensions

• Continuous dimension relation Reldα:
DDα↔ DSα is a total relation between the
tuple of continuous data dimensions and
the tuple of continuous sound dimensions

• Discrete dimension relation Reldβ :
DDβ ↔ DSβ is a total relation between
the tuple of discrete data dimensions and
the tuple of discrete sound dimensions

Value relation Values of data dimensions are mapped to
values of sound dimensions

For each data dimension dd , mapped to sound
dimension ds, value relation Relvdd :
VDdd ↔ VSds is a total relation between the tuple
of data values of dd and the tuple of sound values
of ds

s(t) =
∑m

i=1 Γi(cs i, t),

where cs i is the output of the channel-mapping function ψ : Rn → Rm applied to the data
channel cd j and time t:
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cs i = 〈ψi(cd j , t)|j ∈ {1, ..., n}〉,

and Γi is the tuple of dimension-mapping functions γik, which are applied to the z data di-
mensions dd ik of the data channels cd j that were mapped by ψi to sound channel cs i, and
time t. The functions γik describe the x continuous dimension mappings γα1, ...,γαx, and the
y discrete dimension mappings γβ1, ...,γβy, for each sound channel cs i:

Γi = 〈γi1, ...,γiz〉 = 〈γαi1, ...,γαix,γβi1, ...,γβiy〉.

Sound Channels (Cs)Data Channels (Cd)

Individual tones, instrumen-
tal lines, melodic lines, or-
chestral sections, earcons

Channel Relation
(Relc)

Data Dimensions (Dd) Sound Dimensions (Ds)

Discrete (Ddiscs): instrument,
musical motifs, rhythm, meter, melody,

sequential position, harmony, chord
progression, key, texture, number of

instruments, silence/presence of sound

Discrete (Ddiscd)

Discrete Dimension
Relation (Relddisc)

Continuous (Dconts): pitch,
pitch range, timbre, amplitude,

tempo, direction, decay time, tun-
ing, spatialisation, articulation

Continuous
(Dcontd)

Continuous Dimension
Relation (Reldcont)

Figure 5.3: Data-sound mappings space of the model

In Figure 5.3, we illustrate the space of data-sound parameter-mappings produced by the
model. This shows the mappings from the sets of data channels and data dimensions (continuous
and discrete) to possible sound channels and sound dimensions. We devised the list of sound
channels and sound dimensions by drawing on sonification design literature such as a survey
by Dubus and Bresin of sonification mappings used in prior work [67]; many of the items
presented in Figure 5.3 are further described in that work. We also considered aspects of musical
composition in creating these lists, which are not necessarily exhaustive, and can be added to.
We now explain how this model meets the requirements we identified. Since the sound channels
and sound dimensions are left as an abstraction, Requirements 5 and 6 are met. Requirement 1
is also met through the use of abstract functions to describe the mappings themselves, meaning
that the resolution of the data presentation (the number of data points presented) can be
controlled through the choice of a function appropriate to any particular use of the model.

Requirement 4 is addressed by the division of the parameter-mapping method into channels
and dimensions; the channel mapping function addresses Requirement 4, while the dimension
mapping function addresses Requirement 2. Requirement 3 is met by the division of the dimen-
sion mapping function into a continuous and a discrete mapping function.

5.5.2 Addressing Prior-Art Approaches Using the Sonification Model

We noted in Section 3.3.1 that the model should be capable of capturing the network-data
sonification systems presented in prior literature (in particular, the work reviewed in Chapter
3). In this section, we describe the use of our formalised sonification model in representing
previously published sonification system designs. In particular, we verify that our model can
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address all previous systems (those in which the sonification design is specified completely)
that use a musical parameter-mapping sonification method to represent low-level network data
(these aspects of the systems are presented in Table 3.1) [18, 44, 88, 130, 146]. Other relevant
systems which use a musical parameter-mapping approach to represent low-level network data
are presented in [115, 142], but the sonification designs for these works are not specified in
enough detail to include.

Table 5.4: Applying the formalisation to capture previous musical parameter-mapping systems
for the sonification of low-level network data: components

Author Data Channels Data Dimensions Sound Channels Sound Dimensions

Qi [146]
Mapping 1:

Traffic queue 16
(cd1)

Continuous: Byte rate
(ddα11); Packet Rate
(ddα12)

Piano tones (cs1) Continuous: Frequency
(dsα11); Amplitude
(dsα12)

Qi [146]
Mapping 2:

Traffic queues 1–16
(cd1, ..., cd16)

Continuous: Byte rate
(ddα11); Packet rate
(ddα12)

16 groups of piano
tones
(cs1, ..., cs16)

Continuous: Frequency
(dsα11); Amplitude
(dsα12)

Brown
[44]

Network traffic
(cd1)

Continuous: Packet rate
(ddα11; Number of TCP
handshakes (ddα12);
Number of HTTP error
messages (ddα13)

Existing musical
piece (cs1)

Number of sharp notes
(dsα11); Continuous:
Pitch (dsα12); Rhythm
(dsα13)

Ballora
[18]

Socket exchanges
(cd1); Requests to
unusual ports
(cd2); Traffic in
five different
monitoring
locations (within
two subnets;
between subnets;
external traffic
going to each
subnet) (cd3)

Continuous: Source IP
(ddα11); Destination
IP(ddα12); Frequency of
packets in ongoing socket
connections (ddα13);
Traffic rate (ddα34)
Discrete: Port number
(ddβ21)

An individual
strike of a gong
(cs1); Humming
sound (cs2); Five
distinct whooshing
sounds (cs3)

Continuous: Rumble’s
timbre (dsα11); Sizzle’s
timbre (dsα12); Stereo pan
position (dsα13); Force of
strike (dsα14); Timbre (of
humming sound) (dsα25);
Amplitude (of whooshing
sound) (dsα36)

Giot [88] Packets (cd1);
useless packets
(e.g. ACK packets)
(cd2)

Continuous: Packet size
(ddα11); Time-To-Live
(TTL) (ddα12);
Rate/bandpass (ddα13);
Number of useless packets
(ddα21)
Discrete: Protocol
(ddβ11)

Individual note
events (MIDI)
(cs1); Noise (cs2)

Continuous: Frequency
(dsα11); Note duration
(dsα12); Bandpass of
resonant filter (dsα13);
Amount of noise (dsα24)
Discrete: Sound
synthesiser (dsβ11);

Mancuso
[130]

Individual packets
(cd1)

Continuous: Source IP
(ddα11); Destination IP
(ddα12)
Discrete: Packet size
(ddβ11)

String note (cs1);
wind note (cs2)

Continuous: Pitch
(dsα11, dsα21); amplitude
(dsα12, dsα22)

In Table 5.4 we present the relevant pre-existing sonification systems in terms of the data
channels and data dimensions, and the sound channels and sound dimensions of our model. In
Table 5.5 we present the channel relations and dimension relations for each prior sonification
approach addressed. This shows that the systems addressed can all be represented in our model,
which allows for comparative testing of newly developed sonification systems against pre-existing
approaches.

5.6 Application of the Model to Facilitate Prototype Design

To illustrate the application of the model, in this section we show how we used it to design a pro-
totype sonification system for network packet-header data. The aim was to create a sonification
prototype that would represent network packet-header data continuously, such that attack con-
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Table 5.5: Applying the formalisation to capture previous musical parameter-mapping systems
for the sonification of low-level network data: relations

Author Channel Relations Dimension Relations

Qi [146]
Mapping 1:

Single traffic queue → all
piano tones (cs1 = ψ(cd1))

Byte rate → frequency (dsα11 = γα1(ddα11, t)); Packet rate →
amplitude (dsα12 = γα2(ddα12, t))

Qi [146]
Mapping 2:

Traffic queue i → piano tones
group i
(csi = ψ(cdi)∀i ∈ {1, ..., 16})

Byte rate → frequency (dsαi1 = γα1(ddαi1, t)∀i ∈ {1, ..., 16});
Packet rate → amplitude (dsαi2 = γα2(ddαi2, t)∀i ∈ {1, ..., 16})

Brown
[44]

Network traffic → existing
musical piece (cs1 = ψ(cd1))

Traffic rate → number of sharp notes (dsα11 = γα1(ddα11, t));
Number of TCP handshakes → pitch (dsα12 = γα2(ddα12, t));
Number of HTTP error messages → rhythm
(dsα13 = γα2(ddα13, t))

Ballora
[18]

Socket exchange → individual
strike of gong (cs1 = ψ(cd1));
Request to unusual port →
humming sound; Traffic in five
different monitoring locations
→ five distinct whooshing
sounds

Source IP → gong rumble’s timbre (dsα11 = γα1(ddα11, t));
Destination IP → gong sizzle’s timbre (dsα12 = γα2(ddα12, t));
Source IP, Destination IP → Stereo pan position
(dsα13 = γα3(ddα11, ddα12, t)); Frequency of packets → force of
strike (dsα14 = γα4(ddα13)); Port number → Timbre of humming
sound (dsα25 = γβ1(ddβ21)); Traffic rate → Amplitude of
whooshing sound (dsα36 = γα4(ddα34))

Giot [88] Packets → individual note
events (cs1 = ψ(cd1)) Useless
packets → noise
(cs2 = ψ(cd2))

Packet size → frequency (dsα11 = γα1(ddα11, t); TTL → note
duration (dsα12 = γα2(ddα12)); Rate → bandpass of resonant filter
(dsα13 = γα3(ddα13)); Protocol → sound synthesiser
(dsβ11 = γβ1(ddβ11)); Number of useless packets → amount of noise
(dsα24 = γα4(ddα21))

Mancuso
[130]

Individual packets → string
note, wind note
(cs1 = ψ(cd1), cs2 = ψ(cd1))

Source IP → pitch of string note (dsα11 = γα1(ddα11, t));
Destination IP → pitch of wind note (dsα21 = γα2(ddα12, t));
Packet size → Amplitude (of string note and wind note)
(dsα12 = γβ1(ddβ11)), (dsα22 = γβ1(ddβ11))

ditions would be indicated sonically. We begin by presenting the network-attack characterisation
that we used to derive the attack indicators to be represented for a defined network-monitoring
scope (this was similar to the attack characterisation reported previously that was used in
developing the model, but focused on a monitoring-information scope of packet headers only,
omitting the others used earlier in this chapter, such as host and server logs). We demonstrate
how the formalised model was applied, using these attack indicators, to generate the sonification
prototype design, and we describe its implementation.

5.6.1 Data Requirements: Network-Attack Characterisation

The data requirement was that network packet-header data should be represented such that
attacks are signalled by the sonification. We characterised the data requirements for representing
indicators of attacks that can be detected within a network-monitoring scope. For this prototype
sonification system, the scope was defined as follows:

1. The network is a local area network (LAN).

2. The network data monitored is packet-header information, excluding packet contents.

3. Network data is monitored in real time only (we therefore excluded aspects such as supply
chain attacks on hardware components during manufacture and transportation).

With this scope in mind, we considered the attacks included in the Mitre CAPEC list.
From this list, we selected attacks that fell within the defined scope. Excluding packet contents
especially enabled us to narrow the scope of attacks considered initially to a list of around 20
types of attack, including reconnaissance such as port scanning, and threat realisation such as
service flooding. This is because many of the attacks listed in CAPEC could not be detected
by monitoring only packet header information without packet contents.
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We characterised the attacks in terms of the way they are indicated through the network
data monitored, i.e. packet-header information. After completing this work, we were able to
produce a summary of the data features needed to capture indicators of the attacks within the
network monitoring scope. The data features we selected are defined as follows.

• Packets: the flow of packets into, out of or within the network.

– Rate: the amount of traffic.

– Direction: The direction in which network traffic is moving (entering network, leaving
network, moving within network).

– Size: the byte count of a packet.

– Protocol : the protocol with which traffic is associated.

∗ Rate: the amount of traffic transmitted using a particular protocol.

– Source IP : the IP from which packets are sent, within or outside the network.

∗ Rate: the amount of traffic associated with a source IP address.

∗ Commonness: how frequently the source IP from which traffic is sent is present
on the network.

– Destination IP/port : the IP and port to which packets are sent, within or outside
the network.

∗ Rate: the amount of traffic associated with a destination IP address or port.

∗ Commonness: how frequently the destination IP or port to which traffic is sent
is present on the network.

The derived data features are shown in Table 5.6. In the table, the leftmost three columns
display the data features, while the rightmost three columns show the characterisation of three
examples of attacks (TCP SYN scan, data exfiltration and DDoS) in terms of these features.
The data features entered in each column are characteristics of those in the preceding column.
For example, rate (third column) is a characteristic of source IP, (second column), which is
itself a characteristic of packet (first column). The attack characterisation columns show how
we used the data features to characterise three different network attacks. For example, given a
data exfiltration attack, the data features listed in the second attack characterisation column
of Table 5.6 are required.
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Table 5.6: Network-attack characterisation examples and data-presentation requirements

Required Data Attack characterisation

Features Features
(Characteristics
of First Column)

Features
(Characteristics of
Second Column)

TCP SYN scan Data exfiltration DDoS

TCP protocol, SYN packets
sent to a range of destination
ports on a host

Data exfiltrated from
network to external
address

Network is flooded by a high
wide of
traffic sent from
multiple hosts

Packet

Rate High

Direction Inbound Outbound Inbound

Size

Protocol FTP

Rate High

Source IP Single IP outside
network

Single IP inside
network

Multiple IPs outside network

Rate High High High

Commonness Uncommon Multiple uncommon

Destination IP Single IP inside
network

Single IP outside
network

One or more IPs inside network

Rate High High High

Commonness Uncommon

Destination port Ports on single host IP inside
network

Rate

Commonness Multiple uncommon (many
ports targeted — scan)
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5.6.2 Applying the Sonification Model

The aim of the prototype was to sonically represent network data through which an attack
might be signalled with as high a resolution as possible, in order to enable anomaly detection
through emerging sound patterns. We show how we applied the model in the design of the
sonification by considering appropriate data channels, dimensions and values. We develop a
prototype design, and highlight challenges in the implementation.

We derived the data channels, data dimensions and data values for the prototype using the
data requirements presented in Table 5.6. In this case, in order to achieve the highest possible
resolution in the sonification of these data requirements, we aimed to present, as closely as
possible, each packet captured, and to represent as much information about each packet as
possible as dimensions of the packet channel. We therefore let the entries in the first column
(a single entry: packets) of Table 5.6 be the tuple of data channels, and entries in the second
column be the tuple of data dimensions
For this prototype, the sonification is described by the tuple
〈CDR,DDR,VDR, Relc, Reldα, Reldβ, Relv〉:

• CDR = 〈cdR1〉 = 〈packets〉

• DDR = DDα_R DDβR = 〈ddαR1, ddαR2〉_〈ddβR1, ddβR2, ddβR3, ddβR4〉 = 〈Rate,
Size〉_〈Type of information, Commonness, Direction, Protocol〉

• VDdR=〈vddαR1, vddαR2, vddβR1, vddβR2, vddβR3, vddβR4〉 = 〈{low, normal, high},{small,
normal, large},{source IP, destination IP, source port, destination port},
{hotlisted, not hotlisted},{incoming,outgoing,internal},(the protocols present in the
dataset)〉

• Relc is described by the function ψi : R1 → Rm, cs i = ψi(cd1)

• Reld and Relv are described by the function Γ : Rm+1 → Rq,
Γi=〈γαi1, ...,γαix,γβi1, ...,γβiy〉
∀i ∈ {1, ...,m}

In describing some data values, we used a notion of “normal”. This is left as an abstraction
in the model, and describes some expectation for the observed behaviour of the data dimensions.
We discuss how this normal abstraction might be implemented in sonification designs in Section
5.6.3.

To simplify the design process, we describe data values for rate and size as discrete points of
interest (for example, low, high, narrow, wide). This description does not exclude the possibility
of mapping continuously in the representation, but allows indication of the polarity required in
dimension mapping. In sonification, polarity is the direction of the mapping from data to sound.
For example, positive mapping polarity from the data dimension rate to the sound dimension
amplitude would be described:

• rate: high → amplitude: loud;

• rate: low → amplitude: soft.

In Figure 5.4, we present the sonification mappings space introduced in Figure 5.3, applied
to the prototype design. This shows the data channels, continuous data dimensions and discrete
data dimensions with all possible mappings to sound channels and sound dimensions.

To determine the mappings from data to sound for the prototype, we selected sound channels,
continuous sound dimensions and discrete sound dimensions from the sets CS , DSα and DSβ
respectively. We made predictions about appropriate mappings, drawing on a survey of mappings
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Sound Channels (Cs)Data Channels (Cd)

Individual tonesPackets

Channel Relation
(Relc)

Data Dimensions (Dd) Sound Dimensions (Ds)

Discrete (Ddiscs): instrument,
musical motifs, rhythm, meter, melody,

sequential position, harmony, chord
progression, key, texture, number of

instruments, silence/presence of sound

Discrete (Ddiscd):
type of informa-

tion, commonness,
direction, protocol

Discrete Dimension
Relation (Relddisc)

Continuous (Dconts): pitch,
pitch range, timbre, amplitude,

tempo, direction, decay time, tun-
ing, spatialisation, articulation

Continuous
(Dcontd): rate, size

Continuous Dimension
Relation (Reldcont)

Figure 5.4: Data-sound mappings space: sonification prototype

used in the sonification of physical quantities in prior sonification work [67]. As described in
Section 2.3.5, in that article, prior work in which physical quantities are sonified is surveyed, and
it is noted whether data-sound mappings were: assessed as good; assessed as poor; implemented
but not assessed; or not implemented but mentioned as future work. We applied those assessed
as good for quantities we considered representative of our data dimensions (for example, for
the data dimension rate, we considered the physical quantities velocity, activity and event rate
from [67]). From this, we derived the following information, which was then incorporated into
the prototype design.

• Rate. Good mappings described for velocity : pitch, brightness, tempo, rhythmic duration.
Good mappings described for activity : tempo, rhythmic duration [67].

• Size. Bad mappings described for size: pitch, tempo [67].

Applied to our sound mappings space, this generated the following rules.

• rate → pitch, tempo, rhythmic duration

• size NOT → pitch, tempo.

Using the above information, and our own intuition, we arrived at the following set of
relations for the prototype design.

• Data channels:

– Packet → individual tone (cs1 = ψ1(cd1, t))

• Data dimensions (continuous):

– Rate (packet) → tempo (positive polarity) (dsα11 = γα1(ddα11, t))

– Size (packet) → articulation (tone) (dsα12 = γα1(ddα12, t))

• Data dimensions (discrete):
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– Type of information (packet) → pitch range (tone) (dsβ11 = γβ1(ddβ11, t))

– Commonness (packet) → harmony (tone) (dsβ12 = γβ2(ddβ12, t))

– Direction (packet) → spatialisation (tone) (dsβ13 = γβ2(ddβ13, t))

– Protocol (packet) → instrument (tone) (dsβ14 = γβ2(ddβ14, t))

Table 5.7: Sonification prototype: design and basis in the sonification model. Dark grey bands
indicate the relation between data channels and sound channels (between CD and CS ), and
data dimensions and sound dimensions (between DD and DS ). Light grey bands indicate the
breakdown of data and sound dimensions into continuous and discrete dimensions. White bands
indicate the data channels and dimensions, and sound channels and dimensions, we selected to
create this sonification prototype.

Data
Component

Relation Sound
Component

Description of Mapping

Data channels
(CD)

Channel Relation−−−−−−−−−−→
(Relc)

Sound channels
(CS )

Network packet
(cd1)

Tone event (cs1) Sampled packet → tone event

Data
dimensions
(DD)

Dimension Relation−−−−−−−−−−−−→
(Reld)

Sound dimensions
(DS )

Data
dimensions
(continuous)
(DDα)

Continuous Dimension−−−−−−−−−−−−−−→
Relation (Reldα)

Sound dimensions
(continuous) (DSα)

Packet rate
(ddα11)

Tempo (dsα11) Higher packet rate → faster
tempo

Packet size
(ddα12)

Articulation
(dsα12)

Smaller packet size → More
staccato tone (shorter tone
length)

Data
dimensions
(discrete)
(DDβ)

Discrete Dimension−−−−−−−−−−−−→
Relation (Reldβ)

Sound dimensions
(continuous or
discrete) (DSα,
DSβ)

Direction of
traffic (ddβ13)

Pan (dsβ13) Incoming traffic → left pan;
outgoing traffic → right pan

Type of
information
(IP/port)
(ddβ11)

Pitch range (dsβ11) Source IPs → low range;
destination IPs → medium
range; destination ports →
high range

Commonness
(ddβ12)

Harmony (dsβ12) IP/port in hotlist → harmony
tones; IP/port not in hotlist →
dissonant tones

Protocol
(ddβ14)

Instrument (dsβ14) HTTP traffic → string; TCP
traffic → clarinet; FTP traffic
→ piano; Other → strings

Table 5.7 describes the sonification prototype developed from the relations. This is the
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prototype that we used to assess the viability of sonification for enabling humans to hear network
attacks in the study presented in Chapter 6.

5.6.3 Implementing the Sonification Prototype

We implemented the prototype, such that it could be applied to sonify network packet-header
datasets in comma-separated value (CSV) format. The implemented prototype uses Python to
read a dataset and parses the data values according to the mapping functions presented in
Table 5.8. We then use a separate Python program to read this parsed output in (pseudo) real
time, sample packets, and send Open Sound Control (OSC) messages containing the sonification
values of the packets sampled to the sound engine in SuperCollider audio synthesis platform.
SuperCollider is a platform for audio programming and synthesis (which we described in Section
2.3.1), which has been used frequently in prior sonification work. Figure 5.5 illustrates this
process.

Network
packet-

capture CSV

Python
parser

Python
OSC sender

SuperCollider
sound engine

Sonification
output

parsed CSV OSC messages

Figure 5.5: Sonification system implementation

As described in Table 5.7, the system sonifies incoming and outgoing packet rate, mapping
incoming traffic to a left pan (such that all incoming traffic is heard through the left speaker
or headphone), and outgoing traffic to a right pan. Internal network traffic is not sonified
in the system presented. Selected protocols and applications over which packets are sent are
represented by the instruments in which sound events play.

The pitch range within which a sound event plays represents the type of information de-
scribed. Information about source and destination IPs, and destination ports, is played as low-
medium- and high-range sound events respectively. For each of these three information types,
hotlists (lists of the most commonly observed) are calculated based on the first section of the
dataset used.

For each packet sonified, the IP and port values are checked against their respective hotlists.
If the value is found in the hotlist (and is therefore “common”), it is mapped to a harmony note;
otherwise (if the value is “uncommon”), it is mapped to a random frequency within the pitch
range, so sounds dissonant. As such, packets with unusual source IP addresses are represented
as three-tone chord sound events in which the lowest tone (representing source IP) is dissonant,
for example.

To test that the implemented prototype ran correctly, we used it to sonify the Centre for
Applied Internet Data Analysis (CAIDA) “DDoS Attack 2007” dataset [75]. We encountered
some challenges during this phase; in the following, we reflect on possible solutions to these
challenges, and hence identify directions for future development. The most significant challenge
when running the prototype on this real-world capture of network traffic arose as a result of
the sheer number of packets logged in the dataset, and the small times between their arrival.
Because of this, it was challenging to implement the channel relation ψ1 — to render each
packet observed as individual tones without overloading the sound engine, or creating sounds
too complicated to be of use to human listeners.

To address this challenge, we use linear sampling of the packets represented by the prototype,
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Table 5.8: Implementation of the sonification prototype

Relation Addressed Description of Implementation Mapping Function

Channel relation:
cs1 = ψ1 (cd1 , t)

Individual packets observed are mapped to individual
tones

The function ψ1 can be described: for
the pth packet cd1p observed at time
t, play a single tone cs1p at time t

Dimension relation:
dsα12 = γα2(ddα12, t)

Destination IP is mapped to spatialisation (pan from
left to right headphone). Here, the possible
destination IP addresses take values in the range
[0, 232], we converted destination IP addresses to
values in this range using a function such that IP
address 0.0.0.0 → 0, and 0.0.0.1 → 1. The pan value
varies continuously in the range [−1, 1]

The function γα2 can be described:
for a tone cs1p played at time t, and
IP conversion function IPVal, the pan

value is dsα12p =
IPVal(ddα12p)×2

232
− 1

Dimension relation:
dsα13 = γα3(ddα13, t)

Source IP is mapped to pitch. Here, the possible
source IP addresses take values in the range [0, 232]
and the frequencies vary in the chosen range
[261.63, 2093]. Frequency 261.63Hz corresponds to C4
— middle C — while frequency 2093Hz corresponds
to C7, three octaves higher. We also use a hotlisting
method: the top 50 source IPs we expect to observe
are mapped to harmonic tones (the notes of a C
major 7th chord), while source IPs outside this
hotlist are mapped on a continuous scale to
frequencies in the selected range

For a source IP hotlist tuple Hs, and
tuple Mn of musical notes
〈C,E,G,B〉, the function γα3 can be
described: for tone cs1p at time t, and
IP conversion function IPVal, the
pitch value is
ddα13p ∈ Hs =⇒ dsα13p ∈Mn,
ddα13p 6∈ Hs =⇒ dsα13p =
IPVal(ddα13p)×(2093−261.63)

232
+ 261.63

Dimension relation:
dsα14 = γα4(ddα14, t)

Destination port is mapped to articulation. Here, the
possible destination ports take values in the range
[0, 216], and the articulation takes values in the range
[0.1, 1]. Many packets observed in this dataset did not
have destination port values; in these cases we set the
sound articulation value to be 0.5 in SuperCollider.

The function γα4 can be described:
for a tone cs1p played at time t, the
articulation value is
dsα14p =

ddα14p×0.9

216
+ 0.1

Dimension relation:
dsα15 = γα5(ddα15, t)

Size is mapped to amplitude (positive polarity).
Here, for the dataset we implemented the average
packet size was 60 bytes, while occasional packet
sizes were very large. We mapped the size values of
the packets to the amplitude values of the sound
using a logarithmic function, in which the average
packet size, 60, mapped to an amplitude value we
judged “comfortable” — the amplitude value 1 in
SuperCollider.

The function γα5 can be described:
for a tone cs1p played at time t, the
amplitude value is

dsα15p = 1
2

(log10(
ddα15p

60
× 100))

Dimension relation:
dsβ11 = γβ1(ddβ11, t)

Protocol is mapped to instrument. Here, a hotlisting
method is used again. The two protocols most
frequently seen in this dataset are mapped onto two
different instruments; the remaining protocols are
mapped to another instrument. For this dataset, the
tuple of hotlisted protocols is: Hp = 〈ICMP, TCP〉,
and the tuple of instruments selected was:
Mi = 〈strings, saxophone, piano〉

The function γβ1 can be described:
for a tone cs1p played at time t, the
instrument value is
ddβ11p ∈ Hp =⇒ dsβ ∈ 〈Mi1,Mi2〉,
ddβ11p 6∈ Hp =⇒ dsβ = Mi3

such that the number of sound events played (tempo) correlates linearly with the number of
packets observed. A maximum sound event rate is set, to avoid overloading the sound engine.
The sampling of packets is weighted, such that packets for which the IPs and ports do not
fall within their respective hotlists are sampled with a higher probability. As future work it is
important to investigate the most appropriate methods of aggregation, sampling and scaling.
Grond and Berger write that sonification mapping functions may sometimes be linear, but other
forms may be more suitable depending on the data [92]. Scaling exponentially, or using methods
such as step-change analysis or Fourier Transforms, are examples of avenues worth exploring.

During the presentation of the prototype, we highlighted our use of “normal” in describing
the values of some data dimensions. A challenge in the implementation of the prototype is
determining this “normal”, which is left as an abstraction in the model. The normal might in
practice be defined, or calculated using statistics or machine learning for a network. The normal
could also be defined not by the system itself, but discerned by the humans using the system,
based on what they expect to be, or have become accustomed to, hearing.
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5.7 Summary

We developed a sonification model, which we use to design the sonification systems presented
throughout the rest of this thesis. We showed how we used existing sonification design guide-
lines to create a model that addresses the data-presentation requirements of network-security
monitoring tasks. We presented a sonification prototype, developed using this model, in Section
5.6. In the next chapter, we report on the results of an effectiveness study we ran using this
prototype, to assess the viability of using it to present network-security information to humans.
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Chapter 6

Assessing the Viability of Presenting
Network-Security Information as
Sound in a Prototype Effectiveness
Study

In the research reported in this chapter, we aimed to assess the viability of using sonification
to enable humans to detect network-attack conditions. Specifically, we aimed to investigate
the concept that sonification can represent network datasets such that network attacks can be
detected (that the presence of some attack can be recognised) and identified (that the type of
attack can be understood) by humans. In Chapter 5 we developed a model for sonifying network-
security data, and created a sonification prototype based on this model. Prior research articles
had suggested the potential of network-traffic sonification systems for signalling attacks, but
extensive assessment had not been made of their effectiveness [18, 87, 146, 177] (see Chapter
3 for more details). It was this gap that we sought to address in the research presented in
this chapter by assessing the short-term effectiveness of the prototype sonification system we
developed in the previous chapter for signalling network attack conditions.

More recently, Debashi and Vickers showed that the SoNSTAR sonification system improved
the performance of participants in detecting network attacks compared with using Snort IDS
[61] (see Section 3.1 for details). This is experimental evidence of the effectiveness of that soni-
fication system for signalling network attacks. The research we report in this chapter extends
this knowledge, by assessing the effectiveness of a different sonification approach (in which the
aesthetic is musical rather than natural sounds, and the system represents packet-header infor-
mation rather than TCP/IP status flag features). Furthermore, we explore additional questions
such as the effect of musical experience on the ability of participants to use the sonification
system, the detection of attacks occurring in combination, and the changes in the performance
of participants during the training stage.

6.1 Aims and Hypotheses

The aim of the study was to assess the accuracy and efficiency with which participants could
detect the presence of an attack by listening to sonified network-packet headers (synthetically
generated), and the accuracy with which they could identify the type of attack detected. We
differentiate between detection and identification of attacks: detection refers to the recognition
that some attack is being signalled by the sonification, without necessarily knowing the type of
attack; identification means understanding the type of attack signalled.
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Hypothesis A: accurate attack detection

We hypothesised that network attacks could be detected accurately by listening to the sonifi-
cation. It is important that users can detect the presence of an attack in the sonification with
a level of accuracy: that attacks are detected (high true-positive rate) and not missed (low
false-negative rate), and that the sonification does not signal attacks to listeners when attacks
are not present in the network data (low false-positive rate).

We assessed this hypothesis by measuring the number of true-positive, false-positive and
false-negative attack detections by participants (the method of measurement for these hypothe-
ses is further described in Section 6.2.3) and using these measurements to calculate precision,
recall and F-score [91] for the detection of attacks overall, and for each attack type presented.

Hypothesis B: efficient attack detection

We hypothesised that network attacks could be detected efficiently (within a short time after
the beginning of an attack) by listening to the sonification. For the timely detection of network
attacks, it is important that these conditions are signalled by the sonification in a way that
enables humans to detect them quickly.

To assess the efficiency of detection for each attack type individually, and across all attacks,
we measured the amount of time between the beginning of an attack in the network dataset
sonified, and the first subsequent true-positive detection of that attack by the participant. We
aimed to test the following: for each attack type A, ∆tA < tmaxA, where tmaxA is the maximum
time we consider acceptable for detection of attack A, and ∆tA is the mean average across all
k participants of the difference δtAk = tdAk − tbAk, between the time of the beginning of attack
type A, tbAk, and the time of its detection tdAk.

Hypothesis C: accurate attack identification

We hypothesised that network attack types could be identified accurately (that the participant
could correctly specify the attack type) by listening to the sonification, after training. The aim
was to explore the extent to which participants could glean information from the sonification,
so that rather than recognising only that some attack is occurring, as tested in Hypothesis A,
they were able to accurately identify the type of attack they had heard. We assessed, for each
attack accurately detected, whether the participant was able to accurately describe its type.

Hypothesis D: combined attacks

We hypothesised that participants could identify when two attacks occur simultaneously, and
identify the two attack types occurring. In reality, networks may be hit by multiple attacks
simultaneously. This might mean the coincidence of two unrelated attacks from different sources,
or might mean the use of one attack (a DDoS, for example) to distract attention from another
(such as malware or exfiltration of data). It is, therefore, important to assess the potential for
sonification to signal combined attack conditions.

Hypothesis E: intuitiveness of attack detection

We hypothesised that participants could hear “normal” and “abnormal” sounds representing
attacks intuitively before training, but would detect attacks more accurately and efficiently after
training. Once trained to use the sonification and detect the study attack types used, participants
should know which sounds to expect. It is important to assess whether the sonification signals
abnormal conditions related to attacks intuitively, before the users have this knowledge of the
sounds of expected attack types. The motivation for testing the extent to which participants
could hear abnormal network conditions without training, was to explore the potential for
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sonification to represent unknown types of attacks, or variations on known attack types (as in
these cases, users would not be listening for “expected” attack sounds). We aimed to test the
following for pre-training dataset d1 and post-training dataset d4: amind1 < ad1 < ad4 and
emind1 < ed1 < ed4, where adn, edn, n ∈ (1, 4) are respectively the accuracy and efficiency of
attack detection of participants in the nth dataset, and amind1, emind1 are respectively the
minimum accuracy and efficiency we accept in dataset d1.

Hypothesis F: the effect of musical experience

We hypothesised that a participant’s level of musical experience would not affect their ability to
detect and identify attacks using the sonification. For the integration of sonification into SOCs,
and its use by security practitioners, it is important that the approach does not favour users who
are musically experienced, and that users without musical experience are equally able to detect
and identify network attacks. We aim to test the following: amus = anonmus, emus = enonmus,
and imus = inonmus, where amus and anonmus are the detection accuracy, emus and enonmus the
detection efficiency, and imus and inonmus the identification accuracy of participants with and
without musical experience respectively.

Hypothesis G: improvement through familiarity

We hypothesised that participants’ accuracy and efficiency in detecting attacks would improve
with time spent using the sonification. It is beneficial if users can improve at, and become com-
fortable with, using the sonification over time, detecting and identifying attacks more accurately
and quickly. If this is the case, we argue that sonification is a network-monitoring approach that
users can potentially come accustomed to, continuously improving their understanding of its
signals. For this study, we aimed to measure participants’ performance at each stage of use of the
sonification, and assess whether there was an improvement over time. Formally, we aimed to test
the following hypotheses over the pre-training dataset (d1), training datasets 2 and 3 (d2 and d3

respectively), and post-training dataset (d4): ad1 < ad2 < ad3 < ad4, ed1 < ed2 < ed3 < ed4, and
id1 < id2 < id3 < id4, where adn, edn, and idn, n ∈ (1, .., 4) are respectively the accuracy of attack
detection, efficiency of attack detection, and accuracy of attack identification of participants in
the nth dataset.

6.2 Methodology

We describe the preparation of network-attack datasets and systems prior to running the study,
the process we followed while running the study, and our approach to analysing the data collected
in the study.

6.2.1 Network-Attack Datasets

We generated synthetic network-attack datasets to be sonified for the study, based on a network
model and a set of attack models. Using synthetic generation enabled us to select the attacks
to be experimented with, and produce labelled datasets containing the modelled attacks in an
order pseudorandomised for each participant. To do this, we generated background traffic, and
selected attacks for injection at specified timestamps. The datasets were generated as packet-
capture headers in comma-separated value (CSV) format, with the fields shown in Table 6.1,
and included both background traffic and selected attack traffic. In order to generate packet
captures with field values as realistic as possible, we drew on statistics collected from real
network datasets and attack characteristics [1, 133, 50, 34, 178].

To generate the background traffic, we modelled a network in which 25 desktop hosts com-
municated with 40 remote hosts. The distribution of protocols and applications used was based
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Table 6.1: Packet-capture header fields

Time Source
IP

Destination IP Source
port

Destination
port

Protocol Size

on statistics collected from existing network datasets [50, 123], by observing average traffic rates
for a range of different services. Standard ports were used for the protocols and applications
modelled. To imitate network traffic rate distributions, we generated activity for each service
with a probabilistic approach using an Interrupted Poisson Process (IPP), in which each net-
work service has two states — on or off. This meant that services were active at any time with a
given probability. The background traffic had an average rate of 4500 packets per second. This
was scaled up from an average packet rate we derived across the datasets presented in [178]
(1750 packets per second) to test whether the sonification system could handle realistically
large traffic rates by packet sampling.

We selected four attack types for the study. In selecting the attack types, we considered
attacks that could be signalled through the packet information sonified by our system (for ex-
ample, at this stage, the system does not sonify packet contents, and we therefore excluded
attacks signalled through packet contents only, such as delivery of certain malware). This list
of attacks used is not exhaustive; the aim of this study was to test the concept that attacks
could be signalled to humans using sonification, and we therefore selected a subset of the pos-
sible attacks. We leave to future work assessment of the full range of attacks that sonification
systems are capable of representing. The attacks selected here were modelled with the following
characteristics.

• DDoS attack: TCP SYN flood, in which ten DDoS bots each sent on average two TCP
SYN packets per second. Compared with the peak DDoS packet rate calculated in the
real-world CAIDA DDoS dataset [75] (175,010 packets per second), we consider this a
small attack.

• Port scan: TCP Connect scan, based on TCP Connect send/respond characteristics
[34]. Two scan bots scanned network host ports in a pseudorandom order, each sending
on average 15 TCP Connect packets per second.

• Data exfiltration: data exfiltrated over FTP, in which on average three FTP packets
per second were sent from an internal network source IP address to a single external
destination IP address. We drew on a flow-level breakdown of an FTP transfer [20].

• Loss of connectivity: complete connectivity loss, in which traffic in each service stopped
with some probability.

Given the design of the sonification system, these attacks sounded as illustrated in Figure
6.1. As shown, the DDoS attack, in which an increase in incoming traffic from unusual (non-
hotlisted) source IP addresses (bots) is seen, can be heard as an increase in the amount of
dissonant activity in a low pitch range. Since the DDoS modelled is a TCP SYN flood, the
attack is heard in the clarinet in this instance. For the port scan, we hear a range of unusual
destination ports being targeted as an increase in dissonant activity in a high pitch range. We
hear data being exfiltrated as an increase in the piano activity with a right pan, to an unusual
destination IP address (a dissonant medium-range note), and the loss of connectivity fades to
silence as activity comes to a stop in each service.

Based on the network and attack models described, five network-attack datasets were gen-
erated for each participant:

• Pre-training dataset — used in the study before training, to test the “intuitiveness”
hypothesis (see Hypothesis E in Section 4)
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Figure 6.1: Representations of network attacks in the sonification system

• Three training datasets — used in the second part of training, in which participants
practised completing the study task

• Post-training dataset — used in the task after training

The datasets were generated to contain each of the four attacks, in a pseudorandomised
order (using the Random module in Python). Sonifications of all datasets were pre-recorded
in Waveform Audio File (WAV) format, to allow for playing and pausing as necessary by the
researcher during the study. As well as the deliberate pseudorandomisation of attack orders,
there was some variation in the datasets across participants due to the use of the probabilis-
tic dataset-generation approach described. This level of variability was intended to produce
enough similarity to enable comparison of participants’ performances across datasets, yet avoid
presenting participants with exactly the same dataset each time. We judged that this would
enable validation of the effectiveness of the sonification approach, rather than of the ability of
participants to learn the exact sounds of the study.

The process we used to sonify these network-attack CSVs was the same as the prototype
implementation process introduced in Section 5.6.3, producing an output sound for each packet
representation sampled from the CSV.

6.2.2 Study Process

The study was carried out with 30 computer science and cybersecurity researchers at the Univer-
sity of Oxford, with ethical approval granted as described in Section 4.2.1. Prior to the training
and study tasks, participants were asked to answer some preliminary demographic questions,
as described in Section 4.2.2.
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In the study, participants sat with their backs to a monitor (from which the study was
conducted), facing the researcher across a table. Participants were positioned at an equidistance
between two speakers (the left and right speaker, see pan mapping), with a computer mouse
positioned in front of them, as illustrated in Figure 6.2. They then completed the following
stages of the study. Table 6.2 illustrates the measurements taken and the hypotheses tested at
each stage.

Figure 6.2: Participant setup

Table 6.2: Hypotheses tested at each stage of the study

Stage Measurements taken Hypotheses
tested

Pre-training
task

Attack detection: accuracy, efficiency A, B, E, F, G

Training
dataset 2

Attack detection: accuracy, efficiency A, B, F, G

Training
dataset 3

Attack detection: accuracy, efficiency
Attack identification: accuracy

A, B, C, F, G

Post-training
task

Attack detection: accuracy, efficiency
Attack identification: accuracy

A, B, C, F, G

Combined
attacks task

Combined attack identification: accuracy D

Pre-training study task

Participants were played a 30-second sonification of a network dataset containing no attacks —
a representation of the “normal sound of the network”. They were then played a sonification of a
network dataset containing all four attacks in a pseudorandomised order, and were asked to click
the mouse button whenever they heard anything “abnormal”. The aim was to assess the extent
to which the attacks sounded intuitively “abnormal” compared with the usual network sound,
and to compare results with the post-training results to assess the improvement of participants.

Training

In the first stage of training, participants were introduced to the method behind the sonification
system. The sonification system used was the prototype presented in Section 5.6.2. Participants
were presented with the sonification system diagram and mappings table shown in Figure 6.3
and Table 6.3, which they kept to refer to throughout the study. The design and sounds of

87



the sonification system were described by the researcher, with the individual mappings of the
sonification system (such as the instruments, pitch ranges, and left and right pan involved)
played individually.

The attacks used in the study were then presented in a pseudorandomised order. The key
characteristics of each attack were described to participants, and were also presented to par-
ticipants on paper retained throughout the study. Below we present the information presented
about the port scan, for example.

Port scan: network reconnaissance technique in which messages are sent to a range
of ports on one or more network hosts, with the aim of determining which ports are
open. The port scan we model is a TCP Connect scan, using TCP protocol.

The effect of each attack on the sonification system was described using a second set of
diagrams (Figure 6.1). Sounds and descriptions were repeated at participants’ request.

Figure 6.3: Sonification system diagram

Table 6.3: Data-sound parameter mappings

Sound Data Rule

Tempo Packet rate Faster tempo → higher packet rate

Pan Direction of
traffic

Left pan → incoming traffic;
Right pan → outgoing traffic

Pitch range Type of
information

Low range → source IPs;
Medium range → destination IPs;
High range → destination ports

Harmony Commonness
(presence in
hotlist)

Harmony notes → IP/port in hotlist;
Dissonant notes → IP/port not in hotlist

Instrument Protocol Strings → HTTP traffic;
Clarinet → Other TCP traffic;
Piano → FTP traffic; Strings → other

In the second stage of training, participants were taught to respond to sonified datasets as
required in the study task, using three training network-attack dataset sonifications. For the
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first dataset, participants were asked to listen without responding, and consider the system
design and attacks presented. For the second, participants were asked to click the mouse button
whenever they heard an attack. For the final training dataset, participants were instructed to
click at each attack and subsequently describe verbally the change they heard in the sound and
the attack type signalled (this verbal response was prompted by the researcher where necessary).

Post-training study task

A sonification of a new network-attack dataset was played. As in the final training dataset,
participants were asked to click when they heard an attack, then describe the musical change
and the type of attack.

Combined attack task

Participants were played a short sonification of a network dataset, containing two attacks occur-
ring simultaneously (any pair from DDoS, port scan, and data exfiltration). Instruction in this
task was deliberately vague, with the aim of not indicating any information about the contents
of the datasets to participants: “you will be played a sonification of a dataset. Please listen, and
at the end describe what you think happened in the dataset”. The attack pairing presented to
each participant was pseudorandomised.

6.2.3 Analysis

Recordings of each of the sonified datasets were made for each participant, and used as input
to a testing webpage. This webpage was not seen by participants, and enabled playing and
pausing of audio recordings by the researcher, while recording the time of participants’ mouse
clicks on the webpage with respect to the audio playing. We were thus able to ascertain, for
each recording of a sonified dataset, the time during the dataset at which the participant clicked
the mouse button having “heard an attack”.

In the calculation of detection and identification accuracy and efficiency, we made the as-
sumption that a participant’s mouse click was a detection of the attack sonified at that point
in the audio. To support this, we left gaps of around 20 seconds between each attack sonified
in the study task, and we discuss the implications of this assumption further in Section E.5.
Using the click timestamps and verbal responses collected, we measured detection accuracy and
efficiency, and identification accuracy, as described in Table 6.4. Precision, recall and F-scores
for detection accuracy were calculated as described in Section 4.2.3.

Following the study tasks, participants were interviewed about their experience using the
sonification, the ease of attack detection and identification, and their view of the training stage
and the sonification tool. The full set of interview questions used is presented in Appendix B.1.
We transcribed and manually coded the data collected in these interviews to identify common
themes related to the study hypotheses, sonification design, and study design, which we present
in Section E.5.

6.2.4 Reliability

Pseudorandomisation of attack order was used throughout the study to avoid bias. The or-
der in which the individual attacks were presented was pseudorandomised for the first part of
training. Participants were presented with a pre-training attack dataset, three datasets con-
taining attacks, and a post-training study attack dataset. All of these datasets were generated
individually for each participant, and the order in which attacks appeared in each dataset was
pseudorandomised. Finally, participants were presented with a dataset containing a pseudoran-
domised one of the three combinations of two attacks (DDoS/port scan; DDoS/data exfiltration;
port scan/data exfiltration).
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Table 6.4: Measuring performance in the study

Measurement
taken

Method Assessment criteria

Detection
accuracy

We recorded the time at
which the participant clicked
the mouse, and compared
this with the times between
which the attack happened
in the dataset. Mouse clicks
that fell within these attack
times were marked correct;
all others were marked
incorrect

• If the button is clicked during the attack
time window → true-positive detection

• If the button is clicked outside the attack
time window → false-positive detection

• If the button is not clicked during attack
window (i.e. attack missed) → false-negative
detection

Detection
efficiency

For all true-positive attack
detections (assessed as
described above), we
calculated the time
difference between the
beginning of the attack and
the participant’s first mouse
click following it

If true-positive detection:

• Time difference between the start of the
attack and the first button click → detection
efficiency

Identification
accuracy

For all true-positive
detections (assessed as
described above), we marked
participants’ verbal
description of the attack
type correct or incorrect

If true-positive detection:

• If the attack is correctly described → correct
identification

• If the attack is incorrectly described →
incorrect identification

Potential biasing factors were eliminated from the study setup as much as possible. Partici-
pants sat with their backs to the screen in a deliberately clear room, to avoid visual distractions.
The mouse click (anywhere on screen) and verbal response method by which participants were
asked to respond to attack detections was intended to be simple, to reduce the time delay
introduced by the participants actually carrying out the response method as much as possible.

6.3 Results

Of the 23 male and seven female participants in the study, 20 claimed to have some level of
musical training (both taught and self-taught), while ten did not. More specifically, we consid-
ered participants to be trained musically if they reported any of the following: some instructed
musical training; some self taught musical training; having reached a graded standard in a
musical instrument; having advanced (university/conservatoire-level) musical training. All par-
ticipants claimed either to know the TCP/IP model or to have some theoretical knowledge
about network-security monitoring principles. Thirteen participants reported limited, and three
extensive, practical experience of network-security monitoring. There were no reported medical
hearing disabilities, and all participants reported that their hearing was not currently affected
by past experiences (such as loud musical concerts).

Figure 6.5 shows the mouse click times of participants in the post-training study task,
compared with the attack times (attack times are shown in the green bands). Figure 6.4 shows
those for the pre-training task.
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Figure 6.4: Participant click times in pre-training task

Figure 6.5: Participant click times in post-training task

Hypothesis A: Accurate attack detection

We used the true-positive (tp), false-positive (fp) and false-negative (fn) detection rates, mea-
sured as described in Table 6.4, to calculate the precision, recall and F-score for participants
in the post-training study task. Precision, recall and F-score were calculated as described in
Section 4.2.3. The proportion of true-positive attack detections for all attack types pre- and
post-training are shown in Table 6.5. The precision, recall and F-score values calculated for all
tasks are presented in Table 6.6, which shows post-training precision was 0.86, recall 1, and
F-score 0.93.

Table 6.5: Proportion of participants who accurately detected each attack type pre- and post-
training

Attack type Pre-
training

Training
2

Training3 Post-
training

All 110/120 116/120 118/120 120/120
DDoS 30/30 30/30 30/30 30/30
Port scan 30/30 30/30 30/30 30/30
Data exfiltration 29/30 30/30 30/30 30/30
Loss of connectivity 21/30 26/30 28/30 30/30
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Table 6.6: Precision, recall and F-score for pre-training, training and post-training datasets

Dataset Precision Recall F-score

Pre-training 0.61 0.96 0.75
Training 2 0.78 0.98 0.87
Training 3 0.84 0.98 0.91
Post-training 0.85 1 0.92

Hypothesis B: Efficient attack detection

To assess the efficiency of attack detection post-training, we calculated the mean and standard
deviation of the time between the start of each attack type and the first button click of all
participants who accurately detected it. These results are presented in Table 6.7, which shows
mean detection times between two and three seconds for DDoS, port scan and data exfiltration
attacks, and a much longer mean detection time for loss of connectivity.

Table 6.7: post-training, efficiency of attack detection (seconds)

Attack type Detection time: mean Detection time:
standard deviation

DDoS 2.43 1.64
Port scan 2.66 1.39
Data exfiltration 2.99 1.67
Connectivity loss 6.44 1.82

We assessed the variance in efficiency of detection across the four different attack types using
one-way Analysis of Variance (ANOVA) analysis [74] with significance α = 0.05. We obtained
p < α, and therefore there is a significant difference in the means across the four attack types.
We then discounted the loss of connectivity from this analysis, since clearly the detection time
average was much longer (see Table 6.7). We believe this was due to confusion caused by the way
in which the sonification represented connectivity loss, and we discuss this further in Section
E.5. We performed one-way ANOVA analysis across the remaining three attack types: DDoS,
port scan and loss of connectivity. Table 6.8 shows the results. Since p > α, there is no significant
difference in the mean detection times across these three attack types.

Table 6.8: Single-factor ANOVA analysis of mean detection times for DDoS, port scan and data
exfiltration

Source of Variation SS df MS F p F crit

Between Groups 4.75 2 2.38 0.93 0.40 3.10
Within Groups 222.23 87 2.55

Total 226.99 89

Hypothesis C: Accurate attack identification

To assess identification accuracy, we calculated the proportion of correct identifications for each
accurately detected attack, measured as described in Table 6.4. These results are presented in
Table 6.9, which shows that 114/120 detected attacks were identified correctly, but port scan
was identified incorrectly six times. Each of these times, the port scan was identified as a DDoS
by the participant. This was the most challenging pair of attacks to differentiate between (the
main difference in sound between these two attack types was the gap between low and high pitch
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ranges, approximately two octaves apart). Some participants reported difficulty differentiating
between these two attack types, and between pitch ranges, in the post-study interview. We
discuss the implications of this for sonification design in Section E.5.

Table 6.9: Post-training accuracy of attack identification

Attack Type Proportion Accurately Identified (of
those detected)

All attacks 114/120
DDoS 30/30
Port scan 24/30
Data exfiltration 30/30
Connectivity loss 30/30

Hypothesis D: Combined attack identification

We observed three outcomes in the combined attack identification task:

1. participant recognised it was combined and identified both attacks correctly;

2. participant recognised it was combined and identified one attack correctly; or

3. participant did not recognise it was a combined attack.

We calculated the number of participants with each outcome, for each of the three possible
attack combinations. These results are presented in Table 6.10, and show that of the 30 partici-
pants, 24 recognised that they had heard a combined attack, 16 of which identified both attacks
correctly, and eight only one of the attacks. The results also show that almost all (five out of
six) participants who did not recognise that it was a combined attack had been presented with
the DDoS/port scan combination.

Table 6.10: Combined attack results

Attack combination Number of
participants

Outcome
1

Outcome
2

Outcome
3

All combinations 30 16 8 6
DDoS/port scan 10 4 1 5
DDoS/data exfil 10 6 4 0
Port scan/data exfil 10 6 3 1

Hypothesis E: Intuitiveness of attack detection

Figures 6.5 and 6.4 are histograms of the click times in the pre- and post-training tasks. The
plots show that while detection was more accurate post-training, the click times were clustered
around the beginning of each attack in the pre-training task also. Tables 6.5 and 6.6 show that
participants were mostly able to detect attacks in the pre-training task, with precision of 0.63,
recall of 0.96 and an F-score of 0.76. Loss of connectivity had a significantly lower detection
rate than the other attacks — we discuss the reasons for and implications of this in Section E.5.

We assessed the pre-training attack-detection efficiency, by calculating mean detection times
for each of the attack types in the pre-training task. The results are presented in Table 6.11.
Compared with the post-training detection efficiency results presented in Table 6.7, the mean
detection efficiency is similar (detection was slightly less efficient post- than pre-training for all
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attacks apart from DDoS). The standard deviation in detection efficiency is higher pre-training,
indicating greater variance in the time taken to detect attacks before training.

Table 6.11: Pre-training efficiency of attack detection (seconds)

Attack Type Detection time: mean Detection time:
standard deviation

DDoS 2.53 2.32
Port scan 2.16 0.90
Data exfiltration 2.73 3.05
Connectivity loss 6.18 4.16

Hypothesis F: The effect of musical experience

We assessed the effect of musical experience on detection accuracy, detection efficiency, and
identification accuracy, by comparing the results of participants who reported some level of
musical training, to those without. Figures 6.6 and 6.7 show the click times post-training of
participants with musical experience, and without musical experience, respectively.

Figure 6.6: Click times in post-training task: participants with musical experience

Figure 6.7: Click times in post-training task: participants without musical experience.
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Detection accuracy

The precision, recall and F-scores for participants with (20 participants) and without (ten partic-
ipants) musical experience are compared in Table 6.12. The results show that while participants
with musical experience detected attacks more accurately, the F-score for participants without
musical experience is still reasonably high.

Table 6.12: Accuracy of attack detection, pre- and post-training musical experience comparison

Pre-training Post-training
Precision Recall F-score Precision Recall F-score

Musical 0.62 0.97 0.75 0.90 1 0.95
Non-musical 0.60 0.93 0.73 0.76 1 0.87

Detection efficiency

Descriptive statistics for the detection efficiency of participants with and without musical expe-
rience are presented in Table 6.13, and show that participants without musical experience had
a slightly quicker mean detection time.

Table 6.13: Post-training efficiency of attack detection: musical experience comparison

Variable N Detection time:
mean

Detection time: standard
deviation

Musical 20 3.68 2.32
Non-musical 10 3.52 2.36

We ran a t-test to check for significant differences in the mean detection efficiency for par-
ticipants with and without musical experience. We selected a two-sample t-test assuming equal
variances. The variances were treated as equal based on the result on an initial F-test, which
showed there was no significant difference in the variance in detection efficiency [74]. The results
of the t-test are displayed in Table 6.14. The results show that there was no significant difference
in the mean detection efficiency between participants with and without musical experience with
significance α = 0.05, since t Stat > -t Critical two-tail and t Stat < t Critical two-tail.

Table 6.14: t-test (two-sample assuming equal variances): attack-detection efficiency for partic-
ipants with and without musical experience (alpha=0.05)

Non-musical Musical

Mean 3.52 3.68
Variance 5.55 5.38
Observations 40 80
Pooled Variance 5.44
Hypothesized Mean
Difference

0

df 118
t Stat -0.36
P(T<=t) one-tail 0.36
t Critical one-tail 1.66
P(T<=t) two-tail 0.72
t Critical two-tail 1.98

95



Identification accuracy

Table 6.15 shows the identification accuracy results of participants with musical experience, and
those of participants without musical experience. The results show that the incorrect port scan
identification was made by three participants with musical experience, and three without.

Table 6.15: Post-training accuracy of attack identification: musical experience comparison

Attack Type Participants with
musical experience

Participants
without musical
experience

All attacks 77/80 37/40
DDoS 20/20 10/10
Port scan 17/20 7/10
Data exfiltration 20/20 10/10
Connectivity loss 20/20 10/10

Hypothesis G: Improvement through familiarity

We compared the pre-training with the post-training accuracy and efficiency of detection. The
results are shown in Tables 6.6 (accuracy) and 6.16 (efficiency). While there was a marked
and continued improvement in detection accuracy throughout the four assessed datasets, there
was little change in efficiency. Table 6.16 shows that detection time actually increased slightly
throughout the datasets. Possibly, this is due to participants having more to think about, causing
a delayed reaction time. Whereas in the initial task, participants were asked to click immediately
if they heard anything abnormal, in the later tasks, in which they had knowledge of the attacks
they should aim to detect and were asked to describe them verbally, it is likely that the process
of deciding what the attack type was and whether it was one of the attacks involved in the
study added to the detection time.

Table 6.16: Efficiency of attack detection: dataset comparison

Attack type Detection time: mean Detection time:
standard deviation

Pre-training 3.18 3.11
Training 2 3.19 2.30
Training 3 3.46 2.21
Post-training 3.63 2.32

6.4 Discussion

6.4.1 Hypotheses

The results show that participants were able to detect attacks accurately, as shown by the
post-training F-score. The recall score (1) shows that no attacks were missed by participants
(no false-negatives) post-training, while the precision (0.86) shows that participants generally
clicked at the time of attacks in the dataset — the false-positive detection rate was low.

For DDoS, port scan and data exfiltration attacks, the mean detection efficiency across par-
ticipants was less than three seconds, and mean detection time did not vary significantly, as
shown by the ANOVA analysis. For the loss of connectivity, the detection time was significantly
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greater. This is largely due to the study setup and the way the loss of connectivity was repre-
sented by the sonification: from the time connectivity loss began in the data, services stopped
with some probability, such that the sound thinned but sometimes did not reach a significantly
quieter or silent level for five or more seconds. This accounts for the much longer detection
time for this condition. The accuracy and efficiency of attack detection suggests there is value
in further exploring the use of sonification in network-security monitoring tasks, in SOCs for
example.

Participants were also able to accurately identify attacks most of the time — the exception
being the confusion for some (six) participants between the sounds of DDoS and port scan.
We discuss the implications for sonification design later. This suggests that sonification may
not only be a viable approach to detecting abnormalities in the network traffic, but also holds
promise for signalling information about the attack type. It is important to note that while
these results suggest promise, they were obtained using synthetically generated datasets. As
such, we cannot claim generalisability of the results to real-world network-security monitoring
tasks at this stage.

In an interview immediately following the study, participants were asked to rate the difficulty
of each of the task breakdown components (detection of some attack; identification of musical
change; identification of attack type) using a Likert scale, in which 1 was “very easy”, and 5
“very difficult”. Their responses are summarised in Table 6.17, and indicate that on average
participants considered identification of the musical change and type of attack slightly more
difficult than the initial detection of the attack. Some participants reported the types of attacks
they had found it challenging to identify. The difficulty differentiating between port scan and
DDoS was frequently noted at this stage, which supports our observations on the confusion
between these two attacks.

Table 6.17: Participants’ ratings for the ease of each of the study task components (Likert scale,
1: very easy – 5: very difficult)

Detection of
some attack

Identification
of musical
change

Identification of
attack type

Mean rating 1.667 1.9 2.217
Standard deviation 0.699 0.770 0.953

Musical experience had no significant effect on the ability of participants to use the sonifica-
tion, either for detection or identification of attacks. This is important, since for use in real-world
applications such as network-security monitoring in SOCs, the system should be accessible to
users regardless of their level of musical training. The results show that participants with some
level of experience playing a musical instrument performed slightly better than those without
(see Table 6.12).

We observed during the study that some participants with a high level of musical experience
appeared disadvantaged by a sensitivity to musical change that led to false-positive detections.
However, some such participants also seemed to have an ability for learning the meanings of the
sonification system such that they could report extra information over the attacks they had been
trained to recognise, with one musically trained participant reporting: “for abnormal stuff that
you’re not looking for, the most common that I’m hearing and that’s throwing me off is higher
range clarinet coming from this speaker, which would indicate to me then that something funny
is going on in TCP with the outgoing destination ports”. It is important to investigate further
the effect of high levels of musical experience on ability to use sonification for network-security
monitoring tasks.

All participants reported that the training session had helped them to use the sonification
in the study. Some felt that the training had helped them only with the attack identification,
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while some reported that the training had also helped them with the initial identification of
attacks. For example, “if there is no training, you can identify that something is wrong, but
after a few minutes of training I could distinguish between traffic, outgoing, incoming traffic, so
I can distinguish basically the source of the problem, if it’s outgoing or incoming, and the type of
attack quite easily I think”. Asked about whether the training helped, for the initial detection,
one participant stated: “it [the training] didn’t help for detection that something was wrong, that
was because it was obvious anyway”, which suggests the participant felt able to hear anomalies
in the network traffic equally well before and after training.

Participants were able to hear anomalies in the network traffic prior to training, but also
gave more false-positive responses at this stage than after training, as shown in Figure 6.4. A
number of participants stated that they felt the sonification was “intuitive” and could hear
when the sound was “off ” without training: “detection of an attack in sonification it’s quite
easy. Your brain captures the pattern of normal traffic quite fast, and you can distinguish the
attack or not attack easily, even with no training”. The ability of participants to hear anomalies
without knowing what an anomaly “should sound like” (i.e., having as reference only the baseline
sound of the network presented briefly at the beginning of the pre-training task) has important
implications for the detection of network anomalies and attacks whose properties are unknown,
that do not follow expected signatures or patterns, or which are zero-days. These results on the
intuitiveness of attack detection therefore suggest that there is promise in exploring the use of
sonification further for the detection, by listening humans, of attacks that do not match known
profiles.

Of the participants, 80% were able to distinguish the combined attack condition. No informa-
tion was given suggesting this condition (at this stage of the study, participants were instructed:
“you will be played a sonification of a dataset. Please listen, and at the end describe what you
think happened in the dataset”). It is important to test whether combinations of attacks can be
heard, in order to assess the potential of the sonification tool for representing such conditions
— where an attacker attempts to disguise one attack, such as the exfiltration of data, by using
another attack as a distraction (such as a DDoS).

Of the 30 participants, six did not recognise that they had heard a combined attack. Of those,
five had been presented with the combined DDoS and port scan attack. This may have been due
to the raised level of confusion between DDoS and port scan attack sounds across participants
as a whole. This is supported by the discussion with participants presented with this particular
combination: “I’m not sure if when two are combined together it’s so easy, because I was not
sure for the last example if it was DDoS or a port scan, or if it was really both together”. This
may be due to the sonification design and rectifying this will be addressed in future work.

6.4.2 Sonification design

The performance of participants in the study highlighted some design questions. A design aspect
that caused some difficulty in the study was the sound of the piano representing packets sent
over FTP. Some participants reported that the piano did not fit in with the normal sound of
the network, as the piano tones were too distinct. This caused a problem when occasional FTP
transfers were present in the background data, unrelated to the data exfiltration attack. Many
of the false-positive clicks, during the pre-training task especially, correlated with the sound of
individual piano tones that sounded abnormal to participants but in fact signalled small FTP
transfers rather than attack traffic.

Participants frequently had difficulty distinguishing between the DDoS and port scan at-
tacks, the most audible difference between which was the difference in pitch range — DDoS
being audible in the low pitch range, and port scan two octaves higher in the high pitch range.
The port scan had some of the sonic indicators of a DDoS: since it was an incoming attack from
unusual IP addresses, there was some low-range dissonance (beneath the high-range dissonant
port sounds), which was also a DDoS indicator. This may have contributed to the confusion.
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As shown in Table 6.9, the only incorrect identification (which occurred six times) was the
identification of the port scan as a DDoS.

When asked in the post-study interview whether there was anything they would change
about the sonification design, the aspects noted most frequently by participants were the use of
the pitch range mapping, and the background sound of the sonification. On the pitch ranges, one
participant reported: “the thing that I found most difficult was deciding, is it high or low, the
range”, and the effect this had on participants’ ability to differentiate between DDoS and port
scan was also indicated: “for me between port scan and DDoS I had to always think – which was
it, was it port scan or is it DDoS”. It was suggested by participants that a different mapping
(not using pitch range) might be more appropriate for this data parameter, or a clearer difference
between the low, medium and high pitch ranges by widening the range between them (greater
than the octave between each used here). Assessing the effectiveness of these suggestions is left
for further design experimentatation.

On the subject of the background noise of the sonification, one participant stated: “it was
not my kind of music and I think that it was very annoying”. However, some participants
reported positively on the background noise “it was actually like music that I could listen
to”. This difference in opinion suggests the importance of addressing the sound design of the
sonification by considering musical taste, and indicates that a choice of musical genres might
be an appropriate approach. This is an area in which further research is important.

A number of participants reported that they felt able to understand and use the sonification
mapping system: “I think the mapping makes sense, coming in from one side, going out the
other side, different instruments for different protocols, that all makes sense”. In particular, the
mapping between the direction of traffic and the pan of the sound was mentioned by a number
of participants as being effective: “the left and right works well I think”.

6.4.3 Study design: observations and limitations

There were some difficulties noticed in the study setup. Most obvious was the setup of the
connectivity loss. In the sonification, a loss of connectivity was represented through silence, since
as traffic ceased no sound events were generated. However, in the pre-training task especially,
this caused some confusion for participants, some of whom assumed that the silence signalled
the end of the task. Participants were instructed that the researcher would tell them when the
dataset finished, and not to assume it had finished until that point, but there was still a level
of confusion for some participants, and this seemed to affect the number of false-negatives for
connectivity-loss detection (see Table 6.5).

When asked whether there was anything they would change about the study design, the
aspects that participants noted most frequently were the difficulties in the loss of connectivity
setup, and the positioning of the speakers. Participants suggested that the loss of connectivity
setup would work well in practice, with the sudden silence being “striking”, but that in the
context of this study it was confusing: “I remain convinced that it would work very well in
practice, so possibly some other indicator that experiment is going on, or something”. Another
participant suggested the use of a sonic indicator that the end of each dataset had been reached,
such as a “beeping” sound. Some participants suggested that the positioning of the speakers
used in the study should be different, or that they would have preferred to use headphones:
“I think maybe the speaker placement should be a bit different. Because obviously that affects
everyone’s hearing differently, I mean I haven’t got great hearing so I would probably try and
get a bit closer”.

There are potential limitations to the way in which true- and false- positive detections
were measured (using the approach described in Table 6.4). In particular, since participants
sometimes clicked multiple times during the same attack time windows, the measurement of
what constituted a true-positive detection had to be considered. In calculating the efficiency of
attack detection, we used the first click of the participant, separating them from other true-
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positive clicks. The calculation of precision and recall scores also helped to address this, since it
showed the balance of true-positive clicks compared with false-positive, and is a measurement of
participants clicking at any time during the attack window, versus outside the attack window.

In the datasets in which no verbal description of attack type was required by participants (the
pre-training and training 2 datasets), it was not possible to know exactly what the participants
believed they had heard. For example, it was unclear whether participants who clicked multiple
times during the same attack believed that they had heard a new attack condition, or were
clicking for the same one continuing. It was also not possible to know whether the participant was
clicking the mouse, following the beginning of an attack in the dataset, because they had heard
the indicators of that attack condition, or something else. For example, following a connectivity
loss in the dataset, as the sound thinned, participants who clicked were recorded as having
detected the connectivity loss, while it is possible that they in fact believed they had heard
some anomalous sound other than the thinning of the sound.

It is difficult to avoid the above limitation, since it was essential to test the participants early
on without describing the attack sounds, in order to assess the intuititiveness hypothesis, yet
this naturally meant the participant was unable to describe the attack type. An approach might
be to ask the participant in these early stages to describe the change in sound after each mouse
click. However this may have placed extra strain on the participant in this early stage of the
study, having only just been introduced to the sonification. We believe our results suggest that
in general participants were detecting the correct attack indicators in the early stages, since the
precision and recall scores across all attacks were good at this stage. The verbal description in
later datasets solved this problem, since the researcher was able to verify whether the respondent
believed they had heard a different attack type during a continuing attack.

Participants were asked to describe both the musical change and the attack type signalled.
The aim here was to understand how they were completing the study tasks. We aimed to
understand whether participants were memorising the sounds of the attacks (approach A in
Figure 6.8), or were hearing the changes, contextualising their meaning in terms of the network
data, and then deriving the type of attack (approach B in Figure 6.8). The distinction ties in
with the intuitiveness hypothesis: for attacks that do not fit an expected profile, or are evolving
in nature, it is important to assess whether participants are able to contextualise information
and work out what is happening on the network using the sonification.

Detect
change

in sound

Identify
change

in sound

Identify
signified

data
change

Identify
attack type

B

A

Figure 6.8: Possible approaches to completing the study task.

It appeared that there was a largely mixed approach: based on the researcher’s observations
in the study, some participants clearly memorised the attack types and sounds (approach A),
and this is unsurprising given that only four attack types with distinctive sounds were used in
this study. However, it also appeared that other participants were working from their knowledge
of the data the sonification represented in order to work out the attack type, as in approach B.
As discussed, participants were sometimes able to report extra information over what they had
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been taught in terms of attacks. This ability to derive further information suggests a depth to
some participants’ understanding of the sounds of the sonification and their meaning in terms
of the network data.

In the post-study interview, some participants considered their method of completing the
tasks. A number of participants reported that they had waited for some threshold amount of
anomalous sound to play, before deciding whether an attack was happening. This was partic-
ularly true for data exfiltration, since small amounts of outgoing FTP traffic were considered
normal, while higher amounts indicated data exfiltration: “I think the hardest part was identi-
fying, well once you pick the odd sound out, is identifying when that’s like an actual persistent
thing or not, or whether it’s a one-off like the FTP thing still sounds out of place, but sometimes
it might be ok”.

Some participants also stated that they had used association of the sounds of the sonification
with sounds from their background, to facilitate ease of recognition: “for me it’s easier to think of
them, again as I was saying jokily the eight-bit gameboy game, or the piano as opposed to trying
to — I mean, go through more details of, the way you have put the different instruments in”.
The question of participants’ task completion methods should be addressed more empirically
in future, and participants could be asked to consider in more detail how they believe they are
performing the detections.

The omission of a dataset containing no attacks from this study limits our findings (all
datasets contained at least one attack), since we were unable to assess the ability of participants
using sonification to recognise conditions in which no attacks are present. There were stretches
of time in each dataset during which no attacks were occurring, and we were able to assess
whether false-positive detections were made by participants at these times. Given the likelihood
of network conditions in the real world in which no attacks occur over a longer period of time, it
would have been valuable to study the detection accuracy of participants under such conditions,
however, by presenting datasets containing no attacks. The recognition of this limitation informs
our study methodology in Chapters 8 and 9, in which we include a dataset containing no attacks.

As we have noted throughout this chapter, a key constraint that limits the relevance of
the findings to network-security monitoring practice in the real world is the use of synthetic
network-attack datasets. We judged that this approach was suitable for this viability study,
enabling us to explore the concept while controlling the attacks presented to each participant
and randomisation of their order. The huge scale and complexity of actual network data poses
a new challenge, that we explore later in this thesis: in Chapters 8 and 9, we use captures of
network attacks carried out on a simulated network testbed, created by researchers who took
various measures to create a realistic representation of real-world network traffic and attacks
[149].

We observed a key difference between the datasets used in this chapter and in Chapters 8
and 9. In the datasets we generated synthetically for the study reported in this chapter, although
traffic was generated probabilistically (as described in Section 6.2), noticeably anomalous traffic
conditions tended to occur only at the times when attacks were present (outside the times at
which network attacks occurred, there were no spikes in the traffic load, and little activity at
ephemeral ports, for example). Real network data is varied and complex, and anomalous activity
may occur that is benign, and does not indicate an attack, and this was true of the datasets used
in Chapters 8 and 9. Because of the presence of such benign anomalous events in the datasets
used in Chapters 8 and 9, we took a slightly different approach to measuring anomalous-traffic
and attack detection to the one taken in the current chapter. These adjustments made to the
analysis method are described in Section 8.4.3.
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6.5 Summary

We reported on the results of a user study to assess the utility of a prototype sonification system
(as presented in Section 5.6.2), for signalling network-attack conditions to humans. Our results
show that by listening to sonified network-packet headers (synthetically generated), participants
in an experimental setting could detect attacks accurately and efficiently, including combined
attacks in some cases, and identify the types of attacks. We also found that musical experience
had no significant effect on the ability of participants to use the sonification prototype, and
that participants could detect attacks to some extent without training, and improved their
performance throughout training.

These results suggest the viability of presenting sonified network traffic as an approach
to enabling humans to quickly recognise abnormal network conditions, and understand those
conditions. Due to certain study constraints (as we discussed in Section 6.4.3), we cannot claim
that these results are generalisable to network-security monitoring in the real world: based on
these results it is still unclear whether sonification might aid in attack detection in SOCs, for
example. This evidence does, however, support the further research, presented in the rest of this
thesis, into the potential to use sonification in network-monitoring tasks in SOCs.

In the next chapter, we report on the results of an online survey and interviews with security
practitioners working in SOCs, in which we presented our sonification prototype and discussed
the ways in which sonification might be used in SOC tasks. By considering the contexts in
which sonification might be used in SOCs, we identify its potential utility to SOC tasks. Design
requirements arise for sonification systems that could be suitable for use in such tasks, and for
integration into the SOC environment.
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Chapter 7

Identifying Contexts of Use and
Analysing Requirements for
Sonification in SOCs

As we showed in Chapters 2 and 3, the perspectives of security practitioners on the contexts in
which sonification could integrate into SOC workflow, and the challenges that might arise, had
not been examined in prior work. Nor had sonification design requirements specific to the SOC
environment been considered. It was therefore unclear what users felt about the incorporation
of sonification into SOCs. Addressing the needs of users is a crucial part of incorporating new
technologies into their working environment, however [32].

The aim of the research presented in this chapter was to address this gap, through an HCI
study in which we explored the views of security pracitioners on incorporating sonification into
the SOC setting in which they worked. We aimed to identify requirements and contexts of use
for sonification in SOCs, as part of the user-centred design process [127]. By contexts of use we
refer to the conditions under which sonification could be used in SOC work [126]. We focused
on requirements in integration and sonification design. In particular, we aimed to:

• Identify and refine contexts in which sonification systems could aid in SOC working prac-
tice.

• Establish an empirical understanding of the challenges of integrating sonification into the
SOC environment.

• Extract design requirements for sonification systems that would be effective and useful to
SOCs.

• Explore approaches to meeting the identified design requirements

We report on the results of a study involving an online survey and semi-structured interviews.
Firstly, we designed tentative use cases for sonification in SOCs, using information gathered from
existing literature and the responses of security practitioners to an online survey. We then carried
out semi-structured interviews with security practitioners working in SOCs. In these interviews,
the proposed tentative use cases were explored, and participants’ views on sonification design
and the integration of sonification systems into SOCs discussed. We thus refined contexts of use
in which sonification could have the potential to aid in SOC practice, and analysed the needs
of users with regard to integration and design [93].

Our contribution to HCI research into the use of sonification in SOCs is a refinement of
the contexts in which sonification could aid in SOC working practice, an analysis of the critical
design requirements and challenges in integration, and identification of the design requirements
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for sonification systems that could be effective and useful to SOCs. Our findings clarify insights
into the potential benefits of introducing sonification to support work in the SOC environment.
The findings we made in this chapter also informed the development of the sonification methods
used in the remainder of this thesis, and the approaches we took to assessing their utility (in
Chapters 8 and 9 in particular).

7.1 Methodology

We present an overview of our research approach, and show how it was based on existing
requirements analysis processes. We then describe each stage of the study in more detail.

7.1.1 Research Approach

An overview of the research approach we followed is illustrated in Figure 7.1, in which we
present the stages of our study methodology, and, beneath this, the stages of the requirements
analysis process each relates to. This requirements analysis approach was presented by Maguire
and Bevan and has been widely used in prior literature [127]; we detail the approach further in
Chapter 2. The way in which we followed this approach is shown in Figure 7.1.

Information
gathering [127]

Identify user
needs [127]

Envisioning and
evaluation [127]

Requirements
specification [127]

Literature and
online survey

Tentative
use cases

Semi-structured
interviews

(Refined contexts
of use, integration

and design)

Figure 7.1: Requirements analysis process

As illustrated in Figure 7.1, we drew on existing literature and the results of an online
survey to design tentative use cases. These use cases took the form of descriptions of conditions
in which we believed sonification might be used in SOCs. We then developed these tentative
use cases in the interviews, to produce refined contexts of use.

Since this is early-stage work in identifying the challenges and potential for integrating soni-
fication into SOCs, questions remain to be answered before a full requirements specification (the
final stage in Figure 7.1) is appropriate. The refined contexts of use, and integration and de-
sign requirements we contribute do not, therefore, consititute a complete requirements analysis.
Rather, our results represent initial work that can form the basis of a requirements specification.
In Section E.5, we highlight the areas that remain to be addressed experimentally and through
further interaction with users in the construction of a full requirements specification.

To ensure face validity [137] of the online survey and interview questions, both were discussed
with, and incorporated feedback from, a field expert (a researcher in HCI), and three subject
matter experts (who worked, or had previously worked, in SOCs). Both the survey and interview
questions were also answered by subject matter experts in a pilot study.

We recruited 20 participants for the online survey, and 21 participants for the interview.
Participants were security practitioners who worked in both internal and multitenanted SOCs,
Participants were recruited as described in Section 4.2.1, in which we also present our ethical
approval reference for this study, and explain how we followed ethical procedures in carrying it
out.

104



7.1.2 Developing Tentative Use Cases

We drew on existing literature in developing ideas for tentative use cases for sonification in
SOCs. From this, we identified areas in which further evidence was required to justify the
proposal of these use cases and, based on this, we constructed questions to validate aspects that
were unclear. These questions were asked in an online survey of 20 security practitioners, in
which participants were asked to indicate their level of agreement with six assertions.

Level of agreement with assertions was indicated using a Likert-type scale [125] with response
categories “Strongly disagree” (= 1), “Disagree” (=2), “Neutral” (=3), “Agree” (=4), “Strongly
agree” (=5). We selected the Likert-type scale as an efficient method of collecting participants’
attitudes [111]. Based on these responses, we designed five tentative use cases.

7.1.3 Semi-Structured Interviews

Face-to-face interviews took place at the organisations at which participants worked, in rooms
exterior to the SOC. The exception was two participants who were interviewed through a live
video chat due to travel constraints. Interviews were audio-recorded and lasted approximately
30 minutes. The full set of interview questions used is presented in Appendix B.2.

First, participants were introduced to the sonification prototype, a system that maps pa-
rameters data from a network packet capture to parameters of music. The prototype was pre-
recorded running on a synthetically generated dataset containing network attacks including
a port scan, DDoS, and data exfiltration. Familiarisation of participants with the concept of
sonification was the main aim of this stage, particularly important given that the technique
is relatively little-known, and not currently operational in SOCs. Early prototyping is key to
user-centred design, to convey to users an understanding of the type of system proposed, elicit
ideas for discussion, and enable users to play a role in the iterative design process [93].

The researchers described the system and each of the mappings used from data to sound.
Participants then listened to an audio recording of the prototype using headphones. Next, the
semi-structured interview took place, based around the following questions. We chose to carry
out semi-structured interviews, for which these questions served as a guide, with the aim of
allowing further discussion based on the flow of the conversation. This enabled exploration of
further use cases and problems identified by participants.

[1-5.] We are considering the use of sonification for [tentative use cases 1–5] in
SOCs. What is your view on the potential of sonification in this use case? This can
include this particular prototype, and also the concept of sonification as a whole for
SOCs.

Before these interview questions were asked, participants were given a table on paper con-
taining all five tentative use cases, presented with a Likert-type scale for rating. Participants
then answered each of the questions, and discussion ensued with the researchers, expanding
on topics brought up by the participant such as other use cases, and challenges in integration.
Throughout the interview, we highlighted that the participant could consider different sonifica-
tion designs to the prototype presented. We ensured that this was clear, since the aim of the
interview was to discuss the potential for the concept of sonification in SOCs in general.

Participants were then asked to rate each of the five tentative use cases presented using the
Likert-type scale in terms of its potential utility: “Please rate the potential utility of sonification
in this use case, from 1: not at all useful, to 5: very useful”. This rating stage was placed at
the end of the discussion of each use case to allow participants to formulate their views.

7.1.4 Data Analysis

Given discrepancy in the community as to how to treat Likert scale data [108, 140, 148], we
calculated the mode and median to analyse both the responses to the assertions in the online
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survey, and the ratings given to each use-case in the interviews. We considered that a mode
or median rating higher than 3 constituted overall agreement with an assertion, since 3 was
the middle value. We also calculated a comparison of non-neutral scores (CNNS), in which we
took the ratio of scores less than (1, 2) and greater than (4, 5) the neutral value (3). The three
measures support the same conclusions, considered alongside the analysis of the interview data.

We transcribed the interviews, and analysed them using template analysis [116], as described
in Section 4.2.4. We used this qualitative data analysis technique, since it is useful for data for
which the researcher has some understanding of the concepts to be identified. The interview
results are presented within the themes of this template in Sections 7.3, 7.4, 7.5 and 7.6, and
the coding table produced is presented in Appendix D.

7.1.5 Development of Approaches to Meeting Requirements

In the research presented in Section 7.8, we considered approaches to developing sonification
methods that met the requirements we identified in this study. We did not explore design
possibilities exhaustively, but considered how each requirement might be met in practice. Some
of these developed methods are included in the sonification system we developed for the study
presented in Chapters 8 and 9.

7.2 Tentative Use Case Development

We summarise our development of ideas using existing literature on SOC working practice
and sonification, indicating potential uses for sonification in SOCs. We present the outstanding
questions (OQs) that we identified and addressed to support the evolution of these ideas, and
their formulation into assertions in an online survey. Finally, we present the five tentative use-
cases derived.

7.2.1 Developing Ideas Using Existing Literature

Anomaly-detection approaches for security monitoring are widely researched, including visuali-
zation-based techniques to enable detection of abnormal activity by humans [73, 195]. A wide
array of experimental results evidence the utility of sonification for detecting anomalous patterns
in data in fields including medicine and astrophysics, for example [14, 17, 134, 171]. Furthermore,
prior work has supported the use of sonification for hearing network attacks [18, 146]. We
therefore posit that it is important to explore the potential for sonification to enable humans
working in SOCs to detect anomalies in the network traffic, and seek to address the following
question:

OQ1. Do security practitioners feel capable of detecting anomalies directly from the
network traffic?

Security practitioners may be required to carry out other tasks while monitoring the network;
for example, managing email inboxes [164]. Prior literature indicates the utility of sonification as
a solution to enabling monitoring as a non-primary task. Hildebrandt, Hermann and Rinderle-
Ma showed that using sonification to monitor a process as a secondary task while performing a
different primary task had no significant effect on performance in either task [105]. The use of
sonification for peripheral monitoring may extend to cases in which security practitioners wish
to continue to monitor whilst outside of the SOC. We consider that this may be true particularly
for practitioners alone on shift, while taking breaks for example. To support the evolution of
this idea, we seek to address the following question:

OQ2. To what extent are security practitioners required to multitask while moni-
toring in SOCs?
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The information required for monitoring in SOCs is often distributed across multiple moni-
tors used by security practitioners [68], including large screens at the front of the SOC. Security
practitioners may therefore be required to focus their visual attention in multiple directions, yet
it has been shown that visual perceptual clutter leads to increased errors in judgement [16]. Fur-
thermore, security practitioners, depending on their role, can be required to monitor screens for
extended time periods, focusing on visual representations of the data and monitoring alerts from
SIEM solutions, for example [164], which may lead to visual fatigue. Presenting sonified data
could reduce the emphasis on visual monitoring. This could mean either reducing the number
of directions in which visual focus is required, or providing an alternative monitoring method
for visually-fatigued practitioners. We seek to address the following question in developing this
idea:

OQ3. To what extent are security practitioners required to visually monitor infor-
mation presented on multiple screens?

7.2.2 Exploring Ideas Using an Online Survey

The six assertions developed to assess the OQs, and participants’ responses to them, are pre-
sented in Table 7.1. The online survey was completed by 20 participants working in SOCs: two
SOC managers; 14 security analysts, five of whom were “senior” security analysts; and four (two
senior) security engineers.

Table 7.1: Online Survey Results: Responses to Assertions (Resp., ordered from “Strongly dis-
agree” (=1) – “Strongly agree” (=5)): Mode, Median (Med.), and Comparison of Non-Neutral
Scores – Disagree (1-2): Agree (4-5) (CNNS: D:A)
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Anomaly detection by humans (pertains to OQ1)

Assertion 1 : Human analysts monitoring the network are capable of
detecting network anomalies missed by automated systems

0,1,5,10 4 4 1:14

Assertion 2 : The monitoring setup I use enables me to detect network
anomalies that are missed by automated systems

0,4,11,4,1 3 3 4:5

Assertion 3 : I sometimes rely on my experience and intuition to detect
network anomalies rather than monitoring system alerts

0,2,7,7,4 3.5 4 2:11

Multitasking/non-primary task monitoring (pertains to OQ2)

Assertion 4 : I am required to monitor the network, while carrying out
other tasks simultaneously (e.g., responding to emails)

0,2,2,13,3 4 4 2:16

Monitoring across multiple screens (pertains to OQ3)

Assertion 5 : In monitoring, I am required to watch multiple monitors
depicting different data at one time

0,1,2,12,5 4 4 1:17

Assertion 6 : I am required to watch multiple dashboards on the same
monitor depicting data at one time

0,3,4,9,4 4 4 3:13

Five of the assertions obtained mode and median ratings greater than 3, which we consider
agreement, as explained in Section 7.1.4. The exception is Assertion 2, which indicates that
while practitioners feel capable of detecting anomalies, they are less confident that their exist-
ing monitoring setups enable this, and this is supported by the CNNS. This result supports
experimentation with new methods of enabling this capability. The survey results can therefore
be seen to affirm the three OQs.
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7.2.3 Tentative Use-Cases

Based on the survey results presented in Table 7.1, and the prior literature, we derived the
following five tentative use-cases to carry forward to the interviews.

1. Detecting anomalies in the network traffic. Presenting high-resolution sonifications
of the network traffic, to enable humans to hear network anomalies.

2. Monitoring as a non-primary task. Sonifying network-security data to be monitored
as a secondary task, enabling the user to carry out a separate primary task simultaneously.

3. Monitoring data presented across multiple screens. Sonifying parts of information
that are currently presented across multiple screens, reducing the directions for focus of
visual attention by users.

4. Alleviating fatigue from monitoring screens. Enabling users to monitor with reduced
strain on visual attention, by providing the option to use sonification.

5. Enabling monitoring whilst outside of the SOC. Enabling users to continue moni-
toring work (e.g., using wireless earpieces) whilst outside of the SOC.

Use-Case 1 was supported by the assertions of survey participants that detecting anomalies
directly from the traffic was a capability of practitioners. The requirement to monitor across
multiple screens motivated the development of Use-Case 3. Use-Case 4 was supported by the
requirement for extended periods of visual monitoring reported in prior literature [164]. The
requirement affirmed by the survey to multitask while monitoring the network justified the
development of Use-Cases 2 and 5. We considered that multitasking might occur while carrying
out other work inside the SOC, or while carrying out activities when away from the SOC, but
still on duty.

7.3 Interview Results

In this section we present demographics of participants in the interviews. Interview results
relating to use case utility, and themes arising in integration and design, are reported in sections
7.4, 7.5 and 7.6, respectively.

7.3.1 Participants

We interviewed 21 participants between May and June 2017. Participants were security prac-
titioners working in seven different SOCs. From three different internal SOCs, responsible for
the security of a single organisation, 12 participants were interviewed. We also interviewed nine
participants from four different multitenanted SOCs, who provided managed services for client
organisations. Of the participants, four were SOC managers; three described themselves as “se-
nior” or “lead” security analyst, and ten as security analyst; two were both security analyst
and engineer; two were security engineers. Table 7.2 shows the job role and organisation type
of each participant.

7.4 Perspectives on Use Case Utility

We present the interview results on each of the use cases presented, as well as some new use cases
proposed by participants. The extent to which each use case was considered to have potential
in SOCs is analysed here, differences in opinion are considered and challenges described, with
the aim of refining promising contexts for the use of sonification in SOCs. In Section 7.7, we
engage in a critical reflection on the requirements for these refined contexts of use.
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Table 7.2: Interview participant (P) demographics

Internal SOC Multitenanted SOC

Manager 3 (P1, P2, P17) 1 (P6)
“Senior” 0 3 (P7, P15, P16)
Analyst 7 (P3, P4, P13, P18, P19, P20, P21) 3 (P10, P11, P12)
Analyst & engineer 0 2 (P8, P9)
Engineer 2 (P5, P14) 0

7.4.1 Use Case 1: Detecting Anomalies in the Network Traffic

Overall, participants felt that sonification had potential in this use case. A number of par-
ticipants felt that humans were capable of detecting anomalies when presented with network
data. The belief that it was mostly humans who detect network anomalies was expressed (P15),
and it was suggested that humans have the capacity to recognise more subtle anomalies than
machines: “there’s still a lot of human analysis, and a machine can only determine the really
obvious ones” (P8). Security visualizations were frequently specified as a class of tool that en-
abled participants to detect anomalies (4/21). The ability to see anomalous spikes in traffic
volume over time using visualizations was highlighted.

Possible benefits of sonification over existing approaches to anomaly detection were explored.
The potential of sonification for detecting anomalies not apparent from visualizations was de-
scribed, because “the thing with a graph is you can only — it’s not how much you can see,
it’s how much you can present on the technology” (P6). The trustworthiness of the information
conveyed by the sonification was highlighted as an advantage over automated approaches, which
can produce false-positives:

It can’t ever lie because it’s just going on what it’s seeing, it’s not saying it’s malicious
it’s just saying that that’s what I am seeing. (P10)

The ways in which anomalies might be detected using sonification were discussed; in par-
ticular, the potential to learn some baseline sound of the network, and from this basis detect
anomalies. This included hearing deviations from a baseline amount of traffic to larger amounts
of throughput. The potential to “get used to the sound” such that deviations were apparent was
also highlighted:

When say a DoS attack or some other form of attack would take place, I’m sure it
would stand out because you would get used to hearing a certain type of tune or hum
from day-to-day activity. (P15)

In general, participants felt that sonification had promise in this use case. Assessment of the
key points highlighted — the ability to hear deviations from a baseline sound, and the compar-
ison of a sonification-based approach to anomaly detection with automated and visualization-
based approaches — will be important in developing this use case. This comparison is partic-
ularly important given that, while many participants believed humans could detect anomalies
in the data, some felt that anomaly-detection currently was predominantly machine-driven,
while another participant noted that the real solution may be somewhere in between, i.e., that
anomaly-detection capabilities differ between individuals (P16).

7.4.2 Use Case 2: Monitoring as a Non-Primary Task

Perspectives on the potential utility of sonification in this use case were positive in general. A
number of participants stated that they were required to multitask in their role. Participants
reported a range of tasks during which they were required to multitask whilst monitoring,
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including: researching new threats, composing reports, sending emails, or investigating cyber
incidents. Participants saw potential value in the use of sonification at times when multitasking
was required:

One of the issues we have is that when we see something of interest, and we are
researching that or raising a ticket for escalation, you’re no longer monitoring. So,
at points in time where you’re not monitoring, if there was an audible cue that “oh
actually, there is something happening right now, maybe my attention should be back
there rather than on the task in hand”. (P13)

The current requirement to use visual means in multiple tasks was highlighted as a challenge:
“If we’re investigating something else ... I’ve only got three screens, and I’ve only got one pair
of eyes” (P10). Existing approaches to multitasking were discussed; a light-based solution, for
example, in which coloured light would signal alerts. The value of attention-grabbing forms of
indication was described: “That’s why I love the light ... any other indicators for me are really
useful, because I don’t focus on any one thing” (P16).

Participants described the potential value of sonification for monitoring without focused
visual attention: “you could just be monitoring or listening to that background rather than having
to keep looking up” (P8). This extended to the use of sonification for monitoring alerts generated
by automated systems, removing the need to keep “viewing the alarm view while I’m doing other
things” (P7).

The discussion of both sonified network traffic and sonified auditory alerts brings into ques-
tion the type of information that is most appropriate for sonification in this multitasking ap-
plication. The information content of the sonified network packets, compared with an auditory
alert, was highlighted as advantageous by one participant: “the music can tell me, ‘something
else has happened, you need to go look at that’, and not just as an — ‘alert, alert, alert’” (P8).

In summary, perspectives on this use case were positive, subject to some design and capabil-
ity questions. A key question is the type of information to be sonified — both network-packet
data and alert data were discussed as advantageous. Participants voiced concerns about the pos-
sible effect of monitoring using sonification on their primary task, and of the primary task on
their monitoring capability. While Hildebrandt, Hermann and Rinderle-Ma showed that these
effects were not significant in a different context [105], assessment with SOC-specific tasks,
which are often time-pressured, and require high levels of attention, is required. The nature of
SOC tasks could affect the performance of users multitasking using sonification.

7.4.3 Use Case 3: Monitoring Data Presented Across Multiple Screens

The potential for sonification in this use case divided opinion. Firstly, the extent to which
practitioners felt that they were required to monitor across multiple screens differed between
SOCs. Some (8/21) stated that multiple screens (between two and seven) were used to show
alarms, devices, and chat feeds, for example. In other SOCs, monitoring across several screens
was not required, since all monitoring information was presented within a single pane of glass
(6/21).

Opinions also differed on the challenges posed by the use of multiple screens. It was reported
that information could be missed because of its distribution across multiple screens. Missed
information on monitors at the front of the SOC in particular was reported, if practitioners
were engaged in another screen doing an activity:

Something on this screen [at the front] could be red, but if they’re already doing a
priority 1, they’re not going to be looking over there seeing the other priority 1. (P6)

For these participants, monitoring across multiple screens was a challenge sonification could
help alleviate. Both sonification of alerts and of network traffic were mentioned:
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There are analysts sitting down there, and you have a massive dashboard, so they
are still required to be looking at that at all times, and looking at their own screen.
Sound will help in minimising that if you know what I mean, just looking, as it avoids
constant attention. (P17)

For some participants, however, the use of multiple screens did not pose a challenge and was
their own choice, since it was convenient to have dedicated screens for executing commands,
for example. These participants stated that they would not find sonification useful in this
application anyway; that they would not wish to reduce the number of screens: “I will still use
seven [screens], even if I have all the sound in the world” (P12). One participant reported that
reducing the number of screens would make their job more challenging:

If I don’t have enough screens, I’ve got to constantly minimise, maximise, and copy
this and go here and it can be very difficult. (P7)

On the whole, participants were divided as to whether sonification had the potential to
be useful in this use case. The type of information that might usefully be represented by the
sonification was unclear, and a number of participants did not desire any fewer screens. While
it is clear that the spread of screen locations can cause information to be missed, it is likely that
other technologies would be more effective solutions than sonification, meeting the needs of a
greater proportion of security practitioners. Some participants suggested that the combination
of this information through a single pane of glass would be a solution preferable to sonification
in this instance.

7.4.4 Use Case 4: Alleviating Fatigue from Monitoring Screens

In general, sonification was not perceived to have potential as a solution here. Some participants
(6/21) stated that they were sometimes visually fatigued by their monitoring work in the SOC,
yet others (3/21) stated that they were not visually fatigued as they were accustomed to looking
at screens. It was suggested that the extent to which fatigue was felt differed between individuals
and types of role: “nowadays I am doing stuff all the time, but there was a period when I was
just staring at, I think it was, three different monitors at once” (P9).

Methods used for mitigating fatigue currently were described. Encouraging workers to take
regular breaks was one approach used. Another approach adopted was using as much automation
as possible. Participants questioned how sonification would work in practice as an alternative
for visually fatigued practitioners. If the sonification played only at times practitioners were
fatigued, their ability to interpret information from it might be limited:

I can see it as an alternative to visualization for when you get to a point when your
eyes are tired ... the thing is if you only switch it on when you get to that point, then
I think you won’t really understand what normal would be, so you would still need it
on in the background to some extent. (P15)

A number of participants felt that sonification would not be useful for them in this applica-
tion. This was either because they felt visual fatigue was already prevented through the other
approaches described (automation and regular breaks), or because using sonification would not
stop them from looking at screens anyway. Overall, the utility of sonification in this use case
was questionable, and the ways in which it might work in practice unclear.

7.4.5 Use Case 5: Enabling Monitoring While Outside the SOC

Participants generally felt that sonification had strong potential in this use case: “if you were
just going out and you pop a pair of headphones on or whatever and you can hear, ‘oh right,
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something is going on’, I can jump back in” (P10). Specific times when it could be necessary
to continue monitoring while outside of the SOC, included during a fire alarm, while making
drinks, while on break, and while going to the shop. This was particularly true for participants
who were required to do one-man shifts: “today it’s only me here, and I did have to leave to the
shop earlier” (P11).

It was noted that using sonification in this application could be particularly useful for
practitioners alone on shift: “The first ever job I did in a SOC I was the only person in the room.
You could definitely say that would help with that one” (P9). Smaller SOCs, in which one-man
shifts occurred, as well as companies running their own SOCs, were mentioned as situations in
which this capability might be especially helpful:

The guy running his own SOC, the SOC won’t be his only task, he might be plumbing
computers in the main office, and want to come back in if something big happens.
(P6)

It was reported that there were existing approaches to monitoring whilst outside of the
SOC. This included emails sent to cellphones, and a sonic alarm used when on break: “When
I leave, I unmute it, so that I can go and put my feet up, and then if there’s an alarm I would
come” (P11). The potential value of a more informative sonic approach (than the simple alarm
currently used) was discussed by this participant:

If we had a melody like yours representing that, and I knew what the melody was
playing and what it was, then maybe I wouldn’t have to come and look at it, because
I would be like “ok it’s something normal for this time” ... with the current beep, we
don’t know until we actually log in. (P11)

The placement of monitoring screens in the break room was another approach currently
used to indicate to practitioners that they were required in the SOC. A number of participants
discussed being waved at through the window by other workers in the SOC, to attract their
attention if required while on break. This was particularly true for analysts with higher skill
levels, who were required for specific types of event. Participants felt that sonification could be
useful as an alternative approach to informing practitioners on break that they are required
in the SOC, played through speakers break areas such as the kitchen, or through an earphone
worn while on break:

They wouldn’t need to rush back, keep checking, they could just go about their business
and know “right, when I hear that sound, I need to take whatever action”. (P7)

The desire to use sonification for monitoring outside of the SOC might differ depending on
the way in which different SOCs are run. For example, one participant, a SOC manager, was of
the opinion that monitoring should not be continued outside the SOC, on break for example,
as it would defeat the purpose of the break. In general, however, this use case shows promise
as an approach to addressing an area that currently poses challenges in the work of security
practitioners in SOCs.

7.4.6 Use Case Ratings

Table 7.3 presents participants’ ratings for each of the five use cases presented. Use cases 1, 2,
3 and 5 obtained mode ratings greater than 3, which we consider indicates overall agreement
with potential usefulness (as explained in Chapter 4). Use Cases 2 and 5 attained the highest
possible mode rating.

Based on these results, we selected Use Cases 1, 2 and 5 to form the basis of our refined
contexts of use, presented in Section E.5. Although Use Case 3 also scored a mode rating greater
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Table 7.3: Mode, and number of ratings given to each use case by participants

Use Case Ratings Mode
1 2 3 4 5

1: Anomaly detection 1 1 7 7 5 3.5
2: Multitasking 1 4 4 4 8 5
3: Multiple screens 3 2 2 8 6 4
4: Visual fatigue 3 6 4 3 5 2
5: Outside-SOC activities 0 1 1 3 16 5

than 3, we chose to omit it from the refined contexts of use, based on the qualitative analysis
of the interviews, from which we concluded that other solutions to the challenge of multiple
screens may be more appropriate for SOCs.

7.4.7 Other Use Cases Suggested by Participants

Aside from the use cases we presented, other uses were suggested by participants, falling under
the following themes.

Occasional use

One participant suggested that the sonification would be useful for occasionally checking the
sound of the network:

I might listen to it once an hour, and go “ ... it doesn’t sound the same at 1 o’clock
today as it did at 1 o’clock last three days”. (P6)

It was suggested that sonification could be played for the duration of particular events, and
that this would be useful for conveying the length of events, since: “sometimes looking at data
you might not fully understand when it started and when it ended” (P11). Sonification could also
be played in the background particularly at times when high-severity incidents were being dealt
with, to act as an indicator for SOC workers when a new incident may require their attention
(P8).

Hunting for anomalies

One participant suggested the use of sonification as a threat-hunting tool, for times when ana-
lysts are required to hunt through data retrospectively, searching for anomalies. This included
locating the packets worth investigating:

If I put that on for five minutes, and it sounds anomalous, then I know there’s
five minutes’ worth of packets worth looking at. Otherwise I might look at five min-
utes’ worth of packets, and spend an hour just looking at some packets with nothing
particularly interesting in. (P6)

The potential to listen to the sonification at increased speed (using some fast-forward fea-
ture), both for conducting audio reviews of data retrospectively (“if you’ve got an alarm or a
period that you’re interested in”) and for real-time monitoring applications, was discussed:

If you had a baseline amount of traffic for a given network, you could go “I’ll listen to
a minute of that, now I’m going to listen to a minute of what has just gone through
the sensors”, maybe accelerated, you will then start straight away going “hold on
that doesn’t sound right”. (P6)
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Improving SOC workflow

It was suggested that a continuous soundtrack could improve the SOC workflow as a more
efficient method of making practitioners aware of events that are relevant to them, without the
time needed for others who noticed it to escalate it to them:

At the minute, I guess, it relies on the first person who sees those events to recognise
that that’s bad, to then escalate ... if you heard lots of anomalies, the people who it
would be eventually escalated to would instantly know that, and could maybe start
on that earlier. (P8)

An idea suggested by a manager, to take over some of their alert-handling workload, was
the presentation of alert-severity ratings using an automated voice:

An audio prompt would give me more time, because I could sit at the back of the
room, and if it’s not shouting numbers out, I don’t need to look at the queue. (P6)

7.5 Perspectives on Integrating Sonification

We present key themes identified relating to the integration of sonification into the SOC envi-
ronment, before summarising the challenges identified.

Headphones or speakers?

A number of participants discussed whether the sonification would be best played through
speakers or personal headphones (5/21). Some participants highlighted potential problems with
playing the sonification through speakers in the SOC (3/21) — for example, that if the sonifi-
cation was made the soundtrack to the SOC, practitioners who were not monitoring would still
have to listen to: “the ‘work noise’, as they will understand it, when they’re trying to concentrate
on doing something else” (P2).

Some participants, however, felt that headphones were not always a desirable solution, as
wearing headphones could isolate practitioners, or hamper collaboration (5/21). Alternative so-
lutions were suggested, including the use of a single earpiece rather than headphones, suggested
by two different participants, to enable practitioners to continue to collaborate.

Existing SOC workflow and soundscape

Some participants focused on integration of the sonification with necessary SOC workflow in
an unobtrusive way, noting that it should not get in the way of “people being able to talk
about what’s going on” (P10). A potential need to standardise responses to sounds heard was
suggested:

Everything we do is based around a process or procedure, so I’m not sure how you
would ... get everyone to conform to, “when you hear this, you do this”. (P7)

The existing soundtrack in the SOC environments they worked in was described by partic-
ipants. Some participants stated that in their SOC there was an existing soundtrack, such as
radio for the whole room. In other SOCs, there was no deliberate noise — generally in these
cases practitioners would listen to music or audiobooks at times through personal headphones:

We don’t have any audio stuff in there ... Occasionally people use headphones and
stuff to listen to music, and on the odd occasion we will put some music on. (P15)
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The frequency with which workers in the SOC used personal headphones was discussed. In
some cases, those working in the SOC listened through personal headphones all the time (P16).
In other cases, headphones were used occasionally:

They do listen to their own music, but not constantly and this is my only worry
about whether this would work if it’s constant. (P11)

Complexity of Networks

Participants discussed the difficulty of finding unusual behaviour in networks: “the more complex
your network is, the more difficulty you have working out what is unusual” (P6). A suggested
approach to dealing with large amounts of network traffic was filtering sound by particular IP
addresses or assets.

One participant highlighted the issue of network complexity in the multitenanted SOC they
worked in: “I think if it was for an internal SOC for a specific company that probably would work
better. Here because we’re a managed services provider, I think there would be too many things
going on” (P10). Further research into differences in required design solutions for different SOC
types is needed, such as filtering sound to focus on single networks for multitenanted SOCs.

Summary: challenges in integration

Some challenges in integrating sonification into SOCs emerged from the interview responses.
Appropriate integration of sonification with existing SOC soundscapes and workflow will be
key if the technology is to be unobtrusive to users. The existing SOC soundscapes identified
have implications for integration. In SOCs where the soundscape is silent, appropriate methods
of integrating sonification — using headphones, or a design that is sufficiently unobtrusive —
should be considered. Equally, the effect of the existing SOC soundscapes on listening should
be considered: sonifications may be drowned out in noisy SOC environments.

To be appropriate for use in SOCs, sonification systems must integrate with existing SOC
tools in a way that does not obstruct their use. A key class of tool used in SOCs, on which the
network-security monitoring practice of security pracititioners is usually based, is the SIEM.
The importance of the SIEM as the basis for monitoring was cited by multiple participants:
“everyone is monitoring output of the SIEM ” (P1), and “everything that happens in the SOC
comes into our SIEM ” (P6), for example. Tools external to the SIEM, such as packet-capture
viewers, are also widely used, for retrospective investigative work in particular. In designing
sonification solutions for SOCs, sensitivity to the existing use of tools will be critical.

It was highlighted that sonification should not distract users in a way detrimental to SOC
activity. Sonification systems should be designed with appropriate sound complexity for partic-
ular tasks, since complexity of auditory stimuli has been shown to affect cognitive performance
[154]. Reducing cognitive load is a key consideration for creating usable security interfaces [141].
Less complex sound is needed for non-primary tasks, since less complex background auditory
stimuli have been shown to improve the performance of security-critical tasks [30]. Mapping
highly complex network data to low-complexity sounds will pose a challenge.

The copious amounts of complex data present on networks exacerbates the challenge of de-
signing sonification systems suitable for the SOC environment, since it makes finding a baseline
of “normal” behaviour difficult. Concerns were voiced in interviews that sonification systems
representing such data could become cacophonous, and tuning systems to some network base-
line would take time. The need to train users to use these systems, and understand the sounds
of the networks monitored such that abnormalities could be identified, was also discussed as a
potential challenge. The time required for adequate training of users, and for tuning of systems
to networks, is a key factor affecting the utility of the approach.

Listening to sonification for extended time periods may be fatiguing. Fatigue caused by
previous sonification designs has been reported and was highlighted as a potential pitfall by a
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large number of participants. In integrating sonification into SOCs, therefore, it is important to
consider mitigating fatiguing effects. Kramer argued that “improved aesthetics will likely reduce
display fatigue” [28, p. 145], and prior research into sonification aesthetics can be drawn on. An-
other approach to mitigating fatigue, to be assessed experimentally, is to enable personalisation
of the sounds listened to.

7.6 Perspectives on Sonification Design

The main questions relating to sonification design discussed by participants are described, and
summarised at the end of this section.

Sonification of alerts

Sonification of alerts was mentioned by a number of participants (6/21). Sonified alerting was
proposed as an approach for communicating events considered critical, and the use of sonification
for alerting on particular systems was discussed:

Using this would benefit us, say if the DDoS mitigation stuff that we use, if only
that, or only a subset of alarms or devices alerts us to anomalies via sound. (P7)

The severity of an alert, and the class of network activity it relates to, were types of infor-
mation that might usefully be conveyed by an alert-sonification system. It was also suggested
that sonification of alerts could be layered with the sonified low-level network traffic:

You could tell the system to play music not just based upon the packet captures but
based upon outputs of other things, outputs of the signatures, outputs of x, y, z, then
you can kind of build up two layers of that, so you could listen to the underlying
traffic as part of an incident. (P8)

Mitigating fatigue

A number of participants (8/21) stated that they felt they would be fatigued by continuous
exposure to the sonification. The potential for occasional use of the sonification was discussed
in the context of listening fatigue:

I guess you could use it as and when, but I think if you put that on somebody’s head
for a day, I think you would struggle with that. (P6)

The potential for the sonification to be unobtrusive unless required was highlighted: “music
you can switch off to, but equally the anomalies in there, your brain is going to pick up on them
and go ‘that’s changed, that different’”. Designing sonifications that are unobtrusive in this way
is a potential approach to mitigating fatiguing effects.

What next — approaches to investigating anomalies heard

The role of sonification as a tool for enabling anomaly detection, as the initial indicator that
something was wrong, resulting in some follow-up by the analyst, was discussed:

It takes care of the first bit for you. So you’re going to after, go and investigate
it yourself, and you’re going to have to ask a question — why has there been an
increase, or why this anomaly has occurred. (P7)
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Participants raised the question of how to make hearing deviations in the sonification ac-
tionable (P8, P13). It was suggested that without enabling investigation of anomalies heard,
the sonification would be less useful:

Saying you heard something weird is great, but unless you can quantify that, in an
actual investigation, then you know something is bad, but you don’t know what that
bad thing is. (P8)

A suggested approach to this was making the sonification informative in particular ways.
Participants working in multitenanted SOCs made design suggestions for monitoring for multiple
customers, including ways of linking events from the same customer, while listening across all
customers. One suggestion was a voice-based approach to this linking across multiple customers,
in which a voice would speak the customer number simultaneously with the network sonification
playing, for example (P8). Another idea used sonic methods of conveying information about
which customer was affected:

Different sound sets for different customers. So if I hear the ddos sound and the
malware sound for customer x and they’re at pitch y, then I can go “ok yeah I
recognise that. Hold on those are both from the same customer.” (P6)

Outputting to visualizations was another approach suggested for the linking of anomalies
heard to information content (P8, P10). Visual representation of the sound itself, such that
recognition of times at which events were heard was possible, was suggested (P10). Addressing
this question will involve assessing the amount of information that can be extracted from the
sonification, and the implications this has for the way in which further information should
be conveyed. One participant suggested that music could be a viable approach to identifying
information content, and expressing significant amounts of information:

It’s identifying that change ... which you would learn, because that’s how music
works, it’s association ... You show me a bunch of colours, I’ll be going “great that’s
a bunch of colours”. But I wouldn’t understand them ... whereas music for me is
much more than that, it represents significantly more than a bunch of colours could
ever do. (P8)

Assessing the quantity and granularity of information extraction possible by humans listen-
ing to sonification, and the learning curve required to achieve it, is important.

Summary: the need for flexibility in design

Some key differences in opinion were highlighted, with implications for sonification design.
Participants differed in their opinions on whether it would be suitable to play sonification
systems using headphones, speakers, or single earpieces in SOCs, and whether continuous or
occasional use would be most appropriate. It is clear that the different approaches may suit
different users and different scenarios. It is therefore appropriate for sonification designs to be
flexible, depending on the use case and SOC worker preference. Playing the audio through
headphones, speakers and single earpieces should all be viable, and the sonification method
should support both continuous and occasional use.

The analysis also highlights a difference in requirements between multitentanted and internal
SOCs. One participant working in a multitenanted SOC described the potential difficulty of
using a sonification system in the environment in which they worked, with large amounts of data
for so many customers, compared with an internal SOC. Further research into differences in the
required design solutions across different SOC types is necessary. A solution for multitenanted
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SOC environments might be the provision of tool features to filter sound by single SOCs to be
monitored.

It is clear that in some applications, simple, informative audio alerts would be useful. This
points to further exploration of the use of event-based sonification and earcons (short musical
messages whose properties communicate properties of the data represented) [132] for presenting
network-security alerts.

The prototype design presented in this study initiates the participatory design process [93].
This should be iterative, and as such future design of sonification systems for this application
can draw on the design requirements we identified. Consulting users in the development process
is especially important given that the technology is not currently operational in SOCs.

7.7 Refined Contexts of Use

Based on the interview results relating to use case utility, we refined contexts of use, identifying
the potential actors, key usage scenarios, and relevant SOC workflow factors [127].

Multitasking whilst monitoring as a non-primary task

Sonification is potentially useful for aiding security practitioners in carrying out monitoring
tasks while conducting other primary tasks. It is important to assess this capability experi-
mentally; in particular, the effect of primary tasks on the ability to monitor the sonification,
and of performing secondary-task monitoring on the primary task. Such work can draw on the
aforementioned work of Hildebrandt, Hermann and Rinderle-Ma, which showed such monitoring
had no significant effect on either primary or secondary task [105]. However, context-specific
assessment is important, using the primary tasks we identified as relevant to SOCs: sending
emails, writing threat intelligence reports, and investigating incidents were some of the tasks
described.

The value of having a sonification system that is unobtrusive to primary tasks, but draws
attention to anomalous sounds, was described, and this should be considered in sonification
design. Both network traffic and alert streams were considered types of information that could
be monitored as a non-primary task; sonification designs should therefore encompass both.
Speakers, headphones, and single earpieces (to prevent isolation) were all considered appropri-
ate playing mediums for this application by different participants. Sonification designs should
therefore use mappings suitable for all these mediums (for example, spatialisation of different
sounds through different ears in unsuitable for single earpiece listening).

Monitoring traffic and alerts as a primary task

For some SOC practitioners, in particular some Level 1 Security Analysts, there is a less frequent
need to multitask, and the focus is on monitoring the automated system output and network
traffic as a primary task. This context of use is an adaptation of the multitasking one above,
aimed at monitoring as a primary task. Again, both network traffic and alerts are relevant to
this type of monitoring, and a sonification system combining the two may be appropriate. If
used continuously, it is important that the sonification aesthetic is not fatiguing to the user
or distracting to other SOC practitioners. It is also important for these real-time monitoring
contexts of use that users can link the sounds heard to the data itself: sonification tool design
should incorporate facilities for users to understand visually the sounds heard and thus observe
details of the data they represent.

As well as sonification systems combining traffic and alerts, the use of low-level traffic soni-
fications in this context may be appropriate. Situations in which sonification of network traffic
has potential value as an anomaly-detection approach include long-term, continuous listening
to the sonification for real-time detection of deviations. To support this use, anomaly-detection
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capabilities using sonification should be compared with those using security visualizations and
automated tools. Prior sonification work indicates that malicious network activity can be de-
tected using sonification [18, 146], but does not make this comparison.

Monitoring whilst outside of the SOC

There are times when it is ideal for security practitioners to be able to continue their monitoring
work whilst outside of the SOC. This is particularly true for smaller SOCs, in which workers
undertake one-man night shifts. Such workers, who might leave the SOC for a short time (e.g.,
to make a drink) or for a longer time (e.g., to go to the shop) saw potential value in the
use of sonification to enable their monitoring work to continue. In larger SOCs, listening to
sonification in break areas could improve SOC workflow for more experienced practitioners,
who might currently be called (e.g., waved at physically) back into the SOC by others when
their expertise is needed.

This capability could be enabled through wireless earpieces worn by workers when venturing
outside the SOC, or by speakers playing sonification in break areas. As well as the network-
packet sonification approach, of which the prototype presented was an example, sonified alert
streams were highlighted as information that could be monitored at times outside the SOC.
Sonification designs that enable both packet and alert representation, individually or in combi-
nation, would therefore be appropriate. Monitoring accuracy and attention during out-of-SOC
activities should be compared with inside-SOC capabilities, to support the development of this
use.

Short-term anomaly-detection tasks

Short-term anomaly-detection uses include real-time checking of the sound of the sonification
occasionally (once per hour, for example) to compare with previous times of listening. Another
promising short-term use is retrospective analysis. Practitioners tasked with searching retrospec-
tively through data for anomalies suggested that using sonification could enable the location of
interesting packets for closer inspection using other tools. For anomaly-detection tasks in which
the aim is to hunt for anomalies that were not alerted on by automated systems, sonifications
of packet traffic are more relevant than sonification of alerts.

For both of these short-term anomaly detection tasks, listening to sonification at an increased
speed was highlighted as potentially useful. A sped-up sonic representation of the last hour (for
example) of network data might be used to occasionally spend a few minutes checking the
state of the network. For retrospective analysis, speeding up the sound could enable security
practitioners to retrospectively sift through data from extended time periods more quickly. The
ability for users to return to specific timestamps, and replay and pause the sonification to hone
in on particular areas of data would be important in such investigative tasks, as well as the
ability to filter so that particular sounds or types of data are represented. Effective methods
would be needed to link the sounds heard to the visuals and the data itself. Research is needed
into approaches to enabling this link between anomalous sounds heard and the data (in a visual
or text-based form) it relates to.

7.8 Approaches to Addressing Sonification Design Requirements

We explore approaches to addressing a selected set of the design requirements highlighted for
sonification systems, for use in SOC monitoring tasks. In formulating these design requirements,
we drew on findings and outstanding questions from the interviews with security practitioners.

We aimed to address the following design requirements.
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1. Configurability. Participants in the interviews highlighted aspects of the sonification
tool that should be configurable by users, in order that developed sonification tools can
align with SOC working practice and possibly be less fatiguing to listeners.

(a) Data-sound mappings should be configurable, such that a user can select which
data parameters are represented sonically in the system they use, and which sound
parameters they are repesented by.

(b) The network details used by the sonification system should be configurable by users:
it is important that users can list internal network IPs and alter details of these
according to changes to the network configuration, as well as inputting blacklists or
whitelists of IPs, ports and services that should inform the baseline sonification and
deviations from it.

(c) Configurable sonification aesthetics may be an approach to reducing the fatigue ex-
perienced by listeners. Participants noted that musical tastes differ between people,
and that in order that the approach can be scaled to use by users with varying
tastes, it may be appropriate to enable selection of the sound aesthetic by the user.

2. Tool Features. The interviews showed that security practitioners perceived that certain
features could improve the potential utility of a sonification tool to them.

(a) Enabling the user to play, pause, and rewind parts of the sonification, or select
timestamps in the data from which the sonification should play.

(b) Playback speed: enabling the user to speed up or slow down the speed at which
data is played (for use in retrospective anomaly hunting by security practitioners,
for example, as suggested in the interviews).

(c) A visual means of linking sounds heard to the network data itself. This related to the
requirement highlighted in the interview for users to be able to use a visual means
to make a link between a sound heard and the data itself, and thus understand the
meaning of the sounds heard.

(d) Enabling the user to filter the sound by either:

• Filtering by data: for example, selecting certain source IP addresses and only
sonifying the packets with that source IP address; or

• Filtering by sound: for example, selecting a certain instrument (if the user
has heard something of interest playing in that instrument, for example) and
listening only to the sounds that are played in that instrument.

3. Sonification of alerts. Multiple participants expressed the view that using sonifications
of alerts could be useful to SOCs. This included incorporating alerts into the packet
sonification (layering the two), or using them separately as an alert-only sonification.
Integration with Snort IDS alerts, or similar, was suggested. Key information that it is
important to represent about alerts was highlighted by practitioners in the interviews:

• Type of alert

• Severity of alert

• Number of alerts

In Sections 7.8.1, 7.8.3 and 7.8.2, we explore approaches to meeting some of these design
requirements. The requirements explored are configurability of data-sound mappings (1a) and
of sonification aesthetics (1c); development of a visual linking method (2c); and sonification of
alerts (3 )).
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7.8.1 Configurability

Configurable data-sound mappings

The approach taken to developing a method by which users can configure data-sound mappings
is shown in Figure 7.2. We normalise the values of data parameters to fall within a range that is
uniform across data parameters. These values are then sent to “sonifiers”, which transform the
received normalised value into a value in the range of a particular sound parameter, dependent
on the mapping selection, using a selected scaling function. It is thus possible to change between
a range of sound-mapping choices for any data parameter selected.

Mapping between
data parameter

D and sound
parameter S

selected by user

Value of D ex-
tracted from the
network data and
normalised to fall
within a set range

Sonifier representing
sound parameter

S transforms
the normalised
value of D to a

sonification value

Sonification
value is sent as
an input to the

sonification engine

Figure 7.2: Approach to enabling selection of data-sound mappings by users

Configurable sonification aesthetics

In line with requirements from the interviews with security practitioners, we developed a method
of enabling users to select certain characteristics of the sound used. Our approach was to enable
users to make choices about various different aspects of the music: musical key, chord progression,
time signature, tempo, and instruments. This is an early-stage example of an approach to
enabling configurability of the sonification aesthetic by users; expanding on the work presented
here is out of scope for this thesis and left to future work.

We took a two-stage approach to generating the characteristics of the sound event to be
played for each data event. Firstly, the system calculates the sound event characteristics based
on the aesthetic selection (key signature and time signature, for example), and the position in
the music generated (which chord is currently being played, for example). At this stage, the note
event is ready to be generated according to the baseline sound. Secondly, the system calculates
additional information on, and deviations in, the sound event by deriving the values of the sound
parameters involved based on the characteristics of the data event to be represented. At this
stage, the sound event might be mapped to a dissonant sound, set to play in the flute, or its
volume increased, depending on the characteristics of the data event (the packet, for example),
it represents.

7.8.2 Tool Features

Visual linking plot

The visual interface we developed is presented in Figure 7.3. In this time series, each dot
represents a sound event, coloured according to the instrument in which it is played. Sound
events that are dissonant are represented as crosses, and the frequency of the sound event is
represented on the y-axis (so dots and crosses nearer the top of the plot represent higher notes).

Hovering over any dot reveals information on the data sonified: the source and destination
IP addresses and ports, protocol, and packet size. The aim is to enable listeners to recognise
sounds heard in the plot (by observing their consonance, the time at which they played, their
frequency, or the colour that represents the sound), and thus to explore them further by hovering
over them for details.
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Figure 7.3: Sonification-visual linking plot

7.8.3 Sonification of Alerts

We applied the sonification model presented in Chapter 5 to the problem of sonifying information
about alerts. In the following, we consider relevant data and sound channels and parameters
(information that might usefully be conveyed about alerts through sonification, according to the
sonification model), drawing on the views expressed by security practitioners in the interviews
on the type of alerting information it could be useful to represent sonically (see Section 7.6). We
then show how the sonification model can be applied to derive a data-sound mappings space,
sonification tuple and possible set of relations for the sonification of alerts.

Approaches to sonifying alerts were divided into two approaches in the responses of security
practitioners in the interviews.

1. Sonified alerts only (played without sonified network traffic)

2. Sonified alerts combined with sonified network traffic

In this section, we focus on sonifying alerts only; in Chapter 8, we show how we used the
sonification model to combine packet traffic and alert information into a single sonified display
that was used in the study reported in that chapter and Chapter 9.

Based on the responses of security practitioners in the interviews, we chose to develop an
approach focused on representing IDS alert severity, class (e.g., malware alert), and the number
of alerts. We considered a single alert data channel : the presence of an alert event. This alert
data channel could be mapped to one of two alert sound channels: a single sound event, or a
change to the soundscape (a change in the tonality of the music, for example).

The single alert data channel : alert event then had three alert data parameters: severity,
class, and number. If using Snort IDS alerts, for example, an alert’s severity is in the range 1–4,
where 1 is the highest, and 4 the lowest, alert severity. An alert’s class describes the type of
network anomaly the triggered alert signature implies: “attempted administrator privilege” is
an example.

In Figure 7.4, we present the data-sound mappings space introduced in Chapter 5, applied
to alert-only sonification, using these alert data channels and alert data parameters.
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Sound Channels (Cs)Data Channels (Cd)

Individual tones, instrumen-
tal lines, melodic lines, or-
chestral sections, earcons

Alerts

Channel Relation
(Relc)

Data Dimensions (Dd) Sound Dimensions (Ds)

Discrete (Ddiscs): instrument,
musical motifs, rhythm, meter, melody,

sequential position, harmony, chord
progression, key, texture, number of

instruments, silence/presence of sound

Discrete (Ddiscd):
type/class of alert

Discrete Dimension
Relation (Relddisc)

Continuous (Dconts): pitch,
pitch range, timbre, amplitude,

tempo, direction, decay time, tun-
ing, spatialisation, articulation

Continuous
(Dcontd): severity,rate

Continuous Dimension
Relation (Reldcont)

Figure 7.4: Data-sound mappings space: alerts

We modeled the sonification of alerts, presented according to the sonification model (Chapter
5).
The sonification is described by the tuple 〈CDR,DDR,VDR, Relc, Reldα, Reldβ, Relv〉:

• CDR = 〈cdR1〉 = 〈alerts〉

• DDR = DDα_R DDβR = 〈ddαR1, ddαR2〉_〈ddβR1〉 = 〈Severity, Rate〉_〈Class〉

• VDdR=〈vddαR1, vddαR2, vddβR3〉 = 〈{low, medium, high},{low, normal, high}, (the
classes of alert present)〉

• Relc is described by the function ψi : R1 → Rm, csi = ψi(cd1)

• Reld and Relv are described by the function Γ : Rm+1 → Rq,
Γi=〈γαi1, ...,γαix,γβi1, ...,γβiy〉∀i ∈ {1, ...,m}

Using this model, and based on the data-sound mappings space presented in Figure 7.4,
and on the results of the magnitude estimation experiment (Appendix E, which indicated the
effectiveness of mappings from rate to tempo and from severity to pitch), we arrived at the
following possible set of relations for the alert-sonification design.

• Data channels:

– Alert → musical motif (cs1 = ψ1(cd1, t))

• Data dimensions (continuous):

– Severity → pitch (dsα11 = γα1(ddα11, t))

– Rate → tempo (dsα12 = γα1(ddα12, t))

• Data dimensions (discrete):

– Class of alert → instrument (dsβ11 = γβ1(ddβ11, t))
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The above describes a sonification which maps alert events to musical motifs. For each alert
event, the alert severity is mapped to the pitch of the motif, the number of alerts (rate) is
mapped to the number of motifs that play (tempo), and the class of the alert is mapped to the
instrument in which the motif plays.

7.9 Summary

Sonification has promise as an approach to aiding in the working practices of security practition-
ers in SOCs, based on SOC workflow and challenges, and evidence of the benefits sonification
can offer. Using an online survey and semi-structured interview responses from practitioners,
we explored perspectives on the use of sonification systems in SOCs. The results presented in
this chapter show that security practitioners saw high potential for the use of sonification in
a range of use cases; in particular, for peripheral monitoring — while multitasking with other
work tasks, or whilst outside of the SOC. Participants also saw value in using sonification for
anomaly detection, in an approach similar to the existing visualization techniques used in SOCs.

We identified challenges in integration, and requirements for design, that should be addressed
when developing systems for this environment. In order to be appropriate for a range of different
SOC types, SOC soundscapes, and practitioners’ job roles, sonification tools should be flexible
in design. More specifically, sonification should be playable through a range of mediums, and
suitable for a range of different types and lengths of use. Sonification of alerts was a key area
highlighted for further design investigation, as well as approaches to mitigating listener fatigue.

In the next chapter and Chapter 9, we draw on the findings of this chapter to assess the utility
of a sonification system to SOC tasks. The system is developed in line with the requirements we
identified for sonification design, and uses some of the design approaches we explored in Section
7.8. The use of the system by security practitioners in a set of network-security monitoring
tasks is assessed. These tasks were designed to be representative of the refined contexts in
which sonification has the potential to be useful in SOCs, that we identified in the current
chapter.
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Chapter 8

Exploring the Use of a Sonification
System by Security Practitioners:
Study Design

We carried out a study with security practitioners working in SOCs, with the aim of exploring the
extent to which using sonification could aid in SOC working practice. We explored the utility of
network-monitoring setups including sonification, compared with those without sonification, for
carrying out tasks representative of a selected set of the potential contexts of use for sonification
in SOCs, as identified in Section 7.7.

We aimed to develop a study that was as realistic as possible, in order to obtain results
relevant to the tasks carried out in real-world SOCs. We therefore studied the findings from
our earlier interviews with security practitioners (see Chapter 7) on the physical setup of SOC
monitoring tools (e.g., number of screens used), the types of tools used to monitor network
security, and the contexts in which sonification might realistically have the potential to aid in
SOCs.

In this chapter, we report the development of the tools used in the study, and present
the study aims, hypotheses and methodology. The results of the study, and our analysis and
discussion of them, are presented in Chapter 9. We begin this chapter by presenting the scope
of the study in Section 8.1: the contexts of use and monitoring tools we chose to focus on. We
then describe our preparation of the scoped tools for the study in Section 8.2. In Section 8.3 we
detail the aims and hypotheses of the study, and we present the study methodology in Section
8.4.

8.1 Study Scope

In the latter sections of Chapter 7, we presented a number of contexts of use for sonification in
SOCs, and design requirements for sonification. Our aim in the study we present in the current
chapter was to explore the use of a sonification system incorporating a scoped set of these
design developments, in a scoped set of the contexts of use. This scoping was required in order
that a study could be designed that would fit the practical constraints of visiting SOCs, and
to ensure that the time required for each security practitioner to participate in the study was
reasonable (we judged that we could not reasonably ask for more than one hour of each security
practitioner’s time).

We scoped our study in two parts. We selected the sonification tool developments, which
were presented in Section 7.8, that would be included in the tools used in the study. We also
chose a set of contexts, taken from those presented in Section 7.7, in which we would explore the
use of tools in the study. The relationship between sonification developments and the contexts in
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which they should be examined was derived based on the specification of tool requirements for
each context of use, presented in Section 7.7. The developments made relating to the sonification
of alerts, for example, could be examined in the context of monitoring in real time as a primary
or non-primary task, but were not relevant in the context of retrospective anomaly-hunting
tasks (in which the focus is the detection of anomalies in the network traffic itself, rather than
in any information outputted by the alerting systems).

In Figure 8.1, we present the scope of our study, and show how it is positioned against all
contexts of use and sonification developments derived in Chapter 7. The relationships between
sonification developments and the contexts of use in which it is relevant to assess them are
shown by the lines linking each. The contexts of use and sonification developments within scope
for this study are highlighted in red.

Contexts of Use/
Capabilities

Monitoring as
a primary task

Monitoring as a
non-primary task

Monitoring whilst
outside of the SOC

Short-term anomaly-
detection tasks (hunting
for anomalies retrospec-
tively, and short-term

checking of traffic)

Setting up tool (usability)

Sonification
Developments

Incorporating
alert sonification

Alerts combined with
traffic sonification

Alert sonification only

Tool features

Visual linking

Playback features

Configurability

Configurability of
data-sound mappings

Configurability of
network details

Configurability of
sonification aesthetics

Figure 8.1: Scoping the contexts of use and sonification developments to focus on in the study
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We elected to study the use of sonification in the following two contexts of use, as shown in
Figure 8.1:

• network-security monitoring in real time as a primary task; and

• network-security monitoring in real time as a non-primary task, whilst conducting other
work-related tasks.

As shown in Figure 8.1, as well as the sonification of network packets explored in Chapter
6, we aimed to assess the developments to the sonification of alerts presented in Chapter 7.
We therefore developed a sonification system for assessment that represented network-packet
information and information about IDS alerts simultaneously, and this system is presented in
Section 8.2. We also aimed to assess the developed approach to enabling users to link visual
information to the sounds heard, as presented in Section 7.8.2. The assessment of this was
limited by the use of videos in the study (see Section 8.4), however, which prevented users from
interacting with the visualization.

8.2 Development of Tools for the Study

We aimed to assess the use of sonification alongside tools that are used to carry out network-
security monitoring tasks in real-world SOCs. This was important in order to ensure that the
study made as realistic an assessment as possible of the utility of sonification as an addition to
the tools that are actually deployed in SOCs. From existing literature on SOC working practice
(e.g., [164]), and information gathered in the interviews with security practitioners, we observed
that most security practitioners working in SOCs carried out their network-security monitoring
work using a SIEM tool (see Chapter 7, e.g., “everyone is monitoring output of the SIEM ”).

On this basis, we assumed that most security practitioners working in SOCs would be
accustomed to using a SIEM tool as the basis for a large proportion of their network-security
monitoring work. We therefore focused on assessing the use of sonification alongside a SIEM tool
in this study. We chose to explore the use of a SIEM tool without sonification for representing
packet traffic and IDS alerts (named SIEM in this chapter), compared with the use of a SIEM
tool that incorporated the sonification of packets traffic and IDS alerts (named Sonification
SIEM in this chapter).

Both the SIEM and the Sonification SIEM were designed by the researchers. We elected
to produce our own tools for the purpose of this study, rather than using an existing commercial
SIEM solution, for example, for the following reasons.

• Avoiding bias. Using any one existing commercial SIEM tool might have introduced bias
by favouring participants already accustomed to using that particular SIEM. We aimed to
create as close as possible a representation of SIEM tools in general, capturing properties
we observed across a range of existing commercial SIEM tools. This was particularly
important for avoiding bias in the study, in which practitioners from different SOCs might
have experience using different SIEM tools.

• Incorporating sonification. We judged that it would be more practical to incorporate
sonified information, and the sonification tool features and sonification-related visualiza-
tions (presented in Chapter 7) into a SIEM of our own creation, than to attempt to
incorporate this into an existing commercial SIEM tool.

Whilst in real-world use, SIEM tools would incorporate information extra to packet traffic
and IDS logs, such as threat-intelligence sharing information and correlations across monitoring
tools, the representation of packet traffic and IDS alerts were the focus of this study. We therefore
restricted the SIEM and the sonification to represent these two types of information, in order

127



that the study was not complicated by extraneous information, and that the focus would be on
representing these two types of information.

We aimed to produce a SIEM and Sonification SIEM that were identical apart from the
additional elements relating to sonification. This meant that we could explore the effect of using
sonification alongside a SIEM tool without changing other aspects of it, so that any effects
observed could reasonably be attributed to the use of the elements relating to sonification,
rather than being due to some other difference between the two tools. We describe the design
of the SIEM and the Sonification SIEM in Sections 8.2.1 and 8.2.2, respectively.

8.2.1 SIEM Tool

In the design of the SIEM, we aimed to replicate the visual representations of data (both as
text, and graphically, as plots or visualizations) observed across existing commercial SIEM tools.
In the following, we justify our selection of each element included in the SIEM dashboard, and
present the visualization design principles we drew on in designing the tool. We then present
the resulting SIEM tool that we used in the study.

We drew on a number of existing commercial SIEMS, examining the types of visualization
present in sample dashboards produced for those SIEMs (as we explained in Section 4.1), in order
to develop a SIEM as close to those that might be used in operational SOCs as possible. Table
8.1 shows how we drew on these commercial SIEM dashboards: LogRhythm, NetIQ, McAfee,
IBM, ArcSight, and Splunk, which we know to be market-leading SIEMs. Further information
on these SIEM tools and the data they represent is given in Section 2.2.2. We also considered
the displays available in packet-capture tools such as Wireshark, which were cited as a widely
used monitoring tool in the interviews reported in Chapter 7.

Our selection of plots to display network-security information was also informed by the
SysAdmin, Audit, Network and Security (SANS) guidelines on security data visualization [15].
As shown in the list below, much of the information we aimed to represent was in time series
form. Based on the SANS guidelines, we used a mixture of line plots and bar charts to represent
this time series information, as an effective method of displaying trends and supporting their
comparison.

We selected the following elements for inclusion in the SIEM dashboard, which were present
in one or more of the sample commercial SIEM dashboards.

• Protocol counts plot: a time series of the traffic on the network, divided by protocol/application.

• Incoming protocols plot: a time series of the traffic incoming to the network (sent from
an IP address external to the network to an internal network IP address), divided by
protocol/application.

• Outgoing protocols plot: a time series of the traffic outgoing from the network (sent from
an internal network IP address to an IP address external to the network), divided by
protocol/application.

• Alert counts plot: a time series of the alerts generated, coloured according to alert severity.

• Packets table: information about the packets captured on the network, presented in a table.
The information presented for each packet was the packet time, source and destination IP
addresses and ports, protocol or application, and packet size.

• Alerts table: information about the alerts generated, presented in a table. The information
presented for each alert was the alert time, class, severity, associated source and destination
IP address, and protocol or application.

• Parallel coordinates plot (IP addresses): plot showing connections (coloured according to
protocol or application) between source and destination IP addresses.
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• Parallel coordinates plot (ports): plot showing connections (coloured according to protocol
or application) between source and destination ports.

In Table 8.1 we show the existing commercial SIEM displays that informed our selection of
each dashboard element. Some of the plots were directly replicated from the commercial SIEM
displays, while others were designed differently, with the aim of displaying the same type of
information (we designed the IP and port parallel coordinates plots, for example, to display the
type of connection information displayed in a single “Flow Source and Destination Graph” in
the McAfee SIEM).

Table 8.1: Selection of SIEM dashboard elements based on existing commercial SIEMs
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Protocol counts plot X X
Incoming protocols plot X
Outgoing protocols plot X
Alert counts plot X X X
Packets table X
Alerts table X X X X X
IP parallel coordinates X
Port parallel coordinates X

We created the SIEM dashboard presented in Figure 8.2, on which we have labelled each
of the dashboard elements listed above.

Figure 8.2: SIEM dashboard created for the study

We aimed to adhere to visualization design principles in the design of the SIEM dashboard.
Many design principles relate to the design of interactive visualizations; we drew on only those
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that could be applied to non-interactive visualizations, since the videos we used in the study
were not interactive. An important principle was to create consistency across the visual repre-
sentations, in order to enable users to more easily become familiarised with a standard way of
displaying information [151]. We aimed to be consistent across the plots and tables in our use of
colours for representing certain information (different protocols and applications, and different
severities of alerts, for example). We also aimed to be consistent in the placement and format
of legends, labelling of plots, and formatting of information such as timestamps.

8.2.2 Sonification SIEM Tool

We aimed to replicate the SIEM, incorporating sonified information and additional facilities
for the control and visualization of the sonified display.

Sonification approach

In designing the sonified display, we used the sonification model presented in Chapter 5 to
create the data-sound mappings space. We also drew on the sonification design developments
made based on the design requirements derived in Chapter 7. These design developments were
presented and addressed in Section 7.8. In that section, we showed how the sonification of alerts
could be achieved according to the sonification model presented in Chapter 5. We combined
that approach to sonifying alerts with packet sonification, using the sonification model to derive
approaches to sonifying packets and alerts in combination.

In the selection of the data-sound mappings to be used in the Sonification SIEM, we drew
on the results of the magnitude estimation experiment presented in Appendix E. We selected
mappings perceived effectively (from rate-tempo and severity-pitch, for example), and used the
scaling functions and polarities derived for them. We chose not to use mappings that had been
perceived less effectively by participants in the study reported in Appendix E (from commonness
to consonance, for example). We drew on these magnitude estimation results in the following
ways.

• Use of the derived rate-tempo mapping, scaled with the derived power function (0.53) by
using N0.53/N , where N is the number of packets in the last second, as the rate at which
packets were randomly sampled.

• Use of the derived size-articulation mapping, scaled with the derived power function (0.24)
by mapping the packet size S to note articulation S0.24/S.

• Use of the severity-pitch mapping for alerts. Only two alert severity values were used in
this study, so the derived scale factor was not incorporated. Alerts with severity 1 and 2
were mapped to two different musical motifs, where the pitch of the motif representing
alerts with severity 1 was higher than that representing alerts with severity 2. We deliber-
ately kept the sonified alert information involved in this study simple, to avoid presenting
participants with too much information to feasibly be used in the study, particularly since
packet-traffic information was already being sonified.

Based on the sonification model, developments to alert sonification as part of the model,
and the above mappings, we created a sonification tuple and data-sound mappings space for
the sonification of packets and alerts combined.
The sonification is described by the tuple 〈CDR,DDR,VDR, Relc, Reldα, Reldβ, Relv〉:

• CDR = 〈cdR1, cdR2〉 = 〈packets, alerts〉

• DDR = DDα_R DDβR = 〈ddαR1, ddαR2, ddαR3〉_〈ddβdR1, ddβdR2, ddβdR3, ddβdR4〉 =
〈Rate, Size, Severity〉_〈Type of information, Commonness, Direction, Protocol〉
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• VDdR=〈vddαR1, vddαR2, vddαR3, vddβR1, vddβR2, vddβR3, vddβR4〉 =
〈{low,normal,high},{small,normal,large},{low, normal, high}
{source IP, destination IP, source port, destination port}, {hotlisted, not hotlisted},
{incoming,outgoing,internal},(the protocols present in the dataset)〉

• Relc is described by the function ψi : R1 → Rm, cs i = ψi(cd1, cd2)

• Reld and Relv are described by the function Γ : Rm+1 → Rq,
Γi=〈γαi1, ...,γαix,γβi1, ...,γβiy〉
∀i ∈ {1, ...,m}

The data-sound mappings space for the combined packet and alert sonification is presented
in Figure 8.3.

Sound Channels (Cs)Data Channels (Cd)

Individual tones, musical motifsPackets, alerts

Channel Relation
(Relc)

Data Dimensions (Dd) Sound Dimensions (Ds)

Discrete (Ddiscs): instrument,
musical motifs, rhythm, meter, melody,

sequential position, harmony, chord
progression, key, texture, number of

instruments, silence/presence of sound

Discrete (Ddiscd):
rate, size, severity

Discrete Dimension
Relation (Relddisc)

Continuous (Dconts): pitch,
pitch range, timbre, amplitude,

tempo, direction, decay time, tun-
ing, spatialisation, articulation

Continuous
(Dcontd): type
of information,

commonness, di-
rection, protocol

Continuous Dimension
Relation (Reldcont)

Figure 8.3: Data-sound mappings space: combined sonification

From this sonification tuple and data-sound mappings space, and using the magnitude esti-
mation results as described above, we selected the following relations.

• Data channels:

– Packet → individual tone (cs1 = ψ1(cd1, t))

– Alert → musical motif (cs2 = ψ1(cd2, t))

• Data dimensions (continuous):

– Rate (packet) → tempo (note) (dsα11 = γα1(ddα11, t))

– Size (packet) → articulation (note) (dsα12 = γα1(ddα12, t))

– Severity (alert) → pitch (motif) (dsα21 = γα21(ddα21, t))

• Data dimensions (discrete):

– Type of information (packet) → pitch range (note) (dsβ11 = γβ1(ddβ11, t))
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– Commonness (packet) → harmony (note) (dsβ12 = γβ2(ddβ12, t))

– Direction (packet) → spatialisation (note) (dsβ13 = γβ2(ddβ13, t))

– Protocol (packet) → instrument (note) (dsβ14 = γβ2(ddβ14, t))

Incorporating sonification into the SIEM

As shown in Figure 8.1, the tool features (playback, for example) developed in Section 7.8 were
out of scope for this study and as such were not included in the Sonification SIEM. While
we aimed to replicate the SIEM dashboard as closely as possible in the Sonification SIEM,
there were two adjustments we made to the dashboard relating to the addition of sonification.

1. Addition of instrument information with each protocol or application represented in the
protocol counts plot legend, to enable users to make a link between the instruments heard
and the protocols represented (by colour) using the protocol-instrument mapping.

2. Addition of the visual linking plot developed in Section 7.8, since this could be observed
in real time with the other SIEM dashboard plots by participants. This plot was included
alongside the others already present in the SIEM. We ensured that the placement of
all other dashboard plots was identical in the SIEM and Sonification SIEM, and the
presence of this extra plot was the only difference.

We created the Sonification SIEM dashboard presented in Figure 8.4, on which we have
indicated these two areas in which it differs visually from the SIEM (points 1 and 2 above are
highlighted in red as Differences 1 and 2, respectively). In the Sonification SIEM, as data
appeared in the SIEM dashboard, it was represented sonically in the sonified display.

Figure 8.4: Sonification SIEM dashboard created for the study
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8.3 Aims and Hypotheses

Our aim was to explore the utility of the Sonification SIEM compared with the SIEM in the
two scoped contexts of use: real-time primary-task monitoring (monitoring as the sole focus) and
real-time secondary-task monitoring (monitoring whilst simultaneously carrying out a separate
work-related primary task). We aimed to assess the monitoring capability of participants in each
of these contexts, using the two tools. As in Chapter 6, we considered the monitoring capability
of participants to be their ability to accurately and efficiently detect (recognise the presence
of), and accurately identify (understand the nature of):

• packet-traffic anomalies: anomalous deviations in the network-packet traffic (which
may be related to network attacks); and

• alerts: alerts generated by Snort IDS.

The reasons why detection accuracy and efficiency, and identification accuracy, are important
in network-security monitoring were described when they were first introduced as hypotheses
in Chapter 6 (see Hypotheses A, B and C in Section 6.1); the reasoning remains the same here.

To address these aims, we developed hypotheses about the following capabilities.

1. Real-time monitoring as a primary task (comparison of SIEM with Sonification SIEM).

(a) Detection and identification of anomalous traffic (Hypothesis A)

(b) Detection and identification of IDS alerts (Hypothesis B)

2. Real-time monitoring as a non-primary task (comparison of SIEM with Sonification
SIEM).

(a) Detection and identification of anomalous traffic (Hypothesis C)

(b) Detection and identification of IDS alerts (Hypothesis D)

We also aimed to explore the effect of musical experience on the performance of participants
monitoring using the Sonification SIEM (Hypothesis E). As well as assessing monitoring
capability in these ways, we aimed to explore the views of participants on the study, the suit-
ability of sonification systems for carrying out tasks in the SOC environment, the potential for
integrating sonification into SOCs, and the usability of the tools presented.

We now present the hypotheses we tested in the study. By “network-attack traffic”, we refer
to packet traffic that relates to a network attack; by “alert”, we refer to the alerts produced by
Snort IDS.

Hypothesis A: participants will perform better at monitoring for network-attack
traffic as a primary task when using the Sonification SIEM than when using the
SIEM

1. Detection accuracy. We hypothesised that network-attack traffic would be detected
more accurately when using the Sonification SIEM than when using the SIEM to
monitor as a primary task. We aimed to test the following: RAT (SIEM) < RAT (Son),
where RAT (SIEM) is the recall rate calculated across all k participants in the detection of
the attacks at in the set of all attacks AT , using the SIEM (recall calculated as described
in Section 4.2.3). RAT (Son) is the recall rate calculated across all k participants in the
detection of the attacks at in the set of all attacks AT , using the Sonification SIEM.
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2. Detection efficiency. We hypothesised that network-attack traffic would be detected
more efficiently (in a shorter time) when using the Sonification SIEM than when using
the SIEM to monitor as a primary task. We aimed to test the following: ∆tAT (SIEM) <
∆tAT (Son). ∆tAT (SIEM) is the mean average across all k participants using the SIEM,
and across all attacks at in the set of all attacks AT , of the difference δtatk(SIEM) =
tdatk(SIEM)−tbatk, between the time of the beginning of an attack at, tbatk, and the time
of its detection tdatk(SIEM). ∆tAT (Son) is the mean average across all k participants
using the Sonification SIEM, and across all attacks at in the set of all attacks AT , of
the difference δtatk(Son) = tdatk(Son)− tbatk, between the time of the beginning of attack
at, tbatk, and the time of its detection tdatk(Son).

3. Identification accuracy. We hypothesised that network-attack traffic would be identified
more accurately when using the Sonification SIEM than when using the SIEM to
monitor as a primary task. We aimed to test the following: IAT (SIEM) < IAT (Son),
where IAT (SIEM) is the attack-identification rate calculated across all k participants
using the SIEM, across all attacks at in the set of all attacks AT . IAT (Son) is the attack-
identification rate calculated across all k participants using the Sonification SIEM,
across all attacks at in the set of all attacks AT .

Hypothesis B: participants will perform better at monitoring for alerts as a primary
task when using the Sonification SIEM than when using the SIEM

1. Detection accuracy. We hypothesised that IDS alerts would be detected more accurately
when using the Sonification SIEM than when using the SIEM to monitor as a primary
task. We aimed to test the following: FAL(SIEM) < FAL(Son), where FAL(SIEM) is
the F-score calculated across all k participants in the detection of the alerts al in the
set of all attacks AL, using the SIEM (F-score calculated as described in Section 4.2.3).
FAL(Son) is the F-score calculated across all k participants in the detection of the alerts
al in the set of all attacks AL, using the Sonification SIEM.

2. Detection efficiency. We hypothesised that IDS alerts would be detected more efficiently
(in a shorter time) when using the Sonification SIEM than when using the SIEM to
monitor as a primary task. We aimed to test the following: ∆tAL(SIEM) < ∆tAL(Son).
∆tAL(SIEM) is the mean average across all k participants using the SIEM, and across
all alerts al in the set of all alerts AL, of the difference δtalk(SIEM) = tdalk(SIEM) −
tbalk, between the time of the beginning of alert al, tbalk, and the time of its detection
tdalk(SIEM). ∆tAL(Son) is the mean average across all k participants using the Soni-
fication SIEM, and across all alerts al in the set of all alerts AL, of the difference
δtalk(Son) = tdalk(Son) − tbalk, between the time of the beginning of alert al, tbalk, and
the time of its detection tdalk(Son).

3. Identification accuracy. We hypothesised that IDS alerts would be identified more
accurately when using the Sonification SIEM than when using the SIEM to moni-
tor as a primary task. We aimed to test the following: IAL(SIEM) < IAL(Son), where
IAL(SIEM) is the alert-identification rate calculated across all k participants using the
SIEM, across all alerts al in the set of all alerts AL. IAL(Son) is the alert-identification
rate calculated across all k participants using the Sonification SIEM, across all alerts
al in the set of all alerts AL.
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Hypothesis C: participants will perform better at monitoring for network-attack
traffic as a non-primary task when using the Sonification SIEM than when using
the SIEM

1. Detection accuracy. We hypothesised that network-attack traffic would be detected
more accurately when using the Sonification SIEM than when using the SIEM to
monitor as a non-primary task. We aimed to test the following: RAT (SIEM) < RAT (Son),
where RAT (SIEM) is the recall rate calculated across all k participants in the detection of
the attacks at in the set of all attacks AT , using the SIEM (recall calculated as described
in Section 4.2.3). RAT (Son) is the recall rate calculated across all k participants in the
detection of the attacks at in the set of all attacks AT , using the Sonification SIEM.

2. Detection efficiency. We hypothesised that network-attack traffic would be detected
more efficiently (in a shorter time) when using the Sonification SIEM than when
using the SIEM to monitor as a non-primary task. We aimed to test the following:
∆tAT (SIEM) < ∆tAT (Son). ∆tAT (SIEM) is the mean average across all k participants
using the SIEM, and across all attacks at in the set of all attacks AT , of the difference
δtatk(SIEM) = tdatk(SIEM)− tbatk, between the time of the beginning of an attack at,
tbatk, and the time of its detection tdatk(SIEM). ∆tAT (Son) is the mean average across
all k participants using the Sonification SIEM, and across all attacks at in the set of
all attacks AT , of the difference δtatk(Son) = tdatk(Son)− tbatk, between the time of the
beginning of attack at, tbatk, and the time of its detection tdatk(Son).

3. Identification accuracy. We hypothesised that network-attack traffic would be identified
more accurately when using the Sonification SIEM than when using the SIEM to
monitor as a non-primary task. We aimed to test the following: IAT (SIEM) < IAT (Son),
where IAT (SIEM) is the attack-identification rate calculated across all k participants
using the SIEM, across all attacks at in the set of all attacks AT . IAT (Son) is the attack-
identification rate calculated across all k participants using the Sonification SIEM,
across all attacks at in the set of all attacks AT .

Hypothesis D: participants will perform better at monitoring for alerts as a non-
primary task when using the Sonification SIEM than when using the SIEM

1. Detection accuracy. We hypothesised that IDS alerts would be detected more accu-
rately when using the Sonification SIEM than when using the SIEM to monitor as
a non-primary task. We aimed to test the following: FAL(SIEM) < FAL(Son), where
FAL(SIEM) is the F-score calculated across all k participants in the detection of the
alerts al in the set of all attacks AL, using the SIEM (F-score calculated as described in
Section 4.2.3). FAL(Son) is the F-score calculated across all k participants in the detection
of the alerts al in the set of all attacks AL, using the Sonification SIEM.

2. Detection efficiency. We hypothesised that IDS alerts would be detected more effi-
ciently (in a shorter time) when using the Sonification SIEM than when using the
SIEM to monitor as a non-primary task. We aimed to test the following: ∆tAL(SIEM) <
∆tAL(Son). ∆tAL(SIEM) is the mean average across all k participants using the SIEM,
and across all alerts al in the set of all alerts AL, of the difference δtalk(SIEM) =
tdalk(SIEM) − tbalk, between the time of the beginning of alert al, tbalk, and the time
of its detection tdalk(SIEM). ∆tAL(Son) is the mean average across all k participants
using the Sonification SIEM, and across all alerts al in the set of all alerts AL, of the
difference δtalk(Son) = tdalk(Son) − tbalk, between the time of the beginning of alert al,
tbalk, and the time of its detection tdalk(Son).
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3. Identification accuracy. We hypothesised that IDS alerts would be identified more
accurately when using the Sonification SIEM than when using the SIEM to monitor
as a non-primary task. We aimed to test the following: IAL(SIEM) < IAL(Son), where
IAL(SIEM) is the alert-identification rate calculated across all k participants using the
SIEM, across all alerts al in the set of all alerts AL. IAL(Son) is the alert-identification
rate calculated across all k participants using the Sonification SIEM, across all alerts
al in the set of all alerts AL.

Hypothesis E: a participant’s level of musical experience will not effect their mon-
itoring performance in the study

1. Monitoring for network-attack traffic.

a Detection. We hypothesised that there would be no significant difference in the
ability of participants with and without musical experience to detect network-attack
traffic. We aimed to test the following: aAT (mus) = aAT (nonmus) and eAT (mus) =
eAT (nonmus), where aAT (mus) and aAT (nonmus) are the attack-traffic detection
accuracy, and eAT (mus) and eAT (nonmus) the attack-traffic detection efficiency of
participants with and without musical experience respectively (detection accuracy
and efficiency defined as in the hypotheses above).

b Identification. We hypothesised that there would be no significant difference in
the ability of participants with and without musical experience to identify network-
attack traffic. We aimed to test the following: iAT (mus) = iAT (nonmus), where
iAT (mus) and iAT (nonmus) is the attack-traffic identification accuracy of partic-
ipants with and without musical experience respectively (identification accuracy
defined as in the hypotheses above).

2. Monitoring for alerts.

a Detection. We hypothesised that there would be no significant difference in the abil-
ity of participants with and without musical experience to detect alerts. We aimed
to test the following: aAL(mus) = aAL(nonmus) and eAL(mus) = eAL(nonmus),
where aAL(mus) and aAL(nonmus) are the alert-detection accuracy, and eAL(mus)
and eAL(nonmus) the alert-detection efficiency of participants with and without
musical experience respectively.

b Identification. We hypothesised that there would be no significant difference in
the ability of participants with and without musical experience to identify alerts.
We aimed to test the following: iAL(mus) = iAL(nonmus), where iAL(nonmus) is
the alert-identification accuracy of participants with and without musical experience
respectively.

8.4 Methodology

We present the methodology we devised to address the aims presented in Section 8.3. We begin
by describing the preparation of the network-attack datasets, Snort IDS, and training and task
materials for the study (Section 8.4.1). We then present the various stages of the study (Section
8.4.2), and our data collection and analysis methods (Section 8.4.3).
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8.4.1 Study Preparation

We created network-attack datasets and set up Snort IDS for use in the study. We recorded
videos of the tools running on these network-attack datasets, and also created videos describing
the two tools, for use in training the participants.

Network-attack datasets

We created network-attack datasets for the study by extracting sections of the CIC-IDS 2017
Intrusion Detection Evaluation Dataset, which is publicly available online [47]. The dataset
contains benign traffic and up-to-date common attacks, synthetically generated and captured on
a network testbed over a one-week period [149]. We selected this dataset for the study because of
its realisticness and ease-of-use. The dataset was generated with the aim of providing intrusion-
detection evaluation data that was as realistic as possible: to achieve realistic background traffic,
a system was used to profile the behaviour of humans interacting with machines. Furthermore,
the details and times of attacks are labelled for ease-of-use in intrusion-detection research, and
further details such as the victim and attacker network configurations used are made clear.

The network-attack datasets we extracted from the full CIC-IDS 2017 dataset are listed
below.

• Baseline Dataset. This dataset was taken from the “baseline day” for the CIC-IDS 2017
dataset (Monday 9am-5pm). This was a day during which no attacks were synthetically
launched on the network, and as such no known attacks were recorded in the dataset.

• Dataset 1. This was one of two datasets used for the two main study tasks, with the order
of their use pseudorandomised. Dataset 1 was taken from a time in the CIC-IDS 2017
dataset that did not contain any synthetically generated attacks.

• Dataset 2. This was the second of the two datasets used in the two main study tasks.
Dataset 2 was taken from the time at which an FTP brute-force attack began in the
CIC-IDS 2017 dataset.

We included Dataset 1, a dataset containing no known attacks, to assess the ability of
participants to recognise a network state with no attacks. Our aim was to replicate real-world
occurrences of network attacks as closely as possible: in SOCs the times at which attacks occur
are unpredictable, and there are likely to be times when no attacks are occurring. Furthermore,
by including this dataset, we aimed to avoid bias in the study, and prevent participants from
being able to “game” the experiment by guessing that each dataset might include a different
attack, for example.

We used the Baseline Dataset in the training stage, in order to present participants with
“baseline data” running in the SIEM and the Sonification SIEM. For the study tasks, the
order in which Dataset 1 and Dataset 2 were used (with one used in Study Task 1, and the
other in Study Task 2 ) was chosen pseudorandomly for each participant.

Setting up Snort IDS, and alerting on the dataset

We ran Snort IDS version 3 (which we presented details on in Section 2.2.1) on the network-
attack datasets, to generate IDS alerts. In Snort 3, signatures can be written to produce alerts
based on network-traffic features. The alerts produced by Snort are usually given a class (describ-
ing the type of alert: “Attempted Privelege Escalation”, for example), a severity, and include
details such as the source and destination IP addresses and ports, and protocols or applications
used by the traffic that caused the alert to be generated.
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The Snort community has produced standard rulesets, which include signatures developed
for alerting on malicious network traffic.1 We opted to use the Snort 3 Community Rules, in
order that our installation of Snort was consistent with installations that might be used by
other Snort users. Whilst many leading SOCs will also craft their own IDS signatures based
on knowledge of the networks they monitor and the threats to them, this is done on a basis
individual to SOCs, and replicating this practice for the purpose of this study would have been
challenging.

Baselining and running the tools

As described in Section 8.2.2, to train our sonification approach on a network, we required a
baseline “hotlist” of the most commonly observed source and destination IP addresses and ports
during normal network operation. We therefore calculated hotlists of the source and destination
IP addresses and ports present in the Baseline Dataset, since this was taken from a period of
time during which no attacks were synthetically launched on the network, and as such no known
attacks were recorded in the dataset. IP address and port commonness was calculated according
to these hotlists in the real-time sonification of the network-attack datasets for the study.

As shown in Figure 8.5, we used tcpreplay (a utility for replaying traffic stored in PCAP
files onto a network) to play the network-attack datasets onto a loopback network.2 On this
loopback network, we ran a packet logger to recapture a sample of the packets (at most 30
per second) and log them in a PCAP file. Packets with properties that were not commonly
observed on the network (those using uncommon IP addresses and ports, or using protocols or
applications that, unlike UDP, TCP and HTTP, for example, were not commonly used) were
sampled with a higher probability to increase their chances of being represented by the tools.
At the same time, we ran an alert logger (using Snort IDS) on the loopback network, to capture
and log the alerts generated in response to the replayed packets. The logged packets and alerts
were then sent directly to the SIEM for representation visually and as text. The Sonification
SIEM also controlled the sonification of network data and alerts.

Creating training and task videos

Prior to running the study, we recorded videos of both the SIEM and the Sonification SIEM
running while each network-attack dataset (Baseline Dataset, Dataset 1, and Dataset 2 ) was
replayed on the network. We used Kazam screen recorder to capture the screen and correspond-
ing audio.3 We elected to use pre-recorded videos in the study, rather than running the tools
live, for the following reasons.

1. Consistency of presentation. Packets were sampled randomly with a certain probabil-
ity by the packet logger on each run. If the setup had been run live in the study, therefore,
the packets sampled might have differed between participants, resulting in differences in
the information displayed in the SIEM and Sonification SIEM. By presenting each
participant in the study with the same pre-recorded video of a live run of each tool, we
ensured that the information displayed was consistent across all participants.

2. Reducing risks in running the study. We judged that using videos recorded in advance
would bring less risk than attempting to run the entire setup live for each participant,
reducing the chance of faults occurring during the study.

As well as these task videos, we created two training videos: a SIEM training video and
a Sonification SIEM training video. These two videos were used in the training stage of the

1Snort 3 installation and rulesets are available at https://www.snort.org/.
2http://tcpreplay.synfin.net/tcpreplay-edit.html
3https://github.com/sconts/kazam
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Figure 8.5: Replaying and recapturing traffic, and representing traffic and alerts in the SIEM
and Sonification SIEM

study, to introduce each tool and describe its functionality to participants. We chose to use
videos in order to ensure consistency of the training information presented to each participant,
by presenting each participant with the same two videos. The videos showed a static screen
capture of each tool, and the plots and tables present in each tool were described verbally in
the video by the researcher, with the relevant parts of the visuals indicated by computer mouse
movements captured in the video. In the Sonification SIEM training video, the sonification
approach was described, in addition to the visuals.

8.4.2 Study Process

We recruited a convenience sample of 22 participants for the study. Participants were security
practitioners with experience of working in SOCs, both internal and multitenanted. The study
took place in-person with each participant at their organisation, in a room separate to the SOC.
Participants were recruited as described in Section 4.2.1. We received ethical approval for this
study, and followed ethical procedures in carrying it out, as is also described in that section.

In the materials we used in the recruitment process (the paragraph presented below), we
deliberately avoided mentioning sonification, or the fact that we were aiming to compare ap-
proaches newly developed by the researchers.

We are carrying out a study to compare network-security monitoring tools and their
effectiveness in use. This study is part of a doctoral research project investigating
the design and utility of security-monitoring approaches, with a focus on use in the
security tasks carried out in SOCs. The study itself involves the use of some moni-
toring tools to conduct a common-place threat detection task, and we need security
practitioners who work in SOCs to participate and complete these tasks in order
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that our assessment of the tools takes into consideration the knowledge and expertise
possessed by professionals.

The aim of taking this approach to recruitment was to avoid biasing participants prior to
the study. If we had mentioned sonification in this recruitment material, participants might
have researched sonification in advance, for example. Furthermore, the knowledge that we were
assessing the use of tools that we had designed ourselves might have caused acquiescence bias,
in which the participant aims to provide the results they believe the researchers are hoping for.

Figure 8.6 provides an overview of the study. We now describe each stage of the study in
further detail.

Participant information sheet, introduction to study, and consent forms

Preliminary collection of participant demographics

Training:
1. SIEM training video

2. Sonification SIEM training video

Study Task 1:

1. Baseline video

2. Primary-task monitoring

3. Usability questionnaires

Study Task 2:

1. Baseline video

2. Introduce primary task

3. Secondary-task monitoring

4. Usability questionnaires

Post-study interview

Figure 8.6: Study process: overview

Introduction and preliminary data collection

We began by introducing the premise of the study to each participant. Participants then read
the participant information sheet, which described the aims of the study, the processes that
would be carried out in the study, the measures the researchers would take to ensure that data
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collected were treated ethically, and the procedures that a participant should follow if they
had any concerns during the study, or after completing the study. Participants indicated their
consent to participate in the study and to be audio recorded by signing the participant consent
form. We took audio recordings of the study beginning after the signing of the consent form, in
order to capture the dialogue.

Participants then completed a set of preliminary questions on paper, which captured demo-
graphics including the job role and network-security monitoring experience of the participant,
the types of network-security monitoring tools (including SIEM tools) they were accustomed
to using, and their level of musical experience (more detail on all demographics collected is
provided in Section 4.2.2).

Participants sat at a desk, next to the researcher. A MacBook Pro laptop and a monitor
were set up on the desk, and headphones were used by the participant to listen during the
training videos and the tasks involving sonification. We chose to use headphones because of
the restrictions of visiting organisations: we could not play sound out loud in the rooms in the
organisations in which we ran the study, since we needed to be as unobtrusive as possible to the
work of the rest of the organisation. We used headphone splitters so that the participant could
listen to the sonification through headphones, while the researcher monitored the sound to keep
track of proceedings and make sure that all was running smoothly with the sound, through
another pair of headphones.

Training

Participants watched the training videos, first for the SIEM and then for the Sonification
SIEM. It was required that participants watched the videos in this order, since the Sonification
SIEM was designed as an extension of the SIEM, and it was therefore necessary to explain
how the SIEM functioned first.

The researcher sat with the participant while they watched the training videos, and before
starting to watch the videos, participants were informed that they could pause the video at
any time to ask the researcher questions. We elected not to use training datasets, in which the
participant could practice completing the study tasks, in the interest of keeping the study to a
reasonable length of time. Furthermore, we did not wish to train participants in the detection
of any particular types of attacks, which would have had to have been present in the training
datasets. This enabled us to obtain results on the capabilities of participants using the tools for
the first time, and to gather their views on the viability of learning to use these tools.

Study task overview

Participants were divided into four groups, using one of the two tools to monitor one of the two
datasets in each study task.

A Participants in Group A completed Study Task 1 using the SIEM running on Dataset 1,
and Study Task 2 using the Sonification SIEM running on Dataset 2.

B Participants in Group B completed Study Task 1 using the SIEM running on Dataset 2,
and Study Task 2 using the Sonification SIEM running on Dataset 1.

C Participants in Group C completed Study Task 1 using the Sonification SIEM running
on Dataset 1, and Study Task 2 using the SIEM running on Dataset 2.

D Participants in Group D completed Study Task 1 using the Sonification SIEM running
on Dataset 2, and Study Task 2 using the SIEM running on Dataset 1.

Each participant was assigned to one of these four groups pseudorandomly: we pseudoran-
domised the order of an array containing five of each group, in order to ensure that at least five
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participants were assigned to each group, enabling us to compare performance across groups in
our analysis. We aimed to avoid bias through this process. For example, if participants always
monitored with the SIEM prior to monitoring with the Sonification SIEM, it might be ex-
pected that their performance would improve over time as a result of becoming accustomed to
the task, which might bias the results to suggest that participants had performed better using
the Sonification SIEM.

At the beginning of each study task, participants were shown the Baseline Dataset run
through either the SIEM or Sonification SIEM — whichever had been selected for the
participant in that task. As in the rest of the study, we used pre-recorded videos to present
the tools running on the Baseline Dataset at this stage. The aim was to enable participants to
experience each tool running in real time, and to observe the types of traffic that were present
in a network baseline.

During the SIEM baseline video, the researcher described verbally aspects of the presen-
tation described in the training videos: the balance of protocols in the plots, and the presence
of new packets and alerts in the tables, for example. The Sonification SIEM baseline video
was paused at a particular point, to allow the researcher to highlight these aspects (since the
headphones would have obstructed this communication while the video was playing).

Participants then completed the study task, listening using headphones when the Sonifica-
tion SIEM was used. Videos were played from a MacBook Pro laptop, presented on a larger
monitor such that all aspects presented were easily visible.

At the end of each of the two study tasks, participants completed the SUS usability ques-
tionnaire [43], and (after completing the study task in which they had used the Sonification
SIEM) the BUZZ questionnaire on user experience with auditory interfaces [169]. Further in-
formation on both SUS and BUZZ is presented in Section 2.4.1, and the questionnaires are
presented in Appendix C to this thesis.

Study Task 1: monitoring as a primary task

Participants were presented verbally with the following instructions:

You are required to monitor network security as a primary task using the (SIEM/
Sonification SIEM). Please monitor using this tool, and respond verbally if you
observe either anomalous packet traffic, a severity 1 alert, or a severity 2 alert, as
follows:

• If you observe anomalous packet traffic, say: “anomalous traffic”, and give a
verbal description of the anomalous traffic you have observed.

• If you observe a severity 1 alert, say: “alert severity 1”.

• If you observe a severity 2 alert, say: “alert severity 2”.

To aid with remembering the required responses participants were provided with a sheet of
paper on which the verbal responses were written: “anomalous traffic”, “alert severity 1 ”, and
“alert severity 2 ”.

Participants then completed the task, monitoring the video played from the MacBook Pro
and shown in the larger monitor. Participants’ verbal responses were collected in the audio
recording. At the beginning of each task, the researcher spoke the word “go” into the audio
recording. This enabled us to later calculate the time at which participants made each verbal
response in relation to the dataset being represented (and thus to calculate, for example, the
time delay between the presence of a severity 1 alert and the response of the participant having
identified it).
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At the end of the task, participants were asked to describe what they had observed in
the dataset, and to describe any observations that would cause concern, or require further
investigation.

Study Task 2: monitoring as a non-primary task

Participants were presented verbally with the following instructions:

You are required to monitor network security as a non-primary task using the (SIEM/
Sonification SIEM). As before, please monitor using this tool, and respond ver-
bally if you observe either anomalous packet traffic, a severity 1 alert, or a severity
2 alert, as follows:

• If you observe anomalous packet traffic, say: “anomalous traffic”, and give a
verbal description of the anomalous traffic you have observed.

• If you observe a severity 1 alert, say: “alert severity 1”.

• If you observe a severity 2 alert, say: “alert severity 2”.

Simultaneously, you are required to carry out a separate primary task. This task
involves the creation of folders and files in the OSX terminal.

For the separate primary task, participants were presented with an instruction sheet, con-
taining instructions such as “create a new folder named ‘new folder 1’” and the corresponding
text to be typed in the terminal (e.g. “mkdir "new folder 1"”). This instruction sheet was
presented on the MacBook screen, with the OSX terminal open alongside it ready for the par-
ticipant to carry out the primary task. We assumed that participants would be familiar with
the types of terminal operations required in the primary task, and this proved to be the case in
the study — we checked with participants whether they were comfortable with this type of task
before beginning Study Task 2. The instruction sheet included the exact commands needed,
in case these were not known. Before beginning the study task, participants were given the
opportunity to practice the primary task, which some participants took.

This separate primary task was selected to be representative of the type of task that a
practitioner might realistically be required to carry out whilst monitoring the network. For
the purposes of this study, this separate primary task was appropriate insofar as we judged it
realistic, and it did not create any ethical concerns (as writing an email or an incident report
might give away more information on the participant’s personal details or working practice, for
example).

The non-primary monitoring task was then presented as a video played from the MacBook
Pro (in the terminal of which participants completed the separate primary task), and presented
in the same larger monitor as in the previous task. The exact multitasking requirements were
not specified to participants. The amount of attention to devote to the primary and the sec-
ondary task was left to be decided by the participant: the researcher simply instructed as above.
The aim here was to capture as realistic as possible a view of the way in which practitioners
might multitask in such a scenario, and the amount of attention they might devote to each
task (although this realisticness was undoubtedly limited by the constraints of the study: the
unfamiliarity of the tools and setup to participants, compared to in their day-to-day work, for
example).

As before, at the end of the task participants were asked to describe what they had observed
in the dataset, and to describe any observations that would cause concern, or require further
investigation.
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Usability questionnaires

Participants were presented with usability questionnaires at the end of each of the two study
tasks. For both the SIEM and the Sonification SIEM, participants completed the SUS us-
ability questionnaire [43]. As advised in the SUS usage guidelines, the SUS scale was used after
participants had had the opportunity to use the system, and before any discussion or debrief-
ing took place [43]. Participants were asked to record their immediate response to each item,
marking the centre point of the scale if they felt unable to respond to an item. Following the
use of the Sonification SIEM, participants also completed the BUZZ questionnaire designed
specifically to evaluate user experience with auditory interfaces [169].

Post-study interviews

After the study tasks had finished, participants completed a spoken post-study interview on
topics including their experience in the study, the realisticness of the study design, and their
thoughts on using sonification in their SOC work. The interview was semi-structured: the re-
searchers had a prepared set of questions as a guide, and selected questions to ask based on
the direction in which the conversation had been taken during the study itself (if a participant
had given their view on how realistic the study setup was earlier in the study, for example, we
did not repeat a question on this topic in the post-study interview). The full list of interview
questions we were guided by is presented in Appendix B.3.

We chose to conduct semi-structured interviews, in order that we could understand the
views of participants without creating any bias on some topics, by using neutral phrasing in
questions such as: “Please describe your experience in the study”, and allowing discussion to
ensue, developing the subjects the participant had chosen to speak about in their response.
There were also more closed questions that we wished to gather answers to, and such questions
were asked directly (“Did you experience fatigue in the study”, for example, was a specific
question we intended to ask participants, based on our findings earlier in this thesis on the
importance of understanding the extent to which sonification systems cause fatigue).

We also recorded and analysed the spoken dialogue between the participant and researcher
throughout the study. In this way, in addition to the views expressed in the post-study interview,
we were able to evaluate the views that participants expressed throughout the study. This
included comments on the tools presented, the study tasks, the utility of sonification and other
factors relating to its effectiveness (such as sonification design), and the realisticness of the
monitoring setup used.

8.4.3 Analysis

We aimed to evaluate the effect of incorporating sonification into a SIEM tool on primary- and
non-primary task network-security monitoring performance. This was achieved by comparing
the monitoring performance of participants using the SIEM and that of those using the Soni-
fication SIEM during both Study Task 1 and Study Task 2. We illustrate these comparisons in
Figure 8.7. In the figure, solid lines represent quantitative comparisons; dotted lines represent
qualitative comparisons (based on the interview data).

As shown in Figure 8.7, while we used quantitative analysis to compare the performance of
participants using the two tools in Study Task 1, and in Study Task 2, separately, we did not
use quantitative analysis to compare performance across the two tasks. Instead, we explored the
views of participants relating to comparing their experience in Study Task 1 and Study Task 2
qualitatively, using the interview data gathered in the post-study interview and throughout the
study. This meant comparing the views of an individual participant on using the Sonification
SIEM for primary-task monitoring, and the SIEM for non-primary task monitoring, for ex-
ample. We chose not to compare quantitatively the performance of participants across the two
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Figure 8.7: Comparisons made in the analysis.

tasks because, since Study Task 1 was always carried out before Study Task 2, we could not
account for the possible effect of each participant first carrying out Study Task 1 (using one of
the two tools) on their performance in Study Task 2 (using the other of the two tools).

The two quantitative comparisons shown in Figure 8.7 (comparison of SIEM and Sonifi-
cation SIEM in Study Task 1 ; comparison of SIEM and Sonification SIEM in Study Task
2 ) comprised comparisons of a number of participant performance assessments. In Table 8.2,
we describe the aspects of monitoring performance involved in each comparison.

Table 8.2: Quantitative comparisons made in the study analysis

Network Event Type Performance Assessment

FTP Brute-Force Attack
Detection accuracy (Recall)
Detection efficiency
Identification accuracy

Alerts
Detection accuracy (Precision, Recall, F-score)
Detection efficiency
Identification accuracy

Traffic Deviations
Detection accuracy (Precision)
Detection efficiency
Identification accuracy

We transcribed the interview data collected throughout the study and in the post-study
interview, and coded and analysed it using the template analysis approach described in Section
4.2.4. The interview results are presented within the themes of this template in Section 9.2, and
the coding table produced is presented in Appendix D.

Measuring participants’ performance

Participants were asked to respond verbally if they observed an anomalous deviation in the
traffic (and give a description of its nature), and if they observed an alert (and describe its
severity). The researcher marked the time of the beginning of each video-recorded dataset by
speaking the word “go”. We were thus able to ascertain from the audio recordings taken of the
study, the time during the dataset at which each participant had made each response. Depending
on the event type (attack, event, or anomalous deviation), we varied our interpretation of what
constituted a detection, as follows:

• For the FTP brute-force attack (in Dataset 2 ), in the calculation of detection accuracy
and efficiency, and identification accuracy, we made the assumption that a participant’s
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first response following the FTP brute-force attack was a detection of traffic or an alert
relating to that attack. The first traffic relating to the attack was at 115 seconds, and the
first alert at 119 seconds, in the dataset. We counted any response after 115 seconds as a
detection of the attack, as all anomalous traffic deviations after that point were ongoing
FTP traffic relating to the attack.

• For alerts, we assumed that a participant’s response was a detection of the last alert
present in the dataset. We observed that some participants took longer to detect alerts,
particularly when multitasking, and the participants themselves noted, whilst monitoring,
their delay in spotting the alerts (“I’ve also only just noticed that we have sev 2s and sev
1s” (P5), for example). We wished to capture these late detections in our analysis, so
chose not to impose a time limit on responses that would constitute detections of an alert.

• For anomalous traffic deviations, we made the assumption that a participant’s response
was a detection of the last traffic deviation present in our ground truth, if that traffic devi-
ation fell within the ten seconds prior to the response. Whilst, as described, we chose not
to use such a time limit for alert detection, we judged that detection of anomalous traffic
was more ambiguous and required some time constraint. Assuming that an anomalous-
traffic detection made 20 seconds after the presence of anomalous traffic in the dataset
was a detection of that anomalous traffic would not have been appropriate, for example.
The large volumes and variability of the events in the traffic made it more difficult to be
certain of what change in traffic had actually prompted a response than it was to decide
which alert had prompted a response (since there were only two variants of alert). There
are limitations to this approach, which we discuss in Section 9.3.2: knowing what traffic
has truly been detected by participants is a difficult problem that we also encountered in
Chapter 6, and we chose to follow this timing-based approach for this thesis.

Using these assumptions, we measured detection accuracy and efficiency, and identification
accuracy, as described in Table 8.3. We explore the potential limitations of these approaches to
measurement in Section 9.3.2.

Comparing detection accuracy and efficiency, and identification accuracy

As shown in Table 8.2, we analysed the accuracy of detection using combinations of precision,
recall and F-score for different types of event. The reasons why each type of assessment was
chosen for each event type are explained in the next subsection. Where we calculated precision,
recall and F-score, we used the formulae presented in Section 4.2.3.

We compared the efficiency with which events were detected by the two populations (partic-
ipants using the SIEM and the Sonification SIEM) using t-tests (preceded by an F-test, to
decide the type of t-test required based on equality of variance [74]). We compared identification
accuracy by calculating the number of correctly identified, incorrectly identified, and unidenti-
fied detections of each of the three types of event by each of the two populations. Idenfication
rate was calculated as the number of correctly identified true-positive detections, divided by the
total number of true-positive detections.

We removed outliers in the time taken to detect alerts and the FTP brute-force attack, to
prevent skewing of the mean and standard deviation values we presented. We tested for these
outliers using the z-score: results for which the z-score had an absolute value greater than 3.29
were considered to be outliers [74].

Note on approach to network-traffic analysis: attacks and anomalous deviations

Our aim in this section is to provide a justification for our treatment of network-traffic anomalies
in the analysis. Our hypotheses focused on the accuracy with which participants would detect
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Table 8.3: Measuring performance in the study: detection accuracy and efficiency, and identifi-
cation accuracy

Measurement
taken

Assessment criteria

Detection accuracy

• If the response constitutes a detection of any of the three types of
event (detection interpreted for each event type using the
assumptions above) → true-positive detection

• If the response does not constitute a detection → false-positive
detection

• If the response is not made within the detection constraints (i.e.
the event is missed) → false-negative detection

Detection efficiency If true-positive detection:

• Time difference between the onset of an event and the first
response constituting a detection of it by the participant →
detection efficiency

Identification
accuracy

If true-positive detection:

• If the attack is correctly described → correct identification

• If the attack is incorrectly described → incorrect identification

network attacks. Our observations during the study on the nature of network-traffic monitoring
and on the methods by which this is practiced in SOCs supported an alteration to the analysis
of precision, recall and F-score of attack detection we had originally planned, to an analysis
of the recall of attack detection, qualified by an exploration of the network-traffic awareness of
participants throughout the datasets.

As shown in Table 8.2, we used precision, recall and F-score to assess the accuracy of
alert detection. Making these calculations requires measurements of the number of true- and
false-positive detections and of the number of false-negative (missed) detections. It was straight-
forward to identify the times at which alerts did and did not occur in each dataset, and we were
therefore able to make these measurements with certainty.

Participants were asked to monitor for “anomalous traffic”, having observed the Baseline
Dataset represented in the SIEM and Sonification SIEM. If, as for the detection of alerts, we
had assessed the accuracy of attack detection using precision, recall and F-scores, the responses
of participants would have been compared against the ground truth that Dataset 1 contained
no attack, while Dataset 2 contained an attack after 115 seconds. During the study, however,
we observed that participants were making many anomalous traffic detections extra to those
related to the attack.

Furthermore, the comments made by participants indicated that deciding whether anoma-
lous traffic relates to an attack is not necessarily an activity that is immediately carried out
whilst monitoring in real time (e.g., “I think in reality you would look at that and go stop/pause,
and look at something again” (P11)). The decision on whether anomalous traffic is malicious
or benign would often be informed by further investigation of the traffic observed, exploring
the traffic in closer detail retrospectively. Given that our study explored real-time monitoring
using videos, and there was no facility for participants to return to events and investigate them
retrospectively, this key decision-making aspect of attack detection was not captured. A descrip-
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tion by P1 of the type of extensive network knowledge required to detect and identify an FTP
brute-force attack (see Section 9.2.5) suggested that in reality, practitioners would draw on a
greater knowledge of the network than we were able to impart in this short study, in deciding
whether anomalous traffic constituted an attack.

We therefore reconsidered the anomalous-traffic detection capabilities that were important
to this study. For the initial real-time part of the monitoring, it is important that the anomalous
traffic relating to the attack is noticed, so that security practitioners are made aware that further
retrospective investigation of it is required. As such, rather than measuring the accuracy of
participants’ decisions on whether anomalous traffic relating to a network attack had or had
not been observed, we chose to focus on ensuring that participants detected the anomalous traffic
at the time of the attack. We posit that other detections of anomalous traffic, not necessarily
relating to an attack, are part of the real-time monitoring process. Such a detection might be
returned to retrospectively by practitioners in reality, in order to make decisions on whether it
constitutes an attack.

Our aim in involving practitioners in the study was to draw on their experience of monitoring
and detecting anomalies: rather than impose rules in the study on what constituted anomalous
traffic or otherwise, we wished to learn what appeared anomalous to experts when represented
in the SIEM and Sonification SIEM. P3, for example, noted that while not necessarily
indicating an attack, certain traffic would usually prompt further investigation: “things like
Telnet and FTP would be things I would like to investigate further, so not necessarily something
that was going to be bad, but something that would at least make me want to look into it further”.
Rather than making the same measurements of true- and false-positive and negative detections
of anomalous network traffic as we had for alerts, therefore, we judged it more appropriate to
assess how the anomalous traffic detections made by participants related to the events occurring
in the dataset at the time. Based on all these observations, we elected to focus on measuring
the following two aspects of monitoring for anomalous network traffic.

a Detection of anomalous traffic at the time of the attack. We calculated the recall accuracy
(as described in Section 4.2.3) — which accounts for true-positive and false-negative de-
tections, and is a measure of the probability that when the attack occurred, a participant
detected it. Recall does not account for false-positive detections, so was unaffected by the
detections of anomalous traffic made by participants at other times in the dataset.

b “Network-traffic awareness”, by which we describe the relevance of the anomalous devi-
ations in traffic described by participants, to the network traffic actually present in the
dataset at the time. This means, for example, if a participant described an anomalous spike
in FTP traffic at a time outside the FTP brute-force attack time window, we would verify
whether there was an increased amount of FTP traffic at that time. If the descriptions of
anomalous traffic given by participants aligned with the traffic represented in the dataset
(in terms of precision, timeliness, and correctness of identification), we considered that
this constituted “network-traffic awareness”. In this way, we examined what awareness
of the network traffic participants were able to gain using the SIEM and Sonification
SIEM.

The ground truth used in point (a) above was the timing of the attack, which occurred from
115 seconds onwards in Dataset 2. We assessed whether, and how efficiently and accurately,
participants detected the anomalous traffic and IDS alerts related to the attack. For the assess-
ment of network-traffic awareness (point (b) in the list above), we compiled a list of the ground
truth for each dataset. These ground-truth lists were generated iteratively: we began with the
anomalous traffic noticed by the researchers: spikes of particular protocols, and times at which
particularly dissonant sound was generated, for example.

Because of the large amount of highly varied traffic the datasets contained, we could not
guarantee that all anomalous traffic deviations had been captured by the researchers. Therefore,
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as new anomalous traffic was identified by participants, we verified its presence in the dataset.
If the traffic was present at that time, we added it to the ground-truth lists. In cases where
anomalous traffic was detected but its nature was not identified, if the traffic did not match the
timing of an existing anomalous traffic deviation in the ground truth, we judged that there was
too much ambiguity to add it to the ground truth. An advantage of creating these ground-truth
lists iteratively, based on the responses of participants, was that it enabled us to understand
the types of event most frequently assessed by SOC practitioners as being anomalous using the
study tools. We present these events in Table 9.16.

We assessed whether correctly detected anomalous traffic deviations were also correctly
identified. Responses were coded as either correctly identified (an attempt at identification was
made, and matched the ground truth according to our analysis approach), incorrectly identified
(an attempt at identification was made, but did not match the ground truth according to our
analysis approach), or unidentified (no attempt was made at identifying the nature of the traffic).
Identification of the nature of the anomalous traffic is an important part of the network-traffic
awareness we assessed. We present the identification rates, and plots of the times at which
correctly and incorrectly identified, and unidentified detections were made, in Section 9.1.4.

Usability scales: SUS and BUZZ

We analysed the SUS and BUZZ usability scales according to the analysis methods described
in their respective papers [43, 169]. The analysis for each participant’s questionnaire responses
involved summing the score contribution for each scale item, and performing assigned calcula-
tions to derive a single number representing a measurement of the system’s overall usability. It
is stated that scores for individual items on their own are not meaningful [43], so we did not
carry out an analysis of the scores given to each question by participants.

8.5 Summary

We have presented the setup of the study: the development of the SIEM and Sonification
SIEM, the preparation of study datasets and training videos, our study hypotheses and the
methodology we used to explore them. In the next chapter, we report the results of the study
tasks and the interviews, and analyse these results according to our hypotheses.
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Chapter 9

Exploring the Use of a Sonification
System by Security Practitioners:
Study Results

In Chapter 8, we presented the setup of our study, aiming to explore the use of a sonification
system by security practitioners. In this chapter, we report the results of the study tasks and the
interviews with security practitioners, and present our analysis and discussion of these results.
In Sections 9.1 and 9.2 we present the results of the study tasks and the interviews, respectively.
We discuss these results in the context of our study hypotheses, and explore the implications
of the results for the use of sonification in SOCs, in Section 9.3.

9.1 Participants’ Demographics and Performance in the Study
Tasks

We present the demographics of the participants in the study, followed by a quantitative analysis
of their performance in the study tasks. In the tables in which we present the results of the
quantitative analysis (Tables 9.4 - 9.20), the values relevant to the assessment of the hypotheses
presented in Section 8.3 are highlighted in yellow. These hypotheses are then assessed in Section
9.3.1. In these sections we present results relating to monitoring for both anomalous packet traffic
and alerts; we refer to anomalous packet traffic as “traffic”, for brevity.

9.1.1 Participants and Demographics

Table 9.1: Participant (P) demographics

Gender Age Bracket

male 19 18-24 3
female 3 25-34 10

35-44 7
45-54 2

Of the 22 participants in the study, 20 completed the entire study, including the study
tasks, while two (P4 and P9) were shown the tool-introduction videos and then took part
in the interview (due to time constraints of those participants). Nineteen participants stated
that their country of origin was the UK, while three gave other countries. All participants had
no hearing or visual impairments, and all participants had experience of using a SIEM tool.
Thirteen participants had experience of using security visualizations, while nine did not.
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Table 9.2: Participants’ job roles and experience

Job Role Years

Senior Security Analyst 6 (P1, 7, 9, 10, 12, 19) < 1 1 (P2)
Level 1 Security Analyst 3 (P2, 3, 4) 1 4 (P4, 6, 14, 22)
Level 2 Security Analyst 1 (P22) 2 5 (P3, 7, 9, 10, 12)
Level 3 Security Analyst 1 (P17) 3 3 (P8, 11, 19)
Security Analyst (level not given) 4 (P5, 6, 8, 20) 4 2 (P17, 21)
SOC Manager 2 (P16, 18) 5 2 (P5, 16)
Network Security Engineer 2 (P11, 21) 6 1 (P1)
Threat Intelligence Analyst 3 (P13, 14, 15) 7 0

8 0
9 1 (P15)
10+ 3 (P13, 18, 20)

The threat intelligence analysts who participated did not work in a SOC currently, but
all had experience of network-security monitoring practice in their jobs. One of these partic-
ipants had previously worked in a SOC, and another had previously been a SOC manager.
Gathering feedback on the study from a threat intelligence analysis perspective broadened our
understanding of the applicability of sonification to network-security monitoring practice.

In Table 9.3, we present the level of musical experience reported by participants in the study.

Table 9.3: Participants’ levels of musical experience

Level of Musical Experience

I have no musical training and I do not actively listen to music 2 (P10, 17)
I have no musical training and I do actively listen to music 12 (P2, 4, 6, 7, 9, 12,

14, 16, 18, 19, 20, 21)
I have some instructed musical training 2 (P5, 15)
I have some self-taught musical training 3 (P1, 8, 22)
I have reached a graded standard in a musical instrument 3 (P3, 11, 13)
I have advanced (university/conservatoire-level) musical training 0
I have perfect pitch 0

9.1.2 Detection and Identification of the FTP Brute-Force Attack (Hypothe-
ses A and C)

Detection accuracy and efficiency (Hypotheses A1, A2, C1, C2)

For each participant, we assessed whether anomalous traffic and alerts had been detected fol-
lowing the occurrence of the FTP brute-force attack at 115 seconds in Dataset 2, and if so
we calculated the detection time. The results for the first detection of both traffic and alerts
(presented separately) relating to the attack by each participant are presented in Table 9.4.

In Table 9.5, we show the time taken by each participant to make the first detection of either
traffic or alerts following the attack. Here, we identified which detection had been made first
(anomalous traffic or alert) by each participant after the attack had started. The time taken
to this first detection by each participant (the time after the beginning of the attack at 115
seconds in Dataset 2 ), and the way in which the detection was made (whether anomalous traffic
or alerts were described) are presented in Table 9.5.

In Table 9.6, we present the recall rate and detection time (mean and standard deviation)
for the detection of anomalous traffic and alerts (separately) following the FTP brute-force
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Table 9.4: Detection of, and time taken (in seconds) to detect, anomalous traffic and alerts
(presented separately) following the FTP brute-force attack

Traffic Alerts
SIEM Sonification SIEM SIEM Sonification SIEM
Detected Time Detected Time Detected Time Detected Time

Task 1 3(P3) 5 3(P2) 4 3(P3) 9 3(P2) 4
3(P10) 4 3(P7) 11 3(P10) 20 3(P7) 3
3(P15) 30 3(P14) 5 3(P15) 3 3(P14) 2
3(P17) 0 7(P18) 3(P17) 2 3(P18) 5
3(P22) 3 7(P20) 3(P22) 13 3(P20) 2

Task 2 3(P5) 8 3(P1) 0 3(P8) 4 3(P1) 2
3(P16) 19 3(P11) 1 3(P12) 6 3(P6) 0
3(P21) 7 3(P13) 4 3(P16) 5 3(P11) 5
7(P8) 3(P19) 5 3(P21) 2 3(P13) 9
7(P12) 7(P6) 7(P5) 3(P19) 7

Table 9.5: Detection and time taken (in seconds) to detection following the FTP brute-force
attack: first detection — traffic (T) or alerts (A)

SIEM Sonification SIEM
Detected Time Detected Time

Study Task 1 3(P3)(T) 4 3(P2)(T) 4
3(P10)(T) 4 3(P7)(A) 7
3(P15)(A) 7 3(P14)(T) 5
3(P17)(T) 0 3(P18)(A) 5
3(P22)(T) 3 3(P20)(A) 2

Study Task 2 3(P8)(A) 4 3(P1)(T) 0
3(P12)(A) 6 3(P6)(A) 0
3(P16)(A) 9 3(P11)(T) 1
3(P21)(A) 6 3(P13)(T) 4
3(P5)(T) 8 3(P19)(T) 5

attack in Dataset 2, using the results presented in Table 9.4. We also present the recall rate
and detection time (mean and standard deviation) for the FTP brute-force attack using both
traffic and alerts. Here, we use the results presented in Table 9.5, considering the first detection
of either traffic or alerts (whichever was first) following the beginning of the attack.

Table 9.6: Recall rate, and mean and standard deviation (S. D.) of detection times (in seconds)
following the FTP brute-force attack: traffic only, alerts only, and overall (first detection of
attack-related traffic or alerts)

SIEM Sonification SIEM
Recall Detection Time Recall Detection Time

Mean S. D. Mean S. D.

Traffic
Study Task 1 1.0 3.0 2.16 0.60 6.67 3.79
Study Task 2 0.60 7.50 0.71 0.80 2.50 2.38

Alerts
Study Task 1 1.0 6.75 5.19 1.0 3.20 1.30
Study Task 2 0.80 4.25 1.71 1.0 4.60 3.65

Overall
Study Task 1 1.0 3.60 2.51 1.0 4.60 1.82
Study Task 2 1.0 6.60 1.95 1.0 2.0 2.35
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We ran t-tests to check for significant differences between participants using the SIEM and
the Sonification SIEM in the mean time taken to detect either traffic or alerts relating to the
FTP brute-force attack (whichever the participant detected first, as presented in the “Overall”
row of Table 9.6).

To analyse these results for Study Task 1, we selected a two-sample t-test assuming equal
variances. The variances were treated as equal based on the result of an initial F-test, which
showed there was no significant difference between the variances of the two populations. The
results of the t-test are displayed in Table 9.7, and show that there was no significant difference
in the mean times taken by participants in Study Task 1 using the SIEM and the Sonification
SIEM to their first detection of either traffic or alerts (whichever was first) following the attack,
with significance α = 0.05, since t Stat > -t Critical two-tail and t Stat < t Critical two-tail.

Table 9.7: t-test (two-sample assuming equal variances): time taken to detection following the
FTP brute-force attack in Study Task 1 : comparison of participants using the SIEM and the
Sonification SIEM (alpha=0.05)

SIEM Sonification SIEM

Mean 3.6 4.6
Variance 6.3 3.3
Observations 5 5
Pooled Variance 4.8
Hypothesized Mean
Difference

0

df 8
t Stat -0.721687836
P(T<=t) one-tail 0.245519213
t Critical one-tail 1.859548038
P(T<=t) two-tail 0.491038426
t Critical two-tail 2.306004135

To analyse these results for Study Task 2, we selected a two-sample t-test assuming unequal
variances. The variances were treated as unequal based on the result of an initial F-test, which
showed there was a significant difference between the variances of the two populations. The
results of the t-test are displayed in Table 9.8. The results show that the mean time taken by
participants in Study Task 2 using the Sonification SIEM to detect either traffic or alerts
(whichever was first) following the attack was significantly faster than that taken by participants
using the SIEM, with significance α = 0.05, since t Stat > t Critical two-tail.

Therefore, the results of the t-tests show that when monitoring as a non-primary task,
participants made their first detection of either traffic or alerts following the FTP brute-force
attack in a significantly faster mean time when using the Sonification SIEM than when using
the SIEM. When monitoring as a primary task, there was no significant difference in the mean
detection times between the participants using the two tools.

Identification accuracy (Hypotheses A3, C3)

No participant identified that the attack was an FTP brute-force. It is likely that further infor-
mation and the opportunity to further explore the data would have been required for this specific
attack identification to be made, and this was supported by the comments of some participants
(see the comments of P1 on the information needed to detect an FTP brute-force attack, for
example, which are presented in Section 9.2.5). A number of participants did, however, identify
a continuously high level of FTP traffic, which was a key indicator of the attack. In Table 9.9,
we show the proportion of the participants who detected anomalous traffic following the attack,
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Table 9.8: t-test (two-sample assuming unequal variances): time taken to detection following
the FTP brute-force attack in Study Task 2 : comparison of participants using the SIEM and
the Sonification SIEM (alpha=0.05)

SIEM Sonification SIEM

Mean 6.6 2
Variance 3.8 5.5
Observations 5 5
Hypothesized Mean
Difference

0

df 8
t Stat 3.372883645
P(T<=t) one-tail 0.004871924
t Critical one-tail 1.859548038
P(T<=t) two-tail 0.009743847
t Critical two-tail 2.306004135

who also made this identification.

Table 9.9: Identification of the FTP brute-force attack: proportion of those participants who
detected anomalous traffic following the attack, who also correctly identified the traffic as con-
tinuously high levels of FTP

SIEM Sonification SIEM

Task 1 3/5 0/3

Task 2 1/3 3/4

9.1.3 Detection and Identification of Snort IDS Alerts (Hypotheses B and
D)

Detection accuracy and identification accuracy (Hypothesis B1, B3, D1, D3)

In Table 9.10, we present results on detection and identification accuracy for Snort IDS alerts.
The table reports the precision, recall and F-score measures of detection accuracy, and the
identification rate (the proportion of the alerts detected that were also correctly identified).

As shown in Table 9.10, participants obtained perfect recall of alerts (meaning that no
alert detections were missed — there were no false-negative detections) using the Sonification
SIEM. Using the SIEM, the recall rate shows that there were some false-negative detections,
resulting in lower (but still reasonable) F-scores of 0.95 in Dataset 1, and 0.97 in Dataset 2.
The table also shows that the mean identification rate across both tasks was slightly higher for
participants using the SIEM (0.99) than the Sonification SIEM (0.96).

Detection efficiency (Hypotheses B2, D2)

In Tables 9.11 and 9.12 we present the time (mean and standard deviation) taken to true-
positive alert detections by participants using each tool in the two study tasks. In Table 9.11
these results are divided over Dataset 1 and Dataset 2, while in 9.12 the results are calculated
from the detection times across both datasets.

We ran t-tests to check for significant differences between participants using the SIEM and
the Sonification SIEM in the mean time taken to detect alerts in both Study Task 1 and
Study Task 2. For Study Task 1, we selected a two-sample t-test assuming unequal variances.
The variances were treated as unequal based on the result of an initial F-test, which showed
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Table 9.10: Precision, recall, F-score and identification accuracy for alert detections in the study
tasks

SIEM Sonification SIEM
Dataset 1 Dataset 2 Mean Dataset 1 Dataset 2 Mean

Task 1

Precision 1.0 1.0 1.0 1.0 1.0 1.0
Recall 0.8 1.0 0.9 1.0 1.0 1.0
F-score 0.89 1.0 0.95 1.0 1.0 1.0
Identification 1.0 1.0 1.0 1.0 0.93 0.97

Task 2

Precision 1.0 1.0 1.0 1.0 1.0 1.0
Recall 1.0 0.88 0.94 1.0 1.0 1.0
F-score 1.0 0.94 0.97 1.0 1.0 1.0
Identification 1.0 0.93 0.97 1.0 0.90 0.95

Both Tasks

Precision 1.0 1.0 1.0 1.0 1.0 1.0
Recall 0.9 0.94 0.92 1.0 1.0 1.0
F-score 0.95 0.97 0.96 1.0 1.0 1.0
Identification 1.0 0.97 0.99 1.0 0.91 0.96

Table 9.11: Time taken to true-positive alert detections (mean and standard deviation) in each
dataset

SIEM Sonification SIEM
Dataset 1 Dataset 2 Dataset 1 Dataset 2
Mean S. D Mean S. D. Mean S. D. Mean S. D

Task 1 4.60 2.88 3.29 3.09 1.60 1.14 1.75 1.73
Task 2 7.33 3.88 5.25 3.96 3.14 2.34 2.28 2.22
Both 6.17 3.43 8.30 7.07 2.50 2.02 2.05 1.99

Table 9.12: Time taken to true-positive alert detections (mean and standard deviation) across
both datasets

SIEM Sonification SIEM
Mean S. D Mean S. D.

Task 1 3.63 2.32 1.78 1.64
Task 2 6.20 3.78 2.44 2.24

there was a significant difference between the variances of the two populations. The results of
the t-test are displayed in Table 9.13. The results show that the mean time taken by participants
using the Sonification SIEM to detect alerts in Study Task 1 was significantly faster than
that taken by participants using the SIEM, with significance α = 0.05, since t Stat > t Critical
two-tail.

For Study Task 2, we selected a two-sample t-test assuming unequal variances. The variances
were treated as unequal based on the result on an initial F-test, which showed there was a
significant difference between the variances of the two populations. The results of the t-test are
displayed in Table 9.14. The results show that the mean time taken by participants using the
Sonification SIEM to detect alerts in Study Task 2 was significantly faster than that taken
by participants using the SIEM, with significance α = 0.05, since t Stat > t Critical two-tail.

Therefore, the results of the t-tests show that when monitoring as a primary task, and when
monitoring whilst multitasking, participants detected alerts in a significantly faster mean time
when using the Sonification SIEM than when using the SIEM.
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Table 9.13: t-test (two-sample assuming unequal variances): time taken to detect alerts in Study
Task 1 : comparison of participants using the SIEM and the Sonification SIEM (alpha=0.05)

SIEM Sonification SIEM

Mean 3.631578947 1.78125
Variance 5.356725146 2.692540323
Observations 19 32
Hypothesized Mean
Difference

0

df 29
t Stat 3.058186971
P(T<=t) one-tail 0.00237675
t Critical one-tail 1.699127027
P(T<=t) two-tail 0.0047535
t Critical two-tail 2.045229642

Table 9.14: t-test (two-sample assuming unequal variances): time taken to detect alerts in Study
Task 2 : comparison of participants using the SIEM and the Sonification SIEM (alpha=0.05)

SIEM Sonification SIEM

Mean 6.2 2.444444444
Variance 14.31428571 4.996825397
Observations 15 36
Hypothesized Mean
Difference

0

df 18
t Stat 3.592087784
P(T<=t) one-tail 0.001041774
t Critical one-tail 1.734063607
P(T<=t) two-tail 0.002083548
t Critical two-tail 2.10092204

9.1.4 Anomalous Traffic Deviations: Network-Traffic Awareness

We present an analysis of participants’ detection and identification of anomalous deviations in
the traffic throughout both datasets (rather than only at the time of the attack in Dataset 2,
which we presented the analysis of in Section 9.1.2). For this study, we considered an anomalous
traffic deviation to be a change in the traffic to a state different from the most frequently present
baseline. This baseline traffic was, for the most part, a balance of IPV4 traffic sent over TCP,
HTTP and UDP, with mostly common (hotlisted) IP addresses and ports used. The decision
on whether a change in the traffic constituted an anomalous traffic deviation was made by the
researcher based on their knowledge of this usual traffic state.

As we described in Section 8.4.3, we took an iterative approach to creating the ground-
truth lists for anomalous traffic against which the responses of participants were assessed. The
ground-truth lists we produced through this process, which are the basis on which we analysed
the performance of participants in this section, are presented in Table 9.15. In Table 9.16 we
summarise the types of anomalous traffic deviation correctly identified by participants.

Table 9.17 shows the precision with which participants detected anomalous deviations in
the traffic, and the accuracy with which they identified these events. Table 9.18 shows the time
taken by participants to detect anomalous traffic deviations following their occurrence in the
dataset (mean and standard deviation). These assessments were made in comparison with the
ground truth we present in Table 9.15.
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Table 9.15: Ground truth for anomalous traffic deviations in each dataset, and indication of
elements added following the responses of particular participants

Dataset 1 Dataset 2
Time Classification Added? Time Classification Added?

9 IPV6 P1 11 Dissonance P7
20 FTP N 28 Dissonance P8
41 FTP N 32 Dissonance P9
51 SSH N 48 Dissonance P13
61 TCP increase P11 56 SSH N
102 Dissonance P21 64 FTP N
103 FTP N 75 Dissonance P11
107 FTP N 81 FTP N
throughout Traffic between

high ports
P11 96 SSH N

108 FTP N
115 FTP (continu-

ous until end of
dataset)

N

Table 9.16: Classifications of anomalous traffic detected

Category Classification Number of Detections
Dataset 1 Dataset 2

Protocol/ application
FTP/ voices 20 46
SSH/ organ 6 13
TCP increase 1 0

IP/ port
IPV6 traffic 1 0
Traffic between high ports 1 0
Dissonance 1 8

Table 9.17: Precision of anomalous traffic detection, and identification accuracy

Task Assessment SIEM Sonification SIEM
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Task 1

Detection: precision 0.93 1.0 0.97 1.0 1.0 1.0
Correctly identified 0.93 0.83 0.88 0.38 0.43 0.41
Incorrectly identified 0.07 0.06 0.07 0.0 0.0 0.0
Unidentified 0.0 0.11 0.06 0.62 0.57 0.60

Task 2

Detection: precision 1.0 1.0 1.0 0.73 1.0 0.86
Correctly identified 0.25 0.71 0.48 0.81 0.96 0.89
Incorrectly identified 0.0 0.0 0.0 0.13 0.0 0.07
Unidentified 0.75 0.29 0.52 0.06 0.04 0.05

Both

Detection: precision 0.95 1.0 0.98 0.83 0.94 0.89
Correctly identified 0.78 0.81 0.80 0.62 0.73 0.68
Incorrectly identified 0.06 0.05 0.06 0.07 0.0 0.04
Unidentified 0.17 0.14 0.16 0.31 0.27 0.29
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Table 9.18: Time taken to detection of traffic anomalies: mean and standard deviation

Task SIEM Sonification SIEM
Dataset 1 Dataset 2 Dataset 1 Dataset 2
Mean S. D. Mean S. D. Mean S. D. Mean S. D.

Task 1 5.25 3.20 3.76 1.82 2.25 1.14 3.25 2.18
Task 2 6.33 3.51 4.5 2.18 4.21 2.26 1.64 1.26

Figure 9.1: Dataset 1 network-traffic awareness: true-positive detections (top); false-positive
and unidentified detections (middle); ground truth (bottom)

Figure 9.2: Dataset 2 network-traffic awareness: true-positive detections (top); false-positive
and unidentified detections (middle); ground truth (bottom)

In Figures 9.1 and 9.2, we present time-series plots describing the network-traffic awareness
of participants in each dataset. In the figures, the bottom plots show the ground truths against
which we assessed network-traffic awareness in Dataset 1 and Dataset 2, which match the
ground-truth lists described in Table 9.15. The top plots show the true-positive detections
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of anomalous traffic, assessed against these ground truths. In these four graphs, line colour
represents the classification of the anomalous traffic detected, according to the classifications
described in Table 9.16. FTP/voice is represented by the pink line; SSH/organ by purple;
dissonance by orange; TCP increase by yellow; and IPV6 traffic by green. The middle plots
show false-positive (red line) and unidentified detections (blue line) of anomalous network traffic,
assessed against the ground truths.

9.1.5 The Effect of Musical Experience on Monitoring Performance (Hy-
pothesis E)

We divided participants into two groups: those with and without musical experience, based
on their responses to the preliminary demographic question on musical experience (see Section
4.2.2). We considered participants with musical experience to be those who reported having
some level of instructed or self-taught musical training, had reached a graded standard in a
musical instrument or had advanced musical training. Participants without musical experience
were those who reported having no musical training and either did or did not actively listen to
music.

We ran t-tests to check for significant differences between participants with and without
musical experience using the Sonification SIEM in the mean time taken to detect alerts, and
also in the mean time to detect either traffic or alerts following the FTP brute-force attack
(the first detection of either following the attack, as used in Section 9.1.2). For both of these
assessments, we considered only the datasets in which participants had used the Sonification
SIEM. We collected all alert-detection times of participants using the Sonification SIEM,
and considered FTP brute-force attack detection only for those participants who used the
Sonification SIEM in Dataset 2, in which this attack was present. We also calculated the
accuracy of detection and identification for these two populations.

Network-attack traffic (Hypothesis E1)

To assess the effect of musical experience on the time taken to detect traffic or alerts relating
to the FTP brute-force attack (by participants who used the Sonification SIEM in Dataset
2, in which the FTP brute-force attack was present), we selected a two-sample t-test assuming
unequal variances. The variances were treated as unequal based on the result of an initial F-test,
which showed there was a significant difference between the variances of the two populations.
The results of the t-test are displayed in Table 9.19.

Table 9.19: t-test (two-sample assuming unequal variances): time taken to first detection of
either traffic or alerts following the FTP brute-force attack using the Sonification SIEM, by
participants with and without musical experience (alpha=0.05)

Musical Non-musical

Mean 1.666666667 4
Variance 4.333333333 5.333333333
Observations 3 7
Hypothesized Mean
Difference

0

df 4
t Stat -1.570867881
P(T<=t) one-tail 0.095653219
t Critical one-tail 2.131846786
P(T<=t) two-tail 0.191306439
t Critical two-tail 2.776445105
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The results presented in Table 9.19 show that there was no significant difference in the
mean times taken by participants with and without musical experience, using the Sonification
SIEM, to their first detection of either traffic or alerts following the attack, with significance
α = 0.05, since t Stat > -t Critical two-tail and t Stat < t Critical two-tail. Since all participants
detected the attack in either the traffic or alerts (as shown in Table 9.5), the recall rates of
participants with and without musical experience for the attack were equal (both 1.0).

Of the three participants with musical experience who detected the attack traffic (before
alerts) using the Sonification SIEM, all three correctly identified the attack traffic as con-
tinuously high rates of FTP (identification rate 1.0). Of the three participants without musical
experience who detected the attack traffic (before alerts) using the Sonification SIEM, none
correctly identified this attack traffic (identification rate 0). In this study, therefore, participants
with musical experience were better able to identify the attack traffic, although the populations
compared are too small for the results to be generalisable.

Alerts (Hypothesis E2)

To assess the effect of musical experience on the time taken to detect alerts, we selected a two-
sample t-test assuming equal variances. The variances were treated as equal based on the result
of an initial F-test, which showed there was no significant difference between the variances of
the two populations. The results of the t-test are displayed in Table 9.20.

Table 9.20: t-test (two-sample assuming equal variances): time taken to detect alerts using the
Sonification SIEM, by participants with and without musical experience (alpha=0.05)

Musical Non-musical

Mean 2.28 2
Variance 5.46 3.209302326
Observations 25 44
Pooled Variance 4.015522388
Hypothesized Mean
Difference

0

df 67
t Stat 0.557903136
P(T<=t) one-tail 0.289385003
t Critical one-tail 1.667916114
P(T<=t) two-tail 0.578770007
t Critical two-tail 1.996008354

The results presented in Table 9.20 show that there was no significant difference in the mean
times taken by participants with and without musical experience, using the Sonification SIEM
to detect alerts, with significance α = 0.05, since t Stat > -t Critical two-tail and t Stat < t
Critical two-tail. Since, as Table 9.10 shows, the precision, recall and F-score of participants for
the detection of alerts using the Sonification SIEM were all 1.0, it follows that the precision,
recall and F-score of participants with and without musical experience for the detection of alerts
using the Sonification SIEM were equal (1.0).

Of the 25 true-positive alert detections by participants with musical experience using the
Sonification SIEM, three were not correctly identified, resulting in an identification rate of
22/25 = 0.88. Two of the 44 true-positive alert detections by participants without musical expe-
rience using the Sonification SIEM were not correctly identified, resulting in an identification
rate of 42/44 = 0.95.
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9.1.6 Usability Questionnaires

SUS results: SIEM and Sonification SIEM

In Table 9.21 we present the results of the SUS scores given by each participant to the SIEM
and the Sonification SIEM, analysed according to the SUS guidelines ([43]), as described in
Section 8.4.3. The resulting score is presented on a scale from 0 to 100, where 0 represents the
lowest, and 100 the highest, possible score.

Table 9.21: System usability scale (SUS) scores given by each participant: SIEM and Sonifi-
cation SIEM

Participant 1 2 3 4 5 6 7 8 9 10 11

SIEM 75 85 72.5 90 67.5 60 77.5 22.5 50 67.5 75
Sonification SIEM 67.5 65 67.5 77.5 57.5 50 85 50 40 25 77.5

Participant 12 13 14 15 16 17 18 19 20 21 22

SIEM 70 57.5 45 70 77.5 52.5 62.5 67.5 42.5 62.5 70
Sonification SIEM 35 45 67.5 77.5 55 57.5 40 47.5 57.5 70 60

An SUS score above 68 is considered to be above the average for systems, while below 68
is considered below average.1 Tables 9.21 and 9.22 show that the SIEM was given an SUS
score above 68 by ten participants, while the Sonification SIEM was scored above 68 by five
participants. These results suggest that the usability of both tools, and of the Sonification
SIEM in particular, need improvement.

BUZZ results: Sonification SIEM

In Table 9.22 we present the results of the BUZZ scores given by each participant to the
Sonification SIEM, analysed according to the BUZZ guidelines ([169]), as described in Section
8.4.3. The resulting score is presented on a scale from 0 to 100, where 0 represents the lowest,
and 100 the highest, possible score.

Table 9.22: Auditory interface user experience scale (BUZZ) scores: Sonification SIEM

Participant 1 2 3 4 5 6 7 8 9 10 11

Sonification SIEM 56.1 39.4 47.0 81.8 48.5 43.9 77.3 31.8 53.0 47.0 59.1

Participant 12 13 14 15 16 17 18 19 20 21 22

Sonification SIEM 62.1 54.5 62.1 78.8 39.4 57.6 48.5 45.5 50.0 57.6 60.6

The BUZZ questionnaire scores obtained by our sonification system varied widely between a
lowest score of 31.8 and a highest score of 81.8. This suggests that the views of participants on
their experience using the sonification differed, an inference supported by the interview results
we present in Section 9.2. The BUZZ auditory interface user experience scale has only recently
been published and has not yet been used to assess many other sonification systems, meaning
that we cannot compare the results obtained by our system with those obtained by others.

9.2 Interviews

We present the results of the interview analysis. These results are presented within the themes
of the coding template we produced, which is provided in Appendix D.

1https://www.usability.gov/how-to-and-tools/methods/system-usability-scale.html
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9.2.1 SOCs: Setup and Working Practice

We begin with a summary of our findings on working practice in SOCs, in order to set the
background for the rest of the interview results.

Participants’ roles within the SOC

A number of participants with different job titles described their roles in the SOC. Security
analysts are primarily responsible for monitoring network security and investigating incidents.
A security analyst described the constant, busy nature of the work they carried out in the SOC:

Things just constantly being bombarded at you, and you’ve got to try and get your
job done and deal with that and pick out anything that’s weird. (P5)

Differences between the work of senior security analysts and lower-level security analysts
were described. A senior analyst stated that in their senior role they were no longer responsible
for monitoring alerting systems, but were “there as backup for the guys if they’re all looking at
alerts and they go ‘they’re still coming in’” (P7). Senior analysts may focus on tasks other than
monitoring: this particular senior analyst was working on rewriting playbooks on the day of the
interview.

A number of the senior analysts interviewed stated that while other analysts would work
long shift patterns, including night shifts, senior analysts (and SOC managers) tended to work
daytime hours (similar to 9am–5pm working hours). The night shifts worked by security analysts
were usually described as being roughly 12-hour shifts, with a set of analysts working the 12-
hour day shift, and another set of analysts working the 12-hour night shift. Night shifts were
described as “not very eventful to be honest, because our network, along with everybody else’s,
goes to sleep” (P2). Shifts are often worked in blocks, followed by some rest days “12-hour shifts
and it was three on three off and a mixture of nights” (P7).

We also interviewed two security engineers. One engineer described their work as a mixture
of tool configuration, data parsing, and support of and interaction with analysts around tools
and alerting: “interacting with the analysts in that I will do some work on that data first, before
giving a new kind of security type alarm to look at, so I would have looked at the data behind
that before they get to that” (P11).

Physical setup of SOCs

A number of participants described working in a large, shared space: “where we work here, it’s
quite a large open office shared by lots of different companies” (P22). A participant explained
that sometimes the SOC and the network operations centre (NOC) would be placed in the same
room.

Often, these large spaces are set up as open office environments in which each practitioner
sits at a desk with (usually multiple) monitors, and in which larger screens are positioned on
the wall to display information to everyone working in the room. A SOC in which high-end,
expensive technology was used (“you’ve got three projectors, I think they’re £80,000 each, and
they project onto a big screen with all our data on the back wall. So yes, it’s very impressive”
(P6)), was described by one participant who worked in it as “a whole different world” (P2).

Use of tools

Participants described the tools they used in their SOC work. One participant described the
use of a console for displaying an alert list to all practitioners:

Usually we have our main LogRhythm console open on everyone’s screen at every
given moment. And that’s literally just like a list of alert alert alert alert and you
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just keep adding one to the top and stuff ... so that’s how we inform the analysts of
incoming alerts. (P7)

In general, real-time monitoring was carried out based on the output of alerting systems
more than using representations of the network traffic, such as advanced security visualizations:
“a lot of the time, people like you to just go off the alert logs, rather than use dashboards,
although the SIEM manufacturers will prefer you to use the dashboards” (P18).

There was some discussion around the reasons why advanced visualizations were not used
frequently in SOCs in general. A SOC manager suggested that an advantage of primarily using
alerts was that it showed management that the SOC was busy:

I suppose if they tuned the SIEMs properly, they would be able to use the dashboards,
but management don’t like that because they like to see a lot of alerts on the screen
so that it looks like you’re busy all the time, and people coming by see a screen full
of alerts, so they tend to leave it that way. (P18)

This SOC manager, however, felt that in the SOC in which they worked, there was advanced
use of security visualization: “I would say we are quite advanced, in terms of visualization ... we
are doing this on a daily basis, visualization and hunting and stuff” (P18). Another participant
felt that visualizations could be beneficial, but the technology had not been purchased by the
organisation:

It’s an argument that maybe we would benefit from having something that would
visualize the traffic for us. We just don’t use it, we didn’t purchase the software to
do that sort of thing. (P5)

The need for SOCs to be well-tuned in order for visualization dashboards to be practical
was highlighted: “I know the SIEM manufacturers would prefer that you had the centres all
well-tuned and you actually used dashboards in that way” (P18). For threat hunting, in which
practitioners search through low-level network data retrospectively with the aim of identifying
undetected threats, some participants used advanced visualizations: “they find the needle in the
haystack, discovering unknowns by using different visualization methodologies” (P18). The use
of tools for displaying and querying PCAPs when retrospectively hunting through data was also
described:

We’ve got a new tool ... where we download packet captures and events to go into,
but we had a tool where we could query traffic that was coming in, it was just full
packet captures all the time for however long, and we could jump back, query it and
find out anything. (P7)

The use of bespoke monitoring tools, rather than commercial solutions, was described: “one
of these multi-devices so it tries to be everything in one, it’s a firewall, an IDS, a SIEM tool”
(P19).

Existing audio in SOCs

Some participants described the soundscape in the SOCs they worked in currently. In some
SOCs, no audio was used currently, possibly due to factors relating to practical difficulties: “it’s
all done visually. I think that’s probably because it’s an office-based environment where there’s
so many people, and obviously you can’t wear headphones the whole day” (P1). Even in a SOC
with no audio deliberately played, a participant noted that there was always some level of noise:
“of just people talking around you and an office happening and things like that” (P5).

Some participants worked, or had in the past worked, in SOCs where there were some audio
cues used for alerting platforms (P7, P16, P18, P22). In all cases described, this was a single
sound (“just a klaxon for an L1 ” (P7), for example) representing a high-severity alert:
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We had all clients’ alerts through, and then when ones were created it would create
an alert, when they hit an SLA [service-level agreement: a commitment between the
SOC and customer], it would play another one that’s like nobody’s looked at this in
five minutes, now you really need to look at it before it ticks over. But still then you
have to understand context, so it would still be one alarm for anything that could
happen. (P16)

Another participant described having used sound for alerting on device status (devices break-
ing, for example) in a NOC: “we experimented with different sounds for different types of alerts
and things like that, but that was actually in network operations rather than security operations.
So usually for things falling over and breaking” (P19).

9.2.2 Descriptions of Experience in the Study

We present the ways in which participants described their experience in the study. This relates
to the questions asked in the post-study interview on experience in the study as a whole (Please
describe your experience in the study), and to the points highlighted by participants throughout
the study. We also report participants’ views on whether they experienced fatigue in the study,
which was a question asked directly in the post-study interview.

Monitoring as a primary task

Participants described their experience in Study Task 1 : monitoring as a primary task. We begin
by presenting the experience described by those participants who completed this task using the
SIEM, and then consider the views of those who used the Sonification SIEM.

Participants generally felt comfortable monitoring as a primary task using the SIEM:

Without the sound it was fine, you’re just watching the packets come in, you could
kind of tell what was normal traffic and what was anomalous because you would see
the spikes come up on the screen. (P6)

Some participants described completing the primary-monitoring task using the SIEM as
being fatiguing. One participant attributed this to the continuous nature of the study — the fact
that the SIEM could not be paused for further investigation and the information represented
visually changed at speed: “Very tiring actually, constantly watching the lines ... the physical
act of watching those at speed. I think in reality you would look at that and go stop/pause, and
look at something again” (P11). Another participant attributed their fatigue in this task to
having to solely focus on a single task:

I oddly felt that because I was just solely looking at the screen in the one without
sound, it seemed a bit more mentally exhausting than when I was doing something
else with the other one. It sounds a little bit strange, but it’s just because I was
focusing on one thing, rather than having two things going on. (P3)

Some participants using the Sonification SIEM for primary-task monitoring felt that the
sonification was helpful: “it was a lot easier to concentrate on the monitoring side of things,
especially with the sounds kicking off ” (P8). There were challenges, however. It was stated,
for example, that using the sonification at the same time as the visuals was difficult: “I think
altogether it’s just very hard to look and listen to at the same time” (P8). For another participant,
the difficulty lay in hearing anomalous sounds but not being experienced enough with the tool to
understand their meaning in terms of the traffic, resulting in a feeling of confusion or distraction:
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I started to get distracted, because normally, human behaviour, when you hear a
siren, you know “ok, that’s an ambulance, something is wrong”, because it’s quite
loud, it’s very unique. But I get confused between sirens of ambulance, police, or
whatever different sirens, I kind of get distracted. Of course, after a few days or
weeks or months you would get used to it and now you could easily distinguish.
(P18)

Monitoring as a non-primary task

When monitoring as a non-primary task using the SIEM, several participants experienced some
difficulty, including the possibility of missing monitoring information displayed visually in the
SIEM when their attention was focused on the primary task: “I could easily miss things because
you’re just not looking at the screen” (P5). During the task itself, some participants noted that
they had missed information for a period of time: “[looking at the SIEM after a time focusing
on the primary task] wow ok, a ton of alerts that I missed” (P16).

Participants again cited the real-time nature of the study as a reason for the difficulty they
experienced in this task: “Because of how real time it was, I was really distracted from that [the
separate primary task] and that [the monitoring] at the same time, because I’m trying to do this,
and then I’m trying to look at that, everything’s happening” (P12).

A number of participants using the Sonification SIEM to monitor as a non-primary
task felt that the sonification was beneficial. A key advantage that was highlighted was be-
ing prompted to the fact that something had changed in the traffic: “it [the sound] certainly
alerts you to the fact that there’s something going on” (P19). The fact that this notification
happened without the user having to focus attention on the monitoring was noted:

I was notified to go and look by the sound and things that were different ... you could
kind of focus on that [primary task], but something changing would make you aware,
“oh I need to have a look”. (P11)

Alerts were highlighted as information that participants were notified of sonically whilst
focusing on the primary task: “concentrating on the primary task and then the sound, and it
was just the alarm for the severity 1s and severity 2s that made me take notice” (P6). A more
general awareness of what was happening on the network was also described as having been
gained from the use of sonification in this task:

With the sound, although I found it a little bit difficult to do the task with that much
noise going on in the background, if I was doing something which wasn’t necessarily
important but was on the screen, then it would give me some sort of idea of what
was going on behind it. (P3)

Of the ten participants who completed this task in the SIEM condition, five (P7, P8, P12,
P16, P20) expressed the view that the multitasking might have been easier had they been using
the sonification to monitor, rather than monitoring visually only:

I feel it would have been easier for me if I had been doing that task [the multitask]
with it [the sonification] on. I can definitely see a benefit to that, because I wouldn’t
have had to keep checking it because I would have heard alarms coming in ... that
would have meant I was freed up to spend a lot more attention on that [the separate
primary task], I don’t have to keep kind of flicking over ... I could have primarily
focused on one task, if I had known that I was going to get a different cue for that,
in a different sense, rather than trying to use the same sense of visual for both. (P7)
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There were difficulties experienced by participants trying to monitor as a non-primary task
using the Sonification SIEM. This included maintaining concentration on the separate pri-
mary task:

When I started concentrating on that [primary task], I completely lost concentration
on that [monitoring sonification], so just thought I had missed something. So it’s
really conflicted, completely separate schools of thought. I couldn’t run them both at
the same time. (P10)

Some participants felt distracted from the primary task by the sonification: “I found it really
confusing actually, it totally put me off the primary task. I found the primary task very difficult”
(P19). A participant suggested that their lack of experience using the sonification might have
contributed to their distraction from the primary task, since it meant more attention was focused
on using the new monitoring approach:

I didn’t get very far with that [primary task] because I was distracted by that. Because
I haven’t used it that often so I don’t know what to listen out for, I was more focused
on that [monitoring] than I was that [primary task]. (P22)

Participants in both the SIEM and the Sonification SIEM condition noted that in reality,
they would have stopped trying to carry out the separate primary task at the point where they
had spotted anomalies in the traffic they were monitoring, and would instead have focused on
investigating the anomalous traffic or alerts: “real world, if you have that many alerts you need
to stop what you’re doing ... something more serious is happening that overrules what you’re
doing at the time” (P16).

In summary, using sonification was perceived by some participants to be helpful when mon-
itoring as a primary task and as a non-primary task, but the level of difficulty experienced in
doing so varied between individual participants. The challenges cited: trying to use both visu-
als and sound cues at the same time, the confusion resulting from an inability to identify the
information portrayed sonically, and distraction from the separate primary task caused by the
monitoring, may be lessened with training and experience. The extent to which further training
reduces these challenges, and whether the benefits gained from using sonification are worth the
time required for training, are avenues for further investigation.

Detecting and identifying alerts and anomalous traffic

We examine participants’ descriptions of their experience in detecting and identifying alerts and
anomalous traffic, and of their methods of doing so. This was not the result of a direct interview
question on this topic, but arose several times in participants’ discussions of their experience
in the various study tasks. We begin by focusing on the detection and identification of anoma-
lous traffic. We then consider the detection and identification of alerts, and the comparisons
participants made between monitoring for alerts and for anomalous traffic.

Participants described the ways in which they used the sound and visuals in both the
primary-monitoring and secondary-monitoring task to monitor for anomalous traffic. Of the 20
participants who completed the study tasks, five explained that they had first heard a change
in the sound, and then consulted the dashboard to understand more about what this meant
in terms of the network data. Participants described the role the sonification had played in
prompting them to look at the SIEM dashboard, having heard a change in the sound: “it
prompted me to look at the SIEM to say ‘oh you’re seeing FTP there, what is it’, and then
obviously to look into it a bit deeper” (P1). A participant stated that they felt they had found it
easier to detect anomalous traffic with the sonification than without: “with the music actually
it was easier to identify that anomalous traffic than it was without the music” (P20).
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Participants described their experience trying to understand information about changes in
the traffic against the sonification baseline. For some participants, there was a sonic baseline,
against which deviations could be heard: “there was definitely a consistent sound all the way
through and then spikes in different noises, different types of traffic and stuff ” (P14). A partici-
pant described becoming accustomed to this baseline over time, such that anomalous deviations
became apparent:

It’s interesting because for the first like ten seconds you’re not used to it, so every-
thing sounds new. Once you baseline it in your own mind almost, when there is stuff
it flags as anomalous, as “this has changed”. (P16)

Observing changes both visually and aurally was discussed: “I think it was good because you
could visualize changes. You could hear changes as well” (P1). Having detected the presence
of a change, participants were required to identify the meaning of the change in order to give
their verbal responses. The importance of having the dashboard to aid in the identification of
anomalous traffic once it had been detected aurally was highlighted:

You can definitely hear differences in what’s kicking off. I definitely think you need to
reference the actual sheet to be able to see what you’re doing and what it is, because
it’s impossible to be able to say “that’s sounds like a violin and that’s this”, sort of
thing. But at least you can see a difference to then be able to go back to the SIEM
tool. (P1)

The extent to which participants relied on the dashboard for the identification of a change
in the traffic varied. For some participants, the sound served as an indicator of some change, the
nature of which was unknown without use of the information presented visually in the SIEM
dashboard: “I would hear something that didn’t sound right, and then look at the visuals to
figure out what it was” (P3). An example of this was participants using the SIEM dashboard to
identify the protocol to which a change in instrument related to: “luckily this is all here, because
I will need to go – well I can recognise this sound in my ear, but I don’t know what protocol that
relates to” (P1).

There were some difficulties experienced by participants in the identification of changes,
caused by a discrepancy between what participants thought they had heard, and what they
could see on the screen: “I was actively thinking, right I’ve got to think, to see if my brain
is going to register that as dipping, and then visually I am looking at this dipping. That was
saying no and this was saying yes” (P2). This difficulty, caused by a difference between what
was perceived visually and aurally, was discussed in the context of the instruments representing
protocols by one participant: “there’s some instruments, I can’t really see what’s abnormal, I
just hear that something sounds wrong, but I can’t really see” (P18).

Other participants appeared to be able to determine some information about the change
in the traffic from the sound alone. The following is a description of the traffic, made by a
participant completing the study task, in which the use of descriptions of the sound followed by
descriptions of their meaning in terms of the data suggests an understanding of the meaning of
the sound directly:

... that’s the organ sound, so that’s SSH... and voices, so FTP of some description...
that’s some more voices, and lots going on there. That’s FTP, there’s a lot of that
[at the time of the beginning of the FTP brute force attack]. (P13)

A participant suggested that with further experience using the tool, they might be able to
better identify changes in the traffic from the sound directly: “with a bit more time it would be
intuitive and I would know what it was. But on my first go, I did need to check” (P13).
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Participants described the rationale behind their decisions on whether the traffic they ob-
served was anomalous. Indicators of traffic that could have been benign, but would merit further
investigation, were described by participants as they arose:

I would definitely have a look to see what that Telnet traffic was doing, and why the
FTP was from high port to high port. That in itself could be totally legit but it could
be indicative of something. (P11)

Such descriptions of traffic that could be either anomalous or benign but would merit further
investigation contributed evidence towards our observations on the way in which participants
decided anomalous traffic. As we discussed in Section 8.4.3, these observations were important
in deciding our approach to the analysis of anomalous traffic deviations.

A participant highlighted the necessity for in-depth knowledge of a network and of what is
“normal” for it, to inform decisions on whether traffic is anomalous or benign.

I would always want to investigate things like FTP and SSH that I noticed, just
because – unless it’s a network I’m familiar with and I know that that happens at
particular times or from particular places, I would always consider that to be a bit
suspicious. (P5)

For participants to gain in-depth knowledge of the network presented in the study, and of
its “normal” state, would have been infeasible given the time constraints. There are possible
approaches to improving the knowledge of the network through aspects of the study design,
however, which we discuss in Section 9.3: the inclusion of network diagrams was suggested, for
example, “to tell you what your home network is and what you should be seeing from that point
of view” (P1). In the design of such adjustments to the study, care should be taken to avoid
presenting participants with an information overload.

Detecting anomalous traffic using sonification in the study was difficult for some participants:
“the background noise and all the different trumpets and all that, I couldn’t get my head round
that” (P6). Of the six participants who compared the relative ease of detection of anomalous
traffic and alerts using sonification, five felt that alerts had been easier to detect in the study:
“I couldn’t really spot much apart from when the alerts came through it was a bit obvious” (P8).
Conversely, one participant (P21) was able to detect fluctuations in the packet traffic during
the sonification baseline training video, but was not able to detect the alerts initially.

The role of the sonification in helping with enabling the detection of alerts that had not been
spotted visually was explained: “I mean I heard things there and went ‘ok yes’ I mean I didn’t
see that alert come through, but I heard it, so I went ‘oh ok now I’ll have a look at the alert’”
(P2). Some participants described the ability to identify the meaning of alert information using
the sonification only (without having to check its meaning visually):

Quite quickly you could pick up what was a sev 1 and sev 2 so at certain points I
was not even looking at the screen to clarify “oh yeah that’s a sev 2 come through,
oh yeah that’s another sev 2 come through.” (P1)

For other participants, identifying the meaning of alert information using sonification in
the study was less straightforward: “listening to severity 1 and severity 2, for me they were
quite close” (P2). One participant described an inability to identify any information, having
detected that something had changed in the sound: “A lot of it, I had no idea what was actually
happening, just something was happening” (P10).

As shown, participants felt that the role of the sonification in their monitoring work in the
study had been to inform them of some change in the traffic or alerts, prompting further inves-
tigation into the meaning of those changes using the visuals in the SIEM dashboard. In general,
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participants felt able to detect alerts using the sonification; fewer stated that they felt able to
detect anomalous deviations in the traffic using the sonification. Participants felt able to distin-
guish whether a change related to IDS-alert or packet-traffic information, but generally found
identifying the meaning of traffic-related information more difficult that identifying information
about alerts in this study.

Participants’ perceptions of their own abilities to detect and identify monitoring information
varied. Some participants felt able to identify the severity of alerts directly from the sonification,
without needing to consult the dashboard, while a smaller number were also able to identify some
information about the traffic itself directly from the sonification. There may be a relationship
between musical experience and the ability of participants to identify information about the
traffic directly from the sonification: P11 and P13, for example, both of whom had played a
musical instrument to a graded standard, were able to identify information in this way. Our
collection of results did not allow us to produce any statistical evidence relating to this question,
however.

Fatigue

When asked whether they felt they had experienced fatigue in the study, participants discussed
fatigue in the context of using both the SIEM and the Sonification SIEM.

Participants expressed varying views on whether they experienced fatigue using the sonifi-
cation. Some participants stated that they had found the sound fatiguing. It was suggested that
this could be due to not having the time in the study to get used to using the sonification:

With the sound, I did find a little bit of fatigue as well, because there’s a lot going
on and you’re trying to associate each noise with each protocol, and that’s probably
me not having the time or experience to get used to it. (P7)

Some participants felt that while they had not experienced fatigue whilst using sonification
in this study, this may have been due to the short time for which the sonification had been used,
and predicted that they might experience fatigue if using the sonification over longer periods
of time: “not for the length of this, but I think you possibly could if you were doing it in real
time” (P20). Other participants stated that they had not found the sonification fatiguing. A
participant suggested that while sonification might be fatiguing if used for a longer period of
time, this might be dependent on whether the type of music was one that the user would usually
choose to listen to:

No, not really [fatiguing]. Maybe after 12 hours of it. I guess it depends what you’re
used to listening to as well. Because if you usually listen to certain types of music
or freestyle jazz, then maybe people just don’t like that sound. But it’s not a problem
for me. (P22)

Participants also discussed fatigue in the context of using the SIEM dashboard and its visu-
alizations, without sonification. According to some participants who completed the secondary-
monitoring task in the SIEM condition, multitasking across two sets of visuals (such as the
dashboard and the separate primary-task screen in this study) would be fatiguing over a long
time period:

If I had to multitask and do that non-sound monitoring at the same time, I think
that would be very fatiguing over a long period. So if I was having to type, which
takes me a lot of effort, plus monitor the screen, I would definitely miss stuff. Over
a short period, it was ok. (P21)
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Another participant stated that even carrying out the primary-monitoring task in the SIEM
condition was visually fatiguing. This was attributed to it being the first time using this SIEM
tool, and to the real-time nature of the dashboard — the speed at which the visualizations
changed:

The first one [primary-monitoring task in SIEM-only condition] I found very tiring
actually, constantly watching the lines, and then obviously it’s the first time so you’re
trying to work out what that means, but the physical act of watching those at speed.
(P11)

Overall, participants expressed mixed views on whether they had experienced fatigue. It
appears likely that the experience of fatigue when using sonification in particular varies on
an individual basis. We consolidate these findings and consider their implications for using
sonification in SOCs in Section 9.3.3.

9.2.3 Integrating Sonification into SOCs: Utility and Practicalities

Views were expressed on the potential utility of using sonification in SOCs, in response to the
direct question asked on this in the post-study interview: “Are there any scenarios in which you
can see a monitoring solution using sonification being useful in your SOC work?”. Participants
also described the challenges that might be faced when using sonification in this environment.

Scenarios in which participants felt sonification could be useful in their SOC work

Participants discussed a number of different potential applications in which sonification could
be beneficial to their work in SOCs. Some of these applications (multitasking, monitoring whilst
away from the SOC, threat hunting) related to the scenarios we derived from the initial inter-
views with security practitioners (presented in Section 7.7).

Participants discussed the type of multitasking scenario represented in the study as an
application in which sonification had the potential to be useful in their day-to-day SOC work.

The sound side of things is good. It is definitely good. For us, when you’re doing
something else and that’s largely what we’re reliant on, when you’re monitoring and
I’ve been in a SOC before where we’re monitoring 15 different customers, and you
literally cannot – you can sit there and monitor through some of one customer, and
you can catch up real-time for a while, and the something else will kick off and if
you’ve got alerts going off in your ear, that’s an absolute god send because you can
catch that within – if you’re seeing something like a sev 1 or something like that.
(P1)

The multitasking applications discussed extended beyond screen-based primary tasks to
primary tasks involving communications with others:

This would be really useful, because you have this nice music going on and then
“oh, out of tune, start looking”. And actually, even if you’re talking to someone,
you can hear that noise and everybody’s attention can go “ok something happened”.
Straightaway cut the conversation and go back to work. (P3)

For use at times when the user is carrying out a task that involves moving away from
their desk to another location within the SOC, monitoring using sonification was highlighted as
potentially advantageous: “for when you’re walking away from the desk as well at quieter times,
to be able to have something so that you can go ‘right actually’, because some of the times when
we deal with other customers that involves stepping away from the desk as well” (P1).
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Monitoring whilst away from the desk, physically outside of the SOC, was also highlighted
as a potential application: “if I have to go and take an incident to another department, I can
walk over there, give them the incident, but still if something happens I can go ‘ok I need to
be back in a minute’” (P2). Monitoring whilst away from the SOC carrying out activities not
directly related to work was also discussed as an application: “it would allow me to go ‘ok, I
need a cup of coffee, but I’m still monitoring’. So I would just go, instead of having to go, ‘back
in a sec’” (P2).

Night shifts were highlighted as a time at which it could be advantageous to use sonification
to enable security practitioners to shift their focus from monitoring quiet networks to other
tasks:

On night shift or something like that, say if there isn’t a great deal going on, so
you could be doing personal admin or something like that, and if you’re meant to
be looking at the screen, and you look at the screen every ten minutes or whatever
and nothing changes and you don’t see anything, then you could just end up focusing
more on doing the personal admin. Whereas with the music, it allows you to have
that freedom just to focus on the personal admin, and then if you hear something...
(P3)

The potential utility of sonification on night shifts was also discussed in the context of the
tiredness experienced by security practitioners on these shifts:

Especially on nights, because when you’re out of hours, your compos-mentis drops a
bit because of the fact your body clock is not used to it ... sometimes you may not
necessarily pick things up quite so quickly so to have something real-time, an audio
cue is a very good idea. (P1)

Participants expressed conflicting views on the potential utility of sonification in retrospec-
tive anomaly-detection applications such as threat hunting. Although not directly addressed as
a study task, the viability of using sonification to quickly listen to an overview of past traffic,
to hone in on anomalous-sounding parts of the traffic, was of interest to some participants, and
an area for further investigation:

To be able to play a sample through it, as a sort of “I think there’s something in
there but I just can’t pick it out”, and see whether the sounds would help me pick out
particular points, almost as a very quick way of going through a very large amount of
traffic. Instead of having to go through it myself, I can play it through the SIEM with
the sounds, and that would then give me some points I could go “there’s something
that doesn’t sound right, I’ll zero in on that bit”. (P5)

The necessity for sonifications of past traffic to be playable at an increased speed in order to
be worthwhile in this application was highlighted: “one week’s worth of network traffic, condense
that into maybe half an hour of some kind of sound that you can play back ... because you don’t
want to spend one week’s worth of time listening to one week’s worth of traffic, the management
is not going to buy into that sort of time to listen” (P17).

Other participants felt that sonification was unlikely to be a viable approach to threat hunt-
ing, because of the huge variation in the methods by which security practitioners would carry
out such activity: “how do you want to apply sonification on this real-time manual investigation,
that’s the tricky part ... I think the first challenge will be, people look at PCAP files for different
purposes” (P18). Collecting the views of participants, once they had used the sonification tool
during the study tasks, on its potential for application in their threat-hunting work was un-
doubtedly useful. There is a need, however, for an actual assessment of the utility of sonification
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in such tasks, and of the viability of detecting anomalies in a sped-up sonification of network
traffic, in order to fully understand the potential for sonification to be useful in this application.

The use of sonification for monitoring platform availability was suggested by a participant
who worked in a SOC that provided 24/7 monitoring of a customer organisation’s web services:
“for monitoring the platform availability or website availability” (P18). This participant, a
SOC manager, used a graphic showing the different roles in the SOC, and iterated through the
roles considering the potential utility of sonification to them. Lastly, the possibility of using
sonification to enable blind people to work in SOCs was noted: “it is intriguing because it opens
a horizon for a blind security analyst to be working in a SOC ” (P17).

In summary, while participants were divided in their views on the viability of using sonifi-
cation for lower-level threat detection, a majority saw potential benefits to using sonification
of traffic and alerts when multitasking or away from the SOC. As a caveat to these potential
benefits, however, a number of concerns were voiced around the practicality of using sonification
in SOCs. We present these challenges in the following section.

Challenges to integration

Some of the discussion around the potential challenges in using sonification in SOCs arose
in response to the post-interview question: “Are there any scenarios in which you feel that a
monitoring solution using sonification could be useful in your SOC work?”. Views on potential
challenges to integration were also expressed by participants throughout the various stages of
the study. Many of these challenges were touched on in the interviews presented in Chapter
7. Our discussion of the challenges here supports those previous findings, and extends our
understanding of them.

A challenge highlighted by multiple participants was the potential for using sonification to
obstruct the communications required between people working in the SOC:

We do have to communicate and talk, so having this ongoing all the time, yes ok
you could just drop out, but what happens when your manager needs to get hold of
you, and what happens when the fire alarm goes?. (P2)

This challenge extended to the need to speak with customers and providers: “we do have
to go and interact with the customer, and also our MSPs [managed service providers]” (P2). It
was stated that wearing headphones might not be an appropriate method of using sonification
for long time periods for this reason: “I couldn’t necessarily always wear headphones because I
still need to be able to talk to the guys next to me” (P5).

If used without headphones, however, participants felt that sonification could be distracting
to those people working nearby: “where we work here, it’s quite a large open office shared by lots
of different companies, so I don’t think they would appreciate that” (P22). The distraction to
people nearby was related to the physical setup of SOCs. Participants stated that the proximity
of their working spaces to those of others could cause difficulty: “it wouldn’t be effective in that
environment, for one because we are literally all next to each other, crammed in” (P2). As in
the interviews reported in Chapter 7, using a single earpiece to listen to the sonification was
suggested as a possible way of avoiding these problems with both headphones and speakers:

You can’t wear headphones the whole day, but perhaps there could be a more com-
fortable solution like an earpiece or something that you would be able to wear, but
yes it’s definitely an advancement I would like to see as a SOC analyst. (P1)

A number of participants felt that using the sonification for extended time periods would be
challenging for the user; this would be exacerbated by the long shifts that security practitioners
frequently work in SOCs: “we do 12-hour shifts, you couldn’t keep up with that for 12 hours”
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(P1). The views of numerous participants on this topic, both in this study and in the interviews
reported in Chapter 7, suggest that sonification may be more practicable in short-term use cases
than for continuous use over long periods of time.

Participants also highlighted some challenges to the actual implementation of the sonification
to represent SOC monitoring information. Firstly, the large amount of traffic observed constantly
on the network, in particular for SOCs responsible for monitoring multiple networks: “it won’t
just be that, it will be that times 1000. It would be a bit impractical for that scale of network,
because we do control a big network – it’s not small, it’s every device in the organisation” (P1).

Similarly, representing enough distinct information sonically to be useful for SOC moni-
toring was noted as a challenge. One participant described the possible need to sonify more
protocol information, and cited concerns about the resolution of such information that could be
represented sonically:

The number of protocols ... those could grow depending on what you are looking for,
and you’ve got to grow that sound as well, and add new types of instrument in there,
which challenges the less musical person like me to discern the type of instrument.
(P17)

As well as the scale of traffic on the network, a participant noted that it would be difficult
to represent using sonification the large number of devices used to monitor in the SOC:

We don’t just monitor one SIEM, we also monitor, probably on average, about seven
IPS managers, which manage about 800 IPSs total ... they would probably need eight
different audio tunes, plus our SIEM. (P5)

Challenges in sonifying the output of automated systems were described. The large number of
alerts produced by automated approaches, many of which are not associated with true malicious
activity, could create a cacophony. A participant described the need for this information to be
represented, in case it represents malicious activity: “we have so many things that are false-
positives that we don’t tune out just in case ... we constantly have red alerts, but we can’t turn
around and go “oh just tune them out”, because we need them” (P2).

There are also cases where alterations to, and inconsistencies in, network-monitoring setups
can mean that automated system output is incorrect (and does not constitute “necessary”
false-positives, as above). For SOCs responsible for monitoring multiple networks remotely,
for example, changes may be made to a network without informing the SOC, such that the
monitoring information used by the SOC does not match the setup of the network. The effect
this would have on the accuracy of the monitoring information would impact that accuracy with
which sonification could represent the activity on the network:

Misconfiguration from a local market happens often in such a big organisation, they
may change a firewall setting without informing us, and all of a sudden the amount of
events decreases because we’re not receiving the firewall events. Or they put another
new server behind a firewall, then the amount of traffic may increase because there’s
more traffic towards those new servers ... it’s not always correct. So there’s a lot of
dependencies and different factors and variables that may impact the accuracy of the
sonification, regardless of sonification or not. (P18)

The same participant discussed the difficulty of capturing new malicious traffic scenarios.
Specifically, if security practitioners used sonification to monitor whilst away from the desk,
traffic from new attack variants that did not match specific alerting signatures would not be
represented through alert sonification, and could be missed completely: “if the analysts are away
from the console and if there’s a new scenario that you don’t have a ringtone or something like
that mapped to that scenario, then they will miss it” (P18).
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In summary, there are clear challenges that would be faced in trying to integrate sonification
into SOCs. There is a need for sonification system designs to be adapted to the specific challenges
of this environment, and for longitudinal studies in which sonification is used in operational
SOCs to analyse whether the benefits of using sonification outweigh the challenges it brings.

Perspectives on the learning curve

Participants varied in their views on the amount of learning needed to use sonification effectively
for network-security monitoring, relative to the learning other SOC tools had required.

Of the participants, five expressed the view that the sonification tool would take a long time
to learn. Consonance and dissonance were highlighted as aspects of the sound that would take
extra training. It was suggested that different levels of information would take different amounts
of time to learn to understand from the sonification: “I think you could pick some basic things
out really quick. I think it would probably take a long time to start to get good” (P11).

The time taken to learn to recognise a network baseline in the sonification was cited as a
factor that would contribute to the time required to learn to use it effectively: “I imagine I
would need a bit of time to get used to what a baseline would sound like, and then from that,
would be able to identify it a bit more easily” (P3). This was linked to the time taken by security
practitioners to learn the baseline for a new network in general:

I think as an analyst it’s quite difficult to pick up a baseline as quickly as what we’ve
done now, you know it would take a few days normally to be able to start seeing
things. (P1)

Other participants stated that the amount of learning they felt they would require to use
the sonification tool in their day-to-day work was small, relative to other SOC tools they had
trained to use: “It’s very easy to – compared to any other tool – you will learn and start shouting
out alerts and anomalies straight away ... there’s not much learning curve on this” (P4). It was
stated that SIEM tools generally take a long time to train to use: “at the end of the day, any
SIEM tool has a long lot of time to be able to bring yourself up to speed with” (P1).

A musically experienced participant likened learning to use sonification to learning to play
a piece of music by ear:

If I were to play something by ear, that would be not very good the first few times,
and over years in my case of music practice, you learn to do that a lot better. And as
you listened to the sounds, you would pick them out better. So the more you listened
to the different sounds of whatever was in there, you would learn to pick them out
better, rather than the first time where it’s a bit of a wall of noise with a few bits.
(P11)

A participant with no musical training also expressed the view that they would eventually
be able to learn to use the sonification effectively:

For the study itself, it’s a learning curve to differentiate the sound and instruments
for a non-musical person like me. So once you get to grips with it, yes you will start
to differentiate the type of protocols associated with the type of instrument that was
being heard and transmitted over the wire. So that can become intuitive, especially
for the alarm system, for the IDS because it just popped up. (P17)

Participants discussed how their use of the sonification had progressed as they had learned
to use it, and become more accustomed to it, throughout the study:
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Actually listening through it a second time, you are actually able to work out the
consonance with the different instruments, and it doesn’t sound quite so much mish-
mash. I think now I know roughly what I’m looking at, and definitely picked up - I
mean I missed that the first time round, but picked it up now, I think maybe because
I’m more trained to listen to it. (P1)

The same participant felt that they might already be able to perform better at the end of
the study, if it were repeated: “I think if I had another go now, I could probably do it better
and it would quite quickly progress I think” (P1). Some participants described their perceived
improvement throughout the study tasks at understanding the baseline and thus deciding what
constituted anomalous traffic:

The first two times I flagged anomalous traffic it’s because it’s different to what I
heard. The third time, your mind starts going “I’ve seen it before” quicker, so you
establish patterns quicker, I guess. (P16)

Approaches to learning to use sonification were discussed. It was suggested that learning to
use sonification through experience might be more effective than long training sessions: “If you
were using it, you would learn by experience rather than training. But training gets you set up”
(P5).

Based on these views of participants, the amount of learning required may vary between
individuals, and this should be taken into consideration when investigating the training required,
and when devising training approaches for using sonification in SOCs.

9.2.4 Sonification Design Requirements and Suggestions

Participants made a number of suggestions in relation to sonification design. Many of these
extend our findings from Chapter 7 and consolidate the design requirements we derived in that
chapter. We refer to the requirements for configurability and playback features in particular,
which were not included in the system designed for this study, and the need for which was again
discussed by participants.

Configurability

A range of suggestions related to the “configurability” design requirement derived earlier in this
thesis (see Section 7.8.1). The need for users to be able to configure the sonification to meet
their needs and preferences was discussed:

If you left it down to the users to configure that would be the best option, but then
again that would probably take a bit more training from a setup perspective. But once
you’ve got it set up, you could almost have that as your profile and you could take it
wherever you go kind of thing. It’s definitely useful, but you would want to be able
to configure it I think, definitely myself. (P1)

The idea that the sonification aesthetic should be configurable by the user was reiterated:
“can you change the music at all? According to my taste?” (P4). One participant stated that
they would probably prefer a subtler sonification aesthetic, for example:

Something like isotonics, or binaural beat sort of level, where it’s a subtle, static
noise, and you will have a deviation from that static noise if one of your rule set is
coming out ... I just think having an orchestral noise, number one isn’t everybody’s
taste – I mean, I like it personally, but I know people that would hate it. (P2)
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The need for users to be able to configure the network settings was highlighted, in line with
the activity they carry out in their current SOC work. A participant described how the ability
for users to feed in details about the network configuration would help the sonification approach
to fit in with the network-monitoring approaches they used in their SOC work:

Our network is all NAT [network address translation — a method of mapping in
the IP address space]. So we don’t have external IPs within the network that I’m
monitoring. So I would need to be able to carve out my own 192 range and assign
certain IPs to being external, so it would have to have a configurable database in the
background of which IPs are internal and which are external. (P5)

Configuring the protocols and applications monitored, such that a small and distinguishable
subset of instruments could be used to represent those protocols of interest, was suggested as a
useful feature (one that we developed approaches to enabling in Chapter 7, and the reiteration
of which here strengthens the case for developing sonification solutions with such features): “it
may be that you to look at a number of protocols that you are actually interested in, and define
these disparate, distinct musical instruments that you can really tell apart” (P17). This could
be an approach to addressing challenges relating to sonifying large amounts of information, by
selecting a subset of elements to represent sonically.

A need for users to be able to configure the alerts fed into the SIEM was also discussed,
to enable users to “only feed in the ones you’re particularly interested in” (P5). A participant
linked the need for configurability of the sonification to the fact that the dashboards used in
SOCs are usually configurable by their users:

From our point of view the dashboards that we have usually are pretty much config-
urable by ourselves as analysts. So if there’s something going on that day and we
want a certain set of data broadcast up onto the screen, and I think almost as I said
before the audio stuff is good, but I think every person is different, and we’ve got
everybody from, I mean the next person you’ve got coming in is 20 years old, we
have people on shift who are 60. Obviously their tolerances for different sounds and
different instruments and things are all going to be very different. So I think it would
be useful to be able to have either different profiles or different sounds. (P1)

Changes to the sonification design

A number of the design suggestions made by participants related to the need to reduce the overall
background noise produced by the sonification, and ensure that aspects of interest were conveyed
appropriately by the sound. A general need to reduce the noise was highlighted: “I would prefer
the baseline to be clipped so that there was less noise coming through the headphones, or less
commotion, so something smoother, something more harmonious” (P1). A suggested approach
to reducing the overall level of noise was to use thresholds — rather than representing a sample
of all traffic sonically, to represent only the traffic that had exceeded certain set thresholds (a
threshold amount of traffic for a particular protocol or application, for example): “to be able to
set your own threshold before you heard the piano riff for instance, or your threshold before you
heard this, for the baseline of your network, so that it didn’t quite trigger so much” (P1).

Another suggestion for reducing the noise was to play sounds only when certain anomalous
states were reached: “so you’ve reached the point of – the traffic is really really high, so they turn
around and go ok brilliant now it will make a noise to say that it has gone a little bit higher or
lower” (P2). This suggestion may be worth investigating, although such an approach is closer to
the representation of alert conditions, rather than representations of the network-packet traffic,
since it displays sound only when defined states have been reached.

The potential to use volume to highlight changes of interest, to help users to distinguish
them, was discussed. One participant suggested that users could assign their own volumes
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to particular instruments (“being able to change the volume of things as well, so that some
instruments are louder than others” (P5)), in order to ensure that the instruments representing
particular protocols could be distinguished:

I could quieten everything else down, so it would still be there and I would still maybe
hear if it got a bit dissonant, but it wouldn’t be front and centre. The ones [protocols]
that I’m actually interested in would be that little bit louder. Attract my attention a
bit more and help me pick it out. (P5)

Along the same lines, it may be appropriate to use volume to highlight information that
is pertinent based on the changing state of traffic, using some pre-parsing to identify traffic
of interest such that it can be highlighted by the sonification. A participant suggested that in
cases where a particular protocol was observed on the network for the first time that day, for
example, the volume at which it was represented should be increased: “the announcement that
a new protocol had appeared may be more prominent than other sound already playing, maybe,
maybe not. The first seen one, does it need to be a little louder than the other one? For that
day, maybe” (P17).

Suggestions were made around improving the instrumentation used in the sonification. It
was noted that some of the instruments naturally sounded more alarming than others: “the
organ almost always sounds alarming. Even when it’s normal, I’m like ‘what’s that’ (P19). The
same participant suggested that intuitive associations between instruments and protocols could
be explored — that more concerning protocols or applications could be represented by more
alarming-sounding instruments, for example.

For some participants, the instruments were too similar in sound, and there was a challenge
in distinguishing between them. It was highlighted that the electronic instruments used (MIDI
instruments) were less easy to distinguish, or sounded less realistic, than real musical instru-
ments: “the violin and sometimes the piano, ... when it’s synthesised sound, for me it’s too close”
(P17). In improving the sonification design, the use of better-quality, recorded instruments is a
key area for investigation.

As well as the network traffic, design suggestions were made regarding the sonification of
IDS alerts. To ensure that alerts attracted an appropriate level of attention, “they could maybe
be a bit louder, with a bit more urgency” (P22). An approach to presenting the user with further
sonic information about the IDS alerts by varying the pitch levels at which different severities
of alert were played was suggested: “introduce some kind of pitch level maybe, I don’t know,
to introduce more severities. That allows the analyst to take more action on it” (P17). As we
explained in Section 8.2.2, we deliberately kept the alert-sonification approach simple for this
study. We varied the pitch such that severity 1 alerts were represented at a higher pitch than
severity 2 alerts. This suggestion supports further investigation into the representation of more
alert severities, increasing the amount of alerting information displayed sonically.

Sonification playback and filtering

As in the initial interviews with security practitioners, reported in Chapter 7, participants
discussed the requirements for playback of previously heard sonification, with alteration of the
speed at which it plays: “maybe you need a way of being able to replay things from the last ten
minutes, or at least a compressed version of the last ten minutes” (P1).

The ability to filter to listen to certain parts of the sonified data was again highlighted as
potentially advantageous. This included the ability to filter by instrument: “being able to maybe
filter out some of the sound, and say that I’m not interested in particular types of instruments,
filter out some of the instruments” (P5). The need to exercise caution when designing filtering
approaches, to ensure that the baseline against which anomalies could be heard was still present,
was highlighted in the context of IP addresses: “I don’t know about filtering IP because it’s almost
having the background IPs is what makes some of the other stuff stand out” (P5).
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Both playback and filtering were explored in the design developments (Section 7.8) based
on existing sonification design requirements. The discussion of these factors by security practi-
tioners supports and further details these requirements, as these developments were not within
scope for presentation as part of this study.

9.2.5 Study Design and Realisticness

We explore the views expressed by participants on the design of various elements of the study,
including the training stage, for example, and on the realisticness of the tools, tasks and network-
monitoring information used in the study. Understanding how realistic the study was in com-
parison to actual SOC tools and working practice is important in enabling us to qualify the
findings of this study, and to explore their relevance to real-world SOCs.

Realisticness of the study setup

Participants’ views on the realisticness of the SIEM tool presented varied. There was a clear
link between the views of participants on this subject, and the types of monitoring setups they
were accustomed to using in their SOC work.

Many participants stated that they would usually use tools that had a greater focus on
representing alerts, and less on visualizing traffic, than the SIEM dashboard we presented. For
some participants, the SIEM we presented was not realistic because of this: “we wouldn’t have
anything feeding through really live like that, apart from when the alerts obviously come up to
say ‘this has come through, go and investigate’” (P8). In their comment, this participant noted
that the real-time, “live” feed of information displayed in the SIEM was not what they would
usually see in their monitoring tools, and this was a point made by a number of participants. This
appeared to vary between participants, with others stating that they were accustomed to such
live information feeds: “if you look at Arcsight you always get a constant feed of information, so
there’s no difference there” (P22). This difference was likely caused by variations in the types
of tools used across SOCs, and across practitioners within SOCs.

The display of alerts itself was described as being close to what some participants were
familiar with using: “the alerts section, certainly, that’s pretty much how we display our alerts,
it’s IP, source, destination and time series and a bit about it. It’s pretty much spot on” (P5). As
for the visualizations of traffic, whilst many practitioners did not usually use advanced security
visualizations in real time in their SOC work, others were more accustomed to using this type
of approach:

Visualization and hunting and stuff, and you may bring something more that we’re
not doing but at least the short clip I just went through [SIEM training video] yes
exactly what we’re doing daily. And much more than that. (P18)

It was explained by some participants that security visualizations of low-level views of the
traffic (rather than of alerts) were used for investigation around alerts in the SOCs in which
they worked. In this case, real-time monitoring was carried out using an alert feed, and packet
captures or visualizations would be opened by the practitioner in cases where the traffic around
an alert required investigation: “it’s just alerting that comes, there’s no graphs or anything. If
we want to do a further investigation, then we’ve got tools that do the graphs and stuff ” (P9).
This ability to choose to investigate data further was missing from our study, since we used
videos that could not be interacted with, to investigate real-time monitoring only: “being able
to pause it and drill into each one [was missing], but it’s a simulation here anyway” (P22).

Comparisons to interacting with SIEMs in real-world SOCs also extended to the ability to
stop, and go back and look at past information — another aspect that was missing due to
our use of videos: “I think in reality you would look at that and go stop/pause, and look at
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something again” (P11). This contributed to participants’ comments on the SIEM tool being
too “real-time”: “I was not able to really perceive what was happening by looking at it before the
next thing happened” (P10).

Another factor that was highlighted as reducing the realisticness of the SIEM was the time
span represented. Participants generally used tools in which information stayed represented on
the screen for longer, and felt that this usually made their monitoring work less “intense in
terms of time” (P4): “we wouldn’t necessarily see things moving quite so fast like that. We
would generally tend to have a much wider scale, like say for instance an hour’s worth of stuff ”
(P1).

The realisticness of specific plots in the SIEM was discussed. For some participants, the alert
counts plot was the closest to their usual real-time monitoring method:

Our mainstay of watching on a daily basis will be this mainly [indicates the alert
counts plot], the individual signatures that trigger, and then obviously when there’s
not too much coming in, then we can do historicals and we can start looking at the
traffic. (P1)

The utility of the parallel coordinates plot was questioned; particularly given that due to the
videos used in the study, it could not be drilled into for further investigation of the IP addresses
and ports: “we do see it, but it’s only got so much usability when you can’t see in-depth enough”
(P1).

Most participants expressed the view that using a setup with multiple screens to carry out
multiple tasks was representative of the type of setup they would use in the SOC: the reported
number of screens participants usually worked with in the SOC ranged between two and eight.

Participants commented on the realisticness of baselining network traffic, as our approach
to representing the network traffic attempted to use a baseline of commonly seen IP addresses
and ports. We presented participants with a network baseline dataset with the aim of enabling
them to recognise the network baseline and deviations from it. For some participants, the idea of
knowing a network baseline was not realistic: “we never know a baseline - I would love somebody
to give me a baseline” (P5). Others felt that trying to understand a baseline for the network
being monitored was an important part of their work:

One of the first things I was told when I went on the early training courses, the key
thing that the instructor was very keen to get over was, know what normal looks like.
So that is important ... it comes with experience. (P19)

A participant highlighted the need to have more knowledge of the network setup in reality, in
order to contextualise events and make decisions: “as an analyst we would have to delve in and
we would make ourselves familiar with the IP ranges that we are working with, so anything that
appeared out of those ranges, we could say” (P1). The same participant explained how further
knowledge of the network setup and normal activity would have been required to identify the
details of the FTP brute-force attack in Dataset 2 :

To know that it was FTP brute force, first of all you would have to know that you
had an FTP server in your network, and then you would have to see the number of
logins that would be expected, and the escalation of how many would be considered
as a brute force as such. (P1)

In summary, the views of different participants, working in different SOCs, on the realistic-
ness of the study setup compared to the setups used in SOCs varied. In general, the display
of alerting information was similar to that used across SOCs, while the display of real-time
packet-traffic visualizations was less widely used.
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Realisticness of the study tasks

We asked participants for their views on how realistic the tasks carried out in the study were,
compared to the tasks they carried out in their SOC work. In general, participants felt that
monitoring as a primary task was less realistic than multitasking. Some (in particular, some of
the Level 1 Security Analysts interviewed) were required to monitor as a primary task (i.e., to
focus solely on monitoring): “primary-task monitoring, yes, I do that every day, that is pretty
much the meat and potatoes of what I do” (P2).

Others stated that monitoring as a primary task was not something they would do in their
day-to-day SOC work: “you could be monitoring something while raising a ticket for something
you’ve seen, so you would always be doing – you’re never just looking at the screen solidly”
(P20). A majority of participants (14) stated that their SOC work required them to multitask
whilst monitoring, although the nature of this multitasking (the primary tasks carried out, for
example) varied.

We have the SIEM running in the background in our everyday jobs, so we are mon-
itoring that all the time. And obviously doing other work so yes it’s very similar.
Different stuff [primary task] to that but it’s very similar. (P6)

The types of other tasks participants described carrying out whilst monitoring included
managing multiple email inboxes with large numbers of emails (“they have a SOC functional
mailbox which is around 4000 emails per month, which is around 130 emails a day” (P18)),
raising tickets for security events, investigating events identified from the SIEM, and commu-
nicating with customers or colleagues. The type of primary task being carried out could affect
the frequency with which practitioners check back to activity in the SIEM:

If we’re investigating something we’ve identified from the SIEM, we probably won’t
check back to the SIEM while we’re still investigating that. But if we’re just writing
an email or something like that, something that isn’t related, then we would probably
check that more often. (P3)

Some felt that rather than multitask, their SOC work required them to prioritise tasks: “it’s
more like prioritising. So an alert comes in, that’s your priority. There are no alerts coming in,
go back to your task” (P7). A number of participants described their multitasking in the SOC
as being different temporally to that in the study — in particular, less time-pressured:

We would be trying to monitor and do other things, but it’s not as real-time, so it’s
not as time-sensitive. If you miss something there [in the study SIEM dashboard] and
your attention is neglected for ten seconds, it’s gone, and it’s like ‘I can’t remember
where I was now’, there’s even more stimulus. (P10)

Some participants noted that, if working in an operational SOC, they would have stopped
multitasking at the point when they observed anomalous traffic or alerts:

I probably would have dropped that task [the primary task] and concentrated on this
[monitoring the SIEM] at that point. At the point where there were a few discordant
sounds and then there were several alerts in a row. I think that would be enough to
say “drop what you’re doing”. (P19)

These results show that multitasking was considered a realistic part of SOC work, but may
be less time-pressured in reality. The primary-task monitoring was considered less realistic in
general, but was a task carried out by some Level 1 Security Analysts.
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Training session

Participants expressed views on the strengths and limitations of the training session held at the
beginning of the study, and made suggestions for its improvement.

In general, participants felt that the training session had helped them to use the SIEM and
the Sonification SIEM, but that ideally the training session would have been longer, with
more time available to become accustomed to using the two new tools: “in an ideal world you
do need longer for the training. But it was enough to be able to get a feel and associate things”
(P1). A need to have the time to memorise the sounds used as part of learning to use the tools
was noted: “if I sat down and I learned all the different noises, instead of it being what time we
had today, then I would know better probably” (P2).

The short training time was a limitation, but was necessary in order to create a study that
could be carried out within an hour with each participant. Aside from the extra time needed to
train to learn the tools, suggestions for improving the training session related to helping users
to distinguish particular sounds from the sonified display as a whole. This included allowing
participants to replay the instruments until they were accustomed to the sound of each: “to give
everyone a way to play the different instruments a couple of times, to help tune into what they
sound like” (P5).

Another participant suggested that building up the sounds gradually might be an easier way
of eventually learning to distinguish its components: rather than introducing each individual
component (e.g., an individual instrument) and then immediately playing them all together, an
intermediate stage could demonstrate smaller combinations of sound components (combinations
of instruments, for example) to enable participants to learn to distinguish the various sounds.
It was suggested that this would be a beneficial approach to sonification training for real-world
use by security practitioners:

It might almost be for me personally worth being able to build up on those sounds,
to separate them, because for me at the moment it’s all one big mash, together ... To
be able to build up each individual sound would be quite helpful, but then I suppose
when you’re just doing a basic study, it’s quite hard to open that out probably, but it
would be useful for training, to actually do the job. (P1)

These suggestions can be leveraged to increase the effectiveness of sonification training in
future studies, and to design training approaches for the use of such systems.

Challenges relating to the study design noted by participants

A key challenge in the study design, highlighted by a number of participants, was the time-
pressure — the fact that a large amount of new information and tooling was introduced in a
short space of time:

I’m feeling slightly sort of, stressed, a little bit. It’s not so much the jumping from
activity to activity, it’s the during the little samples, having a completely new tool
and having it thrown at you means there is a lot of stuff for you to process, which is
all new. (P5)

This time pressure was a facet of the time constraints associated with running studies with
SOC practitioners, and supports the need for a longitudinal study run over a longer period of
time.

For one participant, the nature of the primary task setup (the use of a MacBook in particular)
caused difficulty: “I couldn’t do any of that whilst that was going on, although I think also I’m
not used to using a Mac, I’m used to Linux” (P19). Some participants described the challenge
of filling in the SUS usability questionnaire. In particular, two participants noted that it was
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difficult to answer the SUS questionnaire question: “I think that I would like to use this system
frequently” having experienced using the SIEM and the Sonification SIEM only for the
length of the study. These participants stated that they would need to use the systems over a
longer period of time to give a confident answer to this question: “I’ll have to disagree, because
I think if I had to listen to it for a normal day shift, then I could give you a better answer about
whether I would do that over a long term” (P21). These are all challenges that can be taken
into consideration when designing future studies on this topic.

9.3 Discussion

We consolidate our findings in this study. In Section 9.3.1, we assess the hypotheses described
in Section 8.3, using the results presented in Section 9.1. We also compare the results relating
to network-traffic awareness across tasks and tools. We reflect on the design of the study,
identifying limitations and approaches to improving the design of such studies in the future, in
Section 9.3.2. Section 9.3.3 explores the findings on the integration of sonification into SOCs:
its potential utility, practicality, and the design requirements for suitable systems. We scope the
findings of the study in light of the limitations identified and the comments of participants on
the realisticness of the study setup compared with their SOC monitoring practice.

9.3.1 Hypotheses and the Performance of Participants in the Study

We reflect on the results presented in Section 9.1 in the context of the study hypotheses, pre-
sented in Section 8.3, assessing whether each hypothesis was proved true by the results obtained.
We qualify the relevance of these findings by considering the study scope and realisticness in
Section 9.3.3.

Hypothesis A: participants will perform better at monitoring for network-attack
traffic as a primary task when using the Sonification SIEM than when using the
SIEM

1. Detection accuracy. Table 9.6 shows that the overall recall rate for participants primary-
task monitoring using the SIEM in the detection of the FTP brute-force attack traffic
or alerts (1.0) was equal to that of participants using the Sonification SIEM (1.0).
Therefore, RAT (SIEM) = RAT (Son) and we reject Hypothesis A1.

2. Detection efficiency. The t-test presented in Table 9.7 shows that the mean time taken
to detect the attack by participants primary-task monitoring using the SIEM was not
significantly different to that taken by participants using the Sonification SIEM. We
therefore reject Hypothesis A2.

3. Identification accuracy. As shown in Table 9.9, of the five participants who detected the
attack traffic whilst monitoring the SIEM as a primary task, three correctly identified the
traffic as a continuously high level of FTP (identification rate 0.6). Of the three who de-
tected it using the Sonification SIEM, zero correctly identified the traffic (identification
rate 0). Therefore, IAT (SIEM) > IAT (Son) and we reject Hypothesis A3.

When monitoring for network-attack traffic as a primary task, therefore, participants did
not perform better when using the Sonification SIEM than the SIEM in terms of either
detection accuracy, detection efficiency, or identification accuracy.
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Hypothesis B: participants will perform better at monitoring for alerts as a primary
task when using the Sonification SIEM than when using the SIEM

1. Detection accuracy. Table 9.10 shows that the mean alert-detection F-score across both
datasets for participants monitoring as a primary task using the Sonification SIEM (1.0)
was slightly higher than that using the SIEM (0.95). Therefore, FAL(SIEM) < FAL(Son)
and we accept Hypothesis B1.

2. Detection efficiency. The t-test presented in Table 9.13 shows that participants moni-
toring as a primary task using the Sonification SIEM detected alerts in a significantly
faster mean time than those using the SIEM. Therefore, ∆tAL(SIEM) < ∆tAL(Son)
and we accept Hypothesis B2.

3. Identification accuracy. Table 9.10 shows that the mean identification rate across
both datasets for participants monitoring as a primary task using the SIEM (1.0) was
slightly higher than that using the Sonification SIEM (0.95). Therefore, IAL(SIEM) >
IAL(Son) and we reject Hypothesis B3.

When monitoring as a primary task, participants performed better in the detection of alerts
(both accuracy and efficiency) when using the Sonification SIEM than the SIEM, but using
the Sonification SIEM did not improve the accuracy of participants in identifying those alerts
detected.

Hypothesis C: participants will perform better at monitoring for network-attack
traffic as a non-primary task when using the Sonification SIEM than when using
the SIEM

1. Detection accuracy. Table 9.6 shows that the overall recall rate for participants mon-
itoring as a non-primary task using the SIEM in the detection of the FTP brute-force
attack traffic or alerts (1.0) was equal to that of participants using the Sonification
SIEM (1.0). Therefore, RAT (SIEM) = RAT (Son) and we reject Hypothesis C1.

2. Detection efficiency. The t-test presented in Table 9.8 shows that participants mon-
itoring as a non-primary task using the Sonification SIEM detected the attack in a
significantly faster mean time than those using the SIEM. Therefore, ∆tAT (SIEM) <
∆tAT (Son) and we accept Hypothesis C2.

3. Identification accuracy. As shown in Table 9.9, of the three participants who detected
the attack traffic whilst monitoring the SIEM as a non-primary task, one correctly iden-
tified the traffic as a continuously high level of FTP (identification rate 0.33). Of the
four who detected it using the Sonification SIEM, three correctly identified the traffic
(identification rate 0.75). Therefore, IAT (SIEM) < IAT (Son) and we accept Hypothesis
C3.

When monitoring as a non-primary task, there was no difference in the accuracy of network-
attack detection between participants using the SIEM and the Sonification SIEM (par-
ticipants achieved perfect recall of 1.0 using both tools). Participants did, however, detect
network-attack traffic significantly more efficiently, and identify it more accurately, when using
the Sonification SIEM than the SIEM.

Hypothesis D: participants will perform better at monitoring for alerts as a non-
primary task when using the Sonification SIEM than when using the SIEM

1. Detection accuracy. Table 9.10 shows that the mean alert-detection F-score across both
datasets for participants monitoring as a non-primary task using the Sonification SIEM
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(1.0) was slightly higher than that using the SIEM (0.97). Therefore, FAL(SIEM) <
FAL(Son) and we accept Hypothesis D1.

2. Detection efficiency. The t-test presented in Table 9.14 shows that participants monitor-
ing as a non-primary task using the Sonification SIEM detected alerts in a significantly
faster mean time than those using the SIEM. Therefore, ∆tAL(SIEM) < ∆tAL(Son)
and we accept Hypothesis D2.

3. Identification accuracy. Table 9.10 shows that the mean identification rate across both
datasets for participants monitoring as a non-primary task using the SIEM (1.0) was
slightly higher than that using the Sonification SIEM (0.97). Therefore, IAL(SIEM) >
IAL(Son) and we reject Hypothesis D3.

Similarly to when monitoring for alerts as a primary task, when monitoring as a non-primary
task, participants performed better in the detection of alerts (both accuracy and efficiency) when
using the Sonification SIEM than the SIEM, but using the Sonification SIEM did not
improve the accuracy of participants in identifying those alerts detected.

Hypothesis E: a participant’s level of musical experience will not affect their mon-
itoring performance in the study

1. Monitoring for network-attack traffic.

a Detection. As shown in Table 9.19, there was no significant difference in the mean
times taken by participants with and without musical experience to detect the FTP
brute-force attack when using the Sonification SIEM. There was no difference
in the detection recall achieved by the two populations (both were 1.0). Therefore,
aAT (mus) = aAT (nonmus) and eAT (mus) = eAT (nonmus), and we accept Hy-
pothesis E1a.

b Identification. There was a difference between the identification rates of the two
populations: 0 for participants without musical experience, and 1.0 for participants
with musical experience (although the sample size was very small: three participants
fell into each population of those who had detected the attack traffic using the Soni-
fication SIEM). Therefore iAT (mus) > iAT (nonmus), and we reject Hypothesis
E1b.

2. Monitoring for alerts.

a Detection. As shown in Table 9.20, there was no significant difference in the mean
times taken by participants with and without musical experience to detect alerts
when using the Sonification SIEM. There was no difference in the detection F-
scores achieved by the two populations (both were 1.0). Therefore, aAL(mus) =
aAL(nonmus) and eAL(mus) = eAL(nonmus), and we accept Hypothesis E2a.

b Identification. There was a difference between the identification rates of the two
populations: 0.95 for participants without musical experience, and 0.88 for partic-
ipants with musical experience. Therefore iAL(mus) < iAL(nonmus) (i.e., partic-
ipants without musical experience performed better in the identification of alerts
using the Sonification SIEM in this study), and we reject Hypothesis E2b.

In summary, there was no significant difference in the accuracy and efficiency of participants
with and without musical experience in detecting either network-attack traffic or alerts using the
Sonification SIEM. Participants with musical experience were more accurate at identifying
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network-attack traffic than those without (although, as noted above, the population sizes in
this comparison were very small). Contrary to our predictions, participants without musical
experience were slightly more accurate at identifying alerts than those with musical experience.
We noted in Section 9.2.2 that some of the participants with higher levels of musical training
(P11, P13) appeared able to identify anomalous traffic deviations using the sound, without
needing to consult the dashboard, and this suggests that musically experienced participants
may require less training to understand traffic information represented sonically.

Network-traffic awareness: detection and identification of anomalous traffic devia-
tions

We explore the results presented in Section 9.1.4 relating to network-traffic awareness. Table
9.17 shows that the mean level of precision in the detection of anomalous network traffic was
high for participants using the SIEM in both tasks (0.97 in Study Task 1 and 1.0 in Study Task
2 ), and using the Sonification SIEM in Study Task 1 (1.0). The high precision shows that
when participants stated “anomalous traffic” throughout these tasks, it generally corresponded
to an anomalous traffic deviation in the dataset (according to our assumptions, as detailed in
Section 8.4.3). For participants using the Sonification SIEM in Study Task 2, whilst multi-
tasking, the level of precision was lower, although still reasonably high (0.86). This may suggest
that participants were somewhat misled by the sound, believing that they had heard changes
representing anomalous traffic at times when there was no anomalous traffic in the dataset. It
is possible that the need to multitask prevented confirmation of the anomalies visually, which
might have led to the lower precision using the Sonification SIEM in Study Task 2 than in
Study Task 1. This is an area that requires further investigation.

True-positive detections of anomalous traffic deviations were made more efficiently by par-
ticipants using the Sonification SIEM than the SIEM in both Study Task 1 and Study Task
2, as Table 9.18 shows. This suggests that on average participants were more quickly made
aware of anomalous deviations in the traffic when using the Sonification SIEM than when
using the SIEM, both when multitasking and when monitoring as a primary task.

As shown in Table 9.17, the highest identification rates for correctly detected anomalous
traffic were achieved by participants using the Sonification SIEM in Study Task 2, and using
the SIEM in Study Task 1 (the proportions of correctly detected traffic that was also correctly
identified were 0.89 and 0.88 respectively). The correct identification rates by participants using
the Sonification SIEM in Study Task 1 and the SIEM in Study Task 2 were considerably lower
(0.41 and 0.48 respectively). In these cases, a large proportion of the correctly detected traffic
was unidentified by participants (no identifying information was included in their response).

Some incorrect identifications were made; amongst the most common was an identification
of SSH traffic as Telnet. This may be accounted for by the use of colour in the dashboard: both
SSH and Telnet were represented in purple, and while the shades were different, this may have
caused some confusion. This incorrect identification suggests an identification performed using
the visual display (since it is likely to have been caused by the similarity of these two colours);
there were indications of other participants making identifications using the sound itself. P11
and P13, for example, frequently described the instrument and then its meaning in terms of
the data when making identifications: “organ, so therefore SSH, and voices so FTP of some
description” (P13). In future studies, making a quantified assessment of the methods by which
users make their identifications of anomalous traffic (using visuals or sound) will be important
to understanding the interplay between the use of sonification and visualization.

In Table 9.16, we presented the types of anomalous traffic identified by participants. FTP
and SSH traffic (or the corresponding instruments: voice and organ respectively) were the de-
viations most frequently described by participants. While dissonant sound was also described
by a number of participants, there was much less identification of this deviation. This may in-
dicate that participants were less confident about identifying dissonant sound (a theory that is
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supported by the comment of P17: “the consonance and dissonance, they will take more train-
ing, because I couldn’t spot any of those, whether there’s normal traffic pattern or not normal
traffic pattern”) and as such we posit that users may require more training to use sonification
mappings involving consonance and dissonance than to use mappings involving instruments.

9.3.2 Study Design: Limitations and Lessons Learned

There were a number of limitations in our study design, which we explore in this section, and
based on which we suggest approaches to designing more realistic and effective studies in this
space.

Study structure and process

There is a potential limitation with the study structure: the comparisons between the primary-
and secondary-task monitoring might be biased by the fact that the primary-task monitoring was
always carried out first. This could affect performance by enabling participants to become more
accustomed to the study processes by the time they participate in the secondary-monitoring
task. We judged that presenting the primary-task monitoring before secondary-task monitoring
was necessary since the secondary-task monitoring was more complicated (more tasks needed to
be completed) and the primary-task monitoring could prepare participants for the secondary-
task monitoring to some extent.

The biasing effect should have been minimised by the fact that the same tool was not used
for the two tasks by any participant: all participants used one of the two tools in the first
study task, and the other tool in the second. Whilst they may have become accustomed to the
processes of the study, and monitoring in general, therefore, participants would not have become
accustomed to using either of the tools, and would not therefore have carried this experience
from the primary- to the secondary-task monitoring. Furthermore, we did not quantitatively
compare the performance of participants across the two tasks, but compared performance using
each tool in Study Task 1, and then separately compared performance using each tool in Study
Task 2.

Another option would have been to train participants in both primary- and secondary-task
monitoring first using practice datasets, and then to randomise the order in which the two tasks
were presented in the study. This may have improved the reliability of the results, but would
have extended the time required to run the study to an impractical length.

In the analysis of Study Task 2, we did not assess the effect of using either tool to monitor,
on the performance of participants in the primary shell-based task. Making this assessment of
the effect of monitoring on the separate primary task would have required an initial assessment
of the performance of each participant completing the primary task only (without monitoring),
as in previous studies into the use of sonification for monitoring as a non-primary task [105].
Again, our decision not to include this assessment was based on the time constraints of the
study.

Furthermore, we aimed to capture as closely as possible the actual multitasking methods of
the practitioners in their SOC work, and were therefore not prescriptive about how to multitask
(how much attention to pay to each display). As some participants noted, in their real SOC
monitoring work, at the point where multiple alerts or traffic anomalies were observed, they
would have stopped trying to complete the separate primary task, and focused on the monitoring
only. This was reflected by the multitasking approach of some participants in the study, as some
did pause their primary-task work at key monitoring points, in order to focus on the dashboard
for a time. Given that participants were not given strict instructions on their completion of
the primary task, it would not have been meaningful to assess the effect of the monitoring
on it. Rather, we explored how having that primary-task distraction affected the monitoring
performance, and compared this across tools.
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Given the described effects of time constraints on our study design decisions, which may
have introduced certain limitations or prevented the exploration of key questions relating to the
utility of sonification to SOCs, it is clear that this study must be complemented by longitudinal
studies, or studies that involve the use of sonification in operational SOCs.

Study setup

We took measures based on our findings in Chapter 7, and on relevant background information,
to ensure that the study setup (the tools, network datasets and the monitoring tasks we focused
on) was as realistic as possible within practical and time constraints. The interviews presented
in Section 9.2.5 showed that there were limitations to this, however.

A number of aspects of the SIEM design we presented were cited as being unrealistic by
participants. The SIEM was used for real-time monitoring only in this study and events observed
could not be returned to and investigated, in accordance with our study aims to explore real-
time monitoring capabilities, and due to the fact that we used pre-recorded videos. In reality,
participants noted that their real-time monitoring work using a SIEM would be supplemented
by further investigation following the initial recognition of events, and that this was an aspect of
monitoring using a SIEM that was missing from our study. We learned that assessing real-time
attack detection is difficult, as this would usually involve investigation after the initial detection
of a potential security event. As described in Section 8.4.3, we assessed whether participants
were aware that there were anomalous network events at the time of the attack, but could not
capture their decisions on whether the events actually constituted an attack.

The observations made by participants on the realisticness of the information included in the
SIEM varied. While the inclusion of traffic visualizations was not realistic in some SOCs, who
used streams of alerts only as the basis for real-time monitoring, for example, other participants
were more accustomed to using these approaches. We designed the SIEM tool based on existing
commercial SIEM dashboards (as shown in Section 8.2.1). It was suggested, however, that
SOCs do not always use the types of visualization-based dashboard produced by SIEM vendors
in reality (P18). The types of tools that practitioners are accustomed to using may vary between
SOCs, and it is important to take this into account in the design of solutions for SOCs, and of
SOC-related studies.

It is clear that the time span presented in our SIEM was too short, and that practitioners
are more accustomed to displays that show network information moving at slower rates (events
remaining on the screen for an hour, for example). This information can be taken forward to
future studies, and we discuss the implications of this limitation for the relevance of our findings
in Section 9.3.3.

In real-world SOC monitoring tasks, practitioners would have a more in-depth knowledge
of the network being monitored than we presented in this study. This may have had an impact
on the ability of participants to make decisions on network events. This could be improved
in future studies by providing participants with some additional information on the network:
a participant (P1) suggested that a diagram of the network architecture would be useful, for
example. In including such materials, it is important to avoid information overload. A more
natural way of addressing this limitation would be to run studies over a longer time, in which
the participants have time to become familiar with the network being monitored, or to run trials
of sonification solutions in operational SOCs, on networks with which practitioners are already
familiar.

Of the two tasks we focused on this study, monitoring as a non-primary task was considered
the more realistic to SOC-monitoring work by a majority of participants. The exception was
some Level 1 Security Analysts, who were accustomed to monitoring as a single primary task
at times.
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Measurement and analysis of performance

As we described in Section 8.4, we made a number of assumptions in deciding the data event to
which a participant’s response related. For the attack, we assumed that any response during the
attack time window (between 115 seconds and the end of Dataset 2 ) was a detection of either
traffic or alerts relating to the attack. For alerts, we assumed that an alert detection was of
the most recent alert present in the dataset, and for anomalous traffic outside the attack time
window, we assumed that a response related to the most recent anomalous traffic present in the
last ten seconds of data. Understanding exactly what change in the visuals or sound has led a
participant to make a response is a difficult problem, that we also observed when running the
prototype viability study presented in Chapter 6.

For the attack, for example, it was not possible using our study setup to be certain about
whether a participant’s response was made because they had observed the indicators of that
attack condition, or because they believed they had observed something else. As in Chapter 6,
we used time windows to reduce the length of data, and therefore number of events, against
which a participant’s response would be compared, increasing the likelihood that we would
assess their response against the event they had actually observed. This was with the exception
of alerts, for which we did not use time windows: during the study we observed that a number
of participants identified alerts remaining in the visuals long after they had first been present
in the data, and we elected not to impose a time window on alert detection in order to capture
such late detections.

A limitation of the time-window approach in constructing the anomalous-traffic ground truth
is that events constituting anomalous traffic deviations were frequent (in Dataset 2 especially),
and as such there were stretches of time in which most responses were assessed as relating to
some event that had occurred within the last ten seconds. This meant that the number of false-
positive detections was low, and this may have influenced the results by increasing the level of
precision calculated. Considering the accuracy of identification is particularly important in this
case.

A way of addressing the difficulty of understanding the object of participants’ responses
may be to capture visual information on the study through video recording, eye tracking, or
observation. This would enable physical actions such as pointing at the screen or changes in
gaze to be analysed, which may divulge further information as to the focus of participants’
attention whilst monitoring. Such information could also be valuable in enabling researchers to
understand more fully the methods employed by participants when completing the study.

In this particular study, such information could have enabled us to measure how often
each participant observed the dashboard whilst multitasking during Study Task 2, and thus
assess both how much attention was devoted to the primary and non-primary tasks, and how
participants used the sonification whilst multitasking. Some participants claimed to have been
prompted by a change in the sound to pause the primary task and focus their attention on the
dashboard. Furthermore, the responses of some participants (those who began their responses by
describing the sound — the instrument heard, for example — followed by its meaning in terms
of the data) suggested that they were able to use the sound to identify monitoring information
without having to verify its meaning on the screen. Using the data collected in this study does
not enable us to make a reliable assessment of the use of these methods by participants, however,
since we did not capture their physical actions.

While in this study, for the reasons we presented in Section 8.4.3, we elected not to consider
the precision of attack detection based on the amount of other anomalous traffic, unrelated to
network attack, that was detected, considering the precision of attack detection is of course
important. Monitoring tools for SOCs must enable users to make accurate decisions on whether
an event observed is malicious and related to an attack, or is benign. Measuring the precision
with which sonification can enable this capability is essential to understanding its potential
for use as a network-security monitoring approach. Future work should make this assessment,
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testing the attack-detection precision of users with more substantial training and experience of
using sonification (this is supported by the comments of some participants, reported in Section
9.2, on the perceived improvement to their ability to assess whether deviations were anomalous
against the baseline the longer they had spent using the tools in the study), and with the ability
to use the tools under study for the type of retrospective exploratory work that is carried out
at part of SOC monitoring practice. We observed that the additional detections of anomalous
traffic (outside the attack window) by participants were a facet of the way in which we had
designed the study, and this observation had to influence the analysis method.

9.3.3 Using Sonification in SOCs: Utility, Practicalities and Requirements

We found that there were a number of ways in which SOC practitioners, having experienced
using the Sonification SIEM, felt that sonification systems could be useful in SOCs, which
we presented in Section 9.2.3. Each context in which sonification had the potential to be useful
brought a number of practical challenges.

Of the contexts described by participants, many were connected by their basis in the po-
tential advantage to SOC working practice of using sound to monitor peripherally. Sound is a
naturally effective medium through which to present information to be monitored peripherally,
given the ability of humans to receive sonic cues without focusing their attention in the direction
of the sound source (unlike visual cues, for example). Using sonification to monitor traffic and
alerts as a secondary task, whilst at the desk working, moving around the SOC, or away from
the SOC, all have a basis in this property of sound. These are examples of tasks carried out in
SOCs by practitioners, in which the ability to monitor peripherally using sound could be useful.

Sonification designs for such peripheral-monitoring contexts must enable users to interpret
the information presented in an accurate and timely way. In Section 9.3.1 we assessed our
study hypotheses, and found that in this study participants monitoring as a non-primary task
detected traffic and alerts relating to the network attack more efficiently, and identified it more
accurately, when using the Sonification SIEM than when using the SIEM. There was no
difference in the detection accuracy (assessed using the recall score), since all participants using
each tool detected the network attack. Furthermore, participants monitoring as a non-primary
task detected IDS alerts more accurately and efficiently when using the Sonification SIEM
than when using the SIEM, but were not more accurate at identifying their severity.

Given that in all but the extra components relevant to the sonification, the two study tools
were identical (see Section 8.2), our hypothesis testing suggests that using sonification may
improve the efficiency with which users are able to detect IDS alerts, and traffic and alerts
relating to network-attack conditions, when monitoring as a non-primary task. For IDS alerts,
recall was higher when participants used the Sonification SIEM, meaning that fewer alerts
went undetected. Our assessment of network-traffic awareness also showed that participants
more efficiently detected other anomalous deviations in the network traffic when using the
Sonification SIEM than the SIEM, although their detections were less precise (with a greater
number of false-positive detections).

While we have provided evidence supporting the potential benefits of using sonification to
practitioners monitoring as a non-primary task, it is important to recognise that we were only
able to assess these hypotheses using the results collected in the study. There are a number of
limitations to making these assessments in an hour-long study: as described in Section 9.3.2, the
time pressure and difficulty of exactly replicating the realistic conditions of SOCs, for example.
In light of these limitations, running future longitudinal studies in which sonification systems
are actually deployed in SOCs will be vital to understanding their true utility.

It is key that sonification systems can be interpreted effectively, yet it is also essential
that their use does not fatigue or inappropriately distract the practitioners using them. In
particular, as was highlighted by a number of participants in the interviews, the sound should
not be distracting from other tasks, unless important monitoring information is being conveyed.
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The potential advantages of sonification systems with such properties extended to use on night
shifts, in which practitioners may be less attentive and may therefore benefit from an extra cue
to prompt them to notice security events.

Participants varied in their views on the fatigue caused by the sound design in this study, with
some stating that they had not experienced fatigue, or that they might experience fatigue if using
the sonification for longer, but had not for the length of this study. Some participants, however,
stated that using the sound in the study had been fatiguing, and suggestions of alterations to
the design to reduce fatigue centred around reducing the overall level of noise. These changes
involved either altering the data-parsing method to include thresholds or filtering, or altering
the sound engineering (improving the sound of the instruments, for example).

The effectiveness of the suggested approaches to producing appropriate sonification designs
for SOCs is an avenue for future research. Again, longitudinal studies using sonification in
operational SOCs will be key to assessing whether these systems cause fatigue when actually
deployed. The limitations to our study design — the time pressure, and the real-time presen-
tation of information in the SIEM tools (both factors that were described as unrealistic by a
number of participants) — may have contributed to their experience of fatigue. As such, our
results cannot constitute a reliable assessment of whether the use of sonification would cause any
additional fatigue to be experienced by practitioners carrying out their work in SOCs. Similarly,
the results of the SUS and BUZZ questionnaires indicate that there is room for improvement
in the usability of both the SIEM and the Sonification SIEM, and we cannot account for
how difficulties relating to tool usability may have contributed to the fatigue experienced by
participants.

Issues may arise relating to the scalability of the sonification approach. Participants in the
interview described the large quantities of information that need to be represented for network
monitoring: both in terms of the huge volumes of network data, and of the many aspects
of information (such as the various protocols and applications used in communications) that
need to be represented. The large number of monitoring devices used in SOCs about which
information might need to be represented was cited as another potential scalability issue. It
was suggested that it may be beneficial if participants could configure sonification systems to
represent only those aspects of the data they are interested in knowing about (so that only
packets sent over user-selected protocols or applications are represented, for example). This
would appear to be one way of addressing the scalability problem, reducing the set of elements
represented sonically to only those selected by the user.

The descriptions given by participants of their experience in using sonification in the study
varied widely. Some participants felt able to use the sonification approach to detect and under-
stand monitoring information; some felt that they would be able to learn to use sonification and
that the learning curve may be less severe than for other monitoring tools. For other partici-
pants, sonification was considered too difficult to use for monitoring work, and this was linked
to a lack of general musical experience described by some participants. While it is worthwhile
investigating the effects of extended training and long-term exposure on the ability of partici-
pants to use sonification systems, the evidence of this study suggests that sonification systems
may be appropriate for use on an individual basis, by practitioners who elect to use them.

There were also differences of opinion between participants on the potential utility of sonifi-
cation to SOCs, and on contexts in which the approach could prove useful. As described above,
contexts based on using sonification for peripheral monitoring were frequently cited; some par-
ticipants saw more potential in other uses, however. Two participants working in the same
organisation (P17 and P18) differed in their opinions on the potential of sonification for use in
retrospective anomaly-hunting tasks. While for P17, this was the clearest area in which sonifica-
tion might be useful, P18 described challenges that could prevent the effective use of sonification
in this context (see Section 9.2.3). We did not assess the use of sonification for retrospective
hunting tasks in this study, so cannot comment on its effectiveness, but this context of use
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could be explored as future work using the additional suggestions in these interviews, and in
the interviews presented in Chapter 7.

Participants working in different SOCs were divided in their opinions on the relevance of
presenting low-level packet information to real-time monitoring work in SOCs. For some practi-
tioners, real-time monitoring was based primarily on observing streams of alerts, for investiga-
tion at a lower level if necessary. In general, differences in opinion between participants suggest
that it may be appropriate for sonification to be used in tasks chosen by individual users, and
configured as those users choose (to represent alerts only for some practitioners, for example, in
line with the previous point). The interviews highlighted challenges to integrating sonification
into SOCs as a tool used by individuals, however: in particular, the need to avoid obstructing
the communication between practitioners that is integral to existing SOC working practice (as
might occur if individuals listened through personal headphones).

Our findings in this study consolidated the three key design requirements derived in Chapter
7: the addition of sonified alerting information; the configurability of the sonification tool; and
the inclusion of tool features such as playback, filtering and links between sonified information
and visual representations of it. The only design requirement within scope to be addressed
directly in this study (through its inclusion in the Sonification SIEM) was the sonification
of alerts (see Figure 8.1). In general, the sonified alerts were met with positive feedback, fur-
ther improvements were suggested for their design by participants, and participants were able
to recognise both sonified alerts relating to the network-attack condition, and those present
throughout the datasets. The other two design requirements were not within scope for inclusion
in the systems designed for use in this study, yet their importance was supported by further
discussion. These were the need for the various aspects of the sonification system to be config-
urable, and the need for users to be able to play back and filter the sounds produced. Further
information gathered on these design requirements is presented in Section 9.2.4.

9.4 Summary

The aim of the research reported in this chapter and Chapter 8 was to explore the extent to
which using sonification could aid in SOC working practice. We addressed this aim by carrying
out a study in which security practitioners with experience of working in SOCs carried out a
scoped set of tasks relevant to SOCs using both a SIEM tool, and a SIEM tool that incorporated
sonified information.

Our results showed that participants using the sonification alongside the SIEM when mon-
itoring as a non-primary task (whilst carrying out a separate primary task) detected network
traffic and alerts following an FTP brute-force attack more efficiently and identified its nature
more accurately, as well as detecting the alerts produced by an IDS more accurately and ef-
ficiently. Furthermore, participants monitoring the network security as a single primary task
detected alerts more accurately and efficiently when using the sonification. The precision of the
anomalous-traffic detections made by participants multitasking using the sonification was lower,
however: more false-positive detections were made by participants (according to our analysis of
network-traffic awareness), suggesting that participants may have been misled by the sound.

We also gathered and analysed the spoken views of participants on various topics, including
their experience using the study tools, the potential utility of sonification to their work, and the
study design. This highlighted requirements around the design of sonification systems to enable
their integration into SOCs, and showed a division in the views of participants on the contexts
in which sonification systems may aid in their own work in the SOC, and in SOC working
practice in general. We discussed the various limitations of our study, and of short-term studies
in which resources are designed by the researchers in general, for providing realistic assessments
of the true utility of new network-security monitoring approaches for SOCs, and qualified our
findings in light of these limitations.
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In Chapter 10, we conclude this thesis, summarising our findings on the utility and design
of sonification systems for network-security monitoring in SOCs, consolidating our research
contributions at each stage of the thesis, and recommending directions for future work.
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Chapter 10

Conclusion

In this chapter, we conclude this thesis. We begin by considering the extent to which the research
we have presented addresses our original research aims in Section 10.1, reflecting critically on
the validity of the findings in light of methodological limitations. We summarise our research
contributions in Section 10.2, and finish by suggesting directions for future work on this topic
in Section 10.3.

10.1 Reflection on the Research Aims Addressed, and Critique

As described in Chapter 1, the aim of this research project was to explore the potential for
sonification to aid in SOC practice. Four key research questions were posed that we envisaged
would contribute to addressing this aim. In Figure 10.1, we present the map of research questions
and their subdivisions originally shown in Figure 1.2, adapted to demonstrate the stages of this
thesis at which we believe each question has been addressed. We now comment on the extent
to which we have addressed these research questions, exploring the findings in each area of this
map, and reflecting critically on them in light of methodological limitations.

We began by considering the sonification of network-security data from a theoretical per-
spective in Chapter 5, and thus defining a model for sonifying network-security data. This
sonification model was the basis for our network-data sonification design throughout the thesis,
enabling us to explore each of the stages shown in Figure 10.1. While there are undoubtedly
other possible approaches to sonifying network-security data, defining our approach through
this model early in the research project allowed us to explore and adapt designs as required
throughout the thesis (to include new mappings in light of the data-sound mappings findings
reported in Appendix E, and to incorporate sonified alerts into the system in Chapter 8, for
example).

The model was used to create the sonification prototype (see Section 5.6.2) that was used to
assess the viability of sonification as an approach to representing network-security monitoring
information in Chapter 6. The same sonification prototype was presented to SOC practitioners
in the interviews reported in Chapter 7. The design requirements identified in these interviews
were then fed back into the model to inform the development of the sonification system assessed
in Chapters 8 and 9.

As shown in Figure 10.1, our first research question (RQ1) was on the viability of using
sonification as an approach to representing network-security monitoring information. This was
divided into two main parts: the accuracy and efficiency with which sonification enabled users
to detect network attacks, and the accuracy with which the nature of the information commu-
nicated sonically could be identified by users. The hypotheses we assessed in the sonification-
prototype viability study reported in Chapter 6 were developed around points we considered
would indicate the viability or otherwise of using sonification to represent network-security
monitoring information.
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Figure 10.1: Chapters in which we have addressed the research questions

The results of the study presented in Chapter 6 showed that participants were able to
detect the attacks presented accurately and efficiently, and identify them accurately, using the
sonification prototype in an experimental setting. The prototype enabled participants to detect
attacks, and to identify the types of attacks after training. Even before training, abnormal
network conditions could be heard intuitively to some extent, supporting further investigation
into the use of sonification for signalling unknown or evolving attack types, for which signatures
do not exist. A majority of participants were able to recognise combinations of attacks occurring
simultaneously using the prototype, and the performance of participants in this study was not
significantly affected by their level of musical experience: participants without musical training
were able to use the prototype.

A limitation to the study reported in Chapter 6 was the absence of a dataset in which
no attacks were present. This failure to assess the attack-detection and identification rates of
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participants monitoring network traffic containing no attacks reduced the validity of the results
somewhat, particularly given the relative rarity of the presence of attack conditions during real-
world security monitoring compared to during this study. Recognition of this limitation informed
our decision to include a dataset containing no attacks in the study reported in Chapters 8 and
9.

We altered our analysis method in Chapters 8 and 9, however, based on our observations
that monitoring for anomalous deviations in the traffic in real time, as in the study, is a some-
what different task to deciding true- and false-positive network attacks. Decisions on attacks
would usually involve further investigative work by practitioners having observed the potentially
anomalous events in real time. Thus, for the dataset containing no attacks in Chapters 8 and
9, we assessed the real-time network-traffic awareness of participants, rather than considering
their detections of anomalous traffic to be false-positive attack detections. This means that in
this thesis we have not comprehensively assessed the attack-detection accuracy of humans using
sonification, in terms of their ability to recognise extended periods of time in which no attacks
are occurring. This is a condition that it is important to assess, since it is likely to occur in
real-world monitoring work, and we leave its assessment to future work.

Only a small set of attacks (four types of network attack) were used in the study reported
in Chapter 6, and the network-attack datasets used were synthetic (created by the researchers).
This means that we cannot generalise the results as evidence that sonification can enable humans
to detect attacks on real-world networks. What the results of this study provide is evidence of
the viability of sonification for representing network-security monitoring information, which
supports the investigation of the ensuing research questions.

RQ2 was concerned with whether the sonification of network-security data has the potential
to be useful to SOCs. This included a question on the specific use cases in which sonification
might be useful to SOCs, and a question on whether and how sonification could complement
existing SOC setups. Addressing this research question was the aim of the interviews reported in
Chapter 7. The interviews showed that SOC practitioners saw potential for the use of sonification
in a range of use cases. The envisaged potential for using sonification was particularly high in
contexts in which the ability to monitor peripherally would be advantageous: monitoring sonified
network traffic and alerts whilst multitasking with other work tasks, or whilst away from the
SOC. Participants also saw value in using sonification for anomaly detection, in an approach
similar to the existing visualization techniques used in SOCs.

We developed each use case in which SOC practitioners saw potential into a refined context
of use, detailing for each the requirements for sonification design and foreseen challenges to
integration, based on the comments of participants in the interviews. These requirements are
presented in the latter sections of Chapter 7, and contributed to addressing the part of RQ3
concerned with SOC-specific design requirements. The SOC is a unique environment, with high
pressure and time intensity in the work of practitioners. Developing an understanding of existing
SOC environments and their setups enabled us to identify the factors that should be considered
in order to minimise the disruption caused by integrating sonification systems into SOCs for
these various uses.

Key findings were that sonification systems should not interfere with the collaboration be-
tween practitioners that is common to SOC practice; listening using personal headphones, for
example, might isolate practitioners, jeopardising collaboration and conversation. On the other
hand, SOCs are often situated in open-plan offices in which a number of practitioners work; as
such using speakers to play the sonification to the whole SOC would be distracting to practition-
ers not using it. Single earpieces may be an appropriate solution to this problem, and creating
system designs that have the flexibility to be played through different listening mediums, for
different purposes, is important. Minimising the fatigue that might be induced by listening to
sonification was another key requirement, particularly given the long shifts (12-hour shifts, for
example) frequently worked by SOC practitioners.
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As well as these design requirements relating to integrating sonification into SOCs, a set
of features that should be included in sonification tools for SOCs arose from the comments of
participants, providing evidence towards the part of RQ3 that focused on tool features. Three
key features were listed in Section 7.8, in which we also explored approaches to developing these
features. Firstly, alerts were a type of information, alongside network-packet traffic, the sonic
representation of which practitioners envisaged they might benefit from monitoring peripherally.
We also found that there might be benefit in making various aspects of the sonification approach
(including details of the network setup, the aspects of the network data to represent sonically,
and the sound aesthetic) configurable by users. Finally, in practice, users of sonification systems
might require facilities for the playback of previously heard sound, perhaps at altered speeds,
and with methods by which they are able to link the sounds heard to the visual and textual
representations of data currently used in SOCs.

RQ4 was concerned with assessing the extent to which sonification proved useful when used
for SOC tasks. From the refined contexts of use for sonification in SOCs presented in Chapter
7 (in response to RQ2), we selected two to study: monitoring as a non-primary task whilst
carrying out another work-related primary task (taking advantage of the potential to use sound
to monitor peripherally, as described above), and monitoring as a single primary task. In line
with the relevant subdivision of RQ4, we aimed to assess whether using sonification could
enable these targeted capabilities.

We found that participants using a SIEM tool to monitor as a non-primary task in the study
detected network-attack traffic (packets and alerts relating to the attack) and IDS alerts signifi-
cantly more efficiently when sonification was incorporated into the SIEM tool. Furthermore IDS
alerts were detected more accurately, and network-attack traffic identified more efficiently. When
monitoring as a primary task, participants detected alerts more accurately and efficiently when
using a SIEM incorporating sonification, but using sonification made no significant difference to
the ability of participants to detect or identify network-attack traffic. Using the sonification may
have disadvantaged monitoring performance in some ways, however: the precision with which
participants detected anomalous traffic deviations when multitasking using the sonification was
lower, meaning that more false-positive detections were made.

These results provide evidence of the potential for sonification to improve the monitoring
capabilities of security practitioners in SOCs, when monitoring as a non-primary task especially.
As we discussed at length in Section 9.3.2, however, making a realistic assessment of actual SOC
monitoring capability in a study of this nature (in which the resources were designed by the
researchers) is difficult. We took steps to replicate the tools, tasks and physical setups to which
SOC practitioners would be accustomed, based on existing literature and evidence gathered
in the earlier interviews presented in Chapter 7. Limitations to the realisticness of the study
resources, compared with their actual SOC practice, were noted by participants, however, and
this impacts the claims we can make based on these findings.

We can claim that in this study, using sonification improved aspects of the non-primary
task monitoring capability of participants, and this supports the potential for sonification to
improve this capability in actual SOC practice. We cannot guarantee that the same results
would be obtained if a sonification system were to actually be employed in a SOC, however.
The complexity of SOC working practice, with multiple networks and devices monitored, and
multiple practitioners working in the same room, as well as the possible barriers to use such
as fatigue and distraction highlighted by participants, could have a significant effect on these
results.

Furthermore, the findings of this thesis are constrained by the network-attack datasets used:
a small set of attacks were focused on in this thesis (in Chapter 6, and Chapters 8 and 9, and
of these, only those used in Chapters 8 and 9 were captured from attacks actually carried out,
rather than synthetically generated). As such, our findings on attack-detection capability cannot
be generalised to network attacks in general, but relate to a subset of network attacks presented
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in an experimental setting. It is crucial that longitudinal studies, in which sonification systems
are deployed in operational SOCs and their effects studied, are carried out as future work.
Such research should examine not only whether using sonification enables the improvement
of monitoring capabitities in any of the targeted contexts of use, but also the severity of the
challenges to SOC working practice posed by the actual (rather than hypothetical, as in this
study) integration of SOCs into this environment.

We discussed the limitations specific to each study in their respective chapters. A problem
we encountered at various stages of the thesis was the difficulty of measuring the monitoring
performance of participants. Monitoring performance was assessed in Chapters 6 and 8. Further
detail on the method used in each study is presented in their respective chapters. As discussed
in those sections, making assessments of the detection and identification accuracy of particu-
lar network events by participants is problematic, because it is difficult for the researcher to
understand exactly which changes in the network data have prompted a particular response
by a participant. Our methods enabled an assessment of monitoring performance according to
certain assumptions (that a detection by a participant must refer to the last event present in
the dataset, for example). As a next step towards fully understanding the utility of sonification
for monitoring in SOCs, a more reliable assessment of improvements to monitoring performance
might be achieved through the in-SOC longitudinal studies we described above.

10.2 Summary of Research Contributions

We summarise the contributions of this thesis to research into the use of sonification for network-
security monitoring. These are areas in which we believe the research presented in this thesis
has extended the pre-existing knowledge in the field.

10.2.1 Sonification Design

In Chapter 5, we contributed a formalised model for the sonification of network-security data.
This model can be used for the development of sonification systems for network-security data
in general, such that sonification designs created by others might be evaluated and compared.
The model captures prior-art system designs for the sonification of network data, such that
newly developed designs can be compared with these existing designs. The model can be used
by others in developing and comparing sonification designs for network-security data.

We contributed to research in sonification design in Chapter 7, in which we identified de-
sign requirements for sonification systems to be used in SOCs, and considered approaches to
meeting these requirements. The design requirements identified can inform the designers of
sonification systems for the SOC environment. These requirements can also act as a basis for
further experimentation with sonification design, and the design of tool features, to be used in
SOCs.

10.2.2 Contexts of Use and Requirements for Sonification in SOCs

In Chapter 7, we contributed contexts of use in which sonification could aid in working prac-
tice in SOCs, based on an analysis of interviews with security practitioners working in SOCs.
Contexts such as multitasking and monitoring whilst away from the SOC, which leverage the
potential for sound to be listened to peripherally, held particular promise. We also established
an understanding of the challenges to integrating sonification into the SOC environment: to
integrate effectively into SOCs, sonification systems must be unfatiguing to users, must not ob-
struct communication between SOC practitioners, and must not be inappropriately distracting
to the listener or to others working in close proximity to the listener.

We contributed a set of SOC-specific requirements for sonification systems in Chapter 7,
and demonstrated approaches to addressing these requirements. The sonification of alerts may
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be useful separately to, or alongside, packet-traffic sonifications. To integrate with the working
methods of SOC practitioners, various aspects of sonification systems, including details of the
networks monitored and choice of aesthetic, should be configurable by the user. Features such
as playback and pausing of the sound, and methods of linking the sounds heard to the data
they represent in a visual or text format, should be included in sonification tools. Such features
are relevant particularly if these tools are used in the investigative work carried out by SOC
practitioners following an initial indication of a security event, or for the possible retrospective
threat-hunting applications of sonification systems discussed by a number of SOC practitioners.

10.2.3 Assessments of Network-Security Monitoring Performance Using Soni-
fication

In Chapter 6, we contributed empirical evidence of the capability of humans to hear network
attacks in sonified packet headers (synthetically generated), in an experimental setting. We
showed, through an effectiveness study carried out with human participants, that a set of net-
work attacks, including attacks occurring simultaneously, could be detected accurately and
efficiently by humans listening to the sonification, and that the type of attack could be identi-
fied accurately. We also showed that musical experience had no significant effect on the ability
of participants to use the sonification, and that participants were able to detect attacks as de-
viations in the sound prior to training (with no knowledge of the attacks represented or their
mapping to sound). These results suggest that listening to sonifications of network traffic may
be a viable approach for humans to detect network attacks. This can inform the application of,
and further research into, sonification in network-security monitoring tasks.

In Chapters 8 and 9 we contributed evidence of the extent to which sonification can be used
to improve a set of capabilities required by security practitioners working in SOCs. We showed
that in this study, participants detected network-attack traffic and IDS alerts significantly more
efficiently when using sonification alongside a SIEM to monitor as a non-primary task, than
when using a SIEM only. They also detected alerts more accurately, and identified network-
attack traffic more accurately. When monitoring as a primary task, participants detected alerts
more accurately and efficiently when using sonification alongside a SIEM. These results provide
evidence of the potential for sonification to improve network-security monitoring capabilities
when used alongside traditional SOC monitoring tools for monitoring as a non-primary task es-
pecially. This supports further research into the utility and practicality of deploying sonification
systems in real SOC settings.

We made methodological contributions in Chapter 6, and Chapters 8 and 9. We presented
and evaluated methodologies for the assessment of network-security monitoring performance
according to our definitions based on detection and identification accuracy, and detection ef-
ficiency. We described methods of assessing the correctness of detections and identifications
of network-traffic events made by participants, and of measuring the time these actions took.
These methods were based on assumptions about the events to which responses made by par-
ticipants referred. By reflecting on the limitations of these methodologies, we highlighted areas
in which adjustments to the methodologies, or studies in real-world SOC settings, are needed.
The methodologies and our reflections on them can be drawn on by others researching the
network-security monitoring capabilities of participants using security tools.

10.3 Directions for Future Work

Based on the research reported in this thesis, we present our ideas on directions for future work.
These are areas in which we anticipate that extended findings would further understanding of
the questions addressed in this thesis: in particular, the potential utility of sonification to SOCs,
but also related questions that arose as we explored this topic. We begin by highlighting the
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outstanding questions specific to each chapter, before summarising the key research needed to
provide stronger answers to the main research question on the utility of sonification to SOCs.

Having tested the attacks presented in the prototype viability study (Chapter 6), we high-
lighted the need to assess the effectiveness of sonification for testing other attack types and
variants, and to address the question of anomaly detection for attacks not fitting expected
profiles. This included testing sonification of slower-moving malware and advanced persistent
threats (APTs) through longer-term studies, as well as testing variants on attack types (dif-
ferent types of DoS attack, for example). The network-attack datasets used in Chapter 6 were
synthetic, developed by the researchers, and it was only in the research reported in Chapters 8
and 9 that we sonified captures of network attacks that had actually been carried out. As such,
a more extensive assessment of the use of sonification to represent a wider range of network
threats from real-world network data captures, or on actual real-world networks, would advance
knowledge around the attack-detection potential of humans using sonification systems.

Comparing detection approaches using sonification with existing anomaly-detection tech-
niques using statistics and machine learning was outside the research scope for this thesis.
Debashi and Vickers have provided an indication of the potential of sonification to compete
with anomaly-detection techniques using machine learning: using the SoNSTAR sonification
system they identified IP flows relating to bot activity with greater accuracy than three leading
machine learning-based traffic classifiers [62]. Further such comparisons would deepen under-
standing of the types of anomaly detection for which the use of sonification may be appropriate,
and where the limits of this approach lie.

In Chapters 8 and 9, we aimed to explore a scoped set of findings from Chapter 7. This
meant validating experimentally the capability of SOC workers to use the sonification in our
refined contexts of use, and addressing the design and integration questions highlighted. As
illustrated in Figure 8.1, the need to reduce the scope investigated in the study reported in
Chapters 8 and 9 meant that a number of the points that arose in Chapter 7 were not explored.
These are clearly areas that remain to be investigated as future work, since we elected not to
investigate them here.

Assessing the usability of the sonification design developments made in Section 7.8 fell out-
side the scope of Chapters 8 and 9, as shown in Figure 8.1. The comments of participants
reported in Chapter 7 highlighted a number of features that might increase the utility of soni-
fication systems to SOCs. Various aspects of the systems developed should be configurable by
users (details of the network, selection of data-sound mappings, and sonification aesthetics),
and facilities should be available by which users can manipulate (replay, filter and alter the
speed of) the sonification, and link the sounds produced to the text-based data. For any of
these developments to be effective, it is essential that they are designed in a way that is usable.
As such, assessing and making improvements to the usability of the approaches we proposed to
making these developments in Section 7.8 is important.

Two of the refined contexts of use presented in Section 7.7 were not included in our scope for
Chapters 8 and 9. The utility of sonification for monitoring whilst outside of the SOC is yet to
be explored. The use of sonification for short-term anomaly-detection tasks also remains to be
investigated: in particular, short-term, periodic checking on the state of the traffic, and hunting
for anomalies retrospectively. The potential utility of sonification in retrospective hunting tasks
was discussed again by participants in the study reported in Chapters 8 and 9, supporting
the need to explore this last use case especially. Figure 8.1 can inform future work exploring
these contexts of use, since it shows the sonification developments relevant to each, based on
our findings in Chapter 7 (investigating the use of playback features such as rewinding and
altering the speed of sonification should be a part of studies exploring the use of sonification
for retrospective hunting tasks, for example).

The above unexplored contexts of use might be investigated in another study designed
similarly to the study we presented in Chapters 8 and 9. Alternatively, they could be addressed
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through longer-term studies in which sonification systems are deployed in operational SOCs.
It would be valuable to study even those contexts of use we did explore in Chapters 8 and 9
(monitoring as a primary and as a non-primary task) as part of a longitudinal in-SOC study,
given that the time and resource constraints of our study may have affected the relevance of
the findings to real-world SOC practice (these constraints were described in Section 9.3.2). As
we have noted a number of times in the later parts of this thesis, such studies will be key to
developing an understanding of the true utility of sonification to SOCs. We believe that running
such studies will be the most important area of research for extending the findings of this thesis.

In-SOC studies could enable researchers to investigate the potential challenges to the inte-
gration of sonification into SOCs that were highlighted in Chapter 7. As we described in that
chapter, sonification must integrate into SOCs without obstructing collaborative SOC prac-
tice, distracting practitioners unnecessarily, or causing user fatigue. Furthermore, sonification
systems would need to integrate with the multitude of monitoring devices currently used in
SOCs, representing huge amounts of data, often observed on multiple complex networks, in a
useful way. Running sonification systems in SOC environments would be the most reliable way
of assessing whether meeting these requirements is achievable. Insights into the learning curve
required for practitioners to become proficient in using sonification systems for SOC tasks, and
into the most appropiate methods of training users, could be gained by running such studies
over longer periods of time.
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Appendix A

Collection of Participant
Demographics

We present the questions we used to collect participant demographics in the studies presented
in this thesis. Each study used a subset of these questions, as indicated in Table 4.1. In that
table, the numbers associated with each type of demographic information correspond to the
numbering of the questions in the list below.

1. Which age bracket do you fall into?

• 18-24

• 25-34

• 35-44

• 45-54

• 55+

2. What is your gender?

• Male

• Female

• Other

3. How would you describe your level of musical experience?

• I have no musical training and do not actively listen to music

• I have no musical training and I do actively listen to music (specify genres listened
to)

• I have some instructed musical training

• I have some self-taught musical training

• I have reached a graded standard in a musical instrument (specify grade, standard
and instrument)

• I have advanced (university/conservatoire-level) musical training
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• I have perfect pitch (perfect pitch describes the ability of a person to identify or
recreate a given musical note without a reference tone)

4. How would you describe your level of network-security monitoring experience? Please tick
any of the following that apply.

• I have no network-security monitoring experience and no knowledge about network-
security monitoring.

• I have some theoretical knowledge about network-security monitoring principles –
from experience during studies, for example.

• I have some limited practical experience of network-security monitoring (having seen
network-security monitoring tasks in practice, for example).

• I have extensive practical experience of network-security monitoring (having worked
as a network-security analyst, for example).

• I know the TCP/IP model.

5. What is your country of origin?

6. Do you have any medical hearing disabilities? If so, please describe them.

7. Do you have any visual impairments (including colour-blindness)? If so, please describe
them.

8. Please answer the following questions on your music listening habits using a scale from 1
(very infrequently) – 5 (very frequently)

• How frequently do you listen to loud music?

• How frequently do you listen to music through personal headphones?

9. Please describe your job role (in the SOC), and years and level of experience

10. Do you have experience of using Security Incident and Event Management (SIEM) tools?
If so, which ones? Do you use them in your day-to-day work, and how?

11. Do you have experience of using security visualizations? If so, which ones? Do you use
them in your day-to-day work, and how?

12. Please describe any other network-security monitoring tools you have experience using
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Appendix B

Semi-Structured Interviews: Guiding
Questions

We present the questions that guided the semi-structured interviews we carried out as part of
the studies reported in Chapters 6, 7, and 8.

B.1 Prototype Effectiveness Study (Chapter 6)

1. Please describe your experience using the sonification.

2. Please describe your experience in each of the following components of the study task.

• Detection of an attack in the sonification

• Identification of the musical change

• Identification of the attack type signalled

3. How easy did you find each of the above components on a scale of 1-5? (1. Very easy; 2.
Easy; 3. Neutral; 4. Difficult; 5. Very difficult)

4. Did you feel that the training session helped you to use the sonification tool in the study
task?

5. Is there anything you would change about the training session?

6. Is there anything you would change about the sonification?

B.2 Initial Interviews with Security Practitioners (Chapter 7)

In this part of the interview, we will present a prototype sonification system for network-
packet captures. The system sonifies (represents as sound) network packet captures in real
time, mapping properties of the data to properties of the sound. We will introduce the system,
and then introduce and discuss use cases for sonification in SOCs. We would like to gather your
thoughts on what the strengths and weaknesses of sonification might be in each case.

[Description of sonification system given by the researcher, and participant listens to the
sonification recorded running on network traffic]

[Use case table presented (as shown in Table B.1), participants discuss each use case with
researcher, and rate each]
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Table B.1: Sonification use case table for SOCs interviews

Use case 1 (not at
all
useful)

2 3 4 5 (very
useful)

Hearing anomalies in the network traffic

Continuous monitoring: maintaining situational
awareness as a non-primary task

Fusion of data represented across multiple sources
(e.g. screens)

Alternative to visualization to help alleviate fatigue
from monitoring screens

Alerting analysts to alerts and potential anomalies
even when their attention is not focused on
monitoring tasks

B.3 Interviews with Security Practitioners Following Use of
Sonification in Network-Security Monitoring Tasks (Chap-
ters 8 and 9)

1. Please describe your experience in the study

2. Please describe your experience using each of the tools

(a) SIEM

(b) Sonification SIEM

3. Please describe your experience monitoring as a primary task

(a) When monitoring for anomalous traffic

(b) When monitoring for alerts

4. Please describe your experience monitoring as a non-primary task

(a) When monitoring for anomalous traffic

(b) When monitoring for alerts

5. Please describe how easy you found each of the following using the SIEM

(a) Detecting the presence of anomalous traffic

(b) Detecting the presence of an alert

(c) Understanding the nature of the anomalous traffic

(d) Understanding the nature of the alert

6. Please describe how easy you found each of the following using the Sonification SIEM

(a) Detecting the presence of anomalous traffic

(b) Detecting the presence of an alert
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(c) Understanding the nature of the anomalous traffic

(d) Understanding the nature of the alert

7. Did you experience fatigue during the study?

8. How realistic were the study tasks compared with what you might do in your everyday
job? Please explain

(a) Monitoring as a primary task

(b) Monitoring as a non-primary task

9. How realistic was the physical setup of the experiment compared with the setup in which
you carry out your network-security monitoring work? Please explain

10. How realistic was the SIEM tool compared with the types of tool you would use in your
network-security monitoring work?

11. Did you feel that the training session helped you to use the tools? How?

12. Are there any scenarios in which you can see a monitoring solution using sonification being
useful in your SOC work?
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Appendix C

Usability Questionnaires: SUS and
BUZZ

We present the questionnaires we used to assess participants’ views on the usability of the tools
presented in Chapters 8 and 9.

C.1 System Usability Scale (SUS)

SUS is a widely used tool for assessing the usability of systems in general [43]. Participants
indicate their agreement with each item on the following scale.

Table C.1: SUS usability questionnaire

Strongly
disagree

Strongly
agree

I think that I would like to use this system
frequently.

I found the system unnecessarily complex.

I thought the system was easy to use.

I think that I would need the support of a technical
person to be able to use this system.

I found the various functions in this system were
well integrated.

I thought there was too much inconsistency in this
system.

I would imagine that most people would learn to
use this system very quickly.

I found the system very cumbersome to use.

I felt very confident using the system.

I needed to learn a lot of things before I could get
going with this system.

C.2 Auditory Interface User Experience Scale (BUZZ)

BUZZ is a questionnaire for assessing user experience with auditory interfaces specifically [169].
Participants indicate their agreement with each item on the following scale.
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Table C.2: BUZZ questionnaire

Strongly
disagree

Disagree Somewhat
disagree

Neither
agree nor
disagree

Somewhat
agree

Agree Strongly
agree

The sounds were helpful.

The sounds were interesting.

The sounds were pleasant.

The sounds were easy to understand.

The sounds were relatable to their ideas.

It was easy to match these sounds to
their meanings.

It was difficult to understand how the
sounds changed from one variable to the
next.

It was fun to listen to these sounds.

It was boring to listen to these sounds.

It was confusing to listen to these sounds.

It was easy to understand what each of
the sounds represented.
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Appendix D

Coding Tables Produced for the
Interviews with Security
Practitioners (Chapters 7, 8 and 9)

We present the coding tables produced in our analysis of the interview data, reported in Chapters
7 and 8. The tables are divided according to the themes we coded the data under; within the
tables are further divisions into subthemes. In Tables D.1-D.3, we present the coding tables
produced in the analysis of the interviews with security practitioners reported in Chapter 7. In
Tables D.4-D.8, we present the coding tables produced in the analysis of the interviews with
security practitioners, following their use of sonification for network-security monitoring tasks,
as reported in Chapters 8 and 9.
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Table D.1: Coding table: Chapter 7. Theme: Perspectives on use case utility

Subthemes Sub-subthemes Definition Example of Evidence from the Data

Use case 1:
detecting
anomalies in the
network traffic

The views of participants on the
potential utility of sonification in use
case 1

“I think it would be quite good for looking for interesting
events, that are not necessarily quickly visible in a graph.
Because the thing with a graph is you can only – it’s not
how much you can see, it’s how much you can present
on the technology”

Use case 2:
monitoring as a
non-primary task

The views of participants on the
potential utility of sonification in use
case 2

“I could see that as a good application for helping people
multitasking. Because you would have it on in the
background so you’re not focusing on it, but you can
definitely hear if it starts – drumbeats start rolling or
something”

Use case 3:
monitoring data
presented across
multiple screens

The views of participants on the
potential utility of sonification in use
case 3

“I will still use seven [screens], even if I have all the
sound in the world ... because I don’t consider them to be
related, to be honest”

Use case 4:
allevating fatigue
from monitoring
screens

The views of participants on the
potential utility of sonification in use
case 4

“I can see it as an alternative to visualization for when
you get to a point when your eyes are tired”

Use case 5:
enabling
monitoring while
outside the SOC

The views of participants on the
potential utility of sonification in use
case 5

“If you want to go and get a coffee on a one-man night
shift you have got to be very quick about doing it,
because anything could kick off. If you could have just an
earphone in or something, and you just hear a noise
when something is going on”

Other use cases
suggested

Occasional use to
check network
state

The views of participants on the
potential utility of sonification for use
occasionally in checking the state of
the network

“As a quick indicator, or maybe if an alarm fires for
that customer, you bang the headphones on, listen for
five minutes, and go ‘yeah there’s something going on
there, that doesn’t sound right’”
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Table D.1: Coding table: Chapter 7. Theme: Perspectives on use case utility (continued)

Subthemes Sub-subthemes Definition Example of Evidence from the Data
Hunting for
anomalies

The views of participants on the
potential utility of sonification in
retrospective anomaly-hunting tasks

“I might look at a customer and want to go hunting, for
instance, I might bung those headphones on for that
customer and have a quick listen and just think ‘ok yeah
there’s something different happening on that network, it
doesn’t sound like it did yesterday’”

Improving SOC
workflow

The views of participants on the
potential utility of sonification in uses
that could improve workflow in SOCs

“You could just leave it in the kitchen somewhere ...
they’ll hear that and go ‘I need to go back in’, things like
that, rather than somebody being on the phone, trying to
wave at you through the window, saying come out”

Table D.2: Coding table: Chapter 7. Theme: Perspectives on integrating sonification into SOCs

Subthemes Sub-subthemes Definition Example of Evidence from the Data

Speakers or
headphones?

Opinions expressed by participants
on appropriate listening mediums for
sonification: headphones, speakers
and single earpieces

“I would have more of a preference for having things on
in the background, rather than headphones, because
otherwise people would get a bit unsociable, and you
don’t necessarily know what they are going to listen to”

Existing SOC
practice

Existing awareness
systems

Reports of systems used in SOCs to
aid practitioners in maintaining
network awareness

“We’ve got something similar but we use lights, if it’s
green it’s ok, but it changes based on what’s going on”

SOC soundscape Reports of the current soundscape in
the SOCs in which practitioners work

“Occasionally people use headphones and stuff to listen
to music, and on the odd occasion we will put some
music on on one of the laptops, but that’s really down to
what people are up to”

Types of SOC The factors to be considered in
integrating sonification into specific
types of SOC

“I think if it was for like an internal SOC for a specific
company that probably would work better. Here because
we’re a managed services provider, I think there would
be too many things going on, that it would be just a
constant smattering of everything”
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Table D.2: Coding table: Chapter 7. Theme: Perspectives on integrating sonification into SOCs (continued)

Subthemes Sub-subthemes Definition Example of Evidence from the Data
Standardising
responses

Comments on the need to integrate
sonification into SOCs in such a way
that practitioners’ responses to
sounds heard could be standardised

“Everything we do is kind of based around a process or a
procedure, so I’m not sure how you would kind of
standardise, without everyone having like a musically
trained ear I think it would be hard to get everyone to
conform to, ‘right, when you hear this, you do this’”

Network
baselining

The factors to consider with regard
to baselining the networks monitored
in operational SOCs

“The bigger your network is, the more complex your
network is, the more difficulty you have working out
what is unusual”

Potential
challenges to using
sound

Listening fatigue Comments on the challenges that
fatigue caused by listening to
sonification could cause

“I guess you could use it as and when, but I think if you
put that on somebody’s head for a day, I think you would
struggle with that”

Attention loss Comments on the potential challenge
of practitioners’ attention being
diverted from the sonification in
SOCs

“I think the biggest danger is, if you expose them for too
long they will tune out”

Table D.3: Coding table: Chapter 7. Theme: Perspectives on sonification design

Subthemes Sub-subthemes Definition Example of Evidence from the Data

Sonification of
alerts

Comments on the potential utility of
presenting sonified alerts

“We have a product that mitigates DdoS, as much as it
can anyway. If we could do all of our alerting on that
particular product by just hearing it, rather than having
to see the alarms, that would be really good because it
would free us up to do all sorts of other stuff ”

Mitigating fatigue Suggestions for sonification design
approaches that could mitigate the
fatigue caused by listening to
sonification

“Music you can switch off to, but equally the anomalies
in there, your brain is going to pick up on them”
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Table D.3: Coding table: Chapter 7. Theme: Perspectives on sonification design (continued)

Subthemes Sub-subthemes Definition Example of Evidence from the Data

Linking sounds to
visual
representations

Expressions of the need for
practitioners to be able to link the
sounds heard to a visual
representation of the information
represented

“Music would be the transient bit, you would hear it and
it would be gone, if you could have some way of that
outputting to a visualization...”

Configurability Comments on the need for aspects of
sonification systems (the network
information presented, and the sound
design, for example) to be
configurable by their users

“If you can make that build upon, almost user-inputted
events, so you could tell the system to play music not
just based upon the packet captures but based upon
outputs of other things”

Table D.4: Coding table: Chapters 8 and 9. Theme: SOCs: setup and working practice

Subthemes Sub-subthemes Definition Example of Evidence from the Data

Current audio in
SOC

None currently Descriptions of SOCs in which no
audio is used currently

“It’s all done visually. I think that’s probably because it’s
an office-based environment where there’s so many
people”

People talking Descriptions of the soundscape
created by people talking in SOCs

“Even the level of noise, of just people talking around
you and an office happening and things like that, because
we’re not in our own little room, we are in the middle of
a bigger floor plane”

Sounds used for
alerting

Descriptions of the use of sound for
alerting in SOCs

“We have utilized stuff like that in our platform before,
where it was just a klaxon for an L1 ”

Job roles
Network-security
engineer

Descriptions of the roles of
network-security engineers in SOCs

“I’m network security third line, so I manage a lot of the
devices and their tuning and all that, and then support
the front-desk analysts as required”

Senior analyst Descriptions of the roles of senior
analysts in SOCs

“Being a senior analyst, I don’t do the alerts day-in
day-out any more. I’ve been an analyst for quite a while,
so now it’s a case of, I’m there as backup for the guys if
they’re all looking at alerts”
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Table D.4: Coding table: Chapters 8 and 9. Theme: SOCs: setup and working practice (continued)

Subthemes Sub-subthemes Definition Example of Evidence from the Data

SOC manager Descriptions of the roles of SOC
managers

“I’ve got five teams in the SOC, so across a few
countries, India, Germany and the UK, and the main
mission is to detect cyber attacks against [the
organisation] across [the organisation]”

Physical setup Descriptions of the physical setup of
the SOC environment

“It’s a whole different world. It is very high-security,
you’ve got loads and loads of computers, massive
projectors, projecting all of our comm links”

Nature of SOC
work

High numbers of
alerts

Descriptions of the high number of
alerts experienced by practitioners in
their SOC work

“I think you’re talking to people to have at last count
what a million alerts a day? Possibly more?”

Guided by alerts
rather than traffic

Descriptions of SOC work by
practitioners that is guided by
alerting information rather than by
low-level network traffic

“We get an alarm, and then from the alarm we jump in
and investigate in whatever tool is needed. So it’s a
strange one to see live traffic because I don’t know how
much manpower it would take to monitor live traffic”

Shift patterns Descriptions of the shift patterns of
practitioners in SOCs

“12-hour shifts and it was three on three off and a
mixture of nights”

Other tools (not
SIEM) used

Advanced
visualization

Descriptions of the use of advanced
security visualizations in SOCs

“We use a lot of different low-level diagrams to visualize
the data, to tell the story about what’s going on”

Bespoke tools Descriptions of the use of tools that
are bespoke to particular SOCs

“Some of the tools we use are bespoke, so they don’t fall
into the categories of distinct IPS, or. . . also,
[organisation] has its own intrusion detection device
called [tool name]”

Packet captures Descriptions of the use of tools for
the presentation and querying of
network-packet captures by
practitioners

“We’ve got a new tool where we download packet
captures and events to go into, but we had a tool where
we could query traffic that was coming in, it was just full
packet captures all the time for however long, and we
could jump back, query it and find out anything”
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Table D.5: Coding table: Chapters 8 and 9. Theme: Descriptions of experience in the study

Subthemes Sub-subthemes Definition Example of Evidence from the Data

Primary-task
monitoring with
SIEM

Difficult with so
much information
on the screen

Comments on the difficulty caused by
too much information on the screen,
when primary-task monitoring using
the SIEM

“I think there were almost too many graphs ... I was
trying to concentrate on those and work out how to look
at the other ones, and then I would miss things and
come back. So it was very intensive”

Too real-time Comments on the difficulty caused by
the real-time presentation of
information in the SIEM, when
primary-task monitoring

“I think in reality you would look at that and go
stop/pause, and look at something again”

Primary-task
monitoring with
Sonification
SIEM

Sound was
distracting

Comments on the distraction caused
by the sound when primary-task
monitoring using the Sonification
SIEM

“I started to get distracted, because normally, human
behaviour, when you hear the siren, you know “ok, that’s
an ambulance, something is wrong”, ... but when you get
lots of – I get confused between sirens of ambulance,
police, or whatever different sirens, I kind of get
distracted”

Multitasking with
SIEM

Could miss
information

Comments on the possibility of
missing information when
multitasking using the SIEM

“I could easily miss things because you’re just not
looking at the screen”

Might have been
easier with
sonification

Expressions by participants of the
view that they might have found the
multitasking easier, had they been
using the Sonification SIEM

“I feel it would have been easier for me if I had been
doing that task [multitask] with it on, I can definitely see
a benefit to that — I wouldn’t have had to keep checking
it because I would have heard alarms coming in”

Would have
stopped
multitasking in
reality

Statements that observing particular
network states using the
Sonification SIEM would have
caused participants to stop
multitasking and concentrate on the
information monitored, if used in
their actual SOC work

“I guess real world, if you have that many alerts you
need to stop what you’re doing”
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Table D.5: Coding table: Chapters 8 and 9. Theme: Descriptions of experience in the study (continued)

Subthemes Sub-subthemes Definition Example of Evidence from the Data

Multitasking with
Sonification
SIEM

Difficult to do
both primary task
and listening

Comments that carrying out the
separate primary task, and the
monitoring using the Sonification
SIEM, simultaneously, caused
difficulty

“When I started concentrating on that [primary task], I
completely lost concentration on that [sonification], so
just thought I had missed something. So it’s really
conflicted, completely separate schools of thought. I
couldn’t run them both at the same time”

Sound was
distracting from
primary task

Comments that the sound produced
by the Sonification SIEM was
distracting from the separate primary
task

“I didn’t get very far with that [primary task] because I
was distracted by that. Because I haven’t used it that
often so I don’t know what to listen out for, I was more
focused on that [monitoring] than I was that [primary
task]”

Prompted by
sound to look at
the SIEM
dashboard

Observations by participants that,
when multitasking using the
Sonification SIEM, changes in the
sound prompted them to look at the
SIEM dashboard

“What it did do was it prompted me to look at the SIEM
to say ‘oh you’re seeing FTP there, what is it, and then
obviously to look into it a bit deeper”

Sound gives
awareness of
information in the
SIEM

Comments by participants that when
multitasking using the Sonification
SIEM, the sound provided them
with an awareness of the information
represented in the SIEM dashboard

“If I was doing something which wasn’t necessarily
important but was on the screen, then it [the
sonification] would give me some sort of idea of what
was going on behind it”

Fatigue
Fatiguing sound Comments that using the sound in

the study was fatiguing
“With the sound, I did find a little bit of fatigue as well,
because there’s a lot going on and you’re trying to
associate each noise with each protocol”

Fatiguing visually Comments that aspects of the study
were fatiguing visually

“The first one I found very tiring actually, constantly
watching the lines, and then obviously it’s the first time
so you’re trying to work out what that means, but the
physical act of watching those at speed”
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Table D.5: Coding table: Chapters 8 and 9. Theme: Descriptions of experience in the study (continued)

Subthemes Sub-subthemes Definition Example of Evidence from the Data
Sound was not
fatiguing in this
study, but might
be if used for
longer

Suggestions that while using sound
had not been fatiguing for the length
of this study, it might be fatiguing if
used for longer

“I imagine if it was like that all day then eventually it
would get a bit tiring, but no it was fine”

Detecting and
identifying alerts
and anomalous
traffic

Deciding whether
traffic was
anomalous

Comments by participants relating to
the rationale behind their decisions
on whether traffic was anomalous

“I was picking up, there was peak in, what I’m thinking
was some kind of SSH, it was the SSH/FTP/Telnet type
traffic, which on any network would have been a little bit
strange”

Hearing sounds
then deriving
meaning in visuals

Descriptions by participants of their
methods of first hearing changes in
the sound, and then using the visuals
to understand its meaning

“I would hear something that didn’t sound right, and
then look at the visuals to figure out what it was”

Recognising
meaning directly
from sounds

Comments by participants suggesting
an interpretation of the network
activity directly from the sounds
heard

“That’s some more voices, and lots going on there.
That’s FTP, there’s a lot of that”

Table D.6: Coding table: Chapters 8 and 9. Theme: Integrating sonification into SOCs

Subthemes Sub-subthemes Definition Example of Evidence from the Data

Scenarios in which
potentially useful

Multitasking The views of participants on the
potential utility of sonification
systems when multitasking in SOCs

“You can carry on with the – once you memorise the
sound, you can carry on with another task, or talking to
someone, and then if you hear the sound you turn your
attention to the screen”

Night shifts The views of participants on the
potential utility of sonification
systems when on night shifts

“Especially on nights, because when you’re out of hours,
your compos-mentis drops a bit ... you may not
necessarily pick things up quite so quickly so to have
something real-time, an audio cue is a very good idea”
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Table D.6: Coding table: Chapters 8 and 9. Theme: Integrating sonification into SOCs (continued)

Subthemes Sub-subthemes Definition Example of Evidence from the Data
When away from
desk

The views of participants on the
potential utility of sonification
systems for when practitioners are
away from their desks

“Normally you could be dealing with other things,
walking, going to deal with something, and having a
sound which could draw your attention back to your
primary task, I could see there being definitely
functionality for that”

Retrospective
hunting tasks

The views of participants on the
potential utility of sonification
systems in retrospective hunting tasks

“I think specifically for traffic, once we have appropriate
training on the type of instruments that played, it is
possible to use it as a proactive discovery of anomalous
activity. Do it as a retrospective, proactive discovery in
that sense”

Platform
availability

The views of participants on the
potential utility of sonification
systems for representing information
about platform availability

“Availability, which is completely different to this
security packet stuff ... to alert by sound”

Monitoring
multiple networks

The views of participants on the
potential utility of sonification
systems for monitoring the networks
of multiple different customers

“I’ve been in a SOC before where we’re monitoring 15
different customers, and you literally cannot – you can
sit there and monitor through some of one customer,
and you can catch up real-time for a while, and then
something else will kick off and if you’ve got alerts going
off in your ear, that’s an absolute god send because you
can catch that”

Blind analysts The views of participants on the
potential utility of sonification
systems for enabling blind people to
work as security practitioners in
SOCs

“It opens a horizon for a blind security analyst to be
working in a SOC ”

Challenges

Baselining Descriptions of the difficulty of
determining network baselines

“We never know a baseline - I would love somebody to
give me a baseline”
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Table D.6: Coding table: Chapters 8 and 9. Theme: Integrating sonification into SOCs (continued)

Subthemes Sub-subthemes Definition Example of Evidence from the Data
Distraction Comments on the problems that

could be created in SOCs by the
distraction that sonification systems
might cause

“I think that’s going to be difficult to do. Because of the
distraction, and I think in any tool, sound is going to be
distracting in that way”

Integration with
existing
monitoring
approaches

Comments on the potential
challenges to integrating sonification
systems with the monitoring
approaches currently used in SOCs

“The classification is not always right ... there’s a lot of
dependencies and different factors and variables that
may impact the accuracy of the sonification”

Obstructing
communication

Comments that using sonification
systems could cause problems by
obstructing necessary communication
between practitioners in SOCs

“We do have to communicate and talk, so having this
[sonification] ongoing all the time, yes ok you could just
drop out, but what happens when your manager needs to
get hold of you, and what happens when the fire alarm
goes?”

Physical setup of
SOC

Comments on the challenges to using
sonification in SOCs, related to the
physical setup of SOCs

“We’re not in our own little room, we are in the middle
of a bigger floor plane, so we would have to be conscious
of not disturbing people around us”

Scaling to large
amounts of
network
information
(traffic, alerts,
devices, protocols)

Comments on the potential
challenges of integrating sonification
into SOCs in light of the large
volumes of information present in
that environment

“It won’t just be that, it will be that times 1000. It would
be a bit impractical for that scale of network, because
[the organisation] do control a big network – it’s not
small, it’s every device”

Using sound for
extended periods
of time

Observations that using sound for
extended periods of time could be
challenging in SOCs

“I don’t think you could keep that up, because we do
12-hour shifts, you couldn’t keep up with that for 12
hours”
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Table D.6: Coding table: Chapters 8 and 9. Theme: Integrating sonification into SOCs (continued)

Subthemes Sub-subthemes Definition Example of Evidence from the Data

Perspectives on
the learning curve

Views of participants on the learning
curve that would be associated with
using sonification systems for
network-security monitoring

“It’s a learning curve to differentiate the sound and
instruments for a non-musical person like me. So once
you get to grips with it, yes you will start to differentiate
the type of protocols associated with the type of
instrument that was being heard and transmitted over
the wire. So that can become intuitive”

Table D.7: Coding table: Chapters 8 and 9. Theme: Sonification design requirements and suggestions

Subthemes Sub-subthemes Definition Example of Evidence from the Data

Configurability

Aesthetics Comments on the need for
sonification aesthetics to be
configurable by the practitioners
using them

“The next person you’ve got coming in is 20 years old,
we have people on shift who are 60, and obviously their
tolerances for different sounds and different instruments
and things are all going to be very different. So I think it
would be useful to be able to have either different profiles
or different sounds”

Alerts Comments on the need for
practitioners to be able to configure
the alerting information represented
by the sonification

“Being able to filter alerts and only feed in the ones
you’re particularly interested in”

Network
information

Comments on the need for
practitioners to be able to configure
the network information the
sonification system uses (e.g., the
internal and external IP address
ranges)

“I would need to be able to carve out my own 192 range
and assign certain IPs to being external, so it would
have to have a configurable database in the background
of which IPs are internal and which are external”

Protocols and
applications

Comments on the need for
practitioners to be able to configure
the protocols and applications
represented by the sonification

“It may be that you to look at a number of protocols that
you are actually interested in, and define these disparate,
distinct musical instruments that you can really tell
apart. So you just pick”
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Table D.7: Coding table: Chapters 8 and 9. Theme: Sonification design requirements and suggestions (continued)

Subthemes Sub-subthemes Definition Example of Evidence from the Data

Changes to the
sonification design

Reducing noise Suggestions of changes to the
sonification design related to
reducing noise

“I think for me to drop the level of things you were
hearing would be more peaceful and less stressful”

Methods of
highlighting
changes of interest

Suggestions of methods of
highlighting the changes of interest to
practitioners through the sonification
design

“It would still be there and I would still maybe hear if it
got a bit dissonant, but it wouldn’t be front and centre.
The ones that I’m actually interested in would be that
little bit louder. Attract my attention a bit more and help
me pick it out”

Changes to
instrumentation

Comments on the need for changes to
the instruments used in the
sonification design

“I think a lot of the sounds that you’ve chosen are
actually very similar, so being able to differentiate
between them – the guitar, I was expecting a twang”

Sonification of
alerts

Design suggestions for the
sonification of alerts

“There are different types of priority level in the IDS
rules itself ... do you want to break it into – introduce
some kind of pitch level maybe, I don’t know, to
introduce more severities. That allows the analyst to
take more action to it”

Sonification tool
features

Playback Comments on the need for playback
features to be included in sonification
systems

“From the audio side of things, I guess maybe you need
a way of being able to replay things from the last ten
minutes, or at least a compressed version of the last ten
minutes”

Filtering Comments on the need for
practitioners to be able to filter
aspects of the information
represented sonically

“Being able to maybe filter out some of the sound, and
say that I’m not interested in particular types of
instruments, filter out some of the instruments”
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Table D.8: Coding table: Chapters 8 and 9. Theme: Study design and realisticness

Subthemes Sub-subthemes Definition Example of Evidence from the Data

Realisticness of
the study setup

Physical setup Views of participants on the
realisticness of the physical setup of
the study

“We would certainly have at least two maybe three
screens depending on different networks we were
monitoring or different things we were doing. So yes,
that was a fairly good setup”

SIEM dashboard Views of participants on the
realisticness of the SIEM dashboard
used in the study

“Being able to pause it and drill into each one [was
missing], but it’s a simulation here anyway. But no if
you look at Arcsight you always get a constant feed of
information, so there’s no difference there”

Realisticness of
the study tasks

Primary-task
monitoring

Views of participants on the
realisticness of the primary-task
monitoring task, compared with their
actual SOC tasks

“They’re always asking you to do other things. So you’ve
got the monitoring, and then you could be monitoring
something while raising a ticket for something you’ve
seen, so you would always be doing – you’re never just
looking at the screen solidly”

Secondary-task
monitoring

Views of participants on the
realisticness of the secondary-task
monitoring task, compared with their
actual SOC tasks

“We have the SIEM running in the background in our
everyday jobs, so we are monitoring that all the time.
And obviously doing other work so yes it’s very similar.
Different stuff [primary task] to that but it’s very
similar”

Training session Changes to the
training session

Changes to the training session for
the study, suggested by participants

“The only thing that might benefit might be to give
everyone a way to play the different instruments a couple
of times, to help tune into what they sound like, because
some of them are quite similar, if you’re not familiar
with what your violin or your clarinet sounds like”

Challenges arising
from the study
design noted by
participants

Limitations of
using video

Comments by participants on the
limitations of using videos in the
study

“Right now, based on having the one quick video, I
couldn’t tell you what happened, but I can tell you there
are some points I would want to go and revisit”
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Table D.8: Coding table: Chapters 8 and 9. Theme: Study design and realisticness (continued)

Subthemes Sub-subthemes Definition Example of Evidence from the Data
Intensity and time
pressure

Comments by participants on the
challenges they experienced in the
study, relating to time pressure and
intensity

“So I’m feeling slightly sort of, stressed, a little bit. It’s
not so much the jumping from activity to activity, it’s
the during the little samples, having a completely new
tool and having it thrown at you means there is a lot of
stuff for you to process, which is all new”

Challenges in the
separate primary
task

Comments by participants on the
challenges they experienced in
carrying out the separate OSX
shell-based primary task

“I think also I’m not used to using an Mac, I’m used to
Linux”
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Appendix E

Sonification Mappings and Scaling:
Magnitude Estimation Study

We report on the results of an online experiment, in which we used magnitude estimation, a
technique used in prior sonification-design research, as an approach to deriving appropriate
data-sound mappings and scaling functions for some of the data parameters involved in our
sonification system. We considered data parameters that are related to network-data parame-
ters (packet rate, packet size, alert severity, and IP/port commonness respectively) but were
abstracted away from the network-data context for this study (they were presented as rate, size,
severity, and commonness). By making this abstraction, we produced results that are general-
isable to sonification design more broadly: these data parameters are relevant to a number of
fields outside network security for which sonification systems might be designed.

This research also contributes to the wider field of sonification design. Some prior work
has explored and compared the effectiveness of using various sonification design strategies and
data-sound mappings (as reported in Chapter 2). Given the importance of selecting appro-
priate sonification aesthetics and mappings, there is a need to extend the knowledge about
effective mappings and methods of scaling. There is also a need to generate efficient, reliable
and reproducible methodologies to be used by the sonification research community to assess
the effectiveness of, and generate scaling functions for, other mappings from data to sound
(since there are a multitude of possible mappings to be experimented with, and ideally scaling
functions should be readily available, or found, for each mapping where its use is considered).

With the aim of addressing these needs, we assessed and compared the effectiveness (ac-
cording to a range of different definitions) of mappings from four data parameters to four sound
parameters (16 mappings in total), and explored ways of reasoning about mapping effectiveness.
We derived suitable mapping polarities and scaling functions for these data-sound mappings,
based on the perceptions of participants in the study, and these polarities and scaling functions
can inform sonification designers using these mappings. We also made some exploratory obser-
vations on the effects of musical experience and gender on our results (although a statistical
analysis of these effects was prevented by the presence of small and irregular group sizes across
the demographics).

While our study methodology was based on the magnitude estimation experiments reported
in prior work (as described in Section E.1.1), this research differs from previous studies insofar
as we introduced new data and sound parameters on which no previous experimental mapping
work existed. Furthermore, we demonstrated and reflected on an adaptation of existing mag-
nitude estimation methodologies, that could be used in time-efficient experiments using online
experiment platforms, and explored new approaches to reasoning about mapping effectiveness.
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E.1 Background

We used an online platform to run the magnitude estimation experiment reported. In this
section, we review background on magnitude estimation experiments and running studies using
online platforms, which informed our methodology.

E.1.1 Magnitude Estimation

As described in Section 2.3.5, parameter-mapping sonification involves the representation of
certain data parameters using selected sound parameters. A range of data-sound mappings has
been used in prior work, with some experiments exploring and comparing the effectiveness and
design (polarity and scaling) of these mappings. Walker presented a methodology for, and the
results of, magnitude estimation experiments aimed at exploring the effectiveness and design
of a range of data-sound mappings [179, 180], developed from earlier work in modulus-free
magnitude estimation tasks by Stevens [160]. magnitude estimation is a technique for deriving
appropriate mapping polarities and scaling functions for the representation of particular data
parameters as sound, and reasoning about the effectiveness of these mappings.

In the study we report here, we used magnitude estimation as our approach to experimenting
with the effectiveness and scaling of data-sound mappings. The technique involves presenting
people with audio cues representing different points on a scale for a particular sound parameter
(for example, different levels of loudness), and asking them to use these audio cues to estimate
the size of changes in the data parameter that they are prescribed to represent. Participants
might be told that the loudness of the sound represents the temperature of a liquid, for example,
and to estimate the temperature represented by a set of sound cues with varying loudness.

To run a magnitude estimation study, several stimuli must be created. The middle stimulus
(the “reference value”) is played first, and given a value for the data dimension represented
— height: 100, for example. The other stimuli are then played in a random order, and the
listener is asked to estimate the value of the data dimension represented — for example, 200
if it appears twice as loud as the “reference value”. The geometric mean of responses at each
stimulus from all subjects gives a function relating the magnitude of the data dimension to the
perceived magnitude of the sound dimension [179].

Walker explored the use of magnitude estimation to investigate three research questions (1)
the best sound parameters for representing particular data types; (2) the polarity of data-sound
mappings (whether an increase in the value of the sound parameter should represent an increase
or decrease in the value of the data parameter); and (3) the scaling of the data-sound mapping
(the size of change in the data parameter that should be represented by a given change in
the sound parameter) [179]. It was found that the type of data represented influenced value
estimation, and that data-sound mappings should therefore be scaled according to the type
of data represented. The use of the unanimity of the polarity perceived by participants for a
particular mapping (the proportion of participants who perceived the same polarity for the
mapping) as a measure of that mapping’s effectiveness was supported by the results.

In extended work using magnitude estimation, Walker explored the effectiveness and scal-
ing of mappings from a set of data parameters (size, temperature, pressure, velocity, number
of dollars, urgency, proximity, attractiveness, danger, and mass) to a set of sound parameters
(frequency, tempo, modulation index) [180]. The results of two in-person experiments involving
209 and 226 undergraduate student participants respectively were reported, showing that the
polarities and scaling functions were stable across the experiments, that both the data param-
eters and the sound parameters involved in a mapping affected listeners’ estimations of value,
and that while some estimations were unanimous, others differed across listeners. Walker and
Mauney investigated individual differences, and the effect of demographics, in the perception of
data-sound mappings, and found that gender had a significant effect for some mappings [182].
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E.1.2 Online and User Interface-Based Experiments

Online experiment platforms provide the mechanisms required for running studies online, gath-
ering pools of study owners and participants, facilitating the recruitment and payment of par-
ticipants in studies, and enabling the collection and storage of study data. Recently, platforms
such as Amazon Mechanical Turk (MTurk), and Prolific Academic, have increasingly been used
to run both industrial and academic studies.1,2 In this way, researchers can gather information
from a wide array of participants in diverse locations, without the need for in-person meet-
ings, with advantages to time- and cost-efficiency, and to the diversity of participants [46].
Recommendations for running studies using these platforms (including payment guidelines for
participants, for example) have been produced.3

In a comparative study of the use of MTurk for studies in psychology and other social
sciences, Buhrmester, Kwang and Gosling found that the data obtained through MTurk were
at least as reliable as those obtained through traditional methods [46]. Given the difference in
setup between these online experiments and traditional in-person experiments, guidelines have
been proposed to ensure the fair running of studies, and the reduction of bias, in these new
methodologies [89]. An example that has proved to be effective is the use of attention tests,
which are non-study tasks designed to measure the extent to which participants are paying
attention whilst completing the study [97].

User interface-based experiments have been used to explore the preferences of listeners
across different spatial audio reproduction systems [76, 77, 194]. Francombe, Brookes and Mason
produced preference-rating scales, and assessed the effect of attributes of the sound (such as
the amount of distortion) on preference ratings [77]. Participants completed the experiment
themselves, using a software user interface with multiple pages containing written instructions
for the completion of the experiment, and sonic material. Given the importance of the acoustic
reproduction quality and consistency for that experiment, audio reproduction methods including
particular loudspeakers and headphones were used, and participants were required to be present
in the location in which these audio systems were set up to complete the experiment.

E.2 Development of Data-Sound Mappings for Assessment

We used four data parameters and four sound parameters, resulting in 16 data-sound mappings.

E.2.1 Data Parameters

We aimed to capture a range of contrasting data properties, that were relevant to the wide
range of fields in which sonification may be applied. We selected some data parameters that
had not been explored in prior work, in order to generate knowledge on the effectiveness and
scaling of data-sound mappings on which no prior experimental work had been reported. We
also targeted some data-sound mappings that were not new, and had been explored in previous
sound perception work (other magnitude estimation experiments, for example); the aim here
was to enable benchmarking of the methodology, through comparison with these prior results.

Using these criteria, we selected four data parameters for experimentation. These parameters
are presented below, accompanied by the descriptions with which participants were presented
in the study.

• Rate. “By rate, we refer to the number of events occurring in a certain amount of time.
Events occurring very quickly in succession would have a high rate value, while events
occurring less frequently would have a lower rate value.”

1https://www.mturk.com/
2https://www.prolific.ac/
3http://wiki.wearedynamo.org/index.php/Guidelines_for_Academic_Requesters
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• Size. “By size, we refer to how big or small an event is. An event that is large would have
a high size value, while a smaller event would have a lower size value.”

• Severity. “By severity, we refer to how severe an event is. An event that is very severe,
and therefore a cause for concern, would have a high severity value, while an event that is
not severe, and should not cause concern, would have a low severity value.”

• Commonness. “By commonness, we refer to how usual it is for an event to occur. An
event that occurs often would have a high commonness value, while an event that does not
occur often would have a low commonness value.”

E.2.2 Sound Parameters

The rationale behind our choice of sound parameters was similar to that described for the
selection of data parameters: we aimed to capture a range of contrasting sonic properties,
combining both new and previously explored sound parameters. Furthermore, we aimed to
target a range of properties with which we expected that participants with and without musical
experience might perform differently, to enable us to explore the effect of musical experience
on performance using such mappings. We anticipated, for example, that non-musicians might
perceive changes in tempo, and estimate their magnitude, more readily than changes to the
degree of consonance, while we expected that participants with musical training might perceive
these changes to consonance, which is a more exclusively “musical” property, more clearly.

Using these criteria, we selected four sound parameters. These parameters are presented
below, with a description of the way in which we treated each for this study.

• Tempo. The speed with which consecutive events were played. High tempo meant that
events were occurring quickly in succession, while for lower tempos the time between the
playing of each consecutive note was longer.

• Articulation. We treated articulation as a scale between very staccato (very short, sharp
note durations), and very legato (very long, sustained note durations).

• Pitch. The frequency at which a note was played — from low-pitched (deep-sounding)
notes, to high pitched notes.

• Degree of Consonance. The extent to which a set of notes sounded consonant, or
“fitted into the harmony”. We used Euler’s definition of the “Degree of Consonance”
(see description of this method and calculation below) [117] to define a range from very
dissonant chords (which do not appear to “fit into the harmony”) to very consonant
chords.

We now describe the method we used to calculate the Degree of Consonance sound
parameter. We followed an approach defined by Euler to calculating the degree of consonance of
a musical interval [117]. In that approach, the degree of consonance of an interval with ratio a : b
is equal to the degree of agreeableness of the least common multiple (lcm) of the numbers in the
ratio d(a : b) = d(lcm(a, b)), where the degree of agreeableness d(n) of a number n = pa11 p

a2
2 ...p

an
n

(as a product of its prime factors) is d(n) = a1(p1 − 1) + ...+ an(pn − 1) + 1.

Table E.1: Ratios of musical intervals with respect to C

C C# D D# E F F# G G# A A# B C

1:1 16:15 9:8 6:5 5:4 4:3 45:32 3:2 8:5 5:3 9:5 15:8 2:1

We developed an approach to using this definition of the degree of consonance as a sound
parameter. Taking all m combinations of n notes, where n ∈ {2, ...4}, for example, we calculated
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an ordered list of the degree of consonance for these m combinations of notes (i.e., chords). An
example of the calculation for a combination of n = 4 notes is presented below.

1. For the notes in the chord, find the ratios of each note relative to C. For example, from C:
the ratios of D#, F, A# (the chord shown in Figure E.1) are 6

5 , 4
3 , 9

5 respectively (these
ratios are shown in Table E.1).

G 44 ˇˇ ˇˇ

Figure E.1: Example chord for degrees of consonance calculation: C, D#, F, A#.

2. Find the ratio of the chord notes relative to each other. For example, in the chord above
(C, D#, F, A#), the ratios 6

5 :4
3 :9

5 can be rewritten as 72
60 :60

45 :45
25 , so the ratio of all notes in

the chord can be expressed: 72:60:45:25. For chords of different sizes, these are found as
follows:

• If the number of notes (in addition to C) is 1: return the ratio of first note

• If the number of notes is 2:

lcm(b, c)× a
b : lcm(b, c) : lcm(b, c)× d

c

• If the number of notes is 3:

lcm(b, c)× lcm(d, e)× a
db : lcm(b,c)×lcm(d,e)

d : lcm(d,e)×lcm(b,c)
c : lcm(d, e)× lcm(b, c)× f

ce

3. Find the lcm of the values in the ratio. In the working example, lcm(75, 60, 45, 25) = 900

4. Express the lcm as a product of its prime factors pa11 p
a2
2 ...p

an
n . In this example:

900 = 32 × 4× 52 =⇒ p1 = 3, p2 = 4, p3 = 5, a1 = 2, a2 = 1, a3 = 2.

5. Then the degree of consonance of the chord is:

d(n) = a1(p1 − 1) + ...+ an(pn − 1) + 1.

In this example, d(n) = 2× 2 + 1× 3 + 2× 4 = 15.

We thus produced a list of the degrees of consonance of all combinations of up to four notes,
the greatest distance between the lowest and highest of which was one octave. In Section E.3.4
we show how we used this list of degrees of consonance to select note combinations to serve as
sound stimuli for the degree of consonance sound parameter.

E.2.3 Existing Knowledge on the Selected Data-Sound Mappings

In Table E.2, we present the prior results obtained in the magnitude estimation work by Walker,
for mappings using the same data or sound parameters as we are exploring, or those that we
consider are related (e.g., we consider that “severity” is related to “urgency”). This forms the
basis of the comparison of our results with prior work in Section E.5, through which we can
benchmark our methodology.
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Table E.2: Relevant results from prior work

Sound
parameter

Reference Rate (“velocity”
[180])

Size (“size”
[180])

Severity
(“urgency” [180])

Pitch “Frequency”
[180]

polarity majority:
+; unanimity: 0.95;
m: 0.77; r2: 0.96

polarity majority:
-; unanimity: 0.53;
m: -0.87, 0.66; r2:
0.97, 0.98

polarity majority:
+; unanimity: 0.74;
m: 0.70; r2: 0.98

Tempo “Tempo”
[180]

polarity majority:
+; unanimity: 0.89;
m: 0.90; r2: 0.99

polarity majority:
equal +, -;
unanimity: 0.47; m:
0.87, -0.77; r2:
0.99, 0.94

polarity majority:
+; unanimity: 0.89;
m: 0.64; r2: 0.99

E.3 Methodology

We designed the methodology for our online study, with a view to addressing the following
questions for the data-sound mappings developed in Section E.2.

1. Which are the most effective sound parameters for representing a given data parameter?

2. Which mapping polarities are perceived by participants? For a given increase in the value
of the sound parameter, do participants perceive an increase or decrease in the value of
the data parameter it represents?

3. Which scaling functions are perceived by participants, for a particular data-sound map-
ping?

4. To what extent do musical experience and gender affect results relating to the three
questions above? We made preliminary observations on this question, since the sample
sizes we collected within some demographics were too small to allow a full statistical
analysis.

The experiment methodology and analysis approach draw on the magnitude estimation
techniques developed by Walker [180], described in Section E.1.1.

E.3.1 Recruitment and Introduction

We carried out the magnitude estimation study online, using Prolific Academic, an online facility
for recruiting experiment participants, and for carrying out experiments (see Section E.1.2).
In the recruitment material displayed through Prolific Academic, the basis of the study —
listening and responding to audio clips — was described, and a more detailed explanation of
the process given. Participants were paid £2.50 for their participation, through the Prolific
Academic payment facility. The average completion time for the study was 15 minutes, and
the rate therefore £10 per hour, which falls within fair pay guidelines (as described in Section
E.1.2). The maximum allowed time was 120 minutes.

At the beginning of the study, participants were informed that their payment was conditional
on their completion of all response boxes, and correct completion of all attention checks. The use
of attention checks has been recommended in guidelines for running online studies (see Section
E.1.2), and our use of attention checks is described in Section E.3.5. The exclusion criterion
described in the recruitment material was that participants must be able to listen to audio
through either speakers or headphones.

We received ethical approval for this study from the Central University Research Ethics
Committee at the University of Oxford (reference R44043/RE006). After reading the online
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participant information webpage, and before indicating their consent to participate by proceed-
ing to the next study webpage, participants were asked to report their Participant ID, provided
by Prolific Academic. This ID enabled us to correlate the results submitted on each page, and to
pay participants following completion of the study, using the Prolific Academic payment facility.

E.3.2 Study Process

Figure E.2 illustrates the process we used for magnitude estimation.

Introduce each
of the 16 data-
sound mapping
pairs dsx, for
x ∈ (1, 16),

which has Nx

sound stimuli

Present data
parameter dx,
and play first

corresponding sound
stimulus sx1 (in
middle of sound

parameter range)

Play remaining
sound stimuli
(sxn for n ∈
(2, Nx)) for
data-sound

mapping pair dsx

For each sound
stimulus sxn,

participant enters
their estimate of
the value of the

data parameter dxn
in a free-text box

Figure E.2: Magnitude estimation experiment: overview of methodology

As shown in Figure E.2, participants were presented with a data-sound mapping (e.g. data
parameter: size mapped to sound parameter: amplitude). A stimulus (mid-range for the sound
parameter) was presented initially, and a data value assigned to it (e.g., a mid-range amplitude
note was played, and assigned the value, size: 100). The other stimuli (ten stimuli were used in
total for each data-sound mapping) were then played in a randomised order, with the restriction
that the smallest or largest stimulus could not occur first. These guidelines in the ordering of
sound stimuli were given by Walker in his prior work reporting magnitude estimation method-
ologies. Participants were asked to write their estimation of the data parameter value (e.g., the
value of size) represented in a free text box.

Once all estimations for the values of the data-sound mapping had been completed, partic-
ipants proceeded to the next data-sound mapping, until they had been presented with each of
the four data parameters used in the experiment.

E.3.3 Online Interface

To complete the study, participants followed an online study interface themselves. This began
with an introduction page, which included the participant consent process and a description of
the study. Participants then proceeded to the following page, in which participant demographics
(level of musical experience, country of origin, gender and age) were collected (the collection of
demographics is described in more detail in Section 4.2.2). The study tasks then began. The
web interface used by participants in the experiment is shown in Figure E.3. This is an example
of the page participants would use in the task relating to sound mappings to the size data
parameter.

On each page, participants were given the following instructions (this example relates to the
size data parameter in Figure E.3).

The data parameter represented by the sounds on this page is size. By size, we refer
to how big or small an event is. An event that is large would have a high size value,
while a smaller event would have a lower size value.

Please listen to the first sound clip - the “reference sound”, which lasts for eight
seconds. Each of the sounds played during this reference sound represents an event
of size: 100. Then proceed by listening to each of the sound clips in turn. In each of
these sound clips a “task sound” which may differ from the “reference sound” will
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Figure E.3: Web interface used by participants

play for eight seconds. Please estimate the size of the events represented in the ”task
sound”, by entering your estimation of the size value in the corresponding text box.

You may return to play any of the sound clips, including the “reference sound”, as
many times as you wish. Once you have completed the text boxes for all sound clips,
you may proceed to the next page.

The aim, as in previous magnitude estimation work using these type of instructions, was
to encourage participants to use a ratio scale, without prescribing a range for the scale. The
responses of participants were submitted through the online interface, and stored, to be accessed
for analysis by the researchers.

E.3.4 Sound Stimuli

The stimuli used for each sound parameter were calculated as follows.

• Tempo: a range of ten equally spaced stimuli from one note per second to ten notes per
second (1, 2, 3, 4, 5, 6, 7, 8, 9, 10 notes per second).

• Articulation: a range of ten equally spaced legato values (as represented by SuperCollider
sound engine, which we described in Section 2.3.1): 0.01, 0.112, 0.223, 0.334, 0.445, 0.556,
0.667, 0.778, 0.889, 1.0.

• Pitch: ascending fifths from G1-A6 (G1, D2, A2, E3, B3, F4, C5, G5, D6, A6).

I
8 ˇ ˇ ˇ ˇ ˇ

Hˇ ˇ ˇ 8��������‰
ˇ ˇ

Figure E.4: Pitches used as stimuli for the pitch sound parameter. Left to right shows stimuli
1-10: G1, D2, A2, E3, B3, F4, C5, G5, D6, A6.

• Degree of consonance: all chords of up to four notes were listed in order of degree of
consonance with C (according to the definition by Euler — see Section E.2.2). Chords
with degrees of consonance matching the series 2, 4, 6, 8, 10,... were selected, with the
condition that their top note was a C (to prevent perceived pitch from interfering with
participants’ judgement, as a higher top note could produce a higher perceived pitch of
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the chord). Since no chords with degree 18 or 20 had top note C, we selected chords with
degrees: 2, 4, 6, 8, 10, 12, 14, 16, 19, 21, and account for this deviation from the series
when considering the data value estimates made by participants by scaling the data value
estimates against the actual degree of consonance values.

G ˇ
ˇ

ˇˇ
ˇ

ˇˇ
ˇ

ˇˇ
ˇ 2 ˇˇˇ

ˇ 2 ˇˇ
ˇˇ 4 ˇˇ

ˇˇ 2 ˇˇ ˇ
ˇ 44 ˇˇˇ

ˇ 4 ˇˇ ˇ
ˇ

Figure E.5: Chords used as stimuli for degrees of consonance sound parameter. Left-to-right
shows stimuli 1-10, with degrees of consonance 2, 4, 6, 8, 10, 12, 14, 16, 19, 21, respectively.

E.3.5 Reliability

To ensure that participants listened to all audio clips and paid full attention to the study, we
included two “attention checks” in the study webpages [97]. Only the results collected for the
100 participants who completed both attention checks correctly were used in the analysis. The
attention checks were two audio clips which contained verbal instructions to insert a spoken
password into the corresponding answer text box, instead of a numeric quantity. Visually, the
audio clip button and answer text box were identical to the others, so only participants who
listened to that audio clip could have answered the attention check correctly. Participants were
informed at the beginning of the study that there would be attention checks during the study
(but were given no information on the form these checks would take, or the number of checks
there would be), and that they would be reimbursed for their participation only if the attention
checks were completed correctly.

For each participant, the order in which the four data parameters were presented was pseu-
dorandomised, and the sound parameter to which each data parameter was mapped was pseu-
dorandomised.

E.3.6 Analysis

Our aim in the data analysis was to explore the effectiveness of each data-sound mapping, to
assess trends in the polarities chosen, and to derive scaling functions for the mappings. The
stages of our data analysis are illustrated in Figure E.6.

1. All responses
for each data-

sound mapping
plotted as

log-log plots.
Power function
calculated for

the responses of
each participant

individually.

2. Polarity
of individual
participants’

power functions
calculated;
polarities

grouped into
“positive”,

“negative”, and
“no significant

polarity”
categories.

3. For each
polarity category
(e.g., all “positive

polarities”
grouped),
geometric

mean at each
sound cue value

taken, and
power function
calculated using

geometric means.

4. Gradient of
power function

(equal to
exponent of

scaling function
for non-log

data) calculated;
r-value errors

calculated.

Figure E.6: Analysis process for each data-sound mapping

We describe the analysis stages shown in Figure E.6 in more detail.
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1. We calculated a power function of the form Y = bXm for the responses of each individual
listener. Here, the exponent m indicates the size of the effect of changing the stimulus
value on the perceived change in the estimated value. We calculated power functions by
plotting the log of the estimated data values against the log of the value of the relevant
sound cue. We took a line of best fit for this log-log plot, y = Ax + B. Here, in relation
to the original equation, m = A and b = eB since:

Ax+B = y = log(Y ) = log(bXm) = log(b) + log(Xm) = m log(X) + log(b) = mx+ log(b)

2. In order to assess the polarity of the responses of an individual listener for a particular
data-sound mapping, we calculated the Pearson Product Moment Coefficient (PMCC) for
the log-log plot (using a two-tailed test, since we had no prior hypothesis as to the sign
of the correlation). There were three polarities into which the results fell, based on the
PMCC value, which could indicate either a significant positive or negative correlation, or
no significant correlation: positive polarity, negative polarity, and no polarity [179, 181].
These polarities were defined as follows, using a defined level of statistical significance
rcritical = 0.632: the critical value for the PMCC, with Degree of Freedom df = 10−2 = 8
(since 10 is the number of data points for each mapping); α = 0.05.

• Positive polarity : the value of the correlation coefficient was positive, and its abso-
lute value reached the defined level of statistical significance rcritical (PMCC > 0,
|PMCC| > rcritical).

• Negative polarity : the value of the correlation coefficient was negative, and its abso-
lute value reached the defined level of statistical significance rcritical (PMCC < 0,
|PMCC| > rcritical).

• No polarity : the absolute value of the correlation coefficient did not reach the defined
level of statistical significance rcritical (|PMCC| < rcritical).

3. We grouped all responses by positive polarity, negative polarity or no polarity. For each
of the positive and negative polarity groups for each data-sound mapping, we took the
geometric mean of all responses in that group, and calculated a power function using
these means, to describe the average power function representing all responses with that
polarity. Beginning the analysis by grouping responses into these polarities enabled us to
assess whether each individual had perceived a polarity for the mapping, with significance,
and to then analyse the responses according to these groupings.

4. From these calculations, we derived:

• The majority (most common) polarities perceived for each data-sound mapping.

• A ratio representing the unanimity of polarity: the ratio of those participants who
perceived the majority polarity to those who did not.

• For mappings with a positive or negative polarity, a power function calculated from
the mean average responses of all participants whose responses had that polarity.

• The PMCC r-value for each line. This is a measure of how close the actual estimates
of participants were to the fitted power function.
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Mapping effectiveness definitions

Using the output of the analysis approach described, we considered that the effectiveness of a
mapping could be measured in the following three ways. We explore what each measure tells us,
before producing combined definitions of overall effectiveness incorporating all three measures.
These measures and definitions are used for the purpose of exploring methods of measuring
sonification mapping effectiveness, and we discuss their strengths and weaknesses in Section
E.5.2.

1. Polarity Proportion. We calculated the proportion of participants who perceived a
significant polarity for each mapping, either positive or negative (this is the proportion
reported in the “Proportion with Polarity” column in Table E.3). We considered that
measuring what proportion of the participants presented with a data-sound mapping
perceived it to have a polarity (as opposed to perceiving it with no significant polarity)
could be an indication of its effectiveness, since the perception of a polarity, either positive
or negative, indicates that the participant has been able to make some interpretation of
the mapping. This measure is important, adapted from Walker’s “unanimity of polarity”
(which is described in the next point), since in this measure effectiveness is not affected
by participants perceiving different polarities. We posit that a difference in the mapping
polarity perceived may in fact be due to differences between individuals, rather than the
effectiveness of the mapping, and a mapping may be effective with positive polarity for
one listener, and negative polarity for another.

2. Unanimity of Polarity. We observed the unanimity of the polarity choices for each map-
ping, as defined by Walker [180]. Across all participants whose results had a significant
polarity, we calculated the ratio of positive to negative polarity responses. The more unan-
imously participants produced either a positive or negative polarity with their estimates,
the more confidence we can have in assigning that gradient to the mapping. Mappings
were considered to have a majority polarity, if over half of all polarities (positive, negative
and no polarity) fell into either the positive or negative category. In Table E.3:

• The column “Unanimity (all)” presents the proportion of all estimates (those with
positive, negative, and no polarities) that had the majority polarity, calculated as:
(number of participants with majority polarity responses)/(number of responses).

• The column “Unanimity (pol)” contains the proportion of only those estimates
with polarity (positive or negative, with “no polarity” excluded) that had the ma-
jority polarity, calculated as: (number of participants with majority polarity re-
sponses)/(number of participants with significant polarity responses). This shows
the unanimity of polarity responses amongst only those participants who had per-
ceived a significant polarity for the mapping.

The effectiveness measure Unanimity of Polarity refers to the “Unanimity (pol)” cal-
culation presented in the results tables.

3. Pearson Correlation Coefficient (PMCC) r-value. We calculated the PMCC r-value
error on the plots generated for the majority polarity. We thus assessed the extent to which
the mean estimates were correlated to the line of best fit derived. This assessment of the
closeness of the average value estimates to the line of best fit produced (by observing their
deviation from it) enabled us to make an assessment of the precision of the derived scaling
functions in describing participants’ estimates — which we posit is another approach to
exploring the effectiveness of the mapping. The effectiveness measure r-value is equal to
|r|, where r is the PMCC r-value.
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From these three individual measures of effectiveness: Polarity Proportion, Unanimity
of Polarity, and r-value, we produced two combined definitions of effectiveness, by which we
could consider overall effectiveness, enabling us to compare across mappings. These two com-
bined definitions are presented below. Combined Effectiveness Definition 1 uses threshold
values for all three of the measures presented above, while Combined Effectiveness Defi-
nition 2 uses threshold values for the latter two measures only, addressing only the results of
those participants who had perceived a significant polarity for each mapping. We selected the
threshold values by considering values that might constitute a significant proportion for each of
the three measures above, enabling us to compare across mappings.

Combined Effectiveness Definition 2 addresses the question: “how effective was the
mapping for only those participants who were able to make a reasonable interpretation of it?”,
and highlights mappings that were effective for certain users, with potential for use in per-
sonalised sonification designs, for example. It uses the fact that some participants were able
to perceive certain mappings better than others (under the assumption that if a participant
perceives a significant polarity for a mapping, then they have been able to make a reasonable
interpretation of that mapping), and measures effectiveness using only the Unanimity of Po-
larity and r-value for those participants, i.e., omitting the Polarity Proportion). Combined
Effectiveness Definition 1, on the other hand, considers the effectiveness of a mapping across
all participants, including those that we judge did not make a reasonable interpretation of it,
and is in this sense a stronger definition (since mappings meeting Combined Effectiveness
Definition 1 must also meet Combined Effectiveness Definition 2, but not vice versa).
We consider the strengths and weaknesses of these definitions in Section E.5.2.

1. Combined Effectiveness Definition 1. A data-sound mapping is effective, if it has
Polarity Proportion > 0.6, Unanimity of Polarity (pol) > 0.7, and r-value > 0.8.

2. Combined Effectiveness Definition 2. A data-sound mapping is effective, if it has
Unanimity of Polarity (pol) > 0.7, and r-value > 0.8.

E.4 Results

The study was completed by 100 participants, of which 50 were male, 49 female, and one did
not specify their gender. Of the participants, 26 claimed to have some level of musical training
(self-taught or instructed training of any level on a musical instrument), while 74 did not. We
make preliminary observations on the effect of musical training and gender on participants’
performance in Section E.4.2.

For each of the 16 pairings of data parameter to sound parameter, we collected all estimates
made by participants of the data value represented by each sound cue. As described in Section
E.3.6 we used these values to calculate power functions representing the average for all significant
positive polarity responses, and all significant negative polarity responses, for each data sound
mapping. In Figure E.7, we present the plots of these positive and negative polarity power
functions, with the positive functions represented by dots, and the negative functions by crosses.
It is clear from these plots that stronger linear relationships were produced from the estimates
of participants using some data-sound mappings than others, and the aim of our analysis was
to understand these differences.

In Table E.3, we present the results: the number of each pairing presented to participants
in the experiment; the number and proportion of participants whose responses had positive,
negative, or no polarity for each data-sound mapping; power function exponents m for those
mappings with positive or negative polarity; and the r-value indicating the deviation at each
value from this power function (r-value in Section E.3.6). We also present the proportion of
participants whose responses had some significant polarity (Polarity Proportion in Section
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Figure E.7: Positive and negative power functions over log-log plots of the data parameters
(x-axis values) to sound parameters (y axis values). Values that are part of positive functions
are represented by dots; values that are part of negative functions are represented by crosses.

E.3.6), the majority polarity for each mapping (the polarity with which the majority of partici-
pants perceived the mapping), and the Unanimity of Polarity ratios. “Unanimity (all)” presents
the estimates with the majority polarity as a proportion of all estimates, while “Unanimity
(pol)” (Unanimity of Polarity in Section E.3.6) presents the estimates with the majority
polarity as a proportion of only those estimates with a significant polarity. These “Unanimity”
calculations are described in Section E.3.6.

We refer to mappings with majority polarities + and - as having obtained a true majority,
meaning that a majority of all participants presented with the mapping responded with that
polarity. Majority polarities (+) or (-) do not have a true majority, indicating that of the
responses with a significant polarity, a majority were positive or negative, respectively, yet
the number of participants who perceived the mapping with this polarity did not constitute
a majority of those presented with the mapping. The table shows that most mappings (ten)
obtained Majority polarity +, while six obtained (+) or (-) (not a true majority).
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Table E.3: Results: number of positive/negative/no polarity estimates; polarity majorities;
power functions; error calculations; unanimity of polarity
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Tempo 20 18 (0.9)
+ 18 0.71 0.97

+ 0.90 1.0- 0
None 2

Articulation 26 17 (0.65)
+ 16 0.29 0.98

+ 0.62 0.94- 1 0
None 9

Consonance 32 16 (0.50)
+ 16 0.44 0.92

+ 0.5 1.0- 0
None 16

Pitch 21 15 (0.71)
+ 14 1.41 0.97

+ 0.67 0.93- 1 -1.13 -0.94
None 6

S
iz

e

Tempo 24 20 (0.83)
+ 19 0.58 0.97

+ 0.79 0.95- 1 -0.74 -0.88
None 4

Articulation 21 14 (0.67)
+ 13 0.24 0.99

+ 0.62 0.93- 1 -0.12 -0.85
None 7

Consonance 27 14 (0.52)
+ 13 0.48 0.94

(+) 0.48 0.93- 1 -1.66 -0.84
None 13

Pitch 27 23 (0.85)
+ 18 1.56 0.99

+ 0.67 0.78- 5 -1.20 -0.85
None 4

C
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m

m
o
n

n
e
ss

Tempo 35 27 (0.77)
+ 25 0.62 0.96

+ 0.71 0.93- 2 -0.74 -0.90
None 8

Articulation 24 13 (0.54)
+ 11 0.47 0.92

(+) 0.46 0.85- 2 -0.14 -0.81
None 11

Consonance 20 8 (0.40)
+ 3 0.37 0.89

(-) 0.15 0.63- 5 -0.31 -0.89
None 12

Pitch 21 11 (0.52)
+ 7 0.83 0.81

(+) 0.33 0.64- 4 -1.33 -0.89
None 10

R
a
te

Tempo 20 19 (0.95)
+ 19 0.53 0.91

+ 0.95 1.0- 0
None 1

Articulation 28 18 (0.64)
+ 11 0.30 0.97

(+) 0.39 0.61- 7 -0.14 -0.84
None 10

Consonance 20 9 (0.45)
+ 5 0.43 0.90

(+) 0.25 0.56- 4 -0.28 -0.80
None 11

Pitch 31 24 (0.77)
+ 20 1.14 0.98

+ 0.65 0.83- 4 0
None 7
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The results in Table E.3 show that there were wide variations in the proportions of different
data-sound mappings that were perceived to have polarity. The mapping from rate to tempo, for
example, was perceived with a significant polarity by 95% of the participants it was presented
to, while the mapping from commonness to consonance was perceived with a significant polar-
ity by only 40%. Furthermore, there was variation in the Unanimity of Polarity calculations
across mappings, with “Unanimity (all)” ranging between 0.15 (commonness-consonance) and
0.90 (severity-tempo), for example. This shows that as well as differences between the num-
ber of participants who perceived any significant polarity across different mappings, there were
different levels of agreement in the perception of these polarities as positive or negative.

The power function exponents (m) calculated for the mappings with significant polarity
varied between 0.24 (size-articulation) and 1.56 (size-pitch). In summary, the results presented
in the table suggest that some mappings may have been perceived with stronger polarities
than others, and that the scaling functions perceived differed between mappings. In the next
section, we compare the effectiveness of the mappings, according to our definitions of mapping
effectiveness.

E.4.1 Mapping Effectiveness

In Table E.4, we present the analysis of the effectiveness of the mappings. In each cell in
columns 2-4, the sound parameters are ordered from most to least effective as mappings to
the data parameter in question, according to the three measures of effectiveness, described in
Section E.3.6. In the fifth column, the effectiveness of mappings assessed using the Combined
Effectiveness Definitions is presented. In this column, the mappings are not ordered by
effectiveness, but mappings meeting Combined Effectiveness Definition 1 are shaded dark
grey, while those meeting Combined Effectiveness Definition 2 are shaded light grey.

Table E.4: Results: mapping effectiveness (from most to least effective for each data parameter)
according to each definition of effectiveness (as defined in Section E.3.6).

Data Effectiveness:
Polarity
Proportion

Effectiveness:
Unanimity of
Polarity

Effectiveness:
PMCC r-value

Combined
Effectiveness
Definitions

Severity

Tempo: 0.9 Consonance: 1.0 Articulation: 0.98 Articulation
Pitch: 0.71 Tempo: 1.0 Pitch: 0.97 Pitch
Articulation: 0.65 Articulation: 0.94 Tempo: 0.97 Tempo
Consonance: 0.50 Pitch: 0.93 Consonance: 0.92 Consonance

Size

Pitch: 0.85 Tempo: 0.95 Articulation: 0.99 Pitch
Tempo: 0.83 Articulation: 0.93 Pitch: 0.99 Tempo
Articulation: 0.67 Consonance: 0.93 Tempo: 0.97 Articulation
Consonance: 0.52 Pitch: 0.78 Consonance: 0.94 Consonance

Commonness

Tempo: 0.77 Tempo: 0.93 Tempo: 0.96 Tempo
Articulation: 0.54 Articulation: 0.85 Articulation: 0.92 Articulation
Pitch: 0.52 Pitch: 0.64 Consonance: 0.89 Consonance
Consonance: 0.40 Consonance: 0.63 Pitch: 0.81 Pitch

Rate

Tempo: 0.95 Tempo: 1.0 Pitch: 0.98 Pitch
Pitch: 0.77 Pitch: 0.83 Articulation: 0.97 Tempo
Articulation: 0.64 Articulation: 0.61 Tempo: 0.91 Articulation
Consonance: 0.45 Consonance: 0.56 Consonance: 0.90 Consonance

As shown in Table E.4, there are some discrepancies between the effectiveness of data-sound
mappings according to different measures. The mapping from severity to tempo is most effective
by Polarity Proportion for example, while by the r-value effectiveness measure severity is
more effectively mapped to articulation.

Mappings using tempo as a sound parameter were always effective by Combined Effec-
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tiveness Definition 1, signalling that they were effective for most participants. Other sound
parameters, consonance in particular, met Combined Effectiveness Definition 2, mean-
ing that they were effective when used by only a subset of participants — those who were
able to make a reasonable interpretation of them — when mapped to severity and size. For
other data parameters — commonness and rate — consonance was not perceived effectively
by participants under the Combined Effectiveness Definitions, since there was significant
discrepancy between the polarities perceived by participants, resulting in a low Unanimity of
Polarity measure. We discuss the implications of this Unanimity of Polarity measure for
sonification design further in Section E.5.1: in reality, this may not signal the ineffectiveness of
the mapping, but that different participants perceive it effectively with different polarities.

There were some interesting differences in the effectiveness of other sound parameters; pitch
was effective when mapped to rate, for example, but much less so when mapped to commonness,
while articulation was an effective mapping for severity and size, but not for rate. Certain map-
pings, in particular those from commonness to both consonance and pitch, and those from rate
to both articulation and consonance, seem to have been more challenging to perceive, or caused
more discrepancy in their perception, than others. The mapping from rate to articulation, for
example, failed to meet the Combined Effectiveness Definitions due to a low Unanimity
of Polarity score, as can be seen from the values in Table E.3.

E.4.2 Preliminary Observations on the Effect of Musical Experience and
Gender

We explored the effect of musical experience and gender on the results obtained, by dividing
them over these different groups, and we present these divided results in Table E.5. As shown
in the table, some of the groups were very small when split over these demographics (in the
musical experience division in particular), and the distribution of participants across groups was
irregular due to the pseudorandomisation procedure we used to assign mappings to participants
(see Section E.3.5). We opted to consider the differences between groups, searching by eye for
clear differences, since the sample sizes within some groups were too small to allow us to perform
statistical significance tests such as Analysis of Variance (ANOVA), and we discuss this further
in Section E.5.2. The observations presented in this section are therefore exploratory, based only
on preliminary evidence.

In Tables E.5 and E.6, the results are split over two demographics: musical experience (yes
value: participant had some level of musical training; no value: participant had no musical
training); and gender (male; female). In the table, “n/a” is written in cases where there was no
majority (the number of responses with positive, negative, and no polarity were equal).

As shown in Tables E.5 and E.6, some of the groups were very small when split over these
demographics (in musical experience groups in particular), and the distribution of participants
across groups was irregular due to the randomisation procedure we used to assign mappings to
participants (see Section E.3.5). We therefore opted to consider the differences between groups,
searching by eye for clear differences, rather than performing statistical significance tests such
as ANOVA analysis, and we discuss this further in Section E.5.2.

In general, there was agreement across the demographic groupings as to the majority po-
larities of mappings, with the only exceptions being in cases where the proportion who had
perceived any polarity was low and as such the polarity did not constitute a true majority of all
responses (as defined for Table E.3). The mapping from rate to consonance, for example, had
majority polarity (+) for participants with, and (-) for those without, musical experience.

In Table E.7, we show the analysis of the mappings according to the Combined Effective-
ness Definitions (see Section E.3.6). As in Table E.4, those meeting Combined Effectiveness
Definition 1 are shaded dark grey, while those meeting Combined Effectiveness Definition
2 are shaded light grey. The mappings are not in order, but either meet the definitions, or do
not.
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Table E.5: Results divided by level of musical experience
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Mus.: Y N Y N Y N Y N Y N Y N Y N

S
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ty

Tem. 6 14 6
(1.0)

12
(0.86)

+ + 0.71 0.71 0.98 0.95 1.0 0.86 1.0 1.0

Art. 10 16 7
(0.70)

10
(0.63)

+ + 0.35 0.24 0.97 0.98 0.70 0.56 1.0 0.90

Con. 5 27 3
(0.60)

13
(0.48)

+ (+) 0.50 0.43 0.88 0.92 0.60 0.48 1.0 1.0

Pit. 5 16 4
(0.80)

11
(0.69)

+ + 1.58 1.33 0.99 0.94 0.80 0.63 1.0 0.91

S
iz

e

Tem. 4 20 3
(0.75)

17
(0.85)

+ + 0.49 0.60 0.90 0.98 0.75 0.80 1.0 0.94

Art. 3 18 2
(0.67)

12
(0.67)

n/a + n/a 0.22 n/a 0.98 n/a 0.67 0.50 1.0

Con. 9 18 7
(0.78)

7
(0.39)

+ (+) 0.48 0.47 0.96 0.90 0.67 0.39 0.86 1.0

Pit. 10 17 8
(0.80)

15
(0.88)

+ + 1.28 1.70 0.99 0.99 0.60 0.71 0.75 0.80

C
o
m

m
o
n

n
e
ss

Tem. 11 24 8
(0.73)

19
(0.79)

+ + 0.69 0.57 0.96 0.96 0.73 0.71 1.0 0.89

Art. 9 15 3
(0.33)

10
(0.67)

(+) + 0.58 0.42 0.80 0.97 0.33 0.53 1.0 0.80

Con. 4 16 3
(0.75)

5
(0.31)

- (-) -0.59 -0.09 -0.85 -0.74 0.50 0.19 0.67 0.60

Pit. 2 19 2
(1.0)

9
(0.47)

+ (+) 0.09 1.03 0.67 0.80 1.0 0.26 1.0 0.56

R
a
te

Tem. 5 15 5
(1.0)

14
(0.93)

+ + 0.68 0.48 0.89 0.92 1.0 0.93 1.0 1.0

Art. 4 24 2
(0.50)

16
(0.67)

+ + 0.35 0.29 0.83 0.98 0.50 0.38 1.0 0.56

Con. 8 12 4
(0.50)

5
(0.42)

(+) (-) 0.47 -0.36 0.86 -0.80 0.375 0.25 0.75 0.60

Pit. 9 22 9
(1.0)

15
(0.68)

+ + 1.33 1.03 0.97 0.98 0.78 0.59 0.78 0.87

Across these demographic divisions, there are trends that follow those observed across all the
participants combined (Tables E.3 and E.4). Mappings from commonness to both consonance
and pitch were problematic across all demographic groups studied, matching the findings over
all participants (see Table E.4). As in the results taken across all participants, tempo always
produced mappings that met Combined Effectiveness Definition 1 for all demographics.

We can observe some differences between the performance of participants with and without
musical experience (although, as in the rest of this section, it is important to note that this is our
initial observation and has not been shown statistically). Mappings involving the consonance
sound parameter appear to have been perceived more readily by participants with musical
expererience (with a proportion 0.5 upwards of all responses having a significant polarity in
all mappings involving consonance) than by those without musical experience (with a polarity
proportion below 0.5 for all mappings involving consonance). This suggests that the consonance
sound parameter may be better suited for use by users with some musical training, and this
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Table E.6: Results divided by gender
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Gender: M F M F M F M F M F M F M F

S
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Tem. 11 9 10
(0.91)

8
(0.89)

+ + 0.81 0.58 0.96 0.97 0.91 0.89 1.0 1.0

Art. 19 7 12
(0.63)

5
(0.71)

+ + 0.32 0.19 0.98 0.91 0.63 0.57 1.0 0.80

Con. 14 18 6
(0.43)

10
(0.56)

(+) + 0.46 0.43 0.88 0.93 0.43 0.56 1.0 1.0

Pit. 5 15 3
(0.60)

11
(0.73)

(+) + 0.96 1.50 0.96 0.97 0.40 0.73 0.67 1.0

S
iz

e

Tem. 11 13 9
(0.82)

11
(0.85)

+ + 0.59 0.58 0.95 0.97 0.82 0.77 1.0 0.91

Art. 6 14 4
(0.67)

9
(0.64)

+ + 0.22 0.26 0.95 0.98 0.67 0.57 1.0 0.89

Con. 16 11 9
(0.56)

5
(0.45)

+ (+) 0.51 0.38 0.95 0.89 0.67 0.39 1.0 0.90

Pit. 16 11 13
(0.81)

10
(0.91)

+ + 1.43 1.65 0.996 0.98 0.50 0.91 0.62 1.0

C
o
m

m
o
n

n
e
ss

Tem. 15 19 12
(0.80)

15
(0.79)

+ + 0.64 0.60 0.96 0.96 0.67 0.79 0.83 1.0

Art. 13 11 6
(0.46)

7
(0.64)

(+) + 0.56 0.38 0.96 0.83 0.38 0.55 0.83 0.86

Con. 13 7 5
(0.38)

3
(0.43)

(+) (-) 0.37 -0.09 0.89 -0.74 0.23 0.43 0.60 1.0

Pit. 9 12 4
(0.44)

7
(0.58)

(=) (+) 1.08;
-1.72

0.65 0.72;
-0.88

0.88 0.22 0.42 0.50 0.71

R
a
te

Tem. 12 8 12
(1.0)

7
(0.88)

+ + 0.58 0.45 0.91 0.92 1.0 0.88 1.0 1.0

Art. 12 16 7
(0.58)

11
(0.69)

(+) (+) 0.34 0.27 0.96 0.97 0.42 0.38 0.71 0.55

Con. 6 13 3
(0.50)

6
(0.46)

(-) (+) -0.18 0.51 -0.73 0.90 0.33 0.31 0.67 0.67

Pit. 20 11 15
(0.75)

9
(0.82)

+ + 1.01 1.31 0.98 0.98 0.60 0.73 0.80 0.89

might be explained by the more inherently “musical” properties of consonance and its links to
training in musical harmony, rather than, for example, tempo, variations in which are present
in a number of everyday natural sounds.

Some groups perceived varying polarities for particular data-sound mappings, resulting in a
low unanimity of polarity ratio. A particularly clear example is in the perception of the mapping
from size to pitch by males: whilst all females who perceived a polarity for this mapping perceived
it to be positive, males were divided as to the polarity (positive or negative) perceived, with a
Unanimity (pol) of 0.62 (as shown in Table E.7). Another example was the perception of the
mapping from rate to articulation by those without musical experience and by females, which
had low Unanimity (pol), indicating division of participants over the polarity perceived. This
matches the low unanimity for the rate-articulation mapping across all participants (Table E.3),
suggesting that participants as a whole were divided as to the polarity of this mapping.

Some anomalies may have arisen in this analysis across demographic groups as a result of
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Table E.7: Results: mapping effectiveness (according to the Combined Effectiveness Defi-
nitions) divided by level of musical experience, and gender

Data Musical Experi-
ence

No Musical
Experience

Male Female

Severity

Articulation Articulation Articulation Articulation
Consonance Consonance Consonance Consonance
Pitch Pitch Pitch Pitch
Tempo Tempo Tempo Tempo

Size

Articulation Articulation Articulation Articulation
Consonance Consonance Consonance Consonance
Pitch Pitch Pitch Pitch
Tempo Tempo Tempo Tempo

Commonness

Articulation Articulation Articulation Articulation
Consonance Consonance Consonance Consonance
Pitch Pitch Pitch Pitch
Tempo Tempo Tempo Tempo

Rate

Articulation Articulation Articulation Articulation
Consonance Consonance Consonance Consonance
Pitch Pitch Pitch Pitch
Tempo Tempo Tempo Tempo

the uneven group sizes. Only three participants with musical experience were presented with the
mapping: size-articulation, for example, and there was no unanimity (all) or majority polarity
obtained for this mapping. Similarly, the commonness-pitch mapping was presented to only two
participants with musical experience, and the power function exponent m calculated for this
mapping is anomalous compared to other mappings involving pitch. We discuss these factors
and possible solutions further in Section E.5.2.

E.5 Discussion

E.5.1 Implications of the Findings for Sonification Design

We reflect on the wider implications of our findings in this study for sonification design, with a
view to consolidating the information that can be drawn on by sonification designers.

Our findings mostly aligned with our expectations based on previous data-sound mappings
work (see Section E.2.3). In particular, mappings to the sound parameters tempo and pitch were
effective for the data parameters severity, size and rate, which supports the findings in [180].
The positive majority polarities we obtained matched the previous findings in five of those six
mappings, with the exception of the mapping from size to pitch, which obtained a negative
majority polarity in the study by Walker [180], but obtained a positive majority in our study.
There was clearly some discrepancy amongst participants as to the polarity of this mapping,
however, with a relatively low unanimity of polarity score. The perception of this particular
mapping may require clarification in future research, or the discrepancy may indicate that a
polarity choice based on the personal preference of individuals is appropriate in this case.

We recommend the use of the mappings that meet Combined Effectiveness Definition
1 in sonification systems that are intended for use by multiple participants with the same
prescribed mappings design. These mappings are most appropriate in such cases, since they were
judged effective across all participants: many participants were able to interpret them effectively.
On the other hand, some mappings (those from commonness to pitch and consonance, for
example) were perceived to have no polarity by a large proportion of participants; we consider
that this indicates that participants were less able to interpret changes to data parameters
using these mappings, and as such considering the use of alternative mappings is necessary.
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Alternatively, training users to interpret auditory displays using these mappings could improve
the perception of such mappings [180], and assessment of the extent to which training can aid
here is an area for further research. It is beneficial to sonification design to expand the range of
usable sound parameters, but only if it can be proved that they can represent data parameters
effectively.

It was clear that participants differed in their ability to interpret some mappings: those map-
pings that met Combined Effectiveness Definition 2, but not Combined Effectiveness Definition
1. Consonance was an example of a sound parameter that was effective in certain mappings
(to severity and size), when used by those participants who perceived a significant polarity,
but was not perceived to have a polarity by the threshold proportion of participants required
to meet Combined Effectiveness Definition 1 (as shown in Table E.4). Furthermore, the ex-
ploratory evidence presented in Table E.7 suggests that mappings involving consonance may be
more effective according to Combined Effectiveness Definition 1 amongst the demographic with
musical experience than amongst other demographics. This is an example of a sound parameter
that could be suitable for use based on individual preference, for those participants for whom
it is effective.

Similarly, the personalisation of mapping polarities to suit the individual preferences of users
may be appropriate in cases where there is discrepancy amongst participants as to the polarity
of the mapping. We found that there were mappings for which this was the case (unanimity of
polarity was low). The mapping from rate to articulation, for example, did not meet either of the
Combined Effectiveness Definitions due to its low Unanimity of Polarity. In reality, however,
participants’ responses were relatively evenly divided over significant polarities, with strong
r-values for the derived scaling functions, and strong positive and negative scaling functions
across 18 participants, as can be seen in Figure E.7 and Table E.3. Rather than judging such
mappings as ineffective, the use of personalised polarities for users could be considered, such that
one user might use a sonification in which the rate-articulation mapping has positive polarity,
and another might use the same mapping with a negative polarity.

E.5.2 Reuse of the Methodology: Limitations and Improvements

We reflect on aspects of the methology we used, with a view to strengthening the potential for
its reuse by other researchers. We highlight possible improvements to it, its limitations, and
areas in which there remains some ambiguity requiring further research.

Our measures and definitions of mapping effectiveness each show different aspects of the
performance of participants in interpreting the mappings, and this means that there is some
ambiguity as to the real meaning of “effectiveness”. Given this ambiguity, it is important that
there is clarity around the exact meaning of different measures, to enable sonification designers
to interpret the findings according to the type of effectiveness that meets their needs. An example
is the fact that low unanimity of polarity does not necessarily point to an ineffective mapping,
but may indicate a need to personalise the mapping polarities used in sonification systems based
on the perceptions of their individual users.

For some systems, it may be necessary that the mappings used are globally effective, while
others may be tailored to users, or may target particular demographics such as people with
musical experience. We aimed to clarify suitable mappings for these different cases through
our analysis and discussion, and it would be beneficial to assess the validity of these findings
by testing sonification mappings as part of both globally usable and personalised systems. It
is important that such individual differences are explored, as this could be an approach to
expanding the range of usable sound parameters.

A limitation in our correlation of the results over different demographics was the size of
the groups in some of these divisions. Since the pseudorandomisation process we used to assign
mappings to participants did not take into account their demographics, there were cases in which
very few participants from certain demographics were presented with some of the data-sound
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mappings, and this was exacerbated by the fact that a large majority of participants (74%)
did not claim to have any musical experience. This limited the claims we were able to make,
based on these results, on the effect of demographics on the perception of the mappings, since
our observations of the differences across groups were exploratory and could not be analysed
with statistical validity. In future studies, approaches could be taken to controlling the sample
size presented with each mapping according to the demographics under study, in order to
facilitate a more reliable exploration of the effect of demographics on the results, such that
tests for statistically significant differences (such as ANOVA) could be carried out. Increasing
control over the assignment of mappings to participants in this way is in contradiction with
pseudorandomisation, however, and a suitable balance must be struck.

A potential limitation in our methodology was that the listening medium with which par-
ticipants should complete the experiment was not prescribed. The exclusion criteria stated only
that participants should listen through either speakers or headphones and, given that this study
was carried out remotely, we have no guarantees as to the sound reproduction quality experi-
enced by each participant. It is possible that this affected our results, although we posit that the
musical parameters we studied (consonance and articulation, for example) should have been less
affected by the sound reproduction quality than physical qualities of sound (such as reverbera-
tion and timbre) would have been. In order to control this factor in future studies, the effect of
remote listening on the performance of participants could be assessed using an in-person control
group.

E.6 Summary

We demonstrated the use of an online study methodology for exploring the effectiveness of
data-sound mappings for use in sonification design, and for deriving appropriate polarities and
scaling exponents for them, drawing on the magnitude estimation approaches used in previous
sonification design research. We found that mappings that used the sound parameter tempo
were generally perceived effectively, while those that used other sound parameters varied in
their effectiveness across mappings from different data parameters. In some cases, the ability to
interpret mappings, and the polarities with which they were perceived, varied across the individ-
uals using them. Our exploratory observations suggest that differences may have arisen between
participants with different levels of musical experience. These results contribute to knowledge
on effective data-sound mappings, and can be used by researchers designing sonification systems
that involve the four targeted data parameters.
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[122] A. Lazarevic, L. Ertöz, V. Kumar, A. Ozgur, and J. Srivastava. A comparative study
of anomaly detection schemes in network intrusion detection. In Proceedings of SIAM
International Conference on Data Mining, pages 25–36, 2003.

[123] D. Lee, B. E. Carpenter, and N. Brownlee. Observations of UDP to TCP ratio and port
numbers. In Proceedings of the International Conference on Internet Monitoring and
Protection (ICIMP), pages 99–104. IEEE, 2010.

[124] D. J. Levitin. This is Your Brain on Music: Understanding a Human Obsession. Atlantic
Books Ltd, 2011.

[125] R. Likert. A technique for the measurement of attitudes. Archives of Psychology, 1932.

[126] M. Maguire. Context of use within usability activities. International Journal of Human-
Computer Studies, 55(4):453–483, 2001.

[127] M. Maguire and N. Bevan. User requirements analysis. In Usability, pages 133–148.
Springer, 2002.

[128] T. Mahmood and U. Afzal. Security analytics: Big data analytics for cybersecurity: A
review of trends, techniques and tools. In Conference on Information Assurance, pages
129–134. IEEE, 2013.

251



[129] D. Malandrino, D. Mea, A. Negro, G. Palmieri, and V. Scarano. Nemos: Network moni-
toring with sound. In Proceedings of the International Conference on Auditory Display,
pages 251–254, 2003.

[130] V. F. Mancuso, E. T. Greenlee, G. Funke, A. Dukes, L. Menke, R. Brown, and B. Miller.
Augmenting cyber defender performance and workload through sonified displays. Procedia
Manufacturing, 3:5214–5221, 2015.

[131] M. P. Mattson. Superior pattern processing is the essence of the evolved human brain.
Frontiers in Neuroscience, 8, 2014.

[132] D. McGookin and S. Brewster. Earcons. In T. Hermann, A. Hunt, and J. Neuhoff, editors,
The Sonification Handbook, pages 339–362. Logos Verlag, 2011.

[133] Measurement and Analysis on the WIDE Internet, Working Group. Traffic Archive.
http://mawi.wide.ad.jp/mawi/. [Accessed 15-March-2017].

[134] D. Merced and L. Wanda. Sound for the Exploration of Space Physics Data. PhD thesis,
University of Glasgow, 2013.

[135] S. Mountford and W. Gaver. Talking and listening to computers. The Art of Human-
Computer Interface Design, pages 319–334, 1990.

[136] J. Neuhoff. Perception, cognition and action in auditory displays. In T. Hermann, A. Hunt,
and J. Neuhoff, editors, The Sonification Handbook, pages 63–85. Logos Verlag Berlin,
2011.

[137] B. Nevo. Face validity revisited. Journal of Educational Measurement, 22(4):287–293,
1985.

[138] J. Nicholls, D. Peters, A. Slawinski, T. Spoor, S. Vicol, J. Happa, M. Goldsmith, and
S. Creese. NetVis: a Visualization Tool Enabling Multiple Perspectives of Network Traffic
Data. In S. Czanner and W. Tang, editors, Theory and Practice of Computer Graphics.
The Eurographics Association, 2013.

[139] D. A. Norman. The Design of Everyday Things: Revised and Expanded Edition. Basic
books, 2013.

[140] G. Norman. Likert scales, levels of measurement and the “laws” of statistics. Advances
in Health Sciences Education, 15(5):625–632, 2010.

[141] J. R. C. Nurse, S. Creese, M. Goldsmith, and K. Lamberts. Guidelines for usable cyber-
security: Past and present. In Proceedings of the International Workshop on Cyberspace
Safety and Security (CSS), pages 21–26. IEEE, 2011.

[142] C. Papadopoulos, C. Kyriakakis, A. Sawchuk, and X. He. Cyberseer: 3d audio-visual
immersion for network security and management. In Proceedings of the ACM Workshop
on Visualization and Data Mining for Computer Security, pages 90–98. ACM, 2004.

[143] G. Parseihian, C. Gondre, M. Aramaki, S. Ystad, and R. K. Martinet. Comparison and
evaluation of sonification strategies for guidance tasks. IEEE Transactions on Multimedia,
18(4):674–686, 2016.

[144] S. C. Peres, D. Verona, T. Nisar, and P. Ritchey. Towards a systematic approach to
real-time sonification design for surface electromyography. Displays, 47:25–31, 2017.

[145] T. Pietraszek. Using adaptive alert classification to reduce false positives in intrusion
detection. In Recent Advances in Intrusion Detection, pages 102–124. Springer, 2004.

252



[146] L. Qi, M. Martin, B. Kapralos, M. Green, and M. Garćıa-Ruiz. Toward sound-assisted in-
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