Methods and Measures for
Statistical Fault Localisation

UMIVERSITY OF

0).:430)23D)

David Landsberg

Linacre College

University of Oxford

A thesis submitted for the degree of
Doctor of Philosophy

Trinity 2016



This thesis is dedicated to
my parents, Anthony and Kathryn Landsberg,
for all their support



Acknowledgements

[ would like to thank my supervisors Daniel Kroening (Oxford Univer-
sity) and Hana Chockler (King’s College London) for their guidance, and
the Oxford Formal Verification group for many helpful discussions. In
particular, I would like to thank my office mate Matt Lewis for his help
in many areas. I would like to thank Friedrich Steimann (University of
Hagen), Marcus Rui Abreu (University of Porto), Lucia Lucia (Univer-
sity of Luxembourg), and Alex Groce (Oregon State) for making their
benchmarks available to me for the purposes of my experiments — it is
only as a function of their repositories that this thesis was able to provide
results for what is (to my knowledge) one of the largest scale experiments
performed in software fault localisation to date. Finally, I would like to
thank Ganesh Narayan, Alison Prata, and Gemma Prata for many helpful

comments on this thesis.

As Steiman et al. remark, experimentation in this field is “an arduous un-
dertaking” [213], and the main body of this thesis does not acknowledge
the large amount of time spent preparing and re-performing experiments
of our scale. Echoing Steimann et al., it does not “count the many re-
peats of experiments that became necessary because we picked the wrong
performance indicators, did the wrong aggregation, or because we had
discovered bugs in our programs” [213]. Finally, this thesis does not ac-
knowledge the large amount of time spent developing new fault localisation
methods which which did not, in the end, make the final cut.



Publications and Submissions

Some chapters of this thesis describes and develops work from the following three
papers which were completed during the course of this thesis. The first has been
published, the second has been accepted for publication and is being presented at the

forthcoming 1BM conference in Haifa, and the third is under review.

e David Landsberg et al.: Evaluation of Measures for Statistical Fault Localisation
and an Optimising Scheme. Foundations of Automated Software Engineering
(FASE) 2015: 115-129 (published).

e David Landsberg et al.: Probabilistic Fault Localisation. Haifa Verification Con-
ference (HVC) 2016 (accepted for publication).

e David Landsberg et al.: Spectrum Based Fault Localisation of Single and Multi-
ple Faults: New Measures and a Multiple Fault Localisation Optimiser. Journal
of Automated Software Engineering (ASE) (submitted).



Abstract

Fault localisation is the process of finding the causes of a given error,
and is one of the most costly elements of software development. One of
the most efficient approaches to fault localisation appeals to statistical
methods. These methods are characterised by their ability to estimate
how faulty a program artefact is as a function of statistical information
about a given program and test suite. However, the major problem facing
statistical approaches is their effectiveness — particularly with respect to
finding single (or multiple) faults in large programs typical to the real

world.

A solution to this problem hinges on discovering new formal properties
of faulty programs and developing scalable statistical techniques which
exploit them. In this thesis I address this by identifying new properties
of faulty programs, developing the formal frameworks and methods which
are formally proven to exploit them, and demonstrating that many of
our new techniques substantially and statistically significantly outperform
competing algorithms at given fault localisation tasks (using p = 0.01) on
what (to our knowledge) is one of the largest scale set of experiments in

fault localisation to date.

This research is thus designed to corroborate the following thesis state-
ment: That the new algorithms presented in this thesis are effective and
efficient at software fault localisation and outperform state of the art sta-
tistical techniques at a range of fault localisation tasks. In more detail,

the major thesis contributions are as follows:

1. We perform a thorough investigation into the existing framework of
(SBFL), which currently stands at the cutting edge of statistical fault
localisation. To improve on the effectiveness of SBFL, our first contri-
bution is to introduce and motivate many new statistical measures

which can be used within this framework. First, we show that many



are well motivated to the task of SBFL. Second, we formally prove
equivalence properties of large classes of measures. Third, we show
that many of the measures perform competitively with the existing
measures in experimentation — in particular our new measure m9185
outperforms all existing measures on average in terms of effective-
ness, and along with Kulkzynski2, is in a class of measures which
statistically significantly outperforms all other measures at finding a

single fault in a program (p = 0.01).

. Having investigated SBFL, our second contribution is to motivate,
introduce, and formally develop a new formal framework which we
call probabilistic fault localisation (PFL). PFL is similar to SBFL
insofar as it can leverage any suspiciousness measure, and is designed
to directly estimate the probability that a given program artefact is
faulty. First, we formally prove that PFL is theoretically superior
to SBFL insofar as it satisfies and exploits a number of desirable
formal properties which SBFL does not. Second, we experimentally
show that PFL methods (namely, our measure PFL-PPV) substantially
and statistically significantly outperforms the best performing SBFL
measures at finding a fault in large multiple fault programs (p =
0.01). Furthermore, we show that for many of our benchmarks it
is theoretically impossible to design strictly rational SBFL measures

which outperform given PFL techniques.

. Having addressed the problem of localising a single fault in a pro-
gram, we address the problem of localising multiple faults. Accord-
ingly, our third major contribution is the introduction and motiva-
tion of a new algorithm Mgy, which optimises any ranking-based
method ¢ (such as PFL/SBFL/BARINEL) to the task of multiple fault
localisation. First we prove that Moy, formally satisfies and ex-
ploits a newly identified formal property of multiple fault optimality.
Secondly, we experimentally show that there are values for g such
that Mop(g) substantially and statistically significantly outperforms
given ranking-based fault localisation methods at the task of finding
multiple faults (p = 0.01).

. Having developed methods for localising faults as a function of a

given test suite, we finally address the problem of optimising test



suites for the purposes of fault localisation. Accordingly, we first
present an algorithm which leverages model checkers to improve a
given test suite by making it satisfy a property of single bug opti-
mality. Second, we experimentally show that on small benchmarks
single bug optimal test suites can be generated (from scratch) effi-
ciently when the algorithm is used in conjunction with the ¢BMC
model checker, and that the test suite generated can be used effec-

tively for fault localisation.
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Chapter 1

Introduction

1.1 Motivation

A 2013 study at the University of Cambridge’s Judge Business School reports
that the process of debugging (defined as the process of finding and fixing a fault)
costs the global economy up to US$312 billion dollars a year as a function of wasted
programmer time [223]. The costs to the U.S. economy alone make up a sizeable
proportion of the economic problem — according to a 2002 study by the Department
of Commerce’s National Institute of Standards and Technology (NIST), “Software
bugs, or errors, are so prevalent and so detrimental that they cost the U.S. economy
an estimated US$59.5 billion annually, or about 0.6 percent of the gross national
product” [221,265]. Many researchers add that this “cost has undoubtedly grown
since then” due to the growing ubiquity and complexity of software [235]. Thus, the
existence of faults in software has created a major economic problem.

In addition to the general costs to the world economy, failure to successfully debug
software has been single-handedly responsible for major catastrophes and fatalities.
Limiting ourselves to three prominent examples, the following cases are now well

established in software verification lore [13,133]:

1. In 1996 the control software of Ariane 5 malfunctioned, causing the explosion
of the spaceship 37 seconds after launch — destroying the rocket and payload
valued at US$500 million [65, 159].



2. In 1998 the Mars Climate Orbiter built by Nasa’s Jet Propulsion laboratory
(JPL) approached Mars at the wrong angle due to different units of measure-

ment being used in the codebase — ruining a US$327.6 million project in min-
utes [12].

3. During the period of 19857, the Therac-25 radiation therapy machine admin-
istered massive drug overdoses which was caused by a software upgrade which
in turn allowed the operator to type faster when entering data. However, the
parts of the machine that were not upgraded could not cope with the speed
of forthcoming data entries and caused the machine to administer the wrong

doses, resulting in the deaths of patients [186].

In summary, buggy software has a dramatic effect on the global economy, has
caused major newsworthy catastrophes, and has compromised human safety !. For
these reasons the project of improving the debugging process, so that software con-
tains fewer faults upon delivery, is imperative — promising to reduce costs, avert
disaster, and save lives.

How, then, can we improve the debugging process? A first question to ask is
why software is released with bugs in the first place. As no programmer is perfect,
industrial programs will often have bugs introduced into them at the development

stage, where the debugging process suffers from two known pitfalls:

1. The debugging process is often a time consuming and laborious process — esti-
mated to consume 50-60% of the time a programmer spends in the maintenance

and development process [51].

2. The debugging process often fails; in the sense that it often fails to remove
faults — with software commonly being released even though they are known to

contain them 2.

These problems are no doubt explained by the fact that debugging is notoriously
difficult. In fact, some have suggested it is too difficult for a human; Brian Kernighan
(co-inventor of the C programming language) writes: “Everyone knows that debug-

ging is twice as hard as writing a program in the first place. So if you're as clever

lsee [186] for discussion of many of these sorts of disasters) Reports of software
failures are now commonplace in the news due to the general public nuisance they
cause. For example, see http://www.computerworlduk.com/galleries/infrastructure/
top-10-software-failures-of-2014-3599618/

?https://www.theguardian. com/technology/2006/may/25/insideit.
guardianweeklytechnologysection
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as you can be when you write it, how will you ever debug it?” [138]. To overcome
the difficulties associated with human performed debugging, it is then proposed that
we automate parts of the debugging process in order to make debugging quicker and
more successful. This would mean engineers would be able to find and repair more
bugs in faulty programs in improved time scales — helping to minimise the problems
associated with faulty software overall.

How then can we automate parts of the debugging process in order to achieve
this? In more detail, the phrase “to debug” is defined by the IEEE standard as “to
detect, locate, and correct faults in a computer program” [11]. We may elaborate on

each these three stages as follows:

1. In the first bug detection (or testing) phase, the program is tested as to whether
it satisfies a given specification or not. If the code is shown to violate the
specification (i.e. shown to work incorrectly) then there must be a bug in the

code.

2. In the second fault-localisation phase, the bug that was confirmed to exist in

the testing phase is located.

3. In the third correction (or repair) stage, the successfully located bug is correct-

ed /repaired.

To improve debugging, we might improve methods involved at any of its three
stages. Of the three stages, the fault localisation stage has been consistently reported
as the most time consuming, costly, and difficult for the user [109,225]. Thus, any
methods which can improve the fault localisation stage has the potential to alleviate
the problems associated with debugging overall. The project of this thesis is to provide
such a solution to this problem.

The rest of this chapter is organised as follows. We introduce the basic concepts
underlying software fault localisation in 1.2, describe the software fault localisation
problem and our thesis statement in 1.3, and summarise our contributions in 1.4.

Finally, an outline of the structure of this thesis is presented in 1.5.

1.2 Basic Concepts

In this section we informally define concepts which are fundamental to the soft-

ware fault-localisation problem. The Institute of Electrical and Electronics Engineers



(IEEE) provide a standard glossary of software engineering terminology, which in-
cludes many definitions relevant to software fault localisation [11]. We shall use their

terminology throughout the thesis, which includes the following definitions:

e Mistake. A human action that produces an incorrect result.
e Fuault. A fault can either be

1. A defect in a hardware device or component; for example, a short circuit

or broken wire.

2. An incorrect step, process, or data definition in a computer program.

e FError. The difference between a computed, observed, or measured value or
condition and the true, specified, or theoretically correct value or condition. For
example, a difference of 30 meters between a computed result and the correct

result.

e Fuailure. The inability of a system or component to perform its required functions

within specified performance requirements.

We use the term “fault” and “bug” synonymously. Following the current literature
in software fault localisation [235], the type of bugs focused on are assumed to have
a more fine grained definition than those provided for by the IEEE. Firstly, all
the faults considered limited to software faults by definition. Secondly, the faults
considered are best described as “Bohrbugs” as opposed to “Mandelbugs” [235]. The

technical distinction is as follows [107]:

e Bohrbug. A fault that is easily isolated and that manifests consistently under
a well-defined set of conditions. (Here, easily isolated means easy to verify as a

bug, as opposed to easy to find).

e Mandelbug. A bug whose underlying causes are so complex and obscure as to

make its behaviour appear chaotic and even non-deterministic.

To illustrate the difference: A handful of lines of code with incorrect insertions
or deletions (aka omissions) is considered a Bohrbug. A key feature of Bohrbugs is
that they are easily identifiable as bugs — indeed this is a necessary condition for
making fault-localisation experiments on benchmarks possible. In contrast, we would

consider a massive-scale convolution of ill-understood pointer networks which cause



an error as constituting a Mandelbug - here the causes and nature of the bug are
potentially so obscure as to defy a clear understanding or rectification.
Two desirable properties of any fault localisation technique are as follows (here

informally described).

o Effectiveness. The degree of effectiveness of a fault-localisation method can be
measured in a variety of ways, and is often determined as a function of how
much non-faulty code the user has to inspect before the user finds a bug using
the method (measures of wasted programmer effort [13]), or alternatively of
whether the method correctly identifies a fault within the first given number of

guesses [188].

o Efficiency. The degree of efficiency of a fault-localisation method is measured
in terms of the expected time/memory resources it will consume in order to

present fault localisation information to the user.

An ideal fault localisation method is expected to have high effectiveness and effi-

ciency.

1.3 Problem and Thesis Statement

We use the definitions of the previous section to informally describe the soft-
ware fault localisation problem. A programmer makes a mistake when he/she writes
an incorrect line of code in software, where this line (or lines) constitutes the fault
(Bohrbug). These faults cause failure/s in the system, where the difference between
the failed output and the correct output is the event of the error. With this under-

standing, the problem of software fault localisation can be stated as follows:

e Problem Statement. The problem of software fault localisation is the problem

of finding effective and efficient algorithms for localising faults in software.

Accordingly, this thesis is designed to advance solutions to the software fault

localisation problem by corroborating the following thesis statement:

e Thesis Statement. The new algorithms presented in this thesis are effective and
efficient at software fault localisation and experimentally outperform state of

the art statistical techniques at a range of fault localisation tasks.



Here, our new algorithms include new spectrum based fault localisation (SBFL)
measures, a new framework of probabilistic fault localisation (PFL), and a new mul-
tiple fault localisation optimiser to be used with SBFL and PFL techniques. The state
of the art statistical techniques compared against include all known SBFL techniques
and BARINEL (discussed in Chapter 2). The range of fault localisation tasks include
single and multiple fault localisation, and out-performance includes statistically sig-

nificantly better performance (p = 0.01) using given effectiveness measures.

1.4 Thesis Contributions

In this section we discuss our major contributions in further detail. Our major
thesis contributions follow a general formula of firstly identifying hitherto undiscov-
ered formal properties of faulty programs, and then developing lightweight statistics

based methods which satisfy and exploit them at the given fault localisation task.

1. In Chapter 5, we perform a thorough investigation into the existing framework
of (SBFL), which currently stands at the cutting edge of statistical fault lo-
calisation. To improve on the effectiveness of SBFL, our first contribution is
to introduce and motivate many new statistical measures which can be used
within this framework. First, we show that many are well motivated to the task
of SBFL. Second, we formally prove equivalence properties of large classes of
measures. Thirdly, we show that many of the measures perform competitively
with the existing measures in experimentation — in particular our new measure
m9185 outperforms all existing measures on average in terms of effectiveness,
and along with Kulkzynski2, is in a class of measures which statistically sig-
nificantly outperforms all other measures at finding a single fault in a program

(p=0.01).

2. Having performed a thorough investigation into SBFL, the major contribution of
Chapter 6 is to introduce, motivate, and formally develop a new formal frame-
work which we call probabilistic fault localisation (PFL). PFL is similar to SBFL
insofar as any given suspiciousness measure can be leveraged, and is designed to
directly estimate the probability that a given program artefact is faulty. First,
we formally prove that PFL is theoretically superior to SBFL insofar as it satisfies
and exploits a number of desirable formal properties which SBFL does not. Sec-

ond, we experimentally show that PFL methods (namely, our measure PFL-PPV)



substantially and statistically significantly (p = 0.01) outperforms the best per-
forming SBFL measures at finding a fault in our large multiple fault programs.
Furthermore, we show that for many of our benchmarks it is theoretically im-
possible to design strictly rational SBFL measures which outperform given PFL

techniques.

3. Having addressed the problem of localising a single fault in a program, in
Chapter 7 we address the problem of finding multiple faults. Accordingly, our
third major contribution is the introduction and motivation of a new algorithm
Mopi(g) which optimises any ranking based (such as PFL/SBFL/BARINEL) to
multiple fault localisation. First we prove that Moy, formally satisfies and
exploits a newly identified formal property of multiple fault optimality. Second,
we experimentally show that the algorithm substantially and statistically sig-
nificantly (p = 0.01) improves given ranking-based fault localisation methods

at our multiple fault localisation tasks.

4. Having developed methods for localising faults as a function of a given test suite,
we finally address the problem of generating test suites themselves. Accordingly,
we first present an algorithm which leverages model checkers to generate small
test suites which satisfy a property of single bug optimality. Second, we exper-
imentally show that on small benchmarks single bug optimal test suites can be
generated efficiently when the algorithm is used in conjunction with the cBMC

model checker.

Each contribution is designed to follow up on the corresponding research direc-
tions presented in the literature review in Section 2.6. Along with the above contri-
butions, we emphasise that our results are supported by, what is to our knowledge,
the largest scale experimentation in fault localisation to date. This is the largest in
several dimensions. Firstly, in the number of program versions (50k+) experimented
upon. Secondly, in the number of techniques compared (almost 200 manually defined
SBFL measures, and thousands of automatically generated measures). Thirdly, in the
range of bugs (1 to 32). This larger scale comparison allows us to make more robust

conclusions about fault localisation techniques compared.



1.5 Thesis Outline

The rest of this thesis is organised as follows. In Chapter 3 we present the formal
preliminaries underlying the approaches considered in this thesis. In Chapter 4.2 we
present our experimental set-up common to many of the experiments performed in
this thesis. In Chapter 5 we present our work in SBFL. In Chapter 6 we present our
new framework of PFL. In Chapter 7 we present our new multiple fault localisation
algorithm. In Chapter 8 we present a method for optimising test suites by appeal to
model checkers. Finally in Chapter 9 we conclude by summarising our contributions
and give directions for future work.

Many chapters of this thesis describe and develop work published or submitted to
conferences and journals, as follows. Chapter 5 describes and develops work presented
in Landsberg et al. [149]. Major contributions not included in that paper which are
included in the aforementioned chapter include a substantial increasing of the number
of suspiciousness measures compared, and a substantial expansion into the size and
scale of the experimentation, along with identification of new best performing mea-
sures as determined. Chapter 6 describes and develops work presented in Landsberg
et al. [148]. Major contributions not included in that paper which are included in the
aforementioned chapter include formal presentation of the PFL algorithm (informally
described in the paper), experimental results which improve on the average runtime
of PFL-PPV from an average of 6 seconds to 1.80 thanks to an improved implementa-
tion, and detailed experimental results from additional datasets. Chapter 7 describes
and develops work presented in a third (submitted) paper. Major contributions not
included in that paper which are included in the aforementioned chapter include using
the PFL techniques described in Chapter 6 in conjunction with the proposed multiple

fault localisation technique.



Chapter 2

Literature Review

In this chapter we review the current state of the art in software fault localisation.
The purpose of the review is to identify and motivate the research problems that
this thesis addresses. As our aim is to find a solution to the problem of software
fault localisation in general (i.e. it can be used, in principle, for a wide range of
programs and languages et cetera), we shall focus on general methods, and therefore
avoid specific applications. We have focused on approaches which have traction in
the literature and have been reported widely elsewhere [235,237]. For a recent review
of software fault localisation methods the reader is referred to the survey of Wong et
al. [235].

2.1 Early Approaches

In this section we briefly review manual debugging techniques, along with the first

steps to introducing some automation to the process.

2.1.1 Manual approaches

The following methods are amongst the earliest approaches to fault localisation, and
may be described as “manual” insofar as they require the user to be constantly in-

volved at each step of the debugging process. This includes the following methods:

1. Retracing, in which the user retraces the steps of a failing trace in order to

evaluate which part of the program caused the error [48].

2. Logging, in which the user inserts print statements across the code. Executions

of the program will then print-out program-state information which can be



stored in logs and inspected to give the user more understanding about how the

error was caused [68].

3. Assertions, in which the user inserts assertion statements across the code. As-
sertions are constraints that the developer can use to specify what the system
is designed to do, and will raise an exception if violated in an execution. This
exception can be used to detect incorrect program behaviour and localise the
fault [201,202].

4. Breakpoints. A breakpoint transfers control of an execution to the user when
a specified point in the program is reached. At these breakpoints the user
can inspect and manipulate a given program state, or perform a step-by-step
investigation of the execution. Debugging tools which incorporate this feature

include GNU-GDB [4] and the Microsoft Visual Studio Debugger [6].

5. Profiling. Profiling gathers profiles of a given execution, such as memory usage
and the frequency and duration of function calls, to be used for analysis. Tools

that use profiling for debugging include GNU’s GPROF [5] and Eclipse’s TPTP [9)].

Traditional “manual” methods are generally accepted to be time consuming and
laborious to perform [225]. Consequently, researchers have looked to either semi-
automated or fully automated methods to improve the process in terms of efficiency

and effectiveness. The remainder of this literature review focuses on such methods.

2.1.2 Slicing approaches

Program slicing is a widely published and surveyed area [36,222,248], and provides
one of the oldest fault-localisation methods dating back to Weiser’s 1979 article [232].
When applied to software fault localisation, the aim of a slicing approach is to cat-
egorise parts of a given program or execution deemed causally irrelevant to a given
error. What remains is called the program/execution slice, and aids in fault locali-
sation as the engineer’s search space is potentially reduced. Slicing methods can be
broadly categorised into the following classes: static slices, dynamic slices, execution

slices, and dices:

1. Static slices. A static slice for a given variable-statement pair contains all the
executable statements that could possibly affect the value of the variable at the
given program statement. Static slices are found by computing consecutive sets
of indirectly relevant statements using data and control flow dependencies [187,

231] or information flow relations [82].
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2. Dynamic slices. A dynamic slice for a variable-statement-value triple contains
all the executable statements that could possibly affect that particular value of
this variable at the statement. They are thus potentially smaller than static
slices because fewer parts of a program will satisfy the more restrictive condi-
tions [2,25,26,28,61]. !

3. Execution slices. An execution slice can be understood as a dynamic/static
slice where the domain of the program has been restricted to a particular set of
inputs (and therefore a single execution). They are thus a lot less expensive to
compute than the above types of slices, as the slice is only computed for a given
set of inputs, and not the whole program [23]. Execution slice tools include
x-Suds at Telcordia [22,81] and eXVantage [157].

4. Dices. A program dice is the difference between two sets of slices of failing/pass-
ing traces [167]. Slices and dices can be combined to improve fault localisation

potential.

Outstanding problems with slicing techniques include their efficiency and effec-
tiveness at fault-localisation. With respect to effectiveness, slices can be “lengthy
and hard to understand” [235]. In addition, the fault localisation information can be
too coarse grained insofar as it only presents two sets of information (those in/out of
the slice). With respect to efficiency, many dynamic slicing methods take up excessive
time and file space [235], with past attempts trying to limit these problems [35,260].

At the state of the art, it is common to see slicers integrated into more advanced
fault localisation techniques, such as spectrum based techniques (see [131,236]), model
based approaches (see [103]), and reasoning approaches (see [243]). They can conse-
quently be understood as providing a good additional stage in many different software
fault localisation algorithms, as opposed to being an advanced stand-alone fault-
localisation method in itself. As such, slicing methods are still much researched, with

20% of the software fault localisation literature estimated to be on slicing topics [235].

2.2 Reasoning-based Approaches

Reasoning-based approaches localise faults by using automated reasoning and mod-
elling methods to check that desired properties (specifications) are satisfied by the

program under test. They constitute the most heavyweight type of fault localisation

IFor a repository of references of work about dynamic slicing in the context of fault localisation
see [235].
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methods in terms of computational cost [235], and are usually expected to have a
high degree of effectiveness (which in practice comes at the expense of efficiency). In

this section we overview major reasoning based approaches.

2.2.1 Program state-based approaches

A program state is a set of variable-value pairs for a given point in a given program
execution. In general, program state based approaches propose to find faults by
changing the values at various program states to see if the error disappears. Three

prominent approaches are as follows:

1. Delta debugging. The strategy behind delta debugging is to remove useless
program states that are not needed to reproduce the error. This is performed
iteratively until a minimal program responsible for the error is found, and is
performed using a divide and conquer method. Techniques that appeal to delta
debugging include [49,108,175,214-216,247,258|.

2. Predicate switching. The strategy behind the predicate switching approach is
to take a failing trace and switch the Boolean values of selected predicates [156,
229,259] — if switching a given value results in a successful execution, then that
predicate is “critical to the error”, and that predicate is then proposed as a
fault hypothesis. Automated methods such as SAT solvers are used to find a
subset of predicates to switch, which can make the approach computationally

costly.

3. Value replacement [123,124]. The strategy behind the value replacement ap-
proach is to select values for a variable in a given failing execution and replace
them with values from passing ones. If the replacement causes the error to

disappear, then the original value is ranked as more suspicious.

2.2.2 Model-based approaches

In model-based fault localisation, it is not assumed that a correctly functioning or
“golden model” of the program is available. Rather, models are constructed from the
actual faulty program and tested as to whether it satisfies a given specification. Then,
fault localisation information is constructed as a function of the model. Prominent

model-based approaches include the following.
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1. Using Dependency-based models. In general, these build a model of a program
and use logical techniques to determine which parts of the model the error de-
pends upon. Major approaches include Wotowa et al [244], Baah et al [30], and
Mayer et al [168,171]. Abstract interpretation methods have been introduced
in an attempt to allay problems associated with efficiency [37,52,170].

2. Model checking approaches [31,45,101-103, 105, 106, 141]. In model checking
approaches, a program is modelled in a formal language and the model is checked
as to whether it satisfies a given specification or not. If it does not, then the
program contains a fault, and a failing trace is produced as a “witness” for the
error. In the simplest case, this trace can be investigated to help find the fault.
Two prominent fault localisation approaches which build on this basic premise

are as follows:

(a) Shortest failing trace approaches. These use model checkers to find failing
traces which cover the smallest amount of the program possible [85, 196,
205]. Shortest failing traces are useful, because given the premise there
must be a fault covered by the failing trace, then the shorter the failing
trace the less the user has to potentially look through in order to find a
fault.

(b) Trace comparison approaches. The Ezxplain tool of Groce et al [103,105,
106] uses a model checker to find two execution traces: The first is a failing
trace, and the second is a passing trace which is most similar to the failing
trace, where similarity is defined using a formally defined distance metric.
The difference between the failing and passing trace provides a potential
explanation for the error. The approach has also been used with slicing and
predicate abstraction techniques [45]. A similar approach is the approach
of Ball et al [31]. Here, model checkers are used to identify parts of the
program which appear in a given failing trace but are not in the entire set

of passing traces.

Three major problems with reasoning-based approaches are as follows: The first
concerns effectiveness. A problem with shortest trace generation techniques is that
it can often be the case that a large part of the program is covered, meaning a lot
of the program will have to be investigated by the user. Similarly, a problem with
the trace comparison techniques is that passing executions can be very different from

failing traces, and thus there can be very few differences, leading to only a large area

13



localised as potentially faulty (see Griesmayer et al. [101] for discussion). This means
that the techniques can suffer from poor effectiveness (measured in amount of code
investigated by the user).

One attempt to increase the effectiveness of model checking based techniques, is
to use them to make minimal changes to the faulty program in order to make failing
traces not fail in re-executions. Those areas of minimal change are then presented
as a hypothesis for the error. Different implementations include use of ¢BMC [101]
and SATABS [102]. More recently, model checkers have been used in the context of
automatically altering programs so that they produce fewer failing traces [60, 112,
136, 184].

The second problem is the general problem for all reasoning based techniques
- that of efficiency. It has been observed that heavy use of model checkers make
these approaches potentially time costly [102]. In general, reasoning and model based
approaches have not been demonstrated to be able to scale to large programs (a few
thousand lines or more, see [13] for discussion). Thus, more attention is now being
given to more lightweight approaches (see [235] for additional discussion), where it
is possible to leverage model checkers alongside these approaches.

Lastly, a problem with model checking techniques is that it is not always the case
that a formal specification for the program can be found to be used with existing
model checking methods. For example, in many software projects a golden program
(perhaps a previous version which is assumed to be functionally correct) will exist,
and failing and passing traces will be generated by comparing the outputs of both

programs.

2.3 Spectrum-based Approaches

In this section we review work in spectrum-based fault localisation (SBFL). SBFL
is currently one of the most prominent areas of software fault localisation research
to date — estimated to consist of 35% of the literature (as measured by Wong et
al.’s repository [235], who observe that “execution slice and program spectrum-based
techniques have dominated since 2008.”). SBFL’s prominence is partly explained by
the fact it is one of the most temporally efficient (or “lightweight”) and scalable
approaches. The advantage in efficiency stems from the fact that the approach does
not require advanced modelling or reasoning techniques. Rather, fault-localisation

information is determined purely as a statistical function of the coverage properties
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of a given test suite. These test suites will often already pre-exist at the testing phase
of the debugging cycle, meaning that fault localisation information can in practice be
computed instantly — even for large (larger than 10k LOC) programs. This contrasts
to reasoning-based approaches; which have reportedly only been shown to be able to
scale to programs of more than a few hundred lines long [103,170, 245, 252].

We outline the approach here. In general, SBFL takes the coverage information
of execution traces of a test suite to determine how “suspicious” a given program
component (such as block, predicate, executable statement) is with respect to being
a fault. Here, a test suite consists of a set of test cases (executions) of the program. For
each program component, a vector of statistics is determined (its program spectrum)
as a function of the coverage details of the test suite. A suspiciousness measure is then
defined as a function of this program spectrum, assigning a degree of suspiciousness
to each program component. A list of components, ranked by suspiciousness, is then

computed, and is used in one of either fault localisation paradigms, as follows:

1. Semi-automated fault localisation. In the conventional semi-automated
paradigm, program components are manually inspected by the user in descend-
ing order of suspiciousness until a fault is found. This process has been demon-
strated to help advanced engineers find faults in practice [188]. An early in-
novation in this paradigm was to use different colours to highlight each line of
code with a colour proportional to its degree of suspiciousness (red/yellow/green
for high/medium/low suspiciousness respectively). Tools such as ARISTOTLE

integrate this feature into practical fault localisation tools [131,132].

2. Fully automated fault localisation. In the (more recent) fully auto-
mated paradigm, approaches that inductively synthesise programs (such as
CEea1s [125]) or repair programs (such as GENPROG [97]) have appealed to
SBFL sub-routines to facilitate its fault localisation stage in efficient time frames.
Here, the most suspicious component is identified as a function of a small test

suite, and that component is targeted for automatic repair.

SBFL is described as a ranking-based fault localisation method, insofar as it ranks
each program artefact by degree of suspiciousness. It therefore contrasts to (what we
call) categorical fault localisation methods, which partitions program artefacts into
two categories; those suspected to be faulty and those not.

To advance SBFL, work has concentrated in three major areas. First, finding the

most effective suspiciousness measures (which measure the likelihood that a program
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artefact is a fault as a function of its spectrum), second, defining spectra (the infor-
mation which suspiciousness is designed to be a function of), and thirdly, improving
the quality of test suites (in order to improve the quality of the spectra). We overview

these areas of research as follows:

2.3.1 Developing measures

Finding the most effective suspiciousness measures are at the core of SBFL research.
Good measures will rank faults with a relatively high degree of suspiciousness (mean-
ing they be investigated early on by the user in the semi-automated paradigm), and
bad measures will rank faults with a relatively low degree (meaning they will be
inspected later). In this section we review the development of such measures.

The earliest studies of how to measure suspiciousness limit themselves to functions
of failing traces (traces that violate the given specification) that a component is
covered by [24, 144,145, 218], but it is now consensus that this is ineffective and
that passing traces (traces that satisfy the given specification) also help the fault
localisation process [23,71,130]. Following these, early techniques include set union,
set difference, and nearest neighbour techniques [197], and demonstrated improvement
in experimentation. The first identifies a suspicious set with the components covered
by a failing trace but which are not covered by the union of the passing traces, the
second with components covered by a failing trace but which are not covered by the
intersection of the passing, and the third with components covered by a failed trace
but are not covered by a single most similar passing trace.

Since these techniques, research in SBFL has largely been driven by the introduc-
tion, motivation, and experimental comparison of new suspiciousness measures [18,
19, 40, 71, 130, 140, 149, 150, 158, 161-163, 181, 194, 197, 238, 241, 242, 246, 254, 262].
The established convention is that suspiciousness measures map a program artefact
to a real number (degree of suspiciousness) as a function of its program spectrum
(als,al,, ajp,az,), where al; is the number of failing traces that cover the i-th pro-
e
component, a,,, is the number of failing traces that do not cover the i-th program

gram component, a’ is the number of passing traces that cover the i-th program
component, and afw is the number of passing traces that do not cover that component.
The higher/lower the degree of suspiciousness the more/less suspicious the program
component C; is assumed to be with respect to being a fault. In what follows, we
drop the index i when the context is clear. Currently, there are (to our knowledge)
at least 110 measures in the SBFL literature. This includes 32 similarity measures
selected by Naish [181], the 40 association measures of Lo [163], the 30 genetically

16



learned measures of Yoo [254], the 2 Dstar measures [242] D2 and D3, and the 6
“combination” measures of Kim et al [140]. Tables providing the formal definitions
of large classes of measures are given in Appendix A.1 for the interested reader.

We now present a broad outline of the different approaches that developers of
suspiciousness measures have taken. Methods and motivation for different measures
have been many and varied. In general, measures have either been developed manually
(created by hand), or automatically (by machine), and motivation has either involved
theoretical (a priori) motivation — insofar as it has been developed to satisfy certain
intuitions or formal properties about fault localisation, or empirical (a posteriori)
motivation — insofar as it has been developed purely to perform well on a set of
benchmarks.

We first discuss the manually-created measures. The first group of measures used
in SBFL were hand-designed for the specific purposes of fault localisation. Two well
known measures are Tarantula [133] and Wong-III [241]. Tarantula was the first
measure to be defined in terms of a program spectrum (as defined above), and was
developed around the intuition that the more failing traces and fewer passing traces
that cover a component, the more suspicious it is [130]. Wong-IIT was developed
around the observation that that the weight of passing traces should change according

to the number of passing traces, as follows:

aef
Tarantula = — Qe Tans e
aef+anf Aeptanp
h = aep, if a., <2
Wong-1II = acp — h, where < h =2+ 0.1(a., — 2) if 2 <ag <10

h =28+ 0.01(ae, — 10) if a,, > 10

A second group of manually-created measures are distinctive insofar as they were
not customised to SBFL (and so are unlike Tarantula and Wong-IIT above). Instead,
they were originally designed and motivated for application in other domains, and
were put to novel use in the domain of SBFL. This included many similarity measures
and bio-metrics which did not have a direct connection to the SBFL problem. Many of
these measures were presented by Naish [181] and Lucia [163]. Two prominent exam-
ples are Jaccard [121] and Ochiai [185]. The Jaccard measure is a general similarity
measure [121], and the Ochiai measure was originally developed in early 20th century

Japan for the categorisation of fish [185]. Despite not being directly connected to
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SBFL, many such measures have been consistently shown to perform well in SBFL
experimentation [18]. Prominent similarity measures are as follows:
2

a
Ochiai = of
(Qef + Ang)(aes + acp)

Qef
Qef + Anf + Aep

Jaccard =

Kulkzynski = g
Qep + Qny

A third group of manually created measures were developed according to a strat-
egy of taking a pre-existent measure taken from other domains, and then manually
tweaking them in order to improve experimental performance. Two prominent exam-
ples are the Zoltar [89] and Dstar [242] measures, which were developed by developing

the Jaccard and Kulkzynski measures (described above) respectively, as follows.

Qef
Zoltar = ,
Qef + g + Qg + gl
2
p2=_—"d
Qep + Qp f

To see the connection between Jaccard and Zoltar, we observe that they are
the same measure except that % has been added to the sum of Jaccard’s
denominator. To see the connection between Kulkzynski and D2, we observe that
they are the same measure except the power of Kulkzynski’s numerator has been
raised to aﬁf (D3 raises it to a?;f). In both these cases, the general effect is to make
the number of failing executions count a lot more with respect to suspiciousness
than passing traces. The motivation for this comes empirically - measures which
weigh failing traces more heavily than passing traces have experimentally performed
better [242].

A fourth group of manually created measures that were designed specifically for
the purposes of fault localisation were ones which aimed to solve certain sub-problems
in SBFL. Namely, these measures were developed to perform optimally when there is
only a single faulty component in the program. The reasoning is that if there is only
a single fault in the program, then all failing traces must cover the faulty component,
in which case components covered by all failing traces should be most suspicious. One

measure of this sort is the Naish measure [181], as follows:
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o Qep
Uep + App + 1

Here, the condition is that components covered by more failing traces are more

Naish = a, —

suspicious, and passing traces only count as tie breakers between components covered
by the same number of failing traces. Accordingly, the measure will make components
covered by all failing traces (including a fault in a single fault program) as most
suspicious.

Finally, we discuss automatically generated measures. Yoo [254] used automated
methods to generate suspiciousness measures. Here, a set of faulty programs were
used as a training set to develop suspiciousness measures using genetic algorithms.
Many measures developed were complex, but in general confirmed the view that the
number of failing traces was more important than the number of passing traces in
establishing suspiciousness. An example of an effective measure generated by appeal

to genetic algorithms is as follows [254]:

G26 = 2a2; 4 \/ny

We now discuss theoretical results about measures. Theoretical results include
proving desirable formal properties of measures and finding equivalence proofs for
classes of measures (58,149, 179, 181, 246]. Discussed properties include; strict ra-
tionality — which states that suspiciousness should strictly increase on the number
of failing traces and strictly decrease on passing traces [179]; single bug optimality
— which states that program components covered by all failing traces are the most
suspicious [181]; equivalence — which states when two suspiciousness measures are
equivalent for the purposes of ranking program components [58,149,181]. Xie et al
also prove optimality results for measures on programs with a single fault [246]. We
discuss these properties formally and in greater detail in Chapter 5.

Finally, there is additional work on what to do when two program components are
ranked as equally suspicious by a measure. Tie-breaking techniques include taking
statement execution frequency and or/order into account [14,151]. There are also
confidence-based, and data dependency-based approaches [191].

We now discuss two outstanding problems with current research. The first is a
theoretical problem — thus far, there have not been many formal properties about the
general problem of fault localisation which SBFL measures have been shown to satisfy.

Although there has been some discussion of a few properties that measures should
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satisfy a priori (such as strict rationality [179]), and measures that solve fault locali-
sation sub-problems have been presented (such as single bug optimal measures [181]),
there is not yet a SBFL measure that solves the problem of fault localisation for all
benchmarks. Indeed, recently Yoo et al. have established theoretical results which
show that a “best” performing suspicious measure does not exist [253]. In light of
this, the SBFL literature has favoured developing measures with good experimental
performance as opposed to developing them according to a priori requirements. As
Wong writes, “because it is not possible to theoretically prove if one fault localization
technique shall always be more effective than another, such empirical validation is
typically the norm for fault localization studies” [242]. The norm of finding the best
measure experimentally has facilitated a culture of borrowing measures from other do-
mains [149,163,181], manually tweaking measures [241,242], or using machine learning
methods [238,249,254]. Thus, if SBFL cannot be shown to satisfy many properties key
to fault localisation, there then remains the project of developing equally lightweight
frameworks which can.

The second is an experimental problem. To compound the problem that there
has not yet been found a best measure in theory, there has also not been found a
measure which performs best in practice — clearly and consistently outperforming all
other measures. This was the conclusion of Lucia et al. who performed a large scale
comparison of 40 association measures on programs ranging from 1 to 5 faults [165]. A
related experimental problem is that all experiments thus far have been quite small
- usually performed on a small number of small benchmarks from the SIR testing
repository [7], over programs with a range of 1 to 5 faults [13, 165, 181]. There is
thus the challenge of providing much larger experimentation over larger programs,
with a greater range of faults, comparing a greater quantity of measures, and finding
measures which perform best overall.

In summary, outstanding issues include finding new efficient methods which satisfy
theoretical properties key to fault localisation, and which perform competitively in

large scale experimentation.

2.3.2 Defining spectra

We now discuss the different types of spectra. Work has been done as to what sorts
of information are useful to include in a program spectrum in order to gauge suspi-
ciousness, and has usually at least involved the number of passing/failing traces that

do/do not cover a given component. We discuss four additional major approaches.
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1. First, there are approaches which leverage invariants to define spectra. These
are known as program invariants hit spectrum (PIHS) approaches [235]. In gen-
eral, invariants are properties which are always true for a program (under certain
conditions). It is accordingly assumed that knowledge of what is invariant to
failing traces is valuable in the project of fault localisation. There are both
approaches which use strict invariants [72], and a looser criterion of potential
invariants [195] or likely invariants [203]. In addition extended invariants have

been defined which adds execution counts to invariants [27].

2. Second, there are predicate count spectrum based approaches (PCRS) [235], which
counts how many times predicates are executed. Approaches include the ap-
proach of Liblet [158], SOBER [161], and have been shown to be effective [178].

3. Third, there are method calls sequence hit spectrum (MCSHS) approaches [235].

These take into account the execution sequence of method calls [54,169].

4. Fourth, there are time spectrum approaches, which record the execution time of
every method in passing/failing executions, the differences being analysed for

indications of faultiness [251].

Additional approaches which add information to a spectrum are as follows. First,
there is the Crosstab method [239] which computes suspiciousness by appeal to
cross-tabulations of covered /not covered categories against passing/failing executions.
Zhang et al. [261] identify “short-circuit” evaluations of predicates to aid in fault lo-
calisation. You et al. [256] propose a statistical approach that analyses behaviours
of sequentially connected predicates. Modi et al. explore execution phases such as
CPU and memory usage [176].

In summary, common to the vast majority of definitions of spectra is the use of
four pieces of information: the number of passing/failing traces that do/do not cover
a given component; however leveraging additional statistics about the program can

potentially improve fault localisation effectiveness.

2.3.3 Improving test suites

In this section we discuss methods which aim to improve test suites usable for
SBFL. Test suites form the foundational dataset which spectra are based on, and are

thus fundamental to the effectiveness of the SBFL approach. In SBFL it is usually
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assumed that a large test suite with a set of identified passing/failing test cases is
available to the engineer and is of sufficient quality for fault localisation. However,
this may not be the case in practice. As a consequence there is work being done on

improving the quality of test suites. The major areas of research are as follows:

1. Generating test case oracles. First, there is the problem of finding oracles for
test suites, where an oracle determines whether a given execution is passing
or failing. In real world scenarios, such oracles may not always be available —
studies suggest that many contexts in industry do not have automated oracles
otherwise facilitated by the existence of formal specifications or assertions [115,
116]. Furthermore hand-written oracles may be “incomplete, out-of-date, or
ambiguous” [235]. Accordingly, Jahangirova et al. develop a technique to assess

and improve the accuracy of test oracles [122].

2. Test suite expansion. Second, there is the problem of improving the test suite
by the addition of further test cases. Here it is generally assumed we have a
testing oracle. A first criterion is that the test suite has sufficient coverage of the
program. To this end, Diaz et al. develop their Tabu Search, which is an auto-
matic method which uses meta-heuristics to generate test suites with maximum
coverage [62]. Artzi et al. developed their Apollo tool, which is an automatic
method to generate test suites based on concrete and symbolic executions [29)].
Studies suggest that test suites with high branch coverage are better than high
statement coverage for the purposes of fault localisation [127]. In general, it has
been shown that improving different types of coverage also improves fault local-
isation for SBFL [204]. Feldt et al. study how different types of coverage affects
fault localisation [76], and conclude that test suites with larger test set diameter
(as measured by their measure (I-TSDm)) potentially have better fault-finding
ability. Aside from improving coverage, the BUGEX tool is a method which gen-
erates test cases with a minimal distance from a given failed trace [200], and a
similar approach is applied for SBFL [128]. Baudry et al. use a bacteriological
approach in order to generate test suites which are simultaneously facilitate
both testing and fault localisation [34]. Finally, concolic execution methods
(which integrate both concrete and symbolic executions) have been developed
to incrementally add test cases to a test suite based on their similarity to an
initial failing run [29,206].
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3. Test suite reduction. Recently, many approaches have demonstrated that it is
not necessary for all test cases to be used. Rather, one can use test suite reduc-
tion (which selects a handful of test cases) in order to minimise the number of
test cases required for fault localisation [41,42,88,90,111,173,226,226,250,257].
Most approaches are based on a strategy of eliminating redundant test cases rel-
ative to some coverage criterion. The effectiveness of applying various coverage
criteria in test suite reduction is traditionally based on empirical comparison of
two metrics: one which measures the size of the reduction, and the other which
measures how much fault detection is preserved. Studies of the effectiveness of

different reduction techniques is given in Gonzalez et al [91].

4. Test case prioritisation. Test case prioritisation methods weigh different test
cases differently according to priority [32,92,126]. Coverage based approaches
include those which weigh failing test cases which cover fewer statements
more [180], and weigh failing test cases which duplicate the coverage details
of other failing test cases less [84]. Information theoretic approaches include
the FLINT technique which prioritises test cases according to an information

theoretic measure [255].

5. Slicing. A prominent approach to improving the quality of test suites involves
the process of slicing test cases. Here, SBFL proceeds as usual except the pro-
gram and/or the traces composing the test suite are sliced [28,118,152,233].
For example, Alves et al. [28] combine Tarantula along with dynamic slices, Ju
et al. [135] use SBFL in combination with both dynamic and execution slices
in their HSFal (hybrid slice spectrum fault locator) tool, and a third approach
extends the combination of SBFL and slicing even further by using automated
methods (to generate hitting sets) [118] in the HS-Slice algorithm [243]).

6. Model checking based techniques. Other techniques designed to improve the test
suites for fault localisation include ones which use model checkers [96]. Gopinath
et al. propose using SAT solvers to find minimal unsatisfiable cores within a
failing trace, where this core consists of a minimal unsatisfiable set of variables
in the program, and that these cores be added as failing traces to a test suite.

This adds more weight to parts of the code which correspond to such cores.
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2.4 Multiple-Technique Combination

Wong et al. observe that “the effectiveness of a fault localization technique is very
much scenario-dependent, affected by successful and failed test cases, program struc-
tures and semantics, nature of the bugs, etc. There is no single technique supe-
rior to all others in every scenario. Thus, it makes sense to combine multiple tech-
niques” [235]. Accordingly, there have been attempts to combine lightweight SBFL
methods with more heavyweight techniques. We observe that these attempts follow

one of two different strategies:

1. Series approach. The first approach is to use light and heavyweight techniques
in series. The idea is to first use a lightweight approach (such as SBFL) in order
to get general fault-localisation information, and secondly refine this informa-
tion using a more heavyweight technique. This approach was implemented by
the DEPUTO tool of Abreu et al. [15], who demonstrated that lightweight and

heavyweight methods can be used successfully to complement one another.

2. Parallel approach. A second approach is to use different fault-localisation tech-
niques in parallel. The idea is to generate new fault-localisation information as
a combined function of different SBFL measures. This approach has been im-
plemented by Debroy et al. [56,59], who propose a method to combine the fault
localisation rankings of multiple techniques in a “consensus based” approach.
Similarly Lucia et al. develop a “fusion fault-localisation” approach which com-
bines results of multiple SBFL measures after normalising their results [165].
Similarly, Wang [228] use simulated annealing and genetic algorithms to find
good combinations of different measures. Additionally, Xuan et al. consider

simple combinations of measures to make new measures [140,249].

In general, different techniques do not need to be considered as rivals competing
against each other. Rather, the approaches can used in combined approaches to

advance fault localisation.

2.5 Multiple-Fault Localisation Approaches

Thus far we have reviewed techniques which are designed to find a single fault in a
program (i.e. perform single fault localisation). However, real world programs usually

contain multiple faults. Studies report the industry average is “about 12 — 50 errors

24



per 1000 lines of delivered code”, and similarly Microsoft applications have “about
10—20 defects per 1000 lines of code during in-house testing” [172]. Additional studies
show that individual failures are often caused by a complex of multiple faults that are
spread across the program [110,166]. Thus, if real programs typically contain multiple
faults, there remains the problem of developing techniques to localise multiple faults.
Multiple fault localisation (MFL) is a recent, but growing, area of research [13,16,17,
20,21,44,55,63,87,124,129,160, 164, 191,211,212, 230, 263,264]. We observe there are
two major strategies which have been employed to perform MFL, and are called in

the literature a one-at-a-time strategy, and an all-at-once strategy [235].

1. One-at-a-time strategy. This strategy is implemented as follows: after a single
fault is found using a given technique, the fault is repaired, and another inde-
pendent round of single fault localisation is performed. If an SBFL technique is
used, this may require that the test suite is re-executed or re-generated. A major
problem with this approach is its efficiency: multiple re-executions/generations
of test suites can be undesirable as it can often take a prohibitively long time

to do so.

2. All-at-once strategy. An alternative and potentially time saving strategy is to
find multiple faults in one sitting, resisting the requirement of the one-at-a-time
strategy of re-executing after a single fault is found. A major problem with
this approach is its effectiveness. This is because finding an effective all-at-once
method presents a major challenge as it is harder than finding a single fault in a
program — by definition the former is a sub-problem of the latter. Furthermore,
studies suggest that multiple-fault localisation is a much more complex problem

in practice given the complex interference patterns of multiple faults [57].

Currently, the incentive in the literature is to improve on the effectiveness of all-
at-once approaches. Prominent coverage-based approaches have been based on the
observation that the set of faults must be covered by all the failing traces (i.e. it
must be “a hitting set”), and thus we can use algorithms to find sets of program
components which satisfy this property to serve as hypotheses for the error [13, 16,
16, 17,20, 21, 55,211]. Three approaches that use such algorithms are as follows.
First, the most prominent tool is the Bayesian approach of BARINEL, which uses
a Bayesian method to rank hypotheses according to estimated likelihood [13, 16,17,
20,21], and a customised tool STACCATO to approximate the set of minimal hitting

sets [16]. Secondly, there is the frequentist approach of Steimann et al, who propose
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a technique in which the program component which is in the most hitting sets is the
most suspicious [211]. Their approach differs from Abreu’s insofar as it does not use
passing traces, but is in general intractable other than for small problems as it requires
all hitting sets. Third, a less prominent technique that only requires one hitting set
is the approach of Dean [55], in which linear programming is used to approximate
the problem of finding a hitting set with a small number of passing traces covering
it. In general, approaches which use automated reasoning techniques to find hitting
sets have been shown to come at a time cost, and have not yet been demonstrated to
scale to very large programs.

We now turn to attempts to use SBFL techniques for MFL. Gong et al. [87] propose
continuing any SBFL process if the faults found thus far are not collectively covered
by all failing traces — since there must be further undiscovered faults in the program
to be responsible for the remaining traces. Lucia et al. [164] experimentally inves-
tigate using SBFL techniques for locating all faults in an all-at-once strategy. They
conclude with pessimistic results, showing that usually most of the program needs to
be investigated in order to find all faults on a range of 2-5 fault programs. They con-
clude that “the accuracies of the measures in localizing multi-bug programs are lower
than single-bug programs, which provokes future research” [163]. Reasons for why
established SBFL methods have failed at MFL has been investigated, and is explained
to increased noise created by the introduction of multiple faults [63].

Past methods to overcome the problems facing SBFL at MFL have largely focused
on using clustering methods on test suites, which involves partitioning the test suite
into multiple smaller test suites in order to simplify a large multiple fault problem
into smaller problems [129,160,191,212,230,263,264]. Jones et al. propose clustering
failed executions and distributing each cluster to different debuggers [129] in a parallel
debugging method. Other approaches are as follows: Zheng et al. [263] propose a
clustering method in order to group failed executions (identifying one feature that
characterizes each cluster), Steimann et al. [212] use integer linear programming to
create clusters, Wei proposes a clustering technique based on correlation coefficients
[230], Zheng proposes a predicate based clustering approach [264], Lucia et al. propose
a clustering approach for simulink models [160], and lastly Podgurski introduces a
pattern classification and multivariate visualisation technique to form clusters [191].

The main problem with clustering techniques is that a large number of faults
can potentially remain in each cluster/test suite [212]. Consequently, even though

clustering techniques have been demonstrated to help SBFL find multiple faults more
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effectively, there still remains original problem of developing SBFL techniques which
can find multiple faults in the given test suite.

Miscellaneous multiple fault localisation techniques include Ducasse et al.’s data
mining technique [44], which appeals to formal concept analysis and association rules,
but is demonstrated only on small examples. Jeffrey’s value replacement method has
also been attempted for multiple faults, but has high overhead [124].

In summary, attempts have been made to develop effective multiple fault local-
isation techniques. Mid-weight techniques such as BARINEL demonstrate the plau-
sibility of MFL on smaller programs [13,20,21]. However, SBFL approaches have
been demonstrated to be poor at locating multiple faults using established search
methods [21,163], and clustering techniques still create partitioned test suites which
still contain large numbers of faults. Thus, there remains the problem of develop-
ing techniques which can substantially improve SBFL at multiple fault localisation on
test suites with multiple faults. Effective methods of this sort would be expected to

perform well in experiments without appeal to clustering.

2.6 Research Directions

In terms of research directions which can help develop the most effective and
efficient fault-localisation techniques, we conclude that research into lightweight sta-
tistical techniques comparable to SBFL provide for the most promising directions —
in particular, with respect to both the problems of single and multiple fault localisa-
tion. Major research directions suggested by our literature review are summarised as

follows:

1. Given the established efficiency of SBFL, a first major research direction involves
attempts to advance the existing SBFL framework — which currently lies at the
state-of-the-art in lightweight statistical fault localisation. A prominent research
priority is to find new and most effective SBFL measures. Desiderata include first
showing that these measures are sufficiently well motivated to SBFL, and second
showing that the new measures substantially and significantly outperform (or
are at least competitive with) established measures at fault-localisation tasks

in terms of effectiveness on larger scale experimentation.

2. At single fault localisation, SBFL has various limitations. Recent theoretical

results have formally established that no “best” SBFL measure can be developed
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to solve the problem of fault localisation [253], and recent experimental results
have established that no measure performs “best” overall [164], thus it is an
open question as to whether a similar and equally lightweight method can be
developed to be an improvement on SBFL. Desiderata for this method includes
firstly showing that it satisfies and exploits desirable formal properties key to
fault localisation (which SBFL does not), and second showing that using the
new method substantially and significantly outperforms SBFL at a range of fault

localisation tasks.

3. At multiple fault localisation (MFL), lightweight techniques (such as SBFL) sim-
ilarly have limitations. Recent work has experimentally established that SBFL
methods are poor at multiple fault localisation [164], and despite the advent
of clustering methods, there still remains the problem of adapting SBFL to test
suites containing large numbers of faults. Thus, a third major research direction
is to develop such techniques. Desiderata include firstly showing that the tech-
nique satisfies and exploits desirable formal properties key to MFL which others
do not, and secondly showing that the technique substantially and significantly
improves on ranking based methods (such as SBFL, and BARINEL) at a range
of MFL tasks.

4. Generating test suites for use with ranking based fault localisation methods,
such as SBFL, is important for improving effectiveness. Accordingly, a promi-
nent research direction is to identify how to efficiently optimise existing test
suites (or generate small test suites from scratch) which satisfy formal proper-

ties exploitable by given techniques.

The thesis contributions presented in Section 1.4 are designed to advance these

research directions.
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Chapter 3

Preliminaries

In this chapter the preliminaries common to the theories discussed in chap-

ters 5, 6, 7, and 8 are presented.

3.1 Probands

Using the terminology of Steimann et al. [213], a proband is a faulty program together
with its test suite that we use for evaluating the performance of a given fault localiza-
tion method. In the remainder of this section we describe faulty programs and test
suites in more detail.

First, a faulty program is a program which fails to always satisfy a specification,
where a specification is a property expressible in some formal language and describes
the intended behaviour of some part of the program under test. When a specification
fails to be satisfied for a given execution (i.e. an error occurs), it is assumed there
exists something in the program which was the cause of that error, identified as the

fault for that execution.

Example 3.1.1. An example of a faulty C program is given in Figure 3.1 (called
minmax.c). This example is taken from Groce et al. [103], and we shall use it as our
running example throughout this chapter. There are some executions of the program
in which the assertion least <= most is violated, and thus the program fails to
always satisfy the specification. In such executions, the cause of the error is the fault

marked C3, which should be an assignment to least instead of most.

Second, a test suite is a collection of test cases whose result is independent of the
order of their execution, where a test case is an execution of some part of a program.

Each test case is associated with an input vector, where the nth value of the vector is
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int main() {

int inputl, input2, input3;
int least = inputl;
int most = inputl;

if (most < input2)
most = input2; // C1

if (most < input3)
most = input3; // C2

if (least > input2)
most = input2; // C3 (fault)

if (least > input3)
least = input3; // C4

assert (least <= most); // E
}

Figure 3.1: minmax.c

assigned to the nth input of the given program for the purposes of a test (according
to some given method of assigning values in the vector to inputs in the program).
Each test suite is associated with a set of input vectors which can be used to generate
the test cases. A test case fails (or is failing) if it violates a given specification, and

passes (or is passing) otherwise.

Example 3.1.2. We give an example of a test case for the running example. The test
case with associated input vector (0, 1,2) is an execution in which input1 is assigned
0, input?2 is assigned 1, and input3 is assigned 2, the statements labelled C1 and C2
are executed, but C3 and C4 are not executed, and the assertion is not violated at
termination, as least and most assume values of 0 and 2 respectively. Accordingly,
we may associate a collection of test cases (a test suite) with a set of input vectors.
For the running example the following ten input vectors are associated with a test
suite of ten test cases: (1,0,2), (2,0,1), (2,0,2), (0,1,0), (0,0,1), (1,1,0), (2,0,0),
(2,2,2), (1,2,0), and (0,1,2). Here, the first three input vectors result in error (and
thus their associated test cases are failing), and the last seven do not (and thus their

associated test cases are passing).

Thirdly, an important concept in fault localisation is a unit under test (UUT). A
UUT is a concrete artefact in a program which is a candidate for being at fault. Many

types of UUTS have been defined and used in the literature, including classes [54],
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methods [212], blocks [18,63], branches [204], and statements [131,158,240]. A UUT
is said to be covered by a test case just in case that test case executes the UUT. For
simplicity and convenience, it will help to always think of UUTS as being labelled C1,

C2, C3, ... etc. in the program itself. Assertion statements are not considered to be
UUTs.

Example 3.1.3. To illustrate some UUTSs for the running example (Figure 3.1), we
have chosen the units under test to be the statements labelled in comments marked C1,
C2, C3, and C4. The assertion is labelled E, which is violated when an error occurs. To
illustrate a proband, the faulty program minmax.c (described in example 3.1.1), and
the test suite associated with the input vectors described in example 3.1.2; together

describe a proband.

Finally, we present some assumptions about probands. It is assumed that test
suites satisfy the following two assumptions [213]: Every failing test case covers at
least one UUT, and every faulty UUT is covered by at least one failing test case. The
user is assumed to be an oracle who can correctly determine, upon inspection of the
faulty program, which UUTs are faulty and which are not. In an experimental setting
the faulty components are always known before inspecting the program (a premise

which makes experimental evaluation possible), whereas in practice they are not.

3.2 Proband Models

In this section we define proband models, which are the principle formal objects
used by the fault localization techniques discussed in this thesis. Informally, a proband
model is a mathematical abstraction of a proband. In our development we assume
the existence of a given proband in which the UUTs have already been identified for
the faulty program and appropriately labelled C1, ..., Cn, and assume a total of n
UUTs. We begin as follows.

Definition 3.2.1. A set of coverage vectors, symbolised T, is a set {t1,... ¢} in

which each #; € T is a coverage vector defined tj, = (c},...,c*,,, k), where

e For all 0 < i < n, c¥ =1if the ith UUT is covered by the test case associated

with t;, and 0 otherwise.

o ¢k, =1if the test case associated with ¢4 fails and 0 if it passes.

31



Intuitively, each coverage vector can be thought of as a mathematical abstraction
of an associated test case which describes which UUTs were executed in that test
case. We will also use the following additional terminology and notation. If the last
argument of a coverage vector in T is the number £ it is symbolised t;. k is in the
range 0 < k < |T| and uniquely identities a coverage vector in T. #; is also called
the kth coverage vector and is said to correspond to the kth test case in a test suite.
In general, for each ¢, € T, ¢ is the value of the ith argument in ;. If ¢f, , =
1 then ¢, is also described as a failing coverage vector, and as passing otherwise.
The set of failing/passing coverage vectors is denoted F/P respectively. c* 41 1s also
denoted e (as it describes whether the error occurred). Coverage vectors are also
called traces. For convenience, we may represent the set of coverage vectors T with a
coverage matriz, where for all 0 < i < n and 0 < k < |T| the cell intersecting the ith
column and kth row is cf and represents whether the i-th UUT was covered in the
k

test case corresponding to t;. The cell intersecting the last column and kth row is e

and represents whether #, is a failing or passing trace.

Example 3.2.1. For the test suite described in 3.1.2 we can describe a set of coverage
vectors T = {t1,...,t10} in which ¢; = (0,1,1,0,1,1), to = (0,0,1,1,1,2), t3 =
(0,0,1,0,1,3), t4, = (1,0,0,0,0,4), t; = (1,0,0,0,0,5), ts = (0,0,0,1,0,6), t; =
(0,0,1,1,0,7), ts = (0,0,0,0,0,8), tg = (1,0,0,1,0,9), and ¢ = (1,1,0,0,0,10).
Here, coverage vector t; is associated with the kth input vector described in the list
in Example 3.1.2. To illustrate how input and coverage vectors relate, we observe
that 10 is associated with a test case with input vector (0, 1,2) which executes the
statements labelled C1 and C2, does not execute the statements labelled C3 and C4,
and does not result in error. Consequently ¢}® = ¢} = 1, and ¢}’ = ¢} = ¢!* = 0,
and k = 10, such that t;o = (1,1,0,0,0,10) (by the definition of coverage vectors).
A coverage matrix representing T is given in Table 3.1. In practice, given a program
and an input vector, one can extract coverage information from the associated test

case by using established tools (for example, for C programs, Geov [3] can be used).

Definition 3.2.2. Let T be non-empty set of coverage vectors, then T’s program
model PM is defined as an ordered set (C1,...,C,), where for each C; € PM,

We shall often use the notation PM t to denote the program model PM associ-
ated with T. C|pps) is also denoted E (denoting the event of the error). Each member
of a program model is called a program component or event, and if ¢¥ = 1 we say C;

occurred in ty, that t; covers C;, and say that C; is faulty if its corresponding UUT

32



| G| G| G| Gu| B

t1 |0 1 1 0 1
ta || 0 0 1 1 1
ts || 0 0 1 0 1
ta || 1 0 0 0 0
ts || 0 1 0 0 0
te || O 0 0 1 0
tz || 0 0 1 1 0
ts || 0 0 0 0 0

1 0 0 1 0

1 1 0 0 0

Table 3.1: coverage matrix

is faulty. Following this, each event can be intuitively thought of as the set of vectors

in which it occurs.

Example 3.2.2. We use the running example to illustrate an example program
model. For the set of coverage vectors T = {t1,...,t10}, we may define a pro-
gram model PM = (Cy,Cy,C5,Cy, E), where Cy = {t4,to,t10}, Co = {t1,t5,t10},
Cs = {t1,to,t3,t7}, Cy = {to,te,t7,t0}, E = {t1,t2,t3}. Here, we may think of
C4,...,Cy as events which occur just in case a corresponding UUT (lines of code
labelled C1, C2, C3, C4 respectively) is executed, and E as an event which occurs
just in case the assertion least <= most is violated. Cj is identified as the faulty

component.

Definition 3.2.3. For a given proband we define a proband model (PM , T), consist-
ing of the faulty program’s program model PM , and the test suite’s set of coverage

vectors T.

For example, the program model PM and set of coverage vectors T described
in the running example together describe a proband model (PM,T). Finally, a

definition which will be used in chapter 7 is as follows.

Definition 3.2.4. Faulty hitting sets. Let (PM,T) be a proband model where
Ci,...,C; € PM and we let X = C; U---UC);. Then, for the set of failing coverage
vectors F C T, if F C X then X is a hitting set on F. Furthermore, if each of
Ci,...,C; € PM are faulty, then we say X is a faulty hitting set.
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As is established [13], it is assumed that the set of faults in a faulty program will

correspond to a faulty hitting set.

Example 3.2.3. We give an example of a faulty hitting set in the running example.
We observe that F = {t1, 5,13}, and C3 = {t1,ts,t3,¢7}. Thus F C C3, and so Cj is
a hitting set on F according to the definition. Furthermore, as Cj is faulty, Cj is also
a faulty hitting set. Note that the faulty hitting set consists of one single program
component in this example. In general, in programs with multiple faults they can be

much larger.
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3.3 Program Spectra

In this section we define program spectra, which is a principle formal object used in

spectrum based fault localization.

Definition 3.3.1. For each proband model (PM,T), and each C; € PM, a com-

ponent’s program spectrum, is a vector <aéf, a;f, a. . a where

Zep> %p)v

e al; = {tr € Tl = 1N ek =1}
o al; =ty € Tcf =0 A" =1}
o ai, = |{ty € T|cf =1 Ae* =0}

e a =|{tr,eT|F=0ne"=0
w = 1{ &

Informally, a’ s 1s the number of failing coverage vectors in T that cover Cj, a’, PRt
the number of failing coverage vectors in T that do not cover Cj, ag,, is the number of
passing coverage vectors in T that cover C;, and aﬁlp is the number of passing coverage
vectors in T that do not cover C;. We often drop the numerical indices when the
context is clear, writing a.s instead of aéf, and C' instead of C; etc. We observe that
aly, aly, al,, and al ) are equal to |C; N E,|C;N E,|C;N E| and |C; N E| respectively.
Example 3.3.1. For the proband model of the running example (PM,T) (where
PM = (C4,...,E) and T is represented by the coverage matrix in Table 3.1), the
spectra for Cy, Cy, C3, Cy, and E are (0,3,3,4), (1,2,2,5), (3,0,1,6), (1,2,3,4), and

(3,0,0,7) respectively.

We may represent each component’s program spectrum on a 2 X 2 contingency
table [190], where the number in a cell represents the frequency of the intersection of
the events at that cell’s respective cell and column (thus, the number in the cell at
ilp’
and the number in the cell at

row C; and column E is a’ £ the number in the cell at row C; and column F is a
i

the number in the cell at row C; and column E is Uep

row C; and column E is a, ;).

Example 3.3.2. We give an example of a contingency table for the running example.

Table 3.2 gives the data for the program spectrum of Cj.

As the total number of failing traces and the total number of passing traces are
invariant for each C; € PM, we have: |[F| = al; + ai;, |P| = a}, + a,, |T| =
F|+[P].
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| B
e
Cs 1l 0

| E

1
6

Table 3.2: Contingency table

3.4 Probability Spaces

Definition 3.4.1. For each proband model (PM, T), we identify a probability space
with a tuple (T, K, P;), where

e T is the set of coverage vectors described as the sample space,
e K is the set of events described as the event space.
e P is the probability function with signature P: K — [0, 1].

K is defined inductively as follows: For each C;,C; € PM, C;,C; € K. If
X,Y € K,then XNY, XUY, X € K. P, is assumed to have the following standard
properties of probability [117]. For all X|Y € K:

1. (X)) =&l
2. P(X)=1if X = T.
3. P(X)=0if X = @.
4. P(XUY) = P(X) + P(Y) - P(XNY).

5. P,(X)=1- P(X).

6. Pi(X|Y) = 2557

For clarity we shall drop the index of P, until chapter 6 (where we introduce a
second probability function and will thereby need to disambiguate between them in
our notation). Using the first property and the definition of a program spectrum, we

observe that the following four identities hold: P(C; N E) = %, P(C;NE) = %,

P(C; N E) = (IlTlly’ P(C; N E) = T%’l’ Informally, the first identity states that the

probability that the UTT corresponding to C; is executed in a failing test case is the

proportion of executions in which it is executed in a failing test case — conforming to

a classical notion of probability. The other three identities are similarly explained.
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Example 3.4.1. To illustrate a definition of a probability space, we define a prob-
ability space (T, K, P;) for the proband model (PM,T) in the running example.
Recal, PM = (C4,...,Cy,E) and T = {t1,...,t10}, where C; = {t4,t9,t10},
Cy = {t1,ts5,t10}, O3 = {t1,t2, 3,87}, Cy = {ta,t6,17,10}, B = {t1,t2,t3}. Using
this setup we can find the probability of events in K. For example, P(E) = |E|/|T|
(by property 1), which is equal to |[{t1,ts,t3}|/|{t1,-.-t10}| (by the definition of FE
and T). Thus, P(E) = 3/10. Informally, this states that the probability of the error
is 0.3 — which represents the proportion of test cases in the test suite in which an
error occurs, and intuitively describes the probability of a test case in the test suite

failing.

Using the properties of probability and the above four identities it is possible to
derive a measure for any probabilistic expression defined as a function of C; and FE.
We provide an example of such a derivation below in Example 3.4.2. The results for
many other derivations are presented in Table 3.2. The table can be used directly to

transform probabilistic expressions defined as a function of C; and E into a measure.

2 7
aef +a5P

Example 3.4.2. We show how to derive P(C;) = o Faloral Tl
four identities and the above properties of probability. As follows P(C;) = P((C; N
E)U (C; N E)) (by definition of set intersection). This is equal to P(C; N E) +
P(C;NE)—P(C;NENC;NE) (by property 4 of probability above). This is equal to
P(C;NE) + P(C;NE) (by property 3). This is equal to LT ]%’] (by our identities).

T [T
agrtaep

using the above

aier“Z%p
I'T|

This is algebraically equal to , which is equal to (by definition

of |T)).

aéj.+a};p+ailf.+a%p
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Figure 3.2: Basic probabilistic expressions and their measures

Qe f
aef+anf

expressions for many existing measures. See Example 3.4.3.

in the left hand side of the equation below). It is easy to show:

P(E|C)

[ Qep

Qeftanf Qep+anp
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~ P(E|C) + P(E[C)
This identification can be verified using Table 3.2.

In addition to being able to derive a measure expressing the probability of any

event defined as a function C; and F, we can also use the above to find probabilistic

Example 3.4.3. We give an example to illustrate how a given measure, described in
terms of the four elements of a program spectrum, can be equally described with prob-

abilistic expressions. We use the Tarantula measure [133] as an example (described



3.5 Suspiciousness Measures

Definition 3.5.1. A suspiciousness measure w is a function with signature w :
PM — R, and maps each C; € PM to a real number as a function of C;’s program
spectrum (al;, a;,f, af,, a,,), where this number is called the component’s degree of

suspiciousness [181].

The higher /lower the degree of suspiciousness the more/less suspicious C; is as-
sumed to be with respect to being a fault. Using our setup we can either express a
suspiciousness measure in terms of the elements of a program spectrum directly, or
alternatively in terms of a probabilistic expression which is itself expressible in terms
of the elements of a program spectrum. Some additional notation is as follows, for
all sets of components X, Y C PM we write X >T Y just in case every element in
X is more suspicious than every element of Y using suspiciousness measure w and
set of coverage vectors T. It will often be convenient to write w(al;, aj,al,, al,) as
shorthand for w(C;). Tables of established suspiciousness measures are given in Ap-
pendix A. Discussion of many measures is given in the literature review of chapter 2.

An example is given in section

3.6 Properties

In this section we present and discuss some established properties of suspiciousness
measures. A first general assumption which is established in the literature is as fol-
lows [213]: The prior probability distribution of faultiness is unknown, and therefore
not exploitable by a suspiciousness measure. Despite the distribution of faultiness
not being known, some suspiciousness measures satisfy specific formal properties,
which are argued to be advantageous to fault localisation or certain fault localisation
sub-problems. In the remainder of this section we describe these properties.

First, a prominent property is rationality [179,181]. A suspiciousness measure w
is rational if and only if the following two properties are satisfied. Where ¢ € N and

c>0

1. w<a/ef7 a/nf7 Qep, anp) S 'l,U(a/ef + ¢, anf — C, Qep, anp)

2. w<aef7 anf7 aep + ¢, a'er - C) S w(a’efa anf7 aep) anp)
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A stronger property than rationality is the property of strict rationality, which is
obtained by replacing < with < in the above definition. Roughly speaking, a measure
is rational /strictly rational if more failing traces covering a component lead to it being
marked as more suspicious, and more passing traces covering a component lead to it
being marked as less suspicious, conforming to our intuition of suspiciousness. Many
suspiciousness measures have been shown to have strict rationality, at least when
Qef, @ep > 1 [179,181]. Naish et al argue that it is reasonable to restrict the SBFL
approach to rational measures [182]. We assume this too in this thesis. An example

of strictly rational and rational measures is given in Example 3.6.1.

Example 3.6.1. The Wong-II measure a.; — ae, is strictly rational. Many measures,
def
+
such as the Tarantula measure —z <"/ —
aef+anf aeptanp

due to their behaviour when a., = 0. To see this, we observe that the Tarantula

, are rational but not strictly rational

measure returns the same value of 1 whenever a.s > 0 and a., = 0, thus violating the

first condition of strict rationality. See [179,181] for discussion.

A second property is single-fault optimality [179,181], which is based on the ob-
servation that if a program contains only a single fault then all failing test cases must
cover that fault. In general, for a given proband model (PM,T) we say a tech-
nique g is single fault optimal if for all C;, C; € PM, if a; = |F| and agf < |F| (or
al; = al; = |F| and al, < al,) then C; is more suspicious than C; using g. Given it is
assumed that UUTs are investigated by the user in descending order of suspiciousness
of their corresponding components, we then have the following definition of single-
fault optimal SBFL measures. According to Naish et al [179,181], a suspiciousness

measure w is single-fault optimal if it satisfies the following two conditions.

1. If a.y < |F|, then the value returned is less than any value returned when

a.y = |F|, and

2. If a.y = |F| and a,, = k, then the value returned is greater than any value

returned when a,, < k.

A framework that optimises any given SBFL measure to being single fault optimal
was first given by Naish in [182]. For a suspiciousness measure w scaled from 0 to 1
and input vector & = (Gef, Unf, Aep, Anp), We can construct the single fault optimised
version for w (written Opt(w)) as follows (here, we use the equivalent formulation of
Landsberg et al [149]):
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Opt(w) = h, where {h = dny +2 il : ¥
w(C;) otherwise

Single bug optimisation can be extended to any fault localisation method m which
returns the index of a most suspicious program component in PM . We define Opt(m)
as follows. Let S = {C; € PM|a; = |F|}. If S # &, return the index of a component
in S covered by the fewest passing traces, otherwise return the index returned by m.

Finally, we discuss the property of ranking equivalence. We begin with the defini-
tion for when measures are monotonically equivalent. Here the notation & symbolises

a program spectrum.

Definition 3.6.1. Two suspiciousness measures w; and wy are monotonically equiv-

alent if and only if (VZ, ¥) w1 (%) < wi(¥) < wa(Z) < wy(Y)

Naish et al. proved that many groups of suspiciousness measures are monotonically
equivalent on domains in which the measures share the same proband model [181]. In
other words, they proved they were monotonically equivalent in proband models in
which the number of failing test cases F and the number of passing test cases P are
the same for the spectra & and y. This property is called ranking equivalence [181].
Intuitively, ranking equivalent measures are equivalent for ranking components in
terms of suspiciousness. Thus, two measures are ranking equivalent just in case, for
any proband model, they rank the same components as most suspicious, the same
components as second most suspicious, the same components as third most suspicious,
etc. Ranking equivalence proofs have been given for many SBFL measures [58,149,181].
An example of a pair of ranking equivalent measures is given in Example 3.6.2.

aef
+
Example 3.6.2. The Tarantula measure —z ="

aef+anf aeptanp

(see [181]). Naish et al identify 6 classes of ranking equivalent

is ranking equivalent to the

Gef
Qep

measures S1—.56. These classes are grouped in Tables A.1 and A.2 in Appendix A.1.

simpler measure

3.7 SBFL method

In this section we describe the established SBFL algorithm. The method produces
a list of program component indices ordered by suspiciousness, as a function of set
of coverage vectors T (taken from a proband model (PMT)) and suspiciousness

measure w. Versions of this algorithm are presented in [13,133]. As the algorithm
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ci |0 3 3 4 0.00
Cy | 1 2 2 5 0.54
Cs 3 0 1 6 0.88

Cy |1 2 3 4 0.44

Table 3.3: Suspiciousness scores for running example using Tarantula

is simple, we informally describe the algorithm in three stages, as follows. First, the
program spectra for each program component is constructed as a function of T. Sec-
ond, the indices of program components are ordered in a suspiciousness list according
to decreasing order of suspiciousness. Third, the suspiciousness list is returned to the
user. In a semi-automated single fault localisation paradigm, the user will inspect
each UUT corresponding to each index in the suspiciousness list in decreasing order
of suspiciousness until a fault is found. In a semi-automated multiple fault localisa-
tion paradigm, the user will inspect each UUT corresponding to each index in the
suspiciousness suspiciousness list in decreasing order of suspiciousness until all (or a

given number of faults) are found.

Example 3.7.1. We illustrate an instance of SBFL using our running minmax.c ex-
ample of 3.1, and the Tarantula measure as an example suspiciousness measure. First,
the program spectra (represented by the second column of Table 3.3) is constructed
as a function of the given coverage vectors (represented by the coverage matrix of
Table 3.1). Second, the suspiciousness of each program component is computed (last
column of Table 3.3), and ordered according to decreasing order of suspiciousness.
Using Table 3.3 we get the list (3,2,4, 1). Finally, the list is returned to the user, and
the lines of in the program are inspected according to this list in descending order of
suspiciousness until a fault is found. In our running example, C3 is investigated first,

and thus the fault is found immediately by the user.
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Chapter 4

Experimental setup

In this chapter we present the experimental setup common to the experiments
performed in chapters 5, 6, and 7. In general, we perform two different types of

experiments, which are informally stated as follows:

1. Single fault localisation task (SFL). Here the task is to experimentally compare
the effectiveness of different techniques at the task of finding a single fault in a

program (Chapters 5 and 6).

2. Multiple fault localisation task (MFL). Here the task is to experimentally com-
pare the effectiveness of different techniques at the task of finding multiple faults

in a program. (Chapter 7).

In the remainder of this section we describe benchmarks and evaluation methods.

4.1 Benchmarks

We use two sets of benchmarks, which we call the SIR and Steimann (STI) bench-
marks respectively. The former consist of small programs, the latter of large programs.
We designed our experiments to ensure it is (to our knowledge) one of the largest scale

experiments in software localisation to date.
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4.1.1 Small programs

| Benchmark | LOC| b ]|LOC/b | t] v] 2v|3v][4v]
print_tokens 478 | 49 10 | 4130 6| 14116] 9
print_tokens?2 399 | 55 7| 4115 71 192116
replace 212 | 79 6| 5542 || 22| 203 | 50 | 36
schedule 292 | 38 71 2650 | 8] 34|33]55
schedule? 301 | 32 91 2710 | 9| 30|76 | 8
tcas 141 | 13 10 | 1608 || 28 | 89 | 71 | 63
tot_info 440 | 32 14 | 1051 | 19 | 167 | 94 | 91
gzip 7996 | 32 250 214 || 4 6] 4] 1
sed 11990 | 104 115 360 | 5 91 7| 2
space 6218 | 254 24 1 13585 || 23 | 68| 46 | 20

Table 4.1: SIR benchmarks

In this section we describe the SIR benchmarks used in our experiments. The SIR
benchmarks are divided into the Siemens test suite (which consists of print_tokens,
print_tokens2, replace, schedule, schedule2, tcas, and tot_info), and three
larger programs gzip, sed, space. All these are are C programs. Table 4.1 describes
these benchmarks. The first column gives the name of the benchmark, the second
the number of lines of code (LOC) in the “golden” (correctly working) version of that
benchmark, b is the average number of blocks of code (where a block corresponds to
a maximal set of lines of code with the same test cases covering them), LOC/b the
average number of lines of code per block, and ¢ the number of test cases that were
supplied with the benchmark. 1v, 2v, 3v, 4v give the number of single, double, triple,
and quadruple fault versions generated for the benchmark. Each benchmark has a
single correct working “golden” version of the program, a number of faulty versions
of the same program, and a number of test cases in a test suite (usually designed to
maximise coverage of the program). In the original benchmarks available from the
SIR repository [7], the faulty versions usually contained only a single fault. Details
of the benchmarks are given below.

The Siemens programs were assembled at Siemens Corporate Research in order to
study how software fault localisation could take place as a function of coverage data
extracted from program executions (see [120]). The remaining programs (the bottom
three of Table 4.1) were collated by SIR. The programs in the suite perform a variety

of different functions:
1. tcas is an aircraft collision avoidance system.

44



2. schedule2 and schedule are priority schedulers.

3. totinfo computes types of statistics for certain data.
4. printtokens and printtokens2 are lexical analysers.
5. replace performs pattern matching and substitution.

6. space is an interpreter for an array definition language (ADL). The program
reads a file that contains several ADL statements, and checks the contents of
the file for adherence to the ADL grammar and to specific consistency rules.
If the ADL file is correct, space outputs an array data file containing a list
of array elements, positions, and excitations; otherwise the program outputs
error messages. The original test suite for space was constructed by Vokolos et

al. [227).

7. gzip and sed are both UNIX utilities. gzip is a file format and a software
application used for file compression and decompression, and sed is a stream

editor which parses and transforms text.

We now discuss how faulty versions were created for the original benchmarks
by the Siemens team and contributors to SIR [7]. Faulty versions of the Siemens
programs were created by manually seeding those programs with faults, usually by
modifying a single line of code in the program (although sometimes by inserting or
deleting a line of code) in the golden version. The aim was to introduce faults that
were as realistic as possible, based on their experience with real programs. Test
suites were created for each program. To make these test suites, an initial suite of
black-box test cases were created according to good testing practices, based on the
tester’s understanding of the program’s functionality, using the category partition
method and the Siemens Test Specification Language tool. They then augmented
this suite with manually-created white-box test cases to ensure that each executable
statement, edge, and definition-use pair in the base program or its control-flow graph
was exercised by at least 30 test cases. To obtain meaningful results with the seeded
versions of the programs, the researchers retained only faults that were neither too
easy nor too hard to detect, which they defined as being detectable by at most 350
and at least 3 test cases in the test pool associated with each program.

As the original versions of the benchmarks (made available at the Software-
artifact Infrastructure Repository (SIR) [7]) usually only contained a single bug,
Abreu extended these benchmarks to the multiple fault case [13,21]. Accordingly,
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each “golden” version of a program was extended with the faulty versions in such a
way as arbitrary combinations of faults could be activated using macro definitions.
Thus, any combination of the original faults associated with the original single fault
versions could be activated simultaneously. The set of original faults made available
were limited to a selection of 143 out of the 183 original faults, based on criteria such
as faults being attributable to a single line of code, in order to enable unambiguous
evaluation. We used these versions of the SIR benchmarks in our experiments.

We now describe how we generated faulty versions using Abreu’s version of the
SIR benchmarks. For each benchmark we randomly generated 100 (or an exhaustive
number) of 1 fault versions, 100 (or an exhaustive number) of 2 fault versions, and so
on for the 3 and 4 fault versions. We then removed versions if there was a fault that
was not covered by a failing test case. To illustrate, using this process we obtained
for the tcas program — 28 faulty versions which covered 1 fault, 89 versions which
covered 2 faults, 71 which covered 3, etc., as detailed by Table 4.1.

For each faulty version, there was a unique test suite associated with that faulty
version (which took the form of a text file consisting of input vectors). The exception
was for space, which had many different test suites associated with it. We used
testsuitel, which is a set of 150 input vectors associated with the space program [21].
It was not feasible to run all 10k+ test cases supplied on space. Each faulty version
and test suite constituted a proband. We now discuss error detection. A test case
counted as failed if its output differed from the corresponding output of the supplied
“golden” program version, and as passed otherwise (In this way, the correct version
supplied us with a virtual specification for the faulty version). The faulty lines of
code were identified in the source-code for us.

We now discuss how we created a proband model for each proband. For each
test suite and associated faulty program version, we used the GCOV tool to extract
coverage information for each test case executed on the faulty program. Gceov is a tool
used in conjunction with the GCC compiler designed to inform the user what lines of
code are actually executed in a given test case, and can additionally provide a variety
of profiling information [3]. After all the coverage information was gathered for a
given proband, we generated the associated set of coverage vectors, which was then
stored in a text file in a form that represented a coverage matrix. The granularity of
our UUT was chosen to be coverage blocks (from hereonin blocks), where a block is
defined as a maximal set of executable statements with the same test cases covering
them. Each coverage matrix was stored in such as way as to encode the details of our

proband model — with rows of the matrix representing each coverage vector in the
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set, and each column associated with a program component in the program model
(as per the setup of chapter 3). For all our experiments, a block was considered to
be faulty just in case one of the lines of code it covered was faulty, and thus we could
identify faulty components.

We now discuss the choice of coverage blocks as the level of granularity for our
experiments. In practice, coverage blocks provide a natural grouping for lines of
code, as the degree of suspiciousness of lines of code will always be the same as the
block to which they belong, and so does not affect the fault localisation process from
the user’s point of view (consequently a measure will received better W-scores using
coverage blocks just in case it receives better W-scores using statements as the level of
granularity). It also saved a great deal of time as far as running the experiments was
concerned (compare the number of blocks with the number of lines of code in either
of the tables of benchmarks above), making the scale of the experiment feasible to
perform. In the majority of our benchmarks, coverage blocks represented a continuous
chunk of the program and were roughly similar in size — the average size of these blocks

are reported in the benchmark Tables 4.1 and 4.2.

4.1.2 Large programs

‘ Benchmark H M ‘ uuT ‘ b ‘ UUT/b ‘ t ‘ 1/2/4/8/16/32v ‘
Daikon 4.6.4 14387 | 1936 | 48 40 | 157 | 353/1000/1000/...
Eventbus 1.4 859 | 338 | 68 5| 91| 577/1000/1000/...
Jaxen 1.1.5 1689 | 961 | 228 41 695 | 600/1000/1000/...
Jester 1.37b 378 | 152 | 25 6| 64| 411/1000/1000/...
Jexel 1.0.0b13 242 | 150 | 48 3| 335 | 537/1000/1000/...
JParsec 2.0 1011 | 893 | 240 4 | 510 | 598/1000/1000/...
AC Codec 1.3 265 | 229 | 57 4 | 188 | 543/1000/1000/...
AC Lang 3.0 5373 | 2075 | 78 27 | 1666 | 599/1000/1000/...
Eclipse.Draw2d 3.4.2 || 3231 | 878 | 74 12| 89 | 570/1000/1000/...
HTML Parser 1.6 1925 | 785 | 148 5| 600 | 599/1000/1000/...

Table 4.2: Steimann’s benchmarks

Our second set of benchmarks is provided for by Steimann et al. (henceforth
“Steimann” suite) [213], described in Table 4.2. All the programs described in this
suite are Java programs. The first column gives the name of the benchmark, the sec-
ond the number of methods (M) for the golden version of that benchmark, UUT gives
the number of units under test, b gives the average number of coverage blocks for a

program version, UUT /b gives the average number of units under test per block, and
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t the number of test cases. 1/2/4 ... gives the number of single, double, quadruple, ...
etc. fault versions respectively. Given that each method contains many lines of code,
the benchmarks here are much larger than the ones in the SIR test suite (e.g. Daikon
is known to have 100k+ LOC). Test suites for the benchmarks were created using
JUnit. Here, the length of the benchmarks were described by Steimann et al. in terms
of methods, as opposed to lines of code [213]. To obtain the number of methods they
used the Eclipse Java search facility, which “provided more accurate counts than any
metrics tool that we tried (whose counts did in fact vary widely, presenting a threat
in its own right” to the validity of the experiment.

We now discuss how we generated our proband models. Steimann et al provided us
with a C program and data repository that automatically generated coverage matrices
(along with the identified faults) as a function of the repository. The data repository
stored coverage information about the test cases for a given program version, and the
step of compiling the original 50k+ Java programs and extracting the coverage data
itself was performed by Steimann et al, and is a step which was infeasible to complete
ourselves for the purposes of this thesis given the amount of time this would take.
Finally, we adapted their C program to create coverage matrices at the coverage block
level of granularity, and stored in text files in the same format as discussed in the
previous subsection.

Some general descriptions of the golden versions of the benchmarks are as follows:

1. Daikon is designed to detect likely invariants of programs, where an invariant is
a condition that always holds true at certain points in the program. It is mainly
used for debugging programs in late development, or checking modifications to

existing code.

2. Eventbus is a publish-subscribe application programming interface (API) in
which subscriptions are based on class semantics and/or string matching. It is

used to simplify communication between threads in Java programs.

3. Jaxen is described as a universal object model walker, capable of evaluating
Xpath expressions, where Xpath is a syntax for defining parts of an XML doc-

ument.
4. Jester is a lightweight operating system.
5. Jexel provides integration of Microsoft Excel into Java applications.

6. JParsec is a parsing program.

48



Name

Function

Negate Decision (ND) | negate condition in an if or while statement
Replace Constant (RC) | replace integer constant C by 0, 1, -1,C+1 or C-1
Delete Statement (DS) | delete a statement

Replace Operator (RO) | replace an arithmetic, relational, logical,

bitwise logical, increment/ decrement or arithmetic-
assignment operator by an operator from the same class

Assign Null (AN) replace rhs of assignment with null
Return Null (RN) replace return expression with null

Table 4.3: Fault injection methods

actual faults 1 2 4 8 16 32

covered faults || 1.00 | 1.92 | 3.63 | 6.71 | 11.81 | 20.02

Table 4.4: Fault injection methods

7. AC Codec (Apache Commons Codec) software provides implementations of com-

mon encoders and decoders such as Base64, Hex, Phonetic and URLs.

8. AC Lang (Apache Commons Lang) provides a host of helper utilities for the

java.lang API, notably String manipulation methods, basic numerical methods,

object reflection, concurrency, creation and serialization and system properties.

9. Eclipse Draw is a lightweight tool-kit for displaying graphical components on
an SWT Canvas, where the Standard Widget Tool-kit (SWT) is a graphical
widget tool-kit for use with the Java platform.

10. HTML Parser is a program for automated Hypertext Mark-up Language
(HTML) parsing.

We refer the reader to [213] for in-depth discussion and details of the bench-

marks. We now discuss how faulty versions were generated by the original authors.

Each version of a benchmark with n faults was generated automatically using fault

injection methods. The set of mutations are presented in Table 4.3 and discussed

in [213]. We observed that not all faults were covered by test cases supplied by a

proband. In Table 4.4 the average number of faulty components that were covered

for all 1/2/4/8/16/32 fault benchmarks was found are given in the succeeding row.

On average, a program version contained 7.52 covered faults.
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We now discuss the major differences between the SIR and Steimann benchmarks.
The major difference is their scale, and quality. We discuss these differences as follows.

First, scale. The Steimann suite is much larger in three dimensions:

1. The programs were larger (1004+ methods, whereas programs in SIR were usu-
ally under 1000 LOC)

2. The sample sizes of the n-faulty versions of each benchmark was larger (usually

1000 versions, whereas with SIR, there were usually less than 100)

3. The suite could represent a larger range of faults per program (1-32, whereas
SIR was 1-4).

Accordingly, we refer to the Steimann benchmarks as our “large” benchmarks,
and to the SIR benchmarks as our “small” benchmarks.

Conditions (1) and (2) were out of our control, as these were fundamental proper-
ties of the benchmarks as given. The reason for (3) was that for SIR benchmarks we
had to limit ourselves to four faults. This was because we wanted to generate as many
n fault benchmarks as could be uniformly generated across the suite, and as the gzip
benchmark only had four single fault versions, it only became possible to generate a
maximum of four faults for that benchmark, and hence the others. Versions from this
test suite in which faults were not covered by a failing test case, were not included.
In contrast, for the Steimann benchmarks not all the faults were covered by a failing
test case in many of the versions. We did not delete program versions that did not
cover all faults in the larger benchmarks because this was so frequent, especially for
those with a high number of faults.

We now discuss differences in quality between the large and small benchmarks.
The quality of injected faults is very different. The SIR benchmarks contain faults
which are manually injected (and thus more natural looking), whereas the Steimann
benchmarks are automatically injected. We can find no reason for thinking that
this means that the SIR benchmarks are better quality for the purposes of a fault
localisation experiment. This is because all our fault localisation methods are a
function of the coverage information of test suites, and because the particularities
about given faults are hugely abstracted over, their original nature becomes more
irrelevant. Furthermore, the automatically injected faults, as described by Table 4.3,
do some work in simulating some types of common mistakes made by engineers, or

at least simulate many of their effects.
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Another difference involved the quality of the coverage matrices. For the SIR
benchmarks, test cases were designed in terms of maximising coverage and were a
function of input vectors to the entire program itself. In contrast, the test cases
for the Steimann benchmarks were made using JUnit [213], can be used execute
and test individual functions within the entire program. This had the potential to
make failing test cases which covered relatively few program components. Another
important difference is the fact the small benchmarks consist of C programs, and the

large consist of Java.

4.2 Evaluation Methods

In this section we present our methods for evaluating how well a given measure
performs as a fault localiser. We limit ourselves to discussion of the task of locating
a single fault in a program (in a program with any number of faults) here, as our
evaluation criteria for our multiple fault localisation experiments will require presen-
tation of the particular multiple fault localisation algorithms themselves for them to
be clearly understood. We use two major means of assessment: a wasted effort score
(W-score), and an absolute ranking score (A-score). We also perform Wilcoxon rank-
sum significance tests using these scores. In addition, we discuss how to estimate
the scores for an ideally performing strictly rational SBFL measure (scores which no

strictly rational SBFL measure can exceed).

4.2.1 Wasted effort scores

In the context of a practical semi-automated fault localisation task on a given
faulty program, a fault localisation tool is assumed to be effective if, after the tool’s
fault localisation information has been passed to the user, the amount of effort an
engineer wastes looking for faults is otherwise reduced. Furthermore, the degree of
effectiveness of a tool may be measured in terms of the amount of wasted effort. One
established way to estimate wasted effort is to calculate the percentage of non-faulty
blocks of code an engineer would be expected to look through until a fault is found
using the given tool [18,181,241]. This percentage is called the wasted effort score
(W-score), and an effective method is expected to have low wasted effort scores on

average. In this section we present the definitions for W-scores.
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We begin by stating that underlying our W-scores are two conventional assump-

tions established for the purposes of evaluation [213]:

1. We assume the user will always recognize a component considered to be faulty

in the context of the evaluation to be faulty.

2. We assume the user will never recognize a component considered to be non-

faulty in the context of the evaluation as faulty.

In developing a formal definition of a W-score, we consider the subtlety of how
to score in cases where a most suspicious faulty block is tied with other faulty or
non-faulty blocks. One approach is to score the technique in the best case scenario in
which the bug is investigated first in the case of ties, which leads to a best case score.
This can be informally described as the percentage of non-faulty blocks with strictly
greater suspiciousness than the most suspicious bug. Formally, where w is the given
suspiciousness measure we wish to provide a wasted effort score for, and B is known
as faulty in the program model PM with the highest degree of suspiciousness of any
bug according to w, then

best(w) = {C; € PM|w(C;) > w(B)}|1OO
| PM|

Here we exclude E' from the program model PM (so that only components corre-

sponding to UTTs are considered). An alternative approach to best scores is to score
the measure in the worst case scenario in which the bug is investigated last in the case
of ties, which leads to a worst case score. This may informally be described as the
percentage of non-faulty program components with a greater or equal suspiciousness

than a most suspicious bug. Formally,

[{Ci € PM|w(Cy) > w(B)}| ~ 1,
|[PM|

Both best and worst scoring methods as defined have been consistently used in

the literature [18,181,241]. We argue that both these scoring methods have issues.

We argue the best score is problematic, since the optimal measure under this scoring

0

worst(w) =

method is the measure which assigns the same degree of suspiciousness to each com-
ponent. However, this measure is obviously useless to the user in practice as it does
nothing to discriminate more from less suspicious components, and so should not be

regarded as scoring well.
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In contrast, we argue that the worst score is also problematic, since a measure
would be expected to increase the mean of its scores over many program versions
simply by adding a small random number to otherwise equally suspiciousness scores,
thereby breaking any ties, and improving the measure’s score over a sufficiently large
sample. This positively biases measures which break ties at random.

An alternative to worst and best scoring methods which allays much of these
problems is to take the mean. For instance, the following mean scoring method (here

expressed as a percentage) is proposed by Abreu [13]:

_ best(w) 4 worst(w)
B 2
The assumption behind this is that if there is only one fault in the program, then

mean(w)

we’d expect half of the non-faulty blocks which are equally suspicious to the most
suspicious fault to be inspected before a faulty block is found. However, this too is
problematic if we use the scoring method with programs with multiple bugs. When
there are many bugs otherwise equally ranked with the most suspicious bug, measures
which break ties at random would be expected to be favoured in terms of their mean
scores over a large sample, therefore biasing measures which break ties at random.
Consequently, we argue that a better scoring method than the best, worst, and mean
scoring methods is one which measures the expected percentage of non-faulty blocks
the user would have to inspect before finding a bug as a function of the number of
bugs in the program. Formally, where bugs is the number of bugs with the same

suspiciousness score as the most suspicious bug b, then

worst(w) — best(w)
bugs + 1

average(w) = best(w) +

A consequence of this scoring method (which the other measures do not satisfy)
is that in a program with 2, 3, 4 ... etc bugs, the expected percentage of non-faulty
blocks a user would have to investigate using a measure which ties all components
would be just under 50%, 33%, 25% ... etc respectively, which is just what we
would expect in practice. Our average measure thus provides a better analysis of the
expected percentage of non-faulty blocks one would have to inspect before finding a

fault using a given method. We use this definition of a W-score in our experiments.
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4.2.2 Absolute ranking scores

We performed a second means of assessment using absolute scores (A scores).
Following Parnin and Orso [188], absolute scores are designed to gauge how effective
a method is in terms of whether it ranks a fault in the top “handful” of most suspicious
UUTs. Accordingly, for a given program version a measure receives 100% if a faulty
block was a member of the set of the n most suspicious blocks (and 0% otherwise),
for some cut-off of n. In our experiments we use n = 1, which meant that our
A scores measured whether a technique identified the most suspicious component
(and therefore the first component investigated by the user) with a fault. We think
measuring whether a method behaves perfectly (i.e. identifies the most suspicious
component as a fault) is a useful indicator of effectiveness. An additional reason for
our low cut off for n was because coverage blocks can be quite large (already containing
a number of methods or lines of code) and faults could often be abundant (especially
in our large benchmarks), and therefore it can often be reasonable to expect a good
fault localisation method to locate a fault in the most suspicious block in the context
of our experiments.

We first discuss the difference in importance between W and A scores as evaluation
measures. In recent years there has been the question as to which is the better way
to assess the effectiveness of a SBFL measure, with many authors now preferring to
supply both types of scores in some form [149,165]. Parnin and Orso [188] conclude
that A scores are more useful for assessing SBFL methods at the task of finding a
single fault. They base this conclusion on the fact that in their study engineers were
prone to ignore suspiciousness lists after investigating the top handful of suspicious
components. This conclusion is based on observations from a study they performed
of 20 programmers who used the Tarantula tool on two small (2-4k LOC) single
bug programs [188]. We argue the conclusion of Parnin and Orso is controversial —
just because engineers in their study began to ignore suspiciousness lists after a few
investigations, this does not automatically entail that they should. Instead, it might
equally be argued that a conclusion of that study is simply that the engineers simply
did not use the particular tool correctly (as prescribed).

Thus, we address the question: what is more important in evaluating a technique’s
effectiveness — W or A-scores? We think the answer to this question comes from
considering what the technique is designed to do in the first place. For instance, in
contexts in which only a single top suggestion can be used (e.g. a measure is being used

as a subroutine in an automated tool such as Genprog [98], to find where a program
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repair algorithm should uniquely focus its repair), then A-scores are preferred as the
measure of effectiveness. In contrast, if a user is investigating a large amount of faulty
but ill-understood code in the semi-automated fault localisation paradigm, the user
might be advised to investigate it in order of suspiciousness until a fault is found,
in which case W-scores would be preferred. In conclusion, we suggest both scoring
methods are good for evaluating a given measure for different tasks. As we are more
interested in the semi-automated fault localisation paradigm, we think W-scores are
more important for evaluating techniques in terms of effectiveness for the purposes
of this thesis.

We raise one issue about A-scores which we believe has a bearing on how a measure
is valued. To see the issue, consider a measure w; which always isolates a fault in the
n + 1th investigated component, where we are using an A-score with a cut-off of n.
This would automatically be the worst possible measure according to A-scores with a
cut off of n (receiving a mean A-score of 0). Accordingly, a measure wy which ranked
all bugs as the last component to be inspected, except for one occasion in which it
isolated a fault in the n-th, would be superior to w; (because its mean A-score would
be greater than 0). A-scores therefore lose the ability to score a measure in terms of
its proximity to perfect performance, a factor which W-scores accommodate well.

Finally, we observe that our W scores and A scores have the following relationship
- a measure w received an W score of 0% for that program version if and only if it
received 100% in terms of A score. Intuitively, this is because if no effort has been
wasted (i.e. no-non faulty blocks have been investigated) in finding a fault, then the

first block investigated was faulty, and vice versa.

4.2.3 Upper and lower bound scores

In this section we discuss how to estimate an upper bound for the scores for the
SBFL approach. Intuitively, what we call upper bound scores are scores which no SBFL
measure can exceed. Naish et al. present upper bound scores in the form of what
is defined as the unavoidable costs for any strictly rational measure. These are the
scores that the best performing strictly rational measure can possibly receive [182].
To determine this score, one constructs an ordered list with the property that for
every component, C; is ranked higher than a given fault C; just in case every strictly
rational measure would rank C; higher than C;. The W/A-scores of this list are
the unavoidable cost W/A-scores. Following Naish et al, we take unavoidable cost

scores to reasonably estimate the upper bound limit for the performance of the SBFL
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approach in general (see [182] for details). Upper bound scores are particularly useful
in determining whether competing techniques can outperform the best possible scores
of SBFL, and will be of interest in Chapter 6 when we compare SBFL with our new
rival framework.

We now present a way to estimate the lower bound scores for a technique. In
theory, lower bound scores are scores which no reasonable SBFL measure should score
lower than. To establish a baseline for localisation efficiency, we included a random
measure (called “Random”) which assigns each program component a random sus-
piciousness score. Informally, the random measure models a completely uninformed
engineer who inspects the program at random hoping to find a fault. Consequently,
we would reasonably expect suspiciousness measures to perform better than this mea-
sure. To get the random score, we ran each experiment 10 times with the random

measure and took the average.

4.2.4 Higher level scores

We define general performance indicators in the form of higher level W (or A)

scores. For each suite (SIR/Steimann), there are ten benchmarks, where:

1. The score for the n-fault version of a benchmark, is the mean of the scores of the
n-fault versions of that benchmark. For example, the score for the 2-fault ver-
sions of the Daikon benchmark, is the mean of the 1000 scores received for that
benchmark. Each score for an n-fault version of a benchmark is simply called a
score. Each technique has 100 scores in total, 60 for the large benchmarks and
40 for the small.

2. The score for the n-fault versions of a suite, is the mean of the scores of a suite.
E.g. the score for the 2 fault versions for the Steimann suite, is the mean of the

2 fault version of Daikon, the 2 fault versions of Eventbus, etc.

3. To generate overall AVG scores for a suite, we take the mean of the scores in
that suite. For example, the AVG score for Steimann benchmarks is the mean

of its 60 scores.

4. To generate overall AVG scores, we take the mean of all the scores of each suite
(there are 100; 60 from the Steimann benchmarks, 40 from the SIR benchmarks).
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A consequence of the above scoring method is that each score is weighted equally
in the final AVG, as is established convention [181]. A good technique will have low
AVG W-scores and high AVG A-scores. We emphasise that higher-level scores are
no more than coarse grained indicators. We also emphasise that, to our knowledge,
no better ways to assess the performance of ranking based techniques on a set of

benchmarks has yet been presented in the literature.

4.2.5 Significance tests

We performed a final means of assessment using Wilcoxon rank-sum tests. The
Wilcoxon rank-sum test is a non-parametric statistical test which tests whether one
population of values is significantly larger than another population [234]. A non-
parametric test was chosen because the underlying distribution is assumed to be
unknown. Using this test, we were able to establish which measures’ W or A-scores
were significantly better than others.

In addition, in order to assess the relationship between the number of bugs in a
program and a given measure’s W-score, we used the Spearman’s rho measure [210].
Spearman’s rho measures how well the relationship between two variables can be
described using a monotonic function. Here, the variables in question were the number
of bugs (1, 2, 3, 4 for the SIR benchmarks, 1, 2, 4, 8, 16, 32 for the Steimann
benchmarks), and the W-scores the given measure received on average for the program
with the given number of faults. A significant relationship was obtained with an R-

score of -0.99 or less.

4.2.6 Evaluation

Using the evaluation methods described in this section, we can now state how we
evaluate the claim that a given method is effective and efficient at single fault lo-
calisation. Following the literature review of chapter 2, established methods at the
state of the art of statistical fault localisation have been demonstrated to be effective
at finding faults, where effectiveness has typically been measured in terms of that
method’s W or A scores obtained in large scale experimentation. Accordingly, in this
thesis we empirically substantiate the claim that a new technique is effective at a

given fault localisation task by showing it improves on the AVG W and A scores of

!Following a convention on small sample sizes, we applied continuity correction by adjusting the
Wilcoxon rank statistic by 0.5 towards the mean value when computing the z-statistic.
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state of the art techniques. Furthermore, we empirically substantiate the claim that a
technique (for localizing either single or multiple faults) is efficient by demonstrating
it maintains a low average runtime in large scale experimentation, and assume that
a runtime of ten seconds or less on average is sufficient to count as low (given this is
negligible amount of time for the user to wait).

Discussion of how to evaluate the claim that a given method is effective at multiple
fault localisation is postponed to section 7.6, as this will require some more detailed

discussion of multiple fault localisation methods.

4.3 Threats to Validity

In this section we discuss threats to the validity and value of any results obtained
the experimental setup described in this chapter. Threats to the validity of empirical
studies of SBFL techniques is a research topic in its own right [213]. In this section
we summarise some of these threats. The underlying worry for most of them is the
inability of the experimental results to generalise more broadly as predictors of the

techniques’ accuracy or usefulness in practice. Issues include the following:

1. The faults may be unrepresentative. The programs in our large benchmarks
have automatically injected faults, which may mean they are not always repre-
sentative of natural faults in the real world. In addition, certain types of faults
(such as faults of omission) were not included and the distributions of how many

faults there are in programs may vary from context to context.

2. The programs may be unrepresentative. Some of the programs may not be
generally representative of real-world programs, given the variety of languages,

sizes and code quality which exists.

3. The test suites may be unrepresentative. In real-world testing scenarios the test
suites vary in terms of size and quality and in our benchmarks the test suites

had good coverage which advantages the process of fault localisation.

4. The data gathering stage may be unrepresentative. The conventional method of
gathering coverage data relies upon comparing executions between golden and

faulty mutants of a program, which is often unlike real-world scenarios.

5. The evaluation methods may be unrepresentative. We make the conventional

assumption that a programmer always recognizes the status of a piece of code
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as faulty or non-faulty when investigating the program. In practice, this may
not be the case. A related criticism is that our evaluation methods do not

necessarily measure how quickly a programmer will find faults in practice.

6. Coverage blocks are large. The average size of the coverage blocks are reported
in the benchmark Tables 4.1 and 4.2, and can often be quite large, suggesting
that even if a fault is ranked highly by a measure the user will still have to look
through a large amount of code, suggesting that fault localization techniques

could be improved wrt accuracy.

We emphasise that the above threats are faced by many SBFL studies in gen-
eral [213]. As a response, we agree with Steimann et al. who argue that experiments
such as ours play a necessary role in evaluating the accuracy of a technique and that
practical utility depends on a technique’s accuracy. Indeed, as Steimann et al. con-
clude — “who would deny the value of a fault locator with perfect accuracy?” [213].
Moreover, a superior method to experimentally assess SBFL techniques which is at
once sufficiently scaled and feasible has not yet been found.

Given the existence of threats to the validity and value of empirical assessments
of fault localisation methods, we agree with Steimann et al that the theory which
motivates a given technique to the fault localisation problem becomes relatively more
important [213]. In conclusion, we believe that the best techniques will have a good
balance of empirical performance (low W-scores and high A-scores) and satisfy desir-

able formal properties motivated as key to fault localisation.
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Chapter 5

Spectrum-based Fault Localisation

In Chapter 1 we identified SBFL as one of the most prominent, efficient, and
effective current methods of software fault localisation. One of the major projects of
SBFL research is to find new and better performing suspiciousness measures [18,19,40,
71,130,140,149,150,158,161-163,181,194,197,238,241,242,246,254,262]. Accordingly,

the contributions of this chapter are as follows:

o New measures. We introduce and motivate 95 new measures (borrowed from
other areas of science and philosophy) to SBFL. These measures are divided into
four categories: similarity, prediction, causal, and confirmation measures. We

also automatically generate thousands of new measures.

e Theoretical component. In order to identify a class of measures for experimental
comparison, we formally prove that many measures are ranking equivalent for

the purposes of fault localisation.

e Fxperimental component. To empirically evaluate our new measures we provide
what is, to our knowledge, the largest scale experimental comparison in soft-
ware fault localisation to date, comparing all known measures on over 50k+
program versions. Our results identify a new best performing measure m9185
which alongside Kulkzynski2, statistically significantly outperforms all other es-
tablished measures (p = 0.01) at W-scores. We also demonstrate that many of

our new measures are competitive.

The rest of this chapter is organised as follows. In Section 5.1 we introduce and
motivate our new SBFL measures, and then in Section 5.2 formally prove that large

classes of measures are equivalent for the purposes of SBFL. In Section 5.3 we present
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our experimental results and discussion, and in Section 5.4 we present our conclusions.

This chapter is based on the paper of Landsberg et al. [149].

5.1 New Measures

In this section we introduce and motivate many new measures to SBFL. We first
describe our overall strategy, which is based on some general observations about
different attitudes to measures in the SBFL literature.

Over the past few years, the divide has become stronger between experimental
approaches, and theoretical approaches. We emphasise the distinction as follows.
In the theoretical approach, the development of a measure is driven a priori. This
has involved identifying formal properties for a measure to satisfy (such as strict
rationality [179]); many of which are particular to sub-problems in SBFL (such as
single fault optimality [181]). In the experimental approach, the development of
a measure is driven a posteriori — on behalf of performance on fault localisation
benchmarks, with measures generated using automated or machine learning methods
(e.g. Yoo's genetic algorithm derived measures [254]), or a manually tweaked to best
fit the benchmarks (e.g. Wong-III measure [241]).

We argue that both approaches are valuable endeavours in treating the problem
of SBFL — informing our general strategy of introducing many different measures
with many different sources. The theoretical approach is important in discovering a
priori exploitable properties (such as those mentioned above), and the experimental
approach is important in discovering new insights in the design space when discovery
of more complex formal properties become more difficult (this point is also defended
by Yoo. See [254] for discussion). This resonates with what Yoo calls “the mantra of
Search Based Software Engineering”, namely: It is easier to compare solutions and
choose the better one than to design a perfect solution from the scratch.

Accordingly, in this section we contribute to both approaches. For the theoret-
ical approach, we introduce 95 measures new to SBFL but which were developed in
other fields to satisfy certain a priori properties. We argue that many of their under-
lying approaches make them potentially suitable candidates to apply in SBFL. For
the experimental approach, we automatically generate thousands of measures which
satisfy desirable formal properties discussed in 3.6 with the aim of garnering insight
into what works in practice. We argue this combined approach is a good strategy

in exploring the space of potentially good SBFL measures — our automated technique
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performs a job of covering massive areas of the possible space of very simple measures,
standing as the “lower hanging fruit”. In contrast, many measures from the literature
are probably too complex in structure to easily discover using many types of machine
learning methods, and consequently stand as “higher hanging fruit”.

The remainder of this section is organised as follows. We first introduce our
new suspiciousness measures, organised into five different groups: similarity, predic-
tion, causal, confirmation, and automatically generated measures (presented in sub-
sections 5.1.1, 5.1.2, 5.1.3, 5.1.4, and 5.1.5 respectively). Their application to SBFL is
motivated in terms of different and competing proposals about what a suspiciousness
measure should capture, which we discuss at the beginning of each subsection. In
Sec. 5.1.5 we also introduce thousands of machine generated measures which satisfy

desirable formal properties.

5.1.1 Similarity measures

A first proposal is as follows, and is well established proposal in the literature [179,
181]:

e A suspiciousness measure should measure how similar a C' is to the error F.

This proposal motivates the use of similarity measures for SBFL. Following the
established trend in the literature [163, 181], we likewise introduce many similarity
measures which were originally developed in other domains, and propose to put them
to new use in SBFL. This general strategy is motivated by Naish et al, who argue that
the general behaviour of established similarity measures are what we would desire of
an SBFL measure. This is because many similarity measures measure the degree to
which two variables are associated, where it is assumed that the higher the association
between a given program component and the error, the more likely that component
is to be a fault.

Mathematically, the similarity between a component and the error in a program
model C; and E may be symbolised s(C;, E), and defined in terms of a probabilistic
expression as described in section 3.4. More generally, and as discussed by Naish et
al [181] in the context of SBFL, a similarity metric s is expected to satisfy the following
properties for all C;,C;,Cy, € PM: positivity (s(C;,C;) > 0 if ¢ # j), symmetry
(s(Cy,Cy) = s(Cy,Cy)), and triangle inequality (s(Cj, Cj) + s(Cy, Cx) = s(Cy, Cy)).

Accordingly, new proposed similarity measures are presented in Tables 5.1 and 5.2.
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In all our tables, we abbreviate |T|, |F|, |P| with T, F, P respectively in order to
simplify our presentation.

Note that for several measures in the table the measure can equal a negative
number (namely, the bottom seven measures of Table 5.1). This violates the positivity
condition of similarity measures. Here, the measures were created for experimental
purposes by taking established distance measures, and adding a minus sign in front
of them in order give us a measure of negative distance. We included these measures
in our collection of similarity measures for the purposes of our experiments, although
strictly speaking they are not similarity measures.

We now overview details of the new measures. We first present the biometrics.
3w-Jaccard is a weighted version of the Jaccard biometric [47]. Nei&Li was origi-
nally developed to measure genetic variation [183]. Sokal&Sneath-I, II, III, IV, and
V as general measures of biological taxonomy [207,208], Faith is an asymmetric sim-
ilarity measure for ecological categorisation [75]. Gower&Legendre is a general co-
efficient of similarity [100], Bray&Curtis was developed for ecological categorisation
in forestry [39], Forbes-I was developed for measuring the associative relations of
species [80], Sorgenfrei was developed for clustering molluscs [209], Mountford was
developed for zoological classification [177], Otsuka was developed for biogeographical
classification [185]. Tarwid was developed for fish taxonomy [220], Braun-Blanquet
for plant classification [38], Fager&McGowan was developed for plankton classifica-
tion [74], Forbes-II was developed for determining the degree the association between
species [80]. Gower was developed as a general biometric [99], Cole as a measure
interspecific association [50]. Ochiai-II was developed for zoogeographical categori-
sation of fish neighbourhoods [47], Baroni-Urbani-Buser-I and II were developed as
measures of similarity in zoology [33]. As general distance measures, Size-difference,
Shape-difference, Pattern-difference, Dispersion and Vari are measures used in many
fields (see [47]). Fossum, MCconnaughey, Johnson, Eyraud, Michael and Dennis are
measures presented in the same survey.

From the domain of anthropology, Driver&Kroeber was originally developed to
measure cultural relationships [66]. Lance&Williams is a similarity measure originally
developed for cluster analysis [147], Stiles was designed to measure association in
information retrieval Hellinger to measure the similarity of quadratic forms [114],
Cosine was developed for data mining, Chord is a variation of Hellinger [47]. F1 is
a function of sensitivity and specificity measures [224]. In general, many of our new

similarity measures are available from the surveys of [47].
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5.1.2 Prediction measures

We argue that the established proposal of using symmetric similarity measures
for SBFL can be improved upon in terms of motivation. Thus, a second proposal is

as follows:

e A suspiciousness measure should measure the degree to which the execution of

a component C' predicts the error F.

This proposal motivates the use of what we loosely call prediction or statistical
measures, and to our knowledge is a new proposal. Many measures of prediction
can also be found in the surveys of Choi [47] and Tan [219]. Mathematically, many
statistical measures differ from similarity measures insofar as they break the condition
of symmetry, and were originally used to measure the predictive relationship between
a predictor and its effects.

We describe and motivate some of the prominent measures in this group here. In
general, many of these measures are commonly used in epidemiology and diagnosis to
estimate how well a test result predicts a disease or a successful treatment (for exam-
ple, see Fletcher [79] and Everitt [73]). Four prominent measures are as follows: PPV
(positive predictive value), NPV (negative predictive value), sensitivity (a.k.a. true
positive rate, or recall rate) and specificity (a.k.a. true negative rate, or precision
rate). These measures are naturally grouped together as their corresponding proba-
bilistic expressions are the elementary conditional probabilities P(E|C), P(—E|~C),
P(C|E), P(—~C|=E) respectively. Applied to SBFL, P(E|C) can be understood to
measure how much the execution of a program component C' predicts the error F,
P(=E|=C) measures how much the error £ depends on the execution of a given
component C, P(C|E) measures how often C' is executed when an error occurs, and
P(=C|=E) measures how much the execution of C' depends on the error E. We
believe these are well motivated candidates to measure degree of suspiciousness.

More complex measures in this group are as follows. The Pearson (I-V) metrics
measure the degree to which C' and E are correlated or co-dependent. In addition,
YoudensJ and PositiveLikelyhood are both functions of sensitivity and specificity, and
can equally be defined as Sensitivity 4+ Specificity — 1, and Sensitivity /(1 — Specificity)
respectively [73,79]. The new prediction measures are presented in Table 5.3. Note
a couple of abbreviations have been used: Pearson-I and Pearson&Heron-I are are
abbreviated x? and p. These abbreviations are used in the definitions of Pearson-II

and Pearson-III respectively.
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5.1.3 Causal measures

An alternative third proposal is as follows:

e A suspiciousness measure should measure the degree by which a component C'

has the propensity to cause the error F.

This motivates the use of measures of causal power/strength to SBFL, and to our
knowledge is a new proposal. Such measures are principally found in the domain of
philosophy of science [78] and artificial intelligence [189], and many of their formal
properties have been shown [78]. The intuition behind many theories of causal power
is that causes raise the probability of their effects. Accordingly, most causal measures

begin their development by consideration of the following general principle [117]:
e (' causes F just in case C' raises the probability of E

Following this, in general is it is assumed that the more a cause raises the prob-
ability of an effect, the greater propensity it has with respect to causing it [78], and
a causal measure should measure this propensity. Four prominent causal measures
which describe this intuition directly are Suppes = P(E|C) — P(E|-C) [217], Eels
= P(E|C) — P(E) [69], Lewis = log If(gLCC)) [154], and Fitelson-I = log P](DZ'J?) [78].
Applied to SBFL, the proposal is that the more the execution of a given component

raises the probability of the error, the more likely it is to be the cause of the error,
and thus the more suspicious. We can summarise the motivation for causal measures
in the context of SBFL with the maxim that bugs raise the probability of errors, and
thus a suspiciousness measure should measure the degree to which a given component
raises the probability of the error as indicative of its faultiness.

We now summarise the remaining causal measures considered in our comparisons.
The Good measure [93,94] is to our knowledge the first purpose designed causal
measure, developed in 1961. Since then the philosophy literature has provided a
supply of causal measures. Suppes was developed in 1970 [217], Lewis in 1986 [154],
Eels in 1991 [69], and Fitelson-I in 2011 [78]. Other measures from the philosophy
literature on causation are Fitelson II and III [78], which were designed in order
to contrast against other causal measures [78]. Causal measures drawn from areas
other than philosophy include the domain of A.I., in which Pearl describes Suppes’
measure as a measure of “causal necessity and sufficiency”, and also considers four

other causal measures [189], which he describes as follows. Pearl-I measures the degree
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of “causal necessity”, Pearl-1I “causal sufficiency”, Pearl-III “causal enablement” and
Pearl-IV “causal disablement”. The Korb-II/III measures are measures of “causal
information” [143] and are based on concepts from information theory (Korb-I is a
variation of a measure from [142]). Cheng is the only causal theory that comes
from the psychology literature [46], and was designed to model causal reasoning. In
general, authors of measures use a wide range of (often differing) assumptions to

generate their measures. The new causal measures are presented in Table 5.4.
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Name

Measure

Suppes P(E|C) — P(E|-C)
Eels P(E|C) — P(E)
Lewis log %
Fitelson-I log £ F(ﬂj(; )

Fitelson-11

P(E) ~ P(E|-C)

Fitelson-I11 %

Pearl-1 %W
Pearl-II %
Pearl-111 P<C><P<E]I%—)P<E|ﬂ0)>
Pearl-IV PEOP(BIC)_PEI-C)
Korb-I w
Korb-II P(E|C)log P}(}?}g)
Korb-IT1 P(C)P(E|C) log Plgf(z“]g)
Good log %E‘\ﬁc%)

Cheng P(E|C)-P(E|-C)

1-P(E[-C)

Table 5.4: New causal measures
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5.1.4 Confirmation measures

An alternative fourth proposal is as follows:

e A suspiciousness measure should measure the degree by which the execution of

component is a hypothesis C' which explains the evidence for the error E.

This motivates the use of measures of confirmation (sometimes called eviden-
tial/inductive/confirmation/explanation measures [119]) to the domain of SBFL, and
to our knowledge is a new proposal. Such measures were originally developed in
the domain of philosophy of science, and many of their formal properties have been
shown [70]. The intuition behind many theories of confirmation is that evidence raises
the probability of their hypothesis. Accordingly, many confirmation measures begin

their development by consideration of the following general principle [119]:

e A hypothesis C' confirms the evidence F just in case the evidence raises the

probability of the hypothesis.

Following this, it is assumed that the more the evidence raises the probability
of a hypothesis, the greater the evidence confirms it [70], and that a confirmation
measure should measure this degree. Four prominent confirmation measures which
describe this intuition directly are Earman = P(C|E)— P(C) [67], Joyce = P(C|E) —
P(C|=E) [134], Milne = log = C|E [174], and Good-1I = log & CC‘“L;E [95]. Accordingly,
the new proposal for SBFL is that the more the evidence for the error F raises the

probability of a given hypothesis (where a hypothesis expresses the proposition that
a given program component is executed), the more likely it is to be the correct
hypothesis which explains the error F, and thus the more suspicious it should be
assumed to be with respect to being a fault.

Note there is a relationship between confirmation measures and the causal mea-
sures discussed in the previous section, insofar as with many measures the variables
C and E can be swapped around to convert a causal measure into a confirmation
measure. Consequently, both causal and confirmation measures share the motivation
that the relationship between a fault and the error involves probability raising. In
the case of causal measures it is assumed faults raise the probability of errors, and
with confirmation measures it is assumed that errors raise the probability of faults.

We now present an overview of the confirmation measures. The new confir-
mation measures are Joyce [134], Earman [67], Milne [174] Good-II [95], Carnap-
I [43,78], Carnap-1I [146], Crupi [53], Rescher [198], Kemeny [137], Popper-I, IT and
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IIT [146,192,193], Levi [146, 153], Finch-1 [77], Gaifman [83], and Rips [199]. Letting
H be the hypothesis and E the evidence, various confirmation measures are described
as follows. Carnap-I is a “covariance measure” [43,78]. Carnap-II is a measure of
“Increase of confirmation of H” [146]. Crupi measures “the impact of a piece of
evidence on the credibility of a hypothesis” [53]. Rescher measures the “degree of
evidential support that E gives to H” [198]. Kemeny measures “the degree of factual
support” that E gives H [137]. Popper-1 measures the “degree of corroboration” of
H. Popper-I1 and Popper-I1I measures the “degree of explanatory power” of H with
respect to E' [146,192,193]. Levi is described as measuring the degree of “epistemic
expectation in accepting H on the evidence of E” [146,153]. Finch-I measures “con-
firmation power” [77]. Gaifman measures “confirmation rate” [83]. Rips is the only
confirmation measure to come from psychology and not philosophy of science, and
measures “inductive strength” [199]. Many of the confirmation measures presented

are also discussed in the survey of [119]. The new confirmation measures are presented

in Table 5.5.
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Name Measure

Earman P(C|E) - P(C)

Joyce P(C|E) — P(C|=E)

Milne log P](ngf)

Good-I1 log JZ(CC‘LEB)

Carnap-I P(CNE)-P(C)P(E)

Crupi % if Earman > 0
% otherwise

Carnap-I1 P(C’)%

Rescher %P(HC) — P(E)

Popper-I P(C)P(C|E)%

Popper-11 p(ﬂ]gg?gkl;i?(E)

Popper-II1 %

Levi P(C)P(~C) HEC )

Finch-I e

Gaifman P}(Diﬁccl%)

Rips 1- 55k

Table 5.5: New confirmation measures
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5.1.5 Automatically generated measures

A fifth proposal is as follows.

e In the absence of a priori motivated suspiciousness measures, a suspiciousness

measure should be generated using automated or machine learning methods.

To build on work in the area of automatically generated suspiciousness mea-
sures [254], we designed a simple automated procedure to generating new measures
appropriate for SBFL. Our procedure is based on two steps: First, generate every
single possible measure up to a given bound of syntactic complexity. Second, prune
this space in order to find a subset of measures that satisfy desirable formal properties
(namely, strict rationality and ranking in-equivalence).

The motivation for this idea is as follows. Firstly, generating every possible mea-
sure up to a given syntactic bound meant that all the measures were relatively syn-
tactically simple. This property was desirable because, along with simplicity being a
theoretical virtue of a good measure, the easier it is to garner general insights into the
problem of SBFL. Furthermore we were interested in whether simple machine gener-
ated measures could outperform much more complex machine generated ones (such
as those developed by Yoo [254]). Secondly, we wanted the set to contain measures
which were rational (as defined in the preliminaries), because we agree this property
should be held by any SBFL measure [179], and also because it allowed us to substan-
tially prune the space of measures thereby making experimental comparison tractable.
Finally, we wanted the set to approximate a set of ranking inequivalent measures, be-
cause it is pointless in our context to test thousands of measures which are equivalent
for the purposes of ranking, and furthermore contributes to the problem of making
experimental comparison on 50k+ programs infeasible.

The formal details of the three steps are as follows. At the first step we generated
a large class of measures in a given language. We define a set of variables VAR; =
{Gef, nf, aep, anp}. and a set of operations OP = {+, —, x, /}. We inductively define

a syntactic complexity measure sc, as follows:

o sc(x)=1ifz € VAR,

e sc(z op y) = sc(x) + sc(y) for each op € OP.
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We then generated the set of measures {m|sc(m) < 4}. Intuitively, this is the
set of expressions with a maximum of four variables from VAR, using the operations
from OP. This provided for over 50k syntactically different measures.

As this number of measures is intractable to test on our benchmarks, our second
step included a pruning process. First, we approximated the subset which satisfied
the property of rationality (a desirable property), and then kept the subset of this
set which were together maximally ranking inequivalent. Instead of formally proving
these properties of the measures (which is intractable), we used sets of thousands
of random inputs to test whether a measure was rational (reducing the number of
measures from 50k to 8k), and then tested the measures on thousands of benchmarks
to find a maximally inequivalent subset (reducing the number from 7k to over 2k).
This reduction meant that we had a class of over 2k syntactically simple measures
approximated to be both rational and ranking in-equivalent.

Finally, we re-ran the above process for three other sets of variables: VAR, =
{P(C|E), P(C|-E), P(-E|C),P(E|C)}, VAR; = {P(CNE),P(CN=E),P(-CnN
E),P(CN=-E)}, VAR, ={P(E|C), P(-E|C), P(E|-C), P(~E|-C)}. This brought
our total to over 8k SBFL measures. Each measure was given a numerical code to
identify it, such that each measure had a name of the form mn, where n is a natural

number. For instance we have

P(-E|C)
P(C|E)

This measure can be seen as a modification of the Kulczynski2 measure in much

m9185 = (P(C|E) + P(E|C)) —

the same way as the Dstar and Zoltar measures are a modification of the Ochiai
measure.

Note that this procedure also generated many existing measures, such as Kul-
czsynski2, Ochiai, and Tarantula, and in general can be used to automatically gen-
erate good measures, avoiding the need for manual trial and error. However, many
measures were not generated using this approach (such as the chi squared measure).
This was because many measures were more syntactically complex than allowed by
the algorithm.

This concludes the presentation of new measures.
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5.2 Equivalence Proofs

In this section, we extend the work of Naish et al [181] by providing many of the re-
maining ranking equivalence proofs (504 ) for both new and established suspiciousness
measures in this paper (excluding the automatically generated ones). Proving ranking
equivalences is important for two reasons. Firstly, we can determine a maximal set of
non-equivalent measures which allows us to discard the equivalent measures, thereby
making experimentation more tractable. Secondly, we can find monotonic simplifi-
cations which help identify the important features of suspiciousness measures, which
may in turn be used to guide future development. Our large number of equivalence
proofs demonstrates that finding a new suspiciousness measure which is different for
the purposes of ranking suspicious program components can potentially be quite hard.

We start with outlining our proof method. In the proofs below, we use Lee’s
lemma [181].

Lemma 1. A measure m is monotonically equivalent to fom if f is a monotonically

increasing function.

An intuition for the lemma can be gained with a simple example. Let m be a SBFL
measure aéf, and let f be the monotonically increasing function with the definition
f(x) = 2z. Accordingly, a}, is monotonically equivalent to 2a/ by the lemma.

In general, to show that two measures w; and ws are equivalent, it suffices to
find a monotonically increasing function f such that f o w; = wsy, and then apply
Lee’s Lemma. There then remains the second step of proving that f is indeed a
monotonically increasing function, and the third step of proving the aforementioned
equality. After f has been found, the general method for the second and third steps
are described below.

Step 2. Given f, we must demonstrate that f is monotonically increasing. To-
gether with the identification of relatively simple monotonically increasing functions
(such as m + 1, 2™ etc) and decreasing functions (such as 1/m etc), f can easily be

identified as monotonically increasing function using four rules:

1. If f is increasing on m, and ¢ is increasing, then g o f is increasing on m.
2. If f is decreasing on m, and ¢ is decreasing, then g o f is increasing on m.

3. If f is decreasing on m, and g is increasing, then g o f is decreasing on m.
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4. If f is increasing on m, and g is decreasing, then g o f is decreasing on m.

Example 5.2.1. To illustrate step 2 and the use of these four rules, we show that

VOS] /i) 5 18 monotonically increasing on z. 1/x is decreasing on x, and (y + 1) is

increasing for any y, thus (1/z)+1 is decreasing (by 3). Given (1/x)+1 is decreasing

on z, and 1/y is decreasing for any y, we have the result that W is increasing (by
2).

Step 3. We must demonstrate f o w; = ws when f is found to be monotonically

increasing on x. This can be demonstrated algebraically.

1 — Qef
/) F1 — aeptan

Z—ef. Thus, the example for the last two steps together with Lee’s Lemma is sufficient
ep

to show that =£ is ranking equivalent to the PPV measure ——.
ep ep ef

Example 5.2.2. To illustrate step 3, we can trivially show when x =

Given the simplicity of steps 2 and 3, we omit their explicit inclusion in our proofs,
and find it sufficient to provide step 1 which is to show that a measure is ranking
equivalent to another by simply providing the monotonically increasing function f
that transforms one function into another. This is an accepted convention established
by Naish [181]. In many cases, we have tried to find a simplified monotonically
equivalent expression for a given a measure (which we call a reduz).

To aid in the proofs, we use Tables 5.6 and 5.7. Eq. denotes groups of equivalent
measures (1, 2, 3 etc.), Name gives the name of the measure, m is the measure, and
f gives a function which when composed with m, evaluates to a measure higher up
in the equivalence class.

Abbreviations in the table are as follows: p is equal to Geometric Mean, Pearson-I
T(acfanp—aepdny)

Qe f +aﬁp)(aef +anf)(aﬁp+anp)(anf +anp) ’

simplicity of presentation, T, P, and F abbreviate |T|, |P|, and |F| respectively.

is the x? test ( See Naish for similar proofs [181]. For

We now prove that the classes in Tables 5.6 and 5.7 are equivalence classes as

follows.
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’ Eq \ Name m f
Redux 2ol m
ep
Tef
P(gv Aeftep j
e - -
Eels P(E|C)— P(FE) m+x
Fitelson-I log — P(E <) 2™M X %
: P(E|C) P(E) P, F
earl- - _
Cosine Bef mF
T\/<ae(f+aip><a)e{+aif>2) —
3 Aef —(Qef TQep )(Aef T anf m+1
Tarwid Taef+(;zf+aeg)§;t§f+anf) T(1—m)
ef —0. mE
Fossum (a%g%)(f%%"f) TF
Popper-I11 PEIC)LP(E) m
RelativeRisk }f(Sf'LCC)) m
; P(EIC) m
T —
- - T
Pearl—I m (1 m) 1 + 1
Kemeny P(E|C)1P(E|-C) el
Redux ZL;’ m
NPV ki !
Anp+ns (1/m)‘71
3 Fitelson-1I P(E) — P(E]-C) (m—5)+1
Pearl-I1T T (m)+ £
3 P(—=C m
Galfman #Clé)E (F . T) —1
. - 1/(1-m
Rips 1-— ;(ﬂé)) ( (F ) T)
Wong-I Qef m
4 Sensitivity aja+—faf mF
i
Support Aeftanf+aeptanp mT
OddsRatio % m
epn
Qe fAnp—QepQn f 1
5 YulesQ Qe npTeping /mt1) -1
Tetrachoric cos(+fa) cos( 7 =)
1+ e np
Qepay f
Pearson-Heron-1I | cos( \/%f;z;w) see proof

Table 5.6: Monotonic compositions part 1/2
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’ Eq ‘ Name m f
Kulczynski-1 _Sef__ m
an§+aep 1
- o def
3w-Jaccard 3a“f'+aa§}3+a"f (3/73)—3
6 SokalSneath—I W @ 'nlm)—l
Tanimoto W (1 /m)J:ll
T QepTanf m
Lance& Williams W 2m
. . Aef 1
Nei& Lei 2acf+a26p+anf (2/7?)—2
o % - % o
Wong-I1 %ef :zaep m
_ Gef QAnp 1 _
SokalSneath-11 S TR @/x)—1 < T-P
7 | Gower&Legendre - -
_ Aef Tanp
SokSneath-IIT (—acpianf) /o)1 ) xT—P
. QepT0n f
Vari Tt Loy (m4T) +F
SizeSimilarity — o JF(Z:Z IZ“:}{ lanp) Ve xT?+F
Redux (E|C’) + P(C|E) m
Qef Aef
8 Johnson. e +a€fy;ep m
Kulezynski-II §(aef+anf aef+aep) m/2
aef27a(3pa77«f
MCconnaughey (o +aeg)acr+auD) m
GeometricMean acfanp—anfacp m
9 \/(aef+aep)(anp+anf)(aef+anf)(aep+anp)
Pearson-Heron-1 - -
T 1
Pearson-II1 (TLﬂ))? m2—1 ¥ T
QefAnp —Gepnf
Redux (aeftaep)(aef+ans)(aep+anp)(anstany) m
10 Pearson-I )52 1 T
Pearson-I1 (W)E @ ml2)4 xT
Tz(aefanp*aepanf) m
Eyraud (aef+an)(aef+anf)(an—l-anp)(llnf-i-llnp) T2
Redux (E|C) (C|E) m
. agy
Ochiai @ €f+aep)( o Fanr) m
1 Otsuka -
Hellinger —2\/ f+a )F —2v1—m
e, ep
Chord - \/2 ef+ae,,>F —/2(1 —m)
Sorgenfrei @ efJga;.p)( ef+a,Lf1) v ml
Fager Faatan 2/ "
12 [ Resd.ux_l . L .
atternSimilarity (i Tacptan Fam) 1
: Te
13 Simpson min(a 6f+?ep7 e Finy) m
Confidence max(—%fg;aep gt +anf) see proof
Table 5.7: Monotonic compositions part 2/2




Proposition 1. Classes 1 to 13 in Tables 5.6 and 5.7 are ranking equivalence classes.

Proof. The proposition follows directly from using the details of Tables 5.6 and 5.7.
To show that a measure is ranking equivalent to some member higher up in the same
class, one can take the measure m, insert it into the function f, and simplify. Some
proofs were too complicated to be included in the table, so we have included them as
follows.

We do the proof Pearson-Heron-II here (Eq 10). For Pearson-Heron-1I, we

first note that cos(z) is monotonically decreasing when 0 < x < 7. Thus, the

S N . . . ) .
expression— —=2or i is monotonically equivalent to PearsonHeron-II, by substi
- - : | AT T /T g
tution of order preserving functions. We then apply =D T 1 to get N
We then apply (72 — 1)? to get Odds-ratio.
We do the proof for Confidence here (Eq 13). Simpson is ey +s;z7aef o) This
V. . Aef Qef
can be expressed as the condition if acr + acp < @ + ang then aef+faep’ else > +fa e
.. . ol . e Qe Qe [« .
This is equivalent to the condition if ™ g - > o - then ™ - —, else m (given
z <y if and only if Z > *). This can be expressed as max(aefajfa = aefajf%f), which is
equal to Confidence.
m

We now discuss proof verification. The proofs can be practically verified by ap-
peal to automated reasoning programs such as WolframAlpha [10]. To do so, one
can substitute the variable m in the f column with the respective measure given

in the m column, and enter it into WolframAlpha. For example, taking the Cosine

expression m = N a)f( )2 and the function f = mF', by substitution we have
Geftaep)(@ef +ang
aef . _ . . . aef .
N/ o o (@ef + any) (given F = a.f + a,s). This simplifies to o which

is the PPV measure. Thus Cosine is in equivalence class 1. To our knowledge no
appropriate automated methods are available for the task of finding an appropriate
f, so this was done manually. Following the strategy of Naish et al [181], two mea-
sures were suspected to be monotonically equivalent when they always gave the same
ranking results in experimentation.

We also discovered the following trivial equalities, not represented by the ta-
ble. Joyce and Ample-II are equal. Youden’s J + 1 is equal to both. Rogot-
IT and Sokal&Sneath-IV are equal. Driver&Kroebner and Kulczynski-II are equal.
Piatetsky-Shapiro is equal to Carnap-I. Wong-III and Wong-III" are equal if a, +
aes > 0. PPV and Tarantula are equal. Finally, YulesY has been established as
monotonically equivalent to YulesQ (see p.434 of Heinz [113]).
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An observation is that many diverse and complex measures are ranking equivalent
to much simpler ones. Five classes of measures which had simple reduxes were classes
1, 3,7, 8, and 11 which were equivalent to %, Z;”;, Qef — Gep, P(E|C)P(C|E), and
P(E|C) + P(C|E) respectively.

In summary, the introduction of new measures in the previous section combined

with our ranking equivalence proofs, provides for an overall effort allows us to identify

many new different classes of well motivated measures for application to SBFL.

5.3 Empirical Evaluation

In this section we present our experimental results. The purpose of the experi-
ment was to find the best overall performing SBFL measures at the task of finding a
single fault in a program. The experimental setup for this task is described in full
in Chapter 4. The measures compared include all the established and new measures
discussed in this thesis. This includes the 110 established measures (see Appendix A
for their definitions), the 95 new similarity, prediction, causal, and confirmation mea-
sures presented in this chapter, along with the (2k+) automatically generated mea-
sures discussed in section 5.1.5. We also created single bug optimised versions of all
non-automatically generated measures (205 of them), using the single bug optimiser
presented in section 3.6. This provided for a comparison of many measures.

As is convention, to avoid divisions by zero in our measures we added a small con-
stant (0.5) to each of the elements in the program spectrum [181]. Experimentation
in the value of this constant did not make significant changes in results.

The rest of this section is organised as follows. We first present the top ten
performing measures in section 6.7.1 along with overall averages of the techniques
compared. We then present scores for a range of methods as a function of the number
of faults introduced into the program in Section 5.3.2. Finally, we discuss these results

in section 5.3.3.

5.3.1 Scores by average

To provide a summary of our top results, the measures which received the best
overall AVG W-scores are presented in Table 5.8. The first column gives the name of
the measure, the second/fifth columns give the AVG W/A scores respectively for all
100 scores. The other columns give the AVG W/A scores for the SIR and Stiemann
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Measure AVGW SIRW  STIW | AVG A SIR A STI A
m9185 4.93 (1) 8.40 (1) 2.63(2) | 47.39 (1) 38.15 (1) 53.55 (16)
Kulezynski2 5.12 8.76 2.69 45.09 33.75 52.65
Zoltar 6.09 11.34 2.59 43.26 28.10 53.37
Opt-Ochiai 6.38 10.95 3.34 37.75 21.80 48.38
D3 6.38 10.87 3.39 40.62 27.52 49.35
Ochiai 6.58 11.99 2.97 43.34 29.65 52.47
PattSim 6.62 11.24 3.54 43.84 34.17 50.30
D2 6.77 12.08 3.24 41.86 28.65 50.67
Popper2 6.82 12.30 3.17 43.27 29.90 52.18
Relative-Risk (aka Lewis) | 6.85 12.48 3.10 38.72 21.73 50.05

Table 5.8: SFL task — top 10 W scorers

(STI) benchmarks respectively. Where our top performer (m9185) ranks for a given
scoring method is given in brackets. For the complete tables of AVG W and A scores
see Tables 5.9 and 5.10 below. In Appendix A we provide tables which describe the
100 scores for individual benchmarks for a range measures for the interested reader.

For the purposes of clarity, we have only included the top performing new auto-
matically generated measure and the top performing single bug optimised measure
in the table 5.8. Thus, where we experimented with 2K+ automatically generated
measures and 200 single bug optimised measures, we present the best performer
of each class. The best performing single fault optimal measure was Opt(Ochiai),
the best performing automatically generated measure was m9185. In general many
Opt(g)/automatically generated measures performed well — we include the top hand-
ful of each category in our larger tables in sections 5.10 and 5.9 to illustrate. Also
for the purposes of clarity — in all our tables of results, measures proved equivalent
(or had equivalent results in our experiments for each of our 60k+ experiments) are
represented by one measure per equivalence class (with preference given to measures
already established in SBFL). New measures which are inequivalent to established
measures are presented in bold.

In the remainder of this section we present the AVG W-scores and A-scores for
the compared measures in tables 5.9 and 5.10. We also present Figure 5.1, which
is constructed as follows. First, for each n-fault benchmark (of which there are 100),
the following procedure was performed for a measure. If y% of the program versions
in that n-bug benchmark have a W-score < 2%, a point is plotted on the graph at
(x,y). To create the mean plot, we averaged each of the 100 z’s for each y for each
of the 100 n-bug benchmarks.
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Measure W-Score | Measure W-Score | Measure W-Score
m9185 4.93 Jaccard 8.15 Tarantula 9.53
m30180 5.04 GP22 8.18 Levi 9.62
Kulczynski2 5.12 Earman 8.19 GP19 9.66
m3156 5.13 Naish 8.20 GPo7 9.70
mlé 5.13 GP13 8.20 GP06 9.70
m9830 5.54 GP20 8.20 OneWaySupport 9.81
Zoltar 6.09 GP11 8.20 Stiles 9.87
Opt-Ochiai 6.38 GP26 8.21 Zhang 9.99
D3 6.38 GP29 8.23 Finchl 9.99
Opt-K2 6.49 GP10 8.28 GP16 9.99
Opt-Lewis 6.52 GP15 8.28 Interest 9.99
Ochiai 6.58 Pearlll 8.29 Good2 9.99
PattSim 6.62 Good 8.29 OddMultiplier 9.99
D2 6.77 Cheng 8.29 PosLikelyhood 9.99
Popper2 6.82 AddedValue 8.33 Keynes 9.99
RR/Lewis 6.85 calb 8.33 Forbesl 9.99
M2 7.10 cald 8.33 Korb2 9.99
YulesQ 7.19 GP23 8.33 GilbertWells 9.99
Conviction 7.20 CBISqrt 8.45 ExampleandCounter  9.99
Mountford 7.35 cale 8.45 SebagSchoenauer 9.99
NPV 7.53 calf 8.45 GP27 10.31
Certainty 7.64 GP25 8.48 Scott 10.47
Pearsonl 7.68 Cohen 8.52 Peirce 10.54
Suppes 7.68 GP28 8.57 Rescher 10.57
Phi 7.72 Kappa 8.59 Fleiss 10.78
GeometricMean 7.76 GP09 8.67 GP03 10.88
GPO08 7.76 GP05 8.68 Faith 11.01
Klosgen 7.76 cala 8.81 Laplace 11.12
AMean 7.79 calc 8.83 Confidence 11.16
HMean 7.80 CBllog 8.86 LeastContradiction 11.44
SokalSneath4 7.80 Ochiai2 8.89 ‘WonglI 11.46
GP12 7.86 SokalSneath5 8.89 Leverage 11.81
Dennis 7.95 Popperl 8.94 GoodKruskal 12.80
Crupi 7.95 GP21 8.94 Anderberg2 12.87
TwoWaySupport  8.03 GPO1 8.94 ‘Wongl 12.89
WonglII 8.03 GP14 9.03 M1 12.97
Carnapl 8.05 GP24 9.03 GP02 14.39
Korb3 8.05 InfoGain 9.07 FagerMc 14.60
Dispersion 8.11 JMeasure 9.14 GP04 15.36
YoudensJ 8.11 Michael 9.17 Gower 17.83
Ample2 8.11 GP30 9.19 BinaryNaish 17.89
GP18 8.12 Carnap?2 9.50 Random 23.88

Table 5.9: Overall AVG W-scores
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Measure A-Score | Measure A-Score | Measure A-Score
m9185 47.39 Ample2 42.63 GP12 36.56
Klosgen 47.11 YoudensJ 42.61 M2 36.53
YulesQ 45.91 Dispersion 42.61 GP16 35.85
m30180 45.77 OneWaySupport 42.32 Crupi 35.59
cala 45.52 Jaccard 42.18 GP27 35.31
AddedValue 45.51 D2 41.86 NPV 34.84
Certainty 45.29 LeastContradiction 41.76 Leverage 34.75
calc 45.22 Fleiss 41.71 GP30 34.14
mlé 45.17 m9830 41.38 GP24 33.99
Kulczynski2 45.09 Wongll 41.28 GP23 33.99
m3156 45.08 Cheng 41.19 GP14 33.99
TwoWaySupport  44.65 Pearlll 41.19 WonglII 33.93
Korb3 44.63 Good 41.19 GPO01 33.77
SokalSneath4 44.58 InfoGain 41.19 GP21 33.69
HMean 44.58 D3 40.62 GP19 33.24
CBllog 44.49 Faith 40.62 GP18 32.46
Phi 44.38 Stiles 40.57 GP08 32.22
GeometricMean 44.36 Popperl 40.54 GP28 32.17
calb 44.25 PosLikelyhood 40.37 GP22 31.93
cald 44.25 Finch1l 40.36 GP15 31.92
AMean 44.17 OddMultiplier 40.33 GP26 31.72
Ochiai2 43.97 Keynes 40.33 Naish 31.70
SokalSneathb 43.97 Interest 40.33 GP20 31.70
PattSim 43.84 GilbertWells 40.32 GP11 31.70
calf 43.72 Zhang 40.31 GP13 31.70
cale 43.72 ExampleandCounter  40.28 GP29 31.61
JMeasure 43.71 Good2 40.28 GP10 31.55
CBISqrt 43.59 SebagSchoenauer 40.28 GP09 30.71
Mountford 43.54 Forbes1 40.26 GP25 29.30
Dennis 43.52 Korb2 40.26 GPO03 28.96
Conviction 43.50 GP06 40.25 Rescher 26.13
Cohen 43.40 GoodKruskal 39.58 M1 26.06
Kappa 43.37 Peirce 39.52 GPO7 25.60
Ochiai 43.34 RR/Lewis 38.72 GP05 22.55
Popper2 43.27 FagerMc 38.51 Laplace 20.83
Pearsonl 43.26 Carnap?2 38.18 Confidence 20.74
Suppes 43.26 Levi 38.17 GP02 20.27
Zoltar 43.26 Opt-K2 37.90 GP04 14.84
Scott 43.22 Opt-Ochiai 37.75 Gower 11.24
Tarantula 43.08 Michael 37.72 Random 10.45
Earman 42.74 Opt-Lewis 37.05 Wongl 10.01
Carnapl 42.65 Anderberg?2 36.60 BinaryNaish ~ 1.99

Table 5.10: Overall AVG A-scores
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Figure 5.1: Performance of some prominent measures
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5.3.2 Scores by number of faults

In Figures 5.2 and 5.3 we present some detailed W-score results for a range of
measures. The figures are constructed as follows. On the z axis we give the name of
the measure, on the y axis the average W-score, where the key colour shade represents
the number of faults. The W-score for each column was calculated by taking the
average of all the W-scores for the n-fault versions in that set of benchmarks for
that measure. For example, the m9185 measure received an average W-score of just
over 11% for the 1-fault versions of the SIR benchmarks, where this average was an
average of the 10 W-scores computed over each of 1-fault benchmark versions (i.e.
the 1 fault gzip versions, the 1 fault tcas versions etc.). This presentation provides
a description of how techniques behave when the number of faults in a program
increases. Figures 5.4 and 5.5 are constructed in the same way as Figures 5.2 and 5.3,
except the results report A-scores instead of W-scores. We observe that the results
in Figures 5.4 and 5.2 are robust — each of the columns are each a function of 10,000
individual experiments.

In these figures we have only chosen a select group of measures, in order to give an
impression of the variation in performance and general trends of the SBFL framework.
We include m9185 because it is our top performing measure. We include Ochiai, Jac-
card and Tarantula because of their prominence in the literature. We also include the
best performing single bug optimised measure Opt(Ochiai) because of its contrasting

behaviour and as an example of a single bug optimised measure.

5.3.3 Discussion

In this section we discuss our experimental results. In general, our discussion is
centred around ascertaining trends in behaviour of the SBFL approach in general. We
begin as follows:

We first ask, what was the most effective measure in our experiments? The most
effective measure is identified with the measure which received the best AVG A and
W scores. This was m9185, which received the best AVG W-score (4.93) and also
the best AVG W-score (47.39). We now discuss significance results. m9185 and
Kulkzynski2 performed significantly better than all other measures at W-scores using
p = 0.01. m9185 and Klosgen performed significantly better than all other measures

at A-scores using p = 0.01. For simplicity, the significance result concerning W-scores
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Figure 5.3: W-scores for selected measures on Steimann Benchmarks

excludes the other new automatically generated measures introduced in section 5.1.5.
If we include all new automatically generated measures in the comparison, then we
have the result that no measure was statistically significantly better than the W-scores

of our top five automatically generated measures and Kulkzynski2 (and none in this
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Figure 5.5: A-scores for selected measures on Steimann Benchmarks

class was significantly better than any other in that class). Thus, the experiment
identifies m9185 as the most effective measure in our experiments.
We now discuss the difference in effectiveness between the best and a worst per-

forming measure. We identify m9185 as the best performing measure and identify
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G P04 as an example of a worst performing measure. The former is ranked 1st in Ta-
bles 5.9 and 5.10, and is therefore the best performer in terms of AVG W and A scores
(receiving an AVG W score of 4.93 and AVG A score of 47.39). In contrast, GP04
is ranked 4th and 5th last in the respective tables, and is therefore one of the worst
performers in terms of AVG W and A scores (receiving an AVG W score of 15.36 and
AVG A score of 14.84). To summarise the difference between m9185 and G P04, with
respect to W-scores, one would expect to investigate over 3 times more blocks of code
in order to find a single fault if one used GP04 as opposed to m9185. Likewise, with
respect to A-scores, one would expect to find a single fault immediately 3 times more
often comparing the same measures. In general, this suggests that choice in measure
can make a substantial difference in overall fault localisation effectiveness.

We now discuss how pre-established manually generated measures perform overall.
Many prominent pre-established measures appear quite low on the tables of overall A
and W scores, such as Jaccard and Tarantula. However, many established measures
perform well such as Kulkzynski2, Zoltar, Ochiai, the Dstar measures, and single bug
optimal measures Opt—g. Thus, our larger-scale comparison accentuates the successes
and failures of established measures. In general, the relative performance of different
measures is confirmed by previous studies [18,19,40, 71,130,140, 149,150, 158, 161
163,181,194, 197,238,241, 242, 246, 254, 262]. In particular, Ochiai and Kulkzynski2
have been consistently confirmed to be top performing measures at W scores in many
of these studies. We emphasise that, as been reported before, small differences in
experimental setup for our SIR benchmarks can make changes in the absolute values
of the scores reported [181], despite the relative performance remaining similar.

We now discuss how the new similarity, predictive, confirmation, and causal mea-
sures perform. A measure from each of these classes was shown to be competitive in
terms of their AVG W-scores. The best new similarity measure was Pattern similarity,
the best new new predictive measure was NPV (Negative predictive value), the best
new causal measure was Lewis (which we proved to be ranking equivalent to relative
risk = RR), and the best new confirmation measure was Popper2. We discuss these
measures as follows. Each one of these appear in the Table 5.8 (the exception being
NPV which is a close runner up to Lewis).

We first discuss our top performing new predictive measure NPV = P(=E|=(C).
It is noticeable that NPV performed a lot better than PPV = P(E|C), meaning
that negative predictive value is more important than positive predictive value, sug-
gesting probabilistic necessity is more important than probabilistic sufficiency when

measuring suspiciousness. We add that the second best performing new predictive
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measure was Pearson-I, aka the chi-squared test of significance, suggesting that mea-
sures which break the conventional SBFL assumption that the distribution is unknown
can perform well.

We second discuss our top performing new similarity measure Pattern-similarity
_ —4aepans

o (a€f+a/nf+anp+a€p
Pattern-similarity to be equivalent to the following simpler measure: —a.,a,s. This

2 here. We first note that our ranking equivalence proofs found

measure came sixth in our top ten table, and is therefore highly competitive. This
result dismantles any myths about measures needing to be complex in order to be
effective. Indeed, the Wong-III measure is significantly more complex and performs
worse than Pattsim in both tables of A and W scores.

We third discuss our top performing new confirmation measure Popper2 =
P(E|C)—P(E)
P(=C)P(E|C)+P(E)
firmation measures. Other than Popper2, confirmation measures (which are designed

. Popper2 is something of an outlier wrt to the performance of con-

around the intuition that the errors raised the probability of bugs) in general per-
formed less well than causal measures (which were designed around the converse
intuition that bugs raise the probability of errors).

We finally discuss our top performing new causal measures. In section 5.1.3 we
motivated and introduced four measures which described the intuition that bugs raise

the probability of errors. Their performance are as follows. The performance of Lewis
_ _P(EIC) P(E|C)
= P(E[-C) P(E[-C)
Lewis in the Table of W scores) experimentally confirms the utility of the proposal

(9th in our top ten table) and Suppes = (following closely behind

that bugs raise the probability of errors, outlined in section 5.1.3. Our monotonicity

proofs showed that the remaining two causal measures P](J;Eg;) and P(E|C) — P(E)
are ranking equivalent to Tarantula, and consequently performed less well.

We now discuss how automatically generated measures performed. We discuss the
performance of two different classes of automatically generated measures, Yoo’s ge-
netic measures and then our own. We first discuss how the established automatically
generated measures generated by Yoo’s genetic algorithm (GFP, for 0 < n < 30). We
observed that their performance clustered (Tables 5.9 and 5.10, and performed a lot
less well than simple established measures that were not trained on benchmarks (e.g.
Kulkzynski2 requires the inspection of almost 25% less code, measured in terms of
AVG W score, than the best genetic measure GP08) (Similar observations hold for
the combination measures of Kim; cal,, cal, etc.). This suggests that many machine
learned measures may suffer from being over-fitted to the original data they were

trained on, and are consequently unable to work as well when used on a new data set

(such as the Steimann dataset).
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We now discuss our new automatically generated measures. For the purposes
of clarity we have only included our top performing new automatically generated
measures in our tables. However, in general we discovered that over 300 different

rational automatically generated measures outperformed Tarantula in terms of AVG
W scores, of which m9185 = (P(C|E) + P(E|C)) - ljﬁ;ﬁg) is our best represen-
tative (with m30180 = (P(E|C)P(C|E) + P(E|C)?) + P(C|E) following closely in

Table 5.9). m9185 can be understood as a modified version of the Kulczynski2 mea-

sure which preserves rationality in much the same way as the Zoltar and D3 measures
are modified versions of Jaccard and Kulczynski measures respectively.

However, two theoretical criticisms of this measure are as follows. Given that our
current experiment confirms the suspicion that automatically generated measures can
suffer from over-fitting (namely the GP measures), m9185 can potentially equally be
charged with the same criticism. Secondly, the intuitive connection to SBFL is not
entirely obvious. Finally, of our languages for VAR, those measures from language
(2) scored highest. The remaining did not score well and therefore have not been
reported.

We now discuss some tendencies concerning the relationship between a measure’s
A and W scores. We observe that in general many measures with good AVG W
scores also have good AVG A scores. Kulkzynski2 and m9185 are two of the most
prominent examples, with m9185 maintaining its top position in both cases in Tables
of AVG A and AVG W-scores. However, in general there was no strict correspondence
between a good AVG A and a good AVG W scores — some measures with relatively
bad W-scores scores have good A scores (such as Klosgen), and some measures which
have relatively bad A scores have good W scores (such as Ok»). In summary, there
was not a strict relationship between scoring well with AVG A scores as with AVG
W scores.

We now discuss how does limiting oneself to investigating a certain percentage
of the program affects fault localisation effectiveness. To discuss this, we appeal to
the performance plot of Figure 5.1, which gives us a representation of how effective
measures are if we limit ourselves to investigating n percent of a given program. The
general trend is as follows: effectiveness grows logarithmically as the investigation into
the program continues. In general, measures achieve most of their fault localisations
in the first 10% of the blocks investigated (accounting for the steep incline), and that
when the search continues after the first 10% the user gets diminishing returns. This

confirms our results in [149].
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We now discuss differences between measures. First, m9185 consistently outper-
forms all other techniques regardless of the value of n - we could not find a measure
which made a notable overlap with its curve. In contrast, an overlap occurs between
the Wongl and Tarantula curves, suggesting that if the user is to use either, the user
should use Tarantula for the first 30% of the investigation, and if a bug has still not
been found, continue with Wong-I. Observations of this sort provide helpful insights
for the potential development of combination style algorithms like those of Kim [140].

Note that we included results in the performance plot for some measures based
on their prominence and their ability to reveal some interesting trends, and in or-
der to avoid general clutter. In general, many measures appear completely aligned
(other than at microscopic examination) and thus it would not visually present any
interesting results for the reader. We also include the random measure Rand as a
baseline for comparison. Thus, for the Rand measure, after investigating 50% of the
program you’d expect to have found a bug over 80% of the time on the benchmarks.
The results of Rand are what we would expect with an average of 6 covered bugs per
program.

We now discuss how the introduction of more faults affects single fault localisation
effectiveness. To discuss this, we appeal to Figures 5.4 5.5 5.2 5.3, which represent
how a range of measures perform as more bugs are introduced into the program.
Here, the measures represented are chosen by their ability to illustrate general trends
of all our measures.

In general, the more faults there were in a program the better an SBFL measure’s
W-scores, but the worse that measure’s A-scores. A proposed explanation for this
is that the more faults there were in a program, the more likely it was to find a
fault early (due to increased luck — thus improving W-scores), but the less likely to
find a fault immediately (due to increased noise — thus worsening A-scores). This
confirms the results of Guiseppe et al [63]. An exception to this rule is for the single
bug optimised measures (an example of which is given the Figures 5.4 5.5 5.2 5.3).
Explanation for this is discussed below.

To ascertain the relationship between the number of faults in a program and
the W-scores of f9185 (described in Figures 5.4 5.5 5.2 5.3), we used Spearman’s
rho. Here, the relationship between decreasing W-scores and increasing number of
bugs was described as significant (R-score < -0.99) for both the 4 SIR scores, and
6 Steimann scores. In addition, the relationship between decreasing A-scores and
increasing number of bugs was described as significant (R-score < -0.99) for only the

Steimann scores, but not the SIR scores.
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We now discuss how the size of the program affects fault localisation effectiveness.
In general, in our top ten table there was a close relationship between performing
well (in terms of rank) on the SIR benchmarks and performing well on the Steimann
benchmarks. In particular, m9185 was first and second respectively for both SIR and
Steimann benchmarks at overall W-score.

However, we noticed that the performance of a given measure appeared a lot
better in the larger benchmarks than in the smaller in terms of the values presented
by the AVG W and A scores. To see this, compare W and A scores in the top ten
table, and compare 5.4 with 5.5, and 5.2 with 5.3). For instance, m9185 received
a much better W score in the large benchmarks (2.63) than the small benchmarks
(8.40). We believe this general trend is explained by two factors:

First, in theory if a bug is found on the nth investigation then this has a propor-
tionally more dramatic effect on W-scores for small as opposed to large benchmarks.
To see this, notice that finding a bug at the second point in a suspiciousness list for a
program with 10 components gets W-scores of 10.00%. In contrast, these scores would
be 1.00% in a program with 100 components. This means that measures would score
a lot worse on smaller benchmarks even if they ranked a fault as the nth most sus-
picious component in a suspiciousness list. Accordingly, W scores can appear worse
for smaller programs than larger.

Second, we observed the following property of our test suites: Many of the
Steimann benchmarks had a lot of “short” failing traces (meaning they covered only
a small proportion of components), which had the potential to result in a select few
components being covered by more failing traces overall, therein often making mea-
sures weigh them as more suspicious to the advantage of fault localisation. In contrast,
many benchmarks in the SIR suite (such as tcas) were such that each failing trace
would cover most of the program, and there was a high tendency for many different
blocks of code to have the same number of failing traces covering them, which in turn
potentially worsened A scores. In summary, the test suites in the larger benchmarks
were better for the purposes of fault localisation.

We now discuss the behaviour of single bug optimal measures. Our single bug
optimised measures include the measures of the class Opt(g) for some choice of suspi-
ciousness measure g. The Naish measure is also single bug optimal. We acheived our
best W score results for the Opt(g) class when g = Ochiai, which confirms our results
of [149,182]. In general, Table 5.9 shows that on AVG there is thus a tendency for

single bug optimised measures to provide an advantage on our benchmarks in terms
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of W scores, but to provide a disadvantage in terms of A scores. We discuss these
observations as follows:

First, why do single bug optimised measures tend to have good W scores on AVG?
Many bugs in our benchmarks, and presumably in practice, contain bugs which are
covered by all failing traces (thus advantaging single bug optimal measures), and in
the cases where this is not the case the number of program components which cover
all failing traces are quite small (meaning that when a single bug optimal measure
is disadvantaged, the disadvantage is often minimised). Despite the advantage, we
observe that being single bug optimal is neither a necessary condition for high W
scores (many of the other top performers are not single bug optimal but have quite
high AVG W scores), nor is it sufficient (Naish is single bug optimal but has quite
low AVG W scores).

Second, why do single bug optimised measures tend to have poor A scores on AVG?
Table 5.10 demonstrates that single bug optimal measures are amongst some of the
lowest scorers (the bottom half). We believe this is because when there are many bugs
in the program, this raises the probability that the bugs are not covered by all failing
traces, which in turn raises the chance that a single bug optimal measure does not
investigate it first, even if it investigates it soon — leading to low A scores. In general,
our comparative results for single bug optimised measures and their unoptimised
counterparts reveal that if there is more than 1 bug in the program one is better using
the unoptimised version as far as A scores are concerned (compare 5.4 with 5.5). We
present the comparison between Opt-Ochiai and Ochiai in our figures as an example
to demonstrate this point. In general, this provides us with the lesson that single bug
optimised measures can come at a cost of performing less well when there are many
bugs in the program, and therefore should be used be caution.

We now discuss some formal connections between top performing suspiciousness
measures. We observe there is a formal connection between Kulkzynski2, Ochiai,
and m9180, m30180. Following our ranking equivalence proofs in Section 5.2, we
first observe that Ochiai and K2 are ranking equivalent to P(C|E)P(E|C) and
P(C|E)+P(E|C) respectively. These are monotonically equivalent (divide each of the
former expressions by 2) to the geometric and arithmetic mean of P(C|E) and P(E|C)
respectively. We consequently say that P(C|E)P(E|C) and P(C|E) + P(E|C) de-
scribe means of co-prediction.

Furthermore, the top two performing automatically generated measures m9185
and m30180 contain P(C|E) + P(E|C) and P(C|E)P(E|C) as sub-expressions re-
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spectively.  Observe, m9185 = (P(C|E) + P(E|C)) - I;((ﬁcE\‘EC)) and m30180 =
(P(E|C)P(C|E) + P(E|C)?*) + P(C|E).

Thus, we conclude that measures that are equivalent to a mean of co-prediction
(or include such means as sub-expressions), are consistently top performing in terms
of W-scores.

We now discuss additional experiments. An additional (smaller scale) experiment
was performed with the BARINEL tool, which was scalable for our SIR benchmarks
but not our larger Steimann benchmarks, (see [21]). We performed this additional
experiment because we were interested in whether SBFL techniques could compare
to slightly more heavyweight fault localisation tools. The most recent version of the
BARINEL tool has an option to perform single fault localisation, but ranked 43rd
overall in the SIR benchmarks in terms of W scores and was not competitive in
this context. As a consequence we have not performed more detailed analysis of
its performance. However, we emphasise that BARINEL was designed originally as
a multiple fault localisation tool (not a single bug localisation tool), and so shall
compare BARINEL in detail in our chapter on multiple fault localisation (chapter 7).

Finally, we discus the issue of how to determine the “best” measures. Although
m9185 experimentally performs the best in our experiments in terms of AVG A and
W scores, it is subject to criticisms of both over-fitting and not having a wholly
satisfactory intuitive connection to the problem. Accordingly, criteria for finding
“best” new measures might potentially include achieving a good balance of both
experimental performance and a potentially more intuitive connection to SBFL. How
one determines what this “best balance” is is a difficult question. But for brevity,
we suggest that these measures might include the following classes of measures which

were demonstrated to be experimentally competitive (top 25 W scorers as presented
in Table 5.9):

1. New simple measures such as Pattern-similarity and NPV — demonstrated via
our ranking equivalence proofs to be equivalent to —a.,a, s and a,,/a, s respec-

tively.

2. New causal measures such as Suppes = P(F|C) — P(F|-C) and Lewis =
P(E|C)
P(E[-C)
errors.

log which capture the intuition that “bugs raise the probability” of

3. Established measures such as Kulkzynski2 and Ochiai, which capture the intu-

ition that bugs and errors “co-predict” — demonstrated via our ranking equiva-
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lence proofs to be equivalent to P(E|C) + P(E|C) and P(E|C)P(E|C) respec-
tively.

5.4 Summary

In this chapter we have performed a large scale investigation into the established
framework of SBFL. The major research project was to find the most effective suspi-
ciousness measures. To answer this problem, we firstly introduced and motivated a
large class of measures to SBFL — including classes of causal, confirmation, prediction,
similarity, and automatically generated measures, and provided a large class of rank-
ing equivalence proofs to identify new usable measures. We motivated these measures
in terms of different proposals about what an SBFL suspiciousness measure should be
designed to capture. Secondly, to find the most effective measures we provided what
is to our knowledge the largest experimental comparison to date. We found our new
automatically generated measure m9185 achieved the best AVG A and W-scores, and
that many other of our new measures (e.g. Lewis, Pattsim, Suppes, and NPV) were
competitive. Insights included that simple measures, measures of “co-prediction”,
and measures which capture the intuition that “bugs raise the probability” of er-
rors perform well experimentally and have an improved intuitive connection to the
problem.

In general, the large scale nature of our investigation may suggest that we have
approached saturation point for new measures for the SBFL framework, and that if
gains are to be made in terms of effectiveness, a major paradigm shift is required.
Thus the question is begged: can we design a new framework which maintains the
low cost running time of SBFL, but is superior - both in terms of exploiting newly
identified theoretically properties of faulty programs, and in terms of practical fault

localisation effectiveness? In the next chapter we address this question.
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Chapter 6

Probabilistic Fault Localisation

In this chapter we advance the state-of-the-art in lightweight statistical fault lo-
calisation by building a new framework which we call probabilistic fault localisation
(PFL). The framework is designed to overcome a potential theoretical shortcoming of
SBFL. That is, so far there have not been many desirable formal properties which SBFL
measures have been shown to satisfy. Although there has been some discussion of a
few properties that measures should satisfy a priori (such as strict rationality [179]),
measures that solve fault localisation sub-problems have been discussed (such as sin-
gle bug optimal measures [181]), and general themes have been presented (such as
bugs being “probability raisers”, or “co-predictors”, as per the previous chapter),
there is not yet a SBFL measure that “solves” the problem of fault-localisation for
all benchmarks in a meaningful sense, or has been demonstrated to experimentally
outperform other measures by a substantial margin for given fault-localisation tasks.
Indeed, recently Yoo et al. have established theoretical results which show that a
“best” performing suspicious measure does not exist [253].

A proposed solution to this problem is to develop a new, comparably efficient al-
ternative to SBFL which can at once exploit further properties key to fault localisation
and experimentally outperform it at fault localisation tasks. Following this proposal,
our general strategy is to develop a framework which can directly determine the prob-
ability that a given program artefact is faulty using the methods of probability theory.

The contributions of this chapter are as follows:

e We introduce and motivate a new formal framework denoted Probabilistic Fault
Localisation (PFL), which is designed to estimate the probability that a given
program component is faulty. The framework is similar to SBFL insofar as it

can leverage any given suspiciousness measure.
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e We formally prove that PFL satisfies desirable formal properties which SBFL

does not.

e We demonstrate that PFL techniques are substantially and statistically signifi-
cantly more effective (using p = 0.01) than all known SBFL measures at finding
faults on our large benchmarks. The user investigates 37% more code (and finds
a fault immediately in 27% fewer cases) when using the best performing SBFL

measures in the current literature.

e We show that it is theoretically impossible to define strictly rational SBFL mea-

sures that can outperform given PFL techniques on many of our benchmarks.

e We demonstrate that PFL maintains efficiency comparable to SBFL, and in ex-
perimentation is shown to provide fault localisation information in under a

couple of seconds on average using our implementation.

The rest of this chapter is organised as follows. In Section 6.1 we present a
motivating example. In Section 6.2, we introduce and motivate formal assumptions
underlying the approach. In Section 6.3 we show that a set of equations, called the
PFL-equations, follow from the assumptions of the previous section. In Section 6.4
we motivate a measure to be used in our framework. In Section 6.5, we formally
prove that the PFL equations satisfy newly identified desirable properties, and also
prove that the SBFL framework cannot satisfy these properties. In Section 6.6 we
introduce and motivate a new algorithm, called the PFL-algorithm, which implements
our PFL-equations for the practical task of fault localisation. Section 6.7 presents our
experimental results of PFL techniques against all known SBFL measures at the task
of finding a fault in a program using our benchmarks. In Section 6.8 we summarise

our findings. This chapter is based on the paper of Landsberg et al. [148].

6.1 Motivating Example

We briefly re-present a small example to illustrate SBFL in the context of motivat-
ing the need for greater formal connection to the problem of fault localisation. Let us
re-consider the faulty C program minmax.c in Figure 6.1 (from [103]). The faulty
program is formally modelled as the following tuple of program components PM =

(CY,Cy, C3,Cy, E), where E models the event in which the specification assert (least
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int main() {

int inputl, input2, input3; tl 0 1 1 0 1
int least = inputl;
int most = inputl; ty 0 0 1 1 1
t3 || 0 0 1 0 1
if (most < input2)
most = input2; // C1 ty 1 0 0 0 0
if (most < input3)
most = input3; // C2 ts 0 1 0 0 0
if (least > input2)
most = input2; // C3 (fault) te 0 0 0 1 0
if (least > input3) tr 0 0 1 1 0
least = input3; // C4
ts || O 0 0 0 0
;ssert(least <= most); // E " 1 0 0 1 0
tip || 1 1 0 0 0

Figure 6.1: minmax.c
Figure 6.2: coverage matrix

<= most) is violated. The program fails to always satisfy this specification. The ex-
planation for the failure is the fault at C3, which should be an assignment to least
instead of most. We collected coverage data from ten test cases to form our set of
coverage vectors T = {t1,...,t10}. The coverage matrix for these test cases is given
in Table 6.2. Three of the test cases fail and seven pass. We compute the program
spectrum for each component using the coverage matrix. For example, the program
spectrum for Cjs is (3,0, 1, 6).

To illustrate an instance of SBFL we use the suspiciousness measure Wong-2 =
aief — aip [241]. The user inspects the program in decreasing order of suspiciousness
until a fault is found. C} is inspected first with a suspiciousness of 2 and thereby
a fault is found immediately. The example illustrates that SBFL measures can be
successfully employed as heuristics for fault localisation, but that the formal and

conceptual connection to fault localisation could potentially be improved.

6.2 Assumptions

Our goal is to define a probability function which describes the probability of the
hypothesis that a given component is faulty as a function of a given proband model
(PM,T). This information can then be used in practical fault localisation tasks

by suggesting to the user which parts of the faulty program to investigate first in
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the search for faults. In the remainder of this section we do the following. We first
describe an intuition for the sort of probability function we wish to define, we then
present some formal preliminaries, and finally we introduce, motivate, and formally
present some assumptions. These assumptions are then are used to derive some
fault localisation equations of section 6.3, which are in turn used to determine the
probability that a given component is faulty.

We first discuss how we intend the probabilities of the proposed probability func-
tion to be interpreted. For our purposes, we wish the probabilities to describe the
degree to which the empirical evidence supports the given hypothesis (in our case a
given proband model will supply the empirical evidence, and the given hypothesis
will be a proposition expressing whether a given UUT is faulty). This has been called
the logical, inductive, or epistemic probability [86]. To gain an intuition for this type
of probability, suppose I flip a coin, and cover the result of the flip with my hand,
such the result of the flip is unknown to you. Now, objectively speaking the coin
is either facing up heads, or facing up tails (but not both), and so in one sense the
probability that the coin is facing up heads is either 1 or 0. However, according to the
epistemic interpretation, the probability it is facing heads up describes the degree to
which the empirical evidence supports that hypothesis. Now, as the degree to which
the evidence supports that hypothesis is equal to the degree to which the evidence
supports the contrary hypothesis that the coin is facing up tails, and that either (but
not both) of these hypotheses must be true, the epistemic probabilities would describe
this by assigning an equal probability to both hypotheses (0.5 to each).

To see how this intuition might apply to our development, consider a proband
which consists of a faulty program (consisting of two UUTS) and a test suite which
consists of only one failing execution which covers the entire program. For this
proband, we may construct the proband model (PM,T) consisting of the program
model PM = (C4, Cy, E) and set of coverage vectors T = {¢;} in which ¢, = (1, 1,1, k)
where k£ = 1. Now, assuming that either C; or C (but not both) indicate the cause
of the error, we can estimate the likelihood that one indicates the cause using our
proband model as our available evidence. In this example, we think the degree to
which the evidence supports the claim that C) indicates the cause, is equal to the
degree to which the evidence supports the claim that C indicates the cause (as the
two are indistinguishable in the program model apart from their ordering — where we
assume that the ordering does not provide any evidence here). According to an epis-
temic interpretation of probability the probabilities would describe this by assigning
an equal probability to both hypotheses.
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We now present some formal preliminaries. Alongside the probability function
defined in section 3.4 of chapter 3, we introduce a new probability function P, the
domain of which is a set of propositions. To define the set of propositions, we first
define two sets of atomic propositions H = {h;|C; € PM} and C = {h¥|C; €
PM At € T}. Intuitively, H is a set of fault hypotheses, where h; expresses the
hypothesis that C; is faulty, and C is a set of causal hypotheses, where h expresses the
hypothesis that C; was the cause of the error F in execution t;. For the purposes of our
development, members of H U C are treated as definitionally primitive propositions
and are not defined in terms of any further formal object. The set of propositions is
then defined inductively as follows. For each p,q € HU C, p and ¢ are propositions.
If p and ¢ are propositions, then p A q, p V q, —p are propositions. We also assume
the following standard properties of probability [117]. For each proposition p and g¢:
Pp)=1ifp=T. B(p)=0ifp= 1. P(pVq) = Rp) + ) — P(pAqg).
Py(=p) = 1= Pa(p). Pa(plg) = Pa(p A q)/Pa(q).

We now present assumptions A1-7 which are designed to be plausible for any
proband model (PM ,T). These assumptions will be used to generate a set of three
equations which can be used to achieve to determine the probability that any given

component is faulty.
A 1. Forall hy € H, hy = /|-, hk.

This states that C; is faulty just in case C; was the cause of the error F in some
execution of the program, and provides a fundamental definition of what it is to be
faulty. An assumption underlying A1 is that the given test suite is adequate in the
following sense: that for every fault there is a test case in which that fault is executed

and can be identified as the cause of the error.

A 2. Forallt, e F, \/\PMpk = T,

=1

This states that for every failing trace, there is some component C; € PM which
caused the error E in that trace. Intuitively, we assume that if an error occurred
then something (some event in the program) must have caused it, and that no error
occurs in a failing trace which can be said to be uncaused. In general we also assume
that PM is defined adequately in the sense that every fault has a corresponding

component in PM .
A 3. Forall h¥ € C,if h¥ =T then C; # E.

A 4. Forall h¥ € C,if h¥ = T then ¢f =1 and e* = 1.
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These assumptions state that if C; was the cause of F in t;, then C; must have been
a different event to £ (A3), and C; and E must have actually occurred (A4). These

two assumptions have been described as fundamental properties about causation [155].
A 5. For all hf,h% € C, if C; # C; then hi ARy = L.

This states that no two events could have both been the cause of the error in a given
trace. In other words, different causal hypotheses for the same trace are mutually
exclusive. The rationale for this is that the intended and fundamental meaning of A}
is C; was the cause of E in t;, and as the implies uniqueness, no two events could
have been the cause. In general, any union of events may be said to be the cause so

long as that union is in PM.
A 6. Forall hf € C and all S C T — {t}, Pa(hf|\, cqhi) = Pa(hY).

This states that the probability that C; was the cause in one trace is not affected
by whether it was in some others. In other words, whether it was the cause in one
is statistically independent of whether it was in others. Here, we assume that our
probabilities describe this property of objective chance, and that the causal properties
of each execution is determined by the properties of the events in that execution
alone, cannot affect the causal properties of other executions, and so do not affect the
probabilities of those causal properties. Independence principles are well established
in probability theory [139].

In light of the above assumptions we may define c(t;) = {C; € PM|c}f = & =
1A C; # E}. Intuitively, this is the set of components covered in ¢, otherwise known

as the set of candidate causes of F in t;. We now state the following assumption:
A 7. For some measure w and for all Cj, C; € c(ty), Pa(hy)/Pa(hf) = w(C;)/w(C5).

Here, we assume w is a correct measure of the strength/propensity of a given
event to cause the error (and is thus motivated as a measure of causal strength as
described in section 5.1.3). We also assume there exists a correct measure and that
this measure can be found. Accordingly, the assumption states that there is some
measure of causal propensity such that the relative likelihood that one event caused
the error over another, is directly proportional to their causal propensities to do so.
In general, any suspiciousness measure w from the SBFL literature may be proposed
as a measure of causal strength, and thus there is great room for experimentation

over the definition of w. We use the notation PFL-w when measure w is being used.
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Two provisos on the definition of w come from whether C; is known to be faulty or
not. Firstly w(C;) > 0 if a’; > 0 when C; is not known to be non-faulty (this proviso
may require some measures to be re-scaled). This corresponds to the intuition that
there is some chance that C; is faulty when C; is not already known to be healthy
and is involved in some failing traces. It also helps ensure there are no divisions by
zero. Secondly, w(C;) = 0 if C; is already known to be non-faulty. This corresponds
to the intuition that C; has no propensity, and consequently no probability, in being
the cause of the error if this has already determined by the user to be the case. We

propose a definition for w in section 6.4.

6.3 PrL-Equations

We now show that the assumptions A1-7 (henceforth PFL assumptions) imply
Equations (6.1), (6.2), and (6.3) (henceforth PFL equations. The PFL equations can
be used to determine the probability that a given component C; is faulty by finding
the value of Py(h;). We may informally describe these three equations as follows.
The first equation states that the probability a component is faulty, is the probability
that it was the cause of the error in some trace. The second is a general definition
of disjunction under the assumption of independence. The third states that the
probability that a covered component was the cause of the error in a given trace is

equal to its normalised suspiciousness (or 0 if the component is not covered in that

trace).
T
(Vhi € H)Py(h;) = Po(\/B}) (6.1)
n=1
T T T
(vhi € C)Pa(\/h]) = Pa(hf) + Po( \[ h]) — Po(hf) Po( \/ h) (6.2)
j=k j=k+1 j=k+1
— )i O € ety
w Cj g k
(VhE € C)Py(hk) = { o' (6.3)
0 otherwise

Proposition 2. The PFL assumptions imply the PFL equations.

Proof. We first show Equation (6.1). It suffices to prove the case for hy. hy = \/Lﬂl hk
(by A1). Thus Py(hy) = Py(\/\Y, h¥) (by Leibniz’s law).
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We now show Equation (6.2). It suffices to prove the case for each h¥ € C.
By the definition of disjunction we have for all 0 < k < |T| P, (\/|T|khj) =
Py(h%) + PQ(\/‘TIkJrfl]) Py(h} A \/lledf) It remains to show Po(h} A \/ITIH{#)
= PPV b Palhh AV p) s eanal to Pk VT, ) POV T 1)
(by probabilistic calculus). This is equal to PQ(hk)Pg(\/mk L)) (by A6).

We now show Equation (6.3). We have two cases to consider: C; € c¢(tx) and
C; ¢ c(ty). Assume C; € c(ty). We may assume tj is ordered so there is some
n such that Al cf = 1, /\‘prﬁllck =0 and C|kPM| = e¥ = 1 (such that c(t;) =
{C1,...,Ch}). Now, for all C;,C; € c(ty) Pa(hF)/Pa(hY) = w(Ci)/w(C)) (by AT).
Thus, for C;, C; € c(te) w(Cy)/Py(hy) = w(C))/Pa(hh) (as x/y = w/z = z/y = w/x).
So, w(Cy)/Py(hY) = w(Cy)/Py(hy) = ... = w(C,)/Py(hE). Thus, there is some c
such that for all C; € c(ty), ¢ = w(C;)/Pa(h¥) (by the last result). Equivalently, there
is some ¢ such that for all C; € c(t), Py(h¥) = w(C;)/c. To complete the proof it
remains to prove ¢ = > o ¢ w(C}j). \/‘PM| h¥ = T (by A2). But, \/LPi‘ﬁll hf =
1 (by A4 and contra-position Wlth the initial assumption that /\'lplﬂ1 "¢k = 0), and
h|kPM| = 1 (by A3). Thus, \/;_, k¥ = T (by V-elimination). So, P»(\/}_, hf) =1 (by
probabilistic calculus). Thus, Y7, P,(h¥) = 1 (by probabilistic calculus and A5).
So, > (w(Cy)/e) = 1. Thus, (31, w(C;))/c = 1. Equivalently, > "  w(C;) = c.
50, D cieerny) W(Ci) = ¢ (by def. of c(t) above). We now do the second condition.
Assume C; ¢ c(t;). Then —(cf = e* = T AC; # E) (by def. of ¢(ty)). Thus cf = 0 or
e® =0or C;=E. If C; # E, then Py(h¥) =0 (by A3). If ¢& = 0, then P»(h¥) =0
(by A4). If ek = 0, then Py(h¥) = 0 (by A4). Thus, if C; ¢ c(tz), then Py(h¥) = 0.

[

Example 6.3.1. We now illustrate how the PFL equations can be used to determine
the value Py(hy) from our running example of 3.1. We use a weight w = 1 for
simplicity. In this example, P»(hy) is equal to Py(hiVRh3Vh3) (by Equation (6.1)). It is
sufficient to first find the values of each of Py(h)), P»(h?) and P»(h3), and proceed from
there. We do the case for P (h3) explicitly. This is equal to w(Cy) /(w(Cs)+w(Cy)) (by

Equation (6.3)) which is equal to — (as w returns 1 in our example). Thus, Py(h3) =

(
T+

0.5. Finally, P»(h}) = 0 and Pg(hg) = 0 because C} is neither covered in ¢; nor t.
Now, P(h3V k) is equal to Py(h3) + Py(h3) — Po(R3)P(h3) (by Equation (6.2)). This
is equal to 1/2+0—((1/2)0) = 1/2 (by substitution). Furthermore, Py(hjV h3V h3) is
equal to Py(hy) + Po(h2V hi) — Py(h)) Po(h2V h3) (by Equation (6.2)). This is equal to
0+1/2—(0(1/2)) = 1/2. Thus Py(h}V h2V h3) is equal to 0.5 Py(h)V A2V h}) is equal
to Py(hy) (by Equation (6.1)). Thus, Py(hs) = 0.5. By similar reasoning we have
Py(hy) = 0.5 and Pa(hs) = 1. In contrast, PFL-PPV returns Ps(ha), Py(hs), Pa(hy)
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values of 0.31, 1.00, 0.25 respectively. For a case study which demonstrates the use
of the PFL-equations in the context of constructing a mass function for a program in

our large benchmarks, the reader is directed to Appendix A.4.

6.4 Measure of Causal Propensity

To use the PFL equations, it remains for the user to choose a measure of causal
propensity w for A7. One proposal is w(C;) = Pi(E|C;) (the measure of positive
predictive power PPV [149]) or Py (E|C;)/Pi(E) (the Fitelson measure of causal
strength [78]). For the purposes of defining P,(h¥) both proposals are equivalent (ob-
serve Po(hf)/ Po(hy) = PI(E/Cy) [ PL(E/[Ci) = (P(E/Cy) | Pi(E))/(PL(E/Cy)/ Pi(E))
using AT).

The proposal satisfies the following plausible intuitions about causal likelihood.

As follows:

1. It captures the intuition that the more something raises the probability of the
error, the higher its relative likelihood that it is the error’s cause (to see this,

observe we have Py(hy)/Py(h¥) = Pi(E|C;)/Pi(E|C;) using AT).

2. It captures the intuition that events which do not affect the error’s likelihood
are equally unlikely to have caused it (to see this, assume both C; and C; are
independent of E ie. Pi(E) = P (E|C;) and P (E) = P,(E|C;), then it follows
Py(Rhf) = Py(h¥) using AT).

3. A plausible estimate of w(C;) as a measure of C;’s causal strength is the prob-
ability that C; causes F given C;, and P (F|C;) accordingly provides an upper

bound for this estimate.

4. The proposal has the following intuitive consequence: when there are no passing
traces, then for every C; and t; we have Py(h¥) = 1/n for n covered components
in trace t;. This corresponds to a uniform probability distribution for all covered

Ci; € PM, then PPV = al;/(al; + al,) = 1 for every Cj, in which case Py(h})

= 1/n (by equation 3 of the PFL-equations).

components in each failing trace. To see this result, assume a’, = 0 for every

In our running example PFL-PPV returns Py (hs) = 0.00, Pa(hg) = 0.31, Py(h3) =
1.00, and Py(hy) = 0.25, which correctly identifies the correct hypothesis with the

most probable one.
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Finally, we emphasise that the correct definition of causal strength w is subject
to debate (as established by the current literature [78]). Consequently, there is room

for experimentation over alternative definitions.

6.5 Properties

We now identify desirable formal properties which we prove the PFL equations

satisfies, but no SBFL suspiciousness measure can.

Definition 6.5.1. Fault Likelihood Properties. For all C;, C; € PM , where C; # C},

we define the following:

1. Base case. If there is some failing trace which only covers C;, but this property

does not hold of C}, then C; is more suspicious than C}

2. Extended case. Let T; be a test suite in which all failing traces cover more
than one component, and let Ty be identical to T; except cf = 1 and cf =1
in T and cf” =1 and c;? = 0 in T, then the suspiciousness of C; in Ty is more

than its suspiciousness in Ts.

These properties capture the intuition that the fewer covered components there
are in a failing trace, the fewer places there are for the fault to “hide”, and so the
a priori likelihood that a given covered component is faulty must increase. Upper
bounds for this increase is established by the base case — if a failing trace only covers
a single component then that component must be faulty. We now formally establish

that the PFL equations, but no SBFL measure, satisfies these properties.
Proposition 3. The PFL equations satisfies the fault likelihood properties.

Proof. We first prove the base property. We first show that if there is some failing
trace t; which only covers C;, then nothing is more suspicious than it. Let ¢; be a
failing trace which only covers C;. Then Py(h}) = Zggg =1 (by Eq. (6.3)). Letting n
abbreviate PQ(VQQ h!), we then have Pg(\/‘,:;‘l h¥) = (1+n)—(1n) = 1 (by Eq. (6.2)).
So Pa(h;) = 1 (by Eq. (6.1)). Thus, nothing can be more suspicious than C;. We

now show that if there is no failing trace which only covers C}, then C; must be

less suspicious than C;. Assume the antecedent, then for each #;, we have Py(hF) =

e < 1 (by Eq. (6.3)). Thus Py(V}, hf) < 1 (by Eqgs. (6.2) and (6.3)),
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Thus Ps(h;) < 1 (by Eq. (6.1)). Thus P(h;) < P(h;), which means C; is more
suspicious than Cj.

We now prove the extended property. Let T; be a test suite in which all failing
traces cover more than one component, and let Ty be identical to T; except ¢! = 1
and ¢; = 1in Ty and ¢} = 1 and ¢; = 0 in Ty. Let n abbreviate Py(\V™ hm
Py(h;) = Pa(h}) +n — (Py(h})n) (by Egs. (6.1) and (6.2)). It remains to first show
that Py(h}) is greater in Ty, and secondly show n has the same value for both test
suites where n < 1. For the former, let Py(h}) = w(01)+~~+:f%3rw(0|c(tk>‘) for both test
suites (using Eq. (6.3)), where we let x = w(C}) for Ty (where w(C;) > 0), and x =0
for Ty (as c§ ¢ c(ty) for T3). So, the equation for Py(h;) is greater in T5. To show

the latter, we observe that for all 1 < m < |T;| we have Py(h") < 1 (by assumption

each t,, € F C T covers at least 2 components) and that P5(h") is the same in both
T, Ty, thus n < 1 (by Eq. (6.2)) and n has the same value for both. O]

Proposition 4. No SBFL measure satisfies either property.

Proof. To show that no suspiciousness measure w satisfies the base property, we show
that for any w we can construct a test suite in which 1) there is a failing trace which
only covers Cj, 2) there is some C; such that there is no failing trace which only covers
it, and 3) w(C;) = w(C};). A simple example is as follows. Let PM = (C4, Cy, C5, E)
and T = {(1,1,1,1,1),(0,1,1,1,2),(1,0,0,1,3)}. Thus the spectrum for C; and C
is (2,0,0,0), and so w(Cy) = w(Cs).

To show that no suspiciousness measure w satisfies the extended property, we show
that for any w we can construct a pair of test suites T; and Ty which are otherwise
identical except 1) ¢f =1 and ¢¥ =1in Ty 2) ¢ =1 and ¢§ = 0 in T, and 3) w(C;)
is equal to w(C;). The simplest example is as follows. Let PM = (C4,Cy, E) and
T, = {(1,1,1,1)} and Ty = {(1,0,1,1)}. Thus the spectrum for C; is (1,0,0,0) in
both cases, and thus w(C}) is the same in both cases.

O

The proof of the last proposition suggests that there are large classes of test
suites in which SBFL measures violate the properties. SBFL measures do not have the
resources to satisfy the properties because each C;’s suspiciousness is only a function
of its program spectrum, which itself is only a function of the i-th column of a coverage

matrix.
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6.6 PrrL-Algorithm

In this section we present an algorithm which uses the PFL-equations in the context
of finding a fault in a faulty program. We call this new algorithm the PFL-algorithm.

We begin with some development. A first question is how to use the PFL equations
in the context of a fault localisation algorithm. One first proposal is to use the
traditional SBFL algorithm, and use the PFL-equations to determine the degree of
suspiciousness for each component. After each component has its fault probability
computed, the user then inspects the program in descending order of suspiciousness
until the fault is found. The reason the SBFL should not be used is due to the fact
that in our setup the probability that a given component is faulty can change when
new information about the fault status of a component is discovered (namely, w(C})
is set to 0 if C; is discovered to be non-faulty), therein changing the order in which
components should be investigated (an example of this is given later).

Accordingly, we propose a new algorithm as follows. Given a proband model
(PM,T) and measure w, an algorithm to find a single fault in a program PM is
as follows. Step one, find maxy,cu(P2(h;)) by computing the value of P(h;) for each
h; € H using the PFL equations. Let the most probable hypothesis be ;. If h; is true,
the procedure stops. Otherwise set w(C;) = 0 and return to step one. A property of
this algorithm is that yet to be investigated components can change in fault likelihood
at each iteration when new facts of the form h; =1 are discovered. We formally
present step one of this algorithm in the PFL-algorithm. Informally, this algorithm
can be intuitively understood as computing the most likely fault hypothesis using the
three fault localization equations presented in section 6.3 and a given proband model
(PM,T).

One optimisation in the algorithm is as follows. A consequence of the PFL equa-
tions is that we need only compute the values P»(hY) for each failing trace t; and
component C;. This is because Py(h¥) = 0 for passing traces, and so passing traces
have no impact on the computation of P(h;).

We now discuss complexity. It is easily observed that the complexity of the PFL
algorithm can be described as a linear function of the size of the test suite T. It is
therefore comparably lightweight to SBFL.

We emphasise that a (potentially advantageous) property of the PFL-algorithm is
that fault probabilities can update after each investigation. We illustrate this with

two examples. The first shows how absolute values of probabilities can change; the
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Algorithm 1 pFrL-algorithm
Input: proband model (PM,T), and measure w

Output: index of the most likely fault hypothesis
1: for 0 <i < |PM| do

2: P[Z] 0

3: end for

4: for 0 < k < |F| do

5:  sum < 0

6: for 0<i<|PM]|do

7: if ¢¥ =1 then

8: sum < sum + w(C;)
9: end if

10:  end for

11:  for 0 <i < |PM]| do

12: if ¢ =1 then

13: Pli] + (Pli] + (w(C;)/sum)) — (Pi] * (w(C;)/sum))
14: end if

15:  end for

16: end for

17: return argmax;(P[i])

ol ol ol ol E
a1 1 [0 [0 |1
L1 10 |1 |1 |1
11 |0 |1 |1 |1

Table 6.1: coverage matrix, small example

second shows how the relative order in which hypotheses are ranked in terms of
suspiciousness can change.

First, we give an example of how updates can mean that hypotheses change in
absolute value. To see this, consider a program PM = (C},Cs,Cs,Cy, E) where T
=F ={(1,1,1,1,1,1)}, and where C5 is a bug. Using PFL-PPV we first observe that
each program component has a probability 1/4. Suppose it is then discovered that C}
is not a fault. Then, as w(C}) is now set to 0, the probability of each of the remaining
hypotheses is 1/3. Thus, the probabilities have changed in absolute value.

Secondly, we give an example of how updates can mean that hypotheses
change in relative order of suspiciousness after an investigation of the program.
For instance, there are cases in which if C5 is more likely than C5, then af-

ter C7 has been discovered to be not faulty then C; will be more likely than
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C3. To see this, consider a program PM = (Cy,Cy,Cs,Cy, E) where T = F =
{(1,1,0,0,1,1),(1,0,1,1,1,2),(1,0,1,1,1,3)}, and where C; is a bug, and one of Cj
or Cy is a bug. We present this test suite in Table 6.1. In this example, the PFL algo-
rithm runs as follows. At step one PFL-PPV gives us Pa(hy) > Pa(hs)|Pa(hs) > Pa(ha).
Thus ] is investigated first. As it is not faulty w(C}) is consequently set to 0. PFL-
PPV then gives us Py(hy) > Ps(hs). Thus, Cy and C5 has changed in ordering since
the first investigation as a result of the update, and the bug (on average) is found
quicker. In contrast, in SBFL degrees of suspiciousness remain invariant throughout
the fault localisation process. In general, we believe that an algorithm which allows
updates concerning the fault status of components has the potential to improve fault

localization.

6.7 Empirical Evaluation

In this section we discuss our experimental setup and our results. The aim of
the experiment is to compare the performance of the PFL algorithm against SBFL
measures at the practical task of finding a fault in programs.

We first discuss techniques compared. We compared the experimental results of
our SBFL techniques against a selection of PFL techniques. In addition, as we now
want to determine whether PFL can outperform any rational SBFL measure in gen-
eral, we also include the unavoidable cost (UC) scores. We now discuss which PFL
techniques we compared. Although PFL techniques have a comparable complexity
to SBFL techniques (taking a negligible number of seconds per problem in our imple-
mentation), a problem was that with 60,000 program versions running the experiment
with just four PFL techniques took considerable time. For this reason, we had to pick
wisely which values of w to test with PFL. We chose four measures, as follows. Firstly,
we chose PPV = Py(F|C) (equivalent to Fitelson-I measure) following our discus-
sion in section 6.4, we additionally chose scaled and ranking equivalent versions of
Ochiai = P,(E|C)P,(C|E) and Kulkzynski2 = P, (E|C) + P,(C|E) and Suppes mea-
sure (P1(E|C) — Pi(E|=C) 4 1)/2. These measures are scaled from 0 to 1, and were
chosen because of their promising experimental performance in SBFL, and because of
their potential applicability as measures of causal power.

We first present the top ten performing measures in section 6.7.1 along with overall

averages of the techniques compared. We then present scores for a range of methods as
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Technique AVGW SIRW STIW | AVGA SIRA STI A
ucC 2.65 4.55 1.38 69.25 58.45 76.45
m9185 4.93 8.40 2.63 47.39 38.15 53.55
PFL-SuPPES 5.12 9.66 2.09 53.67 25.73 72.30
K2 5.12 8.76 2.69 45.09 33.75 52.65
PFL-OcHIAT 5.39 10.40 2.05 54.90 28.43 72.55
PFL-K2 5.50 10.27 2.31 52.11 24.43 70.57
PFL-PPV 5.69 11.39 1.88 57.38 29.15 76.20
Zoltar 6.09 11.34 2.59 43.26 28.10 53.37
Opt-Ochiai 6.38 10.95 3.34 37.75 21.80 48.38
D3 6.38 10.87 3.39 40.62 27.52 49.35
Ochiai 6.58 11.99 2.97 43.34 29.65 52.47

Table 6.2: PFL — top 10 W scorers
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Figure 6.3: Performance of prominent PFL techniques

a function of the number of faults introduced into the program more in Section 5.3.2.

Finally, we discuss these results in section 5.3.3.

6.7.1 Scores by average

To provide a summary of our top results, the measures which received the best
overall AVG W-scores are presented in Table 6.2. The first column gives the name
of the technique, the second/fifth columns give the AVG W/A scores respectively for
all 100 scores. The remaining columns give the AVG W/A scores for the SIR and
Stiemann (STI) benchmarks respectively. In Appendix A we provide detailed tables
which describe the 100 scores for the n-fault benchmarks for a range measures for the
interested reader.

We also present a performance plot in Figure 6.3.
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Figure 6.4: Performance of PFL-PPV on Steimann benchmarks

6.7.2 Scores by number of faults

In Figures 6.5, 6.6, 6.7, and 6.8 we present some detailed W-score and A-score re-
sults for a range of techniques. The figures are constructed analogously to those in
section 5.3.2. In these figures we have chosen our favoured PFL technique PFL-PPV,
and compared it against PPV when used as a SBFL measure (here we note that PPV
is ranking equivalent to Tarantula, and so is reported as Tarantula in our graphs).
We also chose the best performer in terms of W scores in the Stiemann benchmarks
(Zoltar) and the best performer in terms of W scores in the SIR benchmarks (m9185).
This selection firstly demonstrates how PFL-PPV improves in effectiveness of PPV,
and secondly demonstrates how it often improves upon top performing SBFL measures
both in theory (using a measure of the upper bounds for SBFL performance UC) and

practice (using the best performing measures Zoltar and m9185).

6.7.3 Discussion

In this section we discuss the experimental results of the previous section. The central
theme of the discussion concerns how PFL compares to SBFL framework in general,
and in identifying the advantages the former has over the latter.

We begin by discussing how PFL compares to SBFL in terms of overall effectiveness.
Table 6.2 demonstrates that our PFL techniques are extremely competitive with the
SBFL framework overall. In general, all four of our tested PFL techniques are in
the top 6 performers (as measured by overall AVG W score). In many cases PFL is

demonstrated to be the top performer: The top overall AVG A score of any technique
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Figure 6.6: W-scores for selected techniques on Steimann benchmarks

is PFL-PPV, the top AVG A and W scores for the large benchmarks is also PFL-
PPV. In addition PFL-SUPPES is only second to our automatically generated measure
m9185 in terms of overall AVG W scores. Thus, our new techniques compare highly
competitively.

We now discuss how PFL compares to SBFL in terms of overall efficiency. In
our implementation it took under a second to find the most suspicious component
in SBFL/PFL procedures. The complete PFL procedure, which recomputes the fault
probabilities (as per the PFL-algorithm in section 6.6) until a fault is found, took
slightly more than this — an average of 1.80 seconds — thus establishing PFL’s negligible
overhead for practical fault localisation purposes.

Note we can minimise runtime costs further if we only use the PFL-equations to
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Figure 6.7: A-scores for selected techniques on SIR benchmarks
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Figure 6.8: A-scores for selected techniques on Steimann benchmarks

determine the fault probability of each component once (forgoing iterative updates in
probability), and this would conserve the A-score. This follows by definition, as our
A-score measures whether the most probable fault is a fault.

We now discuss how choice of measure w makes a difference in overall effective-
ness for the PFL framework. Choice in measure for PFL technique does not seem to
make nearly as much difference in terms of overall effectiveness as it does in SBFL.
To see this, compare PFL-PPV, PFL-SUPPES, PFL-OCHIAI, PFL-KULKZYNSKI2 with
their counterparts PPV, Suppes, Ochiai, and Kulkzynski2 - the latter four have a
substantially larger range in terms of W and A-scores when comparing the techniques
scores on Tables 5.9, 5.10, and 6.2. This may suggest that the PFL-w framework can

provides more robust fault localisation effectiveness irrespective of choice of measure.

114



We now discuss how the size of the program affects effectiveness for PFL techniques.
To discuss this we compare the results of our PFL techniques for large (Steimann) and
small (SIR) programs. We first discuss results for our small (SIR) benchmarks. PFL
techniques were highly competitive (as Table 6.2 demonstrates). However, we noticed
that 79.97% of the faults in the SIR benchmarks were covered by all failing traces
which made it less challenging for our techniques in terms of noise. No established
SBFL measure was statistically significantly better than our PFL techniques 40 A /W-
scores on the SIR benchmarks. The experiments confirm PFL as high performing.

We now discuss results for our large (Steimann) benchmarks. For these bench-
marks the PFL techniques performed better than SBFL techniques. Zoltar was the
SBFL measure with the highest AvG W-score of 2.59. PFL-PPV improved on this
score with a AvG W-score of 1.88. Thus, the user has to investigate 37.77% more
code when using the best SBFL measure. Klosgen was the (established) SBFL measure
with the highest AvG A-score of 55.2. (PFL-PPV) improved on this score by with a
AvVG A-score of 76.2. Thus, the user finds a fault immediately 27.56% less frequently
using the next best established SBFL measures. Both PFL-PPV’s W/A 60 scores were
a statistically significant improvement over all SBFL measures using p = 0.01. Thus,
the PFL approach was a substantial and significant improvement at localising faults
on the large benchmarks.

Why are PFL advantaged on our larger benchmarks? PFL satisfies the fault locali-
sation properties described in 6.5, meaning that the PFL framework makes components
in failing traces with relatively fewer covered components relatively more suspicious.
These failing traces were observed to be more abundant in the coverage matrices in
our large benchmarks. An in-depth case study of a typical program version in the
Steimann test suite which illustrates this point is given in the Appendix A.

Is this advantage important? We emphasise that performance in large programs
such as the Steimann benchmarks is a highly desirable property. Thus far, only
lightweight methods such as SBFL have been able to scale to benchmarks of this
size, and industrial projects typical to the real world which require fault localisation
methods are usually large.

We now discuss whether PFL experimentally outperforms the estimated upper
bounds of SBFL effectiveness. We compare the unavoidable cost (UC) scores with
our PFL-PPV for the large benchmarks. UC’s AvG W/A-scores were 76.45 and 1.38
respectively. We compare this to PFL-PPV scores of 76.2 and 1.88 respectively. Thus,
overall PFL was very similar to the estimated upper bounds of SBFL performance (as

measured by UC scores). In particular, PFL-PPV outperformed UC’s W-scores at
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19/60 benchmarks (see Appendix A for these results), and UC’s A-scores at 24,/60
benchmarks. It is thus theoretically impossible to design a strictly rational SBFL
measure that can outperform PFL-PPV on many of our large benchmarks. PFL-PPV
techniques did not improve on UC scores on the small benchmarks.

We now discuss how measures behave as more faults are introduced into a program,
as per Figures 6.6, 6.5, 6.8, 6.7. For SBFL measures a general trend is as follows: the
more faults there were in a program the better an SBFL measure’s W-scores, but the
worse that measure’s A-scores. In contrast, a similar negative trend for the A-scores
was not noticed for our variants of PFL-w at our large benchmarks. This demon-
strates a superior ability to deal with noise introduced by multiple faults in our large
programs. The proposed explanation for this is twofold. Firstly, PFL satisfies the
fault localisation properties described in 6.5, meaning that the PFL framework makes
components in failing traces with few covered components relatively more suspicious
(where such failing traces were observed to be more abundant in the large bench-
marks). This in turn enables the framework to cut through noise which potentially
confound SBFL techniques.

To ascertain the relationship between the number of faults in a program and the
W-scores of PFL-PPV (described in Figures 6.6, 6.5, 6.8, 6.7), we used Spearman’s
rho. Here, the relationship between decreasing W-scores and increasing number of
bugs was described as significant (R-score < -0.99) for both the 4 SIR scores, and
6 Steimann scores. In addition, the relationship between decreasing A-scores and
increasing number of bugs was described as significant (R-score < -0.99) for only the
SIR scores, but not the Steimann scores.

We now discuss how PFL behaves if we limit ourselves to investigating a certain
percentage of the program. To discuss this, we appeal to the performance plot of
Figure 6.3, which gives us a representation of how effective measures are if we limit
ourselves to investigating n percent of a given program as averaged over all of our
benchmarks. As we can see, performance clusters between PFL techniques, and is
more or less similar to m9185 in overall performance. Small differences include an
advantage of PFL-PPV when n is low, and a small advantage to m9185 when n is
higher.

However, as PFL demonstrates superior ability at large programs, we focus our
analysis on them by discussing Figure 6.4. For each set of n-fault benchmarks of the
Steimann suite, if y % of the program versions received a W-score of < x %, a point
was plotted on that graph at (z,y). The mean (AvG) of the 6 graphs is also plotted.
The figure demonstrates that if we limit fault localisation to only 10% of the blocks,
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on AvG we would expect to find a fault 95% of the time using PFL-PPV. An outlier is
that PFL-PPV does slightly worse on the 16-fault benchmarks. In general, the graph
confirms the conclusion that PFL-PPV’s performance is not substantially worsened by

the number of faults in the program.

6.8 Summary

In this chapter we have presented a new formal framework of probabilistic fault
localisation (PFL), and compared it to SBFL in terms of (1) desirable theoretical prop-
erties, (2) its effectiveness at fault localisation and (3) its efficiency. Regarding (1),
the PFL equations were formally proven to satisfy desirable fault likelihood properties
which SBFL measures could not. Regarding (2), PFL-PPV was shown to substantially
and statistically significantly (using p = 0.01) outperform all known SBFL measures at
W and A-scores on our large benchmarks (and remains competitive on small bench-
marks). In particular we found an advantage on our large benchmarks: The user has
to investigate over 37.77% more blocks of code (and finds a fault immediately 27.56%
less frequently) than PFL-PPV when using the best SBFL measures. Furthermore, we
showed that for many of our large benchmarks it is theoretically impossible to design
strictly rational SBFL measures which outperforms PFL-PPV’s W-scores. Regarding
(3), we found that the PFL approach maintains a comparably negligible overhead
to SBFL. Thus, our results suggest the PFL framework has theoretical and practical

advantages over SBFL.
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Chapter 7

Multiple-fault Localisation

In the previous two chapters we developed techniques designed to find a single
fault in a program. However, as discussed in section 2.5, programs in the real world
usually contain multiple faults [110, 166, 172]. Thus, there remains the problem of
developing efficient and effective techniques for multiple fault localisation (MFL). An
initial question is which of the following established strategies such techniques should
adopt [235]:

1. One-at-a-time strategy. The engineer uses a given technique to localise a single
fault — that fault is then repaired, the program is re-tested to check for further
errors, and (if required) another round of single fault localisation is performed,

with this process repeating until the desired number of faults are found.

2. All-at-once strategy. The engineer uses a technique to localise multiple faults in
one sitting, resisting the requirement of the one-at-a-time strategy to re-execute

the test suite after a single fault is found.

The first approach can be understood to reduce MFL to multiple iterations of
single fault localisation. However, the major problem facing techniques which use
this approach is that it may require many re-executions of test suites, which can take
a prohibitively long time. Thus, in this chapter, our goal is to develop methods which
can efficiently and effectively localise multiple faults using the potentially time saving
“all at once” approach. As established in section 2.5, the major challenge facing many
techniques with respect to this approach is that their effectiveness, as demonstrated
in experimentation, has great potential for improvement. Following this challenge,

our strategy is to develop a method which optimises given statistical techniques to
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the task of MFL. The optimised techniques are then experimentally demonstrated to
outperform state of the art statistical techniques at given MFL tasks.

The contributions of this chapter are summarised as follows:

1. We introduce and motivate a new algorithm M,, which takes as input a given
fault localisation method ¢ (SBFL measure, PFL-PPV, or BARINEL), and opti-

mises it for the purposes of multiple fault localisation using a greedy heuristic.

2. Building on Naish’s notion of single fault optimal SBFL measures Opt(g), we
formally show that Moy, satisfies a newly identified property of multiple fault
optimality, and has a practical runtime comparable to the underlying technique

being optimised.

3. To demonstrate the potential of Mo, as a MFL optimiser, we experimentally
show that the algorithm statistically significantly and substantially improves
given SBFL fault localisation measures ¢ at multiple fault-localisation tasks,
and demonstrate Mo, (y)’s negligible runtime when SBFL techniques are used as

a value for g.

4. We find that Moy (Lewisy and Mop(pfi—ppy) Perform best in experimentation — on

average localizing over 3 faults after investigating 10% of the program blocks.

The rest of this chapter is organised as follows. In Section 7.1 we present a running
example to motivate the task of MFL and demonstrate the need to improve existing
SBFL methods. In Section 7.2, we propose a condition which describes when the
search for faults should stop in instances of multiple fault localisation. In Section 7.3
we present our new algorithm. In Section 7.4 we identify a new property of multiple
fault optimality and show that Mg, satisfies it. Sections 7.5 and 7.6 provide our
experimental results, which show how Mo, (4 can be used with existing ranking based

techniques g at the task of MFL. Finally, we summarize our results in Section 7.7.

7.1 Motivating Example

We begin by presenting a small example in order to illustrate how SBFL could
potentially be improved for the purposes of MFL. Consider the faulty C program
minmax2.c in Figure 7.1. This program is the same as the one presented in Chapter 6,

except that it has been modified to be a program with multiple faults, as opposed to
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int main ()

{
int inpl, inp2, inp3;
int least = inpl;
int most = inpl;

if (most < inp2)
most = inp2; // C1

if (most < inp3)
most = inp3; // C2

if (least > inp2)
most = inp2; // C3 (fault#1)

if (least > inp3)
least = inp3; // C4

if (least <= most)
most = most + 1 // C5 (fault#2)

assert (least <= most);

Figure 7.1: minmax2.c

one single fault. An error occurs just in case the assertion least <= most is violated.
One explanation for the failure is the fault at C3, which should be an assignment to
least instead of an assignment to most. A second explanation is the fault at C5,
which should be modified in order to account for the possible overflow of the value
of most. Thus, there are two faults which cause errors in the program. To generate
a test suite for SBFL, we collected coverage data from ten test cases. Four of the test
cases failed and six passed. The coverage matrix for the set of coverage vectors T for
this test suite is given in Table 3.1. Accordingly, the program model for T is defined
PM = (Cy,...,C5, E), where Cy = {ty,t5,t10}, Co = {t1,t6}, C3 = {t1,1a, 13,15},
Cy = {to, tr,ts,t10}, C5 = {t4,...,t10}, and E = {t1,...,t4}. By looking at the
coverage matrix, we can observe that the two faults '} and C5 can cause errors
independently of each other (i.e. one can cause an error without the other being
executed), and that no single fault is covered by all failing traces. These features
contrast with the fault in minmax.c in Chapter 5. We may compute the program
spectrum for each component using the coverage matrix as per usual. For example,

the program spectrum for C5 is (3,1,1,5).
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Table 7.1: Coverage matrix for T

We now illustrate how the SBFL algorithm is used to find both faults (as per [164]).
We use the Opt(PPV) measure as an example. Accordingly, Opt(PPV) returns af, ; 42
if al, = |F|, and a};/(al; + ai,) otherwise (see definitions of Opt(g) in section 3.6,
and PPV in section 5.1.2). Using this measure, the components C1,...,C5 receive
suspiciousness scores of 0.33, 0.5, 0.75, 0.25, 0.14 respectively, and thus the UUT
corresponding to C5 (fault #1) is inspected first by the user (as Cj has the highest
score of 0.75). However, Cs (fault #2) is ranked the lowest with a score of 0.14. This
means that if the user continues to investigate the UUTs in the program according
to their descending order of suspiciousness, the user would have to investigate all of
the program, which means that the fault localisation performed extremely poorly. In
general, the example illustrates that SBFL methods can be very good at single fault

localisation, but that there is potentially room for improvement for the purposes of

multiple fault localisation.

7.2 When to stop searching for faults

In order to develop a new MFL method, we must first address the following ques-
tion. That is, if the engineer will only stop the search for faults after multiple faults
have been found, then what is the criterion for the engineer to stop searching for

further faults? The proposal we defend is as follows.

e The search for faults stops when a faulty hitting set (FHS) has been found.
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Faulty hitting sets were defined in the preliminaries (see section 3.2 of chapter 3).
To our knowledge, this condition was first proposed by Gong et al. [87] in the context
of SBFL. We call the condition Gong’s stopping condition. Gong et al suggested
that if one has found some faults which does not correspond to a faulty hitting set,
then other faults must exist in the program, and thus the user should continue the
search, because there must be some other program artefact in the program which is
responsible for the remaining failing traces.

We now present additional arguments in favour for Gong’s stopping condition.
First, in terms of saving time for the fault localising engineer, the condition is po-
tentially superior to the proposal of terminating the search after finding only a single
fault. This is because finding and repairing a single fault one at a time, and then
re-testing, can potentially be more time consuming than finding many faults and
repairing them all at once, and then re-testing.

Second, Gong’s criterion is potentially superior to the proposal of terminating
the search only after all faults have been found. This is because in practice it is
often unclear when this is the case, and so in the absence of a clear cause to stop
the search, the user could continue indefinitely — potentially until all of the program
has been investigated. Steimann et al. [213] argue this has further ramifications
for the evaluation of fault localisation techniques in general, because “while the total
number of faults will be known in an evaluation setting in which the faults themselves
are known, in a practical application of fault localization it will not be (so that an

7

evaluation should not be based on the localization of all existing faults).” We can
summarise this argument as presenting an epistemological problem for the proposal
that fault localisation methods halt after finding all faults — the user is not guaranteed
knowledge of when this criterion has been satisfied.

Thirdly, even if we do know the exact number of faults in the program, finding all
faults in one go (without repairing some of the faults and re-testing) can often be too
ambitious. This is because the more faults there are in the program, the harder it can
be to locate all of them even if the number of them is known owing to factors such as
increased noise. This conclusion is confirmed by the studies of Jones et al. [64], Lucia
et al. [163], and DiGiuseppe et al. [63]. We can summarise this second argument is
as follows — even if we do know the exact number of faults in the program, finding all
faults without at least repairing some of the faults and re-testing, can often be too
ambitious.

Fourthly, given the premise that the set of faults must explain all failing traces,
the total set of faults will have the property of being a faulty hitting set (FHS). This
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means finding a FHS is a necessary condition of the project of completely debugging
a given program if all faults are to be found in one go as per the all-at-once paradigm.
In summary, the proposal of finding a faulty hitting set in the context of multiple

fault localisation, has the following advantages:

1. The user can locate more than one fault, potentially saving additional time

spent on re-running a test suite.

2. The user will know when to terminate the search for faults in practice, if the

number of faults is not known.

3. The user can potentially avoid continuing a search for additional faults when

the data is extremely noisy and there are many faults in the program.

4. Tt provides us with an evaluation criteria in our experiments.

Thus, we conclude that finding a faulty hitting set in an all-at-once multiple fault
localisation paradigm is a well motivated proposal, and we consequently adopt Gong’s

stopping condition as a criterion for the new algorithm.

7.3 MFL Algorithm

We now present our new algorithm, which we call M,. In this notation M denotes
the fact that a SBFL measure g is being optimised for locating multiple faults. M, is
a semi-automated procedure that guides the user to localizing a set of faulty UUTs
which correspond to a faulty hitting set. The rest of this section is organised as
follows. First we shall introduce some notation. Second, we shall outline and motivate
our method. Third, we shall formally present the method itself. Fourth, we shall
demonstrate how M, can be used for improved fault localisation on the motivating
example of section 7.1.

We begin with the notation. In order to keep the formal presentation of our
method simple and high-level, it will be convenient to describe a semi-automated
subroutine localize(X, g), which describes a semi-automated procedure. Where X is
an ordered set of components (C1, ..., E), and g can be a SBFL suspiciousness measure
(or PFL-PPV or BARINEL technique). When ¢ is a SBFL measure, the subroutine is
described as follows. Let X = (C4y,...,C,, E) First, each component C; € X is

associated with a spectrum (af;, al,,, al, al, ), where al;, = |C; N E|, a,, = |C; N B,
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al, = |C;NE|, and a,, = |C; N E|. g then assigns each component a suspiciousness
score as a function of that components spectrum. Second, and following the SBFL
method described in 3, the UUTSs in the faulty program are investigated in descending
order of suspiciousness until a fault is found. ¢ is then returned by localize if the UUT
corresponding to C; is found to be faulty.

Additional assumptions underlying this process are as follows. First, the user
will never investigate the same UUT twice in the practical investigation of the faulty
program. Second, the user will always be able to identify a faulty UUT as faulty
(and non-faulty UUT as non-faulty) if and when that UUT is investigated. Third,
the user will only come to know whether a component is faulty (or non-faulty) by
appeal to a call to localize. Fourthly, localize is only called when Gong’s stopping
condition has not yet been met (and thus when it is called, it may be assumed there
still exists an undiscovered fault in the program to localize). For simplicity, we shall
also use say that C; is investigated just in case the UUT corresponding to C; in the
concrete faulty program is investigated. Finally, if localize is used as a subroutine for
M,, we shall assume the same measure g is being used on every call to localize, such
that the suspiciousness score for a given component may be assumed be invariant
according to M,. Accordingly, this shall allow us to refer to the component’s score as
the degree of suspiciousness using M,. Thus for each proband model if the first call
to localize assigns C; a suspiciousness score of x, it is always x, and the suspiciousness
score of C; is accordingly said to be z according to M,.

Finally, we may also extend localize(X, g) for when ¢ is a method that takes as
input a set of coverage vectors (such as PFL-PPV and BARINEL). Accordingly, for these
techniques localize(X, g) proceeds as follows. First, a set of vectors is constructed for
X. In a practical implementation, this is performed as follows. First, T is assigned
a copy of | J X, then for each t; € T' we re-assign the ith argument 1 if ¢, € C; and
C; € X (if it was not already 1 before). Fault localisation on (X, 7T then takes place
in the standard way associated with ¢, and an index to a newly found fault is returned
to flow of control.

We now begin to informally motivate our semi-automatic fault localization proce-
dure in order to give an intuition for the algorithm we propose. In order to motivate
our method, we first describe a simple method of finding a faulty hitting set which
we do not use. This is to generate all possible hitting sets, rank them in terms of
suspiciousness, and then get the user to investigate UUT's corresponding to more sus-
picious hitting sets as a matter of higher priority until Gong’s stopping criterion is

met. However, given that the automatic stage of generating large quantities of hitting
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sets can be potentially time-consuming, we offer a more lightweight method to find a
faulty hitting set.

The method we propose is as follows. We assume the user is using a given
fault localization method ¢ and is given a proband model (PM,T) where PM =
(Cy,...,Cp, E). At step 1,let B=C;U...UCy where Cj,...,Cy € PM and where
and each of Cj, ..., Cy have been found to be faulty by the user (here, we allow for
the possibility that B = @). Now, if B is not a hitting set on F, then the user must
continue the search for faults as the stopping criterion has not yet been met. Now,
instead of investigating the rest of the program immediately, the user constructs a
new model X defined (C} U B,...,C, U B, E). The engineer then uses g to find the
most suspicious faulty component in this new model (as per localize(X, g)). If the
newly found faulty component in this new model is a faulty hitting set then the search
terminates, otherwise the process re-iterates from step one. The key feature of the
procedure is that each round of fault localisation is performed over components which
are a superset of the union of faulty components found thus far. The practical ben-
efit of this is that often faults which cover new failing traces (which old faults don’t
cover), can potentially be promoted in terms of suspiciousness — leading to quicker
localization of faults and quick convergence to locating a FHS. This semi-automated
process is formally presented as pseudo-code in Algorithm 2. As usual, F denotes
the set of failing traces in T. Further, for any ordered set X, the ith element of X is

denoted X[i]. Comments to the pseudo-code are given in curly brackets.
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Algorithm 2 M, - A greedy multiple fault localization procedure

Input: A proband model (PM T), and measure g
Output: B, a faulty hitting set
: X« PM
B {}
while F ¢ B do
for 0 < i < |X| do
X[i] + X[i]JuB
end for
b + localize(X, g) {semi-automated step}
B <« BUPM][b]
end while
return B

,_.
@

Example 7.3.1. We illustrate how the algorithm can be used to find a faulty hitting
set in the motivating example of section 7.1. Accordingly, T is represented by the
coverage matrix of Table 7.1, PM = (C},...,Cs, E), g is Opt(PPV). We begin as
follows. At line 1, X is assigned a copy of PM (X can be thought of as the program
model used to find the next fault). At line 2, B is assigned the empty set (B can be
thought of as the union of faulty components in PM found by M, thus far). At line
3, the condition is true (as F C @ and F = {t1,1s,t3,t4}. Here the test is whether
a faulty hitting set has been found yet). At lines 4 to 6, for 0 < ¢ < |X|, each ith
element of X (X[i]) is assigned C; U @ (in future iterations, this loop will update
the program model with the last found found). Thus X = PM by line 7. At line
7, the semi-automated localize sub-routine is called, in which SBFL commences using
Opt(PPV) and X, with the components C1, ..., Cs receiving suspiciousness scores of
0.33, 0.5, 0.75, 0.25, 0.14 respectively (note that this is exactly the same SBFL process
as described in the motivating example of section 7.1). As Cj is found to be the faulty
component by the user, the index 3 is assigned to b at line 7. At line 8, @ U PM [3]
(which is equal to C3) is assigned to B (thus Cj is fault found thus far).

Flow of control returns to line 3, where the condition F C Cj is true (as F =
{t1,ta,t3,t4} and C3 = {t1,ts,t3,ts}, and thus a faulty hitting set has not yet been
found). At lines 4 to 6, for each 0 < ¢ < |X|, the ith element of X (X[i]) is
assigned X[i| U Cs. Thus, if X = (Ds, ..., D,, E), then for each 0 < i < |X| we have
D; = C; U5 (here, the program model is updated with the last found fault). At
line 7, the semi-automated localize sub-routine is called, and SBFL then commences
using Opt(PPV) with X, with the components C; U B,...,Cs U B € X receiving
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suspiciousness scores of 5, 0.6, 0.75, 0.5, 2 respectively. Accordingly, the user inspects
the UUT corresponding to C first (not faulty), then that of C5 (faulty), and so b is
assigned 5. At line 8, we then have B < C5 U (5 (as the faulty components found
thus far are C3 and C5). Flow of control returns to line 3, where the condition is
found to be false (as F C C3 U C5 and C3 U Cy = {t1,...,t10}). C3U C5 therefore
satisfies the condition of being a faulty hitting set. The set is returned to the user
and the algorithm terminates. Overall, this example illustrates that using Opt(PPV)
as a value for ¢ in M, can be an improvement over using Opt(PPV) alone — in the
motivating example all non-faulty UTTs need to be investigated before all faults are

found, whereas now only 1 non-faulty component was investigated.

7.4 Properties

In this section we first present a new formal property of multiple fault optimality.
We then argue this property is desirable for any multiple fault localisation method to
satisfy, and thirdly we prove that Mo, satisfies this property. Finally, we discuss
both theoretical and practical advantages of Mop(g).

We begin by stating the new property. For a given program model PM =
(Cy,...,Cp, E), then

Definition 7.4.1. MULTIPLE FAULT OPTIMALITY. If there are n + 1 faulty compo-
nents, and only n known faulty components B = C;U...UC}, then (VC;, Cy, € PM)
ifFCC;UB and F Q Cr U B then C; U B is more suspicious than Cj U B.

We hold that any multiple fault-localisation method must satisfy this property in
order to be optimal. The observation that it is an optimal property is grounded in the
assumption that the union of faulty components must cover all failing traces. That
is, if there are n faulty components in the program model, and n — 1 are known to be
faulty, and there are some failing traces which do not cover the union of known faulty
components, then it must be the case that the remaining failing traces cover a single
unknown faulty component. The new property is similar to Naish’s property of single
fault optimality discussed in Section 3.6, which implies that components which cover
all failing traces should be investigated first, under the assumption there is only one
faulty component in the program model. Here the property is extended to multiple
fault cases. We now prove that Mo, satisfies single and multiple fault optimality.

As follows:
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Proposition 5. Mo, ) satisfies properties of single and multiple fault optimality.

Proof. We first do the case for single fault optimality. To show that Moy, is single
fault optimal, we must show that for the given proband model (PM  T), and for all
C;,C; € PM, if a,; = |F| and aif < |F| (or a}; = aif = |F| and a}, < a,) then C;
is more suspicious than C; using Mop(g) (by the definition of single fault optimality
of section 3.6). This obtains as Opt(g) is single fault optimal by definition.

It remains to show that Mo, satisfies the property of multiple fault optimality.
We show that for a given program model PM = (C},...,C,, FE) the consequent of
the conditional of the property is trivially satisfied by Moy 4. Assume there are n
(possibly 0) known faulty components B = C; U ---U C; where CsU---UCy, € PM,
such that F C B. We assume that these faults have been found using iterative calls
to localize (as per our assumptions in section 7.3). Accordingly, the inner for loop
constructs a program model X = (C1UB,...,C, U B, E). Now, using the single bug
optimal method Opt(g) to rank each component in X, we have the following for each
C;,Cr e PM: if F C C;UB and F C C} U B then C; U B is more suspicious than
Cr U B (as per the definition of Opt(g)). Thus Moy satisfies single and multiple
optimality.

O

We note that the reason Mo, () satisfies the property of multiple fault optimal-
ity is because it assumes that the antecedent of the conditional is trivially fulfilled.
Explicitly, Mop(g) always works on the assumption that if n faults have been found
which do not cover all failing traces, then there exists only one extra fault in the pro-
gram that needs to be found. In this sense the underlying heuristic of the algorithm
is provided for by Occam’s razor. Occam’s razor states that of competing hypothe-
ses the simplest is to be preferred. In this case, the simplest hypothesis is the one
which assumes the smallest number of faults remaining — one. Thus, the underlying
assumption is similar to Naish’s single bug assumption behind the use of single bug
optimal measures, which is the (stronger) assumption that there is only one fault in
the program [181].

We now discuss the potential theoretical and practical advantages of satisfying the
new property. First, the theoretical advantages. In general, Moy, has the potential
to improve the fault localisation effectiveness (measures in terms of W-scores) of SBFL
measures by satisfying both properties of single and multiple fault optimality (which
measures do not automatically satisfy by themselves). First, as Moy (q) is single fault

optimal, it will outperform non single-fault optimal measures for cases when there is
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one fault in the program and none have yet been found. Second, as Mp,;(g) is multi
fault optimal, it will outperform non-optimised measures for cases when there are
n + 1 faults in the program and n have been found. Finally, it is observed that the
algorithm has the potential to be efficient in practice, if an efficient technique is used
as the underlying fault localisation method (g) and the number of faults found by the
algorithm (n) is sufficiently small. This is because the runtime will be comparable to
performing n iterations of the underlying technique used.

Second, the practical advantages. In practice, bugs in programs are assumed to
be quite sparse. This is at least the case for our benchmarks, and is understood to
be generally in the case in projects under test in the real world. Thus, supposing
there are few faults in the program, we can often presume that a simple hypothesis
(i.e. that there are a small number of bugs) is correct, and thus the assumption of

Occam’s razor underlying our approach is potentially often applicable in practice.

7.5 Empirical Evaluation 1: Optimised SBFL and
PFL

In this section we present results for our first multiple fault localisation task. The
task of the experiment is to determine how effective and efficient Mo,y is at finding
a faulty hitting set when ¢ is a SBFL method is used, and where we shall also extend
our implementation of Mo, () to include PFL-PPV as a value for g. The experimental
setup is presented in 7.5.1, we then present our experimental results in sections 7.5.2

and 7.5.3. Finally, we discuss these results in section 7.5.4.

7.5.1 Setup

We evaluated techniques on their ability to localise a faulty hitting set (FHS).
We included three statistics to assess a technique: a wasted effort score (W-score),
the number of faults isolated by the technique, and a score which measures the fault
localisation rate of a given technique (rate score). We also used Wilcoxon rank sum
tests to determine whether one method’s scores was significantly better than another
(p = 0.01). We describe these below.

We begin with the wasted effort scores. For a given technique we wish to calculate
the percentage of non-faulty components we’d expect a user to investigate until a

faulty hitting set is found. The subtlety here was how to score in cases where a most
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suspicious fault is tied. The major difficulty here is how to assess Mo () efficiently.
To see the difficulty, we envisage scenarios in which Mo, is being used, and Opt(g)
ranks several different faults with a highest (equal) degree of suspiciousness, such
that if the user chooses to investigate any one of these, then in the next round of
fault localisation the engineer is faced with an analogous scenario — in which the
engineer must again choose to investigate one of many equally ranked faults with a
highest degree of suspiciousness (with this pattern potentially repeating many times).
Now, to calculate the average wasted effort we’d need to know each series of choices
the user could make in this fashion until successfully localizing a faulty hitting set.
However, given the number of series of choices can grow exponentially on the number
of faults in the program (there is a maximum of 32 in our experiments), making this
calculation can have high overhead, as has been confirmed by experimentation.
Consequently, we had to use a different definition of a wasted effort score which
was more tractable. This was, in the case of ties, that the user chose one of the tied
components at random. This meant that every suspiciousness list for every technique
became a strict order, and our wasted effort score was then defined as the percentage
of non faulty program components investigated by the user until a faulty hitting set
was found. Formally, our wasted effort score was as follows. Let A be the number of
non-faulty components investigated until FHS is found, and let PM be the program

model under test (including all components except the error E), then:

h
—1
[PM]

This scoring method is an adapted version of the worst case W-score used for

W= 00 (7.1)

assessing techniques at single fault localisation (see Section 4.2). Given our granular-
ity of program component were blocks (which puts lines of the code with the same
coverage properties in the same block, see Section 4.2), ties were rare, and in re-runs
of experiments this randomisation did not have any observable effect on AVG scores
(reported to two decimal places).

We now discuss the potential of using absolute scores for the task of faulty hitting
set localisation. We note that if one is engaging in user-guided SBFL of multiple bugs,
then limiting oneself (following Parnin and Orso [188]) to investigating only a small
number of highly suspiciousness components is inappropriate. This is because in some
cases we are searching for large numbers of bugs (e.g. 8, 16, 32), which will greatly
exceed the small number of components a user is permitted to investigate under this
evaluation. Thus, we conclude that A-scores are not as important for the assessment

of method effectiveness for the MFL task, and consequently do not use them.
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A second means of assessment is the number of faults isolated. Thus, in our results
we present the mean number of faults isolated for the set of n-fault benchmarks in a
given suite, and the mean number of faults localised overall for each suite (Steimann
and SIR), and the overall mean number of faults localised overall (the mean of the
100 n-fault benchmarks). A third means of assessment is the fault localisation rate.
For a given program version the fault localisation rate is the number of components
investigated (as measured by the W-score) divided by the number of faults in the
FHS found. This number gives the average number of blocks investigated for every
fault found. In our results we present the mean rate for the set of n-fault benchmarks
in a given suite, (Steimann and SIR), and the overall mean rate overall (the mean of
the 100 n-fault benchmarks). Finally, we used Wilcoxon rank sum test to determine
whether one technique’s 100 n-fault benchmark W-scores were significantly lower
(better) than another. We think W-scores are the most important scoring method,
as we want our techniques to isolate a faulty hitting set by the user investigating as
few program blocks as possible.

We now discuss SBFL measures compared. Large scale experimentation over
Mopi(g) techniques is more time costly, as for every technique g we have to inde-
pendently and iteratively compute a series of test suites for each corresponding fault
localisation technique. Thus, it was impossible to investigate every SBFL measure g
with an optimised version M, or Moy, due to the excessive amount of time the
potential experiment would take. Therefore a selection of SBFL measures were chosen
based on high performance of g at the task of single fault localisation in Chapter 5.
These included the following measures: m9185, Lewis, Popper2, Kulczynski2, Ochiai,
and PattSim. We additionally chose Jaccard, Tarantula, and YulesQ to examine how

worse performing measures would be optimised.

7.5.2 Scores by average

We now present the AVG W-scores of the selected techniques in Table 7.2. The
first column gives the name of the technique g. The rest of the table is presented in
three sets of three columns. The first set give AVG scores for all n-fault benchmarks
(all 100), the next three gives AVG results for all n-fault Steimann (STI) benchmarks
(all 60), and the next three for all n-fault SIR benchmarks (all 40). To indicate
how much M ¢, 4 improves over M, and g, we present the last two columns which
give overall AVG W-scores. Notation is as follows. w gives the mean W-score, bf

is the mean number of bugs found, rate gives the mean fault localisation rate. In
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AVG AVG  (STI) AVG (SIR) AVG

MOpt(g) Mq g
g w bf rate w bf rate w bf rate w w
PFL-PPV 10.00 3.69 2.72 | 8.06 5.19  1.56 | 12.90 142 9.08 - -
Lewis 10.00 3.79 2.64 | 8.25 537 1.55 | 12.63 1.42 891 | 15.63 29.69
Popper?2 12.03 3.91 3.08 | 11.43 5.56  2.06 | 12.93 1.43  9.02 | 23.99 30.85
K2 12.59 3.94 3.20 | 12.27 5.61 219 | 13.07 142 9.20 | 21.37 27.99
Ochiai 12.67 3.93 3.23 | 12.53 5.59 224 | 12.88 143 9.02 | 26.36 31.51
Jaccard 13.06 3.93 3.32 | 12.99 5.60 232 | 13.17 143 9.19 | 29.55 35.03
YulesQ 13.94 4.19 3.32 | 14.43 6.04 2.39 | 13.20 142 9.28 | 23.21 30.85
m9185 14.51 4.12  3.53 | 15.36 591 260 | 13.23 142 9.32 | 25.37 28.92
Pattsim 15.34 4.24 3.62 | 16.18 6.11  2.65 | 14.08 143  9.82 | 18.89 30.63
Tarantula 19.18 444 432 | 21.79 6.43 3.39 | 15.27 1.45 10.51 | 40.93 36.21

Table 7.2: MFL AVGQG scores

Appendix A.3 we provide tables which describe the 100 scores for individual n-fault

benchmarks for our top performing techniques for the interested reader.

7.5.3 Scores by number of faults

In this section we present four tables to describe results as a function of the
number of faults in a benchmark. Figures 7.2 and 7.3 are presented in the same way
as in previous chapters: The y-axis gives the W-score, the x-axis groups results for
each technique, with the number of faults in the benchmark represented by the shade
presented in the legend (For instance, Ochiai has a W-score of over 50% for the 16
fault versions of the Steimann benchmarks). Figures 7.4 and 7.5 plot the average
number of faults found per n-fault benchmark in each of the small (SIR). The first
set of columns is covered bugs, which represents the average number of covered faults
per n-fault benchmark. The remaining columns give the average number of faults
found by that technique for the set of n fault benchmarks in that suite. The legend
gives the number of bugs by shade. We chose to represent the particular measures in

the figures as they demonstrated a range of performance.

7.5.4 Discussion

We now discuss our results. Our discussion is designed to ascertain the perfor-
mance of Mo, as an effective and efficient method of fault localisation.
We first discuss how effective Moy, techniques were in terms of W-scores. To

discuss this by appealing to the results of Table 7.2. We first discuss g and M, tech-
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Figure 7.3: W-scores for selected techniques on Steimann Benchmarks

niques. We observed that optimising a measure g using M, provided a slight (but
statistically significant) improvement on the scores of g. The single exception was
Tarantula, which provided for a small decrease in performance. Unoptimised mea-

sures g were relatively ineffective. For instance, the range in W-score was 27.94% to
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Figure 7.5: Number of faults found on Steimann Benchmarks

45.38% when all unoptimised measures (presented in Table 5.9) were tested. This con-
firms existing experimental results that SBFL measures are not effective as standalone
multiple fault localisation techniques [164].

We now discuss Moy, (g techniques. In general, improvement of W-score can be

observed when we used M opy(g) as opposed to g or My (compare the last two columns
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Figure 7.6: Performance of SBFL techniques optimised and unoptimised

of the table with the first column). The improvement is statistically significant in all
cases where an SBFL measure g is optimised. The improvement was also substantial,
in general using a SBFL measure g to find a faulty hitting set often required the
user to inspect two to three times more blocks of code. Thus, Mo, ) improves in
effectiveness over unoptimised SBFL techniques g in terms of W-scores.

To emphasise the effectiveness of Moy ) as an optimiser of SBFL techniques,
we observe the best performers were Moy (rewis)y and M opi(pfi—ppy); Which on AVG
localised a faulty hitting set with a W-score of 10.00%, and statistically significantly
outperformed all techniques g in Table 7.2. These techniques found faulty hitting sets
(consisting of an average of 3.79 and 3.69 faults respectively) with almost the same
W-score as the Tarantula measure when it finds a single fault (compare the overall
We-scores of 10.00 for Mop(rewisy and Mopi(pfi—ppy) at the multiple fault localisation
task and 9.53 for Tarantula at the single fault localisation task — see Table of W-
scores in Chapter 5). Thus, the prospect of finding hitting sets of multiple faults is
as plausible a proposition as single fault localisation is for Tarantula.

We now discuss how effective Moy, (4) techniques were in terms of the number of
faults found. The average number of faults found per n fault benchmark in each of
the small (SIR) and large (Steimann) suites for a range of Mo, techniques are

presented in Figures 7.4 and 7.5. Three were three general trends:
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1. The more faults there were in a program the more faults were isolated.

2. The more faults there were in a program the smaller the proportion of the faults

in the program found.

3. The better the W-score of an optimised technique the fewer faults were found
by it.

We now discuss these trends. Concerning the first trend — for the SIR bench-
marks there was only a small increase in number of faults isolated as the number of
faults increased. We discovered this was because almost 80% of the faults in the SIR
benchmarks were in fact faulty hitting sets, which meant that if the algorithm found
one fault the algorithm would terminate early, as a faulty hitting set would have been
found. The SIR benchmarks have this property because many of the programs are
quite small and have less branches than the larger Steimann benchmarks. In con-
trast, for the Steimann benchmarks the trend was more accentuated. As more faults
were introduced into the program, the more faults were isolated. This confirms that
Mop(g) is effective at finding many faults on our large programs.

Concerning the second trend — to illustrate this trend we can review the data
for our top performer Mopi(rewis) in terms of proportions (rather than number) of
faults found. This measure located 75.74% of the faults overall (an average of 3.79
bugs located in programs with an average of 5.51 covered bugs overall). In the SIR
benchmarks, it located 100% of the faults in the 1-fault versions, and 70.3, 54.1, 41.13
% in the 2, 3, 4 fault versions respectively. In the Stiemann benchmarks, it located
100% of the faults in the 1-fault versions, and 93.54, 86.49, 77.86, 69.85, 64.11% in
the 2, 4, 8, 16, 32 fault versions respectively. Thus, as more faults are introduced,
a smaller proportion of faults are found. This trend was representative for all our
optimised measures. Further details of Mop(rewis) are presented in Appendix A.3.
Consequently, we believe Mo, () is effective in terms of number and proportion of
faults isolated.

Concerning the third trend — this represented a trade-off between how quickly the
technique terminated and how many faults were found. This trade-off was slight, as
all optimised measures localised between 74% and 79% of the covered bugs.

We conclude that our Mo, techniques effectively localise a substantial propor-
tion and number of bugs.

We now discuss how choice in SBFL measure g affected Moy (4)’s W-score. Using

different SBFL measures g with Mg, presents a substantial range in performance
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as more faults are introduced into a program. For instance, Figure 7.3 shows that
using Ochiai as a value for g in Moy greatly improved upon Tarantula, and Lewis
greatly upon Ochiai. Furthermore, Lewis’ performance is relatively invariant the
more faults are introduced into the program — where this is not the case for Ochiai
or Tarantula. This suggests that choice of SBFL measure can make a substantial
difference in effectiveness as the number of faults in the program increases.

We now discuss the efficiency of Mo,y techniques in practice. In theory Moy g)’s
complexity is comparable to performing multiple iterations of the underlying tech-
nique g. Mopi(Lewis) took an average of 0.60 seconds per program version, M op(pfi—ppo)
was comparable with an average of 0.69. This establishes the approach as efficient
for use with SBFL and PFL techniques.

We observed that the runtime for Mop(pfi—ppv) When used for the multiple fault
localisation task was less than when PFL-PPV was used for the single fault local-
isation task (which was 1.80 seconds on average). This was due to the fact that
our implementation of Mg, , automatically ranks components covered by all failing
traces as most suspicious, thereby circumventing the requirement for running the full
PFL-algorithm.

We now discuss how the introduction of more faults affected the effectiveness
of Mopg) techniques. To discuss this we discuss Figures 7.2 and 7.3, which are
constructed with the same methodology as the analogous figures of Section 5.3 The
main observation was as follows: The more faults in a program, the less effective
the technique was in finding a faulty hitting set (measured in terms of W-score).
The observed explanation for this is that the faulty hitting sets located tended to be
larger in the larger programs, requiring more time to find. We also observe in the
figures that the difference in W-score between Mg, (4 and g techniques increases the
more faults there are in a program in terms of W-scores — especially for our large
benchmarks.

To ascertain the relationship between the number of faults in a program and the
W-scores of Moyt (s when g = PFL-PPV (as described in Figures 7.2 and 7.3), we used
Spearman’s rho. Here, the relationship between increasing W-scores and increasing
number of bugs was described as significant (R-score < -0.99) for the 6 Steimann
scores, but not the 4 SIR scores.

We now discuss how limiting oneself to investigating a certain percentage of the
program affected effectiveness of Moy, techniques. We discuss this with appeal to
Figure 7.6, which demonstrates the performance of optimised and unoptimised ver-

sions of Lewis, Ochiai, and Tarantula for locating a faulty hitting set. The measures
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selected in the figure were chosen to represent a range of performance. The method for
constructing the figure was analogous to the similar figures in Section 5.3. Note that
when the percentage of non-faulty blocks investigated is set to zero, we have the abso-
lute scores for the given technique. The curve for Mopi(pfi—ppv) is almost identical to
M opt(Lewis) and thus was not presented. Thus, Mopt(Lewis), Mopt(Ochiai), M opt( Tarantula)
Lewis, Ochiai, Tarantula, and Rand had absolute scores of 26.24, 26.52, 24.78, 21.17,
17.25, 14.6, and 3.34% respectively. These are not as good as the absolute scores for
the single fault localisation task, which is to be expected as the problem is harder.
Figure 7.6 demonstrates that optimisation makes a substantial difference in overall
performance compared to unoptimised measures.

In summary, our optimising algorithm Mo, is effective and efficient at fault
localisation when used with Lewis and PFL-PPV techniques. Moreover, they are a
substantial and statistically significant improvement on the standalone SBFL measures

compared in terms of W-scores.

7.6 Empirical Evaluation 2: Optimised BARINEL

BARINEL has been demonstrated to be an effective multiple fault localisation tool
at the state of the art of statistical fault localisation [13,16,17,20,21]. Thus, we assume
that if (for some suitably chosen g) Moy, can shown to improve on BARINEL’S W-
scores in large scale experimentation, then this also demonstrates the effectiveness of
the new method.

Experiments for BARINEL using M o,(4) could not be completed for all of our pro-
gram versions in our benchmarks in a reasonable time frame for the purposes of this
dissertation. This was because BARINEL is a significantly more heavyweight tool than
SBFL or PFL technique, often requiring many minutes to perform fault localisation
tasks. To illustrate how such a tool cannot scale to our experiments, we calculated
that techniques which take 10 minutes on average would take almost a year to com-
plete all 50K+ program versions in our benchmarks. Thus, in this section we present
a smaller scale experiment, results of which demonstrate whether the BARINEL tool
could be optimised by Moy, and/or perform competitively with our best per-
forming Moy, (4 techniques of the previous section: Moy (Lewisy OF Mopt(pfi—ppv)- In
section 7.6.1 we present our experimental setup, and then in section 7.6.2 present and

discuss our results.
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7.6.1 Setup

We first describe the BARINEL procedure [13,17,20,21]. Firstly, a minimal hitting
set algorithm STACCATO is used to generate a set of hitting sets (aka hypotheses/di-
agnoses) — in their experiments and ours a limit of 100 hitting sets is chosen. Secondly
the ranking component of BARINEL uses advanced Bayesian methods to rank each
hitting set in terms of suspiciousness. Thirdly, the most suspicious hypothesis is
presented to the user for inspection, and each component in it is inspected as to
whether it is faulty /healthy. Fourthly, fault probabilities are updated after each hit-
ting set is inspected and the algorithm reiterates until the desired number of faults
are found. BARINEL is at the state-of-the-art with respect to statistical multiple-fault
localisation. As the full algorithm is relatively sophisticated, we refer the reader to
Abreu [13,17,20,21] for full details. Implementations of the versions of STACCATO
and BARINEL used in our experiments were gratefully obtained from the authors via
personal correspondence.

We now discuss modifications to BARINEL for the purposes of our experiment.
We found certain modifications to BARINEL improved its W-scores for the multiple-
fault localisation task. In the latest implementation of BARINEL there is an option
which returns the most suspicious component of the most suspicious hypothesis, and
we found that replacing step three of the procedure described above with a step
which only returned one component (as opposed to an entire hitting set) to the user
for inspection substantially improved results on the experiments in this section. This
was observed to be because the fault probabilities received an immediate update after
every single inspection of a program component, as opposed to after inspection of all
the program components in the hitting set. As the results for this modified version
were superior in terms of W-scores, we used the modified version in our experiments.

We now discuss the programs used for our experiments. For our experiments we
used all of the SIR benchmarks, along with 20 randomly chosen program versions from
each of 1/2/4/8 benchmarks for each program (e.g. 20 versions of the 1 fault Daikon,
20 versions of the 2 fault Daikon, etc.) making for a total of 800 program versions from
the Steimann benchmarks. We had a 20 minute time-limit for BARINEL. We could
not get BARINEL to work efficiently enough for a meaningful comparison of 16 or 32
fault benchmarks. This was because their implementation of the ranking component
of BARINEL could not process hitting sets much larger than 16 components, which
led to timeouts. We are aware that next generation implementation of their tool may

overcome this difficulty.
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7.6.2 Results

We summarise the results for our smaller scale experiment in this section. The
first result is that BARINEL does not perform competitively in terms of efficiency,
and is slightly worse in terms of effectiveness, than M, when g is Lewis or PFL-
PPV. The second major result is that Moy (Bariner) 18 a substantial improvement over
Barinel. We summarise results with the following discussion.

We first discuss how effective the techniques were in terms of W-scores. BARINEL
received an AVG W-score of 17.32. The performances of Mopt(pfi—ppv)s M opt(Lewis)s
M opt(0chiaiy, and M opy(Barinery Substantially and statistically significantly improved on
BARINEL’s W-scores (scoring 10.10, 10.11, 10.84, 10.84 respectively overall), with
neither significantly outperforming the other. Thus, Moy (Bariner) i an improvement
on BARINEL. M opy(pfi—ppv) Was the top performer with a score of 10.10.

We now discuss how effective the techniques were in terms of number of faults
localised. Results were not particularly different between approaches, and so we
briefly present the results here. Mopi(Lewis), Mopt(Barinery and BARINEL, M opt(p f1—ppo)
localised an average of 2.18, 2.07, 2.16, 2.09 faults respectively. Thus M oy (Lewis) and
Mopi(pfi—ppv) slightly outperformed M o, (Bariner) in terms of number of bugs localised.

We summarise the results in greater depth here. For the 1/2/3/4 fault versions
of the SIR benchmarks Mop(Bariner) localised 1.00, 1.41, 1.64, and 1.70 faults on
average. For the 1/2/4/8 fault versions of the Steimann benchmarks it localised 1.00,
1.79, 3.17, and 4.90 faults on average. This was comparable to Moy (rewis), Which
obtained the results 1.00, 1.41, 1.62, and 1.65, for SIR (repeating the results of the
MFL experiment in the previous section), and 1.00, 1.80, 3.19, 5.24 faults on average
for the Steimann benchmarks. This, again, was comparable to Mop(pf1—ppv), Which
obtained the results 1.00, 1.41, 1.63, and 1.55, for SIR, and 1.00, 1.80, 3.16, 5.08,
faults on average for the Steimann benchmarks. Thus, the number of faults found
were very similar.

We now discuss how Mop(Barinery performed as more faults are introduced in
the program. To discuss this we appeal to Figures 7.7 and 7.8. As we can see,
M opt(Barinery substantially improves the performance of BARINEL for each class of
programs with n-faults. However, all optimised techniques performed similarly in
terms of W-scores. The general trend is that the more faults are introduced, the
worse the W-score. An outlier to this trend is observed for BARINEL for two fault
programs in the Steimann benchmarks as portrayed in Figure 7.8. We discovered that

these results were a consequence of the fact that in many of the two fault versions
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Figure 7.8: W-scores for selected techniques on Steimann benchmarks

both faults were faulty hitting sets, thus increasing the chance of the technique finding
one early. Furthermore, many of the two fault programs had a small number of
hitting sets ensuring the FHS was discovered on the first iteration of the use of
STACCATO, meaning that faulty hitting sets consisting of two faults were found early.
Several random samples of 2-fault programs from the population of 2-fault Steimann
benchmarks repeated this result.

We now discuss how techniques compare in terms of efficiency in practice. We first
discuss M opi(Barinery’s Tuntime. The average runtime for the 1/2/3/4 versions of the
SIR benchmarks was 1.27, 6.78, 6.29, and 7.59 seconds respectively. Thus M ops(Bariner)

was efficient for small programs. We now discuss the Steimann benchmarks. The av-
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erage runtime for the 1/2/4/8 versions of the Steimann benchmarks was 0.24, 130.00,
43.67, and 443.08 seconds, respectively. Thus, Moy BarineryWas less efficient on larger
programs in general. In general, we often found using BARINEL as a value for g was
either very quick, or very slow, for large individual experiments. For instance, the av-
erage runtime for the 8-fault org.htmlparser benchmarks was 1136.86 seconds (almost
20 minutes). In contrast for the 8-fault org.eclipse.draw2d benchmarks the average
was 1.96 seconds. The reason for this was that the implementation of the method
obtained from the authors which ranked hitting sets substantially slowed down when
hitting sets became large (over 16 components or more). We emphasise that this
problem might be reduced in future generations versions of the tool.

We now discuss Moyt (Barinel) /BARINEL’s timeouts. There were a small number of
timeouts for the 2/4/8 versions of the Steimann benchmarks. For each of the 200
2/4/8 fault versions, there were 2/2/9 timeouts for Mop(Barinery and 2/9/31 timeouts
for BARINEL. Thus the more faults there were in a program, the more likely it was
for a time out. Mopi(Bariner) had fewer timeouts because if a component was covered
by all failing traces it would would be immediately inspected due to the Opt(g)
component of the algorithm — which circumvents the need to call BARINEL. If a
timeout was recorded, we did not penalise the score; instead the average over the
successful experiments was taken. This slightly advantaged the scores of BARINEL
against M opi(Bariner), and thus does not effect our overall conclusion that Moy, (Bariner)
substantially improved on BARINEL.

In contrast to BARINEL, the average run-time for Mopt(rewisy and Mopi(pfi—ppo)
was under a second. Thus using PFL and SBFL techniques were substantially more
time efficient.

In summary, Moy (pfi—ppy) a0d Mop(rewis) both substantially and statistically sig-
nificantly outperform the BARINEL tool in terms of W-scores, but only slightly out-
perform Moy¢(Barinery- Moreover, Moy, substantially and statistically significantly
outperforms BARINEL. The results confirm that our new algorithms Moy f1—ppv) and
M opt(Lewis) are effective and efficient at fault localisation and outperform the state of

the art in statistical multiple fault localisation techniques.

7.7 Summary

The major contributions of this chapter have been to the task of multiple fault

localisation (MFL). We studied how to optimise existing ranking based methods (such
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as SFBL, PFL, and BARINEL techniques) for the purposes of multiple fault localisation.
To address this we presented an optimiser Moy (4), which was formally proven to
satisfy a newly identified property of multiple fault optimality. In experimentation our
new algorithms Moy fi—ppv) and M opy(rewisy were found to be effective and efficient at
fault localisation and statistically significantly (p0.01) and substantially outperform
SBFL techniques and the BARINEL tool at our multiple fault localisation tasks. In
particular, using these new techniques one would expect to localise over 3 faults by
investigating under 10 percent of each program in our experiments.

For future work, we would like to combine our technique with others in order to
improve performance. In particular, because introducing more faults into a program
can typically increase noise for fault localisation, we conjecture that using clustering
methods (discussed in Chapter 2) to partition test suites into smaller test suites with
a smaller number of faults has the potential to further improve the effectiveness of

our Moy (g technique.
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Chapter 8

Test-suite Optimisation

In the previous chapters we investigated methods which localise faults as a function
of a given faulty program and test suite (called a proband). Thus far we have relied on
the fact that the given test suite provided will be of sufficient quality as to facilitate
a set of coverage vectors (SCV) which may be used effectively for fault localisation.
However, in general there is no guarantee that a given test suite will be of the required
quality, and so there remains the problem of how to improve test suites for the
purposes of fault localisation, or alternatively generate them from scratch, with the
goal of providing us with SCVs of sufficient quality for fault localization. Accordingly,
in this chapter we treat this problem by developing an algorithm which, for a given
faulty program, generates a SCV which satisfies properties exploitable by given fault
localisation methods (namely, the single bug optimal methods discussed in previous

chapters). The contributions of this chapter are as follows:

1. Building on Naish’s property of single bug optimal measures [181], we identify
a corresponding property of a single bug optimal test suite and SCV.

2. We present an algorithm which leverages model checkers to efficiently generate

a SCV which satisfies this property.

3. In experimentation, we demonstrate that an implementation of the algorithm
which uses the ¢BMC model checker, can be used to efficiently generate small
test suites in practice. Moreover, we demonstrate that the resultant SCV can

be used effectively in fault localisation using single bug optimal measures.

The rest of this chapter is organised as follows. In section 8.1 we identify desir-

able properties for a SCV to satisfy. In section 8.2 we present an algorithm which,
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for a given proband, generates a SCV which satisfies the properties. In section 8.4
we present our experimental results. Finally, in Section 8.5 we summarise our contri-

butions.

8.1 Properties

Our goal is to create an algorithm which, for a given for a given faulty program,
generates a SCV which satisfies desirable formal properties which are exploitable by
existing fault localization methods. Our aim is that the vectors in the generated SCV
can either be combined with other vectors to create a larger SCV of improved quality,
or alternatively be used as a standalone SCV for use in fault localization. In the rest
of this section, we first present some notations, and then present some properties we
would like the algorithm to satisfy.

We first introduce some new notation. Given a SCV T and its program model
PM 1 (where F/P is the set of failing/passing traces in T respectively), we identify

three mutually exclusive sets:

1. ANy = {i|C; € PM1 AN |C; N E| = |F| A|C; N E| = 0} — specifying the set of

components covered by all failing traces but no passing traces in T.

2. ASt = {i|C; € PMy AN |C;NE| = |F|A|P| > |CiN E| > 0} - specifying the
set of components covered by all failing traces and some (but not all) passing

traces in T.

3. AAp = {i|C; € PM ¢ A|C;N E| = |F| A|C; N E| = |P|} - specifying the set of

components covered by all failing and passing traces in T.

Each set contains indices which which we say specifies components in the given
program model (and which also indicate the UUTSs in the faulty program). e.g. in-
dex ¢ specifies the 7th element of the given program model and the ith UUT. For
clarity, ANt, ASt, AAt are labelled such that they correspond to “All failing/No
passing” /“All failing Some passing” /“All failing All passing” respectively. Accord-
ingly, we can describe the set of UUTs covered by all failing traces in T to be specified
by Ar = ANt U ASt U AAr.

Some further terminology is as follows. Assuming a given faulty program with n
identified UUTSs, the population test suite is the set of all possible test cases for the

program, and a sample test suite is a test suite which is a subset of the population.
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We denote the population SCV corresponding to the population test suite for that
program as *T (and *F and *P as the set of failing and passing traces in *T respec-
tively). A sample SCV is a SCV corresponding to a sample test suite. The unique
program model for the population test suite is denoted *PM (aka *PMxt). By
convention, each component in the population program model is also superscipted
with a *. Finally, (*PM  *T) is called the population proband model. For a given
sample proband model (PM,T) and its population proband model (*PM , *T), it
is observed that T C *T, and for each i € N if C; € PM and *C; € *PM, then
C; C*C;.

We now identify desirable properties we would like a given SCV to satisfy. In
our development, we assume a single bug optimal measure w is being used, and that
there is a single bug in a given faulty program. Given this, a property of a single bug

optimal SCV for a given faulty program is then presented as follows.

Definition 8.1.1. A PROPERTY OF A SINGLE BuG OPTIMALITY. For a given
proband and a sample proband model (PM ,T), Ap = A

If a single bug optimal measure is being used, and there is a single bug in the given
program, then we argue that a SCV T which satisfies the above property optimises
fault localisation. By optimise, we mean improves (or at least does not negatively
affect) fault localisation effectiveness. To see why the property is indeed a property of
an optimal SCV, we observe that if a sample T satisfies the property, then w will rank
components specified by A+t (which includes the fault) as either more suspicious, or
as equally suspicious, than when a SCV which does not have this property is used.
This is because a SCV T without this property will potentially rank components
specified by Ap — A=t as more suspicious than the fault. Note that the reason for
why the above property is a property of a single bug optimal SCV, is similar to the
reasoning underlying Naish’s single bug optimal measures [181]. The difference is
that we apply the reasoning to SCVs instead of measures. Finally, if a SCV satisfies
the property, then its associated test suite is also said to satisfy a property of single
bug optimality.

We now argue it is desirable that the following (stronger) property is satisfied.

Definition 8.1.2. STRONG SINGLE FAULT LOCALISATION PROPERTY. For a given
proband and a sample proband model (PM,T), ANy = ANsp, ASp = ASsr,
AAT = AAxy
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If this strong property is satisfied by a SCV then so is the first property of single
bug optimality. We argue that a SCV which satisfies this stronger property is desirable
for use with single bug optimal measures. To see this, we first observe that for a single
bug optimal measure w used with the population SCV *T, components specified in
AN« are more suspicious than components specified in AS+y, which are in turn more
suspicious than components specified in AA+p — where components specified by the
union of the three will be more suspicious than components that are not. Accordingly,
generating a SCV with the strong property means that we can use w to rank three
different sets of components in terms of suspiciousness, potentially advantaging the
fault localisation process for any SCV for the given faulty program it is combined
with. Finally, as has been demonstrated, adding passing traces to SCVs has been
shown to improve fault localisation effectiveness in general [181], and thus a SCV
which satisfies the stronger property is a potential improvement over one which only
satisfies the (weaker) single bug optimal property, and can be used to guide the
generation of small sized SCVs from scratch. Finally, if a SCV satisfies the stronger
property, then its associated test suite is also said to satisfy a strong single fault

localization property.

8.2 Algorithm

In this section we present an algorithm which generates a SCV for a given faulty
program, where this SCV is then shown to satisfy the strong property of Definition 8.1.

We first present the assumptions, terminology, and notations underlying the al-
gorithm. In our development we shall assume the given faulty program has only one
assertion statement in it. We shall also assume that there is a UUT in the program
which is always executed (in practice, this can be a UUT identified with the execution
of the main function).

We now introduce some notation. Let X be a set of coverage vectors, then
Cov(X) = {0 < i < |PMx||(Vtx € X)cF = 1}. Intuitively, Cov(X) is the set of
indices to components in PM y which are covered by every coverage vector in X.
For example, for the failing coverage vectors F represented in Table 3.1 we have
Couv(F) = {3}. In addition, a set of indices to components is also said to specify
the UUTs it corresponds to. Accordingly the number specified in the latter set also
specifies the UUT labelled C3 in Figure 3.1.
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We shall also make use of the following subroutine which models the high-level
capabilities of existing model checkers, like ¢cBMC [1]. me(b, pr, X,Y) is described
as follows, where b is a Boolean variable, pr is a string which is the name of the
faulty program, and X and Y are sets of natural numbers which specify UUTs. The
subroutine functions as follows. If b = 1, and there is some test case which violates
the specification for the program pr (and the provisos given by X and Y are met),
then mc returns {t}, where t is a coverage vector which corresponds to a given test
case. The provisos given by X and Y are as follows — the given test case does not
execute every UUT specified in X, and executes every UUT specified in Y. A proviso
is trivially fulfilled if its corresponding set is empty. If no test case exists, mc returns
. Finally, if b = 0 the process is the same except the test case in question satisfies,
as opposed to violates, the specification, and t is passing coverage vector.

Following this, an algorithm which returns a SCV satisfying the strong property of
single fault localization is presented in the pseudo-code of Algorithm 3. A precondition
of the algorithm is that F'/P are (possibly empty) sets of failing/passing traces for
the faulty program named by pr. An intuition for the algorithm is as follows. The
first loop generates a SCV F' with the property that a UUT is executed by all failing
test cases corresponding to F', if and only if it is executed by all failing test cases in
the population test suite. The second loop is analogous, but holds for passing test
cases P. The last loop can be thought of as generating passing coverage vectors which
themselves cover a component which are firstly covered by all coverage vectors in F,
and secondly not covered by all passing traces in P. The SVC returned is the union

of all generated coverage vectors, and constitutes the optimal SVC.
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Algorithm 3 Single-bug optimial SCV generation method
Input: name of faulty program pr, a set of failing traces I, a set of passing traces P
Output: A single bug optimal SCV T
1: f <« mc(1,pr,Cou(F), @)
2 F+—FUf
3: while f! = @ do
4. f=mc(l,pr,Cov(F),2)
5. F <+« FUf
6
7
8
9

: end while

: p < mc(0,pr, Cov(P), D)

: P+~ PUp

: while p! = g do
10:  p=mc(0,pr,Cov(P), D)
11: P+~ PUp
12: end while
13: S+ O
14: for i € Cov(F) — Cov(P) do
15 S« SUme(0,pr,a,{i})
16: end for
17: T+ FUPUS
18: return T

Proposition 6. The set of coverage vectors returned by Algorithm 3 satisfies the

Strong Single Fault Localisation Property.

Proof. Let (PM,T) be a sample proband model for a given proband, and
(*PM ,*T) be the population proband model. We must show ANt = AN,
ASt = ASsp, and AAr = AA«p. To show these, it is sufficient to show that each
of the following three conditions hold. Where C;, E € PM and *C;,* E € *PM , we
must show: First, |C; N E| = |F| if and only if [*C; N* E| = |*F|. Secondly, |C; N E|
= |P| if and only if [*C;N *E| = |*P|. Third, 0 < |C; N E| < |P| and |C; N E| = |F|
if and only if 0 < [*C;N *E| < |*P| and [*C;N *E| = |*F|.

To show the first condition, we observe a post-condition of the first loop is that
F' has the property that C; is covered by all failing vectors in F' just in case *Cj is
covered by all failing vectors in the population *T. Further, if F' has this property
then so does T = FUPUS (as PUS contains passing traces). Thus the first condition
holds. The second condition is similar to the first. To show the third condition, we
observe that a post-condition of the third loop is that for each i in Cov(F) — Cov(P),
S has the property that C; is covered by a vector in S if and only if *C; is covered by
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all failing and some (but not all) passing vectors in *T (given a precondition of the
loop that Cov(F') — Cov(P) = Cov(*F) — Cov(*P)). Thus the third condition holds.
O

Our algorithm is similar to the model checking approaches of Gopinath [96] (dis-
cussed in detail in the literature review of Chapter 2), except our approach is coverage
based, computes three different sets of increasingly suspicious components, leverages

passing traces, and is designed for use with single bug optimal measures.

8.3 Example

We illustrate Algorithm 3 by showing how the SVC T returned by the algorithm is
constructed, using the running example of program 3.1 — the C program minmax.c.
We use the ¢cBMC model-checker as the model checker leveraged by the mec function
in our practical implementation of the algorithm. For details about ¢cBMC see [1]. To
illustrate how the algorithm can be used in conjunction with CBMC in an implemen-
tation, we first describe a pre-processing stage for minmax.c. Firstly for each UUT we
declare a global variable int Ci = 0;. Secondly, we insert Ci = 1; in the predicate
or function representing that UUT, such that that line of code will be executed just
in case that predicate/function is executed. The result of this pre-processing stage
is presented in Figure 8.1. Following our assumption that there is a UUT which is
always executed, we have added the UUT labelled C5 next to the assertion statement.

We now illustrate the algorithm using our running example. We assume F' =
P = @ as inputs to the algorithm, and let pr name the preprocessed minmax.c
program given in Figure 8.1. We begin with the first five lines. At line 1 we call
mc(1l,minmax.c, Cov(F), @). Here, Cov(F) = & (because F' = ). Using CBMC, a
test case which violates the specification expressed by the assertion assert(least
<= most) is found with corresponding coverage vector t; = (0,1,1,0,1,1,1). Here,
the first arguments represent whether UUT C1, ... C5 were covered by the test
case, the second last argument is 1, which denotes that it is a failing trace, and the
last argument is a unique identifying number for the coverage vector — as per the
definition of coverage vectors in 3.

At line 2, we add this to the SCV F' = {t;}. At line 3, f is assigned t1. Thus
we enter the loop at line 4. mc(1,minmax.c, Cov(F), @) is called. Here, Cov(F) =
{2,3,5}. This result is obtained as follows. Following our definition of Cov(F) =
{0 < i < PMp|(Vtr € F)cF = 1}, we have t; = (0,1,1,0,1,1,1), and as c} =
ci = ¢t =1, it follows Cov(F) = {2,3,5} (note it is also true that ¢} = ¢} = 1,
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int C1 =
int C2 =
int C3 =
int C4 =
int C56 =

O O O O O

’
’
’
)
)

int main() {
int inputl, input2, input3;
int least = inputl;

int most = inputl;

if (most < input?2)

{

C2 = 1;

most = input2; // Ci
}
if (most < input3)
{

c2 = 1;

most = input3; // C2
}
if (least > input2)
{

C3 = 1;

most = input2; // €3 (fault)
}
if (least > input3)
{

c4 = 1;

least = input3; // C4
}

c6 =1; // C5

assert (least <= most); // E
}

Figure 8.1: minmax.c preprocessed

but these are not in C'ov(F') because the corresponding indices 6 and 7 are not less
than PMp as per the definition of C'ov). Using CBMC, a test case which violates the
specification is found which does not cover all of the UUTSs corresponding to {2, 3,5}.
This vector is to = (0,0,1,1,1,1,2). (Note that in an implementation, this test case
can be found by replacing the assertion with if (! (least <= most) && !(C2 && C3
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&% C5)) assert(0); and calling ¢cBMC). Thus at line 5, F' = {t1,5}.

We then proceed to line 3 for a third time. f = t5 and thus we proceed to line
4. Comparing the two vectors in F, we have Cov(F) = {3,5} (note that 2 not
longer features, because c3 = 0). Thus mc(1, minmaz.c, {3,5}, ) is called, which
will return a failing vector the test case of which does not execute at least one of
the UUTSs corresponding to C3 or C5 — if such a test case exists. None exist (in-
tuitively, this is because the statement at C5 is executed by all possible test cases,
and C3 denotes the single bug in the program meaning it will always be executed
in a failing test case. In the implementation, we can verify the fact that there ex-
ists no failing trace which does not execute both of these statements by replacing
the assertion with if (! (least <= most) && !'(C3 && C5)) assert(0);, and then
calling cBMC). Thus, the empty set is assigned to f at line 4, and the condition at
line 3 is false. Here, I’ = {(0,1,1,0,1,1,1),(0,0,1,1,1,1,2)}, where C(F) = {3,5}.
By exiting the first loop, we have thus demonstrated that C'(F) specifies the UUTs
covered by all failing traces in the population test suite.

Flow of control now enters line 7. The process is analogous to that pre-
viously described, except in order to generate passing traces instead of failing
we call mec to generate traces which satisfy the specification (accordingly set-
ting the first argument of mc to 0). We found that the SCV generated was
P ={(1,1,0,0,1,0,3),(0,0,0,0,1,0,4)}, where C(P) = {5}. The second loop thus
demonstrates that C'(P) specifies the UUTs executed by all passing traces in the
population test suite — C5. Flow of control now enters the third loop, which generates
a SCV S. For each UUT specified in C(F) — C(P) (equivalent to {3}), mc returns
generates a test case which covers it (if one exists). The test suite generated is then
S ={(0,0,1,1,1,0,5)}.

Finally, T is assigned the wunion of F,P and S at line 17, which
is T = {(0,1,1,0,1,1,1), (0,0,1,1,1,1,2), (1,1,0,0,1,0,3), (0,0,0,0,1,0,4),
(0,0,1,1,1,0,5)}. This SCV is represented by the coverage matrix of Table 8.1.

We now describe how the SCV T can be used in SBFL using a single bug optimal
measure. First, we can construct a proband model (PMr, T for use in SBFL. We
observe that if the user uses a single bug optimal measure with this proband model,
the UUT corresponding to C3 will be inspected first (this is because only C3 and
Cs are covered by all failing traces, and Cj is covered by fewer passing traces than
C5, meaning that any single bug optimal measure will make the former the most

suspicious component). Consequently, our example illustrates that using single bug
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| G| G| G| G| G| B

t1 ] 0 1 1 0 1 1
ta || O 0 1 1 1 1
i3 || 1 1 0 0 1 0
ta || O 0 0 0 1 0
ts || O 0 1 1 1 0

Table 8.1: Coverage matrix for example

optimal SCVs and measures in conjunction with single bug programs can potentially

be effective.

8.4 Experimentation

In this section we present results of our experiment. The task of the experiment
was to firstly test if Algorithm 3 could be used to efficiently generate SCVs for small
faulty programs, and secondly examine whether they could be used in conjunction
with a single bug optimal measure for potentially effective fault localization (we use
the Naish measure as our single bug optimal measure). We first describe our experi-

mental setup, and then present our results.

8.4.1 Setup

We first discuss the benchmarks used. In order to perform an unbiased and high

quality experiment, benchmarks needed to satisfy the following three properties:

1. Each benchmark was created by an independent source. This is desirable in

order to prevent any implicit bias caused by creating benchmarks ourselves.

2. Each benchmark has an explicit formally stated specification which can be

tested by a bounded model checker such as ¢cBMC.

3. The faulty code was clearly and explicitly identified by the corresponding au-
thors.

Unfortunately, benchmarks satisfying the above three conditions were found to be

extremely rare. In general, benchmarks exist in verification research to satisfy either
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+# ‘ Benchmark ‘ LOC
1 | alternating list_false-unreach-call.c 63
2 | kundu2 BUG.cil.c 628
3 | list_flag false-unreach-call.c 57
4 | merge_sort_BUG.c 151
5 | mutex_lock_struct.c-unsafe.cil.c 82
6 | rule57_ebda_blast.c-unsafe.cil.c 280
7 | rule60_1list2.c-unsafe_1.cil.c 203
8 | sll_to_dll_ rev BUG.c 141
9 | tcas.c 173
10 | test_locks_14.BUG.c 224

Table 8.2: Benchmarks

the second or third criterion, but rarely both. For instance, the available SIR bench-
marks satisfy the third criterion, but not the second [7]. Furthermore, the software
verification competition (Sv-comP) benchmarks satisfied the second criterion, but
almost never satisfied the third [8]. Finally, it is often difficult obtaining benchmarks
from authors even when usable benchmarks do in fact exist. Available benchmarks
are described in Table 8.2, where we give the benchmark name, and lines of code
(LOC). The modified versions of tcas were made available by Alex Groce via per-
sonal correspondence and were used with the EXPLAIN tool in [104]. The remaining
benchmarks were identified in the repositories of sSv-comMP-2014, and are available
here [8].

8.4.2 Results

Our results are given in Table 8.3, which we describe as follows: b is the number of
blocks in the program, |F| and |P| give the number of failing and passing test cases
respectively in the generated test suite, the AVG row gives the overall mean of the
values in the columns, the AVG |F| > 1 row gives the overall mean for benchmarks
when |F| > 1. The first set of A, B, W columns give the average, best, and worst
case W-scores for the Naish measure (as defined in Chapter 3). We observed that
the results are the same for any single bug optimal measure, as all faults contain a
single bug. The exception was test (2), which contained two faults, the W-score for
which is given when Naish is used until a fault not covering all failing traces is found,
from which point Mop(naisn) is used. The last three columns give the A, B, and W
scores for any SBFL or PFL measure when there is only one failing trace. This failing

trace was generated by the CBMC --beautify method which attempts to find a
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# | Benchmark b [F| |P|] A B AW% A B \\%
1 alternating 11 1 2] 0.00 0.00 0.00| 2727 0.00 54.55
2 kundu?2 117 4 7111.11  0.00 22.22 | 36.32 0.00 72.65
3 list 9 1 31]16.67 11.11 22.22 | 16.67 0.00 33.33
4 merge 24 2 1]12.50 0.00 25.00 | 16.67 0.00 33.33
5 mutex 7 1 1| 2857 14.29 42.86 | 21.42 0.00 42.86
6 rule57 24 2 3112.50 4.16 20.83 | 1875 0.00 37.50
7 rule60 17 1 3120.59 0.00 41.78 | 35.29 0.00 70.58
8 s11 20 5 1|17.50 0.00 35.00 | 17.50 0.00 35.00
9a | tcas_vi 15 1 2113.33 0.00 16.67 | 40.00 0.00 80.00
9b | tcas_v2 15 1 5| 60.00 40.00 80.00 | 40.00 0.00 80.00
9¢ | tcas_v4 15 1 2| 3.33 0.00 6.67| 40.00 0.00 80.00
9d | tcas_v32c 15 1 2| 43.33 13.33 73.33 | 36.67 0.00 73.33
9¢ | tcas_v4l 15 1 2| 3.33 0.00 6.67| 40.00 0.00 80.00
10a | test (1) 75 15 1| 5.33 4.00 6.67| 12.00 0.00 24.00
10b | test (2) 75 13 1| 867 6.67 10.67 | 20.00 0.00 40.00
- AVG 30.27 3.33 233 [17.12 6.24 27.37| 27.90 0.00 55.81
- AVG |F|>1 [ 2233 273 087] 4.51 099 807| 8.08 0 16.17

Table 8.3: Comparitive W-scores at single fault localisation task

short trace. Scores with the best average W-score are given in bold. Each of the
traces generated by CBMC were generated in less than a second, and therefore did not
represent a challenge for the model checker, establishing the efficiency of Algorithm 3
when used in conjunction with ¢CBMC on small programs.

We now discuss the effectiveness of using a single bug optimal measure on the
generated test suites. We observe that the user would be expected to examine almost
half as much code than if the user inspected all the elements of a single (short) failing
trace (measured in terms of AVG W-scores, our approach scored 17.12 overall, 4.51
for test suites with more than one failing trace). The results suggest that if one
is using CBMC as the underlying model checker, then generating a small handful of
additional traces as per Algorithm 3 has the potential to improve fault localisation
in an efficient time scale.

Finally, we observe that many of the benchmarks did not have failing traces with
different coverage properties. This meant the test suites usually contained only one
failing trace. Consequently fault localisation effectiveness was limited. In general,
fault localisation effectiveness of coverage-based techniques is expected to increase
when more failing traces are available. Thus we think that the technique’s effective-

ness would be improved on benchmarks which represent this feature.
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8.5 Summary

In this chapter we have outlined how we can leverage model checkers (such as
CBMC) to efficiently optimise test suites to satisfy a formal property of single bug
optimality. Experimental results demonstrated that small optimised test suites could
be generated efficiently, and that fault localisation could be performed effectively on
these test suites (in particular, when more than one failing trace was available). Our
findings suggest that lightweight fault localisation methods can be used in conjunction
with lightweight test suite generation methods to provide fault localisation informa-
tion on small programs in seconds. Finally, a prominent element of future work is to

find higher quality benchmarks satisfying the desiderata of Section 8.4.1.
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Chapter 9

Conclusions

In this chapter we summarise the contributions of this thesis and discuss future

work.

9.1 Thesis Summary

This dissertation has been presented to corroborate the following thesis statement:
That the new algorithms presented in this thesis are effective and efficient at software
fault localisation and experimentally outperform state of the art statistical techniques
at a range of fault localisation tasks.

To establish effectiveness, we showed there was statistically significantly (using
p = 0.01) superior performance in terms of W-scores of our new techniques in the
following respects. m9185 (along with the pre-established measure Kulkzynski2) sig-
nificantly outperformed all other SBFL measures at the single fault localisation task
in Chapter 5. PFL-PPV significantly outperformed all SBFL techniques on our large
benchmarks at our single fault localisation task in Chapter 6. Mop(pfi—ppv) signif-
icantly outperformed all SBFL techniques and BARINEL at multiple fault localisa-
tion tasks in Chapter 7. Our techniques’ effectiveness is grounded theoretically in
newly identified formal properties (such as the fault localisation properties and multi-
ple fault optimality) — properties which existing statistical fault localisation methods
(like SBFL) do not satisfy. Finally, to establish efficiency, we demonstrated that our
new PFL and Moyt (pfi—ppv) techniques took negligible runtime in practice - less than
a couple of seconds on average for each fault localisation problem.

We now summarise the contributions of this thesis in greater detail.
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1. In Chapter 5 we performed an investigation into the existing framework of
spectrum based fault localisation (SBFL). To improve on the effectiveness of

SBFL techniques, we provided the following contributions:

e We motivated and introduced many new statistical measures which could
be used within this framework. New measures included large classes of
causal, confirmation, predictive, and similarity measures (almost 100 in

total), and many automatically generated measures.

e We provided a large number ranking equivalence proofs to determine a

large class of inequivalent measures for experimental comparison.

e We performed a large-scale experimental comparison to determine the best
performing measures. Many of the new measures performed competitively
with the existing measures in experimentation — in particular one of our
new measures m9185 outperformed all existing measures in terms of AVG
A and W-scores (4.39 and 47.39 respectively), and along with Kulkzynski2,

significantly outperformed all pre-established measures (using p = 0.01).

2. Having investigated SBFL, our second contribution was to develop an alternative

framework to SBFL in Chapter 6. Our contributions were as follows:

e We motivated, introduced, and formally developed a new formal framework
which we called probabilistic fault localisation (PFL). PFL is similar to SBFL
insofar as it can leverage any suspiciousness measure, and is designed to

estimate the probability that a given program artefact is faulty.

e We formally proved that the set of PFL-equations is theoretically superior
to SBFL insofar as it satisfies and exploits a number of newly identified

formal properties which SBFL does not.

e We formally presented the PFL-algorithm, which facilitates updates of fault

probability as the user’s investigation of the program progresses.

e On large scale experimentation we demonstrated that PFL-Suppes out-
performed the pre-established SBFL measures at finding a fault in large
fault programs in terms of AVG A and W-scores (5.12 and 53.67 respec-
tively). In addition, PFL-PPV was shown to statistically significantly and
substantially outperform SBFL measures on our large benchmarks at A and
W-scores (1.88 and 76.20 respectively).
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e We demonstrated that for over a quarter of our large benchmarks it is
theoretically impossible to design strictly rational SBFL measures which

outperform PFL-PPV.

e We demonstrated that the PFL-algorithm is time efficient for practical fault
localisation tasks, taking on average 1.80 seconds per fault localisation

problem in our implementation.

3. Having developed techniques for finding a single fault in a program, we ad-
dressed the problem of finding multiple faults in Chapter 7. Accordingly, our

third set of contributions were as follows:

e We motivated and introduced a new algorithm Mg, ) which adapts any
ranking based fault localisation method ¢ to the task of finding a faulty
hitting set.

e We formally proved that Mo, ) satisfies and exploits a newly identified
property of multiple-fault optimality.

e On large scale experimentation we demonstrated that Mo, can be used
as an effective multiple fault localisation method (using Lewis and PFL-
PPV as values for g), achieving W-scores of 10.00% for finding a faulty
hitting consisting of an average of 3.79 and 3.69 faults respectively. Both
Mopt(Lewis)y and Mop(pfi—ppy) statistically significantly and substantially
improves given SBFL and BARINEL methods at W-scores (using p = 0.01)

on respective fault localisation tasks.

e We demonstrated that the Moy, is time efficient for practical fault lo-
calisation tasks, taking on average under a second per fault localisation

problem when the underlying technique g is a PFL or SBFL technique.

4. Having developed methods for localising faults as a function of a given test
suite, we finally addressed the problem of optimising/generating small test suites
themselves in Chapter 8. Accordingly, our fourth set of contributions were as

follows:

e We presented an algorithm which leverages model checkers to optimise test

suites in order satisfy a property of single bug optimality.
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e We experimentally demonstrated that on small benchmarks single bug
optimal test suites can be generated efficiently when the algorithm is used
in conjunction with the ¢cBMC model checker, and that the resulting test

suite can be used effectively in fault localisation.

9.2 Future Work

In this section we discuss future work. This includes developing tools, performing
usability studies, and applying the techniques in this thesis to fault localisation tasks

in concurrent programs and hardware.

9.2.1 Tool development and usability studies

We would like to implement our PFL and Mo, techniques into an easy-to-use tool
appropriate for the general programmer. Despite over a decade of research, manual
debugging methods still seem to be the norm: As Sahoo et al. observe [203] “to
our knowledge, no automated fault localization or bug diagnosis tools are used in real
world development” (emphasis theirs). We might speculate on the reasons for this —
it might partly be because many tools are difficult to use. Any tool developed must
address this issue as serious in order to solve the sorts of industrial problems outlined
in Section 1.1.

To this end, after developing the tool we would like to perform a series of usability
studies. The study of Parnin and Orso demonstrated that fault localisation tools (such
as Tarantula) aid advanced programmers in in practical fault localisation tasks [188].
We would like to perform a further study on how well tools implementations PFL and
Moy () improve the effectiveness and efficiency of engineers newly introduced to the

tool.

9.2.2 Other applications

The work in this thesis has focused on the localisation of faults in single-threaded pro-
grams. However, there are many other problem areas of fault localisation for which
PFL might potentially be developed and applied. These include fault localisation in
multi-threaded (concurrent) programs (here, PFL must be adapted to deal with inter-
leaving test cases), hardware fault localisation (here, fault localisation problems can

include finding faults in Verilog/VHDL programs which express a circuit design, and
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can consequently be reduced in many cases to software fault localisation problems),

and fault localisation in networks and complex communicating systems.
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Appendix A

Appendix

A.1 Established SBFL Measures

In this section of the appendix we present tables of definitions of large classes of
established measures discussed in the literature review of Chapter 2. The list is almost
exhaustive, save for the Dstar and combination measures discussed in Chapter 2. We
present the 32 similarity measures selected by Naish [181] (Tables A.1 and A.2), the
40 association measures of Lucia [163] (Tables A.3 and A.4), and the 30 genetically
learned measures of Yoo [254] (Table A.5). The first column gives the name of the

measure, and the second gives the measure.
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Table A.5: Yoo’s genetic measures
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A.2 SBFL and PFL W-scores

In this section of the appendix we present the mean W-scores for each n-fault bench-
mark for a range of measures. We present the unavoidable cost scores (UC) and
Random (Rand.) (as these gave realistic upper/lower bound scores for the SBFL
approach), m9185 (as it achieved the highest W-scores overall for an SBFL measure),
prL-PPV (Pfl.) (to illustrate our main PFL technique - we have put the W-score
for PFL-PPV in bold when it outscores UC). We represent Opt(Ochiai) (Opt.), as
it was the best performing single bug optimal measure, and Ochiai (Och.), in order
to contrast against the single bug optimised variant Opt(Ochiai). We also represent
Tarantula (Tar.) (ranking equivalent to PPV) due to its prominence in the SBFL

literature.
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# | Benchmark Bugs| UC Pfl. m9185 Opt. Och. Tar. Ran.
1| gzip 1| 3.75 7.50 875 3.75 7.50 17.27 29.15
2 2| 5.78 15.59 15.52 24.87 14.32 27.16 42.18
3 3| 3.54 18.69 18.52 24.36 17.03 32.71 26.22
4 4| 0.00 11.90 16.67 14.29 1190 40.48 7.14
5 | print_tokens 1| 294 3.59 3.92 294 6.86 21.75 49.96
6 2| 1.23 5.99 7.05 10.76 4.09 9.23 276
7 3| 036 3.62 1.62 589 374 195 21.83
8 4| 0.21 1.27 1.70 599 150 0.71 21.67
9 | print_tokens2 1] 3.69 15.17 4.50 3.69 19.10 24.98 32.00

10 2| 0.67 4.14 3.20 1290 598 894 39.88

11 31 0.00 0.36 1.25  8.09 0.55 2.64 18.16

12 4| 0.00 047 0.00 6.76 0.00 0.12 16.86

13 | replace 1| 642 7.58 7.04 642 8.08 12.38 43.77

14 21 089 5.12 10.82 12.06 524 6.92 3285

15 3] 023 4.28 10.10 8.92 4.07 4.72 21.23

16 4| 0.25 492 10.31 9.92 4.65 4.05 24.86

17 | schedule 1] 818 9.16 8.18 818 9.50 12,55 55.46

18 2| 217 3.63 5.10 13.34 420 8.60 43.51

19 3] 126 270 3.49 2233 3.09 781 23.67

20 4| 1.15 223 2.41 16.87 3.22 6.04 18.07

21 | schedule2 1] 3198 43.74 32.31 31.98 44.96 57.48 32.37

22 2 | 17.24 38.87 21.8 21.69 41.22 52.14 35.37

23 3| 12.33 36.47 14.25 13.95 39.57 51.86 21.43

24 4| 10.85 36.47 11.79 11.30 40.31 54.2 18.21

25 | sed 1] 1.04 3.96 479 1.04 438 11.81 65.22

26 2| 071 3.79 2.96 1090 5.17 296 38.09

27 3| 046 3.66 1.84 691 4.73 084 17.05

28 41 0.00 5.56 0.00 444 444 0.00 32.22

29 | space 1] 2.84 4.75 3.42 284 441 14.54 50.55

30 2| 056 1.97 1.78 10.26  1.72 4.02 29.32

31 3| 015 1.80 1.70 6.38 1.80 2.51 23.24

32 41 0.08 1.72 0.90 533 1.7 212 21.44

33 | tcas 112942 38.17 30.39 29.42 38.58 45.66 40.19

34 2 | 10.88 25.27 17.02 14.57 25.90 32.25 28.82

35 3| 6.65 20.66 14.05 10.64 21.63 28.38 20.53

36 41 3.20 16.95 9.47 5.79 18.16 26.23 13.38

37 | tot_info 1| 822 16.58 9.09 822 16.58 26.58 44.52

38 2| 1.57 9.72 5.01 873 10.81 22.57 32.72

39 3|1 0.88 9.9 7.59 746 10.63 17.91 26.11

40 4| 042 779 5.51 3.87 818 14.62 15.01
- | AVG 4.56 11.39 8.40 10.95 11.99 17.99 30.05

Table A.6: SBFL W-scores — SIR Benchmarks
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# | Benchmark Bugs ucC Pfl. m9185 Opt. Och. Tar. Ran.
41 | daikon 1 1.60 2.69 2.17 1.97 2.12 2.46  36.00
42 2 0.66 0.61 1.93 4.12 2.10 1.96 31.56
43 4 0.74  0.27 1.79 3.55 2.31 1.65 2297
44 8 1.12 0.15 1.98 3.04 2.92 1.83  15.57
45 16 1.36  0.06 2.37 3.82 3.82 2.09 9.27
46 32 1.64 0.13 2.49 4.38 4.38 2.27 5.69
47 | eventbus 1 7.10 7.84 8.01 6.95 8.17 11.84  46.37
48 2 1.56 2.55 3.48 7.15 3.08 6.23  33.64
49 4 0.48 0.91 1.85 3.07 1.74 3.00 20.66
50 8 0.26 0.83 1.25 2.07 1.83 1.46  12.42
51 16 0.38 0.93 1.71 2.37 2.36 1.15 6.89
52 32 0.78 0.38 1.98 2.25 2.25 1.44 4.02
53 | jaxen 1 2.46 5.91 3.84 2.38 6.80 14.21  49.79
54 2 0.51 2.40 2.60 7.72 2.95 7.00 34.67
55 4 0.21 1.60 1.60 3.02 1.61 3.27  23.14
56 8 0.15 2.07 1.76 2.03 2.12 3.02 15.65
57 16 0.23 2.29 1.96 2.06 2.15 2.75 11.19
58 32 0.21 1.60 1.58 1.43 1.45 2.19 8.94
59 | Jesterl.37b 1 7.35 9.15 9.39 6.49 9.02 1298 38.14
60 2 2.43 3.43 6.21 8.17 5.75 7.52  28.75
61 4 0.77 1.51 3.31 3.91 3.50 4.4  18.62
62 8 0.34 0.48 1.80 2.33 2.32 2.69 11.43
63 16 0.22 0.12 1.24 1.46 1.46 2.36 6.50
64 32 0.09 0.01 1.01 1.16 1.16 1.88 3.29
65 | Jexel 1 4.22 6.09 5.86 4.05 7.20 12.2  45.89
66 2 0.51 1.88 3.1 5.84 3.32 6.37  35.22
67 4 0.21 1.16 1.92 3.79 2.17 243  21.32
68 8 0.21 1.19 1.63 2.45 2.18 1.64 11.76
69 16 0.07 1.04 1.11 2.16 2.15 0.89 6.20
70 32 0.07 0.49 1.26 1.89 1.89 0.54 2.88
71 | JParsec 1 2.97 3.56 3.38 2.72 3.83 6.49  45.64
72 2 0.66 0.80 1.63 2.77 1.61 2.56  33.02
73 4 0.15 0.27 0.71 0.74 0.69 1.05  19.96
74 8 0.07 0.13 0.44 0.62 0.62 0.58 11.08
75 16 0.03 0.04 0.28 0.81 0.81 0.39 6.04
76 32 0.06  0.00 0.35 1.11 1.11 0.56 3.05
77 | org.apache.commons.codec 1| 12.52  13.26 13.41 11.52 12.67 20.24 39.73
78 2 2.24 2.78 4.41 4.14 4.09 7.39  28.17
79 4 0.60 0.58 1.71 1.52 1.52 2.83 19.19
80 8 0.28 0.11 1.06 0.69 0.69 1.51 10.05
81 16 0.22 0.01 0.97 0.44 0.44 1.13 5.44
82 32 0.16  0.00 0.77 0.29 0.29 0.83 2.72
83 | org.apache.commons.lang3 1 4.18 4.42 4.07 2.91 3.82 6.48 31.83
84 2 0.90 0.51 2.63 2.59 2.31 3.55  24.23
85 4 0.34 0.09 1.39 1.05 1.05 2.14 16.22
86 8 0.19 0.01 0.95 0.58 0.58 1.38 9.36
87 16 0.12  0.00 0.60 0.36 0.36 0.80 4.82
88 32 0.08 0.00 0.45 0.33 0.33 0.42 2.54
89 | org.eclipse.draw2d 1 6.99 7.97 8.08 6.53 8.01 12.1  47.22
90 2 2.22 3.48 3.91 7.92 3.97 6.21  34.62
91 4 1.01 2.31 2.94 4.97 3.42 3.84 21.73
92 8 0.91 2.13 2.65 4.30 3.93 2.31  14.09
93 16 0.99 2.11 2.94 4.90 4.88 2.05 8.48
94 32 1.51 2.07 3.57 5.26 5.26 2.16 5.35
95 | org.htmlparser 1 2.06 3.16 2.63 1.84 3.38 6.27  43.25
96 2 0.61 0.94 1.85 10.46 1.69 3.43  33.01
97 4 0.24 0.80 1.48 2.48 1.37 2.75  21.87
98 8 0.22 0.91 1.59 2.18 2.07 234  12.73
99 16 0.37 0.72 2.07 3.27 3.26 1.84 7.59
100 32 0.65 0.13 2.50 3.79 3.79 1.68 4.69
- | AVG 1.39 1.88 2.63 3.34 2.97 3.88  19.77
- | AVG overall 2.65 5.69 4.91 6.38 6.58 9.53  23.88

Table A.7: SBFL W-scores — Steimann Benchmarks
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A.3 MFL W-scores

In section we present the mean W-scores for each n-fault benchmark for a range of
measures. The second column gives the name of the benchmark, the third the number
of bugs (Bugs), the fourth the number of covered bugs (cb). fb gives the number
of found bugs by the technique named on the immediate right, under a technique
name we give the average W-score for that n-fault benchmark. We give results for
Mopt(g) when g is Lewis and PFL-PPV, which achieved the best overall AVG W-scores
of all our techniques compared. All W-scores represent the W-score for finding a
faulty hitting set. We also give the results for the Lewis measure when using the
SBFL algorithm to demonstrate how much Moy (rewis) improves upon its unoptimised

counterpart.
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# | Benchmark Bugs | cb b Mopt(psi—ppv) fb  Mop(Lewis) | Lewis
1| gzip 1 11 1.00 3.75 | 1.00 3.75 5.63
2 2 2] 1.83 25.31 | 1.83 25.31 | 36.74
3 3 31250 25.54 | 2.50 27.47 | 62.68
4 4 4| 3.00 16.67 | 3.00 19.05 | 78.57
5 | print_tokens 1 1] 1.00 2.94 | 1.00 294 | 14.38
6 2 2] 1.43 11.19 | 1.43 11.70 | 28.84
7 3 31 1.50 9.97 | 1.50 109 | 23.62
8 4 41 1.33 8.39 | 1.33 9.04 | 14.96
9 | print_tokens2 1 1] 1.00 3.69 | 1.00 3.69 4.77

10 2 2] 1.63 13.12 | 1.63 13.78 | 23.44

11 3 31210 19.13 | 2.05 1292 | 32.85

12 4 4| 2.56 28.05 | 2.50 14.40 | 38.36

13 | replace 1 1] 1.00 6.42 | 1.00 6.42 6.82

14 2 2| 1.74 14.61 | 1.74 15.16 | 18.42

15 3 31222 16.25 | 2.20 16.63 | 20.84

16 4 4| 2.50 21.09 | 2.44 17.72 | 26.40

17 | schedule 1 11 1.00 8.18 | 1.00 8.18 8.82

18 2 21 1.26 15.93 | 1.26 15.78 | 29.45

19 3 3] 1.58 27.19 | 1.55 27.72 | 36.60

20 4 4| 1.33 17.59 | 1.33 20.38 | 18.02

21 | schedule2 1 1] 1.00 31.98 | 1.00 31.98 | 64.81

22 2 21 1.00 21.56 | 1.00 21.56 | 56.10

23 3 31 1.00 13.76 | 1.00 13.76 | 38.29

24 4 4| 1.00 11.03 | 1.00 11.03 | 34.30

25 | sed 1 11 1.00 1.04 | 1.00 1.04 8.54

26 2 2| 1.56 10.90 | 1.56 11.09 9.19

27 3 3| 1.57 7.97 | 1.57 8.42 7.71

28 4 4| 1.00 4.44 | 1.00 4.44 4.44

29 | space 1 1] 1.00 2.84 | 1.00 2.84 | 10.19

30 2 21 1.49 10.46 | 1.49 10.82 | 18.11

31 3 3| 1.72 10.09 | 1.72 10.20 | 17.78

32 4 41 1.80 8.90 | 1.80 8.88 224

33 | tcas 1 1] 1.00 29.42 | 1.00 29.42 43.7

34 2 21 1.00 13.96 | 1.00 13.96 | 21.67

35 3 31 1.00 9.47 | 1.00 947 | 14.24

36 4 4| 1.00 4.36 | 1.00 4.36 5.67

37 | tot_info 1 11 1.00 8.22 | 1.00 8.22 | 11.25

38 2 21112 9.20 | 1.12 9.03 | 19.58

39 3 31114 7.83 | 1.14 797 | 17.09

40 4 4| 1.02 3.87 | 1.02 3.94 8.17

AVG 2.50 | 2.50 | 1.42 12.90 | 1.42 12.63 | 24.09

Table A.8: MFL W-scores — SIR Benchmarks
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# | Benchmark Bugs cb b Mopt(pri—ppv) fb  Mopt(Lewis) | Lewis
41 | daikon 1 1.00 1.00 1.97 1.00 1.97 2.10
42 2 1.80 1.71 4.17 1.71 4.17 6.68
43 4 3.10 2.78 7.45 2.79 5.21 9.77
44 8 5.23 4.42 10.04 4.48 6.01 17.27
45 16 8.35 6.78 12.63 6.94 8.19 23.68
46 32 | 13.20 | 10.12 13.44 | 10.41 9.49 29.03
47 | eventbus 1 1.00 1.00 6.98 1.00 6.98 7.90
48 2 1.93 1.73 9.53 1.73 9.84 26.56
49 4 3.67 2.88 9.46 2.89 10.01 44.61
50 8 6.70 4.14 8.21 4.27 9.20 52.52
51 16 | 11.79 5.37 7.74 5.64 8.35 51.80
52 32 | 18.63 6.50 7.18 6.86 8.59 45.52
53 | jaxen 1 1.00 1.00 2.38 1.00 2.38 10.29
54 2 1.91 1.63 8.22 1.63 8.49 24.60
55 4 3.51 2.42 6.61 2.44 7.23 31.76
56 8 6.09 2.90 6.21 2.92 6.13 28.53
57 16 8.99 3.28 6.55 3.28 5.52 24.23
58 32 | 12.11 4.05 6.71 4.00 5.20 24.02
59 | Jesterl.37b 1 1.00 1.00 6.47 1.00 6.47 10.03
60 2 1.94 1.81 10.22 1.81 11.09 29.79
61 4 3.65 2.95 10.41 3.06 10.98 40.22
62 8 6.50 4.22 8.09 4.67 10.53 46.43
63 16 | 10.88 5.54 5.43 6.64 10.40 46.42
64 32 | 16.86 7.84 6.26 9.52 12.64 42.36
65 | Jexel 1 1.00 1.00 4.00 1.00 4.00 7.72
66 2 1.87 1.65 6.86 1.65 7.56 18.22
67 4 3.50 2.64 7.97 2.07 9.34 27.37
68 8 6.50 4.08 9.54 4.42 9.89 30.49
69 16 | 11.41 5.60 8.14 6.38 7.61 21.30
70 32 | 18.56 7.27 6.32 8.44 5.62 13.38
71 | JParsec 1 1.00 1.00 2.76 1.00 2.76 3.84
72 2 2.00 1.96 3.63 1.96 3.94 17.19
73 4 3.96 3.77 3.96 3.79 3.79 32.44
74 8 7.84 7.01 4.89 7.08 4.49 50.62
75 16 | 15.44 | 12.44 6.58 | 12.65 5.43 67.15
76 32 | 29.56 | 20.75 8.66 | 21.22 6.76 76.63
77 | apache.codec 1 1.00 1.00 11.53 1.00 11.53 16.77
78 2 1.99 1.95 10.54 1.95 12.06 41.73
79 4 3.91 3.70 10.26 3.72 13.86 62.34
80 8 7.62 6.74 9.96 6.85 13.76 73.86
81 16 | 14.57 | 11.67 9.74 | 11.97 12.02 75.26
82 32 | 26.81 | 19.32 9.23 | 20.04 10.72 70.08
83 | apache.lang3 1 1.00 1.00 2.84 1.00 2.84 4.71
84 2 1.99 1.99 3.88 1.99 5.13 20.16
85 4 3.98 3.96 3.47 3.96 4.73 34.31
86 8 7.94 7.83 3.31 7.84 4.66 47.36
87 16 | 15.74 | 15.32 3.47 | 15.38 4.63 57.58
88 32 | 31.12 | 29.57 4.63 | 29.83 5.00 67.45
89 | eclipse.draw2d 1 1.00 1.00 6.68 1.00 6.68 7.65
90 2 1.83 1.69 10.76 1.69 10.87 28.01
91 4 3.43 2.86 13.96 2.88 13.79 47.89
92 8 5.97 4.22 16.28 4.29 16.02 54.15
93 16 9.75 5.69 18.01 5.86 17.62 55.98
94 32 | 14.81 7.21 19.52 7.4 18.47 54.68
95 | htmlparser 1 1.00 1.00 1.84 1.00 1.84 3.35
96 2 1.94 1.84 11.33 1.84 11.62 14.16
97 4 3.63 3.08 12.26 3.14 9.20 33.09
98 8 6.69 4.90 10.99 5.12 9.41 51.54
99 16 | 11.19 7.20 10.73 7.54 10.50 64.62
100 32 | 18.59 | 10.71 12.69 | 10.95 11.50 68.51
AVG 10.50 7.52 5.19 8.06 5.37 8.25 34.96
Overall AVG 7.30 5.51 3.69 9.997 3.79 10.001 30.61

Table A.9: MFL W-scores — Steimann Benchmarks
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A.4 pPrL Case Study

In this section of the appendix we present a case study to illustrate how PFL-PPV
deals with a typical multiple-fault program from the Steimann benchmarks. The case
study is presented for two reasons. Firstly, it is presented in order to illustrate a gen-
eral trend in the Steimann benchmarks that faults were covered in failing traces by at
least one test case that itself covered few components, thus advantaging fault locali-
sation methods which satisfy the fault localisation properties presented in Chapter 6.
Secondly, it is presented in order to illustrate a typical instance of a generated prob-
ability mass function as computed using the PFL-equations. We present the coverage
matrix for eventbus-1357981291647 as an example in Table A.10. This example is in
the set of 4-fault versions of the Steimann benchmarks, and contains three covered
faults. It has 42 program components (labelled on the first row) six failing traces
(the top six rows of the matrix), and 84 passing traces (in the remaining rows). The
faults are Cyy, (3o, and C39. As we can observe from the matrix, these components
form a faulty hitting set. When a fault is covered in a test case, we have put the 1
in bold. No fault covers all failing traces. For each component we present its prob-
ability, as computed by the PFL-equations, in Table A.1. No component receives a
probability of 1. The probability of the faults are as follows. P(hg) = 0.98, P(hss)
= 0.46, and P(hgg) = 0.02. The first two faults have the highest fault likelihood of
any component. The last fault has an extremely low fault probability. The faults are

represented in black in Table A.1.
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Table A.10: eventbus-1357981291647
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Figure A.1: Fault probabilities for eventbus-1357981291647
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