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Abstract

Steganography is the process by which we hide payloads (secret mes-
sages) into covers (inconspicuous mediums of data) resulting in stego o0b-
jects (original mediums of data with subtle changes to encode our message),
with the aim of these objects appearing to be indistinguishable from the
cover. Steganography aims to compromise the adversaries’ ability to clas-
sify an object as innocent or not. The most successful steganography is
adaptive embedding, which uses a distortion function to associate individual
cover changes with a cost of change (higher costs implying a more detectable
change), and a code which embeds the payload whilst minimising the sum of
distortion (a proxy for detectability).

This thesis explores approaches to codes, for adaptive embedding on the
subjects of robustness, efficiency, and simulating. Since the wide adoption of
adaptive embedding, the significant focus of most researchers in the field has
been on distortion algorithms. Our work has aimed to explore the potentials
around codes instead, building on the highly successful Syndrome Trellis
Codes (STC) algorithm.

On the area of robustness, we explore the ability to create stego objects
able to withstand the noisy (non-adversarial) channel. Since syndrome codes
are fragile by design, syndrome-encoded stego objects are a bad choice: am-
plifying the channel error rate into unacceptably-high payload error rates.

Our work on improving the efficiency of STCs looks at how H matrix
construction can influence the efficiency of the algorithm. Expanding on
existing research around minimising outliers, we look at how moving from a
block-based matrix to one constructed with rows can improve the embedding
efficiency.

Finally, we explore the area around simulated steganography. Because
of speed constraints, many researchers omit the use of a code, to speed up
experiments. The justification is clear: not using a code saves both time and
experimental complexity, when you can simulate stego objects on the rate-
distortion bound. If we cannot achieve the rate-distortion bound with a code,
and more parameters are influencing this than which are taken into account
when simulating, is this a sensible option? We propose a method which sam-
ples the code with the given parameters and is then able to simulate objects
not on the rate-distortion bound, but at the distortion and detectability of
a code.

Keywords— Steganography, steganalysis, adaptive embedding, simu-
lated embedding, robustness
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Chapter 1

Introduction

Steganography is the technique for covert communication, allowing a sender
and a receiver to transmit a secret message, by embedding their message
into inconspicuous objects. Hiding the message in plain sight [1], a stegano-
graphic system aims to minimise the ability of a passive warden to classify
any communication as either an innocent object or a stego object. Modern
steganographic systems seek to embed hidden messages in digital media such
as images, digital audio, and more. Thus the primary aim of a steganographic
system is to conceal the communication of a hidden message itself, yielding
security through obscurity.

In this chapter, we introduce the reader to a summary of steganogra-
phy: its historical uses dating back thousands of years, to more modern-day
steganography, before formally defining the problem. We then move to in-
troduce Adaptive Steganography, which will be the focus of this thesis, and

then introduce the plan for the remainder of this thesis.



1.1 Historical Steganography

The word steganography has a Greek origin, which is derived from the Greek
word ‘steganos’, translated as ‘covered’ [1, 2]. The first documented use
of steganography was by Histiaeus, the exiled tyrant of the ancient Ionian
city of Miletus. By shaving the head of his most trusted slave, Histiaeus
was able to tattoo a message to his scalp. Once the slave’s hair had grown
back and subsequently concealed Histiaeus’ message, he travelled to the city
inconspicuously. When inside, the slave shaved his head, revealing the hid-
den message, encouraging the city’s regent, Aristagoras to revolt against the
Persian rulers [1].

The word steganography was first used by Johannes Trithemius (1462-
1516), in the book Steganographia [3]. Written in 1499, and published in
Frankfurt in 1606, Steganographia is formed of three volumes; two on encod-
ing messages using steganography, and cryptography, and the third, widely
assumed to be on magic, is a stego object itself, containing mundane hidden
messages [4, 5]. After publishing, the Catholic Church placed Steganographia
on the libri prohibiti, the hidden, or prohibited books, where it sat from 1609

to 1900.



Figure 1.1: Title page of Steganographia by Johannes Trithemius [3]. Repro-
duced by kind permission of the Bodleian Libraries, University of Oxford.



The use of an acrostic is an example of linguistic steganography [6]. For
example, if we took each letter in our message, and wrote a note whereby

each new sentence started with the next character of our message:

Another day in paradise, here on the island. Tomorrow we set sail for the
mainland to get to the festival. Today we’re relaxing in the late sun. Again,

the weather is fortunate. Cold days are far past. Kind regards to you all!

Taking the first letter from each sentence would return the true meaning

of the message:
ATTACK.

An improvement in linguistic steganography was the Cardan’s Grille.
First developed in China, it was reinvented by Jérome Cardan. The Cardan
Grille is a mask which obscures a body of text, revealing the real message.
Because there is no obvious pattern to the words or letters, it is less con-
spicuous to any warden, yet upon placing the grille over the note, the real
message is revealed. In this case, the grille itself is the secret key [6, 1].

In World War One, the process of using invisible ink was developed. Spies
would write sensitive letters, penned in chemical compounds, to hide the true
nature of the document; these compounds would only develop, and become
visible with the application of a specific developer [7]. The adversary reacted
by applying broad range developers in small strokes to suspected letters, an
early example of steganalysis. Later, in World War Two, microdots where in-
troduced. Through the advances in lens and reprographic technology, minute

dots could be printed to the underside of letters, or under postage stamps.



Invisible to the naked eye, these dots could be used to transmit small mes-

sages, undetected [8].

1.2 Steganography Today

The use of steganography itself, is a paradox: in the case of parties success-
fully using steganography, their presence goes unnoticed. Since steganogra-
phy aims to hide the very evidence of the existence of the system, whether or
not steganography is being actively used in modern times, is itself, a mystery.

With the growth of the internet and the practice of sharing media files
becoming one of the most common uses of the internet, it would be safe to
assume the conditions for steganography to be used have become increasingly
favourable. Since the advent of Web 2.0, user participation and media sharing
has sky rocketed [9]. Some 79% of internet users in the United States of
America use social media platform Facebook [10], where media sharing is one
of the most prominent use cases.

The New York Times reported that steganography might have been used
in plotting U.S. embassy attacks in Paris [11]. The use case of steganography
in evading state surveillance lends itself nicely; large scale surveillance is
costly and challenging, the steganographer wishes to be inconspicuous. In
2010 the FBI deported suspected Russian spies, after uncovering a domestic
spy network. Using steganography, they communicated over public channels,
by hiding information in images [12].

A similar, but different technique to steganography, is watermarking. Wa-

termarking seeks to add a visible, or invisible payload to the media, which



x —= Alice Y -Warden Y .Bob

subliminal channel

Figure 1.2: Representation of the prisoners’ problem

conveys information. The existence of the watermark can be to indicate
ownership or proof of authenticity [1]. The significant difference between
watermarking and steganography is in steganography the adversary wins if
the payload is detected, whereas in watermarking the adversary wins if the

payload is erased.

1.3 Definition of Steganography

Simmons formulated steganography as the prisoners’ problem, although not
named as steganography but rather the subliminal channel [13]. As depicted
in Fig. 1.2 it introduces three characters: Alice-sender, Bob-receiver, and the
prison warden-adversary. The scenario is as follows. Alice wishes to com-
municate a secret message to Bob; they are allowed to communicate freely;
however, the prison warden monitors all messages. If Alice and Bob openly
discuss an escape plan, the warden will cut the communication channel and
penalise them both. To discuss an escape plan, Alice must hide her secret
message m inside the input cover @ using the shared secret s, which results

in the stego object y, this is passed to Bob, who can extract the hidden
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message from the stego object as he also knows s.

The warden’s inability to classify Alice and Bob’s communication as ei-
ther a cover or stego object is the inherent security of the stego system. We
call the warden’s classification problem steganalysis. In the previous scenario,
we described that the warden must only classify if Alice and Bob are com-
municating via the subliminal channel to win. In the event of the warden
detecting the use of the subliminal channel, we consider the stego system
broken, whereas, in cryptography, we consider the cryptosystem broken if
the adversary can extract the message. Steganalysis classification is often
based on a set of rich features of a natural image: the measure of how a
stego object diverges from the expected norm (measured by the affinity to
the feature set) is used to classify the stego object as innocent or not [14].
Thus, the game is two-player, with Alice and Bob on one team, against the
other team: the warden.

If we apply Kerckhoffs” principle to the subliminal channel, then we as-
sume that the adversary (the prison warden) has full knowledge of Alice and
Bob’s steganographic algorithm, but not their shared secret keys [1]. How-
ever, unlike cryptography, the application and adherence to Kerckhoffs’ prin-
ciple is subtle [15]; what is the whole definition of the stego system? Whilst
this thesis is principally focused on distortion minimisation, as a proxy for
reducing detectability, in terms of the two-player game: Alice and Bob, and

the warden, we assume the following:
1. Keys - Alice and Bob share a secret key known only to them.

2. Message length - Alice, Bob, and the warden all know the message

11



length.

3. Cover - Once Alice creates some stego object from a cover, the cover is

destroyed and hence unavailable to the warden.

4. Cover source - Although the cover is unavailable to the warden, the

warden also has access to Alice’s cover source.

Principally, there are three methods in which Alice may practically em-
bed her message into a cover: cover selection, cover the synthesis and cover
modification. In this thesis, we shall only consider cover modification'; Al-
ice modifies an existing cover to convey her secret message, resulting in the
stego object. Cover modification is the most practical approach of steganog-
raphy [1], because of its versatility and ability to communicate significant
payloads. With cover modification steganography, the aim is to maximise
the payload size (secret message), whilst keeping our stego object appearing
innocent to the adversary.

To formalise our problem mathematically, we define two functions Emb

(the embedding function) and Ext (the extraction function) for a cover x,

In Cover Selection, Alice utilises the rejection sampler. Alice rejects all covers, except
for the cover in which the message Alice wishes to communicate, already exists [1]. Con-
sidered perfect-steganography, Alice will sample covers until a perfect cover is observed.
This method can only be attempted for the smallest of messages. Using a message-digest
function and the shared secret, Alice samples and rejects all covers until a cover is found
where the digest matches the secret message. However, rejection-sampling requires expo-
nential samples with respect to message length [16]; therefore, for any practical scenario,
it is doubtful that Alice would be able to sample a perfect cover. Cover Synthesis is the
approach of synthesising a cover that contains the hidden message itself. This could be
achieved through creating a mosaic, or fractal images, which may be able to convey sig-
nificant payloads, however, there is no practical solution for natural images. Further to
this, it may be detectable in itself, if Alice suddenly started to send generated images, as
opposed to natural images.

12



message m, and shared secret s;

Emb, : (A" x B™) — A" (1.1)

Exts : A" — B™, (1.2)

where the cover & € A" is the n sized set of cover values. In practice, cover
values could be 16-bit unsigned integer DCT values from a JPEG, 8-bit signed
integer pixel intensities from a RAW image, or some other type (explained
in more detail in Section 2.2). The message m € B™ is the m sized set of
message bits, which most commonly are binary, or ternary symbols.

Emb, takes the shared secret s, the input cover @, and secret message m,

returning the stego object y, which has the same length as the input cover:

y = Embs(x, m), |y| = |z|. (1.3)

The extraction function Euxt, takes the shared secret s, and the vector

y?, and returns the secret message m:

Exty(y) = m. (1.4)

For correctness Emb, and Extg both satisfy

Ext,(Embs(x, m)) = m. (1.5)

2In practice, the extraction and embedding functions would likely need to share the
length of the payload, or use a pre-known fixed payload length [17].
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1.4 Distortion

Under the assumption we must make some changes to our cover, to embed
our message, it would seem logical that if we made fewer changes, it would
make our stego object harder to detect. Indeed older steganographic schemes
attempted to minimise the number of changes made, to embed a message.
The widely used metric for comparing non-adaptive stego systems is the
embedding efficiency e. Defined as the length of the message divided by the

number of changes made to the stego object:

m

Z?:l [z; # i ’

e =
where the [verson bracket denotes a 1 if the proposition is satisfied:

1 if P is true;
[P] = ) (1.7)

0 otherwise

and m is the length of the message m we wish to embed. However, this
scheme has a large flaw; are all changes equal? If we compared two potential
changes, the first is a pixel which has low predictability but is surrounded
by other pixels with low predictability; hence the area is noisy. The second
case is a pixel which is again low in predictability, but surrounded by very
predictable pixels, for example in a smooth area of an image; a plain blue sky
or similar. The question posed by the adversary is, is this an example of a

deliberate change? Or is the pixel some noisy residual causes by the camera

14



(a) Cover x (b) Costs ¢

Figure 1.3: Example of a cover, and the costs generated using a distortion
function.

sensor, or image compression technique? One would argue the first case is
much more plausible and innocent, whilst the latter is seeming much more
conspicuous. Because of this, we say that changes are not all equal. This is
the foundation of adaptive steganography.

Almost all current adaptive-steganographic methods aim to minimise a
user-defined distortion function D, a distortion function provides costs of
change. We assume the total distortion of a stego object is a proxy for de-
tectability [1], with the distortion functions aiming to exploit the structure,
and complexity of the input cover, providing a heuristic-based cost per ele-
ment change. A distortion function takes a cover * = {z1,s,...,2,}, and
returns a set of real costs ¢ = {c1,¢a,...,¢,}, ¢ € R". The distortion cost
of modifying cover values z;, resulting in the stego value y;, is ¢;, where this

cost reflects the impact to detectability of the change. A higher cost signifies

15



the change is more detectable than some other smaller cost. Expanding on
non-adaptive steganography, we introduce the notion that not all changes
are equal, and that as well minimising the overall number of changes, we
wish to select the changes which introduce the least distortion: lowering the
deviation from the original cover, with respect to the distortion model.

We can formalise our distortion function as:

n

D(w,y) =Y cilw; #yl, ceRY, (1.8)

=1

for a given cover & we have the set y € Y, which is the set of all stego ob-
jects which can be generated from the input cover. The stego system which
minimises the distortion D(«,y) should pick the stego object y which has

the lowest distortion3

. This format of adaptive steganography is additive,
in that the sum of per-value costs are summed, which fundamentally cannot
account for interacting changes. Whilst additive distortion cannot account
for interacting changes, it is dramatically less computationally complex since,
on each modification of a cover value, the distortion cost map must be re-

generated to account for the change. In this thesis, we shall exclusively refer

to the additive form of adaptive steganography.

3When the costs c are all equal to 1, this distortion function simply maximises the
embedding efficiency e, and takes the form of (1.6).
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bution of costs associated with the respective changes.
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There are three parts to an adaptive steganography system: the distortion
function, the code, and the embedding function?. A code seeks to increase
the embedding efficiency through minimising the number of changes we make
to hide our message (minimising (1.8), subject to satisfying (1.5)), and dis-
tortion functions aim to give an (additive) cost associated with changing an
individual cover value. The embedding operation realises these changes to
the cover, resulting in the stego object. If we combine all three, we wish to
use the code to minimise the total sum of distortion whilst embedding our
message into the cover, resulting in the stego object. In Fig. 1.3, we show a
cover, and the cost map—the result of a distortion function. We can see that
higher costs are in red, these are values in which the predictability is high if
we assume the warden can also determine this predictability then we want to
avoid making changes here. The low-cost areas are in blue, and correspond
to textured or low predictability areas of the cover, if we make changes here,
the warden will be less able to distinguish the change.

As the payload rate « increases, we force the code to pick higher-cost
areas to change, to embed our message in the cover. Therefore, we expect
distortion to monotonically increase as the payload rate « increases (which
is expected as per (1.8)). In Fig. 1.4 we show a comparison of payload rates
a € {0.1,0.3,0.5}. As shown, the changes at lower values of « focus on the
lowest cost areas, and as « increases, the code must utilise higher cost values

in order to satisfy (1.5).

4There is a code which solves this in pseudo linear time, the Syndrome Trellis Code,
as introduced in Section 2.7.
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1.5 Roadmap of Thesis

We now briefly discuss the outline of the remainder of this thesis. We begin
with a broad literature survey in Chapter 2, where we cover steganographic
embedding, distortion functions, and coding algorithms. We discuss opti-
mality with respect to steganography and how we can benchmark different
steganographic systems. Finally, we look at Forward Error Correcting Codes,

given they feature prominently in Chapter 3.

1.5.1 Research Topic

The overall topic of this thesis is the application of codes to adaptive steganog-
raphy. Codes play a integral part of any stego system and have been instru-
mental to adaptive steganography. Our thesis started by exploring robust
steganography, and it quickly became apparent that robustness achieved by
error correcting codes was in contention with distortion minimisation of em-
bedding codes. The desirable property of an adaptive steganography system
is it’s ability to minimise distortion, this is achieved by considering many
possible changes to the cover in order to hide the payload. However, ro-
bustness requires these possible changes to be far apart in order to have
error correcting properties. The critical element here was the construction
of the parity check matrix used during embedding. Because of this, our
second chapter looked on how we could improve the parity check matrix
generation, in order to further improve the distortion minimisation during

embedding. Our benchmark for this was to consider the theoretic bound,
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the rate-distortion bound. Comparing the real embedding using a code to
the rate distortion bound can be done through quantifying the coding loss.
When observing coding loss, it became apparent many researchers choose not
to embed, but rather simulate embedding, neglecting the impact of coding
loss. This prompted our third and final research chapter to look at ways we
could simulate embedding, whilst mirror the impact of coding—the coding

loss.

1.5.2 Overview of Research Chapters

In this thesis, we present three chapters of research, each addressing its re-
search question relating to the application of codes to adaptive steganogra-
phy. In each of these chapters, we introduce the statement of the problem,
any background information the reader may be required first to understand
before we introduce our method, analysis of our method, and conclusion
where we discuss the impact of said research. The research chapters are as

follows:

Chapter 3 - Robust Syndrome Coding In this chapter, we explore the
role of robustness within steganography. As previously mentioned, in
digital watermarking, robustness is critical: an adversary should not
be able to remove the watermark from the media, else the watermark
has failed. In steganography, we typically consider the noiseless case,
in which Alice and Bob can freely communicate a stego object, or cover
object, with the assumption that the object received by Bob is exactly

the object sent by Alice. However, if the channel which Alice and
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Bob communicate through has incidental noise, our message hidden in
the stego object would be rendered invalid. Adaptive steganography by
design is fragile and susceptible to even the lowest error rates on a chan-
nel. We consider the case in which a stego object can be re-compressed,
which is very common for social media platforms. Because of this, the
noise is non-adversarial, but it will still damage a message hidden in a
stego object. Unlike digital watermarking, steganography does not re-
quire robustness by default; however, if our public channel is noisy, we
must strike a balance between robustness, and distortion minimisation.
Our method, Dual Syndrome Trellis Codes, modifies the state of the
art Syndrome Trellis Code to create distortion minimised robust stego
objects, which can withstand small error rates on the channel. Typi-
cally the error rate we expect to encounter is from JPEG recompres-
sion at the same quality factor. We evaluate our method as the ability
to achieve robustness whilst minimising distortion. Chapter 3 is an
adaptation and extension of the work presented in the paper ‘Adaptive
Steganography in the Noisy Channel with Dual-Syndrome Trellis Codes’
at the 2018 IEEE International Workshop on Information Forensics and

Security (WIFS), in which the paper won best student paper.

Chapter 4 - Irregular Syndrome Trellis Codes Syndrome Trellis Codes
have become very popular with steganographers, approaching the op-
timum bound (rate-distortion-bound), with the algorithm operating in
linear time, parameterised by the constraint height. In this chapter,

we look at how the algorithm can produce positive outliers, cover val-
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ues which are changed with a higher probability, than expected, and
how the occurrence of these outliers is focused at the start and end
of the cover. Positive outliers pose two problems; an attack may be
formulated which seeks to exploit the existence of these outliers, and
a chance which is made with a higher occurrence than the expected
change probability dictated by the rate-distortion-bound dictates cod-
ing loss. By modifying the parity check matrix used during embedding,
we show that we can reduce the occurrence of positive outliers. Our
method Irregular Syndrome Trellis Codes allows for irregular parity
check matrices to be used during embedding, meaning a larger parity
check matrix (the equivalent of increasing the constraint height) can be
used in the areas in which we expect positive outliers. The work in this
chapter includes work presented at the Electronic Imaging, Media Wa-
termarking, Security, and Forensics 2019 conference, from the paper
titled ‘Reducing Coding Loss with Irreqular Syndrome Trellis Codes’,
and continued work finished after publication on Favicon steganogra-
phy. Whilst our method showed improvement on small-sized covers,
which allowed us to reduce distortion further and mitigate positive

outliers, on larger covers, our method’s improvement was negligible.

Chapter 5 - Simulating Suboptimal Embedding Because of the com-
plexities and cost in terms of time; many researchers choose to simulate
steganographic embeddings, rather than use a code to create real ob-
jects. The cost in time is two-fold: researchers must invest significant

time to establish a full steganographic system which creates stego ob-
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jects, as well as the embedding process taking significantly more time
than simulating. However, simulating stego objects has a critical flaw,
in that coding loss is eradicated, with the object being created at the
rate-distortion-bound. The argument for this is that the state of the
art approaches the bound asymptotically. Our research suggests that
whilst it does approach the bound, the distance to the bound (the
coding loss) is dependent on a multitude of factors. These factors in-
clude; the distortion function, constraint height of the STC, and the
payload rate. Therefore, comparing two distortion functions by simu-
lating, may favour one distortion function over another. In this chapter,
we propose a lightweight sampling method, which samples the coding
loss dependant on the aforementioned parameters. We show that for a
very small sample size, an accurate estimation of a coding loss factor,
the amount in which we must inflate the original payload, to simulate
the real-world coding loss, can be found. The result of this work al-
lows researchers to create accurate simulations, which reflect real stego
objects, both in terms of distortion and detectability. The work of
this chapter was presented in a paper ‘Simulating Suboptimal Stegano-
graphic Embedding’ at the 2020 ACM Workshop on Information Hiding
and Multimedia Security (IH&MMSEC), in which the paper won best

student paper.
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Chapter 2

Background and Literature

Survey

This chapter introduces the reader to the relevant work surrounding the area
of this thesis. As previously mentioned, we can break an adaptive stego

system into three disjoint components:

1. Distortion functions - Defines costs associated with changing cover

values. Can be additive, or non-additive.

2. Code - Aims to minimise the impact of encoding the message into the

cover. Minimise some user-defined distortion function.

3. Embedding functions - Applies changed to the cover, resulting in

the stego object.

The combination of all three components forms an adaptive stego system, as

shown in Fig 2.1.
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Figure 2.1: Depiction of an adaptive stego system.

Notation will be defined in Section 2.1. We first review covers, includ-
ing uncompressed and compressed images, as well as text and audio-based
covers in Section 2.2. We then look at embedding operations including LSB
replacement /matching, F3 and F4 in Section 2.3. In Section 2.4 we introduce
the reader to several distortion functions, both adaptive and non-adaptive.
With distortion fictions introduced, and before we explore codes, we look
at the rate-distortion bound, the theoretic bound for any stego system in
Section 2.5 for both additive, and non-additive distortion functions. To sup-
plement the background on embedding functions and distortion functions,
we survey legacy and state of the art steganographic coding schemes in Sec-
tion 2.6 and Section 2.7 respectively. Finally, in Section 2.8 we look at

error-correcting codes and the notion of robustness.

2.1 Notation

We shall denote vectors as lowercase boldface x, with the 15 element of x

denoted x;. Matrices are written in uppercase double struck; H, indexed as

H

Z‘)j'
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2.2 Covers

The use of images as covers in steganography has long been the norm
for several reasons; prevalence - images are one of the most common files
formats transported over the internet, density - containing large amounts
of discrete information, and inherent noise; images are naturally noisy. For
these reasons, images are a good choice of covers for steganography. Largely
these fall into two categories: spatial which we discuss in Section 2.2.1, and
JPEG images which we look at in Section 2.2.2.

Outside of image steganography, there exist many other suitable formats,
including some more than images. In Section 2.2.3 we look briefly at non-
image steganography, including sound, video, and linguistic steganography.
Work in this thesis will involve both RAW and JPEG Images; however, we

include video and other cover forms as background information.

2.2.1 RAW Images

RAW images can then be further divided into two categories, raster and
palette formats. Palette formats store a pre-defined (quantised) selection of
up to 256 colours stored with some given precision: the palette, with each
pixel intensity, then stored as a reference to one of the palette colours. This
format lends itself well to images with low colour depth: vector graphics, line
illustrations, computer-generated graphics, and cartoons. Raster formats are

relatively simple formats; pixel intensities are stored in a grid forming the
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shape of the image with a pre-defined accuracy, usually one byte per channel
per pixel [1]. As such, for a greyscale image, one byte is required for each
pixel intensity, with the range of values {0,...,255}. Three colour (true
colour) images are stored as a triple of red green blue (RGB) intensities,
with each value again in the range {0, ...,255}. Standard formats for RAW
images are PNG, BMP, and TIFF files, which may have their compression
types. For the remainder of this thesis, we shall only use raster formats when

referring to RAW images.

2.2.2 JPEG Images

JPEG (Joint Photographic Experts Group) steganography is particularly
popular due to a simple reason; JPEGs are easily the most commonly used
image format on the internet [18]. Because of the vast availability of input
covers, it is not surprising that much of the current literature would focus
on JPEG steganography. JPEGs are an ideal image format for natural im-
ages because the human eye is less sensitive to minute changes in colour
intensity [1]. It is also the case, that many digital cameras, including smart-
phones, produce almost exclusively, JPEG images, and do not offer the Raw
uncompressed image. JPEG compression can be thought of as two stages;
lossy, and lossless compression. As the name suggests, lossy compression in-
volves the permanent truncation (through quantisation) of accuracy, whilst
the loss-less stage is reversible, given no information is lost [19].

The lossy stage is compromised of four stages:

1. Colour space transformation - The raw input pixel values are con-
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verted from RGB values to the Y C,.Cy, colour space. Y is the luminance
channel, C, and Cj, the red and blue chrominance channels respectively.

A linear transform from RGB to Y C,Cj, can be expressed as:

Y =16+ (65.481 - R + 128.553 - G + 24.966 - B) (2.1)
Cy, =128 + (=37.797 - R — 74.203 - G + 112.0 - B) (2.2)

C, =128 + (112.0 - R — 93.786 - G — 18.214 - B). (2.3)

2. Down-sampling and division into M CUs - First the C,.C), channels
are down-sampled since they are less dominant on how we as humans
perceive the image, than the Y channel. Starting with a 16 x 16 block
of values, if sub sampled by a factor of 2, one 16 x 16 block is sampled
into an 8 x 8 block for the C,.C}, channels, whilst the Y channel is not
sub sampled. This yields 4 Y channel blocks, 1 C. block, and 1 C}
block, commonly referred to as a4 : 1: 1. The 8 x 8 blocks are referred

to as Minimum Coded Units (MCU).

3. DCT transform. - The resulting Y C,.C, MCUs are transformed from
the spatial domain values to the transform domain, by applying a for-

ward discrete cosine transformation. For each MCU of spatial values

S[i, j],4,7 =0,...,7, we obtain Spor|u,v],u,v =0,...,7 as:
7
SDC’T = Z ]D)[Zm]u k? Z]SDCT[i7j]7 (24)
i,j=0
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where ), the DCT coefficient matrix is defined as:

kwli
Dli, j; k,1] = Mcos%k(% +1) cos 1%1(2;’ +1), (2.5)

and w(0] = \%,w[> 0] = 1. The DCT transformed values Sper now
form a matrix in which Sper[0, 0] is the lowest frequency of the block, as
we move away from Spcr[0, 0] in any direction the frequencies increase,

with Sper[7, 7] being the highest frequency of the block.

4. Quantization - The quantization step involves rounding and dividing
each MCU in Sper by a quantization matrix Q,[7, j], 4,5 = 0,...,7.
At this stage the JPEG quality factor ¢y = 1,2,...,100 is used to

generate Q,

- max(1,2 - Qsoli, j] - (1 — £5)), a5 > 50
qu[l,j] =

min(255, %), g5 < 50,

where Qsq is the JPEG standard quantization matrix. The effect of
the quantization step causes the quantized DCT values to lose more
information towards values in the bottom right hand corner of each
MCU. Which is critical in allowing the lossless compression stages to

be effective.

At this stage in the compression, steganographers may manipulate and
modify the quantised DCT values of the JPEG image, as further changes
are at no risk of being lost since the remaining stages of the compression are

lossless. Next, the quantised DCT values are each scanned in a natural order.
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The first element of the scan is the DC' value, which has the most influence
on the MCU’s appearance; the remaining 63 values are AC values. DC
values from sequential MCU’s are compressed using differential pulse code
modulation (DPCM), and AC values inside each MCU compressed with run-
length encoding (RLE). The output of the DPCM and RLE compression is
encoding using Huffman coding. In practice, most steganography algorithms
avoid modifying the DC values, in particular, zero values, since they have a
significantly higher effect on the MCU than modifications to AC values [20].
Again, to reduce the impact of embedding, it is common to embed only in

the Y channel.

2.2.3 Video, Sound, and Other Covers

There exist several cover types outside of images, which have good attributes
for steganography. Indeed many of the reasons we use images as covers
are also applicable to other cover types. The density of information, the
innocent nature of their widespread distribution, and inherent noise are all
characteristics of Web 2.0 multimedia. As mentioned in Section 1.2, since the
advent of Web 2.0, users are the largest contributor of media on the internet,
with social media users encouraged to upload and share media of all types;

images, video, sound, and written text.

1. Linguistic Steganography - Predating image steganography signifi-
cantly, as mentioned in Section 1.1. A common strategy is the replace-
ment of words which are considered synonymous, a form of cover modi-

fication. Other strategies include deleting adjectives, or re-ordering sen-
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tences [21]. With the rising popularity of Twitter, a platform for users
to micro-blog messages of 140 characters or less, Twitter forms a very
promising platform for linguistic steganography [22]. The approach of
batch-based steganography; spreading the stego payload across several
covers lends itself well to Twitter [23]; many users send frequent bursts

of messages.

. Video - Significantly more dense than images, video files typically have
larger compression ratios, and subsequently, more noise, given file size
constraints. Typically video steganography falls into two categories;
embedding into the pixels of individual frames of video, or embedding
into the motion vectors between frames of video [24, 25]. Methods
from image steganography can apply to video steganography, with the
STC algorithm being used to embed into H.264 macroblock partitions
of videos [26] or the use of wavelet decomposition for embedding [27].
Perhaps the most inhibiting factor of video steganography is the com-

putational complexity of video editing.

. MP3 - There has been an influx of lossless audio sharing sites, allow-
ing users to upload their own music, or remixes, without transcoding or
modifying the uploaded media. Because of this, these platforms form
ideal channels for audio steganography [28]. The MP3 encoding format
proposed by the Moving Pictures Expert Group (MPEG) uses partial
discarding of inaudible frequencies, and approximations to compress
audio with limited human perception. It is comprised of psychoacous-

tic analysis, sub-band filtering, and MDCT transform and quantiza-
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tion [29]. The psychoacoustic model shows that human perception to
differing audio frequencies is not evenly split, as such some bands of
frequencies dominate others. A commonly used method to embed into
MP3 files is to use phase coding [29, 30]. Since human hearing is more
sensitive to amplitude rather than phase, slight changes in the phase

of an audio file are rendered unnoticeable to humans [30].

. 'VoIP - Whilst music streaming services strive for high-quality audio
streams, the area of Voice over Internet Protocol (VoIP) services utilise
low bit rate audio streams [31]. The reasoning for this is simple, in a
question of priority, users prefer to be able to communicate in real-time,
over audio quality. As such, low bit-rate codecs such as Internet Low
Bit-Rate Codec (iLBC), G.725.1, or G729.A, are used [32]. However,
this poses a challenge, in steganography, it is typically desirable to have
a high-density cover source, where it is likely the use of high compres-
sion ratios will be required, resulting in lots of cover entropy. Because
of this, a typical LSB modification of cover values would not be suit-
able [32]. One of the most promising methods of VoIP steganography
is Quantization Index Modulation (QIM), which modifies the quantisa-

tion of coeflicients, during encoding. [33].

2.3 Embedding Operations

To realise any change to the cover, in order to encode a message, an embed-

ding strategy must be in place. With the covers as described in Section 2.2

we now look at how these covers can be manipulated to encode a message.
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Figure 2.2: LSB modification under LSB Replacing.

15(1111)<:

As mentioned previously, embedding forms one of the three core compo-
nents of an adaptive steganographic system. However, before the adoption
of adaptive steganography, embedding strategies provided security from the
adversary by spreading the payload within the stego object. In this section,
we first introduce LSB Replacement in Section 2.3.1, of the earliest, and
primitive forms of embedding into the least significant bits of covers. We
then look at LSB Matching, which mitigated an easily identifiable trait of
LSB Replacement, in Section 2.3.2. LSB Matching, also called +1 embed-
ding, allows for ternary embedding and will be used in this thesis as the

primary embedding operation.

2.3.1 LSB Replacement

One of the earliest, and most commonly used digital steganographic meth-
ods is least significant bit (LSB) embedding [1, 2]. Where the cover © =
{z1,29,...,2,} is a sequence of integers, e.g. the pixel intensities in a spa-

tial image, or the DCT coefficients in a JPEG image. For a cover with n,-bit
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Figure 2.3: From left: original cover, histogram of pixel intensities before,
and after LSB replacement.

accuracy, the cover value z; is in the range 0 < z; < 2™~!. We denote the
binary representation of z; as x; = {by, ba, ..., by, }, with the LSB being b, _1.
In the case of a 8-bit image, a cover values x; = {by, b, ...,b7}, and LSB =

b; To make modifications to the LSB we flip the LSB when required:

LSBFlip(z;) =x;+1—2 mod 2(z;). (2.7)

We can now express LSB Replacement embedding as:

m LSBFlip(x;) iff mod 2(x;) # m;
i=1 z;

an example can be seen in Fig. 2.2. The use of a shared secret aids security
by creating a pseudo-random walk of the cover. Instead of a naive sequential
embedding which would focus the embedding in one part of the image, the
changes would be distributed across the cover if m < n [34].

Whilst the minor modification of the least significant bits are unnoticeable

by humans [1], LSB replacement modifications are apparent when targeted by
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steganalysis attacks. This method introduces an easily identifiable artefact,
as it groups pairs of pixels together, over a range of v values the pairs coef-
ficients of value {0,1},{2,3},...{v — 1,v} will equalise in their frequency [1].
In Figure 2.3, we see how the pixel intensities group together into pairs as
predicted. Because of the embedding operation, this effect has been widely

exploited to detect LSB replacement [34].

2.3.2 LSB Matching (+£1)

LSB Matching
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Figure 2.4: LSB modification under LSB Matching.

Whilst in the case of replacement, the LSB of a cover value is replaced
with the next bit of the message, under LSB Matching, we randomly increase
or decrease the cover value in the event of a flip, since both the cover value
41 has the same LSB as the message bit. LSB Matching is also referred to as
+1 embedding. In Fig. 2.4 we show how this works in practice. The simple
change to LSB matching somewhat reduces the effect as highlighted in the
previous section, by equalising the spread of values which the stego pixels
can take [1].

+1 embedding can easily be changed to allow embedding in the ternary

space. If each cover value x; is expressed by its mod 3 representation, then
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the three embedding operations for £1 embedding (-1, 0 4+1) can be used to

express the three ternary symbols (0, 1, 2) [35].

2.4 Distortion Functions

In this section, we look at the state of the art distortion functions in both the
spatial and JPEG domains. Any distortion function aims to proxy detectabil-
ity, to differentiate more detectable changes from less detectable changes by
their relative cost. Of course, if we had perfect knowledge of the statisti-
cal distribution of our cover source, then the need for a distortion function
would be redundant: we could sample the cover source to find a stego ob-
ject which conveys our message [36]; however, this would require a number
of samples exponential in the length of the payload. This method would
provide perfectly secure steganography since, by definition, the stego ob-
ject would be indistinguishable from the cover source distribution. However,
natural digital images are non-stationary, and any empirical cover source is
incongniseable [37]. Since the cover source model is unknown to both the
steganographer and the warden, we must use an approximation of the cover
source [38]. Instead, we must use distortion functions which are reliant on
minimising some user-defined empirical statistical detectability [39].

One option available to the steganographer is to utilise side information.
As the name suggests, side-informed distortion functions utilise side informa-
tion available to the sender, to generate a set of costs. Similarly, a non-side
informed distortion function does not use side-information. The side infor-

mation, if used, is not required by the receiver to decode the stego object,
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an example of side information may be access to the full raw image (be-
fore any compression) [38]. Many side-informed JPEG distortion functions
utilise the quantisation and rounding errors introduced during JPEG com-
pression [40, 41, 20, 42], only available to the sender, if the steganographer
has the raw uncompressed image. Side-informed distortion functions gener-
ally out-perform their non-side informed counterparts, and many distortion
functions are available in both side-informed and non-side-informed versions.

In this section, we introduce the reader to non-adaptive and adaptive
distortion functions. Work in this thesis is limited to the following distor-
tion functions; WOW, UNIWARD, J-UNIWARD, MiPOD. Other relevant
distortion functions include, but are not limited to Block Entropy Distortion
(EBS) [42], Uniform Embedding Distortion (UED) [40], High-pass, Low-pass,
Low-pass (HiLL) [43], and Clustered Modification Directions for Color Com-
ponents (CMD-C) [44].

2.4.1 Non-adaptive

As mentioned in Section 1.4, before any adaptive distortion functions were
introduced the goal was to minimise the number of embedding changes. We

can express this as:
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However, if we wanted to incorporate the magnitude of the change between

x; and y;, then we could use the form:

=1

where v > 1 paramaterises the distortion function. For example, v = 1 is

the L; norm:

n

D(x,y) =Y _ | —uil, (2.11)

i=1
and v = 2 is the Ly norm:

n

D(x,y) = |z — il (2.12)

=1

Non-adaptive distortion functions pre-date any other distortion functions
which follow the distortion minimisation paradigm and were used exclusively

during the introduction of Syndrome Trellis Codes [45].

2.4.2 WOW - Wavelet Obtained Weights

The Wavelet Obtained Weights distortion function, or WOW [46] is a model-
free distortion function based on the directional residuals computed from a
set of high-pass filters. These high-pass filters compound how predictable
the resulting pixel value (after embedding) is, with respect to its neighbour
values. When the predictability of a pixel is low in every direction (e.g.

textured areas) the resulting cost is low. Whereas when the pixel values
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are predictable in at least one direction, the cost of change is high. Each
direction is assessed using the filter set, B,, = {K(l), e ,K(”)} containing n
high-pass L, normalised directional filters. For a cover @, the i'* embedding
suitability is calculated as

B = |RW| « ‘R(’“) ~RW

ij (i3]

(2.13)

Y

where R™® is the k' residual k = 1...n, R® = K® « X and « is a mirror-

padded convolution. The embedding suitabilities fff ), k = 1...n are then

aggregated to to additive costs using the reciprocal Holder norm:

_1
o-(sir)’

k=1

for a given p. Holub et al. found experimentally the value p = —1 to be best.

2.4.3 UNIWARD - UNIversal WAvelet Relative

Distortion

Proposed by Holub et al., UNIversal WAvelet Relative Distortion, UNI-
WARD [20] is a wavelet-based distortion function which derives costs in
a similar fashion to WOW. However, unlike WOW, UNIWARD computes
relative costs and hence is suitable to be used in the arbitrary domain. A
cost is higher if the value is more predictable, in the cover, with respect to
nearby coefficients. Predictable areas, such as smooth sections of an image
(for example a clear blue sky), carry a higher cost, than those of a noisy

area. Based on high and low pass wavelet decomposition filters denoted
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h and g respectively, based on horizontal, vertical, and diagonal kernels;
KM K® K®used to measure the relative smoothness of the coefficients in

one direction, where

By computing the directional residuals for a pair of pixels u,v in the
spatial domain W®) = K® « &. Given a cover x, stego object ¥y, and the

stabilising constant o > 0 we compute the distortion as

3 n1 n2 (k)
A ZZZ |Wuv - (uv (y>” (216)

kel u—1 v=1 +|Wuv )

where @ is the input image of dimensions nl x n2. We then compute the

additive distortion values ¢; as
C; = D(m,xwiyi), (217)

where z.;y; denotes the cover image x with the i"* value changed, and
D(zx,x) = 0. Holub et al., originally propsoed using o = 27 for SSUNIWARD [20],
however, in later work, a value of ¢ = 1 was proven to be more secure, and

avoided S-UNIWARD being too sensitive to content [47].

2.4.4 J-UNIWARD - JPEG UNIWARD

J-UNIWARD is the JPEG distortion function based on UNIWARD. Unlike

most other JPEG distortion functions, J-UNIWARD supports embedding
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into all DCT values, including zero value DCT values, and DC values. To
adapt the previously mentioned distortion function in Section 2.4.3 for JPEG
images, we decompress the cover and stego object x,y, into the spatial do-

main, denoted as J~!(x), J~!(y), and then apply the UNIWARD distortion

function as:

D(x,y) & D(J "} (z), ]~} (y))- (2.18)

The above distortion function is non-additive, since any change to a DCT
value will affect not only the other values in the DCT block, but other values
in the same wavelet direction. To use J-UNIWARD as an additive distortion
function, we associate the distortion of changing a single value as the change
in distortion between the cover and stego object. Distortion costs are gen-
erated for all values z; € x for y; = ; £ 1, such to modify the i** bit of a

cover, leaving all other values we use

where .;4; denotes the cover image & with the i coefficient changed, and

D(x,x) = 0.

2.4.5 MiPOD - Minimising the Power of Optimal

Detector

MiPOD, proposed by Sedighi et al. is a model-based distortion function for

spatial domain images [48]. By modelling the image noise residuals as a se-
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quence of independently quantized Gaussian variables, with varying variance,
MiPOD generates a per-element distortion cost based upon the impact to the

cover. First the deflection coefficient o; for the i** pixel value is computed as
n

0i =2 0B (2.20)
i=1

where o2 is the variance, and 3; the change rate for the i’ pixel. The change

rates 3;,7 = 1...n can be found by solving the modified PLS constraint:

1. 1-25
Bio;t = —1In b

! 2\ Bi

L di=1...n, m<Y H(B). (2.21)
=1

The per element cost ¢; can then be expressed as:

1
B—2

¢ =1In (2.22)

Hence MiPODs per-cover value cost ¢; is directly influenced by the asso-

ciated change rate 3;, instead of a heuristic cover model.

2.5 Optimality

For any steganographic system, it is useful to benchmark the performance
of the code. The rate-distortion bound is a term used to express the re-
lationship between the communication rate of a channel and distortion [1].
Steganographic codes which communicate on the rate-distortion bound can-
not be improved, and are said to be optimal. In reality, we approach the

rate-distortion bound asymptotically.

42



In the distortion minimisation framework, there exists two paradigms: ad-
ditive, and non-additive distortion functions. In additive distortion functions,
costs are static and derived before any changes are made. Fundamentally,
this means additive costs cannot account for interacting changes [49]. Be-
cause STCs are known to approach the rate-distortion bound asymptotically,
and that non-additive distortion functions can be relatively easily expressed
in additive form [43], additive distortion functions remain the most popular
amongst researchers. Nevertheless, most adaptive steganography schemes
cluster changes close together [50], which would seem to suggest that additive
distortion functions should be more easily detectable. In fact, the opposite is
true at least for now [51], although this may be down to limitations in coding
for non-additive distortion minimisation.

In this section, we derive the rate-distortion bound for additive distortion
functions, and give two measures for a performance of a code (coding loss)

in terms of entropy, and distortion which will be used throughout this thesis.

2.5.1 Additive Distortion Functions

For a cover & = {z1,...,x,} an additive distortion function D gives the
additive change costs ¢ = {¢1, ..., ¢, }; changes are binary and independent.
Suppose that we communicate a message with entropy m bits. The rate-
distortion bound arises from the solution to the Payload-Limited Sender

(PLS) optimisation problem:

Minimise d =) pic;, (2.23)

P15--5Pn i1
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such that

m< S Hpy), (2.24)
where H is the binary entropy function:
H(z) = —zlogyx — (1 — z)logy(1 — z), (2.25)

and then p; is the optimal probability of changing x;. PLS embeds a fixed
message m into an arbitrary cover &, whilst aiming to minimise the distortion
D(x,y). Alice wishes to communicate her existing message, by embedding it
into a cover, with the minimum distortion. Throughout this thesis, we denote
the minimum objective d by PLS(e,m), where PLS: covers x R — R.

The same probabilities are the solution to the dual Distortion-Limited

Sender (DLS) problem:

Maximise =S H(p:), 2.26
dnise h=3_ Hip) (2:26)
such that
Zpici <d, (2.27)
i=1

where d a distortion budget; in this case the aim is to communicate the
maximum entropy. DLS although less common than PLS [45], is useful for
batch-steganography, and is a more content aware form of embedding. DLS

allows Alice to communicate with a fixed ceiling of distortion. DLS max-
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imises the payload length that can be communicated with a pre-determined
acceptable amount of distortion d. We denote the maximum objective h by
DLS(e,d), where DLS : covers x R — R.

The solution to (2.23) and (2.27) is

6—/\61-

Di (2.28)

1 + e

for some A such that the payload- or distortion-constraint is equality. A can
be found by conducting a binary search [1].

The maximum payload we can communicate is H(p), where p is some
embedding probabilities. However, since we know this is an upper-bound,

any real stego system can only approach this.

2.5.2 Coding Loss

We might hope that the distortion realised by some code Code(x, m), where
Code : covers x messages — R returns the distortion cost of embedding is

close to the bound, i.e.

Code(x,m) ~ PLS(x,m), m = |m/|. (2.29)

Indeed, for some m the code distortion can even be lower (for example a cover
which already happens to contain message m). But we typically witness
coding loss: in the case of PLS, the code distortion exceeds the bound; in
the case of DLS, the code can only embed a message shorter than m. Whilst

we commonly see steganographic coding loss expressed as the entropy coding
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Figure 2.5: Illustration of the rate-distortion bound, and a code, showing
coding loss as both [; - distortion coding loss, and [;, - entropy coding loss.

loss 1y, [45, 52, 40]

m

~ DLS(z, Code(x, m))’

=1 (2.30)

for the purpose of indicating loss on a distortion level, we also will use a

slight variant, distortion coding loss lg:

Code

lg = PLs@m] " (2.31)

In Fig. 2.5, we show coding loss as the gap between the rate-distortion
bound and the distortion achieved by some code. The distance between the
two series is the coding loss; vertical for distortion—the amount of additional

distortion for some fixed payload length, and horizontal—the amount of en-
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tropy we lose, when using a code, in contrast to the rate-distortion bound.

2.6 Legacy Codes

As mentioned earlier, an adaptive steganography system can be thought of
as three problems: finding the probabilities of change for each cover element
(defining the per element change distortion measure), using a code to min-
imise distortion whilst encoding a message, and finally using an embedding
method to realise the changes to the cover. In this section, we will look at the
second problem only, how do we minimise a user-defined distortion function.

As stated in Section 1.4, since we must make modifications to our cover in
order to convey our message, and we wish to minimise our detectability, it is
obvious we want to minimise the number of changes we make, to convey our
payload. By using a code, we aim to maximise e by reducing the number of
changes per the length of the payload. Note how the embedding efficiency is
merely minimising the number of embedding changes, as previously denoted
in (1.6).

If we first consider not using a code, then at worst, we must make the
length of the payload number of changes to the cover. In the binary space, if
we assume the binary representation of the cover and message is uniformly
distributed, then on average we would expect to make % changes per cover

value. If we embedded two message values into two cover values, we would

have the expected change of (1 - % +1- %) = 1. Then we have an embedding
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efficiency:

m 2
ST A 1 (2.32)

In this section, we introduce the reader to various coding techniques which
pre-date the current state of the art. Whilst this thesis does not use these
codes, they contain useful background to aid the reader to understand the
state of the art, which is described in the next section. We start with gener-
alised matrix embedding, before introducing F5 and nsF5—some of the first

uses of matrix embedding in steganography!.

2.6.1 Matrix Embedding

Crandall [53] introduced the notion of matrix encoding as a code to improve
the embedding efficiency. An example or matrix embedding would be to split
the input cover « into vectors of length three, and the secret message m into
vectors of length two. Thus, to embed the message sub-vector into an input

cover sub-vector, the following scheme is used;

(
{1‘1,%2,.’173} <> (m1 =11 D 1'2) A (mg = T9 D 1‘3)

{71, xa, 23} <> (M1 # 11 B x2) A (Mg = 19 D x3)
Y= . (2.33)

{21, T2, 23} > (M1 = 21 B x2) A (M2 # T2 D x3)

k{fEhx%T?)} < (my # 21 ® x9) A (Mo # 9 ® x3)

'F5, nsF5, and MMx are complete steganographic systems, and not just codes. How-
ever, they pre-date the distortion minimisation framework, and their codes are good early
examples, so we include them here.
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With this scheme, we are now embedding two message bits from our secret
message into three elements of our input cover. Although this may seem
wasteful in terms of cover utilisation, we see that there is no situation in which
more than a single modification of the three cover coefficients are changed.
The situation where no changes are required to @ occurs with probability }1.

_3

Therefore, we have an expected number of changes (0- }1—1— 1 }1—1— 1 }1 +1- }l) =1,

and thus we have an embedding efficiency:

2
L — X (2.34)

2?:1[1'1 # Ui 3/4

Matrix embedding increases our embedding efficiency over not using a
code. Its efficiency improvements come from the scheme used to minimise
the overall amount of changes incurred to the input cover. Critically, the code
also distributes the changes over the values, rather than focusing the changes
in the sequential order the cover values are visited in. We can see that in
matrix encoding, no single stego value contains the individual message values;
thus the message values are contained in both the stego values and their
position, i.e., the ordering of sub-vectors from the input cover . Matrix, or
syndrome embedding has the common notation (1,1, p), whereby we denote
embedding p bits of payload into [ = 2P — 1 bits of cover, whilst making 1
change [1]. For the receiver to extract the message each cell is multiplied by

the matrix H:
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oo 110 , m1:((xl-l)—i-(wQ-l)—i—(xg-O))mod2
- 011 - m2:((m1-0)+(x2-1)+(:v3~1)>mod2

(2.35)

Over time the literature changed from referring to this method as matrix
embedding and moved to syndrome embedding. Since, for an arbitrary sized
matrix H, we are ultimately solving the condition Hy = m.

The use of binary hamming codes for syndrome (matrix) embedding,
allows Alice to embed differing length payloads into her cover, by splitting
her message m into sub-vectors of length p, and our input cover x into sub-
vectors of length [ = 2P — 1. Denoted (1,1, p), we are able to embed m into x
using a p X 2P — 1 binary matrix H (the shared secret), constructed of 27 — 1
columns of non-zero binary p-tuples.

We wish to modify the 2P — 1 elements of @, so that Hy (the syndrome of
y) satisfies Hy = m. To do this, first Alice computes Hx = m, if this con-
dition holds, then Alice communicates the input cover x as the stego object
requiring no changes. If the condition does not hold, then Alice calculates
Hx — m to find the resultant column in H which needs to be removed from
the syndrome. Finally, to solve Hx = m, we flip the i value of x, which
corresponds to the column we wished to remove from the syndrome. This
results in the stego object y, which Alice can communicate, as Hy = m [1].
For a worked example of Syndrome Coding, see Appendix A.

We make a change with probability 1 — 2%,, giving us an embedding effi-
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Message size (p) | Cover elements (2 — 1) | « e
1 1 1.000 | 2.000
2 3 0.667 | 2.667
3 7 0.429 | 3.429
4 15 0.267 | 4.267
5 31 0.161 | 5.161
6 63 0.095 | 6.095
7 127 0.055 | 7.055
8 255 0.031 | 8.031
9 o1l 0.018 | 9.018
10 1,023 0.010 | 10.010

Table 2.1: Syndrome embedding efficiency
ciency

m p

Z?:l[xi # Vil - 1-— 1/2”.

(2.36)

e =

For a message m of length 3, we would have an embedding efficiency e =
3.429 [1].
Whilst maximising e we also must maintain «, the embedding ratio, de-

fined as

m
a=—
n

(2.37)
Given that syndrome embedding allows for a variable-length payload, we see
that in Table 2.1 that increasing p yields an increasing embedding efficiency,
whilst simultaneously the embedding ratio o decreases. The sender would

need to determine their desired « rate, then split their cover, and message

m

into the respective p, and 2P — 1 sub-vectors, and embed the n syndrome
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operations. It may appear at first that syndrome embedding provides a large
increase on embedding efficiency over matrix embedding or not using a code,
however, in order to convey a reasonably sized message, the o required to
do so would quickly force the embedder into selecting a p value with a lower

embedding efficiency.

2.6.2 F5 and nsF5

CT(x,) m CT(y) CT(x) m, DCT(y)

-2 0 -2 -2
1
0

Figure 2.6: F3 (left) and F4 (right) DCT value modification, shrinkage em-
bedding operations are in red.

F5 [54] was the first practical implementation of matrix embedding in
steganography. F5 was an improvement on the F4 and F3 algorithms [54],
which used DCT modification strategies shown in Fig. 2.6. While a x? test
for overwritten bits would not detect the changes made by F3 [55], F3 had
problem with shrinkage, decreasing DCT values of -1 and 1 result in the DCT
value 0: the receiver cannot determine if the 0 was the result of an embedding
change, or existed before embedding. In the event of a 0 DCT value from
embedding, the same message bit is re-embedded until a resulting DCT value

is non-zero. F4 improved on F3 by removing shrinkage, and making bit flips
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symetrical [55].
To perform the F5 embedding we first estimate the capacity c of the cover

as:
¢ =nac — hl0] — LT (2.38)

where nsC' is the number of AC DCT values in the cover, and h[i] is the
number of AC DCT values = i. We then find the (1, n, k) code which provides
a suitable embedding rate R(k) to encode our message in the cover, where

n=2¢—-1k>0keZ:

k1 k

(2.39)

For example, for a cover with ¢ = 1024, and message of length m = 200, the
required embedding rate is 5.12%. Iterating over values of k, we can find that
k = 7 has a high enough embedding rate to encode our message, therefor the
(1,127,7) code is used. Using a PRNG seeded with the shared secret, the
message is XOR-ed with a randomly generated binary stream, and a random
walk of the cover values is taken, excluding DC and AC values equal to 0
skipped. Finally, for each k message bits, we take the next 2¥ — 1 cover
values along the random walk and matrix encode using the (1,n, k) code. If
shrinkage occurs, the same k message bits are encoded into the next 2% — 1
cover values.

Whilst F5 was a significant step forward for steganography, it was shown

to be insecure [56]. By cropping the JPEG stego object, and re-compressing
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using the same quantisation matrices, an estimation on the number of modi-
fied non-zero AC DCT values can be found. To alleviate this, a new algorithm
no-shrinkage F5 (nsF'5) was designed to eliminate the shrinkage introduced
during embedding [57]. To do this, the F5 embedding operation was changed
to use Wet Paper Codes [58].

Wet Paper Codes aim to allow the sender to utilise side information not
available to the receiver, if we consider this scenario for F5, this would be in
the event of shrinkage. To alleviate this problem, Wet Paper Codes use syn-
drome coding (similar to matrix embedding, as shown earlier in this section).
Using a random linear code of dimension p = 18, we encode m message bits
into n AC DCT values, of which nz« > m are all non-negative. Much like F5,
the cover values (including zero AC DCT values) are visited using a random
walk and separated into blocks of size n/(m/p) = np/m, of which on average
nz+p/m will be non-zero. Next a random binary matrix D of dimensions
p X np/m is generated, and the cover x is modified such that the resulting
stego vector y satisfies Dy = m [1, 56]. By using Wet Paper Codes, nsF5

avoids the problem of shrinkage and is more secure.

2.7 Syndrome Trellis Codes

In this section, we describe Syndrome Trellis Codes in detail, and briefly, non-
binary/multi-layered STCs. The Syndrome Trellis Code algorithm [59, 45]
can embed a message into a cover using a single syndrome, minimising the
distortion in linear time. Unlike syndrome encoding as described in previous

sections, STCs uses a single syndrome, instead of multiple smaller syndromes.
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Figure 2.7: Demonstrating how the sub-matrix H is tiled to generate the
matrix H.

The binary STC will be one of the focuses of this thesis, and the background

is extensive, to prepare the reader.

2.7.1 Binary Syndrome Trellis Codes

With naive syndrome embedding, we would require 2P —1 cover values to hide
p bits of a message. STCs allows for us to use a single syndrome encoding,
hiding arbitrary sized messages into arbitrarily sized covers. Using a sparse
banded matrix, STCs perform near the rate-distortion bound [45]. To encode
a message m of length m into some cover x of length n, we first generate the
matrix H of dimensions m x n. As previously mentioned, H is sparse and
banded. It is formed by tiling a sub-matrix H of dimensions h x k, where
h is the constraint height (h parameterizes the STC, and will be covered in
further detail later), and k& = {%J The matrix is formed using a PRNG
seeded with the shared secret.

The H matrix is tiled in order to create the matrix H, where each column

of H contains exactly one column of H, and each subsequent H is tiled from

the next row. An example of this tiling can be seen in Fig. 2.7. However,
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Algorithm 1 H Greedy Tiling
1: procedure GREEDY TILING(coverLength, k, k’)
2: a < ceil(ccoverLength/k)

3 if (a x k) = cover Length then return «,0

4 b+ 0

5 while ((a x k) + (8 x k'))! = cover Length + w' do
6 a=a—1

7 B=p+1

N\

HI A

Figure 2.8: Tiling of the H matrices, and how H allows for a subset of the
input values to affect a sliding window subset of of the syndrome. Darkened
regions showing the already set portion of y, the shaded region showing how
a single value modification can affect the result of h message bits.

H | A
n

in practice a combination of two H matrices of width k, K =k + 1 will be
required for non integer values of . A tiling algorithm for this can be seen
in Algorithm 1.

To encode our message, we wish to find solutions which satisfy Hy = m,
where y is the minimum distortion leader in the coset of all possible solutions.
Given that we are solving the matrix-vector multiplication H - y, then there

are 2Y possible solutions with a small subset solving Hy = m. However, as
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Figure 2.9: Trellis after generating the first two blocks (length w) from the
start state pg, and two prune state p;, and py. (1) - All paths start from the
state pg, outgoing horizontal and diagonal edges represent 0 and 1 respec-
tively, are the assignment of y;. (2) At the end of the block we prune any
state where the state labels LSB does not match the blocks message value,
as such states 00, and 10 are pruned. (3) Non-pruned states have their state
label bit-shifted to represent the change from m; to m;;;. (4) State labels
allow sub-optimal (higher overall distortion) equivalent paths to be pruned.

seen in Figure 2.8, there are at most h non-zero elements in each column of H,
then there are only 2"m solutions in the coset. As such, the time complexity
is O(2") not O(2").

To find the coset of solutions, we build a trellis using the Viterbi al-
gorithm [60] to express each possible permutation of the transformation
x — y, which satisfty Hy = m. The trellis is a grid of states, of dimen-
sions (n+m) x 2". States represent distinct partial syndromes, more notably
they allow for analogue paths, i.e. paths of different stego value assignments
that have the same forward effect on new cover value. To understand how
states allow for equivalence, we first introduce the state labelling notation;

as seen in Figure 2.9, we have 2" rows in the trellis, representing the 2" max-
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imum different states at each assignment y; — ;. State labels are binary

representations, formed with the following assignment:

S = : (2.40)

S otherwise

where S’ denotes the new state label, S the previous state label, H, ; is the
i column in H, and y; is the ith value in y. In the trellis (Fig. 2.9), we note
that paths assigning y; = 0 are horizontal edges, and y; = 1 assignments
are diagonal edges. When two edges meet at the same state, the lowest cost
assignment is used, and higher cost edge is discarded (N.B. Figure 2.9 does
not include the notion of costs for simplicity).

Columns in the trellis are labelled p; or ¢;, indicating a prune, or non-
prune column respectively. There are w non-prune columns, and one prune
column in each block b; {c;, ..., Ci1w, Pp}. Non-prune columns represent the
r; — y; assignment across the 2" states. Prune columns prune any state
for which the LSB of the state label does not match the respective mes-
sage coefficient m,; since the LSB will not change any more after this block,
non-pruned states have their label bit-shifted to represent the change of the
partial syndrome from affecting the my to the my,; message coefficient. The
exception to the above is the initial state py which only represents the start
of the trellis, and as such has no incoming edges.

In Fig. 2.10 we show an example of STC encoding, with a cover x =
{1,0,1,1,1,1,0,1,1,0}, costs ¢ = {3,1,2,5,9,2,4,1, 7,3}, and message m =
{1,0,1,0,1}. The matrices H, and H used are introduced in Fig. 2.7. The
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00

o1

10

11

Connecting edge

Deleted edge

Figure 2.10: Example STC encoding, as per matrices in Fig. 2.7. State labels
indicate the minimum cost to reach the respective path. Horizontal and
diagonal edges represent y; = 0, and 1y; = 1 respectively, and subsequently
the addition or not of the ith row in H to the syndrome. Red edges are
deleted edges, indicating they reach a state at a sub-optimal cost.

encoding finds the lowest distortion stego object y = {1,0,1,1,1,1,0,0,1,0}
with cost D(zx,y) = 4.

As mentioned earlier, the constraint height h parameterises the STC,
as well as dictating the time complexity. Since the trellis contains 2" states,
increasing h increases the number of partial syndromes the STC can consider,
as such the number of deleted edges also increases. Because of this, the
embedding efficiency of the STC increases asymptotically towards the rate-
distortion bound as h increases. In Fig. 2.11, we show this trade-off, as
expected, the time complexity increases exponentially as h increases, whilst
the embedding efficiency increases sub-linearly.

Aside from the constraint height, the contents of H also has a large contri-
bution to the efficiency of STCs. Each column in H is required to be unique;
otherwise, the trellis would contain two or more identical paths. It has also

been found that setting the first and last rows equal to 1 in the sub-matrix
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Figure 2.11: Results for 100 randomly selected images from the BOSS
base [61], encoded with a pseudo randomly generated binary message, «
= 1/52, constant distortion profile D(x,y = > | = [y; # ;. Left - Em-
bedding efficiency e = m/D(x,y) over different constraint heights. Right -
Average execution times for a varying constraint height.

H yields the best embedding efficiency in 97% of 1000 codes, with h = 7, and
w = 4 [59].

2.7.2 Non-Binary and Multi-Layered Syndrome

Trellis Codes

So far, we have only considered binary embedding, or ¢ = 2. However, there
is no reason ¢ cannot increase, and therefore allow us to embed with a higher
alphabet [1]. Commonly, steganographers are using £1 embedding (whereby
allowing an element of the cover to be increased or decreased by 1, or left
unchanged), by using ternary (¢ = 3) embedding. To achieve this, Alice takes
the g-ary representation of her cover elements; in the case of ternary, Alice

takes the modulo three value of each element. Because a ternary symbol has
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base [61], encoded with a pseudo randomly generated binary message,
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tion over varying constraint heights. Right - Average execution times for a

varying constraint heights.

three possibilities, represented by modifying the cover element by -1, 0, +1,

Alice is able to embed log, 3 bits per ternary symbol [1]. Since % cases result

in a change, we can achieve an embedding efficiency of 13%3 = 2.37, without
the use of a code; a significant improvement on an efficiency of 2, when using
binary. By increasing the value of ¢, we can increase our embedding efficiency.
However, larger values of ¢ carry a higher risk of being more detectable, than
smaller changes with a smaller ¢ [1].

There is a relatively small change required to STCs, in order to allow for
non-binary embedding. Firstly, the number of states required in the trellis
will grow from 2" to ¢, and each cover value z; is the mod 3 representation
of the original cover value. The matrix H will no longer be binary, but be

composed of the symbols [0,¢ — 1], and thus, so will H. Finally, the state
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transition as denoted in (2.40), will change from using XOR to:

S'=9 mod3(S+H,,)iffy; =1 - (2.41)

S otherwise

The above changes will allow the STC to compute g—ary changes; how-
ever, the time complexity will grow significantly, from 2" to ¢".

The alternative is to use Multi-Layered STCs (ML-STC) [62]. The idea
behind ML-STCs is that a higher alphabet (larger values of ¢), can be em-
bedded using binary operations. By using & bits per cover value, k individual
layers can be embedded into, using multiple passes of the STC. For exam-
ple, the ternary symbols {0, 1,2} can be represented in binary as {00,01, 10}
respectively. To embed using this scheme, the payload must first be split
into the two layers used (MSB, and LSB), then embedded using a binary
STC. In order to embed into two independent layers pseudo-simultaneously,
the MSB layer is first encoded, then the resulting values in the LSB layer
which must take specific value are fixed using Wet Paper Codes [63]. No-
tably, the amount of payload in each layer must be communicated to the
receiver [62]. ML-STCs are also used in The Gibbs Construction [52], a
framework for embedding using non-additive costs. Unlike other algorithms
previously mentioned, The Gibbs Construction does not minimise an ad-
ditive distortion function. Instead, The Gibbs Construction minimises a

non-additive distortion function of the cover .
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2.8 Forward Error Correction

In information theory, we define a code as a process whereby an original
message is transformed into a set of accepted symbols, which can be com-
municated across a channel. The purpose of doing so could be for efficiency
(reducing the bandwidth required), or robustness (adding redundancy for
error detection and or correction). In this thesis, we shall only investigate
the latter and its application in robust steganography. In particular, the
subsections relating to The Noisy Channel, Steganography and FEC, and
Reed-Solomon codes will be used heavily in Chapter 3, whilst convolutional
Codes are the basis of the Syndrome Trellis Code algorithm.

The foundations of both information theory and communication theory
have roots in Shannon’s 1948 publication A Mathematical Theory of Com-
munication [64]. In the landmark paper, Shannon identified the channel ca-
pacity, and proved that reliable communication is achievable for some trans-

mission rate below the channel capacity.

2.8.1 The Noisy Channel

A channel in practice can take many forms: a satellite link between conti-
nents, an optical disk, or even fibre optic networks. The common character-
istics of a channel are that a sender may communicate to a receiver over the
channel. The channel is said to be noisy if it is not always the case, that
whatever is sent on the channel, is received [65]. In Fig. 2.13, we show a

depiction of the noisy channel. The channel error p. is the error rate of the
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Source );’ Channel ): Reciever

Figure 2.13: Tlustration of the noisy channel. A sender communicates by
sending some message y over the channel, with the channel error p.. The
receiver receives y’.

Binary Symmetric Channel Binary Erasure Channel
1-p
0 : 0
b
?
p
1 o 1

Figure 2.14: Binary Symmetric and Erasure Channel, with the channel error
Pe-

channel.

Within the binary domain, there are two common types of channels: the
binary symmetric channel, and the binary erasure channel. From Fig. 2.14
we can see in the binary symmetric channel, a bit is transmitted over the
channel with error p., as such the receiver receives the original bit with
probability 1—p,, and the flipped bit with probability p., the channel capacity
¢ = H(pe) [64]. In the erasure channel, a bit is transmitted; however, the
receiver may, or may not receive a bit. The receiver receives the bit with

probability 1 — p., but the bit is not received with probability p., as such,
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the channel capacity is ¢ = H(1 — p.). During this thesis, we only consider
the binary symmetric channel.

For example, if Alice transmits the following binary sequence:
11001010111000010,
however, Bob receives:
11011010111000010,
then we express this as two problems:

1. Detection of errors - As Bob only receives the mutated sequence,
without side-information, he cannot distinguish if the sequence is valid

or not, and where (if any) errors have occurred.

2. Correction of errors - Should Bob be able to identify the errors, he
may attempt to correct the errors, again only if he has side-information

to aid him.

The required side-information is added through the use of extra information
added to transmissions, commonly referred to as parity or redundant infor-
mation. For example, if Alice was to repeat each bit 3 times, then we would
add redundancy in the form of additional bits which aid Bob. Say Alice

sends the sequence:
111000111,
whereas Bob receives:

101000011,
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Figure 2.15: Mlustration of the noisy stego channel. A message m is trans-
mitted over the noisy channel (error rate p.), inside the stego object, the
resulting error rate of the secret message after error correction is py.

in this case, Bob takes each 3-bit chunk of the received sequence, as long as
more than half the bits are valid, Bob can take the most common value as

the valid value:
111000111.

As such, each triple of bits forms a code word. A code word is an accepted
word from the language of the code, in this example, the only acceptable
codewords are 000 and 111. When Bob receives any code word which is not
either of these values, he knows the received codeword contains an error.
The specific measure for error correction is the bit-error rate (BER).
In the binary symmetric channel (of which will be the sole focus during
this thesis), the bit-error-rate is defined as error bits/transmitted bits. For
example, communicating 100 bits, with 20 errors would have a 0.2BER. The

measure of any channel error is also expressed as bit-error rates.
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2.8.2 Steganography and FEC

Whist, the area of robust steganography, is relatively unexplored, combining
forward error correction with a stego system can be achieved relatively easily.
The obvious choice for combining forward error correction is to encode the
secret message as a codeword first, before embedding the codeword in the
stego object.

In Fig. 2.15 we show a depiction of the noisy stego channel. We introduce
the forward error correction functions F'ECEgpcode, and F ECpecoqe, which en-
code some message m resulting in the codeword m, and decode the received
codeword m/ resulting in the corrected message m/’, respectively. As pre-
viously introduced, we have some steganographic embedding and extraction
functions Emb and Ext. Since the Emb and FEaxt functions have no prior
information on messages themselves, they are agnostic to the forward error
correction functions, they simply embed or extract the message given. Unlike
other examples in this thesis, which we assume are noiseless, in this scenario,
we have some binary symmetric channel, with the error rate p., of which the
stego object is exposed to, the warden, has access to the unchanged stego
object y. The received stego object 4’ is the result of the stego object being
communicated across the noisy channel, and will as such, contain errors. Be-
cause of this, the extracted uncorrected message m’ will also contain errors,
the error rate between the forward error corrected message m and m/' is p;.
After error correction, the final message m’ has an error rate p,, from the
original message m. By using error correction, we hope the error rate p is

lower than the p;.
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Figure 2.16: (Left) a 3-bit binary cube displaying all binary words. (Right)
two codes ¢1, and ¢, represented as spheres.

2.8.3 Minimum Distance of Block Codes

A block code in general takes k information bits, and adds n — k parity bits

to form a code word of length n, such that n > k, and the rate k/n [66]:
Source = {c1,c9,...,cx} = {C1,Co, o Chy Coky Cn—ktly - -+ Cn}e (2.42)

The minimum distance d of a block code is the minimum hamming dis-
tance dy, between any two code words ¢; and ¢y of length n, where the

hamming distance is:

n

dy(er,e0) = Z[Cli # Ca,]. (2.43)

i=1

In Fig. 2.16 we show a 3-bit binary cube representing all the words from a
nominal code, the minimum distance between any words in the code is the
distance between the points. For example, the distance between 011 and

110, is 2. The minimum distance of a code dictates its error detection and
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error correction capabilities [65]. For a code which has minimum distance

d, we can detect at most d — 1 errors, and correct % errors. As shown in

Fig. 2.16, if we depict code words as spheres with a radius &+

5, then any

noisy transmission of a code word ¢ resulting in the received code word ¢

d—1

can be corrected to ¢, if the distance between the two is less than %

2.8.4 Hamming Codes

Hamming Codes were first introduced by Richard Hamming [67] whilst work-
ing for Bell Labs, after becoming increasingly frustrated by the errors intro-
duced by punch card readers. They are a class of simple linear parity-check
codes, with a message of length k = 2" — r — 1, a code word exists of length
n = 2" —1 for any r > 2 [66].

The (7,4) Hamming code has a minimum distance d = 3 and thus can
correct a single error, and detect up to two errors per block. For a more
detailed explanation of the (7,4) code, see Appendix B. Hamming Codes are

suited to low error rate environments and are still used in ECC memory.

2.8.5 Reed-Solomon

Introduced by Irving S. Reed and Gustave Solomon, Reed Solomon (RS)
codes are block-based error-correcting codes, and a subset of BCH codes [66].
RS codes are particularity well-suited for burst errors. Burst errors as the
name suggests, are contiguous errors across multiple symbols. An (n, k) RS
code takes k information symbols and adds n — k parity symbols to make a

codeword of length n, with the minimum distance of d = n—k+1. RS codes
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can detect up to n — k errors, and correct "T’k errors [68]. Therefore, as k
increases, the length of the RS code increases, as does the error-correcting
performance [68]. RS codes are also a mazimum distance separable (MDS)
code, any code which meets the Singleton bound with equality is MDS, where

the Singleton bound is:

k+d<n+1. (2.44)

Unlike Hamming Codes, RS codes are systematic, as the k information
symbols are not changed, with the n — k parity symbols appended to the end
to form the code word.

Typical applications for RS codes include optical disks (CDs, DVDs, Blu-
Ray). Since disks are prone to physical damage, errors often occur in bursts.
By using two RS codes, a relatively weak inner code, interleaved into a

more powerful outer code results in the Cross Interleaved Reed Solomon Code

(CIRC).

2.8.6 Convolutional Codes

A convolutional code is a code generated by applying the input symbols over
a Boolean polynomial function which outputs a continuous code. They are
denoted (n, k,m), where the rate of the code is k/n, generating n output bits
per k bits received, and m is the constraint length, or memory order [69]. As
such, the output of a convolutional code is dependant on the previous states
of the coder.

An example of a convolutional code is the (2,1,2) code as shown in Fig-
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Figure 2.17: (2,1, 2) convolutional encoder.

Table 2.2: Example encoding of the convolution encoder from Fig. 2.17

u Up—1 | Up—2 | Ut D U1 | V1¢ Voy
True | False | False True True | True
False | True | False True True | False
True | False | True True False | False
False | True | False True True | False
True | False | True True False | False
True | True | False False False | True
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ure 2.17. The code takes k = 1 input bit, and generates n = 2 output bits,

therefor its rate is % In this example the encoder has two shift registers.
Upon receiving a bit u,;, the shift register outputs the bit u,_; i.e. the bit
which precedes u;. The outputs of these shift registers are XOR’d together,
with two outputs vy, and vy In Table 2.2 we show the example encoding

with the input:
u = {101011}, (2.45)
resulting in the output code:
v = {111000100001}. (2.46)

We can express convolutional codes as linear time-invariant (LTI) sys-

tems:

k
vj = U * g](.l) + ug * gj(»z) + ot Uy k gj(»k) = Zu’ * gj(-k), (2.47)
i=1

where * is the convolution operation, and gj(-i) is the tmpulse response. The im-

pulse response gj(.i) is found by inputting the impulse sequence {1,0,0...,0}

at the ¥ input and observing the j** output. We can then create the gener-
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ator matrix for the code:

Go Gi Gy ... G,
Go Gi ... Guy G
G- o ' : (2.48)
Gy ... Gpo Gu1 G,

where (G is the £ X n sub matrix:

[ 1 1 1|
gi,l) gé,z) e 97(15)
(2) (2) (2)
g7 g e gy
Gy = | 7 a (2.49)
k k k
_gi,l) gé,z) e 97(1,[)_

Taking the convolutional encoder example from Fig. 2.17 we have the

following generator matrix:

111011
111011
111011
(2.50)
111011

111011

111011
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Chapter 3

Robust Syndrome Coding

This chapter focuses on robust adaptive steganography. We show how there
is a trade-off between distortion, and robustness, and how the stenographer
can strike a balance between the two. We look at how codes can dramatically
increase the error rate of the payload embedded, when the stego object is
transmitted over the noisy channel, and how we can change our embedding to
minimise the impact of the channel noise, whilst still minimising distortion.
Our contribution, Dual Syndrome Trellis Codes, are a modification of the
original Syndrome Trellis Code algorithm, which can embed two syndromes,

one the payload, and the other for error correction.

3.1 Statement of the Problem

Steganography, unlike digital watermarking, does not typically strive for ro-

bustness. The adversary is a passive detector, and the communication chan-
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nel noiseless [1]. This models real-world problems of communicating a hidden
message inside, for example, an image shared on a social media platform.

However, some image-sharing websites and social media platforms recom-
press uploaded images or add visible watermarks. This introduces a non-
adversarial element of noise into the channel. Unfortunately, even a small
amount of noise is often catastrophic for adaptive algorithms [15]. Such
algorithms employ Syndrome Trellis Codes [45, 59] as introduced in Sec-
tion 2.7.1, which carry the payload m as the syndrome of a block-structured
parity-check matrix H. However, unless H is extremely sparse, one error in
the channel causes many errors in the syndrome, so that even small amounts
of noise in the channel lead to high bit error rates in the payload.

To illustrate this phenomenon, we measured the error rate of the Least
Significant Bit (LSB) of DCT coefficients in JPEG files that have been de-
compressed and recompressed with a matching quality factor and identical
JPEG library. This represents the least-damaging form of recompression.
Although most of the JPEG process is invertible, the final decompression
step of clamping and rounding pixel values means that compression is not
an idempotent operation. Errors are more numerous in JPEGs with a higher
quality factor where the quantisation is finer, as rounding noise is more likely
to tip a coefficient into the next quantisation bin.

In Fig. 3.1, we show the bit error rate induced by this recompression, for
JPEG quality factors between 50 and 100, measured on the 512 x 512 images
in the BOSSBase [61] set. We also show the bit error rate for payload if
STCs are used to embed payloads of 26214 and 52429 bits (0.1 and 0.2 bits

per pixel, respectively). The constraint height of the STC was h = 8; as we
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Figure 3.1: Bit error rates p. for coefficient LSBs in recompressed JPEGs, as
the quality factor varies, and corresponding error rates of adaptive steganog-
raphy.
shall see later, this is a significant factor in the fragility of STC embedding.
Note also that the shorter payload is more fragile. However, there are few
alternatives to STCs if we want to reduce distortion.

In this chapter, we examine the relationship between the error rate of
a binary symmetric channel (BSC) and the error rate in the syndrome and
examine methods for error correction in adaptive steganographic algorithms.
We emphasise that, unlike digital watermarking methods, we consider only
non-adversarial noise. There is relatively little literature on this problem, and
we show that it has unexpected lessons for adaptive steganography: where

possible, STCs should be avoided when the channel is noisy, but if distortion
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must be reduced then there are ways to mitigate STC fragility: lower the
constraint height and parity-check density and use only as much cover as
necessary to meet a distortion constraint.

There is a wealth of literature on digital watermarking [6], which aims
for robustness against an active attacker. However, there is little written
about robust steganography robust and almost all work predates adaptive
embedding.

Marvel et al. [70] builds on an early type of steganography that requires
the receiver to know the cover object. In their system, called ‘SSIS’; the
receiver estimates the cover from the stego object using image restoration
techniques. Within their hiding mechanism, low-rate Reed Solomon (RS)
codes are used to correct the errors of imperfect restoration. This is not ro-
bust steganography as such, but it illustrates the most basic idea of applying
forward error correction to a payload before embedding it into a channel that
might be noisy. A similar architecture is employed by ‘“YASS’, proposed by
Solanki et al. [71], where noise is introduced by using ‘big blocks’ that do not
align with JPEG blocks. The errors are corrected using a Repeat-Accumulate
(RA) code.

Zhang and Wang [72] use cyclic codes to both improve embedding effi-
ciency of, and to introduce error correction to, the resulting stego objects.
Predating the technology of STCs, the distortion heuristic is that all changes
have equal cost. The authors make clear that there is a trade-off between
embedding rate and robustness because increasing the embedding rate forces
codewords to be closer together. Ref. [73] proposes a similar idea with a

distortion heuristic that is not constant: some blocks are not used for em-
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bedding, in which case their symbols are erased. Either RS or RA codes are
used to remove errors caused by the selective avoidance of high-cost blocks.

Separately from the practical applications of steganography, Hopper et
al. [74] formalise a complexity-theoretic approach to steganography. This
work is most famous for its analysis of the rejection sampler, a low-bandwidth
but provably perfectly-secure steganography scheme; less famously, the same
paper also proposes a modification to work in noisy channels. The authors
identify an upper-bound on the steganographic capacity of noisy channels,
but the abstract model is far from the practice of steganography in digital
images. Rejection sampling is also computationally expensive, so we do not
consider it further.

The most recent work on steganography in noisy channels is [75]. Pub-
lished just before the introduction of STCs, it uses syndrome coding with the
parity-check matrix of a (7,4) Hamming code. Like YASS, some blocks are
avoided; furthermore, the matrix embedding allows the number of embed-
ding changes to be reduced. This is equivalent to costs of 1 or co. To reduce
errors, RA codes are using inside the syndrome, i.e. forward error correction

is applied before embedding. A soft decoder is used.

3.2 Robustness/Distortion Trade-off

Fundamentally, minimising distortion can be adverse to maximising robust-
ness. Choosing codewords which minimise distortion requires finding a code-
word close to the existing cover, whilst choosing a codeword which maximises

robustness requires picking a codeword that is far from other codewords. An
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essential step for creating a robust stego system is to choose appropriate pa-
rameters. Should we use the entire cover? How does the constraint height
affect error rates? Should we pad the message?

We restrict our attention to binary codes. Let m be the message, of
[ bits, to be hidden in cover & of n LSBs. To reduce errors, m may be
expanded using forward error correction to m, of length [. This is embedded
using adaptive steganography to create a stego object whose LSBs are y of
length n. After transmission, the stego object is corrupted to y’, decoded as
message m’.

Let us examine why the bit error rate of STC adaptive steganography
is so high in Fig. 3.1. According to the STC algorithm, m = Hy and
m’ = Hy’. Recall that, with STCs, H is constructed from copies of H as
shown in Fig. 2.8.

Suppose that the errors in y’ are due to a BSC with error rate p.'. We
define p,, the syndrome error rate, as the bit error rate of Hy and derive it in
terms of pe, [, n, and the average number of 1s in each column of H, denoted
a.

There is an elementary argument as follows. On average there will be np,
errors in y’. Suppose that one error affects bit ¢ of y; this adds column i of
H to m, which corrupts on average a bits of m. Although some errors cancel

out, a first-order approximation to the number of errors in m’ is therefore

'Errors in digital media might occur in bursts, but we can mitigate this by visiting the
cover and stego objects in a keyed pseudorandom order. Later, we will also assume that
errors in the syndrome are also independent, as the syndrome can be visited in a random
order.

79



anp., and so the error rate of the syndrome is

an
Ps = Pey +O(p?). (3.1)

A more sophisticated argument assumes that each entry of H;; are iid
Bernoulli with parameter a/l (we ignore the block structure that is present
in STCs). Since the probability that an error (denoted %) occurs in some bit

of the syndrome is:
P(x) = P, (3.2)
and that bit of the syndrome is a 1 with probability:

P(1) =

a
[

, (3.3)

then the probability that a syndrome bit is both a 1, and is affected by an

error is:
a
P(l A *) = PGT (3.4)

Thus the probability that m’; # m; is the probability that bit j is subject to

an odd number of flips, which is the probability that X ~ Bi(n,q) is odd:

P(bit error) = P(Bi (n Pe%)is odd). (3.5)
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The probability generating function gives us:

E[s] = i s* (Z) ¢"(1—q)"",

= i (Z) (sq)"(1 —q)", (3.6)
=(sq+1—q)".

Then:

+1-P(z=2) (3.7)

and as such:

P(zisodd) =1 — % = %(1 —(1—29)"). (3.8)

Finally we can express the expected error rate of the syndrome p, as:

1—(1-—2ap./1)" an
L2 o) (3.9

Ps

Setting aside other error-correction techniques, this suggests three ele-
mentary ways to increase the robustness of adaptive syndrome coding, all of

which decrease ps: reduce n (do not use the entire cover); reduce a (decrease
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the constraint height of the STC); increase [ (pad out the message in some

way).

3.2.1 Benchmarking the Trade-off

For the experiments in this chapter, we used 1000 of the 512 x 512 grayscale
images from BOSSBase [61], JPEG compressed with quality factor 75. Broadly
informed by Fig. 3.1, we will simulate a noisy channel by flipping LSBs of
the stego DCT coefficients at error rate p. = 1073. For adaptive embed-
ding, we use the J-UNIWARD [20] costs, and we simulate payloads of length
[ € {2000, 4000, 8000, 12000, . .., 40000} bits.

We will examine the robustness/distortion trade-off empirically, display-
ing the results in plots such as Fig. 3.2: on log scales, average total J-
UNIWARD cost (distortion) on the z-axis and the bit error rate of the syn-
drome p; (later the corrected bit error rate p;) on the y-axis. For various STC
parameters, later augmented by forward error correction, we plot the aver-
age distortion D(x,y) and average error rate for each payload; naturally,
increasing payloads cause more distortion. The best robustness/distortion
trade-off is found with a graph to the left and below the others, but we must
also take into account the absolute amount of distortion (a low bit error rate
is not secure if the embedding is easily detectable). To relate distortion to
detectability, we computed the average distortion costs of payloads corre-
sponding to 0.1 and 0.4 bits per nonzero DCT coefficient, when embedding
using binary STCs. These are 8.4 x 10° and 6.8 x 10°, respectively. We

plot these vertical lines on each distortion-error chart. In [76], on BOSSBase
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QF 75 QF 95

BPNZAC | D(®.y) | jpar - JPSRM | JRM  JPSRM
01 835806 | 0.4632 04350 | 0.4923 0.4920
0.4 6,804,747 | 0.2376  0.1228 | 0.3951 0.3246

Table 3.1: Bits per non-zero coefficient and average distortion, for 1,000
BOSSBase images, with detection error Foop) at JPEG quality factors 75,
and 95.

images, Holub found that these payload rates were detectable by JRM fea-
tures [77] with error rates of 0.4632 and 0.2376, respectively. This suggests
that average distortion of 107 is almost certainly too high, and below 10°
probably sufficiently low for mostly-undetectable embedding.

Holub benchmarks different JPEG steganographic methods against an
array of detectors. From this we found the average distortion budget for
our cover set of 1,000 BOSSBase [61] for 0.1 and 0.4BPNZAC, as shown in
Table 3.1. For the remainder of the plots in this chapter, we have added
vertical lines indicating the equivalent distortion for 0.1 and 0.4BPNZAC for

a JPEG QF of 75.

3.2.2 Using a Subset of the Cover

Equation (3.1) shows that the syndrome error rate can be reduced by re-
ducing n; the STC is applied to only n’ < n locations of the cover (and
the other n — n’ left unchanged). In order to convey the entire message we
require n’ > [; in the extreme case n’ = [ the STC becomes trivial, and
we resort to an operation such as LSB Matching. Lowering n’, we would

expect to improve the robustness/distortion trade-off by reducing fragility.
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We parameterise this by
n =l+r(n-1), rel01], (3.10)

and plot the distortion-robustness trade-off in Fig. 3.2. Here the constraint
height of the STC is h = 1: see the following section for why we made this
choice. The line r = 0 is below the others: the clear message is that for
best robustness/distortion trade-off, do not use STCs at all. However, not
using STCs does have a distortion penalty, and for the case » = 0 even the
smallest message of 2000 bits causes distortion of approximately 3 x 109,
which is probably detectable by existing methods. If both payload length
and distortion constrain the embedder, they must use an adaptive method
to reduce the latter.

We can approximate the distortion in Syndrome Trellis Code embedding,
when a constraint height A~ = 1 is used. Given h = 1, there is no overlap in

the tiling of H matrices when generating H;

S (Fi )], .11

where F'(z) is the monotonic convex function of the average cost of encoding
x bits into our cover.

If we consider (3.1), then it could be perceived that reducing the cover
size, or using a subset of the cover would reduce the error rates pg, and py.
Let us first consider using half the cover for our encoding without any error

correction, expanding on (3.11) to approximate distortion of using half the
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Figure 3.2: ps vs D(x,y) for varying values of r.

cover would give us

n

Dlw.y) = 5 F(n ). (3.12)

!
2

For the case of encoding in both halves of the cover, with the same message

length we would expect
). (3.13)

As the message lengths are the same in both examples, using some for-
ward error-correcting code, we chose a code which adds 2k parity bits to

the message, resulting in the larger error corrected message m’. If we now
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adjust (3.12) (3.13) for m/, we get

[
D =_ 1+ kF 14
for encoding in half the cover, and
Di@y) =t +kFPip ") (3.15)
w7y - 2 77 l+2k ? *

for encoding in the both halves of the cover. Since F'(x) is convex, encoding
in the entire cover will provide a lower distortion, for the same amount of

robustness.

3.2.3 Reducing the Constraint Height

The number of ones in a column of H is determined by the constraint height
and the density of the generator matrix H, which we denote 7). In the notation
of Eq. (3.1), a = hn.

From (3.1), it becomes clear that lowering the constraint height would de-
crease the syndrome error rate. As suggested by Filler et al. [45, 59], the STC
algorithm finds better stego objects as the constraint height increases. By
better we mean lower distortion, however, when we consider robust adaptive
stego objects, it is best to minimise the constraint height, as the increased
syndrome error rate p; outweighs the lower distortion.

To examine these parameters, we tested STCs with constraint heights
h € {1,2,3,5,8}, with n € {0.25,0.5,0.75} for h = 1, and the same other

parameters as for Fig. 3.2, showing the results in Fig. 3.3. Eq.(3.1) predicts
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Figure 3.3: ps vs D(x,y) for varying values of h and 7.

that reducing h or n results in lower py; our understanding of STCs as ap-
proaching random linear codes as h — oo, and zero columns of H as unused
locations in the cover, predicts that reducing h or 7 results in higher dis-
tortion. This is what we observe, and furthermore that reducing h or 7 is
a better trade-off between distortion and syndrome error rate (in that error
rates are lower for each corresponding distortion), but if detectability is a
concern then there is a limit to the embedder’s ability to thin out the matrix
H.

It is clear that a lower constraint height, or a sparser matrix H reduces
the syndrome error rate, at the cost of increased distortion. However, if the

aim is to minimise syndrome error, the constraint height and density of H
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should be reduced.

3.2.4 Increasing the message length

We have determined that the most robust STCs are used as little as possible,
and with a constraint height of h = 1 so that they become block codes (the
trellis is trivial).

The final way to reduce p,, from (3.1), is to increase [. Like the other
options, this inevitably increases distortion. A simple method is to pad the
payload with random garbage, but if the message is to be expanded, it makes
sense to use the extra bits for forward error correction. We now introduce
m of length [ > [ as the result of FECgncode: some forward error correction
encoding function on the message m. In Fig 3.4, we show how a practical
stego system using forward error correction could work, where forward error
correction pads the message. As well as the syndrome error rate p,, we also
have p,, the message bit error rate after error correction. We reiterate that
error correction inside syndrome has two advantages: the decoding process
removes some errors, but also the increased syndrome length reduces the
syndrome error rate, thanks to (3.1). We will benchmark one example of
FEC (RS codes) in Section 3.4. RS codes are a maximum distance separable
code, a (n, k) RS code with n information bits, and k parity bits can correct
(n—k)/2 errors. Therefore, as k increases, the length of the RS code increases,

as does the error-correcting performance [68].
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Figure 3.4: Notation for layering FEC within steganography.

3.3 Dual Syndrome Trellis Codes

We develop STCs into Dual-Syndrome Trellis Codes, that solve for two syn-

dromes simultaneously. We formalise the embedding as

Emb(x, m) = argmin D(x,y), (3.16)
Hsy=s
Hpyy=m

where s is the shared syndrome of length [, H, and H,, are matrices generated
by tiling sub-matrices ]I:]IS, and H,, respectively.

We define H,, € {0,1}* as the 1 x w vector, used to generate H,,, con-
taining 7,, ones on average in each column. H, is the h X w matrix used
to generate Hy, containing 7, ones on average in each column. As the ma-
trix ]I:]Im is of height one, the value of m; is the mod2 accumulation of the w
columns of H,, multiplied by the respective values of y. To encode this, we
increase the number of states from 2" to 2"*! allowing each state to have
a representation for the partial syndrome setting the m; to 0 or 1. Thus,
the h LSBs of the state label represent the syndromes equivalence for setting

the value of s;, and the MSB represents the value of m;. Upon coding w
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Figure 3.5: Partial DSTC encoding, darkened regions showing the set portion
of y, shaded regions showing how a single cover value can affect the result
of h coefficients in s the FEC syndrome, and 1 coefficient in m the message
syndrome.

coefficients we prune, only accepting states which LSB matches the shared
syndrome s; value, as this value will not change any more, and the MSB

matching the value of the secret message m;.

3.3.1 Decoding and Error Correction

As shown in (3.16) y is encoded to match both the shared syndrome s, and
secret message m. However due to the noisy channel Bob receives vy, the
perturbed stego object. To correct y’ we use an STC to solve H,y' = s.
By using the hamming distance distortion function Dy (y’,y"), we use the

Viterbi algorithm to find the closest code-word y”, which has the correct
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ps x 1072 D(x,y) x 10°

M\ |09 04 06 08 |02 04 06 08
0.2 0.19 022 024 040 |36.66 3621 36.35 46.00
0.4 0.26 024 028 0.35|2620 31.38 31.30 39.15
0.6 044 041 043 039 | 18.35 1940 20.69 28.30
0.8 0.57 0.57 041 0.39 | 17.37 18.37 20.75 29.19

Figure 3.6: ps and D(x,y) for varying values of 7,,, and 7;.

syndrome s:

y" = argmin Dy (y', y"). (3.17)

Hsy”’=s

We then get the corrected secret message m’ = H,,y".

3.3.2 Finding Optimal Calues of 7, n,,, s, and h

In Section 3.2.3 we showed that increasing the sparsity of H reduces p; at a
cost of increasing the distortion. In DSTCs we have two independent matrices
H, and H,,. To find the optimal values of the sparsity, we performed DSTC
embedding with 7, and n,, € {0.2,...,0.8}, using the same cover set and
channel error as previous experiments. Syndrome error rates and distortion
are displayed in Fig. 3.6, from this we selected 7, = 0.4, and n, = 0.2.
During our experiments, we observed a curious phenomenon: in cover
objects, syndromes are non-uniform, often favouring zeros. We can attribute
this to JPEG compression creating more zeros than nonzeros. In traditional
STCs, the steganographer has no choice over the syndrome — it is the message
— but in DSTCs we could choose s to require fewest changes. Since Hj is

secret, s need not be, and it seems safe to choose s = 0, slightly reducing

91



distortion.

DSTCs allow for a constraint height to be used as would be in a regular
STC. In practice, we found that although codewords produced with a h > 1
had a lower distortion, they had worse correcting performance. When h = 1,
the codeword that satisfies the constraint (3.16) is similar to that which
solves just Hyy = s, therefore, in the correction step vy’ is corrected to y”, a
codeword close to y. When h > 1, the codeword which satisfies (3.16) is less
similar to the one which satisfies just Hyy = s, meaning our correction step
is less effective.

Deciding the composition of the shared syndrome s was an intriguing
problem. Usually, the steganographer has no choice over the syndrome, as
he is using the syndrome to convey his secret message. Interestingly this
is close to the rejection sampler: sampling from the cover set to find the
cover which contains the syndrome we wish to send, requiring exponential
samples with respect to message length [16]. However, with using the shared
syndrome we can pick the syndrome which is close to the cover. Choosing a
syndrome close to the existing syndrome of the cover reduces the distortion,
therefore, we should pick s as the pseudorandom vector, which is close to the

existing cover syndrome.

3.4 Analysis

As this chapter aims to create robust adaptive stego objects, the balance
of distortion minimisation and robustness is critical. For our experiments

we took the same image set as used earlier and encoded them both with
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DSTC methods as proposed in Section 3.3, and forward error correction in
the syndrome as described in Section 3.2.4.

We first tested the effect of r—the cover utilisation, subjecting stego
objects to a BSC with p, = 1073, and DSTCs and STCS using h = 1, and
r € {0.75,1.0}. In Figs. 3.7 and 3.8 we show how our proposed method is
able to generate more robust stego objects per the amount of distortion, for
smaller messages.

Using DSTCs, we embedded a smaller set of messages
(I € {1000,1500,...,6000}), and RS (k € {200,216}) encoded messages.
For comparison, we used RS codes (k € {120, 128}) before embedding using
a traditional STC. We chose the values of k for STCs + RS codes, to be
similar in average distortion to our proposed method so that we could draw
comparisons. We also included the case r = 0 (I = n, plain overwriting),
with no error correction.

Considering our findings in Section 3.2, a distortion over 107 is most
likely very detectable, and for payloads below this threshold our proposed
method outperforms STCs + RS codes. In Fig. 3.9 we see that for longer
payloads, STCs + RS codes outperforms our proposed method, but this is
easily detectable. We can attribute this fall off as typical of FEC: as the code
length increases, the bit-error-rate approaches zero.

Showing the effect of lowering the k£ values of the RS code, we compared
DSTC+RS and STC+RS over the same values of (n, k) RS code parameters,
and using message lengths [ € {2000, 2500, ...,5500}. Using the same cover
set as earlier, we show the results using a channel error p, = 102 in Fig-

ures 3.10 and 3.11, and p, = 1072 in Figures 3.12 and 3.13. We show that

93



our method (with few exceptions) can produce a lower message bit error rate,
for a given amount of distortion, when compared to STC+RS on a channel
error of p, = 1072, More interestingly, on a higher channel error, p, = 102
our method consistently and significantly outperforms STC+RS codes. We
attribute this to the two codes used in our method; a relatively strong outer
code—the Dual-Syndrome coding which can reduce the randomly spread er-
rors, and a weaker inner code—the RS encoded payload which can reduce
burst errors. The combination of the two codes is clearly very powerful, and

is analogous to an interleaved CIRC code, as explained in Section 2.8.5.

3.5 Conclusion

STCs are the dominant method for adaptive steganography, but they have
very poor robustness to non-adversarial noise. We have explored ways to
mitigate their fragility, a topic that has received little attention in the litera-
ture. Adding robustness is bound to increase distortion, but robustness and
adaptive steganography are a problematic combination: a code with low dis-
tortion requires codewords to be close together (so that a stego object can be
close to the cover), yet high robustness needs codewords that are far apart.
The Dual-Syndrome code attempts to balance these aims, and slightly out-
performs the layering of FEC inside an STC with low constraint height for
small messages for smaller channel errors, and significantly outperforms for
larger channel errors. However, with a constraint height h = 1, we are effec-
tively using block codes, and the Dual-Syndrome code is reduced to solving

two block codes simultaneously.
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If recompression cannot be avoided (and its erasures cannot be predicted,
which is a tacit assumption of this chapter), it may be necessary to try
adaptive steganography that does not use syndrome codes at all. This is a

possible direction for further research.
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Chapter 4

Irregular Syndrome Trellis

Codes

In this chapter, we look at the causes of coding loss in Syndrome Trellis
Codes, and how coding loss can manifest itself through divergence from opti-
mal change probabilities. Our contribution Irregular Syndrome Trellis Codes

(IR-STC) aims to lower coding loss to increase embedding efficiency.

4.1 Statement of the Problem

As previously mentioned in Section 1.4, the researchers in the field of adaptive
steganography have widely adopted distortion minimisation as the state of
the art. To generate as secure as possible stego objects, the steganographer
has two aims. The first is to preserve the higher-order statistical proper-

ties of the cover through a distortion function which accurately models the
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cover source; the second is to maximise the embedding rate of the embed-
ding function. By minimising the sum of additive distortion (as a proxy for
detectability), we hope to maximise the security of our stego objects.

Improving the embedding efficiency using codes predates the idea of ad-
ditive distortion functions, as discussed in further detail in Section 2.6. How-
ever, the introduction of the STC algorithm brought a framework allowing
steganographers to use any additive distortion functions, and achieve close
to optimal embedding efficiency. It is not surprising there has been a shift
towards developing rich distortion functions as opposed to improving the
embedding efficiency further. STCs are elegant in that the constraint height
parameterises the embedding performance and time/space complexity of the
algorithm h of the matrix H. Whilst becoming widely popular in the research
community, there has been a smaller focus on the algorithm itself and how it
could be improved. Most notably, the impact the construction of the parity
check matrix H has on embedding performance.

We consider that not all changes are equal [1], meaning some changes
may involve a higher “cost”, as it is assumed making these changes will
introduce a greater amount of distortion to the resulting stego object. The
optimal change probabilities for these changes can be derived using either the
payload-limited sender constraint, or the distortion-limited sender constraint,
as per (2.23)& (2.24) or (2.26)& (2.27), respectively.

From Section 2.5, we know PLS embeds a fixed message m of length
m bits into an arbitrary length cover x of length n bits, whilst aiming to
minimise the distortion D(x,vy). Essentially, Alice wishes to communicate

her existing message, by embedding it into a cover, with the minimum dis-
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tortion. We quantify the gap between achieved distortion and the optimal
distortion as coding loss [52]. The aim of any steganographic coding algo-
rithm, therefore, is to minimise the coding loss. Further, if an algorithm
makes a change with higher probability than those dictated by the derived
optimal change probabilities, it must make some other changes with a lower
probability than the optimum, to generate enough entropy to convey the
message. We call these changes with significant divergence from the optimal
change probabilities outliers.

In this work, we investigate modifications to the STC algorithm to reduce
the number of outliers and thus achieve a lower coding loss. We propose a
shift from using block sub-matrices for generating the parity check matrix
used during STC encoding; instead, we promote using segment-vectors which
are tiled to produce the parity check matrix. The tiling of these segments
affects the number of outliers and hence the distortion. We show a practical
method to generate these matrices and highlight the optimal parameters for
embedding. We benchmark our method against the plain STC algorithm and
the Qutlier-Corrected STC' as proposed by Kohler et al. [78].

Liu et al. [79] highlight that since the original proposal of the STC al-
gorithm, there has been less work focused on improving the embedding effi-
ciency of the algorithm, and the relationship between STCs and convolutional
codes is a poorly known area. However, Liu et al.’s work focuses on reducing
the space and time complexity of the STC algorithm by using a minimum
span generator, whilst achieving the same embedding efficiency. To achieve
this, a minimum trellis is constructed, by converting a regular parity check

matrix to ‘minimal-span’ form using Gaussian elimination. The resulting
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minimal span generator matrix (MSGM) has an LR property, in that no
two rows in the matrix can have the same minimum and maximum span.
Because of the structure of the MSGM, a fast solution to Hy = m can be
found using a minimal trellis, reducing the time and space complexity to find
optimal solutions.

Kohler et al. [78] investigates how STCs perform with respect to optimal
embedding probabilities. Kohler at al. proposes a variation of the STC
algorithm: outlier corrected Syndrome Trellis Codes (OC-STC). By cropping
the first h — 1 rows of H, the matrix H becomes symmetrical, as the first and
last h — 1 rows contain subsets of the matrix H. This reduces the payload
by h — 1, as this is necessary to achieve the cropping. Experimentally, it was
found that OC-STCs mitigated the positive outliers (values changed more
frequently than optimal). Given negative outliers do not pose an intermediate
security risk, the reduced efficiency of values (due to negative outliers still
existing) is a sensible trade-off.

There have been several steganographic implementations utilising random-
linear codes. Fridrich and Sockal has proposed several schemes including
Simplex Codes [80], and Wet Paper Codes [63, 81]. Both methods have since
been rendered obsolete by the more powerful STC algorithm, yet both are
based on random-linear codes under the premise that random-linear codes
can approach the theoretic bound for embedding efficiency [82, p325, Theo-

rem 12.3.5].

106



4.2 Divergence from Optimal Change

Probabilities

In this section, we introduce the reader to several methods of analysis used

to quantify the performance attribution of our work.

4.2.1 Single-cover Single Value Divergence

To analyse the single-cover value divergence from optimal change probabil-
ities as described in (2.28), we can use the Hellinger distance. We use the
Hellinger distance as it can be used to describe the similarity of two values
from different probability distributions, in the range [0,1] [83]. Let p and
P be the vectors of optimal and observed change probabilities respectively.
Then p;, and p; are the i** value of the optimal, and observed change prob-
abilities from some stego object y of length n. For each value of the stego

object, we calculate the Hellinger distance as

H(pi, ) = VI = /1= i + VB (4.1)

The per-element Hellinger distance is the divergence from the optimal change
probability. If an embedding implementation generates positive outliers
(pi > p;), then there is both a chance of the outliers being used to iden-
tify stego objects, and the embedding algorithm cannot be achieving the

optimal distortion.
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4.2.2 Single-cover Multiple Value Divergence

To analyse outliers across the entire cover, we use the Kullback-Leibler (KL)
divergence. The KL-divergence is a measure of how similar two entire distri-
butions are [83], unlike the Hellinger distance, which describes the distance
of two individual values. Since p, and p are Bernoulli distributions, the

KL-divergence is:

. - ; L —pi
KLp.p) = Yopilox (%) + (1= pog (122). 2
i=1 ¢ ¢

Therefore, the embedding algorithm with the lowest KL-divergence is one
which achieves less divergence from the optimal change probabilities, and a

distortion closer to the optimal distortion.

4.2.3 Binary Entropy of Changes

- Using (2.25) we can calculate the binary entropy of the observed embedding

changes as:
H(p) = H(p). (4.3)
i=1

Since the maximum payload that any embedding algorithm is the entropy of
the changes, using the entropy as a theoretical bound allows us to quantify
the coding loss of the embedding operation [1, 84]. Thus, the embedding
algorithm which generates the lowest binary entropy per the same message

embedded has a lower coding loss.
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4.2.4 Distortion

As covered in Section 1.4 and Section 2.5, it is understood that there are limi-
tations in adaptive steganography, mainly that interacting changes cannot be
accounted for with additive distortion functions. Yet distortion minimisation
is well considered a proxy for detectability [59].

For a cover set X of size k, X = {@x1, @9, ..., xy}, we encode the messages
{my,my,...,m;} of length m bits, resulting in the distortion result set Z

of length v = kl:

Over a large set of embedding, we can consider the variance of the dis-
tortion to give further insight into the distribution of distortion values per

embedding algorithm. For this we use sample variance:

g g I ) (4.5)

where z; is the individual distortion value, and Z is the average distortion
across Z for a particular embedding algorithm. We can then calculate the

standard error of the mean, SE, as:

2
SE =4/ (4.6)

v

We consider the skewness of the distribution of distortion. Since skewness

measures the symmetry of values around the mean, a negative skew implies
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there is a greater distribution of values greater than the mean, whereas a
positive skew implies a greater distribution of values lower than the mean.

We calculate the skewness as:

. z}:o(zi - 2)3

(0%)!

v = (4.7)

Since we generate each individual distortion valuer per-embedding, we
can use a Z-test to test the statistical difference between two embedding
algorithms. The Z-test determines if two distributions are significantly dif-
ferent (the null hypothesis), given their mean and variance. The Z-test is

constructed as follows:

p= 2 (4.8)

for two distortion distributions z,, and z;,, with the respective means and
variances z,, 2, and o2, 0. With a resulting value greater than 1.96, or

lower than -1.96 (the 95% confidence interval), the null hypothesis is rejected.

4.3 Irregular Syndrome Trellis Codes

From Kohler et al.’s work [78], it became clear that the improvement over the
regular STC was due to each row in H containing the same values. To tile
the H matrix in such a way required A —1 rows to be truncated, reducing the
payload by h — 1 bits. However, the requirement to truncate A — 1 rows only

comes from using a H matrix to tile the H matrix, as proposed in [59, 45]. In
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Figure 4.1: H matrix tiled with H for both STC and OC-STC algorithms.

Fig. 4.1 we show the STC and OC-STC matrix tiling. Critically, in Kohler’s
proposed Outlier-Corrected STC, each row contains the same sequence, of
length hé, for a constraint height h. However, when tiling the matrix using
H matrices, we have a symmetrical tiling, each sub-matrix is of width é,
which requires h — 1 rows to be truncated.

If we look at building H matrices with the sole requirement of containing
the same row, or at least the same number of ones, then we relax the con-
straints on how we can generate said matrices. To generate a n X m matrix
with exactly the same segment (sequence of non-zero values) we first fix the
length of the segment as s = i Since we have m rows, if we tile each
segment with a gap of é, the length of the matrix would be a(m — 1) + s,

which is larger than n. However, as we no longer have a constraint of how
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Figure 4.2: H matrix generated using segments.

we tile the matrix, we can reduce the gaps between segments in any manner,
as long as the tiling produces a matrix H of dimensions n x m. To describe
this, let g = {g1,92,--.,9m_1} be the set of gaps between each row as shown

in Fig 4.2, the gap profile. We now have the simple constraint of:

m—1
n:S—l-Zgi, (4.9)
i=0

which allows any n x m sized H matrix to be constructed, with the same
segment, or at least, the same number of ones.

We can modify the STC algorithm to handle the irregular H matrix in two
steps; first, we decompose the matrix H into irregular blocks at each message
bit(s) pruning. Then for each irregular block in the matrix, we generate the
sub-trellis of possible syndromes, note how each block may be of different
dimensions as shown in Fig 4.3. There now exists more questions about how
exactly we should generate these matrices. In this section, we aim to explore
the possible questions around the matrix generation and how they impact
performance. For all experiments in this paper, we will use costs generated

with the WOW distortion function [46], following the experimental setup
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Figure 4.3: An irregular H matrix can be decomposed into H sub-matrices.
Note how sub-matrices can be different widths and heights. Empty spaces
are filled with zeros.

of [78]. Our experiments to find optimal parameters will use 1,000 covers
from the BOSSbase set [61], cropped at random to 8 X 8, n = 64 cover crops.

Using a message set of 1,000 messages of length m = 32.

4.3.1 Segment Based Matrices

With the move to segment-based matrices, our first experiment is to deter-
mine the best method to construct the rows of the matrix. From earlier,
we discussed how random-linear codes could approach the theoretic bound
for embedding efficiency; however, finding the lowest distortion syndrome
for a randomly generated matrix would be an NP-hard problem. We can,
however, use randomly generated segments to construct the matrix. To test
random segments versus repeated segments, we generated 100 H matrices for
randomly generated segments and repeated segments. All segments had the

constraint of the first and last é values being set to one, to ensure a large
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Method D(z,y) o*(D(z,y)) SE
Random segments | 72,043  1.225 x 10*2  109.40
Repeated segments | 71,755  1.197 x 10*2  109.40

Table 4.1: Average distortion, distortion variance, and SE for random and
repeated segments in H.

branching factor during trellis construction.
From Fig 4.1, we see that repeated segments slightly out-perform ran-
domly generated segments. To quantify if the difference is significant, we use

the Z-test as in (4.8):

72,042.95 — 71,755.34

1.225x1012 + 1.197x1012
2x108 2x108

~ 2.614, (4.10)

since the result of the z-statistic lies outside of the 95% confidence interval
(£1.96), it is clear that repeated segments significantly outperform random

segments.

4.3.2 Tiling the Matrix

As each row in the matrix H contains exactly one segment of length s, there
exists a tiling problem of how best to construct the matrix. Since we have
m segments of length s, and we wish to construct a banded matrix to allow
partial syndromes to be found in linear time, we wish to find some gap profile
g (the placement of gaps between segments) to produce a perfect tiling which
also performs best in terms of distortion minimisation.

If we consider the problem as highlighted in 4.9, we can come up with

four basic cases:
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(@) (d)

Figure 4.4: The effects of smaller gaps at different parts of the H matrix; (a)
at the start, (b) at the start and end, (c) in the middle, (d) at the end. Dark
regions are the non-zero sections of the H matrix.

(a) Smaller gaps at the beginning. Create the gap profile g, with
smaller values at the beginning, creating a denser matrix at the start
of the trellis.

(b) Smaller gaps at the beginning and end. Create the gap profile g,
with smaller values at the start and end, creating a denser matrix at
the start and end of the trellis.

(c) Smaller gaps in the middle Create the gap profile g, with smaller
values in the middle, creating a denser matrix at the middle of the
trellis.

(d) Smaller gaps at the end. Create the gap profile g, with smaller
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Method D(z,y) o°(D(z,y)) SE

Smaller gaps at the beginning | 74,446  6.932 x 10*° 110.86
...at the beginning and end 72,182  6.145 x 10 117.74
...in the middle 76,661  7.943 x 10 116.73
...at the end 74,324 6.813 x 109  126.04

Table 4.2: Average distortion, distortion variance, and SE for methods of
tiling H.

values at the end, creating a denser matrix at the end of the trellis.

The four cases can be seen in 4.4. To test the four cases, we use the
same experimental setup as in the previous experiment, however, this time
we generate five new H matrices for each of the four tiling options, using
repeated segments given the findings of the last experiment.

From fig 4.2, we can see that compression at the start and end of the
matrix gives the best performance by quite a margin. The z-statistic between
the two best methods (smaller gaps at the beginning and end, and smaller
gaps at the end) is 26.609, indicating a significant performance gain for the
former method. We attribute this to the increased density at the start and
end of the trellis. With the additional states, the STC algorithm can find
more solutions, avoiding positive outlier change probabilities. Reducing these
outliers allows a lower distortion since values are not changed with higher

observed probability.

4.3.3 7 - Density of the Segment

The density of ones in the segments s will greatly affect the performance.

When constructing the trellis, a new state address is given by the XOR
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(a) n=0.1 (b)y n=0.5 (¢)n=0.9

Figure 4.5: Trellis generation for different values of 7.

product of the old state label, and the column in H. If the column in H is
entirely zeros or ones, the likelihood that similar or identical columns exist.
In the scenario of two columns being identical, a cycle between states occurs,
which is wasteful. If z; and z; are two cover values for the ", and j™
(identical) columns of H respectively, then the assignment z; = 0,z; = 0 and
x; = 1,z; = 1 will create two paths from each state at x; to exactly one state
in z;. As one path will have lower distortion, we have halved the number of
useful paths through the trellis between z;, and ;.

To maximise the number of distinct paths through the trellis, we want
to generate columns in H that are as different as possible. As mentioned
earlier, as the rate of zeros or ones approaches 1.0, the probability of duplicate
columns will increase. First, let 1 be the rate of ones in each segment s.
Specifically the number of ones in each segment s is [7s].

To test this, we again use the same experimental setup as before. We
generate five H matrices for each density n € {0.2,0.3,...,0.8}.

In Table 4.3 we show the distortion values for the different values of 7.

As expected, the extreme values of 7, when the segments approach entirely
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n | D(x,y) o (D(w,y)) SE

0.2 | 93,561 1.150 x 10" 151.65
0.3 | 82,484 0.438 x 10'° 137.39
0.4 | 74,456 6.670 x 100 115.47
0.5 | 73,280 6.189 x 100 102.47
0.6 | 72,476 6.189 x 109 111.25
0.7 | 72,459 6.283 x 10'°  112.09
0.8 | 73,076 6.394 x 10 113.09

Table 4.3: Average distortion, and distortion variance for methods of different
values of 7.

being constituted of zeros or ones, perform significantly worse. At first,
we may expect the value n = 0.5 to perform best, given the probability of
distinct segments is the greatest. However, the more zeros in each column
reduce the number of paths through the trellis, and therefore the number of
solutions. We attribute this explanation to why the slightly higher n = 0.7
value performs best. The z-statistic between eta values n € {0.6,0.7} is 0.280

indicating there is not a large significance between the two values.

4.3.4 v - the Skew of the Matrix

Up to now, we have shown that when we move from tiling H matrices to
generate H we remove certain constraints and allow a more flexible way
to generate the matrices. Specifically, we reduce the tiling constraint to as
previously introduced in (4.9). In previous sections, we have shown that a gap
profile which reduces the space at the start and end of the matrix performs
best. We now introduce a method to produce the tiling and parameterise
the skew of the matrix. By skew, we refer to how aggressively the density is

increased at the start, and end of the matrix. For comparison, a regular STC
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Algorithm 2 ~ tiling

1: procedure TILING(n,m,,T)

2 m < m

3: n<n-—r

4: while i < m do

5 ;= round((1 — )Mn_’)
gi g m—3 m/—1

6 n =n"—g;

7 m=m'—1

return g

v | D(z,y) o (D(:v,y)) SE

0.1 72,139 6.206 x 1010 111.41
0.3 | 72,139 6.206 x 100 111.41
0.5 | 73,468 6.484 x 100 113.88
0.7 | 78,454 6.083 x 10'°  123.69

Table 4.4: Average distortion, and distortion variance for methods of different
values of 7.

H matrix would have no skew. Using v € [0, 1] we can generate the tiling of
the matrix using algorithm 2.

To test values of gamma, we use the same experimental setup as before,
generating four H matrices for the gamma values v € {0.1,0.3,0.5,0.7}.

Lower values of gamma are better for distortion minimisation. We at-
tribute this to the lower effective constraint height in the middle of the trel-
lis, at higher gamma values the contrast between the height of the trellis in
the middle, versus the start and ends is greater. The z-statistic between the
gamma values v € {0.1,0.5} is 22.07, indicating a significant performance
gain for lower values of gamma.

Because of the rounding of the gaps during the tiling, two gamma values

can produce the same tiling. This is evident as the values v € {0.1,0.3}
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Method | D(z,y) o*(D(x,y)) SE

IR-STC | 67,187  4.791 x 10°  69.21
OC-STC | 69,756  5.123 x 10°  71.58
STC 70,253  5.315 x 10 72.90

Table 4.5: Average distortion, distortion variance, and SE for IR-STC, OC-
STC, and STCs, with 8 x 8, n = 64 cover crops.

produced the same tiling in our experiment.

4.4 Analysis

In this section, we benchmark our proposed method against the state of the
art. We start with cover crops as used in earlier experiments, before moving

to larger sized covers; finally, we test our method on favicon images.

4.4.1 8 x 8, n =64 Cover Crops

To compare our method against the state of the art, we measured achieved
distortion and mitigation of outliers. We compared our proposed method to
the STC and Outlier-Corrected STC algorithms using the best parameters
found in previous sections. Using the 8 x 8, n = 64 cover crops from previ-
ous experiments, we first benchmarked our method minimisation against the
others. The rationale behind using small covers is time complexity. Over a
set of 1,000 covers and 1,000 messages, we must do 1,000,000 embeddings per
method, before any further parameters such as «, or h are considered. By
using smaller covers, we reduced the time required for earlier experiments.

Our results in Table 4.4.1 show that our method does indeed have a lower
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distortion. With the reduction in distortion far larger than the standard

error, we show our method to out-perform both the STC and OC-STC.

4.4.2 64 x 64, n = 4096 Cover Crops

To better simulate practical applications we increased the cover sizes. We
took a cover set of 1,000 BOSSBase images, cropped at random to 64 x
64, n = 4096 and embedded 1,000 randomly generated messages with a €
{%, 71’ %, %6} For comparison, we used a STC, and OC-STC with constraint
heights h € {7,8,9}, which for & = 1 gives segments of length s € {14, 16,18},
and for other a gives longer segments. We see that our method does reduce
distortion, which we attribute to the mitigation of positive outliers, which in
turn, achievers change probabilities closer to the optimal change probabilities.
In Table 4.6, we show how our method achieves a slightly lower distortion
when compared to the other methods. Our method achieves a slightly lower
distortion. From Section 2.5 we know the rate-distortion bound, or optimal

distortion is given by:

Zci pi, (4.11)
i=1

where ¢; is the i cover value cost of change, and p; is the probability of
change given whilst solving the payload-limited sender, or distortion-limited
sender constraints.

Using the distortion coding loss, as defined in (2.31) the IR-STC method
reduces distortion coding loss [y by a tiny amount in the case of a = %,

but as much as 1.35% in the case of smaller payloads (h = 7,a = %) Our
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a | h Method | D(xz,y) SE la v (D(x,y)) States reached
IR-STC | 3,006,231 2,859.02 0.1252 8.174x10'? 532,476
7 OC-STC | 3,008,140 2,851.32 0.1259 8.183x10'2 522,362
STC 3,008,176 2,860.42 0.1259 8.182x10'? 521,846
IR-STC | 2,954,325 281247 0.1057 7.910x10'2 1,064,694
118 OC-STC | 2,956,160 2,813.89 0.1064 7.918x10'2 1,043,962
STC 2,956,375 2,814.25 0.1065 7.920x10'? 1,042,678
IR-STC | 2,904,853 2,767.49 0.0872 7.659x10'2 2,189,664
9 OC-STC | 2,906,689 2,768.75 0.0879 7.666x10'% 2,093,566
STC 2,906,893 2,769.12 0.0880 7.668x10'* 2,089,980
IR-STC | 1,084,931 1,101.82 0.1696 1.214x10'? 545,268
7 OC-STC | 1,085,784 1,102.72 0.1706 1.216x10'% 519,794
STC 1,086,009 1,102.72 0.1709 1.216x10'2 520,726
IR-STC | 1,063,323 1,081.20 0.1463 1.169x10'%? 1,114,100
8 OC-STC | 1,064,463 1,082.13 0.1476 1.171x10'2 1,037,810
STC 1,064,639 1,082.13 0.1478 1.171x10'2 1,040,518
IR-STC | 1,044,247 1,061.04 0.1258 1.129x10'2 2,287,604
9 OC-STC | 1,045,362 1,063.48 0.1270 1.131x10'2 2,072,050
STC 1,045,816 1,063.95 0.1275 1.132x10'? 2,078,086
IR-STC | 423,303 453.54 0.1893 2.057x10' 570,815
7 OC-STC | 428,071 456.40 0.2027 2.083x10' 519,794
STC 428,121 456.29 0.2028 2.082x10' 519,152
IR-STC | 417,767  445.98 0.1737 1.989x10' 1,137,636
8 OC-STC | 418,618 446.77 0.1761 1.996x10' 1,025,506
STC 418,950 446.99 0.1770  1.998x10' 1,032,846
IR-STC | 410,051 437.95 0.1520 1.918x10'! 2,353,124
9 OC-STC | 410,943 437.84 0.1545 1.917x10' 2,043,362
STC 411,229 438.75 0.1553 1.925x 10 2,063,534
IR-STC | 176,477 186.71 0.1853 3.486x101° 585,668
7 OC-STC | 176,584 187.67 0.1858 3.522x101° 504,386
STC 176,603 188.02 0.1859 3.535x10 512,542
IR-STC | 171,817 191.00 0.1632 3.648x10'° 1,217,476
L8 OCSTC| 172,342 19147  0.1658 3.666x10° 1,000,898
STC 172,497 191.55 0.1665 3.669x101° 1,020,894
IR-STC | 168,047 196.21 0.1444 3.850x101° 2,542,532
9 OC-STC | 168,931  196.01  0.1489 3.842x10'° 1,985,986
STC 169,098 196.19 0.1498 3.849x10'° 2,033,886

=

00—

Table 4.6: Average distortion, distortion coding loss, variance, and number of
trellis states reached for IR-STC, OC-STC, and STC, with 64 x 64, n = 4096
Cover crops.
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method also has a lower distortion variance (itself an indicator that outliers
have been reduced).

To better quantify outlier mitigation, we took a randomly chosen cover
from the BOSSbase and cropped it to 64 x 64, n = 4096, using all three
methods, we encoded 10,000 randomly generated messages. We then plot
observed change probabilities against optimal change probabilities, for con-
straint heights h € {7,9}, in Fig. 4.6. We also display the average KL diver-
gence between observed and optimal probabilities, the achieved distortion,
and the achieved change entropy. Note that IR-STC reduces the average KL
divergence by around 10%, showing that outliers have been mitigated.

On the other hand, we have an increased number of states at the start
and the end of our trellis, which determines the algorithm’s time complexity.
This is caused by the smaller gaps between segments, effectively making the
trellis denser at those points. Critically, this increases the constraint height;
however, this is only for a tiny section at the start and end of embedding,
because we decomposed the matrix H into variable-sized blocks. In fact,
over the entire cover, we see a minimal increase in the number of states.
The encoding process is still (pseudo-)linear time. The small increase in the

number of states is seen in Table 4.6.

4.4.3 Favicons

Because our method favours smaller covers, we opted to test our method
on favicons. Favicons are small images which are automatically downloaded

when a web page is loaded [85]. They exist in standard dimensions of 16 x 16,
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a Method | D(z,y) o*(D(w,y)) SE
IR-STC | 32,558  3.443 x 10" 586.81

5 OC-STC | 43,210  8.631 x 10" 929.04
STC 33,440  2.596 x 10''  509.47
IR-STC | 6,717  3.680 x 10?  60.66

+ OC-STC | 6,947  6.708 x 10°  81.91
STC 7422 4.726 x 10°  68.75
IR-STC |2,834  2.210 x 10°  14.87

& OC-STC | 2,798 2.295 x 108 15.15
STC 3,203 2.268 x 10°  15.06
IR-STC | 1,730  4.262x 107  6.53

¢ OC-STC | 1,742  5131x10" 7.16
STC 2,029  6.015x 10"  7.76

Table 4.7: Average distortion, variance, and standard error for IR-STC, OC-
STC, and STC, with 16 x 16,n = 768 favicons.

32x32, 48 x48, and 64 x 64 pixels, both in greyscale and RGB colour. Because
of favicons’ small cover size, we decided to test the impact of our method
here, since clearly, our method favours smaller covers.

To obtain a database of favicon images, we crawled the most popular
(by traffic) websites listed on Alexa (https://www.alexa.com) until we had
sourced 1,000 unique 16 x 16, RGB favicons. With each favicon having three
colour channels, we extracted costs using WOW for each channel, as such
each favicon had n = 768 cover values.

Using 1,000 pseudo randomly generated messages for each payload rate
a € {1,154 ¢}, we compared our method, with an STC and OC-STC. In
Table 4.7 we show that our method is able to minimise the distortion slightly
better than the other methods, consistent with our previous findings. To
test detectability, we used sample pairs (SP) [86]. A sample pairs detector is

more suitable for Favions, since more powerful methods such as feature based
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extractors will not work on such small covers. SP produces three estimated

change rates denoted:
dRadG7dBy (412)
one per colour channel, the overall estimated rate of change can be found as:

&= (ag,bg,dp). (4.13)

We can then generate the ROC curves based on the estimated change rate
& by iterating v € {min(&),..., max(&)}. In Fig. 4.7 we show the ROC
curves for IR-STC, OC-STC, and STCs. Although we’re able to minimise
distortion slightly more than IR-STC and STCs, the detectability remains

constant.

4.5 Conclusion

STCs have become incredibly popular over the last few years. We have
explored a new way of constructing the matrix H to achieve closer-to-optimal
change probabilities, whilst achieving a lower distortion, without changing
the Viterbi algorithm that underlies STCs. The change is to allow the trellis
to have variable height, with more height at the start and end. We also
stress the value of constructing H from row segments, rather than blocks.
There has been little research into what makes a good parity matrix for STC
performance. Whilst our improvement is small, the relative cost in terms of

complexity is minimal.
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We benchmarked our method against IR-STC and STCs with detectabil-
ity using sample pairs, when embedding in favicons. Whilst we showed our
method was able to slightly improve the distortion minimisation, and reduce
positive outliers, this made a negligible impact on detectability.

Other ways in which H is constructed may also influence the performance
of STCs. Note that convolutional codes, when used in error correction, are
highly sensitive to the parity-check matrix (and good matrices are often found

by exhaustion). Perhaps a steganographic analogy exists.
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Figure 4.6: Optimal change probability versus observed change probability
comparison between our proposed method, STC, and OC-STC. Blue markers
the signify values with the largest Hellinger distance from optimal change
probabilities.



09+ ~ 1 09 4
,,o
0.8 1 0.8 8
0.7F 8 0.7F 8
—
06 1 0.6 1
2205 1 2205 |
041 1 041 8
f
03F / 1 03r 1
02r f 1 02 1
/ ——IR-STC / ——IR-STC
01p / ——sTC o1y / ——sTC
/ 0C-STC / 0C-STC
0 . | | 0 | | |
0 02 0.4 0.6 0.8 1 0 02 0.4 0.6 0.8 1
PFA FA
=3 (b) o = 3
(a) a =3 b) a =7
1 : : : 1 : : .
09 1 09 1
0.8 : 0.8 /,/‘ :
/»J
0.7 0.7 L
0.6 06 /
2205 y 1 2205 / 4
041 8 041 // 8
S
03 - 03 S :
02 02 //
S ——IR-STC / ——IR-STC
o1f ——s1c 01t ——s1c
0C-sTC 0C-sTC
0 . . . 0 . . .
0 02 0.4 0.6 0.8 1 0 02 0.4 0.6 0.8 1
PFA FA
1 1
c)a=z (d)a=z
( 6 8

Figure 4.7: Comparison of ROC curves for sample pairs detector, for IR-STC,
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Chapter 5

Simulating Suboptimal

Embedding

In this chapter, we look at how we can improve simulated embedding by
being suboptimal. Researchers who wish to benchmark the detectability of
steganographic distortion functions typically simulate stego objects. How-
ever, the difference (coding loss) between simulated stego objects, and real
stego objects are both substantial and dependent on multiple factors. We
first identify the factors affecting the coding loss, then through minimal sam-
pling, we can accurately estimate the expected coding loss, allowing us to
simulate suboptimal stego objects which are closer representations to real

stego objects.

129



5.1 Statement of the Problem

There are two ways to test a steganographic algorithm that minimises an ad-
ditive cost function: embed messages using a Syndrome Trellis Code (STC) [45]
as described in Section 2.7.1 or simulate an optimal code that meets the rate-
distortion bound [52, 36]. In a survey of several top venues for steganography
and steganalysis research, we found significantly more work where researchers
had simulated [38, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101,
102, 103, 104, 105, 106, 107, 108, 109, 110], as opposed to creating real stego
objects [40, 111, 112, 113, 114, 115, 116]. There are two reasons that may
have motivated them. First, the STC algorithm is complex to implement and
slow to run on extensive data sets. Second, separation of concerns suggests
testing the cost function in isolation from the coding.

However, it is well known that the state-of-art STC method does not
meet the rate-distortion bound. As we shall see, this coding loss is variable,
depending on parameters of the STC and the cost function itself. When
authors simulate embedding, instead of performing genuine coding, the sim-
ulations have less distortion than genuine stego objects. Furthermore, this
may advantage one distortion function over another.

Genuine stego objects, on the other hand, can be created using the STC
algorithm, which is based on the Viterbi algorithm [45]. The trellis has a
parameter h, the constraint height, and its realised distortion approaches the
rate-distortion bound asymptotically as h — oo; however, the time complex-
ity is O(2"): in practice, h € (6,10) provides an acceptable trade-off [45]. In

this chapter we use the notation STC"(c,m) for the distortion realised by
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an STC of constraint height A encoding message m into cover with costs c.
We might hope that the distortion realized by STCs is close to the bound,

le.
STC"(c,m) ~ PLS(c,|m|). (5.1)

Indeed, for some m the STC distortion can even be lower (for example a cover
which already happens to contain message m). But we typically witness
coding loss: in the case of PLS, the STC distortion exceeds the bound; in
the case of DLS, the STC can only embed a message shorter than m. Whilst
we commonly see steganographic coding loss expressed as the entropy coding

loss 1y, [45, 52, 40]

- m
DLS(x, STC" (2, m))’

I, = (5.2)

for the purpose of indicating loss on a distortion level, we also will use a

slight variant, distortion coding loss lg:

STC"(x, m)

la= PLS(z, m)

1 (5.3)

5.1.1 Simulating at the Rate-Distortion Bound

It is often difficult to develop practical steganographic embedding methods
that operate efficiently [52]. To speed up the process of researching and
developing new state of the art embedding strategies, many steganography

researchers are opting to simulate an embedding. That is, to create a stego
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object with the embedding impact of that of a new embedding strategy,
without creating a practical embedding method. Whilst this has no prac-
tical use to a steganographer (who seek to embed messages in covers), to
a steganography researcher who wishes to analyse the potential of a new
method, simulating an embedding allows them to do so, without the need to
implement a practical embedding algorithm.

As covered in section 2.5, we solve the first part of our embedding problem
(finding the probabilities of change). By solving for PLS or DLS with (2.23)
& (2.24), or (2.26) & (2.27) respectively, and using the individual distortion
cost ¢; € R as generated by the embedding strategy, we then modify each
element z; € x with the probability as defined in (2.28). The researcher
derives the probabilities of change, and then makes the changes with the prior
derived probabilities to the input cover, simulating an embedding strategy
without having to create the coding algorithm to perform the embedding.

As previously stated, most steganographers simulate rather than use a
real code. Whilst the divergence (coding loss) between the rate-distortion-
bound and real codes is well known, it is only approached as differing over

the embedding rate a.

5.1.2 Coding Loss is not Equal

The existence of coding loss is well understood, and some literature has
compared STC embedding with simulated embedding [117, 46, 57, 20, 51,
118]. However, most researchers continue to use simulated stego objects: as

well as neglecting the coding loss that must occur in practice, this could
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Figure 5.1: Comparison of per-cover distortion coding loss (I;) for WOW, S-
UNIWARD, and Mi-POD. Points are ordered from largest to smallest amount
of coding loss along the x-axis for each of the four combinations of h and
amount of payload.

advantage one distortion function more than another.

The coding loss of an embedding is dependant on the combination of
distortion function, embedding rate, and constraint height. In Fig. 5.1 we
show this discrepancy. Taking 100 covers from the BOSSBase [61] (n =
262144), we used STCs to encode 100 pseudo-randomly generated messages
with payload rates a = {0.1,0.4}, using constraint heights h € {7,10}, for
the distortion functions WOW [46], S-UNTWARD [20], and MiPOD [48].

We show that we can estimate the expected coding loss, and the adjusted
embedding probabilities, through sampling the actual cost generated using
STCs from a small cover subset. Doing so, we simulate stego objects which

mirror real-world embeddings (corrected), and not the optimal (uncorrected).

5.2 Sampling Coding Loss

Our method aims to increase the entropy used in simulated embedding, to
reflect the coding loss of STCs. We estimate the coding loss by embedding
n,, random messages in each of n. randomly-chosen covers.

For a given distortion function, constraint height A, and embedding rate
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a, let the n. covers be {xy,...,x,, }. Rather than estimating [}, directly, we

estimate [ = 1/(1 — [,,) as the average over covers and messages:

-1 & DLS(m;, S STC (x5, M
- = Z ( T Zy—l ( 3)) 7 (5‘4)
Ne alx;|

=1

for some n,, messages embedded into each cover x; using an STC (with
constraint height h), where |m;| = a|x;| (the corrected entropy). Having
estimated I, we can use it to correct the entropy in simulated embedding,
solving (2.23) & (2.24) for m = la|x;| rather than m = alz;|. Our expecta-

tion is that

STC"(e,m) ~ PLS(c,l|m)]), (5.5)

for any cover ¢ from the same source, and any message m. Hence, [ |m| will
be called the corrected entropy, and objects simulated using it will be termed
corrected stego objects.

We can evaluate whether our method is successful by testing whether
equation (5.5) holds more closely than (5.1). Because, over a set of images
and messages, distortion will vary across orders of magnitude, average or
RMS error is an inappropriate benchmark dominated by a few stego objects

with large distortion. Instead, we use a Root Mean Square Relative Error
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Table 5.1: Variance o2 of the corrected entropy la|a;|, for values of n,,, and

ne, using S-UNIWARD, h =7, a = 0.1.

Ne 1 2 4 8 16 32
45270 21439 7716 6655 2322 1851

N\
1
2 44543 22329 10653 5506 3213 1466
4
8

46152 21213 10217 6256 2814 1451
34695 25433 11884 5162 1891 1203
6 40921 20078 13772 5796 2916 1419

—_

(RMSRE),

RMSRE = %Z (d’fdiﬁ (5.6)

where d; is the true STC cost, d; is the simulated (uncorrected or corrected)
cost, and N is the number of samples.

This will be measured across a set of covers, either the 10,000 standard
steganography cover images BOSSBase [61] (all images the same size, n =
262144), or 10,000 images from the ALASKA [119] data set (image sizes vary

from n = 262144 to n = 1048576).

5.2.1 Determining n,, and n,

We first explore the parameters n,, and n.. To determine which has more
effect on the stability of the results, we measured the variance of la|é| for
a = 0.1. We tested n,,, € {1,2,4,8,16}, and n. € {1,2,4, 8,16, 32} against an
STC with h = 7, repeating 100 times the selection of covers from BOSSBase.

In Table 5.1 we see that n,, has an almost negligible effect, so that we might
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S-UNIWARD, h=7, o = -
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0.01 0.012 0.014 0.016 0.018 0.02 0.022
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Figure 5.2: Distribution of RMSRE for different values of n. over 100 simu-
lations, using the SSUNIWARD distortion function, h=7.

as well set n,,, = 1. On the other hand, the variance of the corrected entropy

is approximately inversely proportional to n.. This would be predicted by
standard sampling theory [120, §7.3].

Having settled on n,, = 1, we can determine the lowest suitable value of
ne, as the user will want to perform the smallest sufficient number of STC
embeddings. We expected that very small values of n. would incorrectly
estimate the entropy correction, or be subject to large deviations depending
on the covers that were sampled.

Using S-UNIWARD, the BOSSBase cover-set, and an STC (h = 7), we

found the average STC distortion (true cost) for 16 randomly generated mes-
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Table 5.2: RMSRE of per cover distortion values (simulated versus true cost)
for uncorrected, and corrected, S-UNIWARD, h = 7.

N RMSRE %102
Uncorrected n.=1 Ne =2 ne. =4 Ne =28 n. = 16

01 16.89 1.36 1.20 1.06 1.02 1.00

' (0.95, 2.53) (0.95, 2.32) (0.95, 1.48) (0.95, 1.24) (0.95, 1.20)
0.2 18.28 0.97 0.83 0.78 0.73 0.72

' (0.69, 1.68) (0.69, 1.64) (0.69, 1.21) (0.69, 0.91) (0.69, 0.85)
03 14.25 0.55 0.51 0.44 0.42 0.41

' (0.40, 0.98) (0.40, 1.00) (0.40, 0.70) (0.40, 0.56) (0.40, 0.46)
04 14.13 0.18 0.14 0.12 0.11 0.10

' (0.09, 0.55) (0.09, 0.32) (0.09, 0.25) (0.09, 0.21) (0.09, 0.14)
0.5 7.06 0.42 0.38 0.34 0.32 0.32

' (0.03, 0.81) (0.03, 0.66) (0.03, 0.50) (0.03, 0.42) (0.04, 0.36)

sages for each of the embedding rates a = {0.1,0.2,...,0.5}. Using (2.23)
& (2.24) we found the uncorrected simulated distortion for the original pay-
load rates. For each value of n. € {1,2,4,8,16} we found the cover-subset
coding loss factor approximation using (5.4) for n,, = 1, then the per-cover
corrected simulated distortion using (5.5), calculating the RMSRE for each
combination of parameters. This experiment was performed 100 times for
different random selections of n. covers.

For values of n, € {1,2,4} we show a histogram of RMSRE values over
each of the 100 simulations in Fig. 5.2. We see that as n. increases, the
distribution of RMSRE tends towards 0 as expected; however, even with a
value of n, = 1, we see very small values. The variance in the distribution of
RMSRE values is very low.

In Table 5.2 we show the RMSRE (above), minimum and maximum (be-
low) RMSRE over all simulations for various values of n.. We achieve a

RMSRE that is at least an order of magnitude lower than uncorrected PLS
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embedding. Higher values of n. have only a small effect on the average out-
come, but to our surprise, it is also the case that even n. = 1 — a single
sample of cover and message — did not cause large deviations in the accuracy
of the simulated distortion. Even in the worst case (out of 100) selection of
a single cover, in most cases, an order of magnitude reduction in RMSRE is

observed.

5.3 Analysis

Since our method aims to improve the accuracy of simulating, we now bench-
mark our method in terms of how closely we can simulate real stego objects.
We start with simulating individual covers and comparing distortion, sim-
ulating a whole cover sets distortion, and finally testing the impact on de-

tectability.

5.3.1 Per Cover

Using the values n,, = 1 and n. = 1, in Fig. 5.3 we show the per-cover-
message: uncorrected, corrected (averaged over 100 simulations), and cor-
rected (worst-case maximum RMRSE simulation) distortion values plotted
against the true per-cover-message average distortion values using h = 7, and
h = 10 respectively. It is clear that our method predicts accurate distortion
values which negate the coding loss in the estimation. We emphasise that
for each combination of distortion function, constraint height, and embed-
ding rate we performed only a single true STC embedding to estimate the

corrected entropy l~04|5\, which was then used to simulate our adjusted stego
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Figure 5.3: Corrected, and uncorrected simulated distortion versus realised
distortion values. S-UNIWARD distortion function, STC h € {7,10}, n. = 1,
Ny = 1.

139



objects: a small overhead to find an accurate estimation of the true cost.

5.3.2 Distortion Functions
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Figure 5.4: Comparison of uncorrected, and corrected RMSRE from achieved

distortion, for BOSSBase (top) and ALASKA (bottom), n. = 1, n,, = 1.
Error bars indicate minimum and maximum RMSRE values obtained over

all simulations.

To summarise the results, in Fig. 5.4 we compare our corrected distortion
method to the uncorrected PLS method, using 10,000 covers from BOSS-
Base, and again with 10,000 more heterogeneous images from ALASKA. We

chose ALASKA as our second cover set to show that our method can be
used on different sized covers. For a set of distortion functions, constraint

heights, and embedding rates, we show the deviation from the true cost using
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RMSRE. Our method reduces, typically by an order of magnitude or more,
the relative error in distortion compared with a plain PLS method, across
all combinations of distortion functions, constraint heights, embedding rates

and cover sets.

5.3.3 Detectability

Table 5.3: Average detection error Py, as well as standard deviation amongst
folds, for corrected (n. = 1, n,, = 1), and uncorrected simulated, compared
to STC embedding, S-UNIWARD. All numbers are expressed as percentage
points of error.

Method a=0.1 a=0.3 a=0.5
Uncorrected PLS | 39.82% (& 0.08) 23.31% (< 0.11) 12.49% (% 0.10)
STC h =7 38.64% (+ 0.07) 21.37% (4 0.06) 11.04% (< 0.09)
Corrected h =7 |38.55% (£ 0.12) 21.30% (£ 0.12) 11.03% (&£ 0.08)
( ) ( ) ( )
( ) ( ) ( )

STC h =10 38.99% (4 0.08) 21.99% (4 0.08) 11.50% (& 0.13
Corrected h = 10138.96% (4 0.08) 21.85% (+ 0.11) 11.62% (4 0.10

So far we have only tested whether our correction method achieves the
STC-realized distortion; now we test briefly whether it does the same for
detectability. We benchmarked our corrected method, the uncorrected PLS
method, and real STC stego objects, embedding in 10,000 BOSSBase covers
at embedding rates o = {0.1,0.3,0.5}. For STC embedding we used h =
{7,10}, and for the correction we used a single STC realization: n, = 1
and n,, = 1. For the detector, we use the Spatial Rich Model with Single
Quantization (SRMQ1) [91] feature sets with 12,753 dimensions, with the
Low-complexity Linear Classifier (LCLSMR) [121], using half the cover and

stego features for training, and the rest for testing and repeating under 10
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splits of training and testing data. We measure detector error by the minimal

total probability of error under equal Bayesian priors, Pg defined as:

:PFA+PMD

PE 9 3

(5.7)

where Pr4 is the false alarm rate, and Py;p the missed detection rate. The
average value of 10 runs of the classifier denoted as Pg is used to evaluate
the various methods detectability.

In Table 5.3, we show the error rates, as well as the standard deviation
amongst the ten training/testing splits. As expected, under the larger con-
straint height h = 10 the detectability of the STC is slightly closer to a
pure PLS simulation, but a significant gap still remains: the simulation was
under-distorting the stego objects compared with genuine STC-embedded
stego objects. Although the absolute difference between error rates of 23.34%
and 21.99% (taking, for example, the case o = 0.3) does not seem large, it
is statistically significant with p < 107% if we treat the folds as a random
sample. Moreover, it is not uncommon for detection differences of around
1% to be treated as significant when incrementally-better detectors are pub-
lished [122].

However, when we use our proposed method to increase the PLS entropy
to match the STC distortion, PLS embedding gives an error rate of 21.85%
that is practically identical to that of real stego objects, and the difference is
either not- or marginally-significant (p > 0.05 or p > 0.01, depending on «
and h). Thus our method is simulating stego objects with detectability that

matches that of STC-embedded objects, as intended.
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5.4 Conclusion

We have shown that our method can create simulated stego objects which are
closer in terms of distortion and detectability, to actual stego objects, than
those created by uncorrected PLS embedding. Our method can efficiently
sample the coding loss of a real stego object and derive an adjusted estimate
of the entropy which must be introduced to the simulated stego object, to
match the real world stego objects. The result is a low-cost sampling tech-
nique which significantly minimises the divergence between simulated and
real-world stego objects, allowing the benefits in terms of speed and simplic-
ity of simulating, with a closer representation to actual coding.

Our method also allows the researcher to simulate how their distortion
function may behave under different conditions, not just embedding rates.
Having used the state of the art STC algorithm, further work may establish

if we can simulate different or new additive distortion coding algorithms.
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Chapter 6

Conclusion

Since the wide adoption of the additive distortion minimisation framework,
adaptive steganography has been compromised mainly of two elements: a
user-defined distortion function which provides per cover value costs associ-
ated with change, and a code which realises these changes whilst embedding
a message. Whilst the current emphasis in research has centred around
building better distortion functions, this thesis has focused mainly on topics
surrounding coding.

The motivation for this work has come from the belief that there are
still improvements to be made in coding for adaptive steganography. Having
approached three topics from this area, we have shown there is still improve-

ments to be gained from the research area.
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6.1 Contribution of this thesis

In this section, we will discuss and summarise the contributions of this thesis.

6.1.1 Robust Steganography

Chapter 3 focused on robust steganography, an area with little prior work
that predated significant advances in adaptive steganography. Adaptive
steganography uses distortion functions to discriminate poor changes (changes
that would be more likely to render out stego object detectable to the adver-
sary) from good changes, by assigning each change a cost. We then wish to
minimise our distortion whilst encoding our message, as such, distortion is a
proxy for detectability. Robust steganography is centred around the assump-
tion that stego objects are usually very fragile, and are heavily reliant on the
structure remaining unchanged, in order to convey the payload. Because of
this, stego objects are susceptible to noise; robust steganography aims to
create stego objects which can withstand noisy channels.

With the ever-rising popularity of digital media and social networking
platforms, the area of robust steganography would allow for stego objects to
be communicated via social networks or media sharing services. We consider
the noise coincidental to the channel through JPEG recompression.

My work combined the advances in adaptive steganography with error-
correcting codes to produce an embedding algorithm that both minimised
distortion and introduced robustness into the stego object. The resulting

algorithm, Dual Syndrome Trellis Codes, expanded on the state of the art
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STC algorithm, to create stego objects able to withstand the amount of
channel noise we expect to be introduced by JPEG recompression. The
research resulted in the conference paper entitled Adaptive Steganography in
the Noisy Channel with Dual-Syndrome Trellis Codes, which was presented at
the 2018 IEEE International Workshop on Information Forensics and Security
(WIFS) conference, in Hong Kong. The paper received very strong reviews

and won the best student paper award.

6.1.2 Irregular Syndrome Trellis Codes

Our work on Irregular Syndrome Trellis Codes was motivated by the ap-
pearance of positive outliers, cover values which appear to be modified at
a larger rate than dictated by optimal change probabilities. If we embed
enough random messages into a cover, we would expect an embedding al-
gorithm to make changes to a cover value with a known probability (the
optimal change probability). However, since all embedding algorithms incur
quantisation to reduced the search space for solutions, the optimal change
probabilities are rarely met, causing deviations from these probabilities. The
most significant deviations from the optimal change probabilities are referred
to as the outliers.

These outliers could be an artefact our adversaries are able to leverage
for detection; they also cause an increase to distortion since we are deviating
from the optimum. The deviation from optimal change probabilities can be
quantified as the coding loss incurred by the embedding algorithm; thus, we

wish to minimise the coding loss.

146



Our work looked at modifying the construction of the parity check matrix
used during embedding, to create an irregular-shaped trellis. Whereas a reg-
ular STC uses regular shaped blocks outside of the pruning incurred during
the last few cover values, our method used variable-width blocks, formed by
tiling the matrix in row form. This allowed us to maintain a constraint of
each row in the matrix containing the same segment, tiled in an arbitrary
manner. Although our method improved on the state of the art, the im-
provement was minimal. This work was presented at the Electronic Imaging
- Media Watermarking, Security, and Forensics 2019 conference. The result-
ing paper is titled "Reducing Coding Loss with Irregular Syndrome Trellis
Codes”. During experiments, we found that the application of our method
is more significant in smaller covers. Continuing this work, we looked at the

detectability of Favicons, when combined with our method.

6.1.3 Simulating Suboptimal Steganographic

Embedding

In Chapter 5, we looked at the possible drawbacks of simulating stego objects.
The motivation for researchers to simulate is clear, it is time-consuming both
to set up a real stego system and produce real stego objects. However, there
exists a problem: simulating at the rate-distortion bound is an unfair method
of analysis. We introduced a lightweight sampling method, which accurately
predicts the coding loss as a function of the distortion function D, constraint
height of the STC h, and the embedding rate a. Furthermore, once we

have an accurate prediction of the coding loss across some cover set, we can
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simulate stego objects not at the rate-distortion bound, but closer to the
real-world conditions. The result is stego objects which are indistinguishable
from real stego objects, both in terms of distortion and detectability.

Our work allows researchers to simulate stego objects for a relatively
small cost more accurately. Chapter 5’s work resulted in the conference
paper Simulating Suboptimal Steganographic Embedding, which was presented
at the 2020 ACM Workshop on Information Hiding and Multimedia Security
(IH&MMSEC) conference, in Denver, CO. The paper received very strong

reviews and won the best student paper award.

6.2 Further Work

Over the course of a DPhil, it is natural for new exciting areas of research to
become apparent. However, due to the time restrictions in place, we cannot
always explore these areas. In this section, we highlight further work, which

we think can impact the field.

6.2.1 Further Investigation on the Construction of H

In Chapter 4, we investigated the effect of the H matrix on Syndrome Trellis
Code efficiency. Our method, Irregular Syndrome Trellis Codes showed that
an irregular matrix H could slightly improve on regular matrices. However,
an in-depth study of the H matrices has yet to be completed, and there may
be more improvements to be found, once a further understanding of the good
properties of the matrix is understood.

It is common, when designing convolutional codes, to exhaustively search
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the space of possible matrices. Whilst this may apply to constant-rate convo-
lutional codes, to Syndrome Trellis Codes, this becomes increasingly complex:
one of the attractions of using an STC is that it can work with arbitrary sized
covers and messages. Since the height of H is variable (the constraint height),
and the width is also variable (dictated by «), an exhaustive search would
require finding many optimal sub-matrices. Instead, the research could be
conducted in the area of understanding the properties of ]I:]I, such as short

cycles, or large branching factors.

6.2.2 Non-Binary Sub-Optimal Simulation

Whilst in Chapter 5, we primarily used binary STCs for our code, there exists
no reason that over codes could not be used. In particular, the multi-layered
STC and non-binary STC as introduced in Section 2.7.2 would be of interest.

With multi-layered STCs, since the coding loss is compounded by the
extra constraints of embedding using Wet Paper Codes and an STC across
two layers of the cover. Interestingly, if the sender was able to sample the
expected coding-loss of the multi-layered STC accurately, one may be able
to approach the problem of how much payload to split into each layer in a
better manner.

For native non-binary STCs, researchers are even more reluctant to gen-
erate real stego objects, as the time complexity is far higher than binary
and multi-layered STCs. Whilst we assume our method would be directly
applicable without change to native non-binary STCs, it would be useful for

researchers because of the same rationale as binary STCs.
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6.2.3 Lazy evaluation of trellis for high q value

embedding

Throughout this thesis there has been a heavy focus on the Syndrome Trellis
Code algorithm. Whilst STCs are the state of the art, and it is unlikely for
binary embedding that significant improvements can be found, for the non-
binary embedding this is not the case. We as researchers have also accepted
a constraint height h € {6,7,...,12} as a reasonable in terms of a distortion-
time complexity trade-off. In fact, for the ternary embedding case (¢ = 3), it
is almost certainly the case that a multi-layered STC would be used, rather
than the native ternary arithmetic STC, because of time complexity.

The ability to embed using high values of ¢ such as 5, 7, or 9 would allow
adaptive steganography embedding to consider higher dimension changes.
However, the time complexity constraints of the STC algorithm arguably is
the limiting factor to researchers exploring this area.

Our preliminary work has identified large inefficiencies in the trellis con-
struction. Mainly that an STC is not much more than a breadth-first search,
exploring each possible encoding from within a quantised set; the non-zero h
elements per column in H reduces the embedding operation to O(q") opera-
tions. This inefficiency has already been highlighted, in the area of the STCs
original algorithms basis; the Viterbi decoder, resulting in the Lazy-Viterbi
decoder [123]. Using the Lazy-Viterbi decoder, paths through the trellis are
expanded in the order of lowest likely hood deviation from the decoders cer-
tainty. In the analogous embedding case; paths in the trellis are expanded

on the lowest distortion cost basis.
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With higher ¢ values, larger changes to the cover elements would likely re-
sult in larger distortion values. Because the original STC algorithm expands
each path (each assignment of x; — y;), most of these extra paths would
likely be cancelled out by a lower cost incoming edge from a lower ¢ value
path. However, the search space would increase - there are ¢" embedding
states per cover element, as such, the STC will decrease distortion as ¢ in-
creases by virtue of expanding more states, but the number of low-cost states
as a proportion of all states decreases as ¢ increases; the trellis becomes less
efficient.

This work would allow researchers to use values of ¢, and h previously con-
sidered impractical, and opens the path for researchers to see if detectability
gains can be made in the higher ¢ space.

To demonstrate this, we implemented a Lazy-Viterbi like embedding al-
gorithm and compared it to a native STC. In Fig 6.1 and Fig 6.2 we show
a native STC, and Lazy-Viterbi like algorithm. It is clear that the Lazy-
Viterbi algorithm is more efficient, with less cancelled edges being produced,
and fewer states explored, whilst still finding low-cost solutions to the em-
bedding problem: of all the accepting states, an equally low distortion path
was found for both the STC and Lazy-Viterbi algorithm. In total, the STC
algorithm explored 167 states and 420 edges (of which 262 are inactive),
compared to the Lavy-Viterbi’s 119 states and 131 edges (of which 21 are
inactive).

Whilst the above work is limited with a low constraint height (h = 4),
it is our expectation that the STC performance degrades in O(¢") and will

suffer from a combinatorial explosion in time complexity, whereas the Lazy-
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Viterbi algorithm will be much more efficient. This would allow researchers

to approach the area of high ¢ embedding.
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Figure 6.1: STC trellis, h = 4, ¢ = 3. Red edges denote paths which are
cancelled out by lower cost edges. Green and red nodes indicate accepting
and non-accepting message states respectively.
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Figure 6.2: Lazy-viterbi trellis, h = 4, ¢ = 3. Red edges denote paths which
are cancelled out by lower cost edges. Green and red nodes indicate accepting
and non-accepting message states respectively.
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Appendix A

Syndrome Coding

Consider the following binary matrix H, message m, and input cover x:

0001111 1 0
H=1011001 1| =0l m=|1
1010101 1 0

The syndrome Hx evaluates as:
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As Ha # m, we flip the cover value i, which has a subsequent i* column

in H that equals Hx — m:

0 0 0
0 0 0

We flip @5 to create the stego vector y, of which the syndrome Hy = m:
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Appendix B

(7,4) Hamming Codes
The (7,4) Hamming Code takes k = 4 information bits, which results in the

code word of length n = 7:

{01762763764} — {61702763764765766767}7 <B1>

such that the following constraints are met:

01@02@C3@05:0 <B2)
01@03@64@06:0 <B3)
C1 @ Co 69 Cy @ Cr = 0 <B4)
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Figure B.1: Representation of the (7,4) Hamming Code parity.

In Fig. B.1 we show the above parity check constraints. If we took the

assignment:

(G 1,02 = 1,63 = 0,C4 = 1, <B5)

then the parity bits would be:

Cy = O,CG = O, Cr = 1. (BG)

As such we transmit the code word:
1101001,
if a single error occurs, and the resulting code word is received:

1001001,
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then following the constraints, we can identify ¢, is invalid, and can correct
so that the value is flipped back to 1.
More generally, we can express the constraints in B.2 with a parity check

matrix:

1110100
1011010, (B.7)
1101001

doing so, if we set the values of ¢, ¢, and ¢; to 0, we can use the method as
outlined in Section A to fix the syndrome required (000), making the required
modifications to the code word.
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