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Abstract

The integration of distributed renewable resources relies increasingly on
‘smart’ solutions, requiring data to schedule, control and plan the operation
of distributed assets within future energy systems. Such data can include
household and even personal information. Personal location data can give
valuable insights with relevance for energy consumption. Movement pat-
terns and occupancy states help with scheduling of appliances, heating loads
or storage, and other applications may yet emerge. Many smart home busi-
ness models rely on data for their service provision. The potential upsides
from the use of personal location data are met with growing concerns over
information privacy. We present results from a representative UK survey on
attitudes towards location data sharing. Our findings suggest that many of
the resulting service benefits are widely appreciated. However, trust in the
organisations delivering them is low and may inhibit their uptake. Less than
20% of people are were willing to share their location data with an energy
utility. In addition, the sense of control over location data appears low. Only
15% claim to understand who had access to their location data and 70% of
participants feel that these settings are outside their control. These findings
pose challenges for policy and regulation of data access. We make policy
recommendations that seek to ensure smart solutions are not inhibited by
a lack of public trust. In some cases this may require default settings that
better match public expectations of data sharing defaults.
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1. Introduction

Smart homes offer new opportunities for energy providers and consumers
[1]. Potential benefits include increased convenience, more sophisticated
monitoring and controlling of personal energy use and improved energy effi-
ciency. Whether smart technologies ultimately reduce consumption remains
disputed in the literature [2, 3, 4, 5]. At the national level, smart homes can
aid grid-balancing, facilitate automated responses to dynamic energy tariffs
and match demand with supply in real time [6, 7, 8, 9].

A growing number of smart home services rely on personal location data.
Smartphones and other sensors can provide personal location data to schedule
appliances and heating systems and train sophisticated algorithms on daily
routines to optimise their operation [10, 11, 12]. Smart home developments
are therefore actively promoted by various policy initiatives [13].

In exchange for such benefits, smart homes and their emerging Internet
of Things (IoT) vastly expand the collection, utilisation and dissemination of
personal information, stretching ‘the boundaries of the home into cyberspace’
[4].

Smart home devices allow passive, sometimes imperceptible, data collec-
tion. Users intentionally, unwittingly or näıvely allow their personal infor-
mation to be collected processed and shared by smart home technologies.
The smart home literature suggests that preferences become more lenient
the greater the perceived gains from data provision are [14, 15, 16, 17, 18].

For example, a study by KPMG [19] showed that while 79% of the re-
spondents were concerned about providing their personal data to external
organisations, 58% still agreed to grant them access if it reduced their mo-
bile internet charges.

Trust in the organisations collecting data affects personal preferences on
data access. Studies in Germany and the UK outline how electricity con-
sumers mistrust utility companies, hindering the potential of smart meter
roll-outs [20, 21]. Meyer and Rakotonirainy [22] find that smart home users
are less concerned to share data insights with family members than with
external enterprises.

Location data contain personal information on whereabouts, insights into
mode of travel, relationships and interests and can also result in insights into
moods, stress levels, personality type and health [23, 17, 24, 25]. Tucker
[26] has shown that past location data records can be used to predict a
person’s location up to 80 weeks into the future with 80% accuracy and
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Weber [27] warns that the collective data from IoT devices can result in
‘total surveillance’.

As smart homes expand the collection and dissemination of personal data,
information privacy is becoming increasingly important for smart home pol-
icy development [28].

IoT ecosystems make it challenging to control the flows of the data ex-
tracted, processed or shared, let alone to understand the wider social impli-
cations. Lack of awareness about the implications of sharing personal data
is widely reported on [29, 30, 31, 32].

Transparency is complicated through data aggregation and widely preva-
lent practices of data-trading, machine learning and ‘black box’ algorithms
[33, 34, 35].

Concerns have been raised that the IoT may disrupt the concept of in-
formation control, which ‘forms an integral part of information privacy’ [36].
Wachter [37] argues that awareness of personal data flows would be essential
for informed decisions about and control of such data. Consent is therefore
often granted too lightly and should not necessarily be considered ‘informed’
[38].

The energy research literature on information privacy and data sharing
preferences covers many implications of smart meters and load profile data
[39, 40, 41, 42, 43].

Data sharing preferences and information privacy implications of location
data have thus far received little attention in the smart home literature.
Most empirical studies look at data sharing preferences as simplistic, self-
contained exchanges, in which a type of service is provided in return for
location data. Risks relating to unsolicited access and secondary uses remain
largely unaddressed [15, 44, 45, 46]. Neither is the need for people to have a
sense of control over their data sufficiently addressed [17, 18].

This paper therefore explores preferences for location data sharing for
smart home services. Based on insights gained from a representative UK
sample the study assesses attitudes towards location data sharing, it’s per-
ceived benefits to users and their potential concerns.

2. Aims and methods

Some clear energy service benefits can be offered in exchange for personal
data. This study focusses on this exchange and the role of the service provider
as a trusted agent. The following research question will be addressed:
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How dependent is willingness to share personal location data on the of-
fered services and their providers?

To address this question we evaluate the results of an online survey. The
sample (N=701) is representative of the UK population above the age of 18
(see Table 1). It was recruited with the help of a market research company
from a panel of 450,000 UK residence. Participation was incentivised with
reward vouchers.

Table 1: Characteristics of the representative UK survey
population (N=701)

Characteristic Representation

Gender Male 51%
Female 49%

Age group 18-24 12%
25-34 17%
35-44 18%
45-54 18%
55-64 14%
65+ 21%

Income up to £7000 8%
- £15,000 18%
- £25,000 27%
- £35,000 18%
- £45,000 11%
- £55,000 5%
£55,000 or more 7%

Education GCSE 22%
A-level (or equivalent) 22%
Bachelor’s degree 25%
Master’s degree 8%
Doctoral degree 2%

Survey questions are listed in Table 4 in Appendix A. The survey collected
a wealth of contextual information. Only a subset of these are part of this
analysis. The focus here in on questions on willingness to share data and the
sense of control over these data.
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The first part of the survey establishes the general willingness to share per-
sonal location data (‘I would feel uncomfortable to have my location tracked
by my smartphone’). This question is repeated at the end of the survey to
assess any changes in attitudes in response to the survey itself.

The second part questions the services for which people would be willing
to share their location data (see Table 2) and some organisations they would
share these data with to enable such services (Table 3).

Most responses are coded on a five point scale from ‘strongly agree’ to
‘strongly disagree’. Unless otherwise stated we group ‘agree’ and ‘strongly
agree’ as agreement and the same with ‘disagreement’.

Table 2: Location data supported service choices for sur-
vey participants

Group Service provision

Personalisation Targeted advertisement
Location relevant recommendations
Improving the online services I’m using

Mobility Travel directions and traffic predictions
Finding nearby parking

Locating Finding friends and family
Letting friends and family find me
Finding my phone

Public Improving public transport
Preventing spread of infectious diseases
National security

Energy Energy savings
Scheduling washing machine

Table 3: Potential recipients of location data for survey
participants

Group Data recipients

Personal Close family
Close friends
Spouse/partner
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Group Data recipients

National High Court
National Security Council
National government departments (e.g. UK Department for Transport)

Local Local police office
Local government
Local GP
Local restaurants/bars/clubs

Commercial Insurance companies (e.g. Aviva, AXA)
Financial institutes
Smartphone providers (E.g. Apple, Samsung)
Retail stores (e.g. Sainsbury, Tesco)
Utility companies (e.g. British Gas)
Smart Home companies (e.g. Nest, Samsung, SmartThings)
Unknown companies

Technology Social Media Platforms (E.g. Facebook, Instagram)
Internet retailers (e.g. Amazon)
Tech companies (e.g. Google, Microsoft)
Data analytics companies (e.g. Cambridge Analytica)

Other Universities

The third part of the survey addresses data sharing settings (3.A ‘It is
clear to me when my location data is collected’, 3.B ‘I understand who has
access to my location data’) and control over these settings (2.E ‘It is difficult
to control my location data settings’).

Additional questions have been collected about the nature of their privacy
concerns and other habitual behaviour in relation to data (Appendix A). A
fuller discussion of these contextual data is available from Reisch [47]. In this
paper we focus specifically on willingness to share location data for services
and with service providers. The wider survey responses did not produce any
additional explanatory variables to support our analysis and are therefore
not elaborated on here.

The level of familiarity with location data reliant technologies is taken
into account. Respondents were asked whether they own a smartphone, how
attached they are to their phone and how frequently they use it, as well as how
frequently they use location-data reliant services. Likewise (after providing a
brief explanation of smart homes) respondents were asked whether they own
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smart home technology and, if so, whether these respond to their location.
The full survey data is available on request.
The quality of responses was generally high. The survey took on average

15 minutes to complete. Surveys completed in less than 5 minutes (48 cases)
are considered invalid and are not included. These were replaced with new
recruits to ensure the representativeness of the study.

3. Results

Figure 1 shows the unease participants expressed about sharing personal
location data. At the start of the survey 49% agree or strongly agree that
they would feel uncomfortable to share such data. By the end of the survey
this figure has risen to 60%. The share of participants with no concerns drops
from 24 to only 14%. We will return to this significant shift resulting from
the awareness raising nature of the survey itself in the Discussion Section.

The overall ratings for willingness to share location data are highly con-
text specific. Figure 2 breaks agreement and disagreement to share data
down into three segments: appliances, services and service providers.

The least controversial smart appliances are lights and space heating sys-
tems. Motion sensitive lights are already commonplace as a safety feature
and a heating system that responds to occupancy is also agreeable to nearly
half the sample. It wasn’t specified to participants how the data is collected
in technical terms. The context of the survey suggests that the data is col-
lected and shared via a smartphone. In the context of lights it is conceivable
that participants had motion sensors in mind, which are a more private use
of location data.

Some of the smart appliances most cited as examples in the smart home
literature have considerably lower approval ratings. Less than a third would
trust their hot water or washing machine to be operated based on location
data and less than a quarter approve of fridges or dishwashers to be operated
‘smartly’ in this way. For fridges this finding is particularly interesting, given
that smart fridges could operate within their thermal limits, such that the
user experiences no discernible change in service. It is possible that a lack
of information about the impact of a ‘smart fridge’ underlies these results
and more communication and practical experience with such appliances is
needed for the public to accept them more widely.

The highest approval for services to use location data applies to estab-
lished services, such as ‘find my phone’ and navigation, which are in com-
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24 14

49 60

Start End

[Strongly]
Agree [%]

[Strongly]
Disagree [%]

Figure 1: Increasing share of participant feel ‘uncomfortable to have my location tracked’
by the end of the survey
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Energy saving Energy utility

SmartphoneFind my phone 53

37

23

8

8

16

16

18

7Washing machine Smart home

Service provider [%]Service [%]

= Intersection

Figure 3: The combined approval for services and the relevant service provider is low

mon use and bring clear benefits to users. For energy savings the results
are somewhat ambivalent. 37% would agree to share location data to save
energy (costs) while 34% do not. Targeted advertising receives the lowest
approval, with only 17% willing to share their location data for this ‘service’
(despite its ubiquitous use).

The highest diversity in approval ratings in Figure 2 is among potential
data recipients. Sharing location data among family members has the highest
approval of all categories (68%), while unknown companies rank lowest with
only 8%.

The two service providers of particular interest for this analysis are utili-
ties and smart home service providers. Neither of them receive high approval
ratings. Compared to the 37% share of approval for energy savings, the share
of people willing to share data with two of the most relevant organisations
is 18% and 16% for utilities and smart home companies respectively. The
intersection of these two groups is smaller still at 7% and 8% (Figure 3).

The tendency that willingness to share data for a service is greater than
the willingness to share it with the relevant institutions is summarised in Fig-
ure 4. Across all services the rate of agreement to share location data is 50%,
but across the service providers it is merely 28%. Nearly two thirds (64%)
report that they would not agree to share their data with the institutions in
Table 2.

The majority of respondents struggle with this differentiation between
data uses and organisations that ultimately gain access to it. Only 15%
claim to ‘understand who has access to my location data’, as shown in Figure
5. Consistent with this finding are high levels of unease about the levels of
control over location data, as seen in Figure 1. 70% of respondents feel that
data collection is outside of their control and 65% wished they had better
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Agree [%]

Disagree [%] 39 64

2850

Services Service 
Providers

Figure 4: Aggregate willingness to share location data for services and with service
providers

control over such data.
Participants more familiar with smart technologies are also more will-

ing to share data. Regular users of mobile apps using location data report
12% less often that they are uncomfortable with having their location data
tracked. This group is 36-39% more likely to share data for services and with
organisations.

However, on average 69% of this group perceive the ways in which their
location data is collected, processed and shared to be somewhat or completely
outside of their control. The desire for more control is similar to those with
less smartphone use and exposure to location tracking apps.

4. Discussion

The survey aimed to address the question ‘How dependent is willingness
to share personal location data on the offered services and their providers?’.
This section discusses the implications of our findings.

Even though the 85% of smartphone users have their location data col-
lected [48, 49], almost half of the survey participants expressed discomfort
about location data collection. This raises questions over the nature of their
consent and could pose a barrier for many energy relevant saving opportuni-
ties, such as scheduling of space and water heating systems and training AI
systems on load forecasting and estimation of demand side flexibility.

11



[Strongly]
Agree [%]

[Strongly]
Disagree [%]

59

15

12

65

Would like 
better control

Understand
who has access

Figure 5: Few participants claim to “understand who has access” and a mojority wished
for “better control” over their location data.

12



Beyond a general discomfort, willingness to exchange personal location
data depends on the offered services and their providers, with a striking
discrepancy between the two. Just because data is made available for a
service, does by no means equate to a permission for other types of uses or
users. Large parts of the population are unsure about the extent to which
their data is shared. With better controls they may not grant the access they
currently do. These results apply to the frequent and non-frequent users of
data reliant technologies alike.

Smart homes stand to increase the volume of data collection and with it
the need to control these data. On the other side of the argument are calls
for data to be ‘presumed open’ to maximise its potential benefits so long as
these are not personal in nature or violate a set of conditions [50].

If a smart energy system, based on significant data sharing, is to be
achieved in a consensual fashion, trust in the institutions collecting and shar-
ing the relevant data will need to be addressed.

The results above indicate that initial privacy by design settings could
be beneficial, especially for those 65% who wish they had better control over
their data. Only personal information which is essential for specific service
provision should be collected, as proposed by [51]. After use such data should
be deleted by default [52, 27].

The GDPR already addresses some of these issues in the European Union
[53]. Technical and organizational privacy by design measures represent one
of the core tenets of the introduced standards. These prescribe data protec-
tion by design and by default, restrict data collection to what is absolutely
necessary and constrain the sharing practices of such data with third parties
(Article 25.1, 25.2 in EU, 2016). However, Wilson et al. [1] point out that
smart home providers still lack adequate consideration of privacy measures.

A clear downside of a survey based approach and a limitation of this study
is the potential gap between expressed and revealed preferences. An online
survey is not a representative environment in which to express hypothetical
choice preferences. The high willingness to share data in practice exemplifies
this gap. However, increasingly often purchasing decisions and preferences
are decided in online environments that are not unlike a survey, with little
time and attention given to wider context and small print. Furthermore, the
shift of 11 percentage points in unease about data sharing during the course
of the survey itself suggests that even modest amounts of information are
still able to shift not yet fully formed public opinions.

Even though 32% of respondents claim to frequently or always carefully
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read through Terms and Conditions, only 15% state that they understand
their data flows. McDonald and Cranor [54] estimate that thorough study of
all online privacy policies would take a typical user about 244 hours per year.
Either they haven’t read the Terms and Conditions as carefully as claimed, or
the information was not adequate to provide them with this understanding.
As Véliz and Grünewald [38] points out, one has to question the degree
to which their consent can be considered ‘informed’. One of our reviewers
suggested to follow up on the extent to which participants understand the
implications of their responses more empirically. For instance, in a future
survey participants could be presented with the opportunity to read Terms
and Conditions relating to the survey itself and later ask specific questions
about their content, to verify the extent to which these have been read or
understood. This process could mimic the conditions under which consent is
often provided in online environments.

As data increasingly becomes a tool of exchange through which consumers
gain access to different services, new tools are needed through which con-
sumers can adjust their data flows according to their varied and context-
dependent preferences. This is especially the case when external organisa-
tions trade these data to extract additional value [55, 56]. For example,
Amardeo et al. [57] propose a concept of ‘virtual identity’, which refers to
a form of digital identity management. Data subjects only reveal what is
deemed necessary for the delivery of a specific service, and which can be
readily adjusted depending on the respective contexts and circumstances.

Cate and Mayer-Schönberger [58] suggest shifting informational privacy
settings away from the data subject altogether, by postulating responsible
data stewardship practices for the data users. Our survey data suggests that
the heterogeneity of individual and contextual preferences does not lend it-
self to this one-size-fits-all approach. Furthermore, the number of shared
appliances and applications requiring individual review of terms and condi-
tions followed by a considered selection of complex access choices makes this
approach increasingly impractical.

We therefore propose a personalised data sharing format, which allows
users to set their preferences in one place and apply them to all their associ-
ated appliances. Jointly used appliances share the lowest common denomi-
nator of their associated users. This approach requires a degree of standard-
isation. Within such a system appliances cannot share any data unless their
user(s) have authorised the appliance to do so.

Users keep an overview of any appliances and applications that collect and
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share their data (and with whom). If they change their mind and wish to
include or exclude organisations from their approved list, this can be applied
to all appliances and applications in one go. Access settings can themselves
‘learn’ from other user preferences, such as with fuzzy trust based access
control scheme or ‘privacy coach’ functionality [59, 60].

Enhanced control and awareness have been shown to positively affect
individuals’ willingness to provide and share data [16, 61, 41, 42].

We recognise that many technical, regulatory and institutional challenges
need to be overcome to realise such an approach. The importance of data
for future services, warrants further discussion of improved personal data
sharing preference formats.

5. Conclusion

A representative sample of 701 UK participants has been surveyed on
their attitudes towards smart service provisions and their willingness to share
personal location data for different services and with different parties.

A discrepancy between the willingness to share data for services and will-
ingness to share data with relevant organisation has been exposed. Trust in
some of the key organisations appears to be low. While 37% are in favour of
using location data for energy saving, 8% or less agree to share location data
with utilities or smart home companies for this purpose. Only 15% claim to
understand who has access to their location data, raising questions over the
degree to which their consent can be considered ‘informed’.

It is therefore plausible that data is currently collected without fully in-
formed consent from wide parts of the population. While a significant num-
ber of people claim to read the Terms and Conditions (32%), far fewer (15%)
seem to appreciate what they are consenting to. Terms and Conditions that
are not understood by users should be considered void.

The lack of awareness is clearly exemplified by the shift in ease over
personal data sharing observed during the course of the survey itself. The
response towards feeling uncomfortable about location data tracking between
the start and the end of the survey shifted by 11 percentage points.

These results raise questions over the willingness to share personal loca-
tion data with institutions, even when the implicit service provision is de-
sirable. Furthermore, 70% feel that location data collection is outside their
control and 65% would like to have more control.
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If a smart energy system based on significant data sharing is to be achieved
in a consensual fashion, trust in the institutions collecting and sharing the
relevant data will need to be addressed. We have proposed an individu-
alised personal data sharing preference format, which may address the sense
of control over personal data and ultimately increase trust for its consented
use.
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Appendix A

Table 4: Full set of survey questions and response options
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No Question Options

1.A I would feel uncomfortable to have
my location tracked by my
smartphone.

1.B To what extent would you agree to
have the following home
appliances turn on/off in response
to your location?
(1) Lights,
(2) Heating/thermostat,
(3) Television,
(4) Fridge,
(5) Washing machine,
(6) Hot water tank,
(7) Dishwasher,
(8) Air conditioning,
(9) Radio,
(10) Home security system,
(11) Window shutters

1.C To what extent would you agree or
disagree to share your location
data in exchange for. . .

Table 2

1.D To what extent would you agree or
disagree to share your location
data with. . .

Table 3

1.E What is your gender? (1) Male; (2) Female; (3)
Other.

1.F What is your age? (1) 18-24, (2) 25-34, (3)
35-44, (4) 45-54, (5),
55-64, (6) 65+.

1.G What is your highest educational
qualification?

(1) Doctoral degree,

(2) Master’s degree,
(3) Bachelor’s degree,
(4), Higher National
Diploma,
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No Question Options

(5) Higher National
Certificate,
(6) A -Level (or
equivalent),
(7) GCSE,
(8) None of the above.

1.H What is your total annual income
before deductions for income tax,
National Insurance, etc.?

(1) up to £6,999,

(2) £7,000 – £14,999,
(3) £15,000 – £24,999,
(4) £25,000 -£34,999,
(5) £35,000 -£44,999,
(6) £45,000 - £54,999,
(7) £55,000 or more,
(8) n/a.

1.I When do you tend to adopt new
technologies?

Scale 1-5, [1: I am
amongst the first, 5: I
am amongst the last].

1.J Our global problems are. . . (1) Created by
technology, (2)
Worsened by technology,
(3) Independent to
technology,
(4) Improved by
technology,
(5) Solved by technology,
(6) I’m not sure.

1.K Do you own a. . . (1) Smartphone,
(2) Mobile phone,
(3) Both (a mobile
phone and a
smartphone),
(4) Neither.
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No Question Options

1.L My phone screen is amongst the
last things I look at in the evening
and the first thing I look at when I
wake up.

1.M I only very rarely use my phone
1.N How often do you use the following

services on your smartphone?
(1) Very frequently, (2)
Frequently, (3)
Sometimes, (4) Rarely,
(5) Never.

[Maps/navigation; Track friends
and family].

1.O Do you own any of the following
smart home appliances? And if
not, would you like to?

(1) I own it,

[Smart thermostat, Smart lights,
Smart plug, Smart meter, Voice
assistant, Smart home security
system, Smart fridge, Smart
washer/dryer].

(2) I want to own it,

(3) I’m unsure if I want
to own it,
(4) I don’t want to own
it.

1.P If you own smart home appliances,
do they respond to the location of
your smartphone?

(1) Yes, (2) No, (3) I’m
not sure

2.A The ways in which my location
data is collected, processed and
shared is. . .

(1) Completely outside
of my control,

(2) Somewhat outside of
my control,
(3) Fully in my control,
(4) I’m not sure.

2.B I would like to have better control
over how my location data is
collected, used and shared.
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No Question Options

2.C I consciously disable my
smartphone’s location service. . .
[Only posed to smartphone users].

(1) Always, (2)
Frequently, (3)
Sometimes, (4) Rarely,
(5) Never, (6) I’m not
sure.

2.D I check and adjust my privacy
settings. . .

(1) Always, (2)
Frequently, (3)
Sometimes, (4) Rarely,
(5) Never, (6) I’m not
sure.

2.E It is difficult to control my
location data settings.

3.A Compared to most people, my
awareness of privacy issues is. . .

(1) Non-existent, (2)
Poor, (3) Average, (4)
Above average, (5)
Outstanding, (6) I’m not
sure.

3.B. It is clear to me when my location
data is collected.

3.C I understand who has access to my
location data.

3.D I carefully read through Terms
and Conditions. . .

(1) Always,

(2) Frequently,
(3) Sometimes,
(4) Rarely,
(5) Never,
(6) I’m not sure.

3.E I would feel uncomfortable to have
my location tracked by my
smartphone. [Posed towards
beginning of survey].

3.F What information can be
extracted from a person’s location
data?

Checkbox. [Check as
many as applicable]
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No Question Options

[Regular habits and activities;
Relationships; Income; Interests
and hobbies; Political views;
Spending patterns; Fitness profile;
Profession; Mode of transport
(walking, cycling, car, railway); A
detailed map of their whereabouts
and movements; Their age; None
of the above].

3.G What are you concerned about
when sharing your location data?

Checkbox. [Check as
many as applicable]

[Identify theft; My data falling
into the wrong hands; Commercial
disadvantages; Targeted
advertisement; Surveillance; Illegal
hacking; My data being passed on;
Other (not listed here)].

3.H To what extent would you agree
with the following theoretical uses
of location data?
(1) Your family and/or spouse
have a constant overview of your
location;
(2) Your location data has been
used to assess how healthy your
lifestyle is. Your health insurance
premium and other services are
affected;
(3) Your credit rating is affected
due to insights your credit
institute gathers from your
location data;
(4) Your GP makes health and
dietary recommendations based on
your location data;
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No Question Options

(5) A company targets you with
adverts based on your daily
routines from your location data;
(6) Your pay is adjusted after your
employer reviews your location
data;
(7) You track your child’s location
data].

3.I I would feel uncomfortable to have
my location tracked by my
smartphone. [At end of survey].
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