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Abstract

Battlefield data have become a critical asset in contemporary defence. Yet there is a gap in the relevant literature, whilst
it addresses various aspects of defence data management—including cybersecurity, interoperability, and decision-making
support—it overlooks how these data should be collected, curated, and accessed to enhance the responsible development
of Al-enabled defence capabilities. This article addresses this gap first by reviewing existing data policies strategies of
NATO and Five Eyes Member States to assess the extent to which they focus on battlefield data, and then by outlining how
national defence organisations should manage these data to maximise their strategic value whilst mitigating the attendant
ethical, legal, and social risks. We argue that due to their non-rivalrous, artificially excludable nature, battlefield data should
be conceptualised as an artificial club good and that national defence organisations have ethical obligations to act as club
manager to leverage the potential of these data to develop more robust, reliable and controllable Al defence capabilities. We
conclude the analysis proposing two sets of policy recommendations to aid national defence organisations in discharging
their responsibilities as club managers for battlefield data.

Keywords Artificial intelligence, Al Ethics - Battlefield data - Data-centric defence - Data governance - Data sovereignty -

Defence - Defence digitalisation - Defence technology, Ethics of Defence

1 Introduction

The use of data to improve defence capabilities is not a
novelty in defence. For instance, the Patriot missile sys-
tems have long collected data on interception accuracy and
overall effectiveness, informing refinements in air defence
strategies.1 Companies, such as Lockheed Martin, North-
rop Grumman, and BAE Systems, integrate secure telemetry
systems in their technologies, ensuring that defence stake-
holders receive comprehensive performance insights. How-
ever, the digitalisation of defence—the increasing reliance of
defence processes on digital technologies—and the adoption
of defence capabilities endowed with artificial intelligence
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(AI) have made data essential. With Al, data have become
an increasingly strategic asset in defence (Taddeo 2024).

Literature on the management of defence data is vast,
and key themes include cybersecurity risks, interoperability
within national forces and amongst alliances, readiness of
access, and how to leverage data to support decision-making.
To the best or our knowledge, in this debate, however, there
is little specific and explicit focus on battlefield data and how
they should be managed—collected, stored, and shared—to
support defence, whilst avoiding ethical, legal, and social
risks. This article fills this gap, by considering how national
defence organisations (i.e. ministries of defence, defence
procurement agencies, defence research institute, defence
forces, defence and review board) can, and ought to, leverage
the potential of battlefield data to support the development
of Al defence technologies.

Filling this gap has become increasingly more important
as digital technologies are becoming pervasive in defence.
Historically, collection and management of battlefield
data were predominantly within the purview of govern-
mental defence agencies. However, the adoption of digital

! https://www.gao.gov/assets/t-nsiad-92-27.pdf.
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technologies, and particularly Al, has propelled private
technology companies to the forefront of data collection,
management, and analysis. This transition is evident in
various facets of defence operations, including intelligence
gathering, surveillance, and reconnaissance (Blanchard and
Taddeo 2023; Ghioni et al. 2024) (). And it can have severe
negative ethical, legal, and social implications (ELSI),
like the erosion of data sovereignty, breaches to privacy,
and hindering the development of more robust and reliable
technological defence capabilities. Here, we argue that we
should shift from a private-led to a public-led curation of
these data and that defence agencies have obligations—that
is an obligation that follows them being part of a State—to
play a more active role in the collection and management of
these data and to leverage them to support the development
of more robust Al technologies. We also note that the ana-
lysing and addressing ethical challenges posed by battlefield
data has implications that extend beyond these specific data
to the broader digitalisation of defence technology, mak-
ing battlefield data governance a crucial test case for wider
defence sector data policies.

In the rest of this article, we take battlefield data to indi-
cate data collected within, or about, battlespace activities,
conditions, and adversarial operations. They comprise,
amongst other things, terrain and weather data, locations,
movement of combatants, non-combatant data electronic
warfare, cybersecurity on the battlefield, strategic analysis,
logistics, supply chain, and infrastructure, systems perfor-
mance. The volume of these data has increased dramatically
over the past decades thanks to the adoption of a host of
digital technologies in defence. For example, progress in
the miniaturization of computing power has increased the
availability of high-fidelity sensors deployed on the battle-
field (Watling 2023). Machines can now pick up, store, and
process a widened range of signals—radar, electro-optical,
acoustic, electromagnetic, thermal and positional—about the
battlespace (Zhu et al. 2021).%

Compared with the controlled, often digital, environments
(e.g. social media, finance, insurance, medicine, manufactur-
ing and gameplay), battle environments are often devoid of
complete, high-quality, non-discrepant data, because such
environments are harsh, adversarial, complex and variable
(Michel 2023). Developing Al on such highly complex and
variable data improves the robustness of these technologies,
their reliability, and may even foster better human control.

2 The reader interested in more information, may find useful visiting
this link for detailed list of parameters for drone-enabled data collec-
tion https://ardupilot.org/plane/docs/logmessages.html.

3 In the rest of this article we use ‘defence data’ to refer to all data
related to defence activities, not only those related to battlefield. We
use ‘battlefield data’ to indicate specifically data as defined in this
section.
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For example, as a standard business practice, a drone com-
pany operating in a warzone regularly logs its drones’ flight
data. The battle environment would likely leave imprints
onto these data, by recording any disruptions to the data link
between the drone and its operator arising from adversarial
electronic warfare. These data can offer insights on how to
improve the drones’ performance in such an environment. A
common tactic against drones is jamming electronic signals.
Drone developers that could rely on data about flying whilst
being jammed can keep improving their drones so that they
can operate in other challenging, adversarial environments
(Meaker 2023).

In this article, we offer a review of the relevant policies
strategies to evaluate their focus on battlefield data (Sect. 2).
We then outline the principal ethical challenges associated
with managing such data, ranging from the privatisation
of battlefield data and the erosion of data sovereignty to
heightened risks of privacy breaches and mass surveillance
(Sect. 3). We proceed to present our conceptual framework
for a defence-led management of battlefield data, show-
ing how this framework enables defence organisation to
addresses effectively several of these challenges outlined in
Sect. 3 and to meet their ethical obligations (Sect. 4). Finally,
we offer two sets of policy recommendations aimed at max-
imising the strategic value of battlefield data for defence
(Sect. 5). The Annex complements this analysis by detailing
four primary approaches to data management in defence,
along with their ethical and security implications.

2 Mapping Data-centric defence policies

We reviewed relevant policies of Western defence actors (we
focussed on Five Eyes’ and NATO’s Member States and
of NATO itself) to assess the extent to which they address
specifically battlefield data and their use to support devel-
opment of Al technologies. We find that existing policies
prioritise using data to improve real-time decision-making
and enhance networked warfighting capabilities—primar-
ily through data interoperability and shared standards for
data quality and curation. When considering battlefield data
specifically, our analysis shows that all reviewed Western
defence organisations recognise the value of these data, but
only Germany, the UK, and the US have published policies
to exert some form of control over these data. Of the three
countries, only the US has defined policies to leverage the
potential of these data to develop and improve Al technolo-
gies (Table 1). This approach, however, remains severely
undermined by questions concerning the protection of intel-
lectual property (IP), more on this presently.


https://ardupilot.org/plane/docs/logmessages.html
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Table 1 A summary of the key finding of our review of data governance policies of Five Eyes’, NATO’s Member States, and of NATO itself

State actor

Data strategy focus

Battlefield data management

Al development support

Key limitations

Limited emphasis on Al
innovation

Focus on battlespace under-
standing rather than techno-

Australia Real-time battlefield analytics No specific management
across domains via Joint policies
Data Network

Canada Comprehensive data govern-  No specific management
ance framework (DAOD policies
6500-0)

France SCORPION programme No specific management
for real-time information policies
sharing

Germany Al coordination for C4ISR Limited (SFCAS programme
and joint-domain operations  only)

New Zealand Information management No specific management
programme for data mod- policies
ernisation

Spain European defence fund par-  No specific management
ticipation policies

United Kingdom Data strategy for defence

treating data as strategic
asset

United States Comprehensive data initia-
tives including federated

catalogues

NATO Alliance data-sharing ecosys-

tem pilot initiative policies

Partial framework established Unspecified Al support

Most advanced approach

No specific management

logical innovation

Decision-making focus only ~ Primary use for operational

advantage, not R&D

Lacks R&D integration Strategic documents present
but missing battlefield data
specifics

Limited (proof of concept) Contractors required to supply
data via centralised platform

for SFCAS only

Focus on digital literacy and
enterprise systems

No Al development support

No technology development  Data sharing with NATO allies

for analysis only

Contractor data-sharing
protocols exist but lack Al
development specifications

Yes, but undermined IP protection issues severely
limit effectiveness of 2023

Al Adoption Strategy
Federation model for interop-
erability, Al development

potential uncertain

Unclear future direction

2.1 Data management policies across western
defence organisations

The Australian Department of Defence has adopted a bat-
tlefield data strategy through its Joint Data Network initia-
tive, focussing on integrating real-time battlefield analytics
across land, sea, air, and cyber domains (Department of
Defence 2024a). The Department’s Defence Data Strategy
2021-2023 and the updated Defence Strategy 2.0 stress the
decision advantage achieved by transitioning to a data-cen-
tric defence force (Department of Defence 2021). Central
to the implementation of the data strategies is the OneD-
efenceData platform, which provides a common interface
linking disparate data sources to enable enterprise-wide data
catalogues, archiving, search, access, and analytics, bringing
together a reliable and accurate common operating picture
(Department of Defence 2024b). In these documents, the
primary function of data is to facilitate greater understanding
of the battlespace; there is less emphasis on using data as a
key input to defence technological innovation.

The Canadian Department of National Defence and the
Canadian Armed Forces have also established a compre-
hensive policy approach for the collection, sharing, and
management of battlefield data. These initiatives aim to
enhance operational effectiveness and ensure that data is

leveraged as a strategic asset. One of the key policies in this
area is the Defence Administrative Orders and Directives
6500-0* on Data Management and Analytics. It focuses on
enabling authorised personnel to access, collect, and manage
data across all defence programmes, supporting a data gov-
ernance framework that defines the roles of data stewards,
ensuring data interoperability with allies, and maintaining
data quality and security (Department of National Defence
and Canadian Armed Forces 2022). The 2019 DND/CAF
Data Strategy envisions data to be leveraged in “all aspects
of Defence programmes”, but the primary use case remains
focussed on “enhancing our defence capabilities and deci-
sion-making, and providing an information advantage during
military operations” (Minister of National Defence 2019, 9).

The French Ministry of Armed Forces has advanced bat-
tlefield data collection through its SCORPION programme.’

4 https://www.canada.ca/en/department-national-defence/corporate/
policies-standards/defence-administrative-orders-directives/6000-
series/6500/6500-0-data-management-and-analytics.html.

3 https://www.army-technology.com/news/scorpion-vehicles-jaguar-
and-griffon-delivered-to-the-french-army/#:~:text=counter%2Ddro
ne%20landscape-,SCORPION%20vehicles %2C%20Jaguar%20and %
20Griffon%2C%20delivered%20to%20the%20French%20Arm
y,time%20communication%20and%20battlefield%20digitisation.
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This programme focuses on modernizing the French Army's
capabilities by integrating real-time information sharing
across armoured vehicles, command centres, and infantry
units. A central component of SCORPION is the Systéme
d'Information du Combat de SCORPION, that facilitates col-
laborative combat through real-time communication and bat-
tlefield digitization. In line with NATO’s approach, French
defence policies prioritise interoperability with NATO
allies and relies on structured data-sharing agreements with
contractors to refine combat operations. The French Min-
istry of Armed Forces has published a series of strategic
documents—including the 2018 Digital Transformation
strategy, the 2019 AI in Support of Defence Strategy, and
the 2021/2023 Data Roadmap—to prioritise the use of data
for gaining operational superiority (Martin and Liversain
2024). These are much-needed steps to modernising the
French defence’s data governance, yet they lack a precise
description for how battlefield data should be managed and
leveraged for the research and development of defence tech-
nological capabilities.

Germany's Bundeswehr prioritises the use of data in ena-
bling seamless combat operations. For instance, the Army
has published a series of concept notes outlining its vision
for the future digital battlefield, emphasising the use of Al
to coordinate a growing number of sensors and effectors
and improve capabilities across Command, Control, Com-
puters, and Communications and Intelligence, Surveillance,
Reconnaissance (C4ISR). The Luftwaffe, too, expects Al
to synchronise data to enable joint-domain operations
(Borchert et al. 2024). This approach is exemplified by the
European Systeme de Combat Aérien Futur (Future Combat
Air System) (SFCAS) programme. SFCAS is an interest-
ing example of a shift in data management in defence. It
involves Germany, France, and Spain, and aims to develop
a sixth-generation advanced combat aircraft by 2040. The
programme emphasizes the collection of battlefield data
through advanced sensor fusion and Al-enabled combat
analysis. Contractors working with the German defence are
required to supply operational data to users via a centralised
platform to enhance system performance and maintain com-
patibility with European defence initiatives.® This is a cau-
tious step in the right direction with respect to leveraging the
potential of data for technological innovation. Albeit limited
to the development of a specific capability, this programme
may serve as a proof of concept for any strategies attempting
to leverage in a systemic way the potential of battlefield data
to develop Al-enabled defence capabilities.

% https://thedefensepost.com/2024/06/12/german-consortium-ai-
backbone/#:~:text=A%20consortium%200f%20German%20fir
ms,the%20German%20armament%20procurement%20agency.
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The New Zealand Defence Force (NZDF) has now
devised an Information Management Programme to modern-
ise its data management practices. Some of the programme’s
deliverables include the creation of an integrated data plat-
form, an enterprise digital archive, and general programmes
to enhance digital literacy across the defence force (Little
2023). At the operational level, in line with the New Zealand
Defence Doctrine, the NZDF acquired SitaWare Command
& Control and Battle Management System, which provides
a comprehensive view of the battlefield, enabling rapid
information sharing amongst headquarters, units, vehicles,
and individual soldiers (‘New Battle Management Software
for the Army’ 2016). Yet, there are no measures addressing
explicitly the collection and use of battlefield data to support
Al, or wider technology, development.

The Spanish Armed Forces have invested in battlefield
data-sharing technologies as part of their participation in
the European Defence Fund. Data collection from Spanish
uncrewed aerial vehicles and armoured divisions is trans-
mitted to NATO allies for joint analysis and operational
improvement (Martin 2023). However, Spanish policies
recognise the strategic importance of battlefield data, their
primary focus remains on interoperability rather than lever-
aging these data to foster more robust, secure, and reliable
defence technologies, particularly Al-driven ones.

The UK Ministry of Defence (MOD) has articulated a
comprehensive approach to data management through its
Data Strategy for Defence, emphasising the treatment of
data as a strategic asset (UK Ministry of Defence 2021).
The strategy mandates that all defence-related data to be
collected, curated, and exploited across governmental
departments to enhance decision-making capabilities and
operational efficiency. A notable aspect of this strategy is the
establishment of data-sharing protocols that defence contrac-
tors are required to adhere to. These protocols ensure that
pertinent data from various defence activities are accessible
to relevant stakeholders within the MOD, fostering a more
integrated defence infrastructure. The MOD has also estab-
lished frameworks and regulations that require defence con-
tractors to share data related to their testing environments,
including battlefield data from drone testing. These meas-
ures heading in the right direction. However, they offer a
partial solution to the questions of management of battlefield
data, insofar as they do not specify whether these data can,
or indeed should, be leveraged to support the development
of new Al capabilities.

The UK Data Strategy for Defence also establishes a
framework for data management. Through data-sharing
protocols and comprehensive cybersecurity requirements,
the MOD ensures that defence contractors contribute to the
defence data ecosystem. However, at the same time, the
management of these data is often outsourced to the private
sector,positing risks of overreliance on the private sector.
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This is often referred to as commercial lock-in or ‘vendor
lock-in’, whereby a defence agency becomes overly depend-
ent on a single supplier or contractor for a defence prod-
uct, resulting in a range of issues from interoperability to
monopolisation to price extortion. We shall return to this
point in Sect. 3.

To “avoid vendor lock-in and promote optionality” and
taking steps to unlock defence data to enable “complex,
multi-party, secure data-sharing” (‘Defence Artificial Intelli-
gence Strategy’ 2022), the MoD has also promised to pursue
reforms to the defence acquisition process to enhance open
standards’ and interoperability. For example, in a report to
the Parliament, the Secretary of State for Defence articulated
the importance of ensuring that industry contracts delivery
comply with open standards and can be integrated into the
defence ‘system of systems’ before it enters into service (UK
Ministry of Defence 2023).

The US Department of Defense (DoD) has put in place a
wide range of initiatives to prompt the sharing of battlefield
data to support innovation. These include data lakes and
data-brokering solutions (see Appendix). DoD has priori-
tised using data to enable the Joint All-Domain Command
and Control warfighting capabilities,® it has also been very
forward thinking in attempting to harness data’s value for
defence technological innovation. Its 2020 Data Strategy
proposes steps to make all DoD data visible, accessible,
understandable, linked, trustworthy, interoperable, and
secure. A series of data decrees released in 2021 provided
further impetus to “maximize data-sharing and rights for
data use” and treat all DoD data as enterprise resources
(Hicks 2021).

Regarding preferences for a data management system, US
defence policymakers have favoured a federated data cata-
logue with “automated data interfaces” built with “industry-
standard, non-proprietary, preferably open-source, technolo-
gies, protocols, and payloads” (Hicks 2021). As the DoD’s
2023 AI Adoption Strategy posits, a federated system is best
suited to support DoD’s mix of centralised and decentral-
ised services (‘2023 Data, Analytics, and Artificial Intelli-
gence Adoption Strategy: Accelerating Decision Advantage’
2023). A 2024 report by the Defense Innovation Board con-
curs that a federated data catalogue for defence technology—
accessible by a trusted community of industry vendors, war
fighters, and acquisition programme executives—is needed
to integrate data sources from multiple vendors across the
defence industrial base (Defense Innovation Board 2024).

7 These are publicly available specifications and protocols that enable
interoperability between different Al systems, models, and platforms
without proprietary restrictions.

8 https://www.defense.gov/News/News-Stories/Article/Article/36834
82/hicks-announces-delivery-of-initial-cjadc2-capability/.

We shall return to federated solutions for data-sharing in
Sect. 5 and in the Appendix.

The efficacy of the DoD approach is undermined by gov-
ernment’s insufficient property rights over data collected via
technology platforms developed by industry. For example,
a 2024 report by the US Defense Innovation Board notes
that DoD is often unable to access and manage data origi-
nating from systems it subscribes to or builds in collabora-
tion with industry, partly because of uneven requirements
for vendors to provide their application programming inter-
faces (Defense Innovation Board 2024). DoD’s fragmented
data access rights undermine its ability to aggregate and
ensemble from various platforms and services for future
use. Hence, it was recommended that DoD secure contrac-
tual data access to ensure it can leverage these resources for
future data transformations and ensembles (Defense Innova-
tion Board 2024).

These constraints offer an important lesson when con-
sidering policies strategies to control and leverage battle-
field data (more broadly defence data): without a substantial
reframing of the role of the DOD in data management, and
without a comprehensive approach to procurement and a
redefined relationship between private and public actors in
defence, the DoD’s 2023 AI Adoption Strategy risks remain-
ing experimental rather than an opportunity to transform
data management in defence.

NATO has also developed strategies focussing on defence
data. Although its main focus remains data standardization
and real-time information sharing amongst its members. To
aid NATO’s increasing need for interoperability, NATO
launched the Alliance Data Sharing Ecosystem pilot initia-
tive in 2024 to foster secure data-sharing at speed and scale
to enhance situational awareness and data-driven decision-
making.” It aims to connect data from both external stake-
holders (e.g. academia and industry) and internal ones (e.g.
Digital Ocean, Alliance Future Surveillance and Control)
through a federation model for data exchange. It remains to
be seen whether and how data interoperability is for NATO
a goal in itself or a preliminary step to foster the sharing and
use of defence data to aid the develop Al, and other digital,
defence capabilities.

9 https://www.nato.int/cps/fr/natohq/news_229523.htm?selected Lo
cale=en.

10 https://www.nato.int/nato_static_fl2014/assets/pdf/2024/12/pdf/
241213-DBRA.pdf.
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Fig. 1 A conceptual map of the challenges related to the management of battlefield data presented in this section

3 Challenges in controlling and managing
battlefield data

Curating battlefield data poses severe ethical, legal and
social challenges, which vary with the actor in charge of
the curation. These include the risks of excessive priva-
tisation of the data and Al capabilities; the loss of digital
skills in defence organisations; the erosion of data sov-
ereignty; the infringement of intellectual property (IP)
rights; risks of privacy violations and mass surveillance;
and the fragmentation of data archives (see Fig. 1). In the
subsequent sections, we disentangle these challenges for
analytical clarity, though they remain deeply interwoven
in practice. For instance, the privatization of data directly
impacts data archiving and sovereignty, whilst threats to
data sovereignty amplify risks related to privacy breaches
and mass surveillance.

These challenges are not limited to battlefield data;
rather, they beset the wider transition towards a data-cen-
tric paradigm in defence technology innovation, as the
defence sector as a whole becomes increasingly digital-
ised. Thus, insights gained from considering and tackling
these challenges specifically with respect to battlefield
data could yield valuable lessons to inform broader data
policies strategies across the defence sector.

@ Springer

3.1 Privatisation of data, loss of digital skills
and capabilities

Private technology companies and defence start-ups have
become crucial players in the provision of defence capabili-
ties. Big Tech provides the fundamental digital infrastruc-
ture (e.g. cloud servers, satellite services) to enable digital
warfighting. In Ukraine, for example, Microsoft provided
the cybersecurity capabilities to thwart Russia’s attacks on
Ukraine’s critical infrastructure, Amazon helped migrate
critical Ukrainian government data out of the country to
prevent data loss from physical destruction of hardware
and servers, and SpaceX formed the backbone of Ukraine’s
military communications via its Starlink satellites (Franke
2024). Big Tech are not the only new entrants to the defence
industry. According to a 2024 report by McKinsey, defence
start-ups are well-positioned to provide a range of novel
capabilities—including sensing and connectivity; advanced
computing and software; autonomous systems; and biotech-
nology (Klempner et al. 2024).

Private companies often pioneer technologies later
adopted by government organizations, fostering a symbiotic
relationship between the two sectors (Sezal and Giumelli
2022). Yet, the growing dependence on private companies
to collect, manage, analyse, and disseminate battlefield data
intensifies the ongoing transfer of digital skills and resources
from the public to the private sector. Indeed, this continual
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transfer of expertise and resources risks undermining the
capacity of defence organizations to control and govern digi-
tal technologies, including battlefield data, independently.
This heightens the risk that accountability and responsibil-
ity gaps may occur (Gregory et al. 2021); as private enti-
ties operate under commercial interests rather than public
accountability frameworks, making it challenging to enforce
transparency, oversight, and adherence to ethical standards.
Additionally, if these companies face financial difficulties,
policy changes, or external pressures, this could create
severe vulnerabilities to defence organisations. For exam-
ple, if a key supplier of critical defence components goes
bankrupt or faces regulatory restrictions, it could disrupt
military supply chains and compromise national security.
If the transfer of resources and capabilities continues,
the relationship between the public and private sectors in
defence may increasingly resemble a form of data feudal-
ism. The idea describes the impact of private companies’
outsized control over data and other digital assets on societal
structures, including public institutions (Saura Garcia 2024),
resulting in large power asymmetries between tech compa-
nies and the different actors in modern societies. Applied to
the case of defence organisations, data feudalism increases
the risks that these organisations may find themselves overly
dependent and even exploited by tech providers, should
they fail to assert control over battlefield data. This is not a
remote risk. For example, the UK MoD observes that,

“[a] large amount of defence data is held by suppliers
and third parties, making it difficult to access, update
without cost or leverage for exploitation” (UK Minis-
try of Defence 2021).

Commercial lock-in of data aggravates the risks of data
feudalism. The case of Ukraine offers a good example. This
country has witnessed an influx of private defence technol-
ogy companies to support its defence against Russia’s full
scale invasion in February 2022 (Soesanto 2024). Without
data standardisation and the government’s assertion of data
rights, the proliferation of actors collecting battlefield data
will only create more data siloes that remain inaccessible
to national defence organisation to develop and improve
defence technologies. At the same time, over dependence
from private companies for defence data may erode national
decision-making capacity, compromising strategic auton-
omy. In this sense, questions concerning the privatisation
of data are also a matter of national sovereignty, as we shall
see in the next section.

3.2 Data sovereignty erosion
Scholars generally agree that the global reach of tech provid-

ers can complicate traditional notions of state control and
authority (Gu 2024). The term “technopolarity” is quite

relevant here to describe “an emerging world order in which
the largest technology companies rival nation-states as the
primary players in international affairs”.!! Private firms,
through their control of critical data, technologies, and skills
may seek to shape, or influence national defence policies and
strategies in ways that align with their corporate interests
rather than national security priorities (Khanal et al. 2024).
Technology companies may also act in ways that defy the
national security objectives of sovereign states. This was the
case for example with Starlink’s refusal to turn on its satel-
lite communications in support for an Ukrainian offensive in
September 2023 (Borger 2023). Risks for data sovereignty
also occur when foreign actors collect and use battlefield
data without granting the local government adequate control
over data flow, thereby undermining national authority over
critical data. This type of risk became evident, for example,
when reports found that private companies collected and
sold location data, enabling the tracking of US military and
intelligence personnel, allowing foreign entities to moni-
tor their movements without the US government's consent,
thereby undermining data sovereignty.'?

The increasing prominence of dual-use technology com-
panies—like Google, Amazon, Microsoft, SpaceX and
smaller defence start-ups—also challenges to data sover-
eignty and governance. This is because these companies
have different incentives than traditional defence contractors.
Unlike traditional defence contractors, which rely heavily on
public demand for growth and profits, these companies often
derive the majority of their profits from the civilian market,
granting them greater bargaining power vis-a-vis public sec-
tor procurers and amplifying the risk of regulatory capture
(Coveri et al. 2024).

As defence organisations deepen their collaboration with
tech companies, it is imperative to shape these partnerships
to prevent private entities in defence from prioritising corpo-
rate interests over the public good when the two are in con-
flict. Ensuring alignment between technological innovation
and national defence objectives remains a critical challenge
in preserving public accountability and strategic autonomy.

3.3 IP and innovation conflicts

The transferring of control of battlefield data from tech firms
to defence organisations also poses commercial challenges.
For example, it could introduce significant risks for intel-
lectual property (IP). Defence contractors invest heavily in

I Bremmer, Tan. 2021. ‘How Big Tech Will Reshape the Global
Order’. Foreign Affairs, October. https://www.foreignaffairs.com/artic
les/world/ian-bremmer-big-tech-global-order.

12 https://www.wired.com/story/phone-data-us-soldiers-spies-nucle
ar-germany/.
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developing proprietary Al models, data analytics frame-
works, and Al systems. These assets represent substantial
intellectual property holdings, which are at risk when shared
with government entities. When governments demand
access to such proprietary datasets, private firms risk los-
ing their competitive advantage, as defence organisations
might replicate, adapt, or share proprietary technologies
with competitors without adequate compensation. Indeed,
government-imposed data-sharing may disincentivise the
private sector investment in research and development fear-
ing that innovations will be expropriated without sufficient
safeguards.'?

Additionally, corporate confidentiality agreements protect
proprietary data from unauthorised disclosure. Government
contracts are subject to the same stipulations. For example,
under the relevant US laws, the scope of the government’s
right to use, release, or disclose the technical data underlying
an item typically depends on who paid for its development
(Baker et al. 2015). Only in cases where a defence product
is developed exclusively through federal funding, then the
government has unlimited data rights. When private funding
is involved, the government’s data rights can be much more
restricted (Peters 2022).

Should governments attempt to mandate access to pri-
vately held information, legal disputes may arise over juris-
dictional control, ownership rights, and the extent to which
governments can demand corporate trade secrets (Morten
2023; Levine and Sarnoff 2024). Some companies fear that
excessive government oversight and intervention could lead
to forced technology transfers, a common concern in govern-
ment procurement and supplier agreements in international
trade disputes. Addressing these issues adequately is crucial
to the development of a digitalised, data-centric defence. As
the reader may recall from Sect. 2, IP protection is the main
obstacle to the successful implementation of US defence
data strategy.

To mitigate risks of over reliance from the private sector
and erosion of data sovereignty, a paradigm shift is needed to
reposition defence organisations as central actors in control-
ling battlefield data whilst curbing the privatisation of data
and digital skills. To be successful, this shift must envisage
robust incentives for the private sector to continue foster-
ing innovation, ensuring that national security imperatives

13 Tech companies navigate complex legal frameworks when con-
sidering whether to share their data with government institutions.
Regulations, such as the General Data Protection Regulation (GDPR)
in Europe and the California Consumer Privacy Act (CCPA) in the
US, impose stringent requirements on how data can be collected,
processed, and shared. But these frameworks often clash with gov-
ernmental demands for access to private sector datasets, particularly
in areas involving national defence and security exposing them to fur-
ther liabilities.
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coexist with the vitality of technological innovation (Taddeo,
Blanchard, and Pundyk 2024 ).

3.4 Excessive data collection

The collection of battlefield data often involves sensitive
personal data concerning military personnel, non-combat-
ants, and enemy combatants. Excessive data collection—dis-
proportionate and unnecessary—as well as any unauthorised
access to such data, whether through cyberattacks, insider
threats, or inadequate security protocols, may lead to the
exposure of critical intelligence, subsequently placing indi-
viduals and their privacy at risks. For example, biometric
data, such as facial recognition profiles, fingerprints, and
DNA samples, are increasingly utilised in conflict zones
(Jacobsen 2022). These are highly sensitive data and their
collection and storage pose risks for human rights as wells
as for national security.'*

The digitalisation of defence may prompt excessive data
collection and undue surveillance. Consider, for example,
‘data creep’. This occurs when the ability to analyse data
expands, notably through advancements in Al, resulting in
an escalation of data collection practices (United Nations
High Commissioner for Human Rights 2021, 4). Here, the
intrinsic characteristics of Al serve as the driving force
behind the acquisition of increasing volumes of data, encom-
passing diverse types and sources. Consequently, defence
organisations and contractors may engage in extensive, dis-
proportionate data collection; when this includes personal
data, privacy is at risks ( Taddeo 2013 ).

Should governments use these data for national security
purposes, this may also lead to undue surveillance. This is
a risk that is already evident when considering data collec-
tion for the use of Al for intelligence purposes (Blanchard
and Taddeo 2023 ). For example, Weinbaum and Shanahan
show that,

Current intelligence practices involve extracting infor-
mation of value from large datasets of cross discipline
(cross-intelligence) information — the needle in the
haystack — leading to the bulk collection and storage
of hay in hopes that eventually all needles will exist
inside. In a more data-orientated era, it is increasingly
possible to draw intelligence of value from the data in
aggregate (temporal and geospatial behaviour patterns,

14 Note that whilst the obligations and rights provided by regulations
like the EU’s GDPR may be restricted to safeguard national security,
defence, and public security, such restrictions remain conditional to
the respect fundamental rights and freedoms and need to pass a test
of necessity and proportionality on a case-by-case basis. They are
not blanket carve-outs for national security and defence applications
(Afina and Grand-Clément 2024).
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for example). This can result in an ironic dilemma in
which there is too much data for humans to search
effectively for needles, yet not enough accessible data
from which to draw and validate useful intelligence.
(Weinbaum and Shanahan 2018, 6)

At the same time, should foreign private companies con-
trolling battlefield data decide to grant access to their domes-
tic government, on top of eroding national data sovereignty,
this would also lead to breaching privacy, and subjecting
foreign citizens to undue surveillance. Hence, it is important
to establish clear regulations regarding the scope and pur-
pose of battlefield data collection, the authorised entities to
access them, oversight mechanisms to ensure compliance
with such regulations, and criteria to ensure necessary and
proportionate data collection and access.

3.5 Fragmentation of data archives

Defence organisations and private contractors often operate
within siloed data environments, this hinders seamless data
integration. Problems like lack of common data formats,
standards, and protocols are amplified at the alliance level,
as more national defence organisations have developed dis-
tinctive practices over time. Various initiatives—for exam-
ple, NATO’s Data Exploitation Framework Policy and the
Data Exploitation Programme—have attempted to increase
interconnectivity across the allies’ different data environ-
ments, but efforts to create an integrated and singular secure
data environment across alliances remain inchoate (Soare
2023; NATO 2024).

Acquisition strategy is another source of the problem.
Until recently, the application-centric approach had been
the paradigm for defence acquisition in the US. One expert
noted that DoD’s focus on

buying next-generation platforms rather than the sen-
sors, payloads, and communications systems needed
to make both existing and next-generation platforms
work together more effectively is a deep cultural limi-
tation of the military. (Harrison 2021)

This is the root cause of many interoperability limita-
tions present in DoD today, which is why the Department
is increasingly prioritising modular systems with substi-
tutable components in its procurement strategy using the
Modular Open Systems Approach.'> A similar approach has
been developed by DoD’s Chief Digital And Artificial Intel-
ligence Office, which launched the Open Data and Appli-
cations Government-owned Interoperable Repositories

15 https://uscode.house.gov/view.xhtml?req=(title: 10%20section:
4401%20edition:prelim)%200R %20(granuleid: USC-prelim-title 10-
section4401)&f=treesort&edition=prelim&num=0&jumpTo=true.

initiative in 2024 to create a “multi-vendor ecosystem’ for
industry and government to integrate platforms and tools
whilst preserving government data ownership and industry
IP.'®

Applications- or platforms-centric data practices create
another challenge: data are siloed within disparate defence
branches. Because data practices are tailored to the needs
of specific defence applications, there is a lack of com-
mon standards in formatting and structuring the data across
defence. For instance, developed by the US Airforce and the
Army respectively, both F-35 s and land power assets have
stovepiped communications and sensory networks, meaning
that the Army’s platforms cannot share information effec-
tively with the Air Force’s (Chakraborty 2021; McGiffin
2024). This is why, intermediary nodes and communica-
tions networks are necessary to put the platforms in con-
tact, reducing the readiness of data-sharing across different
platforms (Hoehn 2022, 18). Adding to the interoperability
challenge is the fact that each component of the defence
department has developed an idiosyncratic lexicon for its
data.

Data sharing across classification levels is another per-
sistent challenge. It emerges when considering the tension
between data-sharing and ‘need to know’ principle, which
implies that a case has to be made to access highly sensitive
data, adding an extra layer of bureaucracy to the process.
For example, the US national security community has long
acknowledged overclassification as a significant barrier to
efficient data exchange (Cuillier 2023). The isolation of clas-
sified IT systems, driven by stringent security requirements
has led to a proliferation of incompatible data environments.
The MOD exemplifies this issue, admitting in March 2024
that it maintains “too many secret cloud capabilities” and
aims to transition to a single secret cloud provider to stream-
line access to classified data (McClintock et al. 2024).

Due to the absence of cloud connectivity, classified data
often must be stored or transmitted manually, creating sub-
stantial logistical challenges and further complicating inter-
organisational data-sharing. The decision-making process
for releasing classified data is equally cumbersome, fre-
quently involving lengthy reviews by multiple stakeholders.
For instance, components of the DOD often require case-
by-case authorisation from foreign disclosure officers and
data owners before sharing relevant information with allies
and mission partners. These bureaucratic processes, cou-
pled with fragmented technological architectures, impede
timely and effective collaboration, raising questions about

16 https://www.defense.gov/News/Releases/Release/Article/37918
29/cdao-announces-new-approach-to-scaling-data-analytics-and-ai-
capabilities/https%3A%2F%2Fwww.defense.gov%2FNews%2FRel
eases%2FRelease%2FArticle%2F3791829%2Fcdao-announces-new-
approach-to-scaling-data-analytics-and-ai-capabilities %2F.
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the balance between national security imperatives and opera-
tional efficiency.

Lack of consistency in data management can degrade the
performance of technologies, particularly Al systems that
rely on such data for training and operational effectiveness.
Thus, overcoming this fragmentation is a goal, but it is also
a requirement for data-centric defence. Defence organisa-
tions leading the collection and management of battlefield
data would pursue consistent practices. At the same time,
however, the definition of shared standards for data man-
agement and curation is as a preliminary step for defence
organisations if these are to control and curate battlefield
data and leverage their potential to develop Al capabilities.

The analysis proposed in this section reveals that the tran-
sition to a data-centric defence creates a tension between
technological capability and governance control. The grow-
ing dependence on private technology companies for bat-
tlefield data collection risks data feudalism, where defence
organisations lose strategic autonomy to commercial inter-
ests, whilst fragmented data systems across incompatible
platforms and classification levels undermine the interoper-
ability that data-centric approaches promise to deliver. Com-
bined with eroding public sector digital capabilities, com-
plex intellectual property disputes, and inadequate privacy
safeguards, these challenges suggest that implementing data-
centric defence successfully requires defence organisations
to reassert control over battlefield data whilst establishing
robust frameworks that balance innovation incentives with
sovereignty protection and ethical governance. In the rest
of this article, we outline an approach to meet these needs.

4 Battlefield data as an artificial club good

The gaps and challenges outlined in Sects. 2 and 3 can be
tackled effectively through a governance approach that bal-
ances ethics, i.e. respecting individual rights and the values
of liberal democracies, Just War Theory principles, and Al
ethics principles; robust and effective Al defence capabili-
ties; and digital sovereignty. In this article, we argue that
this balance is best achieved once we understand the eco-
nomic nature of battlefield data and the ethical obligations
of defence organisations.

Battlefield data are relatively non-rivalrous. Like other
types of digital data, they are not consumed by access/
use. Yet, their strategic value diminishes if these data are
accessed by all interested actors, especially adversaries.
They are also non-excludable.!” In principle, anyone on
the battlefield may record data about the environment and

17 Even if one may imagine that some data—e.g. data about activities
inside the cockpit of an F-35—may not be easily accessible. We still
take battlefield data to be non-excludable as in great part these data
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the activities within it. For example, a soldier (or a non-
combatant who has access to a battlefield) can record data
about weather patterns, drone activity, and destroyed tanks.
In economic terms, by nature, battlefield data are an impure
public good. Yet, national defence and security imperatives
demand access restrictions, turning these data into an arti-
ficial club good—non-rivalrous and selectively accessible.
This explains why, thus far, the private-led curation of battle-
field data has faced little resistance. However, this approach
has proved to be problematic. It is at the root of most of the
challenges we described in Sect. 3 and, going forward, risks
hindering the responsible development and deployment of
Al in defence and to undermine the autonomy of defence
organisations and their control over Al technologies. This
is why we argue that we should shift from a private-led to a
public-led approach to the management of these data.

Defence organisations should act as club manager'®
for this artificial club good to safeguard data and leverage
their value. As club manager, defence organisations would
be responsible for determining who can access the data,
establishing rules for data-sharing and use, maintaining
data quality and security, and ensuring that access restric-
tions serve the strategic interests of the managing organisa-
tion whilst maximizing the value derived from the shared
resource. Both pragmatic and ethical reasons support this
shift. Pragmatically, battlefield data derive from adversarial
activities subsidised by the State and concern technologies
procured with public funds. These data have huge relevance
for national defence and security, so national defence organi-
sations should be in charge of their management. Ethically,
defence organisations have obligations concerning Al tech-
nologies, which derive from the ethical principles of Just
War Theory and those specified for Al in defence—like
those adopted by the US, the UK, and NATO ( Taddeo et al.
2021, Taddeo 2024) .

Just War Theory provides the foundational framework
for establishing the duties of defence organisations to over-
see battlefield data governance. These duties stem from
core principles that demand strict control over instruments
of warfare, including distinction between combatants and
civilians, military necessity, and proportionality in response
( (Blanchard and Taddeo 2022b; 2022a)). To limit the risks
of breaching these ethical principles when using Al in war
waging, defence organisations must maintain comprehen-
sive oversight of the technologies they deploy. A defence-led
management of battlefield data serve this goal and would

Footnote 17 (continued)

concern dynamics and events observable at least by those present on
the battlefield.

8 A club manager is organization or entity that controls access to
and oversees the distribution of a club good.
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create pathways for developing more robust and reliable Al
systems.

In the same way, acting as club managers of battlefield
data would enable defence organisation to discharge obliga-
tions posed by the Al ethics principles for defence. Con-
sider for example, ‘Al robustness’, this is an ethical princi-
ple adopted by the US (DIB 2020), UK (‘Defence Artificial
Intelligence Strategy’ 2022), and NATO' (Taddeo et al.
2021). Robustness is crucial as a robust AI model is less
vulnerable to cyberattacks, third party manipulations, and its
outcome is also more predictable, thus it is more reliable and
more controllable (Taddeo, McCutcheon, and Floridi 2019).
As we mentioned in the introduction, operationally relevant
battlefield data are crucial to improve Al robustness (Tad-
deo et al. 2022). It follows that defence organisations who
commit to robustness as an ethics principle informing the Al
lifecycle also commit to leverage these data for the develop-
ment of AI. Robustness is best achieved when developers
can rely on big data sets, thus, to be effective battlefield data
need to be curated at scale, a task that defence organisations
are best placed to achieve.

Al robustness would also be improved if battlefield data
were made equally available to all relevant defence contrac-
tors procuring Al technologies and their use made manda-
tory for testing, evaluating, and validating Al technologies
before adoption. This task that requires mandatory power,
coordination and oversight over diverse set of battlefield
data, defence organisations have the authority, power, and
reach to act as the necessary institutional bridge between
operational requirements, technological capabilities, and
ethical obligations, whilst enforcing standardised govern-
ance frameworks across all relevant stakeholders and ensur-
ing that battlefield data management serves national defence
interests.

Managing these processes would enable defence organi-
sations to participate in the development of technological
innovation rather than merely procure and consume it,
reducing the risks of over dependence from private actors,
of lock-in, and data feudalism. It would also enable them
to maintain control of data and their flow, hence mitigat-
ing risks to data sovereignty and ensuring that criteria for
data collection and assess respect defence needs as well as
fundamental rights.

A defence-led management of battlefield data will ensure
that their value remains available across the sector to max-
imise opportunities for innovation. By granting access to
all relevant defence contractors and making mandatory test-
ing and evaluation framework based on these data, defence
organisations would also mitigate the challenges to IP

19 https://www.nato.int/docu/review/articles/2021/10/25/an-artificial-
intelligence-strategy-for-nato/index.html.

and innovation described earlier. This is because national
defence organisations would shoulder the costs of data col-
lection and curation, thereby subsidising the developing and
testing of new technologies. This along with the develop-
ment of better products and services should incentivise,
rather than discourage, the defence technology industry. At
the same time, by making these data accessible across the
board of contractors, defence organisations would distrib-
ute an advantage fairly. A shared pool of high-quality, high-
value data will lift all boats, effectively supporting national
(like-minded countries) defence industries and overall tech-
nological innovation.

It should also be noted that although defence organisa-
tions’ assertion of data rights would diminish defence con-
tractors’ claims to IP over battlefield data, this approach
would spur innovation by aiding defence tech start-ups; lead-
ing in the medium-term to a more competitive and active
industrial sector. In the absence of robust data-sharing poli-
cies, these start-ups struggle to compete with established
vendors as they lack access to the extensive battlefield data
crucial for digital defence innovations. A defence-led, gov-
ernance structure for data management has also the potential
to remedy the fragmentation of digital archives. As defence
organisations centralise control over battlefield data, they
have greater visibility over where data siloes occur and
greater authority in bridging and connecting these pockets
of data (more on this in Sect. 5).

One may claim that this approach is not feasible both
in terms of the costs (both human and economic resources
are needed) that defence organisations should bear and in
terms of reactions of the private sector. In the short run, this
approach would incur substantial costs for defence organi-
sations, but such costs are outweighed by the medium-term
anticipated benefits—ranging from enhanced control over
data, increased robustness of defence Al systems, and the
optimisation of Al capabilities, ethically sound development
of Al, to the broader promotion of technological innova-
tion. With respect to the reaction of the private sector, it
is worth recalling the findings of our policy review. As the
reader may recall, the DoD has already started envision-
ing, designing, and implementing measures that head in the
same direction of the approach proposed here. However,
these measures remain a partial success due to the lack of a
systemic approach, that would link battlefield data collection
with shared access to these data to support Al innovation,
thus offering incentives to the private sector to balance for
the erosion of IP rights. It is the acquisition of data without
returning any clear advantage for the private sector that lim-
its current US approach to battlefield data. Leveraging the
potential of these data for Al innovation as part of a defence-
led management would create a virtuous cycle where private
innovation serves public interests and public investment ena-
bles private advancement, reducing friction with technology
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providers whilst enhancing control and autonomy of defence
organisations. The approach proposed here frames a public-
led management of battlefield data in a wider framework tai-
lored to the need of an ever-more digitalised defence. Here,
we agree with Keynes that

the important thing for government is not to do things
which individuals are doing already, and to do them
a little better or a little worse; but to do those things
which at present are not done at all. (Keynes 2010)

We hold this to be true for battlefield data and defence
organizations as well. A public-led approach to battlefield
data curation is not merely an enhancement of existing
practices but a fundamental shift—one that ensures data
are managed at scale, not merely for profit, but as an ethi-
cal obligation develop responsible defence technologies.
This transformation demands systemic changes in procure-
ment, public—private relations, digital infrastructure, and
operational processes. Such a shift carries substantial costs,
requires coordinated effort, and necessitates a medium-term
strategy rooted in the respect of the values of liberal democ-
racies and the principles of Just War Theory. This is why this
shift is one of things “not done at all” by the private sector
and which falls under State’s responsibility, particularly of
its defence organizations.

The opposite solution, continuing delegating the steward-
ship of battlefield data to private actors, would be operation-
ally and ethically problematic as it would exacerbate the
challenges described in Sect. 3. These challenges—from
data feudalism to sovereignty erosion—are not isolated
failures but symptoms of a paradigm that prioritizes profit
over strategic autonomy and ethical governance. Continu-
ing with this approach would also lead severe opportunity
cost in terms of development of technological innovation
and hinder the responsible development and use of Al in
defence. If properly designed as defence-led management of
battlefield, data could overcome these limitations and foster
responsible Al in defence. In the next section, we offer two
sets of policy recommendation to inform the design of such
a governance approach.

5 Recommendations

The challenges outlined above can be tackled effectively
through governance that balances ethics, Al robustness,
and digital sovereignty. Here, we offer two sets of recom-
mendations that rest on these three elements to support both
procedural and technical choices that defence organisations
should consider in acting as club manager for battlefield
data. We should note that the recommendations presented
in this section result from an approach tailored to emerg-
ing governance challenges where comprehensive empirical
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data remain classified or otherwise unavailable to academic
researchers. They result from our policy review of Western
defence organisations (Sect. 2), technical feasibility assess-
ments based on existing data management solutions docu-
mented in both civilian and declassified military contexts
(see Appendix), and the application of established ethical
frameworks drawing upon Just War Theory principles. Our
risk mitigation strategies directly address the challenges
identified in Sect. 3, creating a coherent link between docu-
mented problems and proposed solutions. The recommen-
dations are organised into two complementary categories:
procedural measures for internal governance structures and
technical approaches for data architecture and management.

5.1 Shaping internal processes to manage
battlefield data

We suggest that defence organisations should have:

e Clear boundaries and membership—Defence organisa-
tions must define who gets access (e.g. government agen-
cies, allies, vetted contractors) and under what condi-
tions.

e Rules tailored to operational needs—Data policies should
reflect battlefield realities, distinguishing between high-
security tactical data (real-time data collected during
active military operations) and broader strategic informa-
tion (aggregate, long-term data used for planning, train-
ing, and developing AI models, and enhancing defence
capabilities). These two categories of data have varying
degrees of sensitivity and purpose, and the level of pro-
tection and sharing should be adjusted accordingly.

e Set standards for data curation—Defence organisations
should establish clear protocols for the secure storage,
cataloguing, and maintenance of data to ensure consist-
ency, reliability, and accessibility. This includes speci-
fying formats, metadata requirements, and access con-
trols to facilitate interoperability between systems and
enhance the efficiency of data retrieval and utilisation.
Effective curation practices should also encompass data
quality assurance, regular audits, and the implementa-
tion of retention and disposal policies aligned with opera-
tional and legal requirements. This measure would help
reducing the risks of fragmentation and limited interoper-
ability described in Sect. 3.

e Monitoring and enforcement—Defence organisations
should devise measures to assure technical oversight to
track data access and prevent misuse, with clear penal-
ties for breaches. This would be particularly relevant to
mitigate risks for digital sovereignty.

e Oversight mechanism for responsible practices—Defence
organisations should identify and support (for example
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ensuring traceability and transparency) a body responsi-
ble for monitoring battlefield data collection and manage-
ment practices to assure that these comply with relevant
ethical principles and human rights (see Sect. 3).

¢ Dispute resolution mechanisms—Conflicts over IP rights,
access conditions, and vendor lock-in should be handled
through transparent arbitration, avoiding bottlenecks in
critical defence operations.

5.2 Technical choices to manage battlefield data

From a technical point of view, the ideal solution needs to
ensure the scale, quality, and security of battlefield data.
Scalability is necessary for handling and extracting value
from an ever-growing volume of data emerging from the
contemporary battlefield. But scaling data without safe-
guarding data quality would create severe ethical risks,
degrading the value, useability, and trustworthiness of data
for advanced analytics, Al applications, and other defence
innovations (more on this in the Appendix). Security is a key
requirement as polluted data may lead to harmful behaviour
by Al systems, limited control of these systems and the risk
of noncompliance with international humanitarian laws, and
severe risks for the safety and security of military personnel.

We suggest that a state-led data collection and manage-
ment should not translate into centralised solutions for data
collection, storage, and curation, e.g. data lakes and data
warehouses (see Appendix). Instead, defence organisa-
tions should prefer distributed approaches and in particular
develop a federated model for data management. One form
of federated data management is data mesh, which shifts
from traditional centralised data management to a domain-
oriented model approach. This approach is being tested
by the US DoD at the moment (see Sect. 2) and best bal-
ances efficiency with security. Data ownership is distributed
across individual domains, where teams manage their own
data as a product. Domain teams are entrusted with auton-
omy and domain-local decision-making power but adhere
to a set of global rules informed by global specializations,
such as interoperability, documentation, security, privacy,
and compliance policies (CDAO 2024).

This approach is ideal for managing data in high-risk
domains, like defence, as domain ownership offers the
advantage of scale by removing common bottlenecks asso-
ciated with centralised systems. In data lake or data ware-
housing architectures, centralised data teams are responsible
for ensuring the quality and integrity of data. By contrast,
domain ownership ascribes responsibility of curation to
closer to the source of the data. Rather than aim to port data
into one large, centralised storage, data mesh focuses on con-
necting data wherever they reside using knowledge graphs
and data catalogues, streamlining the process by which data
become usable products and yield actionable insights and

overcoming the fragmentation of digital archives (Dehghani
2022).

Reduced dependencies on central data management lead
to higher scalability, allowing the organization to scale hori-
zontally (i.e. more data sources) and vertically (i.e. more
consumers) without creating a bottleneck. Data mesh can be
effectively complemented with edge computing—bringing
computation and data storage closer to data sources (e.g.
battlefield sensors)—to enhance also agility (see Appen-
dix). The double-layer of control (central and local) fosters
security as it enables multiple points of control whilst also
limiting access to data to specific ‘regions’. Data included in
a data mesh require curation, which foster data quality, limit-
ing the risks for unwanted biases, inconsistencies amongst
data, and discourages a ‘harvest now, analyse later’ approach
and related risks for privacy breaches and mass surveillance.

In short, the adopted federated model should balance cen-
tralised oversight with domain-level autonomy, by imple-
menting a governance structure that enforces data standards
across the organisation, whilst allowing domain teams the
flexibility to manage their own data. To ensure standardised
governance, defence organisations should

e Create a federated governance team comprising the rel-
evant experts and stakeholders—To define baseline poli-
cies on security, compliance, and interoperability whilst
delegating operational decision-making to domain teams.
Organisations should establish cross-domain governance
forums where representatives from each domain collabo-
rate to align their practices with global standards, resolve
conflicts, and promote knowledge sharing. This would
improve cross-domain coordination whilst retaining the
agility of domain ownership.

e Mandate transparency and compliance mechanisms—
To ensure equitable and secure data practices, organisa-
tions must enforce transparent data access policies across
domains. This includes regular audits, reporting mecha-
nisms, and adherence to standardised metadata practices
to facilitate interoperability.

e Standardise data curation practices—To prevent incon-
sistencies in data access policies and regulatory compli-
ance, organisations should define and enforce common
data governance protocols. This includes creating shared
taxonomies, metadata schemas, and interoperability
guidelines that domain teams must adopt.

e Leverage automation and monitoring for policy enforce-
ment—Automated tools should be utilised to monitor
compliance with governance policies, detect anomalies,
and enforce security measures. This includes Al-driven
compliance checks, access control monitoring, and auto-
mated reporting on data usage patterns.
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The standardised, governance structure should be com-
plemented with measures to empower domain teams to
create high-quality data products. To maximise the use of
domain-level expertise, defence organisations should

e Establish domain-level authority for data accuracy—
A data mesh, particularly when combined with edge
computing, should adopt a domain-centric approach to
adjudicate the veracity of different data sources. Poli-
cies should ensure that data published by each domain
are recognised as the authoritative source of truth within
their respective areas. This will establish clear lines of
accountability and improve trust in data integrity.

e Ensure data fidelity through domain ownership—Since
domain ownership places the responsibility for data cura-
tion closer to the source, organisations can improve con-
fidence in the fidelity of data products. Policies should
require domain teams to implement rigorous data valida-
tion mechanisms to prevent distortions and ensure data
accuracy from point of capture to consumption. Active
metadata—the use of AI/ML-enabled automated tools to
record metadata—will be key to generating data lineage
information at speed and scale to ensure the fidelity of
battlefield data.

e Decentralise data storage to strengthen security—To mit-
igate security risks, organisations should promote decen-
tralised data storage and access within a data mesh. Dis-
tributing data across multiple domains will reduce the
risk of large-scale breaches, enhance resilience, and limit
the impact of potential cyber threats.

6 Conclusion

Our analysis has showed that current approaches to bat-
tlefield data management create systematic vulnerabilities
that undermine both operational effectiveness and demo-
cratic values. In particular, the dominance of the private sec-
tor dominance over battlefield data collection and curation
makes defence organisations structurally dependent on com-
mercial entities operating under different incentive struc-
tures. This dependency manifests across multiple dimen-
sions: technical lock-in, erosion of institutional capabilities,
and compromised data sovereignty.

Our proposed framework reconceptualises battlefield data
as an artificial club good, requiring defence organisations to
assume the role of club manager. This approach addresses
the identified challenges through three mechanisms: redis-
tributing control over strategic assets, establishing equitable
access protocols, and creating incentive structures that align
private innovation with public objectives. We hope that, as
governments increasingly rely on Al across policy domains,
the governance frameworks developed for battlefield data
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may as well be a lesson to inform the governance of Al in
other high-risk domains. In these domains, governance is
not an add-on, redundant with respect to markets’ presumed
capable of self-regulation, but an essential mechanism for
both risk mitigation and resource optimization. Appropriate
governance of Al innovation of high-risk domain is a key
ethical obligation for national and supranational organiza-
tions charged with their oversight.

Appendix: Data management solutions

Technical solutions for the collection, storing, and access-
ing of data are either centralised, e.g. data warehouse and
data lake, or distributed, e.g. data fabric and data mesh. In
this section, we outline these solutions and assess their ethi-
cal implications and desirability to support the collection
and sharing of battlefield data for developing Al defence
capabilities. The data management solutions surveyed below
are attempts to achieve some form of scale-quality-security
balance. For example, data warehouses prioritise quality but
trade off scalability. A data warehouse is a centralised repos-
itory for storing, integrating, and analysing structured data
from multiple sources. It has a schema-on-write approach
(Serra 2024). Thus, data stored in a data warehouse undergo
a transformation, typically through Extract, Transform, and
Load (ETL), to extract data from source systems, enforce
data type and data validity standards, and ensure it con-
forms to the requirements of the data warehouse (Kimball
and Caserta 2004).

The ETL process provides a recurring point of interven-
tion to enforce robust governance mechanisms so that data
are safe and compliant with regulatory regimes (‘Data Mesh
vs Data Fabric, Data Lake & Data Warehouse’ 2025). For
example, defence data engineers could redact battlefield data
that may reveal a covert method of intelligence gathering
during the ETL process, reducing the impact of potential
cyberattacks. Despite its advantage in data quality and secu-
rity, a data warehouse sacrifices scalability, as it is costly to
set up and maintain and the requirement of a defined, struc-
tured schema does not work well with unstructured data,
which characterise the majority of battlefield data.

Data lakes offer a centralised alternative to data ware-
house. These are a highly scalable and flexible storage
solution, enabling organizations to ingest, store, and ana-
lyse data without the constraints of predefined schemas
or the need to perform upfront work (Ahmad and Batan
2023). In contrast with data warehouses’ schema-on-write
approach, data lakes are schema-on-read (Serra 2024).
Thus, this architecture allows organizations to accumulate
large quantities of various types of data, including those in
raw and unstructured form, favouring scalability. This flex-
ibility and scalability make data lakes suitable for pooling
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defence data to inform defence decisions in real time. For
example, DELTA, a system developed by Ukraine to facili-
tate military command and control, has been described as
the “largest Ukrainian integration platform and national
data lake that operates in the cloud” (Giordano 2024). At
the Coalition Warrior Interoperability Exercise (CWIX),
NATO’s biggest interoperability event, technicians, scien-
tists, operators, and engineers from 35 allied nations and
organisations have tested the use of data lakes to make
data discoverable, retrievable, and understandable in a
coalition environment (Giordano 2022).

Data lakes’ ability to stockpile battlefield data also offers
advantages in technological innovations in the long term. At
the moment of ingestion, analysts are not required to have
theories or hypotheses as to which and how data will be
relevant. A data lake enables the collection of any data in
case they become valuable for future use cases (Serra 2024).
However, data lakes’ lax data intake may encourage a “har-
vest now, analyse later” approach: data handlers mindlessly
accumulate and retain data just because they can, failing to
contend with the associated ethical and legal risks, such as
whether the collection of data might require consent from
data subjects, how their rights might be safeguarded, and
what remedy or accountability mechanisms are in place to
uphold their rights. These risks are especially pronounced
when data lakes enable the accumulation of large volumes
of legacy data without robust deletion or data traceability
mechanisms, which makes it difficult for operators to comply
with data minimisation, the right for individuals to request
the deletion of their data, or the right to be forgotten (Ahmad
and Batan 2023).

The accumulation of data in data lakes could also lead to
severe security risks. A single, data lake is a one-size-fits-all
solution for storing data regardless of the level of security
classification. But some incoming data might be more sen-
sitive than others and may require a stricter mechanism to
ensure their security (L’Esteve 2023). For instance, the leak-
age of personal data of combatants could be more damaging
than that of data about the battlefield environment because
the former could potentially be used by an adversary for
personalised attack and targeting. Mixing troves of data of
varying degrees of sensitivity would heighten the challenge
of isolating and address severe security risks.

Problems also emerge when considering data quality.
Data lakes’ unselective intake of data could also pose the
challenge establishing a single, authoritative “version of
truth” (Eberhard Hechler, Weihrauch, and Wu 2023). Dif-
ferent data inputs—whether from drones, satellites, sen-
sors, or human intelligence—may provide conflicting or
outdated information regarding the same event, resulting in
competing versions of the data that must be reconciled to
determine which one is most accurate and reliable. It risks
feeding ambiguous or contradictory information, potentially

leading to misidentification of targets, inefficient logistics,
or even catastrophic friendly fire incidents.

The heterogeneity of data could lead to inconsistent data
formats, varying quality standards, and disparate semantic
conventions. Without robust governance, data lakes can
become data swamps, where vast quantities of low-qual-
ity or disorganised data are dumped without plans of data
enrichment (Ahmad and Batan 2023). This increases the
cost of maintenance and storage, obscures analytic insights,
and increase regulatory noncompliance risks. Data swamps
pose severe ethical risks for as fairness, accountability, trans-
parency, and privacy (Ahmad and Batan 2023). For instance,
data lakes are rife with the risk of bias and discrimination
when used for data-driven decision-making. They often
contain vast amounts of historical data, which may reflect
existing biases and inequalities. This can lead to severe prob-
lems when considering the developing of Al capabilities, for
example systems for target identifications of autonomous
weapon systems (Taddeo and Blanchard 2022). In this case,
data may convey a bias that could lead to misidentification of
non-combatants, undermining compliance with international
humanitarian laws. To this end, Afina and Grand-Clément
argue that Al targeting systems trained on battlefield data
collected in a specific part of the world with different demo-
graphic realities could erroneously associate certain ethnici-
ties with combatant status (Afina and Grand-Clément 2024).

When data lakes include data originating from different
jurisdictions, interoperability becomes difficult, as it may
be challenging to govern data lakes in a way that respect the
applicable domestic law constraints of the different members
of a coalition. For example, when it comes to data privacy
laws, legal diversity within the NATO alliance is wide, con-
sisting of EU members; three additional members imple-
menting the GDPR and the Institutional GDPR; and six
countries with their individual non-GDPR data privacy laws
(Housen-Couriel 2022). Beyond data privacy and protection,
these countries may also have different legal interpretation
of aspects of international humanitarian laws—including
their legal classification of combatants and non-combatants,
rules on detention of combatants and non-combatants, and
the rules of engagement (Housen-Couriel 2022). Data gen-
erated by coalition members may reflect these differences,
which could lead to a hidden bias if data are being shared
across the coalition without the proper metadata documenta-
tion that detail how certain coding decisions are made.

Data fabric and data mesh are distributed approaches to
data management. Both have only recently emerged, and
there is no clear consensus on how to define them. By way
of illustration, a data fabric is

a design concept that serves as an integrated layer (fab-
ric) of data and connecting processes. A data fabric
utilizes continuous analytics over existing, discover-
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able and inferenced metadata assets to support the
design, deployment and utilization of integrated and
reusable data across all environments, including hybrid
and multi-cloud platforms. (“What Is Data Fabric?
Uses, Definition & Trends’, n.d.)

Its core capability is taking in

metadata from participating systems and users, ana-
lyzes it, and produces alerts and recommendations
highlighting how data could be better organized, inte-
grated, given meaning and used to improve the user
experience and business outcomes. (‘What Is Data
Fabric? Uses, Definition & Trends’, n.d.)

Defence organisations’ digital transformation strategies
increasingly reference the concept of data fabric. To imple-
ment its Digital Transformation Vision, NATO is developing
an alliance-wide Digital Backbone to facilitate integration
and interoperability across domains and platforms. A “feder-
ated data fabric” is a central component of the NATO Digi-
tal Backbone (NDBB), providing the technical means for
connecting “sensors, decision makers, actors and effectors,
across the various organizational, national, operational and
security domain boundaries” (‘The NATO Digital Backbone
Reference Architecture’ 2024).

The DOD supports the use of data-sharing options by
establishing a federated data fabric for

sharing information through interfaces and services to
discover, understand and exchange data with partners
across all domains, echelons and security. (Department
of Defense 2022)

Data fabric is understood to be an effective tool for facili-
tating the secure and rapid flow of data between different
compartments of the defence enterprise.

A data fabric can incorporate data lakes or data ware-
houses—but with added technological features to enable
quicker discoverability of data and other governance meas-
ures. Active metadata are a key element of a data fabric (or
automated metadata enrichment®). A data fabric centres on
metadata catalogue—i.e. a repository that stores informa-
tion about data assets, including their structure, relation-
ships, and characteristics (Serra 2024)—which enhances the
ability of the analyst to understand data lineage. There are
already being implemented. For example, the US military
has taken steps to create DoD Federated Data Catalog to
publish metadata of data assets within DoD as required by
the DoD Data Decrees published in 2021 (Hicks 2021). This

20 Active metadata is AI/ML-augmented metadata, generated by
applying AI/ML techniques to metadata to gain additional actionable
insight from metadata, which can be used to further automate Data
Fabric and Data Mesh tasks. (Hechler et al. 2023).
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federated approach to data cataloguing enables the exchange
of descriptive metadata whilst empowering each DoD com-
ponent to govern its own data according to its needs (Spirk
2021).

Data mesh departs from centralised solution to a domain-
oriented approach: data ownership is distributed across indi-
vidual domains, where teams manage their own data as a
product. This approach rests on four key principles: domain
ownership,?! data as a product, self-serve data platforms,
and federated computational governance (Dehghani 2022).
Domain ownership entails decentralising the ownership
of analytical data to the domain closest to the data source
or their main consumers. Each domain is responsible for
curating and sharing its data as a product®’ on self-serve
data platforms, letting users from other domain teams to
discover, trust, and use the data at their convenience. Effec-
tive data governance is enabled by a federated governance
model consisting of domain data product owners and data
platform product owners, who are entrusted with autonomy
and domain-local decision-making power but adhere to a set
of global rules informed by global specializations, such as
interoperability, documentation, security, privacy, and com-
pliance policies (Dehghani 2022; CDAs 2024).
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