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Thesis abstract 
Once virtually inconceivable, cyberspace has emerged as a new arena for global 

geostrategic competition. With its complex territoriality and evolving technological features, 

this domain has challenged traditional theories of geopolitics and sovereignty in 

international relations (IR). Dominant accounts of ‘cyber-geopolitics’ have struggled to 

explain the European Union’s (EU) striking emergence as an explicitly ‘geopolitical actor’ 

in search of ‘digital sovereignty’ in and through cyberspace. More broadly, IR literature has 

undertheorized the relationship between geostrategic behaviour, ontological security, and 

the capacity to project power in and through cyberspace. As a consequence, the overlapping 

developments of geostrategic competition in cyberspace and the EU’s emergence as a 

geopolitical actor remain poorly understood.  

This integrated thesis examines the emergence, drivers, and characteristics of the 

EU’s geostrategic behaviour in and through cyberspace within the broader context of global 

competition. Departing from a critical ontological approach, this dissertation analyzes over 

150 primary source documents between 2009-2024 and two dozen elite interviews 

conducted by the author. Empirically, the three articles examine the overlooked geostrategic 

dimension to American, Chinese, and EU-funded capacity building initiatives in Africa; the 

opaque relationship between European digital sovereignty objectives and significant EU 

cybersecurity policy changes; and how ontological security drives have underpinned the 

EU’s geostrategic approach to cyberspace. Altogether, this thesis constitutes one of the first 

studies to integrate EU external action towards digital sovereignty, cyber capacity building, 

and ontological security in cyber geopolitics. 

Contributing to IR scholarship on (cyber)security studies, the dissertation reveals 

how contemporary geostrategic competition has been characterized by actors’ efforts to 

build greater capacity in and through cyberspace by deploying a variety of hard 

(infrastructural) and soft (regulatory) tools. Counter to dominant accounts, I argue that this 
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behaviour, particularly in the EU context, has been mediated by actors’ ontological security 

drives, not only material security concerns. In our rapidly evolving, digitalizing, and 

unstable international order, understanding these foundations of contemporary geostrategic 

behaviour is of critical importance for IR. 
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Chapter 1: Introduction 
 

‘Cyberspace does not lie within [government] borders. Do not think that you can build it, as though 
it were a public construction project. You cannot. It is an act of nature and it grows itself through 

our collective actions.’– John Perry Barlow, 1996 
 

On 14 September 2020, Josep Borrell, the serving diplomat of the European Union’s 

External Action Service, stepped up to give the keynote address to the EU Cyber Forum. 

Before European governments, the private sector, and civil society, he declared that ‘cyber 

issues are geopolitical in nature and have a strong security dimension,’ (European External 

Action Service, 2020). Taking a ‘geopolitical perspective’, Borrell outlined five defining 

features of ‘today’s arena’: the current ‘unprecedented competition between states’ as a 

‘world of power politics’; the ‘paralysing’ global effect of strategic Sino-American 

competition which has led to increasing global dissensus; the issue of weaponised 

interdependencies; a trend ‘where some countries seem to follow a logic of empires’; and 

the ongoing ‘battle of narratives’ in the digital domain (European External Action Service, 

2020).  

Borrell’s observations reflect an increasingly fraught global strategic landscape, 

whereby cyberspace has emerged as an arena of geostrategic competition and territorial 

claims (see also Betz & Stevens, 2013). In this environment, ‘traditional’ powerful 

geopolitical competitors, such as the United States (US), China, and Russia, have often 

eschewed direct military confrontations in favour of ‘resolv[ing] their quarrels primarily in 

other planes of conflict’ (Kello, 2022, p. 10). For example, Washington’s 2024 International 

Cyberspace & Digital Policy Strategy laid out the ‘pressing and high stakes’ challenges 

accompanied by digital transformation, emphasizing that ‘The geopolitics of cyberspace are 

competitive and complex’ (2024, p. 11). Beyond the transatlantic context, cyber activities 

comprise a key facet of contemporary geopolitical competition for Russia and China, 
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enabling state actors to compete below the threshold of traditional conflict (Buchanan, 

2020). 

Rather than emerging as an era of ‘peace’, international relations in the post-Cold 

War context has been characterized by persistent competition (Kello, 2022; Buchanan, 

2020) and the decline of the liberal international order (Flockhart, 2020). As Josep Borrell 

acknowledged in his 2020 remarks,  

‘We know the world is becoming more digital, but also more state-driven 
[…] In short, our security environment is getting worse. Everywhere we 
look, we see rivalries, especially between the US and China, with 
technology as a major fault line and cyber as the new domain,’ (European 
External Action Service, 2020). 

Yet, such competition has not been limited to traditional nation state actors or their 

sponsorship of hacker groups (Sukamar et al., 2024). Indeed, other powerful global 

competitors have advanced geopolitical and sovereigntist claims in and through cyberspace. 

Strikingly, the European Union, which has long framed its raison d’être in diametrical 

opposition to geopolitics (Guzzini, 2012), has advanced its own geostrategic ambitions 

underneath an agenda of ‘digital sovereignty’. Under this new approach to the ‘Digital 

Decade’, cybersecurity is considered a critical enabler of the Union’s geostrategic goals 

(Bellanova et al., 2022; European Commission, 2022; General Secretariat of the Council, 

2022).  

Critically, while global politics have become increasingly shaped by digital 

technologies (Acemoglu & Johnson, 2023), IR scholarship has yet to fully understand or 

explain the co-evolution of cyberspace and contemporary geostrategic behaviour, 

particularly in the European Union. Given these developments, this dissertation is motivated 

by the overarching research question:  
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What explains and characterizes geostrategic behaviour in and through 
cyberspace, and what are the implications for the nature of sovereignty 
and geopolitics in the digital age? 

There are pressing academic and policy reasons to scrutinize the features and causal 

logics of geostrategic behaviour in and through cyberspace, particularly in the context of the 

EU’s external action approach. Foremost, cyberspace, as a ‘complex socio-technical 

system’, has become further integrated with other policy domains and sites of power in 

international politics (Dunn Cavelty & Wenger, 2022, p. 2). Over the past decade, internet 

infrastructure—the backbone of cyberspace—has emerged as the site of weaponized 

(digital) interdependence and cyber espionage concerns (Drezner et al., 2021). Fears of 

coercion and exploitation by digital dependence have spurred African member states, for 

example, to underscore the relationship between cybersecurity, digital transformation, and 

national sovereignty (African Union, 2020). While cases of ‘wiretapping’ have exposed the 

strategic import of enjoying privileged access and/or control over networks (Drezner et al., 

2021), recent cyberattacks on connectivity infrastructure—such as disrupting satellites and 

supply chain vulnerabilities in Europe—have also underlined the risks of cross-border 

digital integration (Council of the European Union, 2022; Richmond, 2019).1  

Increasingly, geostrategic behaviour in and through cyberspace has entangled with 

other emerging digital technologies, including cloud computing and artificial intelligence, 

and issues of international political economy and development, including demand for global 

digitalization. These changing conditions have altered the risk calculus policymakers had 

applied towards liberalized technological innovation and global digital interdependence 

(Tan et al., 2025). Today, addressing digital dependence and strategic technological 

 
1Recent examples include the AcidRain wiper (malware) attack against satellites providing coverage to 
Ukrainian infrastructure, and the Cloud Hopper (supply chain) attack (against managed service providers with 
global scope), attributed respectively to Russian and Chinese state-linked hacker groups. See Council of the 
European Union (2022) for the ViaSat hack, and Richmond (2019) for a case study on Cloud Hopper. 
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vulnerabilities have become existential concerns for governments (Von der Leyen, 2024; US 

Department of State, 2024; Carpenter & Hollis, 2023). 

Evolving dynamics of geostrategic behaviour in and through cyberspace raise 

significant questions about the perceptions, power, and interests of major international 

actors, as well as the uncontested role of the nation-state as the ‘sovereign’ in the digital age. 

In this regard, scholars have argued that contemporary geostrategic behaviour in and through 

cyberspace is not merely ‘old wine in new bottles’: it challenges the classical ‘war/peace’ 

binary in international affairs (Kello, 2017) and it complicates traditional notions of 

territorial sovereignty (Balzacq & Dunn Cavelty, 2016). For the EU, for example, digital 

sovereignty claims are not only complicated by potentially competing or ‘pooled’ 

sovereignty claims (Moravscik, 1998), but by the complex structural features of cyberspace. 

Not only does cyberspace’s transnational, networked architecture challenge traditional 

parameters of sovereign territoriality, but its networked digital backbone is owned and/or 

operated by a few powerful private firms mostly headquartered in the United States and 

China (Pohle & Voelsen, 2021). 

The prevalence of strategic competition in and through cyberspace—and its 

complications for classical conceptions of territoriality—could mark a transformation in 

how policymakers approach geopolitics and sovereignty as strategic concepts in the digital 

age. As a ‘sociotechnical system’ (Dunn Cavelty & Wenger, 2022, p. 2), cyberspace cuts 

across the ‘digital technology stack’, imbricating with issues of artificial intelligence, 

network security, digital infrastructure, and virtualization (e.g. in cloud computing). 

The sociotechnical nature of cyberspace presents opportunities for various global 

actors to reconfigure the way in which geopolitics and sovereignty are imagined and 

practiced in the digital age. Changing strategic approaches to ‘cyber geopolitics’ and their 

integration into wider foreign policy objectives could encourage a new dominant form of 
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geopolitical competition in global politics premised upon networked power, not geographic 

territorial control. Studying the co-constitutive relationship between cyberspace and 

geostrategic behaviour, then, is crucial for understanding how geopolitics and sovereignty 

are practiced in contemporary global politics, and their potential future consequences.  

Critically, geostrategic competition in and through cyberspace has not only become 

a challenge for international relations scholarship (as I will detail in the coming pages), but 

it is a real and pressing policy issue. For practitioners, developing cyber strategy is dogged 

by problems with conceptualizing the scope and the nature of cyber insecurities and their 

application to international law. Policymakers have also struggled to keep pace with rapid 

technological changes, including the increasing sophistication of cyber capabilities, whilst 

balancing economic, political, and social pressures for greater digitalization across a variety 

of critical national sectors (Gomez & Whyte, 2021). Simply put, the reality is that ‘managing 

cyber insecurities continues to be a most challenging governance issue in contemporary 

politics,’ (Dunn Cavelty & Wenger, 2022, p. 1). As governments continue to pursue digital 

transformation in an increasingly uncertain global environment, gaining a deeper 

understanding of the emergence, drivers, and characteristics of geostrategic behaviour in and 

through cyberspace has become a critical foreign policy issue. These dynamics constitute 

the wider backdrop for this thesis.  

The remainder of this introductory chapter provides an overview of the research 

agenda, motivation, key questions and conjectures, and core definitions for the thesis. This 

sets the stage for a comprehensive review of the literature (in Chapter 2) and an outline of 

the theoretical foundations of the thesis (in Chapter 3). Next, this chapter summarizes the 

three substantive research articles comprising the thesis (Chapters 4-6), and their overall 

contributions, as a foreshadowing to the conclusion chapter of the thesis (Chapter 7). Before 

I delve into the specific research objectives of the thesis, it is important to clarify how I will 
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approach ‘cyberspace’, ‘sovereignty’, and ‘geopolitics’ as concepts, and their related 

challenges and tensions in existing IR scholarship.  

 

Geostrategies in and through cyberspace as ‘wicked problems’ 
Cyberspace’s convergence with geopolitical behaviour and its complex 

entanglement with both the cybersecurity and foreign policy fields is a particularly pressing 

and ‘wicked’ problem for IR scholarship; a problem that is ‘not only difficult to solve, but 

difficult to define’ (Stevens, 2023, p. 8). While Chapter 2 provides a comprehensive 

overview of various conceptual approaches to cyberspace in scholarship and practice, 

cyberspace can be broadly understood as ‘a complex socio-technical system’ whereby 

technologies and politics are considered inseparable from each other (see Table 1.1 below; 

Dunn Cavelty & Wenger, 2022, p. 2; see also Slayton, 2016). As exemplified by 

‘cybersecurity’ (or ‘cyber security’), the term ‘cyber’ often occurs as a concatenation to 

many basic concepts in international relations,2 including ‘power’, ‘the state’ and ‘society’, 

as evidenced by concepts such as ‘cyber power’, ‘cyber conflict’, and ‘cyberattack,’ (see for 

example Nye, 2011; Branch, 2021). 

 
2 Drawing upon Berenskoetter (2017), I use the term ‘basic’ concepts in the Koselleckian sense; that is, as 
fundamental concepts of a political system that ‘we cannot do without’ (p. 157). In the domain of international 
relations, basic concepts include ‘power’, ‘attack’, ‘war’, and ‘security’ (pp. 153, 157). 

Networked layers 
of cyberspace  

Description Characteristics 

Hard infrastructural 
layer 

Hardware components which form the 
architecture of cyberspace – ICT/ 
telecommunications infrastructure (e.g. TV 
towers), computers, submarine cables, etc. 

§ Material / physical 

Technical / 
informational layer 

Software – social media, domain names, IP 
protocols, social media, search engines, 
containing information 

§ Informational: 
primarily virtual, 
with material 
elements 
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Table 1.1. Author’s conception of networked layers of cyberspace, synthesized from 
literature (see also Chapter 2). 

 
As I explain in Chapter 2, ‘geopolitics’ is fundamentally about ‘representations of 

space and the spatial practices underpinning world politics’ (Ó Tuathail, 1998, p. 17); a form 

of statecraft which is premised upon the political, social, and economic relationship between 

space, power, and strategy (Agnew & Corbridge, 1989; see also Dodds, 2019). Drawing 

from critical geopolitics approaches, I understand geopolitics not as a given variable but as 

a question; as a form of knowledge production (Kuus, 2014; see also Ó Tuathail & Agnew, 

1992). Approaching geopolitics through such an analytical perspective, I contend, enables 

us to critically examine actors’ geostrategic behaviour—that is, how and why actors have 

adopted particular geostrategies in their practical approaches towards cyberspace. As I 

introduce over the next page, this dissertation is largely concerned with two related 

geostrategic practices in and through cyberspace: geopolitical and sovereigntist behaviour. 

Aside from scrutinizing actors’ purposive ‘geostrategies’, adopting a critical 

geopolitics analytical perspective reveals how mainstream IR scholarship, particularly 

security studies, have associated cyber-geopolitics with a particular ‘modernist’ approach to 

physical geography and the projection of power (Dunn Cavelty, 2018; McCarthy, 2015). 

According to modernist accounts of geopolitics, states advance ‘grand international visions’ 

(Kuus, 2011, p. 1141) and pursue expansionist territorial goals (Guzzini, 2012). In the 20th 

century, for example, influential (modernist) Anglo-American approaches to land and sea 

power emphasized variables such as the state’s territorial boundaries and its positioning vis-

à-vis geographic areas of strategic importance (e.g. key trade routes or corridors) and the 

development of new technologies which could transform the state’s capacity to traverse 

Human layer Human participants– be they 
customers/consumers, corporate actors, 
government officials, computer users 

§ Social (physical and 
virtual) 

§ Individual/ ideational 
(immaterial) 
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geographic terrain and thus reshape political boundaries, such as railway infrastructure 

(Klinke, 2021).  

Relatedly, sovereignty is a core politico-legal concept establishing the basis of rule 

for states in the international system (Krasner, 1998), encapsulating both an internal and 

external dimension: the assertion of exclusive authority over a bounded socio-political 

space—that is, over a digital and/or cyberspace—and the legitimisation of this claim through 

mutual recognition (Thomson, 1995). Accordingly, sovereignty can be understood as both a 

(discursive) representation of space—that is, a ‘concept’, ‘naming practice’ and/or 

‘geographical code used to talk about and understand spatial practices’ (Agnew and 

Corbridge 1995, p. 7)—and as a (material) spatial practice underpinning world politics. 

‘Digital sovereignty’, then, can be understood to broadly encapsulate the expression of 

legitimate authority and control over a bounded socio-political space—that is, over a digital 

and/or cyberspace (Thomson, 1995). 

As I demonstrate in Chapter 2, the environmental features of cyberspace complicate 

popular modernist understandings of geopolitics, which are concerned with a state’s material 

projection of power over and across sovereign (physical) territorial space (Dodds, 2019; Ó 

Tuathail, 1998, pp. 23). Compared to other ‘physical’ domains, cyberspace has a fluid, 

complex, and tenuous link with ‘Westphalian geography’, as it encompasses weak locational 

factors, networked hierarchies in which power is diffused rather than transferred, and greater 

access for non-state actors to exert power (Taddeo, 2017; Nye, 2017). Furthermore, the 

digital infrastructure which comprises the physical backbone of the internet—such as 

submarine cables and ICT infrastructure—elides neat territorial boundaries and state control 

(see for example Gjesvik, 2023; Lehdonvirta, 2022; Moiso & Paasi, 2013). As I explore in 

this thesis, many global actors have divergent ontologies about the boundaries of cyberspace 
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as a domain, including between key cyber players (viz. the US, China, Russia, EU), further 

raising questions about ‘fixed geography’ in actors’ strategic imaginaries.  

These characteristics disrupt popular classical assumptions about international 

relations, whereby the state, sovereignty, and the military are territorially packaged into ‘a 

bordered power container,’ (Giddens, 1985). In a similar vein, the complexities of 

territoriality in and through cyberspace also complicate the expression and 

operationalization of traditional and/or state-based sovereignty claims as a form of 

Westphalian ‘state-force-territory relation,’ (Barkawi, 2016).  

Strikingly, while cyber-IR theorists have long recognized the challenges of applying 

classical IR theory to cyberspace (see for example Kello, 2013; Slayton, 2016), realist 

approaches in security studies have tended to rely upon fixed assumptions of territory and 

capabilities to make sense of contemporary geopolitical competition in and through 

cyberspace (Lambach, 2020) or engaged in debates about cyber power premised upon these 

assumptions (Slayton, 2016). Alternatively, networked-based conceptions of cyber-

geopolitics have largely emphasized the uniqueness of cyberspace (as distinct from other 

domains) and decentralized relations of power in cyberspace, often eliding the political 

consequences of emerging network asymmetries across the technology stack (Lambach, 

2020; Pohle & Voelsen, 2022). Moreover, both classical and ‘networked’ accounts of cyber-

geopolitics have yet to fully explore the co-constitution of cyberspace and geostrategic 

thinking and practices over time, and in contexts beyond the classical nation state. 

Second, perhaps due to the predominance of state-centric and realist approaches in 

mainstream cyber-IR scholarship (Dunn Cavelty, 2018), there have been few studies about 

the EU’s development as a distinctive geostrategic actor in cyberspace (cf. Farrand et al., 

2024). Rather, the EU has been positioned as the geopolitical ‘playground’ between the US 

and China—not a geopolitical player (Weber, 2020). The thematic foci of mainstream cyber-
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IR (being the threat of force, capabilities to conduct cyberwar, and the struggle between 

great powers) informs the common narrative that the EU possesses weak or insufficient 

cyber power to entertain such ambitions (Dunn Cavelty, 2018; e.g. Sliwinski, 2014; Weber, 

2020). Indeed, the EU lacks the military or intelligence capabilities to conduct cyber warfare 

in accordance with the conventional (realist) sense of the term. Furthermore, since the EU 

is not, ipso facto, a (sovereign) territorial state, it confounds explanations that accredit 

Westphalian-state characteristics as a precondition to issuing sovereignty claims in political 

space (Agnew, 1994; Eudaily & S. Smith, 2008).  

For EU Studies scholars, too, the EU’s contemporary embrace of sovereignty and 

geopolitical language constitutes a striking deviation from the Union’s historical approach 

to these concepts in its official discourses, defying scholarly accounts about the EU as a 

political entity and as well as a cyber actor. The EU’s eschewal of geopolitics and 

geopolitical language to explain its policies is widely considered to be a central premise of 

its ‘founding myth,’ which holds that, the EU, under the auspices of its ‘virgin birth’ as a 

supranational organization, forswore traditional forms of geopolitics to frame itself as a post-

Westphalian success story (Onar & Nicolaïdis, 2013; see also Zielonka, 2006). As Stefano 

Guzzini puts it, ‘the EU has staked its reputation on being an anti-geopolitical unit …a peace 

organization, a “civilian” or “normative” power, aimed precisely at overcoming the 

militarism and nationalism historically associated with classical geopolitical thought that 

had plagued Europe's early twentieth century,’ (Guzzini, 2012, p. 6).  

Consequently, as I explore in Chapters 2 and 3, realist and state-centric approaches 

to cyberspace have been unable to adequately explain the EU’s development of assertive 

‘EU-specific’ strategic instruments and geopolitical aspirations, as distinct yet related to the 

foreign policies and strategies of its Member States (for a broader discussion, see Sjursen, 

2011; Moiso & Paasi, 2013). Under the EU’s ‘geopolitical Commission’, the EU has pursued 
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its objectives of ‘digital sovereignty’ with a budget of over €8.1 billion, which has included 

a host of specific provisions relating to the Union’s strategic approach to global cyberspace 

and/or cybersecurity (European Commission, 2025). In fact, the EU has recently been 

likened to the United States and China as one of three competing ‘digital empires’ (Bradford, 

2023) or ‘digital hubs’ (Drezner at al., 2021) in global affairs, thereby pointing to its 

emerging potential as a significant geostrategic actor, including in and through cyberspace. 

Thus, the EU’s emergence as a sui generis geostrategic actor exposes several relevant 

empirical and theoretical puzzles to cyber-IR literature on geopolitics and sovereignty in and 

through cyberspace. 

Overall, the field has produced diverging understandings about the nature of 

geopolitics and the seizure of territory in cyberspace and its implications for the nature of 

sovereignty. These debates leave open key questions about the relationship between 

geography and the capacity to project power in the digital age, particularly in the case of the 

EU’s emergence as an avowedly ‘geopolitical actor’ in search of ‘digital sovereignty’. They 

also highlight the need for a greater understanding about how and why cybersecurity tools 

and solutions have been integrated with foreign policy, and its consequences for our 

assumptions about geostrategic behaviour. These broader tensions and puzzles motivate the 

following research gaps explored by the thesis, discussed below. 

 

Overview of integrated thesis: Research gaps 
What explains and characterizes geostrategic behaviour in and through cyberspace, 

and what are the implications of these dynamics for the nature of sovereignty and geopolitics 

in the digital age? In Chapter 2, I argue that the field has an inadequate understanding of 

three important aspects of geostrategic competition in and through cyberspace: 1) the EU’s 

emergence as a geostrategic actor; 2) the foundations of capacity as a strategic concept in 
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theory and its relationship to capacity building practices; and 3) the potential ontological 

security drivers of geostrategic competition. Exploring these gaps would shed light on 

several important aspects of geostrategic competition and enable us to better understand the 

foundations of this behaviour, offering insights for both scholarship and policymakers.  

Foremost, despite the EU’s established (if quixotic) role as a global security actor, 

mainstream cyber politics and IR literature has not comprehensively examined the Union’s 

distinctive ambitions to become ‘sovereign’ actor in the cyber domain and to ‘learn the 

language of geopolitical power’ (Borrell, in Weiler, 2020). Undertaking further research on 

this topic would not only extend knowledge beyond the cases of traditional ‘great power’ 

activity in the cyber domain, but it would also provide the means for further challenging 

realist and state-centric assumptions about geopolitical competition and the exercise of cyber 

power in cyberspace. For the interdisciplinary field of EU studies, this research would also 

help to address an important (cyber-specific) gap in our understanding about EU foreign 

policy and the EU’s (aspiring) identity as a global actor.  

Second, the field’s analytical focus upon cyber capabilities for explaining dynamics 

of geostrategic competition has overlooked the significance of ‘capacity’ (building) as a 

strategic concept in theory and practice. As I argue in Chapter 2, dominant accounts of cyber 

geopolitics have focused upon cyber capabilities, especially in the US, Chinese, and Russian 

state contexts, in line with realist-oriented work (see for example Buchanan, 2020; Kello, 

2022; cf. Smeets, 2022). Yet, focusing upon cyber capabilities in the context of the EU’s 

foreign policy domain is insufficient for understanding the full scope of the EU’s 

development as a cyber actor. After all, the Union traditionally lacks competences for 

developing more traditional ‘capabilities’ (e.g. an intelligence arm and offensive/defensive 

cyber weapons), and it has instead engaged efforts to shape the international environment 
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through a variety of development assistance tools and regulatory measures linked to its 

digital sovereignty agenda. 

Moreover, despite the pathbreaking contributions of this scholarship, dominant 

accounts have scarcely covered the relationship between cyber capacity building, cyber 

power and actors’ geostrategic behaviour. This development extends far beyond the EU 

context. Rather, capacity building initiatives have emerged as a strategic priority across the 

world for both powerful and weak global actors (Collett & Barmpaliou, 2021; see also 

Pawlak, 2016). A plethora of states and organizations have stressed the importance of cyber 

capacity building as a tool of foreign policy and as a key pillar of national sovereignty (see 

for example United States Department of State, 2024; Ministry of Foreign Affairs of the 

People’s Republic of China, 2016; African Union, 2020). Despite this significant 

development, we have a limited understanding about how and why actors have increasingly 

linked ‘cyber (in)capacity’ to digital sovereignty claims and practices (see for example, 

Madiega, 2020; African Union, 2020). Altogether, there remains a sore need for further 

research about the evolving relationship between geostrategic behaviour, cyberspace, and 

cyber ‘capacity’, as well as greater theoretical scrutiny about the distinction(s) between 

‘cyber capacity’ and ‘cyber capabilities’ in theory and practice. By exploring these issues, 

we can gain a wider and deeper understanding of the nature and characteristics of 

geostrategic competition in the digital age, supplementing analyses of nation state 

capabilities. 

Third, while cyber-IR scholarship has established a strong precedent for exploring 

ontological security dimension of cybersecurity decision making (as I discuss in Chapters 2 

and 6), the field has largely shied away from examining this relationship in the context of 

geostrategic competition (cf. Lupovici, 2023). Elsewhere, ontological security conditions 

are theorized to underpin an actor’s agency and sense of existence in the world—that is, their 
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capacity to act in time and space, in relation to others (Krickel-Choi, 2024; Mitzen, 2018). 

Furthermore, ontological security drives have been theorized to condition states’ foreign 

policy behaviour (Subotić, 2016), including their engagement with geopolitical and/or 

spatial concepts (Eberle & Daniel, 2022). Foregrounding the potential ontological security 

dimension to geostrategic behaviour in the context of cyberspace would generate further 

analytical tools for exploring the immaterial and ideational dimensions of cybersecurity 

decision making. It would also overcome the limitations of materialist and state-centric 

accounts of cyber-geopolitics, which have been unable to explain the EU’s development as 

a geostrategic actor.  

To redress these gaps, this integrated thesis examines the emergence, drivers, and 

characteristics of the European Union’s geostrategic behaviour in and through cyberspace 

within the context of global politics. Collectively, this dissertation serves as one of the first 

studies to examine the EU’s evolving external action approach towards digital sovereignty 

and cyber capacity building, as well as the ontological security dimensions to the EU’s 

spatial bordering practices in and through cyberspace. In so doing, all three articles in this 

thesis (Chapters 4-6) develop further analytical tools to explain the EU’s emergence as a 

geostrategic actor, and they offer further empirical insights about how and why the EU has 

integrated cybersecurity policies and practices into its wider geostrategic agenda in 

particular ways. The specific objectives and contributions of the dissertation’s research 

articles are detailed below. 

Chapter outline and overview of research articles 

Chapter 2 surveys IR literature on geostrategic competition, including in the context 

of cyberspace, and argues that critical geopolitics and constructivist scholarship jointly 

provide a fruitful point of departure for approaching the primary research gaps addressed by 

the thesis. Next, Chapter 3 lays out the study’s methodological and analytical foundations, 
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premised upon a critical, ‘ontologically’ reflexive approach to geostrategic behaviour in and 

through cyberspace. Additionally, Chapter 3 clarifies the dissertation’s scope and it provides 

essential background to the EU external action policy context.  

The first research article, in Chapter 4, theorizes that capacity building assistance for 

digital development has emerged as a significant dimension of geostrategic competition in 

and through cyberspace. It asks: How do powerful donors, namely the EU, US, and China, 

perceive capacity building assistance for digital development as shaping their strategic 

advantage? And which factors have shaped variation in their provision of capacity building 

assistance to developing states? Examining three pathways for capacity building 

intervention, the chapter demonstrates how American, EU, and Chinese state-based donors 

have perceived capacity building assistance as enabling them to compete with each other 

through establishing (or strengthening) structural ties with recipients, seeking to offset the 

influence of rivals or project normative through providing substantive skills transfers, and/or 

shaping the development of governance frameworks and technical standards by providing 

training workshops and collaborations to local government officials. Additionally, the 

analysis reveals how the nature of cyber capacity building as a tool has evolved over time 

for the United States and the EU, from an emphasis on ‘softer’ norms and tools towards 

encompassing a greater scope of policy fields and infrastructural geopolitical objectives. 

This suggests a new approach by the US and the EU to managing weaponized 

interdependence and geopolitical objectives through cyberspace and/or cyber instruments.  

Accordingly, my dissertation is the first to identify an influential convergence 

between foreign policy discourses/approaches towards cyber and digital capacity building 

and geopolitical competition. By demonstrating how capacity building assistance for digital 

development can operate as a tool of geopolitical, structural influence, this paper contributes 

to nascent scholarship on digital competition, weaponized interdependence, and geopolitical 
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strategy (e.g. Broeders et al., 2024), and to calls for further research on the relationship 

between state capacity and cyber power (e.g. Smeets, 2022). Accordingly, Chapter 4 

underlines how the EU has emerged as an active geostrategic player in and through 

cyberspace—at least at the discursive level—by strengthening partnerships and connections 

with third countries and competing with both the US and China to promote its preferred 

norms, best practices, and connectivity projects.  

Examining another key facet of the EU’s geostrategic behaviour, Chapter 5 

scrutinizes the relationship between European digital sovereignty discourse and policy 

change in the EU external action context. It addresses a significant gap in scholarship 

regarding how, if at all, the EU’s claims to ‘digital sovereignty’ have shaped concrete policy 

developments in several cyber-relevant areas of EU external action. While the EU’s 

discourse of ‘digital sovereignty’ appeared to mark a transformative shift in the EU’s 

approach to global affairs (McNamara, 2023), it remains unclear whether this discourse has 

driven concrete changes to the EU’s global approach to cyberspace which operationalize 

such ambitions. To explore this puzzle, this article asks: To what extent has European digital 

sovereignty discourse driven significant changes to EU external action policies which 

leverage cybersecurity tools? By examining this question, we can better understand what 

mediates the relationship between geostrategic ideas and their operationalization (or not) in 

and through cyberspace, and the EU’s behaviour as a cyber actor in this context. Prior to this 

research, very few studies had explored how, and why, cybersecurity is mainstreamed into 

broader geostrategic objectives, particularly in the context of EU external action.  

Drawing upon extensive archival research and two dozen elite interviews, this 

chapter focuses upon three significant policy changes—the Cyber Diplomacy Toolbox, the 

5G Toolbox, and cyber capacity building programmes—and finds that cyber instruments 

have served as important enablers for operationalising Brussels’ control in practice over the 
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digital domain. However, the EU’s sovereigntist discourse has had an uneven and incoherent 

influence over the policy change process. Particularly, while European digital sovereignty 

discourse influenced comprehensive changes for the 5G Toolbox process, it failed to drive 

policy changes to the Cyber Diplomacy Toolbox and external CCB assistance initiatives. 

Leveraging my discursive-institutionalist framework, I argue that the varying influence of 

European digital sovereignty discourse on these policy changes was conditioned by the EU’s 

existing external action competences, reputational concerns, and (perceived) legitimacy 

issues. By foregrounding the integration and entanglement of cyber capacity issues with 

contemporary geostrategic behaviour, this study offers novel empirical and theoretical 

contributions to understanding ‘the politics of cyber security’ (Dunn Cavelty & Wenger, 

2022, p. 4), especially in the EU context. Additionally, it contributes to contemporary 

debates on ‘digital sovereignty’ in cyber-IR and to more longstanding debates about the EU 

as a coherent actor in EU Studies. For the former body of scholarship, my contribution 

demonstrates how reputational concerns and institutional context can produce incoherence 

between the expression of digital sovereignty claims and the pursuit of sovereigntist policies 

in practice. Chapter 5’s finding that reputational concerns conditioned EU elites’ 

engagement with digital sovereignty discourse in some contexts suggests a potential 

emotional and/or ontological security dimension to geostrategic behaviour. 

Building upon this article, Chapter 6 explores the EU’s evolution as a geostrategic cyber 

actor in greater depth, with a focus upon the potential ontological security dimension to the 

EU’s quixotic geostrategic behaviour. It asks: how has the EU’s engagement with spatial 

(b)ordering practices in cyberspace shaped its evolution as a strategic cyber actor, and to 

what extent have ontological security drives underpinned this relationship? Drawing upon 

critical geopolitics and ontological security studies, this paper theorizes that actors may 
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engage in spatial (b)ordering practices in and through cyberspace to manage their 

ontological security drives, which may manifest as geostrategic behaviour.  

Leveraging scores of policy documents and elite interviews, my analysis finds that EU 

actors have deployed various spatial (b)ordering moves, including digital sovereignty 

claims, to manage the Union’s ontological security needs over the 2009-2024 timeframe. 

This reveals how cyber insecurities have become framed as existential issues in the EU (not 

only material security concerns), which have introduced imperatives to manage the EU’s 

stability of being in an increasingly uncertain global environment. At the same time, the 

EU’s new global approach has introduced tensions between its historical self-representation 

as an a-geopolitical actor and its contemporary geostrategic outlook, generating further 

ontological security management responses in policymakers, which have manifested as 

spatial (b)ordering moves towards cyberspace.  

More broadly, by exploring the understudied ‘ontological security’ dimension to the 

EU’s geostrategic turn, the article offers an alternative approach to dominant explanations 

in IR and EU Studies on geostrategic competition. This article uncovers an overlooked 

dimension to cybersecurity policymaking, providing further theoretical tools for making 

sense of the relationship between ontological security, sovereignty, and geopolitics in other 

foreign policy contexts. The research questions examined by the integrated thesis are 

summarized below in Table 1.2. 

Research questions covered by thesis 
Primary research question: What explains and characterizes geostrategic behaviour in 
and through cyberspace, and what are the implications of these dynamics for the nature of 
sovereignty and geopolitics in the digital age? 
  
Article -Chapter Article research question 
1 – Chapter 4 How do powerful donors perceive capacity building assistance for 

digital development as shaping their strategic advantage? And 
which factors have shaped variation in their provision of capacity 
building assistance to developing states? 
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Summary 
This thesis provides the first in-depth, multidimensional examination of geostrategic 

competition in and through cyberspace using a critical ontological approach as a shared point 

of departure. By foregrounding the integration and entanglement of cyber capacity issues 

with contemporary geostrategic behaviour, this integrated thesis offers novel empirical and 

theoretical contributions to approaching geostrategic phenomena in the digital age, 

particularly in the EU context.  

Foremost, by examining the EU’s puzzling evolution as a geostrategic actor in the 

context of cyberspace through a critical ontological approach, this thesis moves beyond the 

field’s overwhelmingly state-centric approach to cyber geopolitics (Liebetrau & 

Christensen, 2020) and advances contemporary debates about Sino-American geostrategic 

competition, which have tended to revolve around questions of territory and state-based 

power. Instead, my thesis provides novel analytical tools, drawing upon critical geopolitics 

and ontological security studies, to move beyond Westphalian assumptions and/or cyber 

capabilities as key variables. By adopting this approach, it is possible to examine the EU as 

a geopolitical ‘player’ and uncover what practices, ideas, and tools underlie the EU’s 

geostrategic ambitions.  

Broadly, the thesis articles identify several influential factors which have 

characterized geostrategic behaviour in and through cyberspace, including ontological 

security concerns and reputational variables, which have been scarcely interrogated by 

mainstream scholarship. My dissertation research reveals how contemporary geostrategic 

2 – Chapter 5 To what extent has European digital sovereignty discourse driven 
changes to EU cyber-external action policies? 
 

3 – Chapter 6 How and why has the EU’s engagement with spatial (b)ordering 
practices shaped its evolution as a global cyber actor? 

Table 1.2. Research questions of the thesis. 
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competition has been characterized by actors’ efforts to build greater capacity in and through 

cyberspace by deploying a variety of hard (infrastructural) and soft (regulatory) tools. 

However, I argue that, counter to dominant accounts, geostrategic competition has not only 

shaped by systemic variables and material capabilities, but reputational concerns and 

perceptions about the capacity to act in that context. Such perceptions have, for example, 

have shaped EU, US, and Chinese engagement with capacity building assistance and the 

EU’s sovereigntist claims in and through cyberspace. Moreover, I find in the context of EU 

external action that such behaviour has been mediated by EU policy actors’ ontological 

security drives, not only material security concerns. By theorizing the relationship between 

a collective actor’s perceptions of (cyber) capacity and ontological security drives in and 

through cyberspace, this study advances efforts by cyber-IR scholars to ‘integrate 

cyberspace with broader concepts and theories of IR’ from the ‘periphery into the core of 

the [IR] discipline’ (Foulon & Meibauer, 2024, p. 426).  

Altogether, these findings demonstrate how contemporary geostrategic competition in 

the digital age is also characterized by dynamics of ‘in betweenness’ and adaptation—that 

is, a dialectical negotiation between ‘space’ and ‘place’ (Adams & Warf, 1997, p. 161). In 

chapters 4-6, I show how actors such as the EU have endeavoured to create ‘places’ out of 

‘cyberspace’ through processes of horizontal territorialization (that is, by expanding EU 

control over virtual cyberspace, including through sovereigntist claims) and via vertical 

integration (e.g. attaching cybersecurity instruments/technologies to adjacent issues, such 

as security, sovereignty, and digital development), thereby ‘deepening’ cyberspace by 

extending it across the technology stack and/or across policy areas under the purview of an 

actor’s (legitimate) control.  

By the same token, I show in Chapters 5 and 6 how the EU’s geostrategic turn has 

been characterized by dynamics of temporal liminality—that is, between the EU’s past and 
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present ‘selves’ as a global actor. Specifically, the EU’s self-narrative as a global cyber actor 

has sought to both reproduce and transcend its past self-image: reinforcing its past role as a 

global technological leader by adopting new forms of spatial ordering and control and a new 

‘mindset’ to global interdependence. Presently, the EU’s geostrategic turn appears to walk a 

delicate, uncertain tightrope between embracing an orthodox ‘modernist’ geopolitical 

approach and its historical commitment as a liberal global actor. This rhetorical positioning 

has, in turn, encouraged the EU to distance itself from other global actors through practices 

of ‘geopolitical othering’. Altogether, this dissertation improves our understanding about the 

complex relationship between physical territoriality, the exercise of sovereign authority, and 

global actors’ sense of agency in ‘hybridized’ virtual/physical world. 

 

Chapter conclusion 
Cyberspace has become deeply entangled with questions of systemic change and 

international order, particularly geopolitical competition and discourses of weaponized 

interdependence (see for example Drezner et al., 2021). Yet, only two decades ago, observers 

such as John Perry Barlow (in this chapter’s epigraph) had characterized geopolitics and 

sovereigntist behaviour in cyberspace as virtually inconceivable. Rather, the ‘World Wide 

Web’ was expected to revolutionize classical international order and the authority of national 

governments. With its low entry barriers and a networked architecture which elides state 

boundaries, cyberspace was believed to promise a world of emancipation from state control 

(Zekos, 1999; Barlow, 1996).  

While the honeymoon age of ‘cyber optimism’ has clearly faded, we still lack an 

adequate understanding of what ‘cyber geopolitics’ and ‘sovereignty’ in and through 

cyberspace means, including its drivers and evolving consequences for international 

relations. In the next chapter, I review scholarly approaches to geopolitics in and through 
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cyberspace. While the emerging field of ‘cyber studies’ and/or ‘cyber-IR’ has significantly 

flourished over the last two decades, there remain significant tensions in theory and practice. 

These lacunae only underline the importance of examining the drivers and characteristics of 

geostrategic behaviour in and through cyberspace, especially in the EU context. 
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Chapter 2: Geostrategic behaviour in the ‘digital age’ in 
international relations scholarship 
 

Chapter overview 
This chapter covers the key themes, tensions, and questions which comprise the 

dissertation’s research agenda. After defining key concepts, this chapter explores how 

cyberspace has challenged classical IR assumptions about the relationship between 

geography and strategic advantage, drawing upon the IPE, critical, and digital politics 

literatures. Additionally, I consider the insights of critical security and constructivist 

scholarship about the rise of sovereigntist and geopolitical discourses and practices. In 

undertaking this exercise, this chapter also aims to offer a distinct contribution to the cyber-

IR field; to the author’s best knowledge, this review constitutes the first attempt to synthesize 

various scholarly approaches to geopolitics and sovereignty in and through cyberspace into 

one collective body of work.3 

Throughout this chapter, I adopt a critical ontological approach to explore how the 

concepts of ‘cyberspace’, ‘geopolitics’, and ‘sovereignty’ function as both academic 

‘categories of analysis’ and real-life ‘categories of practice’ (Berenskoetter, 2017). 4 

Ontology refers to the assumptions or claims one makes about being, about ‘what is […], 

what exists,’ and about ‘the constituent units of reality,’ (Hay, 2011, p. 463). This approach 

serves as a valuable basis for interrogating the constitutive language and ‘grammar’ of cyber-

 
3 As Foulon and Meibauer (2024) demonstrate, cyber-IR scholarship has often approached cyberspace either 
through a domain perspective (‘within cyberspace’) or a systemic approach (‘through cyberspace). While there 
have been concerted efforts to consider both dimensions of cyberspace in approaches to geostrategic 
competition (e.g. Fischerkeller & Harknett, 2019; Foulon & Meibauer, 2024), a comprehensive review of how 
scholars have approached geostrategic competition at both levels of analysis—one which treats these accounts 
as a collective body of work—is absent in cyber-IR.  
4Whereby ‘categories of analysis’ are understood to be foundational to the construction of academic theories 
and/or serve as tools for analytical reasoning and/or heuristic devices, and ‘categories of practice’ refer to the 
way in which the concept is socially constructed in real life and/or ‘lived’ in experience (Berenskoetter, 2017, 
p. 155). Importantly, as I note further in this chapter, these two categories are not hermetically sealed; rather, 
they are often intertwined in practice, given that scholars are ‘part of the world they are studying’, in line with 
interpretivist approaches to research (see also Cristiano et al., 2023).  
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geopolitics and sovereignty, enabling us to identify how both scholarship and policy 

practices have co-shaped the production of knowledge on cyber-geopolitics.  

Through this lens, I review how extant scholarship, notwithstanding its pathbreaking 

contributions to the IR discipline, has left important gaps in our understanding about the 

nature and drivers of geostrategic behaviour in and through cyberspace—especially with 

regards to the European Union context. Altogether, mainstream cyber-IR scholarship has 

debated the nature of power relations and territorial consequences of geopolitics in and 

through cyberspace, largely through a state-centric, materialist perspective. Within this 

interdisciplinary corpus of work, there are significant areas of disagreement and conceptual 

opacity regarding the basic features and aims of geostrategic competition in the digital age. 

Consequently, we have yet to fully understand the co-constitutive relationship between 

sovereigntist claims, geopolitical competition, and the sociotechnical nature of cyberspace.  

To advance our understanding, I consider how critical IR literature, such as critical 

geopolitics, ontological security studies, and constructivist approaches, could offer valuable 

tools for making sense of these dynamics. While offering several promising points of 

departure, extant scholarship has not adequately explored the nexus between geostrategic 

behaviour and cyberspace, especially in the context of non-traditional strategic actors, such 

as the EU. Altogether, these themes and issues coalesce into three core areas analytical 

inquiry and critique addressed by the dissertation’s three research articles.  

To offer essential background for the reader, the below section first positions my 

approach to ‘cyber’ concepts within the extant scholarship and provides a brief background 

of the ‘rise’ of geopolitics in and through cyberspace.  

 



 43 

2.1. Ontologies about the nature and scope of ‘cyberspace’ 
I understand cyberspace as ‘a complex socio-technical system’ with fluid boundaries, 

whereby technologies and politics are considered inseparable from each other (Dunn 

Cavelty & Wenger, 2022). My approach coheres with an ‘inclusive’ approach to cyberspace, 

which incorporates both infrastructural and ideational dimensions to the definition (Betz & 

Stevens, 2011; see also Foulon & Meibauer, 2024, p. 439).  

As I explore below, a critical ontological approach to cyberspace unmasks several 

productive struggles to generate knowledge about cyberspace. First, at the level of academic 

scholarship, scholars examining cyberspace from an IR perspective have advanced varying 

ontological approaches to the basic nature of cyberspace, demonstrating its challenges to 

classical understanding of global politics.5 Meanwhile, policymakers across the world have 

struggled to conceptualize and define cyberspace. Accordingly, this approach emphasizes 

that academic knowledge production about the ‘nature’ of cyberspace and its consequences 

for international politics is not wholly divorced from practical knowledge, not least because 

of the technical complexities inherent to cybersecurity politics (Cristiano et al., 2023).6  

Underlying the baseline scholarly consensus that cyberspace is a complex, multi-

layered environment lies disagreement about the domain’s fundamental features, such as the 

number, substance and type of ‘layers’ of cyberspace and whether to include infrastructure 

in its definition (see for example Kello, 2013, p. 17; Choucri & Clark, 2012; Betz & Stevens, 

2011; in Table 2.3). However, more recently, cyberspace is commonly understood to be 

 
5 Through a similar perspective, it can be understood how IR theories themselves can be understood as adhering 
to distinct ‘scientific ontologies’—that is, a ‘catalog—or map—of the basic substances and processes that 
constitute world politics’, including the core units of analysis (e.g. states), and the basic determinants of 
‘power’ and ‘security’ (Lerner & O’Loughin, 2023, p. 3, quoting Jackson and Nexon 2013, 550.) 
6This is not confined to cyber-IR, but rather a wider phenomenon of political science research. For a wider 
discussion and case analysis relevant to IR theory and practice, see Lerner & O’Loughlin 2023, Berenskoetter, 
2017; Guzzini, 2013. Notably, Guzzini (2013) explored how classical realists developed knowledge about ‘the 
balance of power’ from both a ‘sense of history and the experience of politics’ (p. 528). 
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jointly constituted by a ‘social space’ and a material ‘infrastructural’ layer (Lambach, 2020, 

p. 484). 

 

 Table 2.3. Author’s conception of networked layers of cyberspace, synthesized from literature. 

 
Notably, there is no universal agreement in scholarship about the distinguishing 

characteristics of cyberspace versus the digital domain—within and across sub-disciplines 

that comprise ‘cyber-IR’ and/or ‘cybersecurity studies’ (Dunn Cavelty, 2023). On the one 

hand, strategic studies scholarship has tended to focus upon ‘cyberspace’ as opposed to the 

‘digital domain’, which could be due to the reality that ‘states and international organizations 

have widely recognized cyberspace to be the ‘fifth operational domain,’ (see for example 

NATO, 2024; Lindsay, 2015; Maurer & Morgus, 2014). Other related scholarship, including 

development studies and international political economy, has concentrated upon ‘the digital 

domain’ and cyberspace somewhat interchangeably (for a broad review, see Dunn Cavelty 

& Wenger, 2020). Thus, despite conceptual fuzziness, there is considerable overlap between 

these literatures in terms of the themes, policy issues, and case studies covered in their work. 

Networked layers of 
cyberspace  

Description Characteristics 

Hard infrastructural layer Hardware components which 
form the architecture of 
cyberspace – ICT/ 
telecommunications 
infrastructure (e.g. TV towers), 
computers, submarine cables, 
etc. 

§ Material / physical 

Technical / informational 
layer 

Software – social media, domain 
names, IP protocols, social 
media, search engines, 
containing information 

 

§ Informational: 
primarily virtual, 
with material 
elements 

 
Human layer Human participants– be they 

customers/consumers, corporate 
actors, government officials, 
computer users 

§ Social (physical and 
virtual) 

§ Individual/ ideational 
(immaterial) 
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As Betz and Stevens have observed, ‘Where you find cyberspace and what it looks like 

depend a lot on the reason you are looking for it in the first place,’ (2017, p. 106). 

 

Policy conceptualizations 

The conceptual fluidity surrounding ‘cyber’ issues have also borne out in the 

policymaking context, whereby ‘cyberspace’ and ‘the digital domain’ remain slippery and 

contested concepts (Dunn Cavelty & Egloff, 2019). Examining official digital and cyber 

strategies reveals a diversity of conceptions about cyberspace and the digital domain, 

demonstrating that they are often considered transversal political and strategic environments 

(Betz & Stevens, 2011; Pawlak, 2018; Branch, 2021). For example, while Russia has 

conceived of cyberspace as a facet of ‘information security’ rather than a distinct domain of 

its own, China has adopted a distinct view of cyberspace, as evidenced by its efforts to secure 

‘cyber sovereignty’ and achieve a ‘community of common destiny in cyberspace,’ (Broeders 

et al., 2019; Creemers, 2024). Notably, the practical definitions of these concepts have 

shifted over time and in line with different policy areas (Barrinha & Christou, 2022; Betz & 

Stevens, 2011). As Dunn Cavelty and Egloff observed, ‘cyber security is moving upward in 

the political agenda and expanding sideways as a problem area to a multitude of additional 

policy domains with advancing digitalization,’ (quoted in Dunn Cavelty & Wenger, 2022, p. 

2). 

For Western policymakers, ‘cyber’ has recently come to be seen as an enabler for 

activities in the digital domain, as seen with debates on the importance of ‘cybersecurity’ for 

digital sovereignty (Bellanova et al., 2022). The United Kingdom’s National Cyber Strategy 

outlined how cyber resilience is a key pillar of ‘building a resilient prosperous digital UK’ 

(2022, p. 6); and its Digital Strategy (2022) stressed how internet access and cybersecurity 

capabilities are seen as ‘critical building blocks of the digital economy’; whereby ‘cyber 



 46 

power’ alongside digital infrastructure seen as a measure of strength for its global position. 

Similarly, the United States’ development agency, USAID, stressed in 2021 that 

cybersecurity ‘must become a first-order strategic and operational priority’ for its digital 

development projects: indeed, it ‘should be thought of as a core thread that runs through all 

aspects of USAID’s technology programs in order to ensure digital sustainability and 

resiliency,’ (2021). 

Across the channel, official EU documents now link ‘cyber’ to ‘network and 

information security’ as an enabler of the ‘digital’ and as a ‘fifth domain of warfare,’ 

(Council of the European Union, 2015; Pawlak, 2018, p. 20). By contrast, ‘the digital 

domain’ has come to be understood by EU bodies as a more encompassing socio-technical 

space, including the internet, digital technologies, ‘space’, the ‘Digital Market’, data, and an 

‘EU digital identity’ (European Commission, 2021). Presently, Brussels understands 

cybersecurity as a key strategic ‘priority’, ‘pillar’, and/or ‘cornerstone’ for achieving 

European digital sovereignty (Bellanova et al., 2022; General Secretariat of the Council, 

2022; European Commission, 2022). The EU’s Commission President, Ursula von der 

Leyen, explained in 2019 that ‘cyber security and digitalisation are two sides of the same 

coin’ (European Commission, 2019). Thus, Brussels’ current approach towards the global 

digital domain relies upon cybersecurity as a key foundation and priority area, alongside AI 

and supercomputing (General Secretariat of the Council, 2022). The EU’s official approach 

to cyberspace aligns closely with that of Rebecca Slayton, which she defines as the 

‘infrastructure that enables digital electronic computing and communications,’ whereby the 

‘infrastructure is physical, even though its purpose is informational,’ (Slayton, 2017, p. 74, 

emphasis added by author). 7 

 
7 I expound upon this overlap in Chapter 5. 
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Finally, defining ‘cyber’ concepts and is complicated by the reality that the meaning 

of many basic concepts in IR scholarship, often used in concatenation with ‘cyber’—such 

as power and security—are themselves contested (Berenskoetter, 2017). Notably, the 

concept of ‘security’ has a variety of different fundamental meanings to different 

communities and is shaped by the sociopolitical context (Dunn Cavelty & Wenger, 2022). 

Hansen and Nissenbaum show how, by responding to the Estonian 2007 cyberattacks, the 

concept of ‘cybersecurity’ met the threshold of ‘securitization’ as its ‘grammar’ was 

premised upon the concept’s associations with the ‘collective reference objects of the 

“state”, “society”, “the nation” and “the economy,”’ (2009, p. 1155). As these collective 

associations were absent in earlier notions of ‘computer security’ and ‘network security’, 

they had previously escaped the definition of ‘securitization’ as laid out by the Copenhagen 

School (Hansen & Nissenbaum 2009, p. 1155). Therefore, the particular securitization 

moves undertaken by policymakers around the construction of ‘cybersecurity’ threats laid 

the basis for cybersecurity’s inception into the Copenhagen School branch of security 

studies.8  

Over the past decade, cybersecurity threat discourse has typically linked ‘technical 

systems to more traditional threat politics,’ including national security issues (Dunn Cavelty 

& Wenger, 2022, p. 3). Yet, due to the transnational, sociotechnical nature of cyberspace, 

scholars have deemed state-centric studies inadequate for fully capturing the multifaceted 

reality of cybersecurity practices (Liebetrau & Christensen, 2021; see also Sukumar et al., 

2024). As Liebetrau and  Christensen contend, ‘much of the politics of cyber security play 

 
8 For notable works, see Lene Hansen and Helen Nissenbaum, Digital Disaster, Cyber Security, and the 
Copenhagen School, International Studies Quarterly, 53(4), 1155–1175 (2009). 
https://doi.org/10.1111/j.1468-2478.2009.00572.x; Thierry Balzacq, Sarah Léonard, and Jan Ruzicka (2015). 
‘Securitization’ revisited: Theory and cases, International Relations, 30(4), 494–531. 
https://doi.org/10.1177/0047117815596590; George Christou (2016), Cybersecurity in the European Union: 
Resilience and adaptability in governance policy. Palgrave Macmillan; Barry Buzan, Ole Wæver, and Jaap de 
Wilde (1998), Security: A new framework for analysis, Lynne Rienner Publishers. 

https://doi.org/10.1111/j.1468-2478.2009.00572.x
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out among actors and in sites and spaces of security politics that evade traditional forms of 

national security’ due to the interconnected, diffuse, and ever-evolving nature of digital 

technologies (2021, p. 6).  

More pertinent to this thesis, traditional state-centric approaches to classical 

‘national security issues’ in and through cyberspace are complicated by the emergence of 

geostrategic and sovereigntist concepts, including at the level of EU supranational discourse. 

This is briefly discussed in the next section, which provides background to the puzzle 

examined by this thesis. 

 

2.1.2. Background to cyber studies: From cyber utopia, to cyber war, to subthreshold 
competition in cyber-IR 
 
Studying geostrategic behaviour in and through cyberspace has been approached by a recent 

wave of cyber-IR literature emphasizing the significance of cyberspace as situated within 

and through the wider global environment and vis-à-vis other facets of strategic and foreign 

policy (see for example Buchanan, 2020; Dunn Cavelty & Wenger, 2022; Foulon & 

Meibauer, 2024). To varying extents, these debates adapt and/or flow from earlier arguments 

in the cyber-IR literature about the nature of power in and through cyberspace. These are 

briefly sketched out below. 

In the late 1990s, notions of ‘digital sovereignty’ and ‘cyber-geopolitics’ were 

virtually inconceivable in popular imagination, as emblematized by Barlow’s (in)famous 

‘Declaration of the Independence of Cyberspace’ (Barlow, 1996; cf. Arquilla & Ronfeldt, 

1993). Cyberspace had promised to revolutionize the future of democracy, obliterate 

territorial borders, and undermine the sovereign authority of traditional state actors (Barlow, 

1999; see also Dodds, 2019, p. 4). With its low entry barriers, public internet backbone, and 
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fluid, networked architecture, cyberspace heralded collective emancipation from state 

control (Barlow, 1999). As Seidl eloquently observed,  

in the last decades of the twentieth century, digitalisation became 
strangely untethered from its military and scientific origins and the uneven 
geography of its material underpinnings. It was as if the world had 
forgotten that the internet had ‘a body of glass, copper, silicon, and a 
thousand other things’ (Tarnoff 2022, x); a body which stretches across 
ocean floors and weaves through continents, often following earlier 
telegraph networks and railway routes and thus reflecting the colonial 
topography of global infrastructure (2024, p. 2034). 

However, utopic visions of cyberspace as an emancipatory, borderless society were 

shattered by a flurry of destructive and disruptive cyber-enabled events in the noughties and 

2010s,9 which demonstrated states’ resolve to ensure control and security in and through 

cyberspace, and the rising position of ‘cyber’ issues in national security contexts (Nye, 2014; 

Hansen & Nissenbaum, 2009). Thus, cyberspace has been characterized by IR scholarship 

as an emerging domain for conflict (Harknett et al., 2022; Kello, 2022); subversion 

(Maschmeyer, 2022); exploitation, and intelligence contests (Chesney & Smeets, 2023). In 

Eastern Europe, for example, scholars argued that cyber operations in various forms—from 

influence operations to attacks on critical infrastructure—have been an enduring facet of 

Russian foreign policy (Kello, 2017). As the American and Israeli joint operation ‘Stuxnet’ 

demonstrated, cyberattacks and espionage have long featured in the playbooks of strategic 

rivals (see for example Ajili & Rouhi, 2019; Lupovici, 2022; Buchanan, 2020).  

Against this backdrop, an earlier wave of cyber-IR literature revolved around the 

question of ‘cyber war’, cyber escalation dynamics, and their potential to revolutionize the 

nature of interstate conflict (Arquilla & Ronfeldt, 1993; Kello, 2013; Rid, 2013). Currently, 

consensus holds that cyber activities (broadly conceived) generate strategic and operational 

 
9 Examples include the 2007 Estonian cyberattacks, 2011 Stuxnet, 2017 WannaCry and NotPetya. For a brief 
review of the 2007 cyberattacks and their impact on cyber strategies, see for example Kello (2022, pp. 126-
128). 



 50 

uncertainties for states, leading to significant policy challenges (Kaminska, 2021; Gomez & 

Whyte, 2021; Kello, 2022; Dunn Cavelty & Wenger, 2022; Moore, 2022). Yet, both the 

strategic impact of cyberattacks, their effects on war outcomes, and the extent which states’ 

cyber strategies fulfil wider ‘grand strategies’ have been heavily debated (see for example 

Weber, 2018; Lupovici, 2022; Falkner et al., 2024; Lonergan & Lonergan, 2023). Similarly, 

efforts to understand the dynamics of cyber conflict below the threshold of conventional war 

have given rise to controversial concepts, such as ‘persistent engagement’ and ‘cyber 

deterrence’, which have imbricated with real strategic doctrine (Fischerkeller & Harknett, 

2019; Kello, 2022).  

More recently—and more relevant to this study—cyber-IR scholarship has begun to 

investigate the convergence between cyberspace, (state) sovereignty, and issues of 

(techno)geopolitical competition (see for instance Kello, 2022; Buchanan, 2020; Broeders, 

2022). Studies have responded to earlier calls in the literature to progress the debate beyond 

all-out ‘cyberwar’ towards theorizing cyber activities as shaping strategic advantage below 

the threshold of armed conflict (Harknett & Smeets, 2020; Buchanan, 2020; Maschmeyer, 

2022). In this emerging work, cyberspace has been framed as a new domain of strategic 

competition and (in)stability within the context of wider systemic dynamics (Kello, 2022; 

Foulon & Meibauer, 2024; Buchanan, 2020; see also Kostyuk & Gartzke, 2022).  

On the one hand, these debates have revived older arguments about the 

‘revolutionary’ nature of cyberspace: in Kello’s words, ‘Vital security interests and the 

nation’s political integrity could be affected by forms of conflict less than war. The nature 

of interstate rivalry has changed,’ (2022, p. 127). On the other hand, this nascent ‘integrative’ 

turn in scholarship has responded to changing empirical realities about the perceived 

significance of cyberspace for global competition by a variety of cyber actors. For example, 

the current trend towards the ‘Balkanization of the internet’, cyber- ‘spheres of influence’, 
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and states’ claims of ‘cyber sovereignty’ evidences the rise of geostrategic behaviour in and 

through cyberspace in strategic doctrines and foreign policy discourses (Lewis, 2020; 

Chander & Sun, 2021).  

As I elaborate below, this study can also be situated within a wider discipline of 

studies on geopolitics and sovereignty, thereby straddling several subfields in IR literature. 

This literature has made great strides towards improving our understanding about the global 

rise of geostrategic behaviour in and through cyberspace. However, there remain significant 

gaps, omissions, and tensions in extant scholarship which point to the urgent need for greater 

theoretical and empirical innovations on this topic. To do so, I first return to the ‘basic 

qualities’ of geopolitics and sovereignty as an initial step. 

 

Conceptualizing ‘sovereignty’ and ‘geopolitics’ as geostrategies 

As I will demonstrate in this chapter, ‘sovereignty’ and ‘geopolitics’ have a shared 

conceptual emphasis on influence over a particular space and/or territory. Both sovereignty 

and geopolitics can be understood as spatial ordering concepts—that is, geostrategic 

concepts. Sovereignty refers to the claim for either, or both, territorial control (‘territorial 

sovereignty’) and functional control over space/virtual communities (Newman, 1998). 

Sovereignty assertions have both internal and external dimensions. Classically, sovereignty 

has been defined as the internal legitimate control over and within one’s borders in a given 

political space and the external principles of mutual recognition and non-interference on the 

basis of sovereign status (Keene, 2014; Thompson, 1995).  

Geopolitics is broadly defined as ‘representations of space and the spatial practices 

underpinning world politics’ (Ó Tuathail, 1998, p. 17); a form of statecraft which is premised 

upon the political, social, and economic relationship between space, power, and strategy 

(Agnew & Corbridge, 1989; see also Dodds, 2019). This may include competition over 
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space through expansionist territorial goals (Guzzini, 2012) on the basis of ‘grand 

international visions’ (Kuus, 2011, p. 1141). 

Alike geopolitical concepts, conceptualizations of sovereignty have both territorial 

and technological foundations in IR scholarship (Eudaily & Smith, 2008; see also McCarthy, 

2015; p. 3; Falkner et al., 2024). In the following section, I review how popular modernist 

geopolitics has conceived of nation states as ‘the modern summation of sovereign power’ 

and the primary actors in geopolitical competition (Eudaily & Smith, 2008, p. 319). Yet, 

cyberspace disrupts the ‘state-force-territory’ relation in global politics which has 

underpinned the basis of orthodox sovereigntist and geopolitical concepts (Barkawi, 2016, 

p. 207). 

 

2.2. ‘Cyber-geopolitics’ in mainstream IR theory: Characteristics, 
competition and capabilities in and through cyberspace 
 

This section reviews how mainstream scholarship has characterized geostrategic 

competition within and through cyberspace, identifying shared spatial logics, tensions, and 

ambiguities. I demonstrate how the bulk of scholarship has adopted networked ontologies 

to approach geostrategic behaviour within cyberspace (i.e. at the ‘domain’ level). Strikingly, 

these approaches have reproduced the basic logics of two competing ‘modernist’ and 

‘postmodernist’ geopolitical imaginaries of cyberspace. By contrast, geostrategic 

competition through cyberspace (i.e. the systemic level) has been predominantly approached 

by mainstream scholarship through the prism of realism, an IR paradigm historically linked 

with modernist geopolitical thought. Generally, both approaches to geostrategic competition 

in and through cyberspace have emphasized the significance of sovereign interstate 

behaviour, network positioning, and the possession and exercise of cyber capabilities as 

driving dynamics of competition.  
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Modernist geopolitical thought and its relevance to IR 

Prior to elaborating domain and systemic-level accounts of geostrategic competition in 

and through cyberspace, it is cogent to explain what is meant by ‘modernist’ geopolitical 

thought. Popular notions of ‘geopolitics’ are often associated with ‘modernist’ or ‘classical’ 

geopolitical thought of the 19th and 20th centuries (Dodds & Woon, 2018; Deudney, 2020). 

The ‘modern geopolitical imagination’ has its roots in European statecraft, whereby a state’s 

‘interests’ was pursued through strategies which accounted for ‘global conditions’ which 

emerged from ‘the European encounter with the rest of the world,’ (Agnew, 2004, p. 5). 

Thus, geospatial analogies have a long history in constituting European statehood and 

European ‘civilizational’ logics, including early European conceptions of sovereignty in 

international law (Anghie, 2005). In fact, the term ‘geopolitics’ was coined in the 1890s by 

Rudolf Kjellén (Dodds & Woon, 2018), but earlier geopolitical thought on the ‘shaping 

effects’ of geographic factors are traceable to Aristotle and Montesquieu (Deudney, 2020).  

Modernist geopolitical thought emphasizes the significance of material factors for 

strategic decision making—particularly, the interaction between political strategy, 

geographic variables, and changes to technology (Deudney, 2020; Gray & Roan, 1999). As 

Gray and Roan observe, this approach reflects the belief ‘that political predominance is a 

question not just of having power in the sense of human or material resources, but also of 

the geographical context within which that power is exercised’ (1999, p. 2). For classical 

theorists such as Alfred Mahan and Halford Mackinder, 

‘geography can be described as the mother of strategy, in that the 
geographical configuration of land and sea, with respect to a state's 
strategic policy, or an alliance between states, can exercise a twofold 
strategic conditioning influence: on locations important for defence, and 
on the routes and geographical configurations which favour an attacking 
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force, be it on land or sea,’ (Gray & Roan, 1999, p. 3; see also Deudney, 
2020, p. 279). 

 
 

Figure 2.1. National Macedonian Academy of Sciences and Arts (MANU) with Shared Knowledge, CC BY-SA 4.0, 
https://creativecommons.org/licenses/by-sa/4.0, via Wikimedia Commons, as ‘Heartland and Rimland’. 

 
Modernist geopolitical approaches adhere to state-centric, Westphalian approaches to 

territoriality, which conceive of politics as ‘territorially defined, fixed, and mutually 

exclusive enclaves of legitimate dominion,’ (Ruggie, 1993, p. 151). Accordingly, many 

modernist theories of geopolitics often linked to the realist paradigm in IR scholarship 

(Deudney, 2020; McCarthy, 2015). Realists subscribe to notions of ‘power-politics’, in 

which the state is a unitary, rational actor making decisions in an anarchical international 

environment (Morgenthau, 1948). In such a Hobbesian-like international system, possessing 

hard-power capabilities (e.g. intelligence and military strength) and material resources are 

crucial for states to engage in ‘self-help’ strategies and power-balancing (Howorth & Menon, 

2009; Waltz, 1979).10 As Zakaria writes, a ‘classical’ hypothesis of realist theories holds that 

 
10 More specifically, structural or neorealist subvariants of realism (Waltz, 1979; Mearsheimer, 2001), 
emphasize the importance of the balance of power (as the relative distribution of capabilities) between states 
under conditions of international anarchy. Modifying this purely structural account, neoclassical realism 
emphasizes the importance of domestic level variables as intervening variables, including the (mis)perceptions 
of strategic decisionmakers (e.g. Ripsman et al., 2016), between ‘systemic incentives and state behaviour’ 
(Foulon & Meibauer, 2020, p. 1209). 
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states ‘expand their political interests abroad when their relative power increases… but only 

when the benefits exceed the costs’ (1998, pp. 19-20). 

Notably, the popularity of modernist geopolitical approaches in academic and policy 

discourse have waxed and waned.11 As Chapter 1 outlined, the contemporary era has seen a 

revival of ‘geopolitical thought.’ Yet, the resurgence of ‘geopolitics’ as a term does not 

necessarily imply that contemporary ‘geopolitics’ conforms to modernist conceptions of the 

term (Agnew, 2004), despite the nationalistic appeal of modernist geopolitical imaginaries 

(Guzzini, 2017). Indeed, as I will explore further in this chapter, ‘geopolitics’ may convey a 

variety of meanings and/or assumptions about power and space (Deudney, 2020; Agnew, 

2004), which remain underexamined by cyber-IR scholarship.  

 

2.2.1. Domain level: Geostrategic competition within cyberspace 

At the domain level, cyberspace challenges the notion that ‘the grammar of strategy 

literally and inalienably is dictated by the distinctive requirements of physical geography,’ 

(emphasis my own; Gray & Roan, 1999, p. 6). Rather than serving as the ‘durable and 

influential template for international politics’ (Dodds & Woo, 2018, p. 2; see also Spykman, 

1969), scholars have argued that cyberspace has a ‘fluid geography’, comprised of a hybrid 

mix of ‘physical/virtual’ space and a variety of actors with varying relationships to the state 

(Egloff, 2019). Thus, cyber-IR scholars have widely recognized that the environmental and 

 
11 While modernist geopolitics approaches rose to prominence during the two World Wars, geopolitical 
concepts were later eschewed in Anglo-American policy circles, in part due to its association with Nazism 
(although key global actors, such as the United States, did not stop thinking in geopolitical terms or aims; see 
Dodds & Woo, 2018). Classical approaches to geopolitics later saw a resurgence during the Cold War, whereby 
the famous ‘heartland’ thesis advanced by Halford Mackinder inspired further adaptations, including by 
scholars such as Nicholas Spykman (see Figure 2.1). Indeed, modernist geopolitics was used as a ‘method of 
analysis’ by American scholar and foreign policymaker Henry Kissinger to rebuke liberal idealist policies and 
as a means to represent ‘global equilibrium’ and the balance of power (1979, p. 914; see also Zakaria, 1998, 
for a wider discussion). With the rise of globalization, the spread of the ‘American liberal order’, and 
transnationalism in the 2000s, modernist geopolitical thought declined in prominence in Western and European 
policy circles (Agnew, 2004), until its resurgence in the 2010s. 
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spatial features of cyberspace are inherently disruptive to such ‘Westphalian’ territorial 

conceptions of geography (e.g. Kello, 2013; Betz & Stevens, 2013).  

As Arquilla and Ronfeldt stated, ‘Cyberwar depends less on the geographic terrain than 

on the nature of the electronic “cyberspace,” which should be open to domination through 

advanced technology applications,’ (1993, p. 44). Due to these characteristics, cyberspace 

tends to ‘represent a threat to the spatialized forms of intelligibility and control’, as 

emblematized by modernist geopolitical thought (Balzacq & Dunn Cavelty, 2016, p. 186; 

see also Mueller 2020, p. 1). 

These observations have given rise to networked ontologies of cyberspace, which 

‘focus on the centrality and connectivity of nodes, on externalities within the network, and 

on relations and flows between nodes,’ and they tend to emphasize the horizontal or ‘flat’ 

dimensions of an environment (Lambach, 2020, p. 485). At first blush, all networked 

accounts appear diametrically opposed to modernist characterizations of geostrategic 

competition, as they challenge the physical /geographic assumptions of modernist 

geopolitics by emphasizing the decentralized, ‘borderless’ and transnational character of 

cyberspace (Lambach, 2020) and the domain’s potential to depress and/or reconfigure 

traditional territorial (dis)advantages in conventional warfighting doctrine. However, as I 

discuss below, some prominent ‘net-centric’ accounts do not dispute the fundamental 

premise of classical geopolitics: that environmental (geo)spatial variables and material 

factors matter for strategic decision-making and interstate competition (Deudney, 2020; see 

also Gray & Roan, 2011). In contrast, other accounts adopt more critical geopolitical and 

constructivist assumptions and embrace ‘postmodernist’ geopolitical imaginaries. 

Notably, networked ontologies in cyber-IR have co-evolved with the rise of ‘net centric’ 

conceptions about cyber conflict and competition in Anglo-American national security 

contexts. Illustrating this conception, the US Joint Chiefs of Staff described the internet in 
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2018 as enabling ‘force projection without the need to establish a physical presence in 

foreign territory’ (p. 46). Further note, for example, the distinctive emphasis placed upon as 

‘moving information, not people’ (see Figure 2.2) in net-centric approaches, as opposed to 

modernist conceptions of geopolitics as moving military personnel (including 

tanks/ships/naval vessels/transportation vehicles) across geographic space.  

Thus, networked thinking has shaped the practice of cybersecurity for several 

decades. At a more extreme end of the spectrum, early national security discourses, 

particularly in Europe and North America, perceived cybersecurity threats ‘as operating at 

one spatial plane, that of a network’ which must be controlled in order to ‘protect the 

mobility of data’ and ‘the stability of networks (Balzacq & Dunn Cavelty, 2016, p. 177). 

Similarly, scholars such as Arquilla and Ronfeldt argued that ‘future conflicts will be fought 

more by “networks” than by “hierarchies,” and that whoever masters the network form will 

gain major advantages, (1993, p. 45; see Figure 2.2 and 2.3 below). Such arguments are 

reflective of an ‘ontological predisposition toward the horizontal and the emergent, rather 

than the hierarchical and structured’ (Lambach, 2020, p. 485). 

 

Figure 2.2. “Network Centric Warfare”, Network Centric Warfare Department of Defense Report to Congress (2001). 
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Figure 2.3. US Department of Defence Representations of “Network Centric Warfare”. From the US Department of 
Defense Report to Congress (2001, pp. 44, 51). 

 

Earlier perspectives on net-centric warfare have been tempered by recent scholarship 

and adaptations to strategic doctrine (e.g. United States Joint Chiefs of Staff, 2018), although 

this work has still emphasized the networked structural features of cyberspace. For example, 

Harknett and Smeets acknowledged that ‘the internet is still constrained by 

infrastructure,’—although ‘user demand and government restrictions […] create a 

“differentiated centrality”,’ (2020, p. 544). They elaborate, ‘unlike conventional forms of 

hard power, the use of cyber means is hardly mediated by geographical distance,’ and 

‘cyberspace’s interconnectedness changes the ability of actors to exert influence beyond 

their own boundaries through the use of capabilities,’ (emphasis added by author, p. 544). 

By this account, physical geography is partly overcome by a networked logic of power 

which emphasizes fragmentation, fluidity, rapid access, and interconnectivity.12 

The above domain-level approaches have emphasized the relationship between the 

environmental features of (cyber)space as a (new) template for military doctrine, together 

with material capabilities and network positioning (e.g. Arquilla & Ronfeldt, 1993). For 

example, networked assumptions of spatiality underlie ‘cyber persistence’ theory, which 

 
12 They distinguish cyber operations from what Kenneth Boulding termed the ‘loss-of-strength gradient’ (LSG) 
in conventional power projection, or ‘the ability of an actor to deploy military force decreases with 
geographical distance,’ (1962, pp. 79, 230–231). 
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conceives of actors in ‘constant contact’ due to the networked, interconnected structure of 

cyberspace (Harknett & Smeets, 2020). Thus, proponents of this theory contend that 

powerful actors such as the United States should undertake ‘persistent engagement’ to create 

friction and deter adversaries from achieving ‘cumulative gains’ which could shift the 

balance of power (Harknett & Smeets, 2020; Fischerkeller & Harknett, 2019). Some 

scholars have pushed back against these materialist assumptions on the basis that, ‘In 

practice […] interconnectedness and constant contact are not given structural conditions, but 

actor-specific variables,’ (Maschmeyer, 2023, p. 574).13  

On the other hand, ‘critical’ networked ontologies may be associated with 

‘postmodernist’ visions of geopolitics, which, following Ó Tuathail, emphasize ‘flows, 

webs, connectivity, and networks’ (p. 25) and ‘the disintegration of the Euclidian world of 

discrete nation-states imagined by so many political realists’ (p. 29). By emphasizing the 

geographic fluidity and complexity of cyberspace, ‘postmodernist’ networked approaches 

argue that exercising power in and through cyberspace does not simply map onto existing 

topographical approaches (e.g. Latour, 1996).  

In particular, Actor Network Theory (ANT) approaches have placed further emphasis on 

both actors and objects as co-constituting (cyber)space, thereby stressing the 

multidimensional nature of actors and networks in this context (Balzacq & Dunn Cavelty, 

2016, pp. 183-184; Latour, 1996). More provocative schemas, as advanced by Luke (1995), 

emphasize the new spatial configurations produced by ‘cybernetic systems’, a ‘third nature’ 

of space which erodes ‘modernist’ industrial infrastructures and modernist complexes of 

state building centred around ‘traditional divisions between the local, national, and global’ 

[thereby] creating a scalar dynamic of “neo-world orders” composed of rearranged glocal 

 
13As Maschmeyer points out, Stuxnet was not reliant upon American and Israeli persistent contact with Iran’s 
computer systems, but damaging the regime’s nuclear enrichment centrifuges through a USB stick. 
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space’ (Luke 1995, in O Tuathail, 1998, p. 26). In this way, ‘postmodernist’ geopolitical 

conceptions of cyberspace have tended to emphasize the ‘unique’ features of cyberspace and 

the significance of virtual realities, communities, and connections above classical 

geographic boundaries and interstate relations (Lambach, 2020).  

Collectively, networked approaches challenge the geographic assumptions of modernist 

geopolitical accounts to varying degrees, stoking further debates about the relationship 

between physical space and geostrategic behaviour in and through cyberspace.14 By these 

accounts, geostrategic competition within cyberspace is characterized by networked 

relations, but the extent to which this implies a shift from ‘modernist’ type geopolitics (i.e. 

interstate interactions, structured by geography and technological variables) remains 

debated.  

 

Tensions and limitations 

Significantly, emphasizing the ‘unique’ networked character of cyberspace runs the 

risk of isolating the domain from its wider context, thus overlooking cyberspace’s 

integration with other policy areas, infrastructures, and technologies—and the potential 

consequences for dynamics of geostrategic competition. Overlooking these relations 

obscure, as Klinke puts it, ‘how power operates above and beneath hegemonic cartographies 

of state power’ (2021, p. 356).15  

 
14 While there are elective affinities between the spatial logic of modernist accounts and structuralist, 
networked approaches to the cyber domain, most networked accounts reject the ‘fixity’ and associations with 
classical Euclidean and/or cartographic space, and they dispel traditional calculations of proximity and distance 
(e.g. the LSG). Further, some accounts which have adopted ANT concepts (e.g Dunn Cavelty & Balzacq, 
2016) further challenge notions of classical geopolitics which treat ‘spaces as a pure container for objects’, 
approaching actors and objects as co-constitutive of space (see Balzacq & Dunn Cavelty, pp. 183-184 for 
further discussion; see also Lambach, 2020 for a critique). Other approaches to Actor Network Theory adopt 
a more radical view, approaching geography as ‘connectivity not space’ (for discussion see O Tuathail, 1998, 
pp. 24-25; Latour, 1996; Barder, 2019). 
15A similar criticism has been levied towards classical geopolitics accounts (see Klinke, 2021 for a full 
discussion). While this criticism of ‘flattening’ may not reflect the full range or diversity of geopolitical 
thought, popular imaginations of ‘cyber geopolitics’ have yet to fully examine the sociotechnical (and 
geostrategic) consequences of cyberspace’s convergence with other domains of power. 
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In particular, networked ontologies of cyberspace have struggled to integrate relevant 

insights about geopolitics from other adjacent areas of IR scholarship, such as political 

geography and international political economy (IPE). Engaging this wider literature reveals 

the limitations of conceiving of cyberspace through a relatively flat ontology. These 

literatures have demonstrated that networked hierarchies in and through cyberspace have 

variably reinforced or challenged extant power balances in the global system (Lehdonvirta, 

2022; Pohle & Voelsen, 2022; Drezner et al., 2021). Rather, networked approaches have 

tended to emphasize the compression of space, geography, and time (deterritorialization) 

without paying equal attention to processes of reterritorialization in and through 

cyberspace.16 By ‘juxtapos[ing] the decentralized, spatially dispersed web with the 

containerized territorial state,’ Lambach argues, such approaches have ‘treated the internet 

as a deterritorializing force,’ (2020, p. 488). Such an artificial comparison reproduces what 

Agnew calls the ‘territorial trap’ in IR literature, in which ‘geographical division of the world 

into mutually exclusive territorial states […] has served to define the field of study,’ (Agnew, 

1994, p. 53). 

Significantly, while the ‘virtual’ and/or logical layer of cyberspace may be 

characterized by decentralized networks, the ‘physical’ and ‘hardware’ components of 

cyberspace are integrated with other digital infrastructure and technologies. These accounts 

reveal a ‘pluralization of power’ and dynamics of asymmetric interdependence, evidenced 

by the centralization of power over transoceanic submarine cables (which form the internet’s 

‘backbone’) (Gjesvik, 2023); the monopolistic evolution of ICT carrier services (Rühlig, 

 
16Notably, networked ontologies and classical geopolitical thought can be accused of ‘flattening’ relations of 
geopolitics into 2D space, thus failing to explore their vertical integration in and through other domains and 
materialities—or obscuring, as Klinke puts it, ‘how power operates above and beneath hegemonic 
cartographies of state power’ (2021, p. 356). This is particularly relevant to cyberspace, given widespread 
recognition of the complications it poses to traditional state territoriality and sovereignty. While this criticism 
of ‘flattening’ may not reflect the full range or diversity of geopolitical thought (see for example Klinke, 2021), 
popular imaginations of ‘cyber geopolitics’ have yet to fully examine the sociotechnical (and geostrategic) 
consequences of cyberspace’s convergence with other domains of power. 
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2023), and the development of state ‘intranets,’ (Chander & Sun, 2021). Therefore, scholars 

have emphasized that, while states are seen to ‘engage in indirect forms of rule, such as 

delegating to or orchestrating the activities of intermediaries,’ it should not be assumed that 

there are no hierarchical relations within or across networked layers of cyberspace 

(Lambach, 2020, p. 486). 

In sum, networked ontologies of cyberspace suggest that geostrategic competition 

within cyberspace is characterized by fluid spatial and temporal dynamics, as well as 

conditions of technological interdependence. The distinctive environmental features of 

cyberspace, including its complex territoriality and temporal features, and the semantic 

features of cyberspace—including its low entry barriers for cyber disruption—have raised 

questions about whether cyber operations could ‘revolutionize’ the nature of competition 

and conflict (Kello, 2013). Notwithstanding their insights, relying upon these conceptions 

alone leaves out important dimensions of geostrategic competition relevant to cyberspace—

particularly its integration with the wider strategic context. As Foulon and Meibauer put it, 

such an approach ‘risk[s] ignoring how cyberspace interacts with other dynamics of 

international relations,’ (2024, p. 430). 

 

2.2.2. Systemic level: Realism, capabilities and structural factors  

Meanwhile, a burgeoning body of literature in security studies has taken further steps to 

explore how cyber operations, and cyberspace as a domain, factors into global dynamics of 

competition (e.g. Buchanan, 2020; Kello, 2022; Betz & Stevens, 2011). Rather than 

approaching cyberspace as a distinctive (and isolated) domain, this literature has examined 

cyberspace from a wider, systemic perspective—as a factor which shapes the ‘rules of the 

game’, or international structure (Foulon & Meibauer, 2024). For example, in our 
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contemporary era of ‘unpeace’, Kello (2023) holds, ‘intensifying geopolitical competition 

beyond cyberspace provides growing motives for unpeaceful activity within it,’ (p. 124). 

Valuably, this scholarship has sought to integrate IR scholarship more closely with 

cybersecurity studies (e.g. Kello, 2013; 2017; Foulon & Meibauer, 2024), and it has played 

a prominent role in shaping policy debates about the strategic provenance of cyber 

capabilities for broader escalation dynamics (e.g. Lonergan & Lonergan, 2023), and the 

effects of cyber operations on the battlefield (e.g. Rid, 2022; Kostyuk & Gartzke, 2023). 

Scholars in this vein have likened contemporary competition in and through cyberspace to 

older playbooks of ‘wiretapping’ and ‘information shaping’ (Buchanan, 2020; Kello, 2022).  

 Alike ‘domain-level’ approaches, scholars examining these dynamics from a wider lens 

have also underscored networked dynamics as characterizing global relations in and through 

cyberspace, including sovereigntist behaviour (e.g. Choucri & Clark, 2018). For example, 

Betz and Stevens observe that,  

‘Parts of traditional government hierarchies have been networked within and across 
states in order to assert authority and control […] In these networks may perhaps be 
found the future of the state: one in which further aspects of sovereignty are relinquished 
in order to retain authority, control and, importantly for governments and rulers, 
relevance,’ (2017, p. 74).  
 

In this vein, scholars have argued that revisionist global powers are able to exploit the 

legal ambiguity surrounding the use of cyberespionage, thereby pursuing asymmetric 

information advantages under the guise of plausible deniability and avoiding the risks of 

military retaliation (Dunn Cavelty & Wenger, 2022). Under these conditions, Kello (2023) 

argued that 

 
 ‘the main goal is not to seize geographic territory (how could intangible zeros and ones do 
that?) or even to coerce state behaviour. Rather, the primary goal is to weaken the internal 
political bases of adversaries’ foreign and security policy, thereby diminishing its 
assertiveness and effectiveness,’ (p. 124).  
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By contrast, other accounts have emphasized that securing advantage through the ownership 

and control over digital infrastructure and technologies—thereby enabling cyberespionage 

or strategic leverage—has become a primary axis of US-China strategic competition (Farrell 

& Newman, 2019; Buchanan, 2020; Lehdonvirta et al., 2025). For instance, undersea 

fibreoptic cables—which transport 97% of all global data (including both civilian and 

military communications)—have multiple global chokepoints that are considered highly 

vulnerable to state coercion and exploitation (Bueger et al., 2022; McGeachy, 2022). Under 

conditions of increased economic interdependence and rising costs of conventional warfare, 

scholars have argued, seeking asymmetric influence through cyber means has only become 

more attractive (Baezner & Cordey, 2022). As I discussed at the beginning of this chapter, 

varied conceptions of territorial control through cyberspace could be due to varying 

conceptions of cyberspace an environment. 

Significantly, the majority of this scholarship has tended to rely upon classical IR 

theories of power premised upon Westphalian territorial assumptions (Kello, 2017), 

particularly realism (e.g. Foulon & Meibaurer, 2024; Buchanan, 2020), to explain power 

relations in and through cyberspace (albeit with exceptions; notably Betz & Stevens, 2011; 

Dunn Cavelty & Wenger, 2022; McCarthy, 2015).17 Dominant accounts have emphasized 

the significance of network positioning, cyber capabilities, and technological prowess as key 

determinants of states’ geostrategic behaviour in the digital age. According to traditional 

realist thinking, state power is conceived as state assets, or capabilities, including material 

resources, industrial capacity, military might, and population (Morgenthau 1948, pp. 80-

108). Adapting these assumptions to cyber-IR, scholars have emphasized the significance of 

 
17Classical geopolitical theorists such as Halford Mackinder recognized the importance of material capabilities 
and the balance of power, whereby changes in weapons and transport technologies served as ‘dynamic factors’ 
which mediate the relationship between strategy and geography (Gray & Roan, 2011). See also Zakaria (1998, 
pp. 181-183) for a discussion about realist thought and American expansionism.  Refer to the section 
‘Modernist geopolitical thought and its relevance to IR’ for further details about the basic assumptions of 
realism. 
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cyberwarfare capabilities or ‘cyber weapons’ (i.e. offensive and defensive cyber capabilities) 

and a strong intelligence arm for exercising cyber power (Gartzke & Lindsay, 2016; Cai, 

2018; Douzet, 2014; Kello, 2017).18 Other ‘hard power’ resources, including the ownership 

and production of critical technologies, are also viewed as key determinants of power 

(Slayton, 2016).  

Drawing upon these characteristics, mainstream IR accounts of geopolitical competition 

over cyberspace have generally positioned the US and China as powerful opponents in a 

techno-geopolitical struggle over and through cyberspace (Weber, 2020). In this way, 

cyberspace is often bifurcated into two competing technological spheres of influence, within 

which an external (American or Chinese) power exerts control over the sphere’s technology, 

and therefore its existence to a large degree. 

Despite the influence of realist thinking in understanding dynamics of geostrategic 

competition in and through cyberspace, there is no shared definition for cyber power in the 

realist paradigm (Craig & Valeriano, 2018). In particular, the bulk of scholarship on 

geostrategic competition through cyberspace has revolved around debating the effects of 

cyber capabilities and material technological advantages.19 Below, I review a prominent 

debate in cyber-IR scholarship on competition to illustrate the theoretical and empirical 

limitations to privileging cyber capabilities to predict and explain dynamics of geostrategic 

competition. These shortfalls, I subsequently argue, reveal empirical and theoretical blind 

spots about geostrategic behaviour in and through cyberspace. 

 

 
18 Common examples of ‘cyber defensive’ capabilities include firewalls, encryption, and intrusion detection 
software. Examples of ‘cyber offensive’ capabilities may include exploits (e.g. Zero Days, or unknown 
cybersecurity vulnerabilities); spyware, and malicious code (e.g. ransomware). However, the distinction 
between cyber offensive and defensive capabilities is heavily debated (see for example Valeriano, 2022).  
19 As McCarthy argues, the IR field’s ‘stress on technology as one of the material resources that define power 
– the only shared characteristic across disparate Realist conceptions of power– has, in many ways, defined our 
understanding of technology as a form of power in global politics’ (2015, p. 528). 
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Cyber capabilities, strategic advantage, and strategic competition 

The provenance of cyber capabilities for international conflict and competition has 

bearing upon two foundational ideas in international security literature: offence-defence 

balance theory (ODB), and by extension, incentives to compete or cooperate under anarchy. 

Competition is widely understood as a defining characteristic of interstate behaviour under 

conditions of anarchy (Fearon, 2018; Blagden, 2021). According to realist thinking, whether 

or not competition manifests as military conflict (war) depends on offence-defence 

calculations, whereby the relative ease of conducting attack or defence is mediated by 

prevailing military technology ‘taken in its geographical context,’ (Blagden, 2021, p. 1). 

Specifically, the more military technology and geography favour the offence, there is 

reduced potential depth of interstate cooperation (Jervis, 1978; Fearon, 2018). In other 

words, ‘deeper cooperation is possible when the odds of successful attack are lower for any 

given force levels,’ (Fearon, 2018, p. 541). Manipulation of the offence-defence balance, 

then, can affect adversaries’ perceptions of whether they can resort to military conflict at 

‘acceptable relative cost’ to pursue their strategic objectives (Blagden, 2021, p. 20). 

Since theories of the offence-defence balance are often premised upon the intrinsic 

properties of technologies or technological systems as improving the relative ease of defence 

or offence, cyber capabilities and their relationship to global stability remain a rich area of 

debate (Slayton, 2016, p. 76). As Slayton surmised, the utility of cyber offence according to 

ODB would be ‘the value of the offensive goal (e.g., taking territory, stealing secrets, or 

gaining control of a computer) less the minimum costs of achieving it; the utility of the 

defence is the value of the defensive goal (e.g., holding territory, maintaining secrecy, 

keeping control of a computer) less the minimum costs of defence,’ (2016, p. 80). Proponents 

of cyber capabilities favouring the offensive side have highlighted the higher technical, 

financial, and temporal costs of defending entire networks (compared to the lower costs of 
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exploiting a single network vulnerability). Given that contemporary systems are increasingly 

dependent on such technology, cyber-attacks can promise the ‘strategic decapitation’ of 

military command and control systems (Lieber, 2014, p. 96). As Gartzke notes, ‘If powerful 

developed nations largely immune to terrestrial onslaught can have their defences disabled 

and their factories idled by foreign hackers, then perhaps “Pearl Harbor” is an appropriate 

metaphor,’ (2013, p. 42).  

However, measurement and conceptualization challenges have rendered ODB’s 

operationalization in the cyber context controversial, both in academic and policy circles. 

Put simply, cyber capabilities exacerbate one longstanding critique of ODB: the model is 

notoriously difficult to empirically operationalize (Lynn-Jones, 1995; Lieber, 2014). As 

Gartzke points out, ‘advocates [of cyber offence] have yet to work out how cyberwar enables 

aggressors to accomplish tasks typically associated with terrestrial military violence,’ (2013, 

p. 42). Indeed, proponents of cyber defensive advantage have argued that cyber threats—

and their implications for the offence-defence balance—have simply been overblown 

(Gartzke, 2013). Separately, Slayton asserts that offensive advantage in cyberspace is based 

upon false assumptions about the intrinsic (‘revolutionary’) properties of technologies or 

technological systems (2016, pp. 87. 91). This debate points to a larger measurement 

challenge for scholars building databases about cyber conflicts and tracking the development 

of cyber capabilities: scholars cannot be certain as to whether they are capturing the full 

scope of the ‘main incidents’ in cyber conflict and/or whether they are observing the most 

up to date capabilities at actors’ disposal (Lupovici, 2022). 

Notably, cyber capabilities are often not publicly visible (unlike tangible 

conventional weapons), which makes it difficult to identify a state’s capabilities and their 

record of using them (Moore, 2022; Stevens, 2018), and high-yield cyber weapons are 

transitory and often single-use (Smeets, 2022). It has recently been agreed that the most 
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effective cyber campaigns—and the use of cyber power—are often invisible and 

undetectable to the victim (see Buchanan, 2020; Moore, 2022). As Stevens observes, the 

‘immateriality [of cyberweapons] complicates their practical identification and interdiction, 

and also because all existing legal regimes recognise weapons as material entities,’ (2018, 

p. 493). 

Even when detected and patched, cyberattacks are typically plagued by attribution 

problems, therefore obscuring the wielder of cyber power (Egloff, 2019). These empirical 

trends have led to a tendency for cyber actors to hoard multiple zero-day exploits (indeed 

for years), therefore leading to a cache of unused cyber capabilities (Smeets, 2022). In fact, 

the ‘intangible’ nature of cyber operations has spurred a growing trend in scholarship to liken 

‘cyber’ to an intelligence contest (Chesney & Smeets, 2023) or as a tool for shaping 

(Buchanan, 2020) rather than a collection of punctuated cyberattacks as the proxy for cyber 

capabilities.  

Overall, cyberspace is an imperfect fit for the ontological underpinnings of the ODB 

debate and other classical accounts of power politics which rely upon fixed geographic 

conditions and military capabilities. To the author’s knowledge, the literature does not have 

a clear conceptualization of cyber capabilities and their distinction from related concepts as 

‘cyber capacity’,20 nor does it have shared agreed about the distinction between ‘defensive’ 

and ‘offensive’ cyber capabilities (Valeriano, 2022). Since cyber capabilities could 

potentially be deployed to achieve a multitude of strategic and operational goals (Buchanan, 

2020) and given the difficulties distinguishing between offensive and defence cyber 

activities, relying upon cyber capabilities to predict and explain strategic behaviour is 

insufficient. Indeed, scholars seeking to understand cyber deterrence face similar challenges 

to the ODB debate: they struggle to access information to cases of cyberattacks, and 

 
20 I elaborate upon this point in the final section of the chapter. 
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attribution problems raise questions about whether a credible deterrence strategy had been 

employed (and perceived) by adversaries (Lupovici, 2022; 2021), particularly in terms of 

signalling (Buchanan, 2020).21 

The debated strategic utility of cyber capabilities raises empirical and theoretical 

questions about why actors have continued to integrate cyber and digital instruments into 

their foreign policy objectives and strategic doctrines, particularly in the context of 

geostrategic competition.  

 

Cyber capabilities and interstate geostrategic competition 

Despite their weak independent strategic utility, scholars have argued that cyber 

operations remain attractive to both powerful and weak state actors for various reasons. On 

the one hand, cyber operations can enable great powers to compete below the threshold of 

all-out war, thereby avoiding the risks of destabilizing  the overall system (Buchanan, 2020; 

Kello, 2022; 2023). Weak actors are held to profit from the low entry barriers and 

accessibility of cyberspace to facilitate ‘grey zone operations’ and/or ‘hybrid’ warfare (Nye, 

2010, p. 4). More broadly, ‘cyber’ tools have become perceived as an enabler for broader 

strategic goals, as seen with debates on the importance of ‘cybersecurity’ for digital 

sovereignty and strategic autonomy (Bellanova et al., 2022).  

Other rationalist accounts have explained the integration of ‘cyber’ into (geo)strategic 

doctrine as being incentivized by pressures for military modernization (and technological 

advantage), given that militaries have become increasingly reliant on cybersecure command 

and control systems (Lindsay & Gartzke, 2020). Since constructing technologies in specific 

operational domains confers different comparative strategic advantages, the technological 

 
21 Note that Buchanan (2020) argues that the ‘shaping’ effects of state behaviour in cyberspace are much more 
discernible and significant, compared to signalling effects (both of which may be considered within a classical 
deterrence framework). 
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modernization process fundamentally exposes the trade-off between ‘guns and guns’ that 

today’s strategic decision makers face, between procuring and maintaining different types 

of strategic capabilities (Lindsay & Gartzke, 2020, p. 746). This is an astute yet difficult to 

operationalize point, given that the strategic utility of cyber operations remains debated, and 

cyber capabilities can often serve multiple strategic objectives. 

Scholars have also speculated as to whether cyber capabilities are attractive to develop 

on the basis of prestige (Khong, 2019). However, if prestige is the ‘shadow cast by [hard] 

power’, particularly military power (Acheson, 1969, p. 405), classical ‘prestige’ scholarship 

is limited in explaining the role of cyberspace in contemporary strategic competition, 

particularly outside of the ‘major (state) powers.’22 As outlined above, cyber capabilities cast 

a transient shadow, if at all: they are not as ‘flashy’ as classical ‘prestige weapons’ and their 

procurement is often concealed. Further, prestige is dependent on social recognition, and it 

is relative: the ‘political consequences of attributing prestige influence the attribution of 

prestige’ (Mercer, 2017, p. 141). Yet, the emotional and/or symbolic effects of ‘offensive 

cyber weapons’ remain controversial. As Smeets and Lin write, the ‘symbolic value as a 

‘prestige weapon’ to enhance ‘swaggering’ remains unclear, due to its largely non-material 

ontology and transitory nature,’ (2018, p.55). 

 

Summary 

Overall, the bulk of cyber-IR scholarship on (geopolitical) competition in and through 

cyberspace, often positioning itself in international security studies debates, has tended to 

adopt a realist orientation to debate the strategic promise of cyber capabilities and their 

 
22 There are further empirical limitations pertinent to my study: as prestige-based explanations tend to be 
centred upon traditional ‘great powers’ and their material capabilities, they are also limited in explaining the 
EU’s embrace of geopolitics and its desire to emerge as a ‘leader’ vis-à-vis the US and China (as explored in 
Chapters 4-6). If the concept of prestige is reliant upon ‘military capabilities’ and ‘voluntary deference’ as 
some scholars contend (e.g. Mercer, 2017), it cannot easily grasp one of the key sources of EU power—the 
Brussels effect—which is based upon its regulatory and economic might, not only normative power. 
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relationship to interstate competition and conflict. By privileging cyber capabilities in 

debates about competition and conflict, as evidenced by debates about ODB in cyberspace, 

some scholars have argued that the realist literature employs “the concept [of cyber power] 

programmatically…making implicit assumptions about what strength in the cyber-domain 

means, but without substantiating them,’ (Dunn Cavelty, 2018, p. 317; see also Slayton, 

2016). 

Furthermore, the field of cyber-IR, particularly international security, has focused 

heavily upon traditionally powerful nation-state actors such as the United States (US), 

Russia, and China, and ‘rogue’ states such as Iran and North Korea (Valeriano, 2022; e.g. 

Kello, 2017; Weber, 2018; Smeets, 2022; Moore, 2022; Buchanan, 2020).23 Even 

‘networked approaches’, which have emphasized the erosion of Westphalian territoriality, 

have focused upon interstate competition in and through cyberspace (see also Branch 2021; 

2024; Lambach, 2020; Cristiano et al., 2023, p. 332). To be sure, the early development of 

the internet (‘ARPANET’) was shaped by United States and its Cold War rivalry with the 

Soviet Union, and its expansion through undersea cables were initially owned by national 

governments (Choucri & Clark, 2018; Gjesvik, 2022). However, the ownership and control 

over key dimensions of cyberspace—and the actors involved in geostrategic competition in 

this context—have expanded and diversified over time (Nye, 2014; Choucri & Clark, 2018; 

Sukumar et al., 2024). 

While states are undoubtedly key actors in dynamics of geostrategic competition, 

these studies have left open several significant gaps in our knowledge about the multifaceted 

 
23 Cyber studies of international security often examine how states interact, sponsor, and/or mobilize hacker 
groups to shape the environment (Buchanan, 2020; Moore, 2022), as well as the development of cyber 
capabilities by militaries for strategic objectives (Lin & Smeets, 2018; Smeets, 2022; Chesney & Smeets, 
2023). For example, see Kello’s seminal work, The Virtual Weapon (2017), which advocates for a closer 
synthesis between cyber studies and international security studies, with a focus on predicting and 
understanding interstate behaviour (p. 29). Indeed, the debate on deterrence, coercion, and escalation in and 
through cyberspace is squarely concerned with state behaviour (see for example Chesney & Smeets, 2023; 
Maschmeyer, 2023; Lonergan & Lonergan, 2023; Lindsay & Gartzke, 2016; 2020). 
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practice of geopolitics in and through cyberspace and the diversity of actors involved in it.24 

Notably, an emerging body of literature has established that claims to centralized control 

and influence over digital networks are not confined to state actors and their interactions 

with cyber threat groups (Broeders et al., 2025; see also Smeets, 2025). Contributions from 

IPE scholars have underscored that the expanding nature of cyberspace has provided new 

opportunities for private actors and states alike to reconstitute the distribution of power 

across interdependent global networks (e.g. Lehdonvirta, 2022; Drezner et al., 2021; Kokas, 

2022). In this context, geospatial concepts have emerged in the vocabularies of supranational 

actors and the private sector, and they have shaped the policy practices of global actors such 

as the European Union (see for example Barrinha & Christou, 2022; Sukumar et al., 2024; 

Microsoft, 2025).  

Critically, we know very little about how these actors engage in geostrategic 

competition and whether dominant assumptions about the determinants of geostrategic 

behaviour in and through cyberspace (e.g. cyber capabilities, military force, and 

technological prowess) may apply to less conventional contexts. As I sketch out below, the 

theoretical limitations of extant approaches to geostrategic competition are illustrated by the 

field’s inability to sufficiently explain and predict the EU’s emergence as an ambitious 

geopolitical and sovereigntist cyber actor. 

 

Capabilities, interstate competition, and the puzzling case of the European Union 

As the ‘technological crescent’ over which the United States and China struggle for 

dominance, mainstream cyber-IR accounts framed the EU as unable and unfit to pursue 

geopolitical interests (Weber, 2020; see also Sliwinski, 2014). Consequently, realist and 

 
24 Therefore, my point is not that states have become irrelevant or substitutable by other forms of political 
organizations in the context of geostrategic competition, but that we should widen our focus beyond the 
territorial state. For a broader discussion on this, see Ruggie (1993, p. 140-145). 
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state-centric approaches emphasizing cyber capabilities and Sino-American competition 

failed to anticipate and explain the EU’s embrace of ‘digital sovereignty’ and the 

Commission’s overall mission for ‘the EU [to] learn the language of power and act 

geopolitically,’ (Weiler, 2020; e.g. Sliwinski, 2014; Howorth & Menon, 2009). After all, the 

EU lacks the material military or intelligence capabilities to conduct cyber warfare, and it is 

not a (sovereign) territorial state.   

Defying realist skepticism about the EU’s capacity to hold and articulate geostrategic 

ambitions, the EU has positioned itself as an aspiring global cyber actor, both in terms of 

discourse and practice (Bellanova et al., 2022; Falkner et al., 2024). While the Union lacks 

the expected trappings of a ‘geopolitical power’ or security player (namely, an intelligence 

arm and cyberwarfare capabilities), the EU has nevertheless established its own dedicated 

‘geopolitical commission’ and its desire to ‘speak in geopolitical terms’ (Haroche, 2023). 

Further, despite its well-documented ‘capabilities-expectations gap’ (Hill, 1993), the EU has 

also advanced its own policies and development projects into geopolitically significant 

regions, exemplified by its funding of ‘CyberEast’ programmes in its Eastern 

Neighbourhood and its more ambitious ‘Digital Europe’ programme, which includes a range 

of financing and projects relevant to cybersecurity, digital infrastructure, and digital 

technologies. Accordingly, the EU has been likened to a ‘digital hub’ alongside the United 

States and China (Drezner et al., 2021), and a ‘digital empire’, as well as an ambitious global 

cyber actor (Bradford, 2023). 

Arguably, extant materialist and realist approaches to explaining the EU’s 

geostrategic behaviour in and through cyberspace also fall short.25 Mobilizing neorealist 

theory, one could argue that the EU’s geostrategic behaviour is an emulation of its strategic 

 
25 N.B. I explore these debates in more detail, with further reference to EU Studies scholarship, in Chapters 4 
and 6. 
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rivals and/or competitors, the United States and China. By this ‘Waltzian logic’ of emulating 

great power behaviour, the defining characteristics of the EU’s geopolitical turn would be 

imported into EU policy processes, as predominantly a ‘counter-move’ to geopolitical rivals 

(Haroche, 2023).  

While the EU has indeed positioned some of its recent initiatives as ‘alternatives’ to 

Chinese and American policy packages, including in the area of digital development, 

scholars have instead pointed to an internal geopolitical logic within the context of EU 

policymaking as shaping the EU’s responses to the international environment (Costa & 

Barbé, 2023). Furthermore, emulation cannot adequately account for the other capstone of 

the EU’s ‘geopolitical Commission’: the EU’s digital sovereignty agenda. In advancing 

‘European digital sovereignty claims’, Brussels has explicitly sought to differentiate itself 

from China’s version of ‘cyber sovereignty,’ and the United States, which has not advanced 

a clear position on digital sovereignty (Kokas, 2022). Overall, while the EU may be 

competing with the US and China, Brussels has not been consistently conforming to the 

models of either Washington or Beijing. 

For similar reasons, the European integration theory of intergovernmentalism, an 

approach which may be included within the realist paradigm (Hix, 1994), also struggled to 

anticipate the EU’s geostrategic turn. Intergovernmentalism holds that national governments 

retain control over foreign policy and defence; thus, further European integration (as 

intergovernmental cooperation) is determined by the interests of Member States (Hoffmann, 

1996; Hix, 1994). By this account, the EU’s policy development is the reflection of Member 

States’ pooled sovereignty and diverse national interests (Hoffmann, 1996). Adopting this 

approach, Sliwinski argued that dynamics of pooled sovereignty would constrain the EU’s 

capacity to develop an assertive role for itself as a cybersecurity actor due to inconsistencies 

between national security narratives, and ‘traditional sovereignty claims are more than likely 
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to leave the EU toothless in the future,’ (2014, p. 470). Sliwinski’s (2014) explanation 

therefore did not anticipate the EU’s invocation of European sovereignty in its most recent 

strategy, as he argued that the conflicting ‘traditional’ sovereignty claims of Member States 

will constrain the EU’s capacity to imagine a role in cyberspace beyond that of a ‘facilitator’.  

A state-centric, intergovernmentalist focus could not adequately account for the 

emergence of EU-specific norms and interests in the EU’s cyber strategy (see also Farrand 

et al., 2024; Haroche, 2023), including ‘European digital sovereignty’ discourse. For one, 

the EU is not a traditional Westphalian foreign policy actor (Gravier, 2011; Fossum, 2006). 

Rather, EU foreign and security policy ‘is shaped with reference to values and principles 

that are seen as particular to the Union, and not with exclusive reference to the interests and 

values of the member states,’ (Sjursen, 2011, p. 1089). This is laid bare by the fact that, at 

the time of the release of the first EU-level cyber strategy (in 2013), over half of EU Member 

States did not have national-level cyber strategies, nor clear preferences regarding security 

in cyberspace (Pawlak, 2018; Klimburg & Tirmaa-Klaar, 2011). To this end, the EU-wide 

cybersecurity directive has served as the ‘vehicle for shaping policies and cyber-capacities 

at both the EU and the Member State level,’ (Trimintzios et al., 2017, p. 5). This contravenes 

the intergovernmentalist assumption that national governments are the sole drivers of EU-

level cybersecurity policy.26 

Lastly, domain-level approaches to cyberspace have emphasized the complications 

cyberspace poses to Westphalian (nation state) territoriality. However, the pursuit of 

sovereigntist logics through cyberspace as a dimension of geostrategic competition has been 

less discussed by mainstream cyber-IR scholarship. This may be due to the fact that, from a 

systemic perspective, territorial sovereignty is an attribute shared by all nation states 

engaging in geostrategic competition. This perspective elides the significance of 

 
26 Refer to Chapter 3 for further elaboration on the EU cybersecurity policy context. 
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sovereigntist behaviour pursued by non-conventional global cyber actors such as the EU (or 

indeed ‘Big Tech’ companies). As sovereignty ‘is expressed spatially’ by geopolitical agents 

in terms of territorial control and functional control over space/virtual communities 

(Eudaily & Smith, 2008), the EU may be seen to claim authority over the 

territorial/functional control of the ‘European’ digital domain and to express its desire to 

play a particular geopolitical role in the global digital environment (Floridi, 2020). Further, 

the articulation of sovereignty claims within the context of geostrategic competition can be 

understood to challenge or muddy the distinction between nation states from other global 

actors in and through cyberspace.  

Failing to capture these dynamics may be due to the ‘sovereignty paradox’ in 

classical IR thinking: whereby sovereignty (nation-state) territoriality is approached ‘as a 

necessary condition for [the state’s] ability to articulate power; however, this territorial 

imperative must first be satisfied by some sovereign legitimate authority,’ (Eudaily & Smith, 

2008, p. 314). By advancing European spatial logics towards global cyberspace, the EU’s 

geostrategic claims challenge both modernist geopolitical accounts premised upon the 

classical nation state and postmodernist, networked-based ontologies of cyberspace, which 

have often downplayed sovereign territoriality as a spatial ordering principle. 

2.2.3. Section summary 

Collectively, mainstream scholarship has paved the way for further exploring the 

convergence—or ‘the mutually intrusive interdependence’ of cyberspace and international 

relations at large (Choucri & Clark, 2018, p. 268). The convergence of cyberspace with 

geostrategic competition illustrates this ‘co-evolution’, introducing further complexities and 

tensions to classical notions of geopolitics. However, mainstream IR literature has largely 

characterized geostrategic competition in and through cyberspace as occurring between 
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nation states, whereby interstate behaviour is conditioned by the possession of cyber 

capabilities and a state’s favourable positioning in a networked environment. 

Notwithstanding its valuable contributions to cyber-IR, mainstream accounts have 

several theoretical and empirical limitations, leaving gaps in our knowledge about the 

emergence, drivers, and characteristics of geostrategic competition in and through 

cyberspace. As I illustrated with the case of the EU, geostrategic competition in practice has 

a wider scope than the primary foci of mainstream framework. Given these conceptual 

challenges and the research objectives of my study, which focuses upon the EU’s 

geostrategic turn in and through cyberspace, it is worthwhile to turn to critical geopolitics 

approaches and constructivist research.  

 Below, I consider how critical scholarship offers further opportunities to bridge the gap 

between theoretical approaches to geostrategic competition in and through cyberspace, and 

empirical reality. It also provides further analytical tools for assessing the ‘double nature’ of 

geostrategic concepts as categories of (academic) analysis and categories of practice (lived 

experience). 

 

2.3.1. Critical scholarship: Geopolitical imaginaries and sovereigntist 
logics in and beyond the nation-state context 
 

Critical and constructivist scholarship has paved the way for a multifaceted, 

sociotechnical approach to examining the co-evolution of cyberspace and geopolitical 

behaviour in cyberspace. According to critical geopolitics approaches, geopolitics is 

approached analytically as a question, rather than a set of fixed material (and territorial) 

variables (Kuus, 2014; see also Ó Tuathail & Agnew, 1992; see also Lambach, 2020). 

Valuably, such an approach invites us to ask why cyber capabilities are perceived as 

geostrategically advantageous and to problematize how and why policymakers construct 
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cyberspace as a (geo)strategic domain in particular ways, including the possibilities of other 

policy tools or ‘solutions’ for pursuing geostrategic goals.  

Broadly, constructivist accounts emphasize the socially constructed and ideational 

dimensions to strategic decision-making in and through cyberspace. Accordingly, they have 

contributed a rich literature to cyber-IR about the ‘securitization’ of cyberspace (see for 

example Hansen & Nissenbaum, 2009; Balzacq & Dunn Cavelty, 2016; Christou, 2016, 

2019; Gomez & Whyte, 2021; Cristiano et al., 2023; Carrapico & Farrand, 2020; Cruz 

Lobato & Kenkel, 2015). Indeed, securitization is one of the most prominently featured 

concepts in IR literature about discursive dynamics in cyberspace (Balzacq & Dunn Cavelty, 

2016). It is classically understood as political elites’ discursive construction of particular 

objects as existential threats to survival through a ‘speech act,’ which can open up new 

pathways and rationalities for action in line with the ‘politics of emergency,’ (Buzan & 

Wæver, 2003). 

Particularly relevant to this thesis project, discourse-oriented work has documented 

the rise of geopolitical, sovereigntist, and spatial metaphors to legitimize the extension of 

state and/or regulatory control into cyberspace (e.g. Betz & Stevens, 2013; 2017). This 

global shift has been characterized by a move from purely technical and securitized 

narratives towards geopolitical and sovereigntist assertions. For example, policymakers 

have leveraged metaphors such as the ‘Digital Cold War’ as a heuristic device to approach 

the complexity of cyberspace (Chander & Sun, 2021), although such analogies have been 

deemed as inadequate representations of cyberspace (Betz & Stevens, 2013).  

Critical geopolitics scholarship holds that, since ‘sovereignty is expressed spatially,’ this 

conceptualization serves as ‘an insertion point for [critical] geopolitical analysis’ (Eudaily 

& Smith, 2008, p. 312). Similarly, challenging traditional ‘modernist’ approaches to 

sovereignty in IR, constructivist scholarship on ‘digital’ and/or ‘cyber sovereignty’ has 
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demonstrated how sovereigntist claims do not adhere to a neat Westphalian logic in 

cyberspace (Lambach, 2020; Pohle et al., 2024).27 For one, ‘digital sovereignty’ claims are 

often practically overlapping or ‘pooled’ with other political entities (Bellanova et al., 2022). 

Additionally, other ‘digital sovereignty’ initiatives, such as Estonia’s ‘cloud sovereignty’ 

approach, have sought to establish the government’s ‘system[s] of rule’ (Ruggie 1993, p. 

148) beyond its territorial borders.28  

Meanwhile, other scholars have argued that claims to ‘digital sovereignty’ have 

emerged as a discursive practice, premised upon two dominant ways of thinking about 

cyberspace: ‘cyber exceptionalism’ and ‘internet governance’ (Pohle & Thiel, 2020). 

Whereas the former conception assumes that the rise of the internet and rapid, accessible, 

and networked communication has led to the erosion of state sovereignty (and therefore the 

need to restore it), the latter encompasses the multistakeholder model, wherein states have 

‘different and non-sovereign roles’ as regulators in collaboration with other stakeholders 

(Pohle & Thiel, 2020, p. 2). Exemplifying the former approach, Beijing and Moscow 

advocate ‘Internet sovereignty’ or ‘cyber sovereignty’ at the international level as a way to 

preserve their domestic authority and control in cyberspace from encroachment (Stevens, 

2018, p. 495; see also Zeng et al., 2017). Contestation and competition over the 

establishment of cyber norms, including about state sovereignty, have been characterized by 

polarization in formal internet fora, complex governance regimes, and diplomatic lobbying 

by non-state actors (Sukumar et al., 2024; Choucri & Clark, 2018; Raymond & Sherman, 

2023). These sociopolitical developments challenge traditional renderings of territorial 

 
27 ‘Modernist’ accounts of territoriality in IR have long been challenged by constructivist and critical 
scholarship. See for example Ruggie (1993); Agnew & Corbridge (1989); Ó Tuathail (1998). 
28 Estonia’s concept of ‘cloud sovereignty’ serves to back up the government’s e-governance networks in case 
it loses territorial independence. Tallinn’s ‘Data Embassy’ is physically outside of Estonia’s territorial borders, 
but it remains ‘under Estonian state control’. See Rice (2019) and e-Estonia (n.d.).  
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sovereignty, geopolitical expansion, and strategy as being naturally tied to nationally defined 

geographic conditions (Stevens, 2018; Betz & Stevens, 2011).29 

These insights help us to move beyond the limitations of mainstream domain- and 

system-level characterizations of geostrategic competition in several ways. Foremost, such 

approaches emphasize the ‘the production of space’—that is, ‘how places are socially and 

materially created, reconfigured and experienced’ in various contexts (Cloke, Crang, & 

Goodwin, 2014, p. 940; in Weaver, 2020, p. 2). By this account, spatial (b)ordering 

practices—including in cyberspace—do not necessarily reproduce traditional territorial state 

boundaries. Rather, they can also offer new possibilities for actors to reform existing modes 

of global spatial order (see also Mueller, 2020; Branch, 2024, p. 310). In other words, this 

approach asks us to approach geostrategic behaviour not on the basis of capabilities, but in 

terms of ‘spatial (b)ordering practices’—that is, producing and demarcating space through 

ideas, practices, and institutions (Lambach, 2020; Branch, 2024; see also Simmons & 

Hulvey, 2023). 

Second, this approach provides new analytical tools for understanding why actors have 

adopted geostrategic behaviours in the context of cyberspace along several lines. Critical 

geopolitics scholars emphasize the significance of a ‘geopolitical imaginary’ for shaping an 

actor’s approach to a particular context (e.g. Branch, 2024). A geopolitical imaginary is a 

particular cognitive framework of existing practices and spatial understandings of an 

environment (Clark & Jones, 2011). Beyond the context of cyberspace, scholars have 

demonstrated how a ‘geopolitical imaginary’ acts as a stabilizing framework of reference 

 
29 As Stevens notes, however, from a Krasnerian (1999) perspective, cyberspace does not challenge various 
expressions of sovereignty equally. As Betz and Stevens (2017) argue, given that the internet does not impinge 
upon states’ sovereign equality under international law, international legal sovereignty is scarcely affected 
(see also Stevens, 2018). By contrast, interdependence sovereignty (the capacity to control borders), 
Westphalian, and domestic sovereignty are potentially violated by the difficulties of managing and controlling 
transnational data flows, and by disruptive cyber operations which interfere with a state’s internal affairs, such 
as politically targeted disinformation and malware (Stevens, 2018; see also Broeders et al., 2023). 
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upon which actors draw to make sense of the unfamiliar spatial environment (Clark & Jones, 

2011; Kuus, 2014; Eberle & Daniel, 2022). Accordingly, strategic ambiguities and perceived 

insecurities can encourage political actors to fall back on familiar ‘cognitive maps’ and 

geospatial analogies (see also Betz & Stevens, 2013). 

Third, critical geopolitics approaches provide us with further opportunities to scrutinize 

the relationship between sovereignty claims and geostrategic competition. Critical 

geopolitics scholars have argued that modernist accounts approach territorial sovereignty as 

a dispositional feature of geopolitical behaviour. In so doing, modernist approaches collapse 

the potentially mutually reinforcing logics of sovereignty and geopolitics as distinct but 

interrelated spatial ordering principles—thus eliding the significance of sovereignty as a 

legitimizing concept for geopolitical behaviour. As Eudaily and Smith contend, in 

international politics, conceiving of ‘geopolitics without sovereignty leaves us only with 

artificial states and crocked lines left to be filled in, described, apportioned, reapportioned, 

united, divided, and redivided,’ (2008, p. 313). By foregrounding how sovereignty and 

geopolitics may serve as potentially mutually constitutive ‘geostrategies’ or ‘spatial ordering 

logics’ in theory and practice, we can gain a more complete and multifaceted understanding 

of geostrategic competition in and through cyberspace. 

Overall, critical approaches offer several promising tools to approach geostrategic 

competition in and through cyberspace. However, this literature has often occupied 

peripheral positions in mainstream IR literature debates about ‘cyber geopolitics’, or it has 

tended to avoid direct engagement with the field’s dominant assumptions (i.e about states 

and cyber capabilities as the key variables of interest).30 Critical geopolitical perspectives, 

 
30 There are, of course, exceptions, including: Dunn Cavelty and Wenger’s (2022) volume; Balzacq & Dunn 
Cavelty (2016); Stevens (2018); Lambach (2020, 2024) and Branch (2024). My research hopes to build upon 
their contributions. 
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albeit with some exceptions, have tended to engage more closely with political geography 

literature (cf. Lambach 2020; Branch 2020, 2024), rather than mainstream IR debates.  

Further, while constructivist work has offered pathbreaking contributions to IR about the 

securitization of cyberspace and cyber norms from a global governance perspective, there 

remains significant scope to leverage constructivist tools to understand the geopoliticization 

of cyberspace. Given that these perspectives do not presuppose Westphalian territoriality, 

such approaches could contribute valuably to understanding less understood cases of 

strategic actors who lack conventional nation-state attributes and capabilities (such as the 

EU and Big Tech companies). However, their insights also extend beyond these cases. 

Critical and constructivist approaches to geopolitics have also been fruitfully applied to 

analyze and explain the behaviour of nation state actors (see for example Branch, 2020; 

Weldes, 1999; Ruggie, 1993). 

 

Three critical gaps in the literature addressed by the thesis 
Drawing from these approaches exposes three specific gaps about the emergence, 

drivers, and characteristics of geostrategic competition in and through cyberspace, as 

follows: 

1) The EU’s emergence as a geostrategic actor in and through cyberspace, including the 
Union’s expression of ‘digital sovereignty’ claims and their consequences for the 
EU’s development as a global cyber actor; 

2) The conceptual basis of ‘cyber capabilities’ and how they relate to the capacity to 
engage in geostrategic competition in and through cyberspace; 

3) The ontological security and/or ‘irrational’ bases of geostrategic behaviour in and 
through cyberspace. 

 

As Chapter 1 laid out, these areas of research will be examined in the form of three research 

articles (Chapters 4-6). Below, I briefly elaborate these lacunae and position them within the 
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scholarship reviewed in this chapter. However, Chapters 4-6 will explain the research gaps 

and their contributions to the field in further detail.31 

 
Gap 1: The EU’s emergence as a geostrategic actor and its engagement with 
sovereigntist practices32 
 

Neither mainstream IR scholarship nor EU Studies have deeply examined the 

European Union’s geostrategic approach to cyberspace. In fact, as I noted earlier in the 

chapter, the EU’s emergence as a geostrategic cyber actor was largely surprising for 

dominant IR accounts and for EU studies literature. Meanwhile, for EU studies scholars, 

‘Neither its history nor its unique institutional structure suggested that the EU would be well 

positioned for this geoeconomic turn’ (Bauerle Danzmann & Meunier, 2024, p. 1097).33 

Indeed, the EU’s contemporary embrace of sovereignty and geopolitical language deviates 

from the Union’s historical approach to these concepts in its official discourses, defying 

scholarly accounts about the EU as a political entity and as well as a cyber actor (Nicolaidis 

et al., 2015; Zielonka, 2006). As Stefano Guzzini puts it,  

‘the EU has staked its reputation on being an anti-geopolitical unit …a peace 

organization, a “civilian” or “normative” power, aimed precisely at overcoming the 

militarism and nationalism historically associated with classical geopolitical thought 

that had plagued Europe's early twentieth century,’ (Guzzini, 2012, p. 6, emphasis 

my own).  

Contrary to these expectations, geostrategic concepts have become explicitly legitimized 

under the contemporary European ‘geopolitical Commission’ (Haroche, 2022). 

This is a significant gap in our knowledge. Not only is the EU widely considered to 

be a powerful global market and normative actor (Bradford, 2020; Manners, 2002), but it 

 
31 The reader may refer themselves to these chapters 4-6 for further reading. 
32 Refer to Chapters 5 and 6 for further discussion on this topic. 
33 When Bauerle Danzmann and Meunier use the term ‘geoeconomic’,  they mean ‘put[ing] economic tools at 
the service of geopolitics’ (2024, p. 1098). 
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has been touted as an emerging ‘digital empire’ and ‘digital hub’ (Drezner et al., 2021) with 

‘extraterritorial’ power (Kuner, 2019). Empirical evidence reveals that the EU has advanced 

its own cyber norms in the cyber domain (Renard, 2018), including towards geopolitically 

contested areas, such as its Neighbourhood (e.g. Ukraine, Belarus, and other post-Soviet 

states) and its Asian periphery (European Parliament, 2020).  

Critically, EU studies scholarship has only recently applied itself to the EU’s geostrategic 

turn and it has tended to emphasize exogenous/systemic variables and material security 

concerns (e.g. Sino-American competition and rising global insecurities). Notwithstanding 

their insights, this has led significant gaps in our knowledge about the immaterial and 

ideational drivers of this behaviour; the EU’s emergence as a distinctive geostrategic cyber 

actor; and the relationship between the EU’s sovereigntist discourse and concrete policy 

changes. Indeed, the bulk of EU cybersecurity studies approaches have focused upon 

incoherence in the EU’s approach to cyberspace, including the Union’s institutional and 

decision-making processes (Carrapico & Barrinha, 2017; Fahey, 2014; Sliwinski, 2014).34 

However, the field has scarcely explored how the Union’s digital sovereignty discourse 

comes to bear upon actual policy changes towards spatial control in and through cyberspace. 

By examining this lacuna, this research offers an important contribution to cyber politics 

and IR literature, which has not yet examined the EU’s development or its ambitions to 

become a distinctive ‘sovereign’ actor in the cyber domain in depth. Undertaking further 

research on this topic would not only extend knowledge beyond the cases of traditional 

‘great power’ activity in the cyber domain, but it would also provide the means for further 

challenging realist and state-centric assumptions about geopolitical competition and the 

 
34 Such work echoes criticisms of the EU’s activities in other foreign policy areas, such as its external relations 
with Third Countries (Carbone, 2011; Diez, 2013; Juncos, 2016; Pomorska & Vanhoonacker, 2016). 
Problematically, these arguments have tended to evaluate the EU’s policymaking process against the state as 
the ‘standard’, despite the fact that the EU’s security and foreign policy process elides a supranational-
intergovernmental dichotomy (Bickerton, 2011). 
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exercise of cyber power in cyberspace. With regards to EU studies, this research would also 

help to address an important (cyber-specific) gap in studies of EU foreign policy, particularly 

as it relates to the question of geopolitics and what this tells us about the EU’s (aspiring) 

identity as a global actor. To this end, my project engages directly with ideational approaches 

to EU foreign policy and extends them to the cyber domain. 

 

Gap 2: The conceptual basis of ‘cyber capabilities’ and how they relate to the capacity 
to engage in geostrategic competition in and through cyberspace35 
 

Second, the bulk of mainstream IR approaches to geostrategic competition 

emphasize the significance of ‘cyber capabilities’ for shaping dynamics of competition and 

behaviour.36 Notwithstanding its contributions, this approach has conceptual and empirical 

limitations, leading to a limited understanding of geostrategic competition in and through 

cyberspace. First, as I have already explained in this chapter, cyber capabilities are difficult 

to operationalize, and they cannot adequately explain the emergence or the consequences of 

geostrategic behaviour practiced by weaker and/or traditionally incapable actors, such as the 

EU. These tensions have yielded a theoretically ‘fuzzy’ understanding of cyber power (as 

capabilities) and its relationship to geostrategic competition.  

Notably, the precise meaning of cyber capabilities and its relationship to an actor’s 

capacity to engage in geostrategic behaviour in and through cyberspace remains 

undertheorized. Are cyber capabilities equal to a resource, as in ‘cyber weapons’—

comprising the ‘propagation method, payload, and exploits’ (Stevens, 2018, p. 487)—or are 

they referring to an exercise concept of power? Mainstream scholarship has adopted both 

meanings, whereby the ‘capability’ to act in and through cyberspace has often been linked 

 
35 Refer to Chapter 4 and Chapter 5 for a further discussion of this topic. 
36 Notably exceptions include Betz & Stevens (2011) and Dunn Cavelty & Wenger (2022). 
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to the exercise of material particular capabilities and/or strength.37 This is also reflected in 

practice. For example, the Tallinn Manual 2.0 defines ‘cyber espionage’ as ‘any act 

undertaken clandestinely or under false pretences that uses cyber capabilities to gather, or 

attempt to gather, information’ (2017, p. 168, emphasis my own), but ‘cyber espionage’ also 

includes ‘the capability to monitor activities in their new destination and report back on 

them [exfiltration]’ (2017, p. 173, emphasis my own). Similarly, the United States defines a 

‘cyber capabilities’ as ‘a device or computer program, including any combination of 

software, firmware, or hardware, designed to create an effect in or through cyberspace.’38 

Theoretically, the concept of ‘cyber capacity’ for geostrategic competition has often been 

equivocated and/or conflated with capabilities in IR scholarship (see for example Kostyuk, 

2021; 2024).39 Assumptions about what capacity in cyberspace might entail have included 

the deployment of cyber operations for subversion, largely between powerful state 

adversaries (especially the Russian, American, and Chinese contexts; see Maschmeyer, 

2023; Chesney & Smeets, 2023). For example, Maschmeyer’s (2023) evaluation about the 

strategic value of cyber operations as subversive tools is premised upon the significance of 

state capacity.40 Separately, Slayton’s (2016) critique of ODB theory, discussed earlier in the 

chapter, rests on the premise that human capacity—not only technological and geographic 

variables—is an important aspect of achieving both cyber offence and defence objectives. 

 
37 This is also the case for IR theories beyond cyberspace, notably by realist and English School scholars (see 
for example Keene, 2014, p. 653). 
38 U.S. Code § 398a - Pilot program for sharing cyber capabilities and related information with foreign 
operational partners. Accessible here: https://www.law.cornell.edu/uscode/text/10/398a#g2.    
39 However, it should be noted that not all realist accounts conflate capabilities with capacity. Fareed Zakaria 
draws from the insights of state building literature to conceptualize state power through a capacity-based 
framework, arguing that ‘capabilities shape intentions…[but] state structure limits the availability of national 
power’ and ‘the ease with which central [government] decision makers achieve their ends’ (p. 9). Distinct from 
my account of capacity, Zakaria positions his account firmly within a realist, materialist, and state-centric logic, 
conceiving of states as ‘billiard balls […] made of a different material, affecting [their] speed, spin, and bounce 
on the international plane,’ (p 1998, p. 9).  
40 As Maschmeyer argues, while erosion is the strategy most suitable for cyber operations, it faces two key 
limitations: significant organization capacity and resources (thus reserving it for ‘stronger’ or ‘great power’ 
actors) and operational challenges which arise during their deployment (2023, p. 588). 
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At present, however, the literature lacks a clear framework on the distinction (if any) 

between ‘cyber capabilities’ and ‘cyber capacity’. 

These conceptual ambiguities have produced significant theoretical and empirical blind 

spots. Empirically, the literature has scarcely explained or discussed the implications of 

(cyber) capacity building programmes in and through cyberspace, which have acquired 

greater strategic importance as a foreign policy tool, as I explain in Chapter 4. The wider 

literature on capacity building has recently recognized that external capacity building 

assistance schemes now rest at the nexus of security, foreign policy, and development 

(Collett & Barmpaliou, 2021), but it has failed to explore the possible geopolitical dimension 

to such practices. While these programmes and tools have been scarcely examined by 

scholarship, geopolitical competition between powerful actors could play a significant part 

in capacity building investment decisions—beyond the transfer and/or deployment of certain 

‘cyber weapons’ (in fact, transferring cyber capabilities is very uncommon). Currently, we 

lack an adequate understanding about the meaning of ‘cyber capacity’ as a (geo)strategic 

tool of competition, and the broader strategic significance of capacity building within actors’ 

foreign policy agendas.  

Theoretically, it is unclear whether ‘cyber capabilities’ as it is conceptualized by 

mainstream approaches to cyber geopolitics accurately accounts for the scope and agentic 

dimensions of cyber capacity to act (geostrategically) in and through cyberspace. There are 

three relevant bodies of literature which could serve as valuable points of departure for 

developing a clearer understanding of the capacity to project power in and through 

cyberspace. First, outside of specific debates about cyber-geostrategic competition, classical 

‘state-society’ approaches to capacity in political science often draw upon Michael Mann’s 

concept of infrastructural power, ‘or the [domestic] capacity of the state to penetrate society 

and “to implement logistically political decisions throughout the realm”,’ (Mann, 1994, p. 
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189, quoted in Hanson & Sigman, 2021). A Mannian concept of infrastructural power 

encompasses the state’s capabilities (defined as resources), its effects on society, and its 

territoriality (Hanson & Sigman, 2021). Similarly, Cingolani argues that there are three 

manifestations of infrastructural power: ‘state endowments (which includes financial and 

bureaucratic resources), state spatial reach, and state legitimacy,’ (2023, p. 278). This 

scholarship thus advances an understanding of ‘capacity’ in a broader sense than pure 

capabilities, including infrastructural dimensions, the significance of political legitimacy, as 

well as the significance of spatial control and territoriality. 

Second, EU Studies on actorness have conceptualized ‘capacity’ from an agentic 

perspective, in terms of the EU’s capacity to imagine and realize roles for its ‘self’ in 

(specific contexts of) international affairs,’ derived from ‘the interplay of (domestic and 

external) role expectations, creative action and (social and material) resources,’ (Klose, 

2018, p. 1146). This provides a fruitful basis for approaching capacity from an agentic 

perspective, thereby exploring the relationship between imaginaries of the Self, the 

structural aspects of cyberspace, and the relational aspects of global geopolitical 

competition. However, this literature has yet to explore the case of the EU’s development as 

a geopolitical cyber actor.  

Third, critical and constructivist scholarship suggests that the capacity to achieve 

strategic goals is shaped by elite perceptions, existential anxieties / ontological security 

drives, and the institutional context. By emphasizing the agentic and socially constructed 

dimension to notions of capacity, this conception of capacity is distinct from realist 

approaches to the concept.41 For example, perceptions about the provenance of cyber 

 
41 See for example Kostyuk, 2021; 2023. However, not all realist accounts conflate capabilities with capacity. 
Fareed Zakaria draws from the insights of state building literature to conceptualize state power through a 
capacity-based framework, arguing that ‘capabilities shape intentions…[but] state structure limits the 
availability of national power’ and ‘the ease with which central [government] decision makers achieve their 
ends’ (p. 9). Distinct from my account of capacity, Zakaria positions his account firmly within a realist, 
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capabilities and notions of cyber (in)capacity may be underpinned by particular—and not 

necessarily rational—imaginaries of the future threat environment (Eberle & Daniel, 2022). 

As Jordan Branch explained in the context of American offensive cyber operations, 

‘Although threats or attacks on hardware create pressure for a policy response—and the US 
operation was itself a reaction to Russian interference—the form of that response is 
underdetermined by material or strategic circumstances and thus is also shaped by ideational 
factors, including the effects of language itself,’ (2021, p. 40). 
 

In this way, the design and decision to use particular material capabilities are shaped by 

notions of the capacity to act in a given political context, which in turn are influenced by 

ideational factors. The next section elaborates further on the potential relationship between 

ontological security and capacity-building approaches by cyber actors. 

Overall, the insights of this scholarship complicate materialist approaches to the 

(objective) strategic import of particular cyber capabilities and their link to geostrategic 

competition. Given that cyber capabilities are hard to observe and operationalize and their 

strategic purpose is often hard to distinguish, theorizing how various notions of cyber 

capacity interact with the exercise of cyber capabilities would advance our understanding 

about cyber power and strategic behaviour. Plausibly, the analytical concept of capacity 

could be valuable for understanding the behaviour of actors who lack the quintessential 

‘cyber capabilities’ yet have nevertheless pursued ambitious geopolitical and sovereigntist 

goals towards cyberspace (namely, the EU). Additionally, it would open up further 

theoretical and empirical scrutiny towards ‘capacity building’ as a concept for developing 

and projecting power in and through cyberspace, including in the context of geostrategic 

competition.  

 

 
materialist, and state-centric logic, conceiving of states as ‘billiard balls […] made of a different material, 
affecting [their] speed, spin, and bounce on the international plane,’ (p 1998, p. 9).  
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Gap 3: Ontological insecurity and geostrategic competition42 

Third, cyber-IR scholarship has long recognized that there is a puzzling—or at least 

challenging—ontological dimension to cyber-IR, including in the EU policy context. 

Elsewhere, ontological security conditions are theorized to underpin an actor’s agency and 

sense of existence in the world—that is, their capacity to act in time and space, in relation 

to others (Krickel-Choi, 2024; Mitzen, 2018). For example, ontological security drives have 

been theorized to condition states’ foreign policy behaviour (Subotić, 2016), including their 

engagement with geopolitical and/or spatial concepts (Eberle & Daniel, 2022). 

However, as reviewed in this chapter, mainstream literature and critical scholarship 

alike has scarcely interrogated the ontological security implications of this for actors and the 

consequences for geopolitical behaviour. Yet—strikingly—cyber-IR scholarship has 

equivocated this possibility, insofar as it has widely emphasized how cyberspace has created 

ontological uncertainties for both policymakers and scholars alike, having consequences for 

strategic decision making. Significantly, Lucas Kello (2017) highlighted one ontologically 

disruptive implication of cyberspace: that it blurs the concepts of ‘war’ and ‘peace’—the 

two primary constituent units which underpin the ‘nature’ of international relations, leading 

to ‘unpeace’. Similarly, Maria Mälksoo argued that cybersecurity challenges expose 

‘collective actors to the fundamental existential questions about the continuity of their 

external environment as they know it’ as well as their own existential vulnerability ‘to 

unknown and indeterminate threats,’ (emphasis my own, 2018, p. 378). Critical security 

studies approaches, reviewed in the previous section, further highlight the increasing 

institutional, political and strategic complexity of cybersecurity issues. Uncertainty about 

what to ‘expect’ from others in one’s surrounding environment, or distrust in others’ 

behavioural consistency, is illustrated by enduring attribution problems in cyberspace, the 

 
42 Refer to Chapter 6 for an in-depth review of this gap. 
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significance of cyber operations for ‘gray zone’ operations, and ongoing debates about how 

the US’ strategy of persistent engagement could be perceived as escalatory (Dunn Cavelty 

& Wenger, 2022). Conceivably, these uncertainties could generate ontological security 

seeking behaviour (see also Lupovici, 2023). 

Contributions in critical security studies scholarship have demonstrated that strategic 

decisions follow ‘logics of appropriateness’ cogent to the particular frames of thinking and 

metaphorical associations they attribute to certain policy issues (see for example Weldes, 

1999). For example, Branch argues in the context of United States foreign policy that the 

cyberspace-domain rhetorical conjunction has opened possibilities for constructing the 

internet as ‘a virtual space with territorial features, within which military ideas, strategies, 

goals, and actions apply,’ (2021, p. 56). By this account, territorial goals and rationales may 

be transposed onto cyberspace, albeit for potentially irrational reasons (Branch, 2024; see 

also Eberle & Daniel, 2022; see also Betz & Stevens, 2013).  

However, despite recognizing the complex ontological challenges inherent to 

strategizing in cyberspace (e.g. Lupovici, 2022; Gomez & Whyte, 2021), ontological 

security studies literature has not comprehensively explored the relationship between 

strategic uncertainty and rise of geopolitical and sovereignty discourses. Moreover, while 

this scholarship has revealed the myriad ways in which cyberspace is ontologically 

challenging for traditional global actors, it has not sufficiently examined how these tensions 

play out in the EU context.  

Drawing upon the insights of ideational scholarship reviewed above, an analytical 

focus upon the ‘ontological dimension’ to cyber policymaking foregrounds the under-

explored nexus between how policymakers negotiate ontological challenges vis-a-vis 

cyberspace and their development of particular discourses and strategies. Accordingly, this 

approach also has the tools to capture EU policymaking dynamics which have elided realist 
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and state-centric paradigms, (which have generally taken this dynamic for granted). Scholars 

have demonstrated that the EU has struggled to conceptualize cyberspace as a strategic 

domain (Carrapico & Farrand, 2017), suggesting that EU policymakers indeed experience 

ontological challenges. Indeed, the dearth of EU studies examining the ontological 

dimension to EU cyber policy—particularly how policymakers conceive of cyberspace in 

an EU context—is a notable gap, given that the EU continually navigates the ‘trinitarian’ 

view to international relations and questions of sovereignty throughout the unfolding process 

of European integration (Mitzen, 2018). The insights of European integration studies 

therefore call for a deeper exploration of how the EU’s institutional experience interplays 

with the broader ontological dimension of cyberspace—beyond the concept of 

‘incoherence’—and its engagement with geopolitical and sovereigntist language. Beyond 

the EU, exploring this gap has the potential to broaden our general understanding about the 

relationship between ontological security drives in and through cyberspace and geostrategic 

behaviour in this context.  

Chapter summary 
This chapter adopted a critical ontological approach to argue that mainstream IR literature’s 

state-centric and capabilities-based approach to geostrategic competition in and through 

cyberspace has left several important gaps in our understanding of the emergence, drivers, 

and characteristics of this phenomenon. Critically, it has circumscribed our understanding 

of the EU’s development as a geopolitical actor in and through cyberspace and 

undertheorized the concept of ‘cyber capacity’ and the potential relationship between 

ontological security drives and geostrategic behaviour. In the next chapter, I lay out the broad 

analytical and methodological approach undertaken by this integrated thesis and provide 

further empirical context on the EU’s emergence as a geostrategic actor in and through 

cyberspace.  
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Chapter 3: Background and methodological approach of the 
integrated thesis  
 

Chapter overview 
Given that ‘cyber’ and ‘digital’ issues are complex and rapidly evolving issues within the 

context of European Union external action, this section aims to familiarize the reader with 

key institutions and actors relevant to this thesis. This contextualizes but does not supplant 

the empirical analyses in Chapters 4-6.43 Accordingly, this chapter outlines the scope and 

orientation of the integrated thesis, including the common methodological, ontological, and 

epistemological foundations for the dissertation’s research articles. It also provides further 

background on the context of EU cybersecurity policy and its overlap with external action, 

as well as the timeframe covered by the dissertation.  

Background: The European Union as a global cybersecurity actor 
While the remit of EU external action has been variably defined by scholars 

(Keukeleire & Delreux, 2022), it can be understood as ‘the area of European policies that is 

directed at the external environment with the objective of influencing that environment and 

the behavior of other actors within it, in order to pursue interests, values and goals,’ 

(Keukeleire & Delreux, 2014, p.1). Building on Keukeleire and Delreux (2022), I consider 

EU external action to encapsulate both the common foreign and security policy, the 

European security and defence policy, (CSDP/ESDP) and the areas of trade, development, 

environment, and energy—that is, both the areas of ‘external relations’ and conventional 

foreign policy and security. In other words, the EU’s global activities can be broadly 

characterized as ‘EU external action.’  

 
43 For a broader overview of how cyber issues transverse multiple EU policy areas, including beyond the 
foreign policy context, see Christina Rupp, Navigating the EU Cybersecurity Policy Ecosystem: A 
Comprehensive Overview of Legislation, Policies and Actors, Interface, June 27, 2024, https://www.interface-
eu.org/publications/navigating-the-eu-cybersecurity-policy-ecosystem. 

https://www.interface-eu.org/publications/navigating-the-eu-cybersecurity-policy-ecosystem
https://www.interface-eu.org/publications/navigating-the-eu-cybersecurity-policy-ecosystem
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The close relationship between the ‘external relations’ and classical ‘foreign policy’ 

dimensions of the EU’s international engagement was formalized with the Lisbon Treaty in 

2009, which remains in force today (de Búrca, 2013). While efforts to integrate the EU’s 

‘low politics’ external relations policy areas (e.g. trade, aid, and development) with the 

Union’s ‘high politics’ foreign policy and security mandate were set in motion in the 1990s, 

the Lisbon Treaty ushered in a new era for the EU’s external action (de Búrca, 2013). The 

Lisbon Treaty mandated the inception of the EU’s European External Action Service 

(EEAS), the diplomatic branch of EU global action, and established the High Representative 

of the Union for Foreign Affairs and Security Policy and Vice-President of the European 

Commission (HR/VP). The EEAS and HR/VP role has enabled closer coordination between 

EU institutions, especially the European Commission’s role in external affairs, with the 

intergovernmental aspects of EU external action (the Council of the EU and Member States’ 

foreign and defence ministries). Thus, the inception of the EEAS and the legalization of the 

Lisbon treaty preceded the development of the EU’s first cybersecurity strategy.  

Altogether, the EU’s foreign policy and external action remit(s) have changed 

significantly since its first collective engagement with international relations in the 1950s as 

a smaller, less integrated political organization (de Búrca, 2013). Outside of cyber-IR 

scholarship, EU Studies scholars have argued that changes to the EU’s global ‘actorness’—

or the EU’s ‘capacity to behave actively and deliberately in relation to other actors in the 

international system’ (Sjöstedt, 1977, p. 16)—have been driven by endogenous factors (e.g. 

developments in European integration) and exogenous factors, including global crises and 

international security developments (Fawcett, 2015).44 Not unlike cyberspace, European 

integration has been characterized as a process of boundary re-definition (Vollaard, 2018), 

 
44 Currently, the European Parliament (n.d.) describes the EU’s ‘action on the international scene [as] guided 
by the principles that inspired its own creation, development and enlargement, and which are also embedded 
in the United Nations Charter and international law.’  
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whereby territoriality and the EU’s functional tasks is atypical to the Westphalian model 

(Bartolini, 2006). Yet, the EU has not made a full-fledged departure from the nation-state, 

particularly in terms of where it derives sovereign authority (Fossum, 2006; Bickerton, 

2011).  

 

Supranationalism and EU external action post-Lisbon: Broad institutional, political, and legal 
context 

Presently, EU foreign policymaking is characterized by hybridity and 

supranationalism, it is not reducible to a purely state-centric, intergovernmental conception 

of foreign policymaking. While the EU’s status as a sui generis actor is realized by the 

pooled sovereignty of its Member States (Moravscik, 1998), scholars have established that, 

following the provisions of the 2009 Lisbon Treaty, de novo bodies, namely the European 

External Action Service (EEAS), and the High Representative/Vice-President of the 

European Commission (HR/VP), have enjoyed greater power and influence as agenda-

setting actors and with greater autonomy from national diplomatic corps in relations with 

third countries (Balfour et al., 2015; Furness, 2013; Morillas, 2020). 45 Thus, overall, EU 

external action policy can be understood as a process that is shaped ‘with reference to values 

and principles that are seen as particular to the Union,’ (Sjursen, 2011, p. 1086).46 

 

 
45 Including in the context of the EU’s 2016 Global Strategy (Morillas, 2020).  
46 To be sure, examining EU supranational institutions (viz. the European Commission, the External Action 
Service, etc.) does not preclude examination of intergovernmental discursive struggles over the meaning of 
EU digital sovereignty at the horizontal level (e.g. between various Committees and/or Representatives in the 
Council of the EU) or vertical levels (e.g. between Brussels and Member States). Chapter 5 further details 
potential drivers and mechanisms of policy change in the EU’s external action context. See also Klose, 
Theorizing the EU’s Actorness: Towards an Interactionist Role Theory Framework, JCMS, 2018, p. 1144. 



 111 

 

Figure 3.4. Current parameters of the EU’s external action, from EURLEX database. 

Accordingly, the EU can be considered a non-traditional ‘state-based’ foreign policy 

actor. The term ‘state-based’ draws attention to the reality that foreign policymaking is 

situated within particular institutional structures which often (but not always) overlap with 

the ‘state’ as a broad field of action (González-Ocantos, 2020).47 This conceptualization 

broadly coheres with Bob Jessop’s approach to state power, which can be understood to 

result from ‘a continuing interaction between the structurally inscribed strategic selectivities 

of the state as an institutional ensemble and the changing balance of forces operating within, 

and at a distance from, the state, and perhaps, also trying to transform it,’ (Jessop, 1999; 

quoted in Moisio & Paasi, 2013, p. 54). State-based power is therefore constituted and 

reproduced by foreign policymaking practices, as part of the ‘process of statecraft’ (Kuus, 

2009, p. 88; see also Carrapico & Farrand, 2024). Accordingly, state-based power in the 

context of cyberspace is constituted by the sociotechnical nature of digital technologies and 

 
47 By ‘field of action,’ I am loosely drawing upon Bourdieu’s conception of a ‘field of action’ as a social 
domain which can be understood as a space of action ‘with particular morphological and institutional features’ 
(González-Ocantos, 2020, p. 108). As Bourdieu and Wacquant described, the field of action ‘guides the 
strategies whereby occupants of those positions seek, individually or collectively, to safeguard or improve their 
position in this field. In this sense, the field shapes behaviour yet it also serves as the site of ‘struggles aimed 
at preserving or transforming’ the rules (Bourdieu & Wacquant, 1992, p. 101; quoted in González-Ocantos, 
2020, p. 109).  
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their integration into infrastructures relevant to state power, such as critical infrastructure 

and society (Dunn Cavelty & Wenger, 2022).  

 

EU external action and its intersection with EU cybersecurity policies 

Currently, the EU’s capacity to act in and through global cyberspace is shaped by 

varied institutional competences across different areas of external action. For example, in 

the area of common foreign and security policy (CFSP), sovereignty is pooled between its 

Member States (Moravscik, 1998), which have been historically hesitant to cede control 

over their hard security. This arrangement has arguably stunted the Union’s ‘hard’ 

capabilities (Sliwinski, 2014; Hill, 1993). By contrast, the Commission enjoys exclusive 

competences over other ‘softer’ areas of external action: trade and economic security 

instruments. Generally, EU foreign policy remains characterized by the strong interaction 

across three institutional pillars of governance (which mandate different degrees of 

supranational authority) which stem from the 1990s Maastricht-era treaty arrangement 

(Keukeleire & Delreux, 2022; cf. Smith, 2012).48  

Notably, the post-Lisbon institutional makeup of EU external action (see Figure 3.4) 

underscores the influence of EU supranational institutions on EU cyber policy. This level of 

analysis, scholars have widely argued, captures the bulk of post-Lisbon developments in EU 

external action aimed at cybersecurity and adjacent digital policies (Trimintzios et al., 2017, 

p. 5; see also Laurer & Seidl, 2021; Timmers, 2018; Pawlak et al., 2018; Heidebrecht, 2024). 

As Chapters 4-6 will discuss, the EU has increasingly integrated cybersecurity instruments 

into its external action outlook, including in the CFSP/ESDP. The basic institutional 

 
48 Rather than focusing upon the ‘pillar’ structure, for example, Michael Smith (2022) argued that EU foreign 
policy has four domains: the market, security and defence, diplomacy, and normative power, although the last 
dimension has become a subject of much recent debate.  
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implications of this shift are observable by comparing the EU’s first cybersecurity strategy 

to the contemporary 2020 version, as presented in succession below. 

 

Evolution in EU cyber strategy, 2013-2020 

Whereas the EU’s 2013 strategy was initially inward-looking and oriented around 

network information security, the EU’s contemporary (2020) cybersecurity strategy 

encompasses four primary sub policy-areas: cybercrime and law enforcement; critical 

information infrastructure protection; cyber-defence; and cyber-diplomacy (Carrapico & 

Farrand, 2024). As can be seen in Figures 3.5 and 3.6 below, the number of institutional 

actors in EU cyber-foreign policy have proliferated over the last decade, together with an 

increasingly assertive global outlook. These institutional actors, furthermore, have set up a 

number of working groups and networks which are not represented in the schematic.49  

 

Figure 3.5. Central pillars of EU cybersecurity strategy (2013), as compiled by George Christou.  
Diagram here was reproduced, with slight modifications, by the author. 

 

 
49 They are numerous and beyond the scope of the present discussion. 



 114 

 

Figure 3.6. Central pillars of the EU’s 2020 cybersecurity strategy (in force) and relevant institutional 
actors, compiled on the basis of the author’s institutional mapping and updated for 2020 in line with the 
European Parliamentary (2024) staff document. 

 
Mapping these broad developments in EU cybersecurity policy raises questions 

about which kinds of capacities are being privileged by foreign policy actors in the area of 

cybersecurity, which key ideas and institutions have influence, and which goals they serve; 

ultimately informing the research agenda of this thesis project addressed in Chapters 4-6.  

Particularly relevant to this project is the rise of the EU’s behaviour as a geostrategic 

actor, whereby claims to ‘European digital sovereignty’ have been popularized under the 

2019 von der Leyen Commission (Haroche, 2023; Carrapico & Farrand, 2024). Below, I 

provide descriptive statistics which demonstrate a key development of interest to this thesis: 

the convergence of EU sovereigntist discourse and its relationship to EU cybersecurity 

policy developments from 2009-2024. 
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The rise of cybersecurity and sovereigntist logics in EU policy documents 

The below descriptive analysis provides further insights about the wider discursive 

environment in which ‘European digital sovereignty discourse’ has emerged in the context 

of EU cyber policies over time. This data offers a broad illustration of how EU cybersecurity 

issues have become increasingly prevalent in a variety of EU documents, including those 

relevant to international affairs and documents which include references to ‘digital 

sovereignty’ and ‘technological sovereignty’ (further discussion in Appendix A.2). 

Prior to examining this development, it is worth noting that ‘cybersecurity’ policies 

and issues have risen on the EU’s overall policy agenda over the last two decades, 

particularly since 2016.  Textual data collected from the EURLEX database, a repository of 

all EU public and legal documents,50 reveals a rising number of EU policy documents 

containing the keywords ‘cybersecurity’ and ‘cyber security’ since 2009 (see Figure 3.7). 

This demonstrates the rising significance of cybersecurity issues across various EU policy 

areas over the last two decades. Further, as Figure 3.8 visualizes below, this trend is evident 

for both document types: those in the preparatory process of EU legislation (e.g. 

Commission proposals, JOIN documents, Council common positions, European Parliament 

resolutions) and EU legal acts (i.e. EU regulations, decisions, directives, recommendations 

and opinions). Therefore, over time, the salience of cybersecurity issues has risen across a 

variety of EU institutions with different policymaking responsibilities. Overall, it shows how 

cybersecurity has become ‘one of the most influential policies across the EU policy 

spectrum,’ (Carrapico & Farrand, 2024, p. 147). 

 
50 The EURLEX database is a digital repository of all EU law documents and public (policy) documents. 
This includes treaties, directives, regulations, decisions, preparatory acts, and The Official Journal of the 
European Union. For further details, see: https://eur-
lex.europa.eu/content/welcome/about.html#:~:text=What%20is%20EUR%2DLex%3F,languages%20and%2
0is%20updated%20daily. 

https://eur-lex.europa.eu/content/welcome/about.html#:~:text=What%20is%20EUR%2DLex%3F,languages%20and%20is%20updated%20daily
https://eur-lex.europa.eu/content/welcome/about.html#:~:text=What%20is%20EUR%2DLex%3F,languages%20and%20is%20updated%20daily
https://eur-lex.europa.eu/content/welcome/about.html#:~:text=What%20is%20EUR%2DLex%3F,languages%20and%20is%20updated%20daily
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Figure 3.7. Results of keyword search of 'cybersecurity' and 'cyber security' in all EU policy documents 
over 2009-2024, collected from EURLEX database. Database last accessed February 2025. 

 

Figure 3.8. Results of keyword search of 'cybersecurity' and 'cyber security' in EU preparatory documents 
and EU legal acts over 2009-2024, collected from EURLEX database. Database last accessed February 
2025. 
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Focusing more closely on external action and/or international issues, cybersecurity 

keywords have more frequently appeared in EU documents discussing ‘international 

relations’ themes over time.51 This is demonstrated in Figure 3.9 below. 

 

Figure 3.9. Results of keyword search of 'cybersecurity' and 'cyber security' in all documents under the EURLEX filter 
theme ‘international relations’ with keywords, 2009-2024. Database last accessed February 2025. 

 
Most relevant to the EU’s expression of digital sovereignty discourse in the area of 

cyber-external action, the data reveals a relative increase in EU documents containing both 

EU cybersecurity keywords and European digital sovereigntist discourse. This is shown in 

Figure 3.10, which illustrates that the total number of EU documents containing both the 

‘cybersecurity’ and ‘digital sovereignty’ or ‘technological sovereignty’ keywords has 

increased over time, particularly since 2020.  

 
51 EU documents were coded ‘Internal relations’ by EURLEX filters, not my own coding; see Appendix A for 
further information about EuroVoc and the filters used. 
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Figure 3.10. Total EU documents including both cybersecurity and tech or digital sovereignty keywords, 
2009-2024- last accessed February 2025. The two categories are not mutually exclusive. 

 
Significantly, this association is reflected in both EU legal documents and legislation, 

as evidenced below, in Figures 3.11 and 3.12. This suggests that, at a very broad level, a 

variety of different EU supranational institutions (e.g. the European Commission and the 

European Parliament) and intergovernmental bodies (i.e. the Council of the EU) have 

engaged with sovereigntist discourses in the context of EU cybersecurity policy. 

 

Figure 3.11. Number of EU legal acts and preparatory documents with both cybersecurity and digital 
sovereignty keywords, 2009-2024 (a subset of data corpus from Figure 3.10). Database last accessed February 
2025. 
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Figure 3.12. Number of EU legal acts and preparatory documents with both cybersecurity and 
technological sovereignty keywords, 2009-2024 (a subset of data corpus from Figure 3.10). Database last 
accessed February 2025. 

Overall, these data trends illustrate that 1) EU cybersecurity issues have become 

more salient over time, and 2) sovereigntist logics (i.e. the terms ‘digital sovereignty’ and 

‘technological sovereignty’) have become more prevalent in EU documents which also 

reference cybersecurity issues. At least on paper, this exercise notionally supports the 

argument that the EU’s geostrategic agenda, including digital sovereignty discourse, can be 

understood as ‘the new paradigm of EU cybersecurity policy’ (Carrapico & Farrand, 2024, 

p. 148). However, this descriptive analysis offers a very preliminary indication that EU 

cybersecurity issues have become more prominent in EU external action policy, and that the 

EU’s engagement with geostrategic concepts—namely sovereigntist discourse--has 

increased over time in this context, across a range of EU document types. 

As I detail below, this thesis moves beyond the broader discursive environment to 

qualitatively examine the meaning of and application of these terms in specific institutional 

and policy contexts. In the remaining part of this chapter, I lay out the empirical scope and 

the epistemological, analytical, and methodological ‘toolkit’ leveraged by the dissertation’s 

research articles. 
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Empirical coverage and scope of articles  
Chapter 1 introduced the central research question guiding this project: What explains and 

characterizes geostrategic behaviour in and through cyberspace, and what are the 

implications of these dynamics for the nature of sovereignty and geopolitics in the digital 

age? This thesis addresses this overarching research question in the form of three standalone 

yet substantially related articles. Valuably, an articles-based approach enables me to address 

this agenda along the lines of the three related gaps in the literature identified in Chapter 2 

(see Table 3.4 below). 

 

Briefly, by exploring these gaps, my articles unveil the key ideas, events, and forces 

which have shaped the relationship between transformations to cyberspace and national and 

supranational practices of geostrategic competition. Specifically, Chapter 4 explores 

tripartite geopolitical competition between the EU, US, and China at the macro level. 

Departing from Chapter 4’s discussion about institutional and ideational factors which shape 

 
Table 3.4. Summary of research lacunae addressed by the thesis and their empirical scope 

Gaps Chapter Empirical context 
 
The potential relationship between 
‘capacity’ and geostrategic behaviour in 
and through cyberspace; the meaning of 
‘capacity’ in policy practice(s) 
 

 
Chapter 4 

 
Capacity building instruments for digital 
development donated by the EU, US, and 
China to African states, 2017-2024 
 

The relationship between sovereigntist 
discourse and policies towards 
(geospatial) control, especially in the 
case of the EU 

Chapter 5 The relationship between European digital 
sovereignty discourse and cyber-relevant 
policy developments in EU external 
action, 2017-2022 
 

The ontological security dimension to 
geostrategic decision-making in and 
through cyberspace 
 

Chapter 6  Emergence of the EU’s geostrategic 
behaviour in EU’s cybersecurity policy, as 
developments in EU external action over 
2009-2024  

Explaining the EU’s emergence and 
characteristics as a geostrategic actor in 
and through cyberspace, within the 
wider context of global competition 
 

Chapters 
4-6 

Various policy areas in EU external 
action, different EU actors (including 
Member States and supranational 
institutions) and the EU’s relations with 
the US and China 
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networked geopolitical competition, Chapter 5 zooms in on the EU external action 

policymaking context to interrogate the meso-level dimension to drivers of cyber capacity 

building policy and two other policy areas. In so doing, this article explores how institutional 

competences and ideational factors shape policy changes penned by the ‘geopolitical 

Commission’ from 2017-2022. This sheds further light into how cybersecurity policymaking 

is embedded within the broader politics of geostrategic competition, particularly debates 

about European digital sovereignty and the EU’s role as a global actor in the digital domain. 

Finally, Chapter 6 examines the ontological security underpinnings of the EU’s discursive 

turn towards geopolitics and European sovereignty over the 2009-2024 period, organized 

around successive updates to the Union’s cybersecurity strategies and external action / 

strategic doctrines.  

Accordingly, Chapters 4-6 of this dissertation examine three (out of four) EU 

cybersecurity pillars in particular: cyber defence and its overlap with network and 

information security, and diplomacy, although the fourth pillar, cybercrime, is mentioned 

indirectly in the context of cyber capacity building programmes (see Figure 3.6 above). 

Given that Sino-American competition is widely acknowledged to have a bearing upon the 

EU’s geopolitical positioning, the research articles also touch upon specific areas of 

American and Chinese foreign policy when relevant and appropriate to the article’s research 

objectives. Specifically, Chapter 4 examines all three actors as competing digital 

development donors towards Africa, whereas Chapters 5 and 6 focus more specifically on 

aspects of the EU’s embrace of its distinctive geopolitical, sovereigntist approach to 

cyberspace. The reasons for the selection of these areas are further elaborated in Chapters 4-

6 in the context of their research designs.52 

 
52 Broadly speaking, however, two out of the three principal institutions involved in the cyber defence pillar—
the EEAS and the European Commission—are the penholders for the EU’s cybersecurity strategies. Indeed, 
all three of its cybersecurity strategies released to date were jointly authored by the Commission and the EEAS. 
Second, these three pillars comprised the areas in which the EU’s adoption of geopolitical discourse and 



 122 

Altogether, this empirical approach remains alive to the reality that the EU’s external 

relations approach has been shaped by a number of internal and external developments over 

the 2009-2024 period, including the behaviour of the Union’s longtime allies, partners, and 

competitors. These aspects will be addressed in greater detail in the coming chapters, but it 

is worth briefly mentioning that the EU has had a longstanding partnership with the United 

States on governance issues related to cybersecurity, digital technologies, and transnational 

data flows (see for example Shahin, 2024; Fahey, 2024). Additionally, the EU’s external 

action approach to cyberspace has been shaped by relations with China (see for example 

Bersick et al., 2016), including in the context of Chinese-provided ICT infrastructure across 

the bloc, and by external threat perceptions about Russian cyber operations (Christou, 2016). 

 

Overview of analytical approaches and methods for data generation  

As I outlined in the preceding chapter, a key point of departure of the thesis was to explore 

the field’s conception of the ‘capable actor’ in cyberspace in theory and practice through a 

critical ontological approach. Through this lens, I argued that dominant approaches have 

produced limited understandings about recent developments in cyberspace assumed to be 

explained by the exercise (or not) of particular cyber capabilities, particularly the EU’s 

development as a geopolitical actor. Moreover, the field’s reliance upon assumptions about 

power and capabilities in cyberspace come into tension with commonly understood 

characteristics of the cyber environment, changing geopolitical dynamics, and the EU’s 

development as a geopolitical cyber actor. This broad approach and the emergent research 

 
sovereignty claims are concentrated. Moreover, cyber defence is the pillar most closely linked to Member 
States’ national security, which enables further exploration of the potential tensions between cybersecurity 
concerns at the EU level and national levels. Given the significant internal/external overlap between policy 
areas in cybersecurity—particularly between cyber defence, cyber diplomacy, and network and information 
security—the inclusion of the all three pillars are warranted. 
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imperatives and gaps laid out in Chapter 2 comprise the analytical backdrop to the 

dissertation’s three research articles.  

As prefaced in Table 3.4, the dissertation’s research articles are distinct in terms of 

their specific research questions, approach to causality, and empirical coverage, drawing 

upon a range of relevant theoretical tools to pursue their research questions.53 Broadly 

speaking, Chapters 4 and 5 develop qualitative, analytical frameworks which aim to 

empirically investigate causal relations relevant to the EU’s geostrategic approach in and 

through cyberspace, in line with their research questions. As context-specific, theory 

building exercises, the articles do not advance monocausal or universal explanations, and 

they highlight the relationship between ideas and the institutional and/or structural context. 

By contrast, Chapter 6 develops a constitutive, qualitative-interpretive approach towards 

examining the relationship between the EU’s ontological security drives and its spatial 

bordering practices in and through cyberspace, drawing upon sociopsychological theories in 

international relations. 

In brief, Chapter 4 develops a theoretical framework about the strategic import of 

capacity building assistance, drawing upon network theory (e.g. Hafner-Burton, et al., 2009) 

and critical approaches to digital geopolitics (e.g. Pohle & Voelsen, 2022). This chapter 

engages in a plausibility probe of American, Chinese, and EU-funded capacity building 

assistance for African states’ digital development to explore how several supply-side factors 

(perceived incentives for competition, donors’ normative approaches to development, and 

their relationship to intermediaries) appeared to mediate donors’ approaches to assistance. 

Next, Chapter 5 engages an ‘explaining-outcome’ process tracing approach (Beach & 

Pederson, 2019; see also Haroche, 2022), which seeks to examine whether European digital 

sovereignty discourse drove three positive cases of policy change in EU cyber-external 

 
53 Refer to Chapters 4-6 for specific details.  
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action. Given that this approach does not seek ‘to demonstrate the general validity of one 

causal mechanism but rather to identify the main drivers behind a single phenomenon, this 

research strategy typically combines multiple theoretical approaches,’ (Beach and Pedersen, 

2019, p. 282, in Haroche, 2022). As I discuss in this Chapter, this abductive approach 

enabled me to consider, albeit to a limited extent, whether the paper’s empirical findings 

about the relationship between discourse and policy change are illustrative of several 

different potential theorized causal pathways (dynamics 1, 2, 3, or 4) and in terms of broader 

scholarship on EU foreign policymaking.54  

Departing from Chapter 5’s short discussion about the potentially significant 

performative nature of digital sovereignty discourse, the final article of this dissertation 

(Chapter 6) examines how ontological security drives may have shaped the EU’s 

geostrategic turn towards cyberspace. This article advances a qualitative-interpretive 

research approach which draws upon critical geopolitics and EU Studies scholarship (e.g. 

Lambach, 2020; Klose, 2018; 2022). An interpretive approach emphasizes the constitutive 

nature of language as ‘ontologically significant’ for an actor’s identity and sense of the world 

(Hansen, 2006, p. 16), and the crucial role of subjectivity, situated-ness, and contingency for 

knowledge formation (Schwartz-Shea & Yanow, 2012).55  In particular, this article develops 

 
54 As I note in Chapter 5, rather than exploring four hypotheses evenly, the paper is anchored around exploring 
the evolution of discourse and its temporal sequencing vis-à-vis the outcome (Beach & Pedersen, 2019, p. 
286). By exploring whether European digital sovereignty discourse was necessary for driving each of the three 
cases, the paper further considers, albeit to a limited extent, also other potential variables (such as geopolitical 
perceptions, transformative crises, and institutional characteristics) and explore how they might have 
contributed to the outcome. These factors are explored in its analyses of policy changes and in the paper’s 
discussion section. In this section, it also allowed me to briefly consider how, and why, discourses about digital 
sovereignty may serve both internal and external purposes depending upon the institutional context: for 
example, the discourse may internally serve as an ‘autobiography’ or ‘solution’ for a policy problem, and/or 
as externally expressing a preferred narrative or vision for an actor’s role and perception of world affairs. 
55 Throughout my analytical process, I adhered to five widely recognized evaluative standards for interpretivist 
research: 1) exposure, 2) trustworthiness, 3) systematicity, 4) transparency, 5) reflexivity and engagement with 
positionality (Schwartz-Shea & Yanow, 2012). To achieve exposure, I examined different institutional 
contexts and policy areas appropriate to the research problem (broadly reviewed above), identifying relevant 
sites for analysis through a temporalized mapping technique, which traces and situates the ideational positions 
of actors located in different policy settings (Clarke et al., 2015). Together with the interview data (described 
above), this chronological mapping process facilitated further exposure to the perspectives of the multitude of 
agents involved in shaping and disseminating the relevant foreign policies (Clarke et al., 2015). The mapping 
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a critical analytical framework which theorizes the constitutive relationship between the 

EU’s ontological security drives, its collective actorness in and through cyberspace, and its 

engagement with spatial bordering moves, including digital sovereignty discourse. By 

drawing upon the concept of actorness, this approach underscored how the EU’s geostrategic 

turn has been shaped by both internal and external social contexts which ‘emerges from the 

interplay of (domestic and external) role expectations, creative action and (social and 

material) resources’ (Klose, 2018, p. 1145). It should be noted, however, that interpretivist 

approaches do not aim to produce ‘universal truths’ applicable to the entire ‘universe of 

cases.’ Rather, they seek to hone in on a significant tension  within a particular context and/or 

set of contexts (i.e. the EU’s puzzling geostrategic turn in cyberspace) which can help build 

our understanding about important social science phenomena.  

Therefore, through distinctive analytical frameworks and epistemologies, Chapters 

4-6 explored both discourses and practices relevant to and indicative of the EU’s geostrategic 

behaviour in and through cyberspace. Through different angles of inquiry, the discourse-

oriented approaches of these articles enabled me to explore how ‘capacity’, ‘cyberspace’ and 

‘the digital domain’ have been shaped and constituted by ideational factors across various 

(evolving) political, institutional, and temporal contexts. As a point of departure for their 

discourse analyses, the articles engaged with Bacchi and Goodwin’s (2016) ‘WPR’ Analysis 

tool to identify the key ideas, institutions, and concepts pertinent to the relevant policy issues 

for the analysis. WPR, or ‘What is the Problem Represented to Be?’, is a critical exercise 

which elicits a sequence of questions for ‘opening up policies’ for discourse analysis (see 

Figure 3.13 below). WPR approaches policies as discursive problematizations of issues 

which produce “problems” as particular types of problems, to therefore uncover the 

 
process also enabled me to establish appropriate analytical parameters for my interpretive analysis of the broad 
policy field of ‘cybersecurity’ and its co-evolution with geopolitical behaviour, which has expanded over time 
in most foreign policy contexts, including the EU. 
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underlying assumptions which construct such “problems” as intelligible (Bacchi & 

Goodwin, 2016).   

 

Figure 3.13. Excerpt from Bacchi and Goodwin’s (2016) volume, reproduced by the author. 

 

For Chapter 4, in line with its two-step analytical framework, discourse analysis 

served as a preliminary step for elucidating American, Chinese, and European perceptions 

and framings about the strategic importance of cyber and digital capacity building assistance 

and their relationship to wider dynamics of networked competition. Similarly, analysing the 

EU’s evolving discursive approach towards cyberspace was a crucial first step for the 

research objectives of Chapter 5, which developed an abductive analytical framework to 

assess whether and how digital sovereignty discourse drove three significant cybersecurity 

policy changes in the EU’s cyber-external action domain. This framework draws from 

discursive-institutionalist approaches which emphasize the importance of (subjective) ideas 

and the significance of the institutional context in which these ideas are expressed (Schmidt, 

2008, p. 305).56 Furthermore, in Chapter 6, discourse analysis was central to the article’s 

 
56 As reviewed in this chapter, the institutional context of EU policymaking varies significantly across different 
policy areas (e.g. between the CFSP vs. trade policy). Emphasizing the interactive relationship between 
structure and agency, Chapter 5’s approach explores how policy discourses, for example about sovereignty 
and geopolitics, can have varying effects and relationships to an actor’s concrete policy actions (see also Hall, 
1993). This facilitates scrutiny of the interaction between ideational and structural factors, ‘with institutions 
and culture framing the discourse, defining the repertoire of acceptable (and expectable) actions,’ (Schmidt & 
Radaelli, 2004, p. 193). Given that discourse constitutes a web of ‘policy ideas and values’ negotiated and 
contested by policy actors (Schmidt & Radaelli, 2004, p. 184), policymakers might deem some discursive 
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qualitative-interpretive approach, which underscored the constitutive relationship between 

the EU’s self-narratives (a form of discourse) and its ontological security drives in the 

Union’s external action approach towards cyberspace. Here, discourse analysis was critical 

for interrogating the ideas and actors constituting the EU’s evolving self-narrative(s) about 

its role(s) as a cybersecurity actor, for example by identifying discursive struggles between 

different policy communities, such as between EU Member States and across EU institutions 

(Schmidt, 2011; Hansen, 2006). 

 

Data corpus 

Collectively, the thesis articles draw upon a wealth of qualitative primary and 

secondary sources, from policy documents, to meeting minutes, to elite interviews. Primary 

source documents leveraged by this dissertation comprise a variety of formats, including 

official policy documents, speeches, staff working documents, guidelines and reports, 

internal memoranda, transcripts of European Parliamentary debates, and discussion papers 

(e.g. White and Green papers), among others. Documents were extracted from digitized 

archives, most frequently the EURLEX database, EU and Member State websites, and from 

relevant think tank and policy organizations. This dissertation also leveraged extant freedom 

of information requests related to EU external action, including internal EU reports related 

to the EU Cyber Defence Policy Framework, retrieved from the AskEU organizational 

database. The process of generating data and analyses was iterative; a preliminary reading 

of such documents yielded references to other important concepts, organizations, and 

policies, and exposed further tensions and questions which directed further research. 

 
concepts more significant than others for a given policy issue, contest the meaning of competing concepts 
within a discourse, or conflate the meaning of several similar concepts. 



 128 

As part of my data generation, I conducted twenty-five formal, semi-structured elite 

interviews in 2021-2022, and five informal interviews in 2023 and 2024, which yielded 

approximately 30 hours of qualitative data for analysis. The majority of formal interviewees 

(20) were drawn from European governmental institutions (at the national and supranational 

levels), and these data were supplemented by formal interviews with five policy experts. 

The below figure (Figure 3.14) visualizes the positionalities of the twenty-five formal 

interviews with European policy elites (20) and policy experts (5) relevant to the EU policy 

community. 

 

 

Interviewees held a variety of different levels of seniority and professional expertise, 

with several serving as the primary authors of important strategic documents for EU cyber 

external action policy. Additionally, as the project further developed (and cyber policy 

developments progressed) over time, I conducted five additional background interviews to 

inform my documentary analysis, which were carried out ‘off the record.’ I carried out two 

informal interviews in 2023 with European policy experts, and three informal interviews 

with US and UK-based practitioners and policy experts in 2024.  

Figure 3.14. Schematic of formal European interviewees’ positionalities. Figure excludes informal 
interviewees and American and British participants. 
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Interviews were particularly valuable for exposing contestation, internal views on 

policy issues, and explaining rapid policy developments pertinent to Chapters 5 and 6. For 

example, in the case of Chapter 5, interviews enabled me to further explore the possibility 

of ‘invisible’ ideational contestation and overlap and elucidate how European digital 

sovereignty discourse shaped and was shaped by policymakers’ worldviews. The formal 

interviews of EU policymakers enabled me to uncover internal institutional dynamics 

relevant to the policy change process and for identifying areas of discursive struggle within 

or across policy settings not visible in official EU policy or strategy documents. This data, 

in turn, was important for probing the relationship between European digital sovereignty 

discourse and other causally relevant factors which appeared to bear upon the process of 

policy change. In Chapter 6, they were valuable for identifying how policymakers 

discursively represented the EU’s external action in and through cyberspace, including 

discursive chains of association57 linked to the EU’s self-representation vis-à-vis ‘Others’ in 

the cyber environment. 

Notably, the relationship between ‘thinking, saying and doing’ is often challenging 

to gauge, as agents may not say or do what they’re thinking, and vice versa (Schmidt 2011, 

p. 115). Yet, as Greenstein and Mosley observe, ‘interviews provide rich and oftentimes 

surprising data that cannot be obtained in any other way, and, when used properly, they can 

shape and support work that is both rigorous and innovative,’ (2020, p. 1167). Here, I 

employed the technique of intertextuality to corroborate—and compare—information 

expressed by an agent in a private interview in comparison to the ‘official line’ (see also 

Schwartz-Shea & Yanow, 2012). Intertextuality is the process of situating texts within and 

against other texts to reveal how one particular source (e.g. a strategy document) is 

embedded within the broader political and social discourse (Hansen, 2006). For example, in 

 
57 For further details, see Chapter 6.  
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Chapter 5, intertextuality was adopted to elucidate key constitutive concepts of European 

digital sovereignty discourse, trace the mainstreaming and updating of particular texts over 

time (such as updates of the EU’s cybersecurity strategy) and identify policy contexts 

whereby the discourse was officially absent. Data were analysed for how they represented 

policy issues as particular types of problems (e.g. WPR; Bacchi & Goodwin, 2016) in order 

to examine the extent to which digital sovereignty discourse was understood to be relevant 

and/or applicable to a particular policy instrument or issue. Next, clearly and thoroughly 

documenting my analytical processes, as described here and in the articles, facilitates 

systematicity and transparency. Finally, coherent with my reflexive, ontological approach, 

and my interpretive framework for Chapter 6, I remained alive to my positionality as a 

female doctoral student at Oxford.58 

As I discuss in the following chapters, the scope and methodological orientations of 

the project limit the generalisability of the thesis’ empirical findings. Yet, the primary goal 

of this study is not to develop ‘universal truths’ about a phenomenon, or the ‘facts’ about 

sovereignty or geopolitics at large. Nor do I assume that EU policymakers (for example) 

understand geopolitics in the same way as national policymakers, or indeed scholars 

operating within particular theoretical frameworks. Beyond this study, developing 

 
58 In 2021, I founded a cyber strategy working group based at Nuffield College which invited both practitioners 
and academics to discuss policy-relevant challenges pertinent to cyber strategy, including geopolitics, 
escalation, and concepts of ‘responsibility.’ This group, which was affiliated with the Oxford Changing 
Character of War Centre, met regularly (biweekly) for two years and acted as a focus group for a variety of 
challenged ‘cyber’ questions for foreign policy, security, and strategy. By leading the group and managing the 
invitation list, I was exposed to a variety of perspectives from practitioners and policy experts on issues relevant 
to my own research, including views from the UK’s GCHQ, DSIT, and Ministry of Defence, as well as British 
and American military officers. More recently, in 2024, I have been working as a Research Associate for the 
Global Cyber Security Capacity Centre (GCSCC) based at Oxford’s Department of Computer Science and the 
Oxford Martin School. In my role as a GCSCC researcher, I engage directly with foreign governments and 
representatives from the UK’s FCDO to identify cybersecurity challenges and evaluate the country’s 
cybersecurity maturity on the basis of a globally recognized model for evaluation. These experiences have 
provided me with invaluable exposure to the European, Latin American, and American ‘cybersecurity 
communities of practice’, in a variety of different institutional and socio-political contexts, for the past three 
years. As a result, I have been privileged to have intimate access to conversations, ideas, and issues relevant to 
the thesis which would not have been possible at my desk alone. These experiences have provided me with 
valuable situational context to inform my data generation and theory building. 
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‘complete’ or ‘conclusive’ depictions of the rapidly proliferating, ambiguous, and complex 

institutional scale of ‘cyber-IR’ is one of the central and enduring challenges of the discipline 

(Dunn Cavelty & Wenger, 2019).  

Nonetheless, this study seeks to contribute to our understanding of the bigger picture 

through an in-depth exploration of three key gaps in the study of cyber-geopolitics. In so 

doing, it foregrounds several largely overlooked yet significant empirical contexts, policy 

changes, and events pertinent to the EU’s development as a geopolitical actor in cyberspace. 

The articles, furthermore, develop novel theoretical and analytical tools for approaching 

geostrategic behaviour—some of which have arguably wider applications beyond the EU 

(as will be detailed in Chapter 4).  

 

Chapter summary 
This chapter provided a broad overview of the EU’s institutional makeup and 

external action policy priorities, offering further contextual background about the EU as a 

foreign policy actor. It also highlighted the rising salience of cybersecurity issues in EU 

policy, and their convergence with the EU’s engagement with sovereigntist discourse in 

various EU policy documents. Additionally, it laid out the scope of articles, which examine 

policy developments in the context of EU external action towards cyberspace over the 2009-

2024 timeframe through distinct qualitative, analytical approaches. In turn, I elaborated the 

methodological orientation of the integrated thesis in very general terms. The next three 

chapters comprise the substantive research articles of the thesis. 
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Appendix A - Coding information for EURLEX descriptive statistics 
Appendix A.1 – Descriptive statistics method 

To collect the data for my quantitative analysis, I used the EURLEX ‘Advanced Search’ 

function, which enables the researcher to select for documents within a given date range 

(here: 01/01/2009-31/12/2024) and for particular keywords within the title and main text of 

EURLEX documents (e.g. ‘cybersecurity’, ‘cyber security’, ‘digital sovereignty’, etc). I 

provide further information about the database and filters below, which were last accessed 

in February 2025. Please note that EURLEX’s ‘Advanced search’ functionality may change 

over time, including in terms of document categorization or filtering. 

 

Filtering to create data subsets 

1. EU document types (e.g. Figure 3.11) 

By leveraging Advanced Search, I filtered the database for particular document types, 

including preparatory documents and EU legal acts (see table below), as well as particular 

themes, in line with the Publication Office’s thesaurus system, ‘EuroVoc’ (more details in 

next section). 

Main document types 
‘Preparatory documents’ ‘EU legal acts’ Other selections 

1. Commission legislative 
proposals 

2. Council common positions 
3. European Parliament 

legislative and budgetary 
resolutions and initiatives 

4. European Economic and Social 
Committee opinions 

5. Committee of the Regions 
opinions** 

6. SEC/SWD (Staff working 
documents) 
 

1. Regulations 
2. Directives 
3. Decisions 
4. Guideline 
5. Recommendations* 
6. Opinions** 

1. EU court cases 
2. ‘Other’ 

category in 
EURLEX, 
including 
proposal for 
legal acts, 
reports, 
webpages, 
working 
documents, 
draft decisions, 
etc. 

 
*Numbers 5 and 6 under ‘EU legal acts’ are non-binding. 
**Opinions released during the legislative process are categorized as preparatory documents. 
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Source: European Union, n.d. (https://eur-lex.europa.eu/collection/eu-law/pre-acts.html; 
https://eur-lex.europa.eu/collection/eu-law/legal-acts/recent.html). 

 

2. Thematic filters using EuroVoc 

The EuroVoc thesaurus is a controlled vocabulary developed by the EU, which is used by 

EURLEX to label the content of all EU documents in the EURLEX database. The EuroVoc 

filter can be used as selection criteria for the ‘Advanced Search’ function, as I have used for 

Figure 3.9. According to the EU Publications Office, ‘EuroVoc is managed by the 

Publications Office of the European Union, which moved forward to ontology-based 

thesaurus management and semantic web technologies conformant to W3C 

recommendations as well as latest trends in thesaurus standards.’ (Publications Office of the 

European Union, n.d.) The database URL can be found here: 

http://publications.europa.eu/resource/dataset/eurovoc. I have provided the term 

specifications for the filters used to collect data below. 

Keyword search filter details and specifications for Figures 3.7-3.12, for 
reproducibility. Parameters are those stipulated by the EURLEX database ‘Advanced 
search’, last accessed February 2025.  
 

Figure 3.7: 

Domain: All, Date: All dates, From: 01/01/2009, To: 31/12/2024, Results containing: 
"cybersecurity" In title and text, OR: "cyber security" In title and text, Search language: 
English 
 

Figure 3.8:  

1. For EU preparatory documents (subset): Domain: All, Type of act: COM and JOIN 
documents, SEC or SWD documents, Date: All dates, From: 01/01/2009, To: 
31/12/2024, Results containing: "cybersecurity" In title and text, OR: "cyber 
security" In title and text, Search language: English 

2. For EU legal acts (subset): Domain: All, Type of act: Regulation, Directive, 
Decision, EU court case, From: 01/01/2009, To: 31/12/2024, Results containing: 
"cybersecurity" In title and text, OR: "cyber security" In title and text, Search 
language: English 
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Figure 3.9: 

EURLEX Search Filter :Domain: All, Date: All dates, From: 01/01/2009, To: 31/12/2024, 
Results containing: "cybersecurity" In title and text, OR: "cyber security In title and text, 
Eurovoc descriptor Tt: international instrument, defence policy, international affairs, 
international agreement, EUROVOC descriptor: non-state actors, accession to an 
agreement, multilateral relations, international sanctions, code of conduct, international aid, 
official visit, deterrent, framework agreement, relations between the two German States, 
North-South relations, UN Conference, consulate, rearmament, enlargement of an 
international organisation, financial compensation of an agreement, summit meeting, 
ratification of an agreement, United Nations Charter, diplomatic immunity, revision of an 
agreement, embassy, international meeting, rapid reaction force, new economic order, UN 
resolution, financial protocol, strategic defence, diplomatic relations, UN convention, 
defence expenditure, association agreement, diplomatic representation, fact-finding 
mission, ministerial meeting, diplomatic protection, exclusion from an international 
organisation, military science, strategic autonomy, European charter, international charter, 
stationing of forces, military secret, military sanctions, multilateral agreement, bilateral 
agreement, cooperation agreement, economic relations, diplomatic profession, protective 
clause, permanent representation to the EU, economic coercion, economic agreement, 
observer, renewal of an agreement, recommendation, military base, diplomatic protocol, 
defence budget, withdrawal from an agreement, economic sanctions, transatlantic relations, 
UN international covenant, European convention, defence statistics, bilateral relations, 
resolution, international relations, international convention, European defence policy, 
protocol to an agreement, signature of an agreement, East-West relations, international 
negotiations, parliamentary diplomacy, European conference, European Convention on 
Human Rights, international conference, Search language: English 
 

Figure 3.10:  

Collation of two searches:  

1. Domain: All, Date: All dates, From: 01/01/2009, To: 31/12/2024, Results containing: 
"digital sovereignty" In title and text, Results containing: "cybersecurity" In title and 
text, Search language: English 

2. Domain: All, Date: All dates, From: 01/01/2009, To: 31/12/2024, Results containing: 
"technological sovereignty" In title and text, Results containing: "cybersecurity" In 
title and text, Search language: English 

 

Figure 3.12: Used data collected for Figure 3.8. 

Appendix A.2: Data normalization and further discussion 

The descriptive statistics produced above focus upon the number of keywords in 

documents per year. Theoretically, it is possible that this trend may be simply due to the 
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rising number of EU publications per year (and the average frequency of the discourse 

remains stable), rather than an increase in the usage of the keywords themselves. To test this, 

as seen in Figure 3.15 below, I normalized the previous analysis conducted in Figure 3.7 by 

the number of overall documents published each year, such that the data is now shown as a 

proportion of the total number of documents published annually. Therefore, Figure 3.15 

below demonstrates an upward trend of EU publications containing cybersecurity 

references, even when accounting for the total number of EU documents published per year. 

This trend has been corroborated elsewhere by recent quantitative reports (Interface, 2024)59 

and scholarship (Farrand et al., 2024). 

 

Figure 3.15. Percentage of total EU documents published per year containing ‘cybersecurity’ or ‘cyber security’ keywords, 

2009-2024. 

This is further illustrated by performing the same analysis on a subset of this data: 

the results of Figure 3.16. The yearly percentage of EU documents containing both 

 
59 Christina Rupp, Navigating the EU Cybersecurity Policy Ecosystem: A Comprehensive Overview of 
Legislation, Policies and Actors (Interface, June 27, 2024), https://www.interface-
eu.org/publications/navigating-the-eu-cybersecurity-policy-ecosystem.  
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cybersecurity and tech/digital sovereignty keywords reflects a similar upwards trend: over 

time, EU documents have increasingly incorporated both cybersecurity and sovereigntist 

rationales (see Figure 3.16 below). Notably, however, there is one outlier to this trend, in 

2010. The 2010 document refers to Member State's digital sovereignty, rather than European 

or collective digital sovereignty, in comparison to the prominence of ‘European digital 

sovereignty’ in later periods (e.g. 2019-2024).  

 

Figure 3.16. Percentage of EU documents with both cybersecurity and tech/digital sovereignty keywords, 
2009-2024. 
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Chapter 4: Developing digital ‘peripheries’ for strategic 
advantage: Capacity building assistance and strategic 
competition in Africa60 
 

Abstract 

Capacity building (CB) assistance for digital development has climbed the foreign policy 

agendas of powerful states, yet its strategic significance remains opaque. Particularly, while 

CB is believed to reduce a recipient’s vulnerabilities to weaponized interdependence, three 

major financiers of such assistance—the United States, China, and the European Union—

have all been accused of exploiting global interdependence for strategic gains. How do 

powerful donors perceive CB assistance provisions as shaping their strategic advantage? 

Furthermore, which factors have shaped variation in their provision of CB assistance to 

developing states? This paper argues that donors have perceived CB assistance as a way to 

outcompete geopolitical rivals and to (re)shape global digital networks through forming 

strategic alignments. This logic is supported with evidence from American, EU, and Chinese 

CB for digital development in Africa. By foregrounding CB's strategic dimension, this study 

contributes to emerging scholarship on (digital) networked, geopolitical competition in the 

current digital era. 

 

Keywords: strategic competition; digital development; foreign policy; weaponized 

interdependence; capacity building; cybersecurity  

 
60 This article has been published. See Carver, J. (2024). Developing digital “peripheries" for strategic 
advantage: Capacity building assistance and strategic competition in Africa. Contemporary Security Policy, 
46(3), 455–496. https://doi.org/10.1080/13523260.2024.2430021. 
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Introduction 
Fears about weaponized interdependence and state capacity gaps have come to 

characterize the contemporary international security environment (Cha, 2023; Collett & 

Barmpaliou, 2021; Drezner et al., 2021). As governments try to keep pace with global digital 

transformations, they have allegedly fallen prey to Chinese “debt trap diplomacy” (Pence, 

2018), “abusive” American hegemony (Ministry of Foreign Affairs of the People’s Republic 

of China, 2023), and great power “digital neocolonialism” (Gravett, 2022). These worries 

are particularly acute for African states, which remain plagued by unequal connectivity, 

lagging cybersecurity governance, and multiple cybersecurity skills gaps (Ramim & Hueca, 

2021; Narlikar, 2021). Recently, the African Union declared that building state capacity in 

cyberspace has become a major “precondition” for the continent’s digital transformation, 

helping “to secure [the continent’s] cyberspace” and preserve African states’ digital 

sovereignty (2020, pp. 17, 46). Consequently, African governments have turned to capacity 

building initiatives provided by foreign donors, which may range from training in 

cybersecurity skills, sharing best practices for cyber resilience and e-governance, and 

funding improvements in digital connectivity and critical infrastructure (Hathaway & 

Spidalieri, 2021). 

Prevailing wisdom in the international security literature suggests that—at least from 

a donor’s perspective—such agreements are fraught by a paradox. On the one hand, capacity 

building assistance is held to be crucial for improving the recipient’s adaptability and 

resilience in the world; to empower communities to prosper in the digital age (Hathaway & 

Spidalieri, 2021; Pawlak, 2014). On the other hand, powerful actors—often the providers of 

such assistance—are believed to benefit from the same networked vulnerabilities that these 

programs aim to redress (Farrell & Newman, 2019). Indeed, three major financiers of digital 

development assistance—namely, the United States (US), China, and the European Union 
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(EU)—stand accused of exploiting network asymmetries for their own strategic advantage 

(Drezner, et al., 2021). As one US State Department official acknowledged, “Capacity-

building programming is not always the “sexiest” aspect of international security policy, but 

it’s extremely important—and it is part of how policy translates into real-world outcomes”—

such as increasing US “competitiveness against great power challengers” (Ford, 2020).  

In this debate, China’s Belt and Road Initiative (BRI) has attracted considerable 

scrutiny (Hall & Krolikowski, 2022). However, it remains unclear how capacity building 

assistance tools within the context of digital development cooperation are perceived by 

Washington, Brussels, and Beijing as enablers for projecting influence. Given this gap in the 

literature, this article asks: how do powerful donors perceive the provision of capacity 

building assistance for digital development as shaping their strategic advantage? Further, 

which factors have shaped variation in donors’ provision of such assistance to developing 

states?  

In this article, I chiefly argue that the provision of capacity building (CB) assistance 

for digital development has been perceived by donors as creating opportunities to position 

themselves favorably in the global digital environment and to hedge against geopolitical 

rivals. Drawing upon IPE, development, and security assistance literatures, I theorize that 

such assistance can be understood as a form of strategic alignment and as shaping various 

layers of the global techno-political landscape. My position departs from conventional 

wisdom about why donors provide capacity building assistance in the context of digital 

development, which has pointed to either (technical) cybersecurity or developmental goals. 

Rather, I contend that there is a third logic centered around networked, geostrategic 

competition which may motivate state-based donors’ provision(s) of capacity building 

assistance. 
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To examine the intuition underlying the argument, the article undertakes a 

plausibility probe of Chinese, EU, and US provisions of capacity building assistance for 

digital development on the African continent. Qualitative analyses of primary source 

documents, interviews, and secondary sources reveals that donors have advanced a 

geostrategic, competitive rationale for incorporating ‘cybersecurity’ and ‘digital’ capacity 

building assistance into broader digital development programs. Further, EU, US, and 

Chinese provisions of capacity building assistance appear to have been mediated by the 

following donor strategies: conditionality, restriction, and targeted empowerment. In this 

context, I discuss how variation in donors’ provision of capacity building assistance appears 

to have been shaped by three important factors: the donor’s relative access to and control 

over the intermediary provider, their normative approach to development, and the locus of 

geopolitical competition.  

This study makes several distinct contributions to IR literature, contemporary 

security studies and cybersecurity scholarship. First, it supplements gaps in nascent cyber-

IR literature by theorizing how capacity building assistance, as a foreign policy instrument, 

has been shaped by donors’ perceptions of strategic advantage. Second, the article engages 

weaponized interdependence scholarship through a novel angle by exploring the context of 

capacity building assistance and the various ways it can be perceived by donors as enabling 

them to leverage relations of digital interdependence. Finally, the article seeks to contribute 

to our understanding of the evolving relationship between geopolitical competition, digital 

cooperation, and networked interdependence (e.g. Sukumar et al., 2024; Pohle & Voelsen, 

2022). Exploring this phenomenon is crucial in the context of rising global demand for cyber 

and digital capacity and escalating strategic competition between the People’s Republic of 

China (PRC), the EU and the US.  
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In what follows, I review how extant scholarship has explained donors’ provisions 

of capacity building assistance for digital development and the tensions it raises for the 

article’s research questions. Next, I lay out the theoretical argument and methodology, 

followed by a two-step empirical analysis of US, Chinese, and EU provisions of capacity 

building assistance for digital development in Africa. Finally, I discusses these findings as 

they relate to the paper’s research agenda and I offer several preliminary conclusions. 

Providing capacity building assistance for digital development: rationales 
and tensions 
 

This article interrogates the strategic dimension to capacity building assistance for 

digital development, whereby assistance is provided by a foreign state-based donor to a 

recipient. In this section, I review common debates on this subject and I argue that they have 

failed to adequately conceptualize and explain recent patterns in digital development 

assistance. In brief, both the cybersecurity and development literatures on capacity building 

assistance have tended to adopt siloed approaches to capacity building assistance as a 

component of digital development. These approaches are challenged by a global demand for 

integrating ‘cyber’ and ‘digital’ policy issues by the foreign and development policy 

communities, conceptual overlap between ‘cyber’ and ‘digital’ capacity building, and recent 

insights by scholarship on digital development and weaponized interdependence. Such 

changes beg for further theorization about the strategic import of capacity building 

assistance for powerful state-based donors—beyond conventional explanations premised 

upon technical cybersecurity and/or development goals. 

  Extant literature on capacity building in the context of digital development has 

tended to adopt a siloed approach to ‘cyber’ or ‘digital’ capacity tools. Historically, ‘digital 

capacity building’ instruments have been associated with traditional development objectives, 

sometimes eschewing the language of ‘security’ due to its perceived incompatibility with 
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developmental goals (Hathaway & Spidalieri, 2021, p. 29). By contrast, ‘cyber capacity 

building’ has been normally siloed to matters of technical cybersecurity, separable in theory 

and practice from digital development (Hathaway & Spidalieri, 2021, p. 29-30).  

Mirroring this divide, two dominant explanations have been advanced to explain 

why donors provide capacity building assistance for digital development from a strategic 

perspective. On the one hand, scholars have emphasized the importance of capacity building 

assistance for development-oriented and/or normative reasons. By this account, capacity 

building for digital development, often termed ‘digital capacity building’, has been 

associated with developmental progress, humanitarian values, and the UN Sustainable 

Development Goals (Collett, 2021). However, scholars have also argued that capacity 

building initiatives can serve to promulgate a donor’s preferred cyber norms to recipients 

(Homburger, 2019; Hurel, 2022) and ensure a donor’s preferential access to institutions via 

bilateral channels and/or socialization processes (Renard, 2018).  

On the other hand, cybersecurity literature has stressed the potential for ‘cyber 

capacity building’ to build recipients’ resilience to (cyber)security risks, including to 

weaponized (digital) interdependence (Christou, 2016; Collett, 2021). Scholars have 

suggested that states with weak capabilities to detect or respond to cyber threats, high 

dependence upon a single vendor (Kaska et al., 2019), low governance capacity, and/or weak 

protections over critical national infrastructure (CNI) could be especially vulnerable to 

subversion and espionage (Maschmeyer, 2023), thus exacerbating potential insecurities in 

global cyberspace (Pawlak, 2016; Homburger, 2019). Therefore, from a technical security 

perspective, improving the cyber resilience of one vulnerable state—for example, by 

building scalable, secure, and redundant connectivity infrastructure—could increase the 

security of the wider network of connected states (Kaska et al., 2019; Tiirmaa-Klaar, 2016). 

Overall, this perspective suggests that there is an incentive for the donor to build the cyber 
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capacity of other states to avoid the negative spillover effects of incapable/insecure states on 

their domestic security and/or global stability (Oppenheimer, 2023; Lopez, 2023; Pawlak, 

2016). 

Contemporary approaches towards capacity building for digital development expose 

considerable gaps in the explanatory leverage of the above accounts. Foremost, while cyber 

and digital capacity building assistance may each possess broadly identifiable characteristics 

across policy communities (see Appendix A), there is no universally agreed-upon distinction 

between the two concepts in theory or practice (Hurel, 2022; Hathaway & Spidalieri, 2021). 

Rather, scholars have recently recognized that the concepts of ‘digital’ and ‘cyber’ capacity 

building are inherently subjective (Hurel, 2022), and their distinctive meanings vary across 

different policy contexts (Hathaway & Spidalieri, 2021; Collett & Barmpaliou, 2021) and 

over time (for the case of the EU, see Carver, 2024, pp. 2267-69). Recently, when state and 

non-state actors have distinguished between ‘cyber’ and ‘digital’ capacity, it has often been 

to demand their further integration in the context of digital development assistance (Pawlak 

& Barmpaliou, 2023; Hathaway & Spidalieri, 2021; GCSCC, n.d). This discursive reality 

undermines categorical assumptions about ‘cyber’ and ‘digital’ capacity building as 

entailing distinct (and sometimes competing) strategic rationales. 

Convergence between digital and cyber capacity building tools in practice have been 

driven both by key international actors in the cybersecurity and development communities 

(e.g. Hathaway & Spidalieri, 2021; Hameed et al., 2018) and states’ growing recognition 

that ‘cyber’ should be considered an enabler of digital transformation (Carver, 2024). Indeed, 

in multilateral and bilateral fora, donors have widely framed their digital infrastructure 

investments as building both the cybersecurity and digital capacities of recipients by 

providing (secure) critical national infrastructure and further digitalization (Hathaway & 

Spidalieri, 2021; see also UNIDIR, 2024; UN GGE, 2015, p. 11). Given that ‘digital’ and 
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‘cyber’ capacity building issues have increasingly become blurry and often overlapping 

concepts in practice (Collett & Barmpaliou, 2021; see also Aiken & Kumar 2019, p.1), it is 

reasonable to question whether siloed cybersecurity/digital development explanations can 

sufficiently grasp the complexity of capacity building assistance and account for donors’ 

perceptions of its strategic import. 

Moreover, both cybersecurity and development-based strands of explanations have 

struggled to provide sufficient explanations for recent global patterns of digital development 

assistance. Following the technical cybersecurity-based argument, one would expect 

provisions of capacity building assistance to target the ‘weakest links’ in the cyber 

ecosystem, for example by identifying and prioritizing the key spillover risks, network 

chokepoints and/or outstanding vulnerabilities. However, cyber capacity building tools and 

partnerships have been criticized as supply-driven (Hurel, 2022; Hathaway & Spidalieri, 

2021) and as reproducing the “darling” phenomenon, whereby a small group of African 

‘darling’ countries have been lavished by investments at the exclusion of others (Pawlak & 

Barmpaliou, 2017; see also Tugendhat & Voo, 2021; Munga & Monye, 2024).  

While development-oriented explanations are better placed to explain the ‘darling’ 

phenomenon of capacity building investments than technical cybersecurity-oriented 

accounts, both approaches have failed to elaborate how strategic competition, such as 

geopolitical pressures, could shape such assistance. While some scholars have equivocated 

this possibility (e.g. Homburger, 2019; Hathaway & Spidalieri, 2021; see also Bermeo, 2018, 

pp. 145-150) it has not been examined in depth by extant literature. Yet, if capacity building 

assistance for digital development serves higher-level diplomatic and normative objectives 

“as a strategic tool of foreign policy” (Pawlak, 2016, p. 83), donors may well be motivated 

by geostrategic goals, particularly given the growing significance of digital sovereignty 

issues for geopolitical competition (Seidl, 2024). Ultimately, as Edmunds and Juncos put it, 
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“much of the [international relations] work which touches on capacity building not only fails 

to conceptualise this term, but also to theorise the power relations which sustain these 

practices, both at the domestic and international level” (2019, p. 5). 

Moreover, both cybersecurity and development-oriented accounts come into tension 

with burgeoning literature on the relationship between digital development practices and 

weaponized interdependence risks (e.g. Narlikar, 2021). Rather than emphasizing the 

potential gains of providing assistance, this literature suggests that, under certain conditions, 

there are strategic incentives for powerful donors to withhold assistance, particularly if these 

actors can leverage their position in an asymmetric interdependent relationship (Drezner et 

al., 2021; Farrell & Newman, 2019). In the context of digital development, this conversation 

has overlapped with worries about the potential geopolitical and neocolonial motives to 

China’s BRI (Hall & Krolikowski, 2022). This will be elaborated in the next section of the 

paper. 

Altogether, these literatures presuppose alternate rationales underlying how donors 

may perceive capacity building provisions for digital development as shaping their strategic 

advantage. The gaps and tensions in these approaches impel further theorizing about the 

strategic value of capacity building assistance for digital development and its potential 

relationship to geopolitical competition. The next section addresses this lacuna by theorizing 

how, if at all, donors could perceive capacity building assistance for digital development as 

a means of engaging in geostrategic competition. 

 

Beyond security and development: digital and cyber capacity building 
for strategic competition 

How, then, do powerful state-based donors perceive capacity building assistance for 

digital development as shaping their strategic advantage? Further, which factors have shaped 

variation in donors’ provision of such capacity building assistance to developing states? 
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Drawing upon insights from scholarship on networked power, weaponized interdependence, 

and traditional (military) security assistance, I theorize that donors perceive capacity 

assistance for digital development as a form of competitive strategic alignment. Specifically, 

I argue that state-based donors may not only perceive such assistance as offering 

developmental and/or cybersecurity dividends but also potential strategic gains.  

Secondly, I theorize that donors can calibrate their capacity building assistance with 

three distinct practices—conditionality, restriction, and targeted empowerment—in line 

with their perceptions about capacity building as a tool for networked competition. In this 

regard, I contend that donors’ relative access to and control over the intermediary provider 

of assistance (e.g. a private contractor), the donor’s normative approach to development, and 

the locus of geopolitical competition are theorized to mediate the provision of capacity 

building assistance.  

Perceptions of strategic advantage: Capacity building as shaping digital 
networked competition 
 

To theorize how donors perceive capacity building assistance for digital development 

as a strategic tool, I draw from the literatures on networked power and (weaponized) 

interdependence. By foregrounding actors’ attempts to “exercise power within and over 

networks” (Pohle & Voelsen, 2022, p. 14), networked-based scholarship provides useful 

analytical tools to theorize the relationship between powerful (state-based) donors’ provision 

of capacity building assistance and their perceived strategic gains. This framing is 

appropriate given that capacity building assistance characterized by interdependent and 

asymmetric donor-recipient relationships (Hurel, 2022, p. 79; see also Baran, 2022, p. 748). 

Moreover, a network-based approach accounts for the reality that the digital environment is 

characterized by an asymmetric, networked digital architecture—from its physical backbone 

(Gjesvik, 2023) to its virtual and human layers—further highlighting an imbalanced power 
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dynamic between donors and recipients of digital development assistance. Indeed, scholars 

have argued that the techno-political reconfiguration of the internet has broadly offered 

opportunities for powerful actors “to subordinate particular subnetworks to a more 

centralised logic (power over networks)” and, “at the same time, expand and institutionalise 

their power position within these networks (power within networks)” (Pohle & Voelsen, 

2022, p. 15-16; see also Farrell & Newman, 2019; Drezner et al., 2021; Hafner-Burton et 

al., 2009; Zajacz, 2019). 

Through this lens, capacity building assistance for digital development can be 

conceived as potentially increasing the donor’s power over and within the global digital 

network through the formation of greater social and/or structural ties. By pursuing such 

partnerships at scale, donors can pursue a more centralized position within the network 

through various pathways: for instance, by shaping outcomes at the country level (e.g. by 

influencing the country’s legislative, security, or commercial environment), influencing 

regional institutions (e.g. joint collaborations on cybersecurity best practices), or by 

mobilizing these partnerships in the context of global institutions (e.g. by promoting their 

own approach as global norms). Here, power within the network may coincide with power 

over the network (Pohle & Voelsen, 2022). For example, by providing infrastructural 

assistance and technologies, donors can develop parts of the network in line with their 

routing preferences whilst shaping the technical standards for the technology’s 

implementation (see also Gjesvik, 2023; Tugendhat, 2021) and potentially maintaining 

privileged access to the ICT infrastructure itself (see also Denis, 2021; Farrell & Newman, 

2019). However, scholars have argued that to leverage asymmetric power over the network, 

an actor (e.g. donor) must have the institutional capacity to exercise territorial or 

jurisdictional claims over the hub in the network, including private firms (Farrell & 

Newman, 2019). From this perspective, strategic competition through networks is shaped 



 153 

by the structural features of the global digital domain, relations of interdependence, and a 

state’s domestic characteristics. 

Consequently, by potentially reshaping social, normative, and structural ties with 

recipients (and thereby wider parts of the digital network), capacity building assistance could 

contribute to the balancing or hedging strategies of powerful donors. Outside of the 

cybersecurity and digital politics literatures, scholars have argued that providing security 

assistance to prospective partners can be part of an external balancing (Tecott Metz, 2023; 

Meijer & Simón, 2021), shaping (Wolfley, 2022), or wedge strategy (Huang, 2020). I suggest 

here that a similar logic could apply; by providing training, governance initiatives and 

structural investments, the donor may perceive an opportunity to (re)shape the recipient’s 

standards, norms, and/or technological relationships to better support the donor’s strategic 

objectives. 

Tailoring capacity building assistance strategies 

Assuming that donors may perceive capacity building assistance as a form of 

networked, strategic alignment, they would arguably have a strong incentive to calibrate 

their provisions of assistance to sustain a preferable alignment with recipients (and reduce 

potential sunk costs). On this basis, I argue that donors may seek to calibrate their assistance 

in line with three broad practices (or strategies): conditionality, restriction, and targeted 

empowerment. Whereas the first two practices encourage the recipient’s closer alignment to 

the donor, targeted empowerment incorporates aims to drive a “wedge” between the 

recipient and a prospective rival donor as another strategy of competition.  

Attaching conditionality instruments to capacity building provisions encourages 

sustained alignment with the donor by stipulating the recipient’s alignment to favorable 

institutions, practices, and standards. A strategy of conditionality may also be preferred on 
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account of the donor’s normative approach to development. For example, Western assistance 

is often characterized by a requirement for the recipient to emulate or uphold commitments 

to certain values or rights, which constitute “conditions” for the investment (see also 

Prontera & Quintzow, 2022). Thus, rather than exerting direct structural control or access 

over a recipient’s infrastructure, conditionality can be understood as a form of regulatory 

control by shaping the recipient’s standards and rules in line with donor preferences (see 

also Cortela, 2007). Accordingly, such a strategy is conducive to the transfer of substantive 

skills, technologies, and norms (to help the recipient fulfil conditionality), including 

cybersecurity skills and digital vocational training. 

By contrast, donors may enjoy a higher degree of access or control over key aspects 

of the recipient’s digital infrastructure (e.g. through the ownership of a monopolistic ICT 

firm in a recipient state), enabling increased structural control over the cooperative 

relationship (Drezner, et al., 2021; Park & Tang, 2021; Tugendhat, 2021). Here, a strategy 

of restriction might be preferred under permissible normative conditions. This strategy 

maintains a relational asymmetry between the donor and recipient through restricting access 

to key knowledge, thus placing the recipient in a position of sustained dependency on the 

donor for its capacity to operate and maintain domestic services. Examples of restriction 

include 1) withholding substantive knowledge surrounding the management or operation of 

technology (or the sector) in favor of small-scale skills transfers and 2) requiring the 

presence of a foreign (donor-based) contractor in the provision of local services to maintain 

control. Here, the capacity building provision policy could be framed as “no strings 

attached”—an attractive alternative to conditional assistance (see also Baran, 2022, p. 747). 

Nonetheless, the donor restricts access to knowledge and opportunities which could have 

further enabled the recipient’s indigeneity. 
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Finally, capacity building assistance can be leveraged to drive a wedge between a 

recipient and another donor by offsetting a rival’s assistance (see also Blair et al., 2022, p. 

1360). For instance, if a rival donor is undertaking a strategy of restriction with a recipient, 

another competitor could focus on building up the recipient’s substantive skills through 

knowledge transfers, such as cybersecurity skills training, thus addressing the capacity gaps 

and nullifying the effects of restriction. Conversely, the competing donor might broker a 

deal with the recipient on a different dimension of digital cooperation on a “no strings 

attached” policy, thus skirting the conditionality requirements of the rival (see also Dreher 

et al., 2022). For example, China has spurned conditionality measures in its provision of 

development financing in part to compete with American and European investment 

programs (Blair et al., 2022). Thus, conditionality instruments or ‘no string attached’ 

approaches may also be calibrated to offset the recipient’s alignment with a competing 

donor.  

Altogether, assuming that powerful state-based donors perceive capacity building as 

a means to engage in networked competition, I expect that their provision of capacity 

building assistance tools is shaped by three important factors: their relative access to and 

control over the intermediary provider of assistance (e.g. a private and/or company 

contractor), the donor’s normative approach to development, and the locus of geopolitical 

competition (competitive pressures). Given prior EU and US engagement with 

conditionality instruments, their lack of direct control over private intermediaries, and their 

liberal democratic principles, I would expect that these donors would engage with 

conditionality instruments in their provision of capacity building assistance for digital 

development in Africa (see also Blauberger & Van Hüllen, 2021; Cortela, 2007; Prontera & 

Quintzow, 2022). Conversely, by virtue of the PRC’s reportedly closer oversight and 

ownership over the intermediaries tasked with development assistance (Park & Tang, 2021; 
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Schwarz & Rudyak, 2023, p. 29-30; Tugendhat, 2021, cf. Kernen & Lam, 2014), as well as 

the Chinese government’s track record of providing “no strings attached” infrastructural 

assistance to African states (Dreher et al., 2022; Blair et al., 2022), I would expect Chinese 

provisions to be compatible with a strategy of restriction. This variation also underscores the 

normative component to capacity building programs: such assistance is tailored by the 

donor’s values and political orientation towards development (Collett & Barmpaliou, 2021). 

Finally, I would expect all three donors to pursue capacity building projects competitively, 

targeting their assistance in ways which enable them to compete with other donors and shape 

the broader geopolitical environment. Table 4.5 below summarizes these theoretical 

expectations and provides broad empirical indicators for each practice.   

Three capacity building calibration practices and empirical indicators 

Strategy Indicators 

Conditionality Conditions attached to the provision of assistance and/or funding for 
capacity building. Donations of training, infrastructure assistance, 
and sharing of best practices may also be tailored by the donor to 
enable the recipient to fulfil conditionality requirements. 

Restriction Provisions of skills transfers are selective, not generalizable, or 
independently sustainable without foreign assistance, leading to 
operational or technical dependency on the donor. Also evidenced by 
a recipient’s formal reliance on an external contractor for the 
knowledge, sustainability, and maintenance of digital infrastructure 
or cybersecurity technologies in their local sectors (e.g. contractually 
requiring the presence of a foreign, donor-based operator or vendor in 
the provision of a local service). 

Targeted 
empowerment 

Pursuing a competitive advantage within a particular developmental 
context against another donor, e.g. by offsetting a rival’s assistance 
through complementary and/or competing policy tools and 
interventions. Observable geopolitical, competitive logic in policy 
documents as the rationale for assistance, as well as presence of 
multiple competing projects in one policy area/region/context. 

Table 4.5. Theorized donor strategies for calibrating assistance and empirical indicators. 
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Methodology  
To probe the plausibility of my argument and theoretical expectations, I examined 

US, EU and Chinese provisions in the context of African states’ digital development. The 

article’s empirical analysis comprised two steps. First, I conducted a discourse analysis of 

Chinese, EU, and US primary sources (detailed below) to explore donor perceptions about 

the strategic import of capacity building to understand which strategic objectives, rationales, 

and problems are articulated by these three actors as motivating their provisions of capacity 

building assistance for African states’ digital development.  

Second, to identify variation in the three donors’ approaches to providing capacity 

building assistance, I focused upon three levels of intervention relevant to digital 

development: 1) (digital) infrastructural assistance; 2) knowledge transfers at the sectoral 

level; 3) norms transfers at the governance level. These three dimensions were selected after 

mapping extant literature (refer to Appendix A; see also Homburger, 2019; UN GGE, p.11, 

2015) with the stated policy priorities of the US, China, and the EU, including how these 

donors have conceptualized ‘capacity building’ in the context of digital development, as 

such conceptualizations are subjective (as previously reviewed). Within these levels of 

analysis, I identified relevant African state recipients of EU, US, and Chinese practices in 

line with available data. I then corroborated these aspects by conducting interviews with key 

policy stakeholders and with existing empirical evidence of African digital development 

projects. 

Accordingly, my interpretive-qualitative discourse analysis leveraged both primary 

and secondary textual sources (Schwartz-Shea & Yanow, 2012). Textual findings were 

corroborated by five Europe-based formal elite interviews that I conducted over 2021-2022 

and three UK and US-based informal interviews in 2024 (see Appendix B). Primary source 

documents included foreign policy strategies, executive orders, speeches, diplomatic 
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statements and communiqués, intergovernmental reports (e.g from the UN), staff working 

documents (SWDs), white papers, and memos. In terms of secondary sources, I leveraged 

English translations of Chinese documents, NGO reports (e.g. from the OECD, and the 

GFCE), ethnographic research, and academic databases about Chinese development 

investments (e.g. Makundi et al., 2016; Park & Tang, 2021; Dreher et al., 2021; Agbebi, 

2018; Chinese Loans to Africa database, 2023).  

The diverse corpus of data enabled me to survey various policy contexts, including 

official statements on the significance of capacity building assistance and internal-facing 

documents, including SWDs and project guidelines, from an operational perspective. 

Qualitative data were analyzed with attention to 1) how different actors have framed capacity 

building assistance as addressing particular policy “problems” (Bacchi & Goodwin, 2016); 

and 2) the rationale for selecting particular forms of capacity building assistance tools, 

including their perceived impact from the perspectives of donor and recipient. I also drew 

upon this corpus to probe for the presence of the assistance strategies theorized in my 

analytical framework (viz. conditionality, restriction, and targeted empowerment) across the 

three levels of policy intervention outlined above.  

In line with the article’s primary research question on donor perceptions, my 

analytical approach is predominantly focused upon the supply side of digital development 

assistance, particularly EU, US, and Chinese assistance to African states. By and large, 

capacity building assistance has remained supply driven and export-oriented, often failing 

to account for the specific technical needs of recipient countries, even in the context of the 

‘participatory turn’ of Western development assistance (Hathaway & Spidalieri, 2021; 

Hurel, 2022; see also Edmunds & Juncos, 2019, p. 4; Baran, 2022, p. 746-7). This reality 

underscores the importance of examining how donors conceive of capacity building 
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initiatives in digital development and their integration into broader strategic goals—and not 

only donations from the so-called Global North, but also the Global South (e.g. Chinese 

provisions).  

Given the above approach, this article does not seek to advance a universal theory 

about all contexts and actors involved in capacity building for digital development. 

However, it does aim to produce insights about EU, US, and Chinese approaches to capacity 

building assistance in the cases of several African states explored by the analysis, as a 

valuable point of departure for future research and inference about the significance of 

capacity building for digital development as a tool of strategic advantage. Below, I explain 

how the context of US, EU, and Chinese digital development assistance directed towards 

African states offers a fruitful empirical basis for examining how, if at all, powerful state-

based donors perceive capacity building assistance for digital development as shaping their 

strategic advantage.  

Digital development cooperation in Africa as the site of US-EU-China 
geostrategic competition 
 

With the most rapidly expanding telecommunications market in the world, Africa 

hosts high demand for capacity building in the context of digital development (Ramim & 

Hueca, 2021). Beijing, Brussels, and Washington—all major trade partners to African 

countries—have responded to this demand by providing some of the highest amounts of 

digital development assistance to African countries in the world (UNCTAD, 2019). Given 

that the African continent has received the highest amount of bilateral (official) development 

funds for digitalisation (37.9%) in the world, the scale of US, EU, and Chinese financing is 

significant (Gualberti & Wicks, 2021). Concurrently, funding for cyber capacity building in 

Africa has increased over time, albeit unequally: out of the cyber capacity building projects 
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involving African Union members, 25% are based in five countries: Kenya, Ghana, Nigeria, 

Botswana, and Rwanda (Collett & Barmpaliou, 2021).  

The sheer scale of US, EU, and Chinese contributions to Africa’s digital development 

is partly captured by the budgets of their major digital development initiatives. In 2022, 

Washington announced the Digital Transformation with Africa (DTA) initiative, investing 

over USD $350 million (and an additional $450 million in finance facilitation) to address 

Africa’s digital economy and infrastructure, human capital development, and provide a 

digital enabling environment (US Department of State, n.d.). Seeking to target all African 

countries, the DTA has already invested USD $82 million in its first year of implementation 

(Munga & Monye, 2024). Reflecting some aspects of DTA funding, the US government’s 

annual spending on cyber capacity building has quintupled since 2017 (Collett & 

Barmpaliou, 2021).  

Separately, China is estimated to provide USD $13.2 billion in ICT loans to Africa 

(Chinese Loans to Africa database, 2023), and at least sixteen African countries have 

reportedly signed cooperation agreements with China’s “Digital Silk Road” digital 

investment framework as part of Beijing’s colossal BRI (Feldstein, 2020).  

Meanwhile, the EU’s provision of cyber capacity building assistance has become 

more integrated with digital development under the von der Leyen Commission (Carver, 

2024; General Secretariat of the Council, 2021). Through the framework of the €300 billion 

Global Gateway connectivity project—the EU’s alternative to the BRI (Haroche, 2022)—

the EU has invested €8 billion to facilitate an AU-EU Digital for Development Hub and 

€4.89 billion on digital innovation in Africa (European Commission, n.d.; 2022b). The EU 

also sources financing through its “Team Europe” approach (drawing upon states’ 

development finance and program partners) and it has announced plans to invest in €430 
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million in a Digital Economy Partnership with Kenya (European Commission, 2023) and 

€820 million in a similar partnership with Nigeria (European Union, 2022). 

These investments are notable given recent academic speculation that the EU, US, 

and China could emerge as three main “hubs” of the digital domain, which would enable 

them to leverage their central positions and control over global digital networks for strategic 

advantage (Farrell & Newman, 2019). Domestically and abroad, Beijing has retained tight 

control over multinational Chinese firms through different mechanisms, including national 

security legislation, centralization efforts, and state ownership (Kokas, 2022, cf. Kernen & 

Lam, 2014). On the other hand, the US and the EU have less direct control over private 

firms. Nonetheless, they have each established close partnerships with corporations and 

businesses for investing in digital development through a variety of (domestic) 

governmental or multistakeholder arrangements. Under the Biden Administration, 

Washington has reformed its traditional financing approach to increase the role of private 

capital in state development finance (White House, 2021). Moreover, the EU has 

demonstrated considerable regulatory power over firms through a variety of stringent legal 

constraints on data privacy, including its GDPR law (Kuner, 2019). Furthermore, China, the 

EU, and the US have each been accused of already engaging in practices of weaponizing 

interdependence in other policy domains. Most notoriously, in 2018, China was accused of 

conducting years of cyber espionage and data exfiltration against the African Union by 

exploiting the very ICT infrastructure it had previously “gifted’ to the AU build the Union’s 

capacity (Kadiri et al., 2018).  

Overall, Africa’s digital development landscape reveals the opportunities for 

powerful actors to engage in geopolitical competition. However, for my theoretical 

framework to hold, there should also exist observable supply-side geopolitical competition 



 162 

between donors, donors’ awareness that global (digital) networks can be leveraged for 

strategic advantage, and their willingness to engage in networked competition. Indeed, as I 

argue below, the African digital development context reveals that the EU, US, and China are 

currently engaged in competitive strategic relations in the digital domain. These powerful 

global actors are not only capable pursuing strategic gains through global digital networks, 

but they have recognized asymmetric interdependence as a form of strategic advantage in 

the digital domain. 

Strategic perceptions: the EU, US, and China as engaging in networked 
competition through digital development 

Documentary evidence and interviews reveal that digital development cooperation 

and capacity building partnerships have become strategically important for Brussels, 

Washington, and Beijing to promote their interests globally. In this vein, US, EU, and 

Chinese foreign policy discourses have also constructed digital and cyber capacity 

(development) gaps as constituting vulnerabilities to networked influence and great power 

competition—often implicating their strategic competitors for engaging in such behavior. 

Strategic competition through digital development and technological alliances 

In 2021, the EU’s Digital Compass, a broad strategic document for the Union’s 

Digital Decade, highlighted that “the…digitalisation of an economy or society has been 

shown not only to be a critical underpinning of economic and societal resilience, but also a 

factor in global influence” (European Commission, 2021b). The Compass outlined how 

“The EU’s international digital partnerships will be underpinned by a toolbox, drawing on a 

combination of regulatory cooperation, addressing capacity building and skills, investment 

in international cooperation and research partnerships” (European Commission, 2021b). 

This multifaceted approach is important, as the EU’s High Representative, Josep Borrell 

declared in 2020, “We live in a world where interdependence is becoming more and more 



 163 

conflictual and where soft power is weaponised: trade, technology, data, information are 

now instruments of political competition” (European External Action Service, 2020; see also 

Lopez, 2023). 

Building upon the Digital Compass, Brussels has acknowledged that China’s rising 

involvement in global development has served as the “prime motivator” for the EU’s new 

€300 billion Global Gateway connectivity project (Interviewee 5; Pawlak & Barmpaliou, 

2023; Erforth & Fritzsche, 2022). The Global Gateway is aimed at promoting the “European 

model of trusted connectivity’ in the areas of digital, climate and energy, transport, health, 

education and research” (European Commission, 2021a). The European Commission has 

described its Global Gateway investment program as, “reaffirming our vision of boosting a 

network of connections, which must be based on internationally accepted standards, rules 

and regulations in order to provide a level-playing field” (emphasis added by author, 2021a). 

Notably, EU officials have contrasted the EU’s capacity building and development ethos 

with Russian and Chinese approaches, which are seen as creating digital dependencies and 

a lack of a level playing field (Interviewee 1). 

Separately, geopolitical positioning, digital dependence, and networked influence are 

currently represented by US government documents as key issues for digital development 

(USAID, 2023; n.d). USAID’s Digital Ecosystem Country Assessments (DECA) initiative, 

a flagship of Washington’s current Digital Strategy, has stressed “geopolitical positioning” 

and “cybersecurity” as two “cross-cutting topics” which must be considered for all areas of 

DECA, given that the digital environment is composed of “innately interdependent 

[elements],” (USAID, n.d.). Accordingly, investing in Africa’s digital transformation is 

crucial for Washington because “Africa is a major geopolitical force” (Secretary of State 

Anthony Blinken, quoted in United States Department of State, 2023). 
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Discursive links between geostrategic competition, global digital partnerships, and strategic 

advantage are further exemplified in the current US Defense Strategy (2023), which makes 

the following statement about the PRC: 

‘The PRC seeks advantages in cyberspace in order to facilitate its emergence as a 
superpower with commensurate political, military, and economic influence. By 
exercising effective state control over businesses with large market share in the 
telecommunications, commercial hardware and software, and cybersecurity industries, 
the PRC tries to shape the global technology ecosystem. It exports dangerous cyber 
capabilities to like-minded nations and works to accelerate the rise of digital 
authoritarianism around the globe (p. 4).’ 

 

With a strikingly similar framing to its geopolitical competitor, the Chinese Ministry of 

Foreign Affairs published an English statement on US Hegemony and its Perils in February 

2023. The statement outlined the various ways in which Washington “abuses its hegemony,” 

including through “digital alliances” (2023). The Ministry went on to accuse the US of 

“politiciz[ing] and weaponiz[ing] technological issues” by “mobilizing state power” to 

“suppress” the Chinese state-owned company Huawei from entering its market, and 

“coerc[ing] other countries to ban Huawei from undertaking local 5G network construction.” 

Several months later, the Ministry released another acrimonious statement on US foreign 

aid, asserting that: “At present, U.S. not only unabashedly proclaims its self-serving 

intention to provide foreign aid, but also pushes aid to the main battlefield of great power 

games” (Chinese Ministry of Foreign Affairs, 2024). Unsurprisingly, then, Beijing has 

competitively positioned its own investment packages with African partners as “no strings 

attached” and offering “win-win” alternatives to the Western approach (China Daily, 2018; 

see also Ministry of Foreign Affairs of the People’s Republic of China, 2024). 

Consequently, US, EU, and Chinese digital development policies towards Africa must 

be understood within the broader context of geopolitical competition and digital 

interdependence. Becoming increasingly rivalrous, Sino-American competition has spilled 
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over to a multitude of policy areas such as technology, industrial policy, diplomacy, and 

development (European External Action Service, 2020). In 2018, the US administration 

“updated [the US] China policy to bring the concept of competition to the forefront” (in 

Zhao, 2019, p. 372), and the government labelled China a “strategic competitor” in the 2023 

US National Defense Strategy. Separately, the EU has labelled Beijing an “economic 

competitor” and “systemic rival” (European External Action Service, 2022), and Brussels 

stated its ambitions to become an unequivocally “geopolitical actor” in 2020 (Von der Leyen, 

2020; see also Haroche, 2022).  

Furthermore, while Brussels and Washington do not perceive each other as systemic 

geopolitical rivals, they compete over a variety of global digital policy issues, including data 

governance (Pawlak & Barmpaliou, 2023). Caught between US-China competition (Weber, 

2020), the EU has articulated a desire to distinguish itself from Washington and articulate 

its own approach to sovereignty in the digital domain as part of its “geopolitical 

Commission,” (Barrinha & Christou, 2022). In turn, Washington has sought to distinguish 

its “digital solidarity” approach from the aims of the EU’s “digital sovereignty” agenda (US 

Department of State, 2024). Thus, whereas Brussels’ approach to digital development 

promotes “made in Europe” solutions in its capacity building projects (Pawlak, 2016; 

European Commission, 2022), Washington has sought to promote “American approaches” 

to cybersecurity through various aid and investment projects (USAID, 2020).  

Declaring the significance of capacity building 

Within this context, all three donors have publicly declared capacity building assistance 

as strategically important for their foreign policy goals, including vis-à-vis international 

security, leadership, and global competition. As US Secretary of State Blinken wrote, 
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‘…[W]e have prioritized building capacity and expertise in cyber, digital, and emerging 
technology issues as part of our broader efforts to modernize diplomacy and ensure U.S. 
foreign policy delivers on the issues that matter most to the lives and livelihoods of the 
American people (quoted in US State Department, 2024).’ 
 

Consequently, the US’ new strategic approach to cyberspace and digital technologies is 

underpinned by the idea of “digital solidarity”, defined as “a willingness to work together 

on shared goals, to help partners build capacity, and to provide mutual support” (US 

Department of State, 2024). Notably, the government also recognized that, “Adversaries, 

and the PRC in particular […] look to out-match the United States and like-minded partners 

by offering holistic support for ICT development from full package training programs to 

higher-level education and scholarships” (emphasis added by author, US Department of 

State, 2024). 

China, too, has recently placed greater discursive emphasis on cyber and digital capacity 

building for its strategic goals, including in collaboration with the African Union (Ministry 

of Foreign Affairs of the People’s Republic of China, 2017; Ren, 2019). This turn was 

foreshadowed by President Xi’s 2015 UN speech about the importance of capacity building 

for development and “South-South Cooperation.” The Xi government has also conceived of 

development “primarily as a process of technology-centered modernization” (Rudyak, 2021, 

in Rudyak & Schwarz, 2023, p. 15, see also Ministry of Foreign Affairs for the People’s 

Republic of China, 2016). 

Likewise, in the EU context, external capacity building has been touted as a key pillar 

in its foreign policy (General Secretariat of the Council, 2018), a “strategic building block” 

for its cyber diplomacy efforts (Council of the EU Presidency, 2016), and a means to embed 

“Made in Europe solutions” overseas (Pawlak, 2018; see also Pawlak & Barmpaliou, 2023, 

p. 13). As suggested by statements in the EU’s Digital Compass, capacity building for digital 
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development has increasingly been mainstreamed into the EU’s broader external action 

goals (European Commission, 2021b; Carver, 2024). How these donors have engaged with 

capacity building assistance in the context of Africa’s digital development is explored below. 

Donor investments across three levels of capacity building assistance for 
Africa’s digital development 

The ensuing analysis reveals patterns of donor competition over Africa’s digital 

development which support the article’s theoretical arguments about capacity building 

assistance as a perceived tool of strategic alignment for donors. These patterns are evidenced 

across three common levels of capacity building interventions: infrastructural support and 

funding, sectoral skills, and governance/regulation.  

The infrastructure level: “No strings attached” vs. capacity building as an inducement  

The past decade has seen heightened competition between the US, China, and the 

EU over providing cybersecurity and digital-oriented infrastructural assistance to African 

states. Particularly, donors’ financing of internet connectivity (including fibreoptic cables) 

constitutes a rapidly growing sector for Africa’s digital transformation and an emerging area 

of geopolitical competition (Erforth & Fritzsche, 2021). While early parts of the “internet 

backbone” were primarily owned by the US and its partners—and scarcely reached the 

African continent—the “second undersea cable boom” in 2015 ushered in new opportunities 

to challenge US centrality over the global internet backbone through constructing alternate 

cable routes and shaping their regulation (Gjesvik, 2023; McGeachy, 2022).  

Over this period, China has been a first mover in developing Africa’s internet 

backbone, from undersea cables to telecommunications infrastructure (Agbebi et al., 2021). 

Indeed, the Chinese state-sponsored multinational firm Huawei supplies components and 

infrastructure for approximately 70% of 4G networks across Africa and it has a leading 
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market position in 5G provisions (Ehl, 2022), including in Botswana and Tanzania (Agbebi, 

2018). Additionally, Chinese multinational firms ZTE and Alibaba retain a dominant 

position in Africa’s telecommunications market, edging out major Western firms such as 

Ericsson and Siemens (Agbebi, 2018). Notably, the PRC has consistently expressed its 

opposition to using conditionality instruments for its digital infrastructure investments 

(Zhang Jun, in Minlu, 2022). 

President Xi’s “no strings attached” approach is evidenced by the PRC’s funding of 

global undersea cable ventures owned and/or developed by Chinese companies, such as the 

firm HMN Technologies (Hengtong Group). One such cable system, the PEACE Cable, 

asserts that it will “provide a cost-effective, diverse route for the escalating demand for 

capacity among Asia, Africa and Europe,” (Peace Cable International Network Co., Ltd, 

2018). The PEACE Cable System asserts that it guarantees a “Neutral Open System” with 

“no restrictions on participants” and “carrier-neutral” interconnections (PEACE Cable, n-

d). This echoes President Xi Jinping’s rhetoric of a “five-no” approach to development, 

which he expressed during the Forum on China–Africa Cooperation in 2018. This approach 

entails: 

‘[…] No interference in African countries’ pursuit of development paths that fit their 
national conditions; no interference in African countries’ internal affairs; no imposition 
of our will on African countries; no attachment of political strings to assistance to Africa; 
and no seeking of selfish political gains in investment and financing cooperation with 
Africa (Xi Jinping, quoted in China Daily, 2018).’ 
 

This similarity is not surprising, given that HMN Technologies is known to have close ties 

with the Chinese government, recognized for their “civil-military integration” efforts with 

the PRC (Goodman & Wayland, 2022). Moreover, Hong Kong, the location of the PEACE 

Cable’s landing base (and HMN Technologies), underwent strict changes to its national 

security law in 2020 which enabled Beijing to install a “vast security apparatus” in the 
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territory (Hernandez, 2021). It is also worth noting that HMN Technologies is a rebranded 

successor of Chinese company Huawei Marine, the fourth-largest manufacturer of undersea 

cables in the world (Submarine Cable Networks, n-d). The Cable’s previous owner, the 

multinational firm Huawei, has been implicated in Beijing’s alleged cyberespionage 

activities in African countries (Kokas, 2022; Ehl, 2022). 

Whereas China has emerged as a dominant funder of African ICT infrastructure and 

technologies, both the EU and the US have lagged in their digital infrastructural investments. 

Recognizing China’s first mover advantage, EU policymakers realized that the EU must 

“catch up” by establishing links with African partners, particularly in terms of infrastructural 

investment (Interviewees 1,4; Pawlak & Barmpaliou, 2023). Therefore, the “Digital” pillar 

of the EU’s Global Gateway Strategy seeks to establish further infrastructural, industrial, 

and technological links with countries through various initiatives (European Commission, 

2021a). In Africa, the EU has recently funded European satellite communications systems 

and fibre optic cable projects such as the “Africa Europe Digital Innovation Bridge” 

(AEDIB) and the EurAfrica Gateway Cable (European Commission, 2022a, 2022b).  

The EU’s approach to influence and competition through digital infrastructure 

financing departs from Beijing in two key areas: substantive skills training (including cyber 

capacity building) and conditionality instruments. The EU’s Global Gateway entails 

investing in both “hard and soft infrastructure” to “build resilient connections with the 

world” (European Commission, 2021a). For example, according to EU investment 

documents, the EU’s AEDIB project “will encourage bridging activities on technical 

capacity building and technology transfer between African and European innovators and 

start-ups, private sector actors, academia, local governments and investors,” (European 
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Commission, 2022b). Brussels’ “human-centric” approach (European Commission, n.d.-b) 

is evidenced further by analysis in the next two empirical sections.  

Separately, the current Biden Administration has ramped up its investments for 

developing the digital infrastructure of emerging areas of the global digital network (White 

House, 2021; 2022), announcing its intention to “double down” on development finance for 

Africa (Perry & Menski, 2021). The White House’s growing commitment to building 

Africa’s digital infrastructure is further evidenced by its release of a New Initiative on Digital 

Transformation with Africa (DTA) in December 2022, whereby Digital Economy and 

Infrastructure is the first out of three core pillars (White House, 2022). The DTA initiative 

stresses a new “whole of government approach” which is poised to eclipse earlier US 

government efforts at building Africa’s digital infrastructural capacity (White House, 2022). 

Alike the EU’s Global Gateway, the DTA initiative exemplifies Washington’s engagement 

with substantive capacity building tools in tandem with infrastructural investments. For 

example, in Ghana, US government agencies have claimed to provide 1) cybersecurity 

training to local companies in concert with Amazon Web Services and Cisco and 2) 

governmental representation to support Ghana’s “global cyber capacity building efforts and 

the goals of the DTA” (US Embassy in Ghana, 2023).  

Notwithstanding US and EU efforts to invest more in Africa’s digital infrastructure, 

including in Botswana (US Embassy Gaborone, 2023) and Tanzania (USAID, 2023; 

European Union, 2022), they have been criticized as “grumbl[ing]” about Chinese 

investments “but compet[ing] less” in practice (The Economist, 2023). However, 

Washington’s efforts to outcompete Chinese companies for stakes in global undersea cable 

projects illustrates how capacity building assistance has factored into its geostrategic 

approach to Beijing. Over the past four years, Washington has reportedly intervened in six 
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private undersea cable deals to preclude HMN Group from winning contracts or ensured 

“the rerouting or abandonment of cables that would have directly linked U.S. and Chinese 

territories” (Brock, 2023a). Indeed, a Reuters investigation found that the US government 

campaigned to halt HMN Group’s awarding of the multimillion-dollar SeaMeWe-6 contract 

from 2020-23, using a combination of carrots and sticks (Brock, 2023a). Specifically, the 

USDTA reportedly offered training grants to local telecommunications companies situated 

on the prospective cable’s route if they chose SubCom LLC (a US-based supplier) instead 

of HMN Group. At the same time, Washington applied coercive pressure, threatening 

sanctions on HMN Group through diplomatic meetings with the cable’s partners and alleging 

that the Chinese company sought to “acquire American technology” to modernize the PLA 

(Alper & Psaledakis, 2021). Therefore, the US government has offered capacity building to 

local countries as an inducement for local countries to choose US connectivity providers 

over Chinese counterparts. 

The sectoral level: Restriction vs. targeted empowerment 

Building on the previous section, the US, EU, and China have adopted different 

approaches to knowledge transfers within the framework of larger digital development 

assistance projects. Due to their strong market presence in Africa’s ICT sector, Chinese 

multinational firms such as Huawei, ZTE, and Alibaba are viewed as “well placed to 

contribute significantly to skill building and technology transfer” (Agbebi 2018, p. 532). 

Yet, studies have widely concluded that there has been very little substantive knowledge 

transferred from Chinese donors/contractors to African recipients (Park & Tang, 2021). 

Rather, evidence suggests that China’s approach to knowledge transfers in Africa can 

heighten information asymmetries between Beijing and the recipients of its development 

projects—creating further dependencies between local actors and Beijing (e.g. Makundi et 

al., 2016).  
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Indeed, evidence of two major Chinese ICT providers in several African countries 

suggests the restriction of skills transfers at the sectoral level. The strategy of restriction is 

particularly apparent in case studies of Huawei’s training activities in Africa. Huawei has 

invested considerably in training local employees, university students, and subcontractors, 

whether in the form of free University-level courses, training centres, or training “on the 

job” (Tugendhat, 2020). Despite ICT skills training serving as a “core plank” of its marketing 

strategy, Huawei’s training provisions have been centred upon sharing information specific 

to its own products instead of general knowledge about the industry to local Africans 

(Tugendhat, 2020). Unlike its main (European-based) competitor, Cisco, Huawei is known 

to supply a principal engineer from its own staff to work with local partners, and it has been 

found to “cut out” local staff to close business with clients directly (Makundi et al., 2016). 

Thus, despite providing Africans with the capacity to sell and operate Huawei’s own ICT 

technology, Huawei’s strategy of excluding local partners from key industry decisions and 

contracts further reinforces the dominance of Huawei over the creation of African 

indigenous capacities. This generates further profits for the state-sponsored company at the 

expense of developing a competing indigenous capacity to provide similar services 

(Makundi et al., 2016).  

Notably, restrictive approaches to knowledge transfer have also been practiced by 

the Chinese International Telecommunications Construction Corporation (CITCC), a 

Chinese state-owned company, in Tanzania. In this case, Makundi, Huyse and Develtere 

(2016) concluded that “the missing R&D and technology-advancing capabilities render 

Tanzania’s dependency on China ongoing for advanced troubleshooting and technology 

upgrading” (p. 143). Tanzanian mobile network operators have also reported challenges with 

ensuring data security, as imported technology from China “has embedded software not 

accessible to local experts due to the language barrier, as some instructions are in Mandarin 
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Chinese” (USAID, 2023, p. 23). Other studies examining Chinese ICT companies (including 

ZTE) in Ghana have highlighted similar bottlenecks around local training and substantive 

technical skills transfers (Wang & Elliot, 2014 p. 1026; Kernen & Lam, 2014). Overall, the 

lack of cyber and digital capacity building transfers provided by Chinese state-sponsored 

firms has maintained overseas demand for Chinese technologies and expertise, thus 

sustaining dependencies on Chinese assets. 

Meanwhile, the US and the EU have considered the building of “human” cyber 

capacity, (e.g. substantive knowledge transfers and skills training) as crucial to mitigating 

the vulnerabilities they associate with China’s large ICT infrastructural footprint, 

particularly dependency risks (Denis, 2021; USAID, 2023). In this regard, EU and US 

provisions of substantive skills transfers for Tanzania’s digital transformation can be 

understood as evincing the strategy of targeted empowerment.  

As discussed above, Tanzania is the recipient of a variety of major ICT investments from 

China (paired with selective skills transfers and training). However, the Tanzanian 

government has also signed a memorandum of understanding with the US government’s 

development bank, EXIM, to promote its digital transformation (White House, 2023), and 

it has partnered with the EU on the major EUR35 million program “Digital4Tanzania.” In 

an internal document, the EU has explained the “Intervention Logic” for providing digital 

development assistance to Tanzania (including cyber and digital capacity building) as 

follows: 

‘The Action intends to contribute to the transformative impact digitalisation can bring to 
the socio-economic environment of Tanzania, both Mainland and Zanzibar…There is an 
opportunity for the EU to position itself as an alternative partners [sic] to big players 
such as US and China and promote EU values (e.g. on cybersecurity and data protection) 
and interests (e.g. promotion of EU digital investments in the country). (Emphasis added 
by author, European Union, 2021).’ 
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In Tanzania and other AU countries, including Benin, Kenya, and Rwanda, the AU-EU 

D4D Hub has organized multiple multistakeholder dialogues for digital actors to foster 

“debate and partnerships on a wide range of topics, such as connectivity, digital 

entrepreneurship, data governance, cybersecurity, data protection, online disinformation, 

and e-governance” (European Union, 2021; see also European Union, 2022). For EU 

practitioners, a key guiding concept for capacity building assistance partnerships is the “to 

train principle,” which is the process of sharing the lessons Europe has learned with partner 

countries to help guide their development (Interviewee 1). However, as scholars have argued 

elsewhere, this principle reproduces the EU’s pattern of “transfer[ing] the modus operandi 

of the EU’s system of political-economic organization to European external relations” 

(Bialasiewicz, 2015; see also Edmunds & Juncos, 2019).  

Separately, a USAID report emphasized the need to build Tanzania’s “soft” digital and 

cyber capacity in recognition of the influential role of PRC on the country’s national 

connectivity infrastructure and technologies (USAID, 2023; 2022, p. 24). Thus, Washington 

launched a bilateral “Partnership on 5G Security and Cyber Cooperation” with Tanzania “to 

build capacity and collaborate on 5G, cybersecurity, and related regulatory policies and 

frameworks” within the framework of a broader trade agreement (White House, 2023). As 

the US Ambassador to Tanzania put in a recent podcast interview, “In Tanzania, we're trying 

to model [the relationship with China] off of the direction that the President and the Secretary 

of State takes. That it's a great power competition,” (quoted in Dizolele, 2024). In a different 

case, the government’s webpage on Prosper Africa initiative highlighted how program 

funding enabled an African-American entrepreneur to “edge out a Chinese competitor for a 

[cybersecurity and ICT infrastructure] contract with the Government of Burkina Faso,” 

(emphasis added by author, Prosper Africa, 2021).  
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More broadly, Washington has recently announced its intention to “elevate [US] 

development diplomacy” by “plac[ing] greater emphasis on local capacity strengthening, 

prioritizing partnerships with local actors to jointly improve the performance of local 

systems” (emphasis added by author, USAID, 2023, p. 30). At the sectoral level, 

Washington’s approach to knowledge transfers is evidenced by the Digital Connectivity and 

Cybersecurity Partnership (DCCP) (USAID, 2022, p. 1). The DCCP partnership is 

responsible for carrying out the Promoting American Approaches to ICT Policy and 

Regulation project, which seeks to assist “partner countries establish dedicated policy 

support in the form of technical assistance, embedded experts, capacity-building, and 

training” (USAID, 2020).  

According to US State Department (2024) estimates, 35 African countries have 

“benefitted from Cyber & Digital Training” in partnership with the DCCP since 2018. 

Washington has also provided CSIRT Development Mentoring Frameworks to “donate 

knowledge” to local governments, including coordinating and providing cybersecurity 

awareness campaigns, assessing organizational cybersecurity policies, and facilitating the 

implementation of cybersecurity training programs in the academic sector (US Embassy in 

Ghana, 2023; Ramim & Hueca, 2021). At the regional level, US and the AU Commission 

have collaborated on CCB workshops to create cyber strategies, legislations, and the 

development national CERT/CSIRTs (Amazouz, 2020).  

The governance level: Conditionality and competing norms 

Finally, the EU, the US and China have sought to export their preferred norms and 

governance models, project soft power influence, and ultimately build further connections 

with recipients in their provisions of capacity building assistance. Foremost, the importance 

of EU digital development programs for promoting EU values and interests has been 
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explicitly stated in EU policy documents, including operational guidance and SWDs 

concerning the AU-EU Digital4Development hub (European Commission, 2022; European 

Union 2021, p. 2). As the emblematic “normative power” actor (Manners, 2002), Brussels 

has levied its digital development investments to shape the national regulations of third 

countries and export the “Made in Europe” solutions to partner countries, including through 

capacity building initiatives (European Commission, 2017, p. 15). For example, Kenya has 

been regarded by EU policymakers as the successful case for EU capacity building efforts, 

after it implemented “GDPR-like” data privacy legislation into its national cybersecurity 

framework (Interviewee 2). Moreover, the EU has recently invested in an “e-ID GDPR 

alignment” initiative for Nigeria, which seeks to bolster Nigeria’s privacy and data 

protection laws, especially in the wake of Nigeria’s turn towards a more a Chinese-oriented 

approach to internet governance (Denis, 2021). As Africa’s largest trading partner, the EU 

has also provided capacity building for digital development at the governance level (e.g. on 

e-governance and data protection) to encourage harmonization between the EU and African 

markets (Fritzsche & Spoiala, 2022). 

To this end, conditionality instruments in EU digital development financing have 

been considered by the EU as a way to encourage the development of external rules in line 

with EU values and strategic interests (Interviewee 5; Renard, 2018). Accordingly, EU 

external capacity building assistance has often remained conditional upon a third country’s 

(eventual) signing of the Budapest Convention, the EU’s preferred framework for 

responsible behaviour in cyberspace (Interviewee 3). Partner countries must also be 

receptive to the EU’s normative goal of an open, free, and secure internet (European 

Commission and High Representative of the Union for Foreign Affairs and Security Policy, 

2020). 
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Separately, the US has also sought to shape global standards and national 

cybersecurity legislation through initiatives led by USAID (Calzati, 2022), including the 

DTA and the DCCP. Recently, the importance of digital development initiatives was 

reaffirmed by Secretary of State Blinken’s declaration that, “We want to shape the standards 

that govern new technology[...] We [want] to make sure that the United States remains the 

world’s innovation leader and standard setter” (United States Department of State, 

2021).Thus, the government has emphasized its “proactive” and “expanded” participation 

in developing norms, standards, and principles which impact cyberspace as a key area of 

action for “strengthen[ening] and build[ing]” partners’ capacity building for digital 

development, and “aligning [their] rights-respecting approaches to digital and data 

governance” with the US (US State Department, 2024). 

Meanwhile, China has also used capacity building and its involvement in technical 

standard setting to promote its approach to digital development governance, although to a 

lesser extent than the US and the EU. In multilateral, diplomatic contexts, Beijing has 

frequently signaled its intention to increase its capacity building efforts, particularly in the 

domain of human capacity building and norms, including promoting a “community of shared 

future” in cyberspace (Minlu, 2022; Xinhua, 2021). In this regard, China has sought to 

encourage collaboration in internet governance, security, and development multilaterally 

through the Forum of China-Africa Cooperation (FOCAC).  

In 2021, Beijing has announced a China-Africa Partnership Plan on Digital 

Innovation to build “cooperation platforms to promote digital progress through exchanges” 

in the form of high-level dialogues (Ministry of Foreign Affairs of the People’s Republic of 

China, 2021). Additionally, China has offered training to government officials of BRI 

member countries on cyber-related governance topics, such as “Cyberspace Management” 
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and cybersecurity, including to Egypt, Libya, Tanzania and Uganda (Shabhaz, 2018). These 

activities have served as pathways to promote Beijing’s approach to global standard-setting, 

including internet governance and shaping technical standards in the area of 5G (Rühlig, 

2022).  

Conclusion: Perceptions of geostrategic competition and calibrating 
capacity building assistance for digital development in Africa  
 

This article examined the relationship between capacity building tools and donors’ 

perceptions of strategic advantage through the perspective of networked competition. 

Focusing upon EU, US, and Chinese perceptions of such assistance and their deployment of 

capacity building tools in partnership with multiple African states has enabled me to probe 

the plausibility of my framework in these contexts.  

Specifically, my empirical analysis revealed a rising competitive, geostrategic 

undercurrent in EU, US, and Chinese official discourses about capacity building assistance 

for digital development. At the level of digital infrastructural assistance, I examined how 

China has achieved a first-mover advantage in building Africa’s digital infrastructural 

capacity, eschewing conditionality measures. While the EU and US have been slower to 

invest in infrastructure, they have advanced their own major infrastructural initiatives (viz. 

the Global Gateway and the DTA) as explicitly competitive alternatives to China’s BRI 

projects and connectivity initiatives. As evidenced by the case of SeaMeWe-6 undersea cable 

competition, the US leveraged has also leveraged softer capacity building tools—such as 

skills building—as a carrot for potential partners to choose their preferred alternative over 

Chinese investors.  

Examining EU and US donations of capacity building assistance at the sectoral level 

suggests that they have been characterized by Washington and Brussels’ (competing) efforts 
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to offset the influence of Chinese digital infrastructural assistance on recipients, including 

using conditionality measures. This is evidenced in the cases of EU action in Tanzania and 

US efforts in Tanzania, Ghana, and Burkina Faso. By contrast, evidence of Chinese-funded 

sectoral capacity building in Tanzania and Ghana indicates limited transfers of substantive 

cybersecurity and digital skills, which may suggest a strategy of restriction deployed by the 

PRC.  

At the governance level, the EU, US, and China have all encouraged recipients to 

adopt their preferred standards in cybersecurity, technology, and data protection through 

capacity building assistance channels in various African countries, including Tanzania, 

Nigeria, and Kenya. By calibrating their instruments to outcompete each other—sometimes 

in explicit terms, as in the case of Tanzania and Ghana—it appears that all three donors have 

engaged in targeted empowerment practices to hedge against each other’s influence.  

Below, I discuss which factors may have shaped variation in donors’ provision of 

certain capacity building assistance tools. Next, I elaborate the broader research agenda 

introduced by this article, including future areas for research, and discuss preliminary 

conclusions. 

Supply-side factors mediating the provision of capacity building assistance in the context 
of networked competition 
 

Considering which factors may have shaped variation in donors’ provision of 

assistance, I theorized that the donor’s domestic capacity, normative approach to 

development, and supply-side incentives for competition (e.g. outcompeting rivals) were 

causally relevant factors. On these bases, I expected that Brussels and Washington would 

engage with conditionality instruments, Beijing to favor restrictive knowledge transfers, and 
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all three donors engaging in targeted empowerment practices, shaped by their strategic goals 

and interests.  

My empirical analysis illuminated how these factors could mediate donors’ varying 

strategies of assistance. First, empirical evidence of sectoral-level capacity building tools 

provided by the EU, US, and China supports the significance of normative/cultural 

characteristics as mediating factors. For one, these variables reflect scholarly consensus that 

the US and the EU have a strong tradition of providing “human-oriented” capacity building 

initiatives in their development cooperation (Collett & Barmpaliou, 2021). However, 

China’s distinctive approach to knowledge transfers can also be situated within the context 

of the PRC’s longstanding ideological approach to development. Chinese domestic 

discourses in political leadership and academic circles have consistently characterized 

Chinese development cooperation as eschewing the standardized Western model exported 

by developed actors such as the EU and the US (Schwarz & Rudyak, p. 41). Rather, China’s 

approach to development, according to domestic academics and political leaders, is 

constructed to “fills in the gaps” of Western aid by solving “practical problems” (e.g. 

providing material assistance) and sharing “proven development experience” and 

knowledge based on China’s own development experience (translations in Schwarz & 

Rudyak, p. 40-42). As explored by this article, country case studies of Ghana (Wang & Elliot, 

2014 p. 1026; Kernen & Lam, 2014) and Tanzania (USAID, 2023; Makundi et al., 2016) 

partly support this assertion, as they have documented how Chinese companies have 

provided (restrictive) company-specific knowledge and skills as opposed to general sectoral 

knowledge and problem-solving.  

Yet, the relationship between Chinese state-owned enterprises (SOEs) and the PRC’s 

development finance structure may also incentivize the restriction of substantive knowledge 
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transfers. As part of China’s overseas investment approach, internationally competitive 

Chinese SOEs, such as ZTE and Huawei, are offered “strategic lines of credit”, which entail 

a financing platform with export sellers’ and buyers’ credits, import credits, and preferential 

foreign loans to secure overseas business (Brautigam, 2011). This global development 

strategy ties into Beijing’s approach to domestic production. Unlike the US and EU cases, 

China views its domestic production inputs as “strategically important commodities” and 

therefore overproduces these materials beyond domestic demand (Dreher et al., 2021, p. 

143). These materials feed into Beijing’s overseas grant and loan-financed projects, which 

generally “involve physical construction; require construction inputs oversupplied in China; 

and they often obligate recipients to import these inputs on a preferential basis” (Dreher et 

al., 2021, p. 143-44). Accordingly, the incentives for maintaining overseas demand and 

dependence on Chinese technologies and technical expertise may be strategically and 

financially intertwined (cf. Kernen & Lam, 2014; Hall & Krolikowski, 2022). However, 

further evidence is required to make causal conclusions as to whether donors’ relationship 

with intermediary firms explains their engagement with conditionality or restriction, 

particularly as there appears to be normative and cultural dimensions which also shape 

donors’ provision of assistance.  

Relatedly, providing capacity building assistance at the governance level—or at least 

stating this ambition publicly—can enable donors to narratively position themselves as 

global digital leaders. The EU’s Global Gateway initiative, for instance, has been marketed 

as both a response to China’s BRI (Haroche, 2022) and as a way of signaling to EU Member 

States the Commission’s ambition to ensure European resilience and to speak in geopolitical 

terms (Haroche, 2022; Carver, 2024). Similarly, Washington’s strategy is both self-

referential (seeking to “ensure U.S. foreign policy delivers on the issues that matter most to 

the lives and livelihoods of the American people”) and it publicly contrasts the US approach 
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to digital partnerships EU and China (US Department of State, 2024). As previously 

described, China has also directly defined its approach to digital development in opposition 

to Western competitors; scholars have argued that the PRC’s media coverage of Chinese 

SOEs’ efforts to build the capacity of local sectors in Africa, as evidenced by China Daily 

and others, “serves as both encouragement [to companies] and propaganda” (Kernen & Lam, 

2014, p. 1072).  

Overall, my empirical findings support the plausibility that EU, US, and Chinese 

capacity building practices have been shaped by their distinct domestic characteristics 

(including institutional and juridical contexts), normative orientations, and relationships to 

African states, as well as varying degrees of control over the intermediary providers of 

capacity building assistance.  

Capacity building as strategic alignment and geostrategic competition  

By foregrounding the strategic dimension to capacity building assistance in the 

context of EU, US, and Chinese competition over digital development in Africa, this article 

has unveiled several areas for further research.  

First, this article focused upon donors’ perceptions about the strategic import of 

capacity building assistance for digital development and their engagement with such 

instruments in specific countries in Africa. Accordingly, there is greater scope for probing 

the article’s theoretical expectations in other country contexts, especially the recipient side 

of digital development. While donor-recipient interactions “continue to be heavily structured 

fields of power with significant power imbalances between donors and recipients” (Baran, 

2022, p. 754), recipients have agency and strategic interests of their own (Allen & Lime, 

2024; Edmunds & Juncos, 2019). Developments such as the inclusion of two more African 

countries into BRICs (Ismail, 2023), the emergence of “Smart Alliance Africa” and calls for 
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a “Digital Non-Aligned Movement” (Reddy, 2021), and the re-election of US President 

Donald Trump (Emoruwa, 2024) could signal a changing dynamic in donors’ provision of 

assistance to African states and an increase in recipients’ bargaining power (see also Wang 

& Elliot, 2013, p. 1024). In this regard, emerging literature on African states’ strategic 

interests in cyber partnerships (Allen & La Lime, 2024, p. 11) suggests that geopolitical 

perceptions and strategic interests can underlie capacity building cooperation for both 

donors and recipients. Future studies could explore the recipient side of digital development 

cooperation in greater depth, including which factors shape recipient states’ acceptance of 

certain types of digital development assistance, on-the-ground implementation of such 

practices, their decision(s) to remain aligned (or not) with the donor over time.  

To be sure, the implementation of planned capacity building outcomes is shaped by 

local interests and a variety of different actors which implicate effectiveness (Edmunds & 

Juncos, 2019; Allen & La Lime, 2024). Accordingly, the effectiveness of capacity building 

assistance for digital development (and effectiveness for who) constitutes another important 

area for future research. At the time of writing, data availability and temporal limitations 

constrain such observations, as several major EU and US digital development projects, such 

as the Global Gateway and the DTA, remain at nascent stages. Similarly, the BRI is arguably 

still in its “infancy” for analyses (Hall & Krolikowski, 2022, p. 15).  

Beyond the context of capacity building tools for digital development, extant 

research on the effectiveness of competing development assistance projects suggests a 

complex picture. Scholarship has emphasized the importance of contextual factors, 

including past colonial relationships between the donor and the recipient (Carver, 2024), 

mutual trust, and diplomatic and economic relationships in other policy issue areas which 

generally affect donor-recipient interactions (Hall & Krolikowski, 2022). For instance, 
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scholars and EU officials have acknowledged that conditionality measures do not guarantee 

cooperation (Interviewee 5; Blauberger & Van Hüllen, 2021). Indeed, while some scholars 

have argued that China is “innately appealing” for African recipients (Tugendhat & Voo, 

2021, p. 4), recent analysis has highlighted a more complex trend: whereas Chinese aid 

improved perceptions of the US, the UK, and France, in African publics, US aid improved 

perceptions of the US in recipient countries (Blair et al., 2022).  

Notwithstanding these debates, examining donors’ perceptions of capacity building 

assistance as constituting strategic tool(s) is critical for making sense of the nexus between 

cyber and digital capacity, geopolitical competition, and weaponized interdependence 

concerns in our digital age. As techno-geopolitical competition between the US, the EU, and 

China remains an overarching strategic issue, the import of capacity building assistance for 

these powerful donors is unlikely to diminish. (Recall that the 2016 Trump administration 

introduced the Prosper Africa and DCCP initiatives, and they remain active US investments 

in the region.)  

Overall, digital development assistance patterns across the African continent reveal 

how so-called “peripheral” areas of the global digital network play a significant role in the 

dynamics of strategic competition between three global powers: the EU, US, and China. 

Examining one facet of this wider phenomenon, this article has chiefly argued that 

Washington, Brussels, and Beijing have perceived capacity building assistance for digital 

development as creating opportunities to position themselves favorably in the global digital 

environment and to hedge against geopolitical rivals. Here, it is worth reflecting upon 

Nnenna Ifeanyi-Ajufo’s warning that “transfers of capacity and expertise must be strategized 

to ensure that digital cooperation does not translate into [Africa’s] digital dependence,” 

(2023, p. 154). Given these policy imperatives and recent developments in the literature on 
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weaponized interdependence, interrogating the strategic dimension to capacity building 

assistance for digital development is a promising area for future research.  
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Appendix A: Common dimensions of capacity building assistance for digital 
development 
 
Three common dimensions of capacity building assistance for digital development 
cooperation 
 
Level of 
intervention 

Example digital 
development 
cooperation area 

Examples of capacity building assistance tools 
 
‘Cyber’ capacity 
building* 
 

‘Digital’ capacity 
building* 

*Precise distinctions between cyber and digital 
capacity building definitions vary across 
different communities of practice. 
 

Infrastructural 
(internet 
“backbone”) 

Critical infrastructure 
assistance and 
connectivity 
 

Digital and cyber 
resilience initiatives, 
including integrating 
cybersecurity 
technologies into CNI 
(e.g. “securing by 
design”) 
 

Maintenance of digital 
technologies: 
digitalization of 
services, technical 
standards (e.g. IP) 
 

Sectoral Training, skills 
development 
 

Cybersecurity skills 
and best practices; 
CSIRTs; technical 
expertise and 
assistance 

Market/commercial 
skills, e.g. operation of 
ICT technologies to 
provide digital services 
 

Governance 
and diplomacy  

Standards, norms, and 
regulatory 
frameworks 

Data protection, cyber 
strategy, and 
cybersecurity policy 
development 

Legislation for digital 
services and digital 
economy (e.g. e-
commerce governance) 
 

Table 4.6. Three dimensions of capacity building assistance for digital development based 
on author’s review of the literature. 
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Appendix B: Interviewee Details 

From March 2021-September 2022, I conducted virtual interviews with European 

policymakers from the European Union External Action Service, the European Commission, 

EU CyberDirect, the European Union Institute for Security Studies, the Global Cyber 

Security Capacity Centre, and the UK National Cyber Security Centre. Interviews were 

semi-structured, ranging from approx. 30-60 minutes in duration, with questions tailored to 

individuals’ professional experience with CCB. In line with the ethics and consent 

preferences of participants, I have not identified interviewees’ specific roles. Ethics approval 

reference numbers are SSH_DPIR_C1A_21_005 and SSH_DPIR_C1A_22_008.  

 

Interviewee 
Code 

Date 

1 03/5/2021 
2 03/25/2021 
3 04/15/2021 
4 09/09/2022 
5 09/15/2022 
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Chapter 5: More bark than bite? European digital sovereignty 
discourse and changes to the European Union’s external 
relations policy61 
 

Abstract 
Despite the allure of ‘European digital sovereignty’ as an official European Union (EU) 

strategic objective, it remains unclear whether this discourse has driven concrete changes 

to EU external action policies, particularly those leveraging cyber instruments. This 

question is explored vis-à-vis three policies which have enabled the EU to pursue its 

digital sovereignty objectives in practice: the Cyber Diplomacy Toolbox, external capacity 

building (CCB) assistance, and the 5G Toolbox. Drawing upon extensive archival research 

and elite interviews, the paper finds that, while European digital sovereignty discourse 

influenced comprehensive changes for the 5G Toolbox process, it failed to drive policy 

changes to the Cyber Diplomacy Toolbox and external CCB assistance. To explore this 

variation, the paper considers institutional and ideational factors particular to EU external 

action over the 2017-2022 period. Overall, the study contributes to emerging debates about 

European digital sovereignty as it relates to cybersecurity instruments and to longstanding 

work on EU foreign policymaking. 

Keywords: European security integration, EU foreign policy, digital sovereignty, 

sovereign power, cybersecurity 

 
61 A version of this article has been published. See Carver, J. (2024). More bark than bite? European digital 
sovereignty discourse and changes to the European Union’s external relations policy. Journal of European 
Public Policy, 31(8), 2250–2286. https://doi.org/10.1080/13501763.2023.2295523. 
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Introduction 
European digital sovereignty has become a central reference point for the Union’s 

approach to global affairs at a time of ‘moving geopolitical plates’ (Council of the European 

Union, 2022). While this discourse marks a striking rhetorical departure from its traditional 

eschewal of geopolitics in its foreign policy (Bellanova et al., 2022), it remains unclear 

whether it has driven concrete policy changes. Current literature has presented a fuzzy 

picture on this question: while some scholars have asserted that the discourse has served as 

an ‘aggregator’ for the Union’s digital policymaking (ibid), others have cautioned that it 

conveys a ‘false promise’ for EU global leadership in artificial intelligence (Calderaro & 

Blumfelde, 2022). These findings raise questions as to whether Brussels’ turn to ‘European 

digital sovereignty’ discourse has driven recent policy changes in EU external action. After 

all, the Union is known to suffer from a persistent capabilities-expectations gap in its foreign 

policy (Bendiek et al., 2020; Hill, 1993).  

Particularly, while cyber instruments are touted as ‘key enablers’ for European digital 

sovereignty in EU strategic documents, the relationship between digital sovereignty 

discourse and concrete changes to cyber-relevant policies in the domain of EU external 

action remains unclear. Accordingly, this paper investigates the extent to which European 

digital sovereignty discourse has shaped concrete changes to policies within three 

established areas of EU action policy that leverage cyber instruments: EU common foreign 

and security policy (viz. the Cyber Diplomacy Toolbox), development cooperation (viz. 

external cyber capacity building assistance programmes), and trade and competition policy 

(viz. the 5G Toolbox). In keeping with the special issue framework (Falkner et al., 2023), 

the paper adopts a discursive institutionalist approach to characterize the relationship 

between discourse and policy change on the bases of extensive archival research and 20 elite 

interviews.  
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Analysis of these specific policy changes reveals remarkable variation: while 

European digital sovereignty discourse brought about comprehensive changes in the 5G 

Toolbox policy, it failed to drive the substantive changes towards digital sovereignty in the 

cases of the Cyber Diplomacy Toolbox and EU external cyber capacity building (CCB) 

assistance projects. Consequently, the paper explores how, in these cases, the varied 

influence of sovereigntist discourse has been shaped by institutional and ideational factors 

pertinent to EU external action policymaking. These findings contribute valuably to 

emerging debates about the effects of European digital sovereignty discourse on EU policy 

policymaking at large (Barrinha & Christou, 2022; Bellanova et al., 2022; Calderaro & 

Blumfelde, 2022). They also substantiate more longstanding EU Studies literature by 

demonstrating how the Union—despite its ongoing efforts to become a more ambitious, 

coherent, ‘geopolitical’ global player—continues to be mediated by institutional constraints, 

experiences of crises, and reputational considerations (Schmidt & Radaelli, 2004; Fisher 

Onar & Nicolaïdis, 2013). 

The paper proceeds in four parts, beginning with its conceptualization of discursive 

and policy change and review of extant literature. Next, lays out its analytical framework 

and qualitative methodology, followed by an analysis of how European discursive change 

has emerged in EU external action. Then, it considers how this discourse has come to bear 

on three specific cyber-relevant policy areas of EU external action. Finally, it explores 

possible mechanisms that have influenced this relationship and concludes with 

contemporary and future implications. 

European digital sovereignty discourse and EU policymaking 
European digital sovereignty discourse has evolved over time to encompass a variety 

of diverse policy areas and ‘layers’ of meaning (Falkner et al., 2023). However, at its core, 

the discourse reasserts a claim to legitimate control over the Union’s internal digital 
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environment (e.g. the ‘Digital Single Market’) and to shape its own destiny in the global 

digital domain—that is, its capacity to act as a global ‘digital player’ (Floridi, 2020). In other 

words, this claim has a dual dimension: the (internal) assertion of exclusive authority over a 

bounded socio-political space, its (external) legitimization through mutual recognition 

(Thomson, 1995). Therefore, discursive change towards digital sovereignty broadly entails 

an explicit deviation from existing policy discourses which construct the internet as entirely 

free from state involvement (Falkner et al., 2023).  

In the case of the EU, discursive change towards digital sovereignty may also entail a 

discursive move from ‘Member State sovereignties’ to ‘European sovereignty’ (in the 

singular) relevant to the digital environment. From a realist perspective, the EU’s assertion 

of a claim to ‘sovereignty’ could reflect a power multiplier logic for shaping global affairs 

as it demonstrates its capacity ‘speak with one voice’ (Wong & Hill, 2011) and to jointly act 

on behalf of its 27 Member States. Other scholars have pointed to how the EU’s digital 

sovereignty claims have inherently sought to differentiate the EU from Others, including the 

United States, Russia, and China (Barrinha & Christou, 2022; Falkner et al., 2023). Recently, 

EU President Charles Michel positioned the EU’s approach to digital sovereignty as 

somewhere ‘between an unregulated model and a state-controlled model [that] promote[s] a 

human-centric, ethics-based approach, that serves our citizens,’ (emphasis added, Council 

of the European Union, 2021b). This further reveals the external/relational dimension to 

such discourse. 

Separately, policy change towards digital sovereignty is conceptualized here as 

change towards ‘control over the digital’ domain and/or control through the digital: that is, 

‘the use of digital technologies for European (cyber)security governance’ (Bellanova et al., 

2022, p. 338). Policy instruments ‘operationalizing’ control over the digital include 

regulation and standard setting (Kuner, 2019); investment screening mechanisms; export 
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controls; industrial competition and R&D policy; government/public procurement 

strategies; cybersecurity; capacity building; and data protection/privacy tools (European 

Political Strategy Centre, 2019; Falkner et al., 2023). Given that the digital domain has both 

physical and virtual layers (some of which transcend territorial borders), control may 

manifest as territorial (as in ‘territorial sovereignty’) and/or functional authority over a 

(digital) space (Eudaily & Smith, 2008). Alongside the policy areas of AI and 

semiconductors, cyberspace has emerged as a domain through which digital sovereignty 

claims have been asserted and exercised by global actors, including the EU (Broeders et al., 

2023; Chander & Sun, 2021; Calderaro & Blumfelde, 2022; Council of the European Union, 

2021b; General Secretariat of the Council, 2022b; European Commission, 2022b).  

This study focuses upon three cyber-relevant policy changes towards digital 

sovereignty in EU external action. These cases reflect the historically close relationship 

between the cyber and digital issues in official EU strategies/documents (see for example 

European Commission, 2010; 2014; 2016; 2017a; 2020d; 2022d). In the present day, ‘cyber’ 

is typically linked to ‘network and information security’ as an enabler of the ‘digital’ and as 

a ‘fifth strategic domain of warfare’ (Council Conclusions, 2015; Pawlak, 2018, p. 20; 

Barmpaliou & Pawlak, 2023, p. 93). By contrast, ‘the digital domain’ has come to be 

understood as a more encompassing socio-technical space, including the internet, digital 

technologies, ‘space’, the ‘Digital Market’, data, and an ‘EU digital identity’ (European 

Commission, 2021a).  

Presently, Brussels understands cybersecurity as a key strategic ‘priority’, ‘pillar’, 

and/or ‘cornerstone’ for achieving European digital sovereignty (Bellanova et al., 2022; 

European Political Strategy Centre, 2019; General Secretariat of the Council, 2022b; 

European Commission, 2022b).  For instance, the European Commission’s current 

DIGITAL EUROPE programme asserts that cybersecurity is ‘a prerequisite for Europe to 
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achieve digital sovereignty’ (European Commission, 2023). Cybersecurity is considered to 

be a ‘key policy area[] of the EU digital strategy’ (Council of the European Union, 2021a), 

on account of the threats posed by cyberspace to the EU’s strategic autonomy, ‘at a time of 

growing dependence on digital technologies’ (General Secretariat of the Council, 2022b, 

p.12).  Accordingly, the EU’s current cyber strategy (2020) establishes ‘resilience, 

technological sovereignty and leadership’ as the first out of three priority areas of EU global 

action, which will be supported by an ‘unprecedented level of investment in the EU’s digital 

transition over the next seven years’ (emphasis added, European Commission & High 

Representative of the Union for Foreign Affairs and Security Policy, 2020, p. 4). Altogether, 

Brussels’ current ‘capabilities-based’ approach towards the global digital domain relies upon 

cybersecurity as a key foundation and priority area, alongside AI and supercomputing 

(General Secretariat of the Council, 2022b, p. 35-37; see also European Commission 2022b, 

p. 7). The entanglement between cyber issues with digital sovereignty concepts in EU 

external action evinces a plausible connection between cyber-relevant policy changes and 

European digital sovereignty discourse. 

 

Dynamics of change 
 How can we theorize about the relationship between discursive and policy change 

towards digital sovereignty in the domain of EU external action? A large body of work has 

demonstrated how discursive and policy changes have emerged as direct causes or 

consequences of each other (Schmidt & Radaelli, 2004). A discursive shift can spur policy 

change by altering established behavioural rules and acceptable standards for action 

(Finnemore & Sikkink, 1998). Alternatively, endogenous factors such as institutional 

complexity, feedback loops, identity considerations, and the interaction between various 

stakeholders can shape the relationship between discourse and policy change (Schmidt & 
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Radaelli, 2004). Exogenous factors, such as elites’ experiences of transformative events can 

change policymakers’ threat perceptions and introduce certain ‘securitized’ ideas into policy 

debates, thus informing future policy choices (Buzan & Wæver, 2003; Carrapico & Farrand, 

2020; Christou, 2019). Elsewhere, Adler-Nissen and Gammelthoft-Hansen have argued that 

policymakers tend to invoke sovereignty when they perceive a loss of control over ‘effective 

internal rule and freedom from external interference’ (2008, p. 7). Thus, the concept of 

sovereignty can serve as a frame through which policymakers can justify and/or legitimize 

their policy decisions ex post (Walker, 2008). Indeed, scholarship on European digital 

sovereignty discourse has identified instances of the EU ‘repackaging’ earlier policies into 

sovereigntist frames, as seen by the policies proposed by the EU’s 2020 Cybersecurity 

Strategy towards the Internal Market (Barrinha & Christou, 2022).  

Other studies have pointed to the discourse’s primary importance for EU identity 

(Monsees & Lambach, 2022; Csernatoni, 2022) and its use an ‘aggregating concept’ for 

policymaking (Bellanova et al., 2022).  Separately, recent work on the relevance of European 

digital sovereignty discourse to the EU’s AI policies has pointed to a disconnect between the 

EU’s stated aims in AI and its actual capacity to ensure them. Despite its strong narrative, 

the Union ‘has few tools to become a global leader in advancing standards of AI beyond its 

regulatory capacity’ (Calderaro & Blumfelde, 2022, p. 415). Particularly, the Union’s lack 

of ‘hard’ capabilities, a leading technological industry, and a coherent defence strategy have 

placed constraints upon its capacity to exercise digital sovereignty in the area of CFSP.  

 Complicating the matter further, scholarship on sovereignty and EU foreign 

policymaking has stressed that, rather than constituting a straightforward ‘state-force-

territory’ relation (Barkawi, 2016), sovereignty claims uttered by the EU are unconventional: 

the product of a complex interweaving of different intergovernmental and supranational 

competences (Bartolini, 2006). In EU common foreign and security policy (CFSP), a key 
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dimension of EU external action, sovereignty is pooled between its Member States 

(Moravscik, 1998), which have been historically hesitant to cede control over their hard 

security, which can stunt the Union’s ‘hard’ capabilities (Sliwinski, 2014). By contrast, the 

Commission enjoys exclusive competences over other ‘softer’ areas of external action: trade 

and economic security instruments. Therefore, speaking ‘European digital sovereignty’ in 

the context of EU external action is a potentially fraught, highly complex process involving 

‘plural’ and/or ‘mixed’ sovereignties (Bellanova et al., 2022). Lastly, incoherence or 

institutional challenges in EU foreign policymaking could hinder the influence of discursive 

change on driving specific policy changes (Bendiek et al., 2020; Carrapico & Barrinha, 

2017).  

This scholarship suggests that, on the one hand, changing threat perceptions (tied to 

specific issue areas) might heighten the salience of European digital sovereignty discourse 

in some areas of EU external action rather than others, leading to variation in the discourse’s 

significance across issue areas. On the other, assuming that sovereignty frames are expressed 

to reinforce and legitimize existing authoritative capacities (Adler-Nissen & Gammeltoft-

Hansen, 2008), the EU’s existing areas of strength and material competences (namely trade 

and economic security) would be highly conducive for digital sovereignty discourse to 

influence concrete policy changes as opposed to other domains (such as the consensus-

based, intergovernmentalist CFSP). Alternately, if European sovereigntist discourse is 

largely invoked to legitimize the EU’s policies ex post (Barrinha & Christou, 2022)—

perhaps for the purposes of identity construction (Csernatoni, 2022)—the discourse might 

not decisively influence ex ante policy changes either (Schmidt & Radaelli, 2004).  

In sum, extant scholarship suggests that four distinct causal processes might underly 

the relationship between sovereigntist discourse and policy changes in EU external action:  

1) discursive change has driven policy change; or 
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2) vice versa; or 

3) changes are driven by a policy-discourse feedback loop; or 

4) changes in discourse and policy have been driven by other factors. 

This paper examines whether discursive change towards European digital sovereignty 

has driven policy changes in the same direction (dynamic 1) and the extent to which variation 

in this outcome is observable across three cyber-relevant policy changes. However, the 

scholarship reviewed above is testament to the fact focusing upon dynamic 1 vis-à-vis three 

cases of EU external action policy change is inadequate for advancing ‘complete’ 

explanations about the policy change process as a whole (Ebbinghaus, 2005). After all, 

discourse ‘is one among several factors involved in policy change’ (Schdmit & Radaelli, 

2004, p. 189). Nonetheless, exploring dynamic 1 lays the basis for future inference about 

whether policy change has instead driven discursive change (dynamic 2) in these cases, 

whether there exists a causal feedback loop (dynamic 3), or whether additional factors have 

shaped both discursive and policy changes (dynamic 4). It also contributes to scarce 

literature which examines the relationship between the rise of European digital sovereignty 

discourse and significant changes to EU external action policies.  

Analytical Framework 
Reviewing extant literature thus raises two fundamental questions: when and how 

does discourse matter for policy change? For the purposes of this paper, these questions are 

explored in line with the discursive institutionalist approach (Schmidt & Radaelli, 2004) and 

the framework outlined by this special issue (Falkner et al., 2023), which underscore the 

importance of discourse within a particular institutional context. To influence the policy 

change process, Schmidt and Radaelli argued that ‘the story the discourse tells and the 

information it provides must also appear sound, the actions it recommends doable, the 
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solutions to the problems it identifies workable, and the overall outcomes appropriate’ (2004, 

p. 201). 

Therefore, to infer whether a discourse has driven a particular policy change, the 

paper relies upon the following criteria: sequencing, significance, and distinctiveness. These 

criteria are examined with respect to the explicit use of digital sovereignty discourse in EU 

external action policies. This assumes, coherent with the discursive institutionalist approach, 

that ‘speaking of change […] rather than just thinking it, is key to explaining the actions that 

lead to major policy transformations,’ (Schmidt, 2011, p. 106). 

As represented by Table 5.7 below, sequencing is critical: evidence of discursive 

change must have occurred prior to the policy change for it to affect the outcome. Second, 

building on Falkner et al.’s (2023) framework, the discourse must be significant, meaning 

that its core ideas are central, relevant, and applicable to the policy in question. A particular 

discourse is relevant when there are identifiable problems and challenges that sovereignty 

discourse is expected to resolve vis-à-vis a particular policy, and applicable when a policy 

specifies how sovereignty discourse solves these challenges (ibid, pp. 4-5). Third, departing 

from Falkner (2023) and colleagues, I explore the relative distinctiveness of concepts within 

European digital sovereignty discourse. Since discourse constitutes a web of ‘policy ideas 

and values’ negotiated and contested by policy actors (Schmidt & Radaelli, 2004, p. 184), 

policymakers might deem some discursive concepts more significant than others for a given 

policy issue, contest the meaning of competing concepts within a discourse, or conflate the 

meaning of several similar concepts. Therefore, to establish a concept’s distinctive influence 

over a given policy change, it must have exerted an empirically distinguishable effect on 

policy changes from other competing ideas (Schmidt, 2002, p. 219).  

Based on these criteria, several distinct types of discursive-policy change 

relationships are possible within the paper’s parameters (see Table 5.7). The causal role of 
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discursive change vis-à-vis policy change can be inferred by establishing temporal 

sequencing as a necessary test. Separately, Falkner and colleagues outlined two dynamics of 

discursive and policy change (agnostic of their causal relationship) relevant to this paper. 

First, comprehensive change embodies a process whereby digital sovereignty discourse is a 

‘central and positive discursive reference point’ and policy change towards sovereignty is 

‘significant’ (Falkner et al., 2023, p. 22). Second, when discursive change fails to satisfy the 

criterion of significance yet the policy change is significant, this relationship can be 

characterized as inconspicuous change (ibid). Lastly, my paper introduces a third dynamic 

to Falkner and colleagues’ framework: (in)distinctive change, whereby digital sovereignty 

discourse is a positive and applicable reference point, but the discursive concept in question 

(e.g. ‘European digital sovereignty’) is (not) distinctive vis-à-vis the policy change. Thus, 

indistinctive change occurs when a discursive concept is substitutable or conflated with 

another prominent competing concept, such as ‘technological sovereignty’, or ‘strategic 

autonomy’ as opposed to ‘digital sovereignty’. Altogether, these analytical criteria will be 

used to empirically identify the character of discursive-policy change relationships in EU 

external action. 

Level of analysis Criterion  Observed?  
 

Relationship to policy 
change 
 

European digital 
sovereignty 
discourse as a 
core set of ideas 

Temporally prior to 
policy change?  

Yes Plausible causal role 
(necessary, not sufficient) 
 

No Does not drive policy change  

Significance?  
 

Yes Comprehensive  
No Inconspicuous  

Individual 
‘European 
sovereignty’ 
concepts in policy 
discourse  

Distinctiveness? Yes Distinctive  

No Indistinctive  

Table 5.7: Falkner et al.'s framework (2023) with my modifications (in grey)
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Methodology  
As outlined above, the paper’s aims are twofold: to characterize the relationship between 

European digital sovereignty discourse and three specific cyber-relevant policy changes in 

EU external action, and to identify the temporal sequencing of European digital sovereignty 

discourse vis-à-vis a given policy change. To trace the role of discourse in these policy 

changes, the paper conducts a discourse analysis of EU digital sovereignty discourse. Next, 

it undertakes an abductive ‘explaining-outcome’ process tracing approach (Beach & 

Pedersen, 2019) focused upon how the discourse came to bear upon three specific cases of 

EU external action which exemplify significant policy change towards sovereignty in 

practice: the Cyber Diplomacy Toolbox, EU external cyber capacity building (CCB) 

programmes, and the 5G Toolbox. 

First, the paper constructed a genealogy of the emergence of European digital 

sovereignty discourse in official EU external action policy discourse based upon an 

interpretive-qualitative analysis of textual sources and elite interviews (Schwartz-Shea & 

Yanow, 2012; Schmidt, 2011). Discourse analysis is important for exploring the sequencing 

of discursive change vis-à-vis the paper’s cases of policy change, and for understanding the 

process of ideational convergence between ‘digital’ and ‘cyber’ issues into EU external 

action policy discourse over time. Therefore, it is also valuable for assessing whether digital 

sovereignty could be plausibly relevant to the three cases of policy change in the paper. 

 To do so, the analysis engaged in intertextuality, or the process of situating texts 

within and against other texts to reveal how one particular source (e.g. a strategy document) 

is embedded within the broader political and social discourse (ibid). This analysis also 

elucidated key constitutive concepts of European digital sovereignty discourse and policy 

contexts whereby the discourse was officially absent (Schwartz-Shea & Yanow, 2012). To 

this end, the data were analysed for how they represented policy issues as particular types 

of problems (Bacchi & Goodwin, 2016) to examine the extent to which digital sovereignty 
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discourse was understood to be relevant and/or applicable to a particular policy instrument 

or issue.  

Relying upon the EURLEX database a starting point, I reviewed the corpus of 

documents pertinent to the overlapping areas of EU cybersecurity policy, digital policy, and 

EU external action over the 2010-2022 period. This timeframe coincides with the inception 

of the EU’s diplomatic branch, the European External Action Service (EEAS). Altogether, 

over 100 relevant primary source documents (inter alia digital and cyber strategies, Staff 

Working documents, Council Conclusions, EU regulations, and European Parliament 

debates) were analysed for the presence/absence of European sovereignty discourse and its 

relationship to relevant policy changes. Working abductively, I examined documents 

through a temporalized mapping technique to identify the relevant institutions and sites of 

discourse (Clarke, Friese, & Washburn, 2015). This in turn facilitated exposure to the 

perspectives of the many policy actors involved in shaping and disseminating EU digital 

sovereignty discourse (ibid). The analysis largely concentrated upon the EU level, with the 

Union’s external action policymaking developed ‘with reference to values and principles 

that are seen as particular to the Union’ (Sjursen, 2011, p. 1089). This level of analysis 

captures the bulk of developments in EU cyber and digital policy post-Lisbon Treaty in EU 

external action (Laurer & Seidl, 2021; Timmers, 2018; Pawlak et al., 2018; Trimintzios et 

al. 2017, p.5). However, this approach does not preclude the examination of 

intergovernmental discursive struggles over the meaning of EU digital sovereignty at the 

horizontal level (e.g. between various Committees and/or Representatives in the Council of 

the EU) or vertical levels (e.g. between Brussels and Member States).  
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To corroborate my document analysis, I conducted 20 elite interviews (Appendix 

A),62 comprising 15 EU officials and five policy experts from bodies which have influenced 

the development of the EU external action policy changes of interest. Interviewed 

policymakers were current or former practitioners from various divisions within the 

European Union External Action Service (EEAS), the European Commission, and the 

Council of the EU. In this group, five interviewees were current or former heads of division, 

directors, or members of Brussels’ executive cabinet, and several interviewees were career 

diplomats, with professional experience in multiple relevant EU bodies or as Member State 

representatives. Collectively, their professional experience exhausted the 2010-2022 

timeframe and spanned the development of the key three policy changes relevant to the 

analysis. Furthermore, five policy experts were interviewed from consultative or EU-funded 

bodies and think tanks, such as EU Cyber Direct, the European Union Institute for Security 

Studies, and the Council of Europe. Interviews were semi-structured and 30-60 minutes 

long. Questions were tailored to individuals’ professional experience and their involvement 

in policymaking, including their understanding of which concepts and ideas are/were ‘most 

important’ to the policy in question, and the key factors (including events) that have 

influenced the EU’s external action policymaking.  

 

Examining three policy changes towards sovereignty 

Next, in line with its analytical criteria (Table 5.7), the paper traced how this discourse 

came to bear upon three cases of significant policy change towards digital sovereignty in 

 
62  The author obtained ethics approval for conducting research with human participants from the appropriate 
institutional review board and informed consent from all interviewees. Ethics approval reference numbers are 
SSH_DPIR_C1A_21_005 and SSH_DPIR_C1A_22_008. For interview dates, refer to the appendix. Due to 
the politically sensitive nature of the research and interviewee consent, interview data cannot be made openly 
available. However, the archival sources used by the study are openly available, accessible at the EURLEX 
database and as noted in the reference section of the paper. 
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EU external action: the Cyber Diplomacy Toolbox, EU external CCB programmes, and the 

5G Toolbox. Recall that the paper theorized four possible relationship dynamics between 

discourse and policy change (dynamics 1-4), including the possibility that discourse drove 

policy change (dynamic 1). While the paper concentrates upon dynamic 1, its approach does 

not aim to evaluate the general validity of one causal mechanism ‘but rather to identify the 

main drivers’ behind the shared outcome of significant change towards sovereignty in three 

specific cases (Beach and Pedersen, 2019, p. 282, in Haroche, 2022). Accordingly, 

throughout its analysis, the paper remains open to other causally relevant factors, such as 

ideational and institutional factors, which could have contributed to the outcome(s) of 

significant policy change towards sovereignty. This exploration paves the way towards 

developing a more holistic understanding of the relationship between discourse and policy 

change in these specific cases (see Haroche, 2022 for a similar approach).  

Notably, as EU external action spans multiple encompassing policy areas, and ‘cyber’ 

and ‘digital’ are transversal issues (Pawlak, 2018), the paper’s three cases are not 

representative of all significant policy changes towards digital sovereignty. Therefore, the 

relationship between digital sovereignty discourse and other cases of policy changes may be 

different than that of the cases selected by this study. Nevertheless, as I outline below, these 

cases are worthwhile to examine as they remain strategically important for EU external 

action and its aims to achieve European digital sovereignty in practice. Furthermore, the 

cases represent diverse aspects of EU external action in terms of their policy scope and 

instrumentation.  

Significant policy change is observable when ‘policies move substantially in either the 

degree, form, or direction towards more control of the digital, be that quantitatively or 

qualitatively’ (Falkner et al, 2023, p. 9). As sketched by the below figure (Figure 5.1), the 

Cyber Diplomacy Toolbox, external CCB projects, and the 5G Toolbox cases fulfil this 
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criterion and temporally overlap with the mainstreaming of European (digital) sovereignty 

discourse into EU external action policy.  

 

 
Figure 5.17.  Overlap between discourse and policy change towards sovereignty in EU 
external policy. 

 
Relevant for the paper’s timeframe, cyber and digital diplomacy matters were not 

siloed as ‘visibly’ separate issues in EU policy up until June 2022 (Interviewees I,T; General 

Secretariat of the Council, 2022a). Furthermore, ‘the priority actions’ for digital 

diplomacy—as distinct from cyber diplomacy—were only adopted in June 2023 (emphasis 

added by author, General Secretariat of the Council, 2023). Throughout this period, policy 

portfolios were divided between the EEAS, tasked with cybersecurity and defence matters, 

and the Commission’s DG CONNECT, which is held responsible for AI, 5G, and other 

critical digital technologies (Interviewee I). Nonetheless, the Commission and the EEAS 

still closely coordinate on EU external action policies, especially those pertaining to cyber 

and digital issues given their transversal nature (Interviewees I,T). While this development 

demonstrates the growing sophistication of EU external action policy towards the digital 

domain, it also highlights the relatively high significance of cyber diplomacy for the EU’s 
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global approach to digital governance up until that point (Latici, 2020), including in 

multilateral fora and public-private partnerships (Carrapico & Farrand, 2020; Pawlak & 

Barmpaliou, 2023).  

As instances of significant policy change towards digital sovereignty, the Cyber 

Diplomacy Toolbox, CCB assistance programmes, and the 5G Toolbox involve diverse 

instruments which enable both the internal and external dimensions to sovereign control 

over the digital (Thomson, 1995), summarized in Table 5.8. The Cyber Diplomacy Toolbox, 

by enabling the Union to ‘make full use of measures within the Common Foreign and 

Security Policy’ in the global cyber and digital domains (Council of the European Union, 

2017), significantly increased the Union’s authority to coercively act in the digital domain. 

The 2019 update enables the EU to punish (and deter) negative interference in the Union’s 

Digital Single Market, thus delineating (un)acceptable behaviour in global cyberspace from 

the EU’s perspective. Next, through significant changes in the orientation and funding of 

external CCB initiatives, the EU has been able to influence the global digital environment 

through spreading EU values and standards to strategically important regions (Renard, 2018; 

Prontera & Quitzow, 2022). By exporting EU values and practices to external locales, these 

developments reflect the ‘security-development’ nexus in EU external action policy (Pawlak 

& Barmpaliou, 2017; 2023) and they signal Brussels’ ambitions to become a global standard-

setter and legitimate geopolitical actor (Bradford, 2020; Bialasiewicz, 2015; Manners, 

2002). Exporting the EU’s preferred norms and regulations have been a way for the EU to 

project power and exert control over the global digital environment in the absence of 

mutually agreed-upon standards for behaviour, including in the area of cybersecurity, data 

protection, and lethal autonomous weapons (European Commission, 2022c; Cremona & 

Scott, 2019; Calderaro & Blumfelde, 2022). Lastly, the 5G Toolbox seeks to reduce the 

Union’s vulnerabilities to dependency on foreign entities for its critical digital infrastructure 
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by enhancing Brussels’ capacity to act in the Digital Single Market and outlining a European 

approach to 5G global governance (Monsees & Lambach, 2022). Altogether, these cases 

relate to four out of six dimensions of EU external action: the CFSP (the Cyber Diplomacy 

Toolbox); development cooperation and economic, financial and technical cooperation with 

non-EU countries (external CCB programmes); and trade policy (the 5G Toolbox). 

 

Significant policy 
change towards 
digital sovereignty 

Dimension of external action Type of control over the digital 

Cyber diplomacy 
toolbox  

CFSP Internal- coercive measures 
 
External – promoting EU approach to 
legitimate cyber behaviour  

External CCB 
initiatives 
  

Development cooperation and economic, 
financial and technical cooperation with 
non-EU countries 

External- regulatory, normative 
(conditionality instruments) and 
infrastructure investments 

5G Toolbox 
  

Trade and competition policy Internal - control over foreign 
interference  
 
External – considered EU ‘standard’ for 
5G governance 

Table 5.8. Summary of case characteristics. 

 
Furthermore, these cases have been touted as strategically important for EU external 

action, including for the EU’s diplomatic objectives (General Secretariat of the Council, 

2022a). The EU’s contemporary Strategic Compass names the Cyber Diplomacy Toolbox 

as a crucial aspect to securing the EU against emergent threats and challenges (General 

Secretariat of the Council, 2022b, p. 22) and the primary ‘international aspect’ for EU 

cybersecurity, guiding the EU’s diplomatic response to cyber threats to the digital domain 

(European Commission, n.d-a; General Secretariat of the Council, 2019). Separately, 

external CCB has high strategic importance for the EU’s cyber diplomatic efforts (Council 

of the European Union Presidency, 2016), for ‘strengthen[ing] the [EU’s] approach to 

strategic cooperation with its Eastern and Southern Neighbourhoods’ (General Secretariat 
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of the Council, 2022b, pp. 39-44). Externally, the 5G Toolbox remains the ‘standard’ model 

for promoting the Union’s approach to the securing critical infrastructures to its partners 

(European Commission & High Representative of the Union for Foreign Affairs and 

Security Policy, 2020). As I will detail below, the EU’s explicit turn towards digital 

sovereignty emerged after a decade of significant global events, rapid technological 

innovations, and transformations to the Union’s internal environments.  

Discursive change  
Digital sovereignty has been linked to ‘diverse measures, guiding principles, and the 

empowerment or constraint of different actors’ at the global, supranational, and regional 

levels, including cybersecurity, AI, supercomputing, semiconductor chips (Falkner et al., 

2023, p. 3; Floridi, 2020). In the European context, scholars have argued that it emerged 

from French and German discourses ‘uploaded’ to the EU level (Moerel & Timmers, 2021), 

while others have emphasized the influential role of Council President Charles Michel 

(Barrinha & Christou, 2022). Particularly in the domain of EU external action, global 

security crises over the 2014-2020 period, policy mainstreaming, and changing perceptions 

about the EU’s role as a geopolitical actor were important for bringing about a discursive 

shift towards sovereignty in EU external action. Here, European digital sovereignty 

discourse rose to prominence over a three-year period, peaking in popularity during the von 

der Leyen Commission in 2019. Since 2019, three concepts have primarily constituted this 

discourse: European digital sovereignty, technological sovereignty, and (open) strategic 

autonomy.  

At the time of the EEAS’ inception in 2010, European digital sovereignty discourse 

was out of bounds for EU external action. While the EU’s first Digital Agenda (2010) 

emphasized the importance of cybersecurity for preserving a European ‘digital way of life’, 

dissensus at both the horizontal and vertical governance levels about the scope of the Union’s 
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role in cyberspace precluded European-wide sovereignty to emerge in EU discourses 

(Zanders, 2009; European Union Committee, 2010; European Commission, 2010, pp. 5, 27). 

Accordingly, the EU’s first Cybersecurity Strategy (2013) advanced a modest, inward-

looking orientation and an ambiguous approach to the EU’s role as a global cyber actor.  

However, this hesitancy was later shattered by transformative crises over the 2013-

2016 period and by the realization that ‘the EU is lagging behind in the development of both 

its digital infrastructure and innovative enterprises’ (Reding, 2016, p.1). In global affairs, the 

2014 Ukraine crisis, the 2015 refugee crises, and shaky transatlantic relations after President 

Trump’s election in 2016 (among others) exposed the uncertain and evolving character of 

the global security environment and the imperative for an assertive European global 

approach (Lutz & Karstens, 2021; Interviewees A,C,D). Meanwhile, the Snowden 

revelations about the American government’s global digital surveillance operations fuelled 

the push for a European approach to data protection and privacy (Coyne, 2019). While ‘the 

national ministers in the Council dragged their feet’ until 2016 (Reding, 2016, p. 5), the later 

release of the General Data Protection Regulation (GDPR) would be heralded as one of the 

EU’s ‘greatest’ achievements in data protection (Kuner, 2019). While European digital 

sovereignty discourse was absent in official discourse announcing its release (Laurer & 

Seidl, 2021), Viviane Reding (writing as a Member of the European Parliament at the time), 

argued that the GDPR helped to ensure European digital sovereignty over citizens’ data 

(Reding, 2016).  

Yet, until the 2016 release of the Global Strategy for the European Union (hereafter 

‘EUGS’), European sovereignty discourse had not permeated official EU external action 

policy. The EUGS advanced a vision for the EU to become a ‘forward-looking cyber player’ 

to assure European strategic autonomy (European External Action Service, 2016, emphasis 

added, p. 42). Significantly, it paved the way for the uptake of European sovereigntist 
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discourse and the mainstreaming of ‘digital’ and ‘cyber’ aspects in EU external action policy. 

Shortly thereafter, the 2016 Council Conclusions highlighted the need to ‘properly 

mainstream’ digitalisation across ‘all policy areas, including in the EU’s development and 

foreign policies, while addressing cyber challenges…’ (p. 2). In turn, the Commission’s 2017 

Reflection Paper on European Defence noted that greater EU-level cooperation and an 

enhanced EU-specific role would strengthen Member States and make them ‘more 

sovereign’ (p. 11). Echoing the sentiments of the EUGS, the 2017 Paper also stated that, ‘we 

[Europe] should be able to act alone when necessary. More than ever, Europeans need to 

take greater responsibility for their own security’ (ibid, p. 7).  

This general notion was later reflected by the EU’s updated cybersecurity strategy, 

Resilience, Deterrence and Defence, released in September 2017, which stressed ‘due 

diligence and state responsibility in cyberspace’ and for the EU to achieve ‘greater resilience 

and strategic autonomy’ (p. 18). By 2018, EU external action policy discourses had 

established an overt link between the ideas of European sovereignty, responsibility, 

resilience, and strategic autonomy, including vis-à-vis the cyber and digital domains (e.g 

European Commission, 2018b; n.d.-b). Over time, the ‘tech theme became important’ in 

general discussions regarding European strategic autonomy between Member States, which 

precipitated the emergence of this ‘kind of European digital sovereignty’ concept 

(Interviewee C). Three concepts emerged to constitute the core of European digital 

sovereignty discourse at the domain level: strategic autonomy and European digital and/or 

technological sovereignty. These notions entangled with older EU external action concepts 

(such as responsibility, resilience and leadership) to comprise a new orientation under von 

der Leyen’s ‘geopolitical Commission’. 

As one interviewed official put it, while the process of discursive change ‘didn’t 

happen overnight […] the pace changed with the von der Leyen Commission’ in 2019 
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(Interviewee K), leading to Brussels’ widespread adoption of an explicitly geopolitical, 

‘state-centric sovereignty lexicon’ (Bellanova et al., 2022, p. 339). Brussels’ evocation of 

European digital sovereignty emerged at a time when such assertions have become 

increasingly ‘in vogue’ at the global level, including in the case of Russia and China 

(Chander & Sun, 2020). The Union’s changed geopolitical perceptions about the global 

environment raised the salience of sovereignty issues in both national and supranational 

contexts (Interviewee C; Monsees & Lambach 2022). The COVID-19 pandemic further 

reinforced the applicability of ‘European digital sovereignty’ to EU external action as it 

underscored the Union’s critical dependencies on digital services and their vulnerability to 

weaponization (Interviewee M; Lipscy, 2020; Pawlak & Barmpaliou, 2023). The rise of 

powerful private actors as digital service providers and their control over critical 

infrastructure (Calderaro & Blumfelde, 2022), as well as companies’ exploitation of data for 

economic purposes (Zuboff, 2019) fuelled the perception that the EU’s security and digital 

capacity were becoming critically reliant upon foreign actors and private intermediaries. 

Additionally, the Biden Administration’s openness to European strategic autonomy has been 

credited as an enabler for the broad uptake of the discourse (General Secretariat of the 

Council, 2022; Interviewee C).  

Altogether, digital sovereignty discourse was increasingly framed as the solution to 

multiple concerns: the cybersecurity risks of using Chinese technology for critical European 

infrastructure (NIS Cooperation Group, 2019), the increasingly outsized role of foreign tech 

giants in shaping the European digital ecosystem, including data and AI (Carrapico & 

Farrand, 2020), the socio-economic and geopolitical risks of competitive US-China 

dynamics (European Commission, 2021b; European Commission & HR/VP, 2019), and the 

lack of a ‘level playing field’ for European technology firms in foreign markets and in global 

digital value chains (European Commission, 2020a; Interviewee D; General Secretariat of 
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the Council 2020, p. 4). These concerns reinforced the idea, in one EU official’s words, that 

there were ‘different areas where we, I don't want to say that we were slipping, but in which 

we have to catch up’ to maintain European sovereignty in the digital domain (Interviewee 

A). To this end, the EU’s 2020 strategy, Shaping the Digital Future, has underlined the 

importance of EU leadership in digital technologies and cybersecurity and envisaged an 

unprecedented level of investment in the EU’s digital transition’ (European Commission 

2020d, p. 3).  

 

Relationship to policy changes 
This section probes the relationship between European digital sovereignty discourse 

and three policy changes: the Cyber Diplomacy Toolbox, external CCB initiatives, and the 

5G Toolbox, discussed in turn below.  

The Cyber Diplomacy Toolbox 

In High Representative (HR/VP) Josep Borrell’s words, the updated Cyber 

Diplomacy Toolbox is the ‘EU autonomous cyber-sanctions regime’, which ‘send[s] a 

message to the world that we have the tools to protect ourselves, and the resolve to use them,’ 

(European External Action Service, 2020). Currently in force, it enables the Union to 

exercise further control over its internal security and cyber threats to the Digital Single 

Market ‘through imposing, if necessary, restrictive measures on select entities’ (Latici, 

2020). The Cyber Diplomacy Toolbox has been important aspect to the EU’s cyber 

diplomacy efforts, ‘to secure multilateral agreements on cyber norms, responsible state and 

non-state behaviour in cyberspace, and effective global digital governance’ (ibid, 2020, p. 

1). However, for all its significance in EU external action towards the digital domain, 

European digital sovereignty discourse was not relevant or applicable to the Toolbox update 

process.  
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It should be noted that the process of updating the Cyber Diplomacy Toolbox was 

set in motion in 2017, two years before European sovereigntist discourse became widely 

popularized in Brussels’ official discourse. Nonetheless, as the duration of the Toolbox’s 

creation (2017-2019) covers the period of sovereignty’s mainstreaming into EU external 

action policy, it is possible that the discourse could have penetrated the policy process.  

Indeed, while the EUGS had laid the basis for the EU to engage ‘in cyber diplomacy 

and capacity building with our partners […]’ to assure European strategic autonomy (2016, 

p. 42), there was no apparent embrace of digital sovereignty concepts in Cyber Diplomacy 

Toolbox discussions. The Council Conclusions on Cyber Diplomacy established the need 

for a concerted European approach to cyber diplomacy and the Council began to consider 

introducing restrictive measures to the Toolbox in June 2017 (Council of the European 

Union, 2017). In track with other EU strategy documents at the time (Juncos, 2017), early 

debates about a coordinated EU approach to cyber diplomacy concerned issues of resilience 

and critical digital infrastructures. At that point, the official rationale for incorporating 

restrictive measures to improve the Union’s security and address the growing number of 

‘malicious cyber activities’ in cyberspace (General Secretariat of the Council, 2017, p. 4).  

Thus, despite the Council’s growing awareness about the rapidly evolving context of 

cybersecurity and defence (Council of the European Union, 2016, p. 2), the Commission 

had to ‘persuade’ Member States to move beyond a narrow focus on national security 

resilience issues to considering cross-border risks that required a collective European 

approach (Interviewee K). In September 2017, the Commission penned a joint 

communication stressing that ‘the scale and cross-border nature of the threat make a 

powerful case for EU action,’ whereby state actors ‘are increasingly meeting their 

geopolitical goals’ through the use of ‘more discreet cyber tools’ including the basic 

‘functioning of our democracies, our freedoms, and our values’—and therefore, into the 
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sovereign control of Member States (European Commission & HRVP, 2016). Commission 

President Jean Claude Juncker emphasized that, ‘Cyber-attacks can be more dangerous to 

the stability of democracies and economies than guns and tanks’ (State of the Union, 2017), 

underscoring the relevance of ‘cyber’ for EU internal and external security. The following 

year, Juncker would go on to outline his vision of ‘European sovereignty’, urging Member 

States that, ‘together we can plant the seeds of a more sovereign Europe’ (State of the Union, 

2018). 

One year later, the Council’s Decision 2019/797 laid out the legal framework for the 

Toolbox’s array of targeted restricted measures, which ‘also allows for restrictive measures 

to be applied in response to cyber-attacks with a significant effect against third States or 

international organisations.’ In keeping with earlier discourse on the Toolbox, the document 

reiterated the importance of addressing ‘malicious cyber activities’ through a comprehensive 

‘joint EU diplomatic response.’ Moreover, the Council noted that the Cyber Diplomacy 

Toolbox ‘contributes to conflict prevention, cooperation and stability in cyberspace by 

setting out measures within the CFSP, including restrictive measures, that can be used to 

prevent and respond to malicious cyber activities’ (ibid)—omitting ‘European digital 

sovereignty’ discourse yet again. 

Therefore, despite multiple Commission publications about the geopolitical context, 

the necessity for ‘European sovereignty’, and the risk of foreign interference into EU internal 

security,  

‘The Cyber Diplomacy Toolbox work wasn’t framed around sovereignty, in part 
because we were dealing with national security challenges and had to engage 
member states to work together […] Telling them this was about European 
sovereignty wasn’t necessarily the best way of doing that. (Interviewee K, 2022).’ 

Conversations about the Toolbox’s revision thus remained ‘very pragmatic and practical’ 

(Interviewee K). Member States’ awareness of their vulnerability to cross-border security 

risks was crucial for engaging policymakers to work together and push through the Cyber 
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Diplomacy Toolbox update, but it did not extend to explicit recognition of ‘European 

sovereignty’ concepts (Interviewees J, K).  

Notably, while the ‘Cyber Diplomacy Toolbox work wasn’t framed around 

sovereignty’ during its creation, the Council later cited it as an important part of the EU’s 

‘progress’ towards strengthening European technological and digital sovereignty (General 

Secretariat of the Council, 2022a). Therefore, this case is exemplar of inconspicuous change, 

whereby the discourse lacked applicability and significance throughout the policy process 

despite its ex post association.  

 

External Cyber Capacity Building  

External or cooperative CCB assistance is generally ‘an umbrella concept for all types 

of activities (e.g. human resources development, institutional reform or organisational 

adaptations) that safeguard and promote the safe, secure and open use of cyberspace’, 

whereby cyberspace is considered to be a part of the digital environment (Pawlak, 2014, 6; 

in Collett, 2021). Throughout the period of discursive change towards sovereignty, EU 

external CCB initiatives underwent significant changes in terms of their financial, strategic, 

and political remit towards greater control over the digital. However, alike the Cyber 

Diplomacy Toolbox, European digital sovereignty discourse was largely absent in the 

process of bringing about these changes, which renders the discourse-policy relationship 

inconspicuous. 

With the new ‘joined up approach’ heralded by the EUGS in 2016, CCB projects began 

to enjoy elevated diplomatic and strategic value in EU policy (General Secretariat of the 

Council, 2016; Council of the European Union Presidency, 2016). Citing the ‘borderless’ 

nature of threats in cyberspace, the Council called for ‘enhancing cyber capacity building 
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action under external assistance instruments,’ (Council of the European Union Presidency, 

2016, p. 3; see also European Commission 2018b, p. 4).  

Following their reorientation from cybercrime to become more inclusive of security and 

defence, external CCB initiatives have aimed to transform the EU’s global security 

environment in line with Brussels’ values and strategic interests (European Commission, 

2022b). To this end, external CCB projects have promoted the implementation of ‘Made in 

Europe’ solutions (European Commission, 2017a, p. 15) to partner countries, including the 

5G Toolbox and the GDPR. Such initiatives rely upon conditionality, such that EU funding 

and EU values are exchanged for partnership with third countries (Interviewee F; Renard, 

2018). Indeed, EU Kenya has been regarded as the model of success, which recently adopted 

the EU’s ‘GDPR-like’ data privacy legislation into its national cybersecurity policy 

framework (Interviewee E). Overall, these initiatives have extended Brussels’ influence over 

the governance of the global digital domain by nudging the development of third countries’ 

national regulations towards EU-approved global cyber rules (Interviewees E, G). Notably, 

whereas cyber capacity building initiatives attained a higher strategic value with the release 

of the EUGS, there was relatively little emphasis on digital-specific initiatives under the 

Digital4Development framework in this regard. As the Commission noted in 2017, ‘EU 

support on digital technologies and services in development cooperation has focussed on 

financing digital components of projects in other focal sectors’ (emphasis added by author, 

ibid, pp. 8-10). 

Indeed, while the importance of incorporating ‘cyber resilience elements in projects 

dealing with critical infrastructures' was initially emphasized in the 2017 

Digital4Development framework due to the ‘cross-sectorial nature of digitalisation’ 

(European Commission, 2017a, p. 13), this approach was enhanced through the introduction 

of a new blended financial instrument, the NDICI, ‘for the Digital Decade’. Notably, the 
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NDICI framework was designed to enable the EU respond to its ‘foreign policy needs and 

priorities’ through merging various financial instruments (European Commission, 2018a). 

Accordingly, the restructuring of external CCB from the IcSP framework to the new NDICI 

instrument expanded the programmes’ financial remit to include building external partners’ 

infrastructural capacities (European Commission, 2021c, 2022a). As one interviewee 

observed, whereas there had once been a ‘conscious exclusion’ of infrastructure in EU 

external CCB funding, this dimension has become a priority (Interviewee H). Thereafter, the 

EU has recently financed submarine cables in Latin America and various internet 

connectivity programmes in Africa by means of its 2021 Global Gateway initiative, which 

incorporates capacity building as a main tool, including CCB (European Commission, 

2021c, 2022a; Pawlak & Barmpaliou, 2023). By establishing a stronger EU presence in the 

development and governance of global ICT infrastructures, such a change allows for further 

EU control over and through the global digital domain. 

Despite enabling greater EU control over the global digital domain in practice, European 

digital sovereignty discourse has remained largely absent in policy updates to external CCB. 

Notably, the discourse was not observably relevant and/or applicable to the 

Digital4Development framework’s reorientation in 2018 towards a greater emphasis on the 

strategic value of cyber capacity building (Pawlak, 2018). Furthermore, policy changes 

which took place during/after 2019—such as the expansion of CCB to include infrastructural 

capacity building—have not been expressly linked to European digital sovereignty goals.  

Rather, policy continuities, particularly the emphasis placed on exporting the EU 

governance model and adopting a geographically targeted approach to development, remain 

priorities in 2022 (see also Prontera & Quitzow, 2023). As the Council reasoned in 2020, 

‘the European model has proved to be an inspiration for many other partners around the 

world as they seek to address policy challenges, and this should be no different when it 
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comes to digital,’ (emphasis added by author, p. 13). Furthermore, while European digital 

sovereignty was rarely articulated by interviewed policymakers in this context, the concept 

of ‘responsibility’ was highlighted as a key motivating reason for CCB policy changes 

(Interviewees A; F, 2021), demonstrating discursive continuity with the EUGS. As one 

interviewee (A) expressed, the EU decided to undertake a strategic approach to its CCB 

programmes in part because ‘we [the EU] were asked also by international partners to take 

more responsibility of what we do and how we do it.’  

Nonetheless, European sovereigntist discourse has not been entirely absent from these 

policy developments. The 2018 update of external CCB guidelines emphasized CCB’s 

significance for fulfilling the objective of strategic autonomy (General Secretariat of the 

Council, 2018). Further, one interviewee asserted ex post that digital development 

cooperation (through EU external CCB initiatives) remains a key pathway to promote 

European digital sovereignty abroad (Interviewee I). Similarly, the ‘Digital4Development 

hub’, launched in 2020, has increasingly framed ‘digital capacity building’ as being 

strategically important (European Commission, n.d.-b) with a decreased emphasis on 

‘cyber’ capacity building (although external CCB initiatives are still considered key 

enablers; see Pawlak & Barmpaliou, 2023). This suggests that EU external CCB 

programmes and their objectives are being repackaged under the mantle of European digital 

sovereignty discourse. However, when official ‘Digital4Development hub’ documents have 

explicitly referenced digital sovereignty, it has mostly been in reference to the 5G Toolbox 

(ibid). Overall, the specific way(s) in which concrete changes to EU CCB programmes have 

been influenced by European digital sovereignty discourse has not been explicitly laid out 

in official documents. Based on the meagre evidence available, the relevance and 

applicability of European sovereignty discourse is negligible and conceptually 

indistinguishable from that of strategic autonomy, thus exemplifying inconspicuous change. 



 229 

 

The 5G Toolbox  

Unlike the previous two cases, European digital sovereignty discourse was 

applicable and relevant to the 5G Toolbox policy change process, therefore exemplifying 

comprehensive change. In 2015, concerns emerged about the foreign acquisition of strategic 

digital technologies on the EU internal market, particularly in terms of the EU having 

‘critical dependencies’ on foreign suppliers (Interviewees A, I). This was particularly cogent 

to 5G networks, which facilitate the ‘Internet of Things’ through connecting key domains—

including political, strategic, military, economic, industrial dimensions—at the personal, 

local, national, and international levels (European Commission, 2022e). Accordingly, the 

Commission’s 5G Action Plan offered the first serious step towards common European 

cooperation, focusing upon resilience and the security of networks (European Commission, 

2016).  

While European digital sovereignty discourse was not explicitly tied to Toolbox 

plans at its inception, the update process was shaped by the broader ‘geopoliticization’ of 

EU trade policy over the 2017-2019 period and escalating strategic competition between the 

US and China (Meunier & Nicolaidis, 2019). During this period, the EU was encouraged to 

rethink its trade relationship with China and the US, which was already fraught after the 

Trump Administration’s ‘retreat’ from multilateralism and its ‘trade war’ with China (ibid; 

Interviewee C; General Secretariat of the Council, 2020). For EU external action, European 

investment in 5G technologies was seen as necessary ‘in order to be a credible partner for 

the others [external partners]’ and ‘to have a serious discussion later on with the big powers 

like China, us or Russia, otherwise, we will be left behind,’ (Interviewee A). 

Particularly, the Huawei debate was one episode which evinced the geopolitical 

dimension to critical digital infrastructure and European dependency on foreign suppliers 
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and tech ‘giants’ (Radu & Amon, 2021). In 2017, the US banned 5G technology supplied by 

Chinese state-backed telecommunications company Huawei on the charge of state-backed 

cyber espionage among other accusations (European Parliament, 2019). At the time, Huawei 

was leading in the European 5G market due to its cheap prices and purportedly high quality, 

rendering European telecommunications operators highly dependent on Chinese technology 

(ibid). Accordingly, the Huawei/5G security risks and ‘unhealthy’ foreign investment came 

to be understood as a significant hindrance to European digital sovereignty and technological 

autonomy (Friends of Industry, 2018). Thereafter, the relationship between finance and 

cybersecurity emerged as a ‘big priority’ in COREPER I discussions, with a focus on how 

technology affects both the internal market and foreign affairs, particularly countries’ 

relationships with China (Interviewee B). In turn, the COVID-19 pandemic demonstrated 

how global interdependence, including digital value supply chains, could be weaponized 

(Interviewee E; European Commission, 2020c, 2020d). Consequently, the 5G Toolbox 

advanced a revised threat landscape and updated measures concentrated around strategic, 

technical and supporting actions for 5G technologies and foreign direct investment (NIS 

Cooperation Group, 2019). As the High Representative (HR/VP) Josep Borrell put it in 

2020, ‘a foreign investment screening mechanism, reinforced trade instruments, a useful 

toolbox for 5G […] help with the construction of our political autonomy’ (European External 

Action Service, 2020). That same year, 5G network security was declared to be essential for 

ensuring Europe’s technological sovereignty (European Economic and Social Committee, 

2020; European Commission, 2020e).  

Collectively, examining the development of the 5G Toolbox evinces comprehensive 

change towards sovereignty, as both policy and discourse were significantly linked and 

oriented towards sovereigntist goals. Both European digital/technological sovereignty and 

strategic autonomy pervaded digital industrial policy (including 5G discussions) as relevant 
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and applicable concepts (see for example European Commission & High Representative of 

the Union for Foreign Affairs and Security Policy, 2019; European Commission, 2020a, 

2020c; NIS Cooperation Group 2019). Given that both sovereigntist discourse and strategic 

autonomy have been referenced as key goals in cyber-relevant industrial policy, it is difficult 

to discern their individual influence(s) on policy change, which leads to their 

characterization as indistinctive change.  

Coincident with latter updates to the EU’s external CCB framework, the trajectory 

of Toolbox process overlaps with the von der Leyen Commission entry into office, when the 

discourse reached primacy in EU external action policy. As one interviewee stressed, at that 

point, the 5G update and industrial policies had acquired a ‘self-conscious framing’ around 

strategic autonomy as this was the Commission’s ‘selling point’ (Interviewee K). However, 

the relationship between discourse and policy change was also shaped by changed 

geopolitical perceptions associated with 5G infrastructure and its implications for US and 

Chinese trade relationships (as detailed above); a shift in the Commission’s focus to 

identifying which sectors had critical dependencies (such as 5G); and the Union’s concerns 

about cyber resilience, which notably predated sovereignty discourse (Interviewees J, K; 

European Commission & High Representative of the Union for Foreign Affairs and Security, 

2017; Juncos, 2017).  

Summary  

Overall, while ‘European digital sovereignty’ discourse has populated contemporary 

EU policy debates about EU external action, its influence on concrete policy changes in this 

domain has been uneven. Characterizing the relationship between discursive and policy 

change in yields two examples of inconspicuous change, with one policy area exemplifying 

comprehensive change. For all three cases, the main competing concepts in European 

sovereigntist discourse (European digital sovereignty and strategic autonomy) were used 
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interchangeably at the same frequency in policy discourse, rendering their specific role as 

concepts indistinctive.  

Interestingly, the two cases of inconspicuous change vis-à-vis European digital 

sovereignty discourse have evinced practices of partial repackaging, whereby sovereignty 

has operated as a frame through which policymakers justify and/or legitimize their policy 

decisions ex post (Walker, 2008). For one, the European Parliamentary Research Service 

asserted ex post that the Cyber Diplomacy Toolbox is critical for making the EU 

‘strategically autonomous’ and ‘technologically sovereign’ (Latici, 2020). Additionally, the 

EEAS credited the Cyber Diplomacy Toolbox as part of the EU’s practical approach to 

‘enhance the EU’s strategic autonomy’ as part of the Union’s Strategic Compass (European 

External Action Service, 2021). However, the official document for the Compass made no 

explicit references to the Toolbox in its discussion of how ‘technological sovereignty’ would 

be promoted (General Secretariat of the Council, 2022b). Secondly, the nascent 

Digital4Development Hub (which currently covers EU external CCB) highlighted how the 

5G Toolbox would serve as the pathway for putting European digital sovereignty into 

practice with partners (European Commission, n.d-b). At the time of writing, the 

Digital4Development Hub continues to rely upon a 2017 Staff Working Document on 

‘mainstreaming digitalisation into development cooperation’ penned by the European 

Commission (2017a), in which sovereignty discourse is notably absent.  

Discussion 
Below, the paper situates its findings in the broader context of EU external action 

policy change, attempting to shed further light about the evolution of European digital 

sovereignty discourse in EU external action policy. The goal of this discussion is to explore 

plausible drivers which could be tested by future research, not to evaluate the transferability 

of these mechanisms or their general validity. To that end, it considers several plausible 
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factors which could have shaped the relationship between discourse and changes to the 

Cyber Diplomacy Toolbox, EU external CCB programmes, and the 5G Toolbox. 

Foremost, the paper documented how significant events in the global digital and 

cyber domains over the 2016-2020 period were influential for its three cases of policy 

change towards digital sovereignty. This coheres with extant scholarship, which has 

demonstrated how global events over this period—including rising global strategic 

competition, weaponized interdependence, and the decline of multilateralism—have 

partially shaped the EU’s ‘geopolitical Commission’ (Haroche, 2022) and the 

geopoliticization of EU foreign policy, including in the areas of trade (Meunier & Nicolaidis, 

2019) and the EU’s partnerships with third countries (Cadier, 2019). However, as one official 

stressed to me, concerns about geopolitics, dependency and/or security risks do not 

necessarily beget European digital sovereignty discourse in the policy change process 

(Interviewee M). For the cases examined here, the 5G Toolbox update was the only case 

whereby European digital sovereignty discourse became entwined with risk perceptions of 

techno-geopolitical competition and global supply chain dependency issues. By contrast, 

while concerns around geopolitics, digital control, and cross-border risks were also 

influential in shaping the development of the Cyber Diplomacy Toolbox and external CCB 

projects, European sovereignty discourse was not seen as relevant and applicable to their 

development. Accordingly, the changed global geopolitical environment alone cannot 

sufficiently explain why European digital sovereignty discourse was linked to the 5G 

Toolbox ex ante but not the other two cases of change.  

Additionally, it is plausible that three endogenous factors have also mediated this 

phenomenon: the division of competences, legitimacy concerns, and the ambitions of the 

von der Leyen Commission. First, Brussels’ divergent competences over different areas of 

EU external action appeared to have influenced the uneven applicability and relevance of 
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the discourse to the paper’s three cases of policy change. The institutional context shapes 

discursive interactions through structuring who speaks, where, and when, and over their 

decision-making capacity (Schmidt, 2011). Notably, since the EU’s inception as a coal and 

steel community, industrial and economic policy have been considered European issues, 

thus endowing the Union’s supranational authority over trade with a high degree of 

legitimacy (Haroche, 2022; Lutz & Karstens, 2021). Therefore, Brussels’ historically greater 

decision-making role over trade compared to development cooperation policy and the CFSP 

could have provided a stronger baseline for advancing a European approach to digital 

sovereignty. Indeed, historical precedent is cited by Commission President von der Leyen in 

her announcement of the EU’s current Digital Strategy: ‘We successfully shaped other 

industries […] and we will now apply the same logic and standards in the new data-agile 

economy. I sum up all of what I have set out with the term “tech sovereignty”’(2020e). Her 

predecessor, Jean-Claude Juncker, articulated a similar logic in his State of the Union speech 

by asserting that ‘the Euro must become the face and the instrument of a new, more sovereign 

Europe’ as opposed to hard militarization (quoted in European Commission, 2018b).  

Indeed, EU competences and legitimacy concerns could partially explain the 

discourse’s absence in the development of the Cyber Diplomacy Toolbox, whereby reference 

to ‘European sovereignty’ was not applicable or relevant in a discussion that Member States 

believed pertained to their national sovereignties (Interviewee K, 2022). Despite recent 

efforts by the Commission to further encroach into matters of security and defence (Haroche, 

2022), supranational competences remain heavily curtailed in the EU’s CFSP, whereby 

decisions are made in the Council and authority over ‘hard’ security capabilities is firmly 

retained by Member States. Here, it should be noted that ‘strategic autonomy’ is generally a 

more comfortable concept in (European) military and security discourses compared to 

‘European sovereignty’ (Interviewee R), and the concept of ‘European strategic autonomy’ 
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first emerged in the 2013 Council Conclusions on the EU’s CDSP (General Secretariat of 

the Council, 2013). Nonetheless, ‘strategic autonomy’ was explicitly in reference to 

strengthening the EU’s technological and defence industry. This only reinforces the pattern 

identified by this study: that European digital sovereignty discourse has remained most 

relevant and applicable to (cyber) industrial policy in comparison to other areas of foreign 

and security policy.  

Compared to the CFSP, EU supranational institutions also enjoy greater influence 

over development cooperation projects (Prontera & Quitzow, 2022), such as external CCB, 

through shared competences with Member States. Yet, despite Brussels’ relatively high 

institutional influence over the development policymaking process compared to the CFSP, 

interviewee responses suggest a legitimacy problem: that advancing European digital 

sovereignty concepts were seen as less appropriate in cooperative settings with partners. 

Multiple EU officials independently voiced worries that European digital sovereignty could 

be ‘misunderstood’ as a guise for imperialism, colonialism, and/or ‘traditional’ geopolitics 

(Interviewees A, B, C, F, E, T). Interviewees were at pains to clarify that the EU’s CCB 

projects in Africa were not carried out in a geopolitical way (Interviewees A,E), and that 

European sovereignty was not a foreign ‘diktat’, but ‘already an explanation [for] how we 

understand this…international aspect,’ (Interviewee A). Thus, officials argued that EU 

external CCB projects are not designed to compete with China’s Belt and Road Initiative 

(BRI), but rather to ‘empower partners’ (Interviewees A,T), although recent EU 

development finance projects have been explicitly designed in response to the BRI 

(Haroche, 2022).  

More broadly, reputational concerns about what European digital sovereignty means 

seem to be particularly aggravated in multilateral settings: officials have been concerned 

with how ‘European digital sovereignty’ has communicated the EU’s global position vis-à-
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vis its partners, particularly the US (Interviewee C). As one EEAS official stated, ‘If you use 

the term sovereignty then it is like a red light on [us] because everybody's like sovereignty, 

this is [an] international organisation, what the heck, how are you going to interpret it?’ 

(Interviewee A). This official expressed their dismay that ‘some colleagues’ and ‘some 

others’ had questioned Europe’s attempts to ‘create an island and to separate [itself]’ when 

it ‘does not have capability to do it’ (ibid). Other interviewees from the EU Commission and 

the UK civil service respectively conveyed their exasperation about uncovering the meaning 

of these terms and explaining them to third countries (Interviewees E,F). To this end, one 

official hoped that ‘people will start to stop asking what this digital sovereignty means, but 

actually look at what we're doing on substance’, as ‘it's been a long road of trying to explain 

what it means and what it doesn't mean’ (Interviewee E). Thus, the cooperative nature of EU 

external CCB projects could reinforce officials’ reluctance to invoke European sovereignty 

discourse, given the risks of its misinterpretation for attracting and maintaining partnerships 

with third countries. Collectively, these responses suggest that ‘European sovereignty’ may 

come into tension with the EU’s historical self-representation as a global actor and 

diplomatic partner, which is premised upon an eschewal of traditional geopolitics and 

colonialism (Fisher Onar & Nicolaïdis, 2013; Guzzini, 2012). Nonetheless, this hesitancy is 

not shared by all divisions of the EU; for some, the concept was seen as necessary to have 

‘conversations with the big geopolitical powers’ including in 5G discussions and the 

realization that Member States cannot act alone to secure their strategic interests 

(Interviewee A, see also Haroche, 2022).  

Further to this point, interviews revealed significant conceptual disagreement over 

the meaning(s) of European digital sovereignty/strategic autonomy across EU policy 

communities. On the one hand, different EU policy communities have conflated strategic 

autonomy and European sovereignty as means/ends over time (Timmers, 2018, 2022; 
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European Commission 2020e; cf. General Secretariat of the Council, 2020, p. 4; Madiega, 

2020). On the other, different Member States have preferred ‘strategic autonomy’ as an 

alternative concept to ‘European digital sovereignty’ and vice versa (Interviewees B,C). 

Consequently, the Council of the EU has been divided in terms of what ‘European 

sovereignty’ means to the EU’s global positioning and ambitions: whereas some Member 

States understand it as a move towards protectionism and others have rejected this ‘fortress 

Europe’ conception and emphasized the importance of openness for European sovereignty 

(Interviewees A,B,D). More broadly, a recent survey of European policymakers highlighted 

that Member States disagree on the level of ambition for ‘European strategic autonomy’ and 

on which policy areas should be prioritized to meet this objective (Franke & Varma, 2019; 

pp. 12, 20). Such internal contestation has important implications for vertical and horizontal 

policy coordination (see also Haroche, 2022). Fuzziness and disagreement on key concepts 

can stymie policy coordination, especially in consensus-based bodies that are vulnerable to 

Member State vetoes (e.g. the CFSP), as opposed to areas of concentrated EU authority (e.g. 

trade). Contestation may therefore lead to the discourse’s omission in the policymaking 

process (as it degrades coordination) or in the final publication and framing of policy 

documents. Indeed, as demonstrated by interviewee remarks on the Cyber Diplomacy 

Toolbox process, contestation could partially explain why European digital sovereignty was 

not relevant or applicable to CFSP policy changes (Interviewee K), when the opposite was 

observable in the development of the 5G Toolbox.  

Exploring how these potential drivers interrelate suggests important interactive 

effects relevant to the relationship between digital sovereignty discourse and the cases 

examined. Particularly, the finding that European digital sovereignty discourse shaped the 

5G Toolbox process but failed to drive the Cyber Diplomacy Toolbox and external CCB 

initiatives substantiates Adler-Nissen and Gammeltoft-Hansen’s (2008) argument about 
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‘sovereignty frames.’ Sovereignty frames, they contend, are expressed to reinforce and 

legitimize existing authoritative capacities in cases of a perceived loss of control. 

Accordingly, this argument is premised upon the influence of legitimate authority, 

competences, and perceptions of exogenous events. The 5G Toolbox update illustrates this 

dynamic; it was developed in response to the Union’s concerns about its diminishing role as 

an economic security provider and technological leader vis-à-vis other global actors (Friends 

of Industry, 2018). Further, as Radu and Amon (2021) observed, the Union lacks competence 

in national security, and therefore resorted to a ‘market-based policy toolbox built on risk 

assessment’ for its Member States to use at the national level. Elsewhere, Calderaro and 

Blumfelde’s analysis of the EU’s approach to AI found that Brussels has ‘traditionally 

adopted a regulatory approach to protect its digital market’, and European digital 

sovereignty ‘has been mostly tied to the idea of the EU as a regulatory actor’ in the global 

context (2022, pp. 417-18).   

Furthermore, the cases of the Cyber Diplomacy Toolbox and external CCB projects 

evince how certain policy coordination and cooperation dynamics (e.g. consensus-based and 

diplomatic contexts) can interact with discursive contestation to constrain a discourse’s 

effect on policy change (Franke & Varma, 2019). Lastly, the paper explored how reputational 

concerns about expressing ‘European digital sovereignty’ in multilateral contexts (e.g. 

external CCB) has generated hesitancy about using the discourse as a justification in 

diplomatic contexts. This suggests that the discourse has significant implications for the 

EU’s identity and its perceptions of legitimacy vis-à-vis external partners (Csernatoni, 2022; 

Barrinha & Christou, 2022). Ultimately, the popularization of European digital sovereignty 

discourse in EU policy —despite enduring vertical and horizontal contestation about its 

meaning—underscores the discourse’s broader importance for the Union’s contemporary 

approach to global affairs.  
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Conclusion 
During the years of the discourse’s mainstreaming into EU external action (2017-

2022), cyber instruments have served as important enablers for operationalizing Brussels’ 

control over the digital domain (Barrinha & Christou, 2022; Bellanova et al., 2022). 

However, throughout this period, European digital sovereignty discourse has enjoyed a 

varied relationship to three policy changes towards sovereignty in EU external action: the 

Cyber Diplomacy Toolbox, EU external CCB projects, and the 5G Toolbox. Whereas the 

discourse comprehensively shaped changes to the 5G Toolbox, its relationship to the other 

two cases of policy change were inconspicuous. Additionally, the paper explored how the 

interaction of exogenous and endogenous factors to EU external action policy plausibly 

shaped this relationship, including transformative experiences of events, EU 

competences/legitimacy constraints, discursive contestation, and coordination/cooperation 

dynamics. These findings contribute to burgeoning scholarship on European digital 

sovereignty discourse in the context of EU foreign policymaking and EU cybersecurity 

literature.  

By exploring the potential drivers relevant to the paper’s empirical findings, the 

study also highlighted the complex, evolving nature of European digital sovereignty 

discourse and EU policymaking. As ‘strategic autonomy is […] a process of political 

survival’ for the Union (Borrell, 2020), the relationship between European digital 

sovereignty discourse and policy change remains an open question for future scholarship. 

At the time of writing, the European digital sovereignty constitutes a priority for the current 

French Presidency of the Council and the von der Leyen Commission (EU Cyber Direct, 

2022). To this end, Brussels has announced its intentions to push through concrete policies 

relevant to digital sovereignty on AI, supercomputing, and in line with the Strategic 
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Compass (ibid; Calderaro & Blumfelde, 2022). Notably, through the recently formed US-

Trade Technology Council, Brussels and Washington have produced a common outlook on 

‘6G’ (White House, 2023). These initiatives provide ripe opportunities for future scholarship 

concerned with the EU’s digital sovereignty ambitions. Therefore, the paper’s discussion of 

potential drivers offers a fruitful point of departure for examining the relationship between 

European digital sovereignty discourse and EU external action policy change. 
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Appendix - List of Interviews 
Interviewee 

code 
Date Organization/Institution Seniority 

A 05/03/21 EEAS, Lead cyber engagement 
and national representative 

High 

B 11/03/21 Permanent Representation of 
Estonia to the EU 

Medium 

C 12/03/21 European Council on Foreign 
Relations 

Senior 

D 18/03/21 EEAS High 
E 25/03/21 European Commission – 

Executive cabinet 
Medium 

F 16/03/21 European Union Institute for 
Security Studies (Cyber 
Capacity Building Task Force) 

Medium 

G 9/09/22 (Former) Member State – 
United Kingdom, national 
government 

High 

H 15/09/22 European Union Institute for 
Security Studies, Cyber Policy 

High 

I 25/04/22 EEAS, Cyber Policy High 
J 30/05/22 European Commission, DG 

INTPA 
Low 

K 02/08/22 European College of 
Commissioners 

High 

M 06/05/22 European Commission, DG 
CNECT  

Medium 

N 17/05/22 European Commission, CC TT High 
O 31/05/22 Council of Europe  High 
P 11/05/22 European Commission High 
Q 20/04/22 European Commission, DG 

NEAR 
Low 

R 05/05/22 European Commission, DG 
CNECT 

Senior 

S 16/05/22 EEAS, Eastern Partnership Low 
T 25/04/22 EEAS, Global Gateway Senior 
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Chapter 6: Creating a ‘European’ cyberspace: How spatial 
(b)ordering and ontological security drives have underpinned 
the EU’s evolution as a global actor 
Abstract 

The last decade has seen the global rise of territorialising moves in and through cyberspace. 

However, extant international relations scholarship has tended to privilege the material and structural 

drivers of actors’ geostrategic behaviour, thereby struggling to explain the European Union’s recent 

embrace of these ambitions in its global approach to cyberspace. To address these theoretical and 

empirical gaps, this paper asks: how has the EU’s engagement with spatial (b)ordering practices in 

cyberspace shaped its evolution as a strategic cyber actor, and to what extent have ontological 

security drives underpinned this relationship? Diverging from dominant accounts, this paper 

develops a novel theoretical framework which foregrounds the relationship between spatial 

(b)ordering moves, ontological security, and geostrategic behaviour. Drawing upon documentary 

evidence and over two dozen elite interviews, my discourse analysis reveals how, over the 2009-

2024 period, EU actors have deployed various spatial (b)ordering moves to manage the Union’s 

ontological security needs in a constantly evolving global environment. The paper’s critical 

ontological approach foregrounds the co-constitutive relationship between the environmental 

features of cyberspace and global actors’ ontological security in and through cyberspace. Ultimately, 

by bridging theoretical and empirical gaps between ontological security and critical geopolitics 

scholarship in IR, this paper contributes to an emerging IR research agenda on the spatio-temporal 

liminality of ‘cyberspace’ and its relationship to the EU’s development as a foreign policy actor. 

 

Keywords: Critical geopolitics, cyberspace, ontological security, European Union, digital 

interdependence 
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‘Whoever fights monsters should see to it that in the process he does not become a 
monster. And if you gaze long enough into an abyss, the abyss will gaze back into you.’ 

Friedrich Nietzsche (1886) 

Introduction 

In 2020, on the heels of a highly digitalized year, the European Commission and the 

European External Action Service jointly declared the European Union’s desire to ‘learn the 

language of geopolitical power’ (Borrell, in Weiler, 2020) and to achieve ‘European digital 

sovereignty’ (von der Leyen, 2019). Brussels’ geostrategic turn has taken place against the 

background of escalating geopolitical competition and weaponized interdependence fears in 

cyberspace (Kello, 2022), which have widely evoked sovereigntist impulses in Europe, 

Africa, and Asia (Carver, 2024a). Under this new geostrategic agenda, the EU’s global role 

in cyberspace has become a linchpin of its external action in a ‘world of moving geopolitical 

plates’ (European External Action Service, 2020). 

Despite this wider context, extant international relations (IR) literature has been puzzled 

by the EU’s geostrategic transformation. Brussels is widely considered to be ill-disposed for 

geostrategies, given the Union’s complex relationship to territoriality, its post-Westphalian 

stance, and its stunted coercive capabilities. Besides, adopting geostrategies in cyberspace 

is complicated by the domain’s structural makeup, which deviates from ‘Westphalian 

territoriality’ and state sovereignty (Betz & Stevens, 2013; Balzacq & Dunn Cavelty, 2016).  

The EU’s puzzling geostrategic turn exposes two broader gaps in IR scholarship 

regarding the emergence and drivers of geostrategic behaviour in and through cyberspace. 

First, while scholars have scrutinized states’ sovereigntist and geopolitical approaches 

towards cyberspace (see for example Pohle & Voelsen, 2021; Glasze et al., 2022; Chander 

& Sun, 2021; Buchanan, 2020), these debates have often elided more critical questions about 

spatial (b)ordering—that is, the ideas, practices, and technologies producing and 

demarcating space (Lambach, 2020). Second, and relatedly, we know very little about the 
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ontological security foundations of geostrategic behaviour in cyberspace, particularly how 

these dynamics have been constituted by various spatial (b)ordering moves. Distinct from 

material security concerns, ontological security is an actor’s quest to maintain a stable ‘sense 

of Self’ and ‘trust that the world is what it appears to be’ (Kinnvall 2004, p. 746). Elsewhere, 

scholars have demonstrated that spatial (b)orders are both exercises of (material) power and 

representational practices which seek to ‘emplace’ an actor’s conception of their self and the 

world (see for example Lambach, 2024; Branch, 2024). 

By foregrounding these dynamics, we can improve our understanding about the 

characteristics and drivers of geostrategic behaviour in and through cyberspace, including 

in the case of the EU. While IR scholarship has equivocated that cyber insecurities are 

ontologically disruptive for actors, the relationship between geopolitical behaviour and 

ontological insecurities in this context has been undertheorized. Furthermore, scholars have 

characterized the EU as an ‘anxious community’ (Mitzen, 2018a) battling with a ‘decades-

long existential crisis’ (Tocci, 2021), thereby implying that such concerns may shape the 

EU’s strategic behaviour in and through cyberspace.  

To redress these critical gaps, this paper asks: How has the EU’s engagement with spatial 

(b)ordering practices in cyberspace shaped its evolution as a (geo)strategic cyber actor, and 

to what extent have ontological security drives underpinned this relationship? More broadly, 

what are the implications of this theoretical approach for our understanding of strategic 

behaviour in cyberspace? 

To answer these questions, this paper makes two analytical moves. First, the article 

theorizes that cyber insecurities may trigger actor’s ontological security management 

behaviour in and through cyberspace. Second, this paper holds that this behaviour can 

manifest as spatial (b)ordering practices, including geopolitical and sovereigntist discourses. 

Specifically, I theorize that actors may engage 1) routinized spatial (b)ordering strategies; 
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2) discourses of demarcation; and 3) productive spatial adaptations to manage their 

ontological security in and through cyberspace. However, these strategies are not panaceas 

to an actor’s ontological security struggles: efforts to better ‘locate’ the self through spatial 

(b)ordering and role adaptations may introduce further tensions, paradoxes, and insecurities 

in the actor’s self-representation.  

To explore the utility of this framework in the case of the EU, this paper examines key 

strategic developments to the EU’s role as a global cyber actor over the 2009-2024 

timeframe, anchoring the analysis in the 2013, 2017, and 2020 updates of the Union’s cyber 

strategies and key strategic changes to the EU’s external action approach. Throughout this 

period, I draw upon scores of relevant primary source documents and over two dozen elite 

interviews with EU policymakers to probe for evidence of spatial (b)ordering moves and 

ontological security management strategies. 

My empirical findings support my theoretical framework by revealing how the EU’s 

engagement with spatial (b)ordering moves is not only a reaction to systemic changes or 

material security concerns, but ontological security drives. Across the 2009-2024 period, I 

show how spatial bordering practices have been leveraged by EU actors as strategies to 

manage the Union’s ontological security needs in a constantly evolving global environment. 

After establishing a ‘European’ cyberspace through the Union’s first cyber strategy, the 

Union experienced a period of instability and ontological rupture during the 2014-2018 

timeframe, whereby material ‘cross-border’ threats were not only framed as physical 

security issues, but inherent to the EU’s existence as a global political actor. The increasingly 

insecure global context, as well as the convergence between cybersecurity and core areas of 

EU competences (e.g. economic security and trade) raised both physical and ontological 

security concerns for EU institutions, shaping the EU’s explicit embrace of geostrategic 

logics from 2018-2024. This reveals how the EU’s geostrategic role construction in 
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cyberspace has been an ontologically fraught, affective process, centered around managing 

ontological insecurities relevant to the EU’s position in global cyberspace.  

Accordingly, the contributions of this paper challenge dominant views about the EU’s 

geostrategic turn in and through cyberspace (as advanced by structuralist and materialist 

perspectives) by emphasizing two understudied yet important facets to the EU’s evolution 

as a global cyber actor: spatial (b)ordering moves and ontological security drives. In so 

doing, I contribute to scholarship on EU cyber policy incoherence and more longstanding 

work on the EU’s evolving actorness in international relations (see for example Manners, 

2002; Diez, 2010; Klose 2018, 2022). More broadly, by bringing sociopsychological 

theoretical tools into further dialogue with cyber-IR and EU Studies, I contribute to further 

theory development in cyber-IR about the relationship between geopolitical behaviour and 

sovereignty from a critical perspective, offering fresh analytical tools to understand the 

relationship between geostrategic competition and ontological security drives in the digital 

age.  

The paper proceeds along the following lines. First, I review extant approaches to 

the EU’s role as a cybersecurity actor, including the Union’s recent geostrategic turn, 

together with wider IR scholarship on cyber-geopolitics. Next, I lay out my framework and 

methodological approach. Subsequently, I leverage this approach to make sense of the EU’s 

development as a global cyber actor over the 2009-2024 period. Finally, I evaluate my 

empirical findings and draw conclusions about their implications for my research inquiries.  

 

Material security, territoriality, and the EU’s puzzling geostrategic behaviour in and 
through cyberspace 

 
Extant scholarship on cyber-geopolitics has emphasized the complex territoriality of 

cyberspace as shaping actors’ geostrategic behaviour. However, it has tended to rely upon 
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realist, state-centric assumptions, which have limited analytical purchase in explaining the 

EU’s geostrategic turn. Elsewhere, critical scholarship has underscored the sociotechnical 

and co-constitutive nature of cyberspace, providing a valuable point of departure for 

theorizing how and why spatial (b)ordering moves and ontological security drives could 

shape actors’ geostrategic behaviour. I review these two strands of literature below. 

Early observers of the internet tended to treat cyberspace as separate from the whims 

of states and Westphalian territoriality, outright dismissing the possibility of geopolitical and 

sovereigntist claims (Barlow, 1996) or approaching the domain as deracinated from other 

spatial contexts (see also Liebetrau & Monsees, 2024, p. 1053; cf.  Cohen, 2007; Betz & 

Stevens, 2013). This was partly due to the domain’s complex territoriality and the significant 

role of the private sector and ‘Big Tech’ companies (Chander & Sun, 2021; Glasze et al., 

2022). However, the 2010s saw an influx of geospatial analogies (Betz & Stevens, 2013), 

coinciding with academic and political recognition that geostrategic objectives could—and 

were—pursuable in and through cyberspace (Branch, 2024; Pohle & Voelsen, 2021).  

Despite the rising popularity of geostrategic approaches to cyberspace, the EU has 

been considered inherently unsuitable for advancing explicit geopolitical and sovereigntist 

objectives in its external action approach. As Bauerle Danzman and Meunier observed, 

‘Neither its history nor its unique institutional structure suggested that the EU would be well 

positioned for this [geopolitical] turn,’ (2023, p. 1097). Brussels’ longstanding foreign policy 

identity and ‘origin myth’ as emerging from the ashes of traditional ‘bloody geopolitics’ 

(Fisher-Onar & Nicolaidis, 2015; Guzzini, 2012), together with its dynamics of ‘shared’ and 

‘pooled’ sovereignty with Member States (Moravcsik, 1998; Bickerton et al., 2021) renders 

it ill-disposed to embrace ‘the language of geopolitical power’ and European sovereignty at 

the supranational level. 
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Indeed, for orthodox strategic studies debates on cyber-geopolitics, the EU’s 

geostrategic approach to cyberspace constituted a highly surprising—if quixotic—turn. 

Such accounts have privileged state-centric, structuralist, and/or ‘power politics’ approaches 

(Liebetrau & Monsees, 2024), emphasizing the significance of cyberwarfare capabilities and 

a strong intelligence arm for exercising (cyber) power and competing geostrategically in and 

through cyberspace (Cai, 2018; Kello, 2017; Wu, 2017; see also Slayton, 2016). Given the 

EU’s weak cyber capabilities, stunted competences in traditional security matters, and self-

declared ‘technological deficit’ (Borrell, 2024), strategic studies literature had tended to 

position the EU as the geopolitical ‘playground’ instead of a geopolitical player capable of 

advancing spatial (b)ordering moves (Weber, 2020; see for example Sliwinski, 2014). 

With a similar emphasis on material variables, the EU Studies literature has largely cast 

Brussels’ nascent geostrategic role in terms of its geoeconomic and regulatory influence 

(Herranz-Surralléz et al., 2023; Fahey, 2024; Drezner et al., 2021; Bradford, 2023; 

Heidebrecht, 2023). In such debates, the EU’s changing material security concerns are 

widely credited as key drivers of this transformation (Herranz-Surrallés et al., 2024; Bauerle 

Danzman & Meunier, 2024; Carrapico & Farrand, 2024; Farrand et al., 2024; Haroche, 

2023; Broeders et al., 2023). Such accounts have emphasized the causal influence of recent 

external shocks to the Union’s physical security, paired with endogenous institutional 

constraints, as triggering the ‘geopoliticization’ of multiple EU policy areas, including 

external relations, (cyber)security, and trade (Herranz-Surralléz et al., 2023, p. 923; see for 

example Carrapico & Farrand, 2024).  

Nonetheless, such ‘geopoliticizing pressures’ alone are insufficient for explaining the 

EU’s embrace of a geopolitical, sovereigntist and/or open strategic autonomy approach 

(Haroche, 2023; Baracani & Kassim, 2024; Juncos & Vanhoonhacker, 2024). As Baracani 

and Kassim (2024) point out, the same geopolitical tensions which had contributed to the 
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Commission’s geopolitical ‘success’ over the 2019-2023 period could conceivably 

exacerbate future dissent across Member States, EU institutions, and European publics. 

After all, the EU’s digital sovereignty and geopolitical ambitions have been dogged with 

areas of incoherence and inconsistency between the Union’s aspirations and its capabilities, 

including the relationship between digital sovereignty discourse and EU cyber policy 

changes (Carver 2024b). Even within the same EU policy domain, geopoliticization has 

‘manifest[ed] differently’ (Herranz-Surralléz et al., 2023, p. 925; see also Carver 2024b). 

Indeed, endogenous factors specific to the EU’s institutional context, including the 

ambitions of various EU actors, have also played an important role in mediating the EU’s 

geostrategic turn (Juncos & Vanhoonhacker, 2024; Baracani & Kassim, 2024; Csernatoni, 

2022).  

Departing from these limitations, critical scholars have underscored the complex 

sociotechnical nature of cyberspace (Dunn Cavelty & Wenger, 2022) and the relationship 

between securitization and actors’ imaginaries of the strategic environment (Backman, 2023; 

Monsees & Lambach, 2022), which could further explain the EU’s particular approach to 

geopolitics and sovereignty in cyberspace. While this scholarship has equivocated that 

ontological security drives, including identity and reputational concerns, may mediate 

strategic behaviour in cyberspace (e.g. Smith, 2023; Herranz-Surralléz et al., 2023; 

Bellanova et al., 2022, p. 348; Lupovici, 2023), it has failed to elaborate the ontological 

security foundations of the EU’s geostrategic turn.  

Meanwhile, there have been few attempts by the literature to examine how spatial 

(b)ordering practices may have shaped the development of the EU’s self-image over time, 

even in critical scholarship (cf. Smith, 2023; Lambach, 2020; Branch, 2017). From a 

material perspective, scholars have explored how the structural features of cyberspace shape 

states’ strategic behaviour (e.g. Foulon & Meibauer, 2024; Maschmeyer, 2023; Fischerkeller 
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et al., 2022), although they have failed to rigorously examine how this behaviour relates to 

spatial (b)ordering practices—a much wider phenomenon (Lambach, 2020). 

As I argue below, political geography and critical geopolitics scholarship on cyberspace 

provide rich analytical tools for moving beyond Westphalian/non-Westphalian debates about 

the structural features of cyberspace and their connection to geostrategic concepts. Departing 

from these insights suggests that, beyond material consequences, spatial (b)ordering in and 

through cyberspace is potentially underpinned by ontological security drives. 

 

Uncovering the relationship between spatial (b)ordering and ontological 
security behaviour in cyberspace 
 

Emerging in parallel to mainstream cyber-IR (Lambach, 2020), critical geopolitics 

and political geography literature conceives of spatial (b)ordering practices as a much 

broader phenomenon than classical ‘Westphalian’ IR paradigms. Classical Westphalian 

approaches to spatiality in IR imagine territoriality as a ‘state-force-territory’ relation, 

forming the basis of orthodox sovereigntist and geopolitical concepts (Agnew, 2008; 

Barkawi, 2016, p. 207). As reviewed above, mainstream cyber-IR has tended to position 

‘cyberspace’ as awkwardly straddling a Westphalian/post-Westphalian dichotomy, given 

widespread recognition that it cannot be ‘essentialized’ into either category (Lambach, 2020; 

Balzacq & Dunn Cavelty, 2016).  

However, positioning Westphalian concepts as either the foil or foundation of cyber 

power runs the risk of reproducing the ‘territorial trap’ in cyber-IR, eliding the co-

constitutive nature of digital technologies and social imaginaries across multiple scales and 

relationalities (see also Lambach, 2020; Acemoglu & Johnson, 2023). For example, while 

scalar (networked) accounts of cyberspace have often tended to assume ‘flat’ or distributed 
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power relations (as the antithesis of traditional territoriality), networks and territories can be 

compatible and mutually constitutive (Lambach, 2020; see also Carver, 2024a). 

Valuably, critical geopolitics and political geography literatures conceive of spatial 

(b)ordering practices as both producing and demarcating space through ideas, practices, and 

institutions (Lambach, 2020; Branch, 2024; see also Simmons & Hulvey, 2023). In 

cyberspace, spatial (b)orders comprise ‘technopolitical assemblages of 

hardware/infrastructure, code, data, and social relations’ (Lambach, 2024, p. 296) which 

govern relations of circulation and control (Zhang & Morris, 2023). Accordingly, spatial 

(b)ordering moves in cyberspace are understood as ‘attempt[s] to engineer differences’ 

(Simmons & Hulvey, 2023, p. 9), comprising the ideas, practices, and technologies of 

demarcation (Branch, 2017). 

Accordingly, this draws our attention to ‘the production of space’—that is, ‘how 

places are socially and materially created, reconfigured and experienced’ in various contexts 

(Cloke, Crang, & Goodwin, 2014, p. 940; in Weaver, 2020, p. 2). Relevant to the EU’s 

geostrategic turn, this approach emphasizes that spatial (b)ordering practices—including in 

cyberspace—do not necessarily reproduce traditional territorial state boundaries, but they 

also provide opportunities for actors to challenge existing modes of global spatial order (see 

also Mueller, 2020; Branch, 2024, p. 310). 

Further, approaching spatial (b)ordering through this perspective makes it possible 

‘to ask how practices constitute digital territories and how these territories impact future 

practices’ (Lambach, 2024, p.99, emphasis my own). Indeed, the process of delimiting and 

demarcating EU borders lies at the heart of the European integration project 

(Schimmelfennig, 2021)—thus foundational to upholding and/or reconstructing the EU’s 

existence over time (see also Fassi et al., 2023; Agnew et al., 2017; Diez, 2004). Elsewhere, 

scholars have argued that spatial (b)ordering practices may be deployed to manage an actor’s 
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ontological security needs, including upholding an actor’s sense of self over time (Eberle & 

Daniel, 2022; Agnew, 2004; Browning, 2018; Mitzen, 2017, p. 414). Thus, such ‘spatialised 

readings’ of power relations (Weaver, 2020) emphasize the constitutive nature of spatial 

(b)ordering for an actor’s sense of self and their capacity to project power, including in and 

through cyberspace.  

From this perspective, it is striking that cyber-IR scholarship has widely equivocated  

yet scarcely explored the ontological security dimension to strategic behaviour in cyberspace 

and its potential relationship to spatial (b)ordering practices (e.g. Herranz-Surralléz et al., 

2023; Liebetrau & Christensen, 2021; Malksöo, 2018; Lupovici, 2023). The distinctive 

ontological challenge posed by cyberspace is first exposed by its variable and contested 

definition (Branch, 2024; Lambach, 2020). Cyberspace is characterized by an ambiguous 

geographic context wherein ‘technology, organizations, and skill are not easily separable 

variables (Slayton, 2016, p. 83). Ontological challenges about ‘what exists’ in cyberspace 

have not only been recognized by a longstanding securitization literature on cyberspace (see 

for example Hansen & Nissenbaum, 2009; Christou 2013, 2016; Balzacq & Dunn Cavelty, 

2013), but they are also reflected in practice. Across the world, and over time, policymakers 

have advanced varying definitions of cyberspace and the digital domain (Betz & Stevens, 

2013; Creemers, 2024; Carver, 2024b; Broeders et al., 2019), demonstrating that they are 

often considered to be transversal political and strategic environments (Carver, 2024a).  

IR scholarship has observed that ontological challenges posed by cyberspace, 

including the domain’s complex relationship to territorial borders, have shaped how 

policymakers behave (e.g. Lonergan & Schneider, 2023; Betz & Stevens, 2013; Gomez, 

2019). Indeed, widespread ontological dissensus about the basic features of the ‘cyber 

domain’, the ‘virtual battlefield’, and/or ‘cyberspace’ lays bare the constructed, subjective, 

and potentially irrational groundings of geospatial analogies applied to cyberspace (Betz & 
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Stevens, 2013). As Branch surmises, despite—or perhaps because of these conceptual 

challenges—‘The intuitive appeal and rhetorical power of the spatial metaphor implicit in 

cyberspace may simply make it too tempting to avoid,’ (2024, p. 310).  

Accordingly, this scholarship suggests that spatial (b)ordering practices, and their 

relationship to ontological security seeking drives, may play a greater role in shaping actors’ 

geostrategic behaviour than is currently accounted for by mainstream cyber-IR theories. 

Relevant to the case of the EU, this literature has also alluded an influential relationship 

between ontological security drives, bordering practices, and the EU’s geostrategic turn in 

and through cyberspace.  

Theoretical framework: Spatial ordering, bordering practices, and 
ontological security in and through cyberspace 
 

How, then, has the EU’s engagement with spatial (b)ordering practices in cyberspace 

shaped its evolution as a (geo)strategic cyber actor, and to what extent have ontological 

security drives underpinned this relationship?   

To approach these questions, I develop a theoretical framework centered around the 

relationship between spatial (b)ordering practices, the Union’s ontological security drives, 

and its development as a global cyber actor. This framework theorizes that the process of 

constructing the EU’s role as a global cyber actor has been constituted by spatial (b)ordering 

moves, which have been underpinned by the Union’s search for ontological security. 

Specifically, I argue that spatial (b)ordering moves have attempted to stabilize the EU’s self-

representation as a global actor in cyberspace through three pathways: 1) routinized spatial 

(b)ordering strategies; 2) discourses of demarcation; and 3) spatial adaptations. 

I understand the EU as a collective actor ‘in the making’ (Mitzen, 2018), premised 

upon the Union’s ‘capacity to imagine and realize roles for its Self,’ in a particular policy 

context (Klose, 2018, pp. 1145-47; for a similar approach, see Smeets & Dunn Cavelty, 
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2023; Flockhart, 2020). Accordingly, the EU’s evolving actorness in cyberspace is 

conceived as a process shaped by both internal and external social contexts which ‘emerges 

from the interplay of (domestic and external) role expectations, creative action and (social 

and material) resources’ (Klose, 2018, p. 1145). By conceptualizing the EU as a collective 

actor, I build upon an established area of ontological security studies applied towards the 

EU (see for example Mitzen, 2018a,b; Lupovici, 2023; Browning, 2018; Zarakol, 2017). 

 

Ontological security and ‘the capacity to act’ in and through cyberspace 

First, I theorize that the EU’s process of constructing its role as a global cyber actor 

has not only been influenced by material security concerns, but by its ontological security 

seeking behaviour—that is, the ‘active process of constructing the self and anchoring it in 

the social world’ (Eberle & Daniel, 2022, p. 2). This builds upon the insights from 

ontological security studies (OSS), which has emphasized that ‘states care as much about 

their ontological security, the security of a consistent self, as about material, physical 

security, the traditional purview of IR inquiry,’ (emphasis my own; Subotic, 2016, p. 614; 

see also Krickel-Choi, 2021).  

Managing one’s ontological security is crucial for an actor’s sense of agency 

(Flockhart, 2016) and their ‘capacity to imagine and realize roles for its Self’ (Klose, 2018, 

p. 1145)—thus giving their actions and decisions meaning (Subotic, 2016). Engaging in 

predictable and secure routines with significant others enables actors to pursue 

autobiographical continuity, and in turn, a more stable identity (Subotic, 2016).  For foreign 

policy actors, this is often achieved by constructing self-reflexive discourses, such as 

‘autobiographical identity narratives’, which link an actor’s identity with the ‘good past’, a 

process which helps them to reinforce their identity and make sense of their current 

behaviour, including their relations with others and position in the global environment 
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(Subotic, 2016, p. 614). Ontological security management strategies are also pursued 

through self-affirming practices, such as reproducing the boundaries of the ‘contained self’ 

vis-à-vis others in a given context, for instance by (re)establishing familiar social and/or 

territorial boundaries (Mitzen, 2018b; Lambach, 2024).  

Thus, the search for ontological security can be understood as ‘a reflexive project of 

continuously seeking to maintain a sense of “self” through “being’ and “doing” in a 

constantly changing environment,’ (Flockhart, 2016, p. 805, emphasis my own). Critically, 

changing environmental conditions and/or social relations may introduce ‘problematic 

situations’ for actors which ‘challenge established routines’ central to reproducing their roles 

in a given context (Klose, 2018, p. 1148).  

Ontological security scholarship has empirically demonstrated that ontological 

insecurities may be autobiographical (Flockhart, 2016; Kinnvall & Mitzen, 2020), relational 

(Cash, 2016; Diez, 2004), spatial/geographical (Browning, 2018) or a combination thereof 

(Browning & Joenniemi, 2017). Building upon this work, I conceptualize three loci of 

ontological insecurity relevant to cyberspace.  

 

Theorized loci of ontological insecurity in and through cyberspace 

As argued in the previous section, it is plausible that acting in cyberspace can elicit 

ontological insecurities for reasons related to the domain’s environmental attributes; socio-

political dynamics of strategic uncertainty and lack of trust in the nature of relations between 

cyber actors; and the domain’s complex relationship to an actor’s physical territoriality and 

sovereignty. As Malksöo avers, cybersecurity issues expose ‘collective actors to the 

fundamental existential questions about the continuity of their external environment as they 

know it’ as well as their own existential vulnerability ‘to unknown and indeterminate threats’ 

(2018, p. 378). Indeed, scholarship has widely demonstrated that foreign policymakers 
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contend with strategic uncertainty, cognitive biases, (ontological) anxiety, and fear in their 

efforts to provide cybersecurity and advance strategic objectives in and through cyberspace 

(Gomez, 2019; Betz & Stevens, 2013; Gomez & Whyte, 2021; Dunn Cavelty & Wenger, 

2021; Branch, 2017; Lonergan & Schneider, 2023; McDermott, 2019). 

Building upon this work, I theorize that cyberspace may induce autobiographical (or 

self-reflexive) ontological insecurities, as ‘cyber technologies complicate states’ ability to 

maintain the borders that define the (national) home’, and therefore, a coherent 

autobiographical narrative (Lupovici, 2023, p. 161). Recent global crises, including the 

COVID-19 pandemic and the influence of private sector actors, have further underscored 

the ‘hybridization’ of digital/virtual space with physical space, complicating states’ capacity 

to maintain their privileged roles as sovereign actors and security providers (Lambach, 2024; 

Blancato & Carr, 2024). Indeed, state-based actors have traditionally linked their sense of 

Self with state-based territoriality and sovereignty, whereby ‘the claiming, delineating and 

protecting of territory’ has served as a key way for actors to imagine themselves as ‘whole’ 

(Krickel-Choi, 2022b, p. 170; Mitzen, 2018). Notably, this sentiment has been recently 

expressed by the EU in terms of ‘European sovereignty’, as conveying the EU’s desire to 

‘act’ autonomously in the world (Costa & Barbé, 2023).  

Furthermore, cyber insecurities may trigger relational ontological insecurity for 

foreign policy actors, due to the high degree of uncertainty about others’ behaviour and the 

‘rules of the game’ in and through cyberspace (Nye, 2016; Aleksandrowicz, 2015). That is, 

lack of trust in the ‘rules of the game’ and in the predictability of relations with external 

Others may challenge EU policymakers’ ‘framework of reality’ and thereby their capacity 

to (re)imagine an EU global role in and through cyberspace.  

Finally, the territorially complex and rapidly evolving characteristics of cyberspace 

could generate ontological insecurities relevant to the environment, as the domain’s 
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‘borderless’, fluid, ‘virtual layer’ may create a rift between an actor’s ‘spatial understanding 

of the world’ and an actor’s capacity to imagine oneself as ‘whole,’ a process sustained by 

collective recognition of an actor’s borders and authority (Krickel-Choi, 2022b; Della Sala, 

2017).  

These theorized loci of ontological insecurity relevant to an actor’s self in the context 

of cyberspace are visualized in Figure 6.1. 

 

These potential triggers of ontological insecurity suggest that constructing a role in 

and through cyberspace may destabilize the EU’s efforts to establish coherence between its 

spatial and political architecture(s), its historical self-narrative, and a clearly defined 

European spatial imaginary. In turn, as I argue in the next section, political actors seek to 

manage ontological insecurities through various strategies, including various discourses and 

practices of spatial (b)ordering. 

 

 

 

Figure 6.18. Theorized triggers of ontological security seeking behaviour relevant to the EU's 
existence as a global cyber actor. 
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Spatial (b)ordering practices as ontological security (OS) seeking behaviour 

Following OS theory, experiencing ontological insecurity is theorized to trigger 

ontological security seeking behaviour, whereby an actor seeks to stabilize its ‘Self’ through 

a ‘certain [creative] course of action,’ (Klose, 2018, p. 1147). Significantly, OS seeking 

behaviour can manifest as ‘spatial (b)ordering’ moves (Browning, 2018), which consist of 

ideas, practices, and technologies of demarcation (Branch, 2017; see also Weaver, 2020, p. 

3). Under conditions of ontological insecurity, spatial (b)ordering moves broadly attempt to 

locate and emplace an actor’s self, thereby ‘captur[ing] a sense of being’ in the world and 

vis-à-vis relational others (Browning & Joennimi, 2017, p. 34).  In this way, spatial 

(b)ordering moves may seek to secure the Self or bring stability to an actor’s surroundings 

and/or their relations with others. 

Building upon this scholarship, I theorize that spatial (b)ordering practices enable 

actors representative of the EU to pursue three interrelated ontological security (OS) seeking 

strategies in and through cyberspace: 1) routinized spatial (b)ordering strategies; 2) 

discourses of demarcation; and 3) spatial adaptations. These are elaborated below. 

 

Routinization to stabilize the Self  

First, I expect that ontological insecurities about one’s relative position and authority 

in cyberspace (e.g. a perceived loss of agency and/or sovereignty) can encourage routinized 

self-narratives (Flockhart, 2020, p. 219; see also Hagström, 2021, p. 334). Self-affirming 

narrative routines may entail the reification of territorial borders in and through cyberspace, 

and the use of (geo)spatial analogies which reproduce an actor’s positioning vis-à-vis others 

and its authority over its territorial borders in digitalized contexts (Lambach, 2024). For 

example, actors may engage in threat externalization, premised upon constructing the inside 
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of the self as a place of safety (‘home’) and outside of the self as insecure and disorienting 

(Mitzen, 2018, p. 1379), as a form of bordering. 

Equally, routine spatial (b)ordering practices may be deployed to bring order to a 

disorienting and ontological complex external environment (see also Eberle & Daniel, 

2022). Analogizing cyberspace to territorial borders, Branch argues, 

‘gives actors the ability to make comprehensible what might otherwise be impossible 
to grasp: the implications for state authority and sovereignty—defined in terms of 
physical territory and demarcated boundaries—of cyber threats and challenges that 
are inherently boundary-crossing (2024, p. 301).’ 
 

However, alongside narratives and discourses, routinization can also be achieved through 

spatializing practices and policy instruments. Elsewhere, scholars have shown that the EU 

has sought to embed itself and its normative preferences abroad by engaging a variety of 

soft and hard (economic) policy instruments directed toward its Neighbourhoods in 

concentric circles (Bialewicz, 2015; Cadier, 2019; Browning, 2018). Such (routine) 

bordering practices ‘reflect, re-enact and routinize a particular conception of self-identity 

premised upon a particular understanding of the nature of its salient environment,’ 

(Browning, 2018, p. 107). Overall, by transposing existing spatial routines from other 

domains in and through cyberspace, actors may seek to reconfigure (physical) space or 

territorial boundaries in line with an actor’s imaginary of their self, thereby managing a 

dislocation between ‘envisioned’ and ‘experienced’ space (see also Lupovici, 2016).  

 

Discourses of demarcation vis-à-vis a significant Other 

Relatedly, spatial (b)ordering moves may constitute discourses of demarcation, or 

‘othering’, a widely recognized form of ontological security management behaviour 

(Mitzen, 2018; Browning, 2018). As an ontological security management strategy, 

demarcating the Self’s attributes in opposition with that of a significant ‘Other’ constructs 

an actor’s identity as meaningful, legitimate and credible (Browning & Christou, 2010), 
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helping to assuage ontological insecurities about one’s Self relative to others. Indeed, 

bordering narratives which ‘define and locate the self in the social world’ vis-à-vis others 

are a primary mode of managing ontological insecurities (Mitzen, 2018, p. 1374; Laine, 

2020; Mills, 2014). 

 

Spatial adaptation to manage ontological disruptions 

Lastly, I expect that the productive nature of spatial (b)ordering may facilitate 

opportunities for spatial adaptation (Flockhart, 2020; Klose, 2020). In this way, spatial 

(b)ordering moves may be deployed to re-envision actor’s role under conditions of 

ontological disruption and insecurity (see also Krickel-Choi, 2022a).63  

Thus, in line with the recent wave of OS scholarship (e.g. Flockhart, 2016, 2020; 

Rumelili, 2015; Krickel-Choi, 2022a), this framework remains open to the possibility that 

ontological security imperatives may inspire adaptation, not only stasis, in the EU’s global 

role construction. This reflects the evolving character of the EU’s constitutive political 

identity (Habermas, 1996; see also Mitzen, 2018, p. 398) and it recognizes the possibility of 

there being multiple potential EU identities up for negotiation vis-à-vis the EU’s collective 

‘Self’ (see also Diez, 2004, p. 321; Klose, 2022; Cash, 2016; Csernatoni, 2022). Indeed, the 

progression of European integration has led to the EU’s consequential adoption of new 

characteristics and competences over time, most recently evidenced by the policy domain of 

cybersecurity (Carrapico & Farrand, 2024).  

 
63 Earlier ontological security scholarship has been criticized for its tendency to presuppose stasis as opposed 
to change in policymakers’ behaviour under conditions of insecurity.  This expectation may be attributed to 
Anthony Giddens (1984), who introduced this theory to IR scholarship as a psychological explanation for the 
‘maintenance of security within and between states’ in conditions of anarchy (see Cash, 2020).  In Giddens’ 
conception, a state adheres to its existing ‘role-identity’ to avoid the unbearable disorientation that ruptures to 
established identities and routines would cause. Scholars have faulted this approach for its tendency to expect 
the status quo and its failure to explain substantial change, refuting that ontological security does not 
necessarily equate to the search for fixity or consistency of identity (Kinnvall & Mitzen, 2020). As Mitzen puts 
it, ‘Ontological security is never merely about “being” secure; it is fundamentally an approach through which 
we can better understand the coexistence of our need to both “be” and “become” over the course of our lives 
(Mitzen, 2018a, p. 398). 
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Notably, these strategies are not mutually exclusive but idealized types. They are 

expected to manifest by various EU actors in different ways and/or combinations. For 

example, routinized self-narratives may habitually engage with ‘Othering’ discourse to 

construct an actor’s self in opposition to a familiar set of attributes. Similarly, actors may 

selectively engage with routinized practices and spatial adaptation moves to manage the 

dislocation between a new role conception and an actor’s historical Self (see also Klose, 

2018; Subotic, 2016). Subotic puts it thus, 

 ‘As [actors] move through international society, enter new relationships with other 
[actors], and experience momentous events, their stories change and incorporate new 
elements. This does not necessarily mean that [an actor’s] narrative, its 
autobiography, must be fundamentally altered. Instead, new events are interpreted in 
line with specific elements of the narrative, emphasizing some aspects of the 
narrative and disregarding others,’ (2016, p. 614).’ 

 
These theorized strategies are represented in the below table. 

Table 6.9. Summary of theorized relationship between bordering practices and ontological 
security drives in EU policy behaviour. 

Spatial 
bordering 
practice 

OS seeking strategy Explanation Indicative example 

Routinization 
 

Adopt familiar 
‘routines’ to new locale  
 
Securitization of the 
self 

Transposition of existing spatial 
logics onto new 
environment/domain in 
discourse and practice 
 
Threat externalization: 
Constructing the inside of the 
self as a place of safety (‘home’) 
and outside of the self as 
insecure and disorienting 

Reproducing familiar 
narratives about the Self 
in X, in new context Y to 
justify actions (i.e. ‘I 
have been a longstanding 
leader in X and this is no 
different when it comes 
to Y”) 
 
 
 

Discourses of 
demarcation 
 
 

Geopolitical othering Describing the self in diametric 
opposition to a relational Other. 

“I am X, s/he is not-X.” 

Spatial 
adaptation 

Adapt self-positioning 
in various spatial 
contexts to cohere with 
reconceptualized self-
imaginary 
 

Adoption of new territorial 
logics and practices to cohere 
with adapted self-representation 

Adopting a new 
discourse of ‘digital 
sovereignty’ and policies 
which seek to 
operationalize the 
concept in cyberspace 
for the first time 
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Overall, given that cyberspace embodies a constantly evolving and complex 

environment, constructing an EU global role in this domain may be fraught with multiple 

‘problematic situations’ which could trigger a host of different ontological insecurities. Thus, 

I expect that spatial (b)ordering practices have been crucial for (re)imagining the EU’s role 

in and through cyberspace over time. In line with the expectations of OS scholarship, OS 

management strategies are not expected to guarantee or fully satisfy the EU’s ontological 

security needs. As scholars have demonstrated elsewhere, efforts to better ‘locate’ the self 

through spatial (b)ordering and role adaptations may introduce further tensions, paradoxes, 

and insecurities in the actor’s self-representation (Subotic, 2016; Krickel-Choi, 2022b; 

Klose, 2020, p. 852). Equally, ontological security-seeking behaviour may also complicate 

an actor’s response to material security concerns; when a material security concern is also 

perceived as an existential threat, an actor may compromise aspects of their material security 

in order to cope with the ontological insecurity (Subotic, 2016; Wendt, 1994).  Thus, I 

conceive of the EU’s quest for ontological security as ongoing, in line with the discursively 

constructed and potentially contested nature of the EU’s actorness (Diez, 2004; Mitzen, 

2018; see also Hagström, 2021). 

Analytical approach  

To probe the plausibility of my framework in the case of the EU’s geostrategic turn 

in and through cyberspace, I adopted a qualitative-interpretivist analytical approach, which 

enabled me to analyse the relevant constitutive ideas, practices, and resources underlying 

the EU’s role construction in and through cyberspace over the 2009-2024 period (Schwartz-

Sea & Yanow, 2012; Moisio & Paasi, 2013). By emphasizing the constitutive nature of 

discourses and practices (Schwartz-Shea & Yanow, 2012), an interpretive-qualitative 
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approach is well placed to grasp the evolving sociotechnical nature of cyberspace and 

uncover the EU’s engagement with spatial (b)ordering and ontological security drives.64  

To identify and contextualize various (competing) internal imaginaries about the 

EU’s role construction as a (global) cyber actor over time, I conducted a discourse analysis 

of over 100 primary source documents (mostly drawn from the EURLEX database)65 and 

21 formal and 5 informal elite interviews66 of relevant policymakers in EU institutions 

(European External Action Service, European Commission, the Council of the European 

Union), and two current/former Member States (viz. the United Kingdom, Estonia, and 

Lithuania), as well as relevant external organizations (Council of Europe, Global Cyber 

Security Capacity Centre, and the European Union Institute for Security Studies) (see also 

Appendix A). This empirical timeframe covers the empowerment of the EU’s diplomatic 

services (EEAS), in 2010, the release of the EU’s first ever cybersecurity strategy (in 2013), 

and the EU’s most recent and active cyber strategy, The EU’s Cybersecurity Strategy for the 

Digital Decade (2020), as well as more recent strategic developments pertinent to the EU’s 

external action role, viz. the EU’s Strategic Compass (2022) and internal cybersecurity 

issues, viz. the NIS2 Directive (2023) amongst others.   

 
64 This also accounts for the fact that the EU cyber-external action policy context has been characterized by 
the reconceptualization and mainstreaming of digital and cyber issues over time (see also Carver 2024a; 
Liebetrau, 2024; Farrand et al., 2024. Digital and cyber policy areas have historically overlapped, including in 
the areas of cyber/digital diplomacy (Renard, 2018), cyber defence (Csernatoni, 2022), and critical 
infrastructure protection (European External Action Service, 2021; see also Carrapico & Farrand, 2024). In 
civilian policy contexts, ‘cyber’ issues are currently considered to be ‘enablers’ for the EU’s digital policy 
agenda, which is regarded as a more encompassing policy domain (Barrinha & Christou, 2022; Bellanova et 
al., 2022). 
65 My data corpus included inter alia strategic documents, parliamentary resolutions, EU regulations, blog 
posts, meeting minutes, reports, and speeches produced by the European Commission, the Council of the EU, 
the EEAS, ENISA, the European Parliament (EP), the European Court of Auditors, the cybersecurity and 
defence private sector. Additionally, I examined, where possible, national parliamentary debates about EU 
proposals, public surveys, and EU Staff Working Documents. 
66 The author obtained approval for conducting research with human participants from the DPIR Departmental 
Research Ethics Committee (DREC) in accordance with the procedures laid down by the University of Oxford 
for ethical approval of all research involving human participants, and informed consent from all interviewees. 
Ethics approval reference numbers are SSH_DPIR_C1A_21_005 and SSH_DPIR_C1A_22_008. Due to the 
politically sensitive nature of the research and in line with interviewee consent, interview data cannot be made 
openly available. However, the archival sources used by the study are openly available, accessible at the 
EURLEX database and as noted in the reference section of the paper. 
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My empirical analysis comprised two interrelated and recursive steps. First, I 

examined how the EU has constructed its Self as a cybersecurity actor in global cyberspace 

over time (2009-2024), with a focus upon various spatial (b)ordering discourses and 

practices. Second, I probed whether such practices appeared to reflect the Union’s efforts to 

manage ontological insecurities in this context, such as dislocations in the EU’s self-image 

or relational insecurities about the outside environment, as laid out in my theoretical 

framework. 

First, my analysis began by exploring discourses relevant to 1) the creation of the 

EU’s role in cyberspace in the 2013, 2017, and 2020 cyber strategies and 2) the EU’s global 

approach (e.g. the Union’s security and foreign policy strategies). I identified relevant actors, 

issues, and further source materials associated with these strategic documents by engaging 

in intertextuality, which entails ‘situating texts within and against other texts to reveal how 

one particular source (e.g., a strategy document) is embedded within the broader political 

and social discourse,’ (Schwartz-Shea & Yanow, 2012, in Carver 2024b, p. 2258).  

To explore how, if at all, various EU actors perceived an ontological security 

dimension(s) to the Union’s strategic approach to cyberspace, my analysis drew upon Bacchi 

and Goodwin’s interpretive tool, ‘What is the Problem Represented to Be’ (WPR Analysis). 

WPR analysis consists of a series of critical questions about the problem emphasis and 

policy prescriptions and/or solutions linked to it. By examining how issues are framed as 

particular problems, I scrutinized how EU actors ‘interpret[ed] information by promoting a 

particular problem definition, causal interpretation, moral evaluation and/or treatment 

recommendation,’ (Christou & Damro, 2024, p. 1082). Drawing upon my theoretical 

framework, I consider empirical indicators of ontological insecurity to include 

(cybersecurity) problems framed in existential terms, such as issues explicitly linked to EU 

identity and its functioning as a political actor; problems which demand a ‘fundamentally 
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different’ ontological approach/orientation to make sense of the world and/or actors within 

it; and problems linked to the EU’s foundational self-narrative as an actor. 

Alongside probing for observable evidence of ontological insecurities in this data 

corpus, I critically examined how various EU policy communities constructed the EU’s 

autobiography in and through cyberspace and vis-à-vis others. Particularly, I focused upon 

identifying various EU self-narratives in documents and interviews and the particular role(s) 

they prescribed for EU external action in this context. This was an iterative process during 

which I identified areas of repetition in EU cybersecurity discourses across different texts 

(intertextuality), institutional contexts, and over time. To inform this analysis, I also 

considered insights of wider EU studies. This literature has emphasized the significance of 

the EU’s explicit eschewal of geopolitics as a ‘founding myth’ constituting its origins as a 

sui generis actor (Guzzini, 2012; Fisher Onar & Nicolaïdis, 2015), together with the EU’s 

‘values-based’ and/or ‘civilizational identity’ (Zielonka, 2011) and the Union’s historical 

self-positioning as a global ‘technological leader’ (Monsees & Lambach, 2022).   

Altogether, this analysis concentrated on various supranational and 

intergovernmental discursive contexts at the EU level to identify discursive struggles over 

the EU’s role as a global cyber actor at both the horizontal (i.e. across EU institutions) and 

vertical (between Brussels and Member States) levels. Alongside high-level strategic 

debates around the EU’s global role in cyberspace, I examined how the EU positions itself 

externally vis-à-vis third countries by focusing upon the policy areas of cyber-relevant 

strategic partnerships, capacity building, and (international) development cooperation, two 

significant areas of EU external action in cyberspace (Carver 2024a,b). Examining these 

dynamics is reflective of the development of EU cyber-external action policies over 2009-

2024 (see also Carver 2024b; Laurer & Seidl, 2021; Timmers, 2018; Pawlak, 2018; 

Trimintzios et al., 2017, p. 5; Heidebrecht, 2024). 
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Ultimately, this paper seeks to understand the potential relationship between 

bordering practices, ontological security drives and the EU’s evolving strategic behaviour in 

and through cyberspace. This approach, I argue, will improve our understanding about the 

Union’s quest to take on a geostrategic role in global affairs, particularly in the context of 

cyber-external action. However, it should be noted that the policy contexts and issues 

examined here are not representative of all social processes leading to the construction of 

the EU’s role in and through cyberspace. 

By exploring these dynamics through a qualitative-interpretive perspective, the 

purpose of the article is not to falsify existing accounts of the EU’s geopolitical turn or to 

provide a complete or universal theory about the EU’s actorness in cyberspace. Rather, this 

article seeks to examine how material and ontological security concerns may theoretically 

co-exist and potentially compete with each other in the context of cyberspace (see also 

Flockhart, 2020; Subotić, 2016). Nor is the aim of this study to conclusively identify what 

kind of actor the EU is; this topic has been widely discussed elsewhere in terms of EU’s 

normative (Manners, 2002), civilian (Bull, 1982), market (Damro, 2012), and liberal 

(Wagner, 2017) identities, among others. Instead, I expect that the EU’s role in and through 

cyberspace will evolve over time, in keeping with how policymakers conceptualize and 

‘border’ the domain itself. After all, as Manners and Whitman (2003) argued, the EU is 

constituted by an ‘expectation of territorial change’ (in Mitzen 2018b, p. 1383). 

By anchoring the analysis around major changes to the EU’s strategic approach to 

cyberspace (inter alia the 2013, 2017, and 2020 cyber strategies), and by examining how 

the EU’s role(s) have played out in various contexts of the EU’s cooperation with third 

countries, this study offers the first in-depth exploration of how spatial (b)ordering and 

ontological security imperatives appear to have shaped the EU’s (geo)strategic development 

as a cyber actor. Moreover, it seeks to advance our theoretical understanding of geostrategic 
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behaviour in cyberspace by introducing sociopsychological and critical geopolitical tools to 

explore these dynamics. It is to this analysis that I now turn. 

 

Empirical analysis 

Below, I illustrate how various EU actors have engaged in spatial (b)ordering moves 

in cyberspace to demarcate, legitimize and consolidate the EU’s role as a global cyber actor 

over time. Moreover, spatial (b)ordering moves have sought to manage the Union’s 

ontological security—and fundamentally the Union’s sense of agency—in an evolving 

strategic environment. 

Background: Constructing a European cyberspace, 2009-2013 

In the early post-Lisbon years, managing cross-border and ‘borderless’ cyber 

insecurities were prevalent issues in both horizontal and vertical debates over the EU’s first 

proposed cyber strategy. Throughout this timeframe, key EU institutions appealed to both 

existential and material security concerns to construct a legitimate EU role in ‘borderless’ 

cyberspace. Establishing the boundaries for EU action in ‘borderless’ cyberspace during the 

2009-2013 period laid the basic conceptual (and political) foundations for the Union’s global 

role in later periods.  

Specifically, the years leading up to the EU’s first cyber strategy saw growing 

Europeanization and harmonization of Member States’ policies towards cyberspace, in part 

driven by the urging of the European Commission (Nielsen, 2012; Klimburg & Tirmaa-

Klaar, 2011). However, the issue of cybersecurity ‘remain[ed] almost exclusively a national 

prerogative’ (Renard, 2014, p. 13; in Carrapico & Barrinha, 2017, p. 1266). In 2009, vertical 

communication between the Member State and EU levels was rife with varying perspectives 

about whether a ‘European’/regional approach should be taken to cyberspace compared to a 
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national/global approach. Skepticism about whether it was ‘sensible to develop European-

centric approaches at all’ (United Kingdom Cabinet Office, 2009), is illustrated by policy 

debates in the United Kingdom, one of the most capable or ‘cyber-mature’ Member States 

at the time. Written evidence given by the Cabinet Office to the House of Lords in 2009 

illustrates parliamentary witnesses’ ‘widespread reluctance’ to demarcate an EU-level role:  

‘A European-centric approach will by its nature be able to achieve more within 
Europe, even if it is limited in the issues it can address (some issues—especially 
around security may be reserved for Member States). An overly prescriptive 
European approach could also be problematic (in European Union Committee, 2010, 
p. 17).’ 
 

The UK government’s statement envisioned EU action in cyberspace as confined to internal 

European matters and discourages the EU’s involvement in global cyberspace as a security 

actor. London justified this position on the grounds that ‘the Internet operates as a global 

phenomenon and does not recognise borders,’—therefore, cyberspace does not inherently 

warrant a European-centric focus (European Union Committee, 2010, p. 17, emphasis added 

by author).  

A European Commissioner vehemently rebutted this position, arguing that without EU 

involvement, ‘there is no possibility for Europe as a region to cope, to work in the globalised 

environment of electronic communication networks and services unless there is first a kind 

of unified way of approaching the problem,’ (Mr Servida, in European Union Committee, p. 

17). By this account, the EU’s role as a security coordinator and rules-setter was framed as 

not only valuable, but necessary for the ability of all European (Member) States to survive 

in cyberspace. In turn, London conceded that some form of EU role was ‘legitimate’ given 

the risks of ‘cascaded failure’ in cyberspace, but it was still deemed ‘second best’ to a global 

orientation (European Union Committee, 2010, p. 143; see also House of Lords, 2011, p. 11; 

Home Office, 2010, pp. 2-5).  
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Nonetheless, prior to the publication of the 2013 strategy, the Council of the EU 

conceived of cyberspace as space controllable by states, asserting that states should ‘protect 

that part of cyberspace for which they are responsible,’(General Secretariat of the Council 

& EUISS, 2009, p. 7) Thus, while the Council expected cybersecurity challenges to cross 

the internal/external dimensions and pillars of the EU due to its cross-border nature, the 

Council effectively transposed European states’ national territorial sovereignty onto 

cyberspace.  

Yet, cyberattacks during this period, including Stuxnet (2010) and a ‘serious’ cyberattack 

against the Commission and the EEAS’ in 2011 underscored the Union’s potential 

vulnerabilities to insecurities in and through cyberspace (Vogel, 2011; Interviewees A, B, C, 

F), albeit through an economic security perspective (see also Whyte, 2021). However, the 

issue of cybersecurity was not considered a priority for the EU’s global and foreign policy 

agendas (Klimburg & Tirmaa-Klar, 2011). For some Member States such as the UK, external 

representation by the EU remained a contentious issue (House of Commons European 

Committee B, 2013). As such, prior to the 2013 strategy, ‘the European External Action 

Service (EEAS) [had] not yet proactively included a cyber security aspect in its relations 

with third countries,’ (European Parliament, p. 147). Consequently, a study by the European 

Parliament summed up the situation as: 

 ‘[A] near total lack of CFSP engagement in this topic – as well as weak coordination 
among the EU institutions themselves – have meant that the ability of the EU to 
measurably project ‘cyberpower’, or even deal with serious cyberattacks, is very 
limited indeed,’ (Klimburg & Tirmaa-Klaar, 2011, p.4). 
 

In this context, official EU debates about cybersecurity issues largely omitted 

geopolitical threat representations (Interviewees A, B), and official EU engagement with 

geopolitical or ‘cyberwarfare’ concepts was implicit (European Commission, 2009) or 

notably absent from EU cybersecurity documents during this timeframe (see also Klimburg 

& Tirmaa-Klaar, 2011; European Parliamentary Research Service, 2013). This may be 
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contrasted with the visibility of these issues at the Member State level, as seen in national 

level responses to multiple significant cyber events in the noughties, including Stuxnet, 

disinformation, and ‘botnets’ (see also Klimburg & Tirmaa-Klaar, 2011, pp. 11, 26).  For 

example, the 2007 denial-of-service cyberattacks on Estonian critical infrastructure were 

attributed by some EU Member States as a geopolitically motivated attack by Russia 

(Interviewee B; F; Pamment et al., 2019, p. 56; Douzet, 2014, cf. European Parliament, 

2007) and a NATO-wide response was debated at the time (Ansip, 2007; Traynor, 2007). By 

contrast, ‘geopolitical’ discussions about cyber insecurities were invisible at the EU level in 

this context until years later (Interviewees A, C). This reflects one EU policy expert’s belief 

that, until very recently, the EU had never really considered its own actions in geopolitical 

terms (Interviewee C). 

Rather than emphasizing geopolitical threats, supranational EU institutions framed 

cybersecurity risks in terms of the EU’s historical role as an economic and political security 

provider. Up until 2013, the Commission and the European Parliament repeatedly expressed 

how cybersecurity and data protection measures were seen as crucial for ‘complet[ing] the 

single market:’ a foundational construct for the EU’s existence as a political and economic 

bloc (Barroso, 2012; see also European Parliament, 2010; 2013; European Commission, 

2011b; 2013a). For example, in the 2010 Digital Agenda for Europe, the Commission 

described cyberspace as a ‘borderless’ domain and reasoned that online barriers to markets 

should be struck down (2010, p. 4). However, it also recognized the strategic importance of 

the internet and the necessity for including an external dimension to cybersecurity to 

preserve a European ‘digital way of life’ (pp. 5, 34). Thus, ensuring that the EU managed 

issues of public trust and cybersecurity risks pertinent to the Internal Market was seen as 

crucial for the EU’s credibility to its citizens, and fundamentally, the Union’s raison d’être. 
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Linking cybersecurity issues to economic security and the EU’s existence reproduced 

similar narratives in other areas of EU policy during this period. Particularly, the 2008-2010 

Euro crisis had exposed flaws in the functioning of the EU’s internal market and plunged 

Brussels institutions into a ‘crisis of confidence,’ (Barroso, 2012). The Eurocrisis, after all, 

was conceived as not merely an economic security issue, but a political ‘problem of 

credibility’ in which citizens were made to ‘feel their way of life is at risk,’ (Barroso, 2012; 

see also Whyte 2021). Given the wider context of the Union’s ‘crisis of confidence’ post-

Euro crisis, the routinized approach undertaken by EU supranational institutions towards 

cyberspace indicates shared anxieties about the EU’s capacity to fulfil its historical role as 

an economic security provider and as fostering trust in the EU’s existence as a political 

project. 

Furthermore, documentary evidence suggests that EU institutions engaged spatial 

(b)ordering moves to manage these autobiographical insecurities. By drawing upon familiar 

narratives and routines about European ‘core values’, a ‘single European [information] 

space’ (e.g. European Parliament, 2010), and the security of the Internal Market, the EU’s 

role and territorial imaginary was reproduced in cyberspace. EP resolutions from this period 

adopt a similar characterization, constructing an EUropean imaginary of borders in 

cyberspace characterized by a harder external (non-European) border with fluid/weak 

internal barriers (European Parliament, 2012; 2013, p. 114).  

Ultimately, dissensus about the EU’s global role in cyberspace conditioned the 2013 

strategy’s inward-facing orientation, which largely reproduced the territorial and political 

boundaries of the Internal Market. Furthermore, the debut Cybersecurity Strategy: An Open, 

Safe, and Secure Cyberspace emphasized the ‘key challenge’ of clarifying the ‘roles and 

responsibilities of the many actors involved,’ (p.17), suggesting that a coherent EU role in 
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and through cyberspace—a ‘sense of Self’—remained elusive (see also Carrapico & 

Barrinha, 2017).  

Nonetheless, the strategy was a significant moment of spatial (b)ordering for the Union 

by demarcating space for EU-level action in this domain. By envisioning an EU role within 

the bounds of the Internal Market, EU policymakers engaged familiar spatial (b)ordering 

routines (routinization strategies) to demarcate the EU’s role in cyberspace. Underneath this 

umbrella, the strategy brought together several cyber-relevant policy issues discussed at the 

EU level (e.g. critical infrastructure, law enforcement) into a broader, pan-European 

strategic framework, and assigned specific roles to de novo EU agencies, including ENISA 

and the European Cybercrime Centre (p. 10). In terms of external action, the strategy further 

clarified the EEAS’ role in cyberspace as coordinating a ‘coherent’ EU-wide strategy on 

international cybersecurity (European Commission and HRVP, 2013, p.17) and called for 

the mainstreaming of cyber issues into the EU’s CFSP areas (pp. 13-15).  

Altogether, during the 2009-2013 period, the question of borders loomed large in debates 

about the development of the EU’s first cyber strategy. To manage the ontologically 

disruptive nature of cyberspace, EU policymakers constructed cyberspace within the bounds 

of the EU’s Internal Market. In this way, EU institutions engaged familiar spatial (b)ordering 

routines to demarcate the EU’s role in cyberspace and drew upon the Union’s historical role 

as an economic security provider. This routinized approach to envisioning the boundaries of 

EU action in cyberspace laid the basic conceptual (and political) foundations for the Union’s 

global role in later periods.  

 

2014-2017: Ontological insecurity in and through cyberspace 

Broadly, the 2014 Russian invasion of Ukraine, the 2015 migration crisis, the 2016 Brexit 

referendum and the 2016 election of American President Donald Trump constituted 
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significant ‘wake-up calls’ for European policymakers regarding the EU’s security 

environment (Interviewees A, C, D), stoking the impression that the Union was surrounded 

by a ‘ring of fire’ (European External Action Service, 2015, p.8). Thus, crises in the EU’s 

external Neighbourhood and rising anxieties about hybrid warfare (including in cyberspace) 

over the 2014-2017 period spurred a process of re-imagining the EU as a global (cyber) actor 

around a more externalised orientation. Notably, this process of external bordering and 

securitization in cyberspace also served to reinforce the existing boundaries of the European 

spatial imaginary of cyberspace laid out in the EU’s 2013 strategy. 

After the Russian invasion of Ukrainian territory in 2014, the EU’s security 

environment had changed ‘dramatically’ (Interviewee D, European External Action Service, 

2015, p. 8). Russian cyber operations crippled Ukrainian critical infrastructure and 

disseminated disinformation across the continent, leading to rising awareness across EU 

policy communities that cyberspace as a strategic domain had become increasingly unstable 

and unpredictable (Interviewee D). Hybrid cyber operations were therefore deemed 

hallmarks of the ‘changing global environment,’ demonstrating how cyberspace could serve 

as a site for geopolitically motivated, hybrid warfare (Interviewees A, C, D; M; Pawlak, 

2015).  

Significantly, these material security threats were also ontologically destabilizing for 

EU policymakers and the EU’s external action at large. Documentary and interview evidence 

suggests that these crises were understood by different EU actors as destabilizing for the 

EU’s self-conception as a global cyber actor and their ontology of cyberspace as a strategic 

environment. Multiple EU officials emphasized how it was difficult to ‘keep up’ with the 

evolving strategic context at this juncture, and they underscored the imperative for the EU 

to develop greater ‘situational awareness’ and to ‘build resilience’ against such an 

indeterminate threat (Interviewees A; D; K). Interviewees also lamented the lack of clear 
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rules and expectations for safe conduct in cyberspace (Interviewees A, B, D). For example, 

one policymaker stressed that the EU still needed to understand ‘what to expect’ from other 

countries in cyberspace—it had to ask states to ‘please present […] how you would interpret 

different situations [and] how you would apply the international law to particular situations,’ 

(Interviewee A). Concerns about hybrid warfare, cyberespionage, disinformation, alongside 

several debilitating cyberattacks (i.e. WannaCry and NotPetya) during this period brought 

about the recognition that ‘What's happening in cyber space is mirroring what's happening 

in the world (Interviewees D; K). As the EEAS stated in 2015,  

‘Hybrid threats also demand a fundamentally different mind-set where traditional 
separation lines between internal and external, defence and homeland security, civil 
and military affairs are no longer easily applied (emphasis added by author, p. 16).’ 
 

 Accordingly, the EU’s security and defence agenda was reformed to reflect an ontological 

understanding of security threats as cross-dimensional, rapidly evolving, and less 

predictable (European Commission, 2015). 

Meanwhile, the EU’s sense of ontological security in global cyberspace may have been 

further destabilized by fraying transatlantic relations during this period. The EU’s 

relationship with the United States (US) has historically played a key role in the EU’s self-

positioning as a global cyber and security actor (see also Flockhart, 2020). In fact, bilateral 

cooperation with Washington on digital and cyber issues has been the Union’s oldest and 

arguably most important diplomatic arrangement in and through cyberspace (Interviewees 

I,K; Renard, 2018; Shahin, 2024). Thus, the EU’s 2013 cyber strategy had positioned 

Washington as the EU’s primary strategic partner in cyberspace, crucial for recognizing, 

supporting, and to an extent, securing the EU’s role in global cyberspace. As then-

Commission President Barroso affirmed, ‘there is no more important partner than the United 

States [for the EU],’ (2014, p. 23). 
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Whereas EU-US relations were marred by the 2013 ‘Snowden revelations’, they were 

further unsettled by President Donald Trump’s initial rise to office in 2016. As one 

interviewee explained, Trump’s approach to transatlantic relations demonstrated to the EU 

that, on the one hand, ‘the continuous presence of the West as the not quite the policeman, 

but kind of the ordering force in international relations just wasn't secure,’ and on the other, 

that Europe was heavily dependent on the US for security and defence, which was ‘a bit of 

a gamble,’ (Interviewee C; see also European Parliament, 2016a). Altogether, the 

ontologically destabilizing context of these events, paired with the Union’s mounting sense 

of ‘existential crisis’ (Mogherini, 2016) suggests a significant disruption in the EU’s stable 

‘sense of Self’ and ‘trust that the world is what it appears to be’ (Kinnvall 2004, p. 746; see 

also Malksöo, 2016). Indeed, Washington’s aloof relationship with Europe served as an 

additional push for Member States and officials in Brussels to consider a more active 

European role in the global security order (Interviewee A, B, C, D, E).  

Following these developments, the EU released its reconceptualized role in global affairs 

in the 2016 Global Strategy (EUGS). With the ‘aspiration to transform rather than simply 

preserve the existing system,’ (Mogherini, 2016; emphasis my own), the EUGS re-imagined 

the EU’s role in global cyberspace to become more strategic and ‘joined up’, laying out a 

vision for the EU to become a ‘forward-looking cyber player’ (2016, p. 42). The necessity 

of a ‘joined-up Union’ encompassed the greater incorporation of ‘all dimensions of EU 

external action, security and non-security related,’ (Barbé & Morrillas, 2019, p. 762). As a 

consequence of its new ‘joined-up approach’, the policy area of cybersecurity was taken 

under the wing of the EUGS framework (Barbé & Morrillas, 2019).  

 Significantly, beneath the EUGS’ ambitious vision to ‘help our Union to re-discover 

its identity, its soul,’ (Mogherini, 2016) was the mission of ‘keeping faith of the EU citizens 

in the continuous relevance of the Union,’ which sought to manage the EU’s insecurities 
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about the merits of a European approach to global affairs (Malksöo, 2016, p. 381). The 

ontological security imperatives for the strategy were laid out in the strategy’s executive 

summary: 

 ‘We live in times of existential crisis, within and beyond the European Union. 
Our Union is under threat. Our European project, which has brought 
unprecedented peace, prosperity and democracy, is being questioned. To the 
east, the European security order has been violated, while terrorism and 
violence plague North Africa and the Middle East, as well as Europe itself. 
(European Union, 2016, p.2)’ 

 

Efforts to ‘rethink’ the EU’s position in the world, as formalized by the EUGS, brought 

about an enthusiastic policy turn towards the external, relational, and spatial dimensions of 

cybersecurity (Interviewee A). For one, the strategy advanced a new, bolder discourse of 

European ‘strategic autonomy’ (see for example pp. 45-46) achieved in cyberspace by 

engaging ‘in cyber diplomacy and capacity building with our partners and seeking 

agreements on responsible state behaviour in cyberspace based on existing international 

law,’ (p.42).  

Furthermore, as a series of spatial (b)ordering moves, over a dozen EU cyber policy 

documents published between 2014-2017 constructed cybersecurity issues as ‘cross border’ 

or ‘borderless’ problems mandating EU-level intervention. In effect, this consolidated a 

European imaginary of cyberspace over a broad range of relevant and/or cyber-adjacent 

issues, including Russian disinformation (European Parliament, 2016b), cybercrime 

(European Parliament, 2017d), digital economy, trade, and the Digital Single Market 

(European Economic and Social Committee, 2015; European Parliament, 2017e; European 

Commission, 2016a,b, 2017a), data protection and flows (European Commission, 2017b), 

5G networks and industrial strategy (European Parliament, 2017b), European cloud 

infrastructure (European Parliament, 2017a), and cybersecurity (European Commission, 
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2016c, 2017d; European Commission & High Representative of the European Union for 

Foreign Affairs and Security Policy, 2017; Council of the European Union, 2016). 

In this contex, a second threat logic became prominent in EU cyber policy: the 

externalization of cyber threats (Interviewee K; (see for example European Commission & 

HRVP, 2017, pp. 14, 18, 19; see also European Commission, 2017c, p.7; see also Backman, 

2023). Notably, emphasizing the rising importance of the EU’s external role in global 

cyberspace constitutes a significant shift in the EU’s self-representation from an inward-

looking self-image towards an explicit and ‘forward-looking’ global outlook (see for 

example European Commission 2017, p. 20; European Parliament, 2017). Yet, at the same 

time, the securitization of the EU’s external outside relied upon the European imaginary of 

cyberspace established in the 2013 strategy. These dual securitizing/externalising moves are 

illustrated by the EU’s changed approach to cyber capacity building during this period. 

 

Routinization and demarcation in the EU’s cyber capacity building initiatives 

After the 2014 Russian invasion of Ukraine, policymakers concluded that a greater focus 

should be placed upon the nexus between security and development in cyberspace (Carver, 

2024b). Consequently, cyber capacity building programmes were reconceptualized from an 

emphasis on cybercrime to incorporate a stronger cybersecurity and geographically targeted 

orientation (Interviewee I; H). In fact, by 2015, cyber capacity building (CCB) was 

considered vital for the EU to achieve ‘resilience’ in its increasingly unstable global 

environment (European Parliament, 2016a; Interviewee A; European Union External Action 

Service, 2015, p. 5). In turn, the EUGS both formalized and accelerated the cross-

dimensional approach to cybersecurity which had commenced after the Ukraine crisis. 

To explain the remit of the EU’s external CCB projects during this period, EU documents 

held that the ‘borderless’ nature of threats or malicious activities in cyberspace justified 



 288 

further EU external intervention (Council of the European Union Presidency, 2016, p.5, 

emphasis my own; European Commission, 2018a, p. 3; see also Interviewee M). To manage 

such ‘borderless’ threats, CCB initiatives were adapted to reproduce the EU’s logic of 

‘concentric circles’ previously deployed to stabilize its (physical) Neighbourhood, which 

have used conditionality instruments to incentivize proximate partner countries to uptake 

EU norms and democratic mechanisms in line with European interests (see also Carver 

2024a,b; Bialasiewicz, 2015; Browning, 2018; Freyburg & Richter, 2010). 

Foregrounding the ontological security dimensions of this behaviour helps us to better 

understand why the ‘borderless’ nature of cyberspace justified the EU’s externalising 

approach to EU cyber capacity building projects. Externalising cybersecurity threats in line 

with a familiar spatial logic can be understood as an ontological security management 

strategy, as the 2015-2018 programmes reproduced familiar spatialising routines practiced 

by other EU Neighbourhood policies (see also Browning, 2018).  

These logics are exemplified by the EU’s two flagship CCB initiatives during this period, 

CyberEAP and GLACY+, which were geographically targeted in the EU’s Eastern and 

Southern Neigbourhoods to align with the EU’s broader Neighbourhood approach. By 

exporting ‘made in Europe’ solutions, such as promoting the EU’s General Data Protection 

Regulation (GDPR) and the EU-funded Budapest Convention on Cybercrime, these 

initiatives align with the EUGs’ ontology of the global threat landscape: that is, ‘our [EU] 

security at home depends upon peace beyond our borders,’ (European Union, 2016, pp. 5-

7). For example, the GDPR has been widely considered a form of EU ‘extraterritorial’ power 

projection in cyberspace (Kuner, 2019). 

At the same time, these programmes can be understood as a spatial (b)ordering strategy 

to help manage the EU’s ontological security, as they shape third countries’ approaches to 

cybersecurity in line with the Union’s own ‘comforting’ image (Interviewees A, O; see also 
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Browning, 2018; Mitzen, 2018). In fact, ‘sharing’ European approaches with third countries, 

including through conditionality instruments, have been perceived by EU policymakers as 

a way of alleviating the Union’s dependency upon insecure others in cyberspace 

(Interviewee A, M, see also European Commission, 2018, p. 8). The notion of sharing the 

EU’s success is similarly reproduced by official speeches, in the language of ‘exporting 

Europe’s stability’ and the European model as ‘inspiring others’ (see for example Juncker, 

2018). Overall, by ‘familiarizing’ or ‘Europeanizing’ the Union’s ‘external’ cyberspace, 

these initiatives have sought to bring greater (geo)spatial order and security to the EU’s 

position in cyberspace vis-à-vis others. By engaging with third countries with the aim of 

establishing stable expectations about safe conduct in cyberspace, projects such as the 

CyberEast Partnership (CyberEaP) programme have also responded to the EU’s insecurities 

about its Neighbours in cyberspace, including mutual relations with Russia (see also 

Browning, 2018).  

These practices illustrate how the EU’s spatial (b)ordering moves in cyberspace during 

this period constituted a more securitized, external-facing EU role in cyberspace. More 

broadly, the EU’s efforts to strengthen the Union’s external action role (including in 

cyberspace) through a strategic, geographically targeted approach established the ideational 

and ontological precedents for the EU’s future geostrategic self-narratives. Following the 

release of the EUGS, both EU publications and national debates across the Union evinced a 

greater openness towards approaching the EU’s role through a power politics, geostrategic, 

and/or sovereigntist lens. For example, the Commission’s Reflection Paper on the Future of 

European Defence conceived the EU as a ‘continental-sized power’ (2016c, p.8), arguing 

that an enhanced role for the EU would strengthen Member States and make them ‘more 

sovereign,’ (p.11). Likewise, other EU documents cited ‘geo-strategic’ reasons for a greater 

EU role (European Commission 2017, p. 20) and the critical importance of maintaining the 
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‘EU’s place in the world’ (European Parliament, 2017c). Notably, the EU’s updated 

cybersecurity strategy, Resilience, Deterrence and Defence: Building strong cybersecurity 

for the EU stressed the EU’s objective to achieve ‘greater resilience and strategic autonomy,’ 

(p. 18) and emphasized the ‘global dimension’ to cybersecurity eleven times. 

The EU’s geostrategic ambitions were also supported by national discourses in France 

and Germany about the EU’s role as a cybersecurity provider, in which there had already 

been ‘lively and multilayered debate[s]’ about the potential for ‘digital sovereignty’ in the 

European context (Interviewee C; Glasze et al., 2023, p. 929). These discourses provided 

more favourable conditions for EU actors to negotiate the development of a ‘geostrategic 

Union’ in the next time period. 

 

2018-2024: Digital sovereignty, dependence, and geopolitics 

Examining EU discourses and practices during the 2018-2024 period reveals further how 

the EU’s geostrategic turn was not only shaped by material security pressures, but 

ontological security drives related to the Union’s historical self-representation as a global 

actor. During this period, EU policymakers deployed various spatial (b)ordering moves to 

manage these insecurities, including geopolitical othering, Europeanization, and routinized 

narratives to ‘locate’ the EU’s self in global cyberspace. Accordingly, EU actors’ reliance 

upon routinized practices and geopolitical othering to construct the Union’s adapted role as 

a geostrategic cyber actor underscores the significance of earlier spatial (b)ordering moves 

in cyberspace for conditioning the Union’s contemporary behaviour.  

Digital dependence anxieties and ‘interdependence’ as a weapon 

The EU’s geostrategic turn was not only characterized by the emergence of sovereigntist 

and geopolitical concepts (e.g. ‘open strategic autonomy’, the ‘geopolitical Commission’, 

and ‘technological sovereignty’) in EU discourse, but also by prevalent debates about 
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‘digital dependence’. In fact, European ‘strategic autonomy’ was often framed as the 

solution to ‘digital dependence’ problems, a common theme in the EU’s self-narrative as a 

‘geopolitical actor’ (e.g. Draghi, 2024; Borrell, 2022; see also Carrapico & Farrand, 2024). 

Issues relevant to ‘digital dependence’ and the need for ‘European digital sovereignty’ 

rose to the fore during transatlantic debates about the risks of Huawei 5G 

telecommunications infrastructure, a Chinese state-funded company which held a dominant 

market position across the Union (Interviewees B, K; see also Carver 2024b). Beyond 

intelligence and data sharing concerns, the economic and technological dominance of 

Chinese companies in the EU’s 5G market raised worries in the EU about the lack of a level 

playing field in European industry (Interviewees A, E; Council of the European Union). 

Moroever, the Huawei debate inculcated the fear that Europe could become subject to the 

(geo)political motives of foreign state actors under conditions of digital dependence 

(Interviewees A, B, E; see also Monsees & Lambach, 2022). The geopolitical stakes of the 

Huawei debate were further clarified after European policymakers faced increasing 

‘pressure’ from both the US and China to consider the Union’s dependency on foreign actors 

for supplying and maintaining the bloc’s critical digital infrastructure (Interviewees A, B, 

K).  

In this context, the EU’s reputation as a global partner and within NATO shaped the 

decision making of Member States, who were moved by the conviction that Europe’s 

approach to 5G must not be perceived as solely a concession to Washington’s demands for 

boycotting Huawei (Interviewee K). According to a senior EU Commission official, 

Member States  

‘wanted to do it for their own reasons and not just because the US were focusing on 
the issue…and therefore quite quickly, we came to the view, including the member 
states, that that meant an analysis of the market. And, without making a big a song 
and dance about it, that meant the Commission also had a contribution to make 
because we had the instruments to analyze the market (Interviewee K).’ 
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Consequently, to respond to the 5G debate, the EU’s response was legitimized in terms of 

internal market concerns anchored around the Union’s raison d’être as a security actor. 

Notably, the EU’s self-narrative about the sanctity of the Single Market in this 

context (e.g. European Commission, 2019) established a basis for a ‘greater [internal] 

acceptance’ of the EU’s (geo)strategic approach to cyberspace (Interviewee C; J; K). Thus, 

under the newly elected ‘geopolitical Commission’ in 2019, high level EU discourses 

constructed the Union’s role as a more assertive geostrategic actor, reflecting its priorities to 

‘reinforc[e] the EU's role as a relevant international actor,’ (Bassot, 2020; see also 

Csernatoni, 2022).  

However, the outbreak of the COVID-19 pandemic introduced further ontological 

insecurities about the EU’s agency as a global actor and its capacity to maintain its role as 

an economic security provider. As the EU (and the rest of the world) became more dependent 

on digital technologies for the necessities of life, including financial and physical wellbeing, 

policymakers perceived a heightened risk of reliance on foreign technologies for executing 

the EU’s basic political functions, including fostering a ‘European community’ 

(Interviewees A, D, E). As the pandemic progressed, EU officials observed with increasing 

unease that cyber actors, including states, had ‘weaponized interdependencies’ in supply 

chains ‘to get an edge in the [global geopolitical] competition,’ (Interviewee E).  

While extant scholarship has interrogated the material basis (and credibility) of 

weaponized interdependence as a strategic concept (see for example Drezner et al., 2021; 

Gjesvik, 2022), EU discourses post-COVID reveal how invoking the concept of weaponized 

interdependence expresses not only structural risks and material realities, but inherent 

beliefs about the future and their place within it. In fact, revelations about dependence during 

the pandemic were regarded by EU officials not only as an ‘accelerator of existing trends’ 

but as fundamentally changing European life, including how ‘we understand and implement 



 293 

foreign policy’ (Borrell, in Weiler, 2020; see also Draghi, 2024). The destabilizing 

consequences of this realization for the EU’s self-representation and ontology of global 

politics is revealed in a speech by High Representative Josep Borrell, where he admitted 

that,  

‘We believed that interdependency was a way of ensuring peace […] And we had that in 
our DNA: interdependency is a way of avoiding war. But today interdependency is a 
weapon. If you are dependent on me, I use this dependency in order to threaten you,’ 
(Borrell, 2022).  
 

Additionally, the widely discussed Draghi report on European Competitiveness (2024) laid 

bare European perceptions of dependence on the US and China, describing Europe as ‘the 

most dependent’ in a world ‘undergoing dramatic change […] where some key economic 

dependencies are suddenly turning into geopolitical vulnerabilities’ (Draghi, 2024, p. 1). 

When presenting his findings to the European Parliament, Mr. Draghi framed these 

conditions in existential, not only material security terms: 

‘The European Union exists to ensure that Europe’s fundamental values are always 
upheld: democracy, freedom, peace, equity and prosperity in a sustainable environment. 
If Europe cannot any longer deliver these values for its people, it will have lost its reason 
for being’ (Draghi, 2024, p. 2, emphasis my own). 
 

Altogether, EU discourses have increasingly framed weaponized interdependence risks, 

including digital dependence, as infringing upon the EU’s capacity act and fulfil its political 

raison d’être. For instance, the EU’s recent recognition that ‘interdependence is a weapon’ 

creates tension between maintaining the EU’s longstanding self-representation as a 

multilateral, cooperative actor on the one hand (in the words of Borrell, ‘we had it in our 

DNA’), and Brussels’ role as a (cyber)security provider and global technological leader on 

the other. 

Below, I argue that the EU appears to have engaged in spatial (b)ordering practices, 

including European digital sovereigntist discourse, to manage its ontological insecurities 

exacerbated by anxieties about digital dependence. Notably, the EU’s efforts to adapt to these 
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geostrategic objectives have partly relied upon precedents set by earlier spatial (b)ordering 

efforts in cyberspace. These dynamics are evidenced by the EU’s 2020 cyber strategy. 

 

Digital sovereignty, adaptation, and routinization in the 2020 EU cyber strategy 

As a linchpin of the EU’s geostrategic approach, the EU’s 2020 Cybersecurity 

Strategy for the Digital Decade evinced the imperative for ‘the EU [to] learn the language 

of power and act geopolitically’ (Borrell, in Weiler, 2020) and it ‘describe[d] how the EU 

can harness and strengthen all its tools and resources to be technologically sovereign,’ 

(European Commission, 2024, emphasis my own). Reflecting the EU’s geopolitical and 

sovereigntist objectives, the strategy advanced the goal of promoting an ‘open global 

internet with strong guardrails’ (p. 4, emphasis my own)—that is, the imperative for the EU 

to strike a balance between technological sovereignty and the need for international 

cooperation at the same time.  

Seeking to balance the EU’s competing aims of openness/cooperation and 

technological competitiveness/closure, the EU’s updated 2020 cyber strategy has both 

adapted and reproduced the spatial precedents laid out in the 2013 and 2017 strategic 

documents. On the one hand, the EU’s digital sovereignty approach constitutes a significant 

departure from the EU’s 2013 strategy, which had concluded that ‘centralised, European 

supervision is not the answer’ (EUCS, p.17; see also Carrapico & Farrand, 2024). While 

‘sovereigntist’ logics often underpin the foundational narratives of states, and their 

ontological security by extension (Krickel-Choi, 2022b), the EU’s role as a sovereign in 

global cyberspace is relatively new, and it remains an emerging and contested concept within 

the EU context.67 Indeed, the EU’s digital sovereignty agenda (including in the 2020 

 
67As I have argued elsewhere, broader notions of ‘European sovereignty’ became popularized at the EU level 
in 2017 in President Jean-Claude Juncker’s State of the Union speech, which converged with notions of ‘digital 
sovereignty’ debated within some national and supranational contexts, before popular notions of ‘European 
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strategy), demonstrates the EU’s shift to a more centralized, authoritative, and ambitious 

European-level approach to cyberspace (see also Carrapico & Farrand, 2024). Therefore, in 

terms of the EU’s ‘technological sovereignty’ objectives, EU’s cyber strategy constitutes 

spatial adaptation. 

Indeed, the EU’s discourse of European digital sovereignty and/or technological 

sovereignty can be understood as a solution to both the EU’s material security concerns and 

its related existential concerns. This is because ‘European digital sovereignty’ discourse 

ultimately conveys aspirations about the EU’s collective ‘capacity to act’ in global affairs 

(Interviewee R; Council of the European Union, 2021; Bassot, 2020; European Commission, 

2020a; Council of the European Union, 2021; see also Costa & Barbé, 2022). Concretely, 

Member States’ support of the ‘digital sovereignty’ concept at the EU level was shaped by 

the realization that Member States could not ‘act alone’ in the current geopolitical context; 

for EU policymakers, the concept was seen as necessary to have ‘conversations with the big 

geopolitical powers’ (Interviewee A; see also Interviewees C, I, K, R). Accordingly, claiming 

sovereignty not only responds to the EU’s material security concerns, but it may be 

responding to perceived weaknesses in the EU’s capacity act in global affairs, as a way to 

(re)claim the Union’s power and legitimacy in this context, and thereby reaffirm its 

legitimate role as a global leader and (economic) security provider for its constituents. 

However, the EU’s sovereigntist objectives have been characterized by contestation 

between EU policymakers and stakeholders surrounding the usage and meaning of 

sovereignty in EU policy discourse (Falkner et al., 2024; Juncos & Vanhoonacker, 2024; 

Franke & Varma, 2019). This suggests deep instabilities and uncertainties underlying the 

EU’s (re)imagined role as a geopolitical and sovereign global actor, including in and through 

 
digital sovereignty’ rose to the fore in 2019 (Carver, 2024b). In this context, the emergence of sovereigntist 
concepts in EU cyber policy was partly shaped by concerns about weaponized interdependence, as described 
in the section above. See Chapter 5’s section on ‘discursive change’ in the EU context for further reference. 
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cyberspace (Carver, 2024b; Haroche, 2023). Indeed, scholars have argued the EU’s ‘open 

strategic autonomy’ contains inherently contradictory objectives (Barrinha & Christou, 

2022), therefore revealing policy incoherence (Broeders et al., 2023). 

Significantly, the competing logics of ‘openness’ and ‘strategic autonomy’ may be 

reflective of the EU’s efforts to establish a ‘cognitive bridge’ (Subotic, 2016) between the 

EU’s past autobiographical narrative and its contemporary sovereigntist approach. This 

dynamic is suggested in the context of EU cybersecurity policy, wherein recent EU 

documents and policy elites have linked ‘European digital sovereignty’ discourse to the EU’s 

historical role as a global leader, responsible player, and a champion of multilateralism. This 

discursive chain of association hearkens back to the EU’s 2016 Global Strategy, which 

associated ‘strategic autonomy’ with the assertion that ‘the EU will be guided by a strong 

sense of responsibility,’ (p.8). This idea was later expressed by Commission President 

Juncker in his formal State of the Union Speech, who declared that ‘it [was] time Europe 

took its destiny into its own hands’ (p.5). The transposition of the EU’s leadership role 

towards cyberspace was later reaffirmed by the 2017 Reflection Paper on European Defence 

(European Commission, 2017c), together with the EU’s 2017 cybersecurity strategy, 

Resilience, Deterrence and Defence: Building strong cybersecurity for the EU (e.g. p.19), 

which emphasizes ‘responsibility’ in cyberspace and seeks to position the EU as an already 

established leader in the field.   

In this way, the EU’s cyber strategy also exemplifies routinization, as the text has 

reproduced existing narrative routines and geospatial practices in EU cyber policy. For 

example, by incorporating cyber capacity building instruments into the EU’s wider 

geopolitical agenda, the strategy built upon the Europeanizing, geographically targeted bent 

of earlier external cyber capacity building initiatives from 2015-2017 (see also Carver, 

2024a,b). Despite several policy changes to capacity building programmes, these initiatives 
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continue to promote partner countries’ adherence to EU-approved global or European 

standards remains a priority for EU leadership (European Commission, 2022; see also 

Carver, 2024a). Notably, the EU’s established position in global spatial order has been 

transposed to this context. For example, the Council advanced the reasoning that ‘the 

European model has proved to be an inspiration for many other partners around the world 

as they seek to address policy challenges, and this should be no different when it comes to 

digital,’ (2020, p. 13; see also Interviewee A; European Commission, 2020b).  

More widely, both EU documents and key EU leaders have emphasized Europe’s 

historical position as an economic and technological leader to justify the Union’s current 

geoeconomic approach towards the internal market (see for example European Parliament 

and Council, 2021; European Parliament, 2019; European Commission, 2020b, p. 4, 7; 2010, 

p. 34; von der Leyen, 2019, 2019, p. 17; 2023; see also Monsees & Lambach, 2022). As 

demonstrated earlier, this self-narrative builds upon a decades-long routine in constructing 

an EU-level approach to cyberspace as maintaining the Union’s historically established role 

as an economic security provider for European citizens (and Member States). Ten years 

earlier, the 2010 Digital Agenda for Europe underlined how ‘Europe must continue to play 

a leading role […] in promoting a governance of the internet as open and inclusive as 

possible’ (p. 34; emphasis added my own). 

In sum, these discourses can be understood as practices of routinization, which reaffirm 

the continuity between the EU’s past role(s) as a global actor and its present behaviour. Such 

discourses reproduce earlier spatial (b)ordering moves deployed by EU actors to demarcate 

cyberspace in line with the Union’s internal market and insecure external outside to the EU’s 

contemporary geostrategic behaviour. 
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The EU’s paradoxical global approach to cyberspace and ontological insecurity 
management behaviour 
 

While the Union’s geostrategic approach is intended to bolster its credibility as a 

strategic partner and empower the Union to be a ‘relevant’ international actor (Interviewee 

R; Borrell 2023; 2024), paradoxically, this positioning has also exacerbated EU 

policymakers’ concerns about the Union’s credibility as a partner. As suggested above, EU 

self-narratives about the Union’s approach to global cyberspace have tended to conceive the 

EU as both a shrewd, geostrategic actor and a champion of the liberal international order 

(see for also Christou & Barrinha, 2022; Broeders et al., 2023). For example, the Council’s 

2022 Conclusions on Digital Diplomacy emphasized both the objectives of ‘promot[ing] an 

open, free, global, stable and secure Internet based on the multi-stakeholder model of 

Internet governance,’ (p. 3) and ‘improv[ing] the EU’s capability to monitor global digital 

regulatory activity, international data flows and the data privacy of EU citizens, patterns of 

digital trade, partnerships between third countries and their effects on the competition 

framework in the global market for digital technologies and services,’ (p. 5; see also EEAS, 

2020).  

In terms of external action, my interview data suggests that the EU’s digital 

sovereignty approach has elicited ontological insecurities about the EU’s autobiographical 

coherence—and credibility—as a global partner. Multiple policymakers expressed 

frustration and anxiety about being misunderstood by third countries as endorsing a 

‘traditional’ geopolitics and ‘fortress Europe’ approach—the very persona that the EU 

historically eschewed as a core pillar of its political existence (Interviewees A, E, R; see also 

Carver 2024b). Indeed, multiple EU officials independently voiced worries that European 

digital sovereignty could be ‘misunderstood’ as a guise for imperialism, colonialism, and/or 

‘traditional’ geopolitics (Interviewees A, B, F, E). This is further suggested by scholarship 

which has established that EU policymakers have expressed insecurity and reluctance about 
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embodying the EU’s geostrategic self-representation (Carver 2024b; see also Bauerle 

Danzmann & Meunier, 2024; see also Bradford, 2023; Haroche, 2023).  

Accordingly, when discussing the EU’s approach to cyber diplomacy, interviewees 

adopted the strategy of ‘geopolitical othering’ to distance the EU’s approach from traditional 

geopolitics and ‘fortress Europe’ conceptions of sovereignty. This suggests that 

policymakers were attempting to manage ontological insecurities about the EU’s self-

representation as non/geopolitical. For example, when describing the EU’s external 

approach to cyberspace, interviewees frequently contrasted the EU with ‘traditional’ 

(Westphalian) geopolitical actors: China, Russia, and the United States (Interviewees A, B, 

F, I). In so doing, the EU was described as post-Westphalian insofar as it lacked the 

trappings—and competences—of nation states in the area of security (Interviewees A, B, F). 

This contrast helped to establish that, beyond the EU’s preference to eschew geopolitics, the 

EU was incapable of engaging geopolitically in the same manner as other actors 

(Interviewees A, C, R).  

Similarly, interviewees portrayed EU-funded capacity building projects from the 

perspective of empowerment and co-ownership (Interviewees A, B, C, D, E), in which the 

EU does ‘not present it [to countries]’ as taking sides in ‘geopolitical battles’ (Interviewee 

E), and collectively stressed the EU’s goals of providing a ‘fair’ and ‘level playing field’ for 

third countries (Interviewee A, D, E). As opposed to Russian and Chinese asymmetric digital 

development projects, officials stressed that the EU’s approach has been guided by the 

principle of multilateralism, the multistakeholder model, and universal values, in which the 

EU and its third country partner ‘co-own’ the CCB project (Interviewee A, E, I). Altogether, 

interviewees’ reliance upon ‘geopolitical othering’ suggests that the EU’s previous a-

geopolitical self-narrative has come into tension with the EU’s new geostrategic ambitions, 

raising questions about the Union’s credibility in the eyes of significant others.   
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These tensions reveal the importance of spatial (b)ordering for constructing the EU’s 

global role in cyberspace. After all, engaging strategies of ‘geopolitical othering’ does not 

negate the underlying geostrategic dimension to these projects, nor their spatializing 

consequences. Rather, the power asymmetry in these cooperative agreements is glossed over 

or positively framed through geopolitical othering strategies. As one interviewee clarified 

with me: ‘we don’t want to have the blind followers [as in the case of China], we want to 

have conscious followers’ (Interviewee A). Another interviewee acknowledged tensions in 

the EU’s contemporary ‘geopolitical’ approach with its previous approach to internet 

governance, but they maintained that this new role was necessary for ensuring the Union’s 

credibility in global strategic discussions, particularly with ‘big players’ such as the US and 

China (Interviewee R). In practice, the EU considers itself in competition with the US and 

China in the context of digital development and some aspects of cyber diplomacy (Carver, 

2024a; see also Haroche, 2023). 68 Overall, the evidence suggests that EU grapples with a 

legitimacy dilemma related to its position on cooperative, global interdependence and 

asserting digital sovereignty claims, and underlying ontological insecurities related to the 

EU’s contemporary geostrategic approach towards cyberspace. 

 

Summary 

This section revealed how spatial bordering practices have been leveraged by EU actors 

as ontological security strategies triggered by the evolving global environment, the EU’s 

loss of trust in relations with other actors, and significant tensions in the EU’s self-

representation. In particular, the Union’s first cyber strategy can be understood a broad 

spatial (b)ordering move towards a collective, Europeanized imaginary of cyberspace. 

 
68 While Brussels and Washington do not consider each other to be systemic geopolitical rivals, they 
compete over a variety of global digital policy issues, including data governance and cybersecurity best 
practices and norms. See also Carver 2024a. 
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However, soon after, the Union experienced a period of instability and ontological 

disruption, whereby material ‘cross-border’ threats were not only framed as physical 

security issues, but inherent to the EU’s existence as a global political actor. The increasingly 

insecure global context during the 2014-2018 period, as well as the convergence between 

cybersecurity and core areas of EU competences (e.g. economic security and trade) raised 

both physical and ontological security concerns for EU institutions. These forces shaped the 

EU’s explicit embrace of geostrategic logics from 2018-2024 and the autobiographical self-

narratives it expressed to seek coherence between its previously a-geopolitical role with its 

new geostrategic approach. Overall, the EU’s geostrategic role construction in cyberspace 

has been an ontologically fraught process shaped by ontological insecurities relevant to the 

EU’s position in global cyberspace and various spatial (b)ordering moves. The wider 

implications of my findings are discussed below. 

Discussion 

While acknowledging the significance of material security concerns, this article 

sought to foreground the overlooked dimension of ontological security and its potential 

relationship to geostrategic behaviour in and through cyberspace. Drawing upon critical 

geopolitics and ontological security scholarship, I theorized that geostrategic behaviour in 

and through cyberspace may not only be conditioned by material security concerns, but also 

ontological security drives. Specifically, I argued that geostrategic behaviour can also 

manifest as spatial (b)ordering moves, which serve as strategies to manage an actor’s 

ontological insecurities in and through cyberspace. 

To probe the plausibility of my framework, I explored how an ontological security 

lens can help to explain the EU’s puzzling geostrategic approach towards cyberspace. My 

empirical findings lend support to my theoretical framework by demonstrating that the EU’s 

engagement with spatial (b)ordering moves is not only a reaction to systemic changes or 
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material security concerns, but ontological security drives. This is revealed by examining 

the constitutive and productive influence of spatial (b)ordering moves on the EU’s 

development as a global cyber actor. Particularly, both the 2009-2013 and 2014-2017 

periods, which predate the EU’s explicitly geopolitical approach, evince efforts to ‘border’ 

European cyberspace. At the EU level, bordering practices first emerged as a discursive, 

inward-looking exercise—as an effort to break down internal barriers and set out a European 

cyberspace—which later translated into externalising bordering practices, as evidenced by 

the reorientation of the EU’s cyber capacity building projects and the EU’s wider 

externalising security logic. Finally, they are characterized by geopoliticizing bordering 

practices, characterized by a dual (internal/external) approach: internal spatial control and 

external power projection in and through cyberspace.  

However, it must be emphasized that not all cybersecurity risks and threats are 

understood in existential terms, and they can be understood variably by actors within the 

same collective political organization (Backman & Stevens, 2024). Focusing upon the 

United Kingdom, Backman and Stevens underline the variety of ‘risk logics’ inherent to 

cybersecurity practices and find that most cybersecurity activities are ‘normal and routine’ 

(2024, p. 2441). To a more limited extent, this article revealed how cyber insecurities were 

perceived differently across EU institutions in terms of material or (existential) ontological 

security threats—or indeed both. Thus, I do not advance a normative claim that 

cybersecurity should be treated in existential terms, but I aim to foreground how ontological 

security seeking practices have provided opportunities for actors to engage in geostrategic 

behaviour--regardless of whether actors have ‘wilfully or wrongly perceived [such issues] 

as existential’ (Betz & Stevens, 2011, p. 74). Through this lens, I have demonstrated how 

the EU’s geostrategic and sovereigntist behaviour has been intertwined with discourses of 

‘digital dependence’ and existential cybersecurity concerns, which have offered the impetus 
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for the EU to engage in competitive, controlling, and authoritative practices in and through 

cyberspace. 

Yet, as Backman and Stevens (2024) contend, cyber risk and security issues are more 

‘internally heterogeneous’ than often presupposed by IR theory. Equally, the EU’s 

understanding of cyber insecurities is not homogenous—rather it is subject to internal 

contestation and active deliberation at both horizontal and vertical policy levels. This study 

identified several areas of discursive contestation, including the construction of 

cybersecurity threats as ‘cross-border’ (and relevant to the EU policy) versus within the 

purview of national and/or international mandates, and the construction of the EU’s role as 

a geopolitical and sovereigntist global cybersecurity actor. Elsewhere, Backman (2023) 

demonstrated how the EU’s cyber strategies have shifted from an emphasis on ‘risk-based’ 

compared to ‘threat-based’ logics of cybersecurity—that is, a transition from a logic 

premised upon building resilience to systemic vulnerabilities to a logic focused upon 

defending against ‘antagonists’, ‘external threats to referent objects’ and direct causes of 

harm (p. 90).  

This article has offered a limited view of ‘normal and routine’ cybersecurity 

activities, although this research suggests that cybersecurity routines could be conditioned 

by ontological security drives in certain contexts. Further research could explore this 

relationship; how various EU actors have engaged with different logics of risk pertinent to 

geostrategic competition, and how these conceptions of risk may trigger or reassure the EU’s 

collective sense of ontological security. As Branch demonstrated in the case of the United 

States, the US military conjoined ‘cyberspace’ with the military ‘domain’ concept, ‘allowed 

convincing parallels to be drawn to physical spaces’ and to military and operational 

rationales (2017, p. 48). Similarly, key EU actors associated cyberspace with ‘cross-border’ 

risks and insecurities, linking cyberspace with familiar arguments for further European 
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integration, particularly in the context of economic security policy and international 

cooperation. In both examples, institutional actors deployed routinized spatial (b)ordering 

moves to manage the unsettling nature of cyberspace—by integrating the cyber environment 

and its constituent issues into familiar routines, imaginaries playbooks, and rationales. 

By examining the ontological security dimension to the EU’s geostrategic turn, this 

study has shed further light on a widely observed paradox in EU policy: the tension between 

the EU’s ambitions as a geostrategic actor and its goals to promote an open, liberal 

international order (see for also Christou & Barrinha, 2022; Broeders et al., 2023). While 

the EU’s ‘open’ and ‘values-based’ geostrategic approach appears to be a logical 

contradiction, an ontological security approach can help us to understand why the EU may 

have selectively retained aspects of its historical self-narrative (‘open’, ‘responsible’ and 

‘values-based’) by tying these attributes to the Union’s contemporary ‘sovereigntist’ 

approach. From an ontological security perspective, this discursive move seeks to bridge the 

gap between its a-geopolitical past and its contemporary geostrategic ambitions, thus 

mitigating autobiographical incoherence (see also Subotic, 2016).  

Elsewhere, scholars have underscored how states can selectively activate dimensions 

of their historical self-narratives to create a ‘cognitive bridge’ between a foreign policy 

change and a familiar ‘past’ (Subotic, 2016). Examining the EU’s development as a cyber 

actor therefore demonstrates that adopting geopolitical and sovereigntist frames may not 

only constitute familiar, routine behaviours, as scholars have typically emphasized (e.g. 

Eberle & Daniel, 2022; Guzzini, 2012, 2017), but they could also exemplify an actor’s 

creative efforts to adapt their role to challenging environmental conditions. As Csernatoni 

argued elsewhere, the EU’s evolving collective security imaginary has the ‘double role of 

de-territorialising and de-centring certain national policy spaces’ and in turn, to ‘re-cent[er]’ 
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these spaces ‘as sites of legitimate hegemonic intervention for EU-level competence and 

governance,’ (2022, p. 397).  

Furthermore, as I have illustrated in this paper, the EU’s ontological security drives can 

be understood to shape the Union’s quixotic self-narratives in the context of cyber 

diplomacy, including a rejection of ‘classical’ geopolitics whilst simultaneously claiming 

‘learn the language of geopolitical power’ (Borrell, in Weiler, 2020). My empirical analysis 

illustrated how the EU’s ontological security drive to maintain a recognizable 

autobiographical narrative—whilst adapting to evolving material security threats—appears 

to have shaped EU actors’ engagement with ‘geopolitical othering’ and expression of 

‘European digital sovereignty discourse’. In the context of cyber diplomacy, the EU’s 

approach to cyber diplomacy has been clarified as the opposite of invasive and Westphalian 

geopolitical intentions of other global cyber actors (particularly Russia and China) and, to a 

notable extent, from Washington’s approach to managing geopolitical competition in the 

digital domain (Christou & Barrinha, 2022; Carver, 2024a). At the same time, by advancing 

a distinctly European approach to ‘technological sovereignty’ and/or ‘digital sovereignty’, 

the Union has expressly differentiated itself from other global actors and advanced a 

legitimate claim to power over (European) cyberspace (see also Christou & Barrinha, 2022). 

From an ontological security perspective, these spatial (b)ordering moves differentiate the 

EU from significant others and therefore helps to secure the EU’s own Self in cyberspace. 

Accordingly, the EU’s ontological security drives may help to explain why the EU has 

advanced apparently contradictory geospatial/a-geopolitical logics towards cyberspace.  

 

Conclusion 

Overall, this article sought to offer several theoretical and empirical contributions to 

IR scholarship on geostrategic competition in and through cyberspace. Theoretically, the 
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paper introduced a novel theoretical framework for examining the potential ontological 

security dimension(s) to geostrategic behaviour in and through cyberspace. Empirically, my 

account offers an alternative approach to previous scholarship on the EU’s geostrategic turn, 

which has concentrated upon material security concerns and structural variables as 

explananda.  

By introducing further analytical tools to explore actors’ engagement with 

geostrategic logics in and through cyberspace, this article contributes to IR literature on 

ontological security studies and scholarship in cybersecurity studies. For one, emphasizing 

routines as ontological security responses facilitates further dialogue with critical geopolitics 

scholarship on spatial (b)ordering moves (e.g. Branch, 2020; Lambach, 2024). In so doing, 

my findings also contribute to an emerging literature on the EU’s ‘geopolitical imaginary’ 

in the digital age (e.g. Csernatoni, 2022; Monsees & Lambach, 2022). Further research could 

explore how, if at all, ontological security drives may have conditioned the EU’s engagement 

with particular spatial (b)ordering moves in other areas of cybersecurity and external action, 

such as cyber defence. Additionally, scholars could explore how ontological security drives 

may condition the geostrategic behaviour of other cyber actors, such as the United Kingdom, 

the United States, and China, including with respect to their relations with the EU (see also 

Lai, 2023). 

Ultimately, ontological security seeking practices help to anchor a foreign policy 

actor’s sense of agency and identity, giving meaning to their strategic decision making and 

their relations with others (Subotic, 2016). In our increasingly uncertain, territorially 

complex, and ‘weaponized’ global environment (Flockhart, 2020), understanding how actors 

engage in self-affirming practices, including spatial (b)ordering moves, is crucial to make 

sense of geostrategic behaviour in the digital age. 
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Chapter 6 Appendix A  – List of Interviewees 
Formal interviews 

Interviewee 
code 

Date Organization/Institution Seniority 

A 05/03/21 EEAS, Lead cyber engagement 
and national representative 

High 

B 11/03/21 Permanent Representation of 
Estonia to the EU 

Medium 

C 12/03/21 European Council on Foreign 
Relations (Policy expert) 

High 

D 18/03/21 EEAS High 
E 25/03/21 European Commission – 

Executive cabinet 
Medium 

F 16/03/21 European Union Institute for 
Security Studies (Cyber 
Capacity Building Task Force) 

Medium 

G 9/09/22 (Former) Member State – 
United Kingdom, national 
government 

High 

H 15/09/22 European Union Institute for 
Security Studies, Cyber Policy 

High 

I 25/04/22 EEAS, Cyber Policy High 
J 30/05/22 European Commission, DG 

INTPA 
Low 

K 02/08/22 European College of 
Commissioners (Security 
Union) 

High 

L 10/05/22 EEAS, Secretariat General High 

M 06/05/22 European Commission, DG 
CNECT  

High 

N 06/05/22 European Commission, CC TT High 
O 31/05/22 Council of Europe 

(Cybercrime) 
Medium 

P 11/05/22 European Commission High 
Q 20/04/22 European Commission, DG 

NEAR 
Low 

R 17/05/22 European Commission, DG 
CNECT 

Medium 

S 16/05/22 EEAS, Eastern Partnership Low 
T 25/04/22 EEAS, Global Gateway Senior 
Q 15/04/22 (Former) Member State  – 

United Kingdom, national 
government 

Medium 

 
Four Informal interviews: conducted over the 2022-2024 period, including a Lithuanian 
practitioner involved in the EU’s PESCO cyber defence project, practitioners from the 
Global Cyber Security Capacity Centre (United Kingdom), and an interviewee formerly in 
the European Commission (DG Trade).  
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Chapter 7: Conclusion69 
 

‘The advent of the digital age is often equated with the rise of Silicon Valley, but extraordinary although 
that is, its true origins lie in geopolitics and political power – to which it constantly returns.’ 

Anthony Giddens (2020) 
 

The dynamics of geostrategic behaviour in the digital age have not only emerged as 

a pressing subject in international relations scholarship, but they have increasingly pervaded 

our daily life. Yet, our prior grasp of geostrategic dynamics in and through cyberspace has 

been theoretically and empirically limited. This has led to significant gaps in our 

understanding about the emergence, drivers, and characteristics of geostrategic competition, 

especially in the case of the EU. This chapter foregrounds the key contributions of this 

dissertation to the field, beginning with its principal empirical findings and their wider 

significance to cyber-IR scholarship.  

As I detail below, this thesis has examined the emergence and various 

manifestation(s) of the European Union’s geostrategic behaviour in and through cyberspace, 

particularly the EU’s evolving external action approach to digital sovereignty, capacity 

building, and spatial borders in and through cyberspace, and situates these developments 

within the global context of Sino-American competition. The dissertation’s three articles 

developed novel analytical tools for approaching how and why core IR concepts 

(sovereignty, capacity, and geopolitics) have been represented and practiced by influential 

actors such as the EU, US, and China in differing ways, expanding and deepening our 

understanding of the nature of power and geopolitics in and through cyberspace. Based upon 

these findings, this conclusion chapter identifies further research directions which have 

emerged from this study, considers developments which have occurred after/outside the 

 
69 Parts of this chapter were adapted and pre-published as a short essay. See Julia Carver, ‘(Re)bordering 
Europe in the Digital Decade: Mapping the EU’s development as a global cyber actor,’ February 2024, St. 
Antony’s College. Accessible here: https://www.sant.ox.ac.uk/wp-content/uploads/2025/03/Dahrendorf-
Essay-Julia-Carver-latest-version.pdf. 

https://www.sant.ox.ac.uk/wp-content/uploads/2025/03/Dahrendorf-Essay-Julia-Carver-latest-version.pdf
https://www.sant.ox.ac.uk/wp-content/uploads/2025/03/Dahrendorf-Essay-Julia-Carver-latest-version.pdf
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scope of investigation of this thesis, and the wider implications of this project for our 

understanding of geostrategic behaviour in the digital age.  

 

7.1. Key empirical findings  
What explains and characterizes geostrategic behaviour in and through cyberspace? 

And what are the implications of these dynamics for the nature of sovereignty and 

geopolitics in the digital age? Collectively, this thesis demonstrates how contemporary 

geostrategic competition has been characterized by actors’ efforts to build greater capacity 

in and through cyberspace by deploying a variety of hard (infrastructural) and soft 

(regulatory) tools. Counter to dominant accounts, I argue that this behaviour, particularly in 

the EU context, has been mediated by actors’ ontological security drives and beliefs about 

the EU’s role as a global cyber actor, not only material security concerns and cyber 

capabilities. Moreover, the EU’s engagement with digital sovereignty discourse and 

practices towards cyberspace has been uneven and mediated by institutional and reputational 

variables, not only exogenous shocks. 

Building upon critical and constructivist approaches to cyber-geopolitics, this thesis 

contributed empirical analysis and theoretical tools which have progressed the field beyond 

state-centric and ‘power politics’ studies of Sino-American competition premised upon 

technological superiority and cyber capabilities.  

Chapter 2 elaborated the theoretical and empirical reasons for adopting this 

approach, emphasizing the limitations of IR literature that has positioned the EU as the 

‘geopolitical playground’ rather than a ‘geopolitical player’ in its own right (Weber, 2020; 

Bradford, 2023). This approach has failed to anticipate and explain the EU’s development 

as a geostrategic actor writ large, especially underexploring the global significance of the 

EU’s development as a geostrategic global actor in and through cyberspace. Yet, growing 
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recognition about the EU’s global importance in and through cyberspace is evidenced by its 

comparison to the United States and China as one of three competing ‘digital empires’ 

(Bradford, 2023) or ‘digital hubs’ (Drezner at al., 2021) in global affairs. Further, as Chapters 

3 and 5 illustrated, cybersecurity issues have become increasingly prominent in the EU’s 

external action approach, both in terms of legal acts, European Commission proposals, and 

joint publications with the EEAS. Thus, thesis has contributed to a greater understanding 

about the Union’s strategic behaviour vis-à-vis the US and China in an increasingly 

digitalized global strategic environment. 

In so doing, this thesis sought to denaturalize what it means to be a ‘capable’ 

(geostrategic) cyber actor by adopting a critical ontological approach to geostrategic 

competition and the concept of ‘capacity’ in the context of cyberspace. Here, I argued that 

we can further understand the geostrategic behaviour of global actors in and through 

cyberspace by returning to the foundations of ‘capacity’ as a foundation of power, and by 

drawing upon a critical, constructivist toolkit. This approach informed the three research 

articles comprising the thesis, which empirically examined and explained the EU’s 

development as a global cyber actor through various angles of inquiry. 

 

Emergence and drivers of geostrategic behaviour, especially in the EU context 

By foregrounding the EU’s emergence as a geopolitical actor, this thesis sought to 

advance mainstream debates about Sino-American geostrategic competition—which have 

tended to revolve around questions of territory and national determinants of power—towards 

including the EU’s role and positioning as a geopolitical ‘player’ in and through cyberspace. 

To these studies, this dissertation advanced new empirical and theoretical claims regarding 

how state-based actors (viz. the EU, US, and China) engage cyber and digital instruments 

for broader geopolitical objectives. 
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Collectively, the articles demonstrated how ideational factors, including ontological 

security drives, competitive systemic pressures, and institutional variables have mediated 

the geostrategic behaviour of powerful global actors such as the EU, China, and the US. By 

comprehensively examining the drivers and consequences of mainstreaming cybersecurity 

into the domain of foreign policy, particularly in the context of EU external action, this 

dissertation advances efforts by cyber-IR scholars to ‘integrate cyberspace with broader 

concepts and theories of IR’ from the ‘periphery into the core of the [IR] discipline’ (Foulon 

& Meibauer, 2024, p. 426).  

Specifically, Chapter 4 of my dissertation is the first (to my knowledge) to identify 

an influential convergence between geostrategic thinking and external capacity building 

assistance in cyberspace provided by powerful donors (viz. the United States, China, and 

the EU). This paper developed a theoretical framework of networked competition to explore 

how the EU, US, and Chinese foreign policy discourses have constructed capacity building 

assistance for digital development as geostrategically important. In accordance with my 

theoretical argument, my empirical analyses of US, Chinese, and EU provisions of capacity 

building assistance for African states’ digital development have appeared to conform to a 

strategic, competitive logic. To conceptualize and explain variation in the type of capacity 

building instruments provided by Washington, Brussels, and Beijing to recipients, my 

analysis highlighted three significant factors: the donor’s normative approach to 

development, their relative access and control over the intermediary, and the presence of 

geopolitical competitors. Accordingly, Chapter 4 demonstrated that existing explanations 

about the strategic logic(s) of digital and capacity building are insufficient, as evidenced by 

the growing convergence between capacity building and geostrategic competition in the 

digital age. Rather, contemporary international development cooperation has been 

characterized by the integration of cybersecurity instruments with digital development 
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policies in multiple foreign policy contexts, including the EU, US, and China, as well as 

non-state actors, and with the growing ‘infrastructural’ dimension to cyber capacity building 

provisions in Western contexts. 

In turn, Chapters 5 and 6 delved further into the drivers and characteristics of the 

EU’s specific geostrategic turn in and through cyberspace. Chapter 5 explored the extent to 

which European digital sovereignty discourse drove the development of cyber instruments 

which have operationalized Brussels’ control over the digital domain. Specifically, it 

focused upon three significant policy developments: the EU’s Cyber Diplomacy Toolbox, 

EU external cyber capacity building programmes, and the 5G Toolbox, all of which have 

overlapped with the emergence of European digital sovereignty discourse in EU external 

action policy. Rather than this discourse driving all three policy changes, my findings 

revealed that European digital sovereignty discourse comprehensively shaped changes to the 

5G Toolbox, yet it had an inconspicuous relationship to the other two cases of significant 

policy change. Drawing upon my discursive-institutionalist framework, I argued that the 

varying influence of European digital sovereignty discourse was conditioned by the EU’s 

existing external action competences, reputational concerns, and (perceived) legitimacy 

issues. 

Next, drawing upon ontological security and critical geopolitics scholarship, Chapter 6 

demonstrated that the EU’s ontological security drives have conditioned the EU’s 

engagement with spatial (b)ordering practices—and thereby the parameters of the Union’s 

role as a global cyber actor—over time. Particularly, the EU has consistently deployed 

spatial (b)ordering moves to demarcate, practices, and routinize its role in cyberspace vis-à-

vis others. At the same time, such spatial (b)ordering moves have sought to manage the EU’s 

efforts to adapt to an evolving strategic context and the challenges these crises have posed 

to the Union’s ontological security. By foregrounding the overlooked dimension of 
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ontological security drives, this account challenges the assumptions of mainstream 

scholarship about geopolitical competition, which have privileged systemic level shifts, 

material security concerns, and realist conceptions of ‘geopolitical power’ to assess changes 

to the EU’s role as a global actor above ideational and endogenous variables. Rather, I show 

how the EU’s global role in and through cyberspace has evolved dialectically with structural 

changes to the global cyber and wider strategic environment(s), an ongoing process 

underpinned by the EU’s quest for ontological security.  

The chapters also highlighted dynamics of cybersecurity policy integration in practice. 

For example, Chapter 5 traced the dual mainstreaming of ‘European sovereignty’ discourse 

with ‘cyber policy’ in EU external action and the close intertextuality between cyber and 

digital policy issues across multiple areas of EU external action. Meanwhile, Chapter 6 

explored dynamics of cybersecurity integration from a different angle by analysing key 

policy developments in the EU’s evolution as a global (geo)strategic cyber actor over the 

2009-2024 period. Therefore, the articles also offer substantive contributions to EU studies, 

as they reveal how a key characteristic of European integration appears to be reproduced in 

the context of the EU’s cyber-external action approach: the significance of spatial 

(b)ordering for mediating adaptations to the EU’s role construction as a global cyber actor 

over time. For instance, my analysis in Chapter 6 demonstrated how the EU’s self-

representation of its ‘sovereigntist’ and ‘geopolitical’ role in and through cyberspace 

reproduces its longstanding ‘supranational temptation’ (Neumann, 1998, p. 413) to stabilize 

the Union’s collective sense of self by ‘borrowing from traditional nationalist forms of 

othering’ (Klose, 2023, p. 581). Accordingly, this thesis suggests that the integration of cyber 

instruments into wider foreign policy objectives, including geostrategic competition, may 

be conditioned by an actor’s ontological security drives.  
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More importantly, as I discuss below, the empirical claims of this dissertation have wider 

relevance for cyber-IR scholarship in several ways.  

7.2. Sovereignty, geopolitics, and territoriality in cyberspace revisited 
This thesis has empirically identified several contemporary dynamics of geostrategic 

competition, including the integration of cyber and digital instruments into wider 

geostrategic objectives (such as cyber and digital capacity building), the operationalization 

of cybersecurity instruments for digital sovereignty objectives, and the EU’s changing 

strategic approach to cyberspace. What, then, are the implications of this study for our 

thinking about geopolitics and sovereignty in theory and practice, including in and through 

cyberspace? I discuss several broader implications below. 

The EU as a geostrategic actor in cyber-IR 

Foremost, my thesis challenges the state-centric and materialist bases of mainstream 

IR theory by developing alternative theoretical and empirical approaches to conceptualizing 

the EU as a geostrategic cyber actor. Realist, state-centric, and capabilities-based accounts 

fail to explain the ambitious geostrategic behaviour of non-traditional actors, such as the 

European Union, which lacks the coercive trappings of a ‘capable’ actor and currently 

suffers from a ‘technological deficit’ (Borrell, 2024). Thus, by examining the supranational 

level of EU external action policies in and through cyberspace, this dissertation has unveiled 

a largely overlooked level of analysis to geopolitical competition in and through cyberspace. 

As noted in Chapter 2, mainstream accounts have positioned Europe (especially the EU) as 

ancillary to the competing US-China power struggle for geopolitical and technological 

superiority in cyberspace (see also Bradford, 2023; Weber, 2020). In this vein, scholars have 

chiefly drawn upon intergovernmentalist theory, which may be situated within the realist 

paradigm, to theorize about the scope of EU cyber strategy development (Hix, 1994). 

Intergovernmentalism holds that national governments retain control over foreign policy and 
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defence; thus, further European integration (as intergovernmental cooperation) is 

determined by the interests of Member States (Hoffmann, 1996). 

The significance of the EU as a relevant cyber-geostrategic actor in its own right is 

evinced by the prevalence of cyber and digital capacity-oriented discourses within and 

across EU institutions, as explored in Chapters 4, 5, and 6. Chapters 4 and 6 highlighted the 

growing ‘infrastructural turn’ in the EU’s external cyber capacity building policies and its 

rising strategic importance within the EU’s wider approach to digital development. Further, 

Chapter 5 explored three policy changes which sought to operationalize greater EU control 

and authority over space through cybersecurity instruments. Chapter 6 further identified the 

EU’s longstanding discursive association of cyber insecurities with the EU’s capacity to 

fulfil its Internal Market functions and ‘responsibilities’ as a global actor. Altogether, the 

research articles have foregrounded the significance of external capacity building (in 

Chapters 4,5,6) and internal capacity building (as the capacity to act, in Chapter 6) for 

constituting actors’ geostrategic behaviour.  

By clarifying the institutional and ideational foundations to the EU’s geostrategic 

turn, including through the perspective of EU actorness (as in Chapter 6), the findings of 

this thesis challenge the treatment of the EU as a ‘geopolitical playground’ rather than a 

geopolitical player, and by extension, pure intergovernmentalism. Whereas 

intergovernmentalists would expect national sovereignty claims to ‘leave the EU toothless’, 

and thus unable to project the singular claim of ‘European sovereignty’ (e.g. Sliwinski 2014, 

p. 470), Chapter 5 revealed how, despite competing Member State conceptions of the term, 

national sovereignties have not precluded the development of the ‘European sovereignty’ 

concept. Rather, as Chapter 6 argued, debates at the Member State level have been centred 

upon solutions to addressing a shared anxiety about Europe’s loss of sovereignty as a whole 

and concerns about how the EU could be misperceived as a geopolitical actor.  
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That is not to suggest intergovernmental dynamics do not matter—on the contrary, 

projections of European sovereignty at the EU level could reflect an internal logic of ‘power 

multiplier’ and (some) Member States’ continued belief that of the value for a ‘European-

centric’ approach to security. However, this thesis revealed how attributing this move on the 

basis of pure intergovernmentalism is unconvincing. This account is challenged by the 

reality that the Union lacks hard power resources, including the EU’s cyber-force 

capabilities, and the significant involvement of supranational actors, including the European 

Commission, in shaping the collective (re)imagination of the EU’s global role in and through 

cyberspace since 2009. Indeed, Chapters 5 and 6 have laid bare the significant extent to 

which influential discussions about cybersecurity in Europe have been held above the 

national level, demonstrating that Member States’ motives are not the only drivers of this 

European sovereignty narrative. That is, traditional discussions about security have 

increasingly taken place within EU contexts—whereby Member States have come to view 

the EU as a ‘welcome player’ in geopolitical discussions.  

Accordingly, this research builds upon work in EU studies which has elaborated the 

significance of a ‘EUropean geopolitical imaginary’ for EU policymaking (e.g. Csernatoni, 

2022; Monsees & Lambach, 2022). This imaginary is constructed through spatial 

(b)ordering moves by multiple supranational institutions (viz. EEAS, the Council of the EU, 

and the Commission), using various discursive and policy instruments which establish an 

internal EUropean (cyber)space and external outside. European digital sovereignty 

discourse has been instrumental for constructing this imaginary: Chapters 5 and 6 

demonstrated how this discourse has sought to both differentiate the Union from Others and 

to encourage EU actors’ cohesion around a ‘EUropean’ internal (cyber)space.  

While modernist conceptions of geopolitics in IR are premised upon territorial 

(national) sovereignty as a precondition for issuing geopolitical claims, the EU’s emergence 
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as a geostrategic actor complicates these accounts. I have argued that the EU’s expression 

of digital sovereignty conveys both an assertion of authority over European cyberspace and 

an external claim to legitimate the EU’s role as a geopolitical actor in its own right. While 

this vision is territorializing, in that it entails the demarcation of (cyber)space, it does not 

unfold neatly in line with nation state boundaries—rather, it also incorporates aspects of 

internal debordering (e.g. between Member States) and elements of networked competition, 

such as through capacity building assistance. Furthermore, the EU’s geopolitical imaginary 

is self-consciously Europeanizing, revolving around the assertion of the Union’s values vis-

à-vis significant others. Former European Council President Charles Michel positioned the 

EU’s approach to digital sovereignty as somewhere ‘between an unregulated model and a 

state-controlled model [that] promote[s] a human-centric, ethics-based approach, that serves 

our citizens,’ (emphasis added, European Council, 2021). This reflects the EU’s efforts to 

advance a distinctly ‘European approach’ to digital sovereignty and strategic autonomy, 

walking the tightrope between the US and Chinese approaches towards the internet (Falkner 

et al., 2024).  

Critical geopolitics scholars have likened the use of geographic frames to the concept of 

‘geopolitical’ or ‘spatial’ imaginaries (see for example Branch, 2024). Particularly, 

geopolitical imaginaries, scholars have demonstrated elsewhere, are linked to states’ 

construction as ‘imagined’ communities (Agnew, 2004). Accordingly, creating an 

‘imagined’ (bounded) cyberspace can be understood as another form of state or capacity 

building process in and through cyberspace (see also Bridges, 2024). By examining the 

context of cyberspace, this thesis contributes novel empirical evidence to critical geopolitics 

scholarship on the ontological security foundations to geopolitical behaviour (see for 

example Agnew, 2004; Eberle & Daniel, 2022). As I demonstrated in the case of the EU, 
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expressing geostrategic claims, including digital sovereignty discourse, is mediated by 

ideational factors, including an actor’s (past) self-construction in this context.  

More broadly, the findings of this thesis suggest that further research should be 

devoted to exploring various instantiations of geostrategic behaviour beyond the nation state 

context, including the expression of sovereigntist frames by Big Tech actors. Recently, 

powerful companies such as Microsoft, Amazon, and Oracle have advanced several products 

which claim to provide sovereignty services, such as ‘Microsoft Cloud for Sovereignty’ 

(Microsoft, 2025)  and Oracle’s ‘Sovereign Cloud Services’. As governments continue to 

invest in building their ‘digital’ and ‘cyber capacity’, including by investing in such services, 

there is a wider imperative in IR to scrutinize geostrategic behaviour within and beyond the 

state. This thesis has developed several theoretical tools to investigate geostrategic 

competition beyond mainstream approaches which could be potentially be applied to these 

cases, including a spatial (b)ordering framework, a critical ontological approach to concept 

analysis, and a framework for networked competition.   

 

Capacity as a theoretical and practical dimension to geostrategic competition 

Second, this thesis foregrounded the ‘double nature’ of capacity as a strategic 

concept in cyber-IR. In Chapter 2, I argued that, despite the foundational role of state 

capacity for developing, integrating, and using cyber capabilities for strategic purposes 

(Slayton, 2016), as well as the foundational role of capacity for an actor’s sense of self and 

agency (Krickel-Choi, 2022; Klose, 2018), there has been little academic scrutiny directed 

towards ‘capacity’ in cyberspace as a theoretical and practical concept. Rather, to anticipate 

and explain strategic competition in the digital age, mainstream international relations 

(‘cyber-IR’) approaches have centered around an actor’s possession of cyber capabilities 

(McCarthy, 2015), and/or an actor’s leading technological position in ‘high technologies’, 
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such as artificial intelligence and computing (Ding, 2024), which have led to a limited 

understanding about geostrategic behaviour in the context of cyberspace. Meanwhile, 

critical and constructivist scholarship has highlighted the co-constitutive, sociotechnical 

character of ‘cyberspace’ (and thus the nexus between politics, humans, and technological 

change). Yet, this literature has failed to unpack the destabilizing influence of digitalization 

and cybersecurity threats to the state’s sense of Self and its capacity to provide public goods 

for its citizens, thus triggering ontological security management behaviour. In brief, we lack 

an adequate understanding about the material and existential foundations of (state) capacity 

and its evolving relationship to strategic competition in the contemporary digital age.  

As a first step to resolving these empirical and theoretical gaps, in Chapter 2 I argued 

that we should examine ‘capacity’ as a theoretical and practical concept vis-à-vis cyber 

geopolitics more closely. Through a critical ontological lens, I theorized that an actor’s 

capacity to act in and through cyberspace can be approached as a ‘basic’ concept in 

international relations and differentiated at two levels: 1) the level of academic research and 

abstract reasoning; and 2) the level of practice and/or everyday life (Berenskoetter, 2017, p. 

155). In other words, I argued that ‘capacity’ is a significant concept at the level of academic 

research on cyber-geopolitics (e.g. as an analytical category, or as a tool for abstract 

reasoning) and in the context of everyday life, as a ‘category of practice’ for policymakers 

(Berenskoetter, 2017, p. 155). 

Indeed, the findings from my research articles suggest that capacity functions both 

as a rationale for strategic decision making in practice and as a significant analytical 

category. On the one hand, my findings demonstrated how an actor’s ‘capacity’, as an 

academic concept, can serve as a meaningful precursor for projecting power in cyberspace 

in the form of control and boundary (re)definition in and through cyberspace. In Chapter 4, 

I theorized that the EU, US, and China have perceived their relative positionality within and 
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across digital networks as strategically important, wherein digital and cyber capacity 

building assistance initiatives were perceived by powerful donors as forms of strategic 

alignment, which could be calibrated between the donor and recipient through a variety of 

capacity building instruments. While there was a clear structural dimension to this 

positioning, the paper also emphasized the significance of donor perceptions and 

demonstrated that cultural and ideational variables played a role in shaping donors’ varied 

use of particular capacity building instruments in their assistance programmes. Next, 

Chapter 5 examined the relationship between the EU’s enhanced capacity to achieve control 

and authority over the global digital domain through cyber instruments (exemplifying 

‘European digital sovereignty’ in practice) and high-level expressions of European digital 

sovereignty discourse. Finally, Chapter 6 explored how the ‘capacity to act’ in and through 

cyberspace has become closely associated to the Union’s sense of agency as a global actor, 

conditioning EU actors’ engagement with sovereigntist logics and bordering practices in and 

through cyberspace. This chapter underscored the agentic dimensions and ontological 

security drivers of geostrategic behaviour in cyberspace—that is, how actors (re)imagine 

their roles and position(s) in cyberspace vis-à-vis others.  

Collectively, these chapters revealed a capacity building trend in EU cyber 

policymaking, thereby contributing to recent EU Studies debates about the ‘state-building’ 

turn in EU cybersecurity policy (Farrand et al., 2024). This builds upon a small, nascent 

body of scholarship which has illustrated the influence of EU’s geostrategic approach on the 

evolution of several cyber-relevant policy areas, including artificial intelligence (Mügge, 

2024), cyber defence (Backman, 2023), online content control (Flonk et al., 2024), Domain 

Name System governance (Radu, 2023); global internet governance and sanctions (ten 

Oever et al., 2024), among others. In so doing, this dissertation redressed several remaining 

empirical and theoretical gaps in this sub-field, including the territorial, ontological, and 
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(geo)spatial underpinnings of the Union’s development as a global cyber actor and the 

importance of capacity building as a relevant analytical concept for EU policymaking. 

Ultimately, this thesis revealed how the concept of capacity serves multiple purposes 

in the practice of cyber-IR. On the one hand, as an actor can intentionally take steps to 

prioritize aspects of building their capacity, capacity constitutes the material and socio-

political conditions (e.g. competences) which can enable or constrain action. At the same 

time, an actor’s real-life assumptions about capacity inform particular rationales about what 

it means to be a ‘capable’ actor in a given context, and it can serve as a strategic frame to 

promote particular policy tools. Therefore, capacity building projects can serve as indicators 

for how actors perceive the prioritization of particular resources and competences to fulfil 

their strategic objectives. Accordingly, these findings contribute to critical/constructivist 

approaches to ontological theorizing in IR, also known as the ‘linguistic turn’. As 

Berenskoetter maintains, there is a considerable overlap between academic and socio-

political conceptual language, particularly ‘basic’ concepts such as the ‘state’ and strategic 

concepts such as the ‘balance of power’ (2017, pp. 156). Indeed, much like the ‘knowledge 

producing’ nature of geopolitical thinking (Agnew & Corbridge, 1995), notions of ‘cyber-’ 

and/or ‘digital capacity’ bleed from practice to academic research, and vice versa. Overall, 

leveraging capacity as an analytical concept serves as a valuable alternative point of 

departure for future research concerned with how actors compete for influence in the current 

digital age, including how actors perceive their own relative power (and weaknesses)—

which could complement existing work on cyber capabilities.  

 

Liminality as a characteristic of geostrategic competition 

By exploring the above dynamics, this thesis has exposed the liminal nature of 

geostrategic competition in and through cyberspace; a dynamic broadly characterized by ‘in 
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betweenness’ and adaptation (Adams & Warf & Wharf, 1997, p. 161). At a structural level, 

the sociotechnical features of cyberspace and their potential for (re)construction through 

structural developments, including the construction of digital infrastructure (as in capacity 

building programmes), facilitates the fluidity and liminality of space and place. These 

liminal features have been widely recognized as contributing to the domain’s strategic 

uncertainty (Dunn Cavelty & Wenger, 2022), exacerbating ontological challenges about the 

domain’s basic features and risks (Lupovici, 2023), and as evoking emotional and/or biased 

responses to cyber events (Gomez, 2019; McDermott, 2019). As I demonstrate in this study, 

the liminal, ‘borderless’, yet interconnected characteristics of cyberspace have exacerbated 

actors’ fears of digital dependence and encouraged both states and supranational actors to 

engage in spatial (b)ordering efforts to manage insecurities about the basic features of the 

cyber environment. Efforts to ‘journey from space to place’ (Adams & Warf, 1997, p. 161)—

and therefore exercise sovereignty claims over a specific, bounded area—are complicated 

by the rapidly evolving environment and complex territoriality of cyberspace. Yet, as 

Chapters 4 and 6 revealed, these same features can generate opportunities for actors to 

engage in creative action through spatial (b)ordering moves—possibilities which have been 

integrated into actors’ wider geostrategic agendas.  

Alongside spatial liminality, Chapters 5 and 6 demonstrated that the EU’s 

geostrategic behaviour in and through cyberspace–as a process of role (re)construction–has 

been characterized by dynamics of temporal liminality, between the EU’s past and present 

‘selves’ as a global actor. For example, as I argued in Chapter, 6, the EU’s self-narrative as 

a global cyber actor has sought to both reproduce and transcend its past self-image: 

reinforcing its past role as a global technological leader by adopting new forms of spatial 

ordering and control and a new ‘mindset’ to global interdependence. In this way, it can be 

understood that the EU has currently positioned itself in a state of ‘betweenness’: between 
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embracing an orthodox geopolitical approach and its historical commitment as a liberal 

global actor. As Merje Kuus avers, ‘even claims about “escaping” geography and geopolitics 

are geopolitical insofar as they assume a particular geographical configuration of power that 

is to be eluded,’ (2007, p. 7). 

Accordingly, my empirical analysis indicates that these two dimensions of liminality 

in the argument are related. If cyberspace is constantly characterized by technological 

changes, structural adaptations, and strategic uncertainty, its spatial liminality may be 

inherently unsettling for traditional state-based actors, and encourage actors to refer to past 

practices and roles whilst seeking to overcome them at the same time. As Chapters 4 and 6 

have explored, various global actors, including the EU, have sought to exert functional and 

territorial control over cyberspace through various attempts to ‘settle it’, by exporting their 

own models of governance, ideals/norms, and technologies. Chapter 6 suggested that the 

Union’s spatial (b)ordering moves in and through of cyberspace may constitute efforts to 

manage the EU’s sense of dislocation between ‘envisioned’ (physical space) and 

‘experienced’ space (see also Lupovici, 2023). Elsewhere, Branch has demonstrated that the 

United States’ association of ‘cyberspace’ with the military ‘domain’ concept, ‘allowed 

convincing parallels to be drawn to physical spaces’ and to military and operational 

rationales (2021, p. 48). Similarly, my study demonstrated how key EU actors have 

mobilized arguments about ‘cross-border’ risks and insecurities to link cyberspace with 

familiar arguments for further European integration, particularly in the context of economic 

security policy and international cooperation. These cases evidence how institutional actors 

have engaged routinized spatial (b)ordering moves to manage the unsettling nature of 

cyberspace by framing it in terms of familiar past routines, rationales, and imaginaries. 
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Digital dependence and ontological security drives 

Finally, this thesis has theorized a significant relationship between anxieties about digital 

dependence and ontological security management behaviour. Chapter 6 explored how the 

EU’s fears about weaponized interdependence, including in and through cyberspace, 

evinced a fundamental ‘shift in mindset’ (Borrell, 2023) in the EU’s conception of the future 

global environment—and thereby in the EU’s imagined role as a global actor vis-à-vis 

others, including the United States. The chapter traced how anxieties about the evolving 

global environment, including the Union’s digital dependence vulnerabilities, rising cyber 

insecurities and adversarial subthreshold activities, have disrupted the EU’s capacity to 

maintain a sense of ‘self’ through ‘being’ and ‘doing’ in a constantly changing environment,’ 

(Flockhart, 2016, p. 805). These instabilities, I argued, have triggered EU spatial (b)ordering 

moves, which seek to stabilize the Union’s environment in line with a comforting image.  

Existential anxiety is, after all, the ‘sense that the future will be unlike the past in ways 

we can hardly conceive of, much less control,’ (Kinvall & Mitzen, 2020, p. 245). Indeed, 

Chapter 6 demonstrated how weaponized interdependence discourse has aggravated the 

EU’s deep-seated fear of ‘falling behind’ as a ‘high tech’ leader, which would depress the 

EU’s capacity to shape the future and undermine its self-representation as a cultural and 

technological leader.  

Exploring the relationship between weaponized interdependence discourse and anxieties 

about the future complements existing international political economy scholarship, which 

has interrogated the material basis (and credibility) of weaponized interdependence as a 

strategic concept. This literature has emphasized vulnerabilities to coercion and sabotage 

determined by the actor’s strategic position in asymmetric networks (Farrell & Newman, 

2019; Drezner et al., 2021). Yet, by mobilizing an ontological security-informed framework, 

as developed by Chapter 6, it can be understood that invoking the concept of weaponized 
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interdependence expresses not only structural risks and material realities, but an actor’s 

inherent beliefs about the future and their place within it. 

Under these conditions, my dissertation unveiled how European digital sovereignty 

discourse appeared to respond to digital dependence anxieties and ontological insecurity 

drives. This suggests that, so long as weaponized interdependence concerns remain an in-

vogue policy concept, the EU may continue to adopt sovereigntist and other geostrategic 

posturing, including mercantilist economic policies, which aim to redress the Union’s 

perceived vulnerabilities arising from global interdependence. However, this trend is more 

widely observable across different geographic contexts – as noted in Chapter 4, concerns 

about ‘digital dependence’ have driven calls to protecting African states’ sovereignty 

(African Union, 2020). Further research could apply an ontological security lens to digital 

dependence discourses in contexts beyond the EU, as a dimension of contemporary 

geostrategic competition. Consequently, this thesis sheds light on all three ‘qualities’ of 

geopolitics, as laid out by Klaus Dodds: 1) traditional questions about the ‘territorial interests 

and power of the state’; 2) interpreting/understanding global affairs through ‘geographical 

frames’; and 3) future-oriented concerns related to geographic control and the question of 

borderlands (Dodds, 2019, p. 6).   

 

7.3. Study limitations 
As detailed in Chapter 3, all three articles in my integrated thesis adopted distinct 

qualitative research designs and leveraged primary source documents and elite interviews. 

My analysis was careful to identify how different document types—from internal memos, 

staff guidance, to official speeches, doctrines, and legal acts—are produced with different 

internal/external audiences in mind, which could shape the vocabulary used. For example, 

to examine and identify Chinese sources for Chapter 4, I was reliant upon Chinese primary 
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sources published in English, or on translations of Chinese strategic concepts and internal 

debates published by secondary literature, which provided a more limited view of how the 

PRC rationalizes capacity building assistance to its domestic audiences and in internal policy 

debates. However, even internal public documents could mask invisible areas of contestation 

or internal incoherence in various policy contexts. This limits the inferential leverage of the 

study; a point which will be further elaborated in this section.  

As I discussed in Chapter 3, the relationship between ‘thinking, saying and doing’ is 

often challenging to gauge, as agents may not say or do what they’re thinking, and vice versa 

(Schmidt, 2011, p.115). Accordingly, the thesis sought to situate the interviewees (and their 

responses) in context and it undertook various methods to assess the trustworthiness of the 

data (such as intertextuality, exposure, transparency, and reflexivity). For example, to 

corroborate my discourse analysis and identify any gaps or tensions between official 

documents and internal debates, I also conducted elite interviews with key policymakers and 

policy experts. These interviews were beneficial for exploring, albeit in a limited way, ideas 

or issues that are ‘invisible’ official/public documents. At the same time, elite interviews 

may introduce potential risks of response bias and are subject to my interpretation and 

positionality as a researcher/interviewer. Particularly, interviewees’ positionalities shape 

their perspectives, experiences, and understandings of particular issues / question prompts, 

such as the meaning of concepts as ‘European digital sovereignty’. Since the majority of my 

interviewees comprised current or past employees of EU institutions (e.g. the European 

Commission, the Council of the EU, and the EEAS) at varying levels of seniority, and some 

EU Member States, the inferential leverage of the interview data is limited to these contexts.  

Nonetheless, interviews and primary course documents were important to exploring 

a key empirical thread of this thesis, which has focused upon how various institutional actors 

and/or governments represented cyber issues as particular types of problems (Bacchi & 
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Goodwin, 2016). Based upon its three research articles, this chapter argued that cyber-

geopolitics has been characterized by ‘liminality’, or a conceptual environment of ‘in 

betweenness’—both recasting and reclaiming the logics, means, and methods used by its 

earlier predecessors. 

One might further object that examining the varied meaning(s) of ‘cyber’ and 

‘digital’ issues over time and across institutional contexts could run the risk of conceptual 

stretching and/or confusion between the conceptual developments in the field of cyber 

studies and the actual verbiage of cyber and digital issues in certain policy contexts.70 As 

discussed earlier in this chapter, the ontological approach of this thesis was to expose, not 

subsume, these conceptual and theoretical issues. Embracing this conceptual fluidity and 

fuzziness reflected a key objective of this thesis, which was to identify and problematize the 

convergence between cyber strategies and geostrategic behaviour from the perspectives of 

various policy actors. Moreover, this contestation is one consequence of the transversal, 

complex ‘politics of cybersecurity’ (Dunn Cavelty & Wenger, 2022) and its practical 

integration with classical IR concepts. Exploring these conceptual debates, including the 

‘repackaging’ of cyber policies under new strategic objectives (as identified in Chapter 5, 

for example), has produced novel insights about the areas of discursive contestation and 

debates over the meaning of key cyber issues, which in turn reveals the evolution of cyber 

strategy vis-à-vis geopolitical and sovereigntist goals. However, it also implies that the 

generalizability of this research is necessarily limited. 

A corollary of this approach, as discussed in Chapter 3, is that it does not offer a 

universal or exhaustive overview of all policy cases or instruments inherent to cyber-

 
70 Here, one could ask: are cyberspace and the digital domain one and the same? Throughout this thesis, I 
have approached this question by examining how the EU and other actors define these two concepts in 
various policy contexts. Chapter 4 notes the siloed approach to cyber versus digital capacity building by the 
cybersecurity and global development communities, while, as I note in Chapter 5, the EU’s external action 
approach conceives of the digital domain as including cyberspace and cybersecurity instruments, although 
this conceptualization could change over time. 
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geopolitics and/or sovereignty in and through cyberspace. This thesis examined the 

convergence of cybersecurity instruments with the EU’s (geo)strategic objectives in four of 

six areas of EU external action,71 namely commercial (trade) policy; development 

cooperation; economic, financial and technical cooperation with non-EU countries; and the 

common foreign, security and defence policies (CFSP and CSDP). Regarding the two sub-

areas of external action not covered by the thesis, there is little research on how the EU’s 

geostrategic ambitions in and through cyberspace bear upon humanitarian aid, which could 

point to an important research gap not covered by this thesis. Elsewhere, scholars have 

explored the EU’s (geo)strategic approach to borders using digital and cybersecurity 

instruments in the sub-area of migration policy (see for example Broeders, 2007). 

Furthermore, since the scope of the analysis focused upon the EU level, rather than 

the Member State level, it did not capture national-level debates about digital sovereignty 

and/or geopolitics in depth. While Chapters 5 and 6 explored horizontal and vertical 

contestation in various EU cyber policymaking contexts, as well as the strategic (national) 

discourses of more capable EU member states (e.g. the UK during its membership, France, 

and Germany), they focused upon specific policy areas, not on the wider national contexts 

per se. These articles have also recognized the potential significance of Member State 

‘uploading’ to the EU policy level, while maintaining the rationale for approaching their 

research questions from the perspective of an EU-level external action context (for further 

discussion, see Chapter 3).  

A Member State-forward approach, in turn, would have likely captured more 

intergovernmental bargaining dynamics relevant to evolving relationship between 

geostrategic tools in and through cyberspace, as well as their varied application. For 

 
71 As noted in Chapter 3, EU external action entails six policy dimensions: commercial (trade) policy; 
development cooperation; economic, financial and technical cooperation with non-EU countries; humanitarian 
aid, the common foreign, security and defence policies (CFSP and CSDP); and the external dimension of other 
EU internal policies (e.g; migration). 
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example, examining the extent to which certain cyber policy ideas have been ‘uploaded’ to 

the EU supranational context, and their relationship to the EU’s evolving engagement with 

geostrategic concepts in and through cyberspace, would be a valuable complement to this 

research, and could contribute to developing and testing out several EU-level institutional 

and ideational dynamics identified by Chapters 5 and 6. Potentially, such an approach could 

reveal more insights about the relationship between member state and European 

sovereignty(ies), as opposed to the EU’s role as a sui generis global cyber actor, which is an 

adjacent question and phenomenon explored by this study. Therefore, focusing upon 

Member State perspectives and spotlighting the vertical dimensions of EU cyber 

governance, for example, would also be complementary to this study and it represents a 

promising area for future research. 

On a similar note, the dissertation’s empirical coverage largely omitted the practical 

transposition or implementation of EU policies into national contexts, which could serve as 

an alternative measure of examining EU digital sovereignty measures in practice and at the 

Member State level. Rather, the dissertation was primarily concerned with the meaning and 

evolution of (geo)strategic concepts, such as digital sovereignty, weaponized digital 

interdependence, and networked competition, and their association with/to cyberspace and 

cyber issues in different policy areas.   

Given the dissertation’s primary research objectives, the transposition and 

effectiveness of EU cyber policies were often (but not completely) outside of the primary 

scope of the dissertation’s research aims for several reasons. First, the thesis focused heavily 

upon the EU’s external action policy domain (or indeed US and Chinese foreign policy 

developments), including digital development, which often transcended the scope of EU 

domestic implementation (as in Chapter 4). Second, some of the developments examined by 

the chapters are too recent (e.g. in Chapters 4 and 5) to draw credible conclusions about the 
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effectiveness or implementation of these policy instruments. Third, evaluating the 

effectiveness of EU policy changes at the Member State level is further hindered by the 

reality that the strategic concepts goals (sometimes) associated with EU cybersecurity 

policies, such as digital sovereignty discourse, and/or distinctions between ‘cyber’ versus 

‘digital’ development issues, vary in meaning across trans/national contexts (see Chapters 4 

and 5; see also Rone, 2024). Both of these factors makes it difficult to predict how such 

policies may be implemented or conceptualized across different policy contexts and over 

time. Nonetheless, the thesis did explore these issues with respect to earlier/past EU cyber 

policies, where relevant.72  

Furthermore, the thesis did not explore EU-NATO relations in depth, which could 

serve as both a research limitation and a future opportunity for further study. The thesis did 

not squarely focus upon cyber defence issues, but rather several other areas of EU external 

action (including CFSP), there is a high degree of overlap in European states’ membership 

in NATO and the EU, respectively. Additionally, there is considerable diplomatic overlap 

between EU-US transatlantic relations on tech-related issues and EU-US cooperation in 

NATO. As noted in Chapters 5 and 6, the EU and the US have longstanding relationships in 

the areas of cybersecurity and technology, whereby the US has been considered for a long 

time the EU’s closest partner on cyber issues. Further research could be placed upon EU-

NATO relations, particularly in the context of cyber defence—an area of EU external action 

that was not examined in depth by this thesis. 

 
72 Leveraging primary source documents and elite interviews, Chapter 6 explored the vertical and horizontal 
contestation over the development of the EU’s strategic approach to cyberspace over time (beginning in the 
2010s). These issues were approached from the perspective of competing discourses and perspectives of the 
EU’s role and capacity to act in and through cyberspace, in line with the paper’s exploration of the relationship 
between the EU’s sense of self and its changing engagement with spatial (b)ordering moves in and through 
cyberspace over time. 
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Here, it is further worth noting that, while NATO is a transatlantic security alliance, 

the EU’s external action approach to global cyberspace transcends the ‘hard’ security context 

and intergovernmental decision-making within the NATO framework. Nevertheless, it is 

possible that socialization between non-EU states in NATO and EU Member States may 

affect the development of EU cybersecurity policy. Given the relevance of institutional 

context identified by Chapter 5 in the formation of the EU’s geostrategic approach to 

cyberspace, I would expect that the influence of NATO-based socialization on the EU’s 

approach to cyberspace is likely to be stronger in the area of cyber defence than other areas 

of cyber-relevant foreign policy, although this requires further research. Alternatively, EU-

NATO relations could also serve as an external shock or relational influence upon the EU’s 

geostrategic self-positioning in and through cyberspace. In this regard, EU-NATO 

cooperation should not be dismissed an influence on the EU’s global approach to cyberspace, 

and it represents an important area for future analysis. 

Consequently, the findings of the thesis should not be decontextualized for the 

purposes of drawing wider conclusions about the future of EU-NATO relations in and 

through cyberspace. After all, the findings of this thesis have demonstrated the complexity 

of EU-US transatlantic relations across different cyber-relevant foreign policy areas. As 

Chapter 4 demonstrated, the EU and the US have competed in the context of digital 

development, advancing competing capacity building assistance frameworks, including at 

the governance and sectoral/skills building levels geared towards promoting ‘European’ or 

‘American’ approaches. At the same time, Chapters 5 and 6 evidenced how EU-US 

diplomatic relations, including partnerships in cyber relevant issue areas, have long been 

integral to the EU’s positioning as a global (cyber) actor. These dynamics overlap with the 

wider strategic context, including relations within NATO. However, the distinctive effect of 

EU-NATO relations on the EU’s geostrategic approach remains difficult to disentangle.  
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In sum, by shedding further light on several under-researched policy areas, including 

capacity building assistance and the development of the EU’s cyber strategies over time, the 

preceding chapters sought to challenge existing accounts and draw out wider insights about 

the drivers and key discourses, practices, and instruments underlying geostrategic behaviour 

in and through cyberspace. However, they do not provide an all-encompassing view of all 

possible variants of geostrategic behaviour in and through cyberspace. Overall, the articles 

privileged greater depth of focus and empirical richness over breadth (oriented around better 

understanding the nature of geostrategic behaviour in overlooked foreign policy contexts), 

which led to some compromises on generalizability, as discussed more specifically in the 

articles.73 By the same token, this thesis introduces multiple fruitful pathways for future 

research, and its insights may help us to approach and understand future global trends. 

Below, I further highlight five promising research avenues. 

7.4. Avenues for future research and recent global trends 
The findings of this thesis reveal five fruitful avenues for future research in IR 

regarding the nature of geopolitical competition in the digital age, and the EU’s role as a 

global actor. Foremost, Chapter 4’s research on the African digital development context 

demonstrated how so-called “peripheral” areas of the network have played a significant role 

in the dynamics of great power competition in the digital domain. This study provides a clear 

 
73 As discussed in the articles in more detail. For example, Chapter 4’s theoretical framework is premised 
strongly upon the supply-side dynamics of digital development. On the one hand, it revealed greater insights 
about the convergence of cybersecurity issues, digital development policy, and strategic competition in the 
context of EU, US, and Chinese assistance provisions towards African states. Due to scope and length 
constraints, the article therefore offered a limited view of demand-side or beneficiary perspectives towards 
such assistance. Accordingly, further research could apply and adapt the article’s theoretical framework to 
other country contexts, especially in terms of the recipient side to digital development. Separately, Chapter 5 
engaged ‘explaining-outcome process tracing’, or an abductive, eclectic, and bottom-up method, in which the 
researcher begins with an outcome and recursively examines the evidence to explore which factors appear to 
have driven the phenomenon of interest in each case (Beach & Pedersen, 2019; Haroche, 2022). While this 
approach provides fruitful opportunities to mobilize new theoretical tools to explain complex problems, 
including discourse analysis (Beach and Pedersen, 2019, p. 282, in Haroche, 2022), the generalisability of such 
an approach is limited. Similarly, the empirical focus of Chapter 6’s qualitative-interpretive approach is limited 
to the EU context, as discussed earlier. 
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pathway for future research on geopolitical competition, which has largely privileged ‘great 

power’ contexts, such as ‘decoupling’ the American market from Chinese technologies (e.g. 

Kokas, 2022), over developing parts of global cyberspace. The nexus between geopolitical 

competition, structural and ideational changes to cyberspace, and capacity building 

assistance remains an underexplored area of research, despite its rising global importance as 

a foreign policy tool (see also Collett & Barmpaliou, 2021). Accordingly, further research 

can explore the positioning of developing states and ‘middle powers’ in this context, and 

their perceptions about the strategic import of partnerships in and through cyberspace.  

Considering these developments, another ripe area for further research concerns the 

relationship between capacity building, strategic partnerships, and international security 

governance. Sukumar, Broeders and Kello (2024) have observed elsewhere the rising 

proliferation of ‘informal governance in international cybersecurity’, whereby global actors, 

including states and non-state actors, have preferred informal settings to discuss cyber 

governance issues to formal multilateral cooperation. Notably, Sukumar et al. argued that 

the rise of ‘multipolar geopolitics coinciding with a general decline of formal multilateral 

cooperation’ has served as a major driver of the ‘stickiness’ of informal international 

cybersecurity governance regime (2024, p. 11). They argued that geopolitical tensions, 

including concerns about digital vulnerabilities (as evidenced by the 5G debate) have 

constrained and mediated debates in the UN. How could the increasing strategic salience of 

external capacity building assistance tools—including for geostrategic competition—relate 

to this ‘pervasive informality’ in cyber-IR? As explored in Chapter 4, the Biden 

Administration’s strategy of building ‘digital solidarity’ with other actors—an objective 

primarily pursued through infrastructural and human-centric capacity building efforts (US 
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Department of State, 2024)—evinces a powerful state’s efforts to establish an (informal) 

coalition of like-minded states in the governance of the digital environment.74  

Could the (geopolitical) incentives for informal cooperation, then, have encouraged 

donors to invest more capacity building initiatives to encourage recipients’ (geo)strategic 

alignment? Historically, the EU and the US have rejected formal UN treaties, preferring to 

retain the application of existing law onto cyberspace (Paulus, 2024). Arquilla (2021) argues 

that initially, Washington perceived the creation of formal treaties on cyberspace as 

potentially restricting its potential (future) operational and strategic advantages, including 

the possibility of offensive cyber capabilities. By contrast, China and Russia have advocated 

the importance of ‘cyber sovereignty’ and state-based control over internet content, 

infrastructure, and seek to secure a binding treaty—‘primarily to constrain US and allied 

capabilities in this domain’ (Sukumar et al., 2024, p. 14). Accordingly, the recent release of 

the UN Treaty on Cybercrime, initiated by Russia, potentially poses a further challenge to 

US and EU efforts to promote their historically preferred Budapest Convention on 

Cybercrime as the global model for cybercrime governance (which Russia has opposed). 

Given that this treaty covered only cybercrime, however vaguely defined, these 

developments may further incentivize the EU and the US to more actively promote their 

preferred approaches to other cybersecurity issues in informal settings, as a means of 

balancing against states which seek to pursue formally binding arrangements (such as Russia 

and China).  

 
74 Under the Biden Administration’s approach, the government claimed to be ‘rallying coalitions of 
governments, businesses, and civil society to shape the digital revolution at every level of the technology 
“stack” – from building subsea cables and telecommunication networks, to deploying cloud services and 
trustworthy artificial intelligence, to promoting rights-respecting data governance and norms of responsible 
state behavior,’ (US Department of State, 2024, p. 4). Notably, while there have been stark cutbacks in USAID 
funding under the 2024 Trump Administration, the US State Department appears to have retained its 
International Cyberspace & Digital Policy Strategy of ‘Building Digital Solidarity’ (2024) from the Biden 
Administration, at least in name.  
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However, even for ‘other-minded’ states, such as China, and ‘non-aligned’ countries, 

as African countries have been recently characterized (Reddy, 2021), informal governance 

arrangements enable actors to engage in issue linkages, partake in forum shopping, and 

introduce new discussions on rules which might be curtailed in formal settings (Sukumar et 

al., 2024, p. 33). Indeed, as Chapter 4 demonstrated, capacity building instruments and 

approaches are not only confined to the West, but they have increasingly pervaded Chinese 

official discourses about digital development and cybersecurity. Indeed, the demand for 

digital development—and opportunities to supply capacity building assistance—have 

provided another forum for ideational and infrastructural competition. Given these wider 

developments, further research could valuable explore how and why capacity building 

assistance could contribute to the ‘persistence of informality’ in international cybersecurity 

governance (as put by Sukumar et al., 2024).  

Separately, at the EU supranational level, this thesis focused upon several significant 

dimensions to the EU’s contemporary geostrategic approach in and through cyberspace, as 

important pillars to the wider EU’s strategic and foreign policy priorities in the ‘Digital 

Decade’ (Barrinha & Christou, 2022; Bellanova et al., 2022; Falkner et al., 2024). However, 

as EU external action policies towards cyberspace are transversal and continue to proliferate 

across a range of issue areas (Falkner et al., 2024), the EU’s emerging actorness in 

cyberspace will continue to offer ripe opportunities for empirical studies regarding the 

drivers of EU policy changes in this field, perhaps by testing the drivers of change identified 

in Chapter 5 in new policy contexts. Several promising areas are in cloud computing, 

cyber/space integration, public-private partnerships for internal and external capacity 

building, and making digital infrastructure ‘secure by design’ in line with the EU’s recent 

policies on Cyber Resilience and Cyber Solidarity (2024). 
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Regarding discursive change, further studies could examine in greater depth how 

varying national (territorial) approaches to sovereignty in and through cyberspace have 

implicated the formation of the EU’s high-level geostrategic ambitions. Chapter 6 explored 

how, over time, vertical dissensus between Member States and EU supranational institutions 

gradually accommodated for an EU global role in and through cyberspace. EU institutions 

were able to make the case for EU involvement to EU constituents by linking the Union’s 

empowerment to the cross-border, interdependent context of cybersecurity threats and their 

perceived relevance to the Union’s capacity to function as a coherent political actor, 

suggesting that ontological security drives underpinning such spatial (b)ordering moves. 

However, as Chapters 5 and 6 emphasized, European sovereigntist concepts have 

also been mobilized by both national governments (e.g Germany and France) and ‘uploaded’ 

to the supranational context to promote internal Europe coherence and cohesion vis-à-vis 

others and to diplomatically differentiate the Union’s approach to global affairs from 

Washington (see also Csernatoni, 2022). These observations leave room for further 

examination of the national context, including relatively cyber mature countries with explicit 

yet distinct digital sovereignty mandates, such as Estonia, Germany, and France.  

As Chapter 5 noted, the Council of the EU has been divided in terms of what 

‘European sovereignty’ means to the EU’s global positioning and ambitions: whereas some 

Member States understand it as a move towards protectionism and others have rejected this 

‘fortress Europe’ conception and emphasized the importance of openness for European 

sovereignty. The fact that this ambiguity exists is worthy of further scrutiny; it suggests that 

Member State Representatives and EU officials have not established a clear distinction 

between European sovereignty and EUropean sovereignty. While the agent of sovereign 

control may be complementary across national and supranational bodies (Floridi, 2020), 

such contestation may also reflect, as Bickerton et al (2022) argue, vertical and horizontal 
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‘sovereignty conflicts’ between EU elites, and/or cross-national variation in public 

conceptions of ‘sovereignty’ as a concept (as discussed in Chapter 5). These ambiguities 

reflect the EU’s longstanding entanglement with Westphalian and post-Westphalian 

concepts. Examining vertical contestation and Member States’ domestic discursive 

environments in more depth would further contribute to our understanding about the EU’s 

development as a coherent geostrategic actor.  Below, I consider how the findings of the 

thesis relate to three general future trends and their implications for two further areas of 

research. 

 

Wider trends and areas for research: the EU and geostrategic competition in an increasingly 
‘multipolar’ digital age 
 

This dissertation underscored the importance of the EU’s relationships with other 

third countries in (re)constructing the Union’s geostrategic approach and for pursuing the 

Union’s geostrategic interests, including in the areas of cyber diplomacy and digital 

development. In particular, the chapters highlighted EU-US relations as a key factor in 

shaping the EU’s global approach, both in terms of transatlantic cooperation (Chapters 5 and 

6) and competition (Chapter 5) in various cyber-relevant policy areas. Strategic partnerships, 

as evidenced by the EU-US bilateral relationship, are both ‘positional’ in that they reinforce 

the EU’s role and wider recognition as a global player and ‘integrative’ as they seek to ensure 

greater coherence between various EU actors in international affairs (Renard, 2018, p. 324). 

Moreover, they can be understood as relevant to Brussels’ efforts to shape the global system, 

particularly in terms of fulfilling the Union’s self-construction as the champion of 

multilateralism, the liberal order, and European values (Flockhart, 2020).  

The increasingly fraught context of transatlantic relations, which have so far shaped 

the EU’s geostrategic approach to cyberspace, may add further momentum to realizing the 

EU’s emerging global strategic ambitions in the future. EU-US relations have been further 
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shaken by the inauguration of Donald Trump in January 2025, which were followed by 

several high-level instances of diplomatic disunity between European allies and Canada on 

the one hand, and the United States on the other. Following the 2025 Munich Security 

Conference, the Trump Administration’s Secretary of Defence announced that the United 

States would no longer prioritize European security and that ‘Europe was retreating from 

some of its most fundamental values […] shared with the USA’ (quoted in Tidey, 2025). This 

may signal a ‘paradigm shift’ in transatlantic security cooperation, in which European 

strategic autonomy—and potentially digital sovereignty—becomes reality by dint of 

Washington’s withdrawal from the continent (see also Bergmann, 2024). Several weeks 

later, President Trump and his vice President, JD Vance, publicly threatened Ukrainian 

President Volodymyr Zelenskyy that he was ‘gambling with world war three’ in a televised 

White House visit (Roth & Gambino, 2025). 

Accordingly, the EU’s role in European security, even within the context of 

cooperation in NATO, could become more prominent with the United States’ potential pivot 

away from Euro-Atlantic security. After all, the early progenitors of today’s European 

Union—the European Coal and Steel Community and the European Atomic Energy 

Community—were founded in 1951 in the wake of a bloody continental war. US withdrawal 

from European security, then, could inspire further strategic economic and security 

cooperation between European Member States, who have received come to regard the Union 

as a ‘power multiplier’ and the mouthpiece of European strategic autonomy and/or 

sovereignty concerns.  

Nearly three years earlier, in March 2022, EU heads of state met ‘informally’ in 

Versailles to ‘take further decisive steps towards building our European sovereignty’ 

(European Council, 2022, p. 3). In what would become known as ‘The Versailles 

Declaration’, EU Member States pledged to reduce the Union’s strategic dependencies 
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across several ‘sensitive areas’: critical raw materials, semi-conductors, digital, health, and 

food (European Council, 2022). The Declaration suggested that measures should be geared 

towards ‘maintaining [Europe’s] technological leadership’ in semiconductors and ‘making 

Europe a leader’ in high technology sectors, such as biomedicine (European Council, 2022, 

pp. 7-8). Further, in 2023, the EU has put in place several recent cybersecurity acts which 

seek to concretize pan-European cybersecurity infrastructure and cooperation, including the 

Cyber Resilience Act, the Cyber Solidarity Act, and the NIS2 Directive (Farrand et al., 2024). 

Enhanced EU-led cooperation in (cyber) defence is suggested, for example, by recent calls 

by the Commission to activate the ‘escape clause’ in the Union’s fiscal rules to ‘substantially’ 

bolster Member States’ investment in defence through an EU defence framework (Tidey, 

2025). 

Equally, however, Trump’s approach to the Russia-Ukraine conflict may spur closer 

European intergovernmental cooperation, particularly between France, Germany, and the 

UK (no longer an EU Member State). Friedrich Merz, Germany’s next chancellor, recently 

expressed that, ‘My absolute priority will be to strengthen Europe as quickly as possible so 

that, step by step, we can really achieve independence from the USA’ (quoted in 

O’Donoghue, 2025)—but that does not mean that such cooperation will take place within 

the EU context. London’s widely speculated role as an emerging ‘bridge’ between the EU 

and the US not only underscores the longstanding importance of the UK in European 

security, but it may become the new fulcrum between two geostrategic blocs: the EU and 

the US. It is too early to tell whether the EU will provide an ‘integrated’ forum for European 

security and defence, in tandem with NATO, or if a British-led European security order will 

define future transatlantic relations (and by extension, the EU’s geostrategic ambitions), 

including in and through cyberspace. Regardless, these developments underscore the value 
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of gaining a deeper understanding of the EU’s geostrategic ambitions and capacities as a 

global actor, including in the context of cyberspace. 

A second general future trend concerns the relationship between private firms, state-

based actors, and the digitalization of geostrategic competition. According to the leader of 

the EU’s diplomatic branch, Josep Borrell, ‘our future will be increasingly digital’, so ‘who 

will lead and set the rules in the digital domain is also a geo-political issue,’ (European Union 

External Action Service, 2023).  Thus, as he concluded in 2023, ‘to be a rule setter, Europe 

must indeed be a tech leader,’ (European Union External Action Service, 2023). Despite the 

EU’s technological sovereignty ambitions, the thesis highlighted the significance of private 

actors in shaping dynamics of geopolitical competition in and through cyberspace. Briefly, 

Chapter 4 theorized that Washington, Beijing, and Brussels’ relationships with private 

intermediaries was one key factor in mediating their choice of capacity building tools for 

pursuing geostrategic influence, alongside cultural and political variables. In turn, Chapters 

5 and 6 highlighted the significance of European policymakers’ concerns about dependence 

upon foreign suppliers (particularly the Chinese state-funded Huawei firm) in shifting 

Member States’ perceptions that the EU could become a ‘welcome player’ in geostrategic 

discussions, paving the way for the popularization of European digital sovereignty 

discourse, as in the context of the 5G Toolbox.  

These findings point to several areas for future research. First, reflecting the recent 

‘infrastructural turn’ in IR (see Broeders et al., 2025), further studies could examine the 

nexus between state-private actor interactions and techno-geopolitical competition in the 

context of global digital infrastructure developments. In this vein, state-based actors have 

increasingly regarded the development, protection, and maintenance of undersea cables as a 

dimension of geopolitical competition and/or strategic escalation (McGeachy, 2021; Bueger 

& Liebetrau, 2021). Indeed, Chapter 4 examined EU, US, and Chinese efforts to compete in 
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providing and funding undersea cable projects that linked their respective geographies to 

African landing sites. However, in such consortia, there is a significant role played by global 

cable companies, as exemplified by China’s state-funded firm, HMN Technologies, in 

constructing the PEACE Cable.  

Government efforts to compete through digital infrastructuring practices may be 

further complicated by mounting efforts by global ‘big tech’ actors (e.g. Microsoft, 

Alphabet, and Amazon) to establish proprietary global digital infrastructure, including 

private undersea cable routes and cloud computing facilities. Whereas private sector 

involvement in undersea cables had been previously populated by ‘highly specialized 

telecommunications companies’, more recently, American big tech actors, particularly cloud 

service providers, have increasingly consolidated their influence over undersea cable 

developments (Bueger & Liebetrau, 2021, p. 405). Accordingly, changing configurations of 

the global internet backbone raise further questions about global power of big tech 

companies in mediating the dynamics of geostrategic competition. In future, countries along 

cable landing routes may be increasingly faced with a choice to opt for private or shared 

public-private cables, raising further questions about how countries perceive the geostrategic 

dimension to digital development. Further, these developments, including the resilience of 

global digital infrastructure, present further questions about the regulation of global data 

flows, having relevance for the EU’s ‘European digital sovereignty’ and/or Russian and 

Chinese ‘cyber sovereignty’ regimes.  

Given the EU’s historical role as a liberal market actor and standard setter, the 

Union’s relationship with both domestic and foreign firms in the ‘Digital Decade’ have 

emerged as a burgeoning area of research (see for example Farrand et al., 2024). This 

research has been important for underscoring the geoeconomic dimensions of the Union’s 

strategic behaviour, although it has left room for making sense of how market logics have 
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been underpinned by the Union’s ontological security drives and its spatial (b)ordering 

moves. This points to a fruitful avenue of further research.  

Indeed, similar discursive moves detailed in Chapters 5 and 6 were employed in the 

European Commission’s 2025 joint communication on ‘Cable Security.’ The Commission 

detailed its proposal to develop a ‘Cable Security Toolbox’, and ‘to fund preparedness 

testing/stress testing of communication cables through the Cyber Solidarity Act’ (2025, p. 

5) in light of recent ‘deliberate hostile acts’ to undersea cables in the Baltic Sea (p.1). 

Recognizing the significant ‘cross-border’ and ‘economic relevance’ of these cables, and the 

continent’s reliance upon the infrastructure for 99% of its internet traffic, the Commission 

underscored the necessity of EU level action to protect the EU’s strategic interests (p.1). 

There is ample room to further explore how the EU’s efforts to spatially (b)order global 

digital networks have been shaped by its interactions with the private sector and its self-

construction as a geostrategic actor. As geopolitical competition continues to unfold in and 

through cyberspace, EU spatial (b)ordering practices are likely to be a defining characteristic 

of the EU’s external action beyond the current ‘Digital Decade.’ 

 

Chapter conclusion 

Geostrategic competition has emerged as a global development in and through 

cyberspace, generating imperatives for cyber-IR to make sense of its underlying 

foundations, drivers, and characteristics. This thesis has offered the first attempt to 

understand the co-constitution of cyber policies and geostrategic competition in the digital 

age from the perspective of the European Union’s evolving external action approach. As I 

argued in this chapter, this study has laid the theoretical and empirical groundwork for 

developing an emerging framework on capacity-based foundations of cyber power, 

contributing to several important IR debates, and generated pathways for future research.  
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Conceivably, these research areas could be fruitfully examined by leveraging and 

refining the theoretical tools proposed earlier in this chapter. For example, a capacity-

oriented approach can open up further opportunities for engagement with IR theories and/or 

insights which have remained on the margins of mainstream cyber-geopolitics research, 

including ontological security studies, as explored in Chapter 6. Equally, this approach has 

the potential to bring together largely siloed literatures relevant to cyber-IR. Examining 

capacity building assistance for digital development, as I explored in Chapter 4, provided a 

fruitful avenue to engage arguments in cybersecurity studies with scholarship in 

international political economy scholarship and security cooperation. Accordingly, a 

capacity-oriented approach could help to drive further theoretical innovation and/or 

knowledge creation in cyber-IR, including beyond this thesis. Future studies could examine 

the extent to which cyber and digital capacity have become fulcra for a government’s 

capacity to project power within the context of rising private sector influence, shifting 

transatlantic relations, and a fragmenting multipolar global order pervaded by informal 

governance, strategic uncertainty, and digital interdependence.  

Geostrategic behaviour in and through cyberspace have been characterized by 

evolving patterns of liminality and spatial (b)ordering. By mobilizing critical geopolitics, 

ontological (security), and capacity-oriented tools, we can better understand the constitutive 

ideas, institutions, and technologies which have made such dynamics ‘virtually conceivable’ 

in cyberspace. From a policy standpoint, this suggests that practitioners should consider a 

multidimensional perspective to cyber power: one which does not only privilege investment 

in cyber capabilities, but a capacity-oriented approach geared towards human expertise, 

strategic adaptation, and the ability to diffuse and integrate digital technologies into existing 

socio-technical infrastructures. 
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