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Abstract

Central bank digital currencies (CBDC), i.e., electronic cash issued by central banks, are currently being
developed and tested in several countries, including the European Union, Canada, China, India and Australia,
and will likely become widely available for individuals and businesses in the coming years. In this Perspective,
we argue that, if well-designed, CBDCs could provide significant opportunities for energy system innovation
and net-zero transition, while addressing certain risks associated with digital cash. We propose a blueprint
of a future energy system fully integrated with CBDCs, focusing on energy markets, carbon markets, and
energy project financing. We show how this integration could increase transparency, reduce costs, trigger
bottom-up citizen-driven energy initiatives, facilitate whole-system regulatory oversight, enhance carbon
tracking and trading, and support energy project financing, creating a wealth of opportunities for innovation,
financial inclusion in energy investment, and energy consumer engagement. We conclude by identifying
major sources of risk and policy implications.
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1. Introduction

In October 2020, the Bahamas was the first state to introduce a central bank digital currency (CBDC)?, i.e.
electronic cash issued by a central bank to complement physical banknotes. Since then, ten additional
countries, including Nigeria, Jamaica, and several Eastern Caribbean states have adopted CBDCs, while 15
other nations are currently running pilot projects®. The largest trial is ongoing in China, where the central
bank has been testing the digital renminbi in several regions since April 2021. It has already totalled 360
million transactions, worth almost $14 billion3. Other countries, such as Canada, India, and Australia are
currently developing their CBDC, while the European central bank (ECB) expects to move to the
implementation phase of the digital Euro by the end of 2023%.

CBDCs can be centralised® or decentralised®. Centralised solutions can achieve greater transaction
throughput and easier interoperability’, while decentralised approaches may offer better resilience (being
distributed systems), and if implemented through blockchains, they can leverage the programmability of
smart contracts to unlock innovation® and facilitate integration within newer contexts like the ‘Internet of
Things’®. For these reasons, this Perspective focuses on blockchain-based CBDCs.

A blockchain is a cryptographically secure distributed ledger that ensures data integrity, system
resilience, and payment traceability'®. Recent technical solutions, such as permissioned blockchains!, also
allow individual privacy and transactional transparency to be balanced. For example, companies may only be
allowed to access data related to their own transactions, while regulators could monitor all transactions to
improve market oversight and prevent financial crimes. Despite being implemented through blockchains,
CBDCs significantly differ from cryptocurrencies such as Bitcoin, as only the former are legal tender®?, i.e.
CBDCs are recognised as cash equivalent by law and cannot be refused as a payment instrument. They also
differ from stablecoins, i.e. cryptocurrencies allegedly pegged by deposits held by private companies, as
these may not guarantee convertibility back to banknotes. By contrast, a CBDC is backed by a central bank,
which can always ensure one-to-one convertibility back to physical cash (as a central bank can always print
physical money if required). The presence of a central bank is, therefore, an essential element that ensures
trust in currency creation and its value, as well as convertibility to cash. Finally, CBDCs differ from electronic
payment systems, such as credit and debit cards, as these instruments are issued and backed by commercial
banks.

Note that a CBDC could exist alongside physical cash and other electronic means of payment, offering
additional freedom of choice to end users. However, as we enter the digital era, a CBDC might represent a
key step forward in the evolution of currencies. A CBDC is a secure medium that can potentially be used in
any digital payment (even in remote areas not served by traditional banking infrastructure, which would help
increase inclusiveness)'®. Compared to physical cash, a CBDC can offer enhanced security features, reducing
the risk of counterfeiting and illicit financial activities'*. It can also provide central banks with additional
monetary policy tools, as they would have more direct control over the money supply and would be able to
implement innovative monetary policies, such as helicopter drops®, to stimulate economic activity or control
inflation. Embracing blockchain technology for CBDCs would also allow central banks to stay at the forefront
of technological innovation in the financial sector, as this would enable new possibilities for digital finance,
while maintaining sovereignty over their currency and payment systems, which would also help mitigate the
risks associated with the rise of private cryptocurrencies®!’. Moreover, as detailed in Section 3, the presence
of a CBDC can enable automated and programmable transactions, which could streamline processes such as
supply chain finance®®, cross-border trades!® and contract settlements® (including in energy markets??).

In this Perspective, we argue that, if well-designed, blockchain-based CBDCs could provide significant
opportunities to enhance the functioning of energy systems. We discuss potential benefits and risks, and
propose a blueprint for a future energy system fully integrated with a central bank’s blockchain, showing
how this could create synergies. In detail, we focus on how the existence of a CBDC, supported by a



blockchain operated by a central bank, can foster an ecosystem that can improve the functioning of (i)
national and local energy markets, (ii) carbon markets, (iii) regulatory oversight, and (iv) energy project
financing, creating a wealth of opportunities for innovation, financial inclusion in energy investments, and
consumer engagement into energy systems.

2. Areview of the concepts of blockchain, smart contracts and layer-two blockchains

The idea of digital cash is not new, and can be traced back to the 80s%2. However, it was only in 2008 that a
breakthrough was achieved, which solved the problem of double spending in decentralised electronic-cash
systems. This was achieved by storing all transaction data in blocks, and then cryptographically linking them
together, creating a chain of blocks, i.e. a blockchain?3. This ensures security and data integrity of the whole
blockchain. It also implies that once appended, blocks become inherently tamper-proof and immutable.

The next major innovation was creating blockchains capable of fully supporting the execution of
programs of arbitrary complexity, termed smart contracts®*. A smart contract is a program that encapsulates
an agreement between parties, and the code to self-enforce its terms. This means that once triggered, a
smart contract can autonomously execute the agreement’s business logic without any intermediary,
significantly reducing transaction costs. Smart contracts are stored in the blockchain’s blocks, making them
inherently tamper-proof.

Blockchains have several important properties, which include: (i) transaction traceability and
transparency, while allowing user privacy, thanks to permissioned blockchains; (ii) immutability and security,
as transactions cannot be altered once added to a blockchain; (iii) cost-savings, as smart contracts can
execute agreements without the need for third parties, such as clearing houses, reducing fees and overheads;
and (iv) resilience, as a blockchain network is a decentralised system run by several nodes, each holding the
exact copy of the blockchain data, which removes the need of a central database, and ensures the functioning
of the overall system even if some nodes malfunction™.

Thanks to these properties, blockchain-based solutions leveraging smart contracts have been
increasingly proposed?~?°, particularly in energy systems3%3! for example, for peer-to-peer energy trading2.
Adopting CBDCs can help improve these tools, as a CBDC can provide a secure and stable means of
transaction. This would remove the need to rely on cryptocurrencies, such as Bitcoin or Ether (which would
require hedging price risk33), and private stablecoins that could expose users to liquidity and credit risks*.

However, current blockchain technologies have at least two major issues. The first is high energy
consumption, which can lead to high carbon emissions. It has been estimated that Bitcoin emissions are
comparable to those of Jordan and Sri Lanka®®. However, this issue can be partially addressed by adopting
less energy intense algorithms. For example, the Ethereum network reduced its power consumption by
99.95% (from 5.13 GW to 2.62 MW?>®) by switching from proof-of-work to proof-of-stake consensus method
in September 2022%. Moreover, recently proposed techniques can further help decrease energy
consumption and improve computation speed, for example through “sharding”, where network nodes are
split into subsets (“shards”), and only one of them actually processes a transaction®®*, Additional
improvements can be obtained by reducing redundancy, e.g., by adopting zero-knowledge proof consensus
methods*. This shows that while criticisms of the energy consumption of blockchains, such as Bitcoin, are
empirically substantiated and widely justified, they should not be generalised to all blockchains, as this
inevitably hinders technological advancements and inhibits their uptake3%2, The second problem is
Scalability, as a CBDC'’s blockchain should be able to execute hundreds of thousands of transactions per
second (TPS). As a comparison, the Bitcoin blockchain can process up to 7 TPS, and Ethereum around 15
TPS¥. Permissioned blockchains, such as Hyperledger Fabric, can reach 2,000 TPS*, which however is still
well below the 300,000 TPS that are considered required, for example, by China’s central bank*. This may



also worsen the energy consumption problem, suggesting that even more efficient algorithms are required®.
One of the possible approaches to solve the scalability problem is the introduction of layer 2 (L2)
blockchains®. An L2 can be regarded as a complementary blockchain that extends the original one, referred
to as layer 1 (L1). An L2 can gather and execute transactions autonomously (therefore offloading a significant
part of the computation burden of the original L1 blockchain?’), and then write inputs and results back to L1.
Once data and results are added to the L1 blockchain, they acquire its properties, including security and
transparency. Moreover, as both data and results are returned, these can be easily verified if required. L2
blockchains are effective tools to take the computation burden away from the L1, which in turn becomes less
congested, making the overall architecture more scalable. We will leverage this hierarchical structure to
design an L2 blockchain-based energy system, fully integrated with a central bank’s L1 blockchain created to
issue a digital currency. Recently, reference *® outlined a potential structure for a CBDC based on a lower-
level core infrastructure operated by the central bank, an intermediary operational layer and a final end-user
layer for retail operations, without however providing details on potential implementations or connections
with the energy system. Similarly, both works in **° proposed a high-level implantation of a CBDC based on
a two-layer framework, without however discussing the potential extension to energy systems.

3. A blueprint for a future energy system fully integrated with central bank digital currencies

Here, we compare the ecosystem (including national and local electricity markets, carbon markets, regulatory
oversight, and energy project financing) and the functioning of energy systems under three different
paradigms: (i) current state without CBDCs; (ii) introducing CBDCs without further changes; and (iii) an L2
blockchain-based energy system fully integrated with a CBDC’s L1 blockchain.

3.1. An example of the current energy system structure



Figure 1 shows an example of the current energy system structure, where CBDCs are not yet present, with a
focus on energy markets, carbon markets, and investments. Energy markets include wholesale (where the
bulk of energy is traded), and balancing mechanisms, whose purpose is to offset demand and supply
imbalances near to real-time. Other markets may also be present, such as forward markets for long-term
trading and hedging, auctions to provide capacity and ancillary services, as well as over-the-counter bilateral
contracts struck outside regulated exchanges. The set of participants that can directly access these markets
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Figure 1. A high-level architectural schematic of current liberalised energy systems where CBDCs are not yet present.

is often limited to retailers’ suppliers, large consumers (e.g. smelters), and power plants. Small users (e.g.
households and small businesses) are excluded due to their limited size, and can only participate if a third
party, commonly referred to as aggregator®, collects and aggregates their bids. However, aggregators are
for-profit companies, which means that they do not necessarily pursue the same interests of small users.
Cooperation between people at the local level can be achieved e.g. through the recently introduced citizen
energy communities®?, even though their adoption is not yet widespread due to barriers such as transaction
costs®3, and lack of trust and transparency>. Generation investments are performed mainly by large
investors, while small-user coordination and participation in energy investments and trials, while successful
in some areas of Canada, the US, the UK, Denmark and Germany>>, is far from being the dominant investment
paradigm. The next key component is represented by carbon markets, also referred to as emission trading
systems (ETS). ETS can be mandatory, as the European Union’s cap-and-trade scheme, or voluntary, as in the
majority of the USA®®. ETS allow businesses to trade (i) carbon credits (also termed carbon allowances), which
give them the right to emit carbon dioxide; and (ii) carbon offsets, i.e. certified emission avoidance or
reduction, resulting from activities such as investments in renewable energy projects, improving energy
efficiency, reforestation, and carbon capture and sequestration®’. Finally, all financial transactions are backed



by the payment and settlement system, which is a network of institutions (including central banks) and
arrangements required for transferring funds and assets, and ensuring their safekeeping®®.

3.2. An energy system after the introduction of CBDCs

Figure 2 outlines an example of an energy system after the introduction of CBDCs, where transactions and
payments are settled through the central bank’s blockchain. Here, we assume that the usage of blockchains
does not spread to the whole energy ecosystem. This may represent a transitional phase, for example, soon
after the introduction of a CBDC, which could be followed by a period where blockchain-based technologies
permeate the wider energy system, or may represent the final state with no further major changes (e.g. due
to regulatory restrictions). Even without wider changes, this state can offer benefits compared to the existing
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Figure 2. The figure depicts an example of an energy system after the introduction of CBDCs. Here, we assume that blockchain
technologies are not adopted by other system components.

one, for (at least) three reasons. First, current payment and settlement systems are centralised, which means
that critical failures can severely compromise their functioning. For example, in October 2020, the ECB’s
architecture used to settle transactions in all the euro area was subject to a severe disruption due to a
technical malfunction, leaving banks unable to process payments and securities trades for almost 11 hours>.
Similarly, in 2014 the payment system of the Bank of England suffered a 9-hour outage®. Adopting blockchain
technologies can increase the resilience of these systems, as a blockchain is a cryptographically-secure
distributed ledger, where each node holds an exact copy of the data. This means that even if some nodes
malfunction, the overall architecture will continue to work. Second, in 2020, the ECB printed more than 5.5
billion banknotes and the US Federal Reserve almost 9 billion**, which then must be physically transported
to commercial banks, and stored in ATMs that run 24/7. This process has a significant carbon footprint®:,



which could be reduced by adopting CBDCs supported by non-energy-intense blockchain technologies®
Finally, creating a payment system that runs on blockchains can help reduce transaction fees and facilitate
financial inclusion, giving more people access to banking services®. This can facilitate their engagement in
energy systems and help identify disadvantaged groups, such as those living in energy poverty.

3.3. The proposed blockchain-based energy system fully integrated with CBDCs
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Figure 3. The figure outlines the structure of the proposed energy system, where L2 blockchain technologies permeate all
components of the system, and are fully integrated with the central bank’s L1 blockchain that supports the CBDC.
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The previous section highlighted some of the potential benefits of introducing CBDCs. However, we argue
that significantly more value could be unlocked from the energy system if: (i) blockchain technologies would
diffuse to all its components; and (ii) these blockchains could be connected to a (lower-level) central bank’s
blockchain that supports the CBDC. The presence of a central bank is an essential component, and one of the
keystones of the proposed architecture. It represents the authoritative and trustworthy institution that
provides the foundation layer supporting the overall structure, and that can always ensure the one-to-one



convertibility between the digital cash of the energy system transactions and physical banknotes, which
cannot be guaranteed by private institutions or commercial banks issuing stablecoins.

The proposed blockchain-based energy system, fully integrated with CBDCs, is outlined in Figure 3. We
leverage the L2-L1 concept to propose a hierarchical structure, where (upper-lever) L2 blockchains are used
to operate the energy market, carbon market, and energy finance layers. These return transaction data
(including inputs and results to make them verifiable) to L1 for settlement and payment, where the L1
represents the (lower-level) central bank’s blockchain that manages the CBDC. This architecture ensures
scalability, freedom to innovate, and independence of each component, while leveraging the central bank’s
blockchain that provides: (i) the stable currency; (ii) the trustworthy and resilient base layer; (iii) transparent
and secure payment and settlement procedures with no intermediaries, reducing fees and overheads; and
(iv) the capability of verifying L2 transactions if required. A key enabler of the proposed structure is the
increasing availability of blockchain-enabled internet of things devices®, also termed “blockchain of things”®®.
They are appliances, such as carbon emission sensors and smart meters, connected over the internet that
can directly interact with blockchains.

Box 1 — An example of on-demand provision of energy flexibility services with CBDCs
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(step 1)' which in turn makes the Figure 4. An example of on-demand provision of energy flexibility services with CBDCs.

request available to all blockchain users. In response (step 2), households submit their bids to the smart
contract (which can e.g. aggregate them if these are too small to participate in national-scale markets). The
ESO can directly observe all available bids thanks to the transparency offered by blockchains. At gate closure
(step 3), the ESO communicates the bids’ acceptance to the smart contract, which broadcasts this
information to the households. At delivery time (step 4), the smart meters transmit the actual energy
utilisation to the smart contract, which (step 5) automatically enforces the service agreement's terms (such
as penalties for under-delivery) to determine the net payment. Finally (step 6), the payments are settled by
the L1 using the CBDC. No third parties are involved in this process, removing fees and overheads, and
regulators can oversee each step thanks to the transparency offered by blockchains.




The proposed architecture could help address some of the current challenges in energy systems and unlock
value in several ways. For example, energy markets can substantially benefit from small users’ engagement,
as they could provide valuable services such as flexibility®®®°. However, barriers to engagement (particularly
to create local energy initiatives) include a lack of trust and transparency, and high transaction costs®*. An L2
blockchain could help address these problems. For example, a smart contract could aggregate bids from users
too small to participate in national-scale markets, replacing for-profit aggregators, and increasing the value
and liquidity for spare power capacity’® (see Box 1). This may also encourage consumers’ participation in
peer-to-peer energy projects’! and citizen-led energy communities’?. Citizens could be directly involved in
decision-making processes leveraging smart contracts for voting’®. This would enable the creation of a
community-driven bottom-up energy system that could lead to the co-creation of value and more energy-
just platforms’, increasing trust, project acceptance, and fostering further investments’. These systems
could be self-operated thanks to smart contracts, which would reduce costs and avoid reliance on third
parties. All financial transactions (e.g. in citizen-led energy communities) would be settled by the central
bank’s L1 blockchain using the CBDC, increasing trust, security, and transparency. Regulators could leverage
transparency and traceability to easily access data at each transaction stage and for each energy system
component, enabling whole-system oversight.

Box 2 — An example of a voluntary market for carbon offsets with CBDCs
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immutability and transparency offered by the L2 blockchain (step 3). The smart contract would automatically
match the proposals (step 4), and their payments would be settled by the L1 blockchain using the CBDC (Step
5). Notice that the L1 blockchain can store L2 data, which could include the carbon permit balance of each
participant, and L1 blockchains could be linked together, creating a secure, authoritative and trustworthy
international network of reliable data that might help avoid double counting.




Carbon markets could also benefit from the proposed architecture. Openissues in carbon trading which could
be addressed include’’”: (i) improving transparency and traceability in voluntary markets; (ii) reducing
transaction costs and streamlining multiparty processes; (iii) avoiding double counting; and (iv) linking
different markets. An L2 blockchain could ensure traceability and transparency in these systems, and smart
contracts could help reduce transaction costs and facilitate the exchange of carbon permits between
different markets, whose payments would then be settled and recorded by the central bank’s L1 blockchain,
helping to avoid double counting (see Box 2). Existing blockchain-based solutions for carbon trading’® could
be linked to the same L1 blockchain to achieve interoperability.

In terms of energy investments, reduced transaction costs, full transparency, and the programmability
offered by blockchain technologies and smart contracts could help foster the financial inclusion of small
investors in large-scale energy projects. For example, a smart contract could embed the business logic of
project finance tools to help pool investors in community-based trust funds’®, or create special purpose
vehicles (SPV)¥ to issue and manage asset-backed tranches differentiated by risk profiles, reducing fees and
overheads. Small investors could directly invest in these instruments to fund, e.g., renewable energy projects
and community energy initiatives®! (see Box 3). The ECB currently obliges SPV originators to disclose data on
a quarterly basis®?. A blockchain-based system would allow participants to have real-time and simultaneous
access to all money flows, removing delays and information asymmetries, and significantly improving
transparency, which in turn would help reduce projects’ financing costs®.

Box 3 — An example of blockchain-based energy project financing with CBDCs
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4), which would share them among the investors according to the financial agreement’s terms (step 5), whose
actual payments would be settled by using the CBDC (step 6). This architecture ensures full transparency and
can significantly reduce reliance on third parties, decreasing fees and overheads.




4. Risks and policy implications

The proposed framework can stimulate innovation but also carries significant risks. First, blockchain
transparency and traceability can give governments access to all transaction data and related personal
information, with potentially no limit on the level of control they could exert on people®. Even if robust legal
protections are put in place, without technical mechanisms which limit government data gathering and/or
access there is a major risk due to the potential for misuse and cybersecurity breaches®. In addition, data is
immutable once written in a blockchain, which makes it hard to exercise the “right to be forgotten”8®#,
Second, even if blockchain technologies are transparent and offer innovative instruments such as smart
contracts, in practice the level of sophistication required to actually understand and safely engage with them
could be a barrier®®, and could expose consumers to unintended consequences including financial losses®.
Third, the complexity of blockchain-based systems may unintentionally lead to poor designs (particularly at
the early stages), for example, if single points of failure® are introduced. This would significantly reduce the
resilience offered by decentralised systems such as blockchains, and might cause cascading system failures.
Fourth, private companies may seize the opportunity to develop their own digital currencies, particularly in
the case of central banks’ delay. However, even if regulated by governments®?, private stablecoins might still
bear liquidity and credit risks compared to CBDCs, leading to a more fragmented and fragile monetary
system®2, Fifth, smart contracts can be used to create autonomous corporations that resides in the blockchain
ledger, termed decentralised autonomous organisations (DAQ). These corporations are self-governed by
terms coded in their smart contracts®>, and may have legal status®. This could increase the risk of service
disruption and instability, e.g. in case of software error or security vulnerability®®, which may become
systemic if these organisations become large and interconnected. Moreover, handling disputes and
litigations with such entities could be problematic®. Sixth, the blockchain itself is not capable of observing
anything in the real world. The necessity for blockchain-of-things devices to provide this information
inevitably creates new potential points of failure, and can reintroduce the need for a trusted intermediary to
verify the accuracy of the information put on the blockchain. Seventh, implementing and maintaining a CBDC
system can pose significant operational challenges for central banks due to the need to develop a robust and
scalable infrastructure, manage the transition from cash-based to digital transactions and ensure that the
system is not vulnerable to cyberattacks®’. These potential risks suggest that the proposed blockchain-based
ecosystem requires, as a precondition, the development of a comprehensive legal and regulatory framework,
reflected in the technical implementation of the CBDC, that must guarantee protections, including: (i)
individual privacy, with limits on the level of monitoring and control that governments can exert, and granting
appropriate instruments and power to privacy and data protection ombudsmen; (ii) the separation between
user funds and those of DAOs and companies running blockchain-based services, such as exchange markets®;
and (iii) consumer protection mechanisms to safeguard customers and investors and inform them of risks.
Moreover, a specific smart contract regulator could be introduced (i) to establish a standard set of principles,
minimum requirements, and rules for the functioning and development of smart contracts; (ii) to act as the
reference body for other regulators and policymakers; and (iii) to exert an overarching oversight on the
overall blockchain system®.

5. Conclusion

Several major economies, including the European Union, Canada, Australia, India, and China are currently
developing or testing their CBDCs. This means that the introduction of blockchain-based digital cash backed
by central banks may become a widespread reality in the coming years. If these technologies will diffuse to
the whole energy system, and if well-designed, they may help unlock significant value from these systems,
enhancing their functioning, and creating significant opportunities for innovation. For example, they can help



trigger bottom-up citizen-driven energy initiatives at the local level, increase transparency, and reduce
transaction costs, while facilitating a whole-system regulatory oversight. Advanced carbon emission tracking
and trading schemes could be developed leveraging smart contracts and blockchain-of-things, which could
contribute to increasing transparency, traceability, functionality and interoperability in carbon markets.
Similarly, smart contracts could embed novel business logic to enhance and develop new project finance
tools, helping foster the financial inclusion of small investors currently excluded from large-scale energy
investments.

However, if ill-designed, these technologies could lead to service disruption, financial instability and erosion
of civil rights, ultimately triggering people’s distrust, and wasting an opportunity for innovation. Some
preconditions to help avoid this adverse scenario include the development of a comprehensive regulatory
framework to unlock the potential value of blockchain technologies safely, and thorough research to
investigate and prevent unintended consequences.

Acknowledgements

The present work has been supported by the UK Engineering and Physical Sciences Research Council (EPSRC)
under grants EP/S031901/1 and EP/T028564/1, and by the PNRR funds under grant SOE_0000029 CUP
147G22000430001.

CRediT authorship contribution statement

lacopo Savelli: Conceptualization; Methodology; Data curation; Formal analysis; Software; Writing - Original
Draft. Cameron Hepburn: Conceptualization; Writing - Review & Editing. Thomas Morstyn:
Conceptualization; Methodology; Writing - Review & Editing; Supervision; Project administration; Funding
acquisition.

References

1. Alonso, S. L. N,, Jorge-Vazquez, J. & Forradellas, R. F. R. Central Banks Digital Currency: Detection of
Optimal Countries for the Implementation of a CBDC and the Implication for Payment Industry Open
Innovation. Journal of Open Innovation: Technology, Market, and Complexity 2021, Vol. 7, Page 72 7,
72 (2021).

2. Atlantic Council. Central Bank Digital Currency Tracker.
https://www.atlanticcouncil.org/cbdctracker/ (2022).

3. Reuters. China’s digital currency passes 100 bln yuan in spending.
https://www.reuters.com/markets/currencies/chinas-digital-currency-passes-100-bln-yuan-
spending-pboc-2022-10-13/ (2022).

4. Deutsche Bundesbank. The digital euro — an opportunity for Europe.
https://www.bundesbank.de/en/press/speeches/the-digital-euro-an-opportunity-for-europe-
896814 (2022).



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

Boston FED. Project Hamilton Phase 1 Executive Summary.
https://www.bostonfed.org/publications/one-time-pubs/project-hamilton-phase-1-executive-
summary.aspx (2022).

ECB. Digital Euro Experimentation Scope and Key Learnings.
https://www.ecb.europa.eu/euro/banknotes/research/html/index.en.html#call. (2021).

Zhang, T. & Huang, Z. Blockchain and central bank digital currency. ICT Express 8, 264—270 (2022).

Purusottama, A. & Berenika Kadarusman, Y. Unlocking the Business Model Innovation Potential on a
Public Blockchain Ecosystem: A Critical Realism Approach. International Journal of Applied Business
Research 4, 8499 (2022).

Fernandez-Caramés, T. M. & Fraga-Lamas, P. A Review on the Use of Blockchain for the Internet of
Things. IEEE Access 6,32979-33001 (2018).

Bashir, |. Mastering Blockchain: A Deep Dive into Distributed Ledgers, Consensus Protocols, Smart
Contracts, DApps, Cryptocurrencies, Ethereum, and More. (Packt Publishing, 2020).

Androulaki, E. et al. Hyperledger Fabric: A Distributed Operating System for Permissioned
Blockchains. Proceedings of the 13th EuroSys Conference, EuroSys 2018 2018-January, (2018).

Mancini-Griffoli, T. et al. Casting Light on Central Bank Digital Currency. theblockchaintest.com
https://theblockchaintest.com/uploads/resources/file-313330466933.pdf (2018).

ECB. A Stocktake on the Digital Euro. (2023).

Hansen, T. & Delak, K. Security Considerations for a Central Bank Digital Currency. FEDS Notes 2022,
(2022).

Temperini, J., D’lppoliti, C. & Gobbi, L. Is the time ripe for helicopter money? Growth impact and
financial stability risks of outright monetary transfers. Structural Change and Economic Dynamics 69,
24-36 (2024).

Zatti, F. & Barresi, R. G. Digital Assets and the Law. (Routledge, London, 2023).
doi:10.4324/9781003258261.

Huang, Y. & Mayer, M. Digital currencies, monetary sovereignty, and U.S.—China power competition.
Policy Internet 14, 324-347 (2022).

Deng, L., Li, Y., Wang, S. & Luo, J. The impact of blockchain on optimal incentive contracts for online
supply chain finance. Environmental Science and Pollution Research 30, 12466—12494 (2022).

Bindseil, U., Panetta, F. & Terol, I. Central Bank Digital Currency: Functional Scope, Pricing and
Controls. SSRN Electronic Journal (2021) doi:10.2139/ssrn.3975939.

Shirai, S. Money and Central Bank Digital Currency. SSRN Electronic Journal (2019)
doi:10.2139/ssrn.3362952.

Savelli, I., Bokkisam, H. R., Cuffe, P. & Morstyn, T. On-demand energy flexibility market via smart
contracts to help reduce balancing costs in Great Britain. Energy Econ 126, 106931 (2023).

Chaum, D. BLIND SIGNATURES FOR UNTRACEABLE PAYMENTS. 199-203 (1983) doi:10.1007/978-1-
4757-0602-4_18/COVER.

Nakamoto, S. Bitcoin: A Peer-to-Peer Electronic Cash System. (2008).



24,

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

Buterin, V. Ethereum: A Next-Generation Smart Contract and Decentralized Application Platform.
(2014).

Dal Mas, F., Massaro, M., Ndou, V. & Raguseo, E. Blockchain technologies for sustainability in the
agrifood sector: A literature review of academic research and business perspectives. Technol
Forecast Soc Change 187, 122155 (2023).

Baudier, P., Kondrateva, G. & Ammi, C. Can blockchain enhance motivation to donate: The
moderating impact of religion on donors’ behavior in the USA’s charity organizations. Technol
Forecast Soc Change 191, 122524 (2023).

Onjewu, A. K. E., Walton, N. & Koliousis, I. Blockchain agency theory. Technol Forecast Soc Change
191, 122482 (2023).

Su, D., Zhang, L., Peng, H., Saeidi, P. & Tirkolaee, E. B. Technical challenges of blockchain technology
for sustainable manufacturing paradigm in Industry 4.0 era using a fuzzy decision support system.
Technol Forecast Soc Change 188, 122275 (2023).

Bohmecke-Schwafert, M. & Garcia Moreno, E. Exploring blockchain-based innovations for economic
and sustainable development in the global south: A mixed-method approach based on web mining
and topic modeling. Technol Forecast Soc Change 191, 122446 (2023).

Ante, L., Steinmetz, F. & Fiedler, |. Blockchain and energy: A bibliometric analysis and review.
Renewable and Sustainable Energy Reviews 137, 110597 (2021).

Andoni, M. et al. Blockchain technology in the energy sector: A systematic review of challenges and
opportunities. Renewable and Sustainable Energy Reviews 100, 143-174 (2019).

Mengelkamp, E. et al. Designing microgrid energy markets: A case study: The Brooklyn Microgrid.
Appl Energy 210, 870—880 (2018).

Pal, D. & Mitra, S. K. Hedging bitcoin with other financial assets. Financ Res Lett 30, 30—36 (2019).

Briola, A., Vidal-Tomas, D., Wang, Y. & Aste, T. Anatomy of a Stablecoin’s failure: The Terra-Luna
case. Financ Res Lett 51, 103358 (2023).

Stoll, C., KlaaRen, L. & Gallersdérfer, U. The Carbon Footprint of Bitcoin. Joule 3, 1647-1661 (2019).
FTSE Russell. Proof-of-Stake: A Crypto Path to Lower Energy Consumption and Yield. (2022).
Ethereum Foundation. The Merge. https://ethereum.org/en/upgrades/merge/ (2022).

Sedlmeir, J., Buhl, H. U., Fridgen, G. & Keller, R. The Energy Consumption of Blockchain Technology:
Beyond Myth. Business and Information Systems Engineering 62, 599-608 (2020).

Zheng, P. et al. Meepo: Sharded Consortium Blockchain. in 2021 IEEE 37th International Conference
on Data Engineering (ICDE) 1847-1852 (IEEE, 2021). doi:10.1109/ICDE51399.2021.00165.

Hong, Z. et al. GriDB: Scaling Blockchain Database via Sharding and Off-Chain Cross-Shard
Mechanism. Proceedings of the VLDB Endowment 16, 1685-1698 (2023).

Wen, X. J. et al. Blockchain consensus mechanism based on quantum zero-knowledge proof. Opt
Laser Technol 147, 107693 (2022).

Rieger, A., Roth, T., Sedimeir, J. & Fridgen, G. We need a broader debate on the sustainability of
blockchain. Joule 6, 1137-1141 (2022).



43,

44,

45.

46.

47.

48.

49.

50.

51.

52.

53.

54.

55.

56.

57.

58.

59.

60.

Nakaike, T., Zhang, Q., Ueda, Y., Inagaki, T. & Ohara, M. Hyperledger Fabric Performance
Characterization and Optimization Using GoLevelDB Benchmark. IEEE International Conference on
Blockchain and Cryptocurrency, ICBC 2020 (2020) doi:10.1109/1CBC48266.2020.9169454.

Wagner, E., Bruggink, D. & Benevelli, A. Preparing euro payments for the future: A blueprint for a
digital euro. Journal of Payments Strategy & Systems 165—-187 (2021).

Zeng, W. et al. Evaluation of Energy Consumption in Block-Chains with Proof of Work and Proof of
Stake. J Phys Conf Ser 1584, 012023 (2020).

Sguanci, C., Spatafora, R. & Vergani, A. M. Layer 2 Blockchain Scaling: a Survey. (2021)
doi:10.48550/arxiv.2107.10881.

Boji¢ Burgos, J. & Pustisek, M. Decentralized loT Data Authentication with Signature Aggregation.
Sensors 24, 1037 (2024).

Lavayssiere, X. Central Bank Digital Currencies: the Quest for Public Digital Payment Infrastructures.
SSRN Electronic Journal (2024) doi:10.2139/ssrn.4649480.

Nyffenegger, R. A Proposal for a Layer-2 CBDC on a Rollup. SSRN Electronic Journal (2023)
doi:10.2139/ssrn.4570742.

Gunnarsson, F. O. Skyllian: A flexible layer Il solution for blockchain systems. (Reykjavik University,
2023).

Burger, S., Chaves-Avila, J. P., Batlle, C. & Pérez-Arriaga, |. J. A review of the value of aggregators in
electricity systems. Renewable and Sustainable Energy Reviews 77, 395-405 (2017).

Sokotowski, M. M. Renewable and citizen energy communities in the European Union: how (not) to
regulate community energy in national laws and policies.
https://doi.org/10.1080/02646811.2020.1759247 38, 289—-304 (2020).

Brummer, V. Community energy — benefits and barriers: A comparative literature review of
Community Energy in the UK, Germany and the USA, the benefits it provides for society and the
barriers it faces. Renewable and Sustainable Energy Reviews 94, 187—-196 (2018).

Parrish, B., Heptonstall, P., Gross, R. & Sovacool, B. K. A systematic review of motivations, enablers
and barriers for consumer engagement with residential demand response. Energy Policy 138,
111221 (2020).

Heras-Saizarbitoria, I., Sdez, L., Allur, E. & Morandeira, J. The emergence of renewable energy
cooperatives in Spain: A review. Renewable and Sustainable Energy Reviews 94, 1036-1043 (2018).

Borghesi, S. & Montini, M. The best (and worst) of GHG emission trading systems: Comparing the EU
ETS with its followers. Front Energy Res 4, 27 (2016).

Calel, R. Carbon markets: a historical overview. Wiley Interdiscip Rev Clim Change 4, 107-119 (2013).
ECB. Annual Report. http://www.ecb.int (2004).

WSJ. Europe’s Core Payments Network Disrupted by Technical Malfunction.
https://www.wsj.com/articles/europes-core-payments-network-disrupted-by-technical-
malfunction-11603899692 (2020).

Deloitte. Independent Review of RTGS Outage on 20 October 2014. (2015).



61.

62.

63.

64.

65.

66.

67.

68.

69.

70.

71.

72.

73.

74.

75.

76.

77.

78.

79.

80.

Shonfield, P. & Hardwick, A. Carbon Footprint Assessment: Paper vs. Polymer £5 and £10 Bank
Notes. (2017).

ECB. Report on a Digital Euro. (2020).

Baronchelli, A., Halaburda, H. & Teytelboym, A. Central bank digital currencies risk becoming a
digital Leviathan. Nature Human Behaviour 2022 6:7 6, 907-909 (2022).

EU JRC. Power system blockchain solutions. https://ses.jrc.ec.europa.eu/node/31976 (2022).

Miraz, M. H. Blockchain of Things (BCoT): The Fusion of Blockchain and loT Technologies. 141-159
(2020) d0i:10.1007/978-981-13-8775-3_7.

Savelli, I. & Morstyn, T. The energy flexibility divide: An analysis of whether energy flexibility could
help reduce deprivation in Great Britain. Energy Res Soc Sci 100, 103083 (2023).

Billimoria, F., Fele, F., Savelli, I., Morstyn, T. & McCulloch, M. An insurance mechanism for electricity
reliability differentiation under deep decarbonization. Appl Energy 321, 119356 (2022).

Crozier, C., Morstyn, T. & McCulloch, M. The opportunity for smart charging to mitigate the impact
of electric vehicles on transmission and distribution systems. Appl Energy 268, 114973 (2020).

Savelli, I. & Morstyn, T. Electricity prices and tariffs to keep everyone happy: A framework for fixed
and nodal prices coexistence in distribution grids with optimal tariffs for investment cost recovery.
Omega (Westport) 103, 102450 (2021).

Deasley, S. & Bothe, D. Blockchain Jolts the Energy Market. www.frontier-economics.com (2018).

Morstyn, T., Farrell, N., Darby, S. J. & McCulloch, M. D. Using peer-to-peer energy-trading platforms
to incentivize prosumers to form federated power plants. Nature Energy 2018 3:2 3, 94-101 (2018).

Cornélusse, B., Savelli, I., Paoletti, S., Giannitrapani, A. & Vicino, A. A community microgrid
architecture with an internal local market. Appl Energy 242, 547-560 (2019).

Hjalmarsson, F. P., Hreioarsson, G. K., Hamdaqga, M. & Hjalmtysson, G. Blockchain-Based E-Voting
System. IEEE International Conference on Cloud Computing, CLOUD 2018-July, 983—986 (2018).

McCauley, D., Heffron, R., Stephan, H. & Jenkins, K. Advancing Energy Justice: The Triumvirate of
Tenets. International Energy Law Review 3, 107-110 (2013).

Savelli, I. & Morstyn, T. Better together: Harnessing social relationships in smart energy
communities. Energy Res Soc Sci 78, 102125 (2021).

Sovacool, B. K. Four Problems with Global Carbon Markets: A Critical Review. Energy & Environment
22, 681-694 (2011).

Newell, R. G., Pizer, W. A. & Raimi, D. Carbon Markets 15 Years after Kyoto: Lessons Learned, New
Challenges. Journal of Economic Perspectives 27, 123-146 (2013).

Sipthorpe, A., Brink, S., van Leeuwen, T. & Staffell, I. Blockchain solutions for carbon markets are
nearing maturity. One Earth 5, 779-791 (2022).

Taghizadeh-Hesary, F. & Yoshino, N. The way to induce private participation in green finance and
investment. Financ Res Lett 31, 98—103 (2019).

Alao, O. & Cuffe, P. Structuring Special Purpose Vehicles for Financing Renewable Generators on a
Blockchain Marketplace. IEEE Trans Ind Appl 58, 14781489 (2022).



81.

82.

83.

84.

85.

86.

87.

88.

89.

90.

91.

92.

93.

94.

95.

96.

97.

98.

99.

Pombo-Romero, J. & Ruas-Barrosa, O. A Blockchain-Based Financial Instrument for the
Decarbonization of Irrigated Agriculture. Sustainability 2022, Vol. 14, Page 8848 14, 8848 (2022).

Klein, P., Mossinger, C. & Pfingsten, A. Transparency as a remedy for agency problems in
securitization? The case of ECB’s loan-level reporting initiative. Journal of Financial Intermediation
46, 100853 (2021).

Chen, X., Cheng, Q. & Luo, T. The Economic Value of Blockchain Applications: Early Evidence from
Asset-backed Securities. SSRN Electronic Journal (2022) doi:10.2139/SSRN.4077443.

Schwarcz, S. L. Understanding the Subprime Financial Crisis. S C Law Rev 60, (2008).

The White House. Technical Design Choices For A U.S. Central Bank Digital Currency System.
http://www.whitehouse.gov/ostp. (2022).

Politou, E., Casino, F., Alepis, E. & Patsakis, C. Blockchain Mutability: Challenges and Proposed
Solutions. IEEE Trans Emerg Top Comput 9, 1972-1986 (2021).

Tatar, U., Gokce, Y. & Nussbaum, B. Law versus technology: Blockchain, GDPR, and tough tradeoffs.
Computer Law & Security Review 38, 105454 (2020).

Biswas, B. & Gupta, R. Analysis of barriers to implement blockchain in industry and service sectors.
Comput Ind Eng 136, 225-241 (2019).

Becher, S. I. Unintended Consequences and the Design of Consumer Protection Legislation. Tulane
Law Rev 93, (2018).

Lynch, G. S. (Gary S. Single point of failure : the ten essential laws of supply chain risk management.
292 (2009).

Hagerty, B. Stablecoin Transparency Act. http://www.congress.gov/ (2022).
BIS. Annual Economic Report - The Future Monetary System. (2022).

Hassan, S. & de Filippi, P. Decentralized Autonomous Organization. Internet Policy Review 10, 1-10
(2021).

Arslanian, H. Future Trends to Watch. The Book of Crypto 381-393 (2022) doi:10.1007/978-3-030-
97951-5_21.

DuPont, Q. Experiments in algorithmic governance : A history and ethnography of “The DAO,” a
failed decentralized autonomous organization. Bitcoin and Beyond 157-177 (2017)
doi:10.4324/9781315211909-8.

Dhaou, S. I. & Rohman, I. K. “Everything and its opposite” - Socio-economic implications of
Blockchain technology: Case of monetary policy. ACM International Conference Proceeding Series
631-639 (2018) doi:10.1145/3209415.3209502.

Vucini¢, M. & Luburi¢, R. Fintech, Risk-Based Thinking and Cyber Risk. Journal of Central Banking
Theory and Practice 11, 27-53 (2022).

Reuters. FTX in talks with regulators, may have 1 min creditors- bankruptcy filings.
https://www.reuters.com/technology/ftx-officials-contact-with-us-regulators-filing-2022-11-15/
(2022).

Ellul, J., Galea, J., Ganado, M., Mccarthy, S. & Pace, G. J. Regulating Blockchain, DLT and Smart
Contracts: a technology regulator’s perspective. ERA Forum 21, 209-220 (2020).






