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Abstract

This paper assesses the impact of cybersecurity education, awareness raising, and training
(CEAT) on the vitality of internet use and services at the national level. CEAT encompasses
one of five dimensions of a larger cybersecurity capacity building model (CMM) that was
developed by the Global Cybersecurity Capacity Centre. The paper describes this dimension
of capacity building within the CMM, and its indicators of education, awareness, and training
in cybersecurity capacity. The paper then presents a cross-national analysis of the outcomes
of CEAT on internet use based on comparative data from 80 nations. Controlling for
contextual variables, such as the wealth of the nations and scale of internet use, the analysis
shows a positive and statistically significant impact of CEAT on the vitality of internet use
and services, as well as a distribution of CEAT scores that indicates key issues for low-
income and developing nations. A qualitative analysis of responses from these nations is used
to identify key reasons for their levels of maturity in this area. While recognising key
limitations of these findings, it offers suggestions for policy and practice to meet the need for
effective programs for education, awareness raising, and training. In addition, the research
suggests the need for more detailed indicators of CEAT initiatives in more nations and over
time to assess the validity of the findings and the recommendations for policy and practice in

this area of capacity building offered in this paper.
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1. Introduction

Access to the internet is continuing to expand, along with its use for a wider variety of
purposes. There are estimates that close to 4.7 billion people are active users of the internet —
close to 60% of the world’s population (Johnson, 2021). However, many users have limited
knowledge or awareness of the risks of being online, and have never been involved in
educational or training programs on cybersecurity (Aiken, 2019). A relative lack of
education, awareness, and training could be contributing to increased problems with
cybersecurity, vulnerability to rising levels of cybercrime and poor password practices. By
one estimate, the global costs of cybercrime (including the damage and destruction of data)
amount to over US$10.5 trillion per year by 2025 (Morgan, 2020). Thus, initiatives to
improve cybersecurity education, awareness and remediation of threats, and training to
mitigate these harms are of importance at the national level.

The potential value of these initiatives might be taken for granted, given that safe,
reliable, and accessible information and communication technologies (ICTs) are at the heart
of local and global economic growth. This growth is not without risks, as individuals,
households, businesses, industries, and critical infrastructures are increasingly connecting
people and things online, as with the Internet of Things (10T), these new connections can turn
into new security vulnerabilities. Security problems vary from compromised passwords to
ransomware attacks or stolen databases. These risks raise questions about approaches to
enhancing security, with one major response being the need for building the cybersecurity
capacity of nations, which includes advances in cybersecurity education, awareness raising,
and training at multiple levels, from nations to organizations to households and individuals.

With the global diffusion of the internet, social media, and mobile smartphones,
increasing responsibilities end up with the individual user. Many individuals online are

sufficiently informed to protect themselves and help protect others (Shillair et al., 2015), but
3



©CO~NOOOTA~AWNPE

many others do not know how these attacks occur or how to protect themselves. For example,
a survey of US households found that three-quarters (75%) of respondents could recognise a
strong password, but less than a quarter (13%) knew what a virtual private network (VPN)
does and even fewer (10%) could recognise an example of multi-factor authentication
(Olmstead & Smith, 2017). Given such low awareness of basic security precautions, it is
likely that improving educational offerings, raising awareness, and providing opportunities
for training in cybersecurity are needed around the world. For such reasons, there have been
several long-term national efforts, including initiatives of the Computer Science and
Telecommunications Board (CSTB) in the US, and the National Cyber Security Centre in the
UK to model the potential of what can be done at the national scale (Clark et al., 2014;
Coventry et al., 2014).

Nevertheless, cybersecurity policy largely assumes, but has not yet developed,
systematic empirical evidence on such basic questions as: what are the impacts of policies at
the national level for cybersecurity education, awareness, and training programs? Do these
policies help improve internet use and commerce? Alternatively, would a deeper awareness
of online threats have a chilling effect, even causing a decline in use of the internet for
commerce, communications, and governmental functions?

The present research provides empirical support that national level efforts to improve
cybersecurity education, awareness raising, and training (CEAT) have made a positive
difference. We use evidence of CEAT initiatives in 80 nations that were analysed using the
Cybersecurity Capacity Maturity Model for Nations (CMM)?, a framework to estimate the

maturity stage of different national cybersecurity capacities (GCSCC, 2021). The CMM is

! The concept of a maturity framework follows the seminal work of Humphrey (1988) on
software maturity, on which many maturity models have subsequently been based.
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based on five dimensions of cybersecurity capacity: cybersecurity policy and strategy;
cybersecurity culture and society; building cybersecurity knowledge and capabilities; legal
and regulatory frameworks; and standards and technologies. The CMM was developed with
over 200 experts from technological, academic, and policy sectors.? Over multiple iterations
and data collections by international teams, these assessments probed into key aspects of
cybersecurity capacity at the national level.

Each dimension is evaluated using a mix of factors that were determined the by CMM
contributors to be essential to that dimension. Factors are further segmented by measurable
aspects that allow close examination of factors for actionable response. Aspects are further
operationalized by observable indicators. These indicators are used to gauge the maturity
stages across all five dimensions of capacity building and the factors that comprise each
dimension. Stages of maturity range across five levels, from start-up to formative,
established, strategic, and a dynamic stage. More details about the CMM and measures are in
the data and analysis section. The CMM allows researchers to take a broad and rather abstract
concept and break it into more concrete measurable indicators. The CMM review process
produces content-rich qualitative evaluations and transforms it into quantitative measures that
allow analysis and evaluation of cybersecurity capacity building efforts.

Based on the CMM dimension focused on building cybersecurity knowledge and
capabilities, CEAT is evidenced by several factors. The first is focused on the provision and
administration of educational programs on cybersecurity. Secondly, awareness raising, which
includes programmes aimed at the internet user community at large but also initiatives in

executive awareness raising. Thirdly, training is indicated by the provision and uptake of

2 The development and evolution of the CMM are at https://gcscc.ox.ac.uk/development-and-evolution-of-the-
cmm
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training programs. More details and the operationalization of these concepts are described in
Table 1 and in the data and analysis section of this article.

However, as this analysis will demonstrate, levels and approaches to cybersecurity
education, awareness raising, and training are too often only at the initial maturity levels of
start-up or formative, given a preponderance of low-income nations. In our analysis, factors
of cybersecurity education, awareness raising, and training are combined for an overall
indication of the maturity of CEAT in each nation. Empirical analysis demonstrates that
CEAT makes a positive difference, but this impact might be limited in that many nations
have low maturity levels on CEAT. To better understand this problem, we also conducted a
qualitative analysis of the full CMM reports of 23 selected nations, as described in a later
section. This yielded descriptions of what each of these nations were and were not doing for
CEAT, enabling us to more concretely show the ways in which cybersecurity education,

awareness, and training were being deployed.

Table 1. Brief description of the indicators in those aspects in the CMM dimension on CEAT.

Factor Aspect Summary of indicators
Education Provision of education | Availability of cybersecurity education
offerings and educator qualification
programmes.
Administration of Coordination and resources for developing
education cybersecurity education frameworks based
on national demand.
Awareness Awareness raising Existence of a national programme for
programmes cybersecurity awareness raising; range of

demographics and issues covered;
engagement of different stakeholders.

Executive awareness Efforts to raise the executive’s awareness of
raising cybersecurity issues in different sectors.
Training Provision of training Availability of cybersecurity professional

training programmes for enhancing skills
and capabilities.

Uptake of training Certified employees trained in cybersecurity
through cybersecurity training programmes
and knowledge transfer.

6
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2. Theoretical framework and related literature

Most pundits and practitioners would expect a high level of consensus on the need for
programs to educate internet users and service providers on issues tied to cybersecurity, raise
everyone’s awareness of the risks, and to provide training in how to enhance the capacity of
individual internet users and organisations to protect themselves from cyber-attacks. In line
with this, aspects of CEAT are part of nearly every credible cybersecurity capacity building
model being supported by nations and NGOs, such as the World Bank (Azmi et al., 2018).
However, there is a serious level of uncertainty over the value of investing in cybersecurity
education, awareness raising, and training — which we have summarized as CEAT
investments. Often this results in under-investment, particularly in low-income countries
(Nagyfejeo & Solms, 2020). However, this could be the case more generally, and could help
explain the shortage of cybersecurity skills worldwide. In addition, approaches to mitigating
such deficiencies are not easy to study because governments do not use metrics or any
consistent systems to evaluate the impact of such policies (De Zan, 2019; De Zan & Di
Franco, 2019).

Experts in cybersecurity capacity building are divided over the efficacy of putting
substantial resources into CEAT. For example, cybersecurity involves legal, technical, and
societal protections that require broader and deeper educational initiatives than can be easily
packaged and offered to a wide range of individuals. Moreover, awareness raising has had a
history of challenges in discovering how to raise awareness across a broad public without
instilling fear and undermining use. In addition, awareness raising often fails to guide people
on what to do in situations involving specific software and problems. Finally, the most
effective training programs are those that can reach all users, not just the technologically

savvy. They also need to entail a significant range of material and interaction with trainers
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and learning materials, such as practice with confronting and identifying phishing emails or
problematic attachments.

Given these challenges, top cybersecurity executives and policy communities might
aspire to delivering effective education, awareness raising, and training, but also be unable to
resource these activities at the levels required for them to be truly effective. In addition, there
IS a more basic confrontation between experts arguing that solutions should focus on
technology, since people are the problem, and those who posit that we need to see people as
the key to solutions.

The people are the problem position, maintains the need to place more resources into
technical advances that obviate the need for human awareness at the level of internet users.
Advances in spam filters and antivirus protection software illustrate the potential for such an
approach. In contrast, if users are less exposed to attacks because of software detection
improvement, they will be less prepared to recognise them (Mc Mahon, 2020). The people
are the solution position maintains that every technical fix is a partial solution, requiring
humans to identify and respond to problems, and that most, if not all, ‘technical fixes’ create
new problems, such as shifting attacks to new targets (Kassner, 2020). In this sense, Von
Solms (2021) supports the idea that investing in the level of cybersecurity awareness and
knowledge of workers can reduce the probability of a cyberattack, supporting the assumption
that educational, awareness, and training courses can be effective as tools to prevent and fight
cybercrime.

3. Data and Analysis

The present study sought to establish whether those countries that have more mature levels of
capacity building in CEAT will see demonstrable gains accruing to users, such as in the
vitality of internet-enabled governmental and business services and growing commercial use

of the internet. We examine this by analysing cross-national data from up to 80 countries that
8
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have been reviewed through the lens of the Cybersecurity Capacity Maturity Model for
Nations (CMM) of the Global Cyber Security Capacity Centre (GCSCC) at the University of
Oxford. Using the indicators from the CEAT factor, we compare nations at different levels of
maturity, controlling for their context, such as national wealth, which enables us to determine
what impact — if any — is achieved through greater maturity in CEAT.
3.1. Indicators of cybersecurity
The CMM (GCSCC, 2021) is a theoretical framework that help nations to estimate their level
of maturity in five dimensions of cybersecurity: cybersecurity policy and strategy;
cybersecurity culture and society; building cybersecurity knowledge and capabilities; legal
and regulatory frameworks; and standards and technologies. Each dimension contains
different aspects that are grouped by topic or factor. Aspects are the units of study whose
maturity is benchmarked in the CMM. The model considers five maturity stages that define
different actions in capacity building for each aspect. To move from one maturity stage to
another, there is an evaluation of indicators (specific operationalizations) of aspects which
build together to form the factors. The start-up maturity stage indicates no observable
evidence of cybersecurity capacity in that aspect; the formative maturity stage shows
evidence of ad hoc activity; the established maturity stage has evidence of indicators in place
with little decision-making on their choices; the strategic maturity stage shows evidenced
mechanisms with choices according to the needs of the nation or organisations; and the
dynamic maturity stage indicates that such mechanisms can be altered depending on the
changing environment with rapid decision-making.

Since the CMM launch in 2014, the GCSCC and its implementation partners have

used this model to review the cybersecurity capacity in more than 80 nations.® This study

3 The implementation partners of the GCSCC that have conducted CMM reviews are the World Bank,
Organization of American States, Oceania Cyber Security Centre, NRD Cyber Security, the International

9
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considers a sample of 80 nations, most of them reviewed since 2019, although some nations
were reviewed earlier, beginning from 2015. Table 2 summarises some key characteristics of
the nations studied in this paper. The sample has representative nations from all the regions in
the world and different income groups as defined by the World Bank (2021c). However,
some regions are particularly overrepresented (for example, Latin America and the
Caribbean) while others are underrepresented (for example, Middle East and North Africa).
Similarly, high-income countries are underrepresented compared to the other income groups.
The reason behind this is that the countries in the sample are not selected randomly. A
government organisation in a nation interested to implement the CMM contacts the GCSCC
to start the review process, not vice versa. Moreover, for all the sample countries in the Latin
America and the Caribbean region, we considered the data in IDB & OAS (2020) as
secondary data.

Table 2. Descriptive information on the nations in the sample.

Year of CMM* N Region (WB, 2021c) N Income (WB, 2021c) N
2015: 6 East and Pacific: 10 High: 14
2016: 4 Europe and Central Asia: 14 Upper middle: 31
2017: 5 Latin Americaand the Car.: 32 Lower middle: 26
2018: 10 Middle East and North Afr.: 1 Low: 9
2019: 18 South Asia: 3
2020: 37 Sub-Saharan Africa: 20

Total: 80 Total: 80 Total: 80

The process of a CMM review involves field data-gathering from consultations with
national stakeholders and desk research, collecting direct information on cybersecurity
capacity in the nation, and being a national CMM report the evidence-based outcome of such

review. A national CMM report contains qualitative information on the cybersecurity

Telecommunication Union, the Commonwealth Telecommunications Organisation, and Cybersecurity Capacity
Centre for Southern Africa.

4 This information is available at the website of the Global Cyber Security Capacity Centre.
https://gcscc.ox.ac.uk/, accessed on 4 November, 2020.

10
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capacities of the nation in the CMM framework, expanding on the cybersecurity indicators
found when the CMM review was done. While the researchers write the CMM report, they
synthesise this qualitative information into the maturity stage of each aspect. Once the report
is finished, the maturity stages of all aspects are joined to the dataset, allowing to consider
each aspect in the CMM as an ordinal variable that can take a value between 1 (start-up
maturity stage) and 5 (dynamic maturity stage). For more detailed information about the data
collection and the CMM review processes, see Creese et al. (2021a, 2021b).

This paper focuses on the CMM dimension related to building cybersecurity
education, awareness, and training. This dimension was particularly modified from the first
edition of the CMM in 2014 to the second edition in 2016 (GCSCC , 2016) to incorporate
lessons learnt from the deployment of the model. With the aim of incorporating all the
nations feasible in the analysis, the data of the seven countries reviewed under the 2014
CMM edition was converted to the 2016 edition;® the remaining 73 countries were reviewed
under the 2016 CMM edition. As shown previously in Table 1, the 2016 CMM edition
considers that the CEAT dimension contains three factors, and each factor contains two
aspects. The aspects are formed from multiple indicators, that are specific operationalizations
of the aspect as determined by the teams of experts developing the scales. More details about
cybersecurity indicators that define the maturity stages of each aspect can be found in
GCSCC (2016, p. 32-38).

Table 3 contains some descriptive statistics of the six aspects or variables in the
CEAT dimension. Taking all the countries together, the average maturity stage did not

achieve the formative maturity stage (corresponding to a value of 2) because there were many

® The newest edition of the CMM (GCSCC, 2021) has been used to review two nations. However, at the
moment this paper is written, these national CMM reports were in a preliminary phase and this data could not be
included in this study.

11
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countries in the sample with a start-up maturity stage (corresponding to a value of 1) when
they were reviewed. For example, the awareness raising of executives was the most mature
aspect on average, but with only an average value of 1.90. The least mature aspect on average
for our sample of countries corresponded to the administration of education, with an average
maturity stage of 1.52. However, some nations achieved maturity stages above the
established level (corresponding to a value of 3) on all the aspects of this dimension,
illustrating the variability within the sample.

The relationships among the aspects within the CEAT dimension were positive and
strong, indicating that these six variables were likely to be positively and linearly related.®
While all the relations between aspects were positive, some were stronger, such as between
the provision and uptake of training, than others, such as between the executive awareness
raising and administration of education.

Table 3. Descriptive statistics on aspects in the CMM related to CEAT.

Variable Obs. Mean S.D. Min Max
CEAT 80 1.79 0.55 1.00 3.33
Provision of education 80 1.82 0.76 1.00 3.80
Administration of education 80 1.52 0.61 1.00 3.80
Awareness Raising Programmes 80 1.77 0.74 1.00 4.00
Executive Awareness Raising 80 1.90 0.67 1.00 3.00
Provision of training 80 1.87 0.71 1.00 4.00
Uptake of training 80 1.84 0.65 1.00 4.00

The factors calculated as the average maturity stage of their corresponding aspects are
coloured in grey.

After calculating the average maturity stage at the factor level, taking the average
maturity stage of the two aspects within each factor, we obtained a value that was not

categorical and had more variance than the single variables. The correlation between the three

& The corresponding correlation matrices are available upon request.
12
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factors was positive, with correlation coefficients more uniform and closer to one. Table 3
displays the descriptive statistics of the average maturity stage for the three factors in grey. In
average, the countries in the sample showed a lower maturity in the education framework
than in the other two factors (awareness and training). Figure 1 displays the box plot with the
distributions of the three factors. Education was the factor with the highest proportion of
countries with low maturity, with the median observation having an average maturity stage of
1.50. However, the median observation of the Training factor had a formative maturity stage
(value 2), indicating that, in general, the framework for cybersecurity education was slightly
behind the capacity offered by the professional training framework. The Awareness factor
had a similar distribution to Training but with a lower median (value 1.71).

Figure 1. Box plot with the distribution of the three factors in the CMM dimension on CEAT.
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The median position is signalled with a black thick line and the values inside the box
correspond to the values in the interquartile range (percentiles 25th to 75th).
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In order to have a single variable capturing the maturity of the sample countries in the
CEAT dimension, we used the average of the three factors. Table 3 displays the descriptive
statistics of this variable and Figure 2 shows its distribution. The mean and median values of
CEAT, 1.79 and 1.67 respectively, indicate that most of the countries in the sample had
around the start-up and formative maturity stages. Concretely, only 24 nations out of 80 had
an average maturity stage equal or above formative, accounting for the 30 percent of the
sample. Similarly, only 5 nations out of 80 had an average maturity stage equal or above

established (6.25% of the sample).

Figure 2. Distribution of maturity levels for CEAT.
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3.2. Secondary data
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The literature has shown that the wealth of countries has a relevant role in determining the
cybersecurity capacity of nations, jointly with the scale and centrality of internet (Creese et
al., 2021a, Creese et al., 2021b, Dutton et al., 2019). We included these determinants to
explain the level of maturity in the CEAT dimension. As explained in Table 4, we measured
national wealth as the GDP per capita, centrality as the percentage of internet users, and scale
as the number of internet users in the nation. We considered the size of the country as an
indirect determinant of CEAT, measuring it by the nation’s total population. Given that GDP
per capita, number of internet users, and total population have a different scale to CEAT and
a highly skewed distribution given our country sample, we applied the natural logarithm of
the value for these three variables.

Figure 3 shows a positive relationship between CEAT and GDP per capita for the
countries in the sample, while we cannot see a clear pattern for internet scale. The countries
in the sample with a higher GDP per capita were more likely to be more mature in CEAT, but
it is noticeable that many of the wealthier countries were not investing in CEAT, showing
maturity levels below formative. Some countries with lower levels of GDP per capita are at a
formative stage or above in CEAT. However, these last observations are exceptional, making
it evident there is a need to invest economic resources in building CEAT. Given that the
centrality of internet use is highly correlated to wealth (with a Pearson’s correlation
coefficient of 0.87), this scatterplot looks very similar when we replace GDP per capita with
percentage of internet users.

Figure 3. Scatter plot with the average maturity stage of the CEAT dimension of the CMM
and GDP per capita (log). The bubbles are weighted by the number of users in each country.
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As explained in Section 2, the level of maturity in CEAT may have an impact on the
vitality use of the internet and social media. We expect that countries with more maturity of
CEAT have more digitalised societies, with digital technologies incorporated into daily
business and social activities. We looked at seven outcome variables related to the
digitalisation of countries. The variable access account captures how many users in a country
access financial accounts through their mobile phone or the internet. The variables firms with
web and business use of digital tools capture how businesses use digital tools for their
internal and external activities. The variable gig economy considers the prevalence of jobs
related to online platforms in a country, usually freelance jobs or flexible jobs that strictly
depend on the demand of the online platforms. The variables e-government and e-
participation are more related to the online services provided by governments and their

quality. The last outcome variable we consider is the number of secure servers that countries
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have, as countries more mature in CEAT would use and request more secure connections to

the internet.” Table 4 shows the sources of these variables and the descriptive statistics for the

countries in our sample.

Table 4. Descriptive statistics and sources of the secondary variables.

Variable Description and source N Mean Min Max
(S.D)

Centrality Individuals using the internet as a 80  48.96 471 98.25
percentage of population (World Bank, (25.31)
2021d)

Scale Natural logarithm of the number of 80 1895 1435 2342
users calculated with the total (2.05)
population of each country and
Centrality, both variables from World
Bank (2021d)

Wealth Natural logarithm of the Gross 80 8.39 6.12 11.28
Domestic Product (GDP) per capita in (1.11)
constant 2010 US$ (World Bank,
2021d)

Size Natural logarithm of total population 80 1525 10.87 19.37
(World Bank, 2021d) (2.12)

Firms with web  Percentage of firms having their own 78  44.16 1.80 9174
website (World Bank, 2021a) (21.76)

Access account  Percentage of respondents who used a 55 11.44 0.66 56.04
mobile phone or the internet to access a (11.54)
financial institution account in the past
year (World Bank, 2021b)

Secure servers Natural logarithm of the number of 79 6.94 0.00 13.62
secure internet servers (World Bank, (2.77)
2021d)

E-Government  E-Government Development Index 79 5436 13.78 89.44
(from 0 to 1) including the provision of (17.14)
online services, telecommunication
connectivity, and human capacity; index
multiplied by 100 (UN DESA, 2021)

E-Participation  E-Participation Index (from 0 to 1) 79 5239 1186 98.04
including the use of online services to (21.50)

facilitate information by governments to
citizens, interaction with stakeholders,
and engagement in decision-making
processes; index multiplied by 100 (UN
DESA, 2021)

" We considered the natural logarithm of the number of secure servers in each country to mitigate the problems
related to its skewed distribution and the different scale compared to the rest of variables in the model.
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Gig economy Normalised score (between 0 and 100) 52 36.21 3.78 93.80

included as an indicator of the Inclusion (17.64)

sub-pillar (Network Readiness Index,

2020)
Business use of  Normalised score (between 0 and 100) 52 53.07 13.89 88.91
digital tools included as an indicator of the (17.45)

Businesses sub-pillar (Network
Readiness Index, 2020)

Internet use Composite variable made up of seven 47 0.00 -1.78  2.47
secondary variables. (0.96)

As showed in Table 5, the seven outcome variables were all positively correlated,
with e-government and e-participation having the strongest correlation with a Pearson’s
coefficient above 0.8, and gig economy and firms with web the weakest correlation
coefficient close to zero. A factor analysis confirmed that the seven outcome variables could
be combined in a composite variable, which we simply called internet use.® Notice that our
sample of 80 countries was highly affected by the availability of secondary data, reducing the
number of observations to 47.

4. Methodology and analysis

This study used both linear regressions and path analysis to test the determinants of CEAT
and its impact the internet use.® The results of these two quantitative approaches were
aligned, finding that investing in CEAT had a positive and significant impact on the vitality
of the internet use, although this result was mainly driven by the impact of CEAT on e-
governance, an outcome variable measuring the promotion of citizen participation into

national governance.

8 This factor analysis is available under request.

% In particular, we used ordinal least square regressions with heteroscedasticity-robust standard errors.
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Table 5. Pearson’s correlation matrix.

CEAT Wealth  Scale Central. Firms Access  Secure  E-Gov. E-Part. GigE. Business
EAT 1.00***
Wealth 0.57*** 1.00
Scale 0.52***  0.01 1.00
Centrality 0.58***  0.87*** (.10 1.00
Firms withweb ~ 0.57*** (0.55*** (0.31**  0.61*** 1.00
Access account  0.57***  0.68*** 0.07 0.49***  0.46*** 1.00
Secure servers 0.68***  (0.54*** (0.68*** (0.56*** (0.59*** (0.49*** 1.00
E-Government  0.68***  (0.85*** (.25* 0.88***  0.63*** 0.48*** 0.69*** 1.00
E-Participation ~ 0.71*** (0.53*** (0.48*** (0.62*** (0.59*** (0.32* 0.66***  0.83*** 1.00
Gig economy 0.31* 0.33* 0.13 0.22 0.07 0.48*** 0.26+ 0.23+ 0.13 1.00
Business usage  0.61***  0.65*** 0.34* 0.51***  0.46*** (0.54*** (0.63*** (0.58*** (0.44*** (0.65*** 1.00
+p <0.10, * p<0.05, ** p<0.01, *** p < 0.001.

19



©CO~NOOOTA~AWNPE

4.1. Regressions

Table 6 displays the regression results of testing our first hypotheses that wealth, scale, and

centrality are determinants of the maturity of countries in CEAT. When we have the three

variables in the model, only wealth and scale have a significant positive impact on CEAT. A

1 percent increment of the number of users is estimated to have an impact on the average

maturity stage of CEAT by 0.14 units, and a 1 percent increment of the GDP per capita

would increase CEAT by 0.22 units. Centrality does not have a significant impact on CEAT,;

this is partially explained by the strong correlation between variables centrality and wealth

(see Table 5).1°

Table 6. Regression to explain CEAT capacity.

CEAT CEAT CEAT
Centrality 0.01*** 0.01*** 0.00
(0.00) (0.00) (0.00)
Scale 0.13*** 0.14%**
(0.02) (0.02)
Wealth 0.22%*
(0.08)
Constant 117%** -1.16** 2D 81%**
(0.09) (0.39) (0.73)
N 80 80 80
R-sq 0.33 0.55 0.60

Robust standard errors in parenthesis below the corresponding coefficient.

*p< 0.05, **p< 0.01, ***p< 0.001

Table 7 displays the results of testing the second hypothesis that CEAT has a positive

impact on internet use. The results show that CEAT does have a significant and positive

impact on internet use even when we use control variables that are the same variables that

determine CEAT (centrality, scale, and wealth). However, a close analysis shows that the

10 This result was already found in Creese et al. (2021b).
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relation between CEAT and internet use is relatively weak and mainly explained by the

outcome variable e-participation.

Table 7. Regressions to explain internet use.

Internet use

Internet use

Internet use

Internet use

Internet use

CEAT 1.31*** 0.74*** 0.53*** 0.43* 0.38*
(0.17) (0.15) (0.20) (0.19) (0.17)
Central Ity 0.02%** 0.02*** 0.01**
(0.00) (0.00) (0.00)
Scale 0.18*** 0.16** 0.18***
(0.05) (0.05) (0.05)
Wealth 0.57*** 0.37**
(0.10) (0.13)
Constant  -2.65*** -2.59%** -6.00*** -8.98*** -8.09***
(0.34) (0.31) (0.97) (1.16) (1.17)
N 47 47 47 47 47
R-sq 0.57 0.74 0.80 0.82 0.84

Robust standard errors in parenthesis below the corresponding coefficient.

+p <0.10, *p < 0.05, **p< 0.01, p< 0.001.

Table 8 displays the estimation of the same model as in Table 7, but it explains each

individual outcome variable used to construct internet use. While the results show that CEAT

would have a positive impact on these outcomes, these results are not statistically significant

except for E-participation. Increasing one maturity stage in CEAT would increase e-

participation (variable that ranges from 0 to 100) around 14.5 units. To illustrate the size of

this impact, consider for example the country with the lowest e-participation index in our

sample with a value 11.86. An identical country, but with an average maturity stage in CEAT

one unit larger, would have an estimated value in its e-participation index of 26.35 (more

than double). Centrality was the other explanatory variable in our model that had a significant

and positive impact on e-participation, although the size of this impact was smaller.
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Our model explains particularly well the outcome variables e-government, secure
servers, and e-participation, explaining the 85%, 75%, and 63% of the variance of these three
variables respectively. Notice that, for these three outcomes variables, there was availability
of data for almost all the countries in our sample (our initial the sample had 80 countries
reviewed under the CMM). While the number of observations for explaining the percentage
of firms with web was close to 80, the model did not explain this variable very well. Only
centrality seems to have a positive impact on the percentage of firms on the web. The model
did not explain well the remaining three outcome variables, gig economy, business usage, and
access account, with R-squares 0.16, 0.54, and 0.56, respectively. Moreover, the number of

observations was particularly low for these three last estimations.
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Table 8. Regressions to explain outcome variables.

Firms with Access Secure servers  E-Government E-Participation Gig economy  Business usage
web account
CEAT 7.20+ 5.75+ 0.16 3.85 14.49** 5.13 6.70
(4.25) (3.23) (0.42) (2.66) (5.38) (7.43) (4.76)
Centrality  0.38* -0.25%* 0.01 0.33%** 0.39%* -0.29 -0.23
(0.16) (0.08) (0.01) (0.07) (0.13) (0.20) (0.14)
Scale 2.05+ -1.59+ 0.87*** 1.15+ 2.53+ 0.24 2.29+
(1.10) (0.86) (0.12) (0.62) (1.42) (1.93) (1.32)
Wealth 1.18 10.24*** 1.02%* 5.42%* -1.65 8.87 11.66**
(3.53) (2.45) (0.30) (1.81) (3.60) (5.70) (3.97)
Constant  -36.74 -41.11* -18.94*** -35.80* -26.50 -38.95 -92.69*
(32.29) (18.55) (3.27) (16.44) (37.50) (55.35) (34.91)
N 78 55 79 79 79 52 52
R-sq 0.47 0.56 0.75 0.85 0.62 0.16 0.54

Robust standard errors in parenthesis below the corresponding coefficient.

+p <0.10, * p< 0.05, **p< 0.01, *** p < 0.001.
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4.2. Path analysis

A latent variable structural model was used to test the dimension of education,
awareness and training and how it is associated with our indicators of the centrality and scale
of internet use, given the other external variables of scale, scope and wealth . By using this
model, it allows us to better understand the construct of CEAT and how it impacted internet
use, given the other external variables that are also impacting internet use. This model of key
factors shaping cybersecurity capacity building impacts evolved over a series of studies
(Dutton et al, 2019; Creese, Dutton, Esteve-Gonzalez, & Shillair, 2021b).

The data was analysed using SmartPLS software (Ringle et al., 2015). The model fit
measures were good with Standardized Root Mean Square Residual (SRMR) of 0.046 in the
saturated model and 0.048 in the estimated model. Acceptable models are conservatively less
than 0.080 (Bentler & Bonett, 1980). The Normed Fit Index (NFI) also indicated a good fit
with .951 for the saturated model, as measures over 0.90 being considered acceptable when
considering incremental fit (Bentler & Bonett, 1980). All items were tested for collinearity
and all measures had a VIF of less than 5.0. The results of the analysis are in Figure 4.

The CEAT construct was overall significant for internet use. The construct of wealth,
while having a strong beta (b= 0.336) had a high standard deviation (st. dev. 0.245), which is
not surprising since our sample has a large proportion of lower income countries. The
significance of wealth to CEAT (b=0.455, p< 0.01) demonstrates how having greater
financial resources for education, awareness and training led to more use of the internet for
commercial purposes. The scale of use to CEAT (b=0.288, p<0.001) indicates that perhaps
the sheer numbers of users would lead governments to increase CEAT if possible.

These quantitative analyses left questions about why the levels of CEAT were so low across

so many of the nations and why the relationship between CEAT and internet use was not
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more prominent. For this purpose, we turned to a more qualitative look at the indicators of

CEAT within each nation in our sample, which is discussed in the next section.
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Figure 4: SEM analysis results
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5. Qualitative Insights on Factors Contributing to Low Levels of CEAT

Behind the empirical analysis we have just presented, there were in-depth expert
analyses, desk research, and discussions with country experts within each nation. All this
information can be found in the national evidence-based reports produced after reviewing
countries through the CMM. To prepare a country report, researchers from the Global
Cybersecurity Capacity Building Centre arrange focus group meetings with teams of up to a
dozen people from ten different stakeholder groups. These focus groups meet and discuss the
dimensions of the CMM, giving their evaluations as insiders of what steps the country is
taking. Their responses enable the team to rank the maturity of indicators that form the
aspects and factors of that dimension. Each country has an average of ten stakeholder clusters
from: academia, civil society, and the Internet government representatives; criminal justice
and law enforcement, defence, and intelligence communities: legislators and policy makers;
CSIRT and IT leaders; critical national infrastructure workers; private sector; cyber task
force; and international non-government agencies. The focus group feedback is coded by the
research team and the results are shared with the host country along with the publication of a
country report.

This section includes a qualitative analysis of national CMM reports for a subsample
of our 80 countries to look at any common patterns that may explain the challenges in
building capacity in CEAT. Each report was iteratively reviewed to look for common themes
and patterns related to CEAT initiatives. These were further clustered, and comments were
examined for evidence that would give further insights. To ensure comparability of
responses, we selected those nations where at least one member of the GCSCC participated in
the national CMM review (conducting desk research, consultations with representatives of
national stakeholders, and writing the national report). All these steps were to improve

internal validity and rigor of the observations (Miles, Huberman, & Saldafia, 2018).
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Therefore, this qualitative component is based on a subset of CMM reviews
conducted in 23 countries throughout Europe, Africa and the Oceania region as part of the
GCSCC programme.!* We included five extra countries with non-published reports to make
sure we were not biasing the analysis with our criteria. The following challenges to the
development of CEAT were observed: 1) the lack of a coordinated cybersecurity awareness
programme at the national level; 2) a limited level of awareness at the executive or board
level; 3) inadequate national budgetary allocations for cybersecurity education; 4) a limited
number of qualified educators in cybersecurity; 5) the migration of skilled cybersecurity
professionals; 6) the high-cost of professional cybersecurity certificates; 7) a lack of
knowledge transfer across nations; 8) language barriers; 9) a limited role of community
leaders. These areas will be discussed in the following sections in more detail, but it was
apparent that there is no one single problem to remedy but a set of challenges facing greater

CEAT.

5.1. National awareness raising programmes

In several countries, some ad-hoc initiatives in cybersecurity awareness-raising from
public and private entities were available. However, these campaigns were not coordinated
and were often run without a government-led agency that would have the sufficient authority
and resources to develop and implement a national cybersecurity awareness raising
programme. In addition, many countries lacked a national online cybersecurity awareness
portal that would serve as a single point of contact on awareness and disseminate all possible

programmes. These results are in line with the findings of Nagyfejeo & Solms (2020).

11 This qualitative analysis includes the following countries, with the year of finalisation of the corresponding CMM report
in parentheses: Albania (2018), Bangladesh (2018), Bhutan (2015), Bosnia and Herzegovina (2019), Brazil (2018) (2019),
Cyprus (2017), Gambia (2018), Ghana (2018), Iceland (2017), Indonesia (2015), Kiribati (2019), Kosovo (2019),
Kyrgyzstan (2017), Lithuania (2017), Madagascar (2016), Niger (2019), Samoa (2018), Senegal (2016), Serbia (2019),
Sierra Leone (2016), Switzerland (2019), Tonga (2018), and Tunisia (2019).
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5.2. Board-level cybersecurity awareness

Ensuring that cybersecurity is a top management, board-level concern is critical as
they play a vital role in determining the response to cyber threats in the organisation. Results
from the CMM reports indicate that board-level understanding of cybersecurity is relatively
limited and reactive rather than pro-active. The participants of focus group discussions
suggested the need for more targeted awareness campaigns for executives regarding how
cybersecurity risks affect their organisations. However, executives of multinational
companies and from the finance sector, such as in banking, appeared to be more aware of
cybersecurity risks. Another challenge raised was that IT staff lacked the ability to
demonstrate the value of cybersecurity to the management and the boards, such as not
speaking the same “business language”. In addition, CEOs worry of the financial burdens of
cybersecurity for the organisation.
5.3. Language barriers

Overcoming cybersecurity communications barriers between cybersecurity
professionals and non-technical users (e.g. government officials, company's senior
executives, average citizen) remains a challenge and creates a disconnect. Moreover, some
CMM reports highlighted the lack of appropriate local language options to explain new
technological concepts for the citizens therefore creating another language barrier in the

effectiveness of cybersecurity awareness raising programmes.

5.4. Cybersecurity budgets

Even though integrating cybersecurity on the national curriculum is seen as essential
to develop cybersecurity skills and awareness-raising throughout the formal education
systems (ITU, 2018), it is a struggle to get budgetary support to achieve those goals. The

CMM reports noted that many countries allocated no or limited budgets for cybersecurity
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education and the national curriculum due to resourcing and capacity constraints. As a result,
there is often no resourced formal national curriculum for cybersecurity training or degree. In
exceptional cases, the government, schools and industry collaborated in an ad-hoc manner to
supply the resources necessary for CEAT. Given the rapid transformation and expansion of

the cyber domain, academic institutions are struggling to keep their curricula up-to-date.

5.5. Qualified educators in cybersecurity

Globally, the demand for cybersecurity skills far exceeds the current supply of
traditionally qualified individuals (TechRepublic, 2021). This problem was confirmed during
the focus group discussions for the CMM reports, describing that the market requires
technical and professional cybersecurity skills that are often not obtained through rigorous
theoretical programmes offered by universities and other institutions. Given a shortage of
qualified cybersecurity educators/staff and limited expertise to teach cybersecurity, university
level supply is limited. Also, these assessments highlighted that women were dramatically
underrepresented in cybersecurity, a problem that might need university level recruitment,

outreach and retention initiatives.

5.6. The cybersecurity brain drain

Generally, government representatives discussed the struggle to find and keep skilled
cybersecurity talent due to strict budgetary concerns, working with legacy technologies, and
often cannot pay as well as the private sector, which was also found by other research (e.g.,
Crumpler & Lewis, 2019). We found that qualified IT staff often leave the country and go
abroad to seek better opportunities in the European Union or North America. Graduates are
often recruited by international companies directly at the university. Also, some organisations
are not allowed by law to hire new IT staff due to some budget restrictions. Those ICT

professionals who remain in the country usually move into the private sector to earn higher
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salaries and find jobs for more specialised staff. Many companies opt for outsourcing ICT

work.

5.7. Cybersecurity certifications

Cybersecurity job responsibilities are complicated and span across all organisations,
requiring continuous learning and on-the-job training. The CMM reports revealed that
professional training certificates were often prohibitively expensive and often available only
abroad, therefore many experts were self-educated or gained their expertise on the job.
Another challenge mentioned was the lack of transparency concerning qualifications,
resulting in many job holders not having the training and professional qualifications to meet
the demands of their roles. Also, training initiatives within the public and private sector are

still largely focused on IT professionals.

5.8. Barriers to knowledge transfer

The CMM reports highlighted the need to have more knowledge transfer within both
the public and private sector. In some countries, the private enterprises usually train their own
staff internally. One major challenge that came out of the reviews was that due to the high
rate of staff turnovers, government agencies and companies do not spend enough time on
introducing knowledge and properly sharing it, resulting in new employees being not fully
briefed on their tasks. This is a concern for future economic growth as organisations can
benefit greatly from knowledge and skills acquired by their employees after completing

previous cybersecurity training (Kroll et al., 2016).

5.9. Role of community leaders
Participants from some regions in Africa and Oceania highlighted the vital role that

community leaders, such as chiefs of local village councils and religious leaders, play within
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society. They could play a crucial role in shaping citizens’ perspectives on cybersecurity and
awareness on cyber risks but are seldom enrolled in this effort (Nagyfejeo & Solms, 2020).
6. Discussion

Common sense might support the value of cybersecurity education, awareness, and
training; however, up to this point, there has been little systematic empirical evidence to
support its impact, especially in developing nations. This research demonstrates the
importance of CEAT to the increased use of the Internet for economic purposes. Current
levels of CEAT reflect the knowledge gaps between the relatively poor and wealthy nations,
and the resulting impacts on potential economic gains that countries could experience. This
empirical analysis demonstrates the close ties to scale of Internet access and growth in
CEAT. This would suggest that as the digital divide is reduced, CEAT should also increase in
developing nations. However, this prospect is offered with the caveat that an increase of
cybersecurity education, awareness and training will not necessarily happen organically. Just
as the famous Coleman Report of 1966 on education in the US found it is controversial to
assert any impacts without being challenged. Conditions, such as the education level of
parents, or social norms may encourage “safe” online practices rather than insecure use.

First, the internet has been found to be an “experience technology” in many respects
(Dutton & Shepherd, 2006). For example, you can tell someone that you can find anything
online using search, but until someone experiences the use of search, they often do not quite
understand the power of search. Therefore, it is common for many to learn for themselves
through experience online. While this suggests that awareness and skills will improve over
time, many internet users across all nations are relatively inexperienced and require more
focused CEAT.

Secondly, other users are often helpful in teaching friends, colleagues, and family

how to use the internet and social media, including how to be safe online. Social learning is
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potentially as important if not more than organized instruction. Let us call this a rational
theory of CEAT - that greater education, awareness, and training will enable safer internet
use and therefore enhance the vitality of internet and social media use. Even if learning from
experience and through social interaction can benefit users, CEAT should make a difference
in capacity building.

Thirdly, the level of CEAT required to make a difference for individuals and
organisations require multi-stakeholder commitment and resources to implement effective,
and culturally aware programs to meet increasingly sophisticated threats. The qualitative
findings discussed in section 5 provide detailed examples of the problems created by a lack of
the economic and financial resources to provide CEAT.

The empirical findings of this research add support to conventional wisdom about the
need for cybersecurity education, awareness raising, and training. However, the findings also
document the relatively low levels of CEAT initiatives across the nations of our sample. In
short, CEAT can make a positive impact, but such initiatives are being under-utilized in
developing the cybersecurity capacity of nations. This research adds empirical support to
demonstrate the need for national investment in CEAT even as they invest in reducing the
digital divide.

The implications of this analysis for policy and practice are critical. It is not simply a
few case studies of CEAT that underscore the problematic levels at which these initiatives are
currently pursued. In fact, this may be a far broader problem with most national
implementations of education, awareness raising, and training in cybersecurity requiring
more investment and higher levels of maturity.

The qualitative analysis underscored the multiple factors undermining CEAT across
our nations. That said, one key problem is that building community awareness of online risks

was not always a priority. For several decades, governments and multi-stakeholder
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organizations in many countries have focused on getting internet access to as much of their
population as possible, especially in developing countries (Hargittai, 1999; Viard &
Economides, 2014). Internet access was shown to increase multiple economic indicators, with
a robust telecommunications policy being crucial to national connectivity (Hargittai, 1999).
National policies often supported distribution, and efforts to get internet access to
marginalized groups (Cullen, 2001) as the internet allowed access to educational materials,
health information (Cline & Haynes, 2001), economic opportunities (Manyika & Roxburgh,
2011), and governmental services (Rice, 2002). Efforts were often focused on getting
individuals engaged online, even for sensitive transactions like banking, as these had many
advantages for consumers and businesses alike (Jiang et al., 2022). Furthermore, the internet
opened up opportunities for individuals to become more than just consumers of information,
it was a medium that was allowed individuals to creatively participate in issues of importance
(Dutton, 2009). Despite the focus on positive impacts of engaging populations online, the
awareness of a need for CEAT is long-standing.

As early as 1986, the Organization for Economic Cooperation and Development
(OECD) published Computer-related Crime: Analysis of Legal Policy that explored the need
for comprehensive education and awareness policies to protect emerging economic
development that was based on the internet (Development Committee for Information,
Computer, & Communications Policy, 1986). Since 1998 the United Nations has issued
General Assembly resolutions calling for international norms in using ICTs securely and
setting up open ended working groups and groups of governmental experts (GGE) to explore
how global efforts can support innovation and improve economic conditions peacefully
(United Nations, 2021). Groups of researchers and practitioners started to meet to address the

need emerged for better cybersecurity protections. In 2002 the annual Workshop on the
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Economics of Information Security (WEIS) met that brought together technologists, security
professionals, academics, economists, legal, and policy experts (Moore et al., 2009).

Some notable national level efforts to improve cybersecurity education include the US
National Initiative for Cybersecurity Education (NICE) that lays out a structure for formal
cybersecurity educational efforts (Newhouse et al., 2017). Businesses and organizations also
work to build effective cybersecurity awareness programs (Bada & Nurse, 2019). And those
OECD countries that are more mature in cybersecurity combine policies led by governments
and partnerships between universities and private corporations interested in strengthening
local expertise (Radunovi¢ & Rufenacht, 2016). Despite these laudable efforts to improve
cybersecurity resilience, as this research shows, there are many challenges ahead, especially
for developing nations.

7. Summary and Conclusions

The quantitative findings of this paper provide added empirical support for the
effectiveness of CEAT initiatives across a sample of 80 of countries. This is in line with
related research that shows that overall cybersecurity capacity building has had an
independent impact on key outcomes (Dutton et al., 2019; Creese et al., 2021b). This
suggests that CEAT programs, as developed across our population of 80 nations, have
demonstrated an independent impact on key outcomes of internet use, as detailed in the
previous sections. However, the countries in our sample showed a low maturity in CEAT.
The results of a qualitative analysis related this finding to a weak coordination of
cybersecurity awareness programmes, a limited level of awareness among executives,
insufficient budgetary allocations for CEAT, and a cybersecurity brain drain, among other
reasons. Thus, the utility of this research that is focused on CEAT empirically demonstrates
the value of efforts to improve education, awareness, and training as there are measurable

returns on internet use and its associated economic growth.
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That said, there are limitations of the present study. While we have reviews relevant
to CEAT for 80 nations, we lack adequate secondary data to incorporate of all of these
nations in our multivariate analyses. Secondly, while we have a statistically significant
relationship between CEAT and internet use, it is largely driven by one or another component
of the combined index, such as e-participation. Thirdly, and more importantly, the low level
of CEAT across the low-income nations and the limited range of CEAT even among
wealthier nations suggests that the adequacy of CEAT is a basic problem globally. The
development of more precise indicators of CEAT, which is being developed through the use
of ‘structured field coding’, and the expansion of our sample through additional reviews and
better secondary data sources need to move forward to more definitely examine the validity

of our findings.
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