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Abstract

Speaker anonymization methods are a growing research area, due to the common
use of voice interfaces coupled with growing privacy requirements. However, ex-
isting systems suffer from several issues, in particular a reduction in the entropy
space of the newly created voices. This is problematic as it reduces the di-
versity of the produced anonymous voices, thus making distinguishing between
anonymized voices more difficult, and limiting the number of anonymous voices
that can be generated.

In this work we propose a method for creating the new identity compo-
nent for anonymized voices, termed an x-vector, which aims to better reflect
the natural diversity of voices, in turn increasing the diversity of the voices of
anonymized speakers. We combine this identity generation method with exist-
ing anonymization schemes, to produce an overall anonymization system, which
we evaluate. Our results demonstrate that our scheme creates more diverse
anonymized voices than the existing baseline method.

Furthermore, our results show that the assumption of perfect de-coupling
between identity and non-identity voice components used in existing speaker
anonymization frameworks does not hold, highlighting a clear avenue for future
work.

Keywords: Speaker anonymization, Speech, Speaker, Anonymization, Privacy

1. Introduction

As the use of voice as an interface proliferates, combined with people gen-
erating more vocal content which is often widely shared online, it is becoming
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increasingly clear that solutions for anonymisation of individual voices are nec-
essary. Voice cloning techniques have been rapidly advancing, with systems now
able to generate realistic synthetic voices (Shen et al.|2018;|Liu et al.,|2018)). At
the same time further works demonstrated that few voice samples are required
to bypass voice authentication systems and clone users voices (Arik et al., 2018;
Turner et al.l [2019).

Voice data, whether captured live or leaked from remote servers, not only
constitutes personally identifiable information but can also contain user-sensitive
information. Together with the introduction of new regulations, such as the
General Data Protection Regulation in Europe, it has become increasingly im-
portant to develop techniques and methods to protect the privacy of voice data
from adversaries.

Speaker anonymization techniques have been proposed to fulfill these protec-
tion requirements. These techniques process audio, so that the user-identifiable
components of speech (i.e., those that link speech to user identity) have been
removed, whilst retaining speech content and its other characteristics, such as
tone and delivery. The VoicePrivacy Challenge 2020 (Tomashenko et al., 2020b)
(VPC) was one of the early efforts to provide a common ground for the speaker
anonymization problem. The challenge established datasets and metrics to eval-
uate speaker anonymization methods. In this work we develop a system within
the parameters of the VPC, by focusing on improving the anonymous identity
generation mechanism of the x-vector baseline challenge system. The baseline
system works on the principle of decomposing the audio into the identity com-
ponent, x-vectors (Snyder et al., 2018)), and non-identifying components. The
x-vectors can then be replaced with a pseudo x-vector, generated according to
some strategy, and the audio re-synthesized. This paper is an extension to our
system description paper (Turner et al., [2020) which was initially submitted to
the 2020 VPC.

In this work, we highlight how the VPC baseline anonymous identity gener-
ation methods leads to pseudo x-vectors which are largely similar to each other.
We find this to be a consequence of averaging large subset of original x-vectors
in the baseline technique. To overcome this problem, we instead train Gaussian
Mixture Models (GMMs) on a reduced version of the x-vector space; we then
can sample from these GMMs to generate new pseudo x-vectors. We provide a
general pipeline to help choose parameters to optimize the GMM performance.
For this we make use of two relevant metrics which can be applied in x-vector
space to estimate how well the GMM approximates the original x-vector distri-
bution and its properties. We additionally show that the assumption of perfect
separation between identity and speech content does not hold in the under-
lying pseudo-xvector anonymisation system. In fact, we find that anonymous
voices are biased towards the original voice, highlighting a potential avenue for
improvement.

Our main contributions are as follows:

1. We identify the shortcomings of the baseline anonymous x-vector genera-
tion method, demonstrating that it creates pseudo x-vectors which have
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different similarity distributions to legitimate x-vectors.

2. We present a general method to generate new identities for anonymous
voices and provide a framework for determining optimal parameters for
this method.

3. We evaluate the overall anonymization system within the VPC framework,
as well as further experiments, to validate its anonymization performance.

4. We investigate the differences between supplied x-vectors and resulting
audio, highlighting a potential weakness in systems using the same pseudo-
xvector anonymization architecture.

2. Related Work

2.1. Speaker Anonymization

Speaker anonymization has its origins in analog processing systems, when
methods for securing and encrypting voices were first developed (such as |Cox
et al.| (1987)). Recently, analog methods have become less relevant, as modern
machine learning based voice systems take place on data in the digital domain.

Jin et al. (2009)) presented a speaker anonymization system that uses voice
conversion to transform speaker’s voices to a new special speaker identity. The
approach required parallel training data for each speaker, restricting its use
somewhat.

A GMM based approach was proposed in |Pobar and Ipsi¢ (2014)), which
transformed user voices to a synthetic target voice using a combination of
GMM mapping and harmonic plus stochastic models. This method achieved
de-identification on 87.4% of samples, albeit with a limited database size of 10
speakers. The generated audio also lacked naturalness, due to the synthetic tar-
get speaker. |[Abou-Zleikha et al. (2015) improved on this by transforming the
speaker to one of several voices from a pool of speakers, where the target speaker
to be transformed to is selected to maximize de-identification performance.

Magarinos et al.[(2017]) improves on these works by using a cepstral frequency
warping transformation based approach. A transformation function is applied
in the spectral domain, de-identifying the voice. The inverse transform can
later be applied to recover the original voice. Target speakers are selected to be
the most dissimilar speaker to the original (based on PLDA distance between
i-vectors).

Bahmaninezhad et al.| (2018) took a similar approach, using a Convolutional
Neural Network (CNN) to transform to a new voice, created from a set of
transformation features from a source voice and a voice database.

Fang et al.| (2019)) advanced the area further, presenting an approach based
on decomposing the audio into identifying (x-vector) and non-identifying com-
ponents, before replacing the identity component and re-creating the audio.
This work is based on this system, and as such further details are given in sec-
tion Srivastava et al| (2020) further explore this system, examining the
anonymization impacts of different parameters on x-vector selection.
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2.2. The VoicePrivacy Challenge 2020

The VoicePrivacy Challenge 2020 (Tomashenko et al.l 2020b) provides the
setting for this paper, and defines specific goals, selection of datasets, and set of
metrics for the evaluation and comparison of voice anonymization systems. The
challenge seeks solutions for a scenario where speakers want to hide their identity
whilst still allowing all other downstream goals to be achieved
. This is done by converting a speaker to a pseudo-speaker with a
different voice: the new anonymous identity of the original speaker.

In order to accomplish downstream goals the following system requirements
are given for the system: (a) to output a speech waveform, (b) to hide speaker
identity as much as possible, (c) to distort other speech characteristics as little
as possible, (d) to ensure that all trial utterances from a given speaker appear
to be uttered by the same pseudo-speaker, while trial utterances from different
speakers appear to be uttered by different pseudo-speakers.

Throughout this work we use the evaluation dataset subsets specified by
the VPC for evaluation of our models: (i) the Librispeech (Panayotov et al.
2015)) clean development and test sets, and (ii) the VCTK (Yamagishi et al.
2019) development and test sets. We also evaluate our work using the objective
metrics proposed by the VPC, using the models for this trained by the VPC,
namely Equal Error Rate (EER), log-likelihood-ratio cost function Cj, and the
discrimination loss component of this, C[™, when analyzing the privacy perfor-
mance of the system, and Word Error Rate (WER) for evaluating the speech
recognition performance.

Several additional metrics were proposed as part of the VPC for evaluating
speaker anonymization systems, the results of which we also evaluate in this
work.

Specifically we also consider:

e Expected privacy disclosure at a population level, Dgcg, and worst case
privacy disclose for an individual, log;4(1), from the Zero Evidence Biomet-
rics Recognition Assessment (ZEBRA) framework (Nautsch et al., 2020).

e Linkability, specifically the global linkability D%®* (Maouche et al., 2020)),
which examines the (differences in) mated and non-mated score distribu-
tions.

e Global de-identification De;p, and global voice distinctiveness Gy p, both

of which are derived from voice similarity matrices (Noé et al., [2020)).

The VPC also stipulated which datasets may be used in training anonymiza-
tion systems in order to ensure that results are comparable. As such we make
use of these same datasets for training our system: VoxCeleb 1 and 2
et al., 2017;/Chung et al., |2018)), LibriSpeech train-clean-100 and train-other-500

and LibriTTS train-clean-100 and train-other-500(Zen et al., 2019).
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Figure 1: Voice Anonymization system diagram. We replace the sub system for generating
pseudo X-vector’s with a a combination of PCA and GMM (shown in orange in the diagram).

3. System Design

3.1. Overview

Our system design follows the same approach as the x-vector baseline system
used in the VPC (Tomashenko et al[2020a) and is inspired by Fang et al.[(2019).
This system takes the audio to be anonymized and derives three components
from it, the x-vector, the bottleneck features (BN) , and the pitch information
(Fo). The BN features are obtained by applying an Automatic Speech Recog-
nition (ASR) acoustic model, which is a factorized time delay neural network
(TDNN-F), with 40 MFCCs and a 100 dimension i-vector as input, and pro-
duce output BN features of dimension 256. This ASR model is trained using
Librispeech train-clean-100 and train-other-500.

The x-vector extractor is a TDNN, using 30 MFCCs as input features, and
outputting a 512 dimension speaker x-vector. It is trained using Voxceleb 1 and
2. The system assumes that these components decouple the speech content (BN
and Fp) and the speaker identity x-vector.

Following this the x-vector is modified or replaced according to a generation

technique; the modified x-vector is termed a pseudo or fake x-vector.

The

pseudo x-vector represents the new identity of the speaker, and is used for
all utterances intended to be spoken by that identity. Subsequently a speech
synthesis module uses the Fjy, BN features and pseudo-x-vector to generate
mel spectrograms. This speech synthesis model is an autoregressive network,
outputs Mel-filterbanks of dimension 80, and is trained using LibriTTS train-

clean-100.

A Neural Source-Filter (NSF) model then processes these filterbanks, along
with the Fy and the pseudo x-vector, generating the anonymized audio. This
NSF model is trained with LibriTTS train-clean-100.
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Figure 2: Distribution of cross-cosine similarities between pairs of x-vectors from original
voices and from the baseline fakes. The baseline fake x-vectors do not follow the same dis-
tribution of cosine similarities as the original x-vectors: these fake x-vectors are much more
similar to one another than x-vectors extracted from organic speakers.

A diagram showing the system can be seen in Figure[I] We use the models
provided during the VPC, see Tomashenko et al| (2020a)); [Fang et al. (2019) for
further details on the training of these models.

[Fang et al| (2019) proposed three techniques for generating fake X-vectors:
(i) nearest speakers, (ii) random selection and (iii) range selection. The VPC
x-vector baseline system uses a variant of the last of these techniques, selecting
the 200 furthest away x-vectors from the original speaker, and then averaging
a random selection of 100 within these to produce the new fake x-vector. The
LibriTTS 2019) train-other-500 dataset is used in the baseline for
this pool, with 600 users in the male pool and 560 in the female pool.

3.2. Rationale

We examine the pseudo x-vectors that are created by the baseline generation
technique. Figure [2] shows the cosine similarities of the x-vectors extracted
from the original voices, and pseudo x-vectors supplied to the later stages of
the baseline system. We see that that the cross-similarity distribution between
original voices and the pseudo x-vectors differs: pairs of pseudo x-vectors are
more similar to one another than pairs of original voices.

This reduction in entropy leads to anonymized voices which are less distinct
from one another, increasing the difficulty of distinguishing between anonymized
voices. Furthermore, this also means the x-vector space is being underutilized,
meaning the total number of distinct anonymous voice available will be reduced
compared to organic voices.

We postulate that the reduction in entropy, and consequent reduced diversity
of voices, occurs due to the averaging of several x-vectors in the pseudo x-vector
generation process. Intuitively, similarly to what happens when sampling the
mean of random samples of a normal distribution (which leads to a reduction
in variance of a factor n, with n sample size), averaging subsets of 100 x-vectors
will reduce the variance of the sampled x-vector means. In other words, the set
of subset means will be more central in the complete x-vector space than the
original population. While this can not be modeled exactly since the subsets
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are not sampled at random (but are biased depending on the current user), its
effects are clear. Likewise, the alternative selection methods proposed by [Fang
et al.| (2019)) and |Srivastava et al.| (2020) suffer from the same problem, due to
their use of averaging x-vectors.

Figure [2] also reveals that the distribution of cosine similarities for females
differs significantly from that of males, with female voices having increased
similarity compared to males. This performance may be due to an imbalance
in the number of voices for males and females in the dataset used to train the
xvector extractor (2912 females vs 4451 males). Alternatively it could be due to
female voices being higher pitch, and contain less spectral information, resulting
in increased difficulty in discriminating between them than male voices.

3.3. Method

We improve the x-vector generation in two steps. At first, we learn the
properties of the 512-dimensional x-vector space by using principal component
analysis (PCA) on a large x-vector dataset. Secondly, we fit a generative model
on the PCA-reduced space, in order to sample from it. By using a generative
model we can retain as much of the diversity of the original space as possible, and
avoid removing entropy with averaging operations. To generate a new pseudo
x-vector using our method, we sample from the GMM in the PCA reduced space
and then apply the PCA inverse transform.

As in the baseline, in the later stages of the anonymization a Speech Synthe-
sis acoustic model is used to generate Mel-filterbank features, which are fed with
the FO and pseudo x-vector to a Neural source-filter model to generate audio.
We train and reuse the models in the same way as the baseline, with the excep-
tion that we use the VoxCelebl (Nagrani et all 2017) and VoxCeleb2 (Chung
et al., 2018]) datasets in our pool of speaker x-vectors, in addition to the Lib-
riTTS (Zen et all [2019)) train-other-500 dataset. Figure [1] gives a full overview
of how the system components fit together.

3.4. Determining Hyper-Parameters

Here we describe how we optimized the GMM parameters.

8.4.1. Preliminaries

In order to choose the best parameters for the system, we focus on analyzing
the performance of two key metrics: (i) the cross-similarity distribution between
the fake and original x-vectors and the (ii) resulting differential entropy of the
trained GMM. High match between the cross-similarity distributions of original
and anonymous x-vectors indicates that the generated anonymous x-vectors re-
tain the similarity properties that are expected in the original set. Differently,
the differential entropy of the Gaussian mixture model is an indicator of how
much information is retained by the mixture (akin to its discrete counterpart
being a measure of how many bits are necessary to encode the information). In
this case, GMM with high entropy are preferable, as they more closely approx-
imate the underlying mixture distribution.
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We measure the cross-similarity distribution with the Kolmogorov—Smirnov
(KS) statistic:
Dgs = sup,|F(z) — O(x)], (1)

where F and O are the cumulative distributions of the empirical cross-
similarity distributions among a set of X-vectors:

f(z) = {cossim(z;,z;), } Vi,je€x,

O refers to the original X-vectors and F refers to fake (pseudo) X-vectors. We
use the KS statistic for this as it is non parametric and can be easily applied to
two empirical distributions.

The differential entropy of the GMM does not have a closed-form so we
instead measure it by repeated Monte-Carlo sampling of the log-likelihood of
the GMM-generated X-vectors:

3(@i =) S (@i — )
(2m)* %]

K
A(X) = Eiflog 3 exp(= ], (2)
k=1

with x; the generated samples, p the component means, ¥ the covariance
matrix and 75 the weight of the k-th component. As this way of estimating the
differential entropy (hereafter entropy) may be imprecise for insufficiently large
samples, we also report the mixture entropy estimators introduced by [Kolchin-
sky and Tracey| (2017)), which provide a tight estimation and are extremely fast
to compute. See for a more in-depth description of these estima-

tors.

3.4.2. Setup

In the analysis, we vary the number of PCA and GMM components. We
setup the evaluation as follows. Firstly we extract all the development and test
X-vectors from VoxCelebl, VoxCeleb2 (4,451 and 2,912 for male and female),
and for each gender we perform a 50% train-test split, training the PCA+GMM
models with only the training split. 2,000 samples are taken from the GMM
and used to compute the entropy of Equation 2] We then apply the PCA
inverse transform to obtain 512-dimensional pseudo x-vectors. To compute the
KS statistic of Equation[I] we compute the cross-similarity among these pseudo
x-vectors (obtaining F, Eq. [1) and we do the same among the testing part of
the initial 50% split (obtaining O, Eq.[I). For the GMM we learn a diagonal
covariance matrix on the PCA features, as these are de-correlated from one
another, and set the maximum number of Expectation-Maximization iterations
to 500 and the convergence tolerance to 10!, these are linearly increased if the
EM does not converge. Additionally it is easier to compute the entropy using
a diagonal co-variance matrix, and the reduced dimensionality of the matrix
makes parameter estimation easier.

As the GMM fitting may vary, we repeat the train-test split two times, and
for each split we also repeat the training twice and average the results.
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Figure 3: KS statistic (Dxg, Eq. and entropy (H(X), Eq. results across number of
GMM components, amount of retained PCA variance (crp). Number of PCA components are
given in the top right of each plot. Shaded areas for D g are 90% confidence intervals for
Dgs. Shaded areas for H(X) are the lower and upper bounds measured with the estimators
of Section The figure shows that increasing number of GMM components has a
negligible effect on the two metrics.

3.4.3. Results

We report in Figure [3| and [4] the resulting entropy and KS statistic for vary-
ing the number of GMM components and for varying PCA retained variance.
Figure [3| shows that the number of GMM components does not significantly af-
fect the result (either the similarity or the entropy), showing some fluctuations
but no statistically significant improvement for increasing number of compo-
nents. Instead, the amount of retained variance more directly affects the result:
increasing it to 99% bring significant improvement in the similarity and also
corresponds to the configuration which gives the maximal entropy. Figure []
confirms the same insights, also highlighting how retaining more than 99% of
variance leads to a slight degradation in entropy and no visible benefit in the
distribution similarity. This can be explained with the fact that increasing the
retained variance has diminishing beneficial returns, as the number of PCA
extracted features has to grow significantly as we retain more variance. For
example, for male x-vectors, going from 96% to 98% increases the number of
features by 22, while going from 99.2% to 99.4% (a ten-time smaller increment)
increases the same number by 13. Figure {4] shows that retaining more of these
features is only beneficial up to 99%, after which point the co-variance matrix
needs to include increasingly small elements which bring a reduction to the
overall entropy.

For the remaining experiments we choose to use one GMM component and
99% of variance retained by the PCA transformation, which corresponds to 103
components for females and 104 for males. Using these parameters, we report in
Figure 5| a comparison of the cross-cosine similarity distributions across various
x-vectors subsets, pseudo and original. The figure shows that our generated
pseudo x-vectors more closely match the expected similarity distribution found
among VoxCeleb x-vectors compared to the baseline-generated anonymous x-
vectors.
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Figure 5: Example empirical cumulative distribution functions computed during the hyper-
parameter search: the plots use one GMM component and 99% retained PCA variance. We
do a 50% split on VoxCeleb data and use the first part to train our PCA+GMM and the
second part to plot the VoxCeleb data series. We plot the baseline fake X-vectors computed
with the VPC technique.

3.5. Forced Dissimilarity

As the GMM pseudo x-vectors are extracted randomly, these might occa-
sionally be relatively close to the user’s x-vector (this does not happen in the
baseline as pseudo x-vectors are generated by selecting the n-furthest away x-
vectors). This is detrimental to the quality of anonymization, so to avoid it we
introduce a similarity check, termed forced dissimilarity, between the speaker’s
x-vector and the generated pseudo x-vector. For a pseudo x-vector X,,, we re-
peat the generation as long as X, and the original x-vector X, are too similar
based on the g p parameter:

cos sim(X,, X,,) > 0pp.
We study the effects of this mitigation on the anonymization process in Sec-

tion

10
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4. System Evaluation

In this section we evaluate the performance of our anonymization system,
firstly by applying the VPC framework and extended metrics. Subsequently we
also examine performance when using an alternate ASV system, and under our
forced dissimilarity measure. Finally we examine the resulting x-vectors from
our produced audio, to glean further insight into the systems performance.

4.1. Evaluation with Voice Privacy Challenge Framework

4.1.1. Setup

The VPC evaluation framework uses two datasets for evaluation, with two
sub splits of each: (i) the Librispeech clean development and test sets, and (ii)
the VCTK development and test sets. We focus on the diff split of the VCTK
dataset, for brevity, and following the practice of most systems submitted for
the VPC.

The VPC evaluates speaker verifiability, using metrics derived from speaker
verification scores, and word error rate. Two scenarios are studied for speaker
verifiability. Firstly original enrollment and anonymized trial (O-A), which ex-
amines the differences between the original voices and an anonymized version
of them. In this case scores are computed between the clean audio, and the
anonymized audio of the same speaker for a target trial, and the anonymized
audio of a different speaker for a non-target trial.

Secondly anonymized enrollment and anonymized trial (A-A) is examined,
where each of the enrollment and trial utterances are anonymized but to different
identities. In this case a target trial is the anonymized enrollment and trial of the
same original speaker, but anonymized to two different identities. Non-target
trials are anonymized enrollments and anonymized trials from different speaker.
In both cases the same identity is used for all utterances within that set (i.e.,
all the enrollment utterances are anonymized to voice A, all the trial utterances
to voice B, where A # B. Speaker verifiability scores are calculated using an
x-vector based system (Snyder et al.; 2018) trained using the LibriSpeech train-
clean-360 dataset, using a probabilistic linear discriminant analysis (PLDA)
backend.

We focus on EER and CJ™in our analysis, as these were utilized in the
VPC and have been demonstrated to be robust in Maouche et al.| (2020)). These
are both computed from the set of scores between target and non-target ut-
terances. Both the EER and ’ﬁ?“minimize the discriminating power of the
classifier against a dataset. Due to the anonymization applied to the audio,
an EER of 50% and a CJi"of 1.00 are optimal, as target trial utterances are
always anonymized compared to the enrollment utterance, and thus we hope to
see that classifier unable to identify the two utterances as being spoken by the
same (original) speaker.

Word error rates are calculated using a TDNN-F acoustic model with a
trigram language model, based on the Kaldi recipe for Librispeech. Both evalu-
ation systems are trained with the LibriSpeech train-clean-360 dataset. Further
details can be found in the VPC evaluation plan (Tomashenko et al.l |2020b)).

11
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Table 1: Speaker verifiability results for the pretrained ASVey, model. Results for our
anonymization method with 1 GMM component and ogg PCA, without forced dissimilar-
ity. In parenthesis we report the difference with the baseline system.

. Development Test

Dataset Gender Scenario EER (%) cmn EER (%) o

= 0-0 8.7 0.30 7.7 0.18
3 F O-A  46.9(-3.3) 0.97(-0.03) 40.3(-6.9) 0.95(-0.04)
2 A-A 45.0(+8.2) 0.97(+0.07) 44.2(4+12.0) 0.97(+0.13)

2z 0-0 1.2 0.03 T.1 0.04
.:3 M O-A 53.3(-4.5) 0.99(-0.01) 48.1(-4.0) 1.00(-0.00)
A-A 46.7(4+12.6) 0.97(40.10) 43.4(46.7) 0.98(40.07)

—~ 0-O 2.9 0.10 4.9 0.17
% F O-A 46.0(-4.0) 0.96(-0.03) 44.6(-3.4) 0.98(-0.02)
~ A-A 35.3(+9.1) 0.87(+0.11) 33.7(+2.0) 0.89(+0.04)

& 0-0 1.4 0.05 2.1 0.07
g M O-A 53.0(-0.9) 1.00(-0.00) 47.6(-6.2) 0.99(-0.01)

AA 36.0(+5.1) 0.92(+0.08) 40.2(+9.2) 0.93(+0.09)

Table 2: Details of number of trials for each of the datasets and their respective splits.

Dataset Split  Trials Female Male Total
Dev. Target 704 644 1348

Librispeech Non-target 14566 12796 27362
Test Target 548 449 997

Non-target 11196 9457 20653

Dev. —Nontarger 321912085 26204

. on-targe
VCTK (Diff.) Test Target 1944 1742 3686

Non-target 13056 13258 26314

4.1.2. Initial Framework

The full results for EER and CJ'"are presented in Table|l] using the param-
eters determined previously in Section (99% variance retained, one GMM
component, one model per gender). The number of target and non-target trials
for each of the datasets are given in Table

For the O-A scenario, we experience a small performance degradation when
compared to the baseline in most cases, with EER decreasing by up to 6.69%
(female LibriSpeech test). The values of Cji™also feature a small drop, of a
maximum of 0.04, however the values still remain generally close to 1, and as
such the performance decrease is fairly limited. The degradation in results is
more pronounced in females, with a CJi"decrease averaging 0.03, whereas for
males the average decrease is 0.01. This could be because the baseline creates
its pseudo x-vector by averaging x-vectors far away from the original, which in
most cases will yield an x-vector that is also dissimilar from the original, acting
as a dissimilarity constraint.

For the A-A scenario, we observe increases in the EER compared to the
baseline for all settings, varying from an increase of 2% (Female VCTK Test)
to 12.6% (Male LibriSpeech Dev). Similarly the CJi"improves across all data
subsets, with increases from 0.04 to 0.13. We also note that the values of ] are
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Table 3: WER rates for original and anonymized voices on the datasets specified in the VPC.
Results are produced using 1 GMM component and 99% variance retained. In parenthesis we

report the difference with the baseline system.
Dataset Audio Type Dev. WER (%) Test WER (%)

LibriSoooch Original 3.83 114

p Anonymized 10.02 (+3.63) 7.09 (+0.36)
Original 10.79 12.81

VETK Anonymized 16.3 (4+0.91) 16.98 (+1.75)

Table 4: Results for the ZEBRA and Linkability additional metrics evaluated in the Voice
Privacy Challenge for our system using one GMM component and 99% of variance retained.
Presented results are for the test split of both datasets. Difference from the x-vector baseline
is given in brackets.

. ZEBRA Linkability
Dataset Gen. Scenario Docs Tog oD DY
- 0-0 0.58 3.98(C) 0.90
S F O-A 0.03(+0.03)  0.82(+0.51)(A)  0.15(+0.08)
g A-A 0.02(-0.09)  0.72(-1.77)(A) _ 0.09(-0.20)
2 0-0 0.69 3.92(C) 0.96
2 M O-A 0.00(+0.00)  0.16(-0.12)(A) _ 0.06(-0.02)
- A-A 0.02(-0.05)  0.50(-1.90)(A) _ 0.11(-0.09)
— 0-0 0.59 3.65(C) 0.88
b F O-A 0.01(+0.01) 0.74(+0.61)(A) _ 0.07(+0.02)
= A-A 0.08(-0.03)  1.43(-0.44)(B) _ 0.24(-0.04)
= 0-0 0.67 3.92(C) 0.95
O M O-A 0.01(+0.01) 1.17(+1.17)(B) _ 0.06(-0.00)
> AA 0.05(-0.06)  1.86(+0.62)(B) _ 0.14(-0.16)

close to a perfect score of 1 in many cases, indicating very strong anonymization
performance, and that two versions of the same voice anonymized are rarely
confused with one another.

We observe a small increase in Word Error Rate (WER) across all of the
datasets and dataset splits, when comparing the results from the large language
model used in the VPC evaluation, as shown in Table 3] Overall the increases
in WER are fairly small and the results slightly worse than those of the VPC
x-vector baseline.

4.1.3. Additional Metrics

In this section we calculate the values of the additional metrics proposed
during the VPC: (i) ZEBRA Framework (Nautsch et all [2020)) (ii) Linkabil-
ity (Maouche et al., 2020) and (iii) Voice Similarity Matrices (Noé et al., 2020)
Metrics. All of these metrics are computed using the existing scores output by
the speaker verifiability model.

We focus on the results for the test split of both datasets.

ZEBRA framework. Table |4 shows the results for Drcr and log;o(l) com-
puted with the ZEBRA framework. The expected privacy disclosure, Dgcg,
gives a score for the average level of protection afforded to a population, with a
score of 0 corresponding to perfect privacy and is thus optimal. The worst case
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Dataset Split Derp Gvp

M F M F
. Dev  0.99 (-0.01) 0.97 (-0.03) -3.69 (+5.07) -1.96 (+7.21)
LibriSpeech  — e —99C0.01)  0.96 (:0.02) -2.80 (+6.18) -2.74 (+7.33)
VOTK Dev  1.00 (-0.00) 007 (-0.02) -2.85 (19.82) -2.53 (+6.28)
Test  1.00 (-0.00) 0.98 (-0.01) -2.93 (+8.80) -2.92 (+7.36)

Table 5: De-Identification and Voice Distinctiveness (Gain) performance derived from Voice
Similarity Matrices. Results are calculated for our system using 1 GMM component and 99%
variance captured by PCA. Difference from x-vector baseline shown in brackets

privacy disclosure, log;((1), gives a score for the protection afforded to the worst
individual, again with 0 being optimal. We observe that our system performs
slightly worse than the baseline in the O-A scenario for both metrics, although
still retains an A grade for the worst case in all but one case. For the A-A
scenario we improve over the x-vector baseline, with values for Dgcg becom-
ing lower across all data subsets. The worst-case privacy disclosure, log;y(1),
also improves in the A-A scenario, with the exception of the male VCTK (diff)
dataset. Furthermore the VCTK (diff) dataset letter grades are B, implying an
adversary would be incorrect once in every 10 to 100 attempts (Nautsch et al.|
2020). These results for log;,(1) suggest that our system does not perform
equally well for all individuals, causing a high value for VCTK in particular due
to poor anonymization of a specific (or several) individual(s).

Linkability. Table @ shows the linkability, D3®, results. The linkability mea-
sures the difference between the target and non-target score distributions, and
can capture anonymization problems not detected by metrics such as Cﬁf“. For
linkability the optimal score is 0. These results display a similar pattern to the
other population wide metrics. For the O-A scenario we have variable results,
with increases in DF® for both female datasets and no change and a decrease for
the male datasets. For the A-A scenario we see large decreases in D3®, showing
a clear reduction in linkability. These numbers still remain higher than those
for O-A, but the performance disparity between the two scenarios is reduced.

Voice Similarity Matrix Metrics. Table |5 shows the De;p and Gy p re-
sults calculated from voice similarity matrices for our datasets. Deidentification,
Dejp, measures the ease with which speaker can be linked between original and
anonymised, with scores of 1 being optimal. The results for De;p show a slight
degradation in performance from the baseline, which had close to perfect scores
of 1 (> 0.99) for all combinations of dataset and split. Voice distinctiveness,
Gy p, measures how distinctive individual voices are, with greater than 0 dB
indicating more distinctive voices and less than 0 being less distinctive voices in
the anonymized space. For Gy p we see an improvement for all metrics, with the
absolute values being better for female, but the magnitude of changes overall
being slightly larger for males. This increase in voice distinctiveness compared
to the baseline clearly demonstrates that our x-vector generation technique pro-
duces more diverse anonymous voices than the original technique.
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4.2. Alternate ASV Evaluation

Our proposed system utilizes x-vectors for replacing the identity component
of the audio. The VPC evaluation framework and associated metrics also use
a state-of-the-art x-vector extractor, which could cause masking of potential
issues, if the anonymization properties were not maintained into other spaces.
As such we validate that the anonymization results hold when also computed
with an i-vector (Dehak et al.| 2011)-based speaker verification system.

Setup. We repeat the speaker verification experiments conducted in the VPC
analysis, using the pre-trained i-vector model found in the Kaldi exampleaﬂ The
features are 24 MFCCs with a frame length of 25ms, and an energy-based voice
activity detection (VAD) system determines which frames contain speech. The
UBM is a 2048 component full-covariance GMM. The i-vector model extracts
a 400 dimensional i-vector, and is trained using the 100,000 longest utterances
from the VoxCeleb 1 and 2 training datasets. A PLDA backend, which uses
an LDA dimension of 200, is used for scoring the utterances, with the system
achieving an EER of 5.3% on the VoxCeleb test datasets.

We extract i-vectors using this trained system for the original and anonymous
audio, and for each of the datasets, that we evaluated across the scenarios in
section This allows us to compare the x-vector and i-vector results directly.

We focus on the EER and C\"metrics and compare the results on the test
splits of the LibriSpeech test and VCTK (diff) test datasets.

Results. Figure |§| shows the EER and CJ"results for the x-vector and i-
vector systems on the test splits for all of the anonymization scenarios. In most
cases performance is similar for the x-vector and i-vector systems, with only
small differences observed between the two systems. In general the difference in
performance is more pronounced on female voices than male voices. The largest
degradations in performance come on the female split of the VCTK database,
in both the O-A and A-A scenarios.

These large drops in EER and Cﬁfnpoint to the potential for some overspe-
cialization in the x-vector space for female performance. Alternatively, it could
be related to dataset imbalances between males and females, the effects of which
were observed in examining the x-vector extractor in Section [3.2]and in the VPC
results in Section Overall, these results suggest that the anonymization
is not limited only to the x-vector space.

4.83. Forced Dissimilarity

As mentioned previously the forced dissimilarity (FD) 0pp parameter re-
peats the GMM sampling of a pseudo x-vector if the x-vector is too near to the
original user’s voice. However the specific value of 6pp used may impact the
anonymization performance of the system, and as such we evaluate the system
with varying 0pp.

Lhttps://kaldi-asr.org/models/m7
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Figure 6: Alternate ASV System results for the test splits of both datasets on all scenarios,
comparing the Cjj;"and EER when calculated using the VPC x-vector system and an alternate

i-vector system. Note the y-axes does not start at 0.

Setup. We evaluate the effect of 0 p using the VPC framework, again focusing
on the results for C;". We run the evaluation framework with 6pp € [0.2,1]
(1 corresponds to no similarity constraint).

Results. Figure [7| presents the C{ﬁinfor both the O-A and A-A configurations,
for the test splits of both datasets and for both genders. We observe that for
the O-A scenario the values for CJ""remain high, and slightly increase with a
smaller O p. This result is as expected, as by forcing less similarity, and thus a
bigger distance between the original voice (and thus the enrollment voice) and
the target x-vector, the resultant voice also becomes increasingly distant from
the original and thus the enrollment voice.

For the A-A scenario we observe a different effect, in that with smaller Ogp,
i.e., forcing more distance from the original voice, the CI"decreases. This is
likely because the available area of the x-vector hyperspace is restricted by 0z p,
meaning that when anonymizing the same voice twice, both the target x-vectors
come from a region that becomes increasing small as 0pp decreases, resulting
in voices that are more similar. This is potentially problematic, and shows that
small values of frp should not be used.

The effects on the overall WER for the test split of all of the datasets are
seen in Figure We observe that for both datasets, as Opp decreases we
experience an increase in WER. This may be due to links remaining between the
non-speaker identity components of the anonymization and the original speaker
identity, resulting in a conflict between features when transforming to a very
different x-vector, and thus worse performance.
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Figure 7: Plots showing Cﬁ“ri“values for the test split of the datasets for varied values of the
forced dissimilarity parameter 0 pp for the model, for both scenarios in the VPC challenge.

The values of the Baseline system are shown with the dashed lines.
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Figure 8: Plots showing WER as a function of the forced dissimilarity parameter 6pp. WER
values for the original datasets are marked with the dashed lines.

Overall our results suggest that values of frp need to be chosen carefully,
and small values should be avoided due to their negative impact on WER and
the A-A scenario. If using FD we would recommend a value of 0.9, as this yields
strong performance in O-A, A-A and WER, but gives the guarantee of avoiding
a transformation to a very similar voice.

4-4. Eramining Resultant X-Vectors

The overall architecture for the system relies on the assumption that the
voice can be decoupled into the identifying components (described by the x-
vector) and the speech content (described by the bottleneck features and Fy) (Faig
2019). In order to examine this assumption, we evaluate the resultant
x-vectors produced by the system (i.e., the x-vectors extracted from the final
audio). If the assumption holds, we expect to see that the resultant x-vectors
are as distant from the original voice as any other voice, and that they closely
resemble the target x-vector supplied to the synthesis models.

Setup. We perform this analysis on the VCTK test dataset. Anonymized audio
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Figure 9: Similarity (cosine) comparison of resultant x-vectors with the target generated by
the GMM. We observe that voices are more dissimilar than two copies of the same (original)
voice, but not as dissimilar as if they were a different voice entirely.

is generated for all of the enrollment utterances for each user, with the same
pseudo target being used for each of these utterances. Resultant x-vectors are
then extracted from this anonymized audio, using the same x-vector extractor
as used for generating the dataset to train the GMM. We analyze the distances
between the pseudo outcome and the pseudo target using the cosine distance
between them, as well as comparing this to other sets of distances between orig-
inal voices and the newly anonymized voices. The x-vectors used for computing
these distances are extracted with the extractor used by our system, and not
the separate VPC evaluation x-vector extractor. We also compute two reference
distributions, composed of the original voices compared with themselves, and of
the original voices compared with different voices.

Results. Figure [9] shows two sets of histogram distributions of the cosine sim-
ilarity scores, for the anonymized audio. In the upper plot of Figure [0] we
examine the x-vectors of the final audio post synthesis, with the target x-vector
supplied in synthesis. We see that the distribution of these does not mirror
that of a normal voice compared with itself, and instead is shifted left-ward
(i.e., less similar) and has a further spread distribution. This suggests that the
synthesis algorithms do not result in audio that can be considered (in general)
to be spoken by the same voice as the target vector, degrading anonymization
performance in the process.

The bottom plot, comparing the original audio’s mean x-vector with the
anonymized version of that voice, shows a distribution that does not match
either of our reference distributions. In an optimal system, the similarity distr-
bution should match the different voice distribution, however we observe that
the distribution is shifted to the right and more condensed. This implies that
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the anonymized voices are more similar to their original voice than would be
ideal, and thus that the synthesis process must be retaining some bias toward
the original voice.

Taken together, these results highlight deficiencies in the audio synthesis
process, showing that it comes up short at recreating the target accurately and
suggesting that the assumption that the non-x-vector features (BN and Fj) do
not contain identifying information does not hold.

4.5. Subjective Naturalness

As part of the VPC the organizers computed subjective results for each of
the submissions. As we have improved the parameters within our system since
the VPC, we do not report the results provided by the challenge organizers
here, but they can be found in [Tomashenko| (2020)). Instead, we conduct Mean
Opinion Score (MOS) tests to assess the subjective naturalness of the voices
produced by our system.

Setup. We use the Amazon Mechanical Turk platform to conduct our MOS
tests. We follow the ITU-T Recommendation P.808 (ITU-T| 2018) for conduct-
ing these listening tests, with each audio file being assessed on scale from 1
(poor) to 5 (excellent). As directed by the recommendation, we implement a
qualification phase, in which we verify participants are native English speakers,
are using headphones, are in a quiet environment and of normal hearing. Partic-
ipant training is conducted with 5 samples that are selected to cover the range
of sample qualities. Training samples are identical for all workers. Throughout
the training and rating phases gold standard and trapping questions are used,
as per the recommendation, to ensure participants are attentive to the task.
Workers who fail to answer these correctly have their scores discarded.

We perform our MOS for 100 randomly selected anonymised audio files from
the VCTK test dataset. We use the original audio, the baseline system, our
proposed system, and our proposed system with 8D = 0.9, giving a total of
400 audio files to be scored. We use the same random audio files for each set
i.e. the original utterance, and 3 anonymised versions of it.

Workers are presented with sets of 12 samples at a time and paid for each
set of 12 they complete. Each of these 12 samples contains at least one audio
sample from each of the four conditions (Original + 3 anonymisation methods),
to prevent bias introduced by workers who do not rate all samples. Following
the p.808 recommendation we incentivize workers financially to rate at least half
of the total samples. Each sample is rated by at least 6 distinct workers, with
an average of 9.57 ratings per sample. We received ethical approval from our
institution for this study, reference CS_C1A_21_010.

Results. The computed MOS can be seen in Table [f] We conduct statistical
significance testing, after removing bias, pairwise between each of the audio
sets using a Mann-Whitney U test, following the method given in [Rosenberg
and Ramabhadran| (2017). We find that the differences between the MOS are
statistically significant at the 1% level for all pairs of audio sets, except between
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Type Total Ratings MOS Std. Dev.

Original 1039 4.432146  0.648822
Baseline 926 2.816415  0.800534
Proposed System 918 2.501089  0.860815
Proposed System w/ 0pp = 0.9 945 2.503704  0.826108

Table 6: Mean Opinion Scores for original audio and varied audio creation system. The
differences between pairs of audio sets are statistically significant (p < 0.01) for all pairs
except the two versions of the proposed system.

the two sets based on the Proposed System. Full test statistics and p-values are
reported in

We observe that all of the audio anonymization systems have much lower
opinion scores that the original audio. This highlights the need for improvement
in the overall anonymization method.

We also observe that our proposed technique has a slightly worse MOS than
the Baseline system, scoring 2.50 and 2.82 respectively. Whilst this difference is
fairly small, it is statistically significant, and suggests that the baseline method
produces x-vectors that are more natural sounding than our method. This
difference could be because the Gaussian space captured by the GMM is not
guaranteed to contain only natural sounding voices, and thus can contain x-
vectors that produce poor audio. The larger standard deviation also suggests
this could be the case.

5. Discussion

In this section, we discuss the overall anonymization capabilities of our sys-
tem and possible concerns that need further investigation, as well as signposting
directions for future work to investigate in order to improve this technique, as
well as others based on NSF models.

5.1. Overall Anonymization Assessment

Our experiments focused on two key scenarios throughout, one where the
original voice is compared to the anonymized voice, and one where two in-
stances of the same voice anonymized are compared with one another. The
x-vector selection technique we developed is intended to maximize performance
on the second one of these scenarios, however the two are interlinked, and poor
performance on one impacts the other, as well as the overall usefulness of the
system.

Our experiments demonstrate that our x-vector selection technique improves
the anonymization performance of the system, particularly in improving the
diversity of the anonymized voices. We observe that values of ﬁ"ri“ approaches
a perfect score in many scenarios, indicating strong anonymization, although
worse performance was generally observed in the female voices analyzed. This
could be caused by the x-vector extractor’s weaker performance on female voices,
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meaning the female voices occupy a smaller space. Potential causes of this
lopsided x-vector extractor performance could be imbalanced datasets, or due
to female voices containing less spectral information than male voices to begin
with, particularly when a single extractor must handle all voices, covering a
wider spectrum than a gender specific extractor. Further investigation will be
required in order to better understand and mitigate this issue.

The results from the additional metrics developed for the voice privacy chal-
lenge also achieved strong results, although we observe some worse performance
in similar scenarios as to the original metrics. In particular the results for the
log; (1) metric show that for some individuals performance may be poor. This
could be an effect of the random pseudo x-vector selection from the GMM, or
could be explained with our analysis of resultant x-vectors in section

The resultant x-vectors analysis in Section [£.4] also showed that the outcome
utterances are not close enough to the x-vector target to be considered the
same voice as it. Improvement in this aspect of the system is also likely to
improve anonymization results further. These results also show that separation
between identity and speech content is not perfect within the system. Whilst
this finding does not appear to impact the metrics assessed with the VPC, it does
imply that an adversary attempting de-anonymization gains some information
about the original voice from measuring its distance to other voices, and thus
improvements in the process would result in further privacy gains. One potential
avenue of exploration could be to reduce the feature size of the xvectors and
bottleneck features, to reduce the information that could be present in both of
them.

5.2. Speech Quality Results

The speech quality of the anonymised audio was assessed by both WER, of
the resulting audio, as well as MOS tests to rate its subjective quality.

The WER results for both the baseline and our proposed technique were
worse than for the unanonymized audio. Across all four datasets our proposed
system performed worse (0.36% to 3.63%) than the baseline. In terms of MOS,
our proposed system scored 2.5, compared to 2.8 for the Baseline and 4.43 for
the original audio.

These sets of results highlight two problems that need further attention.
Firstly, the x-vector anonymization and re-synthesis system that underpins both
the baseline and our proposed system needs further improvement, to increase the
naturalness of audio that is generated using it. Secondly, the worse performance
of our proposed system in terms of speech quality needs further investigation,
to determine why the x-vectors produced by our method lead to worse audio.
One potential cause could be that the averaging method used by the baseline
can not have extreme values, as the averaging method constrains the xvectors to
values more central in the space. Our method does not have such a constraint,
and there is no guarantee that all the x-vectors that are modeled by the GMM-
PCA space represent naturally sounding speakers, and thus poorly performing
speakers could be sampled from this space.
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Further work could investigate optimizing the x-vector sampling process to
produce more natural speakers, as opposed to our focus of encouraging diversity
in the produced x-vectors.

6. Conclusions

In this paper we presented our technique for speaker anonymization, by uti-
lizing GMMSs to generate pseudo x-vectors to transform voices to. Our work
expands on the initial study of this technique presented as a system description
for the Voice Privacy Challenge 2020, and further explores the optimal param-
eters for our system and conducts further experiments into the anonymization.

We demonstrate that our system performs particularly strongly when com-
paring two (differently) anonymized versions of the same voice, and in particular
outperform the VPC baseline by a large margin. We also investigate the prop-
erties of the x-vectors taken from the produced audio. These experiments show
that there remains space to further optimize the synthesis models, producing
output audio that more closely resembles the target x-vectors, and thus differs
more the original voice, improving anonymization and privacy.

Finally we discuss future avenues to be explored in developing this system
further, in particular highlighting the need for improved word error rates and
better naturalness and intelligibility, if this system (or others based on similar
synthesis models) are to be able to provide a useful solution for voice anonymiza-
tion.
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Appendix A. GMM entropy estimators

As shown in Section [3:4.2] estimating the GMM entropy is useful in order
to best choose the parameters in a system development phase. While in this
paper we directly estimate entropy using the log-likelihood of generated samples
(Equation , in presence of large datasets or in online applications it might be
useful to have faster estimators of entropy. Here we report the GMM entropy
estimators introduced in |Kolchinsky and Tracey|(2017)), which we show generally
provide very tight entropy bounds:

H(X)=H(X|C) - Zm lome exp(—D(pilpn)),

1
H(X|C) = 3 Zm[log |Z;| + dlog 2w + d],

for the lower bound we replace D with the Chernoff a-divergence distance func-
tion Cy (p1]|p2):
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System One System Two U Statistic p-value

Original Baseline 75224.5 < 0.0001
Original Proposed System 50757.5 < 0.0001
Original Proposed System w/ 0pp = 0.9 46916.5 < 0.0001
Baseline Proposed System 315373.0 < 0.0001
Baseline Proposed System w/ 8pp = 0.9 320107.5 < 0.0001
Proposed System Proposed System w/ 0pp = 0.9 431770.0 0.432

Table B.7: Mann-Whitney U Test Statistics and p-values for MOS scores between each pair
of systems evaluated.

for the upper bound, we replace D with the Kullback-Leibler divergence KL (p1 ||p2):

1 _
KL(p1[lp2) = | In 5[Z2| = In[Sa] + (w1 — p2) ST (1 — )
+tr(22_121) - d]

In all equations, d indicates the Gaussian’s dimensionality, « is set to 0.5, 3;
is the co-variance matrix of the i-th component, p; are the means of the i-th
component.

Appendix B. MOS Statistical Significance Tests

We perform statistical significant testing following the method outline in Rosén-
berg and Ramabhadran| (2017). We use normalized-rank normalization to first
normalize the scores by participant and then by utterance, to correct for par-
ticipant bias and utterance bias respectively.

We then use these scores to conduct a Mann-Whitney U test, between each
pair of audio sets. In all cases the null hypothesis is that the distributions are
equal to one another. Table [B.7] shows the U statistic and p-value for each of
the pairwise sets. We see that the differences are statistically significant for all
pairs, except the Proposed System with and without Forced Distancing.
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