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Abstract

Despite being renowned as an exceptionally safety-conscious industry, aviation has
been slow to address the cyber security threat. A critical point has been reached
whereby systems which were designed many years ago are in wide use, but lack
meaningful security measures. Meanwhile, it has become easy to acquire and use
tools which enable potential attackers to listen to—and even tamper with—these
systems. Like many safety-critical industries, aviation lacks the ability to rapidly
redeploy systems. This creates a situation where known-vulnerable systems must
be kept and, even worse, heavily relied upon.

The work in this thesis focusses on two topics: analysis of a well-established
and heavily used general-purpose avionic communication system, and a first look
at a method to analyse and prepare for attacks caused by a lack of security
measures on avionics.

For the former, we focus on the Aircraft Communications Addressing and
Reporting System (ACARS). We show that it has very few deployed security
solutions, and the instances such solutions have been used are weak. As a
consequence, we demonstrate the impact of the lack of meaningful confidentiality
protection for non-commercial aviation actors—military, government and business
aircraft. We show that even when efforts are made to protect privacy elsewhere,
they stand a significant chance of leaking data via normal ACARS usage.

Moving to the cockpit, the second topic attempts to begin to address one of the
current unknowns in the area of aviation cyber security—how attacks on avionic
systems might affect the way the aircraft is lown. In this, we used a flight simulator
to create the cockpit-based effects of attacks on three important systems. Using
these, we created scenarios in which the aircraft was under attack and invited
30 Airbus A320 pilots to take part.

Whilst the current state of security and privacy in aviation is far from ideal, we
believe that methods to provide security in the near- and long-term are achievable.
Privacy in the near-term is somewhat harder, but steps towards it in the longer

term are underway.
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A bicycle ride around the world begins with a single
pedal stroke.

— Scott Stoll

Introduction
Contents
1.1 Contributions|. . . . . . . . .« i i i e e e e e . 5
L2 Outlinel. - « v v o o e e e e e e e e e e 6
1.3 Ethical & Legal Considerations| . . . . ... .. ... .. 8

Aviation is oft-held as a triumph in safe systems; 2017 saw the safest year on
record for commercial aviation, with just 10 fatal accidents causing the loss of 79
lives, compared to 16 accidents and 303 lives in 2016 [1]. As an industry, it is known
for its ability to react to incidents by improving safety and producing methods to
reduce the chance of recurrence. One way it does this is through the introduction of
more complex avionics—electronic systems specific to aviation—to help pilots and
air traffic controllers alike avoid unsafe situations. Safety is of utmost importance
in avionics, with failure or unexpected behaviour being unacceptable [2].

Modernisation is currently a major focus in aviation, with the domain as
a whole looking to leverage new and existing technology in order to improve
operations. This effort is driven by three aims: to lower costs, increase safety
and reduce environmental impact.

In Europe, modernisation is managed by the Single Furopean Sky Air Traffic
Management (ATM) Joint Undertaking, or SESAR JU, and is led by both the
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European ATM organisation Eurocontrol and the European Commission [3]. In
the US, the programme is called NextGen and is led and managed by the Federal
Aviation Administration (FAA) [4]. Internationally, this is coordinated by the Global
Air Navigation Plan, maintained by the International Civil Aviation Organization
(ICAO) [5]. In the case of SESAR JU, the project is aiming to achieve a range

of savings per flight by 2035, including:

4-8 minutes less fuel burn,

0.79-1.6 tonnes less COq,

1-3 minutes fewer departure delay, and
» Halving the cost of air navigation services (ANS) [6].

On top of this, the program aims to improve safety by ‘factor 10’ i.e. no increase in
accidents despite the increase in air traffic. Both existing and future avionics

will enable these changes.

A Changing Threat

Physical security is a well-known challenge for the industry. Between lasers shone
into the cockpit, passengers without tickets illicitly boarding aircraft, stowaways
and a number of terrorist attacks, it has responded by adapting procedures to
improve robustness [7H10]. In the meantime, cyber security has rapidly become a
problem for all businesses; aviation has seen some of the biggest data breaches to
date, with significant numbers of British Airways and Cathay Pacific passengers
affected |11, [12].

Whilst aviation has been effective in producing safe systems, it has only recently
begun to address the challenge of securing them. This has resulted in many of
today’s avionics not having effective security mechanisms, if any at all. Partly due
to the extensive safety requirements and certification process, system development
takes a long time; in the extreme case of designing a new aircraft, this can take

up to five years [13]. As a result, even though some technologies at the forefront
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of modernisation are insecure, they cannot be quickly replaced. Since many of
these systems are tied into the safe operation of airspace, this is leading to a
situation where systems without adequate security mechanisms are forming the
basis of future aviation infrastructure.

One major challenge for security in aviation relates to the requirement for
mobility. Aircraft travel quickly over long distances, but need up-to-date information.
To achieve this, many avionics communicate over long distances using unprotected
wireless links. In the past, producing hardware to receive, demodulate and decode
these communications as a third party was the work of a specialist, and likely to be
expensive. This prevented many potential attackers from being a threat. However,
the advent of affordable software-defined radios (SDRs) has shifted this dynamic.

SDRs are a type of general radio hardware which can be reconfigured through
software instead of needing hardware changes. This makes them versatile and allows
users to experiment more easily. Once expensive scientific hardware, SDRs are
now readily available. The most stark example is the RTL-SDR, a £10 digital
television USB stick which can be repurposed as an SDR capable of reception [14].
The hobbyist community has thrived in this respect, producing a wide range of
open source, freely available software capable of receiving aviation signals, so far
with the focus being on collecting positional data. Through this, less skilled users
can download and use tools to collect this data with little knowledge themselves.
However, the same technology is the basis for a new threat which both exploits the

data received and uses malicious signals to interfere with avionic systems.

Aviation Security Research

The rise of SDRs have spurred research into the security of avionic systems, initially
through work in the hacking community by Costin, Haines and Teso |15-17]. Often,
the aviation industry was quick to decry the work; in the case of Costin’s research,
the FAA did not engage, insisting that protections were already in place—though it
is unclear precisely how these protections work [18]. The attitude of the industry

towards security research has improved somewhat in recent years, to the extent
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that the US Department for Homeland Security announced work culminating in
remote access to the systems of a retired Boeing 757 [19]. However, this is still an
outlier, with much of the ongoing security research kept internal.

So far, academic research has focussed on surveillance technologies. One such
technology is Automatic Dependent Surveillance-Broadcast (ADS-B), which forms
a major part of airspace modernisation by enabling regular, accurate positional
updates from aircraft. Works by Schéfer, Strohmeier and McCallie have highlighted
a range of ways in which an attacker can interfere with the system [20-22].

Furthermore, the threat is not just active. Passive data collection has become
commonplace in aviation through flight trackers such as Flightradar24, Flight Aware
or the OpenSky Network [23H25]. Some aircraft operators have sought privacy for a
long time and are trying to counteract its perceived loss due to flight trackers [26].
Recent work has shown that in some cases, this data can be used to infer confidential
business activities and inter-state summits [27]. Outside of the academic sphere, a
number of news articles have used flight data extensively. For example, work by
Aldhous identifies ‘spy’ aircraft by their movements, or the Geneva Dictator Alert
by Pilet, which tweets when aircraft from authoritarian governments—so labelled
by the US Central Intelligence Agency—land at Geneva airport [28, 29].

We are at a point where the true extent of the security—and consequently
privacy—problems faced by aviation are unknown. Many avionic systems are
yet to be investigated from a security and privacy point of view. The work in
this thesis aims to expand upon existing knowledge by looking at the security of
yet-uninvestigated communications, navigation and surveillance avionics.

The research questions which motivate this work are as follows:

1. Does the lack of use of security mechanisms on avionic data links affect aircraft

operator privacy?

2. In cases where confidentiality protection is used on avionic data links, is it

effective and does it provide additional privacy protections?
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3. Does the lack of security mechanisms extend to navigation and surveillance

systems, and does this enable attacks?

4. Can the impact of attacks on safety-critical systems be mitigated by flight

crew training?

To address the first two questions we look at the Aircraft Communications
Addressing and Reporting System (ACARS), which provides air-to-ground text-
based message exchange worldwide for many types of aircraft. We will assess
whether avionic data link usage has grown in such a way that privacy is now a
problem, and the ways in which aircraft operators are trying to protect this.

For the third and fourth questions, we investigate representative navigation
and surveillance systems, chosen due to their criticality in the safe operation of an
aircraft. We focus on collision avoidance, landing and terrain proximity warning
systems, all of which comprise important parts of modern aviation. As part of
this, we outline theoretical attacks on these systems and use simulation to assess

what their impact might be.

1.1 Contributions

In the course of this work, we make a number of contributions which are based on

publications, or projects which are intended for publication in due course.

 In Chapter [5| we provide a review on the concept of privacy in aviation for
non-commercial aircraft, and the extent of protection it provides. This builds
on work in the paper Undermining Privacy in the Aircraft Communications
Addressing and Reporting System (ACARS) published in the Proceedings
of Privacy Enhancing Technologies (PoPETS) 2018 [30], and contributed to
Strohmeier’s paper, The Real First Class? Inferring Confidential Corporate
Mergers and Government Relations from Air Traffic Communication, pub-
lished at IEEE European Symposium on Security and Privacy (EuroS&P)
2018 [27].
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o We measure how non-commercial aircraft use data link in such a way as to
reveal a significant amount of location data despite efforts to protect privacy
otherwise. This work forms Chapter [6] and expands upon the paper Undermin-
ing Privacy in the Aircraft Communications Addressing and Reporting System
(ACARS) published in the Proceedings of Privacy Enhancing Technologies
(PoPETS) 2018 [30].

o Regarding data link security, we provide analysis of deployed cryptography on
the ACARS link, primarily in use by business aircraft with an apparent privacy
requirement. This work forms Chapter [7] and includes research from Economy
Class Crypto: Exploring Weak Cipher Usage in Avionic Communications via

ACARS, published at Financial Cryptography and Data Security 2018 [31].

« Moving to navigation and surveillance systems, Chapter |8 provides detail on
a first-look study of using simulation to assess the impact of realistic and
feasible attacks on avionics. Specifically, we do this to understand whether
flight crew actions mitigate these attacks, to what extent, and whether this
approach is valuable for training. This chapter includes work from Safety vs.
Security: Attacking Avionic Systems with Humans in the Loop, available as a

preprint on arXiv [32].

As a methodological contribution, we take a measurement approach to under-
stand how systems are used in practice and by extension what this means for
security, privacy and safety. This is useful for domains such as aviation in which
systems are in use for decades post-deployment, meaning that actual usage can
vary from that which was intended. We believe this provides a framework for future
research into security and privacy of avionic systems under a changing threat model

and shifting environment. We discuss the approach as a reflection in Chapter [9

1.2 Outline

The work in this thesis takes the following structure:
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Chapter [2 provides a background on avionic systems relevant to this work,

including security research where it exists.

Chapter [3] considers the attacker models used in the thesis, as well as discussing
how technology has changed to enable many types of attacker to be a threat

to aviation.

Chapter [ describes the workings of ACARS in detail, reviewing its security
stance and our methods used to collect data from it. We also provide an
overview of our survey on industry opinions of avionic data link security and

privacy.

Chapter [5| presents the current state of privacy in aviation, specifically
with regard to how non-commercial aircraft are attempting to protect their

movements against the emergence of public flight trackers.

Chapter [6] covers a measurement study on how usage of the ACARS data
link leaks location data for non-commercial aircraft who appear to be privacy

sensitive.

Chapter m investigates usage of proprietary encryption by non-commercial
aircraft on the ACARS link, focussing on a system used primarily by business

aircraft which is readily breakable.

Chapter [§ moves to consider attacks on critical flight systems and attempts to
assess whether crew actions mitigate their effects using flight simulation. In
this, we describe the theoretical attacks, evaluate their apparent impacts, and

discuss whether simulation is a valuable tool for training against such attacks.

Chapter [J] concludes the thesis, providing a summary of results, a framework
measurement approach to assessing security and privacy, recommendations

based on the work and potential next steps.
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1.3 Ethical & Legal Considerations

The nature of this work involves researching systems relating to critical infrastructure
which could have severe consequences if attacked. Whilst we consider publishing
this work an important part of the process of resolving security issues, we have
taken care to not reveal details which would enable threats to carry out attacks
who otherwise would not have been able to.

From a legal point of view, we have been careful to avoid collecting or transmitting
data in such a way that would contravene local laws, and have ensured that we
have not provided tools which attackers could use to achieve this either.

Throughout the work, we upheld strong ethical conduct, ensuring to engage with
the industry and regulators where possible to share our work. This has involved
following responsible disclosure processes when necessary, and is identified in the
text. Furthermore, where appropriate we have sought ethical review and approval
from our local ethics committee, particularly when handling personally identifiable
information or conducting studies with human participants. We include reference
numbers for ethics approvals where relevant.

We approached both the National Business Aircraft Association (NBAA) and
Federal Aviation Administration (FAA) for comment on content relevant to Chap-

ter [6] but at the time of writing have received no reply.



It is by riding a bicycle that you learn the contours
of a country best, since you have to sweat up the hills
and coast down them.

— Ernest Hemingway
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Aviation is a highly specialised field, using a multitude of bespoke concepts and
technologies. This chapter provides the necessary background on the field, systems

and categories of aircraft in order to contextualise the topics covered in this thesis.



10 2.1. Key Aviation Concepts

2.1 Key Aviation Concepts

As a domain, aviation is well-defined and regulated for safety. This heavily impacts
technology design and usage, especially with regard to the systems researched in

this thesis. To provide context, we cover some fundamentals in this section.

2.1.1 Phases of Flight

A flight can be divided into many phases, but we are particularly interested in
those between takeoff and landing. We illustrate these in Figure 2.1] and use the

common taxonomy as defined by ICAO [33].

o Takeoff is from initially applying power to the aircraft on the departure

runway to the point of leaving the runway.

o Initial Climb is the first part of the climb after takeoff, before engine power

is reduced from takeoff thrust.

o En-route is the majority of the airborne portion of flight, further including:

Climb to cruise, which is the remainder of the climb up to the determined

cruise altitude,

— Cruise at a predetermined altitude, usually for most of the flight,

Descent to the Initial Approach Fiz (IAF), which marks the start of the

approach,

— Holding wherein a route is followed to keep the aircraft in a particular

place (known as a holding pattern), before further instructions are given.

e Approach is from the end of the descent, or the exit of a holding pattern, to
the aircraft being about to touch down on the runway (namely the flare), of

which the following are of particular interest:

— Initial Approach is from the IAF to the Final Approach Fiz (FAF) which

is the final checkpoint before landing,
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Figure 2.1: Illustration of the phases of flight as defined by ICAQO. Phases are labelled
at the top of the diagram.

— Final Approach is from FAF to the landing flare,

— Missed Approach is where crew opt to abort the approach, which can

also be referred to as a go-around.

o Landing is from the flare of the aircraft to the aircraft leaving the runway,
stopping on the runway, or having to abort the landing and performing a

touch-and-go landing.

2.1.2 Air Traffic Management

Airspace is a constantly evolving system affected by factors like weather, activity
on the ground and passengers. Central coordination in the form of Air Traffic
Management (ATM) exists to manage this and operate at a high level of safety.

Airspace worldwide is divided into Flight Information Regions (FIRs), with
Upper Information Regions (UIRs) above them [35]. It is further divided into
controlled and uncontrolled airspace. Controlled airspace is where Air Traffic Control
(ATC) services are used to manage traffic, performing tasks such as maintaining
aircraft separation and clearing aircraft to fly certain routes or altitudes—aircraft
flying here must obey ATC instructions.

FIRs are split into airways (providing routes across airspace), Control Areas

(CTA), Terminal Control Area (TCA, also known as Terminal Manoeuvring Area,
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Upper Information Region (UIR)

Airway

Terminal Control Area (TCA/TMA)
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Aerodrome
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Figure 2.2: Representation of airspace sections around an airport, based on the diagram

in .

TMA) and Control Zones (CTR). Around an airport, a small area called the
Aerodrome Traffic Zone (ATZ) will be defined[[| Uncontrolled airspace forms the
remainder of the available area, and some ATC services may be provided, such
as aircraft proximity warnings and weather information [36]. A representation of
way airspace is split can be seen in Figure [2.2]

Zones in both FIRs and UIRs of airspace are managed by individual controllers.
Whilst in a given zone, aircraft will communicate with the controller, and when
they move to a new zone they perform a handoff to the next controller. This will

typically involve changing a radio frequency.

2.1.3 Airline Operational and Administrative Control

Particularly for larger fleets, management and maintenance requires regular reporting
and logging as well as mid-flight updates on weather or preferred routes. Airline
Operational Control (AOC) and Airline Administrative Control (AAC) covers these
tasks, which rely on communications between an aircraft and the ground. On top
of communication with the airline, aircraft may also directly communicate with
other partners, such as engine providers or airport ground staff. Importantly, AOC
and AAC communication objectives are defined by the organisations themselves.
This means that whilst the underlying technology is the same across aircraft, the

method and means of communications can vary significantly.

"'We do not elaborate on each type here, however full explanations can be found in .
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2.1.4 Flight Regulations

An aircraft can be flown under two different sets of rules: Visual Flight Rules (VFR)
and Instrument Flight Rules (IFR). Weather conditions and categories of airspace

place conditions on which sets of rules can be used.

Visual Flight Rules. Simplistically, this could be defined as flying when nav-
igation and control can be done with a visual reference. The weather conditions
under which VFR can be flown are referred to as Visual Meteorological Conditions
(VMC) [37]. Naturally, this is not possible in periods of poor visibility or heavy
cloud. Only a small portion of the airspace is available for aircraft and pilots

who are capable of flying solely under VFR.

Instrument Flight Rules. Rather than relying on visual references, IFR instead
uses information provided by instruments so that flight can continue when no
visual reference is present [38]. This means that flying in poor weather or at
night is possible. Most categories of airspace require some level of IFR capability.
Importantly, this type of flying requires pilots to trust their instruments and identify
when they are malfunctioning.

Portions of the phases of flight defined above are mapped to instrument pro-
cedures. Standard Instrument Departures (SIDs) cover takeoff, initial climb and
part of the climb to cruise, defining how aircraft should leave a runway and the
route it should take to a given point. Standard Instrument Arrivals (STARs) cover
part of the descent, holding, initial and final approach into a runway at a given
airport. The SID and STAR used by an aircraft will depend on the route it is

taking and the runways in use at a given airport.

2.2 Aircraft Categories

Broadly, aircraft can be divided into different categories based on their stakeholders

or operators. Doing so allows us to reason about groups of users which have
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similar privacy or security requirements. We divide them into commercial, business,

military, state (including government) and hobbyists.

2.2.1 Commercial

Most public interaction with aviation is through commercial aircraft, which carries
passengers and freight between airports. In the UK, commercial aviation moves a
significant number of passengers; from January to October 2018, London Heathrow
catered for an average of 6.7 million passengers per month [39]. Aircraft in this
category usually have over 20 seats and are operated by commercial airlines. Typical
short-haul aircraft are the Airbus A320 or the Boeing 737; long-haul aircraft
examples include the Airbus A380 or the Boeing 777.

2.2.2 Business

Business stakeholders typically fly jets capable of 4-20 passengers. Gulfstream’s
G-range or Bombardier’s Learjet and Challenger aircraft are popular choices. There
are also business airliners based on commercial airframes produced by Boeing
and Airbus, which in their VIP and corporate versions constitute the high-end of
the market capable of carrying 100+ passengers. Business flights can either be
commercial on-demand services (e.g. aircraft chartering) or, if the aircraft is owned
by the operator and used without hire, can be counted under general aviation. They

are used to transport personnel to meetings, conferences or other gatherings.

2.2.3 Military

We classify any aircraft operated by an armed force as military aircraft. Military
stakeholders operate differently to commercial aircraft. A typically military fleet will
consist of some civilian aircraft adapted for military purpose or used for transport,
and a set of military-specific aircraft. These aircraft are able to operate in ways
civilian aircraft cannot; they use military-specific communications systems and
are permitted to turn off some systems that other categories aside from state are

not [40]. Military aircraft types that use civilian technologies range from modified
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airliners and business jets to tankers and multi-role transport aircraft (e.g. the

Boeing C17 Globemaster III), but not fighter jets/combat aircraft.

2.2.4 State

Air transport for state officials differs between countries. In some states, the task
falls to the flag-carrier airline, in others to the military, and many heads of state
own private aircraft. For example in the UK, the Royal Family and government
use state-owned, military-operated aircraft [41]. Regardless of the operator, these
are often typical business aircraft, from small Gulfstream or Bombardier jets
to larger Airbus or Boeing jets for bigger delegations, and tend to operate in

similar ways to civilian aircraft.

2.2.5 Hobbyists & Unpowered Aircraft

The remaining portion of air traffic can be classified as hobbyists or unpowered.
Aircraft in this category can take many forms, from light aircraft like a Cessna
Citation, to gliders or hot air balloons. As well as being a range of different types of
aircraft, they each have different security and safety systems. For example, aircraft
of this size typically have fewer equipment requirements so may not visible to ATC
via all surveillance mechanisms. In turn, this means that some aircraft in this group
are restricted in the type of airspace in which they can fly. Due to the wide range

of equipment in use by these aircraft, we do not consider them further.

2.3 Avionic Systems

We now move to look at systems relevant to the work in this thesis. Commonly,
avionic systems are divided into communications, navigation and surveillance (CNS);
we look at some examples of each. We also cover a hybrid category, safety nets, in

which systems might use components from multiple CNS categories.
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2.3.1 Communications

Since ATM is active and constantly changing, having direct communication channels
between aircraft and the controllers is very important. This takes two forms: voice-

based, and data link based.

Voice

Voice communication is used extensively in aviation—primarily for ATC contact—
and is part of the minimum equipment that the aircraft must have to take off [42].
Much of this communication is done over VHF channels in the 118.00-136.975 MHz
range, though some operators may use HF or SATCOM voice in remote areas [42].
With the amount of air traffic increasing—especially around major hub airports
like London Heathrow or Amsterdam Schipol-—VHEF voice channels have become
incredibly congested. In Europe, this has caused VHF channel spacing to need
to be reduced from 25 KHz to 8.3 KHz in Europe [43]. As a result, there is a
movement towards using data links instead of voice for a range of applications.
Some operators may use VHF voice communications for company tasks, such as
to report maintenance issues or identify faults. This is airline-dependent and are

an additional service such as ARINCDirect [44].

Security Research. Since voice is so well-established as a communication means
it is often seen as the fallback option, for example in emergency situations [45].
This has motivated security research over the years, though deployment of security
mechanisms appears limited. The primary approach is watermarking in which
aircraft identifiers are computed as a watermark and embedded in a non-speech
part of the signal [46-48]. This helps to identify the aircraft despite a noisy channel,
and makes it harder to spoof the signal. In [49] a system is proposed to protect
voice integrity and provide user authentication through encoding data in the voice
signal. Another approach is based on voice biometrics; for example, in [50, [51]
both use voice fingerprints and a stress indicator to attempt to identify intruders,

but rely on having a fingerprint database of pilots. In [52], the authors extend
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upon the watermarking idea and propose to use initial pilot communications with
ATC to register a basic voice biometric, against which future transmissions are

checked. In terms of privacy, a talk at DEF CON 20 used ATC voice to identify

movements of private aircraft [53].

Avionic Data Links

For the purposes of this thesis, we focus on one of the most widely used aviation data
links, the Aircraft Communications Addressing and Reporting System (ACARS),

which can be carried by a number of subnetworks or data links:

VDL Mode 1 (i.e. ACARS only, also referred to as Plain Old ACARS, POA),

VHF Data Link Mode 2, a general purpose VHF link (VDL2),

Satellite communications (SATCOM),

High Frequency Data Link (HFDL).

Some of these links—VDL2, SATCOM and HFDL—form the Future Air Navigation
Service (FANS) and provide services besides ACARS [54]. These include Controller-
Pilot Data Link Communications (CPDLC) and Automatic Dependent Surveillance
Contract (ADS-C). Since non-POA components of FANS can also carry ACARS
messages, we will discuss ACARS, CPDLC and ADS-C as independent systems.

Aircraft Communications Addressing and Reporting System

A general purpose avionic data link designed in 1978, ACARS has since seen
widespread adoption and is now used for many purposes, with messages primarily
consisting of free-text [55]. These messages can then be transmitted over POA,
SATCOM, HFDL or VDL2 links. Much of the network is managed by ACARS
service providers in a similar fashion to mobile cell networks, to whom users pay
a fee. We cover ACARS in more technical detail in Chapter [4]

Originally, it was intended to serve as a system to exchange Out, Off, On,

In (OOOI) messages, more specifically:
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Timestamp for: 3501 SUMMRY 2301/28 [SRC/DEST ..
Out of gate —/OUT—1654 FOB 0402 Sourc!e/destination
Takeoffﬁ/OFF 1703y/|FOB 0395

Land JON__2155/FOB 0115 airport
In to gate /IN 2204Y[FOB I0118
Fuel onboard ICAO registration

Figure 2.3: Labelled Out-Off-On-In message as seen on the ACARS link.

e Out — the aircraft leaves the stand at the departure airport airport,
o Off — the aircraft takes off from the departure airport,

e On — the aircraft lands at the arrival airport,

o In — the aircraft arrives at the gate at the arrival airport.

This allowed airlines to monitor their fleet and time keep crew members, without
relying on paper record keeping. An example of this type of message can be
seen in Figure [2.3]

Broadly, usage matches to ATC and AOC tasks, with a significant portion of
the traffic falling under the latter. We provide some examples matched to phases

of flight in Figure 2.4, Example AOC usage might be:

o Transferring flight plans to the cockpit, especially upon changes happening,

« Providing take off configuration data, including fuel, cargo and passenger

loading,

o Maintenance tasks including automatic fault reporting or engine health

monitoring,

o Passenger-related information sharing, e.g. requesting wheelchairs or connect-

ing flight gates,

o Free-text exchange, used for discussion between crew and ground staff.
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Figure 2.4: Phases of flight matched to example data link message types, provided at
the bottom of the diagram.

In terms of ATC, usage is similar to voice communications however in practice,
ATC over ACARS is not widely used. One ATC use case which has seen deployment
is in arranging oceanic crossing clearances, for example at the Shannon entry
point off the western coast of Ireland [56]. We cover ACARS security research
in detail in Chapter

Controller-Pilot Data Link Communications

Whilst ACARS does provide some ATC capabilities, it does not have a well-defined
structure to handle the range of commands and exchanges needed. Controller-Pilot
Data Link Communications (CPDLC) provides such a scheme, allowing crew and
controllers to have ATC exchanges over data link. This is particularly useful in
congested areas, and has seen deployment in Europe. By 2020, some parts of
European airspace will require the use of CPDLC [57].

Although CPDLC is very expressive, voice is currently still used as the preferred
option for time-critical communications. This is especially the case since a range
of challenges exist in relying on data link ATC; these include incorrect message
reception and two controllers issuing differing ATC commands at once, which does
not tend to happen with voice-based ATC [58]. Furthermore, since it is carried

on the standard, unsecured data links, there is potential for integrity loss and
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authenticity issues—this is sufficiently established that one ANSP maintains a list

of incidents arising from CPDLC or more generally, FANS [59].

Security Research. Recently, work on CPDLC security has become more active,
coinciding with its wider usage. In [60], the authors assess the threat to CPDLC
from different types of attacks, and present a range of potential of cryptographic
schemes to address these threats. Whilst not specifically CPDLC, work in [61]
identifies that VDL2—one of the carriers of CPDLC—is susceptible to a number

of attacks, including injection of arbitrary signals.

2.3.2 Navigation

Another major usage of wireless communications in aviation is for navigation,
which we now outline. These can provide numerous services such as distance

measuring and direction finding.

Non-directional Beacon

One of the more simplistic navigation aids is the non-directional beacon (NDB),
which is a ground station transmitting a radio signal with equal strength in all
directions [62]. The partner to the NDB onboard an aircraft is the automatic
direction finder (ADF). This uses the received direction of the radio signals from
the NDB to provide a radio compass [63]. By using two antenna—a loop antenna
for signal directionality, and a sense antenna for signal strength—it provides a
directional reference for pilots.

An NDB will transmit in the low- to mid-frequency bands (200-1750 KHz), and
range varies depending on the location and intended use. For example, NDBs
for over-land transit will have a shorter range than those allowing transit over
water; typical ranges are within 50 nmi to 400 nmi, with powers between 10 W
and 2000 W. In order to identify a specific NDB station, each transmits a two

or three letter Morse code identifier.
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DME-equipped aircraft

DME station

Figure 2.5: Representation of DME call-response system, with the aircraft interrogating
the ground station.

VHF Omnidirectional Radio Range

One of the main radio navigation aids is the VHF omnidirectional radio range
(VOR). In use since the 1960s, it can be used in a wide range of conditions and
for a range of purposes including runway approaches and orientation [64]. As
with NDB, VOR infrastructure consists of ground-based radio beacons. They
transmit in the 108.00-117.95 MHz range, and due to the use of VHF as a carrier,

they have a range defined by

r=+v1.5a (2.1)

where 7 is VHF range in nautical miles (nmi), and a is altitude in feet (ft).
Frequencies of VORs are selected in such a way to minimise overlap and interference.
They are used widely by all sections of aviation, and can serve as a back up

to GPS-based navigation.

Distance Measuring Equipment

Operating in 962-1213 MHz, Distance Measuring Equipment (DME) allows an
aircraft to measure effective range between itself and a DME ground station [65].
It does this in a call-response fashion, as indicated in Figure 2.5} the aircraft
interrogates on a given frequency, to which the ground station responds with a
synchronous answer. Using the round trip time, the aircraft DME transponder can

calculate the slant distance between the aircraft and the DME ground station using
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t’rtt
d=— —tgela 2.2
5, — ldelay (2.2)

where ¢, is the round trip time in seconds (s), tgeiqy is the ground station
processing delay in seconds (s), d is slant distance in metres (m) and c is the speed
of electromagnetic wave transmission through air (metres per second, m/s).

Since DME takes a secondary radar approach, ground stations have a limited
capacity before becoming saturated; this is usually around 100 aircraft. Frequencies
are chosen so that the chance of interference is minimised. The range of a DME

station is calculated as per Equation [2.1] since DME is a line-of-sight system.

Instrument Landing System

Whilst VOR, DME and NDB provide navigation aid in the air, the Instrument
Landing System (ILS) helps crew to land the aircraft in a consistent, workload-
controlled manner. Composed of vertical and lateral guidance, it provides ground-
based navigation from the arrival phase of flight through to just before landing.
Vertical guidance is in the form of the glideslope, which provides a slope to a point
approximately 300 m beyond the near end of the runway on approach. E| The signal is
transmitted from the side of the runway to avoid antenna in the path of aircraft [66).
The slope will usually be on path to the touchdown zone—mnominally the target for
wheels down—with the glideslope delivering the aircraft to a point where the final
part of the approach can be flown visually. Typically, the slope is 3°, however this is
airport and approach dependentﬁ This achieved using overlapping lobes, as shown
in Figure , and transmitted on an Ultra High Frequency (UHF) carrier in the
range 328.60-335.40 MHz [69]. A large upper lobe is modulated at 90 Hz and the
lower, smaller lobe is modulated at 150 Hz. The overlapping region is configured to
be the required glideslope. Due to the closeness of the lower lobe with the ground,

reflections may cause false glideslopes at a steeper angle than the true slope.

2This end of the runway as viewed from the aircraft is known as the threshold
3Some approaches may be slightly more, or less. Extreme examples exist such as London City
Airport at 5,5°, which requires special training [67]. A video of this can be seen in [68].
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(b) Diagram of Glideslope (GS) operation, with overlapping lobes indicating the nominal glideslope.

Figure 2.6: Illustration of Instrument Landing System (ILS) components, the localiser
and glideslope.

Providing lateral guidance, the localiser is calibrated out from the centreline
of the runway for up to 20nmi [70]; we illustrate this in Figure . It uses
frequencies in the range 108.10-111.95 MHz to carry two lobes, one either side of the
centreline [71]. As with the glideslope, the overlapping region of these lobes identifies
the approach path within 2.5° of the extension of the centreline. Importantly, the
localiser can still be used for approaches if the glideslope fails—however, if the
localiser fails, the glideslope cannot be used.

Onboard the aircraft, instruments read out the position of the aircraft on the
glideslope and localiser to the crew. This is calculated based on the relative signal
strength of each lobe, with the ideal lateral and vertical path being when the
aircraft senses equal strength on each lobe , .

Completing an ILS system is DME, used to provide a distance reference whilst
on an ILS approach. This is particularly useful in being able to check altitudes at

specific fixes, which provides a cross-reference against the glideslope.
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Area Navigation

For approaches or en-route flight using the above systems, ground-based equipment
is needed. Area Navigation, or RNAV, allows flight on a direct course rather
than between ground-based navigation aids |72]. This approach uses GPS signals
for guidance, allowing custom routing rather than on existing corridors between
navigation aids.

On top of providing en-route guidance, RNAV can be used for GPS-based
approaches [73]. This requires higher accuracy GPS fixes than is needed for en-
route applications, as well as a database containing instrument procedures. Some
more advanced avionics units can offer Vertical Navigation (VNAV) for RNAV

approaches, which provide vertical guidance.

Security Research. RNAYV itself has not seen security research, but GPS has
been considered extensively. Some examples of this include [74] in which the authors
investigate the effects of maritime GPS jamming, identifying a range of effects both
on and off shore—as well as noting the effect on people, since they are expecting
excellent GPS performance. In [75] an analysis of the technical detail of GPS
jamming is carried out, alongside adaptations which could be made to improve
jamming resistance. Finally, the authors of [76] perform an assessment of the
requirements to successfully spoof GPS signals, finding that whilst spoofing is

possible, the locations from which it can be done relative to the target are limited.

2.3.3 Surveillance

So far we have covered some systems that an aircraft uses communicate and navigate.
In order for ATC to manage the airspace, they must be able to at least establish
aircraft location, but ideally their speed, course, and altitude. This is achieved
through surveillance, and forms the backbone of airspace management. This can

be split into two types: primary and secondary surveillance.
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Primary Surveillance Radar

Primary surveillance is what might be thought of as ‘traditional’ radar. It is
commonly formed of a rotating dish from which an UHF pulse beam is transmitted
and reflected by the aircraft [77]. Measuring the time at which a pulse reflection
is received at the radar allows the range to the reflecting object to be calculated,

which is approximately

tyC
2

d="" 11, (2.3)

where d is the distance between the radar and the object (range, in metres), .4
is the round trip time from pulse transmission to reflection reception (in seconds),
tq is the processing delay (in seconds), and c is the speed of electromagnetic waves
through air (in metres per second). Furthermore, the direction to the object can be
determined by monitoring the rotation of the radar dish when a reflection is received.

Whilst this can give precise readings for the range and direction to an object, it
does not discriminate between objects. This means it is liable to interference from

weather, nearby terrain or birds, though signal processing can help reduce this.

Secondary Surveillance Radar

Rather than relying on signal reflections, secondary surveillance radar (SSR) sees the
aircraft respond to signal pulses—called interrogations—making it cooperative [78].
An SSR station interrogates a transponder onboard an aircraft, to which the
transponder replies. This forms a basic data link and so is more data rich than PSR,
and has the added benefit of ensuring that only transponders reply. We provide
a representation of SSR in Figure 2.7a] A range of modes of operation exist for

SSR, each of which can provide far more information than PSR [79].

Mode A. This mode allows identification of aircraft in range of the radar who

respond with a locally allocated identifier known as a squawk, limited to 4096 values.
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Figure 2.7: Illustrations of Mode S and ADS-B operation.

Upon request, they can also identify as a specific aircraft using a transponder setting

or can use the squawk code to indicate radio failure and emergency situationsﬁ

Mode C. Instead of identification, Mode C interrogations trigger the aircraft
to respond with altitude as measured by the aircraft. Typically, Modes A and
C will be combined, so that ATC can retrieve both identification and altitude

readings using SSR.

Mode S. For this mode, aircraft are allocated fixed identifiers known as ICAO
transponder addresses. These addresses are 24 bits long, expressed as six hexadecimal
characters and assigned by country of origin. As such, most non-hobbyist aircraft
have an ICAO address and are identifiable by it. It is important to note that this is
separate to a registration name; transponder addresses are unique to a transponder
and attached to all Mode S communications, whereas registrations are not. A Mode
S interrogation can be addressed to specific aircraft, and can request other data
fields on top of altitude, with responses either be 56 bits or 112 bits in length.
In many parts of Europe, transponders have been mandated for IFR flight for

some time, and finds its foundations in the Identification Friend or Foe system

4The transponder setting is referred to as IDENT, for identify.



2. Background 27

used in World War II [80, 81]. Interoperability exists between the modes—when an
aircraft or ground station does not support Mode S, the exchange defaults to Mode
A/C. Interrogations are sent on 1030 MHz and responses on 1090 MHz.

Since SSR is used extensively by ATC, channel congestion has become a major
problem. This has caused Mode S interrogations in particular to be very lossy.
One analysis suggests that in quieter airspace, message loss stands at around
20% [82]. However, as airspace gets busier—beyond 60 in-range aircraft in the
case of this study—Iloss exceeds 50%. With more aircraft equipping Mode S, a
heavily congested channel will become a bigger problem.

Building on Mode S is Mode S Extended Squitter (also known as 1090 ES),
which uses a longer data packet to encapsulate Automatic Dependent Surveillance-

Broadcast (ADS-B) data [83].

Security Research. So far, little work has specifically looked at the security of
Mode S beyond the analysis in [61]. The authors explore the threat of jamming
and spoofing in some detail, considering both to be realistic. Jamming is noted
to be arguably easier due to spoofing possibly constraining the attacker more.
Some research into SSR usage relevant to security exists, including [84] which
discusses the link and its congestion and [85] which considers military usage of
SSR and identifies limited equipage. In [86], the authors analyse non-malicious
integrity issues, identifying some real world examples including unexpected position

changes according to velocity.

Automatic Dependent Surveillance Broadcast

One of the major technological adoptions in the past 15 years, ADS-B OUT is
intended to eventually replace radar as the primary surveillance tool for ATC [87].
Aircraft independently broadcast their identity, velocity, position and heading on a
regular basis, without the need for SSR interrogation. We provide a diagram
of this in Figure [2.75]

One of the major advantages of ADS-B is that no ground interaction is required

to get information about aircraft behaviour. This helps to give a more up-to-date
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surveillance picture than SSR in some regions, especially where SSR coverage is
limited. Cost reduction is also a benefit; reception of ADS-B messages does not
require SSR, meaning ground stations can be deployed more widely, thus increasing
ATC coverage. It is currently in the process of being deployed worldwide, with the
US and Europe mandating for most aircraft to be equipped by 2020 [88, [89].

Onboard the aircraft, ADS-B can be transmitted either by a variant of a
Mode S transponder (1090 ES, as above), or for general aviation, the Universal
Access Transceiver [90].E| UAT is a separate system to Mode S, with messages
being transmitted on 978 MHz.

ADS-B OUT is complemented by ADS-B IN, which is a data uplink receiving
broadcast messages to improve situational awareness [91]H More specifically, these

include the following (summarised from [91], 92]):

o Weather and aeronautical reports in the form of the Flight Information

Service—Broadcast (FIS-B), currently only available on the UAT link,

o Traffic data from aircraft not using ADS-B, relayed from the ground, as part

of the Traffic Information—Broadcast (TIS-B) service,

o Traffic information from users of the other ADS-B transponder types via
Automatic Dependent Surveillance—Radar (ADS-R), e.g. if an aircraft is
using UAT, then ADS-R can provide returns for aircraft transmitting on 1090
ES,

o Direct traffic returns from other aircraft transmitting ADS-B in the same man-
ner, e.g. an aircraft with a UAT transponder receiving ADS-B transmissions

from a nearby aircraft with a UAT transponder.

5An extra option exists under VHF data link mode 4, but this is not planned for use going
forward. Indeed, it is not an acceptable solution under EU Commission or FAA mandates.

6For brevity, when ADS-B is referenced in this thesis it will refer to ADS-B OUT unless
otherwise stated. Whilst ADS-B IN is intended for wide usage, current regulator efforts are
towards deploying ADS-B OUT to support modern ATC surveillance.
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Security Research. Awareness of the security issues in ADS-B stemmed from
talks at Blackhat and DEF CON, as well as some early work in journals [15] |16,
22]. Since then, this has seen attention from the academic community, further
analysing the problem [20, |81], demonstrating that the system is vulnerable to
message injection, modification and deletion.

Since then, a number of solutions have been proposed. Many cryptographic
approaches have been suggested, such as [93] which suggests applying a Public Key
Infrastructure approach, or [94], attempting to provide authentication through
modulation and [95] assessing the suitability of NIST standard cryptography.
Since avionic systems are not easily updated or redeployed, such solutions have
gained little traction.

Other work has opted to work around the system, providing a second line
of defence. The ‘gold standard’ approach is multilateration, wherein each ADS-
B message is received by four or more independent sensors [96, |97]. However,
this requires costly infrastructure. As such, other approaches address this and
include using crowd-sourced networks with fewer sensors [98-100] or fingerprinting

transponder signals [101].

Automatic Dependent Surveillance Contract

Although it has a similar name to ADS-B, Automatic Dependent Surveillance—
Contract (ADS-C) is a different technology. ADS-C establishes a one-to-one
surveillance contract between an aircraft and the ground. This runs over a data
link such as ACARS, and can carry a wide range of information beyond SSR or
ADS-B capabilities. It is not broadcasted via a transponder as with ADS-B.

An ADS contract can be negotiated between parties to carry specific data items at
a given frequency |102]. On top of current position, it can also provide meteorological
information and intended route at different levels of detail. Furthermore, events
can be specified by ATC to which the aircraft can report on—for example, changes

in altitude or encountering next waypoint.



30 2.3. Avionic Systems

Potential
Threat (TA)
~

~

Collision T e\,
Threat (RA) °* . A
.

RN

Figure 2.8: A representation of TCAS data as seen by the pilot in the cockpit of
an airliner. This is based on the Airbus Navigation Display (ND). Dashed semi-circles
represent intervals at a range selected by the pilot, and numbers around the solid semi-circle
are heading values.

2.3.4 Safety Nets

Some systems are specifically designed to provide safety protections to crew.
Typically, these are designed to give alerts when a situation will become dangerous
so that it can be managed. In some cases, the systems will provide guidance
or instructions on how to manage the situation. We outline two key systems,
the Traffic Collision Avoidance System (TCAS), and Ground Proximity Warning
System (GPWS).

Traffic Alert and Collision Avoidance System

Although airspace is tightly controlled by ATC, situations can arise where aircraft
become too close to each other. This has resulted in mid-air collisions, such as
the 1996 Charkhi Dadri crash, where an aircraft unduly descended and collided
with another whilst under ATC control [103]. Incidents such as these have led to
regulators requiring aircraft to be equipped with collision avoidance systems, which
may take over from ATC control when a dangerous situation arises.

The Traffic Alert and Collision Avoidance System (TCAS) is an implementation
of the Airborne Collision Avoidance System (ACAS), designed to help reduce the
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chance of a mid-air collision [104) [105]. It has been required in some form on
many aircraft since 1993, with TCAS II being introduced in 1998 [106]. In a
situation where the risk of a mid-air collision is unacceptable (i.e. two aircraft are
on course to collide soon), TCAS on each aircraft will communicate and negotiate
deconfliction actions for each aircraft [105].

The system onboard the aircraft uses Mode C and S transmissions to detect and
notify nearby aircraft of its existence, responses from which are then processed and
displayed to the crew. This will typically be presented as in Figure 2.8, with threats
ahead of the aircraft being shown. Other aircraft can be no threat, proximate, a
potential threat or a collision threat, depending on their distance, rate of closure
and altitude difference. If an aircraft is a potential threat, a Traffic Advisory (TA)
is given to crew, warning them of a potential intruder. If the intruding aircraft
gets closer, a Resolution Advisory (RA) alert is given, which is accompanied by

instructions that the crew must follow. We cover TCAS in more detail in Chapter [§|

Ground Proximity Warning System

Controlled Flight into Terrain (CFIT) is a major risk for aircraft, especially when
operating in difficult weather conditions or around challenging terrain. In an
effort to reduce the chance of CFIT incidents, Terrain Avoidance and Warning
Systems (TAWS) attempt to identify when situations leading to CFIT begin to
emerge and alert the crew.

The Ground Proximity Warning System (GPWS) is a primary example of
TAWS which mainly uses the radio altimeter to detect the rate of closure to the
ground [107]. GPWS used in larger aircraft has additional features, including the
call-out of altitudes on approach, and identification of dangerous weather.

More modern versions of GPWS are beginning to see use. These employ GPS
as a location source and include a terrain database against which to compare it.
The commercial variant is known as Enhanced GPWS (EGPWS), and is gradually
being deployed on commercial aircraft [108]. We cover GPWS further in Chapter [§|
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As long as I breathe, I attack.

— Bernard Hinault

Threat Model
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Traditionally, avionics were effectively closed-off to outsiders. A combination
of expensive multi-document standards, proprietary hardware and software, and
high levels of system interdependence meant that it was difficult for third parties to
even learn about avionics. This created a culture of security-by-obscurity which
carried through to wireless communications; many systems use restricted frequency
bands and receiving or transmitting the signals requires specialist hardware.

Recently, this has changed due to the ready availability of commodity software
defined radios (SDRs); a significant technological shift making it more accessible
and affordable to develop radio transmission and reception tools. Importantly,
SDRs have allowed low-skilled users to collect (and sometimes transmit) avionic
communications with little technical knowledge.

Because of this, the threat model has changed considerably. Methods and

38
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tools once only in the domain of a well-resourced attacker are now achievable
for a relative novice, and advances in the availability of radio technology are
enabling new threats [109]. In this chapter, we outline different types of attackers

and their possible motivations.

3.1 Causes of the Changing Threat

Multiple factors have contributed to the shift in the aviation threat model, partic-
ularly in the past 10-15 years. Whilst the existence of security issues in avionics
has not been brought about due to a changing threat, the public awareness of
such issues has been heightened. We believe two factors have sped up the process
of awareness: wider availability of radio hardware, and a growing interest from

enthusiast communities.

3.1.1 Availability of Software Defined Radios

For a long time signals processing was primarily hardware-based since it requires
good computational performance on mathematically intensive tasks. As improve-
ments in software-based signals processing were made, coupled with general radio
hardware becoming more affordable, SDRs became a popular option for research.

Until recently, these were expensive tools primarily for use by radio experts. One
of the first to lower this bar was the Ettus Universal Software Radio Peripherals
(USRP), built on open source software and intended to give better accessibility to
researchers [110]. Even then it was expensive, with the base unit costing £1000-
2000, but was supported by the open source community through the GNU Radio
tool [111]. This simplified the development process of radio software by enabling
reusable modules for common tasks. Arguably the biggest step-change happened
when SDRs became cheaply available and so moved into the reach of hobbyists.

Two products which enabled this were the HackRF and RTL-SDR.



3. Threat Model 35

RTL-SDR. Often a digital television USB stick (DVB-T) with the RTL2832U
chipset, these SDRs the RTL-SDR firmware to repurpose the hardware [14]. Typi-
cally available for £10-15, these devices are capable of reception (RX), usually in
the range of 20-1500 MHz (dependent on chipset), and can be interfaced with GNU
Radio. This makes the development and sharing of software for SDRs relatively
straightforward. Recently, flight trackers such as Flight Aware have begun to offer
RTL-SDR variants tailored to their ADS-B collection service [112].

HackRF. For those wishing to transmit (TX) as well as receive, the HackRF
provides an affordable platform to do so. Capable of TX and RX between 1 MHz
and 6 GHz it offers a purpose built platform for testing RF systems, costing around
£200-300 [113]. As with the RTL-SDR, the HackRF interfaces with GNU Radio,

making it easier to create and share radio software.

3.1.2 Enthusiast Community

The effect of an active enthusiast community on the changing threat within aviation
cannot be understated. This is not a new phenomenon, with VHF scanner
groups collecting ACARS messages since at least early 2000s through acarsd,
and planespotters logging the coming and goings of aircraft for even longer |114].

The introduction of the RTL-SDR has brought about a wider community
interested in aviation signals, prompting many to look at the field who might
not have done previously. As such, many people now work on third party tools
for aviation communications.

More closely tied to security is the growth of non-academic security conferences,
at which the intersection of radio enthusiasts and security researchers can be seen.
Venues such as Blackhat, DEF CON or BSides provide researchers the opportunity
to present exploratory ideas, often relating to real-world systems. Indeed, some
of the early work in aviation security originates from these conferences. Examples
include Costin et al. at Blackhat USA discussing ADS-B security and Hoffman et
al. at DEF CON analysing the use of BARR blocks [15] 53].
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Feeding research from this community into aviation has been slow, arguably
due to mismatched incentives. It is important for the aviation industry to not
only be safe and secure, but also to be publicly perceived as such. Following the
terror attacks on New York on September 11%* 2001, US aviation saw the start of a
decline in the US domestic market and between 2001 and 2002, recorded losses of
$19.6 billion |115, [116]. In contrast, the security community often publicly announce
vulnerabilities after a disclosure process, inevitably affecting public perception of
industries or organisations either positively or negatively. Furthermore, unknowns
around the potential for harm of security vulnerabilities can lead to exaggerated
claims. These two approaches are not immediately compatible which has led to
high profile disagreements between the communities, in doing so slowing progress
in cooperation [19, |117].

Typically, the intention of enthusiast is not malicious but instead focussed on
increasing knowledge or gaining recognition within a community. An inevitable
consequence is that more light is shed on aviation security, particularly on its
shortcomings. Coupled with an increase in open-source tool development, it is
possible to access or develop tools which could be used to interfere with avionic

communications.

3.2 Mapping the Threat

Given the variety of avionics in use, attackers aiming to leverage security vulnerabili-
ties come with a range of motivations, capabilities and levels of resource. Depending
on the type of avionics, attacks can have a many possible outcomes ranging from
sensitive information leakage to compromising safety. Some threat actors may be
focussed on or capable of one type attack but not others.

In this section we outline threat actors and attacker models. Threat actors
summarise the high-level resources and general motivations of an attacker within
a group, whilst the attacker models provide three concrete capability sets tied to
how they interact with avionics. We also map threat actors to attacker models as a

basis for motivations and levels of resource expected for each model. Throughout
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the thesis we will develop these models to ground our measurement of security

issues in realistic threats.

3.2.1 Threat Actors

Attacks on avionic systems can have range of effects from minor inconvenience to
severe safety erosion, depending on the aims of the attacker. We now cover the

threat actors relevant to aviation communications.

Hobbyists. This group is different to the others in that they are not aiming to
cause harm themselves, but their actions could do so indirectly. They are interested
in developing community knowledge through experimentation, modification and
data sharing. Although they are passive, they may collect data and store it, act
upon it or share it with others. Combined with this, we expect them to at least
be capable of setting up a computer with an SDR and antenna for reception, then
using existing SDR software to receive aviation signals. In some cases, they could

build proof-of-concept tools to do so.

Grey Hat. Rather than being driven by a community effort or for interest in the
domain, grey hats instead are security focussed, typically operating alone or in small
groups. They are likely to have similar attributes to a hobbyist in this sense. They
aim to explore what is possible on systems; because of this, they are not necessarily
aiming to cause negative effects but instead may be investigating for community
credibility. An example is the case of Chris Roberts, who interfered with an in-flight
entertainment system onboard an aircraft [118]. Arguably, his motive was to just
explore the system, but also boasted about it online and caused media outrage. In

turn, they are more likely to cause disruption than harm or reduction in safety.

Criminal Groups. Seeking to attack systems to make financial gain, criminal
groups might target individuals or companies. Attacks could be of a range of
complexities but may not necessarily cause disruption—surveillance alone may be

sufficient for their task. An example of this saw insider trading supported by paying
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someone to manually monitor aircraft movements at an airfield near to many multi-
national organisations [119]. In this case, the attacker intended to spot merger and
acquisition activity prior to announcement, to direct investment illegally. This actor

might deploy hardware to locations to operate remotely or in a distributed fashion.

Activists. This group aim to cause a lot of disruption to highlight their cause—
which in turn could have collateral effects—but they are not intending to cause
destruction or loss of life. Since the aviation industry consumes a lot of space and
has a large impact on many aspects of people’s lives, it becomes a natural target
for protest. We consider activists to be relatively low-resourced but well-organised
since they are aiming to cause an effect with a specific purpose. Attribution is
likely to be sought although we limit this group to not aiming to compromise
safety. A non-technical example of this is an incident at London Heathrow in 2017,
wherein activists attempted to prevent a charter aircraft from deporting people

by chaining themselves around it [120][]

Terrorists. Probably the most destructive group, terrorists wish to cause harm
through a loss of safety, or through causing severe disruption. This might be subtle
or overt but will not be concerned by any collateral which might occur due to
the attack. They would be aiming for exposure and to cause fear, so would seek
attribution. This actor could specifically develop capability to perform an attack.
The UK Government considers terrorist groups a threat to civil aviation, albeit one

that is currently low risk, as per the Aviation Cyber Security Strategy [109].

Competitors. Originating from the aviation industry itself, malicious competitors
can fall into two threat groups; surveillance or attacks. In the former, a competitor
may wish to learn how the target operates through observing private communications
in order to identify any advantage that they have. The latter category is less likely

but must be considered. In this, an attacker wishes to cause reputational damage

Tt is important to note that the law may treat this actor in the same way as a terrorist actor,
but we distinguish them due to their aims.
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or financial loss to a competitor though an attack. The motivation for this would
be to try to improve their own standing within the market by harming others.
Importantly, this actor will probably stay clear of compromising safety, as doing
so in safety-critical industries would have a knock-on effect to themselves. The
UK Aviation Strategy considers this attacker realistic, especially with regards
to causing reputational harm and notes that a competitor threat actor may use

insiders to achieve their aims [109].

Nation States. This group is the most advanced adversary, so are very hard
to defend against; for the purposes of simplicity, we include state-backed entities.
Their focus would be specific, possibly limiting the potential for collateral effects.
Again, aims can be split into two categories, according to whether the effect would
be attributable. They may wish to perform surveillance on other nations, using
their resource to widely deploy hardware. On the other hand, their actions may
have a more visible outcome, such as disruption, denial of service or reduction in
safety. An example of this kind of action was seen in 2016, where an apparently
state-backed Russian advanced persistent threat (APT) group caused Swedish ATC

to lose capability for a period of time [121].

3.2.2 Attacker Models

Having considered the capabilities and the threat actors, we now tie them to three
attacker models used in this thesis. We summarise the mapping of potential threat

actors to attacker models in Table B.1l
Passive Listener

This attacker model concerns actors which simply collect data from one or more
locations using commodity hardware such as the RTL-SDR, and so are passive
with respect to the medium. It is coupled with freely available collection software,
thus making the baseline resource requirement low. Their minimum skill level is
low, capable of setting up and storing collected data, which may be shared with a

community. This aspect presents the main cause of threat from the attacker, as
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Table 3.1: Mapping of attacker models to potential threat actors.

Threat Actors
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data aggregated over time and across a large geographic area gains power. Data
collection might be for honest-but-curious activities such as plane spotting, or with
malicious intent such as uncovering personal data. Actors which might fit within

this model include hobbyists, grey hats or criminal groups.
Passive Codebreaker

Extending upon the passive listener, the passive codebreaker has the same collection
intention as the above attacker but rather than simply collect and observe data,
they attempt to break any encryption or protected messages seen. This is a
slight distinction in that they are still passive with regard to the medium but
are intending to break protections in place. To achieve this, their capabilities
might be slightly increased—both in terms of resources and skill. This would
allow the collection of more data and the skill needed to break encryption where
possible. Threat actors fitting into this category might be grey hats, activists,

criminal groups or competitors.

Active & Determined

Our final attacker model is our strongest, wherein the threat actor is aiming to
cause disruption, financial and reputational loss, and possibly a reduction in safety.
To achieve this, we presume they have a medium to high level of skill and resource,

capable of researching and implementing new attacks. The hardware used will
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be of a higher specification than our attackers above, capable of transmission as
well as reception. To do this, they will need amplifiers and directional antennae
capable of higher transmission powers. They can deploy hardware and operate
it remotely if needed. We consider the threat actors in this group to be criminal
groups, competitors, activists, and possibly terrorists or nation states if they are

aiming for lower impact attacks.
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If you go with a break, you can either win or not win.
If you don’t go for it, you definitely won’t win.

— Jens Voigt
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In this chapter we outline the data collection process and third-party sources
used for the work in the first part of this thesis, namely the analysis of security and

privacy on the ACARS data link. We also cover the survey used to establish some
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Figure 4.1: Diagram of ACARS subnetworks over Very High Frequency (VHF, Plain
Old ACARS and VHF Data Link Mode 2 systems), High Frequency (HF, High Frequency
ACARS), and Ultra/Super High Frequency (UHF /SHF, satellite communications based
ACARS).

ground truth on usage of security within avionic data links. We will refer to the

data in this section throughout the thesis and begin by describing ACARS in detail.

4.1 Aircraft Communications Addressing and Re-
porting System

ACARS is an avionic communications system used worldwide. Deployed in 1978, it
provides support for airlines and ATC to communicate with the vast majority of
commercial aircraft [122]. Although originally deployed as a coupled data link and
application-layer communication system, ACARS is now also used as application

which runs on a range of data links.

System Overview. Fundamentally, ACARS operates in a very similar manner
to text messaging over mobile cellular networks. The network is operated and
maintained by a service provider. This is a limited market with only two providers—
SITA and ARINC. On the ground, organisations can be connected to the ACARS

network via a service provider, so that they can send and receive messages. On board
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Table 4.1: Key feature comparison of ACARS delivery subnetworks.

Subnetwork  Coverage Frequency Link Speed
HF Worldwide 2.9-22.0 MHAY Up to 5.4 kbpsd?]
‘Plain Old’ Continental,
ACARS over land ~131 Mz ~2.4kbps
Continental,
V.HF Data over land, limited  ~136 MHz ~31.5 kbps
Link Mode 2
deployment
Worldwide, except  L-Band (1-2 GHz) up
SATCOM polar regions C-Band (6-8 GHz) down Up to ~400kbps]

an aircraft, systems interface with a Communication Management Unit (CMU)
through which they can send and receive ACARS messages to organisations on
the ground. We now go through each part in detail, and provide a diagrammatic

representation in Figure [4.1]

4.1.1 Data Link

Although primarily carried on airband VHF (known as Plain Old ACARS, POA),
ACARS can also be served in other ways. As shown in Table [4.1] it can be carried
on the High Frequency Data Link (HFDL), the VHF Data Link Mode 2 (VDL
Mode 2) or over satellite communications (SATCOM) [55][] In this section, we

provide some technical detail on the subnetworks used to deliver ACARS.

VHF Subnetworks

Due to VHF being the original ACARS subnetwork, usage is widespread. As of 2012,
ARINC network coverage comprises over 1100 POA stations and 400 VDL2 stations,
with much of the populated regions of Europe, North America, South America,
Asia and South Pacific served [123|. As such, VHF links are extensively used for

travel over land or near the coast and are usually the primary data link option.

!Depending on atmospheric conditions, HF frequencies are reassigned regularly.

2This depends on the baud rate and keying used.

3Exact speeds vary depending on service, here 10kbps is provided by the Inmarsat ClassicAero
service, with the higher rate provided by their SwiftBroadband service.

4For brevity, in this thesis we will refer to VDL Mode 2 as VDL2.
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Plain Old ACARS. In some form, POA has been available for over 40 years
and is defined in ARINC 618 [124] ] Channels have a bandwidth of 25kHz and
use Minimum Shift Keying (MSK) to encode data onto the signal [125]. This
gives a notional data rate of 2.4kbps. To reduce transmission collisions, POA uses
Carrier-Sense Multiple Access (CSMA). In Europe, POA is carried on frequencies
around 131 MHz. Although this version of ACARS is still used, it is considered

the legacy option since it is slower than the newer VDL2.

VDL Mode 2. A more modern link, VDL2 also operates in airband VHF like POA
but on frequencies around 136 MHz. It is a more general link than POA, primarily
intended to carry CPDLC, but also able to carry ACARS messages via technology
called Aviation VHF Link Control (AVLC)—serving ACARS over this is called
ACARS over AVLC (AOA) [126]. By using a newer encoding technique in Differential
8-level Phase Shift Keying (D8PSK), the link has a higher bitrate of 31.5kbps.

SATCOM

Satellite-carried ACARS is offered via the Iridium and Inmarsat satellite constel-

lations, each with slightly different options and service levels.

Inmarsat. This cluster offers two ways to serve ACARS: via a data service
called SwiftBroadband, and through Classic Aero |127]. SwiftBroadband is a more
modern, data-focussed service which uses two channels to offer data prioritisation
for safety-related information [128]. Classic Aero has been on offer for over 25
years, delivering voice and data services [129]. Both services are offered on the
Inmarsat-4 cluster, made of geostationary satellites, which covers most of the world
except polar regions [130]. These satellites provide communications on the L-band

(1-2 GHz), with the choice of service dictating the data rates [131].

5 Although less common, POA can also be referred to as VDL Mode 1.
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Iridium. Offering a much less expansive service, Iridium instead can serve ACARS
over its existing network with a service called Short Burst Data (SBD). Unlike
Inmarsat, Iridium uses low earth orbit satellites instead, requiring lower transmission

power to communicate with than for geostationary satellites [132].

High Frequency Data Link

Although the lowest priority of the subnetworks, HFDL provides almost worldwide
coverage (excluding the south polar region) using 32 of 167 available frequencies at
any time [133]. It is defined by ARINC 753 and operates on frequencies between
2.9-22.0 MHz, using HF voice channels for data [134]. Said frequencies are rotated
depending on atmospheric conditions, offering a range of data rates (300-1800 bps)
and Phase Shift Keying (PSK) encoding methods (2, 4 and 8 PSK) |135]. Rates
and encoding methods are also chosen depending on the atmospheric conditions
through which the signal must be sent. At a high level, a lower the data rate allows
more room in the data packet for error correcting methods, ideal if conditions

for transmission are poor.

4.1.2 Message Format

All ACARS subnetworks use the same message structure, illustrated in Figure 4.2}
but some subnetworks allow longer text portions of the message. Characters are
from the ASCII character set, as per ARINC 618 [124]. However, this is a more
recent addition—some older parts of the ground network are only compatible with a
reduced ASCII set [124]. Depending on which parts of the network are used, the even
further reduced Baudot character set may need to be used, effectively limiting the
set to A-Z, 0-9, ,-./, and some control characters. This would be due to messages
travelling through legacy systems which cannot handle the full character set. Thus,
if maximum compatibility is required, a smaller character set must be used.
Most of the information in an ACARS message is carried a free text element,
which forms the largest part of the message (see Fig. . Other fields of note are

the ICAO registration and Flight ID fields which identify the aircraft involved
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Header Mode ICA(? Reg. |Technical Label
Start or Flight ID ACK
1 1 7 1 2
L UPllnk Start of Text | Suffix Block Check BCS‘
Indicator Text Seq. (BCS) | Suffix
1 1 210 1 2 1

(a) Uplink message format

Header ICAO |Technical Downlink | Start of
Mode Label .
Start Reg. ACK Indicator Text —‘

1 1 7 1 2 1 1

L Message| Flight .| Block Check | BCS
Suff
No. D | T [P seq (BCs) | suffix

4 6 210 1 2 1

(b) Downlink message format

Figure 4.2: ACARS message structures for uplink (air-to-ground) and downlink (ground-
to-air) based on ARINC 618 [124]. Field sizes are in ASCII characters (i.e. bytes).

in the messages. ICAO registrations are unique to the aircraft rather than the
avionics, as with a transponder code. Both allowing identification across flights,
though registrations are usually displayed on the outside of the aircraft. In contrast,

flight IDs are tied to a single flight and only rigorously used by commercial aircraft.

4.1.3 Message Handling

ACARS messages originate from and are directed towards specific systems. The
original mechanism to do this is the label field within the message, as indicated
in Figure [4.2 with labels being standardised in ARINC 620 [136]. Labels act
as routing fields for the Communications Management Unit (CMU) onboard the
aircraft, which routes messages to the correct endpoint system [55]. Specific labels
for a message type can vary depending on whether they are used on the up or

down links. Some example downlink labels are:
e 00 — Hijack situation report,
e 5U — Weather information request,

e Q2 — Estimated Time of Arrival (ETA) report.
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/PIKCLYA.0C1/CLA|@903 151119|[ATC Location]

CLRNCE 766 Timestamp
[Flight Number] CLRD TO Destination airport
SUNOT |
RANDOM ROUTE

58NQ20W 58N@30W S6NO4OW
53NO50W RIKAL

FM SUNOT/1020@ [MNTN F400 ————  — Flight level to maintain
MO84

§

Oceanic entry point

Route waypoints

Figure 4.3: Example ACARS oceanic clearance message as transmitted from air traffic
control to aircraft.

Although many labels are defined, ACARS usage has grown considerably and is
used for purposes beyond its original intention. To handle this, further message
handling data is stored in the Text field, or if needed, an organisation can use

free-text to accommodate their own structure.

4.1.4 Uses of ACARS

As indicated above, the system can be used for many purposes, broadly divided
into ATC and AOC/AAC groupings. We now outline some primary uses within
each grouping for ACARS.

Air Traffic Control

Air traffic control (ATC) messages are used to ensure that the aircraft can fly on its
route safely. This takes the form of pre-departure and oceanic clearances, as well
as aerodrome information, served as the Digital-Automatic Terminal Information
Service (D-ATIS, see Chapter @ An example of an oceanic clearance message
is given in Figure [4.3] It is particularly useful in situations where voice is not
available or too busy, such as over the ocean or on congested frequencies near
airports. Although ACARS does see some ATC usage, this is unlikely to be a
long-term solution. Instead, as CPDLC becomes more widely adopted, that will
be used instead of ACARS for ATC purposes |137].
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Aeronautical Operational Control & Airline Administrative Control

Non-ATC communication forms a significant part of ACARS traffic, since it performs
many important tasks in operating larger aircraft. These can be roughly divided into
operational (AOC) and administrative (AAC) messages. Both use a combination
of structured as per standard and free-text messages.

AOC messages include:

o Maintenance reports for broken or malfunctioning items,
o QOut, Off, On, In reports for timekeeping,

o ETA messages,

o Weather reporting,

o Transfer of takeoff parameters,

o Downlinking engine health management data,

Position reporting[f]
AAC messages instead focus on passenger and crew needs so include:

o Passenger connection information, such as sending connecting flight informa-

tion to the aircraft,

Requests for information on events such as elections or sports fixtures,

Medical reports on unwell passengers,

Requests for wheelchairs to meet passengers,

These messages use the free-text nature of ACARS, with messages ranging
from automated, structured reporting to text messaging between crew and ground
operators. Lists of passengers transferring to other flights, maintenance issues and
requests for aid of disabled passengers are common sights, though exact usage
varies between airlines. It is also common for flight plans to be served over ACARS,

which a pilot will then input into the flight computer.

6This is usually in a custom format unlike the well-structured ATC surveillance reports.
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4.1.5 Security in ACARS

ACARS as an application has no security mechanisms by default. Whilst some
subnetworks (notably some Inmarsat options) may provide some mechanisms at the
link layer, most do not. Furthermore, awareness or concern with ACARS security is

not common throughout the industry. We now look at the existing work in this area.

ACARS Message Security

A standardised security solution for ACARS does exist—it is known as ACARS
Message Security (AMS) and is standardised as ARINC 823 [138]. It was partially
developed by Honeywell, Inc. and the US Air Force, the former of which have
an implementation named Secure ACARS [139]. It provides a range of provisions
to sign, authenticate and encrypt message content, and some configurations can
be used to protect aircraft identity.

Two methods for secure communication are defined; using public/private keypairs
or using a shared secret. Furthermore, Secure ACARS uses well-established crypto-
graphic mechanisms at the time of development to enact signing, authentication
and encryption [140]. These match to NSA Suite B, which was a US Governmental
information security standard but is now deprecated.[] As such, Secure ACARS
would likely need to adopt a more up-to-date cryptographic suite to be effective
going forward.

In terms of the protocol for itself, Blanchet undertook verification on parts of
AMS and proposes some fixes for the problems found [142]. Namely, they identify
potential message freshness issues, a possible fall back to in-the-clear communication
if session negotiation fails, and vulnerability to replay attack. Each of these can
be addressed with adjustments to the standard.

Another implementation of AMS is in development by ARINC, and is known as
Protected ACARS (PACARS) [143]. This is intended as an ‘open’ option—rather

than being reliant on the service provider to deliver a secure solution, it aims to

"In recent years, the NSA has moved away from Suite B, marking the related IETF RFCs to
historic [141]. Furthermore, the NSA appears to have removed Suite B related references from its
website, indicating that this standard is no longer active.
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run on top of ACARS as an application. This is a more recent system and uses

similar cryptographic mechanisms to Secure ACARS.

State of the Art

Despite the existence of AMS, usage appears limited. As indicated in [142], at least
one airline does use it, though many other ACARS users—some of whom are privacy
sensitive—do not. We cover this in relation to privacy and security in Chapters [0]
and [7, but first look at the state of the art and existing literature in this area.

Unlike some parts of the aviation community, militaries are engaged in the
security challenges posed by ACARS. For example, [144] identifies that the clear-
text nature of ACARS is considered an important weakness especially for military
aircraft, due to operational privacy requirements. Furthermore, in [145] the authors
demonstrate efforts to manage the lack of security through encryption, highlighting
the requirement for privacy in the military context. In both, ACARS defaulting to
sending in the clear is the motivation for users to require some measure of security.

The role of ACARS security has occasionally been discussed outside of academic
research. In [146], the authors note the challenges of deploying Secure ACARS, as
well as its development process with the US military. In the hacking community, [17]
claims to use ACARS to upload malware onto a flight management computer.
Despite the strong claims in this paper, the results were refuted by Honeywell,
whose systems were used in the attack.

In [143], the author considers issues caused by the lack of security on the
link. They highlight that crews rely on information sent via ACARS, which could
have safety implications since the source of that information cannot be confidently
determined on an unprotected link. The paper also has concerns with third-party
message interception and transmission, identifying that this could cause trust
issues for pilots using ACARS.

Some other security solutions apart from AMS have been proposed. One such
example is [147], in which a solution for 256 bit AES is presented but lacks further

implementation detail. Since it primarily focuses on providing message security
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through AES-256 but does not address how to fit this within the operation of
ACARS, it has not seen implementation.

User perceptions are also notable; in [148] we get an insight into such views. A
survey was carried out on pilots, air traffic controllers and other aviation industry
professions, investigating their perceptions of security on a range of avionic systems
using wireless communication. Within this, they were asked about the integrity
and authenticity of ACARS with most believing that the protocol offered some
level of protection by default.

Although not directly covering ACARS, [60] investigates security for CPDLC,
which is carried on links shared by ACARS. The authors explain that the lack
of security mechanisms means that no meaningful security guarantees can be
made. It also suggests that PACARS could be used to protect CPDLC, though
implementation details on this are unclear. Furthermore, it suggests adopting Host
Identity Protocol, a TCP/IP addition which uses asymmetric cryptography to verify
sender identity. However, this would require adaptation to work with CPDLC and
would need a public key infrastructure, something not yet in place.

Clearly, the concept of security for ACARS has been considered for some
time. Even though a standardised approach to security on the link exists, the
previously referenced airline which does use AMS appears to be the exception
rather than the rule. One explanation for this might be a lack of external incentives
to use security—a situation which could change as awareness of how ACARS is
used for sensitive data evolves. These incentives could be customer requirement,
avoidance of financial loss through data breach or compliance to regulation. However,
such motivating factors rely on a public understanding of how the link is used
which, currently, does not appear to be the case. We discuss how to improve this

understanding in the rest of this chapter.

4.2 Data Collection

To understand how the security provision on ACARS affects those who use it, we

collected real-world usage data from the system. We were particularly interested in
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representing a passive listener as described in Chapter [3], since this is the lowest
bar for an attacker to meet both in terms of requirements and skill.

Data collection was carried out from a single location with commercially available
hardware and software, on SATCOM and both VHF subnetworks, intermittently
over the course of two years. All data was collected from a single location in Thun,
Switzerland, with the data being summarised in Table |4.2)and a full list of collection
frequencies given in Appendix [A] We collected data in this location in order to

comply to laws and regulations regarding data collection of aviation data.

4.2.1 VHF

Collection for both POA and VDL2 is very similar and only differs at the software
level. A standard computer was connected to an RTL-SDR, which was fed by an
airband ground plane antenna (e.g. the Sirio GPA 108-136 [149]). This replicated
a representative set up of a passive threat as described in Chapter [3

Our POA setup used the previously described hardware with the ACARSDec
software |150]. We collected for 141 days (May—October 2016) followed by a further
220 days (March—October 2017) on the three European channels: 131.525 MHz,
131.725 MHz and 131.850 MHz.

Collecting VDL2 messages requires the same hardware set up but with VDL2
decoder; in this case, it was dumpvdl2 [151]. We collected VDL2 ACARS messages in
a separate collection period for 211 days (March—-October 2017) over five European
frequencies: 136.725 MHz, 136.775 MHz, 136.875 MHz and 136.975 MHz.

For both links we collected the downlink, i.e. from the aircraft to ground stations.
Downlink VHF is collectable from any location where aircraft fly overhead, whereas
uplink VHF would require either an airborne platform or locations near the uplink
transmitter. Since we do not know the locations of the latter, and the former would
be very expensive and potentially illegal, we collected downlink only. Again, this

is also representative of a passive threat with limited resources.
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Table 4.2: Summary of data collected for ACARS analysis on the VHF (POA and
VDL2) and SATCOM subcarriers.

. ) Link
Subnetwork Time Period # Days # Messages Direction
May-October 2016 141 372,996
PO March-October 2017 220 114,308 D
VDL2 Mar. Oct. 2017 211 157,568 Down
samcon L evember AVl 68 1170745  Up

January 2017

4.2.2 SATCOM

For SATCOM ACARS, we collected from Inmarsat satellites. For this constellation,
the SATCOM uplink is located in the L-band around 1.5 GHz. As with VHF
subnetworks, reception uses a computer with an RTL-SDR, this time fed by
patch antenna through a low-noise amplifier. Decoding software is in the form of
JAERO [152]. We recorded all 11 uplink channels of INMARSAT satellite 3F2
for 68 days between November 2016 and January 2017.

As with VHF ACARS, collecting one direction of the link is easier than the
other. Uplink messages are transmitted from the satellite to the aircraft, which is a
moving platform. To ensure that messages are delivered, a higher power and lower
wavelength signal is used, since there is limited space on the aircraft for antenna.
Furthermore, the beam is large to provide good coverage and account for high
aircraft mobility. This allows it to be collected with a patch antenna.

Downlink, located in the C-band around 3.5 GHz, has much shorter wavelengths
and increased path loss. Ground stations receiving downlink can use bigger receivers
than aircraft and are stationary, allowing satellites to transmit at said shorter
wavelength with a smaller, more targeted beam. This makes intercepting downlink
messages very difficult without requiring third parties to use a large satellite dishes
or the ability to listen from nearby the receiving stations. Since this was out of

scope for our collection capabilities, we only collect uplink for SATCOM.
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4.2.3 High Frequency Data Link

HE ACARS uses long wavelength signals with much lower frequencies than VHF
or SATCOM. Using the representative range of 2-22 MHz, this gives wavelengths
of ~149m to ~13m respectively. Collecting signals with such long wavelengths,
especially where transmission power can be low, requires large antenna. We did
not have the capability to install such antenna at our collection location, so could
not reliably collect HF ACARS. On top of this, our collection location is far
from oceans and the polar region, thus meaning that the potential users of HF

ACARS would be very far away.

4.3 Third Party Data Sources

Data collected through wireless avionic communications will contain a limited
amount of information about the sender or recipient. Usually, this will just be the
ICAO transponder address or the aircraft registration. We can use these identifiers
to gather information about the aircraft from third-party data sources. In this

section, we cover the data sources used to complement the collected ACARS data.

4.3.1 Aircraft Positional Data

In some instances, we observe aircraft sending ACARS messages but without
location. We can cross-reference this with data from the OpenSky Network provides
high-quality historical ADS-B data, and overlaps with our ACARS collection period
both geographically and temporally [153]. We can use ADS-B data collected from
across the world to check whether an aircraft was transmitting ADS-B signals at
the time, and if so, find its position. This becomes particularly relevant when
assessing how much additional privacy impact ACARS has on top of ADS-B,

as we analyse in Chapter [0
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4.3.2 Aircraft Metadata Sources

To assess the extent of sensitive data transmission, we need gather context on the
aircraft. Throughout our work on ACARS we compared our ACARS data with
several publicly accessible sources to establish this context. The sources usually
provide the aircraft type (e.g., Airbus A320) and the owner/operator (e.g., British
Airways, but the owner and operator may not always be the same).

We exploited the following sources:

Flight Aware and Flightradar24 allows a rudimentary check of whether an

aircraft is attempting to obscure itself from public flight trackers [23] [154].

o Junzi Sun maintains a database of aircraft from Flightradar24, which allows
us to establish whether aircraft have attempted to hide from flight trackers in

the past [155].

o Airframes.org offers background knowledge such as pictures and historical

ownership data, maintained by a community of hobbyists [156].

» National registries usually provide non-sensitive owner records. One of the

largest is for US-registered aircraft, containing over 320,000 records [157].

Most of these sources are important in establishing if an aircraft is blocked from
public view. Since this is a significant concept in this thesis we expand upon it
in Chapter [5 It is also worth noting that these sources are naturally noisy, since
they rely on compiling many smaller databases, and aircraft around the world are

registered, de-registered and transferred regularly.

4.3.3 Third Party ACARS Collection

At the time of collection there were no active public efforts to collect ACARS
messages. More recently, AvDelphi has made a database of ACARS messages

available to the public, though details of how it is constructed are limited [15§].
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Table 4.3: Observed aircraft on the ACARS data link. Breakdown by stakeholder of
identifiable aircraft using any subnetwork.

Observed Aircraft

Aircraft # Aircraft % Total # ADS-B

% Category

Category equipped
Commercial 6899 69.6 6832 99.0
Business 2366 23.9 2323 98.2
Military 438 4.4 423 96.6
Government 183 1.8 178 97.3
Unknown 22 0.2 0 0.0
Total 9908 100 9756 98.5

Before this, ACARS data collection was popular with the aviation scanner com-
munity. A wide range of ACARS decoders existed in the early 2000s, though

appear to no longer be maintained

4.3.4 Categorising Aircraft

To reason about privacy and security, we also need to categorise aircraft into
business, military or state. Some of this can be automated using the World
Aircraft Database as above [155]. For a portion of the observed aircraft, the
database contains information about the operator such as whether it is private,
military, state or commercial.

Since some aircraft do not appear in this list, part of the process involves manual
gathering. This is due to a limited number of third party data sources on aircraft
ownership being publicly available. At the time of writing, the most complete
database is Airframes.org [156]. This provides comprehensive and historical records

on many aircraft but does not provide API access.

4.4 Collection Statistics

Over the course of collection, we obtained 1,815,617 messages across both links,

with 1,170,745 (64.5%) being from SATCOM uplink, 487,304 (26.8%) on POA and

8The most prominent of these was acarsd, though this was last updated in 2007 [114]. Lists of
feeder stations illustrate that decoding was quite widespread.
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the remaining 157,568 (8.7%) being POA. We identified 9908 individual aircraft,
of which 5802 were seen over POA, 4834 over VDL2 and 4540 on the SATCOM
channels. A total of 534 aircraft were seen over all three links and 2883 were
transmitting on both terrestrial technologies.

In Table we show the number of aircraft belonging to each stakeholder
group described in Chapter [2] along with their level of ADS-B equipage. We assess
ADS-B equipage from OpenSky Network data, cross-checking ICAO numbers with
existence according to OpenSky as per Section [4.3.1]

Commercial aircraft make up the majority of all ACARS users at 69.6%, with
those qualifying as business jets comprising the other significant portion at 23.9%.
Military and state-based aircraft groups were observed to be much smaller at 4.5%
and 2.0% respectively—unsurprising considering their exclusivity. Note the high
level of ADS-B equipage across the board; ADS-B poses its own security and
privacy challenges and so any system which offers other avenues of compromise

or leakage compounds the problem [20, 27].

4.5 Survey on Security and Privacy in ACARS

Whilst there is growing awareness of the general security and privacy challenges in
aviation, application to specific technologies is limited. We carried out a survey of
industry professionals, including pilots, avionics engineers and air traffic controllers
to establish a ground truth on the opinions on security and privacy in ACARS. We
will refer to this throughout the survey but cover it in this section. This work was

approved by our local ethics committee with reference R53464/001.

4.5.1 Background

Our primary aim in running the survey was to get a better understanding of whether
members of the aviation industry understood that ACARS lacked meaningful
security mechanisms, and so may not be suitable for sensitive data. To do this,

we constructed questions to solicit opinions on privacy and security in ACARS,
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especially with regard to how it is currently used. Our full set of questions can
be seen in Appendix [B]

The survey ran for a period of 56 days during October and November 2017.
We ran parallel versions of the survey. One was sent to closed pilots’ communities
and emailed to a range of international ANSPs and regulatory bodies. The other
was shared on a range of aviation professional forums, primarily an ACARS user
group. This allowed us to filter the data should the ‘open’ survey collect spam

messages, however this did not occur, so we merged the results.

4.5.2 Response Analysis

We received 41 responses to the survey, with the majority coming from flight
crew and engineers. Our profession demographics are shown in Figure [4.4a], with
organisational in Figure [£.4b] Some 21 (51.2%) of respondents were flight crew,
either in a First Officer or Captain role. The remaining majority group was from
Avionics Engineering, at just under 25%. This is also reflected in the organisation
demographic, with 24 (58.6%) of respondents employed by an airline.

Although many of the participants are unlikely to have the ability to unilaterally
choose to either secure or not use ACARS, their responses are still valuable as we
aimed to understand awareness of the security of the ACARS link. This is important
since the link has grown to be used for a wide variety of purposes, some of which
may not be as originally intended. As such, whilst this sample is self-selecting
and relatively small, we feel that it provides a useful cross-section of participants.
Future work would increase the sample size and target other demographics such
as aircraft manufacturers, in order to draw out more views.

Looking to the general questions on ACARS, we can establish a baseline view
of the system from industry, with regard to usage for sensitive messages, AMS
deployment and the existence of anomalous messages. Charts for this data are

presented in Figure with the respective questions as below:
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Air Traffic Controller - 1, 2.5%

Other - 5,12.2% \

Prefer not tosay - 1, 2.5% .

' Researcher - 3,

/ 7.3%

Captain - 8, 19.5% o / First Officer - 13, 31.7%

|

Avionics Development/Engineering - 10, 24.3%
(a) Respondents by Profession

Governmental/Regulatory Body - 2, 4.8%

Regional/Continental
Airline - 4, 9.8% Air Navigation Service Provider (ANSP)
\ / (Non-governmental) - 4, 9.8%
Prefer not to say - 2, 4.8% ~_
Avionic Systems

Prod -4,9.8%
Other - 5,12.2% ~_ / roducer 6

International Airline - 20, 48.8%

(b) Respondents by Organisation

Figure 4.4: Data link opinion survey demographics, by profession and organisation.

o Question 6: Do you have any experience of ACARS being used to share
sensitive or private information? This might include personal data (e.g.

names, addresses) or commercially sensitive data.

o Question 10: ACARS Message Security (AMS, also known as ARINC 823P1)
is a standard for providing secure messaging over ACARS. Do you have any

experiences with, or knowledge of, it being used in practice?
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(c) Q15: Anomalous messages.

Figure 4.5: Survey responses relating to message sensitivity, security usage and anomalies.
N/A reflects no response given.

to ACARS according to the following questions:

e Question 15: Have you ever had experience with reception of anomalous

ACARS messages?

Furthermore, in Figure[d.6] we provide responses to privacy and safety assessments

 Question 8: How suitable would you consider standard ACARS (unencrypted)

to be from a safety point-of-view? In other words, to what extent do you

think that ACARS is secure enough for safety-related data?

» Question 9: How suitable would you consider standard ACARS (unencrypted)

to be from a privacy point-of-view? For example, for transmitting sensitive

data such as names or addresses.

In Figure [£.5a] we can see that over half of respondents have experience of

ACARS being used to transmit sensitive data. This is in comparison to Figure [4.5b

which shows that the vast majority, at 80%, did not have knowledge of AMS
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Figure 4.6: Responses to privacy and safety assessments of ACARS.

usage. Although a small sample, this indicates that although the system is known
to be used for potentially sensitive data, there is limited appetite to use the
standardised security solutions.

Looking at the attached free-text responses for (6, a range of potentially

sensitive information types were included, such as:

Passenger lists, emergency health information or passport data,

Crew information, such as roster changes,

Maintenance and engineering information, including engine data,

A proprietary information sharing system,

Security warnings.

This is interesting when considered with Figure in which ask about
ACARS suitability for private data. The vast majority of respondents (32, 78.0%)
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felt the system was either somewhat unsuitable or very unsuitable for sending
sensitive data over.

For safety, Figure shows responses with regard to ACARS suitability
for safety-related messages. Responses to this are more mixed, with 19 (46.3%)
feeling that it is suitable for safety-related messages, and 18 (43.9%) feeling it
to be unsuitable. This divide indicates that the respondents do not necessarily
relate communications integrity to security mechanisms, since such mechanisms
would help protect message integrity and authenticate their source—vital for safety-
related tasks. However, in [148], participants rate the safety impact of ACARS to
be moderate with the likelihood of attack being low. Our response distribution
approximately matches to this.

In a similar vein, experience of anomalous messages (and so possible efforts
to interfere with the system) appear limited. In Figure , we see responses
regarding anomalous messages received via ACARS.H However, in the related free-
text responses, these messages are all cases of scrambled content, possibly due to
link failure. Indeed, successful attempts to interfere with the system may not be
spotted—we analyse this further for other systems in Chapter [§|

We use the data from this survey throughout the rest of the work, and so

present it where relevant.

9A flaw with the survey implementation allowed respondents to ignore this question if they

wished. We presume that a no response is analogous to a negative response, but mark them as
N/A.
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5.1 Why is Privacy a Challenge in Aviation?

Due to the way that aviation operations have evolved, privacy does not necessarily
come as naturally as safety. The ATM system does not accommodate privacy well,
with lots of communications taking place on open channels (e.g. voice ATC) and
identification being clearly displayed upon the aircraft. Furthermore, commercial
aircraft publish extensive schedules detailing their movements which are available
through many sources, such as airport websites or flight trackers. However, not
all stakeholders are satisfied with such little privacy. Business, military and state
aircraft operators extensively use aviation in their activities, and some desire privacy.

This has become a popular topic in recent years, with SDRs enabling many users
to collect aircraft communications data easily. Especially in the case of ADS-B,
operators have begun to become aware of the challenges that in-the-clear links
face. Flight tracking websites such as Flightradar24, Flight Aware or OpenSky
Network are using SDRs at scale to collect aircraft location and identity data and
making it publicly available [24, 25, |160].

A consequence of this distributed collection is that there is no single entity or
method which can be used to protect privacy. For example, whilst an operator
can request that their aircraft is not shown on flight trackers, they will have to do
this for each different trackerE] Furthermore, in many cases there is no provision
civil aircraft to use encrypted channels to hide.

This is not unique to ADS-B. One pre-ADS-B example of tracking at scale
was presented at DEF CON 20, in which the authors used speech recognition on
ATC voice feeds to extract clearances for certain privacy sensitive aircraft [53].
However, carrying this out over a wide area is resource-intensive, and some regions
forbid retransmission of their ATC frequencies] This is not always the case

with data communications.

!This is known as blocking and is covered in Section

2In the UK, for example, listening in to addressed communications, as voice ATC is, is illegal
under the Wireless Telegraphy Act 2006 [161]. This also applies to passively observing ACARS
messages.
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Numerous examples of the impact of aircraft tracking have been seen in the
media, some using ADS-B. A prominent case saw the authors train a machine
learning classifier to identify surveillance aircraft based on their flight path [2§].
For state aircraft, the Geneva Dictator Tracker has generated much attention due
to its use of ADS-B to identify when aircraft from countries with authoritarian
leadership—as defined by the US Central Intelligence Agency—arrive into Geneva
Airport [162} [163]. In some cases, ADS-B tracking has even revealed military aircraft
movements such as deploying equipment to war zones [164].

Indeed, ADS-B is only one link which a sensitive operator might wish to protect.
Being a general-purpose data link, ACARS is potentially problematic since many
types of data flow over it, not just location. Identifying which flows might be
sensitive and preventing their use is non-trivial, and whilst simply not using it
is an option, it does not appear a popular oneE]

Whilst this is clearly a motivating example for why links carrying potentially
privacy-sensitive data should be encrypted, this is not realistic in the short term
due to the inability to quickly redeploy avionics. As such, operators must look

to other approaches instead.

5.1.1 Stakeholder Privacy Requirements

To reason about different privacy approaches, we must first establish the privacy
requirements of business, military and government stakeholders. We draw upon
work in [27] and [30] to do this, and it is worth noting that a government and
military’s stance on privacy heavily depends on their stance on transparency. For
example, some countries (e.g., Switzerland) publish military and governmental

aircraft records in full [166].
Business

Privacy for business aircraft has been, and currently is, a point of contention.

This is a multifaceted issue which sees shareholders and the public wanting more

3We know of one airline choosing not to use ACARS due to cost reasons but this makes
operations more difficult [165].



68 5.1. Why is Privacy a Challenge in Aviation?

Table 5.1: Summary of privacy requirements and concerns for stakeholders.

Stakeholder FExample reasons for privacy Aircraft operator

Protecting business activities

Business . Charter or owned by business
e.g. mergers, acquisitions
e O ti 1 or tactical .
Military peratlonas ot tactleal SEEeey oywned by military
for transport or logistics
i . S ted by milit
State Sensitive diplomatic missions UEies oy il

or national flag-carrier airline

transparency, whilst companies firmly believing that having no aviation privacy
would seriously impede business. Some examples of this are provided in [27, |167],
in which aircraft movements are claimed to be able to reveal mergers, acquisitions
and personal executive actions which would unduly affect share price. In one case,
tracking of business aircraft by manual means has been used by law enforcement
as evidence of insider trading information [119].

Based on this, situations where business aircraft movements can be tracked are
seen as sensitive with respect to business activity, and so not only as undesirable
but potentially damaging. Since businesses are not required to make all of their
operations public, the use of avionic data links for sensitive data such as location

information is problematic.
Military

In many cases, military operators aim for secrecy in their movements—this is
perhaps best demonstrated in the fact that operational military aircraft (e.g. fighter
aircraft) use separate standards and systems for designed for operational purposes,
of which little public information exists. As such, we reason that they have a
strong desire for privacy in order to avoid revealing operational information to
other nations, making situations which reveal sensitive information about military
aircraft, such as location, are problematic.

However, armed forces do use civilian technologies such as ACARS and ADS-B
for some purposes such as transport or logistics. From this we can infer that they

strongly value privacy. Work in the area of ACARS was driven by US military,
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specifically with the intention of providing confidentially on the data link [139]. This
work led to Secure ACARS and the later AMS standard as discussed in Chapter [
Their concerns are further supported by their stance to ADS-B. In [168|, US military
figures highlight that the ability to receive unencrypted signals with cheap hardware

is a major concern, since it allows aircraft to be tracked.

State

State, and as a subset government, aircraft have a slight different relationship with
privacy; the way in which the aircraft are operated depends on the country, with
some being military run, others by the flag-carrier commercial airline and some
a mix of both. For example, in the UK, Royal and UK government flights are
operated by the Royal Air Force [41, 169]. Many countries have specific aircraft
for official government business (e.g. Air Force One in the US) but use charter
or commercial flights for smaller groups of officials.

Unlike business or military aircraft, citizens often want more transparency and
accountability from state officials, particularly when travelling to foreign nations
or with regard to spending taxpayer money. This could create an expectation
where state and government aircraft on regular activities should not expect to have
privacy by default. Summits such as Bilderberg Meetings and the World Economic
Forum make attendee lists available on the Internet, thus making concealing travel
to them ineffective 170, |171].

Even with such an expectation of accountability, situations exist where state
aircraft might desire privacy, such as on sensitive diplomatic missions where exposing
attendance could unduly reveal intentions. Although situations exist where it can
be argued that state aircraft should be able to operate privately, doing so may
be contentious. An example of state attempts to obscure aircraft is seen in the
2016 attempted coup d’état in Turkey. President Erdogan allegedly attempted
to evade coup leaders by hiding as a civilian aircraft in Turkish airspace [172].
Even so, we note that our data indicates high levels of aircraft blocks on state

or government aircraft.
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5.2 Current Approaches to Privacy

Since many civilian avionic communications do not have security measures which
can be used to protect message confidentiality, other methods can be used for
privacy. The most established approach is that of aircraft blocking, which involves
restricting the public sharing of data about an aircraft. We use the concept of
blocking as an indication of privacy in Chapters [0 and [7], so consider it in this

section, alongside other privacy approaches.

5.2.1 Aircraft Blocking

A widespread approach to privacy for aircraft is through blocking schemes. Funda-
mentally, these seek to limit the sharing of data about a particular aircraft such
that they cannot be easily tracked. These schemes have been in existence since at
least 2000, but have become much more prevalent since ADS-B and flight trackers
such as Flightradar24 or Flight Aware expanded [159]. Business aircraft operators
in particular have expressed concern about how easy it is to receive ADS-B signals

with cheap hardware, and how this allows them to be tracked [26].

Blocking in the United States

The most established blocking mechanism concerns and FAA data feed called the
Aircraft Situation Display to Industry (ASDI) which provides information on the
aircraft observed by the FAA through their ATC capability. Until recently, the
National Business Aviation Association (NBAA) ran a programme called Blocked
Aircraft Registration Request (BARR) which allowed aircraft owners to obscure
themselves from this feed [173]. Submitting a BARR request would allow an aircraft
owner to either prevent their data reaching a subscriber (source-level block) or allow
it to reach a subscriber but not be shared publicly (subscriber-level block). The latter
would allow operators to still use flight trackers, for example, but not have their data
shared publicly. ASDI has been decommissioned but the feed and BARR program
are instead part of the new Traffic Flow Management Systems (TFMS) [174] [175].
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Aircraft owners can submit directly to the FAA for a block, who administrate
the list for the new feed. Until recently, the comprehensive list of blocked aircraft
was only available to TFMS subscribers and thus private—a Freedom of Information
request made public a version of this list from March 2017 [176]. At the time of
writing, BARR is the most prominent public blocking scheme with government
cooperation. Outside of the US, little evidence of blocking for business aircraft

at a national scale exists.

Blocking outside of the United States

For aircraft registered outside of the US, blocking is instead reliant on contacting
individual flight trackers. Flight Aware block non-commercial non-US aircraft by
default, and offer a fee-paid service through which said aircraft owners can choose
to privately view tracking data [177). They explicitly state that they do not track
military aircraft, using blocking of US presidential fleet movements as an example,
but been subject to pressure from military and law enforcement/government
aircraft owners [154].

Flightradar24 has some public information about how to block aircraft and
offer a fee-paid express blocking service |178]. They also note that some classes

of aircraft are blocked by default. Specifically, they state:

Fourth, the aircraft might be blocked. By default we block sensitive
aircraft such as those associated with military or governmental opera-
tions. For private aircraft, we can block flight tracking information at
the owners request.

— Flightradar24 on blocking [179].

Some flight trackers take a different approach to this, most notably ADS-B
Exchange [180]. This tracker explicitly does not comply with block requests and

offers unfiltered data to the public.

Effectiveness of Blocking

Blocking is ultimately a form of obfuscation; whilst it does not prevent the

surveillance signals from being transmitted from the aircraft, it places the burden
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on a potential threat to identify them. It also makes it harder for such a threat to
track an aircraft outside of its radio horizon without the threat actor running their
own multiple-location collection operation. This is because surveillance messages
reveal where the aircraft currently is, so once the aircraft flies beyond the collection
range of a given sensor it cannot be tracked further unless another sensor is in range.

This approach has seen attention from the security community in the past.
As described previously, at DEF CON 20 researchers used voice processing on
ATC feeds from US airports to attempt to identify where blocked aircraft were
flying from and to [53].

Indeed, blocking a legal right only in the case of FAA data feeds; if data is
collected through other networks then FAA block lists will not apply. In this case,
operators will have to contact individual networks to request blocks, who can chose
to comply. This approach was far more effective when few streams of aviation data
were available. Now that many flight trackers exist—as well as it being trivial for

hobbyists to collect surveillance data on their own—blocking is less comprehensive.

Stakeholder Usage

Blocking is applicable to business, military and state aircraft. The previously dis-
cussed BARR programme was developed in conjunction with the US National Busi-
ness Aviation Association, and so was originally intended for business aircraft [159].

Within most of the described blocking mechanisms, military and state aircraft
appear to be granted a presumed right to privacy. As highlighted in [173, |181],
governments interact with aviation agencies to filter out sensitive aircraft from
official streams before the data is made available to third-parties. This demonstrates
a clear desire for operational privacy from both military and state aircraft operators.

The NATS Airspace Explorer provides an example of collaboration on flight
blocking with governmental agencies. The tool does not show a number of sensitive
aircraft agreed with the UK Centre for Protection of National Infrastructure

(CPNI) [181]. Similar statements have been made with regard to FAA feeds |182].
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Blocking as an Indicator for Privacy Requirement

It could be argued that blocks are not privacy measures since they are low effort,
or since the aircraft still transmit sensitive information regardless. However, the
way in which blocking was devised and is used today suggests that is indeed an
indicator that an operator is seeking privacy.

In [173], the authors conduct a legislative assessment of the BARR program
and its history. They favour the existence of such schemes, arguing that whilst the
list of those using the BARR program is too coarse to be harmful, detailed aircraft
movements and history as provided by flight trackers does have the potential for harm.
Furthermore, they argue that the United States Congress has supported privacy in
aviation by repeatedly enacting laws which allow blocking to take place [173].

Furthermore, the use of fee-paid schemes to block aircraft suggests that owners
are willing to pay to protect their privacy as much as possible. One such service
is F1tPlan.com, through which operators can pay to use a callsign rather than
their own registration [183]. These callsigns have FAA blocks in place already so

are effectively prepared for private operation [184].

5.2.2 Other Approaches to Privacy

Whilst blocking is an established approach, other methods exist. We briefly cover
these, and they are detailed in [27].

Use of Commercial Aircraft

One approach to protect privacy is to ‘hide amongst the crowd” and use flights on
commercial aircraft to avoid being identifiable by private aircraft usage. Although
commercial aircraft have public schedules, passenger lists are not publicly available.
Furthermore, the volume of commercial flights lends itself to creating enough noise
that tracking a person of interest becomes very difficult. This approach is likely to
be cheaper than operating a private jet, though can be less convenient since flights
will be between larger aircraft. Some governments choose to use commercial flights

as a matter of policy, due to the high cost of maintaining a governmental fleet |185].
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Use of Shared/Charter Aircraft

Instead of using a private aircraft tied to an organisation, shared or charter aircraft
could be used. This is a lesser extent of the above approach of hiding in a crowd,
since it may be difficult to identify when specific groups are using the aircraft.
Maintaining some element of privacy over time might require use of different charter
companies. The cost-effectiveness of this approach depends on the frequency of use—
regular charter flights might eventually cost more than owning a private aircraft.
Furthermore, the users of the aircraft will have less control over how avionic systems
are used. However, new schemes such as ‘all-you-can-eat’ subscription-based charter

models are emerging, which may offer more flexibility to users [186].

Avoiding Exposing Technology

In certain cases, some stakeholders can choose to switch off or not use technologies
which might expose their location or other sensitive information whilst in civilian
airspace. Not all aircraft are permitted to do this under IFR flight or at higher
altitudes, usually limited to state or military aircraft [40} 187]. For technologies
which do not have provision for confidentiality (e.g. ADS-B and ACARS), this is the
surest way to avoid data being collected by potential threats. Some transponders
such as those manufactured by Becker Avionics are being developed with the option
to disable Mode S, ADS-B or both transmissions during flight |26].

This does not come without downsides. As ATM uses new technologies such as
ADS-B more heavily, switching off these systems increases the workload for ATC. It
can also reduce situational awareness since other aircraft may rely on these signals
to locate the aircraft, for example in the case of TCAS.

Should this approach be taken, the operator of the aircraft must ensure that
they limit other sources of data coming from the aircraft too. If not, they may

negate the benefit of switching off systems in the first place.
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Pseudonym Schemes

One technical approach to privacy which is standardised is that of transponder
pseudonyms, though this is only possible under VFR conditions and lower than
18,000 ft in the United States. If fitted with a UAT-based Mode S transponder, these
aircraft can enable ‘anonymous mode’ which generates a randomised, temporary
ICAO address. This is transmitted instead of the real address of the aircraft [188|
189]. Work in the area suggests that these random identifiers can be decorrelated
simply by tracking the aircraft before it switches into anonymous mode [188].
As with opting to not use surveillance signals, using the UAT anonymous mode
has drawbacks. Whilst in this mode, the aircraft cannot be flying on a filed flight

plan or use ATC services [190], somewhat limiting the applicability of this approach.

5.3 Aircraft Privacy in Practice

Having considered a range of privacy measures, we now look at one as deployed
in practice. Aircraft blocking is a good metric to use since it requires some
positive interaction from the aircraft operator, and is measurable. In this section
we provide an overview of the extent of blocking for aircraft observed in our

ACARS data collection.

5.3.1 Measuring Blocking

In order to measure how many aircraft are blocked and their category, we rely on

third-party data sources and flight tracking websites themselves.

U.S. Registered Aircraft

Since these can request an FAA block, they may appear on the FAA-maintained
blocked aircraft list, as described above [176]. If an aircraft in our ACARS data
sets appears on these lists, it has an FAA block. Note that military and state

aircraft are automatically blocked so do not appear.
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Non-U.S. Registered Aircraft

Outside of the U.S., governments and flight trackers do not have publicised block
lists. In order to check blocks for these aircraft we instead infer from flight
tracking websites. As the most prominent flight trackers, we focus on Flightradar24

and FlightAware.

Flight Aware. In this case, the website will either explicitly state that an aircraft
is blocked, or it will state that it does not have information on an aircraft. Since we
know that the aircraft exists and Flight Aware has good coverage in our collection

regions, we can infer that it is blocked.

Flightradar24. Similar to Flight Aware, the website will show either limited or
no information for blocked aircraft, allowing us to infer when an aircraft is blocked.
On top of this, Junzi Sun maintains the World Aircraft Database which is gathered
from Flightradar24 [155]. This collection has been running since 2015 so if an
aircraft does not appear in the database, it is likely to be blocked.

5.3.2 Blocked Aircraft Statistics

In Table we provide a breakdown by aircraft category and the type of block
implemented, as well as the ACARS subnetwork they were observed on. Unique
blocks are where an aircraft is blocked on one of the three links. Note that FAA
blocks are significantly less frequent than Flightradar24 or Flight Aware blocks;
this is highly likely to be due to the European collection location, thus observing
fewer US-registered aircraft. We include the figures as a reference, due to FAA

being a well-established governmental scheme.

Business

Considering Table [5.2a] we see heavy usage across all three subnetworks of ACARS,
though few aircraft transmitted on all three links. Flightradar24 saw the highest
level of blocks, with 90.7% of aircraft having some level of blocking in place, and

90 + 2% of aircraft blocked across all three subnetworks. Just over 40% were
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Table 5.2: Number of blocked aircraft (AC) from each category observed on each
subnetwork, by type of block. Note that the ‘unique’ row and column is the number of
unique aircraft with each type of block and the number of unique blocked aircraft on each
subnetwork respectively, e.g. an aircraft might appear on POA and VDL2 but is counted
as one unique aircraft. Percentages for each figure are of ‘all aircraft’ for that row.

(a) Business aircraft

Unique
All Flightradar24 Flight Aware FAA Blocks
Subnwk. AC  #AC % #AC % #AC % #AC %
POA 1168 1033 884 408 349 128 11.0 1050  90.1
VDL2 1035 942 91.0 386 37.3 241 23.4 952 92.3
SATCOM 970 882 90.9 426 43.9 299 30.8 890 91.8
Unique AC 2366 2147  90.7 951 40.2 514 21.7 2173 918
(b) Military aircraft
Unique
Ay Flightradar24 Flight Aware FAA Blocks
Subnwk. AC # AC % #AC % #AC % #AC %
POA 29 20 69.0 6 20.7 0 0.0 22 75.9
VDL2 25 19 76.0 10 40.0 O 0.0 20 80.0
SATCOM 418 402 96.2 357 85.4 1 0.2 405 96.9
Unique AC 438 416 95.0 365 833 1 0.2 420 95.9
(c) State aircraft
Unique
All Flightradar24 Flight Aware FAA Blocks
Subnwk. AC #AC % # AC % # AC % #AC %
POA 84 43 51.2 28 33.3 11 13.1 49 58.3
VDL2 72 33 45.8 22 30.6 8 11.1 40 55.6
SATCOM 119 66 55.5 43 36.1 11 9.2 80 67.2
Unique AC 183 97 53.0 63 34.5 19 10.4 116 63.4
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blocked on Flight Aware, with a wider range at 9 percentage points. The cause
of the gap between these two flight trackers is unclear, but reasons could include
relative popularity or that Flightradar24 is a European company thus causing
European operators to seek blocking with it first.

Looking at the FAA blocks, we see that 21.7% of business aircraft have one in
place; the lower percentage likely due to our European collection location, thus

seeing few US registered aircraft.
Military

Aircraft operated by the military primarily were seen on the SATCOM subnetwork,
with little activity on POA or VDL2 ACARS. As we will see in Chapter [0, many
military aircraft we observed were perform oceanic crossings, so may be more
likely to use satellite communications.

In terms of blocks, Table shows that Flightradar24 and Flight Aware blocks
are very common for military. For the former, 95.0% of aircraft have a block in
place, the majority of which come from the satellite subnetwork. On Flight Aware,
the lower levels of blocking for POA and VDL2 are heavily outweighed by 85.4% of
aircraft using SATCOM having blocks. Very few aircraft in this category have FAA
blocks, which is likely due to some of these aircraft being redacted by default, as
implied by the FAA and Flightradar24 statements (see pg. [179) |182].

State

Although sometimes sharing characteristics and operators with their respective
military, state aircraft have a more even split of subnetworks, with only a slight
bias to SATCOM. However, as Table [5.2c| shows, rates of blocking are much lower
than business and military aircraft, with Flightradar24 having the highest rate at
53.0%. Across the subnetworks this varied by 9.7 percentage points. State aircraft
blocking on Flight Aware was lower at 34.4%, with a range of 5.5 percentage points.
Unlike military, 10.4% of this category had an FAA block in place, which was

biased in the favour of the aircraft seen using POA.
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Lower levels of blocking across the measures could be attributed to governments
taking an approach of being more transparent, thus not seeking to hide their
movements to the same extent. Another reason might be that as described
above, some state aircraft are operated by the military so could fall into that

category instead.

5.4 Summary

In this chapter we have focused on the privacy issues arising from a lack of
confidentiality protection on surveillance technologies, namely ADS-B, and how
operators can try to mitigate them. Having considered the different approaches
to privacy for surveillance technologies, we have established that operators do try
to obscure their activity through blocking. When analysing the status of aircraft
seen in our ACARS data collection, we can see that business and military aircraft
extensively block themselves from flight trackers, with some trackers having over
90% block rates. State aircraft are less prolific in this regard, but still see at least

a third of the observed aircraft blocked on public trackers.
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Having considered how aircraft can seek privacy against surveillance signals, we

now look at

how ACARS provides an additional channel to leak sensitive location
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data. The wide variety of ways in which ACARS is used lends itself to misuse, with
sent messages undermining attempts to protect privacy through blocking. In this
chapter, we perform a measurement study on the extent to which ACARS can leak
in this way for aircraft which are otherwise seeking privacy through blocks.

Concerns about the clear-text nature of ACARS have been highlighted by
individuals within the aviation community as far back as 1998, but primarily
from a security angle [191]. Recently, an ex-pilot discussed his view of ACARS
usage from the cockpit, acknowledging the eavesdropping threat and providing
anecdotes of messages circulated widely despite being intended for a narrow group
of people [192]. Assessments from the Airline Pilot’s Association and the US Air
Force assert that message injection with false information is a realistic threat,
due to the lack of security [193, 194].

Our findings show that there is a significant leakage of privacy-sensitive data on
the ACARS channel. Messages which initially appear innocuous can leak significant
amounts of information, especially for stakeholders who otherwise demonstrate a
desire for privacy. Usually, these actors try to hide flight information—ACARS
messages regularly undermine this effort. This is in spite of the results from our
survey of aviation industry professionals which found that 77.5% of respondents

do not find ACARS suitable for private data.

6.1 Threat Model

For this work, we take the stance of the passive listener as defined in Chapter
they are collecting data from one or more locations on POA, VDL2 and SATCOM
using commodity equipment with the intent of analysing it for sensitive information.
As per our collection setup in Chapter [4] this involves equipment costing £100-200
per subnetwork. Since we are focussing on non-commercial aircraft, our threat is
aiming to uncover location information which might give them an advantage. This

might be inferring confidential meetings or movement of personnel.
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6.2 Method

To investigate this, we use our datasets collected across three links as described
in Chapter 4] Having established the extent of blocking in Chapter [o}l—namely
considering an aircraft blocked if it has a block on one of the three sources—we
now look to understand whether ACARS provides an extra channel which reveals
location data on top of existing surveillance signals.

The wide range of ways in which ACARS can be used gives rise to message
types which could reveal location. We focussed our search by looking for messages

which fitted into one of the following categories:

o Inferred location, revealing the area an aircraft is in or where it is travelling

to, which is usually tied to an airport,

e Current location, providing the location of an aircraft at a given time,

usually specifically,

« Route information, which includes detailed descriptions of where the aircraft

has flown from and where it will fly to.

Typically, this data is shared with an aircraft operator or company over data
link since surveillance signals are available to ATC but not necessarily other parties.
Furthermore, route information is often transferred to share flight plans without
paper copies or to update the route.

Crucially, if an aircraft has flight tracker blocks in place yet transmits messages
in the above categories via unencrypted ACARS, they stand to leak not only
current location but past and future locations too in a single message. We now

consider how to identify these messages.

Inferred Location. The least specific type of location information is tied to
an area rather than a specific location. This will come in the form of messages
containing airport codes or waypoints. For airport codes we look for ICAO codes

which are four characters long; the first one or two of which will identify the
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country. Waypoints define some geographical location, so can be referred to by
a coordinate, distance and radial from a VOR/DME station (see [195]) or a five

letter identifier assigned by a local aviation authority.

Current Location. Information in this category is usually in the form of coor-
dinates. Format varies depending on the sender, since some will explicitly specify
the longitude and latitude components whereas others will rely on the format to
reveal this. In this area, we are particularly interested in either messages which
contain coordinates in plaintext or via encoded ADS-C messages. The former can
be retrieved with regular expressions though format differences make full coverage
difficult. For the latter, the ADS-C decoder from JAERO was repurposed to check
for positions both in the form of waypoints and coordinatesE] These messages can

be identified by ADS occurring before an encoded blob.

Route Information. One of the most comprehensive forms of information sent
over ACARS is the route of a flight. These vary by operator but typically consist
of waypoints, airport codes, coordinates and navigational fixes. Flight plans are
the main source of this data, which can be retrieved by searching for variants of

FPLAN, the mnemonic used for flight plans.

6.2.1 Comparison with ADS-B

Many of the aircraft seen in our dataset also transmit ADS-B, as observed by the
OpenSky Network and outlined in Table (pg- B8). Where relevant, we compare
the data given by ACARS to the ADS-B or Mode S data available from OpenSky.

We explicitly state where we use this method.

6.2.2 Scale of Collection

Whilst we collect in a single location it is important to note the relative ease
with which this can be scaled up. Since ACARS can be collected with similar—or

sometimes the same—sensors used for networks such as OpenSky or Flightradar24,

!The code for this can be found at https://github.com/tangohead/ADS_CDec.
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adapting these for use with ACARS would be relatively inexpensive. As such,
we believe there are no major technical barriers to wide-scale ACARS collection
networks emerging. Some initial work towards this can be seen by AvDelphi who offer
a public ACARS stream and appear to be moving towards establishing an ACARS
collection network [158]. Should ACARS coverage widen in this way, the privacy
consequence of sensitive messages transmitted over the link is magnified as the chance

of a passive observer contributing the message to a public store is much greater.

6.3 Measuring Sensitive Information

Using the described categories of data, we now explore the extent of this information
being used by blocked aircraft as defined in Chapter We further assess the
potential loss of privacy breaches caused by using unsecured communications.
During our data collection, we observed 2987 non-commercial, identifiable aircraft,

2709 (90.7%) of which were blocked.

6.3.1 Position Reporting

One of the many purposes of ACARS includes position reporting. Although ADS-B
is slowly becoming compulsory worldwide, ACARS-based position reporting is
also widely used by business, commercial, military and state aircraft alike. This
allows airlines or third-parties to provide services based on location data which
they would otherwise not necessarily have access to. Despite the ARINC 620
standard defining some methods to do this, a range of ways beyond standardised
approaches are also used to share position [136].

Position reporting via ACARS presents a challenge to aircraft which are trying
to avoid being detected due to transmissions of other systems, such as ADS-B. The
lack of confidentiality protection on the ACARS link means that messages of this
type sent over it create a location privacy issue. We look at two types of report:

Automatic Dependent Surveillance-Contract (ADS-C) and text-based.
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Table 6.1: Statistics of positional report transmission by blocked aircraft (AC) on POA.
Percentages are of all blocked aircraft of that type.

All Aircraft Blocked Aircraft Only
Aircraft Position # Aircraft % All Reports
Category Al Blocked Reports Reporting Blocked per AC
Business 1168 1050 4828 516 49.1 9.4
Military 29 22 89 5 22.7 17.8
State 84 49 83 18 36.7 4.6
Total 1281 1121 5000 539 48.1 9.3

ADS-C

As described in Chapter 2, ADS-C is a method for surveillance over data link
in which an ATC centre will establish a surveillance contract with an aircraft.
This contract defines the regularity of reporting and the data which should be
contained within [102]. These messages are encoded inside a data link message
and so may contain more information than other location report, such as those
by ADS-B, due to the larger message size available to ACARS. Contents might
include imminent waypoints, notification of route changes and emergency events.
Transmitting ADS-C messages on an unprotected link can reveal a lot of routing
data; for aircraft which wish to hide, it becomes a privacy issue.

Sensitive aircraft usage of ADS-C was mostly confined to the military on
SATCOM, with 104 blocked aircraft (25.7% of all military blocked on SATCOM)
sending 1062 messages. As we only observe SATCOM uplink, we can only see
the ground-to-air side of ADS-C, e.g. requesting reports. However, with this we
can determine which aircraft use the system, and so are revealing their location
through the data link. On average, an aircraft using this system sent 10 messages,
with one US Air Force aircraft receiving 171 messages alone, indicating heavy use
of ADS-C on downlink. On top of this, ADS-C can be transmitted outside of
ACARS, directly on the SATCOM and VDL2. Since we focus on ACARS, we
do not consider this here—however, our numbers provide at least a baseline for

usage on other parts of the links.
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Figure 6.1: Labelled example of a text-based position report sent over VDL2. Identifying
information has been omitted.

Text-Based Position Reports

Whilst ADS-B and ADS-C provide well-defined systems for transmitting location,
our data shows that many aircraft send positional reports in custom text-based
formats. Often, they simply send coordinates as part of a message, along with a
timestamp—a more complex example can be seen in Figure [6.1]

This approach is heavily used on the POA link above all others, as illustrated in
Table[6.1] Slightly over 49% of blocked business, 22% military and 36% state aircraft
sent text-based position reports during our data collection. Furthermore, aircraft
within these groups on average sent 9.4, 17.8 and 4.6 messages each, respectively.
The situation for some business aircraft is worse on SATCOM; although only 13.9%
of blocked aircraft send this type of message, they send 12.8 messages each on
average. A plot of these reports can be seen in Figure [6.2] We observe a nominal
POA reception range of 400 km, with three outliers at 430, 440 and 460 km.

Clearly, this is a problem for business aircraft. Any notion of obscuring oneself
from a flight tracker is undermined by sending ACARS position reports in the
clear. Although VHF-based ACARS might have a similar range to ADS-B; it is yet
another clear text transmission of sensitive data for blocked aircraft and in some
cases contains more than position, but also information on location intention or
history. SATCOM presents an additional challenge to VHF; its effective reception
range is larger than VHEF based links. Since a given satellite serves a large geographic

area—Ilarger than the radio horizon—intercepting part of the link gives access to
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(a) Encrypted position reports. (b) Unencrypted position reports by aircraft type.

Figure 6.2: Plot of encrypted and in-the-clear position reports across POA and VDL2
links, with in-the-clear messages split by business, government and military aircraft.
Encrypted positional reports are explained in detail in Chapter E

data sent to this wide area. As such, we see data in our SATCOM collection

considerably outside of our VHF range.

6.3.2 Use of Information Services

Information services, such as the Digital-Aerodrome Terminal Information Service
(D-ATIS, or simply ATIS), reveal a great deal about aircraft intention. ATIS reports
are used by pilots to reduce ATC loading and VHF' congestion , containing
information about an airport such as runway condition and activity, weather, Notices
to Airmen (NOTAMs) amongst other safety-related data. Thus, requesting ATIS
information is an intention to land at a given airport, which implies the destination
and approach timing of an aircraft. Table [6.2] demonstrates that ATIS is used
by blocked aircraft across all links. Whilst usage is confined to a small section of
the blocked aircraft for each category, the level is consistent across the categories
and those using it typically to send several messages.

SATCOM saw heavier use, with close to 19% of all blocked business aircraft
and 20% of both blocked military and state aircraft using ATIS. Business and
military aircraft sent three messages each on average, whereas government sent over

five. Although a normal part of aviation operation—and an important frequency
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Table 6.2: Number of blocked business, military and government aircraft (AC) using
ATIS requests/responses, with aggregated across all ACARS subnetworks.

All Aircraft Blocked Aircraft Only
Aircraft ATIS # Aircraft % All Messages
Category Al Blocked Messages Reporting Blocked per AC
Business 2366 2173 1210 322 14.8 3.8
Military 438 420 314 84 20.0 3.7
State 183 116 115 22 19.0 5.2
All 2987 2709 1639 428 15.8 3.8

Table 6.3: Number of blocked business, military and government aircraft (AC) using
messages encrypted with a proprietary cipher across all ACARS subnetworks.

All Aircraft Blocked Aircraft Only
Aircraft Encrypted # Aircraft % All Messages
Category Al Blocked Messages  Reporting Blocked per AC
Business 2366 2173 3288 294 13.5 11.2
Military 438 420 75 11 2.6 6.8
State 183 116 44 14 12.1 3.1
All 2987 2709 3407 319 11.8 10.7

congestion reducer—it allows a listener to determine where the aircraft is landing.
Since this is mostly via SATCOM, the listener need not be geographically close.
Because of this, it reveals intention information which would otherwise be hard
to gather at this scale with a single sensor. Again, this is a problem for those

hiding from public flight tracking.

6.3.3 Use of Proprietary Encryption

Proprietary encryption is regularly used by business-type aircraft, with our data
demonstrating that these messages are sent over all three observed links. As a
separate investigation into ACARS, we analysed this encryption of which details
are provided in Chapter []] We will cover the relevance to privacy below. One of
the common forms of these messages, when decrypted, reveals much about the

aircraft’s route. On top of current location, they also reveal origin, destination
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Figure 6.3: Labelled example flight plan transmitted over SATCOM ACARS. Sensitive
information has been omitted.

and estimated time of arrival. Furthermore, the link is used for other message
types which can be problematic for privacy.

We observed 319 blocked aircraft (11.8% of all blocked) using this cipher across all
links, sending 3407 messages, as shown in Table[6.3] Whilst this is a low proportion
of blocked aircraft, the few which use it do so heavily. Government aircraft had the
lowest average at 3.1 messages per aircraft, with military at 6.8 and business at 11.2.

Of the VHF encrypted messages 80.3% originated from blocked aircraft, and
44.6% of all messages (including unblocked aircraft) were positional reports as above.
On SATCOM, aircraft leaked in a different way, with flight plans, information
services and contact information being used extensively. Once again, the blocked
aircraft otherwise obscure their actions, and use a cipher to further obscure the
data. The fact that these messages are trivial to decrypt and contain aircraft

intention information constitutes a clear privacy issue.

6.3.4 Flight Plans

SATCOM transmission of flight plans was used by 69% of blocked military aircraft;
with 405 of the 418 military aircraft on the link are blocked, the majority of this
group of aircraft engage in this. The average observed aircraft sent around four
flight plans, with the format of these messages varying. We provide a labelled

military flight plan in Figure [6.3]
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Typically, the message content is used to transfer flight plan data to the aircraft.
Like clearances, this involves the departure and arrival airports and in some cases
routes and call signs. Call signs can indicate the type of flight—for example, RCH is
a ‘reach’ flight, which is a troop transport. Since military aircraft have a degree
of operational sensitivity, the fact that these messages are sent in clear text at
all is a problem. Additionally, a significant proportion of these aircraft have both
a Flightradar24 and FlightAware block in place, indicating that there is some
active, rather than just presumed, attempt at privacy. We look at military usage
of flight plans further in Section [6.4.2]

Although not directly related, some military aircraft on SATCOM make use
of free text messages via ACARS for operations or logistics. We observed 115
blocked military aircraft sending 630 messages in this way. Most of these include
flight operational content relating to cargo or estimated arrival times, with some

revealing destinations or route adjustments.

6.3.5 Undermining Aircraft Blocks

Clearly, use of ACARS by business, military and state aircraft poses a significant
threat to privacy. By listening to the ACARS subnetworks in a single location,
messages worldwide can be collected, used to track movements and reveal intentions.
Although some aircraft might not consider this a problem, a significant proportion
of blocked aircraft (which 90.7% of the non-commercial aircraft observed were) use
clear text messages—or an easily breakable cipher—to transfer information which
they otherwise try to obscure from public knowledge.

It is important to compare data obtained from ACARS with similar data
gathered by collecting airport landing logs or listening to ATC voice channels to
understand the additional impact. Gathering data from landing logs or flight plans
involves collecting copies from ANSPs and processing them to a structured format.
To cover numerous countries would incur a lot of manual work; on top of this, some
countries or airports may not make all of their logs public. ACARS provides more

structured, consistent data stream than this—having a formal message structure
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makes it easier to process at scale. Furthermore, the structure is the same, or very
similar, worldwide, meaning low-cost sensors could be geographically distributed
to significantly scale up collection.

For ATC communications, language processing could be used with multiple
receivers tuned to different frequencies, as shown in [53]. This can provide granular
information including turn headings and airspeeds of aircraft. However, aircraft
regularly change frequency as they move between different areas, thus adding risk
of tracking loss. On top of this, voice channel quality is variable and congested,
so not all phrases can be recovered. Although ACARS may provide less detail,
it avoids these challenges. It also offers operational information which would not
appear on ATC voice channels.

For these reasons, we feel that ACARS usage by blocked aircraft poses an addi-

tional and unique risk to said aircraft privacy beyond the accepted—or known—risk.

6.4 Case Studies

With the various ways in which ACARS usage can cause problems explained, we
now expand upon this with three case studies. For each aircraft category we
show how sending one or more of the message types above can reveal a significant
information about a flight; in each case, this is far more than ADS-B alone, and

than what would be collectable manually.

6.4.1 Business Aircraft Case Study

Many business aircraft reveal their locations or destinations with positional reports.
However, some aircraft reveal even more through flight plans and ATIS reports. In
this case study, we look at a business jet owned by a Saudi Arabian company and
operated by a British private aviation firm. This aircraft regularly transmits on
SATCOM, sending 118 messages of which 50 were encrypted with a monoalphabetic
cipher (see Chapter , 10 were ATIS and 10 were flight plansE] This aircraft

2The encrypted messages contained weather reports, some free text discussion about ETA and
requests for flight plans.
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Figure 6.4: Flight plan of a blocked business aircraft from SATCOM ACARS messages.
Red shapes indicate position obtained from OpenSky ADS-B messages. Blue shapes
constructed from the ACARS flight plan.

has a BARR source block and is blocked on both flight trackers, Flightradar24
and Flight Aware.

In Figure [6.4] we see the reconstruction of one day of ACARS traffic from this
aircraft, consisting of 20 messages. This data is cross-referenced with OpenSky,
a collaborative sensor network collecting ADS-B and Mode S data for use by
researchers [153]. Whilst flying to the departure airport, it is sent the list of
available flight plans, then whilst on approach to Paris, is sent the flight plan
for the flight Paris to Jeddah. Using the flight plan we can construct the main
waypoints along the route. It follows this message with some considerably more
detailed route information over the course of three messages. Two hours later,
the aircraft resumes sending messages, though this time no ADS-B data could be
retrieved. During this period, it sends 10 encrypted messages and uses ATIS to

check the landing conditions at the arrival airport.
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Figure 6.5: Interpolated flight tracks of blocked military aircraft from departure/arrival
airport pairings recovered from flight plans sent over the SATCOM ACARS subnetwork.
Colours are assigned by departure airport.

Clearly, this is a significant amount of information recovered from relatively few
messages, especially for a blocked aircraft. A similar process could be followed for
the other flight plans and exchanges; considering that the aircraft is apparently

blocked on all public flight trackers, this is a significant leak.

6.4.2 Military Aircraft Case Study

Military aircraft are permitted to turn ADS-B off in order to provide privacy with
respect to their location [40]. As shown in Table [5.2] (pg. [77)), 416 (95.0%) of these
aircraft had a Flightradar24 block, with 365 (83.3%) having a Flight Aware block.
We can see there is a real desire for privacy, as many of these aircraft were ‘unknown’
to the trackers, i.e. the websites claimed not to recognise them.

This category made heavy use of ACARS, with the average aircraft sending
three messages in the collection range. Some reveal much more than others, however.
Over our collection phase we received over 1206 flight plans transmitted by 280
blocked military aircraft via SATCOM. We were able to reconstruct the flight path

for most of them, as shown in Figure [6.5
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We present the case of a specific military aircraft to demonstrate the impact of
ACARS further. One American military aircraft only observed on the SATCOM
link transmitted 513 messages between November 2016 and January 2017. Message
content varied between free text, flight plans and weather reports.

When looking specifically at the content of flight plans from this aircraft we
can see a lot of data; despite being blocked, it received 16 flight plans and 32 ATIS
messages. On top of this, it transmitted messages providing far more detailed
routes, apparently updates on the route taken so far. In one instance the aircraft
transmitted a flight plan, then an update 40 minutes later. We have plotted
this update in Figure [6.6] Despite the aircraft being blocked on flight tracking
websites, an attacker can plot the movements of this aircraft based on either of
these messages, collected far away from the departure airport. Importantly, by
using both the flight plan and update, they can see where the aircraft is going

without relying on more surveillance data.
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Figure 6.7: Flight track of a US diplomatic fleet aircraft in December 2016, as
reconstructed from ACARS messages. Note that aircraft switches on ADS-B only for
cruising, never for departure or landing.

6.4.3 State Aircraft Case Study

One of the strongest examples of the power of ACARS message interception is in
data collected from an aircraft of the US diplomatic fleet. This aircraft appeared to
have a source-level block, since it is considered US military. As such, no information
about it can be seen in FlightRadar24 or Flight Aware at the time of collection.
Using SATCOM ACARS, we were able to not only receive messages and track
the aircraft as it flew over our collection location, but also were able to gather
load sheets and a flight plan. Constructed from five SATCOM ACARS messages
collected within one hour, Figure [6.7] reveals the full route, despite the collection
location being in middle of the track. These SATCOM messages were received
before the aircraft entered VHF range, out of the line of sight.

Using Mode S and ADS-B data from OpenSky, we see the additional level of
sensitive positional data leaked by ACARS. Firstly, the aircraft rarely turns ADS-B
on apart from a period of 27 minutes at cruise altitude over France. This appears to
be some attempt at hiding, since ADS-B is mandated for use by all civilian aircraft

in US and European airspace by 2020—military aircraft do have the ability and
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permission to turn this off though [40, 197, |198]. Alongside the flight plans revealing
the origin, destination and waypoints along the route, other messages include a
load sheet for items on-board. In terms of the latter, most is standard information,
e.g. passenger count, fuel and take-off parameters. This has the potential to be
sensitive since it indicates how many passengers are on board and as such, the type
of mission underway. However, additional items are seemingly coded entries such
as WHITE ELEFANT or GREY GHOST. No public information on these items exist, yet
they appear in many load sheets sent by US diplomatic fleet aircraft.

Beyond this flight, the aircraft conducted other flights revealing route information,

ADS-C updates, further inventories and free-text messages.

6.5 Industry Opinions

Clearly, ACARS is used to transmit location information regardless of how other
systems are used; as shown in this chapter, this can often reveal information which
an operator is trying to hide, thus making it sensitive. When compared to our survey
of industry professionals as covered in Chapter [4] this highlights some contradictions.

In particular, we look at Figure (pe. which shows that of the 41
respondents, 18 felt ACARS is ‘somewhat unsuitable’ for private data, and a further
14 felt it is ‘very unsuitable’. Even though this sample has 31 (78.0%) respondents
describing ACARS as unsuitable for private data, many operators transmit sensitive
location data over the link. Furthermore, we also asked participants if they had
experience of sensitive data being transmitted over the link; 22 (53.6%) participants
noted that they had.

Although our survey demographic (Figure , pg. shows a sample bias
towards commercial aviation with 24 (58.5%) participants working in this domain,
they highlight a similar contradiction. As covered in Chapter [5], these operators
have different privacy requirements to business, military or state aircraft since a
lot of their actions are public. Even so, their free-text responses indicated similar

privacy issues to the those demonstrated in this chapter—13 participants noted that
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passenger information was shared, 10 considered operations or maintenance data
sent via ACARS to be sensitive and 5 stated that crew information was transmitted.

This highlights an interesting contrast—the vast majority of respondents felt the
link was unsuitable for sensitive data, but we observed it used for this extensively,
which aligns with their responses. Indeed, slightly over half of the respondents
noted that they had seen sensitive data transmitted via ACARS.

One explanation for this is that ACARS is so pervasive that the convenience it
brings overpowers considerations of privacy. Many of the services it provides save
time or offer a service which might otherwise be difficult to provide. In the example
of location reporting, ACARS may provide a cheaper or already-implemented system
compared to accessing ADS-B data. For flight plans, sending them via ACARS
allows easier modification and avoids having to copy them from printouts.

Another reason might be that participants do not have control over which
systems are used, and the procedures relating to them. Even though a system may
be clearly unsuitable for private data, their company procedures require them to
use it. In turn, this could be due to a separation in decision-making between the
technical and business aspects of operating an aircraft. This would explain why,
even though effort goes into blocking aircraft, ACARS is still used for purposes
which reveal a range of types of location information.

Ultimately there is a discrepancy in system understanding, especially with
respect to the privacy limits of avionic systems. Even though some sections of
industry know the shortcomings of the data links, this does not seem to map to

how the shortcomings might adversely affect privacy.

6.6 Mitigations

Many of the leaks described in Section are as a result of the type of message
content; without it, the most a single receiver can determine is aircraft existence.
Because of this, protecting message content is paramount. We cover two types of

approach to this: technical and policy and provide a high level summary in Table [6.4]
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Table 6.4: Summary of mitigations available for reducing sensitive information leakage
on ACARS.

Mitigation Difficulty  Cost Level Of. Main Drawback
Protection
Standardised Low-Med. Med.-High High Few deployment options,
security requires new hardware
. Many pitfalls if design
Propljletary High High Low-Med. is not robust and
security
well tested
. . Removes some capability
Disabling/ Low-Med. Low-Med. Med. from the system with
firewall
no replacement
. Does not prevent
Dat.a link Low Low Low-Med. accidental/deliberate
policy .
misuse
Dajca . Med. Mod. Med. Only applicable to
legislation charter

6.6.1 Technical Measures

There are some existing technical measures (in use or standardised) by which
ACARS message content can be protected. Whilst they can provide improved

security, they also have drawbacks.

ACARS Message Security

As discussed in Chapter [, ACARS has provision for standardised security as part
of ACARS Message Security, though deployment of this appears very limited. For
example, in our data set we did not observe AMS being used. This also aligns
with our survey, in which we found that only two (5%) professionals surveyed had
any knowledge of AMS usage in practice, with 36 (90%) having no knowledge
of deployment.

Using AMS would likely solve the issue of leaks to a passive attacker and
would do so using standardised cryptographic approaches. It does, however, come
with some challenges. As with any distributed security solution, implementing
a public-key infrastructure is costly and requires thoughtful, security-conscious

design. Especially in the case of aircraft, which must be able to communicate with
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unexpected ground stations, keeping up-to-date credentials for all communication
partners is a key challenge.

Furthermore, it requires specific software and hardware updates which take
a lot of time and money to produce and deploy. It appears that the added cost
of AMS has proven to be a major hindrance and the main reason for its almost
non-existent deployment, even though the investment may be offset by the potential

reputational damage and legal costs.

Non-standardised Security

In lieu of the standardised AMS, non-standardised and potentially proprietary
cryptography is used by some operators. Naturally, the effectiveness of such measures
depends entirely on the quality of the cryptography. Thus far, all attempts at this
that we have been able to identify in the wild have provided no meaningful level of
security but rely on insecure mono-alphabetic substitution ciphers instead.

Whilst the temptation of such cheap, proprietary cryptographic solutions is
great, weak encryption is to be avoided at all costs. This has been observed in wide
use, for example by business jets, and is covered further in Chapter

It could be deployed faster than standardised efforts and still designed within the
restrictions of ACARS, particularly in the case of business aircraft or for small-scale
organisations. To be effective it must be thoroughly tested by cryptography experts.
However, as key management is still likely to be an issue, this solution is best
used within a company or organisation rather than being a general solution. Even
so, it might still require some change to hardware if implemented as an ACARS

peripheral, which would be expensive.

Disabling ACARS Messages

As ACARS is not a technology mandated by any civil aviation authority, it is
possible to forgo its use partly or completely. Some commercial airlines such
as Ryanair do not use ACARS, reportedly due to cost reasons, and rely instead
on mobile phone networks while they are close to the ground [165]. Thus, it is

conceivable though operationally complicated and costly to abstain from using
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ACARS for most aircraft. As an aside, it is interesting to note that economic
pressure led to an airline to avoid using ACARS, but similar pressures do not lead
to efforts to secure the link, as discussed in Chapter [4]

Instead of this extreme option, a monitoring system could be deployed at the
network level to identify only potentially privacy-sensitive messages. Aircraft which
wish to partake in this could request that certain message types be blocked from
transmission if they are sent unencrypted. Since business, military and government
aircraft which wish to hide from public data sources already try to do so, they
could register a set of ACARS message restrictions for their aircraft. Should those
messages then be sent without their knowledge or automatically, they would be
filtered at the network level.

Of course, this would still restrict functionality for some aircraft and their
operators. It would not work for ATC clearances, for example, which would cause
the flight crew to have to fall back to voice communications. However, in the case
of blocked aircraft transmitting position reports, many are using ADS-B thus have
that as a source of tracking. Since ACARS is not designed for tracking it is arguably
better—unless there is a specific reason otherwise—to use ADS-B which is designed

for the purpose. Indeed, it would be one less privacy risk to manage.

6.6.2 Policy Measures

Another option lies in the creation of better policies to improve data security over
ACARS. Of course, these are not mutually exclusive to technical measures, but may
be more feasible to deploy in a timely fashion considering the often decade-long
development cycles found in aviation [199]. As analysed in the previous sections,
unless an effective security measure is in place none of the data links should be
used to transfer sensitive data. A strong sensitive data policy could stem the issues

described in this paper without heavily reducing functionality.
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Data Protection Laws and Regulations

In many parts of the world, data protection legislation is a key measure in enabling
citizens to protect their privacy. This is particularly relevant to the aviation scenario;
those on board the aircraft are unlikely to control how their data is treated, and
the primary method of transferring data is by default not secured. For charter
companies carrying passengers but using ACARS, this could create legal difficulties.

With recent General Data Protection Regulation (GDPR) from the European
Union, the potential consequences for failing to adequately protect data have
increased to the greater of 4% of company turnover or €20 million [200]. Instances
of sensitive data transmission in-the-clear ACARS appear to be a breach of this
regulation since no effort at protection is made, despite the data being sensitive. This
is especially the case if other information on top of location data is sent via the link.

Compliance is not necessarily cheap. It would require a review of the ways and
means of ACARS usage with respect to data protection laws, which is likely to
be costly. To then address these, another mitigation would be needed or ACARS
usage for sensitive data would need to be avoided entirely—when in place, this
solution would be comprehensive. This mainly applies to charter companies who

are handling using ACARS for data relating to client location.

Internal Procedures and Education Policies

External regulatory pressure must be complemented by internal measures to be
effective. As part of this, it is crucial to educate users both on the ground and
in the air on the fact that all communication sent via ACARS is in the clear and
effectively public, so should be treated as such. Our survey indicates that this is
not currently the case. Where possible, codified processes should be adapted to
reflect this mindset. While this is not offering a complete solution to the security
issues of ACARS, it can at least mitigate them.

An example for how such policies can be effective was provided during our
measurement campaign conducted for this paper. Although not a consistent data

breach, some air transport providers use ACARS to validate credit cards used for
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substantial purchases on board of aircraft [201]. We notified several airlines of
their misuse of ACARS and provided proof of intercepted data. At the time of
writing, at least one airline responded to us and changed their procedures to close
this data protection issue by using tokens instead.

Whilst this would be one of the easier approaches to mitigating sensitive data
leakage, it would not entirely solve the problem. End-users could still transmit
sensitive data over the link without consequence, be it accidentally or deliberately.
However, it would be relatively straightforward to develop information security

policy into this area, as it can work around existing procedure.

6.6.3 Future Steps

In the longer term, steps should be taken to move away from the current ACARS
technology completely, or at least to data links with network-level security. Since
it was designed with a significantly weaker threat model in mind—i.e. one of no
malicious activity—it is not equipped to deal with cybersecurity threats. According
to the newest Global Air Navigation Plan by ICAO, which sets out the technology
roadmap through to 2030, ACARS is intended for use in some form until at
least 2030, if not longer [202].

Due to uptake on available security solutions being limited, a newly developed
data link with security as the default may be the better option. However, given
typical technological cycles in aviation, this would take decades to deploy fully
[199]. In the meantime, our recommendation is that aircraft which insist on using
ACARS fully but require security seek out AMS and absorb the cost as a necessary
investment. Where possible, duplication of systems (e.g. position reporting with
ADS-B) should be stopped such that sensitive data is not sent in the clear on two
channels. Beyond this, the fastest way to achieve change in ACARS security and

privacy will be to educate users such that they demand better systems.
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6.7 Summary

In this chapter we demonstrated that ACARS usage poses a notable privacy risk to
business, military and government across all three data links. Basing privacy on
the notion of blocking aircraft and the legal, political and governmental pressures
relating to it, we showed that for a modest attacker with a single set of sensors,
much can be learned. This is particularly true of the SATCOM link which can
collect far beyond line-of-sight to the aircraft due to the nature of the link. With
further investment, an attacker could—for a relatively low cost—expand collection
to a significant area and capture a great deal of privacy sensitive data.

After highlighting the message types which cause the most significant location
privacy issues we illustrate the problem with case studies. This emphasises the
importance of ACARS privacy for the military and government stakeholders, as
both revealed a lot of data that they otherwise try to conceal. We contextualized
this with industry opinions, showing that there is little awareness of existing security
in ACARS, even if those surveyed believe that it is not suitable for private data.
We concluded by providing mitigations and recommendations, given that this is
not a trivially patchable problem, ultimately highlighting the fact that aviation

must account for security at the point of design in the future.
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security on ACARS is inconsistent at best. However, as demonstrated in Chapter [0]
and in the literature, there is awareness of the issues caused by ACARS being
unencrypted |139, 144]. As users of the link became aware of its practical insecurity,
some required improvements to the confidentiality of their data.

This has been alluded to in existing work but not covered in detail. First
mentioned by Roy, proprietary ciphers are identified as character substitution
thus offering limited protection [139].E| Later, monoalphabetic ciphers in use are
referred to by Teso in [17] whilst covering ACARS as a system, though no detail
is provided. These works suggest awareness of the limited ability of proprietary
substitution ciphers to protect data. Since we have no evidence to suggest that
the stronger AMS is used, it appears that weak ciphers have provided a quick
fix but are now used as a long-term solution.

Our data provides an example of these ciphers, and indeed the only one seen
used at scale; a monoalphabetic substitution cipher with nine static, shared keys.
Furthermore, it is primarily used by aircraft who are attempting to otherwise protect
their privacy, as in Chapters [5] and [6] In this chapter, we look at this cipher in
detail and argue that this type of solution provides a false sense of security for
ACARS users. Consequently, it does more harm for their reasonable expectations

of privacy than no solution at all. More specifically, we:

o Show that the current most commonly used security solution for ACARS is

highly insecure and can be broken on the fly,
o Quantify the impact on different aviation stakeholders and users,

o Provide lessons for the development of security solutions for existing legacy
technologies, particularly in slow-moving, safety-focused critical infrastructure

sectors.

'Roy uses this as a motivation for the design of Secure ACARS, which led to the standardised
ACARS Message Security.
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7.1 Threat Model

We extend our threat model used in the analysis of privacy leakage on ACARS
in Chapter [6] to the passive codebreaker model. This focuses on an honest-but-
curious threat who is passive with respect to the medium but actively decrypts
messages: they collect ACARS messages and aim to break the cipher and decrypt
messages that use it.

Since we use the same datasets as described in Chapter {4, our threat actor
is acting from a single location but collecting on POA, VDL2 and SATCOM
ACARS using commodity hardware and freely available software. A more capable
attacker would be able to deploy multiple collection units across a larger geographic
area in order to increase the message collection rate and the number of unique
aircraft observed. As demonstrated below, this will increase the rate at which

the analysed cipher can be broken.

7.2 Cipher Usage

Before covering our steps to break the cipher, we look at the extent of its usage, and
the type of aircraft doing so. Relative to our full dataset, the number of aircraft
using this cipher is low; the 3745 message forms 0.21% of collected messages and is
transmitted from 337 aircraft, 3.40% of all observed aircraftJ| The fact that these

aircraft use encryption at all is anomalous in ACARS, thus warranting investigation.

7.2.1 Identifying Encrypted Messages

Structurally, ciphertext from this system is similar across all three links, with
some slight differences in a prefix. This prefix indicates the key used, and in some
cases the kind of messages. From our observations, we can identify encrypted

messages as follows:

2Due to the small proportion of all messages, and significant variations in cipher usage between
aircraft categories, we provide values to two decimal places in this chapter.
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Table 7.1: Breakdown of encrypted messages (Msg.) across stakeholder groups and
subnetwork (SN). Percentages are of all encrypted messages.

Stakeholder

Business Military State Commercial Total
Subnwk. Msg. % Msg. %  Msg. %  Msg. % Msg. %

POA 1097 29.29 1 0.03 2 0.05 0.19 1107 29.56
VDL2 830  22.16 14 0.37 10 0.27 0.00 854 2280
SAT. 1689 45.10 60 1.60 35 0.93 0.00 1784 47.64
Total 3616 96.56 75 2.00 47 1.25 0.19 3745 100

~N O O 3

o For VHF-based links POA and VDL2 a string beginning with two numbers
between 01 and 09 followed by other ASCII characters, with message labels
42 to 44; e.g. 09a(s80(s0a. ..

o For SATCOM, a string beginning with TWX or MSG followed a first set of two
numbers (observed as 01 to 03), then a second pair of numbers between 01

and 09, followed by other ASCII characters; e.g. MSG0104asd8*((0Osa.. ..

When comparing messages beyond the above prefixes, it becomes clear that
groups of messages see repeating characters in the same position across separate
characters which implies the use of a monoalphabetic substitution cipher. This is
especially clear when messages are grouped by the numeric prefix on VHF and the

second pair of numbers in SATCOM messages; we refer to these as key identifiers.

7.2.2 Subnetwork Usage

In Table we can see the number of encrypted messages in our dataset. Messages
were sent via all three observed links, with SATCOM seeing the highest proportion
at 47.64%. POA and VDL saw lower usage at 29.56% and 22.80% respectively,
possibly due to the collection range being smaller than for SATCOM.

Looking to Table [7.2] we provide by-aircraft usage of encryption on each
subnetwork. In contrast to Table [7.I, POA had the lowest number of aircraft
using the link at 61 (18.10%) instances of aircraft, with VDL2 significantly higher
at 209 (62.02%).



7. Deployed Security on the ACARS Data Link 109

Table 7.2: Breakdown of aircraft (AC) using encrypted messages for each link. Note
that aircraft can transmit on multiple links. Unique provides the number of individual
aircraft across all subnetworks, hence an aircraft may be counted in multiple stakeholder
groups. Percentages are of all aircraft sending encrypted messages.

Stakeholder
Business Military State Commercial Total
Subnwk. AC % AC % AC % AC % AC %
POA 57 1691 1 0.30 2 0.59 0.30 61 18.10
VDL2 196 58.16 5 1.48 7 2.08 0.30 209 62.02

SATCOM 129 38.28 6 1.78 6 1.78
Unique 309 91.69 11 3.26 15 4.45

0.00 141 41.84
0.60 337 100

D = =

Compared to message count, POA has the highest average number of messages
per aircraft at 18.1; VDL2 has an average of 4.1 and SATCOM has 12.7. One
reason for this disparity might be that VDL2 still sees lower coverage and usage

than POA, hence many aircraft continue to primarily use POA.

7.2.3 Stakeholder Usage

Looking to stakeholder splits, business aircraft sent the vast majority of messages
across all three subnetworks, totalling 3616 (96.56%). This is matched to their usage
of each subnetwork; over 90% of the aircraft observed on each link are business; as
shown in Table [7.2] 309 (91.69%) unique business aircraft used it in total.

Very few state and military aircraft appeared to use this cipher at just 15 and
11 respectively, sending 1.25% and 2.00% of all encrypted messages. Although the
numbers are small, these stakeholders appear to have a bias away from using POA,
with the majority of messages for both of these stakeholders being on SATCOM.
However, a similar number of these aircraft using VDL2 to SATCOM indicate a
willingness or sufficient equipage to use VDL2 over POA.

An anomalous pair of commercial aircraft were observed using this encryption
scheme so included in our results, despite lying outside of our non-commercial

scope. The reasons for this aircraft using the cipher are unclear, but one reason
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Table 7.3: Summary of aircraft manufacturers and models using ACARS encryption,
with names omitted. Percentages are of all aircraft using this cipher. This table is an
extract from the full table in Appendix [D] focussing on manufacturers with more than
three aircraft observed.

Manufacturer Model

Name # Aircraft % Name # Aircraft %
D-1 2 0.59
D-2 1 0.30
D-3 2 0.59

D 11 3.26% Do4 1 0.30
D-5 3 0.89
D-6 2 0.59
E-1 2 0.59

B 20 5.93 E-2 3 0.89
E-3 1 0.30
E-4 14 4.15
F-1 87 25.82

F 296 87.83 F-2 154 45.70
F-3 55 16.32

could be that they appear as a commercial aircraft in all but purpose, instead

being a flag carrier-operated state aircraft.

7.2.4 Airframe Usage

Since such a high proportion of the aircraft were operated by business stakeholders,
all except two could be categorised as corporate jets. To further analyse this, we
identified the model of aircraft for each transmitting aircraft. An excerpt of these
results are shown in Table [7.3] with the full table given in Appendix [D] Clearly,
manufacturer F has significantly more aircraft using this cipher than any other
manufacturer, with model F-2 being the most prevalent of these.

We found that the vast majority of aircraft (333, 98.8%) using this cipher are
equipped with the Primus suite avionics equipment from Honeywell, Inc. [203].
Since avionics handle ACARS messages, this implies that the cipher may be a
feature of this avionics suite. With the different models of aircraft using the cipher,

in turn using different variants of Honeywell Primus, we believe it is a feature of
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this avionics suite. Therefore, we believe that any aircraft choosing this suite will

be affected by the weak cipher, should they opt to use it.

7.3 Cryptanalysis of the ACARS Cipher

Having considered the type of aircraft using this cipher, we now cover the steps taken
to recover keys from the cipher. To do so, we follow several classic cryptanalytic
steps. We first describe how character substitutions can be recovered before moving

to analyse the properties of the cipher.

7.3.1 Recovering Character Substitutions

As covered above, inspecting the available ciphertext, we note above that all
messages ciphered under this label are prefixed in some form by two digits, from
01 to 09. We refer to this as the key identifier. When messages are grouped by
these digits, repeating characters in the same position across messages can be
seen. From the similar set of characters used between messages of the same key
identifier, this implies the use of a substitution cipher as well as an underlying
common structure between messages.

Next, frequency analysis was used to compare the per-character distribution for
each key identifier against all messages in our dataset. Since the encrypted messages
are a small portion of our overall message set, we expected the character distribution
of the underlying plaintext to be similar to the overall ACARS character distribution.

An example of this can be seen through frequency comparisons for key 01 in
Figure [7.1] which is an excerpt from the full chart in Appendix [C] We can see that
in the cleartext distribution, 0 is clearly more prevalent than other characters, which
matches to similar peaks for 1 or b. On top of this, A provides another plaintext
peak, which is likely to be mapped to one of 1 or b in the ciphertext.

Due to the relatively small amount of messages compared to the total number
of ACARS messages collected, this can only provide a starting point for decryption.
To recover further characters, we can use known plaintext. Some aircraft send

cleartext messages of the same length and ACARS label but without encryption.
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Figure 7.1: Excerpt of character frequency distribution of cleartext and ciphertext, from
Appendix [C] The selected areas in this chart are the characters of high probability in the
character set.

Simple comparison of repeating characters in each, coupled with substitutions
gained from frequency analysis, provides the next step. Furthermore, repeating
characters in the ciphertext helps identify spacing or separating characters between
portions of the message. A labelled cleartext status report message can be seen
in Figure [7.2] in which we identified the fields based on meta-information and
structure. Using this technique, we recovered other substituting characters using

domain knowledge and heuristics.

7.3.2 Character Recovery Heuristics

Since we have a limited set of ciphertexts but now possess knowledge about the
underlying structure of one message type and content of the fields, we can use

heuristics to recover the remaining characters.
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Date ETA

Flight Level or
(MMDD) (HHMM)

Ground Speed

P0S02,N49260E006437,410,ENTC,LEIB,0805,1101,1241,009.6

| - |

Coordinates Departure Arrival  Current Time
\_’_I (HHMM)
ICAO Airport Codes

Figure 7.2: A labelled cleartext status report message sent under label ‘44’, of the same
format as VHF-based encrypted messages.

Recovering Coordinates.

As the second field in plaintext messages is a coordinate field, we use this to retrieve
many substitution characters by exploiting the position of the receiver. Since
the collected messages are received on VHF, we know the transmitter was within
reception range limited by the radio horizon. Assuming the aircraft is reporting
current position, we can then calculate that the coordinates in-message are limited
to +2-4 degrees longitude and latitude from the receiver, i.e. within reception range.
This means that the options for the first two digits and direction letter (i.e. N
for north) are also restricted. However, this approach becomes less reliable if the

collection location lies on a point of 0° longitude or latitude.

Message Prefixes.

For some message types, the first field follows the structure of a three-letter code
followed by two digits which we refer to as a message prefix; in the plaintext example
of Fig. [7.2] this is POS. Looking at all plaintext messages received, some three-letter
codes are significantly more common than others. Combined with already known
letters, this reveals more substitution characters across key identifiers; we look

at this further in Section [T.4.1]

Airport Codes.

As indicated in Figure [7.2] two of the fields are ICAO airport codes. Typically,

countries will be assigned a prefix; in the case of the UK, this is EG. Based again
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on the collection location, we can determine that local airport codes are more
likely and use this as a heuristic for recovering substitutions—for example, if the
collection range solely covers a part of the United States, one of the airport codes
is likely to begin with the country prefix K.

We can also exploit partially decrypted messages containing ICAO airport
codes by considering the set of possible codes from the possible decryption. Using
known country prefixes and a list of airport codes, this allows comparison against
various possible airport codes with a common encrypted character and so limiting

the possible plaintext mappings.

SATCOM Meteorological Messages.

Not all character substitutions can be recovered from the reporting messages
due to their limited set of used characters. However, aircraft receive periodic
meteorological data over the SATCOM uplink to inform the pilots about the
weather on their destination airport. Such messages take the form of Pilot Weather
Reports (PIREP), Notice to Airmen (NOTAM), Meteorological Aerodrome Reports
(METAR) and Terminal Aerodrome Forecasts (TAF). NOTAM, METAR and
TAF messages originate from ground stations whereas PIREPs are reports of the
conditions that the pilots encounter. Each has a consistent structure and contains
regularly occurring phrases, which allows for character recovery when compared

with plaintext obtained from other aircraft.

7.3.3 Key Analysis

Based on our observations, many of these messages use a limited set of ASCII
characters, namely the printable characters between positions 32 and 126; this
includes digits 0-9, characters A-Z and symbols ,.*-:/?7 and whitespace. This
broadly aligns with the limited ASCII sets defined in ARINC 620 [136].

Using the 3745 messages, we recovered 661 of 855 (77.3%) substitutions across
the nine keys. Further collection both in range or period, would allow the recovery

of the remaining characters.
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495

500+

Message Count

Figure 7.3: Distribution of encrypted messages across key identifiers. Data is aggregated
across all ACARS subnetworks.

Theoretically, the ACARS alphabet size of 127 (i.e. the full ASCII range) offers
a potential space of 127! keys. However, only 9 of these 3 x 10%'3 possible keys
appear to used. Alone this makes the deployed cipher very weak. However, these
keys are shared across all aircraft using this cipher with no evidence of re-keying.
Key usage for a given aircraft does vary, though not in an apparently predictable
way. In Figure we display the distribution of key usage across encrypted
messages, with |z] = 416 and a range of 162. Clearly, this significantly reduces
the difficulty of recovery across all keys by quickly providing enough ciphertext
for which we can infer plaintext for each key.

Given the small set of global keys, users of many aircraft models might have
the illusion of privacy when in fact this security solution is breakable. Furthermore,
we have seen no attempts at key distribution or rekeying over the course of several
months; the keys recovered from the data at the start of our sample work on

our most recent data, too.

7.4 Message Content

We now consider the type of information contained within messages, especially with

regard to potentially sensitive content. Message format across is consistent across
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Table 7.4: Summary of encrypted message (Msg.) prefixes count for POA and VDL2
content. Percentages are of all POA and VDL2 messages.

POA VDL2 Total

Prefix # Msg. % # Msg. % # Msg. %
ATI 2 0.10 1 0.05 3 0.15
ETA 62 3.16 48 245 110 5.61
P0OS 875 44.62 680 34.68 1555 79.30
TOC 80 4.08 61 3.11 141 7.19
TWX 68 3.47 60 3.06 128 6.53
OFF 10 051 O 0.00 10 0.51
ONO 5} 025 0 0.00 5 0.25
ouT 1 0.06 0 0.00 1 0.05
INO 2 0.10 O 0.00 2 0.10
MWX 2 0.10 1 005 3 0.15
FLT 0 0.00 3 0.15 3 0.15
Total 1107 56.45 854 43.55 1961 100

two groups, the VHF links, POA and VDL2, and SATCOM.

7.4.1 VHF Messages

From the encrypted messages collected, 1961 (52.36% of all encrypted messages)
are some form of status reports similar to Fig. [7.2] Although we have no official
documentation on these messages, we have observed a range of prefixes within the
message content. We summarise the frequencies of these prefixes in Table Some
match to flight phases such as Out-Off-On-In reports, whilst others indicate position,
estimated time of arrival (ETA) or top of climb (TOC). The intention of TWX, MWX,
ATT and FLT are currently unknown, as is the effect of a prefix on the message content.

From the message format we can deduce field content in these message types
such coordinates, ICAO airport codes (implying departure and arrival airports),
date, current time and ETA. Importantly, a single instance of these messages
can be used to infer a great deal about a flight; current location, where it is
landing and when it will do so.

Of the observed messages, 987 (50.33%) were transmitted by blocked aircraft,
with POA comprising 839 (75.79% of messages on that link) and VDL2 the remaining



7. Deployed Security on the ACARS Data Link 117

148 (17.33%, as with POA).

7.4.2 SATCOM Messages

Data sent via satellite takes a different form but is a significant portion of the
dataset at 1784 messages, or 47.63% of all messages. Since SATCOM messages are
not necessarily constrained to short text-field lengths by subnetwork limitations,
like VHF-based systems, we see messages containing multiple features such as
weather reporting, flight plans or notices to airmen. We also see evidence of an

email platform operating over ACARS.

Flight Plan Metadata

Whilst we do not see detailed flight plans themselves protected with this cipher,
we do see evidence of them on the SATCOM link. We observed 185 instances of
flight plan requests or metadata, of which 159 (85.95%) were from blocked aircraft.
Typically, these messages take the form of a response to a flight plan request,
in doing so revealing the aircraft registration, departure and arrival airports as
a minimum. Due to our collection of SATCOM uplink only, the downlink may

contain more detailed data such as the plan itself.

Information Services

The vast majority of encrypted messages observed from SATCOM are information
services, namely Meteorological Aerodrome Reports (METAR), Terminal Aerodrome
Forecasts (TAF) or Notice to Airmen (NOTAM). As explained in Chapter [0 whilst
these messages do not contain aircraft location, they provide information relevant
to the flight such as nearby locations and aerodromes.

We observed 1171 METAR/TAF reports, of which 1097 messages (93.68%
of METAR/TAF) were transmitted by blocked aircraft. For NOTAMs, we saw
548 instances, of which 481 (87.77% of NOTAMs) were transmitted by blocked
aircraft. Often these message types will be combined into one message—within
these message counts, 534 messages contained METAR/TAF data and NOTAMs,
with 467 (87.45% of combined) being blocked.
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Table 7.5: Summary of privacy status of aircraft(AC) stakeholders using the encryption.
Commercial is included due to two instances of apparently commercial aircraft using the
encryption. Percentages are of all aircraft observed using the cipher.

Stakeholder

Business Military State Commercial Total
Status  AC % AC % AC % AC % AC %

Blocked 294 87.24 11 326 14 415 1 0.30 320 94.96
Public 15 445 0 0.00 1 0.30 1 0.30 17 5.04

Total 309 91.69 11 326 15 445 2 0.60 337 100

Contact Information

In some instances, we saw references to contact details. Primarily these were emails,
however some instances had phone numbers attached. Emails were particularly easy
to identify due to a consistent format. We found 174 instances of emails, some of
which appeared to be for charter operations teams but others seemed to be personal

contacts. Of these, 158 (90.80%) were from blocked aircraft.

7.5 Privacy Analysis

Clearly, a range of message types exist which can contain sensitive data; when
considered against the number of blocked aircraft using this link, this cipher is
undermining other efforts to protect privacy. Detailed above, messages revealing
coordinates, arrival and departure airports and points of interest related to the
flight are common.

In the case of the VHF-based links, over half of the messages sent were from
blocked aircraft, thus revealing location. For SATCOM, we see fewer direct locations
but instead data allowing us to infer routes or destinations; in some cases, we saw
contact details. Given other efforts to protect privacy through blocking, and
the use of this cipher, it appears that this information is considered sensitive
by the aircraft operators.

At the stakeholder level, Table summarises the extent of blocked aircraft

usage across all links. Business aircraft form the majority of aircraft using the
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cipher, as well as requesting blocks, with 294 (87.24%) in place. This category
also accounts for most of the encrypted messages sent by blocked aircraft at 3288
(87.80%, shown in Appendix [E]), almost half of which are sent via SATCOM.

Whilst a smaller number of state and military aircraft use the cipher, all except
one aircraft have blocks in place. This is further reinforced by message counts, with
just three messages being sent by an unblocked state aircraft. The remaining 47
state and 75 military messages were all from blocked sources.

With 94.96% of aircraft and 91.00% of messages using this cipher having flight
tracker blocks, it is clear that this group of aircraft have a privacy requirement.
Indeed, the fact that they are using an optional cipher on their ACARS messages
supports this. However, this cipher provides no meaningful protection—instead,
it arguably provides a false sense of security. This creates a situation where
private information can be retrieved by attackers with relative ease, despite efforts

to prevent it.

7.6 Discussion

As protocols are in use for many decades and are surpassed by technical progress
and new user requirements, the temptation for quick fixes is great. In aviation, data
links evolved to serve applications for which they were not initially intended (e.g.,
ACARS for ATC as in [122]) and requirements changed to include confidentiality
to enable privacy for its users. Unfortunately, the presently deployed attempt to
protect ACARS does not meet these requirements as we have shown.

It is thus critical to take away several lessons from this study. Research suggests
that similar cases can be found not only in the wider aviation scenario (such as
in surveillance technology [21]) but in many safety-focused critical infrastructures
using communication systems such as SCADA, which typically do not support

encryption at all [204, [205].
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7.6.1 Time in Deployment

As the discussed solution has been greatly obscured, we could not obtain the exact
time when it was first deployed but the range of aircraft using it indicates that
this has been the case since the mid-2000s. This in turn means this solution has
been in use for at least 10 years without proper independent analysis, and once
installed is hard to remove at scale. Integrating the security community early on

could have avoided the deployment of inferior solutions.

7.6.2 Proprietary Cryptosystems

The described attack serves to illustrate the dangers of attempting to produce
cryptosystems without due peer-review or use of well-known secure primitives—
indeed in this case, without any reasonable primitives at all. This is especially
the case in this situation where the nature of ACARS limits the cryptographic
solution due to character set, message size and bit rate. Indeed, proposals such
as Secure ACARS use AES, which is standardized and widely tested [206]. To
draw parallels outside of the aviation scenario, WEP encryption suffered a similar
fate in that an attempt to devise a security solution was critically impaired simply
by misusing cryptographic primitives [207]. However, in the case of WEP, the
primitives themselves were sound—in the system discussed in this chapter, even

the primitives were not sound.

7.6.3 False Sense of Security

Developing—and deploying—solutions without such expertise can indeed be harmful.
A solution that provides no effective protection has two distinct negative effects.
First, it undermines the development and use of better solutions. In the case
of ACARS, a demonstrably secure solution based on ACARS Message Security
would be standardized and use reasonable primitives, but users who want data
link confidentiality have opted exclusively for the discussed cipher be it for cost

or marketing reasons. Secondly, it provides its users with a false sense of security.
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Believing in the hardness of the encryption may lead operators to rely on the
confidentiality they seek and potentially even modify their behaviour.

This case presents a robust example of how, coupled with other information
typically transmitted over ACARS as shown in Chapter [6] encryption systems such
as the one considered in this chapter can amplify, rather than mitigate, privacy
issues. By taking steps to protect a data link, sensitive users may choose to transmit
data over it which they otherwise would not. This causes exposure even for those

trying to secure their data on the ACARS link.

7.6.4 Future Cipher Usage

Based on these lessons, we recommend that this security solution should not be
used further. With little cryptographic knowledge or resources, message content
can be recovered in real time. At the very least, manufacturers should discontinue
the inclusion of it in future systems. Ideally, it would be patched out or replaced
with a more secure option on existing aircraft and avionics. For users relying on this
cipher and seeking better protection, we propose that they demand an established

solution such as Secure ACARS which is a more complete security suite.

7.7 Legal and Ethical Considerations

Due to the sensitive nature of this work, we have ensured that it has been conducted
in a manner which upholds good ethical and legal practice. At the start of the
work we obtained ethical approval process to sensitive messages, and we followed a
responsible disclosure process with Honeywell, Inc. We adhered to all relevant
local laws and regulations.

We have further chosen not to name the aircraft manufacturers and models
affected, as this could unduly impact the users of the affected aircraft before there
is a chance to address the problem. Furthermore, we have outlined the steps taken
to break the cipher but decided to omit further details and unredacted messages
to avoid making such an attack straightforward to replicate. Overall, we believe

it is crucial that all aviation users are aware of weak security solutions protecting
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their communications so that they do not fall prey to a false sense of security but

instead can take the necessary steps to protect themselves.

7.8 Summary

In this chapter we have demonstrated the shortcomings of a proprietary encryption
technique used to protect sensitive information relating to privacy-aware aircraft
operators. More specifically, we have shown that it cannot meet any security
objective. We recommend its users are made fully aware that it does not provide
actual protection; users should either seek a more robust security solution or avoid
using ACARS for sensitive material.

Also, we highlighted the privacy issues arising due to this, since the cipher is
primarily used to transmit locations and destinations by aviation users attempting
to hide their existence and intentions. We show the cipher’s weakness consistently
undermines the users’ efforts to hide their positional reporting, or protect message
content which might be valuable to an attacker.

Consequently, we claim that when such solutions are deployed in practice it does
more harm than good for users who require confidentiality from their data link. It
is crucial that the aviation industry takes the lessons learned from this case study

and addresses these problems before they are widely exploited in real-world attacks.
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Having considered security and privacy on a widely used communications link,
we now turn our attention to navigation and surveillance systems. As with ACARS,
many avionics using wireless communication do not have security mechanisms
and so are theoretically vulnerable to a range of attacks. However, understanding
the effect of such attacks is difficult.

One of the reasons for this is the inclusion of humans in the loop in the form of
pilots. When attacks affect what the crew observe through their aircraft systems,
this may influence how they react and fly the aircraft. Unexpected aircraft or
system behaviour due to attacks can lead to grey areas in procedure and as a result,
unpredictable actions from flight crew. This is interesting when applied to safety
systems that pilots are taught to trust, but we believe can be compromised. For
these systems, it is useful to learn whether existing pilot training leads to consistent
responses to theoretical attacks, how this might affect the safety of the aircraft,
and whether pilot responses mitigate attack effects in any way.

Furthermore, developing and testing attacks on real hardware is expensive.
Performing preliminary research to identify where countermeasures are most needed
would allow researchers to target their efforts. Whilst developing practical proofs of
concept for attacks would be a first step, doing so for avionics is challenging due to
their specialised nature. Many systems will only operate as part of a wider aircraft
electronics system, which can be replicated with a harness but is expensive and
requires domain expertise. For example, a general aviation Mode S transponder
might cost in the region of £2000-4000 but also would need antenna, wiring looms
and supporting instruments configured as in a real aircraft to function properly.

In order to direct mitigation research to attacks of the highest impact, this
chapter proposes the use of flight simulation to assess attack feasibility and impact.

To do this, we take the following steps:

o We identify theoretical attacks based on current aviation security research for

three systems: collision avoidance, instrument landing and ground proximity.
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o We construct such attacks in a flight simulator and run experiments for 30

Airbus A320 pilots.

o Using in-simulator and interview debrief results from the experiments, we

demonstrate that these attacks have disruptive impact.

o We suggest countermeasures or mitigations, and preliminarily assess the

simulation approach as a training tool.

Assessing Humans in the Loop

Pilots, as humans in the loop, are trained extensively. Gaining a licence takes
3-4 months for private pilots, with a year or more full-time training needed for
commercial aircraft [208]. As part of flight crew education, pilots are taught the
specifics of the aircraft they will fly. In the commercial aviation setting, this is
known as type rating, with a pilot only able to fly an aircraft they are type rated for.
One of the aims of type rating is to provide a detailed education on the systems
and features of a particular airframe [209]. Furthermore, to ensure that training
is current, pilots undergo reassessment over time, often in a flight simulator [210].
Having such a structured approach to training helps the flight crew to be current
and take consistent steps in response to many situations, from routine to emergency.

As part of their training, pilots are taught about the many systems used
in an aircraft to reduce workload, increase efficiency and improve safety. We
have covered some of these in Chapter [2| noting that each is designed to address
specific problems and threats. Pilots are taught to trust the systems and their
output to keep the aircraft safe.

At the same time, SDRs are enabling new security research to look at these
systems. As well enabling research, this is creating new threats. Such a shift raises
the question of the how much impact an SDR-equipped attacker could have if
they compromised key avionics, especially those used for navigation or surveillance.
Attacks on these may lead to systems acting outside of ‘normal” behaviours, possibly

inducing situations outside of existing crew training. We wish to understand what
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flight crew responses to these attacks might be, from mitigating it successfully, to
failing to spot an attack entirely, or switching an under-attack system off.

So far, opinion is split on whether attacks would effectively be contained by
normal crew procedure. In a review of pilot perspective on cyber attacks, the Air
Line Pilot’s Association highlight that views on the new threat are split: some
believe it is addressed already in aviation’s extensive development and safety
certification processes whilst others believe attackers could create ‘unsafe flight
conditions’ [193]. Existing literature as covered in Chapter [2| suggests that current
technical approaches to security are not effective.

Numerous cases demonstrate that consequences can be serious when avionic
systems malfunction or are not used as intended. In 2006, two aircraft collided in
Brazil, partly due to a transponder failing and not providing collision avoidance
messages [211]. Similarly, Turkish Airlines Flight 6491 flew into terrain on approach
due to failure to acquire instrument landing system signals [212]. In both instances,
procedures and systems now exist to identify and avoid the underlying causes.

System ‘noise’ can also be a problem; if malfunctions or glitches happen on
a regular basis, they can seed mistrust and create potential for severe harm.
For example, instances of controlled flight into terrain have occurred due to a
mismatch between where crew believed the aircraft was and what the terrain
warning systems were telling them, leading to crew disregarding alarms. The 2012
crash of a Sukhoi Superjet saw crew treat terrain warnings as spurious before
colliding with a mountain [213].

Procedural grey areas also have the potential for severe harm. Perhaps the
most notable example is the Uberlingen crash in 2002 [214]. Two aircraft collided
mid-air due to mismatched commands from ATC and TCAS. At the time, procedure
did not set out command priority between ATC and TCAS, resulting in one crew
obeying ATC commands whilst the other crew followed the TCAS command.
This led to the aircraft moving towards—rather than away—from each other.
Such instances of ambiguity are almost inevitable in complex systems and can

go undetected until an incident occurs.
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Whilst these cases were not a result of cyber attacks, they demonstrate the
worst-case scenario which can arise when key systems are disregarded, are producing
suspicious information or have ambiguous procedure. Indeed, even if attacks on
the systems are not destructive, they may well cause impact to both the targeted

aircraft, or to nearby traffic.

Simulation for Flight Training

One way to assess the feasibility and potential effect of attacks on an aircraft is
to use flight simulation, a well-established means of training and assessing pilots.
To the best of our knowledge, this study is one of the first to use flight simulation
to assess the impact of cyber attacks on aircraft. Because of this, it is worth
considering the related work with regard to the effectiveness of flight simulator
training for unexpected events.

Time spent in the simulator is a vital part of professional pilot training. A
body of research analyses the configuration of simulator scenarios such that they
transfer most easily to flying the real aircraft. Early research indicated that it
provides notable benefit over aircraft-only training [215]. However, it is not a given
that high-fidelity simulation transfer skills well, and the literature suggests that
well-designed scenarios are vital in equipping pilots effectively [216, 217]. As such,
using cyber attack scenarios for training may be beneficial.

One of the key factors in cyber attacks is that there may be no forewarning,
leading to surprise and loss of capacity. In [218], a survey of aviation incident
reports highlights that ‘normal’ events can be surprising to pilots when they occur
out of context, e.g. alerts when the conditions do not warrant it. The authors
in [219, 220] simulate this for stall recovery manoeuvres, a regularly tested skill for
pilots. Both papers find that pilots struggled to follow even well-known procedures
when the stall occurred in unexpected conditions.

Addressing this, the authors of [221] argue that unpredictability and variability

in simulator training improves performance when encountering surprise scenarios.



128 8.1. Threat Model

Whilst their work uses failure scenarios instead of malicious interference, this is

promising for use with cyber attacks.

Simulating Cyber Attacks

Some work addressing simulation for cyber security has begun to emerge. In [222]
the authors conduct a human factors focussed study to assess how pilots respond
to an attack on ground-based navigation systems. They find that pilots under
attack lose some monitoring capacity, and that warnings can help mitigate this.
The authors of [223] (and the extended [224]) conduct a more avionics-focussed
set of attacks, looking at six variants of navigation and flight management system
threats. Multiple attacks inserted over the course of one flight with the intention
being to assess if pilots notice the attacks. They found that most attacks were
identified during flight, however some happened without detection.

The work in this chapter differs in that it focusses specifically on safety-related
systems using some form of wireless transmission, through which the attacker is
instead aiming to disrupt normal flight. In doing so, we explore a different set of

systems and cover the principles of these attacks in technical detail.

8.1 Threat Model

For this work our attacker is at its strongest as the active and determined model
according to Chapter [3} we now have an active attacker who is more technically
capable and equipped.

We focus on those aiming to induce reputational and financial harm by reducing
safety levels and causing inconvenience. This could be through forcing diversions
or missed approaches to land, known as a go-around, or pushing crew to switch
off distracting systems. Although these procedures are for safety thus are not a
negative or problematic response, they inevitably result in inconvenience.

An example of the kind of disruption possible was seen during the Gatwick
Airport drone incident of December 2018, wherein unidentified drones flew in

restricted airspace around and over the airport [225]. On top of passenger travel
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plans being heavily affected, airlines fell off schedule and had displaced aircraft
worldwide. Extensive defence efforts were deployed to try to stop the drones.
Easyjet, one of the major operators at Gatwick Airport, saw costs reach £15 million,
with policing costs reaching £400,000 [226] 227].

For our attacks, the attacker’s budget is presumed to be in the region of tens of
thousands of pounds to buy commercially off-the-shelf antennae, amplifiers and SDRs
which are able to transmit at sufficient power to communicate with airborne aircraft.
They have the capability to develop software which can be used to generate both
digital and analogue signals or do this using existing open source tools. Attackers
can deploy their systems remotely or create a mobile platform from which to do this.
A more capable attacker such as a nation state could scale this up considerably.

We isolate the impact of attacks to one aircraft to manage the simulation
complexity. Some attacks described in this paper have variants which could affect
multiple aircraft or cause more serious safety incidents but require a stronger
attacker. Handling these situations well and being able to accurately measure
responses would require a full crew in a familiar simulation environment. Since
this is an initial study, we leave this for future work.

We note that we constrain our threat model to not consider intentionally
destructive attacks such as causing mid-air collisions or controlled flight into terrain.
Whilst non-destructive attacks appear to be less important than attempts to crash
an aircraft, we believe that a non-destructive threat model is more realistic at this
stage of research and according to real-world threat actor capability. Whilst some
variants of the attacks presented may be destructive, these are likely to be more
overt and lead to the pilot defaulting to flying the aircraft ‘by hand’ rather than
relying on the aircraft systems. At this stage, we instead want to understand more
subtle cases where attacks may not be immediately obvious.

Experimental limitations should also be considered; destructive attacks may
induce high-workload situations dependent on a full flight crew with familiar controls,

and should also factor in air traffic control interaction. Since we cannot replicate



130 8.2. FExperimental Method
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Figure 8.1: Participant role demographics in flight crew: Captain (Capt.), First Officer
(FO) and Senior FO (SFO). NP is where participants chose not to provide data. Green
bars indicate a training role, red for those without and grey is ‘not provided’.

this yet, we felt we could not assess such attacks accurately. Limitations are

discussed further in Section 8.5.6l

8.2 Experimental Method

Since our attacks were designed to fall in procedural grey areas and have unpre-
dictable responses, we needed to adopt a methodology which allowed participants
to react in real time. We chose to use a flight simulator to recreate the environment
of the cockpit. This section describes our method in more detail. The work was

approved by our local ethics committee with reference number R54139/001.

8.2.1 Participants

We recruited 30 pilots who had current A320 type-rating or had held it in the past
few years but since had moved to larger Airbus aircraft. Our sample was recruited
through pilot forums, and open to pilots of any level of experience, First Officer
or Captain. This is appropriate since pilots are trained and kept current with a
homogeneous skill set across a given type of aircraft. Thus, all pilots are similarly
skills-equipped to handle the scenarios we presented to them.

We collected demographics from participants, with an option not to provide
information if desired. In Figure [8.1| we show participants by both role and whether
they hold a training capacity. We split into the three key crew roles in order of
decreasing seniority: Captain, Senior First Officer and First Officer. Furthermore,

the colours indicate whether the participant trains other pilots as part of their job.
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Figure 8.2: Plot of participant commercial flying experience by role: Captain (Capt.),
First Officer (FO) and Senior FO (SFO).

In Figure [8.2| we provide a chart of participant commercial flying experience,
grouped by role. Note that captains have a wide range of years of flying experience
due to the requirements for taking a captain role varying between company and
location. The median total years of commercial flying experience for a Captain

was 19, for an SFO was 6 and for an FO was 4.5.

8.2.2 Protocol

For the purposes of control, we used the same weather conditions, traffic, and route
for four runs. Pilots were asked to fly between runway 09R at London Heathrow
to 33 at Birmingham International, cruising at 12,000 ft, for a total flight time of
around 30 minutes. The route followed the BUZAD4J standard departure, and the
GROVEI1A standard arrival on direct arrival, rather than via the hold. The route
specifics are provided in Appendix [G] with a map of the route given in Figure 8.3

We used a single-pilot setup with the experimenter taking the role of a limited
co-pilot, and in doing so partly an air traffic controller. For consistency, the
experimenter was capable of providing support in flying the aircraft (e.g. enabling
modes or pressing buttons on request) in a way that a pilot not flying would
but did not give decision input.

Each pilot was given the first run as a familiarisation flight, in which they could
get used to the controls of the simulator. The following three runs included one
attack, each followed by a short debrief interview about the attack; we include the
experimental procedure in Appendix [F] The interview assessed the pilot response
to each attack, focussing on perception of impact, trust, workload and safety. We

recorded data from the simulator to correlate with interview responses.
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Figure 8.3: Plot of route used for simulation scenarios. The route runs between London
Heathrow runway 09R and Birmingham International runway 33.

Participants were told that they were taking part in a study looking at cyber
attacks on avionics but did not know about the timing or type of attack. Whilst
this does prime them slightly, a limited amount of information helped us to recruit
participants from a range of places in the aviation industry. This was important as
we had no guaranteed access to participants, many of whom travelled in their free
time to take part. The details of the attacks were explained by the experimenter

in a debrief interview.

8.2.3 Equipment

Our hardware setup consisted of two high-end gaming PCs, running X-Plane 11 and
an aftermarket Airbus A330 model, as no reliable A320 models were available [228].
We checked the model’s fidelity with type-rated Airbus A320 pilots to ensure
similarity to an A320. We provided single pilot non-type-specific hardware controls,
which allowed flexibility in the design stage but does limit the pilot interaction
slightly. However, as the majority of flying on such an airliner involves manipulating
automatic flight, rather than directly flying with manual controls, these controls

were still suitable. A picture of the setup is show in Figure [8.4]
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Figure 8.4: Image of the flight simulator setup as used for experiments.

As this setup is naturally somewhat different to an A320 specific simulator,
we assessed the level of limitation felt by pilots from ‘heavily’, ‘somewhat’ to ‘not
limited’. Of these, 20 (69%) felt ‘somewhat’ limited, with 7 (23%) not feeling
limited. Most participants put the limit down to the effectively single-pilot setup,
and non-type specific controls.

Related work suggests that lower simulator fidelity does not necessarily pose
problems and may encourage participants to engage in the tasks deeply . Whilst
our limits were resource-based, we found that on the whole participants did indeed
engage with the tasks well; all found the scenarios to be useful, with 28 (93.3%)

feeling that this type of scenario could be useful for further training.

8.3 Systems and Attacks

We now describe the systems and theory of attacks used in the experiment, providing
details of the capabilities an attacker would need to carry out said attack and the

expected participant response.
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Figure 8.5: Representation of signals sent and received by an FMCW radar used for
GPWS radio altimetry at a constant altitude, based on diagrams in [230].

8.3.1 Ground Proximity Warning System

A fundamental part of an aircraft’s ‘safety net’, the Ground Proximity Warning
System (GPWS) provides early warning of the aircraft becoming too close to
terrain [229]. Failure to respond to this warning can result in a controlled flight

into terrain incident.

System Description

As covered in Chapter 2, two versions of this system exist under the more general
Terrain Avoidance and Warning System (TAWS) label: GPWS and the newer
Enhanced GPWS (EGPWS). The part of the system used in this study is the same
in both. GPWS takes input from a range of sensors including the radio altimeter,
barometric altimeter and a vertical speed sensor [107]. EGPWS additionally
uses GPS and a terrain database to assist in determining the position relative to
terrain. The systems have a range of modes, each of which cater to a specific
type of alert and phase of flight. We are interested in Mode 2, which relates to
excessive closure on terrain [229].

Mode 2 GPWS uses the radio altimeter to determine the rate of closure on nearby
terrain. A radio altimeter typically uses a Frequency-Modulated Continuous Wave
(FMCW) radar. FMCW radars perform frequency sweeps in the 4200-4400 MHz

range, using the frequency shift in the received signal to calculate absolute height



8. Analysing Pilot Response to Attacks on Avionics 135

above terrain. This height is also referred to as above ground level (AGL). A
representation is shown in Figure [8.5]

Mode 2 has two sub-modes, A and B: A is active during climb, cruise and the
first part of the approach, whilst B is used in landing configuration. We provide a
representation of mode B on approach in Figure [8.6a] Mode 2 GPWS is primarily
used on approach; for example, on the Airbus A320 the instrument becomes active
below 2500 ft, at which point the height readout is displayed on the primary flight
display. In this mode, excessive terrain closure will be met with audio alerts, the
most serious of which is ‘Terrain Terrain, Pull Up.” GPWS is considered one of
the highest priority alerts to which crews must respond however the exact response

is determined by airline procedures.

Attacker Aim

For this system, our attacker aims to create a spurious and unexpected terrain
warning when an aircraft is on final approach. They intend to use this alert
to negatively impact situational awareness and causing an unwanted go-around.
As a result, aircraft will then have to perform a second approach or divert to a
different airport. During this time, the aircraft will be using extra fuel, incurring
delay, as well as adding workload for the pilots. In some cases, it may delay

other aircraft waiting to land.
Attack Description

Mode 2 GPWS relies on a FMCW radio altimeter to measure height above the
ground. By transmitting false radar pulses on final approach, the attacker causes
the GPWS to believe that the terrain closure rate is significantly higher than it
is. This would require the attacker to calculate the timing and frequency shift of
the wave or take flooding approach to saturate the frequency range with pulses as
indicated in Figure [8.6b] This will cause it to trigger a ‘Terrain Terrain, Pull Up’
whilst the aircraft is close to the ground yet within the ‘safe’ range.

From a technical point of view, two approaches exist which could achieve this

attack. In a targeted scenario, the attacker would aim to replicate the rapid
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Figure 8.6: Representation of normal and under-attack GPWS performance. Speech
bubbles represent system annunciations in the cockpit.

closing of ground by transmitting at a ramp of frequencies between 4200 MHz and
4400 MHz. The gradient of this ramp should be created to effectively incrementally
reduce the round trip time for the signal. This would create the same effect of
the ground approaching rapidly—we illustrate normal operation in Figure
and the system under attack in Figure [8.7h]

This approach requires some prediction of the phase of the signal from the
aircraft, as well as knowledge of the frequency of the sweep itself. Since Mode 2
alerts are based on the rate of change of descent, this could be approximated and
based on calculations of what is required to cause an alarm. As an example, a
closure rate of 3000 ft/min at 500 ft AGL will trigger an alarm based on Figure
A2b in . We first note that calculating the round trip time, ¢, (seconds)
of a pulse is simply through

h
by = 2— 8.1
w=2- (8.1)

with h being the height above ground (metres) and ¢ being the speed of light
(metres/second). We can extend this to calculate the change in round trip time

as the height of the aircraft changes as follows:
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(a) Descending frequency-modulated continuous wave (FMCW) radar operation, for
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(b) Under-attack frequency-modulated continuous wave (FMCW) radar operation,
for both the aircraft transmitted signal and attacker transmitted signal. Note that
the attacker transmits signals such the rate of closure is higher than true rate of
descent, such that the radar perceives that the aircraft was closing on the ground
faster than it is.

Figure 8.7: Representation of FMCW radar operation for radio altimetry when
descending and descending under attack, based on diagrams in [230].

2 hy —
Aty = 2@ _ 2@ — M (8.2)
c c c

We can then calculate the target change in round trip time if the aircraft
were descending at a closure rate of 3000 ft/min, calculated over the course of one
second. An attacker could aim to emulate such a closure rate by transmitting
pulses which mimic the change in closure rate. If we presume that the aircraft
travels a negligible horizontal distance during a single pulse, we can calculate the

rate of change of round trip time as the aircraft changes height. We first use
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conversions in Equations and

AGL h =500 ft ~ 152.4 m (8.3)
Closure rate Sgosure = 3000 ft/min &~ 15.4 m/s (8.4)

Using the the change in round trip time given in Equation [8.2, we can now
calculate the unit change in round trip time, and so the value the attacker should

aim for to trigger an alarm in this scenario, as follows:

2hy — 1) 2Suosure 2 X 15.4 .
Aty = 22 =) _ Zaosure 23154 ) par (8.5)
C C C

Compared with a ‘typical’ approach at 3°, thus descending at 700 ft /min (i.e.
2.375x 107%s/m), the attack would see the system calculate a considerable perceived
increase in rate of descent. The attacker may only have to invoke this for a
short period to trigger an alarm.

Another approach is to flood the aircraft with many signals within the radar
frequency range, either at a specific frequency or over a random distribution. The
behaviour of the radio altimeter in this scenario is unknown as it would be receiving
effectively unpredictable pulses. However, such an approach is easier to undertake

than the previous one, as it does not require crafted signals.

Requirements

To achieve this attack the attacker will need a number of directional antennae
underneath the approach path or with the ability to transmit signals to the radio
altimeter reception antenna on the aircraft. These will be fed by SDRs and
the relevant software capable of transmitting the signals for the attack. A more
sophisticated set up could listen for radio altimeter signals and only transmit when
these are received, or use data from flight trackers to identify incoming aircraft.
Although an attacker could operate such a system remotely, the hardware would

need to be located near to the runway.
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Feasibility

Since an attacker would need an SDR and antennae capable of covering an area
underneath final approach directly below the aircraft, the ability to deploy depends
on the airfield security and perimeter size. For example, larger airports may
close off more of their approach path, but in practice this is still a small area
relative to the full approach path.

Even so, this attack can take place a way away from the end of the runway.
Using a representative 130 knots landing speed on a 3° glideslope (thus descending
at 700 ft/min), an attack at 500 ft AGL would occur around 1.7 miles from the
end of the runwaylf]

With regard to system resilience, radio altimeter for GPWS is known to have
suffered interference from outside sources in the past and is a topic of concern.
In |231], instances of unexplained GPWS alarms on approach to an Israeli airport
were later explained by emissions from a nearby military radar. Interference on
radio altimeter frequencies has been under discussion for a number of years due
to the importance of the instrument, and is still actively being addressed [232].
These examples suggest that the system is vulnerable to external interference.
Given our threat model of a determined attacker, we feel that this attack could

be implemented under real conditions.

Simulator Implementation

For the purposes of our experiment we emulate the attack by triggering the GPWS
‘Terrain, Terrain, Pull Up’ alarm starting 500 ft AGL on approach to Runway 33
at Birmingham, increasing by 250 ft for each subsequent attack. With this we are
emulating the ability of an attacker to add some unpredictability to the attack. One
of the limitations of this approach is that the point at which the attack actually
triggers can vary between 450 ft and 500 ft AGL, and the radio altimeter visual

does not show an ‘under attack’ change for the time under attack.

IThis is calculated based on the aircraft taking approximately 42s to reach the touchdown
zone based on a vertical speed of -700 ft /min for a 3° glideslope.
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Figure 8.8: Representation of TCAS Traffic (TA) and Resolution Advisory (RA) zones.

Expected Response

Whilst the specifics of the response will depend on the aircraft and airline, there
are common principles . In most conditions, the response would be to perform
a steep climb to a safe altitude, known as a terrain avoidance manoeuvre. In the
simulated scenario, this will lead to a missed approach. However, below 1000 ft
above aerodrome level (AAL), with full certainty of position, crew can choose to
not follow this. Due to the surprise element, we expect the average response to
be a missed approach. On following approaches we expect participants to have

identified unexpected behaviour and disregard the warnings.

8.3.2 Traffic Collision Avoidance System

Although ATC manage airspace with high precision, aircraft can still end up closer
than is safe. This is called a loss of separation, and in the worst case, can result in a
mid-air collision. One less extreme example occurred in March 2011, where a Delta
aircraft took off with an inactive transponder, becoming too close to three other
aircraft before resolving the issue [234]. Traffic Collision Avoidance System (TCAS)
provides a technical means by which to avoid collision due to loss of separation,

and has been mandated on aircraft with more than 30 seats since 1993 [106), [235].
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System Description

TCAS, as covered in Chapter [2] makes use of the Mode C or Mode S transponders
fitted to an aircraft (the object aircraft in this chapter) to interrogate nearby air-
craft [235].

Establishing nearby aircraft with Mode S simply requires the object aircraft
to listen for Mode S ‘squitters’, which are messages transmitted in response to
ground-based Mode S interrogations. These contain ICAO transponder IDs, so
the object aircraft follows up with Mode S interrogations to establish the position
of nearby aircraft, referred to as targets in this chapter. The range, heading,
altitude data is provided via Mode S by the nearby aircraft and sourced from its
instruments. The potential for conflict is then calculated on the object aircraft.
Depending on the proximity and closing speed of the target the interrogation rate
will vary; at a large distance this will be once per five seconds, increasing to once
per second when an aircraft is close [236]. An abstracted protocol diagram for
Mode S can be seen in Figure

Mode C operates slightly differently, represented in Figure [8.9b] The object
aircraft will issue Mode C-only all-calls, causing nearby aircraft with Mode C
transponders to respond at a rate of once per second. If the target has an altimeter
then it will respond with its altitude, else TCAS onboard the object aircraft will
use response characteristics to estimate altitude as well as range and bearing [237].
TCAS will only provide full alerting if Mode C-equipped aircraft provide altitude.
Due to the length of a Mode C-only all-call, TCAS messages from nearby aircraft
can cause message garbling. The system handles this with a technique called
whisper-shout, wherein an interrogation gradually increases in power, preceded by
a short, lower power suppression signal. This suppression prevents aircraft who
have already responded doing so again.

Through one of these methods, TCAS ascertains how close the target aircraft is
both laterally and vertically, before deciding if it is necessary to alert the flight crew.
For most systems, especially those on commercial aircraft, alerts are composed of

two steps as shown in Figure 8.8 First comes a traffic advisory (TA), in which the
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(a) Protocol diagram for TCAS interrogation using the Mode S data
link, where nearby aircraft respond with information on their position.
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Mode C-only all-call

Mode C response (inc. altitude if available)

Interrogation

Repeat until out of range

(b) Protocol diagram of TCAS all-call interrogation using Mode C,
and response from nearby aircraft with altitude if available. Range
and bearing are calculated from response.

Figure 8.9: Representation of TCAS interrogation protocols of nearby aircraft using
Mode C and S transponders.

traffic is typically displayed to the pilot as amber and an aural alert of ‘traffic’ is
given. If the intruder becomes closer to the aircraft, a resolution advisory (RA) is
given. An RA will contain specific instructions for the flight crew, i.e., to climb
or descend at a given rate, or hold vertical speed. These instructions are decided
between the two aircraft automatically and aim to deconflict the situation. Crew
must follow the instructions of an RA within seconds.

In the cockpit, crew have some control over the sensitivity level; they can select
Standby, TA-Only, or TA/RA. For most of a flight, TCAS will be set to TA/RA,
which automatically calculates sensitivity based on altitude. TA-Only is limited

to the lowest sensitivity level and does not issue RAs, whereas Standby performs
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no TCAS interrogations and will not resolve conflicts [23§].

Whilst in TA/RA, TCAS will calculate the sensitivity based on altitude, with
higher altitudes assigned higher sensitivities. This then defines the tau value for
issuing a TA or RA. Tau is calculated as the time in seconds to the Closest Point
of Approach (CPA) between object and target aircraft, either laterally or vertically.
When the target aircraft is within tau, the relevant alert is givenE] For example,

between 5000 and 10,000 ft, tau for a TA is 40s [238|.

Attacker Aim

In this scenario, the attacker is aiming to cause arbitrary crew responses to TCAS
through triggering false TAs and RAs despite no aircraft being present. This is
intended to burn unnecessary fuel, break out of assigned flight levels or clearances
and seed doubt in TCAS due to unnecessary RA manoeuvres. This may then

result in diversions or switching off the system.

Attack Description

To achieve this attack, an attacker is using the fact that Mode C and S transmissions
are sent in the clear with no authentication. This attack is in a similar vein to
the work carried out on ADS-B, specifically in [20] and as discussed in Chapter
Here, the authors outline theoretical attacks on ADS-B, one of which involves
crafting ADS-B packets to create a false aircraft. Since the most widely used ADS-B
implementation uses Mode S, we translate these ideas to TCAS.

An attacker will generate a sequence of TCAS responses for a false intruder
aircraft which is approaching the object aircraft. These will be generated in such
a way to gradually approach from a distance, with the closest point of approach
being comfortably within the tau for that altitude. We will refer to the aircraft
under attack as target and the injected aircraft as false.

We firstly presume that we can establish the altitude, heading and speed of

the target aircraft from either ADS-B or Mode S messages. Then, the injection

2Some adjustments are made to this at lower altitudes, and are covered in detail in [238].
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approach will vary slightly between Mode S and Mode C, due to the differing

interrogation strategies:

o For Mode S, the attacker would need to transmit a squitter message as if the
false aircraft was identifying itself by Mode S. When the target aircraft then
responds with subsequent interrogations, the attacker can transmit Mode S
responses as if the false aircraft were travelling towards the target, such that

the CPA is close enough to trigger a TA then RA.

o For Mode C, the lack of squitter means that the attacker needs to respond to
an all-call. The whisper-shout mechanism might cause interrogations to be
hard to receive by the attacker, in which case they would need to approximate
a response. However, this would be stochastic—the interrogation rates at

different ranges are standardised.

A different but unpredictable approach would be to flood the frequencies with
Mode C and Mode S responses from a false aircraft. This would be much more
unpredictable as it might not align with Mode C/S interrogations, thus not cause
the intended effect. Furthermore, the 1090 MHz link is liable to overcrowding thus
resulting in message loss [82]. As such, flooding the frequency could simply jam

the frequency or eliminate other messages.

Requirements

Transmission by the attacker would require an amplifier and antenna capable of
directional transmission, which are readily available; a comprehensive set up might
cost £10,000 but could be achieved for less. The attacker would also require
two pieces of software; a management system to calculate the required messages
to cause TCAS alerts, and a Mode C/S transceiver. A transceiver is needed
to both receive interrogations establishing the target aircraft behaviour, and to
transmit messages as if from the false aircraft. Management software would then
create the attack by establishing the position of the aircraft and required set of

messages to cause an alarm.
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Physical location is important to maximize range. Indeed, the attackers will
also need to choose a place where their exposure to the target aircraft is highest;
ideally under an area of dense traffic or on raised ground. Such an attack might

be most effective close to airports as the aircraft are at lower altitudes.
Feasibility

By design, Mode C and S messages can be received on the ground—they are
intended to be collected by ground-based radars. To achieve this, they use a
relatively high transmission power of up to 250 W with directional antennae, meaning
that reception from the ground is possible for an attacker [239]. Because of the
aircraft being above ground-based obstructions, the potential area in which the
attacker can reside is quite large.

The Mode S attack will be easier to carry out as the target aircraft requires the
false aircraft to provides range from its own instrumentation, rather than calculating
it based on the signal. This would prevent the target calculating the range based
on round trip time, which would constrain the attacker.

One of the main feasibility challenges of this attack is that the aircraft may
quickly move out of the range of the attacker due to its high speed. A well-resourced
attacker might deploy antenna to multiple locations, whereas a more simplistic
attacker could instead seek higher ground to maximise range.

For software, some related work in this area exists. Whilst many decoders
exist for Mode S signals such as gr-airmodes or dump1090 [240-242|, encoding
tools are outnumbered by decoders. One example is ADSB-Out, which is intended
for use with ADS-B IN systems such as Stratux [243, [244]. A similar tool would
be needed for Mode S. Producing this part of the software is arguably the most
challenging task, however if the hobbyist community produces an open source
tool this will lower the barrier somewhat.

Furthermore, some theoretical analysis of the TCAS II logic suggests that attacks
creating situations similar to transponder failure can have a range of effects [245].

Most related to this scenario are intermittent Mode C transmissions or duplicated
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Table 8.1: Simulation parameters for TCAS attack. Inter-attack gap is the time between
rounds, approach distance is the distance from which a false aircraft approaches at the
stated speed, and altitude difference is relative to the target aircraft. Units are in-simulator
measures of distance, which do not necessarily correspond to metres or feet.

Attack 62Inter-attack Approach Altitude Difference Speed
Round Gap (s) Distance (units) to Target (ft) (Units)
1 10 10000 100 7.0

2 10 20000 -100 10.0
3 10 20000 100 10.0
4 10 15000 -100 7.5

) 10 15000 100 10.0
6 10 10000 -100 7.0

7 10 15000 100 10.0
8 10 20000 -100 7.0

9 10 20000 100 7.5

10 10 20000 -100 10.0

Mode S addresses. For the former, the target aircraft may trigger late alerts on
the object aircraft due to the system treating it as not providing altitude. Of the
latter, TCAS will ignore the more distant duplicate address, which could be used

to deny situational awareness by an attacker.

Simulator Implementation

Within the simulator, we use a strong attacker who covers a large geographic area,
attempting to trigger 10 alerts over the course of the flight. To avoid predictability,
we varied the angle of approach by the false aircraft, and the speed at which it moved
towards the target. For the purposes of measuring response, we configured these to
be consistent for each participant, with the parameters provided in Table [8.1]

False aircraft were injected when the target aircraft flew above 2000 ft, after
which the first injection began. If the participant chose to turn the TCAS sensitivity
to TA-Only, they would still receive TAs but not RAs.

This attack was implemented using an invisible aircraft model, moved by the
attack module, which travelled towards the target aircraft. Whilst reliable, this did
create some limitations. Since the aircraft was not powered it would change altitude

rapidly when outside of TCAS alerting range, sometimes doing this whilst visible to
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participants. This could be fixed in future work by moving the object far away from
the aircraft once it has passed the CPA. Furthermore, a limit in the A330 model
used meant that crew would still see RA visual indicators if the transponder was set
to TA-Only. This is much harder to address without modifying the aircraft model;

due to rights management software, this was not possible for the model used.

Expected Response

Since following an RA is a compulsory action, we expect that most pilots will
comply with at least the first instance [246]. This will result in them following
the instructed manoeuvre. From there onwards, we expect some participants to
begin to doubt the RAs and eventually turn the alert level of the system down to
TA-Only. On average, we expect participants to follow the first 3-4 RAs before

reducing the alert level or switching the system off.

8.3.3 Instrument Landing System

The Instrument Landing System (ILS) allows precision landings to take place under
all conditions, for example under instrument rules when visibility is very low, or
cloud cover is dense. In the most extreme cases, ILS allows aircraft to perform

automatic landings at sufficiently equipped airfields.

System Description

As covered in Chapter [2| ILS consists of two components: localizer (LOC) and
glideslope (GS) [247]. A localizer provides lateral guidance and alignment, centred on
the runway centreline, whereas the GS provides vertical guidance to the touchdown
zone on the runway. Typically, the GS will provide a 3° approach path, depending
on the specific approach and airport. It is supplemented by Distance Measuring
Equipment (DME), which provides the direct distance to a beacon located on
the airfield, without directionality.

Transmission power of both the glideslope and localiser is moderate to low, at
around 5W for GS and 100 W for LOC [247]. On the carrier frequencies for the

GS and LOC, overlapping lobes modulated at 90 Hz and 150 Hz provide guidance;
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(b) Glideslope under attack with rogue antenna. Note how the aircraft touchdown
zone is now at the far end of the runway. This means that if the glideslope is followed
to touchdown, there may not be enough runway to slow down.

Figure 8.10: Representation of normal and under-attack glideslope operation, based on
diagrams from [247].

the overlapping region represents the correct approach path. The aircraft will
use the relative strength of these lobes to identify where it is with respect to
the optimal glideslope and centreline of the runway. A diagram of a glideslope
can be seen in Figure [8.10a]

Different types of ILS exist, known as CAT I, IT and III. These are defined
based on weather conditions, with CAT III enabling the landing of an aircraft in
very poor visibility, such as when visibility is down to 200m [248]. With each
upgrade of category from I to III, the ILS installation has further constraints on
accuracy and monitoring. Generally, the higher the category, the more protected
the ILS is and accurate it must be. Glideslopes and localisers are monitored for
accuracy to at least 10 nmi beyond the runway threshold, as well as being protected
from interference to 25 nmi [66, [70]. It is important to note that here, protection
from interference means avoiding other systems using nearby frequencies, rather
than interference in a security sense.

Since aircraft must follow specific arrival patterns into an airport, ILS is an
important part of managing pilot workload and is the default approach type for

most airports. If ILS is not available, other options exist including area navigation

(RNAV), which is based on GPS, surveillance radar approach (SRA), which relies
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on ATC feedback, or reverting to a visual approach. Furthermore, the LOC and
DME components of the ILS can be used without GS if needed.

Although not part of ILS, approach lighting provides an out-of-band check
for crew on their approach path. One common form of approach lighting is the
Precision Approach Path Indicators (PAPIs), which are configured to match to
the angle of the glideslope. When an aircraft is on the correct GS, the PAPIs will
show two red and two white lights; if the aircraft is too high it will show three

or four white, and too low will be three or four red [249).

Attacker Aim

For this attack, the attacker is aiming to cause unnecessary go-arounds as a result
of a tampered glideslope. In turn, this will use additional fuel, introduce delay and
potentially force the target aircraft to divert to a different airport. Furthermore,
a supplementary aim might be to seed doubt in the ILS to force crew to revert

to a different approach method.

Attack Description

The technical component of this attack is arguably the most straightforward of the
three, since the attacker aims to replicate the real glideslope but with the touchdown
zone in a different location. Since the attacker will not be able to station themselves
on the runway, they will have to locate away from the airfield perimeter. As the
legitimate GS signal already is transmitted from aside the runway, transmitting a
false signal from further aside the runway may be acceptable. As such, an attacker
would transmit a false GS with a touchdown zone short or long of the legitimate
touchdown zone, using antenna to the side of the runway.

Crucially the signals would be the same as a real GS, so would not be identifiable
by a high rate of descent as reflected lobes are. Indeed, a marked difference is
induced by the attacker but may not be spotted immediately; if we move a typical

3° GS by 1km, the height difference between the real and false GS at a given
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point will be approximately 52m, or 172ftf] Along the approach, this could

fall within a margin of error.

Requirements

To carry out this attack, an attacker will need an SDR, amplifier and directional
antennae to replicate the antennae arrays used for the legitimate GS. Software for
this would need to be created but is likely to be achievable by a moderately resourced
attacker as it involves implementing a standardised system. Unlike the other attacks,
this would not require reception or to be reactive to what the target is doing.

Since the transmission power of a legitimate GS is typically less than 10 W,
this is achievable with consumer amplifiers. For reference, even the lowest level
of licensed UK amateur radio operators can transmit in frequency bands close to
aviation frequencies at powers of up to 10 W [250].

The attacker will have to locate relatively close to the airport perimeter as in
the GPWS attack. This may be easier for smaller airports with one runway, where

it is easier to position close to the runway but off airport premises.
Feasibility

Considering technical feasibility, no significant barriers exist for this attack. This
is possible due to the simplistic nature of the system—whilst the systems are
monitored for integrity as defined in ICAO Annex 10, this is for deviations in
the legitimate signal rather than malicious interference [251]. An ILS system will
normally shut down or notify ATC if excessive deviation is identified.

Although extensively used and relied upon, ILS signals face challenges due
to their relatively simplicity. The two particularly relevant to this work, as

described in [252], are:

o False lobes, which occur due to the GS signals reflecting off the ground.
These will appear as legitimate glideslopes according to the instrumentation,

but can be identified by their steep angle, typically in the range of 9 — 12°.

3As covered in [66], some glideslopes may be slightly shallower or steeper, but 3° is common.
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o Interference due to reflections off buildings or vehicles, or aircraft moving
through areas critical to ILS [253]. This is often accounted for when flying an
ILS, with pilots being taught to expect interference [254].

The main challenges in carrying out the attack instead lie in physical location
and limitations introduced by monitoring. As discussed above, being proximate
with the runway has a large impact on whether the attack can take place. This
is likely to be more difficult at large airports with high levels of security, and the
ability to carry out the attack without detection somewhat depends on this.

Whilst potentially more effective, the ability to create a false GS where the
touchdown zone would be short of the runway is unclear. This is due to the lack of
public information on GS monitoring positions; attacker signals in this instance may
interfere with the legitimate glideslope and cause an effective deviation, thus shutting
the ILS down. We instead consider the ‘long’ version of the attack, where an attacker
moves the intersection of the GS and the runway further from the threshold. This
is done to cause go-arounds by leaving the aircraft too high to correct the approach
and land with enough runway to stop. However, this does introduce a limitation in
that it relies on aircraft intercepting the GS from above, which whilst not preferred

over interception from below, is a valid method of intercepting the glideslope [66].

Simulator Implementation

In the simulator, we produce a simplistic version of this attack. An attacker
transmits a false GS at the far end of the runway with an effective shift of 2.05 km
(1.27miles) creating a height difference between the false and true GS of 107 m
(352ft). Due to the way in which ILS is implemented in the simulator software, we
could not replicate also having a ‘real’ glideslope. To account for this we operated
on an assumption that the attacker transmits at a higher power than the real GS
in an effort to force capture on to the false GS.

The manipulation remains in place regardless of how many approaches are made.
We treat the participant aircraft as if it is the first to encounter the attack, with

ATC not observing previous aircraft having difficulties.
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Expected Response

Since this attack will see the attacker GS track slightly above the real GS, it is
unlikely to be immediately obvious that it is incorrect. We expect most participants
to follow the GS until they are below cloud at around 1000 ft, at which point they
will notice a continued slight discrepancy in the AGL according to approach charts.
They may also notice such a discrepancy using the PAPI, as they will show four
white lights. At this point, we expect them to be between 500-1000 ft AGL and

opt for a missed approach and go around.

8.4 Results

We discuss the data collected from the simulation and through interviewing
participants after each scenario. We provide interview response data for all scenarios

in Table 8.2 and Figure The full data for Figure [8.11]is included in Appendix[I|

For reference, participant responses are recorded on the following scales:

» Confidence in the response being the correct one, on a scale from 1, very

confident, to 5, very unconfident.

» Workload due to the attack, on a scale from 1, no increase, to 3, significant

increase.

o Trust in systems affect due to the attack, on a scale from 1, much more trust,

to b, much distrust.

o Impact on the flight due to the attack, on a scale from 1, significant impact,

to 4, no impact.

Full scales and questions asked can be seen in Appendix [H] and we allowed responses

in between scale points.
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(a) Confidence in response, on a scale from 1, very confident, to 5, very unconfident.
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(b) Trust in systems post-attack, on a scale from 1, much distrust, to 5, much more trust.
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(c) Workload change due to attack, on a scale from 1, significant increase, to 3 no increase.
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(d) Impact due to attack, on a scale from 1, significant increase, to 4, no increase.

Figure 8.11: Stacked bar charts for participant scale responses on confidence in response,
trust in systems, workload change and impact due to the attack. Orange colours represent
the most ‘negative’ responses, i.e. no effect/change, with blue the most ‘positive’ responses,
i.e. significant effect/change. Data on which this is based is provided in Appendix E

8.4.1 GPWS Radio Altimeter Spoof

First, we look at the GPWS scenario. We assess attack feasibility based on
participant actions, i.e. perform a missed approach and a go-around, land, switch

GPWS off, before considering their scale responses.

Control Response

Participants generally responded as expected, with a split between those opting for
a terrain avoidance manoeuvre, thus a missed approach, and those disregarding the
warning in order to land. The first approach is plotted in Figure In Table

we can see that two-thirds of participants went around on the first approach as a
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Table 8.2: Summary of participant actions and responses to yes/no questions as part
of the debrief interview. For some participants, the question was not applicable due to
previous actions e.g. having ignored an alarm and landed, hence N/A. Percentages are of
all participants, for each question.

Response
Yes No N/A

Attack Type Question Count % Count % Count %

Trust later 1 3.3 25 3.4 4 13.3
GS Less safe 19 63.3 11 36.7 - -

Same in real AC 28 93.3 2 6.7 - -

Trust later 4 13.3 22 73.4 4 13.3
TCAS Less safe 28 93.3 2 6.7 - -

Same in real AC 30 1000 0 0.0 - -

Trust later 0 0.0 12 40.0 18 60.0
GPWS Less safe 14 46.7 16 53.3 - -

Same in real AC 27 90.0 3 10.0 - -

Table 8.3: Division of action taken by participants in response to the GPWS attack.
If a participant lands, they are not included in the numbers of the following approach.
Percentages are of the participants involved in that approach.

Action Count

Approach Action # % # Participants
1 Land 10  33.3 20
Go around 20 66.7
Turn off 11 55.0
2 Land 8 40.0 20
Go around 1 5.0
3 Turn off 1 100.0 1

result of the alarm; these participants generally remarked that their choice was an
automatic one. This is crucial as it shows that an attacker who can trigger such
an attack can cause arbitrary go-arounds with reasonable chance of success. In
one instance, the attack triggered late; however, in debrief, the participant noted
that they would have had the same course of action regardless.

On the first approach, we found that for those opting to go around, the mean
height at which the go around began was 403.9 ft, with a standard deviation of
51.1ft. We plot this in Figure some outliers in the form of later responses do
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Figure 8.12: Plot of time against altitude for the first approach under GPWS attack.
Fach line is a participant. Note that 8 participants land and disregard the alarm, on
account of being sure of their position.
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Figure 8.13: Box plot of minimum heights reached by participants opting to go around
in first approach of the GPWS attack.

exist, shown in Figure Most participants responded within 100 ft of the alarm
with an interquartile range of 29.7 ft. This aligns with our expectation that pilots
follow the instructed terrain warning and execute a well-drilled manoeuvre, not
allowing the aircraft to become unsafe. It also matches attacker aims, exploiting
GPWS alarms to cause go-arounds.

In terms of handling the attack, Table [8.3] shows that on a second approach, 11
(55.0%) participants chose to switch the system off due to it causing a distraction.

One participant did this on the first approach and went on to land. As GPWS
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is a safety system, an attack causing it to be switched off has the potential for
erosion of safety on top of disruption—indeed, of the 12 who switched it off, none
said they would trust the system later in the flight. Most participants on short
final of the second approach sought to silence the alarm, though at this point

they were sure of their position.

Perception

As seen in Table [8.2] 14 (46.7%) participants felt that this attack put the aircraft
in a less safe situation. The numbers are lower compared to other attacks as the
response is a safety manoeuvre, though some pilots felt that due to the extreme
nature of the manoeuvre the aircraft is at additional risk.

This scenario has the least impact as assessed by the participant, as shown in
Figure[8.11}—it was judged to have ‘some impact’ on average, with 8 (26.7%) saying it
was ‘significant’. For workload, there was on average ‘some increase’ with 13 (43.3%)
feeling there was a ‘significant’ increase. On top of this, some remarks were made
about startling on what appeared to be a normal approach. Trust in the system
was eroded during the scenario, which matches with our assessment in Table [8.2}
29 (96.7%) participants felt at least ‘some distrust’ of the system in this scenario.

Generally, participant confidence in their response was very high, with an average
score of 1.28; or ‘very confident’. The majority of participants (27, 90%) felt that
they would take the same course of action in a real aircraft. Those who did not feel

this way suggested they might have opted for a missed approach rather than landing.

8.4.2 TCAS Injection

Next, we consider the attack on TCAS. Results indicate that this is the most

concerning attack to the participants.

Control Response

A summary of the actions can be found in Table We provide the ‘end-state’
for the selected TCAS mode (e.g., if a participant selects TA Only then Standby,
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they are in the Standby category) against any actions taken outside of normal

flight. Actions are categorised into:
o Continue on route i.e. no extra action taken,

o Awoidance manoeuvre, in which the participant changes course slightly on top

of the RA response, or
e Divert to origin, where they request to return to the departure airport.

Some 26 participants (87%) turned TCAS sensitivity down to TA-Only, with
11 (37%) switching to Standby. Participants switched to TA-Only with a mean
4.5 RAs (standard deviation 1.7), then down to Standby after another mean 2.8
TAs (standard deviation 2.1). In the meantime, participants were responding to
RAs as normal. Two participants went straight from TA/RA to Standby, one
after three RAs, another after six.

Reasons cited for these sensitivity changes were to reduce the additional workload
caused by having to fly repeated TAs and RAs, and to remove the distraction factor
of repeatedly having to handle to the alerts. Looking at the control response in
more detail, three of those eventually turning the transponder to TA-Only and
three of those turning it to Standby took avoiding action. The action itself varied
per participant but for some, this involved climbing above the planned cruise
altitude or making horizontal manoeuvres to try to avoid the attacker’s traffic.
Two participants diverted back to the origin airport rather than continue with
malfunctioning TCAS and three of the remaining participants did feel that TCAS
was providing spurious returns but felt the risk of downgrading the system was
too high and instead opted to follow the RAs as issued, rather than turn the
transponder to TA-Only. The final participant was not aware of the ability to go
to TA-Only in the simulator and so remained in TA/RA.

Clearly, this attack not only showed the ability of the attacker to cause multiple
arbitrary RAs, but also to push pilots to not use the system due to distraction. The
range of responses shows that the attack lies in a procedural grey area, i.e. that

pilots could handle it safely but not remove the disruption it caused.
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Table 8.4: Participant response to the TCAS attack scenario, mapping the final selected
TCAS mode against actions or manoeuvres taken by the pilot. Percentages are of all
participants.

Final Selected TCAS Mode

TA/RA TA-Only Standby Total
Action Count % Count % Count % Count %
Clomigtoine 13.3 10 333 8 9.7 22 73.3
on route
Avoidance 00 3 100 3 100 6 20.0
manoeuvre
Difgees 00 2 67 0 00 2 6.7
to origin
Total 4 133 15 50.0 11 36.7 30 100.0

Perception

Assessing the impact, Figure [8.11] shows that 27 (90%) pilots felt that the attack
had at least ‘some impact’, with 19 (63%) feeling that it had ‘significant impact’.
This was coupled with 29 (97%) feeling that there was at least ‘some increase’ in
workload. Typically, this increase in workload was due to having to respond to
regular RAs and dealing with periodic distraction. An unduly increased workload
creates further problems for the crew managing the situation, and can lead to errors.

Looking to perceived safety, 28 (97%) pilots felt that the attack put the aircraft
in an unsafe—or potentially unsafe—situation. Some were concerned for passengers,
who might be moving about the cabin, thus injured in an extreme manoeuvre
such as an RA. Others noted the possible effects on nearby traffic in the event
of following a spurious RA, such as triggering an RA for them too. Similarly, 29
(97%) of participants felt that they had at least ‘some distrust’ in TCAS during the
scenario. Again, this is problematic as it indicates that an attacker can increase

workload and seed distrust in critical aircraft safety systems.

8.4.3 Glideslope Spoof

We now look at the glideslope spoof, where an attacker aims to capture a pilot

on a false GS.
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Figure 8.14: Plot of time against altitude for the first approach under glideslope attack.
Each line is a participant. Note that four participants opt to correct the approach path
and land.

Control Response

For our analysis, we focus on the first approach when participants knew least
about the attack. On encountering the attack, 4 (13.3%) participants chose to
land anyway on account of having a good visual picture. Of the 26 (86.7%)
participants choosing to go around, three went around a further time. The plot in
Figure displays the path of each participant on the first approach. Eventually,
all participants identified some issue with the glideslope—some identifying the issue
quite accurately—before choosing a different approach type. The choices after

participants identified a problem were as follows:
e 1(3.3%) used a VHF Omnidirectional Range (VOR) approach,

e 2 (6.7%) used a Surveillance Radar Approach (SRA), which relies on higher

involvement with ATC,

e 8(26.7%) flew a localizer only approach (LOC DME) due to identifying GS

problems,
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Figure 8.15: Box plots of participants performing a go-around on the first approach
under the glideslope attack.

e 9 (30.0%) dropped ILS completely, and used an Area Navigation (RNAV)

approach, which is based on GPS,
e 6 (20.0%) flew a visual approach due to good conditions.

The split is interesting as it highlights that whilst participants could identify a
problem, there was no consensus on the extent of it, i.e. whether it just affected
GS or all ground-based systems. A reasonable portion of participants (11, SRA
and RNAV approaches) chose to forgo ILS completely as they could not identify
exactly what the issue was. However, eight were happy to use LOC DME since
they were confident that it was just the GS affected.

In Figures [8.15a] and [8.15H] we can see box plots for the mean height above

ground level (in feet) and distance from the runway touchdown zone (in miles),
respectively. We include each participant opting to go-around in the chart, at the
point of aborting the approach, i.e. the lowest height. The mean go-around altitude
was 930.0 ft (283.5m), with a standard deviation of 235.8ft (71.9m), and distance

of 1.1mi (1.8km), with a standard deviation of 0.7 miles (1.1km). If we account
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for the fact that preparation for a go-around takes a few seconds, the mean point
is just as the participants descended below 1000 ft (304.8 m). This is often a final

check of stability on the approach and so becomes a forced point of decision.

Perception

As shown in Figure 13 (43.3%) participants found that the attack had above
‘some’ impact, with the mean response being ‘some impact’. Compared to GPWS,
the GS attack had a lower perceived workload increase with 22 (73.3%) participants
claiming ‘some’ increase. For GPWS, 11 (36.7%) have ‘some’ increase but a further
15 (50%) feel that the increase in workload was even higher. This could be due to
the GS attack developing gradually, higher above the ground with PAPIs providing
visual checks. Some participants noted that this attack would be harder to deal with
in worse weather conditions due to poor visibility. Even so, it did cause 26 (86.7%)
participants to perform a go-around through being unsure about the approach.
As with TCAS and GPWS, the attack caused ‘some’ distrust in aircraft systems,
with 23 (76.7%) participants remarking ‘some’ or ‘significant’ impact. However,
some participants correctly identified that the ground systems were at fault and
so did not distrust aircraft systems. Furthermore, Table shows that of the 26
(86.7%) participants who did perform a go-around, all but one did not trust the
GS on a second approach. This is reinforced by the fact that 19 (63.3%) felt that

the attack put the aircraft in a less safe situation.

8.5 Discussion

Clearly, each set of attacks covered in this paper has the potential to cause
disruption, but with different levels of severity. If we consider impact as perceived
by participants, TCAS was the most serious attack with an average score of 1.38, i.e.
at the ‘significant’ scale point, followed by the GS attack where the average response
was 1.85, i.e. ‘some’ impact. GPWS was considered to have the lowest impact with
an average score of 2.03, also on the ‘some’ impact scale point. This aligns with our

findings on control response, and the assessment on safety, workload and trust effects.
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8.5.1 Attack Response & Safety Impact

We now consider the response for each system in turn and the impact on safety that
the attacks had. Generally, we note that minimal safety loss occurred but impact

manifested itself in potential for disruption and added workload.

TCAS. Here, the typical response was to follow RAs then reduce the sensitivity
level of the system. As an important safety system, reduced functionality due to an
attack is problematic. Having aircraft respond to multiple RAs in busy airspace
would cause significant traffic issues to ATC. Even a single RA impacts the wider
system, since during the RA procedure, ATC are not allowed to direct the aircraft
involved, so effectively lose control of them temporarily [255]. One of the main
concerns with this attack is its easy repeatability and scalability, since it does not

appear to have extensive physical constraints on the attackers.

Glideslope. Although subtler, this saw over 85% of participants abort their first
approach. Although some participants did not identify the exact problem at that
stage, the indication was enough for the majority to abandon the GS and choose
another approach method. Clearly, we can see that this attack has the potential to
cause financial loss to the airlines, as well as disruption and inconvenience since
it would now have to land out of sequence, also burning more fuel. Participants
noted that attempting to perform this attack on consecutive aircraft may see ATC

instructing to avoid using the ILS, neutralising the effect.

GPWS. Whilst clearly of lower impact, it is interesting that the response appears
to be determined by training and airline procedure. Some airlines mandate to
always go around on this alert, whereas others allow the crew to make an assessment
in the situation. Although many participants switched the system off—problematic
for a safety system—this was done with certainty of position. Indeed, the go around
is a safety manoeuvre. It is noted that a GPWS radio altimeter attack is hardest
to completely defeat, since the system relies on fast, non-data carrying pulses. This

could be difficult to add meaningful authentication to.
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8.5.2 Effect on Safety

On balance, our expected response for each attack was that participants would take
the ‘safest’ option in the circumstances which typically led to disruption. Because
of this, we did not necessarily expect much perceived loss of safety. Our results
indicated that there was some perceived loss in safety; for TCAS and GS, 93.3%
and 63.3% felt the attack made the aircraft less safe. For TCAS, this is likely due
to the uncertainty of the situation, with pilots not expecting false alarms. In the
case of GS, the safety concern comes from how late the discrepancy is apparent
and the situation this leaves the aircraft in. The exception to this was the GPWS
attack, in which the terrain avoidance manoeuvre is the de facto safe option so
fewer pilots felt safety was affected. Arguably, this highlights the interplay of safety
and security the most. Even though most pilots took the safe option, they still
felt they were compromised by factors out of their control.

Furthermore, the range of decisions taken indicates that these attacks do indeed
create grey areas for responses. In an industry where safety is paramount and
relies on well-defined procedure, the ability for an attacker to create situations
open to interpretation is concerning. It is especially so when considering that
these are systems tied closely to aircraft safety.

Even so, all pilots handled the scenarios in a way which did not severely
compromise safety and cause—or create high risk of—collision. This is an important
takeaway from the results as it demonstrates that the pilots, as humans in the
loop, provide considerable mitigation against attacks compromising safety. However,
this is not to say that the attacks compromise safety under no circumstances.
As discussed below, some factors may amplify the workload or targeted attacks
may create situations in which a reduction is safety is inevitable—identifying and

defending against these scenarios is an avenue of future work.

8.5.3 Cost of Disruption

We have demonstrated the ability for these attacks to cause missed approaches

and diversions. With this in mind, we can estimate the cost of this attack on an
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aircraft. As an example, we use Boeing aircraft due to public fuel usage information
to calculate the cost of a missed approach. For their smaller 737-800 aircraft, the
missed approach uses 127kg (41.79 gal) more fuel than a successful one; for the
larger 777-200, it is 399kg (111.55 gal) more [256]. Coupled with a nominal jet
fuel cost of 184.58 ¢/gal, this costs approximately $77 for the 737 or $205 for the
777.@ Added to the expense of further time in the air—more difficult to predict
as it depends on factors such as the airfield and traffic—plus a second approach,
which costs approximately $139 (using 230 kg, or 75.68 gal) or for the 737, or $516
for the 777 (using 850 kg, or 279.69 gal), this becomes expensive for the airline.
Diversions add further expense, with potential effects on scheduling or passenger
inconvenience. The UK Civil Aviation Authority estimates that these can cost an
airline between £10,000-80,000, depending on the size of the aircraft and location
of diversion [258|]. For example, passenger disruption causing diversion aboard a
Norwegian flight cost €100,000 in 2018 [259,[260]. Closed airports are similarly costly,
with drones shutting London Gatwick for two days in December 2018 and costing
airline Easyjet £15 million [226]. From these representative figures and our results,
it is clear that non-destructive attacks are both possible to enact and can have

severe economic consequences, both at the time of attack and in the recovery phase.

8.5.4 Amplifying Factors

In debrief, participants raised a number of other factors which would affect the
impact of attacks. Weather conditions were prominent; all scenarios would be more
difficult to handle in poor visibility. Particularly for the approach-based GS and
GPWS attacks, good visibility allowed participants to arrive at their decisions more
quickly. Some participants noted it would be hard to identify the GS attack under
automatic landing conditions, leaving much less time for pilots to respond.
Other contributing factors include tiredness and terrain. In response to the
GPWS attack, one participant who chose not to go around commented that their

action in a real aircraft would depend on tiredness, as well as weather and how

4Calculated using IATA Jet Fuel Price Monitor for 18" January 2019 [257].
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busy the crew were. Again in the GPWS attack, others identified that terrain
surrounding the airport affects their choice—they would be much more likely to abort

an approach in challenging terrain, and less if they are familiar with the airport.

8.5.5 Training Benefit

To assess whether responses were realistic, we asked each participant whether their

response to each scenario would be the same in a real aircraft. We found that for:

« GPWS, 27 (90.0%) would do the same, and the remaining three would go

around in the same scenario again,
« TCAS, 30 (100.0%) would do the same,

» Glideslope, 28 (93.3%) would do the same with the remaining two opting to

go around and revert to RNAV.

We asked each participant for their views the value of such experiments or
training in preparation for cyber attack. All participants felt the scenarios were
useful, and 28 (93.3%) commented that training for cyber attacks using a simulator
would be valuable. We also asked if they felt limited by the simulation set up, on a
scale of ‘1-not’, ‘2-somewhat’ and ‘3-heavily’ limited, with the average response
corresponding to ‘somewhat’ The main limits were lack of a second crew member,
and the general (rather than Airbus specific) controls. We do note that these figures
are subject to some bias due to the experimenter conducting this interview but we feel
that the results are sufficiently strong that the effect on our conclusion is minimal.

The results suggest that this method can be valuable both in identifying crew
response to attacks and providing cyber attack readiness. Furthermore, the fact
that the scenarios in this paper lie in procedural grey areas and do not have a series
of steps to resolve them provides an ideal opportunity for training. One point of
caution is negative training, with some participants noting that care must be taken

to avoid training pilots to ignore or distrust their systems.
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8.5.6 Limitations

Since this study is a first-look at using simulation to assess cyber attacks, it has some
limitations which should be addressed to improve the generalisability of future work.

Most fundamentally, further research in this area should use a certified flight
simulator. This removes unfamiliarity for the pilots, instead placing them in an
environment that they are heavily trained to use. In particular, this is important
when it comes to physically interacting with controls; many actions in a real cockpit
can be completed with dedicated buttons or switches. In a full simulator, more
detailed response data could be measured since we would not have to account
for unfamiliarity with the controls.

Following on from this, having a single-pilot set up as in this experiment increases
the workload of the pilot and so limited the scenarios we could explore such as
poor weather or attempts to seriously reduce safety. Extrapolating from a single
pilot having to carry out the role of two pilots in an emergency situation would be
unrealistic, especially in an unfamiliar environment. This was partly due to our
simulator software and hardware only being able to take one set of inputs. Using
a certified simulator as above would allow for a full crew.

Another improvement would be to recruit in a less biased way, ideally taking a
randomised sample across different companies and interest levels in cyber security.
For this study, we advertised to recruit participants and so had to indicate the
topic; this naturally biases the sample. Future work could collaborate with an
industry body or group of airlines to reduce this bias.

Finally, to examine multiple attacks for each participant we had to keep the
flight short, and participants had exposure to multiple attacks; this may increase
predictability of the scenarios. This is different to how normal simulator training
is done, in which the emergency scenarios are part of a longer flight; future work

in this area should look to use this approach instead.
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8.6 Mitigations & Recommendations

Many of the security problems enabling the attacks in this chapter are due to a lack of
security mechanisms in deployed systems. It is not feasible to redeploy systems with
security inbuilt in the near-term due to high cost and long certification timescales.
We instead describe potential shorter term mitigations and recommendations to

reduce attack impact of these attacks.

8.6.1 Technical Measures

Handling interference from rogue signals is not a new challenge for aviation; the
fundamental change is that in the past, this interference would be considered
accidental rather than malicious. For example, Eurocontrol refer to potentially (and
unlikely) malicious communications on radio frequencies as part of their Air-Ground
Communications Safety Plan in 2006 [261]. As discussed, the bar for attackers
is now lower and so we must consider how to defend against a modern, capable
threat. A number of technical measures could help defend against a threat trying

to enact the attacks in this chapter.

Spectrum Monitoring

Both the GPWS and GS attacks require the attacker to transmit signals near to the
airfield. For GPWS, this is a localized directional signal typically pointing skywards;
for GS, the signal is likely to be higher power than the real GS. Early warning of
these attacks could be provided by carrying out spectrum monitoring around the
airfield on key aviation frequencies. Looking for unexpected signal sources and high
transmission powers could help to spot malicious interference. Some examples of
this appear to already exist from established radio companies, however the cost
and level of deployment remains unclear [262, [263].

Wide deployment could be achieved with low-cost sensor networks distributed
around the airfield, however a reasonable investment into infrastructure to process

and store the collected data would be needed. This kind of deployment would be in
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a similar vein to the ElectroSense project which is building a crowdsourced wide

spectrum monitoring operation using RTL-SDR-style sensors [264].
Crowdsourced Air Traffic Surveillance

A number of crowdsourced networks now exist to collect air traffic surveillance signals,
namely Mode S. Key examples include Flightradar24, Flight Aware and OpenSky
Network [153, 179} [265]. At the hardware level, these consist of geographically
distributed low-cost sensors operated by members of the public, who feed data to a
central server. A benefit of this kind of network is the ability to cross-check the
reception of messages, which in turn can be used to constrain a potential attacker.
A theoretical foundation for this can be seen in [100].

An approach like this is very useful in detecting message injection as in the
TCAS attack. A picture of the airspace provided by a highly-redundant sensor
network could provide a good reference for ATC in trying to identify whether a
message injection attack is taking place. For example, if an aircraft is reporting
TCAS RAs by voice or data link, but PSR, SSR or crowdsourced networks do not

corroborate this, it could be attacker interference.
Security Mechanisms by Design

Longer term, avionics need to be secure by design. Current trends suggest that
next generation data links, likely to see early deployment in around 10 years,
have some security by default. AeroMACS, the most developed example so far
is a derivative of IEEE 802.16e (known as WiMAX) from which it inherits some
secure communications [266-268|. Even so, existing technologies such as ACARS
will be used for many years.

However, the systems in this chapter will not be replaced soon and security
needs to be patched in or developed in some way. Both TCAS and GS/ILS have
the opportunity to make such changes. As a minimum, systems such as TCAS need
to ensure message integrity beyond basic error correction, but ideally also message
authenticity. So far, there appears to be no work in this area. In the case of ILS

signals, some research has looked into using Distance Measuring Equipment (DME)
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for data carrying [269]. Since DME is used in conjunction with ILS signals, a logical

extension might be to carry signal integrity and authenticity data on the ILS signals.

8.6.2 Policy Measures

As well as technical solutions, adjusting or adopting new policies can help with

defence against these kinds of attacks.

Security-Focussed System Design

Each attack presented in this chapter exploits system design, specifically taking
advantage of a lack of a security mindset during the development of each system. As
shown, this can have a range of impacts when attacked, from limited as with GPWS
up to severe with TCAS. Conducting vulnerability assessment as part the design
process would have helped to identify security issues early on, preventing systems
being developed and deployed with fundamental problems. Adopting this approach
should see the assessment updated throughout development and deployment in

an effort to identify vulnerabilities early.

Developing Attack-Aware Procedures

Responses to the attacks in our study varied, highlighting that the attack effects exist
in procedural grey areas. For example in the glideslope scenario, once the glideslope
itself was identified as faulty, pilots chose five different approaches for the next
landing attempt. Such variability is at odds with other parts of cockpit procedure,
which is normally prescribed through checklists or memorised sequences of actions.
Although attacks on avionics might not be predictable, some handling procedures
to aid crew under attack could be developed. This could come in a number of forms
but should aim to help to diagnose an attack—our results indicate that uncertainty
about whether an attack is taking place can itself create variability in response.
Ways to achieve this might include a list of systems which could be affected by
attack or behaviours which suggest interference rather than normal faults.
Producing these will be slightly different to traditional safety procedure. They

will need to be underpinned by a thorough security assessment of systems currently
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deployed on an aircraft, so could be expensive and time consuming. Furthermore,
they might not always be as absolute or specific as checklists for dealing with
faults, for example. However, they could help to standardise the response to an

attack to be the safest possible.

Training for Pilot Awareness

As demonstrated in this study, the participants handled the scenarios safely, despite
disruption, added workload and some perceived loss in safety. However, the split in
responses both in control and interview indicates room for procedure and training to
handle attacks. Naturally, processes which help reduce startling and give experience
in handling new situations can be beneficial as covered in Section [8]

To develop this into a training exercise, the described limitations would need
to be addressed, especially incorporating a full crew and realistic ATC. However,
28 (93.3%) participants felt that this exercise was useful, since it exposed them to
unusual situations. As above, it is important to avoid negative training, though

this could be done through careful scenario design and context.

8.7 Summary

In this chapter we have explored how flight crew respond to realistic cyber attacks
and have shown that they have the potential to cause disruption. In turn, this could
lead to financial loss and reputational damage to operators. In some scenarios, we
also found that pilots felt the attacks also caused a reduction in safety. Clearly,
we can see that effort should be made to explicitly defend wireless systems used
in aviation as humans in the loop cannot entirely mitigate the effect of attacks.
Our results indicate that the attack on TCAS is the most immediately concerning
due to creating inconvenience and the greatest potential safety reduction. Both
ILS and GPWS attacks also pose problems, though were easier to identify and
mitigate on the flight deck.

More generally, this work suggests that that flight simulation for cyber attack

awareness or training has value. Since it is unlikely that preventative or by-default
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security will be deployed in the near future, such training could be incredibly

beneficial in an environment at increasing risk of attack.
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There’s never anything you do where you can’t think
of a way to do it better.

— Chris Boardman
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The work in this thesis has looked at some avionic systems which were yet to
have their safety and privacy stance assessed. We have found that they mirror
the position of systems covered in existing research on ADS-B. Namely, a lack of
avionic security mechanisms included at the design stage is now manifesting itself
as a problem due to the advent of cheap, easy-to-use radio hardware.

In the first part we presented research into ACARS usage by non-commercial
aircraft, focussing on aircraft operating privately. By conducting a measurement
study using commodity hardware and software, we demonstrated that many aircraft
have grown to use ACARS in such a way that reveals positional information.

Given many of these aircraft seek privacy in other ways, the lack of by-default
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security—or lack of awareness of the link being unprotected—means that privacy
efforts are undermined.

We then moved on to show that in cases where customer demand for securing
data link messages existed, a proprietary cipher had emerged. We demonstrated
that it was not fit for purpose, with an attacker able to recover message contents
with ease. This part of the work is an important lesson in deploying unproven
security solutions; relying on them can do more harm than good. Many of the
messages carried were again position-related, undoing and contradicting efforts
to hide aircraft from public flight trackers.

Finally, we simulated attacks on systems which form critical parts of flying an
aircraft to understand their impact. We investigated whether flight crew would
be able to neutralise any impact through existing procedure. Using a conservative
threat model, we showed that whilst pilots coped well with the attacks, potential
for disruption and a reduction in safety exists. In some cases, this would see the
participants opt to avoid using a system due to the attack, which is especially
problematic for safety systems. We also found that this approach has promise as

a method to train crew in dealing with attacks.

9.1 Recommendations for Avionic Security

In Chapters [0}, [7] and [§] we provide recommendations specific to the problem at hand,
based on our findings. From these, we can derive common high-level recommenda-

tions which will be important in making progress towards secure avionics.

9.1.1 Effective and Adaptable Threat Modelling

Arguably the most fundamental component of securing systems is starting with a
meaningful threat model. Understanding what to defend against and the likelihood
of attack is vital in directing resources effectively. Since aviation has extensive
experience of modelling safety risks, adapting experience to include security should
be possible. The biggest challenge in this respect is developing an approach to

simultaneously model threats from a security and safety perspective.
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Threat modelling for security is relevant to all aspects of the industry from
design of systems through to usage. In the case of our work on ACARS, the lack of
security by default is compounded by those using it not having a good understanding
of a realistic threat model. Furthermore, adaptability of the threat model is key. As
future research identifies new vulnerabilities and proposes mitigations, the threat
model needs to be adjusted according to the latest information. This is an area in
which we believe this thesis can directly help through demonstrating the effectiveness
of measuring how systems are actually used. Such information can then be fed into

threat assessment and inspire mitigations. We discuss this further below.

9.1.2 Adopting a Security Mindset

Closely tied to threat modelling is the adoption of a security mindset. In practice,
this means to ensure that security is considered throughout design, implementation
and operation of systems used in industry. Whilst aviation’s experience in physical
security may help in understanding how to defend against attack, cyber security
is sufficiently different to require dedicated thinking.

On the other hand, the safety mindset of the industry might prove hard to
mesh with. Safety and security are not always complementary; for example,
adopting secure communications can lead to communications failure if keys cannot
be negotiated. This may lead to an unsafe situation. Addressing this is easier
the earlier it is considered in the design process and can be significantly helped

by embedding security into industry culture.

9.1.3 Combination of Policy and Technical Measures

It can be tempting to apply single types of measures, i.e. policy or technical, in an
effort to secure systems. Instead, a combination of approaches will add defence in
depth and is more likely to be successful. This is particularly true for the current
situation which the industry finds itself in, having to retroactively secure systems

which were not designed with security in mind.
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Retroactive technical security measures might not be able to fully secure a
system in all situations, meaning that complementary policy measures should be
developed. Similarly, policy measures alone are unlikely to secure systems without
making them unduly difficult to use or having to remove them from service. Our
work in Chapter [§ touches on this by considering the benefit of exposing pilots to
cyber attacks through simulated scenarios. Whilst technical measures might help
to identify attacks, adapting procedure and providing training to help minimise

cockpit impact can reduce the disruption caused whilst the attack is underway.

9.2 A Framework for Assessing Security, Privacy
and Safety

Through analysing existing systems, this thesis has identified how real-world avionic
usage can be different from intention, which in turn affects security, privacy and
sometimes safety. Whilst the studies comprising this work are focussed on specific
systems, we believe that the techniques can be used form a more general framework
approach. This can help to assess the security and privacy implications of how
systems are used in reality.

Measurement of how systems are actually used is important in domains such as
aviation where, once a system is deployed, it can remain in place for decades. For
example, Chapters [6] and [7, showed ACARS as a system not intended for sensitive
data but that is now being used to carry it.

Furthermore, this approach is also useful when human operators play a large
role in the way in which systems are used. For example, in Chapter [§| we showed
that under certain circumstances pilots will deviate from accepted procedure if they
feel that another option offers sound operational benefit such as easier workload
management or improvement of safety.

In both cases, a multitude of factors contribute to the eventual impact on
security, privacy and safety. In the case of non-commercial usage of ACARS, effort

to protect privacy outside the link is a major factor in how the data sent over the
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link is interpreted. Namely, whether an aircraft using ACARS is blocked or not
changes how we judge whether in-the-clear data transmission from it is acceptable.

Contributing factors can and will evolve over time—some new mechanism to
protect data link privacy might emerge, or procedure to minimise the effect of
attacks on ILS, TCAS or GPWS could be adopted. At the same time, potential
threats will adapt too. This modifies the threat model which triggers the need for
reassessment of the security and privacy stance of avionics.

We propose that a measurement approach applied to how a system is used in
reality complements the existing analyses of how a system should be used. As
we have shown, the two do not always align, and one way to reveal this is to
repeatedly measure operational realities. Various methods can help to achieve
this—we used threat model driven data collection and analysis, cryptanalysis and
simulation-based user studies. However, other research methods which capture
how a system is used are equally valid.

Taking this approach is complemented by deep technical analyses of specific
systems. In particular, the measurements can be used to guide further research
into these systems. For example, in Chapter [§| our work identifies the impact
level of different attacks on avionics whilst accounting for humans in the loop.
These findings help to focus future work, such as by researching mitigations for
the most vulnerable systems. In the case of our simulator research, this identified
TCAS to be of highest concern even though vulnerability of other systems such
as GPWS might have appeared more problematic on paper. Some theses already
adopt such an approach, such as Strohmeier and McCallie’s research into ADS-B

security and privacy [270, [271].

9.3 Next Steps

Multiple topics could build on the work in this thesis. As the investigation into
avionic data link security is more mature, the next steps can more focussed. In
contrast, the work on simulating cyber attacks is more exploratory and so this

has many potential directions.
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9.3.1 Communications System Security

Although our research focussed on ACARS, the fundamental problem of unsecured
data links exists for other current aviation systems, including the non-ACARS
uses of SATCOM and VDL2. Our findings suggest that investigating this further
could help protect privacy and security for many aircraft operators, leading a

number of next steps:

« Non-standardised security could provide a fast solution for data link users
which need to protect their message content. This should be approached
with caution and should not be an excuse to produce weak cryptography, but
assessing the feasibility of using other established solutions would be valuable.
It is likely that suitability of this approach would depend on the intended
usage and available hardware onboard. It needs to allow an ‘application layer’

security solution on top of the link without modifying the avionics.

e Measuring commercial data link usage is a natural complement to this
work. We did not consider it in our research as the privacy and security
requirements are markedly different to non-commercial aircraft; one of the
major differences is that passenger privacy becomes a primary concern.
Performing an analysis of this stakeholder group would complement this

work and help identify if structured leakage of passenger data was occurring.

» Message injection and modification, which so far has only been discussed
theoretically. It is unclear what impact an attacker would have by carrying
out injection or modification on a link, but since message types such as flight
plans or load sheets are transferred, potential for disruption may exist. This

work could also generalise to other data links.

9.3.2 Extending Simulated Attacks

A number of opportunities arise from the work in Chapter [§ both in extending

the research on the flight deck and looking at other roles.
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Attack Proof of Concept and Defence

Since Chapter [§] outlines the attacks, a natural step for this work is to develop
proof-of-concept in order to help produce defences. TCAS is one system for which
this could be beneficial due to the high impact of the attack. Coupled with the fact
that an attack can be carried out at long distances, some Airbus aircraft can now
fly TCAS actions automatically, thus limiting the ability of the human-in-the-loop
to mitigate said attacks [272].

Improved Cockpit Scenario Simulation

Addressing the limits of the study would provide opportunities to take this work
forward. Specifically:

o Improving simulator fidelity by matching the simulator to a more realistic
and familiar cockpit, with a full crew compliment. This is a significant resource
investment as cockpit configurations vary depending on aircraft manufacturer
and model. However, running the experiment with full controls and crew
would not only make it easier to use, but would allow the participants to
act more like they would in a real aircraft. Having two crew members is
particularly important in assessing responses to unexpected and dangerous
events. This is the main barrier to exploring stronger threat models who
are intent on destructive actions, or to taking more precise control response

measurements.

» Investigating attack variants, particularly with a focus on different threat
models. This would include investigating whether attackers could cause the
loss of an aircraft, loss of separation or more generally, a reduction in safety. A
starting point for this would be to adjust the attacks already investigated; for

example, using the GS attack to move the touchdown zone short of threshold.

» Realistic scenario creation by including the attacks in longer, more realistic
flights, as well as including other traffic and having realistic air traffic control.

This would help to remove bias introduced by having participants expecting
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and predicting attacks due to short experimental runs, which in turn may
affect their response. Having attacks occur as part of a long, otherwise normal
flight would also be more closely matched to a realistic attack scenario. These
changes will require a significant resource investment as it should be coupled

with improvements in fidelity, on top of needing more simulator hours.

o Development as a training method, which would adopt a different angle
on the work in Chapter Whilst we do provide some analysis on the
potential of this approach for training, a next step would be to expand this
work extensively and add more rigorous assessment using relevant work in
psychology studies on simulation. This could be coupled with trying new
procedures. To enable this, the scenarios should be realistic, and the simulator

fidelity would need improvement in order to remove barriers to interaction.
Air Traffic Control

Another avenue would be to explore how these attacks might look to ATC operators.
This has potential for significant benefit, as it would allow investigations into how
attacks affect the wider air traffic system rather than a single aircraft. For example,
in the case of the TCAS injection attack, investigating ATC response would help to
assess impact of induced RAs on other nearby aircraft. On top of this, simulating
the wider system would help to more accurately quantify inconvenience factors such

as delay or excess fuel usage, which partially depend on other aircraft.

9.4 Conclusion

Aviation is at a security and privacy turning point. During the time taken to work
on this thesis, the industry has begun to accept the cyber security challenges it
faces and is now actively engaging with researchers. Airlines, regulators, aircraft,
engine and avionics manufacturers are all attempting to better understand the
threat of attack and how to handle it.

For privacy, a discussion remains to be had about whether private aircraft

movements can be upheld as a concept in aviation. This is becoming pressing,
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especially with the mandate for ADS-B meaning that most aircraft will soon be
required to broadcast their position and identity. The primary privacy method,
blocking, is consistently undermined by both a lack of security in other systems and
the new-found ease of collecting messages from aircraft. Furthermore, it relies too
heavily on flight tracking company cooperation to be reliable. As sensor networks
and flight trackers increase in size and begin to collect different types of messages,
blocking as a privacy approach will be effectively rendered void.

Security of current avionics is a larger and arguably more important issue. It is
not enough to rely on these systems reaching end-of-life and being decommissioned,
rather than addressing their security now. A key factor in managing this risk will
be the continuing engagement by industry and regulators with security researchers.
This can help to identify where system vulnerabilities lie and how to address them
in a timely fashion. Progress is being made in this area but it remains to be seen
how advanced it is, with many of the findings being kept private.

One of the biggest ongoing challenges for the aviation industry is factoring
security into its safety-focussed mindset. As aircraft and the supporting systems
become increasingly connected, building avionics which are both safe and secure
will be of paramount importance. Given the crucial role of connectivity in enabling
modernisation, it will become difficult to construct safe systems without thinking
about security. As the industry is very effective at producing safe systems, it should
aim to be of the same ‘gold standard’ for secure systems too.

A common question arising from our work is whether any of these attacks
will actually happen. The nature of the industry means that any security and
safety issues become public, from inconveniences such as drunken passengers to
catastrophes like the loss of an aircraft. Based on the lack of reports to date, we
can infer that attacks similar to those described in this work are still theoretical. If
nothing else, this should be a significant motivator to address security problems
before an attacker gets there first. After all, yesterday’s laser shone into the cockpit
is today’s drone flying across final approach; tomorrow’s new threat may well

be an SDR in the wrong hands.



182



Appendices

183






A

ACARS Data Collection Frequencies

185



186 A. ACARS Data Collection Frequencies

Table A.1: Collection frequencies for POA, VDL2 and SATCOM ACARS.

Subnetwork Frequency (MHz)

131.525
POA 131.725
131.850
136.725
136.775
136.875
136.975
1545.015
1545.030
1545.035
1545.040
1545.045
SATCOM 1545.095
1545.180
1545.195
1546.055
1546.070
1546.850

VDL2




Opinions on Data Link Security and
Privacy Survey

1. What is your role in aviation?

(a) Captain

(b) First Officer

(c) Flight Engineer

(d) Air Traffic Controller

(e) Avionics Development /Engineering
(f) Researcher

(g) Maintenance

(h) Prefer not to say

(i) Other (please specify)
2. What type of organisation do you work for?

(a) Regional/continental airline
(b) International airline

(¢) Air Navigation Service Provider (ANSP) (non-governmental)

187
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(d) Governmental/Regulatory body
(e) Avionic Systems Producer
(f) Prefer not to say

(g) Other (please specify)
3. Describe your experience with/knowledge of ACARS briefly (free text)

4. Do you have any experience of ACARS being used to share sensitive or private
information? This might include personal data (e.g. names, addresses) or

commercially sensitive data.

(a) Please describe your experience of ACARS being used to share sensitive

information, without providing specifics (e.g. company names, data).

5. How suitable would you consider standard ACARS (unencrypted) to be from
a safety point-of-view? In other words, to what extent do you think that
ACARS is secure enough for safety-related data?

(a) Very unsuitable
(b) Somewhat unsuitable
(¢) Neither suitable nor unsuitable
(d) Somewhat suitable
(e) Very suitable
(f) Unsure
(g) Prefer not to say
6. How suitable would you consider standard ACARS (unencrypted) to be from

a privacy point-of-view? For example, for transmitting sensitive data such as

names or addresses.

(a) Very unsuitable

(b) Somewhat unsuitable
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(c¢) Neither suitable nor unsuitable
(d) Somewhat suitable

(e) Very suitable

(f) Unsure

(g) Prefer not to say

7. ACARS Message Security (AMS, also known as ARINC 823P1) is a standard
for providing secure messaging over ACARS. Do you have any experiences

with, or knowledge of, it being used in practice?

(a) Yes (If yes, please comment on the extent of it’s use.)
(b) No
(c) Prefer not to say
8. Some non-AMS security solutions for ACARS are currently in use, offering
varying levels of security. For example, some systems use mono-alphabetic

substitution to obfuscate data sent over ACARS. Do you have any experience,

or knowledge, of these being used in practice?

(a) Yes (If yes, please provide further details of what is used, and the extent
to which it is used.)
(b) No
(c) Prefer not to say
9. Are you aware of the Aircraft Situation Display to Industry (ASDI) programme,
run by the US Federal Aviation Administration (FAA)?
(a) Yes
(b) No

(c) Prefer not to say
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10. To what extent would you agree with the following statements Statement A
“Business aircraft using ASDI blocks regularly undermine their privacy by
using ACARS”? We define business aircraft as small/medium sized aircraft
(e.g. Gulfstream G650, Embraer Legacy 650) used by individuals or businesses,
either owned or chartered. Statement B “State/military aircraft using ASDI
blocks/other obscuring mechanisms regularly undermine their privacy by
using ACARS”? We define state and military aircraft as any aircraft which
operate on an official state basis (and indeed this could be a civilian or military

aircraft).

(a) Statement A
i. Strongly agree
ii. Agree
iii. No opinion
iv. Disagree
v. Strongly disagree
(b) Statement B
i. Strongly agree
ii. Agree
iii. No opinion
iv. Disagree

v. Strongly disagree

11. To what extent would you agree with the following statement: “Commercial
aircraft use ACARS in a way which could leak sensitive passenger information”?
We define commercial aircraft as airliners used to carry passengers, operating

in a non-general aviation fashion.

(a) Strongly agree

(b) Agree
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(c) No opinion
(d) Disagree
(e) Strongly disagree
12. Have you ever had experience with reception of anomalous ACARS messages?

(a) Yes (If yes, please provide us with some details on this.)
(b) No
(c) Prefer not to say
13. If you have any further comments on the use of ACARS for sensitive data

or its impact on privacy, enter them below. Please avoid specifics such as

company names or sensitive data.
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Figure C.1: Frequency analysis for key 01 over first half of the character set. Probability of each character in encrypted messages (top,
blue) is compared against probability of the same character appearing in a cleartext message, calculated across all messages (bottom, green).
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198 D. Manufacturer and Model Data for Encrypted Message Usage

Table D.1: Full list of aircraft manufacturers and models using ACARS encryption,
with names omitted. Percentages are of all aircraft using this cipher.

Manufacturer Model
Name # Aircraft % Name # Aircraft %
A 1 0.30 A-1 1 0.30
B 1 0.30 B-1 1 0.30
C 1 0.30 C-1 1 0.30
D-1 2 0.59
D-2 1 0.30
D-3 2 0.59
D 11 3.26% D4 1 0.30
D-5 3 0.89
D-6 2 0.59
E-1 2 0.59
B 20 L E-2 3 0.89
E-3 1 0.30
E-4 14 4.15
F-1 87 25.82
F 296 87.83  F-2 154 45.70
F-3 55 16.32
G 3 0.89 G-1 3 0.89
H 1 0.30 H-1 1 0.30
I 1 0.30 I-1 1 0.30
J 2 0.59 J-1 2 0.59

Total 337 100 — 337 100
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Table E.1: Summary of number of encrypted messages (# in table) by subnetwork and stakeholder, further split into blocked and public,
i.e. not blocked. We include commercial as a single seemingly commercial aircraft used this encryption on a handful of messages. Percentages
are of all encrypted messages.

Stakeholder
Business Military State Commercial

Blocked Public Blocked  Public  Blocked  Public Blocked Public Total
Subnetwork # % # % # % # % # % # % # % # % # %
POA 1094 29.21 4 011 1 003 0 000 2 005 O 000 O 0.00 6 016 1107 29.56
VDL2 609 16.26 220 587 14 037 0 0.00 10 027 0O 000 1 0.03 0 0.00 84 2280
SATCOM 1585 42.32 104 278 60 160 0O 0.00 32 08 3 0083 0 0.00 0 0.00 1784 47.64
Total 3288 87.80 328 876 75 2.00 0 000 44 1.17 3 008 1 003 6 0.16 3745 100

003
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Flight Simulator Experiment: Procedure

10.

11.

12.

Introduction, participant brief on the experiment and signing of consent forms.

[10 minutes]

. Familiarisation flight - ‘control’ conditions, no attacks, time for pilot to

acquaint with controls. [30 minutes]

Simulator configuration - set up simulator for ILS attack. [5 minutes]

. Fly Attack 1 in the simulator - ILS. [30 minutes]

Attack 1 debrief. [10 minutes]

Simulator configuration - set up simulator for TCAS attack. [5 minutes]
Fly Attack 2 in the simulator - TCAS. [30 minutes]

Attack 2 debrief. [10 minutes]

Simulator configuration - set up simulator for GPWS attack. [5 minutes]
Fly Attack 3 in the simulator - GPWS. [30 minutes]

Attack 3 debrief. [10 minutes]

Final debrief. [10 minutes]
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Table G.1: Summary of London Heathrow (EGLL) 09R to Birmingham International
(EGBB) 33 route used in simulator experiment.

Waypoint/Fix Maximum Altitude (ft) Latitude  Longitude

EGLL 83 51.4775 -0.461389
D132B 5100 51.465417 -0.426278
DO072J 7000 01.541169 -0.214133
D330T 9000 51.617036 -0.237647
D330W 10000 51.659903 -0.278811
N/A 12000 01.774291 -0.389104
BUZAD 12000 01.942222 -0.552222
DTY 8000 52.180142 -1.113789
D119L 6000 02.2644 -1.374728
N/A 2000 52.303038 -1.495318
HON 3000 52.356678 -1.663725
EGBB 339 02.453889 -1.748056




Flight Simulator Experiment: Participant
Debrief

Glideslope

1. During this scenario, did the aircraft perform as expected? [Yes/No] In
particular, did the ILS approach happen as you would normally expect it to?
[Yes/No] Briefly describe the impact of the ILS procedure not occurring as
expected, particularly with respect to how this impacted flight and the steps

you had to take to account for this.

(a) Significant impact
(b) Some impact
(c) Little impact

(d) No impact

2. Did you opt to not use it? [Yes/No]
(a) If so would you use it later? [Yes/No]

3. How confident are you that this was the best decision in the circumstances?
(a) Very confident

205
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(b) Somewhat confident
(c) Not sure

(d) Unconfident

(e) Very unconfident

4. Do you feel that it put the aircraft in an less safe situation? [Yes/No]

(a) If so, how?

5. To what extent did this increase your workload?

(a) Significant increase
(b) Some increase

(¢) No increase

6. Did this affect your trust in your systems?

(a) Much distrust
(b) Some distrust
(¢) No effect

(d) Some more trust
(e) Much more trust

7. If this happened in a real aircraft, do you feel you would act in the same way?

[Yes/No]

(a) If not, which different steps would you take? [Yes/No]
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TCAS

8. During this scenario, did the aircraft perform as expected? [Yes/No] In
particular, did the TCAS system behave as you would normally expect it
to? [Yes/No| Briefly describe the impact of TCAS not behaving as expected,
particularly with respect to how this impacted flight and the steps you had

to take to account for this.

(a) Significant impact
(b) Some impact
(c) Little impact
(d) No impact
9. Did you turn it off?
(a) If so would you turn it back on later? [Yes/No]

10. How confident are you that this was the best decision in the circumstances?

(a) Very confident

(b) Somewhat confident
(c¢) Not sure

(d) Unconfident

(e) Very unconfident

11. Do you feel that it put the aircraft in an less safe situation? [Yes/No]
(a) If so, how?

12. To what extent did this increase your workload?

(a) Significant increase

(b) Some increase
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(c) No increase
13. Did this affect your trust in your systems?

(a) Much distrust
(b) Some distrust
(¢) No effect

(d) Some more trust
(e) Much more trust

14. If this happened in a real aircraft, do you feel you would act in the same way?

[Yes/No]

(a) If not, which different steps would you take? [Yes/No]

GPWS

15. During this scenario, did the aircraft perform as expected? [Yes/No|ln
particular, did the GPWS system behave as you would normally expect
it to? [Yes/No| Briefly describe the impact of the GPWS not behaving as
expected, particularly with respect to how this impacted flight and the steps
you had to take to account for this.

(a) Significant impact
(b) Some impact
(c) Little impact

(d) No impact
16. Did you turn it off? [Yes/No]
(a) If so would you turn it back on later? [Yes/No]

17. How confident are you that this was the best decision in the circumstances?
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(a) Very confident

(b) Somewhat confident
(¢) Not sure

(d) Not confident

(e) Significantly not confident

18. Do you feel that it put the aircraft in an less safe situation? [Yes/No]

(a) If so, how?

19. To what extent did this increase your workload?

(a) Significant increase
(b) Some increase

(c) No increase

20. Did this affect your trust in your systems?

(a) Much distrust
(b) Some distrust
(¢) No effect

(d) Some more trust
(e) Much more trust

21. If this happened in a real aircraft, do you feel you would act in the same way?

[Yes/No]

(a) If not, which different steps would you take? [Yes/No]



210 H. Flight Simulator Experiment: Participant Debrief

Final debrief

22. Did you find the scenarios to be a useful exercise? [Yes/No]
23. To what extent did you feel limited by the simulator?

(a) Heavily limited
(b) Somewhat limited

(¢) Not limited

24. Have you encountered any of the scenarios in the wild? [Yes/No] If so, provide

detail.

25. Do you feel that this could be a useful training tool for pilots? [Yes/No]
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Flight Simulator Experiment: Interview
Debrief Responses
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Table I.1: Summary of participant interview responses for attack scenarios. Scale points are normalized so that 1 represents the most
‘positive’ point, and the lowest value represents the most ‘negative’, e.g. for impact, 1 is the ‘significant impact’ response. Dash indicates
where no scale value existed, and representative scale point is taken as scale response at the rounded mean, e.g. for impact, 1.4 will be
‘significant impact’.

Scale Points

Representative

Attack  Question 1 15 2 25 3 35 4 45 5 Mean Seale Point Std. Dev
Impact 10 3 10 2 4 0 1 - - 1.85  Some impact 0.787
as Confidence 21 1 8 0 0 0 0 0 0 128 Very confident 0.441
Workload 6 1 22 1 0 - - - - 1.80 Some increase 0.420
Trust 5 0 18 0 7 0 0 0 0 2.07 Some distrust 0.629
Impact 19 3 5 2 1 0 0 - - 1.38  Significant impact 0.573
TCAS Confidence 12 4 11 0 3 0 0 0 0 1.63 Somewhat confident 0.639
Workload 16 4 9 1 0 - - - - 142  Significant increase  0.484
Trust 19 2 8 0 1 0 0 0 0 136 Much distrust 0.531
Impact 8 2 13 0 3 2 2 - - 203  Some impact 0.894
GPWS Confidence 24 0 5 0 1 0 0 0 0 1.23  Very confident 0.496
Workload 13 2 11 3 1 - - - - 1.62  Some increase 0.601
Trust 10 3 16 0 1 0 0 0 0 1.65 Some distrust 0.519
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