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Abstract

With the development and growth of mobile technologies, mobile phones enable users to
perform a number of different tasks with their devices: from sending simple text messages,
checking e-mails and browsing the internet, to running elaborated applications. Nowadays, the
mobile phone platform creates great opportunities for businesses, especially due to its capabili-
ties and population coverage: the number of mobile subscriptions approaches global population
figures. In order to explore such opportunities, most banks have already launched their mobile
applications and/or re-designed mobile version of their websites. One of the benefits of using
mobile banking is the possibility for users to carry out bank transactions, such online payments
or transfers, at anytime and anywhere. Expectations for the adoption of mobile banking were
high; however, it represents about 20% of mobile phone users at the present. One factor has
been recognised as being a strong reason for users not to adopt mobile banking: their concerns
about security. This dissertation focuses on the relationship between the trust users have in
mobile banking and the security risks that the use of mobile devices potentially pose. A ques-
tionnaire was created in order to gather users’ perception of security about mobile banking, and
its results compared with recognised security issues.
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1 Introduction

Mobile technologies evolved with the introduction of smartphones. With the implementation of
operating systems in mobile devices, a range of possibilities for research and development were
created, including the introduction of new hardware capabilities: bigger screen size, keyboard
input, full web browser on mobile, motion sensors and location-based functionality to mention
a few.

Nowadays, a mobile device is one of the most “carried around item” used as a “memory
dump” for telephone and e-mail contacts, agenda, reminders and to-do lists. Also commonly
used to check e-mails, browse the latest news, search nearby points of interest, online shopping,
access social media connecting with family and friends, and to run a diversity of applications.

SMS (Short Message Service or simply text message) is one of the most used mobile ap-
plication allowing communication exchange between device users, between customers and in-
stitutions which provide alerts, news, verification codes (as a way to recover passwords and
authenticate users) and other services.

The launch of app stores triggered an ongoing process of application development and
deployment. The mobile phone platform creates great opportunities for businesses, especially
due to its capabilities and population coverage: the number of mobile subscriptions approaches
global population figures [18]. The fact that the number of existing mobile devices is almost the
same as the global population doesn’t necessary mean that devices used are the latest models
and have the latest features; businesses exploring this market have to consider this situation
in order to reach a wider population offering services via WAP-browsers and via SMS where
smartphones are unavailable.

Mobile banking can be defined as the use of mobile phone to access a bank account; re-
ceive debit/credit alerts and statements via SMS; check balances, recent transactions and basic
operations using a menu by accessing a bank website via mobile browser; or transfer funds and
pay bills using an application on a smartphone. Many banks offer one or more of these options
[37].

In this dissertation, the term “mobile banking” embraces the above definition and sum-
marises the use of financial services or transactions using one of the following methods: SMS
(as is the case of M-Pesa in Kenya), online banking (using a browser installed on the mobile
device) and a mobile banking application (app developed by the bank institution).

In previous years, most banking transactions were done only interacting with the bank staff
at its branch, following by the use of additional services provided by ATMs (Automated Teller
Machine, or simple cash points). With the introduction of online banking, the convenience
of performing banking transactions outside branch opening hours gained many adopters. On-
line customers started to trust the new medium when banks presented security measures to
access their bank account, including PIN (personal identification number), security questions
and PINsentry machines. The use of online banking to access account information, through a
browser on a PC, is somehow a common experience for a considerably large audience in many
countries, and customers are fairly comfortable with its use [9]. One of the benefits of using
mobile banking is the possibility for users to carry out bank transactions, such online payments
or transfers, at anytime and anywhere, saving physical trips to ATMs and costs associated with



them. Expectations for the adoption of mobile banking were high; however, it didn’t follow the
same pattern as online banking, representing about 20% of mobile phone users at the present.
One factor has been recognised as being a strong reason for users not to adopt mobile banking:
their concerns about security.

The similarity of smartphones and computer operating systems allowed many security ex-
ploits to be adapted and deployed on mobile devices, such as: malware, phishing schemes,
Trojan horses, man-in-the-middle attacks, rootkits, denial of services and others.

In general, computers users are more aware that they need an antivirus software, password-
protect their computers and profiles, perform backups, not install software or open files that
come from unknown sources or they do not trust. However, some studies found a difference
in behaviour regarding security understanding when using computers and when using mobile
devices. Despite that mobile devices are normally with their users throughout the day, the lack
of knowledge or even care regarding possible security risks comes as a surprise. In addition,
banking institutions that offer mobile applications are not transparent enough regarding the type
of security they offer to their customers. The lack of understanding about potential security
risks and the protection that is offered is one of the major factors that are making users unsure
about mobile banking use.

A questionnaire was created as an attempt to understand the difference in behaviour and to
gather a sense of trust in mobile banking. The sample data revealed that more than 70% use
mobile applications in general. The vast majority (77%) of users were concerned with security
regarding mobile banking services and that is the main reason for not using mobile banking in
40% of the cases while the other 37% are still concerned but use it anyway.

The results of the questionnaire also revealed that only 30% of users carry out banking
transactions via mobile browser or mobile banking application. 70% of the ones that carry out
mobile banking prefer to use a mobile bank app. A possible reason for that could be because of
its ease to use or maybe because of their trust in the mobile bank app which is a direct link to
the bank instead of using a browser (third-party) in between the customer and the bank. 40%
were unsure about the mobile banking application security level, but when asked about the
online banking (using a browser) 92% believed that the level of security provided was medium
or high. The sample data shows the sense of trust in online banking is much higher than the
one of the banking application.

This dissertation focuses on the relationship between the trust users have (or lack) in mobile
banking and the security risks the use of mobile devices potentially pose. In order to achieve
the purpose of this research, the document is divided in the following chapters:

Chapter 2 provides a high level background on mobile security.

Chapter 3 presents a list of known mobile security risks and security measures, highlight-
ing some elements relevant to mobile banking including bank application use cases. It also
describes human factors in this process and how security measures have influence on user de-
cision to apply or ignore security advice to personal gadgets.

Chapter 4 includes a questionnaire and presents expectations and findings.

Chapter 5 summarises the most important topics covered by the research presenting a con-
clusion of this project.



2 Background

Mobile banking can be defined as the use of mobile phone to access a bank account; receive
debit/credit alerts and statements via SMS; check balances, recent transactions and basic op-
erations using a menu by accessing a bank website via mobile browser; or transfer funds and
pay bills using an application on a smartphone. Many banks offer one or more of these options
[37].

Mobile banking is being adopted by many users around the world, in some countries more
than others. Most of renowned banks offer their applications and websites so users are able to
perform banking-related transactions with their devices.

Online banking is well-known and used by a large audience in many countries and cus-
tomers are fairly comfortable with its use [9]. Various security threats have been found, patched
and tested in this environment, allowing some sense of security while using banks online. How-
ever, the mobile environment is still fresh and despite some techniques already been applied to
make a banking transactions secure via mobile there are still threats and risks involving those
transactions that are unknown (or ignored) by the general public.

Despite that users may apply some rules of security when using their computers, they may
forget (or ignore) that the same risks also apply to their mobile devices. A simple example is the
logging screen on a computer where a password is chosen and used frequently to avoid other
people accessing files and other information. A mobile device also has options for locking
the screen, but the same user might choose not to add a password or PIN to his mobile for
convenience or lack of knowledge that such option exists.

The adoption of mobile applications increases daily, and with its use, the security threats are
also increasing. The similarity of smartphones and computer operating systems allowed many
security exploits to be adapted and deployed on mobile devices, such as: malware, phishing
schemes, trojan horses, man-in-the-middle attacks, rootkits, denial of services and others.

For the technically savvy, some threats are known and precautions could have been taken
to prevent possible attacks on mobile phones. One example of exploit could be the use of
Bluetooth to access mobile phone’s local files, messages and contact information. Malicious
software can be downloaded to the phone when a user access a link received via SMS or while
visiting a compromised website via mobile browser. Depending on the level of analysis an
application receives before entering an app store, malicious code might not be detected and an
apparent legitimate application can be distributed through official channels containing code that
could perform unwanted tasks in the background and/or remotely access the phone data. Some
applications might also use the SMS system or e-mail communication to propagate malware
as attachments and these systems are being frequently used to send pictures, music, and other
files. Spyware (gathers information about a user without their knowledge) also becomes an
issue since people are paying more attention to messages coming to their mobiles and the
device becomes a way of make a direct advertising [15] and [40].

The list below points some interesting aspects related to security threats and user behaviour
related to mobile phones:

e Mobile devices are very close to its owner/user, usually within a few meters and in gen-



eral on top of a working surface (desk, table, etc.) or near the body (pocket, coat, bag,
handbag). With the knowledge that the device is near its user, an exploit that could access
the GPS features on the phone and reveal the user’s position breaching privacy.

e Mobiles are frequently ON, with the demand of use throughout the day; some exceptions
are when its battery is depleted or the user is in a place that requires a different mode of
operation (such as airplane mode) or OFF in hospitals, cinemas and other establishments.

e Smartphones offer a series of features and applications often request access to user data,
browsing data, contact information, phone dialling capabilities, camera, microphone,
movement sensors, GPS location and others. If an attack successfully gains control of
hardware features on the phone the camera could be turned on/off; user conversations
could be monitored, messages could be intercepted and eavesdropped (listened without
consent) with privacy and possible impersonation implications for its user. Gaining ac-
cess to SMS interface could create potential financial losses for the user if the attacker
sends messages to premium numbers.

e Users don’t install antivirus on mobile phones very often. With no such detection system
a malware won’t be detected and other vulnerabilities can be exploited.

e Mobile devices can be lost or stolen (more often than PCs).

e Not often users choose to add PIN or another screen-lock mechanism. A phone without
a locking mechanism left unattended can be compromised if an attacker physically holds
the phone and installs a malware, by visiting a website for example; leaving an open door
for future exploits.

e Mobile users sometimes are unaware of “shoulder surfing” and people observing the
users’ patterns and passwords being typed without their knowledge.

e Users often make notes on their phone, including passwords to enter in other environ-
ments. Bluetooth could be used to access mobile phone’s local files, messages and con-
tact information exposing user’s personal information, including files containing saved
passwords.

The above includes just few of the possible threats and yet many mobile users are unaware
of these security treats or they don’t think the cost of investing in security is worth compared
to the ease of use and fast access to their mobile features. The economical view [16] [42]
of the user behaviour related to security could indicate a point of failure. The effort and costs
for users to maintain some security elements like passwords [23], reading security related
material and following some procedures to maintain their computer/mobile secure might drive
their behaviour towards or against security.

If better education was given to mobile users, some preventative measures could be taken
without excessive burden to them. Also, once we expose potential risks and highlight possi-
ble impacts to the user’s privacy or finances (in the case of mobile banking), their behaviour
towards security could shift slightly and they might take some pro-active measures to prevent
issues.

Some of the security areas that could be found problematic are:

e Confidentiality: relates to the prevention of information disclosure to unauthorised indi-
viduals or systems. Exploits on mobile devices could disclose personal information to
attackers.



e Authentication: it is necessary to validate who are the parties involved on a transaction
or communication and if they are who they claim to be. In mobile banking transactions,
it is fundamental for users to have the guarantee that the process is carried out by a valid
and official bank, not to a fake institution (or individual).

e Electronic payment: concerning the right amount to the correct parties.

e Data protection and privacy: protection of elements such as GPS location, phone conver-
sation, exchange of messages or e-mails, passwords and others.

e Network security: identification of network users, applications and services to allow
only authorised users and information passing through the network, test and monitor
the network to identify areas of weakness and make adjustments, protecting information
from eavesdropping or tampering (unauthorised changes or damage) using encryption
technologies (encoding information in a way that only authorised users can read it).

e Access control: who can access a specific item/file/information and what it can do with
it.

To this date, despite my computer-related background and current dissertation highlighting
some mobile threats, I had never considered installing antivirus software on my own mobile
devices. My own thought-process was similar to what some studies [16] highlight that the
effort and the cost/benefit of using a security mechanism has to be beneficial enough for the
user to adopt it, and I add: to maintain it in the long term.

When I thought about antivirus companies which have mobile security software, two names
came to mind: Bullguard and Kaspersky; possibly because of articles read in the past and also
banking companies preferring one or another. A quick check on their websites [7] [22] reveals
lightweight and affordable solutions and I could identify potential benefits that could deter or
mitigate some the threats and security areas mentioned previously.

Bullgard states that offers premium mobile protection supporting most of operating systems
(Windows Mobile, Android, Symbian or Blackberry) and the advantages listed are: online ac-
count to remotely access your smartphone; mobile security manager to locate phone (via GPS)
and to lock, wipe your phone, and edit the parental control module; state-of-the-art antivirus
features that work silently in the background; SIM card protection and 24/7 support. These
services at a cost £19.95 for one device for one year.
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Kaspersky states that “in addition to delivering world-class anti-malware protection, Kasper-
sky Mobile Security also includes a wealth of features to help protect your private data and even
find your phone if it is lost or stolen”. Features include: locks your missing phone; locates it
and wipes data from it - even if the SIM card is replaced; protects against viruses, spyware,
Trojans, worms, bots and more; blocks dangerous and phishing websites; filters unwanted calls
and SMS texts; hides private communications including contacts, calls, SMS texts and logs;
identifies unauthorised users of your smartphone by secretly taking their mugshot (only for
Android); enables easy, web-based control of anti-theft features and it is optimised for low
impact on battery life. Kaspersky price is currently at £8.95 per mobile phone per year which
is quite a competitive price for the list of features it presents. Other companies mostly known
for computer antivirus protection also have their mobile solution: Symantec [38] not revealing
prices or mobile coverage on their page and McAfee McAfee [28] at a price of $29.99 per year
per mobile subscription (approximately £20 at the time of writing).

Considering the benefits that an antivirus for mobile can provide and the low cost of sub-
scription, this solution could be used to deal with some of the threats mentioned previously.
The following chapter states in more detail some of known security risks, security measures,
concerns of mobile users as well as their associated behaviour.



3 The Security of Mobile Banking

3.1 Mobile Security Risks

Mobile phones increased complexity with their evolution, their operating systems are in many
aspects similar to personal computers. Some of the exploits that are used on computers can
be also used on mobile phones. In the beginning of the smartphone era was predicted that the
exploits on mobile devices would be similar to computers and it wouldn’t take long for attackers
to develop code capable of that. It took maybe longer than the predictions for serious attacks
to happen, the high diversity of the phones and operating systems and the different network
topology of the mobile compared to the internet are pointed as some of the reasons [29].

However, vulnerabilities were exploited and attacks were made in various forms: SMS
databases stolen, availability attacks were made (where the signal of the mobile or base station
was blocked rendering the service unusable), eavesdropping, privacy attacks and others. The
following are considered [30] major threats on mobile platforms.

3.1.1 Rootkits

“Rootkits are malware that achieve their malicious goals by infecting the operating system. For
example, rootkits may be used to hide malicious user space files and processes, install Trojan
horses, and disable firewalls and virus scanners. Rootkits can achieve their malicious goals
stealthily because they affect the operating system, which is typically considered the trusted
computing base.” They can be deployed to smartphones in a fairly simple way, according to
[19], and some of the exploits can have serious social impact.

Rootkits can access a number of interfaces and information that are not normally available
on a PC, such as GPS, voice, messages, battery and other hardware features. They can com-
promise privacy and security of the mobile users. Because rootkits install themselves as kernel
modules (loaded each time the operating system is loaded) and require root access to infect the
operating system, they are harder to detect. They could compromise privacy and security of
the mobile users in novel ways that were not available on desktop. The following list presents
vulnerabilities a rootkit can exploit when installed on a smartphone:

e User’s position (via GPS location) - most mobile users keep phone within their reach and
GPS location would be quite accurate information about the user’s coordinates.

e Financial damage by sending text messages to premium numbers and hiding that such
messages ever existed, this could be exploited in cases where SMS are used for mobile
banking transactions (such as in the M-Pesa system).

e Access to passwords and other information that is typed (via keylogger) or saved (access-
ing the system information, text messages, saved files) — here another potential threat for
mobile banking transactions where a keylogger could capture PINs and other information
that could be used to steal money (and any other information accessible) from the mobile
user.



e Record voice conversations expose sensitive information (for example a company board
meeting and their trade secrets exposed to competitors).

e Denial of service via battery exhaustion (turning ON many services and Bluetooth but
showing as OFF to user, when in fact it is ON and draining mobile battery — limiting the
service to the user in case of need).

e Denial of service for a large portion of a cellular network via attacks using SMS or

Bluetooth.
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Figure 3.1: Mobile Malware - Growth and real danger [8]

In the case of rootkits, its delivery can be via opening a file, downloading content from
malicious websites, open email attachments, spam, or exploiting vulnerabilities of other mobile
applications that may already be used/installed by the user. A recent way of delivering rootkits
is for the obfuscation of web addresses using QR codes. Depending on the application that
reads the QR code, the web address can be explicit and waiting for user confirmation to visit
or not the web address, but some other applications redirect the user immediately to the mobile
browser and auto-type the address, in an automatic and more difficult way to stop the download
of malware depending the speed of connection. Rootkit detection depends on the level of the
sophistication of the rootkit itself, but if there is a footprint some malware detection tools might
find a rootkit installed. However, because they affect the integrity of the operating system, is
accepted that detection mechanisms must reside outside the control of the operating system
they monitor.

3.1.2 Web-Based and Network-Based Attacks

Web-based and network-based attacks are performed using the mobile browser, where ma-
licious websites, or compromised legitimate websites trigger the attack if the mobile runs a
vulnerable version of the operating system.
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“A typical web-based attack works as follows: an unsuspecting user surfs to a malicious
webpage. The server on which the page is hosted identifies the client device as running a po-
tentially vulnerable version of the operating system. The attacking website then sends down a
specially crafted set of malicious data to the web browser, causing the web browser to run ma-
licious instructions from the attacker. Once these instructions have control of the web browser,
they have access to the users surfing history, logins, credit card numbers, passwords, etc., and
may even be able to access other parts of the device (such as its calendar, the contact database,
etc.).” [30]

3.1.3 Social Engineering Attacks

Social engineering attacks try to make the user disclose information. Phishing (often an email
or SMS that directs user to a website that looks and feel like the legitimate one but it is a fake
and has the intention to collect user credit card information, passwords and other details); other
social engineering technique is to entice the user to install an application on the phone that may
contain malware.

3.1.4 Resource Abuse Attacks

Resource abuse attacks misuse the network. The two most common such abuses are the sending
of spam emails from compromised devices and the use of compromised devices to launch denial
of service attacks on either third-party websites or perhaps on the mobile carriers voice or data
network.

3.1.5 Data Loss

Data loss occurs when a person or attacker removes sensitive information from a protected de-
vice or network without proper authorisation. This loss can be either unintentional or malicious
in nature.

3.1.6 Data Integrity Threats

In a data integrity attack, the attacker attempts to corrupt or modify data without the permission
of the data owner.

Some infographics can be an interesting way of show data and pass a message in a visual
way. Sometimes they overwhelm the viewer with either too much information or their repre-
sentation is not relevant enough. The following infographic created by Bullgard [8] illustrates
well some of the mobile threats mentioned previously.
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3.1.7 Mobile-Based Branchless Service

Extending financial services to low-income population in developing countries was an extraor-
dinary step in mobile banking. Highly used in Kenya and other countries, a vast population that
doesn’t have regular bank accounts can rely on mobile phone to send and receive money, pay
for goods deposit, withdraw and transfer money.

Despite being a great advance for the population, the system is not end-to-end secure. Ac-
cording to [32] one shortcoming of today’s branchless systems is that they rely largely on
network-layer services for securing transactions and do not implement any application-layer
security. M-Pesa, which is the pioneer branchless banking serves over 50% of Kenya’s adult
population and uses a custom-made SIM Tool Kit (STK) program to protect transaction mes-
sages exchanged between client phones and the server. Nokia Money, M-PESA, and Smart
Money are all based on GSM/3G networks which are vulnerable to message intercepting and
the threats to this system are eavesdropping (accessing private messages without consent),
spoofing messages (impersonating a legitimate person or institution with intention to collect
their data via SMS) and the ability of performing man-in-the-middle attacks (an attacker makes
independent connections with the victims and relays messages between them, making them
believe that they are talking directly to each other over a private connection, when in fact the
entire conversation is controlled by the attacker and any sensitive information in between the
parties is intercepted).

3.2 Mobile Security Measures

According to [11] the mobile banking association highlighted the following main security
issues that should be addressed in order to encourage the adoption of mobile banking:

e Data transmission must be secured: for the confidentiality, the connection between the
bank and the device should be encrypted.

e Application and data access must be controlled: before users can receive any sensitive
information related to their bank accounts, a certain degree of verification must be com-
pleted.

e Data integrity must be provided: any critical data to the mobile phone must be protected
against unauthorised modification.

e Loss of device must have limited impact: the mobile banking service should be designed
so that there is limited impact when customers lose their mobile phones.

To prevent man-in-the-middle attacks, communication encryption can be used [29].

Protecting the data if a mobile phone is lost or stolen is a frequent issue and one sugges-
tion is to make non-volatile memory encrypted and a secure store for cryptic keys. Remote
device management and remote firmware update mitigate the user’s involvement, and possibly
choosing not the most appropriate option in these cases.

Operational systems may handle phone data and processes in different ways and they may
present different security aspects. The designers of iOS and Android based their security im-
plementations on five elements [30]:

e Traditional Access Control: seeks to protect devices using techniques such as passwords
and idle-time screen locking.
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e Application Provenance: each application is stamped with the identity of its author and
then made tamper resistant (using a digital signature). This enables a user to decide
whether or not to use an application based on the identity of its author.

e Encryption: seeks to conceal data at rest on the device to address device loss or theft.

e [solation: attempt to limit an applications ability to access the sensitive data or systems
on a device.

e Permissions-Based Access Control: grants a set of permissions to each application and
then limits each application to accessing device data/systems that are within the scope
of those permissions, blocking the applications if they attempt to perform actions that
exceed these permissions.

A proactive way of detecting malware was done by Apple with the process of testing and
analysing the apps that were submitted to their app store before release to public. The aim is to
detect malicious code and stop the app with a possible malware being distributed.

The 10S’s security model was considered well designed overall and proven largely resistant
to attacks [30].

e i0S’s encryption system provides strong protection of emails and their attachments, and
enables device wipe. However, thus far has provided less protection against a physical
device compromise by a determined attacker.

e i0S’s provenance approach ensures that Apple vets every single publicly available app.
While this vetting approach is not foolproof, and almost certainly can be circumvented
by a determined attacker, it has thus far proved a deterrent against malware attacks, data
loss attacks, data integrity attacks, and denial of service attacks.

e 10S’s isolation model prevents traditional types of computer viruses and worms, and
limits the data that spyware can access. It also limits most network-based attacks, such
as buffer overows, from taking control of the device. However, it does not necessarily
prevent all classes of data loss attacks, resource abuse attacks, or data integrity attacks.

e 10S’s permission model ensures that apps cannot obtain the devices location, send SMS
messages, or initiate phone calls without the owner’s permission.

e None of i10S’s protection technologies address social engineering attacks such as phish-
ing or spam.

Each Android app runs within its own virtual machine and each virtual machine is isolated
in its own process. This model ensures that no process can access the resources of any another
process (unless the device is jailbroken. While Java virtual machine was designed to be a secure
system capable of containing potentially malicious programs, Android does not rely upon its
virtual machine technology to enforce security. Instead, all protection is enforced directly by
the Linux-based Android operating system.

Android’s security model is primarily based on three of the five security pillars: traditional
access control, isolation, and a permission-based security model. However, it is important to
note that Android’s security does not simply arise from its software implementation. Google
releases the programming source code for the entire Android project, enabling scrutiny from
the broader security community. Google argues that this openness helps to uncover aws and
leads to improvements over time that materially impact the platforms level of security (this
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claim appears to be true as there have been less than two-dozen vulnerabilities discovered in
the Android platform since its release, an extremely low number) [30].

Android security model is a major improvement over the models used by traditional desktop
and server-based operating systems, it has two major drawbacks. First, its provenance system
enables attackers to anonymously create and distribute malware. Second, its permission system,
while extremely powerful, ultimately relies upon the user to make important security decisions.
Unfortunately, most users are not technically capable of making such decisions and this has
already led to social engineering attacks [30]. To summarise:

e Android’s provenance approach ensures that only digitally signed applications may be
installed on Android devices. However, attackers can use anonymous digital certificates
to sign their threats and distribute them across the Internet without any certification by
Google. Attackers can also inject malicious code into legitimate applications and then
redistribute them across the Internet, signing them with a new, anonymous certificate. On
the plus side, Google does require application authors wishing to distribute their apps via
the official Android App Marketplace to pay a fee and register with Google (sharing the
developer’s digital signature with Google). As with Apples registration approach, this
should act as a deterrent to less organised attackers.

e Android’s default isolation policy effectively isolates apps from each other and from
most of the devices systems including the Android operating system kernel, with several
exceptions (apps can read all data on the SD card unfettered).

e Android’s permission model ensures that apps are isolated from virtually every major
device system unless they explicitly request access to those systems. Unfortunately, An-
droid ultimately relies upon the user to decide whether or not to grant permissions to an
app, leaving Android open to social engineering attacks. Most users are unequipped to
make such security decisions, leaving them open to malware and all of the secondary
attacks (for example DDoS attacks, Data Loss attacks) that malware can launch.

e Android recently began offering built-in encryption in Android 3.0. However, earlier
versions of Android (running on virtually all mobile phones in the field), contain no
encryption capability, instead relying upon isolation and permissions to safeguard data.
Thus, a simple jailbreak of an Android phone or theft of the devices SD card can lead to
a significant amount of data loss.

e As with 10S, Android has no mechanism to prevent social engineering attacks such as
phishing attacks or other (off-device) Web-based trickery.

In general, a the varied aspects of security should be considered about mobile phones: the
type of security that is build in with each operating system used, the understanding of security
from the user’s perspective and the ecosystem where the device lives, the latter refers to the
multiple connections the device has with cloud-based services (enterprise and/or private email,
calendar, contacts, digital content such as music and video, backup services and other settings).

3.2.1 The Security of a Mobile App

Mobile bank apps provide a direct link from the device to the bank, without having to go
through any additional browser or third-party application. This means banks have much better
control over the security and connection of customer interactions. Because these apps are built
specifically for a particular bank and its customers, the bank can provide a secure connection
using SSL encryption and two-factor authentication that meets the institution’s unique needs.
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Figure 3.3: 10S vs. Android: Security overview

Even if someone is able to obtain a customer’s phone, they will still be required to put in a
username and password, and if available, provide a second factor of authentication, in order to
gain access to the accounts.

Along with these two factors of authentication, many banks have started implementing a
third method of security: a profile of a customer’s actions. Banks and other financial institutions
are able to monitor a customer’s actions when banking via a mobile app, creating a profile of
those interactions.

Another plus to using a mobile application is the fact that most smartphones and tablets
can now be cleared or reset from remote locations. Thus, if someone steals or obtains a mobile
device, the customer can use his or her computer or any other device with an Internet connection
to clear any data and apps from the device, eliminating the possibility that someone else can
use the phone to access the customer’s account.

As customers become more familiar with mobile banking app security and learn to trust a
bank’s mobile app brand, they will be more willing to use these tools [39].

3.2.2 General Recommendations for Security

Besides the recommendations listed previously a few precautions can make mobile banking
safer, they are not only mobile-banking related but also general use of smartphones [26].

e Do not use public Wi-Fi when banking via mobile device, opt for the 3G or 4G connec-
tivity of the own smartphone. Although those algorithms can be hacked, any respectable
mobile commerce site will have SSL encryption in place for further protection.

e Download applications from official bank website. If the bank redirects to an app store,
check if the developer’s name is also the bank’s name.

e Be aware of phishing emails that mimic your banks look and feel. Be familiar with the
bank website so fakes can be discerned. Typos and problems with design choices are
giveaways.

e Do not to click on links in a suspicious email, type your banks URL in a browser and
login from there.

e Though SMS is the easiest way for banks and customers to communicate, this channel is
relatively unsecure and should not be used for money transfers or logging in.

e Install mobile antivirus which will protect against malware and lock or wipe your device
in the event it is misplaced or stolen.
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e Remember that the security precautions for smartphone and tablet banking are similar as
those for your PC. We often take more security measures on our computers than mobiles,
but we need to be aware that mobiles are constantly with us and need similar if not more
consideration regarding security.

Natwest made a simple but straightforward page [5] with general security tips that are listed
below:

e Do not share password.

e Don’t store passwords in your device.

e Add password or PIN to access your device/tablet.

e Only download apps from official app stores.

e Don’t use your device unattended when logged on.

e Watch out for people looking over your shoulder.

e Consider using a reputable brand of antivirus software on your mobile banking device.
e Be cautious about opening links contained in SMS messages or emails.

e Don’t download content from or visit sites unless you are sure that the site is reputable.
This is to safeguard against installing malicious software.

e Be wary of using insecure and untrusted Wireless networks.
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3.3 Use Cases of Mobile Apps (Barclays and Natwest)

Both institutions offer free software protection (antivirus) for its customers and pages with
general tips on how they can protect themselves against common security problems.

3.3.1 Barclays Mobile App

I found relatively disconcerting search for information regarding the mobile security app on the
Barclays website and not find any deeper explanation on types of security applied to it. There
are a couple of links that lead to a general page on online security that Barclays use, but nothing
related only to its mobile app. On the link about “What we’re doing to protect you” [3] is a
generic statement about the PINsentry, their free software offer (Kaspersky), data encryption,
timed log out and deactivation of login details (in case of consecutive incorrect attempts).

If you read the Terms and Conditions for the software [2] you can find a little bit regarding
encryption and other licences that the app uses. However, nothing much reassuring from the
bank, except a section on their “Barclays Mobile Banking app” page [1] where states:

Why should I use Barclays Mobile Banking?

e [t’s free to download and easy to use, 24 hours a day.

e You can check the latest balances of your accounts, view your most recent transactions,
transfer funds between your accounts and make payments to existing payees.

e Use the branch locator to find your nearest Barclays branch or cash machine.
e You can order statements choose paper or online statements, large print or Braille.

e If youre an Online Banking customer and you’ve upgraded to PINsentry, you can now
use the Mobile PINsentry function in the app in the same way as you would use your
PINsentry device.

e Get access on up to 3 devices.

e See your Barclays Personal & Business accounts, as well as your Barclaycard Personal
accounts, in the app.
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Steps while using the Barclays Mobile app:

Installing

If using Android, users can download the App “Barclays Mobile Banking” from Google
Play — the app is freely available.

When first running the app various images are displayed designed to guide you through the
process of authentication. The first image shows the three ways you will need to authenticate:
your own details, your mobile phone and your card.

The second image displays a warning on Virus Protection and states that Barclays cus-
tomers can get free copies of Kaspersky Mobile Security — this is not very reassuring for those
installing the app but is clearly designed to reduce unauthorised access.

& e 19:38

% BARCLAYS
Mobile Banking

We've noticed you may not be running
l security on your Android phone
We hig scommend th se of mobile
as

@ Virus Protection UK Mobile Number and

Mobile Phone

UK Barclays Current
Account

To add your Barclays accoun

Get Started

Figure 3.5: Barclays Mobile App - Authentication
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The first step towards authorisation is to create a “passcode” which in this case is a five
digit number — it’s interesting to note that they use a five digit code here but a four digit code
for cards. You are then asked to verify this number again.

Figure 3.6: Barclays Mobile App - Passcode

The next step is to enter your details. This includes (a UK registered) mobile number,
account details and name. You are then asked to confirm the details and to accept their Terms
and Conditions which you can see in full within the app. The app will not work if the details
you enter are not precisely the same as those stored by Barclays (Entering a misspelled name
for instance produces a cryptic error code which you are asked to resolve by phoning them
direct).

@ Enter Details

To keep your money secure we
need to confirm your personal

information.

Your Mobile Number )

Your Account Details @)

Figure 3.7: Barclays Mobile App - User details
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Once your details are correctly accepted the Barclays app automatically sends you a six
digit code via SMS to the mobile number you choose previously. This does not necessarily
have to match the mobile number of the device you are installing the app on.

@ Verify Mobile

Please enter your 6-digit mobile
verification code that was sent to

you via SMS.

Figure 3.8: Barclays Mobile App - SMS code

The SMS reads:

“123456 is your Barclays Mobile Banking mobile verification code for account
**%%4321 (valid for 24 hours). If received in error please call 03332001014 for
help” - SMS from Barclays, 20:35 14/03/2012

This states the code is only usable for 24 hours but you can request another verification
code from within the app. The last sentence may be there to help catch unauthorised access.
To enter the code you first need to use the five-digit passcode you originally created within the
app and then type in the six-digit number contained in the SMS.

BR| L 7, @0 2027 f 5BQ) L ® 7 . @0 20:46

& Link Your Mobile & Verify Mobile

R |

10— [ —

Please enter your 6-digit mobile
verification code that was sent to
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Link Your Mobile
6-digit mob

RESEND

Figure 3.9: Barclays Mobile App - Enter code
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Now you are presented to a third mechanism , the Card Authentication. Here you have the
option of using PINsentry or visiting a Barclays ATM. The mechanism is effectively the same
for both. First you enter you card pin number if using PINsentry machine and then enter a 8
digit number provide. PINsentry or the ATM will then generate an 8 digit number which you
enter back into the app.

Y
a Your progress has been saved and or this catio 4 I
you will return here if you quit the
app. )
1 | ) im

Please choose the most convenient 1 " 5
option to verify your account
3727 | 7035
2 I
‘ 6
3 7

Use PINsentry

Visit a Barclays ATM

Figure 3.10: Barclays Mobile App - Authentication

Usage

All further access is now controlled only by the five-digit passcode and you will get logged
out automatically if you have not used it for more than a minute. You can only do three options
in the app:

e See the money coming in and out of your accounts.

e Pay someone you have already added to your account via either online of telephone
banking. (There is no way to add any via the app)

e And transfer money between accounts.

However, the app can also act as a PINsentry (called “Mobile PinSentry”) so logging in to
the Online banking website is simplified. (In theory this must mean that anyone with access
to the app can go online and add themselves as someone you can pay, meaning the restriction
within the app becomes redundant!)

The simplicity of the app is a positive factor, and after the initial setup you only need to
use the five digit code and you can see your account details instantly. As I mentioned on the
Background chapter I've never thought about security issues on mobile, although I do try avoid
mobile banking (via browser) on a public network (I usually use it via 3G).

Barclays do have another app called “Pingit” which lets you send money via a phone num-
ber.

Additionally

Barclays do try to encourage the use of their app by stating online:

“When you use Barclays Mobile Banking, you will automatically be protected
in the event of fraud We’ll cover any resulting loss, no matter how much money is
taken from your account.”
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Barclays, http://'www.barclays.co.uk/MobileBanking Protection/MobileBankingProtection/P1242622865207 accessed
at 20:00 14/03/2013

However this information does not appear when you download or install the app.

3.3.2 Natwest Mobile App

Natwest was a bit more transparent regarding where to find the security information about mo-
bile application [4], however still not very clear about methods:

How we help to protect you

e We know how important it is to provide protection for your money. That’s why security
is at the heart of mobile banking.

e You are covered by the Online and Mobile Security Promise, our commitment to you in
the event of fraud.

e Our rigorous registration process validates your details before you can use the service.
The registration process is certified by Verisign, the global name in secure e-commerce.

e Access to the mobile banking application is password protected. Your passcode is uniquely
linked to the mobile banking application on your device. This means only your passcode
works on your application.

e We use sophisticated encryption technology for secure data transfer to and from your
mobile device.

e We only settle for the same security standards you’d expect from our other services. We
regularly test, update and validate our systems using independent experts to ensure we
keep it that way.

e For advice on using you mobile phone safely see our Mobile Security Hints and Tips
page. For advice on keeping your money and identity safe, visit our Security Centre.
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3.4 People Factor

Users of the mobile technology encounter many different services and devices to interact
with when doing banking: branches, ATMs, mobile payments via SMS, online banking us-
ing browsers (PC or mobile) and banks own mobile applications.

Deciding whether to use or not the mobile device to facilitate banking transactions takes
into consideration many factors such as lifestyle, age, economic background, level of literacy
and computer skills. While for some people the inclusion of technology in their lives is a
natural occurrence, especially for the newest generations, many others might still be reluctant
to use mobile for banking activities.

3.4.1 Demographics of Mobile Banking

Mobile banking is being used worldwide. In the United States, it is growing at fast pace,
especially after 2007, the year that Apple introduced the iPhone and App Store to the market.

According to Deloitte’s research [12], approximately 10% of mobile phone users conduct
some banking transactions by phone. Among these users are the members of “Generation Y,
people who were born between 1979 and 1994, these youngest adult consumers represent the
fastest growing segment of today’s workforce and 25% of the global population:

e Early technology adopters: Generation Y consumers are digitally sophisticated and hyper-
connected to one another. Half send an average of 50 text messages per day, 97% are
active on Facebook and other social networking sites and 80% are active online banking
users. Smartphone users, including many Generation Y consumers, are three times more
likely than consumers with traditional feature phones to use mobile banking and more
importantly are significantly more active users behaviour that translates into greater loy-
alty, stickiness and, eventually, stronger banking relationships.

e Significant earnings capacity: While Generation Y consumers currently earn approxi-
mately $215 billion annually, their annual income is expected to reach $3.4 trillion by
2018. Additionally, this generation are expected to inherit more than $1 trillion over
the next decade making them an attractive target market with an increased appetite for
banking services.

e High-growth/high-potential market: In the United States, approximately 20 to 25 million
Generation Y consumers will potentially become new banking customers over the next
five years.

While the members of Generation Y are leading the charge in the adoption of all things
mobile, is expected that consumers from previous generations would increase their usage of
mobile banking as it becomes an established and familiar channel. Based upon Deloitte’s anal-
ysis, there is a belief that mobile banking will surpass online banking as the most widely used
banking channel by 2020 if not sooner. And, as mobile banking grows, so, too, will opportuni-
ties for banks to increase revenues and gain operating efficiencies.

The questionnaire distributed as part of this dissertation indicated that from the 30% of
users that perform mobile banking transactions, the majority belong to the 25-39 age band,
which matches Deloitte’s research expectations.
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Please indicate your age band:

<18 | 0%(0)

1520 [ 1% )
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>60 | 0%/(0)

* 30 total responses, 100% of submissions

Figure 3.11: Users that perform mobile transactions by age

According to a study [36] a person’s lifestyle can inuence on their choice of using a mo-
bile banking application. In China, was found that people with high financial contentment
consciousness care more about their career development and would like to spend more time on
their work rather than on learning new things. The results showed that consumers with different
lifestyles have different preferences over a number of identified mobile services.

In many papers and works about security, people are often mentioned as the weakest link. If
security becomes a burden to the users, they will circumvent it to make it fits to their needs. Low
motivation and poor understanding of the threats leads users to circumvent password security
policies. If a password is too long and difficult to remember, they would write it down and
put in places of easy access, so they can use it again. If a system requires change of password
frequently, users tend to use sequences or same passwords over again, with minimal change.

Security advices are rejected or ignored because of the amount of information and rules of
security that sites and programs require can be quite overwhelming especially if we consider the
amount of services we now use that require passwords: web emails (multiple emails, multiple
passwords), the various social networks, browser testing tools, banks, work computer, personal
computer, mobile devices (if locking screen), parental controls on computers or TVs, and these
are just a few examples. In general user performs a calculation of cost/benefit almost automatic
in their heads when deciding whether to follow security advice or not [16].

The goal of security advice is to protect user from certain attacks. Password strength rules
protect them from brute-force and guessing attacks. URL reading protects them from phishing
attacks. Identifying certificate errors protects them from man-in-the-middle or web-spoofing
attacks. If the user follows the advice the hope is that he will reduce or eliminate the risk of
being a victim. However, if the effort to follow security advice is higher than the benefits, users
won’t follow. Despite claims of insecurity on mobile banking users are willing to use simple
mechanisms such as the mobile number or PIN for authorising micro payments. For macro
payments and account transfers higher security is required and wireless adaptations of PKI and
TLS/SSL have been developed to enhance the security of mobile transactions [31]

3.4.2 Mobile Banking in The Developing World

According to [20] “the spread of mobile phones across the developing world is one of the most
remarkable technology stores of the past decade”. It was found that there were more headsets
than bank account services to the population. With that information in mind new opportunities
were created to give people access to financial services, as mobile banking, mobile transfers
and mobile payments. For the users in developing countries the appeal of these mobile services
less about convenience and more about accessibility and affordability.
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In these countries the time and money saved because of the use of mobile banking were
also significant: “A Kenyan coffee farmer uses SMS banking once a month to check his bank
balance; he gets one deposit per month from one of his buyers; the 30 shillings he spends on
the SMS saves him a 200 shilling trip to the ATM; he has memorized the exact code he needs
to send a text message to the ATM ” [13].

In South Africa the lack of trust and unawareness were among the primary reasons why
people were reluctant to use mobile banking services, but the benefits surpassed the lack of
trust for many of its users. There are different types of challenges that may inuence a user’s
decision to adopt or no a mobile banking application, mostly based on the trust or mistrust of a
combination of the following:

e Interface design (how many steps necessary to do the banking, size of buttons, fields,
labels, and others).

e People coming to banking for the first time via handset (and getting use to the idea of
“virtual money”).

e The use of other financial systems (formal or informal) and the reluctance to change to
the "unknown’ system.

e The self (being able to use the system).

e The technology (mobile and security layers/mechanisms).

e The network (where their funds travel).

e The channels (representative of institutions who control their money).

e The institution (the bank or other company providing the service).

Some of the benefits for the use of mobile banking are:
e Easy to use.

e Anytime and anywhere.

e Accessible for a wider audience.

e Cost of transfers via mobile banking are generally less expensive than alternatives on
poor households and paying a lower fee is a positive impact [20].

3.4.3 Alleviate the Fear, Educate the User

According to [39] helping users to reduce their fears about mobile banking should be a priority
for financial institutions; and to achieve that education of their customers on the security used
for mobile banking apps is one of the steps.

After my brief search on mobile security for Barclays and Natwest mobile applications,
I was surprised on so little information was given about security mechanisms used by these
institutions. While I respect the right to hide some of the specifics of the security methods to
avoid potential attacks, I see the lack of clarity a way of protect the institution in case something
that was promised to work have a security breach in the near future. However this attitude just
contributes to the fear of general public since no better information is found in their websites.

Most users want easier and more convenient access to their bank accounts, but they are not
aware of how safe it is to use a mobile banking app. In reality, banking via a mobile app is as
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safe as walking into a bank and interacting directly with a teller, and it is actually much more
secure than banking through a browser on a personal computer. Because banks can control the
security on an app much easier than through a browser [39].

When customers use their browser to do their banking, they leave themselves open to mal-
ware and man-in-the-middle attacks. In recent bank breaches, hackers could gain valuable in-
formation about users’ bank login credentials, even their two-factor authentication credentials
in some cases, by key-logging and stepping in between a user and his or her bank’s website.
Even when a bank has strong security, if users’ computers are infected with malware or a virus,
they may be vulnerable to attack. This same threat is also possible on mobile browsers.



4 A Study in Mobile Banking

4.1 Questionnaire Design

A questionnaire was created to collect information about the target audience and to make visible
possible correlation between age, gender, knowledge of computer systems, familiarity with
mobile apps and trust in mobile banking.

The expectations were that the sample would indicate a minority of users performing mobile
transactions with the banking app, since mobile banking applications are still a new territory
in the UK. It was also expected to have a relation between age distribution and trust in mobile
banking, with an initial assumption that a younger public with higher computer skills would
trust mobile applications more easily than others.

The questionnaire design was broken down in three sections: demographics, general mobile
usage and security-related questions. The demographic questions identify gender, age, occu-
pation, education and computer skills. The general mobile usage section identifies if users are
familiar with applications in general. Security-related questions were created to identify the
trust in the bank as institution providing a service that should be inherent secure; the trust in
technology used for mobile banking either via browser, SMS or application; the general per-
ception of security using online banking (mobile or desktop browser); trying also to pinpoint a
possible reason why some of the people that answered the questionnaire choose not to use any
mobile method for their banking needs.

A number of tools were available to run the questionnaire and collect its answers, most had
a free option allowing just one form or a limited number of responses. I chose Adobe Form
Central over the others as it allowed me to check live data, monitor the progress, extract results
via Excel files (CSV) or PDF files, as well as exporting graphics directly. The control over the
full process of survey was interesting, with options for breaking down into pages, skip-logic in
case some questions require answers from other questions first, customised messages for final
“thank you” page, url redirect (if needed), custom filters for analysing results in graphical form.
This tool offered few templates according to the purpose of questionnaire, the designing tools
and ease of use were a bonus, all aligned with my personal taste and purpose for this work.

As incentive, an Amazon gift voucher of £25 was offered. Personal experience in filling
forms dictated that choice. People are generally more inclined to contribute to a survey if an
exchange for their time is offered, and this incentive worked well generating results. For the
prize draw specifics, I selected a person randomly using the follow simple method:

e [ exported the answers collected from Adobe Form Central (in Excel format).

e Reordered the list by the ones that answered “yes please!” first (some randomness was
generated with this step).

e Noted the total number of rows (number of people that asked to be included on prize
draw).

e Went to http://random.org and entered the number on their “True Random Number Gen-
erator”.
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e And a number within the band limit was random generated!

e Then, all I had to do is to check who was in the row with that number and the random
selection was done.

This method was explicit on the page where the winner was announced. The feedback
received from some of the participants was positive, they liked the short survey and the form
design/layout and the explanation about how the winner was chosen gave them a sense of
fairness.

4.2 Mobile banking questionnaire

The questionnaire started with the following questions related to demographics:
Please indicate your gender:

(O male
O female

Please indicate your age band:

O <18
O 18-24
O 25-39
(O 40-60
O >60

Please indicate your current occupation:

(O student

(O employed

(O unemployed
O self-employed
(O other

Please indicate your highest education level:

(O primary school
(O secondary school
(O graduate

(O post-graduate
(O other

How do you consider yourself regarding your computer skills?

(O basic
() intermediate
(O advanced

() expert
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(O other
Then a few questions about general mobile usage:

Do you carry out banking transactions on your mobile device (either via mobile browser or
mobile banking app)?

O yes
(O no

Do you use mobile applications, in general?

O yes
(O no

And then the security-related questions:

Do you believe that banks provide enough security on their websites or mobile applications?

O yes
O no
(O Idon’t know

Does your bank provide compensation for losses due to mobile banking fraud?

O yes

O no
(O I don’t know

For each method of online banking, please indicate how secure you believe each one to be:
Website:

O low security

(O medium security
(O high security

(O not sure

Application:

O low security

(O medium security
(O high security

(O not sure

Which of the following actions do you believe should be taken in order to increase mobile
banking security:

[J use antivirus
U] use trusted networks
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L] use trusted websites
L] use trusted applications
L1 I don’t know

Are you concern with data security when using mobile banking?

(O yes, the main reason that I don’t use it

(O yes, but use anyway

O yes

(O no, I trust in my bank services

(O no, it is unlikely for a security breach to happen

O no

Please indicate who/what you think is responsible for your security while you are using
mobile banking:

(O banks

(O networks
() websites

() applications
O yourself

Which security aspect are you most concerned with?

(O Hackers gaining access to my phone remotely
(O Someone intercepting my calls or data

(O Losing my phone or having my phone stolen

(O Malware or viruses being installed on my phone
(O Other

Please indicate if you think the following methods for mobile banking are safe or unsafe:

SMS (text messaging)

() safe
(O unsafe

(O don’t know
Mobile browser similar to the way you access the Internet on your PC

() safe
(O unsafe

(O don’t know

Application downloaded from your phone’s mobile app store

() safe
(O unsafe

(O don’t know
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How would you currently rate the overall security of mobile banking for protecting your
personal information?

() safe
(O unsafe

(O don’t know

Do you wish to be included on a chance to win a £25 Amazon voucher?

() yes please!
(O no, thank you.

In case the person selects NO for the question 'Do you carry out banking transactions on
your mobile device (either via mobile browser or mobile banking app)?’ then the following
question is added at the end:

You indicated that you do not currently use mobile banking. What is the main reason why
you have decided not to use mobile banking?

(O I’m concerned about the security of mobile banking

(O My banking needs are being met without mobile banking

(O The cost of data access on my wireless plan is too high

(O It is too difficult to see on my mobile phone’s screen

(O It is not offered by my bank or credit union

(O My bank charges a fee for using mobile banking

(O I don’t trust the technology to properly process my banking transactions
(O I don’t have a banking account with which to use mobile banking

O It’s difficult or time consuming to set up mobile banking

(O Other

And if the person selects YES for the question Do you carry out banking transactions on
your mobile device (either via mobile browser or mobile banking app)?’ then the following
questions were added to the questionnaire on the section of general mobile usage:

Please select how often you access details of your bank account with a mobile phone:
O daily

(O 3-4 times a week

(O 1-2 times a week

(O 1-2 times a month

(O other

Please select the method(s) you use for mobile banking:
L] website

L] application

L] other

And also the following questions on the security-related section:
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Relating your mobile banking service, do you...

Trust it overall?

O yes
(O no

Trust in the bank?

O yes
O no

Trust in the technology of mobile banking?

O yes
(O no

Trust that is secure from fraud?

O yes
O no

Is it easy to use?

O yes
(O no

What is the top reason you are dissatisfied with your mobile banking experiences?

(O I am concerned about my personal information being disclosed or have had personal
information disclosed as a result of mobile banking

(O Applications and/or websites for mobile banking are too complicated to use

(O I'have had problems getting the websites or applications to work properly

(O Banking on my mobile phone takes too long

O It is too difficult to see on my mobile phone’s screen

(O The transactions I want to execute are not available

(O Other

(O I’'m actually satisfied with mobile banking

A preview of the actual questionnaire can be viewed online for a limited-time only (until
15th June 2013) at https://adobeformscentral.com/?f=wR21798df-m54z-E8PZeQ&preview


https://adobeformscentral.com/?f=wR2I798df--m54z-E8PZeQ&preview
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4.3 Sense of Trust from Data

With the incentive of an Amazon Voucher, I gathered answers from 101 people in a speedy
manner. Observing the live data appearing on the Adobe Form Central was an exciting exercise
and an interesting way of observing partial results.

The following graphics show the statistics for the questions asked.

Please indicate your gender:

male 66% (67)

femle | 9

*101 total responses, 100% of submissions

Figure 4.1: Demographic question - Gender

Please indicate your age band:

<18 0% (0)

1824 [ 4% @

25-39 43% (43)

oo [ <% (49
o [ O

*101 total responses, 100% of submissions

Figure 4.2: Demographic question - Age

Please indicate your current occupation:

student 1% (1)

empioyed | ¢ (9

unemployed 3% (3)

self-employed - 8% (8)
other . 3% (3)

*101 total responses, 100% of submissions

Figure 4.3: Demographic question - Occupation



Please indicate your highest education level:

primary school 0% (0)

secondary school - 8% (8)

graduate 31% (31)

other - 9% (9)

*101 total responses, 100% of submissions

Figure 4.4: Demographic question - Education level

How do you consider yourself regarding your computer skills?

basic 2% (2)
ntermediore N 2% 22
advanced 39% (39)

other | 0% (0)

*101 total responses, 100% of submissions

Figure 4.5: Demographic question - Computer skills

Do you carry out banking transactions on your mobile device (either
via mobile browser or mobile banking app)?

yes 30% (30)

o I 7% (71

*101 total responses, 100% of submissions

Figure 4.6: Mobile usage question - Use o mobile for banking purposes
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Do you use mobile applications, in general?

yes 76% (77)

o I > (9

*101 total responses, 100% of submissions

Figure 4.7: Mobile usage question - Use of mobile applications in general

At this point it is interesting to notice that, despite users’ familiarity with apps, only 30%
of them access mobile banking.

Please select how often you access details of your bank account with
a mobile phone:

daily 10% (3)
s 4times aveck. NN 17 (5
1-2 times a week 33% (10)

12tmesamont I < (©
otver | 1% )

* 30 total responses, 30% of submissions

Figure 4.8: Mobile usage question - Access of bank account via mobile

Do you believe that banks provide enough security on their
websites or mobile applications?

yes 50% (50)
o I G
| don't know 28% (28)

*101 total responses, 100% of submissions

Figure 4.9: Security question - Security offered

The trust in the bank’s ability to provide security, as shown in the graph above, is consider-
ing the whole set of answers. Filtering the results to only select people who use mobile banking
shows that 80% of responses were YES, 13% don’t know if the banks provide enough security
and 7% answered NO. The later reects the belief that banks do not provide enough security but
nevertheless the mobile banking was used by the two individuals (7%).
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Does your bank provide compensation for losses due to mobile
banking fraud?

yes 23% (23)

no l 2% (2)
| don't know 75% (76)

*101 total responses, 100% of submissions

Figure 4.10: Security question - Compensation for losses due to mobile banking fraud

For each method of online banking, please indicate how secure you believe each one to be:

Website: Application:
low security | 1%(1) low security 15% (15)
medium security _ 40% (40) medium security - 24% (24)
high security 52% (53) high security 20% (20)
not sure l 7% (7) not sure _ 42% (42)
*101 total responses, 100% of submissions * 101 total responses, 100% of submissions

Figure 4.11: Security question - Website and Application security levels

These results could indicate that trust in online banking via website is a method established
for longer in user’s life and possibly the reason why receives a higher level of trust than appli-
cations. However, for the same question, only considering mobile banking users, the “website”
option received similar levels of trust, but the “application” received 77% of responses indicat-
ing medium or high security. In the light of the previous chapter, we can see that the sense of
security on each medium wouldn’t reflect the current situation, as online banking exposes the
users to a larger range of possible threats than an app.
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Which of the following actions do you believe should be taken in
order to increase mobile banking security:

use antivirus 49% (49)
s tustetnetworcs | <= -2
use trusted websites 62% (63)

use rustedsppications | <% ¢
| don't know _ 17% (17)

*101 total responses, 100% of submissions

Figure 4.12: Security question - Actions to increase mobile banking security

Are you concern with data security when using mobile banking?

yes, the main reason that | don't use it 40% (40)

yes 20% (20)
- 10% (10)
- EC

yes, but use anyway

no, | trust in my bank services

no, it is unlikely for a security breach to
happen

no

*101 total responses, 100% of submissions

Figure 4.13: Security question - Concern with data security using mobile banking

This is the first question where results could point for a possible reason why people don’t
use mobile banking. It only mentions data security as concern in the question phrase, which
could be slightly misleading. However, figure 4.17 solely addresses the possible reasons for
not using mobile banking giving more insight into user perceptions. It is quite interesting to
notice that even in between people with higher education, higher computing skills there is a
lack of understanding of real threats and a naive trust that “everything is going to be ok™ and “it
is unlikely for a security breach to happen™; to my surprise that 6% of users think that. Maybe
considering that threats don’t reach a massive number of users at one time that perception is
not so naive.
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Please indicate who/what you think is responsible for your security
while you are using mobile banking:

banks 58% (59)

- 5% (5)

websites 1% (1)
applications - 4% (4)

youse! I 52 2

*101 total responses, 100% of submissions

networks

Figure 4.14: Security question - Security responsibility

A vast majority believes that banks are the main responsible for security while using mo-
biles for banking purposes, followed by the sense of personal responsibility from 32% of users.
That was an interesting result consolidating that users would rely on banks for the security of
their applications however they are not eliminating the responsibility that they also have includ-
ing the choice of mobile device and network, installation of antivirus or protect mobile screen
with password

Which security aspect are you most concerned with?

Hackers gaining access to my phone

27% (27)
remotely
Someone intercepting my calls or data 26% (26)
Losing my phone or having my phone 29% (29)

stolen

Malware or viruses being installed on my 11% (1)
phone

*101 total responses, 100% of submissions

Figure 4.15: Security question - Top security concerns

I was expecting that one of the concerns would be more prominent than others but the, now,
top three concerns show quite a good distribution and division of opinions.

The top two reasons for not using mobile banking were “security concerns” and “traditional
banking already covering users’ needs”. Perhaps, since users have easy access to internet, they
don’t feel the need of another tool/method for bank transactions.



Please indicate if you think the following methods for mobile banking are safe or unsafe:

SMS (text messaging)

safe 16% (16)

onsore. [ 5% 59

don't know 26% (26)

*101 total responses, 100% of submissions

Application downloaded
from your phone's mobile

app store
safe 33% (33)
onsore [ 5% (9
don't know 32% (32)

*101 total responses, 100% of submissions

Mobile browser similar to
the way you access the
Internet on your PC

safe 35% (35)
onsore I 3<% 5
don't know 30% (30)

*101 total responses, 100% of submissions

How would you currently
rate the overall security of
mobile banking for
protecting your personal

information?
safe 26% (26)
unsafe _ 29% (29)
don't know 46% (46)

*101 total responses, 100% of submissions

Figure 4.16: Security question - Mobile banking methods: safe or unsafe?
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You indicated that you do not currently use mobile banking. What is
the main reason why you have decided not to use mobile banking?

I'm concerned about the security of mobile
banking

My banking needs are being met without
mobile banking

The cost of data access on my wireless plan
is too high

It is too difficult to see on my mobile
phone's screen

It is not offered by my bank or credit union

My bank charges a fee for using mobile
banking

I don't trust the technology to properly
process my banking transactions

| don't have a banking account with which
to use mobile banking

It's difficult or time consuming to set up
mobile banking

Other

*71 total responses, 70% of submissions

42% (30)

4% (3)

I 3% (2)
I 1% (1)
0% (0)
I 1% (1)
0% (0)

1% (1)

4% (3)

Figure 4.17: Security question - Main reason for not using mobile banking
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Please select how often you access details of your bank account with
a mobile phone:

daily 10% (3)
s-4times awee N 7% (9
1-2 times a week 33% (10)

otver M 1% ()

* 30 total responses, 30% of submissions

Figure 4.18: Mobile usage question - Access of bank account via mobile

The frequency of access showing 10% daily use and 17% 3-4 times a week seems high.
Perhaps due to the easy use and access, users would check their balances more often. Still the
majority (66%) access mobile banking from 1 time a week to 1 time a month, analysing the
raw data I especulate if that could be because of finantial maturity of the sample - above age 25
- that possibly have more financial control over expenses and don’t feel the need of checking
account with higher frequency.

Please select the method(s) you use for mobile banking:

website 60% (18)
sppication [ 7 21
other 7% (2)

* 30 total responses, 30% of submissions

Figure 4.19: Mobile usage question - Method used to access bank account

Analysing the raw data I could see that in 10 answers (approximately 30%), users access
their mobile banking with both website and application methods.

YES answers were expected to be the majority of the graphics in this section. Users an-
swering NO to each of the options still carried out mobile banking, possibly because of its ease
of use.



Relating your mobile banking service, do you...

Trust it overall?

yes [ o9 o)

no l 7% (2)

* 30 total responses, 30% of submissions

Trust in the technology of
mobile banking?

yes I s0% @7
no . 10% (3)

*# 30 total responses, 30% of submissions

Is it easy to use?

Trust in the bank?

yo: I e
no - 13% (4)

* 30 total responses, 30% of submissions

Trust that is secure from
fraud?

yes [ 6% (19
o I <% 2

* 30 total responses, 30% of submissions

yes [ 7% e)

no I 3% (1)

* 30 total responses, 30% of submissions

Figure 4.20: Security question - Mobile banking trust and ease of use
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4.4 Reflection

This dissertation was a great opportunity to render myself more literate regarding mobile bank-
ing.

The security modules I attended during the Software Engineering Programme tackled secu-
rity in many ways. Bank applications were fairly new at the time so security elements specific to
mobile aspects were not covered. However, security risks and measures are applicable to both
smarphones and computers due to their operating systems and browsers similarities, providing
me with foundation knowledge.

SPR RIS PLA DES

Research and a questionnaire were the methods used to analyse users’ trust in mobile bank-
ing. There were some papers mentioning trust in mobile applications and links related to mobile
banking but some of them reected results from 2 to 5 years ago, not representing the current
situation. I kept the questionnaire short and visible all in one page to motivate volunteers to
answer it completely and not to abandon the form during the process.

The tool of choice for this task was also important. I wanted a tool that could make the
process of running the questionnaire and collecting its answers seamless, easy to use, with
good layout and with possibilities of filtering results prior to exporting data to different formats.
Adobe Form Central gave me this exibility and the process of accompanying partial results was
quite exciting, observing expectations unfolding in graphics on screen.

The decision to give a voucher to volunteers that contributed to this work came from my
own experience on filling forms and having hope to be selected for the prize. It is an exchange
of “favours”, they give their time and opinion while the owner of the questionnaire offers some
token of gratitude. I believe this choice yields faster results when time is limited.

Looking back on the whole experience, I can see elements that if done differently could have
given richer answers and insights on the mobile banking experience. For start, the questionnaire
was run over a short period of time, only two days. Considering that I received 101 answers, I
wonder how many more answers I would be able to collect if the questionnaire was run for two
weeks instead.

The method of dissemination of the questionnaire was not diverse enough. I distributed
it within the University of Oxford and, regardless of being a diverse environment, would bias
some of the answers such as age group and education. This was counter-balanced with social
media distribution (Twitter and Facebook) which tapped into a more diverse group but, since
messages in this medium could be diluted with the “noise” of other messages, I wonder if I
should have asked “how did you came across this form?” or if I should have added an identifier
for each method of distribution.

Some of the questions selected could have been written in a different way or were dependent
of other factors that I didn’t take into account. For example, when asking if the user carried
out banking transactions on mobile device, this was the first question on mobile usage section
and I didn’t consider that, despite minimal chance of happening, maybe a user doesn’t have a
mobile phone and the remaining questions would be irrelevant for him/her. On the question
asking who or what the user thinks is responsible for security while mobile banking, it would
be clearer to ask who/what they think is “most” responsible because there is a combination of
factors and not a single-choice as presented.

Perhaps if  had added a free text field on questions where the “other”” option was available, |
would discover some other concerns or aspects that were not asked. Some users replied directly
to me with suggestions that were valuable. One simple option that I overlooked is to add a free
text “other comments” at the end of the questionnaire to gather suggestions, frustrations, doubts
about the questionnaire or the topics themselves.

One of the suggestions pointed exactly that:



45

“A free text comments field at the end of the questionnaire for further obser-
vations would be useful. For instance I would like to say: ‘I don’t use mobile
banking BECAUSE I am a security administrator and I KNOW network security
is not completely watertight’. However, banks are not at all open about security
measures and therefore how can I trust them?”

This suggestion relates to one of the points on my dissertation where mentions that Bar-
clays and Natwest give general suggestions on how users should behave or protect their de-
vices. They mentioned how security (the term ‘“‘security” in its broader aspect) is used in their
applications and websites to reassure its customers that is safe to bank with them. However,
I couldn’t find technical specifications about encryption, network security, password policies
and other elements of security that are being used. With this statement I am not requesting
the banks to openly publish the level of security applied and sensitive information that can be
used against them and their customers, but more information would be beneficial for the users
that are technically aware and want to know the risks and measures taken by their banks. On
the other hand, I am favourable of transparency in the use of applications and websites, where
the banking, when possible should keep security checks and “annoyances” to a minimum (still
maintaining security), so it is hard to have a balance there.

Another feedback was:

“Just a thought one item you have not asked about, which is in common use
in internet banking, is the validation of transactions with a portable card reader
which uses your PIN and generates a one-time code to validate transactions. 1
might consider mobile banking if it was secured with a dongle that uses personal
data not stored on my phone or generally available.”

I found this suggestion very interesting because it adds another layer of security without
asking the user to put cards in gadgets, enter PIN, generate tokens etc. which it was mentioned
in many other works about resistance of adoption or compliance, and the cost that security
adds to the user’s tasks. Taking away part of the burden for the user to remember strong
passwords/passphrases and adding a “transparent’ layer or security could facilitate the adoption
of mobile banking considerably.

Yet, another suggestion coming from email:

“Asking whether mobile banking is ’safe or unsafe’ is very hard to answer
truthfully — nothing is 100% ’safe’ (from what?), it’s always a risk/benefit analy-
sis.”

This was a good point, it seems now that my question was incomplete (maybe was my inex-
perience in creating forms). The questionnaire was used to gather feedback on trust in mobile
banking and if the users would trust that security was properly implemented to allow them to
use mobile banking. For a quick survey, I still think the questions give the idea needed for the
context of this dissertation. However, if further research is done, maybe a more appropriated
way would be give examples of levels of security or examples of treats that banks address to
guide the users answering the question.

An interesting comment was made:

“I said no to voucher, because I don’t want my name associated with my an-
swers = potential security treat”

— the comment was made in a very friendly and humorous manner but did ag that perhaps
the link to the answers should have been clearly identified as not anonymous (or offer other
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solution). I could track back the answers related to a specific individual the way the form
design was made. If I had a redirect from the end of the form to a secondary form which would
gather names that wished to be entered on the prize draw would be more appropriate. Not only
a separated form but also eliminating the timestamps on the entries (otherwise the identification
would be still possible).

This last email finished with:

“I do worry though about banking on-line — and wonder just how the bank
would respond if somebody hacked into my account, somehow via my accessing it.
It’s convenient of course — but people are very clever these days.”

Some of the banks offer compensation, but I didn’t explore the terms and conditions for
such, and they could vary from bank to bank. The top security concerns figure 3.19 illustrates
that concern is high, even among the users of mobile banking.

Another question that could have been asked related to this aspect is:

“if your bank offers fully compensation for any financial loss resulted from
mobile banking, would you still be worried to use their mobile services?”.



5 Conclusion and Future Work

Mobile phones have become one of the most used mechanisms of communication worldwide.
With the development and growth of mobile technologies, this device evolved and many models
can now perform a multitude of tasks: from the communication using voice and video calls, text
messages and multimedia messages, to assist its users in areas of entertainment, productivity,
social networking, internet, news and many other categories. A vast range of possibilities are
open for development and businesses.

In order to explore such opportunities and with the number of devices pairing with the num-
ber of global population, most banks have already launched their mobile applications and/or
re-designed mobile version of their websites. Mobile banking is reaching larger populations,
many of which don’t have access to smartphones but to older phones that can still use the SMS
interface to perform banking transactions. Users are adopting mobile banking (using mobile
browser, SMS or bank app) in a much slower rate compared to other application categories.
Nevertheless is an exciting opportunity for people that didn’t have banking access and it is a
growing business for banks and financial institutions.

In general, people trust methods that are already familiar and established in their lives;
aversion or reluctancy to change is understandable since it causes extra effort: the learning of a
new technology or process; the costs related to them; the lack of understanding of benefits, and
the potential threats that can ‘scare’ them away.

Mobile banking is not different. The results of a security breach can cause financial loss,
distress and many other social impacts in the user’s privacy. There is an indication that mobile
banking is being adopted in many countries and within certain groups, either because of need:
in the case of the “unbanked” in Kenya, with 14 million of users to date [35], or because
of a higher understanding on the security measures applied by banks and the trust on mobile
banking applications platform. Overall trust in mobile banking is still shy and this medium
is not yet established considering only 20% of its adoption in more than ten years of mobiles
running compact versions of operational systems.

Cost-effectiveness for users is important, in many studies barriers or extra steps to perform
tasks, despite these steps could ensure security to mobile banking use, it will delay users’
adoption. Business institutions and the development community shouldn’t overlook the fact
that simply reinforcing security policies that don’t consider user needs will ended up drive
them away.

A mobile user may have a basic understanding of security risks while performing mobile
banking but overloading the process with security measures that are not transparent to the user
won’t increase rate of mobile banking. And despite the existing threats, some users still ponder
about the convenience and access of mobile banking and will perform mobile transactions even
if they fear privacy breach or financial loss.

Helping users to reduce their fears about mobile banking, providing clear communication
to customers on how they provide security and a safety net (compensation for losses due mo-
bile banking fraud) should be part of the banks’ strategy for mobile banking spread. General
education about mobile risks and ways of mitigating and deterring them could contribute to
user’s understanding, but keeping in mind that elements of security should be tranparent on
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the process of using mobile applications or mobile banking in general, in the sense that banks
should provide the security mechanisms that have lower impact on the user’s behaviour.

In the light of the research for this dissertation, I would like to consolidate the following
findings.

Applications can be considered safer than accessing banking account through a web browser.
Apps provide a direct link from the device to the bank, without having to go through any ad-
ditional browser or third-party applications. This means banks have better control over the
security and connection with customer interactions. Because these apps are built specifically
for a particular bank and its customers, the bank can provide a secure connection using SSL
encryption, two-factor authentication and other elements to redeem the application secure for
use.

Actors that influence mobile banking security:

e The self - user, customers.

e The technology - mobile device itself including its operation system, security layers and
mechanisms.

e The network - communication channels.
e The channels - method to access mobile banking (i.e. application or browser).
e The institution - the bank.

Main concerns about mobile banking security can be addressed by:

e Installing mobile antivirus which will protect against malware and enable users to lock
or wipe the device in the event it is misplaced or stolen.

e Download applications from official app stores.
e Adding a PIN or another screen-lock mechanism.
e Keeping OS updated.

e Do not use public Wi-Fi when banking via mobile device, opt for the 3G or 4G connec-
tivity of the own smartphone. Although those algorithms can be hacked, any respectable
mobile commerce site will have SSL encryption in place for further protection.

e Be aware of phishing emails that mimic your banks look and feel. Be familiar with the
bank website so fakes can be discerned. Typos and problems with design choices are
giveaways.

e Don’t click on links in a suspicious email, type your banks URL in a browser and login
from there.

And understand your bank’s policy regarding mobile banking. If the bank provides a safety
net and it is clear to its customers, the latter could improve the trust in mobile banking and in
mobile banking applications.

“When you use Barclays Mobile Banking, you will automatically be protected
in the event of fraud We’ll cover any resulting loss, no matter how much money is
taken from your account” [6]
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Some interesting findins about mobile banking applications and sense of security collected
from questionnaire, however this study can be consider an initial work to explore the need for
security and the trust of users in mobile banking. Future works could explore a wider audi-
ence and diversity of people, explore even more socio-economical factors that could influence
mobile banking adoption and in terms of security a creation of elements that could remove the
complexity layer from the user side and facilitate the process.
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