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Abstract

Machine learning (ML) is becoming ubiquitous in real-world applications, spanning from our
domestic devices such as vacuum cleaner robots, smart phones, virtual assistants, to industrial
applications such as manipulators, warehouse robots, to public services such as medical imaging,
surveillance cameras, energy grid, etc. With the growing ubiquity and interconnection of these
devices, interactions among them will soon become commonplace. These emerging ML problems
and the interactions among agents can be formulated as Multiagent ML Systems. On the
one hand, many complex ML tasks require the cooperation among multiple agents carrying
distributed resources and capabilities. On the other hand, multiagent solutions often lead to
improved efficiency, robustness and scalability. Among the many aspects of multiagent ML
systems, an important research problem is payoff allocation. This is because multiagent ML
systems typically receive a global payoff for the overall performance of all agents, while a fine-
grained evaluation of each agent’s contribution is absent. Nevertheless, these agent-specific
payoffs not only offer natural incentives for their contribution and cooperation, but also provide
crucial feedback signals for interpreting the agent’s contributions and improving the their future
cooperative policies. In this thesis, we investigate the properties of emerging multiagent ML
systems and address new challenges that arise when applying classic payoff allocation methods
from cooperative game theory to them.

The first part of the thesis investigates payoff allocation in submodular multiagent ML
problems. Though convex games are commonly studied in cooperative game theory, many
multiagent ML applications naturally exhibit submodular characteristics. Moreover, properties
of the ML applications give rise to increased computational burden, as well as a new type of
malicious attack (i.e., the replication manipulation). To address these challenges, we present
a theoretical analysis on payoff allocation methods (in particular, semivalues) in submodular
cooperative games, and characterise their robustness against the replication manipulation. We
then extend our theoretical results to an emerging application of ML data markets and discuss
related and more complex attack models. Moreover, we present a sampling method for estimating
the payoft allocation methods to address the computational issue. Finally, we empirically validate
our results on a classic facility location problem and on real-life machine learning datasets.

In the second part of the thesis, we investigate the integration of the payoff allocation into
the learning process for guiding multiagent reinforcement learning (MARL) updates. To this
end, we present a framework of game-theoretic payoff allocation in MARL for robotic control.
Though the payoffs to agents provide crucial reward signals for improving their cooperative

policy, a new challenge arises when performing the payoff allocations during learning. That is,



the characteristic values of coalitions are absent except for the grand coalition, i.e., the global
reward. On the one hand, it is impossible to re-run the simulation for all possible coalitions at
each step. On the other hand, brute-force inferring the value of the unseen coalitions would suffer
from highly inaccurate estimations due to high dimensional continuous state and action spaces
in the robotic application. To address this challenge, we further incorporate a model-based RL
module into our payoff allocation framework, and use a learned model of the environment to
simulate values of the unseen coalitions. We empirically demonstrate that our model-based payoff
allocation framework greatly improves the performance and sample-efficiency of the MARL
system on (multiagent) MuJoCo robotic locomotion control tasks.

In conclusion, the results presented in this thesis pave the way towards the application of
game-theoretic payoff allocation methods in emerging multiagent ML systems, and opens up a

number of exciting directions for future research in this topic.
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1.1 Multiagent Machine Learning Systems

As a quest towards artificial intelligence (Al), machine learning (ML) is the research field that
enables machines to learn automatically from data in order to perform predictions and optimal
decision making. Empowered by the availability of large quantities of data and computational
resources, machine learning is becoming ubiquitous in real-world applications, spanning from
our domestic devices such as vacuum cleaner robots, smartphones, virtual assistants, to industrial
applications such as manipulators, warehouse robots, to public services such as medical imaging,
surveillance cameras, energy grid, etc. With the growing ubiquity and interconnection of ML

devices, interactions among these entities will soon become commonplaces.



1.1. Multiagent Machine Learning Systems

1.1.1 Multiagent Systems of Machine Learning Agents

Take autonomous driving as an example, an autonomous vehicle nowadays can learn to perceive the
world, plan its trajectory and perform optimal control by leveraging cutting-edge machine learning
techniques such as reinforcement learning (RL). In the foreseeable future, many such vehicles will
operate on the road at the same time, hence their interaction, communication, and coordination
would play essential roles for the safety and efficiency for the future transport system [129, |87]].

A multiagent system (MAS) [[148] is often used to model the interactions among multiple
autonomous agents and their environment. Specifically, an agent is an abstract model which can
represent a large category of entities. For example, an agent can represent a physical entity such
as a seller in a data market, a device in a federated learning system, a robot in a rescue team, an
autonomous vehicle; or a digital entity such as a software agent that plays chess, a node in an
online social network, or a virtual assistant. In the machine learning community and in particular
the subfield of interpretable ML, the notion of agents is also extended to represent passive entities
that collaboratively contribute towards a task, such as data or features that contribute to the
training of a machine learning model. According to the represented entities and their decision-
making approaches, agents can be designed to have shared or different attributes such as sensor
observations, actions, capabilities and policies. Moreover, depending on the specific problem
setting, agents in a multiagent system may hold different or shared goals and preferences. A
common approach to modelling the preferences of an agent is to define a utility function, which is
a quantitative evaluation of different states in the environment, and the agent will aim to reach the
states with higher utility. As agents may represent varying types of physical or digital entities,
we will adopt the pronouns it and they when referring to a single or group of agents.

Having defined the individual agents, the next step is to determine the mode of their inter-
actions. To this end, we may ask questions such as whether the agents can communicate with
each other through a communication graph? Do the agents have the ability to learn and adapt
from their interactions. Are the agents benevolent or competitive [[129]?

On the one hand, the agents can be selfish (rational) and only aim to achieve their own goals.
This assumption of rationality is common in Al and economics, and is the foundation of many
important game-theoretic solution concepts such as the Nash Equilibrium [95]]. Interestingly,

the assumption of rational agents can even hold in cooperative scenarios, where an agent only
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cooperates with others in order to achieve its own goals. For example, consider a multi-party
machine learning problem where a group of agents each holds a different piece of resource. Here
the agents can be a group of hospitals each with limited medical data, a group of data providers in
a data market, or a mobile device in a federated learning network. While the agents collaboratively
pool their resources in order to train a joint machine learning model, each agent can be considered
rational, that is, it is only interested in maximising its own utility, be it the performance of the
trained ML model for its own downstream task, or the monetary compensation for its contributed
resource. In the extreme case of competitive interaction, the agents can fall into a zero-sum
situation where optimising their own utilities correspond to oppressing the others’. An example
is the game of Go, where the win of an agent means the loss of the opponent.

On the other hand, agents may be benevolent and willing to help each other to achieve their
different goals. In the extreme case, the agents can be fully-cooperative and all agents aim to
achieve a shared objective. In fact, many complex real-world applications that require cooperation
among a team of agents can be modelled by a fully-cooperative multiagent system. An example is
the robot rescue teams, where the robots cooperate to assist in the search and rescue of victims
following disastrous situations. Another common example is multiagent manipulation, where
two or more robotic agents (e.g., robotic arms or quadruped robots) collaboratively grasp and
move an object towards a target location and rotate the object towards a specified configuration.
On a lower granularity, each robot with multiple components can also be modelled as a fully-
cooperative multiagent system. Here the agents can correspond to joints or actuators, which

jointly control the whole robot to perform locomotion.

1.1.2 Payoff Allocation for Multiagent Machine Learning Systems

In real-world multiagent ML systems and especially cooperative scenarios, the agents often receive
a global payoff for their joint performance, while a detailed attribution of the payoff to each agent
is absent. This makes it difficult to provide agent-specific feedback. For example, some agents
may have contributed significantly towards the task, while some agents may have under-performed,
being the bottlenecks of the system. Imagine a traffic system of autonomous driving vehicles. In

the case of traffic congestion, it is useful to obtain the agent-specific contributions and identify
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which of the vehicles were the major bottlenecks, then use this feedback to adjust their behaviors
and improve the agents’ contributions towards the system.

To this end, an important aspect and great challenge of multiagent machine learning is payoff
allocation [84), [85. 12, 142, [75] [108]], which evaluates the contribution from each member towards
the multiagent system and how much payoff they are entitled to. On the one hand, payoffs
(e.g., monetary compensations) to agents according to their contributions provide incentives
for the agents to increase their contributions towards the cooperative task. On the other hand,
the payoffs allocated to agents can be used as crucial feedback signals for them to learn and
improve their cooperative behaviours. In the following, we describe payoff allocation in two
types of real-world applications.

1. Payoff Allocation for Data Valuation. Training machine learning models towards real-
world applications may require large volumes of high quality, up-to-date and application-specific
training data. However, manually collecting such training data can be time-consuming and error-
prone for ML practitioners. In order to acquire the amount of data that is sufficient for training the
ML model, they may need to purchase data from one or multiple data providers. Alternatively,
multiple agents can collaborate to train a machine learning model, either in a centralised approach
(e.g., by pooling their data) or in a decentralised approach (e.g., federated learning). Often a payoff
such as monetary compensation is allocated to each data provider according to their contribution,
which rewards their participation and incentivizes the provision of high-quality data. Though data
nowadays is becoming an important digital asset, there are no simple or universal methods for
data valuation, especially in the emerging field of multiagent machine learning which is gaining
increasing prominence in real-world applications and wide research interests. This calls for a
payoff allocation mechanism for data valuation, which evaluates the contribution of the data
from each data provider towards the trained ML model.

2. Payoff Allocation as a Reward Signal. Imagine a robot manipulation task where three
robotic agents A, B, C cooperate to move an object. Collectively, the agents successfully delivered
the object to the target location and received a reward. However, if we closely examine the
execution process, only agent A consistently pushed the object towards the correct direction.
Meanwhile, agent B constantly pushed the object in the wrong direction, while agent C moved

randomly and did not assist in moving the object. In this case, how can we decide how much



1. Introduction

reward shall be allocated to each agent? Should Agent A receive the whole reward while B and C
get punished? This example illustrates a payoff allocation problem in multiagent reinforcement
learning (MARL). In reinforcement learning, an agent learns to perform a task through repeated
interactions with the environment. To learn the correct behaviour, the agent uses the reward
feedback on its behaviours in the previous interactions to improve its policies. Therefore, the
reward signals are crucial for the agents’ learning as they implicitly characterise the task objective
for the agents. In a cooperative multiagent system, however, oftentimes only a global reward signal
is available which evaluate the performance of the joint actions of all agents, whereas the agent-
specific reward is absent. In the above example, if agents B and C receive the global reward for
their task completion, the agents will update their model in the direction which reinforces their false
behaviours, hence the lack of credit assignment may lead to agents learning in the wrong directions.

The above examples demonstrate some of the important roles played by payoff allocation in
multiagent machine learning systems. Apart from these applications, payoff allocation is also
useful in many other machine learning applications such as feature importance analysis [84], which
provides quantitative measurements for the contributions of each feature towards a machine learn-

ing model. More details on the related applications will be discussed in the future work chapter.

1.1.3 Cooperative Game Theory for Multiagent Machine Learning Systems

As we have seen above the important applications of payoff allocation, a natural question then
arises: across these different emerging applications, are there generic methods for evaluating the
contribution of the agents, and what are the criteria for assessing the payoff allocation methods?
To answer this question, we look at cooperative game theory, where payoff allocation has been
extensively studied. For example, the most popular and widely adopted solution concept for
payoff allocation is the Shapley value [120]. Introduced by |Shapley|in his 1953 paper, the Shapley
value defines a way to allocate the joint payoff of the multiagent system to each member. Along
with the allocation method, the Shapley value comes with some natural properties which are
commonly used as the criteria of fairness for general payoff allocation methods. In the rest of the
thesis, we will extend from the Shapley value and study a class of Shapley-like solution concepts
called the Semivalues [32]. A major novel contribution of this thesis is applying solutions from

classic cooperative game theory to the multiagent machine learning systems. On the one hand,
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cooperative game theory provides a principled approach to payoff allocation in multiagent systems.
On the other hand, the use of machine learning techniques enables the multiagent systems to be
applied to real world applications. However, applying cooperative game theory to multiagent
machine learning is non-trivial. For example, in classic cooperative games, supermodularity is
often assumed as a natural incentive for the cooperation among (rational) agents. By contrast, in
many real-world ML applications, submodularity commonly happens (e.g., redundancy caused by
overlapping information) and the cooperation among agents can still form due to the cooperative
nature of the applications (e.g., multi-robot systems). As a result, research on the theoretical
aspects of game theoretic solutions in submodular ML systems is urgently needed. In this thesis,
we aim to address some of these challenges that may arise when applying classic cooperative
game theory to the multiagent machine learning systems. In the following section, we present

an overview of the research questions and an outline of the rest of the thesis.

1.2 Research Questions and Thesis Outline

In this thesis, we study some of the interesting properties and address new challenges that
arise when applying classic game-theoretic payoff allocation methods to the multiagent machine
learning systems. In particular, we focus on payoff allocation among agents in cooperative
scenarios, and we look into the two aforementioned applications, 1. payoff allocation for data
valuation in ML data marketplaces; 2. payoff allocation as a reward signal for multiagent
RL. What it follows outlines topics studied in the rest of the thesis, which are also shown

in the roadmap in Figure [I.1]
1.2.1 Payoff Allocation and Replication Manipulations in Submodular Games

A large body of cooperative game theory research are devoted to convex games [121]], where
agents are more useful when joining a larger group of other agents. However, many multiagent
machine learning systems exhibit submodular or approximate submodular behaviours. This is
due to the natural properties of the interaction among agents. An example is the collaborative
machine learning system where agents pool their training data to jointly train an ML model. The
data held by each agent often carry redundant or partially overlapping information towards the ML

task. As a result, the performance of the trained model would be approximately submodular with
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Figure 1.1: Thesis Roadmap

respect to the data, i.e., with the growing amount of data, adding more data will not significantly
improve the model performance. Depending on the specific objective function, the submodularity
property can also apply to other multiagent ML systems such as a set of ML features [29] or
a team of robots [154]]. Motivated by the wide range of submodular problems in multiagent
ML applications, we will study some of the characteristics of game-theoretic payoft allocation
methods in submodular cooperative games.

Apart from submodularity, we observed that the properties of machine learning systems give
rise to new ways of malicious manipulations. In cooperative games, malicious manipulations
have previously been studied in the context of voting games, where agents aim to increase their
voting power by performing malicious splitting/merging manipulations [4]. In the emerging
multiagent machine learning systems, we observe a new type of malicious manipulation, i.e.,
replication manipulation. This is because many digital resources such as ML data and ML features
can be replicated, hence agents can easily replicate their resources and act under multiple false

identities. We are therefore interested to ask: What governs the behaviours and robustness of
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payoff allocation methods against the new replication manipulation in submodular cooperative
games? And are there mechanisms to counteract the replication manipulation?

Furthermore, a practical issue around payoff allocation in multiagent machine learning systems
is the expensive computation. For example, to compute the Shapley value for the agents, we need
to compute the marginal contribution of each agent towards all possible coalitions of other agents.
Imagine if the valuation of each coalition corresponds to training a machine learning model, then
in total 2!N! models need to be trained in order to compute the payoff allocation.

We address these questions in Chapter [3} Specifically, Section studies the theoretical
aspects of payoff allocation methods (in particular, semivalues) in submodular cooperative games
and their robustness against the replication manipulationﬂ To list a few of our results, we derived
closed-form solutions for the Shapley value and the Banzhaf value in a classic submodular
facility location problem. And in general submodular games, we show that the average marginal
contribution of an agent towards coalitions of other agents decreases with growing coalition size.
In the context of replication, we present a necessary and sufficient condition that characterises
the robustness of all semivalues against replication, e.g., the Shapley value is vulnerable to the
replication manipulation, where an agent can increase its total payoff by replicating. In Section[3.4]
we extend our theoretical study to an emerging application, namely, multiagent ML data markets,
which connect data providers with ML practitioners who are in need of application-specific
and up-to-date data. By modelling the market as a cooperative game, the agents (i.e., data
providers) receive a payoff according to the contribution of their data, and a malicious agent may
perform data replication to increase its payoff. Extending from our basic replication manipulation
results, we also discuss more realistic manipulation scenarios such as a combination of data
replication and perturbation, data splitting, or replication only on a subset of the data. Moreover,
to address the expensive computation in the data market payoff allocation, we introduce an
efficient sampling algorithm for estimating the semivalues, which demonstrates strong empirical

improvements against state-of-the-art methods.

IFor a detailed outline of our results please refer to Section
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1.2.2 Payoff Allocation in Robotic Multiagent Systems

B

In the previous research question, payoff allocation was applied to perform valuations of agents
contributions in multiagent machine learning systems. The payoff allocation is performed post-hoc
and does not directly assist in the machine learning model updates. Meanwhile in a multiagent
reinforcement learning system, the agent-specific payoffs are natural learning signals for guiding
the agents’ policy updates. In Chapter 4, we study payoff allocation as a reward signal for
multiagent robotic control, and in particular, we study the continuous control of a single robot,
where we model the robot by a multiagent system of its connected body components.

Reinforcement learning (RL) has shown great promise in robotic continuous control tasks.
Nevertheless, prior research in this vein centers around the centralized learning setting that largely
relies on the communication availability among all the components of a robot. However, agents
in the real world often operate in a decentralised fashion without communication due to latency
requirements, limited power budgets, and safety concerns. By formulating robot components
as a system of decentralised agents, we present a decentralised multiagent RL framework for
continuous control. To start with, we build a Cooperative Multiagent Proximal Policy Optimisation
(PPO) framework that allows for centralized optimisation of the agents’ policies during training
and decentralised operation during execution. However, as discussed in the previous section
(c.f., Section [I.1.2)), the cooperative system only receives a global reward signal which is not
attributed towards each agent. To address this challenge, we present a credit assignment RL
framework based on Semivalues, which allocates to each agent a reward based on its contribution
at each training step. The term credit assignment [43]] is often used in RL while payoff allocation
is commonly used in game theory [22]. In the rest of the thesis, we will use the terms credit
assignment and payoff allocation interchangeably, as a real value assigned to an agent that
quantifies its contribution in the team.

Though the game-theoretic framework allows us to effectively evaluate the agent-specific
reward signal, a new challenge arises when applying the semivalues during the learning process as
opposed to performing post-hoc analyses. That is, the characteristic values of coalitions are absent
except for the grand coalition (i.e., the global reward of the whole system). So how can we obtain
the value of different coalitions of agents? On the one hand, it is impossible to re-run the simulation

for each possible coalition at each step, as the credit assignment needs to be performed at each
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training step of training, which is typically on the scale of millions. On the other hand, brute-force
inferring the value of the unseen coalitions would suffer from highly inaccurate estimations, as
a result of high dimensional continuous state and action spaces. To address this challenge, we
incorporate a model-based RL module into our credit assignment framework. Typically, model-
based RL allows the agent to learn a model of the environment transitions in addition to its policy
model. The environment model is then used to generate simulated experiences for training the
agent’s policy model. In this thesis, we integrate model-based RL to our multiagent system and
use the environment model to simulate values of the unseen coalitions. We demonstrate that
our model-based credit assignment framework greatly improves the performance and sample

efficiency of the multiagent RL system on MuJoCo [140] robotic locomotion control tasks.
1.2.3 Other Projects Completed Towards the DPhil

Apart from payoff allocation, I also studied the following topics in RL related to the thesis.

1. Abstraction and Skill Transfer via Inverse Reinforcement Learning (IRL): IRL [1} 97,
1351 1155]] is an approach to learning from demonstrations. In this project, we applied IRL to
perform transfer of skills (i.e., options [134]). Using the skill transfer framework, we further
combine state and temporal abstractions which generates abstract SMDP’s that can be used for
efficient planning. In future work, it is interesting to apply IRL for multiagent RL, allowing
agents to learn from each other.

2. Multiagent Coordination through Hierarchical RL: In a multiagent system, an agent’s
optimal policy depends on the policies of other agents. The options framework allows agents to
take into account others’ behaviours by broadcasting their current options. We further propose
the dynamic termination of options to addresses the flexibility-predictability dilemma. In future
work, it is interesting to further explore the opportunity to apply hierarchical RL for multiagent
robotic continuous control.

3. Behavioural Equilibria in weighted Boolean games. In this project, we studied the
computation of equilibria solutions in weighted Boolean games, where an agent aims to satisfy
a weighted set of propositional logic goals by assigning truth values to its variables. However,
an agent’s goal may contain others’ variables. We studied the strategic interactions of agents in

such games, developing efficient algorithms for finding equilibrium solutions. In future work,
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it is interesting to apply the Boolean game formulation for modelling heterogeneous multiagent

RL systems where agents exhibit different objectives.

For more details of these projects please refer to publications listed in the following section.

1.2.4 A List of Papers Completed Towards the DPhil

The main contributions of the thesis are based on the following papers where I am the first

author and the main contributor:

1.

[54] Han, D., Wooldridge, M., Rogers, A., Tople, S., Ohrimenko, O., and Tschiatschek,
S. Replication-Robust Payoff-Allocation for Machine Learning Data Markets. (Currently
under review for IEEE Transactions on Artificial Intelligence)

This paper studies game-theoretic solution concepts and their robustness under a replication
manipulation in submodular multiagent ML systems. We applied the theoretical results to
data valuation in an ML data marketplace. The work in this paper is presented in Chapter [3]

of the thesis.

[56] Han, D., Lu, C., Tomasz, M., Wooldridge M., Multiagent Model-based Credit
Assignment for Continuous Control. (Accepted as a full paper to AAMAS-22)
This paper proposed a model-based game-theoretic credit assignment framework for
continuous control in robot learning. The work in this paper is presented in Chapter 4] of the

thesis.

The following are a list of my first-authored papers which are completed during the course

of the DPhil and are relevant to the topics covered in the thesis. These papers are omitted

for the coherence of the thesis:

1.

[53] Han, D., Boehmer, W., Wooldridge, M., and Rogers, A. Multi-agent Hierarchical
Reinforcement Learning with Dynamic Termination. (Published in AAMAS-19 as an
extended abstract. Full paper published in Pacific Rim International Conference on Artificial
Intelligence, 2019).

This paper studied coordination in multiagent RL. We proposed a multiagent hierarchical

RL framework which allows agents to communicate their current subgoals, moreover, a
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termination operator which learns to dynamically balance the agents’ predictability and

flexibility for improved coordination.

2. [57] Han, D., Wooldridge, M., and Tschiatschek, S. MDP Abstraction with Successor
Features. (Accepted in AAAI-22 Workshop on Reinforcement Learning in Games).
This paper proposed an abstraction framework for Semi-Markov Decision Processes in
hierarchical RL. The framework unifies state and action abstraction, and allows agents to
transfer and efficiently plan with their learned skills in new environments through inverse

RL.

3. [55] Han, D., Harrenstein, P., Nugent, S., Philpott, J., and Wooldridge, M. Behavioural
Strategies in Weighted Boolean Games. (Published in Information and Computation, 2021).
This paper studies a type of non-cooperative game called Weighted Boolean Game. Agents
strategically assign values to Boolean variables in order to achieve their own objectives
expressed as propositional logic formulas. We proposed and computed the equilibrium

solutions for the Boolean variable assignments.
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In this chapter, we will introduce the background knowledge necessary for understanding
the rest of the thesis. We will first lay the theoretical foundation of this thesis by introducing the
concepts and notations of cooperative game theory in Section[2.1] Specifically, we will briefly
introduce multiagent problem solving in Section [2.1.1] we then introduce cooperative games
and common payoff allocation solution concepts with illustrative examples in Section[2.1.2] In
Section [2.1.3] we take the perspective of the players (agents) and discuss common malicious
manipulations taken by a single or group of players in order to optimise their objective. We
then introduce the concepts of reinforcement learning (RL) in Section[2.2] including the basic
concepts and notations in Section[2.2.1] followed by model-free RL topics in Section[2.2.2] We

then introduce continuous control RL methods, including Proximal Policy Gradient (PPO), upon
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which we will develop our multiagent RL framework. Finally, we introduce the formulations of

multiagent RL in Section [2.2.4] and model-based RL in Section [2.2.5]

2.1 Multiagent Systems and Cooperative Game Theory

A Multiagent System (MAS) is a system composed of multiple interacting intelligent agents [148]],
which can often be used to solve problems that are difficult or impossible for an individual
agent. Multiagent problem solving often includes topics such as cooperation, coordination

and communication, negotiation.

2.1.1 Multiagent Problem Solving and Games

There is a substantial body of classic literature on the formulation and optimisation of multiagent
problems. Here we give a brief overview of some of the existing frameworks which cover
different types of agent interactions.

For cooperative multiagent systems, a classic body of literature is Cooperative Distributed
Problem Solving (CDPS). As a subfield of Distributed AI, CDPS focus on how a loosely-coupled
network of agents can work together and cooperate in order to achieve a common goal that is
often beyond their individual capabilities [33}[148]]. CDPS embodies a wide range of multiagent
coordination approaches such as negotiation, cooperation under inconsistencies, organisational
structuring, and multiagent planning. An example is the Distributed Constraint Optimisation
Problem (DCOP) [39], which is defined by a group of agents, a set of variables each belongs to an
agent, and constraints on the values assigned to the variables. And the aim of the agents is to find
variable assignments that minimise the cost of the constraints in a decentralised manner.

Multiagent planning extends multiagent problem solving to sequential settings. Markov
Decision Processes (MDP) is the most common model for single-agent decision making under
uncertainty. MDP’s can be extended to model multiagent decision-making problems, such as the
frameworks of multiagent MDP’s (MMDP) [[12] for fully-observable settings, and Decentralised
Partially Observable MDP’s (DEC-POMDP) [10] for partially-observable scenarios. Furthermore,
in cases where a model of the environment is not available for planning, we can facilitate agents

with learning capabilities. Specifically, multiagent reinforcement learning (MARL) [12]] extends
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multiagent planning problems to agents that can learn to perform decision making through
repeated interactions with the environment.

When agents are not fully-cooperative and each holding different goals, they need to act
strategically in order to maximise their own utilities. Game Theory, a branch of mathematics study-
ing the mathematical models of strategic interactions among rational (self-interested) decision-
makers [22f], provides a good theoretical formulation for studying strategic multiagent decision
making. In particular, a game is a mathematical model to capture the environment in which the
decision-makers interact. These decision makers are termed as agents, or players of the game. EI

There are two important types of games studied in game theory — non-cooperative games and
cooperative games. The class of non-cooperative games focus on individual agent’s strategies
whereas the cooperative games focus on the formation of coalitions and payoff allocations. For
non-cooperative games, simultaneous gameplay is often represented by a normal form game, that
is, a matrix that represents all possible combinations of the agents’ strategies and the utilities
of each agent corresponding to the outcomes of each combination. A classic example is the
Prisoner’s Dilemma [[107]], where two prisoners separately choose whether or not to betray each
other, and each player receives a sentence that is based on the outcome of their collective choices.
Many solutions are developed for non-cooperative games, the most common solution concept
being the Nash equilibrium [95]], which corresponds to equilibrium points where all players are
playing their best response hence no agent has the incentive to deviate from its current strategy.
For sequential scenarios, the gameplay can be represented by an extensive form game, i.e., a
game tree. To solve the extensive form games, there are equilibrium and sequential equilibrium
solutions which can be computed using linear programming [[123]]. A classic sequential game is
the game of Go, and in 2015, the algorithm AlphaGo [125]] achieved super-human performance
using a combination of reinforcement learning and Monte-Carlo Tree Search.

In contrast to non-cooperative games where agents make individual decisions, cooperative
games are concerned with the collective behaviours of agents and their payoff allocations. For
example, in cooperative games, agents can form coalitions with others, and decide how much
payoft each member in the coalition is entitled to, while the detailed gameplay is omitted and the

utility of different coalitions are often provided as an oracle function. In the rest of the thesis,

I'We will use these two terms Agents and Players interchangeably in the rest of the thesis. We will mainly use
players in the context of cooperative games, and agents in the context of multiagent reinforcement learning.
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we are interested in applying the classic cooperative game-theoretic payoff allocation methods
to the emerging multiagent machine learning systems. In the next section, we will introduce
the basic framework and some important solution concepts of cooperative games, following

the definitions from Chalkiadakis et al. [22].
2.1.2 Cooperative Game Theory

A cooperative game consists of a finite, non-empty set of players N = {1,...,n}. Subsets of
N are referred to as coalitions — while in everyday usage this term implies a group of agents
with some commitment to cooperative action, we emphasise in this thesis it simply refers to a
set of players, and we will denote them by C. The grand coalition refers to the set of all players
N. In this thesis, we study transferable utility (characteristic function) games, where payoffs
to a coalition may be freely redistributed among its members, and a characteristic function v
maps each possible coalition to a real value. The usual interpretation of v(C) is that this is the

value that the players S could obtain if they were to cooperate.

Definition 2.1.2.1 (Cooperative Game). A cooperative game with transferable utility (hereafter a
cooperative game) is given by a pair G = (N,v), where N = {1,...,n} is a finite, non-empty set
of players, indexed by i, and v: 2 — R is a characteristic function, which assigns a real value

v(C) to every coalition of players C C N.

Often in cooperative games, the joint decision-making process is omitted and the characteristic
function is assumed to be provided as an oracle. However, in typical machine learning applications,
computation or estimation of the value of coalitions is non-trivial and may require training and
evaluating machine learning models. To understand a cooperative game, the following example of
ice cream purchase game introduced in [22] demonstrates the basic concepts through a scenario

where multiple players pool their resources to obtain a collective payoff.

Example 2.1.2.1. Alice, Bob, Charlie pool their savings in order to purchase ice cream. There
are 3 ice cream tub sizes: 500ml for £5, 800ml for £8, and 1000ml for £10. The children each

holds the following amount of savings: Alice has £5, Bob has £3 and Charlie has £2.

This simple example can be captured by a cooperative game G = (N,v), where N =

{Alice, Bob, Charlie} are the players. The characteristic function v: 2V — R evaluates how
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much payoff (in m!’s of ice cream) a coalition of players can obtain if they cooperate. For instance,
Alice on her own can obtain 500ml, while together with Bob they can afford 800ml. According to
this definition, the values of all possible coalitions can be computed as follows:

v(0) = 0, where @ denotes the empty coalition,

v({Alice}) = 500, v({Bob}) = 0,v({Charlie}) = 0,

v({Alice, Bob}) = 800, v({Bob, Charlie}) = 500, v({Alice, Charlie}) = 500,

v({Alice, Bob, Charlie}) = 1000.

An outcome of a cooperative game consists of a partition of players into coalitions and a
payoff vector which distributes the payoff of each coalition back to its members. Typically, an
outcome can be evaluated according to two sets of criteria [20]: 1. fairness, that is, does the
payoff of a player reflect its contribution? To this end, the fairness of common game-theoretic
solution concepts are often evaluated according to several fairness axioms which are elaborated
in the next section; and 2. stability, that is, is a player or a group of players incentivised to
switch coalitions for a better payoff? To this end, many solution concepts are developed to

prevent the switching behaviours, such as the core [60]].

2.1.2.1 Solution Concepts

In this thesis, we consider the cooperative scenarios where all players are assumed to form a
grand coalition N, that is, all players cooperate as a single coalition. While this assumption may
seem counter-intuitive in a submodular game in terms of stability, i.e., agents can be incentivised
to form smaller coalitions. However in a wide range of real-world multiagent ML applications,
the grand coalition is formed, as a result of the system being fully-cooperative (e.g., multi-robot
teams) and/or the payoff allocation methods are applied to evaluate the importance of the agents
(e.g., a set of passive entities such as data or features). Alternatively, the grand coalition can
form as a result of mechanisms that are imposed by the ML application to ensure the cooperation
among the agents (e.g., federated learning). In all cases, despite the fact that the game-theoretic
solution concepts are widely applied to multiagent ML applications, their theoretical aspects
in the submodular games are largely overlooked.

In this thesis, we aim to bridge the gap by studying the theoretical aspects of the classic payoff

allocation methods in the submodular games. And we focus on the fairness and robustness of
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the payoff allocation methods with respect to the grand coalition. With this assumption, we will
define a solution concept by a function that assigns a payoff ¢;(N,v) € R to each player i.

We focus on a wide class of solution concepts called semivalues [32]. Apart from the
semivalues, there are useful solution concepts such as the Owen value [82], which is an extension
of Shapley value for cooperative games when a particular coalition structure or partition of the set
of players is considered in addition; the Core [121], which is the set of feasible allocations that
cannot be improved upon by a coalition of the agents. In this thesis, we focus on the semivalues in
multiagent ML systems as they exhibit a set of fairness properties (e.g., axioms such as symmetry
which will be discussed later in this section). And due to these properties, the semivalues are
commonly adopted in multiagent ML applications.

For clarity, we will introduce the definition of semivalues in Chapter [3]and Chapter[d] Before
this, let us introduce the concept of marginal contribution and some well-known semivalues.
Formally, the marginal contribution of player i towards a coalition C of other players is defined

as the difference that the player makes before and after joining a coalition, i.e.,
MC;i(C) = v(C U {i}) —v(C). 2.1

The class of solution concepts based on marginal contributions defines the payoff of a player
as a weighted sum of its marginal contributions towards coalitions of other players, i.e.,
¢i(N,v) = Z we, NMCi(C)
CCN\{i}
The Shapley Value [122]] is the most common solution concept for payoff allocation. It
is defined as the following weighted average of a player i’s marginal contributions towards

all possible coalitions of other players:

Shapley _ |C|'(|N| - |C| - 1)' '
oM (N o) = Y N MCi(C). 2.2)

The Banzhaf Value [8] is a commonly used measure for voting power, which is defined by

the average marginal contribution of a player i towards all coalitions of other players:

Banzhaf _ 1
PPN ) = S ), M), 2.3)

CCcN\{i}
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The Leave-one-out Value (LOO) is a simple solution concept which assigns to each player

its marginal contribution towards the coalition of all other players:
9790 = MCi(N \ {i}).

The leave-one-out value is commonly used [42] to compute an agent’s contribution towards
the group due to its computational simplicity.

Having defined the common solution concepts, we now illustrate how these solution concepts
such as the Shapley value can be computed based on the value of coalitions. Recall the ice cream
example, given the value of coalitions, we can first compute the marginal contribution of each
player. Take Alice as an exampleE]

MC alice(0) = v(Alice) — v(0) = 500,

MC alice(Bob) = v(Alice, Bob) — v(Bob) = 800,

MC alice(Charlie) = v(Alice, Charlie) — v(Charlie) = 500,

MQC alice(Bob, Charlie) = v(Alice, Bob, Charlie) — v(Bob, Charlie) = 500.

Then, we compute the payoff of each player as a weighted sum of its marginal contributions:

Shapley _ ICIMINT=IC] - 1)

PAlice = [
CCN\{Alice} INI!

! 1 -1
MC alice(C) = Z m(”\(clf) MC alice(C)
CCN\{Alice}

1 1 1 1
= gMCAlice(w) + EMCAlice(BOb) + EMCAnce(Charlie) + gMCAlice(BOb, Charlie)

1 1 1 1
_§X500+8X800+6X500+§X500_550'

Similarly we can obtain for the other players (plsagipley = 300, and qozlllf;rpllieey = 150.

Having reviewed some common solution concepts, an immediate question that follows is
how to evaluate how good (or bad) a solution concept is for a specific application. Moreover,
provided a set of different solution concepts, which one is the most suitable for the application?
For instance, in Example [2.1.2.T] a simple solution concept is for the children to purchase and
divide the 1000ml ice cream equally. In that case, however, Alice may argue that the payoff
allocation is unfair as she contributed the most while receiving a payoff equal to the other players

who contributed less. To answer this question, solution concepts are commonly evaluated based

on a collection of natural axioms such as the following [22]:

2Qccasionally, for the clarity of presentation, we denote v({i, j}) as v(i, j), and overload the notation N as both the
grand coalition, and the cardinality of the grand coalition.

19



2.1. Multiagent Systems and Cooperative Game Theory

(A1) Symmetry: Two players i and j who have the same marginal contribution in any coalition

have the same payoff, i.e., (VS € N\ {i,j}: o(SU{i}) = v(SU{j})) = ¢i(N,v) = ¢;j(N,v).
(A2) Efficiency: The payoffs to all players sum to v(N), i.e., v(N) = >;cn ©i(N, ).

(A3) Null-player: a player whose marginal contribution is zero in any coalition has zero payoff,

ie., (VS C N:ov(SU({i}) =v(S)) — ¢;i(N,v) =0.

(A4) Linearity: Given two cooperative games G! = (N, v') and G*> = (N, v?), then for any player

i € N, gi(N,v! +0%) = ¢;(N,v!) + ¢;(N, v?).

(AS) 2-Efficiency [12]: ¢i(N,v) + ¢;(N,v) = ¢p, (N’,v’) characterises neutrality of collusion,
where ¢, (N, v’) is player p;;’s payoff in a game in which players i and j merged as a

single player p;j,i.e., N" = N\ {i, j} U {p;;}.

The Shapley value is the unique solution concept that satisfies Axioms [(ADH(A4)| It is
commonly considered a fair payoff allocation method as the total payoff of the system is
distributed among the players, players with equal contributions receive equal payoffs, and a
null player receives zero payoff. On the other hand, the Banzhaf value is uniquely characterized

by Axioms[(AT)} [(A3){(AS), which replaces the efficiency property with the 2-efficiency property.

2.1.3 Malicious Manipulations

In many cases, players in a cooperative multiagent system are still rational (self-interested). This
can sometimes give rise to malicious behaviours performed by the players in order to optimise their
own payoffs. We will demonstrate in Chapter 3] that in such scenarios, the robustness properties of
solution concepts against manipulations are important apart from their fairness properties.
Several seminal works have studied behaviours of solution concepts against manipulations,
such as merging (and splitting) proofness of solution concepts, collusion, and false name
manipulations in the cooperative game theory literature. For example, Lehrer [[72] first presented
an axiomatization of the Banzhaf value with the 2-efficiency property, which characterized the
neutrality of the Banzhaf value against two players merging as one. This malicious manipulation

is captured by amalgamation as the following game.
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2. Background

Definition 2.1.3.1 (Amalgamation Game). Let G = (N, v) be a cooperative game. Let i,j € N
be two players. By merging i, j as a single player m; j, an amalgamation game G’ = (N’,v’) is
induced, where N’ = {m; ;} U N \ {i, j}, and the new characteristic function is given by VC C N’,
v if m; ;
V()= {Uig)\ (mi} U {ij}) othell;ivfs:

The process in reverse to amalgamation (merging) of the two players is splitting, that is, a
player m; ; in the amalgamated game can be split into two players i, j. In this context, G’ is the
original game and G now becomes the induced game due to splitting. The 2-efficiency axiom [(A5)]
satisfied by the Banzhaf value, states the neutrality of both splitting and merging: the payoff of
the merged player m; ; in the amalgamated game G’ is equal to the sum of two merging players’
individual payoffs in the original game G, i.e., ¢m, ,(N’,0") = ¢i(N,v) + ¢;(N,v). We will
also demonstrate in later chapters that the Banzhaf value is also robust against another type of
manipulation relevant to many machine learning applications. Apart from Lehrer [[72], van den
Brink [[141] studied the interplay between efficiency and collusion neutrality of two players, and
states that no solution concepts satisfy efficiency, collusion neutrality and the null player property
at the same time. Ohta et al. [[103]] proposed anonymity-proof Shapley value against malicious

players who split their resources (skills) and act as multiple false identities.

2.2 Reinforcement Learning (RL)
In this section, we introduce the background for reinforcement learning (RL).

2.2.1 Elements of Reinforcement Learning

In RL, an agent interacts with an environment and learns to perform tasks through trial and error.
Typically, the decision making of an RL agent is modelled by a Markov Decision Process (MDP),
and the agent’s objective is commonly conveyed through a reward function that evaluates its
performance [133]]. During training, the goal of the agent is to learn an optimal policy which

maximizes the cumulative future rewards.
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2.2.1.1 Markov Decision Process (MDP)

A Markov Decision Process (MDP) is commonly used to model an agent’s decision making
process: M = (S, A, P,r,y). At each time step t, an agent in state s; € S, chooses an action
a; € A, receives a reward r; = r(sy, a;), and transits to the next state s;.; € S according to an
underlying transition dynamics which characterises the environment P : S X A XS — [0, 1]. The
transition dynamics and reward function are often assumed to be unknown to the agent.

The agent aims to maximise the discounted future return G, = 3" yk ri+k, Where y €
[0, 1] is a discount factor. Intuitively, the discounted future return refers to the discounted
cumulative future rewards the agent can obtain, where the discount factor favours the nearby
timesteps. While the agent interacts with the environment, it collects and stores experiences
of transition tuples and updates its policy from them. We denote an agent’s transition tuple
at each step as D; = (s;,ds, St41, 1)

The policy of an agent is a mapping from states to probabilities of selecting a possible action,
denoted as 7 : S X A — [0, 1]. During training, the goal of the agent is to update the policy in

order to maximise the total expected discounted return per episode E,[Go].
2.2.1.2 Value Functions and Bellman Equations

The state-value function, denoted V”(s), is the expected return of an agent which starts in s

and follows policy 7 thereafter:

[e9)

V(s) = BrlGils = 5] = B[ ) y*reexlse = s, Vs € S. (2.4)
k=0

The action-value function Q" (s, a) defines the expected return when starting from s, taking

action a, and following r thereafter:

Q" (s,a) = Ex[Gls; = s,a; = a]

= E”[Z ykrt+k|st =s,a; =al,Vs € S. 2.5)
k=0

The state and action value functions are related as follows:

Vi(s)= Y m(als)Q7(s,a),  QT(s,@)=rf 4y ) PEVT(S) (2.6)

a
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2. Background

The Bellman equation expresses the recursive relation of the value functions, i.e.

V7(s) = Z m(als) (rf +y Z Psa,s,V”(s’)) , Q" (s,a)=rl+y Z Pl m(a’|s)Q" (s', a’),
a s’ s’,a’
2.7)
where P{ , is the probability of transiting to state s” after taking action a in state s, and 7(als)

is the probability of the agent taking action a in state s.
2.2.2 Model-free Reinforcement Learning

Having defined the basic elements of RL, we now briefly introduce how the agents learn to update
their policies. RL methods can be broadly categorised into model-free and model-based RL.
Model-free RL algorithms specify how agents learn to update their policies to optimise the task
performance, while model-based RL agents additionally fit and utilise an estimated model of
the environment. We will return to model-based RL in Section

Model-free methods [[133]] are categorized into value-based algorithms and policy-based
algorithms. Specifically, value-based algorithms learn to estimate the value functions and derive
a policy implicitly, while policy-based algorithms explicitly learn the policy. An important
class of value-based algorithms use Generalised Policy Iteration (GPI), which refers to an
iterative procedure of policy evaluation and policy improvement. During policy evaluation,
the agent estimates the state or action-value function Q” (s, a) of the current policy z. Then
during policy improvement, the agent generates a policy by acting e-greedily according to the
value function 7’(s) = argmaxgecs Q" (s,a). This procedure is then repeated till convergence
to approach optimality.

Several methods can be used for value estimation, such as Monte-Carlo learning or Temporal
Difference (TD) learning. With Monte-Carlo methods, we can update the value function estimation
at each state s through the empirical future return G, computed after the end of each episode,

for example, to update the estimated state value function,

Zt ]]st:sGt

V(s) « V(s)+ a[—zt Tt

—V(s)l,

where « is a parameter for learning rate, and 1 is the indicator function.
Whereas with TD methods, we do not need to wait until the end of each episode in order

to perform an update. Instead, we can perform an update after the next timestep, and the value
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2.2. Reinforcement Learning (RL)

function estimation can be updated towards a TD target é}, or 1-step return:

1-step return GA}
—_——
Vi(st) < V(se) + alre + yVise+1) =V(se)]-

TD error &,
The term 6; = r; + yV(s;+1) — V(s;) is called the TD error, which measures the difference
between the estimated value of state s; and the TD target r; + yV(s;+1), which is a better estimate
of state value of s;. As a unification of the Monte-Carlo and (one-step) TD target, we can

define the n-step return as:

A

G? =T + yrH] + ...+ yn_lrt+n_1 + ynV(5t+n) (28)

Algorithm 1 On-policy TD Control Algorithm (SARSA)[133]

Input: exploration parameter €, step-size
Output: (approximate) optimal action values Q(s, a)
1: Loop for each episode:
2:  Initialize starting state s
3:  Choose action ag by policy via Q(so, a), (e.g., e-greedy with 7z (a|sg) = arg max, Q(so, a))
4:  Loop foreachstept =0,1,...
5: Take action a;, observe reward and next state r;, s;+|
6
7
8

Choose action a; 4] from s;. via policy derived from Q(s;.1, a), (e.g., e-greedy)

Q(stsar) < Q(se, ar) + afry + yQ(si+1, @) — Q(sy, ar).

until S; is terminal

Algorithm[T|shows an example value-based algorithm, i.e., On-policy TD control (SARSA) [133],
which learns to update the action value estimation through TD learning and perform policy
improvement by acting e-greedily according to Q(s,a). Note that the update step (line 7) is
the one-step TD update.

Unlike value-based methods, policy-based methods explicitly learn and update the policy =
of the agents. A common class of policy-based algorithms called actor-critic methods learn a
value function in addition to the policy function. Specifically, an actor corresponds to the policy,
while a critic corresponds to a value function. During training, the actor update is guided by the
critic using the Policy Gradient Theorem [[133]]. During execution, only the actor (the policy)
is necessary for the agent to operate by choosing an action at each step. while the critic is only
needed during training. As we will discuss in Section[2.2.3]and [2.2.4] the actor-critic learning

framework is important in both single-agent and multiagent learning.
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2.2.3 Reinforcement Learning for Continuous Control

Many real-world problems exhibit a continuous action space. For example, for many robotic
control problems, the output actions typically correspond to joint torques or forces which are
continuous [68]. Moreover, the observations from the sensors are often high-dimensional and
continuous features, resulting in both continuous state and action spaces.

To estimate the value functions (i.e., Q” (s, a) or V" (s)) with continuous state and action spaces,
we can use function approximation, e.g., by using a neural network. Typically in continuous
spaces, using policy-based methods are a more natural choice, because there is an infinite number
of states and actions and to estimate the values in continuous problems and hence value-based
approaches can be computationally expensive [[146]. To model a policy with continuous action
spaces, each dimension of the output action can be defined by a Gaussian distribution over a
real-valued scalar action, with mean and standard deviation given by a neural network output
that depends on the state. Alternative distributions may include the Beta distribution [25] for
bounded action spaces or skewed distribution with application-specific knowledge. In this thesis
we adopt the Gaussian distribution as it is a standard and most widely adopted distribution for
continuous control tasks [[133]]. There are several policy-based algorithms capable of performing
continuous control, such as deep deterministic policy gradient (DDPG) [77], trust region policy
gradient (TRPO) [116], proximal policy gradient (PPO) [[118]]. Next, we will introduce Proximal
Policy Gradient [118]], a standard algorithm that is commonly adopted for continuous control,

which will be used in this thesis for robotic control problems.
2.2.3.1 Proximal Policy Optimisation (PPO)

Proximal Policy Gradient (PPO) [118]] is an actor-critic policy gradient RL algorithm that is
widely used in both discrete and continuous control tasks, due to its simplicity in implementation,
sample complexity, and ease of hyperparameter tuning. The pseudocode for PPO is shown in
Algorithm 2] Specifically, the actor corresponds to the policy x(als), while the critic corresponds
to the value function V”(s). The actor update is guided by an advantage function A(s, a) estimated

using the critic, which is defined as the following equation:
A%(s,a) = Q"(s,a) = V7™ (s) 2.9
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2.2. Reinforcement Learning (RL)

Algorithm 2 Proximal Policy Gradient Algorithm (PPO)

1: Inmitialise: Critic network parameters V,,, and Actor parameters g.
2: for iterations k =0, 1,2, ... do
3: Collect sets of trajectories Dy = {7} by running policy . in the environment.

4: Compute empirical returns G,

5: Compute the advantage function A(s;, a¢) according to the critic,

6: Update the actor by maximising the PPO-Clip objective (in minibatches):

7: Or+1 = arg maxgy _ID}CIT 2reDy, Z,T:() min(_;i((a;tl_lsstt))A(st, ar), Clip(_;ﬁk((“att“s;t))’ 1—€1+¢€)A(s:, at)),
8: # Update the critic by regression with mean squared error:

. 1 T 2

9: Wk+1 = AZMINg, 175 77 Zz‘EDk t:o(Vw(St) - Gt)
10: end for

The advantage function of a state-action pair, defined by subtracting a baseline state-value function
from the action-value function, measures how much better (worse) taking action a in state s is
compared with the policy’s default behaviour. Intuitively, if the advantage A(s, a) is positive, the
actor parameters move towards the direction where this action becomes more likely. To improve

stability, PPO avoids parameter updates that change the policy drastically within each iteration, by

7o(ar|st)

-~ to be between [1 — ¢, 1 + €].
Hk(atlst)

constraining the ratio between old and new policies r(6) =
This is achieved by clipping, i.e., clip(%, 1 — €, 1+ €)A(ss, ar), c.f. Line 7 of Algorithm

Though defined as A(s;, a;) = Q(s¢, a;)—V(s;), in practice, we do not need two separate critics
for estimating both the state and action value functions. Alternatively, A" (s, a) can be estimated
using methods such as general advantage estimation (GAE) [[117], which makes use of the state
value function V7 (s) and the n-step returns. Specifically, the TD error §; = r; + yV(s;+1) — V(st)

which we discussed in the previous section can be used to estimate the advantage function.

Alternatively, we can have advantage estimators using the n-step returns, i.e.,
Al =Gl —V(s)=ri +yriet + oo A Y et + YV (st4n) = V(ss)

Then the generalised advantage estimator can be defined by a A exponentially-weighted average

over the n-step advantage estimators,
AGAE(y,A) _ Al A2 L 13 A3
ACAEYD = (1 — ))(AD + 142 + BAD + ),

The detailed derivation of the generalised advantage functions can be found in [117].
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2.2.4 Multiagent Reinforcement Learning

In this section, we will discuss some common multiagent RL algorithms. We will first introduce
the Markov Game, which is a common framework for modelling multiagent decision making.

A Markov Game [80] is a tuple (N, S, P, A,r) where N is the set of n players {1,2,...,n},
S is a set of states of the environment, A = A; X Aj... X A, is the set of joint actions where A;
is the set of actions available to agent i. r : S X A — R" is the reward function which maps
a state and joint action to a reward for each agent. P : S X A X S — [0, 1] is the transition
probability of transitioning from state s to s’ under a joint action.

Many algorithms have been developed for multiagent RL. In the most simple form, a Joint
Action Learner [43] is a single central controller which simultaneously chooses a joint action for all
agents. In contrast, Independent Q-learning (IQL) [139] is a framework where each agent regards
the other agents as part of the environment. This provides a decentralized system that usually
performs surprisingly well in multiagent tasks. Several methods extend (non-cooperative) game-
theoretic solution concepts to multiagent RL, for example, Correlated Q Learning [47)], minimax-Q
Learning [180l], Nash-Q Learning [59]], etc. The essential idea of this group of algorithms is that
they replace the greedy action selection with actions that form an equilibrium, such that the
agents converge to a specific equilibrium solution. In terms of training, Self-play [125] is a
common paradigm which effectively reduces the number of parameters for training a multiagent
RL system. As the name suggests, an agent plays with or against itself. Only a single agent
model is learned, and each agent is an instantiation of the model. The shared model is updated
using the experiences of all agents’ in the system. More related works in multiagent RL have

been discussed in the related work section (Section in Chapter [4]
2.2.4.1 Centralised Training, Decentralised Execution (CTDE)

Recently, a standard practice in training a decentralised multiagent RL system is Centralised
Training, Decentralised Execution (CTDE) [42]. For example, in a multiagent system with
agents N = {1,...,n}, a centralised critic — typically a centralised action-value functions
Q(ss,at,. . .,an)), and decentralised actors (ry, ..., ,) — the policies of the agents, are modeled.
The centralised critic takes as input the observations and joint actions of all agents, while the

decentralised actors take the agents’ local observations as input and output an action per agent.
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Compared with having decentralised critics (one per agent) which only condition on each agent’s
local observation and action, the advantage of CTDE is that the centralised critic prevents an
agent from experiencing a non-stationary environment. The problem of non-stationarity arises
as a result of the agent treating other agents who are simultaneously learning as part of the
environment. Moreover, the benefit of actor-critic methods is that the critic is only used during
training, while during execution only the decentralised actors are used. On the one hand, the
agents learn coordinated behaviours during training with the help of the critic. On the other
hand, the coordinated policies can be performed by the agents in a decentralised manner during
execution. In the later chapters, the CTDE framework will be utilised for our credit assignment

framework for multiagent RL.
2.2.5 Model-based Reinforcement Learning (MBRL)

So far we have mainly discussed model-free RL. methods which do not explicitly utilise a model
of the environment. In this section, we will give a brief introduction to model-based RL methods.
Unlike model-free methods where agents focus on optimising the returns and only implicitly learn
about the environment model, model-based RL additionally allows agents to learn and utilise a
model of the environment. Having an environment model provides many benefits. For example,
agents can make more informed predictions of an outcome of an action [36]]. Moreover, agents
can reason about the environment, such as uncertainty and safety analysis, which are crucial in
safety-critical domains such as robotics and autonomous driving [40, [112].

Typically in model-based RL, the agent learns an estimated model which can encode knowl-

edge of the environment. For example, a simple model of the transition dynamics can be defined as
St+1 = fs(se,az), (Transition Model)

where f; : S X A — S maps a state-action pair to a predicted next state. For problems with
high-dimensional observations such as images, this dynamics model can be defined in a latent state
space, then the estimated next state can be used to reconstruct the observations [49]]. Similarly,

a model of the reward function can be defined as
ft = fr(se,ar), (Reward Model)

where f, : S X A — R maps a state-action pair to a real-valued reward.
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Algorithm 3 Dyna Algorithm (Tabular)

Initialise: Q(s, a) and Model f = (fs, f)
Loop foreachstept =0,1,...
: s « current (non-terminal) state

1:

2:

3

4:  Choose action a by e-greedy policy according to Q(s, a)

5:  Take action a; observe resultant reward r, and state s’

6:  Update by Q-learning: Q(s, a) « Q(s, a) + a[r + y max, Q(s’, a*) — Q(s, a)]
7:  Update transition and rewards model f;(s,a) « s’, fy(s,a) < r

8
9

Loop repeat for n times: # Agent update using model simulations
s « random previously observed state, a «— random action previously taken in S
10: simulate next state and reward using learned model s’ « f,(s, a),r < f.(s, a)
11: Update using simulated experience: Q(s, a) «— Q(s, a)+ a[r +y maxy Q(s’, a*) — Q(s, a)]

The model can be used in various ways, for example, decision-time planning [[133} 52} [125]]
which uses simulated experiences to choose actions during execution. During training, the
model can also be used to improve an agent’s value and policy learning, by generating simulated
experiences that augment the agent’s experiences collected from real-world interactions. Examples
include model-based value expansion (MVE) [37]], model-based policy optimization (MBPO) [61]],
Dyna [[132], which iterates between model fitting and updates of the agent policies and value
function estimations in each iteration of learning. The steps of a simple tabular Dyna algorithm
with the Q-learning agent are shown in Algorithm [3]

This concludes the background section, where we introduced the common concepts in
cooperative game theory and RL for understanding the rest of the thesis. More specific background

concepts and related works are introduced within each chapter.
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3. Semivalues in Cooperative Games with Submodular Characteristic Functions

3.1 Introduction

In this chapter, we study game-theoretic payoff allocation methods in multiagent ML systems
exhibiting submodular properties. Submodular functions are an important class of set functions
studied in optimisation problems that satisfy the diminishing returns property. Informally, the
marginal value that an element makes when added to a set decreases as the set grows bigger. This
property frequently occurs in real-world settings such as economics and engineering, making
submodular functions a powerful mathematical model for a wide range of applications. A daily
example is the cost or utility of buying items such as coffee, where purchasing an increased
amount of items often lead to larger discounts and diminishing marginal utilities. Generally, in
minimisation problems, submodular functions can often model notions of similarity (irregularity)
and cooperative costs, while in maximisation problems, submodularity can often model notions
of diversity, information and coverage. Classic examples include sensor placement problems for
monitoring spatial information [69]], and facility location problems [28]. Nowadays, submodular
functions have taken an increasingly important part in the field of machine learning. For example,
a standard submodular ML problem is data summarisation [11}[78]]: typically data carry redundant
information and it is useful to find a concise subset as the representation of the data which reduces
the redundancy while maintaining the level of diversity. In this case, the diversity of the data
can be modelled by a submodular function and the data summarisation problem can then be
cast as a constrained submodular optimisation problem.

In cooperative game theory, convex games are commonly studied due to their attractive
properties such as the existence of non-empty core [[121]]. However, as we discussed above and in
Chapter[I| many real-world multiagent ML applications exhibit submodular behaviours due to
natural characteristics of the tasks and resources, such as overlapping information in ML data and
ML features. Moreover, the properties of ML applications give rise to the increased computational
burden, as well as a new type of malicious attack, namely, replication manipulation. In this chapter,
we look into the properties and aforementioned challenges in submodular cooperative games and
apply our theoretical results to an emerging multiagent ML application. Inspired by the wide use
of Shapley value in multiagent ML systems [63] [75| [84? ], we extend from the Shapley value

and study a family of Shapley-like solution concepts called the Semivalues [32].
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3.1. Introduction

In Section [3.3] we study the theoretical aspects of semivalues in submodular games and their
behaviours under replication manipulations. An outline is as follows:

Firstly, we define submodular games and provide a motivating example of the submodular
facility location problem (FLP). In the facility location game, we derived closed-form solutions
which give rise to efficient algorithms for computing the two most common semivalues, namely,
the Shapley value and the Banzhaf value. In the later sections, these algorithms are also used
to empirically validate our results on large scale experiments.

Secondly, we study the replication manipulation in general submodular games, where a
player replicates itself (e.g., its resource) and acts under multiple identities. Here, we make
an assumption that the replicated identities do not add additional values towards other replicas.
Inspired by the classic literature on splitting and merging manipulations, we first investigate
the case where a player replicates itself once and acts as two identities (i.e., k = 1 number
of replications). We then show that the Shapley value and the Banzhaf value display distinct
behaviours in terms of the total payoff of the malicious player, by building a matching between
coalitions and applying the submodularity property.

Following this result, we extend our investigation into the general case where the malicious
player replicates itself an arbitrary number of times. However, we observe that it is difficult to ex-
tend the previous coalition matching proof towards the case of general number of replications, (i.e.,
k > 1). To solve this problem, we found an alternative solution by representing the semivalues as a
weighted sum over a player’s marginal contributions towards different coalition sizes. In particular,
we show that for submodular games, the average marginal contribution of a player monotonically
decreases with coalition sizes. Based on this property, we present a necessary and sufficient
condition which characterises the robustness of all semivalues under replication. For example, we
show that with the Shapley value, the total payoff of the malicious player monotonically increases
with the number of replications, and converges to the player’s characteristic value.

In Section [3.4] we extend our theoretical study to an emerging application, namely, multiagent
ML data markets. In particular, we envision a data market that connects data providers with
ML practitioners who are in need of application-specific and up-to-date data. To train an
ML model, data from multiple data providers are uploaded to a secure cloud platform, and

a model is trained using their collective data. We model the data market as a submodular
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cooperative game where the players (i.e., the data providers) receive payoffs according to their
data’s contributions towards the ML model performance. In order to gain a higher payoff, a player
is incentivized to replicate its data and act under multiple false identities. We will first discuss
the application of our theoretical results from Section [3.3to the data market. Then, extending
from our replication model, we will discuss some related attack methods such as a combination
of data replication and perturbation, data splitting, or replicating subsets of the data. Finally, to
address the expensive computation in the data market payoff allocation, we introduce a sampling
algorithm for estimating the semivalues, which demonstrates strong empirical performances
against the state-of-the-art sampling algorithms.

In Section [3.5] we empirically validate our theoretical results on experiments using the facility

location game and experiments using real-world machine learning datasets.

3.2 Related Work

Our theoretical results relate closely to the seminal game-theoretic literature on merging and
splitting proofness, collusion, and false name manipulations. [72] is the first to present an
axiomatization of the Banzhaf value with the 2-efficiency axiom, which characterized the neutrality
of the Banzhaf value on merging two players as one. Alternatively, [S1] studied the collusion of
two players where they both keep their identities thus the total number of players is unchanged:
under a proxy agreement, one player acts as a proxy while the other a null player, whereas
under an association agreement, two players act on each other’s behalf. [141] studied the
interplay between efficiency and collusion neutrality of two players, and state that no solution
concepts satisfy efficiency, collusion neutrality and the null player property at the same time.
[67] studied the merging and splitting-proofness on the class of convex games, and introduced
some possibility/impossibility results, for instance, no solution concept satisfies anonymity and
splitting-proofness on the class of monotonic convex games. Our present work looks at the setting
of novel digital resources (such as data, ML features) which can typically be replicated at a
low cost and exhibit submodular properties. Such cases have not been adequately addressed
previously. Moreover, we considered an arbitrary number of replications, beyond the study of

bilateral collusion or amalgamation. In addition, our proposed replication-robustness condition is
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not only an existence result but a necessary and sufficient condition that can be used to characterize
a wide range of solution concepts and can be useful for building new payoff allocation schemes.

The topic of digital resources valuation such as data has drawn recent research interest from
a wide range of communities such as economics, machine learning and data science [[105 45|
24, (76,151,192, (115, 152} [119]]. As digital resources such as data are often invaluable [103]], it is
important to develop methods for evaluating the contribution of the resources to a task, as well
as fair allocation of the payoffs [98]. Fortunately, fair payoff allocation has been extensively
studied in the cooperative game theory literature [22} [148]], the most common payoff division
scheme being the Shapley value [120} [111], which possesses four desirable fairness properties:
symmetry, efficiency, null-player and linearity. However, as we will show in the context of digital
resources, these fairness properties may not be sufficient and new properties such as robustness
against manipulations need to be investigated. Moreover, our theoretical results have implications
for game-theoretic payoff allocation in general ML applications, which apply to digital resources
such as ML features: A recent line of work in the interpretable ML literature [91] studies ML
feature valuation [130},162]], which aims to explain prediction models through the contributions of
features. Many have adopted cooperative game theory for valuating the contribution of features,
especially the Shapley Value [131} 85, 127, 23], most notable among these work is the SHAP
(SHapley Additive exPlanations) framework proposed by [84]].

The concept of an ML data market has been explored in the literature. For instance, [2]
introduced an algorithmic framework for data markets and addressed issues arising from freely
replication of data. To overcome this problem, they propose to use similarity metrics for replica
detection. [[102] addresses the data replication problem in multiagent ML systems through building
a collaborative market where each player must participate both as seller and buyer. This naturally
discourages replication, and may apply to alternative application settings. Regarding false name
manipulation [5] in an open environment, [[103] proposed anonymity-proof Shapley value against
malicious players who split their skills [[7] and act as multiple identities. Their solution to this
problem rely on an assumption that each skill is unique and cannot appear under multiple identities.

Efficient computation of the Shapley value has been studied in various settings, e.g., random
sampling in [18]] and [35] for weighted voting games. Later, stratified sampling was proposed

such as in [86, [19]. Most relevant to our work are [46, [63]] on ML data valuations. However,
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both [46] 163] tend to focus on approximating values of single training datapoints. The former
performs approximations during training, which may not represent the Shapley value without the
convergence of the training algorithm at each point. The latter proposed a series of algorithms
including group testing, as we described and tested empirically, while other approaches rely

on properties of single datapoints.

3.3 Theoretical Properties of Semivalues in Submodular Games

Submodularity is commonly used to approximate the behaviours of many real-world applications
— the marginal value of resources typically diminishes with the growing amount of resources
[66]]. In this chapter, we study the properties of solution concepts in cooperative games with

submodular characteristic functions.

3.3.1 Submodular Games

In this section, we first introduce submodular functions. Then we define submodular cooperative
games and present some properties of their characteristic functions. In particular, we will focus on
characteristic function games, and hereafter will refer to them as cooperative games.

The next property lists three equivalent definitions of submodular functions:

Assumption 3.3.1.1 (Submodular Set Functions). Let N be a finite set, a submodular function
is a set function f : 2N — R, where 2N denotes the power set of N , which satisfies one of the

following equivalent conditions:

* VX, YC NwithX CYandVx € N\Y, we have f(X U{x}) — f(X) = f(Y U {x}) — f(Y).
* VS, T C N, we have f(S)+ f(T) > f(SUT)+ f(SNT).

* VX C N and x1,x; € N\X such that x; # x3, we have f(X U {x1}) + f(X U {x2}) >

fFXU{x1,x2}) + f(X).

Due to the natural relation between submodular set functions and marginal contributions
in cooperative games, we will define submodularity in cooperative games using the first one

of the equivalent conditions.
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Definition 3.3.1.1 (Submodular Game). A characteristic function game G = (N, v) with a finite
non-empty set of players N = {1, ..., n}, is a submodular game if the characteristic function v is

submodular, i.e, VC C C’ € N\ {i}: v(C U{i}) —v(C) = v(C’" U {i}) — v(C’).

In this definition, the difference made by a player i by joining a coalition C is denoted as the
marginal contribution of player i towards coalition C, i.e., MC;(C) = v(C U {i}) — v(C). As
a result of submodularity, the marginal contribution of a player towards a coalition C is no less

than its contribution towards a superset C’, as summarised in the next corollary.

Corollary 3.3.1.1. In a submodular game G = (N, v), the marginal contributions of each player

i € N satisfy the property:

YC Cc C’' C N\ {i}: MCi(C) > MCi(C). (3.1)

Many other studies on cooperative games often focus on convex games where the characteristic
function is supermodular. This is because in a convex game (which is necessarily superadditive,
i.e., v(C UGy) = v(Cy) + v(Cy)), players are naturally incentivized to cooperate and form the
grand coalition. Moreover, in a convex game, a player is more useful in terms of marginal
contribution when it joins a bigger coalition [22]]. However, many multiagent ML applications
are submodular or approximately submodular, where the marginal contributions of resources
diminish with increasing amounts. Though under the submodularity assumption, the players may
be incentivized to form smaller coalitions, in many ML applications, the grand coalition will
often form due to the requirements of the specific application, agreements among the players,
or the players being fully-cooperative. Recall the example scenario where multiple hospitals
collaboratively train a joint ML prediction model by securely pooling their medical images, the
hospitals will agree to cooperate and form the grand coalition in order to train a better prediction
model, even though a player may be less useful with increasing resources.

Fortunately, common payoff allocation solution concepts such as the Shapley value are defined
with respect to the grand coalition and are well-defined even in games that are not superadditive.
In the rest of the thesis, we will mainly focus on the robustness properties of payoff allocation

methods with respect to the grand coalition.
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Figure 3.1: An example facility location scenario. The icons are designed by Freepik [44]

3.3.2 Motivating Example: Facility Location Problem

In this section, we look at a classic example of submodular functions, i.e., the facility location
problem (FLP). As an important topic in operations research, an FLP considers the question
of how to select a cost-effective subset from a given set of potential locations for placing new
facilities [[11}, 113} 28, 141]. Here, the facilities can refer to hospitals, plants, docking stations, etc.
Figure [3.T]illustrates an example scenario where there is a set of potential locations in the city to
open new schools which can service the existing households. Once opened, the children in the
households can then use their nearest schools. In submodular optimisation, the goal is often to
pick a subset of facilities to open, in order to maximise the sum of utilities from each customer.
As a motivating example, here we evaluate the importance of each facility location according to
two important semivalues, i.e., the Shapley value and the Banzhaf value. By modelling the FLP as

a submodular game, we present an efficient algorithm for computing the two solution concepts.
3.3.2.1 FLP as a Submodular Game

There exist several different formulations of the FLP [96, 28]]. To conform with our assumptions
in the later sections (in particular, Assumption [3.3.3.T)), we will adopt the formulation of an
un-capacitated facility location problem following Nemhauser et al. [96]. In this formulation,
the FLP consists of a set of potential facility sites where new facilities can be opened, and a

set of customers that must be serviced. The FLP is un-capacitated when it is always optimal
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to satisfy the demand of the customers from the open facility which provides them with the

highest utilities e.g., proximity to the facility.

Definition 3.3.2.1 (Facility Location Function). Let D be a set of customers and L a set of
facility locations. Define a utility function u : £ X D — R,, represented by a utility matrix
U e RLLle, where each entry u;q € U is the utility of customer d for facility location i. Let

C C L denote a coalition of facility locations. The facility location function is defined by

Fac(C) = Y jep MaX;ec Uig-

To model the FLP as a cooperative game, consider the set of facility locations £ as the players,

and the facility location function as the characteristic function.

Definition 3.3.2.2 (Facility Location Game). Let L be a set of facility locations and D be a set of
customers with their utility functions u : £ X D — R, represented by a utility matrix U € lelm,
where each entry u;q € U is the utility of customer d € D for facility location i € L. We define a

facility location game as G = (L, v), where L is the set of players and the characteristic function

is the facility location function v(C) = Fac(C) = Y, gep MaXjeC Uig-

The facility location function has been shown to be submodular [11] in prior work. Here we

provide a brief proof sketch in the context of the facility location game.

Proof Sketch for Submodularity. We aim to show that Vi € £,C; € G, € L\ {i}, MCi(Cy) =
MC;i(Cy). By definition, MC;(C1) = v(C1U{i})—v(C1) = Xy MaXjec,u{i} Ujd — 2qg MAXjec, Ujd,
and MC;i(C2) = v(C U {i}) — v(C2) = XgmaXjec,u{i} Ujd — 2g MaXjec, Ujg. We look at
MC ?(C 1) —MC ?(Cz) for each dimension (customer) d. There are three cases:

(i) location i yields the max utility for customer d among C, U {i}, i.e., u;g > max;cc, Ujq. In
this case, MC?(CH) - MC?(CZ) = (Ujg — MaXjeg, Ujq) — (Uig — MaXjec, Ujq) > 0;

(ii) location i yields the max utility for customer d among C; U {i} but not C; U {i}, i.e.,
maXjec, Ujg < Uig < MaXjec, ujq. In this case we have MCY(C1) - MCH(C) = (uig -

maxjec, Ujq) — (Max ujg — maxujq) > 0;
JjeCy jeG

=0
(iii) location i is not the max utility location for customer d among C; U {i}, i.e., u;g <

. d d
max;cc, Ujg < Max;ec, Ujg. In this case MC7(C1) - MC{(C2) = (maxjec, ujq — MaXjcc, Ujg) —

(maxjec, ujq — Maxjec, Ujg) = 0. In all three cases MC?(CH) - MC?(CZ) > 0, and hence
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Algorithm 4 Efficient Shapley and Banzhaf value Computation for the Facility Location Game

Input: Locations £, customers D, utility matrix U
Output: Shapley and Banzhaf value of all locations

1: Sort the facility locations by (ascending) utility for each customer d, where U¢ is the sorted
utility vector of customer d and LT are the sorted facility locations.

2: for each location i € £ do

19 — index of i in £, i.e., 19 = | Lig] - 1
di

Shapley Uia lia i1
. > — —
4 i ZdED[n—lid+1 2% (n—z;i+t)+(n—z;i+t)2]
d
Banzhaf 1 lfi 1 li d d
@; anzhal ¢ SIZ-1 ZdeD[2| il Uid - Zt:() U T(ll -t 1)]

6: end for

MCi(C1) = MCi(C2) = 34ep(MCY(C1) — MC¥(C2)) = 0. And hence we conclude that the

facility location game is submodular. |

Next, we compute the Shapley value and Banzhaf value of the players in the facility location

game. The following two theorems provide closed-form solutions for the two values, respectively.

Theorem 3.3.2.1. The Shapley value of a facility location i € L can be computed as

| Lial 1

Shapley 1
o 00 =) w2 Tt |
dez,; |L| -1 Lial ; At) + A(p)? i
where A(t) == (|L]| = |Lial +t = 1), Lig = {j € L\ {i} | ujq < ujq} and Upd is the utility value

of the t-th largest element after i along the dimension (customer) d.

Proof Sketch. Let v(C) := Fac(C) and n := |L]| be the number of players. Denote w¢ as the

weight assigned by the Shapley value to coalition C, i.e., wg = %('lléll)_l We observe that

¢ = Z weMCi(C) (;)Z[ Z Wellig — we max ujq |,

ccL\{i} deD CCLyg CCLlia Jjec

(#1) (#2)
where () is because the marginal contribution of i to coalition C in dimension d is zero unless i
is the largest element in C in that dimension and L;q = {j € L | ujq < u;q} is the coalition of
all elements which have values no greater than i in the d-th dimension. Along each dimension d,
(#1) is a weighted sum of i’s marginal contributions towards coalitions C where i is the largest
element; and (#2) sums up for each j € L;; over all coalitions C C L;; where j is the largest

element. For clarity of the thesis, we provide the detailed subsequent steps in Appendix[A.1 O
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Figure 3.2: Comparison of the Shapley value and Banzhaf value for the Facility Location Game. The axes
correspond to the world axes in a 50x50 map. Orange dots refer to 50 customers, and blue dots refer to 20
facility locations. The size and colour of the facility locations show the respective values, where larger and
darker dots have larger values. For a clear comparison, all values are normalised between [0, 1].

Theorem 3.3.2.2. The Banzhaf value of a facility location i € L can be computed as
[Lial

1

Banzhaf _ | Lial _ [ Lial-t

vi T 2lL-t Z 2" uia Z 215 g .
deD =1

where Lig = {j € L\{i} | uja < ujq} and u,a is the utility value of the t-th largest element after

i for dimension d.
Proof. The proof for the Banzhaf value can be found in Appendix [A.T] |

The Shapley value and Banzhaf value of the facility location game can be computed using
Theorem [3.3.2.1] and Theorem [3.3.2.2] without needing to enumerate all possible coalitions.
Despite the seemingly complex form, the formulas can be implemented straightforwardly by
sorting the facility location utility matrix along each dimension (customer). The procedure for
computing both the Shapley and Banzhaf values is summarised in Algorithmd Compared with a
naive approach to computing the Shapley and Banzhaf value by enumerating all possible coalitions,
this algorithm significantly improves the computational efficiency.

Figure [3.2] shows a comparison between the Shapley value and the Banzhaf value for the

facility location game. Specifically, there are | L] = 20 facility locations (blue dots), and |D| = 50
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customers (orange dots), all randomly placed in a 50 x 50 map. We model the utility of a
customer d to be decreasing with the Manhattan distance to the facility location i, i.e., u;q =
100 — (|x; — x4l + ly; — yal). The Shapley value and Banzhaf value are computed using Algorithm 4]
In comparison, the Shapley value tend to be higher for locations with large number of nearby
customers, while the Banzhaf value puts higher importance on the locations which have many
nearby customers but fewer nearby facility locations. For example, location A is distant from
nearby facilities, and ranks higher in terms of the Banzhaf value than the Shapley value. In
contrast, location B’s rank in terms of the Banzhaf value is lower compared to the Shapley value
due to the nearby facility. We will further explore the distinction between the Shapley and Banzhaf
value in the subsequent sections. Moreover, we will use Algorithm [ for empirical validations

of our results in facility location games with a large number of agents.
3.3.3 Replication Manipulation

Nowadays, in many multiagent ML systems, a player may not only represent a physical entity
such as a robot or a human, but also represent digital entities such as an online identity that
holds digital resources such as features or data for an ML model. With such digital resources
and identities, a player may easily replicate its resource and act under different identities which
hold duplicate or overlapping resources.

On the one hand, duplicated resources may happen as a result of malicious manipulations
such as the above example where a player creates multiple false identities. On the other hand,
duplication may come from an unintentional source and occurs normally in the specific domain.
For example, consider an ML prediction task with a set of ML features. There is often redundancy
relation between such features. For example, on a medical record, arterial pressure, arterial bp
mean, arterial blood pressure mean may appear under separate feature entries, but they all share
the same semantics [9]. Duplicates can also happen in a more subtle way, such as two features
(e.g., birth date and age) that hold similar information. In both the malicious and benign cases, the
duplicate resources often do not provide significant additional information for the ML task.

This raises an interesting question: What would happen to the payoff of a player if it holds mul-
tiple identities with replicated resources? Can a player increase its payoff by performing malicious

replication? To answer these questions, we study the behaviours of the payoff allocation solution
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concepts under replication. Specifically, we will model the replication manipulation as a player
replicating its resources and acting under multiple identities. This model can be extended in the
future to study more complex manipulations or cases in which players have partially overlapping
resources. We will also briefly explore some of these possibilities later in Section [3.4.2]

First, we formulate the replication manipulation and define the notion of robustness of the
solution concepts under replication. The following definition characterises a replicating player

and the induced game as a result of replication.

Definition 3.3.3.1 (Replication Manipulation). In a submodular game G = (N, v), a (malicious)
player i may execute a replication action k times on its resources D; and acts as k + 1 players
CR = {ig, i1,...,ir} each holding one replica of D;. Denote the induced game as GR = (NX,vR),
where the induced set of players are N® = N \ {i} U CX, and the induced characteristic function
oR satisfies VC € N\ {i},Vir € CR: vR(ix UC) = v(i U C) and vR(C) = v(C). By replicating,
player i receives a total payoff which is the sum of the payoff of all its k + 1 replicas, i.e.,

k) = Zx o 9i (NR,0R),

In many real-world applications, the payoff allocation component typically has no direct
access to the details of replication due to anonymity or the cost of replica detection. Take the
online social network for an example, the digital identities of a player is only private and accessible
to the player itself, and a single player can create multiple false identities. This fact is captured
in the induced game where the replicated identities are treated indifferently by other players.
Similarly, the solution concepts will treat the replica identities equally as the other players.

The next assumption captures the fact that adding duplicated resources typically do not
(significantly) change the value of the coalition, such as a duplicate feature or replicated data. We

refer to this property as replication redundancy and formalize it in the following assumption:

Assumption 3.3.3.1 (Replication Redundancy). A replica does not contribute additional value to

coalitions which already contain another replica or the original resource:
Vi,jeCR: (ieC) —» MC;(C) =0.

Despite the fact that having more replicas do not contribute additional value towards the

cooperative task, a malicious player may still be able to gain a higher total payoff by replicating,
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and the changes in its total payoff vary across different solution concepts. Imagine a malicious
player whose objective is to increase its payoff by replication, a payoff allocation method that is
robust to the replication can then be used to counteract such malicious behaviours. To this end,
we will study the total payoff of the replicating player under various solution concepts. The next
definition formalizes the notion of replication-robustness of solution concepts, i.e., a property that

ensures that a player through replication gains a total payoff no more than its original payoff.

Definition 3.3.3.2 (Replication-robustness). A solution concept ¢ is replication-robust if the payoff
of the replicating player i in the original game G is no less than the total payoff of the player’s
replicas CR in the induced game GR after replication, i.e.,
pi(N,0) = > i, (NF,0F).
i, €CR

Having defined the replication manipulation and robustness criteria, we next study the
behaviours of different semivalues under replication and their robustness properties.
3.3.4 Payoff Changes for the Shapley Value and Banzhaf Value under Replication,

with £ = 1 Number of Replications

In this section, we will take a look at how the total Shapley value and the Banzhaf value of
a player change if it replicates its resource and splits into two identities. To start with, recall

that the Shapley value for a player i is defined as

qDShapley _ |C|'(|N| - |C| B 1)

i |
CCN\{i} INI!

' Mci(©)

The next lemma presents how much gain the player can obtain by replicating.

Lemma 3.3.4.1. Let G= (N, v) be a submodular game with replication-redundant characteristic
function v, a player i € N replicates and obtains the total payoff as two identities CR = {iy,i,} in
the new game GR = (NR, vR), where the players NR = N\ {i}UCR, and the induced characteristic
function VR satisfies VC € N\ {i} Vir € CR: vR(ix UC) = v(i U C) and vR(C) = v(C). By

replicating, the changes in total payoff of player i is:

CI!/(IN|—-|C| - 1)!
. (INT+ D!
CCN\{i}
Proof. For the detailed derivation please refer to Appendix [A.2] O
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Having derived the changes in total payoff, we next show that this value is non-negative for
submodular games. This suggests that in a submodular game, under the payoff allocation using

Shapley value, a player can gain a higher payoff by replicating.

Lemma 3.3.4.2. Let G= (N, v) be a submodular game with replication-redundant characteristic
function, a player i € N replicates and obtains the total payoff as two identities C¥ = {i,i»}
in the induced game GR = (N, vR). Under payoff allocation using the Shapley value, the total

payoff of player i after replication is no less than its payoff in the original game.

Proof. Here we aim to show that the gain of replication is non-negative, i.e.,

Shapley CIINI=IC| =Dt |
50, = Z INTT 11 (IN| -2|C| - DMCi(C) = 0
CCN\{i}

To show this inequality, we make use of the submodularity property, which compares the
marginal contributions of player i towards pairs of coalitions of other players, i.e., VC; € C, C
N\ {i}, MC;i(Cy) — MC;i(C;) = 0. In order to group coalitions into pairs, we make the following
observations on 5(p§hap Y. Given two coalitions C 1,C2 € N\ {i} with complementary sizes, i.e.,

ICi] +1Col = IN\ {i}| = IN| -1,

i. the value of their weights in 5¢}"*"'® are opposite and adds up to zero, i.c.,
|G N(IN] = [Ci = 1)! ICGIN(IN] =[G = 1)!
N|-2 -1)=- N|-2 —1).
NI+ 11 (INI=2[Ci| - 1) N+ 11 (IN|=2G| - 1)

ii. There are equal number of size ¢ and |N| — 1 — ¢ coalitions because of the symmetry of

|N|—1) _ ( |IN|-1 )

binomial coefficients ('™,") = IN|-1-c

These observations suggest that we may find a one-to-one mapping between each size ¢ coalition
and a size [N| — 1 — ¢ superset. Formally, for any coalition size ¢ < (|[N| — 1)/2, we look for
a bijective mapping f between coalitions with inclusion relations and of complementary sizes
f:A{C S N\ {i}||Ci|=c} > {C S N\ {i} | |C:] = |N| =1 —c} suchthat C; C f(C;). Note
that we can omit the corner case where ¢ = (|[N| — 1)/2 as the weights of these coalitions are equal
to zero in 5q)§hapley, ie., W(|N| =-2|Cc|-1)=0.

To show the existence of the bijective mapping, we model the coalitions and their inclusion

relations (C and 2) by a bipartite graph (Please refer to Figure [3.3|for an illustrated example).

For any coalition size ¢ < (|N| — 1)/2, define (bipartite) graph B. = (L, R, E) where each vertex
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size ¢
coalitions

size [N|-1-c
coalitions

Figure 3.3: Illustration of the proof for Lemma Given an example game with 5 players N =
{i,p,q,r,s}, we match the coalitions (excluding the target player i) of size-c and size-(|N| — 1 — ¢). (here
¢ = land [N| — 1 — ¢ = 3). Specifically, each size-c coalition in (L) has (lll\l}f‘l__;c__ll) supersets in (R), by
adding |[N| —2¢ — 1 members from the remaining players. Conversely, each size-|N| — ¢ — 1 coalition in (R)
has (I 15||—_2Cc_—11) subsets of size-c, by choosing and removing |[N| — 2¢ — 1 of its members. Arrows indicate
the set inclusion relations.

corresponds to a coalition, i.e., vertices L = {C; € N \ {i} | |C1| = ¢} are the size ¢ coalitions,
and vertices R = {C; € N\ {i} | |C2| = [N| = 1 — ¢} are the size |[N| — 1 — ¢ coalitions, and
|L] = |R| from observation ii. We then define edges E as the set inclusion relations, that is,

E={{C1,C} |CI €L,C €R,C1 C Co}.

We observe that the graph is k-regular, i.e., every vertex has the same degree. To see that

IN|-1-c¢

the graph is k-regular, we first show that each coalition C; € L has (| N|—1-2¢

) supersets in R.
Intuitively, to find a size [N| — 1 — ¢ coalition C, € R that is a superset of the size ¢ coalition
C1, we can add |[N| — 1 — 2¢ players by choosing from the remaining [N| — 1 — ¢ players, i.e.,

N\ {i} \ {Ci}. Therefore, there are (||l\]>]||—_ll—_20c) choices and hence the same number of supersets.
IN|-1-c¢

Similarly, we can show that each coalition C, € R has ( IN|-1-2¢

) subsets in L. This time, to find a

subset of C,, we can choose and remove |[N| — 1 — 2¢ players from the |[N| — 1 — ¢ members of C,

therefore, there are (lm__ll__zcc) choices and hence the same number of subsets. With this we have
shown that the bipartite graph is k-regular where k = (||15||—_11—_2Cc)'

Then, by Hall’s Marriage Theorem for regular graphs, there exists a perfect matching on B,

and hence we have found our bijective mapping f. Finally we can pair the terms according to the
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3.3. Theoretical Properties of Semivalues in Submodular Games

mapping. Let C¢ = {C C N \ {i} | |C| = ¢} denote all size ¢ coalitions excluding player i,

aple I(IN| - -1)!
s = 3 RIS = D - 2161 e
CSN\{i} :
I(IN|=c—=1)!
= c (|(|]\|]| +c1)’ ) (IN|=2¢c-1) Z MCi(C)) - Z MCi(Cy)
0<e< NI ' CieCe CyeCINI-1-¢

= Z (IN| + 1)! (IN]=2c I)CIEZCC (MCl(Cl) MCz(f(Cl)))

>0 due to submodularity and that C; Sf(C))

And this concludes our proof that under the Shapley value, the players can gain a higher total

payoff by replication. |

Lemma [3.3.4.2| shows that the Shapley value is not robust against replication if the player
replicates its resource and acts as two players. This prompts us to ask if there is a solution concept
which is robust against replication? The answer is yes, and in what follows we will show that the

Banzhaf value is neutral to replication for the case of k = 1 number of replications.

Lemma 3.3.4.3. Let G= (N, v) be a submodular game with replication-redundant characteristic
function v, a player i € N replicates and obtains the total payoff as two identities CR = {iy, i»}
in the new game GR = (NR oR), where the players are NR = N\ {i} U CR, and v® satisfies
VYC C N\ {i} Vir € CR: vR(ix UC) = v(iUC) and vR(C) = v(C). Under payoff allocation using

the Banzhaf value, the changes in total payoff of player i by replicating is zero, i.e., S¢BPhaf = ()

i

Proof. We show that the total payoff of the two replicas is equal to the payoff of the original

player. For detailed proof please refer to the Appendix[A.2] O

The neutrality of the Banzhaf value under the replication manipulation is a natural consequence

of the weights defined on the coalitions (i.e., YC, wg, N = L,). This replication neutrality property

2IN]
is also closely related to the 2-efficiency axiom of the Banzhaf value, i.e., the Banzhaf value is neu-
tral to the merging or splitting of two players in the amalgamation game described in Section[2.1.3
To conclude, the Shapley value is not robust towards replication, while the Banzhaf is neutral

when the player replicates and acts as two identities. This raises a few interesting questions:

(1) Are there other solution concepts that are robust against replication? (2) What governs the
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3. Semivalues in Cooperative Games with Submodular Characteristic Functions

robustness of the solution concepts which lead to the different behaviours between the Shapley
and Banzhaf values? (3) Can we draw the same conclusion for more than one replications, i.e.,
k > 1, for example, is the Banzhaf value neutral to an arbitrary number of replications?

To answer these questions, we next examine the wider class of solution concepts, i.e.,
semivalues [16} [15]], which include both the Shapley and Banzhaf values. Moreover, we extend
our theoretical results to the more general case where the player performs k > 1 replications. In
the case of k > 1 replications and for general semivalues, the weight changes after replication do
not exhibit the convenient form as the Shapley value for matching pairs of coalitions. Therefore,
to prove for the general semivalues and k > 1 replications, we found an alternative solution by
representing the semivalues using average marginal contributions for the size of each coalition.
This representation allows us to transfer the submodularity property which compares pairs
of coalitions into a useful inequality on the average marginal contributions which compares
pairs of coalition sizes. Based on this inequality, we can then present a general condition
for replication-robustness.

3.3.5 Payoff Changes for Semivalues under Replication, with k > 1 Number of
Replications

To compute the payoff (or contribution) of a player towards a cooperative task, we consider

semivalues [16} 15, 132]], a wide class of solution concepts including common ones such as the

Shapley value and the Banzhaf value.

3.3.5.1 Semivalues

Given a cooperative game, each semivalue specifies the payoff for a player by a weighted average
over its marginal contributions towards coalitions of other players. The weights of player i’s
marginal contribution towards coalition C is denoted by w¢ n. In particular, we, n only depends
on the size of C but not on the players’ identities inside the coalition, i.e.,
piN,0)= > wenMCi(C), (3.2)
CCN\{i}

where ¢ = |C] is the size of the coalition.
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3.3. Theoretical Properties of Semivalues in Submodular Games

By grouping together equal-sized coalitions, a semivalue assigns to each player a real
valued payoff, expressed as a weighted sum of player i’s average marginal contributions to-

wards size-c coalitions z;(c):

IN|-1
@i(N,v) = Z ac.zi(c), where (3.3)
c=0
zi(c) = (lNcl_l)_l Z MC;i(C) (Average Marginal Contributions),
CCN\{i},|C|=c
ae = ('Ncl_l)wc, N (Importance Weights).

Proof. The derivation from Equation (3.2) to (3.3) is straightforward, by grouping the marginal
contributions of player i towards equal-sized coalitions, the payoff of the player ¢; can be re-
written as a weighted sum of its average marginal contributions to each coalition size c.
piN, )= > wig,nMCi(C)
CCN\{i}

IN|-1 INI-1

= Z Z W|C|’NMC,'(C): Z We, N Z MC!(C)
c=0

¢=0 |C|=c,CCN\{i} Clee 52
) 1 IN]-1

= IN|-1 IN|-1\~ ' ~ |

) CZ=(:> w( c ) Z|C|=C,C§N\{i}MC’(C)_ CZ:;) aczi(c). o

Ac

zi(c)

We will refer to a. as importance weights, as they quantify the importance of a player’s
marginal contributions towards different coalition sizes. In addition, the importance weights in
a semivalue form a probability distribution, that is, Zlcfg)_l a. = 1.

The next example compares the importance weights of some common semivalues, namely,

the Shapley value, Banzhaf value, and Leave-one-out value.

Example 3.3.5.1 (Importance Weights for Common Semivalues). The Shapley value is defined

by the weights we N = QAN - L(lNcl_l

-1 . .
INTT TN ) ', hence the importance weights are a, =

(|NC|—1

JWe,N = ﬁ according to Equation (3.3). Interestingly, the Shapley value has a uniform
importance weight, placing equal importance on all coalition sizes. In contrast, the Banzhaf value
is defined by the weights w¢ |N| = le_lH’ hence o, = le_lH ('Ncl_l). The importance weights of the

Banzhaf value is bell-shaped as a function of coalition size, and places higher importance on

mid-sized coalitions. For the Leave-one-out value, . = 1.—|n|-1.
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3. Semivalues in Cooperative Games with Submodular Characteristic Functions

Intuitively, by adjusting the importance weights a., a semivalue balances a player’s individual
value and complementary value. In particular, putting higher importance on smaller coalitions
(larger a. for smaller c) favours the individual value and vice-versa. In the next example, we
illustrate how to compute the semivalue of a player according to the importance weights and

average marginal contributions.

Example 3.3.5.2 (Payoff Computation via Importance Weights). Let G = (N, v) be a submodular
game with 3 players N = {i, p, q}, the marginal contributions of player i are given by MC;(0) = 3,
MCi({p}) = MCi({q}) = 2, MCi({p,q}) = 1. To compute the payoff of player i, we first
compute i’s average marginal contributions across different coalition sizes ¢ = 0,1,2, i.e.,
zi(0) = MCi(0) = 3;z:(1) = 3(MCi({p}) + MCi({q})) = 2;z:(2) = MC:i({p.q}) = 1.
The Shapley value importance weights are uniform, i.e., adg = @) = o = %, hence the Shapley
Shapley

value of player i is: ¢ = Z%:o aczi(c) = %(3 + 2+ 1) = 2. The importance weights of the

i

Banzhaf value are ag = }‘, ay = % ay = }‘, and hence q)]?a“Zhaf = Z%:o aczi(c) = 3-}'+2-%+}‘ =2.

So far the representation of semivalues via importance weights has provided some insights for
differentiating the common solution concepts. In the following sections, we will show that this
representation has significant implications for understanding the behaviours and manipulations

of solution concepts in submodular games.
3.3.5.2 Average Marginal Contributions vs. Coalition Sizes

As mentioned previously, in a submodular game, a player tends to be more useful when contribut-
ing towards a smaller coalition. Can we formally show this intuition? Unfortunately, this does
not always hold true for arbitrary pairs of coalitions: provided two different coalitions C; and
C, where |Cy| < |G|, there is no direct comparison between a player’s marginal contributions
towards these two coalitions, only except for when C; is a subset of C,. Nevertheless, we can
formalise this intuition under average marginal contributions. We now present in the following
a useful property of submodular games that the average marginal contributions z;(c) decrease

with coalition size under the submodularity assumption.

Lemma 3.3.5.1. Given a submodular game, the average marginal contribution z;(c) of a player i

monotonically decreases with coalition size c, i.e.,

VO<c<|N|-1, zic)>zi(c+1). (3.4
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size o+ 1
coalitions

size ¢
coalitions

=S

—

c+1
subsets s~/

QLR

Figure 3.4: Illustration of the Proof for Lemma Step (2): Given an example game with 4 players
N = {i,p, q,r}, we compare the average marginal contribution of player i towards size-c and size-(c + 1)
coalitions by matching the coalitions. Specifically, each size-c (here ¢ = 1) coalition C; (Left) has [N|—c—1
supersets of size-(c + 1). This can be shown by adding any of the remaining |[N| — ¢ — 1 players (—c refers
to the ¢ players already in the coalition and —1 refers to the player i). Conversely, each size-(c + 1) coalition
C» (Right) has ¢ + 1 subsets of size-c. This can be shown by removing any one of its ¢ + 1 members. Arrows
indicate the "C" relation.

Proof. (Sketch) To show for any player i, z;(c) > z;(c + 1), we take the following three steps:

(1) Express z;(c) and z;(c + 1) as the average of marginal contributions of player i towards
size-c and size-(c + 1) coalitions, respectively.

(2) Map the size-c coalitions (excluding i) with their size-(c + 1) supersets (excluding i), and
vice-versa: each size-c coalition C; can be mapped to (|N| — 1 —c¢) number of size-(c + 1) supersets
C, where C; € C, € N\ {i}. This can be achieved by adding one of the remaining (|[N| — 1 —¢)
elements j € N \ ({i} U Cy). Conversely, each C, can be mapped to (¢ + 1) subsets C; of size-c.
This can be achieved by removing any one of the member elements j € C,. An example is shown
in Figure [3.4] for an illustration. Note that in contrast to the proof for Lemma [3.3.4.2] here we are
not looking for a bijective mapping.

(3) Finally, with the mappings between size ¢ and ¢+ 1 coalitions, we show that z;(c) > z;(c+1)
by the submodularity property: VC; € C; € N \ {i} = MCi(C1) = MCi(Cy).

The detailed derivations of Step (3) is shown in the following: V¢ € [0, 1, ..., |N| — 2], denote

C¢ = {C C N\ {i} | |C| = ¢} as all possible coalitions of size c, excluding player i, then
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aerD-z@= Yy (W) Meier- Y (M) meien

CzEC“’l Clecc
11 -1
- Z ((UXJ—]I) MCi(Cr) - Z W(INl 1) MCi(C1))
CreCet! C1€C4,C1CC) ~—— N
(1) 2MCi(C2)
1,1 -1
= Z ((lﬂll) MCi(C) - Z \N|11—C(INC| ) MCi(Cz))
Cyecetl CleCe,Ci
-1 o
= 30 (MY Meien - et (M) meien)
CzeCCJrl ———

@

- Z ((|IZ:1)_1MC"(CZ)_(lﬂTl)_lMCi(Cz))
CZGCC+1
=0

(1) Cy is counted once in each of its (|N| — 1 — ¢) supersets C, of size-(c + 1), and (2) is because

each C; has ¢ + 1 subsets C; of size-c. And this concludes our proof for z;(c) < z;(c + 1). O

In summary, we have shown that in a submodular game, a player is more useful on average
when contributing towards a smaller coalition, i.e., the player’s average marginal contribution

towards a smaller coalition is no less than its average marginal contribution to a bigger coalition.

3.3.5.3 Payoff Changes under Replication with k > 1

In Section [3.3.4] we have shown that the Shapley is not robust against replication when the player
replicates once and acts as two new players. Now we are ready to extend our study to the more
general class of semivalues and number of replications k > 1. As we discussed previously, it
is important for the solution concept to hold robust against any number of replications k, as the
payoff allocation module may not have access to the private information of how many replications
the player has performed and which identities are the replicas.

As a first step, we derive the total payoff of the replicating player according to each solution
concept after replication. Interestingly, we observe that under the replication-redundancy assump-
tion, the replicating player’s total payoff can be expressed by the average marginal contributions

z;(c) of the original player from the original game, as detailed in the following lemma.

Lemma 3.3.5.2. Let G = (N, v) be a submodular game with replication-redundant characteristic

function v. By replicating k times and acting as k + 1 players CX = {iy, ..., i} in the induced
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game GR = (NR oR), the malicious player i receives a total payoff of

IN|-1
P (k) = Z ¥ zi(c), where (3.5)
c=0
zi(c) = (lNcl_l)_1 Z MC;(C) (avg. marginal contributions in G),

CcN\{i},|C|=c
ak = (k + 1)(|Nl_1)wc’ ~y&  (importance weights after replication).
Proof Sketch. By symmetry the replicas yield equal payoff, i.e., ¢°'(k) = (k + 1)¢;, (NR 8.
Due to replication-redundancy (Assumption [3.3.3.1)), a replica player makes a nonzero marginal
contribution only towards coalitions with no other replicas C € N® \ CR, which correspond
to the same set of coalitions of the other players in the original game C C N \ {i} because
NR\ CR = N\ {i}. Then we can compute the new importance weights o over the original

coalitions. The detailed proof can be found in Appendix[A.3] |

Note that Equation (3.3)) reduces to Equation (3.3)) for no replications, i.e., ¥ = a, when
k = 0. Importantly, z;(c) are the average marginal contributions defined on the original game
G = (N, v) as in Equation (3.3)), instead of on the induced game, thus they are invariant under
replication. As stated in Equation (3.3), the total payoff of the replicating player is a weighted
sum over z;(c) through the new importance weights a*. Since the average marginal contributions

z;(c) in the original game stay invariant after replication, the change in the total payoff of the

k

- across different number of replications k.

replicating player ¢! is reflected in the change in «
This makes « a key factor for characterising replication-robustness.
The next corollary demonstrates the importance weights after replication for the common semi-

values.

Corollary 3.3.5.1. The total payoff of a malicious player i after k replications can be expressed as

(ps.(’t(k) = ZJCVZ_Ol (xfzi(c) such that for the Leave-one-out value af = L¢=|N|-1,k=0, for the Shapley

k _ _ GerD(N

k+1 NI|-1
¢ = (T £ = g (M)

2IN|+k-1 c

value a and for the Banzhaf value o,

Proof. The importance weights can be obtained straightforwardly by plugging in the weights of

the solution concepts to Equation (3.5)). The detailed proof is omitted, but an illustration can be

found in Example[3.3.5.3] |
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. N .
Size c Size c

Figure 3.5: Changes of af under different number of replications k, plot using Equation (3.3) with
|N| = 20. The x-axis represents the sizes ¢ of coalitions of the other players N \ {i}, and the y-axis shows
the value of the importance weights af assigned to each coalition size. Each curve represents a different
number of replications k. (Left) Across the different curves, the importance weights a* of Shapley shift
towards smaller coalitions as k increases (Lemma . (Right) In contrast, the Banzhaf importance
weights ¥ are unchanged with the first replication, afterwards, a¥ decreases across all coalition sizes
as k increases. Since z;(c) decreases over coalition size ¢ due to the submodular characteristic function
(Lemma , the weight shift of Shapley value causes ¢}* to be increasing, while non-increasing for
the Banzhaf value.

In Example [3.3.5.3] and Figure [3.5] we compare the Shapley value and the Banzhaf value
using Equation [3.3] and illustrate the difference between these two solution concepts in terms

of their changes in importance weights.

Example 3.3.5.3 (Payoff Changes of the Malicious Player). Let G = (N, v) be a submodular game
with 3 players N = {i, p, q}. The marginal contributions of player i towards coalitions of other
players are MC;(0) = 3, MC;({p}) = MCi({q}) = 2, MCi({p,q}) = 1. Player i replicates
once and acts under two identities CR = {i, i»}. The induced game is then GR = (NR, vR) where
NR = {i,iy,p, q}. To see the changes in i’s total payoff, we take the following steps:
(1) First, compute the average marginal contributions of i in the original game:
zi(0) = MCi(0) = 3; zi(1) = J(MCi(p) + MCi(9) =25 z(2) = MCi(p,q) = 1.

(2) Then, compute the importance weights in the induced game according to Equation (3.3):

1 (INJ+k-1y~1 k _ _k+1_(IN|-1) (IN]+k=1"]
(Shapley) w. nr = m( ¢ ) = ai= |N|+k( c )( c )
— 1 k _ _k+1 (IN|-1
(Banzhaf) WC,NR = W i, a, = SINT+k—1 (l (,! )

(3) Finally, we compute the total payoffs of player i using ¢°'(k) = Z(li[(l)_l akzi(c), where

k = O refers to no replication, and k > 0 represents replicating k times:
(Shapley) ¢*°(0) = Y2y alzi(c)=3-1+2-1+1-1=2;
(1) = 520 alzi(c)=3- % +2-

1 1
3 6

(Banzhaf) ¢ (0) = 32, alzi(c) =3 -+ +2- 1 +1.1 =2,
?i =0 %c 3 2 7
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(D) = Zigan(© =33 +2- 5415 =2

c

The above example demonstrates our observations from Figure 3.5} the importance weights
a* of Shapley value shifts from uniform in the coalition sizes (%, %, %), to having larger weights
towards smaller coalition sizes (%, %, %) after replication. Due to submodularity, the average
marginal contributions are larger for smaller coalition sizes, hence the total payoff increases as a
result of replication. Whereas for the Banzhaf value, the importance weights af = (}1, %, }1) are
invariant under the first replication, hence the total payoft is unchanged. The following section

will provide a formal characterisation of these observations.
3.3.6 Replication-robustness Condition

In this section, we will present the condition which characterises the replication-robustness for
semivalues. Specifically, this condition provides a sufficient and necessary condition on the
importance weights af for guaranteeing replication-robustness against any arbitrary number of
replications k. Therefore, by using a replication-robust solution concept, a player should have

no incentive to perform any number of replications in order to increase its payoft.
3.3.6.1 Necessary and Sufficient Condition

Theorem 3.3.6.1. Given a submodular game with replication-redundant characteristic function,

IN|-1

eco  @czi(c) is replication-robust if and only if for any number of

a semivalue of the form ¢; = 3,

replications k,

P P
VO<p<INI-1,) a2 ) ok, (3.6)
c=0 c=0
where a(]f are the importance weights as defined in Equation (3.5]).

Proof. Sufficiency. We will first show the sufficient condition, that is, Equation (3.6) implies
replication-robustness, i.e.,:
P P
VE,(VO<p<N-1,>"al > ) af) = (¢(0) - ¢"(k) > 0)
c=0 c=0
Due to submodularity, the average marginal contributions decrease as coalition sizes grow

according to Lemma[3.3.5.1] together with replication-redundancy, we have the average marginal

contributions satisfy the following condition z;(0) > ... > z;(|N| - 1) = 0.
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Let 6. = ¥ — ¥ denote the change in importance weight over coalition size ¢ before and
after replication, then by Equation (3.6), Vp € {0, 1,...,|N| -1}, ZP bc = 0. Therefore, we
proceed to show the inequality recursively as follows:

IN|-1

Pi(0) - @' (k) = Z Sezi(c)

IN|-1
= z;(0) Z O + Z dczi(c) , by grouping coalitions of size ¢c = 0 and ¢ > 0
|N| 1 0
> z; (1)25 + Z Sezi(c) , because z;(0) > z;(1) and Z‘Sc >0,
c=0
|N| 1
—z(1)25+25z(c) , moving size ¢ + 1 to {0, ...,c}
|N| 1 1
> z; (2)25 + Z Sezi(c) > ... , because z;(1) > z:(2) andzcsc >0
c=0
|N|—2 IN|-1
=z(IN[=2) ) 8+ > SezINI-1)
c=0 c=|N|-1
IN|-2 IN|-1
> z(IN[=1) )| 6+ ), z(N|I-1)
c=0 c=|N|-1
IN|-1
=z(NI=1) ) &
c=0

> 0.

With this, we have shown the sufficient condition, and we will next show the necessary condition.
Necessity. We now show that Equation (3.6) is also a necessary condition. To do this, we will
prove by contradiction:

Let 5% = 0;8—052‘. Recall in Equation (3.6) for any coalition size 0 < p < [N|-1, Zq 0 5k > 0.

Assume the contrary that there exists a set of coalition sizes (index) q,, where the condition does

not hold:

q
30, =1{q0,91,--.,9m}, such that Vq € Qm,ZSf <0,
c=0

Without loss of generality, we assume the coalition sizes are ordered and that gp < q; < ... <
gm < |N| — 1. We now show that there exist average marginal contributions z;(c)’s which violates
replication-robustness, and we construct them as follows: Looking at the smallest index that

causes the contrary assumption go = min Q,,, all indices below qq satisfy the original condition,
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ie.,

igk <0 ifp=qo
=0 ¢ >0 ifP<CIO

Therefore, the sum of 52? over all indices under g is less than the absolute value of that
at qo, i.e., 0 < ZZZBI Sf < —5{;0 = |5’q‘0|. Therefore, we denote y < 1 as the ratio, such that
Zgoz;)l Sf = y|c§(’1‘0|. To construct z;(c), we let Ye > qo,z;(c) = 0 for all indices above gy, and
let z;(qo) = yzi(0) + € where 0 < € < (1 — y)z;(0). Note that the ¢ > 0 is for z;(qp) to be
strictly greater than z;(0), and € < (1 — y)z;(0) guarantees submodularity where z;(qo) < z;(0).
In fact, a trivial choice would be a constant function for all indices no greater than g, i.e.,
Vq € {0,...,q0},zi(q) = Const., but we will adopt the former option which also accounts for
strictly submodular cases. Then, we have

IN|-1
PO - k) = ) Frailo)
c=0

90
= 8Fzilo) ,as¥go < ¢ < IN| = 1,zi(q) =0
c=0

qo—1
= () 8Fzi(0)) + 8%, 2i(q0)
¢c=0
Q-1 3
< (Z 5f)z,-(0) + 5§0zi(qo) , due to submodularity
c=0

= 185 1(y24(0) - zi(q0))
= |85 (y2:(0) - yz:(0) — €)

=—-e<0

This forms a contradiction. Thus we have proven that Theorem [3.3.6.1]is both a necessary and

sufficient condition for replication-robustness, and this concludes our proof. O

Intuitively, the condition ensures that after replication, there would not be too much importance
weight increase on the smaller coalition sizes. This is because players have larger average
marginal contributions z;(c) towards smaller coalitions as a result of submodularity. This effect
was illustrated in Figure and the theorem is a formal characterisation.

The significance of this theorem is that it provides a necessary and sufficient condition for guar-

anteeing replication-robustness for all semivalues and for any number of replications. Therefore,
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a solution concept that satisfies the condition is replication-robust without the need of knowing

the number of replications k or the replicated identities, which are typically private to the player.
3.3.6.2 Sufficient Conditions for Monotonically Increasing (Decreasing) Total Payoff

Extending from the necessary and sufficient condition in Theorem [3.3.6.1] the following two
corollaries provide sufficient conditions for monotonically increasing or monotonically decreasing
total payoff of the replicating player with respect to the number of replications. These conditions

will help us characterise the robustness of the common semivalues.

1. Monotonica Decreasillyng Total Payoff vs. the Number of Replications k

Corollary 3.3.6.1. Given a submodular game with a replication-redundant characteristic func-
tion, a semivalue is replication-robust and the total payoff of the malicious player decreases

monotonically i.e., ' (k) > ¢ (k + 1), if for any number of replications k,
P
VO<p<N-1,) af > ak! (3.7)

Note that the condition stated in Corollary [3.3.6.1]is stricter than that in Theorem [3.3.6.1]
(which implied ¢*'(0) > ¢!°'(k)), but additionally ensures that the total payoff of a replicating

player monotonically decreases with the number of replications, i.e., Vk > 0, ¢*'(k) > ¢\*'(k + 1).

Proof Sketch. We need to show that Equation (3.7) implies the total payoff decreases with k:
IN|-1

Vi, (k) - ik + 1) = > (@ —afzi(e) 2 0,
c=0

k

Denote 5% := a* —a**!, then we can substitute 5¥ in the recursive proof for the sufficient condition

of Theorem|[3.3.6.1] by doing so we will arrive at the above conclusion. O
2. Monotonically Increasing Total Payoff vs. the Number of Replications k

Corollary 3.3.6.2. Given a submodular game with a replication-redundant characteristic function,
a semivalue is not replication-robust, and the total payoff of the malicious player increases

monotonically i.e.,p\'(k) < ¢\*'(k + 1), if for any number of replications k,

P 4
VO<p<N-1 ) af' > > af (3.8)
c=0

c=0

v
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Proof Sketch. We need to show that Equation (3.8) implies the total payoff increases with k:

IN|-1
Vi, @ (k + 1) = (k) = > (@ = ab)zi(e) > 0,
c=0
The proof is similar to the monotonically increasing case above. Denote 8% := af*! — a¥, and we
can reuse the proof for Theorem [3.3.6.1] O

3.3.6.3 Robustness of Common Solution Concepts

In Section we discussed the payoff changes using the Shapley value under k = 1 replication.
Now using the robustness conditions presented in the previous section, we can revisit the Shapley
value and the Banzhaf value with k > 1 replications. The following theorem is a consequence

of our robustness condition for the three common semivalues.

Theorem 3.3.6.2. Let G = (N,v) be a submodular game where v is replication-redundant,
the Shapley value is not replication-robust, whereas the Banzhaf value and Leave-one-out are
replication-robust. For the Shapley value, the total payoff of the replicating player i mono-
tonically increases over the number of replicas, and converges to i’s characteristic value, i.e.,

limy_,o ¢ (k) = v({i}). For the Banzhaf and Leave-one-out values, limj_,« ¢*'(k) = 0.

Proof. For the Shapley Value. We prove that the Shapley value is not replication-robust, and the
total payoft of the replicating player monotonically increases with k in the following three steps:

1. Rewrite the Shapley value after replication according to Lemma[3.3.5.2]in terms of average

k (k+1) (|N|—1)(|N|+k—l)_1'

marginal contributions and importance weights, i.e., a; = N\ e .

2. In Lemma [3.3.6.1] (presented following this theorem), we show that the Shapley value
satisfies Equation ((3.9b):
p p
VO<p<N-1, >aF<y ok
c=0 c=0
3. By Theorem [3.3.6.1] the Shapley value is not replication-robust. In addition, Corol-
lary [3.3.6.1]in Section [3.3.6.2] shows that for the Shapley value, the total payoff of the replicating
player monotonically increases with respect to increasing number of replications k.

Finally, the limit is computed as follows:
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IN|-1
Jim 9 = Jim )% ke () ()
po
! IN|-1 k+1 INJ+k—1y~1
= CZ::,) (" )Zi(c)klg{}owuk ,}L‘};( e )
=1 =lc=0

=zi(0) = MC;(0) = v({i})

(ii) For the Banzhaf value and Leave-one-out value. We prove that the importance weights o’
satisfy Vk > 0,aX > a**! for both the Banzhaf value and Leave-one-out, which is a sufficient
condition for Vp, Zi -0 al > Z[C’ -0 ak. Therefore, according to our robustness condition in
Theorem [3.3.6.1] both the Banzhaf value and Leave-one-out value are replication-robust. In

addition, both values monotonically decrease as the number of replications k according to

Corollary[3.3.6.1] In particular, for the Banzhaf value,

k _ _(k+t1) (IN|-1 k

ac = 2\N\+k—1( c ) N ac _ 2(k+1) > 1
k+1 _ (k+2) (INI—I) ok+1 4 k+2) =
c ~ 2INI+k c c

As we can see, @) = a! for the Banzhaf value. This implies that the total payoff of the
malicious player is unchanged when it replicates for the first time. Therefore, the Banzhaf value

is neutral for k = 1, which conforms with our finding in Lemma|3.3.4.3| The limit of the total

payoff is:
IN|-1 IN-1 k+1
kll_l‘)lgo ol(k) = k]gl;lo ZO akzi(c) = Z;) (N zi(e) kh_{ﬂo SINIFE-T 0
c= c=

k+1 k
For the Leave-one-out value. Yk > 0, a; — =0, hence % > 1, and the total payoff is zero with

c

any positive number of replications, i.e., Vk > 0, p"'(k) = 0 m|

As we mentioned previously in Section [3.3.5] the semivalues balance between a player’s
individual value and complementary value through the importance weights .. The Shapley
value assigns uniform weights over coalition sizes ¢, Banzhaf value assigns larger weights for
mid-sized coalitions, and Leave-one-out only considers size N — 1 coalitions. We observe that
due to replication-redundancy and submodularity, the solution concepts which emphasize the
complementary value tend to be more replication-robust.

In particular, the robustness property of the Shapley value aligns with and generalises our

findings for the k = 1 case. With an increasing number of replications, the player’s total payoff
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monotonically increases and converges to its own characteristic value. This is due to the following

properties shown in the next lemma.

Lemma 3.3.6.1. For the Shapley value, the importance weights a(]f of the total payoff of a

replicating player satisfy the following properties: Yk > 0,Y0 < p < |[N| -1,

INI-1
> ak=1 (3.9a)
c=0
P P
Dak < okt (3.9b)
¢=0 c=0
p p
Z akt — ok > Z ak*? - gkt (3.9¢)
c=0 c=0
Proof. For the detailed proof please refer to Appendix [A.4] O

Equation (3.92) presents an interesting phenomenon that the importance weights of the
Shapley value after replication (i.e., a¥) always sum to 1. This is a special property of the Shapley
value which is not shared by all semivalues. Please note the difference from the property of
semivalues, i.e., Zlcf(l)_l a. = 1. In contrast, Equation shows the sum of the importance
weights after replication a* over the coalitions in the original game C C N \ {i}. Equation (3.9b)
shows that these importance weights gradually shifts towards the smaller coalitions with each
added replication, which results in the monotonically increasing total payoff. Collectively,
Equation (3.94) and Equation (3.9b) results in the convergence of the malicious player’s total
payoff to its characteristic value. Additionally, Equation implies that the gain of adding
one replica decreases with increasing number of replications, hence the first replication yields
the malicious player the highest unit gain.

To summarise, in this section, we have studied and compared the replication-robustness
properties of the common semivalues, namely, the Shapley value, the Banzhaf value and the
Leave-one-out value. In the following section, we discuss the design of other replication-

robust solution concepts.
3.3.6.4 Designing Customized Replication-robust Payoff Allocations

In this section, we describe how to apply the replication-robustness condition to the design
of new robust solution concepts and illustrate this with an example robust solution concept

derived from the Shapley value.
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Observation 1: To satisfy the robustness conditions in Theorem |3.3.6.1] it suffices to satisfy

one of the following conditions for each summand of coalition size c:

k

a(c) > a,, or monotonicity: af > af“ (3.10)

Observation 2: The identity of the replicating player and the number of replicas k are
private information that is often not accessible. Therefore, we should make sure that k does
not appear in the solution concept.

We now derive a robust solution by down-weighing the Shapley value using these two

IC]

N is a function of the

observations. Our solution will take the following form, where the factor Y

total number of players |N| and coalition size |C|, but not of the number of replicas k:

FiN,v) = > ¥ Wic.nMCi(C) (3.11)
CCN\{i}

— [CINI-[C]-D!

where wic| N = TN are the Shapley coefficients.

Definition 3.3.6.1. (Robust Shapley value) Equation (3.11) with

|_|N2|—l _|!L|N2|—l I N |1
yiol = e el <15,

otherwise.

defines the Robust Shapley value.

Corollary 3.3.6.3. The Robust Shapley value in Definition[3.3.6.1]is replication-robust. Moreover,

in a submodular game G = (N, v), the loss for a replicating player i by replicating k times is at
N|-1
least: ¢\(0) — }'(k) > 7 TN = By zice).

Proof. For the proof of this corollary please refer to Appendix [A.5] O

The Robust Shapley value satisfies axioms symmetry [(AT)] null-player [(A3)] linearity [(A4)]
And additionally, the total allocated payoff does not exceed the value of the grand coalition v(N).

Like the Banzhaf value and Robust Shapley value, there are many other possible solution
concepts which are replication-robust. These solution concepts can be crafted by the importance
weights. Recall that semivalues balance between a player’s individual value and complementary
value through the importance weights. As a rule of thumb, the solution concepts which emphasize
the complementary value and put larger weights on the mid-sized and larger coalition sizes tend
to be more replication-robust. To further illustrate this effect, please refer to Appendix [A.6]

for a discussion on the binomial semivalues.
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3.4 Application: Machine Learning Data Markets

In this section, we apply our theoretical results to an emerging ML application — data valuation in a
multiagent ML data market. Typically, training ML models requires large volumes of high-quality
training data. As a consequence, many ML models are trained on standard benchmark problems
using carefully collected public datasets such as ImageNet [30] or the UCI Machine Learning
Repository [31]. However, when training ML models for real-world applications there is often an
under-supply of high-quality public data as these ML applications may require specialized, up-to-
date, labeled training data of sufficient volume and fine-grained categories [[128]. Consequently,
obtaining such training data can be a critical bottleneck in ML [[110], which typically relies on
data acquisition methods such as searching, manual collection, crowd-sourced labelling, etc. In
many cases, multiple potential data providers can be identified, and the data would be acquired
separately from each data provider. This motivates us to develop ML data markets that readily
connect data collectors (buyers) with data providers (sellers) and accurately valuate data. [2, [63]].

A naive implementation of such a market in the form of direct data exchange is likely to
fail in practice due to the following reasons: (i) Data can be freely replicated, and hence can be
easily resold by a buyer. (ii) Acquiring ownership of a large dataset may exceed the budget of
the buyer. Both of these issues can be alleviated by considering data exchange as an integral
part of an ML platform. This platform could bring together data from multiple sellers and return
an ML model trained specifically for the application of the buyer. The buyer will then pay a
fee according to the performance of the model. A key question then arises in this setting: How
can the market allocate the payoff among the data sellers?

The most common game-theoretic payoff-allocation method is the Shapley value. However,
as we have shown in the previous sections, the Shapley value can be vulnerable to replication
manipulations when applied in such an ML market, as data can be easily replicated and the ML
model performance typically exhibits a submodular behaviour. Therefore, a malicious seller
can exploit properties of the Shapley value to gain higher payoffs by replicating its data and
acting under multiple identities. In the following, we model the market as a submodular game
and apply our findings from the previous section to study the effects of replication as well as

related attack methods from the malicious player.
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Figure 3.6: Machine Learning Data Market

3.4.1 Data Market as a Submodular Game

Figure [3.6]illustrates a conceptual model of an online data market integrated with an ML platform.
In the market, the data sellers upload their data onto the central ML provider platform. At each
round of interaction, a buyer will provide an ML classification task, specified by a validation
dataset Dy, and meta information. For example, in an image classification task, a trained ML
model can predict the class of objects in the input image. The training data from multiple data
providers can be pooled for jointly training an ML prediction model M(U;cnD;).

We model each round of interaction as a cooperative game G = (N, v), where the players
i are the data sellers N = {1,...,n}, each holding a dataset D;. A natural characteristic value
of a coalition is given by the validation performance Accuracy(M, Dy,) achieved by the model

M which is trained on the data held by all players in the coalition:
VC € N,o(C) = Accuracy(M(U;ecD;), Dyar)

Submodularity is often a good model for approximating properties of this accuracy—the value
of additional training datasets typically diminishes with growing data size [[66]. Moreover, for
many ML models, adding replicated data do not significantly change the model’s performance

and hence the characteristic function satisfies replication-redundancy (Assumption [3.3.3.1).
3.4.2 Data Replication Attack and Related Attack Models

In the ML data market game, a malicious player may replicate its data and act under multiple false

identities. We refer to this manipulation as the data replication attack, where the player aims to
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obtain a higher payoff through false name manipulation and replication [102} 2]. More broadly,
theoretical aspects of malicious manipulations have been studied in the game theory literature,
such as merging/splitting [67, [103]], collusion via association/proxy agreements [51]], false name
manipulations [S]]. Moreover, to avoid replica detection, a player may execute more complex
manipulations such as adding noise to the replicated data or only replicating subsets of the data.
In this section, we will first discuss the naive approach to data replication. Then we will discuss
some related attack models. The next definition characterises the naive data replication attack

following our replication manipulation defined in Definition [3.3.3.1]

Definition 3.4.2.1 (Data Replication Attack). In the market game G = (N,v), a malicious
player i may execute a replication action k times on its data D; and act as k + 1 players
CR = {io,i1,...,ix} each holding one replica of D;. Denote the induced market game as
GR = (NR,vR), where the players N® = N\ {i} U CR, and the characteristic function v®
satisfies YVC € N\ {i} Vir € CR: vR(ix U C) = v(i U C) and vR(C) = v(C). By replicating,
player i receives a total payoff which is the sum of the payoff of itself and all its k replicas, i.e.,

k) = Zxo 9i (NR,0R),

As the market game is an instance of submodular game with replication-redundant character-
istic function, we can apply our replication-robustness results in submodular games. For example,
from Theorem [3.3.6.2] we can show that in an ML data market game, the Shapley value is
vulnerable against the data replication attack, and the malicious player is incentivised to replicate
its data and act under multiple identities in order to increase its total payoff. Whereas the Banzhaf
value and Leave-one-out are robust against data replication. Similarly, the sufficient and necessary
conditions for replication-robustness in Theorem [3.3.6.1] also hold for the data market game.

Despite the fact that replication-redundancy is often a suitable assumption as demonstrated by
our empirical results, and can also apply to alternative problem settings (e.g., duplicate features
in an ML model input), there may be scenarios where absolute replication-redundancy is not

satisfied, for example, data replication which:
1. results in a approximately replication-redundant characteristic function;
2. provides a negative influence on the ML model performance.
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Figure 3.7: Data Replication and Related Attack Models

3. together with data transformations, provide a useful contribution towards the ML model

performance, e.g., data augmentation [124].

For the first case (i.e., approximate replication redundancy), we show in the next section that the
replication robust solution concepts derived in the previous condition are e-replication robust. For
the second case, the total payoff of the malicious player does not exceed the replication-redundant
case and hence the replication robust solution concepts under absolute replication-redundancy
will still be replication robust. In the third case, our replication-robustness condition can serve to
factorise the payoff gain through replication/ transformations into two sources, i.e., 1. contribution
which comes from the gain in model performance by the replicated data, and 2. replication, which
only comes from the act of replication. Our replication robustness results studied the second
source and thus can be a neutraliser of this effect. Consequently, with the replication robust
solution concepts, the replicating player can be rewarded for its useful contribution towards the
model performance, rather than the act of replication.

Though the consequences of data replication have been studied in our results for general
submodular games, the attack strategy of a malicious player may not be limited to data replica-
tion. Potentially more complex attack strategies can be designed as a combination of multiple
manipulations. Nevertheless, our framework provides a nice basis for studying these related
attack models. In the following sections, we provide some examples which generalise our data

replication attack and discuss their relations.
3.4.2.1 Perturbed Replication

After replicating into multiple identities, a malicious player may further perturb each of its

replicated datasets to avoid replica detection, as illustrated in Figure [3.7b] such as adding noise
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or other data transformation processes such as translation or rotation. We now show that the
difference between the payoff of a perturbed replica and a non-perturbed replica is a function
of the marginal contributions induced by the perturbation.

Perturbed replications can be formulated as follows: In the market game G = (N,v), a
malicious player i replicates its dataset D; k times and acts as k+ 1 players CX = {io, ..., ir} where
D;, = D;. The player can further perturb its replicas as ct ={po,...,pr}, where Dy, = fi(D;)
for some perturbation function f, e.g., adding noise. The malicious player receives a total payoff
as a sum of all its perturbed replicas, i.e., (pgeplicate = Xi.eck @i, and (pli)erturb = 2peeC? Ppi-

Assume the effect of perturbations are small such that the marginal contribution of the perturbed

replicas towards other players’ data remain unchanged from the original replica, that is:
Yeen(iy» MCp, (C) = MC;, (),

and the marginal contributions of each perturbed replica towards coalitions containing other
perturbed replicas are small, compared to their marginal contributions towards coalitions of other

players, i.e, Je, s.t. VC € N \ {i},e < MC,,(C), such that

Vpi € Cp,pj ect \ {Pk},MCpk({pj} UC)<e

Lemma 3.4.2.1. Compared with replication, the additional gain in total payoff of the malicious

player due to the perturbation when replicating k times is given by:

perturb replicate
®; - ¢; < (k+1)e.

Proof. For the detailed derivation please refer to Appendix O

On the one hand, perturbations which yield negligible marginal values towards other players
and the other perturbed replicas (i.e., € is negligible) will yield negligible benefit compared
with the non-perturbed replicas. In this case, the replication-robust solution concepts are also
e—robust against the perturbed replication attacks. On the other hand, if the perturbation make
significant contribution towards the prediction tasks, the perturbed data can be considered as data

augmentation, which would be encouraged and naturally reflected in the total payoff.
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3.4.2.2 Data Splitting and Replicating Subsets of Data

In addition to perturbation methods such as adding noise, a malicious player may also choose
to replicate a subset of its data and act under false identities. We refer to this attack method as
subset replication, which is illustrated in Figure Alternatively, a player may split its data
and acts as multiple identities. We refer to this attack method as splitting, which is illustrated
in Figure Data splitting also relates to a line of prior work on splitting and merging
manipulations, and the discussion of the related work on splitting and merging can be found
in the related work section (Section [3.2). In this section, we discuss some relations among
replication, splitting and subset replication in terms of the payoff gain for the malicious player.
We demonstrate that under payoff allocation using the Shapley value, our considered replication
attack (which we refer to as replication and illustrated in Figure yields the highest payoff
for any k > 1 (Lemma . On the other hand, for the Banzhaf value, the three attacks
yield equal payoff when k = 1 (Lemma [3.4.2.3).

The related attack models can be formulated as follows: In the market game G = (N, v),
the malicious player i performs one of the following three attacks and carries the identities

CR = {ip,...ix}: (1) Under replication, each identity holds data Di;fp = Dj. The total payoff

.split

rep
1
k

1S oy = 2 iPeCR PP (2) Under splitting, each identity holds a disjoint subset of the

data D.gic € D;,Vj # k,Dspic N D = 0; and the total payoff of the malicious player is
k k J
fgtht = Zizpme cr Pyt (3) Under subset replication, each identity i]SC”b holds a subset of the data

D;w € D; while Djow = Dy, and the total payoff of the malicious player is ¢{*> = ZilscubecR Db

Lemma 3.4.2.2. Under payoff allocation using the Shapley value, the total payoff to a malicious

player by replication is no less than subset replication and splitting.

Lemma 3.4.2.3. Under payoff allocation using the Banzhaf value, executing one of the three

aforementioned attack actions and acting under two identities yields equal payoff.

Proof. The detailed proof for the above lemmas can be found in Appendix ]

In summary, we have provided three example cases of attack models in relation to our replica-

tion model. In the future, our framework can be extended to study more related attack models.
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3.4.3 Efficient Computation

Due to the nature of semivalues, computing the payoff allocation requires the characteristic
values of all possible coalitions, which is exponential on the number of players and often very
computationally expensive. For more efficient computation, we may sometimes find closed-form
solutions. For example, in Section we derived closed-form solutions which gave rise to
efficient algorithms for computing the Shapley and the Banzhaf value in the facility location
game. However, in more real-world applications such as the ML data market, a well structured
characteristic function is usually absent and hence no closed-form solutions to these semivalues
are available. Moreover, the computation of the semivalues in the such ML applications is very
demanding, as it requires the evaluation of v(-) for a large number of coalitions, each involving
the training or evaluations of the ML models. As this quickly becomes infeasible, methods for
approximating the solution concepts are crucial. In this section, we draw inspirations from prior

sampling methods, and introduce a sampling algorithm which can estimate the semivalues.
3.4.3.1 Prior Works

Prior approximation methods [35} |6] mainly focus on the Shapley value and often investigate
specific game structures such as weighted voting games. In the following we list a few of these
important approximation methods that are relevant to our problem setting.

Random (Permutation) Sampling [18, [2]. This is one of the most well-known methods
for approximating the Shapley value. In particular, the method samples T permutations 7’
of players, iteratively computes the marginal contribution MC! of each player i towards the
preceding players in 7, and approximates the Shapley value of each player by averaging over
the samples ¢"?® = L3, MC!.

Stratified Sampling [186l]. This method is a stratified approach that approximates for each
player the average marginal contributions z;(c) over size-c coalitions, and then computes the
Shapley value by averaging over z;(c)’s. Though the original paper [86] focused on the Shapley
value, we observe that this method can also be extended to be used for general semivalues.

Group Testing [63]]. This is a more recent method developed for approximating the Shapley
value. In particular, this method effectively shares sampled coalitions among the players. In each

turn t, it draws a coalition C; of a sampled size k;. After drawing the coalitions, the method
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Algorithm 5 Sampling Algorithm for Semivalues

Input: T: number of samples, N: the set of players, g(c): a sampling distribution over
coalition sizes c, «., importance weights of the semivalue ¢.
Output: estimated payoff value ¢; of each player
Step 1: Sampling coalitions and computing utilities
fort=1,2,...Tdo
Draw coalition size ¢; ~ g(c)
Uniformly sample coalition C; C N of size c;
Compute v(C;)
: end for
Uy m 21Ce|=c V(Cy) for all ¢
: Ui(e) « m 2(Ci|=c,iec, V(Ct) for all ¢ and i
: Step 2: Approximating players’ values
10: @ 251:61 ac%(%ﬁi(‘j +1)+ %Ul(c) - Ue)
11: Compute players’ pairwise differences A@;; < @; — ¢,
12: Compute approximated total payoff ¢, «— N Z?]: 61 ac(Ues1 — Up)
13: Find ¢; by solving a feasibility program with the following constraints:
14: 20 @7 = Qan, [(@] — @7) — Adyjl < eforVi,je N

R N A O T

proceeds by estimating players’ pairwise differences Ag;; o< 3, (1;ec, — Ljec,)v(Ct). Then, by
using the sum of their payoffs, which is the value of the grand coalition for the Shapley value v(N),
the approximate Shapley value can be obtained for each player by solving a feasibility program.

Among the above methods, random permutation sampling and group testing cannot be used
to approximate solution concepts beyond the Shapley value. In particular, the group testing
approach requires knowledge of the total allocated payoff. This can only be efficiently obtained
for the Shapley value as the value of the grand coalition v(N) due to the Efficiency Axiom
Stratified sampling can be extended beyond the Shapley value through Equation however,

with a growing number of players, separate assignment of samples to players can be suboptimal.
3.4.3.2 A Sampling Algorithm for Semivalues

Motivated by the above considerations, we propose Algorithm [5] a sampling algorithm which can
provide estimations for general semivalues. By rewriting the players’ average marginal contribu-
tions, our algorithm can improve the sample efficiency of stratified sampling by enabling sample
sharing among the players. Moreover, compared with group testing, our algorithm approximates
the total allocated payoff, hence can extend beyond the Shapley value to general semivalues.
The algorithm is based on two unbiased estimators for the payoff of each player and the total

payoff for all players, which are presented in the next theorem.
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Theorem 3.4.3.1. Let ¢; = Zlc]:(l)_l aczi(c) denote a semivalue. Algorithm |5| uses unbiased

IN|-1 IN| [|N|—c

=0 QTN TN Ui(c + 1) + -5 Ui(c) — U.] for the payoff of each player i,

[N

estimators ¢; = 3,
and Qa1 = N Zlcjz(l)_l ac(Uer1 — U,) for the total payoff allocated to all players, where Uy, is the

mean of size ¢ coalitions, and U;(c) is the mean of size ¢ coalitions which contain player i.

Proof. For the proof of the unbiasedness of the estimators please refer to Section [A.§] |

Algorithm [5]iterates for T steps, and for each step, it samples a coalition of coalition size
¢ according to an input distribution g(c), and evaluate the coalition value through ML model

training. Then the algorithm approximates the payoff of each player according to the estimator

from Theorem|3.4.3.1} that is, @; = ZICIZJ)_] ac |l|\IA|]—|c( |1|\7A|f—|c Ui(c+1)+ ﬁ[_]i(c) —U,), where U;(c) is

the sample mean of sampled size-c coalitions’ values which contain player i, and U, is the sample
mean of all sampled coalitions of size c. Next, we compute the players’ pairwise differences
Ag;j, and the total allocated payoff according to the estimator from Theorem [3.4.3.1] that is,
Pa1 — N Ziﬁl c(Uey1 —U,). Finally, we compute the estimated payoff of each player ¢; through
a feasibility program which makes use of the players’ pairwise differences and the approximated
total allocated payoff. The feasibility program is formulated as follows, where € is a small
tolerance value. The program can be solved using software such as the Python PuLP package [89].

minimize 0

PP

N

subjectto > ¢} = pau,
i=1

§i- i -Apy<e  ij=1...IN|

¢;—@;—Apiy = —e, i, j=1,...,|N|
The feasibility program is inspired by the group testing approach. In the small sample regime, that
is when the samples provide insufficient coverage of the different coalition sizes, the feasibility
program can help adjust the estimates by adding a sum constraint over the payoffs to the players

and thereby adjusting the values among the players.
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Figure 3.8: Example effect of applying the feasibility program.

Figure [3.§] illustrates the effect of the feasibility program for approximating the Shapley
value of an 8 player ML market game. More details about the market games are included in the
experiments section (Section [3.5)). Specifically, Figures [3.8a) and [3.8b] compare the Shapley values
of each player which are estimated using Algorithm[5] before and after applying the feasibility
program. In Figure[3.8a] the estimated Shapley values of the players with 32 samples (blue line)
largely deviates from their true Shapley values (grey line). After applying the feasibility program,
the players’ estimated values are improved due to adjustment among each other’s values, as shown
in Figure3.8b] (blue line). Moreover, Figure[3.8c|shows the coverage of the sampled coalition sizes
for each player for sample size 32 and 64. In particular, for sample size of 32, some coalition sizes
are not covered, and adjustments using the feasibility program helps reduce the negative effect.

The sampling algorithm significantly reduces the number of coalition value evaluations from

2IN1 to the number of samples, and all other calculations incur negligible time. Orthogonal to
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a sampling based approach, approximations to the characteristic values v(C) may be applied to

further improve efficiency, and would be an interesting direction for future work.

3.5 Experiments

In this section, we provide empirical validations to our theoretical results. Specifically, we will
first discuss the replication-robustness of the Shapley value and the Banzhaf value in the facility
location game computed using Algorithm 4] Then we present results on the ML data market: we
will present experiments that demonstrate the submodularity and replication-redundancy of the
characteristic function. We then compare the replication-robustness properties of the discussed
solution concepts in the ML data market game. Finally, we demonstrate that our sampling

algorithm shows a significant increase in sample efficiency over the baseline methods.
3.5.1 Experimental Setup

Facility Location Game. To generate the facility location games, we sample the utility matrix
(c.f., Definition U;j for [D| = 10 (and |[D| = 20) customers and a varying number
of players (which are the facility locations), where each utility value u;; is an integer that is
uniformly sampled within the range of [0,20]. To compare the replication-robustness of the
Shapley value and the Banzhaf value, we compute the total payoff of the malicious player with
respect to increasing number of replications. Specifically, we start with a facility location game
of | L] = 10 players including one malicious player i, where the game is generated following
the above procedures. Then we gradually increase the number of replications k from 0 to 50,
and plot the player i’s total payoff in each of the induced games.

The ML Data Market Game. For the data market game, we adopt three standard ML datasets
of varied input sizes and assign to each player a subset of the data. One of the players is malicious
which replicates its data and gradually increases the number of replications k. We next introduce

the training datasets, followed by the ML models and training procedures.

(a) Covertype [31]]: Each input consists of 10 continuous features, and the output is a prediction
of the forest cover type out of 7 classes. We use the dataset provided by Kaggle which
consists of ~15000 training datapoints uniformly distributed in the 7 output classes. In

our experiments, 5 honest players each holds 1000 datapoints, 5 replica players share 1000
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3. Semivalues in Cooperative Games with Submodular Characteristic Functions

Table 3.1: Experimental settings for CIFAR-100: training and validation data assignments. The Uniform,
Disjoint, Mixed experiments use all 20 superclasses and their 100 subclasses. Players 1-4 are honest players
while 5-7 are replicas that hold the same data as malicious player 0.

N Subclass Cgyp Training Data Assignment Validation Datasets

Players 0 — 4 assigned data from 100 Cgyp, uniformly

Uniform 8 100 Players (replicas) 5 — 7 assigned the same data as Player 0 All Cyups” validation data
e . Players 0 — 4 each assigned 20 Cyyp, s Lo
Disjoint 8 100 Players (replicas) 5 — 7 assigned the same data as Player 0 All Coup’s validation data
Pl — 4 assi i ions of each C
Mixed 3 100 ayers 0 assigned varied portions of each Cgyp All Cyups” validation data

Players (replicas) 5 — 7 assigned the same data as Player 0

datapoints. The 10 continuous features are (elevation, aspect, slope, horizontal distance to
hydrology, vertical distance to hydrology, horizontal distance to roadways, hillshade 9am,
hillshade noon, hillshade 3pm, horizontal distance to fire points). The preprocessing steps

include normalization of each field to [0, 1].

(b) CIFAR-100 [[10]: The input features are 32x32x3 RGB images of 20 superclasses (e.g., trees,
vehicles) and 100 subclasses (e.g., maple, oak, bicycle, bus). The output is a prediction of
the subclass out of the 100 possible subclasses. Preprocessing steps include normalizing
the image matrices to [0,1]. We carried out experiments with varied data assignments (i.e.,

Uniform, Disjoint, Mixed), and the detailed data assignments are provided in Table[3.1]

(¢) Tiny ImageNet [[74]: The input features are 64x64x3 RGB images which belong to 20 random
classes, and the output is the class. In our experiments, 3 honest players each holds 2000

different datapoints and 3 replicas share the same 2000 datapoints.

Models and Training. For the Covertype classification task, we use a 4-layer fully-connected
neural network with 512 units per layer. The model is trained for 20000 steps using the Adam
optimiser [64], learning rate of 0.0001 and minibatch size of 128. For the CIFAR-100 experiments,
we used the VGG-16 architecture [126] with 10 convolutional layers of kernel size 3 and max-
pooling, followed by 2 fully-connected layers with 1024 units per layer. The model is trained
for 15000 steps, using the learning rate of 0.001 and minibatch size of 64. For Tiny ImageNet,
we again use the VGG-16 network with the same configurations for the convolutional layers,
and 2 fully-connected layers each of 4096 units. The model is trained for 10000 steps using

the learning rate of 0.001 and minibatch size of 64.
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Table 3.2: Efficient Computation of the Shapley value and the Banzhaf value in the facility location game.
The table compares the time (in seconds) used for computing the exact Shapley and Banzhaf value for all
players using the standard and fast algorithms. n refers to the varying number of players. standard refers to
an algorithm that enumerates all possible coalitions and computes the marginal contributions, while fast
refers to Algorithm E} The entries in bold refer to the best for the semivalue for the number of players.

n=15 n=20 n=50 n=100

14.182  558.525 -
0.007 0.011  0.099

12.623  482.803 -
0.003 0.006 0.056

n=10
0.283
0.004

0.245
0.002

standard
fast

Banzhaf value standard
fast

Shapley value 0.225
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Figure 3.9: Replication-robustness of the Shapley and Banzhaf value for the Facility Location Game.
The characteristic value of v(i) is a single value, which is invariant across k and is shown to visualise the
convergence behaviour of the Shapley value.

3.5.2 Results

We first compare the replication-robustness of the Shapley value and the Banzhaf value on the
facility location game. Then we present the results on the ML data market experiments for the

submodularity assumption, replication-robustness, and efficient sampling.
3.5.2.1 Facility Location Game

Table|3.2| demonstrates our Algorithm [4| (fast) for computing the Shapley value and the Banzhaf
value in the facility location game using our closed-form solutions, compared with the standard
algorithm (standard) by enumerating all possible coalitions and computing the marginal con-
tributions. The results computed by the fast algorithm are verified to be equal to the standard
algorithm, and the table compares their computation time run on a Macbook laptop computer.
From the table we can observe that the standard algorithm struggles in games of a large number

of players (e.g., when n = 50) while Algorithm @] can scale up easily.
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3. Semivalues in Cooperative Games with Submodular Characteristic Functions

With the help of Algorithm 4], we are able to efficiently compute the payoff changes of a
replicating player over a large number of replications. This allows us to visualise the convergence
properties of the Shapley value and the Banzhaf value under replication, and compare their
replication-robustness properties, as shown in Figure[3.9] Specifically, the original game includes
(Figure [3.9a) | L] = 10 players, |D| = 10 customers ; (Figure [3.9b) |£] = 10 players, |D| = 20
customers. In both cases, among the players, player i = O replicates itself k times and act under
k + 1 identities, and receives the total payoff of all the replicas. The curves show the total payoff
of the replicating player with respect to the growing number of replications k. The graph validates
some of our theoretical results: (1) The Shapley value is not replication-robust, and the total
payoff of the player monotonically increases and converges to its characteristic value (green
line). (2) Moreover, the unit gain of the player for adding more replicas monotonically decreases.
This can be seen from the decreasing height differences between the neighbouring points. (3)
By contrast, the Banzhaf value is replication-robust. The total payoff of the replicating player
monotonically decreases and converges to 0. (4) Moreover, by comparing k = 0 and k = 1 (c.f.
the zoomed region), we can see that the Banzhaf value is neutral to the first replication where
the total payoff of the replicating player is unchanged.

Next, we present the replication-robustness results for the ML data market game. Before that,
we will first empirically demonstrate our assumptions, i.e., Assumption|3.3.1.1|on submodularity

and Assumption on replication redundancy.
3.5.2.2 Properties of the Data Market Characteristic Function

In Figure we show the accuracy curves of all possible permutations of the players on the
CIFAR-100 Uniform experiment. The detailed descriptions of the plots can be found in the caption.
The subplots show the varying number of replicas. By comparing Figures [3.10a] - Figureg3.10d]
the property of replication-redundancy can be observed: as more replicas are added, there is a
growing number of approximately horizontal lines in the plots. The mean curves (thick blue line)
shows the mean of all curves in each plot which display a submodular behaviour.

Moreover, the submodularity and replication-redundancy properties can be observed from the
marginal contributions. Figure shows the average marginal contributions z;(c) of each player

towards coalitions of sizes ¢ across all three ML datasets. We can observe that in all subplots
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Figure 3.10: Validation accuracy vs. the number of players across a varying number of replications on
CIFAR-100. (a) is the original game with no replicas, and (b)-(d) adds 1-3 replicas, respectively. Each
graph plots all permutations of the players, where each curve represents a specific permutation. Along the
x-axis, we start from the empty coalition, and the players join in the order according to the permutation.
Each point in the curve shows the accuracy of the ML model trained over data pooled from the players that
have joined.

which represent different ML datasets, z;(c) is monotonically decreasing. This is a result of the
submodularity of the ML model accuracy function (c.f. Lemma [3.3.5.1). The curves further
demonstrate replication-redundancy, where z;(c) ~ O for the replica players when ¢ exceeds the
total number of honest players. Moreover, the standard deviations (c.f. the error bars) of z;(c) are
high for the replica players. This is due to the large differences in the replica players’ marginal
contributions when joining coalitions with/without another replica. Occasionally the marginal
contribution of a replica towards coalitions containing other replicas becomes negative, which

is a result of the randomness that occurs during training.
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Figure 3.11: Average marginal contributions z;(c) of all players across various datasets. Solid lines are the
honest players while dashed lines are replicated identities which belong to the malicious player. Error bars
show standard deviations of the marginal contributions of each coalition size. We can observe that z;(c)
decrease monotonically with coalition size, which is a result of submodularity. Moreover, z;(c) ~ O for the
replica players when ¢ exceeds the total number of honest players due to replication-redundancy.

3.5.2.3 Replication-Robustness

Figure [3.12] compares the replication-robustness properties of various important solution concepts
across the different ML datasets. The curves show the change in total payoffs of the replicating
player as a percentage of the total allocated payoffs, over the growing number of replicas. Along
the x-axes, the Covertype, CIFAR-100, and Tiny ImageNet tasks start with 5,4,3 honest players
respectively and another one malicious player, then we gradually increase the number of replicas.
In all settings, we can observe that the Shapley value is vulnerable to replication, and the total
share of value gained by the malicious player increases. Both the Banzhaf value and the Robust

Shapley value are replication-robust. The Leave-one-out value only includes a player’s marginal
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Figure 3.12: Percentage of total replica values in the total allocated payoffs w.r.t. number of replications.
Along the x-axis, we increase the number of replications by the malicious player, e.g. x=3 refers to an
induced game where the malicious player holds 4 replicas.

contribution towards all other players, hence can be sensitive to the randomness which occurs
during training. The percentage is plotted for easy comparison, which also preserves the trend
of the actual values. The curve for the Leave-one-out (LOQO) value exhibit random behaviours
because the LOO value is the marginal contribution of a player towards all other players. Therefore

it exhibits a near-zero absolute value and hence is very susceptible to randomness during training.
3.5.2.4 Sampling Algorithm

We compare the performances of our sampling algorithm against baseline approaches, namely,
random sampling, stratified sampling, and group testing. We run the algorithms to approximate
the Shapley value, Banzhaf value and Robust Shapley value across all three ML datasets and an
additional simulated monotonic random set function that contains 10 players of varied importance.
In addition, we test the algorithms on two facility location games, where the actual values of the
Shapley value (128 players) and the Banzhaf value (64 players) can be efficiently computed using

Algorithm @] The entries to the utility matrix are real values that are sampled uniformly from
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the range of [0, 1]. The simulated random set function is defined as follows:

v(C) = (1-¢ICh+ N (i, 0?), where

p=001> w, w=i, o=005
ieC

We assign the utility values to all possible coalitions iteratively, according to Algorithm|[6] Each
player is given a weight u; proportional to its index, and we add noise to coalition utility 1 — e~/€!
according to the sum of weights of its member players. The average marginal contributions of each
player across coalition sizes z;(c) is shown in Figure [3.13| which display monotonically decreasing.

Table [3.3] shows results for the sampling algorithms. We present the mean and standard

Dapprox.

Vactual

deviation of the relative error §error = |1 — | of each algorithm across 10 random seeds.
Empty entries (-) indicate that the algorithm cannot be applied to approximate the solution concept,
and @y are relative errors on the estimated total allocated payoff. Compared with all baselines, our

algorithm significantly reduces the relative errors and standard deviations on all tasks and datasets.

3.6 Conclusions and Future Work

In this chapter, we explored the intersection between submodular functions, cooperative games
and multiagent ML systems, and we looked at two specific submodular games, that is, the facility
location game and the ML data market game. For the motivating example of the facility location
game, we found closed-form solutions for the Shapley and Banzhaf value which allow for efficient
computation (Algorithm ). We also observed a distinction between the Shapley and Banzhaf
values for evaluating the importance of facility locations. With this observation, we looked

into general submodular games and showed that the average marginal contributions of players
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Table 3.3: Relative error of the sampling algorithms. Bold font indicates best result for each dataset and
number of samples.

Random Sampling Stratified Sampling Group Testing Ours
# samples 64 128 64 128 64 128 64 128
Shapley 0.93+0.16 0.63+0.11 1.30+0.86 0.89 +0.32 2.98+0.26 2.04+0.46 0.06+0.02 0.04+0.01
Covertype Banzhaf - - 0.66 +0.23 0.53+0.10 - - 0.31+0.12 0.25+0.11
Robust Shapley - - 0.41+0.20 0.30+0.12 - - 0.24+0.07 0.23+0.08
Shapley 0.23+0.12 0.16+0.06 0.30+0.14 0.22+0.11 1.08 £0.44 0.67+0.28 0.13+ 0.05 0.08+ 0.03
CIFAR-100 Banzhaf - - 0.31+0.24 0.27£0.25 - - 0.20+ 0.10 0.10+ 0.04
Robust Shapley - - 0.26 +£0.15 0.16 £0.08 - - 0.19+ 0.09 0.11+ 0.04
Tin Shapley 0.38+0.14 0.24+0.12 0.44+0.19 0.24+0.15 1.34+0.39 091+£029 0.12+0.06 0.09+0.03
Ima e)ll\let Banzhaf - - 0.63 +0.39 0.53+0.22 - - 0.42+0.12 0.26+0.09
g Robust Shapley - - 0.88 +0.46 0.67 +0.35 - - 0.60+0.16 0.38+0.16
Random Set Shapley 0.46+0.11 0.36+0.07 0.40+0.21 0.21+£0.15 2.00£0.35 1.40+0.33  0.12+0.02 0.08+0.02
Function Banzhaf - - 1.06 +0.45 0.69 +0.20 - - 0.51+0.50 0.23+0.05
Robust Shapley - - 1.09 +0.38 0.83+£0.16 - - 0.50+0.20 0.28+0.09
# samples 256 256 256 256
Facility Location Shapley N=128) 1.57 +0.04 0.95 +0.06 57.3£6.61 0.08+ 0.002
Banzhaf (N = 64) - 1.59 + 0.99 (i 14.99 £ 0.99) - 0.72+ 0.10 (g1 0.40+ 0.02)

monotonically decrease as a result of submodularity. We then investigated the effect of redundancy
and the replication manipulation on the semivalues in submodular games, and showed that the
total payoff to the replicating player according to the Shapley value monotonically increases with
respect to a growing number of replications, whereas the total payoff to the replicating player
according to the Banzhaf value monotonically decreases and is neutral to the first replication.
To generalise these results, we found a necessary and sufficient condition that characterises the
replication-robustness of semivalues in general for an arbitrary number of replications.
Following our theoretical study, we applied the results to an emerging application of ML data
market, and extended our results from data replication to related manipulations such as perturbation.
Moreover, we developed a sampling algorithm for the efficient estimation of the semivalues.
The considered data market scenario is a basic model inspired by related literature [2, [102].
It helps us to evaluate the game theoretic payoff allocations, in particular, the robustness (e.g.,
against replication) and fairness (e.g., symmetry among players). The market scenario can be
further improved and extended to more realistic scenarios. For example, some potential future
work include: 1. study data markets where the data buyer refuses to upload its validation data
due to privacy, 2. the buyer chooses to manipulate its validation dataset in order to reduce
the price of the model, 3. multiple data sellers collude to improve their collective payoff, 4.
extending the payoff-allocation methods to large-scale and real-world ML data markets, 5.
extending the payoff-allocation methods to alternative multiagent ML systems such as ML

feature importance evaluations.
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4.1. Introduction

4.1 Introduction

So far we have applied semivalues to evaluate players’ contributions in multiagent ML systems.
This valuation can be a useful tool for analyses and interpretations inside ML systems such as
payoff allocation and importance interpretation towards data and features. This type of analysis
is usually performed post-hoc and does not directly take part in the machine learning process
to improve the learning outcome. Nevertheless, the valuation contains rich information which
lends itself to natural learning signals for guiding the learning process and model updates. In
this chapter, we study an emerging application of multiagent reinforcement learning in robotics,
where we will discuss the opportunities and challenges of using the semivalues as learning signals
during the reinforcement learning process.

Reinforcement learning (RL) has recently shown many remarkable successes, e.g., in playing
Atari and Go at a superhuman level [90, [125]]. Recently, there have been wide research interest
and significant advances in robotic learning using RL techniques [73), 38]. Unlike classical
RL tasks, which have discrete action spaces and underlying state spaces (e.g. Atari and Go),
problems in robotics often have high-dimensional continuous states and actions and are often
limited by real-world sample budgets [68]]. To this end, prior methods in robotic learning have
developed RL algorithms capable of performing continuous control [48 77,118} 50], and sample-
efficient learning methods, such as model-based RL [37,161]], hindsight experience replay [3],
and self imitation learning [100].

Despite the success demonstrated by RL methods in continuous control, when applying RL
algorithms to robotic applications, it is essential not to overlook real-life physical limits such
as sensing noise and communication delays [68]]. Specifically, prior RL approaches typically
model a robot as a single, fully-centralised agent which observes the full global state consisting
of observations from each body/joint and learns an optimal policy that outputs a combined
action for all controllers. Though a centralized controller can compensate for the state of the
whole system, when deployed in complex, unseen real-life settings, communications of the local
observations between body components can be delayed due to physical limitations. Moreover,
robots with a centralised controller do not scale up to a large number of controllers and can easily
become incapacitated if any sub-component is compromised. In such scenarios, a decentralised

control system is desirable, where the robot controllers learn and execute their own policies.
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Fortunately, many real-life robots consist of multiple connected links which can be modelled
as a multiagent system [148]]. To enable coordination among agents with local observations
and decentralised controllers, a standard approach is to perform centralized optimisation during
training and decentralised operation during execution (CTDE) [42, 83], i.e., the system can
benefit from the state of the whole system during training, while acting in a decentralised manner
(please refer to Section [2.2.4] for more background on CTDE). Using this framework, multiagent
systems with RL agents have demonstrated coordination skills in complex coordination tasks
such as Starcraft [[114, 108, [150].

Inspired by the above framework, we apply multiagent RL to robotic learning which exhibits
high-dimensional, continuous state and action spaces. Specifically, we extend Proximal Policy
Optimisation (PPO) [118]—an algorithm widely used in both discrete and continuous control
tasks—to a fully cooperative multiagent framework with CTDE (more background on PPO are
included in Section 2.2.3). However, as the robot interacts with the environment as a whole,
only a global reward signal for the whole system is available while a reward function which
signifies the contribution of each individual agent is absent.

To address this problem and evaluate the contribution of each agent, we model the multiagent
interaction at each timestep as a cooperative game and apply the semivalues for credit assignments
to each agent using its marginal contributions towards all possible coalitions of other agents.
Thereafter, the credit assigned towards each agent can be used as its reward signal and applied
to guide updates on the agent model.

The game-theoretic framework allows us to effectively evaluate the agent-specific reward
signal. However, a new challenge arises when computing the semivalues during the multiagent
learning process as opposed to performing post-hoc analyses: To compute the credit assignments,
how can we obtain the value of different coalitions of agents, when only the value of the grand
coalition is available (i.e., the global reward of the whole system)? On the one hand, the
credit assignment needs to be performed at each step of training. Typically model training can
take over millions of steps for RL applications. Consequently, it is impossible to re-run the
simulation for each of the 2" coalitions at each training step. Alternatively, if we simply rely
on the generalisability of the models (such as a neural network) to infer the value of the unseen

coalitions from the observed grand coalition, we would suffer from highly inaccurate results.
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This stems from a common problem in the multiagent robotics control domain, and is caused
by the high dimensional continuous state and action spaces.

To address this challenge, we propose a multiagent model-based learning framework for
accurately estimating the values of coalitions of agents. Model-based learning has been an
important method in RL and especially robotic learning. Commonly model-based RL allows
the agent to make use of a model of the environment (e.g. predicting the transition dynamics
or rewards), to generate simulated experiences, which augments the experiences collected from
interactions with the real environment. In this chapter, we integrate model-based learning into
our multiagent system and use the environment model to simulate values of the unseen coalitions.
Moreover, the model can be learned from scratch and in conjunction with the agent policies.
We demonstrate that this framework greatly improves credit assignment in continuous control
tasks and significantly boosts the rewards and sample efficiency.

Finally, we empirically evaluate our proposed methods on MuJoCo robotic continuous control
tasks. We demonstrate that our model-based game-theoretic credit assignment leads to significant
improvements in rewards and sample efficiency compared to using only the central reward
function and the model-free counterparts of the credit assignment methods. In this chapter,
we focus on how to enable the application of game-theoretic payoff allocation methods to the
multiagent RL system through model-based coalition value estimations. An interesting next step
would be to apply our theoretical insights from the previous chapter to submodular multiagent

robotic tasks such as formation control.

4.2 Related Work

Multiagent RL. The simplest form of multiagent RL is Independent Q-learning (IQL) [138]],
where a group of agents each learns on their own and treats other agents as part of the environment.
For IQL, the agents frequently face the challenge that the environment appears non-stationary,
as other agents are simultaneously learning and updating their policies. To address this issue,
the centralised training, decentralised execution framework was first proposed separately by [42]
and [83]. This training paradigm allows the agents to access the global information during
training and has been a standard approach to recent multiagent RL algorithms since then. [42]]

proposed an actor-critic algorithm that addresses multiagent credit assignment explicitly using
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4. Semivalues for Credit Assignment in Robotic Control

the counterfactual value of each agent and is applied to domains with discrete action space such
as Starcraft. [83] proposed a multiagent policy gradient algorithm where each agent receives a
separate reward and uses their critic. This method can apply to competitive settings but does
not address the multiagent credit assignment problem. Another line of work using centralised
training, decentralised execution, and Q-learning are the implicit credit assignment methods
such as [108} [109, [142]]. More recently, [150] showed the effectiveness of PPO in multiagent
problems for discrete action space domains. Their model is optimised using a centralised reward
and demonstrated to outperform baseline methods such as [83], [108]].

Game-theoretic Credit Assignment for Multiagent RL. Several works have considered the
Shapley value for credit assignment in multiagent RL [75) [143] [144] [149]. However, most
aforementioned methods are devoted to discrete action spaces and are not directly applicable to
continuous control. For example, [75] has shown state-of-the-art performance on Starcraft, but
struggles when adapted to continuous control problems due to inaccurate estimations. Unlike most
prior credit assignment methods, which only consider the Shapley value, we introduce semivalues
to credit assignment in multiagent RL and define a more generic game-theoretic framework that
encompasses a family of common solution concepts and analyze the relationship between them.
Moreover, we propose a novel model-based multiagent RL framework for multiagent continuous
control and show that our model-based RL module can better estimate the coalition values for

credit assignment and improve the sample efficiency accordingly.

Model-based RL. Model-based RL approaches typically alternate between fitting a predictive
model of the environment dynamics/rewards and updating the control policies. The model can be
used in various ways, such as execution-time planning [26, 94]], generating simulated experiences
for training the control policy [61} [132]), etc. Our work is inspired by [37]], which addresses
the problem of error in long-horizon model dynamics prediction. In particular, [37] presents
a hybrid algorithm that uses the model to simulate short-term horizon transition and rewards,
while using Q-learning to estimate the long-term value beyond the simulation horizon. In the
field of multiagent RL, [20] and [21] introduced Bayesian model-based approaches to multiagent

RL for coalition formation and optimal exploration.
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Figure 4.1: Multiagent MuJoCo Cheetah

In this chapter, we look at the fully-cooperative setting of robotic control. And we study
model-based RL with centralised training, decentralised execution, which allows game-theoretic

credit assignment for the multiagent continuous control problems.

4.3 Robot Joints as a Multiagent System

In this section, we introduce the kinematics tree of robots and how to model the robot joints

as a multiagent system.
4.3.1 Kinematics Tree of Robots

A robot capable of performing continuous control can be defined via a kinematics tree [127,
of nested bodies, specifying the mechanical structure and physical properties of the robot.
Within such a kinematics tree, there are three major types of entities: Bodies, Joints and
Actuators. The Bodies represent the rigid bodies of the robot, e.g., foot. Physical properties
such as the relative position and geometry are specified for each body. The Joint s are moveable
components which connect parent and child bodies, and create motion degrees of freedom between
them. Typical joints include ball joints (3 rotational degrees of freedom), hinge joints (1 rotational
degree of freedom) and slide joints (1 translational degree of freedom). For example, a cheetah
robot (Figure@ consists of a torso (root body) and the front/back legs, and each leg consists of
three bodies (thigh, shin, and foot) which are connected by hinge joints, for example, the back

foot (body) is attached to its parent back shin (body) through a hinge joint. Attached to the
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Figure 4.2: Multiagent MuJoCo Ant

joints are Actuators which are the components that actuate the joints. Together these joints
allow the robot to perform translational and rotational movements.

Next, we introduce how to model the robot as a multiagent system. Figure @.1] shows an
example cheetah robot built using MuJoCo [13] (more details in Section . We model
the robot as a multiagent system of N agents, where each agent represents: 1. a rigid body
component (e.g., the back foot) of the robot, 2. the joint that attaches the body to its parent
(e.g., the ankle joint which attaches the back foot to the back shin), and 3. any actuator attached
to the joint. In this way, the agent receives input of the local sensor observations to its joint
(e.g., positions, angles, translational and angular velocities, external forces and torques), and

outputs a control action for the actuator.
4.3.2 Multiagent Control for Robot Locomotion

Typically in the robotic control RL settings, the actuators have a continuous action space which
is normalised to [—1, 1] for the convenience of learning. In this work, we focus on the robot
locomotion task, which is a representative continuous robot control problem in this family. The
objectives of robot locomotion tasks are to train the robot to learn control policies in order to
transport from place to place through walking, hopping, swimming, etc.

Here we model the locomotion tasks as a fully-cooperative Multiagent decision making
problem, described by a Markov game [79] denoted by a tuple (N,S,A,P,r,y), where N
is the set of all agents N = {l,...,n}, and S are global states of the environment. Each
agent i has a continuous action space A; and the combined action space of the robot is A =
Ay X ... X Ay. At each step ¢, each agent i makes a local observation s! = 0'(s;), and chooses

an action simultaneously according to its own policy a} ~ r'(s!). Then, a combined action
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Figure 4.3: Multiagent PPO with Shared Advantage. The Multiagent PPO framework consists of two
modules: (lower yellow box) the centralised critic module which estimates the centralised state-value
function V”(s); and (upper green box) decentralised actors module with N agents, each updated with the
shared advantage A(s;, a;) computed using the centralised state-value function (and additional information
such as the n-step global returns) through methods such as generalised advantage estimation (GAE).

composed of the actions of all agents a, = (al,...,a") is performed on the environment (the
combined policy of all agents is denoted as = (!, ..., z")). Upon taking the action, all agents
receive a shared reward r; = r(s;, a;) which evaluates how well the robot performed (e.g., the
distance travelled along a specified direction, the control energy consumption, the stability of the
robot, etc), and the environment transitions to the next state according to the transition dynamics
P:SXAXS — [0,1]. At each step, the agents aim to maximise the cumulative future

discounted return G; = i yerk where y € [0, 1] is a discount factor.
4.3.3 Multiagent PPO with Shared Advantage

Having formulated the multiagent decision problem, we next introduce an algorithm for optimising
the agents’ policies. One of the best known RL algorithms for continuous control is Proximal
Policy Optimisation (PPO) [[118]], which is widely used due to simplicity in implementation,
sample complexity, and ease of hyperparameter tuning. To learn the multiagent continuous control
policies, we first extend the standard single-agent PPO algorithm to cooperative multiagent PPO

and adopt the centralised training, decentralised execution (CTDE) paradigm [42ﬂ Figure

lFigure includes most of the necessary details on CTDE and PPO. For more details on CTDE please refer to
Section ZZE l and more details on PPO and generalised advantage estimation (GAE) are in Section @
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shows an illustration of the multiagent PPO framework which consists of two main modules, the
centralised critic (yellow box) and decentralised actors (green box). In Table d.1] we summarise
the important notations of this chapter and where they are first introduced.

Decentralised Actors. Recall that an agent represents a robotic joint together with its actuator
and attached body component. Associated to each agent i is one of the decentralised actors,
which represents the policy ' of the agent, and is often modelled by a neural network, with
parameters denoted by 6. As shown in the figure, at each step t, the actor takes in the agent’s
local observation s!, and outputs an action a’ = 7(s!) for the associated actuator. Specifically, to
account for the continuous action space, each agent’s policy is modelled by a Gaussian distribution
(with a static or learned variance parameter o). At each step, the actor network outputs the
mean ! of the Gaussian distribution, then the action is sampled from the Gaussian distribution
ai ~ N (,ulf, o). Together, the decentralised actors form a combined action a; = (a}, ...,ay)
which controls the robot to interact with the environment.

Centralised Critic. During training, the agents share a central critic module that evaluates
the value of the global state V(s;). As introduced in Section the state-value function V(s;)
measures the expected discounted future return G; from the state s; onwards. As shown in the
figure, the centralised critic is often modelled by a neural network, with parameters denoted by
w. Following the estimation of V(s;), the shared advantage function A(s;, a;) is computed using
methods such as generalised advantage estimation (GAE), which measures how much better
taking a; in state s; is compared with the policy’s default behaviourE] The critic is only used
during training to provide signals which guide the optimisation of the actors and will be dismissed
in the execution phase—during the execution only the actors are used to choose the actions.

To optimise the centralised critic and decentralised actors, we follow the PPO algorithm: At
each epoch k, the agents collect a set of trajectories Dy by operating the robot using their current
policy . = (711(9,1), ... "(67)) in the environment, where 9;; is the neural network parameters
of agent i in epoch k. Then we update the critic and actor parameters. The centralised critic neural

network parameters w are updated by minimising the mean squared error between the predicted

Zfor more details on GAE please refer to Section m
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Table 4.1: Notations and references to their background sections for Chapter@

i,t, k Indices for agents, timesteps, iterations

7t Policy of agent i (Sec. n “

G, Discounted return from ¢ onwards (Sec 2 2
V7 (s), Q" (s, a) State and action-value functions (Sec
A" (s,a) Advantage function (Sec. , i

w, 0, s, dr parameters of V, x, fs, f; (Sec , l

vC(s, a) Characteristic value of coalition (Sec

a; Actions a; masked by coalitions (Sec.
MCH(C,s,a) Marginal contribution of agent i to coahtlon C
@' (v), pe semivalues and its probability indices (Sec.
fs(s,a), fr(s,a) dynamics and reward models (Sec.
Sitt1,Ts States/Rewards predicted by model (Sec. m

state value V(s;) and the empirical returns G, from t onwards, computed from the collected data:

T

@ « argmin |Z)1 T Z Z(Vw(st) - ét)z.

T€D) t=0

The actor of each agent is updated by optimising the PPO clipped surrogate objective [118]:

T ioi ioi
ila ila;|S
Z Z min (Lilsi)A(st, a), clip(M, 1-€¢,1+ e)A(st, at)),

0! =arg max
k+1 —
r€Dy 1=0 moi (a;ls}) g1 (aylst)

| D |T

where A(s;, a;) is the shared advantage function computed using the critic through GAE. Intuitively,
if the advantage A(s, a) is positive, the actor parameters update in the direction where this action
becomes more likely. PPO avoids parameter updates that change the policy too much by clipping

the ratio between old and new policies to be within [1 — €, 1 + €].

4.4 Multiagent PPO with Credit Assignments using Semivalues

In the above multiagent PPO algorithm, the shared advantage A(s;, a;) only evaluates the quality of
the combined action of the robot, which does not specify each agent’s individual contribution. As
we will discuss in the experiments (Section [4.6.2.1), failing to address per-agent contribution can
result in low sample efficiency. For example, an under-actuated agent can equally share and update
its policy using the global advantage as an agent which made significant contributions. To deal with
these issues, we leverage the credit assignment methods from cooperative game theory, and present

a generic game-theoretic framework for agent-specific advantage computation in Multiagent PPO.

90



4. Semivalues for Credit Assignment in Robotic Control

4.4.1 The Characteristic Function

To compute the value of an agent assigned by the game-theoretic solution concepts, we first
need to define the characteristic function. Compared with Chapter 3] where the payoff allocation
is performed post-hoc, a major difference here is that the credit assignment is performed at
each timestep hence the characteristic function needs to take into account the state of the robot

and the executed action: At each timestep ¢, given the current state s; and agents’ joint action

a; = (a}, ...,ay), let the value of a coalition C be defined as:
vc(st, as) = Q" (ss, a‘}, ...,d;), where 4.1)
i al ifieC
a, =
! Adefaut Ifi €N \ C,

where Q7 (s;, 4;) is the action-value which measures the expected future return of the robot when
starting from s; and taking action &, (first defined in Equation (2.5) in Section [2.2.T)). Inside the
action value function, @ denotes the action taken by agent i is replaced by a default one (e.g., a
zero action) if i is outside the coalition, which is a widely adopted practice introduced by [147]].
For example, recall that the control action of each agent corresponds to the torque exerted on the
joint by the actuator and is typically normalized to the real interval [—1, +1] for the convenience
of learning. In this case, the agents playing default zero actions correspond to joints that are un-
actuated during simulation or real-world execution, which is an intuitive model for the agents not
contributing. An illustrative real-world example would be a legged robot with an un-actuated ankle,
and in such a case, alternative approaches such as physically removing the agents (joints) would be
practically impossible, as this would damage the robot and disable its movement. In addition, to
follow the game-theoretic conventions where empty coalitions have zero value, we can normalise
the characteristic value function by subtracting a baseline value Q7 (s;, adefault)- Nevertheless, the
marginal contributions will stay invariant so we will use the above definition for simplicity.
Given this characteristic function, agent i’s marginal contributions towards coalition C
represent the difference made by i’s chosen action towards coalition C, compared with the

default action, that is,
Mci(csst,at) = Ucu{i}(st,at) - Uc(st,at), 4.2)
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4.4. Multiagent PPO with Credit Assignments using Semivalues

4.4.2 Agent-Specific Advantage

We now introduce a generic game-theoretic credit assignment framework for multiagent continuous
control using semivalues. As we discussed, the semivalues are a wide class of solution concepts
that encompass many common credit assignment methods such as the Shapley value, the Banzhaf
value, etc. Given the set of agents N and their marginal contributions, the semivalue of an

agent i is defined as follows,

|IN|-1
¢'(v) = Z we v MC'(C) where ¢ = |C], Z Wc,N(lNcl_l) =1.
CCN\{i} c=0

As we have seen in the previous chapter, the semivalue of an agent can also be defined as a weighted

sum over its average marginal contributions by coalition sizes c. We can rewrite the semivalues as:

|N|-1 3 ) MCi(C) IN|-1
o CON\(i}|Cl=c _
0'(v) = Z % GiE , where ZO a =1, 4.3)

=0 c
where the denominator (lNCH) is the number of size-c coalitions excluding player i. In this
chapter, we will use the superscript to denote the players i and coalitions C, and the subscripts
denote timesteps ¢, as shown in Table @.1] Recall that the semivalue is a weighted sum of an

agent’s average marginal contributions towards different sized coalitions, where the importance

weights a, form a probability distribution. In particular, the Shapley value places uniform weights

on all coalition sizes: a, = ﬁ; and the Banzhaf value has a bell-shaped distribution, i.e.,
ae = le% ('NCH). Any other probability distribution ¢, also specifies a semivalue.

At each timestep, the semivalue ¢' of an agent computes the contributions of the agent’s chosen
action towards the global future return of the robot and hence will be used as the agent-specific
pseudo advantage for multiagent PPO updates. We call the semivalues “pseudo” advantage
because they are not defined strictly as A(s,a) = Q(s,a) — V(s). Nevertheless, the semivalues
provide an effective proxy of advantage as they can evaluate the individual contribution of an
agent’s action towards the global value. Since RL training procedures typically require millions of
timesteps, enumerating all possible coalitions and computing their characteristic value at each
time step is inefficient. A simple procedure for estimating the semivalue is through Monte-Carlo
sampling and output the average over the agent’s marginal contribution towards all sampled
coalitions. For each sample drawn, we can first sample a coalition size ¢,, according to the

semivalue distribution p., then uniformly sample a coalition C,, of the size c,,.
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Figure 4.4: Agent-Specific Advantage for Multiagent PPO. The (model-free) credit assignment framework
consists of three modules: (yellow) the centralised critic module which estimates the centralised action-
value function Q” (s;, d;); (red) the credit assignment module which computes the agent-specific advantage
¢'(st,4;)) using the action values provided by the critic; and (green) decentralised actors module with N
agents, each updated using the agent-specific advantage computed from the credit assignment module.

4.5 Model-based Advantage Estimation

The semivalues (e.g., the Shapley and Banzhaf values) as agent-specific pseudo advantages
allow us to evaluate the contribution of each agent and its chosen action. However, how can
we obtain the coalitions’ values, when only the value of the grand coalition is available (i.e.,
the global reward and returns of the whole system)?

An obvious approach is to perform extra simulations, where for each simulation the grand
coalition is replaced by a different coalition of agents. This, however, would require exponentially
more simulations which is expensive for multiagent RL domains in general and especially for
robotics. Another (model-free) approach which does not require extra simulations is to infer
the value of coalitions v°(s;,4;) = Q”"(s;,4;) based on the present simulations. A possible
implementation of this approach for multiagent PPO is shown in Figure 4.4} To compute the
agent-specific advantage, the credit assignment module queries the different coalition values from
the centralised critic network and compute the semivalues according to the marginal contributions
of the agents towards coalitions of other agents. The critic network predicts the state-action
values of the pair (s;, 8;) where 4, is the masked action according to the coalition C. However,
this approach can suffer from inaccurate coalition value estimations in the multiagent robotics
control domain due to the continuous, infinite action space.

To accurately estimate the value of different coalitions, we draw inspiration from model-based
RL and propose to incorporate an additional mode1 of the environment transition dynamics and
rewards. In this way, we can obtain a better coalition value estimation through model-based

simulations of the different coalitions. Meanwhile, optimisation of the model is straightforward
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Figure 4.5: Model-based Credit Assignment for Multiagent PPO. Our framework consists of three modules:
1. (yellow) the centralised critic module which consists of a dynamics & reward model f = (f;, f;)
and a centralised state-value function V7(s); 2. (red) credit assignment module which computes the
semivalue based agent-specific advantage values ¢'(s;,a,); 3. (green) decentralised actors which are
policies of the agents, and are updated using the agent-specific advantage from the credit assignment
module. To compute the agent-specific advantage, the credit assignment module queries the coalition
values v€(s;,a;) = Q" (s;, d;) from the critic, then compute the semivalue of an agent using its marginal
contributions. Inside the critic, to compute Q” (s;, d; ), the model first predicts the next state and immediate
reward (S;+1, 7¢), then pass them to the value network, which evaluates V7 (8;,1). Then, the centralised
critic computes and returns the queried coalition value Q” to the credit assignment module.

(via supervised learning) and does not require extra environment interactions. We will introduce

the dynamics and reward model in the next section.

4.5.1 Dynamics and Reward Model

As shown in Figure (top left blue module), we use a model f = (fs, f,) of the environment,
which is often modelled by neural networks with parameters ¢ = (¢s, ¢,). The model consists
of two parts — a transition dynamics model f; which maps the state-action pair to the next
state, and a reward model f, which maps the state-action pair to the immediate reward. In
particular, we adopt a formulation of the dynamics model where f; maps the state-action pair to

the difference between the next and current state. The dynamics and reward models are shown
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in the following two equations, respectively,

VS[ (S S, a; € ﬂ, §t+1 = ﬂ(st, at) + Sz, (44)

Py = fr(st,at)a 4.5)

where hat © denotes predicted values as apposed to the observed values. Both models can be
learned from scratch during the RL procedure through supervised learning. To optimise the
model, we can perform regression and minimize the mean-squared error between the predicted

next states/rewards and actual observed ones, that is,

1
min— > s = (s + filsa))l? (4.6)
9s |Z)| (St,St41,8
t:St+1,88,T141)ED
o1
min sy o= filsnanlP, 4.7)

(St:St41,21,7141)ED

The models are part of the centralised critic which is only used in training, hence only one
centralised model is needed and can compensate for the global state of the multiagent system.
During each epoch of training, we alternate between model fitting and the PPO agent updates,
using the experiences collected from interactions with the environments. Moreover, inspired by
model-based value expansion [37], we only use the model for generating imaginary simulations
of short-horizons (e.g., one step), which mitigates the error-prone model predictions due to

drifting in long-horizons.

4.5.2 Estimating Coalition Values using the Model

We now show how to apply the models to coalition value estimations by performing imaginary
simulations of the coalitions. This is achieved by first performing predictions of the one-step
transition dynamics and reward, then evaluating the coalition values using the centralised value
function. And an illustration of the model-based coalition value estimation procedure is shown
in the centralised critic module (yellow box) in Figure [4.5] Specifically, given the state, action
pair (s, a,) and a specific coalition C, we first mask the action by the coalition &; according to
Equation (.1)), and use the model to predict the next state §,.; and reward #;. Then, we can

estimate the state-value V7 (§;,1) of the predicted next state using the centralised value network.
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Finally, we can compute the coalition value (i.e., the action-value Q” (s;, &;) for the current state

and masked action) through the Bellman equation, as shown in the following:

Q" (s, a;) = E[ry + yV™ (sp41)] 8¢, ar]
= E[f: + y V7 (41| 815 a4l

X fr(se,8r) +y V7 (st + fs(st,8r))- (4.8)

This completes our model-based credit assignment framework for multiagent PPO. To
summarise, the framework consists of three main components, the decentralised actors, the
centralised critic, and the credit assignment module. Furthermore, the centralised critic consists of
two sub-modules, i.e., the dynamics and reward model, and the centralised value network. An
illustration of the complete framework is shown in Figure[4.5] and the detailed training procedure
is specified in Algorithm[7] For each iteration of training, we collect experiences by running the
robot in the environment using the decentralised actors, and use the collected experiences to fit the
dynamics and rewards model. Then, to produce the agent-specific advantage for each agent i for
each timestep, the credit assignment module first samples coalitions C,, € N \ {i}, and computes
the marginal contributions of i towards the sampled coalitions MC;(Cy,) = v(Cp, U {i}) — v(Cyy).
To obtain the value of a coalition C, that is, v€(s;, a;) = Q7 (ss,4;), the credit assignment module
queries the centralised critic module (yellow in Figure 4.5) — In the critic, the model (blue) first
simulates and predicts the next state §;4+1 = fs(s;,4,) and reward 7, = f,(s;, &,), then the next state
$t+1 1s sent to the centralised value network (grey), which estimates V7 (8;.1). Together with the
reward 7; predicted by the reward model, the critic module returns the value of the coalition C,,
to the credit assignment module as Q7 (s;, ;) = #; + yV”(8;+1). Finally, having computed the
agent-specific advantage for each agent, we can update the decentralised actor networks (green)

and centralised value networks (grey) through multiagent PPO.

4.6 Experiments

In this section, we present empirical results of our framework model-based credit assignment

with multiagent PPO on continuous robotic control tasks.
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Algorithm 7 Model-based Multiagent Credit Assignment

1: Input: N = {1,...,n}: the set of all agents.

2: Initialise: model f = (f;, f;), centralised critic V,,, decentralised actors ﬂé for each agent
ieN

3. for iterations k =0,1,2,...do

4: Collect sets of trajectories Dy = {r} by running policy 7x = (!

,...7m),) in the
A o)
environment. Compute returns G,
5 # Fit the dynamics/reward model (in minibatches):
. 1 T
6 fs e argming, 1507 een, Dizg llsert = (5 + filse, an)l?
T fy e argming i Seen, S e - fr(seanll?
8 # Compute per-agent advantage ¢; for all timesteps ¢:
9 Sample coalitions Cy,

10: Compute coalition values by model f and critic V,,, :

11: U(Cm,St,at)) = fr(st,ﬁt) + yVa’f(fs(st,ﬁ;) +St)

12: Compute marginal contribution MC*(C,, s;, a;)

13: Compute semivalues ¢’ using the marginal contributions.

14: # For each agent i, update the policy by maximising the PPO-Clip objective:

) i 1 T . [ 7ilagls)
15: ‘9k+1 = arg Maxg: 15, 77 Zfez)k =0 mln(m(p (s¢,ay),
k
. i(ak|sh) ;
I6: lip(Ze4else) 'y e 1 1 €)gi(s,, )
6 ¢ P(nei(aﬂs;) )o' (st a)
17: # Fit the centralised critic by regression:
. 1 T A2
18: W+l = AZMING 1577 Lren, Yico(Vlse) — Gy)
19: end for

4.6.1 Experiment Setups

For the experiments, we use OpenAl Gym MulJoCo [13}[140]] locomotion tasks, which are the
standard benchmarks for continuous control with RL [145] 94]. Two exemplar robot locomotion
tasks are selected as our case studies: (1) the Cheetah movement in 2D space and (2) the Ant
movement in 3D space. The cheetah model in MuJoCo has 7 joints, including one root joint and 6
actuated joints each paired with one actuator. Following the definition in Section #.3] we consider
each joint as an agent with an actuator that applies a joint torque. For all agents, the action space
is normalised to [—1, 1]. The root agent observes the position, angle, velocity and angular velocity
and for other agents, their observation includes the relative angle with respect to the body that they
are attached to, and the angular velocity. The global observation utilised by the centralised value
network and the dynamics/rewards model (c.f. Figure[d.5)) is given by a concatenation of local
observations. The objective of the agent is to move forward in the x-direction. On the other hand,

the Ant model can move in a 3D space and the agents are similarly defined as in the Cheetah.
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Notably, the agents of an Ant model in MuJoCo can additionally observe external forces such as

friction. The objective of the Ant locomotion task is also to move forward in the x-direction.
4.6.1.1 Models and Training Details

Our multiagent system consists of a model f = (f;, f;) of the environment, the centralised critic
networks, and the decentralised actors. We use PyTorch [[104] for implementing and optimising
the neural network models. For the dynamics model f;, we use 4 fully-connected layers with
ReL.U activation function [99] and a linear output layer with the dimension of 128. For the reward
model f,, we use 3 fully-connected layers with ReLLU activation function and a linear output
layer with the dimension of 128. The model is optimised in minibatches of size 64 using Adam
optimiser [64] with the learning rate of 10~3. For the centralised critic, we use 3 fully-connected
layers of the dimension of 32 with Tanh [99] activation and a linear output layer which produces
the value of the input state. For the decentralised actors, each actor uses 3 fully-connected layers
of the dimension of 32 with Tanh activation and an output layer with Tanh activation. The
default actions agefauic are given by zero vectors. Both the critic and the actor parameters are
optimised using the Adam optimiser. The learning rate for the critic is 1073 and is 3 x 107#
for the actor. All graphs plot mean and standard deviation across 5 seeds. The reward function
of the MuJoCo locomotion tasks include the robot’s velocity in the x direction and a penalty
on the action size, which is provided by OpenAl Gym [13]]. And the implementation details
including most hyperparameter choices are from the code provided by the single-agent PPO from

Stable-baselines [58]], a widely used package for RL algorithms.
4.6.2 Overall Results

Figure shows the overall performance of our algorithms and baseline algorithms on the
MuJoCo locomotion tasks with cheetah and ant robots. The y-axis shows the episode rewards
and x-axis shows the train steps. In particular, we follow Equation §.3] to implement the
following variants of our semivalue based credit assignment algorithms. MB is for Model-

based coalition value estimation:

* MB-Shapley: Model-based credit assignment with the Shapley value (¢, = ﬁ);

* MB-Banzhaf: Model-based credit assignment with Banzhaf value (a. = 2‘N%(INH));

c
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Figure 4.6: Average Rewards Multiagent Cheetah and Ant

* MB-Loo: Model-based credit assignment with the Leave-one-out value (ac = 1.-|n-1),

where we compute the marginal contribution of agents towards all other agents;

For baselines, we compare with the following state-of-the-art algorithms in multiagent RL that

use the Shapley value-based credit assignment and the global advantage respectively:

* O—Shapley [75]: we adapt the discrete domain algorithm which used Shapley value for
credit assignment, to our multiagent PPO which can be used for continuous control. The

coalition values are computed using a centralised critic of Q-values in a model-free manner.

e MAPPO [150]: In MAPPO (Multiagent PPO), the centralised critic computes a shared
advantage function for all agents based on the global reward signal. And the agents are

trained using centralised training, decentralised execution.

4.6.2.1 Shared Advantage vs. Agent-specific Advantage.

We are now in a position to present the results and findings. In both the cheetah (Figure 4.6a)
and ant (Figure @ cases, we observe that our credit assignment methods that use model-based
estimation (i.e., MB-Shapley, MB-Banzhaf, MB-Loo) significantly outperform multiagent
PPO (MAPPO) in terms of both the average rewards and sample efficiency. For example, in the
Ant case, our model-based algorithm with Banzhaf credit assignment (MB-Banzhaf) quickly
reaches the reward of 1000 within 50 train steps, while MAPPO needs around 150 train steps to

reach the same level. MB-Banzhaf also converges to a higher average reward (~ 1400) than
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Figure 4.7: Average Actions Multiagent Cheetah and Ant

MAPPO (~ 1100). In all our results, performing credit assignment and evaluating the per-agent

contribution is consistently better than agents using a shared advantage function.
4.6.2.2 Model-based vs. Model-free Credit Assignment.

We next compare our MB-Shapley with the baseline method Q—Shapley [75] in order to
understand the role of model-based credit assignment. In our MB-Shapley, the coalition
values are estimated using the dynamics/reward model and the state-value critic V”. While in
Q-Shapley, the coalition values are estimated in a model-free way with action-value critic Q.
As shown in Figure [4.6a] and 4.6b] for both Cheetah and Ant locomotion tasks, MB-Shapley
outperforms Q-Shapley. This shows that when only the reward of the grand coalition (i.e.,
the whole robot) is provided by the simulations, it is difficult to infer the values v of different
coalitions using a model-free Q-value critic. By contrast, a better estimation of values of different
coalitions is obtained with the predictions of our model-based approach, which enables more

effective agent-specific credit assignment and sample-efficient learning.
4.6.2.3 Robustness of Different Semivalue Variants.

Our model-based coalition value estimation supports the broad class of semivalue credit as-
signments. Still, from Figure [4.6] we observe that the agents trained using different selected
semivalues (MB-Shapley, MB-Banzhaf, MB-Loo) (~ 1200 for Cheetah and ~ 1300 for

Ant) all outperform the other baseline methods. In the case of cheetah (Figure {.6a), both
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Figure 4.8: Results for Varying Coalition Sizes

MB-Shapley and MB-Banzhaf yield the highest rewards, and in the case of ant (Figure 4.6b)),
MB-Banzhaf yields the highest rewards. Overall, MB-Banzhaf has the lowest variance

among the three variants.
4.6.2.4 Average Actions

Figures and [4.7b| show the mean absolute value of actions, averaged across the agents (joints
actuators). This quantity refers to the controller output (normalised between [0, 1]), and higher
action values mean higher energy consumption in a practical context. In cheetah, MB—Loo has the
highest average action, with MB-Shapley and MB-Banzhaf having medium values. In the ant
case, MB—Shapley, MB-Banzhaf, and MB-Loo all have low control output. We observe that
the ant robot trained using MB-Shapley, MB-Banzhaf learns to move forward using a subset
of joints. By contrast, other joints are mainly learned for steering, implying that using these two

semivalues can also encourage diverse roles of different agents in a locomotion task.
4.6.3 Component-wise Analysis

Apart from the main results, we provide further analysis on the changing hyper-parameters, i.e.,

variations of the coalition sizes and sample sizes.
4.6.3.1 Variation in Coalition Sizes

In this section, we discuss the model-based semivalues from the perspective of coalition sizes. Fig-

ures 4.8aland [4.8b] show the performance of agents learned using two semivalues MB-Shapley
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Figure 4.9: Results for Varying Sample Sizes

(ae = %), MB-Banzhaf (a. = %N(Nc_])), and some semivalues defined by a. = 1., €.g., a

semivalue with o, = 1.-3 is an agent’s average marginal contributions towards size-3 coalitions.
By comparing the performances of the semivalues of single coalition sizes, we can draw useful
insights into the cooperation mode among the joints of the robot. In the case of cheetah
(Figure {.8a)), the semivalues that use small coalition sizes (e.g., L.—o) yield unsatisfactory
performance, while those using mid-sized coalitions (e.g., 1.=3) yield the highest reward among
the semivalues defined by a single coalition size, which may be due to the fact that there are three
joints for both the cheetah’s front and back leg. In the case of the ant (Figure [d.8b), the semivalues
focused on coalitions of heterogeneous sizes all yield high rewards. This suggests that the agents’
actions in the cheetah case are more dependent on each other, hence they require agents to closely
coordinate their actions. Whereas for the ant, the agents have more distinct roles and their actions
are more independent hence even forming smaller coalitions would suffice. By using the Shapley
value and Banzhaf value, we take into account all coalition sizes (i.e., the Shapley value uniformly
weighs all coalition sizes while Banzhaf value puts higher weights on mid-sized coalitions).
Compared with the semivalues which use single coalition sizes, this effectively helps to reduce the
hand-engineering for choosing the coalition size and still yield robust performance of the robot
across different environments. This is also demonstrated by the performance of both the Shapley

and Banzhaf value variants compared with the best-performing semivalues of single coalition sizes.
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4.6.3.2 Variation in Sample Sizes

Lastly, we examine how the number of coalitions sampled per agent per step (when estimating
the semivalues) affects the robot’s performance. We compare MB—-Shapley for the number of
samples of s = 1,3, and 5. We do the same for MB-Banzhaf. Figures and show
that for both robots and both semivalue variants, reducing the number of sampled coalitions per
node does not drastically decrease the performance in terms of reward and sample efficiency.
Even using a small number of sampled coalitions, such as one per agent in each step, can still
yield sufficiently good performance. We conjecture that this robustness property arises because,
despite the small number of sampled coalitions per step, an RL algorithm typically runs on the
scale of million timesteps. (Note that timestep is different from the train step, i.e, iteration in
our graphs, which correspond to 10 training epochs each for 2048 rollout steps). Hence, the
number of sampled coalitions throughout the entire learning phase often will be sufficiently large.
Importantly, because RL requires many credit assignment computations where each involves
neural network forward propagation, this property helps us significantly reduce computation

cost without compromising the learning performance.

4.7 Conclusions and Future Work

In this chapter, we studied multiagent continuous control for robotics with model-based game-
theoretic credit assignments. We first modelled robot joints as a fully-cooperative multiagent
system and optimised the system using a multiagent version of PPO. We then proposed a generic
game-theoretic credit assignment framework using semivalues for evaluating agent-specific
advantage functions. Furthermore, we proposed a model-based framework that significantly
improved estimations of coalition values, which empowers the application of game-theoretic
credit assignments for multiagent continuous control tasks. Finally, we empirically demonstrate
that our model-based credit assignment leads to sample-efficient and robust multiagent learning
on MuJoCo robot locomotion tasks.

Future work: An interesting future direction is to study other continuous control algorithms.
Moreover, we chose to study the MuJoCo locomotion tasks as the robot joints naturally form
a multiagent system, and the MuJoCo platform provide a open-source, accessible simulation

platform for continuous control in robotics. Therefore, it is one of the most widely adopted
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benchmark for comparing continuous RL algorithm performance. In the future, it would be
interesting to apply our method to other robot variants and real-world multiagent robotic appli-
cations such as multi-arm manipulation [[106l], multi-robot manipulation with legged robots [[93]]
and formation control of UAV teams [[101].

Moreover, it would be interesting to study the model-based RL methods with other con-
figurations such as longer prediction horizons. Though we demonstrated the usefulness of
semivalues as a reward signal for guiding the learning process, the semivalues can still be used
for post-hoc evaluation of the agents in the multiagent RL systems. This may help to interpret
and understand the roles and contributions of each team member. Finally, in this chapter, we
focus on a single robot as a multiagent system, and we believe that multi-robot systems such as
robotic rescue teams, exploration robot teams can also make use of our proposed model-based

credit assignment multiagent PPO framework.
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5.1 General Conclusions

In this thesis, we identified and investigated the challenges when applying game-theoretic solution
concepts for payoff allocation in multiagent machine learning systems. Two major directions
are explored: evaluating agents’ contributions in submodular machine learning systems, and
credit assignment for multiagent reinforcement learning systems. The former studies game-
theoretic payoff allocation methods as a post-hoc analysis of agents’ contributions and malicious
replication manipulations. The latter looks at co-evolving agents and integrates the game-theoretic
credit-assignment into the training loop as a reward signal.

In the first direction, we studied the behaviours of semivalues in submodular machine learning
systems. We started by looking at a classic submodular facility location problem and derived
closed-form solutions for the Banzhaf and Shapley value. We then showed that under the
submodularity assumption, the agents’ average marginal contributions decrease monotonically
with respect to coalition sizes. This finding allows us to compare groups of coalitions with
different sizes, rather than comparing coalitions only with set inclusion relations. We then studied
the behaviours of semivalues against replication manipulation, where an agent tries to improve
its own payoff through replicating its resources. The results are as follows: we found that the
Shapley value is vulnerable against replication, that is, the total payoff to an agent according to the
Shapley value monotonic increases and converges to its characteristic value. On the other hand,
the Banzhaf value is robust against replication, that is, the total payoff of the malicious agent is
neutral in the first replication, then monotonic decreases in subsequent replications. Finally, we
showed a general condition that governs the replication-robustness of semivalues.

Following the theoretical study, we applied our results for data valuation in an emerging
real-life application, i.e., the machine learning data market. We formulated the data market
as a submodular game and studied the data replication attack, where a data seller replicates
its data to gain a higher payoff. We then studied some related attack models, where the
agents perform more sophisticated manipulations to avoid being easily identified, such as data
perturbation, splitting, or subset replication. To address the expensive computation cost for
valuating coalitions in machine learning systems, we studied efficient sampling methods for
estimating the semivalues. Finally, we empirically validated our results on the facility location

function and real-life machine learning datasets.

106



5. Conclusions and Future Perspectives

In the second direction, we investigated a rapidly emerging application of multiagent reinforce-
ment learning for robotic control. Different from the previous application where payoff allocation
was used for post-hoc analysis, the payoff allocation in multiagent reinforcement learning is
integrated into the training loop, providing crucial learning signals for the agents. Specifically, we
modelled the robot as a multiagent system where agents correspond to the connected, moveable
components such as joints. To allocate the credit for each agent, we formulated the multiagent
interaction as a cooperative game and computed agent-specific advantage values using semivalues
and multiagent PPO. During the computation, we identified the challenge of estimating the
coalition values due to the high-dimensional, continuous state and action space. To address the
challenge, we proposed the model-based multiagent credit assignment framework, which produces
an improved estimation of the coalition values through simulated experiences from a model of the
environment dynamics. To the best of our knowledge, this is the first application of model-based

deep reinforcement learning methods to multiagent credit assignments.

5.2 Future Perspectives

While the thesis provides an important step towards the application of game-theoretic payoff
allocation in multiagent machine learning systems, there remain many important open chal-
lenges and opportunities.

In the following, we will first discuss some future directions which follow from both of our

studied applications, then discuss their independent future opportunities:

* One of the most important open challenges is the efficient computation or estimation of
game-theoretic solution concepts. Efficient computation has been an important topic in
cooperative game theory. The computation cost is even exacerbated in their machine
learning applications. This is because unlike conventional cooperative games where the
values of coalitions are often provided as an oracle, in multiagent machine learning systems,
a pre-existing characteristic function is often absent. Consequently, computing the payoff
allocation (exactly) requires evaluating all possible coalitions, each corresponds to training
or inferencing of machine learning models which are time and resource consuming. As
we have seen from our studied applications, the computational issue may come from many

aspects such as: 1. the number of coalition valuations increase exponentially as a function

107



5.2. Future Perspectives

of the number of agents; 2. the payoff allocation needs to be computed per training step
when used as a learning signal for multiagent RL, and 3. furthermore, due to environmental
constraints, coalition values may not even be obtainable through the ML model evaluations
and needs to be inferred. In this thesis, we addressed these problems through sampling-
based methods and an additional model of the environment. However, efficient computation
has been an ongoing challenge and there is always room for improvement. For example,
when extending to real-life, large-scale multiagent systems with thousands of agents, how
can we efficiently estimate the game-theoretic contribution of each agent or a group of

agents?

* An opportunity related to the above challenge is to explore the use of additional application-
specific information among the agents. For example, in an online social network with
thousands of nodes, or an image with millions of pixel features, can we further exploit the
structural relations among the agents (i.e., the nodes or the features)? Can the agents
communicate with each other through a communication graph? We refer interested
readers to some of the prior literature that studied efficient computation of semivalues
over graphs [88, [136]. Furthermore, the graph neural network (GNN) is an emerging
machine learning model which enables learning from graph-structured data. [153} 81} 165]].
This provides a nice way of representing multiagent interactions: each node in the graph
can represent an agent whose attributes are encoded as features, while edges in the graph
can represent information between agents such as adjacency and types of relations. With
the learning capabilities of graph neural networks, some new opportunities can be explored
for computing payoff allocation for the agents, for example, learning to infer the value of a

coalition based on the value of other related coalitions.

Many interesting future opportunities can be explored following our study on payoff allocation
for submodular games and data valuation. A related application is post-hoc machine learning
feature importance analysis. Much success of machine learning recently relies on deep neural
networks (DNN) [71]], an artificial neural network with multiple layers. On the one hand, the deep
structure provides the capability for modeling many complex relationships through composing a

large number of non-linear functions. On the other hand, the complex composition often leads to
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the trained deep neural network lacking interpretability for humans. Interpretability is important
for the model to be trustworthy [14]. For example, a seemingly accurate blackbox ML model may
have exploited the spurious patterns in the datasets. Another example is when models can be easily
attacked by adversarial parties even with small perturbations [137]]. Moreover, interpretations
of a learned ML model also serve as a good approach to knowledge discovery. Imagine that
we now train a machine learning model for a quick COVID-19 diagnosis [156]. For each tested
individual in the training dataset, the input can include a large variety of features such as age,
contact with infected individuals, medical histories such as vaccination, exercise habits, and a
selection of clinical symptoms such as fever and cough. An interpretability study of the model
may rank the features by their importance towards the outcome of the record and help medical
researchers identify the key features. In particular, feature selection problems are often considered
and formulated as a submodular (or approximately submodular) problem, where adding more
information is useful but yields diminishing returns due to the overlap of information. Moreover,
replicated features have completely overlapping information, and hence can be suitably modelled
with our replication-redundancy assumption. To this end, our current framework can be extended
to study ML feature importance. Note that in the context of ML features, replication may not only
come from a malicious manipulation, but can also be a result of duplicated records or overlapping
information. An interesting topic would be to compare the importance measures of correlated or
replicated features according to the different semivalues, and how different semivalues can help
identify the key subset of features that best represent the ground set of features.

Apart from feature evaluation, we include some interesting future work in the following:

* Along the line of work of data valuation in multi-party machine learning, one can develop
more criteria that evaluate the fairness of data valuation methods, examples include the

robustness against replication, diversity, uniqueness, and coverage.

* Contrary to the post-hoc analysis, another future direction is to explore how the game-
theoretic solution concepts can be integrated into the training loop to help guide the updates
of machine learning models. For example, in a federated learning system, model updates
often rely on the iterated learning process, where local nodes interact with a central server

to perform learning in a decentralized manner. In each round of learning, the global model
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is transmitted to the local nodes, followed by local model training, and central aggregation
of the local updates towards the global model. An interesting direction is to evaluate the
contribution of each local node using game-theoretic solution concepts, and adjust the

subsequent training iterations according to their contributions.

* Apart from exploring alternative machine learning applications, an important future work is
to expand our theoretical analysis of payoff allocation in submodular games. The following
are some potential directions: 1. analysing metrics beyond the total payoff received by
the replicating player, such as the individual payoff of each replica agent, the payoff of
the honest players, and the cost of replication; 2. as suggested by our examples of data
perturbation, and subset replication, one can expand the study of replications towards more
complex manipulations; 3. relating to the seminal literature on splitting and merging, an
interesting future direction is to study multi-lateral collusions in submodular games where

multiple agents collude to obtain a higher collective payoff.

Many interesting and important future directions can be studied following our multiagent

reinforcement credit assignment for robotic control.

* An immediate opportunity is to extend our model-based credit-assignment framework
to alternative settings with simulated or real robots. Almost all real-life robotic control
problems fall into the domain of continuous control and are interesting for future study, to
list a few: formation control for a system of unmanned aerial vehicles (UAV); multiagent
grasping and manipulation; multi-robot exploration of unknown environments, etc. Each of
these sub-domains of robotic control may exhibit specific challenges which call for different
coordination behaviours and credit assignment methods. Alternatively, the framework can

also be applied to discrete multiagent domains such as Starcraft [42].

* Another possibility is to extend the study to alternative game-theoretic and reinforcement
learning methods, for example: game-theoretic solution concepts beyond the semivalues;
other continuous reinforcement learning algorithms such as deep deterministic policy
gradient (DDPQG) [77]; and alternative model-based reinforcement learning paradigms
such as visual model-based algorithms which observe raw pixel inputs rather than state

features [34].
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* Algorithmically, a challenge in credit assignment for multiagent reinforcement learning is to
optimise the system’s global objective through decentralised agents’ policies. In this regard,
a future direction is to study how the game-theoretic payoff allocations to each agent affect
their global objective; furthermore, it is interesting to theoretically study general credit
assignment methods where the local rewards can guide the agents to learn coordinated

policies which optimise the global objective.

* Finally, an interesting future direction is to study how various game-theoretic credit
assignments as reward signals give rise to different roles and specialisations in the multiagent

reinforcement learning system.

The above directions pose new challenges and fruitful opportunities to improve multiagent
machine learning systems, and contribute towards the advancement of multiagent cooperation
and coordination. In the future, we hope to see increasing research and real-world applications
which integrate cooperative game theory and multiagent machine learning, providing multiagent

systems with both powerful learning capabilities and principled theoretical foundations.
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A.1. Proofs for Sectionm

A.1 Proofs for Section 3.3.2

Before deriving the Shapley and Banzhaf value for the facility location game, we first need to

show the following mathematical identity which will be used for the derivation.

Lemma A.1.0.1.
Z M - _n+l (A1)

m n—-k
Proof Sketch. The identity can be shown in two steps: First, we show the identity ((%)) = ('("; ;‘)

k m
by expansion of the terms. Then, we can take the denominator (;’1) out of the summation over
k, and as a common mathematical identity, the sum reduces to X" (*%) = (“*!). Finally, by

n+l
expanding the terms we arrive at ( (’,’,’)) =~ fr_lm m|
m

Theorem 3.3.2.1. The Shapley value of a facility location i € L can be computed as
apley
: = Uid o — —— U |,
i dg; [ |L] = Lial ; A1) + A(2)? e”]

where A(t) = (| L] — | Lial + t = 1), Lig = {j € L\{i} | uja < uiq} and u,a is the utility value
it

of the t-th largest element after i along the dimension (customer) d.

Proof. Let v(C) = Fac(C) and n = | L] as the number of players. Denote w¢ as the weights of

. -l
the Shapley value, i.e., gol.Shapley = Yccr\ (i) weMCi(C), where we = %(TCD . Observe that
(%)
@i = Z weMCi(C) = Z | Z welig — Z Wcmacziujd],
Vi) deD CC<lq ¢l €

(#1) (#2)
where () is because the marginal contribution of i for dimension d is zero unless i is the largest
element for that dimension and L;q = {j € £ | ujq < u;q} is the coalition of all elements which
have smaller values in the d-th dimension than element i.
Along each dimension d, (#1) is a weighted sum over coalitions C where i is the largest

element; and (#2) sums up for each j € L;; over all coalitions C C L;4 where j is the largest
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element. We next compute (#1) and (#2) separately for each dimension d € D:

(#1) = Z welid = Uid Z we

Cclia CcLlia

[Lial -1
1{n-1
= Uig Z Z we , Where we = —
c=0 CcL;4,|Cl=c n

[Lial -1
_ 1 n—1\" (1Ll
iy 2 (1) (%)

c=0
@ uidlL , (1) by Lemmai (7:) = _n+l
nn—|Lyql P (}) n+l-m
B 1
~ Ll

Next we compute (#2). For simplicity, let +, — denote set operations C U {e},C \ {e}, and

denote el.dt is t-th largest element (after element i) in the d-th dimension.

#2) = Z we max ujq
Cclia jec

Z WC+elfil uelfi]d + Z wC+eid2uelfi2d e
CCLig—(ed) CCLig—(ef+ed)

ue;jld Z WC+el‘.j1 + ue{'lzd Z WC+el?'l2 T
CSLig—(el CCLig—(ed+ed)

= ue;ild Z WC+el‘.il +uelfi2d Z VVC+elfi2 e
CCLig—(ed) CCLia—(efj+ed)

=:p =p
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In particular, §; = Z Weied
Cg.[,—d—(eidl+...+e?t)

[ Ligl-t

= 2 2. Ve

=0 CccLig—(ed+...+el),|Cl=c

_1'%” n—1\"(1Lial ~t
T n g c+1 c

[Lial-t -1
ol n—1 | Ligl =t +1 B | Lial -t
on Z (c+1) [( c+1 ) ( c+1 )]

c=0
@ 1 ) (2l =) (12l ),
n Py X X X
3 1 n n
= — _1_
”["—|£id|+t—1 n_|£id|+t+ |
~ 1
At) + A1)

where (1) is by Pascal’s identity, (2) by substituting x = ¢+ 1, (3) by Lemma|A.1.0.1|and observing

that (7) is zero for k > n, and where A(t) = n — | Liq| +t — 1.

[ Lial 1

1
2 a0 - £ 20+ e

deD

Hence, ¢; =

Theorem 3.3.2.2. The Banzhaf value of a facility location i € L can be computed as

[Lial
1
Banzhaf _ [ Lial,, . _ | Lial-t
¢; _ZMP1§4P ugg = Y 2],
deD t=1

where Lig = {j € L\ {i} | ujq < ujq} and Upd is the utility value of the t-th largest element after

i for dimension d.

Proof. Similar to the proof for the Shapley value, we expand the Banzhaf value as follows:

o(i) = Z WCMCi(C):Z[ Z Welliq — Z Wcrfleaéiujd]-

ccL-i deD CCLiq Cclia

(#1) (#2)
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By definition of the Banzhaf value w¢ := 2,1%1, next we compute #1 and #2.

(#1) = Z Z WClig

deD CC L4

S Y we

deD Cclig
[ Lial

Sy ¥ w

deD c=0 CcL;q,|C|=c

[Lial £
= Zuidznl—l Z (l cd|)

deD c=0

1
- 3 alualy,,
deD

We then expand (#2) in a similar approach to the Shapley value (for notations c.f. above theorem),

#ZZZwmaxu-:ud Z Wp, d +lU d Z Weh, d+---
( ) CjeC jd eild C’+el.1 eizd C+ei2

CclLiy Cg-ﬁid—(eﬁ) Cgﬁid—(eﬁ‘*'e?z)
=f =
where f; = Z Wi ped
it
CCLig—(el+.. +el)

| Lial-t

= 2, 2. Ve

c=0 CgLid—(efll+...+8$), ICl=c

LR =)

n-1
2 gy c
R VM
on-1
1 [Lial
Hence, ¢; = = Z [2|£id|uid _ Z 2|£id|_tueidt]' O
deD t=1

A.2 Proofs for Section 3.3.4

Lemma 3.3.4.1. Let G= (N, v) be a submodular game with replication-redundant characteristic
function v, a player i € N replicates and obtains the total payoff as two identities CR = {iy,i,} in
the new game GR = (NR, vR), where the players N® = N\ {i}UCR, and the induced characteristic
function VR satisfies VC € N\ {i} Vi € CR: vR(ix UC) = v(i U C) and vR(C) = v(C). By
replicating, the changes in total payoff of player i is:
5oy _ ICIM(IN| = IC| - D!

i !
SNV (IN] + 1!

(IN| =2|C] - DMC:(C)
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A.2. Proofs for Sectionm

Proof. In the induced game GR = (NR, v®) where player i replicates into two players {ij, i>}, the
total number of players increases by one, i.e., INR| = |[N| + 1 and o®(C U {i1, b}) = vR(C U {i})
as i} and i are replicas of i and as a result of replication redundancy. We next write out the sum

of the Shapley values (pg and (pg of iy, ip in GR.

(pﬁ(NR’UR) - Z ICI!(IN®| - |C| - 1)!MC,-1(C)

CCNR\{i} |NR|!
ICIN(IN[+ 1 -C| - 1)!
CQJ\;\{i} (INT+1)! l( :
o) ICI!(N] - |C]! (¢l + DN - |C| - D! :
o Z TN MG+ Z | INT+ D! MC,,(C U {ir})
CCNR\{i}, i} CCENR\{if,ir} —
= 0, replication redundancy
I(IN] = |C)! I(IN| = |C)!
_ —|C|(|(1|\r||+1|)10|) Me,©= Y —|C|(|(I|\I||+1|)?D Mci(c),
CEN®\{i}, iy} T T~ CcN\{i} :
—_—— =MC;i(C)
=N\{i}

where (1) is by grouping the coalitions of players (excluding i;) into two groups, one group
containing all coalitions without i and the other with i; in.

By symmetry, (pg (NR,oR) = (pfl (NR,0R), and the total payoff of i in the induced game is:

§ 2Clin - ciy

R _~ RiaR Ry _ )

@i =2¢;(N",v7) = N+ D! MCi(C)
CCN\{i}

On the other hand, the total payoff of player i in the original game is:

po Y JCUINIZICIZ Dl e

!
CCN\{i} IN!

Therefore, the change in total payoff of player i is :

S Shapley _ R

?; =@, — Qi
ICI!(IN| = |C| = 1)!
) Z. NT CUNI=ICD = (INT+ DIME(C)
CCN\{i}
_ ICI!(IN| = |C| = 1)!
- Z N[+ 1! (IN|=2IC| - DMCi(C)

CcN\{i}

Lemma 3.3.4.3. Let G= (N, v) be a submodular game with replication-redundant characteristic
function v, a player i € N replicates and obtains the total payoff as two identities CR = {i, i»}

in the new game GR = (NR oR), where the players are N® = N\ {i} U CR, and v® satisfies
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A. Omitted Proofs for Chapter 3

VYC C N\ {i} Vir € CR: vR(ix UC) = v(iUC) and vR(C) = v(C). Under payoff allocation using

the Banzhaf value, the changes in total payoff of player i by replicating is zero, i.e., 5¢?a“Zhaf =0

Proof. In the induced game GR = (NR, v®) where player i replicates into two players {iy, i»}, the
total number of players increases by one, i.e., INR| = |[N| + 1 and o®(C U {i1, ib}) = vR(C U {i})
as i} and i are replicas of i and as a result of replication redundancy. We next write out the sum

of the Shapley values q)g and (pi of iy, ip in GR.

1
oR(NF oR) = Z : MC;,(C)

INR|
CCNR\{i}

1
- Z WMc,~1(0)
CCNR\{i}
M 1 1 '
= ) nEMG©@+ ) suEm MCuCU (i)
CQNR\{il,iz} CQNR\{il,iz} [ —

= 0, replication redundancy

1 1
- Z 2IN|+1 MCil(C) - Z 2\N|+1Mci(c)’

CENR\{i1,ir} ———  CCN\{i}
S——— =MC;(C)
=N\{i}

where (1) is by grouping the coalitions of players (excluding i;) into two groups, one group
containing all coalitions without i and the other with i, in.

By symmetry, ¢ (N®,0%) = of (NX,0R), and the total payoff of i in the induced game is:

1

R _ ~ RynxtR _ Ry _ ) _

of =205(N" W) = > SMCIC) = 9i(N. )
CCN\{i}

Therefore, the change in total payoff of player i is zero, i.e.,:

5(p§3an2haf — (sz - @i = 0

A.3 Proof for Section 3.3.5

Lemma 3.3.5.2. Let G = (N, v) be a submodular game with replication-redundant characteristic

function v. By replicating k times and acting as k + 1 players CX = {iy, ..., i} in the induced
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game GR = (NR oR), the malicious player i receives a total payoff of
IN|-1

@' (k) = Z afzi(c), where (3.5)
c=0

-1
zi(c) = (lNCH) Z MC;i(C) (avg. marginal contributions in G),
CCN\{i},|Cl|=c

ak = (k + 1)(|Nc|71)wc, ~Nk  (importance weights after replication).

Proof. In the induced game GX, let w|c|,N+k be the weights of the solution concept by definition,
ie., p;i(NR,oR) = 2cenr\(i} W|c,N+kMCi(C). Then the total payoff of the malicious player

after k replications is:

o (1)
PP (k) = (k + 1)g; (NR, 0F)

=(k+1) > wonMCi(C)

CCENR\{ix}
=(k+1) > wienaMCi(C)+ (k+1) > wic|,n+k MCy, (C)
CCNR\Cg CCNR\{i},CNCr#¢ —_
e
20
=(k+1) > wic|nMCi(C)
SCN\{i}
N-1
= > e+ DN wicynek 2i(c)
c=0
al
where (1) is due to symmetry and (2) is due to replication-redundancy. O

A.4 Proofs for Section 3.3.6.3

Lemma 3.3.6.1. For the Shapley value, the importance weights a(]f of the total payoff of a

replicating player satisfy the following properties: Vk > 0,Y0 < p < |[N| -1,

IN|-1
ak =1 (3.92)

c=0

P P
Dlak < ok (3.9b)
c=0 c=0

P P
Z akt — ok > Z akt? — ot (3.9¢)
¢=0 c=0

Proof. Proof for Equation (3.9a): Equation (3.9a) shows that a* always sums to 1 under
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changing k for the Shapley value.

&0 S k+1 (N—l)(N+k—1
¢ c

-1
) , due to Corollary[3.3.5.1]

) (N=DI(N+k-1-c)!
(k+1) ) (N—1-0l(N+K)!

Ck+ DN XA (N+k—1-0)!
) ;(N—l—c)!k!

1 X N+k-1-¢
k

Il
T %
=
M

c=0

o 1 N_Zk:_ ! (l)
= N+k
Gat) = \k
@ |1 (N + k)

() e

=1,

~

where (1) is by substituting i = N + k — 1 — ¢ and (2) by the Hockey-Stick identity.

Proof for Equation l| This shows that a* shift to the smaller coalitions under growing k.

L S k+DIN-DI(N+k—1-0)!
e T LT (NS - olN + )

kDN =D (N+k—1-¢)!
— (N+k)! Z:(; (N-1-¢)k!

p

_ (Nik)Z(N+kk—1—c)

k+1/ ¢=0

N-1

e DIED M (A

k+1/) ¢=0 c=p+1

(1)1 1 = (N+k-1-¢
- T N+k :E: k
(k+1) c=p+1
@1 1 (N+k-p-1
T (Nt k+1
(k+1)
B (N=-1)! 1
(N=p-2!'(N+k)..(N+k-p)

where (1) is by Equation (3.9a) and (2) is by the Hockey-Stick identity. Similarly,

g2y N i
pr A (N-p-2)!(N+k+1)..N+k+1-p)
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Therefore,

P P
et (N-1)! (N+k+1)-(N+k-p)
2 ZA“ (N—p-2 (N+k+1)..(N+k—p)

c=0 c
_ (N=D)! p+1 -0
(N - p—2D!(N+k+1)...(N+k- p)_

And this concludes our proof for Equations (3.94) and (3.9b)
(Additional) Proof for Equation (3.9¢): With this additional condition, the unit gain of
the total payoff for adding a replica decreases monotonically for each replication. This means

that the player obtains the most unit gain for the first replication. To show this property, we

denote for any k, denote 6% := ¥?_ a**! — 3P ¥ From the proof of Equation (3:98): 5* =

cOC

(N-1)! p+1

(N—p-2)! (Ntk+1)...(Ntk—p)° therefore,

RHS — LHS of (3.9¢) = 6! — 5*

C(N=DI(p+ 1) 1 1
T (N-p-2)! ((N+k+2)...(N+k+1—p)_(N+k+1)...(N+k—p)
_(N=-Dlp+1) (N+k—-p)—(N+k+2)
- (N-p-=2)! (N+k+2)...(N+k—p))
C(N=DIp+1) ~(p+2)
- (N=p-2)! (N+k+2)..(N+k—-p)

)

A.5 Proofs for Section (3.3.6.4

Corollary 3.3.6.3. The Robust Shapley value in Definition is replication-robust. Moreover,

in a submodular game G = (N, v), the loss for a replicating player i by replicating k times is at

least: (ptot(o) (PEOt(k) > |N| ZlNl 1(1 _ k+l)),|N| zi(c).

Proof. Replication-robustness We prove that similar to the Banzhaf value, the Robust Shapley
value satisfies Equation (3.10) in Observation 1: Vk > 0, ,m > 1. Hence it satisfies Theorem

[3.3.6.1] and therefore sufficient for replication-robustness. There are 3 possible cases:
-1
Case l: c < L%J < I_NT”(J

~k+1

In this case, both @ and @**! will be down-weighed from the Shapley coefficients where
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I-N+k l'lyLN+k 1J|
YN+k = TONTR==DT

|_N+k 1J,|’N+k l-ly
= YN+ka = (k + 1)( ) (N+ k)'
Ll

sh+l _ k+1 N-1
aC+ YN+k+1a ’ (k+2)< c ) (N+k+1)'
~k
& _k+1N+k+1 1 B
Hence 075“ =132 fN;k] 25*2_1.

Case 2: ¢ > I_NTH‘J > |_N+Tk_1]

Both @, @**! take the original form of Shapley coefficients after replication, i.e, Yy =Lt

c!l(N+k—-1-0¢)!
(N +k)!

c!(N+k-c)!
(N+k+1)!

~k
a; k+1IN+k+1 O _k+1 . Nak
T ke2N+k—c - Ckr2 > Whee(Disduetoez |50l

@ =af =(k+1(N)

c

&k+1 — OtfH — (k +2)(NC—1)

c

Case 3: LN+THJ <c< LNT”‘J

In this case, @* will take the original form, while @**! will take the down-weighed form.

Moreover, N + k must be even, hence ¢ = |_N+Tk1j.

I.N+k l_l‘l—N+k l'I‘

~k _ k _ N_1C!(N+k—1—)
a=a =k D) g = E )

| A5k ik,

~k+1 k+1 N-1
% = e =+ D00) T

C

ak _I<+1N+k+1> k+1>
aktl  k+2 [Ntky = Tk +2 7

Hence

We have shown that Vk > 0, k+1 > 1, and hence the Robust Shapley value is replication-robust.

~k
Payoff loss Note that from the above derivations, in all 3 cases, Vk > 0, Zﬁ ffﬁl > 2
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(p}Ot(O) = 07221'(0) = )’Kzzi(c)

ak/(k+1) )

Zi(C), and as Vk > O,W 2 2,

k+1

N-1
1
Hence ¢ (0) ~ ¢ (k) 2 — ;u - Srkaie).

This concludes our proof for Corollary O

A.6 Replication Robustness of Binomial Semivalues for Section[3.3.6.4]

To illustrate this effect of replication robustness vs. the individual/complementary value (c.f.,
section[3.3.6.4), we will discuss the binomial semivalues [17], which are a Banzhaf-like family
of semivalues that are defined by the binomial distribution parameter p, i.e., the probability of
a successful on a single Bernoulli trial p € [0, 1],
qoli)inomial(N’ v) = Z We NMCi(C), where  we n = p©(1 _p)INI—c—l
CCN\{i},c=|C|
The following equation represents a p-binomial semivalue according the average marginal contribu-

tions,

IN|-1

go?momlal = Z aczi(c), where
c=0

o, :pc‘(l _P)|N|_0_1(|NL!_1)

11
zi(e) = (NI7) > MCi(C)
CCN\{i},|C|=c

Notice that the importance weights here form a binomial distribution:
Consider a random variable X, which follows the binomial distribution with parameters

n=|N|-1,and p € [0, 1], we write X ~ B(|N| — 1,p). Intuitively, if we throw a fair coin
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N-1

c ) is the distribution of the number of times

where, p = %, the importance weights o, = Z‘N%(
that we get a head. In general, given the probability parameter p € [0, 1], the probability

mass function is defined by

P(n,p,c) = ()p°(1 -p)"™* (A.2)

Therefore, by varying the parameter p, we can obtain a family of binomial semivalues such

as the Banzhaf value (where p = %), i.e.,
ac = (N)pt(1—p)NIe (A3)

Robustness of the Binomial Semivalues: Let’s now take a look at the robustness properties of
the binomial semivalues against replication. To do this, recall the total payoff of the malicious

player after replication:

IN|-1
Pl (k) = Z a¥zi(c), where (A4)
c=0
ak = (k+ 1)(|NC|_1)WC’ Nk (New Importance Weights) (A.5)
_ 2|Cl=c,CEN\{i}

zi(c) = (Original Average Marginal Contributions) (A.6)

("

c

Given a binomial semivalue defined by the probability parameter p,
ac(N) = (N)pe(l - p) NIt (A7)

Now let’s compute the new importance weights. First, we need to get w,. & where |[N Rl = IN|+k
is the new number of players after the malicious player replicates k times. As the importance

weights in the new game follow the binomial distribution, we have
(XC(NR) — (|N|:k—l)pC(1 _p)|N|+k—1—c (A8)

Hence the weights of the semivalue towards each size ¢ coalition are given by

1

OCC(NR) :p(:(l _p)|N|+k—1—c (A9)

WC, NR =
Therefore, the new importance weights a* are:

af = (k+ (W wg yr (A.10)

= (k + 1)(|Nc|—l)pC(1 _p)|N|+k—1—c (A.11)

125



A.6. Replication Robustness of Binomial Semivalues for Section|3.3.6.4

Now we can compare the new importance weights with the original importance weights:
af = (k+ )(NIThpe(1 — p)INIk=1=e (A.12)
al = (N)pe(r - pVite (A.13)
where the ratio can be obtained as

= (k+1)(1-p)k (A.14)

ﬁgo | ﬁg:r

Since 1 — p < 1, a* will converge towards 0 as k goes to infinity. Therefore, all binomial

semivalues will eventually converge to 0.

Robustness of the Binomial Semivalues When k = 1: Though the family of binomial semi-
values display the same convergence behaviour (eventually replication robust as k increases),
they have different degree of robustness when k is small, for example, when k = 1, the Banzhaf
value is the only neutral binomial semivalue, while p > % leads to a family of replication robust
semivalue and p < % a family non robust semivalue.

Observe that when k£ = 1,

= (k+1)(1-p)k =2(1-p) (A.15)

SNEGE

k
o Ifp = %, i.e., the Banzhaf value, % = 1, and that is the underlying reason of the Banzhaf

value being neutral to a single replication.

k
e Ifp > % Z—g < 1, and the total payoff of the replicating player decreases. Hence the

c

binomial semivalue is robust.

k
e Ifp < %, % > 1, and the total payoff of the replicating player increases. Hence the binomial

semivalue is not robust. Furthermore, with growing k, the total payoff of the malicious

player will first increase, then decrease and converges to 0.

More intuitively with the coin toss example, p > % implies that it is more likely to get a head,
resulting in a skewed distribution where the importance weights favours the larger coalitions (i.e.,
complementary value), and in comparison it is more robust than p < % where the semivalue
favours the smaller coalitions (i.e., individual value). Moreover, when k is large, the changes in
the distribution of the importance weights play a major role (e.g., whether the new importance

weights are shifting towards smaller/larger coalitions).
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A.7 Proofs for Section 3.4.2

Lemma 3.4.2.1. Compared with replication, the additional gain in total payoff of the malicious

player due to the perturbation when replicating k times is given by:

perturb replicate
®; - < (k+ De.

Proof. Compared with replication, the additional gain in payoff due to the perturbation is

i — prERtee = N > wicucr | N+kMCp, (C U CP)-
preCP CON\{i},CPCCP\{pr}
Z wicucr |, N+kMCi (CUCT)
ireCR CCN\{i},C"CCR\{ix}
ICR|-1
= > wic, N +k(MCp(C) = MCy, (C))+
k=0 CCcN\{i}
> > wicucr| N+kMCp, (C U CP)
PreCP CON\{i},CPCoCP\{pi}
= > > wicucr| N+kMCp, (C U CP)
PreECP CCN\{i},CP Lo CP\{pr}
(6]
<(k+1) Z Wicuce |, N+k€

CCN\{i},CPCLoCP\{pi}

2
< (k + De,

where (1) is due to the assumption on € and submodularity, where ¥p.ccr,C S N \{i}, MCp, (CU

C?) < e. (2) is due to the definition of semivalues where the weights of coalitions sumto 1. O

Lemma 3.4.2.2. Under payoff allocation using the Shapley value, the total payoff to a malicious

player by replication is no less than subset replication and splitting.

Proof. Due to the efficiency axiom of the Shapley value, the payoff of all (malicious and honest)
players sum to the value of the grand coalition, where all data are pooled and is hence equal across
all three attack scenarios, i.e., ot + 2jen (i} @5 = 0(N), where o is the total payoff of the
malicious player, and j are the other (honest) players. Therefore, to show that replication yields
the largest total payoff for the malicious player, we only need to show the honest players receive
less payoff when i replicates (than splitting or replicating subsets). We show that this is true as a
result of submodularity: For any honest player j € N \ {i},

0 = Z wicucr,N+kMC;(CUCT)
CCN\{i,j},CrcCR
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In this equation, for each identity iy € S, the data held due to splitting and subset replication are
a subset of the data held due to replication:

Uikecer Dy € Ujkecr Di;:p;
K

D i € Dyer and Do € Drep, hence
k k k Uikecr Di;cUb - UikGC’ Di;:P.

k

Therefore, due to submodularity, the marginal contribution of player j against replicating identities

is less than splitting and subset replications: YC™ € CR

MC;(C U U Di;:p)) <MCj(Cu U Di;pm)

ikecr ikecr
mejcu | Dy cmeicu | D)
ikecr ikeCcr

Therefore, the payoff of an honest player ¢; against the replicating player is smallest. And hence

using the efficiency axiom, gie? > ¢ and P > ¢, And we conclude that the total payoff to

a malicious player by replication is no less than replicating subsets and splitting. O

Lemma 3.4.2.3. Under payoff allocation using the Banzhaf value, executing one of the three

aforementioned attack actions and acting under two identities yields equal payoff.

Proof. In the market game G = (N, v), a malicious player i with data D = D; U Dj, executes one

of the following attack actions and act under identities {ij, i»}:
(a) Replication: both i; and i> hold the union of all data iy = i = D; U D;
(b) Subset Replication: i; = D; U D;, and the replica holds a subset i = D;
(c) Splitting: each identity holds a subset of the data i; = D;, and i, = D;.
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A. Omitted Proofs for Chapter 3

For clarity of presentation, we denote the players and (data) set operators C U D; by C +i .

@ ged = 01+ =2 > wien1((C + i+ j) = 0(C))
CENVE)

(b) (Piggtb =@y T o

= D W @CHi+)=vO)+ D Wierpna((C +i+ )= v(C + D))+

CCN\{i} CSN\{i}
Do wicn@(C + i) = (C))
CSN\{i}
= Z (wWic|,N+1 + Wic+1,N+1)V(C + i+ j) = 2w N+19(C) + (Wic| N+1 — Wicl+1,N+1)V(C + 1)
CEN\{i}

)
© o' = 01 + 01,

> [wiclnn (R(C + 1) +0(C + ) = 20(C)) + Wicsin+1(0(C + i+ )~ v(C + )+
CCN\{i}

Wic+i |, N+1(0(C +i+j) = o(C +1))]

Z [wicl,n+1(0(C + 1) +0(C +j) = 20(C)) + wic|+1,N+1(20(C + i + j) = v(C + 1) = v(C + j))]
CCN\{i}

The difference between the total payoff by replication, subset replication and splitting is:

Vot ~ Piot = Z (WiclN+1 = Wielr . N+1)(©(C + i+ ) = 0(C + 1))
CCSN\{i}
‘ spli . )
o — qoﬁf,’t“ = Z (wic,N+1 = Wi+, N+1)(@(C + i+ j) = v(C + )
CCN\{i}

Note that w|c| N+1 = W|c|+1,N+1 for the Banzhaf value, since the Banzhaf weights are constant by
definition. Hence, g7 = ¢5%° and ¢5%° = (pfgtht. Therefore, under the Banzhaf value, executing

any one of the three attack actions would yield equal payoff. |
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A.8. Proofs for Sectionm

A.8 Proofs for Section

Theorem 3.4.3.1. Let ¢; = Zlc]:(l)_l a.zi(c) denote a semivalue. Algorithm |5| uses unbiased

IN|-1 IN] [INI—

estimators ¢; = 3, _, e NI |N|CUi(c +1)+ ﬁﬁi(c) — U.] for the payoff of each player i,

and $oy = N Zlcﬂ)_l ac(Uer1 — Ue) for the total payoff allocated to all players, where U, is the

mean of size c coalitions, and Uj(c) is the mean of size ¢ coalitions which contain player i.

Proof. We now show that ¢; and ¢y are unbiased estimators for ¢; and ¢,y respectively, i.e.,

E[¢:] = @i and E[¢an] = @an.

(1) Proof for E[¢;] = ¢;: Let [N]¢ denote size-c subsets: [N]¢ = {C|C C N, |C| = c}.

N-1
E[pi]l = ) acxrs (5FEELTi(c + D] + SE[Ti(0)] - E[U])
c=0
Ny e ZsciNgetiec P(C) L Beginjeiec v(C)  Tegnge o(C)
- Z a"N—c( N N-1 tN N-1 - N )
c=0 ( c ) (c—l) (c)
N-1
= e (Nl_l)( D>, w0+ ) wC)- ) v(©)
c=0 ¢/ Cc[N]tieC CC[N]¢,ieC CC[N]¢
N-1
=) a (N‘_I)( Doweuiih+ Y e - Y w(E)
=0 ¢ | ccINFigc CCINJ< ieC CCNe
N-1
= > (Nl_l) > (e u{in-o©)
=0 ¢/ ccINJe,igc
N-1
= > aczi(c)
c=0
= Qi
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A. Omitted Proofs for Chapter 3

(2) Proof for E[@.i] = ¢an:

N-1
Panl = Z Z aczi(c)

ieN c¢=0
N-1
=, 2 ), @CU{)-v(C)
ieN c=0 ¢ 1 CCIN\{i}]°
N-1
- a D, @CU{in-u(s)

Cc —
ieN c=0 ( c ) CCc[N]¢

= D e Y, (D, v(CU{ih]-Nu(C))

( c )CQ[N]‘-' ieN

c=0
N-1
=Y et D) DeCUulih-N > v(©)
c=0 ( ) CC[N]c ieN CC[N]¢
N-1
=Y am(), D, wCu{ih+)d, D> wCU{in-N > v(C)
c=0 ( c ) ieN CC[N]¢,i¢C ieN CC[N]¢,ieC CC[N]¢
N-1
= Z - Z dDow@+ ) > we)-N D v(e)
=0 c iEN CC[N]tlieC ieN CC[N]¢,ieC CC[N]e
-1 N 1) N(N—l)
= Z aq > w0+ =% > v =N ) ()
c=0 c (c+l) CQ[N]C+I (c) CC[N]¢ CC[N]¢
N-1 N-1
ch[m”‘ v©  (eo) chlNlC v(©)
=N ac + (~£ -1 )
CZ:(:) C+1) (C) ( c )
= = (0) c
_ NZ Ofc( CQ[N];]” 4 C;\INZ ;N]c o( ))
c=0 (c+1) ( )
E oz © ¥ (©)
c c+l U c c U
SN Y (R A9 Yo o))
c=0 (c+l) (c)
N-1
=N qc ([E[Uc+l] [E[Uc])
c=0
= E[@an] O
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