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Abstract

Scientific discoveries increasingly depend on data and data pro-
cessing, and Web Science is no exception. As an established prac-
tice, data-intensive research typically uses scientific workflows and
provenance to facilitate data and method sharing while automat-
ically preserving processing history. Prior research has reported
the possibility of ex-post policy-based compliance checking from
provenance data. Based on these works, in this paper, we present
the conceptual design of a framework of data-harvesting Web Sci-
ence practices, especially by introducing a common auditing layer.
We discuss the framework’s practical, scientific, and ethical advan-
tages, including its applicability in the period of large language
model (LLM), autonomous agent, and artificial intelligence (AI) ex-
plosion. We hope this framework design can incubate a new norm
for research practice to be transparent, ethical, and lightweight.

CCS Concepts

« Information systems — Semantic web description languages;
« Security and privacy — Human and societal aspects of security
and privacy; « Computing methodologies — Cooperation and
coordination.
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1 Introduction

Many types of research nowadays depend on large volumes of data.
Web Science is a particular example where many subfields, such
as online behaviour or social media analysis like [15], depend on
the harvesting of Web data and further processing. However, the
willingness of the data providers is often overlooked, resulting in
either complete ignorance or high practical burdens - for anyone
wishing to assign any rules to their data, closing down access be-
hind an application-and-review process is the only practical option.
It further complicates the situation when we consider research re-
producibility and open science [4], due to insufficient data access
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to evaluate the results or unexpected non-compliance in sharing
the data, let alone running experiments.

On the other hand, e-Science, or data-intentive research [5], a
field also heavily depending on data processing, has an established
practice of using the “scientific workflows” [1], forming a basis
for FAIR research methods [20]. Such workflows! are composed
of reusable units of processes, and can be applied to different data
sources without modifications by connecting to a different data
source at execution by workflow management systems (WMS).
Further, many WMS possess the ability to generate provenance
during execution, which fosters auditability. Despite the differences
in WMS details, provenance is used to maintain interoperability,
thanks to W3C PROV-O [16] and semantic technologies such as
OWL [17] for reasoning. Its similarity to subfields of Web Science
attracted some attempt in bridging the methods (e.g. [9]).

In the meantime, data are often subject to different governance
rules or usage policies. Historical research such as Policy Aware
Web [18] envisions describing usage control on web content with
accountability mechanisms. More recent research has proposed
different access control and usage control mechanisms to assist
with this in different scenarios. In particular, Rui Zhao et al. [11]
designed Dr.Aid for modelling and reasoning about such policies,
using provenance from scientific workflows as input for retrospec-
tive analysis. Further research, such as psDToU [24], also explored
the expressivity aspect of the policy language. But such research
is often theoretical, and does not address an important question:
where to obtain the information and policies for the reasoning?

In this paper, we describe a comprehensive framework design
for Web Science practice, taking the lessons learned from e-Science
and policy research. The framework focuses on interoperability,
reusability, and auditability, addressing some common issues in
existing research [6]. Further, this mechanism can be extended to
be used by both human and software agents, where information
exchange and gathering becomes more auditable, transparent, and
reliable. We anticipate this framework to foster the discussion of
more trustworthy and reliable research.

2 Design of framework for auditable Web
Science

Here, we present the framework design as the basis of a new en-
visioned norm in Fig. 1. The framework consists of several com-
ponents, serving different purposes, and eventually complement
and cooperate with each other. It is worth noting that the services
described here are not meant to be a “singleton”, but rather a feder-
ation of services of each type. Relevant mechanisms should be in
place where the authenticity of information is required, as discussed
later. With that in mind, the key components are introduced.

!Not to be confused with the casual meaning of (human) actions and tools. We always
refer to scientific workflows in this paper.
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Figure 1: Components and their relations for the framework. Colors indicate different components/engines and the respective
actions. Purple indicates elements that perpetually exist. Dashed lines indicate policy-related components and relations.

Workflow engine. An engine that deploys and executes a work-
flow, resembling a particular experiment to be performed. The
workflow engine also records provenance of the execution trails.

Experiment registry. A service that holds the records of exper-
iments, containing the workflow, the input source, and execu-
tion/deployment strategy. Other corresponding metadata, such
as the operator and the corresponding policies of the workflow,
will also be recorded. Unforgeable and undeniable records may be
needed when logging the information to ensure the authenticity of
information, as a means to establish or (im)prove trust.

Workflow repo and data repo. As an optional addition to foster
scientific communication and reusing of existing methods, relevant
repositories of workflows and data may be set up. This would also
simplify the process of app policy authoring, as existing policies
can be automatically fetched and reused if a new experiment reuses
existing workflows or steps.

Provenance storage. Provenance is typically produced by the
workflow engine, and then stored at a provenance storage. It is
expected that no modification of provenance will be performed,
due to the nature of such information. Appropriate measures for
authenticity are also needed.

Policy engine. Policy engine has two main types of tasks to
perform: compliance checking and policy derivation. Compliance
checking is performed to verify if a data processing (e.g. a work-
flow or a relevant request) is compliant with the policies specified
for input data. Policy derivation is used to produce policy for out-
put data from a data processing, as a critical prerequisite to allow
compliance checking to happen for downstream tasks.

Data guard. If policy-compliance of data processing is required,
a guard shall be placed at every data source, before the data can
be retrieved for processing by the workflow engine. The guard
verifies the legitimacy of the request from the experiment registry,

performs policy compliance checking, and then releases the data
for the workflow engine.

3 Usage and benefits of the framework

3.1 For data providers

The most prominent aim and benefit that this framework provides
is the respect of data providers. Unlike normal data usage across the
Web, heavy-weight data usage under this framework is governed
by the policies assigned by the data providers. Data processors
(e.g. researchers) need to first justify their intention before using
the data, by the policy checking step of the data guard.

The basic form of the framework assumes that every actor will
not deviate from the protocols. This is similar to current real-life
practices, allowing easy transformation from current practice to
the new framework without a heavy burden, and should generally
be satisfactory for researchers in research institutions. If further
guarantees are needed, appropriate authenticity mechanisms can
be set up for relevant steps, as discussed later. However, such au-
thenticity mechanisms will reduce the openness of Web Sciences.
Further research is needed to develop better mechanisms without
or with lower requirements for such closeness.

3.2 For respectful data consumers

Another side of the coin for respecting data providers is the benefits
to the data consumers, typically researchers. Under contemporary
practice, researchers are often subject to ethics approvals or other
types of monitoring, or challenges to prove they conduct research
ethically. However, such procedures are often time-consuming and
non-portable — the fact that researcher B is doing identical research
and received identical training as researcher A does not automat-
ically grant B the clearance to conduct that research, nor does it
reduce the burden B has to overcome.

With the new framework, researchers can use standard ways to
describe a) the procedure they will follow to conduct the research, as
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workflows, and b) the cautions they will take during the process, as
app policies. Ethics committees can use this information and make
a decision faster with the help of the automated policy reasoner.
Similarly, this can also simplify the persuading procedure to data
providers, who may have a different ethics committee or clearance
team, making their own judgments.

In addition, for external auditors (including data providers), the
records kept in experiment registry can be a source of verifying
the genuineness of the experiment and the attitude of the data
consumers. The data consumers can also use this as proof of their
reputation, as well as a source for communication.

3.3 For LLM research and agents

Due to the wide and uncontrolled utility of scraping of Web con-
tent for training Al (artificial intellience) models, many websites
employ stricter rules for bots. This both reflects the insufficiency of
traditional methods such as robots. txt, and the challenges of con-
tent ownership or, more generally, policies. In fact, many websites
do not entirely prohibit using their data for LLM (large-language
model) training, but want the data to be used in a more controlled
manner.

The same fact causes issues with agents, as they are simply
identified as bots and therefore denied access.

We anticipate the proposed framework can improve the situation,
by providing better accountability and therefore trust. The case for
LLM scrapers is much like that for other researchers, as illustrated
above, where mutually agreeable policies would permit data usages
to happen more naturally. For agents, the situation becomes more
complicated due to their more diverse interactions.

However, despite the complexity, we can still witness a similar
pattern: an agent has a stable identity with known capability, and
interaction history can be recorded. This can fit into the framework
where the experiment registry stores the agent’s general informa-
tion and capability (as well as policies), and its interaction history
is recorded and stored in the provenance storage.

When it comes to agent-agent interactions, South et al. [14]
identifies gaps in authorisation, accountability and access control
capabilities of current LLM-based agents. Whilst standards such as
OIDC4VP are readily deployable to delegate permissions, these do
not provide effective mechanisms for describing the actions agents
can perform and data they can use. Wright et al. [22] presents two
personal agents conversing with one another on behalf of users; and
illustrates how policies can be used to describe and sign data usage
agreements - providing an audit trail to support accountability.
Additionally, Wright et al. signs data and provenance sent between
agents to support trust in data integrity and quality. Standards and
regulations around Verifiable Credentials (VCs) [21] are important
here to establish which information sent between agents issued by
(1) real entities (e.g. humans and organisations) and (2) certified
issuers of authoritative documents (e.g. Drivers License Authority).

3.4 Auditable & Reproducible

Many approaches nowadays require certain forms of auditability,
which can be easily achieved in this framework, in a clean and
reusable manner. Similar to practices like Open Science Framework
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(OSF)?, the experiment registry keeps records of experiments be-
ing registered (and maybe their ethics clearance status as well),
including the personnel, method, and app policies. The provenance
storage maintains the history of experiment execution, for further
examination of whether the experiment has been conducted cor-
rectly; it also keeps records of data lineage, providing an auditable
trail of data derivation and policy derivation, as well as a possibility
for revision of data usage policies. Following lessons from e-Science,
all records will be in linked data, to foster interoperability and long-
term sustainability. This achieves FAIR [19] not only for data, but
also for experiments and their executions, as they are resources as
well. Likewise, with the recorded information in the registries and
repositories (and appropriate access permission), reproducibility
can be easily achieved by re-executing the same experiment by
another researcher.

3.5 Generic

The framework does not assume a single operational entity for the
services. Instead, all services can be a federation of the same type, as
long as they follow the same protocol and maintain interoperability
of records by following a common ontology. This avoids a single
point of failure, not just for service stability, but also for reputation
and maintainability. Expectedly, a research institution (or a group
of collaborating research institutions) can maintain an experiment
registry, provenance storage, and data guard, and provide these to
researchers belonging to the institution.

In addition, this framework is useful not just for Web Science,
but also for other types of research, e-Science included. They may
not require the same level of all features (e.g. most e-Science may
not require ethics clearance), but it will not impact the necessity of
the rest of the system - they still need to prove to data providers of
their reputation and respect for using data for their research, and
sharing experiments with others.

3.6 Privacy and confidentiality

The word “privacy” has many connotations, where confidential-
ity and (ability to) control are two common examples. With the
introduction of policy-related elements and persistent records, this
framework provides a comprehensive solution for the control aspect,
where data providers are able to exercise it by assigning stricter
or looser policies to be used by data consumers. This allows more
formal middle-grounds apart from normal practices, where either
data is open to all, or protected with complicated requirements.

Confidentiality can be achieved by the cooperation between the
policy engine and the workflow engine — the policy engine may
require data processing to happen in a trusted non-leaky environ-
ment, and the workflow engine respects this during the execution.
Privacy-preserving computation may also be employed for stronger
guarantees, as discussed in Sec 4.2.

This framework is of more relevance if the execution happens
inside a secure enclave, as a) data consumers need a more structured
and complete description of their experiments before running tasks
in a secure enclave, and b) no auditor can investigate details of
the intermediate data or steps before conclusing whether the final
result can be released. Policy reasoning will be a main source of
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information to quickly screen the result’s appropriateness, before
or after the execution.

4 Technical viability

Many components can be constructed using commodity technolo-
gies, including the workflow engine, experiment registry, repos,
provenance storage and data guard. In the meantime, specific as-
pects worth separate discussion regarding the technology to enable
the design.

4.1 Provenance storage and experiment registry

Apart from general technical implementations as a service, two
additional considerations shall be understood: the interoperability,
and the authenticity of the provenance trails.

Interoperability is an important aspect, as a lesson from e-
Science, because it is (both practically and theoretically) impossible
to require all WMSs to use the same provenance format. We can
reuse the mechanism followed by e-Science research, to use PROV-
O [16] as the base level interoperability mechanism across different
provenance schemas. In addition to that, dedicated provenance
ontology as a common base may be developed specifically for the
nature of Web Science research.

Authenticity is necessary to keep the record away from being
intentionally/maliciously tampered with, due to the multiplicity of
such services. In a context where reputation matters, this is less
of an issue, such as when the services are provided by research
institutions. However, in other contexts, appropriate cryptographic
approaches shall be employed, such as digital signatures or even
blockchains. Essentially, every record should be verifiable, guaran-
teeing the retrieved version is the version being initially stored.

In addition, if the data consumer / researcher is questionable, au-
thenticity mechanism should be extended to ensure the provenance
being sent to the storage is the same provenance being collected
during workflow execution. If the provenance storage collates with
the workflow engine, this can be guaranteed automatically by di-
rectly transmitting provenance from the workflow engine to the
provenance store. If otherwise, the provenance storage may require
the workflow engine to be executed inside a secure environment
as a means to minimise issues from user inputs (Sec 4.2).

We do not hide that, eventually, some level of trust in the data
consumers is needed, as we aim to provide an auditing layer rather
than an enforcement framework. Misbehaviours should be discov-
erable from the auditing layer, rather than prevented in advance,
as is impossible nowadays with humans monitoring everything.

The situation for the experiment registry is similar to provenance
storage, but without executions from the data consumer side. We
do not discuss that separately.

4.2 Confidential processing

When necessary, stronger confidentiality or integrity guarantee
can be provided by confidential computational mechanisms. If a
single source of trust can be established, running computation in a
Trusted Execution Environment (TEE) [12] is a sensible option that
not only guarantees confidentiality, but also genuineness of the
processing through remote attestation [2]. However, in a diversified
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trust environment, TEE is not appropriate, while (secure) multi-
party computation (MPC) [8] is a promising technology for such
contexts. Specifically, Libertas [23] provides a flexible framework
for running MPC with a large number of data providers across the
Web, as a promising solution for the Web Science context.

4.3 Policy engine and policy language

As illustrated above, the policy engine needs to perform two types
of reasoning, which is not a common feature for all policy languages.
Previous literature suggested the distinction between policy lan-
guages, to be “perennial” or non-perennial [24], where two critical
factors are the ability to perform policy derivation and checking
policies for downstream tasks. Therefore, research along the line of
“perennial policy” should be most appropriate for this framework,
such as psDToU [24], Dr.Aid [11], Smart object [13], and CamFlow
[10]. Among them, psDToU may be the most promising language
for its rich expressiveness among all such languages, also taking
into consideration different (but alignable) vocabularies. Further
extensions of the language are expected to include further types of
information, as well as evaluating its appropriateness in the context
of Web Science.

5 Adoption path and open questions

Apart from the utility and technical viability, its adoption is also an
important question for any new technology.

In Sec 3, we have discussed how the proposed framework may
benefit all stakeholders involved in the research cycle, and their
roles in the framework, covering the data providers, the researchers
/ data consumers, research institutions, and research registries such
as OSF; we also discussed how relevant research practices may be
reformed and supported in the framework, such as ethics clearance
and verifiaction.

This not only has visionary benefits, but also short-term to mid-
term practical benefits, even if partially adopting the framework. We
have discussed the benefits for research institutions and researchers
in the topic of ethics above, covering application, approval, commu-
nication, and (posterior) demonstration/verification. The reduction
of (human) resource requirements and reputational benefits can
form incentives for research institutions to adopt this alternative
paradigm, to support provenance storage, workflow-based experi-
ment descriptions, and formal policies (and automated policy rea-
soning). They may also want to provide institution-wide workflow
engines (e.g. as an addition to their computing clusters) for the sake
of providing better service, easier collection of provenance, and
assurance in the compliance during experiment execution.

Experiment registries can benefit from the structured formal de-
tails of experiments as scientific workflows, and support advanced
analysis, such as drawing comparisons and warning of potential
problems. This can improve and diversify the services they provide
to researchers, and incentivise the adoption by the registries.

Benefits of data sources have also been discussed in Sec 3, for bet-
ter accountability and improved trust in researchers. This reduces
the burden of the access application system, and the compliance
checking system, while also streamlining with the logging system —
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data access application and compliance checking are conducted si-
multaneously and supported by the (semi-)automated policy reason-
ing; access logs and experimental information are stored together
to facilitate ex post compliance analysis.

Of course, having these incentives alone may not constitute
the practice in adoption, due to different socio-technical questions.
Apart from technical viability and incentives, the adoption burden
itself may be worth further investigation. That includes societal
burdens, such as the inertia for keeping existing practices, which
cannot be answered by technology, or skill burdens, such as the
understanding and technical support for researchers in different
domains to use this framework. Establishing and managing trust
between different actors is also an open question, where partial so-
lutions may rely on technologies discussed above. For the technical
side, ideally, a common protocol (or a set of interoperable proto-
cols) is agreed upon for the framework as a basis, which would
require further development and negotiation. A consensus or in-
teroperability mechanism across different workflow modelling and
provenance representation should also be established.

Finally, this framework works on the assumption that FAIR is
achievable for data, experiments and logs. But we are aware there
are practical burdens for many Web Science research to be fully
FAIR, such as social media analysis, where scraping may be per-
formed. This has reasons in both the technical challenge of social
media platforms not (or closing down [7]) data access endpoints,
and the potential governance and policy implications for provid-
ing archives by the researchers. We anticipate that this framework
shows a better protection and compliance of data and associated
policies, lowering the concerns of non-compliance. This hopefully
could incentivise users who generate these contents, and further
accelerate regulatory requirements for programmatical research
access to such data sources, similar to EU Digital Services Act [3].

6 Summary

This paper proposes the design of a technical framework for au-
ditable Web Science research, especially subfields requiring exten-
sive data harvesting, focusing on the reusability and data-usage
policy compliance, taking inspiration from other scientific fields,
namely e-Science and data usage control. The proposed framework
has benefits for all actors involved in such research. We further
analyzed its other features, as well as its applicability to recent
exploration of LLM research and agents; some technical possibility
of achieving the framework is also examined.

In general, we anticipate this framework, as a viable technical
solution, to foster discussions on ethical while low-burden data
collection and processing across the Web or other decentralized
contexts, which is often an overlooked topic in Web Science or
research in general. This should support long-term sustainable Web
development and research, and create an example for practical and
ethical research or data processing for other domains to follow.
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