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A B S T R A C T

Insider threat is a persistent concern for organisations and business alike that has attracted the interest of
the research community, resulting in numerous behavioural models and tools to tackle it. However, the
effectiveness of detection of these tools has scarcely been demonstrated in real environments. In order to fill this
gap, we collaborated with three multinational commercial organisations who trialled our anomaly detection
system, and worked with us to understand performance constraints for insider threat detection deployment and
innate weaknesses in their operational contexts. During a period longer than a year, we were provided access
to real data in their premises and interacted with their cybersecurity analysts to understand their systems,
validate the results and identify best practices for mitigating insider threat. In this paper, we provide details
on the architecture used in our tool, the methodology followed to validate its performance and we elaborate on
our experiences in implementing the tool in the three corporate environments. We present the results obtained
from deploying the detection system in real network infrastructure over a period of six months, the lessons
learned, issues experienced, and potential limitations.
. Introduction

The insider-threat problem is constantly growing in magnitude, re-
ulting in significant damage to organisations and businesses alike. The
vergrowing implications of the insider threat problem has attracted
he interest of the research community over the last twenty years. The
n-depth knowledge which insiders possess of the internal security con-
rols, the monitoring practices and the modus operandi of organisations
llows for targeted and sophisticated attacks with dire consequences.
etecting and preventing insider attacks raises significant challenges
nd insightful research has been focusing on understanding the human
lement, identifying patterns of attacks and creating conceptual models
f insider behaviour [1–3].

In this context, the Corporate Insider Threat Detection project
CITD) was created to explore how automatic detection of insider
hreats could be improved via a combination of automatic anomaly
etection and a deepened understanding of the human behavioural
spects. It also considered the operational context within which such a
etection approach would exist since this could impact upon successful
eployment. In the context of our research an insider threat is anyone
ith privileged access (e.g., an employee, contractor, client or business
rganisation) to an organisation’s data, systems or infrastructure, that
ntentionally abuses this access for some gain.
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Extensive research has been conducted in the area of insider threat,
resulting either in theoretical frameworks modelling the human be-
haviour or on detection tools. Despite the fact that many defence
mechanisms have been proposed, their effectiveness has rarely been yet
demonstrated on real case studies, relying mainly on synthetic datasets
for validation. Scarce research approaches have used anonymised ver-
sions of datasets from real organisations, but there has been no com-
parison on the detection rate or utility before and after the data
generalisation [4–6]. To address the gap of real case studies, we pro-
vide insights into the performance of the anomaly-detection approach
developed for the needs of the CITD project [7] within corporate
environments.

Our aim is twofold: to validate if our anomaly-detection approach
can be applied effectively to any real available network and host data
(where to be effective means to be able to detect insider threats with
minimal false-negatives, manageable levels of false-positives and to
scale up to handle large and diverse datasets); transfer knowledge to
the community and vendors of protective-monitoring software from
our experience in deploying an anomaly detection system to different
environments, with diverse needs and datasets.
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This paper documents the results of our research in addressing the
above requirements, by conducting industry trials with three com-
mercial organisations, all of which were concerned about insider
threat, and all with an existing security capability. Given the lack of
ground truth on the data accessed, our findings rely on interviews with
security analysts of the organisations, who have deep knowledge of
their systems and the insider attacks they faced in the past. To our
knowledge, this is the first time that insights and lessons learnt from
testing an insider threat detection system across multinational organisa-
tions have been presented. We identify lessons learnt by comparing our
procedures and results across all three implementations of the system.
These lessons can apply horizontally to any corporate environment
and propose solutions on addressing limitations in developing detection
systems that emerge from current security practices.

In what follows, Section 2 provides an overview of the literature on
insider threat, Section 3 describes the high-level architecture of CITD
detection tool, while Section 4 elaborates on the methodology we have
adopted to conduct the trials. Section 5 presents the result of our trials
and Section 6 identifies lessons learnt from our experience. Finally,
Section 7 concludes the paper.

2. Reflecting on insider threat research

The significant challenges in detecting insider-threat actors, com-
pared to external threats, has attracted the interest of the research
community over the last twenty five years. This maturing in the field of
academic output has been captured by scholars who have constructed
systematic reviews of the relevant literature [8–10]. These reviews
conclude that insightful discourses can be categorised in attempts to
highlight common elements in insider attacks [1,11], research into
identifying human behavioural factors resulting in high-level explana-
tory models and works that have designed and implemented anomaly-
detection systems based on machine learning or policy violation [3,6,
12].

2.1. Conceptualising the insider-threat problem

The CERT research programme at Carnegie Mellon University pio-
neered research in conceptualising insider threats and actors [1,11,13,
14]. Researchers there analysed an extensive number of real insider
threat cases and categorised these attacks into four classes: namely,
Information Technology (IT) sabotage, Intellectual Property (IP) theft,
data and financial fraud, and espionage. Using system dynamics as a
methodology, critical paths were highlighted that determined based
on qualitative characteristics the motivations of employees to commit
these attacks (i.e, disgruntlement or dissatisfaction, stress, narcissism).
The CERT work paved the way to understanding the nature of insider
threats, resulting in a series of studies.

The CERT work has inspired scholars who have designed comple-
mentary models to describe behavioural aspects and motivations of
insider actors. Sarkar [15] elaborate on factors that can be considered
as precursors for an attack (i.e, historical behaviour, psychological
traits) and distinguish between actors who act maliciously on purpose
and those that unintentionally facilitate an attack due to negligence
or inconvenience. Similarly, Nurse et al. [16] provide a framework
that explains the steps an insider may follow before executing an
attack and identify critical precursors. The US Department of Homeland
Security has shed more light on how personality traits may reveal
predispositions for insider threat and discuss prevention measures [17],
while Pfleeger et al. [18] designed a taxonomy to capture actions that
insiders follow by eliciting elements from the environment in which an
organisation functions and the systems exploited.

Similar frameworks elaborate on factors which may be considered
as precursors of an attack. Schultz [19] proposed a framework for char-
acterising indicators of insider threat activity, including technical and
sociotechnical markers, which are aggregated in a final score based on
2

the scrutiny of real insider cases. The work does not provide, however,
this scrutiny to validate the framework. Greitzer et al. [20] provides an-
other framework integrating technical data and psychological data with
the use of dynamic bayesian networks to recognise patterns at higher
semantic levels. Caputo et al. [5] use a similar approach, combining
contextual information and technical data (e.g. office job title, project,
. . . ), utilising a bayesian network constructed from expert judgement.
All three studies agree that the combination of technical data and
organisational data (psychological or sociotechnical) is needed to create
a knowledge base of precursors of insider activities to allow prevention
and early detection.

2.2. Detecting insider threats

Traditionally, literature has emphasised on implementing and val-
idating systems to automatically detect the presence of insider threats
based on the digital footprint that these actors leave [21]. Such systems
may benefit from the behavioural elements and precursor activities
captured by high-level models mentioned in the previous section, when
these are mapped to changes in employees’ digital profiles.

A simple approach to automatic detection of indicative insider
activity is monitoring of ICT policy violations through rule-based ap-
proaches. Zhang et al. [22] describe a state machine system able to
capture such violations, as well as monitor for patterns of insider
threat activity. The most common method used to detect insider threats
is the detection of anomalies in the digital profiles of employees.
Systems build a profile over a period of benign behaviour based on
observed sequences of actions, which is then considered the normal
behaviour. Actions that deviate from the baseline are considered in-
dicative of anomalous activity. Parveen and Thuraisingham [12] used
unsupervised learning techniques to process large volumes of streaming
data and by introducing the term of ‘‘concept-drift’’ indicate drifts in
employees’ behaviour which might be indicative of suspicious activity.

The majority of the literature, focuses on designing baselines to
profile employees’ behaviour by extracting features which are indica-
tive of insider threat activity. Features differ based on the data that
organisations collect and a variety of algorithms is used to decide devi-
ations of interest [23–25]. A noteworthy example is presented in [26]
where authors acquired access to data from employees’ laptops. To
validate their approach, collected data was considered benign and the
authors inserted logs that were considered as malicious activity. More
than 100 features were implemented and seventeen algorithms were
tested, however, the authors provide little evidence on how features
were identified or why the logs are representative of insider activity.
Rashid et al. [27] describe a system for insider detection utilising
Hidden Markov Models (HMM). The authors design features based
on the CERT dataset, provide a thorough analysis of the accuracy of
the HMM algorithm and identify the values for hyper-parameters that
optimise the system’s effectiveness. Their work, however, highlights the
performance issues of the algorithm since it does not scale-up efficiently
with large datasets.

Researchers have attempted to infer psychological traits and be-
havioural aspects from users’ digital activity and incorporate this in-
formation to anomaly detection algorithms [28,29]. It is worth noting
the work from Brdiczka et al. [30], who rely on psychological profiling
of employees to filter false positive alerts from a detection system. In a
similar vein, Arulampalam et al. [31] use Bayesian networks to infer the
behavioural traits of users based on sentiment of texts and social net-
work analysis. Chen et al. [32] focus on cases where insiders collude to
execute an attack. They propose a ‘‘user relationship network’’ based on
unsupervised learning techniques to observe suspicious collaborative
activity. They validate their model on access logs from an electronic
health records system in a medical centre.

One of the main drawbacks for insider threat detection is that data
is usually represented in natural language and it is seen as highly

sensitive for the organisations. Costa et al. [33] presented an ontology
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of potential indicators of insider activity created from 800 insider cases
using natural language processing techniques. Network activity and
human resources data are combined to create insider profiles. An inter-
esting advantage is that insider data is abstracted in a way that would
allow sharing with other organisations without disclosing sensitive
data. Greitzer et al. [34] also combines technical and organisational
factors to create richer individual profiles, and describes them in an
extension of the previous ontology. They validate the approach with a
case study and the elicitation of expert judgement to determine values
of indicators of risk.

Finally, research has focused on formalising the problem of insider
threat to provide insights for modelling. Agrafiotis et al. [35] provide
a grammar to allow organisations to unequivocally capture policies
to restrict insider threats and to enable the description of patterns of
insider activity. Bishop et al. [36] formalise the link between tasks
and agents to describe processes. These processes can be analysed to
identify signs of compromise and can highlight counter measures to
enhance the resilience to insider attacks.

A key observation in the reviewed literature is that the design and
implementation of detection systems is drived by the different types of
data available to the research community, rendering key to the success
of a system the variety and quality of the data in which these tools are
validated. Most of the published work is validated on synthetic data,
failing to reflect the complexities of real corporate environments. In
the scarce occasion where actual data from organisations is available,
malicious activity is inserted due to lack of ground truth. This practice
may distort the actual effectiveness of these systems in real cases of
insider threat, because it relies on inserting malicious data that are
representative of actual insider threats. Therefore, results may differ
significantly if a system is tested in data from a real environment
where an actual malicious behaviour exists in this dataset. Scarce
examples of such studies which used real data in anonymised form
for validating systems are [4,5]. In [4] they use multimodeling to
evaluate insider threat inference capability on 16 behaviour indicators.
To provide privacy, the data used in the study is generated to mach data
statistics from a real organisation, or aggregate into summary statistics
and histograms. Caputo et al. [5] captured data from a real corporate
intranet where a red team was acting as malicious insider.

Our work in this paper endeavours to fill this gap by deploying a
detection system in real organisations. To the best of our knowledge,
this is the first time such work is reported and we provide novel lessons
learnt from our experience that apply not only to the validation of the
tool but to the whole process of deploying a detection tool in a large
network.

3. CITD anomaly detection system

The CITD anomaly detection system is an investigative tool to detect
potential insider threat behaviour developed with the support of the
UK National Cyber Security Programme in conjunction with the Centre
for the Protection of National Infrastructure (CPNI). The preliminary
versions of the system [6,37] have been refined and enhanced in
performance. Additional functionalities to detect violation of policies
(tripwires) tailored for insider-threat behaviour and to monitor for well-
known patterns of insider threat have been implemented. The following
describes the system architecture, how the detection system works and
foundations underpinning the approach.

The architecture of CITD system, as illustrated in Fig. 1, is composed
of several modules. The Parser Module ingests logs that are captured
from the organisation, removes redundant data (cleaning task) and
converts these to a readable CSV format. Logs derive from a variety
of sources (e.g. user devices, servers or SIEM tools), therefore, ad-hoc
parsers are written for each type of log, creating a wide variety of CSV
structures with fields of interest. The cleaning task, does not only in-
volve the extraction of data from the logs into fields in the CSV format,
but performs complex tasks by triangulating different logs to derive the
3

required information in a new field (e.g., link usernames to IP addresses
to determine online activity per user and not per IP address, execute
timestamp corrections for activities performed in servers with different
time zones to the servers that record them). Once the logs are in a tool-
readable format, they are send to the Activity Parser where they are
enriched with extra content, if available, for example metadata or email
keywords, and classified by user and corresponding role. Role describes
the positions held by users in the organisation (i.e., IT, finance, HR)
and enables the comparison of behavioural characteristics of users who
perform similar tasks in an organisation.

The system creates and maintains two profiles for every user; the
first is a personal unique profile and the second contains data from all
users who hold the same role. Once all logs are parsed and reformatted,
data corresponding to every user is appended to their two profiles.
Once this process is concluded, the anomaly detection mechanism
starts. CITD uses a three-layer approach as alerting system. The first
layer (L1) is context-specific and consists of alerts that violate poli-
cies indicative of insider threat behaviour or capture activity similar
to well-known patterns of insider threat activity. Policies are cre-
ated by identifying interesting situations which can potentially lead
to insider threat (i.e. detecting VPN access using the same username
from two different locations, which is physically impossible), or flag
violations in corporate procedures (i.e. prohibition of usage of non-
authenticated USB devices on corporate systems). The second type of L1
alerts, captures patterns of insider attacks. Our tool relies on a frame-
work for characterising insider attacks to provide a default number of
patterns [38]. To build the framework itself, we adopted a grounded-
theory approach and examined a dataset of 80 real insider-threat cases.
Once we examined these cases, we set about identifying key aspects
of the insider attacks relating to the attackers, their background, their
behaviours, and the attacks that they conducted. The culmination of
our analysis was a framework where we defined how each of the key
aspects relate to each other and the general progression of an insider
attack.

The next layer (L2) is focused on detecting when users deviate from
what is considered by the system as their normal behaviour. To that
end, the system extracts features for every user and role profile. These
features represent users’ daily activities which may relate to insider
threat behaviour if such behaviour changes (e.g., number of new files
accessed in a given day). Features are clustered to create different sets
(one feature may appear in more than one sets) that are representative
of the type of activity they describe (e.g., file access, online browsing,
login activity). We refer to these sets of features that intended to detect
specific insider behaviour as anomaly sets. For example, in order to
detect data exfiltration we probably ought to look for intensive file ac-
tivity and/or increase in network usage, so we will group these features
in a single anomaly labelled ‘‘data exfiltration’’. Features are extracted
from the user profile in daily basis before the anomaly detection starts.
We follow a semi-supervised approach, thus we need to train the model
with certain amount of days of activity in order to create an accurate
representation of the behavioural norm. Principal Component Analysis
(PCA) is used to reduce the dimensionality (number of features in
the set) of the anomalies and cluster similar behaviour (data from the
training period) closer to the origin of the Eigenvectors. Then the values
of the features describing user’s daily activity in every set are plotted
in the reduced-dimensional space, and if these are considered abnormal
(deviating from the clustered normal activity) alerts are raised.

Lastly, the third layer (L3) monitors for deviation in the alerts
generated in the previous layer (L2). The rationale behind this layer
is that for systems where certain types of alerts are very common, such
as alerts raised by an IDS after failed login events, the high number of
false positives in L2 can conceal true positives. Over the course of our
research, we found that performing anomaly detection to find different
sets of alerts that hide insider activity behind an obfuscating screen of
false positives works very well in reducing the number of false positives

and generates alerts worth investigating further [6]. For example, a
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Fig. 1. Overview of the architecture of CITD anomaly detection system. The system process incoming log data records and construct daily profiles of user and role behaviour to
assess the risk posed by their actions. The system rises three types of alerts: policy violations, deviation of users’ behaviour and deviation of generated alerts. Alerts are dealt with
by analysts who may provide feedback on the validity of the alert and reconfigure the sensitivity of the system.
user may be raising low severity alerts for a number of days, which
may be considered of little concern when examined individually, but
when these alerts are examined in tandem, the overall severity of the
situation may be different. This is particularly true for insiders who
possess excellent knowledge of the deployed detection systems and try
to ‘‘fly under the radar’’ in their activities.

Alerts in L2 and L3 are classified according to their severity. L2
Alerts considered of medium severity are those that the deviation of the
user’s activity and user’s profile is between 1 and 3 standard deviations,
while alerts of high severity have a standard deviation greater than 3.
We coin them orange and red respectively. To differentiate L3 alerts in
our visualisations (see Section 5), we colour blue L3 alerts and refer to
them as ‘‘blue alerts’’ in some instances.

As described previously, during an assessment the CITD system can
trigger an alert to the analyst to notify that an abnormal behaviour
is observed. Alerts are provided to the analyst in a visual format as
shown in Section 5. The analyst can investigate the alert and decide
to act if it is correct or discard it as a false positive. Should the
analyst observe that too many false positives are generated of this
type of alert (anomaly), the parameters of the system can be refined
to avoid repeated alerts in future. Parameters include the training
period, the dimensionality reduction, the number of features included
in sets or even the scale of deviation before a change in behaviour is
characterised as abnormal. This, however, implies that the system will
restart as the anomaly detection metrics have to be recalculated using
the new parameters.

4. Methodology

In this section, we describe the methodology that we adopted in
order to conduct the trials in a comprehensive and concise manner. For
every trial we spent six months deploying the system, and obtaining
and verifying the results. Our approach consists of a description of
the set-up phase required to get the tool in place, the pre-processing
period to design the parsers and create the necessary features, and
a framework capturing how we validate the performance of the tool
during the trials.
4

4.1. Pre-processing period

A minimum of four-weeks was established as necessary to install and
configure the tool for every organisation. Meetings were held once or
twice a week with organisations’ senior security officers, complemented
with desk research off-premise and email communication. During the
first week, we aimed to obtain a good understanding of the logs avail-
able, the information they contain and their format. Details were sought
to better understand the threats that organisations had experienced in
the past and the assets prominently targeted by insiders.

The second week was dedicated to identify the data needed from the
logs we had access and in writing the appropriate parsers to capture this
data. Extensive testing was required to ensure that all parsers collected
the desired data without errors. Distinguishing the redundant fields was
critical to the performance of the system, since the amount of data to be
processed was reduced dramatically, boosting the speed of the training
and detection period.

The third week revolved around implementing the insider threat
policies in the tool. It was crucial to capture the security policies which
organisations had in place. For every organisation we obtained access
to internal security documents and highlighted the policies which were
relevant to insider threat. We then updated our library of policies
and implemented those which were relevant to the data we had at
our disposal. Additionally, when we accessed logging activity which
was new for the anomaly-detection system, we implemented bespoke
anomaly alerts for these activities. This highlights that the different
operational needs of organisations are reflected in the diverse datasets
that we found across them. Therefore, it is critical for any detection
system to be able to adapt to the operational environment in which it
is deployed.

The fourth and final week involved configuring a bastion machine,
testing that the code and parsers worked as intended, and placing the
machine into the facility of the organisation. Once this process was
concluded, the organisation provided the data or access to the data
and the trial commenced. We should note that for all the organisations
once data was received, it was then stored locally on the hard drive
of the machine, allowing to reconfigure the tool’s parameters and re-
run the system without waiting again for data to be retransmitted. We
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visited the premises of the organisations on a weekly basis to check
the results of the system and to discuss these with the security analysts
of the organisations. The insights acquired were then used to refine
the configuration of the CITD tool and introduce changes if needed.
When physical access was not possible, we were provided with remote
connection to a bastion host, and we had continuous communications
with their analysts. We received ethics approval from the University of
Oxford for these trials and we signed Memorandum of Understanding
(MoUs) with all three organisations. MoUs detailed how we would
use the data anonymously, abiding to privacy regulations, whereas it
was clearly stated that results of the detection system do not provide
evidence of malicious behaviour and cannot be used to incriminate any
of the employees.

4.2. Processing period

For a period of approximately five months, we visited our partners
on a weekly basis in order to validate the anomalies generated, and
refine the configuration of the system. It is worth noting that the data
never left the organisation, so these visits were necessary to access
the results. The methodology followed aimed at validating the results
obtained for each organisation (intra-organisation methodology), and
also, where possible, at comparing the results between organisations
(inter-organisation methodology).

The hypotheses distilled from relevant literature that we intend to
examine with our experiments across the three organisations are:

• Running PCA with more dimensions yields a smaller number of
alerts

• Real data exhibits deviations not observed in synthetic datasets
and higher thresholds are required to keep the number of alerts
manageable

• Anomalies with a higher number of different types of features
reduce the number of false positive alerts

• The presence of L1 alerts is usually correlated with the presence
of L2/3 alerts

• Thresholds for L1 alerts vary depending on the context in which
organisations operate

• The performance of the system has a linear relation to the number
of data processed

• The memory usage has a linear relation to the amount of data
processed

.2.1. Intra-organisation methodology
Elaborating on the hypotheses presented in Section 4.2, we ex-

eriment with different configurations of the CITD system with the
im of elucidating the soundness of our anomaly detection method. In
articular we focus on:

• How to reduce the number of false positives while increasing the
number of true positives. This is not always possible, due to the
lack of ground truth in the data.

• How to identify which policies may be more indicative of insider-
threat activity and which may be deemed unhelpful due to the
large number of users who violate them (and are presumed to
not be indicative of malicious behaviour)

• How the performance of the system may be improved, in terms
of memory consumption and time for processing the data

Focusing on the reduction of false-positive alerts, we construct
nomalies with different numbers of features for every run. We anal-
se the results, consult the cybersecurity experts of the organisations
egarding the number and type of false-positive alerts, and reconstruct
he anomalies for another run based on this feedback.

We observed during our tests with synthetic datasets [6] that in-
reasing the number of different types of features in an anomaly
5

(i.e., features describing file activity, email activity, web activity) re-
duces the number of generated false-positive alerts. There is a com-
promise, however, in designing these anomalies, because we observed
cases where a real attack was missed; thus there is a need for more
specific anomalies to capture nuanced attacks. These types of anomalies
contain features of the same type (i.e., number of files accessed, number
of files written etc.). We also seek to understand whether the presence
of multiple anomalies with a relatively low deviation value (these are
captured as L3 alerts) may be a better indicator of malicious activity
than the presence of a single anomaly with a high deviation value
(‘‘red’’ L2 alerts). Moreover, we experiment with different thresholds to
determine what is the optimal way to automatically classify the severity
of alerts. This comes from an observation that real data exhibits much
greater deviation than synthetic datasets where the commonly used
threshold of three standard deviations suffice [6].

Regarding policy violations and tripwires (yielding L1 alerts), we
run the system with all the policies for which the requisite data is
available and try to determine which of these policy violations may be
indicative of insider activity. In addition, we try to understand how to
gain insights from combining policy-violation alerts with the presence
of L2/L3 anomalies flagged by the detection system. We have created
anomalies comprised of features which are policy violations indica-
tive of organisational commitment (activities in out-of-office hours),
indicating how many times and how often users violate policies. The
number of policy-violation alerts also allows us to conclude if some
policies are regularly violated by many users. Such policies should then
be reviewed by the organisation, to either be judged unhelpful and
removed, or to be modified to conform with the daily practice of the
employees. Alternatively, users can be trained to become aware of the
importance of complying with the security policies which are neglected
and often violated.

We also constantly monitor and try to improve the performance
of the system, in terms of memory and speed demands. We observed
during the first trial [6] that the number of features which constitutes
the anomalies and the reduction of dimensions in the PCA algorithm
are decisive factors for the performance of the system. An increase in
the number of features comprising an anomaly raises the time required
for the system to process the data superlinearly, but at the same
time reduces the number of false positive-alerts, as more and different
information is captured. We investigate how to reach a fine balance
in the trade-off between the accuracy of the detection system and the
performance of the detection engine.

Finally, we evaluate the validity of the alerts generated and in
distinguishing users who present a potential insider-threat behaviour.
We consult security analysts of the organisations to explore the alerts
generated and identify if they could be indicative of potential insider
behaviour or if they were false positives. Given the high number of
alerts generated due to the extremely high number of employees per
organisation, we could not explore all of them. Therefore we focus
on the alerts that are rarer or with higher deviations, together with
a random sample of alerts, as it would happen in a real setup. When
possible, we look at alerts generated by specific anonymised individuals
that are suspicious of insider behaviour (in cases where malicious
information was created on purpose in the dataset), to explore if our
system generates any alerts for them and if these are communicated to
analysts in a useful and identifiable manner.

4.2.2. Inter-organisation methodology
Another aspect of our methodology focuses on comparing the results

between the organisations. Since all three organisations operate in
different contexts, comparing the results from all the organisations
may determine to what extent the environment within which organ-
isations operate (and the data that they make available) influences the
effectiveness of the detection system. Literature suggests that organ-
isations experience at least four different types of insider threat [1,

13,14,28,39]. We seek to shed light into how security culture and
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the functionality of an organisation may render certain anomalies and
the existence of specific policy violations more important than others.
Establishing which alerts are crucial for the detection of specific attacks
is an important step towards the design of a successful detection system.

Firstly, we investigate whether certain policies, which may be
deemed critical in one organisation, are still relevant in another organ-
isation. More specifically, our aim is to implement the same security
policies and examine the number of policy violations generated by
the system across all three organisations. When there exist significant
differences in the total number of policy violations (adjusted to the
number of employees) across the three organisations, conclusions about
the security culture of an organisation and the suitability of these
policies may be formed.

Aside from policy concerns, and focusing on alerts generated due to
deviation in employees’ behaviour from the norm, we explore whether
certain alerts which are identified in the intra-organisational methodol-
ogy, are indicative of a specific attack in every context. We hypothesise,
based on the findings from our initial work [6], that certain anoma-
lies are indicative of a specific type of insider activity (i.e., IP theft,
sabotage, fraud). We validate, whether the environment may alter the
manner in which attacks are executed, and thus change the effec-
tiveness of these anomalies in indicating such attacks. We also apply
the same reasoning to anomalies which generate false-positive alerts,
and explore whether the context in which organisations operate may
provide a larger or smaller number of false positives (due to differences
in employees’ activities, which may be the cause of variation in the
data). We should note that these latter comparisons are feasible only
when similar log data is available.

5. Trials: Tool experimentation results

This section presents our findings from the trials. For each or-
ganisation we describe the data which was available, the different
configurations of the tool that we experimented with and the results
we obtained. Lastly, we reflect on the research objectives and hy-
potheses described in Section 4 both for intra- and inter-organisation
methodologies.

Three commercial organisations participated in our trials. We will
name them A, B and C due to confidentiality agreements. All organisa-
tions provided data from their systems which traced back to activities
of their employees. We used pseudo-usernames to track the activities
of the same user throughout the different logs provided. Organisations
did not maintain a structured record of the positions held by employees
that we could use to build role profiles, so we opted to assign all users
into the same role, aiming at finding behaviours that are unique across
the organisations. As expected, due to the wide variety of employees’
activities, we did not find any interesting observations to report on
this. Similarly, organisations did not provide with organisational in-
formation that could help in extracting individual, sociotechnical or
psychological traits, mainly because they do not capture such infor-
mation in a digital structured format. Therefore, all features extracted
are related to technological indicators. We combined them to infer user
behaviours related to insider threat.

To ensure that the baseline of each user profile have data for an
equal number of days, the system kept track when new users would
appear in the dataset. In many cases, organisations hired employees
whose activities started several days within the indicated training
period. We ensured that the detection phase for every profile would
start only when the number of days indicated in the training parameter
are reached. Therefore, detection results for some employees appeared
later. We also, distinguished user activities between working days and
weekends.

Given that we applied our system on three real environments, the
ground truth was not known as it is the case in synthetic datasets.
The lack of ground truth rendered statistical rigorous analysis for the
validation of our results impossible. Therefore, we relied on more
6

qualitative analysis by examining our alerts with security analysts from
the organisations and where possible we complemented this evaluation
with statistical inputs.

More specifically, all three organisations differ in the their un-
derstanding of insider threat activity in their environments. The first
organisation had not experienced attacks from insiders, the second had
a clear understanding of past attacks and created use cases of interest,
whereas the third one were suspicious of certain employees’ activities.
To validate our results we opted for three different methodologies. For
Organization A, in which there were no known cases of insider activity,
our validation approach was to consult their security analysts to gain
feedback on the alerts that we generated. Organisation B had created
use cases of insider activity in which employees performed acts to
insert specific target scenarios of insider threats into the network data.
Our approach was then to determine if our analysis could identify the
malicious behaviour in these scenarios. For Organisation C, in which
there was no ground truth but interest in detecting suspicious insider
activities such as sabotage or exfiltration, our validation approach
relied on feedback from security analysts to validate if the alerts
generated were indicative of insider threat behaviours of interest.

5.1. Organisation A

Organisation A is a multinational organisation offering IT services
globally. Organisation A used the SIEM tool Splunk1 for monitoring
their network activity and implementing security policies. Splunk is
used to store and query data, log events of interest, as well as per-
form statistical analysis with focus on external threats. Organisation A
lacked, however, a system able to detect insider threat activity. To their
knowledge, they had not experienced any insider incidents. However,
they were concerned with some increased activity they witnessed from
employees based outside UK regarding the use of USB drivers. They
also raised concerns regarding their employees’ activity on encrypting
and decrypting sensitive files.

5.1.1. Data sources
During our first meetings we identified and requested the appropri-

ate type of logs and data collected by the detection system, and we
also enriched our L1 policy library by examining their internal security
policy documentation and consulting their security analysts. Organisa-
tion A provided full access to Splunk that allowed us to explore the
events logged and their format. They also highlighted the logs which
capture information critical to the functionality of the organisation. We
decided to focus on email exchange logs, removable devices logs, main
repository logs and file encryption logs. Our decision was informed by
the fact that all these logs capture important events for the organisation
and contained user identifiers; unlike logs such as those capturing web
activity, which record only an IP address and further triangulation
would be required to link a specific activity to a particular user (we
could not obtain access to DHCP logs to perform this task). Also,
organisation A have strict control access on web activity. All websites
should be white-listed before employees are allowed to access them.
Unfortunately, to our knowledge, instances where access to a particular
website is blocked are not recorded. Such information would have been
rather useful for identifying employees who violate security policies
regarding web activity.

Initially, organisation A provided a small sample of logs to facilitate
the process of implementing parsers for the detection tool. Once the
parsers were in place and a lengthier period of data was requested,
organisation A experienced restrictions in obtaining the data from their
SIEM provider. They were obliged to request specific permissions in
order to retrieve a three-month period of data, however, even with
the additional permissions difficulties arose due to the Splunk API’s

1 https://www.splunk.com/

https://www.splunk.com/
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Table 1
Details on the logs acquired from organisation A.

Type of log Size # Records Data length

Encryption 30 MB 206k 5 months
Email 1.7 GB 10M 5 months
USB Device 5.9 MB 74k 5 months
Repository 37.8 GB 197M 5 months

limitation on the size of events.2 We created Python scripts to recur-
sively query their SIEM, paginate the queries and retrieve data for the
lengthiest possible time period. Table 1 details the size, start date and
length of the date acquired. Unfortunately, Splunk limited the queries
to the past 90 days Therefore, we were able to obtain data spanning
over a period of five months (90 days and two months of collecting
live data).

We restricted the number of fields per log that are queried from
Splunk to those identified as useful for insider threat detection. Logs
stored by Splunk comprise of several fields, some of which are dupli-
cates while others provide information about the employee (i.e. phone
number) that was deemed irrelevant for the detection system. Down-
loading the desired number of fields resulted in obtaining much less
data, with a decrease of around 70% in volume. This practice also
reduced the time needed to retrieve the logs to 1 h, and 8 days in case
of the repository.

We wrote parsers for all the different types of logs and created
adequate anomalies based on the information the logs contained. We
had first to do some additional formatting to match usernames with
email addresses and to extract multiple file names and paths in single
event logs.

5.1.2. Investigation into L1 anomalies and tripwires
Organisation A granted us with access to internal documents de-

tailing the security policies which employees comply to. They had
implemented via their SIEM tool, named Splunk, a number of these
policies and had logged events which constitute a violation of these
policies. Unfortunately, due to the complexity of the SIEM tool, the
analysts were not necessarily aware of what constitutes a violation of
a policy. As an example, they had implemented rules to identify events
of brute-forcing passwords; however, when we asked how many times
someone must insert the password wrongly in order to trigger an alert,
they could not provide an answer. We were not given access to logs
which indicated a violation of policy.

The policies implemented in the detection tool were specially crafted
based on the available datasets and the information we acquired
during our informal interviews with the staff of organisation A. The
rationale behind the aforementioned policies was to detect possible
data exfiltration attempts. The policies we were able to implement,
given the absence of VPN and web logs, are summarised in bullet-points
below:

• Exceed threshold (4 MB) of emails with big attachments.
• Exceed threshold (300) of number of emails with big attachments

sent to unusual email addresses.
• Exceed threshold of file decryptions (300) and send an email with

a size more than 4 MB to a personal email address (e.g. gmail,
yahoo, aol, . . . )

Fig. 2 shows that we generated a total of 10,273 alerts for 1166
users during 140 days, i.e. 73 alerts per day on average. From those,
10,078 were unique for the day and user, i.e. the user generated a
single alert that day; revealing that it is uncommon to generate more
than one alert per day. Specifically for each alert, we generated 6215
alerts for decrypting files, 3797 alerts for sending big emails and 261

2 Splunk returns a maximum number of 500,000 events per query.
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Table 2
Details on the different configurations of the tool for organisation A.

Data length Training # PCA Time Memory Users

5 months 30 days 6 180 m <4 GB 4330
5 months 60 days 6 180 m <4 GB 4330

for sending emails to new addresses. Regarding the users that generated
more than one alert per day, they generated a big size email alert or
a decryption of files alert combined with a new email destination (an
email sent to a new recipient of an external email address). No users
generated more than two alerts per day. Focusing on the email alerts,
we detected that many were generated by company’s automatic emails
(i.e., no-reply@organisationA, alerts@organisationA), thus we further
processed data to discard these emails.

The user with most alerts generated 23 alerts within 120 days,
with a maximum value of 35,4230 policy violations. Only 13 alerts
were generated for decrypting more than 10,000 files, belonging to
10 different users. We should also note that when examined in detail,
the same user raised a policy violation of 5,1000 files being decrypted
in a day. We were able to identify that during the same days for
which we raised policy violations for this employee, alerts from the
detection system regarding deviant decrypt activity, as well as email
activity, were triggered. We validated the significance of our findings
with analysts from organisation A, who where surprised about the large
number of file decryptions and were worried that they did not spot
that before. After further investigation they concluded that the user
had been copying files to different hard drives for legitimate purposes.
Their key reason for not being alerted by this unusual behaviour was
the fact that the files were not sensitive. A possible enhancement to
our tool would be to keep track of sensitive files and discard alerts
that contain only the downloading or decryption of non-sensitive files.
Unfortunately, we did not have access to such information. The alerts
generated by the other 9 users were also false positives, as only non-
sensitive files were handled. The analysts pointed that their behaviour
was rather unusual, as well. In fact for some, it seemed as if they
had just started working (despite the fact that they were long time
employees).

5.1.3. Usability and utility assessment of L2/L3 anomaly-detection algo-
rithms

Our assessment of the validity of L2/L3 alerts focused on testing and
optimising the different parameters of the detection system. Therefore,
we tested the system with different training configurations and exam-
ined the occurrence of scalability limitations given the large dataset we
had at our disposal.

We ran the system with four different training periods, as depicted
in Table 2 which also presents the configuration options. Due to longer
training periods, the testing data was reduced accordingly. As expected,
running time,3 memory usage and number of users which logs exist for
re the same since they are independent of the duration of the training
eriod. The running time is less than three hours for a dataset spanning
ver five months, and no scalability issues due to the volume of data
r the number of users were observed.

Table 3 provides an overview of the number of anomaly alerts
enerated by the detection system. We can observe that the average
umber of alerts per day is very similar in both cases. The number
f alerts per day may look overwhelming in the first instance, we
hould note that for testing purposes we created a much bigger number

3 For longer training periods there should be a small difference in the
equired time to finish processing all the data. However, during the trials,
ue to the limited time we had available at the premises of the organisation
e run in parallel multiple configurations of the system. As a result, any small
ifferences in the running time could not have been detected.



Journal of Information Security and Applications 67 (2022) 103167A. Erola et al.
Fig. 2. Policy violations generated for organisation A over a period of 5 months.
Table 3
Alerts raised for organisation A with different training periods.
Training Orange

severity
Red
severity

Blue (L3) Total # Users # Days Alerts/Day

30 days 5698 14840 4413 24951 3284 70 356
(22.8%) (59.6%) (17.7%)

60 days 2782 6646 3273 12701 2439 35 362
(21.9%) (52.3%) (25.7%)
of anomalies than the usual. More specifically, for every activity,
we implemented anomalies based on activities that had never been
observed before, activities that are observed frequently and a mix of
both, resulting in 27 different anomalies. We introduced an ‘‘out-of-
office hours’’ anomaly, in an attempt to capture behaviours which may
indicate organisational commitment or anxiety. A list with the number
of anomalies and the generated alerts can be found in Appendix.

In order to investigate the anomalies we began from considering
the statistical data. We identified the users who generated the largest
number of alerts and used visualisation tools to identify those who
created the largest deviation for anomalies. We mainly focused on
anomalies which indicated deviant behaviour in many actions, as well
as, aggregate activity. We randomly selected a few more to ensure that
the remaining alerts with very low deviation values are false positives.

When the system was configured to run over a 30-day training
period, we started our analysis from the user alerts to identify those
with the highest deviation. Fig. 3 illustrates all the user alerts the
system raised over a period of four months. Fig. 4 presents all the
alerts for the user with the highest user activity score. We were able
to identify that this high score was due to decrypting file activities and
the vast majority of alerts were related to decryption activity.

We also focused on the user who generated the most alerts during
a period of four months. Fig. 5 presents all the alerts raised in the
system. Overall, there were 54 different alerts. In stark contrast to the
employee with the highest score, this person raised a variety of alerts
8

in a time interval of two days. More specifically, they raised email, file
activity and device alerts, which is behaviour that seemed related to
data exfiltration. Analysts from organisation A investigated these alerts
further and were deemed as false positives. However, this behaviour
was related to an unusual working schedule for the employee.

Finally, we tried to combine information obtained from L1 alerts.
We searched for L1 alerts generated for a user with the highest value
of L2 alerts, however, there were no policy violations identified for this
individual.

In a similar vein, we processed the data for which a training period
of 60 days was used. We should note that the user who generated the
highest number of alerts was not the same person as the employee in
the 30-day training period. Upon further investigation, the majority of
the alerts raised for this employee were still in the training period for
the 60-day configuration run.

We started our analysis using a 60-day training period to identify
those users with the highest deviation. Fig. 6 illustrates all the alerts
the system raised over a period of four months. We focused on the user
who generated the most alerts during a period of four months. Fig. 7
presents all the alerts raised by the system for this user. Overall, there
were 37 different alerts in a short time interval. The alerts raised mainly
revolved around email and file activity.

We also explored the alerts generated by the user with the highest
user activity score (Fig. 8). Similarly to the previous analysis, this
high score was due to decrypting file activities and the vast majority
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Fig. 3. User alerts for 30 days of training.

Fig. 4. User’s activity with the highest value of deviation over a period for four months with 30 days of training data.
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Fig. 5. User with the highest number of alerts over a period of four months with 30 days of training data.
of alerts, included the user activity alert, were related to decryption
activity. Fig. 9 shows the policy violations for this user. As illustrated,
there is a decrypt policy violation, which is consistent with the alerts
raised by the system on decrypting files.

We also focused on the person identified in Section 5.1.2 for raising
the highest number of policy violations regarding decrypting files. As
seen, the system has generated alerts regarding decryption activity for
this individual (see Fig. 10).

From the results presented above we can confirm that the presence
of L1 alerts is correlated with the presence of L2/3 alerts. Also, the
number of alerts with higher deviation values generated during the trial
is much higher than these generated with synthetic dataset, providing
evidence that real data create deviations not observed in synthetic
datasets and higher thresholds are required to reduce the number of
alerts. Upon consultation with the security experts of organisation A,
the user who raised the highest number of different alerts, was recently
hired. The activity captured in their logs appeared as if they were
inactive for a large period of time and suddenly started working on
their daily tasks. They could not verify if this behaviour was malicious
or why the user did not have activity before.

Overall, organisation A considered the alerts generated by the sys-
tem of utility for event triage, and although no alerts were linked to
insider activity, they found them worth further investigation.

5.2. Organisation B

Organisation B is a multinational organisation operating globally in
the energy sector. To our knowledge, they did not possess a system
dedicated for insider threat detection, however, they expressed an
interest in purchasing one. In particular, they were running an internal
Insider Threat program where they evaluated several detection tools
available on the market, with the aim to adopt the most effective one.
To that end, they created 8 different scenarios with real data from their
10
SIEM tools. Instead of adding malicious information, they acted while
appearing to work normally as insiders, imitating previously observed
attacks. The attacks corresponded to different insider threats.

Organisation B experienced insider attacks in the past mainly from
disgruntled employees, aiming to sabotage the function of the or-
ganisation. They had particular interest in detecting cases of radi-
calised employees who may be motivated to sabotage the company’s
infrastructure.

5.2.1. Data sources
Organisation B provided a sample dataset comprised of 13 types of

logs. These logs were CEF formatted and all contained usernames. We
wrote the parsers for all log types and configured a machine that was
installed in their premises. Because of physical access restrictions, we
were provided with remote access to the machine.

The types of logs we had access to, differ greatly from the other
organisations, as they do not represent the activities of the users, but
alerts generated on users’ activities by their security tool. Specifically,
we were provided access to these logs: Crosslink, Crowdstrike, CWS
proxy, DNS, FireEye, IP data, Juniper NSM, McAfee EPO DLP, McAfee EPO
HIPS, McAfee EPO VirusScan, Print logs, SourceFire, and Windows events.

We acquired data from organisation B for a period of 4 months.
All data obtained from organisation B linked logs with usernames and
no further triangulation was required. Due to huge volume, data was
send to our system overnight to avoid disruption in their networks.
Each week of data weighted approximately 550 GB before cleaning,
that reduced to 60 GB/week once fields of interest were extracted. Each
original log contained approximately 50 field names, we informally met
with staff from their security personnel to understand the information

provided in these fields and decide which data to parse into the tool.
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Fig. 6. User alerts for 60 days of training.

Fig. 7. User with the highest number of alerts over a period of four months with 60 days of training data.
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Fig. 8. User’s activity with the highest value of deviation with 60 days of training data.

Fig. 9. L1 alerts generated by the user with the highest value of L2 alerts with 60 days of training.
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Fig. 10. User’s activity with the highest value of L1 alerts with 60 days of training data.
Table 4
Alerts raised for organisation B for a 60 days training period.
Training Orange

severity
Red
severity

Blue (L3) Total # Users # Days Alerts/Day

60 days 50,996 137,848 22,810 211,654 19,786 57 3,713
(24.1%) (65.1%) (10.8%)
5.2.2. Investigation into L1 anomalies and tripwires
Organisation B had implemented a number of security policies via a

SIEM tool and they were not interested in exploring this space further.
We were not provided with access to their internal security policies,
nor with logs of when these policies are violated.

5.2.3. Usability and utility assessment of L2/L3 anomaly-detection algo-
rithms

To perform the anomaly detection, we implemented anomalies that
were specifically designed to tackle the use-cases that the organisation
B created, but we also designed generic anomalies corresponding to
insider behaviour identified in the literature that we also implemented
in the other organisations.

We identified 19,786 unique usernames corresponding to valid users
across all logs from Partner B. We trained the system for a period of
two months and run the detection algorithm on the rest of the dataset.
Overall, we generated a large number of alerts which is not surprising
given that we implemented a big number of unique anomalies. Our
decision to create a big number of anomalies was informed by the
fact that we had to identify features that better indicate suspicious
behaviour, but at the same time create alerts for the use-cases of
organisation B.

Table 4 provides an overview of the number of anomaly alerts
generated by the detection system. Over a period of 57 days, we
generated 211,654 alerts, of which 50,996 were of medium severity
(orange) and 137,848 of high severity (red). Fig. 11 shows these alerts.
In addition, we generated 22,810 alerts that indicate overall suspicious
13
behaviour (blue) of which 19,000 indicated events that were observed
for the first time (i.e. a user accessing a new file repository).

Fig. 12 shows the alerts generated for the anomalies that are specific
for the use-cases. In this case the number of alerts dropped significantly
to 21,584. Of those, 30.3% were of orange severity and 69.7% were of
red severity (Table 5). We validated these alerts and we found that one
of the real insiders from one of the test cases generated several alerts
of high severity for different anomalies. This insider was the only user
that generated more than two alerts of high severity (easily identifiable
in the visualisations) in the same day, totalling 5, which was confirmed
as a real insider.

5.2.4. Performance
Executing the CITD anomaly detection system took two hours and

used <30 GB of memory to process four months of data and 19,786
users. We conclude that no scalability issues were experienced by
the system. We generated a large number of blue (L3) alerts for this
experiment. We attribute it to the large number of anomalies created
and the variance of the data, which means that the majority of blue
alerts were generated by highlighting activities that were observed for
the first time.

We were able to identify one insider in the eight use-cases that
organisation B created. Further investigation revealed that the data
related to the undetected cases was not included in the data provided,
or the incident was included in the training data, making their detection
impossible. As there were no similar incidents in the test dataset, we
were not able to examine the effect of including malicious data in
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Fig. 11. All alerts generated during the trials with organisation B. Each block of alerts correspond to a natural week. (For interpretation of the references to colour in this figure
legend, the reader is referred to the web version of this article.)

Fig. 12. Alerts generated that tackled the specific use-cases of organisation B. Alerts generated during a natural week form column-like clusters. (For interpretation of the references
to colour in this figure legend, the reader is referred to the web version of this article.)
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Table 5
Alerts raised for organisation B for the specific use-cases.
Training Orange

severity
Red
severity

Blue (L3) Total # Users # Days Alerts/Day

60 days 6,538 15,046 – 21,584 19,786 57 378
(30.3%) (69.7%) –
Table 6
Details on the logs acquired from organisation A.

Type of log Size # Records Data period

Email logs - server 6 17 GB 73M 3 months𝑎
USB Device 4.2 GB 12M 2 months𝑎
Email logs 103.3 GB 201M 3 months𝑏
Proxy logs 10 GB 50M 3 months𝑏

the training dataset, and the extent to which such data would inhibit
detection of these events.

5.3. Organisation C

Organisation C is a multinational organisation operating globally in
the energy sector. Organisation C utilised ArcSight for monitoring their
network activity and implementing security policies, while they had
outsourced parts of their network activity to be monitored by a third
party. ArcSight was used to store events and investigate cases which
were flagged as suspicious external activity. To our knowledge, they did
not possess a system for insider threat detection. They had experienced
insider attacks in the past, mainly from disgruntled employees aiming
to sabotage the functions of the organisation, either by corrupting
information or by committing fraud. They had also experienced two
incidents of insider activity where employees tried to exfiltrate sensitive
data.

5.3.1. Data sources
During our first meetings we identified and requested the appropri-

ate type of logs required by the system. Unfortunately, we were not
granted access to their internal security policies. Within the first few
weeks we agreed with organisation C to get access to: email exchange
logs, removable devices logs, proxy logs and DHCP logs (those logs
were crucial to triangulate an IP address from the web logs with a user
identity). In the end we did not get access to DHCP logs because they
were managed by a third party that imposed restrictions in accessing
them.

Table 6 details the logs we acquired, the corresponding time period
as well as the overall size. We should note that for the email logs
organisation C used six different servers to store the data. From those,
only two months of email activity overlapped the same period for
device activity logs (USB)𝑎, and the other email logs overlapped the
roxy logs𝑏. Proxy logs did not contain a username, only an IP address,
nd provided no useful information, since the field containing the URL
ndicated only if a search engine was used.

We wrote parsers for all three type of logs and created adequate
nomalies based on the information the logs contained. We had to
ormat the usernames of the logs to match system usernames and
mail addresses. We did so by extracting the username from the email
ddresses and converting following guidance from the security analyst.
t is also worth mentioning that email logs were provided in a number
f zip files and further processing was required to merge them into a
ingle file, as they were overlapping in time.

Furthermore, organisation C provided logs directly from their SIEM
ool, ArcSight in a binary format. They stated that the logs contain
nformation for the following events: Windows Member Servers, Windows
omain Controllers, ESX, Linux, Juniper FW, Juniper SSL VPN, Cisco
SA, CheckPoint, BlueCoat, RACF, and SourceFire. However, the lack
f clarity on the content of those files and the fact that they were in
proprietary-binary format, made it impossible for us to retrieve the

esired information.
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Table 7
Details on the configuration of the system for organisation C.

Data period Training # PCA Time Memory Users

2 months 30 days 5 157 m 3 GB 33542

5.3.2. Investigation into L1 anomalies and tripwires
For organisation C, we implemented three policies related to the

use of email. The first one raises an alert when a user sends more than
one email with an attachment greater than 5 MB. The second policy
violation is triggered when a user sends more than 1000 emails in a
single day. This threshold was determined after experimenting with
lower thresholds that generated a big number of L1 alerts. The last
policy is flagged when the tool detects that an email with a size greater
than 5 Mb has been send to a personal email address, such as gmail,
yahoo, etc. We run the system once with these policies against the
email logs provided, but unfortunately we were generating many L1
alerts. This was clearly a problem of tuning of the thresholds, as we
did not get an input from the company, and relied on parameters from
Organisation A.

An interesting observation is that the thresholds we tried on or-
ganisation C were much higher than the thresholds we implemented
the policy alerts for organisation A. Nonetheless, we generated a much
bigger number of policy violations for organisation C compared to those
generated for organisation A. This is a clear example why policies have
to be implemented considering the particularities of each environment.

5.3.3. Usability and utility assessment of L2/L3 anomaly-detection algo-
rithms

We decided to commence the trial for organisation C by running the
system with the email logs and USB logs. Table 7 presents the details
for the configuration of the system. Overall, the system processed
approximately 20 GB of data in 157 min, consuming 4 GB of memory.
The number of unique usernames the system created profiles for was
33,542.

Table 8 provides details on the number of alerts generated by the
system for a period of 30 days. Although the number of alerts generated
on average per day may seem overwhelming, there is a large number
of users for whom an alert has been generated for. To further elaborate
on the number of alerts, the ratio alerts per day over the number of
users is very similar to that observed for organisation A.

Fig. 13 illustrates the overall number of alerts generated. From this
picture it is obvious that some users exhibited a significant deviant
behaviour. Fig. 14 shows the alerts the system generated for the user
with the highest deviation over a period of 30 days. All the alerts relate
to device activity, some of which was observed during outside office
hours.

We should note that due to the network structure of organisation
C, it is not evident if the time when the event occurred corresponds
to the local time, where the user is based, or corresponds to the time
where the server capturing the event is based. Therefore, we cannot be
certain that these activities occurred in out-of-office hours. It may well
be the case that the employee exhibited this behaviour during working
hours, but the events were recorded from servers which are based in
different parts of the world. We were not given access to data to correct
this issue.

Fig. 15 presents the alerts raised for the user with the second highest
deviant behaviour. As with the previous user, seven alerts were raised
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Table 8
Alerts raised for organisation C during a run of the system.
Training Orange Red Blue Total # Users # Days Alerts/Day

30 days 14,236 32,540 28,437 75,213 29,492 30 2,350
(18.9%) (43.3%) (37.8%)
Fig. 13. L2/3 alerts generated during the run for organisation C.
for this employee, all of which for device activity both for office and
out-of-office hours.

Finally, similarly to organisation A, we emphasised on the employee
who generated the highest number of alerts. Fig. 16 illustrates the alerts
raised for this individual. In total eleven alerts were triggered all of
which relate to device activities.

Unfortunately we could not validate our findings due to lack of
ground truth. Organisation C did not allow security analysts to provide
feedback on the anomalies we produced due to privacy concerns,
however, the analysts considered them worthy of further investigation.
In fact, analysts mentioned in early meetings that they had concerns
about usage of USB drives by employees in other countries, a concern
that is matching our findings.

5.4. Reflections on results across all trials

For organisations A and C the performance of the system is very
efficient. For a similar volume of data, the system requires roughly the
same time to process all the data and produce alerts. In both trials, we
used less then 4 GB of memory even though the number of users was
extremely high. For organisation B, we used much more memory due to
ingesting much more data, while the execution time was proportionally
less as the number of anomalies implemented was lower. Based on our
findings we can confirm the hypotheses below:

• The performance of the system has a linear relation to the amount
of data processed
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• The performance of the system has a linear relation to the amount
of users present into the system

• The performance of the system has a polynomial relation to the
number of features fed into the anomalies

• The memory usage has a linear relation to the amount of data
processed

• The memory usage has a linear relation to the number of dimen-
sions in the PCA algorithm

Regarding the process of analysing the results, in organisations A
and C we mainly focused on those who generated either the highest
number of alerts or exhibited the highest deviant behaviour. It is an
approach that when combined with visualisations and access to the raw
data, may quickly identify the reason why these alerts occurred and if
this behaviour is indicative of insider threat activity. For organisation
B, we were able to identify the employee who purposefully performed
insider activity in the only scenario that we were given access and
contained malicious behaviour.

Despite the large amount of alerts the system generated, the use of
visualisations and the tuning of parameters to decrease the sensitivity
of the system can reduce rapidly the number of false positive alerts.
Furthermore, we identified features for each organisation that exhibit
less variation in the training period and better capture the abnormal
activities. By reducing the number of anomalies and the number of
features that comprise these sets we have another strategy to reduce
false positives.
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Fig. 14. User’s activity with the highest value of L2 alerts.
Finally, to briefly comment on the L1 alerts, we initially tried the
same thresholds for policy violation in organisations A and C. We
observed that a significantly larger number of alerts was generated
regarding email activity. We can safely conclude that it is in the
culture of employees in organisation C to send many emails daily
which potentially are larger in size. Therefore, there is some initial
evidence to confirm our hypotheses that thresholds for L1 alerts vary
depending on the context of each organisation. This is particularly true
when organisations have different data available, as it is the case for
organisation B.

6. Lessons learnt

The process of obtaining access to organisations and testing the
detection system revealed invaluable lessons regarding the scalability
and performance of the system, as well as for the deployment of the
tool and its integration with existing SIEM tools. We faced difficulties
in obtaining the appropriate datasets and in formatting the data. These
difficulties provided an opportunity to understand the problems which
organisations face when deciding which events to be logged and helped
us to check the integration of SIEM tools into CITD system.

6.1. Validation of scalability for the anomaly-detection algorithms

Focusing on the improvements in the scalability and performance of
the tool, we are still to observe a failure of the system due to shortage of
memory or storage space. On the contrary, we were able to verify the
improvements in performance and scalability that we observed when
testing the tool with the synthetic datasets; at no point during the
trials did the system use more than 30 GB of RAM, and that was the
case after ingesting 1.5 TB of logs from organisation B. Note that this
setup was running the tool in a standalone machine, but the execution
17
could be distributed in several machines as there are no dependencies
with the anomaly calculations for users and/or anomalies. Therefore,
we do not expect any limitations that impede implementation in other
organisations.

Elaborating further on the performance of the tool, we were able
to validate our theoretical hypothesis for the complexity of the L1, and
L2 algorithms, as well as for the algorithms which construct the tree-
profiles for each user. The complexity of the system was deemed linear
to the number of users and the number of data logs and polynomial
to the number of features which comprise the anomalies. We observed
that in all the configurations of the system there was a constant increase
in the required time to process the data for a single day4 and calculate
the results of the anomaly detection. The constant increase in the
amount of time indicates a linear cost for the time required to run the
system for a day with the amount of days we have ran the system thus
far. Therefore, a possible strategy to further improve the performance,
is to store the state of the system (statistical data for profiles, some
relevant historical information etc.) and create a cut-off point once a
specific number of months have passed, deleting data beyond the cut-
off point. The system will loose information related to judging new
activities (i.e., some observed file access activity may be considered as
new), however, it will not reach a point were the processing power will
not suffice.

We further observed that when the number of features which are
fed into the anomalies increased, the increase on the time required by
the system to process the data was significantly higher, indicating a
polynomial relation. For the datasets which contained data on more
users and were much larger in volume, the constant increase in time

4 We make a reasonable assumption that on average the amount of data
the system processes per day is similar.
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Fig. 15. User’s activity with the second highest value of L2 alerts.

Fig. 16. User’s activity with the highest number of L2 alerts.
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required by the system to process data for a single day was not
significantly higher than the interval required for the small datasets.
In a similar vein, the time required to process data for the first day of
the detection system was higher in the big datasets but not polynomial,
indicating a linear relation between the time required to process data
and the volume of data.

Finally, the algorithms building and accessing the user profiles,
albeit linear in complexity in terms of time required per day to process
the data, are a significant factor for the performance of the system. The
system performance increases when the profiles are small in size. This
observation is amplified when the system is constructing role-profiles5

hat are significantly larger than the user-profiles. We can safely assume
hat the complexity of the PCA, which in essence is reflected by the
umber of features which make up an anomaly, is the only factor which
ay increase polynomially the time required by the system to process
ata and produce results.

Regarding memory usage, we were able to verify our hypothesis that
t is linear in the amount of data available and in the number of anoma-
ies produced by the system. In a similar vein to time performance,
emory usage is influenced by the size of profiles in a linear manner,
ue to the fact that these are stored in memory to speed up data access
hen calculating features. Finally, there is a linear relation with the
umber of users for whom the system creates profiles. We should note
hat some information, such as URLs, is stored in the profiles in hash
orm. This effectively allows the system to use less memory, while
aintaining the same functionality.

.2. Availability of data

During the trials, we experienced difficulties in obtaining the appro-
riate data for insider threat detection. The origin of the problems we
aced was two-fold; the current monitoring practices which organisa-
ion adopt, and the permissions required from various authorities due
o the sensitivity of the requested data.

Elaborating on the current monitoring practices, organisations
ainly focus on configuring SIEM tools to detect external threats.

n all organisations, the vast majority of the logged events revolved
round the use of IP addresses, lacking a link to the individuals who
ere assigned these addresses. In a similar vein, events from Intrusion
etection Systems (IDS) were referring to devices or IP addresses. As a

esult, it is not straightforward to create a profile for an individual,
strong prerequisite for our anomaly detection system. In order to

rovide further information for the poorly-linked with individuals’
vents, triangulation of different types of log activity is required.

A common practice in industry is to outsource the monitoring func-
ion to third parties with expertise in IT services, or to use off-the-shelve
ools to log, store and process events. The problem we encountered
as that the data was not available to the organisations and permission

o obtain the requested logs was always sought from third parties. In
ne case the organisation was requested to pay the security vendor to
cquire access to their data. In addition, in cases where tools were used
o log the events, the data was provided in a binary format creating
ifficulties in processing it. From our trials, we can identify a lock-in
ffect that organisations experience when contracting a security vendor
o monitor their systems. It is in the interest of these vendors to prohibit
rganisations from processing security-related data outside the vendor’s
nvironment.

The majority of the logs provided by the organisations comprised
ore than 150 fields, most of which contained identical information

n different formats (i.e., timestamp which the event occurred in more
han one format). Identifying information relevant to insider threat

5 We should note that these profiles are not used for role anomalies. They
nable the system to establish if an activity is new not only for the user under
uestion but for any employee who has the same role.
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detection, as well as parsing data formatted in complex ways proved
to be a time-consuming task. Most fields were deemed redundant
and from each type of log six to seven fields were processed by the
system. Distinguishing the number of fields which are redundant is
critical to the performance of the system, since the amount of data
to be processed is reduced dramatically, boosting the speed of the
training and detection period. From the acquired fields, there were logs
which were well formatted and easy to write the parsers for, but, logs
capturing file activity were not that well structured. This is due to the
fact that in many logs, more than one attribute was captured in a single
field, and this determined the existence of content from other fields.
Missing information in logs raised additional issues and reduced the
number of features which the system could produce. This was more
evident in file logs, where occasionally the type of the action was not
included in the log.

Departing from technical challenges, the sensitivity of the requested
data required permission from several authorities within the organisa-
tion. Organisations had to provide information to the Human Resources
departments, explain the purpose of the trial and ensure that at no point
any of the employees would be under investigation. Similar information
was provided to the union of employees. Additional constraints and
time delays occurred due to the privacy legislation. All the organisa-
tions were multinational organisations and data from employees who
were not in the UK was included. This proved problematic for one
of the organisations, however, the manner in which their network
architecture was structured did not allow them to discriminate the data
for UK employees easily. Eventually, they received permissions from
the appropriate authorities.

In order to overcome privacy concerns we were provided restricted
access to personnel data, resulting in limiting the ability of the tool
to generate role anomalies. Finally, one of the organisations was in
a merge and acquisition process and they were restructuring their IT
infrastructure. This resulted in additional delays due to the fact that it
was imperative for the employees who were to start working for the
new organisation not to be included in the dataset provided.

6.3. Limitations on tripwires and L2/3 alerts

The main research objectives regarding the tripwire alerts were two-
fold; to enrich the library of security policies and validate whether their
implementation may shed light into suspicious insider activity when
combined with alerts from the detection system. Regarding the first
objective we were given limited access to the internal security policies.
All three organisations possessed systems which monitored for different
types of security violations, thus their interests laid in the implemen-
tation of the anomaly-detection system. Nonetheless, we managed to
enrich our library of policies, especially from our interaction with
organisation A.

Regarding the second aim, the implementation of tripwire alerts
depends on the availability of the appropriate data. As we explained in
the respective sections, only a small number of policies were expressible
with the logs that we were provided. In addition, the organisations
filtered the web activity of their employees without, however, logging
when they attempt to access black-listed sites. This filtering policy
made the implementation of a number of web policies in our L1 library
ineffective.

To reduce the number of false positives, implementing the same
policies in organisations A and C highlighted the importance to cus-
tomise detection thresholds determining when to trigger a policy vio-
lation in specific environments. In this case it was an effect of organisa-
tion’s culture, but other factors, such as different business purposes or
busy periods towards the end of fiscal year, can also affect the detection
precision. It is therefore important to monitor and tailor detection
thresholds in each environment to reduce the number of alerts to a
desired and acceptable level. Another example that emphasised the

importance to implement policy alerts was a user in Organisation A
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generating a policy violation with value greater than 35,000 for de-
crypting files without being originally spotted by the security analysts.
Documentation and implementation of these types of alerts will avoid
activities going unnoticed by the security team.

Additionally, we were able to identify security policies that improve
the accuracy of the detection system when combined with specific
types of anomalies. For example, for organisation A, the number of
violations regarding decryption of specific files, when combined with
types of anomalies that aimed in identifying IP theft, yielded valuable
results. The coexistence of policy violations and L2/3 anomalies for
the same individuals and time frames allowed us to focus on actions
that were more intriguing to the security analysts and provided a
better understanding on the anomalies in employees’ behaviour that
the system was reporting.

Finally, validating the effectiveness of the L2/L3 alerts which form
the core of the anomaly detection system is a very complex task.
The greatest challenge that we faced was the lack of known insid-
ers. Although organisations B and C experienced insider attacks, we
were not provided datasets that contained known malicious behaviour.
Therefore, our findings had to rely on verifying the alerts generated
with the security analysts of the organisations.

Due to ethical reasons, we were not interested in verifying that
individuals had actually committed insider attacks. We focused on
identifying if the alerts that the system generated corresponded to
abnormal, not necessarily malicious, behaviour. For organisation A, we
went through generated alerts with their security analysts, specifically
focusing on the user with the highest number of alerts and the user
who triggered most policy violations. Analysts agreed that the alerts
represented users who exhibited strange behaviour or act in unusual
manners. For organisation B, we were able to spot the intended ma-
licious activity that one of the security employees performed with
relative success. For organisation C, we were not given any feedback
on the detection by the security analysts, although it was pointed out
that the types of alerts generated were related to some of their security
concerns at that time.

In order to reduce the number of false positives we interacted with
security analysts in every run of the system and incorporated their
feedback both on types of features used to calculate the anomalies
and the thresholds. More specifically, the system allows the analysts
to create tailored anomalies by combining a number of features. We
first discussed with the security analysts to understand what types of
behaviour were observed as suspicious in the past and how insiders
would attack the organisation. Therefore, we created tailored anoma-
lies for all three organisations. We ran the system a few times to
calculate the values for every feature, and if the feature would skew
the results (minimal activity that did not provide extra information but
exacerbated any minimal activity of this type), it would be removed
from the set of features comprising the anomaly to reduce the number
of alerts generated. Furthermore, the system provides, alongside any
type of alert, a deviation scoring. We then combined the different types
of alerts, their frequency and deviation over a period of time into L3
alerts, which represent deviation of the anomalies. We discussed with
the analysts our initial results for Organisation A and C (for B we had
the ground truth), identifying that most suspicious behaviour occurred
when an employee would generate an usual number of different types
of alerts over a short period of three days or when an employee
would constantly raise a small number of low-valued deviations over
an extensive period of time (for more than 7 days). Therefore, it is
rational to use all alerts generated in L2 to feed L3 anomalies, but set
an acceptable threshold for L2 anomalies to not overwhelm analysts
with anomalies that are recurrent.

The results suggest that despite the relative success of the system
in generating true positive alerts for abnormal behaviour, the system
provided a large number of alerts in total. As explained in Section 5, we
purposefully created a large set of anomalies to test how representative
20

are of specific suspicious behaviour and identify features that exhibit
less variation in the training dataset. This exercise skewed the num-
ber of alerts that the system generated. Despite this, we believe that
for large organisations with more than 20,000 employees generating
around 300 alerts per day (as in our trials) is a reasonable amount of
alerts for analysts to process. Especially for users who produce only one
alert over a long period of time, (which covers the largest amount of
alerts) these alerts can be considered as less suspicious.

We asked analysts of all three organisations about the utility of
the visualisations provided. They all agreed that although they are
fairly simple, they provide a straightforward way to identify alerts,
as by hovering over the dots they get information such as username
and type of the alert, which provides them a starting point for an
investigation. Having alerts sorted by deviation (i.e. dots higher in the
plot are alerts with higher deviation) also helped them to prioritise the
alerts, although final human inference is still needed for a quick triage.

Our experiences from the trials has enabled us to identify specific
features and anomalies tailored to each organisation, in order to re-
duce the number of alerts. Furthermore, we have identified that using
visualisations on the data of the alerts is a good strategy to reduce the
number of alerts an analysts needs to consider without compromising
the effectiveness of the system. We have further seen that L3 alerts,
the blue alerts, are a practical way to triage high number of alerts, as
in most of the cases when a user was generating several L2 alerts, we
had also an L3 alert. Remember that blue alerts can detect an unusual
number of alerts over a period of several days, so they have the capacity
to detect users that are hidden by ‘‘common’’ alerts that would go
unnoticed by an analyst. By performing anomaly detection over these
anomalies, we are able to detect when the deviation of the anomalies
is even more anomalous. Although these results are quite promising,
we believe the number of cases observed are not enough to draw some
firm conclusions on the value of L3 alerts. As future work, we plan to
further investigate the real utility of L3 alerts and better understand
their limitations.

7. Conclusions

Insider threat is a heavily researched topic, given the impact that
these attacks may have for organisations. Literature consists of sev-
eral detection tools that have been validated on synthetic datasets
but scarcely on real environments. To address this gap, we presented
the results and the challenges we experienced when deploying our
detection system into three large organisations.

Our results suggest that the system is scalable and able to consume
the amount of data generated by large organisations and that the visu-
alisations can assist analysts in identifying suspicious activity indicative
of insider threat. Considering the alerts that were generated during
the trials, we found that it is of paramount importance to consider
the organisation’s characteristics in the implementation of an insider
threat system. Generic policies and anomalies generate large number
of alerts that, in most cases, do not correspond to a real threat for an
organisation. The creation of policies and anomalies to tackle specific
organisations’ needs is, however, a difficult task that should involve the
study of practices of risk for the organisation.

We highlighted the difficulties that organisations experience to
investigate cases suspicious of insider threat due to legislative (privacy)
and technical limitations. Such difficulties are especially exacerbated in
the case of large organisations that process huge volumes of data, which
are not always well maintained and formatted. Finally, we provided
useful insights for organisations that wish to deploy detection systems
in their networks.

It is still early days to report on any stakeholder appreciation, given
the fact that we deployed and used the tool for six months. We were
able however, to reinforce our belief that there is a gap in the industry
in terms of detecting insider activity with the use of anomaly detection
algorithms. All three organisations welcomed our contributions and
noted that they have started to invest in systems with machine learning

functionality able to build profiles for users.
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Appendix

This section presents the results per type of alert for the 15-day
training-period for organisation A. These are:

• Device out-of-office hours: 497
• Blue first observed activity: 2899
• Blue: 1514
• Email out-of-office hours: 221
• File accessed in the past: 1207
• Decrypt for role: 1931
• Encrypt files accessed in the past: 1133
• Email to new addresses: 458
• Encrypt role: 207
• Device used in the past: 1517
• New files accessed: 558
• Overall new activities: 1448
• Decrypt files accessed in the past: 1961
• Encrypt files out of office hours: 88
• Files overall activity: 189
• Decrypt files out-of-office hours: 1451
• Email role: 84
• Email addresses used in the past: 1134
• Encrypt file overall activity: 178
• Email overall activity: 185
• Using new devices: 360
• File out-of-office hours: 314
• Decrypt new files: 1913
• File for role: 258
• Decrypt overall activity: 1148
• Overall activity: 1631
• Encrypt new files: 467
21
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