
Exploring the in�uence of

privacy awareness on the

Privacy Paradox on

smartwatches

Meredydd Williams

Wolfson College

University of Oxford

A thesis submitted for the degree of

Doctor of Philosophy

Trinity 2018



Abstract

While the public claim to be concerned about privacy, they rarely express

protective behaviour. This disparity has been labelled the Privacy Para-

dox. The Internet-of-Things (IoT) is ubiquitous and data-collecting. It

has therefore been considered a privacy risk. However, the Paradox has

not been assessed in this context. Hence, we explored whether the issue

could be mitigated in novel environments. Before analysing these devices,

we began by con�rming the Paradox's prevalence. This was undertaken

through street surveys, which suggested that views had little relationship

with behaviour. We continued by comparing user perceptions across a

range of technologies. Through an online survey [n = 170], participants

rated `IoT' devices as most concerning. They were also considered less

usable, potentially placing constraints on protection. To dissect the issue,

we then conducted detailed interviews. Discussions were undertaken with

40 users, 20 of which had an IoT product. Protection was less common

in the IoT, contributing to greater Paradox prevalence. Wearables were

particularly prone, and therefore we scoped our focus to smartwatches.

Through analysing participant rationale, a lack of awareness appeared the

greatest IoT issue. Since educational games had proved e�ective in the

literature, we developed privacy apps. Our online prototype was trialled

by 504 smartwatch owners. In our treatment group, we found the Para-

dox was mitigated in posttest results. Therefore, for our �nal study, we

implemented the �rst smartwatch privacy game. Through a two-month

longitudinal study, we analysed empirical behaviour. Users were given

an (Android) Wear OS watch, with half playing the game. Protection

increased and persisted in this group, with the Paradox mitigated over

an extended period. Our research has novelty, in that this has not been

achieved in previous work. Furthermore, by analysing smartwatch be-

haviour, we provide novel insights into user rationale. As the IoT expands,

it is crucial that individuals are informed to make privacy decisions.
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Chapter 1

Introduction

We will introduce the topic of the thesis in this initial chapter. Previous research

has demonstrated that while users claim to care about privacy, they often do little

to protect themselves [47, 153, 214]. This disparity1 between concern and behaviour

has been labelled the Privacy Paradox [279]. Although the topic has been studied

extensively in both online and o�ine environments [279,290], the Internet-of-Things

(IoT) is underexplored. Since smart devices can pose privacy risks [126, 181, 300], it

is important that users are supported.

Overview. In this chapter, we will begin by outlining the problem we seek to

address. Then we will discuss our central research question, which builds on this

issue. Through the subquestions, we deconstruct how the topic is approached. This

will be followed by motivation, supporting both our research theme and the studies

conducted. We will then scope the focus of our thesis, highlighting the �elds we

seek to inform. We continue by describing the general structure of the document.

Penultimately, we will highlight the works published during the doctorate. Finally,

we illustrate how our chapters synthesise to address our central research question.

1.1 Problem Statement

The Privacy Paradox. The public frequently claim concern for their privacy [167,

304]. However, individuals rarely take action to protect personal data. Users often

fail to read policies [155], check permissions [128] or safeguard their information [270].

They also use services that can endanger their privacy, such as social networking sites

[57]. Even when an intent is expressed to act privately, it is frequently followed by

lax actions [279]. We de�ne the Paradox as the �discrepancy between the expressed

1`Disparity' is used in this thesis as a shorthand for the disparity between concerns and behaviour.
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concern and the actual behavior of users�. This originates from Barth and de Jong's

systematic literature review of the topic [47]. Despite extensive research in this area,

the Paradox has never been mitigated2 for an extended period [194].

It is unclear whether the issue is truly `paradoxical' or whether the term was

chosen for alliterative rhetoric. Some claim it could be likened to hypocrisy [238],

while others argue that decisions are rational [365]. We outline and justify our own

interpretation within the Literature Review (Section 2.2). Regardless, behaviour

appears inconsistent with privacy concerns. These actions can place users at risk,

particularly since consequences are often not understood [194]. Furthermore, when

individuals re�ect on their decisions, they frequently express regret [385]. We wish to

support users in making informed privacy decisions.

Internet-of-Things. The IoT describes a nebulous and varied collection of

`smart devices' [377]. These products can range from wearables to appliances, drones

to home automation. Such technologies o�er several bene�ts to society, including

industrial productivity [231] and patient-led healthcare [283]. However, research has

highlighted the potential risks to privacy [181]. Products, and their manufactur-

ers, often rely on data collection for revenue [327]. With these devices pervading our

homes, this can be done surreptitiously. The IoT is nebulous and heterogeneous [345],

with a variety of products from a variety of vendors. This magni�es the unfamiliar-

ity of the novel environment [42]. Their usability has also been criticised in several

studies [90, 143, 183, 380]. While these issues might constrain protective behaviour

[158,230,247,317], the Paradox has never been analysed in this environment.

Smartwatches. As our research progressed, we scoped to the products which

most-exhibited the Paradox. Through analyses of concern and behaviour, the issue

appeared common to wearable devices. These gadgets are often small and lacking

usability [52]. They can also house a variety of sensitive data, ranging from text

messages to phone contacts [118]. When questioned on wearable risks, individuals

express concern [232]. However, they appear to overlook their protective settings

[371]. As smartwatches grow in popularity, personal data might be placed at risk. To

support user privacy, we wish to mitigate the Paradox's prevalence3 in this context.

2The term `mitigate' is frequently used. We do not claim to eliminate the Paradox, but make it
� less severe, serious, or painful �. www.oxforddictionaries.com/definition/mitigate

3`Prevalence' is also commonly used. It is used in the sense of �the degree to which something
is prevalent�, as de�ned in https://www.merriam-webster.com/dictionary/prevalence. Indeed,
we do not claim that the Paradox is widespread or `prevalent' in all cases.

2
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1.2 Research Questions

Before seeking to mitigate the issue, we must understand behavioural rationale and

mitigative approaches. Therefore, we conduct a range of analyses.

Our central research question can be de�ned as: Can the Privacy Paradox be

mitigated in the context of smartwatches? This query was selected for several reasons.

We believe that the IoT could limit privacy protection. This should be particularly

common in smartwatches, where data is collected [118] but interfaces are constrained

[183]. Since concerns are often based on principle [278], we deem them less likely

to change. Therefore, without mitigative approaches, the Paradox might increase

in prevalence. To empower device users, we aim to provide education and practice.

Through supporting informed decisions, behaviour may realign with concern. This

should reduce inadvertent risks [194] and regrettable actions [385].

The central research question is broken down into several subquestions. These are

each addressed in our subsequent chapters. They are justi�ed below:

SQ1. Can the Privacy Paradox be con�rmed in the UK?

This is addressed in the study documented in Chapter 4. Before exploring the

IoT and smartwatches, it was important to con�rm the presence of the Paradox.

Although it has been extensively analysed in the US [4, 122, 148, 163], research

is sparse in the UK [68,397]. With privacy perceptions varying by culture [18],

it was prudent to start in this manner.

SQ2. How do perceptions di�er between IoT and other devices?

This is addressed in the study documented in Chapter 5. Since IoT risks are

often highlighted in the media [131, 154, 273], we believe consumers might be

concerned. If these products also lack usability and familiarity, they may con-

strain protection [158, 230, 317]. Such a result could contribute to a prevalent

Paradox. To explore perceptions of several devices, we conduct an online survey.

SQ3. How does the prevalence of the Privacy Paradox di�er between IoT and other

devices?

This is addressed in the study documented in Chapter 6. As expressed earlier,

we believe the IoT could increase the Paradox. To assess the prevalence of the

issue, concerns and behaviour must be explored across di�erent environments.

By using older technologies as a baseline, we can analyse how the IoT di�ers.

This is achieved by studying the matter through semi-structured interviews.

3



SQ4. Which factors contribute to the Privacy Paradox in the IoT?

This is also addressed in the study in Chapter 6. To support protection, we do

not seek to merely con�rm the Paradox. We must also understand the factors

that in�uence the issue. Once these components are known, we can design

mitigative approaches. Therefore, it was essential to explore the rationale of

IoT users. This was undertaken through the semi-structured interviews. To

re�ne our approach, factors were further explored in Chapters 7 and 8.

SQ5. Can we mitigate the short-term prevalence of the Privacy Paradox on smart-

watches?

This is addressed in the study documented in Chapter 7. In Chapter 6, we

found that wearables are particularly prone to the Paradox. Since we wish to

support protection, we therefore scoped our focus to smartwatches. Based on

the in�uential factors, we could develop approaches to mitigate the Paradox.

Through evaluating our success over the short-term, we re�ned our design. At

this stage, we implemented a prototype `educational game' [51].

SQ6. Can we mitigate the medium-term prevalence of the Privacy Paradox on smart-

watches?

This is addressed in the study documented in Chapter 8. To answer our central

research question, we sought to mitigate the prevalence of the Paradox. Al-

though this had been achieved over a brief period (Chapter 7), behaviour might

relapse when privacy loses salience [189]. Therefore, we studied the matter over

the medium-term4. Techniques were re�ned based on results from our proto-

type. Through a longitudinal study5 with the �rst smartwatch privacy game,

we addressed our central research question.

1.3 Motivation

We now move forward to discuss our motivation in pursuing the research questions.

4The `medium-term' is �the period of time which lasts a few months or years beyond the present
time�. In absence of a preferable description, this re�ects the length of our two-month study.
https://www.collinsdictionary.com/dictionary/english/medium-term

5Since this work employs �repeated measures to follow particular individuals over prolonged pe-
riods of time�, it is regarded as a longitudinal study [80]. It has similarity to other privacy research
which de�nes itself in this manner [384]. It could be alternatively termed a `�eld study'.

4
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Empowerment. The Paradox has been con�rmed in a variety of environments

[279, 290]. Whereas individuals might value the principle of privacy [278], they of-

ten neglect to use protection [4]. This can be a conscious decision, with individuals

balancing privacy against functionality [117]. However, research suggests that a lack

of awareness is often in�uential [114]. In these cases, the bene�ts of disclosure tend

to be overestimated [157]. Furthermore, users might assume they are safe and reveal

information unwittingly [194]. When re�ecting on their actions, they then often ex-

press regret [385]. We wish to empower individuals to protect their privacy. Through

implementing educational games, we seek to highlight the potential consequences.

Even if a person then avoids protection, at least they make an informed choice.

Market forces. Privacy is commonly regarded as a secondary goal [188]. When

considering modern technology, other forces appear more in�uential. Companies seek

to release their products quickly in order to corner the market [334]. Functionality is

often prized above protection, since it is more immediately salient [334]. Even when

privacy features are included, vendors have little incentive to make them usable [59].

Many products are funded by data collection [334], and it is known that defaults are

seldom changed [244]. In such environments, protection is unlikely to be used. For

consumers to have a chance against vendors, their privacy must be supported.

The Internet-of-Things. The IoT is expanding rapidly, with the market pre-

dicted to reach $267b by 2020 [98]. While these products o�er great convenience,

their privacy threats are well-documented [181]. They can collect large quantities of

data through completing their tasks [300]. Smart TVs have been found capturing

audio, before transmitting the content without encryption [154]. Home automation

systems can also monitor their environment, enabling the inference of personal details

[376]. IoT products are unfamiliar [42] and often lacking in usability [90, 143, 380].

With consumers constrained in this manner, smart devices might pose a threat to

privacy [158,230,317]. Unless users are supported, their data might be placed at risk.

Smartwatches. Smartwatches are valued for their wearable functionality and

quick convenience. Due to their appeal, user studies have began to explore these de-

vices [196, 306]. However, privacy/security behaviour has not been empirically anal-

ysed. We �nd this surprising, especially since personal data can be stored [118]. Due

to this research lacuna, we were keen to discover how settings are used. Smartwatches

have familiar features, including screen locks and app permissions. But since settings

are neglected on phones [128], protection might be rare. Through studying empirical

behaviour over several months (Chapter 8), we could assess how users behave.

5



Understanding. The Paradox has been analysed through many prior studies.

However, to address the issue in a novel environment, it �rst must be understood. For

this reason, we were motivated to collect rich qualitative data. This was undertaken

through in-depth interviews in Chapters 6 and 8. We also surveyed the views of

504 smartwatch owners in Chapter 7. This granted us an opportunity to understand

why privacy might be neglected. Based on participant rationale, we can support

the development of improved protection. In this manner, our research is informed

through interviews and qualitative data.

1.4 Scope

Since research concerns a de�ned topic, scoping is essential. Such an approach high-

lights which areas are under consideration and which remain for future exploration.

Information privacy. Privacy is a nebulous principle [1], encompassing con�-

dentiality, solitude, and other facets [352]. An individual might want their data to be

private, but be happy for their identity to be known. Privacy is also inherently sub-

jective [289], cultural [18] and contextual [278]. For these reasons, it was crucial we

scoped our research area. Clarke [92] divided the topic into four elements: informa-

tion privacy, media privacy, interception privacy and bodily privacy. Since we wish to

explore technological interactions, we constrain our focus to information privacy. He

de�ned this as �the interest an individual has in controlling, or at least signi�cantly

in�uencing, the handling of data about themselves� [92]. Hence, we compare concerns

of information privacy against information privacy behaviour.

Consumer devices. As previously mentioned, the IoT is nebulous and hetero-

geneous [345]. The environment is de�ned as a �global network interconnecting smart

objects� [268], which itself encompasses a range of technology. However, since we wish

to analyse consumers, our selection requires constraint. Most individuals are unlikely

to interact with industrial devices, such as factory control systems. Furthermore,

these technologies are expensive, rare and not amenable to user studies. Therefore,

we scoped our research to consumer devices. These products are more likely to be

owned by our participants, and hence we can solicit informed opinions.

Smartwatches. As our research progressed, we evaluated a narrower set of prod-

ucts. This was important, as it would be infeasible to study all consumer devices. To

explore whether the prevalence of the Paradox could be mitigated, we selected the

most-prone environment. Through Chapter 5 and 6 analyses, wearables appeared to

pose the greatest issues. Of these devices, smartwatches were deemed appropriate for
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study. They are functional, popular and possess a range of privacy settings. Through

studying their usage, we could assess the frequency of protective behaviour. Fur-

thermore, smartwatches are amenable to modi�cation and analysis. This provided

an opportunity to implement our educational games. By exploring user actions, we

explored whether the Paradox could be mitigated.

UK-centric. While the Paradox has been explored extensively in the US [4,

122, 148, 163], research is sparse in the UK [68, 397]. Brown [68] undertook early

work, but his 2001 study sampled only 12 participants. Although Zafeiropoulou et al.

[397] performed a larger analysis, over half their respondents were non-UK. Since the

topic is cultural [18], perceptions might di�er across di�erent nations. For example,

privacy protection varies in US and EU law [336]. Although the constitution provides

safeguards in the US, the same does not apply in Britain [132]. This might lead to

di�erent privacy expectations, potentially impacting concern and behaviour.

Our street survey, documented in Chapter 4, is conducted across several British lo-

cations. The product perceptions survey (Chapter 5), was advertised on local and na-

tional messaging boards. Since these boards were UK-speci�c, it is unlikely that many

participants were outside the country. For our semi-structured interviews (Chapter

6), respondents were recruited from the Oxford public. We then trialled our prototype

game through an online study (Chapter 7). To receive participants, we made use of a

UK crowdsourcing platform (Proli�c). The user pool is predominantly British6, and

Amazon Mechanical Turk is more popular in other states7. Finally, our longitudinal

study participants (Chapter 8) originated from several nations. However, they were

resident to this country and the procedure took place locally. Therefore, we analyse

behaviour within a UK environment. Our research makes no claim to be representa-

tive of the entire nation. However, the �ndings may apply to a subset of society. If

the Paradox is consistently con�rmed, the issue might be prevalent.

Awareness. As will be outlined, we seek to mitigate the Paradox by providing

awareness8 and education. This was informed by both the literature [114, 309] and

rationale from our Chapter 6 interviews. Since the prevalence of the issue appeared

to decrease, we are pleased with our approach. However, we accept that many fac-

tors in�uence the Paradox. A person might be aware of risks, but care more about

functionality [103]. Alternatively, their decisions might be constrained by cognitive

6https://www.prolific.ac/demographics/
7http://demographics.mturk-tracker.com/#/countries/all
8We use `lack of awareness' as a convenient shorthand to denote a low amount of privacy recog-

nition. We do not wish to imply that any individual has zero knowledge of a matter.
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biases [6]. Although we targeted awareness, the Paradox might be addressed through

other means. We encourage future work to investigate these avenues.

Behaviour. To mitigate the issue, we sought to encourage protective behaviour.

With the Paradox being a disparity between actions and concerns, we could have

targeted the latter point. We decided against this for several reasons. Firstly, since

opinions are often principled [278], they might be challenging to adjust. Secondly,

it would be improper to convince individuals that they face little risk. Finally, we

wished to equip users with useful skills. Since our approach appeared successful, we

are con�dent in our choice.

1.5 Thesis Outline

To o�er an overview of the thesis, we will now outline the contents of each chapter.

This summary will highlight the research undertaken and our coherent narrative.

2. Literature Review

Chapter 2 contextualises our research in the existing literature. This serves four main

purposes: to introduce the reader to the general theme; to demonstrate a su�cient

knowledge of the area; to present which topics were previously unexplored; and to

highlight how our research �lls this lacuna. We begin by discussing both the principle

of privacy and the Privacy Paradox. The IoT is considered next, alongside the risks

that it might pose. Since smartwatches are studied in later chapters, these products

are then outlined. Once previous studies have been highlighted, we describe behaviour

change techniques. Finally, we present an overview of educational games.

3. Methodology

Our �ve studies sought to address our central research question. To achieve this,

the analyses required alignment in a consistent direction. In Chapter 3, we highlight

how this is undertaken. For brevity, we also describe techniques which are used

frequently. We begin by discussing high-level details, such as research philosophy and

methodological approach. We then justify our selection of quantitative techniques.

Our qualitative analyses are also outlined in detail, including data validation. Since

we wish to gauge concern in a grounded manner, we required feasible threat models.

These are discussed, alongside criteria for selecting concern contextualised questions

and protective tools. Finally, as we sought to act responsibly, we explain our ethical

practices.
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4. Can the Privacy Paradox be con�rmed in the UK?

Chapter 4 introduces our �rst study. Through this work, we sought to con�rm the

Paradox within the UK. We conducted street surveys at four sites across the nation.

Through our 112 responses, we found claimed concern was high. However, protection

was inconsistent and disclosure was common. Since the Paradox appeared prevalent,

we could continue by exploring the IoT. To assess the in�uence of privacy awareness,

we also recruited security researchers. They took greater action to protect their data.

This provided an early indication that education might be persuasive.

5. How do perceptions di�er between IoT and other devices?

In Chapter 5, we discuss our comparative study. This assessed perceptions across

a range of consumer technologies. We recruited 170 participants through an online

survey. Individuals evaluated six devices: three IoT and three deemed to be less-novel.

In addition to privacy, ratings were given on usability, familiarity and utility. When

comparing products, the IoT provoked the greatest concern. It was also considered

less usable and familiar, potentially constraining protection [158, 230, 317]. Since

wearables were rated particularly poorly, this supported their later selection.

6. How and why does the Privacy Paradox di�er between IoT
and other devices?

We explored concerns and behaviour in detail in Chapter 6. Through comparing a

range of devices, the Paradox was examined in the IoT. To achieve this, we conducted

semi-structured interviews with 40 device owners. Concerns appeared strong regard-

less of the product. However, protection was rarely used on IoT technologies. As

asserted, the Paradox was more prevalent in this environment, particularly wearables.

Our interviews also enabled an exploration of behavioural rationale. Since a lack of

awareness appeared the largest factor, we chose to design educational approaches.

7. Can we mitigate the short-term prevalence of the Privacy
Paradox on smartwatches?

In Chapter 7, we describe the development and evaluation of our prototype game.

Wearables appeared prone to the Paradox, and hence we scoped our focus to smart-

watches. Since serious games are e�ective in providing education [394], we designed a

prototype application. This online game was trialled and re�ned by 504 smartwatch

owners. As before, concerns were strong in both our treatment and control groups.
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However, only the former increased their protection. This appeared to reduce the

Paradox. With the issue mitigated, we were prepared for a longer-term analysis.

8. Can we mitigate the medium-term prevalence of the Privacy
Paradox on smartwatches?

Chapter 8 outlines our longitudinal study. Based on feedback from our prototype, we

re�ned an educational game. It was extended and then implemented as an (Android)

Wear OS app. 10 participants were given smartwatches for a two-month period. Con-

cerns were surveyed in pretest and posttest through brief questionnaires. After 18

days, the treatment group received the privacy game. The control group were given a

similar non-privacy app, reducing confounding variables [344]. While former individ-

uals began to use protection, latter participants took little action. Concerns became

slightly moderated in the treatment group, further mitigating the Paradox. Through

this, we addressed our central research question. The study was concluded by semi-

structured interviews, enabling the extraction of rationale. Users were supported in

making informed decisions, even though some disclosed data for functionality.

9. Conclusions

Chapter 9 ties together the narrative from the preceding studies. After reviewing the

content, we demonstrate the answering of our research questions. We then include

a critique of the conducted work. The chapter continues by outlining our novel

and signi�cant contributions. Penultimately, we discuss future work based on these

�ndings. We conclude with a high-level overview.

1.6 Peer-Reviewed Publications

Through our research, we have published several peer-reviewed papers. These publica-

tions both testify to the quality of the content and the development of the researcher.

In all but Paper 3, the doctoral student conducted the research. For Paper 3, the

student collaborated with a colleague, with the former drafting the proposed `future

scenarios'. Since that work does not form part of this document, all thesis research

was undertaken by the doctoral student.

1. M. Williams, A study of society's perception of online privacy. Proceedings of

the 1st Interdisciplinary Cyber Research Workshop pp. 28-29, 2015.
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In this initial abstract, we proposed the street survey contained in Chapter 4.

We also designed the methodology and theorised on expected results. The paper

hypothesised that there would be a contrast between concern and behaviour.

This was con�rmed in the survey, suggesting the existence of the Paradox.

2. M. Williams and J. R. C. Nurse. Optional data disclosure and the online

privacy paradox: A UK perspective. Human Aspects of Information Security,

Privacy and Trust in Lecture Notes in Computer Science 9750 p. 186-197, 2016.

This paper describes the methodology, results and conclusion from our privacy

street survey. Through this, it highlights the existence of the Paradox. This

work both contributes to Chapter 4 and motivates the subsequent research.

3. M. Williams, L. Axon, J. R. C. Nurse and S. Creese. Future scenarios and

challenges for security and privacy. Proceedings of the 2nd International Forum

on Research and Technologies for Society and Industry, 2016.

While this paper did not form a chapter, it considered the in�uence of the IoT

on privacy. We conducted a literature review of `future challenge' documents

produced by governments and academia. We then outlined 10 potential scenar-

ios, including the growth of the IoT and the reinterpretation of privacy. These

�ndings informed our motivation and general rationale.

4. M. Williams, J. R. C. Nurse and S. Creese. The perfect storm: The pri-

vacy paradox and the Internet-of-Things. Proceedings of the 11th International

Conference on Availability, Reliability and Security (ARES) pp. 644-652, 2016.

This position paper detailed our general premise. It introduced the Paradox

and outlined the factors considered to be contributory. The work went on to

describe the IoT and the idiosyncrasies of this environment. We then synthe-

sised the components, positing that the Paradox would be exacerbated. This

work contributed to Chapter 2, and the motivation behind Chapters 5 and 6.

5. M. Williams and J. R. C. Nurse. Perspectives on privacy in the use of online

systems. Proceedings of the 30th British HCI Conference, 2016.

To assess behaviour fairly, protective approaches should be feasible. Therefore,

we explored which tools were known to non-expert users. We �rst asked 35 stu-

dents what they de�ned to represent protective behaviour. This was compared

against the techniques mentioned in 35 well-cited privacy studies. As expected,
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complex approaches were often omitted by our sample. When selecting tools in

Chapters 6, 7 and 8, these approaches were not included.

6. M. Williams, J. R. C. Nurse and S. Creese. Privacy salience: Taxonomies

and research opportunities. IFIP Advances in Information and Communication

Technology 498 pp. 263-278, 2017.

Since a lack of awareness was common, we decided it was wise to survey privacy

salience [189]. We conducted a systematic literature review, identifying possible

research lacunas. IoT lab/�eld studies appeared underexplored, and this was

addressed in Chapters 7 and 8. There was also an opportunity for `Salience-

Enhancing Technologies', with this encouraging our educational games. As

outlined, this publication informed the progression of our research.

7. M. Williams, J. R. C. Nurse and S. Creese. �Privacy is the boring bit�: User

perceptions and behaviour in the Internet-of-Things. Proceedings of the 15th

International Conference on Privacy, Security and Trust (PST), 2017.

This paper describes the research conducted in Chapters 5 and 6. It �rst outlines

the methodology and results of our comparative survey. After discussing the

�ndings, it introduces the semi-structured interviews. Through comparing a

range of devices, it demonstrates the prevalence of the Paradox. This work was

initially displayed as a poster at the 13th Symposium on Usable Privacy and

Security (SOUPS2017). It was then published as a full paper at PST2017.

8. M. Williams, J. R. C. Nurse and S. Creese. (Smart)watch out! Encouraging

privacy-protective behavior through interactive games. International Journal

of Human-Computer Studies, 2018 (under review).

This submission describes our Chapter 7 prototype study. After outlining game

design, it highlights how the Paradox appears to be prevalent. The paper

continues by detailing posttest results, presenting that the issue is mitigated. It

concludes by considering user rationale, informing the Chapter 8 re�nements.

9. M. Williams, J. R. C. Nurse and S. Creese. Smartwatch games: Encouraging

privacy-protective behaviour in a longitudinal study. Computers in Human

Behaviour, 2018 (under review).

In our �nal submission, we outlined the longitudinal study. The paper �rst

justi�es the methodology and describes the educational techniques. We then

enumerated pretest, gameplay and posttest results. As previously mentioned, it
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suggested that the Paradox can be mitigated over an extended period. As this

addressed our central research question, it provided the content for Chapter 8.

1.7 High-Level Progression

Our research follows a coherent narrative, with each study informing subsequent anal-

yses. We believe this is highlighted in the Introduction. To illustrate the relationship,

a graphic is provided in Figure 1.1. Research subquestions are in red, �ndings are in

green, and literature-inspired considerations are in yellow. As shown, each chapter

builds on the �ndings of its predecessors. In synthesis, these works addressed the cen-

tral question: Can the Privacy Paradox be mitigated in the context of smartwatches?

Figure 1.1: High-Level Thesis Progression
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Chapter 2

Literature Review

In this chapter, we outline the literature relevant to our research. We also highlight

underexplored areas and provide context for our studies. The concept of privacy is

discussed �rst, before we introduce the Privacy Paradox. After discussing the range of

interpretations, we turn our attention to the Internet-of-Things. Since we later scope

to smartwatches, this environment is also outlined. Finally, we discuss the process of

behaviour change and the approaches that we considered.

2.1 The Concept of Privacy

General concept

Historical. Privacy has been an important concept throughout human history, with

great civilisations and philosophers considering the topic. The Code of Hammurabi,

enshrining Ancient Babylonian law, protected the home against intrusion [109]. Ar-

ticle 21 states that if �a man makes a breach into a house, one shall kill him in front

of the breach and bury him in it� [228], re�ecting that solitude was valued in the

Bronze Age. Since the fourteenth century, a particular `right to privacy' was enforced

in England. This resulted in individuals being sent to court for eavesdropping [182].

The privacy abuses of King George III were among the reasons the US seceded from

Britain [95]. The resultant Bill of Rights enshrined privacy in several amendments,

including the �rst (freedom of speech), the fourth (freedom from unreasonable search

and seizure) and the �fth (freedom from self-incrimination) [352].

Modern. Warren and Brandeis [386] placed privacy in the modern democratic

consciousness through their 1890 work `The right to privacy'. The pair de�ned a

`right to be let alone', claiming individuals possess an �inviolate personality� in the

face of media surveillance. Privacy is now enshrined as both a legal and human
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right in many nations across the world. Article 17 of the International Covenant

on Civil and Political Rights states that �no one should be subjected to arbitrary

or unlawful interference with his privacy� [326]. European privacy has been recently

supported through the General Data Protection Regulation (GDPR). This legislation

gave greater rights to citizens, while placing additional responsibilities on companies.

Following the recent Facebook controversy [156], it appears that privacy is in vogue.

Facets of privacy

Context. Privacy is complex and nebulous topic, incorporating a wide variety of

di�erent facets. It can relate to several concepts, including solitude, autonomy and

con�dentiality [352]. It is also contextual in nature [278], re�ecting that perceptions

can vary across di�erent situations. For example, a person's expectation of privacy

might di�er in a police station to a public street. Therefore, opinions are likely to

be inconsistent across a range of digital environments. For this reason, it is crucial

that considerations are scoped to particular technologies. In our work, concerns and

behaviour are contextualised around speci�c products.

Culture. Privacy is also subjective [289], with individuals evaluating their data

in di�erent respects. While one person might disclose their information readily, an-

other may oppose online access. Furthermore, perceptions can di�er greatly based on

culture and region [18]. There is a strong social norm for privacy within the western

world [352]. However, viewpoints are even found to vary between the US and Euro-

pean states [387]. Privacy expectations are often collectivist in Asia, though this also

di�ers by country [186]. We did not wish to in�uence our analyses through cultural

comparisons. Therefore, our studies were conducted in the UK with UK residents.

Scope. Due to its complexity, privacy is challenging to de�ne [74]. To aid analysis,

it has been deconstructed into several concepts. Burgoon [74] found distinctions

between four elements: informational privacy, social privacy, psychological privacy

and physical privacy. While a person might value their personal space, they might

not object to data disclosure. Clarke [92] undertook a similar task, enumerating

information privacy, media privacy, interception privacy, and bodily privacy. Since

we wished to explore technological interactions, many concepts are out of scope. We

studied `information privacy', de�ned as �the interest an individual has in controlling,

or at least signi�cantly in�uencing, the handling of data about themselves� [92].
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2.2 The Privacy Paradox

Concept. We now introduce the central topic, the Privacy Paradox [279]. Individ-

uals frequently claim concern for their privacy. A 2018 poll [167] found that 78%

believe it extremely important that their data is private. Since 75% would not buy

from an invasive company, individuals appear concerned. However, we rarely take

action to protect our data. We often fail to read policies [155], check permissions

[128] or safeguard our information [270]. This suggests that a disparity is present

between claimed concerns and behaviour. Although many have explored this matter

(as highlighted below), the Paradox has never been mitigated over a period of time.

Our research seeks to �ll this gap, since users might endanger their data [194] or

regret their actions [385].

Studies. The Privacy Paradox was �rst highlighted by Brown [68] through his

qualitative interviews on Internet use. He discussed interactions with 12 individuals

from a variety of backgrounds. A disparity was initially found when considering the

role of loyalty cards. Even participants with strong concerns would reveal information

through these schemes. Users also disclosed their details to online portals, despite

claiming to distrust the degree of data collection. This contrast between concern and

behaviour was deemed to be �something of a privacy paradox � [68].

Spiekermann et al. [356] also conducted early work on the topic. They studied 171

users in the context of online shopping. Participants were �rst given a questionnaire

to evaluate their opinions. Most claimed to value their information privacy. Users

then undertook a simulated shopping task. Despite their concerns, sensitive details

were frequently disclosed. This suggested a disconnect between claims and actions.

Social networking sites provided another environment to study the issue. Acquisti

and Gross [4] explored concerns and interactions on a nascent Facebook. This was

undertaken through an online survey with 294 students. Even when participants

were worried, they were found to join the network. They also shared large quantities

of personal information. Since understanding of the platform was low, a lack of

awareness was likely in�uential.

At this point, the phenomenon had gained some credibility. However, it was pop-

ularised by the empirical work of Norberg et al. [279]. They conducted two studies,

with the �rst comparing claimed preferences with disclosure behaviour. Participants

were initially questioned on their willingness to reveal data. 12 weeks later, the same

information was requested from the same individuals. Regardless of the sensitivity,

disclosure was far greater than what had been claimed. An adapted approach was
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used in the second study, with similar results. These �ndings con�rmed the existence

of a Privacy Paradox. However, other work sought to understand the disparity.

Privacy calculus

Concept. The Paradox has been justi�ed through a range of constructs. The most

intuitive is that of `privacy calculus', which weighs the risks and rewards of technology

[107]. These calculations assume the presence of `homo oeconomicus', the economic

individual [211]. This is de�ned as a consumer who makes decisions to maximise their

bene�t. A person may perceive risks, but deem functionality to be more important.

While they have concerns, they place greater weight on other factors.

The `calculus of behaviour' was originally introduced by Laufer and Wolfe in their

1977 work [229]. However, at this point it was not applied to technological interac-

tions. The concept was revived by Culnan and Armstrong [107], who considered the

matter in the modern world. They explained that a privacy calculus is undertaken

before consumers purchase goods. If the user perceives the vendor to be fair, they

are more likely to disclose their information. The model was extended for online in-

teractions by Dinev and Hart [117]. They validated the construct through a survey

with 369 participants. Based on Structured Equation Modelling (SEM), it appeared

that concerns do inhibit online interactions. However, the advantages of the Internet

often outweighed this trepidation.

Limitations. When adopting privacy calculus, individuals are assumed to act in

a rational manner. Whereas traditional economics assumes this, it is challenged by

a growing body of research. Since the 1970s, the role of heuristics and biases have

been explored. Behavioural economics demonstrates that decision-making is a�ected

by many factors [76]. When individuals have less knowledge, they have been found to

overestimate the bene�ts [157]. Furthermore, without a degree of understanding, risks

cannot be accurately perceived [350]. Since calculus comparisons are constrained, we

explore the in�uence of other factors.

Biases, heuristics and bounded rationality

Bounded rationality. Individuals are not deemed to act `irrationally', but to have

bounds on their decision-making [347]. In a perfect world, we might have in�nite in-

formation, in�nite cognition and no predilections. Unfortunately, these assumptions

do not hold for the human mind. This can have signi�cant implications for privacy
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judgements. For example, a person might be concerned about online shopping. How-

ever, if their purchase is time-pressured, they might overlook the threats.

Acquisti and Grossklags [6] explored this issue in their pioneering work. They

described how privacy decisions are unlikely to be perfectly rational. Firstly, users

will probably be reliant on incomplete information. Therefore, they lack awareness

of all the risks and rewards. Secondly, even if information is complete, it is infeasible

to process all these details. Such an act would be both mentally-challenging and

prohibitively time-consuming. Finally, even if the above constraints were removed,

users would be prone to cognitive biases. For example, they might seek the immediate

grati�cation of using a service [17]. Veltri and Ivchenko [378] explored the in�uence

of cognitive scarcity. When their participants became fatigued, they were found to

disclose more information. This provides another partial explanation of the Paradox.

People can express concerns easily, but then be impeded when undertaking actions.

Availability heuristic. A heuristic is a quick but suboptimal approach to solv-

ing a problem. Through availability bias, salient events are considered more likely

[370]. For example, if an aeroplane crash is recent, people might overestimate the

risk. Similarly, incidents might be judged improbable if they have not been experi-

enced. Hallam and Zanella [163] studied the matter in terms of privacy incidents.

They examined the Paradox through Construal Level Theory, which studies whether

concepts are considered abstract or concrete. It was found that concerns had no di-

rect in�uence on behaviour. Since privacy risks were not salient, they were perceived

as being abstract and less likely.

Hyperbolic discounting. This concept states that individuals would prefer an

immediate small reward to a delayed larger reward [225]. If an individual discloses

online, they might face a long-term risk. However, since the bene�t is instant, they

disregard their concerns. The concept was introduced to privacy by Acquisti and

Grossklags [5], but an experiment was not conducted. Alashoor and Baskerville ex-

plored a related topic; that of cognitive absorption [17]. This concerns situations

where individuals are engrossed in software. The researchers presented three privacy

vignettes, with each highlighting the risks of grati�cation. They concluded that the

pleasure of interaction can cause threats to be underestimated.

Optimistic bias. Even when users express concerns, they might consider them-

selves free from risk. In these cases, they can lack motivation to protect their data.

Optimistic bias describes how people judge themselves to be less susceptible than

others [170]. Cho et al. [87] analysed perceived vulnerability through a 910-person

survey. Participants were found to distinguish between two levels of privacy risk: the
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personal level and the societal level. Whereas they believed others were prone, they

were optimistic about their own chances. This might justify why individuals avoid

protection, even when they possess concerns.

Positive a�ect. In privacy calculus, the rewards and risks should be compared

rationally. However, emotion and a�ect have been shown to be in�uential. If a person

has a positive mood, they might be more likely to share data [202]. The matter was

explored by Kehr et al. [202], who recruited 480 participants. Individuals took part

in an online experiment, interacting with one of two screens. One interface was

plain, while the other included a happy face. Regardless of concerns, users were more

likely to disclose when experiencing a positive a�ect. As aptly summarised by the

researchers, �rationality in privacy-related decision-making is bounded by psychological

limitations� [202]. We now move forward to consider other factors for the Paradox.

Design and control

Constraints. When individuals interact with systems, they usually do so through

user interfaces. Furthermore, to use protective tools, additional menus must be nav-

igated. Therefore, the design of these portals can have an in�uence on privacy be-

haviour [59]. Often the interests of the user and the vendor might not be aligned.

Whereas the former might wish to protect their data, the latter would prefer increased

disclosure [334]. Therefore, to limit the in�uence of privacy, certain strategies can be

implemented. Bösch et al. [59] summarised a range of `dark patterns'. For exam-

ple, `bad defaults' are frequently included on modern technologies. Since users rarely

adjust their default settings [244], data can be extracted through lax con�gurations.

Control. There is also `privacy zuckering', where options are extensive but

opaque. Vendors can then claim to provide protective tools, even though they are

too complex to use [59]. This also helps to grant consumers control, which can have

counter-intuitive results. Brandimarte et al. [62] studied the in�uence of control over

disclosure behaviour. Surprisingly, when participants were given additional settings,

they revealed more information. This could be related to risk homoeostasis, where

individuals become daring when given protection [392]. Kearney and Kruger [201]

studied homoeostasis in the context of information security. When users felt pro-

tected from hackers, they often compensated with riskier activities. Therefore, even

if individuals see privacy settings, they might engage in frequent disclosure.

Resignation. Users can become resigned if they doubt the e�cacy of protection.

Marwick and Hargittai [254] conducted 10 focus groups with a total of 40 students.

These discussions explored the incentives and disincentives to online sharing. Since
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many participants felt that violations were inevitable, they sought little protection.

The authors conducted additional focus groups, exploring privacy awareness and pro-

tective ability [166]. Users expressed that settings were temperamental, complex and

liable to change. Even when they did make use of protection, they doubted its ef-

�cacy. This led to privacy settings being frequently neglected. Even if individuals

have concerns, they might not act unless it is thought feasible.

Social norms

Concern. As previously mentioned, there is a western social norm for privacy [352].

Huang and Bashir [185] found that most people consider it a human right, regardless of

their culture. Through social desirability bias, individuals are encouraged to express

opinions that conform with norms [138]. This might result in in�ated claims of

concern, hence presenting the Paradox. To reduce this risk, our studies implement

techniques to minimise the bias. For example, since concerns can increase when

privacy is primed [65], we frequently include decoy questions. Furthermore, we seek

to disguise the topic to mitigate demand characteristics [287]. These occur when

participants adjust their responses to match the study purpose.

Behaviour. However, norms do not merely a�ect privacy concern. There is

also an expectation for individuals to use modern technologies. Many platforms,

particularly social networking sites, are considered important for social capital [127].

As individuals begin to use portals frequently, data disclosure becomes a normal

routine [110]. Grati�cation is then received from accessing such services, even if

privacy is placed at risk [313]. People might initially be reluctant to reveal large

quantities of information. However, Snyman et al. [351] found that users are prone

to the `lemming e�ect'. They will follow dangerous group norms, even if these con�ict

with their personal concerns. Finally, the framing of the topic can also be in�uential.

Politicians claim that citizens should have `nothing to hide' if they do no wrong [353].

If individuals are pressured to both claim concern and avoid protection, it is little

surprise the Paradox exists.

Privacy awareness

Knowledge. While no user is `average', most individuals do not possess a techni-

cal education. Therefore, they cannot be expected to have expertise in security or

privacy. Indeed, many studies have demonstrated a lack of awareness. We de�ne

`privacy awareness' within our Personal interpretation subsection. Bashir et al. [49]
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distributed a two-part questionnaire to 455 individuals. Participants were found to

have little awareness of many privacy threats. Furthermore, few expressed knowl-

edge of protective settings. However, they still continued to use a range of online

services. Madejski et al. [247] compared the intentions and privacy settings of 65

participants. Each user made at least one error, demonstrating the commonality of

misunderstandings. Finally, a 2017 UK survey found that only 10% claimed to know

privacy practices [99]. In their poll of 2,153 adults, they also discovered 8% under-

stood data sharing. If individuals lack knowledge of risks and protection, they are

unlikely to guard their data [48]. As outlined earlier, there is no binary distinction

between awareness and ignorance. However, many users tend to have a low degree of

privacy understanding.

Absence. It is natural that users lack this awareness. Privacy is often considered

a secondary goal [188], and other topics may be more important to the individual. Be-

cause of this, users might display `rational ignorance' in lacking knowledge [121]. This

doctrine compares a risk against the e�ort required to become informed. If a threat is

deemed to be low, individuals will not invest time in privacy policies [397]. However,

without a degree of understanding, risks cannot be perceived accurately [350]. This

might lead individuals to underestimate the importance of privacy. Furthermore,

when understanding is low, the bene�ts of disclosure tend to be overestimated [157].

If knowledge can be provided, users should be more motivated to use protection.

In�uence. The Paradox is often found when awareness is lacking [48]. This

is sometimes due to `privacy cynicism', where individuals doubt the e�cacy of pro-

tection. Ho�mann et al. [179] explored the matter through focus groups with 96

participants. Four recurring themes were identi�ed: uncertainty, powerlessness, mis-

trust and resignation. To avoid cognitive dissonance, users can distrust settings when

they do not understand them. Oetzel and Gonja [284] considered the Paradox through

social representations. They highlighted that while o�ine privacy is common knowl-

edge, individuals lack an understanding of digital value and risk. Baruh et al. [48]

conducted a meta-analysis of awareness and Paradox factors. They found that con-

cerns were not a strong predictor of user behaviour. However, when users had `privacy

literacy', they were more likely to use protection. This demonstrates promise for re-

ducing the Paradox.

schraefel et al. [335] deemed awareness, among other factors, to a�ect the Paradox.

They described how individuals are �sense-making� and will assume that data is

required if requested. Users are too busy to investigate each request, and the question

delays their primary goal. Therefore, they assume the best and agree to oft-opaque
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terms. However, these individuals are seldom aware of how their data is used. When

the true nature of the transaction is highlighted, the abstract issue becomes concrete.

Users then frequently express concern, creating this Privacy Paradox [335]. If we can

individuals users in advance, they might limit their data disclosure. This could reduce

a disparity between concern and behaviour.

Approaches. Previous work has suggested the feasibility of this technique.

Pötzsch [309] developed requirements for awareness-enhancing systems. It was es-

sential these tools were understandable, personalised and performant. They believed

that education could reduce unintentional actions. Therefore, since individuals should

possess concerns, this would address the Privacy Paradox. Deuker [114] came to a

similar conclusion in their 2009 work. They discussed how incomplete information

could contribute to unexpected violations. To address both this and cognitive issues,

additional details should be provided. Deuker also suggested that education target

two components: privacy risks and protective techniques. Although these studies did

not collect data, we use similar rationale in our own experiments. We believe this

sensible, since systematic reviews recommend the enhancement of awareness [153].

It should be noted that while aforementioned works have studied the Paradox, few

have attempted mitigation. Jackson and Wang [194], to be outlined later, reduced

the disparity within a session. However, no research has mitigated the issue over a

span of time. As we appear to achieve this in a two-month study, our work presents

a novel contribution.

Criticisms and scepticism

Attitude-behaviour gap. While there is much evidence for the Paradox, it has

been criticised on a number of grounds. Some claim that the concern-behaviour dis-

parity is not a remarkable discovery [14]. The attitude-behaviour gap is commonly

found in psychology, with intentions often diverging from actions [14]. Ajzen and

Fishbein [14] considered the relationship between attitudinal predictors and individ-

ual behaviour. They found there was often little correspondence between the two

components. On these occasions, signi�cant associations were rare. There is also the

notion of the value-action gap [45]. Peoples' values can be dynamic and contradic-

tory, with behaviour restricted by external constraints. If concerns and actions often

misalign, why is privacy interesting?

In response, it is true that attitudes and behaviour are frequently misaligned.

However, this is often due to methodological issues. Our studies adopt the principle

of compatibility [12], where queries correspond to the same topic. This is achieved
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through contextualised questions and de�ned actions. In cases of compatibility, Ajzen

and Fishbein [14] found that signi�cant relationships were common. Since we still

con�rmed the Paradox, the issue is more unorthodox. Furthermore, while hypocritical

behaviour is frequent, privacy presents uncommon challenges. Firstly, few users are

aware of their personal risk [87]. Secondly, even if users desire protection, knowledge

is relatively rare [49]. Thirdly, since privacy is intangible [195], improvements might

not be noticed. Fourthly, the interests of users and service providers can be in tension

[334]. Finally, social norms push for both greater concern [352] and greater disclosure

[127]. If the Paradox can be mitigated, it presents a rare success.

Instinctive concern. As previously mentioned, individuals might intuitively

oppose privacy violations. However, once they consider their opinion, their response

might adjust [303]. This suggests that concerns might be driven by social expectations

or `gut feelings'. Further research claimed to dismiss the Privacy Paradox. Baek [39]

used counterarguments to debate with their participants. Through three studies, they

found that concerns were highly super�cial. If individuals had time to consider the

matter, perhaps they would express di�erent views.

This appears to call into question the usage of questionnaires. However, such

instruments are a standard approach to gauge opinion. They are also a trusted and

popular technique. Therefore, aforementioned results may be considered an idiosyn-

crasy of the Paradox, rather than a methodological fault. If most participants initially

respond in the same manner, one would surmise that their view is prevalent. Fur-

thermore, when opinions are challenged or debated, it is natural for them to adjust.

Despite these points, we do implement measures to reduce the risk. Most of our forms

request qualitative rationale, prompting users to consider their justi�cations. We also

make use of semi-structured interviews (Chapters 6 and 8), where opinions are deter-

mined from discussion. Through such conversations, participants can express their

considered concerns.

Concern concepts. Some have criticised that `privacy' is considered as a sin-

gle concept. Dienlin and Trepte [116] expressed that it should be subdivided into

`informational concerns', `social concerns' and `psychological concerns'. When they

compared holistic opinions against behaviour, the Paradox was con�rmed. However,

when the elements were analysed individually, the issue vanished. In our studies, we

explicitly scope our focus to `information privacy' [92]. Both concerns and behaviour

relate to the usage of technological devices. Therefore, when con�rming the Paradox,

it should not be due to this issue.
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New Paradox? Adorjan and Ricciardelli [9] asserted that a new Privacy Paradox

was emerging. In their focus groups with teenagers, they found that many claimed

to have `nothing to hide'. Despite this, the children frequently used Snapchat to

achieve privacy. In this manner, their participants used greater protection than their

concerns suggested. While we recognise the rationale, we doubt that the Paradox

will reverse. Young people are more open with their data than older individuals [89].

Furthermore, research suggests that `nothing to hide' is a minority viewpoint [185].

Sampling biases. As expressed by Preibusch [310], the Paradox might arise

if di�erent populations are inappropriately compared. One poll might suggest that

90% of respondents are concerned about privacy. A separate survey could indicate

that only 20% adjust their app permissions. While these metrics can imply a trend,

direct comparisons are improper if samples di�er. To address this, we analyse the

concerns and behaviour of the same participants. Furthermore, the Paradox is only

ever studied on an individual level. This allows opinions and actions to be compared

in a de�ned context. Therefore, when we assess Paradox prevalence, our analyses are

speci�c to each respondent.

Context. Since privacy is contextual [278], concerns might di�er based on the

topic. Similarly, users might use more protection in certain circumstances. Trepte

et al. [369] criticised previous work for comparing abstract opinions with practical

behaviour. For rich analyses of the Paradox, both components should relate to the

same context. Therefore, we take measures to ensure our studies are adequately

grounded. After the Paradox has been con�rmed (Chapter 4), we deconstruct the

issue through semi-structured interviews. Concerns are gauged through customised

questions, while behaviour relates to the same context. This approach is then also

used in Chapters 7 and 8. Furthermore, participants own the concerned devices in

the �nal three studies. Therefore, they should be able to provide responses in the

appropriate context.

Personal interpretation

As discussed in the above subsections, there are many factors which contribute to

the Paradox. However, in our thesis, the topic is assessed through the following lens.

We believe that most people aspire to privacy as an abstract principle [122]. While

some might reject the concept, it is strongly encouraged by western social norms

[352]. Although it is impossible to have perfect protection, individuals would like

to be as safe as possible. However, their e�orts are impeded in a number of ways.

Firstly, platforms are developed to discourage protection [59]. This can contribute
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to apathy, as individuals might regard privacy as too much e�ort. Secondly, social

norms support the disclosure of personal information [127]. Thirdly, and we assert

most importantly, individuals often lack privacy awareness [49].

While awareness might appear a simple topic, it has great complexity. In Pötzsch's

Paradox work [309], she de�ned it as �the attention, perception and cognition of:

1. Whether others receive or have received personal information about him/her,

his/her presence and activities,

2. Which personal information others receive or have received in detail,

3. How these pieces of information are or may be processed and used, and

4. What amount of information about the presence and activities of others might

reach and/or interrupt the individual.�

We agree that the term can refer to a range of components. A person might

possess or lack awareness of a privacy threat. For example, a Facebook user might not

realise that their settings are permissive. This di�ers from an awareness of protective

features. Even if an individual recognises their vulnerability, they might not be able

to act. Similarly, they might know of privacy settings but assume that their data is

safe. This complexity supports our usage of Protection Motivation Theory (PMT)

[328], as described in Section 2.5. In this model, awareness of the threat is distinct

from awareness of the response. Through our educational games, we seek to support

both components.

However, we consider awareness to be distinct from education. A person might

know of an issue without understanding the matter. For example, a smartwatch user

might recognise that their location is monitored. But they may not know why it

occurs or how to prevent it. We also distinguish awareness from skill. In the latter

case, an individual possesses �a particular ability�1. Although Facebook users might

understand protection, they could experience di�culty navigating their settings. A

skilled individual would have greater con�dence in con�guring the interface. Consid-

ering Pötzsch's de�nition and the contrast with education and skill, we de�ne `privacy

awareness' as the following: �the state of being aware of a privacy threat/vulnerability

and/or the existence of protection�. This builds upon the Merriam-Webster dictionary

de�nition2. It is by increasing awareness, and providing information and practice, that

we seek to encourage protective behaviour.

1https://en.oxforddictionaries.com/definition/skill
2https://www.merriam-webster.com/dictionary/awareness
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We do not wish to in�uence or coerce individuals. If a person does not desire pro-

tection, then they should not implement it. However, it is important that users can

make informed decisions. When risks and settings are not understood, then actions

might be unwise. By o�ering education and practice, they have an opportunity to

protect themselves. Although awareness is often touted as a solution [114, 309], the

Paradox cannot be wholly eliminated. Individuals might prefer the bene�ts of disclo-

sure to the advantages of protection [107]. Even if privacy is genuinely appreciated,

cognitive biases will impede `perfect' behaviour [6]. Therefore, our work does not aim

to eliminate the Paradox. In contrast, it seeks to support informed decisions, which

should result in Paradox mitigation.

2.3 The Internet-of-Things (IoT)

Overview. The Internet-of-Things (IoT) has been described as the digital revolution

of the twenty-�rst century [377]. It promises to connect a vast number of ubiquitous

components, enmeshing itself in our daily lives. As such it o�ers a wealth of op-

portunities for productivity and convenience, and is predicted to generate trillions of

dollars for the global economy [251]. It has grown enormously over the past seven

years, with connected devices quadrupling in this decade [129]. 55 billion products

are predicted by 2025, indicating the in�uence the IoT will have on our societies [276].

However, with the concept rapidly-becoming clichèd, we should remain grounded

with a clear de�nition. In their 2005 annual Internet Report, the ITU [193] described

the network as �anytime, anywhere, by anyone and anything�. While this phrase

encapsulates the vision behind IoT developments, it lacks a degree of precision. Mio-

randi et al. [268] de�ne it as a �global network interconnecting smart objects by means

of extended Internet technologies�.

While this de�nition is appropriate, all descriptions are challenged by the IoT's

heterogeneity. It comprises a nebulous collection of technologies, ranging from wear-

ables to smart appliances to home automation systems [215]. Due to this breadth,

scoping was essential to our research. When the topic is �rst considered in Chapter

5, we constrain our focus to consumer products. These devices are both recognisable

to the public and amenable for user studies. As our analyses progress, we then focus

directly on smartwatches. While they are discussed in the next section, their selection

is justi�ed in Chapter 7.

Advantages. As can be expected from such developments, the IoT o�ers many

bene�ts. Consumers might reduce their electricity consumption through smart me-
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ters. Homes could monitor the safety of the elderly, alerting families if an issue occurs.

Factories could increase their output, while citizens navigate the roads in self-driving

vehicles. However, despite these possibilities, the IoT presents real risks to privacy.

Privacy issues

Data collection. The IoT promises to connect together vast numbers of computing

devices. These products will interact both with each other and their surrounding

environments. Therefore, it is likely that large quantities of data will be collected. As

expressed by Perera et al. [300], �the amount of user data ... will be signi�cantly higher

than in the past�. Since many products lack in-built capabilities, this information

might be transmitted remotely for processing [300]. Whereas one's data used to reside

in their hard drive, now details are stored in an expanding cloud. Hölbl et al. [181]

presented an overview of the IoT's security and privacy challenges. Chief amongst

these issues was the collection of sensitive data. Aktypi et al. [15] constructed a risk

exposure tool for the IoT. They found that personal details, such as home address,

could be inferred from wearable data.

Data is used to provide IoT functionality [301]. Smartwatches might monitor your

location to deliver navigational services. Home automation systems might adjust

settings in response to environmental sensors. While this can be bene�cial, it further

demonstrates the frequency of collection. Data access might also be encouraged by

�nancial incentives. Information could be lucrative and sold to advertising networks

[334]. This can subsidise the cost of the products, hence supporting market expansion.

Ubiquitous monitoring. Although the online-o�ine divide is increasingly blurred,

traditional monitoring has been largely `virtual'. When browsing the web, platforms

can track identities through cookies or IP addresses. However, since many IoT devices

possess sensors, they may access additional details. Your smartwatch might know

your location, while homes can monitor their indoor environment [301]. Elkhodr et

al. [126] conducted a literature review, considering the risks posed to location pri-

vacy. They expressed that �it is almost impossible to achieve perfect privacy as long

as seamless communication is taking place�.

If device monitoring is recognised, then users have an opportunity to limit it.

Unfortunately, surveillance is often invisible and surreptitious. Smart TVs have been

found to overhear conversations, before sending transcripts to remote locations [154].

The Amazon Echo has also raised concerns that our environments are being monitored

[273]. Ford and Palmer [142] analysed Alexa network tra�c over a 21-day period.
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They found that conversations can be inadvertently processed by these services. If

such gadgets become normalised, privacy might be reinterpreted.

Resource constraints. Larger IoT technologies, such as home automation sys-

tems, might possess computing power. However, many smart devices are constrained

in the operations they can perform. Due to the size and mobility of smartwatches,

they may be particularly a�ected. In small form factors, there is little space for ex-

tensive storage. Therefore, data might be transmitted for remote processing [300].

Furthermore, when batteries are limited, computational complexity is constrained

[372]. This poses particular risks to con�dentiality, as cryptographic algortithms re-

quire complex operations [372]. Many IoT protocols lack standardisation, with a

variety of techniques proposed [261]. This can further threaten the privacy of data.

Privacy Paradox considerations

As discussed, the IoT could pose several issues for privacy. When exploring the

Paradox, we seek to assess individuals' concerns and actions. For several reasons, we

assert that IoT will contribute to lax behaviour. This could exacerbate the disparity

between the two components.

Functionality. We believe that consumers might be preoccupied by functionality.

Rheingans et al. [319] found that activity trackers are considered to be hedonic

technologies. In this manner, decision-making is driven by pleasure rather than other

factors. Since the IoT promises convenience, we expect this environment to be judged

similarly. In her 2016 publication, Bailey [41] agreed with this conclusion. She opined

that users were �seduced by technology� and unaware of company practices. Even Brill,

an FTC commissioner, expressed that concerns would not prevent IoT adoption [67].

As previously outlined, hyperbolic discounting can in�uence the consideration of

risk and reward [5]. In IoT environments, we expect individuals to favour short-term

grati�cation over long-term protection. This was supported by the 2017 literature re-

view by McCloud et al. [258]. They considered the in�uence of wearable devices, and

concluded that emotion could bias privacy decisions. Aleisa and Renaud [21] came

to a similar judgement based on empirical evidence. They explored IoT awareness

and concerns through a 236-person survey. It was found that participants had little

knowledge of what their devices collected. Even when they possessed concerns, conve-

nience appeared to outweigh this factor. Based on these issues, we expect IoT owners

to use little protection. If concerns remain, this might contribute to the Paradox.

Usability and unfamiliarity. We believe that protection will be constrained

by poor usability. While the IoT is expanding rapidly, it is still a novel environment.
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Furthermore, due to its heterogeneity, devices are produced by a wide range of vendors

[268]. This will contribute to a miscellany of manufacturers and user interfaces. Since

mental models might not be aligned to new interactions, errors may occur [317]. This

could be especially true due to the unfamiliarity of smart devices [177]. Several studies

have criticised the usability of the IoT. Foster et al. [143] conducted a report into

smart energy integration. They found that many interfaces were too complex, and

these posed a barrier to adoption. Smartwatches also appear to be limited in their

usability. Chun et al. [90] studied device usage over a one-week period. Through

their surveys and interviews, they concluded that rich interactions are constrained.

Privacy settings tend to be open by default [59], and users rarely adjust these options

[244]. We believe this will impede protection, further contributing to the Paradox.

Privacy Paradox studies

Previous work. We now consider relevant work in this area. To the best of our

knowledge, the Paradox has not been studied within the `Internet-of-Things'. How-

ever, several publications have considered the relationship between the phenomenon

and the environment. Maple [252] conducted a literature review of IoT privacy. In

the document, he discussed how changing social norms will challenge protection. He

also highlighted that, through smart devices, data collection might be greater than

in the past. Although an impact on the Paradox was mentioned, empirical work was

not undertaken. Barth and de Jong [47] considered the topic when undertaking their

2017 literature review. They explained how mobile computing can require faster de-

cisions, thus placing pressure on the Paradox. However, the phenomenon was not

studied in this new environment. Andrushevich et al. [25] discussed the integration

of IoT systems in the BUTLER project. In their paper, they outlined the in�uence

of increased (data) sensitivity and availability. Although they used the term `Privacy

Paradox', they actually described the `Personalisation-Privacy Paradox' [10]. This is

a di�erent topic, which balances service customisation against user concerns.

While the Paradox has not been directly studied, privacy calculus has been adopted

for some analyses. Kowatsch and Maass [218] examined four IoT domains: transport

payment, navigation, smart home and health monitoring. They used the Extended

Privacy Calculus Model to predict usage intention. Since no negative relationship

was found between risk and intent, this might suggest a disparity. Derikx et al.

[111] explored the in�uence of concerns on connected car services. They surveyed

55 participants through discrete-choice questionnaires. Although respondents pre-

ferred non-invasive systems, they would disclose data for a �nancial incentive. Lee
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et al. [233] used privacy calculus in their 2018 publication. Several IoT technologies

were considered, including connected appliances and smart grids. Through their 300-

person survey, they found concerns actually increased usage intention. Although the

Paradox was not discussed, a disparity might exist between opinions and behaviour.

Scarcity. As demonstrated, few studies have considered the Paradox in the IoT.

We believe this is likely for several reasons. Firstly, the issue is still being explored in

less-novel contexts. Publications continue to focus on social networks [161] and mobile

phones [194]. This is quite understandable, since these interfaces are more amenable

to analysis. The Paradox remains far from explained, with additional interpretations

arising each year [8, 161]. Until the matter is thoroughly explored, it is unlikely to

venture into the IoT. Secondly, the environment is still relatively novel. Although

smart devices are increasing in prevalence, they are less common than traditional

computers. As the market further expands, IoT studies will become more popular.

Finally, the Internet-of-Things is challenging to analyse. It poses issues in terms

of heterogeneity [215], usability [143] and familiarity [42]. While Facebook can be

assessed through browser extensions [384], IoT analyses are more constrained.

Importance. Despite this research gap, it is important that the Paradox is

explored. As discussed, IoT privacy issues are well-documented. Due to the func-

tionality of devices, user data is frequently collected. If consumers cannot protect

themselves, they might be placed at risk. The IoT is also expanding rapidly, with

55 billion products predicted by 2025 [276]. When these technologies pervade our

environments, privacy might be threatened. Finally, since the IoT is novel, users are

even less likely to possess privacy awareness. This might create a greater disparity.

To support informed decisions, we explore this nascent environment.

2.4 Smartwatches

Selection. We begin the thesis by discussing the Paradox in the context of the IoT.

However, as our studies progressed, we were necessitated to scope our focus. The envi-

ronment is too heterogeneous to develop broad mitigative approaches. Smartwatches

were selected for several reasons, as detailed in Chapter 6. Of the IoT products we

analysed, these devices appeared most prone to the Paradox. Since we wished to

support privacy, we turned our attention to this context.

Overview. Smartwatches are de�ned as �an electronic wristwatch that is able

to perform many of the functions of a smartphone� [97]. Initial concepts date back

30



several decades to the 1980s3. These Ubicomp systems sought to provide a user with

wearable functionality. However, wrist-based computing only became popular in the

early 2010s3. Exercise trackers, such as the Nike Fuelband, were �rst released at this

point. Although these are indeed `wearables', we distinguish such products from true

smartwatches. Trackers seek to monitor exercise and tend to lack most smartphone

functions [381]. Smartwatches have advanced operating systems and often support

third-party apps. Since this distinction is commonly made [208, 381], we believe our

scoping to be appropriate.

Advantages. Smartwatches clearly provide a wide range of bene�ts. Since they

reside on the wrist, they o�er a quick shortcut over phones. Through the use of brief

noti�cations, an individual can save time. They also often provide exercise tracking

and heart monitoring. Furthermore, newer models support the installation of third-

party apps. This further extends the functionality of the device. Smartwatches are

growing in popularity, with the market expected to blossom over the next �ve years

[226]. However, they are not without privacy risks. We now discuss the issues that

this environment presents.

Privacy issues

Sensitive data. To provide such convenient services, watches require access to

sensitive data. These devices can be de�ned as either paired or stand-alone. In the

former case, details are synchronised between the wearable and a nearby smartphone.

In the latter case, the watch acts autonomously from other products. Sensitive data

can be stored and accessed in either situation. Details range from text messages

to phone contacts to calendar appointments [118]. The watch could also contain

GPS readings and heart rate records [16]. If privacy permissions are not restricted,

apps can gain access to this information. Users are likely to avoid these permissions

as they can limit their device's functionality [335]. Furthermore, product loss/theft

could place these details into the hands of strangers. Therefore, it is important that

individuals use their privacy settings.

Data collection. Smartwatches can also collect data from their surrounding

environment [125]. Virtually all models have GPS access, whether natively or through

a paired phone. In many cases, the location service is enabled by default. While this

o�ers great advantages to functionality, it allows positions to be identi�ed in real

time. Heart-rate tracking is also provided by a range of smartwatches. This is useful

3https://www.wareable.com/smartwatches/smartwatch-timeline-history-watches

31

https://www.wareable.com/smartwatches/smartwatch-timeline-history-watches


for those who wish to gauge their �tness. However, such metrics are deemed to be

`Protected Health Information' under HIPAA [373]. The monitoring might not even

be noticed, since watch settings are rarely checked [371]. In such cases, users will

have little knowledge of their privacy.

Device security. The quality of smartwatches has improved over the past decade.

However, these devices often remain prone to attack. For example, HP demonstrated

that most models possessed major vulnerabilities [176]. They analysed 10 leading

watches and found communications could be intercepted in 90% of cases. Do et

al. [118] conducted a study on Wear OS4 products. They proposed a technique to

compromise a device's boot chain. Through an empirical analysis, they extracted

sensitive locations, text messages, health details and voice recordings. These �les

could both reveal personal data and support further inferences [106]. Baggili et al. [40]

undertook forensic analysis of Samsung and LG watches. They �rst forced root access,

before downloading data from the devices. They succeeded in extracting events,

contacts, emails and text messages. Although smartwatch security has developed,

data might still be vulnerable to an adversary.

Lack of protection. Previous work suggests that users express concern for

wearable privacy [162, 319]. Since smartwatches contain sensitive details, one might

expect protection to be adopted. However, we believe that privacy settings will be

rarely used. This is for several reasons. Firstly, such options are rarely con�gured

in other environments. This holds true for both social networking sites [242] and

mobile phones [22]. Secondly, smartwatch con�gurations appear to be particularly

challenging. Horcher [183] studied the security usability of Apple Watches. She found

that all participants struggled to enter a PIN. Finally, research has demonstrated

that protection is rarely used. Udoh and Alkharashi [371] explored the concerns and

behaviour of 10 students. Through a survey, they found most took no action to protect

their smartwatches. Based on the above points, we expect this to be true of many

users. Since protection is rarely used, the Paradox might be prevalent. However,

previous work has not analysed empirical privacy behaviour.

Privacy Paradox studies

Previous work. The Paradox is also rarely considered in this environment. A no-

table exception is the analysis by Hallam and Zanella [162], which makes use of Con-

strual Level Theory. They surveyed 103 individuals to explore the roles of perception

4`Wear OS' is formally known as `Wear OS by Google'. It was recently rebranded from `Android
Wear', and older papers might refer to this name.
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and behaviour. While short-term bene�ts were in�ated, long-term concerns appeared

discounted. Privacy awareness also reduced disclosure, suggesting our proposed ap-

proach might be e�ective. While this work highlights the Paradox, it is quantitative

and focused on healthcare wearables. As in the case of the IoT, privacy calculus is

studied more frequently. Li et al. [237] developed a model which was validated by

333 device owners. They also considered healthcare products, but included �tness

trackers in this de�nition. It was found that rational risk-reward calculations were

made, con�icting with the Paradox. However, functionality might be more gratifying

on consumer smartwatches.

As previously mentioned, Rheingans et al. [319] found activity trackers are driven

by considerations of pleasure. The researchers assessed risks and intention through a

115-person survey. Since concerns appeared to have little impact, they claimed that

vendors should highlight functionality. This further suggests that the smartwatch

market is driven by convenience. Wieneke et al. [390] explored why wearables have

popularity despite the risk. They conducted interviews with 22 users, �nding low

awareness of the threats. While they used privacy calculus, they concluded that

the decision-making was not rational. This might partially explain the Paradox,

although smartwatches were not speci�cally considered. These studies all analysed

the adoption of technology, rather than wearable behaviour. Our research di�ers, by

both exploring and encouraging protective actions.

Scarcity. In a similar manner to the IoT, smartwatches appear rarely studied.

We believe this is predominantly due to three reasons. As before, attention continues

to focus on less-novel products. While the issue is being analysed on mobile devices,

there is less reason to target new areas. Secondly, smartwatches are novel and still

lacking in popularity. Although their market has grown [191], they are not as common

as many technologies. Once security/privacy behaviour is studied, Paradox analyses

will soon follow. Finally, smartwatches are constrained in several regards. They

possess small screens, few buttons and limited processors. Their interfaces also tend

to be proprietary, impeding the collection of data. Therefore, other environments are

more amenable to study.

Importance. However, we believe it is important that the Paradox is explored on

smartwatches. The devices can house sensitive details, ranging from text messages

to calendar appointments [118]. This data could be accessed by app companies if

permissions are not adjusted. Unfortunately, it appears as if protection is rarely used

[371]. This is consistent with other devices, since permissions are abstract and opaque

[335]. To support informed decisions, we seek to increase privacy awareness.
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Mobile computing has been claimed to encourage irrational decision-making [47].

Since interactions are fast and �uid, users might forget about privacy protection.

Furthermore, we expect smartwatches to grow in complexity. As their capabilities

and popularity increases, data collection will likely escalate. If we wish to promote

protection, analyses must be conducted before it is too late.

2.5 Behaviour Change

Ideology. Our research seeks to mitigate the prevalence of the Paradox. To achieve

this, we wish to encourage the greater usage of privacy protection. It is true that

behavioural adjustments do not solely a�ect the issue. If concerns also increase, the

disparity between the factors might remain the same. However, since opinions are of-

ten based on principle [278], we do not expect them to radically change. Furthermore,

when users begin to understand protection, their unease might decrease. Therefore,

our research seeks to encourage protection rather than reduce concerns.

To achieve this, we aim to persuade our study participants. This explicitly di�ers

from in�uencing or coercing the individuals. Persuasion is de�ned as an �attempt to

change attitudes or behaviours or both (without using coercion or deception)� [141].

By highlighting the threats to privacy, we hope to increase awareness. Since awareness

also concerns protection, we seek to present protective features. If individuals do not

wish to use settings, that is their decision. Even when risks are salient, a person

might be drawn to functionality. We reject paternalism, as a user will understand

their situation better than a researcher. However, since we �nd awareness to be the

greatest issue, information should support protective behaviour.

Behavioural theories

Introduction. Behaviour has been studied intricately through the �eld of psychol-

ogy. As the discipline has developed, several theories of action have become in�uential.

Since they seek to explain decision-making, they are of importance to our work. We

discuss popular models before selecting the theory most apt for our research.

Theory of Reasoned Action (TRA). This theory seeks to predict behaviour

based on existing attitudes and intentions [136]. An illustration can be found below

in Figure 2.1. It �rst explores `behavioural beliefs', considering opinions about a

potential action. For example, a person might believe protection is provided by app

permissions. It then examines `outcome evaluations', in which individuals consider

whether the result is bene�cial. In the above case, a user might think that protection
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will reduce their vulnerability. These factors are considered alongside the `subjective

norms'. The norms are themselves informed by `normative beliefs' and `motivation to

comply'. The former concerns the societal expectations surrounding an action. For

example, an individual might sense a norm to value their privacy. The latter relates

to the willingness to abide by that norm. In our example, the person might wish to

conform with expectations. As a result, they should intend to protect their data.

Figure 2.1: Theory of Reasoned Action (TRA) [136]

The theory has been used in previous security and privacy research. Siponen [349]

applied the model, alongside other theories, to organisational security awareness. He

developed a persuasion framework to enhance employee compliance. However, it

was not evaluated empirically. In follow-up research, Siponen et al. [348] conducted a

survey with 917 IT professionals. Results were analysed through Structured Equation

Modelling (SEM), before being applied to several theories. An intention to observe

policies was found to have a signi�cant impact on compliance.

This theory does not appear appropriate for our research. Individuals might

value their privacy and wish to comply with the norms. However, they may still

fail to take action. This is partially because the model does not consider behavioural

constraints. It assumes that all behaviour can be controlled, which is rarely the case

[66]. Self-e�cacy is omitted: the con�dence a person has in their own ability [43].

If users are not con�dent they can update their settings, they might choose to avoid

them. Furthermore, TRA excludes the consideration of behaviour requiring skills

[240]. Since device protection is not trivial, the theory might lack applicability.

Theory of Planned Behaviour (TPB). This theory [13] is illustrated below in

Figure 2.2. It builds on TRA by including attitudes and subjective norms. However,
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it di�ers by introducing `perceived behavioural control'. By considering this factor,

the model is more appropriate for our privacy studies. For example, a person might

value the advantages of guarding their data. Protection might also be encouraged by

social norms [352]. However, if they lack self-e�cacy, they might fail to act.

Figure 2.2: Theory of Planned Behaviour (TPB) [13]

The theory has been applied in privacy research, exploring how salience in�uences

data disclosure [189]. 45 participants took part in the study, with these individuals

split between 5 groups. Behavioural attitudes were in�uenced by colour-coding, while

norms were targeted through peer advice. The approaches appeared successful, since

the treatment groups disclosed less personal information. Yeo et al. [395] used the

theory to raise awareness of security protection. Their participants completed a TPB

questionnaire in pretest and posttest. After using a persuasive technology, their

protective attitudes were seen to increase.

However, the model does possess de�ciencies. Risk is central to our research, as

it in�uences both concerns and behaviour. Although the theory considers outcomes,

the concept of risk is not salient. As outlined by Norman and Conner [281], it fails

to account for susceptibility or severity. A person be con�dent in guarding their

data. But they may lack motivation if the threat is minimal. Furthermore, while

self-e�cacy is explored, the e�cacy of the action is not considered. Even if a person

is skilled, they are vulnerable if responses are ine�ective.

Protection Motivation Theory (PMT). This model follows a di�erent ap-

proach [328]. Its high-level structure is illustrated below in Figure 2.3. At a high

level, the `threat appraisal' is balanced against the `coping appraisal'. If the risk is

great and the remediation is simple, individuals should take action. The threat is

composed of perceived vulnerability and perceived severity. If a person feels suscep-

tible to a serious issue, they might guard their data. This threat is subtracted from
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rewards, which encapsulate the bene�ts of avoiding protection. For example, if apps

o�er convenience then users might neglect their permissions.

Figure 2.3: Protection Motivation Theory (PMT) [328]

E�cacy comprises both the response e�cacy and self-e�cacy components. The

former applies to the action's success while the latter concerns the user's abilities.

A person might be con�dent in charging their watch, but this would not protect

their privacy. These factors are balanced against response costs. They relate to how

much e�ort the action takes to complete. An individual may understand passwords

and appreciate their bene�ts. However, if they must be typed on a small screen,

protection might be deterred.

This theory has proved successful in privacy research. Chenoweth et al. [86] used

the model to predict the usage of protective technologies. They studied how the

factors would a�ect the intention to use anti-spyware tools. Through an analysis of

232 participants, perceived vulnerability and response costs appeared to be in�uential.

Another study used PMT to assess how concerns impact protective behaviour [396].

This was undertaken through a questionnaire distributed to 144 students. Perceived

vulnerability was most important, though perceived rewards also had signi�cance.

Although these works did not explore the IoT, they align well with our research.

This model appeared most appropriate for several reasons. Firstly, it considers

concerns and responses, similar to the structure of the Paradox. Through this, we

can assess why users fail to protect themselves. Secondly, since it encompasses both

risk and protection, it has relevance to our privacy research. Thirdly, it has been

recommended for behaviour change in cyber security [66]. Finally, it has been deemed
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highly for evaluating behaviour. Floyd et al. [140] conducted a meta-analysis of 30,000

participants over 65 studies. They found that the PMT components had a good e�ect

size. Since this theory appears most appropriate, it was adopted in our research.

Privacy by Design

Studies have long sought to encourage privacy-protective behaviour. In our research,

we make use of educational smartwatch games. We �rst introduce the alternatives,

their approach, and why they were not selected.

Overview. Privacy by Design (PbD) seeks to encourage the inclusion of privacy

into initial plans [82]. Through this, protection is designed and implemented, rather

than overlooked. It also ensures that privacy is considered at the start, rather than

retro�tted into existing systems.

A number of frameworks have been developed based on the concept. PbD was

originally formulated by Ann Cavoukian, following a Canadian-Dutch collaboration

in 1995. It consists of seven principles, including `privacy as the default', `full func-

tionality', and `privacy embedded into design' [83]. For example, users should not

have to opt-in to receive data protection. Langheinrich [227] also proposed six prin-

ciples for PbD. These included `choice/consent', `anonymity/pseudonymity' and `ac-

cess/recourse'. They were suggested for ubiquitous systems, but have found im-

plementation in a range of �elds. Frameworks have even been developed for IoT

environments. Perera et al. [299] compiled 30 guidelines, adapting the eight design

strategies of Hoepman [178]. They recommended that data acquisition, storage and

retention be minimised.

Issues. However, PbD is not a panacea. Firstly, the principles are directly

in tension with corporate interests [334]. As Spiekermann aptly expresses, privacy

can � limit strategic options and impact a �rm's bottom line� [355]. While the user

may appreciate private defaults, a vendor might prefer to collect data [59]. Recent

legislation, such as the GDPR, might place greater responsibility on companies. But

when we consider the `spirit of the law', �rms would be rational to maximise collection.

Secondly, the frameworks should be applied to systems still in design [355]. Once

a platform has been implemented, it is challenging to modify. Smartwatch protection

may be constrained by poor usability [183]. However, PbD has little in�uence now

that the interface has been launched. An individual also must have the right and

capability to design the system. If Google wished to adjust their designs, they would

be free to do so. A privacy-conscious user has little in�uence over the company's

plans. Finally, PbD addresses system issues rather than human behaviour. We wish
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to encourage individuals to protect their data. A platform might have a perfect

design, but still be used in an unexpected manner. Therefore, to support privacy

awareness, we chose to avoid this approach.

Awareness campaigns

Overview. Many have proposed mitigating the Paradox through increasing aware-

ness [114, 309]. Intuitively, one of the simplest approaches would be an awareness

campaign. Such initiatives have been frequently conducted in the UK. Get Safe

Online5 was established in 2004, and is public-private partnership with the UK gov-

ernment. It provides a website for both consumers and businesses to learn about

security. However, its in�uence has been far from successful. Nine years after the

campaign was established, its former chief admitted that it had done � little to change

attitudes� [236]. This is worrying considering the degree of government support.

Cyber Aware6 (previously known as Cyber Streetwise) was launched by the gov-

ernment in 2014. This campaign included a website and adverts in a range of public

places. Indeed, with posters displayed in the London Underground, it was likely seen

by thousands of commuters. It sought to encourage �ve basic security techniques,

including the use of anti-virus and strong passwords. However, this initiative has also

had mixed results. The website cost ¿12m to develop, but was only accessed by 1.9

million people in its �rst two years [253]. At a cost of ¿6.37 per visitor, the approach

was not deemed to be cost e�ective.

Issues. It appears as if awareness campaigns can lack e�cacy. This might be true

for three reasons. Firstly, highlighting an issue is not su�cient to change behaviour

[38]. Campaigns have focused on the threat without providing knowledge or under-

standing. A person might recognise a problem but have little idea of how to react.

Furthermore, if they are purely made anxious, the e�ort can be counter-productive

[359]. Secondly, Sasse et al. [332] suggest that behaviour change should be applied

in three stages. Individuals should �rst be alerted to an issue (`awareness'). Then

education should be provided to improve their knowledge. As a �nal step, they should

be given opportunties to practice. Through this approach, users can repeat this be-

haviour in future incidents. Finally, awareness campaigns are a large-scale generic

technique. This is problematic, as perceptions and attitudes can in�uence behaviour

5https://www.getsafeonline.org/about-us/
6https://www.gov.uk/government/news/new-campaign-urges-people-to-be-cyber-

streetwise
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[104]. If the information was customised, it might be more persuasive to the recipient.

This was a key reason that we selected educational games.

Nudging

Overview. `Nudging' has gained popularity as a behaviour change technique [367].

The approach has been used in governmental units both in the UK7 and the US8.

It is de�ned as �any aspect of the choice architecture that alters people's behavior

in a predictable way without forbidding any options or signi�cantly changing their

economic incentives� [367]. For example, banning unhealthy foods might be coercive.

In contrast, a nudge could be used by placing salad at eye level. This subscribes

to the doctrine of libertarian paternalism, where incentives are used to encourage

`favourable' outcomes. Naturally, the de�nition of `favourable' depends on the person

implementing the nudge.

Privacy studies. Due to its popularity, attempts have been made to encourage

privacy protection. Wang et al. [384] implemented nudging in a social networking

environment. They sought to mitigate unintended disclosure on Facebook. The user

interface was modi�ed to both delay posts and highlight their audience. To evaluate

the approach, they conducted a 6-week �eld trial with 28 participants. When the

potential audience was made salient, unintended disclosures decreased. Nudges have

also been used on smartphones, seeking to encourage the restriction of permissions.

Almuhimedi et al. [22] evaluated AppOps, an Android privacy manager, through a

22-day �eld study. During a treatment period, the tool highlighted the users' installed

applications. After these nudges were introduced, 58% restricted their settings.

Nudging has even been used to address the Privacy Paradox. Jackson and Wang

[194] designed personalised noti�cations for mobile apps. They sought to highlight

the discrepancy between a user's attitude and their current settings. The approach

was evaluated by 241 participants in an online simulation. For those receiving the

treatment, the disparity appeared to decrease. While this was undertaken in a smart-

phone environment, the results are highly encouraging. We also adopt dynamically-

personalised messages within our educational game.

Issues. However, nudging is still prone to a number of issues. Firstly, the ap-

proach can lose e�cacy over time, reducing its long-term feasibility [379]. While

individuals might be initially in�uenced, the e�ect can quickly subside. Although

Jackson and Wang [194] appeared to mitigate the Paradox, this was assessed at a

7https://www.behaviouralinsights.co.uk/
8https://sbst.gov/
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single point in time. If behaviour was evaluated several days later, permissions might

have reverted to older con�gurations. Secondly, nudges can lose their in�uence once

they are removed [70]. In the salad example, behaviour might relapse if the food

is rearranged. Therefore, individuals might not be truly `persuaded' to adjust their

actions. Again, the Paradox might return when the noti�cations are removed [194].

Thirdly, implementers must have a right to modify the system. This is often

untrue if a vendor has developed the interface. In social networking environments,

adjustments can be made through browser extensions [384]. Smartphone nudges

are also feasible when the ecosystem is open [22]. However, smartwatches are not

amenable to such modi�cation. Although simulations are possible (and used in our

Chapter 7 prototype), we wished to analyse empirical behaviour. Finally, nudging

has been considered contentious in terms of ethics [217, 318]. The approach is pa-

ternalistic, discouraging individuals from certain actions. In contrast, serious games

do not weight behaviour or reduce a person's autonomy. They seek to incentivise an

action through engagement and positive reinforcement [101]. For these reasons, we

developed educational smartwatch games.

Educational games

These applications were judged to be most appropriate for encouraging protection.

They also present great novelty, as privacy games have never been implemented for

smartwatch environments. We now introduce the topic, supportive evidence, previous

work and the research gap.

Overview. Serious games are de�ned as �any form of interactive computer-based

game software...that has been developed with the intention to be more than entertain-

ment� [324]. They have been designed throughout the late 20th century, though their

contemporary era began in 2002 [393]. These applications can have several intentions,

such as changing behaviour, enhancing understanding or imparting knowledge. `Ed-

ucational games', also known as Games for Learning (G4L), are a subset that seek

to provide teaching [51]. This concept is most relevant to our research, as we aim

to increase privacy awareness. Through this act, individuals should be supported in

making informed decisions. We hope this will persuade them to protect themselves,

thus mitigating the Paradox.

Furthermore, our apps are de�ned as `operative games', in that they � leverage

knowledge gained from the study of games or play to exert control upon the world such

as encouraging exercise or learning� [79]. We should be explicit that our research does

not concern `gami�cation', which is considered to be a distinct �eld. This concept
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relates to �the use of game design elements in non-game contexts� [113]. This might

be more akin to nudging, where certain options are made more appealing. In contrast,

we develop and evaluate the impact of interactive games.

Success. While serious games have faced scepticism, they have been found to be

highly persuasive. Backlund and Hendrix [37] performed a meta-analysis, exploring

the e�cacy of 40 applications. These games came from a wide range of �elds, in-

cluding language, nutrition and problem solving. They discovered that 72.5% of the

implementations yielded positive results. Connolly et al. [101] conducted a system-

atic literature review on the topic. They examined 7,329 papers and 129 empirical

studies. Through this review, they found evidence for the e�cacy of games. Wouters

et al. [394] also conducted a meta-analysis, comparing serious games with traditional

instruction. Their evaluation contained 5,547 participants across 39 studies. Games

were found to be signi�cantly more e�ective for both learning and retention. The �eld

has now gained genuine credibility, with a specialised SIGCHI conference hosted every

year [79]. This success gave us con�dence that our approach could be persuasive.

Previous work. Security has been frequently addressed by serious games. Sheng

et al. [341] evaluated `Anti-Phishing Phil', an application which teaches individuals

to evade attacks. The game consists of several levels, in which users have to avoid

predators and fraudulent URLs. Phishing detection was evaluated in both pretest

and posttest. The game was found to be more educational than tutorials or manuals.

Jordan et al. [199] presented CounterMeasures, a game to teach penetration testing.

Players were assigned missions and had to complete tasks on a command-line inter-

face. To evaluate the application, participants performed a hacking task at the end

of the study. The treatment group were twice as fast as those reading manuals. Ra-

man et al. [316] conducted an evaluation of CyberCIEGE, a 3D simulation. Players

were assigned network defence goals, and progressed through the game by completing

them. When assessments were performed in posttest, the treatment group received

higher results. These �ndings suggest that serious games might be persuasive.

Privacy research. Despite extensive searching, it appears that only one privacy

game has ever been developed. Suknot et al. [363] presented `Immaculacy', a mobile

application to highlight the topic. It is a rich interactive story, where characters

are immersed in a dystopian world. Points are scored when protective tasks are

completed, incentivising the guarding of privacy. We adopt similar techniques in

our games, particularly through the use of interactive challenges. Immaculacy also

requests responses to troubling scenarios, as found in our questionnaires. However,

the in�uence of this application was never empirically evaluated.
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It is curious that privacy games are lacking in popularity. While this provides

our applications with great novelty, we have little previous work as a foundation. To

address this issue, we adopted Learning Science principles and developed a prototype

game. These procedures are both discussed in Chapter 7. There are likely several

reasons for the lack of privacy apps. The topic is frequently subsumed within informa-

tion security. For example, two of CyberCIEGE's basic topics are `information value'

and `safeguarding data' [100]. They could apply to privacy in addition to security.

However, the latter �eld tends to have a greater funding model. While organisations

might not pay for privacy, they require their sta� to act securely. CyberCIEGE was

developed for the US Navy, who would place great importance on this matter. Pri-

vacy is also contextual [278], and therefore can be challenging to encapsulate. We

seek to address this, as Immaculacy did, through the use of interactive scenarios.

We believe such games could be important for several reasons. Firstly, as previ-

ously mentioned, individuals tend to lack privacy awareness [49,247]. It is frequently

suggested that the Paradox can be mitigated by increasing understanding [114,309].

Serious games have been found to be highly successful in providing education [394].

Indeed Vaidya et al. [375] recommended gaming scenarios as an approach to teach

privacy. Secondly, games allow behaviour to be practised in a safe environment. Pri-

vacy settings are daunting [59], and hence users might be reluctant to experiment.

If con�gurations are mismanaged, a person could place themselves at risk. Through

providing a simulated environment, individuals can explore without fear. Finally,

games might incentivise the usage of privacy protection. The topic is often regarded

as a secondary goal [188], and it can place constraints on functionality. However, by

supporting and rewarding privacy, users might be persuaded.

Smartwatch research. Few serious games have been created for smartwatch

environments. Casano et al. [81] evaluated an app entitled `Estimate It!', which

sought to teach measurement and geometry. The game was previously developed for

Arduinos, before being ported to a Tizen OS watch. It was assessed by a pool of

experts and a 7-person student sample. While users were engaged with the gameplay,

the interface had usability issues. Arroyo et al. [31] also developed a tool for the

`Tangrams Race Game'. It was evaluated through a pretest-posttest design with 96

students. The game was found to contribute to a greater enjoyment of mathematics.

However, both these applications were used to augment real-life activities. In contrast,

we seek to address behaviour undertaken on the smartwatch.

Others developed smartwatch games, but sought to encourage physical changes.

Kim et al. [210] constructed three apps for the Samsung Gear S2. The tools prompted

43



individuals to engage in stretching exercises. The third application incorporated el-

ements of gameplay to incentivise the action. However, the 42-person evaluation

suggested that this was not e�ective. As demonstrated, serious games are rare on

smartwatches. Proposals have been made for `Smart Serious Games', which merge

educational techniques with IoT devices [374]. Topologies have also been developed

to support this nascent concept [262]. However, smartwatch games remain underex-

plored, providing our research with great novelty.

We expect this scarcity to be due to several reasons. Firstly, smartwatches are

novel devices, having only gained popularity in the last �ve years. As demonstrated

in our Chapter 5 survey, wearables are not possessed by a large proportion of individ-

uals. Therefore, there has been less interest in developing games for this environment.

Secondly, smartwatches possess a number of developmental constraints. As suggested

by Chun et al. [90], their usability is far from perfect. They have small screens and

a limited number of input buttons. Furthermore, due to their computational re-

strictions, apps could be constrained in their complexity. Finally, educational games

are themselves a nascent �eld. Although the approaches have a rich history, their

contemporary era began in 2002 [393]. Other environments, such as desktops and

smartphones, currently serve as fertile ground. As serious games gain greater popu-

larity, attention might turn to novel platforms.

We argue that smartwatch privacy games can be of great importance. As previ-

ously highlighted, these devices house a variety of sensitive data [118]. Despite this,

protective settings appear to be rarely used [371]. Since the environment is novel, we

believe users might lack privacy awareness. Without e�orts to increase this awareness,

individuals might place themselves inadvertently at risk. They might not recognise

data collection or protective techniques. Fortunately, serious games have been found

successful in providing education [394]. They also have proven e�cacy within the �eld

of information security [199, 316, 341]. By instilling knowledge through an engaging

platform, we hope to encourage protection. Finally, serious games are most e�ective

when the context is aligned [321]. Since privacy is also contextual [278], smartwatch

issues should be addressed through smartwatch apps. Therefore, we develop the �rst

smartwatch privacy game. Through such e�orts to provide education and practice,

we seek to mitigate the Privacy Paradox.

Chapter summary

In this chapter, we introduced the topics relevant to the thesis. We have also high-

lighted the research gaps in the Privacy Paradox, Internet-of-Things and smartwatch
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games. To describe how these lacunas were addressed, we continue by outlining our

consistent methodology.
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Chapter 3

Methodology

Overview. In this third chapter, we present an overview of our techniques. This

complements the methodology sections included in the subsequent chapters. Since we

sought to establish consistency, similar approaches were used throughout the thesis.

For brevity, we also describe techniques used on multiple occasions.

This chapter begins by outlining our research philosophy and the resultant ap-

proach. Then, to highlight that our measures are appropriate, we justify our selec-

tion of quantitative techniques. This is followed by a description of the qualitative

measures. We both discuss our inductive analysis [323] and the approaches for vali-

dation. Since we sought to evaluate the Paradox in a grounded manner, we continue

by presenting our threat models. These were valuable when choosing contextualised

questions and protective tools. The selection criteria for these components is also out-

lined and justi�ed. Finally, as we wished our research to be responsible, we document

our ethical procedures.

3.1 Research Philosophy and Approach

Research philosophy

Philosophies. We begin this section by describing our research philosophy. Philoso-

phies can be generally divided into two categories: positivism and interpretivism

[175]. Positivists hold an epistemological view which recognises only that which can

be scienti�cally veri�ed [33]. Such individuals seek objectivity, and believe observed

phenomena can be rigorously explained. This often leads to quantitative analyses,

where metrics can be studied through statistical techniques.

In contrast, interpretivism asserts that individuals must understand the inherent

subjectivity in research [382]. Academics should have awareness of how their own
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concepts, knowledge and language in�uence their perceptions. This can con�ict with

positivism as it posits that multiple interpretations can be equally valid. Interpre-

tivists might prefer qualitative techniques and inductive analyses.

Positivism. For my research, both philosophies appear to have their merits.

The Paradox is de�ned as the disparity between claimed concerns and behaviour.

Therefore, to assess the phenomenon, and whether it is mitigated, measurements

are necessary. Qualitative methods are informed by the researcher's interpretation,

and hence can introduce subjectivity [346]. Therefore, when comparing concerns and

behaviour, we use quantitative metrics.

Our studies also conform to the scienti�c method by outlining hypotheses and

attempting falsi�cation. This di�ers from interpretivist approaches, which may lack

a priori assumptions [71]. Following standards from natural science, `control groups'

are used in much of our work. A `non-IoT' sample was included for comparisons in

Chapters 5 and 6. Control groups were then components of our �nal two studies. They

are known to mitigate confounding variables, supporting analysis of the treatment

groups [344]. Such approaches are deemed to enhance scienti�c rigour [212].

Our research inhabits the intersection of two �elds: Human-Computer Interaction

(HCI) and Behavioural Psychology. Since both disciplines take measurements of social

phenomena, it has been argued they follow a positivist philosophy [168]. Therefore,

our lens appears appropriate.

Interpretivism. However, several elements from interpretivism appear valid.

Privacy is a social topic and is therefore open to subjective interpretation [289]. As

the concept is nebulous [74], it can be di�cult to gauge in an objective manner. Fur-

thermore, since the Paradox can be analysed through several lenses [219], positivism

might be challenged.

Due to the contextual in�uences on privacy [278], we scoped our focus. Such an

act introduces the philosophy of reductionism [69]. In this practice, complex phenom-

ena are abstracted into simpler fundamental components. It would be infeasible to

evaluate all privacy concepts. Since we wished to explore technological interactions,

we analysed `information privacy' [92].

Beyond this reductionism, interpretivism had further in�uence. Throughout the

thesis, we collect large quantities of qualitative data. In the product comparisons

(Chapter 5), we solicited rationale for user responses. This was followed by 40 semi-

structured interviews in Chapter 6. Although the prototype study was primarily

quantitative, we received qualitative feedback from 504 individuals (Chapter 7). Fi-
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nally, we conducted detailed interviews in the longitudinal study (Chapter 8). These

responses were then analysed through robust techniques.

We opted for inductive thematic analysis, in the style of Ritchie et al. [323].

Rather than applying our own assumptions, �ndings emerged organically through the

rich data. The data-driven approach is described in detail in Section 3.3. Although

quantitative measures could produce metrics, they could not dissect rationale. This

rationale was crucial to understanding and mitigating the Paradox. Through coding

and qualitative validation, we complemented our statistical results.

Chosen philosophy. As previously mentioned, we must assess both concerns

and behaviour. This is essential to investigate the Privacy Paradox. To ascertain

whether the disparity is mitigated, quantitative measures were used. Therefore, we

primarily subscribe to a positivist philosophy. We accept the challenges of quantifying

a topic such as privacy [44]. For this reason, concerns and behaviour are contextually-

grounded within Chapters 6, 7 and 8. To approach privacy in a nuanced manner, we

considered a constructivist lens [338]. However, we feared that the inherent subjec-

tivity might pose practical issues [219]. Nevertheless, since we wish to understand

and mitigate the Paradox, we adopt a mixed-methods approach [198].

Methodological approach

Purpose. Through collecting discrete responses, we conduct a large range of quan-

titative analyses. These techniques, and the justi�cation for their selection, will be

outlined in Section 3.2. Such measures allow us to draw consistent results from our

collected data. However, while quantitative techniques might tell us the what, they do

not reveal the why. We do not simply wish to con�rm the existence of the Paradox.

We also seek to understand the disparity (Chapter 6) and mitigate its prevalence

(Chapters 7 and 8). Therefore, quantitative comparisons alone cannot address our

central question1. Through a mixed-methods approach [198], we can target the issue.

Approach. In this manner, quantitative results are augmented with qualitative

justi�cations. This methodology o�sets the respective weaknesses of the traditional

techniques, applying both depth and breadth [198]. It also supports the corrobora-

tion of �ndings, when results reinforce earlier conclusions. For example, the Paradox

is con�rmed on four occasions: Chapters 4, 6, 7 and 8. Furthermore, we can com-

plement statistical �ndings with qualitative rationale. In Chapter 7, we assessed

participants' concerns and behaviour. Based on discrete responses, we identi�ed that

1Central question: Can the Privacy Paradox be mitigated in the context of smartwatches?
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the Paradox was common. However, through qualitative justi�cations, we discovered

the importance of risk perception. By using mixed methods, we sought to ensure that

our studies were informed.

Emphasis. Although we use quantitative techniques, our research is directed by

qualitative data. Ownership rationale is �rst explored in Chapter 5. Despite expressed

concerns, privacy appeared rarely considered. This encouraged the detailed Paradox

evaluations of Chapter 6. Through our semi-structured interviews, we identi�ed the

challenges of wearable devices. We also discovered the apparent in�uence of a lack of

awareness. This justi�ed our development of smartwatch privacy games. Qualitative

feedback was used to re�ne the application in Chapter 7. Finally, Chapter 8 explores

the rationale behind both concerns and behaviour. Informed by this large quantity

of rich data, we seek to both understand and mitigate the Paradox.

3.2 Quantitative Techniques

We now both describe and justify our quantitative measures. Data can be categorised

in one of several scales: ratio, interval, ordinal or nominal [358]. We sought to select

the most appropriate techniques for each metric. By conducting our analyses in a

standard manner, we establish consistency across our chapters. Whenever means are

provided, they are denoted by x̄.

Correlation

Spearman. Through our use of Likert Scales, we received a large number of ordinal

variables. Therefore, it was inappropriate to analyse correlation through Pearson's

Product-Moment technique [294]. Instead, we studied Spearman's Rank-Order Cor-

relation coe�cient (rs) [354]. This was chosen when relationships were assumed to be

monotonic, with rs determining the degree of monotonicity. For example, we used this

technique when assessing correlation between privacy concern and disclosure quantity

(Chapter 4). We report the coe�cient (rs) and the p-value. p was required to be

lower than an α of 0.05 for statistical signi�cance. This threshold is standard for such

tests [30]. If true, relationships are probabilistically not due to chance.

Test selection

Scale. We use several measures to assess whether a signi�cant di�erence exists be-

tween groups. Techniques are selected based on three factors. Firstly, we consider
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the scale of the dependent (DV) and independent variables (IV). For certain scales,

some measures might be appropriate or inappropriate. For example, a Student's t-

test requires a DV with continuous data (ratio or interval) [361]. If ordinal data is

possessed, a Mann-Whitney test would be used instead [250].

Comparisons. Secondly, a measure might be omnibus or two-sample. An om-

nibus test compares multiple groups to analyse holistic di�erences. For instance, we

might study whether concerns di�er based on chosen device (Chapter 5). In contrast,

post-hoc tests calculate whether di�erences exist between individual groups. In the

above example, a holistic di�erence might be discovered. Two-sample tests could

then be used to compare two speci�c devices. When multiple comparisons are made,

Bonferroni correction is applied [124]. This process is outlined later in the section.

Groups. Finally, a technique may be chosen for either related groups or inde-

pendent groups. In the former case, we might have paired results across a passage of

time. For example, the pretest-posttest comparisons in Chapter 7. In the latter case,

we compare the views of di�erent participants. This can be seen when control groups

are studied alongside treatment groups (Chapter 8).

Two-sample tests

Mann-Whitney. When we compared two independent groups, we used the Mann-

Whitney U test [250]. This was selected when we had independence of observations,

our DVs were ordinal and our IVs were on two nominal levels. For example, it was

used when we compared privacy concerns between our control and treatment groups

(Chapter 7). We report the U -value: the signed frequency at which observations in

one group precede the other. The further this value is from zero, the greater the

likelihood of a signi�cant di�erence. We also present e�ect sizes, which measure the

strength of a statistical phenomenon. These are less in�uenced by sample size than

p-values [204]. We report Cohen's d, with a value of 0.2, 0.5 and 0.8 denoting small,

medium, and large e�ects, respectively [94]. In extreme cases, we highlight `very

large' (≥ 1.2) and `huge' (≥ 2) e�ects [333]. We also report the p-value and require

it to be less than 0.05 for signi�cance.

Student's t-test. When our DVs were continuous (ratio or interval), we opted

for Student's t-test [361]. This was selected if we had no signi�cant outliers and

the DVs were normally distributed for each IV group. It was used to compare the

disclosure quantity between our public and researcher groups (Chapter 4). As we had

independence of observations and homogeneity of variances, an independent t-test

was performed. We �rst report the t-value: the size of the di�erence relative to the
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variation. The larger this value, the more likely we are to have signi�cance. We also

report the degrees of freedom (df ): the number of values which are free to vary. The

greater this metric, the lower the threshold for signi�cance. As standard, we also

show p and Cohen's d.

Wilcoxon Signed-Rank. We used the Wilcoxon Signed-Rank test [391] when

comparing related groups. In this case, the same participants responded to multiple

queries. This measure was selected if DVs were ordinal, IVs were nominal and the

distribution of di�erences was symmetrical. For example, it was used to compare the

privacy concerns towards di�erent products (Chapter 5). We report Z, de�ned as the

number of standard deviations the observed value is above the expected mean. The

greater this value, the higher the likelihood of a signi�cant di�erence.

Chi-Squared. When comparing nominal DVs, we required di�erent techniques.

The Chi-Squared (X2) test [295] was selected when we had independence of obser-

vations and a nominal IV. For example, it was used when we compared Paradox

prevalence (Y/N) between our two participant groups (Chapter 6). We report four

resultant values: X2, the degrees of freedom (df ), Cramèr's V and the p-value. The

�rst metric measures how well the distribution �ts with an expected distribution (if

variables were independent). A high value denotes little correlation, implying a sig-

ni�cant di�erence. Since Cohen's d is less suitable for Chi-Squared [105], Cramèr's

V illustrated the e�ect size [105].

McNemar. In the case of repeated measures, we opted for McNemar's test

instead [260]. It was used when we had a nominal DV with two mutually-exclusive

categories. For example, when we compared Paradox prevalence (Y/N) before and

after our prototype session (Chapter 7). We again report X2, df, the p-value and V.

Omnibus tests

Kruskal-Wallis. The aforementioned measures are used to compare two sets of

data. However, we also conducted omnibus tests, where more than two groups are

considered [200]. We selected the Kruskal-Wallis H test [222] when our IVs were

nominal, our DVs were ordinal and there was independence of observations. For

example, we compared a range of technologies in Chapter 6. To assess whether

protective behaviour di�ered, we made use of this technique. As in the Chi-Squared

test, we report the X2 value, the degrees of freedom (df ) and the p-value. Since

the technique is omnibus, it was followed by pairwise comparisons. We used Mann-

Whitney U tests, before applying Bonferroni correction.
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Friedman. When conducting omnibus testing over related samples, we made use

of the Friedman test [145]. This is selected when DVs are ordinal and participants are

measured more than twice. As explained above, we compared six devices in Chapter

5. To support this, each participant provided six concern evaluations. Therefore, the

Friedman test was most appropriate. We report X2, df and the p-value. Wilcoxon

Signed-Rank tests were then used for pairwise comparisons.

Bonferroni correction. While omnibus tests can signal that a metric varies,

they do not highlight the di�ering groups. To achieve this, we compare each group

against its counterparts in a pairwise fashion. Unfortunately, this can lead to the

Multiple Comparisons Problem [259]. The more comparisons are made, the more

likely signi�cance will owe to chance. We compensate for this by applying Bonferroni

correction. This decreases the signi�cance threshold accordingly [124]. For example,

we compare the privacy concerns toward six products (Chapter 5). Since this resulted

in 15 comparisons, the signi�cance threshold α became 0.003 (0.05 ÷ 15). This

approach reduces the risk that �ndings are claimed when they owe to chance.

Single-sample tests

Occasionally, single-sample techniques are applied on our data. These compare re-

sults against a hypothesised distribution, testing whether they di�er signi�cantly. If

there are three response options, we might expect proportions to be near one-third.

However, if one option receives 80%, then the distribution might not be due to chance.

Chi-Squared Goodness-of-Fit. When we have nominal variables, mutual ex-

clusivity and independence of observations, we selected the Chi-Square Goodness-of-

Fit test [53]. This was used in Chapter 4 to analyse the proportions of data disclosure.

1% of participants disclosed no data, compared to 72% revealing two elements. Based

on this, the proportions did not appear due to chance. We report X2, df, Cramèr's

V and the p-value.

Single-sample Wilcoxon. When our DVs were ordinal, we chose the single-

sample Wilcoxon Signed-Rank test [391]. This was used to ascertain whether values

di�ered from a hypothesised median. For example, we also studied privacy concerns

in Chapter 4. We wished to analyse how responses di�ered from a neutral response.

Since 92.8% expressed strong replies, this distribution did not appear due to chance.

As for a two-sample test, we report the Z -value, Cohen's d and the p-value. Through

the use of appropriate techniques, we consistently analysed our collected data.
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3.3 Qualitative Techniques

Data preparation

Purpose. In addition to collecting metrics, we also received qualitative data. Through

these extended comments, we can consider the rationale of our participants. Indi-

viduals might express several justi�cations for the Privacy Paradox. By designing

responses around these factors, we have a greater chance of mitigating the issue.

However, due to the richness of qualitative data, it can be prone to subjectivity

[149]. To extract reliable �ndings, details must be analysed in a robust manner.

Therefore, we conform to the rigorous techniques outlined below.

Formatting. Due to our range of studies, qualitative data was received in a vari-

ety of forms. While we collected textual remarks in Chapter 5, Chapter 6 interviews

produced hours of audio. Before conducting analyses, the data needed to exist in a

standard format. Therefore, as a �rst stage, we presented our responses consistently.

Most of the responses were textual in nature. These might be received from

physical forms or online questionnaires. In the former case, they were transcribed

into an electronic document. In the latter case, the responses could be downloaded.

They were then removed from the portal for security reasons. The resulting document,

usually in CSV format, could then be analysed.

Transcription. In several cases, we conducted semi-structured interviews. We

considered collecting responses through rough notes or discrete responses. However,

we did not wish to constrain the richness of our data. Furthermore, note-taking might

impede the engagement between researcher and interviewee. Therefore, we decided

to audio-record these extended discussions. To undertake qualitative analyses, these

�les required conversion into textual transcripts.

We subscribed to `verbatim transcription' [246], where discussions are detailed

in their entirety. Although this approach is time-consuming, it provides the most

detailed account of the interaction [246]. Since we wished to dissect behavioural

rationale, this was considered important.

Inductive analysis

Overview. For the extraction of qualitative �ndings, we conducted an inductive

process of thematic analysis [323]. This technique, also dubbed `framework analysis',

is considered bene�cial for four types of research questions: contextual, diagnostic,

evaluative and strategic [322]. Since we wish to explore reasons behind a contextual
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issue, it appeared appropriate. It is also �not bound by a particular epistemological

position, giving it freedom and �exibility� and is suitable for varied samples [292].

Data-driven approaches lead to coding which is not placed into a pre-existing

model [64]. Although they are often more time-consuming than deductive variants,

they seek to avoid bias from latent assumptions [61]. We considered using specialised

software (e.g., NVivo) to support our analyses. However, we found coding more

�exible when undertaken manually.

Familiarisation. We followed the popular approach outlined by Ritchie et al.

[323]. After formatting our data consistently, we began with familiarisation. This

was undertaken by parsing through each transcript in detail. The text was read and

re-read, enabling initial patterns to emerge. For example, in the prototype evaluation

(Chapter 7), we parsed over the responses of our 504 participants.

Annotations. We then began to append brief annotations to the transcripts.

These were high-level in nature, and did not seek to be comprehensive. This process

was undertaken iteratively as the transcripts were parsed. While a theme might be

opaque in the �rst reading, it might gain salience after further review. Once this

process was conducted for all responses, initial patterns began to emerge. Several

examples are now discussed below.

In the semi-structured interviews (Chapter 6), participants justi�ed their avoid-

ance of privacy policies. While many found them complex, some were deterred by the

e�ort required. We solicited Paradox justi�cations in the longitudinal study (Chap-

ter 8). Some cited a lack of awareness, whereas others blamed functionality bene�ts.

These annotations were not �nal; they merely supported theme construction.

Themes. Based on the annotations, we then inductively developed our themes.

This process was undertaken separately for each question. It is possible to encapsulate

entire interviews within a set of themes. However, our questions explored a diverse

range of topics. To allow responses to be fairly analysed, these queries were considered

separately. For example, the views of all participants would be explored together for

each question. This approach supports the comparison of concerns, behaviour and

rationale between respondents [187]. Themes were formed by reviewing the common

annotations. We also included those views which were clearly distinct from other

responses. Even if a justi�cation was given by a single person, it was retained. By

respecting these deviant cases [23], our themes should represent the data.

The process was undertaken consistently across our studies. In the semi-structured

interviews (Chapter 6), there were several themes for password avoidance. While

some users considered their data to be innocuous, others thought passwords were
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`too much e�ort'. In our prototype study (Chapter 7), we asked what would motivate

protective behaviour. Some suggested `vendor warnings', while others favoured `new

helpful features'. Based on these topics, we began to formulate our �ndings.

Coding indices. When the themes appeared �nalised, we produced draft coding

indices. These enumerated the themes in a logical order. They also established

consistent and representative naming. This skeleton sought to encapsulate the range

of responses to each question. A distinct index was developed for each (qualitative)

query in the thesis. As previously outlined, this was important due to our diverse

questions. When categories appeared too broad, the themes were subdivided to form

a hierarchy. For example, there might be multiple reasons a person would oppose

data selling (Chapter 6). The individual may either dislike the principle or desire

remuneration. To enable a rich analysis, such themes were separated into subthemes.

We also noted the `deviant case' [23], and avoided the temptation to subsume

infrequent opinions. Our indices were then adjusted iteratively until we believed

the data was faithfully represented. Example indices can be found below in Figure

3.1. The leftmost structure concerns the ownership justi�cations for wearable devices

(Chapter 5). On the right, we present the index for device data access (Chapter 6).

As shown, several themes existed for ownership justi�cations. These were �rst

divided by each participants' discrete `Yes/No' response. Within these subthemes,

there were many reasons to purchase a wearable. These devices support convenient

applications, ranging from noti�cations to �tness tracking. They also o�er advantages

in usability and functionality. Similarly, participants had several reasons for rejection.

For example, the devices might be considered expensive or prone to breaking. Ratio-

nale also varied when considering device data access, as shown on the right. Some

individuals feared the reach of hardware vendors, whereas others thought that Google

was capable. As before, the hierarchies enabled a detailed analysis of opinions.

Coding frames. Once the indices were �nalised, they were developed into our

coding frames. These tables can be found in Appendix A. For brevity, we only include

frames that are relevant to our textual discussion. Through the use of these tables,

we categorised participant responses. To increase the robustness of this process, we

developed strict de�nitions for each theme. While coding, we occasionally noticed

that additional themes were necessary. In these circumstances, frames evolved as

nodes were added. If ambiguity still existed, the de�nitions were strengthened to

minimise misclassi�cation.

An example frame can be found below in Table 3.1. This encapsulates responses

to Question 12 in the Chapter 8 interviews. In this query, we asked participants
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Figure 3.1: Draft Coding Indices: Chapters 5 (left) and 6 (right)

how they might stop apps from reading their smartwatch data. All frames comprise

at least three columns. The �rst represents the top-level themes. These provide a

general overview of participant opinions. In some cases, this theme is speci�ed based

on discrete responses, such as the reply to a Likert Scale. On these occasions, it is

highlighted in the appendices. If subthemes exist, another column is added to divide

the category. Similarly, subsubthemes are denoted through further columns. We

then include strong de�nitions for the lowest-level divisions. These seek to reduce

ambiguity by distinguishing between topics. The �nal column houses the relevant

responses. For brevity, we only display one quote per theme in this thesis.
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Table 3.1: Example Coding Frame: Question 12 in Chapter 8

Theme Subtheme De�nition Quote

Approaches Revoke app permissions Responses in this category
would prevent apps accessing
data by changing/disabling the
permissions for those apps.

�You could revoke per-
missions for your con-
tacts or your personal
data, etcetera�

Uninstall apps Responses in this category
would prevent apps access-
ing data by uninstalling apps
which they believe to place
their data at risk.

�Or I could uninstall
the app if I felt that
was needed�

Avoid/remove sensitive data on watch Responses in this category
would prevent apps accessing
data by ensuring they have no
sensitive data on their watch.

�Ensuring I don't have
any sensitive data on
there�

Disconnect watch from smartphone Responses in this category
would prevent apps accessing
data by disconnecting their
watch from the paired smart-
phone. This would stop the
phone from receiving watch
data.

�So it's not connected
to my mobile phone�

Unsure Responses in this category are
not certain on how to prevent
apps accessing data.

�Not sure how to go
about doing that�

Impossible Responses in this category
doubt it is possible to delete
the data that apps have access
to.

�I also don't think you
could make it do that�

Through analysing the frame, we can explore the range of responses. In the

aforementioned question, many individuals thought access was limited by revoking

permissions. Others believed it was safer to uninstall the applications. Several partic-

ipants were less sure, or thought protection was impossible. As will be outlined below,

a conversation might concern more than one theme. Therefore, the total number of

comments might exceed the number of participants.

Coding approach. After the frames were �nalised, we began coding our data.

This involved copying relevant excerpts into the �nal column. The same approach

was used for all of our qualitative data. Once the transcripts were completed, the

frames became fully populated. Through comparing the proportions of themes, we

could explore which topics were most prevalent [275].

While themes were independent, a participant might mention several when an-

swering a query. This is commonly found when conducting inductive analyses [307].

To support a rich exploration, responses could be coded with multiple themes. In

some cases, topics could con�ict or support opposing sides of an argument. For exam-

ple, we asked individuals about device upgrades in Chapter 6. Interviewees frequently

gave reasons both in favour and against this action. As mentioned above, this often

meant that responses exceeded the number of participants. For this reason, we made

a distinction between two proportions: comments and participants.
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A comment was de�ned as an utterance that has been coded. An individual is

likely to mention several codes in a single answer. Each distinct remark would be

considered a separate comment. Therefore, if a person repeatedly made the same

point, it was only counted once. The total number of comments is the sum of all the

codes mentioned by all participants. In the above frame, 16 distinct remarks were

made. However, only 10 individuals took part in the study. Since `uninstall apps'

was mentioned on four occasions, this would result in a percentage of 25% (4/16).

In the case of participants, we study how many individuals cited a certain code.

For example, four out of 10 users spoke of uninstalling apps. This would result in a

participant percentage of 40% (4/10).

Reporting. Once coding is complete, we receive a collection of populated frames.

We can then extract �ndings through several approaches. Firstly, we highlight those

perceptions which are most prevalent. For example, in Chapter 6 we explored the

factors which in�uence the Paradox. Since a `lack of awareness' was the most common

theme, it appeared a sensible candidate. Secondly, we investigate interesting but

uncommon responses. While these remarks challenge categorisation, they provide

unique insights. For example, in Chapter 5, one person bought a tablet despite privacy

concerns. This might suggest that functionality was considered more important.

Thirdly, we compare perceptions between participant groups. If their theme pro-

portions are dissimilar, it suggests that viewpoints are di�erent. Such an approach

is frequently used to extract �ndings from qualitative data [275]. For example, we

compared our treatment group and our control group in Chapter 8. When discussing

unauthorised access, treatment individuals feared for their personal data. In contrast,

40% of others doubted their watch's sensitivity. Finally, when presenting results, we

highlight vivid examples [64]. These are participant remarks that typify a speci�c

theme. Throughout this thesis, they are displayed alongside qualitative results. By

grounding our �ndings in rich data, our conclusions should be true to our participants.

Qualitative validation

Overview. Through our inductive approach, we undertook a detailed analysis of

our collected data. However, due to the richness of our content, there were risks of

misinterpretation. To add further rigour to our process, we then performed qualitative

validation. This was achieved through four techniques: triangulation [139], repeated

coding [245], multiple coding [293] and respondent validation [56]. Due to practical

constraints, each approach was not used in every study. However, they introduced

rigour when it was most required. We outline our techniques below.
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Triangulation. In this process, we receive data from multiple sources. Then,

by comparing these results, we can corroborate our �ndings. This mitigates bias

and variation found in the individual sources [139]. If we receive a result in one

experiment, we can have a degree of con�dence. However, if this is supported by a

di�erent instrument, the conclusion is more likely [139]. At a high level, our thesis

uses frequent triangulation. For example, the Paradox's presence is con�rmed in

Chapters 4, 6, 7 and 8. This gave us con�dence that the issue is prevalent. Privacy

rationale is also explored through multiple studies (6, 7 and 8). Since justi�cations

appeared to align, we are con�dent in our �ndings.

Triangulation: Process. Within individual chapters, triangulation is also used.

In Chapter 4 we do not collect qualitative data. However, behaviour is studied through

both disclosure and online actions. In both cases, behaviour rarely appeared to be

privacy-protective. This seemed to encapsulate the position of our sample.

Our semi-structured interviews (Chapter 6) explored a variety of devices. To

increase the richness of our data, topics were approached from several angles. For

example, we asked participants why privacy-invasive products are used. We also

requested justi�cations for the Privacy Paradox. In both cases, a lack of awareness

was frequently mentioned. This gave us con�dence to target the issue.

We conducted our longitudinal study in Chapter 8. To increase rigour, we triangu-

lated through using both questionnaires and interviews. In the surveys, we explored

participants' responses to privacy incidents. We then discussed potential risks in the

interviews. Since rationale aligned on both occasions, we were con�dent in our results.

Repeated coding. We sought for our coding to be as robust as possible. This

was undertaken by re�ning frames and using strong de�nitions. However, when data

is coded once, subjectivity might have some in�uence [346]. This can occur for several

reasons. Responses might not directly align with themes, challenging the categori-

sation. Alternatively, the phrasing of the data might lead to ambiguity. To increase

rigour, coding can be conducted twice over several weeks. By comparing the results,

one can calculate their intra-rater reliability [245]. This can be used to identify frames

in need of re�nement.

Repeated coding: Process. The longitudinal study (Chapter 8) was the apex

of our work. Since it addressed our central question2, we sought to validate its

results. Therefore, the doctoral researcher performed repeated coding on all the

data. Although this was time-consuming, it presented a chance to re�ne our frames.

2Central question: Can the Privacy Paradox be mitigated in the context of smartwatches?
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Once the �rst coding was complete, we populated a framework matrix [147]. For il-

lustration, the gameplay matrix from Chapter 8 is found below in Table 3.2. Columns

represent participants, while rows denote questions. Each cell contains the coded

theme, with more than one often assigned. For example, Participant J appreciated

both the interaction and performance of their game.

Table 3.2: Example Framework Matrix: Chapter 8 Gameplay Responses

After three weeks had passed, we performed the second coding. This period was

installed to reduce retention from the �rst parse. The same frames were used, since

we sought to validate and re�ne their structure. Another matrix was then populated

with the new results. We analysed consistency by comparing the theme distributions

through `proportion agreement' [271]. In the above case, 54 themes were assigned

across both rounds. If 2 were unique to the �rst and 2 were unique to the second, we

would match on 50/54 occasions. This would result in an agreement rate of 92.6%.

We selected this method over Cohen's kappa [93] for two reasons. Firstly, there were

a large number of themes, reducing the risk that matching is due to chance. Secondly,

since responses often mentioned multiple themes, kappa is not appropriate [93].

Since the results have relevance to Chapter 8, they are outlined in Section 8.4.

We considered using repeated coding for our Chapter 6 interviews. However, with 40

discussions of 20 minutes, the time investment was deemed excessive. We thought this

time was better spent on validating the �nal study. In both Chapter 5 and Chapter

7, we received quantities of qualitative data. However, since responses were brief and

textual, a single parse was felt su�cient.

Multiple coding. Researchers can often judge a matter in di�erent ways. Pro-

vided with the same data and coding frames, individuals might produce several dis-

tributions. Only if the frames are precise, will the results be consistent. To introduce

further rigour into our analysis, we undertook multiple coding [293]. In this process,

two individuals code the same transcripts. They are provided with frames which they

gradually populate. Once complete, their theme proportions are compared. If the
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results are similar, it gives con�dence to the analysis. However, if the proportions

di�er greatly, the coding is prone to excessive subjectivity.

This approach is recommended as good practice in qualitative research [293]. Since

our longitudinal study was of prime importance, its data was multiple-coded. While

we considered the technique for other chapters, the process was not deemed necessary.

In the product perception surveys (Chapter 5), qualitative data was short and brief.

Similarly, responses were not extensive in the prototype study (Chapter 7). This was

accepted, as our online approaches balanced richness against sample size. Our semi-

structured interviews (Chapter 6) were a candidate for multiple coding. However, with

40 discussions of 20 minutes, it would have taken considerable time. Furthermore, we

lacked another student for consistent collaboration. Therefore, the time was deemed

best invested into the longitudinal study.

If two individuals undertook inductive analysis, they would each approach the

topic with di�erent viewpoints. Therefore, it is improbable that their coding frames

would be similar. In our studies, we did not wish to receive a di�erent interpretation.

Since our frames were informed through �ve studies, the lens was appropriate. In-

stead, we sought to validate the robustness of our coding. To achieve this, the second

researcher populated our frames. The agreement rate was then used to highlight areas

for re�nement.

Multiple coding: Process. We now brie�y outline our process for this multiple

coding. The �rst parse was undertaken by the doctoral student. They used the re�ned

frames from the repeated coding (as outlined above). Based on the proportions of each

theme, we then populated a framework matrix [147]. As before, columns represented

participants and rows denoted questions. We then approached a second coder, who

was another member of our research team. They had recently joined the university

and were not familiar with the student's work. They also lacked a Computer Science

background, unlike the student. Their coding o�ered a rigorous evaluation of our

frame's comprehensibility.

To begin, the second coder was given the interview transcripts. They also received

the coding frames, with one created for each question. The excerpts were removed

from the tables, ensuring their categorisation was not in�uenced. From the ques-

tions, theme names and de�nitions, they repopulated the frames. Once complete, we

produced a framework matrix from their work. To compare the theme distributions,

we again opted for proportion agreement [271]. This approach was selected for the

aforementioned reasons. Since the results are more relevant to Chapter 8, they can

be found in Section 8.4.
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Once the comparison was complete, we considered the areas of disagreement.

Their de�nitions were updated to reduce further ambiguities. This produced the

�nal frames, which were then used for our qualitative analyses. Since we followed this

rigorous process, we believe our research was undertaken in a robust fashion.

Respondent validation. Finally, we outline the technique of respondent valida-

tion [56]. Researchers might be in agreement over an individual's responses. However,

the participant is not involved in this process. Therefore, there is a risk that their

views are misinterpreted. Findings could be based on transcription errors or ambigu-

ities. This is particularly likely when transcribing large quantities of audio. However,

if we liaise with participants, we can verify whether we have captured their opinions.

Respondent validation seeks to involve these individuals in the process [56]. To

achieve this, we assigned our interviewees a number of tasks. Firstly, they veri�ed the

accuracy of their transcript. This reduces the risk that simple errors are introduced. If

the textual account is accurate, we have a solid foundation for our analysis. Secondly,

since this approach follows coding, they checked the appropriateness of their assigned

themes. If an answer was ambiguous or misinterpreted, the topics might not match

a participants' views. However, as is standard in respondent validation, amendments

were not automatically honoured [56]. Although interviewees know what they said,

they often lack subject-matter expertise. For example, while a participant might

regard themselves as informed, they may express a low degree of privacy awareness.

In this case, they might not recognise the threat or protection. Therefore, requests

for amendment were weighed against our own judgement.

These two tasks were completed for our Chapter 6 interviews. For our longitudinal

study (Chapter 8), an additional stage was included. Based on responses to Protec-

tion Motivation Theory questions, we produced several `participant pro�les'. These

comprised textual characterisations of each person's rationale. To inform our �nd-

ings, it was important that these pro�les were representative. Therefore, interviewees

were also asked to check the descriptions.

Respondent validation: Process. A similar approach was undertaken for both

studies. After the discussions were completed, we sent each participant their interview

transcript. This transcript had been reviewed several times to minimise the error rate.

Beneath each answer, the relevant codes were listed clearly. An example transcript

can be found below in Figure 3.2. This excerpt illustrates an answer to Question 8

in Chapter 6. The main query is highlighted in blue, while follow-up questions are

left-aligned. Participant responses are indented, with the assigned themes shown in

bold. When multiple subthemes are referenced, they are listed within the brackets.
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Figure 3.2: Respondent Validation: Question 8 in Chapter 6

In both studies, interviewees were given two initial tasks. They �rst veri�ed the

textual accuracy of the transcript. They then assessed the appropriateness of the

assigned codes. This judgement had to be made based on the recorded responses.

This prevented a participant from changing their rationale after the interviews. In

the longitudinal study (Chapter 8), interviewees also checked the accuracy of their

descriptive pro�le. Once these tasks were complete, participants responded to the

researchers by email. They could request amendments on any of the aforementioned

grounds. The speci�c results have greater relevance to the chapters. Because of this,

they are detailed in Sections 6.3 and 8.4, respectively.

Summary. As outlined above, we use four techniques for qualitative validation.

Triangulation seeks to corroborate �ndings through data from multiple sources [139].

This approach was used in Chapters 4, 6 and 8. At a high level, triangulation is also

used throughout the thesis. We undertook repeated coding to both validate and re�ne

our frames [245]. The approach is found in Chapter 8, since this study addressed our

central research question.

Multiple coding is a similar technique, but requires the participation of an inde-

pendent researcher [293]. As it seeks to introduce greater rigour, it was also used in

our longitudinal study. Finally, once coding was complete, we implemented respon-

dent validation [56]. Through this technique, respondents verify that they have been

appropriately interpreted. Since interviews are most prone to ambiguity, it was used

in Chapters 6 and 8. By adopting validation, we seek to conduct robust analyses.
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3.4 Threat Models

Overview

Purpose. In Section 3.5, we describe our process for selecting contextualised ques-

tions. These are used throughout the thesis to gauge privacy concerns. The queries

solicit a Likert-scale response to a troubling incident. This follows the popular ap-

proach of Lee et al. [232]. These authors explored concerns on wearables, and hence

the technique appeared �tting for IoT devices. While they labelled their queries as

`scenarios', we opt for `contextualised questions'. This avoids con�ating the approach

with that of descriptive vignettes [135]. However, concern queries are still grounded

within a rich environment. This supports a nuanced analysis of participant opinion.

As will be highlighted in Section 3.5, the questions had three selection criteria. Of

central importance was feasibility, since it is crucial that the incidents are possible.

If issues are infeasible, we learn little from participant unease. To make such a

judgement, we �rst required an explicit threat model. This construct outlines the

risks that are deemed in scope within a particular context [274]. To support grounded

analyses of concern, we selected sensible models.

Overview. Our research requires two distinct threat models. At the start of

this thesis, we explore privacy in a general sense. Although we scope to `information

privacy' [92], a range of devices are considered. This allows concerns to be compared

in the Chapter 6 interviews. To gauge perceptions across several products, we need

a general threat model.

However, we re�ne our scope as our research progresses. The interviews suggest

that the Paradox is common in wearable environments. Therefore, smartwatches are

explored in Chapters 7 and 8. The �rst threat model would be inappropriate for these

analyses. There are risks, such as device theft, which might be more common to wear-

ables [320]. Furthermore, certain threats might have lesser relevance to smartwatches,

such as malware [213]. As a result, the smartwatch model was also developed.

General model

Considerations. For the general model, we considered high-level risks to common

devices. Since we analysed a range of products, it was required to be broad. If not,

incidents facing some technologies might be considered infeasible. This would bias the

comparisons of privacy concern. We believe many individuals would desire greater

data protection. However, this eventuality is impeded by several factors. Firstly,

since online privacy tends to lack salience [3], it is often forgotten. Secondly, as
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settings are frequently opaque or hidden, protection might be challenging to achieve

[59]. Finally, privacy is usually a secondary goal [188]. Because of this, users might

become preoccupied with device functionality. Based on these considerations, we

constructed our �rst threat model.

Threat model. Individuals were assumed to have some interaction with tech-

nological devices. These products could range from desktop computers to wearable

gadgets. Through this interaction, they would receive functionality bene�ts. How-

ever, they might also encounter a number of risks. Cybercrime is prevalent, with

¿130bn lost globally in 2017 [173]. Attacks can take many forms, from hacking to

phishing to malware infection. Malicious parties might in�ltrate a computer to access

its data. They could also delete information if the machine becomes compromised.

These issues are increasingly common, as seen in last year's ransomware epidemic

[172]. Data might also be desirable to technology companies. Depending on settings,

details can be accessed through apps or operating systems. Although access is often

optional, users rarely read their privacy policies [155].

Free services are provided by several large corporations (e.g., Google, Facebook,

etc.). Due to their popularity, we assume they are used by most individuals. These

services might possess privacy features, such as passwords, permissions or policies.

However, such settings often lack salience or usability [197]. To fund free services,

companies frequently collect consumer data [335]. This has been demonstrated by

the privacy controversies in 2018 [156]. Collected details can then be used in a variety

of ways. Data be deleted or processed no further. It could also support marketing

and advertising e�orts. Alternatively, it could be shared or sold on data exchanges

[334]. These practices are common and support much of the digital economy [334].

Therefore, if a user encounters a privacy risk, it likely originates from one of two

sources: tech companies or malicious parties. The former case may be consented,

while latter issues are unconsented. Since these incidents are reasonably common, we

believe this to be an apt threat model.

Smartwatch model

Considerations. After the Chapter 6 interviews, we scoped our focus to smart-

watches. As justi�ed in Section 7.2, we selected the (Android) Wear OS ecosystem.

Therefore, we required a distinct threat model. Unlike in the previous case, individu-

als are unlikely to use web browsers. Since the market is smaller, there might also be

less targeted malware [213]. However, users do operate within a constrained interface.

Functionality might also be dependent on third-party applications. Furthermore, as
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GPS is possessed on many watches, positions might be identi�able [32]. Due to these

factors, users are likely to face di�erent threats.

Threat model. Individuals are assumed to use a smartwatch. Their device can

support convenient applications, which are installed through an app store. Many of

these programs are developed by third-party vendors. These companies might have

an incentive to access smartwatch data. While data supports personalisation, many

�rms are funded by processing these details [59]. This data could then be shared

or sold (potentially aggregated) to external parties [334]. Fortunately, smartwatches

possess settings to restrict collection. By con�guring app permissions, the access of

companies can be limited. However, since this approach can reduce functionality, it

is often overlooked by users [36].

Location services are supported, whether natively or through a paired smartphone.

GPS o�ers useful features, such as exercise tracking and route navigation. However,

to provide this functionality, the device's current location is identi�ed [32]. Although

locations can be inferred throughWiFi or mobile networks, GPS provides a precise po-

sition [398]. Smartwatches are also small, expensive, popular and consumer-oriented.

Like smartphones, this places them at a reasonable risk of loss or theft [256]. Indeed,

as expressed by Ricci et al. [320], their �size and portability makes them easy to steal �.

Since watches are novel and visible, they might attract attention. Therefore, based

on the above points, threats might arise from app companies or petty criminals.

3.5 Consistent Selection Criteria

Concern contextualised questions

Purpose. To analyse the Paradox, we must explore participants' privacy concerns.

However, as previously mentioned, the principle is inherently contextual [278]. Fur-

thermore, when privacy is primed, individuals' concerns are often in�ated [65]. There-

fore, the topic is challenging to assess in a fair manner.

Scenarios have proved e�ective in many previous studies [2,133,232]. The approach

grounds privacy risks within a particular context. By evaluating reactions to these

incidents, we can ascertain the degree of concern. This avoids the term `privacy',

also reducing the likelihood of priming. Lee et al. [232] adopted this approach when

analysing wearable concerns. Since we explore novel environments, we believed it

would be appropriate. However, unlike Lee et al., we do not label our queries as

privacy scenarios. We opt for `contextualised questions', as this avoids con�ating the
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technique with descriptive vignettes [135]. To support rich evaluations, we use the

approach in Chapters 6, 7 and 8.

Introduction. Contextualised questions must be carefully constructed. If an

incident is irrelevant then it serves little purpose. Similarly, if the issue is infeasible,

concerns are not truly assessed. To select scenarios, we followed a consistent method-

ology. In Chapter 6, the process was used to choose high-level incidents. This was

important since we compared perceptions across a range of devices. In Chapter 7, the

issues were speci�c to smartwatches. In Chapter 8, the incidents directly concerned

our selected model (Huawei Watch 2). As the same selection criteria were used in all

cases, we established consistency throughout our research.

The criteria comprised: relevance, feasibility and behaviour correspondence. The

rationale for each criterion is provided below.

Relevance. Incidents should all be relevant to the topic of privacy. Otherwise,

expressed concerns would relate to other topics. To increase the chance of relevance,

questions were matched to Solove's archetypal violations [352]. In his popular taxon-

omy, he outlined the methods in which privacy is invaded. These include intrusion,

surveillance and secondary use. If scenarios relate to such violations, they are likely

to concern privacy. Our research scope should also be noted. We consider `informa-

tion privacy', rather than the physical varieties [92]. Therefore, issues should have

relevance to digital devices.

Feasibility. For a fair assessment of concern, the incidents should be feasible. If

a violation is devastating, then participants will clearly express unease. However, if

that threat is impossible, concern evaluations tell us little. To gauge feasibility, we

considered our two threat models. Since we compared several devices in Chapter 6,

we chose the general model. In Chapters 7 and 8, we used the smartwatch construct.

If the issue was possible within our sensible models, it was deemed to have feasibility.

Behaviour correspondence. To explore the Paradox, behaviour is compared

with concerns. For a well-grounded comparison, actions should mitigate the scenario

risk. If a setting can reduce a feared threat, one would hope it is used. Therefore,

incidents must be addressable through available protection. In Chapter 6, these

settings should be common to a wide range of devices. For Chapters 7 and 8, they

should be common to smartwatches. This establishes the principle of compatibility,

where questions relate to the same topic [12]. Such a correspondence is deemed to

support appropriate comparisons [12].
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Selection. The chosen questions are outlined in the individual chapters. Their

selection is justi�ed based on adherence to the above criteria. Through this consistent

and robust approach, we seek to evaluate concern in a grounded manner.

Privacy-protective features

Purpose. We now consider the protective features. These are de�ned as settings

which can be used to enhance privacy. Their selection also followed a robust and

consistent process. This was important for our analyses of participant behaviour.

Introduction. We selected features through four criteria. These comprised:

simplicity, utility, applicability and concern correspondence. Features were considered

in Chapters 6, 7 and 8. In the �rst case, the settings were required to be general.

Since we evaluated a range of devices, the features must be common. Our focus was

then scoped in the latter two chapters. As they analysed smartwatches, the features

were selected from Wear OS settings.

Simplicity. It should be feasible for all tools to be used. A person might possess

genuine concerns about their privacy. However, if protection is excessively complex,

they have few opportunities. To support a fair assessment of behaviour, we took two

approaches. Firstly, tools should be described in an accessible manner. To achieve

this, we avoided the usage of technical terminology. Secondly, settings should not

require Computer Science expertise. Therefore, we excluded tools with command-

line interfaces or USB con�guration.

Utility. For a feature to have relevance, it must provide some bene�t to privacy.

Devices can possess a wide range of settings. However, if a tool provides no assis-

tance, its usage is irrelevant. Therefore, we required features to either raise privacy

awareness, increase control or protect data. When settings o�er such bene�ts, user

privacy is supported.

Applicability. Chosen features must be widely available on the selected devices.

If the settings are rare, then their usage will be uncommon. However, this would

be due to unavailability rather than lax behaviour. As previously mentioned, several

devices are considered in Chapter 6. The features must be supported across the range

of studied technologies. Smartwatches are analysed in Chapters 7 and 8. In the former

case, we consider these devices as a whole. In the latter case, we speci�cally explore

the Huawei Watch 2. For well-grounded evaluations, settings must be common in

their respective environments.
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Concern correspondence. As stated in the contextualised question criteria,

settings should mitigate the risk from incidents. If not, participants cannot be crit-

icised for inaction. Often the issues were chosen after the protective features. In

these cases, there would be no incidents for us to consider. To address this, settings

should be selected which mitigate a range of risks. Then, when scenarios are chosen,

they can establish `behaviour correspondence'. By connecting concerns and actions,

we respect the principle of compatibility [12]. This supports rich assessments of the

Privacy Paradox.

Selection. The selected features are described in Chapters 6, 7 and 8. In each

case, the decision is justi�ed in reference to these four criteria.

3.6 Ethics

Purpose. Since we conduct research on human behaviour, ethical considerations were

essential. We have a duty to undertake studies in a responsible manner. This is par-

ticularly true since we interact with members of the public. Furthermore, participants

might be discouraged if ethics are not considered. This could lead to non-response

bias [164], with privacy-conscious individuals avoiding our research. To minimise

these risks, we followed the below procedures.

Ethical approval. Before each study was conducted, we submitted our designs

for ethical approval. All approvals went through our institution's Central University

Research Ethics Committee (CUREC). As part of this procedure, a wide range of

documents were reviewed. These included methodologies, questionnaires, interview

queries and consent forms. After evaluating this information, the committee could

suggest amendments or seek clari�cations. Once agreement was met, the research

received ethical approval. This was achieved for all the work in this thesis.

Informed consent. Consent was requested before individuals participated in our

studies. This was achieved through several processes. For our street surveys (Chapter

4), an oral description was most appropriate. This was due to the brevity and infor-

mality of the interaction. However, procedures were also included on the questionnaire

forms. Participants signed this document if they agreed with the conditions. Since

we distributed questionnaires at several sites, we also received authorisation from the

local councils. In Chapter 5, we compared product perceptions through an online sur-

vey. As the respondents were remote, the terms were included in the digital portal.

An online approach was also used in Chapter 7, where smartwatch owners evaluated
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our prototype game. Since they participated in three stages (pretest, gameplay and

posttest), they were asked for consent on three occasions.

In Chapters 6 and 8, we directly interacted with our participants. In these cases,

they were provided with written information sheets. The sheets fully outlined research

conditions and data protection. Again, individuals signed the forms to indicate agree-

ment. By acquiring consent in each study, we sought to conduct our work responsibly.

Chapter summary

In this chapter, we outlined our high-level methodology. We also justi�ed the usage of

a range of quantitative and qualitative techniques. Since concerns are gauged through

contextualised questions, we described their selection. After discussing protective set-

tings, we �nished by highlighting ethics. Through subscribing to a standard process,

we establish consistency throughout the thesis. With the methodology outlined, we

now proceed to our �rst study.
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Chapter 4

Can the Privacy Paradox be

con�rmed in the UK?

4.1 Introduction

Background

Previous work has highlighted the disparity between privacy concerns and behaviour

[272]. These Paradox studies have been conducted in a range of environments, from

web browsing [207] to smartphone use [298]. However, while many works are con-

ducted in the US [4, 122, 148, 163, 279, 356], the issue is underexplored in other coun-

tries. As previously mentioned, there has been some research in the UK. Brown [68]

was among the �rst to uncover the Paradox, studying perceptions of online shopping.

Unfortunately, although he interviewed UK residents, the sample size was small (n

= 12). At this point the Paradox was suggested, rather than carefully con�rmed.

Zafeiropoulou et al. [397] assessed the matter through a 150-person survey. They

found that privacy decisions are in�uenced by external factors such as location. How-

ever, despite these insights, less than half of their participants came from the UK. The

Paradox remains underexplored in this context. Privacy is inherently cultural [18],

with perceptions of the topic di�ering across the world. This could result in a variety

of concerns and protective behaviour. Therefore, before considering the IoT, it was

wise to con�rm the Paradox's existence in the United Kingdom. If not, we might

conduct studies on an absent phenomenon. Furthermore, without a solid foundation,

IoT analyses lose their relevance. Once a concern-behaviour disparity is con�rmed,

we can then begin deconstructing the issue.
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Motivation

As will be detailed, we targeted members of the public through a street survey. This

allowed opinions to be solicited in an accessible environment. The survey was under-

taken in four distinct locations: London, Birmingham, Oxford and Cardi�. Since we

wished to analyse a range of views, a single-site study would have been inadequate.

These cities all di�er in terms of region, population size and ethnic demographics.

As perceptions might vary based on background, this o�ered a chance to survey a

spectrum of opinions. We do not claim to be truly representative of the public, as

few studies can. Indeed, as outlined in our critique (Section 9.3), no sites were based

in Scotland. However, if the Paradox is prevalent in our sample, some UK residents

should be susceptible.

While this study sought to con�rm the Paradox, we also had an opportunity to

explore contributory factors. In previous work, a lack of awareness has been com-

monly highlighted [114,309]. If a person does not understand privacy, they might not

recognise the risk [48]. Furthermore, if they lack knowledge of protection, they will

have little chance to guard their data. To explore the in�uence of privacy awareness,

we compared public responses to those of an expert group. This was undertaken

through recruiting a distinct sample of cyber security researchers. As these individu-

als had knowledge of privacy tools, we expected their behaviour to be protective. If

so, it might suggest that awareness can encourage protection.

Methodology selection. A street survey was preferred over alternative method-

ologies. We considered beginning our research with a comparative study. This would

compare perceptions of IoT and less-novel technologies, much as is detailed in Chapter

5. However, without �rst con�rming the disparity, we believed it an unwise approach.

We also considered using an online questionnaire for this UK study. Such surveys are

cheaper to conduct and have a lower time investment [192]. Nevertheless, we decided

that our street approach was preferable. Through conducting the research in pub-

lic, we could access demographics which are underrepresented on the Internet [24].

By distributing the forms in di�erent sites, we also increased the chances of varied

opinions. Furthermore, as online questionnaires were used in later studies, this o�ine

approach could complement their �ndings.
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4.2 Methodology

Hypotheses

We begin the methodology section by discussing our hypotheses. These assertions

directly contribute to our central research question. Reiterating from Chapter 1,

this was: Can the Privacy Paradox be mitigated in the context of smartwatches?

To make progress in answering this question, we must �rst address a more pertinent

subquestion: Can the Privacy Paradox be con�rmed in the UK? For an exploration of

this matter, we extracted both respondents' concerns and behaviour. We also wished

to explore the in�uence of privacy awareness. To achieve this, we must compare

public views against those of our researcher sample.

Metrics. Through our survey, we evaluated four distinct factors. Two related

to perceptions: privacy concerns and self-perceptions, while two regarded actions:

online behaviour and empirical behaviour. We begin by discussing privacy concerns.

To assess whether individuals were concerned about the topic, we solicited whether

they considered online privacy to be important. This sought to match our scoped focus

of `information privacy' [92]. While we considered referencing `concern' explicitly, we

thought this might in�ate responses [65]. Participants answered on a �ve-point Likert

Scale ranging from `Strongly Agree' to `Strongly Disagree' via `Neutral'. This ordinal

response then produced the concern score, which spanned from 1 (low) to 5 (high).

If a person is concerned about privacy, they should �nd it important.

We also explored how individuals perceive their own actions. These self-perceptions

can reveal the behaviour that participants deem appropriate. To assess perceptions,

we asked respondents whether they were private with their own data. Again, we

used a �ve-point Likert Scale ranging from `Strongly Agree' to `Strongly Disagree'

via `Neutral'. This response comprised the perception score, spanning from 1 (low) to

5 (high). If participants consider themselves to be privacy-protective, this suggests

concern for the principle. In contrast, if they believe they act poorly, it might signify

a lack of interest.

After examining concerns, we moved forward to consider privacy-protective ac-

tions. They were explored through two factors: online behaviour and empirical be-

haviour. To assess the former, we solicited the usage frequency of several protective

measures. These included app permissions and data encryption, with the full list

outlined in the Survey Design. We selected a four-point Likert scale, ranging from

`Always' to `Never' via `Often' and `Rarely'. This was chosen since it was unlikely
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that measures would be used consistently. To compose the behaviour score, we com-

puted a mean frequency across our 10 techniques. It ranged from 1 (low) to 4 (high).

This was deemed appropriate, since the responses were aggregated around the same

topic [58, 78, 280]. If an individual takes frequent action, then they express privacy-

protective behaviour. Since the public might lack awareness of protection [49], we

expect their usage to be rare. In contrast, we believe that researchers will possess the

expertise to use these tools.

In addition to online behaviour, we sought to analyse empirical actions. This anal-

ysis was undertaken subtly to minimise the risk of response fabrication. Our question-

naire requested seven demographic details, three of which were optional. These �elds

included a `Prefer Not to Say' option and were explicitly highlighted as optional. To

explore empirical behaviour, we assessed the degree of disclosure by each individual.

While not a perfect proxy for protective actions, it is indicative of their likelihood.

Based on the number of revealed details, we composed the disclosure quantity. As

before, the questions will be outlined in the Survey Design. Since it is popular to

share data, we expected our public sample to frequently disclose. Researchers should

be aware of privacy risks, and therefore might exercise greater caution.

This design resulted in four metrics: concern scores, perception scores, behaviour

scores and disclosure quantity. Through studying these factors, we explored six hy-

potheses. The �rst two assessed the in�uence of privacy awareness. Through com-

paring the behaviour of the public against our researcher sample, we determined how

actions vary. The other four directly related to our �rst research subquestion: Can

the Privacy Paradox be con�rmed in the UK? To explore whether it exists, each hy-

pothesis compares claims against behaviour. We triangulate �ndings by assessing

concerns, protection and disclosure. If a disparity is found consistently, it is likely

that the Paradox is present.

Hypotheses: Behavioural comparisons. We begin by discussing our compar-

isons between the two participant groups. For our �rst hypothesis, we believed our

expert sample would protect themselves more often than the general public. This

expectation emerged for two reasons. To use privacy-protecting tools, individuals

should perceive a degree of risk. They must also understand the purpose of these

tools and how they are operated. We thought security experts were more likely to

ful�l both of these criteria. Therefore, we asserted that the researcher sample will have

a signi�cantly higher mean behaviour score than the public sample. This supports

our Paradox analysis by examining a potential contributory factor.
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Secondly, we expected the researchers to disclose less information than the general

public. These individuals should understand the risks to user privacy. They might

also have knowledge of data sharing and inference techniques. Therefore, they should

appreciate the importance of cautious behaviour. Based on this rationale, we posited

that the researcher sample will have a signi�cantly lower mean disclosure quantity

than the public sample. This further examines a contributory factor, supporting our

central research question.

Hypotheses: Paradox con�rmation. We now move on to consider the re-

lationship between claims and participant behaviour. These analyses concerned the

public group, since the expert group had a small sample size (n = 25). For this

size, signi�cant correlation would be unlikely even if an association existed. Further-

more, we sought to con�rm the Paradox in the public, rather than for researchers.

Therefore, our �nal four hypotheses concern the street sample.

We did not expect any association between self-perceptions and online protection.

Even if an individual claims to act privately, this might be biased by several factors.

They might be prone to optimism bias and overestimate their protection [220]. They

might lack privacy awareness, and therefore be unaware of settings. For these reasons,

we asserted that there would be no signi�cant correlation between perception scores

and behaviour scores. A similar correlation approach was used by Zafeiropoulou et

al. [397] in their analyses. We accept that a lack of signi�cance does not imply an

absence of relationship. Therefore, we also check that any correlation coe�cient rs is

less than ±0.1. This would imply a `small' e�ect size [94], and that any relationship

is very weak [366]. This hypothesis had direct relevance to our research questions, as

it compares claims against actions. If accepted, a disparity might be present.

We also doubted that these perceptions would correspond with empirical actions.

Our optional questions gave participants an opportunity avoid disclosure. The �elds

were explicitly optional, and a `Prefer not to say' �eld provided a simple alternative.

Intuitively, if a person claims to act privately, one would expect them to minimise their

disclosure. However, the Privacy Paradox would contradict this rational assumption.

To explore the matter, we posited that there would be no signi�cant correlation

between perception scores and disclosure quantity. We also sought to receive a rs <

±0.1. If we accept this hypothesis, we further demonstrate that a disparity is present.

We believed that concerns would bear no relationship with online behaviour. Sur-

veys have shown that individuals claim the importance of privacy [304]. However,

even when concerns are expressed, users often lack protection [4]. Therefore, we
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asserted that no signi�cant correlation would exist between concern scores and be-

haviour scores. Again, we expected a rs < ±0.1. If evidence supports our conjecture,
credence is given to the Paradox.

Finally, we doubted that concern would in�uence empirical behaviour. Previous

work demonstrates that individuals tend to reveal far more than they claim [279].

Therefore, we posited that there would be no signi�cant correlation between concern

scores and disclosure quantity. We again anticipated a rs < ±0.1. This comparison

of claim and behaviour sought to further demonstrate a disparity.

Our six hypotheses are formally summarised below:

1. The mean behaviour score of the researcher sample will be signi�cantly higher

than the mean behaviour score of the public sample.

2. The mean disclosure quantity of the researcher sample will be signi�cantly lower

than the mean disclosure quantity of the public sample.

3. For the public sample, there will be no signi�cant correlation between the eval-

uation scores and the behaviour scores.

4. For the public sample, there will be no signi�cant correlation between the eval-

uation scores and the disclosure quantity.

5. For the public sample, there will be no signi�cant correlation between the con-

cern scores and the behaviour scores.

6. For the public sample, there will be no signi�cant correlation between the con-

cern scores and the disclosure quantity.

All six of our hypotheses directly further the central research question. If several

of these conjectures are con�rmed, it would suggest a disparity between claims and

behaviour. This would con�rm the existence of the Paradox, enabling us to move

forward to explore the IoT. If the expert group acts in a cautious manner, perhaps

education could encourage protection.

Survey design

In this subsection, we discuss the questions asked in our survey. The questionnaire was

composed of �ve sections: Perceptions, Online behaviour, Mandatory demographics,

Optional demographics and Informed consent. These queries and their sequence can
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Table 4.1: Street Survey Questionnaire

# Mandatory demographics

1 What is your gender?

Male Female Other

2 What is your age range?

18-25 26-35 36-45 46-55 56-65 66 and over

3 What is your highest education?

School GCSE A-Level/College Degree Masters PhD

4 What is your country of residence?

(Open Reply)

# Optional demographics

1 What is your marital status?

Single Married Divorced Widowed Prefer Not To Say

2 What is your Twitter username?

(Open Reply) Prefer Not To Say

3 Who is your employer?

(Open Reply) Prefer Not To Say

# Perceptions(Strongly Agree to Strongly Disagree via Neutral)

1 Online privacy is of importance to me.

2 I am private with my data.

# Online behaviour (Always, Often, Rarely, Never, Unsure, N/A)

1 How often do you clean your Internet browser's history?

2 How often do you use Internet browser plug-ins/extensions to protect your privacy?

3 How often do you encrypt data on your computer?

4 How often do you store unencrypted data within a cloud provider such as Dropbox?

5 How often do you share public posts on social networking sites such as Facebook?

6 How often do you share your location on social networking sites?

7 How often do you use Tor for your web browsing?

8 How often do you use encryption tools for your emails?

9 How often do you read the terms and conditions on websites you use?

10 How often do you check permissions before installing smartphone apps?

be found below in Table 4.1. We now continue by outlining the rationale which

informed their selection.

Section order. The sequence of questions was important, as order e�ects can

in�uence responses [360]. When the topic of privacy is primed, individuals often

report greater apprehension [65]. Since we sought to analyse baseline concerns, we

did not want reactions to be magni�ed. Therefore, before mentioning `privacy' in a

question, we assessed disclosure behaviour in the Optional demographics. When it

was then included in the Perceptions section, it was relevant to these queries. Online

77



behaviour was discussed later, after participants had already expressed their concerns.

As responses were made with pen on paper, individuals could not return to adjust

their opinions. This approach should mitigate potential order e�ects.

Perceptions. We used our Perceptions section to analyse the views of each par-

ticipant. Through assessing agreement with simple statements, we explored both pri-

vacy concerns and self-perceptions. To gauge concern, we asked participants whether

they considered online privacy to be important. Although we evaluate concern, we

made e�ort to avoid this terminology. This was crucial, as we wished to disguise the

true focus of our study. Otherwise, demand characteristics could lead participants

to answer in a favourable manner [287]. Fortunately, if a person deems this issue to

be important, then they express concern for the matter. As previously mentioned,

responses were made on a �ve-point scale from Strongly Agree to Strongly Disagree.

To solicit self-perceptions, we asked each individual whether they were private

with their data. The term `private' was preferred to `privacy-protective', as the latter

was considered excessively complex. Again, agreement was ranked on a �ve-point

Likert Scale. Concerns and self-perceptions were assessed through a single question

each. This approach sought to minimise questionnaire length, as this can contribute to

response fatigue [88]. We deemed this important in street surveys, since interactions

are limited on time. While this was appropriate in this con�rmatory study, concerns

are deconstructed in later chapters.

Online behaviour. For behaviour, we explored the usage frequency of protective

tools. The chosen techniques were varied, ranging from encryption to anonymous

browsing to app permissions. We did not adopt the selection criteria from Section 3.5.

In this initial study, we were not comparing behaviour across devices. Furthermore,

our focus was not scoped to a subset of devices. We simply explore high-level actions

to con�rm the Paradox. Therefore, we selected tools through three basic criteria:

utility, comprehensibility and commonality. Firstly, it was crucial that each technique

was bene�cial for privacy. If it did not o�er information or protection, then it was not

relevant to our considerations. Secondly, the approach should be comprehensible to

our audience. To support this, we avoided the use of technical terminology. Although

anonymous browsing requires some knowledge, most of the settings were common.

Finally, the tools should be frequently found in digital environments. They might be

included on existing software (e.g., web browsers) or compatible with many operating

systems. This grants individuals an opportunity to use these features. Through

these criteria, we selected the above seven privacy-protective techniques (all Online

behaviour questions other than 4, 5 and 6).
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We had concerns that participants might blindly respond `Always' for all the

techniques. This assimilation e�ect would lead to inaccurate judgements of behaviour

[342]. To mitigate bias, we also included actions which place privacy at risk. To

disguise this approach, the question order was shu�ed. The actions are found in

Online behaviour questions 4, 5 and 6. These activities were also selected based on the

three aforementioned criteria. Since `Never' responses were now privacy-protective,

these replies were reverse-coded. Through assessing the frequency of varied actions,

we conducted a broad analysis of participant behaviour.

As previously mentioned, tool usage was reported on an ordinal scale (spanning

from `Always' to `Never'). Therefore, rather than assessing whether techniques were

used, we also considered the frequency of usage. This accommodated the fact that

settings could be accessed once but quickly forgotten. We also included `Unsure' and

`N/A' options to avoid compelling uninformed replies. As it would be inappropriate

to punish uncertainty, such responses were not factored into behaviour scores. When

calculating these scores, we took a mean of the frequencies (with reverse-coding ap-

plied). This resulted in a �gure from 1 (low) to 4 (high). If an individual took frequent

action (4/4), then they protected their privacy. In contrast, if tools are rarely used

(1/4), data might have been placed at risk.

Mandatory demographics. Demographic �elds were divided into two sections:

Mandatory demographics and Optional demographics. We used the former to monitor

the representativeness of our study. While we also undertook demographic compar-

isons, all discussion is omitted from the thesis for brevity.

Our form began by soliciting gender, age range, highest education level and coun-

try of residence. None of these queries were considered to be particularly sensitive,

and all are commonly found in questionnaires. This was important, as it avoided

priming concerns before the optional section.

Optional demographics. These queries were included to assess empirical dis-

closure behaviour. Three details could be supplied, with �elds displayed in order of

sensitivity. Each �eld was optional, with a `Prefer not to say' �eld o�ering a simple

alternative. We also informed the participants of this situation through an oral script.

Therefore, if a person chooses to disclose data, they do so of their own accord. We

accept that there is a fabrication risk, with individuals feigning cooperation. How-

ever, since it is quicker and easier to avoid the question, we doubt false details were

frequently given. This matter is discussed in the critique (Section 9.3).
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The �rst �eld was marital status, regarded under the Data Protection Act and

GDPR as `personal data'1. This was chosen as it reveals information about the

participants' private life. As this query was optional, participants would be wise to

avoid unnecessary disclosure. The second �eld was for Twitter username; data which

could be used to research the individual [11]. This was included as it reveals details

about a participant's online identity. Since the vast majority of Twitter accounts

are public [255], this could enable access to personal information. These pro�les can

host large quantities of data, including images, websites and private opinions. This

could allow sensitive details to be discovered or inferred. The username could also be

used to contact the individual, which we would expect to be undesirable. Finally, we

solicited the identity of the individual's employer. This information reveals details

about a person's professional life. Such data, particularly in combination with gender

and age range, could make an individual highly identi�able. It could also be used to

infer salary range, o�ce location and socio-economic status. Since avoiding disclosure

was simple, we did not expect this to be revealed.

The number of revealed details denoted each individual's disclosure quantity. Im-

portantly, we assessed the presence or absence of this data, rather than the data itself.

This approach was taken for ethical reasons, as this information could be sensitive.

Although disclosure is not a perfect proxy for behaviour, it does give empirical ev-

idence of a person's actions. If a person claims to value their privacy, it would be

rational for them to show caution.

Informed consent. We then solicited consent from our participants. We began

by explaining our data collection and how responses will be stored. We continued by

highlighting redressal procedures and how to withdraw from the study. To minimise

confusion, an oral script was also delivered by the researcher. Finally, both parties

signed the document to indicate their agreement. If an individual forgot to complete

this section (which happened on three occasions), their responses were securely dis-

carded. Therefore, we only analysed data from those who gave informed consent.

Before undertaking the study, we received ethical approval from our institution. We

also got explicit authorisation from the four local councils for each site. By complying

with these requirements, we undertook our research in a responsible manner.

1https://www.policybee.co.uk/blog/13346/new-data-protection-regulation-out-

with-the-data-protection-act-in-with-gdpr
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Participant recruitment

Public sample. We recruited participants across four distinct sites: London, Birm-

ingham, Cardi� and Oxford. Since we wished to survey members of the UK public,

this was preferred to targeting one location.

To solicit a heterogeneous sample of citizens, we selected sites varying in region,

population size and ethnicity. London has a population of over 8 million people and

a diverse mix of ethnicities2. As the largest metropolitan area in Western Europe, it

typi�es an urban environment. Our site was based on a busy shopping street in the

borough of Hammersmith & Fulham. Birmingham has just over 1 million inhabitants

and is the most-diverse city in the UK3. Socio-economic status tends to di�er from

London and it retains a strong Midlands identity. We distributed questionnaires

near Birmingham New Street Train Station, since it is the busiest station outside of

London. Cardi� has 341,000 people and is predominantly White British4. It is also

in Wales (rather than England), with the nation possessing a distinct culture. The

survey took place on St Mary's Street, the central commercial street of the capital.

Finally, Oxford is least metropolitan, with a population of 150,0005. Our site was

situated on Cornmarket Street, a busy pedestrianised thoroughfare.

For logistical reasons, no sites were included from Scotland or Northern Ireland.

In future work, we wish to target larger samples in a diverse range of locations.

The doctoral researcher recruited all the participants, mitigating in�uence from

multiple individuals. They also distributed the forms and acquired informed consent.

Questionnaire distribution took place for �ve hours daily between 10am and 3pm.

These periods were chosen since: a) the sites were most busy; and b) it allowed

for travel time. Since the participants were recruited on public streets, we directly

interacted with a varied demographic.

Our screening criteria were simple: all participants must be adults who are able

to give consent. We decided against a restricted sample since we wished to survey the

general public. Individuals were not allowed to participate more than once, as that

would bias the distribution of our results. On the rare occasions that respondents

forgot to sign their form, their responses were discarded.

The public were compensated with a nut-free chocolate bar for their time. We felt

this was appropriate since form completion took approximately three minutes. Al-

2https://www.trustforlondon.org.uk/data/topics/population-geography/
3http://worldpopulationreview.com/world-cities/birmingham-population/
4http://worldpopulationreview.com/world-cities/cardiff-population/
5https://www.oxford.gov.uk/info/20131/population/459/oxfords_population
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though this approach incentivised participation, we doubt that responses were unfairly

in�uenced. Each bar only cost 30p and individuals were free to reject the compensa-

tion. Indeed, many refused the reward and were more interesting in providing their

opinion. Since the purpose of our study was disguised, demand characteristics should

have little in�uence [287].

Researcher sample. In this initial chapter, we sought to con�rm the existence

of the Privacy Paradox. However, we also took an analysis of contributory factors.

As previously mentioned, a lack of awareness might contribute to the issue [48, 309].

We would therefore expect those with privacy knowledge to act in a more-protective

manner. This is because they should recognise the risk and know the response. To

explore this, we must solicit the opinions of privacy experts.

In addition to our public sample, we recruited a group of cyber security researchers.

These individuals were contacted via email and invited to complete a physical ques-

tionnaire. They were local to the student's university and did not receive compensa-

tion. The chocolate bar was deemed unnecessary since the individuals already had an

interest in academic research. However, to mitigate the in�uence of demand charac-

teristics [287], the focus of the study was not revealed. These participants all possessed

good privacy awareness through their education and research. As both samples were

composed of UK residents, comparisons should not be biased by geographic culture.

4.3 Results and Discussion

Participants

Public sample. Across the four sites, we surveyed a total of 112 participants.

Three additional responses were discarded due to questionnaires not being signed.

105 (93.8%) of the 112 identi�ed themselves as UK residents. Of the remaining

seven, two came from Australia, two from Ireland, and one each from Spain, India

and the United Arab Emirates (UAE). We found no signi�cant di�erences between

the responses of UK residents and those from other nations. Since the vast majority

resided in this country, we interacted with members of the UK public.

The gender ratio was quite balanced, with 57.1% identifying as female and 42.9%

identifying as male. The most popular age ranges were 18-25 (25.9%) and 66 and

above (24.1%). At least 9% of individuals were in each group, with an estimated

mean age of 43.3. Since the UK median is 40 years old [190], our sample appears to

bear some relevance.
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Other than PhD, at least 10% of our participants came from each educational level.

37.5% received an undergraduate degree, while 25.9% �nished after secondary school.

With a further 13% possessing a Master's, this sample is relatively well-educated.

Researcher sample. We recruited 25 cyber security researchers for our expert

sample. The male-female split was 80%-20%, which is somewhat representative of the

current industry6. 80% of participants were under 36 years of age, likely because we

recruited from a university environment. This contributed to an estimated mean age

of only 31.2. Being academics, all individuals had at least a Bachelor's quali�cation.

76% possessed a Master's degree and 8% had completed a doctorate. As previously

mentioned, all these participants were UK residents. This supported comparisons of

opinion with our public sample.

Privacy perceptions

Public sample. We now move forward to discuss the concerns of the public sample.

Of our 112 respondents, 104 (92.8%) agreed with the importance of online privacy.

This was compared to only 3 (2.7%) who disagreed with the statement. Further-

more, since 80 expressed strong agreement, 71.4% were particularly concerned about

their privacy. When calculating the concern scores, participants received a mean of

4.62/5. We then used a single-sample Wilcoxon Signed-Rank Test to compare our

distributions to the neutral median (3/5). Since we received p < 0.001, our results

are unlikely to be due to chance. Through our hypotheses, we shall explore whether

behaviour is commensurate with these concerns.

When considering self-perceptions, the public appeared more reserved. However,

91 (81.3%) still claimed to act privately with their data. 40.2% expressed strong

agreement, while only 8% showed disagreement. When calculating the perception

scores, the mean was 4.13/5. This suggests that most of our sample claim to behave in

a private manner. Through another single-sample Wilcoxon Signed-Rank test, these

distributions di�ered signi�cantly from the neutral median (p < 0.001). Therefore,

we can surmise that our public sample claim to act privately. While one might expect

corresponding behaviour, we posit that protection will be rare.

Researcher sample. We now consider the views of privacy experts. We expected

their concerns to also be strong, since it is a social norm to value the principle [352].

When analysing the responses, 92% of researchers agreed with privacy's importance.

52% expressed strong agreement, with this lower than the proportion in the public

6http://www.govtech.com/workforce/Why-Are-So-Few-Women-in-Cybersecurity.html
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sample (71.4%). No respondents disagreed with the statement, contributing to a mean

concern score of 4.44/5. Again, this metric is slightly lower than that of the general

public (4.62/5). Although this di�erence was not signi�cant, experts' concerns might

be more nuanced.

We next analysed self-perceptions, assessing whether the researchers felt they

acted privately. We expected lower scores than for the public sample, since ex-

perts should have greater self-awareness. They might also be less prone to optimism

bias [29], as they should understand the risks that they face. When asked if they

acted privately, 80% agreed with the statement. However, only 28% expressed strong

agreement, compared to 40.2% in the public sample. 12% disagreed that they were

private, again responding more-negatively than the general public (8.0%). While

these di�erences were not signi�cant, privacy awareness might contribute to balanced

judgements. The perception score was 4.2/5, suggesting most respondents considered

themselves private. We would expect them to protect their data, and this is explored

in the following section.

Online behaviour

Public sample. We continue by discussing the online behaviour of our public sam-

ple. Less than 50% of participants cleaned their browsing history (at least) often,

compared to 23.2% who always acted. This suggests that most individuals erase their

history rarely. Use of browser extensions was even less frequent, with only 36.6%

using them often. This is unfortunate, as tools such as NoScript can limit online

tracking. While encrypting data is valuable for protection, 66.1% never performed

this task. This was compared to only 6.3% who always act, indicating an absence

of encryption. We found this inaction surprising, especially considering the e�orts of

public awareness campaigns.

When discussing more-complex tools, action was also rare. 75.9% of individuals

had never used Tor, compared to only 4.5% who use it often. Email encryption was

just as infrequent, with 72.3% never taking this step. These results are unsurprising

since the tools require additional knowledge. However, we thought that Tor media

attention might have generated interest [50, 77]. As both applications have been

criticised for usability [91,388], their interfaces might impede adoption.

Individuals have two common opportunities to increase their awareness: privacy

policies and app permissions. They both support knowledge of the threat and use of

protection. Despite this, 40.2% admitted to never reading the Terms and Conditions

on websites. A further 22.3% checked them rarely, with only 14.3% doing this always.
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This is supported by a 2017 poll, which found 96% tend to avoid these policies [155].

If true, millions of individuals are held to conditions of which they have little knowl-

edge. Similarly, 30.4% never check smartphone permissions, compared to 19.6% who

always do. As these settings outline data access, almost a third of our sample remain

oblivious.

When considering `risky' practices, we applied reverse coding. Encouragingly,

only 33.9% have uploaded unencrypted data to the cloud. However, the 17.9% who

always do might be placing their information at risk. Since cloud services were less

common at the time of the survey (August 2015), this �gure might have since increased

[169]. Only 36.6% shared public posts on Facebook, with 25.9% never undertaking

this action. This suggests that many individuals refrain from this active exposure.

Participants were even more protective over their location data. Only 14.3% shared

it online, reducing the risks from identi�cation and tracking.

Our results present a juxtaposition between taking action and disclosing data.

Whereas few participants actively shared their details, protective tools were inconsis-

tently used. This inertia might be due to apathy or default settings [244]. It might

also derive from a lack of awareness, with users having insu�cient skills. This can be

partially explored through comparisons with the expert sample.

We found distributions di�ered signi�cantly from the median (p < 0.001), apart

from for web browsing, Facebook sharing and phone permissions. This suggests that

our results were unlikely due to chance. For the public sample, the mean behaviour

score was 2.16/4. While respondents used some protection, they could do far more

to guard their data.

Researcher sample. Since the researchers had greater privacy knowledge, we

expected them to appreciate protection. They were indeed found to use many tools

more frequently. Browser extensions were used often by 60%, with 40% enabling

them constantly. As only 15.2% of the public acted similarly, the frequency di�ered

signi�cantly (U = 803, p = 0.001, d = 0.593). Researchers were also more likely to

encrypt their �les (U = 475, p < 0.001, d = 0.981), since 60% did this often. This

might be because they possessed awareness of the threats they face.

There was a large contrast in the usage of advanced tools. 12% of experts used

Tor often, which was still signi�cantly more frequently than the public (U = 766.5, p

< 0.001, d = 0.633). Finally, researchers made greater e�ort to read app permissions.

52% undertook this action consistently, compared to only 19.6% in the public sample.

This signi�cant di�erence (U = 701.5, p < 0.001, d = 0.705) suggests that the experts

are better informed on smartphone practices.
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H1. Based on the protective actions of the researchers, we calculated their be-

haviour score. This group received 2.52/4, implying that they take some steps to

protect their data. While their actions were not consistent, some tools were used fre-

quently. We now turn to our �rst hypothesis, which asserts that the researcher sample

will have a signi�cantly larger mean behaviour score than our public sample. If ac-

cepted, privacy knowledge might support protective behaviour. A Mann-Whitney U

Test found that the researchers took action signi�cantly more frequently (U = 672.5,

p < 0.001, d = 0.738). Therefore, we accepted this hypothesis. The `large' e�ect size

[333] further emphasises the contrast in behaviour. As discussed above, concern did

not vary between our two samples. Since the Paradox describes the concern-behaviour

disparity, it might be smaller in the expert group. If privacy awareness is in�uential,

education might provide a mitigative approach.

Empirical disclosure behaviour

We have considered the online actions of both our samples. However, to empirically

explore behaviour, we analysed the disclosure quantity. As previously mentioned, all

three of the �elds were explicitly optional. This was highlighted both on the form

and through an oral script. Immediately after these �elds, over 80% of respondents

claimed to act privately. Therefore, one might expect scarce disclosure. However, we

posit that a disparity exists between these claims and behaviour.

Public sample. In terms of public disclosure, 96.4% revealed their marital status.

This was compared to only 3.6% who opted to omit the �eld. This data reveals in-

formation about the participants' private life, and could be used in combination with

other details. Therefore, it might be wise to withhold this information. The next

�eld concerned Twitter username, with a `Prefer not to say' option clearly provided.

Although only 11.6% disclosed this data, only 12.5% explicitly chose not to. The re-

maining 75.9% lacked an account, possibly due to the older demographic of the group.

Since the study was conducted (August 2015), Twitter's user base has increased7.

Therefore, disclosure might be greater if the survey was repeated. Those revealing

their username enabled direct contact, as most accounts are publicly-accessible [255].

Through details on this portal, such as images and personal opinions, much could be

learned about an individual. We accept that account absence could be falsely claimed

to avoid disclosure. However, since it was quicker and easier to ignore the �eld, we

doubt this was common.
7www.statista.com/statistics/282087/number-of-monthly-active-twitter-users/
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The �nal �eld considered a participant's employer. This reveals details concerning

their professional life, and could be used to infer information. Despite this, 83.9% dis-

closed their company or work status. Since only 16.1% chose to conceal this data, the

sample appeared willing to share. By combing work details with other demographics,

further details could be discovered. For example, if a person's company, age range

and gender is known, one could �lter their identity to a small subset [106]. Social

networking sites, such as LinkedIn, could also host additional information. Despite

all three �elds revealing personal details, participants chose to disclose their data.

We conducted single-sample Chi-Squared tests to analyse whether the proportions

were due to chance. Since we received p < 0.001 in all three cases, our distribution

di�ered signi�cantly from an even division. The modal disclosure quantity was 2/3

items, with a mean average of 1.93. Although most of the public claimed concern

for privacy, they avoided opportunities to protect their data. Over 99% disclosed a

personal detail needlessly, with 72.3% revealing two elements. As most participants

claimed to act in a private manner, this might suggest claims di�er from behaviour.

Researcher sample. We next explored the empirical behaviour of the researchers.

Disclosure was expected, since it is a social norm to share information [127]. However,

as this group had privacy expertise, they might show greater caution. Similar to the

public, 96% disclosed their marital status. This suggests that this information was

not valued highly. When it came to Twitter usernames, behaviour di�ered greatly.

Although experts revealed details more-frequently (28%), a large proportion explic-

itly refused (64%). Only 8% claimed to lack an account, and membership might be

expected of the young and educated demographic8. Since rejection was 5x greater in

this sample, researchers might be more cautious with their accounts. Finally, only

56% disclosed their employer, compared to 83.9% in the public group. This is sur-

prising, as their academic a�liation might not reveal sensitive data. The contrast in

proportions suggests that researchers are more private with their information.

H2. For our second hypothesis, we posited that this researcher sample will have

a signi�cantly lower mean disclosure quantity than the public sample. This was

expected since those who recognise risks should act more cautiously. For our aca-

demic group, the modal disclosure quantity was again 2/3 items. When comparing

the groups through an independent-samples t-test, we found no signi�cant di�erence

(t(27.989) = 0.677, p = 0.504). Therefore, we failed to accept this hypothesis. We

attribute this similarity to Twitter disclosure, since a greater proportion of researchers

used the service. Furthermore, our small sample size (n = 25) impeded the likelihood

8https://blog.hootsuite.com/twitter-demographics/
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of signi�cance. Despite this result, experts still take greater action online to guard

their data. This might imply that awareness can encourage protective behaviour.

The Privacy Paradox

We now seek to address our �rst research subquestion: Can the Privacy Paradox

be con�rmed in the UK? This is achieved by testing this chapter's �nal four hy-

potheses. These questions all analyse the disparity in a di�erent manner, comparing

privacy concerns and self-perceptions with online behaviour and empirical behaviour.

If a disparity appears consistently, we can con�rm the existence of the Paradox.

As previously mentioned, these analyses concern the public sample rather than the

researchers. As our research seeks to support users in protecting their data, the

non-expert group has greater relevance.

H3. Our third hypothesis asserted that no signi�cant correlation would be found

between the perception scores and the behaviour scores. If accepted, this would imply

that claims of privacy have no bearing on protective behaviour. Through Spearman's

Rank technique, we found no signi�cant correlation between these two factors (rs
= 0.078, p = 0.423). Therefore, we accepted this hypothesis, with it suggesting

a disconnect between claims and actions. As we received a rs < ±0.1, any e�ect

would have been minor regardless. To illustrate the disparity between the factors, we

produced the below heatmap (Figure 4.1). Based on the distribution of responses, we

can view that most individuals claim to act privately. This is represented by the darker

red shading near the top of the graphic. However, most of these participants also

received low behaviour scores. Indeed, over half of the group used protection rarely

despite their strong claims. With the top-left region being extensively populated, this

highlights the issue.

H4. For our fourth hypothesis, we posited that there would be no signi�cant

correlation between the perception scores and the disclosure quantity. If an individual

claims to act privately, one would expect them to avoid exposure. However, if such

claims are made seconds after needless disclosure, a disparity might exist. 68.8%

reported acting privately but revealed two elements of data. When considering any

elements, 80.4% acted in this manner. Through another Spearman's Rank test, we

found no signi�cant correlation between perception scores and disclosure quantity (rs
= -0.062, p = 0.518). Therefore, we accepted our fourth hypothesis. Since rs <

±0.1, any e�ect would have been negligible. We illustrated the disparity through

another heatmap, found below in Figure 4.2. The shaded top presents how most

respondents claimed to act privately. However, the rightward distribution shows how
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Figure 4.1: Heatmap: Self-Perceptions vs Online Behaviour

many disclosed unnecessarily. The bottom-left region is sparsely populated, with

most responses grouped in the top-right. This disparity might further suggest the

existence of the Paradox.

Figure 4.2: Heatmap: Self-Perceptions vs Empirical Behaviour
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H5. We then moved forward to consider privacy concerns. Our �fth hypothe-

sis asserted that no signi�cant correlation would exist between concern scores and

behaviour scores. If true, this would imply that stated opinions have little relation-

ship with protection. This counter-intuitive notion would support the Paradox. A

Spearman's Rank test found that there was no signi�cant correlation between the

two factors (rs = -0.010, p = 0.916). Therefore, we also accepted this hypothesis. As

rs < ±0.1, signi�cance does not appear solely impeded by sample size. To illustrate

the contrast, we produced another heatmap (Figure 4.3). The topmost region is heav-

ily shaded, displaying that participants express strong concerns. However, protection

was inconsistent, hence skewing shades to the top-left. As the top-right is sparsely

populated, a concern-behaviour disparity appears present.

Figure 4.3: Heatmap: Privacy Concern vs Online Behaviour

H6. Finally, we compared privacy concerns against empirical behaviour. This

explores the key disparity underlying the Privacy Paradox. Our sixth hypothesis

posited that no signi�cant correlation would be found between concern scores and

disclosure quantity. Supporting this, 75.8% of our respondents both claimed concern

and revealed two elements of data. This was compared to only 17.0% who acted in

a cautious manner. Although the �elds were not critically sensitive, disclosure was

strictly optional. As before, we found no signi�cant correlation between the afore-

mentioned factors (rs = -0.146, p = 0.124). Therefore, we accepted this hypothesis

along with the other Paradox conjectures. Although rs ≮ ±0.1, any in�uence was
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probabilistically due to chance. It appears that concerns have little relationship with

empirical behaviour. We produced a �nal heatmap, with this graphic shown below

in Figure 4.4. The shaded region illustrates how our respondents expressed strong

concern. However, the distribution is rightward shifted due to frequent disclosure. As

the top-right is heavily populated, this suggests the presence of the Privacy Paradox.

Figure 4.4: Heatmap: Privacy Concern vs Empirical Behaviour

Hypotheses H3-H6 explored our �rst subquestion (Can the Privacy Paradox be

con�rmed in the UK? ) from several angles. Since these conjectures have been ac-

cepted, it appears that concerns bear little relationship with behaviour. We do not

claim to conduct a representative study of the UK public. However, our �ndings

suggest that many residents are susceptible to the disparity. Therefore, the Privacy

Paradox has been con�rmed. We can now move forward to explore the IoT.

4.4 Implications

Paradox. To explore the Paradox in the UK, we conducted a 112-person street

survey. 93% of our sample valued privacy, suggesting a strong degree of concern. Over

80% reported acting privately, also implying the principle is appreciated. However,

these claims do not seem to align with behaviour. When considering online activity,

individuals fail to protect themselves consistently. Permissions are rarely checked

and encryption is infrequently used. This inaction might place personal data at risk.
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Empirical behaviour also appeared incommensurate with claimed concerns. Over

99% disclosed data needlessly, with 76% revealing more than one element. These

disclosures were made seconds before individuals reported acting privately. In our

four �nal hypotheses (H3-H6), behaviour consistently di�ered from claims. This

supports the presence of the Paradox.

Awareness. We also recruited a sample of cyber security researchers. Since

they had expertise, we explored the possible in�uence of privacy awareness. These

individuals were found to have strong concerns and self-perceptions. Furthermore,

their behaviour was more-protective in several regards. Researchers encrypted their

�les more frequently (p < 0.001) and read app permissions more often (p < 0.001).

While disclosure was similar to the public sample, experts showed greater caution

with Twitter usernames and employment details. Since privacy literacy can encourage

protection [48], increasing awareness might be an e�ective approach.

Next steps. This chapter concerned technology in general, rather than the

Internet-of-Things. Now that the Paradox has been con�rmed, we can continue by ex-

ploring IoT perceptions. Furthermore, since privacy awareness might aid protection,

we will consider this in later studies. Importantly, settings appear to be inconsistently

used. To help users reduce their risk, we should support protective behaviour.

Smart devices present a variety of risks [126, 181, 300], with these issues well-

documented in the media [131,154,273]. A `fear of the unknown' might also heighten

consumers' concerns [221]. This could increase the �rst component of the Paradox.

Due to the novelty of the IoT, it remains relatively unfamiliar [42]. The usability of

such devices has also been criticised on several occasions [90,143,183,380]. This could

constrain protective behaviour [317], impacting the second Paradox component. As

the disparity is con�rmed in this chapter, we can now explore the IoT.

To examine the idiosyncrasies of smart devices, we require a comparative baseline.

Therefore, we also solicit the opinions towards less-novel computers. Privacy concerns

tend to be strong, as highlighted in this chapter. If the IoT presents behavioural

constraints, the Paradox might be greater in this environment.

Concerns can be gauged through questionnaire responses. However, behaviour

is more challenging to assess. Functionality di�ers across the spectrum of devices,

constraining analyses of protection. Therefore, we seek to explore usability and fa-

miliarity, since they can be in�uential [158, 230, 317]. The act of buying a product

might also be indicative of behaviour. Through assessing purchasing decisions, we can

explore whether privacy in�uences choices. To analyse IoT perceptions, we survey a

large range of devices. This provides an initial insight into this nascent environment.
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Chapter 5

How do perceptions di�er between

IoT and other devices?

5.1 Introduction

Background

Through our initial study, we sought to con�rm the Paradox in the UK. Since we

have addressed our �rst research subquestion, we proceed to analyse the Internet-

of-Things. Research has suggested that the IoT might challenge privacy-protective

behaviour. Firstly, studies have shown that smart devices often su�er from usability

issues [143]. When tools are excessively complex, costly mistakes can easily occur

[158, 230]. Secondly, due to the novelty of the environment, IoT devices are quite

unfamiliar [42]. Products might di�er from established mental models, particularly

when the range is heterogeneous. While consumers may have learned familiar settings,

the IoT poses a new challenge. Thirdly, smart devices are frequently driven by data

collection [300]. Wearables and home automation deliver much of their functionality

through their sensors. As devices ubiquitously inhabit our homes, the opportunities

for surveillance will only increase [108].

We expect privacy concerns will be strong for several reasons. Firstly, the risks

of the IoT have been documented for several years [131, 154, 273]. Secondly, unease

might naturally arise due to a `fear of the unknown' [221]. Finally, individuals will

continue to aspire to privacy due to social norms [352]. If behaviour is constrained

and concerns develop, the Paradox will be exacerbated. This might lead users to

inadvertently place their data at risk [194].
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Motivation

At this stage we have con�rmed that the Paradox exists in the UK. However, we

have not examined the in�uence of the IoT. This matter is directly concerned by

our second research subquestion: How do perceptions di�er between IoT and other

devices? To address this query, we require a baseline for comparisons. Therefore, we

explore a range of products through an online survey. Once high-level di�erences are

understood, we can dissect rationale through qualitative interviews.

Surveys were deemed most appropriate for this broad exploration [130]. Again,

we targeted members of the UK public. Our street survey (Chapter 4) was valuable

for accessing a diverse demographic. However, the sample size was limited and re-

spondents were particular to certain cities. To survey a larger group, and across the

nation, we selected an online approach. At this stage, we did not require participants

to be device owners. Such criteria would have constrained sample size and impeded

a broad evaluation. We simply wished to compare general perceptions.

When evaluating the Paradox, concerns and behaviour are considered. In this

high-level survey, concerns can be gauged through Likert Scale ratings. By requesting

privacy evaluations, low rankings highlight the greatest worries. This approach was

preferred to `concern ratings', which might be in�ated through social desirability bias

[65]. Behaviour was more challenging to analyse, due to the wide diversity of devices.

Therefore, we considered factors that might in�uence behaviour. Both usability and

familiarity could also be assessed through ratings. If the IoT scores poorly, these issues

might impede protection [158,230,317]. We also explored whether individuals decided

to purchase the product. This is a reasonable proxy, since behavioural rationale is

used to undertake this action. If a person doubts a device's protection, one might

expect them to reject it. However, if they express concerns but still acquire it, then

claims might di�er from behaviour.

Purchases can provide some indication of participant behaviour. However, their

rationale is of even greater interest. Justi�cations can di�er greatly and highlight how

decisions are made. Therefore, unlike the previous chapter, we also collect qualitative

data. This is achieved by soliciting reasons for product ownership (or lack thereof). If

purchases are driven by a desire for functionality, protection might be an afterthought.

We can also identify whether rejections are due to privacy or other considerations. If

privacy is frequently disregarded, this might help explain the Paradox.
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5.2 Methodology

Hypotheses

Factors. We begin by discussing our four hypotheses and highlighting how they

relate to our current subquestion: How do perceptions di�er between IoT and other

devices? The compared products were: desktops, laptops, tablets, wearables, smart

appliances and home automation. Their selection is justi�ed later in this section.

However, we �rst outline the factors that we analyse.

In our online survey, we wished to explore perceptions towards a range of devices.

However, if privacy is primed, concerns might be in�ated [65]. To mitigate this issue,

we sought to disguise our study focus. Fortunately, in addition to privacy, we explored

three additional factors. These comprised usability, familiarity and utility. The study

was also framed as concerning technology in general, rather than focusing on privacy.

This sought to minimise bias from demand characteristics [287].

Previous work suggests that complexity can constrain privacy-protective behaviour

[388]. If a product is challenging to use, a person might reveal data through mistakes

or miscon�gurations. Protective settings may also be avoided if the interface is not

easy to understand [59]. Therefore, we wished to explore perceptions of usability. If

the IoT is regarded as challenging, protection might be limited.

Unfamiliar devices can also cause privacy issues, as they might fail to align with

mental models [317]. Moreover, when a product is not understood, settings might

be avoided. Inexperience might also lead to a lack of awareness, which is known to

hinder protection [291]. For these reasons, we solicited ratings of device familiarity.

Finally, we also explored the in�uence of product utility. However, these �ndings

were not relevant to the core of the thesis. Therefore, in the interest of brevity, utility

results are omitted from this document.

We will now outline our four research hypotheses. In each, we compare percep-

tions of IoT products with those of other computers. Through this, we can establish

whether smart devices di�er from the baseline.

H1. Firstly, we asserted that participants would have stronger privacy concerns

of IoT devices. We believed this would be due to both a `fear of the unknown'

[221] and the salience of media reports [131, 154, 273]. Hacks and vulnerabilities are

frequently highlighted [302], and this should trigger concern. However, as previously

mentioned, we expect protective behaviour to be constrained. Based on this widening

disparity, the Paradox may be exacerbated. Concerns were evaluated through ratings

of `privacy respect'. If a person deems their device to be disrespectful, they express
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unease. Therefore, lower scores suggest greater concern. These ratings were on an

ordinal scale from 0 (low) to 5 (high). For H1, we assert that mean privacy scores

will be signi�cantly less in the IoT than for the `non-IoT' devices.

H2. Previous studies have criticised the usability of smart devices [143, 380].

These products often possess small screens or have few buttons. Their interfaces

might also be harder to navigate, since they may require unconventional peripherals

(e.g., TV remotes). Furthermore, as new mental models are necessary, people are

likely to make more mistakes [247]. Therefore, we asserted that mean usability scores

would be signi�cantly less in the IoT than for the `non-IoT' devices. This could also

in�uence the Paradox, if individuals are less able to con�gure their devices [158,230].

This might leave them prone to lax default settings [59].

H3. We expected participants would �nd IoT products less familiar. These

devices are novel, with many being released in the last �ve years. They also tend

to be heterogeneous, being developed by a range of vendors [345]. This should make

smart products less familiar than established computers. We therefore posit that

mean familiarity scores will be signi�cantly less for IoT devices than the `non-IoT'

products. If accepted, this could have implications for the Paradox. As mental

models might be misaligned, IoT products could be used in a risky manner [317].

Furthermore, users might lack the awareness to adjust their settings [247].

H4. Finally, we studied how concerns di�er from actions across several devices.

Concerns were gauged through the privacy scores, with lower metrics denoting greater

unease. All ratings were made on a six-point scale, ranging from 0 to 5. Since 2/5 or

3/5 could be considered a cautious evaluation, we deemed scores under 2/5 to indicate

concern. To assess actions, purchasing decisions were selected as a suitable proxy.

We de�ned the Paradox to be expressing concern, but using the device regardless.

Since we believe the IoT will be susceptible, we asserted that this disparity would be

more prevalent for smart devices. Although we do not explore behaviour directly, we

produce insights to inform our later studies.

We formally summarise these four hypotheses below:

1. The mean privacy score for IoT devices will be signi�cantly less than the mean

privacy score for `non-IoT' products.

2. The mean usability score for IoT devices will be signi�cantly less than the mean

usability score for `non-IoT' products.

3. The mean familiarity score for IoT devices will be signi�cantly less than the

mean familiarity score for `non-IoT' products.
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4. The proportion of individuals expressing a disparity for IoT devices will be

signi�cantly higher than the proportion expressing a disparity for `non-IoT'

products.

Survey design

Methodology selection. We chose an online survey for several reasons. Firstly,

surveys enable the extraction of high-level discrete responses. This was appropriate

at this early stage, as we wished to compare perceptions over multiple devices. If a

potential disparity is identi�ed, we can then dissect rationale through semi-structured

interviews. Secondly, we �rst sought to analyse views at a large scale. Since inter-

views are more time-consuming [285], they often lead to smaller sample sizes [285].

Furthermore, to support a broad evaluation, we did not constrain our respondents

to product owners. Interviews require greater e�ort from participants, compared to

completing a quick form. Therefore, to explore perceptions at a larger scale, an online

survey appeared sensible. Finally, this approach provided access to a di�erent sam-

ple. In our �rst study (Chapter 4), we received opinions in speci�c sites. Through an

online survey, we can solicit views from around the UK. If concerns are also strong in

this sample, we corroborate our earlier results. Furthermore, if usability and famil-

iarity are low, this might partially explain the Paradox. We could then continue our

exploration through detailed interviews.

Re�nement. The form was divided into three sections: Demographics, Evalu-

ations and Informed consent. It was iteratively designed and updated over several

weeks. We then undertook face validation [96] to verify whether the questionnaire

was appropriate. Through this approach, the form was �rst reviewed by an Oxford

privacy researcher. They checked whether the queries were suitable for the topic. It

was then assessed by an academic experienced in questionnaire design. This person

advised on bias mitigation. Based on the feedback from both parties, the instrument

was further re�ned. The �nal questions are presented below in Table 5.1.

Demographics. We collected basic details to monitor for representativeness.

While we also conducted demographic comparisons, these are omitted from the thesis

for brevity. As in our street survey (Chapter 4), we solicited gender, age range and

highest level of education. We also asked how many hours they used devices daily.

We expected those acting frequently to consider products more usable and familiar.

Evaluations. In this section, participants rated the devices on: privacy, usabil-

ity, familiarity and utility. In addition to providing insights, the non-privacy factors

97



Table 5.1: Product Perception Questionnaire

# Demographics

1 What is your gender?

Male Female Other

2 What is your age range?

18-25 26-35 36-45 46-55 56-65 66 and over

3 What is your highest level of education?

School GCSE A-Level/College Degree Masters PhD

4 How many hours daily do you use personal technologies?

0-2 3-5 6-8 9-11 12-14 15 and over

# Evaluations (for each of six devices, all from 0/5 (low) to 5/5 (high))

1 How usable would you rate this technology?

2 How familiar are you with this technology?

3 How much does this technology respect your privacy?

4 How useful would you rate this technology?

5 Do you own this technology?

Yes No Unsure

6 Why (not)?

(Open reply)

sought to mitigate priming [65]. To further disguise the topic, the study was adver-

tised and presented as concerning general opinions.

Question wording is always crucial to avoid bias. We opted for `respecting privacy'

over `private' as it had greater relevance to concerns. We believed the term `utility'

would be unnecessarily complex. Therefore, we chose the synonym `usefulness' for

the form. This should have assisted participant comprehension.

Individuals rated each factor for each category of device. As previously mentioned,

we had six categories. For IoT products, we chose: wearables, smart appliances and

home automation. The comparison group comprised: desktops, laptops and tablets.

Again, the selection process is described later in this section. After rating devices

on each factor, participants reported whether they owned the product and why. If

purchases are driven by functionality, concerns might be overlooked. Furthermore,

if privacy never factors into rejections, it might not be deemed important. We in-

cluded an `Unsure' option to avoid compelling respondents into uncon�dent replies.

The justi�cation enabled analysis of participant rationale. Although we considered

requesting more data, this would have extended the form. Our text �eld sought to

capture opinions while minimising the risk of response fatigue [88].

Participants evaluated each product category in turn. Since we wished to dis-

guise the IoT/`non-IoT' comparison, the sequence of presentation was shu�ed. Later
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devices might still be rated in relation to earlier products. However, by shu�ing, a

single category was not disproportionately a�ected.

For each category, we included its name, two example devices and two images.

We believed this would assist participants in identifying the technologies. However,

in an attempt to minimise bias, we used a careful approach. We selected recognisable

examples to encourage informed judgements. But we feared that brand predilections

might in�uence the evaluations. For example, a Microsoft fan might criticise Apple

examples, or vice-versa. Therefore, each image came from a di�erent manufacturer.

Informed consent. To support responsible research, we received informed con-

sent. This section outlined our data protection techniques and redressal procedures.

Participants were also anonymous in the study, which should reduce the pressure from

social desirability bias [138]. Furthermore, as identities were not revealed, this should

mitigate non-response bias from concerned individuals [164]. Since we also received

ethical approval, we believe our study was undertaken in a responsible manner.

Participant recruitment

Distribution. To complement the demographics from the street survey, we sought a

diverse range of UK participants. Therefore, advertisements were placed on local and

national online messaging boards. These boards included DailyInfo1 and GumTree2.

Since these fora target UK consumers, we believe we surveyed members of the public.

In our recruitment message, we encouraged individuals to participate. We also

included a hyperlink to the questionnaire. As previously mentioned, the topic of

privacy was not advertised. We screened for adults, since these individuals should

be able to give informed consent. We wished to target a broad demographic and

therefore no other criteria were applied. Respondents did not have to own certain

products to participate. Few individuals would possess all six devices, and this would

limit our sample size. At this stage, we sought to explore high-level perceptions of

IoT technologies. Since this study suggested the Paradox was likely, it was followed

by in-depth interviews with product owners.

The questionnaire form was hosted on the SurveyMonkey3 portal. This site is

a market-leader in online surveys, and provides secure and usable forms. Once the

study was completed, the data was deleted from this service. The questionnaires were

completed over a two-month period between July and August 2016.

1https://www.dailyinfo.co.uk/
2https://www.gumtree.com/
3https://www.surveymonkey.com/
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Compensation. To incentivise participation, we conducted a free ¿50 prize

draw. If a respondent wished to be entered, they provided their email address at the

end of the questionnaire. This was deemed preferable to the start, since we feared

such disclosure might prime the topic of privacy. Since 156 individuals were in the

draw, we believe their chance was fair remuneration. The compensation was optional,

and participants were free to decline without penalty. Individuals also had an equal

chance of winning, regardless of their product evaluations. Since we took measures

to disguise the study's purpose, we do not believe compensation biased our results.

Device selection process

Scope. In exploring our current research subquestion, we evaluated perceptions of the

IoT. However, to assess its idiosyncrasies, we required a baseline group for comparison.

This group comprised `non-IoT' computers. Although we accept there is no direct

dichotomy, we justify its usage below. The IoT is also nebulous and heterogeneous

[345], ranging from self-driving cars to smart TVs. Such diversity would challenge the

applicability of our �ndings. Therefore, we were necessitated to constrain our scope.

We sought to explore the views of members of the public. As they would be unlikely

to recognise industrial systems, we focused on consumer devices.

We decided to compare six product categories. This �gure appeared a wise com-

promise between diversity and response fatigue [88]. Three were considered IoT de-

vices and three were deemed to be less-novel. As respondents answered six questions

for each category, additional products might have deterred participation.

Selection criteria. As discussed in our critique (Section 9.3), there is no strict

dichotomy between the IoT and other devices. This partially due to the fact that the

IoT is challenging to de�ne [1]. A broad spectrum appears to exist from novel mobile

products to traditional static computers. Furthermore, there is great heterogeneity

even within device types. For example, a Fitbit wearable o�ers di�erent functionality

to an Apple Watch. We accept both these points. However, categories share more

`intragroup' similarities than between products. This is evident when comparing

desktops with laptops or wearables with smart appliances. Furthermore, to determine

whether the IoT presents a particular risk, we required a comparison group. Without

this collection, it would be challenging to identify idiosyncrasies. We also accept that

some products are portable and established, such as mobile phones. However, to

categorise with greater clarity, we selected less `intersectional' technologies.

We speci�ed three criteria to select our devices: novelty, ubiquity and autonomy.

These criteria were chosen as we deemed them indicative of IoT products. Therefore,
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their inverse could be used to designate alternative technologies. We will now justify

the selection of these criteria.

In terms of novelty, the IoT has only matured in the past decade [311]. Indeed,

many archetypal products, such as smartwatches, gained popularity in 20124. In

contrast, traditional computers are more established. Laptops emerged over 30 years

ago5, while early desktops date to the 1960s6. With the latest trend being for Internet-

connected gadgets, novelty appeared a sensible di�erentiator.

Ubiquity is considered a key trait of many IoT products [249]. Smart devices can

attach to our bodies [364] or pervade our personal environments [264]. This allows

them to o�er functionality not supported by traditional computers. In contrast,

desktops are static and often reserved for clerical tasks. Although laptops can move

from room to room, they lack the pervasiveness of home automation systems. The

IoT seeks to blur the relationship between the physical and virtual worlds [146].

Therefore, ubiquity was an apt criterion.

Finally, autonomy allows products to interact with their surroundings [216]. This

might be through sensor monitoring, as found on smartwatches and home automation

systems. Alternatively, actions may be triggered remotely, as is common with smart

appliances [231]. In contrast, computers tend not to possess physical sensors. This

can limit their capability at environmental monitoring. As autonomy is a common

IoT characteristic [308], it was selected as our �nal criterion.

Device selection: IoT. Through these three criteria, we sought to identify IoT

technologies. To achieve this, candidate products were plotted against the axes. We

deemed quantitative measures to be impractical, particularly when evaluating ubiquity

and autonomy. Therefore, the plotting was undertaken loosely. An illustration can

be found in Figure 5.1. As shown in the top right, IoT devices tend to be novel,

ubiquitous and autonomous. The bottom left re�ects how other products are less

represented by these criteria. We continue by discussing our chosen devices.

Wearables, considered to be smartwatches or �tness trackers, were placed in the

IoT grouping. These devices met the novel criterion since they only achieved maturity

in the last �ve years7. By their nature they are also ubiquitous, being worn on an

owner's wrist. Finally, wearables often make use of autonomous sensors. They might

track running distance or heart rate. As such products are commonly included in IoT

de�nitions [265,329], we are con�dent in their categorisation.

4https://www.wareable.com/smartwatches/smartwatch-timeline-history-watches
5http://www.laptop-lcd-screen.co.uk/shop/historyofthelaptopcomputer.asp
6https://www.computerhope.com/issues/ch000984.htm#desktop
7https://www.wareable.com/smartwatches/smartwatch-timeline-history-watches

101

https://www.wareable.com/smartwatches/smartwatch-timeline-history-watches
http://www.laptop-lcd-screen.co.uk/shop/historyofthelaptopcomputer.asp
https://www.computerhope.com/issues/ch000984.htm#desktop
https://www.wareable.com/smartwatches/smartwatch-timeline-history-watches


Figure 5.1: Device Category Selection

Smart appliances, such as smart TVs and connected fridges, are also novel devices.

These technologies were �rst released ten years ago [84], but have only achieved recent

popularity. Although many lack mobility, they express ubiquity. Appliances pervade

personal environments and perform non-clerical tasks. These systems can also act

autonomously, reacting to environmental factors [63]. Since smart appliances are

often considered archetypal of the IoT [184], their selection is apt.

Home automation systems, such as Hive and Google Nest, are still relatively novel

[368]. These platforms have seen increased adoption over the last �ve years [234], but

are still rare. Although the systems are static, they are ubiquitous throughout the

home. Interfaces might be found in multiple rooms, and the system can a�ect the

whole house. Finally, by de�nition, home automation systems o�er great autonomy.

Based on these factors, we deemed them an IoT product.

Device selection: Non-IoT. While we oppose a strict dichotomy between the

IoT and computers, `non-IoT' was chosen as an accessible abbreviation. To assess
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the idiosyncrasies of smart devices, we sought products which di�ered. Therefore, to

select these technologies, we considered devices near the opposite side of our axes.

Desktops are far from novel, having been popular for several decades. The platform

originated in the 1960s8, with such machines widespread since 20009. These products

also lack ubiquity, with them often placed in home o�ces. They are static by nature

and are frequently inconvenient to move. In addition, desktops lack the autonomy

of the IoT. Although they can be accessed remotely, local peripherals are commonly

used. Finally, they rarely possess physical sensors, limiting interaction with their

surroundings. Based on these criteria, desktops are not an IoT product.

Laptops were developed more recently, but were still released over 30 years ago10.

While they are more portable than desktops, they are not considered an IoT device

[123, 325]. Furthermore, they rarely interact with their surrounding environment.

Finally, laptops lack autonomy as they tend not to possess physical sensors. Therefore,

these devices belong in the `non-IoT' grouping.

Tablets are closer to the intersection, but di�er from IoT products. While smart

devices have gained recent popularity, tablets date from the 1960s11. The Amazon

Kindle was a breakthrough product and this was launched over a decade ago12. In

terms of ubiquity, the devices are certainly portable. But they tend not to interact

with their physical environment. Finally, tablets rarely possess the sensors of other

IoT devices. They also lack autonomy and are usually driven by local instruction. As

they are not conventionally classi�ed as an IoT product [123, 325], we are con�dent

in our categorisation.

Chosen categories. Based on this selection process, we selected six categories

for comparison. IoT devices consisted of: wearables, smart appliances and home

automation. We also considered `drones', also known as Unmanned Aerial Vehicles

(UAVs). However, we deemed these products to be less representative than the above

systems. The `non-IoT' products were: desktops, laptops and tablets. The latter three

technologies have also been judged distinct from the IoT [123,325]. We therefore have

con�dence in this division.
8https://www.computerhope.com/issues/ch000984.htm
9www.statista.com/statistics/289191/household-penetration-of-home-computers-in-

the-uk/
10http://www.laptop-lcd-screen.co.uk/shop/historyofthelaptopcomputer.asp
11https://www.techradar.com/news/mobile-computing/10-memorable-milestones-in-

tablet-history-924916
12https://www.pocket-lint.com/gadgets/news/137303-amazon-kindle-history-kindle-

to-the-kindle-oasis
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5.3 Results and Discussion

Participants

We now consider the results from our online survey. We received 170 responses to the

questionnaire. Of these participants, 57.1% were male and 42.9% were female. This is

in contrast to the street survey (57.1% female, 42.9% male), providing an exploration

of a di�erent UK demographic. In terms of age, 50% were 26-35 and 25.9% were

between 18 and 25. This was re�ected by our estimated mean age of 32.0, indicating

a relatively-young sample.

Our respondents appear highly-educated: 35.9% had a Master's degree, while

another 38.8% reported a Bachelor's quali�cation. In terms of daily usage, the esti-

mated mean was 7.4 hours. This implies that our participants should be accustomed

to digital devices. We expect this will contribute to informed evaluations.

Qualitative analysis

In addition to studying participants' evaluations, we also explored whether they

owned each device. If a person expresses concern yet purchases a product, their

claims and behaviour may not align. Moreover, by analysing ownership, we can

ascertain which technologies are most appreciated.

When studying ownership, we also request a qualitative justi�cation. This brief

description serves two primary purposes. Firstly, we can explore the decision-making

rationale of our respondents. The factors which in�uence their purchases are likely

to also a�ect their behaviour. For example, if users are driven by functionality,

protection might be deemed less important. Secondly, we can investigate whether

privacy is salient in these decisions. If a person expresses strong concern yet fails to

consider privacy, their behaviour might not be aligned.

Coding frame creation. To analyse these qualitative justi�cations, we followed

a robust approach. We adopted the inductive analysis [323] detailed in Section 3.3.

To begin this process, we read our responses several times. Once we were familiarised

with the data, we continued by annotating draft labels. Through this approach,

general themes began to emerge. For example, some purchased desktops to support

their programming activities. In contrast, many rejected wearables due to their ex-

cessive cost. These topics were then used to form six coding indices. One index was

produced for each device category, since justi�cations varied based on the product.

Themes were divided into subthemes as we developed rich hierarchies. The re�ned
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indices then became our six coding frames. We added strict de�nitions, seeking to re-

duce ambiguity. If additional topics emerged during coding, these tables were further

updated. Our �nal frames can be found in Appendix A.1.

Coding approach. Participants often gave multiple justi�cations within a single

response. We did not wish to select a single reason, since this would reduce the

depth of our analysis. To support a rich exploration, each response could be assigned

multiple themes. The themes were still independent as they all concerned distinct

topics. Often, this led to more codes being assigned than the number of respondents.

Therefore, theme proportions were reported in the `comment' fashion (Section 3.3).

On the few occasions that we discuss participant totals, it is clearly signposted.

Privacy concerns

Omnibus. We began by investigating privacy concerns, since these relate to one half

of the Paradox. If a product receives low evaluations, it indicates that respondents

express concern. To explore this factor, we compared the mean privacy scores of

each device. To analyse whether concerns vary based on product, we �rst undertook

a Friedman test. Privacy scores indeed di�ered signi�cantly (X2(5) = 70.470, p <

0.001), suggesting some devices provoked greater unease.

To identify which devices were responsible, we then conducted Wilcoxon Signed-

Rank comparisons. We made 15 pairwise analyses, since each product was compared

against its �ve alternatives. Bonferroni correction was then applied to mitigate the

risks from the Multiple Comparison Problem [259]. This resulted in an adjusted

signi�cance threshold of α = 0.003 (0.05 ÷ 15). We now discuss how products were

considered in terms of privacy concerns.

Comparisons. Laptops were regarded as the most privacy-respecting device,

receiving a mean rating of 3.27/5. This implies that participants were least con-

cerned about these computers. The ratings might owe to the fact that many privacy-

protective tools are available. The privacy score was signi�cantly greater (Z = -4.043,

p = 0.001, d = 0.652) than that of desktops, which scored 2.99/5. Tablets were rated

third-most privacy-respecting (x̄ = 2.76/5), though the di�erence from desktops was

not signi�cant. The three `non-IoT' products appeared to provoke the least concern.

This suggests that smart devices might increase this Paradox component.

Home automation came fourth, receiving a mean privacy score of 2.64/5. While

this di�ered from laptops (Z = -4.641, p < 0.001, d = 0.762), it did not from desktops

or tablet devices. Smart appliances provoked the second-largest concern (x̄ = 2.58/5),

but also did not di�er from tablets. These products might be worrying due to the
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media reports of eavesdropping [50]. Finally, wearables received the lowest scores,

rated only 2.31/5. Although not worse than appliances, it di�ered from laptops (Z =

-6.580, p < 0.001, d = 1.169), desktops (Z = -4.767, p < 0.001, d = 0.786) and tablets

(Z = -3.872, p < 0.001, d = 0.622). Wearables can be used to track their owner's

movements, and this prospect might trigger unease [125]. Based on the sequence of

ratings, the IoT appears to provoke the greatest concern.

H1. In our �rst hypothesis, we asserted that mean privacy scores would be lower

for the IoT than for `non-IoT' products. We found that the smart device average

was only 2.51/5, compared to 3.01/5 for `non-IoT'. Through signi�cance testing, our

hypothesis was accepted (Z = -5.151, p < 0.001, d = 0.86). This implies that IoT

products, particularly wearables, provoke the greatest privacy concern. If protective

behaviour is not strong, the Paradox might be prevalent.

Usability evaluations

Omnibus. We moved on to consider the mean usability scores. If a product is

challenging to operate, this might impede privacy-protective behaviour [388]. To

compare ratings at an omnibus level, we conducted another Friedman Test. The

scores di�ered signi�cantly based on device (X2(5) = 292.832, p < 0.001), implying

that some products were thought less usable. In order to determine the sequence,

pairwise comparisons were then undertaken. Bonferroni correction was applied as

before, resulting in a signi�cance threshold of α = 0.003.

Comparisons. Laptops were considered the most usable product (x̄ = 4.55/5), in

addition to being the most privacy-respecting. They were rated signi�cantly greater

than desktops (Z = -5.869, p < 0.001, d = 1.008), who were again in second place

(x̄ = 3.96/5). These high scores might be due to the large screens and sizeable

keyboards. Tablets were next in third position, receiving a mean rating of 3.81/5.

Based on this sequence, IoT products received the lowest evaluations. If they lack

usability, individuals might be impeded in their privacy protection [158,230].

IoT devices all received lower evaluations. Smart appliances came fourth (x̄ =

3.12/5), with ratings di�ering from those of tablets (Z = -5.550, p < 0.001, d =

0.941). Although some of these machines have large screens, they may lack standard

input peripherals (e.g., TV remotes). Home automation had an average of 3.00/5,

but this did not di�er from connected appliances. Wearables again received the

lowest scores, signi�cantly less than the above products (vs Smart Appliance: Z =

-4.678, p < 0.001, d = 0.769; vs Home Automation: Z = -3.577, p < 0.001, d =

0.571). Smartwatches possess small screens and therefore might be challenging to use
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[52]. This implies that not only do they provoke the greatest concern, they also lack

usability. If this constrains protective behaviour, the Paradox might be prevalent.

H2. We now explore our second hypothesis, which posited that IoT products

would receive lower mean usability scores. While smart devices were rated only 2.88/5,

the other group had an average of 4.11/5. Through a Wilcoxon Signed-Rank test, we

found IoT products were indeed considered less usable (Z = -10.332, p < 0.001, d =

2.598). This `huge' e�ect size [333] emphasises the divide between the technologies. If

the IoT is challenging to operate, protective behaviour might be impeded [158,230].

Familiarity evaluations

Omnibus. We have already found that IoT devices both provoke the greatest concern

and possess the least usability. If these products are also considered unfamiliar, this

could further constrain protection [317]. As before, we used a Friedman test to

ascertain whether ratings di�ered signi�cantly. This was found to be true (X2(5) =

512.668, p < 0.001), so we proceeded to pairwise comparisons. We applied Bonferroni

correction (α = 0.003) to again mitigate the Multiple Comparisons Problem.

Comparisons. Laptops received the highest ratings (x̄ = 4.72/5), suggesting

they were familiar to participants. Since they were released several decades ago,

this was far from surprising. They were considered signi�cantly more familiar than

desktops (Z = -3.367, p = 0.001, d = 0.535), which were rated 4.60/5. Although

desktops were launched even earlier, they might have lost popularity due to their size

and immobility. They were rated higher than tablets (Z = -6.514, p < 0.001, d =

1.153), which again occupied third position (x̄ = 3.95/5). As before, IoT products

all received the lowest evaluations. Since they have been released more recently, this

likely a�ected their familiarity.

Smart appliances were rated 2.64/5, likely because they have not yet achieved

widespread adoption. This rating was signi�cantly less than the tablet evaluation

(Z = -8.222, p < 0.001, d = 1.625). However, scores were greater than those for

wearables (Z = -4.471, p = 0.001, d = 0.73), which again were low (1.95/5). With

smartwatches lacking usability and familiarity, protective behaviour might be impeded

[158,230,317]. Home automation systems were considered least familiar (1.45/5), with

a lower mean than wearables (Z = -3.377, p = 0.001, d = 0.536). Since these systems

are expensive and challenging to install, this might limit their popularity.

H3. Our third hypothesis asserted that IoT products would be less familiar

than other computers. The familiarity scores appeared to support this, with the
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smart device mean (2.01/5) being much lower (4.42/5). Following a Wilcoxon Signed-

Rank test, we accepted the hypothesis (Z = -11.103, p < 0.001, d = 3.249). This

`huge' e�ect size [333] demonstrates the di�erence between the technologies. With

large e�ects found for each hypothesis, it suggests that IoT products are judged to

be di�erent. If concern is strong but protection is impeded, the Paradox might be

prevalent. This is particularly the case for wearables, which received low scores across

the three aforementioned factors.

To illustrate the di�erences in ratings of IoT and other technologies, we produced

the below �gure (Figure 5.2). As displayed, the former group provoked the greatest

degree of privacy concern. This might increase the �rst component of the Para-

dox. They were also considered less usable and (less) familiar, which might constrain

protective behaviour [317]. This could decrease the Paradox's second component.

Therefore, as the IoT proliferates, this disparity might expand.

Figure 5.2: Device Mean Factor Ratings

Ownership decisions

We moved on to consider purchasing decisions. As IoT devices were both novel and

less familiar, we expected them to be possessed by fewer participants. This percentage

was denoted as the ownership frequency. However, it was the justi�cation to which
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we paid particular attention. Respondents supplied a one-line rationale, which was

analysed through our qualitative techniques. Participants might purchase products

for many reasons, including style, usability or functionality. They might also reject

due to several factors, including expense and unfamiliarity. While our respondents

appear concerned about privacy, this might not encourage cautious behaviour. If a

product is purchased despite these claims, the two factors might not align.

Non-IoT ownership. We now discuss ownership frequencies and participant jus-

ti�cations. `Comment' proportions are reported since many reasons might be given

for a single response. As suggested by the familiarity ratings, laptops were the most

popular product. They were owned by 92.9% of participants, re�ecting the preva-

lence of this device. The most frequent justi�cation was its use for work (22.4%).

Portability was also appreciated (22.0%), as was the entertainment that it supports

(8.3%). This was not surprising, as laptops are useful devices. The most frequent

rejection rationale was that users preferred other products (58.3%). Of the 7 who

responded in this manner, 4 opted for desktops and 3 preferred tablets. Interestingly,

not a single privacy concern was expressed. It would appear that this factor rarely

in�uences laptop purchases.

Tablets were next-most popular, owned by 65.9% of our participants. Purchases

were again justi�ed by portability (21.0%), likely due to the compact size. Individuals

also appreciated the quick convenience (8.9%) and the usability (7.0%). Rejection

was primarily blamed on other device use (49.5%), with 46.2% of these favouring

smartphones and 46.2% preferring laptops. While they are too large to �t in a pocket,

they often lack usable keyboards [85].

Only a single individual criticised privacy, suggesting these views were not widespread.

They disliked that users lacked complete control of the product's security. Interest-

ingly, the user still chose to purchase the tablet. This implies that concerns were not

severe enough to encourage rejection. Representative quotes, along with participant

number, are displayed below.

�Convenient to use handheld devices, but not 100% give user full control and

customisation of privacy.� (#30).

Desktops were next in popularity, possessed by 52.4% of respondents. Ownership

rationale was varied, with 34.3% praising desktop applications. Within this, 22.9%

enjoyed entertainment features and 16.7% liked gaming. Of the 104 rejection com-

ments, the most-common was a preference for other devices (45.2%). Laptops were

chosen in 85.1% of these cases, likely since they are more portable. We then considered
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whether privacy was a salient factor. As with laptops, not a single person criticised

this matter. Across our `non-IoT' products, privacy appears a rare consideration.

IoT ownership. We now consider the rationale behind IoT purchases. Smart

appliances were fourth-most popular, owned by 41.8% of participants. This likely

owes to the prevalence of smart TVs, with 25.7% of justi�cations mentioning this

functionality. Participants also appreciated the entertainment value (12.9%) and

e�cient convenience (11.9%). In terms of rejection, individuals were discouraged by

high prices (24.5%) and a lack of necessity (37.3%).

Participants appeared somewhat aware of privacy issues. Five individuals rejected

based on this factor, with the main issue being perceived surveillance (4.5%). This

was likely due to the media reports concerning eavesdropping televisions [50]. While

it is encouraging that privacy is considered, price was mentioned 5x more often. As

markets mature, technology prices tend to naturally fall [334]. This suggests that

appliances might increase in popularity.

�They may even know or predict what my lifestyle is. It is like a big brother always

spying on you.� (#30).

Wearables were far less popular, only possessed by 20.6% of participants. Of

the reasons justifying ownership, 44.2% praised the exercise-monitoring functional-

ity. This is understandable since �tness trackers are a common wearable. Reasons

for rejection were highly varied. The most popular rationale (53.1%) was that the

technology was unnecessary. Other justi�cations included the cost (17.9%) and a

smartphone preference (9.3%).

As previously mentioned, wearables provoked the greatest privacy concern. How-

ever, only 3.1% of comments considered this factor. These individuals disliked the

notion of being continuously monitored. However, a large number of participants

appeared to appreciate this exercise tracking. This demonstrates tension between

privacy and functionality, potentially contributing to the Paradox. Although privacy

was mentioned, price was cited over 5x more frequently (17.9%). Therefore, as the

market matures, these devices might increase in prevalence [334].

�Because the wearer is never unreachable.� (#72).

Home automation systems were least-common, owned by only 12.4% of partic-

ipants. Of the few who purchased these technologies, 16.0% justi�ed this on use-

ful functionality. Another 8.0% considered them usable, while 8.0% felt they saved
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money. In terms of rejection, the most popular reason was price (22.4%). Another

22.4% found them unnecessary, implying they have not gained broad appeal.

When considering privacy scores, participants expressed concern. However only

1.1% of comments referred to the topic. They cited `privacy' in general, rather than

outlining speci�c issues. In contrast, cost was blamed over 20x more often. As

before, while concern is claimed, it rarely appears to in�uence decisions. If true, the

IoT Paradox might be prevalent.

�I would have privacy/security concerns and do a lot of homework before installing

anything, if I wanted it.� (#116).

The Privacy Paradox

Our survey does not explore the use of protective settings. Therefore, we reserve

a detailed Paradox analysis to the next study. However, we can receive an initial

insight through considering product purchases. If individuals claim concerns but

buys it regardless, a disparity might exist. Our �nal hypothesis (H4) asserted that

such disparities would be signi�cantly more frequent for IoT devices. To explore

this, we begin by considering each product individually. Since we analyse views on a

participant level, we report `participant' proportions.

Non-IoT. In these cases, any disparity between concern and behaviour was rare.

For laptops, only 13/158 (8.2%) bought the product while expressing concern. This is

likely because their mean privacy score was the highest, and hence few were worried.

The percentage was slightly higher for tablets, with 12/112 (10.7%) acting in this

manner. These products o�er convenient functionality, and this might overcome

concerns. Desktop percentages were also quite low: only 7/89 (7.9%) displayed a

disparity. We took a mean aggregate average, �nding the `non-IoT' rate was 9.0%.

While this does not consider protective behaviour, the issue does not appear common.

IoT.We now move on to assess smart devices. For home automation systems, 2/21

(9.5%) displayed a disparity between concern and behaviour. While these products

trigger some worries, users might care more about convenience. Smart appliances per-

formed even worse, with 9/71 (12.7%) acting in this manner. Such devices appeared

popular with the public, being owned by over 40% of our respondents. However, since

they are suspected of eavesdropping [50], they can trigger privacy concerns. Finally,

wearables contributed to this disparity most frequently (6/35, 17.1%). Since they also

lacked usability and familiarity, protective behaviour might be impeded [158,230,317].

When we calculated an IoT mean, 13.4% displayed this issue.
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H4. For our �nal hypothesis, we asserted that this disparity would be more

common in the IoT. Although the proportion appeared greater than the `non-IoT'

rate, the di�erence was not signi�cant (p = 0.150). Although the percentage was

higher for IoT devices, there were comparatively few owners. For example, while

158 respondents had laptops, only 21 possessed home automation systems. In larger

samples, it might be possible to �nd signi�cance. As previously noted, purchases were

not a perfect proxy for behaviour. When analysing protective actions, usability and

familiarity might have an in�uence [158,230,317].

Through H1, we found that the IoT provokes the most concern. H2 and H3

showed that these devices are considered less usable and less familiar. Moreover, based

on behavioural rationale, privacy appears rarely taken into account. Therefore, we

believe that the IoT Paradox will be prevalent, particularly in wearable environments.

5.4 Implications

Concerns. To address our second research subquestion13, we compared perceptions

towards a variety of devices. This was undertaken through an online survey with 170

participants. We found that IoT products provoked the greatest concern. Wearables

were deemed the worst, receiving signi�cantly lower scores than `non-IoT' technolo-

gies. This suggests that the concern component of the Paradox was high.

Constraints. Participants considered IoT products to be signi�cantly less us-

able. If a device is complex to operate, privacy features might be neglected [247].

These products were also rated signi�cantly less familiar, with this posing additional

constraints [317]. Such issues might impact the behaviour component of the Paradox.

If these factors diverge, the issue might be prevalent. As highlighted, this study used

purchasing decisions as a proxy. To assess protective behaviour in depth, we conduct

semi-structured interviews in the next chapter.

Wearables. Wearables may be susceptible to the Paradox. They provoked the

greatest privacy concerns, while also being considered least usable. Furthermore, they

were rated as lacking in familiarity. Since concerns are strong and behaviour might

be impeded [317], wearables could pose a risk. This supports claims that mobile

computing can threaten rational privacy decisions [47]. When studying justi�cations,

cost appeared more in�uential than privacy. If smartwatches mature and their prices

decrease [334], these devices could proliferate.

13SQ2: How do perceptions di�er between IoT and other devices?
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Rationale. Although strong concerns were expressed, privacy was rarely factored

into purchasing decisions. Participants appeared far more driven by price, features

and usability. Indeed, elements of functionality were the largest factor for all IoT

devices. If individuals become preoccupied, they might overlook privacy [103]. Fur-

thermore, when the topic lacks salience, users might not protect their data [188]. To

mitigate a Paradox, perhaps the principle should be highlighted.

Next steps. Thus far, we have addressed our �rst two research subquestions.

In Chapter 4, we con�rmed the existence of the Paradox in the UK. Our online

survey now enabled a comparison of perceptions across several devices. Based on

our �ndings, the disparity might be common on IoT devices. Through purchasing

decisions, we conducted an initial exploration of behaviour. However, to study the

matter at greater depth, we require rich data. This can be provided through informed

discussions of owned devices. Concerns can be deconstructed based on reactions to

contextualised questions. The use of protection can be assessed, alongside rationale

for this behaviour. Therefore, to explore the prevalence of the Paradox, we conduct

semi-structured interviews.
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Chapter 6

How and why does the Privacy

Paradox di�er between IoT and other

devices?

6.1 Introduction

Background

In our �rst study (Chapter 4), we con�rmed that the Privacy Paradox existed in

the UK public. Through our second work (Chapter 5), we found that IoT privacy

concerns appear to be greater than those towards `non-IoT' devices. This implies

that the concern component of the Paradox might increase. We also discovered that

IoT products were considered signi�cantly less familiar and (less) usable. Previous

work has suggested that such issues can constrain protection [158, 317]. Therefore,

these factors might reduce the behaviour component. This divergence might lead to

the Paradox increasing in prevalence.

While our studies have analysed the Paradox at a high-level, we have not explored

rich rationale. In the previous chapter (Chapter 5), purchasing was used as a proxy for

behaviour. This was appropriate in our high-level survey of opinion. However, to ad-

dress our third research subquestion (How does the prevalence of the Privacy Paradox

di�er between IoT and other devices? ), protective behaviour must be considered.

The focus of the thesis is to reduce the disparity, in addition to studying it. To

design mitigative approaches, we must understand why individuals act in this manner.

Therefore, we continue by conducting in-depth interviews with product owners. This

supports us in addressing our fourth research subquestion: Which factors contribute

to the Privacy Paradox in the IoT?
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Motivation

Previous work has criticised studies for comparing abstract concerns with practical

behaviour [369]. Since privacy is contextual [278], users might value the concept in

principle but take little action. To explore the Paradox with nuance, discussions will

be contextualised around de�ned devices.

Although the online survey extracted opinions, only 3/170 participants (1.8%)

owned all the products. This was su�cient in this case, as we compared general con-

cerns against purchasing decisions. However, for an detailed dissection of behaviour,

we now recruit device owners. This should support the extraction of informed views.

To explore the in�uence of the IoT, we require a baseline group for comparison.

Therefore, to establish consistency, we use the same six categories from the previous

chapter. Again, while we accept there is no IoT-computer dichotomy, the products

were selected through the robust process. Through recruiting owners and comparing

their responses, we can ascertain whether the Paradox prevalence di�ers.

6.2 Methodology

Hypotheses

Metrics. We begin by outlining the metrics we receive from this study. Our in-

terviews seek to explore both privacy concern and protective behaviour. As will be

described in the Question Design subsection, privacy concerns were gauged through

contextualised questions. This approach is similar to that of `scenarios', as deemed

successful in previous studies [2, 133, 232]. Our selection criteria are outlined in Sec-

tion 3.5. Rather than querying concern directly, responses were requested to four

incidents. Since they did not mention `privacy', this should avoid priming the topic.

This is important, as social desirability bias [138] can in�ate concerns.

To assess the matter fairly, it was crucial that these scenarios had feasibility. This

was achieved by considering a detailed threat model, as described in Section 3.4.

Since we compare a wide range of devices, we opted for the general construct. Based

on the responses to four questions, to be introduced in Interview Question Design,

we formed the concern score. This metric ranged from 1/5 (low) to 5/5 (high). Score

generation is outlined near the beginning of Section 6.3.

To explore the Paradox directly, we must understand protective behaviour. Our

analysis was undertaken by considering the frequency of three actions. The criteria

for their selection is outlined in Section 3.5. These techniques, also introduced in
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Interview Question Design, all improve the privacy posture of an individual. If a

person wished to protect their device, they could take these actions. We formed the

behaviour score from responses, with the process described in Section 6.3. This metric

ranged 1/5 (low) to 5/5 (high).

H1. We now turn to our hypotheses. In Chapter 5, we found IoT devices were

considered less usable and (less) familiar. Based on our aforementioned rationale,

we believe protective behaviour might be constrained. Therefore, we assert that the

mean IoT behaviour score will be signi�cantly less than that for `non-IoT' products.

If accepted, this might imply that smart devices constrain protection. Wearables are

expected to perform poorly, since they received low ratings in the previous study.

H2. An absence of protection does not alone indicate the Paradox. If concerns are

also low, then opinions and behaviour are commensurate. However, we do not expect

IoT users to lack concern. Indeed, Chapter 5 demonstrated that these products can

provoke unease. This might be through their functionality or a `fear of the unknown'

[221]. Even if data is considered innocuous, invasions might be rejected on principle.

As we posit that IoT behaviour will be less-protective, the disparity should increase.

With concern scores and behaviour scores rated out of �ve, a disparity was de�ned as

a two-point gap. While a one-point gap would not signify a dissonance, we believed

three points to be excessive. For our second hypothesis, we assert that this disparity

will be signi�cantly more frequent for the IoT than `non-IoT' products. If Paradox

prevalence does di�er, this might be due to the devices themselves. By exploring the

matter across a range of products, we address our third research subquestion.

We formally summarise our two hypotheses below:

1. The mean behaviour score for IoT devices will be signi�cantly less than the

mean behaviour score for `non-IoT' products.

2. The number of individuals expressing the disparity for IoT devices will be signif-

icantly higher than the number expressing the disparity for `non-IoT' products.

While not a falsi�able hypothesis, we also seek to determine those factors that

contribute to the Paradox. This is achieved through a robust analysis of discussions.

If the disparity is indeed prevalent in the IoT, we can begin addressing the issue.

Through analysing which justi�cations are most frequent, we can design countermea-

sures. In this manner, the �ndings from this study will directly support subsequent

chapters. By identifying contributory factors, we address our fourth subquestion.
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Study design

We solicited concerns and behaviour through semi-structured interviews. These dis-

cussions were grounded in a de�ned context, since all questions related to a particular

owned device. In this manner, we adopted the important principle of compatibility

[12]. This supports fair comparisons between concerns and behaviour [369].

Participant groups. To explore how the Paradox relates to the IoT, we required

a baseline group for comparison. Therefore, we recruited two sets of participants. The

former possessed IoT devices, while the latter owned less-novel products. This second

group acted as a control to enable smart device analysis. Without this sample for

grounding, it would be harder to determine the IoT's idiosyncrasies. Furthermore,

since we expect the Paradox to be exacerbated, we required a disparity baseline.

For consistency, we used the category de�nitions from the previous chapter (Chap-

ter 5). Therefore, the IoT group had owners of: wearables, smart appliances and home

automation systems. `Non-IoT' participants owned: desktops, laptops and tablets. We

again accept that technologies are not in a strict dichotomy, with this discussed in

our critique (Section 9.3). To contextualise our analyses of concern and behaviour,

all questions focused on a single device. When individuals possessed multiple prod-

ucts, they were asked to select one they used frequently. Through this, we sought to

explore informed responses.

Interview scheduling. The 20-minute discussions took place over a three-week

period. Interviewees selected a timeslot themselves, with sessions available between

9am and 6pm, Monday to Friday. We accept that daytime scheduling might have

limited the participation of certain demographic groups. However, it was preferable

to evenings or weekends, where individuals might have been reluctant to donate their

time. Furthermore, with interviews conducted in an unfamiliar location, participants

might feel uneasy after dark.

Interview procedure. Our discussions contained only two individuals: a re-

searcher and a participant. To control for external factors, the same researcher con-

ducted all the interviews. All respondents faced the same questions, with only the

device name customised in our between-subjects format.

The interviews were conducted in a meeting room within the university. This

was considered preferable to Skype or phone discussions, which can challenge rapport

[330]. Interviewees �rst read an information sheet, detailing data storage and redressal

procedures. They then completed an informed consent form, explicitly agreeing to

audio recording. By recording the discussions, we sought to encapsulate the richness

of data. As no participants took exception to this point, we believe it was appropriate.
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Participants then completed a brief demographics sheet, enabling the monitoring

of representativeness. As before, we omit discussion of comparisons for the sake

of brevity. Establishing consistency with the previous studies, we solicited gender,

age range and highest education level. We also requested a self-evaluation of how

technologically-literate each person believed themselves to be. If we receive a literate

sample, this might place a minimum bound on Paradox prevalence [48,114].

Once the discussion was completed, respondents were given their compensation

(outlined below). Since the privacy theme had been disguised, we then debriefed

them on the interview's topic. Finally, they were guided from the meeting room to

the exterior of the building.

Participant recruitment

Distribution. Recruitment was undertaken for two weeks and then the interviews

proceeded for �ve (January and February 2017). To explore the prevalence of the

Paradox, we recruited a distinct sample. This complemented the multi-site sample

from the street surveys and the remote group from the online questionnaires. Since

our interviews were conducted physically in the university, we recruited from the local

area. However, to avoid student samples, we advertised outside the institution. Re-

cruitment was undertaken through a local messaging board, DailyInfo. This message

board was non-academic and popular with the general public. Therefore, our �ndings

are not limited to student perceptions. Although such demographics are necessary in

some studies (Chapter 8), we sought the rationale of a varied sample.

Screening. Applicants were asked to email the organisers if they met two condi-

tions: that they were willing to participate in interviews, and that they owned a device

from one of our six categories. While this ownership was not veri�ed, participants

discussed their product for 20 minutes. It is unlikely that such an in-depth conver-

sation would be wholly fabricated. The only other criteria were that the individual

was an adult and able to give informed consent.

Response bias mitigation. It was crucial that the most privacy-conscious in-

dividuals did not avoid our study. To reduce this non-response bias, we highlighted

that data would be stored securely and anonymously. Since priming can in�ate con-

cerns [65], we also sought to disguise the topic of privacy. Furthermore, if the study

purpose is known, demand characteristics can introduce bias [287]. Therefore, the

interviews were advertised as concerning `modern technology' and privacy was not

mentioned. The question sequence was also adjusted to mitigate order e�ects. Due

to these approaches, we believe biases were reduced.
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Compensation. Participants were compensated for their time with ¿10 in cash.

Since they were required to visit the university and devote 20 minutes of their day, we

felt this was fair remuneration. This is particularly the case since the meeting room

was outside the city centre. Interviewees were under no obligation to accept the funds,

and could reject it without penalty. Although compensation can disproportionately-

encourage those with lower incomes [160], ¿10 was not a large sum. Since the topic

and aims of the study were disguised, we do not believe this a�ected our �ndings.

Interview question design

Structure. Our interviews followed a semi-structured approach, allowing for topics

of interest to be further explored [46]. This was preferred to structured format,

where we would be less able to investigate user rationale [285]. We also avoided an

unstructured approach, where fair comparisons might be challenging [285].

Re�nement. In seeking to enhance clarity and mitigate biases, the questions

were re�ned over several weeks. As in the previous chapter, we then received face

validation [96] from two individuals. A privacy-focused colleague veri�ed that the

topic was addressed. A questionnaire expert, also from our institution, identi�ed

potential biases. Once the design was updated, we conducted a small pilot study

within our research team. We found our original question sequence led to order

e�ects. After moving our behaviour queries later, privacy appeared better-disguised.

Design. Interview questions were of four main types: General, Concern, Be-

haviour and Privacy Paradox. The queries can be found below in Table 6.1. They

were designed to be broad, soliciting open-ended rationale from the general public.

While a prescriptive approach may have channelled responses, we would have con-

strained the diversity of replies. Since we sought rich data to dissect rationale, this

would have been counter-productive.

General questions. If the topic of privacy was immediately discussed, partici-

pants might become primed and adjust their responses [65]. Therefore, these questions

both disguised the matter and solicited general opinions. If a participant mentions

privacy at this unprompted stage, then the concept might be valued.

For the sake of brevity, we only highlight the questions relevant to our discussion.

Near the start of this section, we solicited a general opinion. We also asked partici-

pants what they liked most and least about their product. If privacy arose in these

unprompted questions, it suggests an interest in the topic. We next queried why they

thought others might not purchase their device. Even if a person is not concerned,
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Table 6.1: Semi-Structured Interview Questions

# Demographics

1 With which gender do you most identify?

Male Female Other

2 What is your age?

18-25 26-35 36-45 46-55 56-65 66 and over

3 What is your highest level of education?

School/GCSE A-Level/College Degree Masters PhD

4 How technologically-literate would you rate yourself?

1/5 2/5 3/5 4/5 5/5

# General Questions

1 What device did you buy?

2 How much did you know about your X before you bought it? Why?

3 What is your opinion of your X? Why?

4 What do you like most about your X? Why?

5 What do you like least about your X? Why?

6 Have you considered upgrading your X to a newer version? Why?

7 Why do you think some people don't buy Xs?

8 How often do you completely turn o� your X? Why?

9 Who do you think has access to your X's data?

# Concern Questions

1 How would you feel if someone deleted your X's data without your permission? Why?

2 How would you feel if someone shared your X's data without your permission? Why?

3 How would you feel if someone monitored everything you do on your X? Why?

4 How would you feel if someone sold your X's data without your permission? Why?

# Behaviour Questions

1 How do you use your X to interact with others? Why?

2 Does your X allow you to set a password? Have you set a password? Why?

3 How much time have you spent reading your X's privacy policies? Why?

4 How much time have you spent con�guring your X's privacy settings? Why?

5 How would you use your X if you wished to protect your privacy? Why?

# Privacy Paradox Questions

1 Why do you think some people use devices which place their privacy at risk?

2 Why do you think some people use their devices in an unprivate way?

3 Why do you think some people claim to value privacy but still use devices which place their
privacy at risk?

they might appreciate that unease is reasonable. This also sought to extract privacy

opinions, if any were pre-existing.

We then gradually introduced the theme, asking how often a participant switches

o� their product. Some devices, particularly IoT technologies, possess environmental

sensors. If an individual has a smart TV and never turns it o�, they might be
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exposing data [108]. In the �nal question, we targeted privacy more directly. We

asked users who they believed could access their data. This sought to evaluate their

degree of privacy awareness. If they recognise the risk, they demonstrate an element

of knowledge. With the topic now introduced, we then solicited user concerns.

Concern. Rather than asking individuals whether they were concerned (due to

response biases), we solicited reactions to contextualised questions. This scenario-

based approach has proved successful in many previous privacy studies [2, 133, 232].

To select these incidents, we made use of three criteria: relevance, feasibility and

behaviour correspondence. These are used throughout this thesis and are justi�ed in

Section 3.5. For the feasibility criterion, we considered whether the issue was possible

in our general threat model (Section 3.4).

Based on these criteria, we selected four incidents. These comprised: data deletion,

data sharing, data monitoring and data selling. The rationale for their inclusion is

now discussed below.

Concern: Contextualised questions. Data deletion represents an intrusion

into solitude/agency, one of Solove's archetypal violations [352]. Since it infringes on

a person's property, it bears relevance to privacy. The incident is also feasible, par-

ticularly with the prevalence of hackers and malware. Ransomware has demonstrated

the personal damage when �les become inaccessible [172]. Finally, this issue could

be partially mitigated through password usage. If a product is not locked, it might

be easier for an adversary to access. Fortunately, passwords are a common feature

to enhance protection. Based on the above considerations, this incident was deemed

apt. When a person opposes the loss of data, they show concern for this information.

Data sharing has relevance to privacy, directly relating to Solove's disclosure prin-

ciple [352]. Sharing can also expose details to unintended parties, placing con�den-

tiality at risk. This incident is highly feasible, since sharing takes place as a fre-

quent event. IoT devices often synch with remote servers [60], transmitting data over

long distances. Sharing is also common on the web, with this action supported by

social networking sites. Finally, this issue can be limited by available techniques.

Privacy/security settings are common to a range of products. By restricting these

permissions, data disclosure can often be limited.

Data monitoring relates to the surveillance violation [352], since it concerns de-

vice observation. If a product is being tracked by another party, it might be an

invasion of privacy. This incident has feasibility, with surveillance highlighted by the

Snowden revelations [337]. More recently, the Facebook controversy showcased how

some companies monitor user activity [75]. Many products communicate with their
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vendor, whether to install updates or synchronise data. This provides further op-

portunities for activities to be tracked. With observation now being commonplace,

some have accepted this monitoring [353]. Therefore, if a user rejects tracking, they

demonstrate privacy concern. Finally, this risk might be mitigated through protective

behaviour. Settings often allow such interactions to be restricted, as seen in the case

of permissions. If users constrain con�gurations, they might limit data monitoring.

Data selling was the �nal incident, with this relating to the secondary use principle

[352]. If information is provided for one purpose, and then used for another, this could

be a privacy violation. Data selling is also feasible, with information regularly sold

on online markets. Recent controversies have demonstrated how details are traded

between brokers [239], with this asset aiding the digital economy [334]. Finally, there

is a correspondence between the scenario and protective behaviour. Data can only be

sold if it is acquired by a company. By restricting settings, the risk of such collection

is reduced. Even if some information is obtained, users may be able to limit the

quantity. If a person rejects this incident, they appear to show concern for their data.

Concern: Scores. After the interviews, the responses were transcribed from our

audio recordings. Based on the replies to all four incidents, we formed the concern

score. By exploring privacy from several angles, we provide a rich analysis of partici-

pant opinions. The coding process is described in detail in Section 6.3. This concern

score represents one half of the Paradox.

Behaviour. We then explored behaviour; the second half of the Paradox. The

section began with a general question, asking individuals how they use their devices.

This was included to familiarise the participant with the new topic. Since the query

was not grounded in a particular technique, it was not factored into the behaviour

score.

Protective measures were also selected based on four criteria. Again, their use is

justi�ed in Section 3.5. They comprised: simplicity, utility, applicability and concern

correspondence. Based on these criteria, we selected three privacy-protective features:

con�guring passwords/PINs (screen locks), reading privacy policies and adjusting

privacy settings. The rationale for their selection is now discussed below.

Behaviour: Features. Passwords are familiar measures, used regularly by many

individuals. They should be simple and understandable, ful�lling the simplicity crite-

ria. Passwords protect personal data, reducing the risk of unauthorised access. Fur-

thermore, screen locks have been recommended to mitigate theft risk [102]. Therefore,

this technique possesses the necessary utility. Passwords/PINs are found on a diverse

range of technologies, from desktops to smartwatches, laptops to smart appliances.
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This suggests they have sound applicability. Finally, passwords can reduce the risk

of unauthorised access, whether physical or virtual. This should limit the likelihood

of several concern incidents. In particular, the security bene�ts should make data

deletion less probable. Therefore, there is a correspondence between concerns and

this approach.

Privacy policies are also well-known, found everywhere from websites to software

licenses [235]. While the documents themselves can be opaque, their underlying

purpose is simple. Now that the EU General Data Protection Regulation (GDPR)

has been implemented, they should increase in accessibility. Policies also have clear

utility, granting an individual greater privacy awareness. As previously discussed,

this might encourage the adoption of protection [48]. Based on this knowledge, they

could choose to reject a service or select a preferable alternative. These documents

may also have a cumulative e�ect, supporting the use of passwords or privacy settings.

The applicability criterion is ful�lled, as policies are supplied with a wide range of

products. Again, the GDPR mandates greater transparency over data processing.

Finally, invasive practices are often enumerated in these terms. Clauses will frequently

explain how data can be shared, monitored or sold by a vendor. These issues align

with three of our aforementioned incidents. Therefore, policies o�er the information

to respond to concerns.

Privacy settings, including permissions and sharing preferences, are found on a

variety of products. While they often present an `all-or-nothing' choice [35], they are

a rare means to limit data collection. Individuals might have seen these menus, since

they are found on apps and social media platforms. Furthermore, `settings' should

be a simple and understandable term. Providing utility, these tools allow data access

to be restricted. Even if some information is still collected, many details tend to be

optional. This has been found on both desktop systems [171] and mobile environments

[288]. Most importantly, they provide protection against the concern incidents. If an

individual wishes to limit sharing or monitoring, adjusting settings is a wise response.

This has the added bene�t of reducing opportunities for data selling. By selecting

feasible protective measures, we avoid comparing concerns with impractical actions.

Behaviour: Scores. Based on whether the participant enabled a password, read

their policies and adjusted their settings, we generated the behaviour score. This

coding process is described in detail in Section 6.3. The score comprised the second

half of the Paradox, and was compared against claimed concern.

Bias mitigation. It is appreciated that self-reporting can be prone to bias [134].

However, we took several approaches to minimise this issue. Firstly, we sought to
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disguise our study's privacy focus. Therefore, social desirability bias and demand

characteristics should not have encouraged fabrication. Secondly, since compensation

was allocated evenly, there was no �nancial incentive for misreporting. Thirdly, the

behaviour in question was not sensitive or stigmatised. For this reason, participants

should feel comfortable in responding. Finally, interviewee anonymity was emphasised

and quotes were not attributed. Therefore, participants would not be embarrassed

by the publication of results. Finally, the requirement for rationale may serve as

disincentive. Since participants had to justify their claims, we thought they might be

less likely to fabricate. These approaches should minimise the risk from self-reporting.

As 77.5% of interviewees admitted to not reading their policies, it appears unlikely

that behaviour was exaggerated.

Privacy Paradox questions. Our �nal three queries sought to explore justi�ca-

tions behind the Paradox. Once this rationale was understood, we could then develop

approaches to mitigate the issue.

We considered asking participants why their behaviour di�ered from their con-

cerns. However, we believed this approach would contribute to defensive or evasive

responses. Therefore, our queries were phrased in terms of why `other people' might

act in this manner. Since their views would remain salient from previous responses,

we expected answers to still correspond with their own rationale. 21/40 participants

referred to themselves while responding. Since this might have been implicit in addi-

tional cases, we believe our approach was successful.

Paradox rationale was triangulated through three questions. The �rst asked why

some people use devices which place their privacy at risk. We then queried why some

individuals might use their products in an `unprivate' manner. The term `unprivate'

was selected as it was more accessible than describing a lack of protection. Finally,

we addressed the central question behind the Paradox: Why do some people claim

to value privacy but still use devices which place their privacy at risk? With this

question revealing the interview's purpose, it was placed last to avoid order e�ects.

Through dissecting each participant's rationale, we explore a range of potential fac-

tors. This allows us to address our fourth subquestion1, and supports the development

of mitigative approaches.

1SQ4: Which factors contribute to the Privacy Paradox in the IoT?
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6.3 Results and Discussion

Participants

Category distribution. We conducted semi-structured interviews with 40 par-

ticipants. 20 of these discussed their IoT device, while 20 outlined their `non-IoT'

product (as de�ned in Chapter 5). In terms of the IoT, 13 had wearables, 5 had

smart appliances and 2 had home automation systems. For the `non-IoT' group, 15

had laptops, 4 had tablets and 1 had a desktop computer.

We expect such a distribution to be due to two reasons. Firstly, as demonstrated

in Chapter 5, some products are more popular than others. Secondly, if an individual

owned several devices, they were asked to discuss one they used frequently. This

sought to support informed responses to our interview questions. With wearables

being worn on the wrist, they might be accessed more often than a tablet. Similarly,

a laptop might be more convenient than a static desktop. Although the category

sizes were far from equal, they represent the popularity of the assessed products.

To compare the IoT and `non-IoT' environments, we deemed it apt to consider this

factor. The matter is discussed in our research critique (Section 9.3).

Demographics. Of these 40 participants, 60% were male and 40% were female.

This closely corresponds with the 57%/43% split in our online survey (Chapter 5).

The sample was quite young, with 45% between 26-35 and 32.5% between 18-25.

This contributed to an estimated mean age of 31.6. This might have been due to the

interviews being conducted during weekdays. We expect older individuals would be

more likely to be in work or caring for children.

52.5% of our group possessed a Master's quali�cation, with another 32.5% having

a Bachelor's degree. These proportions are likely due to the demographics of Ox-

ford, and particularly those keen to participate in research. However, the estimated

mean age (31.6) is much greater than the undergraduate average. This suggests that

students did not dominate our sample.

Participants considered themselves to be technologically-literate (x̄ = 4.0), with

43% rating themselves 4/5. Those skilled in technology are often better-able to pro-

tect themselves [291]. This might place a minimum bound on Paradox prevalence.

Interviews had a mean duration of 17.7 minutes, ranging from 11.5 to 28.9. All par-

ticipants were asked the same questions, but some were slower and some were more

open to elaboration.
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Qualitative analyses

We transcribed our 40 interviews in their entirety, seeking to accurately record the

comments. The doctoral student undertook `verbatim transcription' [246], since they

were familiarised with the data. Although this approach was time-consuming, it

minimised the risk that relevant details were omitted [246].

Coding frame creation. We then undertook inductive analysis [323], as de-

scribed in Section 3.3. Through using the same methodology, we conducted consis-

tent explorations. As required, we �rst familiarised ourselves with the data. After

undertaking this process for all 40 interviews, general themes began to emerge. For

example, while some rejected policies due to complexity, others were deterred by the

e�ort. Based on these themes, we created draft coding indices. Since our queries

addressed privacy from several angles, we developed an index for each question. This

approach supports the comparison of responses between participants [187].

We also noted `deviant cases' [23], avoiding the temptation to subsume infrequent

opinions. Once the indices were re�ned, they became our coding frames. One frame

was produced for each of our 22 questions. Strict de�nitions were then added, seeking

to make this process robust and replicable. The coding frames relevant to our current

discussion can be found in Appendix A.2.

Coding approach. In answering a question, a participant might mention several

topics. For example, Question 6 asked participants whether they had considered up-

grading their device. Rather than including `Yes' and `No', we opted for `Reasons in

favour' and `Reasons against'. This allowed us to remain faithful to the diversity of

responses. For behavioural questions we took a di�erent approach. These responses

indicated whether a technique was used or not. Therefore, top-level themes were

categorised in an exclusive manner. As an example, Question 15 focused on device

passwords. Since participants reported either using or avoiding these features, re-

sponses were coded as `Yes' or `No'. However, individuals could still provide multiple

subtheme reasons for their answer. Section 3.3 outlined how theme proportions could

be reported in several ways. We primarily adopt the `comment' technique, with the

`participant' approach signposted when used.

Qualitative validation. After we completed the coding, validation was under-

taken to add further rigour. We considered using `multiple coding', by having a

second researcher analyse the transcripts [293]. However, this approach was deemed

impractical for two reasons. Firstly, the research was undertaken by a single doctoral

student. Therefore, we did not have an available resource at this point. Secondly,
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with with forty 20-minute discussions, the time investment would have been signi�-

cant. This also deterred us from a lengthy process of `repeated coding'. Since Chapter

8 addressed our central research question2, the e�ort was considered better-spent on

those interviews.

However, we wished to validate the appropriateness of our �ndings. To achieve

this, we undertook respondent validation [56]. This process is outlined in detail

in Section 3.3. Individuals were each sent their interview transcript. Beneath the

answers, their relevant codes were listed clearly. They were asked to check both: a)

the textual accuracy of the transcript; and b) the appropriateness of the assigned

codes. Via email response, they could then request amendments on either grounds.

As previously mentioned, these requests were not automatically honoured. They

were balanced against our own academic judgement. Regardless of the outcome,

interviewees were compensated with a ¿5 Amazon voucher. Since this required further

cooperation after a lengthy interview, we believe it to be appropriate.

Validation results. After contacting our 40 participants, we received 36 re-

sponses. Individuals were sent two emails over two weeks, and therefore had ample

opportunity to reply. Of the 36 respondents, 33 were pleased with both their tran-

script and the assigned themes. This accuracy rate of 91.7% suggests that we were

successful in encapsulating opinions. Of the three requested amendments, none sought

to `improve' our interpretation of behaviour. This suggests that protective actions

were not underrepresented.

Participant 6 wished their Question 3 code to be altered. They highlighted that

�the screen is fantastic� referred to interface quality rather than monitor size. Since

this owed to an ambiguous statement, the coding was updated. Participant 20 disliked

the `Not interested in exercise' code attached to their Question 7 response. This query

did not explore their own rationale, but asked why other people might not purchase

�tness trackers. Based on the interviewee's feedback, we felt the `No need' theme

was more appropriate. Finally, Participant 24 identi�ed a small transcription error

in their Question 12 response. In the phrase �because I have an urge to do it�, the

word `don't' was mistakenly omitted. However, since the respondent agreed with

the assigned code, the meaning of the statement did not change. In this case, the

transcription error was simply corrected.

Summary. Respondent validation supported the rigour of our qualitative analy-

sis [56]. We also used triangulation to build con�dence in our �ndings. Rather than

2Central question: Can the Privacy Paradox be mitigated in the context of smartwatches?
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exploring the Paradox through a single query, we included three. Similarly, we as-

sessed concerns through four contextualised questions. Furthermore, behaviour was

evaluated based on three actions. Through using triangulation, we can corroborate

our �ndings.

Score generation

Concern scores. To assess concern and behaviour, we required comparable met-

rics. However, we were concerned that qualitative comparisons might be excessively

subjective. For example, if a person justi�es their lack of protection, which factors

could correspond with concern? We therefore decided to compare quantitative met-

rics. These were calculated in a consistent manner from participant responses. These

replies had already been rigorously coded and validated by respondents. When indi-

viduals expressed a large number of objections, they received a high concern score.

Similarly, if protective measures were all used, a high behaviour score was assigned.

The process for these calculations is outlined below.

Both metrics encapsulated multiple responses and were assessed on a �ve-point

scale. In this manner, they provided an overview for each participant. If the scores

di�ered greatly, a disparity could be identi�ed. Justi�cations could then be extracted

from the rich data. Without this approach, it would be challenging to compare

Paradox prevalence. We re�ect on the process in our critique (Section 9.3).

Concerns were gauged based on responses to the four contextualised questions.

For each query, concern intensity was assessed in the following manner. As shown

below in the `data deletion' coding frame (Table 6.2), comments were grouped into

`Concerns' and `In mitigation'. While de�nitions are omitted for brevity, the full

tables can be found in Appendix A.2.

Since interviews are conversational, participants often responded with several com-

ments [307]. If all a participant's remarks were concerns, their reaction was marked as

`Concerned'. This appears appropriate, as they did not express any reasons in miti-

gation. In contrast, if none of the comments were concerns, they were marked as `Not

Concerned'. We believe this also apt, since individuals were given an opportunity to

report their worries. Indeed, respondents often spent several minutes outlining their

many considerations. If a negative incident is greeted with no apprehension, then

we believe the label is fair. Finally, if the participant expressed both concerns and

mitigations, they were classi�ed as `Slightly Concerned'. This was deemed apt, as

the individual appreciates both the threats and the limitations. While we considered

additional divisions, we thought the di�erences would become marginal.
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Table 6.2: Example Coding Frame: Data Deletion Incident

Theme Subtheme Subsubtheme

Concerns Data Valued

Reliant

Recovery E�ort to recover

Cannot fully recover

Principle Principles

Unconsented

Invested in device

Feels like theft

Security concerns

Lost functionality

Inconvenience

In mitigation Contingent Depends what data

Depends how/why deleted

Innocuous data

Backed-up data

Simple to replace

No long-term requirement

Other matters are more important

Our process was undertaken for all four contextualised questions, with each having

`Concerns' and `In mitigation' themes. This enabled a holistic analysis of privacy

concern. Once complete, we began generating metrics. For each question, 0 was

assigned to `Not Concerned', 1 to `Slightly Concerned' and 2 to `Concerned'. This

resulted in cumulative metrics from 0 (low) to 8 (high). Appropriately, an individual

expressing widespread concerns would receive a higher total than one with varied

responses.

Finally, to enable comparison with behaviour, metrics were scaled to a score be-

tween 1 and 5. Our approach is illustrated in Figure 6.1. The technique sought to

discourage indecision by granting the neutral 3/5 a smaller region. This was under-

taken since we wished to di�erentiate between high and low concerns. However, if

balanced responses were given for all four scenarios, the neutral score was assigned.

The �nal metric, known as the concern score, allowed opinions to be compared across

our 40 participants. If an individual expresses many concerns to many incidents, they

appropriately receive a large score. However, if their opposition is moderated by other

considerations, they get a lower metric.

Behaviour scores. We followed a similar approach to analyse behaviour. The

metric was calculated based on the usage of the three protective techniques. Since

participants either did or did not use these tools, only a single top-level theme was
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Figure 6.1: Qualitative Concern Scaling

applicable. Therefore, participant behaviour was easier to categorise. An example

coding frame, that of password usage can be found in Table 6.3.

Table 6.3: Example Coding Frame: Password Usage

Theme Subtheme Subsubtheme

Yes Security General protection

Physical access

Loss/theft

Easy/quick

Parental controls

Save battery

Habit

Requirement

Duty to protect work device

Separate space

Sensible

Assisted by another

Prompted by device

No Not supported

Too much e�ort

Little perceived risk

Data considered innocuous

Have not investigated

Only for online account

To comprise the behaviour scores, points were assigned based on protection. All

participants began with a single mark out of �ve. If they indicated that they used
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a password, they were given 1 additional mark. They were assigned another mark if

they read their privacy policy in detail. Super�cial skimming was not rewarded, since

it would not provide su�cient awareness. Finally, if participants con�gured their

settings, they were given 2 extra marks. This technique was weighted heavily since

it o�ers protection against multiple incidents. As previously outlined, permissions

could limit data sharing, monitoring and selling. The total, deemed the behaviour

score, ranged between 1/5 (low) and 5/5 (high). A person who used all protection

would appropriately receive 5/5. In contrast, if only policies were considered, 2/5

would be assigned. We deemed this metric to be apt, since it illustrates the usage of

protection. Through this scale, we compared behaviour between our participants.

General responses

These questions sought to both acclimatise our interviewees and disguise privacy. We

now outline responses and compare our two groups (IoT and `non-IoT'). For brevity,

we only discuss those queries with �ndings relevant to the thesis.

What do you like? When naming their most popular feature, our groups greatly

di�ered. Whereas the `non-IoT' group valued the form factor (39.2%) and usability

(25.5%), IoT owners cared about applications (54.2%). In the latter case, sensors and

exercise tracking were particularly enjoyed. This echoes the focus on functionality

found in the Chapter 5 survey. Privacy was not cited by a single interviewee. Since

tracking is in tension with this factor, features appear more appreciated.

What do you dislike? Across both groups, the largest objections were to form

factors (34.9%) and poor usability (20.6%). However, almost two-thirds of these

criticisms came from `non-IoT' owners. This was frequently due to poor casing,

though heaviness was also an issue. As before, privacy was not mentioned. It appears

that the matter often fails to be a salient consideration.

Why might others not purchase? While individuals might not have privacy

concerns themselves, they appreciate that such views are valid. When answering

this question, the most popular justi�cation was that the product was unnecessary

(22.9%). However, two IoT owners identi�ed issues related to privacy. The �rst

mentioned that smart TVs are suspected of eavesdropping. The second highlighted

that people might be paranoid of Fitbit tracking. While we were pleased that privacy

was mentioned, these issues were not raised in the `dislike' question. Therefore,

users might possess latent concerns which do not in�uence behaviour. Representative

quotes, along with the participant number and group, are presented below:
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�A lot of TVs now have voice control, I think people are a bit concerned about the

privacy aspects of that� (#13, IoT).

�I think there are a lot of paranoid people who don't really particularly like to wear

any tech� (#18, IoT).

How often is it turned o�? While this question did not ostensibly concern

privacy, IoT products can collect data surreptitiously [108]. If such a device is left on

constantly, information might be collected.

Usage patterns di�ered considerably based on the technology. Whereas 60% of

`non-IoT' owners switched o� daily, only 20% of IoT participants acted in the same

manner. Most of the former group sought to save battery/energy (58.8%), though

some acted out of habit. Worryingly, 66.7% of IoT users switched o� rarely or never.

This was primarily to either provide features or enable data collection. It appears

that many are aware of monitoring, but desire it to enhance functionality. If these

individuals still claim concern, this might provide rationale for the Paradox.

�Just because I like to have the most data available to look at for myself, rather

than having gaps.� (#35, IoT).

Who can access data? This question began to introduce the topic of privacy.

If an individual lacks privacy awareness, they might be unable to perceive risks.

Furthermore, they might lack the skills to protect themselves.

Of concern, `non-IoT' owners were able to identify more issues (56.6%) than IoT

users (43.4%). This was counter-intuitive, since many smart devices function through

collecting data [300]. When considering those participants who were unsure, 8/11

(72.7%) were IoT owners. These users might deem the matter too complex. Seven

individuals claimed to have not considered access. Worryingly, all seven owned IoT

products. If users have little awareness, their information might be placed at risk.

�Essentially I have no idea who has access to my data.� (#25, IoT).

Privacy concerns

We move forward to consider the privacy concerns expressed by the participants.

Our questions solicited reactions to data deletion, sharing, surveillance and selling.

By comparing user responses, we can explore which devices provoke the most concern.
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Deletion. Across both groups, 92.5% expressed some concern over deletion. Since

45% were strictly opposed to the act, individuals appear to feel some sense of own-

ership. With such opposition, it would appear rational for protective measures to be

used. While the concern did not di�er between groups, the justi�cations did. `Non-

IoT' users opposed the principle of violation (43.6%), particularly disliking the lack

of consent. Many also thought that their data was valuable (17.1%), possibly because

it included important documents. In contrast, IoT concerns were frequently due to

lost functionality (16.7%). If a person's Fitbit data is deleted, this limits the bene-

�ts of exercise tracking. However, many doubted sensitivity, with half the mitigative

comments mentioning this. As suggested by earlier responses, it appears IoT users

place great value on functionality.

�Because I probably would lose things that I need for work.� (#11, Non-IoT).

�I would be pretty frustrated, because I use it as a training diary.� (#35, IoT).

Sharing. This practice was also opposed, with 90% of participants expressing at

least some concern. The groups were united, with over 80% of both conveying this

emotion. Despite the popularity of online disclosure [4], individuals appear to desire

some control. To receive this capability, they could adjust their device's settings.

Only 37.5% of participants showed strict opposition, implying it was not as un-

popular as data deletion. The most contentious point was the principle of invasion,

mentioned in 59.6% of comments. Whereas some might voluntarily share data, they

oppose disclosure without their consent. IoT owners were concerned about how their

information would be processed (26.7%). Several feared that GPS could be used

to track geographical locations. Since GPS tends to be optional, this risk could be

reduced by adjusting settings.

�I think that if information belongs to an individual then they have authority over

what happens to that information.� (#26, Non-IoT).

�The Fitbit data is gradually saying too much about you. It says days when you're

active, it could tell where you are cycling.� (#4, IoT).

Monitoring. When considering surveillance, 90% of both groups showed opposi-

tion. 50% were strictly opposed to the practice, more than in the previous two ques-

tions. This suggests that many dislike tracking, even in our increasingly-surveilled

society. This con�icts with the functionality of many products, particularly smart
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devices [108]. `Non-IoT' participants found monitoring uncomfortable and thought it

might in�uence their behaviour (34.6%). In mitigation, some accepted that surveil-

lance was a social norm (68.8%) while others had `nothing to hide' (12.5%).

The rationale appeared to di�er slightly for smart device owners. Although tar-

geted advertising was disliked, tracking and security provoked the most concern

(18.5%). Whereas a laptop might only disclose your IP address, a smartwatch might

identify your location. With IoT users opposing such monitoring, one might expect

them to adjust their settings.

�So I think it would probably change your behaviour de�nitely and again it wouldn't

be particularly pleasant.� (#3, Non-IoT).

�I'd feel like, like someone would maybe be stalking me which would be a bit un-

nerving.� (#35, IoT).

Selling. This practice faced strong condemnation from both groups. 92.5% dis-

liked selling, with 62.5% expressing strict objections. At least 60% in both samples

were purely opposed, suggesting this incident provoked the most concern. This is

unsurprising, as individuals should reject being exploited for pro�ts. Nevertheless,

the views are at odds with the digital economy [334]. If participants are so opposed

to this practice, one might expect them to guard their data.

Both groups took exception to selling, but for very di�erent reasons. `Non-IoT'

owners disliked that another party was making a pro�t (26.3%). In contrast, IoT

users wanted to receive money from the transactions (22.2%). Since they were not

opposing the access itself, they might consider their data to be less valuable.

�Well that's the kinda same as sharing actually, just slightly worse as they're

actually making money out of it.� (#17, Non-IoT).

�I would also be angry because I should get part of the money.� (#36, IoT).

Concern scores. Based on the responses, owners appeared concerned about

their devices. However, to assess participants' views, we calculated the concern scores.

82.5% received a metric of either 4/5 or 5/5. In contrast, only 10% got a score beneath

3/5. We continued by analysing our two groups. 75% of IoT owners received over 3/5,

contributing to a mean score of 3.95/5. The `non-IoT' group also showed opposition,

resulting in a mean of 4.15. This suggests that most participants expressed privacy

concerns. Since owners appeared to oppose violations, one might expect them to

protect their data.
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Privacy behaviour

To complement our evaluation of concerns, we now move on to consider behaviour.

This was gauged on whether participants enabled passwords, read their privacy poli-

cies and con�gured their settings. If one studies terms and adjusts con�gurations,

they might better prepared than one who abstains.

Passwords. Password protection was far from perfect, with only 55% of partici-

pants securing their devices. However, this percentage was skewed due to the inaction

of smart device owners. 95% of `non-IoT' users set a password, which corresponds

well with their strong concerns. In contrast, only 15% of IoT owners did the same.

Based on this dichotomy in behaviour, we found passwords were used signi�cantly

less often on smart devices (X2(1) = 25.859, p < 0.001, d = 2.705). This `huge' e�ect

size [333] suggests a considerable contrast in behaviour. If passwords are neglected,

users miss an excellent opportunity to protect their data.

`Non-IoT' owners used passwords for several reasons. Many appreciated the se-

curity protection (21.4%) and the restriction of physical access (19.0%). Some also

enabled this feature out of habit (9.5%), regarding con�guration as part of their rou-

tine. IoT users appeared to view passwords in a di�erent manner. They disliked the

degree of e�ort required (23.1%), as their products often rely on brief interactions.

Indeed, some devices might lack interfaces suited to password entry [183]. Other

owners failed to investigate the features (19.2%) or doubted their device's sensitivity

(23.1%). While data can often appear innocuous, inference techniques may reveal

private information [106].

�If anyone would break into my home, I wouldn't want them to access my com-

puter � (#12, Non-IoT).

�I just want to swipe it. It just takes too much time to get in there� (#21, IoT).

Policies. These documents provide a rare approach to learn about data proce-

dures. Since our participants appeared concerned about privacy, one might expect

them to take this opportunity. However, only 22.5% of our sample took time to

read the policies. While we do not claim to be representative of the public, this low

percentage is supported by existing work [155].

As before, behaviour di�ered greatly between our two groups. Whereas 40% of

`non-IoT' owners studied the documents, only 5% of others acted the same. Based on

this, smart device users were signi�cantly less likely to read their policies (X2(1) =

7.025, p = 0.02, d = 0.923). This `large' e�ect size further emphasises the contrast.
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`Non-IoT' owners took action to improve their knowledge (28.6%). Some checked

for egregious clauses (21.4%), while others found the documents quick to read (14.3%).

In contrast, IoT users were deterred by the excessive length (11.8%) and the time

required (14.7%). Many also commented that they were too eager to use functionality

(14.7%). When individuals become preoccupied with features, they might forget their

reservations [103]. Regardless of the rationale, IoT behaviour di�ered from concerns.

�I tend to take a reasonable glance and see if there's any ridiculous stand out

clauses� (#11, Non-IoT).

�I think I was more in a hurry to get it out of the box and set up and start using

it� (#40, IoT).

Settings. Con�guration appeared common, with 70% of our sample adjusting

their options. However, as before, behaviour di�ered greatly between groups. While

95% of `non-IoT' owners took action, only 45% of others did the same. Since default

con�gurations tend to be permissive [59], users might place their privacy at risk.

When comparing groups, we found IoT owners were signi�cantly less likely to

adjust their settings (X2(1) = 11.905, p = 0.001, d = 1.301). Once again, this `very

large' e�ect size [333] suggests a disparity in protection.

Rationale di�ered greatly between the two groups. When `non-IoT' users took

action, it was justi�ed on improving privacy (23.1%) and security (23.1%). Many

also enjoyed tinkering with their system to customise the experience (15.4%). IoT

users appeared less interested, considered functionality to be more exciting (18.8%). If

owners are preoccupied with features, they might quickly forget their concerns. These

users also perceived little risk (12.5%) and doubted their data sensitivity (12.5%).

While their judgements may be accurate, such decisions require a degree of knowledge.

Since a 2017 poll found only 8% understood sharing practices [99], this knowledge

might be rare. If true, low awareness might contribute to lax behaviour.

�When I �rst set up anything I tend to like to go through and adjust the dials�

(#7, Non-IoT).

�I just want to explore the functions and interesting bits not the privacy bit, pri-

vacy is the boring bit� (#36, IoT).
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Behaviour scores. To compare actions between participants, we calculated the

behaviour scores. 52.5% received a metric above 3/5, with these scores indicating

protective behaviour. This was compared to 30% who got a metric beneath 3/5. It

appears that while most use some protection, many remain at risk.

In the `non-IoT' group, 90% received a score of 4/5 or above. This resulted in

a mean of 4.25/5. The metric implies that these users take e�ort to protect their

devices. However, only 15% of IoT owners received such high scores. Indeed, 55%

of their group were assigned 2/5 or below. Their mean of 2.1/5 demonstrates how

infrequently protection is used. With this metric appearing much lower than concern

scores (x̄ = 3.95/5), a disparity seems to be likely.

H1. We now turn to our �rst hypothesis. It asserted that the IoT mean behaviour

score will be signi�cantly less than that for `non-IoT' products. If accepted, it might

imply that smart devices constrain protective behaviour. Through a Mann-Whitney

U test, we found that the di�erence was indeed signi�cant (U = 30.5, p < 0.001, d

= 2.105). The `huge' e�ect size further suggests a gulf in behaviour. Based on the

aforementioned justi�cations, this appears due to two factors: a preoccupation with

functionality and a lack of awareness. As will be highlighted, these reasons were also

prevalent when discussing the Paradox.

Categories. To determine which devices pose the greatest risk, we compared

behaviour between our categories. If a product is rarely protected, its data might be

vulnerable to attack. Since the online survey (Chapter 5) suggested wearables lack

usability and familiarity, we expected them to present the greatest issues [230,317].

A Kruskal-Wallis test showed that behaviour scores di�ered signi�cantly based on

device (X2(5) = 26.162, p < 0.001). In order to determine the sequence, pairwise

analyses were then undertaken (α = 0.003). We received two signi�cant results, with

other comparisons hampered by low quantities of devices. Smart appliance behaviour

was signi�cantly less-protective than that on laptops (U = 0, p < 0.001, d = 2.148).

Wearable protection was also less used than tools on laptops (U = 7, p < 0.001, d

= 3.211). This e�ect size was even greater, emphasising the infrequency of action.

Wearables contributed to 13/20 IoT products, and hence received a detailed analysis.

Since they might constrain protection, they appear a good candidate for investigation.

The Privacy Paradox

Our third research subquestion considers Paradox prevalence in IoT and other envi-

ronments. An absence of protection does not alone indicate that the issue is present.

To explore this subquestion, and our second hypothesis, we compare concern scores
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with behaviour scores. Comparisons were undertaken on a per-participant basis,

rather than considering the aggregate metrics. This sought to ensure that concerns

and behaviour were contextualised around the same product. We de�ned a two-point

gap as denoting a disparity. Such occurrences suggest that the Paradox is present.

Prevalence. Based on this de�nition, 12/40 (30%) participants were prone to

the issue. As previously stated, our study does not claim to be representative of the

general public. However, it suggests that a subset of individuals might be susceptible.

This result corroborates the con�rmation of the disparity in our street survey. Of these

12 participants, 11 (91.6%) owned IoT devices. Based on this division, there appears

to be an issue in smart device environments.

H2. Our second hypothesis posited that the disparity would be signi�cantly more

frequent for IoT devices than for `non-IoT' products. Based on the results of a Chi-

Squared test, we accepted this conjecture (X2(1) = 11.905, p = 0.001, d = 1.302).

Even if we selected a 3-point disparity de�nition, 9/40 (22.5%) would still be prone.

The resulting 8-1 division would also remain statistically signi�cant (X2(1) = 7.025,

p = 0.02, d = 0.923). In accepting the hypothesis, the IoT appears more prone to

the Paradox. This addresses our third research subquestion. If smart devices do

exacerbate the issue, their proliferation might place privacy at risk.

Paradox distribution. Below in Figure 6.2, we directly plot concern scores

against behaviour scores. We represent participants with individual points, with red

denoting IoT users and blue denoting `non-IoT' owners. The heatmap is divided into

three regions: commensurate behaviour (yellow), stronger-than-expected behaviour

(green) and the Privacy Paradox (pink). Those 25 in the yellow area appear to act

roughly consistently with their concerns. Individuals in the green region (3) take more

action than their concerns suggest, possibly due to routine or expertise. The Paradox

is represented by the pink area; where concern is accompanied by little protection.

Based on the distribution of points, the IoT appears prone to the issue.

Categories. We then analysed the matter through our categories. By identifying

devices which cause risk, we could select an environment for further study. Since many

of our products had a frequency lower than 5, the Chi-Squared test was inappropriate

[137]. Therefore, we opted for Fisher's Exact Test instead [137]. Through this, we

found that Paradox prevalence di�ered signi�cantly across the devices (p = 0.003).

The two products which contributed the most cases were smart appliances (3/5 users)

and wearables (7/13 users). The latter category was expected, since it received poor

evaluations in the Chapter 5 survey. Although the proportion is larger for appliances,
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Figure 6.2: Heatmap: Concern Scores vs Behaviour Scores

wearables comprised over half of the Paradox incidents. Therefore, we believe that

they present the greatest challenge to protective behaviour.

Contributory factors. Through accepting our second hypothesis, IoT owners

appear more prone to the Paradox. However, to mitigate this disparity, we must

understand the contributory factors. This allows us to address our fourth research

subquestion. To dissect the decision-making process, we analysed our �nal three

queries. They explored why `risky' devices are used, why protection is neglected and

why the Paradox exists, respectively.

Lack of awareness was the most frequent Paradox justi�cation. It was mentioned

30.8% of times for the �rst question, 34.4% for the second and 19.3% for the third. In

all three cases, it was the most popular reason. In terms of participants, it was cited

by 28/40, 26/40 and 16/40, respectively. Most importantly, it was the most-common

IoT factor for the �nal two questions. 4/12 (33.3%) Paradox-prone individuals used

this point to justify the disparity.

Some thought that people did not recognise the threat. In this case, it is under-

standable that protective tools were not investigated. Others believed that even if

protection is sought, most do not know of the techniques. It matters little that risk

is recognised if remediation is not understood. This is supported by Büchi et al. [72],

who found that Internet skills are more in�uential than concerns. It also corroborates

Chapter 4, which found that those with expertise use more protection. Again, this
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highlights the two components of privacy awareness: threat and response. Therefore,

to mitigate the Paradox, we could seek to increase privacy awareness. Representative

quotes are shown below, along with participant number, group and disparity status:

�I guess it's just they don't always know what people can access and what they

can do with that information. So people like me who don't read the terms and

conditions and the privacy settings.� (#28, IoT, Disparity).

Convenience bene�ts were also found to be a popular justi�cation. Products

might need data for functionality, and therefore require settings to be open. This

factor was cited 23.1% of the time to justify `risky' devices, 11.5% to explain a lack

of protection, and 13.6% when considering the Paradox. In terms of participants, it

was mentioned by 23/40, 11/40 and 12/40, respectively. It was also the most-popular

IoT justi�cation for the �rst question. Similar to a lack of awareness, 4/12 (33.3%)

Paradox-prone individuals cited this reason.

This is supported by the Paradox work of Beuker [55], who found that perceived

bene�ts encourage data disclosure. Exact reasoning di�ered by participant, but many

described a balance between privacy and convenience. Whereas they valued the

principle, data would be sacri�ced to receive functionality. This exchange may be

perceived as low-risk by the individuals. However, without privacy understanding,

threats cannot be evaluated accurately [350]. Furthermore, those with less knowledge

tend to overestimate the advantages [157]. Therefore, a lack of awareness might have

further in�uence. Risky practices were also justi�ed on short-term necessity. For

example, even if public Wi-Fi is insecure, it might be used to send an urgent email.

Individuals may aspire to privacy, but sacri�ce their data through practical necessity.

�I think for convenience, I think convenience often trumps security considerations,

at least in my case� (#25, IoT, Disparity).

Lack of risk perception was a common justi�cation. The factor was used to justify

`risky' devices (14.4%), inadequate protection (7.3%) and the Paradox (13.6%). In

terms of participants, it was cited by 12/40, 6/40 and 10/40, respectively. As before,

4/12 (33.3%) Paradox-prone individuals used this to justify the disparity.

Some users considered their data to be innocuous, and therefore not worthy of

attention. Others trusted they were safe due to vendor protection. Still others ap-

preciated that attacks were possible, but questioned their severity. These are all

sensible considerations, and some judgements might be accurate. However, as sug-

gested above, the public often lack privacy awareness [49]. Therefore, they may be
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unable to ascertain their degree of risk [350]. Through increasing knowledge of both

threats and protection, individuals might learn how to guard themselves.

�I don't do it on purpose...you just assume that it's new and it's all protected �

(#21, IoT, Disparity).

Based on these �ndings, a lack of awareness appears to be in�uential. We accept

that this justi�cation might occasionally be used as an excuse. Some might not care

about privacy, but claim ignorance through social norms [138]. While possible, many

participants demonstrated little knowledge of data access. Furthermore, the in�uence

of privacy literacy is supported by much research [48, 48]. Therefore, we believe lack

of awareness to be an important factor.

To encourage protection, we will seek to impart privacy knowledge in our sub-

sequent studies. As concerns are already strong, we do not expect them to further

increase. Therefore, an educational approach might mitigate the prevalence of the

Paradox. While awareness campaigns might appear an obvious solution, they are

criticised for lacking e�cacy [38]. This issue is highlighted within the Literature Re-

view (Section 2.5). Individuals must be incentivised to act, otherwise they will not

invest e�ort [38]. To adopt new behaviour, users must also be con�dent they can

put knowledge into practice. Since campaigns lack e�cacy, we explore interactive

approaches to encourage protection. Even if individuals then avoid these tools, at

least we have supported informed decisions.

6.4 Implications

Awareness. We found IoT owners used less privacy protection than other users.

They took less action in setting passwords, reading policies and adjusting their set-

tings. Since smart devices can collect large amounts of data [300], such behaviour

might place privacy at risk. Qualitative justi�cations suggest this was often due to

a lack of awareness. This factor was the most prevalent reason given by the IoT

owners. It occurred because users did not know of the risk and/or did not know

of the response. If individuals do not feel at threat, they have little reason to seek

protection.

Paradox. Since concerns were common in both groups, the Paradox was more

prevalent in the IoT. This corroborates our online survey (Chapter 5), which found

concerns were high but usability and familiarity was poor. It also supports our street
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study (Chapter 4), by demonstrating that the Paradox is common. If IoT devices are

prone to this issue, their design might limit protection.

Wearables. Since wearables fared worst in our previous study, we expected them

to be particularly susceptible. This was found to be true, with over half of their owners

displaying the disparity. Based on these �ndings, smartwatches might pose a risk as

the devices spread. This echoes the views of Barth and de Jong [47], who opined that

the Paradox might be exacerbated by mobile computing. Such results encourage the

analysis of wearable devices.

Next steps. This chapter addressed the third subquestion by comparing Paradox

prevalence across our two groups. With the disparity appearing greater in the IoT,

we are encouraged to explore novel environments. It also answered the fourth, since

it provided an analysis of contributory factors. This supports the development of

mitigative approaches, which we describe in the following chapters. Furthermore, we

scope our focus to smartwatches primarily based on these interviews. In this manner,

our subsequent research builds on this work.

To reduce the disparity, we seek to increase the privacy awareness of smartwatch

users. However, public campaigns merely highlight a problem, rather than encourage

new actions [38]. For behaviour change to be successful, users must be incentivised

and given chances to re�ne their knowledge [332]. Therefore, we designed an inter-

active approach to encourage protection. Although action does not itself mitigate

the Paradox, we do not expect concerns to greatly increase. Indeed, if participants

possess protective knowledge, their fears might be moderated. As the Paradox has

been con�rmed and factors have been identi�ed, we now turn to addressing the issue.
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Chapter 7

Can we mitigate the short-term

prevalence of the Privacy Paradox on

smartwatches?

7.1 Introduction

Background

In the preceding chapters, we have demonstrated that the Paradox is more prevalent

in the IoT. Wearable devices were found to be particularly susceptible, contributing

to over half of the issues. This is unsurprising, as mobile computing has been claimed

to support irrational decision-making [47]. With wearable users placed under the

greatest risk, we wish to protect individuals with smartwatches.

In addition to gauging the prevalence of the Paradox, we have also sought to un-

derstand it. Through our interviews, the most common IoT justi�cation was a lack

of awareness. Although it might occasionally be used as an excuse, protection is chal-

lenging without knowledge. Indeed, Internet skills have been found more indicative

of actions than concerns [72]. But while campaigns can highlight a topic, they fre-

quently fail to change behaviour [38]. Such a result would challenge the mitigation of

the Paradox. While we could seek to reduce concerns, this was deemed dishonest and

unethical. Individuals do face a risk to their data and this should not be disguised.

Therefore, we explored other approaches to encourage protection.

The literature recommends complementing awareness with both education and

training [332]. Since we wish to highlight risks and teach protection, `serious games'

appeared wise [324]. We did consider alternative approaches, including campaigns,

nudging and Privacy by Design (PbD). All these techniques are outlined in Section

2.5. However, as described in that section, they were deemed insu�cient for several
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reasons. Firstly, campaigns are generic, non-interactive and frequently ine�ective [38].

Secondly, while nudging can in�uence behaviour, actions revert when the interface is

changed [70]. Finally, although PbD is bene�cial when planning systems, smartwatch

settings are already implemented [355].

In contrast, educational games are successful at imparting knowledge [101]. In-

deed, they have been found more e�ective for learning and retention than traditional

instruction [394]. Games are interactive and do not require complete control of the

ecosystem. Furthermore, through incentives and positive reinforcement, persuasion

can persist after gameplay [101]. Gaming scenarios have been previously proposed

as a means to teach privacy [375]. Games have also proved successful in a range of

cyber security environments [199, 316, 341]. Due to these many factors, we designed

and evaluated an educational game.

Motivation

Privacy educational games are rare [363], with none developed in the context of smart-

watches. Due to the constraints of this interface (e.g., small screen, few buttons) [90],

there was a risk of an ine�ective implementation. To minimise this probability, our

designs were informed by Psychology [38,150] and Learning Science [248,312] princi-

ples. We also developed the application following best practices [26, 312]. However,

to support an e�ective game, prototyping appeared appropriate. Therefore, we �rst

design and develop a prototype game. This application is hosted online, supporting

its trialling with a large group of smartwatch owners. While the watch interface is

simulated, such approaches are commonly in privacy research [206,315,383]. Indeed,

in Jackson and Wang's [194] Paradox study, they simulate their interface. Through

this large-scale analysis, we can collect behavioural results and participant feedback.

Based on these �ndings, we can then re�ne the �nal application.

To assess our prototype, we solicited the concerns and behaviour of smartwatch

owners. This established a baseline of how individuals perceive their devices. After

these responses were captured, users interacted with our online game. This provided

education and allowed owners to practice new behaviour. Finally, their actions were

re-evaluated in follow-up interactions. This enabled a detailed analysis of whether

our prototype was persuasive.

We wished to conduct our analyses in a scienti�cally-rigorous manner. Therefore,

we divided our participants into a control group and a treatment group. Both groups

answered the same initial and �nal questionnaires. However, the treatment group

also played the online game. If behaviour becomes more privacy-protective, this
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might suggest the prototype was persuasive. If the control group do not di�er from

pretest to posttest, then questionnaires should have introduced little bias. Through

comparisons of behaviour, our application can be fairly assessed.

In this study, we seek to mitigate the Paradox over the short term. This directly

aligns with our �fth subquestion1. It is di�cult to address the Paradox, with only

one previous work having success [194]. This was achieved within a single session,

rather than over a period of time. Furthermore, behaviour change tends to be a

challenging task. Therefore, we felt it would be unwise to directly attempt a medium-

term mitigation. It was more prudent to �rst conduct a smaller experiment. If the

Paradox is reduced over several days, a greater period can then be explored. Since our

�nal app is informed by this prototype, it should have a greater chance of persuasion.

7.2 Methodology

Hypotheses

Metrics. We begin by outlining the four metrics we studied. These comprised: the

initial and �nal concern scores, and the initial and �nal behaviour scores.

Before we can explore whether perceptions have changed, we must establish a

baseline. If later responses have adjusted, it might be due to the game's in�uence.

Since privacy is contextual [278], it is challenging to analyse in a fair manner. There-

fore, as before, we make use of contextualised concern questions. To select them,

the consistent criteria were used from Section 3.5. However, the general model was

too broad for our scoped focus. Therefore, we adopted the smartwatch model from

Section 3.4. By considering feasible issues, concerns could be assessed appropriately.

Before participants learned of a game, they completed an initial questionnaire. In

that form, we solicited reactions to three privacy incidents. The approach was similar

to the previous study, with the process outlined later in this section. Respondents

indicated their concern on a �ve-point Likert Scale. This ranged from 1/5 (low) to 5/5

(high). By calculating a mean across the scenarios, we produced the initial concern

score. Since responses were aggregated on a single theme, this approach was deemed

appropriate [58,78,280]. If a person was opposed to several incidents, their score was

higher than one with mixed views.

To receive a baseline, behaviour was also solicited in the initial questionnaire. We

explored actions through three simple questions. Each query requested the usage

1SQ5: Can we mitigate the short-term prevalence of the Privacy Paradox on smartwatches?
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frequency of a protective technique. The selection criteria were used from Section

3.5, with the process also outlined later in this section. The techniques sought to

mitigate the risks from the contextualised questions. Therefore, if person expressed

strong concern, it would be rational for them to use protection. Responses were again

supplied on a �ve-point Likert Scale. This scale ranged from 1/5 (infrequent) to

5/5 (frequent). We calculated another mean, generating the initial behaviour score.

If an individual had consistent protection, their score was greater than one taking

occasional action.

After completing the initial questionnaire, our sample was divided into two halves.

These comprised a treatment group and a control group. The former played the

prototype game, while the latter undertook no tasks. We selected this approach since

it can mitigate confounding variables [344]. Respondents were unaware of their group

membership and had no knowledge of the alternative condition.

Once the gameplay stage was �nished, all participants completed a �nal question-

naire. The �rst section was identical to the initial form, enabling a fair comparison.

Therefore, we received updated responses for concerns and behaviour. If knowledge

moderated fears, they might report less concern. Similarly, if the prototype encour-

aged protection, their actions might di�er. Through this, we received the �nal concern

scores and behaviour scores.

H1. Our interviews suggested that a lack (low degree) of awareness contributes

to the Paradox. This might be because individuals do not perceive any risk. Even if

they do, they cannot act without a degree of knowledge. Since our prototype both

highlights privacy and teaches techniques, we believe protective behaviour will be

encouraged. Based on this belief, we formed our �rst hypothesis. We assert that the

�nal mean behaviour score in the treatment group will be signi�cantly higher than

its initial mean score. If so, the game might have encouraged protective behaviour.

H2. To mitigate confounding variables, the control group do not play the game

[344]. They complete no tasks between the initial questionnaire and the �nal question-

naire. Because of this, we expect their responses to be stable. However, if behaviour

changed signi�cantly, another factor may have in�uence. This might be the survey

questions or the structure of the methodology. We expect this to be unlikely, since our

questionnaire is designed to disguise the topic of privacy. Therefore, we posit that the

�nal mean behaviour score in the control group will not be signi�cantly higher than

the initial mean score. Null hypothesis signi�cance testing is a matter of continued

debate [277]. However, we do not test for equivalence; we only care that di�erences
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do not reach the threshold. If H1 and H2 are both accepted, then any behaviour

change may be due to the prototype.

H3. An increase in protection does not itself mitigate the Paradox. When eval-

uating the issue, we compare concerns against behaviour. Since all questions were

contextualised around an owned smartwatch, these comparisons can be undertaken

fairly. Both concern scores and behaviour scores were rated on a �ve-point scale.

These scores present a quantitative overview of each participant's responses. As be-

fore, we de�ne the disparity as a two-point gap. In such cases, concern might be

strong but protection used occasionally. Alternatively, opinions might be varied but

action is never taken. We deemed both situations to be indicative of the Paradox.

Concerns could rise in line with the behaviour scores. However, if worries are

already strong, they might not further increase. Furthermore, unease might be mod-

erated by knowledge of protection. Therefore, it is unlikely that concerns will increase

as much as behaviour. This should mitigate the disparity, hence reducing its preva-

lence. The prevalence is de�ned as the number of individuals that present the issue.

Since treatment participants experience the game, only their group should be af-

fected. For our third hypothesis, we asserted that the disparity will be signi�cantly

less prevalent after the gameplay session. If accepted, the Paradox might have been

mitigated.

H4. We wish behaviour change to originate from our prototype, rather than

our methodology. Apart from the treatment group, responses should di�er little

from pretest to posttest. For our �nal hypothesis, we posited that the control-group

disparity will not be signi�cantly less prevalent after the session. If this is accepted,

there should have been little in�uence from our questionnaires. Most importantly, if

H3 is also accepted, the game might have mitigated the disparity. This would answer

our �fth subquestion and encourage the conduction of a medium-term analysis.

We formally summarise our four hypotheses below:

1. The �nal mean behaviour score of the treatment group will be signi�cantly

higher than its initial mean behaviour score.

2. The �nal mean behaviour score of the control group will not be signi�cantly

higher than its initial mean behaviour score.

3. The number of treatment-group individuals expressing a disparity in posttest

will be signi�cantly less than the number of treatment-group individuals ex-

pressing a disparity in pretest.
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4. The number of control-group individuals expressing a disparity in posttest will

not be signi�cantly less than the number of control-group individuals expressing

a disparity in pretest.

If the prevalence of the Paradox is reduced, this suggests short-term success. We

can then use our �ndings to inform a native implementation. We should also receive

qualitative feedback from our smartwatch owners. Based on their views, the game can

be further re�ned. This should result in an application with longer-term feasibility.

Privacy feature selection

Ecosystem selection criteria. To evaluate behaviour, we explore the usage of

privacy-protective features. Therefore, we must �rst identify which settings are widely

available. However, this is challenged by the heterogeneity of smartwatches. Models

are diverse, ranging from Fitbits to Pebbles to Apple Watches. While some might

possess permissions, others lack third-party apps. Therefore, for a consistent analysis

of behaviour, we needed to select a single ecosystem.

Selection was undertaken through three criteria: functionality, autonomy and

amenability. Since we were choosing an ecosystem rather than features, we did not

use the approach from Section 3.5.

1. Functionality : Firstly, products should possess privacy-protective functional-

ity. Without such features, participants will be unable to protect their data.

Furthermore, as we seek to explore behaviour, we would have no actions to

analyse. These settings should be included in most models as default. This

would provide owners with a similar opportunity for protection.

2. Autonomy : Secondly, devices should have some autonomy from a paired smart-

phone. Data is often synched between smartwatches and mobile phones. This

enables call functionality and convenient noti�cations. However, the focus of

our analysis is the smartwatch. Therefore, protective features should be native

to that product.

3. Amenability : Finally, devices should be amenable to app development. This

prototype seeks to inform a native smartwatch implementation. Therefore, for

feedback to remain relevant, we should target the same ecosystem.
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Ecosystem selection. Based on the above criteria, we selected (Android) Wear

OS as our smartwatch environment. This system is hosted on a wide range of wearable

devices. Therefore, its popularity should encourage a large sample size.

In terms of functionality, Watch OS o�ers a broad range of protective features.

These include screen locks and application permissions. Through their use, individ-

uals are able to guard their data. These features are included as default on version

1.12. Since all models can upgrade to this version, the settings are available to our

participants. Therefore, behaviour can be compared fairly.

These devices also have a strong degree of autonomy. Whereas the Apple Watch

is con�gured through a phone, Wear OS provides native settings. Furthermore, they

o�er an on-device store for downloading apps. These apps are then installed solely

on the watch, without a paired program being required. This again di�ers from the

Apple ecosystem. By exploring native behaviour, we directly analyse smartwatches.

Finally, Wear OS appeared amenable to app development. Third-party tools

can be built and deployed directly to the watch. These applications need not be

hosted on an app store, but can be `side-loaded' through a USB connection. This is

supported through the Android Studio IDE, a usable and full-featured environment.

Apple Watches can also host third-party applications. However, they are less able to

monitor the device's settings. The deployment process is also complex and expensive.

Based on these considerations, Wear OS appeared preferable.

Feature selection. Now that the ecosystem has been selected, we chose the

features to analyse. Since we scoped our focus, we do not study the `general' features

from the comparative interviews (Chapter 6). To assess this wearable environment,

all tools were speci�c to smartwatches. Features were selected through the consistent

criteria from Section 3.5: simplicity, utility, applicability and concern correspondence.

The contextualised questions are outlined within the Main Survey Design subsection.

Selected features. Based on the above criteria, we selected three privacy-

protective actions. Their frequency will be analysed to evaluate participant behaviour.

The features comprised: enabling a screen lock, disabling GPS and restricting app

permissions. Our rationale is outlined below.

Screen locks are provided through three options: PINs, passwords and graphical

patterns. While the feature might pose a slight delay to users, it limits unauthorised

access. Passwords are found on many modern technologies. Since the concept should

be understood, they comply with the simplicity criteria. They also have clear utility,

2We make reference to the Android Wear version numbers. They have recently been reset
following the rebranding to Wear OS.
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since they limit access to data. As smartwatches can store a range of personal details

[118], unauthorised access could cause damage. If a watch is lost or unattended,

passwords o�er good protection.

Screen locks are also supported on all Wear OS models. This signi�es their broad

applicability. Finally, the feature has direct correspondence with our �rst contextu-

alised question. The incident concerns a watch being accessed by a stranger. This

issue belongs in our smartwatch threat model from Section 3.4. As with many con-

sumer devices, watches face a reasonable risk of loss. Furthermore, as highlighted by

Ricci et al. [320], their �size and portability makes them easy to steal �. Screen locks

reduce the likelihood of access by limiting unauthorised usage. Such passwords have

been suggested to reduce theft risk [102]. Therefore, if a person is concerned about

the incident, a screen lock might o�er protection.

GPS is bene�cial for navigation and sporting activities. This service is commonly

used by apps to o�er personalised functionality. While the advantages of GPS are

clear, it can also pose privacy risks. When the service is enabled, positions can be

identi�ed. For example, if one spends the night at a location, a company might infer

where the person lives [180]. Although positions might be tracked through other

networks, GPS has the greatest precision [398]. Smartwatch recordings might be

even more accurate, since the device is attached to the body. We do not call for

the abandonment of GPS, since it provides great functionality. However, it could be

disabled when not required.

Disabling this feature matches all of our criteria. Firstly, GPS is popular and

commonly used on mobile devices. Furthermore, the service is accessible through

the home screen. Therefore, it should be simple to use. Secondly, there is utility in

disabling this service. GPS allows geographic tracking, supporting the inference of

sensitive information [180]. If one wishes to reduce their risk, disabling the service is

wise. Thirdly, GPS is supported on all Wear OS smartwatches. These devices also

allow the feature to be toggled. This enables an evaluation of protective behaviour.

Finally, we had a direct correspondence between GPS and our second contextualised

question. The incident involved a company tracking an individual's location. When

the service remains enabled, this situation is feasible [180]. Indeed, this has been

demonstrated in the recent Strava controversy [174]. By disabling GPS, the risk is

reduced [314]. If a user is concerned about this incident, they can limit its likelihood.

App permissions allow application data access to be limited. Smartwatches can

contain an array of sensitive information [118]. Apps interact with these details to

provide useful functionality. However, since users rarely read their policies [269],
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they might be unaware of this access. If users wish to restrict data collection, app

permissions o�er a rare opportunity. We accept that these settings are `all-or-nothing',

in that users cannot negotiate their own conditions [35]. The menus also tend to be

opaque and can impede convenient functionality [36]. However, they do prevent the

collection of personal data. Such collected details are frequently exchanged with other

companies [334]. Therefore, permissions could also reduce this sharing risk.

These settings met our four criteria. Firstly, permissions should be known to

users, since they are included on smartphones and social networking sites. Although

they can lack usability, smartwatch owners should be aware of the concept. Secondly,

permissions have clear utility through protecting data. By restricting settings, the

access to details can be limited. Thirdly, permissions are available on all Wear OS

devices. They should therefore have broad applicability. Finally, we established a

correspondence between permissions and our �nal contextualised question. In this

incident, an app company shares a user's information. Again, such sharing is a

common occurrence within the digital economy [334]. However, if permissions are

restricted, the disclosing party is limited in their access. Therefore, if a person opposes

this issue, settings might reduce their risk.

Experimental structure

Overview. We wished to evaluate whether our prototype could mitigate Paradox

prevalence. Therefore, we selected a pretest-posttest structure. This allowed us

to analyse the issue before and after our gameplay session. An illustration of the

structure can be found below in Figure 7.1.

Figure 7.1: Experimental Structure
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Firstly, we solicited concerns and behaviour through the pretest questionnaire.

Then, one week later, our participants were split into a treatment group and a control

group. While the former took part in an interactive session, the latter did not. The

session was composed of activities: an introductory video, the prototype game and an

evaluation questionnaire. The video highlighted privacy and demonstrated gameplay.

This sought to enhance the usability of the prototype. Once this content was watched,

the game was played several times.

The session was concluded by an qualitative questionnaire. Through this, we

solicited detailed evaluations of the game. Based on smartwatch user feedback, we

could inform our re�ned application. A one-week gap was then installed before the

posttest phase. This period was included for two reasons. Firstly, it aimed to reduce

priming, since privacy was disguised in the questionnaires. Secondly, the gaps granted

individuals the time to practice new techniques. Since such periods are included in

comparable studies [19,20,115,223], we adopted this approach.

Finally, all participants completed the posttest questionnaire. The �rst half was

identical to the pretest form, enabling a fair comparison. The second half di�ered

by requesting qualitative responses. These replies were then used to dissect decision-

making rationale. It was crucial that these questions did not in�uence the �rst half.

Therefore, page navigation was disabled.

Methodology selection. We chose to solicit concerns and behaviour through

an online questionnaire. This approach was selected for several reasons. Firstly, by

hosting the questionnaire online, we could target a distinct sample. The Proli�c

service, to be outlined, provided access to large numbers of UK smartwatch owners.

If the Paradox is prevalent in this population, we corroborate our �ndings from earlier

chapters. Since many top-tier privacy studies use online simulations [206,315,383], it

was deemed appropriate for a prototype. Secondly, this online approach reduced our

time investment. If the prototype was tested o�ine, the process might have taken

several weeks. It would have also been challenging to recruit such a specialised sample.

We decided this time was better-invested in the �nal study. Finally, online prototypes

provide individuals with a safe environment. Participants might have never explored

their settings before. Therefore, they might be reluctant to adjust their con�gurations.

Fortunately, our prototype supports experimentation in a risk-free context.

Main survey design

Design process. To solicit responses in pretest and posttest, we distributed a ques-

tionnaire. It was important that privacy was not primed, as this could in�ate concerns

152



[65]. Therefore, we included a large number of decoy questions. As these queries con-

cerned other matters, the focus of our study should be disguised. This questionnaire

can be found below in Table 7.1. Decoy queries are denoted by `-', while the numbers

indicate the concern-behaviour correspondence. The rationale questions were only

asked in posttest, and were included to extract qualitative opinions.

Once we felt that the document was complete, it received face validation [96]. As

before, this consisted of a review by a privacy researcher. A questionnaire expert

also advised on the mitigation of response biases. After the form was re�ned, it was

ready for distribution. The questionnaires consisted of �ve sections: Demographics,

Concerns, Behaviour, Rationale Informed consent. The �nal section outlined our

ethical procedures, and is omitted for brevity. Since the Rationale questions were

only asked in posttest, they are described in the next subsection. Our other queries

are outlined below.

Demographics. As in our previous studies, we collected gender, age range and

highest education level. This was undertaken so we could monitor the representative-

ness of our sample. We also undertook group comparisons, though these are omitted

for the sake of brevity.

Privacy concerns. We then solicited participants' privacy concerns. To miti-

gate the in�uence of order e�ects, these questions were placed before the Behaviour

section. This was undertaken since the topic might be primed by reporting actions

[65]. As mentioned earlier, concerns were gauged through contextualised questions.

We followed a similar approach to our interviews, with queries grounded in a de-

�ned environment. However, since we now scoped to smartwatches, we did not reuse

Chapter 6 incidents.

The incidents were drawn from the potential consequences of privacy inaction.

We used the consistent selection criteria, as justi�ed in Section 3.5. They consisted

of: relevance, feasibility and behaviour correspondence. As previously mentioned, we

consider the smartwatch threat model from Section 3.4. Based on the criteria, we

selected three distinct issues. They were: stranger access, location tracking and app

sharing. Their selection is justi�ed below.

Stranger access could occur if a watch was lost or left unattended. Since devices

can possess sensitive data [118], they could reveal personal details. If communication

apps are installed, an owner's identity could also be impersonated. This incident is

an archetypal violation, classi�ed as intrusion within Solove's taxonomy [352]. Since

unauthorised access is often invasive, the incident ful�ls the relevance criterion.
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Table 7.1: Pretest/Posttest Questionnaire
The `Qualitative Rationale' Section was only asked in Posttest

# Demographics

1 With which gender do you most identify?

Male Female Other

2 What is your age?

18-25 26-35 36-45 46-55 56-65 66 and over

3 What is your highest level of education?

School/GCSE A-Level/College Degree Masters PhD

# Contextualised concern questions (on �ve-point scale from Very Pleased to Very Displeased)

- How would you feel if your watch's screen became dirty?

1 How would you feel if a thief viewed all the data on your watch?

- How would you feel if your watch's battery died during the day?

2 How would you feel if other companies were spying on your watch's location?

- How would you feel if your watch's apps slowed down?

3 How would you feel if your watch shared your text messages with another company?

# Behaviour questions (on �ve-point scale from Always to Never)

- How often do you install your watch's updates?

3 How often do you disable/refuse the permissions of watch apps?

- How often do you clean your watch?

2 How often do you use location services (GPS) on your watch?

- How often do you charge your watch overnight?

1 How often do you use a passcode/pattern lock on your watch?

# Qualitative rationale

1 In which way do you believe you learn most e�ectively?

Visually Aurally Verbally Physically Unsure

2 Do you think you understand how to protect your smartwatch data? Why?

Yes No Unsure

3 Do you feel con�dent that you can protect your smartwatch data? Why?

Yes No Unsure

4 Do you think taking action to protect your smartwatch data is worth the e�ort? Why?

Yes No Unsure

5 Do you think your smartwatch data faces a realistic threat? Why?

Yes No Unsure

6 What would in�uence you to care more about your smartwatch data?

7 What would in�uence you to take greater action to protect your smartwatch data?

8 Indicate your agreement or disagreement with the following statement: �If you've got nothing
to hide, you've got nothing to fear�.

Strongly Agree Agree Neutral Disagree Strongly Disagree

This scenario was also deemed to be feasible. Smartwatches might be left unat-

tended during sports or other activities. Furthermore, they are small and therefore

simple to misplace. Indeed, their �size and portability makes them easy to steal �

[320]. Since wearables are both popular and expensive, these products may face an
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additional theft risk. Finally, the incident had direct correspondence with protective

behaviour. If an individual fears unauthorised access, screen locks o�er a simple so-

lution. Passwords have even been suggested as a threat deterrent [102]. Therefore,

users can respond to their concerns with this protective feature.

Location tracking can be undertaken through GPS, Wi-Fi or mobile networks.

However, the former o�ers the most accurate monitoring [398]. This issue has clear

relevance to privacy, as it concerns the surveillance violation [352]. Companies might

track individuals to target advertising or infer additional details. This data could also

be shared with commercial partners, as is common in the digital economy [334].

The incident ful�ls the feasibility criteria, since location is requested by a range

of apps. Furthermore, GPS is enabled by default on most Wear OS devices. Since

individuals tend not to adjust their smartwatch settings [371], their location might

be accessible. The recent Strava tracking has highlighted this issue [174]. Finally,

the issue can be mitigated through disabling GPS. This action reduces the risk of

location tracking [314]. In this manner, we establish a direct correspondence between

concern and behaviour.

App sharing can occur after an application accesses personal data. The access

is generally undertaken to o�er convenient functionality. However, apps can request

unnecessary information, as found in Android `grayware' [151]. Moreover, details can

be synched with servers for further processing. Therefore, companies have opportu-

nities to read sensitive data. This question has relevance to privacy, particularly the

disclosure and secondary use violations [352]. Furthermore, such sharing has feasibil-

ity, as demonstrated in the recent Facebook controversy [156]. Finally, settings exist

to mitigate the risk. To share data, a company must �rst acquire the information.

When permissions are restricted, this access is at least partially limited.

Concern scores. Participants indicated their reaction to each of the contextu-

alised questions. Responses were made on a �ve-point Likert Scale, ranging from

`Very Pleased' to `Very Displeased' via `Neutral'. Again, we avoided the term `con-

cern' to help disguise the purpose of the questionnaire. In our draft form, the scale

began at the `Neutral' point. However, we feared that this might encourage partici-

pants to express concern. Based on our amended scale, we received metrics between

1/5 (low) and 5/5 (high). By taking a mean across the incidents, we calculated the

concern score. By analysing these scores, we explored whether concerns changed as

the study progressed.

Privacy behaviour. To analyse protective behaviour, we explored how often the

selected features were used. They consisted of: enabling a screen lock, disabling GPS
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and restricting app permissions. These tools should respond to participant concerns,

supporting a correspondence between our questions. Again, this sought to establish

the principle of compatibility [12]. Protective features were the main focus of our

prototype game. By teaching participants how to use settings, we should encourage

greater protection.

Behaviour scores. Responses were made on a �ve-point Likert Scale. This

ranged from `Always' to `Never' via `Occasionally'. We did not include de�nitions for

these frequencies, as we explored the subjective opinions of our sample. Based on the

responses, we received metrics from 1/5 (low) to 5/5 (high). Since we analysed the

avoidance of GPS rather than its use, their replies were reverse-coded. Finally, taking

a mean across the three features, we calculated the behaviour score. By comparing

scores before and after gameplay, we explored whether actions changed.

Bias mitigation. As previously mentioned, concerns can be in�ated when pri-

vacy is salient [65]. Furthermore, we did not want behaviour to be exaggerated

through social desirability bias [138]. Therefore, our research was not advertised

as relating to privacy. Instead, the questionnaires ostensibly concerned smartwatch

opinions. Since the cautious might avoid privacy studies, our approach also sought

to reduce non-response bias [164].

As highlighted earlier, we included several decoy questions. They were also used

in an attempt to disguise privacy. These queries concerned the general functionality

of smartwatches. Participants faced another three incidents and features. They were

shu�ed in with the aforementioned questions. To conceal our purpose, non-privacy

actions corresponded with the non-privacy scenarios. This allowed our queries to

follow a consistent format.

Posttest rationale design

In the �rst stage (pretest) and �nal stage (posttest), participants completed identical

questions. However, an additional section was included in the latter case. This

solicited qualitative justi�cations for behaviour. Through this approach, we analysed

decision-making rationale. This informed the development of our re�ned application.

For brevity, we only discuss those questions with �ndings of relevance.

PMT factors. Our interviews, outlined in Chapter 6, highlighted many justi-

�cations for protection avoidance. Most common among these factors was a lack

of awareness. We hoped that after gameplay, a participant's risk perception would

increase. This might result in privacy-protective behaviour. However, individuals
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consider many matters before undertaking an action. As has been previously de-

scribed, this can be modelled through Protection Motivation Theory (PMT) [328].

To evaluate behavioural rationale, we explored the matter through four questions.

The �rst asked participants whether they believed they understood protection.

This assessed their con�dence in their own abilities, exploring self-e�cacy [43]. Since

the treatment group had played the prototype game, we would expect them to be

more con�dent. In the second question, we asked individuals whether they felt they

could protect their watches. This also assessed self-e�cacy, in addition to response

e�cacy. Again, those playing the game should become better-equipped to protect

themselves. We then asked participants whether they considered privacy worth the

e�ort. If not, our prototype should do more to highlight its advantages. This explored

the role of perceived threats and response costs. Finally, users were asked whether

they felt at risk. Through this question, we directly assessed their threat appraisal.

We would expect the treatment group to gain greater awareness through the game.

If not, the re�ned app should highlight risk exposure.

Further in�uence. Our game sought to provide both education and encour-

agement. However, we knew our prototype could be further extended. Therefore,

we asked participants what would in�uence their behaviour. Respondents might not

have perfect awareness of their own rationale. Nevertheless, they could still o�er

helpful suggestions. If certain factors predominated, these could be adopted in the

�nal application.

Evaluation questionnaire design

Overview. At the end of the gameplay session, participants completed an evaluation

questionnaire. This sought to gauge opinions of the interaction. Based on feedback

from smartwatch owners, we could then re�ne the �nal application.

The questionnaire consisted of four sections: Codes, Evaluations, Performance

and Opinions. Their questions are now outlined below.

Codes. Before completing the questionnaire, participants were required to watch

an introductory video and play the game. However, compensation was allocated at the

end of the form. Therefore, there was a risk that the �rst two components would be

skipped. To test whether individuals had participated, we requested two visual codes.

These codes were embedded within the video and the game. Incorrect responses were

�ltered from the study, ensuring �ndings were built on informed replies.

Evaluations. We also wished to gauge the views of our participants. In order

to evaluate our game, the prototype was rated across four factors. These comprised:
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enjoyment, usability, game education and session education. Firstly, respondents

indicated whether they enjoyed the game. Since enjoyment contributes to immersion

[305] and retention [28], we wished our prototype to be appreciated. Secondly, we

solicited the usability of the application. For behaviour to be in�uenced, the game

must be usable [209]. Thirdly, since we wished to impart knowledge, we asked whether

the game was deemed educational. If not, then additional information might be

needed. Finally, we analysed whether the session was educational as a whole. This

also evaluated the video, which sought to introduce our game. If both components

are helpful, protective behaviour might be encouraged.

Performance. Gameplay progress was analysed through two metrics: challenges

completed and total points. The prototype included three challenges, with each con-

cerning a protective feature. If participants master these tools, their protective be-

haviour may be supported. Points were assigned based on gameplay performance.

This allowed us to monitor the di�culty of the prototype. If the game is too simple,

individuals might not be immersed through `pleasurable frustration' [152]. This oc-

curs when tasks are challenging but fun. By recording these metrics, we can re�ne

the prototype accordingly.

Opinions. Since our participants owned smartwatches, we expected them to

possess relevant opinions. Therefore, we wished to re�ne our design based on their

views. To achieve this, we asked users what they liked and disliked. Since they

might possess helpful ideas, we also solicited suggestions for re�nement. Finally, as in

posttest, we asked what might change their behaviour. If certain factors predominate,

they could be considered for the �nal app.

Participant recruitment

Platform selection. To re�ne our prototype, we required a large quantity of

informed feedback. However, smartwatch owners might be challenging to recruit

through traditional techniques. With these devices still being novel, public adver-

tisements might return few responses. Therefore, we made use of a crowdsourcing

platform. These services provide access to large numbers of specialised individuals.

Such tools are popular in top-tier research [206, 339, 340], having been deemed valid

for HCI studies [73]. Although user pools might be overrepresented in certain demo-

graphics [73], they were deemed bene�cial for prototype re�nement.

We selected the Proli�c crowdsourcing platform3. Although many alternatives

exist, including Amazon Mechanical Turk (MTurk), Proli�c was selected for two

3https://www.prolific.ac/
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reasons. Firstly, it is a British service, with most of its users resident in the UK4.

Since we explore the Paradox in this nation, it was prudent to choose a UK platform.

Secondly, to support reliable research, we sought trustworthy participants. While this

can never be guaranteed, honesty has been found greater in Proli�c's user pool than

MTurk's [296]. Therefore, we opted for the UK service.

Distribution. To recruit participants, an advertisement was uploaded to the

platform. This outlined the experiment, the time required and the compensation. As

previously mentioned, this advert did not mention the topic of privacy. Therefore,

cautious individuals should not have been deterred from participation.

If candidates ful�lled the screening criteria (described below), they received an in-

vitation. When this was accepted, they were then directed to our questionnaire plat-

form. To maximise usability and security, we opted for Bristol Online Surveys5. This

site specialises in academic studies and was recommended by our ethics committee.

Once participants completed the questionnaire, they received their compensation.

For the second stage, we split our participants into the treatment group and the

control group. The former were invited to our session, which included the video, game

and questionnaire. Again, they received compensation once the form was completed.

In contrast, the latter group did not participate in these tasks. Finally, one week after

the session, all users were invited to the �nal stage. If individuals did not answer this

questionnaire, they were removed from the whole study. This was essential, as we

required a complete dataset to enable comparisons.

Screening. Individuals were allowed to participate if they ful�lled three criteria.

Firstly, they must be 18 or over and able to provide informed consent. Secondly, since

only device owners could report behaviour, they had to possess a smartwatch. This

also increases the chance that concern responses are informed. Finally, participants

were required to have a Proli�c approval rating of at least 90%. This was the highest

�lter available, and such levels are good practice in crowdsourced research [297]. By

considering the views of reliable users, we sought to increase our validity.

Compensation. To incentivise participation, respondents were ethically compen-

sated for their time. For the �rst stage questionnaire, individuals were given ¿1.30 for

the 3-minute task. The treatment group were then compensated ¿4 for the 25-minute

training session. Finally, all participants received ¿1 for the 4-minute posttest survey.

Since we sought to disguise our purpose and remuneration was applied equally, we do

not believe compensation biased our �ndings.

4https://www.prolific.ac/demographics/
5https://www.onlinesurveys.ac.uk/
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7.3 Gameplay Session Design

General session

Overview. Our treatment group took part in the smartwatch session. It was com-

posed of: the introductory video, the prototype game and the evaluation questionnaire.

Since we have already described our survey, we now outline the �rst two components.

Introductory video. Educational games are a relatively new �eld, particularly

for privacy [363]. Furthermore, it is likely that individuals have never used such an

application. Therefore, to introduce the environment, we began with a brief video.

The webpage can be found below in Figure 7.2.

Figure 7.2: Introductory Video

The video �rst introduced the topic of smartwatch privacy. This placed the game

in context and justi�ed its importance. We then demonstrated how to navigate a

smartwatch interface. This involved a tour of the three privacy-protective features.

By learning where settings are placed, users should perform better in the game.

Finally, we discussed the online prototype. In addition to describing the narrative,

we provided a brief demonstration. By introducing the gameplay, we believe the app

was better-placed to impart knowledge.
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Prototype game

Narrative. We now outline the focus of our study: the prototype game. Two

screenshots can be found below in Figure 7.3. The leftmost screen presents a privacy

challenge, while the rightmost displays ordinary gameplay. For brevity, additional

images can be found in Appendix B.1. This application directly informs the �nal

game in the next chapter. Since the prototype was considered e�ective, many of the

design approaches were retained. Therefore, to reduce repetition, Chapter 8 only

highlights where the two apps di�er.

Figure 7.3: Prototype Educational Game: Challenge (left), Map (right)

In our game, (Smart)Watch Out!, players must navigate their character to a local

shop. En route, they collect coins to pay for their purchases. Their town is inhabited

by two types of Non-Player Character (NPC): villagers and thieves. Villagers are

friendly and ask the player for privacy advice. In contrast, the thieves trigger a timed

interactive challenge. In these challenges, users must con�gure a simulated menu.

These menus correspond with the three privacy features. This helps participants

learn and practice protective behaviour. If they act too slowly, their health expires

and the game is over. However, if they succeed they are awarded additional points.

They then continue their journey through the rest of the map. Players win by reaching

the shop, having overcome the three thieves.

This narrative was selected for several reasons. Firstly, to engage our audience,

it was important that our theme was accessible. Secondly, the narrative needed to
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be broadly relatable [248]. We initially considered a spy game, but this might have

made privacy appear irrelevant to most users. Finally, understanding is enhanced

when physical and virtual risks are aligned [150]. Through including thief characters,

this alignment should be achieved.

Interaction. Navigation takes place on a top-down 2D map, similar in style to

many retro games. This design was chosen for its appeal and familiarity. Players

controlled the app like a smartwatch interface. They clicked to tap, dragged to swipe

and clicked the side button when necessary. Context is important for gami�cation

[321], and participants could apply lessons to their real watch.

Customisation. In educational games, customisation has been found to encour-

age immersion [28]. This was crucial for our prototype, as engaged users tend to

retain information [28]. Therefore, players began the game by naming their charac-

ter. They selected a three-digit title, similar to the style of retro games. Individuals

were then invited to select an avatar, customising the character on three levels. They

could toggle between options for gender, hair colour and skin colour. Avatars have

also been found successful for increasing immersion [27]. We hoped these techniques

would encourage participant engagement.

Questions. As previously mentioned, there were two types of Non-Player Charac-

ters. The �rst, villagers, ask questions related to the protective features. An example

screen can be found within Appendix B.1. This approach seeks to re�ne the lessons

from the interactive challenges. Participants are given two options with which to an-

swer the question. If they respond correctly, they receive additional points. However,

if they answer incorrectly, the correct response is highlighted. Further advice is also

given, reinforcing the privacy education.

Challenges. Thieves trigger challenges, which require the user to update the

simulated settings. These settings mimic a smartwatch environment and hence re-

semble the participants' device. Furthermore, the challenges directly correspond with

the three protective features. Therefore, users are taught how to enable screen locks,

disable GPS and restrict their app permissions. For example, a participant might

have to navigate through the `Settings' and `Connectivity' menus to disable GPS. As

users undertake these challenges, they might learn new behaviour.

A time limit is assigned to each privacy challenge. The quicker the task is com-

pleted, the more points are received. This encourages participants to memorise the

navigation. However, if the time expires, the game is over. While this adds pressure

to the experience, `pleasurable frustration' tends to encourage immersion [26]. When

confronted by a challenge, users are able to decline the task. This was important, as
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enthusiasm can decrease when individuals feel controlled [38]. It also sought to simu-

late real life, where privacy risks can be ignored. However, if the threat is overlooked,

the character's score and health are halved. Since incentives are more in�uential than

coercion [38], we believed this to be a sensible approach.

Completion. Players complete the game by reaching the shop at the end of the

map. If their score is su�ciently large, it is then added to a leaderboard. Even if

the participant suceeds in all three challenges, they might not top the list. Therefore,

they are encouraged to repeat the game to improve their score.

Behaviour change principles. Now that we have outlined the game, we discuss

its adherence to behaviour change approaches. Since the Chapter 8 app extended

this prototype, the same techniques were adopted. As previously mentioned, a lack

of awareness appears to contribute to the Paradox. However, even if individuals are

alerted to an issue, behaviour change is not guaranteed [38]. To support this process,

awareness should be accompanied by education and practice [332]. This is another

reason we selected interactive games over traditional campaigns. Finally, individuals

must feel incentivised to use new techniques [119]. To encourage protective behaviour,

our games addresses each of these levels.

Firstly, we increase awareness through privacy challenges. By highlighting the

potential risks, individuals should be more alert to smartwatch threats. Furthermore,

by showcasing protection, users should learn of the features. In the �nal application,

a slideshow also seeks to illustrate the consequences. Secondly, education is o�ered

through feedback and hints. Whether challenges are completed or failed, helpful

information is provided. Similarly, even if questions are incorrectly answered, the

correct response is explained.

Thirdly, the challenges provide an opportunity to practice new behaviour. By

experimenting on a simulated interface, users become familiarised in a safe environ-

ment. Finally, protection is incentivised through scores and success. By learning new

techniques, users receive points and congratulation. As participants complete tasks,

they gain access to additional challenges. The �nal app also includes levels and dif-

�culties to extend this experience. Privacy is portrayed as empowering, rather than

an impediment to convenient functionality. Therefore, through advice and positive

reinforcement, we seek to encourage protective behaviour [101].

Design principles. Since we wished our apps to be persuasive, we implemented

Learning Science principles. We �rst subscribed to Quinn's four tenets [312]: goal-

orientation, challenging, contextual and interactive. The prototype achieved this
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through challenges, time constraints, rich narrative and interaction, respectively. Our

re�ned app extended this with levels, di�culties and dynamic customisation.

The six principles of educational game design were also implemented [26]. These

were: unique identity, immersion, interactivity, increased complexity, informed teach-

ing and instruction. Our prototype accomplished this, respectively, through: avatars,

rich narrative, high responsiveness, varied tasks, scores/challenges, and NPC feed-

back. The �nal app also included levels, hints and multiple di�culties. By following

best practice, our games were well-informed.

Pilot study

Recruitment. While we believed our prototype would be e�ective, we sought ad-

ditional feedback. Therefore, we conducted a brief pilot study with 30 participants.

The sample size was over 10% of our �nal treatment group, with this adhering to

recommended standards [224]. Participants were also recruited through the Proli�c

crowdsourcing platform. We recruited for those without wearables, since we sought

distinct users from the actual study. These individuals watched the video, played

the game and completed the questionnaire. If they could navigate our prototype

successfully, smartwatch owners should �nd it usable.

Amendments. For brevity, we only discuss our resultant amendments. Firstly,

the game's visual code appeared challenging to locate. It was only found by 53.3%

of participants, despite them investing su�cient time. Therefore, it was made more

prominent and included in several places. Secondly, participants completed many

challenges (x̄ = 2.3/3) and received high scores (x̄ = 801.7/1000). While this was

promising, we sought to trigger `pleasurable frustration' [152]. In seeking to encourage

immersion, we reduced the time limits for the challenges. Finally, the most-frequent

criticisms concerned interface usability. Participants had di�culty playing the game

when using touchscreen devices. When swiping their display, the prototype would of-

ten move across the page. Therefore, we disabled scrolling and implemented on-screen

keypads. We believe these re�nements should improve the quality of the prototype.

7.4 Baseline Findings

Participants

Responses. 601 individuals responded to our pretest questionnaire. However, since

multiple stages were required, there was a degree of attrition. We received a �nal
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sample of 504. This contributed to an attrition rate of 16.1%. Since rates below 20%

are adequate for intervention research [243], we believe our �ndings have validity.

Demographics. In terms of demographics, we had a varied gender mix. 55.8%

were male, 43.7% were female and 0.6% identi�ed as non-binary. This corresponds

closely with the 57%-43% split from both our online survey and our interviews. Smart-

watch owners have been disproportionately male [282], and this trend appears to be

continuing6. Therefore, we should have decent alignment with our target population.

Our sample was also relatively youthful, with an estimated mean age of 31.7.

46.4% were between the ages of 26 and 35, and 26.2% were in the 18-25 group.

Smartwatch owners tend to be young6, further supporting our sample. When consid-

ering education level, 45.6% had achieved an undergraduate degree. A further 17.2%

had a Master's quali�cation, while 20.2% �nished after their A-levels.

Duration. In terms of �rst stage completion, participants took a mean average of

3.5 minutes. The questionnaire was designed for three minutes and compensated as

such. Since users invested additional time, it suggests their replies were considered.

Qualitative analysis

Coding frame creation. Through our study, we received large amounts of quanti-

tative and qualitative data. Quantitative data was analysed through the techniques

detailed in Section 3.2. The qualitative responses were evaluated through another

robust process. We undertook inductive analysis, in the style of Ritchie et al. [323].

This approach is described in detail in Section 3.3. We produced structured indices

which then evolved into our coding frames. The frames relevant to our discussed

�ndings can be found in Appendix A.3.

Distinct frames were constructed for each qualitative question. For example, sepa-

rate tables were created for the `Liked most' and `Liked least' queries. This supported

analyses from multiple angles. We coded each qualitative query in the evaluation form

and the posttest questionnaires. This resulted in a total of nine frames.

Coding approach. When a participant answered a query, they could mention

several topics [307]. However, since responses were given to an online form, they

tended to be brief. Therefore, most answers applied to a single theme. As before, we

studied the `comment' proportions. This format is also outlined in Section 3.3. By

comparing these proportions, we could explore which perceptions are most prevalent.

Furthermore, we could judge how views di�er between our groups. If treatment users

respond in a common manner, their views might be informed by the game.

6www.statista.com/statistics/739398/us-wearable-penetration-by-age/
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Privacy concerns

Contextualised questions. We begin by considering privacy concerns, the �rst

component of the Paradox. As participants had not played the game at this stage,

these opinions should re�ect baseline perceptions.

Stranger access was �rst considered, assessing reactions to unauthorised intrusion.

90.1% of respondents were (at least) displeased, with 67.3% expressing strong oppo-

sition. As only 7.3% were neutral, smartwatch owners appeared to reject invasion.

These reactions could be compared against protective behaviour. Since passwords

can limit unauthorised access, their usage could reduce this risk.

Location tracking was the second incident to be analysed. Although GPS is a

common service, most participants opposed this issue. 91.7% expressed their dis-

pleasure, compared to only 6.2% with neutral replies. Since 68.3% were in strong

opposition, this suggests many dislike geographical monitoring. This aligns with the

90% expressing concern in the Chapter 6 interviews. If a person is opposed to this

issue, they can disable their GPS [314].

App sharing was our �nal incident. This solicited responses to the watch sharing

personal details. Participants opposed this practice even more strongly, with 96.0%

noting their displeasure. Although data exchanges are a modern reality, only 2.0%

gave neutral replies. With 82.1% being in strong opposition, it appears the issue is

unpopular. If users wish to minimise collected data, they could restrict permissions.

Concern scores. As previously mentioned, we aggregated responses to the three

contextualised questions. This comprised the concern score, ranging from 1/5 (low)

to 5/5 (high). When taking a sample-wide mean, respondents scored a strong 4.61/5.

This implies that smartwatch owners claim concern for their privacy.

Privacy behaviour

Features. We now explore the frequency of privacy-protective actions. Since 90.1%

opposed data access, we expected screen locks to be commonly used. However, only

57.2% of owners used this feature often (or more). This might be due to perceived in-

convenience, since passwords can delay interactions. Alternatively, users might simply

lack awareness of the feature. Our game both highlighted locks and provided oppor-

tunities for practice. Therefore, it might have the potential to encourage protection.

GPS usage was the second action to be analysed. We found that only 22.6%

used this service rarely (or never). This comes in contrast to the 91.7% who opposed

location tracking. GPS might be enabled for sensible reasons, such as providing
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navigation. However, it might be forgotten and left on. By highlighting the potential

risks, we hope individuals take greater action.

App permissions can limit the collection of personal data. Therefore, if a person

is concerned about sharing, these settings could be of bene�t. 96.0% disliked the �nal

incident, with 82.1% expressing strong objections. However, only 23.8% disabled their

permissions often. This inaction might be due to several factors. Con�guration can

be daunting for non-expert users [197]. Furthermore, as settings are often opaque [35],

they might be misunderstood. Since our prototype seeks to raise awareness support

practice, it might encourage protective behaviour.

Behaviour scores. We then aggregated the frequencies for all three actions. This

produced the behaviour score, ranging from 1/5 (low) to 5/5 (high). When taking an

average across our participants, the mean was 2.94/5. This suggests that far more

can be done to protect privacy. With the concern scores appearing greater than the

behaviour metrics, this might imply that the Paradox is present.

The Privacy Paradox

To analyse the disparity, we must compare each participant's responses. This is

undertaken by considering the concern scores and the behaviour scores. If a person

expresses strong concerns but uses protection rarely, the Paradox might be present.

Incident level. We �rst considered stranger access and the usage of screen locks.

While most participants disliked the incident, passwords were rarely used. This led

to the behaviour mean (x̄ = 3.37) being signi�cantly less than the concern mean (x̄

= 4.53) (Z = -12.43, p < 0.001, d = 0.85). Although users may wish to guard their

data, they might perceive protection as inconvenient.

We then analysed GPS usage and location tracking. In this case, most individuals

were opposed to monitoring. However, GPS was disabled only rarely. Again, this

meant that the behaviour mean (x̄ = 2.64) was signi�cantly less than the concern

mean (x̄ = 4.56) (Z = -17.39, p < 0.001, d = 1.31). The `very large' e�ect size

[333] emphasises the contrast between claims and action. This result is supported by

Paradox research conducted by Menfors and Fernstedt [263]. They similarly found

that while users fear tracking, they enjoy location services. In such cases, individuals

might appreciate the bene�ts without recognising the risks.

Finally, we considered app sharing and app permissions. As before, participants

expressed strong concerns. However, settings were adjusted infrequently. This might

be due to the abstract nature of these settings [335]. Accordingly, the behaviour mean

(x̄ = 2.82) was again signi�cantly less than the concern mean (x̄ = 4.75) (Z = -18.10,
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p < 0.001, d = 1.39). With this e�ect size also being `very large' [333], the Paradox

might be prevalent. Permissions may be loosened through a short-term necessity. If

they are then forgotten, personal data might remain accessible.

Aggregate level. We then analysed the aggregate metrics, comparing the pretest

scores. As expected, the behaviour scores were signi�cantly less than the concern

scores (Z = -18.60, p < 0.001, d = 1.45). This implies that while respondents oppose

violations, they often do little to reduce their likelihood. Such a result corroborates

the disparities discovered in Chapters 4 and 6. A heatmap displaying the distribution

of responses can be found in Figure 7.4.

Figure 7.4: Heatmap: Concern Scores vs Behaviour Scores

To produce the graphic, aggregate scores were rounded to the nearest integer.

With the disparity de�ned as a two-point gap, the top-left region denotes this issue.

As shown, a large number of participants expressed their concern. However, most

used protection on a sporadic basis. If this is due to a lack of awareness, hopefully

the prototype will encourage protective behaviour.

Participant level. We �nally studied the disparity at an individual level. With

concerns and behaviour particular to each user, this assessed the prevalence of the

Paradox. Based on the 2-point de�nition, 43.3% (218/504) of our participants dis-

played the issue. While we hesitate from comparing samples, this appears greater than

the 30% found in IoT interviews (Chapter 6). This might support our assertion that

wearables are particularly prone. Our prototype seeks to mitigate this prevalence.
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7.5 Gameplay Session Findings

Participants

Responses. We now move on to consider our results from the second stage. At

this point, a randomised half of our sample (the treatment group) took part in the

prototype session. This randomisation was not strati�ed by demographics, but we

believed this acceptable for such a large sample. Because of this division, 252 indi-

viduals trialled the game. Excluding two outliers, the mean stage duration was 35.00

minutes. This was greatly in excess of the compensated 25 minutes. Therefore, users

should have invested su�cient e�ort.

Randomisation. We explored how pretest concerns and behaviour di�ered be-

tween the groups. If randomisation was insu�cient, di�erences might owe to factors

other than the prototype. Fortunately, there was no signi�cant di�erences in terms

of concern scores (p = 0.070) or behaviour scores (p = 0.325). Disparity prevalence

also failed to di�er (p = 0.281), as did the size of the disparity (p = 0.715). Based

on these results, we concluded that our groups were su�ciently randomised.

Evaluation questionnaire

Evaluations. As previously mentioned, participants watched a video, played the

prototype and then completed a questionnaire. This form was used to both rate the

game and provide feedback. We begin by discussing the Evaluation section, which

requested ratings across four factors. These consisted of: enjoyment, usability, game

education and session education.

We �rst asked participants whether they enjoyed the game. This pleasure is

important, since intrinsic motivation is more in�uential than extrinsic rewards [331].

65.4% agreed with the statement, compared to only 60% in our pilot study. The

di�erence was not signi�cant, but comparisons were impeded by the disparities in

sample size (n = 252 vs n = 30).

Usability was then explored, with this crucial for an immersive experience [26].

72.2% agreed with the statement, compared to only 60% in the trial. This is encour-

aging, particularly since several issues were reported in the pilot study. The prototype

was also found educational (79.0%), as was the session as a whole (85.7%). All distri-

butions di�ered signi�cantly from the neutral median (all p < 0.001). This suggests

that the experience was well-received.

Performance. We now consider the gameplay performance. Our treatment

group completed a mean average of 2.1/3 challenges. This appears less than the 2.3
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found in the pilot study. When considering points, participants scored a mean of

648.5/1000. While this indicates good progress, it also appears lower than in the

pilot (x̄ = 801.7). Increased di�culty should contribute to greater immersion [152].

Opinions. To re�ne the prototype, we asked participants for their qualitative

opinions. In terms of what was most liked, 24.3% of comments praised the educational

content. This is promising, as it suggests that users enjoyed learning about protection.

Users also appreciated the amusing theme (9.8%) and the game's simplicity (7.4%).

Since these elements are popular, they will be retained in the �nal app. Representative

quotes, along with the participant number, are provided below:

�It was a cute way to learn about privacy� (#222).

Individuals then reported what they disliked about the game. Despite re�nements

from the pilot study, 50.4% criticised the usability. Comments cited both the swipe-

drag interaction (26.2%) and the slow speed of navigation (13.5%). We knew dragging

might be burdensome, but sought to mirror a smartwatch touchscreen. Since the �nal

app will be implemented natively, these issues should not occur.

�All the clicking and dragging wasn't great� (#181).

When suggesting re�nements, 29.7% believed the interface should be more usable.

In response, we intend to implement a number of improvements. Firstly, to reduce

the chance of confusion, greater feedback will be provided in challenges. Secondly, the

responsiveness of the interface will be increased. Finally, since the app will be hosted

on a real watch, swiping should be more natural. In terms of other suggestions,

10.2% wanted the game to be extended. Therefore, we will also introduce more

challenges and questions. Since smartwatch owners inform our re�nements, we believe

the experience will be improved.

�Longer game with more tasks� (#266).

Finally, we asked our group what would convince them to change their behaviour.

The most common factor, cited on 31.0% of occasions, was personal risk. Indeed,

they would take threats seriously if their own data was in danger. To demonstrate the

potential consequences, a customised app might be bene�cial. Additional information

was also requested (17.6%), suggesting this might be persuasive. If education is

appreciated, further details can be included in the �nal game.

�Knowing my data and security was at risk � (#47).
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7.6 Posttest Findings

One week after the gameplay session, both groups completed the posttest question-

naire. The form takes 4 minutes to complete, and was compensated accordingly.

Since users took a mean of 6.13 minutes, they appeared to invest su�cient e�ort.

Within this section, we compare pretest and posttest data in detail. For a convenient

overview of the mean scores, see Table 7.2 below.

Table 7.2: Pretest-Posttest Scores

Treatment Group Control Group

Mean Concern
Score

Mean Behaviour
Score

Mean Concern
Score

Mean Behaviour
Score

Pretest 4.60 2.91 4.61 2.97
Posttest 4.57 3.15 4.60 3.03

Privacy concerns

Contextualised questions. We now consider updated reactions to the privacy

incidents. Since the control group did not play the game, we expect their views to

be consistent. The prototype might either provoke concerns or provide comforting

knowledge.

Stranger access was the �rst incident, and it concerned unauthorised watch usage.

Across both groups, 93.0% expressed their displeasure at the scenario. This was

compared to only 3.2% who provided a neutral response. These proportions suggest

that such access is still objectionable. When considering groups, the game appeared

to have some in�uence. Concern signi�cantly increased for treatment participants (Z

= -2.04, p = 0.042, d = 0.13). In contrast, the control group failed to di�er. Since

our game highlighted the consequences, perhaps the risk became better understood.

Location tracking was the second incident to be analysed. 90.7% of our partic-

ipants were in opposition, compared to the 5.8% that were neutral. No signi�cant

di�erences were identi�ed for either group. Most participants appeared displeased in

both the pretest and posttest questionnaires. If users wish to mitigate tracking, they

can choose to disable their GPS [314].

App sharing related to an application sharing personal data. In the pretest this

was most concerning, with 96.0% expressing their opposition. After the session, 93.1%

reported their displeasure. Although this proportion appeared smaller, no signi�cant
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di�erences were found. Since users still opposed this incident, they might limit their

exposure by restricting permissions.

Concern scores. To analyse views at a high level, we calculated the concern

scores. These were aggregated from the contextualised question reactions. When

studying the control group, we received a mean average of 4.60/5. This failed to

di�er (p = 0.814) from the pretest score (x̄ = 4.61/5), suggesting our methodology

did not prime concerns.

The treatment group had a posttest mean of 4.57/5. This also did not vary

from the pretest metric (p = 0.544). Such a consistency could be due to several

factors. Concerns might already be maximal, therefore limiting further increases.

Alternatively, if the game was educational, protective knowledge might moderate

apprehension. It appears that individuals still express strong concern. However, for

the Paradox to lose prevalence, protection increase in frequency.

Privacy behaviour

Features. Screen locks were now used often (or more) by 63.7% of our participants.

This was compared to only 57.2% in the pretest stage. The frequency signi�cantly

increased in the treatment group (Z = -3.54, p < 0.001, d = 0.22), which might

indicate that the game had in�uence. This feature can respond to the stranger access

concerns. The control group were static, failing to vary from their pretest levels. This

further suggests that privacy was not primed.

GPS disabling could limit the extent of location tracking [314]. Despite these ben-

e�ts, the usage frequency failed to change. Only 21.0% of the treatment group used

this service rarely. This did not di�er from the 22.6% identi�ed in pretest. Even after

learning of the risks, users still appreciate GPS functionality. They might consider

the advantages of the service to outweigh the potential issues. Fortunately, behaviour

also failed to vary in our control group (21.0%). Therefore, our questionnaire should

have added little bias.

App permissions seek to limit the degree of data collection. Usage was infrequent

before the session, with only 23.8% using them often. Although still a minority posi-

tion, this increased to 35.7% for the treatment group. This signi�cant change (Z =

-3.65, p < 0.001, d = 0.23) might have been encouraged by our prototype. Once again,

control group behaviour failed to di�er. While our results are promising, many failed

to adjust their permissions. This might be because their data was deemed innocuous.

Previous work [35] has found that individuals have little sense information's intrinsic

value. If our re�ned app can explain the risks, owners might be more persuaded.
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H1. We now turn our attention to our �rst hypothesis. In this conjecture, we

asserted that the �nal mean behaviour score in the treatment group will be signi�-

cantly higher than its initial score. If accepted, this might suggest that the prototype

is persuasive. When comparing the pretest and posttest metrics, we did discover a

signi�cant di�erence (Z = -4.40, p < 0.001, d = 0.28). Therefore, we accepted this

hypothesis. Although the e�ect size was small, our prototype served as a proof of

concept. As our approach appears feasible, we can now re�ne the �nal application.

Context has been found to be highly important in educational games [321]. Since this

app will be implemented on a smartwatch, we expect it to be more persuasive.

H2. Our success cannot be analysed without consideration of the control group.

The second hypothesis asserted that their �nal mean behaviour score will not be

signi�cantly higher than their initial metric. If true, our questionnaires should not

have in�uenced actions. The control group scores failed to di�er (p = 0.150) from

pretest to posttest. Since H1 was accepted, our prototype might encourage protection.

The Privacy Paradox

An increase in protection does not equate a mitigation of the Paradox. To evaluate

whether the issue has been a�ected, we consider both concerns and behaviour. Our

comparisons are made on a per-participant basis, ensuring that these factors inhabit

the same context. Before the gameplay session, 43.3% of our users displayed the issue.

If this frequency is reduced, the prototype might o�er some promise.

H3. We began by considering the perceptions in our treatment group. Our

third hypothesis posited that their disparity would be signi�cantly less prevalent

after the session. Prevalence did decrease signi�cantly (X2(2) = 17.58, p < 0.001, V

= 0.19), and therefore we accepted this conjecture. This may imply that our game

was persuasive. However, since 29.4% of the group remained susceptible, additional

work is required. By re�ning our prototype, the �nal app should have greater success.

H4. For our �nal hypothesis, we analysed the matter in the control group. It

asserted that their disparity would not be signi�cantly less prevalent after the session.

If accepted, this further suggests that our questionnaires did not our �ndings. 39.6%

now displayed the issue, contributing to a prevalence that failed to di�er (p = 0.801).

Since we also accepted H3, the prototype appears to be persuasive. Therefore, we

positively addressed our �fth subquestion: Can we mitigate the short-term prevalence

of the Paradox on smartwatches?.
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Comparison. The contrast between groups is illustrated in Figure 7.5. As shown,

both groups began with a similar degree of disparity prevalence. However, after inter-

acting with our prototype, treatment users became less susceptible. Since we studied

a large quantity of smartwatch owners, we have con�dence in our app's potential.

Figure 7.5: Comparison of Privacy Paradox Prevalence

7.7 Participant Rationale

While Paradox prevalence appears reduced, behavioural rationale is currently opaque.

To understand participant justi�cations, we analysed the second half of the posttest

questionnaire. Based on this feedback, we also developed further re�nements.

Through a consideration of Protection Motivation Theory (PMT), we assessed

why users did (or did not) change their behaviour [328]. This analysis also allowed

us to explore the e�cacy of our prototype. The app sought to increase self-e�cacy

(through allowing practice), highlight response e�cacy (through providing informa-

tion), enhance risk perception (through privacy education) and reduce perceived re-

sponse costs (through demonstrating simplicity). If participants are still not con�dent

in protecting their data, we can highlight areas for re�nement.

Did they understand protection?

Responses. We asked participants whether they believed they understood protec-

tion. This analysed if they had con�dence in their own knowledge. Through these

responses, we assessed the self-e�cacy PMT component.
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Our treatment group believed they were informed, with 75.4% agreeing with the

statement. This was signi�cantly greater than in the control group (X2(2) = 42.00, p

< 0.001, V = 0.29), where 48.0% responded similarly. The game might supported self-

e�cacy, one of the PMT coping mechanisms. If individuals understand protection,

they should be more likely to use it.

Rationale. Participants then supplied qualitative rationale for their response.

In the treatment group, our game appeared to have some in�uence. Of those who

understood protection, 31.9% had privacy experience or knowledge. This experience

might have been supplied through the interactive challenges. In contrast, the largest

control-group justi�cation was prior expertise (25.6%). Such expertise could not owe

to gameplay, since this group did not participate. Therefore, their understanding was

reliant on a technical background. This suggests that training approaches might be

required for non-expert users. Representative quotes, along with group and partici-

pant number, are displayed below.

�I know to disable GPS and to lock to stop data falling into the wrong hands�,

(#217, Treatment).

When justifying negative responses, both groups had similar rationale. Of those

who lacked understanding, 55.7% blamed this on insu�cient knowledge. This indi-

cates that existing approaches are not a panacea. As shown above, a quarter of our

treatment group still lacked con�dence. By extending our game, as suggested by some

participants, we could include additional information.

�I've never kept myself informed so I don't think I know how �, (#196, Control).

Did they feel con�dent?

Responses. We next asked participants whether they felt con�dent they could pro-

tect their watches. This further assesses self-e�cacy, in addition to response e�cacy.

Once again, the treatment group expressed con�dence in themselves. 64.3% re-

sponded positively, compared to only 44.0% of controls. This signi�cant di�erence

(X2(2) = 21.78, p < 0.001, V = 0.21) might suggest that the prototype encouraged

assurance. If a person is con�dent, they should be more likely to take action.

Rationale. In terms of positive responses, justi�cations were similar in both

groups. Con�dence was most frequently expressed since the user had protected their

data (29.8%). This appears rational, as features might be trusted if used often.

Participants also claimed to understand protection (20.7%) and possess expertise
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(9.1%). Based on this feedback, it appears that knowledge contributes to con�dence.

To further enhance self-e�cacy, we will include additional information in our app.

�I passcode the watch and disable certain features�, (#335, Treatment).

We then considered the rationale for negative responses. In the control group, the

largest justi�cation was a lack of skill (51.7%). This appeared to emerge since: a)

many believed their knowledge was insu�cient, and b) protection was considered too

complex. Since these individuals did not play the game, baseline awareness appears to

be low. In the treatment group, some thought perfect security was infeasible (67.9%).

Products were deemed vulnerable, while adversaries were considered to be too skilled.

If users lack con�dence in protection, they might not invest the e�ort. To counter

this, our �nal app will highlight the e�cacy of tools and the capabilities of attackers.

�I don't know enough about how to protect the data�, (#64, Control).

Did they consider privacy worth it?

Responses. In our previous studies, participants often doubted the importance

of privacy. For example, many interviewees (Chapter 6) justi�ed their behaviour

on short-term necessity. Others might neglect their settings if they consider them

inconvenient. To explore the prevalence of these views, we asked whether privacy was

worth the e�ort. This assessed the perceived response costs, another PMT component.

Our treatment group believed that privacy was worth the e�ort. 86.1% responded

in the a�rmative, compared to 82.1% of the controls. Proportions did not di�er

signi�cantly, likely because the most were in favour. Although agreement might have

been encouraged by social norms [138], response costs do not seem problematic.

This opinion might have some relationship with protective behaviour. Those who

responded positively were signi�cantly less likely to display the disparity (X2(2) =

6.05, p = 0.049, V = 0.11). If individuals appreciate the advantages, they should feel

encouraged to act.

Rationale. Justi�cations were similar across our two groups. 31.8% appreciated

that protection reduces their degree of risk. If features are used frequently, data

collection should be limited. Another 19.6% valued that it guarded their personal

details. Based on these responses, many recognised the bene�ts of privacy.

�Protection better than cure, so it is well worth the e�ort�, (#19, Treatment).
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Although most responded positively, some doubted the advantages of privacy.

Of these, 57.1% did not recognise a threat. This was primarily because data was

considered innocuous (45.7%). Such a result further supports the in�uence of risk

perception (Chapter 6). If details are thought to be non-sensitive, protection might

be seen as unnecessary. However, since privacy awareness is often low [99], users

might not understand data processing. The re�ned app will take additional e�ort to

highlight risk exposure.

�Don't have much worth knowing�, (#210, Control).

Did they perceive a threat?

Responses. Our previous three questions explored the coping appraisal half of PMT.

To assess threat appraisal, we asked participants whether they felt at risk.

Our control group were doubtful, with only 32.1% responding in the a�rmative.

This might explain why protective features were so rarely used. As polls suggest

that only 10% understand privacy practices [99], it is unsurprising that risks are

overlooked. In contrast, a threat was perceived by 49.2% of treatment participants.

This signi�cant di�erence (X2(2) = 15.27, p < 0.001, V = 0.18) might suggest that

our game highlighted risks.

Rationale. For positive responses, justi�cations were similar between our groups.

The most popular reason, given by 20.4%, was that adversaries can launch sophis-

ticated attacks. When users believe they are vulnerable, they might act to protect

themselves. Many also regarded their data as sensitive (20.4%), which indicates a

degree of awareness. By increasing awareness, we seek to highlight the risk.

�There is valuable information there which would be of interest to some people�,

(#251, Treatment).

Since most of the treatment group doubted the threat, it was important to un-

derstand their rationale. Unlike many above, a large proportion doubted their data's

importance (36.3%). It appears that users either value their details or doubt their

sensitivity. These evaluations might di�er based on privacy awareness [350]. Another

18.9% believed that they were adequately protected. In many cases, they trusted the

quality of their smartwatch vendor. Manufacturers might provide security, but data is

routinely collected through apps and settings [334]. Therefore, for greater protection,

we suggest the usage of privacy features.

�I don't see why anyone would want my data�, (#59, Control).
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What would encourage protective behaviour?

Based on the qualitative responses, we extracted techniques to re�ne our application.

However, to have greater impact, we must understand what is considered persuasive.

To achieve this, we asked participants what would change their behaviour.

Rationale. The most popular suggestion, given by 29.6%, was that they needed

to experience personal risk. This supports the �ndings of both our gameplay ques-

tionnaire and the Chapter 6 interviews. By providing awareness and practice, the

Paradox appears to have reduced. However, many seem reluctant to use protection

unless risks are relevant. If participants have not encountered a threat, they may

underestimate its probability [370]. By highlighting the risk exposure of each user,

the consequences may appear more likely.

�If I felt there was a real threat to my personal data, I would take action�, (#24,

Treatment).

7.8 Implications

Paradox. Our prototype game appeared to encourage privacy-protective behaviour.

Those in the treatment group began to use more protection. In contrast, our con-

trol participants failed to signi�cantly di�er. Since concerns remained static, the

prevalence of the Paradox decreased. We believed education and practice would be

persuasive, and this might be the case. By reducing the disparity over a short term,

we addressed our �fth research subquestion. As users now used greater protection,

their privacy risk should have decreased.

Re�nement. However, to mitigate the Paradox over a longer period, our game

must be re�ned. These re�nements are directly informed by the results of this study.

In the gameplay questionnaire, we requested opinions of the prototype. It was gener-

ally regarded as enjoyable, usable and educational. In terms of appreciated elements,

users liked its theme, simplicity and informative content. These concepts will be re-

tained for the �nal app. We also asked users what they thought could be improved.

Most highlighted the interface controls, which were impeded by the online implemen-

tation. By enhancing our app's usability, we hope it will prove more persuasive.

To further inform our �nal study, we analysed actions through Protection Moti-

vation Theory [328]. Those playing the game appeared to show greater self-e�cacy

and response e�cacy. They also seemed more able to perceive the privacy risks. If

we did in�uence these components, protection might have been encouraged. Based
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on qualitative responses, we also analysed rationale. A range of factors appeared

to in�uence their decisions. Some lacked privacy knowledge, while others underesti-

mated data sensitivity. This further emphasises the in�uence of awareness and risk

perception. To encourage protection, our re�ned app should address these factors.

Since we doubt concerns will sharply increase, this should mitigate the Paradox.

We �nally asked participants what would adjust their behaviour. Now that aware-

ness was increased, the largest proportion cited a perception of risk. Privacy can lack

salience, particularly since it is often regarded as a secondary goal [188]. Indeed, less

than half of our sample claimed to feel under threat. If risk exposure is highlighted,

the perceived likelihood of violation should increase [370]. This might encourage

greater protection. As outlined, the �ndings of this study directly inform the design

of our smartwatch app.

Next steps. Our �nal app was re�ned based on several considerations. Since

many individuals doubt the threat, we seek to highlight their risk exposure. This

might be achieved based on their current apps or behaviour. We will also include

a greater quantity of information. This is key, since some users continue to feel

uninformed. Such education could be delivered through customised feedback or in-

built videos. As a further re�nement, we wish to extend the length of the game.

Participants might currently lack experience in using privacy-protective features. By

including additional challenges, they have more opportunities to practice techniques.

Finally, the updated app will be hosted on a smartwatch. This should mitigate

many of the usability issues of the online prototype. Furthermore, since context is

important for both privacy [278] and educational games [321], the app might prove

more persuasive. Informed by our Chapter 7 �ndings, we now seek to address our

central research question7.

7Central question: Can the Privacy Paradox be mitigated in the context of smartwatches?
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Chapter 8

Can we mitigate the medium-term

prevalence of the Privacy Paradox on

smartwatches?

8.1 Introduction

Background

Our Chapter 7 research suggested the feasibility of smartwatch games. Through

an online implementation with 504 users, we appeared to encourage protective be-

haviour. Since concerns remained largely stable, the prevalence of the Paradox was

mitigated. This implies that our approach, reducing a lack of awareness, was appro-

priate. Through this research, we addressed our �fth research subquestion.

The application was constructed as an initial prototype. Since it was hosted online,

we could trial the game with a large sample of smartwatch owners. The evaluation

questionnaire also allowed us to collect a considerable quantity of feedback. Based on

this information, we can re�ne this design for an enhanced app. The app will seek to

encourage protective behaviour over a longer period. We believe concerns will remain

stable or be moderated by additional knowledge. By assessing participants through

a two-month longitudinal study, we can assess whether the Paradox is mitigated.

This addresses our �nal research subquestion: Can we mitigate the medium-term

prevalence of the Privacy Paradox on smartwatches?

Motivation

Improvements. While our previous �ndings were promising, the work could be

expanded in several regards. These opportunities motivate the conduction of an

empirical longitudinal study.
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Firstly, the prototype was hosted as an online platform. This served its purpose of

supporting a large-scale analysis. Since protective behaviour appeared encouraged,

we can proceed now with a smartwatch implementation. Furthermore, the game

allowed us to solicit feedback and update our design. These �ndings now inform our

development of a smartwatch app. As context is important for educational games

[321], we believe this implementation will be more persuasive.

Secondly, retention was only assessed over a one-week gap. While we considered

a longer period, this length was deemed appropriate for a prototype. These one-week

periods are common in security and privacy research [20,115,223,389]. However, once

our game loses salience, smartwatch behaviour might revert. To explore how actions

vary over time, we now opt for a longitudinal study. If individuals continue to protect

their privacy, the game might be persuasive. Although previous longitudinal work

has assessed privacy [203,362], this is the �rst to target the Paradox.

Thirdly, our control group could mitigate additional factors. In our prototype

study, we explored the responses of two groups. While treatment participants played

the game, the control group used no application. Since these latter individuals failed

to change, we believe we limited confounding factors [344]. However, this design faced

a risk from the Hawthorne E�ect [7]. This describes when individuals change their

behaviour simply due to interaction. For our �nal study, we do not wish this issue

to have in�uence. Therefore, all participants will receive an interactive game. But

whereas some will use a privacy app, others will play a generic version. If treatment

protection surpasses the control group, it should not be due to the Hawthorne E�ect.

Fourthly, we require empirical data to analyse behaviour. Thus far, the frequency

of actions have been self-reported. This is discussed within our research critique

(Section 9.3). Reporting can be prone to bias, since participants might exaggerate

their behaviour. We did implement several techniques to mitigate this risk. For

example, we disguised the theme, added decoy questions and provided anonymity.

Furthermore, with less than 40% claiming to use permissions often, protection does

not appear to be greatly exaggerated. However, for an extensive analysis of the Pri-

vacy Paradox, empirical data is required. By comparing real behaviour and concern

over time, we can judge whether the disparity is mitigated.

Finally, risk awareness could be further increased. In our prototype game, we

sought to educate and encourage our participants. Although we were successful,

respondents identi�ed other considerations. Many did not perceive a privacy threat,

and therefore regarded protection as unnecessary. Furthermore, when asked what
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was in�uential, most reported the experience of risk. This implies that in addition to

providing education, we should also highlight exposure.

Approach. In response to the above considerations, we designed a rigorous study.

We developed an (Android) Wear OS app, informed by the feedback from our pro-

totype. To highlight risk exposure, it dynamically customised its challenges around

empirical behaviour. For a robust evaluation, it was then assessed over a two-month

period. This supported a medium-term Paradox exploration.

In this evaluation, we study the concerns and behaviour of 10 participants. They

receive a new smartwatch and one of two applications. The treatment half receive

a privacy game, while control participants get a generic version. We then monitor

empirical behaviour to analyse how actions vary. Our Chapter 7 �ndings informed

the development of this app. We continue by describing our longitudinal study. As

previously highlighted, our experiment is described in this manner since it employs

�repeated measures to follow particular individuals over prolonged periods of time�

[80]. It also has similarity to other privacy longitudinal studies [384]. Alternatively,

it could be termed a `�eld study'.

8.2 Methodology

Research questions

Concern metrics. We explore whether the Paradox can be mitigated over a two-

month period. This was deemed to be medium-term, since we did not consider mere

days or weeks. Indeed, much previous work has assessed behaviour over short periods

[20, 115, 223, 389]. However, as actions were not monitored for years, it could not be

classi�ed as long-term. Since we analyse the Paradox over two months, from January

2018 to March 2018, we believe we address our �nal research subquestion.

To perform this analysis, we compare concerns and behaviour before and after

gameplay. Furthermore, to evaluate our games, we judge our treatment group against

our control group. For a fair Paradox assessment, we explicitly de�ne our metrics.

As in Chapters 6 and 7, concerns are evaluated based on reactions to privacy inci-

dents. Through the use of these contextualised questions, we seek to assess opinions

without priming privacy. Since our focus is scoped to smartwatches, we adopt the

smartwatch threat model (Section 3.4). Responses were made on a �ve-point Likert

Scale, ranging from `Indi�erent' to `Very Concerned'. This was adapted from the

approach of Lee et al. [232], who also studied wearable concerns. We opted for `Very

Concerned' rather than `Very Upset', since we explicitly targeted this concept.
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The incidents are described later in this section. Similar to the previous chapter,

they considered stranger access, location tracking and app access. However, since we

now evaluated a particular model (Huawei Watch 2), the scenarios were updated to

re�ect its capabilities. Participants responded to two questions on each topic, sup-

porting the triangulation of opinion. We then took a mean average of each pair,

appropriate since replies were aggregated over related queries [58, 78, 280]. This pro-

duced three metrics: the stranger score, the location score and the app score. These

ranged from 1/5 (low concern) to 5/5 (high).

If a person indicates that they are concerned by a incident, they are, by de�nition,

claiming concern. This can then be compared against their use of protective features.

Concerns were solicited both before gameplay (pretest) and afterwards (posttest). By

evaluating the scores in our two groups, we can analyse how opinions vary.

Behaviour metrics. Behaviour was explored through empirical data. Each

smartwatch had a tracking app installed, which monitored their settings for 52 days.

Watch selection is outlined later in this section, while app design is described in

Section 8.3. Halfway through the study, participants received a smartwatch game.

By comparing pretest and posttest behaviour, we can explore its potential impact.

As in Chapter 7, we focused on the three privacy features: enabling screen locks,

disabling GPS and restricting app permissions. These were chosen since: a) they

were previously-selected through a robust process; b) they are bene�cial Wear OS

settings; and c) their usage was supported by the prototype. They also corresponded

with our contextualised concern questions, enabling fair comparisons. Appropriately,

we developed three behaviour metrics: lock scores, GPS scores and permission scores.

Lock scores were generated by considering how often a password was enabled.

Settings were logged every �ve minutes, allowing percentages to be calculated over

pretest and posttest periods. Therefore, the score ranged from 0% (no usage) to

100% (constant usage). For example, if a lock was enabled in 95% of logs, the metric

would be 95%. As for all features, we only received the setting status (e.g., on/o�),

rather than the value (e.g., the PIN). This was important for ethical monitoring. The

frequency scale was considered an appropriate measure for analysis. If this feature is

enabled often, there are few opportunities for unauthorised access. This reduces the

risk from the �rst incident, stranger access. In contrast, if it is used rarely, there are

more chances for invasion.

GPS scores were calculated in a similar manner. We considered how often the

service was enabled, ranging from 0% (never) to 100% (always). For example, if it is

on in 30% of our 5-minute logs, the score would be 30%. Since GPS disabling might
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limit tracking, a lower metric was used to denote greater protection. A frequency

scale was also appropriate in this situation. If the service is never used then moni-

toring is limited [314]. This reduces the risk from the location tracking incident. In

contrast, if it is left on constantly, monitoring is a greater possibility. By assessing

usage throughout the study, we can explore how behaviour varies. If this GPS score

decreases, our game might have encouraged protection.

Permission scores were calculated through a greater context. Some permissions

are innocuous, and hence pose little risk. For instance, WAKE_LOCK is required to

keep the screen illuminated. Since they do not concern privacy, it would be irrelevant

to analyse the acceptance of such options. Indeed, since acceptance would be near

100%, behaviour would be unfairly portrayed. However, two permissions concerned

particularly private details. ACCESS_FINE_LOCATION allows an app to track the

user's precise position. READ_SMS permitted an application to read a person's text

messages. Access to either resource could reveal sensitive personal data. This risks

aligns with our third privacy incident: app access.

If an app monitored precise location, the participant could be geolocated to sev-

eral metres. This might enable others to determine their home address [180]. Text

messages can contain sensitive details, particularly if received from friends. By per-

mitting this access, users are placing great trust in an app. The permission score

comprised the average acceptance percentage. For example, �ve of these permissions

might be requested across three apps. If one is granted, the rate would be 20%. By

taking a mean of the 5-minute rates, we produced pretest and posttest scores. While

all permissions might be accepted at the start, some might be later constrained. If

the permission score decreases in this manner, the game might be persuasive.

Although some apps require location (e.g., Google Maps), others might use it pri-

marily to collect data [151]. Unfortunately, research suggests that few users recognise

the di�erence [343]. It would be preferable to consider the risk and capabilities of

each individual application. Permissions are contextual and might be used in vary-

ing ways to suit the circumstance [335]. However, with thousands available on the

Google store, this was deemed impractical. Furthermore, static analysis tools might

be required to identify the data �ows. Therefore, the permission score was based on

the average acceptance percentage. While this enabled behavioural comparisons, we

then explored the context in posttest interviews. As expected, participants claimed

to trust some applications more than others. Some reported restricting only certain

apps, as discussed in Section 8.7. Through our quantitative and qualitative data, we

performed a rich exploration of permission acceptance.
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Collected data. In this longitudinal study, we collect a large quantity of data.

The exact details will be described as this section continues. We monitor 52 days of

empirical smartwatch behaviour, with settings logged every �ve minutes. To assess

concerns, participants complete questionnaires in pretest and posttest. In addition

to Likert responses, they provide qualitative comments to justify their answers.

Halfway through the study, participants interact with our smartwatch game. Dur-

ing this period, we monitor performance in completing the tasks. Through this, we

can analyse which privacy settings are found the most challenging. After playing the

games, participants also complete an evaluation questionnaire. This reviews their

experience, and allows them to specify further re�nements.

Finally, at the end of the posttest phase, we conduct semi-structured interviews.

These 40-minute discussions were included for two reasons. We �rstly evaluated the

retention of privacy-related information. We also explored the rationale behind our

participants' decisions.

Research questions. In this study, we seek to address the following questions.

1. Do smartwatch users take action to protect their data?

In previous chapters, privacy settings appear to be rarely used. However, by

empirically monitoring behaviour for two months, we can explore whether this

is true. If so, this has implications for privacy risk and smartwatch interface

design. The results could corroborate the �ndings of our preceding chapters.

2. In smartwatch environments, does the Paradox appear to be present?

Our interviews (Chapter 6) suggested there was a frequent disparity between

concern and behaviour. This was supported in our prototype study (Chapter

7), where participants rarely protected their watch. Through empirical data,

we can accurately monitor behaviour. If actions are not commensurate with

concerns, the Paradox may be present.

3. Can the smartwatch game encourage privacy-protective behaviour?

Since the online prototype appeared persuasive, we expect the native app to

have success. If protection increases in the treatment group, perhaps our game

provided encouragement. The app might then serve as an interactive comple-

ment to awareness campaigns.

4. Can the smartwatch game mitigate the Paradox over the medium term?
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This query directly corresponds with both the sixth subquestion1 and our cen-

tral research question. In Chapter 7, Paradox prevalence appeared to decrease

after gameplay interaction. To assess this over a longer period, we now anal-

yse concerns and behaviour in pretest and posttest. If the Paradox can be

successfully mitigated, this o�ers promise to privacy applications.

5. What factors in�uence smartwatch privacy behaviour?

If protection is used frequently, a number of factors might be responsible. If

settings are ignored, there might be other reasons. At the end of this study,

we conducted semi-structured interviews with each participant. By dissecting

these discussions through PMT, we explore what drives smartwatch behaviour.

This builds on our analyses in Chapters 6 and 7.

Experimental structure

Overview. The study was divided into three distinct phases: pretest, gameplay and

posttest. During the 18-day pretest period, we assessed the baseline concerns and

behaviour. This was undertaken for two purposes. Firstly, it captured the natural

perceptions and actions of our smartwatch users. Secondly, if baseline behaviour is

known, it can be compared against later actions. Through this approach, we can

ascertain whether protection has changed.

After the pretest phase, all participants had a 16-day gameplay period. The

sample was divided into a treatment group and a control group, seeking to limit the

in�uence of confounding variables [344]. Group assignment was randomly determined

before the study. This was undertaken in a purely-random fashion, with no strat-

i�cation based on demographics. The �rst group received a privacy game, with its

challenges dynamically customised on user behaviour. The control group were given

the same app, but with the privacy customisation removed. All participants played

their game over a four-day and �ve-day period, with a week break in the middle. This

two-stage approach was selected since it can assist the re�nement of mental models

[257].

Finally, participants began the 18-day posttest phase. We again monitored con-

cern and behaviour, enabling comparisons against our baseline. We also compared

our groups to explore whether the privacy game might be persuasive. We completed

the study with rationale interviews, capturing user experience throughout the process.

An overview of this structure can be found below in Fig 8.1.

1SQ6: Can we mitigate the medium-term prevalence of the Privacy Paradox on smartwatches?
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Figure 8.1: Experimental Structure

Study length. We monitored our smartwatch users over a 52-day period. Al-

though we would have preferred a longer span, we were limited by the term lengths

of our student participants. We were necessitated to recruit students, due to the

conditions of our ethical approval. This is discussed in greater detail in the next

subsection. We could have continued our monitoring outside of term time. However,

routine actions are likely to di�er during vacation periods. Therefore, to compare

pretest and posttest fairly, we were constrained to an 8-week span.

Installation. The initial meetings were conducted, individually, on Day 1. 10

participants were given an Wear OS smartwatch, with the researcher assisting with

installation. After con�guration was �nished, we installed the monitoring app on each

watch. This background service logged high-level settings every �ve minutes. Users

provided informed consent for this ethically-approved approach. Fortunately, based

on interview responses, they did not appear in�uenced by this monitoring.

Pretest period. After the 18-day pretest phase, participants returned for an-

other meeting. At this point, they completed a questionnaire to gauge their baseline

concerns. This questionnaire is outlined later in this section. Since they had used

their watches for almost three weeks, they could provide informed responses. While

participants were completing the forms, we installed a game on their watches. The

treatment group got the privacy game, while the control group got the generic version.

Gameplay period. Individuals were instructed to play their games three times

per day for 10 minutes each time. As previously mentioned, there was a one-week

pause in the centre of the period. Therefore, although the phase was 16 days, the
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games were only played on nine. These games logged usage data to the smartwatch.

This allowed participants' performance to be monitored.

Game survey. After this 16-day phase was completed, we distributed evaluation

questionnaires. Participant responses sought to inform the re�nement of future games.

The forms did not concern privacy, since we wished to avoid priming the posttest

period [65]. During questionnaire completion, we uninstalled the educational games.

This prevented later usage, enabling a fair analysis of retention.

Posttest period. For these �nal 18 days, we continued to monitor privacy be-

haviour. At the end of this phase, we distributed privacy concern questionnaires.

These were identical to the pretest forms, enabling a direct comparison. Therefore,

if concerns have changed, this should be detected. This questionnaire was completed

18 days after the gameplay phase. Due to this extended period, we doubt privacy

would be primed.

Interviews. Finally, to conclude the study, we conducted semi-structured inter-

views. These discussions explored privacy awareness (of both risk and protection),

knowledge, risk perception and behavioural rationale. Through this, we analysed how

well privacy knowledge was retained. We also requested justi�cations for changed be-

haviour. To avoid biasing earlier responses, these discussions were conducted after

the questionnaires.

Once the interviews were complete, the smartwatches were returned to the re-

searchers. The devices were then factory reset, preventing sensitive data from being

accessed. Individuals also received their compensation: a ¿40 voucher and entry into

a ¿70 draw. The study required frequent and time-consuming participation over two

months. Furthermore, we sought to disguise its purpose through general advertise-

ments and decoy questions. Finally, remuneration was allocated evenly regardless of

participant responses. Therefore, we doubt this compensation in�uenced our �ndings.

Participant recruitment

Sample size. We purchased 10 Huawei Watch 2 devices for this study. We opted

for this recent model since we wished our research to be future-proof. To limit ex-

traneous variables, we monitored all our participants over the same 52-day period.

Therefore, with this being single-researcher work, our sample was practically lim-

ited to 10 participants. While this is not large, comparable �eld studies have also

had fewer than 30 individuals [22, 384]. They analysed behaviour on prevalent plat-

forms (smartphones and social networks, respectively), whereas we explore a novel

environment. Furthermore, while these studies assessed owned devices, we procured
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new smartwatches. With 5-person control and treatment groups, statistical signi�-

cance was largely infeasible. Therefore, we conducted a rich mixed-methods analysis,

supporting quantitative �ndings with detailed rationale.

Sampling approach. The participants were loaned an expensive consumer de-

vice for two months. With this being university property, there was an inherent secu-

rity risk. Therefore, in compliance with ethical approval requirements, we recruited

from our institutions's students. Fortunately, this demographic corresponds well with

the smartwatch user population. Owners have been disproportionately young [282],

with this trend appearing to continue2. Smartwatch users also tend to be reasonably

well-educated [112]. This should grant external validity to our student study.

Distribution. Recruitment was undertaken for four weeks between December

2017 and January 2018. For advertisement, �yers were a�xed to notice boards in

25 University of Oxford colleges3. These �yers outlined the participant requirements,

procedure and compensation. The study was not advertised as concerning privacy,

since we did not wish to highlight our purpose. We also sent emails to mailing list

curators, who could forward the messages if desired.

Screening. Individuals were invited to email the researchers if they met three

conditions. Firstly, to be accountable for the smartwatch, they had to be University

of Oxford students. Secondly, they should be 18 or over, so they can provide informed

consent. Finally, participants were required to possess an Android smartphone. Since

the smartwatch was (Android) Wear OS, this was crucial for compatibility. Most

Oxford students are adults, and Android has the largest smartphone market share4.

Therefore, we do not believe our criteria were excessively restrictive.

Informed consent. Eligible candidates were sent the participant information

sheet. All participants consented to the monitoring of their smartwatch settings. We

were interested in privacy metrics, such as GPS usage. However, we were concerned

that knowledge of our purpose might bias behaviour [287]. Therefore, we also received

consent to monitor font size, screen brightness and battery level. This disguised our

privacy theme, while also ensuring high ethical standards.

Contextualised question selection

Motivation. To gauge concern, we solicited each participant's personal opinion. As

in Chapters 6 and 7, we made use of privacy scenarios. However, since we now eval-

2www.statista.com/statistics/739398/us-wearable-penetration-by-age/
3https://en.wikipedia.org/wiki/Colleges_of_the_University_of_Oxford
4https://www.idc.com/promo/smartphone-market-share/os
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uated a speci�c device, we updated our incidents. As it was important that these

questions were appropriate, we used the consistent selection criteria: relevance, fea-

sibility and behaviour correspondence (Section 3.5). The smartwatch model (Section

3.4) was again considered when evaluating feasibility.

Feature selection. Before we discuss our contextualised questions, we must

brie�y introduce the features. This is important for the third criterion outlined above.

In our prototype study (Chapter 7), we considered three smartwatch actions. These

comprised: enabling a screen lock, disabling GPS and restricting app permissions.

Their selection was justi�ed extensively in that prior chapter. To inform our game

through prototype feedback, we study the same features.

Question selection. Based on our above three criteria, we chose our concern

incidents. To explore this matter in depth, we selected two questions for each feature.

Through this approach, we were able to triangulate concerns to multiple issues. This

resulted in three scenario pairs: stranger access, location tracking and app access.

Stranger access was the �rst pair to be considered. Concern was assessed through

two incidents, both relating to this issue. In the �rst, we queried how users would

react if their watch was accessed. Such an unauthorised invasion has clear relevance to

privacy. This issue also relates to Solove's violations [352], particularly intrusion and

a breach of con�dentiality. The scenario is feasible and �ts within our threat model.

Since smartwatches are small and valuable, they face a reasonable theft risk. Indeed,

their �size and portability makes them easy to steal � [320]. Furthermore, they may be

left unattended during sports or other activities. In these circumstances, the product

could be easily accessed. Finally, there was a direct correspondence between the issue

and protective features. Screen locks reduce the probability of unauthorised access.

On smartphones, they have also been suggested as a theft deterrent [102]. Therefore,

if a person is concerned about this issue, screen locks can provide protection.

In the second incident, we queried how users would react if their apps were used.

This explores stranger access from another angle, allowing concerns to be triangu-

lated. The issue had relevance to privacy, since strangers could impersonate the

victim. It concerned the principle of appropriation, where a person's identity is com-

promised [352]. This scenario was feasible, since apps are available on these smart-

watches. Therefore, if an unlocked device is mislaid, the applications can be used.

Finally, the risk can be reduced through screen lock usage. Therefore, we provided a

correspondence between contextualised concern questions and features.

Location tracking was the second pair we selected. For the �rst incident, we asked

how users would feel if their location was tracked. While our app monitored GPS

190



usage, we did not access the coordinates. Furthermore, participants both volunteered

for the study and received compensation. Our scenario concerned company tracking,

and this might place data at greater risk. The question met our three selection criteria.

Firstly, it conformed to the surveillance principle [352], and is therefore relevant to

privacy. Secondly, the issue is feasible, since locations are identi�ed through GPS

[180]. Smartwatches possess this feature, and it is included within our threat model.

Finally, there was a correspondence between the incident and protection. If a person

is concerned about monitoring, the risk can be reduced by disabling GPS [314].

We also queried how users would feel if their location was shared. Again, this

directly related to the topic of privacy. If a private position is disseminated, it violates

the disclosure and increased accessibility principles [352]. This incident is also feasible,

since companies exchange information on data markets [334]. As GPS is widely used,

�rms have a great opportunity to collect data. Most importantly, protective actions

can reduce the risk. Companies can only share the details they manage to collect.

By disabling GPS, this quantity of data can be reduced [314].

App access comprised the �nal pair of questions. Firstly, we queried how users

would feel if personal data was accessed. Since the scenario concerned intrusion [352],

it complied with the relevance criteria. This incident is also feasible, since apps often

request smartwatch data. If an app uses this information, it could be stored by its

company. Finally, this scenario's risk can be reduced through feature usage. Although

applications collect data, this can be limited through app permissions.

We then queried how users would feel if that data was shared with a third party.

This incident complied with all three selection criteria. Firstly, such sharing has rele-

vance to privacy. It relates to the `increased availability' violation [352], as others are

granted access to data. Secondly, information is frequently shared with commercial

partners [334]. While details might be aggregated, they can still be placed on data

exchanges [334]. Due to these facts, the incident belongs within our feasible threat

model. Finally, there is a direct correspondence between risk and protective features.

By restricting app permissions, users limit the information that can be collected. This

reduces the quantity of data that could be shared. If a person is concerned about this

issue, restricting permissions might be prudent.

Concern questionnaire design

Overview. Concerns were evaluated through identical questionnaires in pretest and

posttest. It was important that these concerns were not inappropriately in�ated.

To reduce the priming risk, the form was framed as relating to general opinions.
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The questionnaire could be split into three sections: Demographics, Opinions and

Concerns. It can be found in Table 8.1, with privacy-related questions shown in bold.

The queries are brie�y outlined below, but discussed again in the results.

Demographics. This section appeared last, since we thought requesting data

might prime privacy concerns. In previous chapters, we solicited gender, age range

and highest education level. However, based on our student sample, we did not expect

the latter two demographics to vary. Instead, we recorded gender, country of origin

and university division. Although all participants were UK residents, we thought it

interesting to explore their background. Furthermore, to encourage a varied sample,

we recruited users from a range of academic disciplines. Responses did not di�er by

demographics, and such comparisons are omitted for brevity.

Opinions. This section sought to explore high-level viewpoints. Although four

questions related to privacy, another 10 concerned other topics. This aimed to further

disguise the focus of the study. Some of these queries were general in nature, enabling

high-level analyses. However, six were purely decoy questions. We also included an

Instructional Manipulation Check [286] to assess engagement. Respondents were

tasked to provide a certain reply to indicate their attentiveness. Fortunately, all

participants gave requested answers in both the pretest and posttest questionnaires.

This reduces the risk that they skimmed over the form [286].

The �rst three queries analysed whether users enjoyed the smartwatch. Question

5 then assessed privacy awareness, checking whether users knew about data access.

If consciousness increases after the game, perhaps the app has highlighted the is-

sue. Question 8 explored our participants' understanding of privacy features. Again,

through interaction with their game, we expect the treatment group to gain aware-

ness. The surrounding queries served as decoy questions.

Finally, we tested risk perceptions, asking whether two issues were realistic. The

�rst related to a smartwatch being lost or stolen (Q11). If an individual does not

believe a threat is feasible, this might explain a lack of action. We also asked whether

apps could place data at risk (Q13). Again, if practices are unknown, permissions

are likely to remain open. Since our game seeks to enhance risk perception, we hope

threats will become perceived.

Concerns. The contextualised questions have been introduced in the previous

subsection. Again, degree of concern was solicited on a 5-point Likert Scale from

`Indi�erent' to `Very Concerned'. Based on the mean responses to each incident pair,

we received three metrics. They comprised the stranger score, the location score

and the app score. These all ranged from 1/5 (low) to 5/5 (high). In addition to
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Table 8.1: Pretest/Posttest Concern Questionnaire: Privacy Questions in Bold

# Demographics

1 With which gender do you most identify?

Male Female Non-Binary

2 What is your country of origin?

3 In which University of Oxford division is the degree that you are studying?

Humanities MPLS Medical Sciences Social Sciences

# Opinions (Five-point Likert Scale from Strong Agreement to Strong Disagreement)

1 �I �nd the smartwatch useful.�

2 �I use a wide range of features on the smartwatch.�

3 �I would experience inconvenience if I didn't use the smartwatch.�

4 �It is possible for smartwatch apps to simplify common tasks.�

5 �It is possible for smartwatch apps to access personal data.�

6 �It is possible for smartwatch apps to drain the battery.�

7 �I have a strong understanding of smartwatch noti�cation features.�

8 �I have a strong understanding of smartwatch privacy features.�

9 It is important you remain attentive. Please mark X in the Strongly Disagree box.

10 �I have a strong understanding of smartwatch display features.�

11 �There is a realistic chance of smartwatches being lost or stolen.�

12 �If I didn't con�gure my settings, my apps might drain my battery.�

13 �If I didn't con�gure my settings, my apps might place my data at risk.�

14 �If I didn't con�gure my settings, my apps might slow down my watch.�

# Concerns (Five-point Likert Scale from Indi�erent to Very Concerned) and Rationale

1 How would you feel if Google (the developer of Android) changed your smartwatch's default
font size?

2 How would you feel if app companies could track your precise current location?

3 Imagine a software update changed your smartwatch's font size. How would you feel if the
text was made much smaller than it was before?

4 How would you feel if app companies could read your personal data from your

smartwatch?

5 Imagine your smartwatch was lost or stolen. How would you feel if a random

stranger could read your data?

6 How would you feel if Google (the developer of Android) changed your smartwatch's default
alarm volume?

7 Imagine your smartwatch was lost or stolen. How would you feel if a random

stranger could use your apps as you?

8 Imagine a software update changed your smartwatch's alarm volume. How would you feel
if the alarm volume was set much quieter than it was before?

9 How would you feel if app companies could share your personal data with other

companies?

10 How would you feel if Google (the developer of Android) changed your smartwatch's default
screen brightness?

11 How would you feel if app companies could share your precise movements with

other companies?

12 Imagine a software update changed your smartwatch's screen brightness. How would you
feel if the brightness was set much lower than it was before?

193



the discrete responses, participants provided a textual justi�cation for each answer.

These remarks provided a deeper insight into smartwatch concerns.

Since we wished to disguise the topic of privacy, we again included decoy queries.

To achieve this, we created another three pairs of contextualised questions. These were

syntactically-similar and related to general smartwatch usage. The pairs concerned:

font changes, volume changes and brightness changes. However, if questions bore no

relationship to the game, they might be identi�ed as decoys. Therefore, the control-

group challenges were given a correspondence with these scenarios. For example,

one incident considered the screen brightness being reduced too low. To match this,

the (control-group) game asked users to adjust their brightness. Participants also

believed these details were logged, as it was approved at the start of the study. These

approaches should help disguise the study's purpose.

Evaluation questionnaire design

Summary. Both groups played a game during the gameplay period. To inform future

apps, we solicited feedback through a brief questionnaire. This form also allowed us

to evaluate the success of our implementations. If they are considered usable and

enjoyable, it suggests they have been well-designed.

The �nal form was split into two sections: Evaluations and Opinions. Our queries

can be found in Table 8.2. For brevity, they are brie�y introduced and then described

in the gameplay results (Section 8.5). The former section sought to explore whether

games were considered enjoyable, usable and educational. It also evaluated game dif-

�culty, allowing the apps to be compared. The latter section solicited which elements

were most and least appreciated. This aimed to inform the development of future

games. It also assessed retention and response veracity. The questionnaire did not

concern the topic of privacy. Since it immediately preceded the posttest phase, we

did not wish to prime the concept.

Posttest interview design

Purpose. While we assessed questionnaires and logs, rationale is challenging to

extract from these sources. Therefore, we concluded the study by conducting semi-

structured interviews. We selected this format as it supports both exploration and

the comparison of responses [285]. Since these discussions took place on the �nal day

(Day 52), participants should be able to contribute informed opinions.
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Table 8.2: Game Evaluation Questionnaire

# Evaluations (Five-point Likert Scale from Strongly Agree to Strongly Disagree)

1 �I found the smartwatch game to be enjoyable.�

2 �I found the smartwatch game to be usable.�

3 �I found the smartwatch game to be educational.�

4 �The game taught me things that I did not previously know about the smartwatch.�

5 �I found the challenges in the smartwatch game to be easy.�

# Opinions (Qualitative responses)

1 Approximately, what was the highest score that you received?

2 What did you like most about the smartwatch game? Why?

3 What did you like least about the smartwatch game? Why?

4 What about the game would you like to see improved? Why?

5 What di�erent colours were the houses in the smartwatch game?

Procedure. The 40-minute interviews were conducted in a university meeting

room. The discussions were one-on-one, reducing the in�uence from other partici-

pants. To support a rich qualitative analysis, the session was audio recorded. Partic-

ipants gave their explicit consent and were able to suspend the recording at any time.

They were also free to retract existing comments, although this never occurred.

Structure. The interview had four sections: General, Awareness/knowledge,

Protection Motivation Theory and the Privacy Paradox. The questions can be found

below in Table 8.3. We outline our queries, though they are described in Section 8.7.

General. This section sought to capture high-level perceptions of the study.

The questions also avoided the topic of privacy, since we did not wish to bias later

responses. We �rst solicited each user's experience in wearing the smartwatch. We

then asked them why they participated, assessing their motivation. If they were

driven by curiosity rather than compensation, we might have greater external validity.

Bravely, we continued by asking whether the background app a�ected their actions.

If not, this may grant credibility to our �ndings. Finally, we explored retention by

soliciting whether anything had been learned. We expect our treatment group to have

gained knowledge of protection.

Awareness/knowledge. In this section, we sought to explore the in�uence of

the games. While individual di�erences will exist, we expected the treatment group to

have gained greater knowledge. Questions 6/7 concerned PMT, but were asked at this

stage to reduce order e�ects. To evaluate awareness, we asked users how their data

might be accessed by others. Since awareness might not be su�cient for behaviour

change [38], we continued by exploring knowledge. Participants were asked what they
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Table 8.3: Posttest Interview Questions

# General

1 What was your experience in wearing the smartwatch?

2 Why did you choose to participate in the study?

3 Do you feel the background StudyService app a�ected your behaviour? Why?

4 Would you purchase your own smartwatch? Why?

5 Do you feel you learned anything new as the study progressed? If so, what?

# Awareness/knowledge

6 How likely do you believe the chance of companies accessing your watch's data? Why?

7 How likely do you believe the chance of someone's smartwatch being lost or stolen? Why?

8 How privacy-conscious do you generally consider yourself to be? Why?

9 How do you think your smartwatch's data could be accessed by companies or other people?

10 Imagine your smartwatch settings were changed back to their defaults. If you wanted to,
what could you do to protect your smartwatch's data? Why?

11 Imagine your smartwatch settings were changed back to their defaults. If you wanted to
prevent apps from tracking your location, what could you do? Why?

12 Imagine your smartwatch settings were changed back to their defaults. If you wanted to
stop apps from reading your personal data, what could you do? Why?

13 Imagine your smartwatch settings were changed back to their defaults. If you wanted to
limit watch access in case of loss or theft, what could you do? Why?

14 Could you please show me, and explain aloud, how to disable GPS on your smartwatch?

15 Could you please show me, and explain aloud, how to change the permissions for a smart-
watch app?

16 Could you please show me, and explain aloud, how to enable a screen lock on your smart-
watch?

# Protection Motivation Theory

17 On a scale from 1 (low) to 10 (high), how serious do you feel the action of your smartwatch
data being accessed by a company is? Why?

18 How e�ective do you think smartwatch settings can be in protecting your device's data?
Why?

19 How able do you feel you are to protect your smartwatch's data? Why?

20 Do you feel you receive bene�ts from using data-accessing apps? If so, what?

21 How much e�ort do you feel it is to protect your smartwatch's data? Why?

# Privacy Paradox

22 We have discussed the use of tools which protect your smartwatch's privacy. Can you think
of any techniques or circumstances that would lead you to use these tools more often?

23 Most of us claim to be concerned about our privacy. However, most of us also fail to fully
protect ourselves. This contrast is known as the Privacy Paradox. Why do you think this
situation might occur?

24 You have indicated that you are concerned about your smartwatch's data being accessed.
However, on occasions, you didn't use settings to protect that data. Why do you feel this
was the case?

25 Is there anything else you would like to add that we haven't discussed?
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would do to protect their data. They were told to respond as if their settings were at

their defaults. This avoided empty responses when the devices were already guarded.

To further assess their understanding, we probed their responses to de�ned issues.

To support a correspondence with concern, users were asked how they would limit:

stranger access, location tracking and app access. If the treatment group identi�ed

the privacy features, their game might have taught protection. As the control group

played the generic version, we expected their baseline knowledge to be low. However,

even if a person knows of a feature, they might be unable to use it. Therefore, we

explored genuine knowledge by requesting a demonstration. Participants were tasked

to: enable a screen lock; disable their GPS; and change their permissions. They used

their smartwatch and explained aloud for the audio recorder. If treatment participants

can master these settings, their game might be educational.

Protection Motivation Theory. This section dissected behavioural rationale,

seeking to understand user decisions. Establishing consistency with prior chapters,

we based questions on Protection Motivation Theory (PMT) [328]. We examined

each factor through its own question. For vulnerability, we asked users how likely it

was that data was accessible. If individuals do not perceive a risk, this might explain

a lack of protection. To evaluate severity, we requested a rating of the seriousness of

data access. We cared little about the quantitative �gure; it simply served to trigger

discussion. This approach was preferred to mentioning `severity', which might have

encouraged negative responses. If a violation is deemed to be damaging, individuals

should be more likely to protect themselves.

We then explored response e�cacy by asking how e�ective settings were considered

to be. We also assessed self-e�cacy, by querying each participant's degree of con�-

dence. If individuals doubt protection or their usage of it, they might neglect privacy

features. For rewards, we asked users whether they bene�ted from data-accessing

apps. When apps provide useful functionality, information might be disclosed. Fi-

nally, to assess response costs, we asked how much e�ort is it to protect data. If

settings are opaque or complex, users may be less likely to con�gure them. Through

exploring the impact of these factors, we can understand why protection is (not) used.

We chose not to analyse these components merely through response proportions.

We sought to develop `participant pro�les' for each individual. These would comprise

of single-paragraph descriptions of a person's rationale. Since their accuracy is im-

portant, the content will be veri�ed through respondent validation. Based on these

rich pro�les, we can assess how participants make privacy decisions.
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Privacy Paradox. The �nal section directly explores our thesis topic. It seeks

to understand why the Paradox might exist in a smartwatch environment. We begin

by asking which circumstances would encourage greater protection. However, since

responses concerned environmental changes (e.g., new job, moving countries), they

were not applicable to our techniques. We continued by requesting a justi�cation

for the Paradox. This takes a similar approach to our Chapter 6 interviews, but

focuses on smartwatches. If several individuals reference a certain factor, it might

be in�uential in wearable environments. Now that the topic was introduced, we

suggested to participants that their actions did not always align with concerns. To

avoid antagonism and defensive responses, this issue was explained to be common.

Through their own justi�cations of behaviour, we extract insights into user rationale.

This enabled a direct exploration of the Paradox in a smartwatch environment.

8.3 Smartwatch Game Design

We now continue by discussing the design of our two smartwatch games. Since our pri-

vacy version sought to encourage protection, most attention will be given to this app.

However, aside from the privacy customisation, the games were identical. Screenshots

from the privacy version can be found below in Figure 8.2. The leftmost image dis-

plays the game map, while the rightmost presents a privacy challenge. For brevity,

additional images are located in Appendix B.2.

Figure 8.2: Smartwatch Privacy Game: Gameplay (left), GPS Challenge (right)
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A video of the game can be found at www.youtube.com/watch?v=lDZ29t0_z0Q.

In addition to these two programs, we also developed the background monitoring app.

Since behavioural analysis is central to our study, we begin by describing this app.

Background monitoring app

Monitored data. As previously mentioned, settings were logged once every �ve

minutes. These details, �rst introduced in the Research Questions subsection, cor-

respond with the privacy-protective behaviour. Accordingly, we logged whether a

screen lock (pattern, PIN or password) was on. We also recorded whether GPS ac-

cess was currently enabled. Finally, we collected the list of apps and their permissions.

Through this data, we monitored how behaviour varied over 52 days. Although we

were approved to collect additional non-privacy details, this was deemed unnecessary.

Frequency. The background application was required to function consistently

over a two-month period. It made use of the Android AlarmService, allowing logs to

be produced even after the app was garbage-collected. Wear OS has several battery-

saving procedures, one of which is grouping alarms. Therefore, the service was not

guaranteed to run at exact �ve-minute intervals. However, the interval never exceeded

10 minutes and was usually less than �ve. Even if the gap was 10 minutes, the 144

records per day would provide su�cient monitoring.

Interpolation. Other constraints were created by Wear OS battery procedures.

Services do not trigger when the watch is idle for long periods. However, the act of

adjusting settings (or merely touching the screen) would wake the interface. Even

updates or USB access would cause this awakening. Therefore, while the watch was

in an idle state, settings were identical to the previous log.

Android updates. Halfway through the study, Google updated the Wear OS

operating system. The new version introduced another battery-saving procedure. If

the watch was idle for long periods, GPS was disabled to conserve power. This was not

behaviour undertaken by the participant, but an unprompted background alteration.

Our research sought to explore privacy-protective actions, rather than involuntary

changes. After the study was completed, we consulted with our participants. All

individuals con�rmed that they did not disable GPS during these periods. Indeed,

through interview demonstrations, we saw that many were unsure where settings were

placed. Since we study behaviour, we disregarded incidents of involuntary disabling.
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Game narrative and mechanics

Summary. We now introduce our two educational games. To minimise confounding

variables, both were entitled `Shop Dash' and concerned the same theme. The narra-

tive is similar to that of the Chapter 7 app, since it was informed by that application.

Furthermore, the concepts of questions and challenges are also retained. The same

Learning Science principles were adopted for both games. To reduce repetition, this

chapter only outlines the extensions from the online prototype. For example, the

�nal app includes an introductory slideshow when it is �rst opened. This highlights

privacy risk and demonstrates how to use protective settings.

Questions. As before, users navigate their character from its home to the local

shops. Unlike the previous game, they must now traverse four levels to reach this

point. During their journey, users encounter two varieties of Non-Player Character

(NPC). The �rst, `villagers', ask functionality questions and reward correct answers.

Since queries related to the application theme, privacy questions concerned the pro-

tective features. In contrast, the control group are asked about general settings.

Through re�ning knowledge of the device, we hope to provide education.

Challenges. The second NPC, `thieves', di�er in that they trigger functionality

challenges. As in the prototype, challenges require users to adjust a watch's settings.

In the privacy game, they concerned the three protective features. Therefore, par-

ticipants gained direct experience in protecting their watch. Through learning how

to guard data, concerns might also be moderated. The control-group game assigned

general tasks, such as adjusting screen brightness. This provided a correspondence

with the questionnaire's decoy queries.

Progression. When the player reaches the end of each map, they move to the

next level. At this point, their challenge and question success is displayed. Re�ection

often increases retention [120], particularly when users consider their own progress.

After traversing all four levels and reaching the shops, they complete the game. Ad-

ditional di�culties are then unlocked, with tougher challenges/questions but greater

points. To climb the leaderboard, users are incentivised to re�ne their skills.

Game challenges

Interface. In the privacy game, the challenges aligned with the protective features.

Rather than adjusting the real settings menu, we implemented a simulated interface.

The interface was identical to the real dialogues, but provided a number of advantages.

It allowed navigation to be monitored and helpful hints to be displayed. It also meant
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that individuals could experiment in a safe environment. If they were tasked to change

real settings, it would have impacted our behavioural monitoring.

Distribution. In both games, participants faced a total of 14 challenges. Their

di�culty increased with the levels, with quicker settings allocated in the earlier stages.

When additional di�culty modes were unlocked, the challenges remained the same.

However, health decreased quicker, encouraging memorisation of menus.

Privacy challenges concerned the three protective features. By using multiple

tasks per feature, we sought to re�ne knowledge. These tasks can be found below in

Table 8.4. The set challenges are in italics, while the others were randomly allocated.

This randomisation sought to keep the game unpredictable and fun.

Table 8.4: Privacy Game Challenges

Level One (2 Challenges: 1 Set, 1/3 Random)

Disable GPS Enable a screen lock pattern
Check app permissions Revoke contacts permissions

Level Two (3 Challenges: 1 Set, 2/3 Remaining from Before)

Enable a screen lock pattern Check app permissions
Revoke contacts permissions Revoke audio permissions

Level Three (4 Challenges: 1 Set, 3/3 Random Order)

Enable a screen lock PIN Revoke location permissions
Check system app permissions Disable GPS and location permissions

Level Four (5 Challenges: 5/5 Set Order)

Revoke SMS permissions Enable a screen lock password
Revoke sensors permissions Enable pattern, disable GPS and location perms

Uninstall application

Dynamic risk exposure. In Chapter 7, participants suggested they would be

in�uenced by risk exposure. If true, this implies that protection might be encouraged

by highlighting threats. To communicate this risk, privacy challenges were customised

around participant behaviour. Rather than a task presenting generic text, the issues

were personalised to each individual.

This was achieved through reading the recent log �les of the monitoring app. For

example, a participant might have granted ACCESS_FINE_LOCATION permis-

sions to their Uber application. If they subsequently faced a location challenge, it

would be contextualised with this information. This followed the in�uential approach

of Harbach et al. [165], who highlighted risk exposure on smartphones. To encourage

protection, we sought to establish a clear correspondence between behaviour and con-

sequence. This contextualisation was dynamic, updating based on recent recordings.
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Therefore, the challenges adjusted in response to changes in behaviour. This dynamic

feedback loop aimed to persuade our participants.

Contextualisation. Understanding is enhanced when physical and virtual risks

are aligned [150]. Therefore, we matched challenges to real-world scenarios. For

example, characters face a challenge when they are near their (gameplay) house.

This task requires GPS disabling, since their `home' location is being tracked. On

another occasion, a thief and villager are adjacent to each other. Since questions

could be overheard, the challenge concerns microphone eavesdropping. By relating

risks to real situations, participants might consider threats in the future.

If challenges were failed, potential consequences were highlighted. For example, a

participant might fail a GPS task while Uber is installed. In this case, we explained

the possibility of location tracking. Therefore, we sought to further demonstrate a

behaviour-consequence connection.

Performance monitoring. Participants were required to play the games three

times per day for 10 minutes each time. To both monitor compliance and analyse

performance, we monitored gameplay activity. The app logged name, avatar and

di�culty when a game was started. When the games �nished, we recorded level,

total score and challenge results. By comparing performance across participants, we

could identify which topics posed the most di�culty.

Protection Motivation Theory

Purpose. In this thesis, privacy is deconstructed through PMT [328]. By considering

perceived risks and response costs, individuals decide whether to guard their data.

Since we wish to encourage protection, we implemented PMT factors in our game.

Approach. If a person does not consider themselves vulnerable, they are unlikely

to act. Therefore, we highlighted participants' risk exposure through the personalised

challenges. Similarly, they might reject protection if invasion is deemed not severe.

Through the introductory slideshow, we explained the potential consequences.

Self-e�cacy might be lacking when participants begin the study. However, by

granting opportunities to master the features, con�dence should increase. Response

e�cacy should also be enhanced, since the slideshow highlights the advantages of

settings. Therefore, by presenting the threat and supporting the response, protective

behaviour should be encouraged.
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Informed re�nements

Through our large-scale prototype (Chapter 7), we received an abundance of feedback.

This data informed re�nements to our smartwatch implementation.

Appearance. The general theme of the game was appreciated. It was simple

to understand and the narrative was accessible. Therefore, the shopping topic was

retained. The game graphics were more contentious, dividing the opinion of online

participants. Some named the design as their favourite element (5.6%). However,

others criticised the appearance (11.9%). Based on this feedback, we retained the

graphics while re�ning their design.

Game length. Some respondents believed the prototype was too short. To both

add variety and increase content, we extended the games. Firstly, we designed and

implemented another three maps. Secondly, we increased the number of questions

from three to eight. Questions di�ered across the three di�culties, contributing to a

total of 24 queries. Thirdly, we increased the challenge count from three to 14. This

was achieved by combining and diversifying tasks. Therefore, even if the game was

completed only once, users would have experience in con�guring settings.

Randomisation. Since the prototype was played brie�y by each participant,

there was no randomness. The thieves were placed in constant locations and trig-

gered the same challenges. This sought to establish a consistent experience for the

respondents. As individuals now played the game frequently, we introduced greater

variety. Thieves appeared in random locations and triggered random tasks. Ques-

tion order was also randomly shu�ed, further adding variety. This should reduce the

repetitiveness of the game, hence improving the user experience.

Feedback. Finally, we wished to give participants greater support in completing

challenges. If a person is unable to locate their settings, they might lose motivation.

Therefore, we used several techniques to aid their education. For example, when

health decreased past 50%, helpful hints were provided. This assisted participants

in navigating to the feature. If the challenge was failed, the correct route was then

described. Through this, the individual should have greater success on their next

attempt. By supporting participants, protective approaches should be memorable.
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8.4 Baseline Findings

Participants

We recruited 10 participants, each of which used a smartwatch for two months. Eight

of these individuals were male, while the other two were female. Since the University

of Oxford is highly multinational, countries of origin were diverse. While four came

from the UK, we had single participants from Ireland, Italy, Russia, Mexico, Singa-

pore and the US. However, all were resident to the UK and completed the study in

this country. This was important for our exploration of the Paradox. Academic disci-

plines were also varied. Five were from Mathematical Sciences, two did Humanities,

two studied Social Sciences and one did a Medical Science. Rather than evaluating

technology experts, this provided a more-representative sample. As previously men-

tioned, the smartwatch user population has been disproportionately male and young

[282]. Therefore, our sample should possess decent external validity.

Qualitative techniques

Coding frame creation. Through our three questionnaires and our interviews,

we collected a large quantity of qualitative data. To support a robust evaluation,

we again undertook inductive analysis [323]. This approach is described in detail in

Section 3.3. We used this process for all our qualitative data, enhancing the validity

of our �ndings. As a result, we received 40 structured indices. 24 of these came from

the interviews, 12 from the concern questionnaires and 4 from the evaluation forms.

They were each re�ned into coding frames, supporting our rich analysis. Those frames

relevant to our textual discussion can be found in Appendix A.4.

Deviant cases. When coding responses, themes can di�er greatly in propor-

tions. Since many remarks might be mentioned once, it can be tempting to subsume

these in other categories. However, we respected the deviant cases [23]. Our concern

questionnaires had several such incidents. In Question 4, participants reported their

response to app data collection. Only one person was concerned about `Identi�ca-

tion', but this was not subsumed into the `Personal data' theme. Interview responses

were also highly varied. In Question 1, individuals were asked for their general expe-

rience. One person found the watch large on their wrist, but this was not subsumed

within usability issues. By respecting such cases, we sought to remain faithful to our

participants' responses.
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Coding approach. Distinct frames were constructed for each of our qualitative

questions. This allowed us to analyse participants from a range of angles. When eval-

uating concerns, individuals completed both the pretest and posttest questionnaire.

To compare responses across the study, their frames were combined. Therefore, one

table was used for Q1 responses, whether analysing pretest or posttest. By exploring

how proportions vary, we could assess whether concerns had changed.

As in our previous studies, a person's response could mention a number of topics.

Because of this, we might receive more codings than the number of participants.

Therefore, when calculating proportions, we use the `comment' format (Section 3.3).

Qualitative validation

To add further rigour to our process, we then performed qualitative validation. We

made use of all four techniques outlined in Section 3.3. These were: triangulation

[139], repeated coding [245], multiple coding [293] and respondent validation [56]. Al-

though the approaches are previously described, we brie�y reiterate the process. We

also outline the results in each case.

Triangulation. In this study, we receive results through multiple sources. By

comparing these results, we can corroborate our �ndings [139]. We triangulated

through using both questionnaires and interviews. In the concern surveys, we explored

participants' reactions to privacy incidents. This is undertaken in both pretest and

posttest. Then, through the interviews, we also discuss the potential risks. Since

rationale aligned in both cases, we have con�dence in these �ndings.

Behaviour was also explored both empirically and through discussion. While the

logs indicated how participants acted, it did not provide their rationale. However,

behaviour was also examined through the interviews. Knowledge could be assessed

based on the answers to privacy questions. Those lacking knowledge also tended to

neglect their protection. By using these two instruments, behaviour was corroborated.

Repeated coding. We sought for our coding process to be as rigorous as possi-

ble. This was undertaken by having re�ned frames and strong de�nitions. However,

when data is coded once, subjectivity might have some in�uence [346]. Therefore,

through repeated coding, we analysed our intra-rater reliability [245]. Again, the ex-

act details are outlined in Section 3.3. This technique was used for all our qualitative

data, whether from concern questionnaires, evaluation forms or �nal interviews. By

comparing our coding results, we could identify areas of ambiguity. We could then

reconcile our frames and strengthen our de�nitions.
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Therefore, the doctoral researcher coded all the data twice. Once the �rst parse

was complete, we populated a framework matrix. As described in Section 3.3, columns

denoted participants and rows represented questions. Matrices were created for the

concern questionnaires (pretest and posttest), the evaluation forms and the interviews.

Three weeks later, we performed the second coding. At this point, another matrix

was populated with the updated results. By studying the `proportion agreement'

metric [271], we analysed the consistency of our process. As previously highlighted,

this metric was favoured over Cohen's kappa [93] for two reasons. Firstly, there were

a large number of themes, reducing the risk that matching is due to chance. Secondly,

since responses often mentioned multiple themes, kappa was not appropriate [93].

Repeated coding: Results. In the pretest and posttest questionnaires, partic-

ipants answered twelve concern questions. Six of these were decoy and therefore not

considered. Across 10 participants in 6 pretest and posttest queries, we received 120

responses. Since users expressed broad rationale, responses often related to multiple

codes. Across the two rounds, codes were distinctly assigned on 304 occasions. Of

these, 9 were unique to the �rst round, while 2 were unique to the second. This

contributed to an agreement rate of 96.4%. As the vast majority of codings were

consistent, we believe our frames are robust. After re�ecting on the results, we then

selected the most appropriate themes for the 11 mismatches. Finally, the de�nitions

were updated to mitigate future ambiguity.

We also undertook repeated coding of the evaluation questionnaires. These forms

requested three pieces of qualitative information. Across our 10 participants, this

resulted in 30 responses. 54 themes were distinctly assigned across both rounds, with

only one assignment unique to the �rst. Therefore, we received an agreement rate

of 98.1%. This high consistency gives us con�dence in our evaluation results. After

re�ection, the mismatch was categorised and our de�nitions were updated.

Finally, we conducted a second parse of the interview transcripts. Each partici-

pant answered 25 questions, resulting in a 250-response dataset. As the replies were

conversational, multiple themes were mentioned in most responses. This led to 687

distinct assignments across both rounds. 51 were unique to the �rst round, while only

28 were unique to the second. 608 were identical, producing an agreement rate of

88.5%. Although this is lower than the other percentages, this was expected. Due to

the conversational nature of interviews, often six codes applied to a single response.

Therefore, it could be di�cult to identify all these themes consistently. Considering

this challenges, the matching accuracy was strong. Finally, we re�ected on the mis-
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matches and updated the de�nitions. Through this repeated coding, we believe we

strengthened our frames.

Multiple coding. Researchers can often judge a matter in di�erent ways. Pro-

vided with the same data and coding frames, individuals might produce a variety

of distributions. But if the frames are highly precise, the results can be more con-

sistent. To introduce further rigour into our analysis, we undertook multiple coding

of our posttest interviews [293]. The approach is outlined in Section 3.3. By com-

paring another researcher's results with our own, we analysed the robustness of our

frames. While this researcher was a member of our team, they had recently joined

the university. They were unfamiliar with the student's work and did not have a

Computer Science background. We thought this inexperience would test our frames

to the greatest extent.

Multiple coding: Results. As mentioned in Section 3.3, we populated two

framework matrices. The �rst encapsulated the results of our repeated coding. The

second was based on the coding of the independent researcher. Since 10 participants

answered 25 questions, we received 250 responses. However, as interviews are conver-

sational, 672 distinct assignments were made across both parses. Of these, 162 were

unique to the �rst parse, while 55 were unique to the second. The other 455 cod-

ings matched exactly. This contributed to a proportion agreement rate of 67.7%. As

shown, most of the unique assignments were made by the doctoral student. Indeed,

this provided 74.7% of the mismatches. On reviewing the process, the second coder

appeared to miss many of the themes. This is unsurprising, since some responses

related to six topics. On re�ection, a security academic might have been preferable

to a new researcher. As a result, our repeated coding provided an analysis with

greater richness. Indeed, when reconciling the matrices, the �rst parse was deemed

richer on most occasions. Where disagreement was common, we further strengthened

our de�nitions. Since our themes were re�ned through repeated coding and multiple

coding, we believe the frames are robust. As demonstrated below, participants were

in agreement with all the theme assignments.

Respondent validation. To verify that we encapsulated our participants' views,

we involved them in the �nal process. Therefore, we undertook a process of respondent

validation [56]. The exact approach is outlined in Section 3.3. Through this, our

participants were assigned three tasks. Firstly, they veri�ed that the transcripts were

accurate. Secondly, they judged whether their assigned codes were appropriate for

their responses. Finally, they veri�ed their brief participant pro�les. These pro�les

were one-paragraph characterisations, developed based on their responses to PMT
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questions. The descriptions sought to encapsulate the behavioural rationale of each

user. By checking this content, individuals veri�ed that the pro�les were �tting.

Respondent validation: Results. Transcripts were sent to all 10 of our par-

ticipants. Fortunately, all 10 replied and took part in the validation process. Across

the entire sample, not a single amendment was requested. All respondents veri�ed

that the transcript was accurate and the codes were appropriate. They also believed

that their pro�le encapsulated their rationale. This 100% accuracy rate suggests that

we captured our participants' views. It also gives us con�dence in our �nal coding

frames. Based on this qualitative data, we explore smartwatch behavioural rationale.

Participant opinions

Introduction. Our pretest concern questionnaires were completed 18 days into the

study. Participants should then be familiar with their devices, but not in possession

of training. Although we hesitate from generalisation, this might be a similar state

to many smartwatch users. Since neither group has played a game at this stage, we

discuss �ndings in terms of the whole sample.

While our questionnaires gauged concern, they �rst explored general opinions.

While privacy elements were included, most of the questions were decoy. Therefore,

we believe our topic of study was adequately disguised. The Opinions section could

be subdivided into �ve themes: attention, satisfaction, awareness, understanding and

risk perception. The pretest views are outlined below.

Attention. We wished to verify that our participants were attentive. To achieve

this, we included an Instructional Manipulation Check [286] halfway through the

questions. All respondents gave the correct reply, suggesting they invested su�cient

e�ort. Therefore, we have greater con�dence in the questionnaire's results [286].

Satisfaction. The devices were considered to be useful, with 90% agreeing with

this statement. However, since none were in strong agreement, the bene�ts might

not have been extensive. We then assessed whether participants used a range of

functionality. 70% gave a neutral response, implying that the products had been

moderately investigated. Finally, we asked whether the devices' removal would cause

inconvenience. Since 70% disagreed with this statement, the watches appear to be

far from a necessity.

Awareness. To assess this topic, we asked users whether personal data could be

accessed by apps. An informed individual should know this is possible, and fortu-

nately all participants agreed. Since 60% were in strong agreement, our sample has
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decent baseline awareness. If users are aware of the risk, they should be more likely

to use protection.

Understanding. Through asking individuals to rate their understanding, we also

assess their self-e�cacy. At this pretest stage, only 40% claimed to possess knowledge.

This might discourage participants from using protective features.

Risk perception. If a person does not perceive threats, they might lack the

motivation to act. To explore this matter, we �rst asked whether smartwatches

may be lost or stolen. Since these devices are small and valuable, they should face

some risk [40]. We received a cautious response, with 30% in agreement and 40% in

disagreement. We then asked whether an app might threaten smartwatch data. In

this case, only 40% believed the threat was possible. Since our privacy game seeks to

highlight risk, these percentages should increase.

Concerns and behaviour: Lock screens

Introduction. As previously mentioned, concerns were gauged through reactions

to six contextualised questions. Responses were given on a �ve-point Likert Scale

from `Indi�erent' (1/5) to `Very Concerned' (5/5). By taking a mean of each pair, we

received the stranger score, the location score and the app score. A graphic illustrating

the reactions can be found in Figure 8.3. To investigate the root of these concerns, we

also explore the qualitative justi�cations for each answer. These opinions can then

be compared against the records of pretest behaviour.

Figure 8.3: Pretest Smartwatch Privacy Concerns
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Concerns. Stranger access was the �rst incident pair. When considering data

reading, participants appeared highly concerned. 50% indicated their strong oppo-

sition, while no respondents were indi�erent. This contributed to a mean score of

4.2/5, suggesting users reject this intrusion. When assessing these scenarios, we also

considered the participants' rationale. 15 justi�cations, were given, with 60% of these

fearing great damage. Concerns were primarily driven by the security risk (20%) and

the importance of personal data (20%). This suggests that our users place some value

on their smartwatches. Two individuals were less concerned about this potential is-

sue. One believed that that their screen lock would provide adequate protection. If

protective features are enabled, the risk might indeed be mitigated. Representative

quotes, along with the participant ID, are shown below:

�I don't want a stranger know my usual whereabouts�, (#G).

Participants expressed similar concerns over their apps being used (x̄ = 4.1/5).

70% of users were in opposition, with only one person expressing indi�erence (10%).

This proportion suggests that application access is strongly rejected. On this occasion,

14 comments were provided for justi�cation. 64.3% of these feared damage, with data

access being the most common concern (28.6%). These individuals were worried since

apps can contain sensitive details. This might lead to �nancial crimes or personal

danger. Only one participant was unconcerned, and they believed they possessed

no `sensitive apps' (7.1%). When checking the behaviour logs, they indeed had no

applications accessing private details. However, when app usage is feared, a screen

lock might be appropriate.

�They could cause issues through contact and they could gain my details�, (#E).

Behaviour. Based on the two concern incidents, we calculated a stranger score

of 4.05/5. It appears our participants are concerned about unauthorised interactions.

To explore empirical actions, we analysed our smartwatch logs. Through assessing

baseline behaviour, we can address this chapter's �rst research question (RQ1). To

reiterate, this explored whether smartwatch users take action to protect their data.

Fortunately, four participants had enabled a screen lock. Since they did not use

it initially, this contributed to a behaviour lock score of 38.6%. Games had not been

played at this point, which suggests that the feature is well-known. This might be

due to the prevalence of smartphone PINs and patterns. The other six participants

never used this lock. As in our Chapter 6 and 7 �ndings, it appears password usage is
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far from constant. These inactive users still claimed concern over the scenarios (x̄ =

4.2/5). In these situations, it is possible that locks were never noticed. Considering

RQ1, this implies that protective action is far from constant. RQ2 explores the

baseline Paradox, and behaviour appears often misaligned with concern.

Concerns and behaviour: GPS usage

Concerns. The second incident pair was that of location tracking. To assess the

matter, we �rst solicited reactions to location monitoring. Our participants appeared

moderately concerned, with 50% giving negative responses. However, opinions var-

ied, since another 30% seemed reasonably indi�erent. This contributed to a mean of

3.2/5, suggesting that this tracking is not highly feared. Concerns might be mitigated

by the advantages that GPS can o�er. When considering the justi�cations, 16 com-

ments were made. While 37.5% expressed concerns, 37.5% were contingent on the

particular situation. For example, 18.8% claimed their reaction depended on whether

the tracking was optional. If it could be disabled, as GPS can be, they would be less

worried. However, in order to protect data, intentions must turn into actions.

�I want to be able to decide when I can be tracked or not�, (#C).

While tracking triggered the least concern, location sharing faced strong opposi-

tion. For this incident, 80% were concerned and nobody expressed indi�erence. This

resulted in a high mean of 4.4/5. Although participants accepted company tracking,

they wanted the data protected from others. We then considered justi�cations, with

21 comments provided. The vast majority expressed concern (85.7%), with most in-

dividuals objecting to the principle (23.8%). Participants also thought this was illegal

(14.3%), although it might be consented through privacy policies. If individuals are

opposed to this sharing, access can be limited by disabling GPS [314].

�I would very much feel as though my privacy was invaded �, (#A).

Behaviour. When calculating the concern location score, participants received

3.8/5. This balanced metric is based on tracking ambivalence and sharing concern.

Individuals did not reject monitoring, provided it was optional and conspicuous. This

might be due to the normalisation of digital surveillance [353]. However, the tracking

capabilities of GPS might not be recognised. We continued by assessing our partic-

ipants' empirical behaviour. At this pretest stage, all 10 had the service enabled.

Indeed, not a single person had adjusted this setting. Because of this, their location
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was potentially accessible for the �rst 18 days. This contributed to a GPS score of

100%. This is comparable with the rare disabling found in our prototype study. When

considering RQ1, it appears that protective actions are infrequent. This presents a

worrying baseline for untrained users. Although concerns were not extreme, respon-

dents did express some opposition. Little was done to mitigate the scenario risks.

Menfors and Fernstedt [263] found similar results in their Paradox study on geotag-

ging. To address this issue, our privacy game seeks to encourage protection.

Concerns and behaviour: App permissions

Concerns. Finally, our participants considered the app access issues. The �rst

incident concerned an app accessing personal data. Respondents were strongly in

opposition, with 90% disliking this situation. One user appeared less concerned,

and their rationale will be discussed shortly. These responses contributed to a strong

mean of 4.2/5. When considering the justi�cations, 16 di�erent comments were given.

While 25% were contingent on particular details, 62.5% expressed strong concern.

Many objected to the principle of access (25%), whether or not it placed them at risk.

This sentiment was also frequently expressed during the interviews in Chapter 6. This

might imply that unease does not require a severe violation [303]. The indi�erent

participant believed that data would be accessed in other ways. If individuals are

fatalistic, they might regard protection as pointless [357].

�They already can with phone, or at least I assume so�, (#A).

For the �nal contextualised question, we solicited reactions to app data sharing.

80% opposed this incident, while no individuals were indi�erent. This resulted in a

mean of 4.2/5, same as in the access scenario. Our participants seem to fear these

app practices, despite them being commonly found [334]. This might imply that users

have little awareness of the procedures [99]. We then considered the qualitative justi-

�cations, with 17 comments provided. 58.8% of these expressed concern, compared to

only 17.6% with few worries. As before, the most popular objection was based purely

on principle (23.5%). These individuals found such data sharing to be invasive. If

they wish to limit collection, they could choose to change their permissions.

�I value my online privacy�, (#F).

Behaviour. Through analysing the two incidents, we calculated a app score of

4.2/5. This implies that participants are strongly concerned about their smartwatch
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data. To assess empirical behaviour, we explored the pretest logs. Throughout this 18-

day period, not a single participant had restricted their permissions. In contrast, these

settings had been loosened by 90% of the users. This would reduce the constraints on

convenient functionality [335]. Furthermore, two individuals installed additional apps

with sensitive permissions5. This resulted in a behaviour permission score of 50.4%.

Since training has not been received, this presents a worrying baseline. Although

users expressed concerns, they readily shared their data.

RQ1. For this chapter's �rst research question, we explored whether smartwatch

users protect their data. Screen locks were quite common, with six participants

enabling this feature. However, the other four had never tried a password. GPS

was used by all individuals throughout the pretest period. This implies that location

tracking might have been possible. In the case of permissions, behaviour was most

concerning. While the settings were never tightened, they were frequently loosened.

Based on these results, smartwatch users rarely take action to protect their data.

Through our privacy game, we hope to encourage protective behaviour.

RQ2. Despite the lack of protection, participants reported privacy concerns.

When considering stranger access, individuals expressed strong objections. They

also disliked the notion of their apps being used. Although some enabled screen

locks, those without responded similarly. Opinions of tracking were more varied,

with concerns being moderate. However, when sharing was considered, participants

were greatly opposed. Since GPS was constantly enabled, location details might be

vulnerable. This disparity is supported by the location Paradox found by Menfors and

Fernstedt [263]. Finally, our respondents were concerned by app access. They also

rejected sharing between companies. Unfortunately, permissions became increasingly

lax. Based on these results, concerns and behaviour seem misaligned. Therefore, the

Paradox appears to be present. Our smartwatch game seeks to mitigate this issue.

8.5 Gameplay Period Findings

Overview. While participants were completing the pretest questionnaire, we in-

stalled games on their smartwatches. For the next 16 days, all users participated in

the gameplay period. They played the games for �ve days, followed by a week-long

pause. They then resumed interaction for four days, with this approach known to

re�ne mental models [257]. Therefore, the apps were only used for nine of the days.

5As outlined in the Research Questions, `sensitive permissions' denote those granting access to
precise location or text message contents.
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During this period, we monitored participants' usage of the games. This enabled

us to analyse both performance and compliance. At the end of the period, the logs

were downloaded from the watches. Participants also completed a brief questionnaire

to evaluate their experience.

Smartwatch game usage

Performance. We �rst analysed how our individuals played the games. Excluding

outliers, there was a mean duration of 6.2 minutes. In terms of number of plays, the

average was 22.0. Since the apps should be used three times per day on nine `active

days', the game was played less frequently than speci�ed. If the privacy game still

encourages protection, it may be particularly persuasive.

In general, the users performed very well. All but two of the ten unlocked the

highest di�culty, suggesting the challenges were frequently completed. However, both

these individuals were part of the treatment group. We expected the privacy tasks to

be challenging, and this appeared to be the case. Privacy settings often lack usability

[59], particularly on smartwatches [183]. While this may be unintentional, vendors

have an incentive to encourage data collection [334].

High scores were formidable, with a mean average of 993.1. The maximum total

was 1500, but the researchers themselves could not get above 1100. Therefore, it was

even more impressive that three participants passed this mark. This might suggest

that our games were usable, indicating an improvement from the prototype. Although

signi�cance was impeded by our small sample, group means appeared to di�er. While

the treatment average was 885.4, the control group got 941.0. This again might imply

that privacy settings are harder to use.

Challenges. By analysing the logs, we identi�ed which features were found most

challenging. The privacy challenge completion rates are illustrated in Figure 8.4.

In the generic game, many tasks were completed without fail. These included

adjusting the alarm volume and enabling vibration. Such features should be simple

to locate, since they clearly relate to the `Sounds and noti�cations' menu. However,

the completion rate was varied in the privacy game. Some tasks, such as disabling

GPS (x̄ = 97.8) or checking permissions (x̄ = 98.9), were completed with ease. Again,

these features were in descriptive menus: `Connectivity' and `Apps', respectively.

However, screen locks were found to be challenging, with a pattern average of 84.0%.

PINs were considered particularly complex, receiving only 53.1%. In our posttest

interviews, participants found these features hardest to demonstrate. A screen lock
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Figure 8.4: Privacy Game Challenge Completion Rates.
GPS; Pattern (PAT); PIN; Password (PSS); Permission Check (NCK); System App
Permission Check (SCK); Revoke Contacts (NCN); Revoke Location (NLC); Revoke
SMS (NSM); Revoke Sensors (NSN); Revoke System Microphone (SMC); Uninstall

App (UNI); GPS and Pattern (1&2); GPS, PIN and Revoke Location (1-3).

might not intuitively belong within the `Personalisation' menu. Again, this suggests

that complex design can impede protective behaviour [59].

Gameplay evaluations

Overview. While the logs provided performance data, our questionnaire evaluated

the user experience. The form was completed at the end of the gameplay period, while

interaction was fresh in the memory. Through participant feedback, we can inform

re�nements for future apps. We can also assess whether our games were appreciated.

Since they only di�ered in theme, experience di�erences might owe to privacy.

Evaluations. We began by asking whether the games were enjoyable. Since

intrinsic motivation can be in�uential [331], we wished our apps to be appreciated.

Across our sample, 60% expressed that they enjoyed the games. The games were also

considered to be usable. 70% agreed with the statement, with none in opposition.

Since the prototype faced interface issues, it appears these have been reduced.

Since we wished to inform participants, we hoped the apps were considered educa-

tional. Fortunately, all respondents agreed with the statement. However, di�erences

existed between our groups. Whereas 80% of control participants were in strong

agreement, this was matched by 20% of the treatment group. Surprisingly, this sug-
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gests that the generic game was considered more educational. This opinion might

have emerged for two reasons. Firstly, since the privacy app only concentrated on

the three protective features, its content was narrower. Secondly, as evidenced in

Question 5, privacy tasks were found more challenging. Whereas generic tasks were

deemed simple (100%), nobody thought the same of treatment challenges. This con-

tributed to a signi�cant di�erence in perceived di�culty (U = 0, p = 0.008, d =

2.928). Finally, we asked users whether they learned anything from the game. Since

90% of our sample responded positively, it seems that both apps were educational.

Opinions. Our next questions solicited free-text responses. They sought to assess

retention, inform re�nements and explore veracity. We began by asking participants

for their highest gameplay score. When reporting these �gures, exaggerations might

be encouraged by social desirability bias [138]. However, as shown above, we logged

the actual �gures. Fortunately, 90% named their score within a 10% range. Since ac-

curate totals were reported, we have greater con�dence in our participants' responses.

We moved on to solicit what individuals liked most and least. We also asked

these users to suggest re�nements. Across both groups, 17 positive comments were

given. Usability was most praised, with this contributing to 41.2% of responses.

The ease of interaction was particularly appreciated (23.5%), suggesting our game

improved from the prototype. When discussing dislikes, 14 comments were provided.

The most-frequent complaint was that the games were repetitive (28.6%). To re�ne

knowledge on a topic, repetition is a standard approach [144]. Furthermore, we

wanted participants to practise using the settings. In future implementations, greater

randomness might make the repetition less apparent. 19 comments were provided

as suggestions. 57.9% were in favour of extending the game, with 26.3% requesting

additional challenges. This might suggest that users saw feasibility in our approach.

Thus far, the permissions challenges focused on installed applications. In future

versions, we could also consider the act of downloading apps. Permissions should

be viewed in context, with some applications deemed less deserving of data [335].

By highlighting the risk of these programs, we might further encourage protective

behaviour.

Finally, we assessed the participants' retention. We achieved this by requesting

information about the games. We chose to ask for the house colours, since this

landmark was common on all maps. Across both groups, the correct shades were

named on 75% of occasions. It appears that our participants were retentive. In our

treatment group, this might contribute to privacy education.
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8.6 Posttest Findings

At the end of the 18-day posttest phase, participants each attended a �nal meeting.

The smartwatches were returned and concern questionnaires were completed. Finally,

we explored behavioural rationale through semi-structured interviews.

Participant opinions

Our posttest questionnaires explored both general opinions and privacy concerns. By

comparing views against pretest responses, we can assess whether perceptions have

changed. As before, the Opinions section could be subdivided into �ve themes: atten-

tion, satisfaction, awareness, understanding and risk perception. Since the treatment

group have played our privacy game, we expect their knowledge to have increased.

Attention. Once again, attention was assessed through an Instructional Manip-

ulation Check [286]. Since all participants gave the correct reply, they appeared to

invest su�cient e�ort [286].

Satisfaction. We then explored whether the smartwatches were appreciated.

Participants still found their devices useful, with 7/10 agreeing with this statement.

Evaluations were slightly lower than in the pretest, and that might be because initial

excitement has decreased. We then asked participants whether they used a range

of functionality. Only 40% were in agreement, while 30% disagreed. At the pretest

stage (Day 18), we thought users might have lacked time for exploration. If tools are

not investigated after 8 weeks, many might be considered unnecessary.

While a product might be bene�cial, this does not imply it has great importance.

Therefore, we asked whether watch removal would cause inconvenience. Only two par-

ticipants agreed with this statement, compared to 60% in opposition. Smartwatches

might o�er convenience, but they appear to be far from a necessity. If devices are

not valued highly, perhaps their data will be deemed unimportant. Further research

could explore whether this contributes to a lack of protection.

Awareness. We next explored the topic of privacy awareness. As in pretest, we

asked users whether personal data could be read by apps. Both groups appeared to

improve, with everybody agreeing with the statement (100%). Although treatment

participants expressed stronger agreement, watch experience might have increased

general awareness. If individuals now recognise the threat, they could reduce their

risk by using protection.

Understanding. Since users rated their own knowledge, we also explore their

self-e�cacy. While 80% expressed con�dence, most of these came from the treatment
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group. Indeed, the only participants responding neutrally used the generic app. This

might suggest that the privacy game can increase understanding.

Risk perception. We �rst asked whether a smartwatch might be lost or stolen.

Since these devices are small and valuable, theft is possible [40]. In the pretest, 3/10

thought this risk existed. However, it had now increased to 50%, with only 20% in

disagreement. If users perceive this threat, they can limit access with a screen lock.

To further explore the matter, we asked whether an app might threaten smart-

watch data. Applications routinely access details [334], and permissions tend to be

lax [59]. Whereas all the treatment group were in agreement (100%), 40% of the oth-

ers disagreed. For those playing the privacy game, their mean increased from 3.0/5

to 4.8/5. Therefore, that app might have successfully highlighted risk.

Privacy concerns

Introduction. We now move on to assess the posttest concerns. Since individuals

had now used their watches for 52 days, their views should have developed. They

had also played one of two educational games. Since the privacy version sought to

teach protection, concerns might be moderated by new knowledge. As before, these

concerns were gauged through reactions to three pairs of contextualised questions:

stranger access, location tracking and app access.

Stranger access. We began by requesting reactions to unauthorised data read-

ing. Participants appeared concerned in general, with 80% expressing objections.

However, the intensity di�ered between the two groups. While all the treatment

group expressed concerns, 40% of the others were less convinced. The former group

had played the privacy game, and hence might have learned of the risk. However,

both groups had a mean of 4.2/5, since most controls were `Very Concerned'. This

suggests that unauthorised access is still rejected. If users wish to decrease their risk,

they could enable a screen lock.

Across both groups, we received 17 comments. 70.6% of these described the

potential damage, suggesting that concerns were strong. For treatment individuals,

the access to personal data was most troubling (40%). They also opposed the security

risk that these details could pose (20%). In contrast, several control participants

doubted their sensitivity (28.6%). However, if they knew their risk exposure, perhaps

they would perceive a threat. Quotes, along with participant ID and group, are below:

�As it ... has data such as calendar, contacts and so on, it would not be the ideal

scenario�, (#B, Treatment).
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�Not sure they'd get much out of it�, (#I, Control).

Both groups continued to oppose unauthorised app use. 80% expressed concern

at the issue, with distribution of responses being identical. This was greater than the

70% in pretest, suggesting the risk might have gained salience. The treatment group

had a mean of 4.1/5, as did the control group. Across the two questions, the concern

stranger scores were both 4.15/5. However, rationale di�ered when considering qual-

itative responses. 20 justi�cations were given, with 80% of them concerning damage.

Our treatment participants named speci�c issues, such as impersonation (33.3%) or

identity theft (22.2%). The control group were more general, and two expressed con-

tingent concerns. Since our privacy game highlighted risk exposure, users might have

gained knowledge of threats.

�Identity theft is my worst fear �, (#A, Treatment).

�If he uses my �tness app, then it is not a big deal �, (#G, Control).

Location tracking. As before, this issue was assessed through two incidents.

Firstly, we solicited reactions to location tracking. At the pretest stage, only 50%

were concerned by this issue. This now increased to 60%, since another treatment par-

ticipant expressed their worries. No individuals were indi�erent, resulting in a 3.6/5

mean for both groups. Although responses are not as strong as for some incidents,

tracking still appears to be a concern.

Of the 18 qualitative justi�cations, 55.6% expressed unease. Treatment concerns

were now less contingent, with some opposing the incident on principle (20%). Others

were less worried, believing that the monitoring was for benign reasons (20%). Control

participants feared the leak risk (25%) but cared less if it was optional (25%). With

respondents expressing greater concern, we hope this contributes to GPS disabling.

�Because they could target me and I believe your location should remain private�,

(#E, Treatment).

�There still runs a risk that there might be data leakage�, (#H, Control).

We also analysed reactions to location sharing. In the pretest, 80% expressed

concern at this question. However, opinions had changed greatly by Day 52. The

control group were still opposed, with all respondents being `Very Concerned'. In

contrast, only two treatment participants acted in the same manner (40%). Indeed,
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their concern appeared to decrease as the study progressed (x̄ = 3.6/5). Control

users rejected the incident, represented by a maximal score (x̄ = 5/5). This resulted

in concern location scores of 3.6/5 and 4.0/5, respectively.

To investigate this contrast, we analysed the qualitative responses. 15 justi�ca-

tions were provided, with 60% highlighting the issues. In the control group, individ-

uals feared a security risk (33.3%). One participant was also worried because they

felt they were uninformed (11.1%). While only three responses were in mitigation, all

three came from the treatment group. Some thought tracking was benign (16.7%) or

a modern reality (16.7%). Another claimed to now use GPS rarely and therefore face

a lesser risk (16.7%). Their report was true, and this action might have been encour-

aged by the privacy game. Since their concerns were moderated by their behaviour,

these two factors might have realigned.

�They can only do so if I have my location turned on, and as I only use this

feature occasionally it wouldn't bother me too much�, (#B, Treatment).

�In bad hands may be used against my interest�, (#J, Control).

App access. Finally, we requested reactions to an app accessing personal data.

Respondents appeared to be concerned, since 70% expressed objections. However,

views again di�ered between our groups. All the control group were worried, with

40% giving strong responses. In contrast, 40% of treatment participants gave neutral

replies. While this does not imply indi�erence, concerns did appear slightly moder-

ated. This contributed to a treatment mean of 3.8/5 and a control score of 4.4/5.

Of the 15 justi�cations, 60% identi�ed potential dangers. The control group were

worried about data selling (16.7%) and the risk of leakage (16.7%). Although treat-

ment participants objected to the principle (22.2%), they were the only to o�er mitiga-

tive views. It was expressed that data could be collected through alternative methods

(11.1%). While true, permissions are an available means to limit access.

�Companies already have means of getting so not concerned �, (#D, Treatment).

�Wouldn't trust the companies to not sell the information to other companies�,

(#F, Control).

For the �nal incident, we assessed reactions to app data sharing. This provoked

concern in the pretest, where 80% expressed their opposition. However, as in the

previous question, treatment-group worries appeared to moderate. 80% of the control
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participants were concerned at this scenario. This resulted in a posttest mean of 4.2/5.

Treatment respondents were less worried, with 20% expressing indi�erence. Their

mean (x̄ = 3.6/5) fell from the pretest, suggesting views became slightly moderated.

If protection has increased in frequency, behaviour and concerns might be realigning.

Our groups received concern app scores of 4.3/5 and 3.7/5, respectively.

Of the 16 qualitative justi�cations, 60% highlighted the potential risks. In the

control group, targeted advertising was the main concern (37.5%). Since this is a

common issue, it might have been known to the users. For treatment participants,

reactions were contingent on other factors. Their concerns were nuanced, based on

whether data was sensitive (16.7%) or aggregated (16.7%). As the game sought to

provide education, perhaps users gained a detailed understanding.

�I wouldn't mind if ... it was information that wasn't speci�c�, (#B, Treatment).

�However, it may lead to annoying advertisements potentially�, (#H, Control).

Summary. In general, both groups continued to express concerns. When con-

sidering unauthorised access, opposition was strong. Individuals disliked the threats

from tracking, impersonation and identity theft. If participants wish to reduce the

risk, they could enable a screen lock.

When discussing location tracking, both groups had concerns. However, responses

di�ered when considering sharing. Control users feared the security risk, with one

complaining they felt uninformed. The treatment group were less worried, partic-

ularly since a participant had disabled GPS. In this manner, concerns appeared to

adjust based on protective behaviour.

Reactions also di�ered when considering the actions of apps. The control group

were worried about data selling and the risk of leakage. However, treatment-group

worries appeared to moderate. They expressed nuanced views, considering whether

access was sensitive or bene�cial. Through their gameplay knowledge, they might

have made informed decisions. If protective behaviour has also increased in frequency,

the Paradox might be reduced.

Protective behaviour

Overview. By comparing pretest and posttest activity, we can analyse whether

our games might have impact. We can also explore this chapter's third research

question: Can the smartwatch game encourage privacy-protective behaviour?. Since
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our treatment group used the privacy version, we expect their protection to increase.

If control behaviour is static, our questionnaires should have introduced little bias.

A per-participant comparison can be found below in Table 8.5. Increases in pro-

tective behaviour are highlighted in green. Reductions are in red, with white cells

denoting little change. Please note that while we seek a reduction in GPS usage and

permissions acceptance, we desire an increase in screen locking. Although treatment-

group protection was not perfect, behaviour change is rarely absolute. Indeed, we

were pleased that tools continued to be used at the end of the posttest period.

Table 8.5: Participant Changes in Protective Behaviour
Green: Increase in Protective Behaviour, Orange: Decrease in Protective Behaviour

# Screen Lock GPS Permissions

A - - +1.1%

B +99.9% -100% -22%

C - - +21.5%

D +13.7% -100% +2.4%T
r
e
a
tm

e
n
t

E +100% - -

F - - -

G - - -

H - - +0.1%

I - - +1.1%C
o
n
tr
o
l

J - - +0.4%

Screen locks. In the treatment group, the pretest lock score was 57.3%. Af-

ter gameplay, this rose to 100%, indicating a 42.7% increase. While our sample

size impeded signi�cance, we received a `medium' e�ect size (d = 0.733) [333]. 38

participants would be required for 0.8 power, and this was infeasible for our study.

The e�ect size implies that a considerable in�uence was present. This supports the

increase in protection found in our Chapter 7 prototype. Control-group behaviour

failed to change, suggesting our methodology did not encourage alterations.

In the pretest period, screen lock usage was far from standard. Six participants

never used the feature, while one used it intermittently. However, the treatment-group

change was dramatic. Within 10 minutes of playing the game, B and E had enabled

protection. This suggests that the application was persuasive. While D had used the

feature before, now their behaviour became consistent. After one day of gameplay,
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all the group had the lock enabled. The protection was not removed, even three

weeks after app interaction. These participants were concerned about unauthorised

access. Their usage of protection increased after playing the game. In this manner,

the Paradox might have been mitigated.

As outlined above, the control group failed to change. Their lock score was 20%

in pretest and 20% in posttest. J enabled a password at the start of the study. Their

behaviour was consistent and the lock was used throughout the process. However,

none of the other participants tried the feature across the 52 days. This presents

a worrying baseline for untrained users. Although they feared unauthorised access,

they did little to prevent it. This suggests their disparity might still be present.

GPS. In the pretest period, GPS usage was constant. Throughout the 18-day

phase, not a single person disabled the service. Since location questions triggered

concern, a disparity might have been present. However, following the gameplay pe-

riod, behaviour greatly di�ered. In the treatment group, the GPS score decreased

by 40% from 100% to 60%. Although our sample size impeded signi�cance, the `very

large' e�ect size was promising (d = 1.461) [333]. In contrast, no control participants

disabled the service. This suggests our privacy game might have been persuasive.

Treatment-group behaviour changed dramatically. All participants used GPS dur-

ing the pretest period. However, within two hours of playing the game, B disabled

the service. Participant D also turned o� GPS during the gameplay phase. Encour-

agingly, neither of these individuals re-enabled the functionality. This implies, even

three weeks after interaction, that lessons were still retained. Concerns appeared

moderated in posttest, partially in response to increased protection. As the two

factors slightly realigned, the Paradox may have been mitigated.

In the control group, behaviour failed to change. Throughout the pretest period,

GPS was constantly used (100%). This continued in posttest (100%), with the service

never disabled in the 52 days. This was despite this group expressing more concern.

Such a result has three implications. Firstly, the disparity appears prevalent for these

users. Secondly, if they are not shown features, then settings might not be used.

Finally, our methodology does not appear to have biased behaviour.

App permissions. Throughout the pretest period, not a single permission was

restricted. Indeed, these settings were loosened by 90% of users. Despite the lack of

protection, individuals expressed strong concern. These concerns remained strong for

the control group. Treatment participants appeared less worried, balancing privacy

against convenience. In terms of behaviour, both groups were reasonably static.
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Across the sample, 80% acted mostly as they did before. Group comparisons are

expanded below.

For treatment participants, there were some alterations. B appeared to respond

to their concerns, decreasing their acceptance by 21.6%. As permissions were not

used before, they might have learned from the game. However, C continued to install

apps and loosen these settings. As will be discussed in the interviews, this individual

claimed to balance privacy and functionality. Therefore, rather than making acci-

dental mistakes, their behaviour was informed. The permission score barely di�ered,

from 48.9% in pretest to 49.5 in posttest. It should be noted that if C was omitted,

we might have reduced acceptance by 4.7%. Although the game did not strengthen

permissions, it might have informed participants. With treatment-group concerns

becoming nuanced, this is a possibility.

While there was some variation in the treatment group, control participants acted

consistently. None had restricted a permission in the pretest period. Since some apps

were not opened, this contributed to a permission score of 51.8%. This behaviour

continued throughout the rest of the study (52.1%). Therefore, permissions were

not restricted once across the two-month duration. This might be since individuals

seldom expect super�uous data to be collected [343]. Users repeatedly reported strong

privacy concerns. However, this seemed to have little in�uence on actions. As before,

our �ndings have several implications. Firstly, a concern-behaviour disparity appears

to exist within this group. Secondly, protection might be neglected if users are not

prompted. Finally, since the control game did not encourage changes, the privacy

version appears fairly evaluated.

RQ3. For this chapter's third research question, we explored whether privacy pro-

tection could be encouraged. Screen lock usage increased by 42.7% in our treatment

group. Furthermore, those who enabled the feature did not disable it. The use of GPS

fell sharply (-40%), with the service not being re-enabled. Although permissions ac-

ceptance was static, one individual restricted their settings. Behaviour di�ered greatly

in the control group. Screen lock usage did not vary from pretest to posttest. GPS

was enabled for all 52 days, with this setting never adjusted. Finally, permissions ac-

ceptance continued to be high throughout the study. We accept that treatment-group

protection did not become perfect. However, interventions rarely have 100% e�cacy,

particularly when behaviour is assessed over several months. Since protective actions

increased in the treatment group, our privacy game appears persuasive.
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Table 8.6: Longitudinal Privacy-Protective Behaviour.
GPS usage, Screen Lock usage and Permissions acceptance.

GPS scores : < 49% green and > 50% orange.
(Screen) lock scores : < 49% orange and > 50% green.

Permission scores : < 34% green, 34% - 66% yellow and > 66% orange.

# PRETEST PERIOD GAME PAUSE GAME POSTTEST PERIOD

G

SA

P

G

SB

P

G

SC

P

G

SD

P

G

S

T
R
E
A
T
M
E
N
T
G
R
O
U
P

E

P

G

SF

P

G

SG

P

G

SH

P

G

SI

P

G

S

C
O
N
T
R
O
L
G
R
O
U
P

J

P

Longitudinal behaviour

Introduction. To illustrate the changes in behaviour, we produced the graphic in

Table 8.6. Columns represent time and are split into the pretest, gameplay and

posttest periods. Rows denote participants and their privacy-protective behaviour.

The top half showcases the �ve individuals in the treatment group. The bottom half

presents the control users. Again, it should be noted that assignment was randomised

before the study commenced. For each person, the usage of the features is shown.

Since we desired low GPS scores, they are denoted in green. For the lock scores,

green represents the frequent use of protection. Finally, since permission scores are

less binary in nature, we selected three colours. In this case, green represents a low

percentage. By comparing our groups, we can illustrate changes in behaviour.

Treatment. As can be seen in the top half, protection was rare in the pretest

period. Although some participants used the features, their usage was inconsistent.
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This is illustrated by the prevalence of orange shading. Once the gameplay phase

begins, the chart becomes predominantly green and yellow. This remains throughout

this period and the posttest phase. Even weeks after gameplay, protection did not

appear to reduce. This suggests the longer-term feasibility of these applications.

Control. In the bottom half, the shading is predominantly consistent. Although

two participants used some protection, the others neglected privacy features. This

is illustrated by the prevalence of orange. When the gameplay phase begins, the

behaviour fails to change. Indeed, actions appeared �nalised from Day 2 of the study.

Therefore, it appears that the generic game had no in�uence on protective behaviour.

This implies that it served as an appropriate control.

RQ4. For this chapter's fourth research question, we explored whether the Para-

dox could be mitigated over the medium term. This is also the thesis' sixth sub-

question and our central research question. To address this query, we must consider

concerns and behaviour throughout the study.

At the end of the pretest period, participants reported their initial concerns.

Across both groups, users feared access by a stranger. Although tracking faced mod-

erate concerns, individuals objected to location sharing. Finally, participants were

strongly opposed to the app access incidents. However, as we have outlined, protec-

tion was rare. Based on these results, behaviour and concerns appeared misaligned.

To assess whether the disparity was mitigated, we consider posttest responses. For

concerns, we analyse the responses to the �nal questionnaire. For behaviour, we also

consider actions on the �nal day. Since this was almost three weeks after gameplay,

the privacy app might have lost salience. However, if concerns and behaviour are

better-aligned, we appear to have mitigated the Paradox over the medium term.

We �rst consider the control group. Their concerns di�ered little as the study

progressed. Stranger access triggered strong opposition, whether regarding data or

app use. While location tracking was less concerning, location sharing was strongly

rejected. Finally, this group was opposed to both the app access incidents. However,

these claims did not lead to protective behaviour. Only one individual used a screen

lock in pretest, and this continued. GPS usage and permissions acceptance also failed

to change. Based on these results, both concerns and behaviour remained stable.

Since they appear far from aligned, the Paradox is present.

In the treatment group, concerns became less extreme. When considering stranger

access, the participants continued to show opposition. However, location tracking

failed to provoke a strong reaction. Whereas users rejected sharing before gameplay,

they now appeared less concerned. This was partially due to GPS disabling, which
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would have reduced the risk [314]. Concerns also decreased when considering app

access. Treatment participants o�ered nuanced justi�cations, mentioning aggregation

and sensitivity. Across these scenarios, concerns appeared to slightly moderate.

This was matched by an increase in the usage of protection. While two participants

used a screen lock at Day 18 (pretest), all �ve had it enabled at Day 52 (posttest).

This could reduce the risk of unauthorised access. GPS usage also changed as the

study progressed. Although the service was constant in pretest, two individuals later

switched it o�. Through this, location tracking should have been limited. Finally,

we considered the degree of permissions acceptance. The percentage increased for

one participant and decreased for another. It remained stable for the other users.

In general, protective behaviour gained frequency in the treatment group. Concerns

were moderated, often based on protection, so these two factors became better aligned.

Since this was true 18 days after gameplay, we argue that we mitigated the Paradox

over the medium term. This addresses RQ4, the sixth subquestion and our

thesis' central research question.

The adjustments in concern and behaviour are illustrated in Figures 8.5 (treat-

ment) and 8.6 (control). Both the GPS score and permission score are inverted,

so that increases in the y-axis indicate protection. The external bars represent the

pretest results, whereas the internal bars denote the posttest metrics. As shown,

concerns in the treatment group tended to moderate. Although the stranger score

increased, it was matched by a high usage of screen locks. In terms of behaviour,

the group took greater action to protect themselves. Therefore, the two Paradox

components appeared to realign.

Our control participants (Figure 8.6) were static throughout pretest and posttest.

Although their stranger score slightly decreased, concerns and behaviour were gen-

erally consistent. This suggests that the privacy game was the persuasive factor.

Medium-term Paradox mitigation has never been previously achieved, regardless of

the environment. These �ndings also promote the feasibility of privacy games. With

behaviour and concern better-aligned, user data should be at lesser risk. We now

move on to explore rationale, in pursuit of RQ5.

8.7 Participant Rationale

Overview. While logs can outline behaviour, they do not provide rationale. For a

rich analysis of perceptions, we conducted semi-structured posttest interviews.
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Figure 8.5: Privacy Paradox Changes: Treatment Group
∗Scores inverted to represent GPS disabling and permissions denial.

Figure 8.6: Privacy Paradox Changes: Control Group
∗Scores inverted to represent GPS disabling and permissions denial.

The interview was divided into four sections: General, Awareness/knowledge, Pro-

tection Motivation Theory and Privacy Paradox. The �rst two will be discussed in a
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conventional fashion. The �nal two will be addressed through the participant pro�les,

which sought to characterise each individual. For brevity, we discuss the responses

with central relevance to our research.

General responses

Motivation to participate. Although they were compensated, we hoped partici-

pants were motivated by smartwatch interest. Therefore, we asked them why they

chose to take part. Of the 22 comments, 81.8% referred to trialling the devices.

Indeed, all 10 were keen on investigating the watches. Only two mentioned the com-

pensation, while two enjoyed academic research. Since users appeared interested, this

should increase our external validity.

�I was about to buy a new one [smartwatch] so that was the perfect moment�,

(#J, Control).

Monitoring. We next asked users whether the background app might have af-

fected their behaviour. If individuals were distracted by its presence, our �ndings

would lose validity. Fortunately, no users believed the app had any e�ect. While this

does not ensure external validity, it increases the reliability of our �ndings.

�I just used it as I would normally�, (#A, Treatment).

Learning. The interviews were conducted 18 days after the gameplay period. To

assess retention, we asked users if they learned anything. Privacy was unprompted at

this point, so references should suggest an organic interest. The topic was highlighted

by 60% of the treatment group. Since these individuals also praised the game, it might

have been informative. Controls were similarly in�uenced, with 60% mentioning their

app. Regardless of the topic, it appears our games were educational.

�I think there was a couple of privacy settings that, through the game, I picked up

that hadn't really hit me before�, (#B, Treatment).

Awareness/knowledge responses

General awareness. To assess awareness, we asked participants how they thought

their data could be accessed. This explores the risk element of the concept. The

treatment group appeared informed, with all users explaining the practices of apps.

They also highlighted the risk of user accounts (11.1%) and fraudulent applications
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(5.6%). In contrast, only two controls knew of app practices. This mirrors the low

awareness found in our Chapter 6 interviews. Since users had watches for 52 days,

the threat might lack salience. With awareness greater in the treatment group, this

might have been provided by the game.

�Through some app that you allow them to track your location or your data�, (#E,

Treatment).

General protection. To explore knowledge, users were asked what they would

do to protect their privacy. We did not describe particular threats, since we wished

to receive organic responses. In our treatment group, all participants mentioned a

protective feature. 40% named screen locks, 60% cited permissions and 60% would

disable GPS. Since all 11 comments cited a correct tool, our game appears educational.

Even if individuals choose not to act, at least they should make informed decisions.

The control group possess less knowledge, with only 40% able to name a single setting.

One suggested reducing their noti�cations (6.7%), while others were unsure (13.3%).

Since their approaches o�er little protection, they might be placed at risk.

�I'd probably start by going through the list of apps again and seeing what permis-

sions were useless�, (#A, Treatment).

Stranger access. We then explored responses to the contextualised questions,

beginning with unauthorised access. All the treatment group mentioned screen locks,

whether PIN (60%) or pattern (40%). This suggests they have learned how to re-

spond to risks. Therefore, the disparity between concern and behaviour should be

reduced. The screen lock rate was only 60% in the control group, with others sug-

gesting credential changes (8.3%) or proximity disconnection (8.3%). Since 60% were

unsure, these users appear less prepared.

�Again I haven't looked at that�, (#I, Control).

Location tracking. We then explored behavioural responses to location moni-

toring. All the treatment group mentioned the importance of disabling GPS (100%).

A further 80% cited permissions, as these provide additional protection. It appears as

if the privacy game was considered educational. In contrast, controls appeared unpre-

pared. Nobody referenced watch GPS, though some mentioned smartphone location

(28.6%). As 60% were unsure, this further signi�es the contrast in knowledge.
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�Just switch o� the GPS, easy. Settings and location and then you switch it o�.

That's it�, (#C, Treatment).

App access. Finally, we solicited responses to our �nal scenario. The treatment

group were again prepared, since all �ve would restrict permissions (100%). 60%

also mentioned app deletion, implying users now know how to mitigate risks. Again,

this should reduce any disparity between concern and behaviour. Unfortunately, no

controls cited permissions, even after 52 days of smartwatch use. 80% were unsure,

with only one suggesting app deletion. When education is not provided, individuals

might lack the skills to protect themselves.

�You could revoke permissions for your contacts or your personal data, etcetera�,

(#E, Treatment).

Screen lock demo. Individuals might know of a technique but be unable to

use it. Therefore, we asked participants to demonstrate the three protective features.

By talking aloud, we ascertained both their route and their con�dence. Participants

were �rst asked to enable the screen lock. For this setting, individuals had some

di�culty. 70% followed a direct path, while 30% navigated through an indirect route.

This appeared due to the placement of the feature in the `Personalisation' menu.

Our game did appear to encourage con�dence, with 80% of treatment participants

displaying certainty. In contrast, all the control group expressed confusion.

�I don't see anything in these things so it's not in Sound, I guess it's Personali-

sation or Accessibility�, (#G, Control).

GPS demo. The treatment group easily found the GPS, with all �ve navigating

directly (100%). They also expressed certainty (100%), likely because they are accus-

tomed to the feature. Therefore, if they did want to restrict monitoring, they could.

Despite control participants using a watch for 52 days, only 40% directly located

the service. 80% were uncertain, with half of them claiming a lack of experience. If

individuals are not accustomed to a feature, they might fail to adjust it.

�Disable GPS you said? Go down to Connectivity, Location, o�. Done�, (#A,

Treatment).
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Permissions demo. When testing permissions, 80% of our treatment group were

successful. The other individual was con�dent, but experienced technical di�culties.

Results were more varied for controls. Although 80% navigated correctly, 60% lacked

con�dence in the route. Permissions are often opaque [35], and this might impede

navigation. One user also claimed ignorance of this feature. Based on the group

contrast, our game appears to support protective behaviour. Since users can respond

to their concerns, the Paradox should be less prevalent.

�I go into Settings, go down to Apps, and System Apps. Google Play for example.

Go down to Permissions, and then it shows you which ones�, (#E, Treatment).

Participant pro�les: Treatment

Introduction. Thus far, we have studied rationale at a high level. To understand

why individuals do (or do not) protect their privacy, we now analyse responses through

PMT [328]. We questioned participants on all six components, and also explored

justi�cations for the Paradox. Through considering the in�uential factors, we can

gain novel insights into smartwatch behaviour. We begin by discussing the treatment

group, with views potentially impacted by the privacy game.

Pro�les. When comparing groups, coding proportions can be useful. However,

perceptions are speci�c to particular individuals. Therefore, to discuss rationale,

we constructed participant pro�les. These rich characterisations were based on the

replies to PMT and Paradox questions. Since their accuracy was crucial, they were

each validated by their respective respondent. Through these pro�les, we provide

insight into user perceptions. For brevity, we discuss the participants with distinct

and archetypal views. The remaining pro�les can be found in Appendix C.

Pro�le A. They understood how to protect their privacy, but sometimes refrained

to allow functionality. Data access was considered alarming when it was unexpected.

When it provided features, it was judged to be less troubling. In terms of vulnerability,

they were aware of app practices. However, the participant did appreciate the bene�ts

of �tness applications. They were able to change their settings e�ectively, and believed

they were quick. They also had some con�dence in feature protection, but believed

nothing was totally safe. Knowledge was no issue; rather, they chose to exchange

certain pieces of data. Indeed, they believed their watch would have little use if

everything was restricted.

�Yes, I think that's the main reason we let them have our data, because they give

us some sort of use�.
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Pro�le C. This was a curious case - C had strong concerns but used an array of

apps. What was most important to them was awareness and control. Access was con-

sidered severe if unconsented, and still serious if the rewards were not commensurate.

They were fully aware of the vulnerabilities, recognising companies pro�t through

data mining. The participant appreciated app functionality and hence restricted

those providing little bene�t. They were con�dent when it came to the e�cacy of

settings and their own ability to use them. They also believed the required e�ort was

low, but still more than most would invest. The Paradox was justi�ed on the distrac-

tions of watch functionality. It can lead people to forget about data collection. They

believed that control was key, and wished that permissions were more �ne-grained.

�I'm aware of when people, companies, whatever can access my data. I know that

sometimes it's the price that is to be paid for something�.

Pro�le D. D increased their protection, but accepted data collection as a modern

reality. Due to this fact, they did not think watch access was highly severe. They

also received bene�ts from sharing, believing that apps are useful when personalised.

Through playing the game, the participant became knowledgeable and skilled in pro-

tection. They also had good awareness of data collection practices. The participant

was con�dent in both the features and their ability to use them. They believed that

these tools were quick, but that people need awareness �rst. When justifying the

Paradox, they described how humans only act when threatened. While they recog-

nised sharing was a social norm, they learned the skills to protect their data.

�I think human beings as a rule are generally quite passive, and faced with some-

thing that doesn't have an active impact on us, we put it o� �.

Group overview. In the interviews, treatment participants demonstrated that

they could use their settings. Despite this fact, protection was not absolute after the

gameplay period. This did not appear due to a lack of awareness. PMT discussions

revealed that individuals consciously traded some data for bene�ts. For example,

they might grant permissions to trusted apps. But they were aware of risks and could

prevent access if necessary. This was highlighted by the use of locks and restriction

of GPS. This is in great contrast to those who lack awareness and protective skills.

Our game sought to emphasise the risks, and participants acknowledged the pri-

vacy threat. It also aimed to support protective responses, and e�cacy appeared

strong. Based on this, we believe the game succeeded in its purpose. As partici-

pants became informed, objections decreased and protection became stronger. This

suggests that concerns and behaviour became better-aligned.
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Participant pro�les: Control

Pro�les. We now discuss the behavioural rationale of our control group. We found

that data was frequently considered to be non-sensitive. This might be true, and

could justify a lack of protection. However, users appeared to lack awareness, and

this can impede the perception of risk [350]. Furthermore, individuals tend to under-

estimate privacy threats [220]. To explore the true sensitivity of data, we analysed

the behaviour logs. These detailed the apps installed and their current permissions.

We then compared this information against the user justi�cations. If personal details

are possessed, this might demonstrate a further lack of awareness. We discuss two

pro�les of interest, with the others found in Appendix C.

Pro�le G. Since G did not consider their data to be sensitive, they neglected their

protection. They still deemed access to be serious, as they disliked the practices of tech

companies. They were fully aware of collection and received bene�ts from calendar

reminders. However, in non-smartwatch environments, they avoided functionality to

protect their data. After they saw the features, they were con�dent in their e�cacy

and their use. The tools were seen as low e�ort, but inconvenient if functionality is

desired. They might have investigated protective features if they deemed their data

to be sensitive. The participant justi�ed the Paradox on people caring in principle

rather than in practice.

�I am concerned, but I do minimum things to say that I'm concerned. And I'm

trying to do something about it, but I still don't want to rid myself of the bene�ts�.

G claimed to neglect the features since their data was innocuous. However, their

watch could reveal some information. Phone contacts were available through a Google

application. With passwords not enabled, a stranger might learn of G 's friends.

These people could then be stalked or targeted. An installed �tness app, Spartan

Body Weight Workouts, might not store sensitive data. But it would give strangers

an insight into the participant's personality. We then considered the permissions of

default apps. Through the Fit tool, Huawei could monitor location and heartrate.

With GPS never disabled, the collection could occur frequently. While G doubted

sensitivity, their watch could reveal some details.

Pro�le I. This user di�ered in their logic, neglecting protection due to a lack

of salience. Consent was their key concept, with data access expected if an app

was installed. They had knowledge of collection practices and received bene�ts from

�tness applications. However, they expressed that they easily overlooked protection.
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These settings were seen to be low e�ort, but private defaults would be even easier.

The participant believed that even though features were helpful, they lacked total

control. They also thought they might use settings if prompted by the watch. The

Paradox was justi�ed on people assuming their data is private. If the topic is made

salient, users might be encouraged to protect themselves.

�I think people kinda assume that the default is going to be in your interest, rather

than in the company's interest�.

Their watch possessed many pieces of personal data. Facebook Messenger can

house phone contacts and private conversations. WearCalendar was also installed,

which stores reminders and appointments. While Spotify might not reveal sensitive

data, it provides insight into a personality. Since a screen lock was never enabled,

data could be accessed if the watch was mislaid. Company access was also possible,

as GPS was constantly on. Location could be monitored through either Accuweather,

Fit or Google Maps. The permissions for all these apps were lax. Therefore, watch

details were quite accessible.

Group overview. Whereas the treatment group made informed decisions, the

control group appeared to lack privacy knowledge. Most doubted the sensitivity of

their data and did not perceive a risk. As evidenced from the interviews, many

also had little understanding of protection. This suggests a worrying baseline for

untrained smartwatch users. In contrast, treatment participants recognised the value

of information, and controlled the details they exchanged. The privacy game did not

result in a total rejection of data-accessing apps. Instead, it has provided information

so that concerns and behaviour could be better aligned.

Smartwatch behaviour drivers

Finally, following the construction of the pro�les, we re�ected on the rationale. While

certain considerations were common, others were infrequent. By analysing these

factors, we can gain greater insight into smartwatch behaviour.

PMT factors. Within the treatment group, participants generally possessed

good self-e�cacy. 55.6% of their comments cited con�dence, compared to only 25%

for the control users. However, after learning of the techniques, our sample deemed

response costs to be low. Indeed, 10/10 participants believed the features were simple

to change. We also explored response e�cacy, with 80% trusting that settings provide

protection. Therefore, the privacy settings do not appear the primary issue.
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The threat components seemed to be more in�uential. Firstly, most users had

a balanced view of severity. Of the 31 opinions relating to this topic, 48.4% were

contingent on other factors. If data access was consented and rewarded, many were

satis�ed. This helps to explain why features were often not used. Secondly, the control

group failed to perceive risk. As outlined earlier, only 2/5 were aware of app practices.

Furthermore, unlike treatment users, they deemed their data to be innocuous. Finally,

participants received rewards from smartwatch functionality. 80% indicated that they

exchanged some information for convenience. Since settings can impede useful apps

[34], permissions might be accepted.

Rationale. Based on our participant discussions, three issues appeared to in�u-

ence decisions. While other factors might be important, these considerations were

prevalent. They comprised: sensitivity, salience and convenience.

When individuals knew that their data was valuable, they considered protection.

For example, Participant J enabled a screen lock due to their array of personal apps.

This further emphasises the importance of risk perception, as highlighted in our Chap-

ter 6 interviews. However, since some deemed details to be innocuous, settings were

underexplored. To further encourage protection, the value of data should be high-

lighted. This could be achieved through illustrating company processing practices. If

users recognise their data's worth, they should make informed decisions.

Since privacy often lacked salience, some participants forgot the concept. They

might have been preoccupied with other functionality or immediate tasks. This was

also suggested through our Chapter 6 interviews. However, if users felt at risk or

noticed consequences, features regained their relevance. These consequences were

highlighted through the game's interactive challenges. It might be di�cult to keep

privacy salient on smartwatches. The topic is often a secondary goal [188] and settings

are hidden within complex menus. If watch faces could display current con�gurations,

that might improve the situation.

Crucially, users tended to weigh convenience against protection. Smartwatches are

obtained to provide functionality, and settings can restrict these bene�ts. As found

in the Chapter 5 survey, IoT purchases are often encouraged by exciting features.

But individuals were informed, they could make a delicate balance. For example,

Participant C would disclose some data, but only if they appreciated the advantages.

This indicates that privacy calculus has some in�uence over decisions. However, the

calculus will only be accurate if users are informed [350]. Indeed, when individuals

lack knowledge, they tend to overestimate the bene�ts [157]. Therefore, it will remain

important to provide individuals with privacy awareness. To assist in imparting
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knowledge, and potentially mitigating the Paradox, we suggest the development of

further educational games.

8.8 Implications

Paradox. Through this �nal study, we addressed our central research question. We

sought to explore whether the Paradox could be mitigated over the medium term.

This was achieved through a two-month longitudinal study. During this period, we

empirically analysed smartwatch behaviour. We also solicited participant opinions at

several points. Our treatment group received a privacy game, re�ned based on the

prototype �ndings. Control participants used another application [344], as we sought

to reduce confounding variables. In the former case, concerns appeared moderated

as the study progressed. This might have been in response to improved knowledge

or behaviour changes. Protective settings were also used more frequently, reducing

the disparity. In contrast, responses in the control group were static. Throughout

the 52-day period, these participants never disabled GPS or restricted a permission.

This inaction suggests that protection was not due to our methodology. Based on our

�ndings, the privacy game appeared to mitigate the Paradox. As behaviour remained

strong over several weeks, we addressed our central research question.

Rationale. To understand the rationale behind the Paradox, we conducted

posttest interviews. The treatment group displayed sound privacy awareness, and

were able to demonstrate protection. Control participants expressed little under-

standing and struggled to use the settings. Three considerations appeared to in�uence

behaviour: sensitivity, salience and convenience. Without privacy awareness, individ-

uals tended to undervalue their data. Protection was also overlooked, frequently

because functionality was more compelling. Importantly, convenience encouraged the

loosening of settings. However, when users were aware of the risks, these decisions

were made in an informed manner. Participants would guard other data and had the

knowledge to protect themselves. We consider this to be a success of the thesis. While

we mitigated the Paradox, protection will never be absolute. But when individuals

possess knowledge and self-e�cacy, they are empowered to take accountability.
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Chapter 9

Conclusions

9.1 Introduction

The purpose of this thesis was to investigate the Privacy Paradox within a smart-

watch environment. Through the development of educational games, we appeared

to reduce its prevalence. In this �nal chapter, we conclude our research. We begin

by summarising our work and demonstrating it addresses our research subquestions.

Since all studies have limitations, we then critically assess our �ndings. After this

critique, we discuss our contributions to research. Penultimately, further work is out-

lined based on these contributions. Finally, we conclude with a high-level overview.

9.2 Summary

As with most projects, it is crucial that our work addressed the research subques-

tions. Therefore, we summarise our studies in terms of addressing these points. Our

central query was as follows: Can the Privacy Paradox be mitigated in the context

of smartwatches? Due to the growth of this novel environment, we argue this was

an important issue to tackle. Although some individuals might balance risks against

reward, calculations tend to be biased by a lack of awareness [157]. Users can place

themselves at inadvertent risk [194] and then express regret at their actions [385].

Through our �ve novel studies, we addressed our central research question.

Can the Privacy Paradox be con�rmed in the UK? While the Paradox

has been studied in several nations, perceptions can di�er by culture [18]. Therefore,

to support later analyses, we con�rmed its presence in the UK. This was primarily

achieved through a street survey across four geographic locations (Chapter 4). Claims

were strong, with over 90% of respondents expressing concern for privacy. Over 80%

also reported that they acted privately with their data. However, online protection
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was used inconsistently. Furthermore, participants readily disclosed their details, even

when this disclosure was optional. There appeared to be little relationship between

concerns and behaviour. Since the Paradox was corroborated in Chapters 6, 7 and 8,

we believe it was con�rmed in the UK.

How do perceptions di�er between IoT and other devices? Since the IoT

is often criticised in the media [131,154,273], we thought consumers might be appre-

hensive. A `fear of the unknown' could also cause unease, increasing privacy concern

[221]. If protective behaviour is constrained, the Paradox might be prevalent. To ex-

plore these issue, we compared perceptions across a wide range of technologies (Chap-

ter 5). Three of these were from the consumer IoT, while three were older computers.

Through an online survey, participants both indicated concerns and evaluated other

factors. IoT products were deemed to be more troubling, with wearables provoking

the most unease. They were also lacking in terms of usability and familiarity. This

could constrain the usage of protective features [158, 230, 317]. Furthermore, privacy

appeared rarely factored into purchasing decisions. Based on these considerations,

we asserted that the IoT may be prone to the Paradox.

How does the prevalence of the Privacy Paradox di�er between IoT

and other devices? Chapter 5 suggested that the IoT provokes privacy concerns.

Behaviour might also be constrained, but this was not explored in depth. For a rich

analysis, we conducted interviews with 40 product owners (Chapter 6). 20 possessed

IoT devices, while 20 owned less-novel computers. Through semi-structured discus-

sions, we assessed reactions to potential risks. We also explored protective behaviour

and the rationale behind it. Concerns appeared high in both groups. However, IoT

protection was far less frequent, contributing to Paradox prevalence. Since this dis-

parity was also con�rmed in Chapter 7, we are con�dent that the IoT is susceptible.

Which factors contribute to the Privacy Paradox in the IoT? In our

semi-structured interviews (Chapter 6), we did not solely assess behaviour. We also

extracted the justi�cations behind these actions. To mitigate the Paradox, we must

understand the factors that in�uence the issue. Fortunately, we explored the matter

through a wide range of questions. Based the full discussions, a lack (low degree) of

awareness was the most-cited IoT reason. Awareness also appeared to a�ect disclosure

behaviour in the Chapter 4 surveys. Many individuals either did not recognise the

risk or the required protection. Other IoT factors included short-term necessity and

poor risk perception. To mitigate the disparity, we sought to provide education and

practice through games. In Chapters 7 and 8, the importance of awareness and risk

was also found. Hence, we have con�dence that these factors are in�uential.
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Can we mitigate the short-term prevalence of the Privacy Paradox on

smartwatches? Since wearables appeared particularly prone to the Paradox, we

then scoped to smartwatches. To provide awareness and practice, we sought to de-

velop educational games. However, since this context is novel and challenging, a

prototype appeared prudent. Therefore, we began by assessing whether mitigation

was possible over the short term. We developed the �rst application to consider

smartwatch privacy (Chapter 7). This was evaluated and re�ned through an online

study with 504 smartwatch owners. Most participants appeared concerned about their

privacy. The control group did not play the game and expressed static behaviour.

In contrast, treatment participants increased their protection after gameplay. As a

result, the Paradox appeared mitigated. This was the �rst work to reduce the issue

over several weeks. With feasibility demonstrated in the short term, we then targeted

a longer period.

Can we mitigate the medium-term prevalence of the Privacy Paradox

on smartwatches? In Chapter 8, we sought to address our central research ques-

tion. To evaluate the Paradox over the medium-term, we conducted a two-month

longitudinal study. This was the �rst such analysis to target this phenomenon. Re-

�ned through Chapter 7 feedback, we developed the �rst privacy game for (Android)

Wear OS. It sought to highlight awareness and risk exposure through dynamically-

customised challenges. Five treatment participants received this app, while our �ve

controls played a generic version. Their protective behaviour was empirically mon-

itored throughout the 52-day period. In the control group, concerns were high and

protection was rare. After the gameplay phase, the Paradox appeared to decrease

for treatment participants. Behaviour did not relapse for the �nal three weeks, and

awareness appeared sharp in posttest interviews. Therefore, we argue that the issue

was mitigated over the medium term. Through this, and the preceding studies, we

addressed our central research question.

9.3 Critique

Overview. Through our aforementioned work, we believe we addressed our research

questions. However, no studies are without their limitations. Therefore, we now

critically re�ect on our conducted work. We argue that despite areas for re�nement,

we provide novel and valuable insights.

Can the Privacy Paradox be con�rmed in the UK? In Chapter 4, we

con�rmed the existence of the Paradox in the UK. To achieve this, we studied the
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correlation between concerns and behaviour. Since no signi�cant relationship was

found, we concluded that the phenomenon was present. However, a lack of signi�cance

does not guarantee that an e�ect is absent. Signi�cance can be limited by sample

size, and this is likely in a 112-person study. Null hypothesis testing is contentious

[277], and we accept the aforementioned points. To minimise the risk of a type

I error, we also analysed the correlation coe�cient. This is akin to an e�ect size

and is not in�uenced by the size of a sample [159]. In three (H3, H4 and H5) of

the four correlation hypotheses, rs was less than ±0.1. This denotes a very weak

relationship [366], which should not be expected between concern and behaviour. For

H6, the coe�cient was also only -0.146, suggesting little connection. We deemed this

evidence of the Paradox, and our �ndings were corroborated in later chapters.

We studied disclosure behaviour as a proxy for privacy protection. However, if

revealed demographics were false, participants did not act in a lax manner. For

ethical reasons, we did not verify the accuracy of data. Nevertheless, we believe

that fabrication should be infrequent. It was easier to mark `Prefer not to say' than

to complete the �elds. Furthermore, since respondents gave informed consent, the

interaction may appear o�cial. While veri�cation could have provided a ground truth,

the ethical issues are challenging. As a partial solution, we could solicit truthfulness

in follow-up forms, as done by Metzger [266].

As previously discussed, most participants disclosed their demographic data. How-

ever, if details are deemed innocuous, behaviour might not di�er from concerns. We

accept that not all individuals will value their marital status, Twitter username and

employer name. Nevertheless, these details can reveal personal information. Twitter

usernames are unique, with most accounts being publicly-accessible [255]. Employ-

ment is a professional matter, and a company name could aid identi�cation. In future

work, we could request more-sensitive details. But this may deter participation from

privacy-conscious individuals [164].

Finally, respondents might have trusted the researcher since he represented the

University of Oxford. Through authority bias [267], this might have led to an in-

creased willingness to disclose demographics. Although this is possible, we felt it

inappropriate to disguise our a�liation. Furthermore, participants were informed

verbally and textually that �elds were optional. Finally, while authority might be

commanded by a professor, this is less likely for a PhD student. To assess any poten-

tial in�uence, we could analyse disclosure with and without the a�liation.

Despite these limitations, 68.8% reported acting privately while revealing two

details. Participants also failed to use consistent protection, despite claiming concern.
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Even if some disclosed due to the above factors, the contrast remains strong. We

con�rmed Paradox existence and this was corroborated in Chapters 6, 7 and 8.

How do perceptions di�er between IoT and other devices? In Chapter 5,

we found that the IoT provokes concern. Since it was deemed to lack usability and

familiarity, we believed it might constrain protection [158, 230, 247, 317]. However,

since there is no dichotomy between `IoT' and `non-IoT', our analyses were challenged.

While we agree that a spectrum exists, a baseline group was required for smart device

comparisons. Marginal products, such as mobile phones, were also excluded from our

study. Furthermore, even if we ignore `non-IoT' analyses, the IoT provokes concern.

In a re�ned work, we would use interviews to de�ne the category boundaries.

Since many products are not considered, some might deny that the categories

represent the IoT. If true, this would undermine Paradox exploration in this environ-

ment. We accept that several devices, such as connected vehicles, are not studied.

However, for a practical and feasible analysis, we compared six products. While we

could have analysed a wider range, this might have contributed to response fatigue

[88]. Furthermore, we scoped to consumer devices as they should be better-known.

Finally, categories were selected through a robust process. With a larger sample size,

it might be possible to consider more devices. Each participant could then rate a

subset, reducing the risk of fatigue.

To assess concerns, we asked individuals whether products respected their privacy.

A negative response might not guarantee that a person is concerned. They might

accept the risks and value other facets of the device. Although this is true, we wished

to avoid `concern' evaluations. The term might have primed our topic [65], so this

question appeared a decent proxy. Furthermore, if a participant believes products

show little respect, they likely express some concern. Fortunately, the presence of

concerns was corroborated in Chapters 6, 7 and 8. In these cases, the matter was

explored in a grounded manner through contextualised questions.

Although the evaluations supported our hypotheses, some IoT products were

owned by few participants. Therefore, ratings might have been uninformed. De-

vice popularity certainly varied, with only 12% possessing home automation systems.

However, since we explored high-level perceptions at this stage, ownership was not a

requirement. Furthermore, if users do fear unfamiliar technology, this is relevant to

the novel IoT. While we considered surveying those with all six products, this would

have constrained our sample. Therefore, we explored the views of owners in the semi-

structured interviews. In a re�ned survey, we could include a �eld for respondents to

indicate their con�dence.
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Even if we ignore `non-IoT' comparisons, the IoT appeared to pose a risk. Rather

than evaluating a single product, participants rated wearables, smart appliances and

home automation systems. In all three cases, they were deemed to lack respect for

privacy. Furthermore, they were rated poorly in terms of usability and familiarity.

It was impractical to consider all IoT devices, and our categories covered consumer

technologies. As the Paradox was found in Chapters 6, 7 and 8, we have con�dence

in our �ndings.

How does the prevalence of the Privacy Paradox di�er between IoT

and other devices? Our Chapter 6 interviews suggested that the Paradox is more

prevalent in the IoT. However, as behaviour was self-reported, it might have been

fabricated. We accept that participants could exaggerate their protection. However,

since only 22.5% reported reading policies, we deem this unlikely. If behaviour was

exaggerated, this places a minimum bound on Paradox prevalence. Furthermore, by

disguising the interview theme, demand characteristics should have been mitigated

[287]. Empirical data is indeed preferable, and hence it was collected in Chapter 8.

Since concerns and behaviour were qualitative, we feared comparisons would be

excessively-subjective. However, our assessment might have been impeded by the

quantitative translation. For example, a person might not be `slightly concerned'

if they provide both positive and negative responses. In hindsight, we accept that

translations should be more robust. We could have asked for numeric replies, followed

by qualitative justi�cations. Despite these issues, we believe our �ndings are still

sound. The analysis was consistent for all participants, and protection was certainly

less frequent in the IoT. Interviewees also veri�ed the appropriateness of their themes,

increasing our con�dence.

Category groups had di�erent sizes, ranging from laptops (n = 15) to desktops

(n = 1). IoT evaluations might have amounted to a wearable analysis, since 13/20

devices belonged to this group. We would have preferred equal sizes for comparisons.

However, as demonstrated in Chapter 5, some technologies are less popular than oth-

ers. This constrained recruitment for these rich in-person interviews. Furthermore, to

consider the IoT holistically, it is appropriate that certain devices are more prevalent.

In a re�ned study, we could conduct video interviews with equal groups.

When studying IoT devices, we assumed that privacy concerns and behaviour

came from a single individual. This is often true, with the person con�guring the

device being the same that uses it. This would appear particularly likely in the case

of smartwatches, since the product is attached to its owner's wrist. However, this

assumption is not accurate in all cases. When children use technology, their parents
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might adjust the settings instead. Similarly, the elderly might receive assistance

from younger relatives. In smart home environments, multiple individuals might

interact with the same interface. We therefore accept that our work does not address

privacy behaviour in more social or communal settings. Multi-user research would

have challenged our Paradox analyses, since concerns and actions might belong to

di�erent parties. Furthermore, for ease of ethical procedures, we did not seek to

interact with children. Future research should explore how communal interactions

a�ect the Paradox.

There are certainly limitations in the evaluation process. However, interview re-

sponses suggest the Paradox is prevalent in the IoT. While passwords were used

frequently on older technologies, they are often overlooked on smart devices. Pri-

vacy settings are con�gured occasionally and policies are seldom read. Despite this,

concerns were high in both groups. Since tools were not used in response to risks,

the Paradox appeared prevalent. Chapters 7 and 8 also corroborate that the issue is

common.

Which factors contribute to the Privacy Paradox in the IoT? In these

interviews, we also explored the considerations which in�uence protective behaviour.

By understanding these factors, we designed approaches to mitigate the Paradox.

However, the justi�cations were those the participants thought relevant. They might

not be true, and this could undermine our developments. Although we accept this,

we do explore the rationale of IoT owners. Furthermore, rather than being directed

by their suggestions, we considered prevalent themes. Finally, a lack of awareness

remained common in Chapter 7 and 8 control groups. Since the Paradox decreased

in treatment groups, this suggests the factor had some in�uence.

To explore the IoT, we conducted interviews with 20 smart device owners. Since

they were recruited locally, the sample is unlikely to be representative of IoT users.

For a greater analysis of rationale, we could have targeted a larger number and range

of individuals. While this is true, few samples could truly represent the diversity of

opinions. To extract the contributory factors, we opted for depth rather than breadth.

This was achieved through our detailed discussions with device owners. We do not

claim to have identi�ed all the in�uential concepts. However, awareness was also a

common issue when evaluating 504 smartwatch users (Chapter 7).

As previously mentioned, a lack of awareness appeared to be the most prevalent

IoT issue. This was one reason why we developed educational games. However,

the frequency of a factor does not imply its in�uence. Other concepts might be more
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important but mentioned on fewer occasions. Furthermore, ignorance might be some-

times claimed to disguise apathy. We accept these points, and agree that frequency

is one of several considerations. We also do not assert that privacy awareness is the

only issue. Nevertheless, participants repeatedly used it to justify the Paradox. Its

in�uence is supported by the literature [48, 309], and education appeared a feasible

solution. Based on our Chapter 7 and 8 results, we are con�dent it was in�uential.

We accept these limitations to our approach. However, we believe we extracted

a range of contributory factors. Indeed, risk perception was also targeted in the

smartwatch games. Our detailed interviews were conducted with those owning IoT

devices. All questions were contextualised around these products, and the responses

were coded through an inductive process. Respondent validation then increased the

likelihood that our �ndings aligned with the data [56]. A lack of awareness was

common, as supported by previous literature [49, 247]. Since education appeared to

mitigate the Paradox, we believe our evaluation was appropriate.

Can we mitigate the short-term prevalence of the Privacy Paradox on

smartwatches? Through our Chapter 7 evaluation, we found that the prototype

encouraged protective behaviour. This suggested that the Paradox could be mitigated

over the short term. However, since actions were self-reported, they might have been

fabricated. While we accept that this is possible, we took approaches to mitigate the

risk. Firstly, to reduce demand characteristics [287], privacy was disguised in both the

advertisement and the questionnaires. Secondly, participants were anonymous and

compensated regardless of their responses. Finally, if protection was exaggerated,

it should a�ect both groups. Since 34.5% still displayed the Paradox in posttest,

it appears unlikely that behaviour was in�ated. We agree that empirical data is

preferable, and the longitudinal study corroborates our �ndings.

Since the Paradox decreased in the treatment group, this was attributed to the

privacy game. However, since participants watched a brief video, this might have

had some in�uence. The video indeed concerned the topic of privacy. But it was

used to introduce the content of the game. Due to the drag/swipe interactions of our

online prototype, we feared participants would have di�culty. While an in-person

demonstration would be preferable, this was impractical in this remote study. Again,

due to the success of Chapter 8, the e�cacy of games is corroborated. In a revised

design, we would exclude the video and include greater textual description.

Although protection seemed to increase, it was measured on a frequency scale.

A person might act infrequently but still guard their data. For example, permis-

sions may be adjusted rarely if few apps are installed. Furthermore, permissions are
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relative to the requirements of each particular application [335]. However, for most

settings, usage frequency has a relationship with degree of protection. If a lock is used

consistently, unauthorised access should be limited. Furthermore, the more GPS is

enabled, the greater the period that data might be read [180]. For a quantitative

analysis, this scale appeared apt. It was preferable to binary questions, which might

be reductive.

Since our prototype was evaluated remotely, there were limitations to the work.

However, the Paradox did appear to be mitigated. Concerns were high in both groups,

and remained high after the gameplay session. Control behaviour was static, with

these participants not using the prototype. In contrast, the treatment group improved

in terms of lock usage and permissions adjustment. With these actions reducing the

concern risks, the disparity appeared to decrease. The longitudinal study corrobo-

rated that games can be persuasive.

Can we mitigate the medium-term prevalence of the Privacy Paradox

on smartwatches? In our longitudinal study, our privacy game appeared to mitigate

the Paradox. However, participants received a loaned smartwatch and were aware of

device monitoring. Therefore, due to social desirability bias [138], they might have

used more protection than normal. We accept this risk, and the Hawthorne E�ect

is a common bias [7]. Nevertheless, we doubt that behaviour was in�uenced. The

monitoring app resided in the background and did not appear to disrupt the users.

Since we also received approval for a range of data, we sought to disguise our purpose.

We could have hidden our collection or studied the usage of owned devices. However,

both approaches presented ethical issues. As a partial solution, the participants could

have kept the watches. If they feel ownership, they should display genuine behaviour.

The control group were found to rarely protect their watches. But since partici-

pants took part in an academic study, they might have believed their data was safe.

While this risk is accepted, it is likely common to much privacy/security research.

Individuals were encouraged to use the devices as normal. Furthermore, 40% of par-

ticipants enabled screen locks in pretest, and this is unlikely if protection is assumed.

The information sheet, read by all users, detailed potential vendor access. However,

we felt that behaviour would be biased if risks were clearly highlighted. As treatment

users adopted protection, it is unlikely they believed data was automatically safe.

Screen lock usage and GPS usage were assessed in terms of frequency. In contrast,

permissions were analysed based on the acceptance rate. Although we only considered

sensitive permissions, this rate does not consider the context. For example, while

it may be acceptable for maps to request location, a news app might be resisted
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[335]. We accept this limitation and reserve a detailed exploration to future work.

However, we did discuss the context of permissions within the posttest interviews.

With thousands of apps available, it would be challenging to assess each application.

Furthermore, Wear OS does not support analysis of when data is accessed. However, if

we study open source watches, such as AsteroidOS1, we might have fewer constraints.

We accept the limitations posed by our methodology. However, even if these issues

had some in�uence, protection still increased in the treatment group. Concerns also

slightly moderated as the study progressed. In contrast, control participants barely

changed their responses or actions. This suggests that our methodology did not

promote the alterations. Since the disparity was mitigated in this two-month study,

we believe our research question was addressed.

9.4 Contributions

Through our work, we produced several contributions to research. In some cases,

these directly aligned with the subquestions. In others, they emerged organically

through our �ve studies. By highlighting consistent themes throughout the chapters,

we now outline novel insights.

Awareness is low in IoT/smartwatch environments. Previous work has

found that individuals tend to have low privacy awareness [49, 247]. When users

do not recognise the risk, they might not guard their data. Through our research,

we found that awareness is particularly lacking in the IoT. For example, it was a

common theme within our semi-structured interviews (Chapter 6). 40% of those

with smart devices were unsure who could access their data. Of greater concern,

35% claimed to have never considered the matter. When justifying the Paradox, a

lack of awareness was the most-common IoT theme. The issue was also prevalent in

smartwatch environments, as found in our prototype evaluation (Chapter 7). 48%

of controls reported not understanding protection. A further 44% lacked con�dence

in usage, with over half blaming insu�cient skills. The longitudinal study con�rmed

this low awareness (Chapter 8). After 52 days, 60% of controls had little idea how

to protect their data. The same proportion had no knowledge of device access. It

appears that understanding is particularly poor in these environments.

This is likely due to the novelty and unfamiliarity of the �elds. Furthermore, since

privacy can be a secondary goal [188], users might be preoccupied with other features.

As the norm for connectivity grows, this preoccupation is unlikely to decrease [41].

1https://asteroidos.org/
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Without support and education, as found in our research, individuals might not pro-

tect themselves. This has implications for both research and government. If the IoT

poses such confusion, tools should be developed to highlight privacy. `Nutrition labels'

have been e�ective in other environments [205], and tools could be used to simplify

policies [241]. Companies have few incentives to raise awareness. While the GDPR

seeks to curb invasive practices, we call on governments to take additional steps. For

example, IoT products should be mandated to include accessible instructions. These

would detail not only the privacy policy, but how to restrict settings. If users are

better-supported, they can make informed decisions.

IoT data is deemed to be innocuous. As previously mentioned, the IoT

could collect large quantities of data [300]. This collection can occur through physical

sensors or virtual interactions. Due to the ubiquity of the environment, details might

reveal sensitive information. However, our research suggests that IoT data is often

deemed innocuous. These opinions �rst arose in the interviews, with 35% citing

the fact when discussing deletion. It was also mentioned in response to the sharing

(35%) and monitoring incidents (20%). Furthermore, of those neglecting passwords,

37.5% blamed a lack of sensitivity. In the prototype evaluation, we found smartwatch

opinions were similar. Of the controls who doubted the threat, 45.7% believed data

was innocuous. Few thought privacy was not worth it, but 30% of these cited the

factor. Finally, when we interviewed controls in the longitudinal study, 60% doubted

sensitivity. Therefore, IoT data appears to be assigned a low value.

Evaluations might be accurate, particularly if details are transient or abstract.

However, since users tend to lack privacy awareness, they might not appreciate possi-

ble inferences [106]. Furthermore, as collection can be surreptitious [273], the stored

data might be unknown. Our �ndings would be of interest to privacy research, par-

ticularly the PETRAS project2. Their Value of Personal Data in IoT (VPD) theme

seeks to explore perceptions of smart device metrics. Future analyses could explore

how valuations vary across a spectrum of products. Low evaluations also have sev-

eral further implications. Firstly, if details are deemed useless, protection might be

neglected. Since this suggests an IoT privacy risk, research should seek to highlight

sensitivity. Secondly, users might readily sacri�ce their data if it is undervalued. This

partially explains the popularity of free-but-invasive services [334]. If company prac-

tices could be illustrated, consumers might appreciate their details. Finally, when

data is not valued, the device itself might be disregarded. This poses a risk to ven-

dors, with our longitudinal users judging watches to be unnecessary. The IoT might

2https://www.petrashub.org/
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lead to increased obsolescence, with products rapidly replaced. In this environment,

privacy may become an afterthought.

Protection is rare in IoT/smartwatch environments. Even when privacy

protection is available, it tends to be rarely used. This has been previously demon-

strated on smartphones [22] and social networks [4]. However, tool usage was unclear

in novel environments. Through our research, we demonstrate that IoT protection

is particularly low. This has important implications, as smart devices can collect

large quantities of data [300]. The interviews �rst illuminated our user behaviour.

`Non-IoT' owners tended to set passwords and adjust their settings. However, the

frequencies were 15% and 45% in the IoT group. Protection was also rare in smart-

watches, as highlighted in our prototype evaluation. Only 24% used their permissions

often, despite frequent GPS usage by most participants. When analysing empirical

data, privacy settings were even less accessed. Over 52 days, our controls never dis-

abled their GPS or restricted a permission. This behaviour appears even more lax

than that in other environments [22]. Despite settings being available, interviews

suggested they were overlooked.

Although settings can be time-consuming, the response costs were not deemed to

be high. More often, individuals were not aware of tool's presence. Users might also be

preoccupied with functionality, hence reducing the salience of privacy. It was claimed

that protection would be used if data was sensitive. However, this appears optimistic

since judgements are constrained [350]. If IoT settings are frequently avoided, this has

implications for research and industry. As privacy lacks salience, academics should

seek to highlight the topic. This might reduce preoccupation, and success has been

found on social networks [189]. Since settings can limit functionality, research should

also explore how to grant data while minimising sensitivity. For industry, we have

demonstrated the importance of interface design. Screen locks were categorised within

an unexpected menu (`Personalisation'), and hence they were challenging to �nd. We

suggest that privacy features are centralised within their own settings. Although

the topic can be in tension with business models, recent controversies could make

privacy vogue [156]. Temporarily, there might be a competitive advantage to o�ering

a semblance of control.

Smartwatch behaviour is in�uenced by salience, sensitivity and con-

venience. Through our �nal two studies, we explored the behavioural rationale of

smartwatch users. In both cases, several factors appeared to be in�uential. If privacy

was not salient, individuals seemed less likely to use protection. This was demon-

strated by the role of awareness in the studies. Furthermore, while Participant I
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regarded tools as simple, they often forgot to use them. Sensitivity appeared to have

a strong relationship with risk perception. When threats were doubted or privacy

deemed unnecessary, innocuous data was the largest factor (Chapter 7). Individu-

als also claimed to be in�uenced by the presence of risk. Finally, since smartwatches

are consumer devices, actions are often undertaken for convenience. This factor drove

IoT purchases (Chapter 5) and was a common justi�cation for lax behaviour (Chapter

6). Even when our Chapter 8 participants became informed, they still balanced pri-

vacy against functionality. While other considerations also have in�uence, the above

factors seem to impact behaviour.

These �ndings have novelty, as smartwatch privacy has not been deconstructed to

such a degree. They are also signi�cant, since factors could be adjusted to in�uence

behaviour. We have demonstrated that awareness can encourage device protection.

If users know of risks or responses, they should be more likely to act. Salience could

be increased by privacy reminders, with apps highlighting settings on a periodic ba-

sis. If sensitivity does have an impact, this property might be modi�ed in several

ways. Vendors may wish to understate the value, seeking to encourage disclosure.

However, as watches begin to house additional information, users might investigate

protection. Finally, companies will be pleased that convenience drives interactions.

If �rms can develop exciting features, consumers remain likely to divulge. To resist

this, researchers must design innovative approaches. MockDroid was successful in mo-

bile environments, enabling functionality while masking sensitivity [54]. Smartwatch

versions could support privacy alongside convenience.

Smartwatch games can encourage protective behaviour. In previous work,

educational games were found to be persuasive [394]. This was true in a variety of

security-based environments [199, 316, 341]. However, few privacy games were devel-

oped [363], with none targeting smartwatches. We �rst targeted this context through

our prototype application. Although protection was far from perfect, the usage of

screen locks and permissions increased. To corroborate this with empirical data,

we developed the �rst smartwatch privacy game. While the control group failed to

change, protection improved for treatment participants. Screen lock usage increased

by 43% and GPS disabling rose by 40%. Based on qualitative responses, the app also

enhanced awareness. Smartwatch games appear to be a persuasive technique.

This �nding has many implications for research, industry and government. Pri-

vacy games are in need of further exploration, as only three have ever been developed

(two of which are in this thesis). While smartwatches are a challenging environment,

it is surprising that other platforms have not been targeted. We suggest that games
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investigate di�erent dimensions of privacy, such as con�dentiality and anonymity.

Partially informed by our longitudinal results, research should also extend educa-

tional techniques. Due to the small interface, Learning Science approaches should

be adapted for smartwatches. App companies might also be interested in our �nd-

ings. Games are growing in popularity on Wear OS and Apple Watches. If education

is feasible, this presents another lucrative market. While our app targeted privacy,

the theme could be applied to di�erent topics. Google could include similar games

to teach watch navigation. Finally, our behavioural �ndings have implications for

government. With awareness campaigns often lacking e�cacy [38], apps could serve

as a complement. Based on game performance, o�cials could then monitor whether

knowledge improves. We hope to promote a �eld of educational privacy apps.

The Paradox can be mitigated through awareness and education. As

previously outlined, the Paradox has been explored in extensive detail [153, 214].

However, few works have sought to mitigate its prevalence. Jackson and Wang [194]

addressed the issue in their 2018 study, but did not mitigate it over a period of time.

Our research suggests that the disparity can be reduced through enhancing awareness.

This was �rst indicated in our prototype evaluation, where the treatment group played

a game. While control behaviour remained static, the Paradox reduced in the other

group. Our longitudinal study corroborated these �ndings with empirical data. After

users received education, their concerns appeared slightly moderated. Protective

behaviour also increased and remained high for weeks after interaction. While not

all individuals adjusted their settings, we supported informed decisions. We did not

expect to eliminate the Paradox, but were pleased that the disparity decreased. This

should reduce the likelihood that data is inadvertently placed at risk.

If our approach was successful, this has several implications for research. As

asserted by Pötzsch [309] and Deuker [114], awareness does encourage protection.

Therefore, to adjust the usage of services, greater information should be provided.

Researchers could annotate other interfaces, helping users to make informed choices.

We demonstrated the feasibility of this approach on smartwatches. With engagement

constrained on these devices, education might be particularly successful in other con-

texts. Social networks [4] and smartphones [194] are prone to the Paradox, and

they should face further analysis. Since our longitudinal study was enlightening, this

methodology should be used to explore other factors. For example, we could vary

functionality to assess its impact on protective behaviour. Our results suggest the

Paradox can be mitigated. We hope this encourages further work to address the issue.
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9.5 Future Work

Overview. Informed by our �ndings, there are several opportunities for future work.

These can be divided into three themes: Paradox exploration, smartwatch behaviour

and educational games.

Paradox exploration. In our longitudinal study, we analysed behaviour over

a two-month period. Through our educational game, we appeared to mitigate the

Paradox. However, it would be valuable to explore the matter over a longer term. If

privacy loses salience, protective behaviour might decrease in frequency. By studying

interactions over six months, we could gauge the true in�uence of the game. Fur-

thermore, the Chapter 8 analysis was constrained to 10 participants. For a broader

exploration, and to seek statistical signi�cance, we would recruit a larger sample.

Our research suggests that Paradox prevalence can be reduced by increasing aware-

ness. However, as demonstrated, some individuals will still exchange data for func-

tionality. Since awareness is not a panacea, we should explore the behaviour of

informed users. Participants could be taught the risks to privacy and the techniques

for protection. Their knowledge could then be veri�ed through an assessment. With

awareness now removed as an issue, user behaviour should be fully informed. If

actions still deviate from concerns, this might owe to trade-o�s or cognitive biases.

Risk perception was cited as important in both the prototype evaluation and

the longitudinal study. While our games highlighted risk exposure, they did not

actually target user data. If individuals feel genuinely under threat, they might take

protective action. Although the ethics are challenging, a threat could be simulated

through several approaches. For example, by demonstrating inference techniques,

users might learn the value of their data. This should reduce optimistic biases [29],

and potentially lead to protection.

Smartwatch behaviour. Thus far, we have explored user actions at a high-level.

In Chapters 7 and 8, the general usage of protection was considered. Since tools

appear rarely used, a contextual analysis is now warranted. Certain apps might be

used on weekdays but overlooked on weekends. Furthermore, permissions acceptance

should vary based on the application and its data [335]. Previous work has explored

negotiation rather than this `all-or-nothing' approach, and this could be extended to

smartwatches [34]. Wear OS products are limited in terms of the behaviour that can

be monitored. By analysing `rooted' devices, we could gain a greater understanding

of how smartwatches are used.
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Currently, many participants justi�ed their lack of protection on innocuous data.

Indeed, several claimed they would take action if their smartwatch was sensitive.

However, it is unclear whether behaviour would actually adjust. To explore this, we

would vary the information stored on a device. Without priming privacy, we would

then analyse the usage of protection. If settings are consistently neglected, then

sensitivity might have less in�uence than claimed.

Our games suggest that protection can be encouraged on smartwatches. With

this con�rmed, we can now explore techniques which require less engagement. Third-

party watch faces are supported in many ecosystems. They could monitor current

settings in a similar manner to our logging app. Colour-coded results could then be

displayed, highlighting an individual's risk exposure. Through a `gami�ed' approach,

users may be persuaded to use protection.

Educational games. In this thesis, we explored the IoT before scoping to smart-

watches. Since games appeared in�uential on the latter, perhaps they would support

other smart devices. Smart TVs have been criticised for their eavesdropping and

transmission of conversations [108]. As these products can host third-party apps,

games could be developed to highlight privacy. Through a similar methodology to

Chapter 8, we could assess their in�uence.

Our applications were implemented on Wear OS smartwatches. Although these

devices are amenable to analysis, the wearable market is diverse. Apple Watches are

highly popular and also support third-party apps. Therefore, similar games could be

implemented in this environment. If protection can again be encouraged, smartwatch

games might be a valuable resource.

9.6 Concluding Remarks

This work has explored the Privacy Paradox in the context of smartwatches. It pro-

vides this environment's �rst detailed analysis of protective behaviour. We �rst con-

ducted 40 semi-structured interviews, providing a novel exploration of the IoT. Based

on qualitative rationale, a lack of awareness (both risks and responses) appeared in-

�uential. While previous work suggested its importance [309], the Paradox had not

been consistently addressed [194]. To mitigate the issue, we developed the �rst smart-

watch privacy game. It was informed by a prototype evaluated by 504 smartwatch

owners. Through a novel longitudinal study, we evaluated empirical behaviour over

two months. The game appeared to encourage protection and address the Privacy

Paradox. Since actions did not relapse, our approach seemed to be persuasive. This
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should reduce the likelihood of data being inadvertently placed at risk. We encourage

the development of further games to support informed privacy decisions.
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Appendix A

Qualitative Coding Frames

It should be noted that top-level themes are sometimes de�ned based on discrete responses. For example, in the product

perception surveys, participants indicated whether they owned a desktop or not. This was a discrete answer, with `Yes', `No'

and `Unsure' options available. The user then provided qualitative rationale, which was coded. To reduce the risk of justi�cations

being misconstrued, the discrete responses formed the top-level themes. This was important, as syntactically-similar answers

might support either con�dence or insecurity. We highlight discrete top-level themes by appending an * to the table caption.
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A.1 Chapter 5: Product Perception Surveys

Table A.1: Do you own a Desktop?*

Theme Subtheme Subsubtheme De�nition Quote

Yes Applications Writing Responses in this category indicate that a desktop was
owned because it is helpful for writing.

�Useful for word process-
ing/editing�

Computing Responses in this category indicate that a desktop was
owned because it is helpful for programming tasks.

�I am a software developer �

Gaming Responses in this category indicate that a desktop was
owned because it is helpful for gaming.

�Use a PC for gaming�

Internet access Responses in this category indicate that a desktop was
owned because it is helpful for accessing Internet ser-
vices.

�Email, internet�

Research Responses in this category indicate that a desktop was
owned because it is helpful for research purposes.

�It is essential for a re-
searcher �

Image/video editing Responses in this category indicate that a desktop was
owned because it is helpful for editing/managing im-
ages and videos.

�Best 4 photoshoppery�

Communication Responses in this category indicate that a desktop was
owned because it is helpful for communicating with
others. This may be through speci�c platforms such
as social media.

�As a means of communica-
tion�

General entertainment Responses in this category indicate that a desktop was
owned because it supports leisure such as watching
videos or listening to music.

�Use for entertainment�

Storage Responses in this category indicate that a desktop was
owned because it is helpful for storing data.

�In addition we store �lms on
it�

Roles Work Responses in this category indicate that a desktop was
owned to undertake work related to their job.

�Required for work, business�

Studying Responses in this category indicate that a desktop was
owned to allow studying, possibly for university.

�For studying primarily�

Daily standard usage Responses in this category indicate that a desktop was
owned because they are useful for daily tasks.

�Helpful in daily life�

Usability General usability Responses in this category indicate that a desktop was
owned because it is usable. However, rationale is not
provided for why it is easy to use.

�Easier to work on�

Large screen Responses in this category indicate that a desktop was
owned because it possessed a large usable monitor.

�Having something with a big-
ger screen�

Keyboard Responses in this category indicate that a desktop was
owned because it possessed a usable keyboard.

�Larger keyboard makes it eas-
ier to use�

Accessibility Responses in this category indicate that a desktop was
owned because it has a good level of accessibility.

�Convenient for older people in
my house�
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Do you own a Desktop?* Continued

Advantages Familiarity Responses in this category indicate that a desktop was
owned because it was familiar or remained from the
past.

�Familiarity due to my �rst
ever tech�

Powerful Responses in this category indicate that a desktop was
owned because it has high processing power.

�Heavy computing tasks�

Essential Responses in this category indicate that a desktop was
owned because computers are considered necessary.

�It is required in today's mod-
ern world�

Cheap Responses in this category indicate that a desktop was
owned because the product is not too expensive.

�At an a�ordable price�

Protect privacy Responses in this category indicate that a desktop was
owned because it can be con�gured to protect privacy.

�Protect myself in term of pri-
vacy�

Unsure Responses in this category indicate that a desktop was
owned but the participant is unsure about the reason.

�Unsure�

Not applicable to response Responses in this category are excessively concise or
provide little rationale for their response. It might
appear as if the reason supports the opposite answer.

�It's there/why not�

Unsure Security concerns Responses in this category indicate that they are un-
sure whether they own a desktop, but they were reluc-
tant due to security issues.

�For security�

No Prefer other devices Prefer laptop Responses in this category indicate that a desktop was
not owned because the participant prefers using a lap-
top.

�Superseded by laptops�

Prefer tablet Responses in this category indicate that a desktop
was not owned because the participant prefers using a
tablet.

�Work tablet�

Prefer smartphone Responses in this category indicate that a desktop
was not owned because the participant prefers using a
smartphone.

�Smartphone�

Disadvantages Too large Responses in this category indicate that a desktop was
not owned because it was deemed to be too large and
bulky, hence consuming excessive amounts of space.

�It takes up too much space�

Not portable Responses in this category indicate that a desktop was
not owned because it lacked mobility and portability.

�It's not portable enough�

Too expensive Responses in this category indicate that a desktop was
not owned because it was deemed too expensive.

�Because it's expensive�

Too old Responses in this category indicate that a desktop was
not owned because it was deemed too old.

�Too old�

No need Responses in this category indicate that a desktop was
not owned because the participant did not need such
a device.

�Nothing I do requires the use
of a desktop computer �
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Do you own a Desktop?* Continued

Owned by workplace Responses in this category indicate that a desktop was
not owned by the participant, but instead provided by
their workplace.

�Owned by my work not me�

Table A.2: Do you own a Laptop?*

Theme Subtheme Subsubtheme De�nition Quote

Yes Applications Writing Responses in this category indicate that a laptop was
owned because it is helpful for writing.

�I use it for word processing�

Computing Responses in this category indicate that a laptop was
owned because it is helpful for programming tasks.

�I can program on it�

Internet access Responses in this category indicate that a laptop was
owned because it is helpful for accessing Internet ser-
vices.

�Useful for internet browsing�

Image/video editing Responses in this category indicate that a laptop was
owned because it is helpful for editing/managing im-
ages and videos.

�Image and video processing�

Communication Responses in this category indicate that a laptop was
owned because it is helpful for communicating with
others. This may be through speci�c platforms such
as social media.

�Communications�

Entertainment Responses in this category indicate that a laptop was
owned because it supports leisure such as watching
videos or listening to music.

�Watching TV, music�

Gaming Responses in this category indicate that a laptop was
owned because it is helpful for gaming.

�Gaming�

Data synching Responses in this category indicate that a smart appli-
ance was owned because it allows data to be synched
across a range of di�erent devices.

�Like it syncs with other Apple
devices I own�

Roles Work Responses in this category indicate that a laptop was
owned to undertake work related to their job.

�Too complete work based
tasks�

Studying Responses in this category indicate that a laptop was
owned to allow studying, possibly for university.

�Use it for assignments for
university�

Usability General usability Responses in this category indicate that a laptop was
owned because it is usable. However, rationale is not
provided for why it is easy to use.

�It's more user friendly than a
desktop�

Large screen Responses in this category indicate that a laptop was
owned because it possessed a large screen.

�Big screen to watch pro-
grammes�

Keyboard Responses in this category indicate that a laptop was
owned because it possessed a usable keyboard.

�Useful as has full sized key-
board�
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Do you own a Laptop?* Continued

Advantages Familiarity Responses in this category indicate that a laptop was
owned because it was familiar or remained from the
past.

�Familiar �

Powerful Responses in this category indicate that a laptop was
owned because it has high processing power.

�Su�cient processing power to
run all the software I need�

Essential Responses in this category indicate that a laptop was
owned because computers are considered necessary.

�One cannot function without�

Cheap Responses in this category indicate that a laptop was
owned because the product is not too expensive.

�It's very practical and more
cheap than other technologies�

Portable Responses in this category indicate that a laptop was
owned due to its mobility and portability.

�Convenience in portability�

Small Responses in this category indicate that a laptop was
used due to its compact size.

�Takes up less space at home�

Convenient Responses in this category indicate that a laptop was
used due to its convenient functions.

�Laptop is convenient�

Protect privacy Responses in this category indicate that a laptop was
owned because it can be con�gured to protect privacy.

�Protect myself in term of pri-
vacy�

Flexible Responses in this category indicate that a laptop was
owned because it can be used for a �exible range of
tasks. It can also be customised to suit many purposes.

�Flexible, customizable�

Received Responses in this category indicate that a laptop was
used because it was either received from another per-
son or possessed by a family member.

�It is my FiancÃ©s MacBook �

Not applicable to response Responses in this category are excessively concise or
provide little rationale for their response. It might
appear as if the reason supports the opposite answer.

�N/a�

Unsure Not true ownership Responses in this category indicate that they are un-
sure whether they own a laptop, since it is unclear
whether they own all the components within the de-
vice.

�I bought my laptop, but tech-
nology is too broader term for
me to truly own it�

No Prefer other devices Prefer desktop Responses in this category indicate that a laptop was
not owned because the participant prefers using a
desktop.

�Prefer desktop pc�

Prefer tablet Responses in this category indicate that a laptop was
not owned because the participant prefers using a
tablet.

�Have a tablet with wireless
keyboard instead�

Too expensive Responses in this category indicate that a laptop was
not owned because it was deemed too expensive.

�Useful but expensive�

No need Responses in this category indicate that a laptop was
not owned because the participant did not need such
a device.

�No need to own one now �

259



Do you own a Laptop?* Continued

Owned by workplace Responses in this category indicate that a laptop was
not owned by the participant, but instead provided by
their workplace.

�Use work laptop�

Not applicable to response Responses in this category are excessively concise or
provide little rationale for their response. It might
appear as if the reason supports the opposite answer.

�Not everything can be done on
a smartphone�

Table A.3: Do you own a Tablet?*

Theme Subtheme Subsubtheme De�nition Quote

Yes Applications Reading Responses in this category indicate that a tablet was
owned because it is helpful for reading books and doc-
uments.

�Kindle to read�

Entertainment Responses in this category indicate that a tablet was
owned because it supports leisure such as watching
videos or listening to music.

�Entertainment value�

Internet access Responses in this category indicate that a tablet was
owned because it is helpful for accessing Internet ser-
vices.

�Internet access everywhere�

Apps Responses in this category indicate that a tablet was
owned because it possesses useful and fun apps.

�Range of apps�

Gaming Responses in this category indicate that a tablet was
owned because it supports gaming.

�Plus I like the silly games�

Communication Responses in this category indicate that a tablet was
owned because it is helpful for communicating with
others. This may be through speci�c platforms such
as social media.

�Connecting with
friends/family�

Writing Responses in this category indicate that a tablet was
owned because it is helpful for writing.

�From writing essays�

Roles Work Responses in this category indicate that a tablet was
owned to undertake work related to their job.

�Easy to use in work �

Studying Responses in this category indicate that a tablet was
owned to allow studying, possibly for university.

�Studying�

Advantages Powerful Responses in this category indicate that a tablet was
owned because it has high processing power.

�Given that mine runs full
Windows, more power-hungry
functions as well�

Quick convenience Responses in this category indicate that a tablet
was used due to its quick and convenient function-
ality/productivity.

�Because it is super conve-
nient�

Portable Responses in this category indicate that a tablet was
owned due to its mobility and portability.

�Access to technology any-
where you go�
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Do you own a Tablet?* Continued

Readable screen Responses in this category indicate that a tablet was
owned because it possessed a readable screen.

�Larger screen than smart-
phone�

Usable Responses in this category indicate that a tablet was
owned because it is usable.

�Very easy to use�

Small Responses in this category indicate that a tablet was
used due to its compact size.

�It doesn't take up too much
space�

Cheap Responses in this category indicate that a tablet was
owned because the product is not too expensive.

�Cheap�

Needed for children Responses in this category indicate that a tablet was
owned since it provided support with their children.

�To keep kids busy�

Received Responses in this category indicate that a tablet was
owned because it was either received from another per-
son or possessed by a family member.

�Husband bought me a tablet�

Despite privacy concerns Responses in this category indicate that a tablet was
owned but the participant still possessed privacy con-
cerns.

�But not 100% give user full
control and customisation of
privacy�

Unsure Responses in this category indicate that a tablet was
owned but the participant is unsure about the reason.

�Unsure�

Not applicable to response Responses in this category are excessively concise or
provide little rationale for their response. It might
appear as if the reason supports the opposite answer.

�N/a�

No Prefer other device Prefer smartphone Responses in this category indicate that a tablet was
not owned because the participant prefers using a
smartphone.

�I use my smart phone in-
stead�

Prefer laptop Responses in this category indicate that a tablet was
not owned because the participant prefers using a lap-
top.

�Laptops su�ce for my life�

Prefer desktop Responses in this category indicate that a tablet was
not owned because the participant prefers using a
desktop computer.

�Prefer desktop�

Device not speci�ed Responses in this category indicate that a tablet was
not owned because the participant prefers using other
non-speci�ed devices.

�Use alternatives�

Disadvantages Poor keyboard Responses in this category indicate that a tablet was
not owned because the keyboard was considered to be
small or di�cult to use.

�Not big enough to be able to
type on�

Too large Responses in this category indicate that a tablet was
not owned because it was deemed to be too large.

�Too big to go in a pocket�

Too expensive Responses in this category indicate that a tablet was
not owned because it was deemed too expensive.

�Haven't money�

Unrequired No need Responses in this category indicate that a tablet was
not owned because the participant did not need such
a device.

�I have no need for it�
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Do you own a Tablet?* Continued

Object to technology Responses in this category indicate that a smart home
device was not owned because the participant dislikes
this type of technology.

�I hate tablets�

Received Responses in this category indicate that the partici-
pant did not consider themselves to own a tablet as
they did not purchase it themselves.

�Husband iPad�

Not applicable to response Responses in this category are excessively concise or
provide little rationale for their response. It might
appear as if the reason supports the opposite answer.

�I don't have one�

Table A.4: Do you own a Wearable?*

Theme Subtheme Subsubtheme De�nition Quote

Yes Applications Fitness tracking Responses in this category indicate that a wearable
device was owned because it supports heart rate mon-
itoring and �tness tracking.

�To track my health and �t-
ness�

Timekeeping Responses in this category indicate that a wearable
device was owned because it allows the time to be
monitored easily.

�I like the way it displayed the
time�

Appointments Responses in this category indicate that a wearable de-
vice was owned because it allows calendars, appoint-
ments and reminders to be displayed.

�Setting reminders�

Noti�cations Responses in this category indicate that a wearable
device was owned because it provides useful messages
and noti�cations.

�Android wear device: useful
companion to phone â�� no-
ti�cations�

Portable connectivity Responses in this category indicate that a wearable
device was owned because it allows online functionality
to be accessed in a portable manner.

�Access to technology any-
where you go�

Remote control Responses in this category indicate that a wearable
device was owned because it allows products to be
controlled remotely.

�Remote control of some func-
tions�

Advantages Quick functionality Responses in this category indicate that a wearable
device was owned because it supports quick and con-
venient functionality.

�Very useful for quick replies
to messages�

Usable Responses in this category indicate that a wearable
device was owned because it is usable.

�Easy of use�

Experimenting Responses in this category indicate that a wearable
device was owned because the participant is experi-
menting with di�erent forms of technology.

�To test how usable smart-
watches are at the moment�

Received Responses in this category indicate that a wearable
device was owned because it was either received from
another person or possessed by a family member.

�Purchased for me as a gift�
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Do you own a Wearable?* Continued

Despite privacy concerns Responses in this category indicate that a wearable
device was owned but the participant still had privacy
concerns.

�Privacy concerns around data
generated, rather than devices
themselves per se�

Unsure Responses in this category indicate that a wearable
device was owned but the participant is unsure about
the reason.

�Unsure�

Not applicable to response Responses in this category are excessively concise or
provide little rationale for their response. It might
appear as if the reason supports the opposite answer.

�Na�

No Prefer other device Prefer smartphone Responses in this category indicate that a wearable
device was not owned because the participant prefers
using a smartphone.

�I already have a phone�

Prefer non-connected watch Responses in this category indicate that a wearable
device was not owned because the participant prefers
using a normal non-connected timepiece.

�I have a proper watch�

Unrequired No need Responses in this category indicate that a wearable
device was not owned because the participant did not
need such a device.

�I don't need one�

Object to the technology Responses in this category indicate that a wearable
device was not owned because the participant dislikes
this type of technology.

�I think it's silly and not neces-
sary. Just a na� consumerist
gadget�

Costly Too expensive Responses in this category indicate that a wearable
device was not owned because it was deemed too ex-
pensive.

�Too expensive�

Little resale value Responses in this category indicate that a wearable
device was not owned because they were considered to
have poor second-hand resale value.

�And no second-hand market
value�

Disadvantages Poor usability Responses in this category indicate that a wearable
device was not owned because it was deemed to have
poor usability.

�No easy interface�

Underdeveloped Responses in this category indicate that a smart ap-
pliance was not owned because it was deemed to not
be functional enough.

�It is not advanced enough to
be worth buying�

Small screen Responses in this category indicate that a wearable
device was not owned because it was deemed to have
an excessively small interface.

�Too small of a screen�

Too bulky Responses in this category indicate that a wearable
device was not owned because it was deemed to be
too large and bulky on the participant's wrist.

�Looks a bit too bulky and mas-
culine�

Ugly Responses in this category indicate that a wearable
device was not owned because they are considered to
look unattractive.

�Because it is ugly�
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Do you own a Wearable?* Continued

Too complex Responses in this category indicate that a wearable
device was not owned because it was deemed to be
too confusing, di�cult or complex.

�Don't understand them�

Prone to breaking Responses in this category indicate that a wearable
device was not owned because such products break
frequently.

�Kept breaking�

Not allowed to wear Responses in this category indicate that a wearable
device was not owned because the participant is not
allowed to wear such products at work.

�Can't wear watch to work �

Privacy concerns Responses in this category indicate that a wearable
device was not owned as the participant possessed pri-
vacy concerns.

�Don't want to track myself
(privacy concerns)�

Not applicable to response Responses in this category are excessively concise or
provide little rationale for their response. It might
appear as if the reason supports the opposite answer.

�Don't have it�

Table A.5: Do you own a Smart Appliance?*

Theme Subtheme Subsubtheme De�nition Quote

Yes Type of device Smart TV Responses in this category indicate that a smart appli-
ance was owned because they possessed a smart TV.

�We have a smart TV �

Applications TV Responses in this category indicate that a smart ap-
pliance was owned because they appreciated TV on
demand and catch-up television.

�To watch telly�

Entertainment Responses in this category indicate that a smart ap-
pliance was owned because it supports leisure such as
watching videos or listening to music. This di�ers from
the previous theme in that it does not refer to televi-
sion.

�Home entertainment�

Internet access Responses in this category indicate that a smart ap-
pliance was owned because it is helpful for accessing
Internet services.

�Easy access to internet�

Data synching Responses in this category indicate that a smart appli-
ance was owned because it allows data to be synched
across a range of di�erent devices.

�My TV links to all my other
gadgets eg phone ect�

Food storage Responses in this category indicate that a smart ap-
pliance was owned because it allows food to be chilled
and stored.

�Chill my perishables�

Advantages Convenient/e�cient Responses in this category indicate that a smart ap-
pliance was used due to its convenience and e�ciency.

�Makes complicated tasks sim-
pler �

Usable Responses in this category indicate that a smart ap-
pliance was owned because it is usable.

�Ease of use (when it does
what I want it to do)�
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Do you own a Smart Appliance?* Continued

Save space Responses in this category indicate that a smart appli-
ance was owned because it saves space in a property.

�More things to do takes up
less space�

Good value Responses in this category indicate that a smart ap-
pliance was owned because it was deemed to be a wise
investment.

�It's expensive but I think is a
good investment�

Despite concerns Privacy concerns Responses in this category indicate that a smart ap-
pliance was owned but the participant still possessed
privacy concerns.

�It is like a big brother always
spying on you�

Security concerns Responses in this category indicate that a smart ap-
pliance was owned but the participant still possessed
security concerns.

�Concerns regarding security
of `smart' devices though�

Work Responses in this category indicate that a smart ap-
pliance was owned to undertake work related to their
job.

�Work �

Received Responses in this category indicate that a smart ap-
pliance was owned because it was either received from
another person or possessed by a family member.

�Bought as a gift�

Included as default Responses in this category indicate that a smart appli-
ance was owned because the smart functionality was
included in their product by default.

�Came with this technology
built in�

Not applicable to response Responses in this category are excessively concise or
provide little rationale for their response. It might
appear as if the reason supports the opposite answer.

�Na�

Unsure No need Responses in this category indicate that they are un-
sure whether they own a smart appliance, since they
have little need for such a system.

�I don't need any of these ap-
pliances�

Not applicable to response Responses in this category are excessively concise or
provide little rationale for their response. It might
appear as if the reason supports the opposite answer.

�Why? �

No Concerns Privacy Responses in this category indicate that a smart ap-
pliance was not owned as the participant possessed
privacy concerns.

�Huge privacy issues, espe-
cially with smart TVs�

Security Responses in this category indicate that a smart ap-
pliance was not owned as the participant possessed
security concerns.

�Smart TV is ok but most are
major security risks�

Unrequired No need Responses in this category indicate that a smart ap-
pliance was not owned because the participant did not
need such a device.

�Because I don't need it�

Objects to technology Responses in this category indicate that a smart ap-
pliance was not owned because the participant dislikes
this type of technology.

�It's a gimmick �
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Do you own a Smart Appliance?* Continued

Disadvantages Too expensive Responses in this category indicate that a smart ap-
pliance was not owned because it was deemed too ex-
pensive.

�Too expensive for my stan-
dard�

Underdeveloped Responses in this category indicate that a smart ap-
pliance was not owned because it was deemed to not
be functional enough.

�It's not ready for prime time�

Too complex Responses in this category indicate that a smart ap-
pliance was not owned because it was deemed to be
too confusing, di�cult or complex.

�Don't like the added complex-
ity�

Poor usability Responses in this category indicate that a smart ap-
pliance was not owned because it was deemed to have
poor usability.

�The UI is usually terrible on
smart TVs�

Obsolescence Responses in this category indicate that a smart appli-
ance was not owned because the participant preferred
replaceable components. In this manner, add-ons can
be exchanged and updated without discarding the ap-
pliance when it loses support.

�I would rather have a `dumb'
fridge or TV that can be com-
plemented by more replaceable
`smart' devices�

Too large Responses in this category indicate that a smart appli-
ance was not owned because these products are either
considered too large or the participant does not have
enough space.

�No space�

Prefer laptop Responses in this category indicate that a smart ap-
pliance was not owned because the participant prefers
using a laptop.

�Why do I need a smart TV
when I have a laptop?! �

Unfamiliar Responses in this category indicate that a smart ap-
pliance was not owned because the technology is still
not well-known.

�I've never heard of a smart
fridge - I'm uncertain of the
bene�ts�

Upgrade not due Responses in this category indicate that a smart appli-
ance was not owned because the participant was not
ready to upgrade from an older device.

�No need to upgrade my cur-
rent appliances�

Do not own property Responses in this category indicate that a smart appli-
ance was not owned because the participant is renting
their property. Since they do not own their house,
they are limited in the devices they can install.

�Landlord would also be
against installing my own
fridge�

Not applicable to response Responses in this category are excessively concise or
provide little rationale for their response. It might
appear as if the reason supports the opposite answer.

�No particular reason�
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Table A.6: Do you own a Home Automation System?*

Theme Subtheme Subsubtheme De�nition Quote

Yes Type of device Smart lights Responses in this category indicate that a smart home
device was owned because they possessed smart lights.

�Smart lights at home
are good�

Applications Communication Responses in this category indicate that a smart home
device was owned because it is helpful for communi-
cating with others.

�Communication and
safety�

Security/safety Responses in this category indicate that a smart home
device was owned because it granted the participant
greater security or safety.

�Security�

Alarm clock Responses in this category indicate that a smart home
device was owned because it is useful as an alarm clock.

�Pretty good for us-
ing as an alarm in the
morning�

Advantages Useful Responses in this category indicate that a smart home
device was owned because it was deemed to provide
useful features.

�Convenience�

Usable Responses in this category indicate that a smart home
device was owned because it is usable.

�Usability�

Cheap Responses in this category indicate that a smart home
device was owned because the product is not too ex-
pensive.

�Acceptable price�

Fashionable Responses in this category indicate that a smart home
device was owned because it was considered fashion-
able, desirable or `cool'.

�Cool factor �

Saves money Responses in this category indicate that a smart home
device was owned because it saves the participant
money.

�I use them because
these security systems
allow to reduce my
mortgage loan�

Unsure Responses in this category indicate that a smart home
device was owned but the participant is unsure about
the reason.

�Unsure�

Not applicable to response Responses in this category are excessively concise or
provide little rationale for their response. It might
appear as if the reason supports the opposite answer.

�No�

Unsure Not applicable to response Responses in this category are excessively concise or
provide little rationale for their response. It might
appear as if the reason supports the opposite answer.

�N/A�

No Despite concerns Privacy Responses in this category indicate that a smart home
device was not owned as the participant possessed pri-
vacy concerns.

�Does not respect pri-
vacy�

Security Responses in this category indicate that a smart home
device was not owned as the participant possessed se-
curity concerns.

�Too easily hacked�
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Do you own a Home Automation System?* Continued

Unrequired No need Responses in this category indicate that a smart home
device was not owned because the participant did not
need such a device.

�I have no need for it�

Object to technology Responses in this category indicate that a smart home
device was not owned because the participant dislikes
this type of technology.

�Get o� your bum and
do it yourself �

Disadvantages Too expensive Responses in this category indicate that a smart home
device was not owned because it was deemed too ex-
pensive.

�Probably too expen-
sive�

Underdeveloped Responses in this category indicate that a smart home
device was not owned because it was deemed to not
be functional enough.

�The technology is also
not mature�

Too complex Responses in this category indicate that a smart home
device was not owned because it was deemed to be too
confusing, di�cult or complex.

�Di�culty of imple-
mentation�

Unfamiliar Responses in this category indicate that a smart home
device was not owned because the technology is still
not well-known.

�I haven't hear much
about it�

Have not taken time yet Responses in this category indicate that a smart home
device was not owned because the participant has not
yet taken the time to purchase it.

�Something that I
would like to try but
haven't so far �

Do not own property Responses in this category indicate that a smart home
device was not owned because the participant is rent-
ing their property. Since they do not own their house,
they are limited in the systems they can install.

�Would be against my
tenancy agreement to
install it�

Unsure Responses in this category indicate that a smart home
device was not owned but the participant is unsure of
their reason for this decision.

�Don't know �

Not applicable to response Responses in this category are excessively concise or
provide little rationale for their response. It might
appear as if the reason supports the opposite answer.

�Never bought one�
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A.2 Chapter 6: Device Interviews

Table A.7: Why do you think some people don't buy your device?

Theme Subtheme Subsubtheme De�nition Quote

Form factor Too large Too big Responses in this category indicate that some people
might not purchase the device because it is deemed
too large or bulky.

�Wouldn't buy one be-
cause it's too big�

Large charger Responses in this category indicate that some people
might not purchase the device since its charger is con-
sidered too large.

�It's annoying to hav-
ing to carry a big bulky
charger with you�

Required peripherals Responses in this category indicate that some people
might not purchase the device as it requires additional
peripherals to provide functionality.

�Also because you have
to wear a strap as well�

Poor usability Confusing Too complex Responses in this category indicate that some people
might not purchase the device as its interface is com-
plex or confusing.

�, I suspect that poten-
tial end user might be
put o� by the perceived
complexity�

Few instructions Responses in this category indicate that some people
might not purchase the device as it has/provides few
instructions. Therefore, the participant has little sup-
port in using the product.

�There's nothing in the
manual�

General usability Responses in this category indicate that some people
might not purchase the device since it has poor usabil-
ity.

�It's quite small and
for someone with
clumsy �ngers it might
be quite hard�

Software issues Insu�cient functionality Responses in this category indicate that some people
might not purchase the device since it does not possess
enough useful functionality.

�It may be that they
prefer tablets with a
wider range of facili-
ties�

Inaccurate readings Responses in this category indicate that some people
might not purchase the device since its software dis-
plays inaccurate data.

�It seems like some
Fitbits have a much
higher precision when
it comes to GPS �

Compatibility issues Responses in this category indicate that some people
might not purchase the device since it has compatibil-
ity issues with other products/manufacturers.

�And then there's com-
patibility issues around
that as well�

Unrequired Needless No need Responses in this category indicate that some people
might not purchase the device because they have no
need for its features or functionality.

�Because they feel like
there's no need�
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Why do you think some people don't buy your device? Continued

Not interested in exercise Responses in this category indicate that some people
might not purchase the device because they are not
interested in �tness or exercise.

�They are not inter-
ested at all about get-
ting a Fitbit or know-
ing how many steps
they're doing�

Fear of device Responses in this category indicate that some people
might not purchase the device because they are fearful
or apprehensive of such products.

�Like my mum, are a
little bit afraid of tech-
nology�

Already have similar device Responses in this category indicate that some people
might not purchase the device such they already pos-
sess similar products.

�Maybe their TV is
�ne�

Unfamiliar Responses in this category indicate that some people
might not purchase the device because they are unfa-
miliar with such products.

�I think perhaps peo-
ple don't know enough
about them�

Fashion Dislike the brand Responses in this category indicate that some people
might not purchase the device since they dislike the
brand/manufacturer.

�A lot of people hate
Apple, �rstly�

Too masculine Responses in this category indicate that some people
might not purchase the device because they regard it
as being too masculine. This might deter a woman or
somebody who dislikes this style of product.

�So I feel like it's tar-
geting men�

Prefer non-smart Responses in this category indicate that some people
might not purchase the device since they prefer non-
smart functionality.

�Businessmen would
rather have a proper
fancy Rolex than a
sportswatch�

Expense Expensive Responses in this category indicate that some people
might not purchase the device since they deem it to
be too expensive or a waste of money.

�They probably don't
want to spend the
money on them�

Poor value Responses in this category indicate that some people
might not purchase the device since they consider it
to be poor value.

�Probably get better
value for money buying
a big box �

Risks Virtual Privacy Responses in this category indicate that some people
might not purchase the device since they are concerned
over potential privacy risks.

�Because they think
that I might be com-
promised in one way,
and might impact their
privacy�

Security Responses in this category indicate that some people
might not purchase the device due to concerns over
potential security risks.

�I'm not really sure
whether it's a secure
piece of equipment or
not�
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Why do you think some people don't buy your device? Continued

Health Responses in this category indicate that some people
might not purchase the device due to health concerns.

�I've been questioning
now like what impact
it's been having on my
body�

Familiar with other operating systems Responses in this category indicate that some people
might not purchase the device since they have greater
familiarity with other operating systems. Therefore,
the challenge from switching might not be warranted.

�Just Windows which
is easier for her to get
used to�

Not powerful enough Responses in this category indicate that some people
might not purchase the device since they do not deem
it to be fast, quick or powerful enough.

�Because if you want
to do stu� that is a
bit heavier then maybe
a laptop isn't the best
machine�

Constant exercise reminder Responses in this category indicate that some people
might not purchase the device since they do not wish
to be frequently reminded to undertake exercise.

�They don't do a lot
of exercise so having a
constant reminder on
their wrist telling them
to get up and move�

Poor connection to phone Responses in this category indicate that some people
might not purchase the device since its connection to
a smartphone is poor and unstable.

�Maybe because the
quality of connection
isn't as good�

Environmental concerns Responses in this category indicate that some people
might not purchase the device since they believe it
might be a waste of materials.

�Waste of materials, I
don't know �

Prefer other devices Prefer smartphones Responses in this category indicate that some people
might not purchase the device since they prefer using
smartphones.

�iPhone or whatever
other smartphone de-
vice�

Prefer tablets Responses in this category indicate that some people
might not purchase the device since they prefer using
tablets.

�And other people that
would go for a tablet�

Prefer desktops Responses in this category indicate that some people
might not purchase the device since they prefer using
desktops.

�And I guess otherwise
people like desktops�

Prefer laptops Responses in this category indicate that some people
might not purchase the device since they prefer using
laptops.

�I think a lot of people
like the traditional lap-
top style�
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Table A.8: How often do you completely turn o� your device?

Theme Subtheme Subsubtheme De�nition Quote

Daily/frequently Energy Save device battery Responses in this category indicate that the device is
turned o� daily/frequently to save the device's battery.

�To save the battery�

Save energy Responses in this category indicate that the device is
turned o� daily/frequently to save energy.

�I don't know, it's just
an e�ciency thing�

Ensure performance Responses in this category indicate that the device is
turned o� daily/frequently since this contributes to
good performance.

�I think it's good for it�

Habit Responses in this category indicate that the device is
turned o� daily/frequently as part of a habit/routine.

�It's just a habit I
think �

Disturbs sleep Responses in this category indicate that the device is
turned o� daily/frequently since it disturbs the par-
ticipant's sleep when the product is left on.

�I keep mine o�, it
may be better at night
when you sleep�

To receive software updates Responses in this category indicate that the device is
turned o� daily/frequently since that allows software
updates to take place.

�It means that I can
restart it if it has any
updates or anything�

Safety Responses in this category indicate that the device is
turned o� daily/frequently since they wish electricity
to be disconnected and their products to be safe.

�I don't like the thought
of things, I have a
dog so I'm worried he'd
bite a cable or some-
thing�

Between daily and weekly Convenience Responses in this category indicate that the device
is turned o� weekly (or less than daily) since this is
more convenient (and requires less e�ort) than doing
it daily/frequently.

�Convenience I think
just to pick it up imme-
diately.�

Enable data collection Responses in this category indicate that the device is
turned o� weekly (or less than daily) since this allows
the product to collect data in the week-long periods in
between.

�If I'm using it to track
my sleep or to get an
understand of my sleep
cycle I'm not going to
turn it o� at night�

Habit Responses in this category indicate that the device
is turned o� weekly (or less than daily) as part of a
habit/routine.

�Just habit�

Storage Responses in this category indicate that the device is
turned o� weekly (or less than daily) as the product
is sometimes stored to keep it safe.

�It's more safe to
switch it o� and put it
in a drawer �

Between weekly and monthly Convenience Responses in this category indicate that the device is
turned o� monthly (or less than weekly) since this is
more convenient (and requires less e�ort) than doing
it daily/frequently or weekly.

�It just doesn't seem
necessary to shut it
down and wait�

272



How often do you completely turn o� your device? Continued

To provide functionality Responses in this category indicate that the device
is turned o� monthly (or less than weekly) since this
allows overnight jobs to run in between.

�Usually because I
have tasks that are
sort of still running
overnight�

Recon�guration required when restarted Responses in this category indicate that the device is
turned o� monthly (or less than weekly) since settings
have to be changed each time it is restarted.

�Every time I shut it
down and turn it on
again I have to reset
the BIOS for it to �nd
the hard disk again�

Good sleep mode Responses in this category indicate that the device is
turned o� monthly (or less than weekly) since its sleep
mode ensures the product functions correctly.

�Because it's quite
good at sleeping�

Good battery life Responses in this category indicate that the device is
turned o� monthly (or less than weekly) as it has good
battery life.

�The battery length is
adequate for me�

Never/rarely Convenience Responses in this category indicate that the device is
turned o� rarely or never since this is more convenient
(and requires less e�ort) than doing it more often.

�And yeah, it's just a
bit of a hassle to turn
it on and o� �

Enable data collection Responses in this category indicate that the device is
turned o� rarely or never since this allows the product
to collect data almost constantly.

�I just think if I'm go-
ing to count the steps
I might as well have it
on all the time�

To provide functionality Responses in this category indicate that the device is
turned o� rarely or never as the product must remain
on to provide functionality.

�Well because it's
controlling the central
heating and hot water
in the house, it's win-
ter, you know, I just
leave it running�

Challenging to turn o� Responses in this category indicate that the device is
turned o� rarely because it is challenging to undertake
this action.

�In order to turn it o�,
you have to like switch
something around at
the back �

Unsure how Responses in this category indicate that the device is
turned o� rarely or never since the participant does
not know how to undertake this action.

�I don't actually know
how to turn it o� �

Never considered it Responses in this category indicate that the device is
turned o� rarely or never since the participant never
thought of doing it.

�I've never thought
about turning it o� �
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Table A.9: Who do you think has access to your device's data?

Theme Subtheme Subsubtheme De�nition Quote

Hardware vendors Device manufacturers Responses in this category indicate that the
device's data might be accessible by the main
manufacturer of the hardware.

�Probably hardware manufac-
turers due to the software de-
livered with it�

Processor manufacturer Responses in this category indicate that the
device's data might be accessible by the man-
ufacturer of the product's processor.

�Maybe Intel because it's got
an Intel processor�

Audio manufacturer Responses in this category indicate that the
device's data might be accessible by the man-
ufacturer of the product's audio components.

�Realtek audio maybe, they
take some stu�? �

Software vendors Direct Operating system vendor Responses in this category indicate that the
device's data might be accessible by the main
developer (company) of the product's operat-
ing system.

�Apple probably get a lot of the
diagnostics back �

App/software vendors Responses in this category indicate that the
device's data might be accessible by the devel-
opers of the product's software/apps.

�So if you're using Net�ix then
probably Net�ix that has the
data�

Browser developers Responses in this category indicate that the
device's data might be accessible by the devel-
opers of the product's web browser.

�Mozilla probably get a good
few things so o� Firefox �

Cloud services Responses in this category indicate that the
device's data might be accessible by a partic-
ipant's cloud provider or service. This might
be through synching data to online storage.

�I store all of my data on
iCloud�

Google Responses in this category indicate that the
device's data might be accessible by Google.

�Google would get a lot of data
from that�

Shared with third parties Responses in this category indicate that the
device's data might be accessible by third par-
ties which have received it from other entities.

�I'm sure that somehow they
are outsourcing the data to
somebody else�

Online platforms Via accounts Responses in this category indicate that the
device's data might be accessible by online
platforms through user accounts.

�If I go on Facebook, Facebook
has access to it�

Via cookies Responses in this category indicate that the
device's data might be accessible by online
platforms through sessions and cookies.

�There's cookies, most of the
websites you visit�

Governments Responses in this category indicate that the
device's data might be accessible by govern-
ments (and state actors) through surveillance
techniques.

�I would say the government
could access things�

Networks LAN Company network Responses in this category indicate that the
device's data might be accessible to a partici-
pant's company if they are using its network.

�I connect to Private Virtual
Network and my employer can
look at my data�

274



Who do you think has access to your device's data? Continued

Networks connected to Responses in this category indicate that the
device's data might be accessible to non-work
networks to which the product connects.

�I have used it in airports and
public places�

Internet Service Provider Responses in this category indicate that the
device's data might be accessible by the par-
ticipant's Internet service provider.

�Possibly my Internet
provider �

Other owned devices Smartphone Responses in this category indicate that the
device's data might be accessible to the par-
ticipant's smartphone.

�Because it's on my phone�

Laptop Responses in this category indicate that the
device's data might be accessible the partici-
pant's laptop.

�It's only synched up to my
laptop�

People The participant Responses in this category indicate that the
device's data might be accessible to the par-
ticipant themselves.

�Some of the data it might be
just me�

Family and friends Responses in this category indicate that the
device's data might be accessible to the par-
ticipant's family, friends and partner.

�My husband only�

People they choose to share it with Responses in this category indicate that the
device's data might be accessible to those peo-
ple the participant chooses to share it with.

�Apart from what I give vol-
untary basically to an online
realm�

Phone network provider Responses in this category indicate that the
device's data might be accessible to their
smartphone's network provider.

�Possibly your phone
provider? �

Hackers Responses in this category indicate that the
device's data might be accessible to hackers or
cyber criminals.

�Hence anybody who hacked
my WiFi router �

Banks Responses in this category indicate that the
device's data might be accessible to the par-
ticipant's bank.

�I have my credit card on it so
the bank �

Unsure Responses in this category are unsure who can
access the device's data.

�I've no idea�

Never thought about it Responses in this category indicate that the
participant has never considered the matter
before.

�I've not really thought about
who accesses my data�
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Table A.10: Concern Questions - Data Deletion Scenario

Theme Subtheme Subsubtheme De�nition Quote

Concerns Data Valued Responses in this category indicate that the
participant opposes their device's data being
deleted because it is valued or considered im-
portant.

�I have a lot of stu� on there
that I wouldn't want to lose�

Reliant Responses in this category indicate that the
participant opposes their device's data being
deleted as they are dependent on it.

�Because I rely on it being
there�

Recovery E�ort to recover Responses in this category indicate that the
participant opposes their device's data being
deleted because it would take great e�ort to
recover it.

�I would be mad as hell as I'd
have to put it back in�

Cannot recover data Responses in this category indicate that the
participant opposes their device's data being
deleted because it would be impossible to re-
cover it all.

�Some of it I mean I wouldn't
be able to get back again�

Principle Principles Responses in this category indicate that the
participant opposes their data being deleted
on principle.

�I'd be annoyed at the principle
of someone doing it�

Unconsented Responses in this category indicate that the
participant opposes their device's data being
deleted without their consent or permission.

�I'd be more frustrated that
they did it without my con-
sent�

Invested in device Responses in this category indicate that the
participant opposes their device's data being
deleted since they spent money purchasing the
product.

�Just, well I guess I've paid a
lot of money for it�

Feels like theft Responses in this category indicate that the
participant opposes their device's data being
deleted as it feels like their information has
been stolen.

�It's like someone stealing
something from you�

Security concern Responses in this category indicate that the
participant opposes data deletion since it
would make them concerned about the secu-
rity of their device.

�Well I'd probably feel less se-
cure�

Lost functionality Responses in this category indicate that the
participant opposes their device's data being
deleted as they would lose access to the de-
vice's functionality.

�Because of the sleep tracking
data which would have like ac-
cumulated�

Inconvenient Responses in this category indicate that the
participant opposes their device's data being
deleted as it is inconvenient or annoying.

�It would be very inconve-
nient�
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Concern Questions - Data Deletion Scenario Continued

In mitigation Contingent Depends what data Responses in this category indicate that con-
cerns depended on what data was deleted. If
it was less important, it would trigger less con-
cern.

�Depends how much data�

Depends how/why deleted Responses in this category indicate that con-
cerns depended on how/why the data was
deleted. If it occurred due to an accident, the
participant would be less worried.

�It probably depends on why
they did that�

Innocuous data Responses in this category indicate that con-
cerns were limited since the device's data was
considered innocuous or not important.

�It's not particularly personal
or valuable information�

Backed-up Responses in this category indicate that con-
cerns were limited since the device's data was
backed up.

�I have backups, I wouldn't be
fussed�

Simple to replace Responses in this category indicate that con-
cerns were limited since the device's data
would be simple to replace. This refers to data
being recreated, not restored from a back-up.

�Well because you could just
wear it and start again�

No long-term requirement Responses in this category indicate that con-
cerns were limited since the device's data was
not required over a long term.

�I'm using it more for day-to-
day not long-term tracking�

Other matters are more important Responses in this category indicate that con-
cerns were limited since the participant �nds
other matters more important.

�To lose one's settings on their
Apple Watch isn't the biggest
deal in the world�

Table A.11: Concern Questions - Data Sharing Scenario

Theme Subtheme Subsubtheme De�nition Quote

Concerns Principle Principles Responses in this category indicate that the
participant opposes sharing due to their prin-
ciples or right to privacy/property.

�I think the principle of it
would be sort of annoying�

Unconsented Responses in this category indicate that the
participant opposes their data being shared
without their consent or permission.

�But it would be nice if they
asked �rst�

Private person Responses in this category indicate that the
participant opposes sharing since they consider
themselves a private or sensitive individual.

�I'm quite a private person
normally�

Data usage Tracking Responses in this category indicate that the
participant opposes sharing since it could en-
able tracking (possibly physical).

�It's indicative of when I'm at
home�

277



Concern Questions - Data Sharing Scenario Continued

Monetisation Responses in this category indicate that the
participant opposes sharing since companies
could make money o� the data.

�There's a possibility of your
data being monetised in some
way�

Unclear motives Responses in this category indicate that the
participant opposes sharing as the motives of
the device's company are not known.

�For a purpose I don't know
about�

Valued data Responses in this category indicate that the
participant opposes sharing since they value
their device's data.

�I guess a lot of the work stu�
I would care�

Cannot recover data Responses in this category indicate that the
participant opposes sharing since the data can-
not be recovered or reclaimed after it has been
released.

�Sharing means you can't re-
ally control how far it goes�

Inconvenience Responses in this category indicate that the
participant opposes sharing since it is inconve-
nient or annoying.

�That would be very inconve-
nient�

Company failure Responses in this category indicate that the
participant opposes sharing since they expect
the device's company to protect their informa-
tion.

�But more like you should have
been looking after my recipes�

Unsure Responses in this category indicate that the
participant was unsure of their concerns.

�Like, all these questions I've
not actually thought about�

In mitigation Contingent Depends what data Responses in this category indicate that con-
cerns depended on what data was shared. If it
was less important, it would trigger less con-
cern.

�It would depend what data it
was I think �

Depends why/how shared Responses in this category indicate that con-
cerns depended on why/how the data was
shared. If it occurred due to an accident, the
participant would be less worried.

�It obviously depends what
they do with the data�

Bene�ts User bene�ts Responses in this category indicate that con-
cerns were limited since the participant re-
ceives bene�ts from their data being shared.

�But if they could look at it
and it could help somehow, it
doesn't bother me that much�

Company bene�ts Responses in this category indicate that con-
cerns were limited since the device's vendor re-
ceives bene�ts from sharing data.

�Something inane like that
which helps Intel make better
stu� then okay I can deal with
that�

Little risk Innocuous data Responses in this category indicate that con-
cerns were limited since the device's data was
considered innocuous or not important.

�Most of it wouldn't be relevant
to anybody as such�

No received damage Responses in this category indicate that con-
cerns were limited since the participant has
never received damage before.

�But for the most part, I don't
notice anything happening�
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Concern Questions - Data Sharing Scenario Continued

Social norms Accepted reality Responses in this category indicate that con-
cerns were limited since the participant accepts
data sharing as a modern technological reality.

�I understand, like the concept
of, you know, businesses shar-
ing user information�

Nothing to hide Responses in this category indicate that con-
cerns were limited since the participant be-
lieves they have no data worth hiding.

�I'm not trying to hide any-
thing�

Exhibitionism Responses in this category indicate that con-
cerns were limited since the participant would
enjoy having their data shown to others.

�I actually would probably
pride myself a bit in what I do�

Table A.12: Concern Questions - Data Monitoring Scenario

Theme Subtheme Subsubtheme De�nition Quote

Concerns Principle Principles Responses in this category indicate that the
participant opposes monitoring due to their
principles or right to privacy/property.

�Well it's an invasion of one's
privacy�

Unconsented Responses in this category indicate that the
participant opposes their data being moni-
tored without their consent or permission.

�That's a bit dodgy if you
haven't authorised them to do
it�

Private person Responses in this category indicate that the
participant opposes monitoring since they con-
sider themselves a private or sensitive individ-
ual.

�I have got a little plaster over
my, over the video camera�

Data usage Tracking/security Responses in this category indicate that the
participant opposes monitoring since it could
enable tracking (possibly physical).

�You know when I'm in the
house if I'm using my scale,
for instance�

Advertising Responses in this category indicate that the
participant opposes monitoring since data
could be used for advertisements or marketing
purposes.

�Monitoring my data just for
the sake of it to advertise
things�

Valued/sensitive data Responses in this category indicate that the
participant opposes monitoring since they
value their device's data. This data might also
be sensitive or important.

�They can probably get quite a
lot of information from some-
one wearing a Fitbit�

Uncomfortable / chilling e�ects Responses in this category indicate that the
participant opposes monitoring as it would
make them feel uncomfortable.

�I think it would make me feel
very uncomfortable�

Take action in future Responses in this category indicate that the
participant would take action to protect their
data if they felt it was being monitored.

�Next time I would probably be
more cautious�
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Concern Questions - Data Monitoring Scenario Continued

In mitigation Contingent Depends what data Responses in this category indicate that con-
cerns depended on what data was monitored.
If it was less important, it would trigger less
concern.

�Then that's more personal
so I wouldn't like that being
shared�

Depends why/how monitored Responses in this category indicate that con-
cerns depended on why/how the data was
monitored. If it occurred due to an accident,
the participant would be less worried.

�Yeah again it would depend
on who it was and why they
were doing it�

Social norm Accepted reality Responses in this category indicate that con-
cerns were limited since the participant accepts
data monitoring as a modern technological re-
ality.

�I realise that in the modern
age we live in�

Nothing to hide Responses in this category indicate that con-
cerns were limited since the participant be-
lieves they have no data worth hiding.

�I have nothing to hide so I
wouldn't be bothered�

Law enforcement Responses in this category indicate that con-
cerns were limited since the participant be-
lieves data should be legitimately monitored
for law enforcement purposes.

�If this is something which is
done to keep the general popu-
lation safe...it wouldn't bother
me so much�

Innocuous data Responses in this category indicate that con-
cerns were limited since the device's data was
considered innocuous or not important.

�The data itself is not particu-
larly damaging�

Functionality bene�ts Responses in this category indicate that con-
cerns were limited since the participant re-
ceives bene�ts from their data being moni-
tored.

�It's the kind of Faustian
pact you have every time you
Google something, you know �

Machine automated Responses in this category indicate that con-
cerns were limited since their data is being
monitored by a machine, rather than a real
person.

�If it was a robot that was
monitoring what I was doing
then I expect I'd be okay with
it�

Table A.13: Concern Questions - Data Selling Scenario

Theme Subtheme Subsubtheme De�nition Quote

Concerns Principle Principles Responses in this category indicate that the partici-
pant opposes selling due to their principles or right to
privacy.

�I think that would be quite in-
trusive and violating�

Unconsented Responses in this category indicate that the partici-
pant opposes data being sold without their consent or
permission.

�I didn't give them permission
to do�
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Concern Questions - Data Selling Scenario Continued

Intention Responses in this category indicate that the partici-
pant opposes data selling since it is clearly intentional.
This contrasts with data sharing, which might be ac-
cidental.

�Yeah, so there's the intention
too I think �

Property Ownership Responses in this category indicate that the partici-
pant opposes data selling since they consider them-
selves to own the information.

�Because it's my stu�, so. It's
not yours to sell�

Bought device Responses in this category indicate that the partici-
pant opposes data selling since they already paid for
the device. Therefore, there is no reason for the vendor
to need to sell data.

�Because I've bought the Fitbit,
I don't think you should sell my
data�

Proceeds Pro�ting Responses in this category indicate that the partici-
pant opposes data selling since they do not want others
pro�ting from them.

�Because they would be making
money�

No proceeds Responses in this category indicate that the partici-
pant opposes data selling as they expect proceeds from
the transactions.

�Pretty upset I think as I want
some of that money as well�

Data usage Security risk Responses in this category indicate that the partici-
pant opposes data selling since it could place them at
risk.

�Whether it will allow someone
to identify me�

Advertising Responses in this category indicate that the partici-
pant opposes data selling since information could be
used for advertisement or marketing purposes.

�The idea of Facebook monetis-
ing something and sending me
advertisements�

Valued/sensitive data Responses in this category indicate that the partici-
pant opposes data selling since they value their de-
vice's data. This data might also be sensitive or im-
portant.

�I would be horri�ed, there's so
much personal information on
there�

Uncomfortable Responses in this category indicate that the partici-
pant opposes data selling as it would make them feel
uncomfortable.

�I would still feel uncomfort-
able�

Unknown recipients Responses in this category indicate that the partici-
pant opposes data selling as they are unaware of who
will receive their information.

�But it's that lack of knowl-
edge, not knowing where it's
going�

In mitigation Contingent Depends what data Responses in this category indicate that concerns de-
pended on what data was sold. If it was less important,
it would trigger less concern.

�But I guess it depends what
data it is�

Depends why/how sold Responses in this category indicate that concerns de-
pended on why/how the data was sold. If it occurred
due to an accident, the participant would be less wor-
ried.

�If they could show �oh well...it
was in our Terms and Con-
ditions�, I suppose there isn't
much I could do about it�

Depends if anonymised Responses in this category indicate that concerns de-
pended on whether sold data was anonymised. If so,
participants are likely to be less worried.

�I'd want it to be anonymised�
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Concern Questions - Data Selling Scenario Continued

Depends if vendor Responses in this category indicate that concerns de-
pended on whether the device vendor sold data. If so,
participants are likely to be less concerned.

�I think if the company them-
selves are doing things then
that's �meh��

Accepted reality Responses in this category indicate that concerns were
limited since the participant accepts data selling as a
modern technological reality.

�I guess that does happen and
in some cases we do accept it�

Innocuous data Responses in this category indicate that concerns were
limited since the device's data was considered innocu-
ous or not important.

�As I said, I don't really mind
who shares it�

Would sell own data Responses in this category indicate that concerns were
limited as the participant would sell their own data.

�It belongs to me, I would sell
it�

Additional purpose Responses in this category indicate that concerns were
limited since data is not playing other purposes, and
so might as well be sold.

�I'm not doing anything with
that data�

Table A.14: Behaviour Questions - Have you set a password?

Theme Subtheme Subsubtheme De�nition Quote

Yes Security General protection Responses in this category indicate that the partici-
pant set a password to increase their security. This is
in general, rather than referring to their device being
physically accessed.

�I think a password is crucial
for security reasons�

Physical access Responses in this category indicate that the partic-
ipant set a password to limit physical access to her
device. This di�ers from access after loss/theft, and
might concern the actions of colleagues or friends.

�If I do leave it out I don't want
my o�ce colleagues to be play-
ing pranks on me�

Loss/theft Responses in this category indicate that the partici-
pant set a password in case the device is lost or stolen.

�But also if it got lost, it
wouldn't be so easily accessible
by someone else�

Easy/quick Responses in this category indicate that the partici-
pant set a password because it is quick and easy to
use.

�It's easy to set up a password�

Parental controls Responses in this category indicate that the partici-
pant set a password because it allows them to limit
access by their children.

�I have a daughter and I need
to restrict the time that she can
use it�

Save battery Responses in this category indicate that the partic-
ipant set a password since the screen lock can save
device battery.

�If I'm leaving the room for a
while and I want to save the
battery�

Habit Responses in this category indicate that the partici-
pant set a password since it is part of their routine.

�Probably habit is the sort of
mechanical steps answer �

282



Behaviour Questions - Have you set a password? Continued

Requirement Responses in this category indicate that the partici-
pant set a password since it was required by software
they wished to install.

�I do, yes, because of the bank �

Duty to protect work computer Responses in this category indicate that the partici-
pant set a password because they believe they have a
duty to protect their work computer.

�I'd feel very much that it's my
responsibility to look after any
sensitive data�

Separate space Responses in this category indicate that the partici-
pant set a password since the user accounts allow them
to have a private space.

�And it's just the idea of hav-
ing a carved-out personal space
which is yours�

Sensible Responses in this category indicate that the partici-
pant set a password since they believed it a sensible
action to take.

�Common sense, you never
know what may happen�

Assisted by other Responses in this category indicate that the device
had a password since the user was assisted by another
person.

�Because my boss set it up for
me, he automatically sets it up
like that�

Prompted by device Responses in this category indicate that the partici-
pant set a password since the option was prompted to
them by the device interface.

�Prompted you as soon as you
opened it to set a password�

Password by default Responses in this category indicate that the device
came with a default password. This was not set by
the participant, and they are not sure whether it can
be changed/improved.

�It comes with a password�

No Not supported Responses in this category indicate that the partici-
pant did not set a password as the feature was not
supported by the device.

�No, there's nothing�

Too much e�ort Responses in this category indicate that the partici-
pant did not set a password as entering the code was
considered too much e�ort.

�It would be a little bit of a has-
sle entering a password every
time�

Little perceived risk Responses in this category indicate that the partici-
pant did not set a password as they considered the
device to be under little threat.

�The very small chance that
someone might steal the data�

Data considered innocuous Responses in this category indicate that the partici-
pant did not set a password since they considered their
data to be innocuous.

�There's not much private
data on the TV �

Have not investigated Responses in this category indicate that the partici-
pant did not set a password since they had not in-
vestigated this feature. They might also be unsure
whether a password exists.

�It's probably some functional-
ity I have not seen�

Only for online account Responses in this category indicate that the partici-
pant did not set a password on the device, but one is
used on the online account.

�The account has a password�
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Table A.15: Behaviour Questions - How much time have you spent reading privacy policies?

Theme Subtheme Subsubtheme De�nition Quote

Does read Gain awareness Improve knowledge Responses in this category indicate that the
participant read the device's privacy policy to
improve their knowledge of the situation.

�I've done something
to gain some aware-
ness�

Check for bad clauses Responses in this category indicate that the
participant read the device's privacy policy to
check for egregious or objectionable clauses.

�See if there's any-
thing ridiculous stand
out clauses�

Expertise Responses in this category indicate that the
participant read the device's privacy policy be-
cause they have knowledge of technology.

�Just basically because
of my professional
background I think �

Principle Responses in this category indicate that the
participant read the device's privacy policy out
of principle. They may feel that they should
make the e�ort to remain informed.

�Oh I make a point to
try and read it�

Concerns Responses in this category indicate that the
participant read the device's privacy policy
since they are concerned over how their data
might be used.

�My desire to protect
my privacy survives in
the face of reading that
privacy policy�

Little to read Responses in this category indicate that the
participant read the device's privacy policy be-
cause it was not much to read.

�I don't remember it
being extensive and I
went through all of it�

Little/no reading Document Too long Responses in this category indicate that the
participant did not read (or barely read) the
device's policy because it was too long.

�Because they're big
documents�

Complex/boring Responses in this category indicate that the
participant did not read (or barely read) the
device's policy because it was complex, boring
or written in legal terminology.

�Because it's written in
legalese and it's very
boring�

Foreign language Responses in this category indicate that the
participant did not read (or barely read) the
device's policy because it was written in a non-
English language.

�Also it was all in Chi-
nese�

Similar to others Responses in this category indicate that the
participant did not read (or barely read) the
device's policy since they believed it would just
be the same as other documents.

�I tend to kind of feel
if you've read one then
you've read many�

Makes little di�erence Need to use device Responses in this category indicate that the
participant did not read (or barely read) the
device's policy since they needed to use the
product regardless.

�Because you either
accept it or you close
the laptop down�
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Behaviour Questions - How much time have you spent reading privacy policies? Continued

Little real power Responses in this category indicate that the
participant did not read (or barely read) the
device's policy since they have little power or
recourse. If they object to a condition, they
have little in�uence over the product's vendor.

�I actually don't think
it's going to make
much of a di�erence�

Know enough already Responses in this category indicate that the
participant did not read (or barely read) the
device's policy because they believed they
knew enough about privacy without it.

�I don't know really,
it's probably, I know
enough to set the pass-
word�

Trust other parties Trusted data was safe Responses in this category indicate that the
participant did not read (or barely read) the
device's policy because they believed their
data was safe and secure.

�I guess I probably
trusted the company�

Trust others would check Responses in this category indicate that the
participant did not read (or barely read) the
device's policy because they trusted that the
document had been analysed by others.

�So I trust those
lawyers to have done
their job carefully�

Time consuming / too busy Responses in this category indicate that the
participant did not read (or barely read) the
device's policy because it would take too much
time.

�I have the perception
that it's a very lengthy
process�

Little perceived risk Responses in this category indicate that the
participant did not read (or barely read) the
device's policy because they have not received
damage before.

�I haven't heard of
any privacy things be-
ing breached�

Data considered innocuous Responses in this category indicate that the
participant did not read (or barely read) the
device's policy since they considered their data
to be innocuous.

�There's nothing that
they could access that
would worry me�

More concerned about functionality Responses in this category indicate that the
participant did not read (or barely read) the
device's policy as they were more concerned
about using their product.

�I was more excited to
get it on my wrist�

Social norms Responses in this category indicate that the
participant did not read (or barely read) the
device's policy because they believed it was
common for people to ignore these documents.

�I just hear a lot of peo-
ple give it �yes ok, I
agree��

Did not consider Responses in this category indicate that the
participant did not read (or barely read) the
device's policy because they did not think
about it.

�I just didn't really
think about it�
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Behaviour Questions - How much time have you spent reading privacy policies? Continued

Did not know policy location Responses in this category indicate that the
participant did not read (or barely read) the
device's policy because they did not know
where it was placed.

�There may have been
in the paper booklet
that came with it�

Table A.16: Behaviour Questions - How much time have you spent con�guring privacy settings?

Theme Subtheme Subsubtheme De�nition Quote

Did con�gure Advantages Security Responses in this category indicate that the partic-
ipant con�gured their privacy settings to strengthen
their security.

�I tend to have like three-
quarters of the way towards se-
cure setting�

Privacy Responses in this category indicate that the partici-
pant con�gured their privacy settings to improve their
privacy.

�I quite like knowing what my
laptop's sending�

Settings Easy/quick Responses in this category indicate that the partici-
pant con�gured their privacy settings since they were
quick, simple or easy to use.

�It was quite straightforward�

Prompted Responses in this category indicate that the partici-
pant con�gured their privacy settings since they were
prompted by the device.

�I think probably because when
the Mac prompts you�

Principle Responses in this category indicate that the partici-
pant con�gured their privacy settings based on princi-
ple. They might believe that it is their responsibility
to protect their device.

�It's a matter of principle�

Tweaking/tinkering Responses in this category indicate that the partici-
pant con�gured their privacy settings since they enjoy
customising their device's options.

�When I �rst set up anything I
tend to like to go through and
adjust the dials�

Habit Responses in this category indicate that the partici-
pant con�gured their privacy settings based on rou-
tine.

�I have a routine in doing that
when I have a new machine�

Synched settings from phone Responses in this category indicate that the partic-
ipant con�gured their privacy settings as they were
synched across from their smartphone.

�All those settings have been
transferred onto the watch�

Supported by another person Responses in this category indicate that the partici-
pant con�gured their privacy settings because another
individual supported them through the process.

�I probably talked about it for
about half an hour while he
was...setting it all up for me�

No rationale Responses in this category indicate that the partic-
ipant con�gured their privacy settings but provided
little reason for this decision.

�Five minutes, �ve minutes
maybe�

Not con�gure Little risk Little perceived risk Responses in this category indicate that the partici-
pant did not con�gure their privacy settings since they
did not believe the device to be at risk.

�I didn't realise people could
tap into it�
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Behaviour Questions - How much time have you spent con�guring privacy settings? Continued

Trust company Responses in this category indicate that the partici-
pant did not con�gure their privacy settings as they
trusted that they were safe with the vendor.

�Like the Fitbit the company
would have put in some very
basic security�

Settings not provided Responses in this category indicate that the partic-
ipant did not con�gure their privacy settings since
these options were not supported on the device.

�Well the device itself doesn't
really have any privacy set-
tings�

Too much e�ort Responses in this category indicate that the partici-
pant did not con�gure their privacy settings as they
believed this action would take too much e�ort.

�I think I'm being lazy. I was
being lazy�

More concerned about functionality Responses in this category indicate that the partici-
pant did not con�gure their privacy settings as they
were more concerned about using the product.

�I think that's just because we
were in a hurry to get it set up�

Data considered innocuous Responses in this category indicate that the partici-
pant did not con�gure their privacy settings since they
considered their data to be innocuous.

�Because I don't mind if some-
body had access to all of the
data�

Not prompted Responses in this category indicate that the partici-
pant did not con�gure their privacy settings as these
options were not prompted by the device's interface.

�It's not something that pops
out at you�

Social norms Responses in this category indicate that the partici-
pant did not con�gure their privacy settings as they
believed many people ignored these options.

�People just skirt through it
all�

Table A.17: Paradox Questions - Why do people use devices which place privacy at risk?

Theme Subtheme Subsubtheme De�nition Quote

Bene�ts Functionality/convenience Responses in this category indicate that people
use risky devices because of the functionality
or convenience that they provide. This might
be because they consider it to be a trade-o�.

�Convenience. Mostly
convenience, I think �

Centralised data Responses in this category indicate that peo-
ple use risky devices because they usefully cen-
tralise data and features into a single product.

�They use the device
for too much�

Short-term necessity Responses in this category indicate that peo-
ple use risky devices because they often have
an urgent short-term need. Even if they recog-
nise the threats, they use the technology to
complete an immediate task.

�Sometimes you might
have to use a laptop
like in a cafe on in a
hotel�

Lack of awareness Do not know of risk Responses in this category indicate that peo-
ple use risky devices since they do not recog-
nise they are at risk. They are not aware that
privacy can be infringed in this manner.

�Because they don't
understand privacy,
honestly�
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Paradox Questions - Why do people use devices which place privacy at risk? Continued

Does not understand protection Responses in this category indicate that people
use risky devices because they are not aware of
how to protect themselves.

�And maybe unedu-
cated of what they can
do to protect their
privacy�

Little perceived risk Little vulnerability Not considered vulnerable Responses in this category indicate that people
use risky devices because they do not consider
themselves vulnerable. They might know of
the threats, but believe themselves safe or not
a target.

�I mean, not thinking
of themselves as being
a legitimate target�

Trust companies Responses in this category indicate that people
use risky devices since they trust the product's
vendor.

�Or things were put in
place to protect, to pro-
tect your data�

Damage not severe Responses in this category indicate that people
use risky devices since they do not think the
damage would be severe.

�They have not ex-
perienced any privacy
breach which is costly�

Digital disinhibition / intangibility Responses in this category indicate that peo-
ple use risky devices because they lose their
inhibitions when interacting with technology.
Threats and consequences might not appear
as tangible when they exist in a virtual envi-
ronment.

�I just think it's a very
di�erent mind-set in
the digital world�

Lack of sensitivity Data considered innocuous Responses in this category indicate that people
use risky devices since they believe their data
is innocuous or unimportant.

�There's nothing in-
criminating�

Nothing to hide Responses in this category indicate that people
use risky devices since they believe they have
nothing to hide.

�Oh well, you know
I've got nothing to
hide�

Lack of e�ort Apathy Responses in this category indicate that peo-
ple use risky devices because they cannot be
bothered to protect themselves.

�Don't really care,
can't be bothered�

Fatalism Responses in this category indicate that people
use risky devices since they believe their pri-
vacy will be infringed anyway. They might be-
lieve that technology companies are too pow-
erful to resist.

�People might even be
aware but they just feel
like they're powerless
to �x it�

Personality Extroverted Responses in this category indicate that peo-
ple use risky devices because they are an ex-
troverted or public person.

�If you don't mind then
you're just a public
person�

Optimistic Responses in this category indicate that people
use risky devices because they are optimistic
that they will not fall victim.

�Then we all just col-
lectively assume that
we are safe�
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Paradox Questions - Why do people use devices which place privacy at risk? Continued

Do not care about privacy Responses in this category indicate that people
use risky devices because they simply do not
care about privacy.

�So I think a lot of peo-
ple just don't care�

Easier to use risky devices Responses in this category indicate that peo-
ple use risky devices because they �nd them
more usable. This might be because they lack
privacy restrictions.

�Or maybe their device
is easier to use�

Social norms / pressure Responses in this category indicate that people
use risky devices because there is a social norm
to interact with technology. There might also
be peer pressure from colleagues to use such
products.

�And it kind of be-
came the norm, the use
of tablets and smart-
phones�

Expense Responses in this category indicate that people
use risky devices because it is too expensive
to use safer alternatives. A person might be
`paying' for a service with their data, and it
might be more expensive if that data was not
shared.

�And if you do take
a cheap Android phone
it's probably con�gured
to leak privacy�

Fake software Responses in this category indicate that people
use risky devices because they might be tricked
by fake/fraudulent software.

�Secondly, some people
can design very gen-
uine software�

Table A.18: Paradox Questions - Why do people use their devices in an `unprivate' way?

Theme Subtheme Subsubtheme De�nition Quote

Functionality/convenience Responses in this category indicate that de-
vices are used in an `unprivate' manner be-
cause of the functionality or convenience that
their features can provide. Individuals might
regard privacy and functionality as a trade-o�,
with the former being more important.

�Because they want the
features�

Lack of awareness Do not know of risk Responses in this category indicate that de-
vices are used in an `unprivate' manner since
they people do not recognise they are at risk.
They are not aware that privacy can be in-
fringed in this manner.

�Again, because they're
not aware of the risks�

Do not understand protection Responses in this category indicate that de-
vices are used in an `unprivate' manner be-
cause people are not aware of how to protect
themselves.

�They don't know in
many cases even how
to change the settings�
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Paradox Questions - Why do people use their devices in an `unprivate' way? Continued

Generational di�erences Responses in this category indicate that de-
vices are used in an `unprivate' manner be-
cause older people may be less aware of how
to use technology.

�My parent's genera-
tion, who are not as
technologically-literate
as we are�

Little perceived risk Trust companies Responses in this category indicate that de-
vices are used in an `unprivate' manner since
people trust the product's vendor.

�There's a certain
amount of trust you
have with the devel-
oper �

Little severity Little potential damage Responses in this category indicate that de-
vices are used in an `unprivate' manner since
people do not think the damage would be se-
vere.

�So maybe nothing
happened, nothing
serious happened to
them yet�

Consequences not immediate Responses in this category indicate that de-
vices are used in an `unprivate' manner since
potential negative consequences are not imme-
diate. Therefore, it becomes challenging to
logically connect the events.

�The consequences are
far o� and they don't
happen immediately�

Lack of sensitivity Data considered innocuous Responses in this category indicate that de-
vices are used in an `unprivate' manner since
people believe their data is innocuous or unim-
portant.

�They don't see the
value that someone
could gain or obtain
from knowing the
data�

Nothing to hide Responses in this category indicate that de-
vices are used in an `unprivate' manner since
people believe they have nothing to hide.

�Because they have
nothing to hide,
maybe�

Personality Extroverted Responses in this category indicate that de-
vices are used in an `unprivate' manner be-
cause people are extroverted or open.

�They want to boast
about the things
they've done�

Denial Responses in this category indicate that de-
vices are used in an `unprivate' manner be-
cause people deny the fact that they might be
under threat.

�Maybe denial to an
extent as well�

Device interface Design Responses in this category indicate that de-
vices are used in an `unprivate' manner be-
cause of the way the product is designed. Per-
haps a user is encouraged to use the device in
a way which could threaten their privacy.

�They try quite hard
because their business
model is to get your in-
formation�

Default settings Responses in this category indicate that de-
vices are used in an `unprivate' manner be-
cause default settings are often quite lax.

�A lot of the devices
default to not being in-
credibly private�
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Paradox Questions - Why do people use their devices in an `unprivate' way? Continued

Lack of e�ort Apathy Responses in this category indicate that de-
vices are used in an `unprivate' manner be-
cause people cannot be bothered to protect
themselves.

�Yeah, I think general
apathy�

Easier to use Responses in this category indicate that de-
vices are used in an `unprivate' manner be-
cause it is easier to use them that way.

�Because it's easier.
Easier, quicker, proba-
bly�

Do not care about privacy Responses in this category indicate that de-
vices are used in an `unprivate' manner be-
cause people simply do not care about privacy.

�Or they simply don't
care�

Social norms / pressure Responses in this category indicate that de-
vices are used in an `unprivate' manner be-
cause there is a social norm to interact with
technology. There might also be peer pressure
from colleagues to use such products.

�And they're trying to
get social grati�cation
from people�

Too expensive Responses in this category indicate that de-
vices are used in an `unprivate' manner be-
cause it is too expensive to use it in a safer
way. The person might be `paying' for that
service with their data, and it might be more
expensive if that data was not shared.

�Would rather use the
free voice over inter-
net app rather than the
paid version�

Shared device Responses in this category indicate that de-
vices are used in an `unprivate' manner be-
cause a product might be shared by multiple
people.

�They might be like a
public device, like a
family device�

Table A.19: Paradox Questions - Why do people claim to value privacy but use risky devices?

Theme Subtheme Subsubtheme De�nition Quote

Bene�ts Functionality/convenience Responses in this category indicate that people
use devices despite their claims because of the
functionality or convenience that these prod-
ucts provide. Individuals might regard privacy
and functionality as a trade-o�, with the for-
mer being more important.

�I think convenience�

Short-term necessity Responses in this category indicate that people
use devices despite their claims because they
often have an urgent short-term need. Even if
they recognise the threats, they use the tech-
nology to complete an immediate task.

�But then on the other
hand they have to use
computers ... and time
pressure�
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Paradox Questions - Why do people claim to value privacy but use risky devices? Continued

Lack of awareness Do not know of risk Responses in this category indicate that peo-
ple use devices despite their claims since they
do not recognise they are at risk. They are
not aware that privacy can be infringed in this
manner.

�Not having a full
awareness of what
they're doing is risky
behaviour �

Do not understand protection Responses in this category indicate that people
use devices despite their claims because they
are not aware of how to protect themselves.

�But I have some idea
what to do, I don't
think everyone does�

Little perceived risk Little vulnerability Not considered vulnerable Responses in this category indicate that people
use devices despite their claims because they
do not consider themselves vulnerable. They
might know of the threats, but believe them-
selves safe or not a target.

�Nobody is interested
in what I'm doing or
whatever �

Trust companies Responses in this category indicate that people
use devices despite their claims since they trust
the product's vendor.

�You just assume that
it's new and it's all
protected�

Data considered innocuous Responses in this category indicate that peo-
ple use devices despite their claims since they
believe their data is innocuous or unimportant.

�The data that I'm
putting at risk is so in-
signi�cant to me�

Little severity Little potential damage Responses in this category indicate that people
use devices despite their claims since they do
not think the damage would be severe.

�If the level of risk is
not an extreme level�

Consequences not immediate Responses in this category indicate that people
use devices despite their claims since poten-
tial negative consequences are not immediate.
Therefore, it becomes challenging to logically
connect the events.

�You don't really think
about the consequences
because they're not im-
mediate�

Digital disinhibition / intangibility Responses in this category indicate that people
use devices despite their claims because they
lose their inhibitions when interacting with
technology. Threats and consequences might
not appear as tangible when they exist in a
virtual environment.

�Doing it on your com-
puter now, you just
don't realise just how
far it goes�

Lack of e�ort Apathy Responses in this category indicate that people
use devices despite their claims because they
cannot be bothered to protect themselves.

�I just get lazy about it
sometimes, but that's
what happens�

Fatalism Responses in this category indicate that peo-
ple use devices despite their claims since they
believe their privacy will be infringed anyway.
They might believe that technology companies
are too powerful to resist.

�I think I just gave up�
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Paradox Questions - Why do people claim to value privacy but use risky devices? Continued

Personality Optimistic Responses in this category indicate that people
use devices despite their claims because they
are optimistic that they will not fall victim.

�I tell myself that ev-
erything is really safe�

Group actions Privacy is subjective Responses in this category indicate that peo-
ple use devices despite their claims because pri-
vacy itself is a contextual and subjective topic.
Privacy might be conceptualised di�erently by
di�erent people or in di�erent environments.

�I think privacy is very
ambiguous�

Human nature Responses in this category indicate that people
use devices despite their claims because it is
human nature to desire contrasting goals.

�Good old fashioned
hypocrisy�

Society Social norms / pressure Responses in this category indicate that people
use devices despite their claims because there
is a social norm to interact with technology.
There might also be peer pressure from col-
leagues to use such products.

�Perhaps social pres-
sures, it's just like
Facebook �

Generational di�erences Responses in this category indicate that people
use devices despite their claims because they
might have grown up with digital technology.
They therefore might accept data sharing in a
manner that older generations might have not.

�Feel they are acting
in a private way, com-
pared to someone who
is in their 40s�

Device design Responses in this category indicate that peo-
ple use devices despite their claims because the
devices are designed to extract information.

�You set up an An-
droid phone and it will
ask you all these de-
tails�

Inconvenient Responses in this category indicate that peo-
ple use devices despite their claims because it
is inconvenient to use products in a privacy-
protecting manner.

�You know that you
should have a password
but ... it's not conve-
nient enough�

Control/agency Responses in this category indicate that people
use devices despite their claims because they
control what they actively broadcast. A per-
son might not mind sharing their own data,
but would dislike another party accessing it.

�More about thinking
about the choice you're
making before you do
it�

Setting an example to others Responses in this category indicate that people
use devices despite their claims as their claims
are used to set a good example.

�If they're a parent
then maybe they want
to set a good role�
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A.3 Chapter 7: Prototype Evaluation

Evaluation questionnaire tables

Table A.20: What did you like most about the game?

Theme De�nition Quote

Educational/instructive Responses in this category indicate that the most liked
element was the provided education. The user was
informed through messages, hints and direct feedback.

�I liked that you were able to
learn something�

Enjoyable/amusing Responses in this category indicate that the most liked
element was that the game was fun. The user enjoyed
the experience and found the app to be amusing.

�Was kind of fun as well�

Concept Responses in this category indicate that the most liked
element was the concept of the game. The user ap-
preciated the novel smartwatch approach and how it
di�ered from other games.

�That it incorporated the vir-
tual device's settings�

Movement usability Responses in this category indicate that the most liked
element was the ease of movement. The user found the
game to be easy to play.

�The ease of moving the char-
acter �

Simplicity Responses in this category indicate that the most liked
element was the simplicity of the game. The user
found it easy to understand and was not confused by
the design.

�Plain and easy, straight to the
point�

Challenges Responses in this category indicate that the most liked
element was the privacy challenges (also referred to as
quests or tasks).

�I liked trying to do the chal-
lenges as fast as possible�

Questions Responses in this category indicate that the most liked
element was the villager questions.

�I liked testing my knowledge
when meeting the neighbours�

Collecting coins Responses in this category indicate that the most liked
element was the act of collecting coins. This refers to
picking up coins while navigating the map, rather than
winning points by completing challenges or questions.

�I liked collecting coins�

Graphics Responses in this category indicate that the most liked
element was the graphics. They might have found the
appearance of the game to be cute or friendly.

�The retro graphics�

Reminiscent of old games Responses in this category indicate that the most liked
element was the retro design. The navigation and
graphics reminded the user of old games.

�It reminded me of old Nin-
tendo games�

Characters/avatar Responses in this category indicate that the most liked
element was the characters. This might refer to the
villagers, thieves or customised avatars.

�Customization of the charac-
ter �
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What did you like most about the game? Continued

Map design / navigation Responses in this category indicate that the most liked
element was the map layout. The user enjoyed navi-
gating the town and exploring the landmarks.

�The layout of the town was
cool�

Gaining points Responses in this category indicate that the most liked
element was the accruing of points.

�I liked earning points�

Quick Responses in this category indicate that the most liked
element was the brief nature of the game. The app did
not take long to play, and hence did not waste time.

�That you could do it fairly
quickly�

Interactive Responses in this category indicate that the most liked
element was the interactivity.

�The interactivity�

Unpredictable Responses in this category indicate that the most liked
element was the unpredictability of the game.

�Not know what was going to
happen next�

Easy di�culty Responses in this category indicate that the most liked
element was the ease of completion.

�It was very easy�

Challenging di�culty Responses in this category indicate that the most liked
element was the challenging gameplay.

�I found it hard�

Unsure Responses in this category were unsure what their
most liked element was.

�Not sure�

Little/nothing Responses in this category did not appear to like little
of the smartwatch game.

�Nothing at all�

Not applicable to response Responses in this category are excessively concise or
provide little rationale for their response. It might
appear as if these replies answer a di�erent question
(e.g., dislikes).

�NO�

Table A.21: What did you like least about the game?

Theme Subtheme De�nition Quote

Usability issues General controls Responses in this category disliked the general
usability of the game. They found the clicking
to be di�cult, particularly in desktop environ-
ments.

�The click and drag needed to
move the player is very annoy-
ing�

Challenge issues Responses in this category disliked the usabil-
ity of the challenges. There might have been
certain tasks which were challenging to com-
plete.

�I couldn't navigate back from
the privacy tasks to the game�

Laggy / slow navigation Responses in this category disliked the slow
responsiveness of the game. They may have
also opposed the e�ort required to navigate the
game map.

�I wasn't so fond of the lag�
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What did you like least about the game? Continued

Unfamiliar interface Responses in this category disliked the un-
familiarity of the interface. Therefore, they
found it di�cult to know where to go.

�I couldn't found how to �nd
the settings�

Bugs/errors Responses in this category disliked the bugs
within the game, which detracted from the
general experience.

�Sometimes it did not worked
well, i could not move at �rst
click �

Boring Theme Responses in this category disliked the general
theme of the game, labelling it as `boring' or
`pointless'.

�It was a bit boring�

Repetitive Responses in this category disliked the repeti-
tive nature of the game.

�It was repetitive�

Characters Thieves Responses in this category disliked encounter-
ing the thief characters.

�I didn't like the thieves�

Villagers Responses in this category disliked encounter-
ing the villager characters.

�Villagers�

Poor design / graphics Responses in this category disliked the graph-
ics of the game. This might be because they
are deemed too basic.

�Graphics could be better �

Too di�cult Responses in this category disliked the game as
they considered it too di�cult or challenging
to complete.

�How quick your health goes
down�

Lack of features Responses in this category disliked that the
game lacked extra features and customisation.

�The lack of features such as
awards or attacking�

Too long Responses in this category disliked the fact
that the game was so long in duration.

�Long�

Too short Responses in this category disliked the fact
that the game was so short in duration.

�A bit short, it could have been
longer �

Lack of guidance Responses in this category disliked the fact
that the game included little guidance. They
would have appreciate hints and assistance for
the challenges.

�Lack of any guidance on the
`settings' app�

Preachy Responses in this category disliked the
`preachy' narrative of the game, which repeat-
edly emphasised the importance of privacy.

�A bit preachy�

Knew information already Responses in this category disliked the fact
that they knew much of the privacy content al-
ready. Therefore, they learned little from the
experience.

�I also learned nothing new,
since I was already aware of
how to protect myself �

No music Responses in this category disliked the fact
that there was no sound in the game.

�No music�
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What did you like least about the game? Continued

Unclear map Responses in this category disliked the map's
perceived lack of clarity. This might have been
because only a portion of the town was visible
at any one time.

�I couldn't see whole map
where I was going�

Too simplistic Responses in this category disliked the game
since it was considered too simplistic.

�That it seemed super basic�

Coins Responses in this category disliked the role of
coins within the game.

�Coins�

Would require excessive permissions Responses in this category disliked the fact
that a smartwatch game would require a large
amount of permissions to support the chal-
lenges. It should be noted that since the pro-
totype was hosted online, privacy permissions
were not required.

�It could detect out of game ac-
tions, seemingly giving it a lot
of permissions on the watch�

Made user competitive Responses in this category disliked the fact
that the timed challenges made the user com-
petitive.

�Invigorated the competitive
side of me�

Everything Responses in this category reported disliking
everything about the game.

�Everything�

Nothing Responses in this category disliked little or
nothing about the game.

�Nothing I liked it all�

Unsure Responses in this category were unsure what
they disliked most about the game.

�Not sure�

Not applicable to response Responses in this category are excessively con-
cise or provide little rationale for their re-
sponse. It might appear as if these replies an-
swer a di�erent question (e.g., likes).

�Not applicable�

Table A.22: If you could improve one thing about the game, what would it be?

Theme Subtheme De�nition Quote

Usability of controls Responses in this category believe the game should be
improved by enhancing the usability of the gameplay
controls.

�I'd make it easier to
move around�

Design/graphics Responses in this category believe the game should be
improved by enhancing the design and graphics.

�Make the graphics a
little more this cen-
tury�

Extend / adjust game Levels Responses in this category believe the game should
be improved by extending, adjusting or adding more
levels.

�More levels�
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If you could improve one thing about the game, what would it be? Continued

Challenges Responses in this category believe the game should
be improved by extending, adjusting or adding more
challenges/tasks.

�Longer game with
more tasks�

Questions Responses in this category believe the game should be
improved by adjusting the villager questions.

�Make the answers to
the privacy questions
less obvious�

Game modes Responses in this category believe the game should be
improved by introducing more modes or adjusting the
gameplay.

�More minigames�

Maps Responses in this category believe the game should
be improved by extending, adjusting or adding more
maps.

�You could go inside
the buildings for ad-
ventures�

Add sound/music Responses in this category believe the game should be
improved by introducing sound e�ects or music.

�Maybe add some
sound to the game�

Speed/responsiveness Responses in this category believe the game should be
improved by enhancing the speed and responsiveness
of the interface.

�More �uid move-
ment�

More hints/instructions Responses in this category believe the game should be
improved by providing more help, feedback, hints and
instructions.

�Some explanations,
when the answer is not
correct�

More randomisation Responses in this category believe the game should be
improved by introducing more randomisation into the
challenges and the map.

�Make it more random,
for example make some
of the encounters not
be at the same place�

More coins Responses in this category believe the game should be
improved by adding more rewards and coins.

�More coins�

Improve characters Responses in this category believe the game should be
improved by enhancing the characters.

�The good guys�

Apply to di�erent smartwatches Responses in this category believe the game should be
improved by considering smartwatches other than just
Wear OS.

�Have an Apple or An-
droid option�

Implement natively on watch Responses in this category believe the game should be
improved by implementing a version on a real smart-
watch.

�Actually download an
app and play on a
watch�

Improved programming Responses in this category believe the game should be
improved by writing the code in a di�erent manner.

�Change the language
its written in�

Change/remove challenge timer Responses in this category believe the game should be
improved by adjusting or removing the timer in the
challenges.

�Don't have timed
tasks�

Remove introductory video Responses in this category believe the game should be
improved by removing the tutorial video.

�Maybe not show the
tutorial fully�
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If you could improve one thing about the game, what would it be? Continued

Fix current errors Responses in this category believe the game should
be improved by �xing the current bugs and interface
errors.

�The button on side
didn't work �

Add exciting theme Responses in this category believe the game should be
improved by adjusting the theme.

�More purpose�

Unsure Responses in this category are unsure how the game
should be improved.

�Don't know �

Nothing Responses in this category do not believe that the
game should be adjusted.

�None, the game is
perfect�

Everything Responses in this category believe that the game needs
to be totally altered to improve the experience.

�Everything�

Not applicable to response Responses in this category are too vague, concise or
irrelevant to provide advice.

�N/A�

Table A.23: What would in�uence you to change your behaviour?

Theme Subtheme De�nition Quote

Damage Personally a�ected/targeted Responses in this category indicate that be-
haviour would be changed if the user was per-
sonally a�ected or targeted by an attack.

�If my smart watch informa-
tion was stolen. Oh gosh�

Friends a�ected/targeted Responses in this category indicate that be-
haviour would be changed if a user's friend or
family was personally a�ected or targeted by
an attack.

�If someone I knew had been
a�ected�

Information Threats proven/demonstrated Responses in this category indicate that be-
haviour would be changed if privacy threats
could be clearly proven or demonstrated.

�Seeing real life examples of
people being exploited�

More details Responses in this category indicate that be-
haviour would be changed if the user received
additional information.

�More information�

News reports Responses in this category indicate that be-
haviour would be changed if the user read news
reports or articles about privacy risks.

�More news stories about data
theft�

Friends advice Responses in this category indicate that be-
haviour would be changed if a user's friend
advised them to take more control over their
privacy.

�A friend giving me advice�

Awareness advertisement Responses in this category indicate that be-
haviour would be changed if the user received
additional information from awareness cam-
paigns/initiatives.

�Advertising campaigns would
also help�
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What would in�uence you to change your behaviour? Continued

Features Current protective features Responses in this category indicate that be-
haviour will be changed by the presence of the
current privacy settings.

�To be more careful and turn
locations o� �

New features Responses in this category indicate that be-
haviour would be changed by the addition of
new features or settings.

�Additional privacy options
that I can use that aren't cur-
rently available�

Improved usability/convenience Responses in this category indicate that be-
haviour would be changed if privacy settings
were easier to use or more convenient.

�If the process of changing the
privacy options are easy, then
it will in�uence me to change
it�

Educational media Games Responses in this category indicate that be-
haviour would be changed if they played addi-
tional educational games.

�Playing more games like
these�

Videos Responses in this category indicate that be-
haviour would be changed if they watched ad-
ditional educational videos.

�Educational videos�

Session was persuasive Responses in this category indicate that be-
haviour was changed in response to the privacy
game or introductory video.

�The game really helped as it
was fun as well as making me
aware of the risks�

Increased risk Responses in this category indicate that be-
haviour would be changed in response to an
increased degree of privacy risk.

�The risk will make me change
how secure my smartwatch
data�

Storing sensitive data Responses in this category indicate that be-
haviour would be changed if the user had more
sensitive data on their watch.

�A banking app�

Advantages/incentives Responses in this category indicate that be-
haviour would be changed if privacy settings
o�ered additional advantages or incentives.

�Rewards for doing it�

Required by apps Responses in this category indicate that be-
haviour would be changed if apps required that
privacy settings were adjusted.

�If an app required it�

Nothing/little Responses in this category indicate that noth-
ing or little could be done to further encourage
behaviour change.

�Nothing, not that I care much
about the privacy�

Unsure Responses in this category are unsure what
could encourage an alteration in behaviour.

�I don't know right now �

Not applicable to response Responses in this category either do not re-
late to the question, are too vague, excessively
concise, or do not provide rationale.

�N/A�
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Posttest questionnaire tables

Table A.24: Do you think you understand how to protect your smartwatch data?

Theme Subtheme Subsubtheme De�nition Quote

Yes Learned through session Responses in this category indicate that they
understand protection because they learned it
through the session (game or video).

�Done a game a few
days ago that thought
me how to change set-
tings�

Learned independently Responses in this category indicate that they
understand protection since they have learned
about it through their own e�orts.

�I recently read an ar-
ticle on the subject and
learned a lot�

Familiarity/expertise in technology Responses in this category indicate that they
understand protection since they have famil-
iarity or expertise in technology.

�I'm pretty tech savvy�

Concerned about privacy risk Responses in this category indicate that they
understand protection since they were incen-
tivised by their concern for privacy.

�Because privacy of
data is important or
else it could be misused
by third parties�

Read information/instructions Responses in this category indicate that they
understand protection since they read infor-
mation or instructions.

�Because I read the in-
structions�

Experience/knowledge of protective settings Responses in this category indicate that they
understand protection since they either have
knowledge or experience of the privacy set-
tings.

�I know to disable apps
and permissions�

Similar to other devices Responses in this category indicate that they
understand protection since smartwatches are
considered to be similar to other devices. If
the user can protect their smartphone, these
skills can extend to the watch.

�I feel as though it's
similar to my phone�

Cautious Responses in this category indicate that they
understand protection since they are cautious
with their smartwatch.

�I'm careful with what
I download�

Not applicable to response Responses in this category are either too con-
cise, too vague, unrelated to the question or
not clear in their rationale.

�Because�

Unsure Insu�ciently skilled Not informed Responses in this category indicate that they
are unsure about protection since they do not
know enough about the topic.

�Not well versed in
smartwatch security�

Have not thought to explore Responses in this category indicate that they
are unsure about protection since they have
not thought about exploring privacy features.

�I never really thought
about it�
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Do you think you understand how to protect your smartwatch data? Continued

Smartwatches are novel Responses in this category indicate that they
are unsure about protection since smart-
watches are still novel.

�Relatively new tech-
nology�

Too complex Responses in this category indicate that they
are unsure about protection since guarding
smartwatch privacy is highly complex.

�They don't seem as
straight forward as
phones�

Adversaries are too skilled Responses in this category indicate that they
are unsure about protection since they be-
lieve other parties might be skilled in accessing
data.

�There are always new
ways to hack being dis-
covered�

Unconcerned Responses in this category indicate that they
are unsure about protection since they do not
care greatly about their privacy.

�I do not care if my
data is used by other
companies�

Try but not con�dent Responses in this category indicate that they
are unsure about protection despite trying to
guard their data.

�I think I have a good
idea. But there are al-
ways new ways�

Assumed was secure Responses in this category indicate that they
are unsure about protection since they as-
sumed their smartwatch was secure by default.

�I'm not really sure
how to protect my
smartwatch data. I
just assumed it was
already secure�

Protection not required Responses in this category indicate that they
are unsure about protection since they did not
believe it was necessary.

�No need protection�

Do not take action Responses in this category indicate that they
are unsure about protection since they didn't
take steps to guard their data.

�I don't actively do
anything protect it�

Traded for functionality Responses in this category indicate that they
are unsure about protection since privacy
sometimes must be relaxed to allow features.

�The app will not func-
tion without these per-
missions�

Unsure Responses in this category cannot explain why
they are unsure about smartwatch protection.

�I'm not pretty sure
about it�

Not applicable to response Responses in this category are either too con-
cise, too vague, unrelated to the question or
not clear in their rationale.

�Just because�

No Insu�ciently skilled Not informed Responses in this category indicate that they
doubt they understand protection since they
do not know enough about the topic.

�I really have no idea
how to protect my
data�

Have not explored Responses in this category indicate that they
doubt they understand protection since they
did not explore the privacy settings.

�Have not taken the
time to fully under-
stand all threats�
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Do you think you understand how to protect your smartwatch data? Continued

Smartwatches are novel Responses in this category indicate that they
doubt they understand protection since smart-
watches are still novel.

�I'm not familiar
enough with my smart-
watch�

Too complex Responses in this category indicate that they
doubt they understand protection since guard-
ing privacy is too complex.

�Too many options -
seems to vary by app�

Adversaries are too skilled Responses in this category indicate that they
doubt they understand protection since other
parties are skilled at data access.

�Thieves are always
coming up with new
ways to get into our
technology�

Unconcerned Responses in this category indicate that they
doubt they understand protection since they
are not concerned or interested about their pri-
vacy.

�Never was a concern�

Protection not required Responses in this category indicate that they
doubt they understand protection since they
did not believe it was required.

�Safe�

Assumed was secure Responses in this category indicate that they
doubt they understand protection since they
assumed that the smartwatch was secure.

�Thought it was safe
and protected�

Lack of instructions Responses in this category indicate that they
doubt they understand protection since su�-
cient instructions are not available.

�Because there was no
instructions�

Lack of salience Responses in this category indicate that they
doubt they understand protection since the
topic was not salient. As they did not think
about privacy, it is unlikely they understand
it.

�Because I've never re-
ally thought about it be-
fore�

Unsure Responses in this category are unsure why they
do not understand smartwatch protection.

�I don't know �

Not applicable to response Responses in this category are either too con-
cise, too vague, unrelated to the question or
not clear in their rationale.

�N/a�
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Table A.25: Do you feel con�dent you can protect your smartwatch data?*

Theme Subtheme Subsubtheme De�nition Quote

Yes Learned through session Responses in this category indicate that they
are con�dent since they learned protection
through the session (game or video).

�I have played a game
that teaches best prac-
tice�

Learned independently Responses in this category indicate that they
are con�dent since they learned protection
through their own e�orts, or through discus-
sion with others.

�I have done a lot of re-
search on the subject�

Taken action to protect data Responses in this category indicate that they
are con�dent since have used tools to protect
their data.

�I am very careful with
my security settings
and always do all the
updates�

Understand smartwatch protection Responses in this category indicate that they
are con�dent since they understand how pro-
tection works on a smartwatch.

�Because I am aware of
the risks and I know
how to minimize it�

Familiarity/expertise in technology Responses in this category indicate that they
are con�dent since they have familiarity or ex-
pertise in technology.

�I did IT networking
and security�

Similar to other devices Responses in this category indicate that they
are con�dent since smartwatch protection is
deemed similar to protecting other devices.

�I feel it is similar to a
phone�

Cautious Responses in this category indicate that they
are con�dent since are cautious with their data
and are concerned about privacy.

�I am careful with what
is installed�

Not under great threat Responses in this category indicate that they
are con�dent since they do not believe they are
under great threat.

�I think I'm safe�

Trust vendor Responses in this category indicate that they
are con�dent since they trust the protection
and updates of the watch manufacturer.

�I believe the secu-
rity futures are good
enough�

Not applicable to response Responses in this category are either too con-
cise, too vague, unrelated to the question or
not clear in their rationale.

�Believe�

Unsure Insu�ciently skilled Not informed Responses in this category indicate that they
are unsure since they do not know enough
about the topic.

�I don't feel like I have
enough knowledge on
the how to protect my
data�

Too complex Responses in this category indicate that they
are unsure since protecting data is complex.

�Too many variables�

Infeasible Adversaries are too skilled Responses in this category indicate that they
are unsure since they believe hackers, compa-
nies and criminals are too skilled.

�There can be other
new hacking methods�
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Do you feel con�dent you can protect your smartwatch data?* Continued

Perfect protection is impossible Responses in this category indicate that they
are unsure since they believe complete data
protection is impossible.

�A simple lock screen
can only do so much�

Not previously acted Responses in this category indicate that they
are unsure since the user has never considered
or tried to protect their data.

�I don't actively do
anything protect it�

Ignores policies Responses in this category indicate that they
are unsure since they do not always read poli-
cies, permissions and Terms & Conditions.

�I don't always read the
update info and per-
missions�

Device vulnerabilities Responses in this category indicate that they
are unsure since a device vulnerability might
undermine their protection.

�The information can
be accessed if the man-
ufacturer is untrust-
worthy�

Trust the vendor Responses in this category indicate that they
are unsure since protection is not necessary if
you trust the product.

�Trusting technology�

Unsure Responses in this category indicate that they
are unsure but cannot provide a reason for this
opinion.

�Not that sure�

Not applicable to response Responses in this category are either too con-
cise, too vague, unrelated to the question or
not clear in their rationale.

�N/a�

No Insu�ciently skilled Not informed Responses in this category indicate that they
lack con�dence since they do not know enough
about the topic.

�Again, I have no idea
how it all works�

Too complex Responses in this category indicate that they
lack con�dence since protecting data is com-
plex.

�No, I feel it's a very
di�cult task �

Infeasible Adversaries are too skilled Responses in this category indicate that they
lack con�dence since hackers, companies and
criminals are skilled in accessing data.

�The companies always
have a way to get your
data�

Perfect protection is impossible Responses in this category indicate that they
lack con�dence since they believe complete
data protection is impossible.

�Even with security
measures, is it really
safe�

Not acted previously Responses in this category indicate that they
lack con�dence since the user has never con-
sidered or tried to protect their data.

�I never thought about
it until now �

Ignores policies Responses in this category indicate that they
lack con�dence since they do not always read
policies, permissions and Terms & Conditions.

�I don't read ever
agreement when down-
loading an app�

Device vulnerabilities Responses in this category indicate that they
lack con�dence since a device vulnerability
might undermine their protection.

�I feel there are vulner-
abilities I don't know
about�
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Do you feel con�dent you can protect your smartwatch data?* Continued

Unsure Responses in this category indicate that they
lack con�dence but cannot provide a reason for
this opinion.

�Not sure�

Not applicable to response Responses in this category are either too con-
cise, too vague, unrelated to the question or
not clear in their rationale.

�N/A�

Table A.26: Do you think taking action to protect your smartwatch data is worth the e�ort?*

Theme Subtheme Subsubtheme De�nition Quote

Yes Protection Protect data Responses in this category indicate that taking action
is justi�ed by the goal of protecting personal data.

�It is important that my data
is protected�

Reduce personal risk Responses in this category indicate that taking action
is justi�ed by seeking to reduce risk.

�Yes, it can save you from hav-
ing a problem that can be get
really bad�

Privacy Values principle Responses in this category indicate that taking action
is justi�ed by the user valuing the principle of privacy
or security.

�My data is supposed to be pri-
vate�

Sensitive data Responses in this category indicate that taking action
is justi�ed by the fact that their data is sensitive.

�Because it has some very per-
sonal information�

Cautious Responses in this category indicate that taking action
is justi�ed since it is prudent to protect data and be
cautious.

�Better to be safe than sorry�

Little e�ort Responses in this category indicate that taking action
is justi�ed by the fact that protection requires little
e�ort.

�It hardly takes anytime at all
to protect my data�

Helps feel secure Responses in this category indicate that taking action
is justi�ed by the fact it helps the user feel safe or
secure.

�So I feel more secure to enter
my data into my watch�

Not applicable to response Responses in this category are either too concise, too
vague, unrelated to the question or not clear in their
rationale.

�Coz it is�

Unsure Little risk Low threat Responses in this category indicate that they are un-
sure that taking action is justi�ed since they do not
face a serious threat.

�That data isn't targeted
enough�

Data lacks sensitivity Responses in this category indicate that they are un-
sure that taking action is justi�ed since their data is
not sensitive and therefore unlikely to be coveted.

�My smart watch doesn't run
any apps that collect personal
data�

Too complex Responses in this category indicate that they are un-
sure that taking action is justi�ed since they believe
the matter is too complex.

�Not sure how much action is
required�
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Do you think taking action to protect your smartwatch data is worth the e�ort?* Continued

Do not know risk Responses in this category indicate that they are un-
sure that taking action is justi�ed since they are not
aware of the degree of risk.

�Not sure what's at risk �

Depends on data sensitivity Responses in this category indicate that the user's will-
ingness to act depends on how sensitive their data is.

�If I keep sensitive data and
passwords then I would protect
it�

Not sure why data would be desired Responses in this category indicate that they are un-
sure that taking action is justi�ed since they do not
understand why their data is desirable.

�Not sure how someone could
use the data�

Data accessible regardless Responses in this category indicate that they are un-
sure that taking action is justi�ed since personal data
can be accessed through alternative means.

�Data is sold anyway�

Unsure Responses in this category indicate that they are un-
sure that taking action is justi�ed but do not have
clear rationale.

�Don't know �

Not applicable to response Responses in this category are either too concise, too
vague, unrelated to the question or not clear in their
rationale.

�N/a�

No Little risk Low threat Responses in this category indicate that they do not
believe that taking action is justi�ed since they do not
face a serious threat.

�I don't think the threat to steal
that data is all that great�

Data lacks sensitivity Responses in this category indicate that they do not
believe that taking action is justi�ed since their data
is not sensitive and therefore unlikely to be coveted.

�I don't have much personal
information on my smart
watch�

Too complex Responses in this category indicate that they do not
believe that taking action is justi�ed since they believe
the matter is too complex.

�At the end of the day, there is
no conceivable way to protect
all of your data�

Data accessible regardless Responses in this category indicate that they do not
believe that taking action is justi�ed since personal
data can be accessed through alternative means.

�Companies are getting that
data no matter what�

Loss of convenience Responses in this category indicate that they do not
believe that taking action is justi�ed since protection
would impede functionality.

�I lose out on a lot by turning
o� settings that could share my
data�

Nothing to hide Responses in this category indicate that they do not
believe that taking action is justi�ed since they believe
that they have nothing to hide.

�I have nothing to hide�

Trust the smartwatch vendors Responses in this category indicate that they do not
believe that taking action is justi�ed since they trust
the smartwatch companies.

�I trust in the companies�

Unsure Responses in this category indicate that they do not
believe that taking action is justi�ed but do not have
clear rationale.

�Not sure�
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Do you think taking action to protect your smartwatch data is worth the e�ort?* Continued

Not applicable to response Responses in this category are either too concise, too
vague, unrelated to the question or not clear in their
rationale.

�Anti-trust issues�

Table A.27: Do you think your smartwatch data faces a realistic threat?*

Theme Subtheme Subsubtheme De�nition Quote

Yes Particular attacks Sophisticated attacks Responses in this category believe a threat
is encountered since sophisticated hackers can
access data.

�Hacking and identity
thieves get more ad-
vanced every day�

Theft Responses in this category believe a threat is
encountered since smartwatches and their data
can be stolen.

�It is small and could
be easily lost or stolen�

Location tracking Responses in this category believe a threat is
encountered since parties wish to access loca-
tion or track geographical positions.

�People can track your
movements�

Identity theft / fraud Responses in this category believe a threat is
encountered since parties wish to commit fraud
and identity theft.

�I think that your data
could be breached and
used to steal your iden-
tity�

Data selling/sharing Responses in this category believe a threat is
encountered since companies and other parties
would like to sell and share data.

�Companies are will-
ing to sell our data for
pro�t�

Vulnerabilities Insecure smartwatches Responses in this category believe a threat is
encountered since smartwatches are not com-
pletely secured.

�Because it's not really
protected�

Technology is insecure Responses in this category believe a threat is
encountered since technology in general are
not completely secured.

�Everything electronic
(especially connected
to the internet) is
hackable�

Connected to smartphone Responses in this category believe a threat is
encountered since the smartwatch is linked to
a smartphone.

�The data on my watch
is synced with what my
phone is carrying�

Sensitive data Responses in this category believe a threat
is encountered since the smartwatch contains
sensitive data. Therefore, it becomes a lucra-
tive target for attackers.

�There is valuable in-
formation there which
would be of interest to
some people�

Protection is never perfect Responses in this category believe a threat is
encountered since absolute protection cannot
be guaranteed.

�There are always
methods to circumvent
security�
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Do you think your smartwatch data faces a realistic threat?* Continued

Unsure Responses in this category believe a threat is
encountered but cannot provide their ratio-
nale.

�Not sure�

Not applicable to response Responses in this category are either too con-
cise, too vague, unrelated to the question or
not clear in their rationale.

�Very good�

Unsure Likely Protection is never perfect Responses in this category are unsure whether
threat is encountered, but it is possible since
protection is never perfect.

�It's hard to know,
with so many new se-
curity threats�

Potential damage Responses in this category are unsure whether
threat is encountered, but it is possible that
damage can be in�icted.

�Apps can be used to
obtain personal infor-
mation�

Not sure Not informed Responses in this category are unsure whether
threat is encountered since they are not su�-
ciently informed.

�I feel like I don't know
enough about safety�

Unsure Responses in this category are unsure whether
threat is encountered and cannot provide their
rationale.

�I honestly don't know �

Not applicable to response Responses in this category are either too con-
cise, too vague, unrelated to the question or
not clear in their rationale.

�Because�

Unlikely Data not sensitive Responses in this category are unsure whether
threat is encountered, but it is unlikely since
smartwatch data is not sensitive.

�Again not sure what
they would get from the
data�

Little perceived risk Responses in this category are unsure whether
threat is encountered, but it is unlikely since
little risk is perceived.

�I've not heard any-
thing about data being
stolen from a watch�

Adequately protected Responses in this category are unsure whether
threat is encountered, but it is unlikely since
smartwatches are su�ciently protected.

�I think smart watches
have suitable security
measures�

Easier/other alternatives Responses in this category are unsure whether
threat is encountered, but it is unlikely since
other technologies are easier or more pro�table
to target.

�I think phones are
more a target than
watches at this time�

No Little interest Data not sensitive Responses in this category doubt that smart-
watches are under threat since little sensitive
data is stored.

�I don't have any really
important info on my
watch�

Not important person Responses in this category doubt that their
smartwatch is under threat since they are not
a person of importance.

�Because I am nothing
special�

Little perceived risk Responses in this category doubt that smart-
watches are under threat since they perceive
little risk.

�I have never been at-
tacked before�
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Do you think your smartwatch data faces a realistic threat?* Continued

Adequately protected Responses in this category doubt that smart-
watches are under threat since they believe
they are secure enough.

�All the programs and
the updates are up-
loaded properly�

Easier/other alternatives Responses in this category doubt that smart-
watches are under threat since other devices
are easier, more pro�table or more accessible
to target.

�Other devices are at-
tacked more�

Trust smartwatch company Responses in this category doubt that smart-
watches are under threat they trust the man-
ufacturer of their device.

�The protection on
this operation system
is very secure�

Unsure Responses in this category doubt that smart-
watches are under threat but cannot provide
their rationale.

�Not sure�

Not applicable to response Responses in this category are either too con-
cise, too vague, unrelated to the question or
not clear in their rationale.

�Just that�

Table A.28: What would in�uence you to take greater action to protect your smartwatch data?

Theme Subtheme De�nition Quote

Damage Personally a�ected/targeted Responses in this category indicate that action
would be encouraged if the user was personally
a�ected or targeted by an attack.

�If I knew it was being accessed
without permission�

Friends a�ected/targeted Responses in this category indicate that action
would be encouraged if a user's friend or fam-
ily was personally a�ected or targeted by an
attack.

�If a friend or somebody I knew
had their data stolen�

High-pro�le damage Responses in this category indicate that action
would be encouraged if a high-pro�le and pub-
licised attack took place.

�If there was a big scandal�

Information Threats proven/demonstrated Responses in this category indicate that action
would be encouraged if privacy threats could
be clearly proven or demonstrated.

�An example of what could go
wrong with low protection�

More details Responses in this category indicate that action
would be encouraged if the user received addi-
tional information.

�I think more information
needs to be made available�

Vendor warnings Responses in this category indicate that action
would be encouraged if the user received infor-
mation/warnings from their smartwatch ven-
dor.

�If there was more information
that the company provided�
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What would in�uence you to take greater action to protect your smartwatch data? Continued

News reports Responses in this category indicate that action
would be encouraged if the user read news re-
ports or articles about privacy risks.

�News about not ethical use of
data�

Awareness advertisement Responses in this category indicate that ac-
tion would be encouraged if the user received
additional information from awareness cam-
paigns/initiatives.

�Information campaigns�

Friends advice Responses in this category indicate that action
would be encouraged if a user's friend advised
them to take more control over their privacy.

�Advice from friends�

New helpful features Responses in this category indicate that action
would be encouraged by the addition of new
features or settings.

�If there were new or addi-
tional security measures�

Increased risk Responses in this category indicate that ac-
tion would be encouraged in response to an
increased degree of privacy risk.

�If I was more at risk of having
it invaded or stolen�

Storing sensitive data Responses in this category indicate that action
would be encouraged if the user had sensitive
data on their watch.

�If I had sensitive information
on my smartwatch�

Advantages/incentives Responses in this category indicate that action
would be encouraged if privacy settings o�ered
additional advantages or incentives.

�Rewards for having security
setup�

Nothing Responses in this category indicate that noth-
ing or little could be done to encourage greater
action.

�Nothing really�

Already take action Responses in this category indicate that they
have used tools to protect their data.

�I've done everything I can
now �

Principle Responses in this category indicate that they
are encouraged by the principle of security, pri-
vacy or data protection.

�Importance of privacy�

Unsure Responses in this category are unsure what
could encourage them to take greater action.

�I don't know �

Not applicable to response Responses in this category either do not re-
late to the question, are too vague, excessively
concise, or do not provide rationale.

�N/a�
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A.4 Chapter 8: Longitudinal Study

Concern questionnaire tables

Table A.29: Stranger Access Scenario Pair - Data Access

Theme Subtheme De�nition Quote

Unconcerned Aid watch return Such responses believe that stranger access
could be bene�cial, as they could assist in re-
turning the watch.

�But may help it to be returned
if it had been lost�

Screen lock protection Such responses believe damage from access is
limited since a screen lock (PIN, password or
pattern) is enabled on the watch.

�And I have a lock on it�

Lack of sensitive data Such responses are unconcerned since they be-
lieve strangers could not extract much value
from their smartwatch data.

�Not sure they'd get much out
of it�

Contingent Depends on sensitivity Such responses state their concern depends on
the sensitivity of the accessed data. Individu-
als might not mind certain details being read,
but would oppose other data being accessed.

�If they had my exercise infor-
mation I wouldn't mind much�

Depends on accessor Such responses state their concern depends on
the abilities of the stranger accessing data.

�Depends on the stranger!
Someone without computing
skills - unconcerned as I en-
abled a PIN �

Limited damage Will not sell unlike companies Such responses believe damage from access is
limited since ordinary individuals won't sell
data. This is unlike tech companies.

�The average stranger wouldn't
sell this data to organisations�

Limited smartwatch functionality Such responses believe damage from access is
limited since smartwatches only have a small
array of functionality.

�I would mind less, the smart-
watch is much more restricted�

Remotely disconnect accounts Such responses believe damage from access is
limited since app accounts can be disconnected
remotely.

�I would think I would be able
to de-link my account from the
device remotely�

Hardware more valuable than data Such responses believe damage from access is
limited since strangers are more likely to pro�t
from the hardware rather than the data.

�I'd hope they would be looking
to sell the watch, not steal my
data�

Greater damage Principle Such responses are concerned because of the
ethical issues of a stranger accessing their data.
They believe such an event is invasive and a
breach of their right to privacy.

�Breach of personal privacy�

Fraud Such responses are concerned because a
stranger could use the smartwatch data to
commit fraud, such as identity theft.

�There are many kinds of fraud
easily doable just knowing few
personal data�
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Stranger Access Scenario Pair - Data Access Continued

Security risk Such responses are concerned due to security
or safety risks. Individuals may believe they
could be harmed as a result of a stranger read-
ing this data.

�They may use it to harm me
or extorsion me�

Personal data Such responses are concerned because they be-
lieve their personal data is private and sensi-
tive.

�I don't want a stranger
know...my calendar (or have
sensitive data)�

Identi�cation Such responses are concerned because individ-
uals might be identi�ed based on their data.

�I could be easily identi�ed�

Inconvenience Such responses are concerned because
strangers accessing their data might cause
inconvenience.

�Also, if I use Android pro-
gram, it might be inconve-
nient�

Table A.30: Stranger Access Scenario Pair - App Usage

Theme Subtheme De�nition Quote

Unconcerned Lack of sensitive data Such responses are not concerned as they be-
lieve their apps don't provide access to sensi-
tive or serious data.

�I don't have any serious apps
there�

Contingent Depends on app Such responses state their concerns depend on
which app is used by a stranger. If a remark
quali�es concern by referring to particular app,
this category is relevant.

�But the answer depends on
the app itself �

Depends on damage Such responses state their concerns depend on
the damage in�icted by app usage. Issues
could include fraudulent emails, �nancial harm
or risk to a family.

�If the stranger could send
emails using my account, I will
be concerned�

Limited damage Screen lock protection Such responses believe damage from app use is
limited since a screen lock (PIN, password or
pattern) is enabled on the watch.

�PIN feature helps protect
against this�

Remotely disconnect accounts Such responses believe damage from app use is
limited since app accounts can be disconnected
remotely. This could be achieved by changing
account passwords.

�I think this one is easily solv-
able by changing account pass-
words�

Greater damage Principle Such responses are concerned because of the
ethical issues of a stranger using their applica-
tions. They believe such an action is invasive
and a breach of their right to privacy.

�Bit creepy! �

Identity theft Such responses are concerned because a
stranger could commit identity theft through
using a victim's data.

�Identity theft is my worst
fear �
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Stranger Access Scenario Pair - App Usage Continued

Impersonation Such responses are concerned because a
stranger could impersonate a victim. Then
the stranger could undertake actions on the
victim's behalf and trick their colleagues.

�My worst fear is being imper-
sonated�

Access personal data Such responses are concerned about their per-
sonal data being accessed by a stranger.

�Could also access my personal
data�

Security risk Such responses are concerned due to security
or safety risks. Individuals may be worried
that accessed data might cause �nancial dam-
age.

�I have links to messages, so-
cial media and could have An-
droid Pay enabled - could put
me at risk �

Ruin �tness statistics Such responses are concerned because their �t-
ness statistics might be adjusted by a stranger.

�Would ruin my running stats�

Could spend money Such responses are concerned since they be-
lieve a stranger could spend or steal their
money through smartwatch apps.

�They could download more
apps from the store that might
enable them to spend my
money�

Extortion Such responses are concerned since they be-
lieve a stranger could use personal data to ex-
tort, incriminate, bribe or blackmail a victim.

�They could download more
apps from the store that might
enable them to...incriminate
me�

Table A.31: Location Tracking Scenario Pair - Location Tracking

Theme Subtheme De�nition Quote

Unconcerned Provides bene�ts Responses in this category believe that loca-
tion tracking can provide bene�ts, such as use-
ful functionality.

�Would be useful to track my
running�

Benign usage Responses in this category believe that loca-
tion tracking would not necessarily be detri-
mental. Individuals believe that even if this
data is collected, it will not be harmful.

�I have no reason to think that
this data would be used in any
way to harm me�

Required for functionality Responses in this category believe that loca-
tion tracking is necessary to provide certain
services. If tracking was not undertaken, the
app would not work.

�Wouldn't bother me too much
as many apps need location to
function properly�

Can be disabled Responses in this category are not concerned,
since they believe that location tracking can
be simply disabled.

�Can turn Wi-Fi/GPS o� if
I really didn't want them to
know where I am�

Can access data regardless Responses in this category are not concerned,
since they believe that location data is already
collected by many other devices.

�Location data is anyway
tracked in the modern day
world�
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Location Tracking Scenario Pair - Location Tracking Continued

Contingent Depends on use Responses in this category state their concern
depends on how location data is used. While
benign processes might be accepted, invasive
practices would be opposed.

�However, could be more con-
cerned based on how they used
my location data�

Depends on the necessity Responses in this category state their concern
depends on the necessity of the tracking. If
an app requires this data to provide a service,
that is more acceptable.

�If it is a GPS app for sports,
that is needed to provide the
best user experience�

Depends if optional Responses in this category state their concerns
depend on whether tracking is optional. If the
location monitoring can be turned on or o� at
the user's command, then the practice might
be more acceptable.

�I want to have the option for
this not to happen�

Depends if informed Responses in this category state their concerns
depend on whether users are aware they are
being monitored. If individuals know that
their location is tracked, then they can make
decisions accordingly.

�If I know about...then it's ok �

Depends if bene�cial Responses in this category state their concerns
depend on whether they receive any bene�ts
from an app accessing their location.

�If there is an advantage for
me I don't care�

Concerned Surveillance Responses in this category are concerned
about their movements being tracked.

�Not too keen on people keep-
ing track of my movements�

Leak risk Responses in this category are concerned be-
cause tracked data might be accessed by hack-
ers. If a wide range of apps can monitor lo-
cation, there are more entities that could leak
those details.

�There might be a hack which
may cause a breach of both my
personal security and privacy�

Data selling Responses in this category are concerned
about their location data being sold to others.

�Would be concerned that they
may sell access to that data to
other organisations�

Non-location tracking Responses in this category are concerned since
location tracking might imply that other de-
tails are also being monitored.

�I would be worried they may
be tracking something else! �

Personal use Responses in this category would prefer loca-
tion tracking to be reserved to personal use.
In this manner, bene�ts would be exclusive to
the individual not to companies.

�I would prefer this being for
my own personal use only�

Principle Such responses are concerned because of the
ethical issues of privacy invasion. These indi-
viduals might believe their location is private
and that others have no right to access it.

�I would prefer that they don't
know for privacy reasons�
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Location Tracking Scenario Pair - Location Tracking Continued

Targeted advertising Such responses are concerned that collected lo-
cation data might be used for targeted adver-
tising purposes.

�They could target some infor-
mation upon where I've been or
where I've shopped�

Identi�cation Such responses are concerned because individ-
uals might be identi�ed based on their location
data.

�Can be used to identify me�

No bene�t to user Such responses are concerned since apps re-
ceive bene�ts from location data, rather than
the user.

�Only bene�ts them, not me�

Table A.32: Location Tracking Scenario Pair - Location Sharing

Theme Subtheme De�nition Quote

Unconcerned Benign usage Responses in this category do not believe that
such an action would necessarily lead to harm-
ful consequences.

�I doubt harmful�

Accepted reality Responses in this category accept that location
sharing occurs as a reality. If companies have
access to data, they will try to pro�t from it.

�Location tracking is a fact of
life in our modern technologi-
cal world�

Use GPS rarely Responses in this category are unconcerned
about location sharing since the participant
uses GPS rarely.

�As I only use this feature oc-
casionally it wouldn't bother
me too much�

Contingent Depends if anonymous Such responses state their concerns depend
on whether the shared location data is
anonymised.

�I would prefer it to be
anonymised, so I couldn't be
identi�ed personally�

Depends if bene�cial Such responses state their concerns depend on
whether they receive any bene�ts from an app
company sharing their location.

�It depends on what I get back
from it�

Depends if consented Such responses state their concerns depend on
whether they have agreed that their location
data may be shared.

�Need to get me to agree to use
this info�

Depends on granularity Such responses state their concerns depend on
how vague or granular the shared data is.

�Vague movements are ok �

Concerned Principle Such responses are concerned because of the
ethical issues of privacy invasion. These indi-
viduals might believe their location is private
and that others have no right to access it.

�Breach of personal privacy�

Illegal Such responses are concerned over the per-
ceived illegality of sharing location data.

�It also doesn't seem terribly
legal�

Surveillance Responses in this category are concerned
about their movements being tracked.

�I don't want them to know
where I am at any one time�
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Location Tracking Scenario Pair - Location Sharing Continued

Targeted advertising Such responses are concerned that shared lo-
cation data might be used for targeted adver-
tising purposes.

�Because they could target
products�

Personal data Such responses are concerned because their lo-
cation data is personal and sensitive. These
individuals may be worried about this private
information being held by others.

�My location is a personal in-
formation�

Security risk Such responses are concerned due to security
or safety risks. Individuals might believe loca-
tion sharing is worrying or practically danger-
ous.

�Unauthorised sharing of my
precise location data worries
me on...practical grounds�

Uninformed Such responses are concerned due to a lack of
knowledge. Individuals might not be informed
who is accessing their data or why.

�I don't know who has this data
or why�

Data can be deanonymised Such responses are concerned because they
believe that shared location data could be
deanonymised.

�Easy to deanonymise�

Table A.33: App Access Scenario Pair - Data Access

Theme Subtheme De�nition Quote

Unconcerned Can access data regardless Such responses are not concerned since they
assume similar data can already be accessed
through other technologies.

�They already can with
phone, or at least I as-
sume so�

Access required for functionality Responses in this category believe that some
personal data is necessary to provide certain
services.

�While certain per-
sonal data may be
necessary�

Lack of sensitive data Such responses are not concerned as they be-
lieve their watches don't possess sensitive data.

�There's nothing on
my smartwatch that is
particularly sensitive�

Contingent Depends if optional Responses in this category state their concerns
depend on whether the access to data is op-
tional.

�Would need to be opt-
in only�

Depends if informed Responses in this category state their concerns
depend on whether users are aware of what
companies are doing.

�However, if I know
precisely what they're
doing...then OK! �

Depends if aggregated Such responses state their concerns depend on
whether their data is aggregated with other
records. If so, their individual details are not
as identi�able.

�I wouldn't mind so
much if used...at the
aggregate level�
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App Access Scenario Pair - Data Access Continued

Depends if linked to location Such responses state their concerns depend on
whether personal data is connected to their lo-
cation. If so, it might be more sensitive and
damaging.

�Personal data ie
heartrate may be more
concerning if linked
with location�

Depends if used responsibly Such responses state their concerns depend on
whether the accessed data is used in a respon-
sible manner.

�I wouldn't mind so
much if used responsi-
bly�

Depends if sensitive data Such responses state their concern depends on
the sensitivity of the accessed data. Individu-
als might not mind certain details being read,
but would oppose other data being accessed.

�It depends what form
of personal data�

Depends if bene�cial Such responses state their concerns depend on
whether they receive any advantages from an
app accessing their data.

�If there is an advan-
tage for me I don't
care�

Concerned Principle Such responses are concerned because of the
ethical issues of their data being accessed.
They value their data and believe such an ac-
tion is invasive and a breach of their privacy.

�I would want them to
respect my privacy�

Targeted advertising Such responses are concerned that app data
might be used for targeted advertising pur-
poses.

�Could be used to tar-
get ads to me�

Leak risk Such responses are concerned that collected
data might be hacked, therefore leaking sen-
sitive details.

�Also, I am not sure
it's protected well�

Personal data Such responses are concerned because they be-
lieve their personal data is private and per-
sonal.

�This should remain
private as it is personal
data�

No bene�t Such responses are concerned since they be-
lieve the data collection will have no bene�t to
the user.

�I can't really imagine
what they would use
this for that is of bene-
�t to me�

Data selling Responses in this category are concerned
about their data being sold to others.

�Wouldn't trust the
companies to not sell
the information�

Unconsented Such responses are concerned due to a per-
ceived lack of consent for data access.

�I would not want app
companies that I do
not allow to have ac-
cess to my personal
data�

Identi�cation Such responses are concerned because individ-
uals might be identi�ed based on their data.

�Can be used to iden-
tify me�
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App Access Scenario Pair - Data Access Continued

Illegal Such responses are concerned over the per-
ceived illegality of accessing watch data.

�Also, I'm pretty sure
that's a crime�

Table A.34: App Access Scenario Pair - Data Sharing

Theme Subtheme De�nition Quote

Unconcerned Accepted as reality Such responses accept data sharing as being a
modern reality, whether fortunate or unfortu-
nate. If companies can pro�t from data, they
will.

�Although I am sure they
largely can and do�

Technology issue in general Such responses believe that data sharing issues
are not speci�c to smartwatches, but modern
technology in general.

�Having any electronic device
or internet presence makes this
a reality�

Allows functionality Such responses are unconcerned since data
sharing is perceived to deliver quality services.

�Normally the data shared
is used to allow companies
to analyse and then provide
higher quality�

Mostly for advertisements Such responses are unconcerned since data
sharing is mainly used for marketing purposes,
which is not considered malicious.

�I think it is mostly for mar-
keting purposes which is not
too malicious�

Contingent Depends on the data Such responses state their concerns depend on
what data (and the sensitivity of that data) is
being shared with other companies.

�Bit concerned, but it depends
exactly what data�

Depends on the recipient Such responses state their concerns depend on
the identity of the entity receiving the shared
data.

�Bit concerned, but it de-
pends...the companies they
share it with�

Depends if aggregated Such responses state their concerns depend on
whether their data is aggregated with other
records. If so, their individual details are not
as identi�able.

�I wouldn't mind if it was ag-
gregated�

Depends if anonymised Such responses state their concerns depend on
whether the shared data is anonymised.

�I would prefer it to be
anonymised, so I couldn't be
identi�ed personally�

Depends if bene�cial Such responses state their concerns depend on
whether they get any bene�ts back from their
data being shared.

�Again, it depends on what I
get back from it�

Concerned Principle Such responses are concerned because of the
ethical issues of their data being shared. They
believe such an action is invasive and a breach
of their right to privacy.

�Breach of privacy�

Unconsented Such responses are concerned since they don't
believe they agreed to data sharing.

�Probably didn't agree to such
sharing in the �rst instance�
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App Access Scenario Pair - Data Sharing Continued

Lack of control Such responses are concerned due to a per-
ceived lack of control over their data. They
might not get a choice over who can access
their information.

�I don't get to choose which
companies�

Targeted advertising Such responses are concerned that shared data
might be used for targeted advertising pur-
poses.

�However, it may lead to an-
noying advertisements poten-
tially�

Surveillance Responses in this category are concerned
about being tracked based on their shared
data.

�I would be worried that wider
organisations would know
where I lived�

Leak risk Such responses are concerned that collected
data might be stolen or misused, therefore
leaking details.

�I don't necessarily trust the
way they'd store my data�

Unnecessary Such responses are concerned since they be-
lieve that data sharing is not necessary.

�No need�

Personal data Such responses are concerned because they be-
lieve their personal data should remain private.

�I do not want my personal
data to be running free�
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Game evaluation tables

Table A.35: What things did you like about the smartwatch game?

Theme Subtheme De�nition Quote

Educational General This category concerns educational merit in general,
rather than referring to a particular topic. An individ-
ual would gain greater knowledge of their smartwatch
as a whole.

�It made me learn how to use
the watch and showed me fea-
tures I wouldn't have otherwise
used�

Security/privacy This category concerns education in the context of se-
curity or privacy. The lessons learned might help a
participant to protect their data.

�I liked that it gave me a better
understanding of how to pro-
tect myself when using it�

Usability Interaction This category concerns usability in terms of user in-
teraction. The app would be easy and straightforward
to use, rather than performant, simple or smooth.

�It was interactive and
straightforward to play�

Simplicity This category concerns the ease of understanding the
game. It does not relate to the user experience, but
how simply the app can be appreciated.

�Easy to understand�

Performance This category concerns how smoothly and correctly
the app functions.

�It never crashed and went
smoothly�

Design Aesthetics This category concerns how attractive the app ap-
pears.

�Cute interface�

Layout This category relates to the way in which the applica-
tion has been laid out and designed.

�The fake settings menu�

Character This category concerns the characters in the game;
both NPC and player-controlled.

�Element of personalisation
(character)�

Flexibility This category concerns how easily the game could be
applied to a di�erent context.

�Could be used for di�erent
games (for di�erent settings
like factory, etc.)�

Table A.36: What things did you not like about the smartwatch game?

Theme Subtheme De�nition Quote

Boring Theme This category concerns the general topic of the
game, that of shopping, being boring.

�Setting (shopping isn't that
cool)�

Repetitive This category concerns elements of the game
being overly repetitive.

�It got a bit repetitive after a
while�

Challenge variety This category concerns a lack of diversity and
variety in game challenges.

�Very little variety of chal-
lenges�

Map variety This category concerns a lack of diversity and
variety in map layout.

�Morning/Afternoon/Night
seemed to be exactly the same
course�

321



What things did you not like about the smartwatch game? Continued

Usability issues Navigation This category concerns navigation and move-
ment issues within the game.

�Not very intuitive in terms of
movement�

Screen lock challenges This category concerns usability issues encoun-
tered when trying to complete the PIN or pass-
word challenges.

�Problem with the
PIN/password setting chal-
lenges�

Di�culty Too easy This category concerns complaints that ele-
ments of the game were excessively easy to
complete.

�Questions from citizens were
really easy�

Too di�cult This category concerns complaints that ele-
ments of the game were excessively di�cult to
complete.

�Found the challenges get too
hard on Afternoon setting�

Table A.37: What about the game would you like to see improved?

Theme Subtheme De�nition Quote

Extend game Challenges This category concerns suggestions to include
additional challenges, or to diversify their
range.

�Possibly create more chal-
lenges to choose from�

Questions This category concerns suggestions to in-
clude additional questions, or to diversify their
range.

�There could be...a greater va-
riety in questions�

Levels This category concerns suggestions to include
additional levels, or to diversify their range.

�There could be more levels�

Di�culties This category concerns suggestions to include
additional di�culties.

�Perhaps some...extra di�cul-
ties to give it a longer play
time�

Improve usability Fix challenge bugs This category concerns suggestions to �x
the user interface errors within the chal-
lenges/tasks.

�Sensitivity of the `set-
tings' page especially the
PIN/password input�

Enhance interface This category concerns suggestions to further
enhance the usability of the user interface.

�Menu scrolling�

Reduce challenge di�culty This category concerns suggestions to increase
the amount of allotted time to the longer chal-
lenges.

�More time for the `longer'
challenges�

Add new features Battle system This category concerns suggestions to intro-
duce a `battle system' into the game.

�Battle system�

Greater maze This category concerns suggestions to make
the map layout more of an advanced maze.

�More of a maze�

Level menu This category concerns suggestions to add an
option to allow players to start at higher level
when they next play the game.

�Option to start at a harder
level each time�
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Posttest interview tables

Table A.38: Why did you choose to participate in the study?

Theme Subtheme De�nition Quote

Opportunity to play with watch Curiosity Responses in this category partici-
pated in this study since they were cu-
rious, interested and intrigued to try
out a smartwatch. This category does
not discuss a temptation to buy the de-
vice, or that they are checking whether
it matches their needs.

�Curiosity, yeah.
Wanted to see what
you could do with a
smartwatch�

Tempted to buy watch before Responses in this category partici-
pated in this study since they were pre-
viously tempted or thinking about pur-
chasing a smartwatch. This concerns
previous thoughts of making a pur-
chase, rather than checking suitability.

�I always wanted to
buy a smartwatch�

Check suitability/value Responses in this category partici-
pated in this study since they wanted
to test whether a smartwatch was suit-
able for them or good value.

�Whether it was some-
thing that I would con-
sider buying�

Approve of watch manufacturer Responses in this category partici-
pated in this study since they were a
fan of the manufacturer (Huawei) of
the smartwatches.

�I think Huawei is a
good company�

Incentive of compensation Responses in this category partici-
pated in this study since they were in-
centivised by receiving Amazon vouch-
ers as compensation.

�The Amazon vouchers
were pretty good�

Participate in academic research Responses in this category partici-
pated in this study since they like to
take part in academic studies.

�I think it's a nice way
to give back to the aca-
demic way�

Table A.39: Do you feel the background StudyService app a�ected your behaviour?

Theme De�nition Quote

No Responses in this category think that the
StudyService did not a�ect their behaviour.

�Not at all, no. It was just sit-
ting there�

Checked the app ran Responses in this category indicate that the
participant occasionally checked the StudySer-
vice to ensure it was running correctly.

�I just let it live normally and
left it and just checked that it
was okay�
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Table A.40: Do you feel you learned anything new as the study progressed?

Theme Subtheme De�nition Quote

Privacy features Location privacy Responses in this category indicated
that they learned about location pri-
vacy.

�I de�nitely feel like I've
learned more about privacy
and location�

Privacy permissions Responses in this category indicated
that they learned about the app pri-
vacy permissions on the smartwatch.
This includes descriptions of how ap-
plications can or cannot access certain
pieces of data.

�Interesting to get to know
some of the permissions fea-
tures of the watch�

Screen locks Responses in this category indicated
that they learned about screen locks
(either PINs, passwords or patterns)
on the smartwatch.

�I think after that I put on a
PIN because balancing conve-
nience versus safety�

General smartwatch Smartwatch/settings use Responses in this category indicated
that they learned about how to use
and navigate general functions on the
smartwatch. This might include the
Android operating system or the watch
settings.

�I picked up actually how to
use di�erent functions and so
on�

Smartwatch apps Responses in this category indicated
explicitly that they learned about the
variety of smartwatch apps.

�Yeah, mostly the apps on the
watch�

Charging Responses in this category indicated
that they learned about how to charge
the smartwatch.

�Charging�

Voice-to-text feature Responses in this category indicated
that they learned about how to convert
speech to text and send a message.

�I learned that you could speak
into a watch and send a mes-
sage�

Synching watch and phone Responses in this category indicated
that they learned about synching data
between the smartwatch and their
smartphone.

�It was quite interesting seeing
how literally just connecting it
via Bluetooth via my phone�

Control group settings Smart Reply Responses in this category indicated
that they learned about the Smart Re-
ply feature, which was mentioned in
the control group game.

�So I was de�nitely aware
of where things like Activate
Smart Reply�

Gestures Responses in this category indicated
that they learned about smartwatch
gestures, which were mentioned in the
control group game.

�So I think I didn't know you
could do gestures�
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Do you feel you learned anything new as the study progressed? Continued

Their heart rate Responses in this category indicated
that they learned about their own
heart rate.

�And I learned what my
heartrate does over time�

Education from game Responses in this category indicated
that they played the game (whether
it was the treatment-group version or
the control-group version). This might
be suggested by people claiming they
didn't know certain facts in the past,
but they think about them now.

�The biggest learning points
were when I was playing the
game�

Table A.41: How do you think your smartwatch's data could be accessed by others?

Theme Subtheme Subsubtheme De�nition Quote

Approaches Connections GPS Responses in this category believe data could
be accessed via the built-in GPS services.

�Well, it has its own
GPS built-in�

Bluetooth Responses in this category believe data could
be accessed via Bluetooth.

�It's conceivable that
somebody with a Blue-
tooth receiver or trans-
mitter could probably
sponge data o� of it�

Internet Responses in this category believe data could
be accessed when connecting to the Internet,
whether WiFi or mobile (3G/4G).

�I think every time
you're connected to In-
ternet I'm sure they
have some kind of ac-
cess to your data�

Apps Through normal apps Responses in this category believe data could
be accessed by legitimate smartwatch apps.

�Through some app
that you allow them to
track your location or
your data�

Fake/fraudulent apps Responses in this category believe data could
be accessed through fake or fraudulent apps.

�I mean, they could ob-
viously fake an app to
suggest they're doing
something else�

Google account Responses in this category believe data could
be accessed through their Google account. A
Google account is required to use Wear OS,
and it must be connected to the watch to
download apps.

�Because it's connected
to my Google account
and so on, it could
be...sold or used to ad-
vertisers�

Software updates Responses in this category believe data could
be accessed via software updates, whether app
or operating system.

�Or maybe software
updates maybe�
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How do you think your smartwatch's data could be accessed by others? Continued

Sophisticated techniques Responses in this category believe data could
be accessed through the specialised techniques
of a smart adversary.

�With a very smart guy
behind a computer you
can do whatever you
want�

Not concerned Responses in this category are not concerned
about their data being accessed, since they do
not believe their risk to be high.

�It's not something
that concerns me a
lot�

Table A.42: If you wanted to, what could you do to protect your smartwatch's data?

Theme Subtheme Subsubtheme De�nition Quote

Approaches Disable GPS Responses in this category would protect their
smartwatch's data by disabling, deactivating
or turning o� their GPS/location.

�I'd probably try and
deactivate the GPS
tracking�

Change privacy permissions Responses in this category would protect their
smartwatch's data by reviewing and chang-
ing their app permission settings. Participants
might not refer to `permissions' explicitly, but
mention app-based settings.

�Well I could revoke
permissions on certain
apps�

Enable screen lock PIN Responses in this category would protect their
smartwatch's data by enabling a PIN code
screen lock.

�Could go and set
a..PIN on it again�

Password Responses in this category would protect their
smartwatch's data by enabling a password
screen lock.

�Could go and set a
password�

Pattern Responses in this category would protect
their smartwatch's data by enabling a pattern
screen lock.

�Putting a pattern to
unlock it�

Uninstall apps Responses in this category would protect their
smartwatch's data by uninstalling third-party
apps from the device.

�Probably take the
other third-party apps
o� the phone, o� the
watch, sorry�

Minimise sensitive activities Responses in this category would protect their
smartwatch's data by limiting the sensitive
apps and activities that they undertake on the
device.

�If I only limit myself
to the functions that
I currently use, I just
won't do anything�

Reduce noti�cations Responses in this category would protect their
smartwatch's data by turning o� or limiting
the visibility of their device's noti�cations.

�I would turn o�
the...noti�cations for
example�
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If you wanted to, what could you do to protect your smartwatch's data? Continued

Log out of apps Responses in this category would protect their
smartwatch's data by logging out of important
apps, since as email or messages.

�I think the most im-
portant thing I'd like
to log out would be my
email maybe�

Factory reset the watch Responses in this category would protect their
smartwatch's data by factory setting the de-
vice, removing all the information.

�I think I would just
do a factory reset, that
would be the best so-
lution as everything is
wiped�

Disable Bluetooth Responses in this category would protect their
smartwatch's data by disabling Bluetooth con-
nectivity.

�Perhaps Bluetooth
connectivity, I would
turn that o� as well�

Secure paired smartphone Responses in this category would protect their
smartwatch's data by protecting their paired
smartphone.

�I think it's because I
assume it only work...I
needed it to be con-
nected to the phone�

Change brightness Responses in this category would protect their
smartwatch's data by changing screen bright-
ness.

�Yeah, brightness�

Change alarm volume Responses in this category would protect their
smartwatch's data by changing alarm volume.

�Volume, alarm vol-
ume�

Unsure Responses in this category are not exactly
sure how they could protect their smartwatch's
data. They might not have tried protection
before, or failed to check their settings.

�I didn't even check
that on the watch to be
honest�

Not concerned Responses in this category did not consider
their data being accessed, and do not care.

�Don't see, don't care�
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Table A.43: If you wanted to limit watch access in case of loss/theft, what could you do?

Theme Subtheme Subsubtheme De�nition Quote

Approaches Enable screen lock PIN Responses in this category would limit access
in case of loss/theft by enabling a screen lock
PIN.

�You could enable a
PIN or a lock screen�

Password Responses in this category would limit access
in case of loss/theft by enabling a screen lock
password.

�Potentially some form
of password�

Pattern Responses in this category would limit access
in case of loss/theft by enabling a screen lock
pattern.

�Yeah, I set up a screen
pattern which is use-
ful�

Track watch remotely Responses in this category would limit access
in case of loss/theft by using a watch tracker.
In this case, the device could be found if it was
missing or stolen.

�There's probably some
reverse tracker you can
get�

Reset watch remotely Responses in this category would limit access
in case of loss/theft by resetting/bricking the
watch remotely.

�I think there was a
feature that allows the
resetting it to the de-
fault setting�

Change credentials remotely Responses in this category would limit access
in case of loss/theft by deactivating or chang-
ing their credentials. Therefore, functions on
the watch would then stop working.

�Perhaps there's some
way you can deactivate
or invalidate your cre-
dentials�

Disconnect through proximity Responses in this category would limit access
in case of loss/theft by simply losing proximity
to the watch. Since the device is paired with
a smartphone, some features will disappear as
the watch leaves that region.

�You need to be some
proximity to your
phone to use your
smartwatch�

Unsure Responses in this category are not sure how
they would limit access in case of loss or theft.

�I don't know �
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Table A.44: If you wanted to prevent apps from tracking your location, what could you do?

Theme Subtheme De�nition Quote

Approaches Disable GPS/location on smartwatch Responses in this category would prevent loca-
tion tracking by disabling or turning o� smart-
watch GPS/location. Since the question is in
the context of smartwatches, a general mention
of GPS should relate to this device.

�Yeah, I'd just disable
the GPS �

Disable GPS on paired smartphone Responses in this category would prevent lo-
cation tracking by disabling smartphone GPS.

�Well then on my
phone I would have to
turn o� the location
feature, so that's good
enough�

Revoke app permissions Responses in this category would prevent lo-
cation tracking by changing/disabling the per-
missions of tracking apps. The description for
this might relate to revoking their agreement
to allow access.

�And then for speci�c
apps you could revoke
their permissions�

Disconnect watch from smartphone Responses in this category would prevent loca-
tion tracking by disconnecting the watch from
the paired smartphone.

�Also I can discon-
nect the watch from my
telephone�

Uninstall apps Responses in this category would prevent lo-
cation tracking by uninstalling/removing apps
which monitor location.

�Remove the app, if
it's not vital to the
functioning�

Unsure Responses in this category are not sure of how
to prevent location tracking. This might be
because they lack con�dence or since they have
not tried before.

�I haven't checked loca-
tion settings, I'm not
so sure actually�

Table A.45: If you wanted to stop apps from reading your personal data, what could you do?

Theme Subtheme De�nition Quote

Approaches Revoke app permissions Responses in this category would prevent apps
accessing data by changing/disabling the per-
missions for those apps.

�You could revoke per-
missions for your con-
tacts or your personal
data, etcetera�

Uninstall apps Responses in this category would prevent apps
accessing data by uninstalling apps which they
believe to place their data at risk.

�Or I could uninstall
the app if I felt that
was needed�

Avoid/remove sensitive data on watch Responses in this category would prevent apps
accessing data by ensuring they have no sensi-
tive data on their watch.

�Ensuring I don't have
any sensitive data on
there�
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If you wanted to stop apps from reading your personal data, what could you do? Continued

Disconnect watch from smartphone Responses in this category would prevent apps
accessing data by disconnecting their watch
from the paired smartphone. This would stop
the phone from receiving watch data.

�So it's not connected
to my mobile phone�

Unsure Responses in this category are not certain on
how to prevent apps accessing data.

�Not sure how to go
about doing that�

Impossible Responses in this category doubt it is possible
to delete the data that apps have access to.

�I also don't think you
could make it do that�

Table A.46: Could you please show me how to enable a screen lock on your smartwatch?

Theme Subtheme De�nition Quote

Route Direct through Settings and Personalisation Responses in this category enabled a
screen lock through a direct route, go-
ing via the `Settings' menu and then
the `Personalisation' menu. This route
may be preceded by unlocking the
watch if a screen lock is enabled. This
route may be extended by describing
the PIN/Password/Pattern options.

�I go to Settings, I
scroll down to Per-
sonalisation, and then
I could click Screen
Lock �

Indirect route Responses in this category enabled a
screen lock through an indirect route.
They succeeded in the task, but did
not go straight through the `Settings'
menu and then the `Personalisation'
menu.

�So I think that would
be under Personalisa-
tion or Accessibility
again. I'll try Accessi-
bility, nope�

Con�dence Certain Responses in this category were rea-
sonably certain in the process/route
of enabling a screen lock. They did
not display doubts over the path they
were taking. Even if technical issues
were encountered, they might be cer-
tain over the route they are attempt-
ing.

�Settings again, going
to scroll down to Per-
sonalisation, and then
Screen Lock �

Uncertain Responses in this category had less cer-
tainty in the process/route of enabling
a screen lock. They either doubted the
path or guessed at certain stages.

�I don't see anything in
these things so it's not
in Sound, I guess it's
Personalisation or Ac-
cessibility�
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Could you please show me how to enable a screen lock on your smartwatch? Continued

Had not enabled a screen lock before Responses in this category admitted to
having never enabled a screen lock be-
fore.

�Another thing I
haven't done�

Table A.47: Could you please show me how to disable GPS on your smartwatch?

Theme Subtheme De�nition Quote

Route Direct through Settings and Connectivity Responses in this category disabled GPS
through following a direct route, via the `Set-
tings' menu and then the `Connectivity' menu.
This route may be preceded by unlocking the
watch if a screen lock is enabled. The route
may be extended by the participant then men-
tioning Location.

�Clicking on Settings,
disable GPS you said?
Go down to Connectiv-
ity, Location, o� �

Indirect route Responses in this category disabled GPS
through following an indirect route, poten-
tially since they made mistakes. They com-
pleted the task but did not go straight through
the `Settings' menu and then the `Connectiv-
ity' menu.

�And I see what, maybe
System? I don't see
privacy thing�

Con�dence Certain Responses in this category were reasonably
certain over the process of disabling GPS.
They did not display doubts over the path they
were taking.

�So going into Set-
tings, and then I'm
going to Connectivity,
scroll down to Location
and turn Location o� �

Uncertain Responses in this category were less certain
over the process/route to disable GPS. They
either doubted the path or guessed at certain
stages.

�Disable GPS? Access
the menu. And proba-
bly I suspect go to Set-
tings. Hmm�

Had not disabled GPS before Responses in this category admitted that they
had not disabled GPS before.

�I haven't done this be-
fore�
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Table A.48: Could you please show me how to change the permissions for a smartwatch app?

Theme Subtheme De�nition Quote

Route Direct through Settings, Apps and Permissions Responses in this category changed
permissions through following a direct
route via the `Settings' menu, then the
`Apps' menu (or the `Apps and No-
ti�cations' menu) and then the `Per-
missions' menu (or `App Permissions'
menu). These routes are equivalent,
and only di�er based on the operat-
ing system version. This path may be
preceded by unlocking the watch if a
screen lock is enabled. This path might
also be extended by mentioning certain
apps, their permissions and changing
them.

�Settings, again. Apps
and Noti�cations, let's
see. App Permissions�

Experienced technical issues Responses in this category experienced
technical di�culties in changing per-
missions. The participant followed the
route of the `Settings' menu, then the
`Apps' menu (or the `Apps and Noti�-
cations' menu), but failed to reach the
�nal menu.

�There's System Apps.
Hello? Have I just
gone o� it? It's
just decided to take me
back �

Indirect route Responses in this category changed
permissions, but via an indirect route.
They succeeded in the task but did
not go straight through the `Settings'
menu, the `Apps' menu (or the `Apps
and Noti�cations' menu), and then the
`Permissions' menu (or `App Permis-
sions' menu).

�Okay so I will pick
one and so I'm clicking
on an app but that's
not what I want to do�

Con�dence Certain Responses in this category were rea-
sonably certain over the process/route
to change permissions. They did not
display doubts over the path they were
taking. Even if technical issues were
encountered, they might be certain
over the route they are attempting.

�I'm hitting Settings,
I'm going to Apps and
Noti�cations, I'm go-
ing to App Permis-
sions�

Uncertain Responses in this category were less
certain over the process/route to
change permissions. They either
doubted the path or guessed at certain
stages.

�Okay I think I would
still be in Settings.
And it should be Apps
and Noti�cations�
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Could you please show me how to change the permissions for a smartwatch app? Continued

Had not changed app permissions before Responses in this category admitted to
having never changed their app per-
missions before.

�So I haven't done
that�

Table A.49: How serious do you feel the action of your smartwatch data being accessed is?

Theme Subtheme De�nition Quote

Serious factors Dislike the principle of data access Responses in this category indicated
that data access has seriousness, since
they disliked the fact that parties in-
trude into their privacy.

�They would intrude
too much into my pri-
vacy�

Concerned about targeted advertising Responses in this category indicated
that data access has seriousness, since
they are concerned about recommen-
dations and advertising being targeted
or tailored.

�I guess from that you
could target sales as
well�

Concerned about social engineering Responses in this category indicated
that data access has seriousness, since
they are concerned about social engi-
neering techniques.

�It then contributes to
some bigger pool which
is then used for so-
cial engineering tech-
niques�

Apps can be unethical even if consented Responses in this category indicated
that data access has seriousness, since
companies can be nefarious even if col-
lection is consented.

�When you do consent
to these things...it's
not outside of the
company's remit to
have nefarious uses�

Apps can leak data through incompetence Responses in this category indicated
that data access has seriousness, since
apps can be vulnerable due to incom-
petent design.

�Your app is vulnerable
by itself. So it's either
nefarious or incompe-
tent�

Dislike location being tracked Responses in this category indicated
that data access has seriousness,
since they dislike their location being
tracked.

�If they could track
where exactly I am at a
moment then...I do not
want to happen�

Privacy protection is not perfect Responses in this category indicated
that data access has seriousness, since
they believe information is not neces-
sarily protected.

�I don't think it actu-
ally does protect all of
your data necessarily�
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How serious do you feel the action of your smartwatch data being accessed is? Continued

Contingent Depends if consented Responses in this category indicated
that seriousness of data access is de-
pendent on whether consent has been
acquired. If the accessing party has re-
ceived permission, the issue is deemed
less serious.

�Without consent of
course I would be con-
cerned�

Depends on data/sensitivity Responses in this category indicated
that seriousness is dependent on what
kind of data is accessed and how sen-
sitive it is.

�It depends on what
data is accessed�

Depends if app provides functionality/bene�ts Responses in this category indicated
that seriousness of data access is de-
pendent on whether the app provides
functionality in return. If access is ex-
pected to support a feature, it is more
accepted. If data sharing leads to a
bene�t, it is also more accepted.

�I need to check
whether I get some-
thing from using my
data or not�

Depends on how data is used Responses in this category indicated
that seriousness of data access is de-
pendent on how the information is
used. If the data is not used ethically,
the issue is more serious.

�I'm just for ethical
use of data�

Depends on which company Responses in this category indicated
that seriousness of data access is de-
pendent on which company undertakes
this action. If the company is either
trusted or expected to have access,
then it is deemed less serious.

�Depends on the com-
pany. There are some
companies I trust more
than others�

Not serious Accept/assume data will be accessed Responses in this category indicated
that data access lacks seriousness,
since they assume technology uses in-
formation frequently.

�So I'm working the
assumption that the
data from my watch
and the Android soft-
ware will collect it�

Access necessary to use apps Responses in this category indicated
that data access lacks seriousness,
since apps will not work properly with-
out data.

�Even if you do en-
able these data restric-
tions...you're just go-
ing to have apps that
don't work half the
time�

Not concerned about advertising Responses in this category indicated
that data access lacks seriousness,
since are not concerned about adver-
tisements or recommendations.

�I get targeted adver-
tising for that...so I'm
probably not too con-
cerned about that�
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How serious do you feel the action of your smartwatch data being accessed is? Continued

Do not have sensitive data Responses in this category indicated
that data access lacks seriousness,
since the data on their watch is not
sensitive.

�I don't have many
sensitive data�

Table A.50: How e�ective do you think smartwatch settings can be in protecting data?

Theme Subtheme De�nition Quote

E�ective in protection Con�dent that settings protect data Responses in this category are con�-
dent that settings can actually protect
smartwatch data. This might include
a brief description of how apps/watch
loses access to certain pieces of data.
Responses may simply be in praise of
the e�ectiveness of the settings, even
not completely perfect.

�I'm quite con�dent I'd
be able to make it a lot
more secure�

Trust since can view source code Responses in this category are con�-
dent in settings since they can check
the source code themselves.

�So the smartphone
setting are really good,
I mean...you can really
check how Android
is made as you can
access the code�

Partially e�ective Reduces/limits amount of data access Responses in this category believe set-
tings are partially e�ective as they
limit and protect the access to data.

�It can help you limit
the amount you're
putting out there�

Helps feel more in control Responses in this category believe set-
tings are partially e�ective since they
give users a greater sense of control.

�It makes you feel a bit
more in control�

Contingent Depends on which settings Responses in this category believe the
e�cacy of settings protection depends
on which settings are used. General
watch settings might di�er from app-
speci�c options.

�I mean there are
di�erent levels aren't
there�

Depends on adversary sophistication Responses in this category believe the
e�cacy of settings protection depends
on how skilled the adversary is.

�If somebody is really
smart I think there are
ways to do it�

Not e�ective Other routes into devices Responses in this category doubt the
e�cacy of settings since there are al-
ways �aws and backdoors that allow
the access of data.

�Backdoors in all of
our technological de-
vices, so nothing is
truly safe�
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How e�ective do you think smartwatch settings can be in protecting data? Continued

Can just steal the watch Responses in this category doubt the
e�cacy of settings since people could
just steal the smartwatch.

�But people can still
steal your watch�

Could access through stolen phone Responses in this category doubt the
e�cacy of settings since people could
access data by stealing the paired
smartphone.

�There's still a chance
that people can steal
both your phone and
watch�

Impractical as need to allow apps Responses in this category doubt the
e�cacy of settings as apps require
these settings to be loosened.

�They're not really ef-
fective because many
apps don't work if you
don't give them the au-
thorisation�

Do not provide meaningful control Responses in this category doubt the
e�cacy of settings since they do not
o�er �ne-grained control. For example,
users cannot choose what data is used
for or whether it is stored locally or
sent to a server.

�There's a di�erence
between...using only lo-
cally, or sending and
we will send it to the
server and store it�

Requires some degree of knowledge Responses in this category doubt the
e�cacy of settings since users must
possess knowledge to recognise they
are there.

�I don't think necessar-
ily everybody who has
a smartwatch would
know that's something
they could do�

Still agreed to Terms and Conditions Responses in this category doubt the
e�cacy of settings since users still ac-
cept Terms and Conditions. Therefore,
access to data has been consented even
if the settings are adjusted.

�You have to accept
certain conditions and
I guess that's up to
me�

Privacy is not a salient thought Responses in this category doubt the
e�cacy of settings since privacy is sim-
ple to overlook or forget.

�I feel they can be very
e�ective, but I feel it's
also easy to overlook
them�
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Table A.51: How able do you feel you are to protect your smartwatch's data?

Theme Subtheme Subsubtheme De�nition Quote

Con�dent Con�dent in using settings Responses in this category
have con�dence in protecting
data, since they believe they
can navigate through the set-
tings. Answers concern self-
e�cacy, rather than the abili-
ties of the settings.

�I'm pretty con�dent
that if I want to protect
to certain parts of my
data, I can�

Privacy interface is simple to use Responses in this category
have con�dence in protecting
data, since they believe the set-
tings are easy to navigate.

�Because it is quite
easy interface to navi-
gate�

Sacri�ces privacy for convenience Responses in this category
have con�dence in protecting
data, but often trade that
data for functionality or conve-
nience.

�I do not do that
because it would be-
come useless at many
things�

Not con�dent Not con�dent in settings Settings do not protect everything Responses in this category lack
con�dence in protecting data,
since they are unsure whether
settings protect everything.

�My con�dence in be-
ing able to operate
these things is kinda
predicated on the as-
sume that they do ex-
actly what they say�

Watches still monitor other things Responses in this category lack
con�dence in protecting data,
since the watch monitors infor-
mation regardless of what you
deactivate.

�They're still looking
at what's going on,
even if you have told
them that they can't�

Sophisticated attacks too hard Responses in this category lack
con�dence in protecting data,
since if a skilled adversary
wants to access information,
they will.

�I think if someone re-
ally wanted to �nd out
my data, I think they
could�

Might have previously consented Responses in this category lack
con�dence in protecting data,
since users might have previ-
ously given permission. There-
fore, even if a person changes
their settings, companies may
have already accessed that
data.

�I don't trust that I
didn't just click Yes
when I installed it�
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How able do you feel you are to protect your smartwatch's data? Continued

Do not have complete control Responses in this category lack
con�dence in protecting data,
since participants do not feel
they have complete control of
their information.

�I know I don't have
absolute control over
what happens�

Not con�dent in self Lacks experience with settings Responses in this category lack
con�dence in protecting data,
since they have not tried set-
tings before.

�Given that I haven't
really tried that many
steps to protect my pri-
vacy, I would say...not
that con�dent�

Privacy lacks salience Responses in this category lack
con�dence in protecting data,
since privacy is easy to forget.

�It's not the �rst thing
I think of when I down-
load it�

Would use apps regardless Responses in this category lack
con�dence in protecting data,
since the participant would
continue to use an app even if
there were no privacy options.

�If I...thought, �there's
no option for whether
or not they can share
my data�, I wouldn't
then delete the app�

Table A.52: Do you feel you receive bene�ts from using data-accessing apps?

Theme Subtheme Subsubtheme De�nition Quote

Concrete advantages Location access Ordering taxis Responses in this category re-
ceive the bene�t of ordering
Uber taxis by sharing their lo-
cation with apps.

�As I said, like Uber
knows your location,
sends you cars�

Run tracking Responses in this category re-
ceive the bene�t of tracking
their running by sharing their
location with apps.

�So like the running
app that I used, track-
ing your location�

Navigation through maps Responses in this category re-
ceive the bene�t of using maps
for navigation by sharing their
location with apps.

�Google Maps, for ex-
ample, receives my lo-
cation�

Heart rate tracking from body sensor access Responses in this category re-
ceive the bene�t of heart rate
tracking from granting sensor
access to the Fit app.

�I use the Fit app just
to keep track of my
heartrate�

Messaging from contacts access Responses in this category re-
ceive the bene�t of messaging
friends by sharing their con-
tacts with apps.

�The messaging ser-
vice I downloaded, that
would have had access
to all my contacts�
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Do you feel you receive bene�ts from using data-accessing apps? Continued

Reminders from calendar access Responses in this category re-
ceive the bene�t of meeting re-
minders by sharing their calen-
dar with apps.

�Calendar noti�cations
so I don't miss any
meetings�

Interesting altimeter readings Responses in this category re-
ceive the bene�t of altime-
ter recordings by sharing their
barometer data with apps.

�I have an altimeter on
there which was more
useful than helpful�

Claimed advantages Grant data to receive app bene�ts Responses in this category
claim that they main reason
they share data is to gain ben-
e�ts.

�I think that's the main
reason we let them
have our data, because
they give us some sort
of use�

Can see advantages of such apps Responses in this category can
imagine how bene�ts might
be provided by data-accessing
apps.

�Maybe if you used
Maps you could go
to some place...then
maybe it could recom-
mend food places�

Only allow access to data if the app is bene�cial Responses in this category in-
dicate the user is willing to al-
low access to their data, but
only if the apps provide ben-
e�ts on a case-by-case basis.

�It has to be decided on
a case-by-case basis�

Have not used many data-accessing apps Responses in this category in-
dicate that the participant is
unsure of bene�ts as they
haven't used a wide range of
apps.

�I haven't used all the
di�erent apps�

Risks App bene�ts are questionable Responses in this category be-
lieve that bene�ts from data-
accessing apps are either mi-
nor, unclear or questionable.

�I guess the one you
could say is a bit
more questionable is
the Google Fit�

Apps can be invasive Responses in this category be-
lieve that data access by such
apps can be invasive. This
might relate to concerns over
personal data.

�I can see how it's
quite invasive some-
times�
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Table A.53: How much e�ort do you feel it is to protect your smartwatch's data?

Theme Subtheme De�nition Quote

Little e�ort Settings are easy to use Responses in this category support
that it is little e�ort to protect data,
since settings are quick and easy to use.

�No e�ort at all, it's
very easy�

Supported by watch manufacturer Responses in this category support
that it is little e�ort to protect data,
since watch manufacturers (Huawei
and Google) provide security through
updates and settings.

�Place some sort of
trust in the system that
the software updates do
some sort of job�

Contingent Depends on user's knowledge Responses in this category believe the
e�ort required to protect data depends
on how aware the person is of how to
use settings.

�I mean it just takes
you knowing that it's a
possibility�

Depends if you want app functionality Responses in this category believe the
e�ort required to protect data depends
on how much functionality is desired.
If no features are used, then settings
need never be changed.

�But if you want to
sometimes use it...then
you have to switch it
on or o� �

Depends if settings are private by default Responses in this category believe the
e�ort required to protect data depends
on whether settings are protective by
default.

�It depend what the de-
fault settings are�

Same di�culty as protecting smartphone data Responses in this category believe the
e�ort required to protect data is sim-
ilar to that of protecting data on a
smartphone.

�I think it's probably
at the same level as
protecting data on a
phone�

Greater e�ort More e�ort than most will invest Responses in this category believe data
protection requires greater e�ort, since
the average user will wish to do the
absolute minimum.

�More than the average
person would be happy
to spend�

Requirement to protect watch hardware Responses in this category believe data
protection requires great e�ort, since
users must take care of the physical
watch.

�Of course you need
to take care of your
watch�

Privacy is not a salient thought Responses in this category believe data
protection requires great e�ort, since
privacy is not an immediate thought
when you acquire a smartwatch.

�You may not have
that forethought to nec-
essarily do that imme-
diately�

Protecting privacy is boring Responses in this category believe data
protection requires great e�ort since
managing settings is not an exciting
task.

�It's not like managing
your own privacy set-
tings is the most excit-
ing thing�
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How much e�ort do you feel it is to protect your smartwatch's data? Continued

Settings are complex Responses in this category believe data
protection requires great e�ort since
the privacy settings are obscure or an-
noying to navigate.

�The settings may be a
little obscure�

Table A.54: What would lead you to use protective tools more often?

Theme Subtheme De�nition Quote

Di�erent environment High-crime environment Responses in this category believe they
would use protective tools more often
if they entered a dangerous or higher-
crime environment. This category con-
cerns the risk of injury, not political
suppression.

�Thefts are common
there, I would de�-
nitely want to have
these settings�

Country with less freedom Responses in this category believe they
would use protective tools more often if
they were in a repressive country with
less individual freedom.

�You're living in a re-
pressed country, you
don't want people �gur-
ing out who it is�

App issues App maker discovered to be bad Responses in this category believe they
would use protective tools more often
if the maker of one of their apps was
found to be making mistakes or acting
maliciously.

�One of the develop-
ers of the apps got into
some sort of scandal�

App maker discovered to be hacked Responses in this category believe they
would use protective tools more often
if the maker of one of their apps was
hacked.

�Some big app maker
was hacked for per-
sonal data�

Acquired sensitive job Responses in this category believe they
would use protective tools more often
if they acquired a job of a sensitive or
secretive nature.

�If say I was working
in a sensitive area�

Stored more sensitive data on watch Responses in this category believe they
would use protective tools more often
if they had more sensitive content on
their watch.

�If that was something
that was, say more
potentially sensitive...I
would be more cog-
nisant of using the fea-
tures�
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What would lead you to use protective tools more often? Continued

More important that location was private Responses in this category believe they
would use protective tools more often
if their location privacy was more im-
portant.

�I'm a student in
Oxford temporary,
so even if they start
tracking...where I
go, it's literally no
problem�

Prompted by the watch interface Responses in this category believe they
would use protective tools more often
if they were asked by the smartwatch.

�If it asked me, I might
have done it. But it
didn't, so I didn't�

Negative information released about watch Responses in this category believe they
would use protective tools more often
if new information highlighted the risks
of smartwatches.

�If a new piece of in-
formation comes to the
light...I would probably
more careful�

Su�ered negative consequences Responses in this category believe they
would use protective tools more often
if their personal data was accessed.

�I mean, in the cir-
cumstance that some-
one did use my data�

Leaving watch unattended Responses in this category believe they
would use protective tools more often
if they were leaving their watch unat-
tended while completing tasks.

�Leaving your watch
unattended potentially,
de�nitely I would want
to maximise my secu-
rity�

Table A.55: Why do you think the Privacy Paradox might occur?

Theme Subtheme Subsubtheme De�nition Quote

Concern claims Oppose principle but not practice Responses in this category
believe the Paradox occurs
because people oppose the
thought of data violation,
rather than the act in practice.

�It's the thought of people ac-
cessing your data without per-
mission, rather than in prac-
tice�

Respond with certainty to questions Responses in this category be-
lieve the Paradox occurs be-
cause people will respond to
a question with a certain an-
swer. Therefore, they will
claim strong concern, even if
their views are mild.

�When you ask a person that
speci�c question, they will in-
stantly tell you that they will
feel concerned�
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Why do you think the Privacy Paradox might occur? Continued

Responses are an aspiration Responses in this category be-
lieve the Paradox occurs be-
cause people aspire to ideally
have perfect privacy, but with
the least e�ort.

�Ideally I would like to have as
much privacy as I can with the
least e�ort�

Behaviour issues Impediments Protection requires knowledge Responses in this category be-
lieve the Paradox occurs be-
cause protective behaviour re-
quires a degree of knowledge.

�I guess with knowledge comes
power �

E�ort to protect privacy Responses in this category be-
lieve the Paradox occurs be-
cause protective behaviour re-
quires annoying e�ort and in-
dividuals are often lazy or not
bothered.

�I just think people just can't be
bothered�

Lax default settings Responses in this category be-
lieve the Paradox occurs be-
cause data is often accessed
through default settings.

�A lot of the stu� would be by
default�

Data required for services Responses in this category be-
lieve the Paradox occurs be-
cause data access must be al-
lowed for apps to work.

�Sometimes apps don't work if
you don't give them permis-
sions�

Privacy vs convenience Responses in this category be-
lieve the Paradox occurs be-
cause privacy is traded o�
against convenience, and of-
ten functionality is considered
more desirable.

�I think it's the balance be-
tween convenience and pri-
vacy�

Norms Reality of modern world Responses in this category be-
lieve the Paradox occurs be-
cause we accept that our data
is accessed as part of modern
technology.

�Because we've got to a point
with technology and with our
online world�

Social norm to share data Responses in this category be-
lieve the Paradox occurs be-
cause it is considered fashion-
able to use data-accessing tech-
nologies.

�And also, using technology is
kind of a status symbol�
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Why do you think the Privacy Paradox might occur? Continued

Privacy can make stand out Responses in this category be-
lieve the Paradox occurs be-
cause e�orts to protect privacy
can make an individual stand
out.

�If you're the only per-
son...who uses it, then you're
all you're doing is pointing a
big �nger at yourself �

Privacy lacks salience Responses in this category be-
lieve the Paradox occurs be-
cause people do not think
about privacy in daily life.

�You don't immediately think,
�how can this be used to track
my data?��

Data Data thought not sensitive Responses in this category
believe the Paradox occurs
because people do not re-
gard their data as sensi-
tive/important, and hence do
not make e�ort to protect it.

�I don't have sensitive data so
I think �okay, that means I
don't care��

Not bothered about data Responses in this category be-
lieve the Paradox occurs be-
cause, deep down, people do
not care about some pieces of
data being accessed.

�You don't really care�

Rather pay with data Responses in this category be-
lieve the Paradox occurs be-
cause people pay for ser-
vices with their data, and
would oppose funding compa-
nies through a subscription.

�If suddenly you had to choose
between a monthly subscrip-
tion...or having this informa-
tion being your payment...I
think most people would actu-
ally fold�

Assumption data is private Responses in this category be-
lieve the Paradox occurs be-
cause people take for granted
that the default is that their
data is private.

�I think people kinda assume
that the default is going to be
in your interest�

Assumption data is needed Responses in this category be-
lieve the Paradox occurs be-
cause people assume that if an
app requests data, it needs it
for a responsible function.

�If it's asked for this permis-
sion so it probably needs it for
something�
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Why do you think the Privacy Paradox might occur? Continued

Consequences are intangible / not immediate Responses in this category be-
lieve the Paradox occurs be-
cause people do not directly ex-
perience or see their data being
accessed. The consequences
are also not seen at the time,
and might be unknown.

�You read that's it's an issue,
but you don't experience di-
rectly�

Responses Would take action if data was sensitive Responses in this category in-
dicate that they would take ac-
tion if the accessed data was
more sensitive.

�If I would have sensitive data,
I would de�nitely put some
safeguards in place�

Easy to change smartwatch settings Responses in this category be-
lieve that smartwatch privacy
settings are easy to use.

�But I think for the smart-
watch it should be pretty easy�

Game highlighted privacy issues Responses in this category
highlighted that the individual
thought more about privacy af-
ter playing the game app.

�I think probably after playing
the smartwatch app, after that
I actually did look at apps�

Table A.56: Why do you indicate concerns but not use settings to protect your data?

Theme Subtheme Subsubtheme De�nition Quote

Concern claims Not concerned enough to act Responses in this category
claim they had the Paradox
as they were not actually con-
cerned enough to take action.

�I suppose my casual concern
about it was not quite acute
enough�

Oppose access in principle not practice Responses in this category
claim they had the Paradox as
they are concerned about the
principle, but do little in prac-
tice.

�I am concerned, but I do min-
imum things to say that I'm
concerned�

Behaviour issues Impediments Too much e�ort Responses in this category
claim they had the Paradox as
they were too lazy to take ac-
tion.

�Sometimes it was laziness,
I'm not gonna lie�

Was not prompted Responses in this category
claim they had the Paradox as
they were not prompted with
opportunities to protect their
privacy.

�Why didn't I use the privacy
settings? Again, as I alluded
to, it didn't ask me�
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Why do you indicate concerns but not use settings to protect your data? Continued

Privacy vs convenience Responses in this category
claim they had the Paradox
since they traded o� privacy
against convenience, and often
found functionality was more
desirable.

�So I'm constantly doing this
trade-o� and usually apps
win�

Norms Privacy lacks salience Responses in this category
claim they had the Paradox
as privacy is unseen, simple to
overlook and easy to forget.

�I think it's very much that you
don't think about it�

People are passive Responses in this category
claim they had the Paradox as
they believe most people defer
action until they face an active
issue.

�I think human beings as a
rule are generally quite passive
sometimes�

Privacy is low priority Responses in this category
claim they had the Paradox
as privacy was a lower priority
than other issues.

�It kinda gets shunted to the
back of the list of things to do�

Privacy risk not in media Responses in this category
claim they had the Paradox as
they were no issues in the me-
dia to encourage them action
was necessary.

�So because they're not in the
media at the moment�

Perceptions

Did not perceive risk Responses in this category
claim they had the Paradox as
they did not think their watch
was compromised or they were
at risk of damage.

�I did not have the feeling that
my information was at current
risk �

Data not considered sensitive Responses in this category
claim they had the Paradox as
they did not believe their data
was sensitive, important or of
value to another party.

�I don't have any sensitive
data and I don't think they can
damage me�

Privacy is inconvenient Responses in this category
claim they had the Paradox as
they perceived protecting pri-
vacy as being inconvenient.

�Having to put in a password
every time I wanted to access
a feature�

Nothing to hide Responses in this category
claim they had the Paradox as
they did not believe they had
anything to hide.

�I have nothing important to
hide�
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Why do you indicate concerns but not use settings to protect your data? Continued

Data accessible in other ways Responses in this category
claim they had the Paradox as
they were not incentivised to
act, since their data can be ac-
cessed in many other ways.

�There are many other ways
people can access a similar de-
gree of personal data�

Data access limited to phone Responses in this category
claim they had the Paradox
as they did not protect data
since access was limited to that
which was on the phone.

�The worst it can get is access
to everything on my phone�

Alternative protection Protecting physical access to watch Responses in this category
claim they guarded their data
by focusing on physically pro-
tecting the watch.

�I placed the emphasis on
�okay, I'll look after the
watch��

Limiting the apps installed Responses in this category
claim they protected privacy
by limiting which apps they in-
stalled.

�I could say that I intention-
ally limit the amount of apps I
have on the smartwatch�

Responses Would act if under greater risk Responses in this category
claim they would check protec-
tive approaches if they thought
they were under greater risk or
their data was more sensitive.

�If I think it can then I will
dive into privacy settings�

Other thoughts Learned about privacy through game Responses in this category be-
lieved they learned about pri-
vacy through the smartwatch
game.

�Before playing the game I
didn't even though I knew
there's a feature�

Easier to protect privacy on smartwatch Responses in this category be-
lieved that smartwatch settings
were easier to protect privacy.

�The methods of trying to pro-
tect this are somewhat more
accessible�
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Appendix B

Smartwatch Game Images

B.1 Online Prototype Game

Figure B.1: Name Selection Menu
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Figure B.2: Game Map

Figure B.3: Privacy Challenge: Disable Permissions
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Figure B.4: Privacy Challenge: Simulated Settings

Figure B.5: Privacy Challenge: Task Completed
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Figure B.6: Privacy Question: Enable Passcode

B.2 Wear OS Game

Figure B.7: Huawei Watch 2 Device
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Figure B.8: Avatar Selection Menu

Figure B.9: Game Map: Morning (Default) Di�culty
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Figure B.10: Game Map: Night (Highest) Di�culty

Figure B.11: Privacy Challenge: Disable GPS
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Figure B.12: Privacy Challenge: Simulated Settings

Figure B.13: Privacy Challenge: Task Failure
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Figure B.14: Privacy Question: Revoke Permissions
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Appendix C

Additional Participant Pro�les

Participant B

B sought to balance privacy against functionality. Data access was deemed severe if

messages were read; not so serious if it was browsing data. While they did not have

an extensive knowledge of the risks, they recognised that Google used information.

Functionality bene�ts were enjoyed, particularly run tracking and heart-rate moni-

toring. However, when privacy settings were used, they appreciated that their data

was safe. They were also con�dent in using these features, but accepted that they

impeded functionality. Protection e�ort was thought to be low; similar to that of

guarding a smartphone. The participant justi�ed the Paradox on data being weighed

against convenience. Although they exchanged some details for functionality, they

made informed and balanced decisions.

Participant E

E expressed how privacy is easily forgotten in everyday life. But when the issue was

highlighted, they acted to protect their data. They deemed access to be severe when

messages were targeted, but less serious for �tness data. The participant knew that

apps could read smartwatch details, but trusted that most parties had good intentions.

They received bene�ts from such access, recognising that WhatsApp would be useless

without contacts. Privacy settings were partially trusted, but skilled adversaries were

considered too powerful. The user had some con�dence in using protection, and

believed these tools were quick to con�gure. Although they claimed to often forget

about privacy, they enabled a screen lock after playing the game. The Privacy Paradox

was justi�ed on protection being a low priority compared to other tasks.
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Participant F

F was concerned about privacy, but admitted to not investigating protection. Data

access was considered severe if unconsented, and still serious if used for nefarious

purposes. However, they doubted they were highly vulnerable, since they installed

few apps. For this reason, the participant received bene�ts from only �tness and

messaging applications. After they learned about the privacy settings, they had

con�dence they could adjust these tools. Nevertheless, they did not believe they

o�ered absolute protection. The user thought settings were little e�ort, but accepted

that some knowledge was required. The Privacy Paradox was explained by many

people lacking awareness of protection.

Participant H

H doubted that their watch's data was highly sensitive. However, when presented

with potential issues, they expressed concern. Data access was not deemed severe, but

potentially annoying if used for location tracking. Although they had some aware-

ness of information collection, they did not know exact details. The user did not

install many apps, and therefore was limited in the bene�ts they experienced. When

discussing privacy protection, they lacked con�dence. They believed settings were

helpful but could be overcome by skilled attackers. They also doubted their own

abilities, since they had not used the tools before. The participant expressed that

their motivation was driven by data sensitivity. Therefore, even now they know of the

settings, they would be unlikely to use them frequently. They justi�ed the Privacy

Paradox on people not being bothered about protection.

Participant J

J did not deem their data to be particularly sensitive. While access was severe if

done by untrusted companies, they were less concerned if a service was provided.

They also saw little vulnerability, since they were not a person of interest. The

participant received navigational bene�ts from Google Maps, and considered this to

be a fair transaction. They felt skilled in using privacy settings, and regarded them

as little e�ort. However, they believed external hackers might overcome smartwatch

protection. They justi�ed the Privacy Paradox on people failing to consider the

negative consequences. If the individual was aware of a risk, it is likely they would

investigate their settings.
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