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Abstract

Definitions of war found in cyber insurance policies provide a novel
window into the concept of cyber war. Changes in policy wording re-
flect shifting expectations surrounding technology and military strategy
as mediated by market forces. In a recent legal case, an insurer refused
to pay a property insurance claim by arguing the cause of the claim, a
cyber attack, constituted a hostile or warlike action. We build a corpus
of 56 cyber insurance policies. Longitudinal analysis reveals distinct mar-
ket trends. Some specialist cyber insurance providers introduced policies
without war clauses until as late as 2012. Recent years have seen war ex-
clusions weakened as cyber insurance policies affirmatively cover “cyber
terrorism”. This article explores the economic, strategic, and regulatory
forces driving war clauses in cyber insurance policies.

We then discuss how these definitions contest state-formulated nar-
ratives around war by arguing that the insurance industry can influence
discourses on offensive cyber operations. Insurance policies constitute pri-
vate contracts that do not confer rights or responsibilities on third-parties,
in this case states. Legal cases do, however, provide a symbolic platform
to present evidence about offensive cyber operations and subject it to le-
gal reasoning. Nevertheless, states maintain significant structural power
in influencing what evidence can be presented in court and in controlling
its production by intelligence agencies.
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1 Introduction

What constitutes war? Is there a threshold for hostility below which society can
tolerate the resulting damage? Ethical arguments suggest the answers can be
found in reason. Realists assert that these questions are decided by the powerful.
Constructionists argue shared expectations about reasonable behaviour have a
role to play.

Markets offer answers in the form of war and military clauses in insurance
policies. The British Government discovered this when war exclusions in marine
insurance threatened to halt sea-trade, forcing the Government to take “respon-
sibility for merchant ships damaged or sunk by enemy action” (Strange, 1996).
The naval arms race leading up to World War I led the insurance industry to
believe sea voyages were uninsurable. Whereas, property owners could purchase
insurance for bomb damage. The insurance industry made a considerable profit
selling such policies because expectations of damage exceeded the realised losses
(Haufler, 1997).

Insurance against war risks has not always turned a profit. The actuarial
assumption that past losses predict future losses is undermined by developments
in military technology and tactics. Unlike with bomb damage coverage during
World War I, insurers selling insurance covering Spanish property during the
civil war made considerable losses (Haufler, 1997). Ships trading with Spain
could also purchase private insurance against war risks during the Spanish civil
war based on the unfounded assumption that British military vessels provided
protection. Haufler (1997) argues private insurance should be seen as an enabler
of trade and prosperity in the presence of political risk, not as financiers profiting
from war.

The social value of insurance is made clear when private markets collapse.
Following the September 11 attacks, reinsurers began excluding coverage for
terrorist attacks, which forced insurers to include similar exclusions (Thoyts,
2010). Investors began halting construction projects as the buildings could
not be insured. The US government responded by passing the Terrorism Risk
Insurance Act (2002), which forced all property insurance providers to offer
terrorism coverage and committed the US Treasury to covering losses above a
pre-defined threshold. In terms of the who gets what of this case, terrorism risk
was socialised to the advantage of commercial property owners in dense urban
centres.

Shifting risk perceptions influence the terms of insurance policies. Cover-
age expansion is driven by policyholder fears rising relative to those of insurers,
whereas coverage contraction reveals insurers becoming uncomfortable with the
potential for catastrophe. Hayek (1945) famously argued market forces aggre-
gate information across society—this view suggests market definitions embody
societal expectations about political risk. This article explores what cyber in-
surance policies reveal about the extent to which society can tolerate offensive
cyber operations.



2 Conceptions of Cyber War

Rid (2013) begins his influential work by reflecting on Hollywood narratives
around cyber war. He goes on to identify a common thread between these
cultural themes and the metaphors invoked in policy discussions. These fears
distract from “the real significance of cyber security”, which is the reduction
in physical violence. This consequentialist perspective suggests trade-offs ex-
ist and the cost imposed by cyber operations is smaller than the conventional
alternative. Rid concedes this will not always be true! but does not consider
criteria for when cyber operations become too damaging?.

Rid’s line of debate around the semantics of war distracts from the question
of whether society can tolerate those operations falling below the threshold for
war. Lewis (2002) made this point fifteen years ago: “if the risks of cyber-
terrorism and cyber-war are overstated, the risk of espionage and cyber crime
may be not be fully appreciated by many observers”, a point that was unfortu-
nately borne out. Stone (2013) responded to Rid by considering the conceptual
basis of force and violence in the context of (cyber) war. Clarke and Knake
(2014) drew attention to the cost of “skirmishes in cyberspace” by identifying
attacks in Estonia, Georgia, and South Korea as problematic military devel-
opments. Unfortunately claims like “cyber war has begun” created semantic
controversy and distracted from evaluating the damage resulting from these
attacks.

The potential benefits of offensive cyber operations is another source of dis-
traction. Arquilla and Ronfeldt (1993) looked forward thoughtfully but failed to
meaningfully ask questions beyond how the United States might use technologi-
cal developments to their strategic advantage. Similarly, Farwell and Rohozinski
(2011) considered the cost of developing offensive operations, focusing on how
intelligence agencies can harness the non-state actors who specialise in exploit-
ing computer systems® without considering the societal costs beyond a brief
discussion of collateral damage.

A disparate set of actors believe more attention should be paid to hostile
actions falling significantly below contested threshold for cyber war. Singer and
Shachtman (2011) argue online crime and espionage constitute “a real national
security danger”, which is being ignored in theoretical discussions about cyber
war. Simpson (2014) makes a philosophical argument that property rights are
violated by state-sponsored cyber attacks, which weighs into the proportionality
consideration of jus in bello. Researchers within the economics of information
security (Anderson et al., 2013; Romanosky, 2016) quantify cyber losses but do
not consider the link to international relations.

IHe states “non-violent cyber attacks could cause economic consequences without violent
effects that could exceed the harm of an otherwise smaller physical attack” (P.3) and points
to Waxman (2011).

2This abstract formulation of damage obscures the political question of damaging for whom.
For example, focusing on economic consequences alone ignores privacy harms suffered by users,
which do not translate into economic cost.

3Even though many of the tools and techniques used by cybercriminals were created by
intelligence agencies to begin with.



Henriksen (2019) argues the Group of Governmental Experts did not pay
enough attention to such costs when they failed to agree upon a consensus re-
port in June 2017. Explanations for the failure centred on the issue of lawful
responses to cyber operations, which states like Cuba feared would be used to
justify military action (Grigsby, 2017). Henriksen (2019) suggests this deflected
attention away from “various forms of espionage, manipulation of data, crimi-
nal activities and different and novel forms of coercion that cause little physical
destruction” that are more concerning for Western states. The United States
would argue establishing what constitutes lawful response creates a meaning-
ful deterrent, whereas norms can be endorsed in a report and disregarded in
practice. But when the US realised an agreement on lawful response was not
possible, it faced a choice between the symbolism of withdrawal and the benefit
of the “implementation of stabilizing measures” (Henriksen, 2019). An estimate
of the consequences of ongoing below the threshold activities must weigh into
this decision.

The insurance industry is uniquely placed to monitor economic consequences
of offensive cyber operations. In 2019, Zurich Insurance Group joined the debate
by refusing to pay damages resulting from the NotPetya attack. Media reports
suggested Zurich is arguing the NotPetya attack constitutes an “act of war”. It
falls short of all three of Clausewitz’s criteria: there was no known loss of life or
even physical injury, the damage to Western companies was likely unintentional*
let alone instrumental, and Russia failed to claim responsibility undermining any
political goal. By his own criteria, Rid (2013) is correct: Cyber war has still
not taken place.

Zurich are not fighting a legal case that can be dismissed in a paragraph.
The exclusion is not based on Clausewitz’s definition. The sole grounds for
denying coverage was the following clause:

This Policy excludes loss or damage directly or indirectly caused
by or resulting from any of the following regardless of any other
cause or event, whether or not insured under this Policy, contributing
concurrently or in any other sequence to the loss:

hostile or warlike action in time of peace or war, including action in
hindering, combating or defending against an actual, impending or
expected attack by any:

(i) government or sovereign power (de jure or de facto);

(ii) military, naval, or air force; or

(iii) agent or authority of any party specified in i or ii above.

4Many of the victims resided in Russia, including the state oil company.



The legal case turns on a broader definition covering “hostile or warlike ac-
tions”5. Zurich’s argument rests on more than $10 billion in total damages®
and the joint US-UK attribution of the attack to the Russian military. We
argue this legal case is a form of advocacy against military adventurism in cy-
berspace. We first provide an empirical analysis of how war and hostility is
defined in cyber insurance policies.

3 Market Definitions of War

Romanosky et al. (2019) analysed cyber insurance policies filed with regulators
in the US and found “acts of terrorism, war, or a military action were covered
in rare cases”. They discovered no significant trends over time but the scope
of their study made detecting subtle changes unlikely. We used the same data
source to build a corpus of 56 cyber insurance policies filed in the state of
California since 2008. Both the corpus and our data collection methodology
can be found in the Appendix.

War clauses function to invalidate coverage and are found in the exclusions
section. Of the policies in our corpus, 42 contained a war clause and 14 did not.
The structure of the exclusion in the previous section is broadly representative
of those in our sample. War clauses generally exclude any losses covering one
from a list of criteria including terms like: war (declared or undeclared), warlike
action, hostilities, military force, civil war, insurrection, confiscation, or mutiny.
The clauses have not been standardised across companies. The meaning of terms
like war or military force are not defined within the document and, consequently,
must be interpreted by courts.

The policies contained a number of interesting qualifiers to the war clauses.
Such qualifiers expand coverage that would otherwise be denied by a traditional
war clause and take the form:

This exclusion will not apply to X.

where X can relate to terrorism as defined in the Terrorism and Reinsurance
Act (TRIA) of 2002, which insurers are required to offer coverage for. In
cyber-specific qualifiers, X took the form “Cyber Terrorism”, “Network secu-
rity breaches”, or “acts perpetuated electronically”. This breaks down into
three categories of war clause found in our corpus: no war clause, conventional
war or terrorism related clauses, and war clause with cyber-specific qualifier.
Analysing the corpus in terms of the expertise of the insurer and when the
policy was filed with the regulator reveals interesting trends. We use the sophis-
tication of the insurer’s pricing algorithm as a proxy for expertise. Romanosky
et al. (2019) differentiate standalone cyber insurance priced using an advanced
pricing algorithm from cyber insurance sold using a flat-rate pricing scheme.
Standalone policies are generally sold to larger firms by underwriters special-

Shttps://www.ft.com/content/8db7251c-1411-11e9-a581-4ff78404524e
Shttps://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world/



War Clauses in Standalone Cyber Insurance Policies
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Figure 1: How standalone cyber insurance policies exclude losses related to war.

ising in cyber insurance, whereas flat-rate policies require comparatively little
expertise to sell and rarely provide limits greater than $1 million.

Figure 1 reveals 2012 was the last time a standalone cyber insurance provider
filed a policy without a war exclusion in California. This suggests providers
specialising in cyber insurance believe some of the losses covered by war clauses
are uninsurable’. The proliferation of cyber-specific qualifiers to war clauses
since 2015 represents the clearest trend in the market.

Figure 2 shows a significant increase in market entrance for flat-rate insur-
ance around 2016. However, policies without a war clause were introduced as
recently as 2017 and only 2 of 26 were sold with a cyber-specific qualifier. This
suggests these carriers are less concerned by catastrophic losses, likely because
these policies have smaller limits.

The majority of the cyber-specific qualifiers (13 of 16) functioned to include
losses resulting from cyber terrorism. The remaining qualifiers explicitly offered
coverage for any attacks perpetrated electronically or that compromise the pol-
icyholder’s network security. Cyber terrorism coverage was first introduced in
2011 as an optional endorsement the policyholder could purchase for an addi-
tional 5% of the premium. The first definition of cyber terrorism was

an act, including but not limited to the use of force or violence
and/or the threat thereof, of any person or group(s) of persons,
whether acting alone or on behalf of, or in connection with any
organization(s) or government(s), committed for political, religious,

7Conversations with industry insiders suggest the biggest cyber insurance providers were
all including war exclusions around this time. Unfortunately regulatory filings do not provide
the market share of a given policy so we cannot evaluate this.



War Clauses in Flat-Rate Cyber Insurance Policies
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Figure 2: How flat-rate cyber insurance policies exclude losses related to war.

ideological, or similar purposes including the intention to influence
any government and/or put the public, or any section of the public,
in fear.

Curiously market entrants did not immediately introduce their own cyber
terrorism endorsements. The majority of the cyber-specific qualifiers, which can
be found in the Appendix, were introduced five years later. Most required the
act to result from “social, ideological, religious, economic or political objectives”
or similar wordings. The actor was always described as an individual or group,
although some definitions provided coverage even if they were acting on behalf
of a government.

Policy wordings provide a window into how the insurance industry views war
and hostility in the context of cyber insurance, but there are many important
factors not captured by contractual analysis.

4 Beyond Insurance Policies

The reality of the market reveals insurers display restraint in the enforcement
of exclusions. Despite the Zurich case stealing the headlines after the NotPetya
attack®, there were many more cases in which insurers indemnified victims of
this attack. The insurers of Sony Pictures paid out on a 2014 claim even though
it resulted from an attack that was attributed to North Korea by the FBI and
the Obama administration (Sullivan, 2016). Exclusions reserve the right to deny
coverage but do not obligate the insurer to do so.

8 A similar case garnered less media attention: Merck Co., Inc. v. Ace American Insurance
Co., No. UNN-L-002682-18 (N.J. Sup. Ct.)



This gap between policy language and market reality is in part caused by
insurance law. Ambiguity in policies is interpreted against the drafter’s interest
(Thoyts, 2010). This leads insurers to offer policies that exclude losses that
will be paid in actuality. Propensity to indemnify losses that are contractually
excluded is governed by market norms. Policyholders can punish insurers who
exclude losses they reasonably expect to be covered by ending the business
relationship?. Consequently, the wording of policies cannot be separated from
the expectations of market participants.

Legal interpretation is another intervening factor. Policies do not define
terms like war or government agent. Simon (1981) describes a body of case law
in which war clauses are interpreted in illuminating ways. Many cases related
to Pearl Harbour turned on whether a state of war existed despite war not
being declared. In another example, a Supreme court decision!'® ruled property
damaged caused by Tribes “acting in hostility to the United States” constituted
an act of war. How these precedents apply in the context of offensive cyber
operations is a fruitful topic for future study.

Regulatory developments explain the trend towards affirmatively including
cyber terrorism. The United States Department of the Treasury (2016) issued
guidance stating that cyber liability insurance was considered “property and
casualty insurance” under the Terrorism Risk Insurance Act. One such implica-
tion is that insurers offering cyber insurance must “make available” coverage for
cyber terrorism on materially similar terms''. In other words, cyber terrorism
cannot be excluded from cyber insurance policies and the United States trea-
sury will cover qualifying losses'?. Including cyber terrorism under TRIA is not
the same as the government acting as a generic (cyber) insurer of last resorts®>.
Woods and Moore (2019) argue this makes little sense while an over-supply of
capital for cyber insurance exists, unlike the situation when TRIA was passed
(Kunreuther and Michel-Kerjan, 2004).

Prudential oversight over the cyber insurance market is still developing!'4.
It concerns the insurer’s ability to pay and generally requires the insurer to
hold enough capital. Weinkle (2019) argues establishing how much is enough
is in part political and not a question of objective risk management. Decisions
are driven by a form of stress test provided by so-called catastrophe modeling

9This provides little power to buyers of personal insurance but corporate insurance is
different. Firms often buy multiple lines of insurance from the same broker. In representing
multiple buyers across multiple insurance lines, brokers hold significant market power over
insurers.

10Montoya v. United States, 180 U.S. 261 (1900).

Uhttps://www.1loyds.com/~/media/files/the-market/i-am-a/delegated-authority/
market-bulletin/2017/y5065--us-tria-compliance-for-cyber-insurance-policies.pdf

12The suitability of the criteria for cyber attack is doubtful. For example, the the act needs
“to have resulted in damage within the United States”. How this geographic criterion applies
to losses related to the computer systems of multinational corporations is yet another can of
worms.

13Woods and Simpson (2017) show that this has been considered as policy by the United
States, the United Kingdom and the European Union.

1A credit rating firm warned it will downgrade insurers selling cyber insurance “too ag-
gressively” (Eling and Schnell, 2016).



firms. The data inputs for these tests are contested—in Florida the regulatory
preference for the long-term catalog has clashed with private market preference
for the near-term catalog (Weinkle, 2015). The dearth of systemic cybersecurity
incidents forces (or frees) these firms to imagine cyber catastrophe, where imag-
ine is the operative word. Regulators tend to co-develop such tests with insurers
who could use the lack of historical record to push for favourable requirements.

5 Strategic Implications

One might expect changes in cyber insurance policies over time follow the con-
tours those found in academic debate. The concept of cyber war is older than
our corpus, even so we observed many policies without war clauses. This sug-
gests cyber war is taken less seriously by some professional risk managers than
the catastrophists warning of an impending “cyber pearl harbour”'®. And yet,
some insurers include clauses so broad as to include attacks falling significantly
below the criteria applied by Rid (2013). This suggests below-the-threshold at-
tacks threaten the existence of a private insurance market. Concluding that the
market is as divided as academic debates would be false. Insurers specialising
in cyber insurance have, driven by market and regulatory forces, converged on
an equilibrium of excluding war but including cyber terrorism (see Figure 1).

Market definitions create a narrative surrounding war that seem to exist
beyond the authority of states. An insurer arguing a cyber attack to be a
hostile action or even warlike could contravene the strategic interests of states'S.
Strange (2015) warned against rejecting a state-centric perspective only to over-
emphasise markets. The power of markets is granted “by whoever wields power”
and there are many ways the state exhibits authority over insurance markets,
such as the Terrorism Risk Insurance Act.

Insurance law is interpreted and enforced within a state’s legal system.
This has led accusations of political judgements. American courts were ac-
cused of wrongly dumping asbestos liability on insurers in the United Kingdom
(Tweedale (2000))17. What constitutes admissible evidence and the conditions
under which it is presented will be more relevant in the case of interpreting
insurance cases pertaining to offensive cyber operations. This is especially rel-
evant given states maintain a near monopoly on structural power in the form
of (claims to) knowledge about political adversaries. Most attributions rely on
observing technical indicators which have already been linked to adversaries by
intelligence agencies. Only evidence made public can be presented in court and

15Dunn Cavelty (2013) tracks this analogy to a 1991 testimony before the US Congress.

16Note that within TRIA, the Treasury retains the right to determine what constitutes an
act of terrorism (Kunreuther and Michel-Kerjan, 2004).

1"Many of these cases were justified by the principle of deep pockets that assigns liability
to the party deemed in the best position to pay it. However, liability disproportionately fell
on individual investors who had accepted unlimited liability for the most affected syndicates
and went bankrupt as a result. The investors were often advised by industry insiders whose
personal investments happened to be in syndicates unaffected by the catastrophic losses.
Raphael (1994) charts the human tragedy of this.



subjected to scrutiny. Intelligence agencies will no doubt favour secret evidence
justified on the grounds of national security.

Nevertheless, the insurance industry influences the formation of norms by
influencing the structure of discourse. The institution of insurance law creates a
conceptual testing ground providing many features deemed important in norm
development. Kratochwil (1991) emphasises the importance of “explicitly for-
mulated rules [that] make it possible to discuss diverging expectations”. Court
rooms provide a symbolic platform to present and reason over evidence. This
creates a public discourse characterised by “argumentative reasoning” (Risse,
2000) in which challenges and counter-challenges to validity claims produce less
fragile shared expectations.

Insurers also take a position within the norms debate by advocating against
offensive cyber operations—a role predicted by Anderson (1994) in 1994. This
provides another instance of a private company acting as a cyber norm en-
trepreneur (Hurel and Lobato, 2018). As hierarchical networks pursuing share-
holder value, insurers are different in structure and purpose to the transnational
advocacy networks described by Keck and Sikkink (2014). However, we use their
analytical framework to draw comparisons in terms of tactics.

Information politics are used by insurers in aggregating damage across their
network of policy holder and drawing attention to public attributions by ex-
ternal actors. Presenting a simple story of a policyholder being attacked by a
nation state represents symbolic politics by drawing on public preconceptions
about hostile states. Fighting the case in a court of law adds an additional
layer of symbolism. Accountability politics are limited by the lack of formal
statements by states about offensive cyber operations. However, insurers offer-
ing coverage for cyber terrorism creates a liability for the US treasury'®, which
could represent a form of leverage politics.

6 Conclusion

In answering the question what constitutes war? we suggested ethical, construc-
tionist, and realist arguments appeal to reason, shared expectations, and the
self-interest of the powerful respectively. Information provides a similarly sim-
plistic candidate for the legitimacy of market based definitions of war. Markets
offer incentives for participants to collect information and negotiate the terms
of the contract. Hayek (1945) argued this process aggregates local information
that cannot be collected by a central planner.

The evolution of war clauses reflects shifting expectations about technolog-
ical and strategic developments. The trend towards excluding causes of war in
cyber insurance policies may reflect insurers questioning how insurable cyber
attacks involving states are. Regulatory forces should not be overlooked. The
convergence on affirmatively offering coverage for cyber terrorism was driven by
the regulator, not shared expectations.

181t can be argued that this represents an increase in complex interdependence (Keohane
and Nye, 1977).
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Insurers do not, however, provide explicit definitions of war and hostility.
War clauses are draped in ambiguity that courts must interpret if a dispute
arises. Insurers further rely on external actors, predominantly employed by the
state, to produce intelligence linking losses to political actors. But fighting the
cases in court provides symbolism, transparency and legal rigour. We will have
to wait for court cases like Mondelez vs Zurich to discover how concepts like
“hostile or warlike action” apply to offensive cyber operations.
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A Data Collection and Analysis

Our data only relates to the admitted market in California'®>. We obtained

regulatory filings using the same search as Woods et al. (2019):

We extracted rate schedules related to cyber insurance by searching
with keywords “cyber”, “security” and “privacy”, as in Romanosky
et al. (2019).

We only collected filings with type “new program” because these represent en-
tirely new filings?? and they also contain documents related to how insurance is
priced. This allowed us to determine whether the insurer was selling a flat-rate
policy or the more sophisticated standalone policies. We then extracted policy
wording and the date at which the policy was filed. Note the regulator must
approve the filing before policies can be sold.

Our inductive approach consisted of first reading through the policy. We
consider the policy to be both the general provisions and the specific endorse-
ments found within the filing. We cannot track terms and conditions contained
in other filings nor any wordings that are negotiated after the fact. We aimed to

19Refer to Romanosky et al. (2019) for a more detailed explanation. They suggest there is
little variation across admitted and non-admitted markets

20Future work could track how wordings are updated over time. This may reveal war clauses
offered by one insurer changing over time.
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identify any war or terrorism clauses and definitions. These were generally found
in the exclusions section. We also searched each document using search-terms
including “war”, “terrrorism”, and “hostility”. Each exclusion was extracted,
along with any sub-clauses and relevant definitions, and can be found in the
following section.

Our analysis was coarse in mapping a policy to one of three categories:
no war clause, war or terrorism clause, and cyber-specific qualifier. A policy
without any war clause was mapped to the first. War clauses were assigned to
cyber-specific qualifier if they contained any terms like cyber, network security,
or “acts perpetuated electronically”.

B Raw Data

This section displays our raw data. We extracted war clauses and any quali-
fiers from the insurance policies. For each policy we provide the insurer name
and year of filing, we then include the main war clause first and any quali-
fiers/relevant definitions afterwards.

B.1 Standalone Policies
B.1.1 American Guarantee and Liability Insurance Company, 2017
War clause with network security qualifier:

Based upon, arising out of or attributable to: a. War, including un-
declared or civil war; b. Warlike action by a military force, including
action in hindering or defending against an actual or expected at-
tack, by any government, sovereign or other authority using military
personnel or other agents; or c. Insurrection, rebellion, revolution,
riot, usurped power, or action taken by governmental authority in
hindering or defending against any of these. However, this exclusion
does not apply to breaches of your network security.

where

Network security means the use of hardware, software, firmware and
written security policies and procedures by insureds, or by others on
your behalf to protect against unauthorized access to or the unautho-
rized use of your computer system including the use of your computer
system in a denial of service attack.

B.1.2 Arch Insurance Company, 2016

War clause with cyber terrorism qualifier:

any war, invasion, acts of foreign enemies, hostilities or warlike op-
erations (whether war is declared or not), strike, lockout, riot, civil
war, rebellion, revolution, insurrection, civil commotion assuming
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the proportions of or amounting to an uprising, military or usurped
power, however, this exclusion will not apply to Cyberterrorism

where

“Cyberterrorism” means the premeditated use of disruptive activ-
ities against any Computer System by an individual or group of
individuals, or the explicit threat by an individual or group of in-
dividuals to use such activities, with the intention to cause harm,
further social, idealogical, Religious, political or similar objectives,
or to intimidate any person(s) in furtherance of such objectives. Cy-
berterrorism does not include any such activities which are part of
or in support of any military action, war or warlike operation.

B.1.3 AXIS Insurance Company, 2016

War clause without any qualifiers:

war, invasion, hostilities or warlike operations (whether war is de-
clared or not), strike, lock-out, riot, civil war, rebellion, revolu-
tion, insurrection, civil commotion assuming the proportions of or
amounting to an uprising, military or usurped power, or the con-
fiscation, nationalization or destruction of, or damage to, property
under the order of government or other public authority.

B.1.4 Beazley Insurance Company, Inc., 2016

War clause without any qualifiers:

due to war, whether or not declared, civil war, insurrection, rebel-
lion or revolution or to any act or condition incident to any of the
foregoing;

B.1.5 Contractors Bonding and Insurance Company, 2014

War clause without any qualifiers:

any actual or alleged strike or similar action, war, invasion, act of
foreign enemy, hostilities or warlike operations (whether declared or
not), civil war, mutiny, civil commotion assuming the proportions
of or amounting to a popular rising, military rising, insurrection,
rebellion, revolution, military or usurped power, or any action taken
to hinder or defend against these actions;

B.1.6 CUMIS Insurance Society, Inc., 2010

No war clause.
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B.1.7 Discover Property and Casualty Insurance Company , 2012

No war clause.

B.1.8 Everest National Insurance Company, 2018
War clause with cyber terrorism qualifier:

For, arising out of, or resulting from: war, invasion, acts of for-
eign enemies, hostilities (whether war be declared or not), civil war,
rebellion, revolution, insurrection, military or usurped power or con-
fiscation or nationalization or requisition or destruction of or damage
to property by or under the order of any government or public or
local authority; provided, that this exclusion will not apply to Cyber
Terrorism.

where

Cyber Terrorism means the premeditated use of disruptive activities,
or threat to use disruptive activities, against an Insured’s Computer
System with the intention to cause harm, further social, ideological,
religious, political or similar objectives, or to intimidate any person
in furtherance of such Objectives.

B.1.9 Federal Insurance Company, 2009

War clause without any qualifiers:

any riot or civil commotion, outside the United States of America or
Canada, or any military, naval or usurped power, war or insurrection;

B.1.10 Federated Rural Electric Insurance Exchange, 2015
War clause with cyber terrorism qualifier:

Any claim based upon, arising out of, resulting from, in consequence
of, or in any way involving:

1. Strikes or similar labor actions, war, invasion, act of foreign
enemy, hostilities or warlike operations (whether declared or
not), civil war, mutiny, civil commotion assuming the propor-
tions of or amounting to a popular uprising, military uprising,
insurrection, rebellion, revolution, military or usurped power,
or any action taken to hinder or defend against these actions;

2. The confiscation, nationalization, requisition or destruction of,
or damage to, property by or under the order of any govern-
ment or public or local authority; or
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3. Any action taken in controlling, preventing, suppressing or in
any way relating to GG(1) or GG(2) above.

This exclusion does not apply to an act of cyber terrorism.
where

Act of cyber terrorism means the premeditated use of disruptive ac-
tivities, or the threat thereof, against computers, computer systems,
networks and/or public internet by any person or group(s) of per-
sons, whether acting alone or on behalf of, or in connection with,
any organization(s) or government(s) with the intention to intimi-
date or cause destruction or harm and/or further social, ideological,
religious, political or similar objectives.

Act of cyber terrorism includes, but is not limited to, the use of
information technology to organize and execute large-scale attacks
against computer systems, networks and/or public internet, result-
ing in disabling and/or deleting critical infrastructure, data or in-
formation.

B.1.11 Freedom Specialty Insurance Company, 2016

War clause with cyber terrorism qualifier:

based upon, arising out of or attributable to any war, invasion, acts
of foreign enemies, hostilities (whether war is declared or not), civil
war, rebellion, revolution, insurrection, military or usurped power,
confiscation, nationalization, requisition, or destruction of, or dam-
age to, property by or under the order of any government, public or
local authority; or Terrorism;

where

Terrorism means any act, including without limitation the use of
force or violence, or the threat thereof, by any individual or group(s)
of individuals, whether acting alone, on behalf of or in connection
with any organization(s) or government(s), to cause harm, loss or
damage, committed for or to further social, ideological, religious,
political or similar objectives, or to intimidate or influence any per-
son(s), organization(s), government(s) or the public, or any segment
of the public, in furtherance of such objectives, including without
limitation any Security Incident or Privacy Violation (or act related
thereto), or threat thereof. Terrorism shall not include Cyberterror-
ism.

where

Cyberterrorism means the premeditated disruption, or the threat
thereof, of computers and/or net- works, with the intent to cause
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harm or further social, ideological, religious, political or similar ob-
jectives, or to intimidate any person in furtherance of such objec-
tives. Cyberterrorism shall mean an attack against a Critical Infras-
tructure Sector as defined in Presidential Policy Directive 21 (PPD-
21), and shall not include an attack against the computers and/or
networks of a single entity.

B.1.12 Great American Insurance Company, 2012

No war clause.

B.1.13 Hartford Fire Insurance Company, 2009

War clause without any qualifiers:

any war, invasion, acts of foreign enemies, hostilities or warlike op-
erations (whether war is declared or not), strike, lock-out, riot, civil
war, rebellion, revolution, insurrection, civil commotion assuming
the proportions of or amounting to an uprising, military or usurped
Power;

B.1.14 Key Risk Insurance Company, 2018
War clause with cyber terrorism qualifier:

War and Seizure of Property based upon, arising out of, or at-
tributable to strikes, riots or similar labor action, war, invasion,
acts of foreign nations, hostilities or war-like operations (whether
war is declared or not), civil war, mutiny, popular or military upris-
ing, insurrection, rebellion, revolution, military or usurped power,
or any action taken to hinder or defend against any of these events,
or the confiscation, nationalization or destruction of, or damage to,
property under the order of government or other public authority;
provided that this exclusion shall not apply to that part of an oth-
erwise covered Loss resulting from Cyber Terrorism;

where

Cyber Terrorism means an act by an individual or any group of indi-
viduals directed against a Computer System, where it is reasonable
to conclude that the actors are motivated by social, ideological, re-
ligious, economic or political objectives, or for the purpose of intim-
idating or coercing a government or the civilian population thereof,
or disrupting any segment of the economy.

B.1.15 North American Specialty Insurance Company, 2018

War clause with cyber terrorism qualifier:

18



War, invasion, acts of foreign enemies, terrorism, hostilities, civil
war, rebellion, revolutions, insurrection, military, or usurped power;
however, this exclusion will not apply to cyber terrorism.

where

Cyber terrorism means the premeditated use, or threatened use, of
disruptive activities against computer systems by any person, group,
or organization, committed with the intention to harm or intimidate
you to further social, ideological, religious, or political objectives.
However, cyber terrorism does not include any activity which is part
of or in support of any military action, war, or war-like operation.

B.1.16 Nova Casualty Company, 2018

War clause without any qualifiers:

War And Military Action Based upon, arising out of or in any way
related to:

1. War, including undeclared or civil war;

2. Warlike action by a military force, including action in hindering
or defending against an actual or expected attack, by any gov-
ernment, sovereign or other authority using military personnel
or other agents; or

3. Insurrection, rebellion, revolution, usurped power, or action
taken by governmental authority in hindering or defending against
any of these.

B.1.17 Philadelphia Indemnity Insurance Company, 2011
War clause with cyber terrorism qualifier:

Any act of terrorism, strike or similar labor action, war, invasion, act
of foreign enemy, hostilities or warlike operations (whether declared
or not), civil war, mutiny, civil commotion assuming the proportions
of or amounting to a popular rising, military rising, insurrection,
rebellion, revolution, military or usurped power, or any action taken
to hinder, defend, control, prevent or suppress any of the foregoing;
provided, however, that this exclusion shall not apply to coverage
otherwise provided under Insuring Agreement H. Cyber Terrorism
Coverage, if purchased.

where

Cyber terorrism: We will reimburse you for income loss, interruption
expenses and special expenses in excess of the applicable deductible
shown in the Declarations, incurred by you during the period of
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restoration directly as a result of total or partial interruption, degra-
dation in service, or failure of the computer system that exceeds the
time retention and which is directly caused by an act of terrorism.
Such act of terrorism must be discovered by a knowledgeable person
during the policy period and reported to us within sixty (60) days
after the end of the policy period.

B.1.18 QBE Insurance Corporation, 2014
Terrorism exclusion without war clause:

I. We will not pay for any Loss caused directly or indirectly by Ter-
rorism, including action in hindering or defending against an actual
or expected incident of Terrorism. Any Loss is excluded regardless of
any other cause or event that contributes concurrently or in any se-
quence to such Loss. However, this exclusion applies only when one
or more of the following are attributed to an incident of Terrorism:

1. The Terrorism is carried out by means of the dispersal or appli-
cation of radioactive material, or through the use of a nuclear
weapon or device that involves or produces a nuclear reaction,
nuclear radiation, or radioactive contamination; or

2. Radioactive material is released and it appears that one pur-
pose of the Terrorism was to release such material; or

3. The Terrorism is carried out by means of dispersal or applica-
tion of pathogenic or poisonous biological or chemical materials;
or

4. Pathogenic or poisonous biological or chemical materials are
released and it appears that one purpose of Terrorism was to
release such materials; or

5. The total of insured damage to all types of property exceeds
$25,000,000. In determining whether the $25,000,000 threshold
is exceeded, we will include all insured damage sustained by
property of all persons and entities affected by the Terrorism
and business interruption losses sustained by owners or occu-
pants of the damaged property. For the purpose of this pro-
vision, insured damage means damage that is covered by any
insurance plus damage that would be covered by any insurance
but for the application of any Terrorism exclusions; or

6. Fifty (50) or more persons sustain death or serious physical
injury. For the purpose of this provision, serious physical injury
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means: (a) Physical injury that involves a substantial risk of
death; or (b) Protracted and obvious physical disfigurement; or
(¢c) Protracted loss of or impairment of the function of a bodily
member or organ.

Multiple incidents of Terrorism which occur within a 72-hour period
and appear to be carried out in concert or to have a related purpose
or common leadership will be deemed to be one incident, for the
purpose of determining whether the thresholds in paragraphs 5. and
6. are exceeded. Paragraphs 5. and 6. above describe the threshold
used to measure the magnitude of an incident of Terrorism and the
circumstances in which the threshold will apply for the purpose of
determining whether this exclusion will apply to that incident.
When the exclusion applies to an incident of Terrorism, there is no
coverage under this Policy. In the event of any incident of Terrorism
that is not subject to this exclusion, coverage does not apply to any
Loss that is otherwise excluded by this Policy.

II. Solely for the purposes of this endorsement, this Policy is amended
by the addition of the following: Terrorism means activities against
persons, organizations, or property of any nature: 1. That involve
the following or preparation for the following: (a) Use or threat of
force or violence; or (b) Commission or threat of a dangerous act; or
(c) Commission or threat of an act that interferes with or disrupts
an electronic, communication, information, or mechanical system;
and When one or both of the following applies: (a) The effect is to
intimidate or coerce a government or the civilian population or any
segment thereof, or to disrupt any segment of the economy; or (b) It
appears that the intent is to intimidate or coerce a government, or to
further political, ideological, religious, social or economic objectives
or to express (or express opposition to) a philosophy or ideology.

B.1.19 RLI Insurance Company, 2013

War clause without any qualifiers:

any actual or alleged strike or similar action, war, invasion, act of
foreign enemy, hostilities or warlike operations (whether declared or
not), civil war, mutiny, civil commotion assuming the proportions
of or amounting to a popular rising, military rising, insurrection,
rebellion, revolution, military or usurped power, or any action taken
to hinder or defend against these actions;

B.1.20 St. Paul Fire and Marine Insurance Company, 2008

No war clause.
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B.1.21 Starr Indemnity Liability Company, 2017

War clause with cyber terrorism qualifier:

alleging, arising from, based upon or attributable to, in any way in-
volving or in consequence of war, military or usurped power, or any
action taken by governmental, public or local authority to confiscate,
nationalize, seize, destroy or damage property; invasion, military ac-
tion (whether or not war is declared), civil war, rebellion, revolution,
insurrection, military or usurped power, or any action taken by gov-
ernmental, public or local authority to confiscate, nationalize, seize,
destroy or damage property;

Each of the insuring agreements includes “Security Failure”, for example:

1. INSURING AGREEMENTS

A. Security Privacy Liability The Insurer shall pay on behalf of the
Insured all Loss, in excess of the Retention, arising from a Claim first
made during the Policy Period (or Discovery Period, if applicable)
against such Insured for an actual or alleged Security Failure or
Privacy Incident, and duly reported to the Insurer in accordance
with Section 7 of this policy.

B. Security Privacy Incident Response Expenses The Insurer shall
pay on behalf of the Company the Incident Response Expenses of
the Company, in excess of the Retention, resulting from an actual
or reasonably suspected Security Failure or Privacy Incident that is
first discovered by the Insured during the Policy Period, and duly
reported to the Insurer in accordance with Section 7 of this policy.

where
“Security Failure” means any:

e unauthorized access, unauthorized use, denial of service attack
or receipt or transmission of a malicious code due to a failure or
violation of the security of the Computer System or any other
failure or violation of the Computer System;

o failure to disclose an event referenced in Sub-paragraphs (1)
above in violation of any Security Privacy Law;

e theft of a password or access code from an Insured’s premises,
the Computer System, or an Insured Person by non-electronic
means;

e physical theft of hardware controlled by the Insured (or com-
ponents thereof) on which electronic data is stored from a
premises occupied and controlled by the Insured,

including such failure or violation resulting from Cyberterrorism.
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Affirmative coverage for cyber terrorism is inherited via the definition of
Security failure, where

“Cyberterrorism” means the premeditated use of disruptive activi-
ties against the Computer System by an individual or group of indi-
viduals, or the explicit threat by an individual or group of individu-
als to use such activities, with the intention to cause harm, further
social, ideological, religious, political or similar objectives, or to in-
timidate any person(s) in furtherance of such objectives.

“Cyberterrorism” does not include Cyberwarfare. “Cyberwarfare”
as used herein means actions by a nation-state to penetrate the
Computer System for the purposes of causing damage or disruption.

B.1.22 Stratford Insurance Company, 2018

War clause with cyber terrorism qualifier:

war, invasion, terrorism, acts of foreign enemies, hostilities or war-
like operations (whether war is declared or not), strike, lock-out,
riot, civil war, rebellion, revolution, insurrection, civil commotion
assuming the proportions of or amounting to an uprising, military
or usurped power, provided, however, that this exclusion U.4. shall
not apply to Cyber Terrorism.

where

For purposes of this exclusion U.4., Cyber Terrorism means (i) any
act expressly directed against an Inured’s Network Security by an
individual or any group of individuals, whether acting alone, on be-
half of or in connection with any entity or government, or for social,
ideological, religious, economic or political reasons, including intimi-
dating or coercing a government, a civilian population or disrupting
any segment of an economys;

B.1.23 The Hartford Steam Boiler Inspection and Insurance Com-
pany, 2015

War clause without any qualifiers:

War and military action including any of the following and any con-
sequence of any of the following:

1. War, including undeclared or civil

2. Warlike action by military force, including action in hindering
or defending against an actual or expected attack, by any gov-
ernment, sovereign or other authority using military personnel
or other agents; or

3. Insurrection, rebellion, revolution, usurped power, political vi-
olence or action taken by governmental authority in hindering
or defending against any of these. war;
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B.1.24 The Medical Protective Company, 2012

No war clause.

B.1.25 The Travelers Indemnity Company Of Connecticut, 2008

No war clause.

B.1.26 Travelers Casualty and Surety Company of America, 2010
War clause with terrorism qualifier:

This CyberRisk Policy will not apply to any Claim or Single First
Party Insured Event based upon or arising out of war, invasion, acts
of foreign enemies, hostilities (whether war is declared or not), civil
war, rebellion, revolution, insurrection, military or usurped power,
confiscation, nationalization, requisition, or destruction of, or dam-
age to, property by or under the order of any government, public or
local authority; provided that this exclusion will not apply to any
“act of terrorism” as defined in the Terrorism Risk Insurance Act,
as amended.

B.1.27 Zurich American Insurance Company, 2014

War clause without qualifier:
Based upon, arising out of or attributable to:

1. War, including undeclared or civil war;

2. Warlike action by a military force, including action in hindering
or defending against an actual or expected attack, by any gov-
ernment, sovereign or other authority using military personnel
or other agents; or

3. Insurrection, rebellion, revolution, riot, usurped power, or ac-
tion taken by governmental authority in hindering or defending
against any of these.

B.1.28 Twin City Fire Insurance Company, 2017

War clause with cyber terrorism qualifier:

based upon, arising from or in any way related to any actual or al-
leged war, invasion, acts of foreign enemies, hostilities or warlike op-
erations (whether war is declared or not), strike, lock-out, riot, civil
war, rebellion, revolution, insurrection, civil commotion assuming
the proportions of or amounting to an uprising, military or usurped
power; provided, however, that this exclusion will not apply to any
act of Cyber Terrorism.
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B.1.29 Twin City Fire Insurance Company, 2018
War clause with cyber terrorism qualifier:

based upon, arising from or in any way related to any actual or al-
leged war, invasion, acts of foreign enemies, hostilities or warlike op-
erations (whether war is declared or not), strike, lock-out, riot, civil
war, rebellion, revolution, insurrection, civil commotion assuming
the proportions of or amounting to an uprising, military or usurped
power; provided, however, that this exclusion will not apply to any
act of Cyber Terrorism.

where

Cyber Terrorism means the premeditated use, or threatened use,
of disruptive activities, including a Cyber Extortion Threat against
an Organization’s Computer System, by an individual or group of
individuals, whether acting alone or on behalf of or in connection
with any organization or government, with the intent to demand
an Extortion Payment, or cause a Network Intrusion or Data Pri-
vacy Incident, in furtherance of stated social, ideological, religious,
economic or political objectives, or to intimidate the Insured in fur-
therance of such Objectives.

B.1.30 Zurich American Insurance Company, 2016
War clause with network security qualifier:
War or Civil Unrest based upon, arising out of, or attributable to:

e war, including undeclared or civil war;

e warlike action by a military force, including action inm hin-
dering or defending against an actual or expected attack, by
any government, sovereign, or other authority using military
personnel or other agents; or

e insurrection, rebellion, revolution, usurped power, or action
taken by governmental authority in hindering or defending against
any of these; or

e civil unrest, including but not limited to protests, striking em-
ployees and riots;

provided, however, this Exclusion does not apply to breaches of the
Company’s Network Security;

B.2 Flat-rate Policies
B.2.1 Acceptance Indemnity Insurance Company, 2016

No war clause.
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B.2.2 Alaska National Insurance Company, 2016

No war clause.

B.2.3 Aspen American Insurance Company, 2012

War clause with terrorism qualifier:
Alleging or arising out of any:

a. War, invasion, acts of foreign enemies, Hostilities or warlike op-
erations (whether war be declared or not), civil war, rebellion,
revolution, insurrection, civil commotion Assuming the propor-
tions of or amounting to an uprising, military or usurped power;
or

b. Act of terrorism.

B.2.4 AXIS Insurance Company, 2014

No war clause.

B.2.5 BCS Insurance Company, 2014

War clause with acts perpetuated electronically qualifier:

Any “Act Of Terrorism”; strike or similar labor action, war, inva-
sion, act of foreign enemy, hostilities or warlike operations (whether
declared or not), civil war, mutiny, civil commotion assuming the
proportions of or amounting to a popular rising, military rising, in-
surrection, rebellion, revolution, military or usurped power, or any
action taken to hinder or defend against these actions; including all
amounts, “Damages”, or “Claim Expenses” of whatsoever nature
directly or indirectly caused by, resulting from or in connection with
any action taken in controlling, preventing, suppressing, or in any
way relating to the above; however, if “We” allege that by reason of
this exclusion any “Damages” or “Claim Expenses” are not covered
by this Policy, the burden of proving the contrary shall be upon
“You”. However this exclusion does not apply to acts perpetuated
electronically.

B.2.6 Berkley National Insurance Company, 2017

War clause without any qualifiers:

War and military action including any of the following and any con-
sequence of any of the following:

a. War, including undeclared or civil war;
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b. Warlike action by military force, including action in hindering
or defending against an actual or expected attack, by any gov-
ernment, sovereign or other authority using military personnel
or other agents; or

c. Insurrection, rebellion, revolution, usurped power, political vi-
olence or action taken by governmental authority in hindering
or defending against any of these.

B.2.7 Civic Property and Casualty Company, 2012

War clause without any qualifiers:

Arising out of or resulting from, directly or indirectly occasioned
by, happening through or in consequence of war, invasion, acts of
foreign enemies, hostilities (whether war be declared or not), civil
war, rebellion, revolution, insurrection, military or usurped power
or confiscation or nationalization or requisition or destruction of or
damage to property by or under the order of any government or
public or local authority;

B.2.8 Employers Mutual Casualty Company, 2018

War clause without any qualifiers:

War and military action including any of the following and any con-
sequence of any of the following:
a. War, including undeclared or civil war;

b. Warlike action by military force, including action in hindering
or defending against an actual or expected attack, by any gov-
ernment, sovereign or other authority using military personnel
or other agents; or

c. Insurrection, rebellion, revolution, usurped power, political vi-
olence or action taken by governmental authority in hindering
or defending against any of these.

B.2.9 Everest National Insurance Company, 2014

No war clause.

B.2.10 Farmers Insurance Exchange, 2016

War clause without any qualifiers:

Arising out of or resulting from, directly or indirectly occasioned
by, happening through or in consequence of: war, invasion, acts of
foreign enemies, hostilities (whether war be declared or not), civil
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war, rebellion, revolution, insurrection, military or usurped power
or confiscation or nationalization or requisition or destruction of or
damage to property by or under the order of any government or
public or local authority.

B.2.11 Federated Rural Electric Insurance Exchange, 2018

War clause without any qualifiers:

Any loss arising from war, invasion, act of foreign enemy, hostilities
or warlike operations (whether declared or not), civil war, mutiny,
civil commotion assuming the proportions of or amounting to a pop-
ular uprising, military uprising, insurrection, rebellion, revolution,
military or usurped power, or any action taken to hinder or defend
against these actions; or the confiscation, seizure, nationalization,
requisition or destruction of, or damage to, property by or under
the order of any government or public

B.2.12 Foremost Insurance Company Grand Rapids Michigan, 2016

War clause without any qualifiers:

Arising out of or resulting from, directly or indirectly occasioned
by, happening through or in consequence of: war, invasion, acts of
foreign enemies, hostilities (whether war be declared or not), civil
war, rebellion, revolution, insurrection, military or usurped power
or confiscation or nationalization or requisition or destruction of or
damage to property by or under the order of any government or
public or local authority.

B.2.13 Graphic Arts Mutual Insurance Company, 2017

War clause without any qualifiers:

War and military action including any of the following and any con-
sequence of any of the following:

a. War, including undeclared or civil war;

b. Warlike action by military force, including action in hindering
or defending against an actual or expected attack, by any gov-
ernment, sovereign or other authority using military personnel
or other agents; or

c. Insurrection, rebellion, revolution, usurped power, political vi-
olence or action taken by governmental authority in hindering
or defending against any of these.
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B.2.14 Great American Insurance Company, 2009
War clause without any qualifiers:
Based upon, attributable to or arising out of:

1. war, including undeclared or civil war or civil unrest;

2. warlike action by military force, including action hindering or
defending against an actual or expected attack, by any govern-
ment, sovereign or other authority using military personnel or
other agents; or

3. insurrection, rebellion, revolution, usurped power, or action
taken by government authority in hindering or defending against
any of these.

B.2.15 Greenwich Insurance Company, 2015

No war clause.

B.2.16 Harleysville Insurance Company, 2016

No war clause.

B.2.17 National Interstate Insurance Company, 2016
War clause without any qualifiers:

Arising out of or resulting from, directly or indirectly occasioned
by, happening through or in consequence of: war, invasion, acts of
foreign enemies, hostilities (whether war be declared or not), civil
war, rebellion, revolution, insurrection, military or usurped power
or confiscation or nationalization or requisition or destruction of or
damage to property by or under the order of any government or
public or local authority;

B.2.18 NIPPONKOA Insurance Company Ltd.,(U.S.Branch), 2012

No war clause.

B.2.19 Palomar Specialty Insurance Company, 2018
War clause without any qualifiers:

War, invasion, acts of foreign enemies or hostilities (whether war is
declared or not); rebellion, revolution, insurrection, war-like action,
coup, usurped power or military power.
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B.2.20 Pennsylvania Lumbermens Mutual Insurance Company, 2016

No war clause.

B.2.21 Pennsylvania Lumbermens Mutual Insurance Company, 2017

War clause without any qualifiers:

War and military action including any of the following and any con-
sequence of any of the following:

a. War, including undeclared or civil war;

b. Warlike action by military force, including action in hindering
or defending against an actual or expected attack, by any gov-
ernment, sovereign or other authority using military personnel
or other agents; or

c. Insurrection, rebellion, revolution, usurped power, political vi-
olence or action taken by governmental authority in hindering
or defending against any of these.

B.2.22 Philadelphia Indemnity Insurance Company, 2016

War clause with terrorism qualifier:

Any act of terrorism, strike or similar labor action, war, invasion, act
of foreign enemy, hostilities or warlike operations (whether declared
or not), civil war, mutiny, civil commotion assuming the proportions
of or amounting to a popular rising, military rising, insurrection,
rebellion, revolution, military or usurped power, or any action taken
to hinder, defend, control, prevent or suppress any of the foregoing;

where

Act of terrorism means any violent act or an act that is dangerous
to human life, property or infrastructure that is committed by an
individual or individuals and that appears to be part of an effort to
coerce a civilian population or to influence the policy or affect the
conduct of any government by coercion.

B.2.23 QBE Insurance Corporation, 2017

No war clause.

B.2.24 Security National Insurance Company, 2016

War clause without any qualifiers:
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Arising out of or resulting from, directly or indirectly occasioned
by, happening through or in consequence of: war, invasion, acts of
foreign enemies, hostilities (whether war be declared or not), civil
war, rebellion, revolution, insurrection, military or usurped power
or confiscation or nationalization or requisition or destruction of or
damage to property by or under the order of any government or
public or local authority;

B.2.25 State National Insurance Company Inc., 2017

War clause with cyber terrorism qualifier:

Any claim based upon, arising out of, resulting from, in consequence
of, or in any way involving:

1. Strikes or similar labor actions, war, invasion, act of foreign
enemy, hostilities or warlike operations (whether declared or
not), civil war, mutiny, civil commotion assuming the propor-
tions of, or amounting to, a popular uprising, military uprising,
insurrection, rebellion, revolution, military or usurped power,
or any action taken to hinder or defend against these actions;

2. The confiscation, commandeering, nationalization, requisition
or destruction of, or damage to, property, including computer
hardware, by or under the order of any government or public
authority for whatever reason; or

3. Any action taken in controlling, preventing, suppressing or in
any way relating to DD(1) or DD(2) above.

This exclusion does not apply to an act of cyber terrorism.
where

Act of cyber terrorism means the premeditated use of information
technology to organize and execute attacks, or the threat thereof,
against computers, computer systems, networks or the internet by
any person or group, whether acting alone, on behalf of, or in con-
nection with any organization or government, which is committed
for political, religious, or ideological purposes, with the intention to
influence any government, put the public in fear, or cause destruc-
tion or harm to critical infrastructure or data.

B.2.26 The Dentists Insurance Company, 2017

War clause without any qualifiers:

War and military action including any of the following and any con-
sequence of any of the following:
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a. War, including undeclared or civil war;

b. Warlike action by military force, including action in hindering
or defending against an actual or expected attack, by any gov-
ernment, sovereign or other authority using military personnel
or other agents; or

c. Insurrection, rebellion, revolution, usurped power, political vi-
olence or action taken by governmental authority in hindering
or defending against any of these.
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