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Abstract

Science gateways provide different interfaces to the same underlying toolset based upon the needs of different members
of a specific community. However, as the aperture of the targeted community widens and we seek to address the chal-
lenges facing science across all of modern society, this approach becomes untenable. No single interface, no matter how
intelligent, can serve the needs of every community in every context. In this paper we show how the creation of science
gateway interface ecosystems—groups of intelligent interfaces that together form a mutually reinforcing collective—can
address these challenges. Further, we present a methodology for creating such interface ecosystems without the need for
coordination between the designers of the constituent interfaces. As a demonstration of this approach, we present a set
of case studies in which interfaces are created for different audiences and contexts. Each case is examined through the
lens of the design tools identified in our methodology. We show that despite being created by designers from different
organizations, with different objectives, audiences, and contexts, these interfaces form a cohesive and mutually reinforc-
ing pathway that guides the community to deepen their engagement with researchers and practitioners in the subject area.
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Introduction Science gateways are typically designed to provide remote
access to high-performance computing resources, but the
same design choice allows different front-end interfaces to

connect to the same back-end infrastructure.

Science gateways provide shared resources within a scientific
community, such as access to computational services, data

repositories, and software [1]. However, different members
of a community have different needs when engaging with
these shared resources. A first-year student may struggle to
understand the basic workflow of a scientific process, while
an expert practitioner might want extensive customizations.
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In this paper, we explore the concept of gateway inter-
face ecosystems: a set of diverse interfaces for back-end
resources that each serve a different audience, but that
together form a mutually reinforcing collective. Each inter-
face can be tailored for the needs of the audience and the
context where it is deployed. For example, an interface for
students could use progressive disclosure to help students
understand core concepts step by step, while an interface
for professionals might show many options for custom-
ization. However, the ecosystem approach considers these
differences as part of a larger whole. By aligning different
learning experiences to target the same core concepts, we
can create a mutually reinforcing network that guides par-
ticipants into deeper engagement.

As we will demonstrate below, this design philosophy
has the potential to transform STEM education, helping
learners grow over time by engaging with a range of science
gateways within the same field, each of which is appropri-
ately designed for their abilities and the context in which it
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is deployed. Learners can "graduate" from one experience
in a learning ecosystem to a more complex one, or explore
complementary approaches to deepen their understanding.

To better understand what this might look like, consider
the trajectory of someone learning to code. A child might
begin with a board game like Robot Turtles that teaches
computational concepts, then advance to a block-based cod-
ing system such as Scratch. As they get older, they might
engage in informal learning activities like a game jam
with community members and practitioners, or they might
choose to take formal computer science classes. While each
component of this example already exists, the transitions
between them are typically left for individuals to navigate.
Which board games prepare students effectively for block-
based coding? Does the game jam help them build connec-
tions with practitioners, or are they just working in the same
room? How can learners translate their prior experiences to
be legible in the classroom? These are the challenges that
a gateway interface ecosystem can help address, by mak-
ing the learning goals of each experience explicit, so that
they can be shared, reflected upon, and linked together into
a range of different pathways.

While the benefits of this approach are clear, developing
bespoke interfaces for each target audience that maintain
alignment between interventions is a challenging design
problem. In this paper, we therefore present a set of design
tools for science gateway ecosystems, along with a case
study showing how they can support learners at varying lev-
els of expertise.

For our case study, we chose the problem of cybersecu-
rity. We made this choice for three reasons. First, there is a
pressing need for effective cybersecurity professionals. The
most recent ISC2 survey places the gap between the number
of cybersecurity professionals available and those needed to
meet organizational needs worldwide at over 4.7 million, an
increase of nearly 20% just since the previous year. How-
ever, traditional recruitment strategies, awareness building,
and educational interventions have so far failed to address
this gap [2]. A successful intervention in this domain prom-
ises to have substantial real-world impact. Second, a science
gateways approach is especially important in the cybersecu-
rity domain, as many schools lack access to cybersecurity
labs and infrastructure. However, by utilizing lightweight
interfaces—starting with analog experiences that are aligned
with future digital interface experiences—we can expand
the reach of cybersecurity education. Finally, we identi-
fied cybersecurity as a complex socio-technical problem,
where knowing how to perform technical tasks is insuffi-
cient to improve cybersecurity within organizations. We see
this evidenced in practice as even well-understood security
measures such as multi-factor authentication, resource pub-
lic key infrastructure or zero-trust architectures are slow to
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see widespread adoption [3—5]. Change is often seen as too
costly to implement, too disruptive, or its need is not fully
appreciated by decision makers [6—8]. Creating change in
the face of organizational inertia requires a motivated staff
with not only the technical skills to identify shortfalls and
address them, but also the skills required to advocate effec-
tively for meaningful change, even to a largely non-tech-
nical audience. An ecosystem approach allows designers
to gain an appreciation for what may be otherwise viewed
as disparate skill sets, and create interventions that support
the integration of nontechnical skills in a technical context.
Thus we can create not only technically capable practitio-
ners but the perceptive change makers that the practice of
cybersecurity so desperately needs. Science gateway inter-
face ecosystems can be understood as mutually reinforcing,
scalable collectives. They can be built for any domain. To
advance such an ecosystem, a design team requires only
an established set of desired outcomes, such as educational
standards. Intentional use of the design tools described here
enable a design team to contribute a new interface to the
collective without needing to coordinate with previous or
concurrent designers of other constituent interfaces.

Background
Cybersecurity Education

Cybersecurity education faces a myriad of challenges. Some
of these challenges are common among STEM fields, such
as lack of program funding, educator shortages, or resource
disparities between communities. However, cybersecu-
rity education faces the additional hurdle of a knowledge-
implementation gap in the area of integrating technical and
non-technical skills.

In order to better understand the reasons for this gap and
its effect on workforce readiness it is important to understand
the context in which this still-maturing field has been, and
continues to generate, new professionals. In most post-sec-
ondary educational settings, cybersecurity has been taught
in the context of computer science, computer engineering,
information technology, information systems, or software
engineering [9]. All of these fields are highly technical, and
as such educators in this space have traditionally focused on
technical skills [10]. However, as the field of cybersecurity
has matured, there has been growing recognition of the need
to broaden the skill set of its practitioners [11].

For cybersecurity professionals to be effective in the
workforce they must engage in organizational decision
making processes. Such processes require communication,
collaboration, and negotiation skills combined with deep
technical knowledge and an awareness of the business,
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government or academic contexts of the organization. If
cybersecurity professionals are unable to effectively utilize
these skills in concert, change will not occur.

The most comprehensive document detailing the needs
for cybersecurity workforce development are the “Cyber-
security Curricular Guidelines” created by the Joint Task
Force (JTF) on Cybersecurity Education [9]. This task force
represents a collaboration between all the major interna-
tional computing societies with representatives from the
Association for Computing Machinery (ACM), IEEE Com-
puter Society (IEEE CS), Association for Information Sys-
tems Special Interest Group on Security (AIS SIGSEC),
and the International Federation for Information Process-
ing Technical Committee on Information Security Educa-
tion (IFIP WG 11.8). In this document these organizations
attempt to provide prescriptive guidelines for developing
cybersecurity training programs.

Even at its most basic level, the JTF guidelines recognize
the need for the combination of both technical and non-tech-
nical skills, defining cybersecurity as:

“A computing-based discipline involving technology,
people, information, and processes to enable assured
operations in the context of adversaries. It involves
the creation, operation, analysis, and testing of secure
computer systems. It is an interdisciplinary course of
study, including aspects of law, policy, human factors,
ethics, and risk management.”(Emphasis added)

The JTF guidelines further note that to enable proficiency
in the field graduates of a cybersecurity program should
gain the “theoretical and conceptual knowledge essen-
tial to understanding the discipline, and opportunities to
develop the practical skills that support the application of
that knowledge,” explicitly acknowledging the need for the
combination of both technical and non-technical skills.

Non-technical (sometimes called soft) skills are vital
to the success of cybersecurity professionals. The
ability to work in a team, communicate technical top-
ics to nontechnical audiences, successfully argue for
resource allocations, hone situational awareness, and
operate within disparate organizational cultures are
just a few of these skills.

Yet despite this recognition from academia and professional
societies of the need to equip cybersecurity professionals
with non-technical skills in order for them to be able to
effect positive change, traditional cybersecurity programs
continue to focus almost exclusively on technical skill
development. However, by utilizing the tools presented in
Section “Design Tools” we enable designers to account for

the challenges faced by their target audience—both those
unique to cybersecurity and those faced by the broader edu-
cational community, while accounting for the variety of fac-
tors needed to create effective cybersecurity practitioners.

Learning Ecosystems

Learning ecosystems borrow an ecological metaphor
wherein learners are part of a larger, interconnected system
of living and nonliving elements that interact in many com-
plex ways, and in which a change or interaction in one part
of the system may have effects throughout the system as a
whole [12]. The ecosystem approach is favored in social sci-
ences and in educational research and innovation to expose
and explain the interplay among experiences of individuals,
communities, and components of the broader environment.
Learning ecosystems, by definition, incorporate diverse
stakeholders such as learners, educators, families, school
administrators, regulators, institutional bodies, professional
associations and others. They also incorporate non-living
elements such as educational tools and materials, supportive
technologies, physical infrastructure, digital infrastructure,
and an ever-growing variety of educational interventions
[13, 14].

Many educational interventions are designed to have a
positive impact on learning under laboratory conditions,
and much educational research explores the impact of inter-
ventions, pedagogy, or environmental factors, all else being
equal. Authentic learning experiences do not, however, take
place under laboratory conditions: they take place in class-
rooms and at dinner tables, on the job and through focused
efforts to develop new schools, and among learners who
each have unique histories, prior experiences, and predispo-
sitions. Learning may be the accidental result of misguided
first attempts or cultivated through careful mentorship. An
ecosystem approach enables education researchers and
educational designers to account for many conditions and
variables that impact the effectiveness, efficacy, implemen-
tation, and experiential qualities of an intervention.

An ecosystem approach to educational design has pro-
duced formal and informal learning opportunities that are
positioned to positively impact multiple stakeholders within
an ecosystem [15]. A well detailed example of this approach
is presented in [16], where the authors show how IoT device-
based systems can provide scalable systems that educators
and other stakeholders can use and expand to meet indi-
vidual learners, schools, and community needs. The authors
utilize Singapore’s National Science Experiment as a case
study, detailing how an ecosystem approach focusing on the
interactions between researchers and developers, pedagogi-
cal institutes, service providers, schools, teachers, students,
funders, and government agencies to support the creation
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of an ecosystem that promotes data driven thinking across
the STEM audience. Extending this appraoch, designers
and developers have sought to create interventions that
are themselves ecosystems, providing pathways to learn-
ing and, at the same time, interacting by design in multiple
and complex ways with the larger educational ecosystem
in which they are embedded. The Synergies Project offers
a useful case study of several interventions, designed using
a learning ecosystem approach, that are mutually reinforc-
ing and amplifying [17]. This project was built through a
research-practice partnership in a specific neighborhood.
Resulting innovations enabled stakeholders throughout the
ecosystem to develop and access opportunities for training
and to access educational technologies.

Design Tools

We use a combination of two design tools, the Transforma-
tional Framework and a socio-ecological model, to create
human-centered science gateway interfaces that promote
transformational learning and deep engagement with wicked
problems. These tools, taken together, enable designers to
address a complex problem such as cybersecurity workforce
development and promote multiple, coordinated and mutu-
ally reinforcing outcomes. The Transformational Frame-
work is a design process tool that is used to define critical
features and desired impacts of transformational experi-
ences. A socio-ecological model enables a holistic view of
the problem space, in which we can systematically identify
the targets of a given intervention beyond the individual.

The Transformational Framework

The Transformational Framework can be used to create an
effective intelligent interface that drives a desired change,
or desired changes, in an audience [18]. It presents a set
of eight key areas for a design team to explore in order to
align their collective vision and to document their process.
The Transformational Framework process emphasizes col-
lectively answering key questions about the audience being
targeted for transformation and the contextual references
being leveraged by the team to inform their approach to cre-
ating and evaluating that transformation. The design team
uses this approach to guide and detail the design approach,
and to set constraints for implementation.

Note that the Transformational Framework is typically
used for the design of educational games; however, in this
project, we adapt it for the design of educational interven-
tions writ large. We will consider the elements of the Frame-
work here, clustered into three groupings:
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e Domain Concepts and Prior Work are tools for engaging
domain knowledge in the design of the interface.

— Domain Concepts asks “What is essential to
include in the game to transform your players?” It
leads teams to explore the various diverse aspects of
the topical focus of their intervention and to evaluate
what concepts should or could be embodied by their
intervention given the scale of their project and the
impact they hope it will have on players. In a non-
game context, it can be applied to interface design or
other types of learning interventions.

— Prior Work asks “What can you learn from what
others have done?” It guides teams to seek out
related interventions or research, which can be eval-
uated by the team to inform their own project.

e Audience & Context, Player Transformations, and Bar-
riers are tools for thinking holistically about the impact
of interface design decisions.

— Audience & Context asks “What is the ecosystem
in which your game must create change?” It prompts
teams to build a model of their players and the eco-
system in which the players will engage in the game
itself as well as follow through with the goals of
the intervention. In a non-game context, this item
asks us to understand the direct users of a learning
interface, as well as any other stakeholders in the
experience.

— Player Transformations asks “How should players
be different after playing your game?” It has teams
identify a focused set of specific impacts they hope
to engender and measure in their players from their
intervention. In a non-game context, this item is
used to define the intended change from the learning
experience.

— Barriers asks “Why aren’t your players already
transformed?” It prompts teams to identify those
things that stand in the way of the transformation
of their audience, which their intervention may need
to acknowledge and possibly address in order to
successfully transform their players. In a non-game
context, it means understanding the barriers faced
by learners more broadly.

e High-Level Purpose and Assessment are tools for es-
tablishing what success looks like for the design of the
interface

— High-Level Purpose asks “Why is it important
that your game transform players?” It leads teams
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to establish a shared sense of what motivates the
design’s transformational success by centering
a big-picture impact that the team’s intervention
should support. In a non-game context, it can be
applied to any solution-based design or intervention
where success is motivated at least in part by trans-
formational impact.

— Assessment asks “How will you measure your
game’s impact?” It prompts teams to establish the
criteria and methods that they will use to measure
their project’s transformational success.

As a brief illustrative hypothetical example of a transfor-
mational framework, consider a team seeking to create an
intervention to encourage pursuit of math-related fields in
college students. Through collaborative engagement with
the Transformational Framework process, the team might
center on a focused high-level purpose around helping stu-
dents see math as relevant for their personal and profes-
sional use beyond school, which the team summarizes as
“Math for Life.” They look at prior works like case studies
of academic interventions tackling a similar problem space.
They consider existing expert research into what turns col-
lege students away from math-related pathways. Through
this they create a shared map of barriers relevant to their pur-
pose. Portions of this research indicate that students begin to
lose interest in math-related fields by late secondary school,
prompting the team to establish their target audience as 6th
& 7th grade students with the intent that their intervention
reduce this dropoff as their strategy for achieving their high-
level purpose. Given this, they focus their targeted player
transformations on students’ beliefs about math relevance
outside school—creating concrete reference points for stu-
dents to call to mind common ways that math skills are use-
ful for personal benefit in non-academic settings. The team
establishes a bank of representative scenarios as the domain
concepts key to their intervention design. Because they
establish their audience as 6th & 7th graders but their high-
level purpose is anchored on outcomes for college students,
the team uses existing research on what beliefs or behav-
iors in secondary school have a predictive relationship with
future math-engagement and use this information to design
their assessment approach. It is important to note that this
is an iterative process, and the result is a living document
that is intended to evolve with the designers’ understanding
of the problem space as the project progresses, while still
providing a guide to ensure the project proceeds in a manner
aligned with their overall goals.

Socio-Ecological Modeling

Socio-Ecological Modeling (SEM) has been widely used in
clinical research to better understand the multi-layered influ-
ences on a wide variety of complex systems, from colorectal
cancer to bullying prevention. First formalized in the 1980’s
by Urie Bronfenbrenner [19, 20], Socio-Ecological Model-
ing was based upon his work over the previous decade to
better understand the factors affecting human health [21].
His original socio-ecological model examined how health is
affected by the interaction between the characteristics of the
individual, the community, and the environment—including
the physical, social, and political components. Subsequent
work integrated the influence of policy.

As socio-ecological theory gained broader adoption,
models were created to represent the multilayered influences
that affect public health promotion, violence prevention,
bullying among youth, dementia prevention, agricultural
safety, and colorectal cancer [22-27]. More modern revi-
sions of the model often represent the multilayered factors
as concentric circles representing the individual, interper-
sonal, organizational, community, and policy spheres of
influence.

Individual: Information about the attitudes, habits, and
skills of an individual. May also include demographic infor-
mation such as their age, gender, or race.

Interpersonal: The social network within which an indi-
vidual resides—often this will be dominated by friends, fam-
ily, and co-workers, but may also include any direct social
connections.

Organizational: Institutions with rules and regulations
that affect an individual or group. This level will often
include schools or workplaces, but may also incorporate
other less formal institutions such as artist collectives, agri-
cultural partnerships, or criminal organizations.

Community: Relationships between different organiza-
tions, such as the relationship between a local high school
and a community college, an environmental advocacy
group and an oil producer, or any other inter-organizational
relationship.

Policy: The social agreements which affect entities across
the model. While these are commonly embodied in laws and
regulations from the public policy sphere, cultural beliefs
and social stigmas would also apply.

This representation serves to highlight the expand-
ing sphere of influence of each layer of the model. As we
move further away from the individual, the effect of each
layer becomes more indirect, but is felt across all preceding
layers.

While socio-ecological models have garnered some
attention in the design community [28-30], they remain an
underutilized tool for understanding the interplay of factors
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affecting complex human systems. The lens of the socio-
ecological model allows us to focus on a particular task-
at-hand while still retaining the capability to account for
the broader ecosystem within which that task exists. In this
paper we present a methodology that leverages this strength
of socio-ecological modeling to enable the creation of sci-
ence gateway interface ecosystems, mutually reinforcing
interfaces tailored for different tasks but serving a broader
cohesive objective.

In Section “Methods” we will provide a demonstration of
this methodology using an instantiation of the socio-ecolog-
ical model within a specific domain, just as prior researchers
have created instantiations related to public health promo-
tion, bullying among youth, and dementia prevention [24,
25, 27]. We call this instantiation the Socio-Ecological
Model of Change in the domain of Cyber Security (SEM-
CCS). We will detail the elements in each layer of the SEM-
CCS, moving from the individual level all the way up to the
societal level, focusing our discussion at each level on the
effects of identified elements on the potential for change to
occur. Finally, we will examine how effects can propagate
across levels of the model. In the subsequent section we will
examine a set of design cases viewed through the lens of the
SEM-CCS and transformational framework. We will exam-
ine how these cases can form a mutually reinforcing pro-
gram that guides the target audience to further engage with
the field of cybersecurity, without the need for coordination
between the design teams to occur.

Methods

Below we will provide a detailed demonstration of the
application of our approach for designing gateway interface
ecosystems. We will take the general concepts discussed
above of the transformational framework and socio-ecolog-
ical modeling and detail their instantiation in this problem
space. First, we will document the most recent iteration of
the Socio-Ecological Model of Change in the domain of
Cyber Security (SEM-CCS). This model will serve as the
unifying basis for our discussion of interactions between all
subsequent interface designs, as in each design engagement
relevant elements of the SEM-CCS are extracted to create
a usable, constrained subset for the current engagement.
We will then document the iterative design process through
which this subset of SEM-CCS elements is combined with
other project specific information as inputs into the transfor-
mational framework and utilized to realize a bespoke intel-
ligent interface.

Utilizing the context of these processes, we will then
examine a series of case studies. In each case study we will
focus our attention on the design process steps, the resultant
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outputs, and their affects on elements identified in the SEM-
CCS. Finally, we will show how the combination of these
independently designed cases creates a mutually reinforcing
collective, and how the resultant interface ecosystem can
serve to guide learners to further engagement with the sub-
ject matter.

The SEM-CCS

The problem of enacting change in the domain of cyberse-
curity is especially well suited to the application of socio-
ecological modeling due to the diverse set of interacting
stakeholders, adaptive response behavior on the part of
actors in the ecosystem, and the extremely tight coupling
of human activity to the nature of the affected environ-
ment. This diverse set of stakeholders now encompasses
most individuals, households, corporations, and govern-
ment agencies present worldwide. Even those groups not
actively engaged in the practice of cybersecurity can affect
outcomes, as their behavior forms the risk environment in
which cybersecurity decisions must be made. Similarly, the
escalating arms race between threat actors and defenders in
the cyber domain means that the behavior of each group
actively responds to the other. Finally, it is the tight coupling
of human activity with the affected environment which may
be the most pronounced, as one would struggle to envision
an environment more tightly coupled to human activity than
that of cyberspace—a domain wholly created and main-
tained through human activity, and that without such activ-
ity would shortly cease to exist entirely.

In Section “Socio-Ecological Modeling” we identi-
fied the general elements present in most socio-ecological
models. However, it is only by instantiating these elements
within an ecosystem that the general model becomes use-
ful [23]. The SEM-CCS, as with many Socio-Ecological
models, does this by utilizing a multi-layered representation
including the individual, interpersonal, organizational, com-
munity and policy layers. These layers are best visualized
utilizing a set of concentric circles highlighting the key fac-
tors present at each layer as seen in Fig. 1. This representa-
tion highlights how the effect of factors at higher layers is
more indirect, but more broadly felt across lower layers of
the model.

At the individual level of the SEM-CCS we have identi-
fied three key change-enabling attributes, Need Identifica-
tion, Change Advocacy, and Implementation Capability.
If individuals in an organization cannot identify the need for
change, secure permission to enact change, and ultimately
have the capability to implement the needed changes then
change will not occur.

Atthe interpersonal level of the SEM-CCS we have iden-
tified that the degree of Connections with Practitioners,
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Fig. 1 A concentric circle representation of the SEM-CCS

Connections with Educators, and Connections with
Employees are highly impactful in enabling change. An
individual’s connections with other cybersecurity prac-
titioners positively affects their ability to enact change in
the field, not only as a source of ongoing domain-relevant
information but also as role models and career guides. Of
particular note in this category is that connections need not
be with a more senior practitioner; our research indicates
that connections with peers or even more junior practitio-
ners can yield significant benefits. Similarly, close connec-
tions with cybersecurity educators enable highly targeted
support, tool-specific enrichment opportunities, and mag-
nify the ability of early-career practitioners to advance
into impactful roles. Finally, social connections to existing
employees of an organization allow practitioners to more
easily secure a cybersecurity position with that employer,
and employees with a rich network within the organization
were more likely to move into positions that allowed for
change to be enacted. Notably, it does not appear to be the
case that these social connections need to be with employ-
ees in a cybersecurity role.

At the organizational level of the SEM-CCS we have
identified three key attributes, Systems Visibility, Change-
supportive Organizational Policies, and Proxies of Pro-
ficiency & Trustworthiness, which affect cybersecurity
change. Organizations with policies that prevent visibility
into the state of all systems involved in a vulnerability will
obscure the ability to detect that change is needed. Simi-
larly, organizations with a culture that is supportive of chal-
lenging the status quo make it easier for individuals and
groups to advocate for change, including in the cyberse-
curity domain. Organizational cultures that tend to punish
“the squeaky wheel” make it unlikely that employees will
feel comfortable calling out the need for change. Finally,
many organizations note that their greatest hiring challenge
is filling mid-level cybersecurity roles. These positions are
advanced enough that employees must be trusted with car-
rying out core cybersecurity activities that require an ele-
vated level of privilege. Without proxies of proficiency and

trustworthiness employers are reluctant to allow individuals
they perceive as novices to fill these roles due to the damage
that they could cause—either through malicious action or
incompetence.

At the community level of the SEM-CCS the degree of
Information Sharing, Recruitment, and External Pres-
sure impact the ability for cybersecurity change to occur.
Organizations with strong relationships to other organiza-
tions in their sector who engage in information sharing are
better able to enact change when responding to cybersecu-
rity challenges. These relationships can be either producer/
consumer such as organizations subscribing to threat feeds
or purchasing consulting services, or they can be peer-fac-
ing, such as participation in sector specific consortiums, task
forces, and fusion centers. Similarly, strong relationships
between talent producers and consumers tend to allow orga-
nizations to meet their staffing needs and are thus better able
to support change. Finally, inter-organizational relationships
themselves can serve as sources of change, either through
voluntary solicitation of change (external penetration tests,
audits, work-study partnership projects), or through invol-
untary connections such as when organized groups apply
external pressure. This external pressure can be enacted via
legal avenues, such as awareness raising campaigns, boy-
cotts, or shareholder advocacy or by employing less legal
means such as those seen in the organized cyber-protests
which utilized 4chan’s Low Orbit Ion Cannon (LOIC) and
associated website defacement campaigns.

The policy level of our model includes both Change
Motivating Policies and Change Enabling Policies. Regu-
latory compliance or legal requirements are often a driver
of enacted change as these change motivating policies can
shift the incentive structure, encouraging organizations to
take action where they may not have otherwise. Change
enabling policies are distinct in that they have a direct bear-
ing on the ability to enact change in cybersecurity. This
could be through enabling individuals to acquire skills
through education (FAFSA funding, NSF’s Scholarship for
Service program, and DoD’s Cyber Service Academy schol-
arship), or by directly supporting organizations ability to
enact change. An excellent example of direct organizational
support policies are the Cybersecurity and Infrastructure
Security Agency’s Automated Indicator Sharing (AIS) pro-
gram, Assessment Evaluation and Standardization (AES)
program, CyberSentry Program, Joint Cyber Defense Col-
laborative (JCDC), Coordinated Vulnerability Disclosure
Process, and Joint Ransomware Task Force (JRTF). These
programs all provide information, methodologies, frame-
works, and/or processes to enable organizations to enact
cybersecurity changes within their organizations.

It is important to note the web of interconnections created
by effects at high levels of the SEM-CCS upon lower levels.
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Change Enabling Policies which support individual’s
education increase the pool of talent available for Recruit-
ment at the community level, while educational attainment
can create proxies of Proficiency and Trustworthiness to
enhance the ability to enact change at the organizational
level, create Connections with Educators at the inter-
personal level, and enhance individuals abilities for Need
Identification, Change Advocacy, and Implementation
Capability. Similar interconnections exist across nearly
all attributes of the SEM-CCS, and it is this high-degree of
interconnectedness that can make designing in this domain
so challenging. By utilizing the SEM-CCS we can identify
the targets of a specific intervention at each level of abstrac-
tion and focus our intervention while still accounting for
inter-dependencies across all levels.

Design Cases

We will now examine this process, its effects on the resultant
interfaces and their impact. In the following examples the
domain will remain constant and thus the Domain Concepts
and much of the Prior Work will be similar, yet the Audi-
ence & Context, Transformations, and Barriers will vary
between each application of this methodology and thus will
result in wildly different interfaces. Despite the diversity
of resulting designs, which were created by project teams
that often never spoke to one another, the unifying underly-
ing model ensured that the interfaces form a cohesive and
mutually reinforcing program—one that guides the target
audience to ever deeper levels of engagement with the field.

Engaging New Learners: Three Envelopes

We begin by presenting Three Envelopes, created to engage
middle school students with cybersecurity as a precursor
to considering cybersecurity careers. We were specifically
interested in students who lacked access to cybersecurity
education. Through our preliminary research, we found that
not only were these students unfamiliar with cybersecurity,
but they often lacked any knowledge of programming or
computer networks, and in some cases did not even possess
basic computing skills. Furthermore, the schools attended
by our target population often lacked access to a computer
lab, or had facilities that could not support cybersecurity
training due to lack of computational resources, storage, or
internet connectivity. Even outside the school context, many
students in this population had no access to a digital device
of any kind.

Our analysis of the audience and the barriers they faced
suggested the design constraint of an analog intervention.
Analog computer science education may seem paradoxical,
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but programs such as CS Unplugged have demonstrated
their effectiveness at teaching core computational concepts
[31, 32]. Currently, no comparable program exists for the
domain of cybersecurity. We therefore needed to define the
desired transformational outcomes ourselves, including any
learning goals.

Middle school students would be the ones transformed by
our intervention, and they typically do not belong to organi-
zations in roles where they can make cybersecurity-relevant
change. In defining our transformational goals, we therefore
focused on the individual and interpersonal aspects of the
SEM-CCS rather than the organizational, community, and
societal layers. We already knew that access to computers
was a barrier for our audience, so Implementation Capabil-
ity was out. Similarly, it would be difficult to connect middle
school students with practitioners or employees. However,
Connections with Educators (interpersonal), Need Identifi-
cation (individual), and Change Advocacy (individual) were
all possible transformational targets.

Based on the core premise of the intervention, we began
with a dispositional outcome:

1. Students increase their awareness of and interest in
cybersecurity careers.

In order to meet this goal for our audience we chose to adopt
a game-based learning strategy due to several factors. First,
games provide an opportunity for consequential participa-
tion, that is, taking knowledgeable action while acting in a
role and context that may have been previously foreign [33];
Creating such opportunities can be difficult to accomplish in
schools through other means [34]. Second, game play can
serve as an avenue for social permission to engage with a
subject in which a community has not historically engaged,
while also serving as an opportunity to build a self-identity
that includes such participation [35, 36]. Finally, game-based
learning strategies have proved effective as preparation for
future learning, magnifying the impact of subsequent educa-
tional interventions [37].

As discussed above, the constraint of an analog interven-
tion was required. Analog games are typically multi-player,
which provided us with an easy strategy for building both
Change Advocacy (individual) skills and Connections with
Educators (interpersonal). If students were playing in teams,
it would provide a context for them to make arguments to
their teammates about what they should do. If the game
could be deployed in a classroom, then educators could
facilitate and engage with these conversations, even if they
were not cybersecurity experts themselves.

2. Students can argue persuasively for a course of action to
be taken with regard to cybersecurity.
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3. Students can evaluate the persuasive value of other’s
argument’s in the same space.

4. Students gain an appreciation for their teacher as
a trusted party for seeking out information about
cybersecurity. Three Envelopes uses a competitive-
cooperative design to accomplish these transforma-
tional goals. Competitive-cooperative game designs
have teams of players who cooperate with one another,
and compete with other teams, similar to League of
Legends, Charades, or even a trivia night. In the case
of Three Envelopes, each team of players takes on
the role of the board of directors of a company. Each
turn, they must agree on what their company should
do. This means they have to practice persuading their
fellow teammates, as well as evaluating whether their
teammates’ own arguments are persuasive. Meanwhile,
other teams are doing the same, competing against one
another to run the most profitable business.

When students are not actively discussing choices among
their team, teachers serve as facilitators—describing the
choices that each team have made, reading event cards
that affect all companies, and updating the scoreboard.
This ensures that all students have visibility into the cur-
rent state of the game, and can learn from and react to the
choices made by other students’ companies. However, when
the students discuss their choices among the team, teach-
ers provide advice and mediation support to help students
guide their team’s conversations to reach a consensus. This
guidance serves as an opportunity for teachers to partici-
pate as a neutral third party, diffusing potentially adversarial
situations and helping to build connections with individual
students.

Finally, to improve their Need Identification (individ-
ual), we worked with cybersecurity practitioners to choose
underlying concepts that would help students understand
why cybersecurity is important. We identified the following
knowledge outcomes:
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Fig. 2 Sample cards from Three Envelopes detailing choices of
investments

5. Students can name different types of cyber attacks.

6. Students encounter broad classes of technology utilized
in the practice of cybersecurity and how they relate to
various attack types.

7. Students understand the difference between preventing,
mitigating, and being exposed to an attack.

To accomplish these goals, we needed to design a system
that would ask students to evaluate threats, identify possible
technologies that could address those threats, and experi-
ence the consequences of preventing, mitigating, and being
exposed to an attack. By connecting these to the decisions
that teams had to make each turn, we could get students to
discuss the risks and benefits of different strategies, rein-
forcing their Need Identification and supporting Change
Advocacy at the same time.

In Three Envelopes as in the real world, students do not
always know what threats are coming. Each turn, teams
can choose to spend their money on cybersecurity-related
investments, represented as cards (Fig. 2). These invest-
ments include things such as purchasing infrastructure,
equipment and services, to implementing policies, or even
hiring (and firing) staff. Each card includes information
about what the card represents, its costs, aspects of cyber-
security it addresses (Technical Controls, Physical Security,
Policies & Procedures, Workforce Security Awareness), and
any special effects it may have on gameplay. At the end of
each turn, the facilitator draws an event card, representing
a cyber-attack. Each team evaluates how well their strategy
protected them from the attack, which helps them draw con-
nections between the technology and the attack types. Then
the facilitator compares the outcomes of different teams,
helping students see the different impact on companies that
prevented, mitigated, or were exposed to the threat.

Three Envelopes has been deployed at several low-
income schools in southwestern Pennsylvania, with several
iterations of the game being played across multiple years
at one middle school. This intervention has also been used
across higher grade levels, from high-school to graduate
school. Furthermore, Three Envelopes has seen use outside
of the educational institution context that it was originally
designed for, being adopted as a part of professional devel-
opment activities providing continuing education credits
for lawyers, to utilization as a workforce intervention dur-
ing cybersecurity awareness month at a regional healthcare
provider.

One event which the authors of this paper found particu-
larly encouraging relating to the impact of Three Envelopes
occurred while attending a graduation ceremony. A student
who had played the game in previous years approached one
of the authors to let them know that they had been accepted
to college and intended to major in computer science with
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a focus on cybersecurity, and stated that their interest in the
field had been sparked by playing the game.

Providing Classroom Support: Cognitive Tutors

Once students are interested in cybersecurity careers, how
might we support them in gaining technical skills? To
answer this question, we looked at a common context where
students first encounter hands-on cybersecurity training: a
cybersecurity module within a programming class in junior
or senior year of high school, or during an introductory
course in a community college cybersecurity program. In
both of these contexts, students had reliable access to com-
puting devices and were familiar with using them. Both
contexts had an instructor who was familiar with cybersecu-
rity topics and, often, had prior experience teaching a cyber-
security curriculum.

However, while students had access to general comput-
ing devices, they did not have the ability to utilize cyberse-
curity relevant tools on these devices. For obvious reasons,
administrators are rarely comfortable with students scan-
ning, attacking, and defending systems on the school net-
work. Additionally, many schools lack the ability to provide
students in these courses with access to a cyber-range,
which is a simulated environment for cybersecurity training,

Tutor: NMAP problem 1

ived a DMCA complaint that someone is sharing copyrighted material from our corporate network via

can
range 6881 - 6889 )

ork map to help you
your tasks: (click to

What scanning technique would this scan use? Port Sean

What flag specifies the use of this scanning technique?

specify the ports to scan, what flag would you use and what
s) would follow the flag?

d you specify the IP address range that you need

Starting Nmap 7.95 ( ht]
ap scan report for 1

Il together and try the
Host it up (8.@51s late] in:

PORT
22/tcp open

Based on the output, which workstations are responsible?
53/tcp open 1P Address
80/tcp open

443/tcp _open

Workstation Number

H- —

Fig. 3 An example of the tutor interface during a student interaction.
The student’s original attempt at specifying the nmap command (top,
red) was incorrect and so the tutor provided additional scaffolding
to walk the student through construction of the command (middle,
green). Once the student was able to submit the complete command
correctly (bottom, green), the output results appeared (bottom, left).
The student then requested a hint in order to progress (bottom, yellow).
Subsequent hint requests will provide increasingly specific guidance.
Visible alongside this guidance is the current estimated mastery level
of the student for each knowledge component (bottom, right)
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where such tools can be used without risk to areas outside
the range. Finally, although students all had a basic level of
technology competence, they varied widely in prior cyber-
security knowledge and in their support needs. The high
student-instructor ratio meant that students did not receive
individualized support for these needs.

To address these barriers, we chose to explore a browser-
based cognitive tutor. Delivering the learning intervention
through the browser obviated the need for a cyber-range.
The cognitive tutor uses a cognitive-behavioral approach,
leveraging a model of the learner’s mental state to provide
feedback tailored to that learner’s needs [38]. Cognitive
tutors of this type have been shown to be more efficient than
other teaching modalities when personalized human instruc-
tion is not feasible [39].

The technical skills addressed in the tutor had to be
chosen such that they were relevant to both contexts, pro-
vided students with real actionable skills that they could
take with them outside of the class context, and yet still did
not have the potential to be misused (accidentally or mali-
ciously). In order to simultancously meet all these require-
ments we chose to focus on skills relating to nmap ("The
Network Mapper"). This tool serves as one of the core tools
in many cybersecurity professional’s toolboxes [40], allow-
ing its users to perform detailed scans of a wide variety
of networks—locating systems, testing latency, checking
configurations, and even identifying vulnerabilities can be
accomplished. However, as actually exploiting vulnerabili-
ties normally requires the utilization of different tools, the
potential for misuse was limited.

Our browser based implementation, though, meant that
actually utilizing the nmap tool would be impossible with-
out the ability to connect to a cyber range. As such, our tutor
provided a simulated interface to a fictitious computer, with
procedurally generated output that mirrored what learners
would see had they actually run the command within the
network described in the problem on a computer with the
appropriate cybersecurity tools installed (see Fig. 3).

A typical educational intervention with a cognitive tutor
would focus primarily on gaining technical fluency, aligned
with the Implementation Capability (individual) goal of
the SEM-CCS. In turn, that might lead to transformational
goals such as the following:

1. Students will learn how to operate the nmap scanning
tool via the command line.

2. Students will learn how to utilize nmap to map out the
state of a network.

3. Students will learn how to read scan output and identify
changes needed to a network segment.
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When first presented to a student the cognitive tutor displays
a goal-directed task prompt which provides students with
the relevant framing of the task they need to complete using
nmap. Below this prompt is a link to the nmap ’man page’
(short for manual). This *man page’ is the same documen-
tation which would be available on a real system that had
this utility, and which we frequently observed cybersecurity
professionals consulting during cognitive task analyses con-
ducted early in the development of the tutor.

Beneath the prompt and documentation link two items are
presented side-by-side. An expandable network map, and a
text entry area simulating a command prompt. This provides
students with the opportunity to attempt to complete the task
based upon the provided information. If a student inputs an
nmap command that could be used to correctly complete
the task, then they are immediately provided with simulated
output that matches what their command would have pro-
duced, had it actually executed on a computer connected
to the network in the diagram. This output is provided in
an expandable window that replicates the look and feel of
Linux terminal output.

However, if the student’s first attempt was incorrect, the
tutor system would provide them with a series of prompts
which break down the construction of a correct nmap com-
mand into its components, and provide additional scaffold-
ing. At each step the system provides the student with the
ability to ask for one or more hints, each of which provides
additional guidance on how to complete that step. Once
the student has correctly input all the components of a cor-
rect nmap command, they are given another text entry area
within which they may repeatedly attempt to enter a correct
command, at which point they will receive the scan results
described above.

Utilizing these scan results students can then attempt to
complete the task they were given. Throughout this entire
process each action a student takes, be it a correct entry, a
mistake, or a request for a hint, is tracked by the system in
order to provide feedback. Correct answers are highlighted
in green, incorrect answers in red. Additionally, the system
utilizes a Bayesian Knowledge Tracing (BKT) algorithm
[41] to estimate the students’ current mastery level over a
set of knowledge components which are mapped to each of
the transformational goals listed above (#1-3). An example
run of the tutor is visible in Fig. 3. Additional problems can
be provided until mastery is achieved for all components.

In addition to learners’ technical ability to use nmap, we
aimed to support their self-efficacy with nmap. Self-efficacy
measures learners’ belief in their own ability to solve prob-
lems. For example, learners with high cybersecurity self-
efficacy believe that they have the tools they need to solve
cybersecurity problems, and that they can use those tools

successfully in practice [42]. We therefore also consider the
following dispositional goal:

4. Students will increase their self-efficacy with using
nmap.

By presenting actionable tasks in our tutor and guiding stu-
dents to successfully complete them, we allow students to
demonstrate to themselves their ability to complete these
tasks. Subsequent tasks leverage the same knowledge com-
ponents, allowing students to observe the improvement to
their accuracy (correct answers) and fluency (speed at which
they provide the correct answer), building their self-efficacy
with the nmap utility. Similar tutoring systems in other
domains have shown that such increases in accuracy and
fluency within the tutor were associated with increases in
student self-efficacy related to the tutored topic [43].

Beyond these individual transformations, we saw ways
to augment our tutor to accomplish additional learning out-
comes related to higher levels of the SEM-CCS. A standard
"classroom" approach to nmap treats it as if the tool exists
in a vacuum. However, in real-world contexts, organizations
may provide limited visibility into their systems (Systems
Visibility), and even a tool as apparently simple as nmap
intersects with policy and regulatory issues (Change Moti-
vating Policies). Could we train students to understand the
limitations and opportunities around how nmap might be
implemented in practice?

We translated these opportunities into two transforma-
tional goals:

5. Students will be able to map networks even when
the associated network documentation is incorrect or
incomplete.

6. Students will understand how policy and regulatory
enforcement can be accomplished utilizing network
scanning.

We realized that we could advance toward these goals by
embedding nmap tutor use in contextualized scenarios,
where students would operate as if they were in a real work-
place. The traditional classroom examples were rewritten
to provide additional context, giving students not only the
"what" of the task, but also the "why". Importantly, as only
the question prompt changed, no additional technical devel-
opment costs were incurred in addressing these factors of
the SEM-CCS.

By working backward from the incorrect documentation
goal (transformation 5), we designed problem narratives
that include the identification of rogue workstations which
are on the network but do not appear in the company’s doc-
umentation, implemented by simply removing some items
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from the existing network map. While the policy and regu-
latory enforcement goal (transformation 6) was addressed
with problem narratives including the identification of
systems that are operating applications outside of those
approved by management, or configured against regula-
tions. For example, the example problem in Fig. 3 includes a
DMCA complaint that has been received about copyrighted
material being shared from within the corporate network,
and relevant technical information about how such peer to
peer file sharing would be exhibited on the network was
provided. Students were then asked to identify the offend-
ing workstation(s).

Heuristic evaluations of the tutor have been completed
by a group comprising both novice and experienced gradu-
ate students, as well as instructors of high school and com-
munity college cybersecurity programs. We are currently
preparing for a full deployment which will be integrated
into high school and college classrooms as a part of a study
scheduled for the upcoming semester.

Creating Immersion: Battlefield Simulator

Classrooms are not the only learning opportunity for stu-
dents to build their confidence with hands-on technical
cybersecurity skills. Learners can also encounter cyberse-
curity in OST (out of school time) settings, such as after-
school programs or community events. In this case, we had
the opportunity to work with a summer camp that offered a
week-long cybersecurity program.

As with our cognitive tutors, this intervention was aimed
at older teens and young adults. Learners traveled from all
over the region to attend this camp. While this signaled
high levels of interest in the topic, it also meant that many
students did not know other participants, in contrast to our
work in high-school and college environments. There was
also higher variation in participants’ prior knowledge, com-
pared to students who were already engaged in traditional
classroom instruction.

Given the similarities in the audience, we aimed to target
the same elements of the SEM-CCS: Implementation Capa-
bility (individual), Need Identification (individual), and

Fig.4 A view of the immersive interface environment
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Systems Visibility (organizational). However, differences in
the context meant we had to approach the design in a dif-
ferent way.

Unlike the schools described above, the camp had access
to a fully-featured and mature cyber-range thanks to a gen-
erous donation from a local organization with excess sim-
ulation capacity. Students also had access to a full virtual
world, representing all the people, systems, and networks
acting within the environment. However, the system was
designed for experienced professionals, and could not be
directly modified to meet the needs of the teenage learners.
Any changes we made had to be in the form of supportive
scaffolding around the cyber-range and associated simula-
tion, rather than changing the system itself. This created a
substantial interface design challenge.

Because we had so little flexibility in modifying the sim-
ulation, we analyzed what the unmodified simulation could
provide for learners, without requiring them to spend the
entire week struggling with incomprehensible and inappro-
priate interfaces. Based on this analysis, we identified the
following transformations:

1. Participants will gain an appreciation for how porous
unhardened computing systems can be.

2. Participants will learn basic security best practices for
hardening a Windows system.

3. Participants will gain self-efficacy in their ability to
execute such hardening activities.

4. Participants will gain an understanding of how cyber-
physical effects can propagate from cyberspace into the
real world, and vice versa.

Because of the summer camp context, we identified immer-
sive design as a way to support students toward these
learning goals. Immersive design uses physical props and
narrative design to bring learners into a fictional environ-
ment, similar to an escape room. Because the camp had its
own physical space, we had the resources needed to take this
approach. We converted one of the camp’s rooms into “FOB
Kyle”, a forward operating base supporting special forces
operations. The room itself was augmented with camo net-
ting, task-focused lighting, and ambient sounds being piped
in to mimic an active forward operating base, including the
sounds of equipment being moved and helicopters taking off
and landing (see Fig. 4).

Participants were briefed on their tasking—secure criti-
cal systems and support the operations of a special forces
team that has been dispatched to rescue an American citizen
being held hostage abroad in the midst of an ongoing cyber
attack.

In order to defend against the ongoing cyber attack par-
ticipants received step by step instructions for hardening
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the Windows systems that were being attacked, support-
ing transformation 2. In addition to the instruction packet,
volunteer camp staff (who were themselves subject matter
experts in cybersecurity and/or ISC2 members) were on-
hand to provide support as needed. Participants were then
able to see the effect of their hardening activities, as systems
were able to resume operations, supporting transformation
3.

Participants coordinated with the fictional team of spe-
cial operators “in the field” as they worked to secure the
operation and provide ongoing support through the simula-
tor. In support of transformation 1, we ensured that as a part
of these support activities the participants needed to gain
access to security camera feeds in order to find the hostage,
and to compromise the building management system to
gain control over the lighting systems. Similar step-by-step
instructions and in-person support was available for these
tasks, though due to the unhardened nature of the systems,
the written instructions were sufficient in all cases without
further assistance, showcasing how vulnerable such systems
are.

Additionally, the participants had to pilot a virtual recon-
naissance drone to guide the special operator’s movements
to avoid them encountering enemy forces. The control sys-
tem for this drone was one of the systems the participants
hardened. If not properly secured, the drone connection
would be lost at a key moment in the simulation. Both this
activity, and the utilization of the building’s camera system
and lighting for gaining advantage in the rescue operation
showcased how effects can cross the cyber/real world bor-
der, supporting transformation 4.

Without the benefit of the immersive environment, the
remaining simulation would have been a technical exercise
that the participants walked through, without context or vis-
ibility into the repercussions or outcomes of their actions.
By wrapping the exercise in a narrative and immersing the
players in the environment, we could serve our transfor-
mational goals without modifying the digital cyber-range
interface.

Transitioning to the Workforce: Cyber SimLab

Once students have an interest in cybersecurity and have
developed their technical skills, they need support in
becoming effective professionals. Community colleges are
a particularly good target for this type of support, as stu-
dents may either go directly to the workforce or continue
their education in a four-year institution, depending on their
career goals. We partnered with a local community col-
lege’s cybersecurity program and identified that their cap-
stone course was meant to serve this role, either helping
students secure an entry-level position or transfer to another

institution for further study. Because the ultimate goal was
to prepare students for the workforce, we identified two
audiences who needed to be served by our intervention: stu-
dents and employers.

Students entering the capstone had substantial technical
training from their previous coursework in the program,
emphasizing Need Identification (individual) and Imple-
mentation Capability (individual). However, students did
not receive any training in how to deploy their technical
skills effectively in an organizational context (e.g. Change
Advocacy). While some students received instruction in
persuasive argumentation and writing in English classes, at
no point in the previous program were they able to exercise
these skills in a technical context. Without opportunities to
practice these skills, graduating students lacked the skills
to communicate effectively to both other practitioners and
to a non-technical audience. Additionally, the program did
not offer internships or other opportunities to make contact
with working professionals. Without these relationships,
students struggled to secure initial placement in the cyber-
security field, potentially resulting in their abandonment of
the pursuit despite already making significant investment.

Employers, on the other hand, found hiring effective
cybersecurity workers to be risky and difficult. Cybersecu-
rity workers have privileged access to a company’s systems,
and therefore have the potential to do significant damage,
either accidentally or maliciously. Employers therefore
must place significant trust in a candidate to offer them a
cybersecurity position. Because they have only two years of
training, students from a community college background are
less likely to be considered for these roles. Even when they
do manage to secure employment in these roles, they are
often unfamiliar with how to operate effectively in an orga-
nizational context. It can be months or even years before
they can effectively contribute to positive change within the
organization, causing their careers to lag behind those of
their peers.

We saw the opportunity to address these problems
together. The capstone course had previously emphasized
solely technical skills. We could work with instructors to
redesign the capstone course to emphasize how those skills
could be used for organizational change. At the same time,
we could engage practitioners and employees of target orga-
nizations as a way of building trust in the students’ skills.
Framed in terms of the SEM-CCS, extending the inter-
personal level in this way would help participants build
connections that would help them secure employment or
scholarship opportunities. Accounting for organizational
factors such as Proxies of Proficiency & Trustworthiness,
and Change-Supportive Organizational Policies would help
address systemic challenges these students would otherwise
face, while simultaneously helping to affect Recruitment
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challenges at the community level. Even factors at the soci-
etal level, such as change motivating policies, were consid-
ered during the design of Cyber SimLab.

Combining these sets of barriers with the identified areas
of focus in the SEM-CCS we can extract a set of applicable
transformations for each audience. Applicable transforma-
tions for the student audience are:

1. Students refine their technical skills at identifying vul-
nerabilities and addressing them.

2. Students learn to argue persuasively about techni-
cal topics in front of both technical and non-technical
audiences.

3. Students learn to incorporate organizational context
into technical arguments, matching their arguments to
organizational priorities.

4. Students learn to operate within the established policies
and procedures of an organization.

5. Students create connections with local employees and
practitioners.

While the transformations applicable to the employees of
regional cybersecurity employers are:

6. Employees will gain a more favorable perception of the
cyber capabilities of community college students.

7. Employees will generate new connections with commu-
nity college members.

To address these goals, we combined a technical platform
with a novel pedagogy. Students engaging with Cyber Sim-
Lab were provided with access to the (virtualized) infra-
structure of a fictional company—Secure Skies Inc. This
fictional company was designed to replicate not only the
network infrastructure but also the organizational realities
of a real world company. From internal office politics to for-
malized policies and procedures, operating within the con-
text of Secure Skies Inc would mirror operating in the real
world. Students were tasked with conducting a penetration
test with the goal of identifying potential vulnerabilities in
the corporate network (transformation 1). However, rather
than fix these vulnerabilities directly, as in most similar
classes, students had to follow corporate policy and sub-
mit a formal change request, with an accompanying change
management plan (transformation 4). The students would
then present this plan to upper management and seek per-
mission to enact the proposed changes (Transformation 2
& 3). Finally, after negotiating with upper management and
coming to an agreement on which changes to enact, the stu-
dents would return to the environment and implement the
changes.
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Critically, we recruited technical and non-technical man-
agers from regional employers to take the role of Secure
Skies Inc. upper management (Transformation 5 & 7). By
attending these presentations, these employees could see
the effectiveness and capability of the community college
graduates in the context of challenges similar to those faced
by their organizations (transformation 6). Not relegated to
mere passive viewers of the presentation, by engaging in
the active negotiation with the students about what actions
to take, we further support transformations 5-7.

These presentations served as opportunities to build con-
nections not only between the capstone students and prac-
titioners, but also as an organizational bridge, connecting
organizations across the community with cybersecurity
recruitment needs into the talent pipeline represented by
the community college. However, what about organizations
who could not send representatives to the capstone class? To
create a proxy of proficiency and trustworthiness to employ-
ers beyond those directly involved in the presentations, we
designed a new certificate for students completing the pro-
gram. The top-line branding includes the name of one of the
most well respected research universities in the cybersecu-
rity space, and beside the student’s name appears the seal of
the federally funded research and development center which
arguably helped to define the modern field of cybersecurity.
The certificate itself is co-signed by both a senior researcher
from the above institutions as well as the course instructor
from the community college partner.

The initial cohort of Cyber SimLab has completed the
course and graduated from the program. Of the cohort, half
of the students transitioned to a four year degree program,
with at least one of the students securing a prestigious schol-
arship which included an employment clause in the field
post-graduation. This compares with the previous cohort
which included no students which, to our knowledge, con-
tinued to a four year degree program or received job offers
in the field. By participating in the Cyber SimLab expe-
rience students are more likely to transition into a career
in the field, and better equipped to identify, advocate, and
implement change where it is needed. Similarly, based upon
the result of subsequent interviews with the participating
employees, they believe that their organizations are better
able to identify talent that meets their needs, and more likely
to allow this broader talent pool the opportunity to enact
change.

Discussion

In this paper, we argue that using the Transformational
Framework together with Socio-Ecological Modeling
can help designers create intelligent interfaces to different
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underlying systems that together form a mutually reinforc-
ing, integrated collective. The cases described here involved
dozens of stakeholders, including instructors, curriculum
designers, game designers, employers, and, of course,
researchers. Our design tools helped us stay aligned on the
ultimate goals of our ecosystem of interventions, even when
contributors had different professional positions, languages,
disciplinary or theoretical perspectives, motivations, and
resource contexts. The same toolkit that helped our diverse
teams create innovative, well-targeted interventions also
enables designers who never interact with one another to
identify and account for interdependencies and to build on
one anothers’ efforts (see Fig. 5).

The design cases we describe above may, on the surface,
seem very different from one another. Three Envelopes is an
analog game for middle schoolers, while Cyber SimLab is
a semester-long capstone class for community college stu-
dents. The nmap cognitive tutor helps learners master a sin-
gle tool using a browser, while the summer camp had access
to a full cyber-range and associated simulation. However,
we argue that these differences in fact reflect the strengths
of an ecosystem approach. Wicked problems, such as trans-
forming the cybersecurity workforce, call for solutions that
address different parts of the problem while creating path-
ways for deeper exploration, engagement, and connection.
Different interfaces within an ecosystem can use multiple
approaches to learning design, support learners at different
levels of proficiency, and be accessible to many types of
learners through personalized learning pathways.

One strength of this approach is for designs within the
same ecosystem to embody different theories of learning.
For example, cognitive approaches to learning emphasize
the underlying mental representations and processes of the
learner. As suggested by the name, cognitive tutors take
a primarily cognitive approach. They provide structured
opportunities for problem-solving, use learner input to
hypothesize about the learner’s underlying mental model,
and provide targeted feedback to help learners build more
appropriate representations and processes [44]. Our nmap
tutor sits squarely within this tradition. On the other hand,
Three Envelopes emphasizes constructivist learning, where
players collaborate to weigh the strengths and weaknesses
of various approaches and, together, build a deeper under-
standing of the technologies used in cybersecurity and
their relevance to different types of attacks [45]. Cogni-
tive approaches to learning typically do not ask learners to
participate in collaborative meaning-making, while con-
structivist learning experiences generally do not scaffold
learners in building new mental representations. Of course,
many learning experiences incorporate aspects of multiple
theories. For example, our immersive simulation incorpo-
rates humanist confidence-building interventions alongside
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Fig.5 Design cases as mapped to the SEM-CCS

connectivist designs to facilitate acquisition and sharing of
knowledge through interaction with cyber-human networks
[46, 47]. In the long term, however, being able to build
learning pathways that link experiences focused on different
learning theories supports learners in developing a range of
outcomes, such as motivation, interest, excitement; cogni-
tive or procedural learning; proficiency in specific skills;
socioemotional learning; or deeper engagement with learn-
ers’ metacognition, values, peers, community, and broader
socio-technical context.

The integrated application of the Transformational
Framework and Socio-Ecological Modeling can also be
used as an analytical toolkit. Educators and educational sys-
tems frequently identify existing resources, many of which
were not originally designed as learning interventions, and
leverage them to promote learning. Found assets such as
games and illustrations can enhance students’ learning expe-
riences, but educators are often overwhelmed by the sheer
number of resources available to them. The Transforma-
tional Framework and SEM can be used to analyze existing
interfaces on multiple scales in order to determine whether
a given intervention is a good fit for a particular context of
learning or cohort of learners, or alternatively to identify
best-fit opportunities for implementation. In this paradigm,
the evaluator would first consider the specific motivation
for adopting the intervention by identifying the transforma-
tion or transformations that are desired. By working through
the Framework, we can think holistically about the impact
of specific features of the intervention. The SEM can then
be used to identify and distinguish the projected impacts of
the intervention at multiple levels throughout the broader
learning environment and make a well-informed decision
about adoption or a well-designed plan for implementation.
It is important to note that the transformation guiding the
choice of SEM should be focused on the desired end-out-
come, not the process by which it is achieved, and thus need
not even be directly focused on learners as an end goal. For
example, the SEM-CCS chosen for this paper’s analysis is
focused on creating organizational change in the domain of
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cybersecurity, and as a result effects on learners are an arti-
fact of this process but not its goal.

This analytical approach may be used to develop experi-
mental interventions which are ready for translation for use
in practice. Proven educational interventions may be well-
designed to test principles and demonstrate impact on learn-
ers [48] but may not be designed nor evaluated for use under
real-world conditions. Research has consistently shown that
educators struggle to implement proven tools effectively
once the developers or researchers move on to the next proj-
ect [49], and educators, learners, and school systems are
left with a functional intervention and without the support
to deliver the interventions consistently and effectively [50,
51]. This challenge is more acute when the intervention is
technologically complex [52]. In recent years, some efforts
to narrow the research-practice gap have included rubrics
to evaluate evidence-based interventions for use in school
contexts [53] and to assess student readiness for educational
technologies [54]. The toolkit described here can be used
by researchers to identify barriers to, and opportunities for,
implementation by highlighting stakeholders and interde-
pendencies that are critical for adoption of an educational
intervention into any new context of use. As researchers and
developers pursue experimental aims, the integrated tool-
kit can indicate documentation and foundations that enable
translation from a research intervention to use in broader
practice.

Additionally, we note that the cases we have presented
can be chained together for a longer-term learning experi-
ence. Younger audiences exposed to Three Envelopes gain
a broad understanding of cybersecurity, and their interest
may encourage them to seek out further learning opportuni-
ties such as a summer camp or cybersecurity elective. These
experiences in turn prepare them for formal training, where
an approach like Cyber SimLab can help them make this
pursuit a reality by securing their employment in the field.
However, we believe that there are also unexplored oppor-
tunities to design specific transitions within a learning pipe-
line. While this has been beyond the scope of our work to
date, we see that aspects of the SEM-CCS could be linked
to existing strategies for helping learners navigate a com-
plex ecosystem, such as microbadging [55]. We envision,
for example, a site where learners can search for cyberse-
curity learning opportunities based on which elements of
the SEM-CCS they foster. The system might also make rec-
ommendations to learners about experiences that pair well
together. For example, game-based learning is good at giv-
ing learners a space to develop their intuitions about a field,
but often needs support beyond the game to help players
translate what they learn into explicit and formal knowledge
[56]. Learners who engage a cybersecurity system through
a game-based interface might be recommended to watch a
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video where a cybersecurity professional plays the game
and discusses how the material connects to their job, or to a
class that covers similar topics.

Finally, a significant strength of this toolkit is its role as a
entry point to designing for a learning ecosystem. Designers
in many roles, disciplines, and learning contexts can repli-
cate this approach, create novel interfaces that contribute
to a gateway interface ecosystem, and extend the impact of
each specific educational resource far beyond its utility as
a stand-alone product. To do so, designers apply the Trans-
formational Framework process by answering a series of
questions to guide development of design constraints based
on desired learner outcomes. In answering these ques-
tions, the team applies a socio-ecological lens to assist in
identifying the appropriate audience and context, desired
player transformations, applicable barriers, and the relevant
domain concepts. This may entail developing a SEM for
their domain, or identifying a SEM created by others. In
concert, this design toolkit enables the creation of novel
learning experiences that complement, mutually reinforce,
and amplify the impact of other learning experiences within
the ecosystem. Though the cases described in this paper
were designed by different teams that each engaged doz-
ens of stakeholders, we present them because the authors
have been involved in their design. The Transformational
Framework and Socio-Ecological Model can enable other
designers to work in this problem space, build innovative
designs that our teams would not have dreamt of, and add
new interventions in support of learning and development
that are amplified, integrated, and reinforced through their
integration with our cases and the larger learning ecosystem.

Conclusion

In this paper, we argued that an ecosystems approach to
science gateways can help designers create personalized,
intelligent interfaces that support learning in very different
contexts and for very different audiences. We shared two
design tools that, in tandem, can help accomplish this goal:
the Transformational Framework and Socio-Ecological
Modeling. We show how these tools can be used to design
interventions in the domain of cybersecurity, where there is
both an acute need for trained professionals and a lack of
successful interventions to address this need. We first pre-
sented the SEM-CCS, an example of how a socio-ecological
approach can be applied to a specific knowledge domain.
We then shared four case studies with highly divergent
learner populations and contexts of deployment. For each
case, we showed how the transformational framework and
the SEM informed the choice of platform and the execution
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of the educational intervention. Finally, we show some of
the long-term benefits and opportunities of this approach.
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