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Abstract—Many modern devices, including critical infrastruc-
ture, depend on the reliable operation of electrical power
conversion systems. The small size and versatility of switched-
mode power converters has led to their widespread use. While
transformer-based systems passively convert voltage, switched-
mode power converters have an actively controlled feedback
loop that relies on accurate sensor measurements. Previous
academic work has shown that many types of sensors are
vulnerable to Intentional Electromagnetic Interference (IEMI)
attacks, and it has been speculated that power converters are
also susceptible.

In this paper, we present the first detailed and practical
evaluation of IEMI attacks against switched-mode power con-
verters as a whole by manipulating the voltage and current
sensors in their feedback loops. We develop a novel multi-
frequency IEMI attack technique to effectively target devices
with multiple sensors. We experimentally validate our the-
oretical predictions by analyzing multiple AC-DC and DC-
DC converters, automotive-grade current sensors, dedicated
battery chargers, and a real-world electric vehicle charger. Our
attack is reliably effective at overcharging and permanently
damaging Li-ion cells, and causing the EV charger to output
50 V more than it reports.

1. Introduction

Modern electronics are highly complex devices, often
containing a mixture of analog, digital, sensing and actu-
ation electronics, which require many different voltages.
Additionally, modern renewable energy technologies in-
creasingly require variable DC voltages, such as battery
charging and Maximum Power Point Tracking in solar
power. These requirements are driving the adoption of cheap
and versatile switched-mode power converters. Switched-
mode power supplies encompass a wide range of devices of
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different sizes and capabilities, including AC-DC and DC-
DC converters, from small devices integrated into portable
electronics, over EV charging, to grid scale conversion for
long distance DC transmission lines.

Failure of a power converter renders the entire device
unusable and may even cause permanent damage. Many
electronic components are destroyed by applying too much
voltage to their input, and lithium-based battery chemistries
can catch fire as a result of overcharging [1]. Different laws
regulate the transportation of batteries around the world, for
example, ferries in Greece only allow EVs with batteries
less than 40% charged [2] and passengers on airplanes can
only carry batteries below a certain capacity [3]. In addition,
there are outright bans on some products that have proven
to be particularly dangerous, such as e-scooters on London’s
public transport [4], or the Samsung Galaxy Note 7 on most
major airlines [5].

Switched-mode power supplies are actively regulated
devices. This means that they monitor their output and adjust
their operation to achieve the desired voltage or current. A
large body of previous work has shown that various sensors
are vulnerable to physical-layer attacks [6], [7], and it has
been proposed that IEMI is effective against standalone
voltage sensors [8].

To the best of our knowledge, no prior work has pre-
sented a detailed theoretical and experimental evaluation of
IEMI attacks on power conversion systems and their feed-
back loops, instead only showing attacks against standalone
voltage sensors and simulated evaluations [8], [9]. In this
paper, we overcome these limitations and present the first
evaluation of sensor attacks against various power conver-
sion systems. Our proposed wireless attack uses Intentional
Electromagnetic Interference (IEMI) and can be carried out
using cheap off-the-shelf equipment, making the barrier to
entry for an adversary low.

Contributions: We identify multiple differences between
power converters and other targets for IEMI sensor attacks,
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that raise the inherent barrier for entry. Nonetheless, we
show that the attacks are still viable, with significant real-
world impact. We present a detailed evaluation of IEMI
attacks against power converters, examining the scope and
scalability of the attack. We discuss the complexity of mul-
tiple sensors being involved in the CC-CV battery charging
scheme, and develop a novel multi-frequency IEMI attack to
address this challenge. We demonstrate our attack on a real
EV charger, and use a COTS battery charger to overcharge
and destroy several Li-ion batteries.

2. Related Work

Academic literature has presented several examples
highlighting the importance of sensor reading integrity [6],
[7], with attack signals ranging from acoustic waves [10],
[11] over light [12], [13] to wired [14] and wireless RF sig-
nals. In particular, signal injection into analogue sensor sys-
tems using IEMI is a well documented attack vector, which
has been demonstrated experimentally against a variety of
systems. IEMI attacks have been used to inject intelligible
signals into microphones [15], [16], cameras [17], [18] and
even digital communications [19]. In addition, it has been
shown that IEMI can inject DC offsets into systems such as
temperature sensors [20], voltage and current sensors [8],
and output driving signals [8], [21].

In the context of power electronics, a large body of
work exists in the engineering and chemistry literature to
study the safety properties of battery systems [1], [22], with
the threat model assuming accidental malfunction instead of
active attacks. In addition, researchers have studied the EV
powertrain and charging against software based attacks [23],
[24].

Three previous papers are closely related to this present
work, as they study electromagnetic attacks on power con-
verters. In [8], the authors demonstrated an attack against a
standalone voltage and current sensor, taken from a power
converter. In their experiments, they used an inductively
coupled attack source, by placing a toroidal magnet around
the voltage sensor wires, which is unable to scale towards a
remote attack. They showed that both standalone sensors can
be affected, with a 200 mW signal source at close proximity
making the sensor measure 42V instead of 21 V. The paper
only presents attacks against the standalone sensor, it does
not actually raise the voltage. Our paper improves upon this
work, by attacking sensors as they are also used inside un-
modified COTS power converters, during operation, to study
the real-world challenges of such an attack and the practical
impact on the output. Furthermore, we use a radiating attack
source, and present attacks from a distance.

In [25], the authors presented an end-to-end attack on
solar inverters, using an electromagnet pulsed at 1 Hz. Due
to the use of a non-radiating transmitter and low frequency,
this attack can not scale to a distance. Moreover, we focus
on converters outputting DC power (AC-DC and DC-DC
converters), not AC power (inverters), due to their different
architecture and control schemes.

In [9], the authors studied by simulation the effect of
low frequency ripple on boost converters. Their simulation
results show that an attack affecting the voltage sensor
measurement can affect the output voltage of the device.
The low frequency attack leads to an increased ripple in
the output, and can even lead to an increase in the output
voltage.

Compared to established sensor attacks, we expect mul-
tiple challenges: Unlike sophisticated sensors designed to
measure mV signals, sensors in power converters have to
deal with large, many volt signals. Large filter capacitors are
present to smooth voltages, and can absorb attack signals.
Finally, devices incorporate multiple different sensors.

3. Threat Model

Goals: We assume an adversary whose goal is to wire-
lessly disrupt the proper functioning of a power supply using
only intentional electromagnetic interference. The attack can
cause a temporary denial of service by lowering the voltage
or shutting down the system or, in a more serious case,
cause permanent damage by increasing the voltage and
current. Given the growing importance of battery systems
in consumer electronics, electric vehicles, and photovoltaic
systems, we assume that the attacker would be particularly
interested in battery charging systems with the goal of
causing permanent damage. The intent of such an attack
can vary from denial of service to blackmail.

Capabilities: Given the low barrier of entry for IEMI
attacks, we consider an adversary with the budget and
knowledge of a motivated hobbyist. In addition, access
to only commercial off-the-shelf (COTS) equipment is re-
quired. This includes a signal generator or software-defined
radio capable of operating in the required frequency range,
a suitable high-gain directional antenna, and, if necessary, a
suitable RF amplifier to increase the range of the attack. In
line with related work in the area of IEMI, we assume that
the attacker has access to appropriate amplification needed
to achieve the required distance from the target [19], [26].

Scenarios: We briefly discuss possible attack scenarios
to illustrate how the attack can be used. The attacker must
hide their EMI emitter close to the target device, but they
do not need to personally remain present. Public targets
such as photovoltaic installations, power infrastructure or
EV chargers are often unattended, and can be approached at
close proximity. Trash bags or cardboard boxes can be used
as camouflage, as such items are often found in outdoor,
urban environments. For indoor targets, the attacker must
choose an appropriate disguise, or operate at an increased
distance. Additionally, the attacker can place their device on
the bottom of a table, inside a drawer or on the other side of
a wall. The added material between target and attack device
attenuate radio signals, however this is compensated by the
proximity the attacker can achieve.
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Figure 1: Diagram of a generic switched-mode converter,
showing the 4 most important functional components, as
well as the most vulnerable part of the circuit where we
expect the attack signal to couple into.

4. Background

In this section, we present a brief technical overview of
power converters and battery charging.

4.1. Power Converters

Power converters convert between AC and DC, or differ-
ent voltage levels. The two simplest options are transformers
(AC-AC) and rectifiers (AC-DC). While simple to make,
they have limited capabilities [27].

Many modern applications demand small, light, high
efficiency devices, able to handle fluctuating input voltages
(e.g. those provided by a battery) with a variable output
(such as needed for USB Power Delivery). Switched-mode
power supplies meet all these requirements with a complex,
actively regulated architecture, made possible by modern
low cost semiconductors. They can produce a constant out-
put voltage or current regardless of input fluctuations, and
can be adjusted during runtime. The constant current feature
is particularly important for battery charging, LED [28] and
laser diode applications. They are thus widely used in AC-
DC and DC-DC converters, in a wide range of applications.

Their operation relies on switching their input into a
coil at a high frequency (often 10 to 100 kHz), transferring
energy from the input to output in small packets. Many
specific architectures exist, differing in arrangement of coils,
capacitors, diodes and switches. The output is determined
by the input voltage, the duty cycle of the switching, and
potentially the load on the output. Active regulation mon-
itors the output, derives a feedback signal that is fed into
the controller, which adjusts the duty cycle of the system
accordingly. By creating a feedback loop that adjusts the
output based on the feedback signal, the system is able
to maintain the output at a stable value, regardless of any
changes. A generic schematic of a switched-mode power
converter is shown in Figure 1.

For low cost devices, a single switched mode regulator
IC incorporates all of these features, requiring minimal
external components, while more complex devices have an
array of dedicated ADC sensors, and digital control systems.
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Figure 2: Approximate diagram of the charging phases for a
Li-ion battery. The diagram shows the internal voltage of the
cell, the external voltage (including the shaded voltage drop
across its internal resistance), and the charging current. The
bold sections show the limiting current and voltage during
the CC and CV phases respectively.

4.2. Battery Charging

Batteries use chemical reactions to store energy. The
electrical properties of a battery depend on the type of
chemistry used, manufacturing specifics, and random pro-
cess variations. Thus, correctly charging a battery requires
appropriate circuits to generate the correct voltages and
currents at all time.

Exceeding the maximum current of the battery can cause
excessive heating, which leads to degradation and potentially
damage. Exceeding the maximum voltage by even a small
amount can cause breakdown of the internal structures,
which causes permanent damage.

The battery can be modeled as a Thevenin equivalent
circuit [29]: an ideal voltage source V¢ and an Equivalent
Series Resistor (ESR) Rgsr in series. Charging the battery
is done by connecting an external voltage Viparger larger than
the internal cell voltage to the battery, this will cause current
to flow into the battery given by:

Veen)/ Resr (1

The standard method for battery charging is the CC-
CV scheme. In this, the current and voltage of the charger
never exceed the current and voltage limits of the given
battery. Early on in the charging process, the internal cell
voltage is low, so the voltage of the charger is limited by
the maximum current and internal resistance of the battery,
called the Constant Current (CC) phase. As during the
charging process the voltage of the battery slowly increases,
so must the voltage of the charger in order to maintain the
current at the maximum limit. Eventually, the voltage of the
cell is so high that the charger would need to exceed the
voltage limit for the given battery. At this point, the charger
transitions into the Constant Voltage (CV) mode, where the
voltage is no longer increased. After this, as the cell voltage
increases further, the current slowly decreases. Chargers may

Icharge = (‘/charger -



also include a pre-charge or regeneration phase [30], using
a lower CC limit for deeply discharged batteries. The stages
of charging are illustrated in Figure 2.

5. Attack Theory

In this section, we provide an overview of IEMI attacks,
explain its application to power converters, and present our
improvement to overcome the multiple sensors involved in
the CC-CV scheme.

5.1. Attack Description

We propose an IEMI sensor attack, where a malicious
RF signal is emitted to manipulate the measurements of
the target. The wires inside the target act as unintentional
antennas, receiving the attack signal. Since the attack signal
is at a much higher frequency than legitimately occurring
signals within the target, it has no direct effect on its
behavior. However, previous work has shown that non-linear
properties in the analog front end of sensor systems (ampli-
fiers, ADCs, comparators) can demodulate high-frequency
RF signals, converting them into a DC offset [31]. This
effect is strongly frequency dependent, since the receiving
“antenna” will be resonant at a certain frequency. This
frequency depends on various factors, such as the length
of the wire or PCB trace and the characteristics introduced
by the non-linearity. We use this attack vector to modify
the sensor readings of the voltage and current sensors that
provide reference measurements for the feedback system in
switched-mode converters.

Switched-mode converters rely on a feedback system for
correct operation: the device measures its own output and
compares it to a target value. For example, if the output
is measured to be lower than it should be, the converter
will increase the output voltage, thereby also increasing
the measurement until the set value is reached. Our attack
targets the integrity of the sensors used for this measure-
ment. The goal of the adversary is to manipulate the sensor
readings, so that the feedback regulator adjusts the output
to a wrong and potentially harmful value. In other words,
if the injected signal causes an offset between the real and
measured value, the converter (falsely) corrects the output
signal to ensure it matches the defined output value. The
attacker can control the offset from the predefined value
by varying the amplitude of the attack signal - a higher
amplitude causes a larger DC offset and a more significant
deviation from the predefined output voltage.

It is important to note that at each frequency, the attacker
will only be able to induce either a positive or negative
change in the sensor. Due to the feedback loop, if the
attacker causes the sensor to measure more than the real
value, they cause the feedback loop to lower the value,
and vice versa. Thus, the high impact frequencies are those
that lower the sensors value, thus increasing the output.
Following the calculation in [20], we expect that at any
given frequency, the impact of the attack is linear with the
RF power.

5.2. Regulator Feedback

At its core, any feedback system takes in measurements
of a system, compares them to a reference value, and then
issues corrective actions. The corrective action causes the
system to change, which changes the measurements, thus
completing the feedback loop. In power converters, the
measurement is related to the output voltage or current.
The corrective action adjusts the pulse-width modulated duty
cycle of switching, which then influences the output.

It is not always possible to measure the output directly:
current sensors usually convert the current to a voltage,
while high voltage systems need to decrease the voltage
to a safe level. Additionally, converting the output before
measurement allows the same IC to be configured to dif-
ferent output voltages via simple passive components. For
example, an IC can be designed to keep its feedback pin
at a precise voltage V. If the output is connected to
the feedback pin via a resistive divider that decreases the
voltage to AV, the system will maintain Vi at Vieg/A. Our
proposed attack targets the measurement of the feedback pin,
effectively shifting Vi.s. Thus, under attack we get:

A‘/out = A‘/ref/)\ (2)

If converters only differ in their resistive divider values A,
and hence set output voltages V,, we can conclude that
the fractional impact of the attack is independent of the set
output voltage:

A‘/out/‘/out = A‘/rf:f/‘/ref (3)
5.3. Current Measurement Systems

Current limited (or Constant Current) power supplies are
common for various applications. In essence, such a device
seeks to output the maximum possible voltage, such that the
voltage is less than the voltage limit, and the current is less
than the current limit. If the output is, for example, short
circuited, the voltage will be decreased to near zero, but a
current equal to the current limit will still flow. Such devices
are utilized extensively in laser diode and LED drivers [28],
which are extremely sensitive to changes in their input
voltage, and can best be controlled by limiting the current
flowing through them. The CC-CV battery charging scheme
(except for the regeneration phase) can also be performed
simply using a current and voltage limited power supply, by
setting the current limit to the desired CC charge current,
and the voltage limit to the CV phase voltage.

In order to implement the current limit, the device must
measure the output current. There are two primary ways to
measure current: current shunt and magnetic fields. In the
current shunt approach, the output current [ is ran through
a small resistor in series with the load, and the voltage
difference across the resistor Vi is measured. The second
method is to place a magnetic field sensor next to the wire
and measure the current via its magnetic field.

Both of these methods are good targets for an attacker,
since the current is first converted into small voltages, that
will be heavily amplified.



5.4. Multi-Frequency Attack

To execute the CC-CV charging scheme, the device must
contain sensors to measure both the voltage and current.
If the attacker spoofs the current sensor, and increases the
charge current, their attack will quickly hit the voltage limit.
Similarly, spoofing the voltage sensor and overcharging the
battery could lead to significant impact on its own, however
the attack will be limited by the current limit. We thus
develop a new way to achieve control of both sensors,
by combining their respective EMI signals into a single
transmission. Per our theory, each unintentional antenna will
tune to different parts of the combined attack signal, thus
achieving independent control of the two sensors.

Sensor may have vastly different effective frequen-
cies, for example, below we show a system that needs a
1650 MHz and 855 MHz for its two sensors. It is thus not
possible to use a low cost SDR to create the combined high
bandwidth signal. To overcome this limitation, we use a
passive power combiner device to merge two low bandwidth
sources into a combined signal.

6. Susceptibility Evaluation

Our attack relies on unintentional antennae in the victim
device receiving the attack signal, and demodulating it. As
such, there are specific frequencies where the antenna and
receiving circuit are resonant, and thus the attack signal is
received at a high amplitude, while other frequencies are
largely ignored. Furthermore, some frequencies may cause
a positive offset in the sensor, whereas others may cause a
negative offset.

6.1. Experimental Design

In this section, we seek to gain theoretical understanding
of the attack, as well as explore the relevant parameters. We
are interested in seeing how many devices are affected, how
they respond to various frequencies, and how the attack is
impacted by changes in the output load. These experiments
are thus conducted in a lab setting, with low RF power and
measurement instruments. In later sections we present high
power experiments, as well as real world evaluation.

We set up each converter in realistic conditions con-
nected to a power source and optionally a load. An antenna
was placed next to the device, to irradiate it with an RF
signal. The frequency of the signal varied across a wide
range and the output voltage or current were recorded during
the frequency sweep. A vulnerable device will be resonant
to some attack frequencies, resulting in peaks in the output
measurement around those specific frequencies. Multiple
subsequent runs are performed, adjusting parameters such
as the set output voltage or applied load, without changing
the geometry or other parameters of the setup. An overview
of the equipment is depicted in Figure 14 in the Appendix.

We used a Rhode & Schwartz SMC 100A or USRP
N210 as our signal source, both emitting pure sine waves
around a given frequency, with less than 20 dBm (100 mW).
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Figure 3: Frequency sweep results for DC-DC #1 at 80 mW
attack power. Different lines represent different set output
voltages and applied loads, however the relative change of
the output voltage is always identical and peaks for an attack
signal at around 1.1 GHz.

Unless otherwise stated, to avoid affecting any of our mea-
surement instruments, we used no additional amplification,
and placed a VERT900 antenna next to the target. We
investigated the 50 MHz to 3 GHz in most experiments,
since it is easily accessible to potential attackers. High
frequencies require expensive microwave components, while
low frequencies require large antennas. In addition, our
results did not suggest interesting behavior lying outside
this range.

When testing devices under a load, we used the Rigol
DL3021A DC load, which also measured the output voltage
and current. The DC load can be programmed to act as a
Constant Voltage (CV), Constant Current (CC) or Constant
Resistor (CR) load, as appropriate for the given experiment.
In addition, we use it as a battery simulator to allow testing
battery chargers in a reproducible and safe way.

6.2. DC-DC Converters

DC-DC converters are used in many consumer products,
where a single DC input is converted to appropriate levels
for internal components, such as logic ICs, processors, or
analog systems. To evaluate the security of common DC-DC
converters, we tested various non-isolated, off-the-shelf DC-
DC converter boards, available from commercial websites.
These boards contain the same ICs and reference designs
that is integrated into products.

A list of the converters tested and their relevant features
can be found in Table 2 and seen in Figure 15. A benefit of
these standalone devices is that they have adjustable resistors
instead of fixed dividers, allowing us to test many different
set output voltages, and compare them against the expected
behavior.

6.2.1. Method. First, an output voltage was set by adjusting
the resistor. Each device was powered by an input DC power
source and connected to a Constant Resistor (CR) load at the
output. To evaluate whether the load affects the attack, we
also repeated the experiments without a load. An antenna



ID Input Output Features ~ Topology Main IC Voltage sense Current sense
Voltage Current Feedback Shunt Amp Feedback

DC-DC#1 55-30V 05-30V I <3A CC Single ended SEPIC FP5139 Adjustable divider 25m$ LM358  Adjustable reference
DC-DC#2 3-40V 1.5-35V l <3A Buck LM2596 Adjustable divider ~ N/A

DC-DC#3 55-30V  05-30V I <3A CcC Single ended SEPIC ~ FP5139 Adjustable divider 25m LM358  Adjustable reference
DC-DC#4 55-30V 125-30V | <5A 4-Switch Buck-boost  LTC1625 Adjustable divider ~ 7m& LM321  Adjustable reference
DC-DC#5 8-36V 1.25-32V | < 5A CcC Buck XL4015E1  Adjustable divider ~50m$2 LM358  Adjustable reference
DC-DC #6 10 -40V 1.2-36V J <40A CC 2-Switch Buck LMS5116 Adjustable divider ~4m& LM321  Adjustable reference

TABLE 1: Overview of the 6 different DC-DC converters we tested. 1 indicates that the output voltage must be higher than
input, | means lower, and i either. For CC capable devices, the method of current sensing, and current sense amplifier are

provided.
ID F[MHz] Power [dBm]  Result Independent of
Voltage  Current
#1 740 19 10.5% v v
1080 19 1 1.4% v v
#2 1250 19 1~ 0.1% X X
#3 500 19 1 0.9% v v
1200 19 1 0.8% v v
#4 None 19 N/A N/A N/A
#5 760 19 T = 2% v X
#6 850 19 10.1% v v

TABLE 2: Results for the DC-DC converters, showing the
direction and magnitude of peaks for each device.

was placed next to the converter, in close proximity to
the regulator IC, and a frequency sweep was carried out
with 19dBm (80 mW) power, in the 50 MHz to 3 GHz
range. For each converter, multiple output voltages and
loads were tested, while the input voltage and geometry
are kept constant. These experiments thus examined the
frequency response as a function of the set output voltage,
and eliminate variety due to any other parameters.

6.2.2. Results. Figure 3 shows the fractional change in
output voltage for device #1 at various set outputs and
loads. The plot confirms the expected behavior that frac-
tional change is independent of the set output voltage and
applied load, validating the theoretical expectation derived
in Equation 3. We summarize further results in Table 2, and
show the relevant plots in Appendix A.

Our results demonstrate that many typical DC-DC con-
verters are vulnerable to IEMI attacks, with all vulnerable
devices showing a stable impact, and constant resonant
frequency regardless of output settings. For multiple devices
we also show that the theoretical expectation holds, giving
a constant fractional change regardless of setting or load.

The order of magnitude of the attack impact was around
1%, with 19dBm (80 mW) of power. We would like to
emphasize that these results are only to investigate the
existence of the effect, via precise measurements. Based
on our conclusions here, we present high-power and high-
impact attacks against a variety of devices in Section 7.1.

6.3. AC-DC Converters

Most devices receive their power from AC mains,
through AC-DC converters. While the basics of the switched
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Figure 4: Frequency sweep results for the DC-DC converters
setto 1 A CC mode, with a 7V CV load applied. All devices
are highly vulnerable to the attack, requiring us to decrease
the attacker power to record meaningful curves.

more architecture are shared, many details differ from DC-
DC converters, for example due to their full galvanic isola-
tion, and optical feedback system. To examine the security
of these devices we tested three power bricks sold with
commercial devices, designed to output 6, 12 and 19 V.

6.3.1. Method. We used the same test setup as Section 6.2.
The devices were not connected to a load during these
experiments, and no modifications were made to the housing
of the converter, in order to ensure a realistic attack.

6.3.2. Results. For all three devices, our attack was able to
lower the output voltage of the converter by up to 0.1V at
19dBm (80 mW). The frequency response curves are shown
in Figure 17 in the Appendix. We investigate how using
more power can allow this to easily be scaled in Section 7.1.

6.4. Constant Current Supply

Out of the 6 tested DC-DC converters in Table 1, 4
featured a stable constant current (CC) output capability.
This means that the device will not exceed the current limit
on its output, and is an essential part of the CC-CV battery
charging scheme. As explained in 5.3, it is expected that
the current sensor is significantly more sensitive than the
voltage sensor, and we thus expect the impact of the attack
to be higher in many cases.
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Figure 5: Frequency response of DC-DC #6 in constant
current mode at various applied CV loads and current limits.

6.4.1. Method. The devices were set to operate at 1A
constant current mode, and a CV load of 7V was applied.
The stable operating point of such a system is that the
current flowing into the load is the current limit set on the
supply, and the voltage is the CV value set on the load. The
use of a CV load is representative of batteries and LEDs,
two common systems which are driven by a constant current,
since the voltage drop across them changes very little as a
function of current.

6.4.2. Results. Figure 4 show the results, all 4 devices
clearly exhibited an impact. For three devices (#1, #3, #6),
the attack power had to be reduced to measure a useful fre-
quency response curve, since the response was so powerful
that the increased current risked damage to the converter,
or overloaded the connected test equipment. The strongest
response was seen for device #6, which can be explained by
it having the smallest shunt resistor. This is advantageous
when the device is rated for a high maximum current,
to decrease wasted power, however greatly increases the
capability of an attacker. The experiments showed a much
larger change in current compared to the change in voltage
experienced by the same devices during a CV attack, easily
achieving multiples of the set current, and reaching the
limits of the devices. Due to the importance of CC supplies
in battery and LED systems, this attack demonstrates a
significant vulnerability, which we investigate further in the
scaling and real world section.

We also examined how the attack works at various loads.
Since the devices used an adjustable reference scheme for
current control, we expect the impact to be governed by
Equation 2. We tested device #6, since it had the lowest
ripple, and thus most stable operation. The results in Fig-
ure 5 clearly show that the absolute change in current is
independent of the set CC limit or the applied CV load, in
accordance with the theory.

6.5. Automotive Current Sensors

The previously examined CC drivers all relied on a
shunt-based current sensor, with a separate discrete am-
plifier. In many industrial applications, small, tightly in-
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Figure 6: Frequency sweep results for the TLI4971 current
sensor at various real currents.

tegrated, galvanically isolated or digital sensors will be
used. We thus tested four different current sensors from
reputable vendors, marketed for applications such as EV
Supply Equipment, photovoltaic inverters, or other forms of
power infrastructure. The selected devices include magnetic
and shunt-based technologies as well as analog and digital
outputs. Their key properties are summarized in Table 3.

6.5.1. Method. Specific constant currents are ran through
the sensor, while an antenna is placed near it. Unlike previ-
ous attacks, we are not targeting the power supply itself, but
instead only a standalone sensor. Thus, while previously we
used un-attacked lab equipment to measure real changes in
the output of a power supply under attack, in this experiment
we measure the impact of the attack on a sensor, while the
real current is supplied by un-attacked lab equipment, and
does not change.

6.5.2. Results. Table 3 summarizes our findings, and we
show the curves in Figure 6 and Appendix C. We saw
success on 3 out of 4 targets, with a variety of behaviors.
Notably, in previous experiments, an increase in the output
voltage or current was the higher impact result, since this
increased voltage can cause damage to the downstream
devices. This is not the case for sensor attacks, where
lowering the measurement is the significant result. This is
because in a feedback loop, the lowered measurement causes
the system to increase the current, leading to the more
damaging attack outcome. By demonstrating a successful
attack against automotive grade sensors, we demonstrate that
much like low cost devices, these high quality sensors are
also vulnerable to attack, and thus devices relying on them
will also be vulnerable.

6.6. Battery Chargers

Battery chargers using the CC-CV scheme are just power
converters with current and voltage limits. They often ac-
commodate additional features, such as temperature detec-
tion, and digitally programmable operation. We chose two
different chargers sold to recharge lithium batteries, the
SkyRC e4 and C240 Duo. While the SkyRC e4 charger



Independent of

Part number Range Method Output Sensitivity F [MHz] Power [dBm)] Result Current
TLI4971-A025T5-U +25A Hall effect Analog  20.83mA/mV 380 19 }0.2A v
TMCS1100A4 +£5.75A  Hall effect  Analog 2.5mA/mV 380 19 1 ~ 50mA v
INA253A3 +6A Shunt Analog  2.5mA/mV None N/A N/A N/A
INA260 +15A Shunt, ADC  Digital 1.25mA/LSB 340 19 T 5mA v
300 19 1~ 5mA X
TABLE 3: Summary of the automotive grade current sensors that we tested and their results.
only allowed the charging of two or more cells in series 4
with 1, 2 or 3 A, the C240 was able to charge one or more ]
cells with up to 10 A in 0.1 A steps. In both cases, multiple =20 ]
charger settings were tested, to determine how they effect oo 3
the results. <) ]
~ 1.5 7 9
6.6.1. Method - CC. We seek to attack both the current .
and voltage sensors of the devices. To attack the current g 1.0
sensors, we set various current limits on our charger and set % E 1
our battery simulator to 3.5V per cell. On the SkyRC we = 0.5
simulate a battery with 2 cells in series, while the C240 Duo ] 0
we test both 1 and 2 cells. We perform a frequency sweep, ]

and measure the current on the DC load.

6.6.2. Results - CC. We plot the response in Figures 19,
20 in the Appendix. On both chargers, we find frequencies
where the current exceeds the current limit sent on the
charger, and in all cases we find that the magnitude of the
attack is independent of the set voltage or current of the
charger. On the SkyRC e4, we observe a difference of 1 A,
while on the C240 Duo we observe 0.1 A, both at 19dBm
of power.

6.6.3. Method - CV. To measure the impact on the CV
phase, we connect a resistor in series with the CV load
simulating our battery. Due to the voltage drop across the re-
sistor, the charger becomes voltage limited. We now perform
a frequency sweep, and observe the voltage at the charger.

6.6.4. Results - CV. The results from both chargers are
shown in Figures 21 in the Appendix. We thus conclude
that only the C240 Duo shows any impact above noise. In
this case, we observe a difference of 0.06 V at 19dBm,
which means we expect the attack to scale to 1.2V at 2W,
which we test later.

6.7. Multiple Frequencies

In previous experiments, we were only able to increase
either the current or voltage limit at different attack fre-
quencies. To achieve a more significant effect, we devel-
oped a method to attack both sensors simultaneously. Our
hypothesis was that transmitting an attack signal composed
of two signals at the respective frequencies of the voltage
and current sensors would affect both sensors independently.
To create this multi-frequency signal, we took two sig-
nal sources and combined them using the Mini Circuits
ZNA4PD1-63HP-S+ passive power splitter/combiner. As in
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Figure 7: Frequency sweep of DC-DC #6 in CC mode with
two different frequencies being transmitted simultaneously.
The lack of any diagonal features shows that the two signals
affect the sensor independently, there is no inter modulation.

previous experiments, the combined signal can be amplified
and transmitted via an antenna. For these experiments, we
used two USRP N210s as our signal sources, but we do not
use any modulation feature. Hence, any cheap device that
can produce a pure sine wave could have been used.

6.7.1. Independence Study. We analyzed whether the at-
tack signals can be treated completely independently, i.e.,
whether adding the two attack signals is the same as adding
their respective effects. To do this, we utilized DC-DC #6
in CC mode, as it produced a very clean measurable impact
even at low power. We varied the frequencies of both sources
and measured every combination within the spectrum where
the devices were susceptible to electromagnetic interference.
Figure 7 shows the results of this experiment. The plot
clearly shows that the attack is successful when either of the
signal sources hits a resonant frequency. Furthermore, there
are no visible diagonal features, which indicates that there
is no mixing or non-linear interaction occurring between the
two sources. With this result we can conclude that adding
up attack signals will allow their effects to be added up.

6.7.2. Multi-Sensor Experiment. To evaluate the effec-
tiveness of the attack against two sensors, we targeted the
C240 Duo battery charger, which has susceptible current
and voltage sensors. We added an amplifier to the combined
signal, and transmitted the voltage and current sensor signals
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Figure 8: The portable EV charger used in our experiments,
as well as the placement of the attacking antenna. The attack
is highly effective at 2 W power, despite the metal casing
of the charger.

at 2 W each. We set up our battery simulator as a 5.1V CV
load and set the charger to charge a single cell battery at
maximum 4.2V, 1 A. Despite the simulated battery already
exceeding the voltage limit, the charger started without
issues and began charging. We measured 5.1V, 1.4 A on
the un-attacked DC load, while the charger displayed 4.18 V,
1 A. This confirms our hypothesis that a simultaneous attack
on the voltage and current sensors is possible, resulting
in the charger simultaneously exceeding the voltage and
current limits.

6.8. Real-world EV Charger

To demonstrate our attack on a highly impactful target,
we evaluated a DC Electric Vehicle (EV) charger, shown in
Figure 8. To avoid causing damage to public infrastructure,
we used a Setec SET450-20B 10kW CCS EV DC charger
in a laboratory environment. In addition, due to the obvious
safety risk, we replaced the EV with a dummy load that
can safely accept the potentially erratic voltages from the
charger, and used the pyPlc project [32] to perform the
necessary communication with the charger, as well as to
log data from the charger. We used an RF power of 2 W for
our attack on an unmodified charger.

We discovered that the charger is vulnerable to both
a current and voltage sensor attack. At 1310 MHz the
charger increases the current from 2.2 to 2.25 A. However,
at 620 MHz the charger reports a voltage of 115V, while
outputting 165 V. We thus demonstrated a significant differ-
ence of 50V due to our attack.

7. Practicability Evaluation

In the previous section, we showed that a variety of
devices produce a measurable impact at a short range and
for small transmission power. In this section, we evaluate
how the attack scales to higher powers as well as larger
distances, and we investigate the repeatability of the attack.
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Figure 9: The impact of attacker power against the C240
Duo charger, confirming our theory of the linear trend. We
also see that the attack impact reaches significant values
well within a realistic power budget.
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Figure 10: DC-DC #1, 10V output, investigating a fre-
quency corresponding to both a positive and negative
change. The end of the traces corresponds to a full shutdown
of the output.

7.1. Attacker Power Budget

We investigated how the attacker can extrapolate their
low-power measurements to determine the power level re-
quired for a given impact. According to expectations from
theory [20], the impact of the attack should scale linearly
with the used RF power.

7.1.1. Method. We investigated multiple of the previous
devices at their resonant frequency: the 6 V. AC-DC power
converter at 820 MHz, the C240 Duo in CC mode at
1.65 GHz, the SkyRC charger at 1.28 GHz and DC-DC #1
at both 740 MHz and 1080 MHz. For these experiments the
signal was supplied by a USRP N210 connected to the Mini-
Circuits ZHL-10W-202S+ 10 W power amplifier. Instead of
sweeping the frequency, the frequency was fixed at a known
resonant value for each device, and the output power of
the RF source was swept. We connected an RF coupler
between the amplifier and antenna, allowing us to measure
the power level of the output signal going to the antenna
during the experiments. This allowed us to make accurate
measurements, regardless of the gain of our power amplifier.
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Figure 11: Impact of attack distance against the SkyRC e4
charger, confirming our theory that with increasing distance
the effect diminished according to the inverse square law.
Line shown is the best fit inverse square law to the points.

7.1.2. Results. We show two plots in Figure 9 and 10,
and further plots for the tested devices in Appendix E.
The plots validates our theoretical prediction, that the attack
impact is linear as a function of RF output power, assuming
everything else is kept constant. For some devices, we see
that at higher power, the impact start deviation from the line,
before the device shuts off entirely. In all cases, we show
that with sufficient power, the attack can either be scaled to
a significant change (at least 1V or A), or achieve a full
shutdown of the device.

7.2. Ranged Experiments

Theory predicts that the RF power density at the receiver
is the only relevant metric to determine the success of the
attack. This can be achieved by a nearby low powered
attacker, or a distant high power attacker.

7.2.1. Method. We used the SkyRC e4 charger, as it demon-
strated a larger attack response, thus making it easier to
accurately measure the impact of distance. The charger
was connected to the battery simulator, charging a sim-
ulated battery consisting of two cells totaling 7V, with
1A. We used the Mini-Circuits ZHL-10W-202S+ ampli-
fier, outputting 37dBm (5 W), connected to an RFSpace
TSA600 directional antenna. We tested the attack at the
known resonant frequency of 1290 MHz.

7.2.2. Results. We tested our attack from various distances,
and plot our results in Figure 11, along with a best fit
inverse square law. Our results show reasonable agreement,
proving that our attack is coupled via far field EM radiation.
We demonstrate a current increase of 1 A from 1m. We
conclude that even with our limited amplification, the attack
can thus have a significant impact up to two meters away,
which demonstrates a significant real-world threat.

7.3. Compact Attack Setup

We assembled a compact attack setup, shown in Fig-
ure 12, to show that the required equipment is portable and
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Figure 12: Portable attack setup showing the necessary
components.
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Figure 13: Frequency sweeps for two identical SkyRC
chargers, showing largely identical behavior at most fre-
quencies.

within the budget of motivated individuals. Since our attack
only requires one or more unmodulated signals, a cheaply
available tunable PLL source is sufficient, for example those
based on the ADF4351 chip. While our setup used a wide-
band COTS power amplifier, the amateur radio community
has demonstrated that a skilled attacker can construct power
amplifiers cheaply, such as a 1.3 GHz, 600 W amplifier for
US$710 [33]. For transmission, a cheap directional wide-
band PCB antenna can be used for an excellent balance of
size and gain.

7.4. Repeatability

Like previous EMI work, we assume that an attacker
can determine resonant frequencies, and prepare the at-
tack, before exploiting it on other identical targets in the
wild. However, due to manufacturing imperfections between
devices it is unknown if this is true. We take two sup-
posedly identical SkyRC chargers, and test them in the
same environment. In addition, while swapping the devices
between the experiments, we inevitably disturb the geometry
of the setup. Regardless, we find that their resonance curves
largely overlap, so an attacker should be able to reuse their
initial measurements on new targets. We show this plot in
Figure 13.



8. Battery Charging Attacks

In addition to lab-based evaluation of battery chargers,
we seek to understand how real Lithium batteries react to
the attack. There may be important differences between
the battery simulator used in previous experiments, and a
real battery. We also want to assess whether the increase
in current and voltage caused by the attack is sufficient to
permanently damage a battery. We thus tested 4 different
“18650” lithium cells and a small pouch lithium battery, to
evaluate their behavior during a charging attack.

8.1. Ethical and Safety Considerations

As described in Section 4.2, overcharging a battery can
lead to safety-critical situations, such as fires and explosions.
Safety was thus taken seriously. We placed the battery in a
metal chamber, connected to the charger via a long cable.
We separated both ourselves and the rest of the experimental
hardware from the battery in case of an emergency. The
battery was enclosed such that any chemical leakage could
be safely contained and disposed of.

Examining the true state of the internal battery chemistry
is difficult and internal protection mechanisms might have
been destroyed during the experiments. Because chemical
reactions can occur even after charging has stopped, we kept
the batteries safely isolated for a days after the experiment.

8.2. Experiment Setup

The RF signal was provided by a USRP N210 and
amplified by a Mini-Circuits ZHL-10W-202S+, which is
capable of delivering up to 40dBm (10 W) of power, but
in our experiments it was limited to 33dBm (2W). The
C240 Duo is a realistic target due to its granular voltage
and current settings, as well as addition safety features
such as optional temperature monitoring. The transmitting
antenna was placed below the charger, and two 2.5 m long,
5mm? cross-section wires from the charger connected it to
the battery. We did not connect any additional telemetry to
the system, and could only rely on prior knowledge of the
device, as well as the current and voltage visible on the
chargers screen.

We tested 4 18650 cells, the TerraE INR_18650_30_E,
Panasonic NCR18650BD, LG Chem INR 18650 M29, and
an unbranded one sold in a rechargeable flashlight. In addi-
tion, we tested the Renata ICP402035 pouch battery.

8.3. Overcharging Experiment

When a Li-ion battery is overcharged, a non-reversible
chemical reaction begins to produce CO2 in the cell [34].
The pressure build-up triggers the Circuit Interrupt Device
(CID), which permanently disconnects the cell and prevents
further charging [35]. A malfunctioning CID or excessive
heating due to an overcurrent can also cause the cell to
explode and possibly catch fire.

We set each battery to the manufacturer’s recommended
charge current (for the unbranded flashlight battery, we
used 1 A based on measurements of the device) and started
the charge process. When the batteries were almost fully
charged (near the end of the CV phase), we activated the cur-
rent and voltage attacks at the known resonant frequencies
of the charger. We saw the voltage displayed on the charger
drop by about 1.2V, and the charger re-entered the CC
phase. While not visible on the charger, previous experience
suggests that the current attack added an additional 0.5 A to
the charge current.

All 4 18650 cells continued to charge, and the voltage
measured by the charger increased. About 20 — 40 minutes
after we initiated our attack on the nearly full batteries, we
estimated that the cell voltage reached about 5 — 5.5V, and
all 18650 batteries made a loud popping noise. For the three
branded batteries, the charger immediately stopped and the
battery showed no electrical characteristics, so we concluded
that the CID was triggered, which permanently but safely
disabled the battery. The unbranded battery, however, pro-
duced a much louder noise, emitted a liquid, and continued
to charge while emitting smoke. Charging finally stopped
when the charger detected that the battery voltage was high
enough despite the attack. The pouch battery also reached a
cell voltage of about 5.5V and bulged slightly. There was no
catastrophic damage, and it went through a normal discharge
and recharge cycle. After the batteries were safe to approach,
we found them all to be hot and waited for them to cool
before moving them to safe storage.

9. Countermeasures

We enumerate a variety of countermeasures that increase
the barrier for a successful attack significantly and discuss
their practicality.

9.1. Voltage Protection System

The power input or battery module in a device can
be equipped with a protection circuit. This circuit can be
designed to monitor voltage and current and disconnect the
device from the outside world if a problem is detected. In
addition to protecting against attacks, this protection system
also protects against legitimate power supply failures as
well as user error, such as connecting the wrong power
supply. Such systems are often partially present in real-world
devices, particularly in brown-out detection, since a drop in
input voltage occurs naturally when the device is discon-
nected from the power supply. Battery modules in mobile
phones have an advanced circuit board that is responsible for
monitoring the SoC and battery health, as well as protection
elements. EV battery packs contain an advanced BMS that
monitors all cell voltages and pack current, and high-current
contact to physically disconnect the battery in an emergency.
These systems are designed for emergency situations, so
they may not fully mitigate damage and may be damaged
with repeated use. In addition, these protection systems
themselves rely on accurate measurements of voltage and



current, making them vulnerable to identical sensor injection
attacks. As we have demonstrated, it is possible to attack
multiple sensors in parallel, allowing an attacker to target
both the power converter and the protection systems.

9.2. Shielding

A common countermeasure against EMI is to shield the
circuit with a conductive metal layer. This attenuates RF
signals and increases the attacker’s required power budget.
The effectiveness depends on the amount of shielding: a
light mesh can attenuate some signals, but a thick copper
shell offers superior performance. However, the end product
must often be inexpensive, small, and lightweight, which
limits the amount of shielding. In addition, input and output
wires require holes in the shielding, allowing attack signals
to couple to these wires and enter the device as conducted
interference. Our experiments showed that despite the use of
a metal case, our EV charger remained vulnerable to attack.

9.3. Filters

Given the relatively low frequency at which switching
and feedback occur (100 kHz), low-pass filters can be used
to block the high-frequency RF signals used by the attacker
just before the input of the amplifier/regulator ICs. Such a
filter is already built into many existing devices via small
capacitors on the feedback line. Its main purpose is not
to protect against RF attacks, but to reduce noise at the
input and to improve the stability of the feedback loop. As
our results show, the existing capacitors are not sufficient
to prevent the attack. A major limitation is that low-pass
filters become ineffective well above their rated cutoff,
due to parasitic properties of the components used [36]. A
filter that is effective over a wide frequency range requires
expensive and high-quality RF components. Furthermore,
the small section of wire connecting the filter to the input
of the sensitive analog component, or the internals of the
component itself, will still be vulnerable.

9.4. Attack Detection

As laid out, fully preventing IEMI attacks is difficult.
Therefore, academic literature has proposed various ap-
proaches to instead detect attacks. The authors of [37],
[38] have investigated ways in which systems can detect
if they are under IEMI attack. This can, for example, be
accomplished by transmitting and measuring two identical
signals and looking at the difference [38], or by randomly
connecting/disconnecting the legitimate input and check-
ing if the disconnected measurement produces an expected
“null” value [37]. Since the vulnerable logic components of
a feedback system are often inside a tightly integrated chip,
these countermeasures require the engineering of new semi-
conductor devices. In more software-based systems, where
the feedback control is performed by a microcontroller, the
designer should be able to integrate such schemes with few
added external components.

9.5. Thermal Fuses

In many cases, the main damage is caused by an in-
creased voltage leading to an increased current. This in-
creased current is then dissipated as heat in a component,
causing permanent structural damage. By fitting devices
with an appropriate fuse, the damage caused by overcurrent
can be mitigated. In contrast to sensor-based current mon-
itoring systems, a simple heat-based fuse is not vulnerable
to our attacks. Similarly, Polymeric Positive Temperature
Coefficient (PPTC) [39] devices can be used as re-settable
thermal fuses. The batteries tested included various forms of
protection systems, such as the CIDs, and they also claimed
to include PPTCs. While these may have been effective at
preventing a violent explosion and combustion of the battery,
they did not prevent our attack from permanently disabling
them, allowing for an effective denial of service.

10. Conclusion

Our paper studied for the first time the real-world effects
of IEMI attacks on DC power converters. Our findings
show that the output sensing, active feedback-based nature
of switched-mode power converters allows IEMI attacks
to be successfully executed on a wide range of devices.
We demonstrated a measurable attack against a variety of
devices with only 19 dBm (80 mW), well within the budget
of a motivated hobbyist, and show that we can achieve a
significant impact from up to 2m with 38.3dBm (6.7 W),
opening up the possibility for ranged attacks within a rea-
sonable budget. We innovated on the state of the art IEMI
attacks, by introducing a low-cost multi-frequency attack,
capable of targeting multiple sensors simultaneously.

We evaluated our attack in realistic settings, causing
permanent damage to multiple Li-ion batteries with about
33dBm (2W) of RF power. In addition, we successfully
injected a 50V difference between the voltage reported
by an EV charger and the actual measured voltage. We
conclude that IEMI attacks against power converters rep-
resent a significant risk with potentially dangerous real-
world consequences, even within the budget of motivated
hobbyists. Better funded adversaries using high power am-
plifiers and directional antennas can easily scale the attack to
greater distances. We discuss a variety of countermeasures,
highlighting prior academic work in attack detection and
sensor authentication systems, and physical-layer defenses.
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Appendix

In this section we present the frequency response curves
and additional plots for the devices that were not included
in the main body of the text due to space constraints.

Figure 14: Overview of the equipment that we used for most
of our experiments. In this case, the signal was generated by
a USRP N210 and amplified by a Mini-Circuits ZHL-10W-
202S+ that was connected to the DC bench power supply
on the right. The device under test was connected to the DC
load.

Figure 15: Overview of DC-DC converters
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Figure 16: Relative change in the measured output voltage
on the remaining prototyping boards. Different lines repre-
sent different set output voltages and applied loads.

2. AC-DC Converters
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Figure 17: Frequency sweep results for three different AC-
DC wall plugs, showing that all devices are susceptible and
have a measurable response for 19 dBm attack power.
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(b) Current sensor INA260.

Figure 18: Frequency sweep results for the various current
sensors with an attack signal of 19dBm (80 mW), at dif-
ferent actual current values. Some peaks exhibit a constant
behavior, while others depend on the current.

4. Chargers
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Figure 19: Frequency sweep results for the SkyRC e4 battery
charger for three different current settings and an attack
signal of 19dBm. The injection causes a constant offset
regardless of the charging current.
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Figure 20: Frequency response of the C240 Duo in CC mode
at various loads at 19 dBm
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Figure 21: Frequency sweep results for the two chargers in Figure 23: SkyRC charger, 1 A in CC mode, 1280 MHz. We

the CV phase for 19dBm of transmission power. Only the  stopped the attack once the charger passed its maximum
C240 is vulnerable in this frequency range. rated current.

5. Power
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Figure 22: 6 V AC-DC converter, 820 MHz. The end of the
trace corresponds to a full shutdown of the output.



