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Abstract

Cybersecurity requirements, such as data security, are often used as evidence for the Government’s

relationship with external service providers to process, store and transmit sensitive government

data. However, cybersecurity researchers have not profoundly studied the practical application

of government data security requirements (e.g. data confidentiality) in service level agreements

(SLAs) in the context of an outsourced scenario. The relationships with external service providers

are usually established through SLAs as trust-enhancing instruments. However, there is a concern

that existing SLAs mainly focus on the system availability and performance aspects but overlook

cybersecurity requirements (e.g. data security) in SLAs. Such an understanding is essential to

develop government SLA data confidentiality requirements into the formulation of security-related

SLAs. We seek to provide insights by developing and conducting a grounded adaptive Delphi

method (GADM) with 35 government participants through group discussions and individual

sessions. The work on the Indonesian Government’s data confidentiality requirements was used

as a case study. This paper provides insights into three understandings of the increasing con-

siderations of the Government’s data confidentiality requirements in SLA definitions. The three

perceptions of security-related SLAs are the target of protection, the data confidentiality risks and

the government SLA data confidentiality requirements. Our findings play important implications
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for a better understanding of how to incorporate data confidentiality requirements according to

perceived threats for government data classification in security-SLAs. Based on these findings, we

recommend that the Government and service providers improve existing security-related SLAs

and future research lines.

Key words: assurance, SLA, cybersecurity, data confidentiality, GADM, Indonesia

Introduction

Government agencies increasingly rely on external service providers
to help support government tasks and functions using available com-
puting, communications and storage solutions to deliver public ser-
vices. Consequently, many service providers routinely process, store
and transmit sensitive government data in their information systems
to support the delivery of services to government agencies (e.g. pro-
cessing healthcare data, providing financial services and providing
cloud-based services). The level of trust with service providers is usu-
ally established through non-disclosure agreements (NDAs), certifi-
cation schemes and service level agreements (SLAs) as reasonable
efforts to protect sensitive government data from unauthorized ac-
cess [1]. However, both NDAs and certification schemes are not well-
suited to the service scenario [2]. At the same time, SLAs can serve
as instruments of customer control in the service provisioning envi-
ronment [3].

The existing SLA definition only pays attention to the system
availability and performance aspects without expressing cybersecu-
rity requirements (e.g. data confidentiality and integrity) in SLA con-
texts [4, 5, 6]. Bernsmed et al. [4] point out that cloud service is gen-
erally limited to availability levels and penalties due to the absence
of security aspects in SLAs. Jaatun et al. [5] state that security as-
pects have usually been neglected in SLAs. Although the concept of
security-related SLAs has been studied since 1999 [4, 7, 8, 9, 5, 10, 11,
12, 13], there appears to be a gap in understanding government data
security requirements (e.g. data confidentiality) in SLA definitions.

Many governments have introduced a set of cybersecurity re-
quirements in the context of government scenarios for procuring
external information systems services provided by external service
providers [14, 15, 16, 17]. However, academic researchers have
not studied the formulation of SLA data confidentiality require-
ments. This gap indicates a need to understand the government
SLA data confidentiality requirements when using external services
from external service providers. This paper focuses on the Gov-
ernment’s data confidentiality requirements, where potential adver-
saries aim to attempt unauthorized access to any sensitive data i.e.
processed, stored or transmitted. However, this paper does not in-
clude other security requirements, such as data integrity and data
availability.

This paper seeks to fill the gap by understanding the Govern-
ment’s perspective about SLA data confidentiality requirements, tar-
geted at participants employed by or who have experience working
with government agencies using Indonesia as a case study. It is neces-
sary to perceive what types of government assets to protect and what
categories of risks to mitigate to increase the consideration of data
confidentiality requirements in SLA definitions. This study develops
and conducts a grounded adaptive Delphi method (GADM) with 35
government employees and government consultants, with group dis-
cussions and interviews to gauge an understanding of the SLA data
confidentiality requirements for the Indonesian government’s con-
text. The data collection and analysis were performed in three phases:
(1) brainstorming sessions using a series of group discussions; (2) en-
richment sessions using individual interview sessions and (3) an inte-

gration phase through a grounded theory analysis of the Delphi study
data to categorize the extracted statements [18, 19, 20].

This paper uncovers three increasing considerations of the Gov-
ernment’s data confidentiality requirements when defining SLAs.
These insights include 21 concepts within three main categories of
the protection target: human asset, information asset and physical
asset. Further, 17 concepts are identified within five main categories
of risk perception: collaborator, exfiltration, observation, insertion
and manipulation. Finally, 22 concepts within five key government
SLA confidentiality requirements are elicited: access management,
data management, identity management, malicious management and
compliance management.

The remainder of this paper is structured as follows. In the next
section, we provide background to the study, explaining our moti-
vation and placing the research in context. We then describe how
to investigate the perception of government SLA data confidential-
ity requirements, including participant selection and data collection
and analysis of findings. In the following we present the results of
the study, and we then discuss how the findings compare with re-
lated work and provide implications for concrete recommendations
and reflection on the methodology. Finally, we present the conclusion
and future work.

Background and Related Work

This section briefly reviews the GADM approach to elicit govern-
ment data confidentiality requirements, using Indonesia as a case
study. The study on the Government’s data confidentiality require-
ments provides insight for the inclusion of security requirements in
the SLA contexts. We then provide background and gap analysis that
motivate the research undertaken in this paper.

GADM approach for eliciting requirements

The GADM is a state-of-the-art research method. It combines ele-
ments of the Delphi study and grounded theory analysis that com-
prise simultaneous data collection and analysis, each interrelated and
iterative [21]. The adaptive Delphi method aims to identify diverse
opinions on individual and group responses to the specific issues [22].
We develop insights and understandings from the Delphi study data
following the grounded theory analysis.

Previous studies have been conducted to develop the grounded
Delphi method (GDM) [21, 23]. Moe and Paivarinta [23] deal with
the challenges of information systems procurement in the Norwegian
public sector. Howard [21] develops the method to explore the skills,
knowledge and education needs of information system profession-
als in libraries and museums in Australia. This paper develops and
conducts the GADM study, which varies in some respects from the
two previous GDM studies [23]. Integrating grounded theory anal-
ysis and the Delphi approach with interviews and group discussions
to elicit opinions on specific issues is a similarity between such meth-
ods. One of the differences is that the GADM developed in this paper
uses a Policy Delphi approach [24]. In this paper, the adaptive Delphi
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method aims not to achieve consensus but to explore diverse ideas,
opinions and views regarding a specific question and generate options
for consideration [24, 25]. Further, we match individual participants’
different perspectives, opinions, thoughts and experiences on the re-
search questions with greater generalizability across various partici-
pants. The grounded theory analysis used in this study is well-suited
for capturing these different views from government participants in
more detailed forms.

Another difference is that the GADM approach integrates ele-
ments of the Wideband Delphi method and the traditional Delphi
approach, using group discussions and individual sessions [1]. The
significant variance with the two previous studies in [21, 23] is that
data collection is not conducted via email [23] or with an online ques-
tionnaire [21]. Such online questionnaires are impractical to elicit
genuine opinions or thoughts from ‘elite’ participants, such as gov-
ernment participants. Instead, this paper sought to engage with gov-
ernment participants via focus group discussions and semi-structured
interviews.

From a methodological perspective, developing the adaptive Del-
phi method provides a valuable means of exploring and eliciting
original participants’ opinions with elite participants such as govern-
ment officials. This approach offers a flexible and systematic means
of collecting detailed information, while maintaining validity in the
research process by minimizing bias and maximizing transparency.
Such an approach can also provide insights into a broader range of
similar settings. Although the research method used in this study is
labour-intensive and expensive, it is a practical way of investigat-
ing the Government’s confidentiality requirements by using specific
adaptive Delphi features, such as anonymous individual feedback,
controlled feedback and group-response face-to-face meetings [1].

In summary, the adaptive Delphi method used in this paper
aims to exploit the different views, opinions, thoughts and experi-
ences of individual government participants on specified questions,
with greater generalizability across various government participants.
Therefore, combining the adaptive Delphi method with a detailed
grounded theory analysis provides a rigorous approach to solving
complex real-world problems. The grounded theory analysis used
in this study is particularly well-suited for capturing such differ-
ent views and opinions from participants. In this paper, the Delphi
method aims to distil participants’ judgment and statements through
successive iterations of group discussion and individual responses
and feedback. The grounded theory analysis is used to identify ways
of understanding government participants’ ideas and opinions.

Related work

The application of SLAs is widespread when using external informa-
tion system services. However, there appears to be a gap in incorpo-
rating data confidentiality requirements into SLAs between govern-
ment agencies and service providers when using external services to
process, transmit or store sensitive government data. Thus, the study
aims to fill the gap by understanding the Government’s perspective
about SLA data confidentiality requirements.

The term security property is widely used in information security
literature (i.e. confidentiality, integrity and availability). In addition
to this, according to ITU-T Rec. X.805 [26], security properties in-
clude access control, authentication, non-repudiation, communica-
tion security and privacy. The formulation of security properties (i.e.
data confidentiality, data integrity and data availability) has not been
expressed in such measurable terms in SLA contexts because ’security
is a process and not a product…(page 84)’ [27].

According to Chan et al. [28], such security properties (i.e. avail-
ability, confidentiality, integrity, access control, authentication, non-
repudiation, communication security and privacy) can be used as se-
curity SLA attributes. Availability ensures no denial of authorized ac-
cess to network and service from a security perspective. For example,
the authors propose a percentage of downtime due to security inci-
dents as feasible metrics [28]. Further, Chan et al. [28] argue that data
confidentiality and integrity are the primary security properties that
can serve as security SLA attributes. However, there is little knowl-
edge on defining metrics or levels of assurance for data confidentiality
and integrity, which can be understood and accepted by customers
and service providers [29]. The rest of such security properties do
not receive the same degree of attention as the system availability,
of which metrics are not well-established. It appears that few studies
have developed metrics for such security properties.

The first notion of security-related SLAs is proposed by Henning
[9], who presents security-related SLAs as a mechanism to specify
security services required for security policy enforcement. Due to
the lack of quantifiable security attributes, such property does not
exist in such measurable terms in SLA contexts. Moreover, the au-
thor underlines that it is challenging to include the costs of security
services in SLA contexts. The author concludes that expressing se-
curity considerations in SLAs remains a significant need for more
research.

Monahan and Yearworthy [12] support the previous argument.
The authors state that both the customer and the service provider
need to accept statistical attributes to develop adequate security-
related SLAs. The authors investigate the problem of formulating an
appropriate SLA for the use of anti-virus services. Moreover, the au-
thors argue that security-related SLAs are necessary as value-added
security services. Thus, the same approach taken in formulating anti-
virus services can be applied to other security-related SLAs, such as
patch management, security incident management and secure data
transfer endpoints within an internal network.

Similarly, Bernsmed et al. [4] point out that incorporating security
properties into explicit agreements or SLAs is essential. The authors
argue that the deficiency of security properties in SLAs makes it un-
suitable for service providers to deliver trustworthy services to cus-
tomers, especially when service providers and other suppliers are in-
volved in providing such services. However, the authors identify that
there are still many questions about the formulation and adoption
of such security-related SLAs in service provisioning. For instance,
security requirements may conflict with other quality of service re-
quirements in SLA contexts.

Also, Jaatun et al. [5] state that security-related SLAs are essen-
tial for external information system services to help ensure that ser-
vice providers and customers have a shared perception of security
attributes incorporated into SLA contexts for which customers re-
ceive the required level of assurance. Additionally, the authors reveal
that many service providers provide quality of service as part of their
contracts. However, the absence of assurance levels for data confiden-
tiality, integrity and availability is problematic from the customers’
perspective. Therefore, the authors suggest that the formulation of
security mechanisms in contracts or SLA contexts is paramount.
However, the authors emphasize that formulating security-related
SLAs is inadequate if the agreed terms cannot be monitored and
measured.

Furthermore, Takahashi et al. [13] present security-related SLAs,
which define the security level of service agreed between the customer
and service provider. The authors point out that the formulation of
security-related SLAs is built through matching and negotiating the
customer’s security requirements and the provider’s security capa-
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Table 1: Requirements for basic technical protection from cyber attacks [14]

No Requirement Description

1 Boundary firewalls and Information, applications and computers within the organization’s internal networks
Internet gateway Should be protected against unauthorized access and disclosure from the Internet, using boundary firewalls,

internet gateways or equivalent network devices.
2 Secure configurations Computers and network devices should be configured to reduce the level of inherent vulnerabilities and

provide only the services required to fulfil their role.
3 User access control User accounts, particularly those with special access privileges (e.g. administrative

accounts) should be assigned only to authorized individuals, managed effectively and provide the minimum
level of access to applications, computers and networks.

4 Malware protection Computers that are exposed to the Internet should be protected against malware infection through the use
of malware protection software.

5 Patch management Software is running on computers, and network devices should be kept up-to-date and have the latest
security patches installed.

bilities. Moreover, the authors argue that security controls must be
defined in terms of several variables in SLA contexts according to
perceived risks. However, the authors point out that such security
requirements and capabilities may change dynamically depending on
a threat environment.

Lee et al. [10] propose ontologies for security-related SLAs to un-
derstand the security agreements of a service provider and negotiate
the desired security levels between contracting parties. Such ontolo-
gies aim to help comply with audit and compliance requirements for
applicable laws and regulations, such as Health Insurance Portabil-
ity and Accountability Act (HIPPA). The authors argue that under-
standing security-related SLAs offered by cloud service providers is
necessary for customers to decide whether to procure cloud-based
services to process, store and transmit such sensitive data. However,
the authors point out that existing ontology-based cloud SLAs pro-
vided by service providers are difficult to understand; thus, compar-
ing such SLAs from different service providers can also be challenging
to manage.

Luna et al. in [11] identify the absence of a straightforward ap-
proach to quantify security requirements in SLA contexts. The au-
thors underline that it is challenging to understand what security lev-
els customers have been paying for using cloud-based services. More-
over, the authors argue that the elicitation of security requirements is
essential to provide an appropriate security level to meet customers’
needs and requirements. Therefore, the authors propose an approach
to assess security level quantitatively and enable customers to differ-
entiate between other service providers. In other words, the proposed
approach allows both novice and expert customers to express their
security requirements according to security levels provided by cloud
service providers.

Similarly, Guesmi and Clemente [8] emphasize that service
providers should be able to express what they can provide about se-
curity capabilities specified in SLA contexts according to security re-
quirements. It helps ensure service providers are compliant with secu-
rity requirements. However, the authors point out that existing cloud
service providers do not adequately express SLAs’ security proper-
ties. Therefore, the authors introduce an approach called a general
requirement specification language. Customers can define their secu-
rity requirements regarding access controls and security properties.
In contrast, cloud service providers can express their related security
capabilities.

Such literature reviews provide evidence of growing awareness
and application of security-related SLAs in practice. Formulating
security-related SLAs in the service scenario is essential for secu-
rity assurance. Although extensive research has been carried out on
security-related SLAs, there appears to be a gap that adequately cov-

ers empirical studies investigating Government’s data confidential-
ity requirements in SLA contexts. In other words, the literature still
lacks insights into the question of incorporating the Government’s
data confidentiality requirements into SLA definitions.

Recent contracts and SLAs are found to use security controls like
NIST 800–53 and ISO/IEC 27002 [30, 31]. In this case, incorporating
existing security controls into SLAs constitutes security-related SLAs.
However, apart from the practical approach, the inclusion of security
controls in the SLA contexts does not achieve a specified security
assurance level but only provides a binary assurance (compliant or
non-compliant).

Several governments have addressed cybersecurity issues within
supplier agreements. For example, the UK and US Governments have
taken steps to reduce cybersecurity risk, especially for government
procurement of external information system services [14, 15]. How-
ever, an understanding of government SLA data confidentiality re-
quirements is little known. Thus, this section provides the context
for this study by examining government procurement requirements
from a security perspective.

The analysis begins with the 2014 introduction by the UK Gov-
ernment of a set of cybersecurity requirements, called Cyber Essen-
tials (CE). CE developed in collaboration between the Government,
industry and standard bodies. Under 10 steps of guidance, five re-
quirements are defined [14]. The CE scheme is necessary for suppli-
ers or service providers who want to conduct business with the UK
Government. The following five technical requirements are identi-
fied to mitigate common successful cyber-attacks, such as malware,
phishing and unpatched software in such an organization, as shown
in Table 1.

It shows that the five requirements listed in CE serve as the basis
upon which specific security controls define. However, Heitzenrater
and Simpson [32] found that the specified technical controls do not
directly map specific threats. For example, some technical controls,
such as firewall and patching, can mitigate attacks by unauthorized
outsiders.

Another UK initiative also outlines 14 cloud security principles
in cloud computing, as shown in Table 2 [16]. Such principles are
cloud security requirements for government agencies seeking to pro-
cure cloud-based services from service providers. Each principle rep-
resents a fundamental security aspect when selecting cloud services.
For example, Amazon Web Services (AWS) listed on the G-Cloud
Framework can provide cloud services to government agencies [33].
For this purpose, AWS provides insight into an implementation ap-
proach based on the 14 cloud security principles to make an informed
decision when selecting the cloud services for handling government
data classified as official information [33].
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Table 2: Cloud security principles [16]

Number Requirement Description

1 Data in transit Protection User data transiting networks should be adequately protected against tampering and
eavesdropping.

2 Asset protection and resilience User data, and the assets storing or processing it, should be protected against physical
tampering, loss, damage or seizure.

3 Separation between customers A malicious or compromized user of the service should not be able to affect the service or data
of another.

4 Governance framework The service provider should have a security governance framework, which coordinates and
directs its management of the service and information within it.

5 Operational security Good operational security should not require complex, bureaucratic, time consuming or
expensive processes.

6 Personnel security The service provider should subject personnel to security screening and regular security training.
Personnel in these roles should understand their responsibilities.

7 Secure development Services should be designed and developed to identify and mitigate threats to their security.
8 Supply chain security The service provider should ensure that its supply chain satisfactorily supports all of the security

principles which the service claims to implement.
9 Secure customer management The service provider should make the tools available for you to securely manage your use of

their service.
10 Identity and authentication All access to service interfaces should be constrained to authenticated and authorized

individuals.
11 External interface protection All external or less trusted interfaces of the service should be identified and appropriately

defended.
12 Secure service administration The design, implementation and management of administration systems should follow

enterprise good practice, whilst recognizing their high value to attackers.
13 Audit information provision to

customer
A customer should be provided with the audit records needed to monitor access to your service

and the data held within it.
14 Secure use of the service A customer should have certain responsibilities when using the service in order for your data to

be adequately protected.

In the context of the US Government procurement policy, any
potential and existing suppliers, service providers or contractors
working with the federal agencies must meet 14 security require-
ments described in the NIST SP 800–171 standard [15, 17], as shown
in Table 3. The 14 security requirements are required to protect the
confidentiality of any information under applicable laws, regulations
or government policies [17].

Furthermore, the NIST guideline provides government agencies
with minimum security requirements for protecting the confidential-
ity of controlled unclassified information (CUI) when using exter-
nal information system services [34, 17]. For example, the guide-
line is necessary for suppliers or service providers who want to
offer external services to government agencies when the offered
services rely on private cloud-based services to process, store or
transmit sensitive government data [35]. However, another guide-
line, the Federal Risk and Authorization Management Program
(FedRAMP), is required when such suppliers or service providers
use external cloud-based services to handle government data
[36].

Public procurement policy in the UK and the USA exhibits mixed
evidence of incorporating security considerations when procuring
services from service providers. Although the UK Government does
not specify specific data confidentiality requirements that should be
met by service providers [16], government agencies can procure and
use cloud-based services for handling government data classified as
official information.

However, the US Government provides minimum confidential-
ity requirements for preserving the confidentiality of CUI, which re-
places categories For Official Use Only and Sensitive But Unclas-
sified. The confidentiality requirements are required when suppliers
or service providers process, store or transmit sensitive data in their
information systems.

More discussion is necessary on how such data confidentiality
requirements can be incorporated into SLAs between government
agencies and service providers. This understanding provides an im-
petus for further investigation into better specifying data confiden-
tiality requirements into government SLAs. Therefore, this paper in-
vestigates the practical application of government SLA data confi-
dentiality requirements to the case of the Indonesian Government by
drawing on government employees’ expertise in security areas such
as information security management, digital forensics, cryptography,
cyber defence, malware and penetration testing.

Indonesia is an interesting case study as an emerging economy
with a gross domestic product (GDP) of around IDR 9.084 trillion
[1]. The Government has used e-Government procurement systems
for procuring information technology products, software and ser-
vices since 2010, as set out in the Presidential Regulation Number
54 of 2010 on the procurement of government goods and services
[37, 6]. However, limited security requirements are applied to select
service providers that provide external information system services
to many government agencies in Indonesia.

Moreover, under Article 12, paragraph 1 of the Indonesian Gov-
ernment Regulation on the Operation of Electronic Systems and
Transactions Number 82 of 2012, all service providers that oper-
ate in Indonesia have obligations to have agreements on service level
and security when providing such information technology services
[6]. The provision of such regulation inherently implies that service
providers who offer external system services are required to provide
security SLAs (security-related SLAs).

However, the current provisions of SLAs focus on the system
availability and performance aspects without considering security as-
pects [4, 38, 5]. Such SLAs also include quality of service attributes
(e.g. throughput, response times, resolution times and service avail-
ability). This paper focuses on understanding government data con-
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Table 3: Confidentiality requirements for government contractors [17]

No Requirement Description

1 Access control Limit information system access to authorized users, processes acting on behalf of authorized users
or devices

2 Awareness and training Ensure that organizational personnel are made aware of the security risks associated with their
activities

3 Audit and accountability Ensure that the actions of individual information system users can be uniquely traced to those users
so they can be held accountable for their actions.

4 Configuration management Establish and enforce security configuration settings for information technology products
employed in organizational information systems.

5 Identification and authentication Identify information system users, processes acting on behalf of users or devices.
6 Incident response Track, document and report incidents to appropriate organizational officials and/or authorities.
7 Maintenance Provide effective controls on the tools, techniques, mechanisms and personnel used to conduct

system maintenance.
8 Media protection Protect information system media containing CUI, both paper and digital.
9 Personnel security Screen individuals prior to authorizing access to information systems containing CUI.
10 Physical protection Limit physical access to organizational information systems, equipment and the respective

operating environments to authorized individuals.
11 Risk assessment Periodically assess the risk to operations, assets and individuals.
12 Security Assessment Periodically assess the security controls in organizational information systems to determine if the

controls are effective in their application.
13 System and communications

protection
Monitor, control and protect organizational communications at the external boundaries and key

internal boundaries of the information systems.
14 System and information integrity Identify, report and correct information and information system flaws in a timely manner.

fidentiality requirements in formulating a SLA. However, this study
does not include other security requirements, such as data integrity
and data availability. Potential adversaries include active or passive
adversaries, adversaries from an external or internal entity to the sys-
tem, and adversaries from a single entity or a well-funded nation-
state. Such adversaries mainly aim at attempting unauthorized access
to any sensitive data i.e. processed, stored or transmitted.

Incorporating security requirements (considering data confiden-
tiality) is difficult, especially when expressing such attributes in SLAs
[4, 5] because of the lack of linkage between the level of security and
SLA attributes. Debate continues about the appropriate assurance
approach in a service provisioning environment. So far, cybersecu-
rity SLAs are becoming increasingly crucial in procuring and using
external information system services (e.g. cloud-based services) that
handle sensitive government data.

Methodology

The RAND Corporation developed the Delphi method in the 1950s
as part of a military defence project [39, 40]. This method moder-
ates the influence of dominant individuals and follows a rigorous se-
quence of decision-making steps in the context of policy formulation
[39]. All features of the Delphi method, such as anonymity, iteration,
controlled feedback and statistical group response, elicit and refine
group estimation and consensus [39, 40]. This approach avoids di-
rect conflict among participating participants due to the absence of
face-to-face communication [41].

Of specific relevance to this study, the Wideband Delphi method
involves a higher level of interaction among participants than the
classic Delphi method [42]. Group discussions between rounds are
allowed to illuminate and explain their statements and opinions [43].
While traditional Delphi studies avoid face-to-face meetings to elicit
anonymous input, the Wideband Delphi estimation can clarify the
significant issues when ‘judgmental information is indispensable’ [41]
and seek all requirements as ‘informed judgement’ [44]. This iterative

process terminates when none of the participants wants to revise the
joint estimation [22].

With this understanding, this paper develops an adaptive Delphi
method based on the traditional Delphi method and the Wideband
Delphi method to best engage with government participants and min-
imize barriers to completing the data collection activities. The re-
search method developed in this study is a GADM, a relatively new
methodological extension of the Delphi method. It integrates aspects
of grounded theory, particularly concerning the data analysis and the
Delphi method as a means of iterative data collection activities. This
method appears as a practical way to investigate Government’s data
confidentiality requirements by using Delphi features, such as anony-
mous individual feedback, controlled feedback and group responses
with face-to-face meetings [1].

Aim

This paper investigates an understanding of government SLA data
confidentiality requirements using 35 government participants based
in Jakarta, Indonesia, using a GADM [6]. A significant impetus for
this research emerged from Article 12 of the Indonesian Government
Regulation on the Operation of Electronic Systems and Transactions,
Number 82 of 2012. The Government Regulation states that elec-
tronic system operators, including service providers, have obligations
to ensure agreements on minimum service level and information se-
curity when providing such external service provisions to customers,
including government agencies [45]. This paper’s case study is limited
to the Indonesian government’s context; therefore, it is not applicable
in other countries.

In this paper, we focus on the Government’s data confidentiality
requirements. Other security requirements, such as data integrity and
data availability, are not included in this study. Further, this paper
does not seek to express data confidentiality requirements in a legal
language. Instead, it establishes an understanding of eliciting such
requirements and provides insights to describe and incorporate data
confidentiality requirements in SLA contexts.
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A four-phase of data collection and analysis was conducted to
conclude this study’s objective from different perspectives and expe-
riences. These phases are namely: (1) recruitment; (2) a brainstorm-
ing phase using several group discussions; (3) an enrichment phase
using individual interviews and (4) an integration phase through a
grounded theory analysis of the Delphi study data to categorize the
statements from participants [18, 19, 20].

Recruitment

This study began with a research proposal submitted to the Gov-
ernment Ministry, which administers information assurance and cy-
bersecurity in Indonesia. After receiving confirmation and approval
from an official, this study recruited participants for the Delphi study
via existing connections to government employees, including govern-
ment consultants, usually via verbal or email communications with
the participants. All participants received an official invitation letter
signed by a senior official, including participant information sheets
and consent forms.

The selection of participants is a critical aspect of a Delphi study
[46]. Fundamental to Delphi studies is the understanding that group
decision has great validity than those of a single person [47]. These
decisions are trustworthy only if participants are knowledgeable
about the research topics [47]. Further, since participants’ motiva-
tions and experiences directly affect the quality of the findings, se-
lection criteria are necessary to ensure appropriate participants con-
tribute to study results. Rowe et al. [48] suggest the following criteria:
ease of availability, reputation and expertise related to the research
problem. Thus, the study selected participants based on participants’
technical expertise with specific issues and their involvement in the
policy-making process to achieve meaningful results and keep the
failure rate as low as possible [46, 1].

Regarding the number of participants, there is no consensus about
the optimum number of participants required for a successful Delphi
study [46]. Even so, a Delphi study requires many participants to
obtain divergent opinions [49]. Okoli and Pawlowski [41] suggest
10–18 participants in a Delphi group. According to the literature, the
recommended number of participants varies between 5–20 people
[50], 10–15 people [51] and 15–20 people [46].

In this study, we engaged with 35 of 45 invited participants.
Most group discussions and individual interviews were conducted
in person, although some were conducted via Skype. The number
of participants was considered sufficient for providing a reliable
analysis because 12 participants were deemed necessary to gain a
comprehensive data set. We also discovered basic meta-themes after
six interviews [52].

In this study, participants were civil servants and government con-
sultants working with the Indonesian Government. This focus aimed
to explore the problem of preserving the confidentiality of sensi-
tive data across government agencies. Further, this study participants
had diverse work experience and technical backgrounds, such as cy-
ber defence experts, digital forensics, malware experts, cryptography
experts, pen-testers and information security management experts.
Additionally, most participants hold security certifications, and 12
experts have a PhD degree in information technology-related top-
ics. Each government participant identified as P1–P35 to maintain
anonymity and confidentiality. A summary of the participants is pre-
sented in Table 4.

Procedure

Each group discussion and interview within the Delphi study
took between 60 and 20 min. For each round of Delphi, partici-

pants were asked to discuss how to incorporate the Government’s
data confidentiality requirements specified into SLA contexts. For
this purpose, participants were asked to respond to the following
questions:

� What information assets are of most value to government agen-
cies;

� Why are such information assets critical to government agencies;
� Is this information asset electronic or physical, or both;
� What information systems are used to process, store or transmit

such information assets;
� Are there suppliers, service providers or contractors that process,

store or transmit such information assets;
� What are areas of concern that could affect the confidentiality of

information assets; and
� What confidentiality requirements are needed for a given area of

concern.

Finally, participants had an opportunity to share any additional
thoughts and opinions. Moreover, participants were allowed to elab-
orate on their experiences beyond the questions above, used for guid-
ance to gain more information from participants. The responses to
the questions were in-depth and meaningful and allowed for new
themes or patterns to emerge based on actual experience.

Data collection and analysis

Many Delphi studies conduct three rounds for data collection activ-
ities [53, 54]. In practice, the first round of a Delphi study is a brain-
storming phase. The subsequent round is an enrichment phase to dis-
cuss results obtained in the previous round [1]. The third round is an
integration phase to combine categories that are similar in essence.
In this paper, we conducted three rounds of the Delphi study, and It
took several months to complete, as shown in Fig. 1:

Round 1: brainstorming phase
The first step was the brainstorming phase through exploratory
group discussions. A series of group discussions were conducted to
allow participants to choose the appropriate time to participate in
a group discussion. Each group discussed the problem of preserv-
ing the confidentiality of sensitive data across government agencies.
Furthermore, participants were asked to explore Article 12 of the
Government Regulation Number 82 of 2012 and incorporate the
Government’s data confidentiality requirements specified into SLA
contexts.

In this round, 18 of 45 invited participants participated in three
focus group discussions to explore a rich understanding of partici-
pants’ experiences and opinions and to generate information on col-
lective views [55]. The optimum number of focus group members
will vary between 6 and 11 [55]. However, a focus group can work
successfully in practice, with group members from 3 to 14 partici-
pants [56]. For this study, focus group participants varied from three
to six to allow participants to choose when to participate in a group
discussion. The initial transcripts of the first round were sent to par-
ticipants to gather additional feedback and corrections, if any.

Round 2: enrichment phase
This phase conducted an enrichment session using individual inter-
views to elicit detailed information from participants based on the
previous round results. The initial transcripts of the first round and
the Delphi questions which emerged were shared with 45 invited par-
ticipants. The 45 participants were asked about their availability to
participate in this study. The second round engaged 32 participants
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8 Nugraha and Martin

Table 4: Participants’ information and experience

Participant

Identifier Gender Role Years’ experience Education Category

P1 Male Director-General 26–30 PhD Civil Servant
P2 Male Vice-Chairman 21–25 PhD Civil Servant
P3 Female Crypto expert 16–20 PhD Consultant
P4 Male Defence expert 21–25 PhD Consultant
P5 Male Security expert 16–20 PhD Consultant
P6 Male Security expert 21–25 MSc Consultant
P7 Male IT expert 21–25 MSc Consultant
P8 Male Security expert 21–25 PhD Civil Servant
P9 Male Defence expert 21–25 MSc Civil Servant
P10 Male IT expert 16–20 MSc Civil Servant
P11 Male Director-General 31–35 PhD Civil Servant
P12 Male Vice-Chairman 21–25 PhD Consultant
P13 Male Malware expert 21–25 PhD Consultant
P14 Male Pentester 16–20 MSc Consultant
P15 Male Vice-Chairman 21–25 PhD Consultant
P16 Male Security expert 21–25 MSc Consultant
P17 Male Security expert 16–20 MSc Civil Servant
P18 Male Security expert 16–20 MSc Consultant
P19 Male Crypto expert 16–20 PhD Civil Servant
P20 Male Security expert 21–25 MSc Consultant
P21 Male Director 26–30 MSc Civil Servant
P22 Male Deputy Director 26–30 MSc Civil Servant
P23 Male Deputy Director 26–30 MSc Civil Servant
P24 Male Deputy Director 11–15 PhD Civil Servant
P25 Male Deputy Director 31–35 PhD Civil Servant
P26 Male Director 31–35 MSc Civil Servant
P27 Male Security expert 21–25 BSc Consultant
P28 Male Security expert 16–20 BSc Consultant
P29 Male Security expert 16–20 MSc Consultant
P30 Male Defence expert 21–25 PhD Civil Servant
P31 Male Security expert 31–35 PhD Civil Servant
P32 Male Security expert 21–25 BSc Consultant
P33 Male Pentester 16–20 BSc Consultant
P34 Male IT expert 31–35 MSc Consultant
P35 Female Deputy Director 21–25 MSc Civil Servant

Technical expertise GADM study

Identifier General Procurement Cybersecurity Round 1 Round 3 Round 2

P1 High High High Yes Yes GT
P2 High Medium High Yes Yes GT
P3 High Low High No Yes GT
P4 Medium High Medium Yes Yes GT
P5 High Medium High Yes Yes GT
P6 High High High No Yes GT
P7 High High Medium No Yes GT
P8 High High Low No Yes GT
P9 High High High No Yes GT
P10 High Medium Low No Yes GT
P11 High High Low Yes Yes GT
P12 High Medium Medium No Yes GT
P13 Low High Low No Yes GT
P14 Medium Medium Medium Yes Yes GT
P15 Medium Medium Medium Yes Yes GT
P16 High High High Yes Yes GT
P17 High Medium High Yes Yes GT
P18 High High High Yes Yes GT
P19 Medium High Low Yes Yes GT
P20 High Medium High No Yes GT
P21 High High High No Yes GT
P22 High High Medium Yes Yes GT
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Table 4: Continued

Technical expertise GADM study

Identifier General Procurement Cybersecurity Round 1 Round 3 Round 2

P23 High High Low Yes Yes GT
P24 High High High Yes Yes GT
P25 High Medium Low No Yes GT
P26 High High Low No Yes GT
P27 High Medium Medium No Yes GT
P28 Low High Low No Yes GT
P29 Medium Medium Medium No Yes GT
P30 Medium Medium Medium Yes Yes GT
P31 High High Low No Yes GT
P32 High Medium Medium No Yes GT
P33 Low High Low Yes No GT
P34 Medium Medium Medium Yes No GT
P35 Medium Medium Medium Yes No GT

Figure 1: Phases of the GADM.

and recorded each interview in an audio format after receiving the
participant’s consent. Each meeting took between 20 and 120 min.
All Interviews were later transcribed and coded, and each transcrip-
tion was sent to the interviewee for validation.

Round 3: integration phase
The third round applied the grounded theory analysis (initial cod-
ing, focused coding and theoretical coding) [18, 19, 20] to examine
the Delphi study data and categorize the extracted statements. The
initial coding aimed to identify concepts from which the researcher
extracted useful sentences or ideas. The focus coding identified and
selected categories from the most frequent or significant codes or
concepts [18]. Once categories were identified, the theoretical cod-
ing aimed to integrate such categories into three increasing consider-
ations of the Government’s data confidentiality requirements in SLA
definitions. The findings were sent to each participant for validation
purposes, who was asked for final feedback and corrections. There-
fore, the results of round 3 constitute the final results of the GADM
study.

Findings

This section presents an analysis of the GADM study from our
participants. In designing and analysing our study, we focused on
several questions mentioned in subsection 3.3. By applying an ap-
propriate qualitative analysis [18, 52, 20], we identify important
themes and other observations present in the GADM study. Where
applicable, we report the raw number of participants who discussed
a particular theme to indicate its prevalence amongst participants.
Our results are not quantitative; however, this paper reports the
raw number of participants discussing a specific concept to indi-
cate its prevalence. Some participants fail to mention a particu-
lar concept does not necessarily mean that it is irrelevant to such
participants.

This paper introduces the findings in three overarching themes:
(1) target of protection, (2) risk perception and (3) SLA data confi-
dentiality requirements. These findings reveal opportunities for im-
proving the consideration of the Government’s data confidentiality
requirements in SLA definitions. This paper identifies emerging and
essential concepts and categories present in the Delphi study data by
applying a grounded theory analysis. To illustrate how this study’s re-
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10 Nugraha and Martin

Table 5: Target of protection. We report the number of participants who mentioned various answers for what information assets are of

most value to government agencies and why are such information assets critical to government agencies. Note that some of these

categories and concepts may overlap (i.e. statements and responses made by a participant may have been coded with more than one of

the categories and concepts in this table)

Category Concept
Number of participants

(of 35)

Human asset Protecting senior government officials 15
Protecting knowledge and experience 2
Protecting intellectual property 3

Information asset Protecting citizen data 13
Protecting national identity 9
Protecting health or medical records 13
Protecting financial information 17
Protecting military and defence data 25
Protecting law enforcement data 10
Protecting confidential diplomatic communications 4
Protecting personal data and privacy 21
Protecting intelligence data 7
Protecting national economic interests 10
Protecting natural and energy resources data 9
Protecting tax information 6
Protecting email communications 4
Protecting state/government budget 3

Physical asset Protecting devices 4
Protecting critical national infrastructure 5
Protecting communication channel 2
Protecting information systems 4
Protecting government services 5

sults were obtained, one participant commented that ‘the more sig-
nificant threat to government agencies mostly comes from internal
sources, such as an insider threat’.

Target of protection

This study began by examining the Delphi study data from what
types of government assets to protect. Several concepts were dis-
cussed by participants related to sensitive government data and as-
sets. Therefore, this paper highlights the protection target and consol-
idates the concepts into human assets, information assets and physi-
cal assets, as shown in Table 5.

Human asset
Many participants agreed (15 of 35) that senior government officials
were part of the protection target. Many of the participants’ state-
ments aligned with the primary category: human assets. The most
common concept involved protecting upper-level government offi-
cials, such as the president, vice president, ministers and deputy min-
isters, considered protection targets.

Interestingly, participants reported that the Government has dif-
ficulty protecting government secrets against former senior offi-
cials. For example, some participants reported that many large
corporations employed former officials with close ties to govern-
ment agencies to gather their knowledge and experience. Therefore,
this paper emphasizes discussions and opinions from government
participants regarding the concepts of what types of government
data and assets to protect related to human elements, such as the
following:

’if the person is a senior official who carries out government duties,
such person is subjected to be protected all the time because it is
considered an asset’ (P8).

’the secrets belong to government officials, such as a president can
be uncovered by examining his/her previous unprotected informa-
tion’ (P21).

Information asset
The participants’ comments highlight that many government agen-
cies routinely collect, create or process sensitive data as part of the de-
livery of public services. The majority of participants pointed out that
the definition of sensitive data differed amongst government agencies.
For example, this study reported that each government ministry has
different types of sensitive data: health or medical information (13 of
35), financial data (17 of 35), military and defence data (25 of 35),
law enforcement data (10 of 35) and citizen data (13 of 25). Par-
ticipants discussed that many government assets were in line with
the definition of sensitive government data. Therefore, participants
expressed concern regarding protecting information assets that may
not be appropriate for public release. For example, some representa-
tives indicated the following:

’Every government agency is required to define sensitive data in
their terms because the type of sensitive data in each agency dif-
fers from other agencies—e.g. military and defence data protecting
military and defence data’ (P1).

’In some cases, the distinction between sensitive data and non-
sensitive data looks ‘grey’. For example, one has uploaded the
entire government meetings, including their internal meetings, to
social media, such as Youtube, intending to build trust to the pub-
lic. However, some information should not be disclosed for public
consumption, such as personal data and privacy’ (P2).

This study reported that the approach to protecting information
consistent with its sensitivity, value and ownership should be estab-

D
ow

nloaded from
 https://academ

ic.oup.com
/cybersecurity/article/8/1/tyac004/6588067 by guest on 27 M

ay 2022



Cybersecurity service level agreements 11

lished to ensure protection level when processing sensitive govern-
ment data.

Physical asset
Some participants reported that the Government’s critical national
infrastructure (5 of 35) and the Government’s information systems
and services (9 of 35) had to be protected from threats, resulting
in exposure to liability. From a security perspective, several partic-
ipants (6 of 35) focused on protecting physical, such as communi-
cation channels, systems and devices. In particular, participants con-
sidered the importance of protecting physical assets containing sen-
sitive government data. Interestingly, several participants expressed
concern about protecting physical assets, as crucial as protecting in-
formation assets. For example, some representatives pointed out the
following:

’It is necessary to ensure adequate physical protection for informa-
tion system facilities and infrastructures, such as data centre, net-
works, systems and devices protecting information systems’ (P12).

’The need for the protection of critical national infrastructure has
huge impacts on human society, such as electricity and health fa-
cilities protecting critical national infrastructure’ (P29).

This paper has identified 21 concepts within three main categories
that emerged from the Delphi study data. The three categories of the
protection target are (1) human asset, (2) information asset and (3)
physical asset. These three types of assets, which can be found in a
government organization, is fundamental to cyber security. Despite
that, many governments have significant gaps in what they under-
stand about data classification and threat environment, leading to a
weakened cyber security posture. Thus, the findings have suggested
that the Government and its suppliers handle sensitive government
data with care and respect. However, the participants’ opinion in-
dicates an absence of government security classifications applied to
government agencies that generate, process, collect, store or trans-
mit sensitive data for conducting government activities and delivering
public services. Presented below are related memos generated during
the analysis.

’Sensitive, confidential or secret information must be protected as
a means of data management. The best way to accomplish this is
through the use of strong data classification controls. It is impor-
tant to determine whether adequate data classification exists to
define sensitive government data. The responsibility for the data
classification falls on the data owner’.

This absence of data governance and classification represents
an opportunity to classify government data based on its level of
sensitivity, value and criticality to the Government. Therefore, the
Government should classify government data so that every en-
tity, which works with the Government knows how best to pro-
tect sensitive data based on the data classification and threat
model.

Risk perception

This subsection examines the perception of threats and risks to
sensitive government data from unauthorized access. The partic-
ipants of this study reported various security concerns and risks
that the Government is attempting to counter. Some risk percep-
tion categories were raised during the investigation. Participants also
mentioned several cybersecurity risks that were not initially antici-
pated. For example, one participant discussed the possibility of im-
personation attacks to obtain some confidential data. Some similar

concepts emerged regarding the particular risk and integrated into
such categories of risk perception where applicable, as shown in
Table 6.

Collaborator—allows an adversary to ex-filtrate sensitive govern-
ment data or information deliberately or unwittingly from outside
parties
Many participants (20 of 35) reported that insider threats were the
most prominent risk perception factors in public administration.
Such risk perception category allowed a malicious insider to cooper-
ate traitorously with an adversary. Therefore, the participants of this
study paid much attention to mitigating insider threats. One partic-
ipant highlighted that government data leakage was mainly caused
by an insider who was a closely related person with senior officials,
as follows:

’The issue of sensitive government data theft normally does not
occur while data is transmitted, but when data was processed or
created. While having a discussion with…an insider can listen and
participate in the discussions and then disclose and share the in-
formation obtained with an adversary’ (P22).

The statement above was coded as the concept of identifying an
insider threat by an employee. The concept is categorized as collab-
orator. Another two participants (2 of 35) discussed insider threats
from service providers; e.g. P29 noted the following statement:

’Service providers have a better understanding of how to gain ac-
cess to resources, such as data centres that store confidential data’
(P29)

Exfiltration—It allows an adversary to obtain data or sensitive infor-
mation from logs, temporary files or error messages
Many participants (14 of 35) were concerned with the illegal copying
or transferring of sensitive data through various means. Participants
reported that such threats allowed an adversary to perform the unau-
thorized copying, transmission or retrieval of sensitive data from the
Government’s information systems. P13, who worked as a govern-
ment consultant, indicated the following:

’There is a threat, which we consider before the threat was always
from the outside, so we then place a firewall, intrusion detection
and so forth. But the fact that now the threats and attacks actually
come from inside…according to our observation, we discovered
botnets keep sending out information’ (P13).

The statement above was coded as the concept of identifying out-
bound traffic. The concept is categorized as exfiltration. As another
example, several participants (3 of 35) discussed content exfiltration
by a service provider. P18 noted the following statement:

’The service provider should provide explicit guarantees regard-
ing the security of the data it manages. How the service provider
secures the data, as required, should be explained to the customer.
Then, the need for a monitoring system to ensure that the data is
not transferred or copied to unauthorized parties’ (P18).

Observation—It allows an adversary to collect credentials directly
from communications in an attempt to read sensitive government
data
Many participants (15 of 35) discussed the importance of secur-
ing communications against interception by third parties. Most gov-
ernment employees, including senior government officials, typically
transfer sensitive government data using phones, emails, SMS or in-
person with limited encryption. Some participants reported that some
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Table 6: Risk Perception. We report how many participants mentioned the perception of threats and risks to sensitive government data

from unauthorized access. Participants discussed threats and risks from their concerns and real issues they have encountered

Category Concept
Number of participants

(of 35)

Collaborator Identifying insider threats by employees 13
Identifying insider threats by contractors 2
Identifying insider threats by service providers 2
Identifying insider threats by government partners 3

Exfiltration Identifying outbound traffic 3
Identifying key exfiltration by a service provider 4
Identifying content exfiltration by a service provider 3
Identifying data exfiltration by malware 2
Identifying data exfiltration by connected devices 2

Observation Identifying interception (content/traffic) 15
Identifying discovery by foreign governments 7
Identifying metadata collection by foreign agencies 4

Insertion Identifying a malware injection (trojan/backdoor) 17
Identifying a ransomware installation 3

Manipulation Identifying phishing attacks 7
Identifying social engineering attacks 8
Identifying impersonation attacks 1

senior officials preferred meeting in person for communicating the
most sensitive information.

Further, several participants (7 of 35) mentioned concern about
being surveillance targets by foreign intelligence services. In contrast,
a few participants (4 of 35) expressed concerns about bulk metadata
collection and access by such foreign intelligence agencies. Overall,
the participants reported the importance of preventing observation
by well-funded adversaries. This threat allowed the adversary to ob-
serve or monitor targets closely. Some representative participants in-
dicated this type of risk, as follows:

’We should be aware that when we are talking with our inter-
locutor, other people are listening to our communications without
knowing them’ (P4).

’The most in need of government secrets is foreign intelligence
agencies. They need such information for their purposes’ (P29).

Insertion—It allows the adversary to inject/install/manipulate/
infiltrate a message (i.e. code) onto the target device and network
Many participants (17 of 35) reported that malicious software (mal-
ware) injection could steal sensitive data, like credit card numbers,
healthcare records or classified military plans. The participants dis-
cussed that such an adversary model could place or insert malware
on the targeted Government’s information systems through various
methods, as indicated in the following statement:

’They embed code on the opposing side in any way to divulge the
sensitive government data’ (P1).

The statement above was coded as the concept of identifying a
malware injection (trojan or backdoor). The concept is categorized as
insertion. As another example, a few participants (3 of 35) discussed
a ransomware attack through government information systems. P14
noted the following statement:

’An example of a case that it occurred in one agency which ad-
ministers the national health insurance, which was attacked by
malware where all the data on the server was encrypted’ (P14).

Manipulation—It allows an adversary to manipulate/modify/
personate a message onto the target device, network and people
This study’s participants expressed concern about phishing, spear
phishing, social engineering or impersonation attacks. Participants
reported that manipulating information systems was common to ob-
tain sensitive data from targets (e.g. people). Such threats allow an
adversary to pretend to be another person to collect sensitive govern-
ment data from the target. For example, P3 pointed out the following
statement.

’For threats to military information and sensitive government
data, in general, the threats were in the form of impersonation.
Besides the impersonation, they could also do phishing’ (P3).

The statement above was coded as the concept of identifying im-
personation attacks. The concept is categorized as manipulation. As
another example, the participants discussed phishing and social en-
gineering attacks. P15 noted the following statement:

’Email and web are such vectors for delivering phishing attacks
because both vectors are frequently accessed via mobile and desk-
top’ (P15).

In short, this subsection has identified 17 concepts within five
main categories that emerged from the Delphi study data. The five
categories of risk perception are, namely: (1) collaborator; (2) ex-
filtration; (3) observation; (4) insertion and (5) manipulation. The
categories of risk perception which emerged in this study can be cat-
egorized into three groups: threat actors (collaborator), threat out-
comes (exfiltration, observation and manipulation) and threat vec-
tors (insertion). The threat actor can be performed by hackers, in-
siders, advanced persistent threats (APT) or state-sponsored attacks.
However, such adversary models are not necessarily exclusive. How-
ever, risk perception categories can be applied to an area preserving
the confidentiality of sensitive government data against unauthorized
access.

Nugraha and Martin [6] state that understanding the perceived
threats can drive security requirements. In other words, formulating
security requirements play an essential role in mitigating perceived
threats. However, the study reported that the Government did not
know what security requirements needed to be defined and imple-
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Table 7: Understanding of SLA data confidentiality requirements. We report the number of participants who mentioned various security

requirements to protect sensitive government data. This table lists data confidentiality requirements discussed by participants

Category Concept
Number of participants

(of 35)
Access management Requiring secure communications 17

Requiring access control to sensitive data 13
Requiring limited access to sensitive data and assets 18
Requiring isolation from unauthorized access 18
Requiring zero-knowledge access controls 5

Data management Requiring encrypting data during transmission 19
Requiring encrypting data during storage 14
Requiring encrypting data during processing 2
Requiring key management 5
Requiring adequate data classification controls 22
Requiring data sharing controls 8

Identity management Requiring privileges to access sensitive data 2
Requiring single-factor authentication 7
Requiring multi-factor authentication 7
Requiring strong authentication 1
Requiring log files and access control lists 3

Malicious management Requiring appropriate personnel security screening 3
Requiring data leakage monitoring 5
Requiring physical security 15
Requiring risk assessment 27

Compliance
management

Requiring certification and attestation of suppliers 4
Requiring compliance with standards and regulations 12
Requiring compliance with data location requirements 3
Requiring compliance with in-house rules 3

mented. The study also found no security requirements expressed in
existing SLAs because the Government relied on the ISO 27000 series
to form a strong security foundation [6].

In this paper, by understanding perceived risks and threats, we
identify opportunities to provide different insights from the stan-
dard ways of eliciting and documenting security requirements against
unauthorized access. Therefore, it is paramount to define government
SLA data confidentiality requirements according to perceived risks
to sensitive government data, especially when government agencies
procure external information system services from external service
providers [45, 1, 6, 57, 58].

SLA data confidentiality requirements

This subsection introduces understandings of the concepts related to
the government SLA data confidentiality requirements. By identifying
the specific characteristics of threats and risks against unauthorized
access to sensitive government data, the concepts of SLA data con-
fidentiality requirements were developed from the data analysis. In
this paper, some concepts of SLA data confidentiality requirements
were expressed by participants and consolidated into categories of
the government SLA data confidentiality requirements where appli-
cable, as shown in Table 7.

Access management
Many participants (17 of 35) discussed having secure communica-
tions, particularly for transferring sensitive government data. Partic-
ipants reported that the importance of securing communications was
to prevent eavesdropping and data leakage during the transmission of
sensitive government data. Interestingly, participants mentioned that
protecting the integrity of government data transmitted over a net-
work was also necessary. For instance, P10 reported relatively strong

support for securing communications, as described by the following
statement:

’We should require every employee in government agencies to have
a public key and a secret key when communicating through gov-
ernment email services because the content of email communica-
tions and its metadata needs to be protected’ (P10).

Another participant reported that network communications were
necessary to be controlled and secure against threats, as follows:

’We need to think secure government networks with a single en-
trance point, so if there is a leak, we can know from which point’
(P1).

The two statements above were coded as the concept of requiring
secure communications. The concept is categorized as access man-
agement. As another example, participants discussed requiring ac-
cess control to control or limit access to sensitive government data.
P8 noted the following statement:

’It is important to allow who is entitled to access the data. How-
ever, authentication is required to enter the systems’ (P8).

Further, participants reported that access control was required to
ensure that all sensitive government data were limited to authorized
users. P15 noted the following statement:

’Who gets access to the information systems? A trusted person
must need approval first before directly going into the system’
(P15).

Data management
Many participants discussed the importance of encrypting sensitive
government data during transmission and storage. Most commonly,
the participants of this study mentioned using encryption to pro-
tect communications or stored data. In contrast, few participants
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expressed concerns about protecting sensitive data and communica-
tions during processing. P19 reported the following statement:

’As an example, the secret communications between the Ambas-
sador and the Ministry of Foreign Affairs. The line of communi-
cation has been secured using secure channels. When both parties
receive information, the information is stored in a secure storage
facility. However, when making such information, there is no way
to protect the data during processing’ (P19).

The statement above was coded as the concept of requiring en-
crypting data during transmission, storage or processing. The con-
cept is categorized as data management. As another example, most
participants (22 of 35) expressed concerns about requiring adequate
data classification controls to protect sensitive government data with
appropriate security levels. P6 noted the following statement:

’The need for security requirements to protect the sensitive data-
based level of confidentiality, including secrets and top secrets so
that appropriate controls can be implemented to protect govern-
ment data at each classification’ (P6).

Identity management
Many government SLA data confidentiality requirements reported by
participants were in line with authentication and authorization. The
most common requirements involved requiring authentication and
privileges to access sensitive data. Participants also mentioned sev-
eral requirements, including requiring log files and an access control
list. A total of two representative participants described data confi-
dentiality requirements for allowing access to the systems:

’To access government secrets—information of interest to nation-
states, it requires a combination of four of the seven senior gov-
ernment employees who hold passwords to access such sensitive
information’ (P21).

’Such access will be provided by needs and job descriptions so that
such person cannot access all government information systems’
(P26).

The two statements above were coded as the concept of requiring
multi-factor authentication and requiring privileges to access sensi-
tive data. Such concepts are categorized as identity management. In
total, one participant expressed concerns about protecting sensitive
government data (the secrecy, integrity and availability of sensitive
data) when using external information system services. P3 pointed
out the following statement:

’Government requirements should not allow sensitive government
data to be stored in other countries without additional security
capabilities, such as strong authentication’ (P3).

Malicious management
The majority of participants (27 of 35) discussed the importance of
requiring risk assessment when using external service providers’ ex-
ternal information system services. Another major requirement re-
ported by participants was physical security. While a few participants
expressed concerns about personal security screening and data leak-
age monitoring, participants expressed concern about people as a
security failure point. Such concepts were categorized as malicious
management. For example, one participant mentioned physical secu-
rity measures as described in the following statement:

’It seems that security controls should be integrated with physical
elements, such as a room, doors and locks that need to be installed’
(P32).

Another participant also mentioned physical security as described
in the following statement.

’Security screening and access control list should exist. Such access
restriction is implemented based on a need-to-know basis’ (P6).

Compliance management
Many participants (12 of 35) discussed the importance of requiring
compliance with standards and regulations when procuring external
service providers’ external information system services. For example,
two representative participants reported the following statements:

’The business process applied constantly considers the security as-
pect of preserving the confidentiality of sensitive data, and they
must ensure that all business processes are compliant with secu-
rity standards and best practices’ (P12).

’For example, when procuring government services, technical
specifications should be submitted by the prospective suppliers to
check whether or not comply with the required security require-
ments’ (P30).

Additionally, several participants (4 of 35) expressed concern
about the trustworthiness of suppliers or service providers through
certification schemes, such as ISO/IEC 27001. P23 reported the fol-
lowing statement:

’By applicable regulations, electronic system operators, who han-
dle public sectors, are divided into three impact categories: low,
high and critical. Both high and critical categories are required to
have ISO/IEC 27001 certification with additional controls for a
critical category’ (P23).

While a few participants discussed having data localization re-
quirements, particularly sensitive information, they did not elaborate
on the technical considerations to address such requirements. Prac-
tically, participants referred to existing laws and provisions, which
require any organization that handles public sectors to store their
data under the Indonesian jurisdiction. For example, P7 reported the
following statement:

’No one knows better than the Central Bank of Indonesia or the
Financial Services Authority concerning confidential information
from bank customers. They know better and establish how the
data will be protected. Such data must be encrypted, transferred
through a secure line, and should not pass through international
connections. The data centre must be located in Indonesia’ (P7).

Interestingly, several participants mentioned explicit require-
ments for building trust by using local providers and products to
handle the most sensitive information. For example, P1 noted the
following statement:

’For protecting the secret and top-secret information, all encryp-
tion keys are a local production. Additionally, local providers are
necessary to provide secure network services, such as virtual pri-
vate network services’ (P1).

In conclusion, this subsection has identified 22 concepts within
five main categories emerging from the Delphi study data. The five
categories of government SLA confidentiality requirements, namely
(1) access management, (2) data management, (3) identity manage-
ment, (4) malicious management and (5) compliance management.
Although this paper does not seek to express data confidentiality re-
quirements in a legal language, these findings provide insights into
how the Government’s data confidentiality requirements can be in-
corporated into SLAs. Further, these five requirements will help pro-
tect sensitive government data, whatever its size, against the most
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emerging cyber threats and demonstrate the commitment to the se-
curity of data i.e. processed, collected, stored or transmitted in deliv-
ering public services.

Discussion

This section compares the findings of this study with extant literature
to confirm or contradict the obtained results, elaborates on the impli-
cations of the Government’s findings and makes concrete recommen-
dations for how the findings can be used to guide the development
of government data confidentiality requirements in SLA definitions.
Despite the measures taken to validate and generalize findings, the
ability to make generalizations based on this study is limited by the
number of participants from a single country. Additional cases with
more participants from other countries might present more funda-
mental principles with more generalization capacity. Overall, these
limitations provide opportunities for future research to build on the
findings of this study.

Reflection on related works

The UK Government introduced CEs [14], which can serve as an as-
surance scheme for external service providers who want to conduct
business with public sector government agencies. The CE require-
ments are identified to mitigate common successful cyber-attacks,
such as malware, phishing and unpatched software in such an orga-
nization. The five primary security requirements are boundary fire-
walls and Internet gateway, secure configurations, user access control,
malware protection and patch management. Compared to the CE re-
quirements, this paper’s findings are designed to investigate the per-
ception of government SLA confidentiality requirements for the In-
donesian Government’s context. Additionally, the study investigates
the Government’s data confidentiality requirements, not broadly se-
curity requirements.

The UK Government also outlines 14 cloud security principles
[16], namely: data in transit protection, asset protection and re-
silience, the separation between customers, governance framework,
operational security, personnel security, secure development, sup-
ply chain security, secure customer management, identity and au-
thentication, external interface protection, secure service administra-
tion, audit information provision to the customer and secure use of
the service. Such principles are used by the UK Government agen-
cies who want to procure cloud-based services from external service
providers. Again, this paper focuses on increasing an understand-
ing of the Government’s data confidentiality requirements that can
be incorporated into the new definition of SLAs for the Indonesian
Government. This paper’s findings can be applied to various ser-
vice scenarios such as cloud-based services to provide the level of
security needed between government agencies and external service
providers.

In the context of the US Government procurement policy,
any potential and existing suppliers, service providers or contrac-
tors working with the federal agencies must meet 14 confidential-
ity requirements described in the NIST standard SP800-171 [15,
17]. Such requirements are access control, awareness and train-
ing, audit and accountability, configuration management, identi-
fication and authentication, incident response, maintenance, me-
dia protection, personnel security, physical protection, risk assess-
ment, security assessment, system and communications protection
and system and information integrity. Although such guidelines
are mainly concerned with protecting the confidentiality of CUI
when using external information system services from external ser-

vice providers, the confidentiality requirements are not generally
applicable to SLAs. This paper aims to increase the considera-
tion of the Government’s data confidentiality requirements in SLA
definitions.

In other work, Takahashi et al. [13] classify the target of pro-
tection into three main themes: people, information and physical
asset. Such themes are in line with the findings of the study. As
the results emerged from the data, it is essential to compare the
findings with extant literature to validate such findings. Moreover,
Barnes et al. [59] introduce the confidentiality threat model into
six attacker capabilities: passive observation, passive inference, ac-
tive, static key exfiltration, dynamic key exfiltration and content
exfiltration. Some of these categories are associated with the Del-
phi study categories, which are a combination of the threat ac-
tor (collaborator), threat outcomes (exfiltration, observation and
manipulation) and threat vector (insertion). This paper identi-
fies threats and risks to sensitive government data from unautho-
rized access, including threat actors, threat outcomes and threat
vectors.

Furthermore, Singh et al. [60] identify and describe 20 secu-
rity considerations for cloud-supported Internet of Things within
the following categories: data transport to/from cloud services and
data management, identity management, managing scale for the IoT–
Cloud, malicious things, certification, decentralized clouds, trust and
compliance with regulations and contractual obligations. Although
such security considerations are not justifiable in the Indonesian Gov-
ernment context, all security considerations also focus on ensuring
the confidentiality of data, except one security consideration of an
increase in interaction and data load. Compared to the work of Singh
et al. [60], the findings of this paper developed from the Delphi study
data. Even so, the five main categories of government SLA confiden-
tiality requirements are in line with the extant literature [60], namely:
access management, data management, identity management, mali-
cious management and compliance management. In essence, it is nec-
essary to examine the extant literature with the concepts and cate-
gories that emerged from the data, as Charmaz [18] highlights the
need to tailor a literature review to fit the aim of the grounded the-
ory study.

Key take-aways

From the perspective of the government participants, this paper con-
siders the following takeaways to be the most important ones from
the findings:

� The Government faces challenges related to the definition of sen-
sitive data because each government agency has different types
of sensitive government data. Such sensitive government data in-
clude health or medical, financial, tax, military and defence, law
enforcement and citizen data. Thus, due to the absence of gov-
ernment data classifications, any entity that handles government
data must adhere to a duty of confidentiality without detailed
security requirements and level of protection for each data cate-
gory. Thus, it is necessary to acknowledge various data handling
and management constraints over the data (e.g. data protection,
national security and health regulations). Further, data classifi-
cation should be considered along the lines of data critical to
national security, personal data, sensitive business data and pub-
licly available data.

� The existing laws and government regulations do not give de-
tailed security requirements, especially data confidentiality re-
quirements for inclusion in each data classification. There are
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downsides to encoding detailed security requirements in law and
government regulation (such as if the law becomes too prescrip-
tive, it more easily becomes too limited and obsolete). In Indone-
sia’s context, the Law and the Government Regulation mandate
the Government to establish a ministerial regulation that ex-
plains technical provisions of the laws and regulations. The en-
coding detailed security requirements in a ministerial regulation
is taken from related law and government regulation as a legal
basis and guidelines for government security classifications. The
ministerial regulation can be revised to reflect changed circum-
stances.

� The Government commonly uses security controls from secu-
rity standards such as ISO 27002 to ensure the confidentiality
of sensitive data. On top of that, understanding the perceived
threats and risks play an important role in understanding ac-
tual capabilities. It is non-trivial to classify a threat model into
data confidentiality requirements to standardize the protection
level necessary to manage risk from unauthorized access. Devel-
oping threat models is labour-intensive work requiring people
with specific security experts who know how attacks work. Fur-
ther, it is essential to enrich the expressiveness of threat model
statements. It is challenging to classify threats and risks related to
a particular data confidentiality requirement without an actual
threat model.

� The Government finds difficulty in formulating data confiden-
tiality requirements according to threats, especially when gov-
ernment agencies decide to procure external information sys-
tem services to process, store or transmit sensitive data. Al-
though the Government can obtain data confidentiality require-
ments from a standard enterprise security architecture or es-
tablished security principles publicly available, the confidential-
ity requirements are not directly applicable to SLAs. Building
an understanding of eliciting data confidentiality requirements
is essential to describe and incorporate them in SLAs so that
the government can trust the service provider. The initial for-
malization of government SLA data confidentiality requirements
aims to provide insights of describing and placing the Gov-
ernment’s data confidentiality requirements in SLA definition
when using external information system services from service
providers.

� Security-related SLAs can be formulated based on specific levels
of threats and data confidentiality requirements to sensitive gov-
ernment data. However, it is not easy to require explicit assump-
tions about the service provider’s capabilities to be included in
the form of SLAs. Also, there is a risk of liability and compensa-
tion incorporating appropriate protection and security require-
ments in SLA contexts. Thus, the Government needs to elaborate
the five categories of the initial formalization of data confiden-
tiality requirements into standard government SLA data confi-
dentiality requirements.

Recommendations

The findings raised by this paper indicate recommendations that the
Government should focus its efforts.

Government data classification levels
The Government should develop a framework for the Government
security classification, as the existing laws and government regula-
tions do not provide detailed the Government’s security requirements
for each data classification. In doing so, any external information
system services that process, transmit and store sensitive government

data have to preserve the data’s confidentiality, integrity and avail-
ability. Further, it is worth noting such a data classification scheme
can yield significant benefits to procuring cloud-based services from
cloud service providers. Adapting the UK Government Security Clas-
sifications [61] in the context of Indonesia would be useful to con-
sider for future research. Future work needs to consider the addi-
tional empirical work necessary to develop a government data clas-
sification scheme for cloud readiness.

Threat capabilities
Previous works have modelled the different categories of confiden-
tiality threat models [59, 62]. These examples of related work in the
area have highlighted the need for a generalized and well-formalized
threat model. It should be possible to go one stage further to cap-
ture all confidentiality threats in a distinct manner using the GADM
approach. People with specific expertise who know attacks play out
will be required to participate in future work. It is expected to de-
velop a catalogue of generic threat models from empirical data. The
proposed threat models for each level of protection and security re-
quirements should be general to be applied to various services. Thus,
it is worthwhile to investigate a set of threat models for each discrete
level of protection and security requirements.

Understanding scope, risks and requirements
The statements from participants identify that government agencies
commonly make decisions to protect government data by applying
specific security capabilities through technical, physical and human
elements of information security. In this case, government agencies
heavily rely on certification schemes, such as ISO/IEC 27001, which
is insufficient to address specific perceived and emerging threats [63].
While, in some cases, government agencies do not provide high-level
data confidentiality requirements up-front, external service providers
should consider appropriate security controls for protecting sensi-
tive government data. In either case, the Government should under-
stand what categories of data confidentiality requirements need to
be defined in SLAs. By doing so, service providers can determine
and negotiate appropriate data confidentiality capabilities, which
demonstrate compliance with the Government’s data confidentiality
requirements.

Cybersecurity SLA applicability
The findings of this study provide a rich foundation for incorporat-
ing the interplay of the target of protection, perceived risks and data
confidentiality requirements specified in SLA contexts. Formulating
the Government’s data confidentiality requirements into discrete se-
curity assurance levels is the need to ensure simplicity and clarity in a
security-related SLA definition. Further, it can provide sufficient prac-
tical knowledge to government organizations without requiring them
to learn how to classify the Government’s data confidentiality re-
quirements according to data classification and threat environment.
It also can be used to evaluate whether or not the service provider
has demonstrated a set of data confidentiality requirements specified
in the required level of security assurance. However, it is challenging
to negotiate explicit contractual terms about the required data confi-
dentiality requirements and the available confidentiality capabilities
regarding the data classification and risk level. Often, there is the
risk of liability and compensation with the particular security level
expressed in SLAs. These questions sketch many avenues for future
work.
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Reflection on the methodology

Reflection on data collection experiences
Several challenges arose during data collection activities. Firstly, al-
though the researcher is an Indonesian civil servant, the researcher
faced difficulties in convincing elite governments to participate, es-
pecially when dealing with sensitive topics and encountering uncom-
fortable speaking to and sharing confidential information with the
researcher.

Secondly, participants sometimes felt uncomfortable when they
were revealing sensitive information to the researcher. They usually
did not explicitly describe such information in detail. Further, for
some cases, participants did not read the questions before attending
the meeting, and the answers to such questions were very sponta-
neous based on their experience. However, it helped obtain genuine
opinions from participants.

Thirdly, the researcher faced difficulties in maintaining partic-
ipant responses. During the first round of Delphi, it was difficult
for the researcher to gather all participants in one location to per-
form a kick-off meeting and brainstorming session. Although the
researcher successfully invited all participants to attend a kick-
off meeting during the first round of Delphi, it was good prac-
tice to perform brainstorming sessions in separate groups (compris-
ing participants from similar expertise). Participants who were not
able to attend face-to-face meetings could participate through video
conferencing.

In short, such data collection activities may likely represent a chal-
lenge for other researchers who do not have good contacts with elite
government participants to generate the same results, using the same
research methods with a similar setting and participants. In other
words, only specific researchers could carry out such research suc-
cessfully. Otherwise, this would be highly unlikely to happen if such
activities were related to sensitive matters.

Reflection on data analysis experiences
The original idea of the Delphi method was to obtain a consensus
of participant opinion on an emerging issue through a series of Del-
phi rounds. However, not all Delphi studies aim to achieve consensus,
such as the Delphi method used in this study [25]. As presented in this
paper, during the third round of Delphi, the researcher conducted a
grounded theory analysis of the Delphi study data by conducting ini-
tial coding, focused coding and theoretical coding [18] to replace a
consensus or consolidated meeting, as it was expensive and difficult
to hold such a meeting. The researcher borrowed its coding tech-
niques to examine the Delphi study data to identify concepts and
categories. During analysis, it took several backward steps, and such
codes, concepts and categories were repeatedly corrected to conclude
the report.

Overall, the essential contribution that has emerged from investi-
gating Government’s data confidentiality requirements is a methodol-
ogy that addresses the specific limitations of engaging with senior of-
ficials from the Government and the private sector, all of whom have
security postures to protect. Combining these two approaches allows
the researcher to gain additional validity from the results as both
methodologies complement each other. The adaptive Delphi method
helps obtain a genuine understanding of the issues and the validity of
the research through an iterative process and respondent validation.
A grounded theory provides a robust qualitative analysis to examine
the Delphi study data in more detailed categories, thereby gaining a
more robust understanding that can be used to develop theoretical
insights and practical recommendations.

A final criticism can be directed to the methodology used in this
study, including research design, setting and participant, data col-

lection technique and data analysis. Despite the measures taken to
validate and generalize findings, the ability to make generalizations
based on this study is limited by the number of participants from a
single country. Additional cases with more participants from other
countries might present more fundamental concepts and categories
of understanding government data confidentiality requirements, with
more capacity for generalization. Overall, these limitations provide
opportunities for future research to build on the findings of this
study.

Conclusion and Future Work

This paper has investigated the understanding of government SLA
data confidentiality requirements for the context of the Indonesian
Government. This study’s findings provide insights for the Gov-
ernment in understanding and formulating government data confi-
dentiality requirements in a security-related SLA definition. These
findings have introduced three perceptions of security-related SLAs,
which are: the perception of the target of protection, the perception
of the data confidentiality risks and the perception of the government
SLA data confidentiality requirements. We have compared the find-
ings of this study (concepts and categories) with related works and
literature, and such results are associated with the theory and concept
of data security.

Moreover, this paper’s findings indicate that understanding gov-
ernment SLA confidentiality requirements has seen limited demand
for service provisions in government contracts, especially relating
to external information system services supplied by external service
providers. The fact that Government relies on the requirements of
ISO/IEC 27001. This research area has not been studied in depth by
the academic security community because this study conducted in
this paper was labour-intensive and time-consuming. This study re-
quired support from the Government for data collection activities,
especially eliciting and placing Government’s requirements onto ser-
vice providers in the context of an outsourced situation.

The evidence from this paper concludes that classifying govern-
ment data is important to define what to protect, so that perceived
threats and risks can be managed through data classification. Iden-
tifying data confidentiality threats and risks can then define govern-
ment SLA data confidentiality requirements. In so doing, this paper
has established an understanding of eliciting such requirements and
providing insights to describe and incorporate data confidentiality
requirements in SLA contexts.

Furthermore, the standardization of such provisions is an essen-
tial direction for future research. Although such security require-
ments presented in NIST SP 800–171 are mainly concerned with
protecting the confidentiality of CUI when using external informa-
tion system services from external service providers, the confiden-
tiality requirements are not directly applicable to SLAs in general.
Such confidentiality requirements are derived from existing security
controls such as NIST SP 800–53.

This paper and future work aim to increase the consideration of
the Government’s data confidentiality requirements in SLA defini-
tions when using external information system services from service
providers. Therefore, future work needs to elaborate such require-
ments into a general government SLA data confidentiality require-
ment through engagement with a group of participants from each
government agency across Indonesian government agencies.

Our findings provide insights into how government data confi-
dentiality requirements can be incorporated into a security-related
SLA. We also find that the existing legal framework does not give de-
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tailed government data confidentiality requirements for inclusion in
each data classification and threat environment. This mismatch pro-
vides a significant opportunity to advance the understanding of incor-
porating the Government’s data confidentiality requirements based
on discrete security assurance levels as the basis for constructing a
legal language in SLAs.

In terms of methodology, the applicability of GADM should be
considered in this respect. This research approach is suitable for
developing standard government data confidentiality requirements.
However, such research activities may challenge some researchers
who do not have good contacts with elite government experts. In
other words, only specific researchers could carry out such research
successfully. Otherwise, this would be highly unlikely to happen if
such activities were related to sensitive matters.

On top of that, we argue that GADM enhances the Delphi method
by providing a practical means of exploring and eliciting original
participants’ views and opinions with elite government participants.
This method provides a flexible and systematic means of collecting
detailed information while maintaining validity in the research pro-
cess by minimizing bias and maximizing transparency. At the same
time, the grounded theory analysis provides a rigorous means of iden-
tifying and selecting key concepts and core categories from patterns
in the Delphi data, and creates relationships between the conceptual
categories identified with the prioritized research questions.

Our future research efforts are focused on enhancing the Del-
phi method. In particular, we aim to study whether the participants
would feel unnecessarily pressured to discuss the results of GADM
Round 3 and give a review and feedback in a relatively short amount
of time in terms of theorizing, linking with the development of con-
cepts and categories and thinking about methodologies. The avail-
ability of qualified participants does not directly fit with other data
collection processes. Thus, we regard GADM mainly as an enhance-
ment and extension of the grounded Delphi method, which brings
rigour to theory development which can be grounded upon Delphi
data collected from qualified participants who understand the issues
related to the problems of understanding cybersecurity requirements
in SLAs.
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