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Abstract

Since their market launch in late 2015, trusted hardware enclaves have revo-
lutionised the computing world with data-in-use protections. Their security
features of confidentiality, integrity and attestation attract many application
developers to move their valuable assets, such as cryptographic keys, password
managers, private data, secret algorithms and mission-critical operations, into
them. The potential security issues have not been well explored yet, and the
quick integration movement into these widely available hardware technologies
has created emerging problems. Today system and application designers utilise
enclave-based protections for critical assets; however, the gap within the area
of hardware-software co-design causes these applications to fail to benefit from
strong hardware features. This research presents hands-on experiences, techniques
and models on the correct utilisation of hardware enclaves in real-world systems.

We begin with designing a generic template for scalable many-party appli-
cations processing private data with mutually agreed public code. Many-party
applications can vary from smart-grid systems to electronic voting infrastructures
and block-chain smart contracts to internet-of-things deployments. Next, our
research extensively examines private algorithms executing inside trusted hardware
enclaves. We present practical use cases for protecting intellectual property,
valuable algorithms and business or game logic besides private data. Our
mechanisms allow querying private algorithms on rental services, querying private
data with privacy filters such as differential privacy budgets, and integrity-
protected computing power as a service. These experiences lead us to consolidate
the disparate research into a unified [Confidential Remote Computing| (CRC))
model. [CRC] consists of three main areas: the trusted hardware, the software
development and the attestation domains. It resolves the ambiguity of trust in
relevant fields and provides a systematic view of the field from past to future.
Lastly, we examine the questions and misconceptions about malicious software
profiting from security features offered by the hardware.

The more popular idea of confidential computing focuses on servers managed
by major technology vendors and cloud infrastructures. In contrast, focuses
on practices in a more decentralised setting for end-users, system designers
and developers.
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Introduction

Contents

(1.2 Introduction to |[Confidential Remote Computing| . . .
[l.3 Publications and Author’s Notes . ... .........
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1.1 Thesis Introduction

The increasing market adoption and availability of dynamically-launched measured
applications gained more popularity with the hardware enclaves. New hardware
instructions to launch enclaves promised better confidentiality and strong integrity
guarantees for building secure industrial applications in commodity systems. System
designers and developers proposed many practical use cases to utilise the new
instructions of Intel and AMD. These practice areas include applications with
edge computing, key protection and virtual hardware security module operations,
blockchain applications, data protection in use, and content protection related to

digital rights management. The popularity of integrating the new instructions
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with daily software applications brought the requirement of good practices of
hardware-software co-design.

The research gap between hardware instructions and high-level applications is
crucial in designing secure systems. Before any micro-architectural attacks take
place, configuration or implementation mistakes can ruin the potential security
guarantees inherited from hardware. Semantic errors in hardware-software co-design
can be challenging to detect and cause financial damages in corporate settings. This
thesis presents peer-reviewed practices, templates and models for building secure
systems with the available hardware instructions. Unlike the confidential computing
paradigm that moved entirelyﬂ into the server domain with cloud services, our

study focuses on commodity hardware offering a wide range of applications. Our

paradigm [Confidential Remote Computing (CR(C]), which differs from the more

popular term confidential computing with its threat model.

In confidential computing, cloud vendors are the owners of hardware instructions,
and they control it. These hardware owners also build hypervisors, library operating
systems, containerised services and an extensive software stack that they fully
control. They offer isolated execution on top of a large software stack that remains
unknown or too large to analyse. In summary, enclaves operate in the environment
of cloud vendors where clients (customers or users of cloud services) must blindly
trust what cloud vendors implement and remain potentially vulnerable to the issues
of classical cloud computing services. In the confidential computing paradigm, the
hardware owners also become the enclave designers and owners, offering services

with unmodified applications in large code bases.

Our model with [Confidential Remote Computing considers hardware owners

different from enclave designers and data providers. We offer design principles where
enclaves remain small, live short or pre-defined period of time (in contrast to long-
running jobs) and perform security-critical operations mainly. Our model brings

modified solutions with partitioning and designs smaller enclaves without large

!Online. https://edc.intel.com/content/www/us/en/design/ipla/software-develop
ment-platforms/client/platforms/alder-lake-desktop/12th-generation-intel-core-p
rocessors-datasheet-volume-1-0f-2/001/deprecated-technologies/
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operating system libraries. We study the implications of federated computations
between different stakeholders. Although they use the same hardware instructions,
our model goes in a different direction from confidential computing, targeting daily
computers instead of servers. With the release of new hardware instructions from
other processor manufacturers, agile enclaves (or isolated realms) may become

part of daily computers in the near future.

1.2 Introduction to [Confidential Remote

Computing

We may trust our mobile devices with a €100 transaction but we do not trust
them to buy a house: why is that? There is simply no evidence presented by the
underlying systems as to whether they will continue behaving as they promised
when the amount in question changes up to millions. These underlying systems vary
from the software stack of the mobile devices to the remote servers of the banks.
Even the banks themselves cannot trust their own infrastructure to handle large
operations in a fully automated way. There is always a limited guarantee on how
much of the user assets can be protected. If not, a malicious software at the user’s
device or remote servers can cause irrecoverable financial damages. (Q 1) Can
system designers and developers enable end-users or other institutional
participants to trust a computer to perform critical operations even
in the presence of malware?

Fortunately, a similar question has been addressed in fields other than the
computer science discipline. Governments do not rely on other governments’ officers
to handle their critical operations. Simply, they open an embassy with their own
staff operating there, following private tasks and processing private data. How much
corruption the surrounding country has does not affect the embassy’s operations. It
would be ideal to have digital embassies on someone’s computer, helping us to trust
the remote operations we run there. In computing literature, these digital embassies
are identified with a relatively similar term called enclaves. Today, enclaves are

revolutionising how computer programmes are designed with security in mind. This

Confidential Remote Compting
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dissertation extensively presents how confidential, remote computations can be
built on trusted hardware enclaves.

The problem becomes more challenging when underlying systems of users or
companies need to trust each other in the presence of malware. Two mutually
distrustful banks may need to perform a fraud analysis on each other’s customer
data. They may agree on a known, non-secret algorithm to perform a computation
over their private data. The question is not only to detect integrity problems
(e.g., the computation is maliciously tampered with) but also to offer a secure
environment as the computation must be completed correctly after all. There must
be pieces of evidence presented to each participant about the execution. (Q 2)
Can an ideally transparent, verifiable, trusted infrastructure serve to
tens of thousands of participants within a hour?

A large number of participants holding private inputs may request the scalable
trusted infrastructure to complete a publicly known task in a limited time. One
of the next challenging questions is whether this infrastructure can also complete
tasks with private algorithms. Besides protecting the private algorithms, the
infrastructure must still satisfy the private data providers. (Q 3) What security
risks appear when hardware, algorithm and data owners are not separated
in a single computation?

Upon building an ideal system handling specified requirements, this system must

be generalised to serve as a template. Ideally, such systems can be modelled

based on their design trade-offs of [Confidential Remote Computing and the

recent developments in trusted hardware, secure software development and remote
attestation domains can help to realise them. Systematising the technologies and
methods may help to extend such systems in future directions. This requires an

overview of how the solutions and requirements co-evolved through decades. (Q 4)

How does [Confidential Remote Computing| evolve through its hardware,

software and attestation domains?
While deploying next-generation applications with [CRC| the initial question

of can we operate in the presence of malware? does continue to be challenging. If

Confidential Remote Compting
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[CRC] can help us to create secure applications, there is a long-lasting debate around
whether malware can also profit from these advancements to become superior. It
must be shown that attackers will not be able to abuse the security solutions to
create next-generation malware with advantages. Ideally, we do not want to secure

the malware with the new security techniques. (Q 5) How, fundamentally, does

|Confidential Remote Computing) makes benign applications stronger

but malicious applications weaker?

The dissertation of [Confidential Remote Computing| answers these questions

in respective order in the following chapters outlined in Section [I.5

1.3 Publications and Author’s Notes

We list the related publications and explain how they relate to the thesis. Each
publication begins with a brief personal note about its contributions to the thesis

and its production phase.

1.3.1 In Part

Some of the content in the background chapter was presented in the following
poster.

[1] Olusola Akinrolabu, Robin Ankele, Ahmad Atamli, Ranjbar Balisane, Ravis-
hankar Borgaonkar, Pardeep Kumar, Kubilay Ahmet Kiigiik, Yudhistira Nugraha,
Piers O’Hanlon, Thomas Spoor, Tina Wu, and Andrew Martin. “Trustworthy
Systems”. In: Oxford Cyber Security Open Day, 2017.

1.3.2 1In Part

Chapter [4] is mostly based on the following publication, where SGX-based TRE
was designed, implemented, and evaluated. I was the first author of the paper
and took the main role in producing the manuscript.

[2] Kubilay Ahmet Kiigiik, Andrew Paverd, Andrew Martin, N Asokan, Andrew
Simpson, and Robin Ankele. “Exploring the use of Intel SGX for Secure Many-Party
Applications”. In: Proceedings of the 1st Workshop on System Software for Trusted

Confidential Remote Compting
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Execution - SysTEX ’16. SysTEX '16. Trento, Italy: ACM Press, 2016, 5:1-5:6.
URL: http://doi.acm.org/10.1145/3007788.3007793

The following paper was led by my colleague, Robin. Our dissertation topics
were aligned and some of our work intersects. I co-authored the paper whilst
Robin made the major contribution and used it in his thesis [3]. I lightly use
my part of the content with the use cases.

[4] Robin Ankele, Kubilay Ahmet Kiigiik, Andrew Martin, Andrew Simpson, and
Andrew Paverd. “Applying the trustworthy remote entity to privacy-preserving
multiparty computation: Requirements and criteria for large-scale applications”.
In: 2016 Intl IEEE Conferences on Ubiquitous Intelligence & Computing, Advanced
and Trusted Computing, Scalable Computing and Communications, Cloud and Big
Data Computing, Internet of People, and Smart World Congress (UIC/ ATC/
ScalCom/ CBDCom/ loP/ SmartWorld). IEEE. 2016, pp. 414-422. URL: https:

//ieeexplore . ieee.org/abstract/document /7816873

Following paper was also led by Robin. Although I am not a co-author in the
paper, I contributed with TRE implementation and measurements. I published
the relevant TRE measurements in [2] and therefore mention them in my
dissertation.

[5] Robin Ankele and Andrew Simpson. “On the performance of a trustwor-
thy remote entity in comparison to secure multi-party computation”. In: 2017
IEEE Trustcom/BigDataSE/ICESS. IEEE. 2017, pp. 1115-1122. URL: https:
// ieeexplore . ieee . org/document /8029564

1.3.3 In Part [III

I presented the following poster at Aalto University. Later, the extended work
resulted in the following journal publication [6].

[7] Kubilay Ahmet Kii¢iik and Andrew Martin. “Framework of secret differential
privacy on private data”. In: ORA, https://ora.ox.ac.uk/objects/uuid:
afaa9c13-8630-431d-862a-bf04bf4f4663/download file?safe filename=

ssg-oxfordv2.pdf. Secure Systems Annual Demo Day, Aalto University, Finland,
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2017. URL: https://wiki.aalto.fi/pages/viewpage . action?pageld=

117688774

I was the first author in the following paper published in a journal special issue.
I made the main contributions and produced the manuscript. Chapter [3] is
mainly based on this journal publication.

[6] Kubilay Ahmet Kiiglik, David Grawrock, and Andrew Martin. “Managing
Confidentiality Leaks Through Private Algorithms on Software Guard eXtensions
(SGX) Enclaves: Minimised TCB on Secret-Code Execution With Early Private
Mode (EPM)”. in: EURASIP Journal on Information Security, Special Issue on
Recent Advances in Software Security, Springer 2019.14 (2019). URL: https :
//doi.org/10.1186/s13635-019-0091-5

I presented some of the content of [6] in OSEW 2019.

[8] Kubilay Ahmet Kii¢iikk and Andrew Martin. “Enabling the Use of Strongly-
Private Algorithms”. In: Open-Source Enclaves Workshop (OSEW) 2019, Wozniak
Lounge - Soda Hall, UC BERKELEY, 2019. URL: https://keystone-enclave.
org/open-source-enclaves-workshop/slides/0SEW19_AhmetKucuk Oxford.

pdf

I presented some other content of [6] in CordaCon 2019 with a focus on Conclaves.

[9] Kubilay Ahmet Kiigiik. “Managing Private Algorithms in SGX Enclaves”. In:
CordaCon 2019, R3 Corda Conference DevDay, London UK. R3. 2019. URL:
https://www.r3 . com/videos /managing - private - algorithms - in - sgx -

enclaves - university - of - oxford/

1.3.4 In Part IV

The overall findings and insights from 2017 to 2020 resulted in production of
the following article. Chapter [6] is mostly based on this article. It is released as
a pre-print for open access.
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[10] Kubilay Ahmet Kiigiik and Andrew Martin. “CRC: Fully General Model of
Confidential Remote Computing”. In: OpenAccess, arXiv:2104.03868 PrePrint,
https://arxiv.org/abs/2104.03868. 2021.

I presented the following findings to a highly relevant research audience in Intel’s
community day. The work I presented [11] there later resulted in production of
this manuscript [12].

[11] Kubilay Ahmet Kigiik. “How infeasible the malware deployment in SGX is
in real-life? Can Malware benefit from SGX?”. In: Intel’s 2nd SGX Community
Day. Last Accessed 28 Feb 2021. Intel, Hillsboro, Portland OR, 2020. URL: https:
//www .intel . com/content /dam/www/public/us/en/documents/research/
kubilay-kucuk-malware-infeasibility-sgx.pdf

Chapter [7] is mostly based on this article. It was accepted at HASP, and I
presented it in Chicago.

[12] Kubilay Ahmet Kiigik, Steve Moyle, Andrew Martin, Alexandru Meceacre,
and Nicholas Allott. “SoK: How ‘Not’ to Architect Your Next-Generation TEE

Malware”. In: Hardware and Architectural Support for Security and Privacy

(HASP) 2022. ACM, 2022.

1.4 Thesis Contribution & Research Question

We realise a generic |Confidential Remote Computing model based on hardware,

software and attestation technologies. Throughout the thesis, we answer the
question of how to implement confidential remote computations on trusted hardware
enclaves. We contribute to the field with the feasibility of [CRC| applications
on their security features and limitations. model enables strong data and
code secrecy for benign applications. In contrast, we show that [CRC| does not
strengthen potentially malicious applications. We explain our detailed contributions
in the following sections. We encourage interested readers to refer to the preface
for an informal introduction.

The main contributions of the thesis come with the following research problem:
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How can we systematically promote partitioned architectural templates and
techniques to offer integrity and confidentiality features for scalable many-party and
remote computations by correctly utilising commodity hardware instructions without
introducing new opportunities for a stronger malware?

In order to answer the above question, we split the problem into smaller portions.

Experts are able to build many-party applications with cryptographic techniques
or hardware support. We explore the new potential opportunities with

|Guard eXtensions| (SGX|) by assessing its primitives with measurements and

providing a novel architecture model to serve as a template for trusted third-
party implementations. We present the insights gained in Chapter [d] where we

implement a smart grid application on an [SGXlenabled processor and provide a

comparison with an instance implemented utilising a [Irusted Platform Module]

(TPM)). Our deployment addresses a stronger adversary model, and essentially

enables a scalable service with tens of thousands of participants where each compu-
tation is independently measured for their identity through the enclave’s lifecycle.
Previously, with the based instance the attestation protocol (i.e., Final State
Attestation (FSA)) has been relying on the same measurement while serving tens of
thousands of participants. This issue gave attackers a large attack window, identity
mismatches due to time-of-use and time-of-check, and no flexibility to accommodate
the code changes (neither a mechanism to reflect any changes to the measured
identity). We offer a scalable deployment where an enclave identity is individually
measured and attested at each lifecycle, giving us a flexible environment for updates.
We implemented a smart-grid use case; the dynamic environments with flexible
identities are further useful for block-chain smart contracts.

An enclave binary before the execution is open for inspection by the system
admins; it can be reverse-engineered, or the object code can be visible. Once loaded,
the application binary would have data segments and code segments of applications
split by labels in the memory. Although a memory encryption engine can help
to hide these code segments, object code is visible before the memory encryption

begins. Whilst data can often be loaded into encrypted memory dynamically at

Confidential Remote Compting
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runtime, there must always be an initial public code visible by reverse engineering.
Algorithms implemented in code can also be dynamically loaded, but a novel
technique is necessary to prepare and extract dynamically loaded new content.
Moreover, even after extracting the new code segments into an encrypted memory,
there is one more problem. If the adversary controls the execution environment,
she can run the code many times and learn how it processes the private data. The
algorithm owner must be able to protect the application logic by enforcing their
execution policies. We consider algorithms as semantic behaviour of black-box
systems where an algorithm (i.e., a way of describing how a task proceeds) contains
code blocks. Our solution in Chapter [5]is not only interested in protecting the code
segments, but also in limiting the semantic leakage of an algorithm by measuring
the output. We, therefore, use the wording as protection for the private algorithms
in this thesis rather than only encrypting the code segments. We acknowledge that
not every algorithm is implemented in code or contains a piece of code, and a piece
of computer code may not necessarily contain an algorithm to be protected. We
make novel contributions with templates for algorithm partitioning in enclaves,
and an early private mode to prepare the payloads and the host enclave. We
present techniques and templates for secret code execution where dynamic loading
leads to industrial services with multiple stakeholders. During our research on
the theme, the problems were marked as future work by Intel. Today, similar
techniques with similar acronyms to ours can be found in Intel’s [SGX| SDK in
a standardised manner. The author received a PhD studentship from Intel for
the part of the work presented in this thesis.

After the collection of techniques and templates we present in earlier chapters of

the thesis, in Chapter [6] we provide a novel overview of past techniques to systematise

our work as a consolidated paradigm of |[Confidential Remote Computing, The

published and presented work of system models, architecture models, adversary
models, communication flows and templates throughout the thesis form the basis of
the [CRC| model. Besides the practical implications presented throughout the thesis,
[CRC]| stands at the largest ring of the X-chart presented in Section [6.5] where the
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extension of the domains may generate new paradigms in the future. By standing
at the largest ring of Figure [6.4] [CRC|is the model using secure loaders, enabling
frequent updates, considering multi-stakeholder scenarios. We provide an index
of our modelling throughout the thesis in Section [6.1}

Under the systematisation part of this thesis, we continue with the answers to
concerns (before they become widely believed myths) about whether hardware
assistance can help malware developers abuse the security features to create
a more advanced threat. We provide a systematisation of the knowledge in
Chapter [7| to evaluate enclave-based malware and malware in the wild (non-

enclave-based malware).

 Contributions of Part [II| (Chapter [)):

Our principal contributions in Part [[] are: Empirical performance measure-
ments of basic [SGX] operations that are used in many-party applications
(Section , an architectural design and prototype implementation of a
representative real-world application, which could serve as a template for
other such many-party applications (Section , a systematic comparison of
an based TREE| against a previous based system, in the context of
many-party applications (Section .

« Contributions of Part [I1I| (Chapter [5)):

The novelty and contributions of our work are as follows: We consider mutually

distrustful entitie]] (HJ, [DJ} [AQ) with conflicting interests in the cloud,

and we differentiate the private algorithms and the private data. We show

the flawed practices while utilising [Trusted Execution Environment| (TEE])

in the cloud, and we create a taxonomy for the secure execution of private
algorithms in untrusted remote environments. We provide practical insights
into enclave development and debugging and perform a security analysis on
existing dynamic code loaders with interpreter enclaves. We evaluate our

execution model in three adversarial settings in the cloud.

2A disclaimer and a review on TRE can be found in Sections and
3Defined in Section
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— The Motivation for and Aims of Part [TTt

The motivation for [Irusted Computing Base| (TCB|) minimisation comes

from the secrecy guarantees that depend on a remote system’s [TCB|
components. There are a number of ways in which developers can cause
security problems in a system. It is common for developers to include
third-party software in their enclave [TCB]. Unfortunately, they often
fail to perform security and compliance analysis between the third-party
package and the underlying hardware. Additionally, developers may
fail to understand hardware and software co-design whilst constructing
secure systems. Careless construction of composite parts within a
may also cause the loss of initial security guarantees of the hardware.
This may be the main, sometimes initial, source of security problems.
In this chapter, we analyse two existing frameworks that address client-
side secret code execution, but their [TCB] suffers from bad practices
as explained below. To solve these architectural design problems, we
present a solution with a smaller [TCB] and secure [TCB| composition for

secret-code execution in remote environments.

We aim to eliminate these bad practices, summarising the motivation for

this chapter in three flaws:

* Increase of [TCB] Size: The [TCB]size must always be minimal
in order to avoid security risks, and enable possibility of formal
verification.

x Weak software in the [TCBJ} The third-party software packages
included in a [TCB| must pass the security requirements of all the
assets at stake.

x Non-Compositionality of Security: Two secure components of
a system may not necessarily comprise a single secure composition.
Even secure software in the [[CB| may create additional security
issues due to composition problems with the underlying hardware.

This may also void the hardware security guarantees.
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« Contributions of Part [[V] (Chapter [6] and Chapter [7):

This chapter expresses the most comprehensive model of [Confidential Remote

(Computing The [Confidential Remote Computing paradigm brings new oppor-

tunities to the computing world. Our model aims to provide a structured view
of the technologies and methods behind the digitalisation trend of the concept

of trust. Throughout the chapter, we make the following contributions with

the novel |Confidential Remote Computing model:

[CRC] resolves the ambiguity of trust in relevant domains, and we connect the
former understanding of trust in computations (local and certificate-based) to
future computing models (with separated three entities; cloud providers, data
providers and algorithm providers). We provide an extensive analysis on how
digital trust can be derived from alternative methods such as micro-kernels,
software-based attestation, and verification technologies, followed by the use
of the hardware enclaves in the grid, edge and fog computing use cases. We
consolidate the [CRC| model in the X-chart in Figure [6.4] in three domains;
hardware, attestation and development, presented in Section 6.5, Each of these
domains is surveyed and systematised with applied techniques and methods
in the literature. We present the trade-offs in the [CRC| model, between the
larger task size, more decentralisation cost and more transparency overhead.
We conclude the chapter with a unified architecture utilising the analysed
technologies, and present the lessons learned alongside the future research

directions.

— Position of Part [[V] Chapter [6] in the Thesis:
This chapter provides the most generic form of the insights and the digital
enclaves developed in Part [lI| (with Public Code and Private Data) and
Part (with Private Code and Private Data). The importance of

the systematisation presented is that it provides a novel model for the

evolution of trust in history for [Confidential Remote Computing It

shows how the perception of trust is adapted through the co-evolution
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of the requirements and solutions. Each time a new stakeholder joins a
computation, requirements and solutions evolve into a new stage. The
final abstract model of the unified architecture is presented in the chapter

as a basis for future research.

« Contributions of Part [[V] Chapter [7}

This study presents the most comprehensive collection of misconceptions about
malware in enclaves to date. Our novel contribution is that we systematically
show why malware becomes weaker due to trusted hardware. We also clarify
the ambiguity of malware in an [SGXfenclave and malware in the core[SGX|

ecosystem.

1.5 Brief Structure of the Thesis

We make three major contributions organised in three main parts containing one
or more chapters. Parts of these chapters (from Chapters {4 to [7)) correspond to
published and pre-print papers.

After Part [[ with the introduction and background, the second part of the thesis
presents a system processing private data with public code. Then the third part goes
one step ahead and presents a system built with private code capabilities in addition.
In the fourth part, we systematise and model our findings to a generic form. The

last part contains our detailed conclusions and notes on future research directions.

« Details of Chapter [

In this chapter, we explore the use of Intel [13H15] to implement a
TREﬂ for many-party applications. Firstly, we compare with previous
trusted hardware technologies in terms of specific characteristics required for
many-party applications. In particular, we consider attestation performance
in terms of the time required to perform a single attestation operation [16]

and the overall rate at which a platform can perform attestations.

4A disclaimer and a review on TRE can be found in Sections and
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Secondly, we design and implement the equivalent of TPM}based TRE using
[SGX] for the smart grid use case. Due to the fundamental differences between
the architectures of [SGX] and previous technologies, the implementation is
far from a straight-forward porting task, and requires a complete redesign of
the system. Thanks to the [SGX] architecture, our implementation requires
significantly fewer lines of code, which both reduces the burden on the
developer, decreases the likelihood of code defects, and minimises the amount
of code that must be trusted by the verifier. However, the use of Intel’s
trusted libraries (e.g., for cryptographic operations), which are only provided
as closed-source binaries, makes it difficult to inspect and quantify the exact
size of the software [TCB| Although our implementation targets a specific
application domain, we argue that its core features are common to all many-
party applications, and thus could serve as an architectural template for such

applications.

Finally, we perform a comparative evaluation of the performance of our SGX]
implementation against the previous [TPM}based implementation. Using
the smart grid as a case study, we benchmark the systems’ end-to-end
performance in a representative communication task (7.e., obtaining the most
recent consumption measurements from a smart meter). The results show that
even an unoptimised [SGX] implementation exhibits comparable performance
to the optimised [TPM}based system, whilst addressing a stronger adversary

model.

o Details of Chapter [B}

Section [0.1] defines the taxonomy and ownership model, and Section [5.2| defines
the problem of private algorithms. Section [5.3] provides a background on
current binary execution mechanisms, as well as responsibilities of application
developers for the chosen development model. Section [5.5| explains the trade-
offs between design choices in [TCB]| for private algorithms. We analyse the

[TCB]| components of existing frameworks with practical attacks against code
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secrecy in Section 5.6 and Section explains the bad practices in enclave
design and development. Section [5.8 shows our design for secret code execution
with reduced [TCB]| size. Finally, Section [5.9] demonstrates our method in

practice with three use cases of private algorithms for industrial use.

o Details of Chapter [0]

In this chapter, we attempt to consolidate the disparate research approaches

into one [Confidential Remote Computing model, from the past to present. We

begin by explaining the participating entities in chronological order, divided
into five subsequent stages in Section [6.2.3] The model then is structured

through three main portions. First, we begin with the role of hardware

technologies in [Confidential Remote Computing Then we introduce our model

demonstrating the orthogonal research structured by each entity presented
in five stages in three domains. Lastly, we demonstrate the key trade-offs,

providing an overview of the deployed systems.

o Details of Chapter [7}

We structured this chapter into four main categories. First, we describe the
frequently seen characteristics of an ideal malware. Second, we demonstrate
existing malware evasion techniques and high-scale, effortless malware dis-
tribution techniques. We show non{TEE| malware evasion techniques and a
delivery campaign for two reasons; (1) to define the assumptions and review
the scope of malware detection, (2) to demonstrate a real-world scenario on
scalable infection to give readers an understanding of malware in the wild.
Third, we systematically evaluate twelve misconceptions about malware in
[TEE] and present why these myths are far from the truth in practice. Finally,
we compare malware in the wild with enclave-based malware and see if utilising

enclaves provides any additional benefits to malware in practice.
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1.6 Motivation and Closing Remarks

We briefly introduce the idea of [CRC|in this chapter. In the next chapter, we will

present a literature review on Trustable Computing prior to [CRC|

The notion presented throughout the thesis as|Confidential Remote Computing

will be presented in more detail in Chapter [f] To simply define to give readers
an understanding, confidentiality refers to the secrecy of data and algorithms EL
remoteness refers to a physically remote location from the participants and implies
the integrity requirement (integrity is enforced by the hardware instructions), and
the computing refers to the turing-complete computational abilitiesﬁ. Developers
and system designers can utilise the available hardware technologies in various ways;
we present peer-reviewed practices of using hardware instructions under the notion
of [CRC] Section [I.2] and Section [I.4] include answers to the question of why would
the methods used under [CRC|notion be helpful. In contrast to the majority of other
researchers (i.e., instead of attacking these hardware instructions), we present novel
practices and methodologies on how to utilise the hardware instructions correctly.

The pre-existing idea of confidential computing is different than [CRC] as it
targets server environments only. What we are adding to the overall literature is
support for many party applications (Chapter {4)), support for private algorithms
(Chapter[j]), and comprehensive systematisation of[CRC| (Chapter [6]) and its malware
arguments (Chapter . Confidential computing is mainly built and supported by
major technology vendors. They use the hardware instructions to offer a better
form of traditional cloud computing. It is mainly built with a vendor-controlled
software stack managing all critical assets, which leaves us questioning how to
trust these vendors to do the right thing. The original design idea of isolated
enclaves was to remove the need to trust other companies, such as cloud providers.

In [CRC] we revert to original design principles and advocate for small enclaves

5Details will be explained in Chapter

5This is not to say turing-completeness is always a good capability in designing security
systems. What we mean is to support complex operations in contrast to limited cryptographic
protocols. The author is aware that turing-incomplete languages may be more beneficial for
enclave programming. The final decision is to be made by the architects.
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running in end-users computers. For example, the idea of confidential computing
does not support enclaves running in end-users computers anymore; they focus on
servers and cloud infrastructures only. Confidential computing considers big vendors
to carry the computing in their local infrastructures without offering remoteness.
It does not distinguish multiple stakeholder scenarios. [CRC| adds practices and
templates for multiple stakeholders, such as different data owners, hardware owners
and algorithm owners, presented in Chapter 5} Confidential computing does offer
support and practices for servers but not for end-users with their own hardware.
[CRC] extends the broad notion of confidential computing by adding significant
additional valid practices and methodologies for individual use. We present more
related work on [CRC| in Section We strongly believe that our research will
have more significance with the rise of RISC-V processors and ARM support for
isolates/enclaves in the upcoming years. These processors will highly likely make
the enclaves/isolates available to be programmed in end-user devices. Although the
popular term is "Confidential Computing", the security concerns go wider than this.

Readers of this thesis may raise many other questions, as experienced colleaguesﬂ
immediately did whilst reviewing. The author would like to try answering frequently
asked questionsﬂ here in the introduction to help readers better understand the

fundamentals and the motivation.

e Question 1: Where does [Confidential Remote Computing| come from, and

why did we need this paradigm?

e Question 2: How is the content of the thesis structured, and why is it

structured in its current form?

o Answer 1: Before the public availability of trusted hardware enclaves, the

research community had been suggesting software security architectures; for

"This introduction may contain some terms or technologies unknown to the readers; these
terms are defined throughout the thesis where appropriate. The readers may come from a broad
spectrum of expertise, and this short introduction aims to answer the potential (feedback of draft
reviewers) questions of field expert readers.

8These are not the research questions, see the next section for research questions.

Confidential Remote Compting



1.

Introduction 20

example, Strackx et al. systematised them as Protected Module Architec-
tures (PMA) [17]. Before they became more systematic as PMAs, early proof

of concept studies and running prototypes came with a novel use seen in

Flicker and Trustvisor |18, |19]. These studies utilised [Trusted Platform|

Module[s [Platform Configuration Registers| (PCR]) for Dynamic Root of Trust]

ffor Measurement| (DRTM]) and [Trusted eXecution Technology| (TXT] to

create isolated and attestable memory regions for critical parts of commodity
software. The key idea was to perform critical operations in an isolated,
secure environment and revert the system state. This enabled applications to
perform security-critical operations even in the presence of malware in a system.

Thanks to early studies in Flicker and Trustvisor, the results influenced the

design of trusted hardware enclaves initially with Intel’s [Software Guard|

[eXtensions] While [SGX] gained sudden popularity and market availability,

too few of the enclave research community acknowledged the insights of these

early studies. Further, the research community pushed enclaves to offer
security hardening for their virtual machines, loading very large and unverified
operating systems and libraries to them. They treated enclaves as if they would
still hold the security guarantees while disregarding the initial threat model
and assumptions. The announcement of Trusted Domain eXtensions from
Intel might be the reason to split these use cases of secure virtual machines
from secure enclaves. Pushing large operating systems (or most of the kernel
functionalities) into the enclaves had another reason: marketing. It offered
startups and cloud service providers a good business model, claiming that
data will be secure in-use, as well as at-rest and in-transit. The direction of
the community’s consortium may recreate past problems, and make enclaves
unusable for the commodity software. The community should not forget the

initial reason why commodity software solutions needed the enclaves.

With these two reasons (and many other reasons to be seen throughout the

thesis), the reverts the original design principles.
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— Principle 1: Keep enclaves as small as possible and show architectural
design practices while offering data security and algorithm security
(explaining why the authors chose the term algorithm over the code in

the relevant section).

— Principle 2: Keep the control decentralised and show why cloud service
provider should not be the enclave developer at the same time, as covert
channels will nearly be impossible to avoid (diminishing or entirely

destroying the security features expected from the hardware extensions).

— Principle 3: Remember to deploy capabilities to trust, measure and
attest the kernel, omit the assumptions that the hardware will defend
against attacks placed by the malicious operating system, and establish
as many security mechanisms as possible in your kernel (highly likely to

be a formally verified one).

The author would like to highlight by listing these principles that the [CRC|
is a paradigm for building practical solutions available to end-users, system

designers, developers and small-medium enterprises other than tech giants.

The [CRC| is neither the above principles only nor one of the chapters in this
thesis. Besides the system, communication or threat models described, the
[CRC| model itself is the understanding of the principles in designing a system
architecture with trusted hardware enclaves. This thesis shares the author’s
observations, experiences and recommendations and promotes templates and
techniques. Although the majority of the content is peer-reviewed, published,
presented, or some to be published, some of the content may contain limited
knowledge or unintended errors; please feel free to contact the author in such

cases.

Answer 2: Today’s reality is that only a few industrial products utilise the
available security features. Enclaves or their design are not fundamentally

broken; the community often chooses the monetised path of developing their
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systems under the umbrella of unmodified apps, towards the direction of
centralisation. Practically, forcing unmodified apps to run in partitioning-
encouraging development architecture as native is the root cause (problem) of
never-ending projects. What a library operating system in an enclave gives
us is an environment to run unmodified apps; it also enables accommodation
of malware and therefore must provide a two-way sandbox as well. After all,
it gives us more vulnerabilities and a larger unverified software. It may either
end up becoming a malware distribution hub, or a vulnerability hub. Isn’t this
similar to where we have formed our research? What a large enclave would
not give is a clean, stateless, transparent, verifiable and finally a software

stack utilising the offered hardware security features correctly.

The thesis talks about malware in two different aspects.

— Aspect 1: Typical malware in the threat model that reads the secrets

in the memory.

— Aspect 2: Superior malware that abuses the promising security solutions.
We argue that if benign software products can utilise the enclaves, then
why cannot malware hide itself through enclaves? What do they need to

achieve their malicious goals?

Starting from these points, the thesis initially shares the author’s experiences
in protecting private data processed by known, publicly available algorithms.
In the later part, the author explores what would happen if we process private
data with another party’s (a distrustful participant) private algorithm. The
structure continues with the systematisation of [CRC] aiming to bridge past
experiences and give a template for future applications. Finally, the author
collects the research community’s arguments, some raised during community

workshops, and some appeared in publications.

Our threat model excludes micro-architectural attacks. The use of hardware

enclaves has brought more attention to lower-level attacks. Many researchers
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recognise that hardware specifications are not matching the hardware imple-
mentations. The threat model has to have its limits, and it is never possible
to address the strongest adversaries. Microcode updates happen at every boot
cycle and the limit in [CRC|is at the ability to patch the trusted computing

base once a vulnerability is known, published and patched.

ARM TrustZone has made its security architecture available for several decades.
With the rise of the community’s consortium, ARM may also offer practical
enclaves besides their secure world memory regions. We anticipate that the
implementation outcome and design choices do not cause ARM enclaves to
suffer from large, unusable, malicious or vulnerable, not verifiable software
stacks. They may integrate an underlying verified kernel with attestation
capabilities (non-binary, behaviour and properties) together with the small,
functional, read-only patterned, stateless enclaves handling mission-critical
key operations with a well-defined life cycle. The behaviour of the enclaves
must remain as attested and consistent, ideally long-running jobs avoiding

identity mismatches.
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Trust: An entity can be trusted if it always behaves in the expected manner for the intended
purpose. ... and the entity can be unambiguously identified, operated unhindered and a
user has experience about the consistent and good behaviour of the system.

— TCG, G. Proudler (C. Mitchell, 2005, ch 2)
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2.1 Digital Trust: Trusted, Trustable, and
Trustworthy Computing

Trusted computing and relative terms have been iteratively defined in the literature
over several decades. While the term trust is redefined with a better meaning,
trusted or trustworthy computing meant different ways to derive trust, e.g., trust
based on hardware guarantees, or trust through formally verified software.

After initial efforts by a task force in 1967, the US Department of Defense intro-

duced a set of requirements for trusted computer systems under four security levels—
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interested readers are referred to the orange book [20] (1985). We use the following

three of their definitions here to familiarise the readers with related concepts.

Trusted Computer System - A system that employs sufficient
hardware and software integrity measures to allow its use for processing
simultaneously a range of sensitive or classified information.

In this definition a single computer would ideally satisfy the requirements and be
trusted. In today’s systems, we expect multiple trusted components (i.e., isolated
environments) running on an untrusted hardware; the recent perception creates

a difficult threat model with physical attackers.

[Trusted Computing Base|- The totality of protection mechanisms
within a computer system — including hardware, firmware, and software
— the combination of which is responsible for enforcing a security policy.
A [TCB] consists of one or more components that together enforce a
unified security policy over a product or system. The ability of a [TCB|
to correctly enforce a security policy depends solely on the mechanisms
within the [TCB| and on the correct input by system administrative
personnel of parameters (e.g., a user’s clearance) related to the security
policy.

The[TCB]|definition mainly refers to the protection mechanisms. While this definition
holds for most of the systems, [TCB] can refer to the piece of user-level software
processing trusted computations. Any piece of software processing user assets may
be considered within the [TCB]in today’s commodity systems. A clear distinction
in [TCBJ can help to minimise the exposure. Otherwise, infected [TCBp with the
ability of handling critical operations can be used for deploying bigger attacks. For

example, Winkler and Gomes et al. report over one million botnets in 2017 [21].

Trusted Software - The software portion of a [Irusted Computing]
[Basel

We use the similar term in the latter chapters as the hardware [TCB|and the software
[TCB| A system may consist of the software only, for example, with a formally

verified kernel delivering the required security properties [22].

An entity can be trusted if it always behaves in the expected manner
for the intended purpose.
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The behavioural definition of trust above is an earlier attempt by HP Labs (2002) 23]
and Trusted Computing Alliance (TCPA 2003) [24]. TCPA was later succeeded
by the [Trusted Computing Group| (TCG)). The definition is often cited as (TCG
2004) [25], intending to refer to the original 2002 definition.

Trust - Trust is the expectation that a device will behave in a particular
manner for a specific purpose.

Although [TCG}s 2012-dated glossary excerpt above defines the trust similarlyl]
we refer the readers to the definition updated by the same group of authors as

follows in 2005:

- it is safe to trust something when:

it can be unambiguously identified)

the user has first-hand experience of consistent, good, behaviour) or

(

(it operates unhindered)

(

(the user trusts someone who vouches for consistent, good, behaviour).

Proudler et al. extended the definition as in the above excerpt in 2005 |26, [27]. It
requires an ambiguous identification of an entity, but the definition of the experience
remains ambiguous due to multiple practical implications. In Section [2.2.3] we shall
take a closer look into the practical expressions of the experience. There are several
alternatives to define the experience. For example, the concept of measurement
can refer to a piece of observation, an experience of a behaviour; however, it is
often limited to static snapshot of a binary without revealing much about the
behaviour of the measured software, we shall explain why in Section A better
way to express the behaviour can be to attach the log file of operations taken
for a certain task to allow an external party to observe the steps. Another way
is to focus on generic properties of a software where the precise behaviour does
not matter. Similarly, a permission-based behaviour can also be an alternative
where a sandbox enforces certain behavioural rules or policies. Section shall

discuss these different types of evidence.

"https://trustedcomputinggroup.org/wp-content/uploads/TCG_Glossary_Board-App
roved_12.13.2012.pdf (It is worth highlighting that newer documents still do use the older
definitions). Online, last accessed 15 Jan 2022.
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2.1.1 Related Work in Trusted Computing

We intend to keep this introduction brief and refer the interested readers to the
valuable resources. Smith provides a discussion about the devices worthy of trust, the
ability to choose to trust and with the means to communicate their trustwortiness .
Martin presents a ten page introduction to trusted computing, presenting valid
insights for today . Although there are many otherl or older resources with these
definitions, we refer to the resource for the definition of the concepts such as
lof Trust for Measurement| (RTM]), [Root of Trust for Storage] (RTS)), [Root of Trust for]
Reporting (RTR]). A relatively recent book by Bursell covers the past and present

state of trust with hardware assistance, targeting a non-academic audience as well
as industrial practitioners and also goes into the enclave-based computations. From
2008 to 2016, Springer’s Trusted Computing conference series provided a decent
collection of publications . A few practical resources on are present
only, while there are many theoretical papers and specifications; Arthur, Challener,
and Goldman fill this gap . Parno, McCune, and Perrig’s introduction to trusted

computing focuses on understanding the platform state and presents the solutions

on bootstrapping trust in commodity hardware with use of [Dynamic Root of Trust|
for Measurement| (DRTM)) with Flicker [18] and Trustvisor [19]. More details of
DRTM]| and Intel’s [Trusted eXecution Technology| (TX'T]) (previously LaGrande)

in depth are presented in Grawrock’s book . It is one of the earliest resources
with the concept of enclave-based computations with [DRTM]| distinguishing the
concept from network enclaves (similar to isolated intranets). Grawrock’s Trusted
Computing Infrastructures (TCI) course is one of the rare university-level
taught courses in the field. The design principles and the challenges in [DRTM] [TXT]
and the novel method [18 on protecting [Piece of Application Logid (PAL]) later

resulted in Intel’s new instructions implemented in CPU’s microcode (xucode, to be

specific), thereafter the 6th generation Skylake architecture. These new instructions

are presented with the technology called [Software Guard eXtensions| [SGX['s new

security-focused computation model brought new possibilities and challenges which

we discuss in the rest of this thesis.
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2.1.2 Emphasizing the Trustable Computing Paradigm

Previous discussions and attempts on the definition of trust is presented in Sec-
tion We further clarify the understanding of trusted computing and trustworthy
computing used throughout the work we present. Through these, we emphasise
the definition of trustable computing and build our work on top of this paradigmﬂ
There have been arguments as to whether trusted was a wrong word to choose as it
may imply something blindly trusted, rather than having a chance to make the trust
evaluation. We argue that it is not a wrong statement; it has a valid and current
research direction where systems/notions must be trusted and where trust would
not be open for evaluation; those systems cannot continue the execution otherwise.
Without the trusted computing primitives, it may not be possible to build systems
to offer trustable services. Nevertheless, we emphasise trustable computing where
it forks from trusted computing, and further technologies may be diversed to refer
to the meaning with more precision. We shall give an example how this can be
done in Section [2.1.2.1] The trust evaluation, auditing process, and derivation of
the digital trust is further discussed in Section [2.1.3

Trusted Computing refers to the systems that must be trusted for a valid
execution. The trust evaluation may seem heavily backwards. The assessment
or the auditing on the given evidence, reports, measurements, logs against some
expectations or manifests help to reach to judgements about the “past” incidents,
behaviours. If the evidence is not matching the expected values, the execution may
halt. In trusted computing, the user wants trust their own device.

Trusted Computing in Practice: [['PM]is a trusted component in a system
(often an external chip attached to the motherboard) which introduces notions
trusted by default; operations relying on [TPM] cannot be valid otherwise. The
question of why the is trusted is explored elsewhere. The verified boot is
done by checking the booting image with set of trusted signatures or expected

hashes; the system cannot boot if there is a mismatch in configurations or hashed

2A note for readers would clarify the aim; our goal is not to redefine what has been defined,
but rather to express the understanding of the author to align the readers with what to expect.
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values. The measured boot follows a similar path, but the system can continue
to operate without verifying the measurements. The previous evidence collected
would tell about the past state of the system, without guaranteeing it to behave as
identified in the future also. The guarantee that a trusted system would continue to
behave correctly is explored in other disciplines. One such direction is Trustworthy
Computing, which we shall explain next.

Trustworthy Computing refers to the systems relying on proofs generated in
advance about a system to reason about future, probable behaviour or properties
and to match the given specifications. The convention is often used in the area
of formally verified pieces of code, systems, and protocols.

Trustworthy Computing in Practice: Trustworthy systems are more
frequently desired in the embedded systems world. Formally verified kernel projects
provide trustworthy environments for properties such as isolation, e.g., sel.4 [22]
aims to implement a verifiably correct system in which there should not be any
errors. Another project, Singularity, aims to construct a verifiably safe system
where the kernel should fail safely in case of an error.

Trustable Computing refers to systems with a variable trust level, where
a relative trust evaluation and decision takes place before proceeding with the
execution. Trustable computing can differ from trusted computing by the participant
types and machine ownership. In contrast to trusted computing, the user wants to
trust an operation performed by another person’s computer. The remoteness makes
the problem relatively more difficult, or in other words it addresses a different and
highly likely a threat model considering a more powerful adversary.

Trustable Computing in Practice:

The systems using isolated, dynamically allocated memory regions to perform
trustable operations for remote participants, such as [PAL]supported by DRTM] and
[TXT] or enclaves backed by [SGX] offer trustable services. Trustable computing
provides the architectural blocks to enable such services to be built on top of

given hardware or software notions.
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2.1.2.1 Trustable Computing Base

[TCB| can often be used to refer to the implementation of trusted computing
technologies in the microcode or in a chip. What actually goes into the [TCB|in a
system can be a long discussion to explore elsewhere. If the microcode is not up to
date, certificates issued for an older/outdated version of the microcode would be
revoked; the system would not be trusted by default. While certificates are revoked,
there would be no way to trust such a system. Once the system has the valid

trusted components (mostly referring to the static parts), further, a dynamic piece

of application, e.g., a[PAL] is often considered as part of the [Trusted Computing]

too. The attestation report of the [PAL]or an enclave, however, is not always
expected to be trusted by every attesting/verifying entity. While one verifier chooses
to trust a version of an enclave for a specific operation, another verifier with a
more strict policy may not trust it, or there might be time-based differences of
the decision due to policies. This is where the computation becomes trustable, not

always necessarily trusted. The memory segments for a[PAT]or an enclave, therefore,

can be better expressed as |Trustable Computing Base| (TaCBYJ). Smith expresses

the typical definition of the [TCB|as the minimal component that one must trust,
because one has no choice [42]; in contrast, the TaCB represents a relatively dynamic,
agile computation environment without a necessarily binary-based identity. The

late-load mechanism presented in Section [5.8.2]is an example for the [TaCB| For

example, an enclave is measured by the [Root of Trust for Measurement| at their

creation enabling them to have an identity. But their identity changes as soon as

the computation begins, while underlying system components such as|Root ot Trust]

ffor Measurement| are trusted (e.g., microcode version remains same throughout the

computation; counting towards the trusted computing base). The enclave remains
as the trustable software component through its lifecycle. Trustable computing
does not replace trusted computing; without the trusted computing primitives and
notions, we may not be able to build the trustable computing paradigm. Trustable
computing notions may still be seen under the trusted computing paradigm, only

with a less precise expression.

Confidential Remote Compting



2. Literature Review on Trustable Computing 31

2.1.3 Derivation of Digital Trust

Digitalisation of trust is derived through various means. It is often observed between
two abstract entities: a prover intending to convince others, and a verifier to check

or evaluate. We provide a few scenarios to explicate the process.

Suppose that a [TPM] owner reports the final [Platform Configuration Registers|

values (calculated through many one-way append operations), and in addition the
verifier expects the stored measurement log (unshielded). This way the verifier
can check the report against the log for integrity. An inconsistency would make

the prover dishonest. The specific operations between the verifier and prover and

more of the [TPM}based attestation procedure is bound up in [Platform Trust]

IServices| (PTS|) [43-46], with features of manifest and report generations from

logs and verification of reportsﬂ.

In an electronic voting scenario, the mixer (of a mix net) is expected to
shuffle/permute a secret input vote of x. Together with the result value, the
prover provides a log file of how the permutations were done (where backwards
computation is not possible). The input owner can check that the result value is
correct by applying the same permutations. This would allow a voter to obtain the
casted as intended property; full end-to-end e-voting schemes would also require
stored as casted and counted as stored properties. Haines, Goré, and Sharma bring
further formal proofs to verifiable mix nets [47] that the mixing was done correctly
as promised, without intentional or unintentional errors. In both ways (and in many
other use cases) with proofs or measurements, we observe a public (unprotected)
log file of steps and the result value (shuffled or appended), and the verifier is
expected to check if the remote system behaved correctly. This procedure helps
to evaluate the integrity of a system or operations.

The more generic term of audit-trail described in 1988 by Merkle is used in
one-time signature trees based on one-way functions [48] enabling today’s blockchain
systems. We refer interested readers to the tan book of the rainbow series from

DoD [49] on auditing of trusted systems. The technical auditing with ethical

3https://osdn.net/projects/openpts/wiki/FrontPage
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aspects, including functional auditing (intended behaviour, good or bad), process
auditing and code auditing (validity, verification) is described by Mokander et al.
on trustworthy automated decision-making systems [50-52]. These studies relate to

our arguments on differentiating algorithms from a piece of code in Chapter 5

2.2 Hardware Assisted Trust

The trust level of a system may vary depending on the underlying mechanisms used
to build it. The security requirements based on a system’s threat model would
impact the architectural design choices; we introduce specific capabilities, scenarios
and assumptions to describe the scope of our research. In short, our research targets
trust and security in commodity systems (general-purpose computing platforms).
Solutions and challenges for embedded systems and Internet of Things can be
explored elsewhere [53]. Software-only root of trust and software-based attestation
solutions offer limited guarantees while requiring strong assumptions for embedded
devices. In practice, they address a weaker threat model only; interested readers are
referred to facts and fiction on SWORT and SWATT [54]. Cryptographic protocols in
multi-party computation and homomorphic encryption schemes offer strong security
guarantees; addressing a stronger threat model. However, the current solutions
offer either limited computational operations or a limited number of participants in
many-party computations [5]. A Trusted Third Party (TTP) can also handle some
critical operations between mutually distrustful parties. In many party applications
(or, in multi-party computations) the number of participants may be hundreds of
thousands, and these operations may include set-membership problems [55] or set-
intersection problems. Solutions to these problems are helpful, for example, in fraud
detection between mutually distrustful financial institutions. High number of private
ledgers may need to investigate the intersecting value from their private transaction
databases without disclosing the databases to each other, this is a set-intersection
problem. In this thesis, we offer scalable many party applications in Chapter [4] and
the template we present can include application logic of similar problems. These

operations are often publicly known and agreed between participants, and the
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processed data remains secret. Fully-homomorphic encryption schemes and secure
multi party computation protocols solve the same problems |56, [57], but they allow
less complicated operations or work with a smaller scale of participants.
Hardware assistance plays a crucial role in enabling scalable, trustable services
in commodity systems. In our work we mainly focus on [TPM] and [TEE] Aside
from these we briefly refer to Physical Unclonable Functions (PUF), smart cards,
and Hardware Security Modules (HSM) used to establish hardware based security
in today’s systems. PUF rely on the natural randomness of manufacturing of
hardware devices, providing a unique, inexpensive source of identity and resilience
to various physical attacks |58} [59]. Tens of billions of smart cards in use today are
providing persistent storage to applications serving end-users; the data is protected
by a small CPU with the capabilities to count and to require a PIN. Interested
readers are referred to the survey on memories of smart cards [60] including various
details of memory attacks and security requirements. Neve et al. call a smart
card a Personal Trusted Device. The smart cards are dependent on terminal
devices and can be potentially vulnerable to man-in-the-middle attacks and to other
protocol or implementation based issues. It is not clear which entity (end-users,
merchants/institutions or smart card issuer) would be responsible for damages in
case of attacks or breaches. For example, a card brand mix-up attack can allow a
MasterCard or Maestro card to be used in Visa transactions without requiring a
PIN [61]. HSMs often serve in the financial cryptography domain to act as a secure
co-processor, assisting systems with cryptographic operations and key management
services in data centers. They are flexible to attach in enterprise settings. Smith’s
review provides insights including physical security aspects, attacks and resilience
on HSMs [42]. We may expect and to replace HSMs in many business
use cases, as for example there are attachable [TEEs through PCI cards. Having
solely a special hardware to implement a system with certain security guarantees
is not enough. [TPM] [TEE] or HSM can be secure by themselves, but using these
hardware requires careful configuration and software integration. Hardware-software

codesign for offering security products is not optional; it is a must. This requirement
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is studied more in-depth with the notion of non-compositionality on inheriting or
propagating the security features between protocols, software or hardware. Many
researchers have previously studied Compositionality, especially in the domain of
Security of Protocols [62, [63]. Cremers also addressed several issues about security
protocol composition when a protocol employs many sub-protocols. We revisit
and present our insights on the non-compositionality of security in Section [5.7.1}
We show that composing [SGX] instructions with other existing software fails to
offer security benefits. Section [6.3] presents a detailed overview of the role of

different kernels and the hardware.

2.2.1 Secure Storage with Sealing, Binding, Quotes and
Reports

Sealing and binding operations provide secure storage for data. A key difference
between sealing and binding with [TPM] is that in sealing operation, the data is
only available to a specific[TPM], whereas in binding the data can be accessible by
multiple [TPM as long as the binding key can be generated based on the system
state (authorisation policies, values). With , specifically , keys
generated based on an enclave’s identity can be used to bind data to a specific
software binary. This feature would be similar to [TPM[s binding capability. Two
different software binaries loaded in enclaves can also verify that they are running
on the same hardware CPU through local attestation with enclave reports. This

can allow binding data for two enclaves.

2.2.2 Static and Dynamic [Root of Trust for Measurement

Historically manufacturers would ship a platform from the factory and claim that it
met the properties without a re-measurement. In static measurement, the platform
would be measured at every reset; giving a clean state. From BIOS to an application,
every component would be measured. This can result a very long chain, but there
is another issue other than the length. With the complexity of the list of good

software (due to the thousands of drivers or updates), the resulting chain hash might
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become unusable; without an unambiguous identification (falling into contradiction
with the initial definition of trust). Lyle’s work explores the feasibility of attesting
remote web services and applications considering long static trust chains [64-66)].

In [DRTM] with [TXT] or [SGX|, it is possible to establish a short or shorter chain

by eliminating intermediate components such as BIOS or the OS altogether. We
emphasise that [SRTM]|and [DRTM]| are not necessarily replacing each other; a hybrid

solution would be viable addressing a strong adversary model.

2.2.3 Attestation

Attestation, in the context of our work, refers to the activity of two abstract entities
where one reports evidence of its status and another checks the validity of the
reported information. The process can be remotely between networked machines or
locally between two isolated applications behaving similarly to networked machines,
although they are located within one hardware system. We intend to keep this
section short and refer the interested readers to the detailed surveys on principles of
remote attestation [67], on the hardware-based approaches [68], and further Banks,
Kisiel, and Korsholm present a review on swarm attestation, control-flow attestation
and formally verified remote attestation protocols [69].

The presented evidence can be very precise with binary measurements and
exact information about the software and the system. But, this precise information
may not be not be always helpful for two reasons; (1) precise information would
be outdated fast as the system falls into a new state, and (2) precise informa-
tion can be used to identify what vulnerabilities the reporting system contains.
Alternatively, less precise information comparing to binary measurements but
strongly representative properties of the software can be presented. Mulligan
et al. from ARM outlines these problems as open research challenges. ARM’s
realm enclaves/isolates or TrustZone’s secure world’s may offer native attestation
support one day, including capabilities to report the software behaviour; this would
enable a more trustworthy and decentralised world of platforms including IoT world

aside from more generic-purpose computers.
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While the attestation procedure covers the problems on identifying the running
software in a system, provisioning is often used by manufacturers to enrol their
devices by identifying the low-level components such as firmware, BIOS/UEFI
or the microcode version. Apple’s device activation or update process on 10S
devices can be an example of the provisioning process. Intel similarly can perform a
provisioning on their platforms as part of infrastructure services. During attestation
process precision and the repeated identification information together can cause
another issue— privacy disclosure, as users through the systems can be identified.
To solve this challenge group signature schemes are used, such as Direct Anonymous
Attestation (DAA) [71], and Enhanced Privacy ID (EPID) [72]. Section [6.5.4]

presents more details on attestation mechanisms.

2.2.4 Remote Attestation with TXT

A longstanding challenge in distributed computing is that communicating entities
have little or no guarantee of what software is running at the remote computer.
This may be problematic for many reasons, but in particular it means that one
party has no assurance that the other will implement a security policy as expected.

Remote attestation attempts to solve this problem by providing a precise account
of the state of the remote system — and hence of the software which has been
loaded and executed on that platform. Typically, this is achieved through the
creation of a chain of values formed by taking a cryptographic hash of each binary

before it is executed — the start of the chain being some known ‘good’ software, a

{Root of Trust for Measurement| [16] (related approaches |73} 74] have attempted

to report the semantics of the software instead of the binary program code.)
Remote attestation requires providing some type of attestation evidence (e.g., a
cryptographic hash) of the binary software that has been loaded on the remote
platform. The authenticity of this evidence must be guaranteed by some root of
trust on the platform, which is usually provided by trusted hardware.
In the case of Intel technology, that attestation is rooted in a special

processor instruction (SENTER) which puts the processor in a special known good
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state, facilitating the creation of a hash (measurement) of a software loader, and a

particular binary to be executed thereafter. These hashes are stored in a

[Configuration Registerd of the [TPM] and reported to a third party via a nonce

challenge using a signature key bound to the [TPM]

In general, the system being attested is called the prover, whilst the system
evaluating the attestation is called the verifier. In all cases, the verifier is required to
decide whether or not the attested system is trustworthy. This becomes exponentially
more difficult as the size of the attested component (e.g., the number of lines of
code) increases. In order to use attestation successfully, it is therefore critical to
minimize the size of the attested component.

Section [4.5.6] presents an attestation mechanism with [SGX]|

2.3 Focus TEE: Intel SGX

The Intel [Software Guard eXtensions| technology is a set of CPU extensions that

allows applications to create isolated execution environments [75], called enclaves.
An enclave protects the confidentiality and integrity of any data it contains from
all other software on the platform, including a potentially untrusted OS. Since
the platform’s main memory may be under the adversary’s control, SGX] ensures
that an enclave’s data is encrypted and integrity protected before it leaves the
boundary of the CPU. Enclaves also provide secure storage by allowing data to be
sealed [76] such that it can only be decrypted by a specific enclave. supports
both local and remote attestation: enclaves can be attested by other enclaves on
the same platform, or by remote verifiers. [SGX| remote attestation uses similar

techniques to those described above, but also makes use of an architectural enclave

from Intel, called a|Quoting Enclave| (QE)). The prover (an enclave) first uses local

attestation to attest itself to the QE, proving that it is a valid enclave running on
same platform. The QE then signs an identifying hash of the prover enclave, which
can ultimately be returned and verified by a Relying Party (RP).

SIGMA (SIGn and MAc) Protocol [|77] is a key-exchange protocol that adds
authentication to Diffie-Hellmann Key Exchange. The SIGMA protocol is used to

Confidential Remote Compting



2. Literature Review on Trustable Computing 38

establish secure channels and bind these to the enclave’s attestation. In contrast to
discrete trusted hardware (e.g., [TPMs as a discrete IC), all computation is
performed by the main CPU. Having CPU for computations results in significant
performance gain compared to discrete TPME, which are typically inexpensive low
performance devices attached to a relatively low speed bus. The typical use case
for SGX]is to enable an application to be partitioned into trusted and untrusted
components, the former being protected by the enclave. This helps to isolate and
protect security-sensitive components of an application. Minimising the size of
the trusted components reduces the risk of security vulnerabilities, and reduces
the burden on the verifier during remote attestation.

Throughout the thesis, we introduce more details of [SGX] in Section with
more background, Section [.4] with benchmarking [SGX] instructions, Section [5.3] on
how [SGX] enclaves work and how their content can be inspected, Section on
managing enclave [TCB|and the bad practices in enclave development, Section [5.8.1
on enclave partitioning for private algorithms, Section on enclaves in practice

in context of [CRC| Section [7.2] on malware in an enclave.

2.4 Closing Remarks

Trusted computing and trustable computing has been interpreted differently by
researchers. The term Trusted Computing refers to the root hardware that must
be trusted— the trustworthiness cannot be established otherwise. If the trusted
hardware is vulnerable or outdated, all past authorisations must be revoked and
computations cannot continue. The term Trustable Computing refers to the dynamic
portions of the system where a software is measured and there is a trust decision.
The trust decision may change depending on external conditions: one may trust a
piece of software today but not tomorrow, or while a server trusts that software for
a certain operation, another server may not trust the same software. A practical
example of this could be that [SGX]instructions are trusted; the execution cannot
proceed if they are not patched and up-to-date, and the [SGX] enclaves are trustable;

execution may continue for whoever agrees to trust the enclave report. In this
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chapter, we presented our understanding to resolve past ambiguity. Although other
researchers may not agree with all of the insights we present here, it helps readers

to establish a better understanding for the rest of the thesis.
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We aim to provide the essential background information to support the remainder
of the thesis, and we present the work done by other researchers closely related

to our research. This chapter has two main semantic portions;

» First, including a related work for three main chapters as follows: Section 3.1
provides a related work to Chapter [6l The related work in this section is
related to the main theme of the thesis, [CRC| Section [3.2]relates to Chapter [5]
on hardware support for private algorithms, and answers the questions of
solutions with obfuscation. Section [3.5| relates to the Chapter |4, on building
a TRE with EGXI|
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o In the second semantic portion of this chapter, we continue to this chapter
by providing a detailed review of the previous practical iteration of the TRE
based on [TPM| hardware. The review of the TPM}based TRE helps us to

continue with Chapter [d where we build a prototype with [SGX] instructions.

3.1 Related Work on Systematisation of
Confidential Remote Computing

Confidential Computing Consortium’s July 2020 white paper 78| shows the benefits
of hardware assistance in computations, e.g., the encryption-in-use for data. It
includes a good comparison of the cryptographic methods (i.e., from homomorphic
encryption standardisation) and the trusted hardware. For example, in homomorphic
encryption schemes, publicly known code is mutually agreed on by the participants
(data providers), therefore, they do not provide code secrecy to hide the private
algorithms. The paper shows that trusted execution environments ) can
provide attestability, code confidentiality, and better programmability on top of
the existing guarantees of homomorphic encryption. The code confidentiality

with [TEEE is described as requiring further work, though until now, secret-code

execution in [TEES has been studied in recent years [6, 79, [80], and a [Protected-Code|

ILoader| (PC Loader]) is also an integrated feature in the Intel s SDK. Another

short introduction [81] to confidential computing states how widely the hardware-
assistance is adopted by major industry vendors. An abandoned patent [82] and a
valid patent [83] state similar concepts. However, Naganuma’s patent [83] proposes
confidential computing through homomorphic encryption, with no use of hardware-

assisted execution technologies. To the best of our knowledge, our work is the first

attempt to model |Confidential Remote Computing in academia.

While exploring the potential security enhancements with [CRC| we consider the
potential threats it can introduce. For this reason, we explore the related work on

how the use of trusted hardware might empower the malware in Section [7.1]
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3.2 On Protecting Private Algorithms with
Hardware Support

In this section, we provide an overview of the studies on [TCB| minimisation and
secure [TCB| design. Beyond the CPU and memory protections, Ports and Garfinkel
demonstrate [84] the impact of malicious OS behaviour against the secure application
design. Their arguments outline the attacks and mitigations via the trusted interface,
and they explain the utilisation of partitioning methods to reduce the [TCB]size.
Singaravelu et al. [85] also demonstrated three case studies in which they were able
to use kernelised at OS security level on a commodity computer.

Similar to the arguments found within Chapter [ Piessens et al. [86] argues that
developers have limited understanding of security guarantees offered by the execution
infrastructure. Their work [86] focuses on language safety and full abstraction in
programming-language translations. McCune et al. [87] utilises[TPM] AMD SVM,
and Intel to provide secure hardware primitives for minimised software [TCB|
Strackx et al. [88] discuss the use of memory-safe languages on protected module
architectures for code and data security, and they explain how secure enclaves
might be written. In our work, we focus on confidentiality issues due to the [TCB]
components for secret algorithms in a practical [TEE] called [SGX]|

Linn et al’s work [89] in binary obfuscation aims to make reverse engineering
difficult for application binaries. The work [90] from Wu et al. focuses on malware
evasion, which hides the application code against the analysis. Similar techniques can
partially protect the application code; however, they fail to maintain the algorithm
secrecy in stronger adversarial assumptions. These cases include the decentralised
settings where mutually distrustful parties are involved, and where the adversary
has full physical access over the host platform. Even though binary obfuscation
methods seem to have similar goals to our work, they remain in the scope of reverse
engineering. Our work is in the domain of securing private algorithms executed in
an untrusted cloud. Forensic tools can recover pieces of evidence about an operation

from memory. This information retrieval applies mainly to the data. Some forensic
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techniques can recover [91] the execution states of a known software. However,
these techniques do not threaten the algorithm secrecy directly. We protect the
private algorithms at runtime and provide protection before the execution.

A recent work called Golem Networkﬂ provides a decentralised marketplace for
computational power. The golem enclaves are similar to the interpreter enclaves we
discuss in Chapter 5} The third-party libraries included in the [TCB] of interpreter
enclaves may break the security guarantees offered by the SGX] The difference to
our approach is that a Golem enclave has a large [TCB]size due to the Library OS
(Graphene-ng) and the unmodified applications (e.g., Blender). With a larger m
size, formal analysis becomes more difficult. Second, Golem Network provides data
secrecy only, and inherited security guarantees might be limited, as we show in a
case study on similar interpreter enclaves in Section [5.6] Similarly, in one of our
industrial use cases, we present a template for computational power in Section [5.9|
Our template does not use third-party libraries to process secrets, and it enables

running algorithms strongly-private in remote computers.

3.3 A Brief Background On Intel SGX

In Chapter [] we shall discuss and demonstrate building applications with [SGX]
instruction. To familiarise the readers more with [SGX] technology, we provide a
short background on [SGX] More background and details on [SGX] can be found in
Chapter [2| and more practical aspects will be introduced in Chapter [

Intel’s is a trusted hardware solution [15| 75| 76|, which provides a novel
development model for enclave binaries, as well as hardware-maintained (ring -3)

integrity guarantees for computations at user-level (ring 3). It also provides trusted

computing primitives such as|Root of Trust for Measuremend for its own execution,

[Root of Trust for Reporting (RTR),[Root of Trust for Storagd (RTS), and access

control for multiple isolated memory regions.

1Security in Golem Network https://docs.golem.network/#/About/Security visited on
04/Jun,/2019.
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The RTM], at the lowest privilege level, generates trustworthy evidence about
the state of a system [76]. In the case of [SGX] provides evidence about the
enclave’s memory layout, not about the system outside of the enclave memory.
[SGX[s enclave development model helps by securing sensitive parts of user-level
applications [75]. Enclaves can prove their identity to verifier entities who require
evidence before proceeding to execution. Therefore, SGX]is a decent [TEE] solution
for application developers.

Other than the [SGX] instruction set, the [SGX] SDK includes [SGX]| drivers,
architectural enclaves and [SGX]| trusted libraries. Intel actively improves the SDK
and plans to add more instructions in [SGX] Version 2. [SGX] together with SDK, is an

ever-evolving software technology that provides a pratical understanding of a [TEE]

3.4 Remarks on TRE: the Abstract Concept and
the Practice

Trustworthy Remote Entity refers to a system (an entity), running in a remote
location to its participants and offers some way of trustworthiness; in short, it
is called TRE. TRE is a concept of a verifiable TTP, first-time introduced and
specified by Andrew Paverd [92]. Prior to our work, there was only one practical
prototype of TRE based on [TPM] We implement a more advanced, practical
prototype of TRE with [SGX] instructions, in respect to its initial design principles.
In this thesis, we present a very detailed review of Paverd’s TRE, renaming it to
based TRE. As we call our prototype based TRE, (in other words, a
verifiable TTP with , TRE becomes a more abstract concept. The abstract
TRE concept that Robin Ankele [3] uses refers to a TRE nearly equal to an enclave
with TRE capabilities, based on our SGXlbased TRE prototype. Together with
our [SGX}based implementation, the concept of TRE became more abstract. Up
until our work, TRE was associated with the TPM}based implementation only. The
work on [SGX}based TRE presented in this thesis was also used by Robin Ankele,
while we have done some collaboration. We considered using multiple TREs in a

larger setting. Their work takes our [SGX}based TRE, and extends it with more
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privacy-preserving capabilities. Their thesis is orthogonal to our work and goes in a
different direction with their novel contributions on privacy-preserving data analysis
and data release. The first protype of the based TRE [2], implementation and
the measurements are done by the author in this thesis (and related publications),

and contributions are claimed within the thesis.

3.5 On Building TRE with SGX

Once a TRE is built on a trusted hardware, any data silo [93] 94] or application-
specific code and privacy-preserving algorithms can be placed into the related
component, and perform the computation for large number of participants.

In addition to Paverd’s TRE [92], similar approaches using trusted hardware
have been suggested. Koeberl et al. |95] propose a conceptual approach in which a
generic compute provider, supported by a[TEE] provides trust brokerage between
different data providers. In particular, the [TEE| can apply privacy-preserving

operations and filters on the intermediate data. Another study was proposed by

Kim et al., deploying network applications on [Trusted Execution Environments [96],

implemented a prototype on OpenSGX [97] demonstrating the use of as
a middlebox. Their work includes several case studies in general aspects and
secure execution of shared code.

Moat[98], 99], a tool to formally verify the confidentiality properties of
applications, may be used to verify properties of the TRE with reduced [TCB]

Atamli-Reineh and Martin [100] explored different schemes for the software
partitioning for [SGX] enclaves, partitioning a trusted application into multiple
[TEEE, and showed that the choice of partitioning scheme has an impact on
security and performance.

The next section gives readers an understanding of the TPM}based TRE and
discusses a potential SGX}based implementation. The background presented here
helps to understand Chapter [4] presenting a TRE built on [SGX]
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3.6 Review of TPM based Trustworthy Remote
Entity

Trustworthy Remote Entity (TRE), introduced by Paverd [92], is a remotely
verifiable system with computational and communication abilities; it uses TPM
to implement its attestation capabilities. The TRE is defined and described in
his PhD thesis, including several publications. TRE is mainly placed between
two mutually untrusted parties and solving the problem of blindly relying on a
Trusted Third Party. Paverd’s TRE comes with an attestation protocol (Final State
Attestation as he defines) that allows parties to verify the software running in a
remote entity. His definition of an ideal TRE is trustworthy, even if it is operated by
someone adversarial. However, he assumes that adversaries are rational in respect to
gain/cost trade-off in performing the attack. Trustworthy means that once a system
(implemented to serve as a Trustworthy Remote Entity) is attested for a certain
behaviour, it will continue to act as it promises. Paverd explains this assumption
further as an attestation-based trust to create the Final State Attestation protocol,
we revisit in Section [3.6.1.2] The attestation-based trust is presented as offering
better guarantees than identity-based trust. The adversary definition and adversary
model of Paverd is relatively weak. Under his assumptions, it provides better
security guarantees. We address a stronger adversary in this thesis.

One important challenge is; does allow one quoting at a time. In a case
where 'many’ users must verify the trustworthiness of the TRE, the attestation
subsystem has to handle the quoting in a special way that TRE can support large-
scale application use cases [92]. This topic is discussed in the remote attestation
section with Final State Attestation protocol, where the TRE is quoting once and
proving that it did not change its own state since the last quoting.

Nearly each trusted execution technology offers all the following features in
hardware or via software-based solutions; platform integrity, secure storage, isolated

execution, device identification, and device authentication. These points are essential
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to build a fully functional TRE, and how they relate to the architecture of TRE

is revisited in the future sections in detail.

3.6.1 Design Challenges

The concept of TRE starts with the question, why should participants trust TRE?.
The key point is that TRE is not a Trusted Third Party that the parties blindly
trust. TRE provides solid technical guarantees that it is trustworthy:.

Usually, in a computing system, we do rely on the fact that the instructions
of processors are implemented correctly, and we trust the manufacturer of the
processor. The root of trust is not an unknown entity. It comes from processor

vendors, such as Intel or ARM, which we have trusted for decades.

3.6.1.1 Identity-based Trust

Most current systems use identity-based trust, e.g., by using digital certificates that
identify the participants. Identity-based trust does not provide any guarantee about
operating unhindered and does not give any information about the good behaviour
of the entity. In identity-based trust, an honest but curious (HBC) adversary can
perform some actions that other parties cannot detect. Entities using identity-based
trust include provisioning (question of which one) and operator (question of who

operates it) information. TTPs rely on identity-based trust.

3.6.1.2 Attestation-based Trust

In attestation-based trust, the entity is trusted as the state of the system (question
of what it actually is) is known. The relying parties have the ability to describe
the prover entity fully. TRE is designed to rely on attestation-based trust. TRE
overcomes the scalability challenges of attestation-based trust with Final State

Attestation protocol.
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3.6.2 Different Architectures

Paverd built a [TPM}based TRE on a x86 machine with [TPM] as bare-metal, single
function, event driven. It has no internal isolation between components, and TRE
provides integrity-protected measurement of all execution using the [TPM] 1.2.

In a client PC, trust decision about all the executed software is not feasible.
Therefore, reducing the [TCB]Jis a challenge for the TRE architecture. TRE solves
this by removing all unrelated components and running the trustworthy software
as the only software and as [TCB]

For memory protection against Direct Memory Access, TRE uses Protected
Memory Regions. However, the TRE solution with [TPM]is still vulnerable to several
types of hardware attacks, such as reading or modifying data on the memory bus.

TRE has two backup mechanisms as, online and offline backup [92]. Offline
backup is done for the same platform, and the online backup is made for the different
TREs. A backup can only be used by a TRE that is in the exact same state as
the TRE when the backup was created. This method preserves privacy and secrets.
The secret data silo can only be processed by a TRE which is in a certain state.
These methods are implemented by relying on [PCR] values.

There are four different potential TRE architectures that are also proposed [92];
Linux-TPM, VM-vTPM, ARM TrustZone and Intel [SGX] In detail, the TPM}based
solution provides similar functionalities as the x86-TPM solution. ARM TrustZone
does not give any remote attestation module by design; therefore, [TPM] is assumed
to be included in secure world of Trust Zone. Intel [SGX]solution is potentially
the best architecture solution in terms of the additional security benefits, reduced
[TCB] size, CPU performance and attestation capabilities.

x86-TPM TRE prototype implementation has the same principle as exoker-
nel |101], has no isolation between the components and all functionalities are
mandatory to build up the TRE. The Linux-TPM is running the TRE software
as an application on the OS. Running a TRE application on an OS causes a
potential issue; full OS kernel is included in [TCB]| where most of the functionality
of OS is not necessary for the TRE.
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3.6.3 TPM-based TRE Benchmarking

Benchmarking is performed [92] by considering [TCB| size in terms of lines of
code and measuring the computational performance in terms of signature and
verification, and also for GET operation in DLMS-COSEM (Device Language
Message Specification). By definition, ISO OSI model DLMS is Data link layer
and COSEM is the presentation layer.

Binary attestation is used in all previously proposed TRE architectures [102].
It aims to minimize the [TCB]|size and comes with the requirement of establishing
an attestation-based relationship. Therefore, reducing [TCB] size is an important
evaluation criterion in TRE design. On the other hand, computational performance

is the second criterion for scalability, and it does not affect trustworthiness.

3.6.3.1 TRE TCB Size

In overall x86-TPM TRE prototype has 24,719 lines of code; as the core TRE
functionality is 2.9 % of the [TCB], and the attestation subsystem contributes to
by 0.9 % of code. The communication subsystem (24.1%) and the cryptographic
libraries including the protocols and functions (58.3 %) make up the majority of the
[92]. Communication drivers and crypto libraries do not include non-essential
features, and they are widely used & known libraries. These libraries are formally
analyzed in the past against known vulnerabilities. Since the rest of the custom
[TCB]| code is relatively small, the full formal verification becomes easier.

In the potential x86-SGX architecture, [SGX|is used to be the root for trust. The
communication subsystem is not included in [TCB| and is provided by an untrusted
OS. In addition, the [TPM]driver and attestation subsystem can be removed from

[TCB}, because Intel’s mechanism provides the attestation functionality by using

the [Quoting Enclavel Also, the [SGX] driver does not affect the trustworthiness;
the [SGX] driver is out of the [TCB| by design. The malicious driver of [SGX| in

an untrusted OS does not provide any benefit to the adversary. Therefore, the

advantages of the architecture may reduce the by at least 30 %. In
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addition, [SGX] would provide much stronger security guarantees by having the

encrypted memory execution for enclaves.

3.6.3.2 TRE Computational Performance

TLS handshaking is a computationally expensive cryptographic operation. Therefore,
the first benchmark was done by measuring the time taken for the creation and
verification of signatures. The second evaluation is the amount of time spent for
performing a single DLMS-COSEM request and response. This GET operation is
performed in all communication in the custom TRE application.

Paverd made the computational performance comparison between x86-TPM
bare implementation and partial Linux-TPM prototype, also including different level
of optimisation flags as -02 and -03. The performance of Linux-TPM based TRE
implementation was better than x86-TPM based TRE implementation (bare metal).
The memory operations for x86-TPM TRE was included as in assembly language.
Linux-TPM uses memory management functionalities provided by host OS, therefore
the [TPMlbased TRE is around 8 % slower than Linux prototype. Paverd also
mentioned that if the Linux prototype is restricted to use the memory operations,
then the performance of both implementations would be virtually identical [92].

Optimised memory operation functions (e.g., memcpy and memset) cost approx-
imately 2.300 lines of code more on [TCB]size, therefore trade-offs must be evaluated
depending on scale and use case. These trade-offs exist with other [TEE}based
solutions such as x86-SGX TRE and VM-VTPM architectures.

For the DLMS-COSEM GET operation, the benchmark is performed to send and
receive a request-response pair. Each pair is required to set up a TLS connection.
This benchmark is showing that how many application-specific operation TRE
can support per second. The processor type was same in the experiment, however
different SSL/TLS libraries are used and compared the x86 and Linux prototypes
of TRE. Due to memory operation, parallel processes, optimised network driver by

OS and similar benefits of Linux OS, the prototype was 37 % slower.
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Using MatrixSSL instead of mbed TLS library allows three times more number
of operations per second, however, MatrixSSL adds 9,000 lines of code to the
[TCB|] Thus, the experiment clearly indicates the trade-off between size
and the performance [92].

In the overall performance evaluation of the smart grid application with x86-
TPM based implementation, TRE requests the latest measurements from the clients
and requests a bid, including the price information for the next period. TRE
evaluates and notifies the client/consumer about the DSM’s decision about a given
bid. The slowest implementation was the x86-TPM prototype, and it is able to
perform a minimum of 40,000 DLMS-COSEM operations in 30 minutes. In terms
of request-response pair, it can support at least 20,000 individual consumers. There
are several potential optimisations and other ways of implementation to increase

the number of supported consumers.

3.6.4 Concepts of Trustworthy Remote Entity

If one asks the question of Yao’s Millionaires’ Problem [103], one of the first ideal
solutions everyone claims is using an authorised third party for decision making.
However, relying on a different entity is not acceptable as it is open to leaks
of private information. If there was a way to make an independent entity only
do certain tasks and prove its own state while it protects secrets and does not
know about the processed data itself, the trustworthy remote entity comes into
discussion. Recent studies [92, [104] showed that it is possible to deploy a TTP with
trustworthiness properties on trusted hardware using trusted computing concepts.
Trustworthiness comes with the given ability to decide on the level of trust and
verify the state of such a system.

One of the main concepts [92] a trustworthy remote entity relies on is remote
attestation. This concept is used to consider one entity as prover and possibly
many others as verifier, where the prover entity would report its own state to any

verifier on demand, so it only fulfils the intended behaviour.
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Secondly, for integrity checks, the trustworthy remote entity’s behavior [92]
is isolated from any potentially malicious injections. Therefore, it is possible to
rely on a state of a trustworthy remote entity once it is attested, as it will not
change its behaviour into an unknown state.

Third, confidentiality is also provided within a trustworthy remote entity, in
that no data is visible to any entity. In trusted execution environments, some
technologies may support encrypted execution in certain parts of memory. This
means certain operations running secure memory pages would not be visible to
any entity. This provides the same confidentiality level of encrypting exchanged
data because it is not possible to break the memory encryption mechanism of
trusted hardware in a rational way.

All these concepts are assumed to be provided by an ideal Trusted Hardware,
where the trustworthy remote entity was previously deployed using an external
chip by Paverd, [92] and also deployed on Intel’s technology recently
reported to support this current research |[2].

The concept of a trustworthy remote entity was also named as a compute
provider and middle-box in some other studies. However, as trustworthiness is
the crux, we keep using this name as it describes what the entity is in a clear
way. Overall, the Trustworthy Remote Entity(TRE) still needs maturity in the

context of secure multi-party computation problems.

3.6.5 Architectural Blocks on Trusted Hardware for TRE

In order to build a trustworthy remote entity, there are several functional blocks
that have clear borders from one to other. Recent research showed that certain
architectural blocks are compulsory, and some others could be used on demand.
The concepts of trusted computing and the properties of an ideal chip have
been reported in the literature for many years. The literature review in Chapter
explains this further in a detailed background.
The trustworthy remote entity may act as a centralised communication point

for several distrustful parties. Therefore, communication infrastructure is a key

Confidential Remote Compting



3. Related Work 58

element in architecture. All communication channels must be encrypted, and for
cryptographic functionalities, libraries need to handle the operations, such as key
exchange, protocols, signature and verification. Reporting and attestation are other
core blocks that need to be explored. The trustworthy remote entity reports its
own state to parties relying on them. This brings the functionality for measurement
of the current software running in an isolated environment. These are the blocks
that have to be included in every trustworthy remote entity.

The optional blocks, depending on the use case, are the computational and
privacy-preserving blocks. The computational blocks may perform max, count or
compare operations. The privacy-preserving blocks are aggregation, anatomisation,
permutation, generalisation, suppression, perturbation, replacement, differential
privacy and privacy budget blocks.

Although more in a lower level of the process of building a trustworthy remote
entity, it is essential to use the system resources efficiently. In the case,
one core limitation |105] was the quoting, which takes approximately 700 ms,
therefore, it was important to optimise the quoting operation for large-scale use.
In the [SGX] case, there is a limitation on the amount of memory that can have
encrypted pages. A certain encrypted and isolated memory area refers to enclave,
and the number of enclaves used is a different issue too. While running many
enclaves concurrently, a busy enclave may affect another one and assigning certain
functionalities to an enclave is another important point. It is crucial to classify
through additional experiments and validity studies - the functions, such as how
frequently they would be called when included in the enclaves. Also, how big a
function and how much memory it requires for a certain operation is important
for this trade-off. In the worst case, very frequently calling a large function with
consumption of a large memory area should not be included in the same enclave
as less memory consumption less frequently called functions because each call of

that tiny function enclave’s performance is slowed down by the enclave’s properties

altogether. Also, in terms of a [Trusted Computing Base] size discussion, splitting

the functionalities into different isolated execution environments is a better method
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as, if one enclave included a vulnerability, it would not affect another one directly.
This topic involves the internal structure of a single trustworthy remote entity.
In a higher level of abstraction, there might be multiple trustworthy remote
entities in a distributed or pipelined setting where each entity is assigned to a certain
task. This could be because of handling larger scale applications, in terms of the
number of participants or amount of processed data. A countrywide election system
may require a mesh network of entities, or a genomics case under a set intersection
primitive could be solved by pipelined entities. Each type of trustworthy remote
entity would act as a different block in this approach. Therefore, it is important

to know how the external structure would form.

3.7 Closing Remarks

We presented the related work for the thesis and the remaining chapters. The
review of the previous TRE implementation in Section is relevant to the next

chapter as we will build a similar system with [SGX] instructions.
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The theoretical construct of a Trusted Third Party has the potential to solve
many security and privacy challenges. In particular, a TTP is an ideal way to
achieve secure multiparty computation — a privacy-enhancing technique in which
mutually distrusting participants jointly compute a function over their private
inputs without revealing these inputs. Although cryptographic protocols exist
to achieve this, their performance often limits them to the two-party case, or to
a small number of participants. However, many real-world applications involve
thousands or tens of thousands of participants. Examples of this type of many-party
application include privacy-preserving energy metering, location-based services,
and mobile network roaming.

Challenging the notion that a trustworthy TTP does not exist, recent research
has shown how trusted hardware and remote attestation can be used to establish a
sufficient level of assurance in a real system such that it can serve as a trustworthy
remote entity (TRE). We explore the use of Intel , the most recent and arguably
most promising trusted hardware technology, as the basis for a TRE for many-party
applications. We first compare [SGX| to previous technologies and point out new
subtleties that influence the design of SGXlbased trustworthy systems.

Using privacy-preserving energy metering as a case study, we design and

implement a prototype TRE using [SGX] and compare its performance to a previous

system based on the [Irusted Platform Module, Our results show that even

without specialised optimisations, [SGX| provides comparable performance to the
optimised [TPM] system, and therefore has significant potential for large-scale
many-party applications.

In this chapter, we analyse the [TPM}based TRE, create the system and
adversary models for SGXlbased TRE, and we define the security and performance

requirements. Part of the content presented in this chapter is published in |2} 4].
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4.1 Ideal Verifiable Trusted Third Party

An ideal Trusted Third Party is a theoretical construct used to describe the ideal
solution to many types of security and privacy challenges. It is assumed to be an
entity that is universally trusted by all participants, without having to provide
any evidence of its trustworthiness. As the definition of TTP can vary depending
on the application domain, some may not be universally trusted, and some TTP
may also be required to provide evidence of its trustworthiness before use. Secure
multiparty computation is a well-known example of a class of problems that could
be solved using a TTP. As introduced by Yao [103], a multiparty computation
problem consists of two or more participants, each holding some individual input,
who wish to compute some function over their inputs jointly. However, since the
participants are mutually distrusting, they do not want to reveal their private inputs
to one another. Suppose some third party exists who is trusted by all participants.
In that case, the ideal solution to this problem is for each participant to send their
individual inputs to the third party, which can compute the function. Although
the use of TTPs is inevitable in some real-world applications (e.g., certification
authority), conventional wisdom calls for solutions that avoid them, since they
are assumed to be difficult to realize. Consequently, researchers have proposed
numerous protocols for achieving different types of secure multiparty computation-
based cryptographic primitives such as oblivious transfer [106] and homomorphic
encryption [56]. However, with current techniques, these protocols have significantly
worse performance (due to computational and network overheads) than the ideal
case using a T'TP. In particular, these performance constraints often limit these
protocols to the two-party case, or to some small number of participants. However,
a large class of real-world applications involve thousands or tens of thousands of
participants. We refer to these as many-party applications.

Many-party applications. Many-party applications can often be modelled as
communication systems, in which many mutually distrusting participants [4] wish

to communicate with each other without diminishing their privacy. For example,
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users of a location-based service (LBS) may send their locations to a service to
receive location-relevant information, but this diminishes their privacy. Similarly,
in the smart energy grid, the fine-grained energy consumption measurements from
smart meters could be used to infer personal information about consumers and
profile their behaviour. Communicating this information to the service provider is
necessary for the smart grid to function, but it also diminishes users’ privacy [107,
108]. In both cases, privacy-preserving operations could be performed on the
communicated information to hide individuals within a group: In the smart grid,
measurements could be aggregated over multiple consumers [107} 109], and in LBS,
the user’s location could instead be reported as an area containing multiple other
users (i.e., location cloaking [110]). In both of these cases, these groups could
contain many participants (e.g., thousands or tens of thousands). The fundamental
question is, therefore, how to perform these privacy-preserving operations securely
at the required scale. Current cryptographic approaches do not provide sufficient
performance for these many-party applications.

Trustworthy Remote Entities. Challenging the conventional wisdom regard-
ing TTP, various research efforts have shown how trusted hardware and remote
attestation can be used to establish the trustworthiness of a remote system, to the
extent that it could serve as a TTP. Paverd et al. [92, 109] proposed the concept of
a trustworthy remote entity (TRE). The TRE is essentially a TTP that provides a
very high level of assurance of its state and behaviour, thus making it trustworthy
rather than simply trusted. In a many-party application, the TRE is situated as
an intermediary in the communication paths between participants and performs
privacy-enhancing operations on the communicated information. For example, in the
energy metering scenario described above, the smart meters communicate directly
with the TRE, which performs privacy-preserving operations (e.g., aggregation [111}
112]) on the sensitive energy measurements. Any participant who individually trusts
the TRE can take part in the communication without loss of privacy. The principal
requirement is consequently to provide all participants with sufficient evidence of

the TRE’s state and behaviour for them to make informed trust decisions. This is

Confidential Remote Compting



4. Scalable Many-Party Computations on SGX Enclaves 60

achieved using remote attestation. In their implementation of the TRE, Paverd et

al. [92 1109] used Intel [Trusted eXecution Technology| and the [Trusted Platform|

Modulel as the basis for this remote attestation.

4.2 System Model and Requirements

This section presents a basic system model of a many-party application. We
then define our assumed adversary model and list the security and performance
requirements for a TRE in this context. As we previously clarified in Section [3.4],
we conceptualise the term TRE and use [TPM}pbased TRE and [SGX}based TRE to
refer to practical implementations. We use the following system model to realise

the implementation of TRE on [SGX] in Section [4.5]

4.2.1 System Model

Fundamentally, a many-party application consists of a set of participants P =
{p1,p2,...pn} each of whom holds some sensitive information s,. The overall
objective is to compute some function, f(sp1, Sp2, .- Spn), over all participants’ private
inputs. In the most challenging case, these participants may mutually distrust one
another, and thus do not wish to reveal their sensitive information to one another.

All participants use remote attestation to ascertain a common TRE’s current
state and behaviour. The exact mechanisms used by the participants to verify
the attestation are beyond the scope of this work. However, they could include
security audits or formal analyses of the attested software, either undertaken by
the participants themselves or by an entity they trust. The attested and analysed
code here is assumed to be public in this part and chapter of the thesis. In contrast,
Chapter [5| considers case studies with private portions of the system. Through this
process, the participants ascertain the current state and behaviour of the TRE.
Having received this strong assurance that the TRE will not divulge or misuse their
information, participants send their information directly to the TRE. The TRE

can then compute the required function securely and efficiently.
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Figure 4.1: Concept of Trustworthy Remote Entity

4.2.2 Adversary Model

In the above system model, the aim of the adversary A is to learn the secret
information s, of any of the participants. We assume A has full control over the
TRE’s platform. This means that A is capable of loading and executing arbitrary
software, modifying the OS and other system software, and/or modifying the
pre-OS components (e.g., bootloader) of this platform. Since A also has physical
access, he may add or remove hardware components, reset the platform, and exploit
any software or hardware side-channel attacks. Adding or removing hardware
components means that the communications between the CPU and RAM can be
visible. We consider reading the main memory. However, we do not consider where
a powerful-adversary targeting the CPU caches, registers, or attacks involving
with interfering with the CPU package. We assume that the CPU is physically
secure and the CPU instructions can operate as specified. We do not consider the
micro-architectural attacks against the CPU package. Side-channel attacks can
contain a wide spectrum of attacks; we do not consider the side-channel attacks
based on power nor targeting the CPU in this threat model. We consider the
controlled side-channel attacks based on reading the memory pages. We assume
that A has full control of all communication channels, and thus also has all the
capabilities of the classical Dolev-Yao network adversary. In other words, we intend
the TRE to be trustworthy even if the TRE’s operator is malicious.

In many-party protocols, the correctness of the TRE’s output naturally depends
on the correctness of the inputs provided by the participants (i.e., members of

P) or whether the TRE has mechanisms for detecting invalid inputs. Although
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this is an important consideration, it mainly depends on the specific type of
applications and protocols in which the TRE is used, and is thus beyond the

scope of our present discussion.

4.2.3 Security Requirements

Although the overall many-party application may have numerous security require-

ments, we consider the following requirements, which are applicable to the TRE itself:

o« Computation Confidentiality: The TRE’s internal computation must
not be observable by any other party. No external entity should be able to
observe or interfere with the computation performed by the TRE. Since it is
assumed that the adversary has physical access to the platform, any sensitive
information written to memory must be encrypted, the confidentiality and
integrity must be protected from untrusted software on the same platform.

o« Computation Integrity: Similarly, the TRE’s computation must be pro-
tected from interference or manipulation by external sources. If the system
includes any untrusted components, these first two requirements imply that
TRE’s execution must be isolated from the untrusted components.

o« Communication Confidentiality: TRE requires a secure channel to
communicate with other entities. The content of these messages must not be
revealed to any other party.

o Communication Integrity: Similarly, the secure channel must have integrity
protection. Communication between the TRE and other parties must be
confidential and integrity-protected.

o Strong Attestation: The root of trust used for attestation must be trusted
by all parties. The attestation must be unambiguously linked to the communi-
cating entity (authenticity) to avoid masquerading attacks, and must convey

the current state of the system (freshness) to prevent replay attacks.

Since the TRE’s role is to perform privacy-preserving operations, various privacy

requirements apply. However, these have been discussed previously [4], and are
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beyond the scope of this chapter, since they apply to the specific operations
performed by the TRE.

4.2.4 Performance Requirements

In almost all cases, the application domain in which the TRE is used gives rise
to performance requirements. As an intermediary in the communication between

participants, the following performance metrics are applicable to the TRE:

e Scalability: The overall rate at which the TRE performs privacy-preserving
operations must be sufficient for the application.
o Latency: Time taken for each individual operation must be feasible for the

application.

The TRE must fulfil these requirements. The application domain sometimes
places hard constraints on these performance parameters. For example, the smart
energy grid application places hard requirements on the rate at which privacy-
preserving operations must be performed (e.g., each smart meter must produce
a measurement every 30 minutes [109]). The overall rate at which the TRE can
communicate with smart meters and process their private information determines
the number of smart meters that can be supported by a single TRE (i.e., the
TRE’s scalability). Similarly, each individual interaction between the TRE and a
smart meter must meet the latency requirements of the communication protocol

to avoid timeouts.

In order to implement a TRE on trusted hardware, we begin with a detailed
analysis of available hardware products in different families. We find that [SGX]is
the ideal for our goals, and we provide the first and the most comprehensive
performance metrics of [SGX] features required for applications with a high number
of participants. We map the TRE functionalities into the [SGX}based enclave

programming paradigm with the partitioning approach. As opposed to [TPM}based
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TRE, we split the new architecture into the trusted and untrusted parts, which
helps us to reduce the [TCB]|size. We implement the TRE with privacy-preserving
operations for the smart grid use case. We demonstrate the generic architecture
template and the network communication flow for remote attestation. Finally, we

present our findings in comparison with [TPM}based TRE.

4.3 Comparing Trusted Hardware

In this section, we compare current trusted hardware technologies with respect to
the requirements defined in the previous section. Specifically, we consider Intel [TXT]
(with [TPM)), ARM TrustZone, and Intel [SGX}| shown in Table Although these

hardware technologies are completely different, we attempt to systematise their

features in respect to our requirements. The following Sections [4.3.2 4.3.2] 4.3.3|

are in line with the requirements listed in Section [£.2.3] The Section is based

on the requirements of Section [£.2.4, We conclude the section on choosing a
[TEE in Section [4.3.5]

4.3.1 Secure Computation

All three technologies can be used to protect the confidentiality and integrity of
the TRE’s computation against untrusted software running on the platform. In
[TXT], the platform transitions into a secure state through a partial CPU reset,
which protects against any previously executed software. A subset of the [TPM[s
[PCR] is also reset in order to record the state of the platform after the reset. In
TrustZone |113], secure computation can be performed in the secure world, which is
isolated from the normal world in which the platform’s main OS and applications run.
Normal World software can communicate with the secure world through well-defined
interfaces, but cannot observe or influence the behaviour of secure world software.
Similarly, an [SGX] enclave can be used to protect the confidentiality and integrity of
data, and the integrity of the computations on this data, as explained in the previous

section. Against a stronger adversary who has physical access to the platform and

can read the platform’s memory, [TXT] cannot achieve secure computation, since
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this adversary can read and modify confidential data in memory. Depending on
the platform configuration and the trusted OS, a TrustZone system may be able to
withstand this type of adversary by mapping the secure world’s memory to physical
memory within the CPU package (i.e., on-chip), which is assumed to be significantly
more difficult for the adversary to access. [SGX] provides the strongest guarantees

by encrypting all enclave memory before it leaves the CPU boundary.

4.3.2 Secure Communication

By default, neither nor TrustZone provide a mechanism for establishing a
secure communication channel (i.e., confidentiality and integrity protected) with
the trusted componentsﬂ In these cases, the trusted component must itself include
secure communication functionality (e.g., by including a cryptography library any
required protocols). In contrast, the Intel trusted libraries included with

support key exchange and thus channel establishment using the SIGMA protocol.

4.3.3 Strong Attestation

Utilising the [TPM], a [TXT}lbased system can provide strong attestation of its

state and behaviour to a remote verifier. The platform firmware itself provides

the [Root of Trust for Measurement| In contrast, TrustZone does not provide a

default attestation mechanism. However, some trusted OS vendors have recently
introduced key provisioning techniques for trusted applicationg? offers full

remote attestation functionality for all enclaves.

4.3.4 Performance

In general, a discrete[TPM]is a relatively low performance co-processor. For example,
micro-benchmarks have shown that a requires on average 700 ms to perform
a single quote operation, which is required for remote attestation. In typical [TPM]
applications, the prover only performs a single attestation or a very small number

of attestations. For example, in network access control, a system wishing to join

!Although in TrustZone systems, this may be provided by the trusted OS
’https://www.trustonic.com/products/kinibi
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the network attests its state to the network controller only when it attempts to join
the network. However, the TRE inverts this relationship in that a single prover
must be attested by a (potentially large) number of verifiers. By comparison, in
TrustZone and [SGX] these type of operations is performed on the main CPU, and

thus do not incur the same performance penalty.

4.3.5 Choosing Trusted Execution Environment

[TPM}based TRE deployment does not have memory protection. If an adversary
is capable to simply read the memory, private information will be leaked. Ideal
TRE on [TPM] runs as bare metal, single function. While this kind of deployment
has advantages, such as verifying the overall system state or using the Final State
Attestation protocol, there is also a disadvantage as having no isolation between the
components. Therefore, a vulnerability in one component would compromise the
entire system. Another possibility is to deploy a TRE based on ARM TrustZone,
however this requires a software-based attestation mechanism in the secure world.
Also, TrustZone supports only one secure world by hardware; it provides a separate
memory region but no memory encryption for the user-level applications as listed in
Table Intel’s SGX] is capable of performing strong attestation with CPU-based
performance and encrypted execution in memory pages. Therefore, we mapped

the necessary functionalities to the instructions provided by [SGX]|

4.4 Benchmarking SGX

As[SGXJappears to be the most suitable of the current trusted hardware technologies,
we performed a series of micro-benchmarks to establish the baseline performance
of the basic [SGX| operations required for the TRE. We explain the measurements
in this section.

The results of these benchmarks are shown in Table [1.2] For each operation, we
varied the combined enclave stack and heap size, since our preliminary experiments

indicated that it is this overall size that has an impact on performance.

3TPM itself has no RTM, solutions need |SRTM| or |DRTM|/Late Launch for measurement.
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TPM SGX TrustZone

Type External in CPU in CPU
Performance Slow Fast Fast
Price Cheap Fair Fair
Environment Co-Processor Enclaves Secure World
Development Fair Fair Fair
Secure DRAM N/A Yes N/A
Private Memory No No Yes
Isolation Limited Yes Yes
Architecture Single Multiple Single
Trigger with Drivers Drivers/APIs | Autonomous
Initialisation Ownership BIOS First
Attestation Yes Yes No

is RTM Nd’| Yes No

is RTR Yes Yes No

is RTS Yes Yes Yes

Table 4.1: Features and functionalities of hardware TEE alternatives for building TRE.
Fast quoting for remote attestation, memory encryption capability, isolation guarantees
and measurement capabilities are crucial.

All benchmarks were performed on an [SGX}enabled Dell Latitude E5570 laptop,
with an Intel Skylake Core i7-6600U 2.60 GHz CPU, running Ubuntu 14.04 with
the 2016-06 public SDK. The platform’s Enclave Page Cache (EPC) was
set to 128 MB.

The first measurement shows the cost of creating an enclave using either 20 kB
or 5 MB of memory. This operation would only be performed very infrequently, and
will not have a significant impact on the TRE’s performance. As expected, enclave
creation time increases as the size of the enclave’s memory increases, due to the
fact that the enclave’s pages are measured during initialization. The second, third,
and fourth measurements show the cost of various steps in establishing a secure
connection between the TRE and a relying party, and attesting the TRE. These
must be performed at least once per relying party, but, depending on the application
protocol, may be performed more frequently (e.g., in cases where it is infeasible
for the TRE to maintain concurrent connections with all relying parties, or where
relying parties may be periodically reset). The second measurement shows the cost

of initializing a remote attestation session with a single relying party. The third
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Operation Lines of | Binary | Stack Heap Mean Std.
Code Size (ms) Dev.

(kB) (ms)

1 | Enclave Create 240 132.7 41161\/1[{]]33 411 IK/]EB 26067522 2322
2 | Enclave Create 240 132.7 le IK/?B 41161\/1I{BB 326281 gggg
s | Bucove Crowe | 130 | szng | LKB__[ 1018 005 [ 0dss
P O KO o - 0
I e e —
o | Momtoeet |90 [T N yyn 1%
7 | Enclave Destroy 240 132.7 3161\}[{]]33 le lli/][gB (1)1;2 gggg

Table 4.2: The full list of measurements of basic SGX operations (average and variance
over 100 runs).

measurement shows the cost of generating the first message of the Diffie-Hellmann
key exchange. The fourth measurement shows the longest operation, which includes
both quoting and key exchange operations for the SIGMA protocol.

For completeness, the final measurement shows the cost of destroying an enclave,
although this is not a frequent operation.

We identified the following operations as necessary to build a TRE:

« creating and destroying an enclave; in Tables [4.3] [4.4] [4.5] [4.6]
« initialising remote attestation; in Table [4.7]

« generating key exchange messages to establish a secure channel; in Table [4.8]

« generating the quote and performing the associated SIGMA protocol opera-
tions; in Table [4.9]

In order to determine which independent variables have an impact on these

operations, we developed a test suite to perform the following benchmarks:

e Memory size: We configured two enclaves to use either a maximum of 20 kB
or 5 MB of memory. These maximum sizes are defined in a configuration file

and used during the compilation of the enclave.
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20 Kb 5MB
ECREATE Mean : 3.06611 ms | 46.72217 ms
Standard Deviation | 0.48865 ms | 7.98859 ms
EDESTROY Mean : | 0.11633 ms | 1.15821 ms
Standard Deviation | 0.06037 ms | 0.10399 ms

69

Table 4.3: Costs of Creating and Destroying FEnclaves with different Stack+Heap Sizes

o Stack and heap size: We split above mentioned 20 kB and 5 MB memory

into various combinations of stack and heap (e.g., 4 kB heap and 16 kB stack,

16 kB Heap and 4 kB stack, 1 MB heap and 4 MB stack, or 4 MB heap and

1 MB stack).

. Size: We varied the amount of code included in the enclave.

In

one example, the enclave included 240 lines of code (together with trusted

interfaces generated by the SDK) and core trusted libraries. The

binary size of this enclave is 132.7 kB as in a shared object (.so file). The

second enclave has 1370 lines of code, including the trusted interface, and its

binary size is 827 kB. This second enclave includes cryptographic and key

exchange libraries, which result in a larger binary size.

A small test application performs the following instructions:

ECREATE: Creating an enclave, initialisation of memory pages.

ECALL: Function calls from the untrusted part to the trusted part. Optionally

it may return some data.

EEXIT: Destroying the enclave at the end.

We did not consider calls made by the enclave to the untrusted environment

(i.e., OCALLs) since these are not used in our TRE design.

4.4.1 Evaluation of Benchmark Results

Table shows the measurements of seven different enclave configurations, for

different values of the above variables. We used the same Ubuntu 14.04 running on

Intel Core i7-6600U CPU for these benchmarks. The mean values are computed

over 100 runs for each measurement and show the standard deviation of these runs.
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Stack + Heap 16 KB + 4KB | 4MB + 1MB
ECREATE Mean 3.06611 ms 46.72217 ms
Standard Deviation | 0.48865 ms 7.98859 ms
EDESTROY Mean | 0.11633 ms 1.15821 ms
Standard Deviation | 0.06037 ms 0.10399 ms

Table 4.4: Costs of Creating and Destroying Enclave, 132.7 Kb Binary, 240 Lines of
TCB (without Intel SDK libs). Stack larger than Heap.

Stack + Heap 4 KB + 16KB | IMB + 4MB
ECREATE Mean 2.66708 ms 22.70152 ms
Standard Deviation | 0.30603 ms 6.88681 ms

Table 4.5: Costs of Creating Enclave, 132.7 Kb Binary, 240 Lines of TCB (without Intel
SDK libs). Heap larger than Stack.

Among other factors, this variation is due to the fact that the system under test
is also running the full Ubuntu OS in parallel with the enclaves. However, it is
interesting to note that even in the presence of this OS, the enclave’s performance
remains relatively constant between different runs.

Measurement 1 shows the cost of creating an enclave using either 20 kB or 5 MB
of memory. This gives an idea of the initial cost of setting up the enclave. The first
observation is that increases in memory size increase the time taken for this operation.
This is to be expected given that the enclave is measured when it is created.

In the second measurement, we also used 20 kB or 5 MB of memory, but we
changed memory allocation for stack and heap sizes. This row shows that usage
of stack costs more than using the heap.

The third measurement shows the impact of [TCB|size on performance. We kept
the stack and heap size as in the second row, but increased the size (i.e., added
more functionality into the enclave and imported trusted libraries). This row simply

shows that larger has a cost on [SGX] instructions. For 20 kB memory usage,

Stack + Heap 4 KB + 16KB | IMB + 4MB
ECREATE Mean 9.98613 ms 24.55805 ms
Standard Deviation | 1.65747 ms 2.15418 ms

Table 4.6: Costs of Creating Enclave, 827.7 Kb Binary, 1370 Lines of TCB (without
Intel SDK libs). Heap larger than Stack.
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Stack + Heap 16 KB + 4KB | 4MB + 1MB
RA Init Mean 0.04051 ms 0.05546 ms
Standard Deviation | 0.00428 ms 0.01291 ms

Table 4.7: Remote Attestation Init; passing Service Provider’s Public Key over Platform
Services session.

Stack + Heap 16 KB + 4KB | 4MB + 1MB
SC Init Mean 0.51133 ms 0.61101 ms
Standard Deviation | 0.05686 ms 0.08305 ms

Table 4.8: Secure Channel Init; generating key exchange message with enclave’s context.

the execution took 9.9 ms as more than using more stack. However, for the 5 MB,
the cost was increased only 2 ms from 22.7 ms to 24.5 ms which is less than the
cost of using more stack memory. This point should be explored in future work.

The fourth measurement shows the cost of initialization of remote attestation,
where the service provider’s public key is passed into enclave and platform services
are enabled. This measurement is important to show the percentage contribution
of each operation.

The fifth measurement shows the cost of generation of first message for the
Diffie-Hellmann key exchange. This message is generated over the enclave’s context
and includes a generated public EC DH key.

The sixth measurement shows the longest operation which includes both quoting
and key exchange operations for the SIGMA protocol. The quoting and secure
channel is linked to avoid masquerading attacks. This functionality is provided
by Intel’s SDK’s trusted library, for which the source code is not provided
at the time. Therefore, we are not able to split this to see the individual cost of
each function. However, we already need to use the quoting and SIGMA protocol

together in TRE, so there is no need to evaluate them separately in this chapter.

Stack + Heap 4 KB + 16KB
QUOTE + SIGMA | 33.05933 ms
Standard Deviation | 1.96837 ms

Table 4.9: Performing Quote and Generating Message for SIGMA Protocol Key
Exchange.
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The final measurement shows the cost of destroying an enclave, using the same
memory configurations as in first measurement.
Overall, the quoting operation means that the prover enclave’s context is verified

with a hardware key (available for all enclaves in the same hardware) in the

[Quoting Enclave] This first verification is also called Local Attestation. The prover

enclave first proves its identity to the [Quoting Enclave] and then the signature of

|Quoting Enclave] proves the identity of enclave to the relying party. The SIGMA

protocol includes a Diffie-Hellmann key exchange whilst mitigating the possibility
of a man-in-the-middle attack.

This basic experiment showed that [TCB] Size and memory allocation has an
exponential impact on the time taken for the above-described operations. Smaller
[TCB] size also allows formal verification to check against runtime vulnerabilities.

The second conclusion is, having higher number of enclaves does not have any
impact on the performance. Unless there is a busy enclave, one enclave does not
affect another one. Since the execution is done in the CPU, any busy thread has an
impact on all system. This evaluation shows that TRE on [SGX] can be designed
with the partitioning of the application. Having a better enclave structure, and

isolating the functionalities will give a better opportunity for formal verification.

4.5 Implementation of TRE on SGX

In this section, we describe our design and prototype implementation of the TRE
using Intel SGX] Although our system is designed for a particular application
(i.e., privacy-preserving energy metering), the majority of the design would be
typical to many other application domains. This architecture could therefore
serve as a template for using Intel [SGX] to implement TREs or similar types of
trustworthy systems for many-party applications.

The TRE’s main functionality can be divided into three main categories: (1)
establishing a secure channel to the enclave; (2) attesting the enclave and linking the
attestation to the secure channel; and (3) performing the application-specific protocol

(i.e., aggregating energy measurements over multiple consumers in the smart grid).

Confidential Remote Compting



4. Scalable Many-Party Computations on SGX Enclaves 73

4.5.1 Mapping TRE Functionality

The secure channel requires crypto libraries which can be included in the enclaves.
The communication protocol used to establish a secure channel is a software-

based task and would be the same in any other deployment. Therefore, this is

independent from a [TEE] Attestation requires [Root of Trust for Measurement
and Reporting, which is provided by hardware in a [SGX] based solution. [SGX}

enabled processors include a [Quoting Enclave] which is used to perform attestation.

Communication subsystem and network operations can be placed out of [TCB| with
and [SGX}based solution. Because the private data never leaves the enclave without
the encryption. Therefore, the messages can be transmitted over the untrusted
communication subsystem. Enclaves are isolated from each other and also from
the rest of the system. Memory pages assigned to an enclave are only accessible

and readable by that specific enclave.

4.5.2 Smart Grid Use Case

The smart grid scenario consists of a service provider (SP) e.g., the energy supplier,
and multiple smart metering devices (SMDs). Each SMD performs frequent
measurements of energy consumption (e.g., every 30 minutes) and sends these
to the SP. These fine-grained consumption measurements allow the SP to monitor
the energy distribution network and enable time-of-use (ToU) billing. However, it
has been shown that such detailed energy consumption traces can be used to infer
private information about the consumer, leading to privacy concerns [107, [108].
In this context, each SMD is a participant p € P, and the energy consumption
measurements are the participant’s private input s,. The objective of the TRE
is to protect the privacy of individual consumers whilst still enabling the overall
functionality of the smart grid.

Figure shows the core components of the TRE and interactions between
the TRE and other participants in the smart grid. In this scenario, the SP and
SMDs are assumed to be mutually distrusting of one another. Following the design

of Paverd et al. [109], the TRE is therefore placed as an intermediary in the
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Smart Metering Devices Trustworthy Remote Entity Service Provider
(SMD) (TRE) (SP)

Figure 4.2: System overview of a TRE in the smart grid

communication path between these entities. The arrows in the figure show the
sequence of communication between the SP and SMDs. The SP send requests to
the SMDs via the TRE, and the SMDs respond via the TRE.

The TRE can thus perform various types of privacy-preserving operations on
the SMDs’ consumption measurements, including spatial and temporal aggregation,

as explained below.

4.5.2.1 Spatial Aggregation

To monitor overall consumption in an area, it is sufficient for the SP to receive
the sum (.5) of the private consumption values from all SMDs in that area. This
protects privacy by hiding each individual’s contribution within the total. Although
S could be computed using cryptographic techniques, the performance overhead
would be infeasibly high due to the large number of participants. In contrast,
the TRE can compute S very efficiently, and can scale linearly as the number
of participants increases. However, the SP must trust the TRE to perform the
aggregation correctly, and the SMDs must trust the TRE not to disclose their
individual measurements. Although not included in our prototype, this spatial

aggregation could also make use of differential privacy [114].
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4.5.2.2 Temporal aggregation

In ToU billing, each participant’s bill is computed by multiplying the participant’s
consumption values for each time period by the prevailing cost per unit of energy
for that time period. In this case, spatial aggregation cannot be used because each
consumer must receive an individual bill. Instead, the TRE performs temporal
aggregation, by keeping a running total for each consumer within the TRE, and
forwarding these totals to the SP at the end of the month. This facilitates ToU billing
whilst protecting privacy because SP is unable to infer fine-grained consumption

details from the total bill, but again requires the SP and SMDs to trust the TRE.

4.5.3 TRE Operation

As shown above, the TRE can be used to enhance privacy in the smart grid if it is
trusted by the SP and the SMDs. The SP and SMDs are therefore the relying parties.
By implementing the TRE using trusted hardware (e.g., Intel [SGX)), the relying
parties can use remote attestation to establish the trustworthiness of the TRE.

Before any relying party communicates with the TRE, the relying party runs
a remote attestation protocol with the TRE to ascertain the precise software
running in the TRE enclave. In theory, it is only necessary for each relying party
to attest the TRE enclave once. However, this results in long-lived connections,
which may be infeasible if the TRE has to maintain too many connections or if
the relying parties are reset during the connection. In our implementation, we
take the most conservative approach and assume that relying parties perform a
new attestation and establish a secure channel for each message sent to the TRE
(e.g., once per 30 minutes). In reality, the performance of the TRE would improve
if longer-lived connections were possible.

However, remote attestation is only useful if the relying parties can decide
whether to trust the software in the TRE enclave. This means that the design
of the TRE should aim to facilitate remote attestation and minimize the effort

required to verify this attestation. Concretely, this calls for minimizing the software

[Trusted Computing Base] of the TRE, since this minimizes the likelihood of software
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defects, and makes the software more amenable to security audits or even formal
analysis. The TRE’s software must also be available to all relying parties, and
must support reproducible builds in order to verify that the source matches the
attestation. Intel [SGX]is, therefore an ideal trusted hardware technology for the
TRE due to its hardware-enforced trusted execution environment and remote

attestation capabilities.

4.5.4 TRE Components

This subsection describes the specific components of our prototype implementation

of the TRE, as shown in Figure .2

4.5.4.1 TUntrusted Components

The TRE consists of an enclave running on a (potentially untrusted) host
platform. The host is responsible for establishing network connections and mar-
shalling encrypted data between the relying parties and the trusted components of
the TRE. The untrusted components, therefore, include the platform’s hardware
drivers, network communication library, and [SGX| interface driver. None of these

components handles sensitive information in the clear.

4.5.4.2 Remote Attestation & Secure Channel

One of the main trusted components of the TRE is the subsystem responsible
for establishing secure channels and attesting the TRE to relying parties. Our
implementation follows the recommended [SGX]design patterns for remote attestation

and secure channel establishment. Specifically, the TRE enclave performs a location

attestation to the [Quoting Enclavel, which verifies that the TRE enclave is a

legitimate [SGX] enclave running on the same platform, and produces a quote. Using
the functionality provided by the SGX] SDK, the TRE enclave uses the SIGMA
protocol to establish a secure channel with a relying party and bind this channel
to the quote. This component, thus consists of the trusted cryptography and
key exchange libraries. Compared to Paverd’s based implementation [92,
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109], this component was significantly easier to implement due to the inclusion

of this functionality in the SDK.

4.5.4.3 Application-Specific Components

Every TRE includes trusted components that are specific to the application
domain in which the TRE is used. In this use case, the application-specific
components consist of the application logic for parsing the messages from the
SP and SMDs. In our implementation, the TRE communicates with SMDs using
the IEC 62056 (DLMS-COSEM) message specification, which has been mandated
as the communication format for all SMDs in the UK. DLMS-COSEM supports a
request-response model, in which messages are encoded as binary data, with typical
message lengths in the range of 20 to 30 bytes. In addition to the DLMS-COSEM
parser, the TRE also includes the specific privacy-preserving algorithms used in

this scenario (e.g., spatial and temporal aggregation).

4.5.4.4 Privacy-Enhancing Algorithms

In addition to the application-specific functionality, the TRE can include a library
of standard privacy-enhancing algorithms, which can be re-used as necessary for
different applications. For example, the functionality required to enforce differential
privacy [114] could be included in this component. Although not used in our
prototype, differential privacy guarantees could be applied to both spatial and

temporal aggregation algorithms.

4.5.4.5 TRE Core

The role of the TRE core is to bring together the above functional building blocks,
and to provide the trusted side of the interface between the TRE enclave and the host
platform. This component, therefore, includes the [SGX] trusted interface libraries,
as well as the trusted runtime libraries, such as the C/C++ standard library, and
the trusted memory management subsystem. Again, compared to the [TPM}based
TRE, the majority of these libraries are already available through the [SGX] SDK.
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Figure 4.3: Component diagram for the Trustworthy Remote Entity implemented on
Intel SGX.

4.5.5 Architecture Model

Figure shows the main components of our [SGX}based design of the Trustworthy
Remote Entity. In order to minimize the amount of code that must be attested and
trusted (i.e., the software trusted computing base), the overall design philosophy
was to minimize the components that are included within the enclave. Each TRE
component is therefore classified as either trusted or untrusted. Other components
in the architecture, such as the Intel Attestation Server (IAS) are trusted, but
are not on the same platform as the TRE. These are assumed to be secure. We
describe each of these components in detail below.

Relying Party: Each relying party includes some application-specific com-
ponents, as well as some common components, such as functions to establish the
secure channel and verify the TRE’s attestation. Figure 1 shows only one relying
party; however, there would be thousands or hundreds of thousands of relying
parties in a many-party application.

Untrusted Components: The untrusted components include network commu-
nication, the host application, the platform’s libraries (e.g., the C standard library)

and the [SGX]interface driver. These components are shown in orange colour and
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do not need to be trusted because they do not handle sensitive information in the
clear. Also, there are untrusted libraries and untrusted interfaces used to make
enclave calls from untrusted code to the enclave through the trusted interface.

Trusted Components: Blue coloured boxes represent the trusted components,
some of which are provided by Intel. Some of these components, such as the
trusted libraries, are closed-source and provided by Intel. However, it is assumed
that these components are trustworthy. Components that are implemented by the
TRE developer would usually be open-source, so that verifiers could inspect these
components and make informed trust decisions.

The trusted interface is used to marshal enclave calls from the untrusted
part. Interfaces are automatically generatedﬁ and represent the enclave functions
interacting with the untrusted part. We included the trusted interface in [TCB]
however the developer usually would not change the content of this interface directly,
but would instead regenerate it using the supplied tool. Also, Intel provided
Trusted [SGX] Libraries, Key Exchange Library, Crypto Library are included in
[TCB| However, the Intel provided libraries are closed source, therefore we are not
able to show the size of these libraries. Also, one trusted key exchange
[Description Language| (EDL)) file is imported in custom file. Other than the

software [TCB| components, the Intel-provided [Quoting Enclave] [Root of Trust for]
Measurement], and RTR are shown in the trusted part.

The enclave itself consists of four components; core functionality to initialize
the TRE, attestation subsystem including any method for attestation or potential
future optimizations for remote attestation, general-purpose privacy-preserving
algorithms, and application-specific algorithms.

Core Deployment: In addition to the TRE’s critical functionality, there are
several methods which are mostly SGX}related calls and cannot be changed from
one design to another. Functions such as starting platform services, initialization
of remote attestation, and generating keys for the secure channel are handled by

this core component. Passing relying parties the Elliptic Curve Digital Signature

4At compile time, the Intel-supplied edger8r tool reads the [Enclave Description Language] file
and generates the untrusted and trusted interfaces.
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msgl = ga||GID
S = gb||SPID||TY PE||SigSP(gb, ga)
msg2 = S||CMACSMK(S)||SigRL
T = ga||PS_SECURITY PROPERTY||QUOTE
msg3 = CMAC(SMKCMAC,T)||T

Figure 4.4: Intel-recommended attestation messages, with binding to a secure channel.

Algorithm (ECDSA) public key and generating the enclave’s Elliptic curve Diffie-
Hellman (ECDH) key (i.e., msgl in Figure 3) operations are also handled by
this component. Additionally, verification of attestation result is handled in
this component

Attestation: The remote attestation also includes a local attestation to the

|Quoting Enclave], through which the verifies that the prover is a legitimate

enclave running on the same hardware. The attestation subsystem follows Intel’s
recommended approach for attesting an enclave.

Application-Specific Algorithms: For the Smart Grid application, we
implemented the basic commands of the DLMS-COSEM protocol. The DLMS-
COSEM messages are 20-byte long hexadecimal data representing simply the query
and /or amount of consumption. In this prototype, the DLMS-COSEM protocol is
used for message exchange between the energy provider and TRE, and also between
TRE and smart metering devices. Initially, an energy provider company performs
remote attestation of the TRE and sends the first query asking for the consumption
data of certain areas in which smart metering devices are deployed. The responsible
TRE uses a DLMS-COSEM message to ask to all smart metering devices to report
their measurements. Before responding, each smart metering device performs a
remote attestation of the TRE. In this use case, both the energy provider company
and energy consumers (individual clients) are considered to be relying parties. In
general, each entity with which the TRE communicates should first perform a remote
attestation of the TRE to establish whether or not the TRE is in a trustworthy

state. After receiving the consumption data, the TRE performs the necessary
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Relying Party Host App Enclave incl. Trusted Libraries Intel QUOTE Enclave
1: nonce
2: Public Keyrp, nonce .
3: msgl U
4: msgl
5: msg2
,,,,,,,,,,,, N
6: msg2 _
7: msg3 U
8: msg3
9: result
,,,,,,,,,,,, N
10: result
11: Request
12: Request
13: Response
,,,,,,,,,,,, N
14: Response
,,,,,,,,,,,,,,,,,,,,, >

Figure 4.5: Flow of remote attestation and secure channel establishment SGX, and flow
of DLMS COSEM GET Request Response Pair

privacy-preserving operations and delivers necessary information to the relevant
entities. In this smart grid example, the aggregated amount of energy consumption
is delivered to the energy supplier for purposes of balancing the energy grid.
General Purpose Privacy Preserving Algorithms: This component
represents an independent feature, that is used to perform privacy-preserving
algorithms on confidential data in the isolated execution environment. Although
not included in our prototype, this library of functions could include operations
used to achieve e.g., differential privacy [114]. In this application, the TRE performs
aggregation over the measurements such that the energy supplier cannot identify

any individual consumer’s usage patterns.

4.5.6 Interaction of Entities

Figure shows message exchange flow of Relying Party, Host Application on the

untrusted part, and trusted part on [SGX| hardware includes the [Quoting Enclave]

and TRE’s Enclave including the Key Exchange Library, cryptography Library and
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the Trusted Interface. The flow starts with a nonce from the Relying Party, however
also the Host Application could be the first entity to start the flow.

In the Smart Grid use case, the first flow starts from the energy provider as
the first relying party, asking the recent consumption data to TRE. Second type
of flow is triggered Host Application of TRE, asking all Smart Metering devices
to attest itself and deliver the last energy measurement.

We numbered the exchanged messages in the flow from 1 to 14. The steps from

1 to 10 are representing the Remote Attestation with use of [Quoting Enclave] and

Secure Channel Establishment including the SIGMA protocol.

Once the Enclave receives the Attestation Result shown in 10th step, Enclave
calls the EGETKEY instruction and verifies the CMAC of attestation result and
checks if the attestation is passed. If the result is passed, then Relying Party and
Enclave can securely talk over the established channel.

For all experiments and for measurements of TRE, we used the same network
setup. One [SGX] enabled machine is assigned as TRE including the trusted and
untrusted application and another machine over the network is configured to be
Relying Party. Since the Intel Attestation Services are not yet available to USGEL
we deployed a simulation of IAS talking to our Relying Parties. Communication
with TAS is also not shown in the flow.

Generation of messages are shown in Figure . First message (msgl) includes

the context of Enclave not yet signed by [Quoting Enclave, Without a use of SIGMA

protocol, msgl would not be delivered to Relying Party, instead the context of

Enclave would be directly passed to [Quoting Enclave|] by the Host Application.

Since TRE’s remote attestation is linked to secure channel, context and keys are

exchanged to the relying party to be signed, over that message [Quoting Enclave]

and the Trusted [SGX] Library generates the msg3 which is a 1460-byte message
including the full attestation report.
Relying party contacts to IAS after receiving msg3 and depending on own

security policy, deciding whether or not trust to TRE’s identity, verification result

5Only a test purpose sandbox is available to use for Remote Attestation by Intel, requires
registration. Last Accessed: 8th June 2016 https://software.intel.com/formfill/sgx-onboarding
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message is including the state if the attestation is passed or not. Once the enclave
receives the result at 10th step, session has been established and keys are exchanged.
If relying party is convinced that the session is secure, they exchange the secrets.

Step 11th to 14th show an example Request - Response pair between TRE
and relying party under secure channel. For Smart Grid case, it could be either
from Relying Party to TRE as an overall consumption request, or from TRE to

Smart Metering devices to collect recent measurements.

4.6 Evaluation

We benchmarked the performance of the Smart Grid application built on
technology. Also measured the [TCB] size of our prototype and described the
differences from based TRE.

Line of | Binary Stack | Hea Mean Standard
Code | Size (kB) P (ms) | Deviation (ms)

1370 827.7 16 kB | 4kB | 56.05 2.653

Operation

DLMS-COSEM GET
Request & Response

Table 4.10: Measurements on TRE’s Operations (in one life-cycle, creation to destroy)
on SGX Hardware.

4.6.1 Software TCB Size

Table shows the sizes of the software in the TPM}based TRE [92] [109],
compared to our [SGX}based TRE. All code was formatted using the same coding
conventions and counted using SLOCCount [

In the SGX}based TRE, the [TCB| measurements include both the third-party
code, and the trusted library code (which was counted from the published library
sources), since both are part of the This is a conservative worst-case m
size, since it could be argued that the trusted libraries are common to all enclaves,

and so will be audited/verified to a greater extent than third-party code.

Shttp://www.dwheeler.com/sloccount/
"SGX Drivers are not in TCB (2,483 LoC)
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Table 4.11: TCB Sizes of different TREs

84

TPM-TRE | SGX-TRE

Crypto Libraries 14,408 2,529
Communication 5,969 858
Memory Management 1,035 774
C/C++ Library 854 7,528
Core TRE 720 229
Application Specific 507 507
Attestation 221 364
Drivers 1,005 -

SGX Trusted - 2,968
Total 24,719 15,757

The total [TCB]size of the  TPM}based TRE was 24,719 Lines of Code, reviewed
in Section B.6.3.11

The most notable differences are the cryptographic library and communication
subsystems. The based TRE requires a full TCP/IP stack, network interface
driver, and TLS library. In contrast, the SGXlbased TRE can outsource network
connectivity to the untrusted host and only requires a small set of interface functions
and cryptographic primitives provided by the tCrypto and tKeyExchange trusted
libraries (i.e., to support the SIGMA protocol and send and receive encrypted
messages). Furthermore, the tcrypto library makes use of AES-NI. The m
based TRE also includes the [TPM] hardware driver and library, but, in [SGX], the
drivers used to set-up and call the enclave are part of the untrusted host platform.

On the other hand, the [SGXlbased TRE includes a significantly larger set of
C/C++ standard library functions, since the based TRE contains only a
small customized subset of standard C library functions. The [SGX}based TRE also
includes other trusted libraries, such as tservice (incl. selib, tseal and
tae_service) and trts, which are not present in the based TRE.

The relative [TCB|sizes definitively show that even with our conservative posture
of counting the [SGX] trusted libraries as part of the [TCB| the SGX}based TRE
has a smaller and is thus easier to attest than the [[PMlbased TRE. The
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absolute size of the [TCB]is within the same order of magnitude as fully-verified
systems such as selL4 [22].

Crypto Libraries: Crypto Libraries including verification, signature operations,
encryption/decryption functionalities are the major part of in both TRE
prototypes. [[PM}tbased TRE was including 14,408 LoC as Cryptographic functions
and protocols. In our prototype, we imported Intel provided Trusted Libraries,
therefore we are not able make a clear comparison of Crypto Libraries, however we
expect to have similar numbers as the required functions are not different. Only
key exchange functionality has a slight difference as our prototype uses the SIGMA
Protocol in the Intel provided library.

Communication: [TPM}based TRE includes 5,969 line of code for TCP/ IP
stack, Ethernet hardware driver and network subsystem. In [SGX}based imple-
mentation we placed all these network subsystems to out of [TCB| therefore we
had at least %25 less size than [TPM}based implementation. However, for
the communication of secure execution we needed to include a trusted interface
in the [TCB| and we considered the interface as the communication component of
the [TCB| Size of trusted interface is 858 lines, which adds again approximately
as %5 percent of [TPM}based TRE to our [TCB| The overall reduction is
5,111 lines of code in the Communication component.

Memory Management: This component is also provided by Trusted Libraries
in [SGX] SDK. The difference of these libraries is that a Trusted Library is a
safeﬂ version of related standard library. We don’t expect any major size
difference on this component.

Roots of Trust: [TPM] prototype uses a [TPM]| driver sized 1,005 LoC, while
[SGX] driver is placed out of [TCB| We use the Intel-provided [SGX] driver however it
could be a third-party driver as well, nevertheless driver does not have any impact
on security guarantees of [SGX] Within this component [SGX] prototype had 1,005
lines of code less [T'CB| than [TPM] prototype. The Root of Trust for SGX| Hardware

8In trusted libraries, illegal operations are removed from the source. technology does not
allow some instructions to be called within the secure context
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is within the CPU, implemented in microcode. We rely on the fact that there is
no possibility of accessing to microcode in a rational sense.

C Library: C Libraries are also imported from the Trusted Libraries. It
is also assumed to be very similar amount of code, therefore we don’t expect
any saving on [TCDH] size.

Core TRE: [TPM] prototype was including the core functionalities as we did
and also a functionality for offline and online backups, using the sealed storage.
We haven’t implemented any sealed storage functionality on [SGXtbased TRE.
Therefore, yet our component is relatively small, however this component would
be nearly same size once all functionalities are implemented.

Application Specific: Application-specific code is independent from the
hardware or technology we use. Therefore, we always assume to have ported
code for application-specific code.

Attestation: To address the quoting performance of [TPM] chip, [TPM}based
TRE is using an optimized attestation protocol called Final State Attestation.
This optimisation added 221 lines of code including the size of normal attestation

subsystem into [TCB| of [TPM]| prototype. In our prototype, the attestation per-

formance on [SGX] was already sufficient to have a scalable result in many party
applications. Therefore, we didn’t have any extra optimisation on the attestation
subsystem. On the other we use the attestation functionality from Trusted Library,
therefore we are not able to provide the size of attestation subsystem. Potentially
we expect a larger attestation component in our prototype once an optimisation

protocol is applied to SGX]s attestation mechanism.

4.6.2 End-to-End Performance Evaluation

To measure performance, we deployed our prototype [SGX}based TRE on the same
hardware used in our initial benchmarks. We simulated the SP and SMDs using a
second platform connected via a local ethernet network, including a single network

switch. Interaction with the Intel Attestation Server is necessary to verify an
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—o— 17.8 operations per second
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Figure 4.6: Overall Performance of TRE on SGX

attestation; however, since the relying party performs this, it does not affect the
scalability of the TRE, and is thus excluded from our performance measurements.

The overall objective of this experiment was to determine how many clients a
single TRE can support in a many-party application. This is an important metric
because it determines the total number of TRESs required for the application (e.g., to
handle communication with all smart meters in a country such as the UK). Our
test suite measured the time taken to perform the following sequence of operations
for a single relying party: (1) create the TRE enclave, (2) establish a secure channel
to an SMD over the network, (3) perform remote attestation, (4) encrypt, send,
decrypt, and process messages, and (5) destroy the enclave. In Figure , the
average time required for this sequence was 56.05 ms with a standard deviation of
2.653 ms (measured over 100 samples), shown in Table Repeating this test for
a batch of participants confirmed that this time scales linearly in the number of
relying parties, as expected. In practice, the TRE enclave would not be created and
destroyed between every interaction. This would reduce the time per interaction
by approximately 10 ms (based on Table , bringing the average latency to
approximately 46 ms. In the smart grid scenario, the TRE must perform two
interactions with each SMD in every 30 minute period [109], and thus a single

[SGX}based TRE can support approximately 20,000 relying parties. This is the
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same number of participants as the TPM}based TRE, which enjoys the performance
benefits of various optimizations, including a highly scalable attestation protocol [92].
We plan to investigate similar optimizations for the SGX}based TRE.

In this case study, the processing performed by the TRE is not computationally
intensive. As a result of this, a significant percentage of the time per interaction is
spent establishing the secure channel and performing remote attestation. Although
this may not always be the case, we argue that there is a large class of TRE
applications for which this will apply, and therefore that it is beneficial to optimize

these processes.

4.6.3 Security Evaluation

The security of the implemented system relies on cryptographic libraries and
underlying secure hardware primitives. Furthermore, in order to benefit from the
available instructions, we created a template (Section where the CPU
instructions can offer meaningful security guarantees. We do not provide any formal
verification or security specification. We implemented our [SGX}based prototype
by utilising the available host and in-enclave instructions evaluated in Table [4.2]
Compared with the based TRE, our solution provides better integrity (only

IInternal Enclave Functions|can execute) and confidentiality guarantees (only

I[Enclave Functions| can aggregate the data read from smart-metering devices). We

are not aware of any attacks that can force our enclave to behave differently at
runtime, while in [TPM}based TRE case the application code can be modified
after the attestation with DMA attacks. Our threat model keeps the attacks that
compromise the CPU completely out of scope, we assume that CPU instructions
operate as specified. Suppose there is an attack to compromise the CPU instructions.
In that case, we rely on Intel’s capability to push a [TCB|update for the microcode
and revoke the attestation reports of all enclaves running on unpatched hardware.
We claim security guarantees in respect to our assumptions and the threat model.
The challenge we solve is to offer meaningful integrity and confidentiality guarantees

by utilising the available[SGX]instructions we previously investigated. Our goal is to
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enable a better security level which was not available previously with a [TPM}based
implementation. We keep the micro-architectural attacks that compromise the CPU
completely out of scope. Our contribution is that we show first time how [SGX]
instructions can be used to offer security for many-party applications. [SGX|does not
protect against side-channel attacks and does not provide oblivious memory. If the
control flow or data memory access pattern of the enclave depend on secret data, this
secret information could potentially be leaked to the adversary through side-channel
attacks [115] (since the adversary may control the host platform). However, by
design, neither the control flow nor the memory access pattern of our [SGX}based
TRE depend on any secret data. The number of participants communicating with
the TRE is not secret information, since this can be inferred from network traffic
analysis. Furthermore, our TRE implementation does not perform any OCALLs,
and thus is not vulnerable to Iago attacks [116]. Since the TRE is event-driven [92],
the [SGX] enclave is invoked in response to commands or messages originating
from the relying parties. The enclave uses the return values of the ECALLs to
issue commands to the host platform (e.g., to initiate new connections and send
messages). While the based TRE does not protect against hardware attacks
on the platform’s memory, the memory-encryption functionality of [SGX] ensures
that the [SGX}based TRE’s secrets are protected even against an adversary with

the capability to read the platform’s memory.

4.6.4 Computational Performance

We performed measurements to see how many clients can be supported with one
TRE in a many-party application. Therefore, we measured the time taken for
end-to-end operations. The setup of the measurement environment is same as
we performed the benchmarks.

Meaning of one full operation includes creating an enclave, performing remote
attestation, establishing secure channel, exchanging encrypted messages and de-
crypting on receiving entities, and destroying the enclave. This operation took

56.05 ms as a mean value and 2.653 ms standard deviation. The measured enclave’s
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binary size is 827.7 kB and [TCB] size is 1370 lines of code excluding the trusted
libraries since they are closed source. The enclave is configured to use 4 kB Stack
and 16 kB Heap as a memory. These values are the minimum possible memory
configuration for this application. We used the SGX_EMMT (Enclave Memory
Measurement Tool) bound to GDB in Linux SDK. This tool shows the peak
usages of the memory at runtime. We measured the peak usages as 1976 bytes for
Stack and 16384 bytes for Heap. The configuration must be 4 K as the SGX_SIGN
tool require so, therefore we configured it as 0X1000 and 0X4000, for Stack and
Heap repeatedly, anything below these values cause crash at runtime.

The performance result corresponds to 17.8 operations per second and we
benchmarked the SGX}based TRE 50 to 1000 participants shown in Figure 4. The
linear graph shows that TRE can support 32,040 clients in 30 minutes as a trust
brokerage between energy provider authority and energy consumers.

Computational performance of slowest [TPM}based TRE prototype was sup-
porting 20,000 clients in 30 minutes of time period. This result is including FSA

optimized attestation mechanism.

4.6.5 Architectural Evaluation

[TPM}based TRE relies on a requirement that platform must have no untrusted com-
ponent, therefore all unnecessary components are removed from the system. [TPM]
prototype is running bare metal without an OS and all system is included in [TCB]

In the[SGX}based prototype, by hardware it is possible to have isolated execution
in the enclaves. Therefore, the requirement of removing all untrusted components
is not required. Only the components or libraries imported into the isolated
execution must be trusted.

Since the [TPM}based TRE has no untrusted component and once the state of
the system is known, it cannot change it at run time. We assume that the source
code is formally verified or have no runtime vulnerability that will cause a change

at runtime. Therefore, TPM}based prototype uses FSA which proves TRE did not
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change it is state and relies on the Quote operation that was made in first request. So
once a quoting is done, there is no need to perform slow quoting for each participant.
Enclave’s running on [SGX| hardware have strong isolation, therefore FSA

optimisation is also possible in terms of architecture on [SGX}based TRE.

4.7 Closing Remarks

In this chapter, we built a system serving to high number of participants to process
their private data with a publicly agreed code base. In the next chapter, we will
make the threat model more difficult by enabling the use of private algorithms.
Processing private data with private algorithms in someone else’s computer makes
the problem difficult and we explore the feasible industrial scenarios in Section [5.9

As future work, we plan to optimize the design and implementation of our
[SGX}based TRE and explore the use of multiple enclaves and different enclave

structures for the TRE.

Contributions

Our principal contributions in Part [[] are:

@ Empirical performance measurements of basic [SGX| operations that are

used in many-party applications (Section 4.3]).
@ An architectural design and prototype implementation of a representative

real-world application, which could serve as a template for other such many-party

applications (Section [4.5]).
@ A systematic comparison of an [SGX}based TRE against a previous [TPM}

based system, in the context of many-party applications (Section |4.6)).
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Chapter Recap

In this chapter, we explore the use of Intel [SGX]13H15] to implement a TRE
for many-party applications. Firstly, we compare [SGX] with previous trusted
hardware technologies in terms of specific characteristics required for many-party
applications. In particular, we consider attestation performance in terms of the
time required to perform a single attestation operation|[16] and the overall rate
at which a platform can perform attestations.

Secondly, we designed and implemented the equivalent of [TPM}based TRE
using [SGX] for the smart grid use case. Due to the fundamental differences between
the architectures of [SGX| and previous technologies, the implementation was far
from a straightforward porting task, and required a complete redesign of the system.
Thanks to the[SGX]architecture, our implementation requires significantly fewer lines
of code, which both reduces the burden on the developer, decreases the likelihood of
code defects, and minimises the amount of code that must be trusted by the verifier.
However, the use of Intel’s trusted libraries (e.g., for cryptographic operations), which
are only provided as closed-source binaries, makes it difficult to inspect and quantify
the exact size of the software [TCB] Although our implementation targets a specific
application domain, we argue that its core features are common to all many-party
applications, and thus could serve as an architectural template for such applications.

Finally, we performed a comparative evaluation of the performance of our [SGX]
implementation against the previous [TPM}based implementation. Using the smart
grid as a case study, we benchmarked the systems’ end-to-end performance in a
representative communication task (i.e., obtaining the most recent consumption
measurements from a smart meter). The results show that even an unoptimised
[SGX]implementation exhibits comparable performance to the optimised [TPM}based

system, whilst providing stronger security guarantees.
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Many applications are built upon private algorithms, and executing them in
untrusted, remote environments poses confidentiality issues. To some extent,
these problems can be addressed by ensuring the use of secure hardware in the
execution environment; however, an insecure software-stack can only provide limited
algorithm secrecy.

This chapter aim to address the above problem, by exploring the components of

the [Irusted Computing Base| in hardware-supported enclaves. First, we provide a

taxonomy and give an extensive understanding of trade-offs during secure enclave
development. Next, we present a case study on existing secret-code execution
frameworks; which have bad [TCB]| design due to processing secrets with commodity
software in enclaves. This increased attack surface introduces additional footprints
on memory that breaks the confidentiality guarantees; as a result, the private
algorithms are leaked. Finally, we propose an alternative approach for remote secret-
code execution of private algorithms. Our solution removes the potentially untrusted
commodity software from the [TCB], and provides a minimal loader for secret-code
execution. Based on our new enclave development paradigm, we demonstrate three
industrial templates for cloud applications: (1) computational power as a service,
(2) algorithm querying as a service, and (3) data querying as a service.

Parts of this work have been published in peer-reviewed papers and included
in conference presentations .

In the previous chapter, we run enclaves with a code that is agreed mutually
by all participants of the computation. Our aim in this chapter is to offer a native

solution for running private algorithms with enclaves. We show why previous
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solutions with interpreter enclaves fail (Section [5.6)), and we present practical
templates for industrial use (Section [5.9). In Chapter [i] enclaves were running
with a publicly known code. Now, in this chapter enclaves will have an additional

capability (Section [5.8.1)) and address an extended threat model.

Chapter Motivation

The motivation for [[CB| minimisation comes from the secrecy guarantees that
depend on a remote system’s[TCB|components. There are a number of ways in which
developers can cause security problems in a system. It is common for developers to
include third-party software in their enclave [TCB] Unfortunately, they often fail
to perform security and compliance analysis between the third-party package and
the underlying hardware. Additionally, developers may fail to understand hardware
and software co-design while constructing secure systems. Careless construction of
composite parts within a[TCB|may also cause the loss of initial security guarantees of
the hardware. This may be the main, sometimes initial, source of security problems.
In this chapter, we analyse two existing frameworks that address client-side secret
code execution, but their [TCB]|suffers from bad practices explained below. To solve
these architectural design problems, we present a solution with a smaller [TCB| and
secure [TCB| composition for secret-code execution in remote environments.
We aim to eliminate these bad practices, summarising the motivation for this
chapter in three points:
+ Increase of [TCB] Size: The [TCB]size must always be minimal in order to
avoid security risks, and enable possibility of formal verification.
« Weak software in the [TCB] The third-party software packages included
in a [TCB| must pass the security requirements of the all assets.
e Non-Compositionality of Security: Two secure components may not
necessarily comprise a single secure composition. Even secure software in

the [TCB| may create additional security issues due to composition problems
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with the underlying hardware. This may also void the hardware security

guarantees.

5.1 Strongly Private Algorithms

Managing trust in remote execution environments is an enduring challenge. This is
due to the fact that privacy-sensitive data and private algorithms remain unprotected
in remote computers. There are a number of reasons why owners of private

algorithms may need to run their algorithms in an untrusted environment. This may

occur when the|Algorithm Owner| ((AO)) requires the capabilities of a[Hardware Owner|

, for example, to gain larger computing power in the cloud. In this case, the
cloud infrastructure provider would be compensated and should take responsibility
for an algorithm and system security. An alternative reason to run a private
algorithm in a remote environment would be for the benefit of the [H(, for example,
the distribution of an industrial software product to end-users. In this case, the [A0
would be compensated, and thus responsible for security. It may also be the case

that the consumer, whether that be the [AQ, or the [H(, is responsible for security.

5.1.1 Ownership Taxonomy:

We use the following taxonomy throughout the rest of this chapter. Our classification
based on asset owners’ behaviour is taxonomic, therefore we call it the ownership

taxonomy, some readers may call this section a system model/assumptions only

about certain role holders. A [Hardware Ownerrefers to any entity managing its

own computational system. An|Algorithm Owner refers to any entity who owns

the intellectual property of the secret code. Cloud infrastructure providers offer
computational power, and they maintain the hardware and the software stack. In
a cloud environment, the [HO is a threat against the secrecy of private algorithms
of the customers. Similarly in DRM] a is considered to be the end-user who

may threaten the private algorithms with a commercial interest. From the [AQ's

!Digital Rights Management in Trusted Computing. https://en.wikipedia.org/wiki/Trus
ted_Computing#Digital_rights_management| visited on 04/Jun/2019.

Confidential Remote Compting


https://en.wikipedia.org/wiki/Trusted_Computing#Digital_rights_management
https://en.wikipedia.org/wiki/Trusted_Computing#Digital_rights_management

5. Taxonomy, Modeling, Development, Attacks, Solutions on PCL 98

position, the is considered to be both the cloud-provider (executing server-side
code) and the end-user (executing client-side code). In short, the may be
one or both of the following entities:

o an entity who generates revenue by selling the computational power

o and/or, an entity that needs the private algorithm to compute a secret value

in her environment.

For both reasons, the [HO must offer a trustworthy confidentiality service —
either procedurally or through technical means — in order to convince the [AJ to
use its services. Otherwise, the must take countermeasures before releasing
its private algorithm.

The [AJ can use obfuscation techniques to protect the code before sending it
to an execution environment. However, obfuscation methods are open to reverse
engineering if they are software-based only. The goal of the obfuscation method
is another aspect, for example, it might aim to obfuscate the syntax only or the
semantics. Authenticated obfuscation techniques for protecting hardware IP [117,
118] are orthogonal to our research but outside of the scope of our work. On the
other hand, the [HQ must make an effort within confidentiality management to
gain the trust of the [A0 For example, the [H] develops the software stack to

offer isolated execution environments and it aims to provide a remotely verifiable

[ITusted Computing Base]

A Data Owner (@) refers to an entity who has privacy-sensitive inputs. In the
Section [5.9} we consider two cases: (1) with communication of the [A0 and the [HO
where their assets and adversarial settings are considered, (2) similarly, between
the and the [DJ where the [DJ as an entity controls the (with other words
data owner has full control of the hardware owner’s environment). The case where

the [HO may collude with the[A0 against the [D(is out of the scope of this chapter.

5.1.2 Taxonomy of the Private and Public Assets

The [AQ and the [DJ have a choice to keep their assets as private or public. An

asset, either an algorithm or a data-set, might be weakly or strongly private/public.
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Called as Refers to | Properties Example

Private Data or Strongly Secret and A Secrecy-Critical Application

Private Algorithm | Private Protected Logic or Data-set

Not Private Weakly Special but A Code or Data uploaded to
Private not Protected | today’s cloud servers

Not Public Weakly Open but not | A Code or Data; too complex or
Public Trusted too big for inspection

Public Data or Strongly | Inspected and | A Code or Data with an evidence

Public Algorithm | Public Attestable of trustworthy measurement

Table 5.1: Definition of the Private and Public modifiers.

We summarised the meanings of these new concepts in Table [5.1] In the rest of this
chapter, we use private or public keywords for the assets which are desired to be
strongly private or public. We consider the weakly private or public assets to be
not private and not public. These concepts are defined as follows.

Weak-Private Assets: An algorithm or a data-set may not be publicly
accessible, and be private against any third-party entities. Suppose that the asset
owner sends this piece of information to a cloud platform for a remote computation.
We classify this case Weakly Private, as the cloud operator may access the assets.

Strong-Private Assets: A security mechanism in the cloud may protect the
confidentiality of these assets. Suppose that the threat model of this mechanism
considers a malicious cloud owner. We call the assets Strongly Private, as they
are protected against the insider threats in the cloud.

A private asset, therefore, can be a strongly private asset if the execution model
satisfies the confidentiality requirement. We describe our secret-code execution
model in the Section which allows Private Algorithms and Private Data to
be strongly private.

Weak-Public Assets: An asset might be accessible, but it may be too complex
to analyse or too big to process. If an asset does not give much evidence about
its trustworthiness, we call it Weakly Public.

Strong-Public Assets: We often use the keyword public to refer to the

inspectable and attestable assets. For example; a public algorithm refers to a piece
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of code that is (1) open for inspection by members of public, and (2) attestable

through a trustworthy evidence. These are the Strongly Public assets.

5.1.3 Distinguishing the Private Data and the Private
Algorithm

Much of the current research [2,119-125] is to keep data confidential in a

|[Execution Environmentl The novelty of our work is that, in addition to the

input values and constant values used in an algorithm, we are adding algorithm
secrecy. Our aim is to keep additional information secret how and where these
values are used.

A function in a computer program may include multiple assets such as sub-
methods, operators, and constant values. The [A( defines the order and types
of these assets in a function.

We summarise these assets in the following expression (in Figure [5.1) to
distinguish the data and the algorithm. For the given function (f), the may not
necessarily provide the data (input (z) and constant (¢)). To point out the difference,
the [AQ nevertheless defines the mathematical operations and the application logic.
In a decentralised setting, one or more |[D( can provide confidential values, such
as the inputs and the constants. The [A] would provide the secret behaviour of
how the algorithm uses the given values.

The code segments and data segments are both held in the memory. Encrypted
memory pages can protect these two. In this chapter, we consider protecting the
algorithmic behaviour of an application. For this reason, we use the term private

algorithms where black-box querying a piece of code to learn its behaviour is limited.

functions(input,) = method,, (input,)operator,(constant.) (5.1)

Figure 5.1: Splitting the Algorithm and the Data in a function.
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5.2 The Problem of Secret-Code Execution
(SCE) with Private Algorithms

The success of a commercial algorithm may be measured on how widely it is
distributed. However, the integrity and confidentiality of this algorithm must also
be ensured. The problem arises when either party cannot trust the other, whether
that be the execution environment, or the product.

The problem is that the [A( needs to run code on the and the [A] does
not want the [H( to discover any details regarding the code.

In untrusted remote environments, a computation including commercially
valuable algorithms (for example, feature engineering in machine learning, business
logic, or financial applications) may pose confidentiality concerns. Ideally, an
would keep their private algorithm in their own physical location. A decentralised
setting, however, requires the [A] to send their private algorithm to an execution
environment that may be owned by another entity (e.g., the @ or the . A
hospital holding secret data may require all computations to be performed in their
environment (considered as the @ or , while the hospital environment is a
threat against secrecy of the algorithm. If the [A0 uses a cloud service for more
computational power, uploading the secret binary to cloud service may leak the
application code due to reverse engineering. In another case, an authority may
need to run a private algorithm on computers of end-users (considered as the |[HO),

requiring security guarantees to be managed by the or the [HO

5.2.1 The Security Problem on Hardware-Software
Composition

In order to solve the problem of private algorithms, both distrustful parties could
utilise secure hardware enclaves. A fundamental question arises as to whether

the [AJ should develop its enclave, or trust the enclave developed by the [HO
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In Section [5.3] we explain the enclave concept and its development model
in detail. In short, the term enclave refers to the areaﬂ of one entity that is
surrounded by another entity. With other words, an enclave is an application loaded
into an isolated memory area, surrounded by a host environment (a potentially

malicious environment or another abstract entity). Intel introduced the enclave

concept into the security world with their [Irusted Execution Environment|on a

new instruction set called [15]. Enclaves are developed by an entity called
Enclave Developer ED, explained in Section [5.3]

Developers may use the existing application binaries inside secure hardware
enclaves with small or no porting effort. However, third-party packages programmed
with no security in mind will surely bring security risks. [TEEE cannot convert
a non-secure application to a secure application. In the building-block approach
to application design, even if each block is secure, the overall system may not be
secure due to the non-compositionality of security [62].

Practical [126] are currently the subject of widespread research, as their
correct use and capabilities are not yet fully known. The aim of this chapter is
to answer the following research questions:

« How can we correctly utilise [TEEp security guarantees to protect private

algorithms?

o What are the responsibilities of [TEE] application developers?

« What is the impact of the software [TCB| components to code confidentiality?

In this chapter, we examine these questions in recent studies and in our
solution. We show the challenges and responsibilities on the [TCB| design and
its requirements for secret-code execution in a remote environment. We analyse the
existing frameworks for confidentiality management, and we evaluate the attacks
against code secrecy in the software stack. Finally, we present a new solution with

a smaller TCB size and address a stronger adversary model.

2memory area or network area within the context of computer science, or physical area in

terms of lands. In the context of this chapter, an area for an enclave is a memory area.
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5.2.2 Research Direction of the Chapter

The Horizon2020 funded research projects under SERECAP] focus on a number of
goals to build secure enclaves. These goals include: application partitioning [127];
trusted architectures for web services [128, [129]; container architecture [130] and
library support for unmodified applications (SGX-LKL[Y); better integrity [131] and
isolation [132]; and enclave memory safety [133] in the cloud.

European Commission funded several projects on research under Secure-
Cloud (TRUSTEE)E]. The main direction of TRUSTEE projects is dependability
in the cloud. In the context of SecureCloud, the dependabilitf] notion includes
confidentiality, but this applies to data only. The SecureCloud solutions [121-125]
focus on processing confidential data via public algorithms in an untrusted cloud.
There is no concern about keeping the algorithms secret in SecureCloud projects.
The advantage of our work is that we keep the algorithms secret in the untrusted
cloud. Both SERECA and SecureCloud projects consider the confidentiality and
the privacy of the data only.

The nature of enclaves requires enclave code to be publicly known. The existing
work focuses heavily on private data processing through those enclaves. The
difference with this chapter is that we use the publicly known enclaves to enable
private algorithms in the cloud. We show two different approaches in the Section [5.4
@ the develops an enclave that maintains the code-secrecy after its release,
(2) the [AQ develops an enclave that ensures the code-secrecy before its release.

There are other projects worth mentioning listed under Intel Academic
Research[] page. GrapheneSGX [134] provides library support for unmodified
binaries. Projects [2, (119, 120} [135, |136] on privacy-preserving data-analysis

provide data confidentiality. Ryoan [137] provides a two-way sandbox for enclaves.

3https://www.serecaproject.eu/index.php/publications/papers visited on
04/Jun,/2019.

4Linux Kernel Library. https://github.com/1sds/sgx-1kl visited on 04/Jun/2019.

Shttps://www.securecloudproject.eu/papers/ visited on 04/Jun/2019.

Shttps://www.securecloudproject.eu/project-overview-securecloud/ visited on
04/Jun/2019.

"https://software.intel.com/en-us/sgx/academic-research visited on 04/Jun/2019.
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Figure 5.2: Default Enclave Execution Mechanism of SGX between the Algorithm
Owner (A0) and Hardware Owner (HO). The operator of the machine, the HO, can
inspect the enclave code by reverse engineering the enclave binary. Enclaves must not
include any secrets embedded in binary. Enclaves can, however, receive secrets through a
secure channel or recover sealed data.

Moat [138] helps to formally verify the enclave code. AsyncShock [139] exploits the
time-of-check-to-time-of-use (TOCTTOU) bugs. VC3 [140] from Microsoft provides
both data and code confidentiality, but this applies to MapReduce functions only.
Controlled-channel attacks [115] can leak the secret data. We analysed these
attacks against the other frameworks [141] |[142] executing private algorithms

client-side in Section (.6l

5.2.3 How Universal is the Enclave Research?

This chapter is in the domain of the Enclaves and [TEEs. We currently use
[SGXlenabled hardware and we make our contributions with Intel enclaves.
However, enclave research goes beyond Intel’s SGX] hardware. ARM and AMD
also provide solutions. Microsoft recently announcedﬂ the OpenEnclave SDK
which provides an abstraction to the underlying hardware.

An enclave programming model may be considered as independent from the [SGX]

hardware. For example, a trusted hardware [143] may adopt Intel’s enclave

Shttps://github.com/Microsoft/openenclave visited on 04/Jun/2019.
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programming model. Ideally, developers may replace the underlying hardware with

an open hardware solution, providing stronger security guarantees.

5.3 How do SGX Enclaves work?

The enclave programming model requires an Enclave Developer (ED) to program,
compile and trigger the binary into allocated enclave memory before execution [144].
In a decentralised setting, there could be three separate entities who program,
access, and call the enclave binary. An issue may occur, however, if these entities
are from different parties with conflicting interests.

A key feature of [SGX] hardware is that the CPU can measure the enclave
memory [75]. This measurement represents the identity of the enclave. An enclave
can contain any C functions except a few illegal instructions [145]. Enclaves
can directly or indirectly communicate with the system, other applications, other
enclaves, and other entities in the network. We give further information (1) on
enclave development with different SDKs in Section and (2) explain some good
and bad practices on enclave [TCB| design in Section [5.7

Other than splitting an application into Trusted and Untrusted components

(partitioning), the trusted part (for example, enclave binary as a shared object; .so

file in Linux) contains [146] two parts. These are the [Internal Enclave Functions|

, which contain application logic, and the Interface Functions. Along with
other parts of the enclave, the [I[EF] are open for inspection before the initialisation
process (Fig. . As is standard, if the (who places the application logic
into enclave binary) and the (who calls the binary and executes the binary)
are mutually distrustful, then the [H0 may gain information about the [[EF] and

the algorithms compiled into the enclave binary.
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Figure 5.3: This figure shows the three separate stakeholders in running private
algorithms inside enclaves; and two approaches to secret code protection. Approach
1: Enclave Developer (ED) works with the [Algorithm Owner| (AO) to protect the code
within a secret part of the enclave. This requires the AO to perform early operations on
the private algorithm before release. Approach 2: The ED works with the Hardware
Owner (HO) to develop a publicly known interpreter enclave. This does not require
the AO to perform early operations on the private algorithm.

5.4 What Differs on Protecting the Private
Algorithms Before Releasing it or After
Receiving it?

There are two ways to secure private algorithms between parties with conflicting
interests. The [A0 may secure the private algorithm via early operations on the
algorithm prior to delivery. Alternatively, the [HO may preserve the secrecy of
the private algorithm after the delivery.

Both Approach 1 (protection before) and Approach 2 (protection after) (Fig. [5.3))

have advantages and disadvantages in terms of usability and security. In Approach

Approach 1 Approach 2
Responsible for Algorithm Owner Hardware Owner
Secrecy
Secrecy Ensured Before Sending the Code After Receiving the Code
Development Type Enclave-Aware coding Enclave-Independent code
TCB/Threat Analysis | In Section lﬁ' In Section l%'
Enclave Developer The Private Algorithm The Enclave must be

must be developed for made for Private

Enclave Algorithm

Table 5.2: Two approaches on Secret-Code Execution through SGX enclaves.
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2 (Fig. , the provides an enclave containing the dynamic code loader and
execution method for the private algorithm. To provide this, the ED works with
the [H( to create a publicly known enclave for common use. The publicness of this
enclave code is required, as the [HO must convince the users to trust her enclave
implementation. If this enclave code is not open-sourced, the can implement
hidden functionalities. She will be free to signal the secret-code and the secret-data
to herself through covert channels. In this case, the [A] does not need to perform
any extra operations on the private algorithm. This approach gives better usability
to the [AQ, but it requires her to trust to the [TCB| designed by the ED and the [HO
Section evaluates the confidentiality management of secret-code handled by
the , as is displayed in Approach 2 (Table . We classify the development
types as follows: Enclave-aware coding: The developers create the algorithms to
operate as the enclave code with no intermediary layer. Enclave-independent
coding: The developers create the algorithms for an intermediary layer (such as
interpreters). This layer may or may not run in an enclave.

[SGX]hardware can help to preserve the confidentiality of the enclave applications
against direct memory peeping and memory snooping attacks. Also, the ED can
optionally implement the enclave with resilience to a set of side-channel attacks
in order to address a stronger adversary model. To use an enclave for secret
computation, developers may create publicly known enclaves with code-loading
ability combined with interpreters, and load a secret-code on top of the interpreter
to execute it. A weakly developed enclave may provide neither confidential data

processing nor confidential execution of the secret-code.

X ok ok

Development, Attacks, Solutions on
Protected-Code Loaders

After the previous introduction (problem definition on private algorithms and brief
background), taxonomy and modeling, now we move onto the next half of the

chapter where we make our novel contributions.
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We begin by evaluating candidate SDKs for private code execution and analyse
their [TCB] size. For secret JavaScript code execution on Graphene SDK, we
perform a security analysis on previously deployed systems and we report novel code
leakage through interpreter-based side-channel attacks. We highlight the enclave
developer’s responsibilities on secure enclave development.

Our novel internal enclave partitioning paradigm and late-load mechanism

similar to shell-code injection present [Early Private Mode| and [Protected-Code]

respectively. We demonstrate three industrial and practical use cases where
private data and private algorithms from different providers can execute in a
remote environment owned by a third resource provider. Finally, our methods
help to build systems serving Algorithms as a service, Data as a service and

Computational Power as a service.

5.5 SDK and TCB for the Interpreter Enclaves

Interpreter Enclaves for private algorithms may consist of two parts: the dynamic
secret-code loader mechanism and the script interpreter mechanism. The interpreter
mechanism with rich functionalities may have system dependencies.

At the time of writing this chapter, Intel [SGX| SDK only supported the use
of C programming language to create an [SGX]enclave. A recent survey by Data
Science [147] shows that researchers prefer Python and other languages over C and
C++ for data analytics. In addition to this, web applications and computations on
the client side widely use the Javascript language. To execute Python or Javascript
code inside an enclave, the language interpreter must be embedded or ported to the
enclave binary. A common way is that ED may prefer to port or adopt the open-
sourced interpreters. To develop such an enclave, the ED can use the partitioning
method using Intel SDK (recommended if no system library dependency is required).
This can be achived by removing or replacing the illegal instructions and providing
a trusted interface to the ported binary. In this method, the [TCB]size stays smaller
in comparison to unmodified binaries (e.g., an enclave comprising an unmodified

application code) supported with a Library Operating System (LibOS). If developers
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prefer running unmodified binaries that require system support inside an enclave,
they must either use a shim layer [148§] to forward the calls, or embed the unmodified
binary interpreter within a LibOS, (e.g., Graphene LibOS with GrapheneSGX SDK).
The Linux Kernel Library (LKL) is an alternative LibOS for this goal. Both of these
LibOSs can support unmodified interpreters, but the act of using a LibOS increases
the [TCB]size dramatically. The interpreters are able to handle complicated tasks

and provide rich functionality; however, they require a LibOS support.

5.5.1 Understanding the TCB of Enclaves

The [SGX] development model helps developers to create applications that, ideally,
have a minimal [TCB]size. Because the larger [TCB| on a commodity computer may
contain potential vulnerabilities, minimising the [TCB| reduces the risk of having
vulnerable code. Developers are responsible for deciding what to include in the
[TCB]| of an enclave. If a developer includes an arbitrary code from third-party
resources in an enclave, this may weaken or destroy the integrity and confidentiality
guarantees of the [SGX] hardware. The design and implementation of enclave
(i.e., components are crucial for the security of the application. In other
words, the underlying secure hardware may not protect the assets processed by
the bad software stack. The co-design of hardware and software ensures proper

management of the integrity and confidentiality guarantees.

5.5.2 Comparison of SDKs for Enclaves

An application may require system calls to operate, or it may run entirely without
any system dependencies. Depending on the requirements of an application, there
are three different ways of developing enclaves:
o Partitioning an application and using trusted interfaces within the enclave.
We describe application partitioning with Intel SDK in [5.5.3]
e Using LibOS inside an enclave to support the dependencies. We describe
development with LibOS with Graphene SDK [134] in [5.5.4]

 Using shim layers to filter system calls from enclave to outside world [148].
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Figure 5.4: Three different TCB to deploy Dynamic Code Loaders and Interpreter
Enclaves for Private Algorithms. A) TCB Size may vary depending on SDK and interpreter
of the language. Graphene SDK TCB > Intel SDK TCB. CPython TCB > MuJS TCB.
B) TCB Size vs Functional Capabilities in design of Interpreter Enclaves. Ideally, the
Interpreter Enclave will provide rich functionalities and will have a small TCB size.

5.5.3 Developing Enclaves with Intel SDK

Intel’s SGX] SDK requires developers to split an application into two parts: trusted
and untrusted. Developers compile both parts into executable binaries. The
untrusted application calls the trusted binary and maps it into a memory area
allocated for the enclave. Now, the untrusted application can interact with the

enclave via the trusted interface. The trusted interface then passes the data or

requests to the [Internal Enclave Functions| via Enclave CALLs (ECALLs). If

any internal enclave function needs a system call, this request goes through the
Outside CALLs (OCALLSs) to the untrusted application in the outside world.
If the internal enclave function does not require the use of system calls, it may
perform all of its computations without OCALLs, further reducing the risk of

a system call-based attack [116].

5.5.4 Developing Enclaves on Graphene SDK

The Graphene SDK places the Graphene LibOS [134] (similar to the LKIED, into
an enclave. In this setting, the enclave does not need to make any OCALLs for

system dependencies to the untrusted operating system, as the Graphene LibOS

9Linux Kernel Library. https://github.com/1lsds/sgx-1k1| visited on 04/Jun/2019.
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can handle all necessary system calls. Graphene-supported enclaves can contain
unmodified binaries. The amount of code inside an enclave, however, can extend
to tens of thousands of line of code, making the process of formal verification
very difficult. Both the larger enclave code and the larger [TCB]size can increase

the risk of security vulnerabilities.

5.5.5 Private Algorithms on SGX Enclaves

Once an interpreter is either ported or embedded into an enclave, a dynamic loader
is required to fetch, decrypt and load the code for execution. Fig. shows the
feasibility of three approaches to deploy interpreters in enclaves based on their
[TCB| components. The interpreter enclave would ideally have a small [TCB] size
and support rich functionalities.

Loader + MulJ Sm JavaScript Interpreter + Intel SDK: Developers can
use a dynamic code loader at runtime to fetch Javascript code and decrypt the
blob inside the enclave. MulJS interpreter ported for Intel SDK can interpret the
loaded secret-code in the execution phase. This method provides a small [TCB]size
compared to that which is used with LibOSes. Enclave 1 within Fig. shows the
[TCB| components of this approach. It provides comparably minimal [TCB]size to
that shown in Fig. for an interpreter enclave. The Enclave 1 is used [141] [142]
by Goltzsche et al. and Fernandez et al., as analysed and evaluated in Section [5.6

Loader + MuJS JavaScript Interpreter + Graphene SDK: The second
method (Enclave 2 in Fig to create an interpreter enclave is to deploy MuJS
on Graphene SDK. This method reduces the development effort because Graphene
Library OS can support an unmodified MuJS interpreter, though it increases the
size. MuJS interpreter is smaller in comparison to CPython interpreter (while
there are advanced JS engines, such as V8, MuJS is a lightweight option). As
such, deploying a lightweight interpreter on a LibOS would not be an ideal model,
because the majority of the [TCB| would not be in use.

Ohttp://git.ghostscript.com/?p=mujs.git;a=summary Online Repository. Visited on
04/Jun,/2019.
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Figure 5.5: Attack surfaces on TrustJS and SecureJS in two phases (2 and 3). Phase 1:
Browser extension receives the code. Phase 2: Dynamic code loaders prepare the code
blob. Phase 3: Interpreter executes the code. The confidential code may leak due to
attacks placed on surface 1 and 2, targeting the weakly developed enclave.

Loader 4+ CPython Python Interpreter + Graphene SDK: The third
method to deploy an interpreter enclave is to use Python, running over the Graphene
LibOS, and to combine a dynamic code loader to fetch encrypted Python code
at runtime and load it into the interpreter. This method can provide richer
functionality for data analytics applications. The practical example of CPython

Interpreter and Graphene SDK, without a dynamic secret-code loader, is available

in the GrapheneSGX SDK repository}}

5.6 Case Study: Leaks on Frameworks enabling
Confidential Code Execution

Both TrustJS [141] and SecureJS [142] frameworks enable a dynamic load of JS code
at runtime. These frameworks use the first method described in Section [5.5.51 This
method involves porting the MuJS for the Intel SDK, and creating a JavaScript
Interpreter Enclave. Their performance results and a detailed comparison is available
in this [142] study. However, direct porting of a third-party interpreter may not help
to hide a private algorithm. According to the threat model of Intel [SGX] described
in Section [5.7, the ED is responsible for the security of interpreter enclaves. We

evaluate the attack surfaces and the software attack vectors in the following sections.

"Uhttps://github.com/oscarlab/graphene/tree/master/Lib0S/shim/test/apps/python
visited on 04/Jun/2019.
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5.6.1 Attack Surface on Interpreter Enclaves

The load and execution flow is the same in both frameworks of TrustJS and SecurelJS.
First, the Interpreter Enclave fetches the secret Javascript code in an encrypted
blob. Inside the enclave memory area, MuJS needs to read the Javascript code
as plaintext. The enclave dynamic loading mechanism prepares the received blob
for the interpreter. Secondly, the interpreter parses each Javascript operation and
calls the corresponding C functions. Frameworks use a custom application-specific
code for the first phase of the preparation of the encrypted blob. Then, the MuJS
interpreter (open-source) performs the second phase of execution.

TrustJS is not[r_z] an open-sourced enclave, however, SecureJS was open—sourced[r_gl
in June 2018. To analyse the code execution in SecureJS’s [TCB] we focus on
debugging MuJS on Intel SDK displayed in Fig. [5.5 phase 3.

Attack Vectors: A straight-forward composition of ported third-party software
packages on secure hardware enclaves introduces new attack vectors. Previously
performed attacks [115] (149-152] have shown how commodity software leaks
secrets, while defence mechanisms explain how to mitigate these attacks on [SGX]
enclaves. For this chapter, we chose a non-trivial attack [115], performed with
data-dependent data access and data-dependent control flow weaknesses
in interpreter enclaves. If the enclave code has input-dependent control-transfer;
e.g., calling different methods based on an input, the adversary can observe the
called page externally and learn the private input. Similarly, if the data access
pattern is based on an input parameter, the adversary can learn the private input.

Evaluation of TrustJS and SecureJS: MuJS was not designed to be an
oblivious interpreter, and its use in an enclave for secret-execution requires secure
composition and further isolation techniques. The direct use of the unmodified binary
of MuJS in an enclave in a security domain brings potential security threats. We
have identified two examples of weaknesses in MuJS used in TrustJS and SecureJS

frameworks. These frameworks rely on the implementation of the MuJS interpreter.

12TrustJS published on 23rd April 2017, the source-code was not published as of writing this
chapter, on 28th of May 2018.
13SecureJS. https://github.com/AsierRF/Securels| visited on 04/Jun/2019.
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TCB Component TCB Size (LoC)
Main ECALL 110
Internal Enclave Functions 387
Crypto Functions 254
Attestation Mechanism 386

MuJS Interpreter 13.022
Trusted Intel Libraries Not Included

Table 5.3: TCB Components and their size in line of C code. Based on Software TCB
Size of SecureJS

Along with the interpreter, the dynamic code loader can be another target for
secret code leaks. By design, the dynamic code loader must be public, and therefore
open for inspection. This is because, as explained in Section , the (the
platform owner, the cloud owner, the infrastructure provider) has to convince the
public that her enclave does not perform any dishonest operations. Open-sourcing
the interpreter enclave is in the interest of the [HO The can increase her profit
in this type of cloud scenario, if she can convince more users to upload their secrets.

In this case study, the[A0needs to attest the public code loaders. The attestation
guarantee, however, would only prove that a known component is in execution.
In building-block enclave design, developers must carry out security analyses on
binaries and utilised third-party packages.

Analysing the Size: The Interpreter Enclaves of this analysis have used
the trust relationship shown in Fig. (Approach 2). The Interpreter Enclave must,
therefore, be public to gain the trust of the [A0} Unfortunately, TrustJS framework
is closed-sourced; i.e., the interpreter enclave is not open for inspection. Thanks to
similar open-source framework SecureJS, we were able to analyse its Table
shows the sizd"]| of the Software components in the SecureJS framework. The
MuJS Interpreter ca 13 KLoC takes %92 of the full (ca 14 KLoC). The rest
of the interpreter enclave (1137 LoC) includes a small loader, a decrypter code
base (excluding the crypto implementations) and one FCALL that handles all

enclave operations in a single flow. For the components other than the interpreter,

14Using SLOCCount. https://www.dwheeler.com/sloccount/ visited on 04/Jun/2019.
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a formal verification might be feasible. The MuJS executes the secret Javascript
code, and processes the secret parameters of given secret Javascript functions. By
porting the MulJS interpreter to [SGX] the compiled binary can provide the required
functionality, however, the [SGX]| hardware cannot turn an insecure design into a
secure one. In fact, an incorrect composition weakens the security guarantees of
the hardware. The Interpreter Enclave must satisfy the secrecy requirement for
confidential execution. These frameworks rely on implementation of MulJS for
confidential execution. As a consequence, using the commodity software package

for secret processing becomes a weakness due to the confidentiality requirement.

1000 /7.
}\_ opcode = BeEArr 2 13 static Runex*
switch (opcode) { (Rune ¢, Rune *t, int n, int ne)
case OP_POP: (J, 1); break; {
case OP_DUP: (J); break; Rune *p;
case OP_DUP2: (J); break; int m;
case OP_ROT2: (J); break
case OP_ROT3: (J); break; while(n > 1) {
case OP _ROT4: (J); Dbreak; m = n/2;

p = t + m*ne;
case OP_NUMBER 0: js pushnumber (J, 0); if(c >= p[0]) {
break; t = p;
case OP_NUMBER 1: js pushnumber (J, 1); n = n-m;
break; } else
case OP_NUMBER_POS: jsipushnumber(J, n = m;
*pc++); break; }
case OP_NUMBER NEG: js_pushnumber (J, if(n && c >= t[0]
- (*pc++)); break; return t;
case OP_NUMBER: js_pushnumber (J, return 0;

NT (*pct++) ) ; break; }
case OP_NUMBER: js pushliteral (J, //...
ST (*pc++) ) ; break;

Ilooo

p = (c, _ tolower2, (__tolower2)/3, 3);

Figure 5.6: Disadvantage of Third-party Packages for Confidentiality Management in
Enclaves. Direct port of commodity software may leave additional side-channel traces
which ruins the confidentiality guarantees of the hardware. A) Excerpt showing the Input
Dependent Control Flow in js_run method of jsrun.c in MuJS interpreter. B) Excerpt
showing the Input Dependent Data Access in bsearch method of utftype.c in MuJS
interpreter. (Both Accessed on May 2018 Revision.)

5.6.2 Weaknesses in MuJS Interpreter

MulJS is a lightweight Javascript interpreter, not designed in the security domain.
The ED must, therefore, be careful about including third-party source code in the
[TCB] For this chapter, we debugged the MulJS interpreter for the input dependent
methods including the data access and the control low. These particular weaknesses

may leak the confidential source code and the confidential parameters. Therefore,
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our aim is to observe two parts of confidential information on source code; first

leaking the Javascript functions, and secondly, leaking the secret string parameters.

5.6.2.1 Leaking the called Javascript functions via Data-Dependent
Control Flow Weakness:

MuJS parses Javascript code to extract the necessary operation code (opcode). The
opcode for the JS function is used to call the relevant C method that corresponds
with the Javascript method. The corresponding C methods are placed in different
memory pages. We report that the control flow in the jsrun.c file containing
the jsR_run method shown in Fig. is dependent on the input parameter of
opcode containing the Javascript method. The jsR_run method is used to parse
and call C methods. This may leak the function names of confidential Javascript

methods. The control-flow is therefore, non-oblivious.

5.6.2.2 Leaking the String Parameters via Data-Dependent Data
Access Weakness in MuJS:

MuJS contains ut£8 and rune string operations for performing string transformation

operations. The string operations are performed over look-up tables. The number

of accesses to a look-up table tells the position of the character searched in given

table. An often called function for table look-up bsearch in utftype.c exposed

in Fig. may leak the position of the character in the table. This means the

execution has non-oblivious data-access.

5.7 Managing the Software-TCB on Enclaves

Both of the fundamental security notions, namely integrity and confidentiality
management, require hardware and software co-design and implementation. A secure
hardware (a or v1.0 in practice) provides limited security guarantees
if its software contains weaknesses. For example, a buffer overflow vulnerability
allows an attacker to break the integrity of the target software. If an enclave

contains a run-time vulnerability, attackers may take the control of the execution,

Confidential Remote Compting



5. Taxonomy, Modeling, Development, Attacks, Solutions on PCL 117

compromising its integrity. The ED should avoid any run-time vulnerability to
ensure the integrity guarantees of underlying instructions.

For confidentiality management, [SGX]| can provide page-level secrecy in its
enclave memory. The content of a memory page is encrypted by the hardware. An
enclave that contains commodity software (i.e., unmodified binary programmed
without security in mind) may allow attackers to learn the secrets processed by
that software. The FED should follow secure programming practices.

[SGX] hardware threat model states the ED’s responsibilities in SGX Blogs
and SGX Documentations since the time of launching in 2015 (SGX Pro-
gramming Reference, SGX Developers Guide, SGX Developer Reference, SGX
Enclave Writers Guide) [144-146, (153, |154]. The ED must keep their development
environment malware-free. During programming or compiling an enclave, a malware
may infect the enclave and perform malicious operations. The ED must also keep
their enclave code vulnerability-free. An important post by Intel [153] mentioned
thatﬁ the type of side-channel attack identified on the RSA implementation was
well-known. Developers must avoid any weak or vulnerable code in the enclave
that plays a role in an attack.

Secure programming techniques can help to keep enclaves free against runtime
bugs. The ED has the responsibility to program their enclaves with resistance
to software-based side-channel attacks. [SGX| hardware cannot bring automatic
security guarantees for an enclave that contains vulnerabilities.

[SGX] hardware can provide integrity control for memory accesses; so that an
enclave can only access to its own address space. The untrusted operating system,
nevertheless, controls the allocation of the enclave memory pages. By design, [SGX]
cannot provide any protection against any denial of service attacks; if the operating
system refuses to give the enclave resources, they cannot operate. If the enclave
binary programmed by the ED is weak (i.e.,, performing any data access or control

flow based on input data), the operating system can observe the pages requested

15A recent blog post by Intel [153] stated following: In general, these research papers do not
demonstrate anything new or unezpected about the Intel[SGX| architecture. Preventing side channel
attacks is a matter for the enclave developer.
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Notion Hardware Feature May Break

Integrity Memory Access Checks Runtime Vulnerability in TCB
Confidentiality Page-level Secrecy Non-oblivious Software Stack

Fault Tolerance Sealed Storage Bad Software Implementation
Enclave Availability | Refuses to Operate Open | Vulnerabilities in Microcode

Table 5.4: Hardware-enhanced security guarantees in enclaves, and the cases when bad
software stack may break these guarantees. Enclave Developers (ED) are responsible for
the secure development.

or used during execution. It has been shown by Hahnel et al. [149] and Tsai et
al. [115] how the ED can mitigate some potential the side-channel attacks.

If the ED places vulnerable code inside the enclave, code flaws may
cause integrity problems which can be no longer be controlled by (or similar
trusted hardware solution). The enclave implementation must contain no code
that intentionally causes information leakage through side-channel attacks or
covert-channel attacks. These kinds of attacks do not show weakness in
technology [153]. The ED must analyse its implementation to prevent the side-
channel attacks [150-152] against the software running in enclaves.

Previous studies [155-158] have shown solutions for page-level and cache-level
side-channel attacks. Seo et al. |[155] provided a solution for the controlled page-level
attacks with a compiler-level scheme, and this [156] study solved the same attack
with verifiable page faults. Another study [157], solved the issue of data leakage in
side channels via randomisation. Additionally, recent work [158] has enabled Address
Space Layout Randomisation (ASLR) for enclaves. The EDs may benefit from
these solutions. Utilising an oblivious RAM solution [159, 160] may also reduce the

attack surface by hiding memory content, and the memory access patterns.

5.7.1 Bad Practices in Enclave Development

Based on the issues listed in Table[5.4] we briefly explain the bad practices in enclave
development in this section. We see that in Section [5.6] while instructions
are not insecure and while the Javascript interpreter has no vulnerabilities by

default, using this default and unmodified interpreter in an enclave (utilising
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instructions) causes important security issues due to non-compositionality of
security [62, 63]. Even if instructions are secure and implemented as they are
specified, and even if the component to be integrated with an enclave is designed
and implemented securely, the composition (resulting system) may not be able to

offer the security guarantees out of the box, explained earlier in Section [2.2]

5.7.1.1 Integrity and Confidentiality:

[SGX] technology is a practical [TEE] solution for securing application secrets. The
enclave [TCB]| design is crucial for providing integrity and confidentiality. For
confidentiality management, third-party software included in the [TCB| may fail to
provide secrecy for private algorithms. As such, [TCB| components that perform
sensitive operations require special attention from developers as it is possible for
arbitrary software, running on trusted hardware, to leak application secrets. Due
to their weak [TCB| components, TrustJS and SecureJS frameworks may fail to
preserve the confidentiality of private algorithms. Secrets must not be processed
by arbitrary software unless required security mechanisms are in place.

Impact of [TCB| Size on Integrity & Confidentiality Management:
Increasing the [TCB] size reduces the chance of formal verification of the source
code. [SGX] hardware provides strong integrity guarantees for execution and memory
isolation. However, a weak software stack included in the [TCB| may leak secrets
that are stored or processed in the enclave. Similarly, a run-time exploit may
give control of the enclave to an attacker.

The New Attack Vectors against the Software running on Trusted
Hardware: Commodity software products and unmodified binaries running on
trusted hardware need additional memory protections for confidentiality manage-
ment. Table shows the ED’s responsibilities to preserve security guarantees
provided by the trusted hardware. The non-oblivious software stack shown in
Section may cause confidentiality leaks, otherwise. Without deploying the
security mechanisms that are necessary in a remote environment, the performance

metrics becomes obsolete. We list the bad practices in[SGX|development as following:
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e Building a software stack with commodity software: Developers
lose security guarantees of the underlying [SGX] hardware due to weak [TCB]
construction caused by commodity software. Porting the commodity software
to [SGX] does not directly compose it with [SGX|

« Runtime vulnerabilities are still a threat: Developers cause serious
integrity flaws due to runtime vulnerabilities. Enabling the features of the SGX]
technology within applications does not mitigate the runtime vulnerabilities.

Consequently, a developer who places a runtime vulnerability in the software

[TCB]J of a[SGX] enclave does not show security flaw in the [SGX] technology.

5.7.1.2 Two Aspects of the Availability:

Availability of an [SGX]enclave may refer to two sub-notions. First, the [SGX| enclave
binary would refuse to operate if there is no legitimate Intel SGX] hardware. This
notion is independent of the ED. The security issues may arise if [SGX| instructions
have a design flaw. Nonetheless, this would not threaten the validity of enclave
research. Because the microcode can receive patches, and the secure hardware
solutions in future can avoid the known security issues.

The second point of availability is related to fault tolerance. An enclave-based
cloud service must be available. As the operating system controls the resources,
it can force an enclave to die. In case of a failure, the enclave can recover from a
sealed state. The recovery process would, however, be dependent on how this fault
tolerance mechanism is implemented. A bad software implementation may cause
enclave to fail on execution, or at recovery. The ED, therefore, are responsible for

the secure development of an enclave that is resilient to the failures.

5.8 Secret-Code Execution in Reduced [TCB

We extended the enclave development model with a new mode called [Early Private]

Mode| (EPM)), shown as State 1 (S1) in Fig. [5.8f The [EPM] helps to SCE in

enclaves preserving strong security guarantees, and avoids the issues explained in

Section [5.7.1} The overall architecture in Fig. [5.13]in the Appendix, (1) provides
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confidential execution of private algorithms, (2) keeping a minimal [TCB] size, ®)
without the inclusion of any commodity software. In short, the [EPM] runs when
an executes the enclave in their own execution environment by setting the
flag as true: The enclave then outputs the given function reference by
reading from runtime memory.

The conventional enclave lifecycle contains three states. The developer firstly

compiles the enclave binary, which is then delivered and executed, before attesting

the identity of the loaded enclave binary. In our design, we added an [Early Private]

Mode| (EPM} or State 1; S1) to serialize the secret code before compiling the

standard enclave binary. The S1 serialises the given secret internal enclave function
and outputs it to an encrypted blob. After verifying the enclave identity via remote

attestation, we load the serialized secret code for execution (Fig. State 5; S5).

5.8.1 Further Enclave Partitioning: Public and Private
Internal Enclave Functions

By default, in enclave development [161], binaries are split into trusted and untrusted

parts. Trusted enclave part includes a Trusted Interface (TT), ECALLs and OCALLs,

along with [Internal Enclave Functions| We extend this paradigm with Public
, and Secret as shown in Fig. In S1 (Fig. , the
produces [Serialised Secret Internal Enclave Functions| (SSIEF]) called Asset
1 (A1) within . At this early stage, a copy of the is created, and sealed

to enclave state, to be loaded later in S5 (After Remote Attestation).

The second state (S2) is not different from the ordinary release modeﬁ, but
includes one additional configuration parameter. By setting the flag as false;
the build process excludes the Private Enclave Part, and outputs the standard
enclave binary. The compiled binary includes the TI, ECALL and OCALL functions,
the and the Private Code (PC) Loader.

16Release Mode: https://software.intel.com/en-us/documentation/intel-sgx-web-b
ased-training/debugging-enclaves|visited on 04/Jun/2019.
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Standard Enclave Development
Application Partitioning:
Trusted and Untrusted only

Our Enclave Development Model
Extended Enclave Partitioning:

Fill Key for Application Parts

Public and Private internal functions

Development Time at Algorithm Owner's Environment

Figure 5.7: Extending the Enclave development model with Private and Public parts.
In addition to the application partitioning into trusted and untrusted, we introduce the
enclave partitioning for internal functions. These functions never communicate directly
with the outside world.

5.8.2 Late-Load of Secret Code at the Fifth State

Before execution of the enclave at State 3 (S3), the has a chance to investigate
the enclave code known as Asset 2 (A2). A2 will contain no secrets that have been
embedded in advance. First, the A2 is loaded into the main memory at State 4
(S4) via the APIs triggered by the Untrusted Application (UApp) binary.
Afterwards, the cannot see the content of the A2 in the enclave memory (other
than the side-channel footprints explained in Section . To reduce information
leaks via side-channels, we keep the clean from third-party commodity software,
not processing any secrets in the [PIEF] After Remote Attestation (either TLS-
based 162} 163] or Diffie-Hellman & SIGMA based |154]) between the and A2
(i.e., the attests the A2 enclave binary), the extracts Al, including
the [SSIEF] to the pre-allocated executable memory. To execute the secret code,
A2 calls the address of Al, passing the execution flow. This operation provides
runtime recovery of the secret code invisible to the [HO

The late-load method for a dynamic portion of enclave enables the [IaCB

introduced in Section 2.1.2.1]
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Fill Key: Application Parts State 1 (S1) State 2 (S2)
i Early Private Mode (EPM) Standard Release Mode
Creating the Asset 1 (A1) Creating the Asset 2 (A2)
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Network and External Operations - Network and External Operations;
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Figure 5.8: The Early Private Mode (EPM) runs before releasing the enclave binary. It
creates the Asset 1 (A1) that includes the Serialised Secret Internal Enclave Functions
(SSIEF). The standard release mode in State 2 (S2) creates the enclave binary including
the Private Code Loader.

5.8.3 Managing Security: Adversarial AO vs Adversarial
HO

In addition to the classic threat model of SGX]applications presented in Section [4.2.2]
where malicious OS and software stack threaten the enclave, we now consider a
two-way adversarial case. The [HO aims to learn the secret code sent by the [A0 To
do so, the [H] can query the offline with all possible input set, depending on
the application. In order to prevent this, the has to bind the to the [HOs
input parameter, while attesting A2. The parameterisation of the [SIEF]is kept out
of the scope in this chapter. Nevertheless, [A] can mitigate the offline-querying
attacks by locking the into a specific input. In contrast, the may take
control of the enclave via a malicious [SSIEF]in order to signal back any [HOspecific
private data used in the [PTEF| or [STEF]| This possibility threatens the privacy of

the if it represents multiple end-users (Data Owners, [D0). As a countermeasure,
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the [HO can physically limit any information leakage by isolating their environment
after loading the [SIEF] We do not, however, consider [PIEF] to be malicious against
the [HO, as it must be open for inspection, and it must be trusted by both parties.
This requirement of [PTEF| being trusted, comes from standard enclave development
where the all enclave code is being public. In our model, we keep a part of the
enclave private, while rest of it is still known and being open for inspection. In
short, the [A] can lock the [SIEF] against offline attacks targeting code secrecy,
and the [HJ can control the physical execution environment including the network

infrastructure to mitigate the covert-channels.

5.8.4 Comparing the Approach 1 and Approach 2

The secret code execution in reduced (Approach 1) uses direct export and
import of the C code. The interpreter enclave method (Approach 2) enables
the use of high-level languages.

Usability: Approach 1 requires the [A0 to be aware of enclave development,
and it requires them to take an additional step of [EPM] before releasing the code.
In Approach 2, the [AQ does not need to have information about the enclave
development, as the interpreter provides a layer of abstraction.

Security: Using an interpreter leaves more memory traces, potentially leaking
information via side-channels. It requires oblivious interpreters and oblivious
memory layout in order to hide the control flow. Loading native C functions with
the size of memory pages do not leave further traces (at page-level granularity),
other than the number of calls.

[TCBJ Size: Even though using a very small interpreter, Approach 2 dra-
matically increases the [TCB| while weakening the threat model. The native C
execution method in Approach 1, the [TCB]| contains approx. 1500 LoC for [PC]
Attestation and other Enclave functions (excluding any application-specific
functionalities of the enclave). In comparison to interpreter enclaves of 14 KloC,
our method provides a that is ten times smaller. Also, Approach 1 addresses

a stronger threat model towards side-channel attacks by leaving less footprints.
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AO Produces
Asset 1 (A1)
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Early Private Mode (EPM)
Creating the Asset 1 (A1)

A0 JIC),

ED

HO {1 &

ED Produces
Asset 2 (A2)

(1.) ED sends
the enclave binary
A2 to HO

(2.) ED attests the enclave
(Establishes Secure Cannel
Verifies the Enclave Identity)

State 2 (S2)
Standard Release Mode
Creating the Asset 2 (A2)
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State 3 (S3)

Before Execution

Binaries are open for reverse
engineering and inspection

State 4 (S4)
At Runtime
Binary is loaded into memory

TN [IM TONMDIXE] SARIIUSG] A1) JO MO[,] PIPUSIXG]

(3.) AO sends the SSTEF

(4.) A2 extracts the Al in
HO’s environment at runtime

State 5 (S5)

After Remote Attestation
SSIEF is loaded into allocated
memory via PC Loader

Figure 5.9: The Standard Ezecution of an enclave, and the Frxtended Execution flow with
EPM for private algorithms. The difference is that the AO takes also a role in development
of the enclave for private parts. The Asset 1 containing the private algorithms is loaded
late in the HO’s environment for secret-code execution after verifying the attestation

report.

# | Use Case For Alg. Status | Data Status Result Execution

1 | Computing Private Alg. Public/No A.O. gets | only at H.Os
Power (CP) by AO Data by DO environment

2 | Algorithm Private Alg. Private Data D.O. gets | D.O. controls
Querying (AQ) | by AO by DO H.O/s env.

3 | Data Querying | Private Alg. Private Data A.O. gets | D.O. controls
(DQ) by AO by DO H.O’s env.

5.9 Industrial and Practical Use Cases

Table 5.5: Three Use Cases on Secret-Code Ezecution through SGX enclaves.

The [A0 needs to run private algorithms on a remote, untrusted computer. We

show (Table |5.5)) three examples where our execution model can achieve this goal.

These scenarios differ from each other by the execution environments and the

participant who receives the result.
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5.9.1 SCE-CP: Secret-Code Execution on Computational
Power

In the first scheme, the [A] has a set of private algorithms, such as @ a private
compression algorithm, (2) a private sorting algorithm. These algorithms need
high computational power. The [A], therefore, rents a remote server from the [H0O
This computation includes embedded constant values and the algorithm provided
by the [AJ only. The [DJ does not involve in this scenario. The [A] wants to

get the secret output of the computation.

5.9.1.1 SCE-CP in Practice:

The [A] creates the containing the algorithm and the enclave binary. (1)
The [AJ sends the enclave binary to the[HO The[H executes the enclave on a
enabled machine. (2) The [A() attests the enclave, and establishes a secure channel.

(3 After verifying the enclave identity, the [A0sends the encrypted [SSIEF} The [HO)

loads the encrypted content and execution begins. The result of the computation is

encrypted with the [AJs key. (4) The [AQ receives the result and decrypts it.

Private Application Logic Actions/SGX Instructions High Computing Power in Cloud
& 5= 3
- - AO §IC, HO @ §
giiigié 1 Asset Trusted Execution Environment
nspectable
Fill Key: Asset Type SGX-enabled Hardware: P

Time
Period

53
244444441
(o T O
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(Compiled Binary

” ————— 1. Send—P
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.
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Entity’s Environments Key Exchange 2. Abtest— Measurement H
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\4

Figure 5.10: Secret-Code Execution (SCE) Computational Power. The AO creates a
session with the enclave binary, and shares the SSIEF. The SSIEF is extracted into the
enclave memory at runtime.
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5.9.1.2 SCE-CP Establishing the Mutual Trust:

The [A] designs and implements the enclave binary. Sharing the [SSIEF] after the
attestation process gives the [AQ an inherited trust. The [SSIEF]is decrypted and
executed only inside the Non-Inspectable Time Period (in Fig. [5.10). This scheme

removes the chance of the [H( to disassemble any content of the enclave code.

5.9.1.3 SCE-CP Malware in argument:

There is a long-lasting argument [164] that an enclave may include malicious
code. We evaluate this argument for the SCE-CP use case. Our execution model
allows the [AJ to include arbitrary software in the enclave. Without the use of [EPM]

and [SSIEF] the [A( may send the enclave code in plain text, or the [A0 may entirely

avoid utilising enclaves. This, however, does not stop the [A]] from sending malware
to the cloud environment. In fact, the[A(jis free to run an experiment with malicious
or benign code in the cloud. At the bottom, the [H controls the hardware resources,
and observes the usages. The [H( charges more to the [A(, if the resources are used
more. At all times, the can observe all I/O traffic of the enclave. The can
refuse to give resource at any time. The enclave, resource-wise, is one of the most
visible parts in the system. Through the enclave or not, the malicious [A(] has full
access to the cloud machine. We conclude that use of an enclave does not increase
the existing attack surface in the SCE-CP scenario. We will further provide an

in-depth systematisation of malware arguments in enclaves in Chapter [7]
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Figure 5.11: Secret-Code Execution (SCE) Querying the Algorithm. The DO provides
an input to the secret algorithm and receives the output. Input commitment prevents
querying the secret-code with a different parameter in an offline repeated execution.

5.9.2 SCE-AQ: Secret-Code Execution on Algorithm
Querying

In the second scheme, the [D( has private input data, such as (D an image
containing health data, (2) a data-set collected from sensors. As an untrusted
entity, the [A(] has a private algorithm that can process this private input. The
SCE-AQ scheme (Fig. outputs a private value that the @ must receive
only. We assume that both entities are mutually distrustful. They do not want
to share their private assets with each other. A collusion between the [AJ and
the [HO against the [D{J can leak the secret data. We, therefore, consider the [HO
to be controlled by the [DO

5.9.2.1 SCE-AQ in Practice:

The [A0 uses the [EPM] and creates the containing the algorithm, and the
enclave binary. (1) The sends the enclave binary to the that is controlled
by the [DO (2) Different from the SCE-CP, the interacts first with the enclave
and commits the input. (3) The attests the enclave and verifies the identity.
(@) If convinced, the [AQ) shares the [SSIEF] with the enclave. The key point is that
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# Example Input_ x Example Method Example Result_y
001/256 | 00-1111-00 SSIEF (function_ f()) | 11

002/256 | 11-0101-11 SSIEF (function_ f()) 10

T SSIEF (function f()) | ..

256/256 | 00-0110-01 SSIEF (function_f()) | 00

Table 5.6: Brute-Force Querying the Algorithm by Re-using the Enclave

neither the [DJ nor the enclave can change the execution after this stage. @ The
result of the computation is returned to the [DO.

5.9.2.2 SCE-AQ Brute-Forcing the Algorithm Secrecy:

This scheme returns the computation result to the [DO This allows the to
gradually learn about the algorithm. A malicious the may want to find the
all possible input and output streams of the algorithm. The Table |5.6] shows
an example to learn the function behaviour by brute forcing the input streams.
The can freeze and clone the memory state of the machine to perform an attack
against the algorithm. In our mechanism, however, the independent input from

the @ comes before the [SSIEF| Once the @ commits to an input parameter (@
step, Fig. [5.11]), the enclave does not accept any other interaction other than

accepting the [SSIEF step, Fig. |5.11)). If the clones the enclave at an
pting p, Fig y

stage, the result does not change. The [A(] can thus measure how much secrecy

of the algorithm has been already leaked.

5.9.2.3 SCE-AQ Preventing the Data Leaks:

In contrast, the [AQ may want to leak the secret inputs. Even though the [A(] can
execute any code, the [SSIEF] cannot communicate with any other entity. The [DO

physically controls the environment, and does not allow any 1/O operation.

5.9.3 SCE-DQ: Secret-Code Execution on Data Querying

In the third scenario, the [A0 and the goes into another joint computation. The
difference is that the result must be returned to the [AQ only. The has a special

private data-set. The [A(0 wants to run a secret query on this data-set.
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Suppose that, the [D() is an authority who collects road-data and driving
experiences of citizens through sensors. In another example, the can be a car
manufacturer company who collects data from their cars. The [A(]is an insurance
company, or a government authority, who wants to run a private algorithm on

that data-set.

5.9.3.1 SCE-DQ in Practice:

Similar to SCE-AQ, (D) the [AJ sends the binary, (2) the [DJ commits the input,
(3 the [A] attests the enclave, (4) the [A] shares the [SSIEF] Differently, at the
step (B), the [DO reduces the bandwidth of the result. (6), the [A0] receives the
result and decrypts it.

5.9.3.2 SCE-DQ Limiting the Data Leakage:

The difference in the SCE-DQ from the SCE-AQ is that the [A(] receives the secret
result. At the end of the computation, the [D( does not let [SSIEF] to return an
arbitrary value directly. In this example, we allow returning only 1-bit of data
(boolean) as a result. This operation means, the @ does not know what software

has processed her input, and does not know the result. The [DO, however, knows
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Figure 5.12: Secret-Code Execution (SCE) Querying the Data. The AO runs a secret
query on a secret data set. After the secret-code execution, the DO has control of the
bandwidth for filtering the return value.
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Description ‘ SCE CP ‘ SCE AQ ‘ SCE DQ
Development Time Public/Private Partitioning: Asynchronous
Compile Time EPM and Enclave: Asynchronous

t Time Cost, m 1. Step: Execute the Enclave
Memory Size
Worst Case 2t | 3. Step: Exec SSIEF | 4. Step: Exec SSIEF
total time cost

Other Operations: Existing costs

Table 5.7: Overhead of Three Use Cases on Secret-Code Ezxecution.

the type of the value, and permits to return this secret value to the [A0 By
doing so, the can control how much secrecy of data is disclosed.

5.9.4 The Overhead in SCE Components

We observed two types of computational costs in our use cases: (1) The asynchronous
operations that are independent of the main computation; @ The synchronous
time cost that our model adds on top of the existing cost. Table summarises
the memory space (m) and computing time (t) overheads of the components. In
the worst case, the [SSIEF] recovery costs an equal amount of time to the cost of
the enclave creation (t). This overhead sums up to Worst(2t) of total time for the
execution. The computation itself, however, can take time and memory as

required by the [A0} The [SSIEF]is executed in the preallocated memory area during

enclave creation. This operation, therefore, does not require additional memory.

We keep the remote attestation costs and operations out of the scope in this study.

5.10 Closing Remarks

In conclusion, our late-load method for secret-code execution provides stronger

security and native execution performance, requiring only a small additional

development effort from the [Algorithm Owner] Future work may explore automated

ways of deploying our design, however, Approach 2 in private algorithms will

continue to have better usability.
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Contributions

The novelty and contributions of our work are as follows:

@ we consider mutually distrustful entities (HO, DO, AO) with conflicting
interests in the cloud,

@ we differentiate the private algorithms and the private data,

@ we show the bad practices on use of @ in the cloud,

@ we create a taxonomy for secure execution of private algorithms in untrusted
remote environments,

@ we provide practical insights to enclave development,

@ we perform a security analysis on existing dynamic code loaders with
interpreter enclaves,

@ we evaluate our execution model in three adversarial settings in the cloud.

Chapter Recap

Section [5.3| provides a background on current binary execution mechanisms, as
well as responsibilities of application developers for the chosen development model.
Section [5.5 explains the trade-offs between design choices in [TCB]| for private
algorithms. We analyse the [TCB| components of existing frameworks with practical
attacks against code secrecy in Section [5.6, and Section explains the bad
practices in enclave design and development. Section [5.8] shows our design for
secret code execution with reduced [TCB]| that is providing better security. Finally,
Section [5.9) demonstrates our method in practice with three use cases of private

algorithms for industrial use.

Confidential Remote Compting



153

"9AR[OUD O} JO 9SBI[AI 9] d10Jo( 98e)s A[Ied ur ul passooold st qred ojearrd oy T, -sjpred orqnd pue ojearrd yjm Suruorijred aar[oUS
9T} PUSIXY SPAR[DUD X )G opIsul swyjLiod[e ayearid jo asn o) Surjqeur] ") J, Peonpay ul (gHS) UOIINILXG 9P0)-1910g :€T°g 2In3rg

5. Taxonomy, Modeling, Development, Attacks, Solutions on PCL

AAISS Sururejuoo | 49ssy o) 99a10 09 (TS) 9POJN el Afrer oY) syroddns 1adopas(] aarUL

AGTS S 01807 SSouIsng 10 WILIOS[Y 19100G SRl IouUM() W)LIoT[y

e G

:
U

~ire

odA T, 1088y 403 ([T

VAN I

s)ae oARpPUY A3 [[1]

TOTINDIXT D)0 I0] SUIYPRIN I0S()-PUH IO
AINJonIise quy T:OTU T_.:: ,H,J:Pwo UH..«P)T~QHM

& _ _ .

(¢v) ¢ 10ssy speo
Areorwreud(q 6§

(zV) ¢ 1985y (¢V) ¢ Yssy
A1) §JS9NY TS 93} spuag €S

urey ur ddy

Azowour ojur papeoy st Areurg uorgoadsur 10 uodo oLIRUIE]
swuny 1y UOINDAXY d10Jog
(¥S) 7 ovesg (g9) € o118

Arouwrour ojutr TQ@QOH St rmm.:mm
UOIIRISIJY 9j0WdY 199y
(g8) g orerg

(suoryerado owry-uny oY) yuowuonAUY (OQH) S,I0UM() dTRMPIR]

corrrorrre
999505572

20 10pR0T Dd AT
STIVOO ‘STTVOA ‘IL

(1v) 1 90887
91} seonpoid 1§

(eV) ¢ 1ssy
a1} $eONPOIJ ZS

(¢V) ¢ 19ssy oy Suryesi) (TV) 1 1088y oy Suryear)
OPOIN 9SBI[9Y pIepue)g (JNdH) °POIN oyeAltd A[req
(29) z oyess (1) T 21e38

(suoryerado smry-oniduioy) o1 ,) WOWUOINAUY (OY) S, 10UM() WISy

IoUM() WIHLIOSTY JO PIS 91} U0 10dO[oAd(] QAR[OUY "9SBI[AI 1]} AI0JAC dPOI-}AIS [} 399301

T yoeoxddy

Confidential Remote Compting



Part 1V

Systematisation

134



Chapter 6

Fully General Domain Model of
Confidential Remote Computing
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Digital services have been offered through remote systems for decades. The
questions of how these systems can be built in a trustworthy manner and how their
security properties can be understood are given fresh impetus by recent hardware
developments, allowing a fuller, more general, exploration of the possibilities than
has previously been seen in the literature. Drawing on and consolidating the
disparate strains of research, technologies and methods employed throughout the

adaptation of confidential computing, we present a novel, dedicated

[Remote Computing] model. [CRC]| proposes a compact solution for next-generation

applications to be built on strong hardware-based security primitives, control of
secure software products’ trusted computing base, and a way to make correct use
of proofs and evidence reports generated by the attestation mechanisms. The [CRC]
model illustrates the trade-offs between decentralisation, task size and transparency
overhead. We conclude the chapter with six lessons learned from our approach,
and suggest two future research directions explained in Part [V]

This chapter is based on publication [10].

This thesis is on [CRC| modelling and implementation details. The novelty of
this chapter is that we draw on existing approaches to confidential computing, and

its development, and that here we extend those approaches and add extra concept

to generalise the literature into our concept of (Confidential Remote Computing.

[CRC] has two main practical implications. Part [T presents the support for many
party applications, it contains a communication model, system model, threat
model, and attestation model. Part [[T]] presents the model on private algorithms,

computation models for multiple stakeholders, extended application partitioning
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model and an extended threat model. Here in this chapter, we present novel
concepts such as Transparency Overhead in connection with the Task Size and
the Decentralisation, and a novel systematisation in three domains (hardware,
attestation, development) for the [CRC]

In the previous two chapters, we provided technical insights, development models
and practices. Now in this chapter, we systematise the idea of [CRC| by defining

its sub-domains and discussing the related concepts in more depth.

6.1 Confidential Remote Computing Model and
the Index List:

The meaning of the word model can be ambigious for some readers, in the context of
[CRC] we use the model with a similar meaning to framework. The reason why we do
not switch to word framework is because throughout the thesis we present multiple
models of the theme. The aims of our model/framework are to evaluate solutions,
to compare one solution/technology with another, to identify where more research
is needed. For interested readers, the closest model we show is at Section [6.5 and
the [CRC| model is drawn at the largest circle of the ring at Figure [6.4) with secure
loaders (in development domain), secrecy and frequent updates (in attestation
domain), [TCB|updates and private RAM (in hardware domain) and the fifth entity
with the algorithm owners. We provide a brief list of the sections containing the
pieces of the [CRC| model throughout the thesis.

Part [[I, Public Code and Private Data:

o System and Adversary Model: Section [4.2]
o Architecture Model: Section [4.5.5
e Communication Model: Section [4.5.6

Part [T} Private Code and Private Data:

o Multiple Stake Holder Ownership Model: Section [5.1
o Extended Adversary Model: Section [5.8.3|
» Extended Enclave Partitioning Model: Section [5.8.1]

Confidential Remote Compting



6. Fully General Domain Model of Confidential Remote Computing 158

o Late-Load Model for Private Algorithms: Section [5.8.2]

o Execution Model between a Hardware Owner and an Algorithm Owner,
Computational Power as a Service Model: Section [5.9.1}

o Execution Model between a Hardware Owner, a Data Owner and an Algorithm
Owner, Algorithm Querying as a Service Model (limiting Algorithm Exposure):
Section [5.9.2

o Execution Model between a Hardware Owner, a Data Owner and an Algorithm
Owner, Data Querying as a Service Model (with Reduced Bandwith to Limit
Data Leakages), Section

Part [[V], Systematisation of Knowledge on [CRC}

Domain Model: Section 6.5
Trade-offs Model: Section [6.6]
Unified Computing Model [6.6.5]
Malware Infeasibility Model

6.2 What is Confidential Remote Computing?

Computer programs contain computations. Simply put, the function f(x) = za + b,
a computation, or a NAND gate, consists of two elements, the data (input) and
the algorithm (operation). These computations can require confidentiality for their
assets. The basis of any confidentiality is one party’s desire for protection from
another’s infringement on their assets. Although a computation can run locally, it
turns into a remote computation between these two parties involved. This is why

Confidential Computinﬂ cannot be conceived without the key aspect of remoteness.

The problem we identify and response in (Confidential Remote Computing has

been around for decades. In fact, we shall discuss in Section that it has

been studied throughout the history of inter-connected computations. We shall

highlight the development of old and new aspects of [Confidential Remote Computing

Over time, new actors introduced new approaches, evolving requirements and

'https://confidentialcomputing.io/
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corresponding security solutions. Thus, the multiplicity of actors in a computation
poses a challenge for any emerging control decentralisation. The main issue is
decentralisation of the computation, our solution approaches to this problem

through its participants.

6.2.1 The Problem Statement

The problem of [CRC| can be expressed in various means. For simplification and inter-
disciplinary understanding, we explain the problem by using a classic example with
digitalised companies, e.g., take two insurance companies. Both of these companies
promise to perform advertised computational tasks remotely with your private
information and promise you to delete all the information stored. One of them has
certified infrastructure, isolated and confidential execution, and minimised software
stack. The other one is infected by advanced malware, it may perform some hidden
operations (e.g., selling your data off in the background). Can you tell the difference
between the two from your home computer? What proof could there be that you
are communicating with the right insurance company? Similarly, consider a bank, a
block-chain infrastructure, your government, and many other mission-critical online
services you are using. How do you know that the behaviour of the remote system
is, as promised, trustworthy, to whatever end you wish to employ it?

The service quality of a business depends on the transparency it offers. Being
able to offer true trustworthy service is not only an added value to products, it is seen
as a basic requirement by users. Gaining trust may come through formal validation
and verification methods (i.e., checking if a piece of code matches its specifications)
in relatively small systems. In contrast, our focus in this chapter shall be placed on
the Confidential Computing paradigm, in order to help us understand how the root
of trust in hardware can be translated to humans through software components. For
example, users can make sure that an election was counted correctly, cast-as-intended

(e.g., towards universal verifiability). Alternatively, a user can reverse—monitmﬂ an

2Reverse-monitor; the action of observing the observer entity. i.e., if monitoring takes place in
one direction from a company towards their users, these users watch the company’s actions in
reverse direction.
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online advertisement company to verify it does not invade her privacy.

6.2.2 The Ambiguity of Trust in Naming Convention

Trustworthy Systems Used for security notions by verification
Trustworthy Computing Used for security notions by measurement
Trusted Computing Older term from DoD’s Orange Book
Trustworthy Remote Computing | Entities with TPM /Enclave computing
Confidential Computing Used by industry, Microsoft in Azure
|Conﬁdential Remote Computing| Term we model in the rest of the chapter
Secure Remote Computing Term for the ideal case

Table 6.1: Overview of the terms with closely related meanings in the field.

Trustworthiness implies integrity guarantees among other security notions.
Integrity can be observed through measurement or with the means of verification.
Through software verification, other guarantees specified such as confidentiality can
be obtained. Despite the presence of other security guarantees through verification,
however, integrity is the key notion to trustworthiness. In table |6.1] we summarised
these concepts. Although confidentiality properties can be derived by measurement
or verification, the sub-notions such as privacy, data-secrecy, algorithm-secrecy,
require additional attention based on threat modelling. Physical access, e.g., through
side-channel leakages, in a system can cause confidentiality issues. For example,
software verification can guarantee that a piece of information is kept confidential

throughout the life-cycle of the execution, avoiding software bugs leaking the

information. In this chapter, we focus on [Confidential Remote Computing, a

concept which requires both strong integrity (due to remote execution) and strong
confidentiality guarantees. The older term trusted was used in the Department of
Defence’s orange book [20], however, the current understanding replaces it with
trustworthy where the users can evaluate the pieces of evidence present and make
a trust decision. There are instances of the term trustworthy systems’] used to
imply trust by verification. Trustworthy computing is often used to describe the

field of trusted computing, where the pieces of evidence are generated with/from

3Trustworthy Systems used by research groups. https://ts.data6l.csiro.au
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hardware root of trust primitives. There are secure systems built [2] with hardware
technologies (such as based or based, etc.), where these systems address
the security problems of trustworthy remote computing. The industry consortium of
confidential computing also uses a similar naming convention, however, it implies a
product name/group in cloud computing. Finally, the ideal case of secure remote
computing [165] is an unsolved problem. While there may be small-scale proof-of-
concept studies, secure remote computing is difficult to perform as a many-party,

high-scale, generic computation.

6.2.3 Position of |Confidential Remote Computing in Five
Stages of Computing History

Similar challenges to ones found in [Confidential Remote Computing have been

around in computing history. Trust and confidentiality challenges have been around

for decades, never fully solved, and will likely continue to evolve with new advances

in computing by new participants. In this brief presentation of |Confidential Remoté

[Computing, we connect the past and future of remote computation. There is
a progress in these stages on how the computations were carried. This list is
not to say that every single computer followed them, we justify this list with
the advancement of the technologies. Once a technology became available,
e.g., PKI, we move into the next stage. For example, with the introduction of
hardware-assisted memory encryption, attestation and isolation features, we move
into the fifth stage of computations where algorithms can be hidden while offering
services in commodity/edge devices. These points are related to each other by
the available technologies. Approximately each decade has a technology becoming
the mainstream in how computations are done. This list helps us to create the
systematic view around different domains in Figure [6.4]

o Trust Your Manufacturer in Confidential Computation:

— Local Confidential Computation.
e The Use of Public Key Infrastructure in Remote Computing:

— Remote Representation of Confidential Computation.
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e Old-school Cloud Computing as Confidential Computing;:

— Partial Confidential Remote Computation in the Cloud.
e When Data Owners Claim Their Rights:

— Data-Confidentiality in Remote Computation.
o Algorithms Matter:

— Fully General Confidential Remote Computation.

From another perspective, |Confidential Remote Computing can go back to remote

procedure calls (RPC) in distributed computing. Any functions executing in remote
nodes need to comply with security requirements. The following structure begins
with local confidential computation (first stage), and the remote representation

of confidential computation (second stage).

6.2.3.1 First Stage: Trust Your Manufacturer in Confidential
Computation

Confidentiality requires at least two entities, one which protects an asset threatened

by another. With regards to the earlier form of computation, it is possible to talk

about confidential computation taking place in local machines. Individuals trust

the manufacturers to build the correct computing device. Yet, the manufacturers

sell hardware and no direct networking takes place. Individual computations take

place locally and without external interactions in the early days.

6.2.3.2 Second Stage: The Use of Public Key Infrastructure in Remote
Computing

Around the 1970@, secure communication through certificate-based authentication

was initially developed/used by intelligence agencie{], but only became available

to the general public by the 1990s[166] through attempts of the public sector and

4Online, Last Accessed 26 May 2022, https://archive.nytimes.com/www.nytimes.com/1i
brary/cyber/week/122497encrypt.html

°Online, Last Accessed 26 May 2022, https://web.archive.org/web/19980507105259/http:
//www.cesg.gov.uk/ellisint.htm

®Online, Last Accessed 26 May 2022, https://web.archive.org/web/19980507105439/http:
//www.cesg.gov.uk/cnellis.htm

"e.g., British Secret Service, or GCHQ, or considering some claims of NSA. Note added to
clarify comments of one of the assessors of this work.
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researchers, for example, the invention of WWW by Tim Berners Lee (1991) and
SSL/TLS by Taher Elgamal (1994). Certification Authorities (CAs) introduced
a new trust model based on public key infrastructures. With the help of this
infrastructure, increasingly complex trust models began to facilitate interactions in
the digital world. In those models, identity is provided with certificates. We still
have to trust the manufacturers to build the right hardware, but in addition, we
also need to trust certification authorities to provide the advertised services. While
in the first stage local machine owners were only able to trust computations they
performed themselves, now they can also validate and trust whether any given data,

computation, application, or output stems from the expected entity.

6.2.3.3 Third Stage: Old-school Cloud Computing as Confidential
Computing

Over time, entities with the ability of centralisation offered the first form of

[Confidential Remote Computing. These services satisfy customers who need more

computational power in order to outsource the computational jobs. The set of
hardware owned by those central authorities introduced a service we now know
as cloud computing. The problems in the threat modelling, (1) who protects what
and (2) protect from who never became clear. Two major problems appear after
this stage: (1) Can the cloud providers trust their own infrastructure to do the
right job? (2) Can customers trust the cloud provider’s infrastructure to behave
as promised? In this setting, the customers must be able to trust to the remote
computation, for example, a sorting, compression, or other services. Private data
is not necessarily involved yet. Algorithm secrecy is not a concern yet either due

to a lack of awareness of the possible value of data and algorithms.

6.2.3.4 Fourth Stage: When Data Owners Claim Their Rights

Soon after the widespread takeover of the cloud systems around 2010, with their
existing problems, the value of data becomes more important. The new evolving
requirements bring new solutions together. While in the previous stage of old school

cloud computing, the data in use is not encrypted and therefore its usage carries
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high risks, at this stage, data owners require strong security guarantees for the data

in use, besides data at rest and data in transit requirements.

6.2.3.5 Fifth Stage: Algorithms Matter

Recently, developers and companies asserting ownership on intellectual properties
have become additional stakeholders in computations. The intellectual property in
question is the private algorithm and/or the business logic itself. The algorithm
security brings new challenges to private transactions, secret contracts, computer
games, and many other domains. Besides the secrecy of the algorithm itself, a
public algorithm processing a piece of private data is an attack vector at risk
of leaking private data through side-channel attacks. It is not sufficient to keep
algorithms private to mitigate the danger of side-channel attack, but data owners can
benefit from secret algorithms depending on the decentralised trust model between
hardware, data and algorithm owners. Private algorithms must be concealed from
the hardware owner to contribute to data security, because potential collusion of
private algorithms and hardware owners poses a high risk to data owners. The
case-specific threat model, however, must have a micro-optimisation depending on

the available security features of the underlying hardware.

6.3 Kernel and Hardware Assistance in
Confidential Remote Computing

[Confidential Remote Computing has not been fully modelled yet, we listed the

existing similar concepts in the Setion [6.2.2] A way to achieve a comprehensive
model can be by having the dimensions of assets and demands of mutually distrusting
parties with conflicting interests. Hardware owners, data owners and algorithm
owners are distinguishable in a many-party computation. These three parties
are distinguished by the assets they bring to and the demands they expect of
a computation. In practical terms, any combination of these parties could be a
single entity. For example, a hardware owner and an algorithm owner may be

represented by one company. Hardware owners are concerned with maintaining
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their trustworthiness, maximising their revenue, and are honest-but-curious to
learn anything about an algorithm (i.e., business or game logic). The algorithm
owners have interest in their logic (i.e., formulated computation) secret, and they
are curious to learn about the data they process. The data owners must protect
the privacy and secrecy of the data set they manage, while aiming to maximise
their revenue at the same time. Both data and algorithm owners are potentially
interested in the outputs of computation.

In considering the security of distributed computing, we may trace a development
path from the remote procedure call (RPC) forward. The earliest problem to be
addressed was managing access control for the remote computational resource,
followed by technologies for the security of communications to and from the remote
platform. In the simple case, attestation adds further assurance to the initiating
party about the service offered on the remote system. Moreover, attested service
isolation helps to provide assurance for credentials passed to the remote service
so that that service can read or write from other resources.

Much of our work has concentrated on a generalisation of multiple parties
wishing to collaborate on a task, despite being mutually-distrusting (and distrusting
the remote platform also). Attestation provides a mechanism to enable them to
gain trust in the remote platform, but raises many challenges for the management
of general-purpose platforms.

In this chapter, we explore the most general case, then, where the data and
the computation are both secrets. Clearly, in this case, binary attestation may be
sufficient to assure all parties that they are interacting with the same code entity,
but crucial questions about the behaviour of the computation can only be addressed
through some form of semantic remote attestation.

Our objective in this chapter is to explore these dimensions and provide an

overview of potential strategies for trustworthy remote computation, leading towards

a fully-general [Confidential Remote Computing framework, always having regard

for the concerns of [TCB| minimisation. We extend the framework to consider
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Figure 6.1: Overview of system architectures for security and performance. Monolithic
kernels offer better performance, and, their security limitations can be mitigated with
hardware extensions.

Hardware
with Security Extensions

the notions of privacy protection explored elsewhere in the project as examples

of the semantic properties to be attested.

6.3.1 What benefits can Hardware-based Root of Trust
offer?

Basing the root of trust in hardware may offer stronger security guarantees than
software-based mechanisms for attestation (local or remote) during a computation.

The core of security mechanisms in systems relies on components specified in the

Root of Trust (RoT). Sub-definitions of RoT such as|Root of Trust for Reporting),

[Root of Trust for Measurement| or [Root of Trust for Storage| offer increased security

with their independence and low size. Establishing trust in a system may require a

piece of evidence (e.g., hash, checksum) representing the state of the memory.
6.3.1.1 Is Software-based Root of Trust Insufficient?

Earlier, we introduced the arguments on software-based solutions in Section [2.2]
hereby we further explain why is it not sufficient. In embedded systems or in
computer peripherals, the software-based attestation mechanisms [167, |L68] may
generate time-based reliable reports about the trustworthiness of the system.
General-purpose computers are more complex and have larger attack surfaces,

and software-based attestation mechanisms fail |[169} |170] to represent the state of
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the system. Software-based attestation mechanisms cannot provide secure reports
in rich execution environments if the attacker has physical access to the system.
Alternatively, a software-based trust may fail if any exploit gives attackers equal
privileges to attempt an attack on a lower level (towards hardware) than the
software-based attestation mechanism runs at.

Hardware-based attestation mechanisms often run on the lowest level of systems
and utilise private keys embedded inside the chip to generate trusted pieces
of evidence representing the memory state. In our model, we focus on remote

attestation mechanisms based on secure processors described in Section [6.5.4]

6.3.2 Failure or Success of the Micro-kernels?

The second architectural question for [Confidential Remote Computing concerns the

kernel and privilege structures responsible for performance and security.

Micro-kernel architectures provide software isolation for kernel functionalities,
shown in Figure [6.1] In the execution phase, servers do not share resources or
pointers and do not have direct access to the address space of other servers. Even
in a traditional or layered kernel architecture, address spaces are isolated from
each other with privilege levels; if one server passes any address space to another
kernel module, changes must be tracked and controlled. The maintenance cost
of memory tracking increases the performance overheads in micro-kernels. Even
with an acceptable performance overhead, they require the utilisation of distributed
programming models to share and maintain the resources between several modules.
The distributed algorithms may not be sufficient to make the system available;
if a kernel module fails, the system may fail too because of dependent resources,
as occurs in distributed systems.

Besides the notion of availability, security is also characterised by the notion
of non-compositionality [171]. Having individual secure kernel modules in the
micro-kernel architecture approach does not prove the overall security of the kernel.
The security properties of smaller modules may not make the system containing

it secure by themselves. Micro-kernels were developed later than the monolithic
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kernel approach. Current computer systems are mostly using monolithic kernel
architectures, and deployment of systems based on micro-kernel architectures
requires significant development effort.

The Information Flow Control (IFC) kernels [172, 173] can establish a trusted
state for applications running on top of untrustworthy code. Their trust assumptions
include hardware integrity and physical security against tampering.

The wimp-giant kernel architecture model [174] suggests an abstract isolation
mechanism assuming to provide accurate and complete adversary definitions. In this
approach, micro-hypervisors require a verifiable boot. Otherwise wimpy hypervisors
and wimpy kernels cannot bring any security guarantee for wimp apps. A hardware-
based remote attestation mechanism may satisfy the verifiable boot requirement of a
wimpy micro-hypervisor. Nevertheless, this approach does not provide confidentiality
and integrity properties for wimp apps. A malicious giant may read the contents of
wimpy apps as they please. A giant may compromise the security of wimpy apps with
a TOCTTOU attack [139] or an IAGO attack [116]. Due to incomplete adversary
definitions, the dancing wimp-giant kernel architecture model is insufficient for
establishing trust in the presence of the untrusted environment.

A micro-kernel alone may not be able to offer the security guarantees of hardware-
assisted systems. But micro-kernels may be more suitable for formal verification
than monolithic kernels.

The formally verified micro-kernels can offer isolation and confidentiality guar-
antees similar to enclave-based (hardware-assisted) systems. Besides, micro-kernels
can be integrated with hardware extensions in a system for better security. For
example, the seL4 [22] formally verified micro-kernel can be used with RISC-V [175]
systems with the Keystone Enclaves [176]. Either the underlying system managing
the enclaves can utilise the sell4, or the sel.4 instance can be placed inside the
enclaves for kernel support. However, one of the difficulties with formal verification
of the micro-kernels remains unsolved, major updates or changes in the kernel may

invalidate its proofs. Frequent modifications to proofs limit the implementation of
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sophisticated functionalities in micro-kernels and thereby their wide deployment

in general purpose computers.

6.3.3 Monolithic kernels are faster but offer no better
security than micro-kernels

The X86 monolithic kernel architecture includes four privilege rings: operating
system kernel level at ring 0, rest of the operating system at ring 1, device drivers at
ring 2 and applications at ring 3. Most of today’s systems use only ring 0 including
the entire kernel, OS, and drivers, and ring 3 for user applications. Ignoring ring
1 and ring 2 brings performance benefits, as interrupts cause switch overheads
between the rings. Since most of the existing operating systems in use are already
designed to use only ring 0, it is impractical to re-implement all their software
stack. The lack of intermediate privilege rings increases the security risk. If any
user application can jump into ring 0, it takes full control of the operating system.
If a malicious application hooks the system before a security mechanism running
on ring 0 can do so, this means the security mechanism cannot detect the malicious
application. This is one of the fundamental problems most anti-virus software
products suffer from. A ring-3-malware may easily take control of the kernel in

ring 0, and fully evade its anti-virus software.

6.3.4 Improving security of monolithic kernels with
protected module architectures

Protected module architectures (e.g., Intel’s recent iteration) utilise the ring -3
(minus three) and increase the security of user-level applications with the ability
to sandbox a memory region from the rest of the system. The microcode of the
processor handles the isolation mechanisms of the user-level applications running
on ring 3. This trend brings stronger security guarantees to existing systems and
its development models allow existing applications to run with no modification
or with small changes. The applications deployed on secure processors can also
benefit from the memory encryption engine, remote attestation, confidentiality

and integrity features.
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6.4 Practical Implementations of Enclaves

Enclaves are the protected memory regions containing an application code. The

protected module architectures provide the security features for these enclaves.

Public Enclave
Data Owner 1 =3 ! Mutually-Agreed I o

Data Owner n —3 I Public Algorithm - Output

= Internal Enclave
I Function f(}

Hardware Owner's
Environment

Figure 6.2: Many Data Owners join into a mutually agreed multi-party computation.
An enclave can act as a trusted proxy for computations.

We describe two uses of enclaves: first grid computing, and second multi-party
computing. In the grid computing shown in Figure [6.3] multiple hardware owners
using enclaves can process a big data silo and prove that they did their job. In the
multi-party computation shown in Figure [6.2] multiple data owners may jointly

perform computations over their inputs.

6.4.1 Multi-Enclave Grid Computing

A long lasting question in grid computing can be answered by looking at the use
of enclaves: how can we make sure that a given software processing a significant
amount of non-sensitive data (e.g., satellite, climate data) is running on non-
tampered computers of end-users contributing to computation? Developers can
send the compiled enclave binary to the nodes (who make revenue by running the
software on their hardware), and developers can attest integrity of the enclaves
with binary-based remote attestation mechanisms. If an enclave algorithm is
public, and if the processed data is public, enclaves can provide great integrity

guarantees for computations.
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Figure 6.3: Multiple Hardware Owners contribute to grid Computation. Enclaves can
prove the integrity of a completed job.

6.4.2 Trust in Grid Computing, Edge Computing, Fog
Computing

In grid computing, the nodes are assigned a task containing a computation and
must prove the integrity of the computation. During the lifecycle of the taken job,
the computing farm must satisfy the integrity requirement. Confidentiality is also
required, as the data is sent to the computing farm. On the other hand, in edge
computing, edge devices’ own data is processed in hardware before sending it to
the remote or cloud environment. Later on, the remote environment can still trust
the validity of received data and integrity of computation. For example, in the [oT
domain, computational correctness is in the interest of the IoT device, the node
itself or the system. Taking as an example a smart car system with a fog computing
model, the system must display the correct behaviour while sending data to the
remote entities. This is required because otherwise the computations can be altered,
potentially leading to a loss of revenue. All these systems can benefit from trusted

hardware primitives and satisfy their integrity requirements.

6.4.3 Multiple Data Owners using Enclaves

Similarly, multiple Data Owners can join a computation utilising the integrity
guarantees of the enclaves. If the data is not privacy-sensitive or confidential, the
Data Owners can retrieve cryptographic evidence about the data sets used in a
mutually agreed on computation using a publicly visible algorithm. This way, each
participant may trust the performed operations. However, if the data is privacy-

sensitive, the question would be whose physical environment will be in use for the
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computation? The physical environment of execution shows the entity who controls
the physical hardware and the system used to define the threat model.

To process confidential data on public algorithms deployed in public enclaves,
the enclave must be programmed carefully against non-trivial side-channel attacks
(e.g., page-level memory attacks) depending on local or remote Physical Environment
of execution. Enclaves can provide integrity, but only limited confidentiality
for a computation. Developers may provide additional confidentiality with se-

cure programming.

6.4.4 Various Aims of Hardware Owners for Enclave
Software

Hardware Owners differ by the attestation mechanisms they use. For example, the
precise attestation information about a system or software is helpful for a company
to identify the system version. But, on the other hand, it can tell adversaries the
system version as well, thus informing them of existing vulnerabilities. Furthermore,
home users require less precision of their attestation reports, although they may still
need higher levels of precision to prove what system or software they are running.
In the short Table[6.2] we highlight the differences of hardware owners in attestation
aspects. A key difference is that, as opposed to home users, enterprises or military
organisations often keep their attestation evidence and communications internal
within their respective intranets, maximising control over their own systems. In
contrast, home users interact frequently and obliviously with potential threats.
This raises privacy concerns which can be addressed by requiring the attestation

mechanisms to remove the identification information of users.

Type of Hardware Owner Big Enterprise / Military Home User

In Attestation Prioritises Precise Information | Anonymous Hardware IDs
Privacy Aspect No Privacy Concerns Needs Privacy
Interaction Internal External

Table 6.2: Big enterprises and home users require different attestation evidences.
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6.4.5 Confidential Remote Computing in the Real World

We give a few exemplary systems to map [Confidential Remote Computing trade-

offs in the real world. First, a smart grid system, the measurements can be
collected every 30 minutes, potentially for a town of 20.000 people, for the privacy-
preserving operations for billing, monitoring, and demand-response operations.
Second, as another example, we may take a government election. During a
voting day, the core task for a city of 10 million citizens is to complete the
election in 8§ hours, including the casting, verifying, and counting operations.
These computations eventually take place in the remote computers where all
participating entities can be satisfied with the level of decentralisation and the
evidence of transparency. Apart from this core task (e.g., vote-casting, verifying,
counting), a system can also be initially defined by the level of decentralisation or
transparency users (e.g., voters) require. In a complex system of IoT deployment,
Confidential Remote Computation can be defined with hundreds of computing
devices running algorithms provided by different entities, and processing data of
multiple users. In an industrial IoT deployment, the number of hardware devices

can go up to millions. All these continuous computations (also called long-term jobs)

represent one single |Confidential Remote Computing system. Long-term jobs may

contain private optimisation and minimisation algorithms for manufacturing complex
geometries [177,|178]. The input parameters of desired geometries, algorithm itself,
output models and machine behaviour data must remain secret.

The COVID-19 track and trace systems can be built in the [CRC| model. People
provide their location, time and phone number per shop in exchange for a notification
service, and are promised deletion of their sensitive data after its expiry. Despite
these purported assurances, however, there is little or no effective privacy protection
for users’ behavioural data. The data collection points (e.g., restaurants) and the
data processing points (government health authority) provide no reliable evidence
of secure data processing, deletion and refraining from abuse (using it for any other
purposes, even anonymised). The computation time can be seen as 2 weeks per

check-in from an individual’s perspective. The expected behaviour of the system is
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to scan the collected data backwards for each data collection point and to notify
relevant individuals whenever a new case or patient is detected. Although ideally
this process could be set up with extensive security and privacy services at the cost
of becoming more computationally expensive, in practice it is built in a straight-
forward manner, with its plain-text data processing taking place in a central server

whose hardware owners can observe all documented user activities unhindered.

6.5 Co-Evolution of Requirements and Solutions
through Five Entities

In order to model (Confidential Remote Computing, we need to go through three

domains as follows: the hardware domain as a root of trust, the development
domain for software composition and the attestation domain for integrity
representation. We systematise these domains by utilising five distinct parties
directly or indirectly involved in the computation in the following manner:

1. Manufacturer: Local Confidential Computation

2. Certification Authority: Remote Presentation of Confidential Computation

3. Hardware Owner: Partial Confidential Remote Computation in the Cloud

4. Data Owner: Data-Confidentiality in Remote Computation

5. Algorithm Owner: Fully General Confidential Remote Computation
Each of these participants introduces new requirements and new trust models into
a computation. We use each participant’s respective requirements in chronological
order for our model. This classification of computation types offers new concepts

and solutions for the three domains outlined above.

6.5.1 Three Domains of Confidential Remote Computing

These three domains are aligned with the dimensions of [Confidential Remotd

hardware features, programming models and attestation mechanisms.

Figure displays the three domains of [Confidential Remote Computing, shows

how we distinguish the methods, and provides an extendable picture for future

methods under these domains. The elements of each domain are listed in order of
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2. Development Domai Attestation Domain
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Figure 6.4: Confidential Remote Computing X-chart systematised around the increasing
demands of five participants. Evolving concepts and solutions are classified under three
domains. These domains show the orthogonal research directions of the field.

availability represented by points along the axes of the figure. Elements arranged
closer to the centre have already been adopted at large by the industry at the
time of writing. Elements closer to the outer circle may not be available in the
market yet and/or have been only recently introduced, but are relevant nevertheless
as we shall demonstrate shortly. Each circle completed through the dimensions
represents a time period during which the included elements become available on
the market as part of technology products.

Our X-chart in Figure provides a systematised image of the domains of

|Confidential Remote Computing comprising the following nodes:

o Ten metrics for hardware technologies

o Five features of development techniques

o Six benefits of attestation mechanisms

« Five distinct roles of participating entities (with conflicting interests)

The following four sections elaborate on the four dimensions of this chart. In
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Section [6.5.2, we describe the features of the hardware domain. This domain

includes the practical hardware functionalities for [Confidential Remote Computing,

Each element described in this domain offers different benefits for a target system.
They may improve performance, integrity or confidentiality of the system, reduce the
cost of development, or give stronger cryptographic evidence of the trustworthiness
of the system. Each feature is implemented in at least one hardware solution on

the market, but no single hardware solution comprising all the features described

has been introduced on the market. An intended [Confidential Remote Computing

system may use one or more hardware products in combination to address stronger
adversary models. We describe how an ideal system could utilise each hardware

functionality and identify the ideal trusted hardware to meet the demands of

|Confidential Remote Computing,.

We describe the development domain in Section [6.5.3] For the development

of |Confidential Remote Computing applications, there are a few different possible

programming models available in the field of trusted computing. Each method
may offer different benefits such as providing a smaller trusted computing base,
license-free development or a language defining the system’s interaction with the

outside world. Evaluating these benefits, we identify the ideal programming model

for a |Confidential Remote Computing system.

Section [6.5.4] addresses the attestation domain. We describe the benefits of

different attestation mechanisms for [Confidential Remote Computing. The various

available mechanisms provide evidence of different aspects of a computation, different
accuracy levels for trustworthiness, cause different overheads, handle different

communication flows, and give different guarantees for attestation. We explain why

a single attestation mechanism is not sufficient for [Confidential Remote Computing

We also discuss the potential attestation domain aspects of a hypothetical ideal

[Confidential Remote Computing application.

We present the conflicting interest of participants in Section [6.5.5. The

[Confidential Remote Computing model involves several different participants, each

holding different assets to protect and different demands to maximise. We distinguish
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the participants by their role in the [Confidential Remote Computing systems. There

might be tens of thousands of parties of a certain type of participant group involved

with any one [Confidential Remote Computing system at higher scale. We identify

three major participant types (i.e., hardware, data, algorithm owners), aside the
minor less numerous participants (i.e., Certification Authorities and hardware
manufacturers). We explain the characteristics of the major participant types, and
introduce potential scenarios how each participant may maximise their revenue
while still protecting their assets. We also explain why certain configuration models

will lead to an inequitable arrangement.

6.5.2 Hardware Features

Trusted hardware provides a more secure environment for execution compared to

standard hardware. However, any single trusted hardware alone is not sufficient for

an ideal |Confidential Remote Computing application. We compare three leading

trusted hardware products by the features we identified for [Confidential Remote
applications. Table lists hardware domain elements useful for

|Confidential Remote Computing and compares three hardware technologies widely

available on the market: Intel 1179], ARM Trustzone [113] and the
[180] as three examples of available hardware. We pick Intel for its

availability on desktop computers, ARM Trustzone for its mobility on the IoT

and smartphone market, and [TPM] because it is an independent external chip
performing trustworthy operations.
For sake of brevity, we omit other secure processors such as XOM [181],

Aegis [182], Bastion [183], Ascend [184], Phantom [185], Sanctum [186] in this

chapter. Future work may evaluate these processors along the same hardware
dimension we described. We also omit the technologies TDX , Morello ,
AMD SEV (ES and SNP) and IBM PEF [191], which run towards similar aims
as [SGX] and Trustzone. A detailed analysis of these trusted hardware technologies

may be explored elsewhere.
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Multiple-Isolation: A secure application must be isolated from any untrusted

component. As an external chip, [TPM] does not provide any isolation for the

computation, but it provides secure storage for the measurements (Root of Trust]

for Storage|) of a computation [180]. itself does not isolate the system

from applications, but [DRTM]| mechanisms can be used to have software-based

isolation mechanisms for applications. ARM Trustzone [113]-based processors
provide strong isolation for a single secure world placed in a secure memory area
which is different from main memory [192], but the hardware itself does not provide
multiple memory regions for isolation. There are [193],1194] software solutions
such as Trustonic [195] for isolated multiple execution environments [196-198|. Even
so, software-based solutions may not [199, 200] be sufficiently protective against
powerful adversaries. [SGX] as implemented by Intel provides a multiple-isolation
mechanism in microcode for its enclaves [179]; this provides multiple small regions
for computation isolated from each other. However, Intel’s solution does not provide
a fully private memory; all enclaves sit on the main memory.

Private RAM: A secure system must have its own secure memory area, fully
differentiated from any of the untrusted components. [TPM] has its own storage
for measurements [180], but it does not offer any benefit for a computation loaded
and executed in the main system. [TPM] can help to ensure software based memory
encryption mechanisms are in place, but application’s memory still sits in the main
memory. ARM Trustzone has the best solution among trusted hardware solutions
on the market. The secure world sits in a different memory area (depending on
manufacturers’ setting) than the main memory [192, |201]. The operating system
and any untrusted component (normal world) of an ARM Trustzone enabled device
has no control over the protected memory of the secure world [113,192]. Intel’s
has no private memory solution. All of the enclave memory uses pages within the
main memory [202]. This leaves access patterns of memory open to inspection by
potential attackers. By design, Intel’s processors also have various shared resources

which is a crucial shortcoming for security-critical applications.
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Mobility: A secure IoT solution needs good mobility for deployment in the real
world. is an external chip accommodated on the system board [180];
is widely included in most modern hardware. ARM Trustzone-equipped devices
provide mobility and excellent security features in the mobile environment [113].
ARM processors are low-energy consuming and widely used in most of the currently
available mobile devices. Intel’s [SGX] offers almost no mobility for IoT yet, as it
is only deployed in high energy-consuming processors which require more power
than its competitors, and Intel machines are larger by size.

Fast Quoting: In order to attest a remote setting, hardware must generate
cryptographic evidence about the trustworthiness of a system. [TPM}based systems
have quoting speed of 731ms [92]. This quoting speed may fulfil the requirements
of many party applications, however, at larger scale, it may not suffice as shown
in recent studies [2]. ARM Trustzone does not have any quoting or attestation
mechanism for remote systems. Developers may implement a custom software-
based attestation mechanism, and ARM Trustzone can manage a secure boot
and measurement for software attestation [201]. However, a custom attestation
implementation would not provide security guarantees of comparable strength to
those enhanced within the hardware. Intel’s [SGX] has the fastest quoting speed

so far available on the market at around 20-30ms [2] speed per quoteﬂ7 which

currently makes it the best candidate for deployment of |Confidential Remote
applications.

Initialise First: Initialisation of the security module supporting applications

should take place before the execution of any untrusted component in order to
prevent any hook being placed against trusted components. Alternatively, the
initialisation of the trusted component should not be dependent on untrusted
components. [TPM] does not aim to provide direct assistance for the initialisation
process of secure computations, but it runs externally and independently of the
system; its features themselves are available for computations. ARM Trustzone

offers the best solution so far presented on the market, as its hardware initialises

8even faster-quoting speed by the time of writing this document, thanks to recent fixes in Intel

SDK
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Ideal Feature/HW (1) Future

—
DO
~—
—
w
~—

Arbitrary Code
Secure Loader
Maturity

Cost Efficiency

Multiple-Isolation Y N N Y
Private RAM N Y N Y
Mobility N Y Y Y
Fast Quoting Y N N Y
Initialize First N Y Y Y
Native CPU Y Y N Y
TCB Update Y N N Y
Y Y N Y
N N N Y
N Y Y Y
N N Y Y

Table 6.3: Comparing three trusted hardware models: Intel SGX (1) in-processor TEE,
ARM Trustzone (2) mobile TEE, and TPM (3) external trusted hardware from TCG.

the Secure World before the Normal World [201]. Moreover, its Secure World
application can [192] set a timer to trigger itself through an interrupt at any point
in time without relying on a dependency on the Normal World. This feature is

one of the most significant advantages of ARM hardware in deploying

[Remote_Computing applications on Trustzone-enabled devices. Intel’s SGX] has

no independence from the untrusted world. The operating system has to trigger
and allocate memory for the enclaves [203]. Intel’s relies on their attestation
mechanism to verify the integrity of the enclave later on. However, the OS and
untrusted components still have full control over enclaves.

Native CPU: A secure application may require high processing power for its
computations. [TPM]is not a processor and does not provide any computational
resources for the execution environment. ARM Trustzone processors feature
relatively good CPU power that a Secure World can utilise in mobile systems.
Intel’s [SGX] offers the highest CPU power for enclaves so far on the market; it

is also available for server processors.

TCB Update: The [Irusted Computing Base| of a system may need updates

from time to time due to emerging vulnerabilities or newer functionalities.
may offer a [TCB| update with append-only storage of hashes assisting with the
representation of the updated state of a certain system or programme. It offers

fundamental RoT primitives to identify the system’s state or the state of arbitrary
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computations. System designers must define and load the software of the Secure
World in advance, and its [[CB| update may be limited to patching the Secure
World. Custom solutions can be implemented by the TEE developers. Intel’s
[SGX] provides [TCB] update mechanisms for both the [SGX| hardware and the
enclaves [204]. updates help patch the CPU Firmware (microcode) to fix
the hardware bugs. Enclaves derive benefits from secure updates. For example,

CPU can refuse executing outdated enclave software.

Arbitrary Code: A [Confidential Remote Computing application may require

arbitrary code execution on trusted hardware. Computations take place outside of
[TPM]in the system. [TPM] does not handle the computations itself, but [TPM}based
solutions may assist applications in general-purpose computers. ARM Trustzone-
based systems require developers to place the application code in the Secure World
in advance, and the participants may not be able to load any arbitrary code
remotely later on without third-party solutions. Intel’s allows [203] users

to load any arbitrary code into the enclaves.

Out of TCB <— -0 ©O- —> TCB
Strong Integrity Untrusted Trusted App App Partitioning Approach
St Isolati Host OS pp 'g App
. roTIngg aslpn App Code Minimal TCB Size
mall Code Size App Interface . Interactive Application
Trustworthy States Function Calls Trusted libC No System Calls
Rich Functionalities Loader Trusted App ::;brgisr ?ggrgiazceh
Increased Internal Host OS <:> Library OS
Attack Surface Starter ® Trusted Internal System Calls
System Calls libC
Interface Runtime Support | Internal System
Call Handlers

Ability f Il <:> i
bility for SysCalls Loader Shim Layer Approach

Increased External Host OS Trusted App Increased TCB Size

Starter Syscall .
Attack Surface Interface Shim Layer Forwards System Calls

Trusted libC

Figure 6.5: Overview of Development Models Security and Performance

Secure Loader: A [Confidential Remote Computing application may require a

secure code loader for loading code into the trusted execution environment. [TPM]
offers fixed functionalities for system software. A separate software-based code

loader in a system may be assisted by [TPM] Trustzone developers must load the
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initial secure-world code themselves, and they can fetch other code later on. They
may place keys into the protected storage of Trustzone, which are required to load a
secret code securely [192]. However, this may not scale for multiple code providers
to cooperate yet. In the case of Intel’s SGX], untrusted components are free to load
any software into the enclave, but attestation mechanisms allow users to verify the
content of an enclave before proceeding with execution. Attestation mechanisms
utilise the binary hash of the enclave, compromising all secrecy of enclave code
itself. Initially, there was no secure loader for the enclaves. Currently, Intel’s
SDK [202, 203] offers integrated features as well as third-party solutions for
secure code loaders. However, this raises other issues such as lack of property-based

attestation and malicious secret behaviour in enclaves.

Maturity: A hardware candidate for [Confidential Remote Computing should

be mature enough to be a valid choice for commercial applications. [TPM] is the

most accepted trusted hardware solution among current commodity systems, and

it provides secure solutions for [Root of Trust for Storagel and [Root of Trust for]
Reporting| [180]. ARM Trustzone is another mature technology, widely deployed
in most of the current mobile devices |113]. At the time of writing, Intel’s

technology seems to require additional time to obtain the maturity necessary
for enterprise-level solutions.

Cost Efficiency: The trusted hardware should be cheap and accessible for
scalable deployment, considering the expected prevalence of IoT devices in the near
future. [TPM] is one of the cheapest trusted hardware available in the market in
terms of both hardware and development cost. In contrast, ARM Trustzone-based
hardware are more expensive on the market, and incur additional high licensing
cost for production. Intel’s SGX| hardware is also relatively expensive, but its

license allows for free and open-source development.

6.5.3 Programming Models

In this section, we explain the programming models of secure applications. We

evaluate four types of development using different approaches. Figure[6.5shows three
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approaches to enclave development with system support. These approaches have
different interfaces and they result in different sizes. Interfaced applications
can provide strong integrity and isolation, smaller code size and trustworthy states.
They follow the application partitioning approach: they can be interactive, and
depending on the goals of the application the enclave may need to interact with
the system in order to perform system calls or by design it may not require system
calls. Enclave applications with embedded LibOSes feature a larger size. They
can offer rich functionalities through the libOS support; however, the increased
size increases the attack surface. System calls can be kept inside the enclave.
The alternative approach to providing system support is the use of a shim layer,
which also reduces the [TCB]| size. This approach can provide a hybrid method
for application development. size can be kept relatively smaller than using
a LibOS approach, but still provide a secure interface to the underlying system.
We show the development models in Table [6.4] and evaluate them by five metrics:
(1) the size, (2) the communication interface of the enclave and the outside
system, (3) the status of OS library support or use, (4) the status of development
licenses (e.g., open development), (5) the code loader for initiating the execution.

The development models could be expanded on in a separate study with
other SDKs such as Microsoft OpenEnclave [205] supporting multiple [TEEE,
SGX-LKL [206] for [SGX] Rust-EDP [207] for [SGX], Google Asylo [208] SDK,
Keystone [209] SDK for RISC-V, Sancus [210] SDK. Bulck et al. explored the

security vulnerabilities of these SDKs [211].

W TCB Size | Interface OS Library License Loader
Type

Intel’s SGX SDK Low Interactive Minimal | Open Source | Plain

GrapheneSGX SDK High No Full Open Source | Plain

Shim Containers Medium No Shim Layer | Expensive Plain

Trustzone Low Independent No Expensive | Secure

Ideal Low Independent | Minimal | Open Source | Secure

Table 6.4: Comparing development model features of different types of SDKs/systems.
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[TCB] Size: Intel SGX| SDK provides trusted libraries developed by Intel.
The [TCB] size of the enclave is usually low. GrapheneSGX includes Library OS
which adds substantial amount of code into the [TCBl Shim Containers increase
the [TCB]| size more than regular development with Intel [SGX| SDK, but still
less than a Library OS.

Interface: Intel SGX|SDK allows developers to define the interface of an enclave

via|[Enclave Description Languagel The enclaves can interact securely with untrusted

components through the interface. Enclave developers are responsible for designing
and implementing a secure interface. GrapheneSGX provides no interaction
with untrusted components; its design principle requires strong isolation between
unmodified applications and untrusted components of the system. Applications
can still make HTTP calls for communication with the outside world.

OS Library: Intel SGX] SDK contains only minimised trusted libraries devel-
oped by Intel. GrapheneSGX SDK includes a full Library OS which helps any
unmodified application execute inside their enclaves. Shim Containers use Shim
Layers to pass calls on from the trusted environment to the untrusted environment.

License: Both Intel [SGX] SDK and GrapheneSGX SDK are free and open
source. Container solutions are usually not open-sourced and may incur high
expenses on the side.

Loader: In the initial model, both Intel SGX|SDK and GrapheneSGX SDK load
plain enclave code from the untrusted and inspectable environment. Thus, enclaves

(i.e., the loaded code) are visible to the owner of the execution environment. The

loading mechanism in Intel’s SDK has been updated to run with a [Protected-Code]

[Loader] and recent research shows [6, [79, 80] how the algorithms and enclave

code can be protected.

6.5.4 Attestation Mechanisms

An attestation mechanism provides evidence to be presented to verifying entities.
These pieces of evidence can consist of the hash of the binaries or any other means

by which the summary of execution can be represented. The communication
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N Based On | Update | Accuracy Flow Secrecy | Forward
DH/SIGMA-based
Remote Attestation Quote Changes High Complex No No
TLS-based Remote
Attestation Cert. Changes High Simplified No No
Property-Based
Attestation Features Static Custom | Simplified Yes Yes
Final State
Attestation Hash Changes High Simplified No Yes
Local
Attestation Report | Changes High Simplified Yes No

Table 6.5: Comparing different aspects of Attestation Mechanisms.

complexity of attestation schemes can cause an overhead between the participants.
We summarise different attestation mechanisms in Table[6.5] evaluated in six aspects:
(1) what the evidence is based on, (2) how the evidence is affected by software
updates, (3) the level of accuracy presented by the evidence, (4) the complexity of
the communication flow, (5) whether code secrecy is maintained by the evidence,
(6) whether the scheme can provide forward reliance with rules and policies.

The Basis of Evidence: In Diffie-Hellman and SIGMA Protocol-based remote

attestation, the QUOTE signed by the [Quoting Enclave| serves as evidence. In

TLS-based remote attestation, the communication is additionally simplified with
certificates. The property-based attestation mechanism uses features as a basis
of the evidence. Final State Attestation relies on the hash that was previously
trusted by verifiers. The local attestation relies on the REPORT generated by
CPU firmware in an enclave itself.

The Impact on Software Change: If the software of the secure application
changes in any way, presented evidence also changes in all attestation mechanisms
except property-based attestation. In property-based attestation, the evidence
would only change if the feature it is based on undergoes a major change, otherwise
it will remain under the trustworthiness threshold defined by a verifying party.

The Accuracy of Attestation: Attestation evidence can tell little or more
about attested software. In property-based attestation, the accuracy depends

on the algorithm that analyses the secret code. High accuracy and secrecy are
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mutually exclusive notions, and a trade-off between them has to be made. All
other attestation mechanisms have high accuracy, as the evidence can give away
the software version of the code used.

The Communication Flow of Attestation: The old type of remote attesta-
tion mechanism used by Intel SDK had a relatively complex communication
flow with approximately 14 calls. All other attestation mechanisms now offer
simplified communication flow between the verifying and proving parties.

The Secrecy for Attested Code: Local attestation and property-based
attestation can provide secrecy for the attested code. Local attestation can prove
that two parties are located on a local machine. Based on a generated report, a
verifying party can be informed that a prover is executing on the same hardware,
without the proving party having to disclose the content of their assets. In property-
based attestation, a verifier obtains as much of the feature list as the prover permits
without learning the source code of prover. In other schemes, the verifier or another
external party must approve that a certain piece of evidence belongs to a certain
prover by replicating the same evidence generation method, for which they require
delivery of the source code of a prover.

The Future Reusability of Evidence: In Final State Attestation, a verifier
can rely on previously generated a piece of evidence, assuming that the prover does
not change its state after the attestation. In property-based attestation, similarly, a
verifier can trust a prover without requiring any further approval after each update
of the prover’s code. Once a verifier approves a list of features that the prover’s
code can access and perform, the prover can update its code as long as it satisfies

the conditions of the verifier’s previous approval.

6.5.5 Participant Roles in Confidential Remote Computing

Table summarises the various roles of participants in [Confidential Remote
[Computing These roles can be fulfilled either by a single or any number of participant

entities, and any given entity can act in more than one role. For example, in a

blockchain-based system the hardware owner may utilise millions of devices owned
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by different participants, and combine their computational power to offer a unified
infrastructure. On the other hand, a homomorphic encryption scheme can represent
a single hardware owner, operating with a single algorithm owner, but receiving
input from multiple data owners. In an ideal configuration, high numbers of these

entities would need to be able to join and leave the computation at any point in time.

What do they demand? |Hardware Ownerls (or hardware resource providers)

demand to be able to make more revenue off their existing infrastructure. The

[Algorithm Ownerls need large data sets to run their algorithms and perform analysis.

They either demand the result of the computation for themselves, or they are
interested in making revenue with the algorithm as a provided service. Data
Owners request new algorithms to process their data from algorithm owners. Like
algorithm owners, they too are interested in computational results, or in making
revenue by allowing the use of their data. Data Owners are also interested in
computational results of other Data Owners.

What are their assets? Data Owners store large confidential data sets, they

also protect the privacy of individuals in the data set. [Algorithm Ownerls maintain a

private algorithm they developed. Such an algorithm is commercially valuable and

requires secrecy. |Hardware Owners have a level of trustworthiness and reputation

that they must maintain in order to maximise their revenue.

What do they threaten? Data Owners and [Hardware Qwnerls are curious

about the secret algorithm. They pose a potential threat against the algorithm;

they may for example collaborate to leak the secret algorithm. [Hardware Ownenls

and [Algorithm OQuwnerls are curious about data sets. They take any opportunity

to threaten private data sets, and they may collaborate to diminish the privacy

N Demands For Assets Threat Against

Hardware Owner Revenue Computation Platform | Data, Algorithm
Data Owner Results, Revenue Private Data Algorithm
Algorithm Owner | Results, Revenue Secret Algorithm Data

Table 6.6: Comparing Participant Roles
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of individuals in data sets. As the algorithm processes the data, it is easier for a

|Hardware Owner| to collaborate with the [Algorithm Owner| against the Data Owner

to leak or signal the private data. In addition, [Hardware Qwnerns are also curious

about both secret algorithms and private data.

6.6 Trade-offs in working towards Ideal
Confidential Remote Computation

We define three requirements for the ideal case. Because these requirements are
difficult to satisfy all at once, application developers usually have to make trade-
offs according to their preferences. A system might be defined by how much
time its execution takes, the number of required participants to complete a task,
and the rules or the instructions to operate it. The task size then determines
the amount of resources contributed by the resource providers. These resource
providers are called hardware owners, data owners, and algorithm owners. The
providers can consist of multiple parties or a single entity. If decentralisation is
required in the system, this can increase the communication overhead between these
entities. Transparency can be provided through attestation, communication and
verification processes. If more transparency is required to convince the participating
entities, then this reduces the portion of the task that can be completed in a given
time. In Figure [6.0] we show that full decentralisation, complex task size, and full
transparency are difficult to achieve at the same time. Each of these parameters
complicates the next one and causes an additional overhead. For example, a larger
task size requires more resources. The resources can be provided by a centralised
authority, but a decentralised resource provider may not be able to fulfil the
demand in restrictions. A real-world example can be that visa cards can handle a
high volume of transactions centrally, but block-chain technologies cannot reach
the same level of throughput owing to their decentralised nature. The second
challenge is that high decentralisation makes transparency operations even more
difficult. However, it is required in order to safeguard decentralised activities with

transparency, preventing creeping centralisation. Transparency then increases the
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overheads in communication, attestation or verification processes. The accumulation

of these overheads render the completion of a task effectively impossible.

Resources and decentralisation;
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Figure 6.6: |Confidential Remote Computing and its trade-offs. The initial requirements
can begin from any of given node, are in turn complicated by the other parameters,
increasing their cost.

6.6.1 Control Decentralisation of Computations

Today’s cloud services retain and accumulate their control of computations and
become centralised powers. Data and algorithms are not hidden from most cloud
providers. The first step to break the authoritarian execution models of the cloud is
to keep data confidential in-use to answer increasing privacy concerns. For a better
decentralisation, the computations must be independent of the underlying hardware
pool. While manufacturers do not control what is computed using their devices,

most of the cloud hardware owners are selective on what can be computed. Hardware
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owners must remain neutral, lest they collude with either data or algorithm owners

in alternative channel attacks on each other.

6.6.2 Scalability under Limitations of Time, Participants
and Instructions

Ceteris paribus, a cloud system offering no security may scale higher at a lesser
cost. One way to quantify scalability is the number of participants being served
in an hour. Cryptographic protocols can offer formal security properties, however,
its performance is limited by the number of participants and operations. In a fully
scalable setting, systems must be able to support multiple hardware, data and
algorithm owners having a joint computation. The number of distinct participants
may go up to millions or billions with general-purpose computation abilities.

Participants must be able to enter and exit the computations dynamically.

6.6.3 Communication Overhead in Attestation Methods

Automating the attestation mechanisms can help to reduce communication over-
heads. For example, a frequently updated system with binary attestation can slow
down the entire process. Attestation reports can be verified asynchronously, or
attestation quotes can be reused when possible, the number of properties of the

report can have variables to tolerate certain changes.

6.6.4 Challenges on Keeping TCB Minimal

While decentralising control, allowing for a high number of participants and
automating the attestation process, the whole system should have the minimal
possible trusted computing base. An often repeated mistake is that [TCH] size
goes dramatically high, up to hundreds of thousands (or even millions) of lines of
code. This causes difficulties in formalisation and often results in an obscure

failure of security analyses.
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Figure 6.7: A unified architecture for Confidential Remote Computing systems.

6.6.5 The Unified Computing Model

We use the lessons learned to build a unified architecture for [Confidential Remoté

units, shown in Figure 6.7, Multiple hardware technologies and tech-

niques are integrated into the ideal setting. A micro-kernel may not necessarily

improve the security of the system by itself. Still, a formally verified micro-kernel for
this architecture can improve the security of the overall system (one candidate for
such a kernel is sel4 [22]). A subset of the model can be used in smart grid systems,
in e-voting systems or in hub/gateway systems of the Internet of Things (IoT).
End-to-end cryptography can be used in isolated enclave applications. Enclave code
can also contain applications utilising zero-knowledge proofs (ZKP), secure multi-
party computation (SMPC) and fully homomorphic encryption (FHE) schemes.
Enclave measurement might be done by [SGX]instructions, SEV instructions, ARM’s

CCA or future instructions.
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6.7 Closing Remarks

In this chapter, we introduced the mode]ﬂ under three domains and we
explained how it evolved to its current form. We presented security practices for
[CRC] for non-malicious intentions, however, some researchers may argue that the
hardware instructions used in [CRC| can also be used to strengthen malware. In
the next chapter, we clarify those concerns by providing the most compherensive

systematisation to date about the malware in enclaves.

Contributions

This chapter expresses the most comprehensive model of [Confidential Remotd

yet. The [Confidential Remote Computing paradigm brings new oppor-

tunities to the computing world. Our model aims to provide a structured view

of the technologies and methods behind the digitalisation trend of the concept

of trust. Throughout the chapter, we make the following contributions with the

novel (Confidential Remote Computing model:

@ [CRC| resolves the ambiguity of trust in relevant domains, and we connect
the former understanding of trust in computations (local and certificate-based)
to future computing models (with distinct cloud providers, data providers, and
algorithm providers).

@ We provide an extensive analysis on how digital trust can be derived from
alternative methods such as micro-kernels, software-based attestation, and the
verification technologies, followed by use of the hardware enclaves in the grid,
edge and fog computing use cases.

@ We consolidate the @ model in the X-chart in three domains; hardware,
attestation and development, presented in Section [6.5] Each of these domains is
surveyed and systematised with applied techniques and methods in the literature.

@ We present the trade-offs in the @ model, due to the large task size,

more decentralisation and more transparency.

9Some others may call it the framework.
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Chapter Recap

In this chapter, we attempt to consolidate the disparate research approaches into one

|Confidential Remote Computing model, from past to future. We begin by explaining

the participating entities in chronological order, divided into five subsequent stages.

The model then is structured in three main sections. First, we begin with the role

of hardware technologies in |Confidential Remote Computing Then we introduce

our model demonstrating the orthogonal research structured by each entity. Lastly,

we demonstrate the key trade-offs providing an overview of the deployed systems.
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We introduced the related work on where malware research and hardware-based
security research intersect in Section [7.1 In Section [5.9.1.3] we discussed why
our solution in Chapter |5| (with private algorithms; see Section would not
conflict with our arguments presented here. The problem definition of [CRC| on
distinguishing an infected machine in Section [6.2.1] is extended in this chapter as
to why the [CRC|] would not give a malware more tools to boost their characteristics
presented in Section [7.2.2]

Besides Intel’s [SGX| technology, there are long-running discussions on how

trusted computing technologies can be used to cloak malware. Past research showed

example methods of malicious activities utilising Flicker, [Trusted Platform Module]

and recently integrating with enclaves. We observe two ambiguous methodologies
of malware development being associated with [SGX] and it is crucial to systematise
their details. One methodology is to use the core [SGX] ecosystem to cloak malware;
potentially affecting a large number of systems. The second methodology is to create
a custom enclave not adhering to base assumptions of SGX], creating a demonstration
code of malware behaviour with these incorrect assumptions; remaining local without
any impact. We examine what malware aims to do in real-world scenarios and state-
of-art techniques in malware evasion. We present multiple limitations of maintaining
the [SGXlassisted malware and evading it from anti-malware mechanisms. The
limitations make [SGX] enclaves a poor choice for achieving a successful malware
campaign. We systematise twelve misconceptions (myths) outlining how an overfit-
malware using [SGX] weakens malware’s existing abilities. We find the differences
by comparing assistance for malware with non malware (i.e., malware

in the wild in our chapter). We conclude that the use of hardware enclaves does
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not increase the preexisting attack surface, enables no new infection vector, and
does not contribute any new methods to the stealthiness of malware.

This chapter was presented at SGX Community Day 2020 |11] and at HASP
2022, and it is based on this publication [12].

The theme of this chapter is to evaluate the [TEE] assisted malware development
from the perspective of malware developers (bad actors), understand the mal-
ware characteristics and requirements of the malware and evaluate systematically
whether [TEE] assistance can fulfill the implementation details of a stronger malware.
Section relates to this theme by comparing a [TEE] assisted malware with a
wild malware in a system, The relation of Section [7.6] to the chapter’s theme is
to discuss the remaining points on which open points are left for bad actors to

be considered in future trusted hardware designs.

7.1 On Enhancing Malware with Trusted
Hardware

There are example studies in the literature [212-216] for bad CPU design choices,
micro-architectural attacks and the known-to-be-vulnerable software chunks used in

enclaves. When CPU design choices cause a security issue, microcode can receive

a [Trusted Computing Base| update [217]. In fact, the system’s microcode gets

patched at each boot cycle. If an attack requires full kernel and OS control, this
can be mitigated by a measured boot of a formally verified kernel. The applications
containing vulnerable software must update their enclave code base and revoke
any execution permissions for the older versions.

We examine the question of whether developing a fine-grained malware by
utilising makes it stronger or weaker [218-221]. There are long-lasting

discussions based on these questions:

o Can SGX help to deliver malware payloads?

« Can help ransomware (i.e., for operations of data copy/ encryption/

delete, key generation/ storage, persistence, communication)?
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« What secret operations can an enclave handle/execute inside an isolated

memory region?

The purpose of enclaves is to allow secret operations; nevertheless, any secret
operations with malicious intentions are similar to independent, remote operations.
We shall further discuss these questions in detail in the scope of this chapter.

Enterprise-level anti-malware solutions with advanced memory protections can
apply to enclave-based malicious software. Memory Exploit Mitigation (MEM)
from Symantec [222], and other defensive techniques as Data Execution Prevention
(DEP), Address Space Layout Randomization (ASLR), Structured Exception
Handling Overwrite Protection (SEHOP) and Return-oriented Programming (ROP)
protections are effective for detection and mitigation purposes [223].

With these questions above in mind, we present our systematisation in this chap-

ter.

7.2 Why Enclave-based Malware is Infeasible?

Today it is highly likely that the majority of commodity systems are exposed to
malicious software due to their highly complicated software stack. Omne of the
revolutionising techniques in fighting malware is to utilise trusted hardware enclaves.
However, using enclaves has also provoked discussions, and misconceptions leading
to myths about whether attackers can utilise these enclaves for adversarial purposes.
Similar to end-user computers, home [oT deployments suffer from the same problem.
Nowadays, most home Internet of Things (IoT) deployments contain insecure,
untrusted, outdated devices installed in houses, permanently spying on users. We
consider the malware living in commodity systems and home IoT deployments
as the malware in the wild.

An example of malware in the wild is a light bulb in a smart house. The
light bulb may contain a full Linux software stack, always online in the network,
sniffing and spying on the home WiFi network, and constantly leaking user assets.

We group these types of harmful IoT devices as Ewvil Light Bulbs (ELB), as the
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malware living in a highly noisy commodity environment. Trusted hardware

technologies, e.g., [Itusted Execution Environmenty, also fight back against ELB

by securing the IoT deploymentsﬂ We examine whether malware in ELB can
utilise trusted hardware to be more powerful in attacks towards industrial IoT and
smart home [oT deployments. Our arguments and the misconceptions discussed
in Section [7.4] for wild malware and enclave-based malware in computers are also
valid for ELB in IoT deployments.

Concepts: Throughout the chapter, we may use the following synonyms.
Wild malware refers to malware in commodity systems, malware in the untrusted
world, ELB in IoT deployments, or malware in a highly noisy system. Enclave-based
malware refers to a malicious code placed in a custom developed enclave, [SGX}
malware, [SGX}lbased malware, malware based on trusted hardware, or malware
in [TEE] In order to distinguish the core [SGX] ecosystem from custom developed

enclaves, we provide a detailed definition in Section [7.2.3]

7.2.1 Scope of Malware

Malware presence can be in various forms; virus, worm, trojan, zombie/botnet,
phishing/spam, spyware, keylogger, sniffer and ransomware. Throughout this
chapter, we refer to this section for the precise scope of the malware. We take into
account specifically the malicious software targeting Windows PCs. Nevertheless,
most of our systematisation can also be valid for Linux distributions and OS X
systems (Intel, non-ARM). Malware targeting other commodity operating systems,
advanced persistent threats (APT), and other relatively harmful software can be
explored outside of this chapter. We keep relatively badly behaving software outside
of the malware definition. A bad program is one, when found and analysed by
an AV company, is subsequently detected by their malware detection systems.
Finally, we consider malware as malicious software tailored for disruption, damage
and unauthorised access to the commodity computer system. We describe the

characteristics of malware in more detail in Section [7.2.20 Similar to malware

Ihttps://www.iotsecurityfoundation.org/best-practice-guide-articles/device-s
ecure-boot/
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in a single computer, an IoT deployment with tens of devices in a house suffers

from the same problems due to ELB.

7.2.2 Characteristics of Malware

The ideal malware must?] have the characteristics listed below for a successful
malware campaign. However, one of the fundamental issues is that these char-
acteristics can also be seen in benign and legitimate software. Having these
characteristics in benign software makes malware detection a challenging task

for anti-malware mechanisms.

7.2.2.1 Persistence across boot cycles/load at startup

The malware must be able to reload itself whenever the system is available. This
can be done via scheduled events, registry entries, drivers and functions in other

processes. Section presents the persistence aspect of enclave-assisted malware.

7.2.2.2 Communication on demand

Ideally, the malware must be able to communicate with the author to receive
commands or leak information whenever required. Communication might be
necessary for reselling the network of victims, fetching a new payload or ready-to-use
new exploits, or equipping malware with up-to-date zero days to be exploited. A
secure communication channel is also required for the key management; whether the
keys are managed locally or through external servers, the malware must have a direct

or indirect key management channel. We present the communication aspects in
Section [7.4.3] and Section and key management aspects in Section [7.4.2]
and Section [7.4.4l

7.2.2.3 Full Un-Detection (FUD)

The malware must remain fully undetected throughout its life cycle against any
possible detection mechanisms. At a minimum, this can be done via resilience to

all anti-virus software products in the market. FUD checks can be done offline via

20thers may structure these characteristics or malware patterns in an alternative way.
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automated environments without leaking the know-how of malware. We present

the arguments on detection in Section and Section [7.4.7

7.2.2.4 Access to system calls/APIs

Ideal malware must be able to access kernel functionalities, system calls, and
Application Programming Interfaces (APIs) present for low-level operations. Access
to the full system is especially necessary for targeted attacks where a victim user’s

core assets are extracted. Section presents the arguments on syscalls.

7.2.2.5 The highest possible privileges

The malware must escalate into privilege levels present in a system as high as possible.
Most attacks may begin at the lowest level of permissions; however, successful
malware must be equipped with the necessary payloads to exploit the rest of the

system. Section [7.4.5and Section [7.4.9 present the arguments on malware privileges.

7.2.2.6 Unrestricted resources and assets

Ideally, malware must be able to use all system resources without restrictions.
Resources may refer to all devices/components other than computational abilities
and full memory access. These resources may also contain the target user assets
and valuable information. We present the arguments on resources in Section

and on user assets in Section [7.4.4]

7.2.2.7 Infect more targets, audience and availability

Ideally, malware must aim to infect more victims in a campaign. Infection rate
can be a success measure for malware. A malicious attack targeting one specific
system might fall into the APT category. For compatibility, the target system
must fulfil the requirements of the malware at infection time. Further, if the
malware has specific dependencies to operate, these dependencies must continue
to be available. We present the arguments on target victims in Section [7.4.11]

and malware availability in Section [7.4.3]
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7.2.2.8 Maximise revenue/profit and long-term maintenance

The goal of malware should be to increase its profit above all. The monetisation of a
campaign might be a way to see the profit, but the overall damage or the information
extracted can also be of profit to the malware authors. The malware would require
maintenance for long terms jobs or while reselling or in case of an ownership transfer.

Section and Section present arguments on malware maintenance.

7.2.3 Focused TEE: The |[SGX| Ecosystem

[TEE] provide hardware-assisted new security capabilities as specified in Global

Platform documentationﬂ. We focus on Intel’s [Software Guard eXtensions|, widely

available for commodity systems today in the market. [SGX}enabled hardware
products allow applications to be executed in a protected memory region called an
enclave. Enclaves aim to protect sensitive workloads, process secret information
and provide strong isolation for applications. To examine better whether enclaves
can fundamentally help to cloak malware in contrast to its design goals, we briefly
describe the [SGX] ecosystem. [SGX| was introduced in new hardware instructions
(host + user leve]E|7 and VMM instructions added), and is a hardware-level feature,
implemented as XUCOdEH in the CPU package. The implementation can be considered
more or less as executing on the ring level minus three (-3), and can be
configured in the firmware. The memory amount allocated for[SGX]is predefined and
known at the system start. The amount of encrypted memory pages that applications
can benefit from depends on the enclave’s requirements at run time. We refer readers
to more background on Intel [SGX] provided in Section [2.3] and in Section [3.3]
Intel provides a native Software Development Kit (SDK) for enclave development,
which contains trusted libraries (nowadays absolutely required in any enclave) to

be imported into enclaves. There are also other SDKs for enclave development, but

3https://globalplatform.org/technical-committees/trusted-execution-environme
nt-tee-committee/

13 host + 5 user, but it depends on if we count actual instructions or [SGX] leaf instructions

®Online. https://www.intel.com/content/www/us/en/developer/articles/technical/s
oftware-security-guidance/secure-coding/xucode-implementing-complex-instruction
~flows.html
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we keep them out of the scope of the core [SGX]ecosystem. For example, Fortranix
Enclave Development Platform (EDP)F| is one of the most advanced environments
to develop secure enclaves, utilising RUST language. Enclave developers are
responsible for keeping their development environment malware-free, and only

trusted libraries and trusted SDKs must be utilised. Intel’s SGX] SDK provides

privileged architectural enclaves such as Launch Enclave, |Quoting Enclavel and

Platform Service Enclave (LE, QE, PSE) and others. These are assistive enclaves
for the custom enclaves developed; they are built with Intel’s[SGX] SDK. Enclaves
can have manufacturing, provisioning and attestation life cycles in their production
and execution periods. Finally, there are crypto libraries and protocols (e.g., for
communication) utilised in enclaves. These points define the ecosystem, where
[SGX]itself can be held responsible for a bad design choice. After all, the custom
enclave code is outside of the [SGX] ecosystem, and outside of a [TEE] ecosystem.
If the custom enclave contains a vulnerable piece of software code programmed
by the enclave developer, the security guarantees offered by the hardware may
be diminished, and [SGX] instructions should not be blamed for such cases. The
composition of the underlying hardware and the developed software plays a crucial

role in secure application development. Some of the important questions:

o Is persistent-malware taking advantage of any of these features in the core

[SGX] ecosystem?

e Does malware gain superior features or become weaker by utilising these

features?

o Where is the actual location of malware (e.g., in the microcode, or in developer-

defined enclave-code)?

6Online. https://edp.fortanix.com/
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7.3 Existing Difficulties in Malware Detection

Malware detection in a high entropy system has been a difficult challenge for decades.
The complexity of an end-user’s commodity system and the similar patterns of
benign and malicious software make malware detection more difficult. We show
example methods of non{SGX|malware for malware stealthiness and malware delivery
(i.e., malware without enclaves, malware without trusted execution environments)
in Section [.3.1l and Section [(.3.2] These methods continue to achieve successful
malware campaigns. Throughout our discussions, we examine whether an enclave-
assistance can make a malware campaign more successful, or result in its quicker
failure. We explain the misconceptions in Section [7.4] The reason why we show a
non malware is to be able to compare it with a potential [SGXlbased malware
systematically and draw a clear picture of their comparison of whether the existing

capabilities increase or decrease.

7.3.1 Case Study: (Non-SGX) Malware Infection in
Memory

Malware in a commodity system (e.g., in Windows PC) can escalate its privileges
to have full memory access. We present three common techniques for a malicious
payload to spread and continue to execute with benign processes. Depending on
how sophisticated implementation a malware has, detection might be very difficult.
Most of these actions can be seen in legitimate software as well. Thus the malicious
behaviour can often bypass the detection mechanisms.

Software-based memory encryption and obfuscation techniques can hide malware
in run-time and make reverse engineering difficult. We show three of these commonly
used techniques. Due to real-time mutations, e.g., malware polymorphism, old-time
static code analysis and detection techniques (signature-based) can fail. Failure
of static analysis techniques and the rise of dynamic malware identity motivated
the industry to bring promising behaviour-based dynamic analysis techniques, even
if the memory is encrypted or obfuscated. Today, anti-malware companies use

advanced memory protection and analysis solutions explained in Section to fight
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back the memory-based evasion techniques. We highlight the following techniques
to comprehend the myths in Section [7.4} [SGX] run-time memory encryption does
not give the anti-malware industry a new challenge.

This chapter assumes that users (implementing or using anti-malware solutions)
will not opt for old-time static code analysis or signature-based detection. If they
rely on signatures only (old-fashioned), some readers may think that enclaves can
hide the code with memory encryption. The code loaded into an enclave is initially
a static binary and is open for inspection or reverse engineering. The potential
threat with enclaves might come at runtime where an enclave fetches dynamic
content (potentially malicious); this is where we argue that the threat vector is
not new for the anti-malware industry. Section on memory encryption and
Section [7.4.10[ on memory access are related to this section.

RunPE: Windows computers utilise portable executable (PE) format. In the
RunPE technique, the malware replaces the memory content of a legitimate process
(i.e., belonging to a benign system service) with the malicious payload. The payload
does not need to be extracted all at once; malware can extract small pieces of
malicious content depending on its goals and revert back to the original memory.
Linux systems use Executable and Linkable Format (ELF); a similar technique
can be called RunELF, where the content of a legitimate process is replaced with
a malicious payload at runtime.

PE/ELF injection: Malware (e.g., a C binary) in a commodity system with
low-level privileges can access the full content of the memory. Instead of replacing
the process memory, malware can also allocate a new memory region, inject its
payload (PE or ELF) and align/compute the memory addresses so that the execution
can continue. Similar to the RunPE method, the payload extraction happens at
runtime and does not utilise the persistent storage.

DLL/SO injection: Alternatively, malware can prepare a modified library,
Dynamically Linked Library (DLL) or Shared Object (SO), containing the malicious

functions ready in the persistent storage to be called. Often in commodity systems,
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even if the system had measured boot, the libraries in the disk can be replaced by

different versions highly likely containing malicious payloads.

7.3.2 Case Study: (Non-SGX) Drive-by Malware
Distribution

Besides the memory operations for stealthiness, a malware can be capable of
escalating to higher privileges. It is crucial to examine how it can spread in the first
instance and escalate its privileges. We implemented a scalable malware delivery
campaign for this case study and reported it with responsible disclosure steps.
Note that it is no longer possible to follow the exact steps as (1) Facebook does
not allow the inclusion of third-party video players anymore, and (2) Adobe no
longer supports Flash Player since the end of 202(ﬂ. No real accounts were used
in the proof-of-concept (PoC) experiment, only the test accounts generated by
Facebook for bug bounty purposes were used.

The following PoC is an example of the malware in wild; it gives us tangible facts
to establish a comparison with potential [TEE}assisted malware. We discuss more
details of the enclave-assisted malware and the malware in wild in Section [Z.5.1l
Section [7.4.3] on malware delivery and Section on target victims are related
to this experiment.

Scalable drive-by malware delivery campaign: At the time of our ex-
periment, Facebook was allowing the embedding of externally hosted ShockWave
Flash (SWF) video players on users’ walls. We developed a custom video player
in ActionScript 3.0, streaming legitimate content, hosted on our HTTPS-enabled
external web server. Having a TLS connection on the host server was the only
condition by Facebook to cache the custom video player and stream the videos
on users’ walls inline. Once the source link has been distributed through a high
number of shares (e.g., to millions of users), we updated the initially benign video

player containing known exploits (for OS X, Linux, Windows) available in the public

7Although flash technology is no longer available, we anticipate that a similar set of issues can
be seen with WebAssembly applications and other client-side containers.
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spaC(ﬂ. Although it is expected for most of the target users to have up-to-date
(non-vulnerable) versions of flash and sand-boxed browsers, there are a sufficient
number of users with vulnerable software.

We demonstrated a proof-of-concept video to the Facebook security team,
triggering other existing vulnerabilities in the system (e.g., enabling a drive-by
Java downloader, triggering a local media player’s vulnerabilities, calling system
applications and accessing kernel functions). To infect a Systemﬂ, it is sufficient for
victim users to watch a video on their Facebook feed. Initially, the Facebook security
team responded that (1) the nature of the platform is to allow third-party content
to be circulated (2) their internal whitelisting/blacklisting mechanism can block
the source link as soon as it is detected. Later, (and currently) the functionality
of embedding third-party video players is completely removed. Crucially, we did
not need any unknown zero-day vulnerabilities. As Facebook provided the highly
scalable distribution network, we were able to demonstrate this attack with known
exploits that were not patched by all users. Having known exploit payloads in SWF
video players also proved to us that Facebook’s internal scanning mechanisms before
caching any external resource were inadequate. Finally, although the inline video
embedding/playing feature is removed, the danger of distributing malware in social
media continues. It is always possible to change the content of an external link once
it has been shared millions of times. The worst part is that media contents can
be changed depending on user location and personal views (e.g., political), giving
an extended ground for manipulation. Once a user’s computer is infected, all of
the content in a social media account can be tampered with locally at the client
side through malware. Associating users’ true identities with infected machines

gives attackers a highly valuable asset in malware reselling.

8Known CVEs, existing exploit where the patch is available. The development details of the
exploit itself are out of scope for our chapter.

9A similar simplicity of infection can also be seen in an IoT deployment; ELB can cause
infection once the lights are turned on.

Confidential Remote Compting



7. Twelve Misconceptions about Enhancing Malware with Hardware Enclaves 187

7.4 Misconceptions about enclave assisted
malware

Although the public launch of [SGX] technology was in 2015, [SGX}assisted malware
discussions within the research and security community go back to 2013 [218, 219] at
least['”] Our goal in this section is to stretch these claims to study and understand
them correctly; this may result in some of the myths being read as hand-waving.
We aim to give readers an understanding of how dangerous [SGXlassisted malware
can be and how future designers can benefit from our systematisation in order
to avoid [TEE] features being abused by bad actors to strengthen their malware.
Besides our work, Symantec has also published [222] a written statement that
claims behind [SGX] malware may not be as bad as it is believed, and they may
remain as myths only. Here in our systematisation, we present them as myths or
misconceptions interchangeably. In accumulation and conciseness of these claims,
we benefited from past Community Day discussions and presentations [11].

The structure we create may serve as a template for future discussions, and
may evolve with support or criticism from the community. In this section, we
structure[r] the claims about malware utilising enclaves especially crafted for
enabled trusted hardware. Similar characteristics and claims are valid for EL.B
utilising trusted hardware capabilities to attack IoT deployments internally. The
claims and arguments behind these myths are derived from ITL resourceqd™|[F]
industry/practitioners conferenced| [221], industrial vendor resources [’ and are

compiled from Intel’s Community Days discussions and presentationg |

10Researchers may be able to trace TEE-based malware discussions considering older technologies
with or similar.
" Through research community days, community’s written statements, and other references
found in this document.
https://theinvisiblethings.blogspot.com/2013/08/thoughts-on-intels-upcomin
g-software.html
Yhttps://theinvisiblethings.blogspot.com/2013/09/thoughts-on-intels-upcomin
g-software.html
“https://www.zdnet.com/article/researchers-hide-malware-in-intel-sgx-enclave
s/
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/sg
x-malware-explainer
%https://www.intel.com/content/dam/www/public/us/en/documents/research/kubila
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7.4.1 Will Enclave’s memory encryption hide the malware?

Relates to the FUD characteristic of malware in Section [7.2.2.3. Section
presents further arguments on malware detection.

Supporting Arguments: [SGX] provides a memory encryption engine for
trusted applications. The content of the memory pages of enclaves is not visible
at runtime. For example, the memory of enclaves cannot be inspected directly]
Comparing it to an untrusted part of the memory, enclaves can help to hide the
malware (e.g., malicious payload or malicious behaviour).

Counter Arguments: Enclave binaries are inspectable in the disk, and anyone
can dump the initial content of the enclave, as shown in [6] and in Section [5.3|
The memory locations of enclaves are the most visible part of the system. The
network traffic into the enclaves is visible; although traffic is encrypted, most of
the network analysis techniques still apply. All of the disk operations, input and
output operations on main memory, the interface operations with the untrusted
part, usage patterns and CPU utilisation of the enclaves are visible. These points
make enclave-based malware even more visible than malware in the wild. Hardware+
assisted encryption instead of software-based encryption may give stronger security
guarantees for malware; nevertheless, the actual detection of malware is only possible
through the behavioural patterns. In other words, detection mechanisms do not
necessarily require decryption of the malware. Tracking malware in a complex and
noisy environment is more difficult than tracking the behaviour of an enclave which
is entirely dependent on resources managed by the OS.

Reference and Rebuttal: [224] states that enclave can hide the malware, they
conclude that malware can benefit from [SGX] In fact, they only download static
plain-text data into an enclave, with no proof of execution or malicious activity
where [SGX] directly contributes. They ignore multiple facts how the initial enclave

was launched, where did this enclave connect or who supervised it.

y—kucuk-malware-infeasibility-sgx.pdf
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7.4.2 Can Enclaves generate encryption keys for each
malware payload?

These arguments relate to malware key management requirements in Section|7.2.2.2.
We discuss the scalability and ransomware aspects of key management in Sec-
tion [74.4)

Supporting Arguments: FEnclaves can generate private keys inside encrypted
memory regions. These keys never leave the private memory. This can help malware
to maintain its key generation and key storage problems. Further, malware can
generate unique keys for each victim.

Counter Arguments: The instruction used for key generation EGETKEY is
bound to the enclave binary identity. Enclave is measured at load time once, and
any payload that the enclave fetches later does not change the enclave identity. The
source code of the initial binary is inspectable on the disk. Enclave 1D, therefore,

enclave-based derived keys are based on initial binary (object code can be dumped).

The background on [Quoting Enclave| assisting on signing an enclave report and

identity was given in Section [2.3] Generated sealing keys can be derived from
initial enclave measurement and can be derived from root sealing key as well. An
attacker can produce unique keys for the victims, bound to hardware and software.
But, generating independent keys in an enclave is similar to generating them at
a remote location. The key point is that the dynamically fetched payload is not
part of the key generation through [SGX] it is done through already existing manual
efforts. Overall, this does not provide the malware author with anything new or any
superior feature. The main enclave identity remains the same as the initial binary.
Nevertheless, ’s newer Key Sharing and Separation (KSS) feature must be
examined separately. Although KSS does not change the enclave ID for attestation
purposes, optionally, KSS can include the identity of the newly fetched payload for
sealing key generation. This may give a unique key based on the payload.
Reference and Rebuttal: [225] shows that attackers can generate public-
private key pair inside an enclave and attackers can use them for encrypting user

files with the public key outside of the enclave. The paper makes many assumptions
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far from reality that all conditions must be set for a successful attack. Further, it
tries to solve a problem that does not exist anymore; ransomware gangs changed
how they carry out their attacks. The use of an enclave for key generation makes

the job of attackers more difficult.

7.4.3 Will Enclaves secretly deliver malware?

These arguments relate to communication aspects in Section and availability
requirements in Section [7.2.2.7]. Section presents communication of malware
towards establishing secure channels.

Supporting Arguments: FEnclaves can fetch secret payloads into the private
memory regions at runtime. This may allow enclaves to be a point of malware
distribution. Enclaves might be used as stateless malware carrying embassies.

Counter Arguments: Enclaves do not receive the payloads out of anywhere
arbitrary. The network patterns and their behaviour can be observed. Further,
enclaves are not always available in a system. An enclave’s responsiveness (i.e., op-
portunity to real-time respond to an attacker) is relatively low compared to the
system’s other services. If an enclave allows malicious payload at runtime, it must
utilise public key infrastructure (PKI) to ensure that only the attacker can fetch a
payload. Otherwise, malware reverse engineers can also inject healing code inside
an enclave and extract its private keys. Overall, attackers utilise classical PKI
techniques for malware delivery as usual, and do not profit directly from [SGX[s
features. We explained the past use of PKI, for potentially malicious or benign
purposes in Section and in |10]. enclaves are just another point they
might choose for malware delivery, but their low availability makes them a bad
choice for high-scale infection campaigns. Launch Enclave (LE) is a special enclave
to account for malware in an enclave. It can be used to determine whether the
enclave may be launched on the platform, utilising launch tokens and policies.

Reference and Rebuttal: [224] states that stalling mechanism can delay the
malware behaviour and help to delivery. Time measurement inside an enclave is

difficult, they develop a mechanism to measure the time, however, the paper does
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not show any solid proofs for malware delivery. They ignore the actual infection

point in practice and jump to the behavioural detection discussion.

7.4.4 Will Enclaves scale and ease the ransomware
operations and key management?

The following arguments relate to key management in Section and access
to user assets in Section [7.2.2.4

Supporting Arguments: Ransomware key management (generating and
storing the keys, or regenerating the keys at a later stage) can be easily achieved
within enclaves. Every victim can have a unique key based on their machine
identity. Similar to any digital rights management software designed for enclaves,
ransomware can utilise the same features.

Counter Arguments: Using enclaves for a ransomware leaves more behaviour
patterns in a system. Ransomware must still copy the data into enclaves if files
will be used for encryption purposes. If the enclave generates the keys and gives
the secret keys to the untrusted world for encryption, this would be considered a
design failure for the ransomware. Either the encryption can take place outside
the enclave with the released public key or inside the enclave. Outside encryption
is susceptible to existing detection mechanisms. Technically, carrying all of the
user’s data into the malicious enclave is not a feasible operation. The reason is;
data transfer is dependent on outside operations requiring multiple assumptions.
Furthermore, enclave-based key management adds an extra step to the current
ransomware key management mechanisms. We refer readers to the local and remote
interactions of our enclaves in providing remote services in Section [4.5.6l The
healthiest way to maintain ransomware keys still remains as remote resources.
Additionally, a ransomware must encrypt a considerable amount of data over time
without being detected, making the existing noise level of the untrusted world
essentially a better choice for malware authors.

Reference and Rebuttal: [225]’s threat model starts with the assumptions

that malware delivery and installations are already done, system has no anti-
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virus and no anti-ransomware mechanisms, they only consider key capturing
mechanisms [226] which attackers already solved since five years. They argue
that block-chain based mechanisms will automate the ransom payments. In overall,
their ransomware is supported more by their assumptions and block-chain based

methods, there is no evidence that use of enclaves resulted a stronger ransomware.

7.4.5 Can Enclave-assisted malware be persistent in the
system?

These arguments relate to persistence in Section and malware privileges in

Section [7.2.2.5. Section[7.4.9 presents the arguments on privileges at the custom

enclave code (ring 3) and privileges of the micro-code level (ring -3).

Supporting Arguments: [SGX}enabled machines can start-up an enclave
whenever it is triggered. This can allow private operations to be completed on
demand. Malware can live in a system as persistent through enclaves. Lower-level
hardware assistance can enable persistent rootkits in a system.

Counter Arguments: Enclaves themselves are not persistent pieces of
software applications. They have a life cycle of ECREATE where the enclave is
created and EDESTROY to kill the enclave. Such operations were explained and
measured in [2] and in Section Enclaves operate at the user level (ring 3) and
although their execution is supported by the low-level hardware features, they do
not operate at any lower privilege levels in the system. Enclave-based malware
cannot be persistent on its own. Outside system support for persistence would
create an extra burden. If a malware can be persistent in the untrusted world,
trying to utilise an enclave may only make it less persistent.

Reference and Rebuttal: [227] states that their malicious operations can
reach persistence through enclaves. They assume custom enclave code to
be vulnerable, not exploiting anything in the core ecosystem. They claim
persistence, but it is completely dependent on user-level host enclave, in reality

this offers a very weak persistence.
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7.4.6 Can a malware inside an enclave communicate
independently?

These arguments relate to the communication requirement in Section and
the malware control in Section[7.2.2.8. Section presents further arguments
on malware maintenance with ownership transfer.

Supporting Arguments: Malicious code executing inside a private memory
can communicate with the outside world through HTTP calls and secure channels.
This can help to leak information from the user’s system.

Counter Arguments: For communication, enclaves rely on untrusted channels.
Although enclave-based malware can send arbitrary data to the outside world, the
classical method applies before malware fetches or copies any private data from the
disk or memory. This is not a new issue; most of the applications in a commodity
computer can steal users’ private files at any moment. Enclaves, in fact, have
more dependencies for their communication with the outside world. The technical
dependencies and libraries an enclave minimally may need is presented in [2] and
in Section An alternative but larger option can be library OSes, e.g.,with
interpreter enclaves as explained in [10] and in Section [p.5] They can also leave
clear traces of their communication pattern. Monitoring the whole system’s (host)
communication is more demanding than monitoring an enclave.

Reference and Rebuttal: [224] performs attestation with a remote server
and fetch a payload from outside. They ignore the fact that all communication
channels were dependent on untrusted channels where in reality they would not

be able to freely communicate with any malicious server.

7.4.7 Can TEE based malware be FUD (Fully
Un-Detected)?

These arguments relate to malware evasion in Section |7.2.2.5.
Supporting Arguments: Antivirus software products cannot directly perform
a scan on the enclaves’” memory. Enclaves can keep malicious payloads away from

scanners. This can cause a shortcut in achieving FUD malware.
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Counter Arguments: An encrypted piece of the non-executing payload does
not harm the system. Enclave software or non-enclave software can both have pre-
encrypted payloads. As soon as a piece of code starts to execute, the same malware
detection mechanisms apply. A malware inside an enclave must extract instructions
to an untrusted world or perform operations in the main memory in order to reach
valuable user assets (or towards its campaign goals). Existing research and the
techniques on malware detection apply for malware behaviour in the untrusted world.

Reference and Rebuttal: [228] states that their malware in an enclave
remains completely /entirely invisible to anti-virus software and even to ring 0.
The argument is ambigious and expected as their attack does not leave the [SGX]
ecosystem nor enclaves, it crosses the boundaries of enclave isolation through caches.
The attack can be successful only with the specific requirements and assumptions.
In reality, being invisible to the antivirus mechanisms means that the malware
remains invisible while being actively inspected and being in operation against the
full system resources or assets. If their malware attacked to the actual system, it
would be then visible; their invisibility is relying upon having no attack to the

kernel or similar components, hence the kernel does not see anything.

7.4.8 Will SGX based malware access System APIs?

These arguments relate to system calls capabilities in Section [7.2.2.4).
Supporting Arguments: Malware can reach system calls, WinAPIs and
kernel functionalities from the enclave. Accessing ring 0 level resources can boost
the capabilities of the malware. Within the enclave memory, malware can remain
hidden and still perform a scan for vulnerabilities in the system to reach the kernel.
Counter Arguments: Enclaves operate at user level privileges (ring 3), a
brief background on Intel can be found in Section [3.3] In order to escalate into
higher privileges or to access any system calls, the malware must go through the
untrusted parts of applications, or perform operations on the main memory [144].
The malicious behaviour from the enclave towards the system can be monitored and

restricted. Depending on the programming model and the software development
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kit, the enclave may have no access to the system at all. The enclave may be
given a LibOS to utilise dependencies internally without needing to make calls
to the outside system.

Reference: [222] answers the questions on what malware may need to

do in order to access system APIs. The arguments remain valid.

7.4.9 Will malware have the highest privileges through
SGX?

These arquments relate to malware privileges in Section [7.2.2.5.

Supporting Arguments: [SGX]hardware is a microcode implementation and
has the highest privileges in a system. A malware utilising enclaves can benefit from
these high privileges. If malware operates at ring level minus three, no detection
mechanism can catch its malicious activities.

Counter Arguments: Having a malware inside the core ecosystem is
not the same as having a malware in a custom developed enclave. Enclaves operate
at the user level, and their abilities are supported by the extended CPU instructions.
If a malware exploits CPU-level bugs on [SGX], it might have the highest privileges.

Otherwise, malware in an enclave can only benefit from the user-level privileges.

7.4.10 Will enclave assistance give malware full memory
access?

These arquments relate to malware resources in Section [7.2.2.6,

Supporting Arguments: Untrusted applications cannot see the memory
of trusted enclave applications. But enclaves can see the memory of the all main
memory content. This gives a malware inside an enclave a superior power.

Counter Arguments: Untrusted applications can already see the full main
memory content. The ability of enclaves to see the full memory is not a new feature
on top of any other usual application. If an enclave performs operations on the

main memory, the input/output traffic is visible to the operating system.
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7.4.11 Will TEEs help malware to target more victims?

These arguments relate to malware delivery in Section [7.2.2.7].

Supporting Arguments: [SGX}enabled hardware products are standardised
in Intel CPUs. Since the end of 2015, most of the new laptops, desktops, and
other machines have [SGX] bit in their firmware. Users may not be well informed
about [SGX] features and it might be left default enabled. The applications utilising
enclaves can also drop malware in users’ machines. Having [SGX] enabled computers
can increase the number of victims infected by malware.

Counter Arguments: From a malware author’s point of view, non{SGX]
malware can target more users than a malware tailored for[SGX| A malware targeting
the general audience (both [SGX}enabled and non{SGX|machines) can infect a higher
number of victims. [SGX] may be unavailable at any moment; therefore, relying
on [SGX] being enabled is a poor design choice for malware. The host can kill
an enclave with suspicious behaviour (executing for an unnecessarily long time,
memory operations, suspicious network traffic) from outside (other than the internal
destruction function). If a malware requires an enclave to be restarted in order to
be in operation, this will make it a very ineffective malware. The malware must
be independent as much as possible; utilising enclaves give malware a sizeable
hump to carry at all times. Intel SGX]is no longer available in consumer devices,

unfortunately. Ounly servers have Intel [SGX] at the moment.

7.4.12 Is malware inside an enclave easier to maintain?

These arguments relate to malware maintenance in Section [7.2.2.8
Supporting Arguments: Enclaves aim to minimise the trusted computing
base. They contain a relatively small amount of code to make formal verification
feasible. Enclaves can fetch a new malware payload whenever necessary and
act as an update mechanism for malware. This can make malware maintenance

cheap and more sustainable.
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Table 7.1: Malware in the wild (untrusted high noise system, non{SGX)) in comparison
to malware in an enclave utilising features. @ Enclave enhances/strengthens the

malware. @ Enclave has no impact. & Enclave weakens the malware.

Characteristics in Misconceptions

Malware in Enclave (ME)

Malware/ELB in wild

Conclusion (®, @, ©): and Reason

7.2.2.1|Persistence in|7.4.5

Needs to trigger

Services, drivers

ME is less persistent.

Key management in |7.4.2§7.4./

7.2.2.2| Communication in 7.4,3| 7.4.6
4.4

Needs untrusted channels
Extra steps for payload

In high noise
Existing PKI

ME has more crypto operations.

7.2.2.3|Detection in|7.4.1|[7.4.7|

Visible resources and 1/0

Existing methods

ME is more visible by resources.

7.2.2.4|System calls in|7.4.8

Needs untrusted assistance

Direct access

ME has longer path to syscalls.

7.2.2.5|Privileges in[7.4.5[[7.4.9|

User level /ring 3

Kernel /ring 0

ME is less privileged.

7.2.2.6|Resources in|7.4.10
Access to user assets in|7.4.4

Limited /restricted
Indirectly

Unlimited
Direct Access

ME has access to less resources.
ME has longer path to user assets.

7.2.2.7|Audience in|7.4.11
vailability in

CPU-specific
Low availability

Independence
Always On

: ME has less number of targets.
: ME is less available.

[7.2.2.8| Maintenance in|7.4.6][7.4.12|

Specific dependencies

Easy-to-resell

DD DD D|DIDIDID DD

: ME is more expensive to maintain.

ME has longer path to communicate.

Counter Arguments: FEnclave development has many dependencies and it is
an evolving ecosystemm. A malware designed for enclaves would actually require
additional engineering work to be always compatible. Additional compatibility
issues can cause malware to fail to operate in a high number of systems. Crafting a

malware for [SGX| brings additional development costs, maintenance requirements,

and lowers the number of target machines to infect or continue to operate on.

7.5 The Limitations of SGX-Malware

An SGX}based malware is not impossible to produce, but in practice, such malware
would become weaker as explained in Section (7.4 Further, we now compare
SGXIbased malware with a malware in the wild for their characteristics listed
in Section . Now in this section, we present systematic limitations (or
disadvantageﬂ for the malware developers/bad actors) of utilising a for
developing malware. ELB in IoT deployment can deploy attacks against user assets
similar to wild malware in commodity computers. We argue that using [TEE]in the

development of malicious IoT devices (in the domain of ELB) will restrict their

capabilities for the reasons listed in the following section.

"https://download.01.org/intel-sgx/latest/linux-latest/docs/Intel_SGX_SDK_Rel
ease_Notes_Linux_2.16_0Open_Source.pdf

18 A1l malware has disadvantages to anyone unfortunate to be infected with it, but we refer here
to disadvantages for a successful malware campaign carried out by malware authors.
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7.5.1 Enclave-Assisted Malware vs. Malware in the Wild

Table summarises the malware characteristics examined within the misconcep-
tions presented in Section An application from an outside, untrusted world
must trigger the enclave-based malware (i.e., the enclave binary portion). Malware
can only communicate with the outside world through untrusted channels. The
behaviour patterns of input and output streams are visible to detection mechanisms.
For system APIs, calls, lower-level support, an enclave needs assistance from the
untrusted world. Malware in an enclave runs at the user level privileges (ring 3
in monolithic systems). System resources such as memory, threading, timers and
CPU features are restricted and limited for enclaves. The audience is limited to
[SGX}enabled (or enabled) machines only. Key management requires extra
steps to manage the payload with PKI as usual, and enclave identity does not change
based on the payload. Enclave availability is lower than other system services;
enclaves are not in constant or persistent operation. Enclaves cannot directly access
user assets, but must indirectly utilise outside resources for completing an attack.
Malware in the enclave requires specific dependencies in development and makes

updates and reselling more challenging.

7.5.2 Can SGX boost any characteristics of the malware?

A wild malware in an untrusted system can place various attacks against enclaves.
In contrast, enclaves are limited and continue to be more limited in performing
attacks on other enclaves and towards the untrusted world. The design goal of
enclaves is to protect the critical operations from wild malware. Utilising an enclave

for a malware weakens its abilities dramatically.

7.6 Discussion on Malware and Trusted
Execution Environment

[TEE] are introduced to limit the existing abilities of wild malware. Moving more

applications into the [TEE| domain will eventually leave wild malware outside the
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trusted ecosystem. Crucially,[TCB|minimisation plays a key role in leaving malicious
software outside of the trusted applications. Including a fully capable operating
system together with the user assets inside an enclave may simply recreate the

untrusted world and its problems again.

7.6.1 Zero-day SGX vulnerabilities in Malware as a
Service (MaaS)

and [TEE] raised awareness of micro-architectural attacks. Due to microcode
weaknesses, an advanced malware can temporarily take advantage of vulnerable
systems. These zero-day vulnerabilities may be equipped in APTs. However,
updates on microcode and revocation mechanisms make such attacks infeasible
in the long term [217].

To implement an advanced malware with [SGX] attackers must utilise the
vulnerabilities in the core [SGX] ecosystem defined in Section [7.2.3] Intel can prevent
such attacks by [TCB| updates. If not patched, bad actors may sell the security

problems of the core [SGX] ecosystem in exploit markets for MaaS.

7.6.2 Potential malware planted inside SGX ecosystem

In the unlikely event of a core [SGX| ecosystem including critical vulnerabilities, a
sophisticated malware may be planted into benign enclaves (e.g., during compiling
time, in a development environment, in SDKs, or trusted libraries). Due to the
increased use of hardware enclaves (i.e., moving of critical user assets into enclaves),
attackers may target the core ecosystem more. Future questions can be around

malware in the core[SGX|ecosystem, not in a custom enclave but on a microcode level.

e Are more attacks possible on micro-architectural level towards malware
deployment, similar to attacks in ring minus two or three (ring -2, ring

-3) [229-236], System Management Mode (SMM)?

« Can malware authors infect/exploit the architectural enclaves with no one

noticing?

Confidential Remote Compting



7. Twelve Misconceptions about Enhancing Malware with Hardware Enclaves 200

After all, every software brings an attack vector; however, breaking the enclave’s

security may have a high impact as more critical assets move into enclaves.

7.6.3 Malware capabilities in wild, without a TEE

In contrast to [SGXtbased malware, a typical malware in wild, commodity and high
noise systems, can utilise all of the system resources such as registry configurations,
services, triggered events, drivers and other hardware devices for spreading and
persistence. Wild malware can hide its communication patterns in high noise,
and distinguishing what belongs to malware behaviour remains an open challenge.
Malware detection techniques with memory analyses apply, but continue to be a
challenge as wild malware can abuse any software package in an untrusted world.
Malicious applications in an untrusted world can often access system calls directly
as they are available to use and not distinguishable from benign use. Most of
the benign software already operates at the kernel level and malware in the wild
continues to abuse any of the existing primitives. System resources accessing main
memory, and other CPU features are not limited for a wild malware. Enclave
independent malware can target any victim with a commodity computer (e.g., x86).
Malware authors utilise PKI and other crypto techniques in place in order to
manage the master keys of their malware. Availability of malware in the wild is up
as long as the system operates as normal. Malware in the wild operates in the same
environment where user assets are placed, often giving direct access to valuable
information. Maintenance, updating, and reselling a malware in the wild can be
straightforward by pulling another payload from a new malware author, or simply
via passing/delegating keys to a buyer in a remote environment.

Malware with or without [SGX] can be detected with similar capabilities. For
example, in a cloud server, bad actors have the freedom to deploy malicious
operations as a client of a cloud company. Company admins may watch the network
traffic for suspicious and criminal activities or due to complaints. Normally, the
attacker or the server tenant is free to run any software in the rented machine.

Using or not using [SGX| does not bring any difference to this model. Alternatively,
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attackers may want to utilise enclaves for private operations such as domain name
generation (to be used in a campaign), or for planning criminal activities. Private
operations, however, require an active connection and persistent communication to
serve. These are similar possibilities to be handled in remote servers and enclave

utilisation does not bring any immediate benefit to these use cases.

Contributions

This study presents the most comprehensive collection of misconceptions about
malware in enclaves to the date.

@ Our novel contribution is that we systematically show why malware becomes
weaker due to trusted hardware.

@ We also clarify the ambiguity of malware in an [SGX}-enclave and the

malware in the core [SGX| ecosystem.

Chapter Recap

We structured this chapter into four main categories. First, we describe the
good-to-have characteristics of an ideal malware. Second, we demonstrate existing
malware evasion techniques and high-scale, effortless malware distribution techniques.
We show non{TEE| malware evasion techniques and a delivery campaign for two
reasons; (1) to define the assumptions and review the scope of malware detection,
(2) to demonstrate a real-world scenario on scalable infection to give readers an
understanding of malware in the wild. Third, we systematically evaluate twelve
misconceptions on malware in [TEE| and present why these myths are far from
the truth in practice. Finally, we compare the malware in the wild with enclave-
based malware and see if utilising enclaves provides any additional benefits to

malware in practice.
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The term trust does not imply good or bad behaviour. Neutrality of trusted
computing primitives gave our research a fundamental challenge. A malicious or

a benign application may equally utilise available security features towards their

end-goal. In

critical applications against malware whereas a malware cannot be strengthened
with the same model. This thesis as whole described our computing model with
the following parts: Part [} protecting private data processed by public algorithms

in scalable systems, Part [[TII} protecting private algorithms along the private data

this research we created a novel computing model to strengthen mission-
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in multi stakeholder scenarios, Part [V} systematisation with the computing model

and the malware aspects.

We demonstrated in Part [[T and Part [[T]] practical uses of [Confidential Remotd
with high number of participants where applications in an attestable

infrastructure can scale to tens of thousands of participants per hour. We described
our practical implementations through the Section in Chapter [ and the
Section [5.§ in Chapter [5} By utilising the hardware instructions, [CRC| applications
can protect users’ data, preserve their privacy and enable running secret algorithms
in remote computers. In [CRC| model, we presented how enclave developers can
correctly translate hardware security features into software domain and bring
distrustful asset owners into an agreement. Although it seemed paradoxical prior
to our research, we showed the research community why fundamentally the novel
[CRC| model will not enhance malicious applications.

In the following sections, we present our detailed conclusions.

8.1 Conclusion on Verifiable Third Party

The [SGXlbased TRE addressed a stronger attacker model than the one described for
[TPM}based TRE. Using Intel [SGX] as the basis for a TRE made several advantages.
Specifically, removing several components from [TCB|and providing the necessary
TRE functionalities with our architecture reduced the[TCBlsize even further than the
previous [TPM]implementation. A smaller [TCB]is not destined when switching from
to [SGX] for a system. These two hardware solutions offer completely different
fundamental instructions. A system with another hardware requires rearchitecturing

and redesinging with the available primitives. In fact, many solutions and related

work shown in Section and Section [6.5.3] using [SGX]| has reached to x5 to

x10 times larger [TCB|size due to their architectural choices of including larger OS
libraries. The smaller [TCB]size is likely to have fewer vulnerabilities and makes
it easier to audit or perform formal verification. In other trusted hardware, the
Software [TCB size may not have impact on performance, however [SGX| provides

secure execution in encrypted memory pages therefore smaller [TCB]size is important
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also for reducing the cost of execution. We show the increasing execution cost due
to [TCB] size due to binary size, stack and heap memory allocations per enclave
life cycle and critical operations in Section [4.4] Section and in Table (4.2
and we present it as a new insight. The host Application is an intermediate point
between all message exchanges. An adversary may have physical access to the
platform. Nevertheless, SGX]s hardware based isolation mechanism and hardware
secured attestation instruction provides services to build sufficient confidentiality
and integrity against addressed adversaries. We implemented the TRE prototype
in a single enclave. [SGX] supports running enclaves concurrently, therefore different
enclave structures can be explored in future work.

The overall performance of non-optimized TRE solution on [SGX] hardware
shown in Section [4.6.4hnd Section is nearly same as [TPM}based optimized
TRE solution shown in Section [3.6.3.2] Therefore, [SGX] has great potential as
a trust brokerage between distrustful parties. We expect that optimizations of
the design and implementation can provide further improvements and allow the
[SGX}based TRE to scale to even larger many-party applications.

In terms of cost of development, the TRE has two parts; one-time development
cost of TRE and placing application specific code into TRE and application specific
part of TRE. If an ISV prefers to use an existing TRE model and implementation,
rest of deployment cost can be even negligible. Therefore, [TEE] solution has less
cost than secure multiparty computation and data de-identification solutions.

Any application specific code and computation can be placed into the related
section of an existing TRE.

Once a TRE is implemented, there is no need for a new design per data or new
design per application. Only deployment cost would be adapting an application
into the TRE’s model which does not require any challenging knowledge and can
be considered same as usual software development process.

Overall, our results show that Intel SGX] can be used to build a trustworthy
remote entity for use in many-party applications. Compared to the previous [TPM}

based design, our SGX}based TRE has two main advantages. First, it requires
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significantly fewer lines of code, which reduces the burden on the developer, decreases
the likelihood of code defects, and minimizes the amount of code that must be trusted
by a relying party. Secondly, SGX] memory protection enables the TRE to resist a
stronger adversary, who has physical access to the platform’s memory. Our initial
based implementation provides the same performance (and thus scalability) as
the highly optimized [TPM}based TRE. However, we identified that improving the
performance the remote attestation protocol could benefit the[SGXlbased TRE.

8.2 Conclusions on Private Algorithms

In summary, our work presented a security analysis on interpreter enclaves and has
aimed to demonstrate in Section and Firgure how a third-party commodity
software can become the weakest link in a security chain. We provided a new design
for secret-code execution in remote computers, and demonstrated such design in
three practical generic templates. Our model reduced the size by a power of
ten, in comparison to the alternative design approach using interpreters. Approach
1 brings an extra step in development, requiring additional enclave partitioning
(public and private parts). In Approach 2, we showed it is difficult to hide the called
functions, thus requiring an additional strong sandbox for function secrecy. This
sandbox would, ideally, need to call a set of similar functions for each function. It
is very likely to have an exponential computational overhead, and this overhead
may grow with the size of the interpreter. Despite its shortcomings on usability,

our approach provides stronger security guarantees.

8.3 Conclusions & Insights Gained on
Confidential Remote Computing

In this section, we provide a list of the lessons learned through |Confidential Remoté

model. We also list some of the outstanding questions and aspects

of system design requiring more attention.
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8.3.1 Lesson I: Underlying insecure system components
enabling side-channel attacks

In case of [TEEE, many of the software-based side channel attacks become possible
due to architectural choices. The key lesson here is that when designing enclaves
and [TEE] applications, manufacturers initially claimed that OS can be fully insecure
and enclaves will be still isolated and fully protected from the malicious OS, we
learned that this is not possible in practice, and the importance of the underlying
insecure system components should not be ignored. Fully adversarial systems
can deploy side-channel attacks against the applications running on top of them.
Hardening techniques can mitigate side-channel attacks, but in order to avert the
risk completely it would be necessary to remove the fundamental conditions inviting
them. A system supporting enclave execution can be built with formally verified
kernels (e.g., sel.4) and utilise measured and attested boot features with This
can ensure that the enclaves operate in benign and trusted systems. Electronic
voting systems and loT gateway systems managing a high number of entities and

deploying mission-critical operations can benefit from such secure structures.

8.3.2 Lesson II: Algorithm status and physical location for
security

One of the requirements of software-based side-channel attacks targeting the enclave
software from an insecure operating system is having the enclave code (algorithm)
publicly available for the attacker. Hiding the algorithms through dynamic code
loaders at run-time can help reduce leakages from attacks. Nevertheless, keeping
algorithms hidden is not sufficient by itself to entirely avert side-channel attacks.
The key point to somewhat mitigate attacks is that the algorithms must be hidden
from the hardware owner. If a malicious admin or hardware owner has access
to the enclave code, this can help them deploy sophisticated attacks more easily.
Furthermore, if potentially malicious hardware and algorithm owners collude, they
could develop covert channels to signal and leak the data. This collusion could

then invalidate the security guarantees offered by the underlying secure hardware.
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Therefore, enclave developers must be independent of the infrastructure providers,
why we say must be independent is because the collusion would ruin the security as
we discussed in Section and . Suppose a company (or an entity) claims to
provide both enclave software and secure hardware resources. In that case, this may
lead to a high risk of data signalling due to explicit collusion, even if the enclave
code is presented to or attested by the data owners. As a countermeasure, the
whole system must be attested as designed with secure kernels, rather than attesting
only the enclave code. Moving the physical trusted execution environment to the
data provider’s environment and deploying physical network restrictions can help in
terms of confidentiality; however, such a system setting would face the scalability
challenges of multi-party computation solutions. This has been a major insight
because when the[TEEE were initially offered in commodity hardware, the researchers

and manufacturers simply did not know enough to define the right threat model.

8.3.3 Lesson III: Role of enclaves and verification in secure
computing
Enclave technology can help verify remotely that a given piece of code purported
to have run indeed did run. In this manner, trusted hardware generates evidence
for an attestation process. However, the actual behaviour of the code, whether it
matches its expected security properties, is a question for verification technologies.
In other words, formal verification technology helps prove that a piece of code does
what it is supposed to do. These two steps are ideally both necessary and not here
to replace one another. While designing the enclave applications, partitioning can
give enclave developers an opportunity to enable verification of the code base. For
example, migrating the security-critical parts into the isolated memory can allow

this. Design choices, unnecessarily large code base, and poor partitioning would ruin

this chance. Interested readers are referred back to the Sections .8 and [6.5]
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8.3.4 Lesson IV: Potential issues with a model suggesting
to initialise enclaves first in a system

What should we expect to happen if enclaves were initialised independently of the
host computer, before the system starts? Parallel to the model of SMM, which
inadvertently yielded highest system privileges to malicious actors, if enclaves
were to be initialised first, they could be expected to draw similar attacks [237].
Nevertheless, SGX] memory for enclaves is in fact allocated by default at the earliest
stage of the system start. The firmware knows in advance how much memory
will be given for [SGX] enclaves, but the content of enclaves is not persistent and
binaries are loaded later. That is why early initialisation of [SGX] memory does
not cause similar problems as it used to with SMM.

In contrast to its characteristics in [SGX| enclaves, content in a Trustzone secure
world remains persistent. Trustzone applications are initialised first in the system,
but they can trigger the system to take control on demand via interrupts, for
example to protect their integrity. Trustzone promises to mitigate potential exploits

compromising its persistent content via secure [[CB| updates.

8.3.5 Lesson V: There are now Multiple Root(s) of Trust
in a system

A novel use of the DRTM| as introduced in Flicker [18], evolved into the

use case of hardware enclaves with [SGX] Multiple measurements in a system

are stored in different [Platform Configuration Registers| Incorrect use of [PCR]

already has difficulties representing the system state correctly. With [SGX| hardware
implementation and a [TPM]in a system, an additional problem arises alongside

that of wrong use of [PCR] values. This development places the important new

responsibility to securely combine [Root of Trust for Measurement| on system

designers and security architects. Use of [SGX] in production without merging

its [Root of Trust for Measurement] with that of [TPM}enabled systems threatens to

fork the [Root of Trust for Measurement| concept into two independent measurement

mechanisms. This can be avoided via using the same trusted firmware on the

Confidential Remote Compting



8. Thesis Conclusions 210

bottom in future hardware designs. For example, when ARM or RISC-V introduces
enclaves similar to [SGX] for user level applications, they may use the same trusted

firmware to manage the enclaves and the Trust-Zone.

8.3.6 Lesson VI: TCB minimisation should not be
neglected

Researchers put library operating systems with hundreds of thousands of lines of
code inside enclaves. This creates a large and insecure software stack. To avoid
such an outcome, enclaves must be kept as minimal as possible. LibOSes can boost
functionalities of enclaves, but sacrifice the security guarantees derived from trusted
hardware. In-enclave OS support introduces the same security risks of an OS in
the untrusted world. The will be potentially vulnerable to attacks unless the
new LibOS implementations give formal security guarantees. Otherwise, enclaves
with LibOSes may not be able to patch their systems, which are generally insecure
due to being built upon a weak kernel ring structure (Ring 0 and 3). It would be

preferable to keep enclaves clean from the clutter of unnecessary, untrusted code.

8.4 Conclusions about Malware in Enclaves

We have examined why malware in a trusted execution environment will become
much weaker than operating in a wild, high noise system. We considered frequently
seen characteristics of an ideal malware. With the use of these characteristics
are either still the same as any typical malware in a system, or they are more
restricted than before. In the case studies, we revisited how a fully undetected
and scalable malware infection campaign can already be in place, without any
assistance of trusted hardware. Malware distribution via social media platforms
remains crucial compared to malware delivery through enclaves. Section showed
the misconceptions about how enclaves operate and why relying on enclaves for
adversarial purposes is a poor design choice. In contrast, enclaves continue to be
a powerful mechanism for protecting highly valuable user assets against malware.

Finally, in the near future, we may see more enclave-based malware, but they will
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be practically weaker than a malware in high entropy, and they will not be more
superior than the malware samples in untrusted environments. Known techniques
and methods must be applied to eliminate these attempts. We highlight that the
communication and key management characteristics of the malware are seen in four
myths in this thesis. We conclude that for these characteristics, the use of [TEE]
makes the malware weaker in commodity systems. Systematisation, categorisation
and the definition of the myths can be done in many ways. In future work, the
myths and the characteristics can be extended and studied in more depth to see
whether the arguments hold for future [TEE] or not. Considering the new hardware
prototypes supporting enclave-like isolated containers, our structured discussions

on malware can help mitigate potential [TEE] abuse at the design stage.
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9.1 Future Work

In the upcoming years, we anticipate that consumer devices (ARM/RISC-V) will be
equipped with new user-level realms (similar to enclaves). These devices’ wide avail-
ability, mobility and decentralised setting can enable a new era of inter-connected,
remote computations. Thanks to the rich commodity software stack and libraries

available for ARM architecture today, system designers and developers may offer

|Confidential Remote Computing| applications for consumer devices. We encourage

developers to work on solutions from e-voting systems to decentralised financial
applications and data or algorithm rental services independent of centralised third-
party servers. Towards a more decentralised setting for computations, we may see

legitimate digital embassies of individuals running on devices of other consumers.
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9.1.1 Configuration Security, Modularity and Composition

In complex systems, the configuration of systems with modular structures remains
an open research challenge. Security properties of sub-modules alone cannot serve as
a representation of the properties of the entire composed system. Formally verified
kernels may be difficult to keep up to date in the frequently-changing (or update-
receiving) world of general-purpose systems. On the other hand, relatively smaller

industrial-embedded systems and IoT devices can benefit from formal guarantees.

9.1.2 Using Multiple Trusted-hardware Chips on a Single
Consumer Device

Taking measurements (e.g., checksum of code and data) in order to understand the
trust status of a system is generally accepted as a useful strategy. Today, a single

commodity computer can have both [TPM| and [SGX| enabled. This may potentially

mean having two different [Root of Trust for Measurement| (platform firmware and

CPU xucode) by which to describe the system and represent its trustworthiness or
lack thereof. This poses the question which one or both of the two are to be actively
used in representing a whole system, and in the latter case how their differential
information output should be combined. In order to evaluate the trustworthiness of
a system, reports, quotes and evidences must be securely composed and presented
in a unified form. Using the right mechanism, for example the trusted firmware for

the right purpose in secure composition remains the crucial challenge.
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