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ABSTRACT

United States (US) and Chinese technology companies dominate digital networks.
What explains the extent to which third countries attach to US versus Chinese net-
work hubs? The answer matters, because both governments have demonstrated the
ability to ‘weaponise’ their hubs to advance their security interests. We synthesise
three hypothetical explanations for third countries’ network hub attachment from
previous qualitative literature: (1) Network hub attachment is a product of economic
forces; (2) network hub attachment is determined by rivaling great powers coaxing
and coercing third countries to attach to their hubs over their rival’s; and (3) network
hub attachment results from third-country governments’ strategic policy choices. In
the first quantitative study on the topic, we assess these explanations with original
data on the global geography of US and Chinese -owned hyperscale cloud infrastruc-
tures. Based on the findings, we argue that third countries or ‘spoke states’ enjoy
agency in bipolar networks which they did not have in unipolar networks, and that
their strategic interests in combination with economic forces shape the topology of
geographically distributed bipolar networks more so than great-power rivalry. Our
model contributes to the weaponised interdependence framework which predicted
the rise of alternative hubs but lacked a model of bipolar network topology.
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Introduction

The United States (US) and China have emerged as the world’s two digital super-
powers, in the sense that they are the two countries least dependent on foreign
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digital infrastructures—such as search engines, social media platforms, and cloud
computing services—while other countries are to varying extents dependent on
their infrastructures (Mayer & Lu, 2023; Evans & Gawer, 2016). Which countries
rely on which of the two powers’ infrastructures? The answer matters, because the
two governments increasingly position one another as geopolitical rivals in a binary
competition for global supremacy, in which digital infrastructures play an instru-
mental role (Farrell & Newman, 2019a; Gray, 2021).

To understand digital infrastuctures as sources of power and dependence between
states, many scholars of international political economy (IPE) have in recent years
turned to the so-called weaponised interdependence framework (Farrell & Newman,
2019a; 2023). In the language of weaponised interdependence, the US and China
possess many ‘hubs’ in global digital networks, while other countries attach to their
hubs as ‘spokes. Both governments have demonstrated the ability to ‘weaponise’
their hubs’ central positions in network topologies for espionage, surveillance, cen-
sorship, and/or blockades against people, organisations, and governments abroad
(Cartwright, 2020; Farrell & Newman, 2016; Kello, 2022).

A key question in this literature has been how such network topologies conducive
to weaponisation by certain states against certain others emerge in the first place. In
the original weaponised interdependence framework, the topology of global networks
was seen mainly as a product of blind economic forces (Farrell & Newman, 2019a,
2023). Positive network effects (Katz & Shapiro, 1994), preferential attachment
(Barabasi & Albert, 1999), and learning-by-doing (Gulati, 1999) ensured that net-
works coalesced around a small number of large hubs. That these hubs predomi-
nantly emerged in the US and Western Europe was seen to result from these regions’
first-mover advantages in new technology industries more than from any conscious
political project to obtain commanding positions in global networks (Gjesvik, 2023).

However, once policy makers realised that US network hubs could be weap-
onised, network topology turned into a political matter. Other governments began
to promote alternative hubs, with the most successful challengers arising from
China (Rodrigues Vieira, 2023). TikTok challenged the dominance of Meta’s social
media platforms (Gray, 2021). Huaweis 5G networks challenged those of Ericsson
and Nokia (Cartwright, 2020; Farrell & Newman, 2019b; Gonzalo et al, 2023).
AliExpress and Temu challenged Amazon as the world’s pre-eminent e-commerce
hub (Shen & He, 2022). Proponents of the weaponised interdependence framework
predicted the rise of such alternative hubs. But so far, the framework has not
offered any explicit model of how the topology of such bipolar networks is shaped—
what determines the extent to which a third country attaches to US versus Chinese
hubs? As a result of its US-centricity, the original weaponised interdependence
framework is increasingly considered insufficient for analysing contemporary net-
works (Rodrigues Vieira, 2023).

In this study, we use the case of cloud computing to extend the weaponised inter-
dependence framework to bipolar networks. Cloud computing entails moving com-
putation and data storage from end-user devices and organisations own on-premises
servers into very large data centres owned by cloud computing providers (Hu, 2016;
Mosco, 2014). This demand aggregation and centralisation produces significant scale
economies in operational costs, capital requirements, and energy efficiency (Masanet
et al., 2020; Talukder et al., 2010). It turns computer server hardware from a capital
asset duplicated by each organisation into a common infrastructure owned by a
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provider serving many organisations. The global demand for cloud infrastructure is
high, and many governments promote the uptake of cloud as a central part of their
digital transformation and productivity agendas. For example, the European Union
(EU) recently legislated that ‘at least 75% of European enterprises should have taken
up cloud computing services by 2030 (European Union, 2022). New generative Al
services in particular rely heavily on cloud computing (Lehdonvirta et al., 2024).
Although businesses and public sector organisations can and do use cloud data cen-
tres situated in other countries, the most important data and workloads are often
hosted in centres situated in their own territories, due to corporate policies or,
increasingly, government data localisation rules (Ferracane, 2022).

However, the ownership of cloud computing infrastructures is heavily polarised.
US-based Amazon Web Services (AWS), Microsoft Azure, and Google Cloud con-
trol roughly 70% of the market for on-demand cloud computing infrastructure ser-
vices globally, while Chinese tech giants Alibaba, Huawei, and Tencent control
much of the remaining 30%. These leading cloud providers are called ‘hyperscalers,
in part because their infrastructures allow other organisations to rapidly ‘scale up’
their computation and data storage use on demand (Narayan, 2022). The term also
reflects the enormous scale of these providers’ operations, as each provider operates
a globe-spanning network of giant data centres meshed together with private fiber-
optic undersea cables. Another term used to describe these providers’ services is
‘public cloud’ The term originally refers to the fact that the services are available
to the general public over the Internet, but today it also reflects the public service
-like role that hyperscale cloud computing has come to play in digitalised societies.
Like search engines and social media platforms, cloud thus fits a classic definition
of infrastructure as (private) ‘capital that provides a public service’ (Hirschman, 1958).

Cloud computing infrastructures and the hyperscalers that operate them can in
principle be weaponised as other network hubs have been in the past. The US
Cloud Act of 2018 and Foreign Intelligence Surveillance Act Section 702 can
empower authorities to access data held by US companies regardless of where in
the world the data centre is physically located (Abraha, 2019, 2021). China’s
National Intelligence Law is thought to have comparable effects (Ruan, 2018). Both
governments could moreover deny access to cloud services to sanctioned entities.
At 10:30 ET on 7 December 2021 numerous digitally enabled services suddenly
froze in the eastern United States (Greene, 2020). Roomba robots stopped moving,
mobile banking apps didn't respond, fulfilment warehouses came to a standstill,
and Ring security camera feeds cut out. The reason was a brief accidental outage
at one AWS data centre in Virginia, but the incident hints at the crippling effects
that denial of service could have on financial activity, security systems, and critical
infrastructure in a country reliant on cloud. Complete, sustained loss of access to
cloud infrastructure would be an ‘extreme cyber risk scenario—very unlikely but
potentially very disruptive (Eling et al., 2023).

In such a high-stakes network, why is a given third country more attached to
hubs associated with one of the powers than another? We use previous qualitative
studies to synthesise three hypothetical explanations. The first is that network hub
attachment is a product of economic forces: Countries are more likely to be
attached to hubs from those countries that they trade with. The second hypothet-
ical explanation is that network hub attachment is determined by great power
rivalry: US and Chinese governments coax and coerce third countries to associate
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with their own hubs and to reject their rival's. The third explanation is that net-
work hub attachment results from strategic policy choices made by the third-country
governments: Governments steer their economies to attach to those hubs that bet-
ter align with their national and economic security interests.

To assess these three explanations empirically in the context of cloud computing,
we conduct a unique census of the six hyperscalers’ physical infrastructures situated
around the world as of October 2023. We use logistic regression models to examine
how international trade flows, security cooperation ties, and interstate conflicts may
be able to explain to what extent data centres situated in a given country belong
to US versus Chinese providers. Consistent with the economic forces explanation,
we find that countries that import more from the US/China also host more cloud
infrastructure belonging to US/Chinese providers. But we also find robust evidence
that cloud infrastructure is associated with security politics: Countries are much
less likely to host US or Chinese providers’ cloud infrastructure if they have a
history of interstate conflict with that superpower. This association goes beyond the
usual dampening effect that conflict has on trade. We interpret the findings as
being more consistent with the idea that network hub attachment is shaped by
proactive strategic choices made by third-country governments, and less consistent
with the idea that hub attachment is driven top down by the great powers in an
expansive quest for empire. We combine these interpretations with other recent
scholarship to propose a model of bipolar network hub attachment, and discuss its
implications.

As societies and economies become increasingly dependent on transnational dig-
ital infrastructures and networks, we argue that understanding how the political
topology of such networks is shaped is a critical task for IPE. The weaponised
interdependence framework provided a compelling explanation for how the US
came to occupy a central position in global networks and how it has been able to
leverage this position for global influence. But we demonstrate that its economic
determinism is no longer sufficient to explain network topology in a bipolar world.
We contribute a theoretically and empirically grounded model that extends the
framework in a way that addresses this and certain other overlooked factors, while
retaining much of the parsimoniousness that made the original framework success-
ful (Gjesvik, 2023).

Background

Originally introduced by Farrell and Newman (2016, 2019a) as part of the new
interdependence approach, weaponised interdependence seeks to explain under
what conditions networks of economic interdependence result in some states gain-
ing influence over other states—that is, how ‘network topography generates endur-
ing power imbalances among states’ (2019a, p. 45). The framework borrows
concepts from network science, while the empirical subject matter that it deals with
is often transnational infrastructures. The key argument is that economic forces
tend to produce centralised network structures in which certain territories become
hubs that link other territories. States on whose territories the hubs reside—which
we call ‘hub states—may be able to ‘weaponise’ the hubs for espionage and embar-
goes against other states. Farrell and Newman gave examples such as the US
National Security Agency using fiberoptic cable landing points to spy on digital
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communications (2016) and the Trump administration using interbank payment
messaging network SWIFT to unilaterally reintroduce a global financial blockade
on Iran (2019a).

Gjesvik (2023) used the case of transatlantic undersea cable networks to high-
light that there were two distinct ‘modes of centralization: Geographic and
ownership-based. During the first fiberoptic undersea cable construction boom,
cables were built by consortia of national telecommunications companies. Their
ownership was relatively diversified, but in terms of physical geography, they almost
all converged on a small number of landing points in the US and United Kingdom
(UK). These specific locations—including Miami, US, and Porthcurno, UK—became
physical hubs or ‘chokepoints’ in global data networks. US and UK governments
were able weaponise the hubs by virtue of having territorial jurisdiction over them.

However, since 2010, a different type of network structure has started to emerge.
New cables are increasingly built not by large consortia of national telecom firms,
but by individual hyperscalers with very deep pockets. The physical footprint of the
network is diversifying and becoming less geographically concentrated on the inter-
national level, as new cables weave together hyperscalers’ data centres situated in
different places around the world. At the same time, cable ownership is highly
concentrated. In this situation, the most important ‘network hubs’ in the sense of
weaponised interdependence theory are no longer physical locations, but the hyper-
scale firms who own and operate the infrastructure. Hub states are the hyperscal-
ers home states, and their legal capacity to weaponise the hubs is based on
legislation that requires their firms to comply with extraterritorial data warrants
and other requests (Gjesvik, 2023).

Whether a network is centralised in terms of geography or ownership, a key
question is how its topology emerges. According to Farrell and Newman’s original
account, geographic centralisation and ownership concentration of digital and
financial networks were mostly the product of blind economic forces (2019a; 2023).
Private centralised institutions arose out of decentralised networks as an efficient
market solution to information asymmetries and transaction costs (Farrell &
Newman, 2019a; Lehdonvirta, 2022). Positive network effects (Katz & Shapiro,
1994), preferential attachment (Barabasi & Albert, 1999), and learning-by-doing
(Gulati, 1999) ensured that networks coalesced around a small number of large
hubs. That these hubs predominantly emerged in the US and Western Europe was
seen to be more a result of accident than design, resulting from these regions’
first-mover advantages in new technology industries, rather than any conscious
political project to obtain commanding positions in contemporary network topolo-
gies (Farrell & Newman, 2019a, 2023).

However, once security agencies and policy makers realised that network hubs
could be weaponised, the topology of the networks turned into a political matter
(Farrell & Newman, 2016, 2023). US policy makers began to consciously promote
and defend the dominant position of American hubs. Other governments began to
discuss, explore, and in some cases support the development of alternative hubs.
European policy makers discussed whether the EU should develop its own interna-
tional payment channels that would be less vulnerable to US pressure (Farrell &
Newman, 2019a; 2019b). The EU also promulgated regulations that sought to atten-
uate US tech companies power by promoting interoperability and competition.
Russian authorities began to work towards creating a domestic ‘sovereign Internet’
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that would not depend on US-based root infrastructures, though after a decade of
work, the goal still appears to elude them (Soldatov & Borogan, 2022).

The most successful challengers to US network hubs emerged from China.
Chinas Cross-Border Interbank Payment System (CIPS) has made little progress
towards challenging SWIFT in global payments. But Chinese tech companies have
emerged as serious competitors to US and European firms in global markets.
Huawei’s 5G network infrastructures challenge Europe’s Ericsson and Nokia. TikTok
challenges the dominance of Metas social media platforms in many countries.
E-commerce firms Aliexpress and Temu challenge Amazon Marketplace as the larg-
est hub connecting consumers and e-commerce vendors. Much of this global
expansion has been supported by the Chinese government through initiatives such
as the Belt and Road (BRI) and the Digital Silk Road (DSR) (Bradford, 2023; Erie
& Streinz, 2021). The global expansion of Chinas digital hubs has taken place at
the same time as Chinese firms have constructed and purchased conventional
infrastructure hubs, such as ports and airports, around the world. Chinese-led net-
works have also provided a crucial outlet to war-waging Russia, helping to explain
the relatively modest effects of Western sanctions (Rodrigues Vieira, 2023).

For weaponised interdependence theory, the question of how network topologies
are shaped is therefore no longer simply a matter of explaining why networks cen-
tralise, but whose hubs they centralise around. In a network with competing hubs
associated with rivaling governments, why does a third country become more
attached to one side rather than the other? The proponents of the framework pre-
dicted the rise of alternative hubs from the start, but their theorising treated wea-
ponisable networks largely as ‘passive sites that hegemonic powers can use and
misus€’ rather than as fsites of agentic politics of their own’ (de Goede &
Westermeier, 2022, p. 4).

A growing number of studies address the question of hub attachment with qual-
itative evidence and case studies of particular technology companies international
expansion efforts, their home governments efforts to support such expansion, and
other governments’ policy responses. Such studies do not necessarily use the language
of networks and hubs or engage with the interdependence framework, but rather are
found across literatures on international relations, political science, geography, law,
sociology, and media studies. In the sections below we bring together a number of
these diverse studies to sketch three stylised answers to this question, that is, hypo-
thetical explanations that could explain hub attachment in a bipolar weaponisable
network. We also consider how they could be indirectly observed via their associa-
tions with directly observable aspects of the bilateral relationships between the hub
states and third countries, namely trade and security relationships.

Network hub attachment as a product of economic forces

Since the liberalisation of the global telecommunications market from early 1980s
onwards, the baseline assumption has in many ways been that the global diffusion
of different technologies and providers is a competitive, market-driven process
(Cowhey, 1990; Meltzer, 2015). According to this view, the global adoption of US
technology companies’ products and infrastructure hubs reflects their innovative-
ness and early-mover advantages. If competition in digital markets has somewhat
diminished over time and markets become captured by US hyperscalers, this
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reflects the natural dynamics of network competition and scale economies, rather
than any US government efforts to foreclose competition by political means (Katz
& Shapiro, 1994). The efficient scale of such business is thought to be very large—
certainly transnational, perhaps global—implying that concentration is inevitable
(Herr, 2020). EU efforts to intervene in the cloud market with competition-enhancing
regulation are seen by some authors as protectionism that threatens the valuable
scale economies enabled by an open transatlantic market (Herr, 2020). The Chinese
government likewise engages in protectionism, but Chinese technology hubs ability
to compete with US hubs also reflects the country’s massive domestic market size,
which allows its technology companies to achieve sufficient scale in their home
market to be globally competitive (Plantin & De Seta, 2019).

As for why a particular third country is more attached to US or Chinese hubs,
this is primarily seen as a matter of supply and demand. As publicly listed for-profit
companies, the major cloud providers expand their infrastructures in response to
growth and profit opportunities. When cloud infrastructures are extended physi-
cally closer to customers, these customers enjoy improved service quality, in the
form of higher availability and lower latency (Stocker et al., 2021). But cloud infra-
structure is expensive to build and operate, so investments are only commercially
justifiable if demand for new or improved services in the third country is suffi-
ciently high. Amazon said that it opened its first European data centres because
‘developers in Europe... wanted the same high-quality, low-cost service, but with
lower latency and local data storage’ (Amazon, 2007). Demand for expansion into
a third country can also come from other firms in the provider’s home country
that export to the third country. Alibaba Cloud is used as ‘basic infrastructure’ by
other Chinese firms for their ventures abroad; in 2017, it was used by more than
100 Chinese software companies that engaged in exports (Shen & He, 2022).

Besides sufficient demand, the business case for cloud expansion also depends
on costs, so cloud providers are incentivised to invest into third countries that
present lower non-tariff barriers and other trade frictions with their home country.
In other words, according to this economic forces hypothesis of network hub
attachment, cloud infrastructure providers” international expansion is shaped essen-
tially by the same factors that shape all international trade and investment, from
physical distance and cultural affinities to trade agreements (Keshk et al., 2004;
Meltzer, 2015). Whether the balance of data centre investment in a third country
is more US or Chinese heavy should therefore correlate with trade volumes between
the countries. In particular, it should correlate with imports from the hub states to
the third countries, since imports are reflective of both market demand and bilat-
eral trade openness.

Network hub attachment as an outcome of great power rivalry

Viewing the expansion of digital infrastructures as a purely apolitical market-driven
process is obviously somewhat naive, however. The liberalisation of the global tele-
communications market itself was arguably a ‘regime change’ driven by the US and
her allies in accordance with their national interests (Cowhey, 1990). The original
multilateral telecommunications governance institutions that managed interactions
between countries’ distinct, sovereign telecommunications markets gave way to a
more internationalised governance approach featuring global standard setting,
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interoperability, and multistakeholderism, in which large US technology companies
were able to wield significant global influence (Radu, 2019; Raymond & DeNardis,
2015). The old regime was arguably economically inefficient, but it was predicated
on protecting national telecommunications monopolies in each country and uphold-
ing the principle ‘that it was unacceptable for national security to rely on other
countries for network equipment (Cowhey, 1990, p. 179). Regardless of what eco-
nomic benefits the new regime had, it paved the way for the global expansion of
US technology companies, and the internationalisation of US state power via a
growing ‘underground empire’ of global infrastructures whose hubs fell under US
jurisdiction (Farrell & Newman, 2023). History echoed, as new fiberoptic Internet
cables often followed the routes of old telegraph cables originally laid to serve the
needs of the British and American empires (de Goede, 2021).

From 2000s onwards, the Chinese government has attempted to follow the US
example and establish a ‘geo-economic space’ for its own technology companies
(Cartwright, 2020; Munn, 2023). It has encouraged its private sector in general and
technology companies in particular to ‘go out’ and expand globally, with the explicit
aim of expanding Chinese state influence abroad (Keane & Yu, 2019). China’s
Digital Silk Road initiative uses both economic and political incentives to ‘push’
Chinese digital infrastructures, including cloud data centres, to third countries
(Bradford, 2023; Erie & Streinz, 2021). These incentives have included things such
as cheap export credit to the companies and political favours to third-country gov-
ernments. As a result, Chinese cloud providers, such as Alibaba Cloud, have begun
to challenge the dominance of US hubs especially in Southeast Asia (Naughton,
2020; Shen & He, 2022). Chinese technology companies have thus arguably become
part of another ‘digital empire in the making’ (Keane & Yu, 2019).

An ostensible objective of such ‘digital imperialism’ (Kwet, 2019) is to gain influ-
ence over other countries by having the option of weaponising hubs that other
countries have come to rely on, whether through espionage or by withholding
access. Withholding access to global networks can be considered a digital-era
equivalent of a blockade, which originated as a coercive wartime tool (Mulder,
2022). For instance, as Chinese navy and coast guard vessels clashed with Filipino
ships over disputed maritime territories, the Chinese government ‘pushed’ digital
infrastructures into the country, sponsoring the construction of an Alibaba Cloud
data center in Manila (Hussain et al., 2024). If cheap, low-latency cloud services
offered through this hub entice businesses to migrate their data and workloads, the
Chinese government gains additional leverage. According to this view, network hub
attachment should thus be correlated to some extent with militarised conflict, as
expansionary powers use all means at their disposal—from military to
techno-economic—to expand their influence over third countries.

Following this logic, rivaling great powers should use their influence over third
countries to turn those countries away from their rival’s hubs. The US government
persuaded many of its allies to exclude Huawei hardware from future 5G mobile
network investments, even when such bans risked running against World Trade
Organisation (WTO) trade rules and other international norms (Hoffmann et al.,
2021). In 2020, the US State Department also announced a ‘Clean Network’ initia-
tive, which included a ‘Clean Cloud’ component that labeled Alibaba’s and Tencent’s
cloud services as unsafe (Cartwright, 2020; Shen & He, 2022). The Trump admin-
istration claimed to have signed up more than thirty countries and territories to
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the initiative. The Biden administration continued similar policies. In 2021, follow-
ing US government pressure, video platform TikTok annnounced that it was
switching from Alibaba Cloud to Amazon’s AWS for its business outside China
(Shen & He, 2022). According to this view, a third country’s network hub attach-
ment should thus also be correlated with any membership it has in either great
power’s security blocs.

In some countries’ cases, these two proposed statistical correlates of hub attach-
ment—conflict and bloc membership—point in opposing directions. For instance,
Philippines faces military pressure from China, but is also a US Major Non-Nato
Ally, implying that both powers would be trying to promote their own hubs in the
country and/or containing their rivals.

Network hub attachment as a result of third-country strategic choices

The great power rivalry explanation sketched above misses the fact that third-country
governments would be unlikely to remain passive in the face of expanding ‘digital
empires. The acceleration of global connectivity in a context of heightening geopo-
litical tensions has led many governments to be increasingly careful about foreign
investment in their infrastructures. The huge scale and reach of infrastructures like
cloud computing mean that there is a greater public interest in actively managing
the associated security risks than there has been with most other technologies sup-
plied by foreign firms (Herr, 2020). The stakes are further heightened by path
dependencies associated with infrastructural technologies: Adopting US or Chinese
infrastructures now will favour more technology adoption from the same source in
the future (Hoffmann et al, 2021). As a result, many governments are deploying ‘a
mix of innovative as well as time-tested interventions in the economy directed at
safeguarding their ‘strategic assets, ‘critical infrastructures’ or ‘emerging technolo-
gies’ from control or influence by foreign state and/or market forces’ (Choer Moraes
& Wigell, 2022, p. 30). Data centres in particular are increasingly framed as critical
infrastructure in need of safeguarding (Eling et al., 2023). From this point of view,
third-country governments can thus be seen not as passive victims, but as actors
with agency and strategic choices available to them in how they engage with net-
work topologies vulnerable to weaponisation (Narlikar, 2021).

According to this third-country-centric view, the governments of third countries
can adopt a variety of stances and approaches to manage their country’s attachment
to different network hubs (Walter, 2021). In Europe, government responses have
included attempts at creating local alternatives to avoid the binary choice between
US and Chinese hubs (Germann, 2023; Lambach & Oppermann, 2023; Lavery,
2024). For instance, France launched its first ‘sovereign cloud’ project already in
2009. However, it never gained traction and was shut down as a failure in 2020. A
key problem seems to be that national cloud initiatives lack the scale necessary to
compete with multinational hyperscale cloud providers in operational efficiency,
energy efficiency, cybersecurity, and research and development spending (Bremmer,
2021; Srnicek, 2022). Newer attempts such as Gaia-X involve collaboration between
multiple European countries, but common efforts tend to be hampered by EU
member states’ varied economic and security interests (Poutala et al., 2022), and at
least for the time being European countries remain highly dependent on foreign
digital infrastructures (Mayer & Lu, 2023).
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Even if Europe’s ‘digital sovereignty’ remains elusive (Mayer & Lu, 2023), gov-
ernments nevertheless have tools to influence on whose infrastructures their soci-
eties rely. Imposing parameters on public sector technology use is commonplace
and comparatively simple. German, Australian, and Taiwanese government agencies
banned staff from connecting to Zoom when its global infrastructure was found to
route some data through servers in mainland China (Chen, 2022). Russias 2022
attack prompted the Ukrainian government to move all its critical government reg-
istries and services to US cloud platforms (Moss, 2022). UK, German, and French
governments have created cloud certification schemes that in practice restrict cer-
tain cloud providers’ ability to provide services to certain types of public sector
organisations and uses (Herr, 2020). It is less straightforward for governments in
liberal democracies to influence private sector organisations’ network hub choices.
However, many democracies are implementing reforms that enhance their ability to
intervene in foreign investment on national security grounds. For example, Australia
amended legislation in 2020 to give the government greater power to review and,
in extreme cases, deny significant private foreign investment into infrastructures
deemed as critical. Governments also positively shape incoming investment by for
instance offering subsidies and incentives to data centre builders (Mayer, 2023).

To whose network hubs do third-country governments seek to attach their coun-
tries with these policy tools? According to Hoffman and colleagues (2021), many
countries are facing ‘competing strategic choices... as they struggle with the wider
implications of buying and using technologies that may be at odds with their tradi-
tional security and intelligence interests and partnerships (p. 242). Many European
governments strongly resent US governments weaponisation of network hubs for
surveillance and espionage against their citizens and leaders (Farrell & Newman,
2016). Local citizens have in some cases mobilised against large US data centres in
part due to their associations with surveillance (Hogan, 2015; Rone, 2024). But when
faced with a choice between US and Chinese hubs, Europeans have still largely pre-
ferred to depend on the US (Dover, 2014). For instance, most European organisations
outsource their email services to Microsoft or Google, and almost none to China-based
Tencent (Liu et al, 2021). In general, technological dependence on the US over
China has been preferred in countries whose values and global security interests are
more aligned with the former (Dover, 2014). For US treaty allies, attachment to US
hubs may be thought of a safer bet also because the security relationship is in prin-
ciple moderated by treaty and the US government shares some of the intelligence. In
the UK, even national security services have reportedly chosen to store classified
materials on AWS (Warrell & Fildes, 2021), and Australia recently appears to be
doing the same (Australian Government, 2024).

For third-country governments in the Global South, such as Brazil, India, and
Indonesia, the factors that influence the decision may be somewhat different.
Infrastructures such as 5G and cloud computing are seen as critical to national
development (Gonzalo et al., 2023). Vendor choices are influenced by economic con-
siderations, and Chinese infrastructures tend to be more affordable (Hussain et al.,
2024; Rabe & Kostka, 2023). National security considerations also matter, but the US
is not always the preferred security partner. US cloud providers and cloud-related
legislation have not always been sensitive to the needs of Global South countries even
on basic issues such as law enforcement access to digital evidence (Abraha, 2021).
Some Global South governments are moreover attracted to the Chinese model of
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digital development that promises to leave the state firmly in control of national
cyberspace, and therefore steer their country toward Chinese-made infrastructures
(Erie & Streinz, 2021). That said, several countries in East and Southeast Asia have
contentious security relationships with China, including ongoing territorial disputes,
which could make their governments wary of Chinese network hubs from a national
security point of view. Organisations in Southeast Asia as well as in South America
still outsource their email services largely to US Microsoft and Google rather than
to, for instance, Chinese Tencent (Liu et al., 2021).

According to this explanation, network hub attachment is thus a strategic national
and economic security choice for third-country governments. The governments possess
levers to influence inbound infrastructure investment, including import restrictions,
incentives, regulation, and public procurement. As a result of such interventions, a coun-
try’s network hub attachment should be positively correlated with its security coopera-
tion ties but negatively correlated with its interstate conflicts with the hub states.

Summary: three hypothetical explanations for network hub attachment,
observable indirectly via trade and security variables

To summarise, it is possible to synthesise three hypothetical explanations from the
previous literature to the question of why a given country is more attached to one
power’s hubs than the other’s: According to the great power rivalry explanation, hub
attachment is shaped by would-be empires’ attempts at extending their infrastructures
into third countries and containing each others’ expansion. According to the
third-country choice explanation, network hub attachment is shaped by third-country
governments making strategic choices over which hubs to favour in accordance with
their own security interests. Both of these views suggest that a third country’s net-
work hub attachment should be correlated positively with its security cooperation ties
with the two great powers. But the two views differ with regards to how network
hub attachment should be associated with interstate conflict. The great power rivalry
explanation allows for conflict to be positively associated with hub attachment, as
would-be empires may complement military coercion with network expansion as a
means to influence third countries. The third-country strategic choice view implies
that conflict should be negatively associated with nework hub attachment, as govern-
ments steer away from hubs governed by hostile powers.

In the great power rivalry explanation the agency to shape network topology
thus lies primarily with the hub states, whereas in the third-country strategic choice
explanation the agency lies with third-country governments. But both are essen-
tially realist explanations of hub attachment, since the underlying idea in both is
that hub attachment is driven by state actors who are attempting to maximise their
own security and power. Such realist explanations can be contrasted with a more
liberal explanation, which we termed the economic forces explanation. According
to this explanation, a third country’s network hub attachment is mainly shaped by
the commercial interests of the large multinational technology companies, or hyper-
scalers, who build and operate the cloud infrastructures. According to this expla-
nation, hub attachment should be correlated with international trade and especially
the balance of a third country’s imports from the US versus China. The three
explanations thus differ especially with regards to where agency to shape network
topologies lies: With great powers, third countries, or technology firms.
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In the following section we describe an empirical study to assess these explana-
tions in the context of the world’s hyperscale cloud computing infrastructure.

Data and methods

Our methodological approach is based on modeling a third country’s attachment to
US and Chinese cloud computing infrastructure hubs as a function of its trade and
security relationships with these two powers. The ideal methodology would incorpo-
rate time as a dimension of analysis, examining how hub attachments evolve and
interact with changes in trade and security ties. However, as the first quantitative
study on the topic, we use original snapshot data on global cloud infrastructure that
lacks such a temporal dimension. Our approach is thus cross-sectional in nature and
can be thought of as a first attempt to discover whether associations are detectable
even without resorting to more complex models and data.

The variables used in our analysis are summarised in Table 1 and detailed in
the following subsections. For trade and security variables we draw on commonly
used databases. Trade and security relationships are known to be mutually cor-
related, in such a way that trade tends to follow the flag’ over time (Keshk et al.,
2004). By including both as explanatory variables, we essentially ask what addi-
tional effects security relationships have on cloud infrastructure investment on top
of the effects that security usually has on international trade.

Statistical power limits our ability to add further control variables, but insofar
as network hub attachment is thought to be shaped by the same factors that shape
international trade in general (e.g. distance, language, trade agreements), the effects
of these factors are already incorporated in our trade variables. Other controls such
as market size, climate, and energy availability would be necessary for modeling
whether a country has cloud computing infrastructure on its soil in the first place,
but our design instead takes the presence of infrastructure as a given and asks what
explains whose infrastructure it is.

Trade variables

Our theoretical propositions on trade are concerned with the relative strength of
the trade ties that each third country has with each of the two hub states. To this
end, we use relative rather than absolute measures, defining a country’s import
variable impo as the log ratio of its imports from the US versus its imports from

Table 1. Variables and descriptive statistics.
N Mean SD Min Max

Dependent variable

Number of US AZs 37 5.92 477 0 17
Number of Chinese AZs 37 2.62 2.80 0 1
Hub attachment p 37 0.64 0.38 0 1

Independent variables
Relative imports impo 37  —0.28 093 -2.20 2.12
Relative exports expo 37  -0.12 1.16 -2.18 3.25
Cooperation coop 37 0.57 060 -1 1
Conflict conf 37 -0.08 049 -1 1

Notes: unstandardised; level: third country.
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China. A positive value indicates that the country is importing more from the US
than from China, while a negative value indicates more imports from China.
Similarly, we define a country’s export variable expo as the log ratio of its exports
to the US versus its exports to China. The advantage of these combined measures
is that they reduce model degrees of freedom, but a shortcoming is that they are
unreliable for countries that trade little with either hub state, which could lead us
to underestimate trade effects.

As a data source, we used the International Monetary Fund (IMF) Direction of
Trade Statistics database (July 28, 2023 update; see International Monetary Fund,
2023), which is commonly used in studies of interstate relations and trade (Keshk
et al., 2004). Exports are measured using Free On Board (FOB) partner export data
and imports using Cost, Insurance, and Wreight (CIF) partner import data. The
unstandardised means of our export and especially import variables are negative,
indicating that the countries in our data set on average have stronger trade links
with China than with the US (Table 1).

Security variables

We measure the security relationship between each third country and great power
on two dimensions: Cooperation and conflict. We coded a country as cooperating
with the US if it is a member of NATO or designated by the US government as a
Major Non-NATO Ally. We coded a country as cooperating with China if it is a
member or an observer in the Shanghai Cooperation Organization (SCO). We also
coded Hong Kong as ‘cooperating’ with China. As an alternative operationalisation
we considered coding countries that participate in China’s BRI, but as of December
2023 they number as many as 150. Moreover, 90% of the SCO countries are also
in BRI, so we considered it a stronger indicator of cooperation with China.

As an alternative operationalisation, we also counted the number of ties between each
third-country-great power dyad in the Alliance Treaty Obligations and Provisions
(ATOP) database 5.1, which covers alliances through December 2018 (Leeds et al,
2002). The resulting measure was similar but not entirely satisfactory from a face valid-
ity perspective; for example, Hong Kong as a non-state entity was not included, Israel
was not aligned with the US as of 2018, new NATO member Finland was missing, and
China’s only cooperation was with North Korea. In the analyses we thus use the codings
based NATO and SCO memberships. We do not claim them to be a definitive measure
of international security cooperation, but for the purposes of this study they are unam-
biguous, up to date, and based on well-defined legal instruments.

The resulting groups are mutually exclusive, so we combined them into a single
continuous variable labelled coop, defined as 1=cooperating with the US; -1 =coop-
erating with China; 0=neither. This reduction in degrees of freedom is helpful
given the inherently small N of a cross-sectional country study, and theoretically
justifiable insofar as our propositions juxtapose US and China as opposing poles.
The unstandardised mean of this variable is positive (see Table 1), indicating that
more countries in our data set cooperate with the US than with China.

To measure conflict, we used the Militarized Interstate Disputes database 5.0
(MID5), which covers disputes through December 2014 (Maoz et al., 2019). We
coded a country as having a conflict with the US/China if it appeared on a differ-
ent side in any dispute in the database since 1990. Varying this cutoff year a decade
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in either direction did not materially change the results. The resulting groups are
mutually exclusive, so we combined them into a single continuous variable conf:
1=conflict with the US, —1=conflict with China; 0=neither. The unstandardised
mean of this variable is slightly negative (Table 1), indicating that slightly more
countries in our data set have had conflict with China than with the US.

Network hub attachment variables

We operationalise a countrys network hub attachment as the Availability Zones
(AZ) that different hyperscale cloud providers have located in that country. An AZ
corresponds roughly to 1-3 large, interconnected data centres along with their
power, cooling, and networking equipment. Global hyperscale cloud platforms also
include a variety of smaller facilities, such as different kinds of edge computing
facilities, but we focus on AZs because they carry out the majority of all data stor-
age and processing and provide a rough level of comparability across different pro-
viders. Using public sources such as cloud providers' websites and customer user
interfaces, we conducted a ‘census’ of all the AZs belonging to the top three US and
Chinese providers globally as of October 2023. These providers were AWS, Microsoft
Azure, Google Cloud, Alibaba Cloud, Huawei, and Tencent. Although we did not
include smaller providers in the data set, these six leading providers controlled the
vast majority of the public cloud market globally as well as in each individual coun-
try market, so the data arguably captures the main contours of the phenomenon.
Our census identified a total of 526 AZs globally. We identified the physical
location of each AZ as follows: The cloud providers group their AZs into ‘cloud
regions’ or clusters of infrastructure situated in a given area, and name the regions
after nearby cities, such as “‘Warsaw’ or ‘Doha. We recorded these names as part of
collecting the census and used the World Cities Database (World Cities Database,
2024) to map the names to physical locations. The approximate locations are
depicted in Figure 1. We found that 73 AZs were located in the US, 137 AZs in
mainland China, and 316 AZs in 37 third countries. Hong Kong is included in our

Figure 1. US (blue) and Chinese (red) cloud availability zones.
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Figure 2. Proportions of US (blue) and Chinese (red) availability zones by country.

list of third countries/regions because it is measured as a distinct entity in interna-
tional trade data as well as in cloud providers’ region data.

Of the 316 AZs located in third countries, 219 belonged to US cloud providers
and 97 to Chinese cloud providers. We measure third country j’s hub attachment
as the proportion p; of US AZs located in it, depicted in Figure 2. The proportion
of Chinese AZs is the inverse, 1-p. The mean hub attachment is 0.64, indicating
that the average third country has somewhat more US than Chinese cloud comput-
ing infrastructure (Table 1).

Statistical model

To assess whether and how our independent variables are associated with hub attach-
ment, we estimate binomial logistic regression models of the following specification:

b
1-p,

In =B, + B,impo; + B,expo; + B,coop, + B,conf; +u,.

The left-hand side of the equation is the log-odds of country j’s network hub
attachment p. The higher the odds, the more American the country’s cloud infra-
structure is; the lower the odds, the more Chinese it is. The right-hand side of the
equation comprises the fixed intercept term f, a country-specific random intercept
term u;, and the four country-level independent variables together with their coef-
ficients, whose estimates we are interested in.

The left-hand side can also be written as:

Pr(azi]. = U.S.)

In

) =B, + B,impo; + B,expo, + ;coop, + f,conf, +u,,

Pr(azlj = Chinese
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that is, the log-odds of availability zone i in country j belonging to a US pro-
vider instead of a Chinese provider. This is in effect a multi-level model in which
the unit of analysis is an individual AZ, but all the independent variables are at
the country level. Although we do not have any AZ-level independent variables, we
prefer this specification because including information on the number of trials per
cluster can produce better parameter estimates. Thus, in practice we input the US
and Chinese AZ counts to R’s glmer package as a two-dimensional response vari-
able (instead of combining them into p) to estimate the models.

We estimate and compare multiple versions of the specification: A null model
with the intercept only, fixed effects models that add the independent variables,
and finally the full mixed effects model that also adds the country-specific random
intercept. Our data set is somewhat small for the mixed effects model (37 clusters
with 8.54 mean trials per cluster) and fails to satisfy the assumption that the ran-
dom intercepts are normally distributed, but we nevertheless include the model in
our findings for completeness and to facilitate model assessment in terms of fit
versus complexity.

The shape of the probability distribution as seen in Figure 2 is such that zero/
one inflated models could yield better fits than plain logistic regression, but such
models would require a larger data set to estimate.

To facilitate coefficient interpretation, all independent variables are standardised
(mean = 0, SD = 1) prior to model estimation.

Findings

Which variables can explain the extent to which a country is more attached to US
or Chinese cloud computing hubs? Our model estimation results are presented in
Table 2. When only trade variables are included as explanatory variables (Model 1),
imports are positively associated with hub attachment, while exports have no dis-
cernible effect. When only security variables are included (Model 2), cooperation
is positively associated with hub attachment, while conflict is negatively associated,
but the statistical significance of the latter association is weak. The security model

Table 2. Network hub attachment model coefficients (SE in parenthesis).

Null model Model 1 Model 2 Model 3 Model 4
Fixed int. 81 ([12)*** .88 (.13)*** .86 (.13)*** .86 (.13)*** 1.05 (.25)**
Impo 44 (15)** .38 (.16)* .53 (.40)
Expo —-0.16 (.15) 15 (.19) —-0.01 (.39)
Coop A0 (LT17)*** 30 (.12)** 51 (.32)
Conf -0.26 (.13)* —0.40 (.14)** —0.54 (.36)
Rand int. (1.52)
Trials 316 316 316 316 316
Clusters 37 37 37 37 37
Df 36 34 34 32 31
Resid. dev. 134.37 124.71 117.85 110.08 25.35
AlC 182.82 177.16 170.3 166.53 149.00
Nagelk. R? .00 23 36 49 .70
*p<.001.
“p<.01.

"p<.05.
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is able to explain a greater share of the variation in the response variable than the
trade model, as measured by Nagelkerke’s pseudo-R%

When both trade and security variables are modeled together (Model 3), the
directions of the effects remain the same, but conflict becomes more statistically
significant while cooperation and imports become less so. This combined model is
able to explain a much larger share of variation in hub attachment than either the
trade or security model could individually. It also performs better in terms of the
Aikake information criterion (AIC), which is used to assess model fit versus com-
plexity. This indicates that security variables have an association with cloud net-
work hub attachment above and beyond the effects that security relationships have
on trade in general.

If the country-specific random intercept term is added to the model (Model 4),
the share of variance explained increases further and AIC performance likewise
improves. This is because the country-specific intercept captures any idiosyncratic
country-specific variation in hub attachment that is not captured by the general
trade and security variables. However, the trade and security variables’ standard
errors increase, and statistical significance falls off in this model, reflecting the
limited statistical power of the design. The directions of the fixed effects remain
the same and the effect sizes remain similar, suggesting that trade and security
factors provide a reasonable and parsimonious explanation for the phenomenon at
hand even without attempting to model country-specific idiosyncrasies. Given also
the fact that Model 4’s assumptions are not met, our preferred model for interpret-
ing the results is thus Model 3.

The effect sizes in Model 3 are of a practically significant magnitude. As a coun-
try’s balance of imports shifts towards the US by one standard deviation, the odds
of a given cloud availability zone in that country belonging to a US provider
increase by a factor of exp(.38) = 1.46. A one standard deviation shift in coopera-
tion is associated with the odds increasing by a factor of exp(.30) = 1.35. A corre-
sponding shift in conflict decreases the odds by a factor of exp(-0.40) = .67.

Discussion and conclusions

Today’s Internet is not the rhizomatic, decentralised network of self-organising
servers that it was once thought to be (Starosielski, 2015). It has a hierarchical
topology in which hyperscale cloud computing infrastructures function as central
hubs that store data, process workloads, and serve content to users. States with
jurisdiction over the firms that own the infrastructures may be able to ‘weapo-
nise’ them for espionage and blockades. What explains the extent to which third
countries attach to one state’s hubs rather than another’s? A basic conclusion that
can be drawn from our study is that the economic determinism that character-
ised the unipolar, US-centric weaponised interdependence framework is insuffi-
cient to explain network topology in a bipolar world. In a network where Chinese
technology firms challenge US hubs’ dominance, not only trade but also security
variables explain a significant part of the topology. In the following discussion,
we interpret these statistical associations against the three hypothetical explana-
tions we synthesised from qualitative literature, according to which third coun-
tries’ hub attachment is shaped by (1) economic forces; (2) great-power rivalry;
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or (3) third-country strategic choice. We then propose a model of bipolar net-
work topology that combines all three explanations and discuss its implications
and limitations.

We found that third countries’ cloud hub attachment is systematically associated
with trade ties, and specifically with imports: Countries that import more from
China than from the US tend to attach to Chinese cloud hubs, and vice versa. For
example, Malaysia and Thailand import far more from China, and their hyperscale
cloud infrastructures are all from Chinese providers. Formally neutral country
Switzerland imports more from the US and its cloud infrastructure is fully American
(smaller countries are somewhat overrepresented in these illustrative examples
because they have fewer data centres and thus tend towards extremes on the
attachment variable, but our statistical model accounts for this bias). This finding
is consistent with the economic forces explanation of network hub attachment, in
which attachment is a competitive, market-driven process: Providers expand their
infrastructures to third countries in response to demand from those countries and
from home-country businesses that are exporting to those countries (Shen &
He, 2022).

An alternative interpretation of this association would be that causality flows in
the other direction: That cloud infrastructure from a given provider fosters addi-
tional (digital) trade with the provider’s home country (Meltzer, 2015). However,
we found no association between hub attachment and exports from third countries
to the hub states. It is possible that common cloud infrastructure for some reason
fosters significant amounts of inbound trade but not outbound trade. But it seems
more likely that these results reflect cloud providers responding to demand rather
than the other way round (e.g. Amazon, 2007). Future research could attempt to
identify influence in the other direction by focusing specifically on digital trade
and by examining the relationship between hub attachment and trade over time,
which we did not attempt.

At the same time, our findings challenge a purely economically deterministic
view by showing that a country’s cloud hub attachment is also associated with its
security relationships. It is well understood that national security and trade are
correlated, as government policies and market sentiments favour trade with friendly
nations over trade with enemies (Keshk et al., 2004). But we found that the asso-
ciations between cloud and security persisted even when trade and security vari-
ables were modeled together. This indicates that security variables have an additional
effect on cloud on top of the general effects that they have on trade. In other
words, cloud appears more securitised than trade ties in general.

Specifically, we found evidence that countries that are engaged in security coop-
eration with one hub state tend to attach to that state’s network hubs rather than
the other’s. For example, Finland, Norway, and Sweden are NATO members and
host exclusively US cloud infrastructure. There were no such clear examples for
China, however, and since operationalising security cooperation with China is more
conceptually challenging, as a robustness check, we also estimated Model 3 with an
alternative version of the coop variable that included only US cooperation and not
Chinese cooperation. The results were materially the same (imports, cooperation,
and conflict statistically significant with the same coefficient signs). This suggests
that the present results are driven by US cooperation ties, but does not exclude the
possibility of Chinese cooperation having the same effect.
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In any event, this association between network hub attachment and security
cooperation is consistent with the hypothetical great-power rivalry explanation of
hub attachment, which entails each great power coaxing and coercing bloc mem-
bers to reject their rival’s hubs in favour of their own. But it is equally consistent
with the third-country strategic choice explanation of hub attachment, which entails
third-country governments using their policy levers to willingly choose hubs owned
by an ally over those of a non-ally.

Helping to distinguish between the two proposed explanations, we found evi-
dence of a negative association between cloud hub attachment and conflict:
Countries that have been involved in militarised interstate disputes with the US or
China are much less likely to be attached to that hub state’s network hubs. This
finding is somewhat inconsistent with the notion of network hub attachment as
driven by rivaling great powers’ efforts to expand their influence over third coun-
tries. If the powers have attempted to induce deeper network hub attachment as a
complement to military coercion, then those attempts appear to have generally
failed, since the statistical association between the two is negative. The finding is
instead more consistent with the view of network hub attachment as being driven
by third-country strategic choices: Third-country governments are wary of letting
their countries become attached to weaponizable network hubs under the control
of states with whom they are in conflict, so they use the policy levers available to
them to steer towards alternative hubs. For example, Taiwan imports much more
from China than from the US, and is not a formal US ally, yet hosts only American
cloud infrastructure.

In sum, out of the three hypothetical explanations synthesised from qualitative
literature, we conclude that economic forces and third-country strategic choice
appear more likely explanations for the observed topology of the world’s hyperscale
cloud infrastructure than great-power rivalry does.

A model of bipolar network topology formation

Yet how can we make sense of the conclusion that the US and China have not
been very forceful in shaping hub attachment, if weaponizable networks are such
potent sources of influence as the weaponised interdependence literature suggests
(Farrell & Newman, 2023)? To address this puzzle, further theoretical elaboration
appears necessary.

One explanation could be that neither the US nor the Chinese hyperscalers that
build the infrastructures are simply ‘tools in the hands of governments’ (Bremmer,
2021, p. 113; Nanni, 2022). Gjesvik (2023) argues that compared to firms in geo-
graphically concentrated networks, firms in ownership-concentrated networks have
more agency to choose the physical locations of their infrastructures in accordance
with their commercial interests, paying less heed to state security interests. Among
other reasons, this is because they are not so dependent on any particular physical
location and thus cannot as easily be coerced with, for instance, conditional oper-
ating licenses. Being pushed into commercially unattractive markets or being con-
fined into blocs runs against these companies economic interests (Farrell &
Newman, 2016; Liu, 2021).

Our findings bear out this argument insofar as they support the idea that hub
attachments are shaped by economic forces and not shaped by hub states’ efforts
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to bring third countries under their hubs’ influence, at least as a complement to
military coercion. But in contrast to Gjesvik (2023), we find that another category
of states does continue to have agency in shaping an ownership-concentrated, geo-
graphically dispersed network: Namely, third-country states. We argue that this is
because they exercise strong jurisdiction on their own territory and have means to,
for instance, block foreign investment when it is not in their interest. It is not
economically feasible for states to remain disconnected from global networks
entirely, so in the age of unipolar networks this blocking ability was of little use.
But in the age of bipolar networks third-country states now have a choice over
which hub’s ‘spokes’ to become. As a result, they obtain a degree of agency within
the confines of the network’s bipolar structure.

Based on the foregoing, we posit the following model of network topology that
reconciles the previous literature with the findings from our empirical study: In a
bipolar weaponizable network, third-country or ‘spoke state’ network hub attach-
ment is shaped by

1. economic forces; and

2. in a geographically concentrated network, predominantly by hub states’
great-power rivalry; or

3. in an ownership-concentrated network, predominantly by the spoke states’
own strategic interests.

This model addresses the need to extend weaponised interdependence theory
from unipolar networks to bipolar networks, but it does so without reducing inter-
national technology politics to a mere arms race between great powers (Bryson &
Malikova, 2021; Qiu et al., 2022; Rodrigues Vieira, 2023). It recognises third coun-
tries as actors, a previously under-addressed category in weaponised interdepen-
dence scholarship (Narlikar, 2021), but it does not claim that third countries have
unfettered agency. It identifies the circumstances under which network hub attach-
ment may be driven by third countries’ (spoke states’) interests as opposed to great
power (hub state) rivarly; that is, when third countries can be network shapers as
opposed to merely network takers. The model also retains much of the parsimoni-
ous character that arguably made the original framework so effective (Gjesvik,
2023), thus offering weaponised interdependence scholarship a viable baseline for
understanding the topology of bipolar networks.

For instance, the model offers a concise explanation for why
ownership-concentrated unipolar networks quickly became bipolar, and specifically
why Chinese hubs rather than European hubs emerged as challengers to US dom-
inance. In a context where US hyperscalers extracted monopoly rents and US state
agencies weaponised their infrastructures, there were predictions that networks
would fragment, as countries or regions would choose to disconnect from hubs
(Farrell & Newman, 2016; Hill, 2012). But centralised networks proved surprisingly
sticky, which according to our explanation is because of economic forces (1), such
as scale economies that could be obtained from attaching to global networks via
hubs. Rather than disconnecting entirely, third countries therefore sought alterna-
tive hubs of sufficient scale (Farrell & Newman, 2019). Nascent European hubs
were too small to be competitive, whereas Chinas massive domestic market size
made it possible for hyperscalers to emerge in the country (Plantin & De Seta,
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2019). As a result, third-country interest in attaching to alternative hubs (3) mainly
benefited Chinese hubs, resulting in the bipolar US-China network topology that
we observe today.

Limitations and future research

Our empirical study of network hub attachment was conducted in the context of
the world’s hyperscale cloud computing infrastructure, an ownership-concentrated
network. We used previous theoretical literature to posit how the model would
differ for geographically concentrated networks. Future research should evaluate
this model empirically also in geographically concentrated networks, such as the
advanced semiconductor supply chain (Malkin & He, 2024; Miller, 2022; Zhang,
2024). For instance, Beaumier and Cartwright (2023) showed that the semiconduc-
tor supply chain was geographically concentrated on multiple levels. The focus of
their analysis was on describing the network’s structure and understanding its vul-
nerability to weaponisation. But they also discussed factors that shaped the struc-
ture over time, suggesting that the concentrated topography initially resulted from
economic forces and was then shaped by US government rivalry with China, while
an attempt by Japan to shape the network essentially failed.

A notable feature of our study is that we understood security relationships in
rather traditional terms as alliances and kinetic, hard-power conflict. We did not
attempt to address the linkages between network topology and broader forms geo-
economic statecraft, which can be seen as substitutes to states’ use of hard power
today (Mulder, 2022; Roberts et al., 2019). The advantage of this approach is that
traditional security categories like NATO membership and militarised interstate
conflict are conceptually, and in terms of operationalisation, less ambiguous than
the tools of contemporary geoeconomic statecraft, so the findings provide a clearer
baseline understanding of the relationship between network topology and state
interests/agency.

However, the significant disadvantage of this approach is that any possible link-
ages between network topology and broader geoeconomics are obscured. In prac-
tice, the effects that we attributed to economic forces are likely to also comprise
some effects of geoeconomic tools, such as preferential trade agreements, which in
some cases may have been designed by hub states with the specific intent of pro-
moting third countries’ attachment to their network hubs, besides boosting trade
in general. For instance, in 2021, the Biden administration announced plans for an
Indo-Pacific Economic Framework, which among other things aimed to promote
digital trade rules modeled on US rather than Chinese or European standards
(Natalegawa & Poling, 2022). To obtain an increasingly refined understanding of
how bipolar network topologies are shaped, future research should thus consider
how to reasonably model the relationship between network topology and broader
geoeconomics.

Our study also comes with many empirical limitations. Although US and
Chinese hyperscale cloud providers dominate the public cloud market, and public
cloud use has grown rapidly, it is by no means the case that all data and workloads
have moved into public cloud; many governments and enterprises are also holding
on to smaller data centres and on-premises solutions, sometimes specifically for the
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purpose of avoiding dependence on foreign firms and/or states (Choer Moraes &
Wigell, 2022). Measuring and conceptualising the geography and topology of such
smaller-scale computation presents a challenge for future research.

Our snapshot data obscures any potential changes that may have taken place in
associations between the variables over time. For instance, it is plausible that
great-power rivalry as a driving mechanism of hub attachment could have become
more prominent over the past few years. Time series data with a modeling approach
such as punctuated equilibrium could potentially capture such effects. That being
said, cloud infrastructures as large, transnational infrastructures are slow-moving
capital investments, with the consequence that any notable changes in the overall
picture would likely take several years to unfold. Thus, we do not think that our
results are very sensitive to the particular year in which the snapshot was taken.
Nevertheless, adding time as a dimension of analysis, which was not possible with
our current data set, would allow this question to be interrogated. Even if year-to-
year changes are small, it might be possible to identify over cloud’s 20-year history
a few distinct ‘eras’ of cloud geopolitics. Given that our approach demonstrated
utility, future studies should invest into developing larger data sets suited to ana-
lysing evolving political topologies of digital networks over time and in greater
granularity.
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