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Abstract

Embedded systems are found in many safety- and security-critical applications,
and bring aspects of the physical world to the digital one and vice versa. However,
imperfections in this hardware bridge can break the integrity of sensor inputs into an
embedded device, causing it to act upon the wrong data. For instance, malicious electro-
magnetic transmissions can trick systems into inducing defibrillation shocks and raising
the temperature of infant incubators, both with potentially severe health consequences.

Unfortunately, such attacks which alter sensor outputs without changing the property
being measured itself have so far only been studied in an ad-hoc manner. In my thesis, I
address this shortcoming in two ways. First, I create a taxonomy of these “out-of-band”
signal injection attacks and defenses. Second, I propose a framework that quantifies
security in their context through a system model, mathematical definitions, and an
algorithm that can compare the “security level” of off-the-shelf systems.

In my thesis, I also investigate Field-Programmable Gate Arrays (FPGAs), which
are available on public cloud infrastructures, and are also integrated in many consumer
end-products, such as smartphones and laptops. As FPGAs are often used in sensitive
applications, including genome processing, cryptography, and financial modeling, it is
necessary to ensure that they can maintain the secrecy of the data that they process.

However, the confidentiality of FPGA data can be broken, as I demonstrate through
three new sources of information leakage due to hardware imperfections. The first
source exists between “long wires” within seven families of Xilinx FPGAs. I explain
how to exploit long-wire leakage for covert- and side-channel attacks, both locally, and
on two commercial FPGA clouds through novel ring oscillators structures that bypass
currently-deployed countermeasures.

The second source of leakage operates even when different FPGA users are isolated
to distinct dies of the same chip. These unintended interactions demonstrate that current
FPGA architectures are not well-suited for multi-tenancy, despite the physical isolation
of user logic. Finally, I show that assigning dedicated FPGAs to different users is still
not enough to prevent cross-FPGA communication: shared Power Supply Units (PSUs)
leak information between physically distinct FPGA, CPU, and GPU boards, which can
be detected via means of a novel receiver design and classification metric.

Overall, in my thesis, I highlight that the underlying electrical properties of embedded
devices often fall short of protecting the integrity and the confidentiality of the data
that they process, and allow remote attackers to spoof sensor measurements or infer
cryptographic keys and other types of data.
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A ship in harbor is safe, but that is not what ships are built for.

— John Augustus Shedd
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Embedded systems are integrated into products that typically interface with physical
processes [203], and thus often contain sensors converting physical properties into
electrical features. As shown in Figure 1.1, sensors (and, by extension, embedded
systems) are ubiquitous, and directly or indirectly influence the daily lives of many. They
can be found everywhere from motion detectors in home security systems and heart rate
monitors in smartwatches, to speedometers in cars and altimeters in airplanes. Moreover,
they are present in research and industrial applications, including thermal infrared sensors
on satellites, and pressure sensors in factories. Their measurements guide many safety-
and security-critical actions, so attacking them or the embedded systems in which they
are integrated can have serious consequences for the people that depend on them.

Indeed, in 2013 Foo Kune et al. demonstrated that adversarial electromagnetic
(EM) emissions could cause electrocardiograms (ECGs) to erroneously report heart
beats, and further result in defibrillation shocks being delivered by Implantable Medical

Devices (IMDs) [94]. These adversarial signal injection attacks were unlike prior
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Figure 1.1: Sensors in embedded devices are a part of most people’s daily lives.

work which simply exploited insecure IMD interfaces that were explicitly made for
communication [133]: although appropriate cryptographic protocols can protect digital
interfaces, it is harder to defend analog interfaces which cannot be authenticated.

In the years since Foo Kune et al.’s results, more types of such “out-of-band” signal
injection attacks have started to surface. Although some still use EM interference as
the method of injection—for example, so as to remotely trigger smartphone voice
commands [153]—other research achieves similar goals through other means. For
instance, acoustic transmissions can control the output of accelerometers [336] or cause
speech recognition systems to respond to inaudible voice commands [380]. However,
these remote attacks on the integrity of data inputs to embedded systems have so far only
been studied in an ad-hoc fashion, without extensive insights into their commonalities.

To address this limitation, this thesis first systematizes such attacks and related
defenses, highlighting previously-unexplored connections between them and work in
electromagnetic interference and side-channel attacks (Chapter 3). In doing so, this
thesis uncovers gaps in their experimental methodology, as well as challenges for future
research. One of these challenges, namely the lack of a way to quantify the security of
different systems in the context of out-of-band signal injection attacks, is solved through
a framework which includes a system model, mathematical definitions, and an algorithm

that can compare the “security level” of off-the-shelf systems (Chapter 4).
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In its first part, this thesis thus shows that since many attacks are due to hardware
imperfections (e.g., unintentional antennas in the wires connecting sensors to micro-
controllers, or non-linearities in the analog-to-digital conversion process), in order to
protect the integrity of measurements, low-level details about the hardware necessarily
“leak” into abstractions about the system itself. As Joel Spolsky put it, “all non-trivial
abstractions, to some degree, are leaky” [306]. As a result, in order to build secure
systems, one must design around the hardware limitations.

In its second part, this thesis investigates how less-than-perfect devices also leak
information in a more traditional sense: side-channel analysis against embedded devices
can reveal secret keys by exploiting data-dependent power consumptions, EM emanations,
or other unintentional behaviors of the systems’ hardware [102]. In other words, having
investigated how hardware imperfections impact the integrity of data inputs to embedded
systems, this thesis turns to similar vulnerabilities to break the confidentiality of the data
being processed. Unlike prior work which has so far typically required physical access to
the system under attack and external equipment such as oscilloscopes and EM probes to
measure the information leakage [102], this thesis is instead concerned with a stronger
threat model: that of remote attacks on Field-Programmable Gate Arrays (FPGAs).

FPGAs make for an attractive target, as they are often integrated in consumer end-
products, including Solid-State Drives (SSDs) [17], smartphones [320], and laptops [144].
In addition, they are now becoming increasingly available due to the proliferation of cloud
FPGAs [361] and FPGA hybrids, such as multi-die Central Processing Units (CPUs)
with integrated FPGAs [18, 67], or FPGAs with embedded hard [365] and soft [211]
processors. Given that FPGAs are often used in sensitive applications, including genome
processing, cryptography, and financial modeling [11], it is necessary to ensure that they
can maintain the data that they process secret.

This thesis, however, demonstrates three new sources of information leakage that
can remotely break the confidentiality of FPGA data, despite various countermeasures.
The covert- and side-channel attacks introduced are possible even though the victim
and adversary circuits are logically isolated. Moreover, they do not make use of system

monitors or other privileged primitives that would normally be inaccessible to user logic in
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cloud and other setups. Finally, they are present not only without access to or modification
of the FPGA boards, but also without having to account for noisy environments, i.e.,
without maintaining the voltage or temperature of the FPGA constant.

The first attack requires the source and sink designs to use adjacent interconnect
resources, called “long wires”. This thesis shows for the first time that long wires leak
information about their state in a way which can be measured fully on-chip and used for
data exfiltration in multiple generations of FPGA devices, and in various experimental
setups (Chapter 5). Through novel ring oscillator structures bypassing existing defense
mechanisms, long-wire leakage can be detected even on cloud FPGAs. As a result, this
attack highlights the need for physical isolation of potentially-adversarial logic.

The second scenario enforces strong physical isolation assumptions between the two
communicating parties as a possible countermeasure. This approach takes advantage
of high-end FPGA architectures to place different users on separate dies of the same
FPGA chip, called Super Logic Regions (SLRs). Even in this case, however, a cross-SLR
high-bandwidth voltage-based covert channel can be created both locally and on cloud
FPGAs (Chapter 6). In other words, this attack shows that current device architectures
are unsuitable for multi-tenant cloud occupancy.

The third and final setup explores whether dedicating FPGA boards on a per-user basis
can prevent cross-board leakage in single-tenant FPGAs. However, this thesis demon-
strates that leakage through shared Power Supply Units (PSUs) can break separation of
privilege, allowing a sink FPGA to detect levels of activity from a source FPGA, Central
Processing Unit (CPU), or Graphics Processing Unit (GPU). More concretely, this thesis
introduces the first FPGA-to-FPGA, CPU-to-FPGA, and GPU-to-FPGA covert channels
through a novel receiver design and measurement metric (Chapter 7).

In its second part, this thesis thus highlights that architectural FPGA improvements are
needed to protect users from malicious logic in many different arrangements. These setups
include Intellectual Property (IP) cores that share the same routing resources, physically-
isolated occupants in multi-tenant environments, or even users on completely distinct
FPGA boards. The contributions of this thesis are explained in more detail in Section 1.1,

with a list of publications in Section 1.2, and a statement of originality in Section 1.3.
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1.1 Research Goals & Contributions

The aim of this thesis is to demonstrate how unintentional hardware properties
can be exploited by remote adversaries attacking the integrity and confidentiality of
information processed by embedded devices. To do so, after introducing some relevant
background and terminology (Chapter 2), this thesis identifies gaps in the literature of out-
of-band signal injection attacks and defenses (Chapter 3, based on [111]). Specifically,
through a comprehensive survey of related work, it unifies the diverse terminology used
by different works to create a common language through which to discuss attack and
defense mechanisms. It further systematizes the state-of-the-art through a chronological
and thematic evolution of out-of-band signal injections, and creates a classification
of sources of vulnerability and countermeasures. While highlighting cross-influences
between electromagnetic, conducted, acoustic, and optical attacks, this thesis places
out-of-band signal injection attacks and defenses in the wider context of side-channel
leakage and electromagnetic interference. In doing so, gaps in the experimental approach
of published research are identified, and concrete steps to overcome these challenges
in the future are proposed.

One of the theoretical gaps that this thesis addresses is that of providing a unified
framework through which to evaluate the effects of out-of-band signal injection attacks
(Chapter 4 and Appendix A, based on [116]). This is done through a system model
which abstracts away from engineering concerns associated with remote transmissions,
and mathematical definitions for security against adversarial signal injection attacks.
These definitions address effects ranging from mere disruptions of sensor readings to
precise waveform injections of attacker-chosen values. The usability of the framework
(model and definitions) is demonstrated in practice through an algorithm which can
calculate the “security level” of real, off-the-shelf systems, and an investigation into
the unintentional demodulation properties of Analog-to-Digital Converters (ADCs). It
is further shown that the proposed model can be used to inform circuit design choices

and evaluate defense mechanisms.
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Having mapped the space of integrity attacks on embedded devices, this thesis then
investigates remote confidentiality attacks, specifically to evaluate whether it is possible
to conduct on-chip side-channel analysis, and estimate the resulting information leakage
(Chapter 5 and Appendix B, based on [110, 112]). This is shown to be the case by
discovering that “long” wires in FPGAs leak information about their state in a way which
can be measured fully on-chip. Specifically, this thesis highlights the previously-unknown
fact that if a long wire carries a logic 1, the delays of nearby long wires are slightly
shorter than when it carries a logic 0, even when the driven value remains constant. This
long-wire leakage is first characterized across six families of Xilinx FPGAs, and the
effect is shown to be independent of the device used, the location and orientation of the
transmitter and receiver, and the pattern of transmission. By exploiting this effect, it
is possible to create a covert channel with bandwidth upwards of 6 kbps and accuracy
of 99.9%. Side-channel attacks using the same effect can recover signals that are kept
constant for as low 1.3 pus with an accuracy of more than 98.4%. It is further shown that
the channel remains accurate when there is significant dynamic activity on the device or
when multiple simultaneous transmissions are taking place, even without accounting for
changes in the environment, such as temperature and voltage fluctuations.

Having demonstrated this phenomenon on local boards, the next natural step is to
investigate the feasibility of multi-tenant attacks on cloud FPGAs (Chapter 6, based
on [113, 114]). In doing so, this thesis introduces novel Ring Oscillator (RO) structures
bypassing countermeasures which are currently deployed by commercial clouds, and
compares these new RO designs to traditional combinatorial loop ROs. This is done by
first illustrating that the long-wire leakage persists in a seventh family of Xilinx devices
(present on commercial FPGA clouds), using a novel metric to measure femtosecond-
scale changes in the delay of the long wires. As the long-wire leakage requires co-located
circuits in the FPGA device, this thesis investigates a possible countermeasure through
strong physical isolation between different users onto separate dies of the same FPGA,
called Super Logic Regions (SLRs). However, it shows that current FPGA architectures
cannot prevent information leaks across the SLR dies, and are therefore not well-suited

for multi-tenant cloud setups. Specifically, this thesis contains the first cross-SLR attack,
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which is demonstrated with FPGAs locally, on Amazon Web Services (AWS), and on
Huawei Cloud. The bandwidth of the ensuing covert channel is characterized both
analytically and experimentally, with multi-bit simultaneous transmissions reaching
bandwidths of up to 4.6 Mbps with 97.6% accuracy. The strength of the leakage is
measured across various experimental setups with different sizes, locations, and types
of receivers and transmitters, while software- and hardware-level countermeasures are
proposed to prevent and mitigate the impact of these discoveries.

As multi-tenant setups are shown to be insecure, the final research question that is
addressed in this thesis is to evaluate whether it is possible to implement remote cross-
device attacks in dedicated, single-tenant FPGAs (Chapter 7, based on [115]). This is
answered in the affirmative by identifying the sharing of Power Supply Units (PSUs)
as a new source of vulnerability, even for unprivileged FPGA designs without access
to voltage or temperature system monitors. Specifically, this thesis introduces the first
remote covert-channel attack between FPGAs on distinct physical boards, as well as the
first CPU-to-FPGA and GPU-to-FPGA covert channels using high loads of activity on
the respective processors. Using a novel classification metric and measurement setup, a
bandwidth-accuracy tradeoff analysis is performed, and it is shown that the covert channel
reaches accuracies of up to 100% across two PSUs and four Xilinx FPGA boards. Finally,
defense mechanisms are proposed based on the resulting insights.

Overall, this thesis identifies several ways in which imperfect hardware can break the
integrity and confidentiality of secrets processed by embedded devices. It highlights the
former through an extensive taxonomy of out-of-band signal injection attacks and a new
framework that quantifies the security of systems in their context. It demonstrates the
latter through three new sources of intra- and inter-chip leakage on FPGAs. In conclusion
(Chapter 8), to protect against either type of attack, designers must account for hardware

limitations, effectively trading information leakage for leaky abstractions.

1.2 Published Results

The research I conducted for my DPhil in Cyber Security has resulted in the following

peer-reviewed conference and journal publications:
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1. I. Giechaskiel, K. B. Rasmussen, and K. Eguro. Leaky wires: Information leakage
and covert communication between FPGA long wires. In ACM ASIA Conference

on Computer and Communications Security (ASIACCS), 2018 [112].

2. L. Giechaskiel, K. Eguro, and K. B. Rasmussen. Leakier wires: Exploiting FPGA
long wires for covert- and side-channel attacks. ACM Transactions on Reconfig-

urable Technology and Systems (TRETS), 12(3):1-29, Sep 2019 [110].

3. L. Giechaskiel, K. B. Rasmussen, and J. Szefer. Measuring long wire leakage
with ring oscillators in cloud FPGAs. In International Conference on Field-

Programmable Logic and Applications (FPL), 2019 [113].

4. 1. Giechaskiel, Y. Zhang, and K. B. Rasmussen. A framework for evaluating security
in the presence of signal injection attacks. In European Symposium on Research in

Computer Security (ESORICS), 2019 [116]. Best Paper Award.

5. L. Giechaskiel, K. B. Rasmussen, and J. Szefer. Reading between the dies: Cross-
SLR covert channels on multi-tenant cloud FPGAs. In IEEE International Confer-

ence on Computer Design (ICCD), 2019 [114].

6. I. Giechaskiel and K. B. Rasmussen. Taxonomy and challenges of out-of-band
signal injection attacks and defenses. IEEE Communications Surveys & Tutorials

(COMST), 22(1):645-670, Mar 2020 [111].

7. 1. Giechaskiel, K. B. Rasmussen, and J. Szefer. C’APSULe: Cross-FPGA covert-
channel attacks through power supply unit leakage. In IEEE Symposium on Security

and Privacy (S&P), 2020 [115].

Moreover, during the course of my time at Oxford, I have also produced the following

research, which is outside the scope of this thesis, and is therefore not discussed further:

8. I. Giechaskiel, C. Cremers, and K. B. Rasmussen. On Bitcoin security in the

presence of broken cryptographic primitives. In European Symposium on Research

in Computer Security (ESORICS), 2016 [108].
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9. 1. Giechaskiel, C. Cremers, and K. B. Rasmussen. When the “crypto” in cryptocur-
rencies breaks: Bitcoin security under broken primitives. IEEE Security & Privacy,

16(4):46-56, Aug 2018 [109].

1.3 Statement of Originality

As sole first author of all publications produced during my DPhil, I have been
responsible for the conception, execution, and write-up of the ideas, experimental setup,
and analysis in my research. Co-authors have provided invaluable feedback throughout
my research and the publication process, but all writing in this thesis is mine.

I have been the sole student author in all but one publication, which is discussed
in Chapter 4 and Appendix A. The figures in these chapters were mostly produced by
Yougian Zhang, who also designed and performed the smartphone injection attacks.
Although Prof. Kasper B. Rasmussen provided the motivation for investigating ADC
vulnerabilities, the entire framework (idea and execution) is my own work, including
the system model, the security definitions, the algorithm, and the signal injection
experiments into ADCs.

Moreover, I am entirely responsible for the idea and execution of the literature survey
on out-of-band signal injection attacks, including the choice and definition of the term,
the resulting taxonomy of attacks and defenses, as well as the identification of research
challenges and open questions in the area (Chapter 3).

The investigation into long wires (Chapter 5 and Appendix B) arose organically after
I noticed the effect during a more general examination of side-channel leakage in FPGAs
under Prof. Ken Eguro of the University of Washington and Microsoft Research. The
insight of using latches and flip-flops to create ring oscillators bypassing combinatorial
loop restrictions in cloud FPGAs originated with Prof. Takeshi Sugawara of the University
of Electro-Communications, but the flip-flop-based RO proposed in this thesis (Chapter 6)
was conceptually designed and implemented in practice by me.

Finally, Prof. Jakub Szefer of Yale University proposed the general direction for covert-
channel attacks on cloud and local FPGAs (Chapters 6 and 7), with the work developing

with a more detailed focus during my investigations. Crucially, the research into SLRs,
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the multi-bit transmission approach (Chapter 6), the conception of the specific FPGA-to-
FPGA, CPU-to-FPGA, and GPU-to-FPGA channels, as well as the novel classification
metric and measurement setups (Chapter 7) are all my own ideas, implementations, and
analyses. To the best of my knowledge, I have cited all relevant sources which have

influenced or are related to my thesis and publications.



A little inaccuracy sometimes saves tons of explanation.

— Hector Hugh Munro (Saki)
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This chapter introduces the relevant background to explain how imperfections and

other unintentional hardware properties lead to exploitable security vulnerabilities which

can remotely break the integrity and confidentiality of data processed by an embedded

device. Starting with the integrity of sensor measurements, Section 2.1 discusses concepts

and terminology surrounding out-of-band signal injection attacks, which form Chapters 3

and 4 of this thesis. As Section 2.1 explains, out-of-band signal injection attacks exploit

non-linearities in the analog-to-digital conversion process, unintentional antennas that

pick up electromagnetic (EM) transmissions, as well as imperfections in the sensors

11
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themselves for acoustic and other attacks.

Section 2.2 then provides the necessary background to understand the confidential-
ity attacks of Chapters 5, 6, and 7, which are performed within and between Field-
Programmable Gate Arrays (FPGAs). Specifically, by expanding on the high-level design
process which is used for local and cloud FPGA deployments, Section 2.2 motivates and
supports the threat models of subsequent chapters. Moreover, it presents details about
the internal layout and interconnect of the FPGA Integrated Circuits (ICs), which are
necessary for both the routing attacks of Chapter 5, and the cloud attacks of Chapter 6. It
also describes the structure and properties of circuits called Ring Oscillators (ROs), which
are used as covert- and side-channel receivers throughout the three chapters. Section 2.2
further places the rest of this thesis in context by discussing related work on remote

FPGAs attacks. Section 2.3 finally summarizes the key insights of this chapter.

2.1 Fundamentals of Out-of-Band Signal Injections

Embedded systems depending on sensors to interface with their external environment
require the conversion of a physical property (for instance, temperature or speed) to
an electrical quantity, such as voltage or resistance. These electrical measurements are
typically analog in nature, and need to be digitized by an Analog-to-Digital Converter
(ADC) before they are processed. Although modern cryptography has mostly solved
the problem of secure communication between digital interfaces, there is no way to
authenticate the measurements themselves or the analog component of the connection
between the sensor and the embedded device. This lack of authentication, coupled with
hardware imperfections in the conversion process (Section 2.1.1), can be exploited for
out-of-band signal injection attacks.

For EM attacks in particular, the signal transmitted by an adversary undergoes circuit-
specific transformations. For instance, the wires or Printed Circuit Board (PCB) traces
between the sensor and the ADC act as unintentional low-power, low-gain antennas,
which are resonant at high frequencies related to the inverse of the wire length [94, 188].
As a result, attacker signals need to be transmitted over high-frequency carriers in order

to be picked up by the circuit traces (Section 2.1.2). They are then demodulated into
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Figure 2.1: Analog-to-Digital Converter (ADC) trends: Effective Number of Bits (ENOB) and
sampling frequency for different ADC types, using data compiled by Murmann [225].

low-frequency, meaningful waveforms due to non-linearities in the ADC or are rectified
due to non-linearities in other components, such as transistors [250].

It should be noted that although, conceptually, the sensor, the ADC, and the interfacing
logic perform distinct functions, all three can be fully integrated into the same IC. Despite
the fact that this chip presents a digital interface to third parties (which can be protected
by cryptographic protocols), the sensor itself can still be vulnerable to out-of-band signal
injection attacks. For example, acoustic attacks targeting the resonant frequencies of
gyroscopes and accelerometers have proven to be effective even against digital ICs [301,

336, 337]. These types of vulnerabilities are discussed in Section 2.1.3.

2.1.1 Analog-to-Digital Conversion

Embedded systems with sensors require ADCs to convert analog measurements to
digital ones. However, ADCs contain components which may cause a mismatch between
the “true” value at their input and the digitized output. This section describes how these
components can affect the digitization process.

There are multiple variants of ADC architectures, which offer different tradeoffs
between their sampling rate in Hz (i.e., how many samples per second the ADC can

take) and their resolution N in bits, allowing the ADC to represent 2V different values.
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For instance, Delta-Sigma (AX) ADCs (also called Sigma-Delta (XA) ADCs) offer the
highest resolutions at the slowest speeds, while Flash and Pipeline ADCs the opposite,
with Successive Approximation (SAR) ADCs in the middle, as shown in Figure 2.1.!
These ADC types are commonly used in many embedded systems, and Chapter 4
and Appendix A conduct experiments against them to identify differences in their
demodulation characteristics.

However, despite differences in the specific internal composition of different ADC
types (which are not relevant for this thesis), ADCs are composed of some common
building blocks which result in similarities in their demodulation properties. Specifically,
every ADC contains three basic components: a “sample- or track-and-hold circuit
where the sampling takes place, the digital-to-analog converter and a level-comparison
mechanism” [244], as shown in Figure 2.2. The sample-and-hold component acts as a
low-pass filter, and makes it harder for an adversary to inject signals modulated at high
frequencies. However, the level-comparison mechanism is essentially an amplifier with
non-linearities which induces Direct Current (DC) offsets, and allows low-frequency
intermodulation products to pass through. These non-linearities, along with shifts
caused by Electrostatic Discharge (ESD) diodes, can produce meaningful low-frequency
waveforms out of carefully-crafted signals. These waveforms tend to be modulated over
high-frequency carriers in order to enter the targeted circuit [94].

Sample-And-Hold Filter Characteristics: A Sample-and-Hold (S/H) mechanism is an
RC circuit connected to the analog input, with the resistor and the capacitor connected in
series. The transfer function of the voltage across the capacitor is Hg/y(jw) = m,

and the magnitude of the gain is Gg/g = . As the angular frequency w =2x f

I
V1+(wRC)
increases, the gain is reduced: the S/H mechanism acts as a Low-Pass Filter (LPF).
The —3dB cutoff frequency is thus f.,, = ﬁ, which is often higher than the ADC
sampling rate (see Chapter 4 and Appendix A). Hence, “aliasing” occurs when signals

beyond the Nyquist frequency (equal to half the sampling rate) are digitized by the

! Figure 2.1 uses data that has been compiled by Murmann from state-of-the-art publications [225].
It estimates resolution through the Effective Number of Bits (ENOB) metric, which can account for
measurement distortions due to quantization errors, thermal noise, etc.
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Figure 2.2: Analog-to-Digital Converter (ADC) model: Non-linearities due to Electrostatic
Discharge (ESD) protection diodes and amplifiers (e.g., comparators) counteract low-pass filtering
effects of the Sample-and-Hold (S/H) mechanism. These non-linearities can unintentionally
demodulate high-frequency input signals, which are then processed as legitimate measurements.

ADC: high-frequency signals become indistinguishable from low-frequency signals that
the ADC can sample accurately.

Amplifier Non-Linearities: Every ADC contains amplifiers: a comparator, and pos-
sibly buffer and differential amplifiers. Many circuits also contain additional external
amplifiers to make weak signals measurable. All these components have harmonic and
intermodulation non-linear distortions [265], which an adversary can exploit. Harmonics
are produced when an amplifier transforms an input v;, to an output v,,; = Z;": | anvi’jZ .
In particular, if v;, = ¥ - sin(wt), then:

ar?  Bayvt

out =\ —=—+
Vour =17 8

0292

4+ +(a1f/+---)sin(wt)—( +---)cos(2wt)+--- (2.1)

Equation (2.1) shows that “the frequency spectrum of the output contains a spectral
component at the original (fundamental) frequency, [and] at multiples of the fundamental
frequency (harmonic frequencies)” [265]. Moreover, the output includes a DC component,
which depends only on the even-order non-linearities of the system. Besides harmonics,
intermodulation products arise when the input signal is a sum of two sinusoids: v;, =
V1 -sin(w1t) + 7 - sin(wot). In that case (for instance when the injected signal sums with
the sensor signal), the output signal contains frequencies of the form nw; + mw, for
integers n,m # 0. These non-linearities demodulate attacker waveforms, even when they
are modulated on high-frequency carriers.

Diode Rectification: The input to the ADC can contain reverse-biased diodes to ground

and V.. to protect it from ESD. When the input to the ADC is negative, or when it exceeds
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Vee, the diodes clamp it, causing non-linear behavior. When the real sensor signal is
non-zero, this behavior is also asymmetric, causing a DC shift [44, 265, 286], which
compounds with amplifier non-linearities.

Conclusion: Although there are many types of ADCs, they all contain the same basic
building blocks. Even though the sample-and-hold mechanism should attenuate high-
frequency signals beyond the maximum sampling rate of the ADC, non-linearities due to
ESD diodes and amplifiers in the ADC cause DC offsets and the demodulation of signals
through harmonics and intermodulation products. Chapter 4 and Appendix A exemplify

these effects through experiments with the major types of ADCs.

2.1.2 Radiated and Conducted Paths

The concept of wires and PCB traces acting as antennas has been extensively studied
in the field of Electromagnetic Compatibility (EMC), both to verify that devices do
not cause undue interference in nearby devices, but also to ensure that devices are
immune to Electromagnetic Interference (EMI) exposure “while maintaining a predefined
performance level” [220]. The aspect of how traces act as unintentional receiving antennas
falls within the realm of immunity, and is therefore central to out-of-band EM signal
injection attacks. Specifically, back-door coupling [53, 94, 117, 229, 356], where the
“radiation couples through imperfections (apertures) in an electromagnetic shield, giving
rise to a diffuse and complex field pattern within the shielded structure” [53] is often
responsible for the vulnerability of systems to out-of-band EM attacks.

However, modeling the susceptibility of systems against back-door coupling is a hard
task “without detailed testing, although properties averaged over frequency bands can
be predicted” [37]. More precisely, although the resonant behavior of simple geometric
structures (e.g., lines and rectangles) has been extensively studied [251], when non-
linear components such as diodes are included, systematic experiments are necessary to
identify the extent to which intermodulation products appear in the output [356]. Such
intermodulation products can act as potential envelope detectors causing systems to take
the wrong safety-critical actions [94], demonstrating that these coupling effects are a

concern for more than just compliance with EMC regulations.
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That said, mathematical formulas have been developed to predict the response of
PCB traces to external EM fields, showing an inverse relationship between the length
of the microstrip trace and resonant frequencies [188]. Many such models are based
on transmission line theory, the Baum—Liu—Tesche (BLT) equation [32], and a (quasi)
transverse electromagnetic propagation model [125, 187, 188, 290, 345]. Although the
details of these models and the theory behind them are beyond the scope of this thesis, it
is worth noting that transmission line theory [226, 227] and the BLT equation [128, 323,
325] can also be used to predict the susceptibility of circuits to conducted attacks, where
disturbances are propagated through cables and other structures [240].

The parameters considered for these models typically include the “field incidence,
polarization angles, and the magnitude and phase of the impedances loading the mi-
crostrip terminations” [177]. Since analog interconnects (e.g., to ADCs) “can be highly
mismatched”, signal outputs can be affected through “distortion in nonlinear components
like diodes and transistors” [178]. As there is “a large variety of analog circuit topologies
and interconnect geometries”, it is not easy to a priori predict the response of circuits,
and therefore analysis “should be performed on a case-by-case basis” [178].

Finally, it should be noted that, in the far field, the Free-Space Path Loss (FSPL)
(derived from the Friis transmission formula [97]) is:

(47rdf)2

c

(2.2)

FSPL = (@)2
A
where f is the transmission frequency, A = ¢/ f is the signal wavelength, and d is the
distance between the transmitter and the receiver [251]. When either the frequency or
the distance doubles, the path loss quadruples. As a result, to maintain the received
voltage level constant, the effective radiated power (equal to transmitter power multiplied

by the antenna gain) also needs to quadruple.

2.1.3 Other Non-Linearities

Out-of-band signal injection attacks that do not depend on electromagnetic emissions
often exploit vulnerabilities in the sensors themselves. Specifically, acoustic transmissions

target resonant mechanical frequencies and non-linearities in microphones and speakers.
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Control over gyroscopes and accelerometers [301, 336, 337] lies in the former category,
while inaudible voice commands into smartphones [272, 380] rely on the latter; both
are discussed in this section.

Gyroscopes and accelerometers in modern devices are examples of Micro-Electro-
Mechanical System (MEMS) sensors. Gyroscopes, in particular, operate through “vi-
brating mechanical elements to sense rotation” [22]. In other words, MEMS gyroscopes
contain oscillating structures which, when rotated, appear to have a measurable force
(called the Coriolis force) exerted on them [1]. These mechanical resonators “generate
and maintain a constant linear or angular momentum”, so that “when the gyroscope is
subjected to an angular rotation, a sinusoidal Coriolis force at the frequency of drive-
mode oscillation is induced in the sense direction” [1]. This force is exerted in a different
direction from the moving direction, and, depending on the type of the gyroscope, the
angular rotation can be estimated through changes in capacitance, piezoresistive effects,
etc. [1, 22]. MEMS accelerometers, on the other hand, consist of spring-mass systems,
with acceleration resulting in a deflection of the seismic mass. This deflection can also be
detected through capacitive and piezoresistive means [175]. By transmitting sounds at
the resonant frequency of the MEMS sensor, out-of-band acoustic signal injection attacks
cause MEMS gyroscopes and accelerometers to report incorrect values.

By contrast, other research targets microphone non-linearities to cause inaudible
sound (i.e., frequencies beyond the human-audible range of 20kHz) to be interpreted
as valid commands by speech recognition systems such as Apple Siri and Amazon
Alexa. Microphones operate by converting the mechanical deformation of a membrane
(caused by the air pressure of a sound wave) into a capacitive change, which produces an
Alternating Current (AC) signal [380]. This process also has non-linearities that produce
second-order components, including harmonics and intermodulation products, which

transform modulated ultrasound transmissions to executable voice commands [380].

2.2 Field-Programmable Gate Arrays

Field-Programmable Gate Arrays (FPGAs) are Integrated Circuits (ICs) that im-

plement reconfigurable hardware, and are often used in high-bandwidth, low-latency
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applications, such as high-frequency trading [184], post-decay particle detection [126],
acceleration of massively parallel computation [254], or the replacement of network
cards [93] and Solid-State Drive (SSD) controllers [238]. Besides permeating distributed
systems and critical infrastructure, FPGA chips are also often integrated in consumer
electronics, such as SSDs [17], smartphones [320], and laptops [144], making it necessary
to ensure that their computations are performed in a trustworthy manner.

This section gives the relevant background for discussing how to break the security
of FPGA applications, starting with an overview of the design flow for FPGAs (Sec-
tion 2.2.1), and the deployment process on public FPGA cloud providers (Section 2.2.2).
This section also introduces architectural details of the internal hardware layout and
routing interconnect (Section 2.2.3) of the devices used in the experiments conducted
in this thesis, with the Stacked Silicon Interconnect (SSI) layout of Virtex UltraScale+
devices discussed separately (Section 2.2.4). This section then describes the circuit
structure and properties of Ring Oscillators (ROs) (Section 2.2.5), which are used as
covert-channel receivers in most of the FPGA-based experiments of this thesis. Finally, the
contributions of this thesis are better contextualized within related work in Section 2.2.6,

which summarizes remote attacks on FPGAs, with or without the use of ROs.

2.2.1 Design Process

The FPGA design process differs significantly from the traditional Central Processing
Unit (CPU) programming model, since FPGA code gets translated to a physical circuit
layout. This is typically accomplished through a Hardware Description Language (HDL),
such as SystemVerilog or VHDL, though recent advances in High-Level Synthesis (HLS)
allow a subset of C code to be translated to a legal FPGA instantiation. FPGA code
primarily describes two types of circuits: combinational logic, i.e., functions whose
outputs depend only on the circuits’ current inputs, and sequential logic, whose current
outputs also depend on past outputs [134]. An example of the former is an adder or
the XOR function, while the latter includes clocked, stateful processes, such as counters

which increment or decrement after each clock cycle.
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After HDL logic gets translated to Boolean functions in a process called synthesis,
the next step is to map the logic gates into manufacturer- and architecture-dependent
primitives, i.e., common building blocks for a specific chip. Specifically, combinational
logic in FPGAs mainly uses reconfigurable Lookup Tables (LUTs) and multiplexers
(MUXes) to represent the truth table for stateless functions. Modern FPGAs also contain
additional primitives to optimize the power and timing efficiency of other functions,
and include Digital Signal Processing (DSP) blocks and adder carry chains in the
reconfigurable fabric. Sequential logic, on the other hand, requires memory elements,
which typically come in the form of D-Flip-Flops (FFs). Larger sections of memory,
which can also be used for First In, First Out (FIFO) algorithms, are provided through
Block Random-Access Memory (BRAM) structures. After mapping, the primitives need
to be placed on the grid-like FPGA layout, and connections need to be routed between
different logic blocks and external Input/Output (I/O) connections. The final step is
generating the bitstream that gets loaded onto the device, and which configures the
FPGA resources. It should be noted that designs are frequently functionally verified
to ensure they meet specifications, while timing analysis is conducted, often iteratively
at various points during the process, to guarantee that physical delay constraints (e.g.,
setup and hold times) between stages are met.

Although more low-level details on the specific primitives, physical layouts, and
routing resources in Xilinx FPGAs are discussed in Section 2.2.3, it is worth highlighting
some high-level properties of typical FPGA designs, and their corresponding security
implications. First of all, although the conversion from HDL code to a physical im-
plementation is typically handled by the manufacturer’s tools (e.g., Xilinx Vivado or
Intel Quartus), compiler directives are available for the manual placement and routing of
signals. Moreover, due to the complexity and size of FPGAs (in the last decade high-end
devices have effectively grown 8X in size [365, 368]), user circuits often incorporate
third-party implementations of various protocols, data structures, and algorithms. These
licensed designs, called Intellectual Property (IP) cores, may also come in a pre-routed
black-box format to eliminate the variability of on-the-fly routing and attain a known

clock frequency. As a result, as the placement and routing of different blocks is often
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opaque to circuit designers, logic created by different parties can end up using adjacent
physical resources, and exploit unintentional hardware interactions for data exfiltration
through covert- and side-channel attacks.

Besides communication between IP cores of different security guarantees integrated
in the same design [141, 142], multi-user setups will also present further threats in
future FPGA deployments: CPU/FPGA hybrids are now surfacing, and include Intel
Xeon CPUs with integrated FPGAs [18, 67], Xilinx Zynq FPGAs with hard ARM
processors [365], and Microsemi FPGAs with soft RISC-V processors [211]. Moreover,
FPGAs in cloud environments such as Amazon Web Services (AWS) are also becoming
common, necessitating that cloud resources be protected from potentially adversarial
user logic. These concerns are further discussed in Section 2.2.2. It should be noted that
FPGA attacks which do not exploit unintentional hardware properties are also possible,
for instance through bitstream modifications [60, 222, 223]. However, such attacks are

outside the scope of this thesis and are therefore not expanded upon any further.

2.2.2 Cloud Deployment

FPGA s on the cloud have been available since at least 2015, when the Texas Advanced
Computing Center (TACC), in collaboration with Project Catapult by Microsoft Research,
gave researchers access to a cluster with 384 Intel Stratix V FPGAs [326]. Since then,
the number of Intel and Xilinx FPGA cloud offerings has drastically increased, with
Intel Arria 10 FPGA boards powering Alibaba Cloud F1 instances [9] and machine
learning applications on Microsoft Azure [212]. Xilinx-based public FPGA clouds have
also been available since 2016, when AWS announced Elastic Cloud Compute (EC2)
FPGA F1 instances with Xilinx Virtex UltraScale+ FPGAs [13]. Virtex UltraScale+
FPGAs are also available on Huawei Cloud FPGA-Accelerated Cloud Server (FACS)
FP1 instances [369] and on Alibaba Cloud F3 instances [9]. Moreover, Kintex UltraScale
boards can be found in closed beta on Baidu FPGA Cloud Compute servers [27] and
Tencent Cloud FX2 instances [322]. Finally, Xilinx Alveo Accelerator Cards are present

on the Nimbix Cloud Platform [234].
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These cloud FPGA offerings have resulted in a new programming model, where only
part of the FPGA 1s dedicated to users, with the remaining resources reserved by a cloud-
provided “shell”. This shell is responsible for the low-level interfaces of the FPGA fabric
to the exterior of the chip, including Peripheral Component Interconnect Express (PCle)
and Dynamic Random-Access Memory (DRAM) controllers, physical pinouts, etc. Due
to this shell region, temperature and system monitors, device identification primitives, as
well as other security features are off-limits to user logic, which is forced to interact with
the shell (and external hardware) through a high-level interface, such as the Advanced
eXtensible Interface 4 (AXI4). This new set of constraints raises the bar for attackers,
who do not have physical access to the FPGA boards, and cannot in any way modify them.

Security research on cloud FPGAs has primarily focused on single-tenant applications,
for example protecting IP designs in untrusted cloud infrastructures [86], and the cloud
provider from potentially malicious user logic [334]. However, although cloud FPGAs are
currently allocated on a per-user basis, it is likely that they will eventually become sharable
commodity resources. Indeed, to more efficiently share the underlying hardware, several
designs have been proposed to accommodate for multi-tenant occupancy of physical
FPGA resources [341]. Logical isolation is often a key component of multi-tenant
approaches, though physical isolation is not always enforced [52, 62, 351]. Unfortunately,
even designs with physical isolation [158, 162, 163] do not consider or protect against
side- and covert-channel attacks, despite their use of strict “fencing” regions [334]. As this
thesis shows (Chapter 6), even strong physical isolation is not enough to protect against

covert-channel communication between different tenants on the same cloud FPGA.

2.2.3 Layout & Routing Resources

Modern Xilinx FPGAs have a grid layout internally, whose fundamental building
block is called a Configurable Logic Block (CLB). These CLBs are organized in columns,
which are interspersed between columns containing other types of logic resources. As
shown in Figure 2.3, these resources include BRAM, DSP blocks, Digital Clock Manager
(DCM) resources such as Mixed-Mode Clock Managers (MMCMs) and Phase-Locked

Loops (PLLs), as well as I/O transceivers. Each CLB is composed of two slices, each of
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Figure 2.3: Artix 7 Digital Signal Processing (DSP), Block Random-Access Memory (BRAM),
Mixed-Mode Clock Manager (MMCM), and Configurable Logic Block (CLB) columns. CLBs
contain Lookup Tables (LUTs), Multiplexers (MUXes), Flip-Flops (FFs), and carry logic.

which contains four LUTs and eight registers (four registers for Virtex 5 devices), along
with other resources such as MUXes and carry chains. It should be noted that in the
Virtex UltraScale+ architecture, CLBs provide the same amount of resources, but the two
slices have been combined into one larger slice with eight LUTs and sixteen registers.
Each CLB has an associated switch matrix, which contains routing resources to
connect elements within a CLB, and enables CLBs to communicate with each other.
There are multiple types of such communication wires with different orientations and
lengths, but this thesis (Chapter 5 and Appendix B) is specifically concerned with long
wires, and refers to shorter wires as local routing. Long wires are used to efficiently
connect CLBs that are far apart, and can be vertical, between elements with the same x
coordinate, or horizontal, having the same y coordinate. As FPGA devices have more
rows than columns, this thesis primarily discusses Vertical Longs (VLONGs), although the
phenomenon of long-wire leakage was also observed for Horizontal Longs (HLONGs).
The properties of VLONG wires have changed in the various iterations of the Xilinx
architectures investigated in this thesis. For most devices, VLONGs can be driven from
either end (i.e., they are bidirectional), and have intermediate read-only taps. Moreover,
each CLB can only drive two VLONGs, one connecting it to CLBs above it and the other to
CLBs below it. In these architectures, adjacent long wires also originate from adjacent
CLBs. The length of the VLONGs varies per generation: Virtex 5 VLONGs span eighteen

CLBs, and have two taps after the sixth and twelfth CLBs. Virtex 6 VLONGs span sixteen
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Property Virtex 5 Virtex 6 Series7 Virtex US+
Reference [367] [368] [358] [365]
Node Size (nm) 65 40 28 16
# of Slices/CLB 2 2 2 1
# of LUTSs/Slice 4 4 4 8
# of FFs/Slice 4 8 8 16
VLONG Bidirectional? Yes Yes Yes No
VLONG Span (# of CLBs) 18 16 18 12
# of VLONG Taps 2 1 1 0
# of VLONGs/CLB 2 2 2 2x8

Table 2.1: Layout and routing properties of the Xilinx families used in the long-wire experiments.
Further details are provided in the text.

CLBs, and have just one intermediate tap after the eighth CLB, while Series 7 VLONGs
span eighteen CLBs, but only have an intermediate tap after the ninth CLB.

The Virtex UltraScale+ architecture, however, is significantly different. VLONGs are
unidirectional and tapless, only span twelve CLBs, and are organized in channels of eight.
As aresult, there are sixteen VLONGs originating from each CLB (eight for each direction).
Moreover, adjacent long wires need to be driven from the same switch matrix, even if their
driving signals (e.g., LUTs or FFs) are not in the same CLB. The properties of the various
FPGA generations tested in this thesis are summarized in Table 2.1. Long-wire leakage
in earlier FPGA generations is primarily investigated in Chapter 5 and Appendix B, but
Chapter 6 demonstrates that despite fundamental changes in routing, long-wire leakage

persists even in the Virtex UltraScale+ architecture.

2.2.4 Stacked Silicon Interconnect

High-end Xilinx boards, such as those found on AWS and Huawei Cloud, use Stacked
Silicon Interconnect (SSI) technology as a way of creating much larger devices with a
lower power envelope and more dedicated features [364, 365]. The SSI layout allows
multiple dies, called Super Logic Regions (SLRs), to be integrated into one big FPGA
chip. The Amazon and Huawei FPGA clouds investigated in this thesis use 16 nm Virtex
UltraScale+ XCVUOP chips, which split their 90 clock regions equally into three separate

SLR dies. These SLRs are adjacent to each other, and are connected through a silicon
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Figure 2.4: Stacked Silicon Interconnect (SSI) layout of Virtex UltraScale+ chips, adapted from
a Xilinx User Guide [364]. Super Logic Regions (SLRs) are separate Field-Programmable Gate
Array (FPGA) dies, connected and powered through the silicon interposer, which acts as a conduit
to external Input/Output (I/O) connections through the package substrate.

interposer, as shown in Figure 2.4. This interposer is a passive layer which connects global
clocking and general interconnect resources to the SLR dies [364]. It also acts as a conduit
between SLR components and the package substrate, providing connectivity to I/O pins,
as well as power and ground connections using Through-Silicon Vias (TSVs) [364].
Each SSI device has a master SLR die, which is responsible for “the primary configu-
ration logic that initiates configuration of the device and all other SLR components” [364].
The master SLR also has access to some dedicated FPGA circuitry, including the Xilinx
Analog-to-Digital Converter (XADC) and unique identifiers, such as the Device DNA and
User eFUSE [364]. Cloud FPGAs making use of partial reconfiguration reserve portions
of the master SLR die (and of slave SLRs) for their shell interface, which abstracts
away concrete physical implementation details such as I/O pinouts, DRAM controllers,
and clock logic. This SLR layout could also provide a natural partitioning mechanism
for multi-tenant cloud FPGAs, with the cloud provider reserving the master SLR, and
different user designs being restricted to separate SLR dies. This would result in better
physical isolation between the different users compared to existing proposals which split
logic along (or even within) clock regions on the same die [158, 162, 163]. However,
as shown in Chapter 6, physical isolation of user logic to dedicated SLR dies cannot

prevent cross-SLR information leakage between tenants.

2.2.5 Ring Oscillators

Ring Oscillators (ROs) are a type of circuit which consists of an odd number
of NOT gates, chained together in a ring formation, i.e., with the output of the last

gate being fed back as input to the first gate. ROs form a loop, whose output at
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Figure 2.5: Ring Oscillator (RO) with one inverter and two buffer stages, implemented with
Lookup Tables (LUTs), and used as a covert-channel receiver in the experiments of Chapter 5.

any stage oscillates between 1 and O (true and false). The frequency of oscillation
depends on the number of stages in the RO, the delay between the stages, as well
as Process, Voltage, and Temperature (PVT) variations in the environmental condi-
tions and the manufacturing process [132]. The sensitivity of ROs to these variations
makes them suitable for use as temperature monitors [41, 313, 389], True Random
Number Generators (TRNGs) [165, 314, 344], and Physical Unclonable Functions
(PUFs) [139, 154, 198, 199, 206, 312, 382].2

ROs can also be used to discover circuit-level modifications. For example, changes
in RO frequencies can alert users to the addition of power measurement probes used in
side-channel analysis [183]. Alternatively, they can also detect Hardware Trojans (HTs) in
FPGAs and Application-Specific Integrated Circuits (ASICs): the dynamic activity of HT's
results in local voltage drops. These drops affect ring oscillator frequencies, thus making
HTs detectable without external equipment [155, 384], instead of needing physical
measurements of power consumption [5] or EM emanations [28]. In addition, ROs
respond well to chip aging, and can effectively detect recycled or counterfeit ICs [385].
For further information, the interested reader may wish to consult various surveys on
supply-chain hardware security and related issues [20, 21, 152, 231, 269, 321, 381].

Figure 2.5 specifically depicts the RO design used in Chapter 5 to characterize long-
wire leakage. It consists of one NOT gate (inverter) and two buffer stages, which are
implemented using LUTs on Xilinx FPGAs. Due to their potential for abuse, these

traditional LUT-based ROs (combinatorial loops) are prohibited by some cloud providers,

2 PUFs can distinguish between otherwise identical devices, and are used in some cryptographic
algorithms [138, 154, 196]. PUF constructions exploiting hardware imperfections also include the decay
rate of DRAM [280, 371], its access latency [160, 236], and its response to the RowHammer effect [14].
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such as AWS [12]. Nevertheless, as shown in this thesis (Chapter 6), alternative RO

structures currently remain undetected, and can be used to achieve the same effects.

2.2.6 Remote Attacks

Due to the emergence of cloud FPGA computing platforms and the possibility of multi-
tenant occupancy of the underlying hardware, recent research has investigated remote
FPGA attacks, primarily using ROs as side- and covert-channel receivers and transmitters.
For example, ROs have been shown to be effective heaters of the FPGA fabric [3, 332]
and can also detect thermal changes caused by external sources [313], other concurrent
users on the same FPGA [142], or the previous tenants of time-shared FPGAs [332]. ROs
can also watermark circuits and protect IP cores [276], cause voltage fluctuations [252]
and crash the FPGA [121], or inject faults into computations and extract cryptographic
keys [167]. Additionally, as Section 3.3 discusses, ROs can bias TRNGs [197].

On the receiving end, ROs have also been used to infer the state of nearby long wires,
first in Xilinx (Chapter 5) and later in Intel [253, 260] devices. ROs can also recover
cryptographic keys in multi-tenant FPGAs, without requiring that routing resources be
adjacent [387]. The attacker and victim circuits are physically separated in this case, but
they are still located on the same single-die FPGA, unlike the experiments of Chapter 6
which reveal cross-SLR information leakage between distinct dies of the same IC.

It should be noted that other types of circuits can also cause faults through large
switching activity [390], fast voltage transients [292], and concurrent write collisions in
dual-port Random-Access Memory (RAM) [8]. Time-to-Digital Converters (TDCs) are
also powerful side-channel receivers, and use tapped delay lines through chains of buffers
and measurement latches. TDCs thus exploit the logic and routing delay dependence on
FPGA voltage, and estimate it by monitoring how far signals have propagated.

Schellenberg et al., in particular, have used TDCs to recover Advanced Encryption
Standard (AES) keys in multi-tenant [282] and cross-chip [283] setups. Unlike the attacks
of Chapter 7, however, the chips used by Schellenberg et al. were located on the same
FPGA board, and hence shared the same voltage regulator. This lack of additional

intermediate components between the Power Distribution Networks (PDNs) of the two
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FPGAs made information leakage easier. Moreover, the board on which experiments were
conducted was explicitly “designed for external side-channel analysis research” [283]. By
contrast, the cross-FPGA attacks of Chapter 7 use off-the-shelf Xilinx-designed boards,
and work across the shared Power Supply Unit (PSU).

It should be noted that RO combinatorial loops and timing violations exploited by
TDCs can be detected by bitstream-checking mechanisms [122, 168]. Although the pro-
posed countermeasures do not necessarily identify the alternative RO designs of this thesis,

some Design Rule Checks (DRCs) which can be used instead are proposed in Chapter 6.

2.3 Summary

This chapter provided the necessary background to understand and perform the
attacks of the subsequent chapters of this thesis. Specifically, Section 2.1 discussed the
prerequisites for the out-of-band signal injection attacks of Chapters 3 and 4. These
include non-linearities in ADCs and microphones, the resonant behavior of MEMS
devices, as well as unintentional antennas in the wires and PCB traces connecting sensors
to microcontrollers. Section 2.2 then presented background details for Chapters 5-7.
It summarized the FPGA design process locally and on the cloud, and expanded upon
the layout and interconnect resources of FPGA devices. It also introduced the design
for one of the RO types used in this thesis, and presented related work in remote FPGA
attacks. Overall, this chapter showed that hardware details are often hidden away from
designers, and that unintentional properties and imperfections are key for attacks on the

confidentiality and integrity of data processed by embedded devices.



Chaos is merely order waiting to be deciphered.

— José de Sousa Saramago
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This chapter is concerned with out-of-band signal injection attacks, which violate the
integrity of sensor measurements by exploiting the hardware imperfections described in
Section 2.1. As shown in Figure 3.1, these attacks can be performed using electromagnetic
radiation targeting unintentional antennas [94, 286, 296], conducted signals through
shared power lines [193], as well as optical [242, 375] and acoustic [42, 301, 380]
emissions exploiting flaws in the conversion process from physical properties into
electrical ones. The systems attacked have been equally diverse, and include medical
devices [94], drones [301, 336], hard drives [42] and cameras [246], among many others.

However, despite the wide range of attack methods and devices targeted, research in the
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Figure 3.1: Out-of-band signal injection channels: remote and conducted adversarial electromag-
netic emanations, optical emissions, and acoustic waves can attack the sensors themselves, or the
interfaces connecting sensors to microcontrollers through Analog-to-Digital Converters (ADCs).
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field thus far has been conducted in a disjointed manner.

Although out-of-band signal injection attacks have primarily only been (openly)
conducted in a lab environment, they have garnered the interest of technological and
mainstream news publications outside of the academic community [23, 95, 96, 328-330].
They have even prompted national agencies to issue Computer Emergency Readiness
Team (CERT) advisories [70]. > Moreover, out-of-band signal injection attacks share the
same potential for weaponization as mass-produced sonic repellents [233] or commer-
cial [48] and military [331] jammers, despite differences in the techniques used. Finally,
their effects can in some cases be fatal, for instance by tricking cardiac implantable
electrical devices into causing pacing inhibition and defibrillation shocks [94]. As a
result, to bring attention to these potentially severe issues, and to help designers better

protect future hardware devices, this chapter:

1. Unifies the diverse terminology used by different works to create a common

language through which to discuss attack and defense mechanisms (Section 3.1).

2. Highlights cross-influences between electromagnetic (Section 3.2), conducted

(Section 3.3), acoustic (Section 3.4), and other (Section 3.5) attacks.

3. Proposes the first chronological and thematic evolution of out-of-band signal injec-

tion attacks (Section 3.6) and creates a taxonomy of countermeasures (Section 3.7).

3 CERT can also stand for Cyber Emergency Response Team, depending on the agency.
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4. Places attacks and defenses in the wider context of side-channel leakage and

electromagnetic interference (Section 3.8).

5. Identifies gaps in the experimental approach of published research, and proposes

concrete steps to overcome these challenges in the future (Section 3.9).

In summary (Section 3.10), this chapter unifies different types of out-of-band signal

injection attacks and defenses, and provides insights into new research directions.

3.1 Choice of Terminology

Although many out-of-band signal injection attacks have been performed in the litera-
ture, the terms used to describe them have been inconsistent, or even non-existent [262,
349]. This section identifies and unifies the nomenclature, thereby providing a com-
mon language through which to compare different research. Indeed, as later sections
demonstrate, the commonalities in the attack techniques highlight a need for an all-
encompassing term irrespective of the method of injection. The term chosen for this

unification can be defined as follows:

Definition 1 (Out-of-Band Signal Injection Attacks) Out-of-band signal injection at-
tacks are adversarial manipulations of interfaces not intended for communication involv-
ing sensors or actuators that cause a mismatch between the true physical property being

measured or acted upon and its digitized version.

The term injection was chosen because it captures the fact that values reported by a
system are altered; it is not channel-specific; and it has already been adopted by different
works [34, 50, 94, 116, 153, 193, 200, 201, 232, 237, 336, 337, 380]. The out-of-band
qualifier is necessary to distinguish the attacks studied in this chapter from signal injection
attacks on sensors using pulse reflections such as Light Detection and Rangings (LiDARS),
radars, and sonars [61, 246, 294, 372, 375], signal injection attacks on the physical layer
of communication protocols [150], and false data injection attacks [179, 191]. Such
attacks do not depend on hardware imperfections, but instead use external communication

interfaces, and are therefore not out-of-band. In other words, because digital interfaces
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can be easily protected with cryptography, spoofing attacks of unauthenticated, digital
communication interfaces [133, 189, 270, 379] are not studied in this chapter.

By contrast, the term “out-of-band signal injection” captures attacks which target
interfaces using signals outside of their intended frequency of operation. It includes
ultraviolet or infrared light against cameras which should only be recording the visible
part of the spectrum and ultrasonic injections against microphones meant to be recording
only audible sounds: these attacks transmit signals that are literally outside the operational
band, and have a secondary goal of undetectability or concealment [297]. The term also
encompasses electromagnetic signals against systems without any (intentional) antennas,
and acoustic attacks against gyroscopes and accelerometers: these are also out-of-band,
since they inject signals through channels other than the ones used by the sensor to
measure the physical property. The use of the out-of-band modifier is therefore consistent
with the definition for out-of-band covert communication [57]. It has also recently
been used by Tu et al. [337] to describe acoustic attacks on inertial sensors, further
motivating its choice in this thesis.

It should be noted that earlier work [294, 295] has proposed a subdivision of signal
injections attacks into: (a) regular-channel attacks, which target the sensor structure
itself by “using the same type of physical quantity sensed”; (b) transmission-channel
attacks, which target the connection between the sensor output and the measurement
setup; and (c) side-channel attacks, where the sensors themselves are targeted, but “by
physical stimuli other than those they are supposed to sense”. This thesis does not follow
this categorization, as the various subdivisions generally correspond to the medium of
injection (optical, electromagnetic, and acoustic respectively). Moreover, regular-channel
attacks are usually in-band, while side-channel attacks have an overloaded meaning.

The term (intentional) interference [33, 34, 42, 94, 153, 193, 237, 301] is similarly
unsuitable because: (a) it does not make it clear that the attackers can in some cases inject
waveforms of their choosing; and (b) Intentional Electromagnetic Interference (IEMI) has
an established meaning in Electromagnetic Compatibility (EMC) literature [256, 278].
IEMI attacks often use high-power, destructive transmissions (Section 3.8), and therefore

have a different aim than out-of-band signal injection attacks.
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Terminology Example References

Injection [94, 116, 153, 200, 232, 237, 336, 337]
Intentional Interference [33, 34,42, 94, 153, 193, 237, 301]
Non-Linearity [271, 272, 374, 380]

Spoofing [242, 246, 337, 375]

Other (See Text) [98, 286, 289]

Table 3.1: Terminology used by different works to describe out-of-band signal injection attacks.

The term (sensor) spoofing [242, 246, 337, 375] was also avoided for similar reasons:
it has an overloaded meaning in authentication contexts and with in-band signal injection
attacks [71, 296]. Moreover, it does not capture the physical aspect of injections, and
does not accurately describe coarse-grained attacks which lead to saturation of a sensor.

Other terms used have been specific to the particular channel which is being ex-
ploited, including induction attacks [286], acoustic resonance [289], and (acoustic) non-
linearity [271, 272, 380]. Such terms were not selected because they are channel-specific,
and focus on the mechanism of the attack, rather than the effect. Similarly, methodology-
inspired terms which have been avoided include Radio Frequency Injection (RFI), Direct
Power Injection (DPI), and other terminology that arises in immunity or susceptibility
literature against (non-adversarial) Electromagnetic Interference (EMI) [24, 25, 44—
46, 100, 101, 107, 156, 250, 315].

Finally, the term transduction attacks, proposed by Fu and Xu [98] to mean attacks
which “exploit a vulnerability in the physics of a sensor to manipulate its output or
induce intentional errors” has not yet received mainstream recognition. It also does not
necessarily make it clear that the attack may target the interface between the sensor and
the rest of the system, instead of just the sensor itself. The various terms which have
been used to describe out-of-band signal injection attacks are shown in Table 3.1, along
with example references. It should be noted that since the majority of the attacks in the
literature are on sensors rather than actuators, the term sensor is used collectively in this
chapter for brevity. In other words, this chapter distinguishes between the two only when
it is necessary to do so, i.e., when there is a divergence in the attack methodology.

In summary, out-of-band signal injection attacks have four key features that differ-

entiate them from related research. The first such property is that they aim to change
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values processed by a system, rather than infer them, distinguishing them from side-
channel [307] and fault-injection attacks [30, 151, 378]. The second feature is that
out-of-band attacks do not change the measured quantity itself: in the language of
Shoukry et al. [297], the property measured itself is trusted, although the measurement
itself is not. For instance, using electromagnetic signals to change the audio recorded by
a microphone [94] is an example of an out-of-band signal injection attack, but heating
a temperature sensor with an open flame is not. The third property is that attacks are
non-invasive [297], therefore precluding direct physical access to the system under attack.
The final characteristic highlights the physical aspect of out-of-band signal injection
attacks. In other words, the attacks studied in this chapter alter sensor measurements or
actuator inputs at the hardware layer instead of the protocol layer. However, since related
research areas can offer invaluable insight into novel injection techniques and possible
countermeasures, cross-disciplinary connections are made throughout this chapter, but

with a clear focus on how they impact out-of-band signal injection attacks and defenses.

3.2 Electromagnetic Transmissions

As Section 2.1.2 highlighted, the effects of unintentional antennas have been central in
the security and EMC communities. Until now, unintentional transmitting antennas have
been key for side-channel analysis: data-dependent emissions can reveal the information
processed by a device to a remote attacker [164]. However, wires conversely acting as
unintentional receiving antennas have only become a focal point of research more recently:
out-of-band signal injection attacks have demonstrated that the antenna-like behavior
of wires between sensors and microcontrollers can result in adversarial electromagnetic
(EM) signals being interpreted as legitimate measurements.

Implantable Medical Devices (IMDs) are an example of a safety-critical system where
external EMI can cause physical harm to people. As a result, there is extensive research
on the EMI behavior of various IMDs [29, 51, 65, 68, 84, 137, 146, 186, 216, 217, 247,
248, 285]. Some of these works have even pinpointed the properties of “non-linear
circuit elements” in pacemakers as the culprits for demodulating Radio Frequency (RF)

signals produced by cell phones [29, 59]. However, the consequences of intentional
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electromagnetic out-of-band signal injection attacks on IMDs were only first identified in
2009 by Rasmussen et al. in the context of a distance-bounding protocol [262].

The proposed protocol used ultrasound transmissions to place guarantees on the
distance between two communicating parties. However, it was determined that an EM
signal could “induce a current in the audio receiver circuit just as if the IMD received
a sound signal” [262]. This would break protocol properties which depend on the
speed of sound constant: adversarial transmissions propagating at the speed of light
allow an adversary to operate from a longer distance. This attack is perhaps the first
electromagnetic out-of-band signal injection, using unintentional antennas on the path
“from the reception circuit to the piezo element” to attack an ultrasound protocol [262].

Although the attack by Rasmussen et al. was more of a side-note to an otherwise-
secure protocol [262], Foo Kune et al.’s seminal 2013 “Ghost Talk™ paper [94] specif-
ically focused on such adversarial injections. It showed that EM emissions could
affect electrocardiogram (ECG) measurements and cause IMDs to deliver defibrillation
shocks [94]. Foo Kune et al. succeeded in injecting arbitrary analog measurements,
making a marked improvement in the literature compared to coarse replay and jamming
attacks on IMDs [124, 133, 189, 273]. Their approach also significantly differed from
high-power IEMI leading to the transient upset or destruction of commercial equip-
ment [47, 53, 76, 117, 140, 229, 230, 239, 256, 275].

The attack on IMDs by Foo Kune et al. [94] used low-power (< 10 W), low-frequency
(kHz range) EM signals which coupled to the leads of IMDs and cardiac implantable
electrical devices. In the open air, the distance achieved was up to 1.67m, but when
submerging the devices in saline (to approximate the composition of the human body),
successful attacks were limited to less than 10cm. The signals emitted targeted the
baseband (i.e., the frequency of operation) of the IMDs directly, and thus did not make
use of the non-linearities discussed in Section 2.1.1. However, this attack should still
be considered out-of-band, as the IMD leads were meant to require physical contact
for measurements, and should not be reacting to remote electromagnetic transmissions.
In other words, this attack is more akin to coupling to a multimeter’s probes to cause

wrong voltage readings remotely, rather than causing interference to a Wi-Fi device by
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transmitting at 2.4 GHz: although both require external stimuli, the mode of injection
is different from the intended mode of operation.

Foo Kune et al. also conducted out-of-band attacks against webcams and Bluetooth
headsets that were up to 1 m away from an 80 mW source [94]. The authors transmitted
modulated signals over high-frequency carriers (in the hundreds of MHz) that make
use of unintentional antennas on the path between the microphone and the amplifier.
Non-linearities then demodulated the input signals and produced intelligible audio output.
This output overpowered legitimate conversations via the headset and fooled automated
dial-in services by emulating key presses via modulated Dual-Tone Multi-Frequency
(DTMF) signals. Music identification services also correctly identified the transmitted
song, despite it being modulated on a high-frequency carrier [94].

Kasmi and Lopes Esteves similarly targeted smartphone microphones, but with a goal
of triggering voice commands (e.g., “OK Google”, “Hey Siri”’) by emitting Amplitude
Modulation (AM) signals [153]. These signals get picked up by the user’s hands-free
headset, are then demodulated due to non-linearities, and finally get executed by the
software voice-processing service. It is interesting to note that, by default, “a long
hardware button press is required for launching the service” [153]. However, a Frequency
Modulation (FM) signal at the same frequency can also emulate this headphone button
press [153], allowing the attack to be fully carried out remotely.

The attack by Kasmi and Lopes Esteves used front-door coupling, as the “radiation
couples to equipment intended to communicate or interact with the external environ-
ment” [53]. This is because headphones can be used as FM antennas and can thus
not be effectively shielded. It should be noted that the field strength required was in
the order of 25 —30V/m, which is close to the limit for human safety, and an order
of magnitude higher than the required immunity level of 3V /m [153]. This illustrates
that high powers might still be required for reasonable attack distances: in a subsequent
work, the authors noted that their attack requires a power of 40 W for a distance of 2m,
and 200W for a distance of 4m [193].

Figure 3.2 shows an example of an electromagnetic out-of-band signal injection, which

summarizes the attacks against microphone sensors. It shows that the desired adversarial
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Figure 3.2: Basic operating principle of an electromagnetic out-of-band signal injection attack
against a microphone. Amplitude Modulation (AM) signals are transmitted using an antenna, and
are picked up (and attenuated) by headphone cables or Printed Circuit Board (PCB) traces. Non-
linearities in amplifiers coupled with low-pass filters remove the carrier wave and down-convert
the target signal. The demodulated signal can be used to break ultrasound protocols [262], fool
music services [94], or inject voice commands [153], despite the additional noise introduced.

waveform w(z) needs to be modulated over a high-frequency carrier c(¢), so that the signal
can be picked up with relatively low attenuation by the victim device’s wires. For example,
amplitude modulation with a modulation depth 0 < u < 1 can be used to couple to wired
headphones. Through low-pass filtering effects and non-linearities in the phone’s internal
amplifier, the target waveform is preserved at the output of the Digital Signal Processing
(DSP) chip. Although this process introduces noise, the demodulated signal can still be
distinguished by online music services [94], imitate voice-initiated commands which are
then executed by the phone [153], or break protocol guarantees [262]. Although the above
works targeted microphones, electromagnetic out-of-band signal injections are not sensor-
or device-specific. For example, subsequent sections discuss proof-of-concept EM-based
injections against temperature sensors [338, 386]. However, most attacks have primarily

used amplitude modulation, leading to a question that has yet not been addressed:

Open Question 1: What is the optimal modulation scheme for electromagnetic
out-of-band signal injection attacks? Can Frequency Modulation (FM), Phase
Modulation (PM), or other schemes replace Amplitude Modulation (AM)?

Magnetic emissions had remained largely-unexplored until Shoukry et al. used them to
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confuse an Anti-Lock Braking System (ABS) sensor [296]. This was done by exposing the
magnetic-based wheel speed sensors to an adversarial magnetic field at close proximity,
resulting in altered speed measurements, potentially veering cars off the road [296].
Although the work by Shoukry et al. is in-band and only operates at a short distance, it
inspired subsequent work in out-of-band attacks: Selvaraj et al. recently conducted the first
attacks on actuators (rather than sensors) through EM transmissions [286]. Specifically,
an unmodulated sawtooth waveform was chosen to cause a “sharp decrease, for a very
small amount of time” at the target servo [286]. Because the servo is controlled using
Pulse Width Modulation (PWM), a waveform of the same frequency (50Hz) results
in a one-way (clockwise) rotation.

This attack has a few limitations: changing the attacking frequency to 60 Hz causes
the servo to “change positions randomly” [286]. Moreover, relatively high powers are
required: a 10V (peak-to-peak) waveform is insufficient, so a S0 W amplifier and a 1-to-6
step-up transformer are necessary. Moreover, one of the servo wires is wrapped around
the toroid transferring the EM signal. Although “the same effect was observed when
a length of the wire was placed within a solenoid”, “producing an effect at a distance

requires the proper selection of a field directivity element” [286]:

Open Question 2: How can one control actuators in both directions, with higher
precision, and from a large distance?

Selvaraj et al. additionally proposed an analytical model of electromagnetic induction
attacks for sensors and actuators, with a focus on the magnetic rather than the electric
field [286]. To support their model, they further conducted experiments against General
Purpose Input/Output (GPIO) pins of microcontrollers in analog and digital modes.
They showed that 1.82W transmissions of unmodulated signals at frequencies between
0 — 1 GHz can result in a Direct Current (DC) offset, even when the microcontroller is at
a distance of up to 1 m from the source. This indicates that an adversary can successfully
inject signals over a wide range of frequencies, without having precisely determined
the resonance behavior of the system.

Selvaraj et al. [286] were only concerned with the average power received and not

time-dependent signals. This is in contrast to work on the demodulating effects of
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amplifiers (Section 3.3), which depends on inter-modulation products and harmonics.
Instead, Electrostatic Discharge (ESD) diodes were identified as the culprits for the
resulting DC offset, due to their clipping non-linearities. However, it is not clear whether
the same methodology can induce attacker-desired, time-varying waveforms through
modulated (in amplitude or otherwise) transmissions: in the language of Chapter 4,
Selvaraj et al. performed an existential injection which disturbs the Analog-to-Digital
Converter (ADC) readings, but not a selective injection of attacker-chosen waveforms,
unlike the earlier work of Foo Kune et al. [94].

As a final point of note, researchers have identified that coupling into the wiring
interconnects within Integrated Circuits (ICs) is possible [177]. However, this disturbance
“can be neglected up to several gigahertz”, since ICs are “usually smaller than a few

centimeters” [177]. This leads to another research question:

Open Question 3: Is it possible to conduct electromagnetic out-of-band signal
injection attacks into digital Integrated Circuits (ICs) which unify sensors, Analog-
to-Digital Converters (ADCs), and microcontrollers in one package?

Although this question has been answered in the affirmative for acoustic attacks (Sec-

tion 3.4), it remains open for electromagnetic ones.

3.3 Conducted Signals

A different class of out-of-band signal injection attacks requires an indirect physical
connection between the attacker and the victim, such as a shared power line. Unlike
their radiated counterparts of Section 3.2, these conducted attacks do not require that
signals be picked up by unintentional receiving antennas on the path between sensors
and microcontrollers. Instead, signals are propagated along conductors primarily on the
powering circuit, which can transfer through crosstalk or coupling to paths containing
non-linearities. Much like electromagnetic attacks, conducted out-of-band signal injection
attacks have also been primarily experimental in nature. Their methodology often follows
that of susceptibility literature, which predicts a device’s response to high-frequency

radio signals. Systems tested include microcontrollers, ADCs, and other embedded
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devices which contain Input/Output (I/O) and power pins. The goal of such research
is to quantify immunity to radiated and conducted EM disturbances, and is typically
concerned with the average power received by the embedded system, similar to the work
by Selvaraj et al. [286] summarized in Section 3.2.

To avoid legal and practical considerations related to electromagnetic transmissions,
the experimental approach often followed is known as Direct Power Injection (DPI).
It consists of injecting harmonic disturbances from a few kHz to a couple of GHz and
measuring the relationship between forward power and frequency. Multiple works have
shown that as the frequency of the input increases, immunity to DPI also increases [24, 25,
44,101, 156, 176].* In other words, higher frequencies generally require higher forward
power injections for the same level of susceptibility. This mirrors the findings of the
(remote) injections by Selvaraj et al. [286], discussed in Section 3.2.

A similar methodology can be applied to evaluate the demodulation characteristics of
amplifiers and transistors [100, 107, 250, 315], and therefore better predict the fidelity
with which attackers can inject target waveforms, both in the conducted and in the
radiated settings. This is done in Chapter 4 and Appendix A for six ADCs, with a focus
on how to exploit this demodulating effect for out-of-band signal injection attacks. It is
shown that ADCs of three different types from four manufacturers, and with different
resolutions and sampling frequencies can all demodulate AM waveforms. Moreover,
the fundamental frequency persists along with its harmonics and some high-frequency
components, even for carriers which are multiple times the ADCs’ sampling and cutoff
frequencies. As Appendix A shows, attacks can also be performed remotely, without
following DPI methodology: a 10dBm (10mW) transmission can be demodulated by
a receiver amplifier at small distances (5cm).

In their “Trick or Heat” work, Tu et al. [338] also conducted DPI experiments on
operational amplifiers, but with a view on how to exploit rectification effects for out-
of-band signal injection attacks on temperature sensors. They, too, determined that,
as the frequency increases, the magnitude of the Alternating Current (AC) voltage

decreases, while “EMI signals at specific frequencies induce a significant DC offset” [338].

4 The survey by Ramdani et al. [259] contains more information on RF immunity models.
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Moreover, for a given frequency of injection, power and the induced DC offset are
“locally proportional”, though the rate of change “gradually decreases as the power of
injected EMI signals grows” [338]. However, power and DC offset are not always
positively correlated, even for remote transmissions: for some frequencies, the induced
DC offset is negative [338].

Having characterized the behavior of individual amplifiers, Tu et al. turned their
attention to different types of thermal sensors, including Negative Temperature Coefficient
(NTC) thermistors, shielded and unshielded K-type thermocouples, and Resistance
Temperature Detectors (RTDs). With a 35dBm (3.2 W) electromagnetic source, Tu et al.
succeeded in changing the reported temperature of various devices by at least 0.5 °C [338].
The systems attacked included, among others, newborn incubators, soldering irons, and
3D printers, which were placed at distances of up to 6m.

In some experiments, a thick wall was present between the transmitting device and
an infant incubator under attack. It was shown that, even in this setup, an adversary can
increase the measured skin temperature by 3.4 °C or decrease it by 4.5°C [338], again
demonstrating the potentially fatal consequences of out-of-band attacks. Most of the
attacks by Tu et al. used unmodulated transmissions, and therefore only looked at the
relationship between frequency and DC offset, or the relationship between power and DC
offset. However, when investigated jointly, amplitude modulation was capable of causing
selective injections (Chapter 4). In other words, Tu et al. [338] spelled “HI” in the output
of the temperature sensor by appropriately modulating the amplitude of the transmission.

In a different strand of research, Lopes Esteves and Kasmi demonstrated how to inject
voice commands (“OK Google”) into a smartphone through conducted means [193].
Specifically, the attack exploited the fact that on the device’s circuit board, the phone’s
Universal Serial Bus (USB) charging port is physically close to the audio frontend, where
demodulation (envelope detection) can take place due to non-linearities [193]. As a result,
back-door coupling occurs, either due to “a re-radiation of the interference from the USB
circuitry bypassing the physical isolation by parasitic coupling (crosstalk) or the possible

sharing of the V.. and GND networks on the Printed Circuit Board (PCB)” [193].
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Open Question 4: What properties of the power circuit and related layout consid-
erations make systems vulnerable to conducted out-of-band signal injections?

The methodology used was inspired by experiments on the propagation of conducted
disturbances and on EM injections into power cables. Specifically, amplitude-modulated
signals were injected at various locations of the power network, i.e., at different plug
points on the same strip and on extension cords. The phone was charging on a computer
USB port or through a wall adapter. Experiments were repeated both with a magnetic
injection probe (directly coupling to cables), and a “custom coupler made with capacitors,
resistors and a high-frequency transformer” [193]. In all cases, it was determined that
the smartphone can demodulate (and execute) commands carried on the 200 — 250 MHz
range at distances of up to 10m, even with only a 0.5W source. Such conducted attacks
therefore significantly lower the power requirements and increase the injection distance
compared to the same authors’ remote EM attack on smartphones [153].

True Random Number Generators (TRNGs) which are based on Ring Oscillators
(ROs) are also vulnerable to conducted signal injection attacks: due to the dependency
of the RO frequency on voltage, a suitable signal can lead to frequency locking of the
oscillators [2, 207], removing the randomness in jitter differences. Markettos and Moore
first conducted the attack in practice in 2009 by directly injecting 24 MHz signals into the
power supply of two ring oscillators composed of discrete logic chips [200]. Moreover,
they succeeded in biasing TRNGs even in secure microcontrollers and smartcards: a
sinusoidal wave of 1V peak-to-peak (2.5mW) at 24.04 MHz was enough to cause a 5V
smartcard to fail statistical tests of randomness [200].

Time-varying signals are not always necessary: a constant (DC) power supply voltage
can also lead to locking of ring oscillators in an under-volted Field-Programmable Gate
Array (FPGA). This is because there is a “dependence of the frequency of one oscillator
on the current peaks caused by rising and falling edges of the second oscillator” [40].
Figure 3.3 illustrates what happens when two ring oscillators frequencies lock: during
normal operation (Figure 3.3a), the ring oscillator values “slide past each other, min-

imising the likelihood of two rings transitioning together” [200]. However, when a
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Figure 3.3: Example waveforms for two Ring Oscillators (ROs) with frequency locking (a) absent
or (b) present.

frequency- or voltage-based attack causes the ROs to lock (Figure 3.3b), their relationship
becomes predictable, biasing the TRNG.

It should be noted that although under- or over-volting the FPGA is usually considered
a fault attack, in this case the ring oscillators are still functioning properly, but the
entropy of the TRNG is reduced due to less jitter present [55, 201]. An interesting new
class of such remote under-voltage attacks on TRNGs has recently surfaced. Because
ring oscillators have the potential to increase the delay of FPGA elements by causing
voltage drops, they can also cause timing violations, thereby reducing the randomness of
TRNGs [197]. Such an attack does not require equipment for physical injections. Instead,
the adversary only needs co-located (but logically and physically isolated) circuits on the
same FPGA as the target TRNG. This setup reflects multi-tenant cloud designs [197],
and presents new challenges for the protection of shared FPGAs against software-only
attacks without physical access, such as those performed in Chapters 5 and 6.

Although the above attacks generally alter the power supply directly, the same outcome
can be achieved through EM emanations targeting the wires connecting the various stages
of the ring oscillators [33, 34, 50]. This requires micro-probes at very close proximity to
the ring oscillators (in the order of 100 um from the FPGA packaging), so as to localize
the effects of the injection [33, 34]. However, TRNGs are also vulnerable against EM
injections into power supply cables: Osuka et al. demonstrated that an injection probe

wrapped around the DC power supply cable of a TRNG can also bias its randomness [237].



44 3.4. Acoustic Emanations

Regulator i )D b o R

Filtering T b

Figure 3.4: True Random Number Generators (TRNGs) based on Ring Oscillators (ROs) are
vulnerable to frequency locking: electromagnetic and conducted signals into power supply cables
can bias the randomness. Are attacks through a shared mains power supply network possible?
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Although the design only used two ring oscillators composed of discrete logic chips,’
injections were successful even when the probe was placed at a distance of 40cm from
the ROs, with a power of only 25.2dBm (0.33W).

It is worth highlighting that although the conducted voice command injection attack
by Lopes Esteves and Kasmi was performed over shared power lines [193], all existing
attacks on TRNGs bypass AC-to-DC rectification and voltage regulation. This leads

to the following question for future research:

Open Question 5: Is it possible to bias True Random Number Generators (TRNGs) )

through conducted out-of-band signal injection attacks on the primary side of power
supplies (mains voltage), as shown in Figure 3.4?

3.4 Acoustic Emanations

Research into acoustic out-of-band signal injection attacks has primarily focused
on: (a) attacking electro-mechanical devices by causing vibrations at their resonant
frequencies; and (b) exploiting microphone non-linearities for inaudible voice commands.
Both types of vulnerabilities were briefly introduced in Section 2.1.3. In the former
category, Micro-Electro-Mechanical System (MEMS) gyroscopes and accelerometers
have been a popular target for acoustic resonance attacks.

Early research into the properties of MEMS gyroscopes had shown that high-power
acoustic noise at or near the resonant frequency can degrade the performance of the
sensor [58, 74, 75]. However, the security effects of intentional sound transmissions were

not explored until the 2015 “Rocking Drones” paper by Son et al. [301]. Initially, the effect

> Much like the original work by Markettos and Moore [200]. However, Bayon et al. [33, 34] targeted a
more realistic TRNG composed of 50 ROs.
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Figure 3.5: Different acoustic injection approaches against gyroscopes. For (a) Denial-
of-Service (DoS) attacks, a single-tone transmission at the gyroscope’s resonant frequency
suffices. This results in oscillating digital measurements of angular velocity, and can destabilize
equipment [301, 337]. To remove the negative components, one can either (b) decrease the
transmission amplitude in a Side-Swing attack [337], or (c) change the frequency of transmission
for a Switching attack [337]. The cumulative effects of these approaches are shown in Figure 3.6.

was a simple Denial-of-Service (DoS) attack on drones. It was caused by the transmission
of single-tone sound waves at the resonant frequency of drones’ gyroscopes, so there was
no control over their movements. The distance was also short, at 10cm using a speaker
producing a Sound Pressure Level (SPL) of up to 113dB at the target frequencies.

Proof-of-concept control was then first demonstrated in a Black Hat conference
presentation against gyroscopes in Virtual Reality (VR) headsets and self-balancing
vehicles [349]. Tu et al.’s “Injected and Delivered” paper later became the first academic
work to control gyroscopes in a much more fine-grained fashion [337]. This research
allowed control for long periods of time (up to the minute range) and at large distances
(up to 7.8 m with a maximum SPL of 135dB) [337].

Tu et al. noticed that single-tone frequencies (like the ones used by Son et al. [301])
result in an oscillating discrete (digitized) output, which destabilizes equipment. In other
words, a simple transmission at the resonant frequency is a type of DoS attack because the
angular velocity (as measured by the gyroscope) fluctuates between positive and negative
values (Figure 3.5a). However, it is possible to remove these negative components by
decreasing the transmission amplitude during the corresponding measurements. This is
called a Side-Swing attack, which “proportionally [amplifies] the induced output in the
target direction and attenuate[s] the output in the opposite direction” [337] (Figure 3.5b).

Instead of attenuating signals during half of the transmission period, one can also

control “the induced output by manipulating the phase of the digital signal with repetitive
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Figure 3.6: Effects of the three attacks of Figure 3.5. In a Denial-of-Service (DoS) attack, the
accumulating heading angle fluctuates, while it continues increasing for both attacks proposed by
Tu et al. [337]. In Switching attacks, the angle increases at twice the rate of Side-Swing attacks.

phase pacing” in a Switching attack [337] (Figure 3.5¢). As this is accomplished in
practice by changing the tonal frequency instead of attenuating the amplitude, a Switching
attack contributes twice as much to the overall change in direction as a Side-Swing attack.
This is shown by looking at the accumulating heading angle in Figure 3.6. It should
be noted that by accounting for drifts in the sampling rate of the ADC (which are
amplified during adversarial injections [337]), both attacks can control the gyroscopic
output for longer periods of time.

In response to the rising interest in acoustic vulnerabilities, Khazaaleh et al. [159]
created a mathematical model to explain the resonance response of gyroscopes. They
showed that “the misalignment between the sensing and driving axes of the gyroscope is
the main culprit behind the vulnerability of the gyroscope to ultrasonic attacks” [159].
More precisely, because “the sensing direction is not exactly orthogonal to the driving
direction, some of the energy gets coupled to the sensing direction” [159]. This causes a
false reading, which is typically corrected “by employing a demodulator in the readout
circuit” [159]. When the transmission frequency is slightly different from the sensing
frequency, the gyroscope generates ‘“measurable output”, whose frequency equals “the
difference between the driving frequency and the frequency of the acoustic signal” [159].

As shown experimentally, this model also explains why it is better to transmit near
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the resonant frequency rather than exactly at it [159]. It also suggests that low-pass
filters or differential measurements through additional proof masses are ineffective
countermeasures against acoustic out-of-band signal injection attacks [159].

Although Tu et al. succeeded in controlling gyroscopes in phones, scooters, stabilizers,
screwdrivers, and VR headsets among others, only DoS attacks were successful against
accelerometers [337]. According to Trippel et al., insecure amplifiers and Low-Pass
Filters (LPFs) prior to the accelerometer ADCs can demodulate both AM and PM
attacker injections [336]. These insecurities are the results of clipping non-linearities and
permissive filtering respectively, and allow for both biasing and control attacks.

Trippel et al. used accelerometers to spell words, naming their work “WALNUT” for
the output of the spoofed sensor measurements. They were also able to control off-the-
shelf devices, such as remote-controlled cars and Fitbit fitness tracking wristbands [336].
Although spoofing step counts might seem innocuous, companies often offer financial
rewards for health-related activity [336], so cheating devices (which do not yet exploit
out-of-band effects) are already being sold [299]. Most attacks by Trippel et al. [336]
were performed at distances of 10cm, with a speaker producing an SPL of 110dB. The
duration of control over the output of the MEMS sensors was often limited to 1 —2s (but
up to 30s) due to sampling rate drifts. Moreover, it was shown that the three axes do
not behave identically under acoustic injections. For example, there are some MEMS
devices for which only the x-axis responds to acoustic transmissions, while others are
vulnerable in all three axes, but at different resonant frequencies.

Although Trippel et al. [336] attacked a single sensor in one direction at a time,
Nashimoto et al.’s “Sensor CON-Fusion” investigated whether sensor fusion using a
Kalman Filter can improve the robustness of measurements [232]. It was shown that
“while sensor fusion introduces a certain degree of attack resilience, it remains susceptible”
to combined acoustic and electromagnetic injections [232]. Specifically, Nashimoto et
al. succeeded in simultaneously controlling the roll, pitch, and yaw (the three angular
axes in aircraft nomenclature) by fusing the outputs of an accelerometer, a gyroscope,
and magnetometer. However, in non-simulated environments, “there is an error in the

roll angle”, and “the resulting inclination does not last long” [232]. Although fusion is
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further explored in the context of defense mechanisms (Section 3.7), the above discussion

leads to the following research question:

Open Question 6: Is it possible to use acoustic injections to precisely control
Micro-Electro-Mechanical System (MEMS) gyroscope and accelerometer mea-
surements in all three directions simultaneously and/or for longer periods of time?

In a different strand of research, ten years after a video demonstrating that shouting
causes unusually high disk I/O latency [127], Shahrad et al. showed that acoustic trans-
missions can cause vibrations in Hard-Disk Drives (HDDs) [289]. These vibrations result
in read and write errors at distances up to 70cm with a sound level of 102.6dBA [289].
As a result, they can make systems unresponsive, or even crash them [289].

Although Shahrad et al. primarily focused on the effect of the angle of transmis-
sion [289], research conducted in parallel more precisely pinpointed the root cause of the
issue using Finite Element Analysis [42]. Specifically, it was shown that (audible) acoustic
waves “can displace a read/write head or disk platter outside of operational bounds,
inducing throughput loss”—even for displacements of only a few nanometers [42]. In
addition, in their “Blue Note” paper, Bolton et al. also used ultrasonic transmissions
to attack the shock sensors which are meant to protect HDDs during sudden drops by
“parking the read/write head” [42]: modern HDDs contain “piezo shock sensors or MEMS
capacitive accelerometers” to “detect sudden disturbances” [42], and can also be attacked
through ultrasound transmissions at their resonant frequencies. Through these malicious
acoustic attacks, SPL levels of up to 130dB cause HDDs at distances of 10cm to become
unresponsive, thus disabling laptops and video recorders [42].

Not all acoustic attacks transmit at resonant frequencies. By contrast, other research
targets microphone non-linearities to cause inaudible sound to be recorded. Early work on
acoustic attacks primarily focused on adversarial control of machine learning in speech
recognition systems [56, 340]. Such research did not take advantage of non-linearities
and was in-band, as the transmissions were audible (although indecipherable by people).
However, later investigations revolved around ensuring that the transmitted frequencies

are beyond the human-audible range (20kHz). This was first accomplished by Zhang
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Figure 3.7: High-level overview of ultrasonic attacks against microphones [272, 303, 376, 380].
A speaker transmits inaudible tones, but intermodulation products are created due to non-linearities
in the microphone and amplifier. A Low-Pass Filter (LPF) removes ultrasound frequencies, so the
Analog-to-Digital Converter (ADC) records only audible byproducts.

et al. in their “DolphinAttack™ paper, which exploited non-linearities in microphone
sensors [380], as shown in Figure 3.7.

The work by Zhang et al. showed how to transform (modulated) ultrasound trans-
missions into valid commands which were executed by speech recognition systems such
as Apple Siri, Google Now, Microsoft Cortana, and Amazon Alexa [380]. The same
authors later expanded their attack by testing different setups, and increasing the attack
distance from 1.7m to 19.8 m [376]. This was done by replacing the 125dB source with
an ultrasonic transmitter array and amplifier outputting 1.5 W to increase sound pressure.
Above this transmission power, the attack becomes audible due to non-linearities in the
transmission medium (air) and the source speakers [380].

Earlier, Roy et al. had also noted that non-linearities in speakers make it harder
for an adversary to increase the attack distance: “increasing the transmit power at the
speaker triggers non-linearities at the speaker’s own diaphragm and amplifier, resulting
in an audible [output]” [272]. Instead, multiple speakers in the form of an ultrasonic
array can be used to attack voice recognition systems including Amazon Alexa and
Google Now at distances of up to 7.6 m using a 6 W source [272]. The attack works by
partitioning the audio spectrum across the various speakers in a way that “reduces the
audible leakage from any given speaker” while minimizing the total leakage power [272].
This prevents any of the non-linearities (and the transmitted signal itself) from being

audible. It should be noted that if multiple non-cooperating ultrasonic sources are emitting
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simultaneously, intermodulation distortions can create audible byproducts [374], allowing
for the detection of potential attacks.

Parallel to the 2017 DolphinAttack paper [380], similar research was in progress at
Princeton [303]: Song and Mittal also succeeded in injecting inaudible voice commands
to an Amazon Echo and an Android phone. Although they accomplished relatively
long distances (3.54m with an input power of 23.7W), their work remains in poster
format. Moreover, prior to their inaudible voice commands work [272], Roy et al. also
used inaudible ultrasound transmissions to record audible sounds. Specifically, in their
“BackDoor” paper, they proposed a high-bandwidth covert channel that operates at up to
1.5m using a 2W source [271]. Although covert channels are not discussed extensively
in this chapter, the research by Roy et al. is included due to the methodology which
naturally led to their later work.

More concretely, instead of using amplitude modulation over a single frequency
like Zhang et al. [380], Roy et al. simultaneously played two ultrasound tones whose
shadows create audible sounds (only sensed by microphones) due to non-linearities [271].
They showed that amplitude modulation could not be used due to non-linearities in the
ultrasound transmitters themselves, which would result in audible signals. Instead, further
pre-computation was required to remove the “ringing effect”, where “the transmitted
sound becomes slightly audible even with FM modulation” [271]. These results point

towards the next open question [376]:

Open Question 7: How can non-linear acoustics in the transmission medium (air
and speakers) be avoided to further extend the range of inaudible attacks?

3.5 Optical and Thermal Manipulations

Although electromagnetic, conducted, and acoustic attacks form the majority of out-
of-band signal injections, there has been some research on optical attacks, as well as
temperature attacks which bias RO-based TRNGs. In the former category, adversaries
exploit permissive filtering and poor shielding in interfaces which only expect ambient

environmental conditions. Most papers so far have targeted sensors in an in-band fashion:
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out-of-scope research includes attacks on LiDARs [246, 294, 375], as well as visible-light
attacks on cameras in Unmanned Aerial Vehicles (UAVs) [71] and cars [246, 375].
Researchers had also hypothesized that excessive light injections would blind car
cameras and confuse auto-controls [245]. Indeed, limited success against cameras has
been achieved using ultraviolet (UV) and infrared (IR) lasers up to 2m away [246].
However, attacks were only possible in dark environments, and the results were not
reproducible with invisible lasers against other makes and models of cameras [375].
In a different strand of research, Park et al. showed that some medical infusion pumps
are not well-protected against adversarial optical injections [242]. Specifically, in order
to measure the flow rate of the medicine being administered, pumps are fitted with drip
measurement sensors. These sensors consist of an IR emitter and receiver facing each
other. When a drop passes through the sensor, the IR receiver temporarily senses less
light due to diffusion, allowing for the rate to be measured. However, because the sensor
is not well-enclosed, an adversary can shine an IR laser into the sensor, causing these
drops to be undetected, thereby saturating the sensor. By then un-blinding the sensor, the
attackers can also trick the firmware into detecting fake drops and bypassing alarms.
Adversaries can therefore selectively both over- and under-infuse a patient for an
extended period of time, and for a variety of normal flow volumes. However, this can only
be done with coarse-grained control over the real flow rate. Most of the experiments by
Park et al. were conducted at a distance of 10cm. Success was nevertheless reported up to
12m away using a 30mW IR laser pointer [242]. These results show that optical attacks
can reach meaningful distances, but are, of course, limited by line-of-sight considerations.
It should be noted that the attack by Park et al. should be considered to be out-of-band,
as the pump was not meant to receive external stimuli, in contrast to, for example, LiDARs,
which are supposed to interact with external objects. In other words, a LIDAR depends
on its surroundings to reflect its transmitted pulses and therefore infer the distance to
the interfering objects. On the other hand, the drip sensor and (part of) the intravenous
tube could be enclosed and shielded from the environment. This naturally leads to the
defense mechanisms proposed by Park et al. [242], which are discussed in Section 3.7,

and which beg the following question:
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Figure 3.8: Unconventional circuit layout to convert a Light-Emitting Diode (LED) into a
photodiode [194]. Pull-up and pull-down resistors can be internal to microcontroller input pins.

Open Question 8: Are there optical out-of-band attacks which exploit alternative
hardware imperfections besides poor filtering and shielding?

Under somewhat unrealistic assumptions, the answer to the above question might
be “yes”. In their typical mode of operation, Light-Emitting Diodes (LEDs) convert
current to light. However, they can also function in the reverse by producing current
when illuminated [214, 215]. In preliminary experiments, Loughry recently showed
that this behavior can be exploited for an optical covert channel [194]. The setup is
certainly unconventional: both LED pins are connected to microcontroller GPIO pins,
which are configured as inputs with (internal) pull-up and pull-down resistors, as shown
in Figure 3.8. According to Loughry, seven out of ten LEDs tested responded to laser
and light of different wavelengths, with some LEDs producing measurable current at
both ends (anode and cathode) [194]. Whether out-of-band signal injections or fault
attacks can exploit this effect has yet to be seen [194].

The final class of attacks exploits the dependence of ROs on temperature to reduce
the entropy of the TRNG. It is only mentioned here for completeness, as distance
requirements would dictate physical access to the device under attack. Early work
in the area showed that statistical randomness tests of RO-based TRNGs would fail
for certain FPGA temperatures [298]. More detailed experimentation conducted a few
years later using different heat-transfer methods (resistor heater, Peltier cooler, and
liquid nitrogen) then showed that “the hotter the temperature, the larger the bias” [304].
Martin et al. [201] also investigated the effect of temperature across multiple TRNG

designs based on Self-Timed Rings (STRs), which do not exhibit the frequency locking
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effects discussed earlier [66]. It was shown that the effects of higher temperatures on
the randomness of STR-based TRNGs were not significant due to a combination of a
decrease in frequency and an increase in jitter due to thermal noise [201].

Since devices were operating within their specifications, these biasing effects could
be considered out-of-band attacks that operate at limited distances. This is in contrast to,
for example, Martin et al.’s work which investigates the entropy of TRNGs in response
to ionizing radiation [202]. However, remote conducted attacks on TRNGs are possible
using local voltage drops [197]. Whether it is possible to reproduce these effects using

heating circuits (e.g., [3]) remains an open question:

Open Question 9: Can software-only thermal effects bias True Random Number
Generators (TRNGs) based on Ring Oscillators (ROs) in multi-tenant Field-
Programmable Gate Arrays (FPGAs)?

Overall, the efficacy of optical and thermal out-of-band injections has been limited,

due to the nature of vulnerable interfaces and proximity considerations respectively.

3.6 Taxonomy of Attacks

This section presents a taxonomy of out-of-band signal injection attacks, tracing their
evolution through time and topic, and identifying commonalities in their methodology
and sources of vulnerability. It first highlights thematic and evolutionary cross-influences
between the various works studied in this chapter (Figure 3.9), and then categorizes the
key hardware imperfections that make them possible (Table 3.2). Figure 3.9, specifically,
is a citation graph of out-of-band attacks and related work, where an edge X — Y indicates
that X is cited by (i.e., influences) Y. To reduce clutter, if a paper X is cited by both Y
and Z, and Y is cited by Z, then no arrow from X to Y is drawn.

Figure 3.9 reveals that cross-influences are not limited to attacks. Instead, there is
a general trend of earlier research observing the effects of non-adversarial interference,
with later work actively exploiting the same phenomenon for signal injection attacks. For
example, multiple works had identified the effects of electromagnetic interference on

medical devices [137, 146, 186, 285] (with more papers discussed in Section 3.2), but Foo
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Kune et al. [94] were the first to recognize the effect as a security concern rather than a
safety and reliability one. Similarly, Dean et al. commented on the effect of acoustic noise

on gyroscopes [74, 75], but Son et al. [301] later used the same effect to destabilize drones.

Observation 1: Out-of-band signal injection attacks identify the effect of noise
on systems and find novel ways to amplify it through hardware imperfections.

The graph further shows that out-of-band signal injection attack methodology has
both been motivated by and has itself spurred research exploiting more traditional avenues
of attack. For example, investigations into acoustic signal injection attacks [271, 272,
380] have been influenced by research on machine learning algorithms that respond
to commands which are audible but indecipherable by humans [56, 340]. In addition,
acoustic out-of-band attacks on MEMS sensors [301, 336] have both sparked and been
inspired by in-band optical attacks on UAVs [71]. Moreover, after the effects of acoustic
noise on the security of gyroscopes were first identified [301], subsequent work improved
the level of control over the output [337], and attacked additional types of MEMS

sensors [336] and electro-mechanical devices such as HDDs [42].

Observation 2: After an exploitable hardware imperfection has been identified,
determining its root cause opens up new avenues of attacks across different domains,
and with alternative methodologies.

Figure 3.9 further highlights a few key works which have played a central role in the
development of the field. The first set of such papers [34, 94, 200, 301, 380] was chosen
due to the high number of citations they have received overall (> 95) and from other
out-of-band attack research (> 5).% Specifically, the works by Markettos and Moore [200]
and by Bayon et al. [34] were chosen because they successfully biased TRNGs in
the conducted and EM settings respectively, going beyond earlier theoretical work on
oscillator locking [2, 207]. Their work led to the development of a new branch of attacks,
which has developed independently of other signal injections, as shown in Figure 3.9.

Foo Kune et al.’s work on adversarial electromagnetic interference [94] also features

prominently in Figure 3.9, having been cited by almost all out-of-band signal injection

®The citation counts are current as of 1 October 2019 according to Google Scholar.
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attacks that were published after it (with the exception of TRNG research). Foo Kune
et al. were the first to successfully exploit non-linearities and unintentional antennas
in remote electromagnetic injection attacks, which were non-adversarial in prior work
(e.g., [137, 146]), or only mentioned in passing [262].

With over 150 citations since 2017, the research by Zhang et al. [380] has been an
influential acoustic out-of-band attack against microphones. Unlike earlier work on covert
communication [271], and indecipherable-yet-audible commands [56, 340], Zhang et
al.’s “DolphinAttack™ exploited microphone non-linearities for inaudible injections.

Research on acoustic attacks is perhaps more mature against MEMS sensors, in great
part due to early work by Son et al., who first showed how to disrupt gyroscopes [301].
Moreover, Trippel et al.’s research has also significantly furthered the state-of-the-art
in acoustic injections by controlling the output of accelerometers for short periods of
time [336]. As a result, the work of Tu et al., which showed how to extend the duration of
control [337], is in the second set of articles highlighted in Figure 3.9. This set contains
recent studies whose novelty and potential has not yet received mainstream attention.’
For example, the techniques proposed by Tu et al. to overcome ADC sampling rate drifts
should be applicable to other methods of injection and against different types of targets.
The work by Bolton et al. [42] is in the same category, as it managed to bridge research
on HDD attacks (e.g., [289]) with attacks on MEMS sensors, and contained significant
insights into why resonance attacks against hard drives are possible.

The final work highlighted in Figure 3.9 is the in-band attack of Shoukry et al. against
an ABS sensor [296]. It has been included not just for its high citation count (more
than 130, of which 10 are out-of-band attacks), but because it is the first EM paper
to focus on the magnetic field rather than the electric field. As a result, it served as
inspiration to recent magnetic out-of-band attacks [232, 286], which will hopefully be
explored more in the future (Section 3.9).

Table 3.2 synthesizes the extensive out-of-band signal injection literature by presenting
the various attacks along with factors which contribute to them. It further notes the

maximum power used and distance achieved for an attack, including the level of control

"Trippel et al’s 2017 paper [336] lies between the two categories, already having over 70 citations, 12
of which are from other attack papers.
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Table 3.2: Out-of-band signal injection attack methods, vulnerabilities, and effects, along with
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attacks can @ disrupt, © bias, and @ control the output, or O remain partially-realized or
theoretical. A vulnerability either contributes (v) to the attack, or it does not (-).
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over the resulting signal. Effects range from theoretical attacks that are only partially
realized to practical attacks which disrupt, bias, or completely control the output. As
Table 3.2 indicates, information on the attack setup was often hard to find, sometimes
completely missing, and typically had to be identified by looking up the datasheets of
the signal generators, antennas, and amplifiers used. This lack of experimental details
is further discussed in the context of future research in Section 3.9.

Out-of-band signal injection attacks exploit five key aspects of vulnerability: reso-
nance; non-linearity; improper filtering; poor shielding; and insecure algorithms. All
attacks which do not target microphones and optical sensors depend on resonance of
some sort: this can be acoustic resonance of mechanical structures, electromagnetic
resonant frequencies of unintentional antennas, or the existence of locking frequencies
for ring oscillators. Other attacks depend on non-linearities of amplifiers, microphones,
and speakers to demodulate high-frequency signals. This is because resonant frequencies
are often much higher than those of desired injection waveforms.

In addition, many works identify improper filtering, particularly prior to ADCs and
amplifiers, as well as poor shielding, to be crucial factors contributing to out-of-band
attacks. Finally, in some cases, insecure sampling and processing algorithms exacerbate
the problem by making it easier for an adversary to trick the system under attack into
performing a dangerous action. These sources of vulnerability form the basis for many

of the proposed countermeasures, which are discussed in detail in Section 3.7.

3.7 Analysis of Countermeasures

Although the literature on out-of-band attacks is quite broad, research on defenses
has been more sparse. The works that have investigated countermeasures against out-of-
band signal injection attacks have noted that a combination of prevention and detection
techniques both in software and in hardware are necessary to improve security. The
proposed defense mechanisms have been divided into six categories: more resilient
hardware; improved sampling algorithms; sensor fusion and duplication; better filtering;
additional shielding; and anomaly detection of measurements and the environment. Each

category is discussed in detail below, with Table 3.3 summarizing the various proposals
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Table 3.3: Summary of evaluated (), proposed (%), and absent (—) countermeasures against
%) acoustic, ¥ conducted, T electromagnetic, and #— optical out-of-band signal injection attacks.
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per paper. As the table indicates, much of the discussion has been theoretical, with few

works evaluating countermeasures in practice.

Observation 3: The effectiveness of proposed countermeasures remains mostly
theoretical, as practical implementations are often limited in scope, with superficial
discussion of monetary and computational costs.

Robust Hardware: In response to resonance and non-linearity vulnerabilities, various
works have proposed preventive improvements in the hardware itself to make it more
robust and less susceptible to attacks. One of these improvements against electromagnetic
attacks reduces asymmetries in differential inputs to a system. By doing so, attacker
transmissions are received almost identically by the two unintentional receiving antennas
and are severely attenuated. For example, Markettos and Moore recommend reducing
the asymmetries in ring oscillators through “carefully balanced transistors”, or the use of
differential ones, which are “less affected by supply and substrate noise” [200]. Similarly,
Foo Kune et al. found that using differential rather than single-ended comparators
attenuated signals by up to 30dB [94]. Although signals could still be injected, the
power requirements to do so increased significantly, thereby raising the bar for attackers.
Another approach is to change the sensors themselves, rather than attempt to improve
the physical layout of a circuit. For example, both Shahrad et al. [289] and Bolton
et al. [42] note that replacing HDDs with Solid-State Drives (SSDs) thwarts acoustic
resonance attacks due to a lack of moving parts. In a similar vein, Zhang et al. noted
that the iPhone 6 Plus resisted their inaudible voice commands, since it is “designed to
suppress any acoustic signals whose frequencies are in the ultrasound range” [380].
Finally, better frontends with fewer non-linearities are less sensitive to EMI noise [116,
153] and sonic injections [336, 349, 380]. They therefore make injections harder for
adversaries, and are discussed in greater detail below, along with other general designs.
Better Sampling: Many papers have proposed improvements in sampling techniques to
make it difficult for an adversary to predict how a high-frequency signal will be converted
to a low-frequency one. In 2015, Shoukry et al. proposed an alternative method of sam-
pling active sensors called “PyCRA” (for Physical Challenge-Response Authentication)

to detect signal injection attacks [297]. Active sensors “perform some action to evoke
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Figure 3.10: High-level overview of the defense mechanism by Zhang and Rasmussen [386].
Oversampling by a factor of 2n and selectively turning sensors on and off allows detection of
electromagnetic out-of-band attacks: without knowing the secret sequence (1001 here for n = 4),
the adversary will cause inconsistent (A) or unexpected (B) non-zero samples.

and measure a physical response from some measurable entity”, and include, for instance,
magnetic encoders measuring angular velocity. Shoukry et al.’s proposal revolves around
physical challenges to prove the absence of adversarial transmissions. Specifically, when
the actuator is off (silenced), there should be no measured quantity unless an attack is
taking place. By only shutting down the actuator for a small period of time, PyCRA can
detect attackers without compromising the quality of sensor measurements and actuation
results. Adversaries cannot stop transmissions in time due to physical and computational
delay limits, allowing PyCRA to identify them [297]. It should be noted that Shin et
al. have suggested that PyCRA would require high computational overhead in practice,
both in terms of the minimum sampling rate needed to hit those physical limits, and
for the detectors themselves [295]. Moreover, PyCRA requires active sensors, so it
primarily protects against in-band attacks.

However, a similar proposal by Zhang and Rasmussen recently showed how to protect
both powered and non-powered passive sensors [386]. The key idea is to use a secret
bitstream to selectively turn off the sensor and observe whether the measured signal has
been altered by electromagnetic injections, as shown in Figure 3.10. More concretely, for
each sensor measurement, 2n ADC samples are taken, corresponding to an n-bit secret

sequence. Each secret bit is Manchester-encoded, so that a 0-bit is represented as the pair
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(0, 1), which turns the sensors off for one sample, and then powers them on (“biasing”)
for another sample. A 1-bit is similarly encoded as the pair (1,0), first powering the
sensor on, and then disabling it during the second sample.

When the sensor is turned off, all samples should be close to zero, within some noise-
and device-dependent tolerance. Moreover, for fast-enough sampling frequencies and
slow-enough sensor signals, the n samples when the sensor is on should be close to
each other. As a result, to inject a single measurement successfully, an attacker needs
to correctly predict the n secret bits, which only happens with probability 27" for a
randomly chosen bit sequence. By using a switch, non-powered passive sensors can
also be adapted to use this approach. Moreover, spikes in the frequency domain allow
Zhang and Rasmussen to detect attacker transmissions even for non-constant sensor
signals [386]. Overall, by oversampling for each sensor measurement, noise can be
distinguished from adversarial signals with probabilistic guarantees.

An alternative approach to prevent attackers from injecting their desired waveforms
into a system is to add randomness to the sampling process, especially for ADCs which
are only vulnerable for limited carrier frequencies [116]. The effect is essentially
one of “having an inaccurate ADC” [336], allowing a moving average to filter out
injected periodic signals. This is similar to sampling with a “dynamic sample rate”,
defeating the side-swing and switching attacks of Tu et al. [337], which were explained
in Section 3.4. Out-of-phase sampling has also been proposed as a band-stop filter
to reject frequencies near an accelerometer’s resonant frequency, thereby removing
attacker-injected DC offsets [336].

It should be noted that protecting against signal injection attacks into actuators has
not been studied as extensively in literature. However, Muniraj and Farhood recently
proposed a detection method based on a watermarking scheme that slightly alters the
actuation parameters [224], similar to the proposal of Zhang and Rasmussen [386]. Under
attack, the measured response of the system does not match the effect of the watermark,
allowing detection. The same paper also suggested pseudo-randomly changing the pulse
frequency of PWM signals, making an actuator attack harder to accomplish. Overall,

these methods only alter the shape of the waveform that an adversary can inject rather
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than solve the root cause of the vulnerability itself. They are therefore not sufficient
as countermeasures by themselves.
Sensor Fusion: A few works have suggested that using sensors of different types
(fusion) or multiple sensors of the same type (duplication) with different vulnerable
frequency ranges will make injections harder [42, 246, 295, 337, 349]. This is because an
adversary would need to mount multiple simultaneous attacks, which potentially interfere
destructively. However, in “Sensor CON-Fusion”, Nashimoto et al. [232] showed that a
fusion algorithm based on Kalman filters could be circumvented (Section 3.4). As a result,
better techniques are needed to protect against adversarial injections, instead of simply
faulty readings [148, 241]. Tharayil et al. proposed an improved such fusion algorithm,
which takes into account the mathematical relations between the underlying physical
quantities. This allows them to link measurements by a gyroscope and a magnetometer in
a way which can detect adversarial injections without any hardware modifications [327].
Other researchers have proposed that additional sensors be used to measure and
counteract attacker signals. These additional components cannot be identical to the
vulnerable sensors: as Khazaaleh et al. noted, many MEMS gyroscopes integrate a
second, “identical proof mass to perform differential measurements” and “eliminate
unwanted vibrations” [159]. However, they still remain vulnerable to ultrasonic attacks.
Instead, “an additional gyroscope [...] that responds only to the resonant frequency”
may be able to remove the resonance effect from the main gyroscope [301]. Similarly,
microphones might be able to detect (and potentially cancel) resonant frequencies to
protect MEMS gyroscopes [349] and HDDs [42]. This approach would be hard in practice,
at least for hard drives: the area to be protected would need to cover “the read/write head
[completely] as it moves across the disk”, and the sound wave to be generated would
likely be large, raising many concerns about its implementation [42].
Filtering: Most papers studied highlight the need for better filters to reduce the vulnerable
frequency range against conducted [116, 193, 200, 338], electromagnetic [94, 116, 237,
286, 338, 386], acoustic [336, 337], and optical [246] attacks. However, only Foo Kune
et al. [94] have performed systematic experiments studying the effects of filtering on the

efficacy of out-of-band signal injection attacks. To start with, Foo Kune et al. showed that
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adding a low-pass filter in their experiments against Bluetooth headsets allowed audio
signals to pass, but attenuated the injected electromagnetic signal by 40dB. Moreover,
they proposed an adaptive filtering mechanism which uses the measured signal and the
ambient EMI level to cancel the attacker-injected waveform. Using a Finite Impulse
Response (FIR) filter, the algorithm estimates this waveform, and allows quick recovery
of the original signal, after an onset period at the beginning of the attack. It should be
noted, however, that filters might not be effective against MEMS sensors: Khazaaleh et
al. noted that “false readings could not be attenuated by adding a 10 Hz low-pass filter”,
despite the resonant frequency being in the kHz range [159].

Shielding: Better separation from the environment also improves protection against
out-of-band signal injection attacks. For this reason, it has been recommended by most
authors investigating attacks on sensors other than microphones. This shielding may come
in the form of physical isolation [159, 242, 289, 301, 337], better acoustic dampening
materials [42, 336, 337, 349], or radio frequency shielding [94, 116, 153, 200, 237, 262,
286, 295, 338, 386]. For instance, Foo Kune et al. demonstrated a 40 dB attenuation of the
injected signal, even when the shielding had “large imperfections” [94]. These openings
(e.g., for wires to pass through) can result in “major degradations in the shielding” [324].
Indeed, Selvaraj et al. noted that “while a light sensor can function in a mesh-based
Faraday cage, magnetic shielding would prevent light from reaching the sensor” [286].
In addition, Bolton et al. showed that dampening foam “‘significantly reduced an HDD’s
susceptibility to write blocking”, but “did not attenuate lower frequency signals” [42].
Moreover, the foam led to an increased temperature of 10°C, which can also result in
disk failure. As a result, “it is often necessary to use a combination of shielding and
other protective measures” [324].

Anomaly Detection: Instead of trying to prevent signal injection attacks, some works
have proposed better software-level processing of sensor signals, primarily for anomaly
detection, with or without additional hardware. One such approach is to estimate the
ambient level of electromagnetic [94, 153, 338], optical [242] and acoustic [39, 42, 272,
289, 349, 376, 380] emissions. For example, Park et al. noted that saturation attacks can

be detected simply “by checking whether the light intensity exceeds the preset maximum
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level” [242]. Foo Kune et al. [94] further investigated the use of additional (intentional)
antennas or reference conductors to measure the levels of EMI radiation. This estimate
can then be used by their adaptive filtering algorithm [94], which was discussed above.

In a similar vein, Tu et al. recommended the addition of a superheterodyne AM
receiver to create a tunable EM detector [338]. This detector was shown to be useful in
estimating and compensating errors in the measurements. Other detection mechanisms
can operate with existing hardware: for example, Khazaaleh et al. noted that “sensing
fingers”, which are already used to measure displacement in the y-axis, can detect large
displacements caused by resonance [159].

The question of how systems should behave once an attack has been detected has
been largely side-stepped by many works. However, Bolton et al. introduced an algorithm
to augment the hard drive feedback controller and compensate for intentional acoustic
interference [42]. The addition of this attenuation controller reduces the position errors
of the read and write heads to within the accepted tolerance levels, and allows the HDD
to operate in the presence of an attack.

Another way of detecting attacks is to use machine learning classifiers [327]. How-
ever, such classifiers can be prone to false positives, and will miss precise waveform
injections. As a result, it is often necessary to look for artifacts that would not be present
during the normal operation of a sensor, such as harmonics and low- or high-frequency
components [39, 116, 272, 376, 380]. This might not always be as straightforward
as simply detecting energy at frequencies that are only present due to non-linearities:
for sophisticated attackers, defense mechanisms need to exploit the properties of the
legitimate signal itself. For example, Roy et al. showed that “voice signals exhibit well-
understood patterns of fundamental frequencies”, which are not present in attacks and
environmental noise. As a result, they can be used to detect acoustic commands generated
by ultrasound signals [272]. Similarly, the absolute refractory period is hard for an
attacker to spoof precisely via EM injections [94]. This period represents the time span
after a contraction during which the cardiac tissue will not contract again. As shown by

Foo Kune et al. [94], it can be used to distinguish between real and adversarial signals.
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Finally, more restrictive processing of sensor data can also help mitigate out-of-band
signal injection attacks. For example, safe defaults when the sensor output is deemed
as untrustworthy [94, 242] can reduce the effects of successful attacks on health- and
safety-critical actions taken by systems. Similarly, less permissive choices in the design
of voice interfaces can prevent non-targeted attacks from succeeding. As an example,
adding voice authentication and custom keywords can prevent command injections

into smartphones [116, 153, 193].

Observation 4: Until more resilient components replace vulnerable ones,
defense-in-depth is necessary to protect against signal injections. This can be
accomplished through better filtering and shielding to prevent attacks, and through
better sampling, fusion, and anomaly detection algorithms to identify them.

Other Defenses: Although the above countermeasures were specifically proposed to
protect against out-of-band signal injection attacks, general approaches from related
research areas (Section 3.8) are also applicable in this context. For example, before Foo
Kune et al. [94] proposed an adversarial EMI detector, Wan et al. [347, 348] introduced a
similar design to “increase the immunity of a microcontroller-based system in a complex
electromagnetic environment”. Moreover, to protect against LiDAR attacks, Shin et al.
proposed sensor fusion and redundancy, fail-safe defaults, better shielding (by reducing
the receiving angle), and randomized pinging directions and waveforms [294]. Similarly,
Davidson et al. proposed sensor fusion and an improved optical flow algorithm to protect
against optical in-band sensor spoofing [71]. Moreover, Blue et al. detected (audible)
command injections by identifying a frequency band which is produced by electronic
speakers but is absent in human speech [39]. In fact, detecting unique features of
the sensed property is a common defense mechanism for general sensor manipulation
attacks, such as those against Smart Grid power plants [149, 308], or unmanned aircraft
systems [224]. However, such approaches require a theoretical system model, and assume

an adversary who cannot inject data obeying this model.

Observation 5: Defense mechanisms for in-band attacks, excessive environ-
mental noise, and faulty sensors are often directly applicable to out-of-band signal
injection attacks and vice versa.
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In a different strand of research, Redouté and Richelli have proposed some guidelines
for improving immunity against EMI attacks [263, 264]. These recommendations could

be applied in the context of general out-of-band attacks:

1. Filter induced signals before the non-linear device. This suggestion is not limited
to amplifiers, but can be used in other setups, including power transistors [43]. It
has been shown to result in a reduction in EMI-induced offsets of up to 12.5%x [210,

263, 346], but may require bulky passive components, adding noise to the circuit.

2. Linearize the stage generating the DC shift, for example, by using amplifiers with

a wider common mode input range, resulting in better linear behavior [279].

3. Prevent the accumulation of DC shift, for instance by addressing the slew rate

asymmetry and parasitic capacitances [92, 209, 268].

4. Compensate and remove the induced offset, for example, through cross-connected

differential pairs [92].

As discussing all possible EMI-resistant amplifier designs is beyond the scope of this thesis
(and, by extension, this chapter), the interested reader should consult various comparative
works [209, 267, 342] as a starting point. Similarly, one should refer to advances in
gyroscopic technologies [22, 287, 288] which do not use MEMS constructions, or
reduce sensitivity to random vibrations: as Khazaaleh et al. noted [159], removing

the “misalignment between the sensing and driving axes” will make systems more secure.

Observation 6: Accurate and sensitive hardware that is robust to environmental
influences is a natural defense mechanism against out-of-band injections.

3.8 Additional Related Work

This section contextualizes out-of-band signal injection attacks by showing their
close connections to side-channel leakage and electromagnetic interference. For example,
using insights into the resonant frequencies of gyroscopes, Farshteindiker et al. showed
that websites could act as covert-channel receivers without requiring user interaction

or special permissions, even at very low sampling frequencies of 20Hz [91]. Block
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et al. improved the design by not requiring external equipment for the attack, instead
relying on the smartphone’s speaker and accelerometer [38]. Matyunin et al. then used
the same effect for cross-device tracking using ultrasonic transmissions at or near the
resonant frequencies of gyroscopes [205]. Moreover, Michalevsky et al. showed that
MEMS gyroscope measurements are sensitive to acoustic signals in their vicinity [208].
In other words, the same source of vulnerability which can be used to destabilize [301]
and control [336, 337, 349] gyroscopes and accelerometers can be used for covert-
channel communication [38, 91], tracking [205], and speaker identification [15, 16, 208].
Similarly, instead of using microphone non-linearities for command injections [272, 376,
380], Shen et al. [291] and Chen et al. [63] leveraged them to protect users’ privacy
by jamming nearby recording devices.

The countermeasures proposed in the works above mirror those of Section 3.7, and
include anti-aliasing filters, shielding, and sensor fusion.® For instance, shielding can
protect against optical [170, 195, 373], acoustic [26, 105, 106, 302] and EM side-channel
attacks [4, 255, 302]. Filtering such as ferrite choke rings around emanating cables can
also effectively reduce their compromising EM emanations [172, 219].

Suggestions to increase noise in side- and regular-channel acoustic [104—-106], op-
tical [170, 373], and EM [173] emissions parallel out-of-band defense mechanisms
based on reducing the sampling accuracy. For example, decreasing “the fidelity of
the input audio” can protect against inaudible voice injection attacks [56]. Similarly,
fonts which minimize emissions at high frequencies [173, 317, 318] exploit the human
eye sensitivity to “low spatial frequencies” [173]. As EM emanations of video display
units (“TEMPEST”) [171, 172, 343] mostly convey “the high-frequency part of the video
signal” [173], images are transformed in a way that is almost transparent to human viewers,
but prevents reconstruction from side-channel listeners. Researchers have likewise shown
that adding certain patterns to video frames [383] or flashing LED lights [388] can reduce
the fidelity of reconstructed images from camera recordings, while not influencing regular

viewers as much. Finally, anomaly detection resembles statistical and machine learning

8Shielding cannot be effectively used in devices with communication interfaces such as Wi-Fi cards.
Leakage in these mixed-signals devices can propagate further than leakage in pure digital devices [54].
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approaches to detect covert channels, and can draw inspiration from seemingly unrelated

disciplines, such as timing and storage network covert channels [352].

Observation 7: The sources of vulnerabilities for out-of-band signal injection
attacks are often the same as for covert- and side-channel attacks. The same
techniques can thus be reused for attacks and defenses across disciplines.

Other research has indicated that devices which are typically used as actuators can
effectively act as sensors. LEDs can function as photodiodes [194], while speakers [130]
and HDDs [174] can both be converted into microphones. Although all three attacks
have so-far required the assistance of malware, further research is required to identify

the implications for out-of-band signal injection attacks.

Observation 8:  Reuse of off-the-shelf equipment in unconventional setups
expands the surface for signal injection attacks exploiting hardware imperfections.

The lines between electromagnetic interference and out-of-band signal injection
attacks are also blurred. IEMI is often concerned with loss of functionality and wire
destruction [275], or the injection of faults into devices [135, 136, 277]. However, the
self-classification of attacks often depends on the research community with which an
author is aligned, rather than the end result of the injection. For example, the voice
command injection attacks of Kasmi and Lopes Esteves [153, 193] are categorized by
their authors as IEMI attacks, despite the relatively low power used and the lack of
upsets or destruction of equipment. Similarly, Osuka et al. considered their work to be
in the IEMI realm [237], even though they biased the randomness of a TRNG. This fact
also partially explains why research on out-of-band attacks against TRNGs has largely
ignored attacks against other targets and vice versa.

In general, this mismatch of expectations often results in unexplored avenues of
research, as can be seen, for example, in the IEMI attacks on UAVs of Lopes Esteves et
al. [192]: although there is a strong inverse correlation between the battery temperature
reading and the strength of the electric field, the authors do not further investigate how to
precisely control the sensor output. Moreover, as was explained in Section 3.7, research

into electromagnetic interference can provide insights into how to build more resilient
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hardware, even when the hardware is only tested against “unintentional parasitic signals
and does not take a malicious behavior of an attacker into account” [193]. In fact,
many IEMI countermeasures are also applicable to out-of-band signal injection attacks,
including physical security (e.g., keep-out zones), shielding, shortening of exposed cables,

and resonance reduction [256, 278].

Observation 9:  The proposed terminology based on the outcome rather than
the method of injection can help systematize attack and defense approaches, and
reveal previously unexplored connections.

3.9 Future Directions

Despite the extensive research on out-of-band signal injection attacks, there is no
common methodology to evaluate how susceptible systems are to them, except for the
framework of Chapter 4. This is in contrast to related disciplines, such as side-channel
analysis [164], direct power injection and near-field scan immunity [45], fault injection
attacks [378], and IEMI attacks [228]. Indeed, although many papers sweep through
frequencies to find the resonant ones [94, 336], some do not adopt this terminology [42,
289, 301], and do not specify how wide the frequency steps should be. This proves to be
particularly problematic, as some attack windows ““are as narrow as a few Hertz” [289].

Recently, Tu et al. [337] provided a more detailed methodology for acoustic injection
attacks, which starts with a profiling stage. During this phase, single-tone sounds are
transmitted, and are swept at an interval of 10Hz. The devices targeted remain stationary
during the profiling stage. Further increments of 1 Hz or smaller can be used near the
resonant frequencies to estimate the sampling frequency of the ADC, and account for its
drift. The next stage involves synchronizing to a frequency which is close to a multiple
of the ADC sampling rate. This step is followed by manipulating the attack parameters,
and adjusting them in response to drifts. Although this approach provides some common
ground for evaluation, several questions remain unanswered, especially when assessing
countermeasures to claim that a system is secure. These questions include: what the
frequency range itself should be; what the step should be for wide ranges; what modulation

method to use and with what parameters; and whether there are other factors that would
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need to be examined during experimentation. For instance, for electromagnetic attacks,
the incident angle of the EM field and the distance of attacks can have a profound impact

on their success, especially as they relate to generalizing from the near- to the far-field.

Observation 10: A precise experimental procedure which specifies sweep,
modulation, and other parameters is needed for out-of-band signal injection attacks.

The question of the maximum feasible attack distance has mostly been of theoretical
interest, with practical attacks often limited to a few centimeters. Even though EM attacks
should in theory have a longer range than acoustic and optical attacks, the converse
appears to be true in the experiments conducted by the works studied in this chapter
(Table 3.2). There is also a worrying trend of assuming that more power and more
expensive equipment easily translate to longer ranges. For example, Tu et al. [337]
claim that with more speakers, gyroscopes can be attacked from an 8x longer distance,
but as Roy et al. [272] showed, doing so is not a trivial engineering concern, if the
inaudibility of injections is to be maintained.

Similarly, although Foo Kune et al. [94] claim that a 20dB gain directional antenna
and a 1 W source can attack equipment at distances of up to 50m, these estimates seem
optimistic: according to Lopes Esteves and Kasmi [193], a 200 W source is required for
a distance of 4m for remote command injections [153]. What is more, high-powered
EM sources have the potential to cause faults in other equipment and be harmful to
human life. As a result, determining how to inject precise signals from a distance is
particularly challenging. These problems become even more pronounced for magnetic

attacks on actuators, which have been limited so far.

Observation 11: Dedicated facilities and test equipment for long-range
experimentation are needed.

Note that since many of the systems targeted are safety- and mission-critical, it is
reasonable to expect that, in the future, some devices may be required to undergo a
certification process. Indeed, a CERT alert warning of MEMS susceptibility to ultrasonic
resonance [70] highlights that out-of-band signal injection vulnerabilities are a concern

for governments and corporations alike. When the field matures, regulations will pave
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the way for an expanding industry around facilities and test equipment for EMC and
acoustic immunity against adversarial injections.

In the meantime, as currently published work often leaves experimental details under-
specified, reproducibility becomes a significant challenge: for instance, as discussed
in Section 3.6, details on the power used were often not readily available, but required
searching through datasheets. Moreover, the duration of attacks was also often not speci-
fied. Trippel et al. [336] reported that some of their attacks against accelerometers only
work for a couple of seconds before the attack fails. Sampling rate drifts thus necessitate
manual tuning, or more sophisticated attacking techniques, such as those proposed by Tu
et al. [337]. However, without details of the function generator specifications, it would
be hard to know whether some of the issues are caused by poor clock accuracy of the
generator. This problem is bound to become even more pronounced when using Software-
Defined Radio (SDR) and other low-end commodity hardware for attack weaponization.

Minor variations in the construction of devices can also have significant effects
on the sensors’ behaviors, and will potentially impact the reproducibility of attacks.
For instance, Dey et al. [78] showed that otherwise identical accelerometers can be
tracked due to slightly different performance characteristics. Overall, the absence of
experimental details, coupled with monetary costs and legal requirements associated
with using the electromagnetic spectrum, make security research into out-of-band signal

injection attacks a challenging space for new researchers to enter.

Observation 12: Reproducibility through common metrics that allow for
direct comparison of the effects of out-of-band signal injections in standardized
experimental setups are necessary to advance the state-of-the-art.

Besides the defense mechanisms of Section 3.7, to protect future devices from attack,
new security-sensitive products must take a fundamentally different approach to trusting
the outputs of sensors. In the words of Fu and Xu, there is a need to “shift from component-
centric security to system-centric tolerance of untrustworthy components” [98], perhaps
taking note of advances in fault-tolerant literature [77, 87, 88, 218, 243, 391]. Fu and
Xu also recommend that sensor outputs be “continuously checkable by software for

adversarial influence”, such as through hidden internal debugging information [98]. They
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further highlight the need for interdisciplinary teams and education [98]. Indeed, until new
hardware is deployed, many cross-disciplinary solutions will be required to prevent, detect,
and mitigate attacks. As out-of-band signal injection attacks become more powerful,

collaboration will be necessary to address the multifaceted research influences of the field.

Observation 13:  Interdisciplinary research quantifying the effectiveness of
countermeasures is needed to inform future hardware and software design choices.

3.10 Summary

People’s ever-increasing reliance on sensors and actuators highlights the need for a
comprehensive look into electromagnetic (Section 3.2), conducted (Section 3.3), acoustic
(Section 3.4), and optical (Section 3.5) out-of-band signal injection attacks. These attacks
cause a mismatch between a physical property being measured by a sensor or acted
upon by an actuator and its digitized version, and can control or disrupt drones, hard
drives, and medical devices, with potentially fatal consequences on human life. In light
of the importance of such attacks, this chapter took the first step towards unifying the
diverse and expanding research, first through common terminology (Section 3.1), and
then through a taxonomy of attacks (Section 3.6) and defenses (Section 3.7). This
chapter further revealed inter-disciplinary influences between seemingly disparate topics
(Section 3.8), and also made several observations that can inform future research in the
area (Section 3.9). Overall, better experimental and reporting procedures are necessary
for direct comparisons of the effects of attack and defense mechanisms. Chapter 4 takes
a first step in that direction by introducing a framework for evaluating security in the

presence of out-of-band signal injection attacks.
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All models are wrong, but some are useful.

— George Edward Pelham Box
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As explained in the previous chapters, out-of-band signal injection attacks can
remotely induce waveforms into the outputs of sensors. As a result, embedded devices are
tricked into acting upon values which do not correspond to the true sensor measurements,
potentially breaking security guarantees. To address the lack of a unifying framework

for evaluating the effects of such adversarial transmissions, this chapter:

1. Proposes a system model which abstracts away from engineering concerns associ-
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ated with remote transmissions, such as antenna design (Section 4.1).

2. Defines security in the context of out-of-band signal injection attacks. These
definitions address effects ranging from mere disruptions of the sensor readings, to

precise waveform injections of attacker-chosen values (Section 4.2).

3. Introduces an algorithm to calculate the security level of a system under the
proposed definitions. This algorithm is demonstrated in practice by injecting

“OK Google” commands into a smartphone (Section 4.3).

4. Investigates the extent to which commercial Analog-to-Digital Converters (ADCs)
are vulnerable to malicious signal injection attacks by testing their demodulation

characteristics (Section 4.4).

5. Discusses how the security framework (model and definitions) can be used to

inform circuit design choices and interpret defense mechanisms (Section 4.5).

In summary (Section 4.6), this chapter highlights the importance of testing systems
against out-of-band signal injection attacks, and proposes a methodology to evaluate

the security of real devices.

4.1 System and Adversary Model

Out-of-band signal injection attacks pose new challenges from a threat-modeling
perspective, since physical limitations preclude adversaries from arbitrarily and precisely
changing sensor measurements. To create a threat model and define security in its context,
it is therefore necessary to abstract away from specific circuit designs and engineering
restrictions, while also acknowledging the properties of remote transmissions. This can
be done by reducing the behavior of an embedded system to two transfer functions.
As Section 4.1.1 explains, the first transfer function describes circuit-specific behavior,
including how adversarial signals enter the circuit. For instance, for Printed Circuit
Boards (PCBs), traces acting as antennas aid electromagnetic attacks (Chapters 2 and 3).
The second transfer function described in Section 4.1.1 is ADC-specific. It dictates

how the signals which have made it into the circuit are digitized. Section 4.1.2 then
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Figure 4.1: System model for out-of-band signal injection attacks: an adversarial signal v(z)
enters the circuit and is transformed via a transfer function Hc. It is digitized along with the sensor
signal s(¢) and the noise n(¢) through a transfer function H4, which is specific to the device’s
Analog-to-Digital Converter (ADC). In successful attacks, the digitized signal will contain the
demodulated version w(t) of the attacker signal v(¢) = M(w(t)), where M is the modulation
function (e.g., amplitude modulation over a high-frequency carrier).

highlights some sources of measurement errors even in the absence of an adversary, while

Section 4.1.3 details the attacker capabilities and limitations.

4.1.1 Circuit Abstraction

ADC:s are central to the digitization process of converting signals from the analog
realm to the digital domain, and the high-level circuit block diagram of Figure 4.1 reflects
that. In the absence of an adversary, the ADC digitizes the sensor signal s(¢) along with
environmental noise n(t), and transfers the digital bits to a microcontroller. The ADC is
modeled in two parts: an “ideal” ADC which simply digitizes the signal, and a transfer
function H4. This transfer function describes the internal behavior of the ADC, which
includes effects such as filtering and amplification. The digitized version of the signal
§¢(t) depends on both this transfer function, and the sampling frequency f of the ADC.
An adversarial signal can enter the system (e.g., through the wires connecting the sensor
to the ADC) and add to the sensor signal and the noise. This process can be described by
a second, circuit-specific transfer function Hc, which transforms the adversarial signal
v(t) into 7(¢). Note that components such as external filters and amplifiers in the signal
path between the point of injection and the ADC can be included in either H4 or Hc.
They are included in H4 when they also affect the sensor signal s(¢), but in Hc when they

are specific to the coupling effect. Hc and H4 are discussed in detail below.
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Circuit Transfer Function Hc: A transfer function H¢ captures the response of the
circuit to external signals. It is sensitive to passive and active components on the path to
the ADC, as well as their “circuit topology and placement area” [190]. Although it is hard
to mathematically model and predict the behavior of circuits in response to different signal
transmissions without empirical frequency sweeps, H¢ presents a useful abstraction: it
effectively separates the behavior of the ADC (which need only be determined once, for
instance by the manufacturer) from circuit layout and transmission details.

As explained in Chapters 2 and 3, adversarial signals must typically be transmitted at
high frequencies, e.g., due to the inverse relationship between the length of the wire and
its resonant frequencies for electromagnetic attacks. In other words, the low-frequency
waveform w(t) that the adversary wants to inject into the output of the ADC §¢(f) may
need to be modulated over a high-frequency carrier using a modulation function M. The
modulated version of the signal is denoted by v(¢) = M(w(t)). Moreover, H¢ can account
for distance factors between the adversary and the circuit under test: due to the Friis
transmission formula (Equation (2.2)), as distance doubles, transmission power needs
to quadruple. This effect can be captured by increasing the attenuation of Hc by 6dB,
while defense mechanisms such as shielding can be addressed similarly. This approach
therefore side-steps engineering issues of remote transmissions, and reduces the number
of parameters used in the security definitions of Section 4.2.

ADC Transfer Function H,: As explained in Chapter 2, ADCs contain components
which may cause a mismatch between the “true” value at the ADC input and the digitized
output. These components include Electrostatic Discharge (ESD) protection diodes
and internal amplifiers, which can unintentionally cause Direct Current (DC) shifts.
Although the sample-and-hold mechanism should attenuate high-frequency signals, its
cutoff frequency is often multiple times the ADC sampling rate (Appendix A). These
ADC-specific transformations, modeled through H4, unintentionally demodulate high-
frequency signals which are not attenuated by Hc. They are explored in more detail

in Section 4.4 and Appendix A.
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Figure 4.2: Noise probability distribution p(x). The shaded area represents the probability
€ = N(x) =Pr[|n(?)| < x].

4.1.2 Common Sampling Errors

The digitization process through ADCs entails quantization and noise errors. These
sampling errors can be described by a function E(¢), which is defined in Equation (4.1).
As the equation shows, errors depend on the sensor input into the ADC s(z), the sampling
rate f, the discrete output of the ADC §/(¢) as well as the conversion delay 7, which

represents the time the ADC takes to complete the digitization:

(1) = {|§f(t +7)— s(t)| if a conversion starts at ¢ @.1)

0 otherwise
The first source of errors describes the inherent loss of accuracy in the sampling
process: an ADC with a resolution of N bits can only represent 2V different values. As
a result, the true sensor analog value s and the digitized value § differ. The maximum

value Q of this quantization error is:
> |s— 35| (4.2)

The second source of error comes from environmental noise, which may affect
measurements. This noise, denoted by n(t), is assumed to be white, i.e., it is independent
of the signal being measured, and comes from a zero-mean distribution.” The security
definitions of Section 4.2 require an estimate of the level of noise in the system, so some
relevant notation is introduced here. Assume that n(z) follows a Probability Distribution

Function (PDF) p(x), and define N(x) as the probability that the noise is between —x

Noise is typically assumed to follow a Gaussian (normal) distribution, but this assumption is not
necessary in the definitions that follow.
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and x, as shown in Figure 4.2, i.e.,
X
N(x) =Pr[|n(z)| < x] :/ p(u)du 4.3)
-X
The inverse of this function can be defined as follows for 0 < e < 1:

N7 (e) =inf{x > 0: N(x) = €} (4.4)

As shown in Figure 4.2, N~!(¢) represents the smallest x > 0 such that the probability
that the noise magnitude falls within [—x, x] is €. This function is well-defined, and

because N(x) is an increasing function, so is N~!(¢).

4.1.3 Adversarial Capabilities

The proposed threat model and definitions can capture a range of attacker goals,
from attackers who merely want to disrupt sensor outputs, to those who wish to inject
precise waveforms into a system. These notions are defined mathematically in Section 4.2,
but this section describes the attacker capabilities based on Figure 4.1: in the model,
the adversary can only alter the transmitted adversarial signal v(¢), but cannot directly
influence the sensor signal s(¢), the (residual) noise n(¢), or the transfer functions H4 and
Hc. The adversary knows Hyu, Hc, and the distribution of the noise n(z), although the
true sensor signal s(¢) might be hidden from the adversary (see Section 4.2.2). The only
constraint placed on the adversarial signal is that the attacker is limited to transmissions
of signals v(z) whose peak voltage level is bounded by some constant Vlﬁ‘lgv. In other
words, |v(t)| < VAZ for all . This adversary is called a V/d"-bound adversary, and all
security definitions are against such bounded adversaries.

The model restricts voltage rather than power or distance, as doing so allows adver-
saries who have access to high-end physical equipment, such as powerful amplifiers and
highly-directional antennas. It also reduces the number of parameters used in the security
definitions of Section 4.2, since distance and power effects can be compensated directly

through V;‘I?V, or indirectly through H¢, as discussed in Section 4.1.1.
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4.2 Security Definitions

Using the model of Figure 4.1, this section defines security in the presence of out-
of-band signal injection attacks. The Vﬁlgv-bound adversary is only constrained by the
voltage budget and is allowed to transmit any waveform v(¢), provided that |v(z)| < V;,“I? v
for all . Whether the adversary succeeds in injecting the target waveform w(t) into the
output of the system depends on the transfer functions Hc and H4. For a given system

described by H4 and Hc, there are three types of attacks an adversary can perform:!°

1. The adversary can disturb the sensor readings, but cannot precisely control the
measurement outputs. This attack is called an existential injection, while the lack

of existential injections can be considered universal security.

2. The adversary can inject a target waveform w(¢) into the ADC output with high
fidelity, performing a selective injection. If attacks cannot succeed, the system is

selectively secure against w(r).

3. The adversary can universally inject any waveform w(z). If there is any non-trivial

waveform for which injections fail, the system is existentially secure.

This section sets out to precisely define the above security notions by accounting
for noise and quantization errors (Equation (4.2)). The definitions provided capture the
intuition that systems are secure when there are no adversarial transmissions, and are
“monotonic” in voltage, i.e., systems are more vulnerable against adversaries with access
to higher-powered transmitters. The definitions are also monotonic in noise: in other
words, in environments with low noise, even a small disturbance of the output is sufficient
to break the security of a system. Section 4.2.1 evaluates whether an adversary can disturb
the ADC output away from its correct value sufficiently. Section 4.2.2 then formalizes
the notion of selective security against target waveforms w(z). Finally, Section 4.2.3
introduces universal injections by defining what a non-trivial waveform is. The three
types of signal injection attacks, the corresponding security properties, and the ensuing

ADC errors (injected waveforms) are summarized in Table 4.1.

10 The terminology chosen was inspired by attacks against signature schemes, where how broken a
system is depends on the types of messages an attacker can forge [123].



82 4.2. Security Definitions

Security  Injection ADC Error E(t)

Universal  Existential Bounded away from 0
Selective  Selective Target waveform w(t)
Existential Universal  Every non-trivial w(z)

Table 4.1: Correspondence between security properties of a sensor system, adversarial injection
attacks, and the resulting Analog-to-Digital Converter (ADC) waveform errors (signals).

4.2.1 Existential Injection and Universal Security

The most primitive signal injection attack is a simple disruption of the sensor readings.
There are two axes in which this notion can be evaluated: adversarial voltage and
probability of success (success is probabilistic, as noise is a random variable). For a
fixed probability of success, the goal is to determine the smallest voltage level for which
an attack is successful. For a fixed voltage level, the goal is to find the probability of a
successful attack. Alternatively, if both voltage and probability of success are fixed, the
goal is to determine if a system is secure against disruptive signal injection attacks.

The definition for universal security is a formalization of the above intuition, calling a
system secure when, even in the presence of injections (bounded by adversarial voltage),
the true analog sensor value and the ADC digital output do not deviate by more than the

quantization error and the noise, with sufficiently high probability. Mathematically:

Definition 2 (Universal Security, Existential Injection) For 0 < € < 1, and VIQ“,?V >0,

a system is called universally (e, V;‘I?V -secure if

e+1
<
2

4.5)

Pr[Es(t)zQ+N—‘(E;1)

for every adversarial waveform v(t), with |v(t)| < Vlﬁ‘[‘(lv forallt. Q is the quantization
error of the system, N\ is the noise distribution inverse defined in Equation (4.4), and
E; is the sampling error as defined by Equation (4.1). The probability is taken over the
duration of the attack, i.e., at each sampling point within the interval tgar <t < tong. A
successful attack is an existential injection, and the system is simply called universally

Adv ;oo 1
e-secure, when V52" is implied.
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The first property of this definition is that, in the absence of injections, the system is

universally e-secure for all 0 < € < 1. Indeed, let x = N~ (%1) , so that Pr[|n(?)| < x] =

%. Then, in the absence of injections,

e+1 1l-€ €+1
= <
2 2 2

Pr [Es(t) >0+N"! (%) ] =Pr[|n(r)| > x]=1-

which holds for all 0 < € < 1, as desired. This proof is precisely the reason for requiring a
noise level and probability of at least 50% in the definition: the proof no longer works
if (e +1)/2 is replaced by just €. In other words, mere noise would be classified as
an attack by the modified definition.

Voltage: The second property is that a higher adversarial voltage budget can only make
a system more vulnerable. Indeed, if a system is universally (e, V})-secure, then it is
universally (¢, V»)-secure for V, < V;. For this, it suffices to prove the contrapositive,
i.e., that if a system is not universally (e, V;)-secure, then it is not universally (¢, V})-
secure. For the proof, let v(f) be an adversarial waveform with |v(7)| < V; such that
Equation (4.5) does not hold, which exists by the assumption that the system is not
universally (e, V5)-secure. Then, by the transitive property, |v(¢)| < Vi, making v(z) a
valid counterexample for universal (e, V})-security.

Probability: The third property is probability monotonicity, which shows the existence
of a “critical threshold” for €, above which a system is universally secure (for fixed VI‘,“I?V),
and below which a system is not universally secure. Indeed, for fixed V;:‘I?V, if a system is
universally (e, VI‘,“dV)—secure, then it is universally (€ + 9, Vlﬁ‘lgv)—secure for0<d<1-—¢, as

K

e+l e€e+d+1
<

Pr <Pr < <
2 2

Es(t)2Q+N_1(e+z+1)

Es(t)2Q+N‘1(€J2rl)

because N~! is increasing. The contrapositive is, of course, also true: if a system is not
universally secure for a given e, it is also not universally secure for e —¢ with 0 < ¢ < €.
Thresholds: For a given security level €, then, there is a maximum (if any) V;,“I?V such

. . Ad o . . Ad
that a system is universally (€, V,¢")-secure, or conversely a minimum (if any) V52" such

that a system is not universally (e, V}?]?V)—secure. This is the critical universal voltage

level V. for the given €. Moreover, for any VI‘;‘I?V, there is a unique critical universal

security threshold ¢, such that the system is universally (e, V;‘I?V)—secure fore. <e<1



84 4.2. Security Definitions

VAdv

and not universally (e, V¢

)-secure for 0 < € < €.. By convention, €, = 0 if the system is
secure for all €, and €. = 1 if there is no € for which the system is secure. This critical
threshold indicates the security level of a system: the lower e, is, the better a system

is protected against signal injection attacks.

4.2.2 Selective Injection and Selective Security

The second definition captures the notion of security against specific target waveforms
w(t): its goal is to find the probability that a Vlg“lgv—bound adversary can make w(¢) appear
in the output of the ADC. Conversely, to define security in this context, the digitized
signal §¢(¢) must differ from the waveform s(r) + w(t) with high probability, even if plenty
of noise is allowed. There are two crucial points to notice about the waveform w(z).
First, w(?) is not the raw signal v(¢) the adversary is transmitting, as this signal undergoes
two transformations via Hc and H4. Instead, w(t) is the signal that the adversary wants
the ADC to think that it is seeing, and is usually a demodulated version of v(¢) (see
Figure 4.1). Second, w(t) does not necessarily cancel out or overpower s(), because that
would require predictive modeling of the sensor signal s(¢). However, if the adversary
can predict s(¢) (e.g., by monitoring the output of the ADC, or by using identical sensors),
one can then ask about security against the waveform w’(¢) = w(t) — s(¢) instead. Given

this intuition, selective security is defined as follows:

Definition 3 (Selective Security, Selective Injection) For 0 < € < 1, and V;,“I?V >0, a

system is called selectively (e, w(t), V;ﬁ‘]?v)-secure if

2—€
>
2

(4.6)

Pr|E,p(t) > Q+ N ((1 _6)”)

2

for every adversarial waveform v(t), with |v(t)| < V;‘I?V for all t, where the probability is
taken over the duration of the attack. Q is the quantization error of the system, N~' is the
noise distribution inverse defined in Equation (4.4), and Eg.,,,(t) = |§ rt+1)—s(t) - w(t)|
during sampling periods, and 0 otherwise. A successful attack is a selective injection,

and a system is called selectively e-secure, when Vlﬁ‘l‘(iv and w(t) are clear from context.
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This definition is monotonic in voltage and the probability of success, allowing one
to talk about “the” probability of success for a given waveform:
Voltage: A similar argument as for existential injections shows that increasing V;,“I?V
can only make a secure system insecure, but not vice versa, i.e., that if a system is
selectively (e, w(r), V})-secure, then it is selectively (e, w(z), V»)-secure for V> < V). The
critical selective voltage level V" for a given € and w(#) is thus well-defined.
Probability: If a system is selectively e-secure (against a target waveform and voltage

budget), then it is selectively (€ + d)-secure for 0 < § < 1 — ¢, because

1—(e+6)+1

P="Pr [Eww(t) >0 +N7! (%)
l—e+1\] _ 2-€_2-(e+6
- by E‘HW(t)ZQ_i_N—l( §+ ) 262 (§+ )

If the system is not selectively e-secure, then it is not selectively (€ — d)-secure.

For a target w(t) and fixed V;‘I?V, then, there is a waveform-specific critical selective
security threshold € such that the system is vulnerable for all € with 0 < €" < € and
secure for all € with € < € < 1. By convention, € = 0 if there is no € for which the
system is vulnerable, and € = 1 if there is no € for which the system is secure.
Threshold Relationship: For a given adversarial waveform v(¢), the critical universal

threshold of a system e, is related to the critical selective threshold € against the zero

waveform w(r) = 0 through the equation:

d=1-e 4.7)

Indeed, if a system is not universally e-secure, then P = Pr [Es(t) >Q+N! (%1) ] >

St so # = &L < P=Pr|Eno(t) > Q+N™! (%)], making the system

selectively (1 — €)-secure for the zero waveform, and vice versa.

4.2.3 Universal Injection and Existential Security

The final notion of security is a weak one, which requires that the adversary cannot
inject at least one “representable” waveform into the system, i.e., one which is within

the ADC limits. This can be expressed more precisely as follows:



86 4.2. Security Definitions

Definition 4 (Representable Waveform) A waveform w(t) is called representable if it
is within the ADC voltage levels, and has a maximum frequency component bounded by

the Nyquist frequency of the ADC. Mathematically, V,yin < w(t) < Vipar and frpax < f5/2.

Using this, one can define security against at least one representable waveform:

Definition 5 (Existential Security, Universal Injection) For 0 < € < 1, and VI‘,“I?V >0,
a system is called existentially (e, V;‘I?V)-secure if there exists a representable waveform
w(t) for which the system is selectively (e, w(t), V;,“I?V)—secure. A system is called existen-

tially e-secure when V;‘I?V is clear from context. If there is no such w(t), the adversary

can perform any universal injection.

As above, voltage and probability are monotonic in the opposite direction.

Voltage: If a system is existentially (¢, V})-secure, then it is (€, V;)-secure for V, < V. By
assumption, there is a representable w(z) such that the system is selectively (e, w(z), V})-
secure. By the previous section, this system is (&, w(z), V»)-secure, concluding the proof.
Probability: If a system is existentially (e, V)-secure, then it is (&, V)-secure for €| < 6.
By assumption, there is a representable w(z) such that the system is selectively (e, w(z),V)-
secure. By the previous section, the system is also (e, w(t), V)-secure, as desired.
Thresholds: Extending the definitions of the previous sections, for fixed e, there is a
critical existential voltage level V¢¥5" below which a system is existentially e-secure,
and above which the system is existentially e-insecure. Similarly, for a fixed adversarial
voltage, one can define the critical existential security threshold €**’, above which
the system is existentially secure, and below which the system is insecure.

Designers can adjust the definitions to further restrict target waveforms and existential
security counterexamples. For instance, they may wish to check whether an adversary can
inject all waveforms which are sufficiently bounded away from 0, periodic waveforms, or
waveforms of a specific frequency. The proofs for voltage and probability monotonicity
still hold, allowing one to talk about universal security against S-representable waveforms:

waveforms which are representable and also in a set S.
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Injection Resulting Signal Crit. Thres.
Existential w(¢) #0 > (0.892
Selective  w(z) = 8N /fm?) 0.747
Selective  w(t) = sin(27x fy,,t) 0.562
Universal  “OK Google” commands <0.562

Table 4.2: The adversary can easily disturb the smartphone output (existential injection), and
inject human speech (universal injection). Selective injections of sines are less precise than
exponentials of the same frequency.

4.3 Security Evaluation of a Smartphone Microphone

This section illustrates how the security definitions can be used to determine the secu-
rity level of a commercial off-the-shelf embedded device. Section 4.3.1 first introduces an
algorithm to calculate the critical selective security threshold € against a target waveform
w(t). Section 4.3.2 then applies the algorithm to measurements taken from a smartphone
microphone. Finally, Section 4.3.3 comments on universal security by showing that the
smartphone is vulnerable to complex “OK Google” command injections. The results
of the experiments performed in this section are summarized in Table 4.2. Appendix A

contains additional experiments for further characterization of the smartphone’s ADC.

4.3.1 Algorithm for Selective Security Thresholds

This section introduces an algorithm to calculate the critical selective security thresh-
old € of a system against a target waveform w(z), using a transmitted signal v(¢). The
first step in the algorithm (summarized in pseudocode as Algorithm 1) is to determine the
noise distribution. To that end, N measurements of the system output §(¢) are collected
during the injection, and one of them is designated as the reference signal. 1 <k < N—-2
of them are then chosen to calculate the noise (estimation signals), while the remaining
measurements are used to verify the calculations (validation signals).

The algorithm first removes any DC offset and re-scales the measurements so that
the Root-Mean-Square (RMS) voltages of the signals are the same. The repeated
measurements are then phase-aligned, and the distance between the reference signal

and the estimation signals is calculated. The average of this distance should be very close
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Algorithm 1 Determining the Critical Selective Security Threshold

1: procedure FINDCRITICALEPSILON(measured, ideal, sigma)

2 errors < |measured —ideal|/sigma > Calculate normalized absolute errors

3 lo—0.5 > Probabilities need to be between 0.5 and 1

4: hi—1

5 while /o < hi do

6: mid «— (lo+ hi)/2 > mid represents (2 —¢€)/2

7 Riny < ppf((1 + mid)/2) > Percentile point function

8: Perror < length([x > n;y, @ x € errors])/length(errors)

9: if mid — 6 < perror < mid then > Threshold § = 107
10: return 2 — 2« mid > Break out if sufficiently close
11: else if p., o < mid then
12: hi «— mid
13: else
14: lo — mid
15: procedure COMPARE(measurements, ideal) > Use repeated measurements
16: ref « detrend(measurements[0]) > Pick first series as reference, remove DC
17: estimating < align(scale(detrend(measurements[1 :]),ref),ref)

18: errors «— [(measured —ref) Vmeasured € estimating]|

19: Onoise < stddev(errors) > Calculate noise from estimation measurements
20: ideal « align(scale(detrend(ideal),ref),ref)

21: return FindCriticalEpsilon(re f, ideal, 0poise)

to 0, as the signals are generated in the same way. However, the standard deviation o
is non-zero, so the noise can be modeled as following a zero-mean normal distribution
n(t) ~ N(0,0?). The critical threshold between the reference signal and any target ideal
waveform w(t) can then be found by first detrending, scaling, and aligning the ideal signal
to the reference waveform, as with the estimation signals. The errors (distance) between
the ideal and the reference signal are then calculated. Finally, a binary search for different
values of € reveals the largest € for which Equation (4.6) does not hold: this is the critical
threshold €. To calculate the inverse of the noise, the percentile point function ppf(e€)
is used, as it satisfies N~!(€) = ppf((1 + €)/2). Note that since for a given adversarial
transmission v(t), €. = 1 — eg (Equation (4.7) of Section 4.2.2), the same algorithm can be

used to calculate a lower bound on the critical universal threshold €. as well.

4.3.2 Existential and Selective Injections into a Smartphone

This section demonstrates how the proposed algorithm can be used in a realistic

setup using a Motorola XT1541 Moto G3 smartphone running Android 6.1. Amplitude-
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Figure 4.3: Clean (a) and Distorted (b) waveforms injected into the smartphone, with ideal sine
and exponential sine functions for comparison.

modulated f,,, = 1 kHz signals are directly injected into the headphone jack of the phone
using a Rohde & Schwarz SMC100A/B103 generator. Using the “Audio Recorder”
v21.20 application by Sony Mobile Communications, N = 10 measurements of 2!
sample points per run are collected. The data is recorded at a frequency of f; = 44.1kHz
in a [—1, 1] dimensionless range through the Advanced Audio Coding (AAC) standard.
The carrier frequency is initially chosen to be f. = 200MHz using an output level of
VI?A% = V;‘I?V/ V2 =0.2V. This injection is demodulated well by the smartphone and
has a similarity of over 0.98 compared to a pure 1 kHz tone (“clean” waveform).!! The
second injection uses f. =25 MHz, VI‘?A‘% = 0.9V, and has a similarity of less than 0.55
to the ideal tone (“distorted” waveform). Example measurements of these signals and
“ideal” signals (see below) are shown in Figure 4.3.

The algorithm first calculates the noise level using the reference signals. As expected,
the error average is very close to zero (usually less than 10~), while the standard deviation
o 1s noticeable at around 0.0015. When taking the reference signal as the target signal
w(t), the critical selective thresholds are close to 1. In other words, even if the injected
waveforms do not correspond to “pure” signals, the adversary can inject them with high
fidelity: the system is not selectively secure against them with high probability.

Two waveforms are evaluated as the signal w(¢) that the adversary is trying to inject:

a pure 1kHz sine wave, and an exponential of the same sine wave. The averages and

""The similarity metric is based on the Pearson Correlation Coefficient (PCC). See Appendix A.



90 4.3. Security Evaluation of a Smartphone Microphone

Waveform Validation Ideal Sine eldeal Sine w(t)#0

Clean (0.98,0.03) (0.56,0.04) (0.75,0.06) (0.89,0.01)
Distorted  (0.95,0.09) (0.31,0.05) (0.34,0.05) (0.71,0.04)

Table 4.3: Mean and standard deviation (u, o) of critical selective thresholds € for different
target signals w(¢). Injections using the clean waveform are always more successful than with the
distorted waveform. Validation signals are injected with high fidelity, and are better modeled by
an exponential rather than a pure sine.

standard deviations for the calculated thresholds over all combinations of k and reference
signals are shown in Table 4.3. As one would expect, the thresholds for the distorted
waveform are much lower than the values for the clean waveform: the signal is distorted,
so it is hard to inject an ideal signal. The exponential function also proves to be a better
fit for the demodulated signal and can better explain the harmonics. Table 4.3 also
includes the critical universal injection threshold based on the two waveform injections.
This threshold is much higher for both waveforms, as injections disturb the ADC output

sufficiently, even when the demodulated signal is not ideal.

4.3.3 Universal Injections into a Smartphone

This section demonstrates that the smartphone is vulnerable to the injection of arbitrary
commands, which cause the smartphone to behave as if the user initiated an action.
Using the setup of Section 4.3.2, a modulated recording of “OK Google, turn on the
flashlight” is injected into the microphone port. Two aspects are evaluated: (a) whether
the voice command service is activated in response to the “OK Google” portion; and
(b) whether the desired action is executed. Measurements are repeated ten times, each
time amplitude-modulating the command at a depth of u = 1.0 with VI?A‘?S =0.6V on 26
carrier frequencies f.: 25MHz, S0 MHz, and 100 —2,400 MHz at a step of 100MHz. The
voice-activation feature (“OK Google”) works with 100% success rate (10/10 repetitions)
for all frequencies, while the full command is successfully executed for 23 of the 26
frequencies tested (all frequencies except f, € {1.3,2.0,2.4GHz}). Raising the output level
to Vl‘?/“% = 0.9V increases success rate to 25/26 frequencies. Only f. = 2.4 GHz does not

result in a full command injection, possibly because the Wi-Fi disconnects in the process.
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The above injections are repeated with five further commands to: (1) call a contact;
(2) text a contact; (3) set a timer; (4) mute the volume; and (5) turn on airplane mode.
The results remain identical, regardless of the actual command to be executed. As
a result, all carrier frequencies which are not severely attenuated by Hc (e.g., when
coupling to the user’s headphones) are vulnerable to injections of complex waveforms

such as human speech.

4.4 Qualitative Assessment of ADC Response H 4

As explained in Section 4.1, an adversary trying to inject signals remotely into a
system typically needs to transmit modulated signals over high-frequency carriers. As
H¢ 1s unique to each circuit and needs to be re-calculated even for minor changes to
its components and layout [100], to determine a system’s vulnerability, it is important
to understand the behavior H4 of the ADC used.

This section does so by exploring the demodulation characteristics of different
ADCs. As shown in Figure 4.4, a Rohde & Schwarz SMC100A/B103 signal generator
is responsible for creating the modulated signals. These signals are injected directly
into the ADC, while additional experiments with an amplifier or with remote transmis-
sions are performed in Appendix A. An Arduino Uno (ATmega328P microcontroller)
interfaces with the ADC over the appropriate protocol. A computer is responsible for
collecting the measurements from the microcontroller over the Universal Asynchronous
Receiver/Transmitter (UART), and for controlling the signal generator over the Virtual
Instrument Software Architecture (VISA) interface.

Experiments are conducted with six ADCs from four manufacturers (Texas Instru-
ments, Analog Devices, Atmel, and Xilinx) in different packages: some are part of the
silicon in other Integrated Circuits (ICs), while others are standalone surface-mount or
through-hole chips. Delta-Sigma (AX), half-flash, and Successive Approximation (SAR)
ADC s are tested, with sampling rates f; ranging from a few Hz to several MHz, and
resolutions between 8 and 24 bits. Table 4.4 summarizes these properties along with the
—3dB cutoff frequency f.,, calculated using the parameters found in the ADC datasheets.

Further details about these ADCs can be found in Appendix A.
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Figure 4.4: To test the demodulation characteristics of an Analog-to-Digital Converter
(ADC), amplitude-modulated signals are directly injected into it using a Rohde & Schwarz
SMC100A/B103 signal generator. The generator is controlled over the Virtual Instrument Software
Architecture (VISA) interface, while measurements are transferred to the computer for analysis
via an Arduino microcontroller’s Universal Asynchronous Receiver/Transmitter (UART) interface.

ADC Protocol Package Type Bits Max f; Seut
TLC549 SPI DIP SAR 8  40kHz 2.7MHz
ATmega328P (Internal) Integrated SAR 10 76.9kHz 0.1-11.4 MHz
Artix 7 (Internal) Integrated SAR 12 1 MHz 5.3MHz
AD7276 SPI TSOT SAR 12 3 MHz 66.3 MHz
AD7783 SPI TSSOP AX 24 19.79Hz [50,60 Hz]
AD7822 Parallel  DIP Flash 8 2MHz  128.4MHz

Table 4.4: The Analog-to-Digital Converters (ADCs) used in the experiments cover a range of
different properties. More details about these ADCs are given in Table A.1 of Appendix A.

In the experiments of this section, sinusoidal signals of different frequencies f;,
are amplitude-modulated on different carrier frequencies f., and are then injected into
the ADCs. In other words, the intended signal is assumed to be w(t) = sin(2x f,,,t), the
sensor signal s(¢) = 0 is considered to be absent, and the goal is to evaluate how “close”
w(t) is to the ADC output §¢(¢). Some typical results for each ADC are summarized,
with more details in Appendix A.

ATmega328P: Figure 4.5 presents two example measurements for the ATmega328P’s
integrated ADC, both in the time domain and in the frequency domain. The input to
the ADC is a f,, = 1 Hz signal modulated over different high-frequency carriers. As

shown in the frequency domain (bottom of Figure 4.5), the fundamental f,, dominates all
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(a) TLC549: f. =80MHz, u=0.5, f,, =1Hz (b) AD7783: f. =40MHz, u=1.0, f,,, = 10Hz

Figure 4.6: Measurements on (a) TLC549 and (b) AD7783 Analog-to-Digital Converters (ADCs)
for an injection power of P = 5dBm. Both ADCs demodulate the signal, but contain harmonics
and high-frequency components. Moreover, the AD7783 signal is aliased.

other frequencies, so the attacker is able to inject the intended 1 Hz signal into the output
of the ADC. However, the output at both carrier frequencies f. has strong harmonics
at 2 fin, 3 fm, - - - Hz, indicating that the resulting signal is not pure. Moreover, there is a
residual high-frequency component, which is attenuated as f. increases. Finally, there
is a frequency-dependent DC offset, while the peak-to-peak amplitude of the measured
signal decreases as the carrier frequency increases.

TLC549: The TLC549 ADC (Figure 4.6a) also demodulates the injected signal, but

still contains harmonics and a small high-frequency component. Its output is more
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u = 0.5. Signal demodulation requires a fine-tuned carrier frequency f..

sawtooth-like rather than purely sinusoidal.

AD7783: As the AD7783 (Figure 4.6b) only has a sampling frequency of f; = 19.79Hz,
aliasing occurs when the baseband signal exceeds the Nyquist frequency f;/2. Specifically,
for a baseband f;, = 10Hz, the frequency dominating the measurements is 2 f,, — f; =
20-19.79 = 0.21 Hz, with a high-frequency component of f;— f,, =9.79Hz.
AD7822, AD7276 & Artix 7: The three remaining ADCs contain strong high-frequency
components which dominate the low-frequency signal. Their outputs appear to be
amplitude-modulated, but at a carrier frequency which is below the ADC’s maximum
sampling rate. However, with manual tuning, it is possible to remove this high-frequency
component, causing the ADC to demodulate its input. This is shown for the AD7822
Flash ADC in Figure 4.7, where the carrier f, is tuned in steps of 100 Hz.

Conclusion: The results of the above experiments lead to the following observations:

1. Generality: The six ADCs demodulated signal injections at multiple carrier fre-
quencies, matching the theoretical expectations of Section 4.1. As the chips tested
cover the major ADC types and a range of resolutions and sampling frequencies,

the conclusions drawn should also be valid for other ADCs.

2. Filtering: Although all ADCs exhibited Low-Pass Filter (LPF) characteristics, the
maximum vulnerable carrier frequency was multiple times the cutoff frequency of
the ADC sampling mechanism. This extended the frequency range that an adversary

could use for transmissions in attacking the system.
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3. Power: Too much power in the input of the ADC can saturate or clip the measured
signal, while too little power results in zero or noise-like output. As a result, the

adversary needs to select the transmission power level carefully.

4. Carrier Frequency: Some ADCs were vulnerable at any carrier frequency that
is not severely attenuated by the sample-and-hold mechanism. For others, high-
frequency components dominated the intended signal frequency f,,. Even then,

carefully-chosen carrier frequencies resulted in a demodulated ADC output.

4.5 Discussion

This section discusses how the framework introduced (model and definitions) can
inform design choices. To start, choosing the right ADC directly impacts the susceptibility
to out-of-band signal injection attacks. As shown in Section 4.4, some ADCs distort the
demodulated output, and are thus more resilient to clean sinusoidal injections. Moreover,
other ADCs require fine-grained control over the carrier frequency of the injection. As
the adversarial signal is transformed through the circuit-specific transfer function Hc¢, the
adversary may not have such control, resulting in a more secure system.

Having chosen the appropriate ADC based on cost, performance, security, or other
considerations, a designer needs to assess the impact of H¢. Prior work has shown that
even small layout or component changes affect the Electromagnetic Interference (EMI)
behavior of a circuit (Chapters 2 and 3). Since the ADC behavior can be independently
determined through direct power injections, fewer experiments with remote transmissions
are required to evaluate the full circuit behavior and how changes in the circuit’s topology
influence the system’s security.

The selective security definition and algorithm address how to determine the vulner-
ability of a system against specific waveforms. Universal security, on the other hand,
allows designers to directly compare the security of two systems for a fixed adversarial
voltage budget through their critical universal security thresholds. Moreover, given a
probability (threshold) €, one can calculate the critical universal voltage level, which is

the maximum output level for which a system is still universally e-secure.
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The smartphone case study showed that the framework can be used in practice
with real systems, while the “OK Google” experiments demonstrated that less-than-
perfect injections of adversarial waveforms can have the same effect as perfect injections.
This is because there is a mismatch between the true noise level of a system and the
worst-case noise level that the system expects. In other words, injections worked at all
carrier frequencies, even when the demodulated output was noisy or distorted. This is
a deliberate, permissive design decision, which allows the adversary to succeed with a
range of different and noisy waveforms w(t), despite small amplitudes and DC offsets.

It should be noted that the model and definitions are not restricted to electromagnetic
injection attacks. For instance, H¢ can account for such imperfections in the sensors them-
selves (e.g., Micro-Electro-Mechanical System (MEMS) gyroscopes and accelerometers),
attenuating injection frequencies which are not close to the resonant frequencies. The
system model also makes it easy to evaluate countermeasures and defense mechanisms
in its context. For example, shielding increases the attenuation factor of H¢, thereby
increasing the power requirements for the adversary (Section 4.1). Alternatively, an
LPF before the ADC and/or amplifier changes Hy, and attenuates the high-frequency
components which would induce non-linearities. However, as explained in Chapter 3,
moving the pre-amplifier, LPF, and ADC into the same IC package does not always fully
eliminate the vulnerability to out-of-band signal injection attacks. This is because the
channel between the analog sensor and the ADC fundamentally cannot be authenticated.

Overall, as Chapter 3 identified, a combination of improved hardware, filtering,
shielding, and sampling will be necessary to protect against out-of-band signal injection

attacks by altering the behavior of both H4 and Hc.

4.6 Summary

This chapter introduced a framework containing a system model (Section 4.1) and
mathematical definitions (Section 4.2) to understand security in the context of out-of-band
signal injection attacks. The system and adversary model abstracts away from specific
environments and circuit designs, and presents strong adversaries who are only limited

by their transmission power. The framework also makes it easy to discuss and evaluate
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countermeasures through the proposed model, and covers different types of out-of-band
signal injection attacks. The definitions of security and the algorithm introduced can
be used in practice to evaluate commercial off-the-shelf embedded systems, such as
smartphones: one can calculate the “critical” security thresholds of a device, which
express how successfully an adversary can inject signals into the system (Section 4.3).
This chapter also investigated the response of several ADCs to malicious injections,
showing that unintentional hardware properties cause their demodulation characteristics
(Section 4.4). This chapter finally discussed how the security framework can be used to
inform circuit design choices and interpret potential defense mechanisms (Section 4.5).
Overall, in response to the emerging out-of-band signal injection threat, this chapter
presented a unified reporting methodology, where security can be quantified and compared

through the proposed security definitions.
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He doth hang the greatest weight upon the smallest wires.

— Francis Bacon
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The deployment of Field-Programmable Gate Arrays (FPGAs) in safety-critical
applications and their proliferation in public cloud infrastructures (Section 2.2) highlights
the need for trustworthy FPGA devices. However, the outsourcing of Intellectual
Property (IP) cores and prospective multi-tenant setups raise concerns about potentially
malicious circuits, which can cause or detect information leakage through covert- or
side-channel attacks.

This chapter shows that Vertical Long (VLONG) wires influence the delay of nearby
long wires: if a VLONG carries a logic 1, the delays of nearby VLONGs are slightly shorter
than when the same VLONG carries a logic 0. This difference in delay allows cores sharing
the same reconfigurable FPGA fabric to communicate, even when they are not directly
connected. Unlike prior work which depends on fast-changing signals [99, 155, 384], the
phenomenon of long-wire leakage persists even when the driven value remains constant.

In summary, this chapter has the following contributions:

1. It identifies a new system and adversary model that is becoming increasingly

relevant for hybrid and multi-tenant FPGA deployments (Section 5.1).

2. It proposes an experimental setup for efficient, on-chip measurement of long-wire

leakage without any modifications to the stock prototyping boards (Section 5.2).

3. It demonstrates that the strength of the phenomenon is only influenced by the values
carried by the long wire during the period of measurement, and not by the values

that precede or follow it (Section 5.3.1).

4. It shows that the extent of the leakage depends on the Hamming Weight (HW) of the
transmitted value, and not its switching activity (Section 5.3.2). This differentiates

the underlying mechanism from other effects previously reported in the literature

(Section 5.3.3).

5. It proves that the relative effect remains constant regardless of the measurement
duration, but that longer measurement durations increase the absolute effect, making

long-wire leakage more measurable (Section 5.4.1).
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6. It conducts experiments on six Xilinx FPGA families and thirteen different boards
to characterize the effect of longer overlaps on the strength of the reported phe-
nomenon (Section 5.4.2). VLONGs on every board tested leak information about

their state, although the strength of the effect varies.

7. It verifies that the leakage is independent of the absolute and relative placements of
the transmitter and receiver, and that the direction of propagation also has minimal

effect on the measurements (Section 5.5).

8. It validates that only physical separation of the receiver and transmitter can hin-
der communication, since dynamic activity on the device does not sufficiently

counteract the leakage (Section 5.6).

9. Itestablishes that simultaneous long-wire transmissions are measurable and increase

the accuracy and bandwidth of the covert channel (Section 5.7).

10. It creates a practical covert channel with a bandwidth upwards of 6 kbps and 99.9%

accuracy, even in the presence of environmental noise (Section 5.8.1).

11. It eavesdrops on signals which are kept constant for as low as 1.3us with an

accuracy of more than 98.4% when using the long-wire leakage for a side-channel

attack (Sections 5.8.2 and 5.8.3).

12. It discusses additional considerations regarding long-wire leakage, including alter-

native applications and potential defense mechanisms (Section 5.9).

In summary (Section 5.10), this chapter introduces a new source of information
leakage on FPGA devices, characterizes it across multiple experimental parameters, and

demonstrates how to remotely exploit it in practice.

5.1 System and Adversary Model

As explained in Section 2.2.1, FPGA designs often contain IP cores sourced from
third-parties. These may come in pre-placed and pre-routed format (“macros”) to meet
timing constraints and reduce compilation time [166, 180—182]. However, as shown

in Figure 5.1, some of these cores may contain unwanted functionality. For instance,
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Figure 5.1: High-level system model for multi-tenant attacks: physically-unconnected users or
Intellectual Property (IP) cores share common Field-Programmable Gate Array (FPGA) resources
(e.g., routing), and may contain malicious functionality.

a covert channel between IP cores of different security guarantees [141, 142, 293] can
break separation of privilege. The same is true of multi-tenant setups: a user may be
malicious and attempt to infer information about other users despite logical isolation of
their designs in hybrid (Section 2.2.1) or cloud (Section 2.2.2) FPGAs.

In order to achieve the goals of covert communication or data exfiltration, the adversary
is allowed to insert one or more IP cores into the design, for instance through social
engineering, subversion of the compilation tools [141, 169], or by simply renting (part
of) an FPGA in multi-tenant clouds. Note that because designs are often verified, for
instance to detect Hardware Trojans (HTs) [60, 155, 185, 321, 384], the adversarial cores
are assumed to provide legitimate functionality. Indeed, the transmitter and receiver
employed have dual use, hiding their malicious functionality in their routing, not their
actual combinational and sequential logic. As a result, unlike conventional backdoors,
these IP cores would pass timing, netlist, and bitfile verification: since they do not require
additional gates, they present a bigger challenge to designers.

Although IP cores are logically isolated (i.e., they cannot be directly connected), adver-
saries are allowed to define their internal placement and routing. However, adversaries do
not have physical access to the board, and can thus not alter the environmental conditions
or physically modify the FPGA board in any way. In the experiments of this chapter, no

attempt has been made to control for temperature beyond the standard heatsink and fan
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already mounted on the FPGA (if any). Moreover, no special voltage regulator is used,
and no shielding has been added to the chip or the connected wires. Such modifications
reduce noise and improve the stability of measurements [185, 221, 313, 389]. Despite
these less-than-ideal conditions, this chapter shows that the leakage remains strong and
detectable, even in the presence of power and temperature fluctuations: by using long
wires, adversaries can eavesdrop on nearby blocks they do not control to infer their state,
or establish covert channels between two co-operating IP cores under their control.

It should be noted that a potential issue with pre-placed and pre-routed IP cores is
that they are specific to an FPGA generation (but can be used in different devices within
the same family). However, as Section 5.4.2 shows, long-wire leakage persists across
many generations of Xilinx chips. As a result, an adversary can provide an IP generation
wizard that provides different routing for different families, and dynamically chooses
the placement of the cores. In fact, as Section 5.5 shows, the location of the actual logic
and wires is not important, so the adversary merely needs to ensure that the transmitter
and the receiver use long wires which are adjacent.

Adversaries who only manually route their cores but let the tools pick their placement
can still succeed with non-negligible probability. Assume that the FPGA has N long wires
in total, that the transmitter and the receiver use T and R long wires respectively, and that
the signal can be recovered from w nearby wires. Then, the probability that at least one
segment of the transmitter is adjacent to a segment of the receiver is (R+7—1)-w/N,
assuming the tools place the two cores at random. For most FPGAs used in this chapter,
N = 8,500 (equal to the number of Configurable Logic Blocks (CLBs)) and w =4 (i.e., the
2 surrounding wires on each side), so with R =7 =5, an adversary has a 0.42% chance of
success. Since tools do not pick locations at random or spread the logic, the probability of
success is higher in practice. Moreover, the adversary can also increase this probability by
accessing relatively unique elements such as Block Random-Access Memory (BRAM),
Digital Signal Processing (DSP) blocks, or embedded processors on the FPGA fabric. For
example, the same devices have fewer than 150 DSP slices and 300 BRAM blocks. As a

result, accessing them reduces the number of possible placements for the attacker’s cores.
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Figure 5.2: Ring oscillator counts and 99% confidence intervals for a transmitter and receiver
using five long wires each on a Virtex 5 device. The receiver is able to distinguish between signals
using a simple threshold, despite environmental noise.

5.2 Experimental Setup

This section details the experimental setup to characterize long-wire leakage, where
the delay of long wires depends on the logic state of nearby wires. To do so, Ring
Oscillators (ROs) with VLONGs between two of their stages are employed: a difference in
the delay of the long wires translates to a change in the delay of the RO frequency. This
change can be measured by counting the number of transitions of the RO value within
a fixed measurement period. Figure 5.2 exemplifies the dependence of the RO counts
on the logic state of the nearby long wires (“transmitters”). The red circles and blue
X marks are RO counts when the transmitter wire carries a logic 1 or 0 respectively. The
difference between the counts when transmitting 1s and Os is clear, despite fluctuations
due to changes in environmental temperature and power supply voltage.

The high-level experimental setup is depicted in Figure 5.3. It consists of the long-
wire transmitter and the ring oscillator receiver (Section 5.2.1) as well as a measurement
component (Section 5.2.2), which works independently of any specific communication
channel implementation. This component generates the signal to be transmitted, samples

the RO counter, and transfers the data to a computer for analysis. Finally, the metric to



5. FPGA Long-Wire Information Leakage 105

Ring Oscillator : FPGA
(Receiver) :
O;O;V Q ChipScope ILA | = P
—|ViViY (JTAG) i
. . RO Counter
O .
= '
S
= -—-—-—-l : T
' . Oscillator
: . T Digital
G e o 4e—0:0:7 <] Cloek eI
) . enerator A Manager 100MH
Signal Buffer ! Timer (100MHz)
(Transmitter)
Communication Channel Measurement Component

Figure 5.3: Experimental setup. The transmitter and the receiver are logically isolated, and use
adjacent long wires to communicate. The measurement component updates the signal to the
transmitter every 2’ clock cycles, and measures the signal’s effect on the ring oscillator frequency.
The ring oscillator counts are transferred to the computer using Xilinx’s ChipScope Integrated
Logic Analyzer (ILA) core for further analysis and processing.

estimate long-wire leakage is discussed in Section 5.2.3.

The bulk of the experiments in this chapter are conducted on three Virtex 5 XUPV5-
LX110T (ML509) evaluation boards. These boards include a heatsink and a fan, but
temperature is otherwise not controlled in any way. Similarly, and in accordance with the
threat model of Section 5.1, the boards are unmodified and contain their stock voltage
regulators. Each experiment is run on every device five times, collecting 2,048 data points

per run, with results reported at the 99% confidence level.

5.2.1 Transmitter and Receiver

A minimal transmitting circuit is employed to illustrate the information leakage: the
transmitter consists of a buffer Lookup Table (LUT) that drives one or more long-wire
segments connected end-to-end. Although the term transmitter is used for brevity, as will
be demonstrated in Section 5.8, the conclusions drawn are valid whether transmissions
are intentional (covert channel) or not (side channel). The receiving circuit uses long
wires that are adjacent to the transmitter’s wire segments as part of a three-stage ring
oscillator (Section 2.2.5). The delays of the wires directly influence the frequency

of oscillation, which can be estimated by feeding the output of one of the RO stages
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to a counter in the measurement component. Although the RO used in this chapter
contains one inverter and two buffer stages, alternative RO designs can also detect the
long-wire leakage (see Chapter 6).

The receiver and the transmitter are initially fixed on the device, but their location
is varied in Section 5.5 to show that it does not influence the strength of the leakage.
The number of VLONGs used is varied in Section 5.4.2, showing that the effect becomes

more pronounced the longer the overlap is.

5.2.2 Measurement Component

The measurement component generates the signals to be transmitted and estimates
the RO frequency through a counter. A new trigger event is produced every 2’ clock
ticks. At every trigger, the RO counter is read and reset, and a new value is presented to
the transmitter. For most experiments, the signal generator simply alternates between Os
and 1s, but other patterns are tested in Section 5.3.

The 100 MHz system clock is driven by a Digital Clock Manager (DCM) to ensure
clock quality, although this is not necessary as Chapter 6 shows. In most experiments,
t =21 (corresponding to 221 clock ticks, or 21 ms), but ¢ is varied in Section 5.4.1 to
explore the accuracy vs. time tradeoffs. The sampled data is transferred to a computer
for analysis through Xilinx’s ChipScope Integrated Logic Analyzer (ILA) core. No other
Input/Output (I/0) is used until the experiments of Section 5.6.

Unlike the communication channel of Section 5.2.1, the measurement component
is not hand-placed or hand-routed, due to the large number of experiments performed.
Although the measurement logic could influence the RO frequency [206], experiments are
repeated on multiple locations, with different transmission patterns, and measurements
are averaged over relatively lengthy periods of time. Moreover, in some experiments,
the Universal Asynchronous Receiver/Transmitter (UART) replaces the ILA core to
ensure that the phenomenon is not caused by the core itself. Thus, any effects of the
measurement circuitry should influence the transmissions of both zeros and ones equally.
This hypothesis is further supported by the experiments of Section 5.6, which show that

the channel is only affected by adjacent long wires.
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Figure 5.4: Timing diagram for the experimental transmission patterns. Some patterns remain
constant within a measurement period (Alternating, Long Runs, Random). Others patterns are
fast-changing (Dynamic). Simultaneous transmissions (Transmitter 0 and [) are also tested.

5.2.3 Evaluation Metric

This section introduces the relevant notation and metric to estimate the strength of
the long-wire leakage, with Chapter 6 improving upon it. When a clock of frequency
ferk 1s sampled every Cepk ticks and a ring oscillator of frequency fgro driving a counter
measures Cgo ticks, then fro/ fcrx = Cro/CcrLk, With an appropriate quantization error
due to the unsynchronized nature of the RO and the system clock. Thus,

f1;0 _f1go - C11e0 B Cgo
oo Cho

where C ;eo and f]éO represent the count and respective frequency when the transmitter

(5.1

has value i. As a result, the relative change of frequency can be approximated by using
just the measured counts, irrespective of the measurement duration and clock period.
In the basic setup, the transmitter alternates between sending zeros and ones. Let ¢;
denote the i-th sampled count, so that the pair p; = (¢;, ¢;—1) always corresponds to different
transmitted values, and assume, for the sake of notation clarity, that c;;; corresponds

to a transmission of a logic 1. The quantity

C2i+1 — €2

ARC; = 5.2)

C2i+1
then indicates the relative frequency change between consecutive transmissions of a zero
and a one. Noise can be removed by averaging ARC; over all measurement pairs i, for

a metric called the Relative Count Difference (ARC).

5.3 Transmitter Patterns

This section investigates the feasibility of a covert channel by showing that only

the values carried by the wire during the period of measurement matter, and not the
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Figure 5.5: Measurements using three different static transmission patterns from the timing
diagram of Figure 5.4 (Alternating, Long Runs, and Random). (a) shows example absolute Ring
Oscillator (RO) measurements for these patterns, while (b) is a comparison of the Relative Count
Difference (ARC) across devices, with 99% confidence intervals. The magnitude of the effect
does not depend on the pattern used, and is similar among different devices.

values that precede or follow it (Section 5.3.1). It also demonstrates that the information
leakage gives useful information for side-channel analysis, as RO counts reveal the
Hamming Weight (HW) of dynamic signals (Section 5.3.2). Finally, it demonstrates that
the phenomenon observed differs from that of prior work, which noted RO slowdowns
in response to increased switching activity (Section 5.3.3). The timing properties of
patterns tested are shown in Figure 5.4, and are explained in more detail in the respective

subsections (simultaneous transmissions are discussed in Section 5.7).

5.3.1 Constant Signals

The default experimental setup uses a slowly alternating signal, where the transmitted
value changes every sampling period. This pattern is denoted by Alternating in Figure 5.4.
This section measures the leakage of other patterns that remain constant within a given
measurement period. The first of these greatly slows down the alternation speed of the
transmitted signal. This Long Runs pattern maintains the same value for 128 consecutive
triggers—in essence, testing the effects of long sequences of zeros and ones. The second
pattern employs a Linear Feedback Shift Register (LFSR), which produces a pseudo-

random pattern of zeros and ones. It is denoted by Random in Figure 5.4.
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The results of this experiment are shown in Figure 5.5, with a sample of the data in
Figure 5.5a, and a comparison across devices in Figure 5.5b. The RO counts remain
significantly higher when transmitting a 1 versus a 0, showing that the leakage persists in
all three setups. Moreover, the average count difference remains identical, with almost
no variability among the patterns, illustrating that the pattern of transmission has no
persistent effect on the delay of nearby wires. This fact allows the channel to be used
without having to ensure a balanced distribution of transmitted values—a property which

is necessary for side-channel attacks.

5.3.2 Dynamic Patterns

This section tests various dynamic patterns to show that the dominating factor in the
observed phenomenon is the duration for which the transmitter remains at a logic 1, and
not the switching activity of the circuit. As a result, even if a signal is not sufficiently
long-lived, attackers can still deduce the signal’s HW and eavesdrop on signals not under
their control. Section 5.8.2 later explains how to use this property to recover secret state
such as cryptographic keys through repeated measurements.

The dynamic patterns used are denoted by Dynamic in the timing diagram of Fig-
ure 5.4. During each sampling period, the transmitter quickly loops through a 4-bit
pattern at 100 MHz. The looped pattern is only updated at each new sampling period.
For example, for the pattern 1100 (d; in Figure 5.4), the transmitter stays high for two
100 MHz clock ticks, then low for two clock ticks, then back to high for two ticks,
etc., until the end of the sampling period. The six 4-bit patterns used are: dy = 0000,
d; =1000, d» = 1100, d3 = 1010, d4 = 1110, and ds = 1111. These patterns respectively
have a HW of 0, 25, 50, 50, 75, and 100%, while their switching frequencies are 0,
f = ferx/4, f, 2f, f, and O respectively.

Figure 5.6 shows the average RO count C; for each pattern d;. The RO frequency
increases with the HW, i.e., Cy < C| < C; = (3 < C4 < Cs. However, the frequency is
otherwise unaffected by the switching transmission activity: the Kolmogorov-Smirnov test
suggests that there is no statistically significant difference between the two distributions

for d; and d3. Note that the receiver would not able to distinguish between patterns d,
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Figure 5.7: Effect of dynamic switching activity without long-wire overlaps. Counts decrease
with switching frequency, and are almost unaffected by the Hamming Weight (HW).

and d3 as a result (or, more generally, any patterns with the same HW), but Section 5.8.2

introduces ways around this limitation.

5.3.3 Local Routing

This section demonstrates that when the transmitter and receiver circuits do not have
overlapping long wires, switching activity decreases the oscillation frequency of the RO.
This reproduces the results reported by prior research on HT detection [155, 384] and also
sanity-checks the measurement setup. To test this dependence on the long-wire overlap,
the long-wire transmitter is replaced with a buffer of 312 consecutive LUTs packed into
39 CLBs, using only local intra- and inter-CLB routing. The same six dynamic patterns

from Section 5.3.2 are then transmitted through the large buffer, with measurements



5. FPGA Long-Wire Information Leakage 111

summarized in Figure 5.7. The ordering of the patterns exactly mirrors their relative
switching activity, with the RO counts C; (corresponding to d;) decreasing with increased
switching activity: C3 < C; = Cy = C4 < Cy < Cs.

The difference between the patterns with the same switching activity dy, da, d4 is not
significant according to the Kolmogorov-Smirnov test, but the count is slightly higher
for ds compared to dy, both of which have no switching activity. This suggests that the
leakage identified may be present for shorter wires as well, but is considerably weaker, and
requires much bigger circuits. Similar results are obtained when testing two transmitting
buffers of 328 LUTs each using only local routing. Overall, the results of this section
indicate that when the transmitter does not use VLONGs that overlap with the receiver, the
results of prior work can be reproduced: the observed RO frequency drops in response

to large switching activity through multiple redundant buffers.

5.4 Receiver Parameters

This section explores the tradeoffs between the quality of the communication channel
and the measurement time (Section 5.4.1). Moreover, it investigates the effect of the
length of overlap between the receiver and the transmitter on the strength of the leakage

(Section 5.4.2).

5.4.1 Measurement Time

This experiment returns to the alternating pattern of Figure 5.4, but varies the measure-
ment time of 2 clock cycles by repeatedly quadrupling it. The top of Figure 5.8 shows
that the Absolute Count Difference (AC) grows linearly with increasing measurement
time. Hence, the RO count differences can be amplified proportionally to the duration
of the measurement. Moreover, the bottom of Figure 5.8 shows that the Relative Count
Differences (ARCs) remain approximately constant for measurement periods above
I'ms, in accordance with the theoretical prediction of Equation (5.1). The values for
shorter measurement periods are still close, but are far noisier: for short measurement
periods, the Absolute Count Differences (ACs) are small (=4 for sampling periods of

82 us), increasing quantization errors, and making it harder to distinguish between signal
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Figure 5.8: Absolute and relative count differences with 99% confidence intervals for various
measurement times. For a given transmitter and receiver overlap, the absolute magnitude of the
effect as measured using the Absolute Count Difference (AC) increases linearly with time. For
sufficiently long measurement periods, the Relative Count Difference (ARC) remains constant,
but short measurement periods increase quantization errors and uncertainty.

and noise. These results indicate that for a given placement of the communication
channel, the absolute magnitude of the effect depends solely on measurement time.
However, longer measurement periods make it easier to distinguish between signals
and noise. An adversary can thus choose the measurement time, trading throughput

for lower bit error rate.

5.4.2 Long-Wire Overlap

This section characterizes the effect of varying the number of transmitter and receiver
long wires v; and v, in six FPGA architectures. Besides the three Virtex 5 devices used
so far, the effect is also measured on three ML605s (Virtex 6), two Nexys 4 DDRs and
two Basys 3s (Artix 7), as well as an ArtyS7 (Spartan 7), a PYNQ-Z2 (Zynq 7000),
and a KC705 (Kintex 7). The relative change in frequency ARC is shown for different
combinations of v; and v, in Figure 5.9, for one device per generation. The same
common pattern exists for all devices.

For a given number of long wires v, used by the ring oscillator, there are three distinct

segments for ARC as the number of transmitter long wires v, increases. The first segment
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Figure 5.9: Relative Count Difference (ARC) with 99% confidence intervals as a function of
the transmitter and receiver lengths for different device generations. ARC is proportional to the
overlap between the transmitter and the receiver.

occurs for transmitters which use only parts of a VLONG. Using partial wires is possible
because even though VLONGs can only be driven from the top or the bottom, they have
additional intermediate “taps” which can be used to read the values of the signal they
carry (Table 2.1 of Section 2.2.3). In practice, using partial wires does not have an effect

on the strength of the phenomenon: ARC remains constant for all fractions of a VLONG.
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This result is to be expected since, electrically, the entire long wire is driven even if the
output tap does not take full advantage of its length.

The second segment is the region where v, < v,. Here, ARC increases linearly
with v;, suggesting that the phenomenon affects the delay of each long wire equally.
The final region consists of v; > v,, where ARC remains constant. The reason for this
pattern is that there is no additional overlap between the newly added segments of
the transmitter and the receiver.

For a given number of transmitter wires v;, there are two types of patterns for receivers
using v, long wires. Among receivers with v, > v, a smaller v, results in a larger effect.
As an example, for v, = 3, the effect for v, = 5 is smaller than it is for v, = 3. This
behavior is due to the transmitter affecting only the first v; out of v, long-wire segments
of the RO. For smaller ROs, these v, segments represent a larger portion of the number
of wires used, and hence of overall delay.

The opposite is true when v, < v;: the larger the RO, the bigger the resulting effect.
For instance, for v; = 4, the effect for v, = 3 is larger than the effect for v, = 1. This
difference exists because even though the delay of the routing scales linearly, the delay
associated with the inverter and buffer LUT stages remains constant. Thus, the routing
delay represents a larger fraction of the overall delay (routing delay plus stage delay) for
larger ROs. Since this phenomenon only acts on routing delay, larger ROs are affected
more than shorter ones. Appendix B contains a comparison across devices with an
improved metric (introduced in Section 6.2.2), which calculates the absolute changes

in the delays of long wires in pico- and femto-seconds.

5.5 Location Independence

This section validates the location independence of the channel by testing three
aspects of the placement of the receiver and the transmitter: the absolute location on
the device; the relative offset of the receiver and transmitter; as well as the direction
of signal propagation. Figure 5.10 shows the results for all three experiments on the
Virtex 5 devices, with 99% confidence intervals. The effect remains approximately

constant for each device, regardless of the choice of parameters. Across devices, the
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Figure 5.10: Effect of location on the relative frequency of the receiver ring oscillator for different
placements on the device, with 99% confidence intervals. The (a) absolute location, (b) offset,
and (c) signal orientation have little influence on the magnitude of the long-wire leakage.

absolute magnitude of the effect varies slightly, but is otherwise almost the same. Any
variability across devices is to be expected, since manufacturing variations are known
to affect ring oscillator frequencies [132].

Figure 5.10a shows the results when an identical circuit is placed on different locations
of the device: the four corners (bottom/top left/right) and the center. Both transmitter and
receiver use two VLONGs each, and they are adjacent: when the receiver’s location is CLB
slice (x;, y), the transmitter’s location is CLB slice (x;, y;) = (x,, y, — 1). Within a device,
the values are close, and there is no pattern in how the values change between devices.
Manufacturing variations within and between devices can thus explain any variability.

The second experiment investigates the effect of the placement of the receiver and the
transmitter relative to each other. When the receiver and transmitter have different lengths,
it is possible for the two circuits to have the same overlap, but a different starting offset.
This relative offset o, (depicted in Figure 5.11) also has minimal effect on the channel,
as confirmed by placing a transmitter made up of five VLONGs at a fixed location on the
device. The receiver, which uses two VLONGs, is placed adjacent to the transmitter, but at
an offset of o, full long wires. This offset needs to correspond to full long-wire lengths
due to constraints imposed by the routing architecture of the device. Any other offset
would increase the distance d between the transmitter and receiver, which is investigated
separately in Section 5.6. Figure 5.10b presents the long-wire leakage for the four
possible offset placements, which show approximately the same consistency both within

and between devices as those of the previous experiment.
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Figure 5.11: Relative placement of the transmitter and receiver long wires, with respect to
distance d and receiver offset o,-.

Note that the relative effect of placing the receiver at various offsets forms a consistent
pattern across devices. As an example, the effect for the offset o, = 3 is consistently
stronger than it is for o, = 1. This pattern can be explained by the FPGA routing
layout: as mentioned in Section 2.2.3, the local routing necessary to access the various
long-wire segments is different between each test. Because the local routing resources
differ, the ratio between the delay incurred by the long-wire segments and the local
routing resources changes. While the delay of the long-wire segments is affected by
the transmitter, the delay of local routing is not.

The final experiment changes the direction of signal propagation for the transmitter
and receiver, and fixes the offset to o, = 2. In the previous experiments, both signals
travelled from the bottom of the device to the top. However, in the Virtex 5 architecture,
VLONG wires are bidirectional (Section 2.2.3), and can thus propagate signals upwards or
downwards. Figure 5.10c shows the results for the four different orientations (receiver and
transmitter down, receiver down but transmitter up, etc.). ARC remains approximately
the same for all configurations, although, as with the previous experiment, there is a
consistent ordering for the four transmission directions across devices. As in the earlier
experiment, this pattern can also be explained by the routing layout. Overall, the results
of this section illustrate that only long wires need to be manually specified, while local

routing and the placement of registers and LUTs can be left to the compiler tools.

5.6 Resilience To Countermeasures

Although defense mechanisms are discussed in more depth in Section 5.9, this

section evaluates how close the transmitter and the receiver need to be for successful
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Figure 5.12: Effect of the distance d (defined in Figure 5.11) between the transmitter and the
receiver. Long wires leak information up to two wires away.

communication. This is tested by varying the distance d (depicted in Figure 5.11) between
the transmitter and the receiver. The results, shown in Figure 5.12, demonstrate that
the phenomenon is still measurable when separating the wires by a distance of d = 2,
but the effect is 20 times weaker. When the wires are farther apart (d > 3), there is no
correlation between the transmitted and received values, i.e., the data comes from the
same distribution according to the Kolmogorov-Smirnov test (p > 0.75). In other words,
any defensive monitoring must be routed within a distance of two to detect a transmission
through the channel. Moreover, all four wires adjacent to a signal need to be occupied in
order to prevent covert-channel transmissions or side-channel leakage exploitation.

To test whether an active protection mechanism can disrupt the channel through
additional dynamic activity on the device, transmissions are attempted in the presence
of large, competing circuits which are both in- and out-of-sync with respect to the
transmissions. Two large 4096-bit adders are used, adding different parts of a bitstream
produced by an LFSR. As a result, both the addends and the sums change every time the
LFSR produces a new bit. The bits of each sum are then XORed together and drive two
Light-Emitting Diodes (LEDs) for additional current draw. Experiment are conducted on
two Artix 7 Nexys 4 DDR boards, for a transmitter and a receiver using ten VLONGs each.

The switching activity of nearby circuits is varied by changing how often the LFSR pro-

duces new values. Specifically, the clock driving it is divided by 2™ for m € {1,7, 15,20, 24},
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Figure 5.13: Effect of activity induced by adders and Linear Feedback Shift Registers (LFSRs) at
different clock frequencies. The additional activity has minimal impact on channel quality.
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Figure 5.14: Relative placement of multiple transmitters and a single receiver.

producing frequencies between SHz and 50 MHz. The results for the two devices,
including the base case of no adders or LFSRs, are summarized in Figure 5.13. Although
additional activity cannot disrupt the transmissions, there is some correlation between the
frequency of the activity and the corresponding count difference. The resulting change is
not sufficient to hinder transmission, but can be used by the adversary to detect the level of

activity on the device, a technique already used by Hardware Trojan detectors [155, 384].

5.7 Simultaneous Transmissions

This section investigates the effect of using multiple transmitters, 7o and 77. The first

set of experiments returns to the Virtex 5 boards, with the receiver and the transmitters
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Figure 5.15: Samples (a) and averages (b) of the ring oscillator counts during simultaneous
transmissions on adjacent long wires (Receiver-Transmitter-Transmitter (RTT) pattern).
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Figure 5.16: Samples (a) and averages (b) of the ring oscillator counts during simultaneous
transmissions on adjacent long wires (Transmitter-Receiver-Transmitter (TRT) pattern).

using two long-wire segments each (v, = v, = 2). As seen in the timing diagram of
Figure 5.4 (Transmitter O and Transmitter 1), the transmitters are driven independently,
and cycle through all 2-bit combinations over multiple sampling periods. Figure 5.14
describes the two different transmitter arrangements.

In the Receiver-Transmitter-Transmitter (RTT) pattern, both transmitters are on the
same side of the receiver. Tj is located at a distance of d = 2 to the receiver, while 77 at a
distance of d = 1. Figure 5.15 shows that the ring oscillator counts are only affected by
the value of the closer transmitting wire, 7}: the data for 77 = 0 and 7} = 1 comes from

145

different distributions with p < 107" according to the Kolmogorov-Smirnov test, while

the data is statistically indistinguishable with regards to 7y (p > 0.17). In other words, the
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effects of the closer transmitting wire overpower the influence of the farther transmitter.
This localized eavesdropping capability can be exploited to attack even implementations
which balance power usage for security (e.g., dual-rail logic [49, 64, 249, 300]): an
attacker can infer information about the state of a balanced circuit without the need for
physical proximity to the device required by prior work [145, 281, 316].

In the Transmitter-Receiver-Transmitter (TRT) pattern, the receiver is routed between
the two transmitters. 7j is at a distance of d = —1 to the receiver, while T; at a distance
of d = 1. Figure 5.16 shows that 7 and 77 have roughly equal influence on the receiver
RO frequency: the counts are highest when both transmitters are on, lowest when they
are both off, and in-between otherwise.

The second set of experiments varies the length of the transmitters in the TRT setup
on the Artix 7 boards. The receivers used are the longest possible on each board, namely
v, = 8 for the Basys 3 and v, = 10 for the Nexys 4 DDR. The “effective” transmitter

length vf /T can be defined as follows:
vel T = b0 + by, (5.3)

where transmitter i has length v/ and carries value b;. For a fixed ring oscillator and a

ff

given v;’/, one expects that the ARC values should remain approximately constant for

all possible combinations of b; € {0,1} and 0 < v§ < vf 17 Indeed, these predictions are
validated in Figure 5.17: for a given board, ARC is approximately the same regardless
of whether only Ty (Left), only Ty (Right), or Both are carrying a logic 1.

Unlike the previous experiments where measurements were conducted using Xilinx’s
ChipScope ILA core, in these experiments, data is transferred over the UART. To even
further prove that the measurement setup does not have a significant effect on the strength
of the phenomenon, Figure 5.17 also plots the measurements from the experiments
of Section 5.4.2. These measurements had been taken using ChipScope in the single-
transmitter case (Single), and are indistinguishable from the dual-transmitter experiments,
as expected. When using ChipScope, neither the single-transmitter Basys 3 experiments

with v, = 8 nor the dual-transmitter designs for either board could be routed by Vivado,

so they are not included for comparison.
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Figure 5.17: Relative Count Difference (ARC) as a function of the effective transmitter length
vy 7 for the four Artix 7 boards. The strength of the long-wire leakage depends on the total
effective length v; /7 and not individual transmitter lengths.

The above results suggest that a covert-channel attacker can use dual-transmitters
to increase bandwidth or reduce the likelihood of errors in transmissions. In the first
case, choosing transmitters of different lengths allows simultaneous transmission of two
independent bits. This effectively doubles bandwidth, since all four combinations result
in different ring oscillator frequencies. In the second case, the transmitters are always
in sync, and increase the relative effect seen by a fixed ring oscillator by a factor of 2x.
The attacker can thus also use a ring oscillator with fewer VLONG segments, which is

affected more in relative terms as explained in Section 5.4.2.

5.8 Exploiting the Leakage

This section discusses different possibilities for how to exploit the information leakage.
In some cases (such as that of Figure 5.2), a threshold is sufficient for distinguishing
between Os and 1s. However, in other setups (such as that of Figure 5.5), this separation
might not be as clear: the RO frequency may drift due to random variations in temperature
and voltage. To solve this issue, this section details an encoding scheme that enables
high-bandwidth covert transmissions (Section 5.8.1). It also explains how to eavesdrop on
dynamic signals through repeated measurements (Section 5.8.2), and conducts them

in practice (Section 5.8.3).
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Figure 5.18: Probability of a Start-of-Frame (SoF) error when transmissions are or are not taking
place (False Negatives (FNs) and False Positives (FPs) respectively). Errors are calculated with 0
and 1 allowed bit-flips for different SoF lengths N and bit-flip probability p = 0.01.

5.8.1 Covert Transmissions

To overcome the hurdle posed by local fluctuations, a Manchester encoding scheme
can be used, where zeros are transmitted as the pair (0, 1) and ones as the pair (1,0).
Since every pair contains each bit once, one can decode the received pair (co,c1) as a 0
if co < c; and as a 1 otherwise. This scheme enables transmissions in various setups
with high accuracies. For example, on the Virtex 5 devices, transmissions using two
long wires and lasting 82 s, or using % of a VLONG for 21 ms are 99.0-99.9% accurate,
without employing any error correction algorithms. Under this encoding scheme, the
bandwidth of the channel is up to 1/(2-82-107%) = 6.1kbps.

To further distinguish between noise and legitimate transmissions, adversaries can
employ N-bit Start-of-Frame (SoF) patterns. A longer N makes it harder for noise to
accidentally trigger an SoF when no transmissions are taking place. However, it also
increases the probability for bit-flip errors during transmissions due to environmental
fluctuations and jitter in the ring oscillators. When no transmission is taking place, each
measurement is equally likely to be interpreted as a O or a 1, since Pr[cy < ¢1] = 1/2.
The false positive probability that noise is interpreted as an SoF when no transmission is
taking place is thus P](fl = 27N If the probability of a bit-flip error is p (which is between

0.1% and 1% in the above setup), then an SoF pattern gets corrupted with a false negative
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probability of Pg’p =1-(1-p)N. These probabilities are shown in Figure 5.18 for
different N and p = 0.01. Even for N =5, the probability of false positives and negatives
1s 3% and 5% respectively, which might be too high for practical purposes.

For this reason, adversaries should accept SoF patterns with up to one bit flipped. The
number of accepted N-bit patterns thus grows to N + 1: the correct one, plus one for every
possible position where a bit-flip could occur. For example, if the original SoF pattern is
01100, then 11100, 00100, 01000, 01110, and 01101 should also be accepted. The false
negative rate is therefore Pll\],p =1-(1-p)¥ —=Np(1-p)¥~!, while the false positive rate
is lev = (N +1)/2". Both of these improved error rates are also shown in Figure 5.18.
Choosing N = 11 allows for an almost equal error rate of approximately 0.5%.

It should be noted that when temperature and voltage fluctuations are not random
(e.g., if there is a monotonic change in temperature), the probability that ¢y < ¢; when
no transmission is taking place is no longer 1/2. In that case, an all 1s (or all Os) SoF
pattern would be triggered easily due to persistently increasing (respectively decreas-
ing) temperatures. An alternating pattern would prevent this from occurring, while a
temperature-aware sensor (e.g., a ring oscillator counter normalized for temperature)
would allow the covert channel to operate even in these conditions. Different applications
could also choose different N based on their bit-flip probability p and increase the number

of allowed bit-flips to improve accuracy.

5.8.2 Signal Exfiltration

Signals which are not under the adversary’s control may not remain constant through-
out the period of measurement. However, as shown in Section 5.3.2 (Figure 5.6), the
delay of the long wire depends only on the proportion of time for which the nearby wire is
carrying a logic 1, and not its switching frequency. This fact reveals the Hamming Weight
(HW) of the transmission during the measurement period. By repeating measurements
with a sliding window, an eavesdropping adversary can fully recover nearby dynamic
signals such as cryptographic keys with high probability.

Suppose that the adversary wishes to recover an N-bit key K = Kj ... Ky_; (or, more

generally, any internal secret state, such as an Advanced Encryption Standard (AES)
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Figure 5.19: A window of width w can determine the relationship between bits K; and Kj.,,.

S-Box input bit). Assume that, in one period of measurement, the long wire carries
w consecutive bits of the key, with N = nw (Appendix B explains how to remove this
assumption). By making repeated measurements of different but overlapping windows as
shown in Figure 5.19, the adversary can recover the key with high probability. Specifically,
denote the HW (estimated by the RO count) of the first w key bits Kj. .. K,,_; (window
Wo) by co. Similarly, let the HW of bits K ... K,, (window W;) be c;. Then, if ¢y = ¢
(within some device-dependent tolerance), one can conclude that Ky = K,,. If co > ¢
then Ko = 1 and K,, = 0, while if ¢y < ¢; then Ky = 0 and K,, = 1. By comparing the
next count ¢; to ¢y, one can determine the values of K| and K,,1, and, by repeating this
process, one can determine the relationship between K; and Kj..,,.

Assuming a randomly generated key, the probability that K; = K; fori # j is 1/2. The
probability that all of S, = (K, Kyy4r, ..., K(—1)w+r) are equal is 1/ 21 since there are
n— 1 such pairs. The probability that at least one of the bits in S, is different than the rest
isthus 1 —1/ 271 1f at least one bit is different, an adversary can recover all elements
of S,. Repeating this argument for all possible remainders O < r < w, the probability

of recovering the entire key can be calculated as:

1\" W
p- (1_2n_1) 212 (5.4)

by Bernoulli’s inequality. Even if it might appear counter intuitive, Equation (5.4) shows
that longer keys are easier to recover than short keys. A larger window size w relative to
the key length makes recovering the key harder, as there are fewer measurements over the
length of the key. For the same reason, a longer key will increase the recovery probability.
This means that asymmetric keys (e.g., those used for signature verification) are relatively

easy to recover, since they are typically much longer than symmetric keys. In the worst
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case (if the entire key consists of a repetition of its first w bits), the proposed approach
reduces the guessing space from 2V to 2" possibilities (and at most 2 possibilities through
multiple window sizes, as explained in Appendix B).

When the long wire contains deterministic values after the last bit of the key has been
transmitted, even single window sizes suffice. Specifically, the adversary can consider
the w measurements that follow the last key bit as part of the key itself: Ky, ..., Kysy-1-

There are different possibilities to consider after transmitting Ky_1:

1. The long wire contains a fixed O or 1 bit, i.e., Ky = -+ = Ky4,—1. In this case,
the adversary can determine Ky_; by comparing the count for Ky_1 - - Ky4y—2 to
the count for Ky - - - Ky4+y-1, and proceed backwards for Ky_» and other bits. If at
least one of Ky_y,,...,Ky—_1 1s not equal to the fixed value, then the entire key is
recovered. Otherwise, the adversary determines that the key consists of all Os or
all 1s. These two cases are easy to distinguish, as the total RO count for all 1s is

higher than the total count for all Os.

2. The code assigns X (don’t care) or Z (high-impedance) to the wire. During
synthesis, these two possibilities reduce to the fixed-bit case above, as also verified

when comparing multiple to single transmitters (Figure 5.17).

3. The long wire contains the last key bit Ky_;. This possibility also reduces to

Case (1), but the adversary starts recovery at Ky_» instead of Ky_;.

4. The long wire is used to carry other values (such as a different key), which would
not change on repeated measurements. This effectively increases N, and can be

combined with the cases above after the second key has finished transmitting.

The only scenario where the adversary cannot fully recover the key is when the long
wire is updated with a random value that changes at every clock cycle and between
measurements. This suggests a possible leakage countermeasure, and is discussed

in Section 5.9.3.
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5.8.3 [Eavesdropping Attacks

This section implements the single-window attack detailed above on a Basys 3 board.
The target is an N = 32-bit key transferred over long wires, with a window size of w = 4.
No knowledge is exploited about the values carried on the long wires after the key has
been transmitted. In other words, this attack represents the worst-case scenario for the
attacker. Even this less-sophisticated adversary can recover keys in most setups.

The first step is to “calibrate” the setup by measuring the RO frequency for the all-ones
and all-zeros keys 1,000 times each. This calibration can be used to set a more precise
threshold for how to interpret ¢; ~ c;+1: let the average all-ones (all-zeros) calibration
measurement be C! (C?), with A = C' = C°. K; is then classified to be the same as
Kiry if |ci —civ1] < (1+a@)- A, where a = 0.5 is a relaxation threshold to account for
noise. Because of the inherent jitter of the RO, F = 500 full passes over the key are
made, collecting F - (N —w + 1) = 14,500 RO counts. ¢; is then taken to be the average
over the F measurements. In this proof-of-concept setup, each full pass corresponds to
w = 4 repetitions of the key (one for each remainder), but an adversary could equally
use w parallel counters and require only F passes instead of F - w ones. Similar to the
multi-transmitter experiments of Section 5.7, the UART is used instead of the ILA core.

Five different keys are tested: K¢ = 0, Ky = Oxffffffff, K, = Oxdeadbeef, K3 =
0xdOela3f4, as well as a randomly chosen key K;. When the number of long wires
used is at least v > 4 and the number of clock cycles per bit is at least 2! (i.e., bits
remain constant for 82 us), the proposed algorithm correctly recovers all five different
keys. Specifically, K¢ and Kj are reduced to the 2" = 16 possibilities of repeated subkeys
explained in the previous section, while K; is reduced to the two possible values of
X101X110X010X101X011X110X110X111 (the correct value has X = 1). K3 and K| are
always recovered fully. Reducing the number of VLONGs v or the number of clock ticks
lowers accuracy, but still allows partial recovery of keys. For example, with only 2° = 512
clock cycles (5.1ps) and v = 2, the algorithm can correctly recover 30 out of the 32 bits
of K3. It also recovers at least 25 bits correctly for all keys when v > 4.

However, with some additional computation and some more repetitions, the adversary

can reduce both the number of long wires and the number of clock cycles needed. In these
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Figure 5.20: Per-bit minimum relative separation g for windows of different Hamming Weights
(HWs) as a function of the number of key repetitions F. Experiments are conducted for multiple
keys and measurement periods. Vertical lines represent the minimum number of repetitions F,;;,
needed to distinguish between different HWs, i.e., g > 0 for all keys K and F > F;;,.

experiments, signals are kept constant for at least 27 clock cycles (1.3 us or 780kHz), due
to limitations of the Basys 3 boards (insufficient memory and slow UART). In 98.4%
of measurements with F = 5,000 repetitions and v > 1 long wires, the average count
for a window is monotonic in its Hamming Weight (HW). In other words, for any two
windows of a key with HWs h; > hy, the average counts cy, ¢, for the two windows obey
c1 > ¢z, making the key recoverable. Put differently, the key can be recovered if there
are constants 0 = H, ..., H,, such that any window of HW & with average RO count ¢y,
satisfies Hj, < ¢, < Hp41. Let K, denote all subkeys with HW A. Then for two HWs

hy > hy, the “gap” between them can be defined as follows:

min cy
h h )_ kGKhl 1 1
gap(/, ha) = max ck hi—h
kEKh2

(5.5

Every window with HW £ has a larger average than every window with HW h; if
and only if gap(hy, hy) > 0. Taking the minimum over all HWs, g = hrln>111112 gap(hy, hy) can
be interpreted as the minimum relative separation per bit if g > 0, while g < 0 suggests
that it is impossible to correctly recover all bits of the key. Figure 5.20 depicts g for
different keys K, measurement periods of 2’ clock cycles, and key repetitions F. For both

v =1 and v = 2 VLONGs, 250 measurements suffice to recover keys whose bits are kept
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constant for at least 2! cycles. Although 5,000 measurements are not always enough
when using a single VLONG, 3,600 measurements can recover keys whose bits change as
frequently as every 27 cycles (1.3 ps). This number drops to 2,100 measurements for
2 VLONGs, and decreases further as the number of long wires increases. The algorithm
can thus cope with higher frequencies by either repeating measurements multiple times
or by increasing the overlap between the receiver and the victim long wires.

Having calculated these bounds, the algorithm not only reduces a key of size 2% to
2" in the worst-case, but it also indicates what the Hamming Weight of the w bits are.
Combined with a window of size w + 1 or measurements beyond the end of the key, it
fully recovers the entire key, even in the all Os or all 1s case (Appendix B). This sliding
window approach allows adversaries to detect much faster signals compared to simple
averaging, which would be more susceptible to environmental variations: as noted in
Section 5.4.1, signals which were kept constant for 2! clock cycles (5.1 ps) resulted in
an average absolute count difference of only ~ 4 ticks.

As a final note, a second RO can account for noisy environments. This secondary RO
has v —1 long wires that are routed to be adjacent to the first RO but not to the transmitter.
Because this secondary RO is only minimally influenced by the transmitter signals, it
can be used to estimate environmental conditions such as local voltage and temperature.
The calibration measurements can therefore create a linear fit for ring oscillators counts
during the transmissions of Os and 1s, and remove the effect of environmental conditions
during the transmission of the unknown key. With only F = 500 measurements, v = 2
VLONGs, and measurement periods of 2° clock cycles, 84% of keys tested could be
recovered without any errors. Collecting more data points and applying more sophisticated
regression techniques would allow recovery of even faster signals, posing a realistic threat

even for low-latency applications.

5.9 Discussion

The discussion of the long-wire leakage phenomenon is structured in three parts:
the channel itself (Section 5.9.1), the cause of the leakage (Section 5.9.2), and potential

defense mechanisms (Section 5.9.3).
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5.9.1 The Channel

The channel characterized in the previous sections does not require any modifications
to the device or special tooling, allowing an adversary to distribute it in the form of IP
cores. There are no real placement constraints, except to ensure that the receiver and
transmitter long wires are adjacent. Moreover, the channel requires very little logic: the
entire setup (including the signal generation and measurement component) uses just 71
LUTs and 66 registers, excluding resources to transfer the measurements to the computer
for analysis. As an example, the proposed channel would only take up 0.2% of the
33,000 LUTs used in the open-source N200/N210 Universal Software Radio Peripheral
(USRP) Software-Defined Radio (SDR) project [89].

The USRP contains code from Ettus Research, Xilinx, Easics NV, and OpenCores
(written by different authors) [90], and illustrates that IP from many organizations can
become integrated into a single project. Since third-party code is a necessity, and as
modern IP blocks can be quite large, the potential for unintended interaction between
different cores increases. Attackers can exploit the routing algorithms, which are forced
to route through otherwise monolithic black-box IPs due to resource constraints. This
enables adversarial logic to communicate covertly or eavesdrop on nearby signals.

As ring oscillators have legitimate benign and useful applications (Section 2.2.5), the
transmitters and receivers are of dual-use. Moreover, the source of the leakage identified
exists whether transmissions are intentional (covert channel) or not (side channel), is a
threat when an adversary controls one or more IP cores, and can bypass local balancing
protection mechanisms (Section 5.7). These unintentional long-wire transmissions thus
pose new risks for multi-tenant scenarios, including FPGA hybrids and public clouds.
Finally, the same phenomenon could also be useful in IP core watermarking [35, 276],

or no-contact debugging of stuck signals.

5.9.2 Leakage Cause

So far, this chapter has focused on the novelty and applicability of the phenomenon
presented, rather than its cause. Section 5.3 showed that the source of the effect is

fundamentally different from that of prior work: long-wire leakage increases with the
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HW of transmitted signals, while prior work expects a decrease in the RO frequency in
response to an increase in switching activity. Prior to the work of this chapter, Gag et al.
had also investigated long-wire delays. Specifically, an RO with a long wire was placed
between long wires carrying signals that were synchronized with the RO signal (either
equal to it, or opposing it) [99]. It was shown that when the nearby long wires had the same
value as the RO wire, the frequency of the RO was higher compared to when the nearby
long wires had the opposite value [99]. The work by Gag et al. [99] required the signals
to be in sync, and long wires to be directly connected. Moreover, they were driven jointly,
and static patterns that are independent of the RO signal were not tested. As a result, the
effect identified could not be used directly for covert- or side-channel communication. By
contrast, this chapter demonstrated that nearby long wires are influenced even when there
1s no connection between the transmitter and the receiver, and even when the transmitted
value remains constant during the measurement period. These two properties can be
exploited in constructing a communication channel—even in Intel devices [253, 260].

As physical layout and process-specific parameters are proprietary, the precise
physical cause for this long-wire leakage has not yet been determined for FPGAs. This
lack of electrical details for FPGA hardware has been identified by multiple authors
in the past [6, 19, 72, 261, 309, 355]. As a result, whether the effect exists due to
drive-strength issues, electromagnetic emanations, or some other property of FPGAs
remains an open question. However, simulations on 45 nm Application-Specific Integrated
Circuits (ASICs) suggest that the effect is caused by “capacitive crosstalk” [161], as also
suggested by other literature on FPGA long wires [99, 253, 260].

Overall, the characterization of the channel is valuable even without access to these
details: it is always present, and is easily measurable on off-the-shelf devices without
special modifications. Moreover, FPGA users cannot alter the electrical behavior of
the device, but can only influence how circuits are mapped onto it. As a result, FPGA
circuit designers need to be aware of the communication and exfiltration capabilities

that this channel introduces.
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5.9.3 Defense Mechanisms

Section 5.6 showed that transmissions cannot be detected from a distance d > 2,
and that spurious activity (in the form of adders and additional current draw) does
not eliminate the transmission channel. Hence, defense mechanisms need to prevent
vulnerable designs from being loaded onto an FPGA. Since long wires are an integral
part of the reconfigurable FPGA fabric, detecting the transmitter is not easy: any long
wire can carry sensitive information within or between IP blocks. Routing algorithms
thus need to be modified to account for this information leakage by introducing directives
which mark signals (or even entire blocks) as sensitive. The tools then need to add “guard
wires”, by either leaving the four nearby long wires unoccupied, or by occupying the
two adjacent long wires with compiler-generated random signals: based on the RTT
experiments of Section 5.7, driving all four is superfluous. As mere logical isolation and
bitstream protection [335] is insufficient to protect against the attacks of this chapter,
physical isolation becomes necessary.

It should be noted that even though excluding routing resources will prevent the
leakage from occurring, it is particularly taxing for dense designs: it can make placement
and routing more time-consuming, or even lead to timing violations. As an example,
Vivado could not route the multi-transmitter designs of Section 5.7 when using ChipScope.
Designers using unpatched tools thus need to be aware of this source of leakage, and
must manually look for long wires post-routing, explicitly add guard wires, or, more
generally, specify placement and routing constraints for both highly-sensitive signals,
and untrusted third-party blocks.

When this is not possible, designers should instead introduce randomness to the
sensitive values carried on the long wires. For example, one could make the long wire
carry a random bit after every secret bit, and ensure that the last secret bit is also followed
by random values that change each time the key is used (Section 5.8.2). Although
these defense mechanisms do not eliminate the leakage (the adversary can still average
over large numbers of measurements and get statistical information about the key),
they increase the cost of the attack and force the adversary to use more sophisticated

post-processing techniques.



132 5.10. Summary

It should be noted that cloud providers and other FPGA stakeholders may attempt
to block the RO receiver from operating. However, as Chapter 6 shows, alternative
ring oscillator designs bypass currently-deployed countermeasures to exploit long-wire
leakage even in a cloud environment. Overall, better defense mechanisms for future FPGA
generations are needed at the architectural level, and require a deeper understanding of

the cause of this phenomenon.

5.10 Summary

This chapter investigated attacks that can be conducted remotely on FPGAs without
any modifications to the underlying hardware (Section 5.1). It demonstrated that a
previously-unexplored hardware imperfection of FPGA devices causes the delay of long
wires to depend on the logic state of nearby long wires, even when their driven values
remain constant. This effect is surprisingly resilient and is measurable within the device by
small circuits, without having to account for or isolate environmental noise (Section 5.2).
Long-wire leakage reveals the Hamming Weight (HW) of transmissions (Section 5.3),
and can be detected for various measurement times (Section 5.4.1), on six different Xilinx
FPGA families (Section 5.4.2), and in multiple circuit orientations and locations (Sec-
tion 5.5). The phenomenon remains quantifiable even in the presence of dynamic activity
on the device (Section 5.6), and with multiple simultaneous transmissions (Section 5.7).

This chapter used long-wire leakage to construct an on-chip covert channel with a
bandwidth of up to 6kbps, and an accuracy of 99.9% (Section 5.8.1). It also conducted
eavesdropping attacks on signals which are kept constant for as low as 1.3 us, with an
accuracy of more than 98.4% (Sections 5.8.2 and 5.8.3). In other words, the effect
identified can break separation of privilege between IP cores of different trust levels, or
enable communication between distinct users in multi-tenant setups. Overall, there is a
need for software and hardware improvements in FPGA tooling and devices (Section 5.9),

which Chapter 6 shows need to go beyond simple physical isolation of user logic.



A small leak will sink a great ship.

— Benjamin Franklin
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As Chapter 5 demonstrated, physical isolation is a necessary first step towards secure
multi-tenant Field-Programmable Gate Array (FPGA) logic. Even then, however, designs
might still not be secure against side-channel attacks [167, 197, 282, 387]. One potential

limitation of existing attacks is that they target low-end FPGA devices, where physical

133
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isolation is not strong: the transmitting and receiving circuits share the same FPGA die,
and, in some cases, even the same clock regions and resources [197, 387].

However, as Section 2.2.4 identified, high-end FPGAs may contain multiple dies
incorporated into the same FPGA chip. These distinct dies, called Super Logic Regions
(SLRs), could be used to multiplex the FPGA on a per-SLR basis. Although this form
of physical isolation per tenant may appear to be stronger and a potential security
improvement for virtualized FPGAs in cloud environments, this chapter demonstrates
that it is not sufficient to prevent communication between tenants across the SLR dies.
Specifically, this chapter introduces the first cross-SLR covert-channel attack, both locally
and on the cloud. The channel can be used for potential data exfiltration (e.g., of
cryptographic keys or other sensitive information) between users that share the same
reconfigurable device.

As some cloud providers such as Amazon Web Services (AWS) prohibit combinatorial
loops from user logic [12], this chapter is also concerned with alternative Ring Oscillators
(ROs) which can bypass these restrictions. The properties of the proposed ROs are first
evaluated by measuring long-wire leakage on the Virtex UltraScale+ FPGAs found on
AWS and Huawei Cloud FPGA servers before they are applied to the cross-SLR covert

channel. In summary, this chapter furthers the state-of-the-art by:

1. Introducing a novel flip-flop-based RO and a latch-based RO which overcome

combinatorial loop restrictions (Section 6.1).

2. Proposing a new architectural setup and metric for estimating the strength of

long-wire leakage (Section 6.2).

3. Demonstrating that the long-wire leakage phenomenon persists in the Virtex
UltraScale+ FPGA family, and measuring femtosecond-scale changes in the delay

of the long wires due to this leakage (Section 6.3.1).

4. Identifying intra- and inter-process variations across eleven FPGA boards both

locally and on the Amazon and Huawei clouds (Section 6.3.2).

5. Determining that the new RO designs provide almost-identical estimates for the

long-wire leakage as the traditional combinatorial loop RO (Section 6.3.3).
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Figure 6.1: Three Ring Oscillator (RO) designs with a variable number of intermediate buffer
stages, used in local and cloud experiments. Traditional ROs use (a) Lookup Tables (LUTs), but
to bypass cloud restrictions, one can use (b) Latches (LDs) or (c) Flip-Flops (FFs) instead.

6. Characterizing the first cross-SLR covert channel both locally and on the cloud

across different transmitter and receiver parameters (Section 6.4).

7. Analyzing the channel’s bandwidth to show that multi-bit transmissions increase it

to 4.6 Mbps with over 97.6% accuracy (Section 6.5).

8. Discussing potential defense mechanisms to mitigate the identified sources of

leakage (Section 6.6).

In summary (Section 6.7), this chapter performs the first practical cloud FPGA
attacks by introducing new RO designs, improving the long-wire leakage results of
Chapter 5, and showing that physical isolation to different SLR dies is not enough

for secure multi-tenant FPGAs.

6.1 Ring Oscillator Designs

This section introduces alternative RO designs which overcome restrictions placed
by cloud providers such as AWS [12]. Although most ROs use Lookup Tables (LUTs)
(Section 2.2.5), some research into alternative ROs has been conducted. For example, ROs
replacing one or more stages with an open Latch (LD) have been used for Physical Unclon-
able Functions (PUFs) [353, 354] and RO-based temperature sensors [258]. Moreover,
ROs with Flip-Flops (FFs) have been proposed to characterize FF delays [257, 266], but
have only been evaluated in simulations. Recent proof-of-concept work by Sugawara et
al. [311] has also shown that LD-based and FF-based ROs can overcome AWS restrictions.
However, how these ROs behave relative to traditional ROs was not investigated.

This chapter instead compares three types of ROs. The first design (Figure 6.1a) is

the traditional LUT-RO of the previous chapter, with one inverter, one buffer, and zero or
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more intermediate buffer stages (Chapter 5 and Sections 6.2 and 6.3 use one intermediate
buffer). These stages are implemented using “1-Bit Look-Up Table with General Output”
LUT1 primitives with the INIT parameter. The second design (Figure 6.1b) replaces
the final buffer with a pass-through latch. More precisely, the “Transparent Latch” LD
primitive is used with its gate input G tied to 1. However, the “Transparent Latch with
Clock Enable and Asynchronous Clear” LDCE primitive can also be used, setting gate
enable GE to 1 and clear CLR to 0, as suggested by Sugawara et al. [311].

The last design (Figure 6.1c) uses the “D Flip-Flop with Clock Enable and Asyn-
chronous Preset” FDPE primitive, with its D input tied to 0. The output of the penultimate
RO stage is connected to the preset input PRE, while its inverted value is connected to the
clock port C. When PRE is high, the output Q is also high. On its falling edge, the FF clock
transitions from low to high, thereby mirroring D to output a 0. The FF thus acts as a buffer.
It is worth noting that the proposed RO design differs from the FF-ROs introduced in prior
work, which instead depend on delay stages between the clock and clear inputs [257, 266]
or the FF output and its clock [311]. The performance of the three RO designs is evaluated

in Sections 6.3.3 and 6.4.5 for long-wire and cross-SLR leakage respectively.

6.2 Long-Wire Leakage Setup

This section introduces the architectural design for long-wire leakage measurements
on the cloud (Section 6.2.1). It also proposes an alternative metric to estimate the delay
difference due to the state of adjacent wires (Section 6.2.2). Throughout the chapter,
three types of boards are used: a local VCU118 board, as well as Amazon and Huawei
cloud FPGAs. Although they all contain Xilinx Virtex UltraScale+ XCVU9P chips,
cloud providers reserve some clock regions for their “shell” interfaces (Section 2.2.2),
and provide different clocks to the designs. No attempts are made to improve the clock
accuracy via Mixed-Mode Clock Managers (MMCMs) or Phase-Locked Loops (PLLs)
for any of the boards, and the boards are not modified in any way. Finally, cloud FPGAs
are controlled over the Peripheral Component Interconnect Express (PCle) interface,
whereas the local board over the Universal Asynchronous Receiver/Transmitter (UART).

These properties are summarized in Table 6.1.
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Property Local AWS F1 Huawei FP1
Board VCUI118 Proprietary =~ Proprietary
XCVU9P Chip flga2104-2-e flgh2104-2-1 flgh2104-2-i
Shell Clock Regions None X4Y0:X5Y9 X3Y4:X5Y9
Combinatorial Loops? Yes No Yes

Clock Frequency (MHz) 300 125 200
Interface UART PCle PCle

Table 6.1: Properties of the boards used in the experiments of this chapter.
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Figure 6.2: The setup uses R controllers, each with R Ring Oscillators (ROs). The ROs in
controller i use i Vertical Longs (VLONGs) each, while the buffers adjacent to them use 1 to R
VLONGs. The ROs and buffers of any given controller are isolated from any other logic (including
the RO frequency counters), and occupy two clock regions. A master controller is responsible for
handling the communication between the computer and the individual sub-controllers. Any logic
used is restricted to only one Super Logic Region (SLR).

6.2.1 Architectural Design

As the compilation and programming time for the XCVU9P boards is significantly
higher compared to their lower-end counterparts of Chapter 5, multiple long-wire trans-
mitter and receiver combinations are tested at once. Specifically, the setup employs a
hierarchical design of R controllers, each of which contains R identical ROs. All ROs
in controller i (1 <i < R) use i Vertical Longs (VLONGs) each. Each controller also

contains R buffers. These buffers use between 1 and R VLONGs each, and are adjacent
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Parameter Local AWSF1 Huawei FP1
# of Boards Tested 1 8 2

# of RO Combinations 81 =9? 64 =82 36 = 62
Vivado Version 20174 2018.2 2017.2

Table 6.2: Parameters of the setup used for long-wire experiments.

to the long wires of the ROs, as shown in Figure 6.2. This setup thus contains R?
combinations of different long-wire overlaps.

The buffers and ROs of each controller are all placed on separate Configurable Logic
Blocks (CLBs) spanning two clock regions, and are routed to use adjacent VLONGs. No
other logic (including the RO frequency counters) is placed in these regions through the
EXCLUDE_PLACEMENT and CONTAIN_ROUTING constraints. Finally, for a given bitstream,
all ring oscillators are of the same type (i.e., LUT-ROs, LD-ROs, or FF-ROs), and all logic
is placed on a single SLR. The whole experimental setup (including counters, the UART,
etc.) uses less than 0.85% of all XCVU9P resources, with the ROs and buffers taking up
at most 405/1,182,240 = 0.034% of LUTs and 81/2,364,480 = 0.0034% of registers.

Inter-device process variations are evaluated on the local VCU118 evaluation board,
eight FPGAs on an AWS f1.16xlarge instance, and two FPGAs on two Huawei Cloud
fpl.2xlarge. 11 instances. Due to the shell regions, the number of controllers and
ring oscillators R differs between the three setups. These parameters are summarized in
Table 6.2, with an example instantiation of the setup on AWS shown in Figure 6.3.

For each setup tested (i.e., for each RO type, on each SLR), three runs of 10,000
measurements are completed, for a total of 30,000 data points collected from each RO
per testing configuration. All results are reported at the 99% confidence level. As in
Chapter 5, the frequency of each RO is estimated by counting signal transitions during
a 2' clock-cycle period, with ¢ = 23 (28-67 ms, depending on clock speed). Additional
experiments confirm that the phenomenon persists for 7 € {13,15,17,19,21,25}, but gets

noisier as t decreases (see Appendix B).
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Figure 6.3: Vivado screenshot of the experimental setup for long-wire leakage measurements
on an Amazon Web Services (AWS) instance. Ring oscillator long wires are highlighted in red
and buffer long wires in blue, with no other logic occupying their clock regions. The counters
are placed on separate clock regions, and are shown in yellow. AWS shell logic is also physically
isolated, and spans multiple Super Logic Regions (SLRs).

6.2.2 Measurement Metric

Chapter 5 introduced the Relative Count Difference (ARC) metric to estimate long-
wire leakage. Although ARC is independent of the measurement period and the clock
frequency, it is sensitive to the absolute RO frequency, which is affected by nearby
logic [206] as well as Process, Voltage, and Temperature (PVT) variations [132]. These
properties make it hard to compare results across devices and experimental setups.

To overcome this drawback, this section introduces a metric which is independent of
the RO frequency, and can estimate the Absolute Delay Difference (Adgp) of the long

wires due to nearby state. The frequency of the ring oscillator fgo is given by:

1 y Cro
g~ TCLK

fro = (6.1)

Ccrk

where dro is the delay of the ring oscillator, fcrx is the frequency of the clock, and
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Cro, Ccrk are the counts driven by the RO and the clock during a measurement period

respectively (see Equation (5.1)). As a result, Adgp can be calculated as follows: 12

1 1 fro=TRo
fO _fl - 2f0 fl
RO RO ROYRO

Assume the RO and buffer use n adjacent VLONGs each, and that the overlap of adjacent

Adgro = (6.2)

1
2

VLONGs is fixed. Then the delay of a signal travelling through the RO is drp =n-dr +d,,
where d; is the delay of one long wire, and d, is an RO-specific constant that accounts

for local routing, logic delays, and process variations. As a result:
Adro = iy~ dhy =n (df - d} ) = nd 6.3)

As Ady is small, using n > 1 VLONGs provides a better estimate of the per-long wire delay:

Ad 1 C Cl,—CY
AdL _ RO —_. CLK . Rg 1R0 (64)
n n 2fcrk CROCRO

The above formulas apply to all three RO designs, since the leakage affects the delay
of long wires, but not the logic of the ring oscillators themselves. As a result, design
differences can be incorporated in the RO-specific constant d., which does not influence
Adgo and Adp as shown in Equations (6.3) and (6.4). Section 6.3 demonstrates this
experimentally by comparing the per-long wire delay difference across eleven different

Virtex UltraScale+ boards and all three RO designs.

6.3 Ring Oscillator Evaluation

This section first demonstrates that the new delay-based metric is superior to the old
relative count metric (Section 6.3.1). It then investigates intra- and inter-device variations
in the long-wire leakage of eleven boards with three SLRs each (Section 6.3.2), and

finally compares the estimates using the three different RO designs (Section 6.3.3).

6.3.1 Metric Comparison

This section compares the old ARC and the new Adgp metrics for all possible combi-

nations of transmitter and receiver long wires (v;, v, ), plotting the results in Figure 6.4.

12A similar formula focusing on signal transitions was later derived by Provelengios et al. [253]. My
derivation precedes that publication, as verified through personal communication with one of its authors.



6. Covert Communication on Cloud FPGAs 141

61071
# Receiver Longs v, 2 -
3.0 O
Q Z5
= 2
2. S
P
a £ 3
- E
Z10 B
= 0.5 5 1
0'0(] 1 2 3 4 5 6 7 8 9 l’][) 1 2 3 4 5 6 7 8 9
Number of Transmitter Longs v; Number of Transmitter Longs v;
(a) Relative Count Difference (ARC) (b) Absolute Delay Difference (Adro)

Figure 6.4: Relative Count (a) and Absolute Delay (b) differences for different numbers of buffer
transmitter and Ring Oscillator (RO) receiver long wires.

Unlike Figure 5.9 of Chapter 5, long-wire leakage measurements using the ARC metric
are much noisier on the Virtex UltraScale+, as shown in Figure 6.4a. Indeed, although
Chapter 5 explained that ARC for the pair (v;,v,) = (9,5) should be lower than it is
for (v,v,) = (9,6), Figure 6.4a suggests the opposite (the pairs (9,7) and (9,8) are
similarly inverted).

Meanwhile, the Adgo metric (Figure 6.4b) can clearly identify the number of VLONGs
used. Since the new metric measures the absolute delay difference due to adjacent state,
it is proportional to the size of the VLONG overlap between the buffer and the RO, and

is also independent of the clock and RO frequencies.

6.3.2 Inter- and Intra-Device Variations

This section plots the estimate of Ady, for all SLRs and boards tested using LD-ROs.
This is done by first averaging Adgo for each bitstream over all ring oscillator and buffer
combinations, and then using Equation (6.4). The average values over all combinations
with 99% confidence intervals are shown in Figure 6.5, which suggests that in all boards
and all individual SLRs, VLONGs leak information about their state through a change
in their delay. This change is in the order of a few femtoseconds, and exists despite
the electrical differences in long wires between Virtex UltraScale+ devices and earlier
generations (Table 2.1 of Chapter 2). Moreover, for most boards, the strength of the

leakage is approximately the same for all SLRs, suggesting that SLRs in the same chip
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Figure 6.5: Per-long wire delay difference Ade estimates using latch-based Ring Oscillators
(ROs) for all Super Logic Regions (SLRs) and boards tested.
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Figure 6.6: Ratio of per-long wire delay difference estimates using flip-flop-based Ring
Oscillators (ROs) Adf F (left) and lookup-table-based ROs AdeT (right) to estimates using
latch-based ROs Ad’,:D . The three RO designs estimate Ady, to within 10% of each other.

might be manufactured together, therefore reducing process variations. However, the inter-
SLR variation can sometimes be as large as the inter-chip variation between physically
distinct boards (e.g., the AWS 1 and Huawei 1 boards). As a result, different SLRs should
be treated as distinct chips with respect to process variations. Finally, within a board there
is no consistent pattern in how long-wire leakage varies between SLRs, despite the heavy
logic placed by cloud providers in nearby clock regions (SLRs 0 and 1). This suggests
that the strength of the leakage is not influenced by nearby logic, allowing adversaries

to measure it in the presence of large circuits not under their control.

6.3.3 Leakage Estimate Comparison

This section shows that all three ring oscillators give approximately the same estimate
for the difference in the delay of the long wires (averaged over all RO and buffer

combinations). Figure 6.6 plots the ratio of the estimate of the per-long wire delay
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difference Ady using FFs (Adg Fyand LUTs (AdeT, where not prohibited) to the estimate
using LDs (Ade ). It shows that there is no consistent pattern for how the estimates using
different RO types vary. Even though, on average, LD-ROs result in larger Ad;, estimates
compared to the other ROs, the estimates are very close in absolute terms: for example,
for SLR 0 of the AWS 0 board, the 99% confidence estimate is Ade =7.59+0.471fs
when using LD-ROs, and Ad} ¥ = 7.51 +0.46fs with FF-ROs. Hence, all three ROs
can distinguish nearby state, and estimate femtosecond-scale differences in the delay of
VLONGs to within 10% of each other, despite environmental noise and process variations.

It should be noted that a metric similar to Equation (6.2) can also estimate delay
differences between the different RO types, placing them in the order of 100s of picosec-
onds. This estimate is within the range of the speed models reported by Vivado, with

LUT-ROs being the fastest, and FF-ROs being the slowest.

6.4 Cross-SLR Leakage Characterization

Having established that alternative ROs can bypass currently-deployed cloud coun-
termeasures, this section investigates whether they can be used to create covert channels
between logically and physically separated logic on the same FPGA chip. As prior
work has shown that physically-isolating circuits within the same die can still result in
information leaks (Section 2.2.6), this section rather places communicating circuits on
separate SLR dies. The motivation for doing this partly lies in the fact that, at least for
monolithic FPGAs, the strength of intra-die voltage-based leaks (i.e., the magnitude of
the voltage drop) decreases with increasing distance between the transmitter and the
receiver [252]. As a result, even though the power rails between different SLRs may be
shared, it is reasonable to wonder whether cross-SLR communication remains possible,
when logic is placed much farther apart compared to intra-SLR logic.

This system model, shown in Figure 6.7, extends that of Chapter 5 (Figure 5.1), which
did not require physical isolation of malicious logic. As before, since cloud providers
allow attackers to place and route logic within the confines of their dedicated regions,
custom placement and routing is also allowed in this chapter. However, as explained in

Section 6.6, this is not crucial for the success of the covert channel. Moreover, adversaries
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Figure 6.7: System model for multi-tenant devices with strong physical isolation. Malicious and
benign user designs share the reconfigurable fabric, but are logically and physically isolated to
separate Super Logic Regions (SLRs). Adversarial logic cores can act as side-channel receivers
and transmitters by influencing voltage and/or temperature.

are restricted to using well-defined interfaces, such as those provided by a cloud shell,
and do not have physical access to the FPGA hardware. Consequently, adversaries
cannot directly read temperature and voltage conditions provided by system monitors
(Section 2.2.2), but may attempt to infer or influence them indirectly.

It should be noted that as current cloud providers allocate FPGAs on a per-user basis,
the attacks of this chapter do not affect cloud users in practice. However, they show that
before cloud providers can implement multi-tenant FPGAs, architectural improvements
in the hardware layer are necessary: even separation of tenants by SLRs on different dies
is not immune to covert-channel attacks. Before Section 6.5 can calculate the covert-
channel bandwidth, however, this section must first evaluate the leakage across different
experimental setups, which are described in Section 6.4.1. Section 6.4.2 then adapts
the metric introduced in Section 6.2.2 to these new setups. Finally Sections 6.4.3, 6.4.4,
and 6.4.5 respectively characterize the information leakage across different transmitter

sizes, SLR locations, and types of transmitting and receiving ROs.

6.4.1 Experimental Setup

In order to cause measurable voltage drops across SLR dies, a large number of ROs

is used for transmissions. Specifically, 7 independent transmitters, each containing Nr
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Figure 6.8: Block diagram of the experimental setup for communication between Super Logic
Regions (SLRs). The R - Ng Ring Oscillator (RO) receivers and the 7 - Ny RO transmitters are
logically and physically isolated onto separate SLRs.

Parameter Local AWS F1 Huawei FP1
# of Boards Tested 1 2
# of Receivers, R 5 5
# of ROs per Receiver, Ng 5 5
# of Transmitters, T 8 12
Vivado Version 2017.4 2018.3 2017.2

Table 6.3: Fixed parameters for experiments between Super Logic Regions (SLRs).

ROs, are placed on separate clock regions of the same SLR, SLRy. ROs are also used as

receivers: R receivers, each with Ng ROs, are placed on different clock regions of SLR

SLRg. Their frequencies are estimated using counters, which are placed along with other

control logic on separate clock regions of SLRpg through the EXCLUDE_PLACEMENT and

CONTAIN_ROUTING constraints. Figure 6.8 shows a diagram of the experimental setup.

Experiments are conducted on a local VCU118 evaluation board and on two FPGAs

on each of the Huawei and AWS clouds. The placement and routing of transmitter

ROs within their assigned clock regions is left to the manufacturer tools, while only the
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Figure 6.9: Vivado screenshot of one instantiation of the experimental setup on Amazon Web
Services (AWS). The receivers (green) and counters (yellow) are on Super Logic Region (SLR) 0,
while the transmitters (red) on SLR 2. Shell logic (grey) spans SLRs 0 and 1, and interfaces
(brown) with the control logic.

placement of receiver ROs is fixed to identify the effect of distance on the accuracy of the
communication channel. Moreover, as the cloud providers reserve some clock regions for
their shell, the number and placement of the receivers and transmitters is not identical
for the three setups—a fact which does not influence the quality of the communication
channel, as shown in subsequent sections. These fixed properties of the experimental

setup are summarized in Table 6.3, while Figure 6.9 shows an example instantiation of
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Parameter Value
RO Type LD
# of RO Buffer Stages 2
# of ROs per Transmitter, Ny 500
Transmitter SLR, SLRy 0
Receiver SLR, SLRg 1
Measurement Cycles 27

Table 6.4: Default parameters for experiments between Super Logic Regions (SLRs).

the measurement architecture on AWS for one of the experiments of Section 6.4.4.
By default, receiver and transmitter ROs use latches (LD-ROs) with two additional
intermediate buffer stages for more stable measurements. The transmitters and the
receivers are placed on SLRs 0 and 1 respectively. Ny = 500 ROs are instantiated
per transmitter. Moreover, the number of RO signal transitions are counted during
a 2" clock-cycle period with ¢ = 7, corresponding to 0.4-1.0 us, depending on clock
speed. These parameters are summarized in Table 6.4, and are varied in subsequent
sections. For each setup, five runs of 2,048 measurements each are completed, thus
collecting 10,240 data points from each RO per testing configuration. All results are

reported at the 99% confidence level.

6.4.2 Measurement Metrics

To quantify the leakage, one can simply compare the average RO count for a receiver
R; when the transmitters are disabled (Clp) and when they are enabled (Cil). The
differences AC; = Cl.O - Cl.l across all R- Ng = 25 ROs per FPGA board are plotted in
Figure 6.10a for the default setup of Table 6.4. Since AC; > 0O for all i (i.e., for all
ROs on all FPGAs), the receiver can easily distinguish between 0 and 1 transmissions,
with fewer than 5/127,875 = 0.004% misclassifications per board (the encoding scheme
and classification algorithm are described in Section 6.5). Moreover, Figure 6.10a
illustrates that for a given RO R;, AC; is close for identical boards, with small shifts
accounting for process variations.

However, as above, this metric does not allow for meaningful comparisons within or

across FPGA boards due to its sensitivity to the clock and RO frequencies. The absolute
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Figure 6.10: Average count (a) and delay (b) differences in the default setup across the R- Ng =25
Ring Oscillators (ROs) per board, with 99% confidence intervals.
delay difference Ad; of each RO can instead be estimated by adjusting Equation (6.4):

20 CY-C}
" 2ferk cc]

Ad; (6.5)

where fcyk is the clock frequency and 2’ the measurement period.

Figure 6.10b plots the absolute delay differences Ad; in picoseconds for the 25 ROs
and five boards using Equation (6.5). For a given board, Ad; is generally close for all ROs,
and there is, on average, less variation in Ad; within a receiver V; compared to the variation
between receivers. Moreover, the average delay Ad’ of the five ROs in receiver V; mostly
follows the distance of the receiver to the transmitters, i.e., Ad{®!} > Ad{Zt > AGB34,
with V, being an exception in the Huawei boards. Finally, boards with a faster clock
frequency and a smaller shell are affected more. These effects might be attributed to
increased switching activity and out-of-sync competing logic respectively. However, it is
not possible to conclusively determine why the three FPGA setups behave differently, as

the strength of the leakage also depends on the FPGA board voltage regulator.

6.4.3 Transmitter Sizes

This section tests the effect of increasing the size of the transmitting circuits on the
strength of the cross-SLR leakage. Figure 6.11a plots the delay difference Ad averaged
over all 25 ROs per board for different numbers of transmitting ROs Nr and all five FPGA

boards tested. As one would expect, more transmitting ROs result in larger voltage drops,
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Figure 6.11: Average delay differences Ad (a) and number of transmission errors (b) for different
transmitter sizes Ny on the five boards tested.

and therefore larger changes in the RO frequency. Although the local VCU118 board was
designed with fewer transmitters (7' = 8 due to differences in the communication logic
over the UART instead of T = 12 for the cloud FPGAs over PCle), the effect is stronger,
and is consistent with the preliminary results of Section 6.4.2. It should be noted that
although the average is taken over all ROs, other statistics can also be used. For example,
the median, the sum, or even a fixed choice of RO, all result in similar graphs.

Figure 6.11b further plots the percentage of bit-flip errors (Section 6.5) for various
transmitter sizes. It therefore demonstrates the tradeoffs between the amount of transmitter
logic (area) and accuracy. A transmitter size of Ny = 100 results in correct classifications
over 75% of the time, while increasing the number of transmitters to Ny = 250 and

Nr > 500 results in accuracies of over 97% and 99.9% respectively.

6.4.4 Transmitter and Receiver Locations

To ensure that the covert channel is present on all locations on the FPGA, Figure 6.12
varies the SLRs on which the receivers and transmitters are placed (SLRg and SLRr
respectively). For all SLR combinations, the leakage remains measurable, with Ad > 0.
Figure 6.12 also confirms that when the transmitters and the receivers are two SLRs apart,
Ad is smaller than when they are only one SLR apart. The other four placements result in
similar Ad, except for (SLRg,SLRy) = (2,1) in the cloud, potentially due to the dynamic

activity of the shell. Accuracy remains over 99.9% for all setups.
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Figure 6.12: Average delay differences Ad for different receiver (SLRg) and transmitter (SLRy)
Super Logic Regions (SLRs), with 99% confidence intervals. As placement and routing failed on
SLRs 0 and 2 of the Huawei boards, they are not included in the figure.
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Figure 6.13: Average delay differences Ad for different receiver (ROg) and transmitter (ROT)
types with 99% confidence intervals.

6.4.5 Ring Oscillator Properties

The next set of experiments investigates the effect of the receiver and transmitter

RO types, with Figure 6.13 showing the change in delay for all nine such combinations
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Figure 6.14: Average delay differences Ad for different intermediate buffer stages in the (a)
receiver and (b) transmitter Ring Oscillators (ROs), with 99% confidence intervals.

(four on Amazon, as LUT-ROs are prohibited [12]). First of all, Figure 6.13 indicates
that all three types of ROs are effective as both transmitters and receivers, since Ad > 0.
Moreover, some consistent patterns emerge. For example, for a fixed receiver type, the
FF-RO transmitter results in a larger Ad, as it has more stages. Similarly, for a fixed
transmitter type, receiver FF-ROs are affected more than LD-ROs or LUT-ROs, as FF-
ROs have more stages which are influenced by the voltage drop. By contrast, the absolute
count difference AC follows the opposite pattern, as FF-ROs are the slowest, due to their
extra inverter stage. Accuracy remains over 99.9% for all setups.

The effect of additional stages is further highlighted in Figures 6.14a and 6.14b, which
vary the number of intermediate buffers in the receiver and transmitter ROs respectively.
Figure 6.14a shows that more receiver buffer stages result in higher Ad. However, because
the RO frequency decreases, so does AC, resulting in more errors: with nine stages, the
error jumps from a fraction of a percent to over 2% as AC < 1, and exceeds 26% with
fifteen stages. Moreover, at sixteen intermediate buffer stages, ROs can no longer fit in
a single CLB, even when using dual output LUT6_2 lookup primitives.

Increasing the number of transmitter stages (Figure 6.14b) generally increases Ad but
at a decreasing rate. This is due to a tradeoff between the amount of logic activated on
a transmission of 1 (which increases), and the switching frequency of the logic (which

decreases). The errors for > 1 transmitter stages remain consistently below 0.01%.
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Figure 6.15: Raw ring oscillator counts from an experiment on Amazon servers. A simple
threshold cannot always account for environmental conditions.

6.5 Bandwidth Analysis

With Section 6.4 having characterized cross-SLR information leakage, this section
estimates the bandwidth of the ensuing covert channel. Section 6.5.1 first discusses
the encoding scheme and resulting bandwidth in the basic use-case. Section 6.5.2 then

examines how to increase bandwidth through multi-bit transmissions.

6.5.1 Encoding Scheme

In some setups (e.g., when using the local VCU118 board), a simple threshold is
sufficient to reach accuracies of almost 100%. However, these thresholds vary per RO,
require calibration, and are sensitive to environmental conditions. This is shown in
Figure 6.15, which plots raw RO counts from an AWS experiment. To account for
manufacturing variations as well as temperature and voltage fluctuations, a Manchester
encoding scheme can again be used: a 0-bit is thus encoded as the pair (0, 1), i.e., the
transmitters are disabled for one measurement period, and then enabled for the next one,
with a 1-bit reversing this order. Although this effectively halves the bandwidth relative
to a simple threshold, it allows for on-chip classification of data by comparing successive

measurements ¢ and c¢;. Unlike Chapter 5, however, if ¢y > ¢, the bit is classified as



6. Covert Communication on Cloud FPGAs 153

—4— Amazon 0 ~f+ Huawei 0 o
T~ Amazon 1 —J— Huawei 1 o A
7
s
=

—_
o
T~

—
e}
To

102 ]

101 ]

Mean RO Count Difference AC

27 2‘9 2‘11 2‘15 2i5 2'17 2'19 2'21 2éd
Measurement Clock Cycles
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a0, and as a 1 if ¢y < ¢; (equality can be considered an error). This is because while
long-wire leakage increases RO frequencies, cross-SLR transmissions result in voltage

drops, and hence slower ROs. The bandwidth b; of the encoding scheme is:

_ ferk

b = 2t+1

(6.6)

where fcy g is the clock frequency, and 2’ the measurement period. In the default setup,
t =7, so b; 1s over 1.17Mbps for the local VCU118 board, 781kbps for the Huawei
boards, and 488 kbps for the AWS boards, with over 99.9% accuracy.

Increasing the measurement time of 2 clock cycles reduces bandwidth, but increases
AC linearly, as shown in Figure 6.16. However, larger count differences can reduce
accuracy: errors increase to about 1.1% for t > 15 on the VCU118 board, as more
prolonged environmental fluctuations result in bit-flips.

It should be noted that Manchester encoding is often used for its self-clocking
properties in covert-channel attacks [357] or protocols such as 10BASE-T Ethernet [143].
However, in this thesis, rising and falling edges are detected through differences in RO
frequencies. As a result, absent an external synchronization method, the receiver must
sweep through the possible clock phases (linearly or with binary search): the largest

(average) RO count difference AC corresponds to a synchronized receiver and transmitter.
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Figure 6.17: Histogram of the count differences sum ZAC for different symbols. Symbols +i
correspond to i transmitters, enabled during the first or second measurement periods.

6.5.2 Multi-Bit Transmissions

Although previously all 7' transmitters were simultaneously controlled, this section
shows that the bandwidth can be improved by selectively enabling only some of them.
Specifically, with 7" transmitters, the bandwidth can be increased by a factor of 1+1log, T
compared to the simple Manchester encoding scheme. The 27 symbols +1,...,+7T can
be encoded in two measurement periods as follows: to transmit symbol 1 <i < T, all
transmitters are disabled during the first measurement period, and then i transmitters are
turned on during the second measurement period. To transmit symbol =7 <i < —1, the
process is reversed, first enabling i transmitters, and then disabling them.

However, as the count difference AC for an individual RO is small, the sum of all
such count differences XAC is considered instead. This sum is shown in Figure 6.17 for
the VCU118 board, where the number of ROs per transmitter is increased to Ny = 2,000,
for a total of T - Ny = 16,000 ROs on the SLR. Denote the XAC measurements for
i enabled transmitters by the set §;, and let p? be the @ percentile of §;. Then use
1= (pl.lf)?_“ +p{')/2 as the lower threshold for symbol i (with 1 <i < T), classifying a
measurement s > 0 as symbol i if 7" < s <17 | (the s <0 case is analogous for -7 <i < —1).

Using this classification scheme with a € {1,...,20}, all 2T symbols can be recovered
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over 96% of the time, reaching a bandwidth of b7 = log, (2T) - fcrx /2! = 4.6 Mbps.
The maximum accuracy of 97.6% occurs for @ = 8, while @ = 0, corresponding to minima

and maxima thresholds, can correctly recover about 80% of transmissions.

6.6 Countermeasures

There are four types of defense mechanisms that can be deployed to protect against
the types of attacks introduced in this section: placement and routing restrictions; design
rule checks; balanced power usage; and runtime protections.

Placement & Routing Restrictions: Chapter 5 (and the first half of this chapter) showed
that physical isolation is a necessary prerequisite for secure multi-tenant FPGAs, despite
“large costs in terms of frequency and routing congestion” [377]. However, isolation within
a die is not a sufficient protection mechanism on its own [167, 197, 282, 387]. This chapter
has further shown for the first time that isolation across SLRs is also not enough to protect
multi-tenant FPGA designs. The cross-SLR channel of this chapter did not fundamentally
depend on custom placement and routing: only placement directives were used to measure
the effect of distance on the ensuing channel. As a result, defense mechanisms that depend
on randomizing or disallowing user-defined layouts are also ineffective.

Design Rule Checks (DRCs): An alternative approach is to prevent receiver circuits
from being instantiated in cloud FPGAs, such as disallowing combinatorial loops [121,
122, 167, 332, 387]. However, as this chapter showed, alternative RO designs can bypass
such checks. Banning latches [122, 168, 311] can prevent LD-ROs and Time-to-Digital
Converters (TDCs) from being deployed, although alternative RO and TDC designs may
overcome such restrictions. One example is the FF-RO of this section, which instead uses
local clocks to drive flip-flops and can thus also be detected. Overall, checks prohibiting
latches and ensuring that register clocks are derived from cloud shells can raise the bar
for attackers, until alternative malicious designs emerge. Some specific DRC warnings

that appear in the designs of this section can thus be promoted to errors:

* LUTLP-2 detects combinatorial loops, but is only an error on AWS.

e PLHOLDVIO-2 warns about “non-optimal connections” in LUT-driven clocks.
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* PDRC-153 appears in “gated clock nets” when not using the clock enable CE pin.

Balanced Power Usage: Another defense mechanism is to prevent transmitter circuits
from being created in cloud FPGAs. Although ROs were used in this chapter, other
designs with large dynamic power consumption (e.g., programmable interconnects [390])
could also be employed. Consequently, malicious senders can likely still find circuit
designs that modulate dynamic power draw despite cloud FPGA DRCs. In fact, as
Chapter 7 shows, Central Processing Unit (CPU) and Graphics Processing Unit (GPU)
activity can be used in lieu of FPGA transmissions for cross-board communications.
Runtime Protections: To prevent damage to the physical hardware, runtime monitors
for temperature and power usage are necessary. Although AWS gates clocks should a
maximum power threshold be reached [10], ROs could still cause damage to the device,
as they cannot be stopped. This fact necessitates more aggressive protection mechanisms,
such as clearing the FPGA. However, voltage fluctuations can come from legitimate
circuits, so any such mechanism must ensure that there are low false positives.
Overall, future FPGAs are in need of architectural improvements, which will likely
come with heavy performance and energy overheads. Independent power supplies to dif-
ferent tenants (i.e., SLR dies) might be a good start, but this may still not be enough: cross-

FPGA channels are possible even with independent board voltage regulators (Chapter 7).

6.7 Summary

This chapter introduced novel RO designs which can be instantiated on cloud FPGAs,
bypassing currently-deployed countermeasures (Section 6.1). These ROs can measure
femtosecond-scale changes in the delays of Xilinx Virtex UltraScale+ long wires both
locally and on the Huawei and Amazon clouds (Sections 6.2 and 6.3). Moreover, the
ROs can be used to characterize cross-SLR leakage across multiple parameters, such as
the locations, types, and sizes of the source transmitters and sink receivers (Section 6.4).
The ensuing cross-SLR covert channel has a bandwidth of up to 4.6 Mbps that is over
97.6% accurate due to multi-bit transmissions (Section 6.5). Overall, a lack of robust and
general countermeasures (Section 6.6) highlights the need for hardware-level architectural

changes if secure multi-tenant FPGAs are to become a reality in the future.



The greater the power, the more dangerous the abuse.

— Edmund Burke
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several shortcomings of the underlying hardware that prevent shared clouds from be-
coming a reality in the near future. However, it is also important to investigate whether
attacks are possible in single-tenant scenarios. One potential source of leakage that
persists across chip boundaries is data-dependent power draw and associated voltage
fluctuations. Although power and voltage are easy to measure and exploit using external
equipment [103, 131, 147, 164, 274, 284, 305, 310,13 doing so is not possible in cloud
environments without physical access to the underlying hardware.

Schellenberg et al. recently showed that cross-FPGA attacks are possible using Time-
to-Digital Converters (TDCs) [283]. However, the chips targeted were located on the
same FPGA board, and hence shared the same voltage regulator. This made them
much easier to influence directly, due to the lack of additional intermediate components
between their Power Distribution Networks (PDNs). Moreover, the boards used were
explicitly “designed for external side-channel analysis research” [283], so the threat
model employed did not quite capture the reality of cloud environments.

By contrast, this chapter investigates a new class of remote, cross-FPGA attacks
between separate boards, mirroring cloud environments with co-located FPGAs in the
same server rack. Specifically, this chapter shows how powering two independent, off-
the-shelf boards by the same Power Supply Unit (PSU) can leak information between
them, breaking isolation and separation of privilege. The same source of leakage can also
be used to detect high levels of activity by Central Processing Units (CPUs) and Graphics

Processing Units (GPUs) if the PSU also powers a computer. This chapter therefore:

1. Identifies a new threat model, where shared PSUs are a source of vulnerability, even
for unprivileged FPGA designs without access to voltage or temperature system

monitors (Section 7.1).

2. Introduces a novel measurement setup that deploys Ring Oscillators (ROs) on the

sink FPGA to stress its voltage regulator (Section 7.2).

3. Proposes a classification metric that uses the stressor ROs to reliably detect external

voltage fluctuations (Section 7.3).

13 Recent work has shown that key recovery attacks are possible remotely by measuring Analog-to-Digital
Converter (ADC) noise [118, 235], but these attacks remain limited to single-chip systems.
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4. Creates the first remote covert-channel attack between FPGAs on distinct physical
boards that are dedicated on a per-user basis, reaching accuracies of up to 100%
(Section 7.4). The cross-FPGA covert channel is demonstrated between off-the-
shelf, unmodified, Xilinx-designed Artix 7 and Kintex 7 boards in either direction
of communication, across various architectural choices (e.g., number, type, and

size of the ROs), and with different bandwidth-accuracy tradeoffs.

5. Establishes the first CPU-to-FPGA and GPU-to-FPGA covert channels that detect

high loads of activity on the respective processors (Section 7.5).

6. Discusses the practicality of the proposed attacks, as well as potential countermea-

sures to reduce the impact of the leakage (Section 7.6).

In summary (Section 7.7), the FPGA-to-FPGA, CPU-to-FPGA, and GPU-to-FPGA
attacks of this chapter show that there is a fundamental need to re-think the security of

hardware, even for monolithic, single-tenant designs in shared infrastructures.

7.1 System and Adversary Model

Although Chapters 5 and 6 were concerned with multi-tenant FPGA attacks without
and with physical isolation respectively, this chapter focuses on remote attacks against
platforms where the entire logic is allocated to a single user. Design logic cannot access
voltage or thermal system monitors present on the FPGA fabric, as these are inaccessible
in a cloud environment due to the presence of the shell (Section 2.2.2). This stronger
threat model necessitates that any effect caused by a side- or covert-channel transmitter be
measurable across extensive physical separation (as opposed to logic on the same FPGA
chip), and with multiple intermediate components (passive capacitors, inductors, voltage
regulators, etc.) on the path between the source and sink FPGA boards.

This chapter specifically investigates remote voltage-based attacks, where a shared
PSU provides an indirect connection between CPUs, GPUs, and FPGAs. The high-level
system model of this (leaky, as it turns out) connection is shown in Figure 7.1.

This chapter makes no assumptions regarding how the FPGAs are connected to

the computer: FPGAs may use the Peripheral Component Interconnect Express (PCle)



160 7.2. Experimental Setup

110-240V

Power Supply
Unit (PSU)

Figure 7.1: System model for voltage-based covert channels from Field-Programmable Gate
Arrays (FPGAs), Central Processing Units (CPUs), and Graphics Processing Units (GPUs) to
other FPGAs in co-located environments. The devices are powered through the same Power
Supply Unit (PSU), but do not share logic, and do not have access to any system monitors for
measuring voltage or temperature changes.

interface, the Universal Asynchronous Receiver/Transmitter (UART) standard, or they
might not even be (logically) connected to the computer at all. In other words, the only
assumption is that of a shared PSU between the two communicating parties, operating
under normal conditions (i.e., without being overloaded).

Within an FPGA, (potentially adversarial) users are allowed to place and route the
designs of their choice, respecting any restrictions imposed by potential cloud-provided
shells. One of the key contributions of this chapter is therefore the ability to communicate
across unmodified devices, without external equipment or access to internal voltage

monitors, which are off-limits to unprivileged FPGA designs.

7.2 Experimental Setup

This section details the experimental setup, with Section 7.2.1 first delving into the
architectural design of the FPGA transmission and reception circuitry. Section 7.2.2 then
describes the hardware properties of the FPGA boards used, while Section 7.2.3 expands
on the computer PSUs, CPUs, and GPUs, which are effectively turned into covert-channel

transmitters. Section 7.2.4 finally discusses the process followed for data collection.
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Figure 7.2: Experimental setup block diagram. The covert source (left) uses 7 - Ny Ring
Oscillators (ROs), while the sink (right) has R - Ng measurement ROs and S - N stressor ROs.
The source and sink boards are powered by the same power supply unit.

7.2.1 Architectural FPGA Design

This section gives a high-level overview of the covert-channel source and sink FPGA
designs, noting that the ROs used have one inverter and three buffer stages, and are
implemented using Lookup Tables (LUTs), i.e., are LUT-ROs (Figure 6.1). The additional
buffer stage was added after preliminary experiments showed that it made measurements
more stable. Alternative types of ROs are evaluated in Section 7.4.5.

Channel Source: To cause detectable changes on the sink, the source FPGA employs
ring oscillators organized as T transmitters, which can be controlled independently. These
transmitters are placed on separate clock regions to make power consumption more
evenly spread throughout the FPGA. They contain Ny ROs each, for a total of T - Nr
ROs, as shown in the left part of Figure 7.2.

Channel Sink: To receive transmissions, the sink employs R receivers, placed on separate
clock regions of the sink FPGA, and each containing Ng ROs. The RO frequency can
be estimated by counting the number of RO signal transitions in a fixed measurement

interval of 2’ clock cycles through counters placed outside of the RO clock regions.
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Figure 7.3: Vivado screenshot (rotated) of the sink architecture on a Kintex 7 board, with receiver
Ring Oscillators (ROs) in blue, stressor ROs in green, and other logic (counters, Universal
Asynchronous Receiver/Transmitter (UART), and First In, First Out (FIFO) interfaces) in yellow.

However, this setup on its own is not sufficient to decode covert transmissions, due to
inherent noise in the power supply and environmental fluctuations. Instead, it is necessary
to introduce additional circuitry on the sink FPGA which stresses the board’s voltage
regulator, making it harder to maintain a constant voltage. This fact allows the sink
FPGA to sense voltage changes induced by the source FPGA, or even by CPU and
GPU activity, as later presented in Section 7.5. Specifically, the sink design includes
S stressors, each with Ng ROs. As with the source transmitters, these S stressors are
placed on separate clock regions, and can also be controlled independently. The block
diagram for the sink design is shown in the right part of Figure 7.2, while Figure 7.3
shows a concrete instantiation of the sink architecture on a Kintex 7 board. Section 7.3

further demonstrates the need for stressor ROs.

7.2.2 FPGA Boards

The experiments of this chapter use Xilinx Kintex 7 KC705 and Artix 7 AC701 boards.

The 28 nm chips these devices contain are similar, but the Kintex 7 is larger and more
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Property/Parameter Artix 7 Kintex 7
Board AC701 KC705
Part Number XC7A200T XC7K325T
Slices 33,650 50,950
Clock Regions 2%5 2x7
Core Voltage, VCCINT 1.0V 1.0V
Voltage Regulator LMZ31710 PTDOSA020W
Clock Frequency (MHz) 200 200
# of Boards Tested 2 2
# of Transmitters, T’ 10 14
# of Stressors, S 5 5
# of Receivers, R 4 4
# of ROs per Receiver, Ng 5 5

Table 7.1: Board properties and fixed compile-time choices for the source and sink designs.

performant, while the Artix 7 is optimized for low power [358, 359]. Both FPGAs have
a 200 MHz oscillator and operate at a core VCCINT voltage of 1.0 V, but the boards use
different regulators to convert the 12V PSU output to 1.0V [360, 363].

The source FPGA designs place a transmitter on each clock region of the FPGA.
As the Artix 7 board has 10 clock regions, while the Kintex 7 has 14, the number of
transmitters on these devices is 7 = 10 and T = 14 respectively. The sink FPGAs contain
R = 4 receivers in the corners of the chip, each with Ng =5 ROs. Sink FPGAs also
contain S = 5 stressors, one of which is placed in the center of the device, while the
remaining four next to the receiver clock regions (Figure 7.3 shows an example with
Ns = 500). Although not shown to be significant in the experiments of this chapter, these
early architectural choices were made to ensure that the power draw was approximately
equally spread across the PDN of the FPGA fabric.

These decisions and other FPGA properties are summarized in Table 7.1. More
compile-time and run-time parameters, such as the measurement period and the number

of source transmitters ROs Ny and sink stressor ROs Ny, are varied in Section 7.4.

7.2.3 Power Supply Units & Computer Transmitters

To verify that the covert channel is not due to faulty design in a line of specific power

supply units, this chapter tests communication on two PSUs made by different manu-
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Property Computer A Computer B
PSU Brand Corsair Dell
Power Rating 850 W 1,300 W
80 Plus Certification Gold Gold

SuperMicro Dell Precision
Motherboard X8DAL-i T7600
Xeon CPU Model E5645 E5-2609
# of CPU Cores 6 @ 2.4GHz 4 @2.4GHz
# of Threads 12 4
# of CPUs 2 1
GeForce GPU ZOTAC GT 430 EVGA GTX 750 Ti
GPU Memory 1 GB GDDR3 2 GB GDDRS5

# of CUDA Cores 96 @ 0.7GHz 640 @ 1.0GHz

Table 7.2: Hardware properties of the two computers used, with their corresponding Power Supply
Units (PSUs), Central Processing Units (CPUs), and Graphics Processing Units (GPUs).

facturers (Corsair and Dell), rated for different loads (850 W and 1,300 W respectively),
and both with a Gold 80 Plus Certification (which guarantees 90% efficiency at 50%
load). These PSUs are integrated in two computers, the first of which contains two Xeon
E5645 CPUs for a total of 24 threads, while the second a single Xeon E5-2609 with 4
threads. They also contain Nvidia GeForce GPUs, with 96 and 640 Compute Unified
Device Architecture (CUDA) cores respectively. The CPU and GPU cores are used as
the covert-channel sources in Section 7.5. The properties of the computer hardware

used are summarized in Table 7.2.

7.2.4 Data Collection and Encoding

For the data collection process, the computers attached to the PSUs were used normally
during experimentation, including running and installing other software. To ensure
leakage is not due to temperature, for most experiments, the FPGAs were placed outside
the computer case and away from computer fans, which may affect measurements by
turning on or off based on the computer temperature. FPGAs were similarly placed next
to each other horizontally (as opposed to being stacked vertically), further minimizing
cross-FPGA temperature effects. In addition, to ensure that the information leakage is

not caused by other voltage effects, the FPGAs were not connected to the computer over
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PCle, which would likely increase the potential for leakage. However, as Section 7.4.5
shows, the covert channel operates with similar accuracy, even when the FPGAs are
connected to the computer over PCle and are enclosed in the computer tower without
accounting for temperature variations. Finally, to verify that the leakage is not caused
by the UART interface, one computer often takes the measurements, when the other one
is powering the source and sink boards through its PSU.

As there is inherent noise in the measurements, (a) the absolute RO frequency is not
well-suited for comparison, and (b) the RO counts need to be averaged over repeated mea-
surements to produce meaningful results. To address both concerns, Manchester encoding
is used, where to send a 1, the source transmitters are enabled for one measurement
period and disabled for the next (a O is similarly encoded by first disabling transmitters
during the first measurement period and enabling them in the second period). These
measurement periods are M -2’ clock cycles long, averaging M RO counts collected by

ROs every 2" clock cycles (see Section 7.3). The bandwidth can thus be calculated as:

Jfe

b:—2-2f-M (7.1)

where f. = 200MHz is the FPGA clock frequency.

Most experiments transmit the 20-bit number 0xf3ed1, which is Manchester-encoded
in 40 bits to be communicated across the covert channel. This number was chosen as it
has relatively long runs of ones and zeros, but more and longer patterns are evaluated in
Section 7.4.5. Moreover, to ensure that perfect synchronization is not needed between the
source and the sink, for each of the 40 periods, four sets of M measurements are taken,
where M is in the order of a few hundred (see Table 7.3 and Section 7.4.4). The four
sets of repetitions create 4> = 16 Manchester-encoded pairs per bit to be transferred, for

a total of 16 x 20 = 320 pairs to estimate the covert-channel accuracy.

7.3 Classification Metric

This section introduces a novel methodology to detect changes in the power supply

voltage through “stressor” ROs. Section 7.3.1 first motivates why the naive approach



166 7.3. Classification Metric

40 1
= 351 # of Enabled
= Transmitters 7'
[0}
= 301 —+- 0
o - 9
EEO i
= 257 - 4
ﬁo + 8
- -4- 10
= 157 T
E 12
£ 10 g 14
Z,

5-

115 1L7 119 121 123 125
Power Supply Voltage (V)

Figure 7.4: Voltage as set by the power supply and measured by the oscilloscope for various
numbers of enabled transmitters 7 on the KC705-2 source, with 99% confidence intervals.

of using the absolute ring oscillator counts is insufficient for the classification of trans-
missions in this scenario. Section 7.3.2 then introduces the new stressor-based metric,

while Section 7.3.3 finally explains why the proposed technique works.

7.3.1 Motivation

Broadly speaking, when the transmitters are activated on the source FPGA (and
similarly on the source CPU or GPU), there is a voltage drop that is visible not just
at the board regulator, but also at the 12V rail input of the source FPGA. Indeed,
Figure 7.4 demonstrates this for a Kintex 7 source across multiple input voltages and
different numbers of enabled transmitters 7', with Ny = 1,000. The board is powered by a
Keithley 2231A power supply. Simultaneously, a Tektronix MDO3104 Mixed Domain
Oscilloscope with TPP1000 1 GHz passive probes measures the voltage at the power rail
of the board, taking 10,000 data points. Figure 7.4 indicates that at any voltage level
provided by the power supply (11.5-12.5 V), as the number of enabled source transmitters
T increases, the voltage measured by the oscilloscope decreases. For example, at 12.5V,
the oscilloscope measures 12.539 V when no transmitters are enabled, but only 12.521 V

when 14 transmitters are enabled, for a voltage drop of approximately 18 mV. At 11.5V,
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Figure 7.5: The average Ring Oscillator (RO) counts C{, (at 99% confidence) on the AC701-1
sink remain approximately the same for different power supply voltages V and all eight ROs R;.

the measured voltage similarly drops from 11.525V to 11.507 V.

For a ring oscillator i, let its average count be C{, when the voltage provided by the
power supply is 11.5V <V < 12.5V. Although one would expect the RO frequency
to increase with higher supply voltages [132], i.e., C{,l > C{,z whenever V| > V,, this
is not the case in practice, as the voltage regulator stabilizes VCCINT to around 1.0 V.
Instead, Figure 7.5 suggests that the RO counts remain approximately the same for
all eight ring oscillators and voltages V tested on an Artix 7 sink for measurement
periods of 1.3 ms. As a result, the absolute RO frequency cannot be used to decode

cross-FPGA covert-channel transmissions.

7.3.2 Description

The issues identified above can be solved by introducing ROs to “stress” the voltage
regulator and make external changes in the power supply voltage measurable. For any bit

transmission (say the i-th one), the sink FPGA takes M measurements as follows:

1. For the first measurement period, it disables all stressor ROs, and lets the receiver

ROs run for 2 clock cycles, producing counts Cj) = (CJ),. .., C(If'NR_l ).
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Figure 7.6: Timing diagram for a Manchester-encoded transmission of the two bits 10, with
M = 4 measurement periods. Half of the Ring Oscillators (ROs) counts are taken when the
stressors are enabled (E), and the other M /2 = 2 counts when they are disabled (D) to compute
A =D —E. The receiver uses the sign (positive or negative) of the difference A% — A>"**! between
the two parts of the encoded transmission of the n-th bit to determine its decoded value. For
example, (Cg - C(l) + Cg - Cg)/Z =A'> Al = (C(l) - C} + Cé - Cé)/2, so the first bit is decoded as
a 1. Similarly, A> < A°, so the second bit is decoded as a 0.

2. In the second measurement period, it enables all (or some, see Sections 7.3.3

and 7.4.4) stressor ROs, and estimates the RO frequencies through their counts, Cir

3. In the third measurement period, it disables all stressor ROs, re-enables them in the

fourth period, and so forth.

This procedure produces M /2 measurements Ci, Ci2’ ... corresponding to disabled
stressors, and M /2 measurements C, Cg, ... corresponding to enabled stressors, as also
shown in the timing diagram of Figure 7.6. Figure 7.6 represents Manchester-encoded
transmissions of the two bits 10, averaging over M = 4 measurements and only repeating
transmissions once (actual measurements have M = 500, with four repetitions). The
average of each set per RO is then used to calculate the disabled-stressor average D' =

2/M -y C}, and the enabled-stressor average E' =2/M - Ty €.,y The value

k=0 k=0 2k+1°

A’ =D’ —E! is the final metric for the recovery of the transmitted bit.
Specifically, assume that the sink FPGA is trying to recover the n-th bit, corresponding
to transmissions 2n and 2n+ 1. Since each bit b is Manchester-encoded as the pair (b, 1 — b),
each transmission pair contains a 1-bit and a 0-bit. This allows the sink board to compare
the R - Ng counts of A”* and A>**!. If the majority of the RO differences in the first
set of measurements is bigger than the corresponding differences in the second set of

measurements (i.e., A?" > A*"*! for most ROs), it classifies the n-th bit as a 1, while if

the majority is smaller (A*" < A?**! for most ROs), it classifies the n-th bit as a 0.
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Figure 7.7: All Ring Oscillator (RO) count differences with stressors A2 — A2+ (blue circles)
are positive, correctly decoding a transmission of 1. However, the naive metric without stressors
D?* —D?"*! (orange diamonds) behaves randomly, with only about half positive values.

Figure 7.7 demonstrates the need for this more complicated procedure in practice for
a transmission of a Manchester-encoded 1-bit. Specifically, it compares the new metric
with stressor ROs A?" — A?"*! against the naive bit-recovery metric D> — D?**! for all
twenty receiver ROs. As Figure 7.7 (blue circles) shows, A%" — AZ"*1 > 0 for all receiver
ROs Ry, Ry, . . ., so the novel metric correctly recovers this bit transmission. However, the
D?" — D?>**! values with stressors disabled (orange diamonds) behave randomly. Indeed,
in the experiment from which these measurements originated (between the two Kintex 7
boards, with Ng = 500, Ny = 1,000, and measurement periods of 10 ms), the A metric
successfully recovered over 98% of transmissions, compared to 53% using the naive
method without the stressors. Section 7.3.3 further expands on why the new technique

makes for a good approach in detecting cross-board transmissions.

7.3.3 Explanation

This section tests the receiving circuit on its own to characterize its behavior. Fig-
ure 7.8 first plots the average metric Ai, for the eight ring oscillators R; of Figure 7.5
across the same power supply voltages 11.5V <V < 12.5V, but enabling 1,000 stressor

ROs on the board. As expected, for all ROs, Ai,l < Ai,z whenever V; > V5: when there is
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Figure 7.8: The average metric Ai, (with 99% confidence intervals) on the AC701-1 sink decreases
with higher power supply voltages V for all eight ring oscillators R;.

an external voltage drop (e.g., when the source FPGA enables the transmitter ROs), the
A metric increases compared to when there are no external transmissions.

Given this monotonic relationship of A as a function of voltage, the second aspect
to investigate is how A behaves across different measurement times of 2’ clock cycles
and numbers of enabled stressors S. Specifically, Figure 7.9 calculates the average value
of the A metric over all 20 receiver ROs on an Artix 7 sink at two voltage levels (11.5V
and 12.5V) and plots their differences, leading to several observations.

First of all, the average difference A = A1.5 —Aj2.5 is close to zero for time periods
up to 41 ps, indicating that prolonged measurement times are necessary to distinguish
between transmissions of zero and one, which in practice result in much smaller voltage
drops of ~ 20mV. Moreover, until 2.6 ms, A > 0 for all choices of how many stressors
S to enable simultaneously, with fewer stressors resulting in a larger effect. However,
for even larger time periods, A < 0, with more stressors resulting in a bigger effect in
magnitude. Consequently, the choice of how many stressors to enable and for how long is
intricately linked with the accuracy of the covert channel. In addition, it helps explain
why in some experimental setups (e.g., the KC705-1 receiver on PSU-B of Table 7.3), the

recovered pattern is flipped, i.e., a 0-bit is identified as a 1-bit and vice-versa.
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Figure 7.9: Difference between the average A metric as measured at 11.5V and 12.5 V for various
measurement times and numbers of stressors enabled on the AC701-1 sink.

7.4 Cross-FPGA Communication

This section explores FPGA-to-FPGA covert communication, first presenting a
summary of results with default experimental parameters in Section 7.4.1. The numbers
of source transmitter and sink stressor ROs are then respectively varied in Sections 7.4.2
and 7.4.3. Bandwidth-accuracy tradeoffs are investigated in Section 7.4.4, while the per-
formance of the covert channel across different patterns, types of ROs, and measurement

setups is evaluated in Section 7.4.5.

7.4.1 Opverview of Results

This section provides an overview of the cross-FPGA results. The values for the
default experimental parameters used in these experiments and the corresponding covert-
channel bandwidths are summarized in Table 7.3. These values were chosen based on
exploratory testing, as they represent a good tradeoff between accuracy and bandwidth.
However, in some cases, better accuracy can be achieved at the cost of bandwidth, or the
same accuracy can be maintained despite increasing the bandwidth (see Section 7.4.4).

The results of measurements across all 12 combinations of source and sink FPGAs

on both PSUs are summarized in Table 7.4. As the table shows, covert communication
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Parameter Artix7 Kintex 7 Section
# of Transmitter ROs, Ny 1,000 1,000 7.4.2
# of Enabled Transmitters 10 14 7.4.2
Transmitted Pattern 0xf3edl 0Oxf3edl 7.4.5
Transmitter Types LUT-ROs LUT-ROs 7.4.5
# of Stressor ROs, Ny 500 500 7.4.3
# of Enabled Stressors 1 5 7.4.4
Stressor & Receiver Types LUT-ROs LUT-ROs 7.4.5
# of Measurements, M 500 500 7.4.4
Measurement Cycles 215 221 7.4.4
Bandwidth b (bps) 6.1 0.1 7.4.4

Table 7.3: Default values for accuracy- and bandwidth-related parameters, and the chapter sections
in which they are varied. Bandwidth is calculated using Equation (7.1).

PSU |T—-R AC701-1 AC701-2 KC705-1 KC705-2

A AC701-1 - 79% 92% 100%
A AC701-2 99% - 93% 100%
A KC705-1 100% 86% - 100%
A KC705-2 100% 98% 99% -
B AC701-1 - 100% T98% 100%
B AC701-2 100% - T99% 100%
B KC705-1 100% 95% - 100%
B KC705-2 100% 100% T98% -

Table 7.4: Accuracy of the covert channels between transmitter (T) and receiver (R) Field-
Programmable Gate Arrays (FPGAs) on the two Power Supply Units (PSUs) A and B, using the
default experimental parameters. { signifies that the recovered bit-pattern is flipped.

is possible with high accuracy between any two boards, in either direction, and on both
PSUs. The table also suggests that the behavior is not the same for otherwise-identical
boards. This is likely due to both process variations internal to the FPGA chip (which
affect RO measurements), and because of different component tolerances. As an example,
the AC701-2 board is a worse sink than the AC701-1 board, while the KC705-1 board
is a worse source than the KC705-2 board.

Moreover, the Kintex 7 boards are generally better sources than the Artix 7 boards
due to the higher count of transmitters they contain (7' = 14 as opposed to 7' = 10). As

Section 7.4.2 shows, more transmitters tend to improve the quality of the covert channel.
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Figure 7.10: Increasing the number of (a) simultaneously-enabled transmitters and (b) transmitter
Ring Oscillators (ROs) on the KC705-1 source board generally increases the accuracy of the
cross-board covert channel, except for the KC705-2 sink past a certain threshold.

Finally, although the information leakage remains strong with both PSUs, the accuracy
of the recovered data on the 1,300 W PSU-B is usually higher than the accuracy on the
850 W PSU-A. Although one might expect the higher-rated PSU to produce more stable

output under sudden changes in the load, this appears to not be the case.

7.4.2 Transmitter ROs

This section evaluates how changing the effective size of the transmitting circuit in
the source FPGA impacts the accuracy of the covert channel. This is done in two ways.
First, since each of the T transmitters (with Ny ROs each) can be controlled independently
(Figure 7.2), Figure 7.10a varies the number of simultaneously-enabled transmitters on the
KC705-1 source board, plotting the results across the three possible sink boards. Second,
for the same board configuration, Figure 7.10b changes the number of transmitter ROs N7,
while enabling all T transmitters at the same time. Both experiments show that increasing
the number of effective transmitter ROs 7' - Ny generally increases the accuracy of the
covert channel. This is because the ensuing voltage drops are more pronounced, and can
thus be more easily detected by the receiving boards. However, for the KC705-2 sink, too
much activity on the transmitter can decrease the accuracy of the channel. This is because
although the magnitude of the voltage drop increases in isolation (Figure 7.4), the stressor

ROs are also causing a voltage drop that can overshadow that of the source FPGA.
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Figure 7.11: Increasing the number of stressor Ring Oscillators (ROs) Ngs on the AC701-2 sink
board can decrease accuracy, as the additional activity can overshadow external transmissions.

7.4.3 Stressor ROs

Although the architectural design fixes the number of stressors at S = 5 (Table 7.1),
this section evaluates the effect of changing the number of stressor ROs Ng on the sink
AC701-2 board. The accuracy of the covert channel across these experiments is plotted in
Figure 7.11. Consistently with Figure 7.9, although stressor ROs are necessary to detect
covert transmissions, further increasing Ng can have the opposite effect: the voltage drop
caused by the stressors overpowers any effect caused by the source transmissions, and

starts pushing the average difference from positive to negative.

7.4.4 Bandwidth-Accuracy Tradeoffs

This section investigates bandwidth-accuracy tradeoffs by first varying the number
of measurements M over which the RO counts are averaged. It tests the AC701-1 and
AC701-2 boards as sinks, and plots the results from all other possible FPGA sources in
Figure 7.12. In general, increasing the number of measurements increases the accuracy of
the covert channel, but at a cost of lower bandwidth. M = 500 represents a good tradeoff
between accuracy and bandwidth (over 90% accuracy at 6.1 bps for the Artix 7 boards),

but M > 1000 results in higher accuracy at half the bandwidth.
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Figure 7.13: Accuracy for different measurement times and numbers of enabled stressors on (a)
the KC705-1 and (b) the AC701-1 sinks.

The second set of experiments varies both the number of clock cycles 2! for which
each RO is counting, and the number of enabled stressors on the sink FPGA, using the
AC701-2 board as the covert-channel source. The results for the KC705-1 and AC701-1
sinks are shown in Figures 7.13a and 7.13b respectively and indicate that the parameters
for the receivers need to be carefully tuned for different types of boards. For example,
the Artix 7 board necessitates that fewer stressors be driven, which is consistent with
the results of Sections 7.3.3 and 7.4.3. On the other hand, the KC705-1 sink remains
accurate across a wider range of enabled stressors, but requires longer measurement

periods for acceptably low error rates.
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Figure 7.14: The accuracy of the covert channel with the AC701-2 source remains similar across
the transmission of five different 32-bit patterns.
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Figure 7.15: The accuracy of communication between the transmitter (T) and the receiver (R)
Kintex 7 boards depends on how they are connected to the Power Supply Unit (PSU).

7.4.5 Other Parameters

This section finally tests the accuracy of the covert channel when varying the patterns
transmitted, changing the cable layout, and using different types of ROs.
Transmitted Patterns: Although most experiments in the previous sections transmitted
a 20-bit number (0xf3ed1), five additional 32-bit patterns (64 encoded bits) were tested
from the AC701-2 board to the other three sink FPGAs. Figure 7.14 indicates that
the covert channel remains similarly accurate for these longer patterns with different
Hamming Weights (HWs) and runs of zeros and ones: the properties of the transmitted
values cannot fundamentally alter the accuracy of the covert channel.

Measurement Layouts: In the majority of the previous experiments, the source and
sink FPGA boards were connected to the same PSU output through a Corsair peripheral
cable with four Molex connectors. This cable was attached to one of the “bottom” 6-
pin outputs of the PSU. However, other types of connections are possible, including

a 12-pin output of the PSU splitting into two 6-pin PCle cables, denoted by “left”
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Figure 7.16: The accuracy between the two Kintex 7 boards is consistently high for all types of
transmitter (source) Ring Oscillators (ROs) tested.
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Figure 7.17: The accuracy of transmissions from the KC705-1 source to the KC705-2 sink using
different types of receiver and stressor Ring Oscillators (ROs) remains similarly high.

and “right”. This set of experiments therefore verifies that communication from the
KC705-1 board to the KC705-2 board remains possible across these alternative cable
setups. M = 1,000 measurements are taken of ROs counting for 22! clock cycles, with all
five stressors enabled. The results are summarized in Figure 7.15, which demonstrates
that the information leakage persists in all setups tested. This is perhaps to be expected,
since the PSU uses a “dedicated single +12 V rail” [69], but the results further indicate
that there are differences among the various ports. Specifically, the covert channel is most
accurate between FPGA boards on the same cable (as they are at exactly the same electric
potential difference) and least accurate between the single location on the bottom of the
PSU and either of the dual outputs. Finally, it should be noted that the recovered pattern
is flipped in all setups, except when sharing the cable on the bottom output.

Ring Oscillator Types: The final set of tests for cross-FPGA communication uses the
alternative ROs from Chapter 6 on the Kintex 7 boards. It also tests the channel in

less ideal and more noisy environments. Specifically, both boards are connected to
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Computer A over PCle, and are enclosed in the computer tower to avoid isolating thermal
effects. The setup otherwise uses the default experimental parameters of Table 7.3.
Figure 7.16 first shows that for all three types of transmitter ROs, the accuracy of the
cross-KC705 channel remains above 95%, despite potential noise introduced by thermal
conditions and the shared PCle buses. Similarly, Figure 7.17 shows that accuracy remains
above 95% when using these alternative ROs for stressors and receivers on a KC705
sink. Although in many cases bits are again flipped, blocking combinatorial loops and

introducing environmental noise cannot prevent the cross-FPGA channel from operating.

7.5 Additional Covert Channels

This section explores CPU-to-FPGA and GPU-to-FPGA covert channels in Sec-

tions 7.5.1 and 7.5.2 respectively.

7.5.1 CPU Transmissions

The CPU-to-FPGA communication channel replaces the power draw of the FPGA
source with heavy CPU loads. This is done through the open-source stress program,
which is available on Debian-based Linux distribution package managers [350]. The
number of threads that stress uses is varied from O (i.e., no transmissions, corresponding
to random measurements), up to the number of threads available on each computer, i.e., 24
on the CPU attached to PSU-A, and 4 on the CPU attached to PSU-B.

The measurement process and classification metric remain the same as for the cross-
FPGA channels, except for an additional delay of three seconds after the stress program
has started to ensure full utilization of the cores. Three seconds are also added after
killing the process to guarantee that the usage has returned to normal. Moreover, when
testing with PSU-A, and to increase accuracy, the measurement period for the KC705
receivers is reduced to 2/ = 213 clock cycles (1.3 ms) from 22! (10 ms), while the number
of stressors is lowered to 4 instead of 5 (the default parameters are used on PSU-B, but
with M = 1,200 measurements for the AC701 boards). This increases the bandwidth of

the covert channel by a factor of 8x to 0.8 bps compared to the cross-FPGA channel.
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Figure 7.18: Accuracy of transmissions from a Central Processing Unit (CPU) to the four Field-
Programmable Gate Arrays (FPGAs) on both Power Supply Units (PSUs) for different numbers
of CPU threads. As PSU-A powers a 4-core CPU, no more than 4 threads can be dispatched.

The results for the two PSUs are shown in Figure 7.18, which suggests three main
conclusions. First of all, there is a critical CPU activity threshold which is necessary
to make the covert channel possible. On PSU-A, this requires about 4 threads for
the AC701 boards, and 7 threads for the KC705 boards. Moreover, increasing the
number of threads does not always make the covert channel more accurate. For example,
increasing the number of CPU threads from O to 10 increases accuracy, but the accuracy
generally plateaus between 10 and 17 CPU threads, and then decreases, perhaps due
to hyper-threading. Finally, for a similar number of threads used, the accuracy on
PSU-B is often higher compared to that for PSU-A. This parallels the cross-FPGA
results of Section 7.4, and indicates that PSU-B is generally more prone to covert
communication. The maximum accuracy achieved, the number of CPU threads used,

and other experimental parameters are summarized in Table 7.5.

7.5.2 GPU Transmissions

The process for testing GPU-to-FPGA transmissions is similar to that of CPU-to-
FPGA transmissions. The GPUs are stressed with the open-source gpu_burn [333]

program, which uses Nvidia’s CUDA platform to fully utilize the GPU cores. As the
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PSU Parameter AC701-1 AC701-2 KC705-1 KC705-2
A Accuracy 95% 97% 95% 86%
A Bandwidth (bps) 6.1 6.1 0.8 0.8
B Accuracy 81% 70% 184% 88%
B Bandwidth (bps) 2.5 2.5 0.1 0.1
A # of Threads 10 14 11 23
A # of Enabled Stressors 1 1 4 4
A # of Measurements 500 500 500 500
A Measurement Cycles 215 215 218 218
B # of Threads 4 4 4 4
B # of Enabled Stressors 1 1 5 5
B # of Measurements 1,200 1,200 500 500
B Measurement Cycles 215 215 22! 22!

Table 7.5: Maximum accuracy of transmissions from a Central Processing Unit (CPU) source to
the four Field-Programmable Gate Arrays (FPGAs) on the two Power Supply Units (PSUs), along
with the parameters for which it is achieved. T signifies that the recovered bit-pattern is flipped.

Property GPU-A GPU-B
Architecture Fermi Kepler
Node Size (nm) 40 28
Driver Version 390.87 418.67
CUDA Version 8.0 10.1

Compiler Flag  compute_20 compute_50

Table 7.6: Properties of Graphics Processing Unit (GPU) testing with gpu_burn.

two GPUs use different architectures, gpu_burn is compiled and run against different
Nvidia drivers and CUDA versions. These differences are summarized in Table 7.6.
Moreover, experiments return to the default measurement period of 2/ = 22! cycles for the
Kintex 7 boards, but the number of measurements for all boards is increased to M = 1,500,
reducing bandwidth by a factor of 3x. These parameters and the corresponding results
are summarized in Table 7.7. As in the CPU case, three seconds of delay are added after
starting or terminating the gpu_burn program to allow usage to return to normal levels.

Figure 7.19 plots the results of these experiments for the four boards on both GPUs,
showing that it is always possible to create a communication channel in all eight setups.
As expected, since there are fewer GPU cores attached to PSU-A, the covert channel is

weaker, but the accuracy is over 95% for three boards when using the GPU attached to
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PSU Parameter AC701-1 AC701-2 KC705-1 KC705-2
A Accuracy 76% 70% 94% 89%
B Accuracy 97% 87% 96% +100%
A&B Bandwidth (bps) 2.0 2.0 0.03 0.03
A&B # of Enabled Stressors 1 1 5 5
A&B # of Measurements 1,500 1,500 1,500 1,500
A&B Measurement Cycles 213 215 221 221

Table 7.7: Maximum accuracy of transmissions from a Graphics Processing Unit (GPU) source to
the four Field-Programmable Gate Arrays (FPGAs) on the two Power Supply Units (PSUs), along
with the parameters for which it is achieved. { signifies that the recovered bit-pattern is flipped.
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Figure 7.19: Accuracy of Graphics Processing Unit (GPU) transmissions to the four FPGA sink
boards using the two Power Supply Units (PSUs).

PSU-B, which is larger. Moreover, the AC701 boards are worse sinks than the KC705
boards. Although this pattern is not entirely identical across the FPGA-to-FPGA, CPU-
to-FPGA, and GPU-to-FPGA channels, it broadly remains consistent.

7.6 Discussion

This section discusses how practical the cross-board covert channels are (Section 7.6.1),

and proposes countermeasures to mitigate their impact (Section 7.6.2).

7.6.1 Practicality of Attacks

Two aspects of how practical the communication scheme is are evaluated in this
section. The first is how costly transmissions are in terms of resources used on the
FPGA boards. The amount of logic instantiated is moderate, but not negligible. On the

transmitting end, G - T - Ny LUTs are used, where G = 4 is the number of ring oscillator
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Algorithm Key Size AC701 KC705

AES 256 0.7min  44.7 min
ECDSA 521 1.4min 91.1 min
RSA 1,024 2.8min 179.0 min

Table 7.8: Time to leak cryptographic keys of different sizes to the Artix 7 and Kintex 7 boards.

stages. In particular, the source design (including the UART interface and other logic)
utilizes 16.6% of LUT resources on the Artix 7 FPGA chip. Similarly, the sink design
uses G- (R-Ng+S- Ng) LUTs for the receiver and stressor ROs, and L - R - Ny registers
for counting, where L = 32 is the length of the counters. Only 7.8% of the Artix 7
resources are used in this case—a number which can be reduced to 3.4%, as the AC701
boards only enable one stressor for higher accuracy.

The second aspect is the channel capacity, which was shown to be up to 6.1 bps. This
is much higher than the capacity of cross-device thermal attacks, which can transmit
under 15 bits in an hour [129, 332], but lower than cross-CPU thermal attacks [31, 204],
which have a capacity of up to 300 bps. By contrast, power attacks within CPUs can
transfer between 20 and 120 bits per second [7, 157], and have a theoretical capacity of
up to 2 Mbps [213]. These types of attacks are related to Dynamic Voltage and Frequency
Scaling (DVFES) on modern processors, which regulates the voltage and frequency of
CPUs in accordance with usage demands, and can be further exploited to cause faults in
computations [319]. The higher capacity of thermal and power channels within Integrated
Circuits (ICs) is to be expected due to the shared PDN and physical proximity: as
Chapter 6 showed, the covert channel between Super Logic Regions (SLRs) of the same
FPGA chip has a bandwidth of up to 4.1 Mbps.

Although the Kintex 7 boards were shown to be better sinks (often with 0% error rate),
the Artix 7 boards were faster by a factor of 7.6x (6.1 bps vs 0.8 bps). This difference
is significant in practice: Table 7.8 shows how long it would take to transmit keys for
different popular cryptographic algorithms. Even assuming that the channel is not noisy,
it would take almost 45 minutes to transfer a 256-bit AES key to a KC705 board and
three hours to transfer a 1024-bit RSA key. However, the AC701 board would need less

than three minutes to transfer the same RSA key, despite the potential drop in accuracy.
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To increase accuracy, one can either tweak the parameters of the source and sink
FPGA designs (including the number of measurements M over which the RO counts
are averaged), or instead change the communication scheme itself. For example, a
3-repetition code decreases bandwidth by a factor of 3, but also lowers the error rate
e to 3e? —2¢3: a 10% error rate is reduced to under 3%. The channel capacity is
1-H(e)=1+elog, e+(1—e)log,(1—e), and for smaller bit-flip probabilities, other error

correcting codes such as Hamming and Golay codes can be used to improve accuracy.

7.6.2 Defense Mechanisms

This section discusses potential software and hardware defenses against voltage-
based covert-channel attacks. To start with, some countermeasures might revolve around
preventing intentional transmissions from the covert-channel source. However, doing so
would be hard without huge sacrifices in terms of power and performance. Although this
chapter used ring oscillators to cause fluctuations in the voltage of FPGAs sharing the
same PSU, other switching activity can also result in voltage over- and under-shoots. For
example, prior work has shown that switching large sets of programmable interconnect
points [390] or flip-flops [119, 120] can cause voltage fluctuations outside of the allowed
operating voltage range for an FPGA device. Moreover, the CPU-to-FPGA and GPU-to-
FPGA channels demonstrate that the problem is not FPGA-specific, but can be found in
other types of activities which result in large power draws. Consequently, unless power
is equalized among all possible devices and algorithm implementations, some leakage
which can differentiate between levels of activity will persist.

To prevent side-channel attacks from being possible, designers may remove the power-
draw or voltage-level dependence on the data being processed and increase the noise
level. Although several masking and hiding techniques have been proposed, leakage on
FPGAs persists due to variations in placement and routing [73]. Consequently, a better
approach would be to prevent the leakage from being measurable on the FPGA sinks.

Although some cloud providers prevent LUT-ROs from being instantiated in their
infrastructures [12], novel receiver designs (e.g., the ROs of Chapter 6 or TDCs [282, 283])

can bypass them: designing effective countermeasures against side- and covert-channel
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receivers is an arms race. Hence, defense-in-depth dictates the need for run-time solutions
in addition to any preventive approaches. One feature of the covert channel demonstrated
is the high switching activity on the receiver. As a result, built-in voltage monitors
could be used by cloud providers to detect abnormal fluctuations—with the caveat that
legitimate circuits may also cause similar patterns, and that, at least on the AC701 boards,
the number of enabled stressor ROs was small (Ng = 500). In fact, proposals to “detect
the insertion of power measurement circuits onto a device’s power rail” [183] are similar,
though doing so without false positives remains a challenge.

Finally, better hardware (at a higher cost) can also help hide the useful signal under
the noise floor. For example, independent, fully separate power supplies for different
boards would require that the leakage be detectable even over the Alternating Current
(AC) power line and through two different rectifiers to Direct Current (DC). Alternatively,
improved voltage regulators with better transient responses, better isolation of power
circuits within the same PSU, as well as more filters and smoothing capacitors can also

reduce the signal available to an attacker.

7.7 Summary

This chapter introduced covert channels between distinct, single-tenant FPGA boards
that are merely powered by the same PSU. This strong threat model (Section 7.1) required
a novel measurement setup (Section 7.2) and classification metric (Section 7.3), both of
which depend on stressor ROs in the sink FPGA to strain its voltage regulator. The FPGA-
to-FPGA information leakage was present in off-the-shelf Artix 7 and Kintex 7 boards in
either direction of communication, across various architectural choices, and often with
100% accuracy (Section 7.4). Moreover, this chapter showed that high loads of computer
activity can be used to create CPU-to-FPGA and GPU-to-FPGA covert channels, with
similarly high transmission accuracies (Section 7.5). Despite some possible mitigating
factors (Section 7.6), the presence of leakage even in dedicated FPGAs further highlights
the need for better architectural designs not only of the FPGA chips themselves, but

also of the boards on which they are deployed.
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This thesis demonstrated the effects of unintentional hardware properties on the
integrity and confidentiality of information processed by embedded devices. It specifi-
cally focused on remote attacks without physical access to the device in question, and
made several contributions to the state-of-the-art in out-of-band signal injections and
Field-Programmable Gate Array (FPGA) covert communication with on-chip receivers
(Section 8.1). In summary, this thesis has shown that in order to make future systems
more secure, hardware limitations need to be acknowledged and integrated into the threat

and system model of embedded devices (Section 8.2).

8.1 Summary of Contributions

This thesis started by identifying gaps in the literature of out-of-band signal injection
attacks. These injections can remotely impact the integrity of sensor measurements
processed by embedded devices. Specifically, Chapter 3 contained a comprehensive

survey of related work, portraying a chronological and thematic evolution of out-of-
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band signal injections. It created a taxonomy of the terminology used, the sources of
vulnerability, as well as proposed countermeasures, and placed out-of-band research in
the context of side-channel leakage and electromagnetic interference attacks. In doing
so, it highlighted open research problems and identified several insights into how to
overcome these challenges in the future.

Chapter 4 addressed one of these challenges, namely the lack of a unifying framework
through which to evaluate the effects of out-of-band signal injection attacks. The proposed
framework included a system model and associated mathematical definitions for security,
which addressed effects ranging from mere disruptions of sensor readings to precise
waveform injections of attacker-chosen values. The framework was evaluated in practice
through an algorithm which calculated the “security level” of a real, off-the-shelf system.
Chapter 4 further investigated the unintentional demodulation properties of Analog-to-
Digital Converters (ADCs), which are crucial in out-of-band attacks. Finally, it also
showed that the proposed model could be used to inform circuit design choices and
evaluate defense mechanisms in its context.

Having systematically mapped the space of integrity attacks on embedded devices,
this thesis then evaluated whether on-chip circuits can measure side-channel leakage.
Chapter 5, in particular, demonstrated that “long” wires in FPGA chips leak information
about their state in a way which can be measured using Ring Oscillators (ROs). This
long-wire leakage was characterized across six families of Xilinx FPGAs, and the effect
was shown to be independent of the device used, the location and orientation of the
transmitter and receiver, and the pattern of transmission. Chapter 5 further exploited
this leakage for fast covert- and side-channel attacks with high accuracy, even in the
presence of dynamic activity and simultaneous transmissions.

Chapter 6 then turned its attention to multi-tenant attacks on cloud FPGAs. To bypass
countermeasures currently-deployed by cloud providers, novel RO structures had to
be developed. These ROs were shown to be capable of estimating femtosecond-scale
changes in the delays of long wires on a seventh family of Xilinx FPGAs. Chapter 6
further investigated whether physical isolation of user circuits onto separate dies, called

Super Logic Regions (SLRs), of the same FPGA could act as a potential countermeasure.
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However, it showed that cross-SLR covert-channel attacks were possible on two cloud
providers across multiple sizes, locations, and types of the receivers and the transmitters.
In other words, Chapter 6 highlighted that, despite some mitigating factors, current FPGA
architectures are inherently unsuited for multi-tenant cloud setups.

Finally, Chapter 7 showed for the first time that it is possible to implement remote
cross-device attacks in dedicated, single-tenant FPGAs. Specifically, it demonstrated
that voltage fluctuations in Power Supply Units (PSUs) leak information that can be
exploited by FPGA, Central Processing Unit (CPU), and Graphics Processing Unit (GPU)
transmitters for cross-board covert channels, even for unprivileged FPGA sink designs
without access to voltage or temperature system monitors. This was accomplished through
a novel classification metric and measurement setup, which stressed the receiver FPGA
in order to estimate modulated activity on the transmitter.

Overall, this thesis, in its systematic approach towards out-of-band signal injec-
tion attacks, highlighted previously-unexplored connections, experimental gaps, and
challenges for future research, addressing some of them through a novel framework
to quantify security in the presence of imperfect hardware and integrity attacks on the
sensor inputs to embedded devices. This thesis further demonstrated how to remotely
break the confidentiality of data processed by FPGA devices through three new sources
of information leakage that can be used for covert- and side-channel attacks in local
and cloud environments. Although better software can alleviate some of these issues,
fundamental improvements at the hardware layer are necessary for secure embedded

devices in the future.

8.2 Future Outlook & Parting Thoughts

Out-of-band signal injections on sensors and remote attacks on FPGAs are nascent
research areas. Yet, due to the increasing relevance of embedded systems in people’s
daily lives, they have attracted the interest of several academic communities, and are
starting to become acknowledged even by industrial and governmental entities. Indeed,

as adversaries do not require physical access to the devices they target, these remote
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attacks pose new challenges for embedded systems security, and put the safety of the
people relying on embedded devices in danger.

In investigating remote attacks on both sensors and FPGAs, this thesis demonstrated
that unintentional hardware properties break the confidentiality and integrity of embedded
systems. Perhaps even more importantly, it identified a fundamental need to rethink
assumptions and threat models, and improve experimental methodologies and reporting
procedures. It further showed that solutions to these problems require interdisciplinary
collaboration between security, circuit design, and manufacturing experts, among others.

Thankfully, it is still early enough to act. With the move towards multi-die chips
and shrinking node sizes, the multi-tenant threat model is becoming more accepted by
the security and FPGA communities, and may soon become a practicable reality. But
until then, academics and manufacturers need to come together to pinpoint the causes
of existing imperfections that remain elusive without details of the internal hardware
design of the chips.

In addition, although existing proof-of-concept attacks are good ways to demonstrate
novel sources of vulnerability, how to turn them into robust, undetectable integrity or
confidentiality attacks has not yet been extensively explored. Using dedicated experi-
mental facilities for long-range out-of-band signal injection attacks will thus be key in
evaluating their unintentional effects (e.g., upsets in digital equipment for electromagnetic
attacks or audible byproducts for acoustic ones). Moreover, additional encoding schemes,
regression techniques, triggering mechanisms, and logic-hiding approaches could be
investigated in the future when “weaponizing” attacks for FPGAs, along with alternative
applications of the leakage, e.g., in Intellectual Property (IP) core watermarking.

Overall, this thesis highlighted the need to peek at the “layer below” in order to
achieve a more secure future, and took a first step towards that future by exposing its

damaging, leaky abstractions.
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The greatest value of a picture is when it forces us to notice
what we never expected to see.

— John Wilder Tukey

Additional Experiments with ADCs
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This appendix contains more measurements on the demodulation properties of Analog-
to-Digital Converters (ADCs), extending the results of Chapter 4. Section A.1 precisely
defines the similarity metric mentioned in Chapter 4, and validates the experimental setup.
Section A.2 and A.3 then conduct further characterization experiments of the smartphone
microphone and ATmega328P ADC respectively. Finally, Section A.4 contains additional

examples of the demodulation characteristics of the remaining ADCs.

A.1 Similarity Metric and Setup Validation

The experiments of Section 4.3.2 required an independent metric to evaluate how
“similar” two signals are as a way of further validating the security definitions of Chapter 4.

The metric proposed for this task is based on the Pearson Correlation Coefficient (PCC),

215
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which is commonly found in signal-alignment and optimization applications [36, 79].

It is defined as the covariance of two variables divided by the product of their stan-

dard deviations:

cov(X,Y) _ ;-1:1 (X — pty) (}’i—,Uy)
\/Z?zl (x; —ux)zx/Z?zl (yi—py)°

It is a suitable metric because it removes the mean value of the signals (Direct Current

p(X,Y) =

(A.1)

Ox0y

(DC) shift), as well as the effects of scaling (related to transmission power). In other
words, p(X,aX + b) = 1 for a variable X and scalars a,b. However, PCC is sensitive to
signal alignment. To overcome this issue, the phase (time) offset between two signals
Sq, Sp can be found using cross-correlation. Specifically, the signals are aligned when

the cross-correlation coefficient is maximized:

lag (s, 5p) = argmax ((sq * sp) [1]) (A.2)

n

Using Equations (A.1) and (A.2), the similarity metric between the measured signal §7(¢)

and the ideal signal w(z) can be defined as follows:
similarity (57, w) = p (Ef, wl“g) (A.3)

To sanity-check this metric and the experimental setup, an unmodulated 20 mV
fm = 1kHz signal is generated. Figure A.la shows this waveform as measured by the
smartphone of Section 4.3.2 along with an ideal 1kHz signal. Even though the amplitudes
are different, the frequency responses of the measured and the ideal signal are almost
identical, with the two signals having a similarity of 0.9991 according to Equation (A.3).

Figures A.1b and A.lc additionally show the same f;, = 1kHz signal modulated on a
carrier frequency of f. = 10kHz at a depth of y = 1.0. This carrier frequency was chosen as
it is within the Nyquist range of the smartphone ADC (sampling frequency f; = 44.1kHz).
Figure A.1b contains measurements taken by a Rigol DS2302A oscilloscope with a
timescale division of 500us, while Figure A.Ic uses the smartphone microphone.

Unlike the examples of Chapter 4, the measurements shown in Figure A.1 do not
exhibit harmonics, but rather high-frequency components at f. and f. + f,,, as expected.
Consequently, the demodulation characteristics are due to non-linearities in amplifiers

and ADCs when used outside of their intended range, instead of the experimental setup.
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Figure A.1: Measurements for unmodulated and modulated injections with an oscilloscope and a

smartphone microphone, with Root-Mean-Square (RMS) voltage VI‘;‘Ad/I"S =20mV, signal frequency

Jfm = 1kHz, carrier frequency f. = 10kHz, and modulation depth = 1.0.

A.2 Smartphone Microphone Properties

This section characterizes the smartphone microphone through the direct injection
methodology of Chapter 4. An f,, = 1 kHz tone is amplitude-modulated with a depth of
u = 1.0 on the following carrier frequencies f.: 25MHz, S0 MHz, and 0.1 —2.4 GHz at
a step of 100MHz. The Root-Mean-Square (RMS) output level VI?A‘;VS VI‘;‘,?V /N2 of the
signal generator is also varied between 0.2 -0.9V at a step of 100mV.

The similarity of the measured to the ideal signal for various carrier frequencies f. and
output levels VI‘?A‘;VS is shown in Figure A.2a. It is consistently high for all frequencies when
0.2V < Vé“ﬁg < 0.6V, while higher voltage levels lead to more pronounced harmonics
and clipping, reducing the similarity. The results are consistent across measurements:
the 99% confidence interval of the similarity is always below +0.0005, except for the
(fe, Viidv) pairs (300MHz,0.5V) and (2.4 GHz,0.9 V), where it reaches 0.035.

According to work by Sutu and Whalen on amplifier properties [315], the measured
RMS voltage level Vg, the input voltage V?A‘flg, the modulation depth pu, the signal

frequency f,,, and the carrier frequency f. satisfy the following relationship:

Viors = “ga (V) 1 o= i) (A4)

where H, is a second-order transfer function. Figure A.2 mostly confirms this equation
for the microphone and ADC subsystem of the smartphone.
Specifically, fixing u and f,, in Equation (A.4) suggests that Vlg s/ VX}W =W/ V5)?

across all carrier frequencies f.. Indeed, Figure A.2b verifies that the received RMS
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Figure A.2: Results of amplitude-modulated f;,, = 1kHz injections into the smartphone micro-
phone for different carrier frequencies f,, depths u, and output voltage levels VI?Z@VS. (a) shows
the similarity of the measured output compared to the ideal signal. (b) and (c) illustrate the

received Root-Mean-Square (RMS) voltages Vg s for different modulation depths u and VIQ‘I@VS

respectively. Finally, (d) shows Vg5 relative to VI’;‘A”/% =0.2V.

voltage Vg is linear in the modulation depth u for fixed VI?Z% € {0.4,0.6}V with

R? > 0.97. For 0.2V, the relationship becomes linear after u ~ 0.8, as the measured
Vrums 1s approximately O below that.
Figure A.2c illustrates that the transfer function for the Vg5 response is frequency-

dependent. Finally, Figure A.2d shows Vgys relative to Vl‘e“ﬁg =0.2V. For 0.3V <

Verms < 0.6V and f, > 100MHz, there is a constant relationship between the carrier

V0.2V

frequency and Vrars/ Vi,

as predicted by Equation (A.4).
Figure A.3 shows example microphone outputs for different carrier frequencies f. and
output voltages VI?}%' They all exhibit high harmonics, but the similarity compared to the

ideal signal for Figures A.3a—A.3c is still over 0.9. However, the injection of Figure A.3d
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Figure A.3: Microphone output for signal frequency f;,, = 1 kHz and modulation depth u = 1.0.

contains more pronounced distortions, and the similarity drops to less than 0.3.
Overall, the results of this section show that, for ADC injections, a higher-order
transfer function may be needed to more accurately predict the ADC output, both in terms

of its RMS voltage, and in terms of the harmonics it produces.

A.3 ATmega328P Characterization

This section contains detailed results for injections into the ATmega328P ADC in
three different arrangements: (a) the ADC on its own; (b) the ADC with an amplifier;
and (c) the ADC with an amplifier and an antenna. The experimental results support the
theoretical model of Chapter 4 and show that, despite its low-pass filtering behavior, the

ADC demodulates signals carried at frequencies multiple times the cut-off frequency of
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Figure A.4: Similarity metric for injections into the ATmega328P for different transmission
powers P, modulation depths u, and carrier frequencies f.. The amplifier increases the vulnerable
frequencies to the GHz range, allowing remote attacks.

the sample-and-hold mechanism. Moreover, external amplifier non-linearities increase
the vulnerable frequency band into the GHz range.
ATmega328P Only: The first experiment targets the ATmega328P directly, without using
any additional components. The similarity of the demodulated signal to the ideal signal is
calculated for injections at different powers P, modulation depths y, carrier frequencies
Je, and a signal frequency of f,, = 1Hz. As Figure A.4a illustrates, the similarity for
- = 1 MHz is always low due to aliasing. However, similarity is high for f. between
10— 150 MHz, but signals are severely attenuated for f. > 300 MHz. Small modulation
depths and powers do not result in demodulated outputs, while too much power causes the

ADC to be saturated. This leads to partial clipping of the signal, or induces a DC offset

which is beyond the range of the ADC. Overall, the adversary has a range of choices for
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P and p, and can use carrier frequencies which are multiple times the cutoff frequency of
the ADC, provided these are not attenuated by the circuit-specific transfer function Hc.
ATmega328P + Amplifier: A low-cost, off-the-shelf wideband Low-Noise Amplifier
(LNA) is added before the input to the ADC to change the transfer function H4. The
amplifier works between 1 —2,000MHz and can perform a maximum amplification of
32dB. It can output at most 10dBm, and has a noise figure of approximately 2dB.
Sinusoidals of f,, = 1Hz and f,, = 10Hz are modulated at depths of u € {0.5,1.0} on
carrier frequencies f. from 100MHz to 2.4 GHz at transmission powers P between
—20dBm and 10dBm. As can be seen in Figure A.4b, the similarity is high across all
frequencies, provided the transmission power is above a minimum threshold.

The amplifier thus both reduces the power requirements for the adversary, and
increases the vulnerable frequencies to the GHz range. This allows an attacker to
target systems with short wires between the ADC and the sensor with a lower power
budget: short wires are not a sufficient defense against electromagnetic out-of-band signal
injection attacks. Moreover, it should be noted that an adversary gains an advantage by not
obeying the amplifier constraints: abusing the amplifier by transmitting higher-powered
signals or by driving frequency signals outside of the intended range still results in
recognizable output. In other words, although the signal may be distorted, non-linearities
produce outputs within the range of the ADC.

ATmega328P + Amplifier + Antenna: The final set of experiments changes the circuit-
specific transfer function H¢ by using a transmitting antenna at the signal generator output
and a receiving antenna at the amplifier input. The antennas used are Ettus Research
omnidirectional VERT400 antennas, which are resonant at 144 MHz, 400 MHz, and
1.2GHz. The antennas are placed in parallel at a distance of 5cm to one another, and the
results for sine signals of f;,, = 1 Hz and f,,, = 10 Hz are presented in Figure A.4c. Although
the minimum power required for successful injections is higher due to transmission losses,
the system remains vulnerable for all three frequencies due to the amplifier and ADC
non-linearities. In other words, results are reproducible across multiple setups, whether
through remote transmissions, or through direct injections with an identity transfer

function He(or + jw) = L{H(1)}/ L{v()} = 1.
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modulation depth u =0.5.
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Figures A.5—-A.7 show example outputs from the internal ATmega328P ADC for

different carrier frequencies f., powers P, and modulation depths u, with f,, fixed at 1 Hz.
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ADC Manufacturer Eff. f; R C
TLC549 Texas Instruments 29 kHz 1kQ 60pF
ATmega328P Atmel 8.3kHz 1-100kQ2 14pF
Artix 7 Xilinx 198 kHz 10kQ  3pF
AD7276 Analog Devices 35kHz 75Q 32pF
AD7783 Analog Devices 19.71 Hz N/A  N/A
AD7822 Analog Devices 84kHz 310  4pF

Table A.1: Further properties of the Analog-to-Digital Converters (ADCs) used in the experiments.
Also see Table 4.4 in Chapter 4.

Figure A.5 first shows the results for the ADC on its own, and complements Figure 4.5 of
Chapter 4. Although harmonics of the fundamental persist, the high-frequency component
becomes less pronounced as f, increases.

Figure A.6 then shows output from the ATmega328P for two different carrier fre-
quencies f. when connected to an amplifier. The ADC no longer behaves like a low-pass
filter due to non-linearities, while harmonics of the fundamental remain strong. Finally,
Figure A.7 shows output from the ATmega328P for remote injections using the VERT400
antenna with the amplifier. As in the amplifier case, carrier frequencies in the GHz range

are still demodulated, and harmonics (and some high-frequency components) persist.

A.4 Further ADC Demodulation Examples

This section contains additional examples of injections into the different ADCs, more
of whose properties are specified in Table A.1. These properties include the series
resistance R and capacitance C of the ADC sample-and-hold circuit as noted in their
respective datasheets, which were used to calculate the ADC cutoff frequency (Table 4.4).
Although the AD7783 datasheet does not give R, C parameters for its input, it includes
notch filters to reject 50 and 60Hz signals for Alternating Current (AC) mains hum
suppression. The ADCs (except for the Artix 7) are controlled with an Arduino, with
measurements transferred over the Universal Asynchronous Receiver/Transmitter (UART)
interface. As a result, the effective sampling rate is lower than the maximum sampling

rate. It is therefore reported separately as “Eff. f,”.
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A4.1 TLC549
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Figure A.8: TLC549 output for power P = 5dBm, signal frequency f,,, = 1 Hz, and depth u =0.5.

Figure A.8 shows example outputs from the TLC549 ADC for two carrier frequencies f.

Harmonics of the fundamental are not pronounced, as the resolution is only 8 bits.

A.4.2 Artix 7
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Figure A.9: Artix 7 output for power P = 10dBm, signal frequency f,,, = 1Hz, and depth p=0.5.

Figure A.9 shows example outputs from the Artix 7 Xilinx Analog-to-Digital Converter
(XADC) for two carrier frequencies f.. The output is more sawtooth-like, and contains
high-frequency components which dominate the target signal. As a result, injections

require more fine-grained control over the carrier frequency.
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Figure A.10: AD7783 output for power P = 5dBm and signal frequency f,,, = 10Hz.

Figure A.10 shows the output from the (slow) AD7783 Delta-Sigma (AX) ADC for

different carrier frequencies and modulation depths. As f,, = 10Hz is above the Nyquist

frequency, aliasing occurs. The strongest frequency present is 2 f,,, — f; = 0.21 Hz, while

the high-frequency component is f; — f,, = 9.79Hz.
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Figure A.11: AD7822 (a) and AD7276 (b) output for P = -1dBm, ¢ = 0.5, and f,;, = 10Hz.

Figure A.11a and Figure A.11b show example measurements for the AD7822 and the
AD7276 ADCs respectively. As for the Artix 7, high-frequency components dominate

the output, and hence require manual tuning to get a demodulated, low-frequency output.



And I know the wire. And I know my limits.

— Philippe Petit
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This appendix complements the experiments of Chapters 5 and 6 on long wires in
Field-Programmable Gate Arrays (FPGAs). Specifically, it first explains how to remove
an assumption made in Chapter 5 regarding side-channel exfiltration of keys using long-
wire leakage (Section B.1). It then presents the effect of varying the measurement
time in estimating long-wire leakage in the Virtex UltraScale+ family (Section B.2). It
continues by depicting some example measurements of the leakage (Section B.3), and
directly comparing the behavior of different device generations (Section B.4). Finally,
it summarizes some preliminary experiments regarding leakage on alternative types of

routing resources, namely “medium” (Section B.5) and “super-long” (Section B.6) wires.
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B.1 Generalized Signal Exfiltration

Section 5.8.2 explained how to conduct side-channel attacks through a windowing
approach, reducing the guessing space from 2V to 2" possibilities in the worst case.
However, it assumed that the key size N is a multiple of the window size w. This section
removes this assumption, and further explains how to always fully recover keys by varying
the window size. Assume that N = nw + m, with 0 < m < w. Then, the probability p,

that the bits in S, = (K, Ky+r» Kow+r, -..) are the same is:

(B.1)

2—n+1

{2‘” forO<r<m
Pr=
form<r<w

since |S,| is n+ 1 and n respectively. For N > 2w, Equation (5.4) becomes:

1 m 1 w—m
p= (1—?) (1—2n_1) (B.2)

The lower bound on N is necessary to recover the first w bits of the key, because in order

to have elements in S,, it must be the case that r + w < N foreachr withO <r <w-—1.

Suppose now that the original measurements could not recover the bits in S, because
they were all identical. By repeating measurements with a window of size w + 1, the
algorithm either recovers all bits in the sequence S, = (K, Ky+1+r, Ko(ws1)+rs ...) or
shows that they too are identical. In the first case, the algorithm recovers K,, and hence
S, since all its bits are identical. If instead all bits in S, are also identical, the entire
key consists of a single repeated bit (i.e., all ones or all zeros). This is because K, =
Kyi14r = Kri1 (mod w)> and K = Kyy11)4r = Kr12 (mod w)» €tC. (one might have to vary r
to cover all the residues mod w). The key is thus recovered with probability 1 if there are
at least two different bits in it, or it is determined that the key consists of all Os or all 1s.
Distinguishing between the last two cases is easy, as the total Ring Oscillator (RO) count
is higher when the key consists solely of ones compared to when it consists only of zeros.

As a final note, a window of size w needs N —w + 1 measurements in w runs if using
one counter (with run r responsible for S, ), or a single run if using w counters in parallel.
Thus, using both window sizes, and to fully determine all the bits of a key, one needs to
take 2N — 2w + 1 measurements over just 2w + 1 runs. In other words, the key only needs

to be repeated 2w + 1 times to be fully leaked even in a single-counter setup.
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Figure B.1: Absolute Count (a) and Absolute Delay (b) Differences for various measurement
times with Ring Oscillators (ROs) using Lookup Tables (LUTs).

B.2 Measurement Time Experiments

Section 5.4.1 demonstrated that on Virtex 5 devices, the Absolute Count Difference
(AC) grows linearly with increasing measurement time, while the Relative Count Dif-
ference (ARC) stays approximately the same. However, measurements for shorter time
periods are far noisier. This section repeats these experiments on the VCU118 Virtex
UltraScale+ device, and shows that these patterns still hold for all three RO types and
the new Absolute Delay Difference (Adgp) metric.

Figure B.1 plots these metrics for ROs using Lookup Tables (LUTs) for all setups
where the transmitter and the receiver use an equal number of wires v = v, = v,.. Fig-
ure B.1a in particular presents AC, with the pattern of linear growth and less noisy results
for larger measurement periods remaining the same. However, it is worth highlighting
that the differences between different v cannot easily indicate which setup results in
more pronounced leakage. Figure B.1b, which depicts Adgo instead, makes the pattern
abundantly clear: larger overlaps result in larger differences in the delay of the RO routing.

For completeness, Figures B.2 and B.3 plot the same metrics for latch-based and
register-based ROs respectively. As expected, the patterns are nearly identical, but are

somewhat noisier than the LUT-based measurements.
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Figure B.2: Absolute Count (a) and Absolute Delay (b) Differences for various measurement
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Figure B.3: Absolute Count (a) and Absolute Delay (b) Differences for various measurement
times with Ring Oscillators (ROs) using Flip-Flops (FFs).

B.3 Examples of Long-Wire Leakage

Chapter 5 explained that Manchester encoding is necessary to counteract the effects
of environmental fluctuations and noise. Moreover, it demonstrated differences in the
strength of the leakage measured through the Relative Count Difference (ARC), while
Chapter 6 did so using the Absolute Delay Difference (Adrp). However, it is worth
looking at some of the raw data to more clearly see the effects across different device
architectures in practice.

Figure B.4 does so for three generations of Virtex FPGAs. In particular, it includes

measurements on a Virtex 4 board (Figure B.4a), which was not discussed earlier in this
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Figure B.4: Examples of long-wire leakage on (a) a Virtex 4; (b) and (c) a Virtex 5; and (d) a
Virtex 6 with different amounts of chained Vertical Longs (VLONGS).

thesis, as it is a 90 nm design from 2004 with limited resources. Specifically, it is not tall

enough to chain more than a couple of Vertical Longs (VLONGs), but even an overlap of

one long wire (v; = v, = 1) leaks information about the long-wire state.

Figures B.4b and B.4c complement Figure 5.2 of Chapter 5, which showed raw

measurements for the Virtex 5 family with v, = v, = 5. Although the leakage is clear

even with one VLONG (Figure B.4b), it is only starting to become distinguishable with a

simple threshold for v; = v, = 2 (Figure B.4c). On the other hand, leakage on the Virtex 6

(Figure B.4d) is much noisier, even when using four VLONGs.

Figure B.5 then presents some example measurements from Series 7 devices, all

with v, = v, = 7. The leakage on the Basys 3 Artix 7 FPGA (Figure B.5a) is most

pronounced, but still sensitive to local fluctuations. The behaviors of the Arty S7 Spartan 7

(Figure B.5b) and the PYNQ-Z2 Zynq 7000 (Figure B.5c) are almost identical. Finally, the
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Figure B.5: Examples of long-wire leakage on Series 7 devices with v, = v, = 7.

measurements on the KC705 Kintex 7 device (Figure B.5d) are much noisier and require

averaging over multiple runs (for side-channel attacks), or the use of encoding schemes

to remove the effects of temperature and voltage variations (for covert-channel attacks).

The RO counts on the Virtex UltraScale+ (Figure B.6) are almost equally noisy

(though still distinguishable locally), even when using v; = v, = 9 VLONGs per transmitter

and receiver. This comparison with the Kintex 7 FPGA is perhaps unfair, as the technology

node size has shrunk, and the properties of the long wires differ between the two

generations, as noted in Table 2.1 of Section 2.2.3. However, some comparisons among

different families are useful, and they are therefore the topic of Sections B.4 and B.5.
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B.4 Device Comparison

The trends for the long-wire leakage of all individual boards tested with an equal
number of transmitter and receiver wires v; = v, are shown in Figure B.7 (Virtex Ultra-
Scale+ results are instead presented in Section B.5). As Figure B.7 shows, all thirteen
boards are susceptible to long-wire information leakage. Moreover, this leakage is most
pronounced in the Virtex 5 family, while the Virtex 6 family is least vulnerable. Although
most Series 7 devices lie somewhere in-between, specific boards (the Kintex 7 KC705
and one of the Artix 7 Nexys 4 DDR boards) come closer to the Virtex 6 ones. Overall,
there is extensive variability even within device families and otherwise identical boards,

highlighting that process variations contribute extensively to the strength of the leakage.

B.5 Medium-Wire Leakage

Besides the long wires which span 18 Configurable Logic Blocks (CLBs) and have
an intermediate tap (Table 2.1 of Section 2.2.3), Series 7 devices also have wires which
span only 12 CLBs, without an intermediate tap. Although Vivado still classifies them as
long wires, to avoid confusion this section refers to them as “medium” wires. It should

be noted that although these wires more closely resemble the Virtex UltraScale+ long
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identical devices are shown in the same color.

wires, they are not identical, as they are still bidirectional, with two medium wires per
CLB instead of a channel of eight in each direction.

Figure B.8 shows the trends in medium-wire leakage for the Series 7 boards and some
of the Virtex UltraScale+ boards tested, again with an equal number of transmitter and
receiver wires v; = v,. As before, medium wires leak information about their state across
all setups, with longer overlaps resulting in larger differences in the delay of the ROs.
Perhaps more importantly, the patterns of leakage between devices are consistent whether
using long or medium wires. For example, the Basys 3 boards are always leakier than
the Arty S7 one. Moreover, medium-wire leakage is less pronounced than long-wire
leakage in the same devices, likely not only because of their shorter length, but also
because of their lack of intermediate taps.

Much like their Intel counterparts [253], how leakage varies among device generations

is not clear for either type of wire, and process variations can also confuse any discernable
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Device Part Number Logic Cells LUTs Reference
ML509 XC5VLX110T-1FFG1136 110,592 69,120  [83, 367]
Basys 3 XC7A35T-1CPG236C 33,280 20,800 [81]
Arty S7 XC7S50-CSGA324 52,160 32,600 [80]
PYNQ-Z2 XC7Z020-1CLG400C ~ 85,000 53,200 [339, 370]
Nexys 4 DDR  XC7A100T-1CSG324C 101,440 63,400  [82, 358]
ML605 XC6VLX240T-1FFG1156 241,152 150,720 [362, 368]
KC705 XC7K325T-2FFG900C 326,080 203,800 [358, 363]
VCU118 XCVU9P-L2FLGA2104E 2,586,150 1,182,240 [365, 366]

Table B.1: Size-related properties of the various boards tested for medium- and long-wire leakage.

trends. However, at least for devices that came after the Virtex 5, Figures B.7 and B.8
suggest that the size of the FPGA plays a role in the magnitude of the leakage: the board

ordering broadly seems to follow the size of the device, shown in Table B.1.
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Figure B.9: Example of super-long-wire leakage on a Virtex UltraScale+ device.

B.6 Super-Long-Wire Leakage

As Section 2.2.4 explained in Chapter 2, Virtex UltraScale+ and other high-end Xilinx
FPGAs are composed of multiple dies, called Super Logic Regions (SLRs). Super Logic
Region (SLR) dies are connected through the silicon interposer, using routing resources
called Super Long Lines (SLLs). These tap-less, bidirectional super-long wires span
60 CLBs, and are organized in channels of 24. It is therefore reasonable to wonder
whether the values carried by SLLs can also be inferred by nearby wires crossing SLRs.

Some preliminary experiments (Figure B.9) suggest that they can, although the effect
seems to be opposite that of regular long wires, with transmissions of a logic 1 resulting in
lower RO counts than those of logic 0. However, the routing of a cross-SLR RO is much
more complicated, so further experimentation with Time-to-Digital Converters (TDCs) or
other structures is necessary to isolate any other unintended interactions. If these results
persist across different setups, it might even be possible to exploit the phenomenon and

inject timing violations in nearby logic with strict timing constraints.
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