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ABSTRACT
Manymobile apps are designed not just to support end-users’ needs,
but also commercial aims. This can result in app designs that com-
promise end-user privacy, safety, and well-being. Since apps nowa-
days provide vital digital information and services, users often have
no choice but to accept potentially harmful or manipulative app
designs. What if, instead, individuals could customise their apps to
make them safer and better suit their needs? This exploratory work
examines this question through a multi-faceted approach; �rst, to
understand user needs, we conducted a survey (𝑛 = 100) of changes
users wanted in their apps, and of perceptions of risks in app repair.
Second, to identify technical challenges, we developed a prototype
that enables end-users to change their apps, and realised several
modi�cations suggested by survey participants. Finally, we conduct
a set of expert interviews (𝑛 = 8) to delve into the ethical and legal
aspects of such a tool, and synthesise a framework of risks and
opportunities of app repair.

CCS CONCEPTS
• Human-centered computing → Empirical studies in ubiq-
uitous and mobile computing; • Security and privacy→ Soft-
ware and application security.
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1 INTRODUCTION
Many essential digital technologies are developed and maintained
by a handful of powerful tech companies that provide limited means
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for user participation and negotiation in software design. The prac-
tices of many of these platforms and services have, in many sectors,
killed o� feasible alternatives, exacerbated by an intentional lack
of interoperability [20, 28, 37]. As a result, individuals have limited
means to mitigate the wide array of harms present in those mobile
apps that they rely on for their day-to-day lives. Sometimes, those
apps even deliberately exploit their users. Such exploitation ranges
from behavioural design (nudging people to take certain actions or
become addicted to the product), intentional uses of user interface
(UI) deceptive designs (also known as dark patterns) [54, 83, 91] (ex-
ploiting known psychological biases and weaknesses to bene�t the
company/service), to features that directly harm the user such as by
undermining their privacy either by giving up their personal infor-
mation directly or by tracking them behind the scenes [17, 76, 77].
Even if apps do not directly harm the majority of users, they of-
ten fail to account for the diversity and sensitivities of the most
vulnerable groups of users [12, 42, 102].

What if, instead of being provided limited choice and having to
rely on oneself to know what to ignore, users were given the ability
to re-con�gure and re-shape the essential features of apps – a right
to repair for apps – to make them more suitable to their needs, in-
cluding the possibility of removing elements that are hostile, manip-
ulative, or harmful to them? Such capability could empower users
both directly, by helping them improve their apps immediately,
and, indirectly, by exerting pressure on app developers to address
their concerns. Beyond eliminating user-hostile app elements, this
‘superpower’ could be bene�cial to improving accessibility and real-
ising more inclusive design. Previous research has found that most
users are aware of deceptive designs and their in�uence on their
behaviours, but aware is not enough to mitigate these harms [18].
Yet, like most technology that aims to ‘empower’, what can be used
for good can also be used for harm; modi�cations to apps could
bring about any number of unwanted harms to end-users, such as
weakening app security, or adding malicious code that perpetuates
criminal activity or steals from users.

This work aims to conduct an initial exploration of end-user
app repair tools to explore the opportunities and challenges that
such tools present. App repair tools allow individuals, like browser
extensions on the web, to change – in theory – almost all aspects
about an app. We aim to critically evaluate the pros and cons of
such an approach, and study the feasibility, ethics, and impact of
such a technology. Speci�cally, we focus on two research questions:
RQ1: Needs – Are there common, pressing, or important needs

users have that require modi�cation of their apps?
RQ2: Barriers – What are current practical, ethical, technical, soci-

etal and legal challenges in doing so?
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(a) Step 1: User selects an app. (b) Step 2: User selects patches. (c) Step 3: User installs patched app.

Figure 1: Ourworking technical prototype, GreaseDroid, empowers users with average technical skills to remove dark patterns
and other harms from their Android apps in three steps. The tool aims to help us study the risks and opportunities of app
repair in this paper.

Given the multi-faceted nature of these questions, which broach
both user needs and technical challenges, as well as hinging on
inherently normative questions, we study these questions using
a mixed-methods approach. We �rst conducted a survey-mediated
speculative design exercise with 100 participants and applied the-
matic analysis to understand what app changes individuals want
(Section 3). To demonstrate technical feasibility of app repair and
explore challenges, we created a prototype tool for Android (see
Figure 1) and implemented some app changes that our survey par-
ticipants wished for (Section 4); we also analyse legal questions
raised by this approach in Section 4.3. Finally, we conduct a set of
expert interviews (𝑛 = 8), discuss our results and examine the ethi-
cal dimensions and aspects of such a tool in Section 5. This aims to
synthesise a theory of the risks in app repair, gather an understand-
ing of the opportunities and challenges, and provide suggestions
for the responsible (non-)deployment of this technology.

Importantly, we do not conduct a user study with app repair
because a similar technology (browser extensions) has previously
been tested in browsers. While we develop a prototype (based on
‘app modi�cation’, see Section 2.3), the aim of this paper is not to
advocate for any single implementation of app repair, but rather
understand the long-term viability and implications of such a tech-
nology prior to wide deployment. Eventually, device manufacturers
may include such a technology into their smartphone operating
systems by default, e.g. because of consumer demand or law.

We will make our study materials (including the study design,
survey responses, and interview data) as well as the technical pro-
totype available to other researchers as to support future studies
into overcoming app-based harms.

2 BACKGROUND
Given the multi-faceted nature of this work, we draw on several
di�erent areas of prior research: legal, social, and technical. First,
we brie�y cover the motivation for and development of the ‘right to
repair’ movement in law, note its potential application to software,

and highlight problems with current regulation of software. Then,
we brie�y summarise research into the harms, as well as de�cien-
cies and inconveniences which might motivate the desire for app
repair and changes. Lastly, we cover existing technical and policy
measures designed to enable such changes on various platforms
including the web, and the barriers they face on apps in particular.

2.1 Legal: Digital rights and right to repair
Throughout early human history, people have had control over
the tools that they used, including how they were made [84, 94].
This was because people either crafted their tools, or had someone
they trusted to do it for them along the way. Since technology in
early human civilisation was relatively simple, it was relatively
straightforward to �x if something broke down. Indeed, �xing and
tinkering have been arguably the most common manifestation of
human ingenuity, leading to innovation and better products in the
long run. As products got more complicated over the past century,
we have increasingly lost our ability to both make our own tools
and �x the tools that we use [108]. For example, automobile owners
could normally have their vehicles �xed by a local technician. Car
manufacturers even provided detailed repair manuals and the nec-
essary parts to do so. They were, after all, manufacturers and not
repair shops, and sought to focus on what they were uniquely good
at [101]. However, more recently, they have sought to become the
sole providers of services necessary to use their products; famously,
John Deere locked down some of its tractors, thereby rendering
independent repair almost infeasible [4]. The increasing di�cul-
ties in repairing physical products sparked the worldwide right to
repair movement [56, 84, 94, 107]. The right to repair movement
encompasses electronic products including smartphones, but could
also be extended beyond hardware to include software.

Beyond technical measures, there is a range of legal instruments
that are currently used by platforms and developers to expand and
enshrine their control over digital systems. This includes copy-
right law like the Digital Millennium Copyright Act (DCMA) that
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is meant to protect copyright and original ideas, but also covers
program code. In the past, device manufacturers further tried to use
copyright law to go after end-user modi�cations, but with mixed
success. For example, ad blockers have repeatedly been found to
be legal [49, 89], along with jailbreaking iOS devices [115]. Some
scholars suggest that the current legal regime, including copyright
and other laws, disproportionately disadvantages the user over the
developers of software [13, 56, 73, 94, 107, 117]. There is increasing
pushback against the legal power of tech companies, through in-
creased enforcement of data protection laws [9, 24–27, 30, 43, 69],
antitrust and competition law [15, 28, 78, 117], and the enactment of
new laws (such as the Digital Services and Markets Act in the EU).
There is also a range of recent and ongoing proceedings in courts
around fair use under copyright law [79, 89, 106, 115], most notably
the US Supreme Court ruling on Google LLC v. Oracle America, Inc.
that underlined the importance of fair use in balancing the interests
of rights owners and other stakeholders [106].

2.2 Social: Digital harms and other challenges
Researchers working in HCI, privacy, security and beyond have ex-
amined a wide range of potential harms arising from the use of apps.
These include the loss of privacy [17, 122], dark patterns [54, 83, 91],
addiction and digital distraction [50, 76, 77], discrimination and
algorithmic bias [12, 16] and exposure to harmful content, and
harassment and bullying [61]. While some of these harms arise
from inadequate mitigation or anticipated uses of apps in particu-
lar contexts, other harms, such as app addictiveness and privacy
harms, arise from deliberate designs devised by app developers
and platforms [38, 81]. Some digital harms will yet be unknown
to us, or only a�ect so small communities that they are not talked
about by the majority of researchers and the public. To counter-
act digital harms, users may engage in critical ignoring, in which
they selectively choose what to pay attention to [71, 114]. Yet, crit-
ical ignoring requires training from users to become an e�ective
tool [71].

Another set of problems that have been identi�ed in apps per-
tain to a lack of accessibility, or other problems relating to access,
inclusion, and assumptions relating to users and use contexts. For
instance, several studies have discovered widespread lack of acces-
sibility in mobile apps, including inadequate image labelling and
poor contrast for the visually impaired, inconsistent use of widgets,
among others [6, 39, 92, 113, 120]. Further concerns relate to incor-
rect assumptions about their users or their needs, such as those
documented previously in fertility apps [42], �tness trackers [102],
or navigation systems [12]. There are risks around the deepening
of a ‘digital divide’ between those who manage to use digital tech-
nologies and those who struggle, such as the elderly [55, 58] or
those with disabilities and other conditions [90, 116]. Inappropriate
design can have signi�cant negative impacts on a�ected individu-
als [12, 14, 16, 66, 72], particularly when algorithmic systems are
used.

2.3 Technical: Empowering end-users to
modify/�x apps and systems

The world of PC games has had a long storied history of communi-
ties creating modi�cations and enhancements to programs, often

called patches or ‘cheats’ that often become circulated in dedicated
communities [8, 63, 68, 82, 87]. Such patches were typically crafted
by skilled programmers, who sometimes created and shared tools
to simplify the process of reverse-engineering. With respect to the
Web, the rise of Web 2.0 coincided with Aaron Boodman’s creation
of Greasemonkey in 2004, which he created because he wanted to
improve the appearance and layout of AllMusic, one of his favourite
desktop websites [86]. Greasemonkey enabled those with low-to-
moderate web development experience to change the layout and
functionality of websites by creating so-called userscripts and in-
stalling them in their Firefox browser within the Greasemonkey
extension. A dedicated community of Greasemonkey users eventu-
ally authored and shared thousands of website-modifying scripts
on userscripts.org, which included scripts to remove the feed from
Facebook or increase the readability of Wikipedia. Greasemonkey,
thus, represented the �rst app repair tool with widespread adop-
tion for non-experts to modify applications created by others at
scale. Similar technologies as used in Greasemonkey are now the
backbone of browser extensions and ad blockers, which are still
widely in use [103].

For mobile devices, relatively few solutions have been created
to repair, enhance and modify apps. Methodologically, these solu-
tions 1) modify the operating system [3, 41, 47, 93], 2) use System
APIs (e.g. VPN-based ad blockers [2, 70], or overlay-based interven-
tions [31, 32, 46, 51, 52, 52]), or 3) modify apps directly [10, 33, 34,
60, 65, 75, 95, 119]. All of these existing solutions for mobile come
with certain limitations. While modifying the operating system can
in principle make arbitrary modi�cations to the behaviour of apps,
these usually rely on device vulnerabilities and are subject to the
changing practices of device manufacturers. The use of SystemAPIs
might often be the most straightforward approach for a non-expert
user, but is limited to what is permitted by the smartphone oper-
ating system. App modi�cation allows for arbitrary modi�cations
of a provided app (only limited by the constraints of the operating
system), and can o�er ease of use. As such, it combines bene�ts
of system modi�cation and System APIs. Installing custom apps
is relatively easy on Android, but not iOS. Despite the potential
of this approach, there exist hardly any solutions used in prac-
tice using app modi�cation. Exceptions are the app cracking tool
Lucky Patcher [75], the privacy tool SRT AppGuard [10], and apk-
mitm [60] and objection [95], both for app security research. Some
developers have published modi�ed Android versions of popular
apps, including Facebook [44] and YouTube [112] (removing ads
and other distracting functions). Unfortunately, such modi�ed apps
rely on the continued support of the developers, have uncertain
security properties, may break over time (e.g. in case of server-side
updates), and exist only for a few select apps.

3 USER NEEDS AND PERCEPTIONS
To explore the space of potential user needs that might be served
by an ability to extend and change the functionality of existing
mobile apps, we conducted an open-ended survey with 100 partici-
pants and a �ctional app repair tool. We studied what individuals,
if given a chance, would like to change about the apps they of-
ten use concerning the user interface and underlying app logic

userscripts.org
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through a speculative role-playing design prompt, similar to pre-
vious work [80]. We chose to conduct a survey to be able to scale
across more individuals and elicit a more diverse range of response
than we could do with other methods, such as interviews.

Study Design. Our survey had three parts: 1) demographics
and app use, 2) speculative role-playing design of app changes,
and 3) user re�ections. an estimate of their daily phone use. In
the speculative design exercise, we introduced the concept of app
changes through a speculative role-playing design prompt, similar
to previous work by Merrill [80]. We asked participants to imagine
being granted two ‘app-modi�cation superpowers’ by a benevolent
‘app genie’, thereby comparing app changes to magic – almost
anything is possible. We then repeatedly asked participants how
they would use those two superpowers to change the apps that they
often use. Such repeated questioning is a commonly used method
in user research to spur creativity, e.g., by Sakichi Toyoda’s ‘Five
Whys’ [97]. Firstly, participants were asked to make between four
and seven suggestions on how to change their three most used
apps (as provided in the �rst part of the survey). This �rst part is
visualised in Figure 4 in the Appendix. Secondly, participants were
asked to make between three and six suggestions on how to change
any app on their phone. We encouraged participants to take out
their phones as part of this process to help the design exercise. In
total, participants would make between seven and 13 suggestions
for app changes. The full survey can be found in the Appendix.

Recruitment and Ethics Approval. Due to the qualitative na-
ture of our survey, we did not need a large sample size to achieve
saturation [59]. Therefore, we recruited 100 participants using Pro-
li�c, an online platform for research participant recruitment. We
restricted recruitment to current or past Android users (who would
be more likely to be able to adopt app repair technology, due to iOS
restrictions), aged 18–40 years (to focus on those adults who spend
most time with mobile devices for their day-to-day social and pro-
fessional activities [104]). Participants were compensated for their
time and paid the UK Real Living Wage. Our departmental ethics
board approved the study (approval reference CS_C1A_021_021).
It took participants a median of 19.8 minutes (𝑆𝐷 = 11.8 minutes)
to complete the survey.

Data Analysis and Sharing. For open-ended responses, we
conducted a thematic analysis to look for underlying patterns
within our dataset. Initially, we started with an inductive approach,
where three authors of this paper independently developed an ini-
tial set of codes, from a di�erent set of 100 suggested app changes.
The authors then met and discussed the codes to achieve consensus
and develop a codebook. Finally, the �rst author completed the
coding using a deductive method, and formed themes based on the
previously-identi�ed codes. In total, we identi�ed 29 codes, and 5
themes.

3.1 Results
3.1.1 Participant Demographics. Fifty-nine participants identi�ed
as men and 40 as women. One participant did not disclose this
information. Fifty-one participants resided in Poland, 21 in South
Africa, �ve in Portugal, �ve in Greece, four in Spain, four in Italy,
and the remaining seven in other European countries (with the
exception of one participant from Israel).

3.1.2 Overview of Suggested App Changes. Throughout the survey,
the most commonly selected apps to make modi�cations to were
Instagram (selected by 54 participants), Messenger (52), Facebook
(49), YouTube (45), and WhatsApp (41). Participants suggested a
total of 734 app changes. After a review of all changes, we excluded
�ve responses because we did not understand them or did not
include any changes. We also excluded another 166 suggestions that
are not directly actionable or relevant for app repair, e.g., because
they pertained to changes to server-side code or were too abstract.

The set of actionable and relevant app changes represented those
that may actually be implemented through app repair and client-
side changes. These changes related to three themes namely, i)
making apps’ business models more user-friendly and respectful,
ii) the wish for more attractive, user-friendly, and accessible user
interfaces, and iii) rebalancing privacy and security in apps. We
describe each of these themes in the following.
Making apps’ business models more user-friendly and re-
spectful. In this theme, 60% of participants complained about how
apps generate revenue. This was mainly related to advertising (42%
of users), being the predominant monetisation model in the app
ecosystem. ( [I would wish for] A built-in ad blocker in the browser
that blocks intrusive ads (P65, Chrome) ) ( ads, ads, ads, ads, ads, ads,
ads, ads, ads, ads (P65, YouTube) )

Beyond ads, another common monetisation model on Android
are in-app purchases. This model can, by its design, con�ict with
the actions that users take within apps. 4% of participants expressed
such annoyance with regards to non-ad app monetisation. ( Less pay
to win system and a better leaderboard for ranked (P56, Clash Royale)
) ( Paid options and subscriptions everywhere. It is very annoying
when using the app (P66, Tinder) ) A related category comprises
patches that provide paid features for free (wished for by 19% of
participants). A common concern was monetisation by YouTube,
which does not allow playing videos in the background without a
subscription. ( I would have free access to premium content because
most people cannot a�ord it (P71, YouTube) ) Since suchmodi�cations
might constitute fraud, they should not be developed.
The wish for more attractive, user-friendly, and accessible
user interfaces.Within this theme, the most common suggestions
related to modi�cations to the user interface (UI) – mentioned by
92% of participants. A common complaint was that a speci�c app
was not ‘user-friendly’ (P22) or not ‘accessible’ (P13) enough. A
particular case of such UI improvements were cosmetic changes,
e.g. to the colour or theme of certain apps. ( The app looks very
primitive and uninspired, almost unprofessional. (P23, about Steam) )
( Change the app to to another colour. I am getting tired of the blue
bird (P1, about Twitter) ) Given that 39% of participants expressed
such sentiments, there seems to be a rather widespread desire for
self-expression and customisation in apps’ user interfaces.

As for how to improve the UI, 47% of participants suggested re-
moving certain interface elements or features. Many were unhappy
with the prominently placed ‘Reels’ (P67) and ‘Stories’ (P95) in the
Instagram app, the WhatsApp status page (P82), the promotion of
podcasts in the Spotify app (P73), or the new TikTok-like YouTube
‘Shorts’ (P32). Participants wanted to hide these elements because
all of these apps do not currently foresee options to so. ( I hate
the "YouTube Shorts" feature, I don’t use it at all and I don’t �nd it
necessary. I just don’t need it. (P32, YouTube) ) ( Have options to hide
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Instagram stories (P95, Instagram) ) Some participants complained
about the metri�cation of social media apps and the resulting im-
pact on individuals. Such can be present in many di�erent forms
on social media, e.g. in terms of number of friends, post views,
and likes. Metri�cation allows users to judge the virality of social
media content but can also put pressure on individuals to create
and post more viral content. ( I would hide the amount of like when
someone posts. because I feel that most people just post nonsensical
thing just to get likes. (P94, Twitter) ) 15% of participants complained
about forced actions, a kind of deceptive design [54], that forces
individuals to take certain actions. One example is the design of
Google Mail, where it is deliberately challenging to sign out only
one user at a time. ( I would make it easier to log out and also not
to log out all accounts at once. (P2, Google Mail) ) Another aspect
that participants complained about was that Instagram recently
replaced the ‘New Post’ button with a new button to access the
new ‘Reels’ (i.e. short videos like on TikTok) – and wanted to roll
back to the previous design (a class of patches mentioned by 8% of
participants).
Rebalancing privacy and security in apps. The last theme re-
lated to changing apps’ privacy and security practices (mentioned
by 55% of participants). Users’ desire for more privacy and secu-
rity in apps is well documented in the research literature, as is the
relative lack of such in practice [98, 111]. Recent initiatives like
the General Data Protection Regulation (GDPR) in the EU and new
privacy protections measures on iOS and Android have arguably
further spurred this desire. This theme included the wish for pro-
tection from other users of the service (25%), as illustrated here: (
Must not allow people to take screenshots or save what others have
posted on their status (P37, WhatsApp) )

There was also a wish for greater knowledge of other users’
activities (11%). ( Be able to save people’s videos or pictures from the
app without the need of installing downloading app (P37, Instagram)
) Some participants even wanted greater knowledge of others and
better protection from others. 13% of participants wished for better
protection of their location, and 12% of participants wanted less
tracking of their activities by companies and better protection from
them. ( Ensure no data is being sent to Facebook, I dislike knowing
that Whatsapp is owned by Facebook (P84, WhatsApp) ) ( Browse
without cookies and no product tracking. (P1, Chrome) )

3.1.3 Participant Reflections. In the last survey part, we asked
participants to re�ect on their previous app experiences. Asked
what they did in the past when they were unhappy with an app,
most said that they did nothing (54%). Many researched how to
�x the problem themselves (40%) or complained on social media
(30%). Some reached out to app developers either in private (17%)
or public (7%). This suggests that many end-users are resigned to
the current design of their apps. 85 participants (85%) said that the
ability to make changes to their apps would be ‘rather’ useful for
them. This is in line with previous research which suggests that
users want more control over online services they use, especially
as a protection from deceptive designs [18, 53]. Among the remain-
ing 15 participants (answering ‘rather no’), 7 expressed that they
would not want to make changes that they �nd su�ciently impor-
tant (‘I don’t really care that much as long as it works’, P46), while
another 7 said that this would not be possible in practice or that

they lacked the time and skills (‘I don’t have the knowledge for that’,
P12). Sixty-nine participants said they would ‘rather’ like everyone
to have the ability to make such changes. Among those that did
not want this (answering ‘rather no’), the reasons were varied and
included concerns around feasibility (5%, ‘it would be too hard to
programme that’, P10), security (4%, ‘devices are designed to function
in certain way’, P42), and the acts of others (4%, ‘they should have
the independent right to change the setting on their OWN phone but
it should limit to that’, P65).

4 TECHNICAL FEASIBILITY AND LEGAL
ANALYSIS

Our survey underlined that there exist many aspects of apps that
individuals potentially would like to change, and that many of
these changes might even reduce existing digital harms. Previous
work has also identi�ed the importance of tools and methods which
would enhance user autonomy to protect users from deceptive de-
sign and dark patterns [18, 53]. We saw the responses and needs of
our participants as an opportunity to investigate the technical capa-
bilities of user-initiated app repair, as well as associated challenges.
Therefore, this section implements a technical prototype – called
GreaseDroid – and tries to address a handful of the changes re-
quested by our survey participants. This prototype relies on app
modi�cation (see Section 2.3), as a means to implement app repair.

We study if patching of apps is possible without breaking them,
how di�cult it is to create patches and the nature of those patches
(particularly how many lines of code is needed), and also how
patches directly impact the user experience in using patched apps.
We also analyse the legality of our approach for research purposes
in Section 4.3. Subsequently, Section 5 will outline the remaining
risks that need to be addressed concerning ethics, fairness, and
security of GreaseDroid patches. We will share the code of our
functioning prototype on GitHub.

4.1 Prototype: An App Repair Framework
based on App Modi�cation

To implement app repair, our tool builds on the concept of app
modi�cation, which was identi�ed as a fruitful technology from
the review of previous work in Section 2.3. Our tool aims to give
lay users the ability to change harmful aspects about their apps,
and make this process as straightforward as possible similar to
Greasemonkey (see Section 2.3). At the core of GreaseDroid, we
use the existing apktool [29], which decodes Android apk �les
(the standard format for apps on Android) into smali code (i.e.
low-level code instructions) and other resources (e.g., xml �les that
describe the layout). Our implementation is visualised in Figure 1.
We discuss speci�c examples of patches in Section 4.2, implement-
ing some of the suggestions from the survey. We focus on Android
because this platform tends to be more permissive than iOS. To
make modi�cations to apps, users go through three main phases
(Figures 1 and 2):
(1) App selection. In the �rst step, the user selects the app they
want to patch by GreaseDroid.
(2) Patch selection. In the second phase, the user selects a set of
patches to apply to the chosen app. These patches are developed
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by expert community users that we call patch developers. This de-
veloper community-driven platform approach is inspired by that
taken by the Greasemonkey tool, and is also currently a model for
browser extensions (see Section 2.3). Once the user has chosen a set
of patches, the app gets decoded with apktool into smali code and
other resources, and the patches then get applied to these decoded
resources. In our implementation, patches are implemented as bash
scripts that describe what modi�cations to make to a decoded app.
Two examples of such scripts are shown in Figure 3 in the Appendix
and discussed in our case studies in Section 4.2.
(3) Re-deployment. After successful app patching, we need to
reassemble the modi�ed app with apktool and re-sign in order to
install the modi�ed app on the user’s device. Lastly, the user installs
the patched app.

4.2 Implementation of Survey Suggestions
Having explored the design space for app interventions in Section
3 with participants, we proceed to evaluating the development of
patches with our prototype tool. We selected these case studies
from the survey responses. This selection was guided by our RQ1,
which sought ‘common, pressing, or important’ app changes. We
explore how di�cult and feasible the patch development is, and
also discuss how the patch would change and directly impact the
app experience. The code behind some of our patches is shown in
Figure 3 in the Appendix.

4.2.1 Distraction andDeceptive Designs in SocialMedia Apps. Many
respondents wished to remove speci�c interface elements and
forced action deceptive designs (41% and 15% of participants, re-
spectively). As highlighted in Section 3, some of these undesired
interface elements manifest as deceptive designs as they introduce
obstructions or redirection to the original user �ow [54], in partic-
ular, the ‘Stories’ functionality of Facebook, Instagram, Snapchat
and Twitter.
Development of patch: We were able to remove the stories func-
tionality from the Twitter app, and to hide the noti�cation counter
which can introduce additional distraction (see Figure 2). We did so
by removing the relevant sections from the xml layout �les from
the decoded Twitter app (i.e. from those �les that describe the UI
on Android). Identifying these sections was straightforward with
the run-time app layout inspection tools from the Play Store.

We tried to develop a similar patch for the Facebook app, but
found that apktool could not operate on the corresponding xml
�les. This is due to Facebook’s use of sophisticated obfuscation tech-
niques, andmight get addressed in upcoming versions of apktool [7].
This observation underlines the potentially tedious cat-and-mouse
game if app repair is not o�cially supported by the smartphone OS.
We managed, however, to hide the Facebook feed through smali
code modi�cations, thereby allowing to replicate work on digital
distraction by Lyngs et al. on mobile [77].
Impact on UX: The proposed changes to the Twitter app might
well make the app less distracting. They might also make it less
valuable for end-users, being a black-and-white choice (i.e. removal
of all Stories from the Twitter app).

Users

Usage of existing patches Proposal of novel patches

App store
Database of .apk to retrieve

Patch library
<Patch> : <Patch_Script>

1. Select app from selection
(in app store)

2. Select patch from selection
(in patch library)

3. Download patched app

1. Construct patch scripts in
supported server-side languages

2. Commit patch script as
argument for higher-order
function in patch library

System
Tool
1. App selection
2. Patch selection & execution
3. Resign for installation

(a) Overview of the GreaseDroid paradigm.

(b) Original app. (c) Patched app.

Figure 2: GreaseDroid enables the removal of dark patterns
(highlighted in red) and other harms in Android apps. Com-
pared to the default Twitter app (middle), stories and no-
ti�cations have been disabled to reduce distractions in the
patched app (right). We discuss the implementation of our
prototype and a range of di�erent patches in Section 4 (‘Case
Studies’).

4.2.2 Network Tra�ic Analysis. Quite a few participants (12%) ex-
pressed concerns around data sharing between their apps and third-
party companies. To analyse apps’ data �ows to companies and
hold those companies accountable, independent researchers need
to install a self-signed certi�cate on the Android device [88, 99, 109].
Unfortunately, as of Android 7 from 2016, Google has banned
this practice, thereby signi�cantly inhibiting app privacy research.
This is why we wrote a GreaseDroid patch that allows to apply
apk-mitm [60], a tool to remove these limitations from *.apk �les,
with one click (rather than having to set up a Node.js development
environment and running terminal commands).
Development of patch: The development of the patchwas straight-
forward because apk-mitm already existed, and also relied on apktool.
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All we needed to do is run apk-mitm on the decoded app resources
during the patching process.
Impact on UX: apk-mitm makes deep modi�cations to apps As a
result, patched apps sometimes refuse to connect to the internet
after patching. However, a simple way to apply apk-mitm (rather
than having to use a command line) might still have positive bene�ts
for less tech-savvy app privacy researchers.

4.2.3 In-app Advertising. Forty-two percent of respondents wished
to limit in-app advertisements. For many apps, there currently exist
no means to disable ads, or doing so is expensive (as was com-
monly mentioned regarding the YouTube Premium subscription).
We therefore explored ad blocking with GreaseDroid.
Development of patch: Reducing unwanted ads requires that
participants have a good understanding of Android smali code,
which is an advanced programming skill. There emerged three
main strategies to reduce ads within apps: 1) interacting with the
built-in methods of ad libraries to manage data collection (e.g. to
pass ‘no‘ consent to the Vungle ad library), 2) preventing calls to the
methods of ad libraries (e.g. calls to the loadAd method of Google
Ads), and 3) modifying the API endpoints inside ad libraries, so
that network requests fail (e.g. by changing doubleclick.com to
localhost). We successfully tried these strategies on the top 20
Android tracking libraries [45].
Impact on UX: GreaseDroid makes the removal of many types of
ads from apps easy for end-users. The negative impacts of these
changes on the app experience are likely minimal because apps
must already foresee fallback options in case they do not have a
stable internet connection and cannot load ads. In rare cases, current
apps might refuse to work because ads and app functionality are
so tightly intertwined. Courts hold that removing ads per se is
legal [49, 89].

4.3 Legality and Right to Repair for Apps?
Using GreaseDroid raises various legal issues and questions. This
is why we have consulted various legal experts to help with the
legally compliant design of our prototype. While we are con�-
dent that the prototyping activities we have undertaken as part of
this research project are legitimate, the use of these techniques in
non-research settings might have legal repercussions. In particular,
copyright laws like the DMCA in the US, the Computer Programs
Directive in the EU, and the Copyright, Designs and Patents Act
1988 in the UK. A preliminary analysis of these areas of law raise
at least two main issues: 1) the distribution of patched apps and
2) the decompilation and disassembly of apps. Copyright laws typ-
ically grant exclusive rights over copying and distribution to the
owner; clearly, this impacts the ability for a patch maker to legally
distribute a patched app, and similarly in so far as decompilation
and disassembly requires copying. However, the decentralised ap-
proach of GreaseDroid might help to at least partly overcome such
legal challenges, by enabling users themselves to apply patches to
their own legitimately obtained copies of apps. While developers
have previously shared patched apps online, the model of Grease-
Droid described above separates the distribution of patches from
the patching of apps. Patches are applied at install-time and on
the user’s device. There would therefore be no need to distribute
patched apps. Such private modi�cation of apps might be covered

by the ‘fair use’ and ‘right to repair’ principles, because Grease-
Droid allows users to remove de�ciencies from apps, especially in
research settings.

While copyright law worldwide protects right holders’ creative
works (including programs), it does not protect ideas. UK, EU, and
US laws explicitly allow the observation of the ideas behind pro-
grams (interoperability clause). Contractual obligations cannot usu-
ally override these rights. In this view, researchers who want to
study strategies to make apps less addictive are allowed to do so un-
der copyright law, regardless of the contractual obligations imposed
by app publishers.

Our implementation of patching in GreaseDroid does not rely on
decompilation of the program code, but rather on disassembly. This
could reduce issues with legislation that bans decompilation. Even
if decompilation were required, the law in some cases may allow
it; under the EU Computer Programs Directive decompilation is
permitted when ‘necessary for the use of the computer program by the
lawful acquirer in accordance with its intended purpose, including for
error correction’. This opens up important, but complex questions
about what constitutes the ‘intended purpose’ of an app and there-
fore to what ends decompilation (and ultimately app modi�cation)
might be permitted.

The legality of appmodi�cation is less clear in a non-research set-
ting and requires further analysis. The same holds for an app repair
method that does not build upon app modi�cation (as GreaseDroid
does), such as an app repair method shipped with the smartphone
operating system (e.g. as required by future law).

5 EXPERT INTERVIEWS AND DISCUSSION
These results include the survey-based speculative design exercise
of app modi�cations (in Section 3), our prototype and implemen-
tation of modi�cations from the survey (in Section 4), as well as a
legal analysis of our prototype (in Section 4.3). We will �rst discuss
risks and challenges identi�ed from our research in Section 5.2, then
bene�ts and opportunities of the approach in Section 5.1, and lastly
the implications of our work for future research and the potential
deployment of app repair in practice in Section 5.3.

We additionally complemented the overview of risks and chal-
lenges in app repair through semi-structured interviews of about
30 minutes with eight experts in the domains of law, software de-
velopment, HCI digital distraction and privacy. In these interviews,
we asked the experts for their views on the risks and challenges
in app repair. Our departmental ethics board approved the study
(approval reference CS_C1A_021_021). Table 1 shows the demo-
graphics of the experts. The number of interviewees is common for
expert studies [11, 19, 100]. The interview script can be found in
the Appendix.

5.1 Bene�ts and opportunities
Increasing participants and bene�ts for app developers. An
ecosystem of patch developers and users is not isolated from the
original app developers. Indeed, it may bring bene�ts for them.
The development of patches can serve as a feedback loop for the
original developer. With an active network of patch developers
and adopters, GreaseDroid might speed up the app developer’s
development cycle and reduce costs through crowdsourced software
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Expert Field Industry Years of Experience
E1 Tech Law Law 25+
E2 Tech Law Law 5+
E3 Privacy Law, Dark Patterns Academia 10+
E4 HCI, Digital Distraction Academia 5+
E5 UX Design Freelancing 5+
E6 HCI, Digital Distraction Academia 5+
E7 Frontend Engineering, Privacy Academia, Freelancing 5+
E8 Backend Engineering Freelancing 5+
Table 1: Overview of experts that we consulted for our ethical and legal analysis.

engineering e�orts. Indeed, the ability to create patches through
GreaseDroid might create new �nancial incentives, wherein app
developers reward patch developers, similar to existing bug bounty
programs.

Even if it is not possible to actually implement certain modi�-
cations through client-side app repair technology, changing the
thinking and expectations around app design can still deliver posi-
tive bene�ts. Many of us currently accept the status quo because we
resign or struggle to imagine that di�erent implementations might
be possible. These feelings of resignations were also highlighted in
our survey, in which a notable number of participants expressed
that app repair would not be technically feasible and that they had
never approached app developers over concerns around apps. How-
ever, our case studies from Section 4.2 showed that, at least in some
instances, the suggested changes can actually be implemented and
deployed.
Enabling legitimate research into app harms. Research can
help overcome app-based harms, by studying their e�ects. Unfor-
tunately, research in digital distraction has long struggled with
studying distraction in mobile apps, and instead tended to focus on
desktop [77]. At the same time, users nowadays spend signi�cantly
more time with their mobile devices; indeed, many households
do not possess a computer anymore. Our case study of removing
distracting elements in the Twitter and Facebook apps (see Sec-
tion 4.2.1) shows how app repair can help such research studies
into user autonomy. Other research in smartphone privacy strug-
gles with analysing apps’ network tra�c ever since Google imposed
a de-facto ban on self-signed root certi�cates in Android in 2016.
As we demonstrated in our case studies, GreaseDroid can help
researchers overcome such current limitations to conducting re-
search.
Overcoming uniformity in app design. Many participants per-
ceived a lack of customisation options for apps. For example, 39%
of participants wanted to change the cosmetics of their apps. This
underlines that software nowadays does not contain the wealth of
customisation options anymore as it had in the past. Instead, there
is usually only one design for all users. If end-users are unhappy
with the app design, or might even struggle with it (e.g. due to
reading di�culties or other conditions), this can be challenging or
even harmful.
Simplicity of patch development. The development of patches
that targeted the user interface was relatively straightforward. The
relevant xml �les can be easily understood and modi�ed by those
with experience in Android app development. Yet, the modi�cation

of xml �les was currently not possible for those apps that imple-
mented certain obfuscation techniques, e.g. the Facebook app. This
might be addressed in future versions of apktool, upon which
GreaseDroid builds. Meanwhile, making modi�cations to apps’ con-
trol �ow was signi�cantly more challenging, since this involved
working with low-level smali code. Reading such low-level code is
especially challenging when obfuscation techniques are used. This,
too, might be addressed in future work, as app repair functionality
becomes more mature.
Limited impact on paid Android apps. Rather than just dis-
abling ads, some might want to use GreaseDroid to unlock paid-for
functionality in apps. Yet, getting a paid app for free on Android
has long been as easy as seeking a cracked app version on Google,
or using LuckyPatcher [75]. This is arguably even in the interest
of Google whose whole business model is centred around ads. In
2020 alone, the parent company of Google, Alphabet, generated an
estimated $147bn (80%) of its revenue from advertising [5], with
more than half coming from mobile devices [40]. As a result, there
already exist very few paid apps on Android [1]. An app repair
functionality and a wide deployment of GreaseDroid would thus
have limited impact on these already existing incentives.

5.2 Risks and challenges
Risk of malicious and unfair patches. A critical challenge for a
responsible app repair framework is the threat of malicious patches.
Greasemonkey’s script market su�ered from a signi�cant number
of malicious scripts disguised as benign scripts with abusable vul-
nerabilities [85, 110]. Though there have been recent developments
in automated malware detection [21, 62, 67, 74, 105, 118, 121], au-
tomated approaches might not be su�ciently reliable to mitigate
the threat of malicious patches [22, 23, 35, 57]. To ensure app repair
has a positive impact, it would be important to implement robust
measures, both to protect users of app repair from malicious acts
of others, but also to protect others from the malicious acts of app
repair users.
Long-term impact on ad revenue. In Section 4, we discussed
how app repair can be used to develop better ad blockers for mobile.
We explored such interventions because nearly half our survey
participants wished for it. There is, however, a risk that this would
cut important revenue streams for app developers. Paid models are
often not a feasible alternative, especially on Android [38, 81]. App
repair might thus disproportionately a�ect app developers. This
can ultimately have negative e�ects for end-users, who might end
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up with fewer and worse apps as a result of app changes that are un-
fair and disproportionate towards app developers. Conversely, app
repair might also incentivise the development of less distractive and
intrusive ads, which survey participants complained about espe-
cially, and ultimately more responsible monetisation models. This
would be similar to the ‘acceptable ads’ programme that emerged
on desktop browsers in response to ad blockers.
Potential arms race and countermeasures. If app repair was
deployed widely, app developers may decide to implement coun-
termeasures. This is what many developers already do in response
to ad blockers on the web. Ultimately, this might spark an arms
race that will diminish the potential bene�ts of app repair, and
might render this technology useless. This could be a loss for re-
search and other legitimate uses of app repair technology. As we
saw in Section 4.2.1, the Facebook app already implements such
countermeasures. There have also been reports that WhatsApp has
previously banned users of modi�ed app versions in the past [48].
As we saw in Section 4.3, such bans might actually be illegal, given
the explicit rights that researchers and other individuals have in
studying apps. As we saw from our survey with participants, the
majority of participants want to have some sort of control over
their apps, especially to reduce deceptive designs, dark patterns
and potential harms apps can have on users.
Inadequate usability or accessibility. In our survey, most par-
ticipants wished for an ability to make modi�cations to their apps.
Some, however, were critical if this would be technically feasible or
of how they would be able to accomplish such by themselves. This
points to potential problems around usability and accessibility. If an
app repair approach cannot be used by those individuals that would
bene�t from it most, this brings in question the whole concept of
app repair and whether it justi�es the potential risks.
Technical limitations of app repair. For many of the suggested
app changes, it is unlikely that app repair will allow them to be
implemented. We explored some suggested modi�cations in our
technical study and found that GreaseDroid currently embraces a
black-and-white approach: either removing all ads or none, either
removing all Stories from the Twitter app or none. Some of this
might be �xed through better patches and immense engineering
e�orts. Creating more user-friendly ads and social media recom-
mendations will, however, mostly lie with the companies behind
these technologies. GreaseDroid, however, might help in communi-
cating users’ wishes and setting incentives, and thereby increase
pressure against harmful practices within apps. Another challenge
relates to patch compatibility with app updates [36], which get
released regularly and might break some patches.
Legality for non-researchpurposes.Aswe showed in Section 4.3,
the use of app repair for research purposes is likely unproblematic.
Other uses, however, remain in a legal grey area and need further
study. Interestingly, if app repair functionality was foreseen by the
operating system, then our legal analysis would likely be di�er-
ent. Developers would then be forced to foresee extensibility. Such
would arguably then be within the intended purpose (in the sense
of the EU Computer Programs Directive) of apps and app repair be
on a more sound legal foundation.

5.3 Future work: Towards responsible app
repair

From our �ndings, it is clear that any large-scale practical deploy-
ment of app repair technology would need to address challenges in
three core areas: social, legal, and technical. In the following, we
introduce a set of guiding principles and measures for each of these
areas. These measures may not be su�cient to deploy an app repair
technology in a responsible manner. Based upon our research, we
do think, however, that they are a necessary minimum set for such
responsible deployment.
Social. As highlighted by this and previous work, the development
and deployment of app repair technology is not without risks. This
is why it is important to have a thorough screening process in
place, as is widely adopted in software marketplaces, such as the
Apple App Store or the Chrome browser extensions store. This
screening process of the speci�c examples of app repair could be
inspired by the open-source approach of F-Droid. This app store
for Android has in the past proved incredibly secure. There are no
known reports of large-scale security problems in the past, to the
best of our knowledge. At the heart of this app store lie principles
of openness, transparency and community. The same principles
should be considered in deploying app repair responsibly. Motivated
by this insight, we developed an example code of conduct and ethical
declaration for patch developers, based on our research, in Figure 7
in the Appendix.
Legal.As discussed in Section 4.3, our implementation of app repair,
relying on app modi�cation, is likely �ne for research purposes,
but is in a more uncertain legal area in other settings. The reason
for this is not that app repair is illegal per se, but rather that there
exists limited legal precedent. Di�erent technical implementations
may not face similar problems, especially if app repair was directly
integrated into the smartphone operating system – similar to how
extensions are part of most modern browsers. A code of conduct,
as suggested in the previous section, could provide further legal
certainty by making patch developers give basic guarantees as to
the safety and fairness of their patches.
Technical. The technical design highly depends on the assessment
of requirements relating to the previous two aspects, legal and
social. Our prototype from Section 4 could serve as a sample im-
plementation. However, patching should be ideally done directly
on a user’s smartphone and not rely on an external server. Due to
our Linux-based approach, it might be possible to port our system
in the future to Android, which itself runs the Linux kernel. The
current system also relies on apktool, which is compute-intensive
and should be addressed. At the same time, a certain level of friction
in the system might be positive to prevent harm. A future system
should further foresee an option to turn patches on and o� easily.
To foster transparency around patches (as highlighted in ‘social’),
the technical implementation should foresee measures to allow
end-users to study the code of patches, and to �ag concerns with
patches. As highlighted by our set of case studies in Section 4, many
promising patches actually only require a few lines of code. Those
should be easy to inspect by the user’s of patches. If unusually
many lines of code are required, more thorough screening methods
would need to be implemented.
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6 LIMITATIONS
There are several limitations to this work. We had a limited sample
size and only considered a non-representative population aged
18–40, participating through Proli�c Academic. We had a limited
sample size due to the qualitative nature of our survey [59], and
note that participants from online crowdsourcing studies tend to
be younger than the general population [64, 96]. The case studies
do not cover all possible app modi�cations, only a set of commonly
mentioned and important modi�cations.

7 CONCLUSIONS
This work explored the risks and opportunities of an ability to re-
pair apps for end-users. After a review of the relevant background
in Section 2, we �rst surveyed 100 participants to investigate what
aspects of their regularly used apps they would like to change in
Section 3. Eighty-�ve percent of participants said that the ability
to make changes to their apps would be helpful for them, but they
were suspicious about malicious use of such functionality by oth-
ers. Using a prototype for an app repair framework (based on app
modi�cation) and a set of case studies derived from the survey,
we then (in Section 4) illustrated the patch development process,
demonstrated the feasibility of this method, and discussed the po-
tential direct impact of such a technology on the app experience.
We also analysed legal challenges around app repair in Section 4.3.
Finally, in Section 5, we conducted eight expert interviews, synthe-
sised a framework of risks and opportunities of app repair, and put
forward recommendations for the responsible deployment of app
repair, including a code of conduct and ethical declaration for patch
developers (see Figure 7 in the Appendix).

Our work underlines that app repair is no silver bullet against
app-based harms. Many app changes, that individuals wish for,
cannot be implemented through solely client-side changes. Some
changes might even pose harm to others. There are, however, also
valuable promises, including reduced harms and increased user
participation in the design of mobile apps – besides enabling a
whole wealth of new research into mobile apps. In other words, the
current non-deployment of app repair technology, too, causes harm
and involvesmany unethical aspects. Given the currently signi�cant
imbalances between users and platforms/developers, we conclude,
based upon our analysis, that a responsibly deployed app repair
framework would pose relatively small harm and would deliver
tangible bene�ts to individuals.We anticipate that app repair should
rather be implemented by the manufacturers behind smartphones,
rather than retro�tting existing systems through approaches like
app modi�cation (as done in this work), for example through an
explicit legal right to repair apps.
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patch: Remove location

properties: app-agnostic, control flow

1 perl -i -p0e 's/

2 [^\r\n]+ Landroid \/ location \/ Location;

3 >(getLongitude|getLatitude)\(\)D[\r\n]+

4 move -result -wide v([0 -9]+)/"

5 const -wide \/16 v$2 , 0x0"/seg ' $f

patch: Remove stories bar

properties: app-specific, interface

1 -<FrameLayout android:background ="?

coreColorAppBackground" android: layout_width ="

fill_parent" android:layout_height =" wrap_content"

2 +<FrameLayout android:background ="?

coreColorAppBackground" android:visibility ="gone"

android:layout_width =" fill_parent" android:

layout_height =" wrap_content"

Figure 3: In our case studies, we explored app-agnostic patches (i.e. those that apply across apps) and app-speci�c patches (i.e.
those that apply to one app only). Left: An app-agnostic patch, a Perl script to prevent apps from accessing the longitude and
latitude of the current physical user location. Right: An app-speci�c patch, a di� script to remove the Stories bar from the
Twitter app.

Figure 4: Screenshot from survey: We repeatedly asked participants to suggest changes to those apps that they regularly use.
This repetition aimed to stimulate participants’ creativity.
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Figure 5: A survey to ask participants about aspects that they would like to change about their apps.
(1) Demographics:
(a) What is your gender? (Woman / Man / Non-binary / Prefer not to answer / Prefer to self-describe)
(b) What type of smartphone do you currently use? (Android / iPhone / No smartphone)
(c) In a typical week, what three apps do you use most on your phone?
(d) In the past week, on average, how much time PER DAY have you spent using your smartphone? (make your best guess) (Less than

10 minutes per day / 10–30 minutes per day / 31–60 minutes per day / 1–2 hours per day / 2–3 hours per day / 3–4 hours per day /
4–5 hours per day / 5–6 hours per day / 6—7 hours per day / 7–8 hours per day / 8–9 hours per day / 9–10 hours per day / More
than 10 hours per day)

(e) Do you have any long-term health conditions or illnesses that make using your smartphone more di�cult? (Yes / No / Prefer not to
answer)

(2) (Introduction of the participants to the concept of ‘app modi�cations’)
(3) App Changes (repeatedly, as outlined in Section 3):
(a) What app would you change?
(b) What superpower would you use? (Change how app looks / Change how app works)
(c) What change would you make, and why? (at least 10 words)

(4) User re�ections:
(a) In the past, if you wanted to change something about an app, what did you do? (tick all that apply) (Tell my friends about it on

social media / Tell the developer privately (e.g. via email or direct messages) / Tell the developer publicly (e.g. on a tweet) / Research
ways to change it and tried to do it myself / Do nothing / Other)

(b) Which of the following activities are you comfortable doing on your smartphone? (check all that apply) (Taking photos / Reading
emails / Installing apps from outside the o�cial app store / Installing a custom operating system / None of this)

(c) You may have other thoughts about changing apps. If so, please share them with us here. (optional)
(d) Do you agree: "Changing things about apps on my own phone could be useful for me." (Rather yes / Rather no)
(e) Why? Please explain.
(f) Do you agree: "Everyone should be able to change apps on their own phone." (Rather yes / Rather no)
(g) Why? Please explain.

Figure 6: Script for short semi-structured expert interviews about risks and opportunities of app repair.
(1) Intro:
(a) How would you describe your main area of expertise? How many years of experience?
(b) (Show a short demo of our GreaseDroid prototype to introduce the concept of app modi�cation.)

(2) Main questions:
(a) What might be common / pressing / important user needs? How might app repair help (or nor help) end-users? What groups of

individuals might most bene�t from such an approach and how?
(b) How would it (positively / negatively) impact developers?
(c) What do you see as key challenges around app repair? Practical? Ethical? Technical? Societal? Legal? How would you address

them?
(d) Should users be able to make changes to their apps? For what aims are patches ethical?

(3) Outro:
(a) Is there anything that you’d like to add?
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Code of Conduct: Ethical Declaration for Patch Developers
On submitting a patch for distribution in an app repair system, patch developers could vow that

(1) The submitted patch does no harm and is fair to all involved stakeholders.
(2) The submitted patch has been thoroughly tested across multiple devices, and app and Android versions.
(3) The patch is clearly legible for those who have basic programming skills.
(4) The submitted patch is free, libre and open-source software (FLOSS), for example through a GPL or Apache license. All

necessary material is available to patch users.
(5) The authors will respond to requests relating to the patch in a timely and adequate manner, especially when these requests

concern patch safety.

Figure 7: Inspired by our research �ndings and the famous Dogme 95 (i.e. a set of ten rules to ensure that �lms were still
made in a traditional manner in a time with increasing reliance on digital technologies in �lms), we developed a sample code
of conduct for those who develop patches. We developed this code of conduct by iterating over it over many months in our
research group, which includesHCI experts, ethicists, software developers and legal experts, and also included the results from
our survey and expert interviews. In developing the declaration, we took inspiration from the requirements of the F-Droid
store. These rules, however, are only an initial set and will be further re�ned over time and in future work.
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