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ABSTRACT

We present “participatory threat modelling” as a feminist cyberse-
curity practice which allows technology research to centre tradi-
tionally marginalized and excluded experiences. We facilitated a
series of community workshops in which we invited participants
to define their own cybersecurity threats, implement changes to
defend themselves, and reflect on the role cybersecurity plays in
their lives. In doing so, we contest both hierarchical approaches
to users in cybersecurity—which seek to ‘solve’ the problems of
human behavior—and a tendency in HCI to equate action research
with the development of novel technology solutions. Our findings
draw highlight barriers to engaging with cybersecurity, the role of
personal experiences (for instance of gender, race or sexuality) in
shaping this engagement, and the benefits of communal approaches
to cybersecurity.
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1 INTRODUCTION

Cybersecurity research often starts by “threat modelling”—a secu-
rity design method in which experts anticipate potential threats to
a computer system [1]. Although often presented as abstract and
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impartial, this process usually relies on security experts’ own expe-
riences and assumptions about everyday users [23]. This results in
research and policy which omits many forms of technological abuse:
for example, most smart home threat models do not anticipate thata
current or former partner could be a threat [22]. By positioning the
researcher’s imagination of possible threat scenarios as an abstract-
threat model, such methods deploy the “god trick of seeing from
nowhere” [26]. In contrast, feminist standpoint theoriesadvocatefor
the use of socially situated experiences as an alternative lens for
social science knowledge [24], [25].

Following Bardzell’s call to use generative feminist approaches
to help identify needs, requirements and solutions [2], we reconfig-
ured threat-modelling practices to focus on citizen’s experiences
of online threats and how they relate to cybersecurity both as a
concept and a practice. In a series of eight physical and virtual
cybersecurity workshops, we invited participants to 1) model what
they perceived to be security threats, vulnerabilities and priorities
in their digital practices, 2) take tangible steps to improve their
digital practices during “tech support sessions” and 3) share their
thoughts and feelings on cybersecurity more broadly in an open
and non-judgemental group discussion. Rather than dictating what
threats citizensshouldbe worrying about, this project develops a
method named “participatory threat modelling” for eliciting and
listening to citizens’ concerns to expand the scope of threats con-
sidered in cybersecurity.

This methodgenerateda variety ofnovel and unexpectedobserva-
tions.Experiences like creepy targeted advertisements, being pro-
filed online, or harassed using Zoom-bombing fall outside of or-
thodox cybersecurity concerns but can make people feel unsafe
online.Feelings of avoidance and jargony technical language pre-
vent many from engaging with cybersecurity. Furthermore, people’s
digital practices are shaped by privilege and oppression. While ad-
vantages like wealth or education help people access knowledge
about cybersecurity, experiences of abuse due to gender identity,
race, or sexuality both expose people to greater harm and leave
them more motivated to act. Lastly, our participants identified cy-
bersecurity solutions beyond creating better tools. Cybersecurity
cannot be limited to individuals changing passwords or download-
ing VPNs; structural change at the level of community action and
legislation is crucial.
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2 BACKGROUND & RELATED WORK

Action research (AR) is an umbrella term for a variety of approaches
in which researchers and participants work together to address
a problem and learn from this attempt in cycles of “action” and
“reflection” [3]-[5]. This stems from the belief that all people af-
fected by an issue should be involved in the processes of research
inquiry [5]. In particular, intersectionalfeminist forms of action
research seek to expose the power relations that lurk under thetrap-
pings of expertise throughmethods which empower participants [6].
Digitally-mediated threats—from malware to trolling—affect people
from all backgrounds (although trolling, and other forms of on-
line harassment, disproportionately target people from minoritized
backgrounds [7]). Yet many social groups are excluded or underrep-
resented in cybersecurityresearch and industry, while a fairly small
and often homogenous group of experts get to determine what is
considered a security threat.

An obvious example of this diversity problem is the industry’s
gender imbalance , with only 24% of the global cybersecurity work-
force identifying as women [8]. Furthermore, representation does
not necessarily lead to inclusion: a recent UK study found that
while they were not underrepresented in the national cybersecu-
rity industry, Black employees continue to experience significant
discrimination in the workplace [9].

AR methods involve community partners with the aim of con-
ducting socially relevant, collaborative, and engaged research.
There is evidence that these kinds of projects help bring women
and other underrepresented groups into computing [4]. Yet action
research in cybersecurity is exceptionally rare [10]. Although they
are more common in Human-Computer Interaction (HCI), HCI AR
projects usually consist of the “deployment of novel technologies”
[4]. This recreates a narrow understanding of what solutions to
social problems may be, and precludes legal, economic, political
or cultural change. Community engagement in problem framing
illustrates this tendency, for example by uncovering how framing
algorithmic harms around “bias” suggests that more accurate data is
the solution, at the risk of missing deeper questions about whether
surveillance technologies should be used at all [11]. Creating spaces
for reflection on existing technology can also be more valuable than
framing research around developing a new technical solution [12].

This project builds on AR traditions and on a separate tradition
named “participatory security design” by inviting citizens to define
their own threats online and take action to address them. We fol-
low Hayes [4] in conceptualising cybersecurity “design” as a set
of practices rather than a set of properties in a completed system.
Participatory security design avoids the assumption that the secu-
rity of the individual will follow from the security of a technical
system and includes the perspective of actors who may ordinarily
be marginalized [13]. Thus we incorporated ‘situated’ knowledge
and practices [14] in order to ground information security studies.
Researchers have used participatory security design methods in
studies of privacy mechanisms for smart homes [15] and security
and privacy threats with survivors of intimate partner abuse [16].
In such research, users define or reframe digital security threats,
showing how “differential vulnerabilities” can be socially contin-
gent based on factors such as gender, race or age [17]. For example,
when asked to define “cyber security” children focus more often
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on predatory or bullying behaviour, while adults focus on financial
crimes and technical protection [18].

Cybersecurity research can discuss the “human factor” in ways
that are at odds with theoretical and methodological advances in
human-centred computing. Security research often focuses on de-
fending companies or company property, with users portrayed
as part of the problem. A popular cybersecurity mantra claims
that “humans are the weakest link” in cyber-defense strategies [19].
Research on “human factors” often focuses on “solving” what is per-
ceived as risky internet behaviour such as choosing weak passwords
or clicking on phishing links, often through workplace training and
awareness courses [20]. Many researchers in human-computer in-
teraction (HCI), privacy-by-design and human-centred computing
operate on the assumption that computer security can be achieved
with users rather than in spite of them. Such approaches advocate
for moving from “human-as-a-problem” to “human-as-a-solution”
[21]. This is reflected in moves towards “usable”, “user-centred” and
“human-centred” cybersecurity [22]-[25]. However, research which
sees humans as a solution still implicitly casts information systems
(or organisations which own them), rather than the humans using
them, as the “referent object” or the focus of protection [26].

Other research traditions focus on how to make technology de-
sign processes more just and equitable. Value sensitive design (VSD)
examines how both pre-existing and emergent biases manifest in
computer systems and proposes methods for designers to consider
the values of various stakeholders [27], [28]. Calls for “feminist
HCI” often centre values such as agency, fulfilment, identity, equity,
empowerment, and social justice [2]. Some feminist and anti-racist
critiques move beyond an unconscious bias framing to show how in-
tersecting structures, such as patriarchy, white-supremacy, ableism
and heterosexism are “hard-coded” into technology, often repro-
ducing existing forms of oppression under the guise of technical
neutrality [29]-[31]. The design justice movement seeks to “retool”
design methods by centering the voices of those who are directly
impacted by the outcomes of the design process [6].

3 METHODS

Weorganised theworkshopsas self-containedinterventionswhich
created a safe space for participants to reflect on their online ex-
periences and improvetheir digital privacy practices. We invited
“ordinary”, or “inexperienced” individuals to actively shape un-
derstandings of cybersecurity, precisely because we consider no
individual to be truly ordinary or inexperienced. Our recruitment
materials—fliers on community noticeboards, social media, and
newsletters—emphasised that participants did not need any exper-
tise tocontribute beyond their experiences of online life. For some
workshops, we partnered with community and activist groups in-
cluding Extinction Rebellion Oxford, Victims of Image Crime, and
People & Planet.

Each workshop followed a similar format, starting with an intro-
ductionwelcoming participants and outliningourmotivations and
goals. Next, we conducted a“threat modelling”session focusing on
what participants wanted to protect in their online life, what made
them feel threatened, and what parts of their digital security they
wanted to improve.After that, we conducted a“tech support”session
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in which we pointed participants to onlineresourcesandworked-
with them to make practical changes. Lastly, we facilitated ageneral
discussionon the nature of and future directions for cybersecurity.

We adopted a feminist approach in the design and facilitation
of our workshops. Although there is no one unified "feminism”,
feminist theories and methods often pay close attention to care,
emotionality and personal "standpoint” [14], [32], [33]. Accordingly,
we aimed to create an environment of mutual care and support.
Our questions focused on emotionality and personal experience—
topics in which anyone’s and everyone’s answers would be valid.
Thesemethods reflect the theoretical commitments of the project,
which see research as a form of intervention rather than a neutral
data-collection exercise. Theworkshops were designed to co-create
knowledge with our participants: for example, sharing participant
responses on a screen throughout the workshop allowed partici-
pants to comment and react to the contributions of others, creating
a sense of communal sharing and debate.

In order to create safe spaces for discussion around sensitive top-
ics, the “research” aspect of the project was entirely optional. If the
participants chose to opt-in, they could anonymously share their
thoughts and stories on their own devices using the Mentimeter-
platform, in which case their contributions and would be projected
on screen in realtime.Alternatively, participants could opt-in to
recorded focus groups with the same questions. Four of our eight
workshops were held physically in the UK, with the rest taking place
digitally due to the Covid-19 pandemic. With 10-12 participantsper
event, we had a total of approximately 90 participants. Ultimately,
we recorded 419 individualMentimeterresponses and four focus
groups across seven workshops. Follow-up interviews with seven
participants explored their contributions in further depth.

Data was analysed qualitatively using thematic analysis
[34].Following a first-pass inductive coding of the first workshop,
we established a codebook with 18 topics and 29 themes, which
we used to qualitatively code all Mentimeter responses and each
fragment within the focus group and interview transcripts. Each
document was coded separately by two researchers, who subse-
quently performed an intercoder reliability check to settle on final
codes through consensus. Five topics and eight themes which were
not noted in the initial analysis emerged in this process. We then
cross-referenced the frequency with which each topic or theme
appeared against the richness of the emergent qualitative data, to
arrive at our findings.

As we did not collaborate withparticipantson the design of
this methodology,our studywas notfully participatory.Future it-
erations of this projectwould be strengthened further by adopting
a co-design approach to research design. Another limitation that
emerged was the standalone quality of the workshops, as many
participants did not have enough time to both identify threats and
implement solutions in one workshop.Future workshops could be
conducted iteratively, allowing for deeper participation and more
robust results.

Lastly, participant recruitmentstrongly shaped the project. While
the workshops were open to all, there was a high representation
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of women (65.6%) and non-binary people (9.8%).! Althoughour ma-
terials were inclusive to those who did not consider themselves
"tech-savvy",due toour own environments, the nature of our part-
nerorganisationsand theurban locations of theworkshops, we found-
participants tended to comefrom relatively privileged educational
backgrounds who were alreadysomewhatcomfortable with technol-
ogy. Going forward, we plan to focus recruitment on communities
disproportionately targeted by online surveillance and harassment.

3.1 Our standpoint

As a form of "reflexivity", we shared our backgrounds and moti-
vations for the project at the start of each workshop. By doing so
we aimed to put participants, particularly those from marginal-
ized or non-technical backgrounds, at ease. Reflexivity is a practice
in which you reflect on how your own experiences, beliefs, and
standpoint in the world shape your research [35]. For us, reflexivity
involved aspects of our identities—being women from non-technical
backgrounds—which were treated in various subtle ways as dis-
advantages in the context of cybersecurity. This and our desire
to improve our own digital information security practices led to
the idea of creating a collaborative, safe space where people could
troubleshoot, discuss and educate themselves together.

It is worth noting that by sharing our positionality with our
participants, we may have influenced their beliefs and attitudes
going into the workshops. Furthermore, this form of (incomplete)
reflexivity can obscure other types of privilege that also influence
our work: we are cis-gendered, able-bodied and members (or grad-
uates) of an academic institution that is inseparable from a colonial
history. We found feminist theories and methods particularly useful
both for making sense of our own experiences and as a normative
framework for cybersecurity research and practice. A project which
centered (for example) critical race, disability, or anarchist theory
might have shared some of our assumptions but would likely have
asked different questions, resulting in different findings.

3.2 Ethics

Ethical concerns for this study included the risk that participants
may not feel comfortable discussing certain workshop topics, par-
ticularly those participants who had experienced sexual abuse and
other identity-based attacks online. We addressed this through prac-
tices of informed consent, such as reminding participants that each
question is optional and giving them multiple contribution oppor-
tunities and fora to choose from, including the questionnaire, group
discussion and one-on-one interviews. For workshops focused on
sensitive topics, we also allocated special breaks for self-care and
designated an organiser that participants could speak to if they were
feeling distressed. Furthermore, there are risks inherent to public
events (both on- and off-line), such as harassment or trolling. These
did not arise at our workshops as far as we are aware. However, we
prepared strategies for dealing with such situations in collaboration
with our tech support team. Our study was reviewed and approved

! These statistics are indicative rather than exhaustive, as all responses to questions
were optional, and only about two thirds of participants answered this question. We
note that we did not collect demographic data on race and ethnicity until the final
three workshops and did not collect data on disability, class or education level. We
view this as a significant oversight, as racial, class and educational disparities are also
ingrained in cybersecurity culture and equally important to address.
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by the University of Oxford’s Central University Research Ethics
Committee (SSH_OII_CIA_20_004).

4 FINDINGS
4.1 Threat modelling from a standpoint

Participants perceived online threats in unique and unexpected
ways. Although many mentioned conventional cybersecurity
threats such as password compromise and online banking as areas
of concern, participants often reported being more concerned with
reputational and interpersonal harms. As (P1,I)? said "I'm more
worried about being socially shamed, publicly shamed, than someone
stealing my money."

These reputational concerns often tied into professional identi-
ties. Many participants learned about cybersecurity primarily in a
work setting, and therefore their knowledge of company policies
preceded that of their personal cybersecurity. The need to maintain
a professional reputation drove many participants’ concerns for
privacy, with “employers accessing old data” often mentioned as a
threat. (P2,W7), who had been a sex worker noted that the secu-
rity of her professional life was extremely important, but that she
was often met with an attitude she characterized as “well you can’t
expect privacy when you’ve done that sort of work.”

Many participants shared experiences of being condescended
to, patronised or subjected to ‘mansplaining’ due to their gender.
Participants noted that people providing IT lessons or tech support
are often male: (P3, W2) explained that “being a female getting tech
support from a male can be disconcerting. Fears over what private info
they might see, find, engage with ... make women feel vulnerable”
This gendered vulnerability encompassed subjects from location-
tracking, sending nudes to misogynistic trolling (particularly on
Twitter).

Experiences of privilege (or lack thereof) linked to wealth, class
and education also shaped engagement with cybersecurity. Partici-
pants framed cybersecurity knowledge as a privilege that comes
with good education. Being able to pay for technical or legal sup-
port (as well as tools such as VPNs) if necessary was cited as a big
factor in limiting and enabling engagement online. Several partic-
ipants hypothesized that their own privileged backgrounds had
made them feel more complacent about security and privacy on-
line. In contrast, several participants linked experiences of being
in minoritized groups—due to race/ethnicity, sexuality or gender
identity, to a greater need for digital security. Participants who had
been in organisations focusing on race, or just spoken out about
race online, reported increased online aggression and worries about
“doxxing”, a form of online harassment that “breaches perceived
privacy boundaries by releasing information through online mass
media channels, resulting in physical and online consequences for
a target” [36].

Experiences of being queer and/or polyamorous online made
people more aware of granular privacy settings which were neces-
sary for “managing what I present to different audiences that have
different levels of awareness of my sexuality” (P4, W2). This res-
onates with and extends past research on virtual communities as

2P indicates participant number, W indicates workshop number, I indicates interview
so (P1,]) indicates participant #1 in an interview
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safe spaces for LGBTQ youth to communicate and express them-
selves [37]. (P5,I) outlined the ways in which online banking put
them at risk as a trans person: as they live in a country in which
changing your name to match your gender identity is not legal,
their online banking still used their legal name, putting them at
continual risk of being outed with each financial transactions.

Survivors of image-based sexual abuse faced a particularly chal-
lenging set of threats. Not only had they experienced ex-partners
sharing intimate images —including videos filmed without their
consent— online, they also described ongoing harassment on social
media as strangers continuously re-shared links to pornography
sites which refused to take down these images and videos. Many
of these threats—such as being outed as a trans or queer person,
image-based sexual abuse, and misogynistic trolling—are not con-
sidered in existing cybersecurity threat models. These participants’
unique standpoints, informed by their lived experiences and var-
ied identities, contributed to a more robust understanding of both
online threats and possible solutions.

4.2 Solutions beyond new tools

Many cybersecurity solutions, including the ones in the guides
we used in the “tech support” part of the workshops, focus on
downloading tools such as password managers and secure browsers
such as Tor. Many participants described navigating information
about cybersecurity as “intimidating” and “overwhelming”, leading
to practices of avoidance. Exclusionary technical language was also
commonly mentioned as a barrier to engaging with cybersecurity.
(P6, W7) said, “often tech help websites seem like they are written
by men who are tech experts and not easy to understand” Resources
are often not only full of technical language, but also in English
and therefore not accessible for speakers of other languages. The
fact that we conducted our workshops in English, with participants
primarily from the Global North, unfortunately recreated the Anglo-
centrism in technology education which recent projects [38]—as
well as Bardzell’s call for pluralism [2] have critiqued.

When we asked our participants to describe what tools they
needed or wanted, participants sought simpler, user-centred, intu-
itive tools such as an “erase me button” that might to delete their
data from any given website or regularly prompts to update their
privacy settings. This echoes past research on, for example, poorly
designed user interfaces for Cloud deletion functions [25]. But many
participants consciously resisted the notion that they needed new
tools, instead raising the need for different norms around cyberse-
curity. (P7, W3) wrote “tech worlds encourage tech solutions, but I
don’t want more complex tech/ [or to] buy more tools”

We found that many participants were pessimistic about the
“unknown unknowns” and the seeming impossibility of keeping
abreast of latest cybersecurity practices and protections. Moreover,
participants felt individual users should not be held responsible
for learning about cybersecurity developments. Many participants
reflected positively on the communal nature of our workshops,
and called for similar coordinated, community-based responses
which go beyond technically oriented solutions that can contribute
to cognitive overload and alienation. As (P8, I) described it, the
“atmosphere we had in the workshop” helped create “confidence in
hearing various tech terms and not being scared by them as such.”
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The notion of ‘group privacy’, which was continually raised by
participants, suggested security for the individual improved that
of the collective, and vice versa. Akiwowo [42] develops similar
notions of “digital self care” and “digital citizenship” to articulate
the relationship between individual and societal responsibility for
online safety.

Beyond that, participants suggested structural changes were
needed at the level of culture and legislation to improve the safety
of our digital ‘streets’. As (P9,I) put it: “all these potential tools hinge
around the fact that what you really want is [...] trust. Like if some-
one could just invent [. . .] some way of definitely holding Facebook
[or] Instagram accountable” When asked what they would have
wanted to learn more about, several participants mentioned the
socio-economic aspects of data collection, such as how it creates
profits for businesses. Focusing our “tech sessions” primarily on in-
dividual practices and improvements may have obscured structural
aspects of online tracking and privacy. Future workshops could
build on this by focusing less on individual actions and tool-based
solutions, and more on developing community and finding struc-
tural solutions, reflecting the shift from “digital self-defense to data
politics” [41].

Participants argued for their governments’ responsibility to re-
align the incentives of digital platforms through instituting accred-
itation systems, or restrictions such as the GDPR. Companies, in
turn, should be responsible for ensuring their platforms were ac-
countable to users, transparent and trustworthy by default—for
instance, through filters and controls to limit harassment. Lastly,
many participants confirmed past calls for more cybersecurity edu-
cation in schools, including education about consent in relation to
data-sharing [39]. Achieving these structural changes, our findings
suggest, will require concerted community pressure.

5 DISCUSSION

Our findings show integrating participatory methods into threat
modelling yields substantial benefits, through revealing the nature
and dimensions of threats sometimes seen as side concerns. These
findings lend support to the idea that people experience online
threats differently according to their identities and experiences. Cy-
bersecurity research that engaged meaningfully with underserved
groups would in turn inform the development of cybersecurity
systems designed to be more resilient to the range of threats that
humans actually experience.

In AR researchers and participants to create knowledge in part-
nership with one another. Creating a social, supportive space re-
moved some of the barriers that individuals can often experience
in engaging with cybersecurity. The workshops also, however, pro-
vided researchers an opportunity to gain an immersive understand-
ing of participants’ cybersecurity-related practices, knowledge and
beliefs. This approach helped build a breadth of an understanding
that an abstract security analysis would not.

Many threats described in the workshops, such as “being stalked
by strangers or friends of friends” or targeted advertising would not
be treated as “attacks” in conventional cybersecurity literature [40].
Yet these experiences of feeling threatened do provide an interesting
hypothetical: what would cybersecurity look like if it defended
users against threats like targeted advertising? By respecting these
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experiences as a valid source of knowledge about cybersecurity, we
challenge a monolithic, orthodox understanding of what “counts”
as a cybersecurity issue. This reconfigured cybersecurity is more
sensitive to lived experiences of privilege and discrimination that
inevitably shape life online.

6 CONCLUSION

We present “participatory threat modelling” as a feminist cyber-
security practice which allows technology research to centre tra-
ditionally marginalized and excluded experiences. Through a se-
ries of community workshops, we incorporate a wider variety of
threats into security analysis and challenge a narrow focus on
novel technical solutions within HCI. We hope this project seeds
change on multiple levels. In the short term, we believe our work-
shops empowered participants to improve their own cybersecurity
practices and engage critically with the concept of cybersecurity.
More broadly, our research demonstrates an alternative approach to
threat modelling both for research and security training. We hope
to see a popularisation of these methods and those of like-minded
researchers as a path to democratise cybersecurity.
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