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On Secure Messaging

Abstract

What formal guarantees should a secure messaging application provide?
Do the most widely-used protocols provide them? Can we do better?
In this thesis we answer these questions and with them give a formal
study of modern secure messaging protocols, which encrypt the personal
messages of billions of users.

We give definitions and analyses of two protocols: one existing (Signal)
and one new (ART). For Signal, we begin by extending and generalising
classic computational models, in order to apply them to its complex
ratcheting key derivations. With a threat model in mind we also define a
security property, capturing strong secrecy and authentication guarantees
including a new one which we call “post-compromise security”. We
instantiate Signal as a protocol in our model, stating its security theorem
and sketching a computational reduction.

Signal only supports encrypting messages between two devices, and so
most implementers have built custom protocols on top of it to support
group conversations. These protocols usually provide weaker security
guarantees, and in particular usually do not have post-compromise se-
curity. We propose a new protocol called ART, whose goal is to bring
Signal’s strong security properties to conversations with multiple users
and devices. We give a design rationale and a precise definition of ART,
and again generalise existing computational models in order to formally
specify its security properties and sketch a security reduction.

ART has enjoyed widespread interest from industry, and we aim to turn
it into an open standard for secure messaging. To that end, we have
brought it to the IETF and formed a working group called Messaging
Layer Security, with representatives from academia as well as Facebook,
Google, Twitter, Wire, Cisco and more. Through MLS, we hope to bring
ART'’s strong guarantees to practical implementations across industry.

After concluding our analyses we pause for a moment, and start looking
towards the future. We argue that for complex protocols like Signal and
ART we are reaching the limits of computational methods, and that the
future for their analysis lies with symbolic verification tools. To that end
we return to the symbolic model and give a number of case studies, in
each one showing how a traditional limitation of symbolic models can in
fact be seen as a modelling artefact.

Katriel Cohn-Gordon, Merton College
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CHAPTER 1

INTRODUCTION

In 2014, WhatsApp announced that they would turn on end-to-end encryption for
their hundreds of millions of users. This was a happy if rather surprising development,
given that for the previous several decades most secure messaging applications were
limited to chatrooms or small deployments for “the privacy-conscious user!”.

The protocol WhatsApp chose to use—Signal—has an interesting history. Its
genesis was a phone app called TextSecure, building on ideas from a protocol called
Off-the-Record Messaging (OTR) and developed among others by the independent
security researcher Moxie Marlinspike. A few years later, Marlinspike worked with
Trevor Perrin to develop and adapt TextSecure’s encryption protocol into what
became the Signal Protocol. At the time that WhatsApp started to deploy it, Signal
had no precise specification, threat model or claimed security guarantee, unlike
dozens of extant academic proposals which often had all of these but did not manage
to convince billion-dollar companies to integrate their designs. (This is not to say
that Signal got lucky: one key component of its success is that unlike many protocols
it was built with real-world constraints in mind, by people with experience in writing
secure software and running large systems.)

The story of this thesis starts with Signal’s launch: I wanted to fill in the
theoretical background to Signal, define some formal guarantees that it might or
might not provide, and then either prove that it did meet them or give concrete
attacks showing that it did not. This seemed like a noble sort of goal and perhaps
even something that might make for a good first paper.

It turned out that doing this required some preliminary theoretical work: when
Luke Garratt, Cas Cremers and I tried to figure out exactly what properties we
should prove of Signal, it turned out to achieve something stronger than what was
defined by any of the existing security models. In trying to pin this property down
we ventured into some rather theoretical waters but eventually emerged on the other
side with a definition: “Post-Compromise Security (PCS)”.

PCS, as the name suggests, is the property that a protocol is secure after a

IThe set of people who install experimental private messaging apps has an unfortunate tendency
not to overlap with the set of people with whom one wants to converse.
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compromise occurs. This has been described before in the literature (often somewhat
contradictorily as both “future” and “backward” security), but the precise definition
is rather more complex than the intuitive one, and there was some interesting science
to be done in fleshing out the details.

Regardless, with the definition of PCS firmly in hand, we returned to the original
task of studying Signal; I rolled up my sleeves and jumped into the Java implement-
ation, the best definition we could find of what the protocol actually did. Working
with Ben Dowling and Douglas Stebila, and with a lot of help and explanations from
Trevor Perrin, we

(i) gave a more formal specification of Signal, translating from Java to a language

more familiar to cryptographers?,

(ii) built a computational security model into which we could fit our specification,
combining the ideas from our PCS paper with some recent “multi-stage” models,

(iii) figured out a property which we agreed captures what Signal actually provided,
and

(iv) wrote a traditional game-hopping reduction that Signal provided our property
in our model.

This led to our Signal paper, but there were quite a few questions left.

First, while figuring out which parts of the Signal codebase were “the important
bits” and which were “just for engineering”, we quickly realised that the elegant
distinction in our heads didn’t actually correspond to a clean separation of concerns.
We made do as best as we could, extracting the cryptographic core® and leaving out
the extra details. However, some of the details which we left out were actually fairly
substantial, and one in particular stood out: group messaging.

WhatsApp supports group conversations natively, and since Signal is fundament-
ally a two-device protocol a new idea was necessary to integrate it into WhatsApp.
The new idea was, more or less, to use Signal to distribute a cryptographic key, and
then to ignore Signal entirely and just use that key to send messages. This implied
that group conversations, unlike pairwise ones, do not provide PCS.

This seemed a bit of a shame, since one of the many great features of Signal is
its PCS guarantee. We therefore set out in the noble tradition of academia to go off
and solve the problem ourselves, though this time keeping in mind the constraints
that Signal had to respect. This led to the design of Asynchronous Ratcheting
Trees (ART), which we brought to the Internet Engineering Task Force (IETF) to
standardise in the form of Messaging Layer Security (MLS).

Second, while the computational reduction for Signal was just about tractable to
produce by hand, it was reaching the limits of what a handful of grad students
could do for a paper. Indeed, when we tried to write the same type of reduction
for ART, we ended up needing to skip over proving authentication, leaving that to
a separate analysis. The main reason is that the number of cases to consider in

ITEX

3cryptographic core, n. “The bit we analysed.”
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these large protocols grows very fast, and the approaches we have to reason about
them do not scale well. For reference, the full reduction for Signal is 19 pages of
dense technical reasoning, and a reduction 73] for two modes of the Transport
Layer Security (TLS) 1.3 handshake is around 14 pages; this is without the model
definitions, which are usually protocol-specific.

We’d used pen-and-paper methods in the analyses so far. However, the research
group in fact has a lot of expertise in mechanised approaches, and in particular in
protocol verification using the TAMARIN prover. Moving to tool-assisted reasoning
has many benefits, in particular when dealing with protocols with a large number of
cases. Indeed, TAMARIN was recently used to reason about the security of TLS 1.3,
a similarly-complex protocol. It is therefore very tempting to argue that with Signal
and ART we are starting to reach the limits of the existing computational approaches,
and that it’s time to move to the symbolic model.

When reasoning about the same protocol, a symbolic verification is generally
considered to provide weaker guarantees than a computational reduction, though
formally comparing the two is not easy. In part, this is because the symbolic
abstraction hides features of the cryptographic building blocks that often lead to
attacks. I therefore wondered how many of these features are really due to limitations
of the abstraction, and how many due to the particular modelling choices that were
made. This idle wondering led to a number of case studies, and a paper in the works.

Many more questions remained, of course. Group messaging is not the only feature
of Signal that we left out; can we analyse the others? The public key infrastructure
and the logic for when to retry sending a message are two major omissions, but there
are plenty more. Are there secure ways to provide other features users want—URL
previews, GIF search, stickers and animations, read receipts, contact discovery, and
so on? Can we improve the way computational reductions are built, so that they
can scale to protocols like ART? What other parts of the Internet are ready for the
Signal treatment?

At this point, time caught up with me, and I wrote this thesis.

1.1 Overview

We open in Chapter 2 with the background we’ll need. We first survey past and
present secure messaging systems in §2.1, focussing on those which we see as ancestors
of the Signal protocol as well as those which achieved more widespread use. This
survey leads up to a high-level description of the Signal protocol itself.

In §2.2 we look at the academic literature and theory of protocol analysis. We'll
distinguish between symbolic and computational approaches, select the latter for
now as our tool of choice, and give enough background to be able to define formal
properties of protocols.

We give formal definitions and analyses of two protocols: Signal and ART. We
begin in Chapter 3 by extending and generalising computational models, in order
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to apply them to Signal. This allows us to formally model Signal, including its
complex “ratcheting” key derivations. With its threat model in mind we also define a
security property, capturing strong secrecy and authentication guarantees including
post-compromise security. In Chapter 4 we instantiate Signal as a protocol in our
model, stating its security theorem and sketching a proof.

Signal only supports messages between two devices, and so most implementers
have built custom protocols on top of it to support group conversations. In Chapter 5
we propose a new protocol called ART, whose goal is to bring Signal’s strong security
properties to conversations with multiple users and devices. We give a design rationale
and a precise definition of ART, and once again generalise existing computational
models in order to formally specify its security properties and sketch a security
reduction.

We then pause for a moment, reflect on our analyses, and start looking towards the
future. We argue in Chapter 6 that for complex protocols like ART we are reaching
the limits of computational methods, and that the future for their analysis lies with
symbolic verification tools. In §6.2 we return to the symbolic model and give a
number of case studies, in each one showing how a traditional limitation of symbolic
models can in fact be seen as a modelling artefact.

Finally, we conclude in Chapter 7.

Notation Notation, acronyms, TAMARIN models and a bibliography appear in
the Appendices. Acronyms and in-document references are in blue and citations
in green; both are clickable in the PDF version of this document. Gender neutral

names and pronouns are used throughout, in case you wonder why our trusty A and
B are now called Alex and Blake.

1.2 Publications

The technical contributions in this thesis are in part drawn from my papers

Katriel Cohn-Gordon, Cas J. F. Cremers, Benjamin Dowling, Luke
Garratt and Douglas Stebila. ‘A Formal Security Analysis of the Signal
Messaging Protocol’. In: 2017 IEEE European Symposium on Security
and Privacy, FuroSEP 2017, Paris, France, April 26-28, 2017. IEEE,
2017, pp. 451-466. DOI: 10.1109/EuroSP.2017.27. URL: https:
//doi.org/10.1109/EuroSP.2017.27

and

Katriel Cohn-Gordon, Cas Cremers, Luke Garratt, Jon Millican and
Kevin Milner. On Ends-to-Ends Encryption: Asynchronous Group Mes-
saging with Strong Security Guarantees. Cryptology ePrint Archive,
Report 2017/666. http://eprint.iacr.org/2017/666. 2017


https://doi.org/10.1109/EuroSP.2017.27
https://doi.org/10.1109/EuroSP.2017.27
https://doi.org/10.1109/EuroSP.2017.27
http://eprint.iacr.org/2017/666
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(to appear in CCS 2018) and

Katriel Cohn-Gordon and Cas Cremers. Mind the Gap: Where Provable
Security and Real-World Messaging Don’t Quite Meet. Cryptology ePrint
Archive, Report 2017/982. http://eprint.iacr.org/2017/982. 2017

Some theoretical groundwork was laid in

Katriel Cohn-Gordon, Cas J. F. Cremers and Luke Garratt. ‘On Post-
compromise Security’. In: IEEE 29th Computer Security Foundations
Symposium, CSF 2016, Lisbon, Portugal, June 27 - July 1, 2016. IEEE
Computer Society, 2016, pp. 164-178. DOI: 10.1109/CSF.2016. 19.
URL: https://doi.org/10.1109/CSF.2016.19

and the designs in Chapter 5 are the foundation of

Richard Barnes, Jon Millican, Emad Omara, Katriel Cohn-Gordon and
Raphael Robert. The Messaging Layer Security Protocol. Internet-Draft
draft-barnes-mls-protocol-00. IETF Secretariat, Feb. 2018. URL: https:
//www.ietf.org/internet-drafts/draft-barnes-mls-protocol-
00.txt

Ut
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https://doi.org/10.1109/CSF.2016.19
https://www.ietf.org/internet-drafts/draft-barnes-mls-protocol-00.txt
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CHAPTER 2

BACKGROUND

This chapter is unpublished and my own work. §2.1.3 is informed by
the description of Signal from [59].

In this background chapter we cover two main topics. First, in §2.1 we give a
brief history of secure messaging and a detailed description of the Signal messaging
protocol, highlighting especially its modelling and analysis challenges and the new
ideas it presented. Second, in §2.2 we give an overview of formal techniques for
proving protocol security, focusing in particular on the Bellare-Rogaway (B-R) game-
based formalism and its many successors. By the end of the chapter, we will be in a
position to give a formal model for the Signal protocol.

2.1 Secure Messaging: State of the Art

We start with an overview of widely-used messaging systems, focusing on those which
we see as inspirations for or ancestors of the Signal protocol.

2.1.1 Historical

From the early days of the ARPANET, computer networks have been used for
person-to-person communication in the form of email and instant messaging: MIT’s
Compatible Time-Sharing System (CTSS) implemented a MAIL command, and
Internet standards began to settle on an email header format from as early as
1973 [29]. Security, however, is a rather later addition: while systems such as Pretty
Good Privacy (PGP) [47] and s/MIME [147] have been around for decades, and
TLS is becoming more widely adopted for connections between SMTP servers [91],
end-to-end email encryption is not widespread. In other words, most email messages
sent today are trivially readable by people other than their intended peers.

Instant messaging has also existed in one form or another since the early days of
the Internet, beginning with simple Unix commands for users of the same computer to
communicate to one another. It achieved widespread adoption in the 1990s through
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A and B : agree on a shared key kg
A— B: {M},,
A—B: {M2}H(kAB)
B = A: AMs}unas))

Figure 2.1: An example of symmetric ratcheting similar to that used in SCIMP.

several commercial offerings such as AIM, ICQ, MSN and Yahoo! Messenger. The
Jabber protocol, standardised as the Extensible Messaging and Presence Protocol
(XMPP) in RFC6120 [154] promoted interoperability of messaging clients and allowed
for open-source programs such as Pidgin to amalgamate connections through various
different services. As with email, early instant messaging protocols did not have
security features and messages were transmitted over the network in plain text. Even
modern, commercial instant messaging applications do not generally adopt end-to-
end encryption, opting instead to allow the service providers to read all messages
passing through their platform. (WhatsApp is of course the main exception to this
observation.)

2.1.1.1 Secure Instant Messaging

There have been many systems designed to build security into instant messaging
protocols. Unger et al. [163| evaluate and systematise current secure messaging
systems, measuring their security, usability and ease of use. We focus on those
systems which we consider as the core inspirations for the Signal protocol, referring
the reader to Unger et al. [163| for a more detailed survey.

SCIMP [137], or the Silent Circle Instant Messaging Protocol, is a protocol
designed by Silent Circle for their secure messaging app. It used an early symmetric
ratcheting design, in which new encryption keys are derived deterministically from
previous ones whenever they are used (Figure 2.1). If an adversary learns the
encryption key being used at a particular time, say H(H (kap)), they cannot go
back and derive earlier encryption keys (say kap) without inverting the function
H. Assuming that this is hard, this scheme thus leads to a form of forward secrecy.
(This design is similar to so-called “forward-secure” symmetric encryption [26].)

SCIMP was an early example of a deployed stateful protocol, because its hash
chains of keys are stored in local protocol state.

OTR Off-the-Record Messaging is one of the earliest encrypted instant messaging
protocols [37, 146]; the name refers both to a protocol and to a plugin for various
instant messaging applications. The plugin allows users who share a secret passphrase
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(or who know each other’s public key) to authenticate sent and received messages in
an end-to-end manner.

OTR introduced the concept of ratcheting in order to achieve a fine-grained
notion of key freshness. Users attach fresh ephemeral Diffie-Hellman (DH) public
keys to each authenticated message, and use the DH shared keys derived from one
message to encrypt the next one (Figure 2.2).

A= B: ¢g"
B—A: ¢"
A= B: g", {M}ugen)
B — A: g%, {Ma}pgeam)
A—=B: g%, {Ms}ugeaw)

Figure 2.2: A sequence of message exchanges in OTR. Figure based on [37, §4.1].

The new message key derivations for each round trip ensure that the lifetime of
each message key is very short. For example, we see above that the key ko; = H (g*2¥)
is used only for encrypting the single message M;. This reduced key lifetime means
that compromise of a particular key reveals only a limited set of messages. In
particular, OTR achieves forward secrecy in short time periods.

TextSecure [122] was the first iteration of Open Whisper Systems’s secure mes-
saging app. It contained the first definition of what later became known as Signal’s
“Double Ratchet”, which effectively combines the ideas of OTR’s asymmetric ratchet
with SCIMP’s symmetric design. TextSecure’s combined ratchet was originally called
the “Axolotl Ratchet”, though the name Axolotl was used by some to refer to the en-
tire protocol. There were three major versions of TextSecure: v1 was based on OTR;
v2 added the Axolotl Ratchet and v3 included some changes to the cryptographic
primitives and the wire protocol. Signal is based on TextSecure v3.

Open Whisper Systems subsequently merged TextSecure v3 and RedPhone (a
secure telephony app) and renamed the result Signal. The underlying protocol was
also renamed to Signal, and Axolotl to the Double Ratchet.

iMessage was perhaps the first messaging protocol to demonstrate end-to-end
encryption on a global scale. It is a proprietary protocol built by Apple providing
end-to-end encryption between groups of devices, avoiding many of the usability
issues of previous designs. Notably, to ease usage Apple perform all of the key
management and distribution for iMessage keys, and (as of this writing) users have
no way to verify that they are doing so correctly. Garman et al. [85] found a number
of severe flaws in iMessage that seriously undermined its security.
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SafeSlinger is a secure messaging protocol and app with a focus on usability,
proposed by Farb et al. [79]. It uses an underlying primitive—DH key trees—in
a similar fashion to our proposal in Chapter 5, but without the asynchronicity or
efficiency properties we make use of.

Others There are dozens of other “secure messaging” applications, with widely
varying usage; most are encrypted in transit but give the service provider access to
message plaintext. Viber has close to one billion users and implements their own
variant of the Signal protocol; Wire reimplemented Signal’s Double Ratchet, Wickr
invented their own non-Signal protocol for which they claim forward secrecy, and
Threema invented one which does not even claim forward secrecy. (Telegram is
a widely-used app which claims to provide secure messaging but has invented its
own extremely complex and unstudied protocol using nonstandard cryptographic
constructions.)

By studying the widely-used Signal protocol instead of any particular application,
we aim for our work to be broadly useful and applicable.

2.1.2 Signal enters the field

We move now to the Signal protocol itself, which we will describe and analyse in
considerable detail. The Signal messaging protocol is

a ratcheting forward secrecy protocol that works in synchronous and
asynchronous messaging environments [119, 122].

Before jumping in, however, it is worth taking a moment to consider the two main
reasons that we consider Signal to be an interesting topic of analysis: challenge and
impact.

Challenge Signal introduced a number of new ideas which, at the time, were not
well understood from a formal analysis standpoint. Understanding how to describe,
specify, model and prove theorems about such systems is important not just for our
specific analysis but also to increase the expressivity of our formal models in general.

First, while ostensibly a messaging application, Signal’s core can also be considered
a form of key exchange protocol, with security goals close to those studied in the latter
field. However, the key exchange and messaging components are closely intertwined,
and it does not factor neatly into the composition of a key exchange and a transport
layer protocol.

Second, Signal is inherently stateful: encryption keys and protocol actions at a
given time do not just depend on the immediately preceding handshake but also
on data derived from messages before that. Most existing key exchange models
consider protocols whose state only lasts until they derive a session key, but this is
not sufficient to capture Signal’s long-lived conversations.

Third, Signal’s security properties include not just standard notions of confiden-
tiality and integrity for end-to-end encryption but also intricate forms of forward

10
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security and post-compromise security. The latter was only recently described by
Cohn-Gordon, Cremers and Garratt [57], formalising the intuition of “healing” from
the iterated DH exchanges. Existing key exchange models generally rule out attacks
against sessions whose endpoints’ long-term keys have been compromised, even
though Signal can resist some such attacks.

Impact While most secure messaging applications are used by tens or hundreds of
thousands, Signal’s adoption by WhatsApp [166] brought it to up to one billion users,
or a significant percentage of all humans on the planet. Even setting that aside, Signal
is widely adopted by other apps, including Skype [120], Google Allo [124], Facebook
Messenger 78], Silent Circle [137], and Pond [113]. The OMEMO Multi-End Message
and Object Encryption (OMEMO) extension adds a Signal-based Double Ratchet to
XMPP, and is used by Cryptocat v2, Conversations, and ChatSecure.

Signal is now informally considered a standard for two-party end-to-end encryption,
and especially in light of the new Signal Foundation [125] we foresee that its usage
and uptake will only continue to increase. Increased confidence in Signal’s underlying
designs thus carries over to many other contexts.

2.1.3 Signal’s design

The Signal protocol sends encrypted messages between two parties who have each
been allocated long-term public/private “identity” key pairs. Encryption keys are
derived through a combination of the techniques shown in Figures 2.1 and 2.2: an
asymmetric ratchet like that of OTR is used to derive a sequence of secret values
known as “root keys”, and a symmetric ratchet like that of SCIMP is applied to the
root keys to derive message keys. Additional modifications allow for asynchronous
setup and out-of-order messages.

Signal conversations are organised into long-lived exchanges which we call sessions,
using terminology from the key exchange literature. We can roughly separate sessions
into four phases, although phase boundaries in implementations are rather loose.

Keys

Signal distinguishes between at least ten different classes of key, depicted in Table 2.1,
so for ease of reading we’ll introduce a standardised notation. Keys are written in
italics and end with the letter k. For asymmetric key pairs, the corresponding public
key ends with the letters pk, and is always computed by group exponentiation with
base g and the private key as the exponent: pk = g*. If the identity of the agent
A who generates a key is unclear we mark this in subscript (i.e. k4), but omit this
where it is clear.

To identify these keys uniquely, we write the index of the stage deriving a key k
in superscript; thus, 7k would be the root key derived by A in the initial stage [0],
and mkY™ Y the message key derived in stage [sym-ri:z,y]. We’'ll defer the full
definitions of stage identifiers to §3.2 on page 40; the important part is that they

11
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1pk 4 ik, A’s long-term identity key pair

';Cj prepkg preky  B’s medium-term (signed) prekey pair
é eprepkp epreky  B’s ephemeral prekey pair
? epk 4 ek, A’s ephemeral key pair

rchpkfy rchk?  A’s a'™ ratchet key pair

cKY™ISY gyt key in A’s at send chain

'§ cKBY™TESY oyt key in A’s o™ receive chain
é miSYY th message key in A’s a™ send chain
2 mkY™ Yt message key in A’s a™ receive chain

kS A’s a'h root key

Table 2.1: Keys used in the Signal protocol. Asymmetric key pairs show public (pk) and
private (k) components.

contain a stage type (e.g. sym-ri), an asymmetric update counter x, and sometimes
a symmetric update counter y. Not all stages derive all keys: for example, there is

ymrizy since root keys are not affected by symmetric updates.

no rk°

The naming scheme for keys is also role-agnostic: in intended operation, keys will
be equal iff they have the same name. As with stages, agents have different intended
uses for the same key: for example, the initiator would use the key mA™¥™ ™% for
encrypting a message to send, and the responder would use the same key to decrypt

it on receipt.

2.1.3.1 Registration

When installing Signal, users generate some cryptographic data, specifically:
(i) a long-term “identity” asymmetric secret key ik
(ii) a medium-term “signed prekey” prek
(iii) multiple short-term “one-time prekeys” eprek
The public keys corresponding to these values are uploaded to a semi-trusted key
distribution server, together with a signature on prek using k.

This data includes long-term identity keys, as is standard for key exchange
protocols. However, it also includes a batch of precomputed ephemeral keys known
as “prekeys”, which will be used in future exchanges. These are designed to enable
forward secrecy in conversations with offline recipients: conventional Authenticated
Key Exchange (AKE) wisdom says that to achieve forward secrecy with a DH
exchange, the recipient must provide an ephemeral key specific for the exchange.
Since recipients may be offline at any time, Signal has them generate and upload
ephemeral keys in advance.

If the one-time ephemeral keys stored at the server are exhausted, the session

12
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initiator responder intended use
signed prekey prek , prekg medium-term, reused across sessions
identity key tky % kg long-term, bound to identity
one-time (pre)key eky “=------ epreky unique to each session, never reused

Figure 2.3: DH private keys used in the Signal Key Exchange KDF. An edge between two
private keys (e.g., ik, and prekp) indicates that their DH value (g%aP™*z) is included in
the final KDF computation. The dashed line is optional: it is omitted from the session key
derivation if eprekp is not sent. Note the asymmetry: when Alex initiates a session with
Blake, Alex’s signed prekey is not used at all. Our freshness conditions in §4.1 on page 55
will be partially based on this graph.

can go ahead using only a medium-term key. To the best of our knowledge, Signal
implementations will not notify the user if this has occurred; we see no technical
obstacle to doing so, although the benefit would have to be weighed against the
risk of notification fatigue. A similar form of key reuse is studied by Menezes and
Ustaoglu [132].

2.1.3.2 Session setup

A conversation begins in Signal when an agent connects to a key distribution server
and requests credentials for a peer. Signal does not dictate how this connection
should happen, and we will trust that its outputs are correct; there is an out-of-band
verification mechanism (“fingerprints”) which we do not study. The key distribution
server returns the long-term identity key ¢* of the peer, as well as a medium-term
signed prekey g’ and optionally (depending on the server’s actions) an ephemeral
prekey gePrek.

After fetching credentials, the session initiator performs a Signal Key Exchange,
a proprietary one-round key exchange protocol also referred to as “TripleDH” or
“X3DH”!. While many possible variants of such protocols have been explored
in-depth in the literature (examples include NAXOS [112], (H)MQV [106, 115],
Kudla-Paterson [109], and SIGMA [107]), the session key derivation used here is new
and not based on one of these standard protocols.

The initiator Alex begins the Signal Key Exchange computation by generating
a new ephemeral key ek,, and then performs three or four group exponentiations
as depicted in Figure 2.3. The concatenation of the resulting shared secrets is then
passed through a key derivation function (KDF,, Figure 2.5b) to derive initial shared
secrets which are stored in the session state and used for message encryption.

From the initial shared secret, the initiator derives a symmetric value we call
their sending “chain key”.

IThe key exchange protocol was sometimes referred to as TripleDH, from the three DH shared
secrets always used in the Key Derivation Function (KDF) (although in most configurations four
shared secrets are used). The name QuadrupleDH has also been used for the variant which includes
the long-term /long-term DH value, not as might be expected the variant which includes the one-time
prekey.
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Alex attaches the ephemeral public key used for the initial Signal Key Exchange
computation to the first Signal message, as well as identifiers for their medium-term
and possibly ephemeral keys. On receiving this message, Blake retrives the private
keys corresponding to the identity, signed pre-, and one-time pre-key which Alex
used, subsequently performing the responder version of the Signal Key Exchange
computation in order to derive the same shared secrets.

2.1.3.3 Exchanging messages

Sending For message encryption, agents derive two sequences of symmetric keys
using a Pseudorandom Function (PRF) chain: one for sending and one for receiving.

To send a message in an existing Signal session, an agent A first retrives their
latest sending chain key ck®™ ™Y from their session state. Recall that this notation
indicates that A has performed x asymmetric updates, and y updates on this

particular sending chain. A passes ¢k mrzy through a key derivation function
to derive two new values: an updated sending chain key and an encryption key

mky ™Y for the message.

-ir: 1
Ckzym ir:z,y+ < HMACCkam—ir:z,y (COIlSta)

mkzym-ir:xvy — HKDF(HMACckam.ir;z,y (consty), consty )

The values const, are constant, public labels used to prevent type confusions. The
constants const; and consts distinguish the invocations of HKDF used for root keys
and chain keys, and the constants const, and const, distinguish the invocations of
HMAC used to derive chain keys and message keys.

The sequence ckY™ Y —y cfFy™itytl _y opsymny 2 fomg Sjgnal’s symmet-
ric ratchet, analogous to that of SCIMP. This key derivation is also depicted in
Figure 2.5a.

Before sending the message, A retrieves their latest asymmetric “ratchet public
key” from session state, or generates a new one if ¢ = 0. They encrypt the message
under mk’ using an authenticated encryption scheme and including the ratchet key
as associated data, and send it over the untrusted network.

To send a subsequent message A repeats these steps with the same ratchet key:
they apply a Keyed-Hash Message Authentication Code (HMAC) to their current
sending chain key to update it and derive a new message key, encrypt the message
with the derived message key and with the ratchet key as authenticated data, and
transmit the resulting value.

Remark 1 (mk # ck). One could imagine a simpler design in which chain keys ck
were also used to encrypt messages. There are two benefits to Signal’s approach.
First, by deriving a separate value it enforces a form of key separation, which is
generally a good cryptographic design principle: keys should only be used for a single
purpose. Second, it enables out-of-order message receipt, as described in §3.4.1 on
page 47.

14
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Receiving Receiving and decrypting messages is very similar. When an agent
receives a message they retrieve their latest receiving chain key from session state,
apply the KDF to derive the next chain and message key and use the derived message
key to decrypt the message. They also store the received ratchet public key in their
session state.

Note that agents using Signal are able to decrypt messages received out of order,
by applying the KDF multiple times and storing the resulting derived message keys
in their session state until their respective messages are received. The open source
implementation of Signal has a hard-coded limit of 2000 messages or five asymmetric
updates, after which old keys are deleted even if they have not yet been used.

2.1.3.4 Asymmetric ratcheting

In addition to the symmetric updates to chain keys described above, new chains of
chain keys are created for every message round trip using an asymmetric ratchet
based on the ratchet keys.

Specifically, whenever an agent receives a new ratchet public key ¢¥, they in turn
generate a new ratchet private key 2’ (replacing their old ratchet private key z),
derive a DH shared secret g*¥ between the latest pair of ratchet keys, and start two
new message key chains:

tmp < first half of HKDF(rk}, ¢*¥, consts)
k20 second half of HKDF (7%, g*¥, consts)
kit < first half of HKDF (tmp, g™, const,)
kY™ second half of HKDF (tmp, g%, consty)

Again, constsy is a fixed, public value and this key derivation is also depicted in
Figure 2.5b. The first chain, using the recipient’s old ratchet key with the new
ratchet key they just received, will be used as a receiving chain and its message keys
used to decrypt incoming messages. The second chain, using the recipient’s new
ratchet key, will be used as a sending chain and its message keys used to encrypt
outgoing messages.

2.1.3.5 Hiding Metadata

Some security protocols aim to hide more than just their secret keys or encrypted
messages: they also want to conceal from an adversary even the fact that two
people are communicating, or how much data they exchange, or when they do so.
Tor [71] is probably the most famous member of this class of “metadata-protecting”
protocols, and a number of messaging protocols [42, 93, 113| build on it. Protecting
metadata is important because many adversaries are more interested in the metadata
of communications than their actual content—consider for example a repressive
goverment monitoring the conversation partners of known activists.
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Symmetric receiving Session setup Symmetric sending
ratchets ratchets

not present

sym-ir:0,1 %— - ,_{ sym-ir:0,2 %— - ,_{ sym-ir:0,3

sym-ri:1,2

<~7+ sym-ri:1,1

o asym-ri:1 o i
- @ sym-ir:1,1
asym-ri:2 ..
,@”,*‘ sym-ir:2,1 %,,,,
<< asym-ri:3 ir:3.1
D asym-ir:3 ©T T Sym-1r:o,

Figure 2.4: An example tree of stages that one party might use in one session of Signal.
The content of each node is a name for the stage, defined in §3.2 on page 40. The vertical
chain in the centre of the diagram represents the OTR-style asymmetric ratcheting, and the
horizontal chains to each side the SCIMP-style symmetric ratcheting for deriving encryption
and decryption keys. This figure is from [59].

iz

sym-ir:2 2

symmettic ratche

‘ sym-ri:3,2

- - —{ sym-ri:3,1

ck input
HMAC (1) HMAC 4(2) _ l
- dh —{HKDF(mpu‘c7 dh, constg)J
[HKDF(m, constl)J < MA
! output i R ck
ck mk

(a) KDFy,, the KDF for message chain up-
dates. Note that new chain keys are not
computed using HMAC-based Key Deriva-
tion Function (HKDF); instead, they use
only a HMAC.

(b) KDF,, the KDF for root chain updates.
dh is the DH value derived for this stage up-
date, and the result is a new root key as well
as an output chain key. Note that this KDF
is used twice in Signal’s root key updates:
rk — tmp — rk .

Figure 2.5: Key derivation functions for root and chain keys in Signal: keys flow along
edges, and boxes apply their functions to their input. This figure is from [59].
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However, protecting metadata presents many significant challenges over and above
those of secure messaging. In order to hide communication partners from a network
adversary, for example, systems must generate fake network traffic; otherwise, the
adversary can identify communication partners by correlating incoming and outgoing
messages. We see metadata protection as one of the major open problems in the
field of secure messaging, but it is not one which we aim to tackle in this thesis.

2.2 Security Definitions

We hope that the readers of this thesis will already be firmly convinced of the need
for rigorous security arguments, especially for security protocols. To avoid excessive
choir-preaching, therefore, we refrain from making that argument again. Bellare
[19], Goldreich [87] and Stern [160], among many eminent others, make much better
arguments on the subject than the author could hope to achieve.

Similarly, in this section and afterwards we will use a fair amount of standard
mathematical and cryptographic notation. Instead of boring the reader with endless
definitions of sets, functions, groups, DH assumptions, encryption, signatures, and
so on, we give brief definitions and further pointers in Appendix A.

2.2.1 Security Goals

Instead, we turn for a moment to the question of what properties we might aim to
prove. There are many possible goals for an AKE protocol, and instead of trying
to explain all of them in detail we define here a modern set of properties often
considered necessary or important for AKE protocols used “in the wild”. We take
some definitions from Boyd and Mathuria [38].

In an AKE protocol,

a shared secret is derived by two (or more) parties as a function of
information contributed by, or associated with, each of these, (ideally)
such that no party can predetermine the resulting value. [133]

We will want session keys to be fresh i.e., newly generated, and known only to
the two parties to the protocol. This latter is often called implicit (vs. explicit)
authentication, since it guarantees that only the other party could know the key but
does not promise that they in fact do know it.

We also wish to have some guarantees if some agents’ long-term keys are compromised.

Forward secrecy is achieved if compromise of the long-term key of a set of agents
does not compromise the session keys established in previous protocol runs involving
those agents. That is, after a session has completed and derived a key, learning the
long-term key of an agent participating in that session does not help to compute the
session key. Forward secrecy is generally achieved through an ephemeral DH key
exchange.

18
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communications
under attack

: = PFS
compromise

communications
under attack

| : PCS

compromise

Figure 2.7: Attack scenarios of forward secrecy and PCS, with the communications under
attack marked in bold and time flowing from left to right. Perfect Forward Secrecy (PFS)
protects stages against later compromise; PCS protects stages against earlier compromise.
This figure is from [57].

Key Compromise Impersonation (KCI) resistance is achieved when comprom-
ising the long-term key of an agent Alex does not allow the adversary to impersonate
other agents to Alex. KCI attacks usually occur when a protocol does not sufficiently
break symmetry, such that knowing either participant’s key suffices to derive the
session key. Basin, Cremers and Horvat [16] generalise KCI to Actor Key Compromise
(AKC).

PCS [57] is achieved if compromise of the long-term key of an agent does not
compromise the session keys established in subsequent protocol runs involving that
agent. Thus, PCS is in a sense dual to forward secrecy, as depicted in Figure 2.7.
PCS is impossible in general, because compromising an agent and immediately
impersonating them produces the same observable outputs as if they had not been
compromised. However, there are restricted scenarios in which it can be achieved.

2.2.1.1 Aside: Unknown Key Share attacks

Unknown Key Share (UKS) resistance [30] is achieved when a protocol is not
vulnerable to the rather poorly-understood class of identity misbinding attacks
known as UKS. In such an attack, the adversary A causes two agents Alex and
Blake to share a key, but while Blake believes that the key is shared with Alex, Alex
believes that the key is shared with A. This disagreement can lead to practical
attacks. For example, Blake might receive a message “you’re fired” authenticated
under the key shared with Alex, whereas in fact Alex intended to fire A not Blake.
For historical reasons, this is often described as an attack on Alex, though in fact the
true attack is on Blake, who has established a session with an honest peer. Resisting
such attacks is generally good, though there is significant confusion in this area.

Frosch et al. identified a UKS attack against TextSecure arising from the fact that
its keys are not bound to the identities intended to derive them. Since UKS attacks
can be subtle, we explain the attack slightly differently. (The original description
called the target of the attack P, while we use Blake, and the peer to the attack P,
while we use Alex.)

In a UKS attack, the target of the attack is a session of an honest agent (Blake)
that tries to communicate with another honest agent (Alex). Furthermore, in a UKS
attack the adversary does not learn the session key: instead, it convinces Blake to
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accept a session key under false beliefs. Specifically,
(i) Blake accepts a key k to be used for communication with Alex,
(ii) Blake believes that Alex accepted k to be used for communication with Blake,
but

(iii) Alex in fact accepted k to be used with a malicious agent Eli.
Thus, the beliefs held by Alex and Blake about their shared key k differ: Alex thinks
k is for communication with Eli, but Blake thinks it is for communication with Alex.

Depending on the user interface and implementation details of the protocol,

this can be a substantial authentication failure. Consider for example the scenario
where Blake receives and accepts a message “you’re fired” from a manager Alex, who
actually intended to fire Eli. Here, the UKS attack on the protocol leads to Blake
incorrectly accepting a message.

The UKS attack on TextSecure v3. In the UKS attack from [83, Figure 7|, the
adversary is P, who aims to attack P.. When P, tries to communicate with P, as
its peer, P, lies about its public identity key and presents P.’s key as its own. Note
that P, is the target of the attack (not P,, who is communicating with a dishonest
agent). The adversary subsequently reroutes P,’s messages to P,, who is the real
target of the attack. Ultimately, P, and P, compute the same keys. P, assumes that
the keys are shared with P,, which is correct. However, P, thinks they are shared
with Pb.

Preventing UKS attacks. The fix for UKS attacks can be trivial for libraries
with access to agent identities: including both agents’ identities in the key derivation
function stops the attack. Intuitively, this fix achieves the same goal as prefixing
each message with its intended recipient. Indeed, in the example above, if Blake
receives a message beginning “Hi, Eli” it is clear that something has gone wrong.
However, UKS attacks are not prevented by the Signal core (i.e., the key agreement
and Double Ratchet analysed in this chapter), roughly because its derived keys still
do not depend on the expected identities of the communication partners. The UKS
attack could be prevented at the application level, for example by including the
assumed peer identities (e.g., the peer’s phone number) in initial message exchanges.

2.2.2 Methodology

At a high level, there are two main ways to prove these types of guarantee about a
particular protocol: symbolic and computational.

The first approaches [72, 139] to proving protocol security were symbolic, working
in a term algebra where primitives are modelled as abstract function symbols. For
example, a symbolic abstraction of symmetric encryption might be as formal functions
enc and dec satisfying dec(k, enc(k, m)) = m for all k and m. Protocol rules are
also modelled in this term algebra, and the goal is to show that an adversary cannot
construct e.g., a term used as a session key. If this is the case, and we make the
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“perfect cryptography assumption” [63|, then we can rule out corresponding attacks
on the real protocol.

Computational models, on the other hand, came about as a generalisation of the
cryptographic games used to define security of primitives such as signatures and
encryption. They do not make a perfect cryptography assumption, instead directly
assuming hardness of the security games for the primitives they use. One can think
of them as operating at a lower level, closer to functions and bits than the terms
from symbolic models.

Neither formalism is inherently better, and when choosing between them there
are a number of tradeoffs. Computational reductions rule out larger classes of attack,
but are more complex to produce and verify; thus, they are generally applied to
smaller systems. Our analyses of Signal and ART in this thesis are computational,
but we argue in §6.2 that in fact we are reaching the limits of feasibility and that we
should reconsider symbolic approaches for any further study.

2.2.2.1 Scope Reduction

Regardless of the formalism chosen, we have to strip out a lot of the complex parts
of any protocol before it becomes amenable to study. We remark here on a few
standard components of most security protocols which are usually excluded from
their analyses.

Public Key Infrastructure (PKI) Almost all models assume that everyone
knows their peers’ public keys. To deploy a protocol studied in these models, there
must be some way for agents to receive these public keys in a trustworthy fashion.
For example, TLS uses the much-loved X.509 PKI, with all its attendant quirks.

Most messaging protocols nominate the service provider as a trusted third party
for key distribution, so for example WhatsApp is trusted to distribute the public keys
corresponding to a given phone number. (The Signal app includes an out-of-band
“fingerprint” or “safety number” channel, but many users will not understand or
perform this verification and we do not model it in our analysis.)

A malicious or coerced service provider could intercept Alex’s messages by provid-
ing malicious keys, and even silently read or inject messages if they also replace
Alex’s keys for the recipient. A security proof which assumes a correct PKI does not
say anything about this class of attack.

There are some new designs based on Google’s original Certificate Transparency
[114] which aim to remove some trust in the service provider. Perhaps the closest to
being in widespread use is Key Transparency [89], which is in turn based on CONIKS
[130] but with some changes made by Google; other examples include [17, 100, 153,
170, 171]. However, one downside of this family of solutions is that they are generally
very complex, with a number of different subsystems: log servers, monitors, auditors,
and gossip between clients. For most of them, this means that in fact the precise
guarantees they provide are not simple to formalise?, and therefore do not directly

2For example, using Key Transparency for multiple devices which share the same identity key
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compose with security models’ assumptions about their PKI.

Recent work on detection by Milner et al. [136] considers techniques for users to
detect disagreement, for example, on the keys they have been provided. Their work
could provide a simpler way for users to notice malicious key distributions under an
adversary model similar to that of PCS.

Random Number Generators Many primitives and protocols require a source
of uniformly random numbers, and security proofs generally assume that users’
Random Number Generators (RNGs) correctly produce these. As above, RNGs
must be instantiated with some concrete source of randomness in a deployment, and
if they are not truly random then many guarantees may fail to hold.

For example, we’ll see in §6.2.2.1 on page 111 that many signature algorithms
require a random number as input, and an adversary who learns that random number
and a valid signature can derive the private signature key. At the protocol level,
sessions of both Signal and TLS are insecure without a correct RNG, even if the long-
term keys were indeed generated randomly: an adversary who learns the outputs of
either side’s RNGs can compute their TLS master secret using the honest algorithm.

Some protocol models allow the adversary to learn or affect the output of agents’
RNGs, which overapproximates certain types of side channel attacks. In our model
of Signal we allow compromise of some RNG outputs, but not of those which are
used to generate session keys under attack. Because we do not consider message
encryption or the signatures on medium-term keys, we also do not deal with the
random coins used in those algorithms.

Side channels Side channel attacks refer to a large class of attacks based on
implementations of an algorithm instead of a weakness in the algorithm itself.
Usually, side channel attacks leak information about the private inputs to some
algorithm, based on features such as (but not limited to)

- the amount of time it takes to execute,

- the data it leaves in hardware or software caches,

- the power consumed during execution, or

- the electromagnetic radiation emitted.

Although there are a number of ways to measure and quantify resistance to side
channel attacks, most widely-used protocol models do not consider them, restricting
the adversary to “legitimate” communication channels with participants. However,
many of the most significant reported vulnerabilities of the past few years fall into
this category. Padding oracles are a particularly fruitful class, whereby either explicit
error messages or a timing side channel reveal whether a ciphertext corresponds to a
validly-padded plaintext.

may in fact require users to perform fingerprint verification [Jon Millican, personal communication].
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2.2.3 Game-Based Models

Our computational models and reductions in this thesis are in the frameworks initially
described by Bellare and Rogaway [23]; this type of model is often called game-based,
B-R, or indistinguishability-based. Following Cremers [64], we define three core
aspects: the honest execution model, the adversary model and the security property.

Execution Model The execution model describes how an honest participant
executes the protocol with an intended peer, deriving a session key which they
believe to be known only to the two of them. As part of this model, we must specify
for example how to initialise a participant’s state with long-term keys and identifiers,
how to respond to unexpected or invalid messages, how to create a session and
initialise its session memory, when to delete particular ephemeral keys, and so on.

We usually consider each agent as a set of oracles, one for each session in which
they participate. That is, when Alex starts a session an oracle II# is created and
initialised with Alex’s long-term key, some random bits, and various other pieces of
information. If Alex starts a second session a second oracle T4 is created, and so on.
In some models, the state of II# may depend on that of II#*, though there is usually
no direct communication between the two.

Adversary Model The adversary model describes the abilities of an active ad-
versary, modelled as a Probabilistic Polynomial-time Turing Machine (pptm). The
adversary is almost always permitted complete control over the network, able to
intercept, drop, modify, replay or generate new messages at any point. In addition,
we may grant additional powers to the adversary, often to learn the secret keys,
random numbers or session state of a particular honest participant.

The adversary’s abilities over and above local computation are encoded as queries,
oracle invocations which return certain results depending on the state of the system.
For example, to send a message to a given agent the adversary can issue a Send
query, with return value given by the agent’s response. Other queries may allow
for creating new sessions at a given agent (Create), requesting public information
(PublicInfo), creating sessions with poor randomness (CR-Create, [80]) and more.

A second class of queries reveals secret values from honest participants. These
queries vary substantially between models, but usually include RevSessKey (revealing
the session key derived in some session) and perhaps RevLTK (revealing the long-term
key of an agent).

Security Property Finally, the security property states what should be achieved
by the honest participants when interacting with the adversary. In B-R models this
is encoded as two sub-properties:
(i) that honest participants communicating without an active attack should derive
the same session key, and
(ii) if two honest participants derive a session key even under active attack, the
adversary should not be able to distinguish that session key from a random
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string of bits.
The former property is generally a functional but not a security requirement: without
it, the protocol does not perform its job as an AKE. Thus, while it is important,
many analyses of existing protocols omit or only sketch its proof.

The latter property captures the core security requirement, and is encoded as a
pair of queries Test and Guess, in the style of many cryptographic games. The Test
query allows the adversary to select a particular session to attack, and depending
on the value of a uniformly random bit b returns either a random bitstring or, if
it exists, the session key of that session. The adversary must then query Guess(¥'),
winning if and only iff &' = b.

Remark 2 (On multiple Test queries). B-R models usually only allow the adversary
to make a single Test query. One could imagine a model which instead allowed the
adversary to make multiple Test queries and then choose any one of them to Guess.
Brzuska et al. [44] argue by a hybrid argument that such a model is no stronger.

Although the queries vary between different models they are generally powerful
enough that an adversary with unrestricted access can easily break any protocol.
For example, no nontrivial protocol can be secure in a model containing unrestricted
RevSessKey queries, since the adversary could pick a session, query RevSessKey
against it to learn the session key, then Test it and compare the result to the revealed
session key.

The security property is therefore not absolute but relative to a set of restrictions
on the adversary: it encodes that if the adversary has not performed a “trivial”
attack then it cannot Guess better than randomly. (Defining triviality here is not
quite trivial [118].)

In addition to assumptions on the adversary’s actions, we will also need as-
sumptions on the cryptographic primitives used in the protocol, perhaps that the
Decisional Diffie-Hellman (DDH) problem is hard in a particular group, or that some
hash function is instantiated as a random oracle. The resulting theorems generally
take the form of a probability bound on the advantage of an adversary in terms of
advantages of other adversaries against the security games of the primitives. For
example, we reproduce here a recent security theorem by Dowling et al. for TLS 1.3
draft 5:

Theorem. [73, Theorem 5.2] The draft-05 full handshake is Multi-Stage-secure in
a key-independent and stage-1-forward-secure manner with [certain authentication
properties|. Formally, for any efficient adversary A against the Multi-Stage security
there exist efficient algorithms By, ..., B; such that

AV ) < 30, (A (0) 4 - AV E(0)
+ Adv}}’}gg(n) + 1y - Advg‘gjgina(n)

rf—odh rf—sec rf—sec
Ns (AdVII)?RF,G,BE,(n) + AdVpgpg, (1) + AdV}I)DRF7B7(n)>) ;
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where ng is the marimum number of sessions and n, is the maximum number of
users.

We see that the theorem expresses the advantage Advia*28%4(n) of an adversary

A against their Multi-Stage game in terms of advantages against signature forgery,

Pseudorandom Function Oracle Diffie-Hellman (PRF-ODH), PRF and hash collision
games.

2.2.3.1 Partnering

One particular definition that has caused a fair amount of trouble is that of partnering,
also known as matching. Partnering definitions attempt to capture when two agents’
oracles are “intended communication partners” and should derive the same key. They
are used in two ways in key exchange models. First, the correctness requirement is
often phrased as requiring partnered sessions to derive the same key.

Second, and crucially, many restrictions against the Tested oracle must also apply
to the partner of the Tested oracle, if it exists. For example, suppose that Alex has
a oracle s whose peer is Blake, that Blake has a partnered oracle s’ with Alex, and
that s and s’ have both completed and (by correctness) derived the same session
key. An adversary which issues RevSessKey(s) and Test(s), comparing the results
to answer Guess, will win the security game. We thus rule out querying Test and
RevSessKey on the same oracle. But this is not enough: instead of issuing the query
RevSessKey(s) an adversary can instead do RevSessKey(s'), since by correctness that
query returns the same value. We therefore must rule out issuing RevSessKey(s') for
any oracle s’ which is a partner to the Tested oracle s.

There are many subtleties to consider when choosing a definition of partnering,
especially because choosing an overly-restrictive definition can rule out adversary
actions which might correspond to true attacks. The traditional approach is through
“matching conversations”, where we say that two oracles are partners if all messages
sent by each one have been received by the other. This can have some counterintuitive
subtleties—for example, adding an irrelevant random string to the start of a message
leads to insecurity in matching-conversations models®. Matching conversations
are used in the B-R and Extended Canetti-Krawczyk (eCK) models as well as
authenticated and confidential channel establishment (ACCE) (§2.2.4.1).

Some more recent models use “session identifiers” instead, introduced by Bellare,
Pointcheval and Rogaway [22|. Here, each oracle is assigned an identifier or sid based
on its actions, and two oracles are partners if and only if they have the same sid. If
the sid is defined to be the sequence of sent and received messages then this definition
can be made to reduce to matching conversations, but it can also include other public
data such as identifiers and roles, or even secret data from the oracle’s internal state.

3This is because an active adversary can modify the irrelevant data without detection, resulting
in two oracles whose conversations differ only in the irrelevant section. These oracles are not
considered partnered because of the different conversations, and hence the adversary can issue a
RevSessKey query against the partner to the Tested session.
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While session identifiers are expressive and flexible, they are often closely tied to the
protocol under consideration, and thus can lead to protocol-specific models.

A handful of other partnering definitions have been proposed.

- Bellare and Rogaway [24] assume an external partnering function which reports
whether two oracles are partnered (which can allow for “some unintuitive
partnering functions” [22, Remark 1|).

- Kobara, Shin and Strefler [104] consider two oracles to be partnered if they
have derived the same key and no other oracle has also derived it.

- Li and Schége [118] consider two oracles to be partnered just if they have
derived the same keys that they would have derived in the presence of a passive
adversary.

This is an area of active research, and we expect more definitions to be presented
over the coming years.

Our models in Chapters 3 and 5 use session identifiers for partnering, and thus
are rather specific to the protocols under consideration (since the session identifiers,
a feature of the model, are carefully constructed to include the relevant protocol
data).

2.2.3.2 Freshness

Armed with a definition of partnering, it remains to encode the adversary restrictions
into the model. Bellare and Rogaway [23] introduced the notion of a freshness (or
cleanness) predicate for this purpose: a Boolean predicate on oracles whose return
value determines whether the oracle is a valid target for a Test query. Their predicate
is simple by modern standards: the adversary is allowed to issue a Test query against
some oracle s just if
(i) it has accepted i.e., completed execution and derived a session key,

(ii) no RevSessKey query has been issued against it, and

(iii) if it has a partner, no RevSessKey query has been issued against its partner.
This allows them to include a RevSessKey query in their model without rendering it
unsatisfiable.

For historical reasons, models’ freshness predicates are usually where their security
properties are encoded. This has led to something of an freshness complexity explosion
as more and more cases are added. We depict some of the evolution of these predicates
in Figure 2.8 on page 28, reproduced from [57].

Monolithic Properties Many properties which we would like to study are not
of the form “some key k is secret”. For example, we might want to prove that
both parties agree on the holders of a session key i.e., if Alex derives a key for use
with Blake, then Blake believes that the key is shared with Alex. This is really an
authentication property, but because security is expressed in the B-R framework
as indistinguishability of session keys from random we cannot directly express it as
such.
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Instead, it is encoded via the freshness predicate as a lack of restrictions on the
adversary: if Blake derives a key k for use with Alex, but Alex believes k is for use
with Charlie, then we will allow the adversary to

(i) query RevSessKey against Alex’s session to learn k,
(ii) query Test against Blake’s (fresh) session and compare the result to k, and
(iii) query Guess(b) where b is 1 iff & was the result of the Test query.
If on the other hand Alex believed that k was for use with Blake, then the freshness
predicate would define Blake’s session to be no longer fresh once RevSessKey has
been queried on Alex’s session. In this way, we encode authentication properties as
part of the monolithic key indistinguishability property.

The downside of this approach is that the resulting security property tends to
be very complex, and it is not always clear how the (lack of) existence of attacks
corresponds to the clauses of the freshness predication. This is a weakness of current
game-based models.

Recent models by Brzuska et al. [44| have begun to break apart monolithic
properties into individual components. However, there is much more work to do in
this direction.

2.2.3.3 Reductions: Game Hopping

The B-R framework gives us a security experiment, but it remains up to us to show
that the probability that an adversary succeeds in this experiment is negligibly better
than random guessing. In order to prove this sort of bound, in this work we use the
“sequence of games” technique described by Shoup [157], also called “game hopping”.

Reductions by game hopping comprise a sequence of games Gg, G, ..., G, where
G is the security game on which we would like to establish security bounds. If S
is some event in (G, then we define events S; in GG1, Sy in (G5 and so on, prove
that |Pr[S;] — Pr[S;+1]| is negligible for each 0 < i < n — 1, and deduce that
|Pr[S] — Pr[S,]| is negligible. We then use this relationship to bound the advantage
of the adversary in Gj.

Intuitively, we can think of each transition G; — G;;1 as a modification of G;
that preserves the probability of some events we care about. We call each of these
transitions a “game hop”, and hop from game to game in turn until the probability
of the event we care about is easy to compute. Shoup [157] identifies three main
classes of these transitions: indistinguishability-based, failure-based and bridging.

Bridging transitions are simply administrative, and have Pr[S;] = Pr[S;1].
Failure-based transitions rule out some “bad” event F: Pr[S;] A =F = Pr[S; ;1] A —F.
For example, game G;;; might be defined to proceed as game G; does except that
it aborts if some set of values contains a hash function collision. It is easy to show
from elementary probability arithmetic that in this case |Pr[S;11] — Pr[S;]| < Pr[F].
Thus, it is only required to show that F' occurs with negligible probability.

Finally, the most interesting transitions are those based on indistiguishability.
In this class of transition, we show that there exists a distinguisher D between two

-3
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Actor Secure
Peers session
Time

(a) Classical adversary model. This figure depicts the capabilities of an adversary as defined in
the original model of Bellare and Rogaway [23].

Actor Secure
Peers session
Others

Time
(b) Adversary model with PFS. This figure depicts the capabilities of an adversary that can
also compromise all long-term private keys after the end of the attacked session.

Actor Secure
Peers session

Others

Time
(¢) Adversary model with KCI. This figure depicts the capabilities of an adversary that can
also compromise the actor’s long-term private key at any time.

Actor
Peers
Others

Time
(d) Adversary model with PCS through state This figure depicts the capabilities of an
adversary that can also compromise the peer’s long-term private key before the completion of the
Tested session.

Figure 2.8: Existing adversary models for security protocols. We depict a session in which
an actor Alex is communicating with a peer Blake, and mark in red (dark) areas when
it is permitted for the adversary to compromise a long-term key. Note that in the later
models, there is no guarantee that a secure session will be able to take place, only that
if the actor derives a key then it is not known to the adversary. Figure 2.8a represents a
relatively weak model, and Figures 2.8b to 2.8d extend it with PFS, KCI resistance and
PCS respectively. We remark that these figures are only intuitive: since sessions can run
concurrently the dashed vertical lines do not really exist. Moreover, we have not depicted
ephemeral or session-state reveals. These figures are from [57].
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probability distributions P, and P, such that
Pr[D(x) = 1|z & P =Pr[S;] and Pr[D(z)=1|z & Py) = Pr[S; 1]

We then show that P, and P, are computationally indistinguishable probability
distributions, from which it follows that |Pr[S;;1] — Pr[S;]| must be negligible. The
easiest way to set up this sort of transition is to arrange that games G; and G, are
in fact both based on a “hybrid game” G,_,;,1 which takes an additional input, in
the sense that G;_,;11 = G; when the input is drawn from P;. We can think of the
hybrid game as sitting halfway in between G and Gs.

A common use of an indistinguishability-based transition is to perform a game
hop based on the hardness of a DH problem such as DDH. To do this, if G; contains
some DH shared secret ¢g*¥ we define G, to proceed as in G; except that ¢g"¥ is
replaced by a random value g* sampled from the DH group. Here, the hybrid game
Gi_i11 takes a tuple (g%, ¢¥, g*) as its additional input, P; is the uniform distribution
over all DDH tuples, and P, is the uniform distribution over all triples of group
elements. When the additional input is sampled from P; we have that G; ;.1 = G|
and when it is sampled from P, then G; ;1 = G;,1. Hence, if we assume that P
and P, are computationally indistinguishable i.e. that it is hard to solve DDH, then
by the reasoning above we can conclude that |Pr[S;;1] — Pr[S;]| is negligible.

Game hopping reductions tend to be complex and there are many edge cases to
consider. Barthe et al. [14] describe a tool called EasyCrypt which is designed to
mechanise the process of game hopping, formally proving the probability bounds
between the different games. EasyCrypt allows for mechanised proofs and thereby
higher confidence; however, it is generally much harder to produce an EasyCrypt
proof than a corresponding pen-and-paper one, particularly when performing types
of game hop which are not already understood by the tool. CryptoVerif [31, 32]
is another tool producing computational protocol proofs. It is fully automated,
requiring no user input to generate its proofs but meaning that it is hard to guide
the tool in its search. Both EasyCrypt and CryptoVerif have been used to produce
compututational reductions for practical protocols.

2.2.3.4 Whistlestop Tour of Models

We give a very brief overview of some key game-based models from the past few
decades, beginning with the seminal paper of Bellare and Rogaway [23]. As with
all subsequent models, in their definition an adversary creates oracles and sends
messages to them, potentially asking RevSessKey queries and eventually choosing a
fresh oracle to Test. An oracle is fresh here if it has accepted and if no RevSessKey
query has been directed at it or any other oracle with which it has a matching
conversation.

Shoup [156] makes an early distinction between adaptive corruption (revealing
the long-term key of an honest agent) and strong adaptive corruption (revealing all
secrets of an honest agent).
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Bellare, Pointcheval and Rogaway [22] have two freshness conditions, the latter
encoding forward security as rendering an oracle s unfresh if any RevLTK query
was issued before the Test query and any message was sent to s. The authors note
that this is overly restrictive, since a single RevLTK query renders all oracles unfresh
even if they are unrelated to the corrupted agent. Separately, they also note a flaw
in Bellare and Rogaway’s original definition, namely that their model requires the
adversary to Guess immediately after issuing a Test query, instead of permitting other
actions to take place in between the two (which can correspond to real attacks).

Canetti and Krawczyk [50] include the freshness condition directly in their
definition of security, forbidding adversarial queries against the Tested session or
its partner until the session has completed, and subsequently allowing only RevLTK
queries. Their model is widely-used and referred to as “CK”; it also includes a
session-state query which reveals the “session state” of its target.

Canetti and Krawczyk [51] introduce the post-specified peer model, in which
oracles do not know the identity of their peer when they are created but instead
learn it at some point during their execution. They modify the CK model to allow
for this technical change. Menezes and Ustaoglu [131] subsequently show that these
changes are not quite trivial, giving examples of protocols which are secure in the
pre-specified peer model but insecure with a post-specified peer and vice versa.

Krawczyk [106] gives a model (“CK-HMQV”) tailored to their HMQV protocol.
They include KCI attacks by allowing the adversary to issue a RevLTK query to the
same oracle which it Tests, and UKS attacks by including agent identities in session
identifiers. The same model also introduces “weak PFS”, in which the adversary is
permitted to reveal long-term keys only if it did not modify the messages in the
Tested session.

LaMacchia, Lauter and Mityagin [112] further generalise to what is now known
as “eCK”, allowing corruption of any subset of ephemeral and long-term keys as long
as not all of the actor or peer’s keys are revealed. (For example, they consider an
adversary which reveals the ephemeral keys of the actor to the Test session, and the
long-term keys of its peer.)

Cremers [64] shows that CK, CK-HMQV and eCK are in fact formally incompar-
able, due in part to complex subtleties with respect to their adversary restrictions.
One particular challenge is the use of ephemeral key reveal queries, which require a
protocol to define precisely which parts of its memory are revealed by the ephemeral
key reveal query. This motivates our later use of RevRand queries, which do not
require protocol-specific definitions.

Feltz and Cremers [81] extend eCK with further queries modelling random number
generator failures, and give stateful protocols which can be secure even if the adversary
chooses some of their random numbers. Their adversary restrictions encode the
intuition that a previous session of the same agent must have some good property.

Cohn-Gordon, Cremers and Garratt [57| capture PCS by allowing the adversary
to issue a RevLTK query to the partner of the Tested oracle under certain conditions,
building on the restrictions of Feltz and Cremers [81] for stateful protocols. Our
Signal models are based on these.
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Multi-stage models Google’s Quick UDP Internet Connections (QUIC) (and
later TLS 1.3) have adopted a design which first negotiates a weak key and later
upgrades it. This allows for data to be sent alongside the first protocol message,
thus reducing initial connection latency. In order to capture these multiple stages,
Fischlin and Giinther [82| introduce the concept of multi-stage key exchange.

Multi-stage models differ from those above in that sessions no longer derive a
single session key. Instead, they proceed through multiple stages, with each stage
deriving a separate stage key. The adversary need only distinguish a single stage key
from random in order to win. These models were originally used to capture only
two stages, but they allow for arbitrary numbers of stages. We will adopt them later
in order to capture Signal’s long-lived sessions.

2.2.4 Alternative Approaches

The models we described above all encode key indistinguishability: they guarantee
that an adversary cannot tell the difference between a random value and the actual
key produced by a protocol run. This is a technical property, and not quite the same
as what we might actually want for a messaging protocol.

In particular, it does not prove that messages which are received under the key
derived from a secure AKE protocol are themselves secret or authentic. Indeed, it
is not in fact hard to construct an AKE protocol which is secure on its own, but
insecure when additionally messages are sent encrypted under the session key it
derives.

Remark 3 (AKE protocols with insecure composition). A simple example is a protocol
which includes a confirmation message such as {A, B}, encrypted under the session
key k. (Such a message might for example serve to confirm that A’s intended peer is
B, preventing UKS attacks.) Suppose that the session key is subsequently used to
encrypt data, and that data could take the form of a pair (A, B). An attacker could
then transmit the encrypted data {A, B}, as a confirmation message to an honest
peer B, enabling a UKS attack.

Here, the error is that the protocol uses its session key directly for identity
confirmation. Protocols which wish to use confirmation messages should instead
derive a separate handshake key which is only ever used for these messages; this
prevents it from being confused with their session key.

Symbolically, this property generally follows fairly easily from secrecy and au-
thentication of the session key itself. In the game-based world, there are two main
approaches to prove message secrecy: monolithic models and composition theorems.

2.2.4.1 ACCE-style models

Key indistinguishability is a very strong condition, and in particular it forbids
protocols from directly using the session key to encrypt a key confirmation message.
For example, consider the simple protocol depicted in 2.9 for key confirmation after
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Alex Blake

< key exchange protocol deriving session key k >

{Hi, Blake!},

{Hl, Alex'}k

Figure 2.9: Simple protocol demonstrating the problem with indistinguishability of keys as
a security notion when they are also used in protocol messages. {-} denotes authenticated
encryption.

a key exchange. Alex and Blake perform some key exchange to derive a secret key,
and then exchange authenticated messages to confirm that they both know it.

Regardless of the key exchange protocol in the first step, this protocol is insecure
in (most) B-R models: there is a simple adversary which can break key indistin-
guishability in all cases. To do so, it runs a single session between any two parties
and issues a Test query against that session at either party, receiving a key k; in
response. It then decrypts the final message {Hi, Blake!}, under k;. If the result is
a decryption failure it knows that k; was random, and if not it knows that k; was
the actual session key. It thus can distinguish the session key from random, breaking
indistinguishability.

This is clearly not a particularly interesting attack: it is an artefact of the model,
specifically the interaction between

- the encoding of key secrecy as indistinguishability from random, and

- the use of session keys in a way visible to the adversary.

However, since many protocols (including both of those discussed in this thesis) wish
to use instead of just export the keys they derive, we would like some way to ignore
or work around this class of attacks. There are two main approaches.

The most common approach is to modify the protocol by removing usages of
the session key, and update the security goals to match. For example, in the
scenario above we might remove the key confirmation messages and prove implicit
authentication (only Blake could know k) instead of explicit (Blake and only Blake
knows k). In protocols which use the key for authentication, say by using it to
compute a Message Authentication Code (MAC), we might enforce authentication
of the resulting message through the model, proving a statement such as “if the
authenticated message is received as it was transmitted then the security goal holds,”
instead of based on the security of the MAC. This approach is simple, clean and
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allows us to use standard B-R definitions of security. However, it is of course rather
undesirable in the sense that we are no longer directly proving the security of the
protocol under consideration but instead of a “related” protocol which we heuristically
argue is good enough. This is the approach we take throughout this thesis.

An alternative and relatively recent idea is to explicitly capture the use of the
key in a monolithic secure channel notion. If the protocol has a clean separation
between the key derivation and usage, it may be possible to prove security of the
channel through a composition theorem. Alternatively, one can use a model such as
ACCE [96], which has two phases in each session:

(i) first, agents communicate and derive a key as in a traditional B-R model; and
(ii) second, agents use the key to encrypt messages to each other.
In ACCE the adversary is allowed to choose either of these phases to attack; that is,
there are two ways it may win the security game. It can win either by breaking key
indistinguishability in the B-R sense (but without access to the encrypted messages),
or it can win by breaking the properties of the secure channel in the second phase.

Quoting from the designers of the first ACCE model, used for an analysis of

TLS 1.2:

We do not want to propose ACCE as a new security notion for key exchange
protocols, since it is very complex and the modular two-step approach approach
seems more useful in general. (Jager et al. |96])

Moreover, Signal uses the session key to authenticate not just data but also handshake
messages of later stages, meaning that even ACCE models would face challenges in
defining the boundary between the first and second stages.

In general we view ACCE models as a necessary evil, but hope that future work
will provide composition theorems (as described below) which are general enough to
apply to all the protocols which we wish to analyse.

2.2.4.2 Composition Theorems

Various authors have proved composition theorems, showing that a combined system
which

(i) runs a key exchange protocol to derive a shared symmetric key, and then

(i) uses that key to exchange encrypted data
enjoys some security property.

Bellare and Namprempre [21] and Krawczyk [108] study the composition of generic
AKE protocols with specific notions of encryption, in the former case Encrypt-then-
MAC and in the latter case authenticated encryption. This allows them to prove
security of specific compositions; however, they do not study generic symmetric key
protocols.

Brzuska et al. [43] show a powerful composition theorem: if a protocol is secure
in their B-R-style model, and moreover meets a certain condition which they call
“public session matching”, then it is still secure when composed with an arbitrary
symmetric key protocol.
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This is a very useful result. However, it does not solve the problem above, that
protocols such as TLS 1.2 are not in fact secure in a B-R-style model due to their
use of session keys as handshake messages. Brzuska et al. [44] tackle this problem
by aiming for a weaker pre-condition, requiring instead of B-R security a property
related to key usability. However, their result is also inapplicable to our model since
we consider a stronger adversary (who can e.g., learn random values generated by
certain agents).

Although we do not use composition theorems for the results in this thesis, we
foresee significant future work in their application to messaging protocols.

2.2.4.3 Metatheorems for Computational Reductions

Various strands of work have attempted to make protocol constructions more modular,
versus the usual monolithic definitions. Bellare, Canetti and Krawczyk [20] give an
early example of this approach, defining compilers which convert protocols secure in
a weak model to protocols automatically secure in a stronger model.

This approach can only give results about the protocols which are output by one
of these compilers. Kudla and Paterson [109] aim to prove security of a wider class
of protocols by using modularity in the reductions instead of in the constructions:
they show that under certain conditions it suffices to prove security of a protocol in
a much weaker than realistic model.

In general, such metatheorems can give simple proofs where they are applicable,
but often fail to apply to new designs such as those of Signal.

2.2.4.4 Computational Soundness

Abadi and Rogaway [1] pointed out that there is a gap between symbolic and
computational approaches, and began the study of “computational soundness”. Their
goal was to give a symbolic formulation with a soundness property, namely that if
there exists a symbolic proof then there exists a corresponding computational one.
In other words, if their result applies, in order for a protocol to enjoy computational
security it is enough to prove it secure symbolically.

Computational soundness theorems have many powerful features: it can often be
much easier to give a symbolic proof of a complex protocol than a computational one,
and the resulting proofs are generally much more comprehensible. Moreover, they
centralise effort: instead of requiring a separate complex proof for every protocol,
it is enough to prove a single computational soundness theorem which can then be
applied in many different domains.

However, these theorems also often have a number of downsides. The strongest
results today often still omit primitives (e.g., they might only apply to protocols
using just symmetric encryption and DH), or require that all messages be strictly
tagged and do not include key cycles. The most widely-used tools for mechanised
symbolic verification also do not enjoy computational soundness. These restrictions,
and the level of complexity in applying such a theorem, mean that such proofs are
often not a good choice for more complex protocols.
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Computationally Complete Symbolic Attacker The “computationally com-
plete symbolic attacker” is a recent line of work initiated by Bana and Comon-Lundh
[10] and continued in [8, 9, 11, 12|. They give an alternative way to prove com-
putational soundness in which, very roughly, they provide only restrictions on the
adversary, and then allow all other actions. Their main theorem is a (bounded-session)
computational soundness result.

2.2.4.5 Ideal-Real Approaches

Another popular formulation for computational security definitions is the ideal-real
flavour of definition as initially presented by Shoup [156]. Here, we define security
for a system with an “ideal functionality” describing how it might behave in an
idealised world not limited by the constraints of practicality. For example, an ideal
functionality for a signature scheme might just remember the list of all messages ever
signed by any key, so that to verify a signature one need merely consult this list.

To prove security of a real system in this paradigm, we give a simulation argument
showing that there is no way to distinguish between interacting with the real system
and interacting with the ideal one. It follows that any attack on the real system
must also lead to an attack on the ideal one, since otherwise the success of the attack
would lead to a distinguisher. If formulated correctly, attacks should be obviously
impossible against the ideal system, and so security of the real one follows.

There are various advantages of ideal-real formulations. In particular, they can
allow for composition results with much less pain than game-hopping definitions.
However, in our context there are a number of drawbacks.

Choosing the right ideal functionality To define simulation security for some system
we must choose an ideal functionality which captures how it “should” work.
For some primitives this is fairly straightforward, although not quite trivial.
However, for more complex systems the ideal functionality must encode more
and more, and it can often be hard to choose one that works as required.
For a complex protocol like Signal, defining the ideal functionality alone is a
significant challenge. Indeed, a functionality for DH was only defined in 2017
[111], after our initial analysis of Signal.

Complex threat modelling Signal is designed to be secure against a complex threat
model: for example, it is meant to provide key secrecy if an adversary learns
a current chain key and tries to derive earlier message keys, but not if the
adversary can compromise a medium-term signed prekey [105].
Expressing properties like this in game-hopping models is fairly straightforward
if complex: they are encoded into the different cases of a freshness predicate.
It is not so easy to encode them in ideal-real models, because the latter do not
directly refer to execution traces and thus do not allow us to easily express
time-based trace properties such as the above.

Strong requirements Simulation security is in general a very strong property, and
many practical protocols do not in fact meet it, even though they do not have
any practical attacks [43]. For example, Canetti and Fischlin [48] show that
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no commitment protocol can be secure in the Universal Composability (UC)
framework.

Shared state Until recently no security models captured long-lasting sessions like

Signal’s, instead modelling separate key derivations as coming from separate
handshakes. Since Signal key derivations share secret values between different
protocol runs, we would need a simulation-based model that allows shared
state, such as that of Canetti and Rabin [52].
Using such a model requires using functionalities that work in the joint-state
model, which are not always easy to find. In contrast, in the game-based
setting the multi-stage framework of Fischlin and Giinther [82] allows for easy
modelling of long-lived sessions deriving multiple keys.

Operational interpretation Finally, the operational interpretation of security models
in the game hopping context is generally clearer, which helps us to understand
the intricate execution traces of certain attacks.

The Universal Composability (UC) models [110, 138, 145, 152, 167| are a family of
ideal-real models which have a particularly powerful security property not shared
with game-based definitions: their security holds even when composed with other
systems. This is an excellent property to have, and one which is in general false for
game-based security reductions.

There are a wide range of other ideal-real security definitions: “GNUC” [92],
“reactive simulatability” [5, 143], “abstract cryptography” [127], “constructive crypto-
graphy” [126] and others. A form of UC has even been considered in the symbolic
model [33].

Ideal-real approaches are the main alternative to game-based security models. For
the reasons described above, our reductions in this thesis are in the latter.
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CHAPTER 3

SIGNAL: FORMAL MODELLING

This chapter is based on the formal model from

Katriel Cohn-Gordon, Cas J. F. Cremers, Benjamin Dowling,
Luke Garratt and Douglas Stebila. ‘A Formal Security Analysis
of the Signal Messaging Protocol’. In: 2017 IEEE European
Symposium on Security and Privacy, EuroS&P 2017, Paris,
France, April 26-28, 2017. [EEE, 2017, pp. 451-466. DOI:
10. 1109/ EuroSP. 2017. 27. URL: https: //dot. org/ 10.
1109/ EuroSP. 2017. 27

The paper was joint work throughout, but the majority of my contributions
are described in this section: I deduced the precise definition of Signal from
reading the Java implementation, giving it as a mathematical specification,
and (with Douglas) built the model to capture it.

In this chapter we aim to provide a formal framework for the Signal Protocol,
with (i) a careful definition of the protocol itself, and (ii) a formal, game-based model
which defines the security guarantees we believe that it should provide. Since at the
time of analysis Signal did not claim any security properties, we begin this chapter
with an informal threat model (§3.1), which we will use to motivate our formal
definitions. We then state these properties formally in a multi-stage key exchange
model (§3.3), and redescribe the Signal protocol itself in the language of the model
(§3.4). By the conclusion of the chapter, we can formally define the Signal protocol
and a security experiment for it.

In this and subsequent chapters, we take standard cryptographic definitions as
given. We refer the reader to Appendix A on page 129 for an overview of our notation
for e.g., probabilities, negligibility, signatures, symmetric and asymmetric encryption,
groups, DH assumptions and so on.
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§3.1 Chapter 3. Signal: Formal modelling

3.1 Threat Model

A formal security model gives a precise statement: some class of attacks is not
possible against protocols which meet the model. However, there is no obvious
candidate for which class of attacks we should rule out: it depends on context.

For example, consider a client C' accessing a web server S using the TLS protocol.
A security model for this situation might wish to cover malicious web servers at-
tempting to impersonate S to C, aiming to prove that this is not possible. However,
it will generally not cover malicious clients connecting to S: in its most common
deployment scenario, TLS only authenticates the server to the client. Other attacks
to exclude might for example be those in which a malicious certification authority
colludes with a web server.

Similar considerations apply to the Signal protocol: there are some attacks which
it should prevent, and some which by design it does not, but there is a “gray zone”
in between. In order to pin down this class more precisely we take inspiration from
the documentation but in the end must make a judgment.

The README accompanying Signal’s Java source code [119] states that Signal

is a ratcheting forward secrecy protocol that works in synchronous and
asynchronous messaging environments.

A separate GitHub wiki page [142| provides some more goals (forward and future
secrecy, metadata encryption and detection of message replay/reorder/deletion) but
to the best of our knowledge no mention of message integrity or authentication is
made other than the use of authenticated encryption. We remark here that this wiki
page defines “future secrecy” to mean that “a leak of keys to a passive eavesdropper
will be healed by introducing new DH ratchet keys”, emphasis ours.

Initial Assumptions We begin by stating some initial assumptions.

First, we will assume a Dolev-Yao [72| style network, in the sense that “the
adversary carries the messages”. That is, we make no assumptions on the confid-
entiality, integrity or reliability of the network channels between participants. Our
participants will instead send messages directly to, and receive responses from, the
adversary. This is a very standard overapproximation of a network adversary.

Second, we will assume an honest public key infrastructure, in the sense that each
participant receives the true public keys of all other agents in the system, honest
and malicious. These public keys are used in the protocol for authentication. In a
real deployment this assumption is not easy to satisfy, and there are models which
make weaker assumptions e.g., [39]. However, for now we will take it as a given and
discuss later the ways in which it may be implemented. We remark in particular
that as part of the public key infrastructure we will assume a trusted distribution
mechanism for Signal’s signed prekeys, and that while Signal specifies a mandatory
out-of-band mechanism for participants to check the validity of public keys they
receive, most implementations do not require such verification to take place before
messaging can occur.
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Third, we will not consider side channel attacks or implementation errors in our
model. In particular, deletion of data from flash-based storage media is known to be
a hard problem [148], but we will assume that all agents have the ability to delete
old secrets.

Finally, we will assume that all parties generate ephemeral keys honestly but that
these keys may be corrupted. In particular, we assume that all honestly-generated
random values are sampled uniformly at random from their input space. (There are
alternative techniques to model imperfect random number generation; for example,
Feltz and Cremers [81] allow the adversary to choose honest participants’ random
values.) Note that Signal sessions are insecure if both parties’ ephemeral keys are
corrupted.

Standard Security Properties The TLS 1.3 standard [149, Appendix E| dis-

cusses the following properties.

Establishing the same session keys The handshake needs to output the same set
of session keys on both sides of the handshake, provided that it completes
successfully on each endpoint.

Uniqueness of the session keys Any two distinct handshakes should produce distinct,
unrelated session keys. Individual session keys produced by a handshake should
also be distinct and unrelated.

Secrecy of the session keys The shared session keys should be known only to the
communicating parties and not to the attacker.

Peer Authentication The client’s view of the peer identity should reflect the server’s
identity, and the server’s view of the peer identity should match the client’s
identity:.

Downgrade protection The cryptographic parameters should be the same on both
sides and should be the same as if the peers had been communicating in the
absence of an attack.

Forward secret with respect to long-term keys If the long-term keying material is
compromised after the handshake is complete, this does not compromise the
security of the session key, as long as the session key itself has been erased.

KCT resistance Peer authentication should hold even if the local long-term secret
was compromised before the connection was established. (That is, if Alex’s
secret key is compromised, it should not be possible to impersonate Blake to
Alex.)

Protection of endpoint identities The server’s identity (certificate) should be protec-
ted against passive attackers. The client’s identity should be protected against
both passive and active attackers.

We will interpret most of these properties in the context of Signal, aiming at a
high level for secrecy and authentication of message keys. Correctness (establishing
the same session keys) is simple to prove, and uniqueness of session keys will be
implicitly required in our model, following from session identifiers in the proof.

Instead of considering forward secrecy and KCI resistance as explicit goals we will
require secrecy and authentication to hold under a variety of compromise scenarios,
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including if a long-term secret has been compromised but a medium or ephemeral
secret has not (forward secrecy). These scenarios will also capture PCS.

Signal, unlike TLS, has only a single version, and clients must speak the same
version to communicate. In particular, there is no way to negotiate the particular
primitives or protocol version used in a Signal connection, and thus downgrade
protection is not a threat.

Some claims have been made about privacy and deniability [162] in Signal, but
these are relatively abstract. In general, signatures are used but only for the signed
pre-key in the initial handshake, meaning that an observer can prove that Alex
sent a message [69, full deniability| to someone but perhaps not to Blake [66, peer
deniability|. We do not aim to prove such properties, and thus do not consider
endpoint identity protection as a goal.

3.2 Notation

Stages Within a session, Signal admits a tree of various different stages (Figure 2.4
on page 16). We refer to all stages by identifiers in [square brackets|, defined below.
Stages are local to each agent, but correspond in the sense that stages at intended
communication partners will derive the same key. The initial stage contains the
Signal handshake and subsequent stages capture the ratcheting key derivations.
Agents have different interpretations of stages which derive the same keys. In
particular, the initiator of a session may consider some stage s as generating a key
for encrypting messages to send. The responder to that session may have a stage
s deriving the same key as s, but will use that key to decrypt received messages.
To avoid making repeated case distinctions between initiators and responders, we
adopt a role-agnostic naming scheme, describing stages as “-ir” if they are used for
the initiator to send to the responder, and as “-ri” if they are used for the responder
to send to the initiator. We will thus maintain the invariant that stages with the
same name generate the same key.
The specific types of stage which we define are
- for the initial handshake: triple or triple+DHE depending on whether the
optional ephemeral-ephemeral DH exchange was included in the key derivation
- for asymmetric ratcheting: asym-ir or asym-ri
The former uses a received ratchet key and begins a receiving chain, and the
second generates a new ratchet key and begins a sending chain. At a given
party, we count the number of asymmetric updates in a variable x; thus, we
can refer to the 2" update of the first type in a session as stage [asym-ri:z],
and of the second type as [asym-ir:z]. Note that the 2" “ri” stage precedes
the z'" ““ir” stage. This is because the first asymmetric stage is of type “ri”,
in turn because the responder performs the first asymmetric ratchet update.
- for symmetric ratcheting: sym-ir or sym-ri
The type of a symmetric stage depends on whether its chain was created by
a stage of type [asym-ri:z| or [asym-ir:z]. At a given party, we count the
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number of symmetric updates in the " symmetric chain in a variable y; thus,
we can refer to the y*™ update in the z*® symmetric chain as stage [sym-ri:z,y]
or [sym-ir:z,y|.

The full definitions of each stage type are in §3.4.2.

In our model, there are no stages [sym-ir:z,0] or [sym-ri:z,0], but there are keys
with these indexes, since the first entry in each sending and receiving chain is created
by the asymmetric update starting that chain (see Figure 2.4). We could equivalently
think of Signal only deriving message keys in symmetric stages and allowing y = 0,
in which case asymmetric stages would not derive message keys. Our formulation
simply renumbers keys, so that every stage derives a message key.

Session identifiers For partnering of Signal sessions we use session identifiers as
described in §2.2.3.1 on page 25, generalising to “sids” since each stage has a distinct
identifier in our multi-stage model. Sids are defined recursively in Table 3.1, with
tags distinguishing between the different types of stage. For example, if the first
stage was conducted without the optional one-time prekey then we define its sid to
be (triple : ipk;, ipk,, prepk,, epk;), where i and r are the identities of the initiator
and responder respectively. It is important to note that these session identifiers only
exist in our model, not in the protocol specification itself. If two stages have equal
session identifiers we say that they “match.”

The precise components of the session identifiers are crucial to our definition
of security: including more information in the identifier restricts which stages are
considered to match a given target stage. Since the adversary is forbidden from
certain actions against such matching stages, including more information in sids
weakens the restrictions on the adversary and therefore captures more attacks, leading
to a stronger security model.

In particular, we do not include identities in Signal’s sids, because they are not
included in Signal’s key derivation or associated data of encrypted messages. This
means that stages can be partners even if they disagree on each other’s identities.
Concretely, the unknown key share attack against TextSecure [83] is not considered
an attack in our model: if an adversary performs that attack then Alex’s session
with Eli will have the same session identifier as Blake’s session with Alex, and thus
Alex’s and Blake’s sessions will match.

State Each Signal session and stage stores some public and secret values in its
local memory. We call the collection of these values the state and denote by 7', the
state of the i" session of agent .

Definition 1 (State). The state 7 is a collection of variables stored by a protocol
agent. We write i for the state of the i*" session of agent u. For variables v which
change per-stage, we write 7' .v[s] for the value of v in stage s of u’s ith session.
Note that s is not a natural number but a sid.

e 7m.10ole € {init,resp}: the instance’s role
e 7.peeripk: the peer’s long-term public key
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name sid

0 (triple : ipk;, ipk,, prepk,., epk;)  if type[0] = triple
sid[0] (triple-+DHE : ipk,, ipk,, prepk,.,

if ¢ — triple+DHE
epk;, eprepk,) if type[0] riplet

y ) sid[0] || (asym-ri : 7chpk), rchpk)  ifx =1
sidlasymerizz] sidlasym-ir:z — 1] ||

(asym-ri : rchpk™™t) ifz>1

sidlasym-ir:z] sidlasym-ri:z] || (asym-ir : rchpky) ifz >0

‘ . does not exist ifx=0
sid[sym-ri:x,y|

sidlasym-ri:z] || (sym-ri : y) ifz>0

. ) sid[0] || (sym: y) ifz=0
sid[sym-ir:x,y|

sidlasym-ir:z] || (sym-ir : y) ifz>0

Table 3.1: Definition of session identifiers sid[s] for an arbitrary stage s. Since our stages
are named role-agnostically, the definitions for initiator and responder stages coincide; we
use ¢ to refer to the identity of the initiator and r for that of the responder. For example,
if Alex believes Blake is the peer, then ipk; denotes Blake’s identity public key and ipk,
denotes Alex’s. The initial asymmetric stage sid contains two ratchet keys (instead of one)
since they are not used in the initial session key derivation and thus are not contained in
sid[0]. We note that sid[sym-ir:x,y] for = 0 does not exist because the receiver never
starts a symmetric chain immediately after the handshake, always first performing a DH
ratchet. This figure is from [59].

w.peerprepk: the peer’s medium-term public key

w.status[s] € {e,active,accept,reject}: execution status for stage s, set to
active upon start of a new stage, and set to accept or reject when the stage
computes its key

m.k[s] € K: the key computed in stage s

m.sid[s]: the identifier of the current session s

m.type[s]: a protocol-defined value describing the type of the current stage

7.st[s]: additional protocol-defined state values computed in a previous stage
and given as input to stage s

The state m of an instance models “real” protocol state that might be found
in the memory of a protocol implementation. We will need additional state for
administrative reasons in the security experiment, for example to record the set of
honestly-generated DH keys; this state will be given in Definition 4.
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3.3 Formal Security Model

We now capture our threat model for Signal in a formal game-based model. We use a
multi-stage model as defined in §2.2.3.4, but with a tree of stages instead of a linear
sequence, as seen in Figure 2.4. As with all game-based models, ours allows multiple
parties to execute multiple, concurrent sessions; since it is multi-stage, each session
has multiple stages. For Signal, sessions will represent a long-lasting conversation
between two agents, and stages will represent a single ratchet application, either
symmetric or asymmetric.

Generality It is possible to write a game-based model at various levels of generality.
A very general model allows many similar protocols to be described in the same
framework and thus allows for comparisons between them. A specific model, on the
other hand, allows for security guarantees carefully tailored to the protocol under
consideration.

Signal includes various features which are not normally captured in general models
for key exchange security (in particular: medium-term keys and trees of stages). We
thus cannot hope for a fully general model. However, we keep the overall structure
of our definitions relatively independent of Signal. Our cleanness predicates will then
capture the fine-grained assertions we prove about Signal specifically.

Model notation Instead of writing our model in prose, we use the cryptographic
notation of a tuple of pseudocode algorithms with which an adversary may interact.
Since our games are relatively complex and include many details (such as the precise
definitions of session identifiers), we believe that the pseudocode notation makes it
easier to follow subtleties in the games.

We use the following typographical conventions:

Monotype text denotes constants.
Serif text denotes algorithms associated with the protocol.
Italicized text denotes variables associated with the protocol.

Sans-serif text denotes algorithms, oracles, and variables associated with the
expervment.

e Algorithms and Oracles start with upper-case letters; variables start with

lower-case letters.

e Object-oriented notation represents collections of variables: x.y represents the

value of the variable called y in the collection z.

DH protocols conventionally use both ephemeral keys (unique to a session) and
long-term keys (in all sessions of an agent). Signal’s prekeys do not fit cleanly into
this separation, and in order to follow the conventions of the field we refer to the
reused DH keys as “medium-term keys”.

Remark 4 (Match-security). Following Brzuska et al. [43], Fischlin and Giinther [82]
define a security requirement for session matching called “Match security” which can
be used when composing a key exchange protocol with a symmetric key protocol.
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Signal can admit more than two sessions with the same session identifier (in the
case that Blake reuses the same medium-term key without a one-time key), so
their definition is not immediately met. A weaker result, that the sid uniquely
determines the resulting session key, is straightforward to prove for Signal: the key
is a deterministic function of values included in the sid.

3.3.1 Multi-Stage models, formally

We revisit the multi-stage models of Fischlin and Giinther [82], giving now a formal
definition.

Definition 2 (Multi-stage key exchange protocol). A multi-stage key exchange
protocol 11 is a tuple of algorithms, along with a keyspace I and a security parameter
A. The algorithms are:

e KeyGen() A (ipk, ik): A Probabilistic Polynomial-time (ppt) long-term key
generation algorithm that outputs a long-term public key / secret key pair
(ipk, ik). In Signal, these are called “identity keys”.

e MedTermKeyGen(ik) B (prepk, prek): A ppt medium-term key generation
algorithm that takes as input a long-term secret key ik and outputs a medium-
term public key / secret key pair (prepk, prek). In Signal, these are called
“signed prekeys”; in the key exchange literature, they are sometimes called
“semi-static keys”.

o Activate(ik, prek, role) By (r’,m'): A ppt protocol activation algorithm that
takes as input a long-term secret key ik, a medium-term secret key prek, and a
role role € {init, resp}, and outputs a state 7’ and (possibly empty) outgoing
message m’.

e Run(ik, prek, ™, m) EA (7', m'): A ppt protocol execution algorithm that takes
as input a long-term secret key ik, a medium-term secret key prek, a state 7,
and an incoming message m, and outputs an updated state 7’ and (possibly
empty) outgoing message m’.

3.3.1.1 Key Indistinguishability Experiment

We now set up an experiment defining the security of a multi-stage key exchange
protocol. As is typical, the experiment establishes long-term keys and then allows the
adversary to interact with the protocol algorithms via queries issued to a challenger.
These queries allow the adversary to

e start sessions with particular peers and medium-term keys,

e carry any message to and from any sessions (including modifying, dropping,

delaying, and inserting messages), and

e reveal long-term or per-session secret information from any party.
At some point, the adversary may choose a single stage of a single session to “test”.
They are then given either the real session key from this stage, or a random key
from the same keyspace. They may now continue executing, issuing more queries
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and perhaps revealing more secrets. Finally, they issue a guess as to whether they
received the true session key of the Tested session. If they decide correctly, we say
they win the experiment.

Definition 3 (Security experiment). We define the security experiment Exp™ ™ =

Exp?ﬂiL’j&nP’nM’n on, 10 Figure 3.1. Exp™ ™ is parameterised by a freshness predicate
fresh which assigns Boolean values to tuples (u, 7, s) representing sessions and stages,
as well as by a protocol Il and integer bounds np, ny, ns, ng on the number of parties,
medium-term keys, sessions and stages it allows. It includes the following global
variables:
e b: a challenge bit
e tested = (u,i,s) or L: recording the inputs to the query Test(u,i,s), or L if
no Test query has happened
and extends the per-session state 7, with the following experiment variables. (Recall
that experiment-only variables are in sans-serif.)
e 7l .rand[s] € {0,1}*: random coins for 7 ’s stage s
o 7 .peerid € {1,...,np}: the identifier of the alleged peer, set by the experiment
when 7 .peeripk is assigned
o 7' .peerpreid € {1,...,ny}: the index of the alleged peer’s medium-term key,
set by the experiment when 7' .peerprepk is assigned
e 7l .rev_session[s] € {true, false}: whether RevSessKey(u, i, s) was called or not;
default false
e 7' .rev_random[s] € {true, false}: whether RevRand(u,,s) was called or not;
default false
o 7l .rev_state[s] € {true,false}: whether RevState(u,i,s) was called or not;
default false

Given a protocol II and freshness predicate fresh, we are finally able to define
security: II is secure if no ppt algorithm can win the security game with non-negligible
probability.

Definition 4 (Multi-stage key indistinguishability). Let II be a key exchange protocol

and fresh a freshness predicate. Let np, ny, ns, ng € N denote upper bounds on the

number of parties, medium-term keys, sessions per party and stages per session. Let

A be an efficient probabilistic algorithm (i.e., one whose running time is a polynomial

function of the security parameter). Then the advantage of A is defined by
Advsind (A) = |2Pr [Expfes (A) =1] -1

IL,np,nm;,ns,ns fresh,IL,np,npm,ns,ns

We say that II is secure if Advmsind (A) is a negligible function of the security

IL,np,nm;ns;ns
parameter.
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Send(u, i, m):
if

RevSessKey(u, i, s):

1 7l .rev_session[s] + true

1 if 7', = | then
2: // start new session and record intended peer 2: return 7'(';./{[8]
. i :
3 pasem a$s (Wu'pre'd;mle) RevLongTermKey(u):
. i ns X
4 7ru'.rand <101 — _ L rev_ltk, < true
5: (ml,m') < Activate(ik,, preky P, role; 7!,.rand[0]) 2: return ik,
6: return m’ .
7 else RevMedTermKey/(u, preid):
8: 5 4= m,.stage v 1 rev_mtk?®? < true
o: (7, m') < Run(ik,, prek™ P 7 m; 7’ rand[s]) 2: return prek?e
. ’ .
lo:  returnim RevRand(u, 1, s):
Test(u, 1, S)I 1 7l rev_random[s] ¢ true
1: // can only call Test once, and only on accepted stages 2: return mi.ra nd [3]
2: if (tested # L) or (7' .status[s] # accept) then .
( 7 L) or (m [s] # pt) RevState(u, i, s):
3: return |
4 tested < (u, i, s) 1 T,,.rev_state[s] < true
5: // return real or random key depending on b 2: return Wi'St[S]
6: if b = 0 then
7: return 7’,.k[s]
8: else
o KEK
10: return &’
(a) Challenger responses to oracle queries made in the multi-stage security game.
ms-ind .
Eprresh,H,np,nM,ns,nS ("4)
1 b& {0,1}
2: tested — L
3: // generate long-term and semi-static keys
4: foru=1...npdo
5: (ipk,, ik,,) & KeyGen()
6: for preid =1...ny do
7t (prepkPr®, prek?eid) & MedTermKeyGen(ik,,)
. ; ; 1
8: pubinfo < (ipky,...,ipk, ,prepk,,...,prepk)")
9: b’ i ASend,Rev*,Test(pubinfo)
10: if (tested # L) A fresh(tested) A b = b’ then
11: return 1 // the adversary wins
12: else
13: return O // the adversary loses

(b) Security game for an adversary A given oracle access to the queries in Figure 3.1a.

Figure 3.1: Security experiment for adversary A against the multi-stage key indistinguishab-
ility security of protocol II. Figure 3.1a defines how the challenger responds to oracle
queries by the adversary A, and Figure 3.1b defines the security game itself. This figure is
based on [59, Figure 6].
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3.4 Signal as a MSKE protocol

We now have a framework in which we can define multi-stage protocols like Signal
and give a formal statement of their security properties. The next steps are
- to instantiate Signal as a multi-stage AKE protocol (§3.4.2)
- to give a freshness predicate which captures the precise security guarantees
which we believe it was intended to provide (§4.1)
Finally, we state our security theorem at the end of this chapter.

3.4.1 Changes: what we don’t model

In addition to the general assumptions we described in §2.2.2, we highlight some
features of Signal which we explicitly do not model in our analysis, and differences
between our model and the protocol as implemented.

Reordering We reorder various messages to make the boundaries between stages
clear. Signal handshake data is never sent on its own; instead, it is either pre-
registered at a server or attached to a user’s encrypted message. This means that
various operations, such as processing a received ratchet public key and generating a
new one, are collapsed into a single event in implementations. We separate these
operations out into their own stages, marking the changes in Dark red in Figure 3.2.

We consider the initial registration and fetch of one-time prekeys eprepky as the
first message of the protocol, instead of relaying it through a server. This means that
the first message of the protocol is in the direction B — A and contains registration
information for B.

We consider the first message keys for each chain to be generated when the
chain is initialised, instead of when a new message is received under that chain.
This allows us to define those message keys as the session keys of their asymmetric
stages. Similarly, we consider ratchet public keys to be sent out by asymmetric
stages, instead of attached to subsequent messages.

Signature key reuse Signal uses the same key for DH agreement and for signing
the medium-term prekeys. (This is done in practise by reinterpreting Curve25519
points as Ed25519 keys, and signing with EADSA.) This form of key reuse breaks key
separation and is challenging to analyse, because one needs to show that the signature
does not leak information about the DH operations and vice versa. Moreover, in
threat models where the adversary can compromise certain keys, the security property
must now take into account cases where the adversary is able to forge these signatures.

In our computational model, this key reuse poses a particular challenge: when
replacing with random a reused DH key, the simulator must now be able to produce
valid-looking signatures as well. Degabriele et al. |68] and Paterson et al. [141] use the
hashing random oracle under Gap Diffie-Hellman (GDH) to define such a simulator
under the GDH assumption, but this would add a fair amount of complexity to our
model. We instead consider the key reuse as out of scope, enforcing authentication
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of the prekeys in our security model. In the game, this is implemented as an
extra argument when the adversary creates a new session, dictating which of the
honestly-generated medium-term keys is to be used for that session. This enforced
authentication means we do not capture the class of attacks in which the adversary
corrupts an identity key and then inserts a malicious signed pre-key.

One generalisation of our model would be to allow an adversary the ability to
register malicious prekeys instead of just corrupting honest ones. This would capture
for example attacks in which certain asymmetric keys are weak but these weak
keys are unlikely to be generated by the honest key generation algorithm. (This
generalisation is similar to that of ASICS [39] but for prekeys instead of identity
keys.)

Authentication of ratchet keys Signal uses the associated data of message
encryptions to authenticate, among other things, public ratchet keys. This means
that, as discussed in §2.2.4.1 on page 31, it cannot achieve a standard definition of
key indistinguishability: an adversary can always tell if a Signal message key is real
or random, by using it to decrypt a message.

We phrase our security property so as not to require the authentication of ratchet
keys: if an adversary injects a compromised ratchet key into a previously-secure
session then PCS requires that subsequent message keys are secret, and otherwise we
consider the attack invalid. This means that even though Signal might resist attacks
in which an adversary attempts to inject malicious ratchet keys, we did not prove
that it does so.

Out-of-order messages Signal supports decrypting messages which arrive out of
order. To do so, if a message arrives at index j in a receive chain but the recipient
has only advanced to index ¢ < j, then they advance the chain 7 — ¢ times. Each
of these steps produces a new message key, and the recipient stores these messages
keys in their local memory until the corresponding message arrives.

This feature weakens forward secrecy, since corrupting an agent who has stored
one of these keys now allows decrypting messages sent under the stored key. We do
not model this feature, in the sense that we do not include previous message keys in
the state passed between stages.

Simultaneous initiations Signal has a mechanism to deal silently with the case
that Alex and Blake simultaneously initiate a session with each other. Roughly,
when an agent detects that this has happened they deterministically choose one
party as the initiator (e.g. by sorting identity public keys and choosing the smaller),
and then complete the session as if the other party had not acted. This requires a
certain amount of trial and error: agents maintain multiple states for each peer, and
attempt decryption of incoming messages in all of them. We do not consider this
mechanism.
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3.4.2 Algorithms for Signal

Recall that to define a multi-stage key exchange protocol we must define the al-
gorithms KeyGen, MedTermKeyGen, Activate and Run. We do so now for Signal.
KeyGen and MedTermKeyGen are uniform sampling from the DH group. Activate
depends on the invoked role. Our prekey reorganization described above means that
the roles of initiator and responder are technically reversed: although intuitively Alex
initiates a session in our presentation, in fact Blake sends the first message, namely
the set of prekeys. This is the first right-to-left flow of Figure 3.2(b). Thus, the
activation algorithm for the responder (Blake) outputs a single one-time prekey and
awaits a response. The activation algorithm for the initiator (Alex) outputs nothing
and awaits incoming prekeys. Both algorithms also perform the administrative
overhead of the game, creating oracles and initialising session states.

Run is the core protocol algorithm. It admits various cases, which we briefly
describe. If the incoming message is the first, Run builds a session as described
previously: for Alex, it operates as in the left side of Figure 3.2(b) and outputs a
message containing epk ,; for Blake, it operates as in the right side of Figure 3.2(b)
and outputs nothing.

After that, there are two cases: Run is either invoked to process an incoming
message, or to encrypt an outgoing one. We distinguish between incoming ratchet
public keys (causing asymmetric updates) and incoming messages (causing symmetric
updates).

(i) Outgoing message. Perform a symmetric sending update, modifying the current
sending chain key and using the resulting message key as the session key (left
side of Figure 3.2(c)).

(ii) Incoming ratchet public key. If this ratchet public key has not been processed
before, perform an asymmetric update using it to derive new sending and
receiving chain keys as in Figure 3.2(d). Advance both chains by one step, and
output the message keys as the session key for the two asymmetric sub-stages
as indicated in the figure.

(iii) Imcoming message. Use the message metadata to determine which receiving
chain should be used for decryption, and which position the message takes in
the chain. Advance that chain according to the right side of Figure 3.2(c) as
many stages as necessary (possibly zero), storing for future use any message
keys that were thus generated. Return as the session key the next receiving
message key.

We now describe the algorithms in Figure 3.2 in more detail. Recall that there
are three stage types in Signal: initial ([0]), symmetric ratcheting ([sym-ir:z,y| or
[sym-ri:z,y]), and asymmetric ratcheting ([asym-ri:z] or [asym-ir:z]). Ratcheting
stages differ based on whether they are used for generating keys for the initiator to
send to the responder (denoted -ir) or vice versa (denoted -ri). For our purposes,
every stage generates a session key; depending on the stage, this will be either the
sending or the receiving message key.
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a) Blake’s registration phase (at install time), over an authentic channel

kg, prekg & Z,

multiple eprek, & z, ipkB7prepk‘B,SignikB (prepkg), multiple eprepky

(b) Alex’s (Initiator) session setup with peer Blake (Responder), via a trusted Server

Client instance 7, stage [0]

B

ipkg, prepky, Signy, (prepkp)|, eprepkp|

ey & 7, Client instance 7%, stage [0]
rehi, & 7,

epk .y, key identifier for prepky, rchpky[, eprepky)

(in practice attached to initial encrypted message)
confirm possession of prekg|, eprekg|
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(c) Symmetric-ratchet communication: Alex sends a message to Blake

Client instance 7, stage [sym-ir:z,y] Client instance 7%, stage [sym-ir:z,y]

AEAD, jsymirie.s-1) (message, AD = 0), rchpkly, ipky, ipkg,y

(in practice (rchpky, ipky, ipkg,y) are included in the associated data of this message)

ck,sym—u':w,y-kl7 mpsYy-irey KDFm(Cksym—lr:z,y) Cksym—lr:w,y-kl7 mpsy-irey KDFm(Cksym—lr:w,y)

(d) Asymmetric-ratchet updates: Alex and Blake start chains with new ratchet keys

Client 7', stage [asym-ri:z] Client 7%, stage [asym-ri:z]

tmp, Ckﬁ)’m—ri:x,o — KDFr(TkZ, (rchpszl)rchk%ﬂ)

) Cksyrnfri:x,l7 mksym—ri:m,() “ KDFm(Cksymfri:m,O)
rchpky”
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Figure 3.2: A single session of the Signal protocol (caption on the next page).
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Figure 3.2: (on the preceding page) A single session of the Signal protocol, including
preregistration of keys. Local actions are depicted in the left and right columns, and
messages flow between them. We show only one step of the symmetric and asymmetric
ratchets; they can be iterated arbitrarily. Variables storing keys are defined in Table 2.1,
KDF; and KDF,, in Figure 2.5, and session identifiers in Table 3.1. Dark red text indicates
reordered actions in our model. Each stage derives message keys with the same index as
the stage number, and chaining/root keys with the index for the next stage; the latter is
passed as state from one stage to the next. State info st in asymmetric stages is defined as
the root key used in the key derivation, and for symmetric stages st is defined as the chain
key used in key derivation. Symmetric stages always start at y = 1 and increment. When
an actor sends consecutive messages, the first message is a DH ratchet and then subsequent
messages use the symmetric ratchet. When an actor replies, they always DH ratchet first;
they never carry on the symmetric ratchet. This figure is from [59].

Session setup The key exchange occurs in the initial stage of a Signal session,
which we call stage [0]. After retrieving data from the key distribution server, Alex
(the initiator) computes a master secret

ek 4

ms < (prepky) ™ | ipkg) 2 | (prepks) ™ [|I(eprephs)

where the final concatenand (eprepky)®4 is present only if A received eprepky from
the server. Alex then applies the root key derivation function KDF, to ms with an
empty DH value to derive two initial shared secrets: an initial root key rA° and an
initial sending chain key ck®™ 0.0,

Recall that Signal intermingles its key exchange and message transport: Alex’s
ephemeral public key is transmitted as associated data of the first encrypted message.
Since our key exchange model requires a clean separation between key derivations and
uses, we will say instead that Alex sends the ephemeral key as an extra handshake
message, and as part of stage [0] also generates an initial sending message key
mkEY™ 00 (which is this stage’s session key output) and the next sending chain key
kY00 a9 part of this stage. Finally, Alex also generates a new ephemeral DH
ratchet key rchk” and stores it in session memory.

Upon receiving Alex’s initial message, Blake performs the responder analogue of
this computation, deriving the same shared root key r&” and chain key kY™ ir0.0,
We also have Blake generate an initial receiving message key m&¥Y™ %0 (which is
this stage’s session key output) and the next receiving chain key ck™™ =01,

Symmetric Ratchet To perform a symmetric ratchet stage [sym-ir:z,y|, Alex
takes the current sending chain key c&¥Y™¥®¥ and applies the message key derivation
function KDF,, to derive two new keys: an updated sending chain key Y™ (v+1)
and a sending message key mkY™ Y The sending chain key is stored in Alex’s
session state, and the message key becomes the stage key of the stage

Symmetric ratchet stages computed by the responder are analogous, but are
called [sym-ri:z,y].
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Asymmetric Ratchet To perform an asymmetric ratchet stage [asym-ri:z], Alex
receives a new (previously unseen) ratchet public key rchpk ' from Blake; note
that for this to occur Alex must already have stored a previously generated private
ratchet key rchk’y".

Alex computes a DH shared secret between rchpk'fg_l and rchkfﬁ‘_l, and uses this
secret as input to KDF, together with the previous root chain key. The output of
KDF, is then used to compute new receiving chain and message keys, as well as an
intermediate temporary value stored in local memory.

To perform an asymmetric ratchet stage asyme-ir:z, Alex generates a new ratchet
private key rchk’y and computes a DH shared secret between rchpk%_l and rchk’y. As
before, this shared secret is then used as input to KDF', together with the intermediate
temporary value from above. The output of KDF, is used to compute new sending
chain and message keys, as well as a replacement root chain key, and the ratchet
public key sent out to the network.

Note that Signal implementations generally consider a single asymmetric update
to comprise both of the above two stages. We separate them out because the message
keys they derive have slightly different security properties. Intuitively, message keys
derived in the second stage depend on message keys derived in the first stage, so
they achieve a slightly stronger security guarantee.

Blake’s computations are analogous. While symmetric updates can be triggered
either by Alex (the session initiator) or Blake (the session responder) and thus could
be as in Figure 3.2(c) or its horizontal flip, asymmetric updates can only be triggered
by Alex (the session initiator) receiving a new (previously unseen) ratchet key from
Blake (the session responder) and not the other way around, so Figure 3.2(d) will
never be horizontally flipped.

3.5 Conclusion and Related Work

Let us examine what we have achieved so far. In §3.1 we gave a high-level threat
model for Signal, and in Sections 3.2 and 3.3 a low-level model in the B-R framework
which can express the security properties we would like to prove about Signal. We
then looked at the protocol definition itself, and gave in §3.4 a detailed definition of
the Signal algorithms in our notation. Instantiating Definition 4 in this framework
will thus express our security property; to do so we must give a freshness predicate,
which we shall do in Chapter 4.

3.5.1 Related Work

Symmetric ratcheting and DH updates (asymmetric ratcheting) are not the only
way of updating state to ensure forward secrecy—i.e., that compromise of current
state cannot be used to decrypt past communications. Forward-secure public key
encryption [49] allows users to publish a short unchanging public key; messages are
encrypted with knowledge of a time period, and after receiving a message, a user can
update their secret key to prevent decryption of messages from earlier time periods.

Ut
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Signal’s asymmetric ratcheting, which it inherits from the design of OTR [37],
have been claimed to offer properties such as “future secrecy”. This property has
been discussed in depth by Cohn-Gordon, Cremers and Garratt [57], whose key
observation is that Signal’s future secrecy is (informally) specified with respect to
a passive adversary and therefore turns out to be implied by the formal notion
of forward secrecy'. Instead, they observe that mechanisms such as asymmetric
ratcheting can be used to achieve a substantially stronger property against an active
adversary. They formally define this property as “post-compromise security”, and
show how this substantially raises the bar for resourceful network attackers to attack
specific sessions.

Remark 5 (“Future Secrecy”). We see the term “future secrecy” as somewhat confusing
and misleading, for two reasons. First, while in some sense it is dual to forward
secrecy, the use of the word “future” implies that the two properties in fact deal
with the same scenario. (“Backward secrecy” would not suffer from this problem,
and indeed that term has also been used.) Second, because Open Whisper Systems’s
definition of future secrecy is against a passive adversary, it is often unclear exactly
which threat model is intended. While “post-compromise security” is perhaps less
elegant a term, we see it as much clearer: the security guarantee is provided after a
compromise. For these reasons, we exclusively use the term PCS in this thesis.

Frosch et al. [83] performed a security analysis of TextSecure v3 (the protocol and
app which later became Signal), showing that in their model the computation of the
long-term symmetric key which seeds the ratchet comes from a secure one-round key
exchange protocol, and that the key derivation function and authenticated encryption
scheme used in TextSecure are secure. However, they did not cover any of the security
properties of the ratcheting mechanisms.

Bellare et al. [27] develop generic security definitions for ratcheted key exchange in
a different context, also based on a computational model with key indistinguishability.
They view ratcheting as a cryptographic primitive in itself, and define a security game
at a lower level than we do. They also give a DH based protocol that is somewhat
similar to the Signal protocol in that it uses a ratcheting mechanism and updates
state, prove that it is secure in their model under an oracle DH assumption, and show
how to combine symmetric encryption schemes with ratcheted key exchange. Their
model captures variations of “backward” (post-compromise) and forward secrecy,
but only allows for one-way communication between Alex and Blake. Their security
notions are therefore one-sided: if the receiver’s long-term key is compromised then
all security is lost. They also only capture the asymmetric type of ratcheting in this
sense, and do not consider symmetric ratcheting. The authors explicitly identify
modelling Signal as future work.

Poettering and Rosler [144] build on [27], extending the latter’s work to bid-
irectional communications and allowing corruptions of either party’s state. Again,
they work at a lower level than our models, considering ratcheting as a standalone

'Roughly, if a passive adversary can learn some secret and then decrypt a later conversation, it
could equally well wait for the conversation to occur and only then learn the secret. This latter
property is precisely an attack on forward secrecy.
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primitive and giving a generic construction for unidirectional ratcheting based on
a Key Encapsulation Mechanism (KEM). They also give generic constrictions for
bidirectional ratcheting, though somewhat surprisingly it turns out that they require
stronger primitives, building a “key-updatable” KEM from Hierarchical Identity-
Based Encryption (HIBE).

Kobeissi, Bhargavan and Blanchet [105] use ProVerif and CryptoVerif to analyze
a simplified version (omitting e.g., symmetric ratcheting) of Signal specified in a
JavaScript variant called ProScript. Their main focus is to present a methodology for
automated verification for secure messaging protocols and implementations. They
identify a possible KCI attack, which we rule out in our freshness predicate by
requiring that the medium-term key not be compromised in the initial stage of
a session. From the ProScript code, they automatically extract ProVerif models
that consider a finite number of sessions without loops. The CryptoVerif models
are created manually. In both cases, the analysis involves the systematic manual
exploration of several combinations of compromised keys. In contrast, we set out to
manually construct and prove the strongest possible property that holds for Signal.
For the core protocol design, this allows us to prove a stronger and more-fine grained
security property.

Green and Miers |[90] use puncturable encryption to achieve fine-grained forward
security with unchanging public keys. The intuition behind puncturable encryption is
that it is possible to remove the ability to decrypt certain ciphertexts from a private
key—to puncture it—without changing the corresponding public key. This means
that after a handshake is conducted with a fixed public key, it is possible to puncture
the corresponding private key at the relevant value so that it cannot be used to
reproduce the computation of the secret key. This enables non-interactive forward
secrecy for protocols such as TLS. While this is an interesting approach (especially
for its relative conceptual simplicity), we focus on Signal due to its widespread
adoption.

Lehmann and Tackmann [117] show PCS in a different context, giving a con-
struction whereby a ciphertext can be transformed into a valid ciphertext under
a new key such that the new ciphertext remains secret even if the previous key is
compromised. This builds on the definition of PCS from [57].



CHAPTER 4

SIGNAL: ANALYSIS

This chapter is based on the analysis and reduction from

Katriel Cohn-Gordon, Cas J. F. Cremers, Benjamin Dowling,
Luke Garratt and Douglas Stebila. ‘A Formal Security Analysis
of the Signal Messaging Protocol’. In: 2017 IEEE European
Symposium on Security and Privacy, EuroS&P 2017, Paris,
France, April 26-28, 2017. [EEE, 2017, pp. 451-466. DOI:
10. 1109/ EuroSP. 2017. 27. URL: https: //dot. org/ 10.
1109/ EuroSP. 2017. 27

We give a relatively high-level treatment of the analysis and reduction,
which was jointly developed with Luke Garratt. We refer the reader to
Luke’s doctoral thesis or to the full version of [59] for a fuller treatment
of the reduction.

In this section we prove that Signal is a secure multi-stage AKE protocol in
the language of §3.3.1.1, under standard assumptions on the cryptographic building

blocks. We have already defined a security experiment Exp™ ™

which captures a
generic definition of security. It is parameterised by a freshness predicate, which
depends on the protocol under consideration and expresses the strongest security

guarantees that can be achieved by that protocol.

4.1 Freshness

We now give a freshness predicate for Signal, based on the attacks which we believe
it was designed to resist. This allows us to capture the different security goals of
each stage’s derived keys, as we described when constructing our threat model.
Our goal when defining fresh is to describe the strongest security condition that
might be provable for each of Signal’s message keys based on the protocol’s design;

here, “strongest” is with respect to the maximal combinations of secrets learned by
the adversary. That is, we use the structure of the protocol to infer which attacks
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cannot possibly be prevented by it, and rule them out by restricting the adversary.
Our goal is to prove that, working from the design choices made, Signal indeed
achieves the best it can. We remark that it is certainly possible to modify Signal in
order to prevent further attacks, for example by introducing more elements into its
key derivation function. Our goal, however, is to analyse the protocol with as few
modifications as possible.

We must define fresh separately for the initial stages and for subsequent ones,
since adversary queries can be targeted against any stage and additional secrets
are introduced in asymmetric stages. In the initial stages, our choices are based on
Figure 2.3 on page 13. In that graph, the edges can be seen as the individual secrets
established between initiator and responder, on which the secrecy of the session keys
is based. If the adversary cannot learn the secret corresponding to one of these edges,
it cannot compute the session key. The adversary can learn the secret corresponding
to an edge if it can compromise one of the two endpoints; thus, if an adversary can
learn, e.g., the initiator A’s ik, and ek,, it can derive the secrets corresponding to
all edges. A similar observation can be made for the responder.

A vertex cover of a graph is a set of nodes incident to every edge. Each vertex
cover of Figure 2.3 gives a way for the adversary to compute the relevant session
key directly, since by construction it is exactly enough to compute the DH values
attached to each edge. We can think of our freshness predicate as excluding all
such vertex covers; if all DH pairs were included in the KDF, this would yield the
standard eCK freshness predicate.

In stages after the initial ones, we define modified freshness conditions to capture
Signal’s PCS properties. These conditions are recursive: either the stage was fresh
already, or it becomes fresh through the introduction of new secrets.

The freshness predicate fresh for our experiment works hand-in-hand with a variety
of sub-predicates (cleansyipie, cleaniripre pre, CleaNasyn ir, CléaNagymri, cleangy, ;r and
cleangyy 1) which are highly specialized to Signal to capture the exact type of security
achieved in Signal’s different types of stages.

Definition 5 (Validity and freshness). Let s be the i*' session at agent u, and let
T = . .type[s] be its type (e.g. triple, triple+DHE, ...). It is is valid if it has
accepted and the adversary has not revealed either its session key or the session key
of any session with the same identifier, and fresh if it additionally satisfies cleanness:

clean,(u,i,s) is defined in the following sections
valid(u, i, s) = (7',.status[s] = accept) A —’.rev_session|[s]
A (Y j:ml.sid]s] = Wia.peerid.sid[s] = ﬁwia.peerid.rev_session[s])

fresh(u, 7, s) = valid(u, i, s) A clean,(u, i, s)

fresh and its sub-clauses have access to all variables in the experiment (global, user,
session, and stage).



Chapter 4. Signal: Analysis §4.1

4.1.1 Session Setup Stage [0]

The session key derived from a triple (resp. triple+DHE) key exchange is derived
from the concatenation of three (resp. four) DH shared secrets; thus, it will be secret
as long as at least one of the input secrets is. The cleanness predicate in this stage
is thus the disjunction of three (resp. four) predicates, each encoding the secrecy
of one DH pair. Note that cleangyipie and cleangyipepue only need to be defined for
the initial key exchange, i.e., stage [0].

Definition 6 (clean;;ipie). Within the same context as Definition 5, let

cleaniripie(u, 7, [0]) = cleanyy(u, ) V cleang (u, ,0) V cleangy(u, 7, 0)

cleanyyipretome(u, 7, [0]) = cleanyypipie(u, 7, [0]) V cleangg(u, 7,0,0)

where the definitions of the sub-clauses cleangy will follow. Our naming convention is
that initiator’s key is of type X and the responder’s key of type Y, where the possible
types are L, M, and E for long-term (ik), medium-term (prek), and ephemeral (ek)
keys respectively, as in Figure 2.3. (This is why we need the case distinctions below
for when the tested session is the initiator or responder.)

The cleanyy definitions are straightforward for initiator sessions. For responder
sessions, the difficult part is that the ephemeral key is now the peer’s, not the actor’s:
to ensure that it is not known by the adversary, we have to ensure first that it was
actually generated by the intended peer (meaning that the peer session must exist),
and second that it was not subsequently revealed (identifying the peer session using
session identifiers). The following clause will help identify that precise situation.

cleanpeers(u, i, s) = 3 j : 7\ .sid[s] = Wfﬂ pesria .sid[s]

A (‘v’j ' sid[s] = sid]s] = -/, ..rev_random[s])

7r1 .peerid” ¢, .peerid

We can now define our various clean predicates, capturing nontrivial restrictions on
the adversary. In particular, note that if the medium-term key is corrupted then we
do not permit an attack impersonating Alex to Blake: since the only randomness
in Signal’s handshake is from the initiator (and there is no static-static DH secret),
such an attack will succeed.

id .
—rev_Itk, A —rev_ mitk e Peerpre 7' .role = init

. peerld

i preid
rev_Itkyi peerig A Trev_mtk

cleanpy(u,i) = {

S = 2.

m! .role = resp

s
cIeanpeerE u, i, [0]) A —rev_Itk, U

¢ .rev_random|[0] A —rev_ Itk .role = init

!, .peerid

cleang.(u, 7, [0 l
.Tole = resp

1
cleangy(u, 7, [0 -peerid

cleanpeerE u,i,[0]) A —rev_ mtkTu-Pred 7 .role = resp

' role = init

. /
v .rev_random(s] A cleanyeere(u, i, s')
cleangg(u, i, s, s')

{ i rev_random[0] A —rev_ mtk™ PP i pole — init

cIeanPeerE u,i,8) A =l .rev_random[s'] 7! .role = resp
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Since we reveal randomness instead of specific keys, this final predicate applies to
both the ephemeral keys and the ratchet keys, a fact which we shall use later when
defining cleanness of asymmetric stages.

Excluded attacks. Recall that a vertex cover of Figure 2.3 on page 13 gives an attack
which we rule out. Any cover must include one of preky and ek, to meet the edge
between them, so the only (minimal) vertex covers for a triple handshake are the
full state of B (prekg, ikg), the full state of A (ek,, ik,), or the pair (prekg, ek,).
The former two are trivial: an agent must be able to compute its own session key,
so learning all their secrets also allows the adversary to compute it. The final pair
exists because of the lack of an edge in Signal between ik, and ik;, and means that
an adversary who learns prekyz and ek, can learn the session key. In particular, since
the ephemeral key is not authenticated, the adversary can generate their own ek,
and successfully impersonate A. This is the KCI attack of Kobeissi, Bhargavan and
Blanchet [105]; it is ruled out in our model because cleansyipie is false if both prekg
and ek, have been revealed.

Since a vertex cover for a triple+DHE handshake must be a superset of the
above, the only non-trivial one is again (prekg, ek,); this means that the KCI attack
succeeds even against a triple-+DHE handshake.

4.1.2 Asymmetric Stages [asym-ir:z|/[asym-ri:z]

In asymmetric stages, new ratchet keys are exchanged and used for DH to derive
shared secrets, used in turn to start new symmetric chains. Roughly, we wish to
encode that the keys derived from an asymmetric stage should be secret either if the
stage is using unrevealed DH values, or if it follows a stage whose keys we expect to
be secure.

The following predicate captures whether the state of a stage has been revealed
directly via a query, targeting either it or a partner.

Definition 7 (cleangate). Within the same context as Definition 5, define

cleangate(u, 4,5, 8') = -7’ .rev_state|s]

A (Vj crlsidls) = 7, sid]s] = -7 .rev_state[s’])

i .peer ! .peerid
We write cleangate(u, 4, s) as shorthand for cleangate(u, 7, s, ).

The state reveal query reveals additional state information that a previous stage
gives as input to stage s. For Signal, we defined it as follows. For asymmetric stages,
state reveal gives the root key used in the session key computation that was derived
in the previous stage; for symmetric stages, state reveal gives the chain key derived
in the previous stage.

During asymmetric ratcheting, there are actually two substages, in which keys
with slightly different properties are derived. In the first substage, the parties apply
a KDF to two pieces of keying material: the root key derived at the end of the
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previous asymmetric stage, and a DH shared secret derived from both party’s previous
ratcheting public keys. Keys from this substage are marked with sidlasym-ri:z|;
they should be secure if either of the two pieces is unrevealed, which is what type
asym-ri captures. In the second substage, the parties apply a KDF to three pieces of
keying material: the root key, a DH shared secret from the first substage, and a DH
shared secret derived from one party’s previous ratcheting public key and the other’s
new ratcheting public key. Keys from this substage are marked with sidlasym-ir:z]
and should be secure if at least one of the three pieces is unrevealed, which is what
asym-ir captures.

Definition 8 (clean,syy.ir, cleanasynr1). Within the same context as Definition 5, let
Sir = [asym-ir:z], s,; = [asym-ri:z], s}, = [asym-ir:x —1] and s, = [asym-ri:z —1]

and define

cleanagymri (U, @, )

cleangg(u, 7, [0, [0]) V (deanmte(u,z’,s”)Ac|ean%,type[o](u,i,[0])) r=1

/ /

cleangg(u, i, s,;, s, .

)V (cleanstate(u,z’, Spi) A cleanagymir (U, 4, S )) x> 1
and

cleanasymir (U, @, 57

cleangg(u, i, s, [0]) V (cleanstate(u,i, Sir) N cleanagymri (U, 7, sri)) r=1

. , . .
cleangg(u, i, Sy, S5,.) V (cleanstate(u,z, Sir) N cleanagymri (U, 7, sri)> z>1

These clauses capture the PCS goal of Signal: a stage is clean and thus should
derive secret keys if its agent had been compromised at some prior time (i.e., their
long-term key, past states and keys are compromised and thus the second disjuncts
are not satisfied) but the current ephemeral keys of both parties are uncompromised
and honest (cleangg(u, 1, s, $,;) is satisfied). Dually, a stage is clean if its latest
ratchet keys are compromised but the previous stage is clean. This latter case
captures PCS.

Note that cleang is used twice (because cleanness of ephemerals is defined as
cleanness of the random numbers): once to show that the randomness is clean when
generating ephemerals for the initial key exchange, and once to show that it is clean
when generating the first ratchet key pair.

4.1.3 Symmetric Stages [sym-ir:z,y] and [sym-ri:z,y]

For stages with only symmetric ratcheting, new session keys should be secure only if
the state is unknown to the adversary: this demands that all previous states in this
symmetric chain are uncompromised, since later keys in the chain are computable
from earlier states in the chain. Thinking recursively, this means that the previous
stage’s key derivation should have been secure, and that the adversary has not
revealed the state linking the previous stage with the current one.
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While the symmetric sending and receiving chains derive independent keys and
are triggered differently during Signal protocol execution, their security properties
are identical and captured by the following predicate; the different forms of the
predicate are due to needing to properly name the “preceding” stage. There are
different freshness conditions depending on whether the symmetric stage is used for
a message from initiator to responder or vice versa. Moreover, the symmetric stages
arising from the initial handshake (z = 0) and from subsequent asymmetric stages
(x > 0) are subtly different.

Definition 9 (cleangy,). Writing s = [sym-ir:z,y],

cleangyn ir(u, %, s) =cleangte(u, i, s, 5)

cleany: yypeio)(u, 1, [0]) r=0,y=1
A Q cleanagymir (u, 1, [asym-ir:z]) r>0,y=1

cleangynir(u, i, [sym-ir:z,y — 1)) >0,y > 1
There is no stage of type sym-ri with = 0, so (writing now s = [sym-ri:z,y])

cleangyn ri (u, %, s) =cleangte(u, i, s, 5)

A clean,synri (1, 7, [asym-ri:z]) r>0y=1
cleangynri (u, 4, [sym-rizx,y — 1]) x>0,y > 1

We write cleangy, to denote cleangyy.;r or cleangy, 3 where it is clear which we mean.

Ezcluded attacks. Since no additional secrets are included in message keys derived
from symmetric ratchet stages, these predicates simply require that the adversary
has not compromised any previous state along the chain: neither the asymmetric
stage which created the chain, nor any of the intermediate symmetric stages, are
permitted targets for queries. In other words, we exclude the attack in which the
adversary corrupts a chain key and computes subsequent message keys from it.

4.2 Security Theorem

At the conclusion of the previous chapter we stated
(i) a formal security model which can capture multi-stage AKE protocols, and
(ii) a freshness predicate for the Signal as instantiated in our model.
We can put these two parts together into a definition of security for Signal, by
considering a ppt adversary attempting to distinguish any of its message keys from
random. Specifically, recall that a multi-stage AKE protocol is secure just if for all
ppt adversaries A which do not violate the freshness predicate, the probablity that
A can distinguish a stage key of its choice from a random value is negligibly better
than chance.
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We prove this form of security for Signal under the PRF-ODH assumption and
assuming that all key derivations are random oracles. This assumption is encoded
by expressing a probability bound on adversary success in terms of the success
probability of any adversary against the PRF-ODH game; if the latter is negligible,
the former will be as well.

Thus, our main theorem:

Theorem 1. The Signal protocol is a secure multi-stage key exchange protocol under
the PRF-ODH assumption and assuming all KDF's are random oracles. That s, if
no adversary achieves non-negligible advantage against the (mm)-PREF-ODH game,
then the Signal advantage is a negligible function of the security parameter:
AV s . (A) = negl(n)

Remark 6 (On Monolithic Theorems). Most computational reductions are “mega-
theorems” asserting that some protocol is secure, and ours is no exception. This is
because of the security model, which encodes many different properties and attacks
into a single indistinguishability experiment.

Some recent work in computational protocol models has begun to factor these
theorems into smaller pieces. For example, Brzuska et al. [43] use two games, one
for key secrecy and one to show that their partnering function is not too permissive.
However, our models remain monolithic for now.

Proof (sketch). We give here a proof sketch. The full proof considers of each stage

type and sub-clause exhaustively, and is structured using the sequence-of-games

technique; it can be found at [58].

As with most game-hopping protocol proofs, we begin with a number of adminis-
trative game hops:
(i) to prevent collisions of DH keys
In the target of this hop, we have the challenger maintain a list of all honestly-
generated DH values, and abort if a duplicate value ever appears in this list.
Since our DH key generation is random sampling from a group of size ¢, we
bound the advantage difference over this hop by a constant multiple of 1/q.
(ii) to guess the Tested session
In the target of this hop, we have the challenger guess in advance the agent
u and index ¢ of the session against which the adversary chooses to issue its
Test query, and abort if its guess is wrong. This guess is independent of the
adversary’s random coins, and thus is correct with probability 1 in the number
of possible agents and indices. This is the main source of looseness in our
proof.
(iii) to guess the peer of the Tested session

In the target of this hop, we have the challenge guess in advance an agent
v, and abort if v is not the target of the Tested session. Again, this guess is
correct with probability 1 in the number of agents. Note that we do not guess
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the session index j at agent v, since it is not necessarily the case that a unique
partner session exists.
Next, we break into cases depending on the types of the Tested stage. We give a
probability bound for each case in turn; the maximum of each of these bounds is an
overall bound for the success of an adversary against any stage.

Initial Stage In this case, we consider an adversary which issues a Test(u, i, [0])
query. The initial stage can be either of type triple or triple+DHE.

Suppose first it is of type triple. We know from our security definition that the
adversary can only win if the Tested stage is clean, so we know that clean;,ipie(u, 4, [0])
holds. Looking back at the definition of clean,ipe, We see that in turn one of
cleaniy(u, 7), cleang(u,7,0) and cleangy(u, ¢,0) must hold.

Suppose first that cleanyy(u, ) holds. That is, we know that the long-term secret
key of the initiator is unrevealed, as is the medium-term secret key of the responder,
and we want to show that the first message key (which is a deterministic function
of the first chain key) is secret. To do so, we’ll replace the first chain key with a
random value, and bound the probability difference over this hop using the PRF-ODH
assumption.

Specifically, we assumed that all KDFs are instantiated by random oracles, so
in particular the first chain key is the output of a call to the random oracle. The
adversary cannot compute the random oracle’s internal function itself, so it must
either learn this output directly from a query (which will be ruled out by the cleanness
predicate) or by querying the random oracle with the same input. We will therefore
embed a PRF-ODH challenge into the input of the random oracle, so that in order
to query the random oracle with the correct input the adversary must solve the
PRF-ODH challenge.

Since we are in case LM, we do this by replacing the long-term key of agent v with
the first PRF-ODH challenge value, and the correct medium-term key of agent v
with the other. In order to do this, we first guess which medium-term key was used,
which requires two more game hops. After doing so, we arrive at a game in which
the adversary must solve the PRF-ODH challenge in one of its queries to the random
oracle. We must show that the simulation of the game with the replaced values is
indistinguishable from the original game, which requires a fair amount of work which
we do not describe here. In particular, the simulator uses the PRF oracle in order
to simulate certain adversary behaviours. We depict in Figure 4.1 the Signal key
schedule, and mark

(i) the keys which are assumed honest,
(ii) the keys which may be corrupted or malicious, and
(ili) the keys which are replaced with random values.

Now, we can show that the challenger can simulate the adversary actions by
using the PRF oracle to which the PRF-ODH game grants access. We can therefore
bound the probability difference over this game hop by the success probability of any
adversary against the PRF-ODH game. The conclusion is a probability bound in
terms of the success against a game in which the first chaining key has been replaced
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by a random value, which no adversary can win with better than even odds.

Almost all the remaining cases in the proof follow the same lines. However, in each
case different keys are replaced with the PRF-ODH challenge values, and therefore
the simulation algorithm is different. If cleang.(u,i,[0]) holds then the challenge
values are inserted in place of the initiator’s ephemeral key and the responder’s
long-term key, and if cleangy(u,?,[0]) holds then they are inserted in place of the
initiator’s ephemeral key and the responder’s medium-term key. If the initial stage is
of type triple+DHE then the cases are the same but there is an additional possibility
(cleangg(u, 7, [0])), in which case the PRF-ODH challenge values are inserted in place
of the initiator’s and responder’s ephemeral keys.

In each case, we proceed via a sequence of game hops to an unwinnable game,
accumulating a negligible probability bound along the way.

Asymmetric stages. We describe the reductions here at a much higher level. In
this case, we consider an adversary which issues a Test query against a stage s of
type asym-ir or asym-ri. (There is a subtlety for the first asymmetric stage which
we skip over here.)

Again, we take cases over the different ways to satisfy the cleanness predicate,
depending on the stage type. For example, for stages [asym-ir:z|, clean,syy. ir
requires that either clean,syn ri (u, 7, [asym-ri:z — 1]) A cleangeie(u, 7, [asym-ir:z]) or
cleangg(u, i, — 1,2 — 1). This case is where we see PCS appear: for stage = to be
clean, either its predecessor must be clean or it must use a pair of honest ephemeral
keys.

In the latter case, we perform a PRF-ODH reduction similar to the one already
described. The PRF-ODH challenge values are inserted in place of the two honest
ephemeral keys, and the subsequent stage keys replaced with random values.

In the former case, we replace the root key of the previous stage with a random
value. Detecting this change is precisely differentiating a real root key from random,
and thus if an adversary can detect it then there exists an adversary which breaks
the security of the previous stage. By induction, therefore, we conclude that the
change is not detectable. Once the previous root key is replaced with random, the
remaining game hops are fairly straightforward.

Symmetric stages. Finally, we consider the security of stages of type sym. Here
there is no disjunction in the cleanness predicate and hence only one case to consider.
The argument is similar to the above one for asymmetric ratcheting: we replace the
previous chain key with a random value, inductively showing that detecting this
change would violate the security of the previous stage.

Conclusion. The theorem follows by summing probabilities. O]
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4.3 Conclusion

We have now achieved our original goal: starting from a high-level threat model for
messaging protocols in their modern context, we have
(i) defined a formal B-R model for general multi-stage key exchange protocols,
(ii) instantiated the Signal protocol in our model,
(iii) given a freshness predicate encoding the properties which—according to our
threat model—we believe Signal was designed to provide, and
(iv) stated and proved hardness of the security experiment for Signal with our
freshness predicate.
Intuitively, we can now say that we have proved the strong security properties of
Signal in a formal computational model.
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CHAPTER 5

ART: GROUP AND MULTI-DEVICE MESSAGING

This chapter is based on the paper

Katriel Cohn-Gordon, Cas Cremers, Luke Garratt, Jon Mil-
lican and Kevin Milner. On Ends-to-Ends Encryption: Asyn-
chronous Group Messaging with Strong Security Guarantees.
Cryptology ePrint Archive, Report 2017/666. http: // eprint.
iacr. org/ 2017/ 666. 2017

My core contributions were to the Asynchronous Ratcheting Trees (ART)
design and the computational security model. Luke Garratt made signific-
ant contributions to the security proof, and Kevin Milner to the algorithm
pseudocode.

The Signal messaging protocol is fundamentally a two-party protocol: it specifies
how two agents can exchange DH public keys, derive shared secret state, and encrypt
messages for each other. While this gives a powerful primitive on which to build,
modern messaging applications almost always intend to support conversations with
more than two endpoints, for two main reasons:

Groups Many conversations are with more than two users: a message might be
intended for all attendees of an event, or all participants in a workshop, or
just an ad-hoc list of people. This mirrors the functionality of email, where
multiple recipients can be included on a single mail.

Multiple devices Even in the case of two-user conversations, users may wish to
send and receive messages on a number of different mobile phones, tablets,
desktops and even web browsers. Unless all of these devices share their secret
keys—a design which provides a number of significant security challenges—the
messaging protocol itself must allow all of these devices to communicate.

In order to support these use cases, most implementers of end-to-end-encrypted
group messaging at significant scale have invented their own protocols in order to
support group and multidevice messaging. While they provide some strong security
guarantees, many of these custom n-party protocols have significant drawbacks,
either in security or in efficiency.
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In this chapter, we’ll present a design for a messaging protocol which natively
supports groups. Our design, ART, provides strong security properties analogous to
those of the two-party Signal protocol, while allowing for groups of any size to derive
a shared symmetric key. It scales logarithmically in the number of participants, and
we suggest extensions for group additions and removals. It is also the basis of a new
IETF working group called MLS, for which we are working closely with industry
collaborators in order to standardise and deploy a secure group messaging protocol
at scale.

Messaging Layer Security (MLS)

We designed ART to be practically usable at the scale of WhatsApp, and with
the goal of industry relevance. Like Signal, it is intended to work for deployments
of hundreds of millions of users and to be efficient enough for low-end commodity
devices to perform its cryptographic computations.

As part of this process, we worked with industry in the design and analysis
process as much as possible. To ensure that we agree on a common standard and
that it is usable as widely as possible, we intend to turn it into an Internet standard
through the IETF. We have already convened two interim meetings (including
academics and representatives from Facebook, Google, Twitter, Cisco and Wire,
among others). After a successful “Birds of a Feather” session in London, the IETF
has officially chartered a working group called Messaging Layer Security (MLS) to
specify a protocol for secure group messaging building on our ART design.

The standardisation process gathers input from any interested academic or
industrial partners, and targets engineering challenges as well as the abstract protocol
design and security analysis which we focus on here. For example, in our context it
is enough to give an abstract specification of trees as mathematical objects, while
in an IETF Request For Comments (RFC) we would define a precise canonical
representation of the group state as a bit string. Since MLS aims to specify a
deployable protocol it can also not make many of the abstractions which we did: it
must specify primitives and primitive negotiation, wire formats, and so on.

5.1 Background

We briefly look at the existing ways Signal is used with n parties.

One natural way is to send messages separately to each recipient across their
own Signal channel. In practice all messages are relayed by a transport server since
peer-to-peer communication over the Internet is generally challenging, so this leads to
the message flows depicted in Figure 5.1a. Sending a single message to n recipients
using this scheme in fact requires A to send n copies of the message to the transport
server S, with each copy encrypted under a different key.

This design is not inherently impossible to deploy, and indeed iMessage, Wire
and the Signal app itself all use it for group messaging. (They also all implement
multidevice messaging by considering each device as a distinct group member, with
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(a) Sending pairwise messages from A to B, (b) Sending a fanned-out message from A to
C, D and E via a server S. B, C, D and E via a server S.

Figure 5.1: Comparing messages sent over pairwise channels with server-side fanout. Line
type represents the message content. In all cases the server must send a single message to
each recipient, but without server-side fanout the sender must send n different messages to
the server as opposed to just a single one.

its own keys.) We remark that iMessage’s deployment in particular indicates that
the n-times per message overhead was considered practical on a 2009 iPhone 3GS.

However, there are significant limitations to using pairwise channels once group
sizes start to increase. First, the linear scaling in computation becomes painful:
while a 2x or 3x overhead can be relatively tolerable, it is hard to justify sending
1000 encryptions of the same message in order to implement a large group. Second,
the extra bandwidth requirements can pose a challenge even for small groups: a
short encrypted message of say 32 bytes becomes 1.6kB when sent to a group of size
50. This is particularly problematic for telephone networks in developing countries:
the 2015 State of Connectivity report by internet.org [94] listed affordability of
mobile data as one of the four major barriers to global connectivity.

We remark that large groups are common in many group messaging scenarios,
though rarely supported by end-to-end encrypted messaging systems. For example,
Slack supports channels with thousands of members, as does Cisco’s enterprise
messenger Spark.

Sender Keys The Signal developers implemented a different design for group
messaging which they they refer to as the Sender Keys variant [166]. Here, instead
of using pairwise secure channels for every message agents use them only to send a
symmetric encryption key to the group. They can then send a transport server a
single copy of messages encrypted under this “sender key”, and the server can “fan
out” the message to each recipient as depicted in Figure 5.1b.

This design has many advantages: it is efficient, simple, and scales well even
to large groups. Indeed, it is used by WhatsApp!, Facebook Messenger Secret
Conversations and Allo for all groups of size three or greater, using their existing

"'WhatsApp implements sender keys for group conversations but uses a different design to support
multiple devices in a two-party conversation. There, it has a single “primary” mobile phone, and
allows secondary devices to connect by scanning a Quick Response (QR) code. When Alex sends
a message from a secondary device, WhatsApp first sends the message to Alex’s mobile phone,
and then over the pairwise Signal channel to the intended peer. While this method does allow for
multiple device functionality, it suffers from the downside that Alex cannot use WhatsApp without
an online mobile phone, even if another device is connected.
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support for Signal in pairwise channels. In both implementations, new sender keys
are broadcast whenever a participant is removed from a group but otherwise are
only ever passed through a symmetric ratchet.

However, using sender keys sacrifices some of the strong security properties
achieved by the Double Ratchet: if an adversary ever learns a sender key, it can
subsequently eavesdrop on all messages and impersonate the key’s owner in the
group, even though it could not do so over the pairwise channels (whose keys are
continuously updated). Thus, sender keys do not provide PCS.

Regularly broadcasting new sender keys over pairwise Signal channels prevents
this type of attack. However, since a new sender key message must be sent separately
to each group member, this returns to linear scaling in the size of the group for a
given key rotation frequency, with all the same problems as above.

n-party DH One might wonder whether it is possible to generalise Signal’s two-
party ratchet by using an n-way DH-like primitive: one which given all of g*, ... ¢*»
and a single x; (¢ < n), derives a value grk which is hard to compute without knowing
one of the z;.

With n = 3 Joux [97] gives a pairing-based construction of exactly such a
primitive. However, for general n it is a known open problem to do so from standard
assumptions. Boneh and Silverberg [35] essentially generalise the Joux protocol
with a construction from the nonstandard assumption of a (n — 1)-non-degenerate
linear map on the integers. Boneh and Zhandry [36] present a construction from
indistinguishability obfuscation (i0), and recent work by Ma and Zhandry [121]
formalises the concept as an “encryptor combiner” and gives constructions from iO
or from certain lattice assumptions.

5.2 Group Key Exchange

While n-way DH-like primitives are out of reach, the idea remains to use a group
key exchange protocol as a building block for a Signal-like ratcheting scheme, with
new keys generated periodically by group members and the group key exchange
repeatedly applied to derive a new shared secret for the whole group. In this chapter
we will show that this idea leads to a practical design for an efficient group messaging
protocol with PCS.

We will use tree-based DH protocols as one of our core building blocks.

5.2.1 Tree-based group DH

There is a very large body of literature on tree-based group key agreement schemes.
An early example is the “audio teleconference system” of Steer et al. [158], and the
seminal academic work is perhaps Wallner, Harder and Agee [165] or Wong, Gouda
and Lam [168]. Later examples include [40, 54, 101, 102, 103, 116, 169], among many
others.
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These protocols share the same observation: while an n-way DH shared secret
cannot be computed directly from n public keys, it can be done iteratively, by
repeatedly computing the DH shared secret of a pair of keys and reinterpreting the
result as itself a DH secret key. We define the notation «(+) for this reinterpretation;
¢(+) maps group elements to integers, and we’ll instantiate it later in the analysis
with a random oracle.

This computation can be thought of as assigning private DH keys to leaves of a
binary tree, defining

(i) g™ as the secret key of a node whose two children have secret keys = and v,

and

(ii) ¢"9*") as its public or ‘blinded’ key.
Recursively computing secret keys through the tree, starting from the leaves, yields
a value at the root which we call the “tree key”. This value has the DH property
that we wanted, namely, that it can only be computed with knowledge of at least
one secret leaf key. (A similar construction can be done with ternary trees for the
three-party Joux protocol, using a bilinear pairing.)

For example, if A knows a secret key a and public keys ¢°, ¢¢, ¢%, they can
compute

ski = (¢")" = g*

sky — <gb(g“l))sk1 _ gb(g“b)b(gc‘i) pk, = g5

or, drawn as a tree with nodes labeled by secret keys,

Sk2

/N

Sk1 — gab gcd

/A
a b

b using the public key ¢® which was initially distributed.

a

A derives sk; = ¢

ki’ A must know not just the secret key

However, in order to compute sky = (g9
g but also the public key ggai, which was not initially distributed. Moreover, gQCd
can only be computed with knowledge of either ¢ or d; A cannot compute it alone.
More generally, in order to compute the secret key at the root of the tree—the
tree key—an agent must know
(1) one secret leaf key \;, and
(ii) all public node keys pk; to pk,, along the copath of \;’s node,
where the copath of a node is the list of sibling nodes along its path to the tree root.
The group key is computed by alternately exponentiating the next public key with
the current secret, and applying an injection from group elements to integers. The
requirement for copath knowledge demonstrates that knowing the public leaf keys
alone is not enough to compute the tree key.
How can A learn the values along their copath, ¢° in our example? Existing
tree-based designs include a number of online rounds in which agents take turns
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broadcasting enough information for all group members to learn all public keys on
their copath. For example, Kim, Perrig and Tsudik [103] describe a system where
certain agents “sponsor” their subtrees, broadcasting the public keys which they
know. In our simple example, A might broadcast ¢9*, then C' might broadcast ¢9°,
and then all group members have enough information to compute the tree key.

These designs are thus intrinsically synchronous: they require all parties to
come online at the same time for the initial key exchange, in order to broadcast or
exchange intermediate public keys in the tree. This is not a problem in their context
of XMPP-style instant messaging, but poses a problem in our context of mobile
and unreliable networks. In §5.4 we will construct a design for tree-based group key
exchange which is asynchronous, allowing an agent to create a group and derive a
group key without waiting for its peers to broadcast any information.

First, however, we quickly survey some other well-known protocols for group key
exchange.

5.3 Threat Model

We discussed a context and threat model for modern messaging services in §3.1 on
page 38, and we will not duplicate that discussion here. In the group context, we
also aim for secrecy and authentication of group keys, where a authentication now
means that only group members can derive the key. As in the two-party case, we
have two novel requirements, one functional and one security:

(i) asynchronicity: no group operation should require any pair of group members
to be online concurrently

(ii) PCS: if a group member is compromised but later performs a certain group
operation, the adversary should not be able to derive the resulting group key

Unlike in the two-party case, however, there are many properties which are only
meaningful in groups larger than two. In general many of these properties have been
thoroughly discussed in the literature, and we do not aim to satisfy all of them with
our work. Our goal here is to provide a provably-secure design for an asynchronous
group messaging system, and to do so in a way that existing techniques for other
features of group messaging should be applicable in a relatively straightforward
manner.

In the interest of transparency, we explicitly name some properties which we do
not set out to solve in this work, referring the reader to other research or designs.
We do not mean to imply that these problems are unimportant or their solutions
unnecessary—rather, merely that we are not setting out to solve them in this work. In
many cases, a solution will indeed be necessary in a large-scale practical deployment.

As we will see later, our designs build on well-studied DH tree based systems,
thereby enabling the reuse of existing solutions as components.

5.3.1 Properties Out of Scope
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Sender-specific authentication With two parties, it is relatively straightforward
to reason about authentication based on a shared key. Indeed, if Alex receives a
message m they did not send, authenticated under a key whose only other holder is
Blake, they can safely conclude that Blake must have sent m.

In a group, this conclusion is not quite so straightforward. Indeed, if Alex receives
a message m they did not send, authenticated under a key whose only other holders
are Blake and Charlie, they can only safely conclude that either Blake or Charlie
sent m but not which one.

Depending on the context, this may not be a desirable property of a group
messaging system. In Multi-Party Off-the-Record Messaging (mpOTR) it is con-
sidered a feature as a form of deniability: Alex can deny having sent any particular
message, claiming that any other group member could also have produced it. In
implementations of Signal’s Sender Keys protocol this property is explicitly ruled out
with signatures: each participant broadcasts a signature public key (over a deniable
channel), and signs all of their messages under that key. We choose the simpler
option and do not include signature keys, discussing this topic further in §5.6.

Centralised, unencrypted group messaging systems usually provide individual
authentication via the service provider’s accounts. For example, Facebook Messenger
group chats do not allow Blake to impersonate Charlie, because Blake must log
into a Facebook account to send a message. We do not assume such a trusted third
party in our analyses. Of course, an encrypted messaging system can also include
authentication from a third party, as with e.g. Facebook’s Secret Conversations.

Malicious group members In the two-party case, security properties generally
assume that the peer to a session is honest. Group properties may also assume that
all peers to a session are honest, but with n > 2 parties there is also an intermediate
assumption: m < n parties may be honest. Different protocols may or may not
provide guarantees in this latter case. For example, Abdalla et al. [2] give a group
key exchange protocol which allows subsets of the group to derive keys known only
to that subset. They aim for security in a subset even if a group member outside of
that subset is malicious, resisting attacks such as Eli adding Charlie but claiming to
have added Blake, or adding Charlie but trying to hide the fact.

Although these properties are useful, we consider them orthogonal to our core
research question and we do not consider malicious group members. Moreover, be-
cause we use standard constructions from the (synchronous) literature, we anticipate
that extending our design to handle e.g., subset communications should be relatively
straightforward.

Malicious creators A particular example of a malicious insider is the group
creator, who may be able to choose evil initial values. For example, a group creator
might be able to secretly add an eavesdropper to a group without revealing their
presence to the other (honest) group members. That is, Alex might create a group
and claim it contains only Blake and Charlie, but secretly also include Eli. As for
malicious insiders in general, we regard this context as out of scope. (We remark that
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Alez Do you want to leak those government secrets? Alexz Do you want to leak those government secrets?
Alex Oops, I mean *read those government speeches! Blake Sure!
Blake Sure! Alex Oops, I mean *read those government speeches!

Figure 5.2: Two transcripts with different message ordering can have very different meanings!

a malicious insider could also publish received messages regardless of the underlying
protocol.)

Executability Cohn-Gordon, Cremers and Garratt [57] point out a possible failure
mode of stateful protocols: in some protocols, it is possible for an agent to enter a
state in which they are unable to complete any sessions. This is not a problem for
stateless protocols, for which if one session can be completed then a subsequent one
can be completed as well.

A particular instantiation of this problem is desynchronisation of state in stateful
group messaging protocols. If Blake attempts to update the state without realising
that Alex has already performed an update, Blake may lose track of the current
group key. In particular, if Alex and Blake both send a key update at the same time,
only one can consistently be applied; this does not violate any secrecy properties,
but may break availability if updating a key is necessary to send a message. In some
cases, this may lead to a denial of service attack on the protocol.

We remark on two main techniques to avoid trivial denials of service, though a
perfect solution is an open research question (studied e.g. by Chen and Tzeng [54])
and we consider it out of scope for our work.

The first technique is to separate state changes from message transport: once
Blake has derived a valid message encryption key, the protocol may accept messages
sent under that key for a short duration even if it expects Blake to have performed
a state update. This allows Blake to send messages immediately while in the
background performing a recovery process to return to the latest group state, at the
cost of weakened security guarantees due to the extended key lifetime.

A second solution is at the transport layer, either by enforcing in-order message
delivery or by refusing to accept out-of-order key updates and instead delivering
the latest group state. That is, when the transport layer server receives a state
update from Blake which was generated based on an out-of-date state, it can refuse
to accept it and instead instruct Blake to process the latest updates and retry. Since
this enforcement can operate based only on message metadata, a malicious transport
server can then violate availability but not message confidentiality or integrity. This
solution works fine for many group sizes, but in very large groups may cause a server
performance bottleneck.

Transcript agreement In many scenarios it is valuable for all group participants
to agree on the ordered list of messages that were sent and received in the group;
Figure 5.2 is a silly example of two transcripts containing the same messages but
with rather different meanings.

Various different messaging protocols have implemented their own solutions to
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transcript consistency. For example, some of the OTR family have a “tear down”

operation when a chat finishes in which all participants compare a hash of the entire
transcript. This will detect differences such as the above, though cannot identify
where in the conversation the disagreement may have taken place.

Although transcript agreement is a useful property, it has many subtleties that
are orthogonal to our key research questions and we do not cover it here.

5.4 Asynchronous Ratcheting Trees

We now give a design which we call Asynchronous Ratcheting Trees (ART). ART
combines the structures from DH trees with some concepts from Signal and some
novel ideas, in order to provide a group messaging protocol with PCS and which
works fully asynchronously.

DH trees provide many of the features we will want, but recall two key problems:
they require interactive communication to create, and they do not have any specified
way to update a group key short of creating a new tree. We now give informal
descriptions of two ART protocols for noninteractive setup and updates, showing
how they solve these problems.

5.4.1 ART Setup

As discussed in §5.2.1, distributing the public keys on each agent’s copath has
normally led to a number of interactive rounds in previous tree DH protocols. Indeed,
an agent who knows a leaf key A can compute grk only if they know the public keys
on their copath keys, but cannot compute those public keys even if they know all
public keys at leaf nodes.

To avoid this interaction, we use asymmetric prekeys together with a one-time
asymmetric setup key.

Prekeys were first introduced by Marlinspike [123]| for asynchronicity in the
TextSecure messaging app, and subsequently adopted by the Signal protocol (§2.1.3
on page 11). Recall that they are DH ephemeral public keys cached by an untrusted
intermediate server, and fetched on demand by messaging clients. The prekeys are
sent to clients through the public key infrastructure at the same time as long-term
identity keys, act as initial messages for a one-round authenticated key exchange
protocol, and allow for handshakes with offline peers.

For ART we introduce in addition a one-time DH setup key, generated locally by
the creator of a group and used only during session creation. This key is used to
perform an initial key exchange with the prekeys, and allows the initiator to generate
secret leaf keys for the other group members while they are offline.

Asynchronous tree construction works roughly as follows. The initiator Alex
generates a new leaf key A; for each group member, by fetching a prekey for them
and performing a noninteractive key exchange. Knowing all the initial A;, Alex can
compute all intermediate nodes in the tree, and thus can tell each group member
the public keys which they need to compute the key at the root of the tree.

-3
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Alex generates a new ART tree with gb(g)\f‘AlB)L(g)\lc)\f))
AB = AKE(ik,, suk, iky, eky)
A = AKE(ik,, suk, ik, ek) () || gb(gwfvﬁ) () || gb(gx?AP)
NP = AKE(ikq, suk, ikq, ekq) /N /N

and broadcasts all the public keys. )‘14 | 9/\f )‘{3 | g)‘? )‘10 | 9/\10 )‘1D 1 9)‘{j

(a) Alex creates an ART group with three other members.

Alex updates their key by choosing a new
leaf key /\‘24, computing the updated nodes
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921: gl

L AAN\B )
P <gL<g*%“?>> R (g || gt
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on the path from )\‘24 to the tree root, and )\51 | g’\‘24 )\{3 I g)‘jl5 )\? | gAlc )\? | g’\P
broadcasting the updated public keys to
the group.

L(g

(b) Alex updates, choosing a fresh leaf key and broadcasting updated public keys.

(g2 3T (g5 M)

Charlie updates their key in the same way:
by choosing a new leaf key )\20, computing

Ag‘xf) AQCA?)

the updated nodes on the path from \§ L(gA§A?) | '

(g ) || g

to the tree root, and broadcasting the
updated public keys to the group. / \

A Y C
Y DV [ PV (7

(c) Charlie updates their key in the same way.

Figure 5.3: Example ART tree creation and updates. We write secret keys and the
corresponding public keys at each node, separated by ||. Leaf keys are denoted A}, where u
is the corresponding identity and i a counter. ¢(-) denotes a mapping from group elements
to integers. From any secret leaf key and the set of public keys on its copath, an agent can
compute the tree key by repeated exponentiation.
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In more detail, suppose Alex wishes to create a group of size n containing Alex
and n — 1 peers. Alex begins by generating a DH key SUK = ¢*** we call the setup
key, and then requests from the public key infrastructure an identity key ¢k and an
ephemeral prekey ek for each intended peer (“Blake”, “Charlie”, ... ), numbering them
1 through n — 1. Using the secret identity key ik, and the setup key suk together
with the received keys for each peer, Alex executes a one-round authenticated key
exchange protocol to derive leaf keys AP, \¢ ... Ay»~!. Using these generated leaf
keys together with a freshly-generated leaf key A7, Alex can build a DH tree whose
root holds the initial group key.

We write AKE(ik;, ek;, ik, ek,) for the session key derived by this one-round
AKE protocol with identity keys ik;/ik, and ephemeral keys ek;/ ek, for the initiator
and responder respectively. Note that the initiator and the other group members
compute AKE(- - ) differently: the initiator uses the private keys corresponding to
the first two arguments, and the responders use the private keys corresponding to
the second two arguments. The resulting key is depicted in Figure 5.3a.

We will not yet force a particular instantiation of this one-round key exchange
protocol. For example, it can be instantiated with an unauthenticated DH exchange
between Alex’s setup key and Blake’s prekey (ignoring the identity keys), resulting
in an unauthenticated tree structure. This is the design we analyse in §5.5.3. A
more practical instantiation is with a strong authenticated key exchange protocol,
which we briefly discuss there.

To share the initial group key, Alex sends

(i) the public prekeys (ek,) and identities (ik;) used to create the group,
(ii) the public setup key SUK,
(iii) the tree T of public keys, and
(iv) a signature of the previous data (i), (ii), (iii) under Alex’s identity key.
When they receive this data and verify the signature, each group member can
reproduce the computation of the tree key:
(i) they compute their leaf key \; using the secret ephemeral key corresponding
to their public ephemeral key used by Alex in AKE,
(ii) they extract their copath of public keys from the tree T', and
(iii) they iteratively exponentiate with the public keys on the copath until they
reach the final key, which by construction is the tree key tk.

At this stage tk is a shared symmetric secret key among all the members of the
group, and can be used as input to a key schedule to derive message encryption and
authentication keys.

We give pseudocode definitions in Figure 5.5 (Algorithms 1 to 3).

5.4.2 ART Updates

To achieve PCS, we must be able to update shared group keys in a way that depends
both on state from previous stages and on newly exchanged messages. (Cohn-Gordon,
Cremers and Garratt [57] prove necessity of this double dependency.) Since PCS is
an explicit goal of ART, it must therefore support an efficient mechanism for any

~
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7.tk .tk
7.8k KDF 7.5k’ KDF m.sk”

Figure 5.4: Derivation of stage keys m.sk. When a new tree key 7.tk is computed (as the
root of a DH tree), it is combined with the current stage key to derive a new stage key
m.sk’, etc. This “chaining” of keys is an important ingredient for achieving PCS. Note that
the ART KDF also includes 7.IDs and «.T', per Algorithm 2 on the facing page.

group member to update their key.

Key trees have the important property that changing a single leaf key only requires
changing logarithmically many other values in the tree, namely, the ancestors of the
changed leaf key. This means that if, say Alex generates and broadcasts a new leaf
key, other group members can compute all the intermediate values in the resulting
updated tree using only (i) their view of the tree before the change, and (ii) the list
of updated public DH keys of nodes along the path from Alex’s leaf node to the root
of the tree. Since Alex can compute (ii) in logarithmic time and broadcast it to the
group along with the new leaf key, this update is both efficient and asynchronous,
allowing for fast, noninteractive group key updates.

Specifically, if at any point a participant wishes to change leaf key from A, to
A, they can recompute the new public keys after the change, at all nodes along the
path from their leaf to the tree root. They can then broadcast to the group their
new public leaf key and all of the recomputed intermediate keys, authenticating the
update with a MAC under the previous shared group key.

A group member who receives such a message can apply the update to their stored
copath (at the node on the intersection of the two paths to the root). Computing
the key induced by this new copath yields the updated group key, again without
requiring any two group members to be online at the same time.

We give a pseudocode definition of these algorithms in Figure 5.5 and algorithms 4
and 5.

5.4.2.1 Stage key chaining

In order to achieve PCS, message encryption keys cannot be independent—instead,
each key must depend both on fresh secrets and on previous stages. As long as one
of these two sources of secret data is unknown to the adversary, the key derived by
the stage will be as well. For ART we use the same hash chain design as Signal,
depicted here in Figure 5.4. A master (“stage”) key is derived at each stage from a
KDF applied to two inputs: the previous stage key and the key at the root of the
current tree.

5.4.3 Algorithms

We give pseudocode algorithms for all of the operations in our design in Figure 5.5.
Suppose Alex wishes to create a group with four other agents, using Algorithm 1.
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Algorithm 1 Asynchronous group setup

: procedure SeTurGrour((ik;, ek,)—,")
// set up a group withn — 1 identity and ephemeral keys of peers
AL DHKeyGen()

1
2
3
4 suk & KeyExchangeKeyGen()

5: fori < 1...n — 1 do // generate leaf keys for each agent
6 Ai < (KeYExcHANGE(T. ik, ik;, suk, ek;))

7 add (\;, sid(m, o)) to 0. HKeys

8
9

Tieeret <~ CREATETREE(T.A, A1, -+ v s Anpee,e)
: 7.1 4 PUBLICKEYS(Tsecret)
10: m.IDs < 7.ik, iky, ..., iknpccrs
1 7.EKs < 7.ek, ek ..... ek,
12 z  m.IDs, 7TEKS SUK A
13: m <+ (z, SIGN(x, m.ik))
14: .tk < (Teeeret)0,0
15: m.idx <= 0
16: ol[m.idx] « 1
17: ollz] <~ 0for0 <z <n

18: 7.P + Coparu(T, 0)
19: m.sk =0

20: DERIVESTAGEKEY()
21: return m

Algorithm 2 Helper functions

1: function LEFTSUBTREESIZE(x)

2! /1 height of the left subtree if there are x elements

3: return 2[1g2(2)1-1

4: function CREATETREE(Ag, A1, ..., Ay) // tree withn leaves

5: if n = 0 then return (leaf, o)

6: h < LEFTSUBTREESIZE(n)

7: (L7 lk) — CREATETREE()\(), ceey )‘(h—l)) /I complete left subtree
8: (R,rk) < CREATETREE(Ap, . .., Ap_1) // right subtree

90 k< o(LK™)

10: return (node((L, lk), (R, rk)), k)

11: function PuBLIcKEYS(T < node(L, R), k)

12: if T = () then return ()

return node(PuBLIcKEYs(L), PuBLIcKEYS(R)), g*

13: function COPATH(T, i) // wherei is the index of the leaf and |T'| =

14: if ¢ < LEFTSUBTREESIZE(|T'|) then // i is in the complete left sub-
tree

15: return g't1, Copat(T} o, 1)

16: else// iis in the possibly incomplete right subtree

17: return g710, Copatn(7} 1,7 — 2')

18: function PATHNODEKEYS(), P) // leaf key and the copath of public keys

19: nks|p| < A

20: for j < (|P| —1)...1do

210 nks; < 1((P; )”]“J“)

22: return (Py)" 1 nksq, ..., nksp|

23: function DERIVESTAGEKEY
24: m.sk < KDF(m.sk, w.tk, 7.IDs, 7.T)
25: return

Figure 5.5: Pseudocode descriptions of the algorithms in our ART design.

Algorithm 3 Receiving a setup message as agent at

index @
1: procedure PROCESSSETUPMESSAGE(1m)
2 T, 84 m
3 assert SIGVERIFY(z, s, (x.IDs)g)
4: assert 7.u € x.IDs
5: (7T.IDS, 7T.T) — (,T,‘.IDS7 TE.T) // store agent ids and copath in state
6: ek < ephemeral prekey corresponding to ek from 7
7 7.\ < (KEYExCHANGE(m. ik, (7.IDs)o, ek, 2. SUK))
8: nks < PATHNODEKEYS(7.\, 7. P)
9: .tk < nksq // store initial tree key
10: midx =i
11 0.l[0] < 1
12: ollz] «+0for0<z<n
13: m.sk =0
14: DERIVESTAGEKEY()
15: return

Algorithm 4 Agent updating their key

1: procedure UPDATEKEY

o
-
= Q

IR B L o A

Al DHKeyGen()
o.l[r.idx]  o.l|r.idx] + 1
add (7., sid(m, 0)) to o.HKeys
nks < PATHNODEKEYs(\, 7. P)
r « m.idx, NKSy, ..., NKS‘pl
.tk < nksg

m < z,Mac(z; 7.sk)
ot<ot+1
DERIVESTAGEKEY()

return m

Algorithm 5 Processing another agent’s key update

13:

o
-

15:
16:
17:

1
2
3
4
5:
6.
7
8
9

: procedure PROCESSUPDATEMESSAGE(1m)

Tyl m

assert MACVERIFY(z, f1, .5k)

j,nks < x

v < INDEXToUPDATE([log, n] , 0, .idx, j)
7T.PV < U, I/ index v of the copath has been updated in this message
nks < PATHNODEKEYS(7.\, 7. P)

.tk < nkso

o.l[j] + o Lj] +1

ot ot+1

DERIVESTAGEKEY()

return

function INDEXTOUPDATE(h, 1, 7, j)

if (1 < thl) A (j < 2h71) then // both are in the left subtree
return INDExToUpPDATE(R — 1,n + 1,4, j)

else if (i > Qh_l) A > 2h_1) then // both in the right subtree
return INDEXTOUPDATE(h — 1,n+1,i —2"1 j—2h—1)

return n // otherwise return index where they differ

Informal

explanations can be found in §5.4. We use procedure to denote subroutines which are
used by the protocol algorithms PSend and PRecv, and function to denote ones which
are not. Procedures operate on and mutate the agent’s current state = and o, receive an
optional input message and return an optional output message, which are received from
and returned to the adversary. When sending a tuple, we implicitly uniquely encode it as a
bitstring (to avoid type confusion errors), and when receiving one we uniquely decode it.
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Alex begins by generating a setup keypair with secret key suk, and a leaf keypair
with secret key A{!, then retrieves the public identity and ephemeral prekeys of each
peer and creates the tree in Figure 5.3a.

Alex then sends each agent their respective copath and the prekey used to set
them up in the tree, along with the identities of the other group members and the
public setup key. Alex stores the leaf key, the ordered list of public identity keys,
the tree key, and the copath, and finally derives the stage key used for messaging
via DERIVESTAGEKEY in Algorithm 2. Parsing this message (Algorithm 3) allows a
recipient to identify their position in the group tree, and to construct the group key
using DERIVESTAGEKEY.

To update a key, any group member can run Algorithm 4, generating a new leaf
key A and recomputing their path up to the root. This results in the new tree shown
in Figure 5.3c. They then send a key update message containing an index into the
tree as well as the path of updated public keys excluding the root, store the updated
leaf key and tree key, and computes the new stage key with DERIVESTAGEKEY.

Upon receiving this key update message, agents determines their new copath,
replacing the relevant existing copath entry with a public key from received message.
This is done by executing Algorithm 5. From this, they compute the new tree key,
and finally invoke DERIVESTAGEKEY to compute the new stage key.

5.4.3.1 Notation

Definition 10 (State). For agent u, session counter i and stage counter ¢, the session
state m comprises:
(i) 7.u, the identity u of the current agent
(ii) m.ik, the identity key of the current agent
(iii) m.ek, the ephemeral prekeys of the current agent

(v

(vi) m.idx, the position of the current agent in the group

)
)
(iv) 7.\, the leaf key of the current stage
) m.T, the current tree (with ordered nodes) with public keys stored at each node
)
(vii) 7.IDs, an ordered list of agent identifiers and leaf keys for the group, where
the index of each entry is the index of the corresponding leaf in the tree
(viii) m.tk, the tree key of the current stage
(ix) 7.P, the copath of the current agent
Where there are multiple distinct session states under consideration, we refer to

7 = m(u,i,t) as the state of the ' stage of agent u’s i*® session.

Values in 7 roughly correspond to variables in a protocol implementation. However,
for the security definitions we also keep track of some additional “bookkeeping” state
0. Values in o are only used for the security game, and do not correspond to variables
in a protocol implementation.

Definition 11 (Bookkeeping state). For agent u, session counter ¢ and stage counter
t, the bookkeeping state o of (u,,t) is an ordered collection of the following variables.
(i) 0.7, the index of the current session among all sessions with the same agent
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(i) o.t, the index of the current stage in the session (initialised to 0 and incremented
after each new stage key is computed)
(iii) o.sk, the agent’s secret stage key to be used at the current stage
(iv) o.status, the execution status for the current stage. Takes the value active at
the start of a stage, and later set to either accept or reject when the stage
key is computed
(v) o.sessk, the key output by the current stage
(vi) 0.HKeys, the set of ephemeral keys honestly generated in the current stage
(vii) o.f[i'], the number of leaf keys received so far from node ¢ in 7.7" (when
i’ = m.idx, this is the number of leaf keys that (u,7) has generated so far).

Definition 12 (sid). By sid(w,0) we mean the triple (w.u,0.7,0.t). Agents are
unique, session counters monotonically increase and session state does not change
without the stage changing. Therefore, such a tuple (u,i,t) uniquely identifies states
7w and o if they exist.

5.5 Security Analysis

In this thesis, we give a computational security model and proof for an unauthentic-
ated instantiation of ART. To do so, we build a computational security model for
multi-stage group key exchange protocols similar to the one we used for Signal, but
supporting more than two participants in a conversation. We instantiate this model
with an unauthenticated version of ART in which the initial leaf keys are derived
directly from the setup key and prekeys. This allows us to capture the core security
properties of the key updates, including PCS, without focusing on the properties of
the authenticated key exchange used for the initial construction. In this model, we
sketch a reduction showing indistinguishability of group keys from random values,
using a game-hopping argument.

5.5.1 Out of Scope: Authentication

As shown in the algorithms, authentication can be provided by deriving initial leaf
keys from a non-interactive key exchange, whose security property also applies to
the resulting tree key. We don’t aim to give a computational analysis of such a
property, because we believe that its complexity would be beyond the scope of current
computational proof techniques. In particular, our freshness condition is already
fairly complex, and its interaction with a modern AKE model with identity key
corruptions would lead to a state space explosion in the number of proof cases.

We see analyses of complex protocols such as authenticated ART as a motivating
example for symbolic verification tools. Indeed, a TAMARIN analysis can be found in
our paper [60]. There, the ratcheting tree structure is abstracted away and modelled
as a black box oracle mapping n public leaf keys and one secret leaf key to a group
key.
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We remark that the authentication property does not follow trivially from using
an AKE protocol at the leaves: TAMARIN found an attack against an earlier design
of ART which did not provide integrity protection for the initial group-creation
messages. In this attack Alex constructs a group containing Blake by fetching
prekeys as usual, computing a group key using an authenticated key exchange at the
leaf nodes, and sending an initial message to Blake. However, an active adversary
modifies this initial message to add a malicious leaf key to the group. Blake, unable
to detect the modification due to the lack of integrity protection, willingly constructs
a group containing the adversary, who can subsequently read all messages sent by
Blake. The attack is prevented by authenticating the initial message.

5.5.2 Computational Model

We build on the multi-stage definition of Fischlin and Giinther [82], in which sessions
admit multiple stages with distinct keys and the adversary can Test any stage. This
is similar to the model described in §3.3, but we must extend to group messaging
by allowing multiple peers for each session. As before, our model defines a security
experiment as a game played between a challenger and a pptm adversary. The
adversary is given a set of queries through which it can interact with the challenger,
including the ability to relay or modify messages but also to compromise certain
secrets, and eventually chooses a so-called Test session and stage, receiving uniformly
at random either its true key or a random key sampled from the same distribution.
It must then decide which it has received, winning the game if the guess is correct.
Thus, a protocol which is secure in this model enjoys the property that an adversary
cannot tell if the true keys are replaced with random values.

Our model for Signal, as with most similar key exchange models, uses Activate and
Run algorithms to encode the adversary’s interaction with the protocol algorithms.
That is, if the adversary wishes Alex third session to send a message to Blake, say, it
invokes a Send query with some arguments, which the challenger then uses to invoke
the Run algorithm. In Signal, there are two possible actions that the Run algorithm
must support: receiving a message (if the Send query was passed the message as an
argument), or sending a message (otherwise). However, for ART there are multiple
actions that an agent can perform: for example, whether or not to perform a key
update when sending a message.

We would like a way for the adversary to instruct the target of its query as to
which action to take. To do so, we split the traditional Run algorithm into PRecv
(“protocol receive”, to receive and process a message from A) and PSend (“protocol
send”, to receive instructions from and then send a message to A), and split the Send
query into ASend (“adversary send”, to instruct the challenger to send a message to
a target session) and ARecv (“adversary receive”, to request a message from a target
session). The challenger will respond to ASend queries using the PRecv algorithm
and ARecv using PSend.

Definition 13 (Multi-stage key exchange protocol). A multi-stage key exchange
protocol IT is defined by a keyspace K, a security parameter A (dictating the DH
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Table 5.1: Adversary queries defined in our model. We use u to denote the agent targeted
by a query, ¢ to denote the index of a session at an agent, and ¢ to denote the stage of a
session—thus, for example, (Alex, 3, 4) identifies the fourth stage of Alex’s third session.
We use m for messages and b, b’ for bits.

Create(u, vy, ... Up_1)

ASend(u,1,m)

ARecv(u, i, data)

RevSessKey(u, i, 1)

RevRand(u, i, t)

Test(u, 1)

Guess(b')

Given a set of intended peers vy, ..., v,—1 (n <7), the chal-
lenger executes Activate to prepare a new state 7, prepares a
new bookkeeping state o with ¢.7 set to the number of times
Create(u, ... ) has already been called, and initialises a new
role oracle with states m and o for agent wu.

Given a message m and a session (u,7) with state 7, execute
7' <= PRecv(m, m) and set the session state to 7’. u must
be a valid agent identifier and Create(u, ... ) must have been
called at least ¢+ — 1 times. This query models sending a
message to a session.

Given a session (u,i) with state m, execute 7',m <
PSend(7, data), update the session state to 7’ and return
the message m. This query models a role oracle performing
of the protocol’s actions.

Given (u,i,t), return m.sessk where 7 is the stage with
sid(m) = (u,i,t) if it exists. This query models keys being
leaked to the adversary and is used to capture authentication
properties.

Given (u,i,t), reveal the random coins by w in stage ¢ of
session (u, 7). This query models the corruption of an agent,
either in their initial key generation (at ¢ = 0) or afterwards
(t>0).

Given (u,i,t), let ky denote the key computed by user u
at stage t of session (u,i), and let k; denote a uniformly
randomly sampled key from the challenger. The challenger

flips a coin b & Uniform({0,1}) and returns k.
The adversary immediately terminates its execution after this

query.

group size ¢) and the following probabilistic algorithms:
(i) (z,g¢") < KeyExchangeKeyGen(): generate DH keys
(i) Activate(z, role, peers) — m: the challenger initialises the protocol state of an

agent u by accepting a long-term secret key z, a role role and a list peers of

peers, creating states m and o, assigning 0.7 to the smallest integer not yet

used by u, and returning (7, o)

PRecv(m,m) — 7': an agent receives a message m, updating their protocol

state from 7 to 7’

PSend(m, data) — 7', m: an agent receives some instructions data and sends a

message m, updating their protocol state from  to «’

Definition 14 (Adversary queries). We allow the adversary access to the queries
defined in Table 5.1.

83



§5.5 Chapter 5. ART: Group and Multi-device Messaging

We fix a maximum group size 7, which is the largest group that an agent is willing
to create. This can be application-specific.

5.5.3 Analysis

We now have enough tools to analyse ART in the model of §5.5.2. In this analysis we
do not consider the use of long-term keys, since we are working in an unauthenticated
model. Our freshness criteria allow the adversary to corrupt the random values or
key from any stage, but rule out trivial attacks created by such corruptions. We

define
KEYEXCHANGE(7.ik, IDs, ek, SUK) < SUK °*.

That is, our initial leaf nodes are constructed unauthenticated from initial ephemeral
keys. In this setting we do not need the MACs which are defined in the protocol
algorithms, and we do not make any assumptions here on their security properties.

We define PRecv(m, m) as follows. For a session with 0.t = 0, validate that
m is of the expected format for PROCESSSETUPMESSAGE, and if so then execute
PROCESSSETUPMESSAGE and return the result. For a session with o.t > 0, validate
that m is of the expected format for PROCESSUPDATEMESSAGE, and if so then
execute PROCESSUPDATEMESSAGE, returning the result.

We define PSend (7, data) as follows. Validate that data is one of “create-group”
or “update-key”, or else abort, setting the session state to reject. Then, if data is
“create-group”, execute SETUPGROUP and return the result; if data is “update-key”,
execute UPDATEKEY and return the result.

Definition 15 (Matching). We say that two stages with respective sids (u, 4,t) and
(v, 7,s) match if they both have o.status = accept and moreover have derived the
same key.

Definition 16 (Freshness of a copath). Let P = P, ..., ]5“5‘_1 be a list of group
elements representing a copath and let A = \g...\,_1 be a list of group elements
representing leaf keys. We say that P is the i copath induced by A precisely if, in
the DH tree induced by A, each P; is the sibling of a node on the path from ); to the
tree root, and that P is induced by A if for some i it is the i*" copath induced by A.
We say that a copath P is fresh if both
(i) P is the i*" copath induced by some A, and
(i) for each g% € A, both
(a) there exists some stage whose sid(m, o) = (u, 4,t) such that (\;, sid(m, 0)) €
o.HKeys, and
(b) no RevRand(u,,t) query was issued.
Intuitively, a copath is fresh if it is built from honestly-generated and unrevealed
leaf keys. In particular, the copath’s owner’s leaf key must also be unrevealed, since
it is included in A.
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Definition 17 (Freshness of a stage). We say that a stage with sid (u,,t) deriving
key sessk is fresh if
(i) it has status accept,
(ii) the adversary has not issued a RevSessKey(u,1,t) query,
(iii) there does not exist a stage with sid (v, j, s) such that the adversary has issued
a query RevSessKey(v, j, s) whose return value is sessk, and
(iv) one of the following criteria holds:
(a) t > 0 and the stage with sid (u,i,t — 1) is fresh, or
(b) the current copath is fresh.
Intuitively, a stage is fresh if either all of the leaves in the current tree are honestly
generated and unrevealed or the previous stage was fresh. The latter disjunct
captures a form of PCS: if an adversary allows a fresh stage to accept, subsequent
stages will also be fresh.

Remark 7 (Session key reveals). We use a minimal form of restriction on RevSessKey
queries: the adversary is not permitted to issue any RevSessKey query which reveals
the key of the Tested session. This allows us to simplify our freshness condition,
in exchange for an additional proof obligation in Definition 19 that only sessions
which “should” derive the right session key in fact do. (Otherwise, for example, a
protocol which always derives the same random session key would be secure, since
the adversary is not permitted to reveal it.)

Remark 8 (Freshness of the group creator’s first stage). Our freshness predicate
encodes stronger trust assumptions on the initiator’s first stage than it does on
subsequent updates. Indeed, for the creator’s first stage to be fresh we must have
that their first copath is fresh; since their first copath depends on all the generated
Aj, which were all added to o.HKeys during the creator’s first stage, the adversary is
not permitted to issue a RevRand query against that stage until all the A; from the
initial stage have been revealed. This captures the additional requirements discussed
in §5.3.1.

Capturing strong security properties Our notion of stage freshness captures
the strong security properties discussed earlier, by allowing the adversary to Test
stages under a number of compromise scenarios. Specifically:

authentication states that if the ephemeral keys used in a stage are from an uncor-
rupted stage then only the agents who generated them can derive the group
key. Indeed, for a stage to be fresh either it or one of its ancestors must have
had a fresh copath; that is, one that is built only from \; which were sent by
other honest stages.

PFS is captured through clause (iv)b and the definition of the RevRand query:
suppose Alex accepts a stage t and then updates a key in stage t + 1. An
adversary who queries RevRand(...,¢ + 1) does not receive the randomness
from stage t, which therefore remains fresh. Our model thus requires the key
of stage t to be indistinguishable from random to such an adversary.
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PCS is captured through clause (iv)a: suppose the adversary has issued RevRand
queries against all of one of Alex’s session’s stages from 0 to ¢ except some
stage 0 < 7 < t. Absent other queries, stage j is therefore considered fresh, and
hence by clause (iv)a stages j+1,j+2,...,t are fresh as well. Our model thus
requires their keys to be indistinguishable from random to such an adversary.

ART’s asynchronicity constraint means that Alex must be able to send a message
to a group which was just created, even if none of the other participants have yet
been online. ART’s design allows for this, but at a cost: if Alex is corrupted during
this initial phase, the resulting stage keys are insecure until all group members
have performed an update. We capture this increased requirement in our freshness
predicates, and note that one can remove it if all participants are online, by having
each one in turn perform a key update. Our approach here is related to that of the
Zero Round-Trip (0-RT) mode of TLS 1.3, in which agents can achieve asynchronicity
at the cost of a weaker security property for early messages.

Definition 18 (Security experiment). We define the security experiment as follows.

At the start of the game, the challenger generates the public/private key pairs
of all np parties and sends all public info including the identities and public keys
to the adversary. The adversary then asks a series of queries from Table 5.1 before
eventually issuing a Test(u,4,t) query, for the t'' stage of the i*® session of user u.
We can equivalently think of the adversary as querying oracle machines 7%, for the
ith session of user u.

Our notion of security is that the key of the Tested stage is indistinguishable
from random. Thus, after the Test(u,,t) query, the challenger samples b <s{0,1}
and with probability /2 (when b = 0) reveals the actual session key of user u’s ith
session at stage ¢ to the adversary, and with probability /2 (when b = 1) reveals a
uniformly randomly chosen key instead. The adversary is allowed to continue asking
queries. Eventually the adversary must guess the bit b with a Guess(b’) query before
terminating. If the Tested (u,i,t) satisfies fresh and the guess is correct (b =0'), the
adversary wins the game. Otherwise, the adversary loses.

Definition 19 (Partnering experiment). We define the partnering experiment as
follows. At the start of the game, the challenger initialises all parties as in the
security experiment. The adversary then asks a series of Create, ASend or ARecv
queries, and eventually terminates. There is no additional model state and no other
queries are permitted.
When the game ends, the adversary wins if and only if for any session (u,i,t)
with (u,1,t).0.status = accept, any of the following hold.
(i) disagreement on group members: there exists another stage (v, j, s) deriving
the same key as (u,,t) but with (u,,t).IDs # (v, 7, s).IDs
(ii) incorrect peer: there exists a stage (v, j, s) deriving the same key as (u,i,1)
with v # w and v € (u,,t).IDs
(iii) repeated session key: there exists another session (u,',t'), i’ # i, deriving the
same key as (u,1,t)
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(iv) too many copies of a peer: for any peer identity v appearing n > 0 times in
(u,i,t).IDs, v # u, there exist n 4+ 1 stages (v,-,-) deriving the same key as
(u,i,1)

We say that a multi-stage key exchange protocol is secure if the probability that
any probabilistic polynomial-time adversary wins the security experiment (resp. the
partnering experiment) is bounded above by 1/2 + negl[A] (resp. negl[A]), where
negl[A] tends to zero faster than any polynomial in the security parameter A. We
now give our theorem and sketch the proof.

Lemma 2. The success probability of any ppt adversary against the partnering
experiment of our protocol is negligible in the Random Oracle Model (ROM).

Proof sketch. The result follows directly from the fact that 7.IDs is an argument
to the KDF when deriving stage keys. If the KDF is a random oracle its output
values do not collide, and thus equal output values imply equal input values, which
is enough to rule out the cases in the partnering security experiment.

Suppose there exists an adversary A which wins the partnering security game.
By definition, it wins if one of the four cases occurs and we consider each one in turn.

First, suppose that it wins because there exist two stages (u,i,t) and (v, 7, s)
deriving the same key but with (u,i,t).IDs # (v, j, s).IDs. The stage key is derived
as m.sk < KDF(m.sk, w.tk, w.IDs, 7.T). In particular, equality of stage keys implies
equality of IDs, so this case is impossible.

Second, suppose that it wins because there exists a stage (v, j, s) deriving the
same key as (u,i,t) but with v ¢ (u,4,t).IDs. As in the first case, we know that
(u,i,t).IDs = (v, j, s).IDs, and thus v ¢ (v, j, s).IDs. However, this contradicts the
fact that agents always believe they are in their own groups, so this case is impossible.

Third, suppose that there exist two sessions (u,4,t) and (u,i’,t') deriving the
same key. Recall that each stage derives an ephemeral key, and each stage’s own
ephemeral key is included in its local key derivation. For the derived keys to be
equal, therefore, the ephemeral keys generated by both agents would have to be
equal as well, which would require a DH collision. This happens only with negligible
probability (formally, we make a game hop to a game which aborts if there is a DH
collision, and bound the difference between the games; this argument appears in the
proof sketch below), and hence this case is impossible unless i = '.

Fourth and finally, suppose that it wins because there exist n + 1 stages (v, -, )
deriving the same key as (u,,t) while there are only n copies of v in (u,1,t).IDs.
Since there are only n copies of v in (u,,t).IDs, either

(i) one of the n 4+ 1 must have v.idx not equal to an index of v in (u,,t).IDs, or
(ii) two of the stages (v,-,-) must “collide”, having the same v.idx.
In the first case, the disagreement implies that (u,,t).IDs # (v, j, s).IDs and hence
that the derived keys are distinct, which is a contradiction. In the second case we
again use uniqueness of ephemeral keys: the two colliding stages must have derived
distinct ephemeral keys, at most one of which is the key appearing (u, ,t).IDs, and
hence the stages must derive distinct keys.

87



§5.5 Chapter 5. ART: Group and Multi-device Messaging

We have ruled out all cases, and thus are done. O

Lemma 3. Let np, ns and ng denote bounds on the number of parties, sessions and
stages in the security experiment respectively. Under the decisional DH assumption,
where ¢ is instantiated as a random oracle, the success probability of any ppt adversary
against the security experiment of our protocol is bounded above by

(npnsns)
A2

q

+ + v(npnsns®)? (eppa + q) + negl[A]

DN | —

where eppy bounds the advantage of a ppt adversary against the decisional DH game.

Proof structure. Our proof uses the standard game hopping technique: we start
at our original security game and consider (“hop to”) similar games, bounding the
success probability of the adversary in each hop, until we reach a game that the
adversary clearly cannot win with a probability non-negligibly over /2. As all the
games’ probabilities are related to one another, we are able to bound the original
success probability of the adversary.

We make one modification to the protocol for technical reasons: as specified, ART
has agents authenticate group creation messages with a signature under the identity
key, and update messages with a MAC under the stage key. Because these keys are
also used in the key exchange protocol, we cannot achieve key indistinguishability
notions of security. In the computational proof, we will capture this authentication
through the freshness condition instead of by a direct reduction to the security of
the authenticator.

The overall structure of the proof is as follows. First, we perform some admin-
istrative game hops to avoid DH key collisions. Then, we guess the indices (u, i,t)
of the sid of the Test session and stage. If it is not fresh then the adversary loses.
If it is fresh, we perform a case distinction based on the condition of the freshness
predicate which it satisfies: either the current copath is fresh or a previous stage was
fresh.

In the latter case, indistinguishability will hold by induction. In the former case,
by definition we know that all of the leaf keys used to generate the current stage
are honestly-generated and unrevealed. The secret key at a node with child public
keys ¢g* and ¢ is defined to be ¢*¥, and thus by hardness of the DDH problem we
will indistinguishably replace it with a random group element. We perform this
replacement in turn for each non-leaf node in the tree, bounding the probability
difference at each game hop with the DDH advantage. After all non-leaves have
been replaced, the tree key (and hence the stage key) is replaced with a random
group element. The success probability of the adversary against this final game is
therefore no better than 1/2. By summing probabilities throughout the various cases
we derive our overall probability bound. O

Proof sketch. Security in this sense means that no efficient adversary can break the
key indistinguishability game against ART. Suppose for contradiction that there
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exists an adversary A which can do so. By the definition of the security experiment,
A wins only if with non-negligible probability
(i) it issues a Test(u,i,t) query against some stage ¢ of a session i at agent u such
that the session with sid (u,i,t) is fresh, and then
(ii) issues a correct Guess(b) query.
By Definition 17, the session with sid (u,i,t) is fresh precisely when all of the
following hold:
(i) it has status accept
(ii) the adversary has not issued a RevSessKey(u, i,t) query
(iii) there does not exist (v, j, s) such that
(a) the adversary has issued a query RevSessKey(v, j, s), and
(b) the return value of that query is sessk
(iv) one of the following criteria holds:
(a) ¢t > 0 and session (u,i,t — 1) is fresh, or
(b) the current copath is fresh.

Our proof is a case distinction based on adversarial behaviour; for each case, we
will construct a sequence of related games as per the game hopping proof technique
[157]. Let Game 0 denote the game from the original security experiment, and let
Adv, denote the maximum over all adversaries A of the advantage of A in game
. Our goal is to bound Adv,,, the advantage of any adversary against the security
experiment.

Recall that due to technical limitations of key indistinguishability models we are
unable to faithfully model the explicit MACs which ART uses in group creation and
key update messages. Instead, for the remainder of the proof we omit them from the
protocol, and specify authentication “by fiat” through our freshness predicate—that
is, we rule out attacks in which the authentication of these messages is violated.
Specifically, a copath is only fresh if it comes from a tree whose leaves were all
honestly generated, so that if the adversary inserts their own ephemeral key then
any resulting copath will not be fresh.

At any point in a run of the game, recall that by construction such a tuple
(u,1,t) uniquely identifies a corresponding pair of states = and o if they exist. To
simplify our notation, therefore, where is it more convenient we refer to session and
bookkeeping states directly by their identifiers: by (u,,t).7.2 we mean 7.z where 7
is the state of the unique session with sid (u,,t) and by (u,i,t).0.y we mean o.y
where o is the bookkeeping state of the unique session with sid (u, i,t).

Game 0. This is the original AKE security game. We see that the success probability
of the adversary is bounded above by

1/2 4+ Ady,

Game 1. This is the same as Game 0, except the challenger aborts and the adversary
immediately loses if there is ever a collision of honestly generated DH keys in the
game. That is, the challenger maintains a list of every DH value it generates, and
aborts if any value appears more than once in that list.
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There are a total number of np parties in the game, with a maximum of ng X ng
ephemeral DH keys generated per party. There are thus at most np x ng x ng DH keys,
each pair of which must not collide. All keys are generated in the same DH group of
order ¢, so each of the (”P”;”S) pairs has probability 1/q of colliding. Therefore, we
have the following bound:

npnsns)

Adv, < (; + Adv,

q
Game 2. This is the same as Game 1, except the challenger begins by guessing
(uniformly at random, independently of other random samples) a user v/, session 7’
and stage t'. If the adversary issues a Test(u,i,t) query with (u,i,t) # (u/,i',t"), the
challenger immediately aborts the game and the adversary loses.

Additionally, the challenger guesses a key counter value ¢/ and aborts if ¢/ #
(u,i,t).0.0](u,i,t).7.idx]. In other words, the challenger also attempts to guess the
number of DH keys sent by the Tested session before its Tested stage. At most ng
keys could have been sent, since ng bounds the number of stages in a session.

Since the challenger’s guess is independent of the adversary’s choice of Test
session, we derive the bound

Adv, < npngng® Adv,

We remark that this “guessing” game leads to a loose probability bound: for

practical values of np and ng, the constant factor in this game hop is very large.
Bader et al. [6] give an impossibility result which we conjecture could be applied to
ART to show that this looseness is necessary.
Game 3. This is another “guessing” game; this time, the challenger will guess the
agent, session, stage and key counter for each peer to the Test session. If the guess
is incorrect, or if there is more than one valid guess, then it aborts the game and
the adversary loses. Note that if no such session exists for a particular peer then we
consider the guess to be correct and do not abort the game.

More precisely, for each leaf index [ in the tree (u,i,t).7.T of the Test session,
the challenger guesses a triple of indices w’ = (v}, jj, s]) € [nns] X [ns] X [ns]. It aborts
the game if there ever exists a session w = (v, 7, s) with

(i) (v,j4,s).midx =1 (w believes that it is at index [ in the tree)
(ii) (v,g,s).n.T = (u,i,t).w.T (w has the same tree as (u,i,t))
(iii) (v,j,s).0.t >0 (w has performed at least one key update, and)
(iv) (v}, 7],s;) # (v,7,5) (w was not the guessed session)

In other words, for each leaf index [ in the tree of the Test session, the challenger
guesses a peer, session, stage and received key counter corresponding to the Test
session’s state, in the sense that the peer’s session state agrees with that of the Test
session. These might not exist, but this game hop ensures that if they do exist, they
are uniquely defined and known in advance by the challenger.

Uniqueness of the guessed tuples follows from Game 1, in which we ensured that
honestly generated DH values are unique. Indeed, if the guessed tuple w’ were not
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unique then there would be two sessions with the same actor identity having the
same leaf key. But we only abort the game if w.o.t > 0, meaning that the leaf key
was generated by w, and we know from Game 1 that all generated DH keys are
unique.

Recall that v denotes the maximum group size. From (u,i,t).7.T we can derive
an ordered list of the peers associated with each leaf at stage t, and there are at
most 7 — 1 such leaves since 7 bounds the size of a group. For each of these group
members we guessed a peer (of which there at most np), a session (of which there
are at most ng), and a stage and received key counter (of which there are at most
ns). Since guesses are uniformly random and independent of other random events, it
follows that

Adv, < (npnsng?)?™! Adv,

Case distinction. At this point in the proof, we will make a case distinction based
on adversary behaviour. Define the event E to be true if and only if the copath of u
at (u,i,t).w.T is fresh. We now perform a case distinction on E, considering first
the case (i) where E is true, and then the case (ii) where E is false. Thus, our game
hopping sequence splits: we either proceed from case (i) game 4, 5, 6..., or case (ii)
game 4, 5, 6...
Case (i), Game 4. This is a game hop based on indistinguishability [157], in which
we will replace the DH secret key at the parent of the first two leaf nodes in the Test
session and stage with a random value. We will then show a probability bound by
considering a hybrid game and giving a distinguisher D that interpolates between
the two. The distinguisher D has input distributions P; (tuples (g, g%, ¢¥, g°) where
x,y, z are random) and P, (tuples (g, g%, ¢V, g*¥) where z,y are random), and
(i) when given an element drawn from distribution P;, outputs 1 with probability
Advg + /2
(ii) when given element drawn from distribution P,, outputs 1 with probability
Adv gy, + 12

In this case we assume that E holds. By definition of copath freshness, it follows
that the copath of u at (u,i,t).w.T is the i'" copath induced by some A, where each
Aj € A was output by an honest stage against which no RevRand query was issued.
Without loss of generality, let Ag be the leaf key of u in (u,i,t).7.7T.

Recall that the parent of the first two leaf nodes \g and \; has private key ¢(g*o*).
We will replace g**M with a random group element g in the Test session and all of
the guessed w’ from Game 3. In this game, all computations depending on ¢(g**)
use +(g*) instead.

In the new game 4(i), in the local stage key computation of the actor of the Test
session and stage and in any matching sessions (which are unique by the previous
game), 1(g**) is replaced with «(¢g*) for uniformly randomly chosen DH group
exponent z, and all subsequent computations upwards along the path of the tree use
t(g?) instead of 1(g*o*).

We now prove that game 4(i) is indistinguishable from game 3 under the PRF-
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ODH assumption. More precisely, we will show that if there exists a distinguisher
D which can efficiently distinguish between games 3 and 4(i), then the PRF-ODH
assumption is false. This implies that Adv, < Adv,; + maxp ep, where ep is the
probability that a pptm D correctly distinguishes between Games 3 and 4(i).1.

It remains to bound ep, which we do with an explicit reduction to PRF-ODH.
Specifically, suppose D is such a distinguisher. We construct an adversary A(D)
against the PRF-ODH game. Upon receiving g%, ¢¥, ¢* from the PRF-ODH challenger,
A(D) faithfully simulates the hybrid game as its challenger, except using ¢g* and
g¥ as the first two leaf nodes and ¢(g?) as the secret key of their parent in the Test
session and all of the guessed w’ from Game 3.

Since A(D) knows g7, it can use it to compute all intermediate keys in the tree
which depend on the first two leaf nodes, including the tree key at the root.

Our constructed PRF-ODH adversary is given ¢(g*), which by construction is
the node key at the parent of Alex’s and Blake’s leaf nodes. It can therefore replace
this node key with ¢(¢*) and, using this secret, compute all public DH intermediate
keys up the tree that depend on ¢(g?), including the tree key at the top of the tree.
This game is a hybrid game between Game 3 and Game 4, with equal probability of
either. The simulator answers all queries in the honest way, except in the send/create
queries where it needs to insert these DH values.

Since this is case (i), the leaf keys are honestly sent. From game 3 the challenger
knows which agent’s session and stage’s they are generated at in advance, as well as
which generated DH this will be. In other words, the challenger knows (v, j,t) and
the counter (v, j,t).0.t of how many DH keys have been generated. If

(i) t =0 and the adversary issues a query Create(v, ... ), or

(ii) ¢ > 0 and the adversary issues a query ASend(v, j,t)
then the challenger performs a replacement instead of honestly simulating the protocol
algorithm. Specifically, it inserts the PRF-ODH challenge values into the state of
session (v, j,t) replacing the first two leaf nodes and their parent, and then continues
with the simulation as normal to derive the resulting leaf key and output values.

Because of the earlier game hops the simulator knows where to inject the replaced
values in the simulation, and because of the freshness predicate they are honest.
Similarly, because of the freshness predicate it never has to answer a RevRand query
against either of these two values, and it can honestly simulate any other reveal
queries. Therefore the simulation is sound.

In Game 1 we ensured no DH keys collide, and with probability /¢ the PRF-ODH
challenger may provide challenge values ¢g* = ¢¥, in which case the simulator must
abort. Fortunately this happens with negligible probability. Thus, we have the
bound:

Adv,; < Adv, + eprr.opH + 1/q

We will now iteratively repeat this game hop for all other fresh DH values in the tree
(u,i,t).m.T. Because we are in case (i) and know from the previous game hops where
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to insert the PRF-ODH challenge values, we will therefore conclude that each node
key in turn is indistinguishable from random. Repeating this process, the eventual
conclusion will be that the secret at the root of the tree is also indistinguishable
from random.

Case (i), Game 4 + k where 1 < k < . We iteratively perform the replacement
in the initial game for all the leaves in the tree. As before, we know in which sessions
to perform the replacement because of the guesses in the earlier game. In each
case, distinguishing between the games before and after the hop leads to an explicit
adversary against PRF-ODH.

Given a group size of n, we never need to do more than n <~ such game hops
due to our tree structure. Thus

Adv,,, < (eprr-opH + /q) +0

At this point, the tree key of the Tested session is no longer a function of the leaf
keys—instead, it depends on the keys at the nodes whose children are leaves, each
of which has been replaced by a random value, unknown to the adversary. The
adversary can therefore not do any better than random against the final game.

Case (ii), Game 4. We now proceed with case (ii), restarting our game hopping
sequence from Game 3. Assume now that E does not hold, and thus the copath in
the session state of the Tested stage is not fresh. Since the Tested stage must be
fresh, the first disjunct of the final clause of the freshness predicate must hold: that
t > 0 and the stage with sid (u,i,t — 1) is fresh.

We proceed by induction on the stage number of the Test session. Our inductive
hypothesis at step k is that no adversary can win with non-negligible advantage if
the tested session has stage number less than or equal to k. The base case k£ = 0
holds by the above argument: case (ii) cannot apply since the freshness predicate in
case k = 0 requires F to occur.

Assume now that the inductive hypothesis is true for stage t < k — 1; we show
that it is also true for t = k. As before, if the adversary queries Test(u,i,t), then
this means stage ¢t must be fresh. Let RO be the event that the adversary queried
the random oracle and received the key of the Test stage as a reply.

If RO does not hold, then since since the adversary is not allowed to reveal the
key because of the freshness predicate, the only option is for a key replication attack.
We can perform a single game hop in which we replace the stage key with a random
value. Since the random oracle response is by construction a random value, this
replacement is indistinguishable and the resulting advantage for the adversary is
Z€ero.

Thus, we conclude that RO must hold. Since random oracle produce collisions
with only negligible probability, it must be the case that the adversary queried the
KDF on the same input that u did on the stage key computation in the stage with
sid (u,,k). In particular, it must have queried the random oracle on the stage key
as that is one of the inputs. This adversary therefore has a distinguishing advantage
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against the previous stage, (noting that this is case (ii) so it is fresh by definition).
This contradicts our induction hypothesis.

Specifically, given such an adversary A we can construct an adversary A’ which
wins with non-negligible probability against stage k — 1. A’ simply simulates A
without changing any values and recording all random oracle queries; the simulation is
thus trivially faithful. When A issues a Test(u, 7, k) query, A’ issues a Test(u, i,k — 1)
query and compares the resulting key to all of A’s random oracle queries. If it
appears in a random oracle query, A’ outputs b = 0; otherwise, it outputs b = 1. By
construction, the stage with sid (u, i,k — 1) is fresh and its stage key is an argument
to the random oracle, so the advantage of A’ is non-negligible.

This contradicts our inductive hypothesis that no adversary can win against a
stage less than & with non-negligible probability; the result thus holds in case (ii) by
induction. [

We conclude:
Theorem 4. ART is a secure key exchange protocol in our model.

Proof. Lemma 2 bounds the advantage against the partnering game, and Lemma 3
bounds the advantage against the indistinguishability game. By definition, a protocol
admitting these two bounds is secure in our model. O]

5.6 Extensions

We here remark on various possible extensions to our ART design. In general,
because we use standard tree-DH techniques, much of the existing literature is
directly applicable. This means that we can directly apply well-studied techniques
which do not require interactive communication rounds.

These designs are not yet formally analysed, but many are important for practical
use cases. In particular, dynamic groups are already part of the MLS draft specifica-
tion, since the membership list of most groups in use is not necessarily known at
creation time.

5.6.1 Chain keys

The Signal protocol introduced the concept of chain keys to support out-of-order
message receipt as well as a fine-grained form of forward secrecy. Instead of using a
shared secret to encrypt messages directly, Signal derives a new encryption key for
each message from a hash chain.

The shared secret derived by ART can be directly used in the same way, and we
give an example key schedule in Figure 5.6. Instead of sending messages directly
encrypted under the group key, we envision that implementations would derive
separate sending chains for each group member, and advance a member’s sending
chain for every message sent by that member. This would convey the same benefits
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ka,l kja72 ka,3

1]

KDF, KDF, KDF.—— -+ keys for A

Fp,1 ko2 kp,3
KDF. KDF. KDF,t+— -+ keys for B

Figure 5.6: Example key schedule for deriving from a master secret multiple chain keys
ky; for each user u. Each group member derives their own chain of sending keys from the
master secret, perhaps by using their identity as an input to the KDF. Sending chains then
work as for Signal; this merely generalises its two-chain design.

as it does in Signal (simple out-of-order message handling and a new key for each
encryption) at a storage cost linear in the number of chains.

We do not envision that a security analysis for this design would be challenging.
A simple goal would be to show that it is no less secure than just using the master
secret directly, and with an inductive cleanness predicate like that of Definition 9
on page 60 one could capture the precise guarantees of each key with respect to a
state-corrupting adversary model.

5.6.2 Sender-specific authentication

As early as 1999, Wallner, Harder and Agee [165] pointed out the issue of “sender-
specific authentication” in a system which derives a shared group key known to all
members, there is no cryptographic proof of which group member sent a particular
message. That is, if Alex, Blake and Charlie share a group key k, and Charlie receives
a message {m}; encrypted under k, it is only correct for Charlie to conclude that
“either Alex or Blake sent m” and not “Alex sent m” or “Blake sent m”.

Various works have discussed ways to provide cryptographic proof of the sender.
The most common design is to assign to each group member a signature key with
which they sign all their messages, which is the approach taken by the Sender Key
variant of Signal. There, each agent broadcasts not just a symmetric encryption
key but also a public signature key over pairwise channels, and then signs all their
messages to be verified with the signature key. It would not be hard to incorporate
a similar design into ART, and we conjecture that its security analysis would not be
too challenging as long as the properties of the pairwise channels are assumed to be
sufficiently strong.

However, one problem with using a permanent signature key is that it will not
provide PCS. Indeed, an adversary who has ever compromised e.g., Alex would
forever be able to impersonate Alex as long as they are able to send messages to
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a’/ \t t/ \1:

(a) Leaf node (b) Alex adds a new node (¢) New node removes tempor-
ary a’
Figure 5.7: Alex (a) can add a new node ¢ to any leaf = in the tree. To do so, Alex generates

a temporary DH key a’, sends ga/ to t and ¢9" " to x, informs x of the new tree shape, and
deletes a’. When ¢ sends their first message, they can remove the intermediate node a’ and
move themselves up to become a sibling of x.

the group at all. This is because they would know Alex’s private signature key, and
hence be able to forge signatures from Alex.

There are more complex designs which may not have this drawback. Indeed, each
agent in ART is already allocated a private key—their leaf key—whose public key is
known to every group member. We could therefore imagine a design in which each
agent signs messages under their leaf key. We conjecture that these signatures would
provide authentication of the message sender even in a post-compromise scenario,
since the leaf keys used for signing are continuously updated.

The security analysis of signatures under leaf keys would be more challenging,
because this design violates a principle of separation of purpose for cryptographic
keys: leaf keys would be used both for DH operations and for signatures. This
violation is not uncommon, and indeed we have already seen the need to work around
Signal’s use of identity keys for both DH and signing.

A cleaner design would therefore likely be to derive separate leaf and signature
keys from the same master secret, rotating both on every update. We leave this
optimistically to future work.

5.6.3 Dynamic groups

In practical use, most groups are not static: new users are frequently added to or
removed from existing groups. There has been a significant amount of research into
supporting these operations in group messaging protocols, and we refer the reader
to e.g. Kim, Perrig and Tsudik [101] for a summary of some previous work.

Many existing designs work with tree-based group messaging protocols in general,
and thus can be applied to our asynchronous designs. However, as with group
creation, we may need to modify existing protocols for join or leave operations in
order to make them asynchronous.

Additions For example, suppose Alex (with leaf key a) wishes to add Tyler (with
leaf key t) to a group. Using a system similar to the setup keys in §5.4.1, Alex can
in one step

- pick any node z in the tree,
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a t
(a) Alex and sibling Tyler (b) Alex removes Tyler

Figure 5.8: Alex (a) can remove their sibling Tyler (¢) from a tree. To do so, Alex broadcasts
a new copath to the group in which Tyler is not present, removing the leaf node with key ¢
and moving up one level in the tree.

generate a temporary DH key o/,

- add a new node with children &’ and t as a sibling to z,
inform z of the changes, and

- broadcast the updated copath to all other group members.

On a subsequent update, either Tyler or the holder of z can remove the temporary
node d’, resulting in a tree now with Tyler as a member.

Depending on the location where Alex adds Tyler, this form of addition may
affect performance by unbalancing the tree. There are interesting avenues of future
work to avoid this, either by supporting asynchronous rebalancing operations or by
cooperation between group members to add group members into optimal locations.

Removals It is also important to support removals from the group, and there are
various potential designs to do so. A basic observation is that any node can easily
remove their sibling from the group by sending an update moving themselves one
level up in the tree, as depicted in Figure 5.8. This technique generalises to removing
any cousin i.e., node with the same grandparent. However, it does not apply to nodes
more distant in the tree, since nodes do not have enough information to compute
the new copaths for broadcast unless the removal is of a cousin.

Removing arbitrary nodes from the tree is more challenging, and we believe a
valuable problem for future work. One technique is for Alex to generate a fresh
random value which we might call a “deletion secret”, and broadcast that (encrypted)
value to all group members except Tyler. Mixing this value into the group key will
result in a shared secret known to all members except Tyler, and thus in a sense
Tyler is removed from the group.

We remark that, by asymmetrically encrypting to the public keys of the nodes
on Tyler’s copath, it is possible to perform this broadcast at only logarithmic cost
and without assuming separate pairwise channels. This technique is used in other
contexts as a form of hierarchical KEM.

The downside of this strategy is that while the resulting key is indeed secret from
Tyler, the leaf node t is still contained in the tree, and thus Tyler has the ability
to compute all keys at the root of the tree. On its own this is insufficient to derive
message encryption keys due to ART’s key chaining, but if Tyler colludes with a
compromising adversary we can see that the security guarantees are weakened.
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5.6.4 Multiple Devices

One important motivation for supporting group messaging is to enable users to
communicate using more than one of their own devices. By treating each device as a
separate group member, ART of course supports this use case. However, the tree
structure can be optimised for this particular scenario: all of Alex’s devices can be
stored in a single subtree, so that the “leaves” of the group tree are themselves roots
of device-specific trees. This has two particular benefits.

First, at any point before creating or joining a group Alex can execute the group
key agreement protocol just between the devices they control, and use the resulting
shared secret as an ephemeral prekey or “pretree”. This allows other group members
to retrieve a single key for Alex, instead of adding all devices as separate entities in
the group tree. If most users have multiple devices, this can significantly reduce the
size of group trees.

Second, when any of Alex’s devices performs a key update, the other group
members only need to know the public keys from the root of Alex’s subtree to the
root of the group tree. In particular, Alex does not need to broadcast to the group
their set of devices or the metadata about which device is performing a key update.
Thus, Alex can enjoy end-to-end encryption with improved privacy properties.

We see improved support for multiple devices, and a fuller understanding of the
authentication properties when a single user owns multiple private keys, as a valuable
avenue for future work.

5.7 Conclusion

While modern messaging applications such as Signal offer strong security guarantees,
they typically allow only two parties to communicate. Since large-scale deployed
messaging systems allow for multiple users each with multiple devices, two-party
protocols are not directly applicable. This has led to a number of different designs
for asynchronous end-to-end encrypted group messaging, each providing different
security and efficiency properties. In particular, in the most common design, the
effective security guarantees of group messaging are strictly weaker than those of
two-party messaging, despite there being no user-visible difference.

In this chapter, we showed that it is possible to build an efficient group messaging
system which is still asynchronous and strongly secure. To do so, we combined
techniques from synchronous group messaging with strong modern security guarantees
from asynchronous messaging. Our resulting ART design combines the bandwidth
benefits of group messaging with the strong security guarantees of modern point-to-
point protocols. This paves the way for modern messaging applications to offer the
same type of security for groups that they are currently only offering for two-party
communications.

Our construction is of independent interest, since it provides a blueprint for
generically applying insights from synchronous group messaging in the asynchronous
setting. We expect this to lead to many more alternative designs in future works.
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5.7.1 Related Work

We briefly mention some related designs.

OTR-style OTR [37] is a classic messaging protocol which has achieved moderate
uptake as a plugin for instant messaging applications. Goldberg et al. [86] generalise
it to mpOTR, aiming for security as well as deniability. mpOTR has since given rise
to a number of interactive protocols such as (N + 1)sec [77].
OTR-style protocols are generally comprised of similar phases:
- first, parties conduct a number of interactive rounds of communication in order
to derive a group key
- second, parties send and receive messages, perhaps performing additional
cryptographic operations; and
- finally, there may be a closing phase (for instance, to assess transcript consist-
ency between all participants).
As far as we know, all OTR-style protocols require interactive rounds of communica-
tion, and thus are not suitable for our context of asynchronous messaging.

Burmester-Desmedt Instead of using a tree of DH keys, Burmester and Desmedt

[45] propose a ring structure: each agent generates a secret key x; and broadcasts

k; = ¢g*, and then after receiving their neighbours’ keys k;_; and k;.; also broadcasts

K; = (kiy1/ki_1)%. This allows the i*" agent to compute a shared session key as
K= k?fszf_le+_12 Ko

— g$1$2+x2$3+---+znw1
One particularly good property of Burmester-Desmedt group key exchange is its
scaling property: since each agent only computes with their neighbours’ values, the
number of exponentiations is constant in the group size. However, a downside in our
context is that the three phases depend serially on their predecessors. This makes
it challenging to give an asynchronous version of the protocol: while we could use
prekeys to perform the initial round of communication asynchronously, it is less clear
how to avoid the second round, since each agent must perform a computation before
the final key can be computed. An interesting research question is whether it is
possible to use some of the techniques described earlier to avoid this round and build
an asynchronous variant of Burmester-Desmedt.
A number of works, including [34, 76], have built on this design.

Assuming an authentic network Cachin and Strobl [46] discuss “asynchronous”
group key exchange in the setting of distributed systems, in the sense that they
do not rely on a centralised clock but allow parties to execute independently and
without synchronisation. Their approach allows certain parties to crash without
preventing the protocol from terminating. However, they require several interactive
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rounds of communication, and do not provide PCS. Steiner, Tsudik and Waidner
[159] also work in this framework.

Physical approaches Some designs use physical constraints to restrict malicious
group members. For example, HoPoKey [135] has its participants arrange themselves
into a circle, with neighbours interacting. This allows it to derive strong security
properties. Our goal, however, is to allow users to communicate without requiring
physical co-location.

SafeSlinger SafeSlinger [79] is a secure messaging app whose goal is usable,
“privacy-preserving and secure group credential exchange”. It aims for message
secrecy under an adversary model that allows for malicious group members. It
shares many of our goals, and uses a DH tree of keys, but does not aim for PCS or
asynchronicity. It is nevertheless closely related to our work.

We see two core differences. First, ART is explicitly designed to achieve PCS of
message keys, while SafeSlinger instead aims for (non-forward) secrecy. Of neces-
sity [57], ART must therefore support stateful and iterated key derivations, while
SafeSlinger derives a single group key which is not updated. Using the unbalanced
DH key tree of SafeSlinger, while reducing the computational load on the initiator,
would cause ART’s key updates to take linear (versus logarithmic) time.

Second, SafeSlinger is a synchronous protocol in which all group members must
be online concurrently. This allows them to have commitment, verification and
secret-sharing rounds, after which the trust requirements upon all participants are
the same. ART, on the other hand, is an asynchronous protocol which allows group
creation and message sending even with members who are not currently online; in
the initial phase during which not all members have participated in the group, ART
thus places additional trust requirements on the creator.
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CHAPTER 6

LOOKING FORWARD: BETTER SYMBOLIC MODELS

This chapter is based on the discussion from

Katriel Cohn-Gordon and Cas Cremers. Mind the Gap: Where
Provable Security and Real-World Messaging Don’t Quite Meet.
Cryptology ePrint Archive, Report 2017/982. http: // eprint.
iacr. org/ 2017/ 982. 2017

and on unpublished work with Cas Cremers, Dennis Jackson and Ralf
Sasse on symbolic modelling of broken primitives. The core contributions
are all my own.

We arm to write a paper on this topic in due course. This chapter
contains some core ideas and a number of case studies to illustrate the
approach; the full paper will also contain a more systematic theoretical
background.

Modern messaging systems are becoming too complex to analyse systematically
without tool support. Indeed, while our Signal proof covered much of what we con-
sidered the cryptographic core, for ART we had to leave out authentication properties
entirely! There are plenty of other protocol components that are excluded from many
computational models but which we believe could be captured symbolically.

Mechanised symbolic protocol verifiers such as TAMARIN are able to tackle the
increased complexity of these systems. This allows us to model more components of
a protocol, and thus provide guarantees about a larger class of attacks. The major
drawback of symbolic models is that their abstraction of cryptographic primitives
is coarser than the computational one, and thus that there are significant attacks
which can be found in the latter context but not in the former.

In this chapter we make two main points. First, in §6.1 we recall that computa-
tional models have their own limitations, not just in scope but also in the guarantees
they provide. Second, in §6.2 we give an extended series of case studies showing that
symbolic models can find many attacks previously thought lost in the abstraction.
We'll conclude that for large, complex protocols, symbolic models may be the way
forward.
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§6.1 Chapter 6. Better Symbolic Models

6.1 Limitations of Computational Models

We begin by clarifying some of the technical limitations of computational models.

6.1.1 Complexity

Perhaps the greatest downside of the computational approach to protocol security is
its enormous complexity.

The complexity stems from a number of sources. First, the actual definitions are
built on top of Turing machines and probability theory, so that even the simplest
games assume a way for two pptms to interact with each other and send messages
back and forth. Kuesters and Tuengerthal [110] give more formal definitions of these
interactions, including assigning names to the different tapes used for communication
and defining a scheduling mechanism for machines to hand over execution to each
other. Their definitions run to two dozen pages before beginning to state any
theorems. In contrast, most authors (of necessity) sweep these definitions under the
rug and use instead an intuitive, unformalised notion of computation and interaction.

Second, the systems under consideration have steadily grown in size: early
computational proofs dealt with encryption or signature primitives, while ours
describe protocol algorithms which have many varied branches and possible outcomes.
Each of these cases requires its own case in the reduction and its own simulator, and
while many of these are similar at a high level they differ in crucial details. It is not
feasible to work out every single case in full detail, so as with many other reductions
we instead work out a single case and then leave similar cases “by analogy”. Of
course, this is valid only if the similar cases really are analogous.

Third, there are many small technical details which are usually glossed over in
proofs but which technically can invalidate the correctness of reductions. These
include for example differences in distributions of DH values across games. (A concrete
example from the reduction for Signal: we began the game-hopping sequence by
aborting if two honestly generated DH values ever collide. Later, we replaced some
DH values with group elements received from a PRF-ODH challenger. In an earlier
draft of the reduction we omitted to bound the probability that the latter values
collided with an honestly generated one. This meant that we did not exclude the
possibility of an adversary which successfully attacked Signal but which failed when
presented with challenge values.)

6.1.2 Tightness

“Proofs” in computational models are more accurately described as reductions. A
cryptographic reduction, given an adversary A winning a game P with probability p,
produces an adversary B = B(.A) winning another game Q with probability ¢ = ¢(p).
If such a reduction exists we can conclude that P is at least as hard to win as Q.
For example, Bellare and Rogaway [25] define a signature scheme called Full
Domain Hash (FDH), and reduce the problem of forging FDH signatures (P in our
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notation above) to the problem! Q of computing f~!(y) = y? (mod N) for some
fixed d and integers y (mod N). Their reduction produces an adversary which wins
Q with probability at least ¢ = p/nqueries- Equivalently, given a bound ¢ on the
probability of winning Q, their reduction bounds the probability of winning P by
¢ X (Nsignatures + Mhashes); Where Nggnatures aNd Mhashes count the number of signatures
and hash queries performed by the P-adversary.

(We remark in passing that cryptographic reductions are more-or-less the same
as the reductions that might be covered in an undergraduate class on complexity
theory, but with some interesting differences. In particular, in cryptography we want
to show that most instances of the problem P are hard, not just that there definitely
exists some hard instance®. Cryptographic reductions also commonly fail with high
but non-overwhelming probability, while most complexity-theoretic reductions are
deterministic.)

The existence of a reduction from P to Q is not necessarily enough to convince
us that P corresponds to a system which is secure in a practical sense. One failure
mode is that there is some practical attack which does not correspond to a pptm
adversary as input to the reduction. Another is that ¢(p), while polynomial in p,
turns out to be rather smaller than might be hoped.

Indeed, Bellare and Rogaway [25] explicitly compute their bound on the probability
of producing a FDH signature forgery: if an adversary has access to 23 signatures,
can compute 2 hashes and can solve Q with probability 276!, then they prove that
it can forge a signature with probability at most /2. (For exactly this reason, in
the same paper the authors define PSS, for which they can prove a bound close to
2701 in the above context. Coron [62] later gave a reduction with a factor only of
Nsignatures, ad an impossibility result claiming that all reductions of FDH to Q must
contain that factor. Kakvi and Kiltz [98] showed a gap in this impossibility result
and gave a reduction from P to a harder problem Q' which does not contain the
factor nsignatures-)

We say, waving our hands somewhat, that a reduction is tight if ¢ and p are about
equal, and loose otherwise. (Usually we also require that the running times of the
two adversaries are approximately the same.) A non-tight reduction means that the
concrete security parameter for the source of the reduction may need to be much
larger than that required for the believed hardness of the target.

The actual utility of non-tight reductions has been discussed at length in the
community. Goldreich [88] argues that they can show “plausibility” of security, and
Damgard [67] that they are useful because they rule out polynomial-time attacks
such as those that sidestep the hard problem entirely, while Chatterjee, Menezes and
Sarkar [53| give attacks coming precisely from non-tight reductions.

'Hardness of this latter problem is known as the “trapdoor one-wayness” assumption for the
RSA function. A function f is trapdoor one-way if there is some value d such that it is hard to
invert f without knowing d, but easy to invert it if d is known.

2That is, we consider average-case not worst-case complexity. A worst-case-secure scheme would
not be good enough: consider for example a signature scheme with a proof that there exists some
key for which signatures are hard to forge.
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Computational security proofs for protocols are particularly prone to looseness,
and indeed Bader et al. [6] recently showed that a large class of protocol reductions
cannot possibly be tight. The source of looseness in most reductions in the B-R
framework is a “guessing” game hop, in which the constructed adversary from the
reduction guesses a particular simulated role oracle to modify in the simulation.

More precisely, to show a reduction in the B-R framework, given an adversary A
against a protocol we construct a new adversary B against its primitive, and relate
the success probability of B to that of A. B receives a challenge value from its own
game, and then simulates the security experiment for A, including simulating all of
its role oracles and answering all of its queries. However, for one particular oracle, B
modifies the oracle execution to include some part of its challenge value. Constructed
correctly, if A targets that same oracle to attack and does so successfully, then B
can deduce a correct response for its own challenge.

Reductions like this one are loose, because A might not choose to attack the
right role oracle i.e., the one which depends on B’s challenge values. We can show
(by independence) that A will choose that oracle with probability no worse than 1
in the total number of oracles, but this type of failure leads to a factor of ngracies in
the resulting security bound. Seen one way, this is a technicality; seen another, it
means that our proof of Signal does not in fact rule out attacks when Signal is used
with standard security parameters.

A naive idea might be to insert the challenge values in every oracle instead of
simply guessing one. However, the simulated adversary is only guaranteed to work
on an average instance of its problem, or equivalently if it cannot tell the difference
between the simulation and the actual game. Naively inserting the same challenge
into every oracle would likely be detectable by an adversary, in which case we cannot
conclude that it would still win the simulated game. (For a simple counterexample,
consider unauthenticated DH and an adversary which gives up if it sees an agent
output the same DH value twice. This adversary might win against a real protocol
which samples DH values randomly, but would always fail if every DH value was
replaced with the same challenge.)

It is sometimes possible to work around this limitation by embedding only a
part of the challenge value in every oracle. This way, no matter which oracle the
adversary chooses to attack, its result can be used to break the challenge. However,
doing so leads to another problem: in B-R models the adversary is permitted to
reveal the keys of any session not under attack. If the hard problem is embedded in
every oracle, then it is no longer quite so clear how the simulator should respond to
RevSessKey queries.

Recently, Bader et al. [7| developed some new AKE protocols with tight reductions.
They work around the guessing problem using two new techniques:

(i) a new “doubled” form of signature scheme, and
(ii) a new proof technique that allows embedding parts of a challenge problem into
every oracle while still accurately simulating queries.
While this work raises many interesting questions and enjoys the great benefit of a
tight reduction, it works only for certain protocols which they describe. In particular,

104



Chapter 6. Better Symbolic Models §6.1

there is currently no known technique for constructing a tight reduction that is
applicable to e.g., the Signal protocol.

6.1.3 DH Assumptions

Looseness is one way in which a reduction can fail to be useful. Another is if the
problem Q@ is itself not hard.

DH assumptions are some of the most common problems Q to which we reduce
the security of modern AKE protocols. They encode the difficulty of solving certain
discrete-logarithm-type problems in finite groups; we give formal definitions of DDH,
Computational Diffie-Hellman (CDH), GDH and PRF-ODH [41] in Appendix A.1
on page 129 and plenty more exist.

The simplest of these assumptions is perhaps Computational Diffie-Hellman
(CDH). To solve a CDH problem, an adversary which is given group elements

*172 - The naive technique to compute

hy = g™ and hy = ¢** must output the value g
this value is first to compute the discrete logarithm z; = log,(h) and then to raise
hy to the power x;. However, discrete logarithms are believed to be hard to compute
in most groups, and there is a widespread believe that in fact CDH is hard in cyclic
groups Z, and in the prime subgroups of some elliptic curves.

Assuming hardness of CDH (or even its weaker sibling DDH) is sometimes enough
to prove a protocol secure. That is, for some protocols there exist reductions from
their security experiment to the CDH game. However, in security games with modern
queries (e.g. RevRand) and complex key derivations, or for protocols in ACCE-like
models with key confirmation messages, it may be the case that no reduction is
known to CDH. The reason that CDH is not enough for usual proof techniques
is roughly that the normal approach to building a simulator in these cases would
allow the adversary to detect whether it is being simulated, by injecting DH values
and inspecting the resulting messages. In turn, this means that the constructed
adversary does not necessarily succeed on an average-case instance of the security
experiment, invalidating the reduction.

In more detail, consider first the case of TLS-DHE, which includes a Finished
message derived from the session key. (This example is from [96, §8|.) Consider
an adversary A which corrupts some agent Blake and impersonates Blake to Alex,
but replacing Blake’s DH ephemeral key kg with a fresh one k4 known only to A.
Since A knows k4 it can compute the value of the Finished message it expects to
receive. If A receives an incorrect Finished message we define it to abort; otherwise,
it replies with the correct response causing Alex to accept.

How might we simulate the security experiment to such an adversary in order
to reduce to e.g. CDH? As usual, we could select an oracle and replace its DH
ephemerals with random values. If A chooses that oracle as its target in the above
execution, then the simulator must be able to construct a valid Finished message,
since otherwise the simulation is not accurate. However, the Finished message
depends on the session key, and computing that session key is precisely the CDH
problem!
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A similar problem occurs when constructing security reductions in eCK models
for protocols with key derivations which depend on both long-term and ephemeral
keys. Here, the problem is to simulate not a Finished message but a RevSessKey
query. Again, an adversary can inject its own ephemeral key in a session and compute
the expected key of that session, aborting if they differ. A simulator must therefore
be able to simulate RevSessKey queries against all fresh sessions, but cannot do so
for those using the injected challenge value.

If the simulator is not required to simulate such RevSessKey queries, then CDH
or even DDH can suffice. This can happen when the adversary is forbidden from
issuing them by the freshness predicate, when they can be accurately simulated by a
random value, or when they do not depend on the challenge values. For example,
Canetti and Krawczyk [50] reduce the security of an unauthenticated DH protocol
to the DDH problem, because the challenge values are only injected into a single
session and thus the simulator can correctly reply to RevSessKey queries against any
other session.

6.1.3.1 Stronger DH Assumptions

It is still possible to give reductions for protocols in the cases above, but we must
make a stronger assumption in order to do so. There are two main assumptions used
in this case, GDH+ROM and PRF-ODH, but both have drawbacks.

GDH+ROM The Gap Diffie-Hellman (GDH) assumption states that it is hard
to solve CDH i.e., to output ¢*¥ given ¢g* and ¢g¥, even when given access to an oracle
for DDH. If the unsimulatable value as described above is derived by passing a
DH shared secret through a KDF, and we assume that that KDF is instantiated
as a random oracle, then under GDH there is a way to prevent the adversary from
detecting the simulation.

To do so, we use the important fact that the adversary cannot “internally” query
the random oracle: it must ask the simulator to perform the query for it, and the
simulator has access to the query arguments at this point. Using the DDH oracle,
the simulator can check whether the adversary has already solved the CDH challenge:
if so, its work is done; if not, the random oracle assumption means that returning
the “wrong” value will be undetectable.

Thus, suppose for example that we are analysing a protocol whose session keys
are derived as KDF(g™) for DH ephemeral values = and y, and we wish to construct
a reduction to the GDH problem. As above, we define a simulator & which takes
a protocol adversary A and constructs a GDH adversary. S simulates A in the
protocol security experiment, and thus must be able to answer RevSessKey queries
against some sessions, in particular sessions where one party’s ephemeral is the GDH
challenge value and the other party’s ephemeral was generated by the adversary.

In a reduction to CDH, it is not clear how to simulate responses to such queries:
they have session key KDF(g*’) where g* is one of the GDH challenge values, and
¢ is an ephemeral key generated by the adversary. S cannot compute this value
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directly because it knows neither u nor b, but A can compute it as (¢g*)” and thus
can detect whether & has given the correct response.

If we assume that KDF is instantiated by a random oracle, however, then it is
possible to give an accurate simulation. To do so, instead of returning KDF(g*’) S
returns a random value sampled from the output distribution of the random oracle.
S additionally monitors all queries ¢ which A makes to the random oracle. For
each ¢, S itself queries the DDH oracle provided by the GDH game on (the relevant
substring of) ¢ to decide whether it is a correct solution to the CDH challenge.

If it is a solution to the CDH challenge, S has no more need of A: it stops
simulating, extracts the CDH response, and submits that to its challenger to win
the game. If it is not a solution, it is possible to show based on the random oracle
assumption that A can no longer detect whether S has replaced the value (roughly,
because the random oracle gives independent random outputs on distinct inputs).

Barthe et al. [15] formalise this technique enough to give a machine-checked
reduction to GDH for the NAXOS protocol, as well as a pen-and-paper reduction
for HMQV.

PRF-ODH The key problem in both cases above is that in some cases the simulator
S must be able to compute a value of the form PRF(..., f(...,u)) for some f and
PRF, where u is the challenge value it received from its own game. If S had an
oracle for this function, therefore, its job would be straightforward: where necessary,
S queries this oracle for the value it needs to know.

The PRF-ODH family of assumptions are that the DDH problem is hard even with
access to exactly such an oracle. By construction, it is possible to reduce protocols
like the above to the PRF-ODH problem: indeed, it was initially introduced by Jager
et al. [96] as a reduction target for TLS.

The main advantage of PRF-ODH over GDH is that it does not require reductions
to assume the ROM, and thus it can lead to “standard model” proofs. Unfortunately,
Brendel et al. [41] give some strong impossibility results showing that in fact even the
weaker variants of PRF-ODH cannot be reduced to common cryptographic problems
without assuming the ROM, casting some doubt on the usefulness of PRF-ODH.

6.2 Not Quite Computational Soundness

We discussed symbolic approaches to protocol verification in §2.2.2 on page 20, but
in the end chose to analyse Signal and ART with computational, pen-and-paper
proofs. However, symbolic approaches to cryptography have been used from the
start [72], and indeed the world of cryptography is often split into the two different
camps.

Symbolic methods have two particular advantages over computational: they are
easier to

- formalise, because their underlying term algebra is much simpler to understand

than the computational world of interacting pptms; and
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- mechanise, because reasoning about derivations of terms is much simpler than
about relationships between similar probability distributions.

(We do not mean to imply that computational models cannot be formalised or

mechanised. Indeed, both of these are active topics of research in the community.)

So, why do we not use symbolic models for all our analyses? The most common
justification is that they do not capture as many attacks as computational models do,
because the abstraction of cryptographic primitives as terms does not in fact fully
reflect reality. That is, computational models are argued to be a closer approximation
of the “real” instantiation of primitives in software, and thus a computational security
reduction gives a more practical guarantee than a symbolic verification.

The particular class of attacks which can be captured computationally but not
symbolically is somewhat challenging to pin down. There are certainly many practical
considerations which are usually not considered in either class of approaches (see
§2.2.2 on page 20), and many which are captured in both.

Example: Merkle-Damgard (MD) hash functions Many “computational-
only” attacks have historically been those which depend on properties of cryptographic
primitives not true of their abstract definition. These properties are often abstracted
away symbolically, but captured in the computational model which directly uses the
definition of the primitive.

One example of such a property comes from the MD construction [134], which
builds a collision-resistant hash function from a collision-resistant one-way function,
and is the basis of many popular cryptographic hash functions (including MD5,
SHA1 and SHA2 but not SHA3). In most symbolic models, MD hash functions are
modelled as abstract function symbols h with a single constructor, such that the
only way to construct a term h(z) is to apply h to the term z.

This is a good approximation for many purposes. However, MD hash functions
have additional features which are not captured by the approximation as a function
symbol. In particular, because they are constructed by splitting their input into
blocks and feeding each block in turn into the compression function, given h(z) it
is easy to compute h(z||y) for any y. To do so, one simply needs to invoke the
compression function on h(z) and y. This is called a length extension.

Note that the existence of a length extension for a hash function h does not
contradict collision resistance (since h(z||y) # h(x)), and that it is not captured by
the traditional symbolic definition (where the only way to construct h(z||y) is to
apply h to x||y). It is allowed by the computational definition, which requires only
that it is hard to produce two separate inputs to h with the same output (§A.2.1.1).

Duong and Rizzo [75] noted that the Flickr API had implemented a custom
authentication protocol: clients and the Flickr server shared a secret symmetric key
k, and API requests with payload p were required to include the value h(kl||p), with
the goal of preventing network adversaries from forging requests without knowing k.
However, Flickr instantiated their protocol with the MD hash function MD5, and
thus a network adversary who overheard a valid API request h(k||p) could construct
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requests for any payload p||g. We give an example of a related attack in §6.2.2.3.

The existence of a length extension broke the intended guarantee of Flickr’s API
authentication protocol, in a way that would not be captured by a traditional
symbolic model of the protocol but would have prevented a computational proof.

There are many other attacks in this vein: breaking the authentication of the
Station-to-Station (STS) protocol using an algebraic feature of many signature
schemes, or the group negotiation of a DH protocol when a single weak group is
present, or the confidentiality of Wi-Fi Protected Access (WPA) session keys due to
the catastrophic failure of AES in Galois/Counter Mode (AES-GCM) with reused
nonces.

Gaps like these between symbolic and computational models are often due not
to a fundamental limitation of the symbolic approach but to historical modelling
choices in the precise abstractions used for various cryptographic primitives. We’ll
illustrate the above examples with mechanised case studies, and show that a wide
range of properties and attacks which traditionally lived only in the computational
domain can in fact be captured relatively easily using current symbolic tools.

Computational Soundness A large body of literature in recent years aims to
provide symbolic security properties which entail computational ones; that is, if there
exists a computational attack then there also exists one in the symbolic model. Since
the symbolic approximation is generally too optimistic, this line of research usually
requires either strong computational assumptions or a weakened symbolic model.

Computational soundness results are notoriously challenging to prove, and often
require strong assumptions on the underlying systems (e.g. the absence of key cycles,
or the existence of a tagging scheme for terms). Our goal in this chapter is to
produce symbolic models which, while better approximating practical primitives,
do not necessarily admit computational soundness. This frees us from the task of
solving a very hard problem indeed, while still allowing us to find a large class of
attacks. In particular, any attack that we find is guaranteed to be an attack in the
computational model.

6.2.1 The TAMARIN Prover

We use the TAMARIN prover [18, 65, 129, 155] as our symbolic verification tool of
choice, mainly because of its expressive power: it allows for a wide range of equational
theories |74] as well as protocols with complex conditional branches and loops.
There are many detailed explanations of TAMARIN in the literature, and we refer
the reader to the excellent manual [161] for a thorough introduction and pointers to
further descriptions. We give here only a very brief sketch of its approach.
TAMARIN takes as input a security protocol theory (spthy), which specifies a list
of possible actions taken by the different participants in the protocol. For example,
it might have a rule for the initiator to generate a random value and send out to the
network a handshake message, and a rule for the responder to receive that message
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and process it. The security protocol theory (spthy) also contains rules for any
abilities the adversary may have over and above active network control, and security
properties written in a simple first-order language. TAMARIN’s output is a proof
of (or counterexample to) the specified security properties, even under concurrent
interleaving of arbitrarily many agents and active network control by the adversary
and constructed by a backwards search. Its underlying execution model is a labelled
transition system: at any time point, its state is a multiset of “facts” encoding

- the knowledge of the adversary,

- messages sent over the network, and

- the state of all protocol participants.

The actions in the spthy are interpreted as labelled multiset rewriting rules, turning
one state (i.e., multiset of facts) into another. A sequence of rule applications gives
rise to the sequence of rules labels, called a “trace”, and the security properties
are interpreted over these traces. For example, a simple secrecy property might be
encoded as “there does not exist a trace in which there exists some value k which is
a key and also known to the adversary”.

TAMARIN supports reasoning under arbitrary confluent and terminating equa-
tional theories satisfying the finite variant property [61|. That is, terms are considered
equal if they are equal with respect to the any of the equations specified in the input
spthy. For example, a classical signature scheme can be modelled in TAMARIN with
functions sign, verify, pk and true (of arities 2, 3, 1 and 0 respectively) and a
single equation verify(sign(m, sk), m, pk(sk)) = true.

TAMARIN was designed to support reasoning about DH terms, with binary
functions —"— and — * — such that (z"y)"z = 2"(y * z). We use this builtin in our
examples below, but otherwise specify all other equational theories explicitly.

6.2.2 Case Studies

We begin with a running example of a simple three-message signed DH protocol,
depicted in Figure 6.1. An early version of this protocol was known as SIG-DH [50],
and it is similar to STS [70], the SIGMA family [107] and a protocol from the
ISO/IEC 9798 standard for entity authentication. We’ll consider a few different
variants, but all have the same core message flows: two parties Alex and Blake
exchange DH ephemeral keys ¢* and ¢¥ as well as signatures and optionally MACs,
deriving at the end of the protocol run a shared symmetric key. The goal of each
protocol we consider is to provide a secret, authenticated session key between its two
participants, against an active network adversary who has the power to additionally
compromise certain agents’ secret values.
Specifically, we will consider the following four cases:
(i) randomised signature schemes which fail on known random coins (§6.2.2.1),
(i) signature schemes which have the Duplicate Signature Key Selection (DSKS)
property (§6.2.2.2),
(iii)) MACs implemented as a hash function with length extensions (§6.2.2.3), and
(iv) group negotiation in the presence of a weak DH group (§6.2.2.4).
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Alex Blake
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Figure 6.1: A simplified diagram of a three-message signed DH protocol. Many details
(such as local computations, session identifiers and signature verifications) are omitted
from this diagram in order to highlight the core message exchanges. We give a number of
variants of this base protocol in Figure 6.2.

In each case, we will show that while traditional symbolic models do not capture a
particular feature of their primitives that enables the known attack, it is possible to
express the additional properties in TAMARIN. We give TAMARIN models finding
the attack, and verify any suggested fixes.

6.2.2.1 Randomised Signatures

SIG-DH is intended to work with any signature scheme. However, LaMacchia, Lauter
and Mityagin [112] note that many signature schemes are randomised, in the sense
that the signature algorithm requires random coins in addition to the message and key.
If the random coins are not kept secret, many signature schemes fail catastrophically
and reveal the long-term key used for signing. SIG-DH may thus be insecure if
the random coins used for the signature are revealed; indeed, this was one of the
motivations for the design of the NAXOS protocol.

We can capture the attack on SIG-DH symbolically using TAMARIN. To do so,
we must first define equations for a randomised signature scheme:

-
| functions: verify/3, sign/2, pk/1, true/O
k equations: verify(sign(m, sk, coins), m, pk(sk)) = true

-

and a rule which reveals the long-term key if coins is known

(rule SignatureWithKnownRandomness:

‘ let signature = sign(message, key, coins)
in

\ [ In(<signature, coins>) ]

\ --[ Kaboom(key) 1->

L [ Out(key) 1]

-_

111



§6.2 Chapter 6. Better Symbolic Models

Alex Blake
public key pk, public key pk,
ol Loy, Y & /s
gl‘

g¥,Signy, (1,9%, 9%, A. B)

Signska(Qa gx7 gyv A', B)

< session key (derived from) g™V >

S S -

(a) Sketch of SIG-DH [50], which includes identities under the signature.

Alex Blake
|public key pka| public key pk,
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9", 0 = Signg, (1, 9%, 9%), Macy (a3)

oy = Signg, (2,97, 9¥), Macgs (o)
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(b) Sketch of STS [70], which includes a MAC over the signature under the session key.

Figure 6.2: A zoo of signed-DH protocols. In each case, we mark in color the differences
from the core protocol depicted in Figure 6.1. We describe in §6.2.2.4 attacks against each
of these protocols which are not expressible in traditional symbolic models, and give a
modern symbolic model to find them and verify any fixes.
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(c) Sketch of SIGMA [107], which includes a MAC over the sender identity.

Alex Blake
|public key pka| public key pk,
z & L, Y & Ly,

9, 1]

g
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g¥, Signg,, (1, 9%, g¥), Macs (transcript)
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< session key (derived from) g™V >
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(d) Sketch of a basic DH negotiation phase: Alex proposes a list of groups, and Blake replies by
choosing one. The choice is authenticated with a MAC over the entire transcript, consisting of the
first three messages and the server ephemeral.

Figure 6.2: A zoo of signed-DH protocols, continued.
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Remark 9 (Sources lemmas). In TAMARIN, when using rules of this form, we often
need to prove an additional “sources” lemma to prevent nontermination. Specifically,
in its precomputation TAMARIN inspects the premises of each rule, and for each fact
generates a list of all possible combinations of rules which could produce that fact.
In rules like the above, TAMARIN cannot determine constraints on the term key,
and leaves the source as a so-called partial deconstruction. Partial deconstructions
often prevent termination, because TAMARIN will consider them as a source for any
possible term.

We can help TAMARIN by proving a lemma about which terms can be produced
by rules like the above. In our case, we prove that if a term key is output by the
rule, then either

(i) the adversary knew key before the rule was invoked, or

(ii) key was used as a key by an honest protocol participant.
TAMARIN proves this lemma automatically, and it prevents the partial deconstruction.
Meier [128] gave the original description of sources lemmas and partial deconstructions,
there called typing lemmas and open chains.

If we model SIG-DH (Figure 6.2a) with this type of signature scheme, we indeed
find the attack described above. In this attack, an adversary relays messages for
an honest session at some responder R, and then reveals the random coins of that
session. Using the random coins and the signature which was transmitted in the
clear, it derives the long-term key of R, whom it can subsequently impersonate to
anyone.

LaMacchia, Lauter and Mityagin’s suggested fix is the NAXOS protocol, which
does not include signatures at all; Schmidt et al. [155] modelled NAXOS in TAMARIN
and verified its security in the eCK model.

6.2.2.2 DSKS Signatures and STS

For signature schemes with the DSKS property, given a signature o = Sign(m, sk) on
a message m with secret key sk, it is possible to construct a public key pk” such that
Verify(pk’, m,o) = 1. That is, pk’ is a second public key against which the signature
is also considered valid. Signatures can achieve Existential Unforgeability under
an Adaptive Chosen Message Attack (EUF-CMA) while still admitting the DSKS
property, because the former only requires that it is hard to forge a signature for a
given key pair. Many signature schemes (including Rivest-Shamir-Adleman (RSA),
Rabin, ElGamal, Digital Signature Algorithm (DSA) and Elliptic Curve Digital
Signature Algorithm (ECDSA)) are of this form, at least in some circumstances.
It is possible to model such signature schemes in TAMARIN, using an extended
equational theory which adds this equation. Conventional signature schemes are

defined by:
functions: verify/3, sign/2, pk/1, true/0
equations: verify(sign(m, sk), m, pk(sk)) = true

and the additional DSKS property can be modelled with:

functions: dsks/1
equations: verify(sign(m, sk), m, pk(dsks(sign(m, sk)))) = true
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Blake-Wilson and Menezes [30] show a UKS attack on the STS protocol (depicted
in Figure 6.2b where the identities are omitted) if it is instatiated with such a signature
scheme. In this attack, an honest initiator I accepts a key with an honest responder
R, but R accepts the same key for the adversary A. To cause this, the adversary
relays messages between the two parties, until the final message Sign(g”||¢¥, skp).
This message is signed under the long-term key of I, but R is expecting a signature
under the long-term key of the adversary. However, A can use the DSKS property of
the signature scheme to compute and register a new public key of their own, under
which the signature indeed validates. R thus accepts the modified signature.

To find this attack in TAMARIN, we extend the STS model of Schmidt et al.
[155] with the equational theory above. The attack is found automatically in a
few seconds on a modern desktop computer, with trace shown in Figure 6.3: the
adversary intercepts an initiator’s signature, registers the DSKS public key as owned
by some agent I.1, and convinces a responder to accept the initiator’s message as if
it were from I.1.

One suggested fix is to include identities in the signatures. Indeed, with this
modification TAMARIN verifies the lack of an attack in a few seconds. We also verify
that it is not enough for public key registrations to require proof of knowledge of the
corresponding secret key: such a requirement prevents some attacks in the case of a
non-DSKS signature scheme, but does not block the attack described above. We
give the full models for both the broken and the repaired protocols in Appendix B.2.

6.2.2.3 Length Extension and MACs

SIGMA [107] is a well-studied protocol based closely on STS but with a more thorough
analysis. Instead of using a signature over all of the important protocol-level data, it
combines

- a signature with a long-term key over just the sender’s DH ephemeral, and

- a MAC with the session key over the sender’s identity
This allows it to provide a form of identity protection while still binding the signature
to the participants’ identities. We can state a minimal security property as a lemma:

(lemma responder_key_agreement_without_length_extension:

\ /* If the responder R accepts a key to use with the initiator I then... */
‘ "All sessionkey R I #i. RAccepts(sessionkey, R, I) @ i ==>
\
\

(Ex #j. #j < #i & IAccepts(sessionkey, I, R) @ j)

/* or I’s key was compromised beforehand */

\
/* either I previously accepted the same key to use with R */
ey was ¢ ; |

| (Ex #j. #j < #i & LtkRev(I) @ j) J

This is a form of non-injective agreement on session keys and their purpose from the
point of view of the responder, and TAMARIN verifies it as true in a few seconds.

Remark 10. There is a natural dual property stating key agreement for the initiator:
if the initiator accepts a key then the responder must have committed to it (though
not yet necessarily accepted). This property unfortunately does not hold of SIGMA,
because only the sender’s identity—mnot the receiver’s—is included under the MACs.

A common protocol error is to use a cryptographic hash function where a MAC is
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Figure 6.3: (Truncated) TAMARIN graph showing a DSKS attack on the STS protocol. The
attack trace shows two roles: an initator session at agent I with intended peer R, and a
responder session at R with intended peer I.1 # I, constructed from a DSKS signature.
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required, including the key as part of its input. The standard symbolic definition
of these primitives is the same: an abstract function symbol. Until now, therefore,
symbolic verification would find no attack on SIGMA where the MAC is instantiated
as h(k||m) for some cryptographic hash function h.

It is possible to conduct a finer-grained analysis, as we show now. We can model
length extensions on a hash function with an oracle rule in TAMARIN:

1 (rule AbstractLengthExtension: W

2 |

[ In(<h(<X, ¥Y>), Z>) ] \
--[ Vwoooop () J1-> \

Z L [ Out(h(<X, Z>)) ] y

Remark 11 (Pairing and associativity). The conventional symbolic model of term
concatenation is pairing: functions pair, fst, snd and equations fst(pair(z,y)) =z
and snd(pair(z,y)) = y. (In TAMARIN, (z,y) is syntactic sugar for pair(zx,y).)
However, unlike concatenation this pairing operation is not associative: <£L‘, (v, z)> #*
<<x, Y), z>. This is because the equational theory of an associative pair operator does
not have the finite variant property, which is necessary for its symbolic proof search
to be correct. (That is, while the language is expressive enough to state associativity
of a pair operator, TAMARIN is not able to search for proofs in which that equational
theory holds.)

The non-associativity of TAMARIN’s pair operator means that the naive oracle

hX),Z — h((X, Z))

does not in fact faithfully model length extension attacks: extending h((k, m)) with
x would give h<<(k, m), :c>> # h<<k, (m, x>>> There are various ways around this
technical limitation, but for the illustrative context here we choose a simple one.
Our oracle accepts only hashes of pairs, and instead of concatenating the extension
to the original messages instead just overwrites it. This is an overapproximation, so
it may find attacks which are not real.

With this rule in our model, we can return to SIGMA and verify its security
property. To keep the model simple we limit the adversary to long-term and session
key reveals (except against the target session), and prove only the limited property
above. The full TAMARIN input file is given in Appendix B.3 on page 142.

TAMARIN finds an attack in this model in a few seconds. In the attack, Alex
and Blake both accept a session key, but Blake believes the key is for Alex while
Alex believes it is for Eli. In order to cause this, the adversary intercepts the second
message from Blake to Alex, and uses the length extension to rewrite h(¢g*¥| B) to
h(g*||E), which Alex accepts. We depict the attack flow in Figure 6.4.

The fix is to use a MAC instead of a hash function. This is equivalent to using
our model but without the length extension oracle, and indeed TAMARIN easily
verifies the fix in a few seconds.
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Alex Blake
public key pk, public key pk,
e & Ly, Y & Ly,
g$

>

g¥, Signg,, (1, 9%, %), h(g™| E)

Sigrgka(27gzagy)ah(gxij4>

< session key (derived from) g™V >

S S —

Figure 6.4: The attack on SIGMA if an extensible hash function is used in place of its
MAC.

6.2.2.4 DH negotiation

Modern protocols usually support algorithm agility: instead of specifying the primit-
ives to be used at the protocol layer, they instead begin with a negotiation phase in
which the parties agree on a mutually-acceptable set of modes. For example, TLS
clients and servers might support different DH groups, and so TLS allows the client
to offer a list of supported groups and the server to select one. We give a simple
example in Figure 6.2d, modifying SIGMA to allow the initiator to offer two groups
and the responder to choose the one they prefer.

While protocol modes using strong primitives may be secure in isolation, various
attacks have been found in negotiation protocols where some of the primitives are
weak. Bhargavan et al. [28] give formal definitions and models for downgrade security
in general. In a concrete example of a downgrade attack, Adrian et al. [4] found
that many TLS servers were configured to accept 512-bit export grade cryptography,
and that by computing discrete logarithms in these weak groups they could break
TLS connections.

TAMARIN can easily express weak DH groups using a rule

1 (rule WeakDH : w
2 t [ Exponential(h, x) ] --[ Dlog(x) 1-> [ Out(x) 1] J

where the protocol rules computing exponentiations are annotated with Exponential
facts. We model a SIGMA variant with a negotiation phase in TAMARIN; the full
model is given in Appendix B.4. We remark that we use the m4 preprocessor to
simplify writing the model.

TAMARIN finds the known downgrade attack [28] in a few seconds. In this attack,
an honest client offers a strong group (generator) g to the server, but the adversary
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modifies this message in transit to offer only a weak h. Both parties expect a MAC
under the resulting session key in order before they accept it, but because h is a
weak group the adversary can compute a discrete logarithm to learn the session key;,
and thus forge the expected MAC.

A standard fix for the downgrade attack, assuming the signature scheme is strong,
is to include (a hash of) the transcript under the server signature. This is a simple
change to the model, and we indeed verify that the attack is no longer present in
this case.

6.2.2.5 Key Reinstallation Attack (KRACK)

KRACK [164] is an attack on the four-way handshake in WPA version 2, in which
a client associates to an access point. By replaying a certain message, the attack
causes a client to accept and “install” a traffic encryption key twice. The key comes
with a replay counter which is usually set to zero when installing a key, and this leads
to nonce reuse when a key is installed twice. This nonce reuse can catastrophically
break authenticated encryption schemes such as AES-GCM.

To model KRACK we must capture the consequences of nonce reuse in TAMARIN.
We first give a symbolic definition of authenticated encryption with a nonce:

s B
1 k equations: sndec(snenc(message, key, nonce), key) = message J

2
3
4
5
6
7
8

We can then model the nonce reuse as a rule, taking as input two ciphertexts with
the same key and nonce but different messages and outputting the key

T T

rule NonceReuse: W
let ml = snenc(xl, key, nonce) |
m2 = snenc(x2, key, nonce) ‘
in
[ In(<ml1, m2>) 1] |
--[ Neq(x1l, x2), Kaboom(key) ]1-> |
[ Out(key) 1] J

As before, we need to write a fairly straightforward sources lemma to help TAMARIN
reason about this lemma. This time, we prove that if nonce reuse reveals a key then
either that key was already known to the adversary, or it was honestly generated by
a protocol participant.

-
9 | lemma nonce_reuse_isnt_magic[sources]:

10
11
12
13
14

15
16

\

"All key #i. Kaboom(key) @ i ==> (
// The adversary knew key beforehand
(Ex #j. #j < #i & KU(key) @ j) |

// key was used honestly before
(Ex #j. #j < #i & HonestlyUsed(key) @ j)

A
\
\
|
ym J

KRACK is enabled by two different mechanisms which interact badly. First,
various messages in WPA can be replayed and accepted by the recipient. Replayed
messages overwrite the previous state. In particular, replaying a message which causes
the recipient to derive a new key will cause them to rederive that key. TAMARIN
supports replays and loops in a fairly straightforward manner: since the underlying
state is a multiset of facts, we simply need to write a rule which consumes later facts
and produces earlier ones.
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Second, WPA uses a counter-based nonce, starting from zero when a key is
derived and incrementing the counter once per encryption. In particular, when a
key is rederived due to a replay, its counter is reset to zero.

The following three rules model the retransmission of the third WPA message.
The first rule models a “supplicant” (client) in the START state who receives an
encrypted handshake message. Upon receiving that message they transition to the
NEGOTTATING state; this is encoded in the rule by consuming the Supp_PTK_START
fact and producing a Supp_PTK_NEGOTIATING fact instead.

The second rule models installing the received key. It consumes the state fact
Supp_PTK_NEGOTIATING and produces Supp_PTK_DONE, as well as an EncryptionKey
fact which is passed to the record layer for encrypting data messages.

Finally, the third rule models a supplicant which receives a replay of the encrypted
handshake message after already installing the key. Its state transition is therefore
from DONE back to NEGOTTATING.

rule Supp_recv_m3:

let PTK = KDF(<"PMK, ANonce, SNonce>)

ctr_plus_1 = ctr + ’0°

m3 = <ctr_plus_1, senc(<’handshake’, GTK>, PTK)>

m4 = ctr_plus_1
in
[ Supp_PTK_START ("suppID, “PMK, ctr, ANonce, SNonce), In(m3) ]
--[ SupplicantReceivesM3 (" suppID, ~PMK, ctr) ]->
[ Supp_PTK_NEGOTIATING (" suppID, ~“PMK, PTK, GTK, ANonce, SNonce, ctr_plus_1)
, Out(m4) 1]

rule Supp_negotiate:
[ Supp_PTK_NEGOTIATING(~suppID, ~PMK, PTK, GTK, ANonce, SNonce, ctr)
, Fr("kid) 1]
--[ SupplicantInstalled(~suppID, ~PMK, GTK, ctr) ]->
[ Supp_PTK_DONE ("suppID, “PMK, PTK, ANonce, SNonce, ctr)
, EncryptionKey (“kid, PTK, ctr) 1]

// These retransmissions use an incremented EAPOL replay counter.
rule Supp_rerecv_m3:
let ctr_plus_1 = ctr + ’0°
m3 <ctr_plus_1, senc(<’handshake’, GTK>, PTK)>
m4 ctr_plus_1

in

[ Supp_PTK_DONE(~suppID, ~“PMK, PTK, ANonce, SNonce, ctr), In(m3) ]

--[ SupplicantRereceivesM3 (" suppID, “PMK, ctr_plus_1) ]1->

[ Supp_PTK_NEGOTIATING (~suppID, “PMK, PTK, GTK, ANonce, SNonce, ctr_plus_1)
, Out(m4) 1]

Finally, we add one more rule to model encrypting data under an installed key,
increasing the counter each time.

| rule Encrypt: |
| [ EncryptionKey(~id, key, nonce) ] \
\ --[ EncryptedWith(~id) 1-> \
\ [ Out(snenc(<’data’, $message>, key, nonce))

J , EncryptionKey(~id, key, nonce + ’0°) |

The full model is given in Appendix B.5 on page 146. It is based on the description
of WPA by Vanhoef and Piessens [164], and includes the full handshake including
retries of both the first and third messages. However, as a simple mechanism to
limit the state space explosion due to the counters and retries, we artificially restrict
TAMARIN to a bounded number of rule invocations. The security properties we state
are that the adversary cannot learn any key that is installed by either endpoint:

| lemma gtk_secret_auth_without_extension: '
| "All authID PMK GTK ctr #i. AuthenticatorInstalled(authID, PMK, GTK, ctr) @ i
==> (Ex key #j. Kaboom(key) @ j) | not(Ex #j. K(GTK) @ j)"

lemma gtk_secret_supp_without_extension:
| "All suppID PMK GTK ctr #i. SupplicantInstalled(suppID, PMK, GTK, ctr) @ i
‘ ==> (Ex key #j. Kaboom(key) @ j) | not(Ex #j. K(GTK) @ j)"
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Note that nonce reuse is ruled out in these properties, due to the presence of the
Kaboom action in the consequent of the lemma. TAMARIN verifies them (in the
bounded setting) in a few minutes on a modern desktop computer, though we stress
that this does not correspond to a verification of WPA since it does not consider
attacks which do not fit in the bounds. We can allow for nonce reuse by removing
this consequent:

(lemma gtk_secret_auth_with_extension: W
\

"All authID PMK GTK ctr #i. AuthenticatorInstalled (authID, PMK, GTK, ctr) @ i
==> not (Ex #j. K(GTK) @ j)"

lemma gtk_secret_supp_with_extension:
"All suppID PMK GTK ctr #i. SupplicantInstalled(suppID, PMK, GTK, ctr) @ i

& | ==> not(Ex #j. K(GTK) @ j)" J

TAMARIN now finds attacks on both. As expected, in the attack an honest
handshake takes place and the supplicant sends a message encrypted under the
resulting handshake key. The adversary then replays the final handshake message,
and the supplicant reinstalls the key with the nonce (counter) reset to zero. When the
supplicant then sends an encrypted message under the reset counter, the adversary
can use the nonce reuse to derive the traffic key and violate the security property.
Note that attacks in the bounded setting are still valid in the unbounded setting,
and hence these correspond to actual attacks on the modelled protocol.
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CONCLUSIONS

The initial motivation for the research in this thesis was to study the Signal protocol,
which we did in fairly fine detail. This required us to build a new computational
framework which could capture the ratcheting design, and a security property which
encodes PCS as well as other strong properties such as forward secrecy and KCI
resistance. With all of this put together we gave a reduction of Signal to the
PRF-ODH assumption in the ROM.

With Signal’s analysis behind us, we carried on in two directions. First, since
Signal does not natively support group messaging with PCS, we defined a new protocol
called ART, which uses old ideas in a new way to provide efficient ratcheting in a
group. This allows it to have efficient, asynchronous updates while still maintaining
strong security properties. ART has had widespread interest from industry, and we
are currently turning it into the MLS standard at the [ETF.

Second, having set our work so far in computational frameworks, we returned
to the symbolic model and start to tackle some of its limitations. In particular, we
gave a number of case studies showing that many attacks which are traditionally
captured only by computational analyses are in fact relatively easily expressible in
TAMARIN’s input language. We found known attacks on a number of protocols using
our models, and where relevant verified the fixes.

A brief summary of our contributions follows.
Signal We provided the first formal analysis of the Signal messaging protocol, used
by more than a billion people:

- We developed a multi-stage key exchange security model with adversarial
queries and freshness conditions that capture the security properties
intended by Signal.

- We gave the first formal definition of Signal’s security goals, including
forward secrecy, KCI resistance and PCS and capturing the subtle dif-
ferences between security properties of keys derived via symmetric and
asymmetric ratcheting.

- We proved that the cryptographic core of Signal is secure in our model by
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giving an explicit reduction to PRF-ODH in the random oracle model.
ART We designed ART, an efficient asynchronous tree-based group key exchange
protocol that offers modern strong security properties including PCS:

- We gave a computational security model for ART.

- We explicitly reduced the unauthenticated core of our ART protocol to
DDH, and performed a symbolic verification of its authentication property.

Symbolic Models We argued that symbolic techniques are a powerful tool for verifying
ART and future protocols like it:

- We gave a series of case studies on a signed DH protocol, showing that
randomised signatures, DSKS signatures, length extensions and weak DH
groups can all be modelled symbolically.

- We give a particular example with the KRACK attack on WPA, finding
the attack in with a bounded verification.

7.1 Future Work

Detailed conclusions were included at the end of each chapter. Instead of rehashing
them further, we give three specific directions of future work which we see as
continuing the spirit of this thesis.

Retry Logic The transport layer used to carry encrypted messages from mobile
devices to the cloud tends to be unreliable, especially in areas with poor wireless
connectivity. Abu-Salma et al. [3] conclude from multiple interviews that users
actually value reliability over security, to the extent of using the former as a proxy
for the latter. This has not gone unnoticed by service providers, who often decide to
implement a retry mechanism to hide transient failures from users. When such a
mechanism is in effect, endpoints may decide to re-send encrypted messages if they
believe the initial transmission was lost.

This logic can go further than might be expected, and is directly relevant to
message secrecy: WhatsApp will silently re-encrypt a sent message to a new key
if it believes that the recipient has changed device, a feature originally branded a
backdoor by the Guardian [84] but now referred to as a “tradeoff” [95]. This means
that an adversary with temporarily control of the PKI can disconnect Blake, and
Alex will silently re-send messages to them.

A formal analysis of the retry logic of WhatsApp and other implementations
of Signal might highlight differences between them, as well as identify the precise
impact on security properties caused by a given retry policy.

Public Key Infrastructure If a powerful adversary wished to attack Signal,
perhaps the easiest approach would be to infiltrate or otherwise coerce the identity
server. Indeed, as we saw in §5.5.1 on page 81, with control of this server a network
adversary can attack any conversation by providing their own keys when asked for
Blake’s. They can even evade detection by actively forwarding messages. Signal has
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a fingerprint verification in which users can meet in person and confirm whether the
identity server acted honestly, but this requires active participation and physical
colocation by users and has not seen wide uptake.

Google’s Key Transparency project aims to solve or at least reduce the impact of
this problem, by storing all identity keys in a verifiable data structure which can be
audited. This is a noble goal, but there are a number of concrete questions about
the approach.

- Transparency logs have traditionally assumed the presence of “gossip”, which
is not present in most practical deployments. What is the impact of running
a transparency log without gossip, and how do current candidates for gossip
behave in the presence of nation-state adversaries?

- Are there ways to build gossip systems which are simpler and easier to analyse?
Most academic proposals for transparency logs do not require it, instead taking
the approach of having certain protocol agents sign off on data which would
traditionally be disseminated through the gossip protocols.

- How does Key Transparency work when users can register multiple devices under
the same identity? Should devices be required to authorise new registrations,
and if not then which attacks are possible and when might they be detected?

- Is it possible to apply the theory of Milner et al. [136] about detection of
disagreement to identity keys in a group messaging context? If so, can it be
used to provide similar guarantees to those of Key Transparency, without the
overhead of running a transparency log, auditors and a gossip protocol?

Systematic Modelling of Symbolic Primitives We saw a number of case
studies in §6.2 in which we found known attacks on existing protocols by giving more
accurate symbolic models of their cryptographic primitives. This worked well, but
to be fully scientific would require a more systematic approach than the one we took
earlier. Can we borrow from the ideas of computational soundness to give a less
ad-hoc treatment of symbolic primitives? Is it possible to take existing TAMARIN
models and modify the primitives they use without too much human intervention?



§7.1 Chapter 7. Conclusions

126



Appendices

127






APPENDIX A

NOTATION

The following definitions are brief and not intended to be fully formal;
they are included to fix our notation and clarify any ambiguities in word
usage. We refer the reader to e.g., Katz and Lindell [99] for full definitions.

A.1 Basics

Functions and Variables We write {a,b, ...} for an unordered set of values, and
la,b,...] for an ordered list. We write z <— a to denote assigning a to the variable z,
and x < f(a) to denote evaluating the function f at a and assigning the result to x.

A function f is injective or an injection if it preserves distinctness; that is, if
x # y implies f(x) # f(y) for all x and y.

A function negl(z) is negligible if it is asymptotically less than any polynomial;
equivalently, if for every positive integer ¢ there exists a positive integer N, such that
lnegl(x)| < /e for all x > N.. Negligibility is in terms of some security parameter z,
but in order to avoid writing x everywhere we almost always omit it where it is clear,
and abuse notation to say that certain values are negligible (meaning that they are
a negligible function of the implicit security parameter).

Probabilities Where S is a probability distribution, we write x <—s .S to denote
sampling a random element from the distribution S and assigning it to the variable
x.

If f is a randomised function, we keep its randomness implicit instead of explicit,
so that f(a) is a probability distribution of outputs. Following the above, we write
x < f(a) to denote evaluating the randomised function on f, with uniformly sampled
random input, and assigning the result to z.

An event is a set of possible outcomes i.e., values from a probability distribution.
For example, the event “roll an even number on a six-sided die” corresponds to the
subset {2,4,6} C {1,2,3,4,5,6} of possible outcomes. The probability of an event
is the probability that it contains an outcome sampled from the distribution.
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We say that two families {D,, }nen and {E, },en of probability distributions are
computationally indistinguishable if the function d 4(n) is negligible in n for all pptms
A, where

da(n) = | Pr[A(z) = 1|z < D,| — Pr[A(z) = 1|z + E,]|.

In other words, D,, and E, are computationally indistinguishable if there is no
pptm which can distinguish between samples from D,, and samples from F,, with
non-negligible probability.

We call 6 4(n) the advantage of A in distinguishing between D and E. We usually
use the concept of advantage to measure the success probability of an adversary over
and above random guessing in a game where it must guess a bit b € {0, 1} sampled
uniformly at random by the challenger. In this context, the advantage of A is the
difference of its success probability from 1/2, the probability of success by random
guessing. (Some authors define the advantage to be twice this value, since then it
ranges from 0 to 1. Our advantages are all negligible, and thus the distinction is
unimportant for us.)

Trees We define binary trees as a combination of

- nodes, which contain two nested children, and

- leaves, which contain no children,
along with associated data at each node and leaf: tree := (node(tree, tree), -) | (leaf, -).
For a binary tree T, we use the notation |T| to refer to the total number of leaves in
the tree. We label each node of a tree with an index pair (z,y), where x represents
the level of the node: the number of nodes (including the node itself) in the path to
the root at index (0,0). The children of a node at index (x,y) are (x + 1,2y) and
(x+ 1,2y +1). We write T}, for the data at index (z,y) in a tree T'. All tree nodes
but the root have a parent node and a sibling (the other node directly contained in
the parent). We refer to the copath of an node in a tree as the set comprising its
sibling in the tree, the sibling of its parent node in the tree, and so on until reaching
the root.

Groups We use groups extensively for DH. A group is a set GG together with
a binary operation - : G x G — G satisfying three properties: associativity of -,
existence of an identity element, and existence of inverses.

We write our groups multiplicatively (i.e. using X as the group operation) instead
of additively (using +). For an integer = we define the exponentiation ¢g* for a group
element g as

T times
7\

™~

Some authors prefer to write their groups additively, particularly when using groups
of points on elliptic curves. In that notation, for a given base point P and integer x
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they write P

x times

——
sP=P+P+---P.

This notation is equivalent and we use the former throughout this thesis.

The group Z, is defined to be the set of congruence classes of integers modulo a
prime ¢, equipped with the binary operation of multiplication and reduction modulo
q; it is a straightforward exercise to show that this is a group.

A discrete logarithm log,(a) is an integer k such that v* = a. The discrete
logarithm problem is the problem of computing log,(a) for general groups G and
elements a and b. (More precisely, an algorithm A solves the discrete logarithm
problem if on input a group G, generator g and element h € G it outputs with
non-negligible probability = € Z, such that h = ¢*.) Computing discrete logarithms
is considered to be computationally intractable except in special cases.

For most cryptographic protocols it is not enough to assume hardness of the
discrete logarithm problem, and there are a number of stronger assumptions which
are frequently made:

Decisional Diffie-Hellman (DDH) is the assumption that the probability distribu-
tions

a a $ a c $
{(g,g .9, 9") | (a,b) <—Z§} and {(9;9 .99 | (a,b,¢c) <—Zg}

are computationally indistinguishable. We call (g, g%, ¢°, g°) a DDH tuple.
DDH implies hardness of discrete logarithms: it is easy to detect DDH tuples
by taking the discrete logarithm of each element and comparing the last to the
product of the middle two. However, there are groups for which DDH is not
computationally hard:
- in Z;, where the Legendre symbol can be used to distinguish DDH tuples
from random
- in an elliptic curve group with an efficiently computable bilinear pairing
(such as those based on supersingular elliptic curves), where the pairing
can be used to distinguish DDH tuples from random
Computational Diffie-Hellman (CDH) is the assumption that there is no pptm al-
gorithm A which on input some group G, generator g and elements h; =
g, he = g™ € G outputs g"'*? with non-negligible probability.
If solving discrete logarithms in G is easy then so is CDH: A outputs h;ogg(hl).
CDH is a stronger assumption than hardness of discrete logarithms, though: if
solving discrete logarithms in G is hard it is not known whether CDH is also
hard.
If solving CDH in G is easy then so is solving DDH: A solves CDH for its
challenge values ¢® and ¢” and compares the result to the challenge group
element. The inverse is believed but not known to be false, with e.g., Z, as an
example group in which CDH is believed hard but DDH known easy.
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CDH is believed to be hard in Z, and in the prime subgroups of some elliptic
curves.

Gap Diffie-Hellman (GDH) as defined by Okamoto and Pointcheval [140] is the
assumption that CDH is computationally intractable even when given access
to a DDH oracle. That is, GDH holds if there is no algorithm 4 which can
with non-negligible probability output ¢®® on input (g, g%, ¢°) even when given
access to an oracle which determines whether a given tuple is a DDH tuple.
GDH is dual to DDH in a particular sense. Roughly [140],

- if GDH is easy then CDH is equivalent to DDH, and

- if DDH is easy then CDH is equivalent to GDH.
GDH is useful when combined with the ROM in proofs where certain values
are replaced with challenge values from a CDH oracle but where computations
depending on those values must be simulated. (For example, in some protocol
proofs the session keys depend on DH values which are used in other sessions.
In order to replace them with CDH challenge values, the changes to the other
sessions must be simulated. The DDH oracle is used in these cases roughly to
tell whether the adversary can detect the simulation.)
Some proofs use the “strong DH” assumption, which is similar to GDH but
slightly weaker due to constraints on the oracle queries.

Pseudorandom Function Oracle Diffie-Hellman (PRF-ODH) [96] is another oracle-
style DH assumption, initially introduced to study TLS 1.2. It is the assumption
for some PRF that PRF(¢"",2*) is indistinguishable from random for an
adversary-chosen z*, even if given ¢g* and ¢” and access to two oracles:

- an oracle outputting PRF(S", ) on input S and z, and

- an oracle outputting PRF(7", z) on input 7" and x.
PRF-ODH was originally proposed to avoid using the ROM in situations such
as the above GDH example. Indeed, the PRF oracle is precisely necessary in
order to simulate the required changes to other protocol sessions. However,
Brendel et al. [41] give some impossibility results that indicate that in fact it
is hard to prove security of certain types of PRF-ODH assumption without
assuming the ROM.

A.2 Cryptographic Primitives

A.2.1 Definitions
A.2.1.1 Symmetric

Hash functions A cryptographic hash function is an efficient, deterministic func-
tion from arbitrary-length bit strings to fixed-length bit strings with one of the
following three properties:
(i) collision resistance: it is hard to produce two messages m; and my with
h(m1) = h(ma)

(ii) preimage resistance: given an output h(m) it is hard to produce m
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(iii) second preimage resistance: given my, it is hard to produce mo with h(m,) =
h(ms)
The formal definitions of hash function security are somewhat painful, but carefully
catalogued by Rogaway and Shrimpton [151]|. (One irritation is that collisions exist
for all hash functions by the pigeonhole principle, so there exists an algorithm which
outputs in constant time a precomputed collision. The definitions must therefore be
over a family of hash functions instead of for a fixed one.)

Pseudorandom Functions A PRF, or pseudorandom function (family), is a
family of efficiently-computable functions which are hard to distinguish from a
random oracle, in the sense that if a function is drawn at random from the PRF
distribution, then all of that function’s outputs appear random regardless of its
inputs. Formally, a function family F} is a PRF if for all pptms D

‘Pr [DFk (n)=1k & {0, 1}“] ~Pr [Df (n)=1]f <& {0, 1}{0»1}] ] < negl(n)
where we write DY to indicate that D has oracle access to the function g.

Encryption A symmetric encryption scheme is a pair (Enc, Dec) of ppt algorithms:

- Enc outputs a ciphertext c on input a key k & {0,1}™ and message m € {0, 1},

and

- Dec outputs a message (or an error L) on input a key k and ciphertext c.
We require for all keys k& and messages m that Dec(k, Enc(k, m)) = m, and usually
write {m} for Enc(k, m).

The strongest widely-used definition of security for such schemes is Indistin-
guishability under an Adaptive Chosen-Ciphertext Attack (IND-CCA), requiring
than an adversary cannot with non-negligible probability distinguish between en-
cryptions of two chosen messages under an unknown key, even when given access to
encryption and decryption oracles for that key. We refer the reader to any standard
textbook for a formal definition.

Message Authentication Codes A MAC scheme is a pair (Mac, Verify) of ppt
algorithms:

- Mac outputs a tag t on input a key k & {0,1}™ and a message m € {0, 1}*,

and

- Verify outputs a bit b € {0,1} on input a key k, a message m and a tag t.
We require for all keys k and messages m that Verify(k, m, Mac(k,m)) = 1.

The standard definition of security for a MAC is EUF-CMA, requiring that an
adversary cannot with non-negligible probability output a new valid tag for any
message under an unknown key, even when given access to an Mac oracle under that
key. We refer the reader to any standard textbook for a formal definition.

Authenticated Encryption with Associated Data (AEAD) [150] is a form
of symmetric encryption with two added features: first it provides integrity i.e., one
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must know the key in order to construct a valid ciphertext, and second it allows for
“associated data” which is integrity-protected but not confidential. This turns out to
be a very useful notion for practical protocols: integrity is important in real systems,
and packet headers must not be confidential. An Authenticated Encryption with
Associated Data (AEAD) scheme is a pair (Enc, Dec) of ppt algorithms:
- Enc outputs a ciphertext ¢ on input a key k, message m, nonce n and header
h, and
- Dec outputs a message m (or an error L) on input a key k, nonce n, header h
and ciphertext c.
As for symmetric encryption, we require decryption of a valid ciphertext to return
the original plaintext.

The definition of security for an AEAD scheme has two parts. First, ciphertexts
must be indistinguishable from random bitstrings under chosen plaintext attacks (a
stronger notion than the traditional chosen-plaintext one, which requires ciphertexts
to be indistinguishable from the encryptions of random bitstrings). Second, it must
be hard for an adversary to generate a new valid ciphertext even when given access to
an encryption oracle. We refer the reader to Rogaway [150] for the formal definitions.

A.2.1.2 Asymmetric

Signatures A digital signature scheme is a tuple (KeyGen, Sign, Verify) of ppt
algorithms:

- KeyGen outputs a pair (pk, sk) of keys on input the security parameter n,

- Sign outputs a signature ¢ on input a private key sk and message m, and

- Verify outputs a bit b € {0,1} on input a public key pk, message m and

signature o.
We require that for all n and all (pk, sk) & KeyGen(n), Verify(pk, m, Sign(sk,m)) = 1
except with negligible probability.

The standard definition of security for signature schemes is EUF-CMA, requiring
that an adversary cannot output a new signature for a chosen message m which is
valid against a known public key pk, even when given access to a signature oracle
under the corresponding secret key sk. We refer the reader to any standard textbook
for a formal definition.

Encryption An asymmetric encryption scheme is very similar to a symmetric
encryption scheme, except with distinct keys for encryption and decryption. It
comprises a tuple (KeyGen, Enc, Dec) of ppt algorithms:

- KeyGen outputs a pair (pk, sk) of keys on input the security parameter n,

- Enc outputs a ciphertext ¢ on input a public key pk and message m, and

- Dec outputs a message m or special symbol | on input a private key sk and

ciphertext c.

The strongest commonly-used definition of security here is again Indistinguishability
under an Adaptive Chosen-Ciphertext Attack (IND-CCA), though this time the
encryption oracle is unnecessary since the adversary is given access to the public
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key and can compute encryptions itself. Again, we refer the reader to any standard
textbook for a formal definition.
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APPENDIX B

TAMARIN MODELS

B.1 Randomised Signatures

We give a model finding an attack on a SIG-DH protocol with randomised signatures
which leak the signing key if their random input is known.

/*

* Protocol: SIG-DH with leaky randomised signatures
* Modeler: Katriel Cohn-Gordon

* Date: April 2018

* Status: working

*/

theory leaky_randomised_signatures
begin

builtins: diffie-hellman

functions: verify/3, sign/3, pk/1, true/0 // Signature scheme
functions: KDF/2, h/1 // Other primitives
equations: verify(sign(m, sk, coins), m, pk(sk)) = true // Normal signatures

section{* SIG-DH x*}

// Honest parties can register fresh keys
rule Register_pk_normal:
[ Fr(T1tk) ]
--[ LtkSet($A, ~1ltk) 1->
[ 'Ltk($A, ~1tk), 'Pk($A, pk(“1ltk)), Out(pk(~1ltk)) ]

rule Init_1:
let ekI = h(<’private_key’, “coinsI>)

epkI = ’g’ =~ ekl
sigCoins = h(<’signature_coins’, “coinsI>)
ml = epklI

in

[ Fr("coinsI), !'Ltk($I, ~1tkI) ]

--[ SidI_1("coinsI, $I, $R, epkI), Neq($I, $R) 1->

[ Init_1($I, $R, ~“1tkI, ~“coinsI), !'Random(~coinsI), Out(mil) ]

rule Resp_1:
let ml1 = epkI
ekR = h(<’private_key’, “coinsR>)
epkR = ’g’ =~ ekR
sigCoins = h(<’signature_coins’, ~coinsR>)
sigR = sign(<’R’, epkI, epkR, $I, $R>, ~1tkR, sigCoins)
pms = epkI ~ ekR
m2 = <epkR, sigR>
in
[ 'Ltk($R, ~1tkR)
, Fr(“coinsR)
, In(m1)

]
--[ SidR_1("coinsR, $I, $R, epkI, epkR, pms)
, Neq($I, $R)
; SignedWith ("1tkR)
->
[ Resp_1(~coinsR, $I, $R, ekR, epkI, pms)
, 'Random(~coinsR)
, Out (m2)
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]

rule Init_2:
let ekI = h(<’private_key’, “coinsI>)
epkR = ’g’~ekR

epkI = g’ =~ ekI

sigCoins = h(<’signature_coins’, ~coinsI>)

sigl = sign(<’I’, epkR, epkI, $I, $R>, ~1tkI, sigCoins)
pms = epkR = ekI

m3 = sigl

sessionkey = KDF(’sk’, pms)

in
[ Init_1($I, $R, ~1tkI, ~coinsI)
, 'Pk($R, pkR)
, In(m2)
1
--[ SidI_2(“coinsI, $I, $R, epkI, epkR, pms)
, Accepted(ekI, peerTid, $I, $R, epkI, epkR, sessionkey)
, Eq(verify(sigR, <’R’, epkI, epkR, $I, $R>, pkR), true)
R SignedWith(~ltkI)
1->
[ Out(m3),
!SessionKey (“coinsI, $I, $R, sessionkey)
]
rule Resp_2:
let epkR = ’g’ ~ ekR
epkI = ’g’ ~ peerTid
m3 = sigl

sessionkey = KDF(’sk’, pms)

[ 'Pk($I, pkI)
, Resp_1(“coinsR, $I, $R, ekR, epkI, pms )
, In(m3)
1
--[ SidR_2("coinsR, $I, $R, epkI, epkR, pms)
, Accepted(ekR, peerTid, $R, $I, epkI, epkR, sessionkey)
, Eq(verify(sigl, <’I’, epkR, epkI, $I, $R>, pkI), true)

1->
[ !'!SessionKey(“coinsR, $I, $R, pms) ]

/] mmmm e ADVERSARY POWERS  —-----oooomm-
// learn any session key

// rule SesskRev:

// [ 'SessionKey(~“tid, $I, $R, sessionkey) ]
// --[ SesskRev(~tid) 1->

// [ Out(sessionkey) ]

// learn any long-term key
rule LtkRev:
[ 'Ltk($X, 1tkX) 1]
--[ LtkRev($X) 1->
[ Out(1ltkX) 1]

// learn any random coins
rule RandomRev:
[ 'Random(coins) ]
--[ RandomRev(coins) ]->
[ Out(coins) ]

// given a signature and its coins, learn the signature key
rule SignatureWithKnownRandomness:

let signature = sign(message, key, coins)

in

[ In(<signature, coins>) ]

--[ Kaboom(key) J1->

[ Out(key) 1]

/] —mmmmmmm e SECURITY PROPERTIES -------------

restriction equalities_hold:
"All x y #i. Eq(x, y) @ i ==> x =y

restriction inequalities_hold:
"All x y #i. Neq(x, y) @ i ==> not(x = y)"

lemma sane: exists-trace
"Ex coinsI coinsR I R epkI epkR sessionkey #i #j.

Accepted(coinsI, coinsR, I, R, epkI, epkR, sessionkey) @ i
& Accepted(coinsR, coinsI, R, I, epkI, epkR, sessionkey) @ j

& not(coinsI = coinsR)

n

/* We need a sources lemma for the SignatureWithKnownRandomness rule,

since it

can output arbitrary terms. Specifically, we prove that either it reveals a

party’s random coins, or the adversary knew the key it would reveal

beforehand. */
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lemma signature_typing[sources]:
" All key #i. Kaboom(key) @ i ==>

/* either the adversary knew the key beforehand x*/
(Ex #j. #j < #i & KU(key) @ j) |

/* or it was actually a key used to sign something by an honest party x/
(Ex #j. SignedWith(key) @ j)
n

/* This is a weak cleanness predicate for an AKE protocol. We allow corruptions of
arbitrary random coins and long-term keys, except

- no corruption of the randomnes of the Test session or its partner

- no corruption of the long-term key of Test session’s peer before it completes

We leave out session key reveals (which are necessary for actual protocols) to
keep the property simple, and for this property we also prevent using random
coins to learn the responder’s long-term signature key. */

lemma secrecy_of_initiator_key_without_derandomising_signatures:
"not (Ex #il #i2 ttest I R k epkI epkR.
SidI_2(ttest, I, R, epkI, epkR, k) @ il & K( k ) @ i2

& not (Ex #i3 #i4 1tkR. LtkSet(R, 1tkR) @ i3 & Kaboom(ltkR) @ i4)
/* Didn’t reveal the randomness of the test session */
/* Note that the session key is g~xy, so revealing the randomness of
the test session reveals the session key. Using the NAXOS trick
would prevent this attack, in which case which we could uncomment
the LtkRev. */
& not (Ex /* #i3 %/ #i4. /* LtkRev(I) @ i3 & */ RandomRev( ttest ) @ i4)

/* Same comment as above but for matching session */
/* Note that we need uksID to stop finding the UKS attack. */
& not (Ex #i3 /* #i4 */ #i5 tpartner kpartner uksID.
SidR_1( tpartner,/*I*/ uksID,R,epkI,epkR,kpartner ) @i3
/* & LtkRev( R ) @ i4 x/
& RandomRev ( tpartner ) @ i5 )

/* Longterm-key-reveal of partner only if there is a matching session. */
& (A1l #i3. LtkRev( R ) @ i3 ==>
(Ex #i4 tpartner kpartner.
/* (i1 < i3) | */
SidR_1( tpartner ,I,R,epkI,epkR,kpartner ) @i4)))"

/* As above, but now allow learning R’s 1tk from a derandomised signature x*/
lemma secrecy_of_initiator_key_with_derandomising_signatures:
"not (Ex #il #i2 ttest I R k epkI epkR.
SidI_2(ttest, I, R, epkI, epkR, k) @ i1l & K( k ) @ i2
& not (Ex #i4. RandomRev( ttest ) @ i4)
& not (Ex #i3 #i5 tpartner kpartner uksID.
SidR_1(tpartner, uksID, R, epkI, epkR, kpartner) @ i3
& RandomRev ( tpartner ) @ i5)
& (A1l #i3. LtkRev( R ) @ i3 ==> (Ex #i4 tpartner kpartner.
SidR_1( tpartner ,I,R,epkI,epkR,kpartner ) @i4d)))"

end

B.2 UKS attack on STS with DSKS signatures

/*
* Protocol: Station-To-Station, MAC variant, DSKS attacks
* Modeler: Cas Cremers, Katriel Cohn-Gordon
* Date: November 2016
* Source: "Unknown Key-Share Attacks on the Station-to-Station (STS) Protocol"
* Blake-Wilson, Simon and Menezes, Alfred
* PKC ’99, Springer, 1999
*
* Status: working
*/
theory dsks_on_STS
begin

builtins: diffie-hellman

functions: verify/3, sign/2, pk/1, true/0O, dsks/1 // Signature scheme
functions: h/1, KDF/1, mac/2 // Other primitives
equations: verify(sign(m, sk), m, pk(sk)) = true // Normal signatures

, verify(sign(m, sk), m, pk(dsks(sign(m, sk)))) = true // DSKS property
// In a DSKS attack, the attacker can take a signature sign(m, sk) of a message m,
// and from it construct a *new* public key pk(dsks(sign(m, sk))) against which
// the signature *also* validates.
section{* The Station-To-Station Protocol (MAC version) *}

// Honest parties can register fresh keys
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29 | rule Register_pk_normal:

30 [ Fr(T1ltk) 1]

31 --[ LtkSet($A, ~1tk) 1->

32 [ 'Ltk($A, ~1tk), !'Pk($A, pk(~1tk)), Out(pk(~1ltk)) ]
33

3¢ | // Evil parties can register any keys, but only against corrupted parties
35 | rule Register_pk_evil:

36 [ In(k) 1]

37 --[ Corrupt($E) 1->

38 [ 'Ltk($E, k), !'Pk($E, pk(k)), Out(pk(k)) 1]
39

4 | // Attacker can learn any session key (rendering the session non-fresh)
41 | rule Sessionkey_Reveal:

42 [ !'!SessionKey(“tid, $I,$R,k) ]
43 --[ SesskRev(~tid) ]1->

44 [ Out(k) 1]

45

46 | // Protocol
47 | rule Init_1:

48 [ Fr(~ekI), !'Ltk($I, ~1tkI) ]

49 -->

50 [ Init_1($I, $R, ~“1tkI, “ekI ), Out(< ’g’~~ekI >) ]
51

52 | rule Resp_1:

53 let sigR = sign(<’g’~~ekR, X>, ~1tkR)

54 in

55 [ 'Ltk ($R, ~1tkR)

56 , Fr(“ekR)

57 , In( <$I, $R, X > ) 1]

58 -=>

59 [ Resp_1( $I, $R, ~1tkR, ~“ekR, X )

60 j Qut (< ’g’~~ekR, sigR, mac(X~~ekR, sigR) >)
61

62

63 | rule Init_2:

64 let epkI = ’g’~"ekI

65 sigl = sign(<epkI, Y>, ~1tkI)

66 pms = Y~ "ekI

67 in

68 [ Init_1( $I, $R, ~1tkI, ~ekI )

69 , 'Pk($R, pkR)

70 , In(< $R, $I, Y, sigR, mac(pms, sigR) >)

71 ]

72 --[ AcceptedI(~ekI,$I,$R,epkI,Y, KDF(pms))

73 , Eq(verify(sigR, <Y, epkI>, pkR), true) ]->
74 [ Out(< $I, $R, sigl, mac(pms, sigl) >),

75 !SessionKey ("ekI,$I,$R, KDF (pms))

76 ]

77

78 | rule Resp_2:

79 let epkR = ’g’~7"ekR

80 pms = X~ " ekR

81 in

82 [ 'Pk($I, pkI)

83 , Resp_1( $I, $R, ~1tkR, ~“ekR, X )

84 j In( <$I, $R, sigl, mac(pms, sigl) >)

85

86 --[ AcceptedR("ekR,$I,$R,X,epkR, KDF(pms))

87 , Eq(verify(sigIl, <X, epkR>, pkI), true) ]->
88 [ !'SessionKey(“ekR,$I,$R, KDF(pms)) ]

89

90

o1 | // —------------ SECURITY PROPERTIES -------------
92

93 | axiom equalities_hold:

94 "All x y #i. Eq(x, y) @ i ==> x = y"

95

96 | lemma KI_Perfect_Forward_Secrecy_I:

97 "not (Ex ttest I R sessKey #il #k hki hkr.

98 AcceptedI(ttest,I,R,hki,hkr,sessKey) @ il &
99 not (Ex #r. Corrupt(I) @ r) &

100 not (Ex #r. Corrupt(R) @ r) &

101 K(sessKey) @ k &

102 // No session keymat reveal of test

103 not (Ex #i3. SesskRev(ttest) @ i3) &

104 // No session keymat reveal of partner

105 not (Ex #i3 #i4 tpartner kpartner. SesskRev(tpartner) @ i3
106 & AcceptedR(tpartner ,I,R,hki,hkr,kpartner) @ i4
107 )

108 )

109 "

110

111 | lemma KI_Perfect_Forward_Secrecy_R:

112 "not (Ex ttest I R sessKey #il #k hki hkr.

113 AcceptedR(ttest ,I,R,hki,hkr,sessKey) @ il &
114 not (Ex #r. Corrupt(I) @ r) &

115 not (Ex #r. Corrupt(R) @ r) &

116 K(sessKey) @ k &

117 // No session keymat reveal of test

118 not (Ex #i2. SesskRev(ttest) @ i2) &

119 // No session keymat reveal of partner

120 not (Ex #i2 #i3 tpartner kpartner. SesskRev(tpartner) @ i2
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& AcceptedI(tpartner ,I,R,hki,hkr,kpartner) @ i3
)

)
n
end
/*
* Protocol: Station-To-Station, MAC variant, DSKS attacks
* Modeler: Cas Cremers, Katriel Cohn-Gordon
* Date: November 2016
* Source: "Unknown Key-Share Attacks on the Station-to-Station (STS) Protocol"
* Blake-Wilson, Simon and Menezes, Alfred
* PKC ’99, Springer, 1999
*
* Status: working
*/
theory dsks_on_STS_fixed
begin
builtins: diffie-hellman
functions: verify/3, sign/2, pk/1, true/0, dsks/1 // Signature scheme
functions: h/1, KDF/1, mac/2 // Other primitives
equations: verify(sign(m, sk), m, pk(sk)) = true // Normal signatures

, verify(sign(m, sk), m, pk(dsks(sign(m, sk)))) = true // DSKS property

// In a DSKS attack, the attacker can take a signature sign(m, sk) of a message m,
// and from it construct a *new* public key pk(dsks(sign(m, sk))) against which
// the signature *also* validates.

section{* The Station-To-Station Protocol (MAC version) *}

// Honest parties can register fresh keys
rule Register_pk_normal:
[ Fr(T1tk) 1]
--[ LtkSet($A, ~1ltk) 1->
[ 'Ltk($A, ~1tk), !'Pk($A, pk(~1tk)), Out(pk(~1ltk)) ]

// Evil parties can register any keys, but only against corrupted parties
rule Register_pk_evil:

[ In(k)

--[ Corrupt($E) 1->

[ 'Ltk($E, k), !Pk($E, pk(k)), Out(pk(k)) 1]

// Attacker can learn any session key (rendering the session non-fresh)
rule Sessionkey_Reveal:
[ !'SessionKey(~tid, $I,$R,k) ]
--[ SesskRev(~tid) 1->
[ Out(k) 1

// Protocol
rule Init_1:
[ Fr(~ekI), !Ltk($I, ~1tkI) ]
>
[ Init_1($I, $R, ~1tkI, “ekI ), Out(< ’g’~~ekI >) 1]

rule Resp_1:
let sigR = sign(<’1’, ’g’>~~ekR, X, $I, $R>, ~1tkR)
in
[ 'Ltk ($R, ~1tkR)
, Fr(~ekR)
In( <$I, $R, X > ) 1

3

[ Resp_1( $I, $R, ~1tkR, ~“ekR, X )

, Out(< ’g’~~ekR, sigR, mac(X~~ekR, sigR) >)
]

rule Init_2:

let epkI = ’g’~ ekl
sigl = sign(<’2’, epkI, Y, $I, $R>, ~1tkI)
pms = Y~ "ekI
in
[ Init_1( $I, $R, ~1tkI, ~ekI )
, 'Pk($R, pkR)
, In(< $R, $I, Y, sigR, mac(pms, sigR) >)
]
--[ AcceptedI(~ekI,$I,$R,epkI,Y, KDF(pms))

, Eq(verify(sigR, <’1’, Y, epkI, $I, $R>, pkR), true) ]->
[ Out(< $I, $R, sigl, mac(pms, sigl) >),

!'SessionKey (“ekI,$I,$R, KDF (pms))
]

rule Resp_2:
let epkR = ’g’~"ekR
pms = X~ “ekR
in
[ 'Pk($I, pkI)
, Resp_1( $I, $R, ~1tkR, ~ekR, X )
, In( <$I, $R, sigl, mac(pms, sigl) >)
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]
--[ AcceptedR("ekR,$I,$R,X,epkR,

KDF (pms))
, Eq(verify(sigI, <’2’, X, epkR, $I, $R>, pkI), true) ]-
[ !'!SessionKey(“ekR,$I,$R, KDF (pms))
[/ mmmmmeee SECURITY PROPERTIES -c----o-oooo--
axiom equalities_hold:

"A1l x y #i. Eq(x, y) @ i ==> x = y"
lemma KI_Perfect_Forward_Secrecy_I:

"not (Ex ttest I R sessKey #il #k hki hkr.
AcceptedI(ttest,I,R,hki,hkr,sessKey) @ il &
not (Ex #r. Corrupt(I) @ r) &
not (Ex #r. Corrupt(R) @ r) &

K(sessKey) @ k &

// No session keymat reveal of test

not (Ex #i3. SesskRev(ttest) @ i3) &

// No session keymat reveal of partner

not (Ex #i3 #i4 tpartner kpartner.
& AcceptedR(tpartner ,I,R,hki,hkr,kpartner) @ i4

n

lemma KI_Perfect_Forward_Secrecy_R:

"not (Ex ttest I R sessKey #il #k hki hkr.
AcceptedR(ttest ,I,R,hki,hkr,sessKey) @ il &
not (Ex #r. Corrupt(I) @ r) &
not (Ex #r. Corrupt(R) @ r) &

K(sessKey) @ k &

// No session keymat reveal of test

not (Ex #i2. SesskRev(ttest) @ i2) &

// No session keymat reveal of partner

not (Ex #i2 #i3 tpartner kpartner.
& AcceptedI (tpartner ,I,R,hki,hkr,kpartner) @ i3

end

>

SesskRev(tpartner) @ i3

SesskRev (tpartner) @ i2

B.3 SIGMA with an extensible hash function

/ *

* Protocol:
* Modeler:
* Date:
Status:

SIGMA, with length extensions
Katriel Cohn-Gordon

April 2018
* working
*/
theory sigma_with_length_extensions
begin

builtins: diffie-hellman

functions: verify/3, sign/2, pk/1, true/0
equations: verify(sign(m, sk), m, pk(sk)) = true
functions: KDF/2, h/1

section{* SIGMA but with a length extension *}

// Honest parties can register fresh keys

rule Register_pk_normal:
[ Fr(“1ltk) ]
--[ LtkSet($4A,
[ 'Ltk($A, ~1tk),

“1tk) 1->

'Pk($A, pk(~1tk)), Out(pk(~1ltk)) 1]

rule Init_1:

let ekI = h(<’ephemeral_key’, ~coinsI>)
epkI = ’g’ = e
ml = epkl
in
[ Fr("coinsI), !'Ltk($I, ~1tkI) ]
--[ SidI_1("coinsI, $I, $R, epkI), Neq($I, $R) 1->
[ Init_1("coinsI, $I, $R, ~1tkI, ekI ), !'Random(~coinsI),

rule Resp_1:

let ekR = h(<’ephemeral_key’, ~coinsR>)
ml = epklI
epkR = ’g’ ~ ekR
sigR = sign(<’R’, epkI, epkR>, ~1tkR)
pms = epkI ~ ekR
Km = KDF(’Km’, pms)
macR = h(<Km, $R>)
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m2 = <epkR, sigR, macR>
sessionkey = KDF(’sk’, pms)
in
[ 'Ltk($R, ~1tkR)
, Fr(“coinsR)
, In(m1)

]
--[ SidR_1("coinsR, $I, $R, epkI, epkR, pms)
, Neq($I, $R)
, RCommit (sessionkey, $R, $I)
1->
[ Resp_1(“coinsR, $I, $R, ekR, epkI, pms)
'Random (“coinsR)
Out (m2)

[EE T

rule Init_2:

let epkR = ’g’~ekR
peerTid = ekR
m2 = <epkR, sigR, macR>
epkI = ’g’~ ekl
sigl = sign(<’I’, epkR, epkI>, ~1tkI)
pms = epkR~ekI
Km = KDF(’Km’, pms)
macI = h(<Km, $I>)
m3 = <sigl, macI>
sessionkey = KDF(’sk’, pms)

-
B

Init_1("coinsI, $I, $R, ~1tkI, ekI )
'Pk ($R, pkR)
In(m2)

SidI_2(~coinsI, $I, $R, epkI, epkR, pms)
IAccepts (sessionkey, $I, $R)

Eq(verify(sigR, <’R’, epkI, epkR>, pkR), true)
Eq(macR, h(<Km, $R>))

>

Out (m3),
!SessionKey (“coinsI, $I, $R, sessionkey)

g e v v e v

rule Resp_2:
let epkR ’g’ ~ ekR
epkI ’g? - peerTid
m3 = <sigl, macI>
Km = KDF(’Km’, pms)
sessionkey = KDF(’sk’, pms)

in
[ 'Pk($I, pkI)
, Resp_1(“coinsR, $I, $R, ekR, epkI, pms)
j In(m3)
--[ SidR_2("coinsR, $I, $R, epkI, epkR, pms)
, RAccepts(sessionkey, $R, $I)
, Eq(verify(sigI, <’I’, epkR, epkI>, pkI), true)
, Eq(macI, h(<Km, $I>))

1->
[ !'SessionKey(“coinsR, $I, $R, sessionkey) ]

/] —mmmmm e ADVERSARY POWERS ~ —-------ooomo

// Attacker can learn any session key (rendering the session non-fresh)
rule SesskRev:
[ !'SessionKey(“tid, $I, $R, sessionkey) ]
--[ SesskRev(~tid) 1->
[ Out(sessionkey) 1]

rule LtkRev:
[ 'Ltk ($X, 1tkX) 1]
--[ LtkRev ($X) 1->
[ Out (1ltkX) 1]

/* Length extension: instead of fiddling around with the type of various
terms, we just consider appending data to change the second element of a
air. x/
rulg RatherAbstractedLengthExtension:
[ In(<h(<X, Y>), Z>) ]
--[ Vwoooop() 1->
[ Out(h(<X, 2>)) 1]

/A SECURITY PROPERTIES -------------

restriction equalities_hold:
"All x y #i. Eq(x, y) @ i ==> x = y"

restriction inequalities_hold:
"All x y #i. Neq(x, y) @ i ==> not(x = y)"

lemma sane: exists-trace

"Ex tidI tidR I R epkI epkR sessionkey #i #j.
SidI_2(tidI, I, R, epkI, epkR, sessionkey) @ i
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& SidR_2(tidR, I, R, epkI, epkR, sessionkey) @ j
& not(tidI = tidR)
& not (Ex #k. Vwoooop() @ k)

lemma responder_key_agreement_without_length_extension:
/* If the responder R accepts a key to use with the initiator I then... */
"All sessionkey R I #i. RAccepts(sessionkey, R, I) @ i ==>

/* either I previously accepted the same key to use with R */
(Ex #j. #j < #i & IAccepts(sessionkey, I, R) @ j)

/* or I’s key was compromised beforehand */
| (Ex #j. #j < #i & LtkRev(I) @ j)

/* or there was a length extension */
| (Ex #j. Vwoooop() @ j)"

/* Same as the above, but now allow length extensions */
lemma responder_key_agreement_with_length_extension:
"All sessionkey R I #i. RAccepts(sessionkey, R, I) @ i ==>
(Ex #j. #j < #i & IAccepts(sessionkey, I, R) @ j)
| (Ex #j. #j < #i & LtkRev(I) @ j)"

/* The property doesn’t hold for the initiator even without length extensions,
because SIGMA doesn’t include the recipient’s identity in the MAC x/
lemma initiator_key_agreement_without_length_extension:
"All sessionkey R I #i. IAccepts(sessionkey, R, I) @ i ==>
(Ex #j. #j < #i & RCommit (sessionkey, I, R) @ j)
| (Ex #j. #j < #i & LtkRev(I) @ j)
| (Ex #j. Vwoooop() @ j)"

lemma initiator_key_agreement_with_length_extension:
"All sessionkey R I #i. IAccepts(sessionkey, R, I) @ i ==>
(Ex #j. #j < #i & RCommit (sessionkey, I, R) @ j)
| (Ex #j. #j < #i & LtkRev(I) @ j)"

end

B.4 SIGMA with a negotiation protocol

In the following, we give an m4 preprocessor specification for a spthy file. This is so
that we can write the rule ServerChoose once as a macro, and then instantiate it
twice: once to allow the server to choose the generator ¢ if it is present, and once to
allow the server to choose the generator h if ¢ is not offered.

/
Protocol: Simple DH group negotiation
Modeler: Katriel Cohn-Gordon

Date: April 2018

Status: working

* K K ¥ X

dnl // Tamarin uses ’ ’> which is an m4 close quote. So use <! !> for quoting instead
changequote (<! ,!>)
changecom(<!@,Q!>)

*/

theory dh_negotiation
begin

section{* DH version negotiation x*}

builtins: diffie-hellman
functions: HMAC/3, KDF/1

// group generators (one good, one bad)
functions: g/0, h/0

// signatures
functions: sign/2, verify/3, pk/1, true/0
equations: verify(sign(m, sk), m, pk(sk)) = true

rule WeakDH:
[ Exponential(h, x) ] --[ Dlog(x) 1-> [ Out(x) 1]
rule Setup:
[ Fr(~“1tkC), Fr(~1tks) ]
--[ Setup($C, $s, ~1tkC, ~1tkS) 1->
[ 'KeysForClient ("1tkC, ~1tkS, $C, $S), !KeysForServer ("1tkC, ~1tkS, $C, $S) 1]

rule Clientl_gh:
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let ml = <g, h> in

[ Fr("x), 'KeysForClient (“1tkC, ~1tkS, $C, $S) 1]

-->

[ Out(m1), Client1("x, $C, $S, ~1tkC, ~1tkS, <mi1>) ]

define (ServerChoose, <!rule Server_case_$1:
let m1 = <a, b>
m2 = $2 in
[ In(m1), Fr("y), !'KeysForServer (“1tkC, ~1tkS, $C, $S) 1]
--[ PairContains ($2, a, b),
NotPairContains ($3, a, b) 1->
[ Out(m2), Serverl(“y, $C, $S, ~1tkC, ~1tkS, <mil, m2>) ]!>)

ServerChoose (just_choose_g, g, ’potato’)
ServerChoose (choose_h_if _no_g, h, g)

/* This rule would let the server choose h even if g were present. We leave
it out, so that in honest operation the client will never complete a
session using h. */

/* ServerChoose(just_choose_h, h, ’potato’) */

rule Client2:
let base = m2
m3 = base”~"x in
[ Client1("x, $C, $S, ~1tkC, ~1tkS, <mi1>), In(m2) ]
--[ SentM3(m3), PairContains(base, g, h) ]->
[ Out(m3)
, Client2("x, $C, $S, ~1tkC, ~1tkS, base, <ml, m2, m3>)
, Exponential (base, ~x)

rule Server?2:

let clientexp = m3
base = m2
serverexp = base”"y
sessk = KDF(m3 =~ “y)
transcript = <ml, m2, m3, serverexp>
signature = sign(<’1’, clientexp, serverexp>, ~1tkS)
mac = HMAC(’server_mac’, transcript, sessk)
m4 = <serverexp, signature, mac>
in
[ Server1(~y, $C, $S, ~1tkC, ~1tkS, <ml, m2>), In(m3) ]
-->
[ Out(m4)

, Server2("y, $C, $S, ~1tkC, ~1tkS, clientexp, serverexp, transcript, sessk)
, Exponential(base, ~y)

rule Client3:

let m4 = <serverexp, serversignature, servermac>
clientexp = m3
sessionkey = KDF (serverexp~"x)
transcript = <ml, m2, m3, serverexp>
clientmac = HMAC(’client_mac’, transcript, sessionkey)
clientsignature = sign(<’2’, clientexp, serverexp>, ~1tkC)
mb = <clientsignature, clientmac>

in
[ In(m4), Client2("x, $C, $S, ~1tkC, ~1tkS, base, <ml, m2, m3>) ]
--[ ClientAccepted(sessionkey)
, ClientUsedBase (base)
, Eq(servermac, HMAC(’server_mac’, transcript, sessionkey))
, Eq(true, verify(serversignature, <’1’, clientexp, serverexp>, pk(~“1tkS)))

1->
[ Out(mb5) ]
rule Server3:
let mb = <clientsignature, clientmac>
in
[ Server2("y, $C, $S, ~1tkC, ~1tkS, clientexp, serverexp, transcript, sessk)
, In(mb6) 1]
--[ ServerAccepted(sessk)
, Eq(clientmac, HMAC(’client_mac’, transcript, sessk))
, Eq(true, verify(clientsignature, <’2’, clientexp, serverexp>, pk(~1tkC)))
1->
[ 1]
restriction PairContains_ok: "All x a b #i. PairContains(x, a, b) @ i
==> ((x = a) | (x=Db))"
restriction NotPairContains_ok: "All x a b #i. NotPairContains(x, a, b) @ i
==> not((x = a) | (x = b))"

restriction Equalities: "All x y #i. Eq(x, y) @ i ==> x =y
lemma e: exists-trace "Ex k #j. ServerAccepted(k) @ j"

lemma executable_with_g: exists-trace
"Ex k #i #j. ClientAccepted(k) @ i
& ServerAccepted(k) @ j
& ClientUsedBase(g) @ i"

lemma not_executable_with_h_without_dlog:
"All k #i. ClientAccepted(k) @ i & not(Ex x #j. Dlog(x) @ j)
==> (ClientUsedBase(g) @ i"

lemma dlog_lets_h_be_used:
"All k #i. ClientAccepted(k) @ i ==> ClientUsedBase(g) @ i"
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130
131 ‘1emma client_key_secrecy_without_dlog:
132 | "All k #i. ClientAccepted(k) @ i & not(Ex x #j. Dlog(x) @ j)
133 ==> not(Ex #j. KU(k) @ j)"
134
135 | lemma client_key_secrecy_with_dlog:
136 "All k #i. ClientAccepted(k) @ i ==> not(Ex #j. KU(k) @ j)"
137
138 | end
B.5 KRACK
As before, we give an m4 preprocessor specification for a spthy file.
1| /*
2 * Protocol: WPA with KRACK attacks
3 * Modeler: Katriel Cohn-Gordon
4 * Date: April 2018
5 * Status: working
6 */
7
8 | dnl // Tamarin uses ’’ which is an m4 close quote. So use <! !> for quoting instead.

9 | changequote (<! ,!>)
10 | changecom (<! /*!>, <lx/1>)

12 | dnl Cas m4 macro wizardry
13 | include (at_most_of .m4i)

15 | dnl define (<! Supp_PTK_START!>, F_Supp_PTK_START($@))
16 | theory wpa_bounded
17 | begin

19 | functions: KDF/1, snenc/3, sndec/2
20 | builtins: multiset, symmetric-encryption
21 | equations: sndec(snenc(message, key, nonce), key) = message

23 | at_most_of (1, SupplicantStarts, 3)

24 | at_most_of (1, AuthenticatorStarts, 3)

25 | dnl at_most_of (1, SupplicantRereceivesMi, 3)
26 | at_most_of (1, SupplicantRereceivesM3, 3)

27 | at_most_of (3, EncryptedWith, 1)

28 | at_most_of (1, Imnit, 1)

29

30 | restriction Neq:

31 "All x y #i. Neq(x, y) @ i ==> not(x = y)"

32

33 | // Setup

34

35 | rule Begin:

36 [ Fr("PMK), Fr(“suppID), Fr(“authID) ]

37 --[ Init ("PMK), Setup(“suppID, “PMK), Setup(“authID, ~PMK) ]->
38 [ Supp_PTK_INIT(~suppID, ~PMK, °0°), Auth_PTK_INIT(~suppID, ~PMK, ’0’) 1]
39

40

41 | // State machine for the supplicant

42

43 | rule Supp_recv_ml:

44 let ml1 = <ctr, ANonce>

45 m2 = <ctr, ~“SNonce>

46 in

a7 [ Supp_PTK_INIT(~suppID, “PMK, ctr), Fr(~“SNonce), In(ml) ]

48 --[ SupplicantStarts (“suppID, “PMK, ctr)

49 , SupplicantReceivesM1 (“suppID, “PMK, ctr) ]->

50 [ Supp_PTK_START (" suppID, “PMK, ctr, ANonce, ~SNonce), Out(m2) ]
51

52 | rule Supp_rerecv_ml:

53 let ml1 = <ctr, ANonce>

54 m2 = <ctr, ~“SNonce>

55 in

56 [ Supp_PTK_START (" suppID, “PMK, ctr, blank_1, blank_2)

57 , Fr(“SNonce)

58 , In(m1) ] // TODO does it use the same SNonce or a new one?
59 --[ SupplicantRereceivesM1 (“suppID, “PMK, ctr) J]->

60 [ Supp_PTK_START (" suppID, ~“PMK, ctr, ANonce, ~SNonce), Out(m2) ]
61

62 | rule Supp_recv_m3: // TODO MIC-Verified && !ReplayedMsg

63 let PTK = KDF(<~“PMK, ANonce, SNonce>)

64 ctr_plus_1 = ctr + ’0°

65 m3 = <ctr_plus_1, senc(<’handshake’, GTK>, PTK)>

66 m4 = ctr_plus_1

67 in

68 [ Supp_PTK_START (" suppID, ~“PMK, ctr, ANonce, SNonce), In(m3) ]
69 --[ SupplicantReceivesM3 (~suppID, “PMK, ctr) ]->

70 [ Supp_PTK_NEGOTIATING (" suppID, ~“PMK, PTK, GTK, ANonce, SNonce, ctr_plus_1)
71 , Out(m4) 1]

72

73 | rule Supp_negotiate:
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[ Supp_PTK_NEGOTIATING ("~ suppID, “PMK, PTK, GTK, ANonce, SNonce, ctr), Fr("kid)

--[ SupplicantInstalled (" suppID, “PMK, GTK, ctr) J]->
[ Supp_PTK_DONE (~suppID, ~“PMK, PTK, ANonce, SNonce, ctr)
, EncryptionKey (“kid, PTK, ctr) 1]

rule Supp_Infiniloop:
[ Supp_PTK_DONE (~suppID, ~“PMK, PTK, ANonce, SNonce, ctr) 1]
--[ Loop(“suppID) 1->
[ Supp_PTK_INIT("suppID, ~“PMK, ctr) ]

// These retransmissions use an incremented EAPOL replay counter.
rule Supp_rerecv_m3: // TODO MIC-Verified && !'Replayedlsg
let ctr_plus_1 = ctr + ’0°
m3 = <ctr_plus_1, senc(<’handshake’, GTK>, PTK)>
m4 = ctr_plus_1
in
[ Supp_PTK_DONE (" suppID, ~“PMK, PTK, ANonce, SNonce, ctr), In(m3) ]
--[ SupplicantRereceivesM3 (~“suppID, “PMK, ctr_plus_1) ]1->

[ Supp_PTK_NEGOTIATING (" suppID, ~“PMK, PTK, GTK, ANonce, SNonce, ctr_plus_1)

, Out(md) 1]

// State machine for the authenticator

rule Authenticator_1:
let m1 = <ctr, “ANonce>
in
[ Auth_PTK_INIT( authID, ~“PMK, ctr), Fr(~“ANonce) ]
--[ AuthenticatorStarts (“authID, ~“PMK, ctr), NotAPMK(~ANonce) ]->
[ Auth_PTK_START (“authID, ~PMK, ctr, ~ANonce), Out(ml) ]

rule Authenticator_2:
let PTK = KDF(<"PMK, ANonce, SNonce>)
ctr_plus_1 = ctr + °0°
m2 = <ctr, SNonce>
m3 = <ctr_plus_1, senc(<’handshake’, ~GTK>, PTK)>
in
[ Auth_PTK_START (“authID, ~“PMK, ctr, ANonce), Fr(“GTK), In(m2) ]
--[ NotAPMK ("GTK), HonestlyUsed (PTK) ]1->
[ Auth_PTK_NEGOTIATING (“authID, ~PMK, ctr_plus_1, ~GTK), Out(m3) ]

rule Authenticator_3:
let foo = ’1°
m4 = ctr
in
[ Auth_PTK_NEGOTIATING (~“authID, ~“PMK, ctr, ~GTK), In(m4) ]
--[ AuthenticatorInstalled (“authID, ~PMK, ~GTK, ctr) ]->
[ Auth_PTK_DONE (TauthID, ~“PMK, ctr) 1

rule Auth_Infiniloop:
[ Auth_PTK_DONE (“authID, ~“PMK, ctr) ] --> [ Auth_PTK_INIT(~authID,

// encryption layer
rule Encrypt:
[ EncryptionKey(~id, key, nonce) ]
--[ EncryptedWith(~id) ]->
[ Out(snenc(<’data’, $message>, key, nonce))
, EncryptionKey(~id, key, nonce + ’0’) 1]

rule NonceReuse:
let m1 = snenc(xl, key, nonce)
m2 = snenc(x2, key, mnonce)
in
[ In(<ml, m2>) 1]
--[ Neq(x1l, x2), Kaboom(key) ]->
[ Out(key) 1

//// Lemmas

lemma you_have_to_receive_an_initial_ml_sometime[sources]:

“PMK, ctr) 1]

"All suppID PMK ctr #i. (SupplicantRereceivesM1(suppID, PMK, ctr) @ i) ==> (

Ex #j prectr. #j < #i
& SupplicantReceivesM1 (suppID, PMK, prectr) @ j

& ((Ex x. ctr = prectr + x) | ctr = prectr)
n

lemma you_have_to_receive_an_initial_m3_sometime [sources]:
"All suppID PMK ctr #i. SupplicantRereceivesM3(suppID, PMK, ctr) @
Ex #j prectr. #j < #i
& SupplicantReceivesM3 (suppID, PMK, prectr) @ j
& ((Ex x. ctr = prectr + x) | ctr = prectr)

)ll

lemma nonce_reuse_aint_magic[sources]:
"All key #i. Kaboom(key) @ i ==> (
// The adversary knew key beforehand
(Ex #j. #j < #i & KU(key) @ j) |

// key was used honestly before

I

I
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167 (Ex #j. #j < #i & HonestlyUsed(key) @ j)

168 )

169

170 | lemma can_setup_key: exists-trace

171 "Ex suppID authID PMK GTK ctr #i #j.

172 AuthenticatorInstalled (authID, PMK, GTK, ctr) @ i

173 & SupplicantInstalled(suppID, PMK, GTK, ctr) @ j"

174

175 | lemma counters_start_at_zero_auth[reuse,use_induction]:

176 "All authID PMK GTK ctr #i. AuthenticatorInstalled (authID, PMK, GTK, ctr) @ i
177 ==> Ex #j. #j < #i & Setup(authID, PMK) @ j"

178

179 | lemma pmks_are_secret[reuse]:

180 "All id PMK #i. Setup(id, PMK) @ i ==> not(Ex #j. K(PMK) @ j)"

181

182 | lemma gtk_secret_auth_without_extension:

183 "A1l authID PMK GTK ctr #i. AuthenticatorInstalled(authID, PMK, GTK, ctr) @ i
184 ==> (Ex key #j. Kaboom(key) @ j) | not(Ex #j. K(GTK) @ j)"

185

186 | lemma gtk_secret_supp_without_extension:

187 "All suppID PMK GTK ctr #i. SupplicantInstalled(suppID, PMK, GTK, ctr) @ i
188 ==> (Ex key #j. Kaboom(key) @ j) | not(Ex #j. K(GTK) @ j)"

189

190 | lemma gtk_secret_auth_with_extension:

191 "Al1l authID PMK GTK ctr #i. AuthenticatorInstalled(authID, PMK, GTK, ctr) @ i
192 ==> not(Ex #j. K(GTK) @ j)"

193

194 | lemma gtk_secret_supp_with_extension:

195 "All suppID PMK GTK ctr #i. SupplicantInstalled(suppID, PMK, GTK, ctr) @ i
196 ==> not(Ex #j. K(GTK) @ j)"

197 | end
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APPENDIX C

TERMS AND ABBREVIATIONS

0-RT Zero Round-Trip

ACCE authenticated and confidential channel establishment
AFEAD Authenticated Encryption with Associated Data
AES-GCM AES in Galois/Counter Mode

AIM AOL Instant Messenger

AKC Actor Key Compromise

AKE Authenticated Key Exchange

ARPANET Advanced Research Projects Agency Network
ART Asynchronous Ratcheting Trees

B-R Bellare-Rogaway

CDH Computational Diffie-Hellman

CTSS Compatible Time-Sharing System

DDH Decisional Diffie-Hellman

DH Diffie-Hellman

DSA Digital Signature Algorithm

DSKS Duplicate Signature Key Selection

ECDSA Elliptic Curve Digital Signature Algorithm

eCK Extended Canetti-Krawczyk

FEUF-CMA Existential Unforgeability under an Adaptive Chosen Message Attack
FDH Full Domain Hash

GDH Gap Diffie-Hellman

HIBE Hierarchical Identity-Based Encryption

HKDF HMAC-based Key Derivation Function

HMAC Keyed-Hash Message Authentication Code

IETF Internet Engineering Task Force

IND-CCA Indistinguishability under an Adaptive Chosen-Ciphertext Attack
1O indistinguishability obfuscation

KCI Key Compromise Impersonation

KDF Key Derivation Function

KEM Key Encapsulation Mechanism
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Terms and Abbreviations Terms and Abbreviations

KRACK Key Reinstallation Attack

MAC Message Authentication Code

MD Merkle-Damgard

MIT Massachusetts Institute of Technology

MLS Messaging Layer Security

mpOTR Multi-Party Off-the-Record Messaging
OMEMO OMEMO Multi-End Message and Object Encryption
OTR Off-the-Record Messaging

PCS Post-Compromise Security

PFS Perfect Forward Secrecy

PGP Pretty Good Privacy

PKI Public Key Infrastructure

ppt Probabilistic Polynomial-time

pptm Probabilistic Polynomial-time Turing Machine
PRF Pseudorandom Function

PRF-ODH Pseudorandom Function Oracle Diffie-Hellman
PSS Probabilistic Signature Scheme

QR Quick Response

QUIC Quick UDP Internet Connections

RFC Request For Comments

RNG Random Number Generator

ROM Random Oracle Model

RSA Rivest-Shamir-Adleman

s/MIME Secure/Multipurpose Internet Mail Extensions
SCIMP Silent Circle Instant Messaging Protocol
SMTP Simple Mail Transfer Protocol

spthy security protocol theory

STS Station-to-Station

TLS Transport Layer Security

UC Universal Composability

UKS Unknown Key Share

WPA Wi-Fi Protected Access

XMPP Extensible Messaging and Presence Protocol
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