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Abstract

Smart buildings are key to reducing greenhouse gas emissions in the face of the
continuous and fast-paced growth of urbanisation. The performance criteria for the
optimal operation of such intelligent systems require the coupling of certification
goals with the design of both the modelling framework and control algorithms.

In the first part of this thesis we demonstrate the use of Fault Maintenance Trees
(fmts): a qualitative description that embeds component degradation, maintenance
policies and the relationship between components leading to a failure. We provide
semantics to fmts using continuous-time Markov chains and employ efficient
probabilistic model checking to analyse the performance of heating, ventilation
and air-conditioning unit, against certification metrics, under different maintenance
schemes. The method is also benchmarked against the application of statistical
model checking for analysis.

The second part introduces the modelling framework of discrete-time Stochastic
Hybrid Systems (shs): probabilistic models suitable for describing the dynamics of
variables presenting interleaved and interacting continuous and discrete components.
We present algorithms and techniques for performing scalable verification and
control synthesis of shs. The kernel of the methods is a novel abstraction procedure
that makes use of interval Markov decision processes. The method embeds the exact
abstraction error within the abstraction itself. Consequently reducing the number
of states required significantly and allowing us to analyse shs with more than 10
continuous variables. Furthermore, the applicability of the framework is shown
via the construction and analysis of a library of models for building automation
systems with different certification goals.

Finally, we embed the models and algorithms within StocHy: a new tool aimed
at simplifying the analysis of shs. The tool is written in C++ and allows for
simulation, verification and synthesis of stochastic and hybrid systems, in a manner
that is accessible to general end-users.
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Introduction
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1.1 Research questions . . . . . . . . . . . . . . . . . . . . . 5
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The growing ubiquitousness of the internet-of-things has enabled a new type of

buildings, termed Smart Buildings, which aim to deliver useful building services that

are cost effective, reliable and ensure occupant comfort and productivity (thermal

quality, air comfort). Smart buildings combine complex integration of software with

multi-physical subsystems, such that a high level of intelligence is achieved: light

and heating can be switched on automatically; fire and burglar alarms can be more

sophisticated; and cleaning services can be connected to the occupancy rate.

The overall operation of a smart building is an interconnected web between

different subsystems stemming over different domains. These include the building

automation system (bas) which incorporates the communication protocols and

control algorithms; the civil engineering building infrastructure; and the thermal,

electrical and mechanical components. Unfortunately, different components are

typically designed separately and are not synchronised together, adding to the total

complexity of buildings [113]. This is further reflected within the research community
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where specific goals for sub-components are typically tackled: a multitude of

present-day works focus on detecting occupancy in rooms (e.g. [103], [115], [167]),

synthesising optimal control policies (e.g. [12], [51], [63], [127]), modelling the internal

zone temperature and air quality (e.g. [7], [77], [163]), designing communication

protocols connecting smart buildings with the power grid (e.g. [89], [169]).

The operational and maintenance costs of smart buildings, together with the

need to reduce the total energy consumption of buildings (buildings as of 2018

consume more than 36% of the global final energy usage [85]), places increasing

importance on the need for them to function correctly and efficiently. In order to

reach this goal, models and control strategies for buildings need to be (i) standardised

following protocols and regulations; and (ii) targeted towards handling the whole

building structure. Protocol and regulations come in the form of a set of rules

and specifications defined by international agencies. Within the building domain,

two prominent certification standards have been documented, namely: leed [117]

targets the generation of net-zero energy consumption and energystar [149] which

defines a standard measure of performance compliance for residential buildings.

Real-world requirements and definitions have been shown to contain ambiguous

wordings and are under specified [27]. Formal methods try to alleviate this

situation by requiring specifications to be formulated using logical and mathematical

constructs that rid ambiguity. Using formal methods, the behaviour of the system

in question, described using rigorous mathematical models is checked against

the specifications via formal proofs. Outside the building domain, many safety

and embedded systems standards, such as iec 61499 [164], do-331 [135] and iso

26262 [126] strongly recommend the application of formal methods in varying

degrees.

Automated and quantitative verification form the underlying principles of formal

methods. In automated verification exhaustive traversal of the underlying model is

performed to establish if certain properties hold for a system model. An example of

such a property is “does the system remain switched on for the next ten minutes?"

and are typically defined using temporal logic. The process of automatically

3



verifying the correctness of properties of finite-state systems is known as model

checking. Analogously, quantitative verification extends automated verification, to

allow reasoning over quantitative properties such as “what is the probability of the

temperature exceeding 25 ◦C?". Quantitative verification is applied in a multitude

of domains: aerospace and avionics [128], [148], energy systems [60], [116], and

systems biology [46], [99].

Automated and quantitative verification: A technique for establishing
if certain properties, typically expressed in temporal logic hold for a system
model. This is carried out via a combination of a traversal of the state-
transition graph of the model and numerical computation [97].

It comes in two flavours [97]:

• Probabilistic Model Checking (pmc, [101]) deals with systems that exhibit

probabilistic behaviour and is based on the construction and analysis of a

probabilistic model of the system. The system is usually specified as a state

transition model and a probabilistic model checker calculates the probabilities

of reaching different states in a model or computes the expected reward given

a time horizon.

• Statistical Model Checking (smc, [168]) generates sample executions of a

probabilistic system according to the distribution defined by the system

and a statistical model checker computes statistical guarantees based on the

executions [106].

pmc provides formal guarantees with higher accuracy when compared with smc [168],

at a cost of being more memory intensive and may result in a state-explosion.

More recently within the domain of Control Engineering, quantitative verification

has induced a new branch of correct-by-construction policy (strategy) synthesis.

This encodes performance properties into a logical formula and then makes use of

techniques from quantitative verification to determine the optimal control actions

4



needed to ensure a certain performance level is achieved. A common correct-by-

construction approach is based on the computation of a finite-state abstraction of

the control system. Given a specification expressed in a formal language such as

temporal logic, a controller that enforces this specification on the abstraction is

first synthesised and then refined to a controller enforcing the same specification on

the original system [156]. This technique yields promising results in the domains,

but not limited to, of robotics for the planning of robot motion in a continuous

space (e.g. [26], [57]) and of cyber-physical systems for specifying complex tasks

over interleaved discrete and continuous variables (e.g. [72], [137]).

Correct-by-construction: A method where control software is synthe-
sised along proof of correctness [156].

This thesis provides the underpinning framework that connects formal methods

with the domain of Smart buildings. It sets up a modelling framework for bas over

which certificates can be generated using techniques stemming from quantitative

formal verification and control policy synthesis. In Section 1.1, we first identify the

key research problems being addressed in this thesis. This is followed by a short

overview of the thesis structure together with the novel contributions within each

chapter (see Section 1.2). Finally, we list the associated publications in Section 1.3.

1.1 Research questions

From the many open questions related to both the field of bas and formal methods,

we focus on the intersection between constructing models with sufficient detail

and reasoning about a system’s performance. Determining the level of detail

captured by a model to represent a system, is an arduous task and a trade-off

between complexity, size and true representation of the dynamics of a system, is a

must. A good middle ground is the inclusion of uncertainty within the modelling

framework which takes into account unmodelled effects. In bas, this is highly

relevant due to the many sources of uncertainty stemming from, for instance, the
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weather, occupancy patterns, or from the sensor measurements themselves [113].

We can capture this uncertainty by incorporating probability within the modelling

structure. Furthermore, bas operates within an embedded system where discrete

events directly affect the continuous variables representing the building’s internal

dynamics. Hybrid models allow us to capture the relationship between the discrete

and continuous variables. Analysis of models with both probabilistic and hybrid

elements is hard and presents multiple interesting challenges. On this premise, we

raise the following questions:

• How do we construct a general modelling framework which: (i) captures

uncertainty and the hybrid elements in bas to a sufficient degree; (ii) can be

used for sets of similar buildings and applications and (iii) is both theoretically

sound and practical to use?

• How do we couple certification goals with the modelling framework, such

that we can: (i) model check the performance of the system against a certain

requirement; and (ii) embed the requirement within both the modelling phase

and the control strategy design?

We propose the use of stochastic hybrid systems (shs) as the modelling framework

which can compound both uncertainty and the relationship between discrete and

continuous variables in the model. The coupling of certification goals with shs can

be achieved by applying formal methods. However, this introduces a number of

quandaries:

• general verification goals are bound to be undecidable, and their approximated

(and finite) versions are frequently stymied by the state-space explosion

problem. This restricts the level of detail and complexity attainable for the

verification of stochastic models.

• similar to the previously raised point, the synthesis of control policies on such

models is also hindered by the curse of dimensionality. To this end, different

techniques aimed at speeding up formal algorithms through abstractions [147],
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or by data-driven approaches, such as reinforcement learning [33], [80] have

been developed. However, they all require specific types of models and work

under their own set of assumptions.

1.2 Overview of the thesis

This thesis sets up a formal modelling, verification and synthesis framework for

bas that is easily extensible and can be adopted by non-technical users. As a

deliverable, a software tool called StocHy, which encapsulates the solutions to our

main goals, is also presented. This aims to address the research questions identified

in Section 1.1. Figure 1.1 depicts a pictorial representation of the relationship

between the different chapters within this thesis.

2. Background

1. Introduction

3. Fault Maintenance Trees:
Applied to bas

4. Framework for Stochastic Processes:
Library of bas models

5. Formal Verification and Synthesis via Abstractions:
Solving Certification Goals for bas

6. Implementation of StocHy

7. Conclusion and Future Research

Figure 1.1: Overview of thesis structure.

A breakdown of the structure of this manuscript is as follows:

• Chapter 2 formally defines the term certification and the different levels of

such certification: high-level and low-level. This is followed by definition of the

general technical preliminaries: general notation, the different probabilistic

models and associated logics.
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• Chapter 3 introduces fault maintenance trees (fmt) and discusses a novel

framework to analyse fmts using pmc. We apply the framework to a bas

case-study and presents a comparison between analysing fmts using the

pmc framework and the current state of the art which employ smc.

• Chapter 4 formally defines the term stochastic processes and in particular

shs. We describe how bas models fit within this modelling framework and

present a library of models for bas. For these models, we explain identify

verification and synthesis goals.

• Chapter 5 builds upon Chapter 4 and sets up a framework for performing

verification and synthesis. We introduce two different formal abstraction

techniques: (i) for uncountable continuous state spaces we abstract models

into discrete-time Markov processes (mdp); and (ii) for continuous state

spaces with countable control actions we abstract models into interval Markov

decision process (imdp). More specifically, we present extensions to the policy

synthesis frameworks via a mdp, and methods for performing verification and

synthesis using imdp. Finally, we solve the high-level certification goals of

the bas case studies delineated in Chapter 4.

• Chapter 6 connects Chapter 4 and 5 by integrating the work into a tool

called StocHy, which aims to make the analysis of models endowed with

stochastic elements easier for general end-users. This chapter describes the

implementation and serves as a user guide to StocHy.

• Chapter 7 concludes the work by recapitulating the main contributions of

this manuscript and outlines directions for future research.

All the methods and algorithms developed are based on data obtained from the

Smart Buildings Laboratory within the Department of Computer Science, at the

University of Oxford. The Smart Building Laboratory consists of two highly

sensorised teaching rooms (see Figure 1.2) which are used daily for the MSc Degree

in Software Engineering offered by the Department.
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Figure 1.2: Smart Building laboratory within the Department of Computer Science,
Oxford (Room 478 - 479).

The teaching rooms are connected back to back and have three of the walls of

the two rooms exposed to the outside, while the rest connects to the interior hall.

The dimensions of the floor plan areas, for each respective room, are 94m2 and

96m2. Both rooms have two external windows and form part of a larger building

management system that controls the rest of the building. Indoor heating control

is primarily managed with thermostat controlled radiators and air handling units,

which form part of a variable-air ventilation system. The rooms are further equipped

with temperature and CO2 sensors. Measurements consisting of five-minute sampled

values are recorded and stored on a daily basis.

Using the sensor measurements for temperature, CO2 levels, radiator valve

positions and boiler status (on or off) over the period of one year, we constructed

the library of model for bas that is formally defined in Chapter 4. All the models

have been further validated against and tested on an internal simulator provided by

Honeywell Labs, Prague. Further note that the controllers built using these models,

which are described within Chapter 5 have not been implemented as part of a real

test-bed due to safety and timing constraints.

1.3 Publications by the author

The material presented in this doctoral thesis has appeared in top-tier international

conference proceedings, or has been published in peer-reviewed journals. The
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connection between each chapter and the publications is as follows:

• Chapter 3

– N. Cauchi, K. A. Hoque, A. Abate, and M. Stoelinga, “Efficient Prob-

abilistic Model Checking of Smart Building Maintenance using Fault

Maintenance Trees”, in Proceedings of the fourth ACM International Con-

ference on Systems for Energy-Efficient Built Environments (BuildSys),

ACM, 2017, p. 24

– A. Abate, C. E. Budde, N. Cauchi, A. van Harmelen, K. A. Hoque,

and M. Stoelinga, “Modelling Smart Buildings Using Fault Maintenance

Trees”, in European Workshop on Performance Engineering (EPEW),

Springer, 2018, pp. 110–125

– A. Abate, C. E. Budde, N. Cauchi, K. A. Hoque, and M. Stoelinga,

“Assessment of Maintenance Policies for Smart Buildings: Application

of Formal Methods to Fault Maintenance Trees”, in Proceedings of the

European Conference of the PHM Society, PHM society, vol. 4, 2018

– N. Cauchi, K. A. Hoque, M. Stoelinga, and A. Abate, “Maintenance

of Smart Buildings Using Fault Trees”, ACM Transactions on Sensor

Networks (TOSN), vol. 14, no. 3-4, 28:1–28:25, 2018, issn: 1550-4859

• Chapter 4 and 5

– S. Haesaert, N. Cauchi, and A. Abate, “Certified Policy Synthesis

for General Markov Decision Processes: An Application in Building

Automation Systems”, Performance Evaluation, vol. 117, pp. 75–103,

2017

– N. Cauchi and A. Abate, “Benchmarks for Cyber-Physical Systems: A

Modular Model Library for Building Automation Systems”, in Proceedings

of the Sixth IFAC Conference on Analysis and Design of Hybrid Systems

(ADHS), vol. 51, 2018, pp. 49–54
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– A. Abate, H. Blom, N. Cauchi, S. Haesaert, A. Hartmanns, K. Lesser,

M. Oishi, V. Sivaramakrishnan, S. Soudjani, C.-I. Vasile, et al., “ARCH-

COMP18 Category Report: Stochastic Modelling”, in ARCH18. Fifth

International Workshop on Applied Verification of Continuous and Hybrid

Systems, ARCH@ ADHS 2018, Oxford, UK, July 13, 2018, 2018, pp. 71–

103

– N. Cauchi, L. Laurenti, M. Lahijanian, A. Abate, M. Kwiatkowska,

and L. Cardelli, “Efficiency Through Uncertainty: Scalable Formal

Synthesis for Stochastic Hybrid Systems”, in Proceedings of the 22nd

ACM International Conference on Hybrid Systems: Computation and

Control (HSCC), New York, NY, USA: ACM, 2019, pp. 240–251, isbn:

978-1-4503-6282-5

– A. Abate, H. Blom, N. Cauchi, K. Degiorgio, M. Franzle, E. M. Hahn, S.

Haesaert, H. Ma, M. Oishi, C. Pilch, A. Remke, M. Salamati, S. Soudjani,

B. van Huijgevoort, and A. P. Vinod, “ARCH-COMP19 Category Report:

Stochastic Modelling”, EPiC Series in Computing, vol. 61, G. Frehse,

Ed., pp. 62–102, 2019

• Chapter 6

– N. Cauchi and A. Abate, “StocHy: Automated Verification and Synthesis

of Stochastic Processes”, in Tools and Algorithms for the Construction

and Analysis of Systems (TACAS), T. Vojnar and L. Zhang, Eds., Cham:

Springer International Publishing, 2019, pp. 247–264, isbn: 978-3-030-

17465-1

The following publications are related to the material in this thesis, but are not

included within this manuscript. In these publications, we devise a framework for

performing predictive maintenance for bas using deterministic models. This is

outside the main focus of the manuscript, that of employing and reasoning over

models which are uncertain and thus, nondeterministic for bas.
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• K. Macek, P. Endel, N. Cauchi, and A. Abate, “Long-Term Predictive

Maintenance: A Study of Optimal Cleaning of Biomass Boilers”, Energy

and Buildings, vol. 150, pp. 111–117, 2017

• N. Cauchi, K. Macek, and A. Abate, “Model-Based Predictive Maintenance

in Building Automation Systems with User Discomfort”, Energy, vol. 138,

pp. 306–315, 2017
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In this chapter, we define the term certification and how it is applied within the

context of this thesis. This is followed by establishing the formal underpinnings of

the remaining chapters. We start by introducing notation together with well-known

concepts to reason about probabilistic systems. Next, we formally define and explain

the behaviours of the probabilistic models used in this thesis. Finally, we discuss

the syntax and semantics of the associated temporal logics.

2.1 Certification

bas consists of multiple physical and engineered components that are controlled and

monitored using computing algorithms written in discrete logic. The continuous

dynamics are further affected by noise stemming from the physical environment.

To reason about such complex systems, models need to be constructed.
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Model: A representation or abstraction of something such as an entity, a
system or an idea. [19]

A model must be able to realistically represent the whole operation of the

bas together with that of the individual subcomponents. Based on such models,

engineers construct algorithms that control its performance.

The International Organisation for Standardisation defines a set of rules which

govern the operation of systems via the principle of certification.

Certification: A “procedure by which a third party gives written assur-
ance that a product, process or service conforms to specified characteris-
tics.” [133]

In industry, there are different certification standards (leed [94], breeam [94],

energy star [149]) and design handbooks (e.g. ashrae [11]) which bas adhere

to. These define levels of operation for bas in terms of their ability to provide

thermal comfort, good air quality, reliable operation and high energy efficiency

usage. In order to achieve the certification levels required by these standards current

trial-and-error approaches to build computing-centric engineered systems must

be replaced by rigorous formal methods and robust system design [134]. Formal

methods, such as quantitative verification, provide a mathematical framework to

prove correctness of systems components and have become an essential component

during the design and development phase of systems in industry [124]. This has not

escaped the smart energy domain [8], [150], [153]. In this work, we apply formal

methods to generate certificates for different levels of model abstractions. We split

the term certification into two:

• high-level - reasoning over the bas as a whole;

• low-level - reasoning over individual subcomponents.

In high-level certification, we reason about the overall performance of a system.

The performance criterion is based on certification requirements which can be
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formalised as Key Performance Indicators (kpi), i.e. a set of metrics which are

specified over a time horizon K > 0, and quantify failures in the time window

[0, K] [90]. Some of the most relevant kpis are:

• Reliability - the probability of the system not failing in the time window [0, K];

• Availability - the expected fraction of time in the window [0, K] that the

system is operational;

• Expected number of failures (enf) - the expected number of times a failure is

observed in the time window [0, K];

• Expected costs - the total costs incurred in the time window [0, K], including

operational, inspection, maintenance costs, and costs associated to system

failures.

In contrast, for achieving low-level certification we reason about the behaviour

of subsystems within the bas. At this level, we focus on kpis defined in terms of

• Safety - the probability of the system remaining within an operational region,

in the time window [0, K];

• Reach - the probability of the system attaining an operational region, in the

time window [0, K];

• Reach and Avoid - the probability that executions of a system attain an

operational region while avoiding another (or conversely never leaving the

complementary safe region), during the time horizon [0, K].

2.2 Technical preliminaries

2.2.1 General notation

We denote the set of real numbers by R and the natural numbers (including 0) by

N. Given a set of numbers A, we use subscripts to indicate the restriction to the
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non-negative and positive fragments of A, respectively. For example, R≥0 refers to

the non-negative reals.

We use [a, b] = {c ∈ R | a ≤ c ≤ b} ⊆ R to denote the interval of reals between

a and b including the boundaries. We denote the empty set as ∅. Given two

homogenous sets A, B, their difference is defined as A\B = {x : x ∈ A ∧ x 6∈ B}.

We represent their Cartesian product by A×B = {(a, b) | a ∈ A ∧ b ∈ B}.

A probability measure P for a sample space X and σ-algebra C defined over

X is a non-negative map, P : C → [0, 1] such that P(X) = 1 and such that for

all countable collections of {Zi}∞i=1 of pairwise disjoint sets in C, it holds that

P(∪iZi) = ∑
i P(Zi). The triple (X, C,P) define the probability space and has

realisations x ∼ P. Further note, a special instance of C is the Borel σ-algebra. We

denote the Borel σ-algebra on the set S as B(S) and the Borel measurable space is

(S,B(S)).

We define a N (µ, σ) as a normal distribution with mean µ and variance σ. If µ

and σ are an n-dimensional vector and an x× n symmetric, positive semi definite

matrix, respectively, N (µ, σ) is a multi-dimensional distribution.

We highlight general concepts using yellow boxes and new concepts using boxes

filled in light blue.

Polytopes and their post images

Let m ∈ N and consider the m-dimensional Euclidean space Rm. A full dimensional

(convex) polytope P is defined as the convex hull of at leastm+1 affinally independent

points in Rm [66]. The set of vertices of P is the set of points {vP
1 , . . . , v

P
nP
∈

Rm, nP ≥ m + 1}, whose convex hull gives P and with the property that, for

any i = {1, . . . , nP}, point vP
i is not in the convex hull of the remaining points

{vP
1 , . . . , v

P
i−1v

P
i+1, . . . , v

P
nP
}. A polytope is completely described by its set of vertices

P = conv(vP
1 , . . . , v

P
nP

), (2.1)

where conv denotes the convex hull. Alternatively, P can be described as the

bounded intersection of at least m + 1 closed half spaces. In other words, there
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exists a k ≥ m+ 1, hi ∈ Rm, and li ∈ R, i = {1, . . . , k} such that

P = {x ∈ Rm | hTi x ≤ li, i = {1, . . . , k}}. (2.2)

The above definition can be written as the matrix inequality Hx ≤ L, where

H ∈ Rk×m and L ∈ Rk. Given a matrix T ∈ Rm×m, the post image of polytope P

by T is defined as [102]

Post(P, T ) = {T x | x ∈ P} . (2.3)

This post image is a polytope itself under the linear transformation T and can be

computed as

Post(P, T ) = conv
(
{T vP

i | 1 ≤ i ≤ nP}
)
. (2.4)

2.2.2 Probabilistic models

To reason over complex systems an abstraction of the system that would yield a

simpler model, over which analysis and computation can be performed, is required.

There are different abstraction models that can be used. In this subsection, we

classify the abstraction models according to the level of complexity the abstraction

captures. The different model types can be categorised along three dimensions. The

first one is whether the formalism has a discrete or continuous notion of time. The

second dimension is the absence or inclusion of nondeterministic choice (also known

as inputs or actions). Some models allow the environment or a controller to make

choices that govern their behaviour, while others behave fully probabilistically. The

third dimension is whether transition probabilities are defined using fixed probability

values or described using intervals. We first consider the time dimension and present

continuous-time Markov chain (ctmc) followed by the discrete-time Markov chain

(dtmc). We then extend into the remaining dimensions where the other models -

Markov decision processes (mdp) and interval Markov decision processes (imdp) -

can be constructed by extensions of the dtmc.
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Continuous-time Markov Chain (ctmc): A tuple defined by

C = (S,Υ,R,Θ̄,L) where, (2.5)

• S = {s0, s1, . . . , sm}, m ∈ N is a finite set of states;

• Υ is a finite set of transition labels;

• R : S ×Υ× S → R≥0 is the transition rate matrix;

• Θ̄ are a finite set of atomic propositions (also referred as state labels);

• L : S → 2Θ̄ is a labelling function.

The rate R(si, υi, si+1) defines the time delay before which a transition
between states si and si+1 under the transition labelled with υi ∈ Υ, i ∈ N
takes place. If R(si, υi, si+1) 6= 0 then the probability that a transition
between the states si and si+1 is defined as 1− e−R(si,υi,si+1)t, where t is time.
No transitions can trigger if R(si, υi, si+1) = 0.

Figure 2.1 presents a ctmc described using the tuple C = (S,Υ,R, Θ̄, L) where

the set of states are S = {s0, s1} with the transition rate matrix

R =


3.5 0
0 1.5

0.85 0
0 0.15

 .

The transition labels correspond to Υ = {do_maintenance, check_maintenance,

reset, wait}, the atomic propositions are Θ̄ = {l, b}, and the labelling function

L assigns the atomic propositions to each of the states in the ctmc such that

L(s0) = l, L(s1) = b.

s0

{l}

s1

{b}

check_maintenance, 3.5

do_maintenance, 1.5

reset, 0.85
wait, 0.15

Figure 2.1: An example of a ctmc.

The unrolling of the ctmc is described using paths and are defined by a finite

or infinite sequence of states, transition labels, and time µ = s0υ0t0s1υ1t1 . . . , for
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i ∈ N, si ∈ S, υi ∈ Υ and ti ∈ R>0 such that R(si, υi, si+1) > 0, if µ is an infinite

path. We denote the set of all paths generated by the ctmc as Path(s).

If we reason over the discrete time domain, the most basic probabilistic model

is the dtmc. This has the same flavours as a ctmc, however rather than reasoning

using transition rates, a dtmc simply defines the probability of making a transition

from one state to another [17]. The transition labels are also neglected.

Discrete-time Markov Chain (dtmc): A tuple defined by

Mdtmc = (S, Ts, Θ̄,L) where (2.6)

• S = {s0, s1, . . . , sm}, m ∈ N, is a finite set of states;

• Ts : S × S → [0, 1] is a discrete stochastic kernel that assigns, to each
s ∈ S, a probability distribution over S : Ts(·|s);

• Θ̄ are a finite set of atomic propositions;

• L : S → 2Θ̄ is a labelling function.

Figure 2.2 depicts an example of dtmc, consisting of four states, S = {s0, s1, s2, s3},

a transition probability function Ts given by (2.7), atomic propositions Θ̄ = {ld, bd}

and a labelling function L such that L(s0) = ∅, L(s1) = ∅ , L(s2) = ld, L(s3) = bd.

s0 s1

s2

{ld}

s3

{bd}

1

0.5

0.5

1

0.12
0.88

Figure 2.2: An example of a dtmc.

Ts =


0 1 0 0
0 0.5 0.5 0
0 0 1 0

0.88 0 0 0.12

 . (2.7)

The evolution of a dtmc can be described using paths defined as an infinite-state

sequence ω = s0s1s2 · · · ∈ Sω such that P(si, si+1) > 0 for all i ∈ N. We denote the

set of all paths by Path(s).
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A dtmc can be extended into an mdp, by the inclusion of a finite set of actions

(also referred to as non-determinism).

Markov decision process (mdp): A tuple defined by

Mmdp = (S,A, Ts, Θ̄,L), where (2.8)

• S = {s0, s1, . . . , sm}, m ∈ N, is a finite set of states;

• A = {a0, a1, . . . , ao}, o ∈ N is a finite set of actions;

• Ts : S × S ×A → [0, 1] is a discrete stochastic kernel that assigns, to
each s ∈ S and a ∈ A, a probability distribution over S : Ts(·|s, a);

• Θ̄ are a finite set of atomic propositions;

• L : S → 2Θ̄ is a labelling function.

An example of a mdp is shown in Figure 2.3. It is composed of four states,

S = {s0, s1, s2, s3}, a finite set of actions Θ̄ = {a0, a1} (further distinguished

by the colour coding on the transitions with dark and light blue for each action

respectively), the transition probability Ts described using (2.9), the set Θ̄ = {ld, bd}

and a labelling function L(s0) = ∅, L(s1) = ∅ , L(s2) = ld, L(s3) = bd.

s0 s1

s2

{ld}

s3

{bd}

1

0.5

0.5

1

0.120.88

0.6

0.1

0.3

a1

a0

Figure 2.3: An example of a mdp.

Ts =



0 1 0 0
0 1 0 0

0.3 0 0.6 0.1
0 0 0.5 0.5
0 0 1 0
0 0 1 0

0.88 0 0 0.12
0.88 0 0 0.12


. (2.9)

A path ω through an mdp is a sequence of states and actions ω = s0
a0−→ s1

a1−→

s2
a2−→ . . . such that a ∈ A(si) and P (si, a, si+1) > 0 for all i ∈ N. We denote the

last state of a finite path ωfin by last(ωfin) and the set of all finite and infinite
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paths by Pathfin(s) and Path(s), respectively. A control strategy (or policy) defines

the choice of action at each state of mdp. Its formal definition is given as follows:

Control strategy: A function mapping π : Pathfin(s) → A that specifies
for every finite path, the next action to be applied. If a control strategy
depends only on the the last state of ωfin, it is called a stationary (or
memoryless) strategy [102].

A mdp can be extended to an uncertain transition matrix Ts, resulting in what

are known as bounded-parameter [61] or interval mdp [145].

Interval Markov decision process (imdp): A tuple defined by

I = (S,A, Ťs, T̂s, Θ̄,L), where (2.10)

• S = {s0, s1, . . . , sm}, m ∈ N, is a finite set of states;

• A = {a0, a1, . . . , ao}, o ∈ N is a finite set of actions;

• Ťs : S ×A× S → [0, 1] is a function that assigns to each s ∈ S a lower
bound probability distribution over S : Ťs(·|s, a);

• T̂s : S ×A× S → [0, 1] is a function that assigns to each s ∈ S an
upper bound probability distribution over S : T̂s(·|s, a);

• Θ̄ are a finite set of atomic propositions;

• L : S → 2Θ̄ is a labelling function.

For all si, si+1 ∈ S,∀i ∈ N and a ∈ A, it holds that

Ťs(si+1|si, a) ≤ T̂s(si+1|si, a)

and, ∑
si+1∈S

Ťs(si+1|si, a) ≤ 1 ≤
∑

si+1∈S
T̂s(si+1|si, a).

Note that when Ťs(·|s, a) = T̂s(·|s, a), the imdp reduces to the mdp with
Ťs(·|s, a) = T̂s(·|s, a) = Ts(·|s, a).

We depict an example of an imdp using Figure 2.4, which inherits the same

structure asMmdp, with the difference in the transition probability matrix. For the
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imdp, the transition probabilities are characterised using (2.11) representing the

minimum and maximum transition probability, respectively.

Ťs =



0 1 0 0
0 1 0 0

0.3 0 0.2 0.1
0 0 0.4 0.5
0 0 1 0
0 0 1 0

0.86 0 0 0.09
0.86 0 0 0.09


, T̂s =



0 1 0 0
0 1 0 0

0.4 0 0.6 0.4
0 0 0.5 0.6
0 0 1 0
0 0 1 0

0.91 0 0 0.14
0.91 0 0 0.14


. (2.11)

s0 s1

s2

{ld}

s3

{bd}

[1, 1]
[0.4, 0.5]

[0.5, 0.6]

[1, 1]

[0.09, 0.14]
[0.86, 0.91]

[0.2, 0.6]

[0.1, 0.4]

[0.3, 0.4]

a1

a0

Figure 2.4: An example of an imdp.

The uncertainty over the transition probabilities requires the introduction of

the notion of a feasible distribution. Let P(S) denote the set of discrete probability

distributions over S. Given si ∈ S and a ∈ A(si), we call γasi ∈ P(S) a feasible

distribution reachable from si by a if

Ťs(s, a, si+1) ≤ γas (si+1) ≤ T̂s(s, a, si+1)

for each state si+1 ∈ S. We denote the set of all feasible distributions for state s

and action a by Γas . The mechanism that selects feasible distributions from interval

sets is called an adversary. This allows us to analyse imdps.
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Adversary: Given an imdp I, an adversary is a function κ : Pathfin(s) ×
A → P(S) that, for each finite path ωfin ∈ Pathfin(s) and action a ∈
A(last(ωfin)), assigns a feasible distribution κ(ωfin, a) ∈ Γalast(ωfin).

Given a finite path ωfin, a control strategy π, and an adversary κ, the semantics

of a path of the imdp is as follows. At state si = last(ωfin), first an action a ∈ A(si)

is chosen by strategy π. Then, the adversary κ resolves the uncertainties and

chooses one feasible distribution γasi ∈ Γasi . Finally, the next state si+1 is chosen

according to the distribution γasi , and the path ωfin is extended by si+1. Given a

strategy π and an adversary κ, a probability measure P over the set of all finite

paths Path(s) (under π and κ) is induced by the resulting Markov chain [102].

2.2.3 Temporal logics

To reason and analyse probabilistic models, appropriate formal logics need to be

used. There are different types of formal logics and the selection of which logic to

use for analysing a certain probabilistic model is dependent on both the underlying

model structure and the requirement at hand. In this work we focus on two different

types of logics: continuous stochastic logic (csl) and co-safe linear temporal logic

(csltl). csl is applied to probabilistic models evolving over the continuous-time

domain i.e. ctmcs. On the other hand, we describe csltl for probabilistic models

evolving over the discrete-time domain.

Continuous stochastic logic

csl specifies state-base properties for probabilistic models evolving along the

continuous-time domain such as ctmc. It is built out of propositional logic (with

atoms θ ∈ Θ̄) and a probabilistic operator P for reasoning about transient state

probabilities.
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CSL syntax: csl path and state formulas are given by,

Φ := true | θ | Φ1 ∧ Φ2 | ¬Φ | P∼p[Φ]
Ψ := X Φ | Φ1 U≤T Φ2

where ∼∈ {<,≤,=,≥, >}, p ∈ [0, 1], T ∈ R≥0 is the time horizon, ∧
(“conjunction") is a Boolean operator, P is a Probabilistic operator and X
(“next"), and U (“until") are path operators.

The syntax of csl is split between state, Φ and path Ψ formula. The state

formulas are interpreted over states of a ctmc, whereas the path formulas are

interpreted over paths in a ctmc and are only allowed inside the P operator [14],

[98]. Given a ctmc, the definition of the satisfaction relation |= over state-formulas

is given by induction:
• s |= true for all s ∈ S;
• s |= θ iff θ ∈ L(s);
• s |= Φ1 ∧ Φ2 iff s |= Φ1 and s |= Φ2;
• s |= ¬Φ iff s 6|= Φ;
• s |= P∼p[Φ] iff Prs{σ ∈ Path(s) : µ |= Φ} ∼ p;

Recall that µ is a finite or infinite sequence of states and time i.e. µ = s0, t0, s1, t1, . . .

Path(s) corresponds to all the paths that can be generated by the ctmc and Prs
corresponds to the probability measure over the state-space s. Consequently, the

Prs{σ ∈ Path(s) : µ |= Φ}, informally states the probability of a certain path

satisfying Φ. The semantics of the path-formulas are defined as:
• σ |= XΦ iff µ[1] |= Φ;
• σ |= Φ1 U≥T Φ2 iff ∃k ≥ T, µ[k] |= Φ2, and ∀ 0 ≤ i < k, µ[i] |= Φ1;

Informally, X is the next operator and U is the until operator. P∼p[Φ U≥t Φ]

asserts that with probability ∼ p, by the time t a state satisfying Φ will be reached

such that all preceding states satisfy Φ. Additional properties can be specified by

adding the notion of rewards. States (or particular transitions) can be associated

with a real-valued reward, which allows us to compute reward-based queries such

as the expected cost of an action in a time window. The extended csl logic adds

reward operators [98]:
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CSL reward operators:

R∼r[C≤T ] | R∼r[I=T ] | R∼r[F Φ] | R∼r[S]

where r, t ∈ R≤0 and Φ is a csl formula.

A state s satisfies R∼r[C≤T ] if, from state s, the expected reward cumulated

up until T time units have elapsed satisfies ∼ r. R∼r[I=T ] is true if, from state s,

the expected state reward at time instant T meets the bound ∼ r. R∼r[F Φ] is

true if, from state s, the expected reward cumulated before a state satisfying Φ is

reached meets the bound ∼ r1. R∼r[S] is true if, from state s, the long-run average

expected reward satisfies ∼ r.

Note, the probabilistic operator P∼p[Φ] and the reward operator R∼r[F Φ] allow

for nesting of properties within the csl logic. In this work, we handle nesting

due to use of the prism model checker which inherently deals with these complex

properties. However, the key performance metrics we are interested in do not require

the use of nested properties.

Co-safe linear temporal logic

csltl are a set of formal properties based on the linear ordering of time events.

csltl is defined over path formulas ϕ which allow the inclusion of multiple temporal

operators but cannot specify bounded-time properties [95].

CSLTL syntax: A csltl formula ϕ over a set of atomic propositions Θ̄ is
inductively defined as follows:

ϕ := θ | ¬θ |ϕ ∨ ϕ |ϕ ∧ ϕ |Xϕ |ϕUϕ |Fϕ,

where θ ∈ Θ̄, ¬ (negation), ∨ (disjunction), and ∧ (conjunction) are
Boolean operators, and X (“next"), U (“until"), and F (“eventually") are
temporal operators.

1If Φ is never reached, the reward would be infinite.
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In order to reason over fixed (finite) time horizons, time steps need to be encoded

within the path formula ϕ. This has brought about the existence of a variant the

csltl logic, known as bounded-time linear temporal logic (bltl) [87].

BLTL syntax: A bltl formula ϕ over a set of atomic propositions Θ̄ is
inductively defined as following:

ϕ := θ | ¬ϕ | ϕ ∨ ϕ |Xϕ | ϕU≤kϕ | F≤kϕ |G≤kϕ,

where θ ∈ Θ̄ is an atomic proposition, k ∈ K is the discrete time horizon,
¬ (negation) and ∨ (disjunction) are Boolean operators, X (“next”),
U≤k (“bounded until"), F≤k (“bounded eventually"), and G≤k (“bounded
always") are temporal operators.

The semantics of csltl and bltl path formulas are defined over infinite traces

over 2Θ̄. Let ξ = {ξi}∞i=0 with ξi ∈ 2Θ̄ be an infinite trace and ξi = ξiξi+1 . . . be the

i-th suffix. Notation ξ |= ϕ indicates that ξ satisfies formula ϕ and is recursively

defined as following:
• ξ |= θ if θ ∈ ξ0;
• ξ |= ¬ϕ if ξ 6|= ϕ;
• ξ |= ϕ1 ∨ ϕ2 if ξ |= ϕ1 or ξ |= ϕ2;
• ξ |= ϕ1 ∧ ϕ2 if ξ |= ϕ1 and ξ |= ϕ2;
• ξ |= Xϕ if ξ1 |= ϕ;
• ξ |= ϕ1Uϕ2 if ∃k ≥ 0, ξk |= ϕ2, and ∀i ∈ [0, k), ξi |= ϕ1;
• ξ |= Fϕ if ∃k ≥ 0, ξk |= ϕ;
• ξ |= ϕ1U≤kϕ2 if ∃j ≤ k, ξj |= ϕ2, and ∀i ∈ [0, j), ξi |= ϕ1;
• ξ |= F≤kϕ if ∃j ≤ k, ξj |= ϕ;
• ξ |= G≤kϕ if ∀j ≤ k, ξj |= ϕ.

Informally, Xϕ states that next ϕ becomes true; ϕ1Uϕ2 states that ϕ1 is true

until ϕ2 becomes true; Fϕ states that at some time in the future ϕ becomes

true; ψ1U≤kψ2 states that ψ2 becomes true within the first k time steps and ψ1

remains true until that point; F≤kψ states that ψ becomes true within the first k

time steps; G≤kψ states that ψ remains true in the first k time steps. A trace ξ

satisfies a bltl formula ϕ iff there exists a “good” finite prefix ξ of ξ such that the

concatenation ξξ satisfies ϕ for every suffix ξ [87], [95].
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2.2.4 Summary

We conclude this Section via Table 2.1, which presents a synopsis of the classification

of the different probabilistic models and their associated formal logics.

Model Time Actions Transitions Logic
ctmc continuous no fixed rates csl
dtmc discrete no fixed probabilities csltl, bltl
mdp discrete yes fixed probabilities csltl, bltl
imdp discrete yes interval of probabilities csltl, bltl

Table 2.1: Classification of probabilistic models and the associated formal logic.
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The standards imposed upon bas require the enforcement of rigorous inspection

and maintenance schemes. Timely maintenance increases both system dependability

and its life span [108], [122]. However, the task to find the optimal trade-off

between diminishing the chances of downtime and avoiding unnecessary overhead

maintenance costs is a complex problem. Within this domain, the correct and

dependable operation of the premises is subject to all its sub-components working

at sufficient capacity. A crucial component is the Heat, Ventilation, and Air-

Conditioning unit (hvac) that regulates temperature and air circulation. The

lifespan and reliability of the hvac can be improved by coupling early fault detection

with maintenance actions [20], [155].
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Maintenance: An activity in which repairing is carried out at certain
intervals to extend the useful life of the machine [143].

There are three prominent-approaches for performing timely maintenance:

• preventative - implemented at predetermined time intervals and prescribed

guidelines to reduce the probability of failure or to prevent the degradation of

function [122], [172]. [125] proposes a planning methodology for performing

timely maintenance actions based on the remaining useful life characteristics

of the individual sub-components within an hvac system. [170] provide a

tool that aids in the selection of maintenance policies. The tool makes use

of historical failure data and expert input from which a Bayesian network

representing conditional failure probabilities given certain maintenance actions

is constructed.

• condition-based - recommends maintenance decisions based on the information

collected through monitoring the current state of the system [86]. [171] makes

use of performance indices (pi) to indicate the health condition (normal or

faulty) of different sub-systems within the hvac system: e.g. heating pumps,

air handling unit. Regression models are then used to estimate the pis as

benchmarks for comparison with monitored pis, from which faults are detected

and a maintenance action performed. [96] construct a mdp representing the

relationship between a component’s degradation state and the environment.

Using the mdp, dynamic programming is then performed to compute the

optimal maintenance strategies.

• predictive - a maintenance strategy constructed based on the forecast degra-

dation in the performance of a system. It has been applied to construct

optimal policies for an hvac system as a whole in [157]. A decision tree

that combines techniques based on linear regression and neural networks is

constructed to predict the degradation of hvac components, from which an

optimal policy is computed. [42], [114] have applied predictive maintenance
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for the optimal operation of the boiler within the hvac system, to maintain

user comfort and reliable operation while minimising maintenance costs. [20]

presents a holistic framework that combines energy management and comfort-

driven maintenance. A dual control formulation is constructed where actions

are selected based on the estimation of both the thermal and degradation

dynamics.

A thorough review of all the three approaches can be found in [9] and [143].

In this chapter, we introduce a novel framework for performing preventative

maintenance and show how this can be applied within the domain of smart buildings:

namely by decomposing the various fault modes of the system, encode component

degradation together with the relationships between faults into ctmcs, and for

a fixed maintenance strategy compute the high-level kpi metrics (see Chapter 2).

The work is built upon the novel framework of Fault Maintenance Trees (fmt)

introduced by [138]. fmts extend fault trees by introducing maintenance driven

concepts like inspections and partial degradation of components. They enable an in-

depth study of the relevant kpi metrics, which then serve as a platform for planning

concrete improvements on the implemented maintenance policy. This chapter is

structured as follows: Section 3.1 presents the fundamental theoretical basis for

fmts. Section 3.2 introduces a framework for analysing fmts using probabilistic

model checking (pmc) and a state-space reduction technique to alleviate the problem

of state space explosion. Next, we present a case study derived from within the

domain of smart buildings and further provide a comparison between the devised

framework and the current state of the art [138] (see Section 3.3).

3.1 Background: Fault trees and its variants

Fault trees [159] are directed acyclic graphs (dag) consisting of two types of nodes:

events and gates. An event is an occurrence within the system, e.g. the failure of

a subsystem down to an individual component. Events can be divided into basic

events (be) and intermediate events (ie). be correspond to the leaves in fault trees
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and denote atomic failures in the system, typically modelled via random variables

following the exponential distribution. ie correspond to internal events that are

caused by one or more other events. The event at the top of the tree called the top

level event (tle), represents the main event being analysed. This corresponds to a

failure of the whole system under consideration. The internal nodes of the graph

are called gates and describe how failures in be and lower level gates interact as

they propagate towards the tle. Each gate has one output and one or more inputs.

Gates in (standard) fault trees are static, in the sense that their output at any

point in time depends solely on the configuration of their inputs at that moment.

Different gates model different logical interactions. These include:

• or gates, which require only one child to fail to propagate a failure to the

next level,

• and gates, which require all children to fail, and

• votk gates, which fail if more than k children fail [160].

In standard fault trees analysis [160], a closed-form solution exists, provided the

distribution parameters of the be is known. Figure 3.1 shows a fault tree instance.

Figure 3.1: Fault tree with three basic events: bes 2 and 3 are connected to an and
gate which triggers an ie. The ie is connected to an or gate together with be 1 and
propagates failures to the tle.
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Dynamic fault trees (dft) are a proper superset of fault trees, extended with

gates that exhibit time- or order-dependent behaviour, e.g. spares (composed of a

main component and equivalent spares; when the main component fails, a spare is

used without triggering a failure at the gate). This adds a level of complexity that

rules out analytical approaches for dft [69], [162]. Consequently, there seems to be

relatively scarce literature on dft that support component health decay combined

with preventive maintenance, e.g. acting before component failure [139]. fmt are a

superset of dft enriched with maintenance concepts [138]. This is achieved by the

introduction of:

1. Extended Basic Events (ebe) - The be are modified to incorporate degradation

models of the component the ebe represents. The degradation models

represent different discrete levels of degradations the components can be

in and are a function of time. Figure 3.2 depicts the timing diagram showing

the progression of degradation within an ebe. The ebe has N discrete

degradation levels. Initially, the ebe is in the new state and it gradually

moves from one degradation levels, based on the underlying distribution

describing the degradation, to the next until the faulty level N is reached.

Figure 3.2: Timing diagram of degradation within an ebe.

The subsequent step- and time- wise degradation allows for e.g. identifying

lightly degraded components, whose health can be restored before an actual

failure (that may trigger a tle) occurs.
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2. Repair and Inspection modules - The repair module (rm) performs cleaning or

replacements actions. These actions can be either carried out using fixed time

schedules or are triggered by the inspection module (im). The rm module

performs periodic maintenance actions (clean or replace), independently of the

im. The im performs periodic inspections and when components fall below a

certain degradation threshold a maintenance action is initiated by the im and

performed by the rm (outside of the rm’s periodic maintenance cycle). The

im and rm modules are depicted in Figure 3.3. The effect of performing

a maintenance cleaning or replacement action on the ebe is illustrated in

Figure 3.4. When a cleaning action is performed the ebe moves back to

its previous degradation level, while when a replacement is performed the

ebe moves back to the initial level.

Figure 3.3: High-level description of the inspection and repair modules. The repair
module performs maintenance actions periodically (clean or replace). The inspec-
tion module performs inspections periodically and when the degradation level of an
ebe reaches thresh level, it triggers the repair module to perform a maintenance action
immediately.

Figure 3.4: Degradation level progression of ebe for different maintenance actions.
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A visual rendering of a fmt is given in Figure 3.5. It is composed of five ebes

located at the bottom of the tree, three gates, one repair and inspection module

and three events (one tle and two ies) which show the different fault stages.

21

43 521

Figure 3.5: An example of a fault maintenance tree with five extended basic events:
ebes 1 and 2 are connected to an or gate, while ebe 3, 4 and 5 are connected to an
and gate which trigger the ies 1 and 2 respectively. The ies are connected together
via an or gate and propagate failure to the tle. The rm and im are also included to
implement the maintenance actions.

3.2 Probabilistic model checking of fault mainte-
nance trees

A fmt is descriptive and convenient for reasoning about system health decay. In

order to reason over this description, a fmt needs to be given semantics such that

it can be quantitatively analysed. In literature, fmts are analysed using smc [138]

where priced time automata (pta) [24] are used to instantiate the fmt and the

smc tool uppaal [104] is used to measure kpis. In this work, we provide a novel

framework for analysing fmts pmc. We use ctmcs to instantiate the fmt, encode

the kpi metrics into the csl logic and make use of the pmc tool prism [100] to

reason about the fmt.
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3.2.1 Formalising FMT using CTMC

To formalise the syntax of fmt using ctmc, we first define the set F , characterising

each fmt element by type, inputs and rates. We introduce a new element called

delay which will be used to model the deterministic time delays required by the

ebe, rm and im. We restrict the set F to contain the ebe, or gate, delay, rm and

im modules since these will be the components used. In previous work, pta are

used to model fmt which encode time within the formalisation itself, thus the

delay element is not required.

The set F= {ebe, or, delay, rm, im} of fmt elements consists of the following

tuples. Here, n,N ∈ N are natural numbers, thresh, in, trig ∈ {0, 1} take binary

values and Tcln, Trplc, Trep, Toh Tinsp, Tdeg ∈ R≥0 are deterministic delays.

• ebe = (Tdeg, Tcln, Trplc, N) represent the extended basic events with N discrete

degradation levels, each of which degrade with a time delay equal to Tdeg.

It also takes as inputs the time taken to restore the ebe to the previous

degradation level Tcln when cleaning is performed and the time taken to

restore the ebe to its initial state Trplc following a replacement action.

• or = (n) represents the or gate with n inputs. When either one of the inputs

reaches the state labelled with failed, the or gate returns a true signal.

• rm = (n, Trep, Toh, Tinsp, Tcln, Trplc, thresh, trig) represents the rm module

which acts on n ebe. The rm can either be triggered periodically to perform

a cleaning action, every Trep delay, or a replacement action, every Toh delay,

or by the im when the delay Tinsp has elapsed and the thresh condition is met.

The time to perform a cleaning action is Tcln, while the time taken to perform

a replacement is Trplc. The trig signal ensures that when the component is

not in the degraded states, no unnecessary maintenance actions are carried

out.

• im = (n, Tinsp, Tcln, Trplc, thresh) represents the im module which acts on n

ebe. The im initiates a repair depending on the current state of the ebe.
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Inspections are performed in a periodic manner, every Tinsp. If during an

inspection, the current state of the ebe did not correspond to the new or

failed state (i.e. the degradation level of the inspected ebe is below a certain

threshold), the thresh signal is activated and is sent to the rm. Once a

cleaning action is performed the im moves back to the initial state with a

delay equal to Tcln or Trplc depending on the maintenance action performed.

• delay = (T,N) represents the delay module which takes two inputs

representing the deterministic delay T ∈ {Tdeg, Tcln, Trplc, Trep, Toh, Tinsp} to be

approximated using an Erlang distribution with N states. This delay module

can be extended by inclusion of a reset transition label, which when triggered

restarts the approximation of the deterministic delay before it has elapsed.

The extended delay module is referred to as delay = (T,N)ext.

The fmt is defined as a special type of dag G = (V,E) where the vertices V

represent the gates and the events which represent an occurrence within the system,

typically the failure of a subsystem down to an individual component level, and

the edges E which represent the connections between vertices. The vertices V are

labelled instances of elements in F i.e. V may contain multiple elements of the

same component obtained from the set F which are identified by their common

element label. Events can either represent the ebe, ie or a tle. For G to be a

well-formed fmt, we take the following assumptions (i) vertices are composed of the

gates, (ii) there is only one tle, and (iii) rm and im are not part of the dag but

are modelled separately Note that for different fmts the same rm and im modules

are used, thus the rm and im modules are independent of fmt structure.

Definition 1 (Fault Maintenance Tree (fmt)). A fmt is a directed acyclic graph

G = (V,E) composed of vertices V and edges E.

Next, we provide the semantics for each fmt element, which are composed using

the syntax of ctmc. These elements are then instantiated based on the underlying

fmt structure to form the semantics of the whole fmt. We obtain the semantics
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of the whole fmt via synchronisation of transition labels between the different

ctmcs representing the individual fmt elements. To model the deterministic time

signals, we make use of the Erlang distribution. This is a similar approach taken

in [138] where degradation phases are approximated by a (k,λ)-Erlang distribution.

Remark 1. A random variable Z ∈ R>0 has an Erlang distribution with k ∈ N

stages and a rate λ ∈ R>0, Z ∼ Erlang(k, λ), if Z = Y1 + Y2 + . . . Yk where each

Yi is exponentially distributed with rate λ. The cumulative density function of the

Erlang distribution is characterised using

f(t; k, λ) = 1−
k−1∑
n=0

1
n! exp(−λt)(λt)n for t, λ ≥ 0, (3.1)

and for k = 1, the Erlang distribution simplifies to the exponential distribution. In

particular, the sequence Zk ∼ Erlang(k, λk) converges to the deterministic value
1
λ
for large k. Thus, we can approximate a deterministic delay T with a random

variable Zk ∼ Erlang(k, k
T

) [47]. Note that there is a trade-off between the accuracy

and the resulting blow-up in size of the ctmc model for larger values of k (a factor

of k increase in the model size) [83]; and that the Erlang stages are only required

for time-dependent analysis.

DELAY The delay generates an approximate deterministic delay T using N

states. Figure 3.6 describes the corresponding ctmc using the set of states given

by ST = {d0, d1, . . . , dN+1}, the set of transitions labels Υ = {trigger, move},

the set of atomic propositions Θ = {T} with L(d0) = · · · = L(dN) = {∅}, and

L(dN+1) = {T}. The rate matrix R becomes clear from Figure 3.6 and

Rij =


η i = 0 ∧ j = 1 ∧ trigger,
N
T

(((i ≥ 1 ∨ i < N + 1) ∧ j = i+ 1) ∨ (i = N + 1 ∧ j = 1)) ∧ move,
0 otherwise,

(3.2)

with i representing the current state, j is the next state and η is a fixed large

value corresponding to introducing a negligible delay that is used to trigger all the

delay modules at the same time 1
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d0 d1 d2 d3 . . . dN+1
trigger,η

move,NT move,NT move,NT move,NT

move,NT

Figure 3.6: ctmc representing delay with N states used to approximate a delay
equal to T approximated using Erlang(N, NT ). The transition labels Υ = {trigger,
move} are shown on each of the transitions, while for clarity the state labels are not
shown.

d0 d1 d2 d3 . . . dN+1
trigger,η

move ,NT move ,NT move ,NT move ,NT

reset,1
reset,1

reset,1
reset,1

Figure 3.7: ctmc representing the extended delay with N states used to approx-
imate a delay equal to T . Delay approximated using Erlang(N, NT ). The transition
labels Υ = {trigger, move, reset} are shown on each of the state transitions, while
the state labels are not shown.

In Figure 3.7 we define the semantics of (delay, T,N)ext. This results in the

ctmc described using the state space ST = {d0, d1, . . . , dN+1}, the set of transition

labels Υ = {trigger, move, reset}, the set of atomic propositions Θ̄ = {T}, the

labelling function L(d0) = L(d1) = · · · = L(dN) = {∅}, and L(dN+1) = {T}, and

the rate matrix R where

Rij =


η i = 0 ∧ j = 1 ∧ trigger,
1 (i ≥ 2 ∨ i < N + 1) ∧ j = 1 ∧ reset,
N
T

(((i ≥ 1 ∨ i < N + 1) ∧ j = i+ 1) ∨ (i = N + 1 ∧ j = 1)) ∧ move,
0 otherwise,

(3.3)

with i representing the current state and j is the next state. All delay modules are

synchronised to start together using the trigger transition label. The extended de-

lay module have the transition labels reset which restarts the Erlang distribution
1The use of a large-valued η to simulate instantaneous transitions may lead to stiff models,

making the time-bounded analyses computationally hard. To mitigate this potential bottleneck
one can make use of interactive Markov chains [67] or Markov automata [68], which allow for
modelling of instantaneous transitions.
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approximation whenever the guard condition is met at a rate of 1×Rsync where

Rsync is the rate coming from the use of synchronisation with other modules causing

the reset to occur. This is required when a maintenance action is performed which

restores the ebe’s state back to the original state and thus restart the degradation

process, before the degradation time has elapsed.

Extended Basic Events (EBE) In essence, the ebe starts in an initial phase

which represents a component in perfect operational condition, aka “as good as

new.” As time passes the component will eventually degrade by internally moving

to the next phase, which represents a decay in the health of the component. This

process repeats until the component ultimately reaches its final phase; when this

happens the ebe failed and sends a signal that propagates through the fmt.

Figure 3.8 shows the semantics of the ebe = (Tdeg, Tcln, Trep, N = 4). The

corresponding ctmc is described by the tuple Cebe = (Sebe = {s0, s1, s2, s3, s4},Υebe

Rebe, Θ̄ebe, Lebe) with the transition labels

Υebe = {trigger, degradei∈{0,...,N}, perform_clean, perform_replace},

the rate matrix

Rebe,ij =



η i = 0 ∧ j = 0 ∧ (trigger),
1 i = {1, . . . , N − 1} ∧ j = i+ 1 ∧ degradei,
1 i = {2, . . . , N} ∧ j = i− 1 ∧ perform_clean,
1 i = 1 ∧ j = 1 ∧ perform_clean,
1 i = {1, . . . , N} ∧ j = 1 ∧ perform_replace,
0 otherwise,

,

the atomic propositions Θ̄EBE = {new, thresh, failed} and the labelling function

LEBE is such that LEBE(s0) = {∅}, LEBE(s1) = {new}, LEBE(s2) = LEBE(s3) =

{thresh}, LEBE(s4) = {failed}.
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s1s0 s2 s3 s4

degrade1, λ

trigger, η

degrade2, λ
perform_clean, 1 degrade3, λ

perform_clean, 1perform_clean, 1perform_clean, 1

perform_replace, 1
perform_replace, 1

perform_replace, 1

Figure 3.8: ctmc representing the ebe with N = 4 degradation phases and transition
labels ΥEBE = {trigger, degradei∈{1,2,3,4}, perform_clean, perform_replace}
on each of the state transitions. For clarity, the state labels are not shown. The
deterministic delays contained represent the transition label that is triggered when
the delay generated by the corresponding delay module has elapsed. The degradation
rate is equal to λ = N

MTTF where mttf is the components mean time to failure.

Mean Time To Failure [139]: The mttf describes the expected time
from the moment the system becomes operational, to the moment the
system subsequently fails and is formally defined using,

mttf(T ) = ln(1−De(T ))
−T

. (3.4)

where, De(T ) is the probability of failure at time T .

The deterministic time delays taken as inputs are modelled using three different

delay modules:

1. an extended delay module approximating Tdeg with the transition label

move replaced with degradeN such that synchronisation between the two

ctmc is performed. When Tdeg has elapsed the transition labelled with

degradeN is triggered and the ebe moves to the next state at a rate 2 equal

to N
Tdeg
× 1. The reset transition label and the corresponding transitions are

replicated in extended delay module and replaced with perform_clean and

perform_replace. When the the previous state (if cleaning action is carried

out) or to the initial state (if replace action is performed).

2. a delay module approximating Tcln with the transition label move replaced

with perform_clean. When Tcln has elapsed the transition with transition
2This is a direct consequence of synchronisation and corresponds to R×REBE .
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label perform_clean is triggered and the ebe moves to the previous state at

a rate equal to N
Tcln

.

3. a delay module approximating Trplc with the transition label move re-

placed with perform_replace. When Trplc has elapsed the transition label

perform_replace is triggered and the ebe moves to the initial state at a rate

equal to N
Trplc

.

The transition labels perform_clean and perform_replace cannot be triggered at

the same time and it is assumed that Tcln 6= Trplc. This is a realistic assumption as

only one maintenance action is performed at the same time.

OR gate The or gate indicates a failure when either of its input nodes have

failed and also does not have semantics itself but is used in combination with the

semantics of its n dependent input events (ebes or ie). We use

FAIL =
0 E1 = 1 ∧ · · · ∧ En = 1,

1 otherwise,
(3.5)

where Ei = 1, {i ∈ 1 . . . n} corresponds to when the sn events connected to the

or gate, represent a failure in the system. In the case of ebes, E1 = 1 occurs when

the ebe reaches the failed state .

Repair module (RM) Figure 3.9 shows the semantics of rm = (n, Trep, Toh, Tinsp,
Tcln, Trplc, thresh, trig). The ctmc is described using the state space Srm =
{rm0, rm1}, the transition labels

Υrm = {inspect, check_clean, check_replace, trigger_clean, trigger_replace},

the rate matrix

Rrm,ij =


1 i = 0 ∧ j = 0 ∧ (check_maintenance,trig = 0 ∨ inspect,thresh = 0),
1 i = 0 ∧ j = 1 ∧ (check_maintenance,trig = 1 ∨ inspect,thresh = 1),
1 i = 1 ∧ j = 1 ∧ trigger_maintenance,
0 otherwise,

with maintenance = {clean, replace}, the atomic propositions

Θ̄ = {maintenance}
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and the labelling function is designed such that

L(rm0) = {∅}, L(rm1) = {maintenance}.

rm0 rm1

inspect,thresh =0,1

check_maintenance, trig =0,1

check_maintenance, trig=1,1
inspect, thresh =1,1

trigger_maintenance,1

Figure 3.9: ctmc representing the rm with ΥRM = {inspect, check_maintenance,
perform_maintenance} shown on the state transitions. The guard condition trig = 0/1
or thresh = 0/1 must be satisfied for the corresponding transition to trigger when it is
activated via synchronisation with the transition label.

For brevity in Figure 3.9, we used the transition labels check_maintenance and

trigger_maintenance. The transition label check_maintenance and correspond-

ing transitions are replicated and the transition labels replaced by check_clean

or check_replace to allow for both type of maintenance checks. Similarly, the

transition label trigger_maintenance and corresponding transitions are duplicated

and the transition labels replaced by trigger_clean or trigger_replace to allow

the initiation of both type of maintenance actions to be performed. Due to synchro-

nisation, only one of the transitions may trigger at any time instance (as explained

in Subsection 3.2.1). The transition labels trigger_clean or trigger_replace

correspond to the transition label trigger within the delay module approximating

the deterministic delays Tcln and Trplc respectively.

The deterministic delays which trigger inspect, check_clean or check_replace

correspond to when the time delays Tinsp, Trep and Toh respectively, have elapsed. All

these signals are generated using individual delay modules with the move transition

label for each module replaced using inspect, check_clean or check_replace

respectively. The thresh signal is modelled using

thresh =
1 L(sj,1) = thresh ∨ · · · ∨ L(sj,n) = thresh,

0 otherwise,
(3.6)
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where L(sj,i), j ∈ {0 . . . N}, i ∈ {1 . . . n} correspond to the label of the current state

j of each of the n ebe. Similarly, we model the trig signal using

trig =
1 L(sj,1) 6= new ∨ · · · ∨ L(sj,n) 6= new,

0 otherwise.
(3.7)

Both signals act as guards which when triggered determine which transition to

perform (cf. Figure 3.9).

Inspection module (IM) The semantics of the im = (n, Tinsp, Tcln, Trplc, thresh)

is depicted in Figure 3.10. The ctmc is defined using the tuple Cim = (Sim =

{im0, im1},ΥIM ,RIM , Θ̄IM , LIM) where

Υim = {inspect, perform_clean, perform_replace},

Rim,ij =


1 i = 0 ∧ j = 0 ∧ inspect,thresh = 0,
1 i = 0 ∧ j = 1 ∧ inspect,thresh = 1,
1 i = 1 ∧ j = 1 ∧ (perform_clean ∨ perform_replace),
0 otherwise,

,

Θ̄im = {∅}, LIM(s0) = LIM(s1) = {∅}.

The thresh signal corresponds to same signal used by the rm, given using (3.6).

In Figure 3.10, for clarity, we use the transition label perform_maintenance. This

transition label and corresponding transitions are duplicated and the transition

labels are replaced by either perform_clean or perform_replace to allow for both

type of maintenance actions to be performed when one of them is triggered using

synchronisation. The same delay modules used in the rm and ebe to represent

the deterministic delays are used by the im. The delay module used to represent

the deterministic delays Tcln and Trplc triggers the transition labels perform_clean

or perform_replace. This represents that the maintenance action has completed.

Semantics of composed FMT

Next, we show how to obtain the semantics of a fmt from the semantics of its

elements. We designate the dag G by defining the vertices V and the corresponding

events E. The leaves of the dag are the events corresponding to the ebe. The
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im0 im1

inspect, thresh =0,1

inspect, thresh =1,1

perform_maintenance ,1

Figure 3.10: ctmc representing the im with ΥIM = {inspect, perform_mainten-
ance} shown on the state transitions. The guard condition trig = 0 and thresh = 1
must be satisfied for the corresponding transition to trigger when it is activated via
synchronisation with the transition label.

events E are connected to the vertices V , which trigger the corresponding auxiliary

function used to represent the semantics of the gates. The Events connected to

the rm and im are initiated by triggering the auxiliary functions thresh and trig

given using (3.6) and (3.7) respectively. Based on the structure of G, we compute

the corresponding ctmc by applying parallel composition of the individual ctmcs

representing the elements of the fmt. The parallel composition formulae are derived

from [82] and defined as follows

Interleaving Synchronization: The interleaving synchronous product of
C1 = (S1,R1,Υ1, Θ̄1, L1) and C2 = (S2,R2,Υ2, Θ̄2, L2) is C1||C2 = (S1 ×
S2,R,Υ1 ∪Υ2, Θ̄1 ∪ Θ̄2, L1 ∪ L2) where R is given by:

s1
α1,λ1−−−→ s′1

(s1, s2) α1,λ1−−−→ (s′1, s2)
, and s2

α2,λ2−−−→ s′2

(s1, s2) α2,λ2−−−→ (s1, s′2)
,

and s1, s
′
1 ∈ S1, α1 ∈ Υ1, R1(s1, s

′
1) = λ1, s2, s

′
2 ∈ S2, α2 ∈ Υ2, R2(s2, s

′
2) =

λ2.

Full Synchronization: The full synchronous product of C1 =
(S1,R1,Υ1, Θ̄1, L1) and C2 = (S2,R2,Υ2, Θ̄2, L2) is C1||C2 = (S1×S2,R,Υ1∪
Υ2, Θ̄1 ∪ Θ̄2, L1 ∪ L2) where R is given by:

s1
α,λ1−−→ s′1 and s2

α,λ2−−→ s′2

(s1, s2) α,λ1×λ2−−−−−→ (s′1, s′2)
,

and s1, s
′
1 ∈ S1, α ∈ Υ1 ∧ Υ2, R1(s1, s

′
1) = λ1, s2, s

′
2 ∈ S2, α2 ∈ Υ2,

R2(s2, s
′
2) = λ2.
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For any pair of states, synchronisation is performed either using interleaving or

full synchronisation. For full synchronisation the rate of a synchronous transition is

defined as the product of the rates for each transition. The intended rate is specified

in one transition and the rate of other transition(s) is specified as one. For instance,

the rm synchronises using full synchronisation with the delay modules representing

Tinsp, Trep and Trplc and therefore, to perform synchronisation between the rm and

the delay modules, the rates of all the transitions of rm should have a value of

one (cf. Figure 3.9), while the rate of the delay modules represent the actual rates

(cf. Figure 3.6 and Figure 3.7). The same principle holds for the ebes and the im.

We refer the reader to Table 3.1 to further understand the synchronisation between

the fmt components and the method employed for parallel composition.

Component Synchronised with component Transition label Synchronisation method
delay representing Tdeg delay modules representing Tcln, Trplc, Tinsp trigger Full synchronisation
rm delay module representing Trep trigger_clean Full synchronisation
rm delay module representing Toh trigger_replace Full synchronisation
ebe delay representing Tdeg degradeN Full synchronisation
delay representing Tcln rm, ebe check_clean Full synchronisation
delay representing Trplc rm, ebe check_replace Full synchronisation
delay representing Tinsp rm, im inspect Full synchronisation
delay representing Trep rm, im, ebe perform_clean Full synchronisation
delay representing Toh rm, im, ebe perform_replace Full synchronisation
ebe rm, im, all delay modules, other ebes - Interleaving synchronisation

Table 3.1: Performing synchronisation between the different fmt components and the
synchronisation method used.

Consider a simple example showing the time signals and synchronisations

required for modelling an ebe and the rm and im. The ebe has a degradation

rate equal to Tdeg and we limit the functionality of the rm and im by allowing

only the maintenance action to perform cleaning. We also need the corresponding

delay modules generating the degradation rates, Tdeg and the maintenance rates

Tcln, Tinsp, Trep. The resulting ctmc is obtained by performing a parallel composition

of the components Call = CEBE|| CTdeg ||CRM ||CIM ||CTcln ||CTinsp||CTrep . The resulting

state space is then Sall = SEBE × STdeg × SRM × SIM × STcln × STinsp × STrep . The

synchronisation between the different components is shown in Figure 3.11 and

proceeds as follows:
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1. All the delay modules (except Tcln) start at the same time using the trigger

transition label.

2. When the extended delay module generating the Tdeg time delay elapses, the

corresponding ebe moves to the next state through synchronisation with the

transition label degradeN .

3. The clock signals Trep, Tinsp represent periodic maintenance and inspection

actions and when the deterministic delay is reached, through synchronisation

with the transition label check_clean or the inspect, the rm or im modules

are triggered (cf. Figure 3.9 and 3.10). If rm triggers a maintenance action,

the delay representing Tcln is triggered using the synchronisation labels

trigger_clean. Once the deterministic delay Tcln elapses, the ebe, the

extended delay module representing Tdeg (where the reset transition label

within the extended delay module is replaced with perform_clean) and the

im are reset using the transition label perform_clean.

Figure 3.11: Block diagram showing the synchronisation connections between one
component and the other, together with the corresponding transition label which
triggers synchronisation.

One should note that performing synchronisation results in a large state space,

which is a function of the number of states used to approximate the deterministic

delays. To counteract this affect we propose a state-space reduction framework in

Subsection 3.2.2.
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3.2.2 Decomposition of FMTs

The use of ctmc and deterministic time delays results in a large state space for

modelling the whole fmt. We, therefore, propose an approach that decomposes

the large fmt into an equivalent abstract ctmc that can be analysed using the

pmc tool prism [100]. The process involves (i) splitting the fmt graph into a set of

smaller sub-graph, (ii) transforming each sub-graph into an equivalent ctmc and

(iii) sequentially composing the smaller sub-graphs to generate the higher-level

abstract fmt. The transformation from dag to ctmc is carried out by making use

of the developed fmt components semantics and performing a parallel composition

of the individual components based on the underlying structure of the sub-graph.

Figure 3.12 depicts a high-level diagram of the decomposition procedure.

1 2 3 4 5

Original Fault Maintenance Tree

Library of CTMC Models Parallel
Composition

Graph Decomposition

Metrics

Final 
Model

Probabilistic model checking 
of sub-graphs

Probabilistic model checking
of final model

Metrics

MTTF(G )1

MTTF(G )2

G2G1

G0

G1

1 2
G2

3 4 5

G0

G1 G2

Figure 3.12: Overall developed framework for decomposition of fmts into the
equivalent abstract ctmcs.

Graph decomposition We define modules within the dag as sub-trees composed

of at least two events that have no inputs from the rest of the tree and no outputs to

the rest except from its output event [109]. We can divide the graph into multiple

partitions based on the number of modules making up the dag. We define the

following notations to ease the description of the algorithm:

• Vo indicates whether the node is the top node of the dag.

47



• Vg indicates the node where the graph split is performed.

• Modules correspond to sub-graphs in dag.

We set Vo when we construct the dag from the fmt and then proceed with executing

Algorithm 1. We first identify all the sub-graphs within the whole dag and label

all the top nodes of each sub-graph i as VT i. We loop through each sub-graph and

its immediate child (the sub-graph at the immediate lower level) and at the point

where the sub-graph and child are connected, the two graphs are split and a new

node Vg is introduced. Executing Algorithm 1 results in a set of sub-graphs linked

together by the labelled nodes Vg. For each of the lower-level sub-graphs, we now

proceed to compute the mean time to failure (mttf). This will serve as an input to

the higher-level sub-graphs, such that metrics for the abstract equivalent ctmc can

be computed.

Algorithm 1 dag decomposition algorithm
1: procedure Decompose(G) . The dag G = (V,E)
2: identify sub-graphs using depth-first traversal
3: label all top nodes of each sub-graph i as VTi
4: for select the top node of every sub-graph and the child defined at the

immediate lower level do
5: if label VT already found in one of the leaf nodes of sub-graph then
6: split sub-graph
7: insert new node Vg which will be used as input
8: end if
9: end for

10: end procedure

Probabilistic Model Checking of sub-graphs We start from the bottom

level sub-graphs and perform the conversion to ctmc using the formal models.

Each component is represented by a prism module and based on the underlying

components and structure making up the sub-graph, the corresponding individual

formal models are converted into the sub-graph’s equivalent ctmc by performing

parallel composition. For each sub-graph, we compute the probability of failure
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De(T ) at time T , from which we calculate the mttf [139] using (3.4). The

mttf serves as the input to the higher level sub-graph at time T . The new node

in the higher-level sub-graph, now degrades with the new time delay Tdeg = mttf,

which is fed into the corresponding delay component. This process is repeated

for all the different sub-graphs until the top-level node Vo is reached. Figure 3.13

depicts the steps needed to perform pmc for one of the sub-graphs.

G1

1 2

Figure 3.13: Method for performing pmc of sub-graphs. Given the subgraph with
ie labelled with G1, we select the corresponding ctmc models for the two ebes, the
rm and im modules and the corresponding delay modules. We perform parallel
composition to obtain the full abstract ctmc and compute the probability of failure
(De), at time T , via pmc. Using De, we attain the mttf. For a different time horizon
we recompute the mttf without the need of reperforming the parallel composition
step.

Probabilistic Model Checking of the final equivalent abstract CTMC

On reaching the top level node Vo, we compute the metrics for the equivalent

abstract ctmc with a specific time horizon T . For different horizons, the previous

step of computing the mttf for the underlying lower level sub-graphs needs to be

repeated. Using this technique, we can formally verify larger fmts, while requiring

less memory and computational time due to the significantly smaller state space of

the underlying ctmc. Figure 3.14 presents a fmt composed of four ebes, one ie

and tle, and the corresponding abstracted fmt. The abstract fmt is a pictorial

49



representation of the model represented by the equivalent abstract ctmc obtained

using the developed decomposition framework (cf. Figure 3.12).

Higher level event

1 2

Lowest intermediate
event

43

Higher level event

1 F'

Figure 3.14: The original fmt and the abstract fmt corresponding to the equivalent
abstract ctmc generated by the developed framework. The mttf for F’ is computed
based on the probability of failure of the lowest intermediate event.

3.2.3 Metrics

We use the probabilistic model checker prism [100] to compute the kpis of the

model described. The metrics can be expressed using the csland are given by

1. Reliability: This can be expressed as the complement of the probability of

failure over the time T , 1− P=?[F≤Tfailed]

2. Availability: This can be expressed as R=?[C≤T ]/T , which corresponds to the

cumulative reward of the total time spent in states labelled with okay and

thresh during the time T .

3. Expected number of failure: This can be expressed using R=?[C≤T ], which

corresponds to the cumulative transition reward that counts the number of

times the top event enters the failed state within the time T .

4. Expected cost: This can be expressed using R=?[C≤T ], which corresponds to

the cumulative reward of the total costs (operational, maintenance and failure)

within the time T .
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3.3 Application to building automation systems

We consider the hvac system setup (a subset of the whole bas) found within the

Smart Buildings Laboratory. A graphical description is shown in Figure 3.15. It is

composed of two circuits - the airflow circuitry and the water circuit. The gas boiler

heats the supply water and transfers the supply water into two sections - the supply

air heating coils and the radiators. The rate of water flowing in the heating coil is

controlled using a heating coil valve, while the rate of water flow in the radiator is

controlled using a separate valve. The outside air is mixed with the air extracted

from the zone via the mixer. This is fed into the heating coil, which warms up the

input air to the desired supply air temperature. This air is supplied back, at a rate

controlled by the air handling unit (ahu) dampers, into the zone via the supply fan.

The radiators are directly connected to the water circuitry and transfer the heat

from the water into the zone. The return water, from both the heating coils and

the radiators, is then passed through the collector and is returned to the boiler.

Figure 3.15: High-level schematic of an hvac system.

The correct and continuous operation of the hvac depends on the proper opera-

tion of its subsystems. Usually, all individual components from these subsystems

have different expected lifetimes, as well as different sources of degradation and

failures. For instance, the valves can get stuck due to the gradual increase in

deposits from the water flow. This limits the rate of water flow in the heating

system, consequently reducing the heat exchange rate. The supply fan gradually

decreases its efficiency as the lifetime of the fan motor increases, while it may cease
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to work if it breaks due to a failure of the fan bearings or the motor itself. The

ahu damper may break due to the build up of fouling [158]. The radiator may fail

due to rust and leak inhibitors, which form solids that collect in the radiator cooling

system and restrict the water flow. The boiler heating capacity reduces with age due

to corrosion and the accumulation of dust and dirt in the internal heat exchanger

and flue [52]. The aforementioned issues are a subset of possible failure causes

that may lead to downtime of the hvac unit from Figure 3.15. When maintenance

actions are being planned, all such (foreseeable) events must be considered to ensure

compliance with the kpi requirements. However and in spite of the best efforts, the

operation of the individual components—and thus the whole system—degrades as

time passes.

Failure of
HVAC unit

No heating

7 8

Failure of
heating coil

2 3 4

Failure of
supply fan

Reduced capacity

1 5 6

Insufficient radiator
output power

Figure 3.16: Fault maintenance tree for reasoning about failure of hvac unit.

Based on this hvac system we construct the corresponding fmt shown in

Figure 3.16. For each ebe, all random variables describing the jumps from the

initial to the failed phase are independent and have the same rate parameter. The

number of phases and mttf of ebes is typically derived from measurements or

manuals, and uniquely determines the degradation behaviour of the component,

viz. the rate of the exponential random variables. All ebes in Figure 3.16 are

obtained from [10], [54]. In the Table 3.2, N is the number of degradation phases:
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for instance, ebe 2 models a failure of the supply fan motor via a (random variable

with distribution) Erlang(3, 3/35).

ID Component N MTTF

1 AHU damper broken 4 20
2 Fan motor failure 3 35
3 Supply fan obstructed 4 31
4 Fan bearing failure 6 17
5 Radiator failure 4 25
6 Radiator stuck valve 2 10
7 Heater stuck valve 2 10
8 Heat pump failure 4 20

Table 3.2: Details of the ebes from Figure 3.16.

3.3.1 Applying the framework to HVAC set-up

We convert the fmt representing the failure of the hvac system into the equivalent

abstract ctmc and perform probabilistic model checking over six time horizons Nr =

{0, 5, 10, 15, 20, 25} years. The cleaning policy consisting of periodic inspections,

repair checks, and overhauls. Each of these periodical service activities has a clear

and distinct restoration purpose:

• Overhauls enforce a replace action that renews the whole hvac, sending all

ebes back to their new phase.

– When triggered, replace actions take one week (i.e. seven days) to

complete.

– This incurs in a cost of e 5000 and is the highest point-wise investment

of the whole policy.

• A clean action is performed if and only if some ebe is in a thresh phase (aka

degraded but operational) at the moment when either the periodic cleaning

or inspection takes place.

– Every inspection incurs a cost of e 5.
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– When triggered, clean actions take a day.

– All degraded ebes are cleaned on that day, following the same scheme

implemented for repairs.

– When an ebe is cleaned, its health is restored by one degradation phase,

which makes cleaning the lightest among all maintenance actions.

– A clean costs e 100; however notice that, if no component is degraded

when the inspections occur, no clean is performed and this cost is not

incurred.

These maintenance procedures are implicitly implemented in the corresponding

rm of the model. Moreover, all costs described above account for maintenance

checks/actions. We also consider operational costs: e 1 is accrued per day of system

uptime and e 4 per day of system downtime [114], [142]. For this set-up, all the

kpi metrics corresponding to the reliability, availability, total costs (maintenance,

inspection and operational costs) and the total expected number of failures of the

hvac systems over the time horizon are computed. We further consider five different

maintenance strategies, listed in Table 3.3, such that we can identify the optimal

strategy that minimises cost and achieves the best trade-off in hvac performance

(i.e. with minimal expected number of failures and high reliability and availability).

We select strategies that have a different combination of repair, inspection and

Strategy index Trep Toh Tinsp

M0 2 years - 1 year
M1 5 years - 2 years
M2 2 years 5 years -
M3 2 years 15 years 0.5 years
M4 4 years 30 years 1 year

Table 3.3: Implemented maintenance strategies.

replacement strategies to highlight the effect the different maintenance actions have

on the hvac system’s performance. Figure 3.17 depicts the resulting metrics for

the employed strategies.
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Figure 3.17: Comparing the kpis under different maintenance strategies for the
hvac system.

We can deduce that the worst-performing strategy is when repair actions are

carried out every 5 years with inspection carried out bi-annually and no replacements

(corresponding to strategy M1). Strategy M2 provides high performance but with

a significant increase in the total costs due to the frequent replacement actions.

Comparing strategies M3 and M4 we can note that M3 has the highest availability

over the whole time horizon but this comes with higher total costs due to the higher

frequency of replacements. Strategies M0 and M4 have similar performance with

M4 having a slightly lower availability and higher expected number of failures but

with comparable maintenance costs. From this analysis, we can deduce that the

optimal strategy which gives the best trade-off between costs and hvac system’s

performance, over 25 years, is strategy M0 (i.e. with annual inspections, bi-annual

repairs and no replacements).
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Error analysis We perform a comparison between computing the kpis with

and without the graph decomposition framework. As highlighted in Section 3.2.2,

the state space representation for analysis via pmc may require a large amount

of memory. In particular, modelling the whole fmt without the decomposition

requires more then 108 states, which is an upper-bound for the capabilities of the

prism tool in the current computer settings [100] and thus, the metrics cannot be

computed. However, in order to compare the two methods, we focus on a sub-tree

within the bas fmt with the ie labelled as Reduced capacity. This sub-tree is

composed of ebes 1, 5, and 6 (see Figure 3.16) and we fix the maintenance strategy

to M3 (i.e. inspections every 6 months, repairs every 2 years, and an overhaul every

15 years). Next, we compute the kpi metrics using both methods over six time

horizons Nr = {0, 5, 10, 15, 20, 25} years and present the result in Figure 3.18. We

label the metrics pmc exact and pmc reduced for those generated using with

and without the decomposition framework, respectively.

pmc exact pmc reduced

0 5 10 15 20 25
0.6

0.7

0.8

0.9

1

Time horizon (Years)

Re
lia

bi
lit
y

0 5 10 15 20 25
0.96

0.97

0.98

0.99

1

Time horizon (Years)

Av
ai
la
bi
lit
y

0 5 10 15 20 25
0

0.2

0.4

Time horizon (Years)

Ex
pe

cte
d
Nu

mb
er

of
Fa

ilu
re
s

0 5 10 15 20 25
0

0.5

1

1.5

2 ·104

Time horizon (Years)

To
ta
lc

os
t

Figure 3.18: Comparing the kpis computed with vs without the decomposition
framework for the sub-graph with ie Reduced capacity under M3.
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As expected, a small gap is observed between pmc exact and pmc reduced.

This is a consequence of the reduction technique, which replaces the or gate on

top of ebes 5 and 6 for an ebe with equivalent mttf. Consequently, instead of

using the fastest firing time between two Erlang distributions, i.e. one for ebe 5

and one for ebe 6, in pmc reduced we measure the firing time of a single ebe

with the same mttf. This has the advantage of reducing the number of states of

the ctmc analysed (everything below the replaced ie is now a single ebe), but

creates a minor deviation in the general model behaviour. Such deviation should

increase with the number of times this reduction is performed.
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Figure 3.19: Comparing the kpis computed with vs without the decomposition
framework for the sub-graphs corresponding to the ies Reduced capacity & Failure in
heating coil under M3.

In Figure 3.19 we show the kpi metrics for a subtree that includes the ies Reduced

capacity’ and Failure of heating coil, i.e. ebes 1 and 5–8. Again we experiment

using M3 as the maintenance strategy over five time horizons. We observe that the

difference between pmc exact and pmc reduced is exacerbated, since more ies

have been reduced via the abstraction method.
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We further split the maintenance costs into the individual sub-components

making up the total cost: inspection, repairs, overhaul and cleaning actions and

highlight the different contributions in Figure 3.20. The aggregation of these values,

plus the operational system costs, composes the total costs from Figure 3.19.
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Figure 3.20: Comparing the maintenance costs computed with vs without the
decomposition framework for the sub-graphs corresponding to the ies Reduced capacity
& Failure in heating coil under M3.

Notice that the overhaul period for M3 is 15 years, yet the plot shows positive

costs incurred in replacements at 5 and 10 years. This is a consequence of

approximating discrete time periods via 3-phase Erlang distributions: the mean

time for an occurrence of the event, (e.g. an overhaul triggering a replace, is 15

years), but the effective time observed in particular simulations variates to some

degree3 around such value, causing the (averaged) behaviour shown.

3A random variable following an Erlang(3/15, 3) distribution has standard deviation√
3

(3/15)2 = 5
√

3.
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Refining the maintenance actions In the basic setting of Subsection 3.3.1 (we

call this hvac-0), inspections and repair checks overlap considerably. Both can

trigger the same maintenance action, namely, a clean, and both will do so in the

same system configurations. The only situations when a clean would be triggered by

a repair check and not by an inspection is when there is at least one failed—but no

degraded—component. The likelihood of these scenarios decreases with the amount

of ebes and their number of degradation phases.

A more problematic modelling effect is that, when triggered by an inspection,

a clean can “repair” a failed ebe and make it operational again. If e.g. ebe 1 is

failed and ebe 2 is degraded, an inspection will trigger a clean because ebe 2 is

in a thresh state; since cleaning actions are system-wide this also affects ebe 1,

which then moves from its failed to a thresh state, becoming operational. We argue

this is not a realistic behaviour. Consequently, we refine the maintenance actions

such that there is a clear distinction between inspections and cleans. The periodic

cleaning action by the rm now triggers a cleaning action if and only if some ebe is

in its failed phase at the moment when the check takes place. The intuition is that

an expert technician visits the premises regularly, fixing any component he finds

in a failed state, namely broken. When triggered, such an action takes two days

and costs e 800. All broken ebes are restored in those two days and have their

health significantly restored: once the action is completed they are sent back N − 2

degradation phases. The resulting phase for the component is the first one labelled

thresh after the new phase, i.e. a repair leaves the component “almost—but not

quite—new.” The inspection action, will remain as is. The intuition motivating these

modifications is that an expert technician fixes periodically all broken components,

which is sometimes named age repair or age replacement and is also related to block

replacement [13], [21]. We call the new hvac fmt: hvac-1.

We select the maintenance strategy, corresponding to M3 in Table 3.3, in which

inspections, repair checks, and overhauls, take place every half, two, and fifteen

years respectively. Using this policy we compare hvac-0 vs hvac-1, by computing

the new kpi metrics for each. We depict the results in Figure 3.21, which shows
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un-availability is 2 to 3 times higher than in the hvac-0; other metrics are much

less affected.
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Figure 3.21: Comparing the kpis between hvac-0 and hvac-1.

3.3.2 Comparison with statistical model checking

We perform a comparison with smc and employ the tool uppaal to encode the same

fmt hvac, where the fmt components are modelled using pta. The equivalence

of the models’ behaviour developed in both tools, i.e. prism and uppaal, are

extensively and exhaustively evaluated in [3]. Here we present the computational

performance of smc vs. pmc. We consider two maintenance strategies (i) M3 and

(ii) M4 from Table 3.3. smc experiments have been run in a cluster with AMD

Opteron™ 4386 processors, each with access to 64 gb of dedicated ddr3 ram.

pmc experiments have been run in a cluster with Intel® Xeon® E5-2640 v3 processors,

each with access to 64 gb of ddr4 ram. The resulting execution times in seconds
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of both techniques, for both maintenance policies and all kpis, are listed in Table

3.4.

T Metric PMC SMC Metric PMC SMC
M3 M4 M3 M4 M3 M4 M3 M4

5 Reliability 0.6 0.8 6.3 6.1 Availability 1.0 1.1 7.9 13.1
10 1.6 1.2 14.4 17.0 2.3 2.1 15.5 25.4
15 2.0 1.7 17.4 29.0 3.2 3.5 24.9 35.8
20 2.3 2.9 19.5 38.6 4.4 4.1 31.2 43.2
25 3.0 3.2 17.9 46.2 5.5 3.4 31.6 52.2
5 ENF 1.1 1.2 7.9 12.9 Total costs 5.4 5.2 29.8 47.9
10 2.2 2.3 15.4 24.0 10.5 9.4 56.4 90.0
15 3.2 3.5 21.3 34.2 14.0 13.9 78.5 119.4
20 4.9 4.0 27.7 43.3 17.6 17.1 94.7 145.6
25 5.6 4.4 31.6 50.1 22.1 19.7 105.7 168.3

Table 3.4: Time in seconds to compute kpis using pmc and smc.

In the case of pmc, the times listed include the computation of the mttf used to

perform the ie-to-ebe reduction, plus the subsequent time it took prism to compute

the corresponding kpi from the resulting reduced model. Since the process of

plugging in the computed mttf into the reduced ctmc (from which prism computes

the metric) is not yet automated, that is omitted from our measurements. We note

however that, if the task were fully automated, such time should be negligible with

respect to the “true analysis times” required to compute a kpi value.

Table 3.4 shows that, as expected, pmc converges to a result in significantly

less time than smc. For reliability, availability, and enf, pmc is usually ≈ 10 x

faster than smc; for costs computation the difference is ≈ 6 x in favour of pmc. In

general, this is a consequence of smc requiring a sufficiently large random sample

(viz. number of simulations) to achieve the desired statistical criteria and build

the confidence interval. Here, the underlying trade-off is in runtime vs. computer

memory: for pmc a reduction technique must be used to alleviate this problem,

losing in exchange some precision in the metrics. On the other hand, it must be

highlighted that the confidence criteria requested for our smc analyses are standard

but not particularly challenging. Requesting 99% confidence level and more precise

(narrower) confidence intervals would greatly increase the computation times of

smc.
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For both techniques and all metrics, computation times increase linearly with

the time horizon analysed. However, pmc is not greatly affected by the maintenance

policy studied, because its computational times are mostly a function of the structure

of the underlying model. This structure is given by the set of (ctmc) modules and

their communication mechanisms, rather than by the particular parameters like

e.g. inspection frequency. Such parameters do play a minor role, since they may

influence the number of iterations required to determine convergence to a fixed point

in the internal mechanisms of the model checking algorithms. Incidentally, the effect

of these parameters in the number of iterations could be counter-intuitive: enf,

availability, and costs computations with pmc are faster when using strategy M4

than M3, see Table 3.4. In any case, pmc is much less affected by the maintenance

policy than smc. Since smc uses discrete event simulation as its backbone, the

more events per time unit that need to be attended, the more computation time

it takes to advance one-time unit. On average, using M4 generates twice as many

events per time unit than M3, and therefore it takes longer to compute the metrics

for M4. Consequently, quantifying how longer will smc analyses take for the M4

is not straightforward. It is nevertheless clear that M3 is faster to analyse via

smc than M4 , which is corroborated in practically all time measurements presented

in Table 3.4.

3.4 Conclusion

In this chapter, we have shown how we can obtain high-level certification via

kpi metrics for a large subcomponent of bas: the hvac. We provide a new

quantitative method for selecting optimal preventative maintenance strategies via

the analysis of fmts and pmc. We describe novel semantics and syntax details of

the fmt which take the form of ctmcs and show how the state-space explosion

can be mitigated via a novel state-space reduction algorithm. We further perform a

comparison with the traditional smc method of analysing fmts.

There is a profuse of extensions that can be derived from the work. We are

planning to extend our research in the following directions:
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• use continuous stochastic processes [3] to represent the ebe. This will make

the modelling framework more realistic and will allow us to reframe the

semantics of fmts into a stochastic hybrid system.

• extend the framework such that optimal policies can be synthesised and thus

perform predictive maintenance.

• currently in the pmc community work is being done towards extending

quantitative model checking to pta [97]. Analysing pta via pmc would

reduce the design effort required: by using pta over ctmc we would no

longer need to perform the state-space reduction, and thus the accuracy of

the computed values should improve, at the same time maintaining the high

computational performance of pmc.

• validate the results computed for our models against kpi metrics obtained

from real data. Note however that, due to the slow degradation rate of

hvac components, obtaining the data required to perform the last task could

be particularly involved. To circumvent this, an hvac fault simulation platform

such as hvacsim+ can be employed to analyse different fault conditions [108].

All the code for modelling fmt via pmc is available online at:

www.gitlab.com/natchi92/fmt
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We have examined how reasoning about the overall performance of bas can be

performed to generate high-level certificates in Chapter 3. In this chapter, we reduce

the level of abstraction and reason at the level of individual bas components making

up the system to achieve low-level certification. We present a library of models that

serves as an aid in understanding the dynamical evolution of the sub-components

making up the bas and as a benchmark for shs.

In literature, a gamut of modelling frameworks are employed to capture the

dynamics of buildings, together with their sub-components, from which three main
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categories can be identified: black-box, grey-box and white-box models [7], [58]. Black-

box modelling identifies model parameters automatically based on the relationships

between input and output measurements. Their advantage is the establishment of

models with very low development costs [56]. Black box models have been applied

towards the understanding of the behaviour of bas systems [110], [121], simulation

and prediction of bas systems [70], [132] and in conducting fault detection diagnosis

[166]. Grey-box models are generated through the combination of insight based

on the physical counterparts of the system and on the relationship between input

and output measurements [56]. The most common grey-box modelling framework

is the construction of state-space models based on resistance-capacitance (rc)

network, which represents the different components and thermal energy flows within

a building. The rc network is analogous to electrical circuitry and describes the

underlying system process dynamics. This framework has been used to model

multiple rooms in industrial buildings [15], [123], in large research projects such

as the work conducted at eth zurich [152] and at uc berkeley [112]. White-

box models take into account all physical equations and principles that govern

a system. They provide high-performance when compared to the grey- or black-

box alternatives, however, come at a high-cost in terms of both computational

complexity and implementation [56]. Such models are typically developed using well-

established modelling languages, such as modelica [118], or software packages such

as energyplus [44] and brcm [151]. For instance, [49] employed energyplus to

build a high-resolution building model using the state-space method, [45] constructed

a building model consisting of 27 zones, hydraulic components and air conditioners

using modelica, while brcm has been employed to construct buildings heating

ventilation and conditioning models for advanced controller design in [62].

The large spectrum of building models possess one common element: the

models are merely an approximation of reality and therefore invariably contain

uncertainty (inaccuracies) stemming from the mathematical model itself and the

sensor measurements used to identify and make predictions on [120]. Consequently,

uncertainty plays a crucial role in a model’s ability to capture the behaviour of
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the bas. In order to capture such disturbances a framework based on stochastic

processes is a necessity.

Stochastic process: A collection of random variables X = {X[k] : k ∈ K}
defined on a common probability space, taking values in a common set
D (the state space), and indexed by a set K, often either k or [0,∞) and
thought of as time (discrete or continuous respectively) [136].

Buildings can be seen to be composed of an interleaving of continuous and

discrete components (coming from example, the on/off demand and from the

continuous supply of energy). A rich mathematical modelling framework that is

able to make use of stochastic processes and capture the hybrid element between

the continuous and discrete components is known as Stochastic Hybrid Systems

(shs) [84]. Fostered by their application in multiple domains studies in shs has

recently flourished and has witnessed advances in areas of Systems and Control [29],

[144], Formal Verification [2], [36], [107] and Cyber-Physical Systems [111]. In this

chapter, we demonstrate how shs can also be applied within the domain of bas

and identify verification and synthesis goals.

This chapter is structured as followed: Section 4.1 introduces the semantics of

shs. We present a library of models for bas in Section 4.2. Section 4.3 delineates

examples of shs models constructed using the library of models and identifies

different verification and synthesis requirements that align with the high-level

certificates defined in Chapter 2.

4.1 Stochastic hybrid systems

shs is a formal mathematical model that describes the relationship between discrete

features, continuous dynamics and probabilistic uncertainty of a system. It consists

of the discrete probabilistic jumps and continuous variables which evolve via

stochastic differential equations within each discrete location. Given the generality

and broadness of shs, different definitions can be found across primary literature

(the key difference is attributed to the means by which stochasticity enters within
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the dynamics). A classification of the different definitions found in literature is

given in [111]. In this work, we focus on discrete-time shs and follow the definition

in [5], which we extend to include labels.

Definition 2 (Stochastic Hybrid System (shs)). A shs is a discrete-time model

defined as the tuple

H = (Q, n,U , Tq, Tx,Θ, L), where (4.1)

• Q = {q1, q2, . . . , qm}, m ∈ N, represents a finite set of modes (locations);

• n ∈ N is the dimension of the continuous space Rn of each mode; the hybrid

state space is then given by D= ∪q∈Q{q} × Rn;

• U is a continuous set of actions, e.g. Rv;

• Tq : Q × D × U → [0, 1] is a discrete stochastic kernel on Q given D × U ,

which assigns to each d = (q, x) ∈ D and u ∈ U , a probability distribution

over Q : Tq(·|d, u);

• Tx : B(Rn) × D × U → [0, 1] is a Borel-measurable (continuous) stochastic

kernel on Rn given D×U , which assigns to each d ∈ D and u ∈ U , a probability

measure on the Borel space (Rn,B(Rn)) : Tx(·|d, u);

• Θ = {θ1, . . . , θn} is a set of atomic propositions;

• L : Q → 2Θ is a labelling function that assigns to each hybrid state possibly

several elements of Θ.

In this model, the discrete component takes values in a finite set Q of modes,

each endowed with a continuous domain (the Euclidean space Rn). As such, a point

d over the hybrid state space D is the pair (q, x), where q ∈ Q and x ∈ Rn. The

semantics of transitions at any point, over a discrete-time domain, are as follows:

given a point d ∈ D, the discrete state is chosen from Tq, and depending on the

selected mode q ∈ Q the continuous state is updated according to the probabilistic

law Tx. The evolution of H for k ≤ K ∈ N is a stochastic process d[k] = (q[k], x[k])
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with values in H and is defined on the probability space (DK+1,B(DK+1),P) where

B(DK+1) is the product sigma-algebra on the product space DK+1 and P is a

probability measure. Non-determinism in the form of actions can also affect both

discrete and continuous transitions. Similar to [5], we assume the continuous state

is affected by Gaussian noise. This is a reasonable assumption given the nature of

the underlying dynamics making up the bas.

Remark 2 (Continuous transition kernel). Tx is characterised by the evolution of

x i.e the continuous component of H and is described by a stochastic difference

equation

x[k + 1] = F (q[k], x[k], u[k]) +G(q[k])w, (4.2)

u ∈ U , w ∼ N (0,Σw),

where F is a vector valued function and G = {G(q[k]) ∈ Rn×r | q ∈ Q} is a

collection of diffusion terms, w ∈ Rr is a Gaussian noise with zero mean and

covariance matrix Σw ∈ Rr×r. This characterises the transition kernel such that for

any measurable set B ⊆ Rn, x ∈ Rn, and u ∈ U

Tx(B | q, x, u) =
∫
B
N (t | F (q, x, u), G(q)ΣwG(q)T ) dt. (4.3)

Then, it holds that P is uniquely defined by Tx, and for k <∞,

Tx(B | q[k], x[k], u[k]) = P(x[k + 1] ∈ B | q[k], x[k], u[k]). (4.4)

We note that, for κ = ∞, P is still uniquely defined by Tx by the Ionescu-Tulcea

extension theorem [6].

Remark 3 (Special instance). Actions maybe associated to a deterministic selection

of locations, namely Tq : U → Q and U is a finite set of actions.

In the presence of control actions, we further define a control strategy (policy)

that maps actions u ∈ U to the d ∈ H. A plethora of strategies exist in literature [16].

Here, we focus on memoryless Markov and switching strategies.
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Memoryless Markov strategy: A sequence π = (π0, π1, . . . ) of univer-
sally measurable maps which assign πk : d → U for k = {0, 1, . . . }. We
denote the set of all Markov strategies as Π [146].

We employ switching strategies for the special instance of shs models (see

Remark 3). Switching strategies reason over paths generated by the shs. For

k ∈ N ∪ {∞}, we call PathkH(s) : {0, 1, . . . , k} → D the set of sample paths of d of

length k. The set of all sample paths with finite and infinite lengths are denoted

by Pathfin
H (s) and PathH(s). We denote by ωH, ωkH, and ωH(i) a sample path, a

sample path of length k, and the (i+ 1)-th state on the path ωH of H, respectively.

Furthermore, we define the (observation) trace of path ωkH = d0d1 . . . dk to be

ξ = ξ0ξ1 . . . ξk, where ξi = L(di) ∈ 2Θ for all i ≤ k. For a path ωH ∈ PathH(s) with

infinite length, we obtain an infinite-length trace.

Switching strategy: A function πH : Pathfin
H (s) → U that assigns a

discrete mode u ∈ U to a finite path ωH of the process d. The set of all
switching strategies is denoted by ΠH [102].

4.1.1 Simulation of stochastic hybrid systems

An execution of a H = (Q, n,U , Tq, Tx,Θ,L) under a memoryless Markov (policy)

strategy is a stochastic process whose sample paths for the duration of k ∈ N are

obtained according to Algorithm 2. In the presence of a switching strategy, we

replace line 4 in Algorithm 2, with u[k]→ πH(ωkH), and following each state update

(see Algorithm 2 line 6) extend ωkH by (u[k], x[k + 1]).

To reason about the behaviour of the shs, Monte Carlo techniques need to be

adopted. Monte Carlo techniques generate numerical sampled trajectories (sampled

executions) representing the evaluation of a stochastic process over a predetermined

time horizon. Trajectories are generated by sampling, at each point in time, from the

current distribution representing the underlying system dynamics (see Algorithm 2

lines 5 - 6). Given a sufficient number of trajectories, one can approximate the

statistical properties of the solution process with a required confidence level. This
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Algorithm 2 Algorithm describing the execution of shs over K time steps.
1: procedure Simulate(H)
2: set d[0]→ (q[0], x[0]) and k = 0;
3: while k < K do
4: set u[k]→ π(d[k]);
5: extract from Q a value q[k + 1] according to Tq(.|d[k], u[k]);
6: extract from a value x[k + 1] according to Tx(.|d[k], u[k]);
7: d[k + 1]→ (q[k + 1], x[k + 1])
8: k → k + 1;
9: end while
10: end procedure

approach has been adopted for simulation of different types of shs. [93] applies

sequential Monte Carlo simulation to shs to reason about rare-event probabilities.

[53] performs Monte Carlo simulations of classes of shs described as Petri nets. [31]

proposes a methodology for efficient Monte Carlo simulations of continuous-time

shs.

4.1.2 Formalisation of low level certificates

We are interested in performing analysis on shs over the low-level certificates defined

in Section 2.1. Here we show how the low-level certificates can be formalised using

temporal logical operators (csltl and bltl) and evaluated over the probabilistic

operator P=? and sample space X.

1. Safety: This is also referred to as the probabilistic invariance property. For

finite time horizon, we employ bltl and define safety as

P=?(∀j ∈ N≤K : x[j] ∈ Z) = P=?(G≤K Z), (4.5)

for a given time horizon K, realisations of {x[k]|k ∈ N≤K} and safe set

Z ∈ B(X). Conversely for infinite horizon safety, we employ csltl and define

safety as

P=?(∀j ∈ N : x[j] ∈ Z) = 1− P=? (true U ¬Z) . (4.6)

2. Reach: This corresponds to the probabilistic reachability property for a given

target set T ∈ B(X), over a finite time horizon K. It can be expressed via
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bltl as

P=?(∃i ∈ N≤K : x[i] ∈ T ) = P=?
(
F≤K T

)
, (4.7)

for the realisation {x[k]|k ∈ N≤K}.

3. Reach and Avoid: This corresponds to the probabilistic reach-avoid property

and quantifies the probability of reaching T while staying in Z. For finite

properties this is expressed by probabilistically evaluating the bltl formula

P=?(∃i ∈ N≤K : x[i] ∈ T ∧ ∀j ∈ N≤i−1 : x[j] ∈ Z) = P=?
(
¬Z U≤K T

)
.

(4.8)

The complement of Z is the unsafe set that is avoided in the probabilistic

reach-avoid property. Similarly, for infinite horizon properties this is expressed

using csltl formula as,

P=?(∃i ∈ N : x[i] ∈ T ∧ ∀j ∈ N≤i−1 : x[j] ∈ Z) = P=? (¬Z U T ) . (4.9)

4.2 Library of models for building automation
systems

In this section, we present a library of models for bas that is inspired by and built

around our Smart Buildings Laboratory. Focus is on modelling both temperature

and carbon dioxide (CO2) dynamics - key elements for ensuring thermal comfort

and good air quality. The library facilitates the construction of models with different

configurations and features: for instance, we can build low- to high-dimensional

models, with discrete or continuous inputs and states. The models are endowed with

stochasticity which can represent un-modelled components, unknown parameters,

random continuous effects, or likelihoods of transitioning to a certain discrete state

from the current location. Using this library of models, shs models of varying

complexities with different analysis goals can be easily constructed and tested.
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(a) Two-zone boiler-based heating system
with air handling unit and radiators.

(b) Resistance-capacitance circuit for the
thermal dynamics within the two zones.

Figure 4.1: Building automation system (bas) setup.

4.2.1 BAS: Structure and components

bas models clearly depend on the size and topology of the building and on its

climate control setup. In this work, we consider the bas setup shown in Figure 4.1a,

which consists of two teaching rooms that are connected to a boiler-heated system.

The boiler supplies heat to the heating coil within the ahu and to two radiators.

Valves control the rate of water flow within the heating coils and the radiators. The

ahu supplies air to the two zones that are connected back to back and adjacent

both to the outside and to an interior hall (see Figure 4.1a). The zone air of both

rooms can mix with the outside air and exchanges circulating air with the ahu.

The zone air is further affected by the presence or absence of occupants within the

zone. Occupants generate both CO2 and thermal energy which directly impacts

the thermal evolution and air quality in the zone. The combination of the mixer,

damper, fan and opening or closing of windows and doors allows for regulation of

the zone air. Return water from the ahu heating coils and radiators is collected

and pumped back to the boiler.

Figure 4.1b presents the rc network circuit of the two zones, which underpins

the dynamics for temperature in the zone component - corresponding equations are

in Table 4.3. The heat level in each room is modified by (i) radiative solar energy
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absorbed through the walls, (ii) occupants, (iii) ahu input supply air, (iv) radiators

and (v) ahu return water. The effect of heat stored in the walls and in rooms is

depicted with capacitors, whereas thermal resistance to heat transfer by the walls

is depicted by resistor elements.

4.2.2 BAS: Dynamics and configurations

We define models for the individual components in the bas system. Single

components are intended as separate physical structures within the bas. Their

models are built from the underlying physics and are improved via industrial

feedback and from existing literature [71]. We obtain models with a number of

unknown parameters: these are estimated and validated using data collected from

the bas setup [92].

We list indices in Table 4.1, while all the quantities (variables, parameters,

inputs) are listed in Table 4.2. Table 4.3 presents all the relations among variables

in the model: algebraic relations define static couplings whereas differential relations

define the dynamics for the corresponding variables. The structure in Figure 4.1a,

the quantities in Table 4.2 and the variables (with associated dynamics) in Table 4.3,

together allow to construct global models for the complete bas setup. We refer to

the set of models describing the individual components (cf. Table 4.3) as a library of

models. One can select the individual components and models from the library, and

build different bas configurations. One can also use the same modelling principles

to consider more complex bas structures for e.g. buildings with large number of

rooms or multiple heating elements.

A global model of the bas set-up can be complex, comprising both algebraic and

differential relations that are further affected by process noise. A model also contains

several inputs which can either be construed as control signals or as exogenous

signals. Some of the dynamics are non-linear in view of continuous variables that are

bi-linearly coupled (cf. ahu damper model in Table 4.3). Furthermore, the model

features multiple components that present switching discrete behaviours, effecting

the dynamics of the continuous variables. In order to tackle the complexity of global
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Index Reference Index Reference Index Reference
a ahu adj adjacent zone b boiler
c window closed d mixer e zone unoccupied
f zone occupied h water hall hallway
i ∈ {1, 2} individual zones jn ∈ {2, 3, 7} zone walls with jw ∈ {5, 6} zone walls with

no windows windows
j ∈ {jn ∪ jw} all zone walls l ∈ {1, 2} adjacent interior zone o window open
occ occupants out outside r radiator
ref reference rw return water sa supply air
solar solar energy sp set point sw supply water
v collector w wall z zone

Table 4.1: Indices.

Symbol Quantity Type Symbol Quantity Type
Ai area of windows of each zone constant Ben boiler switch discrete
C capacitance constant Cpa, Cpw specific heat capacity of air and water constant
CO2 carbon-dioxide measurements input Fen fan switch discrete
kb steady-state of the boiler constant m mass air flow rate input
n number of zones constant Pout radiator rated power output constant\input
Q heat gain input R thermal resistance to heat from walls constant
T temperature state\input u mixing ratio input
(UA) overall transmittance factor of constant V volume constant
w water flow rate input wmax maximum water-flow permitted by the valve constant
Wen windows & doors switch discrete X valve position input
{α, β, µ} de-rating and offset factors constants σ process noise constant
ρ density constant τ time constant constant
% natural air drift constant

Table 4.2: List of variables, inputs, and parameters.

bas models and to add a level of flexibility to the modelling framework, we consider

each bas component as a separate module, characterised by inputs and output

elements, and by internal variables. We make use of individual modules describing

the component type and then connect different modules based on possible physical

couplings. Coupling is also achieved via input-output relationships for e.g., in the

zone module we have coupling between two zones through the continuous variable

Tadj,l corresponding to the adjacent zones, which for the wall separating the two

zones (cf. W7 in Figure 4.1b) corresponds to the individual zone temperatures of the

two-zone modules (cf. Table 4.3 zone equations). Having such a modular structure

for the individual components, provides an added level of versatility since we can

connect different components to create various new models. Modularisation also

allows (i) to perform analysis of the whole setup by executing analysis of individual

modules and (ii) to extend the library of models by defining new modules that

connect to existing modules via their input-output relations.
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Component Continuous variables Relation

Boiler
dTsw,b(t) =

0 Ben(t) = 0
(τsw)−1 [(−Tsw,b(t) + kb)dt] + σswdW Ben(t) = 1

differential

Valve
w(t) = (τ)−1 [exp(ln(τ)X(t))wmax]

algebraic

Mixer Td(t) = udTout(t) + (1− ud)(
∑
i

Tzi(t))(n)−1 algebraic

AHU heating coil
dTrw,a(t) = (CpwρhVa)−1 [(Cpwwa(t)(Tsw,b(t)− Trw,a(t)) + (UA)a(Td(t)− Trw,a(t)))dt] + σrw,adW

differential

AHU damper
dTsai(t) = (CaρaVa)−1 [ma(t)Cpa(Td(t)− Tsai(t)) + (UA)a(Tzi(t)− Tsai(t))]dt+ σsaidW open

differential

Radiator
dTrw,ri(t) = (CpwρhVri)

−1 [(Cpwwri(t)(Tsw,b(t)− Trw,ri(t)) + (UA)ri(Tzi(t)− Trw,ri(t)))dt] + σrw,ridW
differential

AHU fan
ma(t) =

msa(t) Fen(t) = 0
0 Fen(t) = 1

algebriac

Window & doors
%(t) =

%o Wen(t) = 0
%c Wen(t) = 1

discrete

Zone

dTzi(t) = (Czi)
−1
[
Twjn(t)− Tzi(t)

Rij

+Qrw,ri(t) +Qocci(t) +Qsai(t)
]
dt+ σzidW

dTwjn(t) =
(
Cwjn

)−1
[
Tadj,out(t)− Tzi(t)

Rout

+
∑
l

Tadjl(t)− Twjn(t)
Rlj

+Qrw,ajn(t)
]
dt+ σwjndW

dTwjw(t) =
(
Cwjw

)−1
[
Tadj,out(t)− Tzi(t)

Rout

+
∑
l

Tadjl(t)− Twjw(t)
Rljw

+Qsolarjw(t) +Qrw,ajw(t)
]
dt+ σwjwdW

dCO2zi (t) = (Vz,i)−1
[
−ma(t)CO2zi (t) + %(t)(CO2,out − CO2zi (t)) + CO2,occ(t)

]
dt+ σ2zidW

Qrw,ri(t) = Pradi(α2(Trw,ri(t)− Tzi(t)) + α1), Qocci(t) = µi(CO2i(t)) + β1i

Qsai(t) = ma(t)Cpa(Tsai(t)− Tzi(t))), Qrw,aj(t) = α3(Trw,a(t)− Twj(t)),
Qsolarjw(t) = (α0AiTout(t) + β2)

differential

Collector Trw,b(t) = uvTrw,a(t) + (1− uv)(
∑
i

Trw,ri(t))(n)−1 algebraic

Table 4.3: Dynamics and functional relations among component variables.

4.2.3 BAS: Description of model library

The library of bas components comes in the form of matlab scripts. Each script

represents an individual bas component. The models are in state-space form and are

of two types: linear or bilinear depending on the component they represent. They are

defined using the matlab symbolic toolbox, are parametrised and can be described

both in discrete and continuous time. We provide the estimated parameters, from

data gathered from the Smart Buildings laboratory, to construct the individual

models. Users can easily input their own parameters and construct their own

model. Different components can be connected together based on their input-output

relations by cascading the different symbolic models for each component. The
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scripts are available online at:

www.gitlab.com/natchi92/BASBenchmarks

4.3 Case studies

We set up three case studies, which trade-off different levels of complexity. For each

case study, we map the constructed models into the shs modelling framework and

introduce requirements (expressing example low-level certification goals).

4.3.1 Two zone heating setup with stochastic dynamics

We consider two zones, each heated by one radiator and with a common air supply, as

portrayed in Figure 4.2. From Table 4.3 we select two components and corresponding

models: the radiator and the zone. The models are simplified by taking the following

assumptions: (i) the wall temperature is constant across the zones and is a fixed

value (Tw = 22 [ ◦C]), (ii) the boiler is switched on providing a supply temperature

(Tsw,b = 75 [ ◦C]), (iii) we fix both the mass air flow rate msa = 9.6 [m3/min]

and the radiator water flow rate wr = 0.12 [m3/min], and (iv) we assume a fixed

occupancy heat gain (Qocc1 = 0.0016 [ ◦C/min]) in each zone. The fixed occupancy

gain is computed based on the steady state CO2 levels in a teaching room [129] and

the affine function Qocc1 as described in Table 4.3.

Figure 4.2: bas setup for the first case study.

Consequently, the resulting model has the four continuous-state variables x =

(Tz1 , Tz2 , Trw,r1 , Trw,r2) and with a common supply temperature u = Tsa as an

input. We discretise the dynamics using a Euler-Maruyama scheme having a uniform
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sampling time ∆ = 15 [min], to obtain a Gaussian perturbed linear discrete-time

model. One should note that the model is not fully observable since the individual

zone temperatures (variables of interest) are the only variables provided as outputs.

The dynamics of the continuous variables are described by

Ms :


xs[k + 1] = Asxs[k] +Bsus[k] +Qs + Σsws[k]

ys[k] =
1 0 0 0

0 1 0 0

xs[k].
(4.10)

The matrices As, Bs are properly sized and Qs represents the constant additive

term within the model and corresponds to

Qs =
[
Tw∆
Cz1R1

Tw∆
Cz2R2

Cpwwr1∆
CpwρhVr1

Tsw,b
Cpwwr2∆
CpwρhVr2

Tsw,b

]T
.

wTs =
[
w1 w2 w3 w4

]T
are independent Gaussian random variables, which are

independent of the initial condition of the process and correspond to white noise

(i.e. wi ∼ N (0, I), i = {1, . . . , 4} iid.) and

Σs = diag([(
√

∆σz1)2 (
√

∆σz2)2 (
√

∆σrw,r1)2 (
√

∆σrw,r2)2]).

The system matrices are all given in Appendix A.1 and are constructed based on

the models in Table 4.3.

Requirement

The ASHREA building’s handbook [11] recommends that:

Assuming slow air movement (less than 12.5m/min) and 50% indoor
relative humidity, the operative temperatures recommended range from
20 ◦C and 24 ◦C in the winter.

We translate this recommendation into a verification framework and consequently

we would like to check whether traces generated by the models remain within a

specified safe set for a given time period of 1.5 hours. The safe set is described as an

interval [20 24] ◦C for each zone and we constrain the input u to lie within the set
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{Tsa ∈ R|15 ≤ Tsa ≤ 30} (corresponding to physical constraints). This requirement

corresponds to probabilistic safety defined using (4.5).

Safety requirement ϕ1 := P=?
(
G≤K=6 Xsafe

)

where K = 6×∆ = 1.5 hours and

Xsafe =


20 24
20 24
33 37
33 37

 .
Note, the model already satisfies the slow air movement and relative humidity

due to parameters used to construct the model. We also restrict the temperature

deviation of the radiators to lie between [33 37] ◦C, in order to be able to define a

closed safe set over the four continuous variables.

Mapping into a stochastic hybrid system

The constructed model defined using (4.10) can be mapped into shs following

Definition 2.

H1 = (Q1, n1,Us, Tq1 , Txs ,Θ1,L1) (4.11)
with

• Q1 = {q0} since we only have one operational mode;

• the state variable x consists of four continuous variables, hence
n1 = 4;

• we have one continuous control input Us = R;

• Tq1 = 1 given that we only have one discrete mode;

• the continuous stochastic kernel is derived from (4.10)

Txs(·|xs, us) = N (·|Asxs +Bsus +Qs,Σs);

• Θ1 = {Safe} corresponding to Θ1 in ϕ1;

• L1 is a labelling function which associates the θ1 = Safe to regions
within Xsafe.
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4.3.2 Two zone heating setup with large number of
continuous variables

In this second case study, we focus on the dynamics of the zone component from

Table 4.3 and consider the two zones shown in Figure 4.1b. We assume that (i)

a central fan pumps in air in both rooms with a common supply temperature

15 ≤ Tsa ≤ 30 [ ◦C], (ii) the input mass airflow is constant and a fixed value

(msa = 9.6 [m3/min]), (iii) the return water temperature of the ahu heating coils

is constant (Trw,a = 35 [ ◦C]) and (iv) the CO2 generated in each zone is treated

as external disturbance. As in the previous case study, the selected model is

discretised using Euler-Maruyama with a sampling time ∆ = 15 minutes, to obtain

the discrete-time model

Ms,7 :
xs[k + 1] = As,7xs,7[k] +Bs,7us,7[k] +Gs,7ws,7[k] +Qs,7

ys,7[k] =
[
1 0 0 0 0 0 0

]
xs,7[k].

(4.12)

Here the continuous state variables are xs,7 = (Tz1 , Tz2 , Tw5 , Tw6 , Tw2 , Tw3 , Tw7) and

a common fan supplies the two zones with a supply rate us,7 = Tsa. Matrices

As,7, Bs,7, Gs,7 are properly sized, Qs,7 represents constant additive terms within

the model and corresponds to

Qs,7 =
[
qc0∆
Cz1

qc0∆
Cz2

qc2∆
Cw5

qc2∆
Cw6

qc1∆
Cw2

qc1∆
Cw3

qc1∆
Cw7

]T
,

with qc0 = β1i+α1Pradi , qc1 = α3Trw,a and qc2 = α0A2β2+qc1 . Here, ws,7 corresponds

to the disturbance signals

ws,7 =
[
Tout Thall CO2z1 CO2z2 Trw,r1 Trw,r2

]T
,

which are modelled as random external effects. At each time instant these dis-

turbances are modelled as realisations of identical and independent distributions
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(i.i.d.),



Tout[k]
Thall[k]
CO2z1 [k]
CO2z2 [k]
Trw,r1 [k]
Trw,r2 [k]


∼ N (wm,Σw),with mean wm =



9
15
500
500
35
35


, and variance

Σw =



1 0 0 0 0 0
0 1 0 0 0 0
0 0 100 0 0 0
0 0 0 100 0 0
0 0 0 0 5 0
0 0 0 0 0 5


. (4.13)

Requirement

The ASHREA building’s handbook [11] defines thermal comfort as the “condition

of mind which expresses satisfaction with the thermal environment.” The effect of

thermal comfort on occupants’ performance and a building’s energy performance

has been widely studied in literature and it is suggested that the performance of

occupants decreases outside the thermal comfort zone [25], [119]. Consequently,

for Ms,7 we would like to synthesise a policy ensuring that the temperature within

zone 1 does not deviate from the setpoint (Tsp = 22 [ ◦C]) by more than 1 [ ◦C]

over a time horizon equal to 2.25 hours (i.e K = 9). This requirement can be

translated into computing the optimal control actions that maximise the probability

p of satisfying a bltl formula according to (4.5).

Synthesis requirement ϕ2 := P≥p
(
G≤K=9 [|Tsp − Tz1| ≤ 1]

)
ϕ2 := P≥p

(
G≤K=9 Deviation

)

Mapping into a stochastic hybrid system

The constructed model defined using (4.10) can be mapped into shs following

Definition 2.
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H2 = (Q2, n2,Us,7, Tq2 , Txs,7 ,Θ2,L2) (4.14)
with

• Q2 = {q0} since we only have one operational mode;

• the state variable xs,7 ∈ R7, hence n2 = 7;

• we have one continuous control input Us,7 = R1;

• Tq2 = 1 given that we only have one discrete mode;

• the continuous stochastic kernel is derived from (4.12)

Txs,7(·|xs,7, us,7) = N (·|As,7xs,7 +Bs,7usc +Qs,7 +Gs,7wm, Gs,7ΣwG
T
s,7);

• Θ2 = {Deviation} corresponding to Θ2 in ϕ2;

• L2 is a labelling function which associates the θ2 = Deviation to
regions satisfying |Tsp − Tz1| ≤ 1.

4.3.3 Air quality model capturing CO2 and temperature
dynamics in zone

In this third case study we focus on the ahu fan, windows and doors and zone

components from Table 4.3 and we select the ahu as the only source of heat within

the zone (the boiler is disconnected). We also set the mixer as circulating air by

pumping in the outside air (ud = 1). To reason about the air quality of a zone,

we model the dynamics of both the temperature and CO2 levels both of which are

affected by (i) pumped air by fan within the ahu and (ii) the opening or closing of

the windows and doors in the zone. The bas configuration is shown in Figure 4.3.

This can be described as a shs comprising two continuous variables over discrete

modes in the set

Q3 = {q0 = (¬Fen,¬Wen), q1 = (Fen,Wen), q2 = (¬Fen,Wen), q3 = (Fen,¬Wen)}

describing possible configurations of the zone (fan on (Fen) or off (¬Fen), and

windows and doors open (Wen) or closed (¬Wen)). The continuous dynamics are
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Figure 4.3: Graphical depiction of bas setup for third case study.

built from Table 4.3 and evolve according to

dCO2z1 (t) = (Vz,1)−1
[
−ma(t)CO2z1 (t) + %(t)(CO2,out − CO2z1 (t)) + CO2,occ(t)

]
dt

+ σ2z1dW,

dTz1(t) = (Cz1)−1
[
Twjn(t)− Tz1(t)

Rij

+Qocc1(t) +Qsa1(t)
]
dt+ σz1dW,

Qocc1(t) = µCO2z1 (t) + β1,

Qsa1 = ma(t)Cpa(Tsa1(t)− Tz1(t))

%(t) =
%op Wen(t) = 1
%cls Wen(t) = 0

, ma(t) =
msa(t) Fen(t) = 1

0 Fen(t) = 0
. (4.15)

From (4.15), one can note that depending on which discrete mode in the dtmc we

are in, the continuous variable evolution changes. We discretise (4.15) and rewrite

the evolution of continuous dynamics in state-space form, namely

Ms,qi :


xs,q[k + 1] = As,qixs,q[k] +Qs,qi +Gs,qiws,qi [k]

ys,qi [k] =
1 0

0 1

xs,qi [k].
(4.16)

The matrices As,qi Qs,qi Gs,qi , Σs,qi ∀i = {0, 1, . . . , 3} are properly sized matrices

whose values depend on the current discrete mode qi ∈ Q3. The disturbance vector,

at each time instance, is sampled from a Gaussian distribution described using

ws,qi [k] ∼ N (0,Σs,qi) and is also a function of the discrete mode. The exact matrix

values are given in Appendix A.3.
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Requirement

The LEED [117] requirements recommend that:

Assuming the CO2 sensors are measuring using intervals no longer than
30 minutes, the bas must generate an alarm if the CO2 levels in any
zone exceed more than 15% of the corresponding minimum outdoor air
concentration [117].

With the premise of ensuring good air quality within a zone, we define a synthesis

problem. The requirement is now of synthesising an optimal policy that ensures

the CO2 levels do not exceed 15% of the minimum outdoor air concentration (400

[ppm] [129]), while the temperature remains within the comfort region (20 − 24

[ ◦C] (see Requirement in Section 4.3.1)). We translate the requirement into finding

the maximal probability p of satisfying the reach-avoid property ϕ3, which takes the

shape of (4.9). It is designed to ensure CO2 levels never exceed the 15% threshold,

while maintaining the thermal requirements.

Reach-avoid requirement ϕ3 := P≥p
(
¬Xunsafe U≤K=32 Xtarget

)

where K = 8×∆ = 32 steps,

Xunsafe =
[
450 460
20 24

]
, Xtarget =

[
400 450
20 24

]
.

Note, we satisfy the assumption of “Assuming the CO2 sensors are measuring using

intervals no longer than 30 minutes" by employing a discrete-time model identified

using five-minute sensor measurement readings and having a sampling time of 15

minutes.

Mapping into a stochastic hybrid system

The constructed model defined using (4.10) can be mapped into shs following

Definition 2 and Remark 3.
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H3 = (Q3, n3,Us,q, Tq3 , Txs,q ,Θ3,L3) (4.17)
with

• Q3 = {q0 = (¬Fen,¬Wen), q1 = (Fen,Wen), q2 = (¬Fen,Wen), q3 =
(Fen,¬Wen)};

• the state variable xs,q is common to all discrete modes and consists of
two continuous variables, hence n3 = 2;

• we have four discrete control modes Us,q = Q3;

• the discrete stochastic kernel is Tq3 : Us,q → Q3;

• the evolution of the continuous stochastic kernel within each discrete
mode qi, i = {0, 1, . . . , 3} is derived from

Txs,q(·|xs,q, qi) = N (·|As,qixs,q, Gs,qiΣs,qiG
T
s,qi

);

• Θ3 = {Unsafe, Target} corresponding to Θ3 in ϕ3;

• L3 is a labelling function which associates the θ0 = Unsafe to regions
within Xunsafe and θ1 = Target to regions within Xtarget .

4.4 Conclusion

This chapter sets up the formal modelling framework of shs that will be used

throughout this thesis. We further provide a library of models for bas aimed at

simplifying the modelling process for such systems. Finally, we construct three case

studies with varying degrees of complexities and certification goals.
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In the previous chapter, we present the main modelling framework of shs.

Building upon this, here we set up a schema for performing verification and synthesis.

Looking more closely into the semantics of shs, we can note that shs evolve

over uncountable spaces. Consequently, directly applying formal verification and

strategy synthesis is in general not decidable [5], [154]. To mitigate this impediment,
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quantitative finite abstractions into Markov processes are required. These precise

approximations come in two main different flavours: abstractions into dtmc or

mdp [5], [147] and into imdp [75], [102]. Both approximations require the definition

of a compact set over which analysis is performed. This is a consequence of

partitioning the state-space to generate the underlying abstraction. Once the finite

abstractions are obtained formal verification or strategy synthesis can be performed.

We divide this chapter into four main sections. Section 5.1 presents an overview

of the classical approach of abstracting shs into mdps and delineates how verification

and policy synthesis is performed. Section 5.2 extends the work in [102] to cater for

multiple discrete modes and presents a novel framework for performing verification

and policy synthesis of shs using imdp. Section 5.3 presents a numerical comparison

between the two abstraction methods; while Section 5.4 solves the bas case studies

presented in the previous chapter.

5.1 Abstractions into Markov Decision Processes

Building on the seminal work in [5], which describes a method for approximate

model checking of shs with provable guarantees, abstractions of shs into mdps

has been formalised in [146] and implemented within the tool faust2 [147]. Given

a shs H = (Q, n,U , Tq, Tx,Θ,L), we abstract H into a Markov process Mmdp =

(S,A, Ts, Θ̄,L) via uniform or adaptive and sequential partitioning of the hybrid

state space D. We further constrain the evolution of the H to a compact set X ×U

over which the property of interest ϕ is expressed. X has the same dimensions as n

and U has v dimensions. We partition D based on (i) a desired maximal abstraction

error εmax between the the original shs and the abstract mdp, which is defined a

priori and (ii) the continuity of the underlying continuous dynamics, quantified by

the computation of the Lipschitz constants hs.

In uniform partitioning, we discretise D × U along each n × v dimension to

obtain finite and non-overlapping partitions

D × U =
m⋃
i=1

Di ×
mu⋃
j=1

Uj (5.1)
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where m and mu are the cardinality of the partition along the hybrid and input

(actions) domain. On generating the grid, we can in turn construct the underlying

Mmdp = (S,A, Ts, Θ̄,L) as follows:

• S = {s1, . . . , sm} where si ∈ Di is a representative point for each cell in the

partition in i ∈ {1, . . . ,m};

• A = {u1, . . . , umu} where uj ∈ Uj is a representative point for each cell in the

partition in j ∈ {1, . . . ,mu};

• Ts is computed via marginalisation of the transition probability kernel and

corresponds to quantifying (4.4) for each cell within the constructed grid;

• Θ̄ = Θ is inherited from the original shs;

• L assigns states s in the mdp to corresponding regions in the shs.

Note, if U = ∅, the abstraction procedure results in a dtmc.

Adaptive and sequential partitioning extends uniform partitioning by first

constructing a coarse uniform grid for a maximal error which is significantly greater

than the desired value (typically corresponding to 10εmax). For each cell, the local

abstraction error εl is computed. We then split cells whose εl > εmax into smaller

regions. This is repeated until εl ≤ εmax across all the cells. The two approaches

display an intuitive trade-off, where the first in general requires more memory but

less time, whereas the second generates smaller abstractions. A pictorial summary

of the abstraction methods is shown in Figure 5.1.

(a) (b) (c) (d)

Figure 5.1: Overview of abstraction procedure for dtmcs or mdps: using uniform
partitioning (a) partition state space, (b) select representative points and compute
transition probabilities and (c) combine to obtain the dtmc (for U = ∅) or mdp, while
(d) shows the resulting extension to adaptive and sequential partitioning.
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Abstraction error

The K step error of this abstraction is given by

εmax = hs∆xmaxL(A)K (5.2)

where ∆xmax is the max diameter of partition and L(A) volume of set [146].

5.1.1 Verification via Markov Decision Processes

Verification of Markov processes such as dtmcs and mdps (when the action set is

trivial) has been widely studied and adopted in literature [98]. The focus here is on

the computation of probabilistic safety which can be formalised as a finite-horizon

probabilistic invariance problem and is solved via Bellman recursion using the

algorithms in [147]. This can be easily extended for reach-avoid properties which

can be formulated as a probabilistic safety problem. For more complex requirements,

one can leverage off-the-shelf probabilistic model checking tools, such as prism [100],

storm [48] or ePMC (formerly known as iscasMc) [76]. The verification result is

mapped back to the original shs using

pϕ(s) = p(s)− εmax (5.3)

where p is the resulting probability of satisfaction for the mdp and pϕ is the refined

result.

5.1.2 Strategy synthesis via Markov Decision Processes

Strategy synthesis for deterministic and memoryless Markov strategies π = (π0, π1, . . . )

where πk : d → U for k = {0, 1, . . . } involves computing the strategy π? that

maximises the probability of satisfying a formula. This is achieved by solving a

stochastic dynamic programming scheme, over the abstract mdp, such that the final

value function provides the maximal probability pπ∗ for the specification ϕ. The

policy is refined back to the original shs with a maximal probability pπ∗ϕ = pπ
∗−εmax.

We refer the reader to [146] for the exact algorithms for this computation.
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For a subclass of shs models where

H = ({q0}, n,U , 1,N (.|Ax[k] +Bu[k], GΣGT ),Θ,L), (5.4)

and an output map y : Rn → Rm, m ≤ n exists on the continuous domain, we

can alleviate the complexity of strategy synthesis for properties taking the form

of ϕ := P≥p
(
G≤K [|y| ≤ $]

)
where $ ∈ N. The problem of state-space explosion

introduced by having to discretise the control actions and replicating the state

space for each discrete action is ameliorated via the use of hierarchical control

that is formal and provides guarantees [73], [156]. The essence of the approach

is to approximate the original (concrete) models, describing the evolution of the

continuous dynamics, by simpler (reduced-order) models that are prone to be

analysed or algorithmically verified. The original and simpler models are related

using (ε, δ)-similarity relations introduced in [73]. A strategy synthesised on the

simpler model can then be certifiably refined over the concrete model. The pair (ε, δ)

represents the deviation in the output trajectories between complex and abstract

models and the differences in probability distribution of the processes, respectively.

Such metrics allow the designer to select which of the considered abstract models

provides the best trade-off in precision: it is desirable to achieve little deviation in

both the output trajectories (small ε) and the probability distributions (small δ).

In Section 5.4.2, we move beyond the purely theoretical treatment of these

relations presented in [73] and show (i) how these relations can be employed to bas

models with a large number of continuous variables and (ii) perform a comparison

with the classical approach, where strategy synthesis is performed directly over the

whole high-dimensional continuous domain.

5.2 Abstractions into Interval Markov Decision
Processes

The classical abstraction approach overviewed in Section 5.1, is a conservative

method that over approximates the error between the original shs and its abstraction.

Consequently leading to (i) errors which increase linearly with time, (ii) state-space
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explosions as the level of the abstraction error gets smaller and the number of

continuous variables grows and (ii) limiting the analysis of shs to finite time

properties [146]. In this section, we present a novel abstraction method that allows

for tighter abstraction errors, allowing us to analyse shs with a larger number of

continuous variables and to reason over both finite and infinite time properties. The

work builds upon [102] which introduces an abstraction-refinement algorithm for

performing formal verification and synthesis on discrete-time stochastic systems

via imdp. More specifically, we (i) extend the abstraction technique in [102] to

reason over shs with countable control actions, (ii) present a novel algorithm for

computing the upper and lower bound probabilities of the abstract imdp efficiently,

and (iii) expand the analysis for reasoning over finite and infinite time properties

expressed using csltl or bltl.

Given H = (Q, n,U , Tq, Tx,Θ,L) with a deterministic selection of locations

Tq : U → Q (see Remark 3), continuous dynamics which are described with

Tx = N (·;F (q, x), G(q)ΣwG(q)T ), (5.5)

where, F (q, x) is a linear function which takes the form of A(q)x + Q(q) with

A ∈ Rn×n, x ∈ Rn, Q ∈ Rn and recall, G(q) ∈ Rn×r,Σw ∈ Rr×r; and a continuous

compact set X over which the formula ϕ corresponding to the property of interest is

expressed, we abstract H into an imdp I = (S,A, Ťs, T̂s, Θ̄,L) such that verification

and synthesis goals can be performed. This is a three step process as highlighted

via Figure 5.2, consisting of:

• discretising the state space X ×Q;

• quantifying the abstraction error due to discretisation, representing it as

uncertainty and constructing the corresponding I;

• performing verification or strategy synthesis via a two-player stochastic game,

and refining the result back to the original shs H.
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Figure 5.2: Overview of the general framework to analyse shs by applying formal
abstractions into imdp.

5.2.1 Discretisation of hybrid state space

For each of the finite control actions, u ∈ U , we use Tq : U → Q to obtain a finite

set of discrete modes Q. Typically, this is set to U = Q. Next, we discretise the

hybrid state space X ×Q. For each discrete mode q ∈ Q, the corresponding set

of interest X is partitioned into a set of cells (regions) that are non-overlapping,

except for trivial sets of measure zero (their boundaries). We assume that each

region is a bounded polytope and denote the resulting set of regions in mode q

using Sq = {sq1, ..., sq|Sq |}.

5.2.2 Construction of Interval Markov Decision process

In this subsection, we show how each individual component making up I =

(S,A, Ťs, T̂s, Θ̄,L) is constructed.

States making up the Interval Markov Decision process

We associate a state of the imdp sqi for each discretised cell in each mode q ∈ Q

and overload the notation by using sqi for both a region in X, and a state of I, i.e.,

sqi ∈ Sq. Consequently, the set (X ×Q) ⊂ D can be represented by S̄ = ⋃
q∈Q Sq.

The set of imdp states is S = S̄ ∪ {su} with su representing D \ (X ×Q), namely

the complement of X ×Q.

The set of imdp states is S = S̄ ∪ {su}.
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Actions and transition probabilities

We define the set of actions A of I to be the set of modes Q of H, and allow all

actions to be available in each state of I.

The set of imdp actions is A(s) = Q for all s ∈ S.

We define the one-step transition probability from a continuous state x ∈ X

to region s ∈ S̄ under action (mode) a ∈ A to be defined by the transition kernel

Tx(s | x, a) in (5.5). The caveat is that states of I correspond to regions in H

and there are uncountably many possible (continuous) initial states (here x) in

each region, resulting in a range of feasible transition probabilities to the region

s. Subsequently, the transition probability from one region to another can be

characterised by a range given by the min and max of (5.5) over all the possible

points x in the starting region. We can thus bound the transition of state si ∈ S̄ to

state sj ∈ S̄ from below by

γasi(sj) ≥ min
x∈si

Tx(sj | x, a), (5.6)

and from above by

γasi(sj) ≤ max
x∈si

Tx(sj | x, a). (5.7)

For si, sj ∈ S̄, we can define the extrema Ťs and T̂s of the transition probability

of I according to these bounds. Similarly, we define the bounds of the feasible

transition probabilities to states outside X as

γasi(su) ≥ 1−max
x∈si

Tx(X | x, a), (5.8)

γasi(su) ≤ 1−min
x∈si

Tx(X | x, a), (5.9)

and consequently set the bounds in I to be

Ťs(si, a, su) = 1−max
x∈si

Tx(X | x, a), (5.10)

T̂s(si, a, su) = 1−min
x∈si

Tx(X | x, a), (5.11)
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for all a ∈ A and si ∈ S̄. Finally, since we are not interested in the behaviour of

H outside of X × Q, we render the state su of I absorbing, i.e., Ťs(su, a, su) =

T̂s(su, a, su) = 1, ∀a ∈ A.

In summary, the upper bound and lower bound probabilities of I are
computed using

Ťs(sj, a, si) =


minx∈si Tx(X | x, a) sj 6= su ∧ si 6= su

1−minx∈si Tx(X | x, a) sj = su ∧ si 6= su

1 sj = su ∧ si = su

,

T̂s(sj, a, si) =


maxx∈si Tx(X | x, a) sj 6= su ∧ si 6= su

1−maxx∈si Tx(X | x, a) sj = su ∧ si 6= su

1 sj = su ∧ si = su

∀si, sj ∈ S.

Atomic propositions and labelling function

We are interested in the properties of H in set (X ×Q) ⊂ D, where X ⊂ Rm is a

continuous compact set. Specifically, we analyse the behaviour of H with respect to

a set of closed regions of interest R = {r1, . . . , rn}, where ri ⊆ X. We associate to

each region ri the atomic proposition (label) θi, i.e., θi ∈ L(d = (q, x)) ⇔ x ∈ ri.

For discretisation of X × Q that do not respect the regions in R, we represent

(possibly conservatively) each ri as well as its complement relative to X through

the labelling of the states of I. Let rn+i = X \ ri be the complement region of ri
with respect to X. We associate to each rn+i a new atomic proposition θn+i for

1 ≤ i ≤ n. Intuitively, θn+i represents ¬θi with respect to X. We define the set of

atomic propositions for I to be

Θ̄ = Θ ∪ {θn+1, . . . , θ2n} . (5.12)

Then, we design L : Q → 2Θ̄ of I such that

θi ∈ L(s) ⇔ s ⊆ ri, (5.13)

for all s ∈ S̄ and 0 ≤ i ≤ 2n, and L(su) = ∅.
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With this modelling, we capture (possibly conservatively) all the property regions

of H by the state labels of I. Then, a formula ϕ over Θ of H can be easily translated

to a formula ϕ̄ on Θ̄ of I by rewriting ϕ into its negation normal form and replacing

¬θi with θn+i. We note that all csltl and bltl formulas can be written in negation

normal form without any loss in their expressive power [81].

Remark 4. The extension of the atomic propositions in (5.12) is not necessary if the

discretisation of X ×Q respects all the regions in R, i.e., ∃Sr ⊆ S s.t. ∪s∈Sr s = r

for all r ∈ R.

Θ̄ and L(s) are generated by associating labels with the corresponding
region R in X. When the discretisation does not respect R, add extra
labels (conservatively) by converting ϕ into negation normal form and
associate labels with the negation of propositions.

5.2.3 Efficient computation of the transition probabilities

In this section, we introduce an efficient and scalable method for space discretisation

and computation for

min
x∈si

Tx(sj | x, a), max
x∈si

Tx(sj | x, a). (5.14)

We first define a hyper-rectangle and proper transformation function as follows.

Definition 3 (Hyper-rectangle). A hyper-rectangle in Rn is an n-dimensional

rectangle defined by the intervals

[v(1)
l , v(1)

u ]× [v(2)
l , v(2)

u ]× · · · × [v(n)
l , v(n)

u ], (5.15)

where vectors vl, vu ∈ Rn capture the lower and upper values of the vertices of the

rectangle in each dimension, and v(i) denotes the i-th component of vector v.

Definition 4 (Proper transformation). For a polytope s ⊂ Rn, the transformation

function T ∈ Rn×n is proper if Post(s, T ) is a hyper-rectangle.
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From (5.5), we note that process x in mode a is Gaussian with one-step covariance

matrix

Σx(a) = G(a)ΣwG(a)T . (5.16)

Then, we can characterise Tx(s | x, a) analytically as follows.

Proposition 1. For process x in mode a ∈ A, let Ta = Λ−
1
2

a V T
a be a transformation

function (matrix), where Λa = V T
a Σx(a)Va is a diagonal matrix whose entries are

eigenvalues of Σx(a) and Va is the corresponding orthonormal (eigenvector) matrix.

For a polytopic region s ⊂ Rn, if Ta is proper, then it holds that

Tx(s | x, a) = 1
2n

n∏
i=1

(
erf(y

(i) − v(i)
l√

2
)− erf(y

(i) − v(i)
u√

2
)
)
, (5.17)

where erf(·) is the error function, and y(i) is the i-th component of vector y =

Ta F (a, x), and v(i)
l , v(i)

u are as in (5.15).

A direct consequence of Proposition 1 is that the optimisations in (5.14) can be

performed on (5.17) through a proper transformation, as stated by the following

corollary.

Corollary 1. For polytopic regions si, sj ⊂ Rn and process x in mode a, as-

sume Ta is a proper transformation function with respect to sj, and define s′i =

Post(si, F (a, si)) and

f(y) = 1
2n

n∏
i=1

(
erf(y

(i) − v(i)
l√

2
)− erf(y

(i) − v(i)
u√

2
)
)
, (5.18)

where vl and vu are as in (5.15). Then, it holds that

min
x∈si

Tx(sj | x, a) = min
y∈Post(s′i,Ta)

f(y),

max
x∈si

Tx(sj | x, a) = max
y∈Post(s′i,Ta)

f(y).

The above proposition and corollary show that, for a particular proper transfor-

mation function Ta, an analytical form can be obtained for the discrete kernel of the

imdp. This is an important observation because it enables efficient computation for

the min and max values of the kernel. Therefore, we use a space discretisation to

satisfy the condition in Proposition 1 as described next.
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Space discretisation

For each action a ∈ A (discrete mode q ∈ Q), we define the linear transformation

function (matrix) of

Ta = Λ−
1
2

a V T
a , (5.19)

where Λa = V T
a Σx(a)Va is a diagonal matrix whose entries are the eigenvalues

of Σx(a), and Va is the corresponding orthonormal (eigenvector) matrix. The

discretisation of the continuous set X in mode a is achieved by using a grid in the

transformed space by Ta. That is, we first transform X by Ta, and then discretise

it using a grid.

This method of discretisation guarantees that, for each sq ∈ Sq, Post(sq, Ta) is

a hyper-rectangle, i.e., Ta is proper. Hence, we can use the result of Proposition 1

and Corollary 1 for the computation of the values in (5.14).

Remark 5. For an arbitrary geometry of X, it may not be possible to obtain a

discretisation such that ⋃sq∈Sq sq = X. Nevertheless, by using a discretisation that

under-approximates X, i.e., ⋃sq∈Sq sq ⊆ X or over-approximates ¬X, in each action

a (discrete mode q), we can compute a lower bound on the probability of satisfaction

of a given property ϕ. For a better approximation, the grid can be non-uniform,

allowing in particular for smaller cells near the boundary of X (as in the adaptive

and sequential gridding technique described in Section 5.1).

Transition probability bounds

We distinguish between transitions from s ∈ S̄ to the states in S̄ and to su.

Transitions to s ∈ S̄

We present two approaches to solving the values for (5.14). The first approach

is based on Karush-Kuhn-Tucker (kkt) conditions [28], which shed light on the

optimisation problem and lays down the conditions on where to look for the optimal

points, giving geometric intuition. This method boils down to solving systems of

non-linear equations, which turns out to be efficient and exact for low-dimensional

systems. In the second approach, we show that the problem reduces to a convex

96



optimisation problem, allowing the adoption of existing optimisation tools and

hence making the approach suitable for high-dimensional systems.

KKT Optimisation Approach: In the next theorem, we use the result of

Corollary 1 and the kkt conditions [28] to compute the exact values for (5.14).

Theorem 5.2.1. For polytopic regions si, sj ⊂ Rn and proper transformation matrix

Ta with respect to sj, let

Post(s′i, Ta) = {y ∈ Rn | Hy ≤ b},

where s′i = Post(si, F (a, si)), H ∈ Rk×n, b ∈ Rn, and k ≥ n+ 1, and introduce the

following conditions:

• Condition 1: y is at the centre of Post(sj, Ta), i.e.,

y = (v
(1)
u + v

(1)
l

2 , . . . ,
v(n)
u + v

(n)
l

2 ).

• Condition 2: y is a vertex of Post(s′i, Ta).

• Condition 3: y is on the boundary of Post(s′i, Ta), where r ≥ 1 of the k

half-spaces that define Post(s′i, Ta) intersect, and

∇f(y) = H̄Tη,

for vector η = (η1, . . . , ηr) of non-negative constants, and sub-matrix H̄ ∈ Rr×n

that contains only the rows of H that correspond to the r-intersecting half-

spaces at y.

• Condition 4: y is as in Condition 3, and

∇f(y) = −H̄Tη,

for vector η = (η1, . . . , ηr) of non-negative constants, and H̄ is defined as in

Condition 3.

Then, it follows that the point y ∈ Post(s′i, Ta) that satisfies Condition 1 necessarily

maximises f(y). If Condition 1 cannot be satisfied, then the maximum is necessarily

given by one of the points that satisfy Condition 2 or 3. Furthermore, the point

y ∈ Post(s′i, Ta) that minimises f(y) necessarily satisfies Condition 2 or 4.

97



The proof of Theorem 5.2.1 can be found in Appendix B.2. Theorem 5.2.1 identifies

the arguments (points y ∈ Post(s′i, Ta)) that give rise to the optimal values of

Tx in (5.14). Then, the actual optimal values of Tx can be computed by (5.18)

as guaranteed by Corollary 1. Thus, from Theorem 5.2.1, an algorithm can be

constructed to generate a set of finite candidate points based on Conditions 1-4 and

to obtain the exact values of (5.14) by plugging those points into (5.18).

In short, Condition 1 maximises the unconstrained problem and gives rise to the

global maximum. Hence, if the centre of sj is contained in Post(s′i, Ta), no further

check is required for maximum. If not, the maximum is given by a point on the

boundary of Post(s′i, Ta). It is either a vertex (Condition 2) or a boundary point

that satisfies Condition 3. The minimum is always given by a boundary point,

which can be either a vertex or a boundary point that satisfies Condition 4. Note

that Conditions 3 and 4 are similar and both state that the optimal value of Tx

is given by a point where the gradient of Tx becomes linearly dependent on the

vectors that are defined by the intersecting half-spaces of Post(s′i, Ta) at that point.

Each of these two conditions defines a system of n equations and r < n variables,

which may have a solution only if some of the equations are linear combinations of

the others.

The above algorithm computes the exact values for the transition probability

bounds. It is computationally efficient for small dimensional systems, e.g., n < 4.

For large n, however, the efficiency drops because of the number of boundary

constraints that need to be checked and solved for in Conditions 3 and 4 increases,

in the worst case, exponentially with n. Below, we propose an equivalent but more

efficient method to compute min and max of Tx for large dimensional systems, e.g.,

n ≥ 4.

Convex Optimisation Approach: In order to show how upper and lower

bounds of f(y) can be efficiently computed using convex optimisation tools, we

need to introduce the definition of concave and log-concave functions.
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Definition 5 (Concave Function). A function g : Rn → R is said to be concave if

and only if for y1, y2 ∈ Rn, λ ∈ [0, 1]

g(λy1 + (1− λ)y2) ≥ λg(y1) + (1− λ)g(y2).

Definition 6 (Log-concave Function). A function g : Rn → R is said to be log-

concave if and only if log(g) is a concave function. That is, for y1, y2 ∈ Rn,

λ ∈ [0, 1]

g(λy1 + (1− λ)y2) ≥ g(y1)λg(y2)(1−λ).

In the following proposition, we show that f(y), as defined in Corollary 1, is log-

concave. This enables efficient computation of the upper and lower bounds of

f(y) through standard convex optimisation techniques such as gradient descent or

semi- definite programming [32]. Consequently, readily available software tools, e.g.,

cvx [64], nlopt [88], which have been highly optimised in terms of efficiency and

scalability, can be used.

Proposition 2. f(y), as defined in Corollary 1, is a log-concave function.

Transitions to sink state su

Here, focus is on the transition probabilities to state su in (5.10) and (5.11).

Correspondingly, we need to compute

max
x∈si

Tx(X | x, a), min
x∈si

Tx(X | x, a). (5.20)

The bounds for these quantities can be efficiently computed using the results obtained

above and the following proposition shows this efficient method of computation.

Proposition 3. Let Šq and Ŝq be two sets of polytopic regions in action a (mode

q) such that ⋃
s∈Šq

s ⊆ X ⊆
⋃
s∈Ŝq

s,

and Ta be a proper transformation function for every s ∈ Šq ∪ Ŝq, and call

f(y, s) = 1
2n

n∏
i=1

(
erf(

y(i) − v(i)
l,s√

2
)− erf(

y(i) − v(i)
u,s√

2
)
)
, (5.21)
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where vl,s and vu,s are as in (5.15) for s. Then, it holds that

max
x∈si

Tx(X | x, a) ≤ max
y∈Post(s′i,Ta)

∑
s∈Ŝa

f(y, s), (5.22)

min
x∈si

Tx(X | x, a) ≥ min
y∈Post(s′i,Ta)

∑
s∈Ŝa

f(y, s), (5.23)

where s′i = Post(si, F (a, si)).

The proof of this proposition is in Appendix B.4 and is direct consequence of

Proposition 1. Intuitively, Proposition 3 states that, with a particular choice of

discretisation, i.e., a grid in the transformed space, the transition probability to

X is equal to the sum of the transition probabilities to the discrete regions, where

each discrete transition kernel is given by the close-form function f(y, s) in (5.21).

If X cannot be precisely discretised with a grid (in the transformed space), then

the upper and lower bounds of the transition probabilities are given by the over-

and under-approximating grids (Ŝq and Šq), respectively.

Remark 6. For the computation of the values in (5.22) and (5.23), Proposition 2

can be applied, making both methods of kkt and convex optimisation applicable.

Abstraction error

We define the local abstraction error to be equal to the difference in the upper (p̂ϕ)

and lower (p̌ϕ) probability of satisfying the formula ϕ

εs(s) = p̂ϕ(s)− p̌ϕ(s) (5.24)

for each state s ∈ S, and the global error to be

εmax = max
s∈S

εs(s). (5.25)

Adaptive and sequential gridding

Similar to Section 5.1, we extend the abstraction procedure to generate the

underlying grid using adaptive and sequential refinements. This is performed

as follows: (i) define a required minimal maximum abstraction error εmax; (ii)

generate a coarse abstraction using the steps described in Section 5.2.2 and compute
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the local error εs that is associated to each abstract state s; (iii) split all cells where

εs > εmax along the main axis of each dimension, and update the probability bounds

(and errors); and (iv) repeat this process until ∀s, εs ≤ εmax.

5.2.4 Verification via Interval Markov Decision Processes

Given the compact set X and a csltl or bltl formula ϕ, we would like to verify

whether the H satisfies ϕ. The abstract imdp I, as constructed in Section 5.2.2,

captures (possibly conservatively) the behaviour of the shs H with respect to the

regions of interest R within X, and the probabilities of exiting X are encompassed

via the state su. The analysis on I narrows the focus to dynamics within set X, by

making state su absorbing, since the paths of I are not allowed to exit and re-enter

X. Consequently, the verification task reduces to computing the extremal (maximal

or minimal) reachability probabilities of satisfying ϕ, against all the uncertainties

(errors) introduced by the discretisation of X ×Q.

In order to capture the best- and worst-case behaviour that can arise, for all

possible strategies, we need to reason about paths and strategies. To this end, we

say that a finite path ωH of H, initialised at state d0 ∈ D, satisfies a formula ϕ if

the path remains in the compact set X and its corresponding finite trace ξ |= ϕ.

Under a switching strategy πH, the probability that the shs satisfies ϕ is given by

P (ϕ | d0, X, πH) = P
(
ωH ∈ Pathfin,πH

H (s) | ωH(0) = d0,

ωH(k) ∈ (X ×Q) ∀k ∈ [0, |ωH| ], ξ |= ϕ
)
, (5.26)

where Pathfin,πH
H (s) denotes the set of all finite paths under strategy πH, and ξ is

the (observation) trace of ωH.

Furthermore, the uncertainties introduced by the discretisation of X ×Q, can

be viewed as the nondeterministic choice of a feasible transition probability from

one imdp state to another under a given action. Therefore, we interpret the

evolution of the imdp as a two-player stochastic game, where Player 1 chooses an

action a ∈ A at state s ∈ S, and Player 2 chooses a feasible transition probability

distribution γas ∈ Γas . For computing the minimal probability, we need to choose
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both the actions and the feasible transition probability distribution that minimise

satisfaction over the under-approximation of the discretisation region. In contrast,

to compute the maximal probability, we need to select the actions and feasible

transition probability distribution which maximise the satisfaction, respectively,

using an over-approximation of the discretisation region.

To this end, we first translate ϕ over Θ into its equivalent formula ϕ̄ over Θ̄.

Then, we construct a deterministic finite automaton (dfa) Aϕ̄ that precisely accepts

all the good prefixes that satisfy ϕ̄ [95].

Definition 7 (Deterministic Finite Automata (dfa)). A dfa constructed from a

csltl or bltl formula ϕ̄ is a tuple

Aϕ̄ = (Z, 2Θ̄, τ, z0,Zac), where (5.27)

Z = {z0z1 . . . zl}, l ∈ N is a finite set of states, 2Θ̄ is the set of input alphabets,

τ : Z × 2Θ̄ → Z is the transition function, z0 ∈ Z is the initial state and Zac ⊆ Z

is the set of accepting states.

A finite run of Aϕ̄ on a trace ξ = ξ1 · · · ξl, where ξi ∈ 2Θ̄, is a sequence of states

ζ = {z0z1 . . . zl} with zi = τ(zi−1, ξi) for i = {1, . . . , l}. Run ζ is called accepting if

ζl ∈ Zac. Trace ξ |= ϕ̄ iff its corresponding run ζ in Aϕ̄ is accepting.

Next, we construct the product imdp Iϕ̄ = I × Aϕ̄, which is a tuple Iϕ̄ =

(Sϕ̄,Aϕ̄, Ťs,ϕ̄, T̂s,ϕ̄,Sϕ̄ac), where

Sϕ̄ = S × Z, Aϕ̄ = A, Sϕ̄ac = S × Zac,

Ťs,ϕ̄((s, z), a, (s′, z′)) =
Ťs(s, a, s′) if z′ = τ(z, L(s′))

0 otherwise,

T̂s,ϕ̄((s, z), a, (s′, z′)) =
T̂s(s, a, s′) if z′ = τ(z, L(s′))

0 otherwise,

for all s, s′ ∈ S, a ∈ A, z ∈ Z and Sϕ̄ac is the set of accepting states with respect to

the product imdp. Intuitively, Iϕ̄ contains both I and Aϕ̄ and hence can identify all

the paths of I that satisfy ϕ̄, i.e., the satisfying paths terminate in Sϕ̄ac since their
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corresponding Aϕ̄ runs are accepting. Therefore, the verification problem reduces

to finding the minimal and maximal probability of reaching Sϕ̄ac.

Let p̌(s) and p̂(s) denote lower and upper bounds for the probability of reaching

a state in Sϕ̄ac starting from s ∈ Sϕ̄ under π. Derived from the Bellman equation,

we can compute the worst lower bound by recursive evaluations of

p̌(s) =


1 if s ∈ Sϕ̄ac

min
a∈A(s)

min
γas∈Γas

∑
s′∈Sϕ̄

γas (s′)p̌(s′) otherwise, (5.28)

for all s ∈ Sϕ̄ using the original labelling function L.

To compute the best upper bound, we need to take special care for the assumption

in Theorem 5.2.2 as to whether the discretisation S respects the regions in R is

violated. In this case, the upper bound p̂ϕ is valid with respect to the under-

approximate representation of R by L but possibly being under-approximated with

respect to the actual R. Consequently, to account for this we need to design a new

labelling function that over-approximates the labels of each region, as follows. Let

L′ : S → Θ̄ be this labelling function with

θi ∈ L′(s) ⇔ ∃(a, x) ∈ s s.t. x ∈ ri, (5.29)

where θi ∈ Θ̄ is the associated proposition to ri ∈ R. Then, we can compute the

over-approximated upper bound p̂ via

p̂(s) =


1 if s ∈ Sϕ̄ac

max
a∈A(s)

max
γas∈Γas

∑
s′∈Sϕ̄

γas (s′)p̂(s′) otherwise, (5.30)

on the product imdp I ′ϕ̄ constructed using L′. In both instances, the Bellman

equations describing the upper and lower probability bounds are guaranteed to

converge in finite time [102], [165]. Moreover, we obtain that

p̌ϕ(s) = p̌((s, z0)), p̂ϕ(s) = p̂((s, z0)). (5.31)

For verification we are typically interested in the lower bound probability (worst

case scenario), while the upper bound is used to compute the abstraction error.

Consequently, the resulting probability of satisfaction on the original shs is then,

pϕ(s) = p̌ϕ(s), (5.32)

for each s ∈ S.
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5.2.5 Strategy synthesis via Interval Markov Decision
Processes

Given the imdp abstraction I, our goal is to synthesise a switching strategy π∗H
that maximises the probability of satisfying a property expressed as a csltl or

bltl formula ϕ,

π∗H = arg max
πH∈ΠH

P (ϕ | d0, X, πH)

for all initial states d0 ∈ X × Q. The strategy is to be robust against all the

introduced uncertainties (errors) by the discretisation of the space domain. Once

again, we interpret the evolution of the imdp as a two-player stochastic game,

where Player 1 chooses an action a ∈ A at state s ∈ S, and Player 2 chooses a

feasible transition probability distribution γas ∈ Γas . This game is adversarial, where

the objectives of Players 1 and 2 are to maximise and minimise the probability of

remaining in the safe set, respectively. Hence, the goal becomes to synthesise a

strategy for Player 1 that is robust against all adversarial choices of Player 2 and

maximises the probability of achieving ϕ.

In order to compute this strategy, we first translate ϕ over Θ into its equivalent

formula ϕ̄ over Θ̄. Then, much like for verification, we construct a dfa Aϕ̄ that

precisely accepts all the good prefixes that satisfy ϕ̄ (see Definition 7). Next, we

construct the product imdp Iϕ̄ = I ×Aϕ̄ = (Sϕ̄,Aϕ̄, Ťs,ϕ̄, T̂s,ϕ̄,Sϕ̄ac), which contains

both I and Aϕ̄ and hence can identify all the paths of I that satisfy ϕ̄, i.e., the

satisfying paths terminate in Sϕ̄ac since their corresponding Aϕ̄ runs are accepting.

Consequently, the synthesis problem reduces to computing a robust strategy on

Iϕ̄ that maximises the probability of reaching Sϕ̄ac. This problem is equivalent to

solving the maximal reachability probability problem [102], [165] as explained below.

Given a strategy π on an imdp, the probability of reaching a terminal state from

each state is necessarily a range for all the available adversarial choices of Player 2.

Let p̌π(s) and p̂π(s) denote lower and upper bounds for the probability of reaching

a state in Sϕ̄ac starting from s ∈ Sϕ̄ under π. Derived from the Bellman equation,
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we can compute the optimal lower bound by recursive evaluations of

p̌π
∗(s) =


1 if s ∈ Sϕ̄ac

max
a∈A(s)

min
γas∈Γas

∑
s′∈Sϕ̄

γas (s′)p̌π∗(s′) otherwise, (5.33)

for all s ∈ Sϕ̄. Each iteration of this Bellman equation involves a minimisation over

the adversarial choices, which can be computed through an ordering of the states

of Iϕ̄ [61], [102], and a maximisation over the actions. This Bellman equation is

guaranteed to converge in finite time [102], [165] and results in the lower-bound

probability p̌π∗(s) for each s ∈ Sϕ̄ and in a stationary (memoryless in the product)

strategy π∗. The upper bounds are similarly given by recursive evaluations of

p̂π
∗(s) =


1 if s ∈ Sϕ̄ac

max
γπ∗s ∈Γπ∗s

∑
s′∈Sϕ̄

γπ
∗

s (s′)p̂π∗(s′) otherwise, (5.34)

which is also guaranteed to converge in finite time.

The optimal strategy π∗ on Iϕ̄ can be mapped onto the states and actions of the

abstraction imdp I, resulting in a (history-dependent) strategy. By construction,

then the optimal lower and upper probability bounds of satisfying ϕ from the states

of I are

p̌π
∗

ϕ (s) = p̌π
∗((s, z0)), p̂π

∗

ϕ (s) = p̂π
∗((s, z0)), (5.35)

for all s ∈ S of I.

The complexity of the above strategy synthesis algorithm is polynomial in the

size of the imdp Iϕ̄ [102], [165] and exponential in the size of the formula ϕ (in the

worst case) [95]. Note that the size of ϕ used to express the properties of shs is

typically small.

Correctness

We show that the strategy π∗ computed over I can be refined over (mapped onto)

H and the lower probability bound p̌π∗ϕ on I always holds for the hybrid system

H. The upper bound p̂π∗ϕ also holds for H if the discretisation respects the regions

in R. In the case that the discretisation is not R-respecting, we use the modified

upper bound that holds for H.
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Let L : D → S be a function that maps the hybrid states d ∈ D to their

corresponding discrete regions (states of I), i.e, L(d) = s ∈ S if d ∈ s. With a

slight abuse of notations, we also use L to denote the mapping from the finite paths

of H to their corresponding paths of I, i.e.,

ωkH = d0d1 . . . dk ⇒ L(ωkH) = L(d0)L(d1) . . .L(dk).

Then, the imdp strategy π∗ correctly maps to a switching strategy π∗H for H via

π∗H(ωkH) = π∗(L(ωkH)). (5.36)

The following theorem shows that for a given ϕ, the probability bounds p̌π∗ϕ and

p̂π
∗
ϕ are guaranteed to hold for the process d under π∗H as constructed above.

Theorem 5.2.2. Given a shs H, a continuous set X, and a csltl or bltl

formula ϕ, let I be the imdp abstraction of H as described in Section 5.2 through

a discretisation that respects the regions of interest in R. Further, let π∗ be the

strategy on I computed by (5.33) and (5.34) with probability bounds p̌π∗ϕ and p̂π∗ϕ in

(5.35). Refine π∗ into a switching strategy π∗H as in (5.36). Then, for any initial

hybrid state d0 ∈ D, where d0 ∈ s0 ∈ S, it holds that

P (ϕ | d0, X, π
∗
H) ∈

[
p̌π
∗

ϕ (s0), p̂π∗ϕ (s0)
]
. (5.37)

Note that an assumption in Theorem 5.2.2 is that the discretisation S respects

the regions in R. If this assumption is violated, then the lower bound p̌π
∗
ϕ still

holds, unlike the upper bound p̂π
∗
ϕ . We design the labelling function L of I to

under-approximate the regions of interest r ∈ R, making the upper bound p̂π
∗
ϕ

valid with respect to the under-approximate representation of R by L but possibly

under-approximated with respect to the actual R. To compute an upper bound

that accounts for this, we use the L′ : S → Θ̄ defined by (5.29). Then, we can

compute the over-approximated upper bound p̂′π∗ϕ via (5.34) on the product imdp

I ′ϕ̄ constructed using L′.
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Lemma 1. If abstraction I is constructed through a discretisation that does not

respect the regions in R, then

P (ϕ | d0, X, π
∗
H) ∈

[
p̌π
∗

ϕ (s0), p̂′π∗ϕ (s0)
]
, (5.38)

where p̂′π∗ϕ is computed via (5.34) using the labels in (5.29).

Theorem 5.2.2 and Lemma 1 guarantee that the satisfaction probability of ϕ

for the process d, solution of the shs H, is contained in the probability interval

computed on the abstraction I. The size of this interval depends on the difference

of the one-step transition probability bounds of Ťs and T̂s as well as the embedded

approximations in the labelling functions L and L′ in I, which can be viewed

as the error induced by space discretisation of H cast into the abstraction I.

This error can be tuned by the size of the discretisation: in particular, in the

limit of an infinitely fine grid, the error of the abstraction goes to zero, and the

imdp abstraction is refined into an mdp, namely for all s, s′ ∈ S and a ∈ A(s),

Ťs(s, a, s′)→ Ts(s, a, s′)← T̂s(s, a, s′).

Remark 7. In practice, the interest in both verification and synthesis problems

is typically on deriving lower bounds for the probability, whereas the upper bound

computation is useful for error analysis.

5.3 Comparison of abstraction frameworks

In order to highlight the efficacy of the novel imdp abstraction framework, we

present a comparison against the classical approach of performing abstractions

into dtmcs or mdps. We first compare the abstraction methods based on the

computational time and the quality of the abstraction generated, in terms of the

global abstraction error, for fixed grid size. Second, we analyse the scalability of

the imdp framework as the continuous dimension of the shs is increased.

The implementation of the abstraction algorithm is in matlab and C++: more

precisely, the approach based on kkt method is in matlab (proof of concept),

and the convex optimisation method with gradient decent (gd) is in C++. The
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imdp synthesis and verification algorithm is also implemented in C++. The

C++ implementation uses the linear algebra library Armadillo [140] for the main

algorithm and nlopt [88] to compute the bounds for the transition probabilities.

For the mdp abstractions we make use of the standard tool faust2 when comparing

against the kkt method, since both are implemented in matlab. For comparison

between the imdp method with gd, we compare against a re-implementation of the

abstraction based methods in faust2 in the C++ language.

5.3.1 Efficiency and quality of abstractions

We consider a shs where the continuous dynamics evolve according to

x1[k + 1]
x2[k + 1] =

[
0.85 0

0 0.90

]
x1[k]
x2[k] +

[
0.15 0

0 0.05

]
w1[k]
w2[k], (5.39)

with wi ∼ N (0, I), i = {1, 2} being i.i.d Gaussian perturbations, a single discrete

mode (Q = {q0}), with X = [−1, 1]× [−1, 1] and safety property

ϕ := P=?
(
G≤K X

)
.

We compare the verification results of the above model using our method against

those of the state-of-the-art tool faust2 [147]. Namely, we compare the probability

of satisfaction of ϕ, computation times, and errors for a range of values for time

horizon k and grid sizes. To obtain the imdp abstraction of our method, we used a

uniform grid discretisation following Section 5.2.2. Tool faust2 abstracts the model

into an mdp, treats the error as a separate parameter and performs abstraction

into mdps following the technique delineated in Section 5.1. Similarly, the error

of the imdp method is computed using (5.25) and corresponds to the maximal

difference between the upper and lower bounds of the probability of satisfaction

(i.e. maximum error over all the states). The results are shown in Table 5.1 for

K = 2 and various grid sizes. For the particular grid |S| = 3722, the lower bound

probabilities of satisfying ϕ are shown in Figure 5.3.

We saturate conservative errors output by faust2 that are greater than 1 to this

value. As evident in Table 5.1, and Figure 5.3, our approach greatly outperforms
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Tool Impl. |S̄| Time taken Error
Method Platform [states] [s] εmax

imdp(kkt) matlab 361 19.8 0.211
imdp(gd) C++ 361 29.0 0.211
faust2 matlab 361 108.3 1.000
faust2 C++ 361 136.7 1.000
imdp(kkt) matlab 625 145.6 0.163
imdp(gd) C++ 625 117.7 0.163
faust2 matlab 625 285.8 1.000
faust2 C++ 625 302.9 1.000
imdp(kkt) matlab 1444 4464.8 0.109
imdp(gd) C++ 1444 510.9 0.109
faust2 matlab 1444 1445.4 1.000
faust2 C++ 1444 1201.9 1.000
imdp(kkt) matlab 2601 28127.3 0.082
imdp(gd) C++ 2601 2939.1 0.082
faust2 matlab 2601 5274.6 0.995
faust2 C++ 2601 3305.5 0.995
imdp(kkt) matlab 3721 Time out -
imdp(gd) C++ 3721 3973.3 0.068
faust2 matlab 3721 11285.3 0.832
faust2 C++ 3721 7537.8 0.832

Table 5.1: Comparison of verification results of our imdp algorithms against faust2

for ϕ with K = 2. The maximal computational time before a time out is 9 hours.

(a) imdp (b) faust2

Figure 5.3: Lower bound probabilities for satisfying ϕ computed using (a) imdp and
(b) faust2 with |S| = 3722 states.

the state of the art: the imdp method has significantly (an order of magnitude)

smaller error than faust2, while also requiring lower computation times, for the

same grid size. We also note that, as guaranteed by the theory (Theorem 5.2.1 and

Proposition 2), both kkt and gd approaches compute the same error.
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In Figure 5.4, we show the error of each method as a function of the time

horizon K in ϕ. From these figures, it is evident that our approach again greatly

outperforms faust2. The imdp method embeds the error in the abstraction and

performs computations according to feasible transition probabilities, which prevents

the error from exploding over time, whereas the error of faust2 keeps increasing

monotonically with the time horizon. An interesting aspect in Figure 5.4a is that

the error of our method goes to zero as K increases. This is a consequence of the

system under consideration being an unbounded Gaussian process, and despite

its stable dynamics, the probability of it remaining within the bounded set X

approaches zero as time grows larger. This is meaningfully captured by the upper

and lower probability bounds of our method. On the other hand, faust2 is not

able to capture this behaviour and its error explodes.
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Figure 5.4: Maximum error incurred in satisfying ϕ as a function of the time horizon
K.

5.4 Solving the BAS case studies

In this section, we show how we solve the bas case studies presented in Section 4.3,

using the methods and frameworks devised in this chapter. All the experiments are

run on a standard laptop, with an Intel Core i7-8550U CPU at 1.80GHz × 8 and

with 8 GB of RAM.
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5.4.1 Two zone heating setup with stochastic dynamics

In this case study, we are tasked with quantifying the probability of remaining within

a safe set over a fixed time horizon via model checking. The safety requirement

is defined using the logical formula ϕ1 := P=?
(
G≤K=6 Xsafe

)
and the dynamics

are described using shs model consisting of four continuous variables which evolve

according to Ms, given by (4.10), one discrete mode and one continuous control

input evolving over R. We can solve this requirement by performing probabilistic

reachability analysis using either of the two formal abstraction methods.

Probabilistic reachability using Markov Decision Processes First, we opt

to perform this analysis by abstracting Ms into an mdp, in view of the continuous

input variable. More concretely, we make use of faust2 [147] to perform probabilistic

reachability analysis of Ms by defining the same safe set and assuming an input

set of [15 30]. Ms is first abstracted via uniform gridding to obtain the discretised

transition kernel and then the maximal safety probability for each partition is

computed recursively over the whole time horizon K = 6. However, due to the large

number of continuous variables (n = 4), we obtain an abstraction that requires 500

gb of memory to compute, making it computationally infeasible. To mitigate this,

we note that the variables Trw,r1 , Trw,r2 , have negligible effect on the evolution of

the zone temperatures (i.e. the variables of interest). Hence, we abstract Ms such

that xTs = [Tz1 Tz2 ]T (the states of interest and we fix the rest to steady-state). The

resulting model Ms′ is given in Appendix A.1. Based on this model, we construct

a stochastic kernel taking the form of a Gaussian conditional distribution where

Tx = N (·|As′xs +Bs′us +Qs′ ,Σs′). The input set is retained, while the safe set is

defined as Xsafe = [20 24]× [20 24].

We perform the abstraction using both uniform and adaptive-sequential parti-

tioning of the safe set. Figure 5.5a and 5.5b represent the probability of satisfaction

for each cell within the generated grid via uniform and adaptive-sequential gridding

respectively, for the same abstraction error. The quantitative results of the

abstraction are given in Table 5.2. It can be noted that using the adaptive and
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sequential method, we end up with a significantly smaller number of states and in

this instance lower computational time as a consequence. One should note, that we

employ a modified version of the adaptive and sequential gridding method, where

rather than defining a single coarse grid over which we refine until we reach ε. We

generate multiple coarse grids sequentially and at each step reduce the required

abstraction error until we reach the desired level. More specifically, we first generate

a grid with 10εmax, refine this to {8εmax, 4εmax, 2εmax} until we reach a global

abstraction error of εmax. For this model, this resulted in a small number of states

being required and hence shorter computation time. In Table 5.2, we saturate the

abstraction error being generated to 1. This is a consequence of the abstraction

requiring a significantly large number of states for small abstraction error.
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Figure 5.5: Partition of the safe set for Ms′ , along with the optimal safety probability
for each partition set when using (a) uniform and (b) adaptive and sequential gridding.

Method |S| |A| Time p(s) Error
[states] [actions] taken [s] εmax

Uniform 2025 19 15330.9 ≥ 0.60 1
Adaptive 302 8 224.6 ≥ 0.65 1

Table 5.2: Quantitative results for computing probabilistic reachability problem via
formal abstractions using mdp.
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Probabilistic reachability using Interval Markov Decision Processes We

repeat the process by transformingMs into its steady state and transient components

as follows

Ms :
{
xss = Asxss +Bsuss +Qs,
xtr[k + 1] = Asxtr,i[k] + Σ0.5

s e[k], (5.40)

where e[k] ∼ N (0, I), xss = [22 22 35 35]T is designed such that it lies in the middle

of Xsafe via the appropriate selection of the control variable uss. Note that, the

transient part of Ms, now takes the form of (5.5) and hence we can apply formal

abstractions via imdp. Consequently, we need to transform Xsafe to operate over

the transient region i.e. Xsafe = [−2 2]× [−2 2]× [−2 2]× [−2 2].

We proceed by performing probabilistic reachability of ϕ1 over the transformed

Xsafe set using the imdp method. We execute this process over both the original

four-dimensional model and the reduced two-dimensional model used for mdp ab-

stractions (i.e. Ms′). In both instances, we discretise the state space using a uniform

grid with ∆x partition for each dimension, over which we perform probabilistic

reachability and compute the upper and lower bound probabilities of satisfying ϕ1

within each region. For the four-dimensional model ∆xT = [0.35 0.35 1 1]T , while

for the two-dimensional model, we set ∆xT = [0.20 0.20]T .

The quantitative results for both models are given in Table 5.3. The resulting

partition of the safe set along with the lower bound safety probability for each

partition set, for the two-dimensional model, is depicted in Figure 5.6. Note, we also

perform this analysis using mdp abstractions on the transient states of Ms′ using

uniform gridding. This resulted in a grid consisting of 13924 states for a maximal

abstraction error of 1 and computational time in the excess of 8 hours. Evidently,

the imdp outperforms the mdp in terms of computational times, abstraction errors

and memory requirements.

Method |S| Time p̌ϕ1(s) Error
[states] taken [s] εmax

imdp (Ms′) 484 56.9 ≥ 0.55 0.16
imdp (Ms) 2132 1587.7 ≥ 0.55 0.18

Table 5.3: Quantitative results for computing probabilistic reachability problem via
formal abstractions using imdp.
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Figure 5.6: Partition of the safe set for Ms′ , along with the optimal safety probability
for each partition set when using imdp.

5.4.2 Two zone heating setup with large number of
continuous variables

In this second case study, we have the task of synthesising the optimal strategy that

ensures the zone temperature does not deviate from the desired temperature set-

point, using the model described in Section 4.3.2. This is composed of one discrete

mode and seven continuous variables that evolve according to (4.12). This seventh-

order model often cannot be used due to associated computational complexity to

compute control actions. However, we can note that the modelling structure can

be transformed into the form of (5.4) and thus, we can employ policy synthesis

via (ε, δ)-simulation relations (see Section 5.1.2). In this section, we show how the

classical mdp-based abstraction methods can be applied to perform synthesis over

a larger number of continuous variables.

First, we need to construct a set of simpler models derived from this seventh-

order model. We construct four lower-order models by performing model reduction

based on assumptions made on the underlying physical quantities. Models could, in

general, be obtained via numerical model-order reduction techniques which reduce

the dimensionality of models with minimal loss in input-output accuracy [23], [78].

However key here, is that they maintain correspondences via the underlying physical

variables. We depict the resulting set of models using Figure 5.7.
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(a) 4th order model (Ms,4) represent-
ing dynamics of zone 1. Measurement
Tz2 is now considered as a stochastic
disturbance.

(b) 3rd order model (Ms,3) represent-
ing dynamics of zone 1. Assuming
negligible temperature difference
between Tz2 and Tz1 .

(c) 2nd order model (Ms,2) represent-
ing dynamics of zone 1. Assuming
negligible temperature difference
between Tz1 , the surrounding walls and
Thall.

(d) 1st order model (Ms,1) represent-
ing dynamics of zone 1. Assuming
steady-state wall dynamics and only
considers heat exchange with the
outside air. Here, Cr = Cz1 + Cw2 .

Figure 5.7: Set of thermal models and the corresponding analogous rc circuits. The
models states are highlighted using pink nodes and the stochastic disturbances are in
blue. Here Qg = Qrw,r1 +Qsa.

The fourth-order model of the temperature in zone 1 (Ms,4), neglects the

dynamics of zone 2 and replaces its state by a stochastic signal Tz2 modelled as

an i.i.d. Gaussian distribution having a mean of 22 ◦C and unit variance. Namely,

independent realisations Tz2 [k] ∼ N (20, 1), as can be seen in Figure 5.7a. The

model comprises variables xs,4 = (Tz1 , Tw5 , Tw2 , Tw7), which represent the inner and

outer wall temperatures Tw5 , Tw2 of the zone, the temperature of the wall which

separates the two neighbouring zones Tw7 and the indoor zone temperature Tz1 .

Similarly to the original model it is affected by several stochastic sources represented

using the variables ws,4 = (Tout, Thall, CO2z1 , Trw,r1 , Tz2). We describe the model by

Ms,4 :
{
xs,4[k + 1] = As,4xs,4[k] +Bs,4us,4[k] +Gs,4ws,4[k] +Qs,4,
y[k] = Cs,4xs,4[k]. (5.41)
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The third-order model of the temperature in zone 1 (Ms,3), shown in Figure

5.7b, is constructed by assuming negligible temperature difference between the

two neighbouring zones Tz2 = Tz1 . M3 has xs,3 ∈ R3, xs,3 = (Tz1 , Tw5 , Tw2) and

four major sources of stochastic disturbance ws,3 = (Tout, Thall, CO2z1 , Trw,r1). We

represent the model by

Ms,3 :
{
xs,3[k + 1] = As,3xs,3[k] +Bs,3us,3[k] +Gs,3w[k] +Qs,3,
y[k] = Cs,3xs,3[k]. (5.42)

The second-order model of the temperature in zone 1 (Ms,2), depicted in Figure 5.7c,

assumes that the inner walls have a similar temperature to the zone temperature

and Thall = Tz1 = Tw2 . The model includes variables xs,2 ∈ R2, xs,2 = (Tz1 , Tw5) and

considers three major sources of stochastic disturbances ws,2 = (Tout, CO2, Trw,r1)

Ms,2 :
{
xs,2[k + 1] = As,2xs,2[k] +Bs,2us,2[k] +Gs,2ws,2[k] +Qs,2
y[k] = Cs,2xs,2[k]. (5.43)

Lastly, the first-order model representing the temperature in zone 1 (Ms,1) no

longer considers dynamics of any of the walls and only takes into account the heat

exchange with the outside air. The analogous rc circuit is shown in Figure 5.7d

and it is described by

Ms,1 :
{
xs,1[k + 1] = As,1xs,1[k] +Bs,1us,1[k] +Gs,1ws,1[k] +Qs,1,
y[k] = Cs,1xs,1[k]. (5.44)

The model comprises xs,1 = Tz1 and considers three major sources of stochastic

disturbance to the system ws,1 = (Tout, CO2z1 , Trw,r1), which act as an additional

source of heat gain in the zone. The internal heat storage capacity of the zone

encompasses both the heat stored by the walls and the zone itself and, thus, the

new capacitance is Cr = Cz1 + Cw2 [91]. Note, all the parametrised matrices

As,i, Bs,i, Cs,i, Gs,i, Qs,i, i ∈ {4, 3, 2, 1} are detailed in the Appendix A.2. In all the

given model descriptions, the output space of the model represents the temperature

Tz1 . We introduce a norm on the output space y. For a given set X a metric

or distance function dX is a function dX : X × X → R≥0. So the output space

y ∈ Y ⊂ R is then endowed with the Euclidean norm dY = ‖·‖.

116



To apply the (ε, δ)-simulation relations framework, we need to transform (4.12)

into the form of

M :
{
x[k + 1] = Ax[k] +Bu[k] +Gw[k],
y[k] = Cx[k], (5.45)

Consequently, for all the models Ms,i, i ∈ {7, 4, . . . , 1}, we split the states of the

model into a steady state (xss) and a transient (xtr) component, as follows

Ms,i :


xss,i = As,ixss,i +Bs,iuss,i +Gs,iwm,i +Qs,i,
xtr,i[k + 1] = As,ixtr,i[k] +Bs,iutr,i[k] +Gs,iΣ0.5

w,ie[k],
y[k] = Cs,ixss,i + Cs,ixtr,i[k].

(5.46)

Here, uss,i represents the nominal input required to achieve the desired steady-state

temperature of Tz1 = Tsp = 22 [ ◦C], utr,i is the additional input required from the

nominal one to reach a new desired temperature, wm,i represents the mean noise

signal, e is white noise described by e[k] ∼ N (0, I), yss,i is the steady-state output,

and ytr,i[k] is the output of the transient state. In order to avoid ill-conditioning, the

input signal u is rescaled such that a full heating input Tsa = 30 [ ◦C] corresponds

to value 1. We further restrict the input set with an upper bound cw = 1
30 that

ensures an absolute deviation of 1 [ ◦C].

We consider pairs of concrete and reduced order models: (Ms,7, Ms,4), (Ms,7,

Ms,3), (Ms,7, Ms,2), (Ms,7, Ms,1) and we will index all the model pairs using

i = {4, . . . , 1} respectively (corresponding to the model order of the simpler model

in the pair). We repeat the process of computing the (ε, δ)-relations for each pair of

models, and obtain the model pair that provides the best (ε, δ) trade-off. In other

words, we identify the abstract model that simulates the seventh-order concrete

model with the best guarantees. For the identified model pair, we then synthesise

and refine policies such that we attain the maximal probability of satisfying

ϕ2 := P≥p
(
G≤k=9 [|Tsp − Tz1| ≤ 1]

)
= P≥p

(
G≤k=9[|y| ≤ 1]

)
.

Computation of (ε, δ) relation for pairs of models The (ε, δ)-approximate

simulation relations are computed over a range of logarithmically spaced points

δ ∈ [0.001, 1] for which the corresponding ε values are computed. For succinctness,
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the reader is referred to [71] for the computational algorithm’s required to compute

the (ε, δ) pair. This process is repeated for all the model pairs and we list the

resulting trade-off for parameters (ε, δ) in the simulation relation in Table 5.4. Note

that with decreasing model order, ε increases: this is due to the assumptions taken

to construct the different levels of abstractions. For instance, recall that to construct

the third-order model from the second-order model, we assume that the inner walls

between the two zones have a similar temperature. This assumption reduces the

model complexity but consequently increases the output deviation, as witnessed

from the obtained ε values. Furthermore, for increasing values of δ, ε decreases to a

positive lower bound which is a function of the bounded input set.

δ 1 10−1
3 10−2

3 10−1 10−4
3 10−5

3 10−2 10−7
3 10−8

3 10−3

Ms,4 0.0043 0.0674 0.0809 0.0909 0.0993 0.1066 0.1132 0.1192 0.1248 0.1301
Ms,3 0.0387 0.1063 0.1206 0.1315 0.1404 0.1482 0.1553 0.1617 0.1678 0.1734
Ms,2 0.0613 0.1230 0.1363 0.1461 0.1542 0.1613 0.1678 0.1737 0.1792 0.1843
Ms,1 0.0184 0.1426 0.1690 0.1886 0.2049 0.2192 0.2320 0.2438 0.2548 0.2651

Table 5.4: Trade-off between (ε, δ) for concrete (Ms,7) and abstract model pairs
(Ms,i, i = 4, . . . 1).

We are interested in selecting a low-order model that introduces the least errors

in the specification and is computationally feasible. Based on these outcomes

we proceed with the pair (Ms,7,Ms,2) and choose the parameters pair (ε, δ) =

(0.1678, 10−2).

Controller synthesis for Ms,2 We solve the safety property to ϕ2 for the concrete

model. For the abstract model we modify it as follows

ϕ2(ε,δ) := P≥p+γ
(
G≤K=9|y| < 1− ε

)
= P≥p+0.09

(
G≤K=9|y| ≤ 0.8322

)
.

Here γ gives the accumulation of the error in probability over the time horizon

of interest and is obtained from 1 − γ = (1 − δ)9 then γ ≤ 9δ. Note that y is

replaced with the computation of ytr,2 by using (5.46). This is done since we are

only interested in computing the deviations in fluctuations from the nominal zone

temperature yss,2. Policy synthesis over the simpler model Ms,2 is performed by

employing heavily optimised algorithms in faust2 [147]. Note, we optimised the
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algorithms via the use of sparse matrices and by splitting the abstraction into

deterministic and stochastic parts via decoupling of the noise. Subsequently, a

stochastic dynamic programming scheme is set up such that the final value function

provides the maximal probability p for the specification ϕ2(ε,δ) . This grid-based

computation of the safety probability over the 9 times steps of the formula leads to

a mdp with |S| = 2445 states and |A| = 2035 discrete actions, an overall accuracy

of 0.13 and a total computation time of 200.8 [s]. Over this approximation, we

compute the optimal policy π∗(ε,δ). This results in ϕ2(ε,δ) being satisfied with a

probability of at least pπ∗ϕ2(ε,δ)
= pπ

∗

(ε,δ)− εmax = 0.9997− 0.13= 0.8697 for the reduced

order model Ms,2 initialised at origin (zero fluctuation in air temperature in the

zone). The 0.13 error is being introduced due to the gridding in faust2.

Controller refinement for Ms,7 The resulting policy π∗(ε,δ) is refined back to π∗

via the (ε, δ) simulation relations. The refinement procedure follows algorithm in [71]

and refines the original policy into a new policy which ensures that events defined

over the output space have equal probability. This results in the safety probability

for Ms,7, initialised at the origin, being satisfied with a lower bounded probability

of p∗ϕ2 = pπ
∗
ϕ2(ε,δ)

− 9δ = 0.8697 − 0.09 = 0.7797 with the inner air temperature

fluctuations remaining in the bound between [−1, 1].

Experiments

We show the advantages of employing (ε, δ)-simulation relations over the cur-

rent state of the art where certified policies for complex models are synthe-

sised directly. We make use of the optimised algorithms from faust2 to syn-

thesise the optimal policy that satisfies the specification ϕ2 directly on all the

models (Ms,7,Ms,4,Ms,3,Ms,2), while we make use of the (ε, δ)-simulation rela-

tions framework to synthesise and refine the policies for the same set of models.

For our framework, we compute the policies using the following pair of models

(Ms,7,Ms,2), (Ms,4,Ms,2), (Ms,3,Ms,2), (Ms,2,Ms,1) and the refined policies must
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satisfy the following specification

ϕ2 := P≥p+9δ−0.13
(
G≤K=9|y| ≤ 1

)
.

The policies for the abstract models are computed using algorithms from faust2. In

both cases, the abstraction procedure performed within faust2 introduces an error

of 0.13 in the overall accuracy of the achieved probability of satisfying ϕ2. We record

the total time taken to compute the policies, in seconds, the amount of memory

required to store the gridded state-space and the probability of satisfiability of ϕ2

when using the directly synthesised policy or the refined policy. The results are

shown in Table 5.5. One should note that when using faust2 directly, one needs to

tighten the bounds of the state-space such that the gridding of the underlying model

is of sufficiently small size which allows the synthesis procedure to be performed.

This, however, comes at the expense of the overall probability of satisfying the

specification ϕ2 (cf. Table 5.5 ). For Ms,7 the policy could not be computed directly

due to large memory usage required: this highlights the advantages of using the

(ε, δ)-simulation relations framework where policies for higher complex order models

can be achieved with good certificates.

Model Order
of Ms,i

Method Time
taken
[s]

Memory
[|S| × |A|]

pπ∗ϕ2

7 Refinement, Ms,2, (ε, δ) = (0.1678, 0.01) 200.8 4975575 0.7797
4 Refinement, Ms,2, (ε, δ) = (0.1210, 0.01) 192.7 4384236 0.7320
3 Refinement, Ms,2(ε, δ) = (0.0641, 0.01) 125.9 3313750 0.7466
2 Refinement, Ms,1, (ε, δ) = (0.1698, 0.01) 108.2 3218436 0.6796
7 Directly - - -
4 Directly 974.8 9148370 0.5050
3 Directly 390.3 5753100 0.6022
2 Directly 97.3 3203460 0.7212

Table 5.5: Comparison between computing the policies directly using the high order
model vs computing the refined policies using the (ε, δ)-simulation relations framework.
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5.4.3 Air quality model capturing CO2 and temperature
dynamics in zone

We are interested in synthesising a switching strategy that maximises the probability

p of satisfying

ϕ3 := P≥p
(
¬Xsafe U≤K=32 Xtarget

)
.

where K = 8 × ∆ = 32 steps, Xunsafe = [450, 460] × [20, 24] and Xtarget =

[400, 450]× [20, 24], for the shs described using (4.17). To recapitulate, the shs

consists of four discrete modes,

{q0 = (¬Fen,¬Wen), q1 = (Fen,Wen), q2 = (¬Fen,Wen), q3 = (Fen,¬Wen)}

each of which effect the evolution of two continuous variables corresponding to the

CO2 and zone temperature and whose dynamics are described using (4.16).

To solve this synthesis problem, we opt to use formal abstractions via imdps

and employ the framework described in Section 5.2.5. This is in view of the

computational complexity that would be required if abstractions via mdp are

employed. We employ a fixed grid with ∆xT = [0.5 1]T partition for each dimension,

to generate the abstraction. Over the abstraction, we run the synthesis algorithm

to obtain the robust strategy π∗ϕ3 with the corresponding lower probability bounds.

The total time to compute the abstraction and to generate π∗ϕ3 is 951.6 [s] with

abstraction error εmax = 0.13. The generated imdp has |S| = 1920 states with

|Sqi | = 480,∀i = {0, . . . , 3} and one su. Figure 5.8a shows the discretisation of

mode q0 together with the lower probability bounds of satisfying ϕ3. Similar, results

are obtained for the remaining modes. One can note a high probability of remaining

within the safe set, while avoiding the target set over the fixed time horizon of 32

time steps. Table 5.8b summarises the imdp abstraction results.

The resulting strategy takes the form of a look-up table for each cell within

the gridded hybrid state space and is also a function of the time horizon. We

depict the resulting look-up tables for mode q0 at time instances k = 1 and k = 32

within Figure 5.9. Similar look-up tables are obtained for the remaining modes.

The optimal policy has an intuitive translation: for lower zone temperature, the
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Figure 5.8: Solving the synthesis problem using formal abstractions with imdp: (a)
lower bound probabilities of satisfying ϕ3 for mode q0 and (b) the quantitative results.
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Figure 5.9: The synthesised control policy taking the form of a look-up table, where
for each point in time and cell in the state-space the optimal action is stated. Here,
we show the look-up table for mode q0. We have similar look-up tables for qi, i ∈
{1, . . . , 3}.

optimal action is when both zone fan and windows and doors are closed. This is a

consequence of the gradual exchange of temperature and CO2 to the outside and

neighbouring zones. However, as the zone temperature increases the accumulation

of the CO2 levels increases at a rate greater than the exchange with the outside.
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This is due to the coupling between the two variables via the temperature heat gain

Qocc1(t) = µCO2z1 (t) + β1 in (4.15). Consequently, the optimal action is to open

the windows and doors. Finally, when both the CO2 levels in the zone are outside

the target set (or conversely within the unsafe set) and the rate of air-flow from the

window is not sufficient in reducing the CO2 levels, the optimal action is to turn

on the fan which has a faster rate of airflow and hence will be able to reduce the

accumulation of CO2 faster.

5.5 Conclusion

This chapter has put forward the techniques for performing verification and strategy

synthesis of shs via formal abstractions. The focus of this chapter has been on the

study of formal abstractions taking the form of mdps or imdps. More specifically,

for formal abstractions taking the shape of mdps, we show how strategy synthesis

can be extended for models with larger number of continuous variables. While for

abstractions via imdps, we present novel algorithms for computing abstractions

which are both scalable and efficient. This chapter further compares the two

abstraction methods and solves the verification and synthesis goals for the case

studies presented in Chapter 4. One should note that all three case studies employed

reachability-like properties within the analysis, in order to align with the low-level

performance metrics of interest. However, performing abstractions via imdps can

be extended to cater for reward-based properties. Such properties can be translated

into the equivalent dfa [35] and thus can be used within the abstraction procedure

directly.
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6
Implementation of StocHy
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This chapter presents a novel software tool called StocHy, for the quantitative

analysis of discrete-time stochastic hybrid systems (shs). It integrates the framework

for stochastic processes presented in Chapter 4, together with the abstraction

algorithms delineated in Chapter 5, with the aim of simplifying the modelling and

analysis of shs and thus make them attractive to a wider audience.
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StocHy accepts a high-level description of stochastic models and constructs an

equivalent shs model. The tool enables users to (i) simulate the shs evolution

over a given time horizon; and to (ii) automatically construct formal abstractions

of the shs. Abstractions are then employed for formal verification or strategy

(policy, control) synthesis. StocHy allows for modular modelling, and has separate

simulation, verification and synthesis engines, which are implemented as independent

libraries. The tool is implemented in C++ and employs manipulations based on

vector calculus, sparse matrices, symbolic construction of probabilistic kernels, and

multi-threading. Experiments show StocHy’s marked improved performance when

compared to existing abstraction-based approaches: in particular, StocHy beats

state-of-the-art tools in terms of precision (abstraction error) and computational

effort, and finally attains scalability to large-sized models (13 continuous dimensions).

StocHy participated in the annual Applied Verification for Continuous and Hybrid

Systems (ARCH) competition [1] within the Stochastic Modelling group, further

highlighting its high perfomance and scalability. StocHy is available at

www.gitlab.com/natchi92/StocHy.

This chapter is structured as follows: Section 6.1 crisply delineates related

software tools that can handle classes of shs. Next, we introduce software features

in Section 6.2 and provide an overview of the implementation of StocHy in Section 6.3.

We highlight the use of StocHy by a set of experimental evaluations in Section 6.4:

we provide four different case studies that emphasise the applicability, ease of use,

and scalability of StocHy. Details on executing all the case studies are detailed

in this chapter and within a Wiki page that accompanies the StocHy distribution.

We further provide details on how to execute all the case studies (see Section 4.3)

presented in this thesis within the Wiki page.

6.1 Related tools

In the following, we identify the (few) existing tools that can handle (classes of)

shs. The tools stress the need for a new software that allows for (i) straightforward
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and general shs modelling construction and (ii) scalable automated analysis.

FAUST2 [147] Of much inspiration for StocHy, the tool Formal Abstractions

of Uncountable-STate STochastic processes (faust2) generates formal abstractions

for uncountable-state discrete-time stochastic processes and performs verification

of reachability-like properties and corresponding synthesis of policies. It natively

supports shs models with a single discrete mode and finite actions; and is naïvely

implemented in matlab, resulting in a lack of scalability to large models.

SReachTools [161] An open-source matlab toolbox that handles discrete-time

continuous state linear dynamical systems with additive stochastic disturbance.

It performs verification (and analogously synthesis) for stochastic reachability

via statistical methods and approaches drawn from convex optimisation, Fourier

transforms and computational geometry. Unlike, StocHy it does not handle shs with

multiple modes; but it handles dynamics and safety constraints that can be time-

varying.

Modest Toolset [79] The modest toolset supports the modelling and analysis

of continuous-time shs. It is composed of a modular framework centred around

the stochastic hybrid automata formalism (pha) [74], which combine probabilistic

discrete-transitions with the deterministic evolution of continuous variables; and

supports the jani specification [34] which provides a variety of input languages and

analysis back ends.

HYPEG [130] The Java-based library hypeg is a simulator for hybrid Petri nets

with general transitions [65] which combine discrete and continuous components

with a possibly large number of random variables, whose stochastic behaviour

follows arbitrary probability distributions. hypeg uses time-bounded discrete-event

simulation and well-known smc techniques to verify complex properties, including

time-bounded reachability [130].
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6.2 Features

In this section, we highlight the key novelties and strengths of StocHy’s implementa-

tion. To perform formal verification and strategy synthesis we embed the techniques

presented within Chapter 5.

6.2.1 Formal abstractions into Markov decision processes

StocHy improves the classical abstraction methods (see Section 5.1) by:

1. employing sparse matrix representation to manipulate the transition
probabilities, in order to attain faster generation of the abstraction
and use in formal verification or strategy synthesis.

2. simplifying the input model description, a high-level state-space
description is all that is need.

3. exploiting the use of symbolic kernels.

4. automatically performing verification of shs with multiple modes.

6.2.2 Formal abstraction into Interval Markov decision
processes

The finite state-space of imdp is based on the procedures presented within Sec-

tion 5.2.

StocHy :

1. provides a novel abstraction algorithm allowing for efficient
computation of the abstract model

2. generates abstraction models with significantly smaller errors and to
verify models with up to 13 continuous variables.

3. exploits the use of sparse matrices for the manipulation of the upper
and lower bound probabilities.

4. automates the synthesis algorithm with the abstraction procedure and
the temporal property of interest.

5. makes use of adaptive and sequential refining of the underlying
abstraction.
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6.2.3 Analysis via Monte Carlo simulations

In this work, we analyse a shs model using Monte Carlo simulations.

StocHy :

1. generates Monte Carlo simulation trajectories for a fixed time
horizon.

2. automatically generates statistics from the simulations in the form of
histograms, visualising the evolution of both the continuous random
variables and the discrete modes.

6.3 Overview of StocHy
6.3.1 Installation

StocHy is set up using the provided get_dep file found within the distribution

package, which will automatically install all the required dependencies. The

executable run.sh builds and runs StocHy. We also provide a docker container

version [30] such that StocHy can be easily used on other operating systems.

6.3.2 Modularity

StocHy comprises independent libraries for different tasks, namely (i) mdp, (ii)

imdp, and (iii) simulator. This allows for seamless extensions of individual sub-

modules with new or existing tools and methods. The function performTask acts

as a multiplexer for calling any of the libraries depending on the input model and

task specification.

6.3.3 Data structures

StocHy makes use of multiple techniques to minimise computational overhead. It

employs vector algebra for efficient handling of linear operations, and whenever

possible it stores and manipulates matrices as sparse structures. It uses the

linear algebra library Armadillo [140], [141], which applies multi-threading and

a sophisticated expression evaluator that has been shown to speed up matrix
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manipulations in C++ when compared to other libraries. mdp based abstractions

define the underlying kernel functions symbolically using the library GiNaC [22],

for easy evaluation of the stochastic kernels.

6.3.4 Input interface

The user interacts with StocHy via the main file and must specify (i) a high-level

description of the model dynamics and (ii) the task to be performed. The description

of model dynamics can take the form of a list of the transition probabilities between

the discrete modes, and of the state-space models for the continuous variables in

each mode; alternatively, a description can be obtained by specifying a path to a

matlab file containing the model description in state space form together with

the transition probability matrix. Tasks can be of three kinds (each admitting

specific parameters): simulation, verification, or synthesis. The general structure

of the input interface is illustrated via an example in Listing 6.1: here the user

is interested in simulating a shs with two discrete modes Q = {q0, q1} and two

continuous variables (x ∈ R2) evolve according to the stochastic difference equation,

x[k + 1] = A(qi)x[k] +G(qi)w[k], i ∈ {1, 2} where A(qi), G(qi) are properly sized

matrices for each discrete mode and w ∼ N (0, I). The model is autonomous and

has no control actions.

The relationship between the discrete modes is defined by a fixed transition

probability (line 1). The evolution of the continuous dynamics are defined in lines

2-12. The initial condition for both the discrete modes and the continuous variables

are set in lines 13-18 (this is needed for simulation tasks). The equivalent shs model

is then set up by instantiating an object of type shs_t<arma::mat,int> (line 20).

Next, the task is defined in line 25 (simulation with a time horizon K = 32, as

specified in line 22 and using the simulator library, as set in line 24). We combine

the model and task specification together in line 27. Finally, StocHy carries out the

simulation using the function performTask (line 29).
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1 arma::mat Tq = { {0.4, 0.6},{0.7,0.3}}; // Transition probabilities
2 // Evolution of the continuous variables for each discrete mode
3 // First model
4 arma::mat Aq0 = {{0.5, 0.4},{0.2,0.6}};
5 arma::mat Gq0 = {{0.4,0},{0.3, 0.3}};
6 ssmodels_t modelq0(Aq0, Gq0);
7 // Second model
8 arma::mat Aq1 = {{0.6, 0.3},{0.1,0.7}};
9 arma::mat Gq1 = {{0.2,0},{0.1, 0}};

10 ssmodels_t modelq1(Aq1, Gq1);
11 std::vector<ssmodels_t> models =
12 {modelq1,modelq2};
13 // Set initial conditions
14 // Initial state q_0
15 arma::mat q_init = arma::zeros<arma::mat>(1,1);
16 // Initial continuous variables
17 arma::mat x1_init = arma::ones<arma:mat>(2,1);
18 exdata_t data(x1_init,q_init);
19 // Build shs
20 shs_t<arma::mat,int> mySHS(Tq,models,data);
21 // Time horizon
22 int K = 32;
23 // Task definition (simulator, mdp, imdp)
24 int lb = simulator;
25 taskSpec_t mySpec(lb,K);
26 // Combine
27 inputSpec_t<arma::mat,int> myInput(mySHS,mySpec);
28 // Perform task
29 performTask(myInput);

Listing 6.1: Description of main file for simulating a shs consisting of two discrete
modes and two continuous variables evolving according to (5.5).

 

Input

generated

User Model description

 

Transition Probabilities

 

State space model for mode 1

 

State space model for mode n

 

. . .

 

Build SHS

User Task Specification

 

Combine

Run

6.3.5 Output interface

We provide outputs as data files for all three libraries, which are stored within the

results folder. We also provide additional python scripts for generating plots

as needed. For abstractions based on mdp, the user has the additional option to

export the generated mdp or dtmc to prism format, to interface with the popular

model checkers [48], [76], [100] (StocHy prompts the user this option following the

completion of the verification or synthesis task). As a future extension, we plan to

export the generated abstraction models to the modelling format jani [34].
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6.4 Experimental evaluation

We apply StocHy on four different case studies highlighting different models and

tasks to be performed. All the experiments are run on a standard laptop, with an

Intel Core i7-8550U CPU at 1.80GHz × 8 and with 8 GB of RAM.

6.4.1 Case Study 1: Formal verification

We consider the following shs which takes the form of (4.1), and has one discrete

mode and two continuous variables x = (CO2z1 , Tz1) representing the level of

CO2 and the ambient temperature respectively. The continuous variables evolve

according to

CO2z1 [k + 1] = CO2z1 [k] + ∆
V

(
−msaCO2z1 [k] + %c(CO2,out − CO2z1 [k])

)
+ σ1w1[k],

(6.1)

Tz1 [k + 1] = Tz1 [k] + ∆
Cz

(
msaCpa(Tsp − Tz1 [k]) + %c

R
(Tout − Tz1 [k])

)
+ σ2w2[k],

where ∆ the sampling time [min], V is the volume of the zone [m3], msa is

the fixed mass air flow pumped inside the room [m3/min], %c is the natural

drift air flow [m3/min], CO2,out is the outside CO2 level [ppm/min], Tsp is the

desired temperature [oC], Tout is the outside temperature [ ◦C/min], Cz is the zone

capacitance [Jm3/ ◦C], Cpa is the specific heat capacity of air [J/ ◦C], R is the

resistance to heat transfer [ ◦C/J ], and σ(·) is a variance term associated to the

noise w(·) ∼ N (0, 1).

We are interested in verifying whether the continuous variables remain within the

safe set Xsafe = [405, 540]× [18, 24] over 45 minutes (K = 3). This property can be

encoded as a bltl property, ϕ1 := P=?
(
G≤KXsafe

)
. When tackled with the method

based on mdp abstraction that hinges on the computation of Lipschitz constants,

this verification task is numerically tricky, in view of difference in dimensionality of

the range of CO2z1 and Tz1 within the safe set Xsafe and the variance associated

with each dimension Gq0 = [ σ1 0
0 σ2 ] = [ 40.096 0

0 0.511 ]. The mdp is generated based on

computation of the global Lipschitz constant, where the state space is partitioned

along the longest end in order to try and obtain rectangular partitions. Given
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Case study 1: Listings explaining task specification for (a) mdp and (b) imdp.

1 // Dynamics definition
2 shs_t<arma::mat,int>

myShs(’../CS1.mat’);
3 // Specification for FAUST^2
4 // safe set
5 arma::mat safe =

{{405,540},{18,24}};
6 // max error
7 double eps = 1;
8 // grid type
9 // (uniform, adaptive)

10 int gridType = uniform;
11 // time horizon
12 int K = 3;
13 // task and property type
14 // (verify_safety ,

verify_reach_avoid,
15 // synthesis_safety,

synthesis_reach_avoid )
16 int p = verify_safety;
17 // library ( simulator, mdp,

imdp)
18 int lb = mdp;
19 // task specification
20 taskSpec_t

mySpec(lb,K,p,safe,eps,gridType);

Listing 6.2: (a) mdp

// Dynamics definition
shs_t<arma::mat,int>

myShs(’../CS1.mat’);
// Specification for IMDP
// safe set
arma::mat safe

{{405,540},{18,24}};
// grid size for each dimension
arma::mat grid = {{5.5,0.25}};
// relative tolerance
// for each dimension
arma::mat reft = {{1,1}};
// time horizon
int K = 3;
// task and property type
// (verify_safety ,

verify_reach_avoid,
// synthesis_safety,

synthesis_reach_avoid )
int p = verify_safety;
// library ( simulator, mdp,

imdp)
int lb = imdp;
// task specification
taskSpec_t

mySpec(lb,K,p,safe,grid,reft);

Listing 6.3: (b) imdp

the difference in magnitude of the relative variance Gq0 along each dimension, the

gridding procedure generates rectangular cells, where the dynamics of the shortest

dimension (Tz1) are lost since you have significantly fewer partitions along this

dimension [146]. In order to mitigate this, StocHy automatically rescales the state

space so all the dynamics evolve in a comparable range.

Implementation StocHy provides two verification methods, one based on mdp

and the second based on imdp. We parse the model from file cs1.mat (see line 2

of Listings 6.2(a) and 6.3(b), corresponding to the two methods). cs1.mat sets

parameter values to (6.1) and uses a ∆ = 15 [min]. As anticipated, we employ both

techniques over the same model description:
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• for mdp we specify the safe set (Xsafe), the maximum allowable error, the

grid type (whether uniform or adaptive grid), the time horizon, together with

the type of property of interest (safety or reach-avoid). This is carried out in

lines 5-20 in Listing 6.2(a).

• for the imdp method, we define the safe set (Xsafe), the grid size, the relative

tolerance, the time horizon and the property type. This can be done by

defining the task specification using lines 5-20 in Listing 6.3 (b).

Finally, to run either of the methods on the defined input model, we combine

the model and the task specification using inputSpec_t<arma::mat,int>myInput

(myShs,mySpec), then run the command performTask(myInput). StocHy provides

a summary of the generated results as the primary source of output within the

command-line interface. The summary quotes the total number of states in the

generated abstraction, the computational time taken and the abstraction error.

This is followed by a prompt to store the verification results for both methods

within the results directory:

• for mdp, StocHy generates four data files within the results folder: rep-

resentative_points.txt contains the partitioned state space; transi-

tion_matrix.txt consists of the transition probabilities of the generated

abstract dtmc; problem_solution.txt contains the sat probability for

each state of the dtmc; and e.txt stores the global maximum abstraction

error. StocHy also prompts the user to (i) export the generated abstraction

to prism or storm and (ii) generate a figure showing the probability of

satisfaction within the safe set.

• for imdp, StocHy generates three data files in the same folder: stepsmin.txt

stores Ťs of the abstract imdp; stepsmax.txt stores T̂s; and solution.txt

contains the sat probability and the errors εs for each abstract state s. StocHy

also prompts the user to generate a figure showing the lower-bound probability

of satisfaction within the safe set.
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Outcomes We perform the verification task using both mdp and imdp abstrac-

tions generated via uniform gridding with different grid sizes. We further compare the

outcomes of StocHy against the tool faust2, which is implemented in matlab [147].

Note that the imdp consists of |S|+ 1 states, where the additional state is the sink

state su = D\Xsafe. The results are shown in Table 5.1. We saturate (conservative)

errors output that are greater than 1 to this value and show the probability of

satisfying the formula obtained from imdp for a grid size of 3481 states in Figure 6.1

– similar probabilities are obtained for the remaining grid sizes.

Tool Impl. |S| Time Error
Method Platform [states] [s] εmax

faust2 matlab 576 186.7 1
mdp C++ 576 51.4 1
imdp C++ 576 87.4 0.236
faust2 matlab 1089 629.0 1
mdp C++ 1089 78.1 1
imdp C++ 1089 387.9 0.174
faust2 matlab 2304 2633.2 1
mdp C++ 2304 165.8 1
imdp C++ 2304 1552.9 0.121
faust2 matlab 3481 7523.7 1
mdp C++ 3481 946.3 1
imdp C++ 3481 3623.1 0.098
faust2 matlab 4225 10022.9 0.900
mdp C++ 4225 3313.9 0.900
imdp C++ 4225 4854.6 0.089

Table 6.1: Case study 1: Comparison
of verification results for ϕ1 when using
mdp vs imdp abstractions.

Figure 6.1: Case study 1: Lower
bound probability of satisfying ϕ1
generated using imdp with 3481 states.

As evident from Table 5.1, the new imdp method outperforms the approach using

faust2 in terms of the maximum error associated to the abstraction (faust2 gen-

erates an abstraction error < 1 only with 4225 states). Comparing the mdp

within StocHy and the original faust2 implementation (running in matlab),

StocHy offers computational speed-up for the same grid size. This is due to the

faster computation of the transition probabilities, through StocHy’s use of matrix

manipulations. StocHy also simplifies the input of the dynamical model description:

in the original faust2 implementation, the user is asked to manually input the

stochastic kernel in the form of symbolic equations in a matlab script. This is not
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required when using StocHy as it automatically generates the underlying symbolic

kernels from the input state-space model descriptions.

6.4.2 Case Study 2: Strategy synthesis

We consider a stochastic process with two modes Q = {q0, q1}, which for q0

continuously evolves according to

x1[k + 1]
x2[k + 1] =

[
0.43 0.52
0.65 0.12

]
x1[k]
x2[k] +

[
1 0.1
0 0.1

]
w1[k]
w2[k],

and for q1 according to

x1[k + 1]
x2[k + 1] =

[
0.65 0.12
0.52 0.43

]
x1[k]
x2[k] +

[
0.2 0
0 0.2

]
w1[k]
w2[k].

Consider the continuous domain shown in Figure 6.2a over both discrete locations.

We plan to synthesise the optimal switching strategy π? that maximises the

probability of reaching the green region, whilst avoiding the purple one, over

an unbounded time horizon, given any initial condition within the domain. This can

be expressed with the csltl formula ϕ2 := (¬purple) U green, where the atomic

propositions Θ = {purple, green} denote regions within the set X = [−1.5, 1.5]2

(see Figure 6.2a).

Implementation We define the model dynamics following lines 3-14 in Listing 6.1,

while we use Listing 6.3 to specify the synthesis task and together with its associated

parameters. The csltl property ϕ2 is over an unbounded time horizon, which leads

to employing the imdp method for synthesis (recall that the mdp implementation

can only handle time-bounded properties, and its abstraction error monotonically

increases with the time horizon of the formula ). In order to encode the task we

set the variable safe to correspond to X, the grid size to 0.12 and the relative

tolerance to 0.06 along both dimensions (cf. lines 5-10 in Listing 6.3). We

set the time horizon K = -1 to represent an unbounded time horizon, let p =

synthesis_reach_avoid to trigger the synthesis engine over the given specification

and make lb = imdp to use imdp method (cf. lines 12-19 in Listing 6.3). This

task specification partitions the set X into the underlying imdp via uniform
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gridding. Alternatively, the user has the option to make use of the adaptive-

sequential algorithm by defining a new variable eps_max which characterise the

maximum allowable abstraction error and then specify the task using taskSpec_t

mySpec(lb,K,p,boundary,eps_max,grid,rtol); Next, we define two files (phi1

.txt and phi2.txt) containing the coordinates within the gridded domain (see

Figure 6.2a) associated with the atomic propositions purple and green, respectively.

This allows for automatic labelling of the state-space over which synthesis is to

be performed. Running the main file, StocHy performs the abstraction and solves

the synthesis problem against ϕ2. On completion, it provides a summary of the

generated results and quotes the total number of states in the generated abstraction,

the computational time taken and the abstraction error. This is followed by a

prompt to store the generated results within the data file called Solution.txt file

found in the results folder. The data file contains the synthesised π? policy, the

lower bound for the probabilities of satisfying ϕ2, and the local errors εs for any

region s.

green

purple

green

-1

0

1

-1 0 1

(a) (b) (c)

Figure 6.2: Case study 2: (a) Gridded domain together with a superimposed simu-
lation of trajectory initialised at (−0.5,−1) within q0, under the synthesised switched
strategy π∗, and the lower probabilities of satisfying ϕ2 for mode q0 (b) and for mode
q1 (c), as computed by StocHy.

Outcomes The case study generates an abstraction with a total of 2410 states, a

maximum probability of 1, a maximum abstraction error of 0.20, and it requires

a total time of 1639.3 [s]. Figure 6.2b and 6.2c depict the resulting lower-bound

probabilities for satisfying ϕ2 for mode q0 and q1, respectively. In this case, we
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witness a slightly larger abstraction error via the imdp method then in the previous

case study. This is due to the non-diagonal covariance matrix within mode q0,

which introduces a rotation in X. When labelling the states associated with the

regions purple and green, an additional error is introduced due to the over- and

under-approximation of states associated with each of the two regions. We further

show the simulation of a trajectory under π? with a starting point of (−0.5,−1) in

q0, within Figure 6.2a. The trajectory satisfies ϕ2 and is automatically generated

by StocHy.

6.4.3 Case Study 3: Scaling in continuous dimension of
model

Verification via mdp abstractions has been shown to scale for analysis of shs with

up to four continuous variables [146]. In this subsection, we focus on pushing this

limit and show how using the imdp method we are able to scale to perform analysis

of shs models with a larger number of continuous variables. With this goal, focus

is on the continuous dynamics by considering a stochastic process with Q = {q0}

(single mode) and dynamics evolving according to

Xn[k + 1] = 0.8IdXn[k] + 0.2InWn[k], (6.2)

where n corresponds to the number of continuous variables. We are interested in

checking the bltl safety specification, evaluated over a probabilistic operator P

ϕ3 := P=?
(
G≤50Xsafe

)
,

where Xsafe = [−1, 1]n, as the continuous dimension d of the model varies. In

view of the focus on scalability for this Case Study 3, we disregard discussing the

computed probabilities, which we instead covered in Section 6.4.1.

Implementation Similar to Case Study 2, we follow lines 3-12 in Listing 6.1

to define the model dynamics, while we use Listing 6.3 to specify the verification

task using the imdp method. For this example, we employ a uniform grid having

a grid size of 1 and relative tolerance of 1 for each dimension (cf. lines 5-10 in
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Listing 6.3). We set K = 50 to represent the time horizon, p = verify_safety to

perform verification over a safety property and lb = imdp to use the imdp method

(cf. lines 12-20 in Listing 6.3). In Table 6.2 we list the number of states required for

each dimension, the total computational time, and the maximum error associated

with each abstraction.

Outcomes From Table 6.2 we can deduce that by employing the imdp method

within StocHy, the generated abstract models have manageable state spaces, thanks

to the tight error bounds that are obtained. Notice that since the number of cells per

dimension is increased with the dimension n of the model, the associated abstraction

error εmax is decreased. The small error is also due to the underlying contractive

dynamics of the process. This is a key fact leading to scalability over the continuous

dimension n of the model: StocHy displays a significant improvement in scalability

over the state of the art [147] and allows abstracting stochastic models with relevant

dimensionality.

Dimensions 2 3 4 5 6 7 8 9 10 11 12 13[n]
|S| 4 8 16 32 64 128 256 512 1024 2048 4096 8192[states]

Time taken 0.02 0.06 0.1 0.5 1.5 6.5 31.8 136.3 535.9 2065.1 9804.0 21122.2[s]
Error 0.08 0.02 6.0e-3 1.0e-3 4.0e-4 8.2e-5 5.7e-6 1.1e-6 1.6e-7 2.2e-8 1.1e-8 4.89e-9(εmax)

Table 6.2: Case study 3: Verification results of the imdp-based approach over ϕ3, for
varying dimension n of the stochastic process.

6.4.4 Case Study 4: Simulations

For this last case study, we refer to the CO2 model described in Case Study 1

(Section 6.4.1). We extend the CO2 model to capture (i) the effect of occupants

leaving or entering the zone within a time step (ii) the opening or closing of the

windows in the zone. msa is now a control input and is an exogenous signal. This

can be described as a shs comprising two-dimensional dynamics, over discrete

modes in the set {q0 = (E,C), q1 = (F,C), q2 = (F,O), q3 = (E,O)} describing

possible configurations of the room (empty (E) or full (F), and with windows open
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(O) or closed (C)). A dtmc representing the discrete modes and their dynamics

is in Figure 6.3a. The continuous variables evolve according to (6.1), which now

captures the effect of switching between discrete modes, as

CO2z1 [k + 1] = CO2z1 [k] + ∆
V

(
−msaCO2z1 [k] + %(t)(CO2,out − CO2z1 [k])

)
+ 1FCO2,occ[k] + σ1w1[k],

Tz1 [k + 1] = Tz1 [k] + ∆
Cz

(msaCpa

(
Tsp − Tz1 [k]) + %(t)

R
(Tout − Tz1 [k])

)
(6.3)

+ 1FQocc[k] + σ2w2[k],

where the additional terms are: % is the natural drift air flow that changes depending

whether the window is open (%o) or closed (%c) [m3/min]; CO2,occ is the generated

CO2 level when the zone is occupied (it is multiplied by the indicator function 1F )

[ppm/min]; Qocc is the generated heat due to occupants [ ◦C/min], which couples

the dynamics in (6.3) as Qocc,k = µCO2z1 [k] + β.
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Figure 6.3: Case study 4: (a) dtmc for the discrete modes of the CO2 model and (b)
the input control signal.

Implementation The provided file cs4.mat sets the values of the parameters

in (6.3) and contains the transition probability matrix representing the relationships

between discrete modes. We select a sampling time ∆ = 15 [min] and simulate the

evolution of this dynamical model over a fixed time horizon K = 8 [hours] (i.e. 32

steps) with an initial CO2 level CO2z1 ∼ N (450, 25) [ppm] and a temperature level
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1 // Number of simulations
2 int monte = 5000;
3 // Initial continuous variables
4 arma::mat x_init = arma::zeros<arma::mat>(2,monte);
5 // Initialise random generators
6 std::random_device rand_dev;
7 std::mt19937 generator(rand_dev());
8 // Define distributions
9 // CO_2 levels

10 std::normal_distribution<double> d1{450,25};
11 // Temperature values
12 std::normal_distribution<double> d2{17,2};
13 // Populate initial values
14 for(size_t i = 0; i < monte; ++i)
15 {
16 x_init(0,i) = d1(generator);
17 x_init(1,i) = d2(generator);
18 }
19 // Initial discrete mode q_0 = (E,C)
20 arma::mat q_init = arma::zeros<arma::mat>(1,monte);
21 // Definition of control signal
22 // Read from .txt/.mat file or define here
23 arma::mat u =readInputSignal("../u.txt");
24 //Combining
25 exdata_t data(x_init,u,q_init);

Listing 6.4: Case study 4: definition of intial conditions for simulation

of Tz1 ∼ N (17, 2) [ ◦C]. We define the initial conditions using Listing 6.4. Line 2

defines the number of Monte Carlo simulations using by the variable monte and sets

this to 5000. We instantiate the initial values of the continuous variables using the

term x_init, while we set the initial discrete mode using the variable q_init. This

is done using lines 4-20 which defines independent normal distribution for each of

the continuous variable from which we sample 5000 points for each of the continuous

variables and defines the initial discrete mode to q0 = (E,C). We define the control

signal msa in line 23, by parsing the u.txt which contains discrete values of msa for

each time step (see Figure 6.3b). Once the model is defined, we follow Listing 6.1

to perform the simulation. The simulation engine also generates a python script,

simPlots.py, which gives the option to visualise the simulation outcomes offline.
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Outcomes The generated simulation plots are shown in Figure 6.4, which depicts:

(i) a sample trace for each continuous variable (the evolution of CO2z1 is shown

in Figure 6.4a, Tz1 in Figure 6.4b) and for the discrete modes in Figure 6.4c; (ii)

histograms portraying the range of values the continuous variables can be in during

each time step and the associated count (Figure 6.4d for CO2z1 , Figure 6.4e for Tz1);

and a histogram showing the likelihood of being in a discrete mode within each

time step (see Figure 6.4f). The total time taken to generate the plots is 48.6 [s].
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Figure 6.4: Case study 4: Simulation single traces for continuous variables (a) CO2z1 ,
(b) Tz1 and discrete modes (c) q. Histogram plots with respect to time step for (d)
CO2z1 , (e) Tz1 and (f) qi, i ∈ {0, . . . , 3}.
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6.5 Conclusion

We have presented StocHy, a new software tool for the quantitative analysis of

stochastic hybrid systems. There is a plethora of enticing extensions that we are

planning to explore. In the short term, we intend to: (i) interface with other model

checking tools such as modest toolset [79]; (ii) embed algorithms for policy

refinement, so we can generate policies for models having numerous continuous

input variables using formal abstractions via mdp [71]. In the longer term, we plan

to extend StocHy such that it can (i) employ a graphical user-interface; (ii) allow

analysis of continuous-time shs; and (iii) make use of data structures such as multi-

terminal binary decision diagrams [50], [59] to reduce the memory requirements

during the construction of the abstract mdp or imdp.
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7
Conclusion and Future Research

Contents
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This chapter summaries the thesis by discussing key contributions in the

manuscript and delineates some directions for research that are presently pursued

by the author.

7.1 Conclusion

The rapid growth and development of the building industry poses the problem of

certification to guarantee their performance. The fundamental challenge in achieving

such a goal is the diversity of modelling methods and frameworks available, which

are typically decoupled from the certification requirements. Buildings are also

exposed to a high level of uncertainty and are effected by external dynamics (such

as the weather) that increase complexity during the modelling stage. In this work

we devise a framework for constructing and analysing models for bas according to

a certification goal.
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We classify the term certification into two separate classes: high-level (overall

performance) and low-level certification (behaviour of subsystems). This allows us

to reason at the appropriate level of complexity depending on the goal at hand. In

Chapter 2 we formally define these two classes and identify key metrics that are used

to quantify the performance of the system at each certification level. Following this

chapter, the thesis is split into methods for reasoning over either of the certification

levels.

For high-level certification we focus on the task of building maintenance. This

needs to be carried out over the whole building system in order to ensure efficient

and cost-effective operation. With this goal in mind, in Chapter 3 we present the

fault maintenance trees (fmt) framework as a means of performing preventative

maintenance for a bas setup. fmts model the different components and their

degradation within the bas together with the relationship between the behaviour

of individual components with respect to fault propagation. This makes it ideal

for reasoning about the selection of maintenance actions. In this thesis we apply

the framework for bas, give semantics to the qualitative fmt description in the

form of ctmcs and devise a pmc architecture for computing kpi metrics such

that optimal maintenance strategies are selected. We further compare our analysis

against techniques based on smc. While pmc is more computationally efficient, it

requires state-space reduction techniques in order to be able to analyse the whole

fmt structure.

Low-level certification requests the need for more detailed modelling structures.

Consequently, in Chapter 4 we introduce the mathematical modelling framework of

shs that captures both uncertainty (taking the form of noise) and the relationship

between discrete (e.g. software control algorithms) and continuous (physical

structures) components. We provide a library of models for bas, show how we

can build different shs models of varying complexities, and translate low-level

certification goals into formal specifications using temporal logic. Chapter 5 builds

on the shs framework and presents two formal abstraction methods over which

certification goals can be analysed. First, we delineate the classical approach of
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abstracting shs into discrete-time Markov processes (dtmc, or mdp) and then

computing verification and synthesis goals. We also show how (ε, δ)-simulation

relations can be applied for performing strategy synthesis via mdp for models with

a large number of continuous variables. Next, we introduce a novel method for

scalable and efficient abstractions via Interval Markov decision processes (imdp). A

comparison between the two abstraction techniques (mdp vs imdp based) highlights

the strengths of the novel imdp method in terms of the abstraction error generated,

scalability and the ability to reason over unbounded time horizons. Finally, we

solve the bas case studies presented in Chapter 4.

The algorithms and case studies presented in Chapter 4 and 5 are realised in a

state-of-the-art software tool called StocHy. This tool is aimed at making shs more

attractive to general end-users and easier to use. StocHy allows for (i) simulation,

(ii) verification and (iii) synthesis of shs. It is written in C++ for portability and

is both modular and easily extendable in structure.

7.2 Recommendations for future research

There are many possible areas in which the work in this thesis can be developed

further.

Analysis of continuous-time stochastic hybrid systems It is certainly

of interest to extend the analysis of models evolving over continuous time and

space. This requires the extension of our shs model to include the description

of the evolution of the continuous variables via stochastic differential equations.

Unfortunately, the computation of the conditional stochastic kernel comes with a

multitude of complexities [105]. One of the options is to first discretise the continuous

space and then perform any of the formal abstraction techniques delineated in this

thesis. However, this comes at a caveat of requiring a huge number of states to

represent the model for a sufficient abstraction error.
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Formal modelling language for stochastic hybrid systems In the current

implementation of StocHy, users need to provide a description of the relationship

between discrete modes in the form of discrete transition probabilities, while the

evolution of the continuous dynamics is described using state-space equations. It

would be desirable to have a higher level (possibly, graphical) description of the

shs. This will allow for the inclusion of more versatile dynamics (e.g. transition

probabilities described by a variety of probability distributions, non-linear evolution

of continuous variables or probabilistic resets), together with providing an easier

means of connecting with other tools. It was further noted in [1] that there is

a lack of a common formal language for describing shs: benchmarks portraying

different shs models had different definitions and hence making it hard to compare

techniques and methodologies. A reputable attempt to provide such a language is

the Hmodest language [74] and the language exchange protocol jani [34]. However,

the Hmodest language is limited to continuous-time shs where the continuous

variables are described using ordinary differential equations (i.e. neglect stochasticity

in the evolution of the continuous variables).

Encoding of the transition probabilities within the abstractions The

key element in the large memory requirements needed for formal abstractions is

the storage of the conditional transition probabilities over the gridded state space.

In StocHy, we have employed the use of sparse matrices to reduce this memory

requirement. However in the worst case, this corresponds to the full size of the

conditional transition probabilities for all the possible combinations making up

the states space. A possible means of reduction is to employ a more efficient

data structure that makes use of encodings such as multi-terminal binary decision

diagram [50], [59]. This however, comes with its own qualms: most probabilities

in the transition probability matrix are unique values. To mitigate this one can

truncate the underlying probability distribution to a certain significant decimal

value and then quantify the additional abstraction error being introduced.
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Predictive maintenance via fault maintenance trees In Chapter 3, we

present a preventative maintenance method for bas using fmt. We can rephrase the

problem into an optimisation scheme that computes the best maintenance actions via

a performance-based cost function. One approach is to transform the degradation

models within the fmt into dynamical models which depend on the maintenance

action [3], [43], [55]. Consequently, we can describe the fmt as shs and employ the

strategy synthesis algorithms found in StocHy to compute the optimal maintenance

strategies. Note, that due to the large number of degrading components present in

the fmt, special care needs to be taken to mitigate state-explosion as a result of

performing parallel composition of all the individual abstract representations of the

components. However, this also alleviates the need to approximate time steps via

the Erlang distribution.

Connect the library of models for BAS with the Brick schema The

brick [18] meta-data schema defines a concrete ontology network describing the

structure of the building based on the connected sensors and the relationship between

them. This allows for generation of a high-level description on the structure of

different types of buildings. By connecting the library of bas models and extending

it to contain models of other sub-components which are not currently included (e.g.

the chiller), we can construct realistic and diverse models over which certification

and analysis can be performed. Further bridging the gap between the actual building

structure, modelling and analysis.
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A
Case studies

Contents
A.1 Heating setup with stochastic dynamics . . . . . . . . . 149
A.2 Heating setup with large number of continuous variables150
A.3 Air quality model capturing CO2 and temperature

dynamics . . . . . . . . . . . . . . . . . . . . . . . . . . . 151

A.1 Two zone heating setup with stochastic
dynamics

We present the corresponding system matrices of the model Ms described in

Section 4.3.1. Ms is given by (4.10) and is characterised by the following system

matrices

As =


0.6250 0.00024 0.00065 0

1.3737e− 05 0.7696 0 0.00029
0.0134 0 0.9513 0

0 0.0134 0 0.9513

 , Bs =


0.3739
0.2300

0
0

 ,

Qs =


0.0037

−1.6528e− 04
2.6511
2.6511

 , Σs =


0.3096 0 0 0

0 0.3096 0 0
0 0 1.5488 0
0 0 0 1.5488

 .
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Ms′ is shaped by the following system matrices

As′ =
[

0.6250 0.00024
1.3737e− 05 0.7696

]
, Bs′ =

[
0.3739
0.2300

]
,

Qs′ =
[

0.0037
−1.6528e− 04

]
, Σs′ =

[
0.3096 0

0 0.3096

]
.

A.2 Two zone heating setup with large number
of continuous variables

The model Ms,7 is described by the following system matrices

As,7 =



0.9678 0 0.0035 0 0.0036 0 0.0036
0 0.9682 0 0.0034 0 0.0034 0.0034

0.0106 0 0.9494 0 0 0 0
0 0.0097 0 0.9523 0 0 0

0.01057 0 0 0 0.9494 0 0
0 0.0097 0 0 0 0.9523 0

0.0106 0.0097 0 0 0 0 0.9794


,

Bs,7 =



0.0195
0.0199

0
0
0
0
0


, Qs,7 =



0.0164
−0.0018
0.0387
0.0189
0.0110
0.0108
0.0109


,

Gs,7 =



0 0 1.9380e− 05 0 0.0019 0
0 0 0 5.7769e− 07 0 0.0015

0.0458 0 0 0 0 0
0.0425 0 0 0 0 0

0 0.0397 0 0 0 0
0 0.0377 0 0 0 0


.

In Section 5.4.2, we perform model-order reduction on Ms,7, to obtain four simpler

models Ms,i, i ∈ {4, . . . , 1}. The model Ms,4 is described using

As,4 =


0.9678 0.0036 0.0036 0.0036
0.0106 0.9494 0 0
0.0106 0 0.9494 0
0.0106 0 0 0.9794

 , Bs,4 =


0.0195

0
0
0

 , Qs,4 =


0.0164
0.0386
0.0110
0.0110

 ,
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Gs,4 =


0 0 1.9381e− 05 0.0019 0

0.0458 0 0 0 0
0 0.0397 0 0 0
0 0 0 0 0.0097

 .
Ms,3 is given by

As,3 =

0.9714 0.0036 0.0036
0.0106 0.9494 0
0.0106 0 0.9494

 , Bs,3 =

0.0195
0
0

 , Qs,3 =

0.0164
0.0387
0.0110

 ,

Gs,3 =

 0 0 1.9381e− 05 0.0019
0.0459 0 0 0

0 0.0397 0 0

 .
The model Ms,2 is characterised by

As,2 =
[
0.9750 0.0036
0.0106 0.9388

]
, Bs,2 =

[
0.0195

0

]
, Qs,2 =

[
0.0164
0.0387

]
,

Gs,2 =
[

0 1.9381e− 05 0.0019
0.0459 0 0

]
.

Last, Ms,1 is delineated using

As,1 =
[
0.9177

]
, Bs,1 =

[
0.0575

]
, Qs,1 =

[
0.0872

]
, Gs,1 =

[
0 1.9381e− 05 0.0057

]
.

A.3 Air quality model capturing CO2 and
temperature dynamics in zone

We provide the state-space models describing the continuous evolution using (4.16)

for each discrete mode. When the current discrete state corresponds to q0 =

(¬Fen,¬Wen), the continuous dynamics evolve according to

As,q0 =
[
0.9995 0
0.0030 0.9998

]
, Qs,q0 =

[
1.4748
0.0007

]
,

Gs,q0 =
[
1 0
0 1

]
, Σs,q0 =

[
9.7227 0

0 2.3241

]
.

For q1 = (Fen,Wen) we have

As,q1 =
[
0.9830 0
0.4693 0.9935

]
, Qs,q1 =

[
2.0050
0.1378

]
,
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Gs,q1 =
[
1 0
0 1

]
, Σs,q1 =

[
14.5641 0

0 4.6482

]
.

Similarly for q2 = (¬Fen,Wen)

As,q2 =
[

0.9913 0
6.4603e− 06 0.9998

]
, Qs,q2 =

[
2.0050
0.0007

]
,

Gs,q2 =
[
1 0
0 1

]
, Σs,q2 =

[
14.5641 0

0 2.3241

]
.

Last, we have that when the current state is in q3 = (Fen,¬Wen)

As,q3 =
[

0.9911 0
6.4603e− 06 0.9935

]
, Qs,q3 =

[
1.4748
0.1378

]
,

Gs,q3 =
[
1 0
0 1

]
, Σs,q3 =

[
9.7227 0

0 4.6482

]
.

These model are constructed using the library of bas models, where the follow-

ing variables are assumed as external disturbance sampled from i.i.d. Gaussian

distributions as follows

CO2,occ ∼ N (975, 0.5) CO2,out ∼ N (415, 0.5),

Twjn ∼ N (18, 2), Tsa1 ∼ N (22, 1).

We additionally set σ2zi = 0.83 and σzi = 0.2 for i = {1, 2}.
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B
Proofs associated with formal

abstractions into IMDP

Contents
B.1 Proof of Proposition 1 . . . . . . . . . . . . . . . . . . . 153
B.2 Proof of Theorem 5.2.1 . . . . . . . . . . . . . . . . . . . 154
B.3 Proof of Proposition 2 . . . . . . . . . . . . . . . . . . . 155
B.4 Proof of Proposition 3 . . . . . . . . . . . . . . . . . . . 156
B.5 Proof of Theorem 5.2.2 . . . . . . . . . . . . . . . . . . . 156
B.6 Proof of Lemma 1 . . . . . . . . . . . . . . . . . . . . . . 157

B.1 Proof of Proposition 1

Proof. For a fixed a ∈ A, recall that

T (s | x, a) =
∫
s
N (t | F (a, x),Σx(a)) dt,

where F (a, x) = F (a)x+Q(a) and Σx(a) = G(a)ΣwG(a)T . By applying a whitening

through the transformation matrix Ta = Λ−
1
2

a V T
a , we obtain that TaCovx(a)T Ta = I,

where I is the identity matrix. Thus, by working in the transformed space induced

by Ta, we obtain

Tx(s | x, a) =
∫

Post(s,Ta)
N
(
t | Ta F (a, x), I

)
dt.
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Under the assumption that Post(s, Ta) is a hyper-rectangle, the above multidi-

mensional integral can be separated and expressed as a product of n integrals of

uni-dimensional normal distributions

Tx(s | x, a) =
∫

Post(s,Ta)
N
(
t | Ta F (a, x), I

)
dt

=
∫ v

(1)
u

v
(1)
l

· · ·
∫ v

(n)
u

v
(n)
l

N
(
t1 | y(1), 1

)
· · · N

(
tn |

y(n), 1
)
dt1 · · · dtn

=
n∏
i=1

∫ v
(i)
u

v
(i)
l

N
(
ti | y(i), 1

)
dti

=
n∏
i=1

1
2

(
erf(y

(i) − v(i)
l√

2
)− erf(y

(i) − v(i)
u√

2
)
)
,

where y = Ta F (a, x).

B.2 Proof of Theorem 5.2.1

Proof. We first consider the maximum case and then discuss the minimum case.

The kkt conditions guarantee that if y ∈ Post(s′i, Ta) is a local maximum for f ,

then there must exist a vector of constants η = (η1, . . . , ηk) such that ∇f(y) = HTη,

ηi ≥ 0 for all i ∈ {1, ..., k}, and ηi(
∑m
j=1H

(i,j)y(j) − bi) = 0, where H(i,j) is the

component in the i-th row and j-th column of matrix H. Note that we have a

constant ηi, i ∈ {1, . . . , k}, for each of the half-spaces defining Post(s′i, Ta). Thus,

there are three possible cases:

• Case 1: x∗ is not in the boundary of Post(s′i, Ta). In this case the kkt

conditions imply that y is a maximum only if∇f(y) = 0. For a normal distribu-

tion with identity covariance, this point is exactly y =
(
v

(i)
u +v(1)

l

2 , ...,
v

(n)
u +v(n)

l

2

)
.

If y ∈ Post(s′i, Ta), then this is the global maximum, because it is the global

maximum of the unconstrained problem.

• Case 2: x∗ is a vertex of Post(s′i, Ta). We call a vertex an intersection

of n half-spaces. As a consequence, we have that the kkt conditions are

satisfied in y, vertex of Post(s′i, Ta), if and only if ∇f(y) = H̄Tη, where H̄ is
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the sub matrix that contains only the n rows of H representing the half-spaces

interesting at y, and vector η contains only the n corresponding constants.

Thus, we have a system of n equations and n variables that have a solution

for ηi ∈ R. However, since the set of vertices is finite, it is generally faster to

just include all the vertices as possible candidate solutions instead of solving

the system of equations.

• Case 3: y is in the boundary of Post(s′i, Ta), but is not a vertex. In

this case only r < n of the half-spaces in H intersect at y. Thus, if y is a

maximum then ∇f(y) = H̄Tη, where H̄ is the sub matrix of H containing the

r < n half-spaces intersecting at y, and η contains only the r corresponding

constants. Note that this is a system with more equations than variables.

Therefore, only when some of constraints become linearly dependent, there

may be a solution for y ∈ Post(s′i, Ta), if at all.

The minimum case is identical except that condition ∇f(y) = HTη is replaced

with ∇f(y) = −HTη.

B.3 Proof of Proposition 2

Proof. By Definition we have

f(y) =
n∏
i=1

f̄(y(i) | v(i)
l , v

(i)
u ),

where

f̄(y(i) | v(i)
l , v

(i)
u ) = 1

2
(
erf(y

(i) − v(i)
l√

2
)− erf(y

(i) − v(i)
u√

2
)
)

with v(i)
u > v

(i)
l . Now, since a product of log-concave functions is a log-concave

function itself, to show that f(y) is log-concave, it is enough to show that f̄(y(i) |

v
(i)
l , v

(i)
u ) is log-concave for i ∈ {1, ..., n}. In order to do that we first need to observe

that

f̄(y(i) | v(i)
l , v

(i)
u ) =

∫ y(i)−v(i)
l

y(i)−v(i)
u

N (t | 0, 1)dt.
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That is, f̄ induces a standard Gaussian probability measure P̄ . We denote with

P̄ ([y(i)−v(i)
u , y

(i)−v(i)
l ]) the resulting probability for convex Borel set [y(i)−v(i)

u , y
(i)−

v
(i)
l ]. By rearranging terms, for λ ∈ [0, 1], y1, y2 ∈ R, we finally obtain

f̄(λy1 + (1− λ)y2 | v(i)
l , v

(i)
u ) =

P̄ (λ[y1 − v(i)
u , y1 − v(i)

l ] + (1− λ)[y2 − v(i)
u , y2 − v(i)

l ]) ≥

P̄ ([y1 − v(i)
u , y1 − v(i)

l ])λP̄ [y2 − v(i)
u , y2 − v(i)

l ])1−λ =

f̄(y1 | v(i)
l , v

(i)
u )λf̄(y2 | v(i)

l , v
(i)
u ))(1−λ),

where the above inequality is due to Theorem 2 in [131].

B.4 Proof of Proposition 3

Proof. For the upper bound, we have that for si ∈ Ssafe and a ∈ A,

max
x∈si

Tx(X | x, a) ≤ max
x∈si

∫
X
N (z | F (a, x),Σx(a)) dz

= max
y∈Post(s′i,Ta)

∫
Post(X,Ta)

N (z | y, I) dz

≤ max
y∈Post(s′i,Ta)

∑
s∈S̄q

∫
Post(s,Ta)

N (z | y, I) dz

= max
y∈Post(s′i,Ta)

∑
s∈S̄q

f(y, s).

For the lower bound, similarly to the upper bound, we have that

min
x∈si

Tx(X | x, a) ≥ min
y∈Post(s′i,Ta)

∑
s∈Sq

f(y, s).

B.5 Proof of Theorem 5.2.2

For each ϕ, let Aϕ̄ = (Z, 2Θ̄, τ, z0,Zac) be the dfa correspondent to ϕ with

initial state z0. Then, P (ϕ | x,X, π∗H) can be computed on the product stochastic

hybrid system Hϕ = H × Aϕ̄ = (A × Z, Fϕ, Gϕ,Θ,Lϕ), where Lϕ(x, (a, z)) =

L((a, x)), Fϕ(a, z) = F (a, x) and Gϕ(a, z) = G(a). We define the set of accepting
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states of Hϕ as Xac = X ×A×Zac. It is possible to show that P (ϕ | x,X, π∗H) can

be computed as the solution of the following Bellman equation

V (z0, x,X, π
∗
H) =

1 if (x, π∗H(x), z0) ∈ Xac

0 if x 6∈ X∫
X f(x′|x, π∗H(x0))V (τ(z0, L(x, π∗H(x)), x′, X, π∗H)dx

(B.1)

where f(x′|x, π∗H(x0)) the density function of transition kernel T and, with an

abuse of notation, we call π∗H(x0) the action resulting from the application of the

(stationary) strategy π∗H in x0. For s ∈ S call

V̆ π∗H(z, s,X, π∗H) = min
x∈s

V (z, x,X, π∗H).

Then, it follows that

V̆ π∗H(z0, s,X, π
∗
H) =

1 if there exists x ∈ s s.t. (x, π∗H(x), z0) ∈ Xac

0 if x 6∈ X
minx∈s

∫
X f(x′|x, π∗H(x))V (τ(z0, L(x, π∗H(x)), x′, X, π∗H)dx′

Then, because for each x1, x2 ∈ s it holds that π∗H(x1) = π∗H(x2) and Sϕ is a

discretization of X that respects the propositional regions, we obtain

V̆ π∗H(z0, s,X, π
∗
H) ≤

1 if there exists x ∈ s s.t. (x, π∗H(x), z0) ∈ Xac

0 if x 6∈ X
minx∈s

∑
s∈Sϕ T (s|x, π∗H(x))V̆ π∗H(τ(z0, L(x, π∗H(x)), x′, X, π∗H)

The latter expression is exactly (5.33) for a fixed strategy π∗H. Similar approach can

be used to prove that the solution of (B.1) is upper bounded by (5.34).

B.6 Proof of Lemma 1

Sϕ is a discretization of X that does not respect the propositional regions R, and the

labelling function L of I introduces an under approximation of those regions. Similar

to the proof of Theorem 5.2.2, a product shs Hϕ can be constructed. By replacing
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the discretization Sϕ in the Bellman equation and noting that L under-approximates

R, it holds that V̆ π∗H(z0, s,X, π
∗
H) is an under-approximation of P (ϕ | d0, X, π

∗
H).

For the upper bound, note that the labelling function L′ over-approximates the

labels of each region. With the same derivation as above but using L′ instead of L,

it follows that

V̂ π∗H(z, s,X, π∗H) ≥ P (ϕ | d0, X, π
∗
H),

where

V̂ π∗H(z, s,X, π∗H) = max
x∈q

V (z, x,X, π∗H),

and V (z, x,X, π∗H) is defined in (B.1).
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