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Abstract

Smart buildings are key to reducing greenhouse gas emissions in the face of the
continuous and fast-paced growth of urbanisation. The performance criteria for the
optimal operation of such intelligent systems require the coupling of certification
goals with the design of both the modelling framework and control algorithms.

In the first part of this thesis we demonstrate the use of Fault Maintenance Trees
(FMTs): a qualitative description that embeds component degradation, maintenance
policies and the relationship between components leading to a failure. We provide
semantics to FMTs using continuous-time Markov chains and employ efficient
probabilistic model checking to analyse the performance of heating, ventilation
and air-conditioning unit, against certification metrics, under different maintenance
schemes. The method is also benchmarked against the application of statistical
model checking for analysis.

The second part introduces the modelling framework of discrete-time Stochastic
Hybrid Systems (SHS): probabilistic models suitable for describing the dynamics of
variables presenting interleaved and interacting continuous and discrete components.
We present algorithms and techniques for performing scalable verification and
control synthesis of SHS. The kernel of the methods is a novel abstraction procedure
that makes use of interval Markov decision processes. The method embeds the exact
abstraction error within the abstraction itself. Consequently reducing the number
of states required significantly and allowing us to analyse SHS with more than 10
continuous variables. Furthermore, the applicability of the framework is shown
via the construction and analysis of a library of models for building automation
systems with different certification goals.

Finally, we embed the models and algorithms within StocHy: a new tool aimed
at simplifying the analysis of sHS. The tool is written in C++ and allows for
simulation, verification and synthesis of stochastic and hybrid systems, in a manner
that is accessible to general end-users.
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The growing ubiquitousness of the internet-of-things has enabled a new type of
buildings, termed Smart Buildings, which aim to deliver useful building services that
are cost effective, reliable and ensure occupant comfort and productivity (thermal
quality, air comfort). Smart buildings combine complex integration of software with
multi-physical subsystems, such that a high level of intelligence is achieved: light
and heating can be switched on automatically; fire and burglar alarms can be more
sophisticated; and cleaning services can be connected to the occupancy rate.

The overall operation of a smart building is an interconnected web between
different subsystems stemming over different domains. These include the building
automation system (BAS) which incorporates the communication protocols and
control algorithms; the civil engineering building infrastructure; and the thermal,
electrical and mechanical components. Unfortunately, different components are
typically designed separately and are not synchronised together, adding to the total

complexity of buildings [113]. This is further reflected within the research community



where specific goals for sub-components are typically tackled: a multitude of
present-day works focus on detecting occupancy in rooms (e.g. [103], [115], [167]),
synthesising optimal control policies (e.g. |[12], [51], [63], [127]), modelling the internal
zone temperature and air quality (e.g. [7], [77], |[163]), designing communication
protocols connecting smart buildings with the power grid (e.g. [89], |169]).

The operational and maintenance costs of smart buildings, together with the
need to reduce the total energy consumption of buildings (buildings as of 2018
consume more than 36% of the global final energy usage [85]), places increasing
importance on the need for them to function correctly and efficiently. In order to
reach this goal, models and control strategies for buildings need to be (i) standardised
following protocols and regulations; and (ii) targeted towards handling the whole
building structure. Protocol and regulations come in the form of a set of rules
and specifications defined by international agencies. Within the building domain,
two prominent certification standards have been documented, namely: LEED [117]
targets the generation of net-zero energy consumption and ENERGYSTAR [149] which
defines a standard measure of performance compliance for residential buildings.

Real-world requirements and definitions have been shown to contain ambiguous
wordings and are under specified [27]. Formal methods try to alleviate this
situation by requiring specifications to be formulated using logical and mathematical
constructs that rid ambiguity. Using formal methods, the behaviour of the system
in question, described using rigorous mathematical models is checked against
the specifications via formal proofs. Outside the building domain, many safety
and embedded systems standards, such as IEC 61499 [164], DO-331 [135] and 1SO
26262 [126] strongly recommend the application of formal methods in varying
degrees.

Automated and quantitative verification form the underlying principles of formal
methods. In automated verification ezhaustive traversal of the underlying model is
performed to establish if certain properties hold for a system model. An example of
such a property is “does the system remain switched on for the next ten minutes?"

and are typically defined using temporal logic. The process of automatically



verifying the correctness of properties of finite-state systems is known as model
checking. Analogously, quantitative verification extends automated verification, to
allow reasoning over quantitative properties such as “what is the probability of the
temperature exceeding 25 °C?". Quantitative verification is applied in a multitude
of domains: aerospace and avionics [128], [14§], energy systems [60], [116], and

systems biology [46], [99].

Automated and quantitative verification: A technique for establishing
if certain properties, typically expressed in temporal logic hold for a system
model. This is carried out via a combination of a traversal of the state-
transition graph of the model and numerical computation [97].

It comes in two flavours [97]:

e Probabilistic Model Checking (PMcC, [101]) deals with systems that exhibit
probabilistic behaviour and is based on the construction and analysis of a
probabilistic model of the system. The system is usually specified as a state
transition model and a probabilistic model checker calculates the probabilities
of reaching different states in a model or computes the expected reward given

a time horizon.

o Statistical Model Checking (SMcC, [168]) generates sample executions of a
probabilistic system according to the distribution defined by the system
and a statistical model checker computes statistical guarantees based on the

executions [106].

PMC provides formal guarantees with higher accuracy when compared with smc [16§],
at a cost of being more memory intensive and may result in a state-explosion.
More recently within the domain of Control Engineering, quantitative verification
has induced a new branch of correct-by-construction policy (strategy) synthesis.
This encodes performance properties into a logical formula and then makes use of

techniques from quantitative verification to determine the optimal control actions



needed to ensure a certain performance level is achieved. A common correct-by-
construction approach is based on the computation of a finite-state abstraction of
the control system. Given a specification expressed in a formal language such as
temporal logic, a controller that enforces this specification on the abstraction is
first synthesised and then refined to a controller enforcing the same specification on
the original system [156]. This technique yields promising results in the domains,
but not limited to, of robotics for the planning of robot motion in a continuous
space (e.g. [26], [57]) and of cyber-physical systems for specifying complex tasks

over interleaved discrete and continuous variables (e.g. [72], [137]).

Correct-by-construction: A method where control software is synthe-
sised along proof of correctness [156].

This thesis provides the underpinning framework that connects formal methods
with the domain of Smart buildings. It sets up a modelling framework for BAS over
which certificates can be generated using techniques stemming from quantitative
formal verification and control policy synthesis. In Section [I.1] we first identify the
key research problems being addressed in this thesis. This is followed by a short
overview of the thesis structure together with the novel contributions within each

chapter (see Section [1.2). Finally, we list the associated publications in Section [L.3|

1.1 Research questions

From the many open questions related to both the field of BAs and formal methods,
we focus on the intersection between constructing models with sufficient detail
and reasoning about a system’s performance. Determining the level of detail
captured by a model to represent a system, is an arduous task and a trade-off
between complexity, size and true representation of the dynamics of a system, is a
must. A good middle ground is the inclusion of uncertainty within the modelling
framework which takes into account unmodelled effects. In BAS, this is highly

relevant due to the many sources of uncertainty stemming from, for instance, the



weather, occupancy patterns, or from the sensor measurements themselves [113].
We can capture this uncertainty by incorporating probability within the modelling
structure. Furthermore, BAS operates within an embedded system where discrete
events directly affect the continuous variables representing the building’s internal
dynamics. Hybrid models allow us to capture the relationship between the discrete
and continuous variables. Analysis of models with both probabilistic and hybrid
elements is hard and presents multiple interesting challenges. On this premise, we

raise the following questions:

o How do we construct a general modelling framework which: (i) captures
uncertainty and the hybrid elements in BAS to a sufficient degree; (ii) can be
used for sets of similar buildings and applications and (iii) is both theoretically

sound and practical to use?

o How do we couple certification goals with the modelling framework, such
that we can: (i) model check the performance of the system against a certain
requirement; and (ii) embed the requirement within both the modelling phase

and the control strategy design?

We propose the use of stochastic hybrid systems (SHS) as the modelling framework
which can compound both uncertainty and the relationship between discrete and
continuous variables in the model. The coupling of certification goals with SHS can
be achieved by applying formal methods. However, this introduces a number of

quandaries:

» general verification goals are bound to be undecidable, and their approximated
(and finite) versions are frequently stymied by the state-space explosion
problem. This restricts the level of detail and complexity attainable for the

verification of stochastic models.

o similar to the previously raised point, the synthesis of control policies on such
models is also hindered by the curse of dimensionality. To this end, different

techniques aimed at speeding up formal algorithms through abstractions [147],



or by data-driven approaches, such as reinforcement learning [33], [80] have
been developed. However, they all require specific types of models and work

under their own set of assumptions.

1.2 Overview of the thesis

This thesis sets up a formal modelling, verification and synthesis framework for
BAS that is easily extensible and can be adopted by non-technical users. As a
deliverable, a software tool called StocHy, which encapsulates the solutions to our
main goals, is also presented. This aims to address the research questions identified
in Section (1.1 Figure depicts a pictorial representation of the relationship
between the different chapters within this thesis.

1. Introduction

2. Background

A Y

3. Fault Maintenance Trees:

4. Framework for Stochastic Processes:
Applied to BAS

Library of BAS models

|

5. Formal Verification and Synthesis via Abstractions:
Solving Certification Goals for BAS

|

‘ 6. Implementation of StocHy ‘

1

7. Conclusion and Future Research ‘

Figure 1.1: Overview of thesis structure.

A breakdown of the structure of this manuscript is as follows:

o Chapter [2|formally defines the term certification and the different levels of
such certification: high-level and low-level. This is followed by definition of the
general technical preliminaries: general notation, the different probabilistic

models and associated logics.



« Chapter |3|introduces fault maintenance trees (FMT) and discusses a novel
framework to analyse FMTs using PMC. We apply the framework to a BAS
case-study and presents a comparison between analysing FMTs using the

PMC framework and the current state of the art which employ sMmc.

o Chapter 4| formally defines the term stochastic processes and in particular
sHS. We describe how BAS models fit within this modelling framework and
present a library of models for BAS. For these models, we explain identify

verification and synthesis goals.

o Chapter [5] builds upon Chapter {4 and sets up a framework for performing
verification and synthesis. We introduce two different formal abstraction
techniques: (i) for uncountable continuous state spaces we abstract models
into discrete-time Markov processes (MDP); and (ii) for continuous state
spaces with countable control actions we abstract models into interval Markov
decision process (IMDP). More specifically, we present extensions to the policy
synthesis frameworks via a MDP, and methods for performing verification and
synthesis using IMDP. Finally, we solve the high-level certification goals of

the BAS case studies delineated in Chapter

« Chapter [6] connects Chapter [ and [f] by integrating the work into a tool
called StocHy, which aims to make the analysis of models endowed with
stochastic elements easier for general end-users. This chapter describes the

implementation and serves as a user guide to StocHy.

o Chapter [7| concludes the work by recapitulating the main contributions of

this manuscript and outlines directions for future research.

All the methods and algorithms developed are based on data obtained from the
Smart Buildings Laboratory within the Department of Computer Science, at the
University of Oxford. The Smart Building Laboratory consists of two highly
sensorised teaching rooms (see Figure which are used daily for the MSc Degree

in Software Engineering offered by the Department.



Figure 1.2: Smart Building laboratory within the Department of Computer Science,
Oxford (Room 478 - 479).

The teaching rooms are connected back to back and have three of the walls of
the two rooms exposed to the outside, while the rest connects to the interior hall.
The dimensions of the floor plan areas, for each respective room, are 94m? and
96m?. Both rooms have two external windows and form part of a larger building
management system that controls the rest of the building. Indoor heating control
is primarily managed with thermostat controlled radiators and air handling units,
which form part of a variable-air ventilation system. The rooms are further equipped
with temperature and C'O, sensors. Measurements consisting of five-minute sampled
values are recorded and stored on a daily basis.

Using the sensor measurements for temperature, CO, levels, radiator valve
positions and boiler status (ON or OFF) over the period of one year, we constructed
the library of model for BAS that is formally defined in Chapter 4. All the models
have been further validated against and tested on an internal simulator provided by
Honeywell Labs, Prague. Further note that the controllers built using these models,
which are described within Chapter 5 have not been implemented as part of a real

test-bed due to safety and timing constraints.

1.3 Publications by the author

The material presented in this doctoral thesis has appeared in top-tier international

conference proceedings, or has been published in peer-reviewed journals. The



connection between each chapter and the publications is as follows:
 Chapter [3

— N. Cauchi, K. A. Hoque, A. Abate, and M. Stoelinga, “Efficient Prob-
abilistic Model Checking of Smart Building Maintenance using Fault
Maintenance Trees”, in Proceedings of the fourth ACM International Con-

ference on Systems for Energy-Efficient Built Environments (BuildSys),
ACM, 2017, p. 24

— A. Abate, C. E. Budde, N. Cauchi, A. van Harmelen, K. A. Hoque,
and M. Stoelinga, “Modelling Smart Buildings Using Fault Maintenance

Trees”, in European Workshop on Performance Engineering (EPEW),
Springer, 2018, pp. 110-125

— A. Abate, C. E. Budde, N. Cauchi, K. A. Hoque, and M. Stoelinga,
“Assessment of Maintenance Policies for Smart Buildings: Application
of Formal Methods to Fault Maintenance Trees”, in Proceedings of the

FEuropean Conference of the PHM Society, PHM society, vol. 4, 2018

— N. Cauchi, K. A. Hoque, M. Stoelinga, and A. Abate, “Maintenance
of Smart Buildings Using Fault Trees”, ACM Transactions on Sensor
Networks (TOSN), vol. 14, no. 3-4, 28:1-28:25, 2018, 1SSN: 1550-4859

 Chapter [4 and

— S. Haesaert, N. Cauchi, and A. Abate, “Certified Policy Synthesis
for General Markov Decision Processes: An Application in Building

Automation Systems”, Performance Fvaluation, vol. 117, pp. 75-103,
2017

— N. Cauchi and A. Abate, “Benchmarks for Cyber-Physical Systems: A
Modular Model Library for Building Automation Systems”, in Proceedings
of the Sizth IFAC Conference on Analysis and Design of Hybrid Systems
(ADHS), vol. 51, 2018, pp. 49-54
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— A. Abate, H. Blom, N. Cauchi, S. Haesaert, A. Hartmanns, K. Lesser,
M. Oishi, V. Sivaramakrishnan, S. Soudjani, C.-I. Vasile, et al., “ARCH-
COMP18 Category Report: Stochastic Modelling”, in ARCH1S. Fifth
International Workshop on Applied Verification of Continuous and Hybrid
Systems, ARCH@ ADHS 2018, Oxford, UK, July 13, 2018, 2018, pp. 71—
103

— N. Cauchi, L. Laurenti, M. Lahijanian, A. Abate, M. Kwiatkowska,
and L. Cardelli, “Efficiency Through Uncertainty: Scalable Formal
Synthesis for Stochastic Hybrid Systems”, in Proceedings of the 22nd
ACM International Conference on Hybrid Systems: Computation and
Control (HSCC), New York, NY, USA: ACM, 2019, pp. 240-251, ISBN:
978-1-4503-6282-5

— A. Abate, H. Blom, N. Cauchi, K. Degiorgio, M. Franzle, E. M. Hahn, S.
Haesaert, H. Ma, M. Oishi, C. Pilch, A. Remke, M. Salamati, S. Soudjani,
B. van Huijgevoort, and A. P. Vinod, “ARCH-COMP19 Category Report:
Stochastic Modelling”, FPiC Series in Computing, vol. 61, G. Frehse,
Ed., pp. 62-102, 2019

 Chapter [§

— N. Cauchi and A. Abate, “StocHy: Automated Verification and Synthesis
of Stochastic Processes”; in Tools and Algorithms for the Construction
and Analysis of Systems (TACAS), T. Vojnar and L. Zhang, Eds., Cham:
Springer International Publishing, 2019, pp. 247-264, 1SBN: 978-3-030-
17465-1

The following publications are related to the material in this thesis, but are not
included within this manuscript. In these publications, we devise a framework for
performing predictive maintenance for BAS using deterministic models. This is
outside the main focus of the manuscript, that of employing and reasoning over

models which are uncertain and thus, nondeterministic for BAS.
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o K. Macek, P. Endel, N. Cauchi, and A. Abate, “Long-Term Predictive
Maintenance: A Study of Optimal Cleaning of Biomass Boilers”, Energy
and Buildings, vol. 150, pp. 111-117, 2017

o N. Cauchi, K. Macek, and A. Abate, “Model-Based Predictive Maintenance
in Building Automation Systems with User Discomfort”, Energy, vol. 138,
pp- 306-315, 2017
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In this chapter, we define the term certification and how it is applied within the
context of this thesis. This is followed by establishing the formal underpinnings of
the remaining chapters. We start by introducing notation together with well-known
concepts to reason about probabilistic systems. Next, we formally define and explain
the behaviours of the probabilistic models used in this thesis. Finally, we discuss

the syntax and semantics of the associated temporal logics.

2.1 Certification

BAS consists of multiple physical and engineered components that are controlled and
monitored using computing algorithms written in discrete logic. The continuous
dynamics are further affected by noise stemming from the physical environment.

To reason about such complex systems, models need to be constructed.
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Model: A representation or abstraction of something such as an entity, a
system or an idea. [19]

A model must be able to realistically represent the whole operation of the
BAS together with that of the individual subcomponents. Based on such models,
engineers construct algorithms that control its performance.

The International Organisation for Standardisation defines a set of rules which

govern the operation of systems via the principle of certification.

Certification: A “procedure by which a third party gives written assur-
ance that a product, process or service conforms to specified characteris-
tics.” [133]

In industry, there are different certification standards (LEED [94], BREEAM [94],
ENERGY STAR [149]) and design handbooks (e.g. ASHRAE [11]) which BAs adhere
to. These define levels of operation for BAS in terms of their ability to provide
thermal comfort, good air quality, reliable operation and high energy efficiency
usage. In order to achieve the certification levels required by these standards current
trial-and-error approaches to build computing-centric engineered systems must
be replaced by rigorous formal methods and robust system design [134]. Formal
methods, such as quantitative verification, provide a mathematical framework to
prove correctness of systems components and have become an essential component
during the design and development phase of systems in industry [124]. This has not
escaped the smart energy domain [§], [150], [153]. In this work, we apply formal
methods to generate certificates for different levels of model abstractions. We split

the term certification into two:
o high-level - reasoning over the BAS as a whole;
e low-level - reasoning over individual subcomponents.

In high-level certification, we reason about the overall performance of a system.

The performance criterion is based on certification requirements which can be
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formalised as Key Performance Indicators (KPI), i.e. a set of metrics which are
specified over a time horizon K > 0, and quantify failures in the time window

[0, K] [90]. Some of the most relevant KpIs are:
e Reliability - the probability of the system not failing in the time window [0, K7;

o Awailability - the expected fraction of time in the window [0, K] that the

system is operational;

o FEzpected number of failures (ENF) - the expected number of times a failure is

observed in the time window [0, KJ;

o Eaxpected costs - the total costs incurred in the time window [0, K], including
operational, inspection, maintenance costs, and costs associated to system

failures.

In contrast, for achieving low-level certification we reason about the behaviour

of subsystems within the BAS. At this level, we focus on KPis defined in terms of

o Safety - the probability of the system remaining within an operational region,

in the time window [0, K7;

e Reach - the probability of the system attaining an operational region, in the

time window [0, K7;

e Reach and Awvoid - the probability that executions of a system attain an
operational region while avoiding another (or conversely never leaving the

complementary safe region), during the time horizon [0, K].
2.2 Technical preliminaries

2.2.1 General notation

We denote the set of real numbers by R and the natural numbers (including 0) by

N. Given a set of numbers A, we use subscripts to indicate the restriction to the
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non-negative and positive fragments of A, respectively. For example, R>( refers to
the non-negative reals.

We use [a,b] = {c € R|a <c<b} CR to denote the interval of reals between
a and b including the boundaries. We denote the empty set as (). Given two
homogenous sets A, B, their difference is defined as A\B = {z: 2 € ANz ¢ B}.
We represent their Cartesian product by A x B = {(a,b) | a € ANb € B}.

A probability measure P for a sample space X and o-algebra C' defined over
X is a non-negative map, P : C' — [0, 1] such that P(X) = 1 and such that for
all countable collections of {Z;}:2, of pairwise disjoint sets in C, it holds that
P(U;Z;) = >, P(Z;). The triple (X,C,P) define the probability space and has
realisations = ~ P. Further note, a special instance of C'is the Borel o-algebra. We
denote the Borel o-algebra on the set S as B(S) and the Borel measurable space is
(5, B(5))-

We define a N (u, o) as a normal distribution with mean p and variance o. If p
and o are an n-dimensional vector and an x X n symmetric, positive semi definite
matrix, respectively, N'(u, o) is a multi-dimensional distribution.

We highlight general concepts using yellow boxes and new concepts using boxes

filled in light blue.

Polytopes and their post images

Let m € N and consider the m-dimensional Euclidean space R™. A full dimensional
(convex) polytope P is defined as the convex hull of at least m+1 affinally independent
points in R™ [66]. The set of vertices of P is the set of points {vf,...,vF €

’ U np

R™ np > m + 1}, whose convex hull gives P and with the property that, for

any i = {1,...,np}, point vf is not in the convex hull of the remaining points

{of .. vl vf,, .. uh,}. A polytope is completely described by its set of vertices
P P

P = conv(vy,...,v,,), (2.1)

where conv denotes the convex hull. Alternatively, P can be described as the

bounded intersection of at least m + 1 closed half spaces. In other words, there
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existsa k >m+1, h; e R™ and [; € R, i = {1,...,k} such that
P={zecR"|hlz<l,i={1,....k}}. (2.2)

The above definition can be written as the matrix inequality Hx < L, where
H € R¥™™ and L € R¥. Given a matrix 7 € R™*™, the post image of polytope P

by T is defined as [102]
Post(P,T) ={Tz |z € P}. (2.3)

This post image is a polytope itself under the linear transformation 7 and can be

computed as

Post(P, T) = cono({Tv} | 1 <i < np}). (2.4)

2.2.2 Probabilistic models

To reason over complex systems an abstraction of the system that would yield a
simpler model, over which analysis and computation can be performed, is required.
There are different abstraction models that can be used. In this subsection, we
classify the abstraction models according to the level of complexity the abstraction
captures. The different model types can be categorised along three dimensions. The
first one is whether the formalism has a discrete or continuous notion of time. The
second dimension is the absence or inclusion of nondeterministic choice (also known
as inputs or actions). Some models allow the environment or a controller to make
choices that govern their behaviour, while others behave fully probabilistically. The
third dimension is whether transition probabilities are defined using fixed probability
values or described using intervals. We first consider the time dimension and present
continuous-time Markov chain (cTMC) followed by the discrete-time Markov chain
(DTMC). We then extend into the remaining dimensions where the other models -
Markov decision processes (MDP) and interval Markov decision processes (IMDP) -

can be constructed by extensions of the DTMC.
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Continuous-time Markov Chain (cTMC): A tuple defined by
C=(S,T,R0,L) where, (2.5)
e S={s0,51,---,8m}, m € Nis a finite set of states;
e T is a finite set of transition labels;
e R:SxT xS& = Ry is the transition rate matrix;
« O are a finite set of atomic propositions (also referred as state labels);
e £:8 —2°is a labelling function.

The rate R(s;, v;, S;41) defines the time delay before which a transition
between states s; and s;;; under the transition labelled with v; € T, 7 € N
takes place. If R(s;,v;, s;i+1) # 0 then the probability that a transition
between the states s; and s;,; is defined as 1 — e~ Rlsivisit)t where ¢ is time.
No transitions can trigger if R(s;, v;, si11) = 0.

Figure presents a CTMC described using the tuple C = (S, T, R, e, L) where

the set of states are S = {s¢, $1} with the transition rate matrix

(35 0
0 15
R=1085 0
0 0.15

The transition labels correspond to T = {do_maintenance, check_maintenance,
reset, wait}, the atomic propositions are © = {I,b}, and the labelling function
L assigns the atomic propositions to each of the states in the cT™MC such that

,C(So) = l, ,C(Sl) =b.

{l} do_maintenance, 1.5 {b}

reset, 0.85

check_maintenance, 3.5 wait, 0.15

Figure 2.1: An example of a CTMC.

The unrolling of the cTMC is described using paths and are defined by a finite

or infinite sequence of states, transition labels, and time u = sougtos vyt .. ., for
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ie€N,s; €8, v; €T and t; € Ry such that R(s;, v;, $;41) > 0, if g is an infinite
path. We denote the set of all paths generated by the cT™MC as Path(s).

If we reason over the discrete time domain, the most basic probabilistic model
is the bT™MC. This has the same flavours as a ¢TMC, however rather than reasoning
using transition rates, a DTMC simply defines the probability of making a transition

from one state to another [17]. The transition labels are also neglected.

Discrete-time Markov Chain (DTMC): A tuple defined by
Mopme = (S,T5,0,L) where (2.6)

e S ={s0,51,...,5m}, m €N, is a finite set of states;

T, : S xS — [0,1] is a discrete stochastic kernel that assigns, to each
s € 8, a probability distribution over S : Ty(:|s);

« O are a finite set of atomic propositions;

e £:8 —2°is a labelling function.

Figuredepicts an example of DTMC, consisting of four states, S = {s, $1, 52, S3},
a transition probability function 7T} given by (2.7)), atomic propositions © = {lq,bs}
and a labelling function £ such that L£(so) =0, L(s1) =0, L(s2) = la, L(s3) = by.

0.12
{bd}

Figure 2.2: An example of a DTMC.

The evolution of a DTMC can be described using paths defined as an infinite-state
sequence w = §p8189 - - - € S¥ such that P(s;, s;41) > 0 for all i« € N. We denote the

set of all paths by Path(s).
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A DTMC can be extended into an MDP, by the inclusion of a finite set of actions

(also referred to as non-determinism).

Markov decision process (MDP): A tuple defined by

MMDP - (87 Au Ts: é7 £)7 where (28)
e S={s0,51,---,8m}, m €N, is a finite set of states;
e A={ap,a1,...,a,}, 0 € Nis a finite set of actions;

e T,: S xS xA—[0,1] is a discrete stochastic kernel that assigns, to
each s € § and a € A, a probability distribution over S : Ts(+|s, a);

« O are a finite set of atomic propositions;

« L:8S—52°isa labelling function.

An example of a MDP is shown in Figure 2.3] It is composed of four states,
S = {so, $1, 52, 53}, a finite set of actions 0 = {ag, a1} (further distinguished
by the colour coding on the transitions with dark and light blue for each action
respectively), the transition probability T described using (2.9), the set O = {l4,bs}
and a labelling function £(sg) =0, L(s1) =0, L(s2) = la, L(s3) = bg.

0 1 0 0
0 1 0 0

03 0 06 0.1

0 0 05 05

T, = 00 1 0 (2.9)

0 0 1 0

0.88 0.12 088 0 0 0.12
{ba} 088 0 0 0.12]

Figure 2.3: An example of a MDP.

A path w through an MDP is a sequence of states and actions w = sy -2 51 =
sy 2 ... such that a € A(s;) and P(s;,a,s,.1) > 0 for all i € N. We denote the

last state of a finite path w/™ by last(w/™) and the set of all finite and infinite
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paths by Path/™(s) and Path(s), respectively. A control strategy (or policy) defines

the choice of action at each state of MDP. Its formal definition is given as follows:

Control strategy: A function mapping 7 : Path’ "(s) — A that specifies
for every finite path, the next action to be applied. If a control strategy
depends only on the the last state of w/™, it is called a stationary (or
memoryless) strategy [102].

A MDP can be extended to an uncertain transition matrix Ty, resulting in what

are known as bounded-parameter [61] or interval MDP [145].

Interval Markov decision process (IMDP): A tuple defined by

T=(S,AT,T,0,L), where (2.10)
e S={s0,51,---,8m}, m €N, is a finite set of states;
e A={ap,a1,...,a,}, 0 € Nis a finite set of actions;

e T,: 8 x Ax S —[0,1] is a function that assigns to each s € S a lower
bound probability distribution over S : Ti(:|s, a);

e T,: S x AxS —[0,1] is a function that assigns to each s € S an

A

upper bound probability distribution over S : T4(+|s, a);

© are a finite set of atomic propositions;

e £:8 —2°is a labelling function.

For all s;,s;11 € S,Vi € N and a € A, it holds that
Ty(si1lsi,a) < Tu(sis1]5i, )

and, 5 A
Z Ts(sit1lsi,0) <1 < Z Ti(sit1]si, a).
es

Si+1 €S

Sit1
Note that when T3(-|s,a) = T3(-|s, ), the IMDP reduces to the MDP with
Ts(+|s,a) = Ts(-|s,a) = Ts(-]s, a).

We depict an example of an IMDP using Figure [2.4] which inherits the same

structure as Mypp, with the difference in the transition probability matrix. For the
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IMDP, the transition probabilities are characterised using ([2.11]) representing the

minimum and maximum transition probability, respectively.

0 1 0 0 0 1 0 0
0 1 0 0 0 1 0 0
03 0 02 0.1 04 0 06 04

y 0 0 04 05 . 0 0 05 0.6

L=t 71 o %70 01 o0 (2.11)
0 0 1 0 0 0 1 0
086 0 0 0.0 091 0 0 0.14
086 0 0 0.09] 091 0 0 0.14]

0.09, 0.14]

[0.86, 0.91] {ba}

Figure 2.4: An example of an IMDP.

The uncertainty over the transition probabilities requires the introduction of
the notion of a feasible distribution. Let P(S) denote the set of discrete probability
distributions over S. Given s; € S and a € A(s;), we call 7¢ € P(S) a feasible

distribution reachable from s; by a if

v

To(s,a, si41) <72 (si41) < Ti(s,a,8511)

for each state s;;1 € S. We denote the set of all feasible distributions for state s
and action a by I'?. The mechanism that selects feasible distributions from interval

sets is called an adversary. This allows us to analyse IMDPs.
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Adversary: Given an IMDP Z, an adversary is a function x : Path™(s) x
A — P(S) that, for each finite path w™ € Path™(s) and action a €
A(last(wi™)), assigns a feasible distribution x(w™, a) € '} oiustin-

Given a finite path w'™™, a control strategy 7, and an adversary &, the semantics
of a path of the IMDP is as follows. At state s; = last(w'™), first an action a € A(s;)
is chosen by strategy m. Then, the adversary k resolves the uncertainties and
chooses one feasible distribution ¢ € I'y.. Finally, the next state s;y; is chosen
according to the distribution 7g , and the path win is extended by s;,;. Given a
strategy m and an adversary s, a probability measure P over the set of all finite

paths Path(s) (under 7 and k) is induced by the resulting Markov chain [102].

2.2.3 Temporal logics

To reason and analyse probabilistic models, appropriate formal logics need to be
used. There are different types of formal logics and the selection of which logic to
use for analysing a certain probabilistic model is dependent on both the underlying
model structure and the requirement at hand. In this work we focus on two different
types of logics: continuous stochastic logic (CSL) and co-safe linear temporal logic
(csLTL). CSL is applied to probabilistic models evolving over the continuous-time
domain i.e. ¢TMCs. On the other hand, we describe CSLTL for probabilistic models

evolving over the discrete-time domain.

Continuous stochastic logic

CSL specifies state-base properties for probabilistic models evolving along the
continuous-time domain such as ¢T™MC. It is built out of propositional logic (with
atoms 0 € C:)) and a probabilistic operator P for reasoning about transient state

probabilities.
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CSL syntax: ¢SL path and state formulas are given by,

O :=true |0 | Py ADy | D | P,[D]
U:=Xo|d U @,
where ~€ {<,<,=,> >}, p € [0,1], T € Ry is the time horizon, A

“conjunction") is a Boolean operator, P is a Probabilistic operator and X
J
(“next"), and U (“until") are path operators.

The syntax of CSL is split between state, & and path ¥ formula. The state
formulas are interpreted over states of a ¢TMC, whereas the path formulas are
interpreted over paths in a ¢TMC and are only allowed inside the P operator [14],
[98]. Given a cTMC, the definition of the satisfaction relation |= over state-formulas
is given by induction:

e s true forall s€S;

e sEOiff 0 € L(s);

e SEDPANDiff s Ppand s | Do

o sk diff s~ P

o s =P ,[®]iff Prs{o € Path(s) : p |= } ~ p;

Recall that y is a finite or infinite sequence of states and time i.e. u = sq, to, 51, t1, . . -
Path(s) corresponds to all the paths that can be generated by the ¢cTMC and Pry
corresponds to the probability measure over the state-space s. Consequently, the
Pri{oc € Path(s) : p = @}, informally states the probability of a certain path

satisfying . The semantics of the path-formulas are defined as:
o 0 =X iff u[l] E @
e o= ® UZT &yiff 3k > T, plk] = P2, and ¥ 0 < i < k, ufi] = @1

Informally, X is the next operator and U is the until operator. P_,[® Uz @]
asserts that with probability ~ p, by the time t a state satisfying ® will be reached
such that all preceding states satisfy ®. Additional properties can be specified by
adding the notion of rewards. States (or particular transitions) can be associated
with a real-valued reward, which allows us to compute reward-based queries such
as the expected cost of an action in a time window. The extended CSL logic adds

reward operators [98]:
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CSL reward operators:
R [C7] | Rer[I7] | Ry [F @] | Ror[S)

where r,t € Ry and ¢ is a ¢SL formula.

A state s satisfies R, [C=T] if, from state s, the expected reward cumulated
up until 7' time units have elapsed satisfies ~ r. R, [I77] is true if, from state s,
the expected state reward at time instant 7" meets the bound ~ r. R, [F ®] is
true if, from state s, the expected reward cumulated before a state satisfying & is
reached meets the bound ~ 7ﬂ R..[S] is true if, from state s, the long-run average
expected reward satisfies ~ 7.

Note, the probabilistic operator P.,[®] and the reward operator R..,[F ®] allow
for nesting of properties within the cSL logic. In this work, we handle nesting
due to use of the PRISM model checker which inherently deals with these complex
properties. However, the key performance metrics we are interested in do not require

the use of nested properties.

Co-safe linear temporal logic

CSLTL are a set of formal properties based on the linear ordering of time events.
CSLTL is defined over path formulas ¢ which allow the inclusion of multiple temporal

operators but cannot specify bounded-time properties [95].

CSLTL syntax: A cSLTL formula ¢ over a set of atomic propositions © is
inductively defined as follows:

p:=0|-0|oVeleAp|Xe|pUp|F oy,

where § € O, = (negation), V (disjunction), and A (conjunction) are
Boolean operators, and X (“next"), U (“until"), and F (“eventually") are
temporal operators.

'If ® is never reached, the reward would be infinite.
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In order to reason over fixed (finite) time horizons, time steps need to be encoded
within the path formula ¢. This has brought about the existence of a variant the

CSLTL logic, known as bounded-time linear temporal logic (BLTL) [87].

BLTL syntax: A BLTL formula ¢ over a set of atomic propositions © is
inductively defined as following:

p:=0|-p]oVe|Xp|pUp|FFp| Gy,

where 6 € © is an atomic proposition, k € K is the discrete time horizon,
— (negation) and V (disjunction) are Boolean operators, X (“next”),

U=* (“bounded until"), F=* (“bounded eventually'), and G=F (“bounded
always") are temporal operators.

The semantics of CSLTL and BLTL path formulas are defined over infinite traces
over 29, Let &€ = {£}°, with & € 2° be an infinite trace and & = &£, ... be the
i-th suffix. Notation £ |= ¢ indicates that £ satisfies formula ¢ and is recursively

defined as following:
o EE0 if 0€&p;
« SEp i (s
e {E @1V if £ g1 or g
« EE w1 NP i £ 1 and £ g
« (EXp if &' g
s EE@Ugps if 3k >0, 6" = go, and Vi € [0, k), €' = o1
« {EFp if 3k>0, 6 =g
o EE iUy if 37 <k, & |= 2, and Vi € [0, 7), £ = o1
o EEF e if 35 <k &y
o« EEGSFp if V<K, & E o

Informally, X¢ states that next ¢ becomes true; Uy states that ¢; is true
until ¢, becomes true; Fy states that at some time in the future ¢ becomes
true; ¢, Uk, states that 10, becomes true within the first k time steps and ¥
remains true until that point; F=*i states that 1) becomes true within the first k
time steps; G=Fi) states that 1) remains true in the first & time steps. A trace &
satisfies a BLTL formula ¢ iff there exists a “good” finite prefix £ of £ such that the

concatenation £ satisfies ¢ for every suffix £ [87], [95].
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2.2.4 Summary

We conclude this Section via Table 2.1 which presents a synopsis of the classification

of the different probabilistic models and their associated formal logics.

Model H Time Actions Transitions Logic
CTMC || continuous no fixed rates CSL
DTMC discrete no fixed probabilities CSLTL, BLTL
MDP discrete yes fixed probabilities CSLTL, BLTL
IMDP discrete yes interval of probabilities CSLTL, BLTL

Table 2.1: Classification of probabilistic models and the associated formal logic.
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The standards imposed upon BAS require the enforcement of rigorous inspection
and maintenance schemes. Timely maintenance increases both system dependability
and its life span , . However, the task to find the optimal trade-off
between diminishing the chances of downtime and avoiding unnecessary overhead
maintenance costs is a complex problem. Within this domain, the correct and
dependable operation of the premises is subject to all its sub-components working
at sufficient capacity. A crucial component is the Heat, Ventilation, and Air-
Conditioning unit (HVAC) that regulates temperature and air circulation. The

lifespan and reliability of the HVAC can be improved by coupling early fault detection

with maintenance actions [20], [155].
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Maintenance: An activity in which repairing is carried out at certain
intervals to extend the useful life of the machine [143].

There are three prominent-approaches for performing timely maintenance:

e preventative - implemented at predetermined time intervals and prescribed
guidelines to reduce the probability of failure or to prevent the degradation of
function [122], [172]. [125] proposes a planning methodology for performing
timely maintenance actions based on the remaining useful life characteristics
of the individual sub-components within an HVAC system. [170] provide a
tool that aids in the selection of maintenance policies. The tool makes use
of historical failure data and expert input from which a Bayesian network
representing conditional failure probabilities given certain maintenance actions

is constructed.

o condition-based - recommends maintenance decisions based on the information
collected through monitoring the current state of the system [86]. [171] makes
use of performance indices (PI) to indicate the health condition (normal or
faulty) of different sub-systems within the HVAC system: e.g. heating pumps,
air handling unit. Regression models are then used to estimate the PIs as
benchmarks for comparison with monitored PIs, from which faults are detected
and a maintenance action performed. [96] construct a MDP representing the
relationship between a component’s degradation state and the environment.
Using the MDP, dynamic programming is then performed to compute the

optimal maintenance strategies.

o predictive - a maintenance strategy constructed based on the forecast degra-
dation in the performance of a system. It has been applied to construct
optimal policies for an HVAC system as a whole in [157]. A decision tree
that combines techniques based on linear regression and neural networks is
constructed to predict the degradation of HVAC components, from which an

optimal policy is computed. [42], [114] have applied predictive maintenance
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for the optimal operation of the boiler within the HVAC system, to maintain
user comfort and reliable operation while minimising maintenance costs. [20]
presents a holistic framework that combines energy management and comfort-
driven maintenance. A dual control formulation is constructed where actions
are selected based on the estimation of both the thermal and degradation

dynamics.

A thorough review of all the three approaches can be found in [9] and [143].

In this chapter, we introduce a novel framework for performing preventative
maintenance and show how this can be applied within the domain of smart buildings:
namely by decomposing the various fault modes of the system, encode component
degradation together with the relationships between faults into cT™MCs, and for
a fixed maintenance strategy compute the high-level KPI metrics (see Chapter [2)).
The work is built upon the novel framework of Fault Maintenance Trees (FMT)
introduced by [138]. FMTs extend fault trees by introducing maintenance driven
concepts like inspections and partial degradation of components. They enable an in-
depth study of the relevant KPI metrics, which then serve as a platform for planning
concrete improvements on the implemented maintenance policy. This chapter is
structured as follows: Section presents the fundamental theoretical basis for
FMTs. Section introduces a framework for analysing FMTs using probabilistic
model checking (PMC) and a state-space reduction technique to alleviate the problem
of state space explosion. Next, we present a case study derived from within the
domain of smart buildings and further provide a comparison between the devised

framework and the current state of the art [138] (see Section [3.3).

3.1 Background: Fault trees and its variants

Fault trees |159] are directed acyclic graphs (DAG) consisting of two types of nodes:
events and gates. An event is an occurrence within the system, e.g. the failure of
a subsystem down to an individual component. Events can be divided into basic

events (BE) and intermediate events (IE). BE correspond to the leaves in fault trees
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and denote atomic failures in the system, typically modelled via random variables
following the exponential distribution. IE correspond to internal events that are
caused by one or more other events. The event at the top of the tree called the top
level event (TLE), represents the main event being analysed. This corresponds to a
failure of the whole system under consideration. The internal nodes of the graph
are called gates and describe how failures in BE and lower level gates interact as
they propagate towards the TLE. Each gate has one output and one or more inputs.
Gates in (standard) fault trees are static, in the sense that their output at any
point in time depends solely on the configuration of their inputs at that moment.

Different gates model different logical interactions. These include:

e OR gates, which require only one child to fail to propagate a failure to the

next level,
e AND gates, which require all children to fail, and
e VOT}, gates, which fail if more than k children fail [160].

In standard fault trees analysis [160], a closed-form solution exists, provided the

distribution parameters of the BE is known. Figure [3.1] shows a fault tree instance.

ONONO
Figure 3.1: Fault tree with three basic events: BEs 2 and 3 are connected to an AND

gate which triggers an IE. The IE is connected to an OR gate together with BE 1 and
propagates failures to the TLE.
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Dynamic fault trees (DFT) are a proper superset of fault trees, extended with
gates that exhibit time- or order-dependent behaviour, e.g. spares (composed of a
main component and equivalent spares; when the main component fails, a spare is
used without triggering a failure at the gate). This adds a level of complexity that
rules out analytical approaches for DFT [69], [162]. Consequently, there seems to be
relatively scarce literature on DFT that support component health decay combined
with preventive maintenance, e.g. acting before component failure [139]. FMT are a
superset of DFT enriched with maintenance concepts [138]. This is achieved by the

introduction of:

1. Eztended Basic Events (EBE) - The BE are modified to incorporate degradation
models of the component the EBE represents. The degradation models
represent different discrete levels of degradations the components can be
in and are a function of time. Figure depicts the timing diagram showing
the progression of degradation within an EBE. The EBE has N discrete
degradation levels. Initially, the EBE is in the new state and it gradually
moves from one degradation levels, based on the underlying distribution

describing the degradation, to the next until the faulty level N is reached.

faulty

Degradation level
[\S]

\4

T Time

new

Figure 3.2: Timing diagram of degradation within an EBE.

The subsequent step- and time- wise degradation allows for e.g. identifying
lightly degraded components, whose health can be restored before an actual

failure (that may trigger a TLE) occurs.
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2. Repair and Inspection modules - The repair module (RM) performs cleaning or
replacements actions. These actions can be either carried out using fixed time
schedules or are triggered by the inspection module (iM). The RM module
performs periodic maintenance actions (clean or replace), independently of the
M. The 1M performs periodic inspections and when components fall below a
certain degradation threshold a maintenance action is initiated by the 1M and
performed by the RM (outside of the RM’s periodic maintenance cycle). The
M and RM modules are depicted in Figure [3.3] The effect of performing
a maintenance cleaning or replacement action on the EBE is illustrated in
Figure [3.4, When a cleaning action is performed the EBE moves back to
its previous degradation level, while when a replacement is performed the

EBE moves back to the initial level.

Inspection Repair

module thresh module

Figure 3.3: High-level description of the inspection and repair modules. The repair
module performs maintenance actions periodically (clean or replace). The inspec-
tion module performs inspections periodically and when the degradation level of an

EBE reaches thresh level, it triggers the repair module to perform a maintenance action
immediately.

cleaning action .
N © < N replace,action

Degradation level
(3]
Degradation level
~

A\ 4
A

A Time Time A

new new

Figure 3.4: Degradation level progression of EBE for different maintenance actions.
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A visual rendering of a FMT is given in Figure 3.5 It is composed of five EBEs
located at the bottom of the tree, three gates, one repair and inspection module

and three events (one TLE and two 1Es) which show the different fault stages.

TLE

(ox)

.1l IE2

Inspection

module

thresh
v
module

Figure 3.5: An example of a fault maintenance tree with five extended basic events:
EBEs 1 and 2 are connected to an OR gate, while EBE 3, 4 and 5 are connected to an
AND gate which trigger the 1Es 1 and 2 respectively. The IEs are connected together
via an OR gate and propagate failure to the TLE. The RM and 1M are also included to
implement the maintenance actions.

3.2 Probabilistic model checking of fault mainte-
nance trees

A FMT is descriptive and convenient for reasoning about system health decay. In
order to reason over this description, a FMT needs to be given semantics such that
it can be quantitatively analysed. In literature, FMTs are analysed using sMC [138]
where priced time automata (PTA) [24] are used to instantiate the FMT and the
SMC tool UPPAAL [104] is used to measure KPIs. In this work, we provide a novel
framework for analysing FMTs PMC. We use CTMCs to instantiate the FMT, encode
the KPI metrics into the CSL logic and make use of the PMC tool PRISM [100] to

reason about the FMT.
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3.2.1 Formalising FMT using CTMC

To formalise the syntax of FMT using CTMC, we first define the set F, characterising
each FMT element by type, inputs and rates. We introduce a new element called
DELAY which will be used to model the deterministic time delays required by the
EBE, RM and IM. We restrict the set F to contain the EBE, OR gate, DELAY, RM and
IM modules since these will be the components used. In previous work, PTA are
used to model FMT which encode time within the formalisation itself, thus the
DELAY element is not required.

The set F= {EBE, OR, DELAY, RM, IM} of FMT elements consists of the following
tuples. Here, n, N € N are natural numbers, thresh,in, trig € {0,1} take binary

values and Ty, Trpics Trep, Ton Tinsps Taeg € R>o are deterministic delays.

o EBE = (T4eg, Tein, Trpic, V) represent the extended basic events with N discrete
degradation levels, each of which degrade with a time delay equal to Tg,.
It also takes as inputs the time taken to restore the EBE to the previous
degradation level T, when cleaning is performed and the time taken to

restore the EBE to its initial state 7}, following a replacement action.

e OR = (n) represents the OR gate with n inputs. When either one of the inputs

reaches the state labelled with failed, the OR gate returns a true signal.

e RM = (1, Thep, Tons Tinsps Tein, Trpic, thresh, trig) represents the RM module
which acts on n EBE. The RM can either be triggered periodically to perform
a cleaning action, every T,., delay, or a replacement action, every T, delay,
or by the IM when the delay T;,, has elapsed and the thresh condition is met.
The time to perform a cleaning action is T,, while the time taken to perform
a replacement is T,,.. The trig signal ensures that when the component is
not in the degraded states, no unnecessary maintenance actions are carried

out.

o M = (N, Tinsp, Tein, Trpic, thresh) represents the IM module which acts on n

EBE. The 1M initiates a repair depending on the current state of the EBE.
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Inspections are performed in a periodic manner, every Tj,s,. If during an
inspection, the current state of the EBE did not correspond to the new or
failed state (i.e. the degradation level of the inspected EBE is below a certain
threshold), the thresh signal is activated and is sent to the RM. Once a
cleaning action is performed the IM moves back to the initial state with a

delay equal to T, or T, depending on the maintenance action performed.

e DELAY = (7T, N) represents the DELAY module which takes two inputs
representing the deterministic delay 7" € {Theg, Teins Trpics Lreps Lons Tinsp} 0 be
approximated using an Erlang distribution with /N states. This DELAY module
can be extended by inclusion of a reset transition label, which when triggered
restarts the approximation of the deterministic delay before it has elapsed.

The extended DELAY module is referred to as DELAY = (T, N ).

The FMT is defined as a special type of DAG G = (V, E) where the vertices V'
represent the gates and the events which represent an occurrence within the system,
typically the failure of a subsystem down to an individual component level, and
the edges E' which represent the connections between vertices. The vertices V' are
labelled instances of elements in F i.e. V may contain multiple elements of the
same component obtained from the set F which are identified by their common
element label. Events can either represent the EBE, IE or a TLE. For G to be a
well-formed FMT, we take the following assumptions (i) vertices are composed of the
gates, (ii) there is only one TLE, and (iii) RM and IM are not part of the DAG but
are modelled separately Note that for different FMTs the same RM and 1M modules

are used, thus the RM and IM modules are independent of FMT structure.

Definition 1 (Fault Maintenance Tree (FMT)). A FMT is a directed acyclic graph

G = (V, E) composed of vertices V' and edges E.

Next, we provide the semantics for each FMT element, which are composed using
the syntax of ¢cTMC. These elements are then instantiated based on the underlying

FMT structure to form the semantics of the whole FMT. We obtain the semantics
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of the whole FMT via synchronisation of transition labels between the different
CcTMCs representing the individual FMT elements. To model the deterministic time
signals, we make use of the Erlang distribution. This is a similar approach taken

in [138] where degradation phases are approximated by a (k,A)-Erlang distribution.

Remark 1. A random variable Z € R.q has an Erlang distribution with k € N
stages and a rate X € Ryg, Z ~ Erlang(k,\), if Z =Y, + Yy + ... Y} where each
Y; is exponentially distributed with rate A\. The cumulative density function of the
Erlang distribution is characterised using
k=1 4

flt;kN) =1— nz—% ] exp(=Mt)(\t)"  fort,\ >0, (3.1)
and for k =1, the Erlang distribution simplifies to the exponential distribution. In
particular, the sequence Zy, ~ Erlang(k, \k) converges to the deterministic value
% for large k. Thus, we can approrimate a deterministic delay T with a random
variable Zy ~ Erlang(k, %) [47]. Note that there is a trade-off between the accuracy
and the resulting blow-up in size of the CTMC model for larger values of k (a factor

of k increase in the model size) |85]; and that the Erlang stages are only required

for time-dependent analysis.

DELAY The DELAY generates an approximate deterministic delay 7" using N
states. Figure [3.6] describes the corresponding CTMC using the set of states given
by Sr = {do,di,...,dny1}, the set of transitions labels T = {trigger, move},
the set of atomic propositions © = {T'} with L(dy) = --- = L(dy) = {0}, and
L(dny1) = {T}. The rate matrix R becomes clear from Figure [3.6{and
t=0A7=1Atrigger,
(i>1Vi<N+O)Aj=i+1)V(i=N+1Aj=1)) Amove,

otherwise,

Rij =

OQ‘ZG

(3.2)

with ¢ representing the current state, j is the next state and 7 is a fixed large
value corresponding to introducing a negligible delay that is used to trigger all the

DELAY modules at the same time [
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== WO

Figure 3.6: CTMC representing DELAY with N states used to approximate a delay
equal to T approximated using Erlang(N, %) The transition labels T = {trigger,
move} are shown on each of the transitions, while for clarity the state labels are not
shown.

N
. trigger,n @/ﬂ

reset,1

Figure 3.7: cTMC representing the extended DELAY with IV states used to approx-
imate a delay equal to T. Delay approximated using Erlang(N, %) The transition

labels T = {trigger, move,reset} are shown on each of the state transitions, while
the state labels are not shown.

In Figure we define the semantics of (DELAY, T, N)..;. This results in the

cTMC described using the state space Sy = {do, d1, ..., dy+1}, the set of transition

labels T = {trigger, move, reset}, the set of atomic propositions © = {T'}, the
labelling function L(dy) = L(dy) = --- = L(dy) = {0}, and L(dn41) = {T'}, and
the rate matrix R where
n t=0Aj=1Atrigger,

(i>2Vi<N+1)Aj=1Areset,

1
N o(((21Vi<N+1)Aj=i+1)V(i=N+1Aj=1))Amove,
0  otherwise,

Rij =

(3.3)
with 7 representing the current state and j is the next state. All DELAY modules are
synchronised to start together using the trigger transition label. The extended DE-

LAY module have the transition labels reset which restarts the Erlang distribution

!The use of a large-valued 7 to simulate instantaneous transitions may lead to stiff models,
making the time-bounded analyses computationally hard. To mitigate this potential bottleneck
one can make use of interactive Markov chains [67] or Markov automata [68], which allow for
modelling of instantaneous transitions.
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approximation whenever the guard condition is met at a rate of 1 x Ry, where
Rsync is the rate coming from the use of synchronisation with other modules causing
the reset to occur. This is required when a maintenance action is performed which
restores the EBE’s state back to the original state and thus restart the degradation

process, before the degradation time has elapsed.

Extended Basic Events (EBE) In essence, the EBE starts in an initial phase
which represents a component in perfect operational condition, aka “as good as
new.” As time passes the component will eventually degrade by internally moving
to the next phase, which represents a decay in the health of the component. This
process repeats until the component ultimately reaches its final phase; when this
happens the EBE failed and sends a signal that propagates through the FMT.
Figure shows the semantics of the EBE = (Tjeq, Tein, Trep, N = 4). The
corresponding CTMC is described by the tuple Cppr = (Sgps = {50, S1, S2, 53, S4}, Lene

Reise, Ose, Less) with the transition labels
Tise = {trigger, degrade; ¢, . n},perform_clean, perform_replace},

the rate matrix

i=0Aj=0A (trigger),
i={1,...,N—1} Aj=1i+1 A degrade,,
i=A{2,...,N} Nj=1i—1A perform_clean,
t=1A7=1Aperform_clean,

Y

REBE,ij =

i={l,...,N} ANj=1A perform_replace,

I e e

otherwise,

the atomic propositions Oppp = {new, thresh, failed} and the labelling function
LEBE iS SUCh that LEBE(SO) = {@}, LEBE(51> = {new}, LEBE(SQ) = LEBE(53> =

{thresh}, Lgppr(ss) = {failed}.
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perform_clean,1 degrade;, A degrade,, A degrades, A

perform_clean,1

@ trigger,n <
; U~

perform_clean, 1

perform_clean, 1
S3 )=

erform_replace,

erform_replace

erform_replace, 1

Figure 3.8: cTMC representing the EBE with N = 4 degradation phases and transition
labels Yppr = {trigger, degrade;cyy 93 4), perform_clean, perform_replace}

on each of the state transitions. For clarity, the state labels are not shown. The
deterministic delays contained represent the transition label that is triggered when
the delay generated by the corresponding DELAY module has elapsed. The degradation
rate is equal to A = ﬁ where MTTF is the components mean time to failure.

Mean Time To Failure [139]: The MTTF describes the expected time
from the moment the system becomes operational, to the moment the
system subsequently fails and is formally defined using,

In(1 — D,(T))

MTTF(T) = T

(3.4)

where, D.(T') is the probability of failure at time 7.

The deterministic time delays taken as inputs are modelled using three different

DELAY modules:

1. an extended DELAY module approximating Ty, with the transition label
move replaced with degradey such that synchronisation between the two
c¢TMC is performed. When Tg., has elapsed the transition labelled with

degradey is triggered and the EBE moves to the next state at a rate E| equal

to Tiv x 1. The reset transition label and the corresponding transitions are
eg

replicated in extended DELAY module and replaced with perform_clean and

perform_replace. When the the previous state (if cleaning action is carried

out) or to the initial state (if replace action is performed).

2. a DELAY module approximating 7T, with the transition label move replaced

with perform_clean. When T, has elapsed the transition with transition

2This is a direct consequence of synchronisation and corresponds to R x Regg.
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label perform_clean is triggered and the EBE moves to the previous state at

N

a rate equal to = —.
cln

3. a DELAY module approximating 7,,. with the transition label move re-
placed with perform_replace. When 7, has elapsed the transition label

perform_replace is triggered and the EBE moves to the initial state at a rate

N
Trplc ’

equal to

The transition labels perform_clean and perform_replace cannot be triggered at
the same time and it is assumed that T¢,, # T,,.. This is a realistic assumption as

only one maintenance action is performed at the same time.

OR gate The OR gate indicates a failure when either of its input nodes have
failed and also does not have semantics itself but is used in combination with the
semantics of its n dependent input events (EBEs or IE). We use

0 Bh=1AN---NE,=1,

1 otherwise,

FAIL = { (3.5)

where E; = 1,{i € 1...n} corresponds to when the sn events connected to the
OR gate, represent a failure in the system. In the case of EBEs, F; = 1 occurs when

the EBE reaches the failed state .

Repair module (RM)  Figure[3.9[shows the semantics of RM = (n, Tyep, Ton, Tinsp,
Ten, Trpics thresh, trig). The cTMC is described using the state space S, =
{rmg, rmy }, the transition labels

Try = {inspect, check_clean, check_replace, trigger_clean,trigger_replace},

the rate matrix

i=0Aj=0A (check_maintenance,trig = 0V inspect,thresh

1
» _Jl i=0Ag=1A (check_maintenance,trig = 1V inspect,thresh

e 1 +=1Aj7=1A trigger_maintenance,
0 otherwise,

with maintenance = {clean, replace}, the atomic propositions

© = {maintenance}
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and the labelling function is designed such that

L(rmg) = {0}, L(rmy) = {maintenance}.

inspect,thresh =0,1
check_maintenance, trig=1,1

inspect, thresh =1,1
»( 7111

trigger_maintenance,l

check_maintenance, trig =0,1

Figure 3.9: cTMC representing the RM with Ty = {inspect, check_maintenance,

perform_maintenance} shown on the state transitions. The guard condition trig = 0/1
or thresh = 0/1 must be satisfied for the corresponding transition to trigger when it is
activated via synchronisation with the transition label.

For brevity in Figure 3.9 we used the transition labels check_maintenance and
trigger_maintenance. The transition label check_maintenance and correspond-
ing transitions are replicated and the transition labels replaced by check clean
or check_replace to allow for both type of maintenance checks. Similarly, the
transition label trigger maintenance and corresponding transitions are duplicated
and the transition labels replaced by trigger clean or trigger replace to allow
the initiation of both type of maintenance actions to be performed. Due to synchro-
nisation, only one of the transitions may trigger at any time instance (as explained
in Subsection [3.2.1)). The transition labels trigger_clean or trigger_replace
correspond to the transition label trigger within the DELAY module approximating
the deterministic delays T, and T, respectively.

The deterministic delays which trigger inspect, check_clean or check_replace
correspond to when the time delays Ty, Trep and T, respectively, have elapsed. All
these signals are generated using individual DELAY modules with the move transition
label for each module replaced using inspect, check clean or check_replace
respectively. The thresh signal is modelled using

1 L(sj1) = thresh V - -- V L(s;,) = thresh,

. (3.6)
0 otherwise,

thresh = {
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where L(s;;),7 € {0...N},i € {1...n} correspond to the label of the current state
j of each of the n EBE. Similarly, we model the trig signal using

(3.7)

_ 1 L(sj1) #newV ---V L(s;,) # new,
trig = T ’
0 otherwise.

Both signals act as guards which when triggered determine which transition to

perform (cf. Figure [3.9).

Inspection module (IM) The semantics of the IM = (n, Tinsp, Tein, Trpic, thresh)
is depicted in Figure [3.10l The cTMmC is defined using the tuple Cpy = (Spy =

{imo, iml}, Tive, Riwms (:)IMa LIM) where

T = {inspect, perform_clean, perform_replace},

1 2=0A7=0A inspect,thresh = 0,
1 9=0A7=1A inspect,thresh = 1,

R = ’
IM2j 1 i=1Aj=1A (perform_cleanV perform_replace),

0 otherwise,

O = {@}, LIM(SO) = LIM(SI) = {@}

The thresh signal corresponds to same signal used by the RM, given using .
In Figure 3.10] for clarity, we use the transition label perform_maintenance. This
transition label and corresponding transitions are duplicated and the transition
labels are replaced by either perform_clean or perform_replace to allow for both
type of maintenance actions to be performed when one of them is triggered using
synchronisation. The same DELAY modules used in the RM and EBE to represent
the deterministic delays are used by the iM. The DELAY module used to represent
the deterministic delays Ti;, and T, triggers the transition labels perform_clean

or perform_replace. This represents that the maintenance action has completed.

Semantics of composed FMT

Next, we show how to obtain the semantics of a FMT from the semantics of its
elements. We designate the DAG G by defining the vertices V' and the corresponding

events F. The leaves of the DAG are the events corresponding to the EBE. The

43



inspect, thresh =0,1

inspect, thresh =1,1

imo

perform_maintenance ,1

Figure 3.10: CcTMC representing the IM with Y7y, = {inspect,perform_mainten-
ance} shown on the state transitions. The guard condition ¢rig = 0 and thresh = 1
must be satisfied for the corresponding transition to trigger when it is activated via
synchronisation with the transition label.

events I/ are connected to the vertices V', which trigger the corresponding auxiliary
function used to represent the semantics of the gates. The Events connected to
the RM and 1M are initiated by triggering the auxiliary functions thresh and trig
given using and respectively. Based on the structure of (G, we compute
the corresponding ¢TMC by applying parallel composition of the individual cT™MCs
representing the elements of the FMT. The parallel composition formulae are derived

from [82] and defined as follows

Interleaving Synchronization: The interleaving synchronous product of
C1 = (81,R1,T1,01, L1) and Cy = (82, Ra, Vo, 02, L) is C1[|C2 = (&1 x
S2, R, T1 Uy, 01 UBOy, Ly U Ly) where R is given by:

S1 —>a1’/\1 s d S9 —>a2’/\2 s
an
(31,32) al—)\l> (SllaSZ)’ (31,32) a2_>\2> (SlaS/Q)’

and s1,s] € S1, ag € T, Ri(s1,8)) = A1, S2,8, € So, ag € To, Ro(se, h) =
Ag.

Full Synchronization: The full synchronous product of ¢; =
(81, T\’,l, T}, @1, Ll) and Cy = (82, 7—\),2, TQ, @2, LQ) is Cl||CQ = (81 X 82, R, T, U
15,0, UOy, Ly U Ly) where R is given by:

a,\1 a2
s1 — s] and sy — &),

(51, 89) 2222 (g1 sh)

and s1,8] € S, a € T1 ATy, Ri(s1,8]) = A, 2,8, € So, ag € Ty,
RQ(SQ,S,Q) = )\2.
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For any pair of states, synchronisation is performed either using interleaving or
full synchronisation. For full synchronisation the rate of a synchronous transition is
defined as the product of the rates for each transition. The intended rate is specified
in one transition and the rate of other transition(s) is specified as one. For instance,
the RM synchronises using full synchronisation with the DELAY modules representing
Tinsp, Trep and T} and therefore, to perform synchronisation between the RM and
the DELAY modules, the rates of all the transitions of RM should have a value of
one (cf. Figure , while the rate of the DELAY modules represent the actual rates
(cf. Figure and Figure . The same principle holds for the EBEs and the M.
We refer the reader to Table to further understand the synchronisation between

the FMT components and the method employed for parallel composition.

Component H Synchronised with component Transition label Synchronisation method
DELAY representing Tye, || DELAY modules representing Ty, Trpic, Tinsy trigger Full synchronisation
RM DELAY module representing 7., trigger_clean Full synchronisation
RM DELAY module representing T, trigger_replace Full synchronisation
EBE DELAY representing Tg., degradey Full synchronisation
DELAY representing Ty, RM, EBE check clean Full synchronisation
DELAY representing T, || RM, EBE check_replace Full synchronisation
DELAY representing Tj,, || RM, IM inspect Full synchronisation
DELAY representing T, || RM, IM, EBE perform_ clean Full synchronisation
DELAY representing T, RM, IM, EBE perform_replace  Full synchronisation
EBE RM, 1M, all DELAY modules, other EBEs - Interleaving synchronisation

Table 3.1: Performing synchronisation between the different FMT components and the
synchronisation method used.

Consider a simple example showing the time signals and synchronisations
required for modelling an EBE and the RM and iM. The EBE has a degradation
rate equal to Ty, and we limit the functionality of the RM and 1M by allowing
only the maintenance action to perform cleaning. We also need the corresponding
DELAY modules generating the degradation rates, T, and the maintenance rates

Tein, Tinsp, Trep- The resulting CTMC is obtained by performing a parallel composition

of the components Cuy = Crprl| Cr,, |Cr,.,- The resulting

|Crum|[Crm|Cry,, ||Cras,

state space is then S, = Sgpr X STdeg X Spm X St X St X Sty

insp

X STTep' The
synchronisation between the different components is shown in Figure and

proceeds as follows:
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1. All the DELAY modules (except Ty, ) start at the same time using the trigger

transition label.

2. When the extended DELAY module generating the Ty, time delay elapses, the
corresponding EBE moves to the next state through synchronisation with the

transition label degradey.

3. The clock signals T}y, Tinsp represent periodic maintenance and inspection
actions and when the deterministic delay is reached, through synchronisation
with the transition label check_clean or the inspect, the RM or IM modules
are triggered (cf. Figure and . If RM triggers a maintenance action,
the DELAY representing T, is triggered using the synchronisation labels
trigger clean. Once the deterministic delay T, elapses, the EBE, the
extended DELAY module representing T, (where the reset transition label
within the extended DELAY module is replaced with perform_clean) and the

IM are reset using the transition label perform_clean.

— Extended — DELAY — DELAY
&% [ DELAY & &
2 & b
B ngg B Ensp 8 Trcp
-
degrade inspect check_clean
EBE Inspection| DELAY Repair
: :
module module '3' Mieiie '_JI module
8 8
80 80
60 50
o o
H %
+ L
perform_clean

Figure 3.11: Block diagram showing the synchronisation connections between one
component and the other, together with the corresponding transition label which
triggers synchronisation.

One should note that performing synchronisation results in a large state space,
which is a function of the number of states used to approximate the deterministic
delays. To counteract this affect we propose a state-space reduction framework in

Subsection B3.2.21

46



3.2.2 Decomposition of FMTs

The use of cTMC and deterministic time delays results in a large state space for
modelling the whole FMT. We, therefore, propose an approach that decomposes
the large FMT into an equivalent abstract cTMC that can be analysed using the
PMC tool PRISM [100]. The process involves (i) splitting the FMT graph into a set of
smaller sub-graph, (ii) transforming each sub-graph into an equivalent cT™MC and
(iii) sequentially composing the smaller sub-graphs to generate the higher-level
abstract FMT. The transformation from DAG to CTMC is carried out by making use
of the developed FMT components semantics and performing a parallel composition
of the individual components based on the underlying structure of the sub-graph.

Figure depicts a high-level diagram of the decomposition procedure.

Original Fault Maintenance Tree Graph Decomposition Probabilistic model checking  Probabilistic model checking
of sub-graphs of final model
L

MTTF(G,)

MTTF(Go) Final

p
L \Z
Ye "o Y
@ @
G,
o ® @
\3/ \4/‘ \5/
Parallel ; ;
Composition

Figure 3.12: Overall developed framework for decomposition of FMTs into the
equivalent abstract CTMCs.

Graph decomposition We define modules within the DAG as sub-trees composed
of at least two events that have no inputs from the rest of the tree and no outputs to
the rest except from its output event [109]. We can divide the graph into multiple
partitions based on the number of modules making up the bAG. We define the

following notations to ease the description of the algorithm:

o V, indicates whether the node is the top node of the DAG.
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« V, indicates the node where the graph split is performed.
o Modules correspond to sub-graphs in DAG.

We set V,, when we construct the DAG from the FMT and then proceed with executing
Algorithm [I, We first identify all the sub-graphs within the whole DAG and label
all the top nodes of each sub-graph ¢ as V;. We loop through each sub-graph and
its immediate child (the sub-graph at the immediate lower level) and at the point
where the sub-graph and child are connected, the two graphs are split and a new
node Vj is introduced. Executing Algorithm [I| results in a set of sub-graphs linked
together by the labelled nodes V. For each of the lower-level sub-graphs, we now
proceed to compute the mean time to failure (MTTF). This will serve as an input to
the higher-level sub-graphs, such that metrics for the abstract equivalent ¢TMC can

be computed.

Algorithm 1 DAG decomposition algorithm

1: procedure DECOMPOSE(G) > The pAG G = (V, E)

2: identify sub-graphs using depth-first traversal

3: label all top nodes of each sub-graph 7 as Vr,

4: for select the top node of every sub-graph and the child defined at the
immediate lower level do

5: if label V; already found in one of the leaf nodes of sub-graph then
6: split sub-graph

7: insert new node V,; which will be used as input

8: end if

9: end for

10: end procedure

Probabilistic Model Checking of sub-graphs We start from the bottom
level sub-graphs and perform the conversion to ¢TMC using the formal models.
Each component is represented by a PRISM module and based on the underlying
components and structure making up the sub-graph, the corresponding individual
formal models are converted into the sub-graph’s equivalent cT™MC by performing

parallel composition. For each sub-graph, we compute the probability of failure
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D.(T) at time T, from which we calculate the MTTF [139] using (3.4). The
MTTF serves as the input to the higher level sub-graph at time 7. The new node
in the higher-level sub-graph, now degrades with the new time delay 74, = MTTF,
which is fed into the corresponding DELAY component. This process is repeated
for all the different sub-graphs until the top-level node V;, is reached. Figure [3.13]

depicts the steps needed to perform PMC for one of the sub-graphs.

Library of CTMC Models

.

Parallel

D
e
()
J

)
_ N o
— ~ Composition
v CTMC
c 9 DELAY 1 DELAY 2
Probabilistic
- Model
REPAIR INSPECTION
Inspection Repair MODULE MODULE Checker
module |thresh | module -
o ™o
P ¢ ¢
[MainEnEnce DELAY T Metrics MTTF

Figure 3.13: Method for performing PMC of sub-graphs. Given the subgraph with
IE labelled with G, we select the corresponding ¢TMC models for the two EBEs, the
RM and IM modules and the corresponding DELAY modules. We perform parallel
composition to obtain the full abstract cTMC and compute the probability of failure
(D.), at time T', via PMC. Using D,, we attain the MTTF. For a different time horizon
we recompute the MTTF without the need of reperforming the parallel composition
step.

Probabilistic Model Checking of the final equivalent abstract CTMC
On reaching the top level node V,, we compute the metrics for the equivalent
abstract cTMC with a specific time horizon T'. For different horizons, the previous
step of computing the MTTF for the underlying lower level sub-graphs needs to be
repeated. Using this technique, we can formally verify larger FMTs, while requiring
less memory and computational time due to the significantly smaller state space of
the underlying cT™mcC. Figure presents a FMT composed of four EBEs, one IE

and TLE, and the corresponding abstracted FMT. The abstract FMT is a pictorial
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representation of the model represented by the equivalent abstract cTMC obtained

using the developed decomposition framework (cf. Figure [3.12)).

[ Higher level event] [ Higher level event]

Lowest intermediate

event

Figure 3.14: The original FMT and the abstract FMT corresponding to the equivalent
abstract ¢cTMC generated by the developed framework. The MTTF for F’ is computed
based on the probability of failure of the lowest intermediate event.

3.2.3 Metrics

We use the probabilistic model checker PRISM [100] to compute the KPIs of the

model described. The metrics can be expressed using the csLand are given by

1. Reliability: This can be expressed as the complement of the probability of

failure over the time 7', 1 — P_;[F=T failed]

2. Availability: This can be expressed as R—»[C=T]|/T', which corresponds to the
cumulative reward of the total time spent in states labelled with okay and

thresh during the time T'.

3. Ezpected number of failure: This can be expressed using R—;[C=T], which
corresponds to the cumulative transition reward that counts the number of

times the top event enters the failed state within the time T

4. Expected cost: This can be expressed using R—»[C=T], which corresponds to
the cumulative reward of the total costs (operational, maintenance and failure)

within the time 7.
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3.3 Application to building automation systems

We consider the HVAC system setup (a subset of the whole BAS) found within the
Smart Buildings Laboratory. A graphical description is shown in Figure It is
composed of two circuits - the airflow circuitry and the water circuit. The gas boiler
heats the supply water and transfers the supply water into two sections - the supply
air heating coils and the radiators. The rate of water flowing in the heating coil is
controlled using a heating coil valve, while the rate of water flow in the radiator is
controlled using a separate valve. The outside air is mixed with the air extracted
from the zone via the mixer. This is fed into the heating coil, which warms up the
input air to the desired supply air temperature. This air is supplied back, at a rate
controlled by the air handling unit (AHU) dampers, into the zone via the supply fan.
The radiators are directly connected to the water circuitry and transfer the heat
from the water into the zone. The return water, from both the heating coils and

the radiators, is then passed through the collector and is returned to the boiler.

Mixer Air Handling Unit
Outside air --.-» Coils /Fg Damper
{4 \,
Zone air ----» ’E] > * ')-
Valves
Boiler
% Zone  {-f---
A B
> |
Q{ —>» Water flow
---9 Air flow

Figure 3.15: High-level schematic of an HVAC system.

The correct and continuous operation of the HVAC depends on the proper opera-
tion of its subsystems. Usually, all individual components from these subsystems
have different expected lifetimes, as well as different sources of degradation and
failures. For instance, the valves can get stuck due to the gradual increase in
deposits from the water flow. This limits the rate of water flow in the heating
system, consequently reducing the heat exchange rate. The supply fan gradually

decreases its efficiency as the lifetime of the fan motor increases, while it may cease

51



to work if it breaks due to a failure of the fan bearings or the motor itself. The
AHU damper may break due to the build up of fouling [158]. The radiator may fail
due to rust and leak inhibitors, which form solids that collect in the radiator cooling
system and restrict the water flow. The boiler heating capacity reduces with age due
to corrosion and the accumulation of dust and dirt in the internal heat exchanger
and flue [52]. The aforementioned issues are a subset of possible failure causes
that may lead to downtime of the HVAC unit from Figure [3.15] When maintenance
actions are being planned, all such (foreseeable) events must be considered to ensure
compliance with the KPI requirements. However and in spite of the best efforts, the
operation of the individual components—and thus the whole system—degrades as

time passes.

Failure of
HVAC unit

]
No heatmg [ Reduced capacity ]

Inspection

module

O | 1

Failure of Failure of Insufficient radiator
| heatlng coil supply fan output power

Repair
module
@ 9

Figure 3.16: Fault maintenance tree for reasoning about failure of HVAC unit.

thresh|

Based on this HVAC system we construct the corresponding FMT shown in
Figure [3.16] For each EBE, all random variables describing the jumps from the
initial to the failed phase are independent and have the same rate parameter. The
number of phases and MTTF of EBEs is typically derived from measurements or
manuals, and uniquely determines the degradation behaviour of the component,
viz. the rate of the exponential random variables. All EBEs in Figure [3.16] are

obtained from [10], [54]. In the Table N is the number of degradation phases:
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for instance, EBE 2 models a failure of the supply fan motor via a (random variable

with distribution) Erlang(3,3/35).

ID Component N MTTF
1 AHU damper broken 4 20

2 Fan motor failure 3 35

3 Supply fan obstructed 4 31

4 Fan bearing failure 6 17

5 Radiator failure 4 25

6 Radiator stuck valve 2 10

7 Heater stuck valve 2 10

8 Heat pump failure 4 20

Table 3.2: Details of the EBEs from Figure

3.3.1 Applying the framework to HVAC set-up

We convert the FMT representing the failure of the HVAC system into the equivalent
abstract cTMC and perform probabilistic model checking over six time horizons N, =
{0,5,10, 15,20, 25} years. The cleaning policy consisting of periodic inspections,
repair checks, and overhauls. Each of these periodical service activities has a clear

and distinct restoration purpose:

e Overhauls enforce a replace action that renews the whole HVAC, sending all

EBEs back to their new phase.

— When triggered, replace actions take one week (i.e. seven days) to
complete.
— This incurs in a cost of €5000 and is the highest point-wise investment

of the whole policy.

o A clean action is performed if and only if some EBE is in a thresh phase (aka
degraded but operational) at the moment when either the periodic cleaning

or inspection takes place.

— Every inspection incurs a cost of €5.
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— When triggered, clean actions take a day.

— All degraded EBEs are cleaned on that day, following the same scheme

implemented for repairs.

— When an EBE is cleaned, its health is restored by one degradation phase,

which makes cleaning the lightest among all maintenance actions.

— A clean costs € 100; however notice that, if no component is degraded
when the inspections occur, no clean is performed and this cost is not

incurred.

These maintenance procedures are implicitly implemented in the corresponding
RM of the model. Moreover, all costs described above account for maintenance
checks/actions. We also consider operational costs: € 1 is accrued per day of system
uptime and €4 per day of system downtime [114], [142]. For this set-up, all the
KPI metrics corresponding to the reliability, availability, total costs (maintenance,
inspection and operational costs) and the total expected number of failures of the
HVAC systems over the time horizon are computed. We further consider five different
maintenance strategies, listed in Table [3.3] such that we can identify the optimal
strategy that minimises cost and achieves the best trade-off in HVAC performance
(i.e. with minimal expected number of failures and high reliability and availability).

We select strategies that have a different combination of repair, inspection and

Strategy index || Ty, Ton Tinsp
My 2 years - 1 year
My 5 years - 2 years
My 2 years 5 years -
Ms 2 years 15 years 0.5 years
My 4 years 30 years 1 year

Table 3.3: Implemented maintenance strategies.

replacement strategies to highlight the effect the different maintenance actions have
on the HVAC system’s performance. Figure depicts the resulting metrics for

the employed strategies.
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Figure 3.17: Comparing the KPIs under different maintenance strategies for the
HVAC system.

We can deduce that the worst-performing strategy is when repair actions are
carried out every 5 years with inspection carried out bi-annually and no replacements
(corresponding to strategy Mj). Strategy M; provides high performance but with
a significant increase in the total costs due to the frequent replacement actions.
Comparing strategies M3 and M, we can note that M3 has the highest availability
over the whole time horizon but this comes with higher total costs due to the higher
frequency of replacements. Strategies My and M, have similar performance with
M, having a slightly lower availability and higher expected number of failures but
with comparable maintenance costs. From this analysis, we can deduce that the
optimal strategy which gives the best trade-off between costs and HVAC system’s
performance, over 25 years, is strategy M, (i.e. with annual inspections, bi-annual

repairs and no replacements).
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Error analysis We perform a comparison between computing the Kpis with
and without the graph decomposition framework. As highlighted in Section [3.2.2]
the state space representation for analysis via PMC may require a large amount
of memory. In particular, modelling the whole FMT without the decomposition
requires more then 108 states, which is an upper-bound for the capabilities of the
PRISM tool in the current computer settings [100] and thus, the metrics cannot be
computed. However, in order to compare the two methods, we focus on a sub-tree
within the BAS FMT with the IE labelled as Reduced capacity. This sub-tree is
composed of EBEs 1, 5, and 6 (see Figure and we fix the maintenance strategy
to Mj (i.e. inspections every 6 months, repairs every 2 years, and an overhaul every
15 years). Next, we compute the KPI metrics using both methods over six time
horizons N, = {0, 5,10, 15,20, 25} years and present the result in Figure We
label the metrics PMC EXACT and PMC REDUCED for those generated using with

and without the decomposition framework, respectively.
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Figure 3.18: Comparing the KPIs computed with vs without the decomposition
framework for the sub-graph with IE Reduced capacity under Ms.
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As expected, a small gap is observed between PMC EXACT and PMC REDUCED.
This is a consequence of the reduction technique, which replaces the OR gate on
top of EBEs 5 and 6 for an EBE with equivalent MTTF. Consequently, instead of
using the fastest firing time between two Erlang distributions, i.e. one for EBE 5
and one for EBE 6, in PMC REDUCED we measure the firing time of a single EBE
with the same MTTF. This has the advantage of reducing the number of states of
the cTMC analysed (everything below the replaced IE is now a single EBE), but
creates a minor deviation in the general model behaviour. Such deviation should

increase with the number of times this reduction is performed.
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Figure 3.19: Comparing the KPIs computed with vs without the decomposition
framework for the sub-graphs corresponding to the IEs Reduced capacity & Failure in
heating coil under Ms.

In Figure |3.19|we show the KPI metrics for a subtree that includes the 1Es Reduced
capacity’ and Failure of heating coil, i.e. EBEs 1 and 5-8. Again we experiment
using M3 as the maintenance strategy over five time horizons. We observe that the
difference between PMC EXACT and PMC REDUCED is exacerbated, since more IES

have been reduced via the abstraction method.
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We further split the maintenance costs into the individual sub-components
making up the total cost: inspection, repairs, overhaul and cleaning actions and
highlight the different contributions in Figure [3.20 The aggregation of these values,

plus the operational system costs, composes the total costs from Figure [3.19]
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Figure 3.20: Comparing the maintenance costs computed with vs without the
decomposition framework for the sub-graphs corresponding to the 1Es Reduced capacity
& Failure in heating coil under Ms.

Notice that the overhaul period for Mj is 15 years, yet the plot shows positive
costs incurred in replacements at 5 and 10 years. This is a consequence of
approximating discrete time periods via 3-phase Erlang distributions: the mean
time for an occurrence of the event, (e.g. an overhaul triggering a replace, is 15
years), but the effective time observed in particular simulations variates to some

degreeﬂ around such value, causing the (averaged) behaviour shown.

3A random variable following an Erlang(3/15,3) distribution has standard deviation
W = 5V3.
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Refining the maintenance actions In the basic setting of Subsection m (we
call this HVAC-0), inspections and repair checks overlap considerably. Both can
trigger the same maintenance action, namely, a clean, and both will do so in the
same system configurations. The only situations when a clean would be triggered by
a repair check and not by an inspection is when there is at least one failed—but no
degraded—component. The likelihood of these scenarios decreases with the amount
of EBEs and their number of degradation phases.

A more problematic modelling effect is that, when triggered by an inspection,
a clean can “repair” a failed EBE and make it operational again. If e.g. EBE 1 is
failed and EBE 2 is degraded, an inspection will trigger a clean because EBE 2 is
in a thresh state; since cleaning actions are system-wide this also affects EBE 1,
which then moves from its failed to a thresh state, becoming operational. We argue
this is not a realistic behaviour. Consequently, we refine the maintenance actions
such that there is a clear distinction between inspections and cleans. The periodic
cleaning action by the RM now triggers a cleaning action if and only if some EBE is
in its failed phase at the moment when the check takes place. The intuition is that
an expert technician visits the premises regularly, fixing any component he finds
in a failed state, namely broken. When triggered, such an action takes two days
and costs €800. All broken EBEs are restored in those two days and have their
health significantly restored: once the action is completed they are sent back N — 2
degradation phases. The resulting phase for the component is the first one labelled
thresh after the new phase, i.e. a repair leaves the component “almost—but not
quite—new.” The inspection action, will remain as is. The intuition motivating these
modifications is that an expert technician fixes periodically all broken components,
which is sometimes named age repair or age replacement and is also related to block
replacement [13], [21]. We call the new HVAC FMT: HVAC-1.

We select the maintenance strategy, corresponding to Mz in Table [3.3] in which
inspections, repair checks, and overhauls, take place every half, two, and fifteen
years respectively. Using this policy we compare HVAC-0 vs HVAC-1, by computing

the new KPI metrics for each. We depict the results in Figure [3.21], which shows
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un-availability is 2 to 3 times higher than in the HVAC-0; other metrics are much

less affected.
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Figure 3.21: Comparing the KPIs between HVAC-0 and HVAC-1.

3.3.2 Comparison with statistical model checking

We perform a comparison with SMC and employ the tool UPPAAL to encode the same
FMT HVAC, where the FMT components are modelled using PTA. The equivalence
of the models’ behaviour developed in both tools, i.e. PRISM and UPPAAL, are
extensively and exhaustively evaluated in |3]. Here we present the computational
performance of SMC vs. PMC. We consider two maintenance strategies (i) M3 and
(ii) My from Table [3.3] sMcC experiments have been run in a cluster with AMD
Opteron™ 4386 processors, each with access to 64 GB of dedicated DDR3 RAM.
PMC experiments have been run in a cluster with Intel® Xeon® E5-2640 v3 processors,

each with access to 64 GB of DDR4 RAM. The resulting execution times in seconds
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of both techniques, for both maintenance policies and all KP1s, are listed in Table

3.4

T Metric PMC SMC Metric PMC SMC
Ms My | Ms My | Ms My | Ms My
5 | Reliability | 0.6 0.8 | 6.3 6.1 Availability | 1.0 1.1 7.9 13.1
10 1.6 1.2 | 144 17.0 2.3 2.1 15.5 25.4
15 20 1.7 1| 174 29.0 3.2 3.5 24.9 35.8
20 2.3 29| 195 38.6 4.4 4.1 31.2 432
25 3.0 3.2 |179 46.2 55 34 | 316 522
5 ENF 1.1 12| 79 12.9 || Total costs | 5.4 5.2 29.8 47.9
10 22 23| 154 24.0 105 94 | 56.4  90.0
15 32 351|213 342 14.0 139 | 785 119.4
20 4.9 4.0 | 27.7 433 17.6  17.1 | 94.7 145.6
25 56 4.4 | 31.6 50.1 22.1 19.7 | 105.7 168.3

Table 3.4: Time in seconds to compute KPIs using PMC and SMC.

In the case of PMC, the times listed include the computation of the MTTF used to
perform the IE-to-EBE reduction, plus the subsequent time it took PRISM to compute
the corresponding KPI from the resulting reduced model. Since the process of
plugging in the computed MTTF into the reduced cTMC (from which PRISM computes
the metric) is not yet automated, that is omitted from our measurements. We note
however that, if the task were fully automated, such time should be negligible with
respect to the “true analysis times” required to compute a KPI value.

Table shows that, as expected, PMC converges to a result in significantly
less time than sMc. For reliability, availability, and ENF, PMC is usually ~ 10x
faster than sMc; for costs computation the difference is ~ 6 x in favour of pMcC. In
general, this is a consequence of SMC requiring a sufficiently large random sample
(viz. number of simulations) to achieve the desired statistical criteria and build
the confidence interval. Here, the underlying trade-off is in runtime vs. computer
memory: for PMC a reduction technique must be used to alleviate this problem,
losing in exchange some precision in the metrics. On the other hand, it must be
highlighted that the confidence criteria requested for our SMC analyses are standard
but not particularly challenging. Requesting 99% confidence level and more precise
(narrower) confidence intervals would greatly increase the computation times of

SMC.
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For both techniques and all metrics, computation times increase linearly with
the time horizon analysed. However, PMC is not greatly affected by the maintenance
policy studied, because its computational times are mostly a function of the structure
of the underlying model. This structure is given by the set of (¢TMC) modules and
their communication mechanisms, rather than by the particular parameters like
e.g. inspection frequency. Such parameters do play a minor role, since they may
influence the number of iterations required to determine convergence to a fixed point
in the internal mechanisms of the model checking algorithms. Incidentally, the effect
of these parameters in the number of iterations could be counter-intuitive: ENF,
availability, and costs computations with PMC are faster when using strategy M,
than Ms, see Table 3.4 In any case, PMC is much less affected by the maintenance
policy than sMC. Since SMC uses discrete event simulation as its backbone, the
more events per time unit that need to be attended, the more computation time
it takes to advance one-time unit. On average, using M, generates twice as many
events per time unit than M;, and therefore it takes longer to compute the metrics
for M,. Consequently, quantifying how longer will SMC analyses take for the M,
is not straightforward. It is nevertheless clear that Mj is faster to analyse via

SMC than M, , which is corroborated in practically all time measurements presented

in Table 3.4

3.4 Conclusion

In this chapter, we have shown how we can obtain high-level certification via
KPI metrics for a large subcomponent of BAS: the HVAC. We provide a new
quantitative method for selecting optimal preventative maintenance strategies via
the analysis of FMTs and PMC. We describe novel semantics and syntax details of
the FMT which take the form of cTMCs and show how the state-space explosion
can be mitigated via a novel state-space reduction algorithm. We further perform a
comparison with the traditional SMC method of analysing FMTs.

There is a profuse of extensions that can be derived from the work. We are

planning to extend our research in the following directions:
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« use continuous stochastic processes 3] to represent the EBE. This will make
the modelling framework more realistic and will allow us to reframe the

semantics of FMTs into a stochastic hybrid system.

o extend the framework such that optimal policies can be synthesised and thus

perform predictive maintenance.

e currently in the PMC community work is being done towards extending
quantitative model checking to PTA [97]. Analysing PTA via PMC would
reduce the design effort required: by using PTA over ¢TMC we would no
longer need to perform the state-space reduction, and thus the accuracy of
the computed values should improve, at the same time maintaining the high

computational performance of PMC.

o validate the results computed for our models against KPI metrics obtained
from real data. Note however that, due to the slow degradation rate of
HVAC components, obtaining the data required to perform the last task could
be particularly involved. To circumvent this, an HVAC fault simulation platform

such as HVACSIM~+ can be employed to analyse different fault conditions [108].

All the code for modelling FMT via PMC is available online at:

www.gitlab.com/natchi92/fmt
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We have examined how reasoning about the overall performance of BAS can be
performed to generate high-level certificates in Chapter 3. In this chapter, we reduce
the level of abstraction and reason at the level of individual BAS components making
up the system to achieve low-level certification. We present a library of models that
serves as an aid in understanding the dynamical evolution of the sub-components
making up the BAS and as a benchmark for sHs.

In literature, a gamut of modelling frameworks are employed to capture the

dynamics of buildings, together with their sub-components, from which three main
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categories can be identified: black-boz, grey-box and white-box models |7], [58]. Black-
box modelling identifies model parameters automatically based on the relationships
between input and output measurements. Their advantage is the establishment of
models with very low development costs [56]. Black box models have been applied
towards the understanding of the behaviour of BAS systems [110], [121], simulation
and prediction of BAS systems [70], |[132] and in conducting fault detection diagnosis
[166]. Grey-box models are generated through the combination of insight based
on the physical counterparts of the system and on the relationship between input
and output measurements [56]. The most common grey-box modelling framework
is the construction of state-space models based on resistance-capacitance (RC)
network, which represents the different components and thermal energy flows within
a building. The RC network is analogous to electrical circuitry and describes the
underlying system process dynamics. This framework has been used to model
multiple rooms in industrial buildings [15], [123], in large research projects such
as the work conducted at ETH ZURICH [152] and at UC BERKELEY [112]. White-
box models take into account all physical equations and principles that govern
a system. They provide high-performance when compared to the grey- or black-
box alternatives, however, come at a high-cost in terms of both computational
complexity and implementation [56]. Such models are typically developed using well-
established modelling languages, such as MODELICA [118], or software packages such
as ENERGYPLUS [44] and BRCM [151]. For instance, [49] employed ENERGYPLUS to
build a high-resolution building model using the state-space method, [45] constructed
a building model consisting of 27 zones, hydraulic components and air conditioners
using MODELICA, while BRCM has been employed to construct buildings heating
ventilation and conditioning models for advanced controller design in [62].

The large spectrum of building models possess one common element: the
models are merely an approximation of reality and therefore invariably contain
uncertainty (inaccuracies) stemming from the mathematical model itself and the
sensor measurements used to identify and make predictions on [120]. Consequently,

uncertainty plays a crucial role in a model’s ability to capture the behaviour of

65



the BAS. In order to capture such disturbances a framework based on stochastic

processes is a necessity.

Stochastic process: A collection of random variables X = {X[k]| : k € K}
defined on a common probability space, taking values in a common set

D (the state space), and indexed by a set K, often either k or [0, 00) and
thought of as time (discrete or continuous respectively) [136].

Buildings can be seen to be composed of an interleaving of continuous and
discrete components (coming from example, the ON/OFF demand and from the
continuous supply of energy). A rich mathematical modelling framework that is
able to make use of stochastic processes and capture the hybrid element between
the continuous and discrete components is known as Stochastic Hybrid Systems
(sHS) [84]. Fostered by their application in multiple domains studies in SHS has
recently flourished and has witnessed advances in areas of Systems and Control [29],
[144], Formal Verification [2], [36], [107] and Cyber-Physical Systems [111]. In this
chapter, we demonstrate how SHS can also be applied within the domain of BAS
and identify verification and synthesis goals.

This chapter is structured as followed: Section introduces the semantics of
SHS. We present a library of models for BAS in Section [4.2] Section delineates
examples of SHS models constructed using the library of models and identifies
different verification and synthesis requirements that align with the high-level

certificates defined in Chapter [2]

4.1 Stochastic hybrid systems

SHS is a formal mathematical model that describes the relationship between discrete
features, continuous dynamics and probabilistic uncertainty of a system. It consists
of the discrete probabilistic jumps and continuous variables which evolve via
stochastic differential equations within each discrete location. Given the generality
and broadness of sHsS, different definitions can be found across primary literature

(the key difference is attributed to the means by which stochasticity enters within
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the dynamics). A classification of the different definitions found in literature is
given in [111]. In this work, we focus on discrete-time SHS and follow the definition

in [5], which we extend to include labels.

Definition 2 (Stochastic Hybrid System (SHS)). A SHS is a discrete-time model
defined as the tuple

H=(9,nUT,T,O,L), where (4.1)

Q ={q1,q2,---,9m}, m €N, represents a finite set of modes (locations);

n € N is the dimension of the continuous space R™ of each mode; the hybrid

state space is then given by D= Ugco{q} x R";
e U is a continuous set of actions, e.g. RY;

e T,: QxDxU — [0,1] is a discrete stochastic kernel on Q given D x U,
which assigns to each d = (q,z) € D and u € U, a probability distribution

over Q : Ty(-|d,u);

e T, : BR") xD xU — [0,1] is a Borel-measurable (continuous) stochastic
kernel on R™ given D xU, which assigns to each d € D and w € U, a probability
measure on the Borel space (R™, B(R™)) : T,(:|d, u);

e O ={61,...,0,} is a set of atomic propositions;

e L:Q — 29 is a labelling function that assigns to each hybrid state possibly

several elements of ©.

In this model, the discrete component takes values in a finite set O of modes,
each endowed with a continuous domain (the Euclidean space R™). As such, a point
d over the hybrid state space D is the pair (¢, z), where ¢ € Q and = € R". The
semantics of transitions at any point, over a discrete-time domain, are as follows:
given a point d € D, the discrete state is chosen from 7;, and depending on the
selected mode ¢ € Q the continuous state is updated according to the probabilistic

law T),. The evolution of H for £k < K € N is a stochastic process d[k] = (q[k], z[k])
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with values in H and is defined on the probability space (DE+ B(DX*1), P) where
B(DXE*1) is the product sigma-algebra on the product space DX*! and P is a
probability measure. Non-determinism in the form of actions can also affect both
discrete and continuous transitions. Similar to [5], we assume the continuous state
is affected by Gaussian noise. This is a reasonable assumption given the nature of

the underlying dynamics making up the BAS.

Remark 2 (Continuous transition kernel). T, is characterised by the evolution of
x i.e the continuous component of H and is described by a stochastic difference
equation
xlk +1] = F(qlk], z[k], ulk]) + G(q[k])w, (4.2)
veld, w~N(0,2,),
where F' is a vector valued function and G = {G(q[k]) € R™" | ¢ € Q} is a
collection of diffusion terms, w € R" is a Gaussian noise with zero mean and

covariance matriz 3, € R™*". This characterises the transition kernel such that for

any measurable set BCR", z € R", and u e U
L.(B | g.a.u) = [ N(t] Flg,a.u). Gla)SuG(@)") dt. (43)
Then, it holds that P is uniquely defined by T, and for k < oo,
T.(B | qlk], x[k], ulk]) = P(z[k + 1] € B | q[k], z[k], u[K])- (4.4)

We note that, for k = oo, P is still uniquely defined by T, by the lonescu-Tulcea

extension theorem |/6/. O

Remark 3 (Special instance). Actions maybe associated to a deterministic selection

of locations, namely T, : U — Q and U is a finite set of actions. O]

In the presence of control actions, we further define a control strategy (policy)
that maps actions u € U to the d € H. A plethora of strategies exist in literature [16).

Here, we focus on memoryless Markov and switching strategies.
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Memoryless Markov strategy: A sequence m = (7o, 7y, ...) of univer-
sally measurable maps which assign 7, : d — U for £ = {0,1,...}. We
denote the set of all Markov strategies as IT [146].

We employ switching strategies for the special instance of SHS models (see
Remark . Switching strategies reason over paths generated by the sus. For
k € NU {oo}, we call Path},(s): {0,1,...,k} — D the set of sample paths of d of
length k. The set of all sample paths with finite and infinite lengths are denoted
by Pathgi{n(s) and Pathy(s). We denote by wy,, wh, and w,, (i) a sample path, a
sample path of length k, and the (i + 1)-th state on the path w,, of H, respectively.
Furthermore, we define the (observation) trace of path wk, = dod; ...dy to be
€ =& ... &, where & = L(d;) € 2° for all i < k. For a path w,, € Pathy(s) with

infinite length, we obtain an infinite-length trace.

Switching strategy: A function 7y : Pathi'(s) — U that assigns a
discrete mode u € U to a finite path w,, of the process d. The set of all
switching strategies is denoted by I3 [102].

4.1.1 Simulation of stochastic hybrid systems

An execution of a H = (Q,n,U,T,,T,,0, L) under a memoryless Markov (policy)
strategy is a stochastic process whose sample paths for the duration of k € N are
obtained according to Algorithm [2l In the presence of a switching strategy, we
replace line 4 in Algorithm [2 with u[k] — 73 (w},), and following each state update
(see Algorithm [2[line 6) extend w% by (u[k], z[k + 1]).

To reason about the behaviour of the sHS, Monte Carlo techniques need to be
adopted. Monte Carlo techniques generate numerical sampled trajectories (sampled
executions) representing the evaluation of a stochastic process over a predetermined
time horizon. Trajectories are generated by sampling, at each point in time, from the
current distribution representing the underlying system dynamics (see Algorithm

lines 5 - 6). Given a sufficient number of trajectories, one can approximate the

statistical properties of the solution process with a required confidence level. This
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Algorithm 2 Algorithm describing the execution of SHS over K time steps.

1: procedure SIMULATE(H)

2 set d[0] — (¢[0], z[0]) and k = O;

3 while k < K do

4: set ulk] — w(d[k]);

5: extract from Q a value g[k + 1] according to T, (.|d[k], u[k]);
6: extract from a value x[k + 1] according to T,(.|d[k], u[k]);

7 dik + 1] — (q[k + 1], z[k + 1])

8: k—k+1,;

9: end while

10: end procedure

approach has been adopted for simulation of different types of sHs. [93] applies
sequential Monte Carlo simulation to SHS to reason about rare-event probabilities.
[53] performs Monte Carlo simulations of classes of SHS described as Petri nets. [31]
proposes a methodology for efficient Monte Carlo simulations of continuous-time

SHS.

4.1.2 Formalisation of low level certificates

We are interested in performing analysis on SHS over the low-level certificates defined
in Section [2.1] Here we show how the low-level certificates can be formalised using
temporal logical operators (CSLTL and BLTL) and evaluated over the probabilistic

operator P_, and sample space X.

1. Safety: This is also referred to as the probabilistic invariance property. For

finite time horizon, we employ BLTL and define safety as
P_;(Vj € Neg : 2[j] € Z) = P_o(G=F 2), (4.5)

for a given time horizon K, realisations of {z[k]|k € N<gx} and safe set
Z € B(X). Conversely for infinite horizon safety, we employ CSLTL and define

safety as

P,VjeN:z[jle Z)=1—-P_s (true U =2). (4.6)

2. Reach: This corresponds to the probabilistic reachability property for a given

target set T' € B(X), over a finite time horizon K. It can be expressed via
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BLTL as

P_y(3i € Ney : afi] € T) = Py (F<K T) (4.7)

for the realisation {z[k]|k € N<k}.

3. Reach and Awvoid: This corresponds to the probabilistic reach-avoid property
and quantifies the probability of reaching T" while staying in Z. For finite

properties this is expressed by probabilistically evaluating the BLTL formula

P_y(3i € Negc : afi) € T AVj € Neyy 1 alj] € Z) = Py (12 UK T)
(4.8)
The complement of Z is the unsafe set that is avoided in the probabilistic
reach-avoid property. Similarly, for infinite horizon properties this is expressed

using CSLTL formula as,

Po(JieN:ali)] ETAVj €ENgy:2[jl] € Z) =Py (mZUT). (4.9)

4.2 Library of models for building automation
systems

In this section, we present a library of models for BAS that is inspired by and built
around our Smart Buildings Laboratory. Focus is on modelling both temperature
and carbon dioxide (C'O,) dynamics - key elements for ensuring thermal comfort
and good air quality. The library facilitates the construction of models with different
configurations and features: for instance, we can build low- to high-dimensional
models, with discrete or continuous inputs and states. The models are endowed with
stochasticity which can represent un-modelled components, unknown parameters,
random continuous effects, or likelihoods of transitioning to a certain discrete state
from the current location. Using this library of models, SHS models of varying

complexities with different analysis goals can be easily constructed and tested.
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Figure 4.1: Building automation system (BAS) setup.

4.2.1 BAS: Structure and components

BAS models clearly depend on the size and topology of the building and on its
climate control setup. In this work, we consider the BAS setup shown in Figure [£.1a]
which consists of two teaching rooms that are connected to a boiler-heated system.
The boiler supplies heat to the heating coil within the AHU and to two radiators.
Valves control the rate of water flow within the heating coils and the radiators. The
AHU supplies air to the two zones that are connected back to back and adjacent
both to the outside and to an interior hall (see Figure [4.1a)). The zone air of both
rooms can mix with the outside air and exchanges circulating air with the AHU.
The zone air is further affected by the presence or absence of occupants within the
zone. Occupants generate both C'Oy and thermal energy which directly impacts
the thermal evolution and air quality in the zone. The combination of the mixer,
damper, fan and opening or closing of windows and doors allows for regulation of
the zone air. Return water from the AHU heating coils and radiators is collected
and pumped back to the boiler.

Figure presents the RC network circuit of the two zones, which underpins
the dynamics for temperature in the zone component - corresponding equations are

in Table . The heat level in each room is modified by (i) radiative solar energy
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absorbed through the walls, (ii) occupants, (iii) AHU input supply air, (iv) radiators
and (v) AHU return water. The effect of heat stored in the walls and in rooms is
depicted with capacitors, whereas thermal resistance to heat transfer by the walls

is depicted by resistor elements.

4.2.2 BAS: Dynamics and configurations

We define models for the individual components in the BAS system. Single
components are intended as separate physical structures within the BAS. Their
models are built from the underlying physics and are improved via industrial
feedback and from existing literature [71]. We obtain models with a number of
unknown parameters: these are estimated and validated using data collected from
the BAS setup [92].

We list indices in Table , while all the quantities (variables, parameters,
inputs) are listed in Table Table presents all the relations among variables
in the model: algebraic relations define static couplings whereas differential relations
define the dynamics for the corresponding variables. The structure in Figure [4.1a),
the quantities in Table and the variables (with associated dynamics) in Table ,
together allow to construct global models for the complete BAS setup. We refer to
the set of models describing the individual components (cf. Table as a library of
models. One can select the individual components and models from the library, and
build different BAS configurations. One can also use the same modelling principles
to consider more complex BAS structures for e.g. buildings with large number of
rooms or multiple heating elements.

A global model of the BAS set-up can be complex, comprising both algebraic and
differential relations that are further affected by process noise. A model also contains
several inputs which can either be construed as control signals or as exogenous
signals. Some of the dynamics are non-linear in view of continuous variables that are
bi-linearly coupled (cf. AHU damper model in Table . Furthermore, the model
features multiple components that present switching discrete behaviours, effecting

the dynamics of the continuous variables. In order to tackle the complexity of global
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Index ‘ Reference H Index ‘ Reference H Index ‘ Reference
a AHU adj adjacent zone b boiler
c window closed d mixer e zone unoccupied
f zone occupied h water hall hallway
1e€{1,2} individual zones || jn € {2,3,7} | zone walls with Jjw € {5,6} | zone walls with
no windows windows
Jj € {jnUjw} | all zone walls le{1,2} adjacent interior zone | o window open
occ occupants out outside r radiator
ref reference 7w return water sa supply air
solar solar energy sp set point sw supply water
v collector w wall z zone
Table 4.1: Indices.
Symbol ‘ Quantity ‘ Type H Symbol ‘ Quantity ‘ Type
A; area of windows of each zone | constant By, boiler switch discrete
C capacitance constant Cpa; Cpw | specific heat capacity of air and water constant
CO, carbon-dioxide measurements | input Fo, fan switch discrete
ky steady-state of the boiler constant m mass air flow rate input
n number of zones constant P, radiator rated power output constant\input
Q heat gain input R thermal resistance to heat from walls constant
T temperature state\input || u mixing ratio input
(UA) overall transmittance factor of | constant Vv volume constant
w water flow rate input Winaz maximum water-flow permitted by the valve | constant
Wen windows & doors switch discrete X valve position input
{a, B, u} | de-rating and offset factors constants o process noise constant
P density constant T time constant constant
0 natural air drift constant

Table 4.2: List of variables, inputs, and parameters.

BAS models and to add a level of flexibility to the modelling framework, we consider
each BAS component as a separate module, characterised by inputs and output
elements, and by internal variables. We make use of individual modules describing
the component type and then connect different modules based on possible physical
couplings. Coupling is also achieved via input-output relationships for e.g., in the
zone module we have coupling between two zones through the continuous variable
Thaj; corresponding to the adjacent zones, which for the wall separating the two
zones (cf. W7 in Figure corresponds to the individual zone temperatures of the
two-zone modules (cf. Table zone equations). Having such a modular structure
for the individual components, provides an added level of versatility since we can
connect different components to create various new models. Modularisation also
allows (i) to perform analysis of the whole setup by executing analysis of individual
modules and (ii) to extend the library of models by defining new modules that

connect to existing modules via their input-output relations.
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Component H Continuous variables H Relation
Boiler AT (1) = 0 B , Be,(t) = differential
' (Tsw) ™ [(=Tewp(t) + kp)dt] + 0sdW  Be(t) =1
Valve 1 algebraic
w(t) = (1) lexp(In(7) X (£)) Wnas)
Mixer Tu(t) = ugTpue(t) + (1 — “ri)<z Tz,(‘))(n)71 algebraic
AHU heating coil differential
& T dTr0(t) = (CoupnV) ™ [(Cout0a ) (Toast) = Trana() + (UA)a(Tallt) = Trana($)))dt] + 3puadW
AHU damper . B differential
ATsq,(t) = (CapaVa) " [Ma(t)Cpa(Tu(t) — Tua, (1)) + (UA) (T, (t) — Tya, (£))]dt + 040, dW  open
Radiator _ - . differential
AT i, (8) = (CouprVe) ™ [(Copuotr, (1) (Touo (t) = T, () + (UA) (T () = Truo, (1)) ] + 0, W
AHU fan ) = Mmsa(t) Fon(t) =0 algebriac
M0 Fal)=1
Window & doors @) 0 Wen(t)=0 discrete
o(t) =
h 0 We(t) =1
Ty, (t) — T, (¢ ,
a0 = €7t [T 4 0 (04 Quet) + Qutt] o
ij
- - —T. Toaj, (t) — T, (t
dT,, (1) — <Cw,n) 1 [Ta(ljﬁuL(i) T.,() +Z d.u( ) ,7,( ) +Qrw.um(t):| dt+ oy, dW
! ! Rout 7 Ryj ’ !
- - Taajy(t) — T, (t
AT (1) = (C) | {Tnd],mn(ﬁ T , 5 i) = T (O Quotary () + Qmﬂ,(t)} dt + oy, dW
Zone Rour [ Rijuy differential
dCOs,, (1) = (Voi) ™ [~ma(t)COs., (1) + 0(t)(COsu — COs (1)) + COspee(t)) dt + 02, AW
Qr‘w.r‘,(t) = Pr‘adL(O‘Z(TTw.h(t) - TZL(t)) + O.'1>, Quu(l<t) = ;L;(COQL(t)) + ﬁl,
Qsa;(t) = M (t) Cpa(Tea, () — T2,(1))), Qrwa;(t) = a3(Trwal(t) — T, (1)),
Qsolar]m(t) = (A Tou(t) + B2)
Collector T (t) = T (£) + (1 — "’ru)(z Ty, (t))(n)fl algebraic

Table 4.3: Dynamics and functional relations among component variables.

4.2.3 BAS: Description of model library

The library of BAS components comes in the form of MATLAB scripts. Each script

represents an individual BAS component. The models are in state-space form and are

of two types: linear or bilinear depending on the component they represent. They are

defined using the MATLAB symbolic toolbox, are parametrised and can be described

both in discrete and continuous time. We provide the estimated parameters, from

data gathered from the Smart Buildings laboratory, to construct the individual

models. Users can easily input their own parameters and construct their own

model. Different components can be connected together based on their input-output

relations by cascading the different symbolic models for each component. The
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scripts are available online at:

www.gitlab.com/natchi92/BASBenchmarks

4.3 Case studies

We set up three case studies, which trade-off different levels of complexity. For each
case study, we map the constructed models into the SHS modelling framework and

introduce requirements (expressing example low-level certification goals).

4.3.1 Two zone heating setup with stochastic dynamics

We consider two zones, each heated by one radiator and with a common air supply, as
portrayed in Figure[d.2] From Table 4.3 we select two components and corresponding
models: the radiator and the zone. The models are simplified by taking the following
assumptions: (i) the wall temperature is constant across the zones and is a fixed
value (T, = 22 [ °C1), (ii) the boiler is switched ON providing a supply temperature
(Tswp = 75 [ °C)), (iii) we fix both the mass air flow rate my, = 9.6 [m?/min)]
and the radiator water flow rate w, = 0.12 [m?/min], and (iv) we assume a fixed
occupancy heat gain (Quee, = 0.0016 [ °C'/min]) in each zone. The fixed occupancy
gain is computed based on the steady state C'Oy levels in a teaching room [129] and

the affine function @, as described in Table

Air duct

1]

Tows Wr g Zone 1

[Radiac

Boiler

N

Zone2 <feeeet

| ”
—> Water flow
---» Air flow

]
Radiator 2
—

Figure 4.2: BAS setup for the first case study.

Consequently, the resulting model has the four continuous-state variables z =
(T., Twyy Trwrys Trwsr,) and with a common supply temperature u = Ty, as an

input. We discretise the dynamics using a Euler-Maruyama scheme having a uniform
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sampling time A = 15 [min], to obtain a Gaussian perturbed linear discrete-time
model. One should note that the model is not fully observable since the individual
zone temperatures (variables of interest) are the only variables provided as outputs.
The dynamics of the continuous variables are described by

xslk + 1] = Aszg[k] + Bsuslk] + Qs + Lsws[k]

1000
sk -
s[k] 0100

(4.10)

x|k

The matrices Ay, B, are properly sized and ()4 represents the constant additive

term within the model and corresponds to

T,A Tw,A  Crpyw, A

Q, = Cpwwr, & '
o Clel CZQRQ prph‘/rl

Tsw
prph ‘/7’2 b

Tsw,b

T
wl = [wl wy  Ws w4] are independent Gaussian random variables, which are

independent of the initial condition of the process and correspond to white noise

(i.e. w; ~N(0,I),i={1,...,4} iid.) and
Y= diag([(\/ZUzl)Q (\/Z022)2 (\/Zarw,h)Z (\/Zarw,m)Q])-

The system matrices are all given in Appendix and are constructed based on
the models in Table [4.3

Requirement

The ASHREA building’s handbook [11] recommends that:

Assuming slow air movement (less than 12.5m/min) and 50% indoor
relative humidity, the operative temperatures recommended range from
20 °C' and 24 °C' in the winter.

We translate this recommendation into a verification framework and consequently
we would like to check whether traces generated by the models remain within a
specified safe set for a given time period of 1.5 hours. The safe set is described as an

interval [20 24] °C' for each zone and we constrain the input u to lie within the set
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{Ts, € R|15 < Ty, < 30} (corresponding to physical constraints). This requirement
corresponds to probabilistic safety defined using (4.5]).

Safety requirement ¢, := P_, (GSKZ6 Xsafe)

where K =6 x A = 1.5 hours and

20 24
20 24
33 37|
33 37

Note, the model already satisfies the slow air movement and relative humidity

Xsafe =

due to parameters used to construct the model. We also restrict the temperature
deviation of the radiators to lie between [33 37] °C', in order to be able to define a

closed safe set over the four continuous variables.
Mapping into a stochastic hybrid system

The constructed model defined using (4.10) can be mapped into sHS following
Definition [2.

7'[1 = (Ql;nlvusquuTﬂcs?@la‘Cl) (411)
with
o 9 = {qo} since we only have one operational mode;

o the state variable x consists of four continuous variables, hence
ny = 4;

e we have one continuous control input U = R,;

. T

¢ = 1 given that we only have one discrete mode;

» the continuous stochastic kernel is derived from (4.10))

sz(‘ll's, U'S) = N(|As$s + Bsus + QS) Zs);

o ©; = {Safe} corresponding to O in ¢;

o L, is a labelling function which associates the 6, = Safe to regions
within Xqf.
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4.3.2 Two zone heating setup with large number of
continuous variables

In this second case study, we focus on the dynamics of the zone component from
Table [4.3] and consider the two zones shown in Figure [£.1b] We assume that (i)
a central fan pumps in air in both rooms with a common supply temperature
15 < Ty, < 30 [°C], (ii) the input mass airflow is constant and a fixed value
(Mmsq = 9.6 [m3/min]), (iii) the return water temperature of the AHU heating coils
is constant (7., = 35 [ °C]) and (iv) the C'O, generated in each zone is treated
as external disturbance. As in the previous case study, the selected model is
discretised using Euler-Maruyama with a sampling time A = 15 minutes, to obtain

the discrete-time model

xs[k + 1] = As,7x3,7[k] + Bs,7u3,7[k] + Gs,7ws,7[k] + Qs,?
5,7 + (412)

yerlk]  =[1 000 0 0 0fz.s[k].
Here the continuous state variables are z57 = (1%, 1%y, Tis, Twgs Lwss Tiws, Tw,) and
a common fan supplies the two zones with a supply rate us7 = T,,. Matrices
As7, Bs7, Gs7 are properly sized, ()57 represents constant additive terms within

the model and corresponds to

Q _ |:qcoA qCOA (102A chA qclA ‘IclA ‘IclA:|T
sT=[C.;, C Cug Cug Cuy  Cug  Cur]

with q., = 1, +01 Prad;s ey = a3 and qe, = a9 AzS2+4.,. Here, w, 7 corresponds

to the disturbance signals

T
Ws 7 = Tout Thall COZZI COQZ2 Trw,rl Trw,r‘g s

which are modelled as random external effects. At each time instant these dis-

turbances are modelled as realisations of identical and independent distributions
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[ Tout[k] 1 [ 9 ]

Thaulk] 15

COq,, [K] - _ 200 i

002; k] ~ N, 3), with mean wy, = 500 ,and variance

T’/‘w,?"l[k:l 35

[ T[] ] 35 ]
1 0 0 0 0 0]
01 0 0O 00
0 0 100 0 0O

“0=100 0 100 0 o 413
00 O 0O 5 0
0 0 0 0 0 5]
Requirement

The ASHREA building’s handbook [11] defines thermal comfort as the “condition
of mind which expresses satisfaction with the thermal environment.” The effect of
thermal comfort on occupants’ performance and a building’s energy performance
has been widely studied in literature and it is suggested that the performance of
occupants decreases outside the thermal comfort zone [25], [119]. Consequently,
for M, 7 we would like to synthesise a policy ensuring that the temperature within
zone 1 does not deviate from the setpoint (7,, = 22 [ °C]) by more than 1 [ °C]
over a time horizon equal to 2.25 hours (i.e K = 9). This requirement can be
translated into computing the optimal control actions that maximise the probability

p of satisfying a BLTL formula according to (4.5).

Synthesis requirement ¢, := P>, (GSK:Q [|[Tep — Ty | < 1])
w2 = P>, (GSK:Q De’uiation)

Mapping into a stochastic hybrid system

The constructed model defined using (4.10) can be mapped into sHS following

Definition Pl
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Ho = (Q2,n2,Us 7, Ty, Ty, ,, O2, L) (4.14)
with
o Qs = {qo} since we only have one operational mode;
o the state variable x5 7 € R7, hence ny = T7;
 we have one continuous control input U ; = R;
o Ty, = 1 given that we only have one discrete mode;

o the continuous stochastic kernel is derived from (4.12])

szy7('|$s77a u8,7) = N('|As,7$s,7 + Bs,’?usc + Qs,7 + Gs,7wm7 Gs77EwG§7);

e Oy = {Deviation} corresponding to Oy in ¢o;

o L, is a labelling function which associates the 65 = Deviation to
regions satisfying [Ty, — 7%, | < 1.

4.3.3 Air quality model capturing CO, and temperature
dynamics in zone

In this third case study we focus on the AHU fan, windows and doors and zone
components from Table |4.3| and we select the AHU as the only source of heat within
the zone (the boiler is disconnected). We also set the mixer as circulating air by
pumping in the outside air (ugy = 1). To reason about the air quality of a zone,
we model the dynamics of both the temperature and C'O, levels both of which are
affected by (i) pumped air by fan within the AHU and (ii) the opening or closing of
the windows and doors in the zone. The BAS configuration is shown in Figure 4.3
This can be described as a SHS comprising two continuous variables over discrete

modes in the set

Q3 = {QO = (_'Fena _'Wen)a q1 = <F67L7 Wen)7 q2 = <_‘Fen7 Wen); q3 = <F67L7 _'Wen>}

describing possible configurations of the zone (fan on (F,,) or off (=F.,), and

windows and doors open (W,,) or closed (=W,,)). The continuous dynamics are
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Figure 4.3: Graphical depiction of BAS setup for third case study.

built from Table [4.3] and evolve according to

dCO,., (t) = (V)™ [=ma(t)COs., () + 0(t)(COs.0m = COs, (1)) + COs (1) | dt
+ 0o, dW,

A = () [T (tl; B Q6+ Qu (t)] dt + 0, dW,

Qual) = pCOL () + 51,

Qo = Ma(t)Cra(Toay (1) = T2y (1)

ot s =0 0T

From (4.15]), one can note that depending on which discrete mode in the DTMC we
are in, the continuous variable evolution changes. We discretise (4.15)) and rewrite
the evolution of continuous dynamics in state-space form, namely

Tsglk + 1] = A q0sqlk] + Qg + G gWs g, (K]
M., : 10 (4.16)

s.q; |k = oo K.
Ys,q: [K] 01 a: K]
The matrices Ag g Qs Gsgis 2sq Vi = {0,1,...,3} are properly sized matrices
whose values depend on the current discrete mode ¢; € Q3. The disturbance vector,
at each time instance, is sampled from a Gaussian distribution described using
W; g [k] ~ N(0,X;,,) and is also a function of the discrete mode. The exact matrix

values are given in Appendix [A.3]
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Requirement

The LEED [117] requirements recommend that:

Assuming the C'O; sensors are measuring using intervals no longer than
30 minutes, the BAS must generate an alarm if the C'O, levels in any
zone exceed more than 15% of the corresponding minimum outdoor air
concentration [117].

With the premise of ensuring good air quality within a zone, we define a synthesis
problem. The requirement is now of synthesising an optimal policy that ensures
the C O, levels do not exceed 15% of the minimum outdoor air concentration (400
[ppm] [129]), while the temperature remains within the comfort region (20 — 24
[ °C] (see Requirement in Section [£.3.1))). We translate the requirement into finding
the maximal probability p of satisfying the reach-avoid property (3, which takes the
shape of . It is designed to ensure C'O, levels never exceed the 15% threshold,

while maintaining the thermal requirements.

Reach-avoid requirement ¢3 := P>, (—|X e UsE=32 x target> J

where K = 8 x A = 32 steps,

450 460 400 450
Xunsafe - [20 241 ) Xtarget — [20 24] .

Note, we satisfy the assumption of “Assuming the COy sensors are measuring using
intervals no longer than 30 minutes" by employing a discrete-time model identified
using five-minute sensor measurement readings and having a sampling time of 15

minutes.

Mapping into a stochastic hybrid system

The constructed model defined using (4.10) can be mapped into SHS following
Definition 2l and Remark Bl
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H?, = (Q?.;n37us,q7Tq37Tms,q763,£3> (417)
with

QS - {QO = <_‘Fen7 _'Wen)7 q1 = (Fena Wen)a q2 = (_'Fena Wen)7 q3 =
(Fena _'Wen)};

o the state variable z;, is common to all discrete modes and consists of
two continuous variables, hence ng = 2;

« we have four discrete control modes U, , = Qs;
o the discrete stochastic kernel is T}, : U, — Qs;

e the evolution of the continuous stochastic kernel within each discrete
mode ¢;, i = {0,1,...,3} is derived from

T$s,q("x8,q7 qz) = N(.|As7qix37q7 Gs’qi287inT );

5,94
o O3 = {Unsafe, Target} corresponding to O3 in ¢3;

o L3 is a labelling function which associates the 6y = Unsafe to regions
within Xy,sefe and 0; = Target to regions within Xy,pget -

4.4 Conclusion

This chapter sets up the formal modelling framework of SHS that will be used
throughout this thesis. We further provide a library of models for BAS aimed at
simplifying the modelling process for such systems. Finally, we construct three case

studies with varying degrees of complexities and certification goals.
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In the previous chapter, we present the main modelling framework of SHS.
Building upon this, here we set up a schema for performing verification and synthesis.
Looking more closely into the semantics of SHS, we can note that SHS evolve
over uncountable spaces. Consequently, directly applying formal verification and

strategy synthesis is in general not decidable [5], [154]. To mitigate this impediment,
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quantitative finite abstractions into Markov processes are required. These precise
approximations come in two main different flavours: abstractions into DTMC or
MDP [5], [147] and into IMDP [75], [102]. Both approximations require the definition
of a compact set over which analysis is performed. This is a consequence of
partitioning the state-space to generate the underlying abstraction. Once the finite
abstractions are obtained formal verification or strategy synthesis can be performed.

We divide this chapter into four main sections. Section presents an overview
of the classical approach of abstracting SHS into MDPs and delineates how verification
and policy synthesis is performed. Section extends the work in [102] to cater for
multiple discrete modes and presents a novel framework for performing verification
and policy synthesis of SHS using IMDP. Section presents a numerical comparison
between the two abstraction methods; while Section [5.4] solves the BAS case studies

presented in the previous chapter.

5.1 Abstractions into Markov Decision Processes

Building on the seminal work in [5], which describes a method for approximate
model checking of SHS with provable guarantees, abstractions of SHS into MDPs
has been formalised in [146] and implemented within the tool FAUST? [147]. Given
a sHs H = (9Q,n,U,T,,T,,0,L), we abstract H into a Markov process Mypp =
(S, A, T,,0, L) via uniform or adaptive and sequential partitioning of the hybrid
state space D. We further constrain the evolution of the H to a compact set X x U
over which the property of interest ¢ is expressed. X has the same dimensions as n
and U has v dimensions. We partition D based on (i) a desired maximal abstraction
erTor €,,,, between the the original SHS and the abstract MDP, which is defined a
priori and (ii) the continuity of the underlying continuous dynamics, quantified by
the computation of the Lipschitz constants h.

In uniform partitioning, we discretise D x U along each n x v dimension to
obtain finite and non-overlapping partitions

Dxtd=||Dix||U 5.1
J

i=1 j=1
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where m and m, are the cardinality of the partition along the hybrid and input
(actions) domain. On generating the grid, we can in turn construct the underlying

Muype = (S, A, T, 0, L) as follows:

S ={s1,...,5m} where s; € D; is a representative point for each cell in the

partition in i € {1,...,m};

o A={uy,...,un,} where u; € U; is a representative point for each cell in the

partition in j € {1,...,m,};

o T, is computed via marginalisation of the transition probability kernel and

corresponds to quantifying (4.4) for each cell within the constructed grid;

e O = O is inherited from the original SHS;

L assigns states s in the MDP to corresponding regions in the SHS.

Note, if U = (), the abstraction procedure results in a DTMC.

Adaptive and sequential partitioning extends uniform partitioning by first
constructing a coarse uniform grid for a maximal error which is significantly greater
than the desired value (typically corresponding to 10e,,,,). For each cell, the local
abstraction error ¢; is computed. We then split cells whose ¢; > ¢,,4, into smaller
regions. This is repeated until ¢; < g,,,, across all the cells. The two approaches
display an intuitive trade-off, where the first in general requires more memory but
less time, whereas the second generates smaller abstractions. A pictorial summary

of the abstraction methods is shown in Figure 5.1}

- %4

AT

(a) (b) (0) (d)

Figure 5.1: Overview of abstraction procedure for DTMCs or MDPs: using uniform
partitioning (a) partition state space, (b) select representative points and compute
transition probabilities and (¢) combine to obtain the DTMC (for U = @) or MDP, while
(d) shows the resulting extension to adaptive and sequential partitioning.
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Abstraction error

The K step error of this abstraction is given by
Emazr = PsAZmax L(A) K (5.2)
where A,y is the max diameter of partition and £(A) volume of set [146].

5.1.1 Verification via Markov Decision Processes

Verification of Markov processes such as DTMCs and MDPs (when the action set is
trivial) has been widely studied and adopted in literature [98]. The focus here is on
the computation of probabilistic safety which can be formalised as a finite-horizon
probabilistic invariance problem and is solved via Bellman recursion using the
algorithms in [147]. This can be easily extended for reach-avoid properties which
can be formulated as a probabilistic safety problem. For more complex requirements,
one can leverage off-the-shelf probabilistic model checking tools, such as PRISM [100],
STORM [48] or EPMC (formerly known as 1ScCASMc) [76]. The verification result is

mapped back to the original SHS using

p@(‘s) = p<5) — Emaz (53)

where p is the resulting probability of satisfaction for the MDP and p,, is the refined

result.

5.1.2 Strategy synthesis via Markov Decision Processes

Strategy synthesis for deterministic and memoryless Markov strategies m = (g, 71, . . .
where 7, : d — U for k = {0,1,...} involves computing the strategy 7* that
maximises the probability of satisfying a formula. This is achieved by solving a
stochastic dynamic programming scheme, over the abstract MDP, such that the final
value function provides the maximal probability p™ for the specification ¢. The
policy is refined back to the original SHS with a maximal probability p7 = p™ —&maq-

We refer the reader to [146] for the exact algorithms for this computation.
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For a subclass of SHS models where
H = ({q},n, U, 1, N(.|Az[k] + Bulk], GZGT), 0,L), (5.4)

and an output map y : R” — R™, m < n exists on the continuous domain, we
can alleviate the complexity of strategy synthesis for properties taking the form
of ¢ := P>, (GSK[|y| < w]) where @ € N. The problem of state-space explosion
introduced by having to discretise the control actions and replicating the state
space for each discrete action is ameliorated via the use of hierarchical control
that is formal and provides guarantees 73], [156]. The essence of the approach
is to approximate the original (concrete) models, describing the evolution of the
continuous dynamics, by simpler (reduced-order) models that are prone to be
analysed or algorithmically verified. The original and simpler models are related
using (e, d)-similarity relations introduced in [73]. A strategy synthesised on the
simpler model can then be certifiably refined over the concrete model. The pair (e, d)
represents the deviation in the output trajectories between complex and abstract
models and the differences in probability distribution of the processes, respectively.
Such metrics allow the designer to select which of the considered abstract models
provides the best trade-off in precision: it is desirable to achieve little deviation in
both the output trajectories (small €) and the probability distributions (small ).
In Section [5.4.2] we move beyond the purely theoretical treatment of these
relations presented in |73] and show (i) how these relations can be employed to BAS
models with a large number of continuous variables and (ii) perform a comparison
with the classical approach, where strategy synthesis is performed directly over the

whole high-dimensional continuous domain.

5.2 Abstractions into Interval Markov Decision
Processes

The classical abstraction approach overviewed in Section is a conservative
method that over approximates the error between the original SHS and its abstraction.

Consequently leading to (i) errors which increase linearly with time, (ii) state-space
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explosions as the level of the abstraction error gets smaller and the number of
continuous variables grows and (ii) limiting the analysis of SHS to finite time
properties [146]. In this section, we present a novel abstraction method that allows
for tighter abstraction errors, allowing us to analyse SHS with a larger number of
continuous variables and to reason over both finite and infinite time properties. The
work builds upon [102] which introduces an abstraction-refinement algorithm for
performing formal verification and synthesis on discrete-time stochastic systems
via IMDP. More specifically, we (i) extend the abstraction technique in [102] to
reason over SHS with countable control actions, (ii) present a novel algorithm for
computing the upper and lower bound probabilities of the abstract IMDP efficiently,
and (iii) expand the analysis for reasoning over finite and infinite time properties
expressed using CSLTL or BLTL.

Given H = (Q,n,U.T,,T,,0, L) with a deterministic selection of locations

T, : U — Q (see Remark [3), continuous dynamics which are described with
T, = N(;F(q,2),G(9)2.G(q)"), (5.5)

where, F'(q,z) is a linear function which takes the form of A(q)z + Q(q) with
AeRY™™ zeR" @ €R"and recall, G(q) € R*™", 3, € R™"; and a continuous
compact set X over which the formula ¢ corresponding to the property of interest is
expressed, we abstract H into an IMDP Z = (S, A, T,,T., 0, L) such that verification
and synthesis goals can be performed. This is a three step process as highlighted

via Figure [5.2] consisting of:
« discretising the state space X x Q;

o quantifying the abstraction error due to discretisation, representing it as

uncertainty and constructing the corresponding Z;

« performing verification or strategy synthesis via a two-player stochastic game,

and refining the result back to the original sHS H.
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[L 1] Player 1

— )

Player 2

0.09, 0.14]

[0.86, 0.91] {ba}

Discretisation of state space Construction of IMDP Stochastic game

Figure 5.2: Overview of the general framework to analyse SHS by applying formal
abstractions into IMDP.

5.2.1 Discretisation of hybrid state space

For each of the finite control actions, v € U, we use T, : Y — Q to obtain a finite
set of discrete modes Q. Typically, this is set to U = Q. Next, we discretise the
hybrid state space X x Q. For each discrete mode ¢ € Q, the corresponding set
of interest X is partitioned into a set of cells (regions) that are non-overlapping,
except for trivial sets of measure zero (their boundaries). We assume that each
region is a bounded polytope and denote the resulting set of regions in mode ¢

: _ q q
using ST = {sf, ..., Sjsa|}-

5.2.2 Construction of Interval Markov Decision process

In this subsection, we show how each individual component making up Z =

(S, A, T, 1., 0, L) is constructed.
States making up the Interval Markov Decision process

We associate a state of the IMDP s! for each discretised cell in each mode ¢ € Q
and overload the notation by using s? for both a region in X, and a state of Z, i.e.,
s? € 89. Consequently, the set (X x Q) C D can be represented by S = Ugeo 87
The set of IMDP states is S = S U {s,} with s, representing D\ (X x Q), namely

the complement of X x Q.

The set of IMDP states is S = S U {s,}.
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Actions and transition probabilities

We define the set of actions A of Z to be the set of modes Q of H, and allow all

actions to be available in each state of Z.

The set of IMDP actions is A(s) = Q for all s € S.

We define the one-step transition probability from a continuous state x € X
to region s € S under action (mode) a € A to be defined by the transition kernel
T.(s | z,a) in (5.5). The caveat is that states of Z correspond to regions in H
and there are uncountably many possible (continuous) initial states (here x) in
each region, resulting in a range of feasible transition probabilities to the region
s. Subsequently, the transition probability from one region to another can be
characterised by a range given by the min and max of over all the possible
points x in the starting region. We can thus bound the transition of state s; € S to

state s; € S from below by

Vs (s5) > géig_lTaj(sj | z,a), (5.6)
and from above by
Ver(55) S max Ty (s; | =, a). (5.7)

For s;,5; € S, we can define the extrema T L and Ts of the transition probability
of 7 according to these bounds. Similarly, we define the bounds of the feasible

transition probabilities to states outside X as

Ve (su) 21— max T (X | z,a), (5.8)
7:i(3u> <1- Iggsn Tx<X | x, a)7 (59)

and consequently set the bounds in Z to be

Ty(siya,s,) =1— max T.(X | z,a), (5.10)
Ty(siya,s,) =1— min T.(X | z,a), (5.11)
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for all @ € A and s; € S. Finally, since we are not interested in the behaviour of
‘H outside of X x O, we render the state s, of Z absorbing, i.e., Ts(su,a, Su) =
Ts(su,a, su) =1, Va € A.

In summary, the upper bound and lower bound probabilities of Z are
computed using

minge,, 7(X | x,a) S; # Sy N\ 8; # Sy
Ti(s5,a,8) = ¢ 1 — minge,, To(X | 2,0) 85 = 8y A 8; # Su s
1 8j = Sy N\ 8; = 8y
maxges; 1(X | x,a) S; # Su N\ 8; # 8y
Ts(sj,a,si) =1 —max,e;, To(X | z,a) S5 = Sy A S; # Sy
1 85 = Sy I\ 85 = 8y

Vsi, 85 € S.

Atomic propositions and labelling function

We are interested in the properties of H in set (X x Q) C D, where X C R™ is a
continuous compact set. Specifically, we analyse the behaviour of H with respect to
a set of closed regions of interest R = {ry,...,r,}, where r; C X. We associate to
each region r; the atomic proposition (label) 6;, i.e., 0; € L(d = (¢,z)) & x € r;.
For discretisation of X x Q that do not respect the regions in R, we represent
(possibly conservatively) each r; as well as its complement relative to X through
the labelling of the states of Z. Let r,,; = X \ r; be the complement region of r;
with respect to X. We associate to each r,,; a new atomic proposition 6, ; for
1 <4 < n. Intuitively, 6,.; represents —6; with respect to X. We define the set of

atomic propositions for Z to be

©=0U{bh1,... 00}, (5.12)
Then, we design L : @ — 29 of T such that

0, L(s) < sCry (5.13)
for all s € S and 0 < i < 2n, and L(s,) = 0.
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With this modelling, we capture (possibly conservatively) all the property regions
of H by the state labels of Z. Then, a formula  over © of ‘H can be easily translated
to a formula » on © of T by rewriting ¢ into its negation normal form and replacing
—6; with 6,, ;. We note that all cSLTL and BLTL formulas can be written in negation

normal form without any loss in their expressive power [81].

Remark 4. The extension of the atomic propositions in (5.12)) is not necessary if the
discretisation of X x Q respects all the regions in R, i.e., 35, C S s.t. Uses, S=7
for allr € R.

© and L(s) are generated by associating labels with the corresponding
region R in X. When the discretisation does not respect R, add extra
labels (conservatively) by converting ¢ into negation normal form and
associate labels with the negation of propositions.

5.2.3 Efficient computation of the transition probabilities

In this section, we introduce an efficient and scalable method for space discretisation

and computation for

2%1811 T,(s; | x,a), max T.(s; | z,a). (5.14)

We first define a hyper-rectangle and proper transformation function as follows.

Definition 3 (Hyper-rectangle). A hyper-rectangle in R"™ is an n-dimensional

rectangle defined by the intervals
[, o] [0, 0] x - x o™, ), (5.15)

where vectors v, v, € R™ capture the lower and upper values of the vertices of the

rectangle in each dimension, and v denotes the i-th component of vector v.

Definition 4 (Proper transformation). For a polytope s C R", the transformation

function T € R™™ i4s proper if Post(s,T) is a hyper-rectangle.
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From (j5.5)), we note that process z in mode a is Gaussian with one-step covariance

matrix

Y.(a) = G(a)L,G(a)". (5.16)
Then, we can characterise T, (s | z,a) analytically as follows.

Proposition 1. For process x in mode a € A, let T, = A;%VQT be a transformation
function (matriz), where A, = V.I'¥,(a)V, is a diagonal matriz whose entries are
eigenvalues of 3,(a) and V, is the corresponding orthonormal (eigenvector) matriz.
For a polytopic region s C R™, if T, is proper, then it holds that

T.(s |z, a) ;lf[ <erf )\;_vl()) — erf(y(Z)_\/;’(‘l))» (5.17)
where erf(-) is the error function, and y is the i-th component of vector y =

T Fla,z), and v, v© are as in (5.15).

A direct consequence of Proposition (1| is that the optimisations in ([5.14)) can be
performed on (5.17)) through a proper transformation, as stated by the following

corollary.

Corollary 1. For polytopic regions s;,s; C R" and process x in mode a, as-
sume T, is a proper transformation function with respect to s;, and define s; =

Post(s;, F(a, s;)) and

| Y — D Y0 — (0
f) =5 11 (erf ) - erf(ﬁ)), (5.18)

where v; and v, are as in (5.15)). Then, it holds that

minT,(s; | x,a) = min

rEs; ( J | ) yEPost(s],Ta) f(y)’
T, = .

r?asf{ (8] l v a) yePlgslﬁiZ,%)f(y)

The above proposition and corollary show that, for a particular proper transfor-
mation function 7, an analytical form can be obtained for the discrete kernel of the
IMDP. This is an important observation because it enables efficient computation for
the min and max values of the kernel. Therefore, we use a space discretisation to

satisfy the condition in Proposition [T] as described next.
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Space discretisation

For each action a € A (discrete mode ¢ € Q), we define the linear transformation

function (matrix) of

T, = AV, (5.19)

where A, = VIY,(a)V, is a diagonal matrix whose entries are the eigenvalues
of ¥,(a), and V, is the corresponding orthonormal (eigenvector) matrix. The
discretisation of the continuous set X in mode a is achieved by using a grid in the
transformed space by 7T,. That is, we first transform X by 7,, and then discretise
it using a grid.

This method of discretisation guarantees that, for each s? € S, Post(s?,7,) is
a hyper-rectangle, i.e., 7, is proper. Hence, we can use the result of Proposition

and Corollary (1| for the computation of the values in ((5.14).

Remark 5. For an arbitrary geometry of X, it may not be possible to obtain a
discretisation such that Ugcsqe 57 = X. Nevertheless, by using a discretisation that
under-approzimates X, i.e., Usecse $7 € X or over-approzimates =X, in each action
a (discrete mode q), we can compute a lower bound on the probability of satisfaction
of a given property p. For a better approximation, the grid can be non-uniform,
allowing in particular for smaller cells near the boundary of X (as in the adaptive

and sequential gridding technique described in Section .

Transition probability bounds

We distinguish between transitions from s € S to the states in S and to s,,.
Transitions to s € S

We present two approaches to solving the values for (5.14)). The first approach
is based on Karush-Kuhn-Tucker (KKT) conditions [28], which shed light on the
optimisation problem and lays down the conditions on where to look for the optimal
points, giving geometric intuition. This method boils down to solving systems of
non-linear equations, which turns out to be efficient and exact for low-dimensional

systems. In the second approach, we show that the problem reduces to a convex
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optimisation problem, allowing the adoption of existing optimisation tools and
hence making the approach suitable for high-dimensional systems.

KKT Optimisation Approach: In the next theorem, we use the result of
Corollary [I| and the KKT conditions [28] to compute the exact values for (5.14)).

Theorem 5.2.1. For polytopic regions s;, s; C R™ and proper transformation matriz

T with respect to s;, let
Post(s;, T.) = {y € Rn | Hy < b},

where s, = Post(s;, F(a,s;)), H € R¥" b e R", and k > n+ 1, and introduce the
following conditions:
e Condition1: y is at the centre of Post(s;, Ta), i.e.,

vl 4 vl(l) vl 4 vl("))
5 e 5 .

y=(
e Condition2: y is a vertex of Post(s}, Ta).

e Condition3: y is on the boundary of Post(s,,T,), where r > 1 of the k
half-spaces that define Post(s;,T,) intersect, and

Vi) =H,

forvectorn = (ny,...,n,) of non-negative constants, and sub-matriz H € R™*™
that contains only the rows of H that correspond to the r-intersecting half-

spaces at y.

e Condition4: y is as in Condition 3, and

Vfly)=—H"n,

for vector n = (n1,...,m,) of non-negative constants, and H is defined as in

Condition 3.

Then, it follows that the point y € Post(s},T,) that satisfies Condition 1 necessarily
mazimises f(y). If Condition 1 cannot be satisfied, then the maximum is necessarily
given by one of the points that satisfy Condition 2 or 3. Furthermore, the point

y € Post(s},T,) that minimises f(y) necessarily satisfies Condition 2 or 4.
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The proof of Theorem [5.2.1] can be found in Appendix[B.2] Theorem [5.2.1] identifies
the arguments (points y € Post(s},T,)) that give rise to the optimal values of
T, in (5.14). Then, the actual optimal values of T, can be computed by
as guaranteed by Corollary [ Thus, from Theorem [5.2.1 an algorithm can be
constructed to generate a set of finite candidate points based on Conditions 1-4 and
to obtain the exact values of by plugging those points into .

In short, Condition 1 maximises the unconstrained problem and gives rise to the
global maximum. Hence, if the centre of s; is contained in Post(s}, 7,), no further
check is required for maximum. If not, the maximum is given by a point on the
boundary of Post(s;, 7,). It is either a vertex (Condition 2) or a boundary point
that satisfies Condition 3. The minimum is always given by a boundary point,
which can be either a vertex or a boundary point that satisfies Condition 4. Note
that Conditions 3 and 4 are similar and both state that the optimal value of T}
is given by a point where the gradient of T, becomes linearly dependent on the
vectors that are defined by the intersecting half-spaces of Post(s,,7,) at that point.
Each of these two conditions defines a system of n equations and r < n variables,
which may have a solution only if some of the equations are linear combinations of
the others.

The above algorithm computes the exact values for the transition probability
bounds. It is computationally efficient for small dimensional systems, e.g., n < 4.
For large n, however, the efficiency drops because of the number of boundary
constraints that need to be checked and solved for in Conditions 3 and 4 increases,
in the worst case, exponentially with n. Below, we propose an equivalent but more
efficient method to compute min and max of T}, for large dimensional systems, e.g.,
n > 4.

Convex Optimisation Approach: In order to show how upper and lower
bounds of f(y) can be efficiently computed using convex optimisation tools, we

need to introduce the definition of concave and log-concave functions.
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Definition 5 (Concave Function). A function g : R™ — R is said to be concave if

and only if for y1,y2 € R™, X € [0, 1]

gy + (1= Nya) > Ag(yr) + (1= N)g(y).

Definition 6 (Log-concave Function). A function g : R" — R is said to be log-
concave if and only if log(g) is a concave function. That is, for y;,y. € R",
Ae0,1]

g Ay + (1= Nya) > g(yl)kg(yQ)(l_’\),

In the following proposition, we show that f(y), as defined in Corollary [1], is log-
concave. This enables efficient computation of the upper and lower bounds of
f(y) through standard convex optimisation techniques such as gradient descent or
semi- definite programming [32]. Consequently, readily available software tools, e.g.,
CvX [64], NLOPT [88], which have been highly optimised in terms of efficiency and

scalability, can be used.
Proposition 2. f(y), as defined in C’omllary is a log-concave function.

Transitions to sink state s,

Here, focus is on the transition probabilities to state s, in (5.10) and (5.11)).

Correspondingly, we need to compute

max T,.(X | z,a), min T.(X | z,a). (5.20)

xrES;

The bounds for these quantities can be efficiently computed using the results obtained

above and the following proposition shows this efficient method of computation.

Proposition 3. Let 87 and 87 be two sets of polytopic regions in action a (mode

q) such that

n 0 _ () _
F(w.5) = 5, 11 (ert () — ent(—)), (5.21)



where vy and v, s are as in (5.15) for s. Then, it holds that

max T, (X |z,a) < max Z f(y,s), (5.22)
TES; y€Post(s!, T,

1 T (X 5.23
win T(X | 2,0) 2 yepzﬁl(?nifyv 529

where s, = Post(s;, F(a, s;)).

The proof of this proposition is in Appendix and is direct consequence of
Proposition [T Intuitively, Proposition [3] states that, with a particular choice of
discretisation, i.e., a grid in the transformed space, the transition probability to
X is equal to the sum of the transition probabilities to the discrete regions, where
each discrete transition kernel is given by the close-form function f(y, s) in (5.21).
If X cannot be precisely discretised with a grid (in the transformed space), then
the upper and lower bounds of the transition probabilities are given by the over-

and under-approximating grids (S’q and S’q), respectively.

Remark 6. For the computation of the values in and Proposztzon@

can be applied, making both methods of KKT and convex optimisation applicable.
Abstraction error

We define the local abstraction error to be equal to the difference in the upper (p.,)

and lower (p,) probability of satisfying the formula ¢

es(8) = Pp(s) — Pp(s) (5.24)
for each state s € S, and the global error to be

Emaz = TAX £s($). (5.25)

Adaptive and sequential gridding
Similar to Section [5.1I] we extend the abstraction procedure to generate the
underlying grid using adaptive and sequential refinements. This is performed

as follows: (i) define a required minimal maximum abstraction error €,,.,; (ii)

generate a coarse abstraction using the steps described in Section [5.2.2)and compute
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the local error e, that is associated to each abstract state s; (iii) split all cells where
€5 > Emae along the main axis of each dimension, and update the probability bounds

(and errors); and (iv) repeat this process until Vs, €5 < €00-

5.2.4 Verification via Interval Markov Decision Processes

Given the compact set X and a CSLTL or BLTL formula ¢, we would like to verify
whether the #H satisfies ¢. The abstract IMDP Z, as constructed in Section [5.2.2]
captures (possibly conservatively) the behaviour of the SHS ‘H with respect to the
regions of interest R within X, and the probabilities of exiting X are encompassed
via the state s,. The analysis on Z narrows the focus to dynamics within set X, by
making state s, absorbing, since the paths of Z are not allowed to exit and re-enter
X. Consequently, the verification task reduces to computing the extremal (maximal
or minimal) reachability probabilities of satisfying ¢, against all the uncertainties
(errors) introduced by the discretisation of X x Q.

In order to capture the best- and worst-case behaviour that can arise, for all
possible strategies, we need to reason about paths and strategies. To this end, we
say that a finite path w,, of H, initialised at state dy € D, satisfies a formula ¢ if
the path remains in the compact set X and its corresponding finite trace £ |= .

Under a switching strategy m, the probability that the SHS satisfies ¢ is given by

P(p | do, X, m3) = P(wy € Pathy;"™(s) | wy(0) = do,

wy(k) € (X x Q) Vk € [0, wyl], & k= ), (5.26)

where Pathgi{n’”” (s) denotes the set of all finite paths under strategy m, and & is
the (observation) trace of wy,.

Furthermore, the uncertainties introduced by the discretisation of X x Q, can
be viewed as the nondeterministic choice of a feasible transition probability from
one IMDP state to another under a given action. Therefore, we interpret the
evolution of the IMDP as a two-player stochastic game, where Player 1 chooses an
action a € A at state s € S, and Player 2 chooses a feasible transition probability

distribution ¢ € I'?. For computing the minimal probability, we need to choose
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both the actions and the feasible transition probability distribution that minimise
satisfaction over the under-approximation of the discretisation region. In contrast,
to compute the maximal probability, we need to select the actions and feasible
transition probability distribution which maximise the satisfaction, respectively,
using an over-approximation of the discretisation region.

To this end, we first translate ¢ over © into its equivalent formula @ over ©.
Then, we construct a deterministic finite automaton (DFA) Ag that precisely accepts

all the good prefixes that satisfy ¢ [95].

Definition 7 (Deterministic Finite Automata (DFA)). A DFA constructed from a

CSLTL or BLTL formula ¢ is a tuple
Ap=(2,2°,7,20, Zac), where (5.27)

Z ={z0z1...2}, | € N is a finite set of states, 29 s the set of input alphabets,
71 Z %29 = Z is the transition function, zy € Z 1is the initial state and Z,. C Z

is the set of accepting states.

A finite run of Az on a trace { = & --- &, where & € 2@, is a sequence of states
¢ =H2021...2} with z; = 7(2;_1,&) for i ={1,...,1}. Run ( is called accepting if
() € Zac. Trace € = ¢ iff its corresponding run ¢ in A is accepting.

Next, we construct the product IMDP Z; = Z x Az, which is a tuple Z; =

(84,57 ‘A@J TS,@’ TS,@; S@ac), Whel"e

S=8x2, Az=A, Szc=38X2Z,,

v TS / f ,: L ,
Ty (s 2),0, (s, 2)) = § oS @) 12 =T L)
0 otherwise,

A

Ts(s,a,s") if 2/ =71(z,L(s))

0 otherwise,

A

Ty 5((s,2),a,(s,2)) = {

for all 5,5 € S, a € A, z € Z and Sg,. is the set of accepting states with respect to
the product IMDP. Intuitively, Z; contains both 7 and Az and hence can identify all

the paths of Z that satisfy ¢, i.e., the satisfying paths terminate in Sz, since their
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corresponding Ag runs are accepting. Therefore, the verification problem reduces
to finding the minimal and maximal probability of reaching Sg,c.

Let p(s) and p(s) denote lower and upper bounds for the probability of reaching
a state in Sg,c starting from s € S under 7. Derived from the Bellman equation,
we can compute the worst lower bound by recursive evaluations of

) 1 if s € Sgac
pls) = arer}}g) 7rgpellrﬂlg S/gs@ ~v4(s")p(s") otherwise, (5.28)
for all s € S using the original labelling function £.

To compute the best upper bound, we need to take special care for the assumption
in Theorem as to whether the discretisation S respects the regions in R is
violated. In this case, the upper bound p, is valid with respect to the under-
approximate representation of R by £ but possibly being under-approximated with
respect to the actual R. Consequently, to account for this we need to design a new

labelling function that over-approximates the labels of each region, as follows. Let

L' : S — O be this labelling function with
0, € L'(s) <& Fa,z)€sst. xer, (5.29)

where 0; € O is the associated proposition to r; € R. Then, we can compute the
over-approximated upper bound p via

1 if s € S@ac

p\(s) = alJ\NA( ! th :
aréljté) max s'§s¢ ~v4(s")p(s") otherwise,

(5.30)

on the product IMDP Z constructed using £'. In both instances, the Bellman
equations describing the upper and lower probability bounds are guaranteed to

converge in finite time [102], [165]. Moreover, we obtain that

Po(s) = D((s,20)),  Dp(s) = B((s, 20))- (5.31)
For verification we are typically interested in the lower bound probability (worst

case scenario), while the upper bound is used to compute the abstraction error.

Consequently, the resulting probability of satisfaction on the original SHS is then,

Po(8) = Pp(s), (5.32)

for each s € S.
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5.2.5 Strategy synthesis via Interval Markov Decision
Processes

Given the IMDP abstraction Z, our goal is to synthesise a switching strategy 3,
that maximises the probability of satisfying a property expressed as a CSLTL or

BLTL formula ¢,

7y, = arg max P(p | dy, X, my)
T €1y

for all initial states dy € X x Q. The strategy is to be robust against all the
introduced uncertainties (errors) by the discretisation of the space domain. Once
again, we interpret the evolution of the IMDP as a two-player stochastic game,
where Player 1 chooses an action a € A at state s € §, and Player 2 chooses a
feasible transition probability distribution v¢ € I'?. This game is adversarial, where
the objectives of Players 1 and 2 are to maximise and minimise the probability of
remaining in the safe set, respectively. Hence, the goal becomes to synthesise a
strategy for Player 1 that is robust against all adversarial choices of Player 2 and
maximises the probability of achieving ¢.

In order to compute this strategy, we first translate ¢ over © into its equivalent
formula @ over ©. Then, much like for verification, we construct a DFA Ag that
precisely accepts all the good prefixes that satisfy ¢ (see Definition . Next, we
construct the product IMDP Z; = Z x Ag = (S5, Az, TS@, TM—,, Sgac), which contains
both Z and A; and hence can identify all the paths of Z that satisfy ¢, i.e., the
satisfying paths terminate in Sg,. since their corresponding A; runs are accepting.
Consequently, the synthesis problem reduces to computing a robust strategy on
75 that maximises the probability of reaching Sg,.. This problem is equivalent to
solving the mazimal reachability probability problem [102], [165] as explained below.

Given a strategy 7w on an IMDP, the probability of reaching a terminal state from
each state is necessarily a range for all the available adversarial choices of Player 2.
Let p™(s) and p™(s) denote lower and upper bounds for the probability of reaching

a state in Sg,c starting from s € Sz under 7. Derived from the Bellman equation,
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we can compute the optimal lower bound by recursive evaluations of

1 if s € S@ac

N )
P"(5) =\ max min > 48 )pT(s') otherwise,
acA(s) 18els yE8,

(5.33)

for all s € §5. Each iteration of this Bellman equation involves a minimisation over
the adversarial choices, which can be computed through an ordering of the states
of 7 [61], [102], and a maximisation over the actions. This Bellman equation is
guaranteed to converge in finite time [102], [165] and results in the lower-bound
probability p™(s) for each s € S; and in a stationary (memoryless in the product)
strategy 7*. The upper bounds are similarly given by recursive evaluations of

1 if s € S@ac

H pu— * *
P(8) =1 max > AT (s)p7(s") otherwise,
’Y;r* EFE’* 8/68(;

(5.34)

which is also guaranteed to converge in finite time.

The optimal strategy 7* on Z; can be mapped onto the states and actions of the
abstraction IMDP Z, resulting in a (history-dependent) strategy. By construction,
then the optimal lower and upper probability bounds of satisfying ¢ from the states

of 7 are
7y (s) =17 ((s,20)), P (s) = D" ((s,20)), (5.35)

for all s € S of 7.

The complexity of the above strategy synthesis algorithm is polynomial in the
size of the IMDP Z; [102], [165] and exponential in the size of the formula ¢ (in the
worst case) [95]. Note that the size of ¢ used to express the properties of SHS is

typically small.

Correctness

We show that the strategy m* computed over Z can be refined over (mapped onto)
‘H and the lower probability bound ]3’; on Z always holds for the hybrid system
‘H. The upper bound ﬁg* also holds for H if the discretisation respects the regions
in R. In the case that the discretisation is not R-respecting, we use the modified

upper bound that holds for H.
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Let £ : D — S be a function that maps the hybrid states d € D to their
corresponding discrete regions (states of Z), i.e, L(d) = s € S if d € s. With a
slight abuse of notations, we also use £ to denote the mapping from the finite paths

of H to their corresponding paths of Z, i.e.,
wh =dody ... d, = L(wh) = L(do)L(dy) ... L(dy).
Then, the IMDP strategy 7* correctly maps to a switching strategy w3, for H via
T (wyy) = 7 (L(wy)- (5.36)

The following theorem shows that for a given ¢, the probability bounds ]57: and

ﬁg* are guaranteed to hold for the process d under 73, as constructed above.

Theorem 5.2.2. Given a SHS H, a continuous set X, and a CSLTL or BLTL
formula ¢, let T be the IMDP abstraction of H as described in Section [5.3 through
a discretisation that respects the regions of interest in R. Further, let ™™ be the
strategy on I computed by and with probability bounds ﬁg* and ]3;* in
(5.39). Refine m* into a switching strategy w3, as in (5.36)). Then, for any initial

hybrid state dy € D, where dy € sg € S, it holds that
P(p | do, X, 73,) € [ (s0), BT (50)]- (5.37)

Note that an assumption in Theorem [5.2.2]is that the discretisation S respects
the regions in R. If this assumption is violated, then the lower bound ﬁg* still
holds, unlike the upper bound ﬁg*. We design the labelling function £ of Z to
under-approximate the regions of interest r € R, making the upper bound ﬁg*
valid with respect to the under-approximate representation of R by £ but possibly
under-approximated with respect to the actual R. To compute an upper bound
that accounts for this, we use the £ : S — © defined by . Then, we can
compute the over-approximated upper bound ﬁg " via on the product IMDP

T constructed using L.
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Lemma 1. If abstraction T is constructed through a discretisation that does not

respect the regions in R, then
P(p | do, X, 73,) € [P% (50), 7 (s0)], (5.38)

where T " is computed via (5.34]) using the labels in (5.29)).

Theorem and Lemma [I| guarantee that the satisfaction probability of ¢
for the process d, solution of the sHS H, is contained in the probability interval
computed on the abstraction Z. The size of this interval depends on the difference
of the one-step transition probability bounds of T, and T, as well as the embedded
approximations in the labelling functions £ and £’ in Z, which can be viewed
as the error induced by space discretisation of H cast into the abstraction Z.
This error can be tuned by the size of the discretisation: in particular, in the
limit of an infinitely fine grid, the error of the abstraction goes to zero, and the
IMDP abstraction is refined into an MDP, namely for all s,s' € S and a € A(s),

Ts(s,a, s') = Ts(s,a,s") < Ts(s, a,s).

Remark 7. In practice, the interest in both verification and synthesis problems
is typically on deriving lower bounds for the probability, whereas the upper bound

computation is useful for error analysis.

5.3 Comparison of abstraction frameworks

In order to highlight the efficacy of the novel IMDP abstraction framework, we
present a comparison against the classical approach of performing abstractions
into DTMCs or MDPs. We first compare the abstraction methods based on the
computational time and the quality of the abstraction generated, in terms of the
global abstraction error, for fixed grid size. Second, we analyse the scalability of
the IMDP framework as the continuous dimension of the SHS is increased.

The implementation of the abstraction algorithm is in MATLAB and C++: more
precisely, the approach based on KKT method is in MATLAB (proof of concept),

and the convex optimisation method with gradient decent (GD) is in C++-. The
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IMDP synthesis and verification algorithm is also implemented in C++4-. The
C++ implementation uses the linear algebra library Armadillo |[140] for the main
algorithm and NLOPT [88] to compute the bounds for the transition probabilities.
For the MDP abstractions we make use of the standard tool FAUST? when comparing
against the KKT method, since both are implemented in MATLAB. For comparison
between the IMDP method with GD, we compare against a re-implementation of the

abstraction based methods in FAUST? in the C++ language.

5.3.1 Efficiency and quality of abstractions

We consider a SHS where the continuous dynamics evolve according to

nlk+1] [0.85 0 ]xl[kr] . l0-15 0 ]wﬂk] (5.39)

Zolk+1] " | 0 0.90|zo[k] T | 0 0.05] wslk]

with w; ~ N(0,1), i = {1,2} being i.i.d Gaussian perturbations, a single discrete
mode (Q = {q}), with X = [—1,1] x [-1, 1] and safety property

=Py (G X).

We compare the verification results of the above model using our method against
those of the state-of-the-art tool FAUST? [147]. Namely, we compare the probability
of satisfaction of ¢, computation times, and errors for a range of values for time
horizon k and grid sizes. To obtain the IMDP abstraction of our method, we used a
uniform grid discretisation following Section m Tool FAUST? abstracts the model
into an MDP, treats the error as a separate parameter and performs abstraction
into MDPs following the technique delineated in Section [5.1] Similarly, the error
of the IMDP method is computed using and corresponds to the maximal
difference between the upper and lower bounds of the probability of satisfaction
(i.e. maximum error over all the states). The results are shown in Table for
K = 2 and various grid sizes. For the particular grid |S| = 3722, the lower bound
probabilities of satisfying ¢ are shown in Figure [5.3]

We saturate conservative errors output by FAUST? that are greater than 1 to this

value. As evident in Table 5.1} and Figure [5.3] our approach greatly outperforms
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Tool Impl. S| Time taken Error
Method Platform [states] [s] Emax
IMDP (KKT) MATLAB 361 19.8 0.211
IMDP(GD) C++ 361 29.0 0.211
FAUST? MATLAB 361 108.3 1.000
FAUST? C+-+ 361 136.7 1.000
IMDP (KKT) MATLAB 625 145.6 0.163
IMDP(GD) C++ 625 117.7 0.163
FAUST? MATLAB 625 285.8 1.000
FAUST? C++ 625 302.9 1.000
IMDP (KKT) MATLAB 1444 4464.8 0.109
IMDP(GD) C++ 1444 510.9 0.109
FAUST? MATLAB 1444 1445.4 1.000
FAUST? C++ 1444 1201.9 1.000
IMDP (KKT) MATLAB 2601 28127.3 0.082
IMDP(CD) C++ 2601 2939.1 0.082
FAUST? MATLAB 2601 5274.6 0.995
FAUST? C++ 2601 3305.5 0.995
IMDP(KKT) MATLAB 3721 Time out -
IMDP(CD) C++ 3721 3973.3 0.068
FAUST? MATLAB 3721 11285.3 0.832
FAUST? C++ 3721 7537.8 0.832

Table 5.1: Comparison of verification results of our IMDP algorithms against FAUST?
for ¢ with K = 2. The maximal computational time before a time out is 9 hours.

1 1 1 1
0.9 0.9
0.8 0.8
0.5 0.5
0.7 0.7
0.6 0.6
0.5 0 0.5
0.4 0.4
0.3 0.3
-0.5 -0.5
0.2 0.2
0.1 0.1
-1 0 -1 0
-1 -0.5 0 0.5 1

-1 -0.5 0 0.5 1
(a) IMDP (b) FauUsT?

o

Figure 5.3: Lower bound probabilities for satisfying ¢ computed using (a) IMDP and
(b) FAUST? with |S| = 3722 states.

the state of the art: the IMDP method has significantly (an order of magnitude)
smaller error than FAUST?, while also requiring lower computation times, for the
same grid size. We also note that, as guaranteed by the theory (Theorem and

Proposition , both KKT and GD approaches compute the same error.
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In Figure [5.4] we show the error of each method as a function of the time
horizon K in ¢. From these figures, it is evident that our approach again greatly
outperforms FAUST?. The IMDP method embeds the error in the abstraction and
performs computations according to feasible transition probabilities, which prevents
the error from exploding over time, whereas the error of FAUST? keeps increasing
monotonically with the time horizon. An interesting aspect in Figure [5.4a] is that
the error of our method goes to zero as K increases. This is a consequence of the
system under consideration being an unbounded Gaussian process, and despite
its stable dynamics, the probability of it remaining within the bounded set X
approaches zero as time grows larger. This is meaningfully captured by the upper
and lower probability bounds of our method. On the other hand, FAUST? is not

able to capture this behaviour and its error explodes.

0.4 -
-~ |Q| =361
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Figure 5.4: Maximum error incurred in satisfying ¢ as a function of the time horizon
K.

5.4 Solving the BAS case studies

In this section, we show how we solve the BAS case studies presented in Section [4.3]
using the methods and frameworks devised in this chapter. All the experiments are
run on a standard laptop, with an Intel Core i7-8550U CPU at 1.80GHz x 8 and
with 8 GB of RAM.
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5.4.1 Two zone heating setup with stochastic dynamics

In this case study, we are tasked with quantifying the probability of remaining within
a safe set over a fixed time horizon via model checking. The safety requirement
is defined using the logical formula ¢, := P_, (GSK =6 Xsafe) and the dynamics
are described using SHS model consisting of four continuous variables which evolve
according to My, given by , one discrete mode and one continuous control
input evolving over R. We can solve this requirement by performing probabilistic

reachability analysis using either of the two formal abstraction methods.

Probabilistic reachability using Markov Decision Processes First, we opt
to perform this analysis by abstracting M, into an MDP, in view of the continuous
input variable. More concretely, we make use of FAUST? [147] to perform probabilistic
reachability analysis of M, by defining the same safe set and assuming an input
set of [15 30]. M is first abstracted via uniform gridding to obtain the discretised
transition kernel and then the maximal safety probability for each partition is
computed recursively over the whole time horizon K = 6. However, due to the large
number of continuous variables (n = 4), we obtain an abstraction that requires 500
GB of memory to compute, making it computationally infeasible. To mitigate this,
we note that the variables 75, Trwr, , have negligible effect on the evolution of
the zone temperatures (i.e. the variables of interest). Hence, we abstract M; such
that 27 = [T, T,,]* (the states of interest and we fix the rest to steady-state). The
resulting model My is given in Appendix Based on this model, we construct
a stochastic kernel taking the form of a Gaussian conditional distribution where
T, = N(-|Agxs + Byus + Qy,Xy). The input set is retained, while the safe set is
defined as Xqf. = [20 24] x [20 24].

We perform the abstraction using both uniform and adaptive-sequential parti-
tioning of the safe set. Figure |5.5a] and represent the probability of satisfaction
for each cell within the generated grid via uniform and adaptive-sequential gridding
respectively, for the same abstraction error. The quantitative results of the

abstraction are given in Table It can be noted that using the adaptive and
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sequential method, we end up with a significantly smaller number of states and in
this instance lower computational time as a consequence. One should note, that we
employ a modified version of the adaptive and sequential gridding method, where
rather than defining a single coarse grid over which we refine until we reach . We
generate multiple coarse grids sequentially and at each step reduce the required
abstraction error until we reach the desired level. More specifically, we first generate
a grid with 10e,,4,, refine this to {8¢maz, 4€mazs 26mas} until we reach a global
abstraction error of ¢,,,,. For this model, this resulted in a small number of states
being required and hence shorter computation time. In Table [5.2] we saturate the
abstraction error being generated to 1. This is a consequence of the abstraction

requiring a significantly large number of states for small abstraction error.

24 0.95 24 0.95
23.5 * 23.5
0.9 0.9
23 23
0.85
22.5 22.5 0.85
22 0-8 22
0.8
21.5 0.75 21.5
21 0.7 21 0.75
2 20.5
0.5 0.65 . 0.7
20
2% 20 21 22 23 24

(a (b)

Figure 5.5: Partition of the safe set for M/, along with the optimal safety probability
for each partition set when using (a) uniform and (b) adaptive and sequential gridding.

Method |S]| |A| Time p(s)  Error
[states] [actions] taken [s] Emaz

Uniform 2025 19 15330.9 > 0.60 1

Adaptive 302 8 224.6 > 0.65 1

Table 5.2: Quantitative results for computing probabilistic reachability problem via
formal abstractions using MDP.
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Probabilistic reachability using Interval Markov Decision Processes We
repeat the process by transforming M into its steady state and transient components

as follows

M. Tss = Asxss + Bsuss =+ Q87
8 Itr[k + 1] = Asxtr,i [k] + ES.SG[I{L

where e[k] ~ N(0,1), z,, = [22 22 35 35]7 is designed such that it lies in the middle

(5.40)

of Xs.f via the appropriate selection of the control variable us. Note that, the
transient part of My, now takes the form of and hence we can apply formal
abstractions via IMDP. Consequently, we need to transform X, to operate over
the transient region i.e. Xypp = [-22] X [-22] X [-22] x [-22].

We proceed by performing probabilistic reachability of ¢; over the transformed
Xsafe set using the IMDP method. We execute this process over both the original
four-dimensional model and the reduced two-dimensional model used for MDP ab-
stractions (i.e. My ). In both instances, we discretise the state space using a uniform
grid with Ax partition for each dimension, over which we perform probabilistic
reachability and compute the upper and lower bound probabilities of satisfying ¢
within each region. For the four-dimensional model Az” = [0.35 0.35 1 1], while
for the two-dimensional model, we set Az’ = [0.20 0.20]7".

The quantitative results for both models are given in Table [5.3] The resulting
partition of the safe set along with the lower bound safety probability for each
partition set, for the two-dimensional model, is depicted in Figure [5.6] Note, we also
perform this analysis using MDP abstractions on the transient states of My using
uniform gridding. This resulted in a grid consisting of 13924 states for a maximal
abstraction error of 1 and computational time in the excess of 8 hours. Evidently,
the IMDP outperforms the MDP in terms of computational times, abstraction errors

and memory requirements.

Method |S] Time Py, (s) Error
[states] taken 5] Emaz

IMDP (M) || 484 56.9 > 055 0.16

IMDP (M) 2132 1587.7  >0.55 0.18

Table 5.3: Quantitative results for computing probabilistic reachability problem via
formal abstractions using IMDP.
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Figure 5.6: Partition of the safe set for M/, along with the optimal safety probability
for each partition set when using IMDP.

5.4.2 Two zone heating setup with large number of
continuous variables

In this second case study, we have the task of synthesising the optimal strategy that
ensures the zone temperature does not deviate from the desired temperature set-
point, using the model described in Section This is composed of one discrete
mode and seven continuous variables that evolve according to . This seventh-
order model often cannot be used due to associated computational complexity to
compute control actions. However, we can note that the modelling structure can
be transformed into the form of and thus, we can employ policy synthesis
via (e, §)-simulation relations (see Section[5.1.2). In this section, we show how the
classical MDP-based abstraction methods can be applied to perform synthesis over
a larger number of continuous variables.

First, we need to construct a set of simpler models derived from this seventh-
order model. We construct four lower-order models by performing model reduction
based on assumptions made on the underlying physical quantities. Models could, in
general, be obtained via numerical model-order reduction techniques which reduce
the dimensionality of models with minimal loss in input-output accuracy , .
However key here, is that they maintain correspondences via the underlying physical

variables. We depict the resulting set of models using Figure [5.7
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Figure 5.7: Set of thermal models and the corresponding analogous RC circuits. The
models states are highlighted using pink nodes and the stochastic disturbances are in

blue. Here Qg = Qruw,ry + @sa-

The fourth-order model of the temperature in zone 1 (M;,4), neglects the
dynamics of zone 2 and replaces its state by a stochastic signal 7}, modelled as
an i.i.d. Gaussian distribution having a mean of 22 °C' and unit variance. Namely,
independent realisations T, [k] ~ N(20,1), as can be seen in Figure [5.7al The
model comprises variables x5 4 = (T%,, Tus, Ty, Tw, ), Which represent the inner and
outer wall temperatures 7,., T, of the zone, the temperature of the wall which
separates the two neighbouring zones T,,, and the indoor zone temperature 77, .

Similarly to the original model it is affected by several stochastic sources represented

using the variables ws 4 = (Tout, Thaurs COs, , Trwr s T.,). We describe the model by

Ms,4 : { zflgl][k + 1] - As 4$s 4[k] + Bs,4us,4[k] + Gs,4ws,4[k] + Qs,4> (541)

- 54378 4[k]
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The third-order model of the temperature in zone 1 (Mjgs), shown in Figure
[5.7D], is constructed by assuming negligible temperature difference between the
two neighbouring zones T,, = T.,. M3 has z,3 € R® z,5 = (T%,, Tw,, Tw,) and
four major sources of stochastic disturbance ws s = (Tyut, Thau, COQZ1 L) We

represent the model by

Msgi

)

(5.42)

I’S’g[k + 1] = As,3xs,3[k] + Bsygus’g[k] + G&gw[k] + Qs,g,
y[k] = Cs325,3[k].

The second-order model of the temperature in zone 1 (M), depicted in Figure ,
assumes that the inner walls have a similar temperature to the zone temperature
and Thay = Ty, = To,. The model includes variables x5 € R? x4 5 = (T%,, Ty ) and

considers three major sources of stochastic disturbances wso = (Tout, CO2, Ty )

Msgl

)

{ xs,Z [k: + 1] - As,st,Q [k] + Bs,2us,2 [k] + Gs,2w572[k} + Qs,?

ylk] = C, 275 9K]. (5.43)

Lastly, the first-order model representing the temperature in zone 1 (M;;) no
longer considers dynamics of any of the walls and only takes into account the heat
exchange with the outside air. The analogous RC circuit is shown in Figure
and it is described by

Msli

)

{ $s,1[k + 1] = As,lxs,l[k] + Bs,lus,l[k] + Gs,lws,l[k] + Qs,b

ylk] = Cy1%51[K]. (5.44)

The model comprises z,; = 13, and considers three major sources of stochastic
disturbance to the system w1 = (Tout, COz. , Trw,r, ), Which act as an additional
source of heat gain in the zone. The internal heat storage capacity of the zone
encompasses both the heat stored by the walls and the zone itself and, thus, the
new capacitance is C, = C,, + Cy, [91]. Note, all the parametrised matrices
Asi,Bsi, Csiy Gsiy Qsiy 1 € {4,3,2,1} are detailed in the Appendix . In all the
given model descriptions, the output space of the model represents the temperature
T,,. We introduce a norm on the output space y. For a given set X a metric
or distance function dx is a function dx : X x X — Rsy. So the output space

y € Y C R is then endowed with the Euclidean norm dy = ||-||.

116



To apply the (e, d)-simulation relations framework, we need to transform ({4.12))

into the form of

sl = Calk 49

—

Y

M- { o[k 4+ 1] = Az[k] + Bulk] + Guw[k],

Consequently, for all the models M ;, i € {7,4,...,1}, we split the states of the

model into a steady state (xss) and a transient (zy.) component, as follows

Tss,i = As,ixss,i + Bs,iuss,i + Gs,iwm,i + Qs,ia
Ms,i : ﬂftr’i[k} + 1] = As,ixtr,i UC} + Bs,iutm [k] + GS’ZE?U?ZG[]{Z], (546)
y[k] = Ug,iTss, + Cs,ixtr,i[k]-

Here, us,; represents the nominal input required to achieve the desired steady-state
temperature of T, = Ty, = 22 [ °C], wy,; is the additional input required from the
nominal one to reach a new desired temperature, w,,; represents the mean noise
signal, e is white noise described by e[k] ~ N (0,1), ys.; is the steady-state output,
and ;K] is the output of the transient state. In order to avoid ill-conditioning, the
input signal u is rescaled such that a full heating input Ty, = 30 [ °C] corresponds
to value 1. We further restrict the input set with an upper bound ¢, = % that
ensures an absolute deviation of 1 [ °C].

We consider pairs of concrete and reduced order models: (M7, M, 4), (Mj 7,
M;3), (Ms7, My2), (M7, M;;) and we will index all the model pairs using
i ={4,...,1} respectively (corresponding to the model order of the simpler model
in the pair). We repeat the process of computing the (¢, §)-relations for each pair of
models, and obtain the model pair that provides the best (¢,¢) trade-off. In other
words, we identify the abstract model that simulates the seventh-order concrete
model with the best guarantees. For the identified model pair, we then synthesise

and refine policies such that we attain the maximal probability of satisfying

o = Py (G0 |Ty, = T | < 1) = Py (GFF[Jy] < 1))

Computation of (€, ) relation for pairs of models The (e, d)-approximate
simulation relations are computed over a range of logarithmically spaced points

d € [0.001, 1] for which the corresponding e values are computed. For succinctness,
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the reader is referred to [71] for the computational algorithm’s required to compute
the (e,d) pair. This process is repeated for all the model pairs and we list the
resulting trade-off for parameters (¢, d) in the simulation relation in Table Note
that with decreasing model order, € increases: this is due to the assumptions taken
to construct the different levels of abstractions. For instance, recall that to construct
the third-order model from the second-order model, we assume that the inner walls
between the two zones have a similar temperature. This assumption reduces the
model complexity but consequently increases the output deviation, as witnessed
from the obtained e values. Furthermore, for increasing values of §, € decreases to a

positive lower bound which is a function of the bounded input set.

§ || 1 10% 10 10! 105 105 102 105 10 1077
M., || 0.0043 0.0674 0.0809 0.0909 0.0993 0.1066 0.1132 0.1192 0.1248 0.1301
M, || 0.0387 0.1063 0.1206 0.1315 0.1404 0.1482 0.1553 0.1617 0.1678 0.1734
M, || 0.0613 01230 0.1363 0.1461 0.1542 0.1613 0.1678 01737 0.1792 0.1843
M, || 0.0184 0.1426 0.1690 0.1886 0.2040 0.2192 0.2320 0.2438 0.2548 0.2651

Table 5.4: Trade-off between (¢, 6) for concrete (M, 7) and abstract model pairs
(M,;,i=4,...1).

We are interested in selecting a low-order model that introduces the least errors
in the specification and is computationally feasible. Based on these outcomes
we proceed with the pair (M7, M2) and choose the parameters pair (e,d) =
(0.1678,1072).

Controller synthesis for M;» We solve the safety property to ¢, for the concrete

model. For the abstract model we modify it as follows
. <K=9 _ <K=9
SOQ(e,é) = PZZH-’Y (G_ |y| <1-— 6) = P2p+0.09 (G_ |y| < 08322) .

Here v gives the accumulation of the error in probability over the time horizon
of interest and is obtained from 1 —~ = (1 — §)? then v < 94. Note that y is
replaced with the computation of y.o by using (5.46]). This is done since we are
only interested in computing the deviations in fluctuations from the nominal zone
temperature ys2. Policy synthesis over the simpler model Mj 5 is performed by

employing heavily optimised algorithms in FAUST? [147]. Note, we optimised the
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algorithms via the use of sparse matrices and by splitting the abstraction into
deterministic and stochastic parts via decoupling of the noise. Subsequently, a
stochastic dynamic programming scheme is set up such that the final value function

provides the maximal probability p for the specification ¢, ;. This grid-based

-
computation of the safety probability over the 9 times steps of the formula leads to
a MDP with |S| = 2445 states and |.4| = 2035 discrete actions, an overall accuracy
of 0.13 and a total computation time of 200.8 [s]. Over this approximation, we
compute the optimal policy (4. This results in ¢y, being satisfied with a
probability of at least p:;;(s«s) = p7(r:7 5) — Emax = 0.9997 — 0.13= 0.8697 for the reduced

order model M » initialised at origin (zero fluctuation in air temperature in the

zone). The 0.13 error is being introduced due to the gridding in FAUST?,

Controller refinement for M,; The resulting policy 5) 1 refined back to 7*
via the (¢, d) simulation relations. The refinement procedure follows algorithm in |71]
and refines the original policy into a new policy which ensures that events defined
over the output space have equal probability. This results in the safety probability
for M 7, initialised at the origin, being satisfied with a lower bounded probability
of p;, = pg;w) — 90 = 0.8697 — 0.09 = 0.7797 with the inner air temperature

fluctuations remaining in the bound between [—1,1].

Experiments

We show the advantages of employing (e, d)-simulation relations over the cur-
rent state of the art where certified policies for complex models are synthe-
sised directly. We make use of the optimised algorithms from FAUST? to syn-
thesise the optimal policy that satisfies the specification ¢y directly on all the
models (M7, Mg 4, M, 3, M 5), while we make use of the (¢,d)-simulation rela-
tions framework to synthesise and refine the policies for the same set of models.
For our framework, we compute the policies using the following pair of models

(Ms7, Ms2), (Mg 4, Ms2), (Mg3, M;s), (M;2, M; 1) and the refined policies must
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satisfy the following specification

©2 = P>pi05-013 (GSK:Q\?A < 1) .

The policies for the abstract models are computed using algorithms from FAUST?. In
both cases, the abstraction procedure performed within FAUST? introduces an error
of 0.13 in the overall accuracy of the achieved probability of satisfying ps. We record
the total time taken to compute the policies, in seconds, the amount of memory
required to store the gridded state-space and the probability of satisfiability of g
when using the directly synthesised policy or the refined policy. The results are
shown in Table 5.5 One should note that when using FAUST? directly, one needs to
tighten the bounds of the state-space such that the gridding of the underlying model
is of sufficiently small size which allows the synthesis procedure to be performed.
This, however, comes at the expense of the overall probability of satisfying the
specification @9 (cf. Table ). For M 7 the policy could not be computed directly
due to large memory usage required: this highlights the advantages of using the
(€, 9)-simulation relations framework where policies for higher complex order models

can be achieved with good certificates.

Model Order Method Time | Memory pg;
of M, ; taken | [|S] x |A]]

[s]
7 Refinement, M; o, (€,6) = (0.1678,0.01) 200.8 | 4975575 0.7797
4 Refinement, Mj 2, (¢, d) = (0.1210,0.01) 192.7 | 4384236 0.7320
3 Refinement, M 2 (€, §) = (0.0641,0.01) 125.9 3313750 0.7466
2 Refinement, Mj 1, (¢, d) = (0.1698,0.01) 108.2 3218436 0.6796
7 Directly - - -
4 Directly 974.8 9148370 0.5050
3 Directly 390.3 5753100 0.6022
2 Directly 97.3 3203460 0.7212

Table 5.5: Comparison between computing the policies directly using the high order
model vs computing the refined policies using the (e, §)-simulation relations framework.
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5.4.3 Air quality model capturing CO; and temperature
dynamics in zone

We are interested in synthesising a switching strategy that maximises the probability
p of satisfying
Y3 = PZp (_'Xsafe USK:32 Xtarget) .

where K = 8 x A = 32 steps, Xunsafe = [450, 460] x [20, 24] and Xyger =
[400, 450] x [20, 24], for the sHS described using (4.17)). To recapitulate, the SHS

consists of four discrete modes,

{QO = (_'Fena _‘Wen)a Q= (Fena Wen)a g2 = (_'Fena Wen)a q3 = (Fena _'Wen)}

each of which effect the evolution of two continuous variables corresponding to the
CO, and zone temperature and whose dynamics are described using (4.16)).

To solve this synthesis problem, we opt to use formal abstractions via IMDPs
and employ the framework described in Section [5.2.5] This is in view of the
computational complexity that would be required if abstractions via MDP are
employed. We employ a fixed grid with Az? = [0.5 1]7 partition for each dimension,
to generate the abstraction. Over the abstraction, we run the synthesis algorithm
to obtain the robust strategy 7, with the corresponding lower probability bounds.

The total time to compute the abstraction and to generate m_ is 951.6 [s| with
abstraction error £,,x = 0.13. The generated IMDP has |S| = 1920 states with
|S%| = 480,Vi = {0,...,3} and one s,. Figure shows the discretisation of
mode gy together with the lower probability bounds of satisfying (3. Similar, results
are obtained for the remaining modes. One can note a high probability of remaining
within the safe set, while avoiding the target set over the fixed time horizon of 32
time steps. Table summarises the IMDP abstraction results.

The resulting strategy takes the form of a look-up table for each cell within
the gridded hybrid state space and is also a function of the time horizon. We
depict the resulting look-up tables for mode ¢ at time instances £k = 1 and k£ = 32
within Figure 5.9, Similar look-up tables are obtained for the remaining modes.

The optimal policy has an intuitive translation: for lower zone temperature, the
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Figure 5.8: Solving the synthesis problem using formal abstractions with IMDP: (a)
lower bound probabilities of satisfying 3 for mode gy and (b) the quantitative results.
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Figure 5.9: The synthesised control policy taking the form of a look-up table, where
for each point in time and cell in the state-space the optimal action is stated. Here,
we show the look-up table for mode gy. We have similar look-up tables for ¢;, i €

{1,....3.

optimal action is when both zone fan and windows and doors are closed. This is a
consequence of the gradual exchange of temperature and C'O, to the outside and
neighbouring zones. However, as the zone temperature increases the accumulation

of the C'O, levels increases at a rate greater than the exchange with the outside.
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This is due to the coupling between the two variables via the temperature heat gain
Qoce, (1) = pC O, (t) + By in ([4.15)). Consequently, the optimal action is to open
the windows and doors. Finally, when both the C'O; levels in the zone are outside
the target set (or conversely within the unsafe set) and the rate of air-flow from the
window is not sufficient in reducing the C'O5 levels, the optimal action is to turn
on the fan which has a faster rate of airflow and hence will be able to reduce the

accumulation of C'O, faster.

5.5 Conclusion

This chapter has put forward the techniques for performing verification and strategy
synthesis of SHS via formal abstractions. The focus of this chapter has been on the
study of formal abstractions taking the form of MDPs or IMDPs. More specifically,
for formal abstractions taking the shape of MDPs, we show how strategy synthesis
can be extended for models with larger number of continuous variables. While for
abstractions via IMDPs, we present novel algorithms for computing abstractions
which are both scalable and efficient. This chapter further compares the two
abstraction methods and solves the verification and synthesis goals for the case
studies presented in Chapter[d One should note that all three case studies employed
reachability-like properties within the analysis, in order to align with the low-level
performance metrics of interest. However, performing abstractions via IMDPs can
be extended to cater for reward-based properties. Such properties can be translated
into the equivalent DFA [35] and thus can be used within the abstraction procedure

directly.
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Implementation of StocHy
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This chapter presents a novel software tool called StocHy, for the quantitative
analysis of discrete-time stochastic hybrid systems (SHS). It integrates the framework
for stochastic processes presented in Chapter [, together with the abstraction
algorithms delineated in Chapter [5] with the aim of simplifying the modelling and

analysis of SHS and thus make them attractive to a wider audience.
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StocHy accepts a high-level description of stochastic models and constructs an
equivalent SHS model. The tool enables users to (i) simulate the SHS evolution
over a given time horizon; and to (ii) automatically construct formal abstractions
of the sHS. Abstractions are then employed for formal verification or strategy
(policy, control) synthesis. StocHy allows for modular modelling, and has separate
simulation, verification and synthesis engines, which are implemented as independent
libraries. The tool is implemented in C++ and employs manipulations based on
vector calculus, sparse matrices, symbolic construction of probabilistic kernels, and
multi-threading. Experiments show StocHy’s marked improved performance when
compared to existing abstraction-based approaches: in particular, StocHy beats
state-of-the-art tools in terms of precision (abstraction error) and computational
effort, and finally attains scalability to large-sized models (13 continuous dimensions).
StocHy participated in the annual Applied Verification for Continuous and Hybrid
Systems (ARCH) competition [1] within the Stochastic Modelling group, further

highlighting its high perfomance and scalability. StocHy is available at
www.gitlab.com/natchi92/StocHy.

This chapter is structured as follows: Section crisply delineates related
software tools that can handle classes of SHS. Next, we introduce software features
in Section[6.2]and provide an overview of the implementation of StocHy in Section [6.3]
We highlight the use of StocHy by a set of experimental evaluations in Section [6.4}
we provide four different case studies that emphasise the applicability, ease of use,
and scalability of StocHy. Details on executing all the case studies are detailed
in this chapter and within a Wiki page that accompanies the StocHy distribution.
We further provide details on how to execute all the case studies (see Section

presented in this thesis within the Wiki page.

6.1 Related tools

In the following, we identify the (few) existing tools that can handle (classes of)

sHS. The tools stress the need for a new software that allows for (i) straightforward
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and general SHS modelling construction and (ii) scalable automated analysis.

FAUST? [147] Of much inspiration for StocHy, the tool Formal Abstractions
of Uncountable-STate STochastic processes (FAUST?) generates formal abstractions
for uncountable-state discrete-time stochastic processes and performs verification
of reachability-like properties and corresponding synthesis of policies. It natively
supports SHS models with a single discrete mode and finite actions; and is naively

implemented in MATLAB, resulting in a lack of scalability to large models.

SReachTools [161] An open-source MATLAB toolbox that handles discrete-time
continuous state linear dynamical systems with additive stochastic disturbance.
It performs verification (and analogously synthesis) for stochastic reachability
via statistical methods and approaches drawn from convex optimisation, Fourier
transforms and computational geometry. Unlike, StocHy it does not handle SHS with
multiple modes; but it handles dynamics and safety constraints that can be time-

varying.

Modest Toolset [79] The MODEST TOOLSET supports the modelling and analysis
of continuous-time SHS. It is composed of a modular framework centred around
the stochastic hybrid automata formalism (PHA) [74], which combine probabilistic
discrete-transitions with the deterministic evolution of continuous variables; and
supports the JANI specification [34] which provides a variety of input languages and

analysis back ends.

HYPEG [130] The Java-based library HYPEG is a simulator for hybrid Petri nets
with general transitions [65] which combine discrete and continuous components
with a possibly large number of random variables, whose stochastic behaviour
follows arbitrary probability distributions. HYPEG uses time-bounded discrete-event
simulation and well-known SMC techniques to verify complex properties, including

time-bounded reachability [130].
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6.2 Features

In this section, we highlight the key novelties and strengths of StocHy’s implementa-

tion. To perform formal verification and strategy synthesis we embed the techniques

presented within Chapter [5]

6.2.1 Formal abstractions into Markov decision processes

StocHy improves the classical abstraction methods (see Section by:

probabilities, in order to attain faster generation of the abstraction
and use in formal verification or strategy synthesis.

2. simplifying the input model description, a high-level state-space
description is all that is need.

3. exploiting the use of symbolic kernels.

4. automatically performing verification of SHS with multiple modes.

1. employing sparse matrix representation to manipulate the transition

6.2.2 Formal abstraction into Interval Markov decision

processes

The finite state-space of IMDP is based on the procedures presented within Sec-

tion (.21

StocHy :

1. provides a novel abstraction algorithm allowing for efficient
computation of the abstract model
verify models with up to 13 continuous variables.
and lower bound probabilities.
the temporal property of interest.

5. makes use of adaptive and sequential refining of the underlying
abstraction.

2. generates abstraction models with significantly smaller errors and to

3. exploits the use of sparse matrices for the manipulation of the upper

4. automates the synthesis algorithm with the abstraction procedure and
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6.2.3 Analysis via Monte Carlo simulations

In this work, we analyse a SHS model using Monte Carlo simulations.

StocHy :

1. generates Monte Carlo simulation trajectories for a fixed time
horizon.

2. automatically generates statistics from the simulations in the form of
histograms, visualising the evolution of both the continuous random
variables and the discrete modes.

6.3 Overview of StocHy

6.3.1 Installation

StocHy is set up using the provided GET DEP file found within the distribution
package, which will automatically install all the required dependencies. The
executable RUN.SH builds and runs StocHy. We also provide a docker container

version [30] such that StocHy can be easily used on other operating systems.

6.3.2 Modularity

StocHy comprises independent libraries for different tasks, namely (i) MDP, (ii)
IMDP, and (iii) simulator. This allows for seamless extensions of individual sub-
modules with new or existing tools and methods. The function performTask acts
as a multiplexer for calling any of the libraries depending on the input model and

task specification.

6.3.3 Data structures

StocHy makes use of multiple techniques to minimise computational overhead. It
employs vector algebra for efficient handling of linear operations, and whenever
possible it stores and manipulates matrices as sparse structures. It uses the
linear algebra library Armadillo |[140], [141], which applies multi-threading and

a sophisticated expression evaluator that has been shown to speed up matrix
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manipulations in C++ when compared to other libraries. MDP based abstractions
define the underlying kernel functions symbolically using the library GiNaC [22],

for easy evaluation of the stochastic kernels.

6.3.4 Input interface

The user interacts with StocHy via the MAIN file and must specify (i) a high-level
description of the model dynamics and (ii) the task to be performed. The description
of model dynamics can take the form of a list of the transition probabilities between
the discrete modes, and of the state-space models for the continuous variables in
each mode; alternatively, a description can be obtained by specifying a path to a
MATLAB file containing the model description in state space form together with
the transition probability matrix. Tasks can be of three kinds (each admitting
specific parameters): simulation, verification, or synthesis. The general structure
of the input interface is illustrated via an example in Listing [6.1} here the user
is interested in simulating a sHS with two discrete modes @ = {q, ¢} and two
continuous variables (x € R?) evolve according to the stochastic difference equation,
zlk + 1] = A(q;)x[k] + G(g;)wlk], i € {1,2} where A(q;), G(¢;) are properly sized
matrices for each discrete mode and w ~ N(0,I). The model is autonomous and
has no control actions.

The relationship between the discrete modes is defined by a fixed transition
probability (line 1). The evolution of the continuous dynamics are defined in lines
2-12. The initial condition for both the discrete modes and the continuous variables
are set in lines 13-18 (this is needed for simulation tasks). The equivalent SHS model
is then set up by instantiating an object of type shs_t<arma: :mat,int> (line 20).
Next, the task is defined in line 25 (simulation with a time horizon K = 32, as
specified in line 22 and using the simulator library, as set in line 24). We combine
the model and task specification together in line 27. Finally, StocHy carries out the

simulation using the function performTask (line 29).
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arma::mat Tq = { {0.4, 0.6},{0.7,0.3}}; // Transition probabilities
// Evolution of the continuous variables for each discrete mode

// First model T
arma::mat Aq0 = {{0.5, 0.4},{0.2,0.6}};

User Model description

arma: :mat GqO = {{0.4,03,10.3, 0.3}}; i  Tunsiion Probubitiies |

ssmodels_t modelqO(Aq0, GqO); L Build SHS
// Second model e J

i | State space model for mode 1

arma::mat Aql = {{0.6, 0.3},{0.1,0.7}}; || Combine
arma::mat Gql = {{0.2,0},{0.1, 0}}; |
ssmodels_t modelql(Aql, Gql); . Input
std: :vector<ssmodels_ t> models = E State space model for mode n generated
{modelql,modelq2}; ;f 777777777777777777777777777777777777777777 !
// Set initial conditions rosTT s ; Run

// Initial state q_ O ]
arma::mat q_init = arma::zeros<arma::mat>(1,1);
// Initial continuous variables

arma::mat x1_init = arma::ones<arma:mat>(2,1);
exdata_t data(xl_init,q_init);

// Build shs

shs_t<arma::mat,int> mySHS(Tq,models,data);

// Time horizon

int K = 32;

// Task definition (simulator, mdp, imdp)

int 1b = simulator;

taskSpec_t mySpec(1b,K);

// Combine

inputSpec_t<arma::mat,int> myInput (mySHS,mySpec);
// Perform task

performTask (myInput) ;

Listing 6.1: Description of MAIN file for simulating a SHS consisting of two discrete
modes and two continuous variables evolving according to (5.5]).

6.3.5 Output interface

We provide outputs as data files for all three libraries, which are stored within the
RESULTS folder. We also provide additional PYTHON scripts for generating plots
as needed. For abstractions based on MDP, the user has the additional option to
export the generated MDP or DTMC to PRISM format, to interface with the popular
model checkers [48], |76], [100] (StocHy prompts the user this option following the
completion of the verification or synthesis task). As a future extension, we plan to

export the generated abstraction models to the modelling format JANT [34].
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6.4 Experimental evaluation

We apply StocHy on four different case studies highlighting different models and
tasks to be performed. All the experiments are run on a standard laptop, with an

Intel Core i7-8550U CPU at 1.80GHz x 8 and with 8 GB of RAM.

6.4.1 Case Study 1: Formal verification

We consider the following SHS which takes the form of (4.1]), and has one discrete
mode and two continuous variables © = (CO,, ,T.,) representing the level of
CO;, and the ambient temperature respectively. The continuous variables evolve

according to

A
COy, [k +1] = CO [ + 37 (=m5aCOs., [k] + 06(CO2u — COs_ [K])) + s [K],
(6.1)

Tk +1] = T, K] + é (eaCon (T = ToI]) + 2 (T = Ty ) ) + o],

where A the sampling time [min], V is the volume of the zone [m?], my, is
the fixed mass air flow pumped inside the room [m?®/min|, o. is the natural
drift air flow [m3/min], COy 4y is the outside COy level [ppm/min], Ty, is the
desired temperature [°C], T, is the outside temperature [ °C'/min|, C, is the zone
capacitance [Jm?/ °C|], C,, is the specific heat capacity of air [J/ °C], R is the
resistance to heat transfer [ °C/.J|, and o, is a variance term associated to the
noise we.y ~ N(0,1).

We are interested in verifying whether the continuous variables remain within the
safe set Xgqfe = [405, 540] x [18, 24] over 45 minutes (K = 3). This property can be
encoded as a BLTL property, ¢, := P_, (GSK Xsa fe). When tackled with the method
based on MDP abstraction that hinges on the computation of Lipschitz constants,
this verification task is numerically tricky, in view of difference in dimensionality of
the range of C’ngl and T, within the safe set X,,f. and the variance associated
with each dimension Gy, = [ ~ ] = [109%  9,]. The MDP is generated based on
computation of the global Lipschitz constant, where the state space is partitioned

along the longest end in order to try and obtain rectangular partitions. Given
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Case study 1: Listings explaining task specification for (a) MDP and (b) IMDP.

1 // Dynamics definition // Dynamics definition

2 shs_t<arma::mat,int> shs_t<arma::mat,int>
myShs(’../CS1.mat’); myShs(’../CS1.mat’);

3 // Specification for FAUST"2 // Specification for IMDP

! // safe set // safe set

5 arma: :mat safe = arma: :mat safe
{{405,540%},{18,24}}; {{405,540%},{18,24}};

6 // max error // grid size for each dimension

7 double eps = 1; arma::mat grid = {{5.5,0.25}};

8 // grid type // relative tolerance

9 // (uniform, adaptive) // for each dimension

10 int gridType = uniform; arma::mat reft = {{1,1}};

11 // time horizon // time horizon

12 int K = 3; int K = 3;

13 // task and property type // task and property type

14 // (verify_safety , // (verify_safety ,
verify_reach_avoid, verify_reach_avoid,

15 // synthesis_safety, // synthesis_safety,
synthesis_reach_avoid ) synthesis_reach_avoid )

16 int p = verify_safety; int p = verify_safety;

17 // library ( simulator, mdp, // library ( simulator, mdp,
imdp) imdp)

18 int 1b = mdp; int 1b = imdp;

19 // task specification // task specification

20 taskSpec_t taskSpec_t

mySpec(1b,K,p,safe,eps,gridType) ; mySpec(1lb,K,p,safe,grid,reft);

Listing 6.2: (a) MDP Listing 6.3: (b) IMDP

the difference in magnitude of the relative variance G, along each dimension, the
gridding procedure generates rectangular cells, where the dynamics of the shortest
dimension (7},) are lost since you have significantly fewer partitions along this
dimension . In order to mitigate this, StocHy automatically rescales the state

space so all the dynamics evolve in a comparable range.

Implementation StocHy provides two verification methods, one based on MDP
and the second based on IMDP. We parse the model from file CS1.MAT (see line 2
of Listings [6.2(a) and [6.3|(b), corresponding to the two methods). CS1.MAT sets
parameter values to and uses a A = 15 [min]. As anticipated, we employ both

techniques over the same model description:
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« for MDP we specify the safe set (Xy4f.), the maximum allowable error, the
grid type (whether uniform or adaptive grid), the time horizon, together with
the type of property of interest (safety or reach-avoid). This is carried out in

lines 5-20 in Listing [6.2|(a).

« for the IMDP method, we define the safe set (Xsqs.), the grid size, the relative
tolerance, the time horizon and the property type. This can be done by
defining the task specification using lines 5-20 in Listing [6.3] (b).

Finally, to run either of the methods on the defined input model, we combine
the model and the task specification using inputSpec_t<arma::mat,int>myInput
(myShs ,mySpec), then run the command performTask (myInput). StocHy provides
a summary of the generated results as the primary source of output within the
command-line interface. The summary quotes the total number of states in the
generated abstraction, the computational time taken and the abstraction error.
This is followed by a prompt to store the verification results for both methods

within the RESULTS directory:

» for MDP, StocHy generates four data files within the RESULTS folder: REP-
RESENTATIVE__POINTS.TXT contains the partitioned state space; TRANSI-
TION__MATRIX.TXT consists of the transition probabilities of the generated
abstract DTMC; PROBLEM__SOLUTION.TXT contains the sat probability for
each state of the DTMC; and E.TXT stores the global maximum abstraction
error. StocHy also prompts the user to (i) export the generated abstraction
to PRISM or STORM and (ii) generate a figure showing the probability of

satisfaction within the safe set.

o for IMDP, StocHy generates three data files in the same folder: STEPSMIN.TXT
stores T} of the abstract IMDP; STEPSMAX.TXT stores TS; and SOLUTION.TXT
contains the sat probability and the errors €, for each abstract state s. StocHy
also prompts the user to generate a figure showing the lower-bound probability

of satisfaction within the safe set.
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Outcomes We perform the verification task using both MDP and IMDP abstrac-
tions generated via uniform gridding with different grid sizes. We further compare the
outcomes of StocHy against the tool FAUST?, which is implemented in MATLAB [147].
Note that the IMDP consists of |S| + 1 states, where the additional state is the sink
state s, = D\ Xsqofe- The results are shown in Table We saturate (conservative)
errors output that are greater than 1 to this value and show the probability of
satisfying the formula obtained from IMDP for a grid size of 3481 states in Figure[6.1

— similar probabilities are obtained for the remaining grid sizes.

Tool Impl. |S]| Time Error
Method Platform [states] [b] Emax 24 -' 0.40
FAUST?  MATLAB 576 186.7 1
MDP C++ 576 51.4 1 : 0.32
IMDP C++ 576 87.4 0.236 22.5
FAUST?  MATLAB 1089 629.0 1
MDP CH++ 1089 78.1 1 0.24
IMDP C++ 1089 3879  0.174 21
FAUST?  MATLAB 2304  2633.2 1 0.16
MDP C++ 2304 165.8 1 ’
IMDP C++ 2304 15529 0.121 195
FAUST?  MATLAB 3481  7523.7 1 0.08
MDP C++ 3481 946.3 1
IMDP C++ 3481 3623.1  0.098
FAUST? MATLAB 4225 10022.9 0.900 1?105 440 473 506 540 0
MDP C++ 4225 3313.9  0.900
IMDP C++ 4225 4854.6  0.089
Table 6.1: Case study 1: Comparison Figure 6.1: Case study 1: Lower
of verification results for (7 when using bound probability of satisfying 1
MDP vs IMDP abstractions. generated using IMDP with 3481 states.

As evident from Table[5.1] the new IMDP method outperforms the approach using
FAUST? in terms of the maximum error associated to the abstraction (FAUST? gen-
erates an abstraction error < 1 only with 4225 states). Comparing the MDP
within StocHy and the original FAUST? implementation (running in MATLAB),
StocHy offers computational speed-up for the same grid size. This is due to the
faster computation of the transition probabilities, through StocHy’s use of matrix
manipulations. StocHy also simplifies the input of the dynamical model description:
in the original FAUST? implementation, the user is asked to manually input the

stochastic kernel in the form of symbolic equations in a MATLAB script. This is not
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required when using StocHy as it automatically generates the underlying symbolic

kernels from the input state-space model descriptions.

6.4.2 Case Study 2: Strategy synthesis

We consider a stochastic process with two modes Q@ = {qy, ¢}, which for ¢

continuously evolves according to

alk+1 043 0.52] [k [1 0.1] wi[k]
vk +1] [0.65 0.12} zolk] T [0 0.1] walk]’

and for ¢, according to

wolk+1] [0.52 0.43] k] T [0 0.2] walk]

Consider the continuous domain shown in Figure over both discrete locations.
We plan to synthesise the optimal switching strategy 7* that maximises the
probability of reaching the green region, whilst avoiding the purple one, over
an unbounded time horizon, given any initial condition within the domain. This can
be expressed with the cSLTL formula ¢y := (—purple) U green, where the atomic

propositions © = {purple, green} denote regions within the set X = [—1.5,1.5)

(see Figure [6.24)).

Implementation We define the model dynamics following lines 3-14 in Listing|[6.1]
while we use Listing to specify the synthesis task and together with its associated
parameters. The CSLTL property s is over an unbounded time horizon, which leads
to employing the IMDP method for synthesis (recall that the MDP implementation
can only handle time-bounded properties, and its abstraction error monotonically
increases with the time horizon of the formula ). In order to encode the task we
set the variable safe to correspond to X, the grid size to 0.12 and the relative
tolerance to 0.06 along both dimensions (cf. lines 5-10 in Listing [6.3). We
set the time horizon K = -1 to represent an unbounded time horizon, let p =
synthesis_reach_avoid to trigger the synthesis engine over the given specification
and make 1b = imdp to use IMDP method (cf. lines 12-19 in Listing . This

task specification partitions the set X into the underlying IMDP via uniform
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gridding. Alternatively, the user has the option to make use of the adaptive-
sequential algorithm by defining a new variable eps_max which characterise the
maximum allowable abstraction error and then specify the task using taskSpec_t
mySpec (1b,K,p,boundary,eps_max,grid,rtol); Next, we define two files (PHI1
.TXT and PHI2.TXT) containing the coordinates within the gridded domain (see
Figure associated with the atomic propositions purple and green, respectively.
This allows for automatic labelling of the state-space over which synthesis is to
be performed. Running the main file, StocHy performs the abstraction and solves
the synthesis problem against 5. On completion, it provides a summary of the
generated results and quotes the total number of states in the generated abstraction,
the computational time taken and the abstraction error. This is followed by a
prompt to store the generated results within the data file called SOLUTION.TXT file
found in the RESULTS folder. The data file contains the synthesised 7* policy, the

lower bound for the probabilities of satisfying 5, and the local errors €, for any
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Figure 6.2: Case study 2: (a) Gridded domain together with a superimposed simu-
lation of trajectory initialised at (—0.5, —1) within gp, under the synthesised switched
strategy 7*, and the lower probabilities of satisfying 9 for mode ¢y (b) and for mode
q1 (c), as computed by StocHy.

Outcomes The case study generates an abstraction with a total of 2410 states, a

maximum probability of 1, a maximum abstraction error of 0.20, and it requires

a total time of 1639.3 [s]. Figure [6.2b|and [6.2¢| depict the resulting lower-bound

probabilities for satisfying (o for mode ¢y and ¢, respectively. In this case, we
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witness a slightly larger abstraction error via the IMDP method then in the previous
case study. This is due to the non-diagonal covariance matrix within mode ¢y,
which introduces a rotation in X. When labelling the states associated with the
regions purple and green, an additional error is introduced due to the over- and
under-approximation of states associated with each of the two regions. We further
show the simulation of a trajectory under 7* with a starting point of (—0.5, —1) in
o, within Figure [6.2a] The trajectory satisfies @9 and is automatically generated
by StocHy.

6.4.3 Case Study 3: Scaling in continuous dimension of
model

Verification via MDP abstractions has been shown to scale for analysis of SHS with
up to four continuous variables [146]. In this subsection, we focus on pushing this
limit and show how using the IMDP method we are able to scale to perform analysis
of SHS models with a larger number of continuous variables. With this goal, focus
is on the continuous dynamics by considering a stochastic process with Q = {qo}

(single mode) and dynamics evolving according to
Xnlk + 1) = 0.81,X,,[k] + 0.2L, W, [k], (6.2)

where n corresponds to the number of continuous variables. We are interested in

checking the BLTL safety specification, evaluated over a probabilistic operator P
3 := P (GSBOXsafe> )

where X .fe = [—1,1]", as the continuous dimension d of the model varies. In
view of the focus on scalability for this Case Study 3, we disregard discussing the

computed probabilities, which we instead covered in Section [6.4.1]

Implementation Similar to Case Study 2, we follow lines 3-12 in Listing
to define the model dynamics, while we use Listing to specify the verification
task using the IMDP method. For this example, we employ a uniform grid having

a grid size of 1 and relative tolerance of 1 for each dimension (cf. lines 5-10 in
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Listing . We set K = 50 to represent the time horizon, p = verify_safety to
perform verification over a safety property and 1b = imdp to use the IMDP method
(cf. lines 12-20 in Listing . In Table we list the number of states required for
each dimension, the total computational time, and the maximum error associated

with each abstraction.

Outcomes From Table we can deduce that by employing the IMDP method
within StocHy, the generated abstract models have manageable state spaces, thanks
to the tight error bounds that are obtained. Notice that since the number of cells per
dimension is increased with the dimension n of the model, the associated abstraction
eITOr €,,4, 18 decreased. The small error is also due to the underlying contractive
dynamics of the process. This is a key fact leading to scalability over the continuous
dimension n of the model: StocHy displays a significant improvement in scalability

over the state of the art [147] and allows abstracting stochastic models with relevant

dimensionality.

Dimensions
] 2 3 4 5 6 7 8 9 10 11 12 13
S| 4 8 16 32 64 | 128 | 256 | 512 | 1024 | 2048 | 4096 | 8192
[states]

T‘me[;]aken 0.02 | 0.06]| 0.1 0.5 15 | 65 | 31.8 | 136.3 | 535.9 | 2065.1 | 9804.0 | 21122.2
Error .
o) 0.08 | 0.02 | 6.0e-3 | 1.0e-3 | 4.0e-4 | 8.26-5 | 5.7e-6 | 1.1e-6 | 1.6e-7 | 2.2e-8 | 1.1e-8 | 4.89¢-9

Table 6.2: Case study 3: Verification results of the iIMDP-based approach over 3, for
varying dimension n of the stochastic process.

6.4.4 Case Study 4: Simulations

For this last case study, we refer to the C'O, model described in Case Study 1
(Section [6.4.1). We extend the CO, model to capture (i) the effect of occupants
leaving or entering the zone within a time step (ii) the opening or closing of the
windows in the zone. my, is now a control input and is an exogenous signal. This
can be described as a SHS comprising two-dimensional dynamics, over discrete
modes in the set {qo = (E,C),q1 = (F,C),q2 = (F,0),q3 = (E,0)} describing

possible configurations of the room (empty (E) or full (F), and with windows open
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(O) or closed (C)). A DTMC representing the discrete modes and their dynamics
is in Figure . The continuous variables evolve according to (6.1]), which now

captures the effect of switching between discrete modes, as

A
CO [k +1] = COy, [K] + 3 (=m:aCOs., [K] + 0(t)(CO i — CO,. [K]))

+ 1FCOQ7OCC[k] + Ulwl[k‘],

Tall 1] = T+ 5 (o (T = T ) + 40 (T = D) (03)

+ ]—Froc[k] + U2w2[k]7

where the additional terms are: o is the natural drift air low that changes depending
whether the window is open (o,) or closed (g.) [m®/min]; COy s is the generated
C'Oy level when the zone is occupied (it is multiplied by the indicator function 1)
[ppm/min); Qoee is the generated heat due to occupants | °C'/min], which couples

the dynamics in (6.3) as Qocer = pCOz. [K] + 5.

1
E
&b
o7 0.8 .
=
< 0.6 .
3
@)
04} :
| | | | | |
0 5 10 15 20 25 30
Time steps
0.6 0.6
(b)
(a)

Figure 6.3: Case study 4: (a) DTMC for the discrete modes of the CO2 model and (b)
the input control signal.

Implementation The provided file ¢s4.MAT sets the values of the parameters
in and contains the transition probability matrix representing the relationships
between discrete modes. We select a sampling time A = 15 [min| and simulate the
evolution of this dynamical model over a fixed time horizon K = 8 [hours] (i.e. 32

steps) with an initial CO; level CO,. ~ N(450,25) [ppm] and a temperature level
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// Number of simulations

int monte = 5000;

// Initial continuous variables

arma::mat x_init = arma::zeros<arma::mat>(2,monte);
// Initialise random generators

std: :random_device rand_dev;

std::mt19937 generator(rand_dev());

// Define distributions

// CO_2 levels

std: :normal_distribution<double> d1{450,25};
// Temperature values

std: :normal_distribution<double> d2{17,2};
// Populate initial values

for(size t i = 0; i < monte; ++i)

{

x_init(0,i) = dil(generator);

x_init(1,i) = d2(generator);

}

// Initial discrete mode q_0 = (E,C)
arma::mat q_init = arma::zeros<arma::mat>(1,monte);
// Definition of control signal

// Read from .txt/.mat file or define here
arma::mat u =readInputSignal("../u.txt");
//Combining

exdata_t data(x_init,u,q_init);

Listing 6.4: Case study 4: definition of intial conditions for simulation

of T,, ~N(17,2) [ °C]. We define the initial conditions using Listing Line 2
defines the number of Monte Carlo simulations using by the variable monte and sets
this to 5000. We instantiate the initial values of the continuous variables using the
term x_init, while we set the initial discrete mode using the variable q_init. This
is done using lines 4-20 which defines independent normal distribution for each of
the continuous variable from which we sample 5000 points for each of the continuous
variables and defines the initial discrete mode to ¢o = (£, C'). We define the control
signal my, in line 23, by parsing the u.txt which contains discrete values of m, for
each time step (see Figure . Once the model is defined, we follow Listing |6.1
to perform the simulation. The simulation engine also generates a PYTHON script,

simPlots.py, which gives the option to visualise the simulation outcomes offline.
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Outcomes The generated simulation plots are shown in Figure which depicts:

(i) a sample trace for each continuous variable (the evolution of CO,_ is shown

in Figure [6.4a] T, in Figure[6.4b) and for the discrete modes in Figure [6.4d (ii)

histograms portraying the range of values the continuous variables can be in during

each time step and the associated count (Figure for CO,, , Figure for T, );

and a histogram showing the likelihood of being in a discrete mode within each

time step (see Figure |6.4f). The total time taken to generate the plots is 48.6 [s].
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Figure 6.4: Case study 4: Simulation single traces for continuous variables (a) COs, ,
(b) T,, and discrete modes (c¢) ¢q. Histogram plots with respect to time step for (d)

00221, (e) Tzl and (f) gi, 1 € {0,. .. ,3}.
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6.5 Conclusion

We have presented StocHy, a new software tool for the quantitative analysis of
stochastic hybrid systems. There is a plethora of enticing extensions that we are
planning to explore. In the short term, we intend to: (i) interface with other model
checking tools such as MODEST TOOLSET [79]; (ii) embed algorithms for policy
refinement, so we can generate policies for models having numerous continuous
input variables using formal abstractions via MDP [71]. In the longer term, we plan
to extend StocHy such that it can (i) employ a graphical user-interface; (ii) allow
analysis of continuous-time SHS; and (iii) make use of data structures such as multi-
terminal binary decision diagrams [50], [59] to reduce the memory requirements

during the construction of the abstract MDP or IMDP.
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Conclusion and Future Research
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This chapter summaries the thesis by discussing key contributions in the
manuscript and delineates some directions for research that are presently pursued

by the author.

7.1 Conclusion

The rapid growth and development of the building industry poses the problem of
certification to guarantee their performance. The fundamental challenge in achieving
such a goal is the diversity of modelling methods and frameworks available, which
are typically decoupled from the certification requirements. Buildings are also
exposed to a high level of uncertainty and are effected by external dynamics (such
as the weather) that increase complexity during the modelling stage. In this work
we devise a framework for constructing and analysing models for BAS according to

a certification goal.
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We classify the term certification into two separate classes: high-level (overall
performance) and low-level certification (behaviour of subsystems). This allows us
to reason at the appropriate level of complexity depending on the goal at hand. In
Chapter [2 we formally define these two classes and identify key metrics that are used
to quantify the performance of the system at each certification level. Following this
chapter, the thesis is split into methods for reasoning over either of the certification
levels.

For high-level certification we focus on the task of building maintenance. This
needs to be carried out over the whole building system in order to ensure efficient
and cost-effective operation. With this goal in mind, in Chapter [3| we present the
fault maintenance trees (FMT) framework as a means of performing preventative
maintenance for a BAS setup. FMTs model the different components and their
degradation within the BAS together with the relationship between the behaviour
of individual components with respect to fault propagation. This makes it ideal
for reasoning about the selection of maintenance actions. In this thesis we apply
the framework for BAS, give semantics to the qualitative FMT description in the
form of cTMCs and devise a PMC architecture for computing KPI metrics such
that optimal maintenance strategies are selected. We further compare our analysis
against techniques based on sMc. While PMC is more computationally efficient, it
requires state-space reduction techniques in order to be able to analyse the whole
FMT structure.

Low-level certification requests the need for more detailed modelling structures.
Consequently, in Chapter 4] we introduce the mathematical modelling framework of
sHS that captures both uncertainty (taking the form of noise) and the relationship
between discrete (e.g. software control algorithms) and continuous (physical
structures) components. We provide a library of models for BAS, show how we
can build different SHS models of varying complexities, and translate low-level
certification goals into formal specifications using temporal logic. Chapter [5] builds
on the sHS framework and presents two formal abstraction methods over which

certification goals can be analysed. First, we delineate the classical approach of

144



abstracting SHS into discrete-time Markov processes (DTMC, or MDP) and then
computing verification and synthesis goals. We also show how (¢, d)-simulation
relations can be applied for performing strategy synthesis via MDP for models with
a large number of continuous variables. Next, we introduce a novel method for
scalable and efficient abstractions via Interval Markov decision processes (IMDP). A
comparison between the two abstraction techniques (MDP vs IMDP based) highlights
the strengths of the novel IMDP method in terms of the abstraction error generated,
scalability and the ability to reason over unbounded time horizons. Finally, we
solve the BAS case studies presented in Chapter

The algorithms and case studies presented in Chapter [] and [] are realised in a
state-of-the-art software tool called StocHy. This tool is aimed at making SHS more
attractive to general end-users and easier to use. StocHy allows for (i) simulation,
(ii) verification and (iii) synthesis of sHS. It is written in C++4 for portability and

is both modular and easily extendable in structure.

7.2 Recommendations for future research

There are many possible areas in which the work in this thesis can be developed

further.

Analysis of continuous-time stochastic hybrid systems It is certainly
of interest to extend the analysis of models evolving over continuous time and
space. This requires the extension of our SHS model to include the description
of the evolution of the continuous variables via stochastic differential equations.
Unfortunately, the computation of the conditional stochastic kernel comes with a
multitude of complexities [105]. One of the options is to first discretise the continuous
space and then perform any of the formal abstraction techniques delineated in this
thesis. However, this comes at a caveat of requiring a huge number of states to

represent the model for a sufficient abstraction error.
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Formal modelling language for stochastic hybrid systems In the current
implementation of StocHy, users need to provide a description of the relationship
between discrete modes in the form of discrete transition probabilities, while the
evolution of the continuous dynamics is described using state-space equations. It
would be desirable to have a higher level (possibly, graphical) description of the
sHs. This will allow for the inclusion of more versatile dynamics (e.g. transition
probabilities described by a variety of probability distributions, non-linear evolution
of continuous variables or probabilistic resets), together with providing an easier
means of connecting with other tools. It was further noted in [1] that there is
a lack of a common formal language for describing sHS: benchmarks portraying
different sHS models had different definitions and hence making it hard to compare
techniques and methodologies. A reputable attempt to provide such a language is
the HMODEST language [74] and the language exchange protocol JANT [34]. However,
the HMODEST language is limited to continuous-time SHS where the continuous
variables are described using ordinary differential equations (i.e. neglect stochasticity

in the evolution of the continuous variables).

Encoding of the transition probabilities within the abstractions The
key element in the large memory requirements needed for formal abstractions is
the storage of the conditional transition probabilities over the gridded state space.
In StocHy, we have employed the use of sparse matrices to reduce this memory
requirement. However in the worst case, this corresponds to the full size of the
conditional transition probabilities for all the possible combinations making up
the states space. A possible means of reduction is to employ a more efficient
data structure that makes use of encodings such as multi-terminal binary decision
diagram [50], [59]. This however, comes with its own qualms: most probabilities
in the transition probability matrix are unique values. To mitigate this one can
truncate the underlying probability distribution to a certain significant decimal

value and then quantify the additional abstraction error being introduced.
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Predictive maintenance via fault maintenance trees In Chapter [3 we
present a preventative maintenance method for BAS using FMT. We can rephrase the
problem into an optimisation scheme that computes the best maintenance actions via
a performance-based cost function. One approach is to transform the degradation
models within the FMT into dynamical models which depend on the maintenance
action [3], [43], [55]. Consequently, we can describe the FMT as SHS and employ the
strategy synthesis algorithms found in StocHy to compute the optimal maintenance
strategies. Note, that due to the large number of degrading components present in
the FMT, special care needs to be taken to mitigate state-explosion as a result of
performing parallel composition of all the individual abstract representations of the
components. However, this also alleviates the need to approximate time steps via

the Erlang distribution.

Connect the library of models for BAS with the Brick schema The
BRICK [18] meta-data schema defines a concrete ontology network describing the
structure of the building based on the connected sensors and the relationship between
them. This allows for generation of a high-level description on the structure of
different types of buildings. By connecting the library of BAS models and extending
it to contain models of other sub-components which are not currently included (e.g.
the chiller), we can construct realistic and diverse models over which certification
and analysis can be performed. Further bridging the gap between the actual building

structure, modelling and analysis.
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Case studies
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A.1 Two zone heating setup with stochastic
dynamics

We present the corresponding system matrices of the model M described in

Section [4.3.1] M is given by (4.10]) and is characterised by the following system

matrices
0.6250 0.00024 0.00065 0 0.3739
A — 1.3737¢ — 05 0.7696 0 0.00029 B _ 0.2300
s 0.0134 0 0.9513 0 s 0 ’
0 0.0134 0 0.9513 0
0.0037 0.3096 0 0 0
Q. = —1.6528¢ — 04 o 0 0.3096 0 0
s 2.6511 s 0 0 1.5488 0
2.6511 0 0 0 1.5488
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M, is shaped by the following system matrices

A, — 0.6250 0.00024 B — 0.3739
S 11.3737e — 05 0.7696 | > 7%~ 10.2300°

Ou 0.0037 -, _ [0:3096 0
ST -1.6528¢ — 047 T T | 0 0.3096]

A.2 Two zone heating setup with large number
of continuous variables

The model M 7 is described by the following system matrices

[0.9678 0 0.0035 0 0.0036 0  0.0036]
0 09682 0 00034 0  0.0034 0.0034
0.0106 0 09494 0 0 0 0
Agr = 0 0.0097 0 09523 0 0 0o |,
0.01057 0 0 0 09494 0 0
0 0.0097 0 0 0 09523 0
| 0.0106  0.0097 0 0 0 0 0.9794]
[0.0195] [ 0.0164 |
0.0199 —0.0018
0 0.0387
8577 = 0 ) Qs,7 = 0.0189 ,
0 0.0110
0 0.0108
0 | 0.0109 |
0 0  1.9380e — 05 0 0.0019 0
0 0 0 5.7769¢ —07 0  0.0015
G — 0.0458 0 0 0 0 0
s 0.0425 0 0 0 0 0
0  0.0397 0 0 0 0
0  0.0377 0 0 0 0 |

In Section [5.4.2, we perform model-order reduction on M 7, to obtain four simpler
models Mg ;,i € {4,...,1}. The model M 4 is described using

0.9678 0.0036 0.0036 0.0036 0.0195 0.0164

A = 0.0106 0.9494 0 0 B., - 0 Q.4 = 0.0386
S’ 0.0106 0 0.9494 0 e 0 T 0.0110| "

0.0106 0 0 0.9794 0 0.0110
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0 0 1.9381e — 05 0.0019 0

q. . _ 00458 0 0 0 0
AT 0 0.0397 0 0 0
0 0 0 0  0.0097
M, 3 is given by
0.9714 0.0036 0.0036 0.0195 0.0164
A3 = 100106 09494 0 |, Bys =] 0 |, Qs3=10.0387|,
0.0106 0  0.9494 0 0.0110
0 0  1.9381e — 05 0.0019
Gos= (00459 0 0 0
0  0.0397 0 0

The model Mj 5 is characterised by
A _ [09750 0.0036] , _ [0.0195 Oy = 0.0164
27 10.0106 0.9388) 72| 0 |’ %27 10.0387|’
a .| 0 1938le—05 0.0019
527 10.0459 0 0o |-

Last, M, is delineated using

A = [0.9177] , B,y = [0.0575] , Qs1 = [0.0872} , Goy = [o 1.9381e — 05 0.0057] .

A.3 Air quality model capturing CO, and
temperature dynamics in zone

We provide the state-space models describing the continuous evolution using (4.16))
for each discrete mode. When the current discrete state corresponds to ¢y =

(=F,,, " We,), the continuous dynamics evolve according to

4 [00995 0 ) [L47A8
s© = 10,0030 0.9998| 5 = {0.0007] "

10 9.7227 0
Gogo = l() 11 ) Disap = [ 0 2.3241] '
For ¢ = (F,, We,) we have
4. _[oos30 0 T, o 720050
S0 10,4693 0.9935| 7 O 10.1378]
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10 145641 0
Gom = lo 1]’ Lo :l 0 4.64821'

Similarly for go = (= Fen, Wen)

A _ [ 009913 0 1 (.. [200%
a2 = 16.4603¢ — 06 0.9998|* <>~ 0.0007|

10 14.5641 0
Goa = [0 1] » o = [ 0 2.3241] ’

Last, we have that when the current state is in g3 = (Fup, = Wey)

A _ [ oo9om 0 | o, _[Lamas
0 = 16.4603¢ — 06 0.9935|° <>~ [0.1378

10 9.7227 0
Coan = lo 11 » B = l 0 4.6482] '

These model are constructed using the library of BAS models, where the follow-
ing variables are assumed as external disturbance sampled from i.i.d. Gaussian

distributions as follows

COZ,OCC ~ N(975, 05) 002701“5 ~ N(415, 05)7
T, ~N(18,2), Tyo, ~ N(22,1).

We additionally set o5, = 0.83 and o, = 0.2 for i = {1, 2}.
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Proofs associated with formal
abstractions into IMDP

Contents
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IB.3 Proof of Proposition|2| . ... ... ............ 155
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................... 156
B.6 ProofofLemmalll . ... ... ... ............ 157

B.1 Proof of Proposition

Proof. For a fixed a € A, recall that
T(s | z,a) = //\/’(t | Fa, ), Za(a)) dt,

where F(a,z) = F(a)z+Q(a) and ¥,(a) = G(a)X,G(a)” . By applying a whitening
through the transformation matrix 7, = Aq 2V.!'| we obtain that 7,Cov,(a)T =1,
where I is the identity matrix. Thus, by working in the transformed space induced

by 7., we obtain

Tx(s|x,a):/ /\/'(t]'];F(a,:c),I)dt.

Post(s,Ta)

153



Under the assumption that Post(s,7T,) is a hyper-rectangle, the above multidi-
mensional integral can be separated and expressed as a product of n integrals of
uni-dimensional normal distributions

T.(s |z, a) :/

Post(s,Ta
vl

)
'U1(Ln>
- /vm "'/Jlm) N(tl | y(1)71> ~~-N<tn |

l
y ™, 1) dty - dt,

N (| To F(a,2),T) dt

1=1
= —(erf(=——=—) — erf( “ )),
5\ V2
where y = T, F(a, z). O

B.2 Proof of Theorem [5.2.1]

Proof. We first consider the maximum case and then discuss the minimum case.
The KKT conditions guarantee that if y € Post(s],7,) is a local maximum for f,
then there must exist a vector of constants n = (ny, ..., n) such that Vf(y) = Hn,
ni > 0 for all i € {1,...,k}, and n,(X72, HODy) —b;) = 0, where HO9) is the
component in the i-th row and j-th column of matrix H. Note that we have a
constant n;, i € {1,...,k}, for each of the half-spaces defining Post(s}, T,). Thus,

there are three possible cases:

o Case 1: z* is not in the boundary of Post(s,,7,). In this case the KKT

conditions imply that y is a maximum only if V f(y) = 0. For a normal distribu-

/U1(Li>+/ul(1> U£n>+’ul(n>)
2 .

tion with identity covariance, this point is exactly y = ( feey T

If y € Post(s},T,), then this is the global maximum, because it is the global

maximum of the unconstrained problem.

« Case 2: z* is a vertex of Post(s],7,). We call a vertex an intersection
of n half-spaces. As a consequence, we have that the KKT conditions are

satisfied in y, vertex of Post(s}, T,), if and only if V f(y) = H™n, where H is
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the sub matrix that contains only the n rows of H representing the half-spaces
interesting at y, and vector n contains only the n corresponding constants.
Thus, we have a system of n equations and n variables that have a solution
for n; € R. However, since the set of vertices is finite, it is generally faster to
just include all the vertices as possible candidate solutions instead of solving

the system of equations.

Case 3: y is in the boundary of Post(s,,7,), but is not a vertex. In
this case only r < n of the half-spaces in H intersect at y. Thus, if y is a
maximum then V f(y) = H"n, where H is the sub matrix of H containing the
r < n half-spaces intersecting at y, and 1 contains only the r corresponding
constants. Note that this is a system with more equations than variables.
Therefore, only when some of constraints become linearly dependent, there

may be a solution for y € Post(s}, T,), if at all.

The minimum case is identical except that condition V f(y) = H n is replaced

with Vf(y) = —H™n. O

B.3 Proof of Proposition

Proof. By Definition we have

H l) | vl ) 1(j))7

i=1

where

with v > o

w0 oy Lo y® = y — o)
F 1o, o) = 5 (erf(

Tl) - eff(T))

@, Now, since a product of log-concave functions is a log-concave

function itself, to show that f(y) is log-concave, it is enough to show that f(y |

ol

that

v) is log-concave for i € {1,...,n}. In order to do that we first need to observe

_ . . y—v
T 1oy = [ N0, 1)
)

() —o
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That is, f induces a standard Gaussian probability measure P. We denote with

P([yD —oW) y® —vl(l)]) the resulting probability for convex Borel set [y — v 4@ —

vl(i)]. By rearranging terms, for A € [0,1], 1, y2 € R, we finally obtain

FOwr + (1= Ny | 0 0@ =
Py — 0@, g0 — 0T+ (1= Nya — 0D, g5 — 1)) >
P(lyr — 0@, g1 — oD Plys — vl yp — o)A =

Flyr ot o) flya | of, o) 0,

where the above inequality is due to Theorem 2 in |131]. O

B.4 Proof of Proposition

Proof. For the upper bound, we have that for s; € St and a € A,

maXT(X|xa)<maX/Nz|F(ax)Z (a))dz

TES; TES;

= max z |y, 1I)dz
yEPost(s;,Tz)/Post(X,'E) ( ’y )

<  max / z |y, I)dz
" yePost(s, 7&)2 Post(s,Ta) ( ‘y )

= > fly,s)

yEPost(s Ta) seS

For the lower bound, similarly to the upper bound, we have that

min 7, (X | z,a) > mm Z fly,s

TES; y€EPost(s 568‘1

B.5 Proof of Theorem 5.2.2

For each ¢, let A; = (Z,Qé,T, 20, Zac) be the DFA correspondent to ¢ with
initial state zy. Then, P(¢ | z, X, 7},) can be computed on the product stochastic
hybrid system H, = H x A; = (A x Z,F,,G,,0,L,), where L,(z,(a,z)) =
L((a,x)), Fy(a,z) = F(a,x) and Gy(a, z) = G(a). We define the set of accepting
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states of H, as Xoe = X X A X Z,.. Tt is possible to show that P(y | z, X, 7},) can

be computed as the solution of the following Bellman equation

V(zo,, X, m5) =
1 if (z,75,(x), 20) € Xac
0 ifxgX (B.1)
Jx f (@', 7y, (0))V (7 (20, L, w3y (2)), o', X, 7y, )de
where f(2'|z, 7},(z0)) the density function of transition kernel 7" and, with an
abuse of notation, we call 7},(zo) the action resulting from the application of the

(stationary) strategy 7}, in zo. For s € S call
V(2 8, X, mh,) = min V(z,x, X, m5,).
Then, it follows that

VF;*(ZO,S,X, ) =

*

1 if there exists x € s s.t. (z,75(2), 20) € Xae
0 ifzgX
minge, [x f (|2, 75, (2))V (7 (20, Lz, 73 (2)), ', X, 73 ) da’
Then, because for each z1,z2 € s it holds that 7}, (z;) = 7}, (22) and S, is a

discretization of X that respects the propositional regions, we obtain

V7 (2, s, X, ) <
1 if there exists z € s s.t. (z,75,(2), 20) € Xae
0 ifeégX
MiNges Yges, T(s]7, w5 (2)) Vo (1 (20, L(z, 75 (2)), 2/, X, 75,
The latter expression is exactly for a fixed strategy 73,. Similar approach can
be used to prove that the solution of is upper bounded by .

B.6 Proof of Lemma 1

S, is a discretization of X that does not respect the propositional regions R, and the
labelling function L of Z introduces an under approximation of those regions. Similar

to the proof of Theorem [5.2.2] a product SHS H,, can be constructed. By replacing
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the discretization S, in the Bellman equation and noting that L under-approximates
R, it holds that ‘v/”;l(zo, s, X, ;) is an under-approximation of P(p | dy, X, 7},).
For the upper bound, note that the labelling function £’ over-approximates the
labels of each region. With the same derivation as above but using L’ instead of L,
it follows that
V(z, 5, X,m5) > Pl | do, X, 75),

where

V“;t(z, s, X,m5,) = max Vi(z,x, X, 73,),

and V(z,z, X, ;) is defined in (B.1)).
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