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Abstract

This thesis addresses the topic of ‘Software as a Weapon’ (SaaW) using a mixed-
methods approach, bringing together elements of Computer Science, International
Relations, and Strategic Studies.

The thesis therefore first addresses the nature of software, malware, and
weaponised software via questionnaire-based public solicitation, with three groups
of respondents: military officers, academics, and others. The results show that
there is consensus among participants regarding the importance of defensive
software capabilities for state security. However, depending on the training and
background of respondents, questions pertaining to the nature of software
exhibit statistically significant differences. For example, when deciding whether
software should be treated like a physical object, or whether malware is a weapon.
Yet, there is also consensus, such as that defensive software capabilities are
vital to a state’s security.

The second part of the thesis investigates the factors that contribute to an
actor pursuing SaaW. It explores the proliferation debate and examines similarities
and differences to traditional weapon groups, including nuclear, biological, and
chemical weapons, as well as small arms and light weapons. These factors are
then used to create a Bayesian Network model representing an actor’s source of
impetus. From such a model, it is possible to reason about the interplay of
complementary and competing forces. By accounting for restraining and
motivating elements, the model introduces objectivity to the debate on actor
motivation in the cyber domain, giving a variety of stakeholders a tool to evaluate
actors’ software weaponisation probabilities.

To showcase and evaluate this model, three different actors are used, represent-
ing terrorists, state powers, and generic attackers. Quantitative data is combined
with qualitative interviews, populating network nodes with prior probabilities
and relative weightings of observed dependencies. The results show that the
probability of the generic actor pursuing SaaW is uncertain, which captures the
nature of this scenario well. The state actor also shows ambivalence, but in
this case high restraints are being countered by almost equally high
capabilities, whilst motivating forces are low. The terrorist actor on the other
hand has a medium to low probability, driven by a lack of capabilities and limited
motivations despite very low restraining factors.

Overall, this thesis emphasises the interdisciplinary nature of cyber security,
and provides novel tools and concepts from Computer Science, International
Relations, and Strategic Studies to understand SaaW.
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that the probability of the generic actor pursuing SaaW is uncertain, which
captures the nature of this scenario well. The state actor also shows ambivalence,
but in this case high restraints are being countered by almost equally high
capabilities, whilst motivating forces are low. The terrorist actor on the other hand
has a medium to low probability, driven by a lack of capabilities and limited
motivations despite very low restraining factors.
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Contents

[List of Figures| xi
[List of Tables xiii
1__Introductionl 1
[1.1 Research Questions| . . . . . . . .. ... ... ... ... ...... 9
[L2  Research Contributions . . . . . . . ... ... ... .. ... .... 14
(1.2.1  Fundamental Study|. . . . . . . ... ... ... ... .. .. 14

(1.2.2  Conceptual Model| . . . ... ... ... .. ... ... ... 16

[1.2.3 Bayesian Network (BN) Implementation| . . . . . ... ... 18

(.24 Actor Dataset] . . . . . ... ... .o Lo 22

1.3 Scope| . . .. 22
(.4 Ethical Considerations . . . . . . . . . . . . ... ... .. ..... 22
(Lo Thesis Outlinel. . . . . . ... oo o 23

2 A Literature Survey] 27
2.1 Cyber: War and Warfare] . . . . . . ... ... .. ... ... .... 28
[2.1.1 Cyber Prefix|. . . . . . ... ... ... ... 29

2.1.2 Clausewitzian Linkd . . . . .. ... ... ... .. ... .. 31

[2.2  Cyber: Weapons, Malware & Co.| . . . . . .. ... ... ... ... 33
[2.2.1 Conceptual Approaches|. . . . . . . . . . . ... ... .... 35

[2.2.2  Legal Perspectives] . . . . .. .. ... ... ... ...... 37

[2.2.3  Technical Angles| . . . . . . ... ... ... ... ... ... 40

2.3 Cyber: Arms Controll . . . . . . .. ... .. ... ... ... ..., 42
231 DualUse. ... ... ... .. ... . 44

2.3.2 Tlreaties and Initiatives| . . . . . . . .. ..o 0oL 45

2.4 Conclusionl. . . . . . . . . 48

[3 Opinions on Weapons| 51
[3.1 Public Opinion| . . . . . . ... ... .. ... o 54
[3.2  Experimental Design| . . . . ... ... ... o000 54
[3.2.1 Data Analysis| . . . . . . .. .. ... 55

[3.2.2  Respondent Profiles|. . . . . . ... ... ... ... ..... 56

VL



()

Contents

software & Physicality] . . . . . . ... ... ...

What Constitutes a Weapon?| . . . . . ... .. ... ... ..

Sottware, Malware and Weapons|. . . . . . . . ... ... ..

(In)Security| . . . . . ...

Deterrencel . . . . . . ..

[5

4.1 Proliferation to Diffusion| . . . . . . . . . . ... o0
M2 Powerl . . . . . o
[4.2.1 Cyber Power| . . . . ... ... ... ... ... ...,
4.3 Nuclear Weapons| . . . . . . . ... ... ... ... .. ... ...,
“.3.1  Fxternal factors: Flavours of Realisml . . . .. ... ... ..
[4.3.2 Internal Factors: Domestic and Organisational Elements| . .
[4.3.3  Cognitive, Sociological & Interdisciplinary Theories| . . . . .
4.4 Biological and Chemical Weapons| . . . . . . . ... ... ... ...
BESSATIW] . . . o oo e
4.6  From Theories to Determinants| . . . . . . . . . .. ... ... ...
IA.ﬁ,l liﬁslla“llsl ............................
4.6.2 Motivationsl . . . . . . ..o
[4.6.3 Capabilities] . . . . . ... ... o
I4,i (:Q“! |“le“| ................................
Operational Model|
[>.1 Bayesian Use Cases| . . . . . . . . . . . .. ... ... .. ......
(5.2 Probability & Bayesian Networks| . . . . . . .. ... ... ... ..
[5.2.1  Uncertainty| . . . . . . . . ... ...
[5.2.2  Observation & Reasoning| . . . . . ... ... ... .....
[5.2.3 Dependency| . . . . . . . ...
[b.3 Bayesian Foundations|. . . . . . . . . .. ... .. 0L
[>.3.1 Conditional Probabilityl] . . . . ... ... ... ... ....
I;[!,;i,z &allahlﬁsl .............................

75
76
79
80
84
84
85
87
87
88
89
90
95
100
104



Contents

[>.6  SaaW Applicationl. . . . . ..o
[>.6.1 Alternative Approaches|{. . . . . . . . ... ... ... ...
[5.6.2  Contributing Factors: Nodes| . . . . . . . .. ... ... ...
[5.6.3  Knowledge Acquisition| . . . . . . . ... ...,
Islil!il l :igzszlli!liS!:iI ............................
h.6.5 BN Softwarel . . . . . . . ... oo

(__Conclusion|
[7.1 Software as a Weapon| . . . . . .. ... ... ... ... .. ...
(7.2 Factors Contributing to SaaW Pursuit| . . . . . ... ... ... ..
(7.3  Probability of SaaW Purswit{ . . . . . .. ... ... ... ... ...

1

116
117
117
118
119
121
121
121
123
125
127
127
127

129
130
131
131
132
132
135
136
139
140
140
142
143
143
145
146
148
151
153
154



T Contents

[A Summary of Questions and Responses| 169

[B Initial Technical Capability Components| 173

[Bibliography| 175




List of Figures

[2.1 Relationship between BlackEnergy, TeleBots and GreyEnergy. Source:

Tl

B0l 42
[3.1 Level of Expertisel . . . . . . . ... ... ... o7
[3.2  Physical damage is necessary for software/malware to be a weapon| 60
[3.3 Physical damage is necessary for software/malware to be a weapon| 61
[3.4 Causing physical damage is a weapon regardless of type or severity | 61
[3.5 Terms used to define: |(a)| software and |(b) weapons . . . . . . . .. 63
(3.6 Terms used to define malware (Q19)[ . . . . . ... ... ... ... 63
[3.7 Software/malware capabilities have rendered state-centric security |

[ models obsoletel . . . ... oo 63
3.8 Software/malware capabilities lead to more insecurity than security |

| (a), or provide a deterrent (b)| . . . . . ... ... o 0L 64
(3.9 Capabilities vital to a state’s security: defensive (1) and offensive (r) 66
[3.10 Software/malware capabilities: can be showcased without losing |

| technical advantage (a), need to be regulated globally (b), and have |

| propelled a vast array of new actors into the field (¢)| . . . . .. .. 67
[3.11 Improved questionnaire construction process| . . . . . . . . . . . .. 71
.1 Example DAGl. . . . .. .. o 115
0.2 Tabulated view of variable state combinationsl . . . . ... ... .. 115
[>.3  Connection types: |(a) serial, |(b)| converging, and |(c)| diverging] . . . 116
5.4  Overview of Whole Model. Note: Grey nodes refer to datasets| . . . 124
(6.1 Node priors across the Generic (G), the State (S) and Terrorist ('T) |

[ SCenarios) . .. ... 136
[6.2 Relative node weightings across the Generic (G), the State (S) and |

| Terrorist (T) actor scenarios.|. . . . . . . . . .. .. ... ... ... 137
6.3 Results: Initiated BN for the Generic Scenariol . . . . . . . . . . .. 138
[6.4  Enlarged view of Generic Actor BN centring on the Restraints| . . . 139
[6.5 Enlarged view of Generic Actor BN centring on the Motivations . . 141
[6.6 Enlarged view of Generic Actor BN centring on the Capabilities . . 142



Tt

List of Figures

(6.7 Tornado Plot Comparison: State Actor’s SaaW Node States|(a)| High |

| and |(b)| Medium|. . . . . . .. ... 144
(6.8 Tornado Plot Comparison: State Actor’'s SaaW Node States |(a)| Low |
| and |(b)| Unsure| . . . . .. ... oo 145
(6.9 Enlarged view of State Actor BN centring on the Restraints| . . . . 146
[6.10 Enlarged view of State Actor BN centring on the Motiwations . . . 147
[6.11 Enlarged view of State Actor BN centring on the Capabilities|. . . . 148
[6.12 Tornado Plot Comparison: Terror Actor’s SaaW Node States [(a)| |
| High and |(b){Medium| . . . . .. ... ... ... .. ... ..... 149
[6.13 Tornado Plot Comparison: Terror Actor’s SaaW Node States [(a)| |
| Low and |(b){ Unsure| . . . . .. ... ... . 150
[6.14 Enlarged view of Terrorist Actor BN centring on the Restraints| . . 151
[6.15 Enlarged view of Terrorist Actor BN centring on the Motivations) . 152
[6.16 Enlarged view of Terrorist BN centring on the Capabilities . . . . . 153
[B.1 Bot(net) and C&C components| . . . . . . .. ... ... ... ... 174

[B.2  Build, Install and Delivery Mechanisms| . . . . . . . . ... ... .. 174




List of Tables

[3.1 Component interpretation and analysis| . . . . . . .. ... ... .. 68
[3.2  Proposed eight-tactor solution item loadings, atter removing (10, |

12, and suppressing tactor loadings below 0.2 for clarity| . . . . . . 69
.1  Example MPTs . . . .. ..o 116
[A.1 Summary of Questions and Responses: Q8-31f . . . . . . ... ... 170
[A.2 Summary ot Questions and Responses: Q32-46/. . . . . . . . .. .. 171




T



ABMT Anti-Ballistic Missile Treaty.

APT Advanced Persistent Threat.

BN Bayesian Network.

BTWC Biological and Toxin Weapons Convention.

CBM Confidence Building Measure.

CDE Collateral Damage Estimation.

CFAA Computer Fraud and Abuse Act.

CfPD Child-friendly Parent Divorcing.

CHM Cyber Harm Model.

CIA Confidentiality, Integrity, and Accessibility.
CMA Computer Misuse Act.

CPC Compatible Parental Configuration.

CPT Conditional Probability Table.

CS Computer Science.

CTBT Comprehensive Test Ban Treaty.

CUREC Central University Research Ethics Committee.

CWC Chemical Weapons Convention.
CWMD Cyber Weapon of Mass Destruction.

CWME Cyber Weapon of Mass Effect.

DAG Directed Acyclic Graph.

Tv

Acronyms



TVl

DBN Dynamic Bayesian Network.
DDoS Distributed Denial of Service.
DoD United States Department of Defense.

DoS Denial of Service.

GC Great Cannon.

GDP Gross Domestic Product.

GFW Great Firewall.

GGE UN Group of Governmental Experts.

GT Game Theory.

HGYV Hypersonic Glide Vehicle.

HMM Hidden Markov Models.

IAEA International Atomic Energy Agency.
ICS Industrial Control Systems.

IHL International Humanitarian Law.

INF Intermediate-Range Nuclear Forces.
IoT Internet of Things.

IR International Relations.
JPD Joint Probability Distribution.

KF Kalman Filters.
KMO Kaiser-Meyer-Olkin.

KWH Kruskal-Wallis H.

LAWS Lethal Autonomous Weapon System.

LBN Learning Bayesian Network.

LOAC Laws of Armed Conflict.

Acronyms



Acronyms

MITM Man-in-the-Middle.
MN Markov Network.

MWU Mann-Whitney U.

NATO North Atlantic Treaty Organization.

NBC Nuclear, Biological and Chemical.

NGO Non-Governmental Organisation.

NPT Non-Proliferation Treaty of Nuclear Weapons.
NRC US National Research Council.

NSA United States National Security Agency.

OPCW Organisation for the Prohibition of Chemical Weapons.

PCA Principal Component Analysis.
PLC Programmable Logic Controller.

PPP Purchasing Power Parity.

SaaW Software as a Weapon.
SALT Strategic Arms Limitation Talks.
SALW Small Arms and Light Weapons.

START Strategic Arms Reduction Treaty.

TM Tallinn Manual on the International Law Applicable to Cyber Warfare.

UAYV Unmanned Aerial Vehicle.
UN United Nations.

USCC United States Cyber Command.
WMD Weapons of Mass Destruction.

ZDE Zero-day Exploit.

TV



TV



Introduction

Contents
1.1 Research Questions| . .. ... ... ............ 9
1.2 Research Contributions|. . ... ... ... .. ...... 14
[1.2.1  Fundamental Study| . . ... ... ... .. ... ... 14
[1.2.2  Conceptual Modell . . . ... ... ... ... .. .... 16
[L.2.3 Bayesian Network (BN) Implementation| . . . . . . . .. 18
.24 Actor Dataset]. . . . .. .. ... ... ... ... .... 22
1.3 Scopel. « « ¢ v vt e e e e e e e e e e e e e e e e 22
(1.4 FEthical Considerations| . .. ... ... .......... 22
(1.5 Thesis Outlinel . ... ... ... ... 0. 23

Modern life would not function without software: from individuals using smart

phones and |Internet of Things (IoT)| devices, domestic and international commerce,

critical national infrastructure, or even military systems. However, cyber attacks,
including data breaches, ransomware or other malware have equally become a
part of this life. Over a decade ago, the cyber attacks against Estonia in 2007
and against Georgia in 2008 led to the foundation of the NATO
[Cyber Defence Centre of Excellence (CCDCoE)|as well as the [United States Cyber|

[Command (USCC)| with many other countries moving cyber security and strategy

up their agendas. In 2010, US Senator Carl Levin gave an opening statement at the

Committee on Armed Services in the US Senate, saying that “capabilities to operate



2 1. Introduction

in cyber space have outpaced the development of policy, law, and precedent to guide
and control those operations. This policy gap is especially concerning because cyber
weapons and cyber attacks potentially can be devastating, approaching weapons of

mass destruction in their effects, depending on how they are designed and used” [316},

p.147]. Keith Alexander, then head of the [USCC|and the [United States Nationall

ISecurity Agency (NSA)| stated that there is “much uncharted territory in the world

of cyber policy, law and doctrine”|316, p.157]. Likewise, Kello drew attention to
the scholarly “inattention toward the cyber issue” [166], p.9], arguing that it will
hamper the “intellectual development and policy relevance of the field” [166, p.9].

Since then, progress has been made on these various topics, including academic
research in numerous disciplines as well as various initiatives, such as the Paris Call
[307] in late 2018. Whilst private actors and industry interest can greatly contribute
to establishing responsible behaviour and advancing norm emergence, substantial
progress requires interstate cooperation [133]. Furthermore, cyber attacks are
also still evolving, “like the cyber-enabled information operations during the US
Presidential Elections, [that] have (re)shifted the focus of the field and changed
our understanding of what cyber conflict entails” [287]. At the same time, the
Council of Europe’s Convention on Cybercrime, which requires ratifying states to

criminalise certain behaviour, remains the only agreed-upon treaty [305].

An effort was made with the [UN Group of Governmental Experts (GGE)|process,

which sought to address the various perspectives on international norms, measures
and rules by bringing together experts from different states, with the overall aim
of fostering cooperation and reducing the risk of cyber conflict. Since it was
established in 2004 by the UN General Assembly, six have been convened.
Whilst agreement was reached on several recommendations, the process has been
hampered by fundamental differences in perspectives and interests. More specifically,
the 2015 [GGE] set out voluntary norms to draw an upper boundary on aggressive
cyber activities and to reaffirm the applicability of international law [300], [312].

This process collapsed, partially due to China, Cuba and Russia opposing the

inclusion of [Laws of Armed Conflict (LOAC)| for fear of further militarisation of
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the cyber domain. Yet, as Perkovich and Hoffmann argue, this is paradoxical,
given not only the development of cyber commands, but also that if cyber means
are applied in warfare, there is no reason why they would not have to conform
to [236]. More recently, the US, supported by Australia, Canada and EU
states, presented a resolution in 2018, seeking to establish a working group where
member states can explore understandings of international law applicability to the
cyber domain. There is also an argument that a lack of agreement stems from
underlying clashing security interests and power struggles, such as for example in
the context of the failed [GGE] where “the iceberg underneath is a mix of great
power politics, competing and occasionally clashing political systems, and continued
uncertainty with respect to a new technology” |199, p.2].

Another example was the advancement of the Wassenaar Arrangement, a
voluntary export control regime that shares information on conventional weapon
transfers as well as dual-use goods and technologies. It ran afoul of these conceptual
and definitional issues in late 2013, when a proposal was made to modify and extend
the arrangement to include malware and its related technology [12]. Initial issues
were found with the language, limiting beneficial research and information sharing
[39]. Though the discussions are still ongoing, the first changes were made in its
2017 version [330]. This showed the importance of including different populations,
particularly in this still emerging domain: exploring and sharing concepts across
different populations sheds light on potential inconsistencies and misunderstandings,
whilst also providing a solid basis to build-upon further. Furthermore, inclusion
of a wider community would not only have allowed for greater consistency, but it
could also have possibly avoided the issues from the beginning.

Part of the challenge of cyber domain comes from it being both an old and a
young field, with a mixed heritage of disciplines to draw upon and include. As Kello
argues, “cyber studies, in sum, suffers from two deep structural flaws: different
states of preparedness among relevant disciplines; and the absence of a unifying
charter to avoid misconceptualization and give their various labors coherence” [167,

p.26]. Furthermore, policy makers have to translate “both technical knowledge and
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political axioms into policies to defeat relentless threats” [167, p.24], which are not
only increasing but also evolving. At the heart of these threats are cyber attacks
that are predominantly perpetrated through cyberspace, although they can have
origins beyond. The nefarious act can be targeted or non-targeted, with the aim
varying from observing to altering, stealing, or even destroying information. Some
intrusion events have a single vector or angle of attack, others are multifaceted,
pervasive, and persistent; yet others are barely more than cyber graffiti. Whilst
cyber attacks between rivals were found to be predominantly restrained and regional
from 2001 to 2011 [318], there have been some countervailing examples since, such
as NotPetya, Mirai, or WannaCry.

When discussing cyber attacks and capabilities, a wide range of terminology is
in use, including software, malware, cyber- or virtual weapons, as well as offensive
cyber or information operations. The views on this topic are disparate — not only in
terms of terminology but also focus and scope, ranging from strategic thinking and
question of cyber war to technical discourses that seek to avoid the cyber-prefix.
There are fundamental disagreements about what terminology and labels are used,
driven “partly by the technical specificities of cyberspace and partly by the fact
that the categorization of military operations is fraught with major policy and
legal implications” [36, p.7]. This still new and evolving technology requires a
re-examination, or even a re-thinking, of “what have been unequivocal concepts in
international law, such as ‘weapon’, ‘attack’ or ‘armed conflict’ ” [36| p.vii].

An example is Article 36, 1977 Additional Protocol to the 1949 Geneva Conven-
tions, which aims “to prevent the use of weapons that would violate international
law in all circumstances and to impose restrictions on the use of weapons that would
violate international law in some circumstances” [154, p.933]. This applies “in the
study, development, acquisition or adoption of a new weapon, means or method of
warfare” [154, p.933] and was further supported via Rule 110 in the Tallinn Manual
2.0 [266]. However, none of those terms are defined and are thus subject to different
interpretations. Moreover, unless a technology or equipment directly contributes to

warfare, it is not included in the review process, exempting dual-use technology — a
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key element of cyberspace. Take packet analysers such as Snort or Wireshark as an
example. They can be used to troubleshoot networking issues, optimisation, misuse

detection, protocol development, and education. At the same time, they can be

used for nefarious activities, such as [Man-in-the-Middle (MITM)| attacks. There is

no differentiation apart from the use itself, as the software is functioning nominally

in all those cases. Is it then software, malware, a weapon, or possibly even a means

or method of warfare? Is the use that makes it into [Software as a Weapon (SaaW)[?

Consider for example China’s |Great Cannon (GC)|that was first seen in 2016.

It is an attack tool that shares infrastructure with the |Great Firewall (GFW)|but

with its own capabilities and design, first used in a large-scale attack on servers of
GreatFire.org and GitHub in March 2015 that was analysed by CitizenLab [197].
Whilst the term [GFW]is often used to encompass any regulation attempt of media
and legislation within China, the technical side focusses on Internet censorship
achieved by on-path eavesdropping on all traffic coming in and going out of the[GFW]
In simplified terms, it listens to the traffic and checks if it is banned; if it is, it tells
the sender and receiver to abort communication, however, it cannot stop packets
already sent. The [GC|on the other hand can do so, thus being a fully-fledged [MITM]
in-path system, but has so far focussed only on targeted addresses, not canvassing
the whole spectrum the [GFW] does. The attack on GitHub and GreatFire.org saw

Baidu infrastructure being used: any user outside of the [GFW] using a connection

to their server enlisted them as an unwitting participant in the |Distributed Deniall

lof Service (DDoS)| attack. This same tool was used in 2017 against the New York

based Chinese news site Mingjingnews, and again more recently in 2019 against
the pro-democracy movement in Hong Kong [59], [94]. But is the a ‘cyber
weapon’? Some reports and commentaries used that term following the attacks in
2015 and in 2019 [54], [268], [338]. Others, particularly in the information security
community, refer to it as [94], [214]. Meanwhile, the original analysis of
CitizenLab spoke of “an attack tool to enforce censorship by weaponizing users”

[197, p.1] and “the weaponization of the Chinese Internet” [197, p.8]. Does the
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disruptive as opposed to destructive effect mean it is not a weapon? What if this
was part of an attack that distributed various forms of malware?

Or what about NotPetya that pretended to be ransomware but sought to destroy
data [29], [60], [129], [136]7 Petya, first discovered in 2016, infected the master boot
record with a payload that would encrypt the hard drive’s file system table, in turn
preventing Windows from booting up. The culprits demanded payment in Bitcoins
to unlock the systems. A new 2017 variant, NotPetya, used the EternalBlue exploit
that had been leaked from the [NSA] earlier that year, combined with Mimikatz, a
proof of concept demonstrating users’ passwords remaining in Windows memory
[129]. The vast majority of infections affected the Ukraine, but Germany, Russia, and
France were also hit [202], believing the attacks were “political operatives seeking
to disrupt Ukrainian institutions yet again, using a massive ransom scheme to hide
their true motive” [127]. Would NotPetya qualify as a ‘cyber weapon’, a means or

method of warfare? Furthermore, how discriminate can it be — an important element

under [International Humanitarian Law (IHL)|and Tallinn Manual’s Rule 105 [323]7

On the other hand, applying the term ‘cyber weapon’ to Stuxnet is far less
disputed, 73], [237], [345]. It was a computer worm discovered in 2010 and believed

to be of joint US-Israeli development. It became famous for attacking the industrial

IProgrammable Logic Controllers (PLCs)| at the nuclear facility in Natanz, Iran.

It utilised several [Zero-day Exploits (ZDEs)| for example one pertaining to the

Print Spooler Service [216], something that had not been seen previously. It
had a multilayer operation attacking first the Windows OS, then specific Siemens
software for industry, followed by additional Siemens S7 [PLCsl Stuxnet is the first
instance of known malware to be released into the wild, finding a target, stealthing,
sabotaging and deleting itself. An early report by Symantec suggested “five to ten
core developers not counting numerous other individuals, such as quality assurance
and management” [103, p.3] over a period of approximately six months. Reverse
engineering and understanding Stuxnet was equally as challenging a feat and drew
on a large number of resources. Experts around the globe worked on various aspects

with Langner publishing a detailed technical report in 2013 [183]. A few other
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points are noteworthy: firstly, contrary to a majority of attacks, great emphasis
was placed avoiding collateral damage, in this case computer and networks that did
not meet the specified criteria. The code intruded on a great number of systems
worldwide, including personal computers, that it then used to spread further, but
did not execute nor cause other damage to those systems; secondly, it had a ‘fail-safe’
of limiting its spread to three other devices and a self-deletion date of 24 June
2012; thirdly, different versions have since been discovered, for example by having
different propagation settings or destructive capability. Lastly, this attack is seen
as the first cyber weapon to have become public, one that has also blurred the
lines of cyber and physical like none before [157], [187], [345].

Given the difference in the examples above, could or should they all be seen as
cyber weapons? An argument has been made that they “span a wide spectrum from
specific, highly sophisticated weapons to more generic, less sophisticated ones” [323|
p.16] while excluding espionage activities. There has been some effort to use the term
‘cyber capabilities’ instead of ‘cyber weapons’ in order to clarify their different nature,
and in order to encompass the broad spectrum of activities. Whilst this would
alleviate some of the problematic surrounding the term ‘weapon’, it also implies an
extended concept akin to a whole tool-kit. It could, for example, include hardware
aspects, such as access to vulnerabilities or the supply chain; it could also include
a skilled workforce, such as developers or in situ operatives. There are numerous
contending definitions, which include Kello, who states that the “crucial definitional
criterion of a virtual weapon lies in its intended and possible effects” [167, p.49];
Herr defining cyber weapons as “the combination of a propagation method, exploits,
and a payload designed to create destructive physical or digital effects” [141, p. 10];
Brown & Metcalfe on the other hand believe that the same definition of a kinetic
weapon applies to a cyber one, an “object designed for, and developed or obtained
for, the primary purpose of killing, maiming, injuring, damaging, or destroying” [43|
p.135]; or the US Air Force stating that “an Air Force cyber capability requiring
a legal review prior to employment is any device or software payload intended to

disrupt, deny, degrade, negate, impair or destroy adversarial computer systems,
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data, activities or capabilities [313] p.5]. Furthermore, while ‘cyber weapon’ and
related terminology is often used, it is rarely defined, as for example Sanger, who
discusses a number of cyber attacks with countless references to these weapons, yet
does not explore what they are or how they become a weapon [259].

The cyber domain is still a young and rapidly-evolving field — especially from the
perspective of national and international security — and has to call upon a ‘congress
of disciplines’ [167]. Questions and meanings surrounding software, malware, and
its weaponisation are still open. The capabilities and tools used in cyber attacks are
perceived and defined differently, posing great challenges for cyber security practices.
There is also value in arriving at unified understandings of ‘cyber weapons’ from
an analytical perspective. Moreover, a greater illumination of the similarities and
differences would allow for discussions not only between academic communities
working on issues of cyber security but also extend to include other members of
society, such as policy makers. For example, fundamental studies of individuals
and different populations are lacking, an investigation of which could help elucidate
underlying power struggles and clashes of interest. Another reason to draw upon the
opinions of individuals is the fact that they play key roles in this rapidly expanding
domain, for example as policy makers or members of the defence community. There
is also the possibility that they will operate these new capabilities, even as civilians
[15]. Furthermore, individuals not only profit from its advantages but are equally
affected by its disadvantages, with the ‘WannaCry’ attacks in 2017 [22] being one
example. Decades ago, the importance of the individual was made in the context of
nuclear weapons [135], as a player in a nuclear drama, but this is even more true
for the cyber domain: many will have experienced some breach of cyber security,
for example in the form of malware or phishing attacks, either intentionally, or as
mere collateral. Or, they may have been an unwitting provider of resources and
connections, thus acting as a key component in nefarious activity. These experiences
can directly affect policy, with individuals making their voices heard in debates and
elections. One such example is via the defence community, which can affect the

context of major political decisions through its doctrinal or strategic understanding.
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1.1 Research Questions

The introduction highlighted the challenges faced when addressing the topic of
weapons in the cyber domain. In short, when is it software, when malware, when
a weapon? Some strands of thinking have begun to emerge as briefly addressed.
The most closely related concept is that of cyber weapons, often also referred to
as digital or virtual weapons; however, there is no agreement on the definitions
or concepts. Research on related technical aspects, such as on vulnerabilities or
various forms of malicious software, dwarfs all other fields of scholarship in this area,
but that is slowly changing. Some work centred on cyber war to examine these
weapons [247] or took a conceptual approach linking cyber to physical weapons
[249]; another developed a conceptual framework for understanding the effects of
these weapons on the international order [167]; some centred on the process of
development, construction and use [237], or breaking down this type of weapon into
components [141] and differentiating between military and non-military uses [143].
Similarly, other research focusses on legal and ethical implications [231], [266], [267].
More recently, this type of weapon was titled a Perfect Weapon [259], yet the work
skirted definitions and did not discuss when or how software becomes a weapon.

To take a recent example of the importance of definitions, consider the expiration

of the [Intermediate-Range Nuclear Forces (INF) Treaty in August 2019 that the

INorth Atlantic Treaty Organization (NATO) had considered crucial for Euro-

Atlantic security for decades [220]. An argument can be made that without a
mutual understanding of what ground-launched ballistic and cruise missiles were,
the will alone would not have been sufficient to arrive at a treaty that led to the
destruction of 2,692 short- and intermediate-range missiles [220]. This understanding
is of even greater importance when agreements cannot rest solely on universally
agreed upon (technical) definitions, particularly in a dual-use environment such as
the cyber domain that is still evolving. Moreover, a rupture in mutual understanding
can have negative consequences, as seen in the discussions surrounding the Russian
SSC-8/9M729 system that contributed heavily to the treaty’s dissolution. The US

first alleged Russia’s violation of the [NF]in its 2014 compliance report. It claimed



10 1.1. Research Questions

that Russia was in breach by possessing, producing or flight-testing a ground-
launched cruise missile with a range of 500 to 5,500 kilometres, or by possessing or
producing launchers for such missiles |[317]. However, it did not specify the type
of missile in question, nor state the number or timing of those tests [169]. Russia
denied its violation and instead accused the US of non-compliance [72]. At the
end of November 2017, US National Security Council official Christopher Ford
identified the land-based cruise missile Novator 9M729, [NATO] designation SSC-8,
as being the system in question. One year later, Daniel Coats, Director of US
National Intelligence, provided details on Russia’s alleged treaty violation, including
how Russia conducted two different legal tests that led to the development of a
“missile that flies to the intermediate ranges prohibited by the INF Treaty” [70].
In January 2019, Russia rolled out its 9M729 land-based cruise missile insisting it
conformed to the treaty, claiming a maximum range of 480km and differences being
a better precision guidance system and a more powerful warhead [155]. Whilst
an argument has been made that Russia’s violation provided a pretext for US
withdrawal from the treaty [184], or that Russia might have followed the letter
of the treaty but not the spirit, the dissolution also highlighted the surrounding

diverging interpretations and the importance thereof.

This is even more vital for new technologies, such as|Lethal Autonomous Weapon|

ISystem (LAWS)| military [Unmanned Aerial Vehicles (UAVs)|or [Hypersonic Glide|

IVehicles (HGVs)|, which have raised debates on their effect on the international order

[262]. There are a number of challenges, particularly “capturing and controlling
LAWS, in particular the lack of a common definition, the limited understanding
of underlying technologies, and an insufficient awareness of security implications”
[11]. This is no different in the cyber domain. On top of clashing security interests
and power struggles, endeavours such as norm construction [100], regulation or
even ‘red-lines’ in the cyber domain will likely remain hamstrung. Or, in Maurer’s
words “The fight over norms for cyberspace starts with the terminology” |199, p.5].

Furthermore, there have been fierce debates within the arms control and related

communities not only discussing the technology, but also when, how, or even if
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to regulate [15], [82], [113], [150]. Unlike nuclear weapons, for example, the cyber
domain has very little tangible artefacts, bringing the treatment of weapons into
question and greatly increasing the reliance on deeper conceptual understandings.

These numerous issues surrounding the concepts, definitions and understandings
motivated the core research question, which contributes to the academic discourse via

a fundamental study discussed in Section [I.2.1] and is explored in detail in Chapter [3}
1. What does it mean for software to be a weapon?

The definition and conception of can also shape the strategic purpose
of acquiring them. An understanding of where and how a capability can be used
affects the motivations, objectives and restraints of weapon acquisition, similarly
to how sometimes “relatively tech-specific rules will be preferable to ensure that a
particular technology is used (or not used) in a particular way” [81]. For example,
an actor may wish to ensure that a certain capability fulfils or avoids a number
of measures or controls, such as weapon reviews or potential export controls.
Alternatively, such a capability may give an actor an option to engage targets that
were previously out-of-bounds: “When a sledgehammer is excluded by LOIAC
owing to the expectation of ‘excessive’ injury/damage to civilians/civilian objects
compared to the anticipated military advantage, the availability of a scalpel may
open the legal door for an attack at a lawful target” [92, p.169]. The first research
question and fundamental study therefore provides a starting point to explore why
actors, for example states, wish to pursue [SaaW]

Whilst weaponisation of software might be a new element of 21st century
warfare, the pursuit and proliferation of weapons is not, nor is the study thereof.
The literature, particularly on nuclear weapons, spans over half a century and is
drawn upon as a previous major technological game changer. Strategy emerged
as “an intellectual field of endeavour in response” [297, p.101], aiming to prevent
yet another great power war. What can be learnt from that? To what extend are

the driving forces and restraints the same? What about other weapon technologies,

such as biological or chemical ones? And what about [Small Arms and Light]
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Weapons (SALW)[? How do the different schools of thought in [International Relations|

impact this topic? These and related questions provide the backdrop for

Chapter [, which examines:
2. What factors contribute to the pursuit of [Saa W|?

Various factors are brought together on the basis of an extensive literature

review, encompassing elements of [Computer Science (CS)|as well as as well as

the empirical results of the fundamental study. This provides the groundwork for the
conceptual model that contributes not only to the academic discourse but can inform
policy debates, as seen in Section [1.2.2, For example on what can be done to curb
the pursuit of more generally, or with an eye to an actor, such as a specific
state, as “identifying, understanding, and quantifying the complex interrelationships
underlying even seemingly simple situations can help us make sense of how risks
emerge, are connected, and how we might represent our control and mitigation
of them” [105] p.49]. Academic insight can, for example, help make sense of the
globalised world, provide a “counterweight to governmental efforts to manipulate
public perceptions”, and offer a “useful model of constructive debate” [326]. Part
of this is due to the role of theory in the policy process, which involves weighing,
choosing and using implicit or explicit theories that are often competing. Here,
debates are vital, as “relying on bogus theories can get states into deep trouble”,
whilst “good theories often produce beneficial policy results” [325, p.34]. In turn,
policy makers gain insight into new situations and likely developments, which is
particularly important in a still evolving environment such as the cyber domain,
despite drawbacks, such as diverging agendas and foci. In this particular context,
the conceptual model of pursuit can act as a further element of discussions
on arms control and disarmament or influence norm construction, for example by
exploring retraining or motivating aspects and how these align or differ across actors.

Furthermore, the conceptual model then provides a basis for implementing it in
conjunction with case studies, seeking to understand the probability of a specific

actor pursuing this technology, answering the final research question:
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3. What is the probability that a given actor is pursuing[SaaW|?

Whilst understanding tendencies is important, knowing what is most likely
to happen in a specific case can support policy makers more strongly [325]. It
also provides a starting point of how to manage the situation going forward. For
example, if tailored to a specific actor, one can not only tell how likely current
probability is for pursuit is but also what shifts in policy, for example increased or
additional restraining factors, may effect. It could be explored how a specific actor
would react to a stronger promise of retaliatory attacks, or tighter international
retaliation. Similarly, changing variables that contribute to the motivation could
iterate different starting points to examine their effectiveness.

This question is addressed in Chapter [0] using three case studies implementing

the conceptual model created in Chapter [] with the use of [Bayesian Networks|

(BNs)|, highlighted in Section and discussed in detail in Chapter [5| The case

studies centre on a Generic Actor, a State Actor, and a Terrorist Actor, resulting
in a model with probabilistic information. Whilst similar work has been done
in the nuclear field [71], |110], [147], this thesis is the first to apply it to the
cyber domain, particularly [SaaW] For this purpose, a new data set is created,
combining quantitative data and qualitative interviews, populating nodes with prior
probabilities and relative weightings of dependencies.

If the empirical analysis of the thesis shows that the probability of a state actor
pursuing when motivation is low sees capabilities balanced by restraints, it
means that current efforts to curtail the pursuit are sufficient for the time being.
However, if the opposite is true, that is restraining factors having no impact in
light of capabilities despite low motivation, it would mean that new approaches and
concepts are needed on how to prevent further pursuit. This could, for example,
be in the form of stronger discouragement either via deterrent measures or by
other means of discouragement.

Using this model, future work could also be to assess what effect changes to
specific elements may have on an actor given a scenario. For example, it could

be explored what would happen if certain restraining elements, such as ‘fear of
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retaliation’ were increased, decreased, or removed, whilst keeping all other factors
equal. This could similarly be applied to motivational factors or capabilities.

In summary, the cyber domain is still a young and evolving field, with a variety of
perspectives and understandings, even of fundamental constructs, such as malware
and its weaponisation. This thesis seeks to explore these concepts, followed by
creating a conceptual model of pursuit that is then implemented and can

be applied in a variety of situations.

1.2 Research Contributions

This thesis provides four core contributions to cyber security with an interdis-

ciplinary focus:

1. A fundamental study that examines perceptions and concepts across different
populations pertaining to software, malware and its weaponisation, including
the creation of a data set (see

2. A conceptual model depicting the various factors that contribute to the pursuit
of [Saa W], bringing together the disciplines of [CY and[IR], that can be used by
various stakeholders (see

3. A [BN implementation of the model that can be evaluated empirically and
adjusted (see

4. The creation of a new data set pertaining to actor motivation in pursuing

which is also used to evaluate the [BN model (see [1.2.4)

1.2.1 Fundamental Study

This study explored the first research question: “What does it mean for software to
be a weapon?” by carrying out and analysing an online questionnaire sourcing public
attitudes towards As seen earlier, public attitudes matter because they play
key roles in the cyber domain. The members of the public might, for example, be
members of the defence community, policy makers, lawyers, or I'T specialists. They

can also be “a target, a steppingstone to the target or mere collateral; equally, an
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individual can provide technical know-how or be merely an unwitting provider of
resources and connections, thus acting as a key component” [281]; they might also
be called upon to operate these new capabilities. To explore these opinions, the
questions were divided into three main sections and mostly used the five-part Likert-
scale: weapons, their nature and constitution; software, malware and understandings
thereof; as well as[SaaW]in the context of international security, including capabilities
and proliferation. The respondents were also split into three groups: Academics,
Military Officers, and general population (Others). These groups were targeted
because it was hypothesized that respondents in positions of responsibility or those
with experience using other weapon technologies will have diverging opinions.

The results show significant differences in the interpretation and perception of
three basic constructs depending on the background and training of respondents,
underlining the population heterogeneity in the understanding of the potential of
software and its use as malware or a weapon. Understanding this heterogeneity
is important to prevent misunderstandings by being clearer about the various
standpoints. This can be used to better understand the various actors and potential
adversaries, as well as provide another avenue towards norm creation.

Whilst details are discussed in Chapter |3 some key results are presented below.
Unsurprisingly, the opinions on what a weapon is varied greatly. Yet, there was
also some consensus: around two-thirds consider it to be an object that is designed
or can be used to cause harm or damage, and weapons are offensively driven —
which is lower than expected prior to the study. When deciding whether malware
is a weapon, opinions were split, as they were when asked if a threshold is needed
for this to occur — an ambiguity or disagreement that can be seen throughout
academia, as well as policy.

Furthermore, Academics are more likely to disagree that software should be
treated like any physical object, Military respondents are more likely to agree and
Others are indecisive — with the differences being statistically significant.

There is substantial overlap between words used to describe ‘software’ and

‘malware’ by the respondents. Whilst ‘software’ appears to be thought of having a
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broad function, ‘malware’ is characterised by unique expressions. The same overlap
is observed between ‘weapon’ and ‘malware’, with some unique words used to
define a ‘weapon’. Overall, it appears that a ‘weapon’ and ‘software’ were thought
of as predominantly separate constructs, whilst malware is defined as a bridging
construct, connecting what is believed to be a ‘weapon’ and ‘software’. This further
supports the idea that software can be used as a weapon, but is not necessarily
one per se. It also helps to establish a basis of understanding, which is needed to
explore why any actor would explore pursuing this use of technology.

A clear majority believe malware can cause physical damage but there is
disagreement as to what type of potential attack causes it to be a weapon, whether

physical damage (to a living being, structure or system) is needed or whether

an attack on [Confidentiality, Integrity, and Accessibility (CIA)|is sufficient, with

difference between the Military and Others.

Whether the intent of the attacker or the damage (effect) caused is what makes
software/malware a weapon is inconclusive: on the one hand, most disagree that
damage matters regardless of intent; on the other hand, there is no consensus that
intent is the decisive factor. In both cases Academics deviate more, particularly
on the second question where it is statistically significant.

The responses on created valuable data contributing to the varied opinions
on and understandings of weapons in the cyber domain. The work was published in
two blindly peer-reviewed papers [280], [281], as well as an invited book chapter [279]

that was co-written as lead-author with Mark Patrick Roeling, who contributed the

word clouds and performed the |Principal Component Analysis (PCA)| computations.

The latter includes an improvement of methodological aspects, allowing for a
future iteration of the questionnaire to be more useful by being more streamlined

and easier to analyse.

1.2.2 Conceptual Model

The resulting model was designed on the basis of an extensive literature review and

the empirical results of the fundamental study. The literature review was broad,
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encompassing elements of [CS| as well as[[R] with a focus on topics related to [SaaW]
More specifically, this included work on vulnerabilities and malware, including
legal perspectives, on the one hand, and a focus on weapon proliferation and its
motivation on the other. Aside from furthering the academic discourse, it can be
used to introduce the complexities of to a wider audience by providing a
common starting point, which is vital because the interconnected nature of the cyber
domain affects everyone, from individuals to state-actors. By seeking to understand
what drives actors to the pursuit of via the second research question: What
factors contribute to the pursuit of[SaaW|?, a basis for policy discussion is created.
For example, knowing what the reasoning for seeking this technology is could help
answer how actors can be dissuaded from doing so, as arms control has done in
other domains. Or, more broadly, it can support the discourse of the arms control
community by adding to the understanding of the cyber domain.

Within [TR] there are competing traditions and schools of thought that seek
to provide an explanation and coherent theory of why, and at times how, actors
disseminate or acquire new weapons, whether nuclear or other. However, no single
theory can account for all the historic scenarios thus far [321]. Instead, each
theory has varying degrees of explanatory power, with different strengths and
weaknesses for specific scenarios [58]. Whilst fundamental disagreements pose a
great challenge, there is also an advantage of drawing on elements from various
schools of thought. For example, it can account for elements that might not at first
appear relevant, or which go against one’s beliefs. This can further the academic
debate, raising questions of the relative importance of factors, or even shed light
onto interactions not previously considered.

Whilst the data represents a snap-shot in time, the model is flexible to allow
for technological change. This aim also influenced the choice of implementation,
with allowing for variables to be flexible, for example by adjusting their impact
strength, or even adding or removing some. Yet, this also has downsides. For

example, focussing on a specific school of thought would have allowed for greater
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depth, analysing its strengths and weaknesses more deeply. More scenarios or itera-
tions could have been conducted, building a more solid foundation. Alternatively,
two competing theories could have been compared.

Given the nascent nature of the speed of development and thus also lack
of cyber specific history, as well as the aim of an interdisciplinary work, the decision
was made not to focus on one school of thought but to draw on factors throughout.
The resulting model uses a set of determinants, or variables, broken into three
broad categories of analysis pertaining to weapon development and proliferation:
restraints, motivations, and capabilities of an actor.

In short, the restraints are essentially reasons for an actor not to develop or
pursue [SaaW] They could also form part of the motivations, albeit in a negative
manner. Against a backdrop of increasing and intensifying conflict arising in the
cyber domain, it is particularly important to explore and analyse what elements
can limit, or even control, further escalation. This could be used to inform policy,
particularly discussions involving the [GGE] or the arms control and disarmament
communities, as well as influence norm construction. Without any motivations to
develop and pursue weapon technologies, the best capabilities will not be utilised and
are rendered irrelevant, thus these need to be examined in detail. Lastly, without
capabilities, the only options to gain are to steal or buy these which are not
in scope of this thesis. Each is discussed in turn, examining interrelationships and
sub-elements, both competing and complementing details are presented in Chapter [4]

The conceptual model and elements of the literature review were published
in one blindly peer-reviewed paper [277], one invited journal article [27§], as well
as a related co-authored blog post on the challenges and opportunities of norm

construction [101] that was then extended into a journal article [100].

1.2.3 Bayesian Network (BIN) Implementation

When deciding to implement the conceptual model, several analytical approaches

were considered. The first was |Game Theory (GT)| which has a long history of

being applied to related areas, such as super-powers 38| or conflict resolution [242],
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following Schelling’s seminal work on bargaining and strategic behaviour [263].
This method essentially requires a conflict or contest between at least two actors,
interacting in a game governed by a set of rules. Whilst this simulates behaviour
of adversaries well, the focus here is the interaction of factors within an actor, as
well as examining the likelihood the actor will pursue [SaaW] Furthermore, a lot of
information in the context of is either lacking, incomplete or missing, riddling
data with uncertainty, which is a stumbling block for a game theoretic approach,

as does the presupposition of rational, gain-maximizing actors.

Another implementation could have used a [Markov Network (MN)| which is an

undirected graphical model that can encode a set of independence relations. They
are used to model a variety of phenomena if there is no natural directionality to the
interaction of specific variables, i.e. there is no causal relationship. They would have
allowed for cyclic relations but they lack of directionality, which is part of addressing
factors that lead to the pursuit of [SaaW] contributing to the decision to not use [MN]

Directionality and the management of imperfect or unknown information, is,
however, a particular strength of [BNs| providing a convenient framework for
reasoning about knowledge that has levels of uncertainty [105]. A is a type

of probabilistic graphical model that depicts a set of variables and associated

conditional dependencies in a [Directed Acyclic Graph (DAG)| and is based on a

formal mathematical framework. The implementation of the conceptual model and
the underlying background and theory is discussed in Chapter [5]

were also chosen because they have been used in a variety of situations, for
example to model and explain a subject area, to find the most probable configuration
of variables, or to support decision making and strategies involving uncertainty.
They are applied in a large variety of disciplines and scenarios, ranging from medical
diagnosis support [209], [273] and device troubleshooting [40], [170], to more related
fields of digital forensic evidence hypothesis testing [179]-[181]. Furthermore, they
have been implemented to model nuclear weapon proliferation [71], [110], [147],

with the aim of balancing the varied political theories and reducing overall bias.
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The arrows in the [DAG] of a represent real, casual connections between the
variables, unlike in for example neural networks, where this would represent the
flow of information during reasoning. Reasoning occurs by propagating information
in any direction, with a classic example including a sprinkler, grass, and rain.
A prediction would for example be that if the sprinkler is turned on, the grass
is probably wet. By reasoning, if somebody were to slip on the grass, it would
contribute to the evidence that the grass is wet. If this was turned around, wet
grass would mean that there is a high probability that it is either raining, or that
the sprinkler is on. If the sprinkler is observed to be on, the likelihood that rain
made the grass wet is reduced. This last element, making an explanation ‘go away’
or at least highly reducing its likelihood is a core advantage of that for example
neural networks or rule-based systems do not have. In the context of and
pursuit thereof, it can for example be used to find the most strongly driving impetus
of a specific actor, supporting decision making on how to act and what risk is posed.

Nonetheless, there are also some drawbacks. Elicitation of expert opinions comes
with challenges, from inherent human bias to lack of understanding. Decades of
implementing in various fields have explored this weakness, finding several
forms of mitigation, including standardised scripts, examples, training exercises or
feedback and revision processes [160], [163], [165], [215], [222]. Another challenge
is posed by the number of questions that need to be asked to gain information
due to the exponential nature of BNg but there has been work to address this
by creating an algorithm for compatible configurations following human reasoning
[85]. Lastly, given the reciprocal nature of war, it could be argued that a
may be too one-sided, not accounting for the opponent. This, however, could be
mitigated by another (or several) competing run in parallel, or even connected
in a future, more complex [BN|

In summary, have the ability to ‘tell a story’ by using “visual and formal
mechanism for recording and testing subjective probabilities” |105], p.48]; various

forms of data, both quantitative and qualitative can be combined; they excel at
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handling uncertainty and forms of reasoning, outweighing the drawbacks leading
to our choice of this form of implementation.

The BN] created rests upon the conceptual model and was chosen as the method
for implementation due to its flexibility of managing various forms of data, as well
as uncertainty. The various factors from the conceptual model became the nodes,
their relationships, and interactions the connections. Combined with the dataset, it
explores the third question: What is the probability that an actor is pursuing [SaaTW?

Given the number of discrete nodes and states and the exponential nature,
indexing all the possible combinations became highly problematic, if not impossible.
One alternative would have been a re-design of the model itself, attempting to avoid

nodes with a large number of parents, either done ‘manually’ when creating the

network, or it could be applied by utilising [Child-friendly Parent Divorcing (CfPD)|

[228], [250], [322]. Instead, an algorithm first developed by Das [85] was adapted

and applied. It uses an approach that captures experts’ judgemental strategies by

weighing relative parent-node’s influence strength and using [Compatible Parentall

|Configurations (CPCs)| to create a linearly growing set of probability distributions.

The [BN] consists of many parent-nodes that flow into three main sets of nodes
representing restraints, motivations, and capabilities, which in turn inform the

overall node and determine its probability. Some parent-nodes in turn

have parents, with values determined by |Conditional Probability Table (CPT)|

or priors in case of leaf nodes.

Early versions also included a heavy focus on the technical aspects as part of
the capabilities, with various sub- and sub-sub-elements, for example breaking down
delivery mechanisms into direct/indirect types, with insiders, externals, bot-
based, drive-by-downloads, social engineering and so forth. Similarly, the payload
element was broken down into various aspects such as code development, with its
different attack vectors and obfuscation techniques. However, getting access to
technical experts and specialist data was prohibitively challenging, thus reducing
these elements to three nodes (test bed, payload package, and delivery mechanism),

with other examples available in Appendix [B]
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The model structure, encompassing nodes, connections, and states, can easily
be implemented by other researchers for future use, as well as adjusted or expanded.
The findings, including the part of the dataset, were published in one blindly
peer-reviewed paper [275].

1.2.4 Actor Dataset

The dataset was created in combination with the [ BN]model discussed above, relying
heavily on interviews discussed in detail in Chapter [ Aside from the model
structure, the various priors and elicited are also available for future use

or comparison.

1.3 Scope

The main focus of this thesis are weapons: the concepts thereof, how they apply to
the cyber domain and what motivates actors to proliferate these. Several other topics
are intrinsically linked, such as security and war, but these are not within scope, nor
is the subject of targeted misinformation campaigns (fake news). Similarly, although
the study of how weapons spread is related and could draw on epidemiological

models, this is also not part of this thesis.

1.4 Ethical Considerations

Ethical concerns may be potentially raised with regard to the collection of peo-
ples’ opinions discussed in Chapter This has been addressed mainly through
anonymisation at the collection level via the Online Surveys system (formerly
Bristol Online Survey), and by limiting demographic questions to a minimum.
Furthermore, the system used is fully compliant with all UK data protection laws
and meets UK accessibility requirements.

The other ethical consideration that has to be taken into account is the data
collected for the case studies in Chapter [6] as data could be leaked. To mitigate

this, the data was stored confidentially in an encrypted folder on the departmental
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laptop (located in a locked office), which is also password protected. A backup
was stored on a removable encrypted electronic storage device, kept in a locked
cabinet (in said office), alongside any notes taken in longhand. Participants were
also given the option to remain anonymous and were asked specific permission
for any direct quotes and attribution thereof.

All study participants were sent an information sheet beforehand, and informed
consent was collected prior to enrolment. As required for all experiments involv-
ing human participants, approval was sought and gained from Oxford’s
|University Research Ethics Committee (CUREC)|

1.5 Thesis Outline

The remainder of the thesis is structured in the following manner:

Chapter 2 places the thesis in the context of related work in the form of a
literature review. It peruses the different fields of study, primarily [CS| [[R] and
Strategic Studies, with an emphasis on introducing key concepts and theories of each.

First, weapon and their pursuit are contextualised as a strategic tool in relation
to war and warfare, before focussing on cyber weapons and related constructs,
comparing their respective environments and weapons. Elements of arms control and
specific cyber initiatives are also included, as they contribute towards a foundation
for understanding weapons in the cyber domain. This chapter provides a backdrop
for exploring ‘what does it mean for software to be a weapon’ by examining the current
state of thinking. The literature review will show that the notion of cyber war is still
contentious. Whilst some believe it to be something new and different, others argue
that merely the means of waging war have changed. Similar is true of the concept

of ‘cyber weapons’, ranging from various malware terminology to virtual weapons.

Chapter 3 discusses the findings of an opinion survey on that solicited the
public, particularly three groups: Military Officers, Academics and Others, directly

relating to the first research question. Across 46 questions, respondents were asked
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to give their opinion on statements regarding weapons, software, malware, as well
as the weaponisation thereof. The chapter will show that there is often a great
variety of opinions, such as for example when defining a weapon, and it is in many
cases statistically significant, for example when asked whether offensive software
capabilities are vital to a state’s security. In other areas, there is consensus across
the groups, particularly when addressing questions of regulation or difficulties

in enforceability.

Chapter 4 combines the understanding of weapons in the cyber domain from the
previous chapter with proliferation literature by also delving briefly into political
schools of thought in order to create a conceptual model of what motivates
pursuit.

The various factors are extracted, analysed, and adapted to the cyber domain
in three main categories that explain an actor’s impetus: restraints, motivations,
and capabilities. These elements and interrelationships create a model that provides
a unified starting point for debates across various fields of study. Furthermore,
it provides a blueprint for implementation as a [BN], which is used to examine

three case studies in Chapter [0}

Chapter 5 introduces probability theory and [BNg| before discussing how they
are applied to the topic of [SaaW] have been used across a large number
of fields for several decades, providing a convenient framework when elements of
uncertainty are involved. They elegantly combine qualitative and quantitative
aspects, allowing for a very intuitive graphical depiction, which is supported by
a formal mathematical framework. Furthermore, they can be constructed by
combining qualitative human expert knowledge with data. Aside from [BN] theory,
this chapter also discusses how the data will be gathered and examined, how the

network is created, and how it is evaluated.
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Chapter 6 focusses on the last research question and evaluates three case studies
using the BN} a Generic Actor, a State Actor, and a Terrorist Actor. Qualitative
results relate predominately to network structure, for example such as requesting
additional nodes and interconnection, or adjustments of others. Quantitative results
on the other hand will for example show that the state actor is ambivalent about
pursuing [SaaW], with high restraints being countered by high capabilities, whilst
the overall motivating forces are low. This means that in this scenario, current
efforts to curtail the pursuit are sufficient but they might not be going forward
should motivational aspects increase. This would then have to be ‘re-balanced’, for
example via new approaches and concepts in terms of restraints, such as deterrent
measures or by other means of discouragement. The terrorist actor, on the other
hand, has a medium to low probability of pursuit, due to his lack of capabilities
despite very low restraining factors. This presents a challenge for the practice
of cyber security should the actor increase their capabilities, particularly because

restraining options are very limited.

Chapter 7 concludes this thesis, summarising the results and discussing potential

avenues of future work.
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This chapter presents a literature review to situate the topic of drawing
on a number of related areas, particularly [CS|, [[R] and Strategic Studies. Cyber
security is still a very young, rapidly evolving field that is increasingly gaining
prominence as a topic, and as a field of study , , , yet its implications are
already a major global concern, with cyber operations topping the US intelligence
community’s threat assessments . Despite there having been no reported deaths
resulting from direct cyber actions, ideas of cyber war and cyber warfare remain, and
with them a lack of specific qualities, boundaries and appropriate responses .

This literature review first contextualises weapons and their pursuit as a strategic
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tool in relation to war and warfare, before focussing on cyber weapons and related
constructs, comparing their respective environments and weapons. It ends with a
brief overview and discussion of arms control and specific cyber initiatives.

The literature review will reveal several noteworthy points. The notion of cyber
war is still contentious: some interpretations see it as something new and different,
whilst others merely believe the means of waging it have changed, for example
via the inclusion of cyber capabilities. This varied understanding is also seen
when examining cyber weapons, with terminology spanning various denominations
of malware to virtual weapons.

These diverging perceptions provide the groundwork for examining ‘what does it
mean for software to be a weapon’ discussed in Chapter [3| which adds the perspective
of different population groups to the debate. It further is explored in Chapter
which addresses the factors that contribute to the pursuit of [SaaW] as that relies
on knowing what is and how it is different from other types of weapons.

2.1 Cyber: War and Warfare

There are numerous ways of arriving at a definition of war, with core ones being
based on international law, , and military thought (e.g. via Clausewitz), alongside
more colloquial uses of the term. Taking the first approach, the process of arriving
at it is defined by international law through jus ad bellum, whilst actions within
wartime are, in theory, governed by jus in bello. The former sets out criteria that
need to be met in order for war to be considered just and therefore permissible, and
the latter aims to limit humanitarian suffering, for example through the Geneva
or the Hague Conventions. However, war itself is not defined. Whilst [TR] “scholars
generally define war as large-scale organized violence between politically defined
groups”, [191, p.351], there is also enormous variation “in theoretical orientation,
methodological approach, ontological assumptions, and empirical domain” [190,
p.581]. The type of war that is being studied has also changed, shifting from “the
major powers to minor powers, from Europe to other regions, and from interstate

war to intrastate war” [190, p.581]. Many of these debates draw upon history,
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where the topic of war has been discussed at length in military theory and strategy.
Work from antiquity is still being read, such as Sun Zi’s Bingfd — The Art of
War or Caesar’s Commentarii de Bello Gallico — Gallic Wars; the Early Modern
Era had Machiavelli’s Dell’arte Della Guerra, followed by Jomini and Clausewitz
in the Napoleonic era. The latter’s ideas, particularly those captured in Vom
Kriege — On War, are still drawn upon.

On the other hand, colloquially, the word ‘war’ has been used far more broadly,
such as in the context of anti-drug campaigns or the more recent ‘War on Terror’,
which was the international military campaign launched by the US in the aftermath
of the September 11 attacks in 2001. The term is, amongst related ones, used
very loosely and often interchangeably, “undermining their value as conceptual

tools in the process” [297, p.101].

2.1.1 Cyber Prefix

The prefix ‘cyber’ was added to war, in the past leading to doomsday predictions
of cascading failures and disasters, using language such as ‘digital Pear]l Harbours’
alongside scaremongering media articles. Stevens argues that “cyber security is
sufficiently preoccupied with the uniqueness of the present that it tends to ignore
both its own history and the historicity of the present” [294] p.126] except to see
“‘signs’ that corroborate apocalyptic narratives and which confirm the likelihood
of forthcoming cyber catastrophe” [294 p.126]. Yet, others argue that the past
few years have seen a shift towards a more nuanced debate [97].

Another aspect to consider is Libicki’s separation of operational and strategic
levels of cyber war, with the former addressing cyber attacks supporting other
military action, and the latter consisting of a “campaign of cyberattacks launched
by one entity against a state and its society, primarily but not exclusively for the
purpose of affecting the target state’s behavior” [192, p.117].

Focussing on the strategic aspect, there has been a strong group of cyber war-
sceptics [27], [114], [247], who in essence claim that the information change is

(largely) without effect on the traditional frameworks, or just a mere extension of



30 2.1. Cyber: War and Warfare

practices [193]. For Betz, the term ‘cyber war’ is “not just a meaningless neologism,
but strategically a distracting and nonsensical one” [27]. Whilst Kello agrees on
the improbability of cyberwar and the consequences for traditional war fighting,
he argues that the emergence of virtual weapons can be likened to the advent of
nuclear weapons in the sense of being a revolutionary game changer, scrambling
the international order in three ways. The least significant of these is systemic
disruption, “which involves the appearance of a new technology that disturbs the
regularized interactions of rational state contenders (because, for example, it alters
the balance of offensive and defensive forces)” [167, p.13]; the second is systemic
revision and “springs from the ascent of a state or a group of states that repudiates
the shared basic purposes of the units and rejects the accepted methods of achieving
them, in particular restraints on the objectives and means of war” [167, p.90]. Lastly,
and most importantly, is the system change, which concerns “not the balance of
power but the balance of players” [167, p.251], which “occurs when players alien
to the system challenge the supremacy of the dominant units, whose purposes
the new entrants may reject or may not even understand, but whose affairs they
nevertheless significantly affect” |167, p.252].

Clarke and Knake discussed cyber war in the context of national security [65]
and use a loose definition, by first perusing several historic anecdotes of attacks,
including the alleged Central Intelligence Agency malware introduction to pipeline
technology in the USSR in the 1980s, Israel’s disabling of Syrian air defence in 2007,
and the attacks on Estonia in 2007. Based on a US perspective, they believe that
the authority to wage such operations should reside with the president, and that
China poses the greatest threat. Clarke and Knake also caution that deterrence
does not work in the way it did for nuclear strategy during the Cold War, and that
in cyber war, it is not sufficient to consider an opponent’s offensive and defensive
capabilities. Instead, a broader view should be taken, addressing the dependence
on networked infrastructure, for example, the internet. A core focus of their work is

seeking to mitigate attacks along securing three prongs: infrastructure backbones,

the power grid, and [United States Department of Defense (DoD )| networks.
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2.1.2 Clausewitzian Links

The ideas of Clausewitz have repeatedly resurfaced over time, including in context
of cyber war, particularly by the sceptics.

A reason to explore his work is to examine the driving force behind cyber
weapons. For example, do cyber weapons have the utility, in and of themselves, to
impose will, or are they merely an ‘add-on’? The answer contributes to shaping
perceptions of the relative value of these capabilities, particularly in comparison to
other domains. Coupled with Clausewitz’ defining elements of war, it can affect
policy and planning decisions of whether and when to use these new capabilities.
For example, his work could be used to argue that a certain capability has not
reached the required threshold by lacking an element of violence.

In the chapter on the nature of war, he stated that “war is thus an act of
force to compel our enemy to do our will” [68], p.75]. This definition, alongside his
concepts of the fog and trinity of war has been called upon, whether to point out
military blunders or when refuting changes in international theory. The 1990s and
the increase of non-state conflicts gave rise to post-Clausewitzian thought, such
as Kaldor’s ‘new wars’ [161], who argued that it was time to move beyond the
centuries old framework. Neo-Clausewitzian supporters on the other hand [99],
[298], [299] sought to counter that by proving Clausewitz’s ongoing relevancy, yet
only few step beyond his magnum opus to do so [84], [276]. Lesser known work
and sources, such as drafts, lectures and letters provide an additional perspective
on war and warfare. This goes beyond state-centricity and opponent equality,
including ‘guerrilla’ operations, as discussed in his Vorlesungen tber den kleinen
Krieg — Lectures on Small War held in 1810/11 [67] and his Bekenntnisdenkschrift
— Memorandum of Confession dated 1812 [66].

Clausewitz, his concept of war and its necessity for violence are often cited and
applied to the cyber domain. For example, Rid argues that no cyber attack has
been war, or an act thereof, based on his reading of Clausewitz [247]. He argues
that none of the attacks conducted through malicious code have been potentially

lethal, instrumental, nor a political act of force — nor will they ever be. Instead, Rid
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addresses various attacks case-by-case, categorising them as espionage, sabotage
or subterfuge, all activities as old as warfare, but not war. Nonetheless, he also
notes that regardless of that belief, a cyber attack or conflict can result in being
a triggering point, or an enabler for war. Betz [26] also argues that war has not
changed and remains tied to the Clausewitzian trinity of chance, passion and
reason. Yet, how we fight war has changed enormously, and that there “is now
‘virtual dimension’ to war that is comprised of digital networks and multimedia
technologies and that changes many things” [26, p.8]. Since the messy 1990s, the
West has “serially tried and failed to use technology to disconnect from war’s
enduring nature” [26, p.5]. Technological developments have aggravated certain
aspects of how war is fought, “raising them to a greater salience than was the case
before” |26, p.9], but they are not completely new.

Whilst others agree that cyber war is being ‘over-hyped’, they disagree with
Rid [204], [297]. Stone for example argues this on the basis of force, violence, and
lethality, stating that “war demands no necessary causal connection between what
are really three distinct phenomena [...] all war involves force, but force does not
necessarily imply violence — particularly if violence implies lethality” [297, p.103].
McGraw on the other hand believes cyber war to be inevitable, if security is not
built into products given our increased dependency on technology. Furthermore, he
challenges Rid’s claim that cyber attacks had not yet caused physical damage [204].

Another factor is attribution, which is highly problematic in the cyber domain
due to its nature, being physical yet lacking traditional dimensionality [28]. There
are a number of perspectives and approaches on managing attribution, ranging from
the technical or political to the legal and social, with only a few attempting to span
these [49]. The former focusses on the challenges imposed by the underlying design,
evolution, and application of technology taking a bottom-up approach [69], [333].
The latter often seek to address the larger picture, including more intangible factors
such as motivation, interest, and capabilities, for example arguing that uncertainty
can be reduced on tactical, operational and strategic levels simultaneously [24§].

The majority do not attempt to connect the different domains. However, attribution
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is not only an important step in seeking justice or compensation, but it can also play
a key role in the prevention and deterrence of future attacks, though this is disputed
[32]. It could also provide legitimate grounds for offensive (retaliatory) action
being taken for purposes of self-defence. Without an independent and open group
comprised of experts following standardised (and accepted) procedures, apparent
culprits can easily be put forward. Any attribution would likely be challenged,
undermining any verification and thus validation. Attribution still often remains

“what states make of it” [248, p.7].

2.2 Cyber: Weapons, Malware & Co.

Weapons do not exist in a vacuum. In physical space, weapons have been created,
improved, and used for attacks, crime, and warfare for millennia, incorporating
technological advancement throughout the ages. Time has also affected how and
who has the power to wield the weapons, as well as what is considered legitimate
and not, regulated by international, norms, declarations, conventions, and laws.
Yet, boundaries and legality remain ambiguous, both in cyber [41] and the other
domains [175]. There has been some effort to use the term ‘cyber capabilities’
instead of ‘cyber weapons’ in order to clarify their different nature, and in order
to encompass the broad spectrum of activities. Whilst this would alleviate some
of the problematic surrounding the term ‘weapon’, it also implies an extended
concept akin to a whole tool-kit. It could, for example, include hardware aspects,
such as access to vulnerabilities or the supply chain; it could also include a skilled
workforce, such as developers or in situ operatives. However, the focus of the
thesis is on the software aspect.

Even if taking a simplistic definition of a weapon being an object centred on
intentionality and harm, the cyber component complicates matters greatly [108],
[125], [207], [265], with two elements standing out: a lack of physicality, and the
nature of harm [295]. Weapons and attacks are intrinsically linked to harm, a
concept that informs perceptions and reactions. Here, the concept of harm has to

be extended to non-humans and can be thought of two overlapping sets: harm done
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to and by digital systems [276]. The first set contains any form of external sources
(intentional or not), such as physical damage, electro-magnetic pulses or even cosmic
rays, doing harm to these systems. The overlapping section contains damage done
by digital systems to digital systems — in essence software vs software. The second
set includes damage done by a digital system that creates physical harm (to systems
or humans). All three types have the potential to create social harm and ‘collateral’,
including indirect varying degrees of psychological effects. Thus far, aside from proof-
of-concept attacks under laboratory settings, such as the Aurora Generator Test at
the Idaho National Laboratory in 2007, almost all publicly known cyber-attacks
have fallen into the first two categories, with Stuxnet being the exception.
Although Stuxnet set a precedent for avoiding any collateral damage aside from
spreading itself from system to system, future attacks may not display the same
responsibility, particularly given the difficulty of attribution [41], [248], [333]. Two

studies on cyber harm stand out as they focus specifically on the economic and social

impact potential. The first is a 2009 study by the [US National Research Councill
that addressed ethical aspects, discussing the acquisition, as well as use, of

cyber attack capabilities [218]. More recently, Agrafiotis et al. have done work on
cyber harm, outlining concepts and creating a taxonomy in order to create a model
for national cyber harm assessment and measurement [4], [6]. They consider it to be
“the damaging consequences resulting from cyber-events, which can originate from
malicious, accidental or natural phenomena, manifesting itself within or outside of
the Internet” [4, p.2]. Based on their analysis, they divide cyber harm into six types
(physical, psychological /emotional, economic, political/governmental, reputational

and cultural) which are applied to four subject groups (individual, organisational,

property /infrastructure and national), creating a [Cyber Harm Model (CHM)L The

model can support, contextualise and validate cyber security policy, for example
as part of the National Cybersecurity Capacity Maturity Model [120] but cyber
weapons or related technologies are not discussed per se. Exploring harm in the
cyber domain matters because unlike in other types of warfare [219], there is no

standard methodology to identify and assess damage, particularly that of collateral.
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Yet, due to the interconnected nature of the cyber domain, society as a whole is
becoming a stepping stone or target, whether inadvertently or not, making this
aspect highly relevant to the discussion on [SaaW]

Multiple academic disciplines have taken to examining this topic, encompassing
a large variety of concepts and definitions. This section aims to explore the most
prominent ones, with a focus on understanding what the literature believe a ‘cyber

weapon’ to be, and it is a direct starting point for the questionnaire in Chapter [3]

2.2.1 Conceptual Approaches

Rid & McBurney discussed cyber weapons conceptually, defining them “as computer
code that is used, or designed to be used, with the aim of threatening or causing
physical, functional, or mental harm to structures, systems, or living beings” [249,
p.7], a subset of their weapon definition. It is also in line with broader weapon
definitions that see these as being offensively driven with the design or intent to
cause injury, death or damage [34]. Rid & McBurney further argued the importance
of intentionality, as well as the difference between low and high potentiality, with
the former being represented by, for example, widespread malware that nonetheless
cannot fully penetrate the system and has low impact, whereas the latter is very
specific and has a high effect on the chosen target. Accordingly, Stuxnet falls
into the latter category, and shares similarities to the AGM-88 High-speed Anti-
Radiation Missile — something very specific that is to some extent an intelligent
agent and has a single purpose. Drawing the line between what cyber weapons are
and what they are not is important for security, political and legal consequences.
Yet, they did not analyse any cyber weapon’s components in detail but merely its
purpose, thus coming to the conclusion that Stuxnet is a weapon (it causes/has
the potential to cause damage) but Duqu is not (it merely gathers intelligence).
This definition is somewhat questionable given the high value of information in
modern society, as can for example be seen in the 2018 Facebook—Cambridge

Analytica data scandal [306]. The connection to physical weaponry is, however,
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appealing, and its applicability is also explored in the questionnaire soliciting public
opinion conducted as part of Chapter [3

Kello on the other hand believes that the “crucial definitional criterion of a virtual
weapon lies in its intended and possible effects” |167, p.49] and that the weapon
label “is nevertheless appropriate in view of the fact that some forms of code can
cause significant political and economic harm even if they are nonviolent” [167, p.50].

An alternative approach centres on specific systems, such as Peterson’s work on

IIndustrial Control Systems (ICS)| [237]. His discussion focusses on the development,

construction and employment of these at a high level. He uses Stuxnet as an
example, highlighting the flaws and dangers of the [[CS| environment, such as legacy
systems and lack of focus on security but also does not delve into detail. Peterson
uses a three-tiered classification (‘simple weapon’ / ‘moderate attack tool’ / ‘complex
cyber weapon’) whilst emphasising the need for experts and/or experience in areas
other than [CY| for the latter two. He concludes that [[CS| are easily damaged due to
the insecure nature of the systems, but that persistence is far more challenging.
Owens et al. [231] on the other hand were amongst the first to comprehensively
research policy dimensions and legal/ethical implications, particularly of offensive
aspects. Written from a US perspective, their work was informed by the underlying
technologies whilst drawing references to the nuclear debate, arguing that “today’s
state of affairs regarding public discourse on cyberattack is analogous to the nuclear
debate of 50 years ago. At that time, nuclear policy issues were veiled in secrecy,
and there was little public debate about them. [...] seminal pieces did much to raise
the public profile of these issues and stimulated an enormous amount of subsequent
work outside government that has had a real impact on nuclear policy” [231] p.xi].
In the decade since, there has been more public debate and research on cyber issues,
however, work on fundamental concepts is still limited. The focus of their work
was also to differentiate between a cyber attack being a matter of law enforcement,
versus one of relevance to national security, which is still relevant to today.
More recently, Herr [141] expanded classification systems for cyber weapons and

malware, as well as their components. He addressed the different components in
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each before comparing existing definitions to conclude with the proposed PrEP
framework, representing ‘propagation method’ (Pr), ‘exploit’ (E) and ‘payload’ (P),
which is reminiscent of Owens’ ‘Vulnerability, Access, and Payload’ [231} p.83].
Drawing on previous work on propagation types and payloads, Herr defines cyber
weapons as “the combination of a propagation method, exploits, and a payload
designed to create destructive physical or digital effects. Unauthorized access to
data does not damage integrity, which means software designed for espionage is
malware but not a weapon” |141, p. 10] and addresses the shortfall of previous
definitions. One criticism is based on the necessity of an exploit in his definition
in order to be classified as a weapon, which it not always necessary.

In his 2015 work with Armbrust, they coined the term ‘milware’ seeking to
distinguish state authored malware from non-state authored by reverse engineering
several samples in an interdisciplinary effort [143]. They create a ‘MAlicious Software
Sophistication’, short MASS, index with main categories of propagation (to the
victim and within a network), severity of vulnerability used, as well as level of
tailored payload. Their core set of differentiating features could be summarised
as being a matter of sophistication: malware, in comparison to milware, is less
tailored, has broader functionality, and is more indiscriminate [143, p.36]. Whilst
an interesting pilot project, particularly as it crosses disciplinary boundaries and
because it formalises colloquial understandings of ‘sophistication’; it would be
relevant to pursue this further and see if or when a state actor may decide to opt
for malware over milware. Similarly, it would be intriguing to explore whether some
state actors are limited to producing malware due to their constrains on knowledge

and resources — if so, how would that fit into the framework?

2.2.2 Legal Perspectives

Legal scholars also wrestle with defining cyber capabilities, seeking to arrive at
explicit norms, regulations or even laws. These additional perspectives further
broaden the understanding of what is and is not. Yet, as will be seen

below, there are certain similarities, such as the question of attribution. However,
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the perspectives are also diverse, similar to the varying conceptual approaches
discussed above.

Tsagourias has explored what conditions have to be met by a cyber attack in

order to fall under a state-actor’s right of self-defence [308], while the [Tallinn Manuall

lon the International Law Applicable to Cyber Warfare (TM)|sets out 95 rules to

govern cyber conflict, addressing jus ad bellum, state sovereignty and responsibility
[266], [267]. Although the is not binding, it provides the most complete and
coherent framework addressing aspects of cyber war. Written from a predominantly
western perspective as lez lata (and therefore implying that current international
law is applicable to cyber warfare), attempts to include technical expertise and
emphasise consistent terminology. Cyber weapons in particular are defined in Rule
41 as “cyber means of warfare that are by design, use, or intended use capable of
causing either (i) injury to, or death of, persons; or, (ii) damage to, or destruction
of, objects, that is, causing the consequences required for qualification of a cyber
operation as an attack (Rule 30)” [267, p.141-142]. The further differentiates
between the means, e.g. a computer, and the infrastructure used as a delivery
mechanism, e.g. the Internet, whilst only concerning itself with activities above
the ‘use of force’ as defined by jus ad bellum — taking an effects—based threshold.
This level is also upheld in regards to intelligence activities, therefore rendering
it mostly inapplicable to corporate espionage, intellectual property theft or other
criminal activities — all which may pose a threat to states but are to be covered by
existent law [267, p. 4]. However, due to the approach as legal advice, the document
appears to sidestep two important issues: the attribution problem as well as the
‘grey-zone’, for example state sponsored criminal activities or attacks, although two
test cases (Nicaragua and Tadi¢) were discussed to understand the issue of ‘overall
control’. Furthermore, the role and protection of civilians (or non-combatants) can
be difficult to manage due to the blurring of lines.

Another legal view is presented by Brown and Metcalf [43], who seek to apply
the theoretical discussions into concrete legal advice, stemming from experience of

academics colliding with practitioners. Their caveat, however, is that they do not
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attempt to differentiate state and non-state actors, due to technical difficulties in
distinguishing these — in essence the attribution problem. They present a number
of case studies and explain the difficulties in conducting an actual review of cyber
weapons, arriving at the conclusion to use the same definition for a cyber weapon
as for a normal one: “an object designed for, and developed or obtained for, the
primary purpose of killing, maiming, injuring, damaging or destroying” |43} p.135].
A slightly wider view is taken by Blake [31], as he does not limit himself to cyber
weapons but seeks to assess whether all modern approaches to weapons should
be reviewed, first by examining the scope of legal reviews themselves in order to
define what “effects, designs or intents must be considered” |31} p.161]. Similarly
to the [TM] he also addresses jus ad bellum but specifically delves into thresholds
and concepts of the use of force, as well as what implications arise from defining a
capability as a weapon. Blake concludes that “those non-lethal bloodless capabilities
that can be applied to a military object or enemy combatant should be subjected
to a legal review before that capability is used” [31} p.162].

Agreeing with Brown and Metcalf [43], Wilson [337] believes that more clarity
and applicability is needed, particularly due to the attribution problem and unknown
intentions, as well as due to the potential of cascading effects. He has summarised
four common characteristics to cyber weapons, which are based on code analysis
and reverse engineering. However, he does not specifically state which code analysis
was considered, although he does mention Flame, Duqu, Stuxnet, as well as the
alleged steel mill attack in Germany in 2014. Furthermore, he asserts that code
can be labelled a cyber weapon if the following characteristics are combined: use of
a [ZDE} use of a coordinated campaign of malicious programs for espionage, theft
and sabotage; use of stealth to prolong malicious operations; intimate knowledge
of the targeted system [337]. Although this definition appears to be more specific,
the attribution problem is not better defined through his analysis. Additionally,
it rules out a large proportion of attacks, for example those that do not include

or do not (yet) have intimate system knowledge.
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2.2.3 Technical Angles

Within [CS], the term ‘cyber weapon’ is rarely, if at all, used. Instead, the focus is on
various forms of malware and elements thereof, such as worms and viruses, which
have been discussed for decades and are well understood. Since the [[oT] era, some

work has centred on various aspects of detection and defence, such as insider patterns

[5], botnet taxonomies [168], [Denial of Service (DoS)||DDoS| research [241], specific

vulnerabilities in standards and targeting |130]. Others address characterisation
based on code analysis and reverse engineering [337], command and control aspects
[309], as well as situational awareness |[310]. Attempts have also been made to
categorise attacks by examining the various modus operandi in order to create a
classification and provide a defence base [311]. Alternatively, various data mining
techniques and neural network approaches for four main attack classes consisting
of DoS| Remote to User (R2L), User to Root (U2R) and Probing [89] have been
reviewed. Although a standardised system does not exist, insights like this also
further knowledge about technical capabilities, which are an essential element of
understanding alongside of prominent cases, such as Stuxnet.

Many consider the widely discussed Stuxnet worm discovered in 2010 to be
the first instance of an actual cyber weapon, blurring the lines of cyber and
physical like none before [157], [187], [345]. It “provides a prime example of a
cyber weapon expressly designed and used for cyber war” [204, p.114]. It was
designed to attack industrial at the Iranian nuclear facility in Natanz, and
whilst it succeeded, some believe that the impact on the uranium enrichment
operation has been overstated [19].

Stuxnet utilised several for example one pertaining to the Print Spooler
Service |216], something that had not been seen previously, and had a multilayer
operation attacking first the Windows OS, then specific Siemens software for
industry, followed by additional Siemens S7 [PLCq It is the first publicly known
instance of malware to be released into the wild, finding a target, going into stealth,
sabotaging, and deleting itself. An estimated 30 people were involved in writing

the code over a period of approximately six months. Reverse engineering and
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understanding Stuxnet was equally as challenging a feat, and drew on a large
number of resources, with experts around the globe working on various aspects, but
Ralf Langner being the first to ‘join the dots’, who has since published a detailed
technical report on the subject [182]. A few other aspects are noteworthy: firstly,
great emphasis was placed avoiding collateral damage, in this case computer and
networks that did not meet the specified criteria. The code intruded on a great
number of systems worldwide, including personal computers, which it then used
to spread further, but did not execute nor harm the system; secondly, it had a
‘fail-safe’ of limiting its spread to three other devices and a self-deletion date of
24 June 2012; thirdly, different versions have since been discovered, with earlier
ones being less aggressive in their propagation.

Another factor that should be noted is the concept of modularity, as this can
affect the cost and the time it takes to create variants. This can, for example,
be seen in the similarity of Stuxnet and Duqu: both share the same architecture,
which in simplified terms contains a driver file that loads the main module, a
separate configuration file and an encrypted block in the system registry, and they
are further linkable via drivers used [124]. Other related files have been found
in Flame/sKyWIper but the differences are overall vast, including those in later
malware, such Gauss/Godel that included encrypted ‘warheads’ [24].

Another attack that saw code re-use was that on Saudi Arabian oil company
Saudi Aramco in 2012, affecting roughly 30,000 workstations and requiring about
ten days to ‘clean up’ to fully restore services. Whilst the attack received a lot of
media attention, it did not reach any of the company’s critical systems; it also did
not attempt to exfiltrate data, or attempt to cause any physical destruction of their
industrial processes, unlike Stuxnet; instead, it overwrote data stored (reportedly)
replacing it with an image of a burning US flag and requiring Aramco to disconnect
remote access to certain sites. A type of malware discovered just prior to the
attack, named the ‘Shamoon Wiper’, had similar capability: consisting of three
parts (the dropper, the wiper, and the reporter) it corrupted files on the computer

it compromised, overwrote the master boot record, and sent the information to
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a different internal machine on the network. The attack appeared sophisticated,
predominantly due to its spread, but analysis showed it was rather basic and did
not require extensive skills nor resources [301]-[303].

A third example is BlackEnergy, which in its third iteration attacked the
Ukrainian power grid in December 2015, with traces also being found in DragonFly
and TeamSpy attacks . Furthermore, malware authors not only use elements of
others, but also often use the overall design, such as seen in Figure 2.1} GreyEnergy
used an early version of NotPetya in 2016, while also having a similar framework to
BlackEnergy in terms of modularity and a stealth emphasis, albeit without specific

targeting and a greater focus on espionage and reconnaissance [56].
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Figure 2.1: Relationship between BlackEnergy, TeleBots and GreyEnergy. Source: ||

2.3 Cyber: Arms Control

The idea of controlling arms goes back centuries, with example including Charle-
magne who sought to limit the possession of high-quality swords and armour
produced in the Frankish empire. The modern industrial age saw a treaty between
the US and the UK, effectively creating demilitarised zones [17], followed by

milestones such as the Hague Convention or the Geneva Protocol. After World War

I1, various treaties followed, the most prominent including the [Non-Proliferation|
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[Ireaty of Nuclear Weapons (NPT)| 1968, the [Strategic Arms Limitation Talks|
in the 1970s and the |[Anti-Ballistic Missile Treaty (ABMT), the in
1987 and the [Chemical Weapons Convention (CWC)|in 1993, two [Strategic Arms|
[Reduction Treaty (START)| and the [Comprehensive Test Ban Treaty (CTBT)|

One of the best known definitions of arms control stems from the 1960s by Schelling
and Halperin, who saw it resting “essentially on the recognition that our military
relation with potential enemies is not one of pure conflict and opposition, but involves
strong elements of mutual interest in the avoidance of a war that neither side wants,
in minimizing the costs and risks of the arms competition, and in curtailing the scope
and violence of war in the event it occurs” p.1]. Arms control seeks to limit
escalatory dynamics by curtailing weapon systems in type and/or number, whilst
its preventative form “can be seen as qualitative arms control applied to the (near
or far) future [...] cutting off the military-technological innovation process as early
as possible” . Furthermore, this type can also “aim for mutual understandings
on legitimate or illegitimate uses of emerging technological capacities — be it as
complement or substitute to limitations on deployments, designs and numbers” [133].

Given a history of technological innovation or geopolitical dynamics driving states to

[Confidence Building Measures (CBMs)| and arms control for international stability

and security, it was only a matter of time before concepts would be applied to the

cyber domain, particularly in the wake of Stuxnet that rekindled fears of a cyber

arms race [78], [285]. Although some have suggested that cyber in this area

(13

could “blunt some of the factors that contribute to crises and escalation” [35], “an
overwhelming majority of researchers in that field have all but given up” , .
The cyber domain has given rise to additional challenges and exacerbated old ones
beyond obvious political obstacles, including trying to define what cyber arms
even are, questions of dual-use, and verification issues . Even despite several
definitions of cyber weapons, such as Rid and McBurney’s , none of them are
“juridical or legal terms, as there is no consensus definition of either weapons or
cyberweapons in international law” . Another key problem is that traditional

incentives and reasons of historical agreements do not apply to the cyber domain,
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from the expense and accessibility to the potential of sanitising warfare |[13]. A
key question that also remains is what the exact object of regulation in any type
of regime would be [269]. Yet, notwithstanding this hodgepodge of issues, there
have been numerous attempts at regulation, which together could be viewed as
“an emerging global governance architecture for cyber weapons” [295]. After all,
without openness a “system of acceptance, cooperation, technology, and traditional
investigation supported by policy, law, and treaty” [152, p.27] cannot be created.
This includes a variety of work that focusses on arms control, such as examining the
applicability of the [115] or nuclear equivalents [16], conventional arms treaties
[201] or arms control more broadly [269]. It also encompasses other processes, such
as the UN Charter’s cyber relevancy [331], the [266], export controls via the
Wassenaar Arrangement [330], and the various 2018 multi-stakeholder initiatives,
such as the Paris Call [239]. Several initiatives and their relevance to the cyber

domain are discussed below.

2.3.1 Dual Use

The concept of dual-use is well understood, with a broad definition being goods,
software and technology that can be used for both civilian and military applications.
Different agreements and approaches seek to regulate this broad area of dual-use,
for example by handling import/export or the create and use of dual-use goods.
Similarly, code fragments or whole software suits can be used in various ways.
Aside from malware examples discussed above, packet analysers such as Snort or
Wireshark can be used for network troubleshooting, optimisation, misuse detection,
protocol development, and education. At the same time, they can be used for
nefarious activities, such as attacks. There is no differentiation apart from
the use itself. Another example is [DDoS], which is primarily known due to its
offensive capabilities, such as on Estonia in 2007. Yet, it can also be used by
security professionals to stress test an organisation’s preparedness, albeit in a
controlled manner [270], [304]. Due to this inherent dual-use nature, “it would be

nearly impossible to catch a country cheating ‘red-handed’ ” [42, p.57].
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In light of this, Herr evaluated export controls in the context of malware [140]. He
found three key issues, namely reduction of beneficial research, minimal impact
on malware and difficulties of multilateral coordination, which would be better
addressed by increasing the incentives surrounding vulnerability research. His
further work centred on a malware proliferation definition [142], which is the process
of learning and reusing code between different actors, ranging from collaboration
and direct support to unintentional sharing. Furthermore, he asserted that state
actors not only lack a monopoly but are also not the driving-forces of innovation.
Whilst this may be the case for a large proportion of malware, highly targeted
and effective attacks still require a large amount of resources, from reconnaissance
to test-beds and dissemination. Herr advocates reducing vulnerabilities, however,
it will not stop those actors sufficiently motivated and resourceful, nor does it
address the stockpile of vulnerabilities governments keep to themselves for future
use given the rediscovery probabilities [144].

On the topic of export controls, the Wassenaar Arrangement has to be briefly
addressed. This voluntary regime shares information on conventional weapon
transfers as well as dual-use goods and technologies, which inadvertently discouraged
and stifled research, while seeking to improve security. In late 2013, a proposal was
made to modify and extend the arrangement to include malware and its related
technology [12] but initial issues were found with the language, limiting beneficial
research and information sharing [39], which had a chilling effect on the research
community. Positive first changes were made in 2017, though discussions are

still ongoing [330].

2.3.2 Treaties and Initiatives

Whilst there are numerous arms control treaties, a number of them have been
explored in light of applicability to the cyber domain. They are relevant in light
of discussing because they attempt to deal with weapons of a specific kind,
either by defining the weapon or its use. On the one hand, this supports Chapter

[3l by highlighting different approaches to dealing with weapon technologies, and
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Chapter [] on the other, as it provides reference to frameworks used to limit the

proliferation of other weapons.

The [Biological and Toxin Weapons Convention (BTWC)| was created with the

aim of supplementing the 1925 Geneva Protocol that prohibited the use, but not
development or possession of biological and chemical weapons, and it entered into
force in 1975. In 2019, 183 states were party to it. Unlike the or the CWC]
this convention does not have a formal mechanism to monitor or verify compliance —
two elements that are highly relevant to the cyber domain. The BTWC]stands out
due to its so-called general purpose criterion of Article I, which does not prohibit
items, such as a specific toxin or agent, but instead their intended use. Thus, small
amounts for medical or defensive purposes are allowed, but large quantities or
their delivery mechanisms are not. This criterion combined with the convention’s
unlimited duration make the BTWC] future-proof, as all subsequent discoveries
or developments are included. Given that this Convention addresses not only
dual-use technology but weaponisation potential while supporting peaceful use, it
appears to lend itself well to the cyber domain. However, there are several key
differences that have been highlighted previously [42], [221]: cyber attacks and
associated malware in its various guises have become ubiquitous; bio-weapons and
related elements were considered to provide little to no security for state actors,
which cannot be said for cyber equivalents; code cannot be as easily destroyed, nor
can stock-piled vulnerabilities; imposing licensing and/or regulation is far more
challenging given the global spread; civilian and commercial infrastructure in the
cyber domain far outnumbers its biological counterparts.

The [CWC| on the other hand came into force in 1997, after almost a quarter of a
century of difficult negotiations and is, similar to the BTWC] an egalitarian treaty.
However, unlike the BTWC] it has an invasive verification regime combined with
three schedules of clearly defined substances that are treated differently: the first
includes chemicals that have few, or no uses outside chemical weapons and they are
restricted to very small amounts for research, medical, or defence testing purposes;

the second includes chemicals that have legitimate small-scale applications, requiring
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declaration and export controls; the last includes the chemicals that have large-scale
non-weapon use, and only large production plants have to be declared. Within
each schedule it further differentiates two parts, one accounting for toxic chemicals
and one for precursors. This convention bans the development, stockpiling and

use of chemical weapons, while also requiring members to destroy their existing

ones. Regular inspections are managed by the [Organisation for the Prohibition|

lof Chemical Weapons (OPCW), akin to the |[International Atomic Energy Agency]

, and ‘surprise inspections’ are allowed based on substantiated complaints.
The [CWC] does not lend itself well to the cyber domain, mainly due to its specificity
of listed items, which cannot be applied to software, the difficulty of verification
and the exhaustive element preventing it from being future-proof in case of new
discoveries or developments. Geers [115] examined the[CWC|with a focus of applying
it to the cyber domain. He found five important lessons that need to be considered
based on “political will, universality, assistance, prohibition, and inspection” [115,
pp-54-549], the first three of which are transferable, the latter two not. He concluded
that certain elements are shared, such as acquisition ease and asymmetry, but “the
tactics, strategies and effects are fundamentally different. Chemical warfare kills
humans; cyber warfare kills machines” [115, p.549].

The number of cyber-specific initiatives is growing steadily, whether bilateral, EU
centric or multilateral. However, thus far, the Council of Europe’s Convention
on Cybercrime, also known as the Budapest Convention, is the only international
treaty that requires ratifying states to criminalise certain behaviour. Whilst a
summary of various motions can be found in Carnegie’s Cyber Norms Index |51,
several key efforts are discussed below. Pre 2009, the US shunned processes seeking
to strengthen cyber security at the global level, such as those by Russia via the UN
Committee on Disarmament and International Security. After a shift in policy, this
allowed for the [GGE] process to reach an agreement on several recommendations,
which were nonetheless still hampered by fundamental differences in perspectives

and interests. The topic of setting voluntary norms to draw an upper boundary
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on aggressive cyber activities and to reaffirm the applicability of international law
[312] has been contentious, as has the inclusion of stalling the process.

Several cyber-specific multi-stakeholder initiatives were launched in 2018: the
Siemens-led Charter of Trust was signed at the Munich Security Conference (growing
to 16 members in 2019), focussing on cyber security standards of supply chains [274].
The Paris Call on the other hand brought together state actors and industry, pledging
their support to improve security in the cyber domain, which, as of November 2019,
is supported by 74 states (notably absent are China, Russia, and the US), 24 local
governments, 333 organisations, as well as over 600 private sector entities [239].
The Paris Call reaffirms the applicability of international law and seeks to bolster
numerous forms of resilience measures, ranging from protecting against election
inference and intellectual property theft, to securing the whole product life cycle, as
well as developing ways to prevent the proliferation of malicious tools and practices
[307]. Whilst these initiatives benefit from private actors and show industry interest,
substantial progress requires interstate cooperation [133|, such as the renewed
commitment in the form of the twin dialogues at the UN, focussing on norms and
responsible behaviour. Furthermore, whilst this might be an encouraging first step,

this effort is voluntary and not legally binding, with many obstacles yet to overcome.

2.4 Conclusion

This chapter presented a literature review to discussing three key areas that are
relevant to this thesis in light of the cyber domain: war and warfare, weapons,
and arms control. It highlighted the over-arching debate, presenting the key
arguments of those that believe cyber war will, or will not, take place. This was
followed by delving into the debate surrounding cyber weapons and related aspects,
showcasing conceptual, legal, and technical approaches. Finally, it addressed
arms control and works specifically pertaining to the cyber domain, including
multi-stakeholder initiatives.

Based on the current literature, there are several noteworthy points. Firstly,

the concept of cyber war is still debated, not only in its definition but also its
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interpretation. For some, it presents a completely ‘new’ age, whereas others
believe that the nature of war itself has not changed, but the means of waging
it have. The questionnaire in the following chapter adds the perspective of
different population groups to the debate, discussing aspects of (in)security and
state centrality. Furthermore, this topic is also picked up in Chapter 4] which
explores the reason behind actors pursuing weapons, including a discussion on
motivating and restraining factors.

Secondly, the understanding of what a cyber weapon is varies greatly, including
different terminology ranging from virtual weapon to malware. Yet knowing,
defining, and agreeing upon definition of weapons is vital, not only for scholarship,
but also for the design of effective policy and strategy. For example, if there had not
been a mutual understanding of what ground-launched ballistic and cruise missiles
were, the (now expired) treaty could not have come into effect in the first
place. For the cyber domain, this common understanding is even more vital, as
purely technical definitions are not sufficient: not only is the cyber domain highly
interconnected and dual-use centric, but it is also still evolving rapidly. Arriving at,
and agreeing upon, certain definitions may create a foundation for communication
and acceptable behaviours, which in turn may solidify into a framework of norms.
The next chapter seeks to investigate this further, exploring various understandings
of what a weapon is in this context. For example, does the view of the general public

differ from the literature? What about specific subgroups, such as military officers?
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In as young and rapidly evolving field as cyber security, fundamental studies aimed
at describing constructs and understanding the perception of important concepts
in different populations are paramount. As seen in the literature review in the
previous chapter, not only is the overarching concept of cyber war still greatly

debated, but so is the understanding of what a weapon in the cyber domain is.
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Yet, this is vital to reasoning about why actors seek to pursue this technology,
which is explored in Chapter [

This chapter presents the findings of an opinion survey on[SaaW)] showing significant
differences in the interpretation and perception of three basic constructs, depending
on the background and training of respondents. This underlines the population
heterogeneity in the understanding of the potential of software and malware of
which in turn contributes to preventing misunderstandings, reaching agreement on

definitions and comprehending the potency of adversaries in cyberspace.

Currently, cyber weapons, digital weapons, virtual weapons, [Advanced Persistent]

[Threats (APTs)| and [SaaW|are terms that are used frequently and interchangeably

[43], [141], |167], [249], [267]. Yet, they remain highly ambiguous, with requirements
and definitions varying even further depending on the author. A very loose consensus
of criteria seems to be a type of malicious software that is a) employed against a
specific target; b) has a very high level of sophistication; and c¢) is sponsored by an
actor (state or non-state). But what is sophistication in this context? Computational
complexity of the malware? Accessibility of the target system? Resources used?
And who gets to define it as a weapon? Academia? Governments? Military Forces?
What about public opinions? Although several papers, books, blogs, and other
media articles have been written on the broad area, ranging from technical analysis
and case studies to potential consequences for the international system, surveyed
public opinion remains absent. However, such a survey is highly important: each
individual can be affected, whether as a target, a steppingstone to the target, or
mere collateral. Equally, an individual can provide technical know-how or be merely
an unwitting provider of resources and connections, thus acting as a key component.
Lastly, an individual can also affect public policy via debates and elections. Without
understanding the various perspectives, we cannot arrive at definitions or understand
the driving forces behind actors seeking to pursue this technology.

Interconnected digital systems are vital to modern society, from personal use for
communication and consumer transactions, to national energy supplies and security

or international banking and trade. In May 2017, a global cyber attack intruded
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upon more than 200,000 systems in 150 countries within the first two days alone. It
affected the National Health Service in the UK, Deutsche Bahn networks in
Germany, Telefonica in Spain, and the Ministry of Interior in Russia, to name a few.
Experts warned of more imminent attacks and Europol’s chief Rob Wainwright
stated that the “world faced an escalating threat”[22]. The attackers’ weapon of
choice was ransom-ware called ‘Wanna Decryptor’, also known as ‘WannaCry’,
allegedly utilising the EternalBlue exploit developed by the for a vulnerability in
Microsoft Windows machines. The advent of the @ sketches out an even more data-
driven and interconnected future, encompassing civilian aspects such as smart cities or
military applications, with lines blurred far more extensively than before. Given the
varied views and groups of people that can be affected, the questionnaire discussed in
this chapter is designed to explore opinions on software, malware, and weapons across
a total of 46 questions including consent and demographics. It splits respondents by
background and training into three groups: Military, Academia and Other.
Unsurprisingly, the opinions on what a weapon is varied greatly, for example when
deciding whether malware is a weapon, or if a threshold is needed for this to occur.
Furthermore, those in Academia are more likely to disagree that software should be
treated like any physical object, Military respondents are more likely to agree and
Others are indecisive — with the differences being statistically significant. Yet, there is
also consensus, for example regarding the need for software/malware regulation,
or a strong concern regarding enforceability.

The remainder of the chapter is structured as follows: the importance of public
opinion is highlighted prior to a discussion on questionnaire design and analysis
methods used. This is followed by a presentation and examination of results, as
well as the introduction of a factor model to analyse the questionnaire structure
and provide suggestions for future improvement. Lastly, the chapter concludes

with lessons learnt.
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3.1 Public Opinion

Regarding the importance of the individual opinion of [SaaW], an analogy can be
drawn to a discussion held in the nuclear domain several decades ago. In the
early 1980s, the Harvard Nuclear Study Group published a book entitled ‘Living
with Nuclear Weapons’ The first chapter addresses issues in the nuclear debate,
highlighting the importance of the individual as “each citizen is not just a target of
nuclear weapons; each is also an actor in the nuclear drama” [135] before giving
examples. This is also very true of the individual and [SaaW]

As the nuclear domain has seen the use of questionnaires and surveys since 1945, a
wealth of (historic) data has been created. The first series of those were carried
out in the USA and addressed far-ranging issues, such as chances of nuclear war,
questions about ‘first use’ or fall-out shelters. They also canvassed aspects of the
arms race, weapon development, effects on security and the international balance.
The wording, frequency and respondent base naturally varied over time, yet sufficient
similarities can be found to ascertain common themes and perform analysis, an
example of which can be seen in Kramer et al’s work [174] from 1983, which
evaluates nuclear surveys over 40 years. This has motivated the creation of a

questionnaire for software, malware and [SaaW], which is presented below.

3.2 Experimental Design

The formation of the questionnaire followed an iterative process, taking literature
surveys, supervisor, and colleague discussions, as well as feedback from conversations
into account and it was approved under the of the University of Oxford.
A pilot test was conducted with eight people to ensure the questionnaire was
well set-up on the Bristol Online Survey system, and that the data was collected,
stored, and became accessible as intended.

The questionnaire itself was online-based and was shared through a variety of
means, such as social media, direct emails, and word-of-mouth. It had an age

requirement of 18, and the participants had to consent to their data being gathered
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anonymously. Aside from sourcing attitudes towards a there was a contention
that the work sector/experience will lead to different responses, in this case groups
of Military, Academics and Other. Age and experience within computer science
or international relations were also analysed.

Military personnel were chosen for two main reasons: firstly, regardless of their
specialism, they will have been trained extensively in the use of weapons, as well
as the responsibility and consequences of their use. Secondly, the respondents are
all officers, which places them in positions of additional responsibility. Academics
respondents on the other hand are often considered to have access to, and influence
on, decision makers, thus also giving them an important role in forming opinions.
Overall, the questionnaire contained 46 questions (Q1 being consent), and only fully
completed ones were used for analysis, amounting to a total of Np,,=96. A further
65 began the survey but did not complete, resulting in a completion rate of ~60%.
It was divided into three main sections, following demographics and familiarity with
the topic (Q2-Q7): the first part centred on weapons, their nature and constitution
(Q8-Q16); the second part focussed on software, malware and understandings
thereof (Q17-Q34); the final section brought together against the backdrop

of international security, including capabilities and proliferation (Q35-Q46).

3.2.1 Data Analysis

The majority of questions used the common five-point Likert rating scale, allowing
for a ‘neutral’ response. The responses are not interval variables — the strongly
disagree category does not, for example, imply a disagreement twice a strong as

disagree — and the sample sizes are different. To ensure the robustness of the

statistical analyses, [Mann-Whitney U (MWU )| tests were used to test differences

in value ranking between two independent samples, as well as the non-parametric

IKruskal-Wallis H (KWH))| tests, performed to test median differences for more

than two independent sample groups.
The open-ended questions allowed for free-text responses but would pose a greater

challenge for analysis. For example, the term ‘gun’ can be understood in several
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different ways: colloquially it is used interchangeably with ‘pistol’, ‘side arm’,
‘firearm’ or ‘rifle’ and others; it can also refer to pellet, water or other toy guns;
in the military on the other hand, it refers to weapons that require a small group
of people to use, such as artillery or a heavy machine gun. For the purpose of
this thesis, responses were grouped and labelled as ‘firearm’ to denote the use of
an explosive charge to accelerate a projectile. The qualitative analysis conducted
per question will be discussed in the relevant section.

A [PCA] was later performed to better understand the structure in the questionnaire
conducted. [PCA]identifies blocks of highly correlating items and combines these
into components that explain portions of the sample variation. Firstly, the factor
structure is examined, followed by the dropping of items, leading to a final
comparison of groups across the dimensions. A vast number of qualitative surveys,
particularly in the social sciences, have used this approach over many decades.
This includes the seminal work on depression known as the Beck Inventory [23]
and a recent evaluation thereof [320], its slightly less successful counterpart [132],
personality tests [76], [203], ageing studies [272] or work by the World Health
Organisation [335]. More recently, it has also been discussed a book on correlational
research [80] and papers surrounding questionnaire evaluation [145]. The [PCA]
was performed on all 41 items (questions) of the questionnaire including sub-parts
but excluding demographics, fitting a model with factors which were allowed to

correlate (Oblimin rotation). Sampling adequacy was assessed by evaluating the

covariance among variables with the [Kaiser-Meyer-Olkin (KMO)| test.

3.2.2 Respondent Profiles

All but two respondents provided their nationality, with the largest number of
respondents identified as British (59), followed by Norwegian (7), Dutch (6) and
German (5). The remaining respondents (19) were two each from Denmark, Greece,
Ireland, Saudi Arabia, and the USA; one respondent each was Australian, Belgian,
Croatian, Finnish, Pakistani, Spanish, and Swiss. One respondent stated dual

nationality and was grouped with his first listed country.
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Figure 3.1: Level of Expertise

The respondents were divided into three groups for analysis: Military (N,,;=38),
Academia (Nge=19) and Other (Ny,=39). It should be noted that although the
military personnel represent the largest number, their roles vary greatly, ranging
from legal, to nursing or intelligence aspects. Within the Other group, the IT

sector is represented most (N;=10), the remainder is spread widely, ranging from

education and finance/banking to hospitality, construction, and [Non-Governmentall

[Organisation (NGO)|

Two further preliminary questions were asked to self-rate the familiarity with
the related topics of [CS| and [IR} results are shown in Figure [3.1, showing a

diverse range of backgrounds.

3.2.3 Bias

In this type or research, bias may arise from various sources, such as response,
interpretation, or sampling. It is beyond the scope of this paper to delve into detail,
particularly as dedicated discussions on the topic exist, for instance , . Here,
examples of bias can include the (construct) validity of items and their response
between different cultures and/or nations, the objectivity of norms, thresholds,
and groups (three in this case Military, Academia, Other), the efficiency of the

questionnaire measuring our constructs, and the unknown reliability of observed
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responses (e.g. over time or split half reliability). Effort has been made to addressing
the weaknesses and limitations of this questionnaire, as well as the resulting analysis,
in the various sections. An in-depth psychometric evaluation, however, could be

an interesting contribution for future work.

3.3 Results and Discussion

A summary of the questions and responses grouped by question can be seen in Tables

and [A.2)in Appendix[A] These exclude the first seven questions on demographics.

3.3.1 Software & Physicality

The opinions on whether software should be treated like any physical object or
tool were divided. Based on background, there is a significant difference, with the
Academics group tending to disagree more, the Military group agreeing and the
Other group being indecisive. Performing a [KWH] test underlined this statistically
(H(2)= 6.44, p=0.04); using for post hoc analysis, Academics to Military differences
remain statistically significant (U=249, p=0.007), however Military-Other (U=556,
p=0.05) and Academics-Other (U=220, p=0.49) do not.

Given the nature of the cyber domain, such as virtual interaction having physical
effects, the response from the academic community is unsurprising. At the same
time, however, it is also members of academia that apply physical concepts to
cyber ones, for example when trying to establish what constitutes a weapon (see
. This could also be seen as an argument that specific context matters, with
‘software’ being too broad a terminological category, which might also account
for the indecisiveness of the third group.

When suggesting a three-tiered classification of objects and software/malware
(tool/dual-use/weapon), there is agreement. No statistically significant differences
were found based on background, age or expertise in [CS or This is relevant
when considering to what extent current handling of weapons, nationally and
internationally, is put in place; this includes prosecution of ownership or use, or

international agreements or embargoes. However, this sidesteps the conundrum of
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identifying ‘good’ from ‘good and bad’, ‘bad’ or ‘really bad’ code, or what those
terms mean specifically, which also would argue for using the term [SaaW]

3.3.2 What Constitutes a Weapon?

Prior to seeking answers specifically related to software, several questions canvassed
attitudes towards and beliefs held towards weapons to provide a basis for the
discussion. Asked what a weapon was, a large proportion centred on harm and
damage, with a small number of descriptions including ‘amplifying violence’, used to
‘kill” or ‘injure’ and a single mention of ‘defend” on its own. Overall, the perspectives
are offensively driven, which is also reflected globally within the national and
international legal system, with only few jurisdictions, such as Queensland in
Australia, defining purely defensive measures, such as bullet proof vests as a weapon.
To clarify further, respondents were asked to list three different types of weapons
each resulting in a great variety, from specific examples of weapon types to general
attributes, with a total of 98 different responses including synonyms.

There are four main axes of responses when examining the attributes:

e harm scale: intent, lethality, and target number

e range: close combat, short- or long-range

e means: physical, psychological, digital

e construction: bladed, projectile, explosive, bio-chemical, nuclear

Furthermore, responses highlighted the different terminology used by people: for
example, computer /cyber-related weapons were referred to as ‘computer’, ‘computer
program’, ‘computer virus’, ‘computer hacking’, ‘malware’, ‘cyber’, ‘cyber weapon’,
‘IT” and ‘software’ (total of 18); combining bio-chemical weapons (specific types and
general description) into one category yielded 10 responses; various uses of one’s body
(fist, foot etc.) accounted for 9 responses. These could further be merged to create
larger groupings. Based on the above responses, it could be argued that weapons are
part of Familiendhnlichkeit — family resemblance — a philosophical idea first proposed
by Wittgenstein encompassing things that have one essential feature in common but

are in fact linked by several similarities without one feature common to all [340].
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Figure 3.2: Physical damage is necessary for software/malware to be a weapon

A majority of respondents believe that there is a difference between an object being
a weapon and being used as one Figure [3.2] and in a follow-up to explain their
answer 78 responded, with two groups forming centring on either ‘use’ defining a
weapon (43) or the initial ‘design’ intent (35). No statistical difference was found
based on background, age or expertise in [CS] or [[R]

Yet in the cyber domain, it can be argued that these two aspects are much harder
to differentiate given that large amounts of software are inherently dual-use. This
would also strengthen the argument for using the term combined with the
answers of when an object becomes a weapon, with most respondents giving the
intent in design and/or use as answers. Keyword frequency varied (‘design’ (10);
‘damage’ (10); ‘purpose’ (10); ‘cause’ (25); ‘harm’ (37); ‘intent’ (42); ‘use’ (82)),
with a greater focus on intentionality, use and harm.

Aside from encompassing software/malware used offensively as a weapon, the
use/design intent ‘blanket’ covers not only offensively used code and attacks, but

also exploited vulnerabilities. From a UK legislative perspective, this is in line with

the [Computer Misuse Act (CMA); Section 1 covers vulnerability exploitation by

focussing on obtaining data access regardless of method if not authorised by the

data owner; however, knowing that the act is unauthorised is also vital.
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Figure 3.3: Physical damage is necessary  Figure 3.4: Causing physical damage is a
for software/malware to be a weapon weapon regardless of type or severity

3.3.3 Software, Malware and Weapons

Opinions on whether malware is a weapon were split, but not statistically significant
based on groupings of age, background, or knowledge. The majority agree
or strongly agree that malware can be used as a weapon, and that it can sometimes
be, or be used as, a weapon. However, there was greater variation in responses
to the latter question based on background. More importantly, whether malware
needs to cross a threshold to be considered a weapon was inconclusive, with the
same number agreeing as disagreeing, indicating uncertainty.

Whilst malware can cause physical damage, with Stuxnet being a prime example,
only 83 believe it that be the case, with 7 disagreeing. Of those in agreement, 11
mention ‘Stuxnet’ or ‘nuclear’ in their comments referencing the widely publicised
attack in 2010. The majority disagree that software/malware is only a weapon if
it causes physical damage (see Figure — counter to some academic discourse,
which would exclude damage done to data [CIA]

However, there is a difference in responses based on background (H(2)=17.57,
p=0.02), particularly between the Military and Other group MWU| (U=467.0,
p=0.004), with the Military being more cautious and tending to require more than
a breach of properties for software/ malware to be a weapon. At the same

time, there is agreement that software/ malware causing damage to a living being,
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a structure or system (a ‘cyber-physical attack’) is a weapon, regardless of the type
or severity of damage — even from the Military group, Figure [3.4]

Most disagree that the damage caused determines whether the software/malware
is a weapon or not, regardless of the intentions of the attacker; however, there
is some difference in opinion, particularly with those of Academics background.
At the same time, there is no consensus on whether the reverse is true: does the
intention of the attacker determine whether the software/malware is a weapon or
not, regardless of the damage caused? However, the Academics group differs from
the other two groups H(2)=8.58, p=0.01) by agreeing or strongly agreeing
more often Academics-Military (U=235, p=0.003)), Academics-Other
(U=237, p=0.005). This deviates from common and legal perspective on crime,
where a conscious decision to deprive or injure is an essential component of mens
rea — in turn, a basis for establishing guilt.

There is no consensus of whether it makes sense to approach software/malware
attacks with (traditional) weapon terminology (e.g. ‘warhead’, ‘trigger’; ‘payload’)
and/or measures (e.g. ‘calibre’; ‘yield’, ‘range’). The responses to the terminology
question are surprising to some extent, given that some language of that type
is already employed within the literature (e.g. [141]), the IT field and public.
Asked for additional comments, (32) responded arguing for and against keeping
the terminology; the top reasons can be summarised as keeping those terms if it
helps uniformity, awareness or understanding, as language is often ‘reused’ (12).
Those in favour of new terminology (13) suggested new terms centring on effect and
output, stating the need for more flexibility and new words for new things. The
remaining responses were unsure (5) or using a mixed approach (2).

Three survey questions asked the respondents to define weapons (Q8), software (Q17)
and malware (Q19) via free-text. In order to investigate commonalities of words
text-mining was used, implementing tdm libraries and wordcloud in R. The answers
were combined for each question into a string, which was then subjected to quality
control, such as the removal of uninformative words ‘the’ or ‘it’, punctuation marks,

standardisation to lower-case and the singular. Derivative words, e.g. ‘destruction’
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Figure 3.5: Terms used to define: software and weapons
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and ‘destructive’, were re-coded into the word with the highest frequency. The
frequency of all words was then calculated for each string to create the word clouds
seen in the figure below. The size of each word is determined by using the frequency
as weight, after excluding any below three.

As seen in Figures and there is substantial overlap between words used to
describe software and malware as they both include ‘computer’ and ‘programmes’,
with ‘code’ and ‘hardware’ that have a ‘specific’ ‘function’ or ‘purpose’. The words
suggest that software can have a broad function, including for example ‘various’
and ‘changing’; malware on the other hand is characterised by unique words, such
as ‘harm’, ‘attack’, ‘malicious’, ‘extract’ or ‘steal’, ‘information’, ‘negative’, and

‘damage’. The same overlap is observed between weapon and malware, with both
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being described by words such as ‘damage’, ‘intent’, ‘harm’, ‘attack’, and ‘person’.
Unique words used to define a weapon are ‘hurt’, ‘physical’, ‘tool’ and ‘violence’.
Overall, the text-mining analysis shows that a weapon and software are defined
as predominantly separate constructs, whilst malware is defined as a construct

bridging what we understand to be a weapon and software.

3.3.4 (In)Security

No differences were observed between the three groups in the questions pertaining to
whether or not software/malware capabilities lead to more insecurity than security
in general (Q37), for a state (Q37a) or the international system (Q37b). Figure [3.84]
therefore presents the combined responses of the groups to each of the questions.
As can be seen, the majority of respondents were split between the neutral option
and agreement. A reason for the former could be that the respondents believe the
opportunities and threats essentially cancel each other out, or that there is sufficient
robustness to accommodate for the changes brought by the new capabilities. The
latter on the other hand might be acknowledging the new threat landscape, which
disrupts the existing paradigm until some form of normalisation or adaptation

occurs, thus leading to less overall security, at least temporarily.
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3.3.5 Deterrence

Deterrence behaviour was long practised prior to it becoming a word in its own
right, a field of study or a practice of international relations. It has come to be
understood, in its most basic form, as preventing someone from doing something,
though of course many nuanced forms exist. Within the context of states and
international relations, deterrence operates on three different levels (a tactic, a
strategy and as a vital element of the global (inter)state system) but a lay person
is most likely to be familiar with ideas of military power or nuclear weapons.
When asked whether or not software/malware capabilities provide a deterrent in
general (Q38), when displayed/visible (Q38a) or when implied (Q38b), no difference
was found between the three groups. The results with combined groups can be
seen in Figure [3.8D] A total of 14 expanded on their answers, which covered a
wide spectrum and can be found in [281].

Whether it is possible to showcase software/malware capabilities without losing
a technological advantage split opinion, but not significantly between the three
groups, with the largest proportion being in agreement, followed by those remaining
neutral as seen in Figure . The option to comment further was taken by
18 respondents, five of whom stated that they do not feel sufficiently qualified to
answer; three suggested that showcasing would be an incentive to replicate the said
capability or that it should be possible to show an effect without detail /the code
itself; the remainder are single responses, for example stating that it is assumed
one has an advantage, that malware requires vulnerabilities/mistakes from others,

or that some of the best code development comes from open-source systems.

3.3.6 State-Centricity & Capabilities

There was a high level of agreement that a vast number of actors have been propelled
into the security field, both nationally and internationally (Q41), with no difference
between the three groups. Yet, the extent to which these new actors have affected
the traditional, state-centric model, is highly disputed. The largest divergence in

responses overall pertained to the statement that software/malware capabilities
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Figure 3.9: Capabilities vital to a state’s security: defensive (1) and offensive (r)

have rendered state-centric security models obsolete (Q42) depicted in Figure ,
with the test showing significance (H(2)=13.979, p=0.0009).

More specifically, whilst the vast majority of the Military disagree, there is far
less consensus within the remaining two groups: Other appears to favour the
neutral response, but still has many disagreeing; Academics on the other hand has
more in agreement than not, although also a large proportion of neutral responses.
Statistically, significance was found post hoc using  MWTU] with Military-Academics
(U=200.5, p=0.0003), Military-Other (U=482.5, p=0.0052), and Academics-Other
(U=280.5, p=0.0326).

Additional comments (Q42a) were included by 16 respondents, six of whom can
be summarised as believing that it has affected the model but not sufficiently
yet to render it obsolete; five see states as still being the dominant element, and
another four did not feel qualified enough to answer well. The last respondent
asserted the model is constantly changing.

There is clear agreement across the groups that defensive software capabilities
are vital to a state’s security (Q35) as shown in Figure on the left. However,
this is not the case when asking about the offensive element (Q36): the Military
group most strongly agrees that it is vital, Academics less so, and the Other
group the least, as seen on the right hand side of Figure 3.9 A [KWH] test
underlined this finding showing a difference (H(2)=11.167, p=0.0038) between the
groups; using for post hoc analysis, Military-Other (U=409.5, p=0.0007)
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Figure 3.10: Software/malware capabilities: can be showcased without losing technical
advantage (a), need to be regulated globally (b), and have propelled a vast array of new
actors into the field (c)

and Military-Academics (U=273, p=0.0192) variation remain significant, however

Academics-Other (U=339, p=0.2048) do not.

3.4 Factor Model

The [PCA] revealed a 15-factor model with eigenvalues > 1, together explaining
74.17% percent of the variance. The test was close to the 0.5 adequacy
threshold (KMO=0.497, p<0.001). Initially, most factors included a very small
number of items, with sub-parts of questions adding little information and thus
being removed for subsequent iterations. One factor included Q10 — ‘An everyday
object or tool (e.g. a cup, a chair, a shirt) can be a weapon’ —and Q12 — ‘ There
is no difference between an object being a weapon and an object being used as
a weapon’. To reduce the number of estimated components and because these
questions do not directly assess attitudes towards software and/or weapons, they
were also removed from subsequent analyses.

As items were removed due to their relatively small explained variance, the factor
solution became more constrained and many items assessing overlapping constructs
converged. Ultimately, an eight-component model emerged based on the analyses
of 33 items explaining 54.30% of the variation, as seen in Tables and 3.2 Tt

assesses the following continuous dimensions:
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Table 3.1: Component interpretation and analysis

# Component Interpretation % var | Mean (SD) F p
1 |Defining software/malware thresholds and capacity as a weapon 13.37 29.77 (6.43) | 0.193 | 0.825
2 Perspectives on software/malware regulation, terminology, nature 8.55 4264 5.71) | 2693 | 0.075
| |and effects
3 |Weapon potential and role of software/malware 7.22 46.2 (4.64) 0.846 | 0.434
4 |Nature, intent and potential of software/malware as a weapon 5.91 39.54 (4.94) | 4.847 | 0.01
5 Toplc fan-1|I|ar|ty and‘ effects of software/malware capabilities on 544 2314 (3.75) | 6.654 | 0.003
(inter)national security
\S/\éizzzlns use and software/malware capabilities pertaining to state 4.88 4325 (4.97) | 1.521 | 0.220
7 |Physicality of software and its effects on security 4.61 40.48 (5.12) | 2.556 | 0.09
8 |High level perspectives and attitudes 4.33 23.86 (3.18) | 2.266 | 0.113

The table shows the proposed component interpretation, the variance explained by each according to the factor
analyses, and the results between groups (Academic, Military, Other) testing with one-way ANOVA; Mean shows
the group mean and standard deviation; F shows the ratio of between and within subject variation; p indicates
whether F is significant.

Mean group differences (Academics, Military, Other) were tested in the eight-
factor model with ANalyses Of VAriance (ANOVA). Two of the eight scales
(components four and five) contained significant mean differences between the
three groups. Post-hoc comparisons revealed that in component four (concerning
the nature, intent and potential of software/malware as a weapon) these effects
derived from Academics (mean=42.71, SD=4.77) reporting higher values compared
to Military (mean=38.55, SD=4.16) and Other (mean=38.91, SD=5.2) with
F(251y=4.847 and p=0.010. In component five, (assessing topic familiarity and
effects of software/malware capabilities on (inter)national security), the significant
group differences (F(341)=6.654, p=0.003) existed because Military respondents
provided higher values (mean=25.05, SD=2.72), compared to the Other group
(mean=22.44, SD=3.72) and Academics (mean=20.33, SD=3.81).

Although the eight-factor model explained over 50% of the variation and resulted
in interesting/understandable/logical components, the test indicated that
the options with complex dimensionality reduction techniques are limited in this
sample. The relatively low respondent /item ratio (96/33) could partially explain
that estimate, as with a larger sample, correlations are estimated with higher
accuracy. Another step in instrument development could be to select the most
informative items, thereby reducing the number items and the questionnaire length,

potentially increasing its usefulness without losing information.
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Table 3.2: Proposed eight-factor solution item loadings, after removing Q10, Q12, and
suppressing factor loadings below 0.2 for clarity

. Component
Question P
1 2 3 4 5] 6 7 8

27 Malware needs to cross a threshold to be considered a weapon. -0.731 0.232

Software/malware causing physical damage to a living being, a structure

or system (a ‘cyber-physical attack’) is a weapon; software/malware
29 N X N o N R -0.602 -0.335

causing damage to data integrity, accessibility and confidentiality is not a|

weapon.

Software/malware causing damage to a living being, a structure or
30 system (a ‘cyber-physical attack’) is a weapon, regardless of the type or | 0.55 0.205

severity of damage.
a1 The damage caused determines whether the software/malware is a 0546 | 0.205 .0.249 0237 | 0217

weapon or not, regardless of the intentions of the attacker.
24 Malware is a weapon. 0.515 | 0.26 -0.273 0.233
Software/malware capabilities can be clearly differentiated between civil

44 " s -0.394 | 0.235 | -0.245 -0.346 0.312
and military applications
Software capabilities should be regulated globally, similar to the
40 N " N 0.679
production and/or proliferation of other weapons.
It makes sense to approach software/malware attacks with (traditional)
28 i :  rigger - ' 0.636 | 0.202
weapon terminology (e.g. ‘warhead’, ‘trigger’, ‘payload’):
38 Software/malware capabilities provide a deterrent in general. 0.629 0.428
36 Offensive software capabilities are vital to a state’s security. 0.485 0.446 | 0.291
39 Itis poss@le to showcase software/malware capabilities without losing a 0403 | 0.424 0.305
technological advantage.
25 Malware can be used as a weapon. 0.722
20 All malware is equally dangerous. 0.236 -0.684 0.2
22 Software and/or malware can cause physical damage. 0.628
26 Malware can sometimes be/be used as a weapon. -0.442 0.585 -0.385
2 The intention of the attacker determines whether the software/ malware 0583
is a weapon or not, regardless of the damage caused. )
23 All software has the potential to become malware. 0.394 0.54 -0.29
There are three types of objects: 1) those created for the sole purpose of|
15 being used as a weapon (offensively or defensively) 2) those created for 0376 | -0.354 | 0295 | 0.207

dual use, either as a tool or a weapon, depending on the situation 3)
those created to be used as a tool
7  Please rate your familiarity with the topic of international security: 0.748
Software/malware capabilities have rendered state-centric security

42 0.375 | -0.479 -0.443
models obsolete.

14 Weapons are only used offensively. -0.722

45  Software/malware exemplify asymmetric warfare. -0.203 0.637

35 Defensive software capabilities are vital to a state’s security. 0.248 | 0.201 0.404 | 0.423 | 0.218

43  Software/malware is a vital component of modern warfare. 0.292 0.348 0.231

18 Software should be treated like any physical object or tool. 0.342 -0.207 | 0.601
Software/malware can be separated into three types: 1) created for the
sole purpose of being used as a weapon (offensively or defensively) 2)

33 " . 0.4 0.57
created for dual use, either as a tool or a weapon, depending on the
situation 3) created to be used as a tool

6 Please rate your familiarity with the topic of computer security: 0.253 | 0.257 -0.539

a7 Software/malware capabilities lead to more insecurity than security in 0482 | 043
general.
Most attacks by software/malware fall only into three categories: 1) Mere

34 nuisance 2) Summary offences / misdemeanour / petty crime 3) 0.464
Indictable offence / felony

16 Ifan objgct with an !Jn.-p.recgdemed destructive potential is created, but 0.324 0.546
nobody is aware of it, it is still a weapon.

”n §uﬂware/malwar§ capab!lmes have propellgd a vast array of new actors 0.284 | 0.303 0.245 0521
into the security field, nationally and internationally.

11 An everyday object or tool (e.g. a cup, a chair, a shirt) can be used as a 0.226 0.303 0.348 .0.499
weapon.

46  An attack by software/malware can be considered an act of war. 0.229 | 0.294 0.295

Extraction Method: Principal Component Analysis; Rotation Method: Oblimin with Kaiser Normalization; a. Rotation converged in 90 iterations.
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3.4.1 Future Iterations

In as young and rapidly evolving field as cyber security, fundamental studies aimed
at describing constructs and understanding the perception of important concepts in
different populations are paramount. This study presented significant differences
in the interpretation and perception of three basic constructs depending on the
background and training of respondents, underlining the population heterogeneity
in the understanding of the potential of software and malware of cyber weapons.
Understanding this heterogeneity is important to prevent misunderstandings, reach
agreement on definitions, and comprehend the potency of adversaries in cyberspace.
The aim is that the standardised and objective nature of the assessment procedure
proposed in this study contributes to more efficient and valid study of basic cyber
security concepts.

On the one hand the groups and responses are very interesting, and the data is
therefore valuable. Whilst the descriptive aspect of the chapter therefore provides a
contribution to the field, methodological aspects could be improved to present better
way of quantifying and assessing the constructs. In retrospect, the questionnaire
should have had a more extensive pilot study, for example by utilising a large
student base. Thereafter, a would be performed, in turn narrowing the
questionnaire down to roughly 15 questions. Resources permitting, there could
even be two or more waves prior to final questionnaire creation. The resulting
questions could for example have three definition-based ones, three each on software,
malware, and weapons, followed by two on objects or overlapping ones. The selection
would be based on the informative questions with the highest factor loading in
their own component. Once created, this would become far more attractive: for
participants due to the reduced time constraint, and analytically due to its empiric
construction and basis for statistical evaluation. It could then be administered in
waves, giving further data for reliability analysis, for example in a process as in
Figure [3.11] Tt could also possibly include elements from the ‘Danger Assessment

Instrument’ [50] or similar sources.
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Figure 3.11: Improved questionnaire construction process

Aside from narrowing the questionnaire down as discussed above, the sources and
effects of bias may also lead to an interesting contribution, for example in the
form of an in-depth psychometric evaluation. Furthermore, it will be interesting to
conduct this questionnaire, or a streamlined version, over time to gain longitudinal

data, and to observe the changing nature and attitudes.

3.5 Conclusion

This chapter presented the results of an online questionnaire carried out to source
public attitudes towards supplementing the academic discourse. A total
of 46 questions were asked, including consent and demographics, divided into
three sections: weapons, their nature and constitution; software, malware, and
understandings thereof; as well as in the context of international security,
including capabilities and proliferation. Results included text-mined comparisons
between software, malware, and weapons, as well as a structural analysis of the
questionnaire itself via [PCA]

The responses totalled to N;,;=96, split into three groups Military N,,;=38,
Academics Nge.q=19 and Other N,,=39. The common five-point Likert rating
scale including a ‘neutral’ response was used for the majority of questions. As
the responses were not interval variables and the sample sizes differed, the non-
parametric [KWH] tests were performed to test median differences for more than
two independent sample groups; MWTU] tests were used to test variation in value

ranking between two independent samples. The [PCA] resulted in an eight-factor
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model explaining over 50% of the variation, with interesting and understandable
results. However, the low [KMO] test indicated that the options with complex
dimensionality reduction techniques are limited in this sample, possibly due to

the relatively low respondent/item ratio (96/33).

3.5.1 SaaW

Unsurprisingly, views on the meaning of ‘weapon’ varied greatly — yet there was also
some consensus: around two-thirds consider it to be an object that is designed or
can be used to cause harm or damage and is offensively driven. Despite this result
matching initial thoughts on the topic, the harm or damage could be caused through
defensive measure, particularly in light of active countermeasures. Whilst passive
elements, such as firewalls, intrusion detection systems and logging mechanisms,
are still essential, more and more defensive measures include active components,
such as ‘benign’ versions of viruses and related technologies that essentially seek
out and destroy attacking malware [8§].

When deciding whether malware is a weapon, opinions were split, as they were when
asked if a threshold is needed for this to occur. Academics are more likely to disagree
that software should be treated like any physical object, Military respondents are
more likely to agree and Others are indecisive — with the differences being statistically
significant. Given the nature of the cyber domain, the response from the academic
community is unsurprising, yet the same group often applies physical concepts to
cyber ones, for example when trying to establish what constitutes a weapon (see .
There is substantial overlap between analogies used to describe ‘software’ and
‘malware’ by the respondents. Whilst ‘software’ appears to be thought of having
a broad function, ‘malware’ is characterised by unique expressions. The same
overlap is observed between ‘weapon’ and ‘malware’, with some unique words used
to define a ‘weapon’. Overall, it appears that a ‘weapon’ and ‘software’ are thought
of as predominantly separate constructs, whilst malware is defined as a bridging
construct, connecting what is believed to be a ‘weapon’ and ‘software’. It appears as

if malware is a stepping stone to software becoming a weapon, yet something ‘more’
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is required. This ‘more’, however, remains elusive and will require more research: a
clear majority believe malware can cause physical damage but there is disagreement
as to what type of attack causes it to be a weapon, whether physical damage (to a
living being, structure or system) is needed, or whether an attack on is sufficient,
with difference between the Military and Others. This diverging opinion reflects
the debate surrounding the nature of harm in the literature [4], [295], but it also
suggest that opinions are shared across specific populations, and future work in this
area could explore this further, as well as endeavour to include mixed populations.
Whether the intent of the attacker or the damage (effect) caused is what makes
software/malware a weapon is inconclusive: on the one hand, most disagree that
damage matters regardless of intent; on the other hand, there is no consensus that
intent is the decisive factor. This is particularly interesting given that intent is
highly important in other situations, whether legal matters or inter-state relations,
and has been used to define cyber weapons. For example, based on this, Rid
& McBurney’s definition of a cyber weapon “as computer code that is used, or
designed to be used, with the aim of threatening or causing physical, functional,
or mental harm to structures, systems, or living beings” [249| p.7] would need to

be modified, adding further leeway to the element of intent.

3.5.2 (In)Security

Whether or not software/malware capabilities lead to more insecurity than security
in general, for a state, or the international system resulted in an overall split with
most respondents remaining neutral or agreeing (regardless of groups). The neutral
responses could be seen as an argument that there is no advantage gained by this
technology; in essence, opportunities are being balanced by threats. Alternatively,
the view could stem from the belief that there is sufficient robustness to accommodate
these new capabilities and/or that the security dilemma does not apply — an
interpretation running contrary to the perceived asymmetry that is heavily weighted
to the offensive [44]. The second view, however, could be used to argue for two

opposing sides: on the one hand in support of expanding cyber commands (or
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equivalent institutions) to combat further insecurity, or, on the other hand, to not
do so because it acts as a disrupting force fuelling the security dilemma.

In other domains, such as the realm of nuclear conflict, the idea of deterrence is often
drawn upon in the context of proliferation. It has also been discussed in the context
of the cyber domain [9], |[158], [192], [223], particularly given that capabilities cannot
be openly showcased. Yet, only about one fifth disagreed that software/malware
capabilities provide a deterrent, whether in general, when displayed /visible, or when
implied. Furthermore, 38 respondents believe that software/malware capabilities
can be showcased without losing a technological advantage, whilst 20 disagree.
The results favour the view that deterrence or a concept thereof applies to this
domain, regardless of contrary academic discourse [106]. There was a high level
of agreement across the groups that a large number of actors have been propelled
into the security field, both nationally and internationally, which corresponds to
the literature. To what extent these new actors have affected the traditional, state-
centric model, however, is highly disputed, and it will be an interesting question
to revisit in the future. The responses supported the choice of including state
and non-state actors, with an emphasis placed on the former, for examining what
factors motivate pursuit.

Given these various questions of exploring [SaaW|and the (in)security it brings, what
motivates an actor to pursue these capabilities? Whilst weaponisation of software
might be a new element of 21st century warfare, the pursuit and proliferation
of weapons is not, nor is the study thereof. The results of this questionnaire

provide the backdrop for Chapter [ which moves on to explores the factors that
contribute to the pursuit of [SaaW]
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The previous chapter explored the understanding of what it means for software to
be a weapon, which this chapter combines with weapon and proliferation theories
to explore what factors drive an actor into pursuing [SaaW] The purpose of the
analysis is to create a group of determinants that act as variables, which are
then interconnected to create a conceptual model. This forms the basis for an
implementation using discussed in Chapter 5| followed by case studies being

applied in Chapter [6f Whilst these elements are naturally simplified in order to
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create a model, they nonetheless introduce objectivity to the discourse on actor
motivation in the cyber domain and provide a variety of stakeholders with a
unified starting point.

First, a summary is given on how the various theories and bodies of previous
work are used to create a set of determinants, or variables. This includes a brief

introduction to the history of proliferation and the importance of power, followed by

a discussion on overarching weapon categories in this context: |[Nuclear, Biological|

land Chemical (NBC)| weapons and [SALW| The later part of this chapter takes

the theories discussed and breaks the various elements into three broad categories
of analysis pertaining to weapon pursuit: restraints, motivations, and capabilities.
Each is discussed in turn, examining interrelationships and sub-elements, both

competing and complementing, creating a conceptual model.

4.1 Proliferation to Diffusion

Whilst weaponising software might be a new element of 21st century warfare, the
pursuit and proliferation of weapons is not, nor is the study thereof. Weapons
have gone hand-in-hand with human development, utilised as tools and for security
with the earliest images depicted in petroglyphs. This rich history helps to explain
what factors contribute to the pursuit of weapons, which can then in turn be
applied to the cyber domain and [SaaW]

Within academia, security appears in various fields and guises, from politics and
[R] to cryptography, with aspects of each of these examining weapons, whether
conventional, non-conventional or digital. Within[[R] security theory was dominated
by realist thought of power as a key element throughout the Cold War, which affected
perceptions of nuclear proliferation. The temporary apathy after the dissolution
of the Soviet Union seemed to ring in the End of History [112], with the flames
of idealism and liberalist notions being rekindled. Some hailed this as a final nail
in Clausewitz’s coffin, rendering his notion of rationality and war obsolete [79],
[161], |164] and bringing realist assumptions even more into question. Yet shortly

afterwards, civil wars and conflicts erupted across the globe, ending that period.
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At the same time as the international system experienced an abrupt transformation
in the 1990s, another but different revolution began to take shape and gather
momentum, namely that of information, with parallels recently being drawn to
the ‘nuclear age’ [226]. New technological developments, the spread of the Internet
and globalisation connected states and people like never before in history, with its
pervasive nature ever increasing. Similarly to the political realm, the technological
realm followed suit and sought to extend those liberalist thoughts, with strong
sentiments towards and belief in freedom and rights, most pointedly identified by
Barlow in his Declaration of the Independence of Cyberspace in 1996. However,
the technological advancement also brought about new threats and vulnerabilities,
with an increasing number and variety of actors, ideologies, abilities and resources,
changing the very nature of the challenges faced by states and societies, changing
even Barlow’s views [93]. Whilst malicious software and attacks are nothing
new from a technical perspective, the ubiquity of interconnected digital systems,
and the dependency thereon have vastly increased the potential attack surface.
These attacks range from generic malware that can be compared to petty theft
or vandalism, to sophisticated, multi-stage persistent attacks requiring resource
intensive reconnaissance, development and testing touted as a next generation
weapon, with Stuxnet often cited as an example.

The problem surrounding cyber weapons or is often portrayed as something
new and different, with elements being “easily available to any and all actors,
nefarious or legitimate, the spread of these weapons appears particularly complex
but banal, and not so much uncontrolled as uncontrollable”[37, p.14] — yet that
phrase was used to describe SALW] not software. But are the factors motivating
development and spread the same? Can a comparison be drawn to traditional
proliferation theories pertaining to [NBC| or the more recent [SALW] discourse given
the vastly different nature of weapons?

Originally applied to the nuclear domain, and separated into horizontal and vertical
aspects, proliferation has over time become synonymous with the spread of weapons

or technology deemed dangerous to (international) security. It assumes a few-to-few
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relationship, with the actors traditionally being states. It is inextricably intertwined
with concepts of security, power, and war. The literature spans a myriad of different
interpretations and sub-schools, with one of the most used definitions of ‘security’
(within the political context) still remaining Wolfers’ from the 1960s — an absence
of threat or fear to acquired values [341]. The more formalised concept of security
developed and traditionally focussed on the three-dimensional area of our world
pertinent to a peoples’ survival, or later, a countries’ defence, covering aspects of
land and sea protection before technological advances introduced the “air domain”.
Over the course of time, international bodies were created to oversee treaties and
laws, governing conduct between, and to some extent, in states, though their reach
may often be limited for a variety of reasons, such as ratification or support forming
what was to become our current international system. Regarding nuclear weapons, a
change in perception occurred in the 1960s, when security beliefs turned to those of
insecurity, allowing for the creation of the [NPT] The space race led to a codification
of space security in the form of the Outer Space Treaty, which in essence excludes
that domain, ensures neutrality and prevents signatories from military activities,
although not the placement of conventional weapons.

Since the end of the Cold War, the literature has shifted to what motivates actors to

pursue nuclear weapons, in line with more practical definitions of security [46]. Most

proliferation literature has been devoted to Weapons of Mass Destruction (WMD)| -

weapons — often grouped together for convenience to distinguish them from
conventional weapons technologies. However, a sizeable group seems to imply
that the pursuit of one may be related to that of another, partially fuelled by US
Presidential speeches by Bush and Obama [217] or by books encompassing all three
categories [339]. Whilst the cyber domain is in many ways different to the others,
the decades of research on the motivations behind the spread of other weaponry
cannot be ignored. Similarly, nor can the concept of diffusion, which involves the
spread of technology (or more recently weapons) in the form of many-to-many, often

including organisations and groups at various levels in addition to state actors.
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4.2 Power

Power is a concept that has been studied since Aristotle, with one commonly used
definition being based on Max Weber’s work, seeing it as the ability to extend one’s
will — although many variations and nuanced interpretation exist. In the context
of global politics, power is projected within a specific scope and relates to specific
topics, for example, military actions, economic sanctions, or the ceasing of diplomatic
relations. Whilst power is not the focus of this thesis and a detailed discussion is out
of scope, concepts need to be introduced as they provide a background to discussing
not only weapons but also more subtle forms of influence and coercion, which are
vital to the debate regarding and provide connections between variables.
Since the Peace of Westphalia in 1648, the predominant powers have been sovereign
states, and, although power transition has been seen, the recent growth in complexity
and diffusion of power are new, a great proportion of which can be ascribed to
technological developments and globalisation. It is precisely this increasingly
pervasive reliance on cyber that nourishes the use of cyber power at all levels, from
strategic to tactical. could not only tangentially affect dynamics of global
power, but also be a core driver and game changer, as the cyber domain is often at
the heart of key industrial, as well as social processes. Additionally, Chapter [3| saw
that participants from the questionnaire agreed, regardless of background, that a
large number of actors have been propelled into the domain, but to what extent
they affect the traditional, state-centric model, was highly disputed.

Although concepts of power are ambiguous, varied and defy unequivocal measure-
ments, many have sought to classify and measure power, with some focussing on use
of language whilst others seek indisputable quantification. Within political science,
power began to be formalised in the middle of the 20th century, originating first as
the concept of influencing others to exert behaviour they would normally not. Over
time, the focus shifted to measuring power [146|, with early approachesﬂ seeking to

quantify power. These include national income [86] or combining national economy,

Tt should be noted that measuring power of a state or an empire was also considered in
previous centuries, for example by 1741 Johann Peter Siiimilch in Die Géttliche Ordnung.
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land, population and military power [117], some of which were then developed
further |111], [284]. The Composite Index of National Capability [282], [283] is still
in use today. This was followed by embracing greater abstraction addressing control
over resources, control over actors, and control over events and outcomes [134].

Power can broadly be seen as a push and pull function, relating to ‘hard” and ‘soft
power’ respectively, the latter a concept formalised by Nye [224] that has to be
briefly introduced. In Nye’s terms, hard power is core to realist thought and is
based upon a strategy of coercion/punishment and reward to influence behaviour
of others. Although this type of power is often reflected by conventional military
capabilities, it can also include more resource-focussed elements, such as economic
resources, with the US currently being a prime example of a state having the
capability to exert both at an almost exclusive level. Soft power, on the other hand,
is more subtle and relies on the use of resources to either attract key people who
disseminate their thoughts, in turn influencing decisions to the point they become
favourable; alternatively, it can be used to attract the greater public, which in turn
pressures its own government. This approach has gained strength predominantly
due to technology and globalisation, diversifying the number and type of actors,

their relationships and means of communication.

4.2.1 Cyber Power

The concept of cyber power has emerged alongside the cyber domain, with varying
perspectives. Nye first published on cyber power in 2010 stating that “power based
on information resources is not new; cyber power is” [225 p.3], which he then
expanded on [227]. He notes that there are many differences between cyber space
and the other domains, with the most important ones being: a human created
domain; the combination of real and virtual, as well as speed of advancement and
change is unprecedented; the cost of entry is low, resulting in a large variety of
actors; lastly, the interaction and reliance of private and public resources has also
not been seen previously. Moreover, Nye sees cyberspace being a perfect example

of a broader trend of power diffusion away from governments [226], which is also
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supported by the results of Chapter [3] Yet, his assessment of certain aspects is

questionable: for example, he did not perceive China as a threat to United States’

supremacy in the near future, nor does he address the role or ability of the [United|

INations (UN)| Security Council in regards to enforcing international treaties. In

that work, he does not address the power gained by governments from monitoring
their own population, nor the effect this may have on spreading democratisation.
This different focus is picked up by Betz [26], encompassing the “power to shape
people’s perceptions, beliefs and ideals in ways that structure their responses to
events in ways that are congenial to one’s own ends” |26} pp.9].

Sheldon on the other hand believes that its purpose revolves around “the ability
in peace and war to manipulate perceptions of the strategic environment to
one’s advantage while at the same time degrading the ability of an adversary
to comprehend that same environment” [271, p.96], building on Kuehl’s work.
Whilst some aspects are analogous to Nye [225] (e.g. the low cost of entry or
the ability to be stealthy), others share rudimentary similarity but are branched
differently (e.g. cyber power’s complementary nature), yet others are very distinct,
such as cyber space’s electromagnetic spectrum reliance. From his perspective, there
are two main limitations to understanding cyber power: firstly, due to the greatly
varied schools of thought, the perspectives and thus conclusions on the domain itself
are greatly different; secondly, the literature gap between a state’s capabilities and
their actions. Meanwhile Gomez [121] attempted to identify what cyber strategies
states may use against each other based on historic cyber conflicts, aiming to provide
a basis establishing controls as well as effective deterrence. In his analysis, he groups
states by their perceived cyber power, examining their inter-relationships, resulting
in a view of the cyber domain that is divided, and at times, even conflicting.
Rowland et al. published two papers on cyber power [252], [253], in which they
discuss this new domain’s properties and actors. In their first work [252], they seek
to clarify what it entails to be a cyber power and what components are necessary to
achieve this, addressing both, state and non-state actors. They focus on what cyber

space and a corresponding cyber entity is, including themes such as ideology, profit
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motivation and infrastructure (physical and cyber), as well as human components of
these entities, such as citizens, shareholders, or casual participants. In their second,
more expanded paper [253], they explore where cyber power is heading and whether
it will trump traditional sea, air, land and space power. They use power theories
employed in the physical world to examine cyber power and states wielding it,
addressing state as well as non-state actors. After a brief introduction of the history
of power they settle on using the diplomatic, informational, military and economic
power (DIME) model created during the Carter and Reagan administrations [53],
[243]. In contrast to Gomez, they group national powers into five categories based
on domination, building on Kokoshin’s work. Non-state actors are also covered, in
particular multinational organisations, terrorist groups and organised crime.

Whyte [336] published an alternative framework for understanding the sources of
national security and cyber power, particularly questioning whether cyber weapons
can be used to influence global power dynamics. He asserts that although there
has been an emergence of analytic and technical work regarding cyber and national
security, the focus has been too greatly on the state, its power, and the cyber
domain. Furthermore, he goes beyond Nye’s and others’ beliefs of power diffusion
and seeing cyber space merely as empowering lesser states: he argues that digital
advances not only mobilise but also create power in latent and societal terms, with
wide-scale regular attacks on non-CNI having a large effect on states, diminishing

potential and creating a deficit as a result. Addressing cyber weapons specifically,

Whyte differentiates between [Cyber Weapon of Mass Destruction (CWMD ){ and

ICyber Weapon of Mass Effect (CWME)| to then implement a predator-prey model.

It represents international affairs and explores the potential capacity-altering ability
of CWME” [336, p.102] from the perspectives of state power and agents. For ‘mass
destruction’ in the context of cyber security, he “refers to the targeting of particular
critical systems with sophisticated payloads at opportune moments” [336| p.104].
Furthermore, although he acknowledges the difference between cyber attacks and
exploitation, he merely sees them at the functional and not the strategic level.

He states that “[...] digital instruments lack a singular function. Unlike nuclear
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weapons [...] the shape of digital methods [...] depend very acutely on the technical
environment in which they are deployed”, which is reflected in the nature of policy
allowing for “situation-specific cyberweapon deployments rather than massive ones”
[336}, p.102-103]. As an example, he references Stuxnet, and less destructive but
more information gathering and exfiltration software, including loss of intellectual
properly. The importance of for cyber security and their relevance comes
from them being designed for the purposes of sabotage with a massive ripple effect
affecting a country’s ‘refresh rate’ following the predator-prey model that describes
the dynamics of two species interacting in biological systems.

Regarding the utilisation of these weapons, particularly [CWME] he hypothesises
that it may be predominantly used in private civil and industrial society, followed
by governments in classified operations. Whyte also raises a concern that often
the debate of cyber capabilities turns on the character and quality of a state, as
opposed to the nature of the security environment. This leads to the issue of
governance that will remain particularly challenging from his perspective, not only
due to the gaps between technological change and speed of policy making but
also as it may not be in the interest of a state to govern cyber weapons — any
regulatory success is contrary to motivations of pay-off. Furthermore, Whyte sees
difficulty in the verification of implementation of frameworks, as well as neutrality,
credibility, attribution, and trust: all obstacles that followers of this discussion are
familiar with. Yet there is also hope that more data collection or modelling might
allow for pattern detection and a quantitative analysis of impact. In summary,
Whyte insists on the importance of revisiting relationships and interactions in cyber
space to fully comprehend the power dynamics, particularly in relation of cyber
weapons. He further warns of low-impact but long-term operations, particularly
theft of intellectual property, as that undermines a state’s growth potential and

resources, in turn limiting leverage as well as credibility.



84 4.3. Nuclear Weapons

4.3 Nuclear Weapons

Since 2010, there have been numerous comparisons between nuclear and cyber
technologies, ranging from academic work for example on deterrence aspects [61] to
statements by various military personnel and ministers around the world [62]. Whilst
main criticisms of comparing nuclear and cyber focus on the sheer destructiveness,
the assuredness of destruction, as well as a lack of common understanding, lessons
can nonetheless be learnt, particularly when taking the problems faced in the
early stages of the nuclear age into account, when nuclear learning was “slow,
halting, and incomplete” [226] p.36].

In the decades since the introduction of nuclear weapons, a large repository of
literature has been built, resting on competing traditions and schools of thought
that have sought to provide an explanation and coherent theory of why, and at
times how, states proliferate nuclear weapons. The late 1990s saw the publication
of Sagan’s now seminal article outlining three models, or core motivators: security,
prestige and domestic politics, contrasting the then near-consensus that “states will
seek to develop nuclear weapons when they face a significant military threat to
their security that cannot be met through alternative means” [255, p.54].
However, no single theory can account for all the historic scenarios thus far [321].
Instead, each theory has varying degrees of explanatory power, with different
strengths and weaknesses for specific scenarios [58]. Whilst the two domains —
nuclear and cyber — are very different, certain comparisons can be drawn based

on elements from the various schools of thought discussed below.

4.3.1 External factors: Flavours of Realism

Although a detailed discussion on the various schools of thought is beyond the
scope of this thesis, [Rs rich tradition of thinking provides valuable context and
thus it is briefly summarised. Within the political security theory and [[R] discourse,
the realist tradition has been one of the most prevalent schools of thought, with
seminal works by Carr [52] and Morgenthau [213] laying the modern foundations.

Classical realism focussed on the brutal reality of the world rather than its ideal
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state. Taking the pessimistic view of constant conflict across human history, the
main analytical tools became security and power [47], with state actors as the
protagonists. In this tradition, Waltz first pursued the origins of war in his famous
work ‘Man, the State and War’ [327], before contesting aspects in his next work
[329] formalising what became to be known as neo-realism.

Also referred to as structural realism, neo-realism aims to explain the relative
peaceful period during the Cold War — but not weapon proliferation per se. Neo-
realism embodies the idea that the structure of the international system itself
influences and affects international politics, as well as outcomes, with power being the
most important factor. There are also some differences which are more philosophical
in nature, such as that realists seeing the flawed human nature as a root cause of
conflict, whereas neo-realists ascribe these to the anarchic system. In further work,
Waltz also addressed the origins of war [328], with an expansion by Mearsheimer at
the beginning of the new millennium adding ‘real-world’ applicability [206].
However, observed changes and power shifts, such as the rise of non-state actors [324]
or technology were not quickly absorbed or accepted into the theoretical framework.
Weak predictive power led to a call for re-introduction of various elements, resulting
in a far more complex and dynamic version of neo-realism, driven by Buzan, Jones
and Little [48] — but without application to nuclear proliferation. Waltz however
did, combining it with rational deterrence theory [256] whilst remaining cautious
regarding its explanatory power. More nuances are offered by splitting power into
economic and political aspects amongst others [87], or the inclusion of domestic
issues and organisations that affect various actor types differently [25]. Waltz
developed his theory further in a discussion with Sagan [257], allowing for an actor

to have organisational or even individual levels.

4.3.2 Internal Factors: Domestic and Organisational Ele-
ments

Roughly a decade after Waltz’s development of neo-realism, a new approach sought to

analyse the issue of nuclear proliferation from the bottom up [245]. Reiss introduced
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economic cost, political opposition, international disincentives, environmental risks
as well as global public opinion, all of which affected leadership attitudes towards
proliferation but cautioned against generalisations.

Another major counterbalance is the liberal tradition, which in its neo-liberal form
agrees on the same epistemological approach as that of neo-realism (rational nature,
state-centricity) but has a more optimistic perception of human nature. It includes
internal elements as core factors [55], [289], seeking to adjust the security concept to
reflect the changing nature of world politics, society and power distribution. Moving
away from the Hobbesian state of survival, it includes non-state actors, individuals
and [NGO¢| as well as, inter alia, economics. This explains why actors with liberal
democracies move towards shared norms and values, creating a security community,
and it accounts for actors with a nuclear option but without a large arsenal. This
approach might be applicable to the cyber domain, once idealism is put aside [102].
As part of this, some argue that the political system has a direct effect on nuclear
proliferation [55], [210], [261], with democracies appearing to be less likely to
pursue it. Yet others disagree [153], [211], [212], with empirical studies existing
for both arguments [148], [149], |[159], [286], [332]. Similarly, the belief that public
opinion can be a direct influence (and thus stronger in democracies) swings both
ways, with arguments for negative [63] and positive |178] correlation based on
an actor’s political system.

Nonetheless, these theories also do not fully explain the proliferation challenge, with
Meyer [208] adding a three-step decision-making process: a latent capacity decision
leads to an operational proliferation capability, followed by an operational program.
This process can be used to explain externally perceived inconsistency in actions
regarding nuclear proliferation, as hurdles and setbacks are faced internally. Sagan
[254], [255], a fierce critic of rational deterrence theory and Waltz, focusses on the
role of organisational entities in the process of decision making, using many of the
same assumptions as outlined above. Believing that nuclear weaponry is a great

destabiliser, he tackles the central beliefs of states being rational unitary actors.
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4.3.3 Cognitive, Sociological & Interdisciplinary Theories

Psychological approaches attempt to fill the gap left by the other theories when
addressing irrational behaviour or decisions by looking at belief systems. Drawbacks
however include the view of others being shaped by their own beliefs with projected
perceptions causing misinterpretations. Applied to nuclear proliferation and creating
the ‘myth-maker’ model in the process sought to counter this |189]. Another
theory centres on cross-national expert groups, sharing common goals beyond
national interests, and has been used to address instances of nuclear proliferation
(or lack thereof) [3], but it does not explain when or how one group can topple
another, nor does it allow for aspects found in learning models which address
doubt and belief transitions.

A downside shared by these theories is the difficulty of quantifying psychological
elements, as well as their limited scope, inviting sociological approaches. These
seek to examine the relationship between elements as varied as technology and
beliefs or events. Mac-Kenzie [194] connected these elements in his ground-breaking
analysis of nuclear missile guidance, which was applied to nuclear proliferation [107],
reintroducing technical, historical and sociological factors without necessitating
deterministic approaches in the form of social construction of technology theory.

The large number of dependent variables, however, often prevents prediction.

4.4 Biological and Chemical Weapons

The mid 1980s saw a rise in concern regarding the spread of biological and chemical
weapons, though their watershed moment dates back to the First World War [290],
leading to the [CWC]in 1997. Unlike nuclear weapons, biological and chemical ones
are relatively inexpensive and easy to produce. A large proportion of the required
materials for chemical weapons can be used for legitimate (dual-use) purposes and
deployed via basic delivery mechanisms — a similarity to [SaaW] despite an otherwise
very different nature. Certain biological agents, such as Anthrax, can be grown

in less than a week and are even cheaper to produce.
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If these different weapons are sought solely to further security, then the effort to
reduce the proliferation of one type may cause greater interest in another, a theory
suggested previously [25]. Some work has been done to document the weapon
spread comprehensively, for example including the delivery systems and technical
capability requirements [64]. It has also been suggested that protection against
insurgents may be a motivator [290, p.96] or to spread terror [344].

The research focussing on the interrelationship of the three types is limited, with
one notable exception concluding that the underlying demand was indeed correlated
[151]. Furthermore, the weapons appear to function as complements during the
pursuit stage, but become substitutes upon acquiring nuclear weapons, thus the
coining of the term ‘poor man’s atomic bomb’. In this sense, may become
an even poorer man’s weapon of choice; however, the destructive element and
shock-factor is currently not near that of weapons.

Comparisons to the cyber domain have been made, for example by exploring the
applicability of the [115] as discussed in Chapter [2| Another approach has
been a side-by-side analysis of common characteristics between biological and cyber
weapons [173], which in summary are: problems of attribution; multi-use nature of
the underlying technologies; attractiveness to weaker powers and non-state actors
due to asymmetry; force multiplication; potential for collateral damage; importance

of secrecy and surprise; and, lastly, questionable deterrent value.

4.5 SALW

Gaining traction in the late 1990s, the discourse on [SALW]has grown exponentially
since, however often with a stronger policy than academic focus. The early work
centred on [SATW[s uniqueness, or the question thereof, not unlike the recent
work on all things cyber. Whilst annual yearbooks on the topic exist, such as the
‘Small Arms Survey’, a very limited number address an overarching framework:
application of diffusion to the topic |[172], layer addition to the model of conventional

weapon spread allowing for more grey and black market areas [176], [177], and the
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creation of a new, three-level framework aiming to better uncover the dynamics
and structure of [37].

More specifically, Bourne suggests three images of weapon spread: the availability
and acquisition structures of technology, which includes know-how at a global level,
as well as the respective infrastructure; the availability and acquisition structures of
weapons, split into the trade threshold, supplier base, recipient base and non-state
threshold; and lastly, the policy and normative structures affecting acquisition
[37, pp.17-34]. He also questions the prevailing concepts of a vast, global
stock combined with buzzing illicit trade and shadowy brokers (ibid., p.34). This

depiction appears to be also rather on point regarding many aspects of

4.6 From Theories to Determinants

As discussed in sections above, there are a great number of theories and explanations
on what drives actors to pursue weapon technologies, ranging from external to
internal, sociological to technological or economic factors. One possibility would be
to delve deeply into a specific school of thought and then build upon that; another
approach would be to analyse strengths and weaknesses. However, with the aim of
creating a balanced and comprehensive basis for discussion, this chapter draws up
a set of variables capturing as many factors as possible, with similar work having
been done in the nuclear realm [71], [110], [147].

The numerous factors have been extracted from various theories discussed above
and broken into three sub-sets, before having been applied to [SaaW] focussing
on the source of the impetus: motivation, capability, and restraint — all of which
are interlinked. The weighting of these factors depends on the actors in question
and their goals: for example, is the actor a large nation state that intends to
create a Stuxnet-like weapon, or a small group seeking to run low-to-medium
level interference?

While the model presented below allows modularity, future work seeks to increase

node granularity and apply additional levels of fine-tuning, as well as create a
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wider case study pool. Each node can be explored further and split into sub-
elements. It should also be noted that in reality almost all nodes are interconnected,
and that these connections are often bi-directional, i.e. A affecting B but also
B affecting A. However, in order to create a model that can be implemented as
a BN] discussed in Chapter [, they have been made acyclic depicting only the

most influential connections and nodes.

4.6.1 Restraints

Restraints are, essentially, reasons for an actor not to develop or proliferate
and they could also form part of the motivation group, albeit in a negative manner.
Against a backdrop of increasing and intensifying conflict arising in the cyber domain,
it is particularly important to explore and analyse what elements can limit, or even

control, further escalation. These restraints have been split into four main elements:

» Potential Collateral o International Agreements
e Domestic Safeguards o Fear of Retaliation

These in turn have one or two sub-levels of factors, namely:

e Human Collateral o Opponent’s Alliances
o Environmental Collateral o Public Perception
e Opponent’s Military Power e Security

4.6.1.1 Potential Collateral

The inclusion of this node serves a dual purpose, firstly to connect to conventional
warfare methodology, and secondly, to allow for future developments that will likely

lead to even greater interconnectivity, such as the [oT}

Standard methodology exists in conventional warfare to identify and assess collateral
damage, as “definitions are clear and the harms described are tangible because
they relate to persons and property” [251], p.11]. For example, standard
AJP3.9, pertaining to Allied Joint Doctrine For Joint Targeting, has Section VII

devoted to collateral damage considerations. For the purpose of [Collateral Damage]
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IEstimation (CDE)| collateral damage is here defined as “the unintentional or

incidental physical damage to non-combatants, non-military objects or environment
arising from engagement of a legitimate military target” [219, p.25]. Furthermore,
“CDE provides a probability, but not a certainty, of collateral damage for a specific
weapon system” with a “methodology [that] recognises levels of collateral damage
as estimated by certified analysts” [219] p.26]. This is a process that can be planned
and managed for, but becomes problematic in the cyber domain given the highly
interconnected, and often nebulous, nature.

SaaW| are considered to pose a much smaller risk, particularly risk to human life
because of their non-kinetic nature [200]. At the same time, many publicly known
attacks have been indiscriminate causing collateral damage, despite examples that
they can be highly discriminate, with comparisons having been made to precision-
guided munitions [2]. With yet growing interconnectivity and ubiquity on
the horizon, including autonomous vehicles and biomedical devices, the potential
for collateral damage will likely increase.

This node includes the sub-nodes Human and Environmental Collateral that could
occur as part of use, such as unintended consequences. Three other sub-nodes
have been considered: an economic node to denote financial ripple effects, a node
to represent [CTA] and related damage to IT and digital systems, and one node
to represent reputation. Whilst they are not currently part of the model, they
have, amongst others, also been suggested by respondents in the context of an

instantiation of the model (see Section [6.2).

4.6.1.2 Domestic Safeguards

Safeguards often come in international and domestic forms and are considered to
be (voluntary) control measures. Examples of the former in the nuclear domain
include unrestricted access, inspections or monitoring systems supporting the claim
of a peaceful nuclear program. However, this is not the case for given their

nature and a lack of formal legal rules pertaining specifically to questions of cyber
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security or warfare, as discussed in Section [2.2] International safeguards are limited
to the International Agreements discussed below.

The domestic form encompasses specific steps taken by an actor to conform to
obligations. Taking the nuclear domain as an example again, this would include
the Office for Nuclear Regulation in the UK, which supports and intervenes with
duty-holders, including Euratom and TAEA] Cyber equivalents however are hard
to come by. Instead, this node currently relies on Polity IV Data and Public
Perception. Whilst the influence of these two nodes can be disputed, accounting

for them gives increased flexibility for future work.

4.6.1.3 International Agreements

As discussed previously, there are no agreements binding actors, although there
has been some scholarly work on the topic [116], or the study on how international
law might apply to cyber warfare [266]. Nonetheless, aspects of the Wassenaar
Arrangement pertaining to malware and its related technology apply [330], as

do other ‘traditional’ agreements.

4.6.1.4 Fear of Retaliation

The pursuit of new weapon technology usually threatens to upset the balance of
power, whether at a local or global level. Particularly state actors may fear reprisal
but may gain a bargaining chip to (re)negotiate trade deals, aid, or status. It
could be argued that retaliation is to a large extent bound to attribution, which
presents a problem in the cyber domain, given the problems thereof, as well as
lacking international agreements or explicit norms. Nonetheless, offensive cyber
ambitions made official could fuel other actors’ ambitions or invite cyber attacks.
Retaliation via non-cyber means is possible in the near future, with arguable only
two known examples thus far including the 2015 US drone strike that killed the
then-head of Daesh’s hacker groups, Junaid Hussain, as well as the 2019 Israeli
Defense Forces launch of an air-strike in retaliation to a cyber-attack by Hamas’

cyber operations amid a periodic flare-up in tensions and hostility [98]. For non-state
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actors, external threats may intensify if they are known to seek out additional

weapons, particularly ones.

One additional aspect to consider is the US Active Cyber Defense Certainty Act

introduced in 2017 [126], extending the powers of victims of cyber attacks beyond

the limits imposed by the [Computer Fraud and Abuse Act (CFAA)| of 1986. It

allows authorised individuals and companies to legally explore systems outside

their own networks in order to:

 Establish attribution (source, nature, cause)

o Disrupt attackers without damaging systems

o Retrieve and destroy any files stolen during the course of the attack
o Monitor attackers’ behaviour

 Use beaconing/dye pack technology

However, this is not agreed upon internationally, and such cross-border activities
could thus lead to an incident, in turn affecting the probability of retaliation.

The Fear of Retaliation has currently been split into Opponent’s Military Power
and Opponent’s Alliances. Additional nodes could include economic factors or the
probability of attribution. It would also be feasible to essentially include a ‘copy’ of
the model but from the opponent’s perspective, or to create several versions based

on not only the envisaged but also target and attack type.

4.6.1.5 Sub-Levels

Human Collateral For many actors, human collateral damage is to be avoided
where possible and is illegal under many definitions. For example Article 51(5)(b)
of the 1977 Additional Protocol I to the Geneva Convention prohibits “an attack
which may be expected to cause incidental loss of civilian life, injury to civilians,
damage to civilian objects, or a combination thereof, which would be excessive
in relation to the concrete and direct military advantage anticipated” [83]. Aside
from the moral and ethical aspects, it also damages an actor’s reputation. There
are however some exceptions, such as specific terrorist groups who do not ascribe

to international norms and instead thrive on collateral.
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Cyber attacks (currently) rarely reach the required level of harm, which from the
armed forces perspective is considered to be an operation that causes injury or
death to persons, or damage or destruction to objects [267]. This does not include
inconvenience, fear or stress. Indirect effects are more likely, for example in the form
of inadvertently affecting components used in personal devices, medical institutions,

or traffic control systems, as have been seen in attacks such as WannaCry.

Environmental Collateral Damage to the environment has been associated
with [NBC| weapons that have a lasting effect through pollution or contamination.
Here, the meaning has been expanded to include the cyber environment, thus
encompassing for example the loss or destruction of data. In future versions the

cyber component will become a separate node.

Public Perception History has shown how public perception can affect policy,
whether via debates, protests, or elections, whilst the previous chapter highlighted
the differences in opinions on Overall, it appears that is considered a
‘clean weapon’, particularly in comparison to traditional alternatives, which may

greatly reduce resistance to their use.

Opponent’s Military Power Military strength combined with the will and
ability to project it are often considered to act as restraining elements. Whilst this
can be assessed in regards to traditional weapons and domains, it is complicated
by the cyber element.

Firstly, an opponent may decide to retaliate via conventional means, though this is
unlikely in light of a ‘mere’ cyber attack as it would not be seen as proportionate.
However, it may be the proverbial tip of the iceberg, particularly during times
of rising tensions or conflict. Secondly, assessing relative military power within

the cyber domain is problematic given, inter alia, the anonymity and limited-

use nature (see Chapter .
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Opponent’s Alliances Alliances play an important role when an actor may be
considered ‘minor’ or ‘weak’ but has strength through their partnerships, particularly
military ones, such as[NATO] Whether a cyber attack alone would lead to invocation

of consultation articles or even collective defence ones (such as Articles 4 and 5,

respectively, in [NATOfs case), is under discussion [8], [137].

4.6.2 Motivations

Clearly, without any motivation to develop and proliferate the best capabilities will
not be utilised and are rendered irrelevant. Nonetheless, it should also be noted
that negative motivation can act as a restraint, and wvice versa.

Motivation itself is not a single entity but a combination of various interlinked and

sometimes competing factors, which can be further split into five main factors:

o Fear of Retaliation o Domestic Policy e Economic Factors
o Foreign Policy  Ideological Factors

Similarly to Restraints, these elements have several interconnected sub-levels:

o Public Perception o Historic Factors
e Security
o Industry Interests » Religious Factors

4.6.2.1 Fear of Retaliation

The lack of fear could be motivation itself, stemming from the opponent’s inability
or willingness to retaliate. The former may be due to the opponent’s lack of power
or alliances, or the attribution problem with its plausible deniability; the latter
could stem from normative or policy constraints. In short, knowing reprisal is

unlikely can thus act as an incentive.

4.6.2.2 Foreign Policy

Concerns about security often manifest themselves in an actor’s foreign policy, or a

non-state actor’s equivalent, possibly as a response to threats to sovereignty.
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This is in turn influenced by Public Perception, Security, Industry Interests, Historic,

and Religious Factors.

4.6.2.3 Domestic Policy

This node represents the various internal pressures experienced by the actor, with
the weighting dependent on the scenario. For example, public opinion might have
a strong influence on one actor yet be irrelevant for another, whilst in others this
could be the case for religious aspects. It reflects the actor’s narrative and stance
towards weapons in general, and will include defence against criminal activity,
particularly for a state actor.

Non-state actors may not have domestic policy to manage; however, their public
image (within the group and externally) is often of great importance, which can
be seen in groups as different as Anonymous and Daesh.

Domestic Policy shares Public Perception, Security, Industry Interests and Historic
factors with Foreign Policy, alongside of two additional ones, Polity Data and

Religious Factors.

4.6.2.4 Ideological Factors

In this model, an actor’s ideology is comprised of Historic and Religious Factors,

currently not accounting for aspects such as ethics or morality.

4.6.2.5 FEconomic Factors

Modern society relies heavily on the cyber domain, so whilst for example stable
state actors may not profit in the form of the traditional arms industry, they do
so by providing a secure technological environment that can attract and defend
businesses and investments.

Unstable or rogue states on the other hand may actively use malware for financial
gain, similar to criminal organisations, terrorist groups or other nefarious non-state
actors, as well as individuals. Alternatively, they may be involved in grey and

black-market activities, from selling (or buying) botnets to zero-days. It should
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be noted that legitimate forms of income utilising vulnerabilities also exist, for

example in the form of bug bounty programs or penetration testing.
4.6.2.6 Sub-Levels

Public Perception If the narrative can present as a solution without
collateral and relative low cost in comparison to traditional alternatives, opposition

is likely to be limited.

Security This element has been a strong motivator for arms acquisition, and
this is not changed by the cyber element, particularly in the case of a state actor.
Threatening conditions are highly dependent on the actor but also the regional and
global security situation, as has been shown for example in the nuclear domain.
The threat, however, is no longer limited to ‘weapon reach’, security guarantees
are less effective, nor is there a traditional period of mobilisation. Indeed, the
potential adversary may not even be fully known. Another aspect is the fact that
cyber infrastructure has become a core element of modern society, thus creating a
myriad of additional attack vectors, and making it difficult to balance offensive
and defensive elements. An analyst may choose to include comparative indicators,
such as conflict history or enduring rivalries. This node has four components,
Global Security, Regional Security, National Security and International Prestige.
It should be noted that in this model, the first three of those components have
an inverse state relationship with the Security node. For example, if the state of

Global Security is set to ‘low’, the idea is that it is a ‘high’ motivator.

Global Security This node represents the level of global security as perceived by
the actor, and its relevance greatly depends on the actor. Data is sourced from

Militarized Interstate Dispute [233] and Correlates of War [260].

Regional Security Regional disputes, whether territorial, religious, or
economic, have been a cause of instability and conflict for millennia. Whilst

technology has transcended regional constraints, locality still plays an important
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role, as can for example be seen in the relations between India and Pakistan, or the

Ukraine and Russia. This node uses the same source data as Global Security.

National Security Whilst non-state actors do not have national security
per se, they do have group security interests and often face numerous external
threats. The nature of cyber weapons and their reach may allow a group to strike
from the relative safety of another place, act as a force-multiplier or source of income,

particularly if they lack capabilities for, or inclination towards, traditional weaponry.

International Prestige Important throughout history, from times of war
to peaceful competition, there is an added complexity regarding cyber weapons:
it is often of interest to an actor (particularly a state actor) to keep capabilities
a secret and avoid overt showcasing, and to ensure plausible deniability after
an attack. Attribution will still occur (and thus prestige will be gained or lost),
but at a much higher level of uncertainty.

Non-state actors on the other hand may wish to advertise their capabilities and
successful exploits, challenging their perceived status — for altruistic or nefarious
reasons. It may also affect recruitment or economic gain, whilst individuals may
seek ‘bragging rights’ or use prestige gained as an entry to specific groups. This

node is also influenced by historic factors.

Industry Interests This aspect is vital in respect to cyber weapons, particularly
given how interconnected and reliant modern society is upon this technology.
State actors may derive scientific impetus from dual-use and civil applications,
underlying economic pressures or the fear of being ‘left behind’ Sheer curiosity
is more likely to apply to individuals or organisations that are constrained by
different accountabilities.

The traditional arms industry is a lucrative business for many actors, particularly
from export weapons and weapon systems. The cyber domain does not have an

equivalent, although security products could be considered part of this. However,
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actors can profit by providing a technological environment that can attract (and
defend) businesses and investments, or via service industries and start-ups. These
also affect foreign and domestic policy, for example through trade agreements.

Unstable or rogue states on the other hand may actively use malware for financial
gain, similar to criminal organisations, terrorist groups or other nefarious non-state
actors, as well as individuals. Alternatively, they may be involved in grey and
black-market activity, from selling (or buying) botnets to zero-days [1], [30], |128],
[296]. It should be noted that legitimate forms of income utilising vulnerabilities
also exist, for example in the form of bug bounty programs or penetration testing.
For non-state actors, the focus may be more one of having to stay ahead or to
overcome barriers; individuals on the other hand may consider this as a challenge
or a way to make themselves known. At the same time, security researchers may
stumble across vulnerabilities and find attack vectors in the lab, hopefully adhering

to responsible disclosure procedures and preventing attacks in the wild.

Historic Factors An actor’s history may affect motivation to develop and
proliferate weapons, whether as part of a conscious decision or cultural bias. For
example, it provides some explanatory power as to why Germany does not engage in
nuclear weapon technology, despite technical and economic capabilities. An actor’s
history directly affects foreign and domestic policy, but also contributes to an overall
ideology. It should be noted that an actor’s history may affect motivations differently

when comparing cyber and traditional domains because of the nature of [SaaW]

Religious Factors This source impetus is likely to be negligible for a large
proportion of state actors, however, it can be a vital narrative for a small subset,
as well as for non-state actors, and therefore warrants consideration. Initially
set as a sub-element of domestic policy, the changing distribution of power and
emerging actors, as well as the asymmetric nature of the cyber domain that is
heavily weighted to the offensive [44], has propelled this factor to become a separate

node with direct motivational effect.
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4.6.3 Capabilities

An actor’s capability is also of essence: without that, the only options to gain

are to steal or buy. The capabilities can be split into six elements:

e FEconomic Factors o Tactical e Development
o Strategic o Research » Reconnaissance

4.6.3.1 Economic Factors

Cyber weapons are orders of magnitude cheaper than most traditional weapons,
however they are often single use, have a limited lifespan and, if highly specialised,
are only useful against a very specific system — particularly if collateral is to be
avoided. Elements can of course be reused, for example Stuxnet and its cousins [24],
and it can potentially be fully re-used until discovery. Thus, whilst cheaper, there
is no single blueprint or mass-production ability — at least not for the ‘top range’.
All actors will therefore need to constantly invest in research and development,
intelligence gathering, test beds/testing, hardware purchases, infrastructure, and
human resources amongst other things. It should however also be noted that
since Stuxnet, the cost for that ‘weapon’ would have decreased substantially due
to evolving technology. Those actors not concerned about collateral or with less
specialised targets are even less constrained financially, being able to adapt known

malware, hire bots [195], [240] or hackers [1§].

4.6.3.2 Strategic Factors

Scholarship, including at professional military education institutions, often breaks
war into three levels: tactics, operations, and strategy [95]. Strategy is considered to
be an idea of how to employ national instruments of power in a coherent manner to
achieve certain objectives, whilst tactics refer to the order and use of various forces
in relation to one another, and operations forms the ‘glue’ between both [95, p.17].
For state actors, there must be a strategy for using weapons in the cyber domain,
whether a generic long-term plan or for specific aims, or even to allow for the

possibility thereof. It should act as a guide of how various departments/teams will
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interact in the future, without which cyber weapons are a loose end in military

operations [23§].
4.6.3.3 Tactical Factors

This element pertains to how strategic goals will be carried out ‘on the ground.
For weapons in the cyber domain, this could for example entail the delivery or
dissemination via cleverly placed USB sticks, or the management of a specific attack.
State actors will need a coherent framework for action and conduct, neither of
which limit non-state actors. However, non-state actors may lack the resources,
from infrastructure to sufficiently trained personnel. The ‘operational’ element
is currently not modelled.

It is partially dependent on an actor’s Military Spending (or equivalent for non-state
actors), as well as other factors such as the skills of the personnel and equipment,
which are currently not represented separately. In turn, the tactical capability
directly affects the delivery mechanism, particularly if it involves remote locations
and requires inside access or other forms of direct physical access. This link
is again more important for state actors, but even small groups or individuals

need to consider this element.

4.6.3.4 Research

Previously forming a single node together with Development, it now encompasses all
related research, whether academic, industrial or government based. For example,
a specific vulnerability could be found via academic research in an institution
that follows responsible disclosure procedures and has no skills in the utilisation
and weaponisation thereof. It directly influences technical aspects (7est Bed,
Payload Package, and Delivery Mechanism) but also informs the actor of possible
capabilities (offensive and defensive). It should also be noted that this area is
advancing at a much greater pace, similar to the overall domain. Furthermore, a
large proportion of research is published or even open source, therefore allowing

for the application and use by others.
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4.6.3.5 Development

Similar to the economic aspects above, the constraints are based on what result
is envisaged by the actor. Custom code requires extremely high expertise, whilst
basic SQL injections or similar attacks are rudimentary: the difference is akin to
bespoke architecture versus mass produced large panel system-building.

It is formed by the technical aspects of Test Bed, Payload Package, and Delivery
Mechanism but it is likely to involve wider considerations, such as measures to
prevent blow-back or collateral damage. In the case of Stuxnet for example, great
care was taken to avoid collateral damage, unlike later indiscriminate attacks
based on parts of the same code. It could be argued that state actors may be
held to a higher level of responsibility, however, the question is whether this
would be upheld in times of war.

A previous iteration of this model focussed heavily on the technical aspects, with
various sub- and sub-sub-elements, for example breaking down delivery mechanisms
into direct/indirect types, with insiders, externals, bot-based, drive-by-downloads,
social engineering and so forth. Similarly, the payload element was broken down
into various aspects such as code development, with its different attack vectors
and obfuscation techniques. However, without a very specific scenario, technical
experts and access to classified data it is not possible to gain more information
than from only using the three sub-nodes Test Bed, Payload Package, and Delivery
Mechanism (for examples, see Appendix .

On a side note, expertise in this area has far fewer barriers to entry and is not
limited to the traditional academic route: every day digital devices have increased
greatly in processing power, have dropped in price and there is an endless number

of resources available for free online.

Test Bed Experiments are used to test weapons by confirming their usability
and reliability, to measure potency and to improve the technology. New weapons
are tried out in laboratories, in designated areas, ranges or underground, often

targeting mock-up buildings. The majority of weapons nowadays are created
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as part of production lines, becoming more and more correct by design, limited
to testing to random samples.

In the context of cyber, this however is not the case. Whilst a large proportion
of kinetic weapons can be used on a variety of targets, usually require
specific vulnerabilities to have the desired effect. This is particularly the case when
attacking a highly specific system, necessitating a Test Bed acting as mock-up of

the target. The importance and sophistication of the Test Bed varies according

to the type and goal of the envisaged [SaaW]

Payload Package Whilst splitting the payload and delivery of in this
manner is a gross oversimplification from a technical perspective, it does serve
the conceptual purpose of this model.

Here, the Payload Package refers to the computer code that causes harm in the
target system. This also includes components for propagation, detection evasion and
sustained communication with the attacker or deletion in cases this is applicable.
Future work should include an expansion of the technical intricacies, such as
high-level suggestions shown in Appendix [B] which include bot(net) and C&C

components, or more detailed build, install and delivery mechanisms.

Delivery Mechanism Similarly to the node above, this node does not accurately
reflect the division of labour but is sufficient for this discussion. Here, this node
refers to means of transporting the Payload Package to the target system. This
could be achieved through a variety of means, ranging from exploits, drive-bys and

man-in-the-middle attacks to phishing or well-placed USB sticks.

4.6.3.6 Intelligence (Intel) & Reconnaissance (Recce)

Also known as recon, this node refers to intelligence gathering, such as information
about the target systems’ hard- and software components, the location, as well
as the human element. It is to some extent limited by the financing available,
which for many states comes from a combination of military assets and Military

Spending, as well as other intelligence services. A further source of information
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may be bought or stolen data, which may be more commonly used by non-state
actors lacking resources for their own operations. This outsourcing option seems
likely to play a far greater role in the cyber domain, particularly due to increased
anonymity and plausible deniability.

Information was originally a separate node, with sub-elements including media
(national and foreign), intelligence gathering, covert sources, diplomatic channels,
and information sharing. However, it was collapsed into this node following
discussions, mainly because it would be very difficult to obtain data and assign
values.

It directly influences technical aspects (Test Bed, Payload Package, and Delivery

Mechanism), as it provides the information for the target system and access points.

4.6.3.7 Sub-Levels

Military Spending This sub-node is influenced by the Economic Fuactors, as
military spending is often considered a function of economic capabilities (although

several counterexamples exist).

GDP The economy of an actor, particularly a state, can be measured in various

ways, with the |Gross Domestic Product (GDP)| being one of the most common

ones. It represents the market value of all the goods and services produced in a
set period of time, often used to denote the economic performance and to make

international comparisons. However, this does not reflect differences between states,

such as inflation or cost of living, thus [GDP] per capita at [Purchasing Power Parity]
is used in studies to compare living standards. The data-sources are Angus
Maddison [314] and the Penn World Table [315].

4.7 Conclusion

This chapter centred on the factors that lead an actor to develop and proliferate in
the cyber domain, exploring a different facet of [SaaW] It drew on the previous

chapter which examined what it means for software to be a weapon and expanded



4. Conceptual Model 105

the literature review from Chapter [2] with a focus on weapons and proliferation
theories that were then applied to [SaaW| This allowed for the creation of
a conceptual model that can act as a unified starting point for a variety of
stakeholders. It does this by dividing pursuit into three interconnected
pillars, namely restraints, motivations, and capabilities, with numerous elements

and sub-elements.

Restraints reflect the reasons for an actor not to develop or proliferate [SaaW], which
can be used to analyse what elements can limit, or even control, further escalation.
This pillar has four main elements: Potential Collateral; Domestic Safequards;
International Agreements; and Fear of Retaliation. Motivations on the other hand
account for reasons why an actor may pursue and has five main elements:
Fear of Retaliation; Foreign Policy; Domestic Policy; Ideological Factors; and
Economic Factors. The last pillar refers to Capabilities, without which options of
pursuit are limited to theft or purchase, and has six main elements: Economic;

Strategic; Tactical;, Research; Development; and Reconnaissance.

This chapter discussed each in turn, examining interrelationships and sub-
elements, both competing and complementing, laying the foundation for the
operational model presented in the next chapter. There, the foundations of
will be presented, including probability and reasoning about uncertainty, before
variables, connections and data acquisition are discussed. This provides the

background for the three case studies in Chapter [6]
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While Chapter [3| explored what it means for software to be a weapon, the

previous chapter created a conceptual model of what factors influence an actor
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to develop and proliferate in the cyber domain. Aside from the literature
review, it drew on weapon and proliferation theories to create a group of
interconnected determinants that act as variables, split into three main pillars
representing restraints, motivations and capabilities. This fifth chapter now
builds upon this using to create an operational model, which is then used for
the three case studies presented in Chapter [0 It helps answer instances of the

third research question: What is the probability that a given actor is pursuing[SaaTW?

It begins with an argument for the use of [BN| including previous work on
the application to weapon proliferation, followed by a foundational discussion,
including uncertainty, reasoning, and dependency. An introduction of the underlying
principle of conditional probability is next, followed by a presentation of data and
knowledge acquisition. Next, this chapter turns more specifically towards
shedding light on potential alternative implementations, prior to discussing how the
conceptual model from Chapter 4] has been operationalised. This background on [BN]

and its application provides the foundation for the three case studies in Chapter [6]

5.1 Bayesian Use Cases

were chosen to implement the conceptual model from Chapter [4] as they aid
reasoning about knowledge that has levels of uncertainty, allow for the combination
of quantitative and qualitative data and because they provide an intuitive visual
form that is supported by a formal mechanism.

They also have a long history of being applied in variety of situations, ranging from
medical diagnosis [209], [273], device troubleshooting [40], [170], to digital forensics
[179]-[181]. They have also been applied to the question of proliferation, albeit within
the context of nuclear weapons, with three works discussed below [71], [110], [147].
The first of these was submitted as a thesis in 2008 by Holcombe [147], who developed
a[BN] to assess the probability of nuclear proliferation and applied it to two case
studies, India and Iran. His work centres on describing the various causes and

capabilities using conditional probabilities based on political theories and expert
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opinions. He first discusses the different (political) theories and models of nuclear
proliferation, divided into three main areas: external sources, domestic pressures,
and individual influences. These are then used to create a set of determinants,
leading to four groups of factors: intentions, including security threats, prestige,
scientific agendas and domestic policy; capabilities, such as economic, tactical and
technical; restraints created by international agreements and safeguards; and lastly,
actions, encompassing intelligence reports and media/news coverage. His initial
states for factors are divided into ‘not contributing (N)’, ‘possibly contributing (P)’
and ‘definitely contributing (D)’ An analyst splits the overall probability and the
values are initially set to the least threatening ones. The relative weights between
the factors are set equal until applied to a specific scenario. The case study on
India was run with events for each calendar year between 1946 and 2000 in order
to determine the overall annual proliferation risk and to validate the model. It
was run on an earlier model and therefore did not include a factor group (actors)
added later, and the values of the relative weights between the factor groups were
kept constant for the first iteration, then adjusted for the second. His analysis
of Iran is described in more detail and follows the same methodology. In short,
he showed that his immediate goal of creating an analytical system integrating
disparate information to provide unbiased probability of proliferation risk was
successful. Furthermore, he acknowledges that access to expert opinion, as well
as classified information could greatly improve accuracy.

Another thesis submitted in the same year by Freeman [|110] focussed on the
acquisition aspect of nuclear proliferation, implementing a [BN] for analysis. Whereas
traditionally nation-states that are susceptible to ideas of deterrence took centre-
stage in the proliferation discourse, Freeman includes the threat posed by other
actors, such as terrorist entities. His aim was to gain an understanding of the
various pathways that may lead to the procurement of nuclear weapons based
on existing evidence. He developed a methodology using [BNs, evaluating key
resources, as well as motivations, to form prior probabilities for various pathways

of a given actor. His overall [BN]is divided into several sections: intentions and
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resources input, including deliverability, yield and capabilities; obtaining Highly
Enriched Uranium, including enrichment capabilities and uranium feed portions;
reprocessing, including equipment and spent/reprocessed fuel; Special Nuclear
Materials, the acquisition of which is a pre-requisite for weaponisation, either by
indigenous development, purchase or theft; the weaponisation, including the weapon
package, as well as pusher/tamper /reflector components; the completed nuclear
device, including purchase or theft pathways. Unlike Holcombe, Freeman did not
use specific case studies to apply his but created four (fictional) scenarios: a
small fanatical religious group; a semi-developed rogue nation-state; an international
extremist group with nation-state sponsorship; and lastly, a developed nation-state.
His results show that in the case of nuclear proliferation, an actor’s motivations
influenced the pathways more than the resources available, but the resources had
a greater bias on the overall success chance. Aside from constraints of input
affecting the results, limitations of the model include it being unable to account
for parallel weapon programs or deception.

The third is a paper by Coles et al. [71], who illustrated how a model of
social factors can contribute to nuclear proliferation assessments of a generic model
state. Alongside factors such as political, economic, and security elements, Coles’
model also includes psychological aspects. That model used datasets [159], [286],
with the appendix providing a categorisation and detailed source attribution but
the model is still under development [334].

The following section will provide a brief overview of Bayesian theory and principles

before later parts apply it to the pursuit of

5.2 Probability & Bayesian Networks

The introduction of prior knowledge is not permitted as part of classical inferential
models, due to concerns of adding information that may skew experimental results.
Yet in reality, there are many instances where prior knowledge contributes to

making informed decision — a strength of [BNg
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The first person to create an equation that allowed for new evidence to be taken into
account and update beliefs was Reverend Thomas Bayes, whose work was published
posthumously in 1763 [20] including amendments by Richard Price. His work
included details on prior probability alongside of conditional probability theorems
that have become the foundation of Bayes’ Theorem. Laplace developed this further
[185], adding a probability-based approach to inductive reasoning.

have been applied successfully for several decades across domains, providing a
convenient framework for encoding knowledge pertaining to uncertainty and the
reasoning thereof. From modelling medical diagnosis [209], [273] to commercial
trouble-shooting [40], [170] or financial models. They elegantly combine qualitative
and quantitative aspects, depicted as an intuitive graphical interface that is based
on a formal mathematical framework. Furthermore, they can be constructed from
very differing sources, combining human expert knowledge with data.

The majority of constructed centre on discrete variables, as continuous ones
pose a far greater challenge in terms of representation and inference. Whereas
probabilistic interactions of the former can be enumerated exhaustively in [CPT|
this is not adequate for the latter, nor are there suitable alternatives. Furthermore,
no universal inference algorithm exists for continuous variables, thus limiting
applicability to very specific cases and restrictive scenarios [188]. Hereafter, the

term variable is used to denote discrete variables, unless otherwise stated.

5.2.1 Uncertainty

Unlike computing processes that are deterministic in nature, a large aspect of human
life involves various levels of uncertainty, with examples ranging from weather
patterns and traffic forecasts to financial markets. Planning involves weighing up
what is likely and what not, based on experiences and data, whether casually or
in a formalised sense of a degree of belief in a proposition.

In the context of analysing development and proliferation, there are a large
number of uncertainties pertaining to data and the analyst: the former might be

inaccurate or lacking; the latter will be biased by experiences and motivations. Thus,
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uncertainty becomes a key component, and challenge, for arriving at conclusions
via inferences. Whilst there will always be uncertainty, the levels of ambiguity can
be reduced [156], with probability being one of the most prevalent approaches.
Similar to digital forensic evidence, where probabilistic dependence exists between
the forensic hypothesis and the supporting evidence [180], that relationship also
exists in the context of between the various factors and the overall hypothesis
forming conditional probability.

However, it should be noted that probability is not without problems: firstly,
quantitative data (or a number) is not necessarily available; secondly, it means
that comparisons are possible — whilst this is usually good, it raises the issue of
incomparable likelihoods [131]. Alternative measures, including their advantages
and disadvantages, such as Dempster-Shafer belief functions, possibility measures,

and ranking functions are not within scope.

5.2.2 Observation & Reasoning

Phases of observation and analysis vary from one domain and subject matter to
another. Nonetheless, common elements include a form of identification, observation,
analysis and presentation, which is very similar to the digital forensic process [205].
Whilst weapon development and proliferation analysis is rarely created for courts
of law, it is used by analysts, the military and policy-makers.

In this type of analysis, there are two main types of uncertainty: the first is based
upon the unreliable observation of data, which includes unreliable or missing data,
as well as the selection thereof; the second type rests upon the analysts’ human
nature, their interpretations based on, inter alia, bias, motivation, experience,
skill-set, and mood.

Given the context of , where data (current and historic) is lacking, the weight
of the interpretation is often heavily skewed towards the analyst. Kwan [180, p.14]
stated that “since it is a common phenomenon that evidence is always incomplete,

rarely conclusive, and imprecise, it is necessary to establish a reasoning model so that
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the reliability of the forensic conclusion can be upheld”. Although he said this in the
context of digital forensics, it is equally true for development and proliferation.
Given these uncertainties in observation and reasoning, probabilistic inference
is inherently involved. Linking data with a hypothesis ‘tells the story’ but an
analyst’s reasoning has to be justified and hold up under scrutiny. Thus, a model
is required that can not only handle uncertainty and limit bias, but one that can

also be examined and evaluated.

5.2.3 Dependency

The probability of the final conclusion is dependent on the various factors, or
evidences, contributing to it, known as probabilistic dependency or conditional
probability. This relationship is represented by inductive as well as deductive
elements: the former by the belief of evidence given the hypothesis, often referred
to as likelihood; the latter is the reverse, it is the belief of the hypothesis given
the evidence, known as inference.

When multiple causes contribute to a common event independently, these events
are casually independent to each other. If the overall hypothesis is dependent on
several events, it is said to be based on the joint probability of these. Furthermore,
events or evidences exist in a form limbo, known as conditional interdependence:
when nothing is known about the hypothesis’ state, the events are all dependent;

yet, if the hypothesis’ state is certain, the events are independent.

5.3 Bayesian Foundations

The Bayesian approach is a common way of modelling and analysing inference and
likelihood, particularly given cases of dealing with conditional (in)dependencies
of hypothesis and evidence, as well as computational complexity of the

IProbability Distribution (JPD)| [180, p.25].

are a type of casual belief network depicted as a[DAG] encoding a factorisation
of a [JPD| and representing the dependency model of the interest area, either

explicitly or implicitly. The graph structure is represented by directional arcs that
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show casual influences between the linked stochastic variables depicted as nodes.
The probability distributions over individual variables are conditional on their
parents, representing individual factorisation components.

For where all nodes are discrete, the conditional probability distributions
are stored in [CPTS| indexing all possible combinations of states. Defining these
quickly becomes problematic, or even impossible from a practical point of view,

due to the exponential nature [342].

5.3.1 Conditional Probability

The basic underlying principle of is conditional probability, representing the
probability of an event A given event B, which is mathematically denoted and

defined by:

P(ANB)
P(B)
Combined with the fundamental rule for probabilities, where P(A, B) is the

P(A|B) = (5.1)

probability of the joint event (A N B):

P(A| B)P(B) = P(A, B)

(5.2)
P(B[A)P(A) = P(A, B)
Following on from this, Bayes’ Theorem is denoted as:
P(B|A)P(A)
P(A|B) = :
(418)= =5 (53)

The Bayesian perspective represents the degree of belief in a hypothesis as the
probability thereof, for example P(A), being true. When new evidence is gained
in the form of B, it affects the degree of belief in the hypothesis, thus becoming
P(A | B) — either strengthening or weakening the initial hypothesis.

In other terms, P(B | A) is the posterior probability, whilst P(B) denotes the
prior probability of the B before any information on A is known or observed;
P(A) is the prior probability of A, also known as the normalising constant. In

words, this gives the relationship of:
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Figure 5.2: Tabulated view of variable

Figure 5.1: Example DAG state combinations

posterior probability x normalising constant

likelihood = 5.4
pettioo prior probability (54)

and it can be rewritten as:
posterior probability o likelihood x prior probability (5.5)

5.3.2 Variables

Variables can have more than one state, with the probability distribution summing to
1. For variable A with states as, ..., a,, P(A | B) = (x1, ..., z,,) gives the probability
distribution Y7 ; x; = 1. The combination of states for each variable is an n x m

table and for variables with several states (5.2]) becomes:

P(a; | bj)P(b;) = P(a;, ;) (5.6)

which can also be represented in a tabulated manner as shown in Table Similarly,
the fundamental rule can be applied to variables P(A | B)P(B) = P(A, B) and
also be depicted in a tabular manner (see Figure [5.2).

The number of combinations grows exponentially, and thus poses a great challenge if
data has to be sourced from experts and cannot be learnt or imported from databases.
Of the five nodes depicted in Figure 5.1, three are parent-less: A, B, and D. If they
each have four states (such as high — h, medium — m, low — I, unknown — u), they
have an independent fixed prior probability distribution across their states recorded

in a Marginal Probability Table (MPT), with each summing to 1 (see Table [5.1]).
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Table 5.1: Example MPTs

Var | State | Prob Var | State | Prob Var | State | Prob
H 0.65 H 0.3 H 0.3
M 0.1 M 0.4 M 0.25
A L 0.2 B L 0.1 D L 0.2
U 0.05 U 0.2 U 0.25

Two have parents and thus are formed by [CPTS, with C' being dependent on A
and B, whilst E is dependent on C' and D.

5.3.3 Connections

The qualitative part is depicted as a [DAG] with the nodes representing the casual
relationship between the variables and the hierarchy creating the logical structure
of the model. This is then combined with a quantitative counterpart in the form of
conditional probability functions, which define the relationships between nodes.

These connections between nodes take three basic forms of serial, converging and

diverging, as seen in Figure [5.3] and the equations in

(a) (b) (c)
Figure 5.3: Connection types: |(a)|serial, |(b)| converging, and |(c)| diverging

For serial: P(A,B,C)=P(C | A)P(B | A)P(A)
For converging: P(A,B,C) = P(C | A,B)P(A)P(B) (5.7)
For diverging: P(A,B,C)=P(C|A)P(B|A)P(A)
5.3.4 D-Separation & Markov Property

Two variables are considered to be D-Separated if the information between two nodes

is essentially ‘blocked’ by some evidence about the nodes in between, informing (and
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limiting) how information is passed on. For example, taking Figure , A and
C have B to act as a block in a serial connection; for converging ones , A and
B require C' to be unknown; the last option, , covers diverging connections,
where B and C need A to be known. A further element that dictates the conditional
independence of a variable or node is the casual Markov Property. The Markov
Blanket covers a node, its parents, its children, as well as their parents, and makes
that node conditionally independent of any others. A benefit thereof is that it can
reduce the resources required for computation of inference by reducing the
parameters needed for the calculation of the [JPD] Under the probability chain rule,

also known as the general product rule, the joint probabilities of P(z1, ..., x,) are

n

HP(x,- | 21,y 1) (5.8)

i=1
This makes the number of parameters required infeasible given the exponential

nature. But given the Markov Property, this can be reduced greatly by factorising

the [JPD] Thus,

n

P(xy,...,x,) = [[ P(z; | parent(x1)) (5.9)

5.4 Data & Knowledge Acquisition

Knowledge acquisition can often pose a substantial challenge for [BNs| particularly
if there are no datasets to learn from, thus requiring expert opinions to populate

that grow exponentially with the number of associated parent-nodes.

5.4.1 Data Sets

Data sets can either provide information for a specific node, a collection thereof or

even inform the creation of the whole network. In data-rich environments, [Learning

IBayesian Networks (LBNs)| can be utilised, either constraint or score-based ones.

The former relies on testing conditional independences between variables, whilst the

latter scores the network’s data fit [75], [138], [234], [291]. However, this is not the
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case in the context of and the focus is therefore on specific (quantitative) data

sets that can contribute to specific nodes, combined knowledge gained from experts.

5.4.2 Expert Opinion

As discussed previously, there are many real-world applications that rely on expert
elicitation, although a current trend is to slowly phase this out in favour of big-
data coupled with learning algorithms. Nonetheless, some research suggests that
incorporating expert opinions can result in much better models [74], [244], [346].
However, one key challenge is to ensure accuracy when eliciting knowledge,
particularly if the expert does not have mathematical or related understanding [215].
Alternatives have thus been created, from language used [246], [319] or iterative
processes [96] to a reduction of overall questions and data required [85].
Another difficulty stems from the inherent bias in expert opinions beyond that
inherent in any human judgement. This can be due to the limited understanding
of probability and statistics, which can threaten both validity and reliability, or
the unfamiliarity of the expert on this particular aspect of the topic. There are
several ways to mitigate this, including standardised scripts, examples, training
exercises or feedback and revision processes [160], [163], [222].

A complete process to manage elicitation based on the experiences of the NUREG
1150 study was proposed in the early 90s [165]. After shortcomings were identified
in the initial draft, the elicitation process was formalised to include seven stages

[165, p.197):

Identification and selection of the issues

Identification and selection of the experts

Discussion and refinement of the issues

Training for elicitation

Elicitation

Analysis, aggregation, and resolution of disagreements

N Ot W

Documentation and communication

Furthermore, the prior distributions and are set out openly, allowing other

domain experts to challenge or refute these.
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5.4.3 Das’ Weighted Sum

In order to mitigate [BNg inherent exponential problem of populating [CPTS|
particularly when using experts, Das [85] devised an algorithm by weighting the
relative parent-node’s influence strength and using to create a linearly growing
set of probability distributions. Both aspects are elicited from domain experts,
and are then populated by computing appropriate weighted sums. Das
uses information geometry to show this accurately captures experts’ judgemental
strategies. He first introduces an example of a small business, where the aim
is to assess levels of ‘efficiency’ (E) based on ‘personal morale’ (PM), ‘personnel
training’ (PT) and ‘managerial expertise’ (ME). Converted into a basic BN, E
becomes a child-node (E) with three parents (PM, PT, ME), each of which has
five states (very low — vl, low — 1, average — a, high — h, very high — vh). Denoting
a typical parental configuration as Il consisting of three elements, the probability

distributions for the [CPT] have the form of:

{p(E = vl[Il), p(E = I|I), p(E = a|II),
(5.10)

p(E = h|I1), p(E = vhlll)}
Despite this small scenario, the challenge of gaining expert opinions can already be
seen, as it would already require 5 parental distributions, and thus questions asked.
Das therefore proposes the use of which refer to parent state combinations that
make sense to an expert. Using these, particularly if there is a one-to-one mapping
of parent states, the number of questions that need to be asked drop significantly,

resulting in a linear instead of exponential growth based on parent numbers.

Continuing his example above, an expert would subjectively interpret the compatible

parental configurations as:

{Comp(PM = s)} ={PM = s, PT = s, ME = s},
(5.11)
for s=wl,l,a,h,vh
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Taking compatibility as equivalence:

{Comp(PM = s)} = {Comp(PT = s)}
={Comp(ME = s)}

(5.12)
={PM =s,PT =s,ME = s},
for s=wl,l,a,h,vh
In turn, this leads to the following probability distribution for E:
{p(E = el{Comp(PM = s5)}
= p(E = e|[{Comp(PT = s)}
(5.13)

= p(E = e{Comp(ME = s5)},

for e;s=uwll,a,h,vh
Thus, if the expert were to provide the distributions corresponding to the parental
configurations, all 5x3 are obtained. However, this still leaves the non-
compatible states which are required to populate the [CPT] To fill these in,

Das applied a weighted sum algorithm that only requires the relative weighting

(wq, ...,wy,) and the ky, ..., k, probability distributions [CPCst

p(xl’ylsl’y2527 "'7yn5”)
= > wp(z' [{Comp(Y; = y;5)}), (5.14)
j=l
with 1 =0,1,...m and s;=1,2,..k;

For incompatible distributions, weights assigned by experts are used:

{p(E =e|PM = vh, PT =vl, MT =vl) =
w1 p(E = el{Comp(PM = vh)}
+wap(E = e|{Comp(PT = vl)} (5.15)
+wsp(E = el{Comp(ME = vl)}
for e=wl,l,a,h,vh
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5.5 Evaluation

A problem of BN]is that the model does not have an inbuilt method to check for
extremely sensitive or even incorrect posterior inference. However, reliability, as well
as accuracy, of the posterior hypothesis can be compared against prior probabilities
and likelihood in the form of a sensitivity analysis [229], [230].

This type of evaluation examines the changes it outputs based on iterative input
variations [258]. When examining robustness, the structure and priors are the
most important aspects to consider [118], with the focus normally limited to the
quantitative aspect of the [77].

The simplest form of conducting a sensitivity analysis involves changing all the
variables and their possible combinations — one parameter at a time. This quickly
becomes infeasible [186] and leads to a first-order approximation technique, which,
however, can breakdown when larger variations are considered [171]. To mitigate
this, a method was presented for “computing the coefficients in the functions for all

possible parameters, using just one propagation in a junction tree” |171, p.318].

5.6 SaaW Application

As seen in the literature review at the beginning of this chapter, applying [BN] to
weapon development and proliferation is not new. However, the application to
the cyber domain is, particularly given the different nature of Alternative
approaches are briefly discussed before applying the related discourse on proliferation

from Chapter 4| and expanding [277].

5.6.1 Alternative Approaches

Whilst Bayesian approaches have been considered appropriate to interpret the
degree of belief of scenarios given prior probabilities, it would be remiss not to
mention potential other approaches.

Game Theory would essentially require a conflict or contest between at least two

actors, interacting in a game governed by a set of rules. Information can be either
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perfect or not, with the latter posing a challenge as there is no clear strategy
to winning. Neumann proved that all two-player zero-sum games have optimal
strategies, which are a random mix of individual ones, assuming the game is played
many times over. However, games can have multiple players, leading to coalitions
against others, and they are not limited to being zero-sum, leading to a generalised
optimal — the equilibrium solution. This solution is a combination of strategies
for each player set in such a way that there is no reason to deviate, unless other
players do. One drawback is that there can often be more than one best-response
equilibrium, or even an infinite number of them.

In 1960, Schelling was the first to establish the study of bargaining and strategic
behaviour in his seminal work [263], shining a new light on game theory and its
application. Since then, game theory has been applied to numerous aspects, for
example super-powers [38] or conflict resolution [242]. However, it does not really
solve the problem for the question at hand, but it could offer a different perspective.
For example, given only one actor is currently examined at a time, it could be used
to pit Restraints and Motivations of one actor against each other. Furthermore, it
might allow for a better depiction of the reciprocal nature of war, which this current
envisaged does not, unless two (or more) competing ones are run at the same
time. Yet, the game theoretic approach would also require a very clear and detailed
rule set and win-conditions, yet rules in the cyber domain are anything but clear.
Furthermore, some information is often hidden, adding another stumbling block for
a game theoretic approach. There would also be the question of how to map the
varying factors contributing: would they be actors or amalgamated into strategies?
Another approach would have been an implementation using [MN] which, unlike
are an undirected graphical model. Whilst it offers the advantage of allowing for
cyclic relations, the lack of directionality does not suit modelling causal relationships,

which exist in the context of pursuit.
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5.6.2 Contributing Factors: Nodes

Whilst a brief discussion of factors follows, the model is most easily accessible in

its graphical form, with the variables depicted as nodes and their dependencies

as arcs (Figure [5.4).

5.6.2.1 Interrelationships: Arcs

Whilst the various factors will in reality have bi-directional interactions and contain
feedback loops, constraints enforce directional. Initial nodes and arcs were
selected based on literature reviews and informal discussions, which were then
fine-tuned resulting in the current model.

The for some nodes in this model are relatively large due to nodes with up to
six parents with four states each. Yet, more should be added to reflect reality more

accurately. They were created using Das’ approach discussed in Section [5.4.3

5.6.2.2 Leaf Nodes: Priors

A number of nodes essentially act as initiators by selecting one state from the prior
probabilities. These probabilities are drawn from quantitative data or elicited
from experts (see |5.6.3)).

The elicited leaf nodes in this model are (left to right in Figure : Human and
Environmental Collateral; Opponent’s Military Power and Opponent’s Alliances;
National Security; Historic Factors; Religious Factors; Strategic Factors; and

lastly, Tactical Factors.

5.6.2.3 Internal Node States

Many [BN] use binary states for nodes denoting ‘yes’ and ‘no’, and are for example
applied in digital forensics to denote the presence or absence of an evidential trace
[179], with some allowing for a small fraction of uncertainty via a third state. For
this topic and model at hand, the binary approach appears to be too limiting,

leading therefore to four states: high, medium, low (with ‘good’, ‘average’, ‘poor’
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or equivalent substitutes where the former do not make sense conceptually) and
unsure, with the last one explicitly accounting for uncertainty.

However, this poses a challenge as these categories attempt to capture fluid and
abstract concepts: one person’s ‘high’ may be another’s ‘medium’ In order to
mitigate this alongside other respondents’ biases, all the responses per scenario

were merged and averaged.

Figure 5.4: Overview of Whole Model. Note: Grey nodes refer to datasets

5.6.2.4 Restraints

The restraints are based on the conceptual model from Chapter |4, with a detailed
discussion of elements presented in Section[4.6.1] The initial model had four elements,
consisting of International Agreements, External Threats, Domestic Barriers and
Environmental Risks. Here, similar ones are proposed consisting of International
Agreements, the Fear of Retaliation, Domestic Safequards, and Potential Collateral
Damage. The first three are the same, however two have been relabelled to be
more specific. Furthermore, the Fear of Retaliation has been split into Opponent’s
Military Power and Opponent’s Alliances. Environmental Risks has become a

parent node to Potential Collateral Damage, along with Human Risk.

5.6.2.5 Motivations

Similarly, the motivations are based on the conceptual model and details can be

found in Section [4.6.2] However, for the operational model, these have been re-
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arranged, with the main difference being Fzternal Threats/National Security and
Prestige now being a parent node to Foreign and Domestic Policies via a Security

node. Similarly, Public Opinion also affects these as opposed to Motivations directly.
5.6.2.6 Capabilities

Akin to the two other pillars, Capabilities is based on the previous chapter
(see Section [£.6.3)). Early versions did not include Intelligence/Reconnaissance
(Intel/Recce) and Technical/Scientific was one node instead of being split into
Research and Development. Whilst the latter two are often considered integrated
aspects, including in company departments being designated as ‘R&D’, it is argued
that in the context of cyber, they do not require that close a relationship and

can come from unrelated sources.

5.6.3 Knowledge Acquisition

As discussed in the previous section, knowledge acquisition can often pose a
substantial challenge for [BN] This section addresses the limited datasets that
are applicable and information on the interviews conducted implementing Das’
approach (see Section . It is very likely that a number of proprietary or

classified datasets exist, however, they are not readily available.

5.6.3.1 Existing Datasets

Unlike the nuclear realm, datasets are very sparse and often not publicly available.
The ones that have been used are Polity V [198], contributing to Domestic Safequards
and Domestic Policy; Militarized Interstate Dispute [233] and Correlates of War
[260] into Global and Regional Security; and lastly, two sets of data measuring
GDP being Angus Maddison [33] and the Penn World Table [104]. It should be
noted that these data sets currently ‘lag’ behind several years, however, they are
sufficient for the example scenarios.

Two further datasets that have been considered are World Religion Data [196] and
Formal Alliances |119]. The former may contribute to the Religion node, however,

the adherence to religion within an area does not necessarily affect an actor’s
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religious impetus. The latter would affect International Agreements and Opponent’s

Alliances and will likely be included in future iterations of the model.

5.6.3.2 Weighted Sum Algorithm

Das’ methodology is implemented for the three scenarios discussed below, as
otherwise several nodes would need a large number of probability distributions
to be elicited. Domestic Policy, for example, would require 4° (4096) values
alone. have been pre-defined, as otherwise each respondent would potentially

have a separate set in mind.

5.6.3.3 Interviews

Ethical approval for the interviews was gained under [CUREC] Following an initial
pilot study, 30 interviews were conducted, each lasting approximately one hour.
After a few questions regarding topic familiarity and expertise, the model and
task were explained. Each node (variable) and connects were discussed, giving the
interviewee the chance to ask questions and comment.

Once the interviewee was comfortable with the model, the three scenarios (detailed
below) were explained and then iterated upon, providing initial priors for nodes
without parents, relative weighting between parents, as well as compatible configu-
rations for each one. Comments of a qualitative nature were also recorded. The
process followed the steps suggested by [165], albeit in a far more time-constrained
manner. The data from the interviews for each scenario was combined, creating

a single set of values per scenario.

5.6.3.4 Alternative Data Sources

A solution to large has been the application of parametric conditional
distributions, of which the most common ones are the binary noisy-OR [235] and
the multi-valued noisy-MAX models [90], [139]. These models offer a logarithmic
reduction of the number of parameters required to complete in respect of
growing parent numbers. However, they do this by assuming independence, which

works well in scenarios such as the Burglar — Earthquake — Alarm model but differs
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from the relationship between variables in the model presented here. However, a
robust comparison akin to Zagorecki & Druzdzel |343] has not been completed.

Another solution, albeit out of scope of the current paper, would be a re-design of the
model itself, attempting to avoid nodes with a large number of parents, particularly
when further granularity is added. This could either be done ‘manually’ when

creating the network, or it could be applied by utilising [228], [250], [322].

5.6.4 Scenarios

Three different scenarios were used for this case study and they are discussed
in detail in Chapter [6| They are defined by different actor types: a Generic, a
State, and a Terrorist one. The aim of the first scenario was to familiarise the
interviewee with the task further, and to establish a base line. The second one
used the United Kingdom as a basis, with the software weapon sharing similarity
to Stuxnet but being more advanced. The last scenario was a terrorist non-state
actor with strong religious impetus seeking to create disruption and destruction,

as opposed to a sophisticated and targeted weapon.

5.6.5 BN Software

While Python was first used to implement the operational model, the latter and
final versions were created and examined using the academic version of GeNle
[21] by BayesFusion LLC, as it provided a better user experience. This software
allows for the creation and evaluation of various types of nodes, their connections,
and associated priors as well as [CPTY The model and section overviews are

screen-shots from the system.

5.7 Conclusion

This chapter introduced beginning with underlying concepts of uncertainty
and conditional probability. It familiarised the reader with how variables are
managed in terms of internal states, as well as external interconnections, before

broaching the topic of data acquisition and alternative approaches.
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A BN| was then applied to [SaaW] using the conceptual model from Chapter
[ as a basis, which examined what factors influence an actor to develop and
proliferate in the cyber domain. The qualitative part is depicted as a [DAG]
with the nodes representing the casual relationship between the variables and
the hierarchy creating the logical structure of the model. This is then combined
with a quantitative counterpart in the form of conditional probability functions,
which define the relationships between nodes. The resulting operational model
rests on the three main pillars discussed in the previous chapter, namely restraints,
motivations and capabilities. It features an intuitive graphical model with a robust
underlying structure that models an actor’s probability of pursuing [SaaW] One of
the core challenges was data acquisition, as in cases where data sets are limited
or lacking, experts are required to populate that grow exponentially with
the number of associated parent-nodes. To mitigate this, Das’ algorithm, which
weights the relative parent-node’s influence strength and combines it with [CPCs|,
was applied to create a linearly growing set of probability distributions.

This operational model provides the foundation for the three case studies in the
next chapter and contributes to answering the third research question: What is

the probability that a given actor is pursuing [SaaTW?
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The previous two chapters presented a conceptual and an operational model, which
is used for three case studies to answer the last research question: ‘What is the
probability that a given actor is pursuing[SaaT?’. Case studies serve a dual purpose:

they validate the method and they assess its utility, but they are not without
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limitations [292]. They can range from completely fictional scenarios to mirrors of
reality, with the latter being more useful but also difficult to achieve due to the lack
of information — or the access to it. Utilising mixed methods, these case studies
also serve to generate new data, which is still rare in this young field.

The BN] discussed in the previous chapter is applied to three actors, representing
terrorists, state powers, and generic attackers. Alongside five datasets, 30 interviews
provide data to populate the network nodes with prior probability nodes and relative
weightings of dependencies. Whilst the same structure was used for all three
cases, the label, or conceptional meaning, of nodes changed, adjusting to the actor
in question. It does not, for example, make sense to talk about ‘national security’
when referring to a non-state actor. ‘Group security’, however, does make sense.
The dynamics are clearly different, but they are sufficiently related for the current
iteration of the model. Similarly, certain nodes or connections will carry limited or
no weight for one actor but be vital to another. Keeping the structure intact allows
for easier comparison and analysis. Additional models or versions could however
be tailored to very specific actors or types of and targets in questions, for
which this current version could provide a starting template.

The remainder of this chapter is structured as follows: first, the three case studies
are discussed, followed by overall qualitative results, as well as priors and weights.
Next, each actor is iterated along the three pillars of restraints, motivations,

and capabilities.

6.1 Case Studies

Originally, the scenarios were to include a time element, representing a specific
actor in 2008, 2013 and 2018. However, it was discovered during the pilot study
that the participants struggled to remember and differentiate these years, both
from a technical and geo-political point of view. Furthermore, the combination
of time commitment and repetitiveness of the task time was too inhibitive. All
scenarios are therefore set in 2018. Ethical concern was also raised picking specific,

real, actors, thus all scenarios are set in a ‘mirror reality’. The interviewees were
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given an overview and explanations of the network, followed by a series of questions
pertaining to it, such as the various elements and connections. This was then

followed by an iteration of the three scenarios.

6.1.1 Generic Actor

The main purpose of this scenario was to allow participants to become familiar
with the model and elicitation process. During initial discussions and test runs,
the level of freedom to be given to participants in the scenario design was also
discussed. On the one hand, increased freedom would provide interesting data,
such as what actors and capabilities the respondents have in mind, but it would
also likely result in as many different scenarios as participants. It could, however,
be used as an additional study or future work.

Here, the scenario for the Generic Actor was set as follows: the actor was to be
a western state with average-to-high military power and living standards, such as
France. As member of an alliance system, the actor is involved in peace-keeping
missions but no other conflicts. The capabilities sought are conceptually akin to
Stuxnet: the ability to degrade specific uranium enrichment operations by attacking
industrial of another state actor, whilst limiting the potential for blow-back

or collateral — emphasis here was placed to err on the side of caution.

6.1.2 State Actor

This scenario used the same setting of capabilities pursued as above, albeit the
hypothetical state actor being based on the UK. In summary, this actor is a
parliamentary democracy with a population of roughly 66million, an annual GDP
growth of 1.5% and GDP /capita of around USD 42k. It is a member of an alliance
system akin to [NATO| and an intelligence alliance similar to Five Eyes. There
are some sophisticated cyber operation capabilities but the previous focus has

been on defensive elements.
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6.1.3 Terrorist Actor

This scenario diverges from the other two, by having the actor be a religiously driven
group instead of a state actor, that by many is considered a terrorist grouping. It
was used to explore to what extent the same model could be applied to non-state
actors, despite the highly varying internal and external dynamics. The group in
this scenario has taken over territories in several states and seeks to expand widely,
claiming religious, political, and military authority, mimicking Daesh/ISIS. However,
it is considered to be centrally led, without networked, or self-acting, structures.
The capabilities sought belong to the family of encryption ransomware, for example
propagating via infected e-mail attachments and/or the EternalBlue exploit,
seeking payment in a cryptocurrency. Unlike NotPetya, there is no targeting of a
specific industry sector or state-actor. Instead, the spread is to be as far ubiquitous
as possible and contains an automatic transport mechanism marking it as a worm,

similar to WannaCry.

Several participants were also willing to complete an additional, fourth scenario, this
time the Terrorist Actor being the same as above, however, the capabilities pursued

instead being based upon Stuxnet in-line with the two state-actor scenarios above.

6.2 Qualitative Results

These results centre on participants’ comments regarding the model in general, its
nodes and connections. Unsurprisingly, many interviewees had diverging opinions,
and whilst the majority of suggestions and comments were only mentioned once,

several others were repeated and are presented below.

Potential Collateral This node currently has two parents, accounting for Human
and Environmental aspects. 14 participants suggested to add another parent to
represent ‘digital collateral’; explicitly accounting for any damage done to computers,
data and related technologies including aspects of [CTA] Three proposed the addition

of an ‘economic’ parent node, to reflect commercial/industrial fallout. Several asked
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if these nodes included the idea of ‘blow-back’, whether it was synonymous with
‘unintended consequences’ and how concepts and definitions of ‘harm’ would fit.

Accounting for economic and digital damage, or harm, makes sense in light of attacks
such as NotPetya and WannaCry. Similarly, data breaches and data scandals, for
example Under Armour’s MyFitnessPal and Facebook-Cambridge Analytica in 2018,
would also support adding these additional sub-nodes. On the other hand, this
could be counter-argued with highly targeted cases, such as Stuxnet, that despite
its extensive spread focussed on not causing collateral damage.

Adding additional nodes would shift Potential Collateral closer to Agrafiotis et al’s
[4], with its six elements across four levels discussed previously in Chapter [2]
However, unlike their model, psychological /emotional and cultural elements were not
raised, and levels remained centred on property/infrastructure and national aspects.
The idea of blow-back is also very interesting, particularly given increased publicly
known usage of cyber-capabilities, for example by the US [293]. Here, blow-back
could be understood in two different forms, either more generally, such as a cyber-
attack leading to a response in turn, or more specifically, the same capability
backfiring, damaging the initiating actor. In this model, the former aspect should
however be placed under Fear of Retaliation, possible as its own node, whilst the
latter would be added under Potential Collateral. This would require detailed
knowledge about the actor’s own susceptibility to the proposed capability, as well
as a measure to define what level is considered acceptable in what scenario. For
implementing this sub-node, one solution would be to mirror Potential Collateral:
one for the target, one for the actor themselves. Yet, this would also increase the
complexity greatly, particularly the suggestions above to add more sub-nodes is
followed. An alternative would be to have a single sub-node, which encompasses

the potential for blow-back more generally.

Domestic Safeguards Three participants suggested that Ideology should be

a parent to this node, whilst another four suggested a similar parent labelled
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‘morality’. Future work could also explore various domestic safeguard regimes for

specific weapon systems to improve this model.

Fear of Retaliation One of its parents is Opponents Military Power, which
19 participants believed should be split into cyber and non-cyber components.
Furthermore, two remarked that capability should be split into offensive and
defensive. Three brought up ‘economic sanctions’, which currently have not been
addressed. Eleven suggested that Fear of Retaliation should be two disconnected or
different nodes, one each for Restraints and Motivations as the current structure
caused confusion.

Events in 2019, particularly such as the US launching cyber-attacks on Iranian
rockets and missiles [14], [162] or other alleged retaliatory cyber-attacks on Iran
[7], would further support splitting into cyber and non-cyber components, as would

the idea of blow-back discussed under potential collateral.

Attribution Linked to retaliation, nearly every participant asked about ‘attri-
bution’, with two specifically stating that it is a burden of proof. The question
of feasibility thereof remains. It was suggested that an ‘attribution’ node should
be parent to both Restraints and Motivations, or to Fear of Retaliation. Similarly,
connections to International Prestige could be made, however, they swing both

ways: diminish it for being caught red-handed, or bolster because of it.

Cost as a Restraint Three proposed the inclusion of an ‘opportunity cost’ as
a restraint, whilst six suggested to connect the Economic node to Restraints as
a parent. This would need to be investigated further, including connections to

other concepts mentioned, such as the idea of blow-back.

Security This node posed a slight challenge as a security motivation often stems
from insecurity, and the two data sets (MID and CoW) for Global and Regional

Security measure this in the form of conflict. Simplified, this means that ‘low’ values
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in those two nodes are more likely compatible with a ‘high’ security motivation,

leading to several suggestions of re-labelling.

Education & Skills The topic of a capable workforce was often mentioned,
however only five suggested an explicit ‘skills’ node to contribute to Capabilities.
Their suggestions for the connections of this new node diverged, from being a parent

to Research and Development to being a direct Capabilities parent.

Development Seven believed that the Development node would be sufficient by
itself, essentially merging Test Bed, Payload and Delivery. Others however believed
they should be connected more and expanded upon. The respondents with a more

technical background in particular found these nodes lacking, wanting more clarity.

6.3 Priors and Weights

The results and comparisons of the three scenarios can be seen in Figures [6.1| and
. Whilst the state actor has the most balanced weighting, Potential Collateral
and Fear of Retaliation carry slightly more importance. The generic and terrorist
scenario similarly show repercussions as the strongest restraint, however, in the
latter case, it outweighs the other three factors combined. International Agreements
become, unsurprisingly, almost negligible in that scenario.

The Human Collateral distribution for the state actor scenario was surprising,
expecting a larger value for ‘high’ At the same time, it is equally surprising to
see the terrorist group actor having such a large value for ‘high’ This could be
due to easy misinterpretation of the question, by struggling to reconcile that the
terrorist group may want (or is motivated by) human collateral, however, in this
instance, the question is to what extent it is a restraining factor.

It should be noted that in the Motivations context, the Fear of Retaliation is
reversed: the idea is that a lack of fear can act as an encouraging factor. In terms

of Ideology, the relative weighting is reversed for the state and terrorist actors,



136 6.4. Generic Actor

Human Coll. Enviro. Coll. Opp. Mil. Power Opp. Alliances
G S T G S T G S T G S T

H| 0.381 | 0.544 | 0.236 H| 0.207 | 0.314 | 0.159 H| 0.350 | 0.419 | 0.267 H| 0.356 | 0.341 | 0.187
M| 0.234 | 0.200 | 0.153 M| 0.341 ] 0.371 | 0.167 M| 0.206 | 0.257 | 0.216 M| 0.239 | 0.279 | 0.269
L] 0.242 | 0.153 | 0.493 L | 0.324 | 0.207 | 0.536 L | 0.246 | 0.144 | 0.370 L] 0.213 | 0.204 | 0.407
U] 0.143 | 0.103 | 0.118 U] 0.127 | 0.107 | 0.139 U] 0.198 | 0.180 | 0.147 U] 0.193 | 0.176 | 0.137

G S T G S T G S T G S T
H| 0.267 | 0.325 | 0.302 H| 0.269 | 0.229 | 0.663 H| 0.314 | 0.331 | 0.217 H| 0.361 | 0.435] 0.363
M| 0.256 | 0.229 | 0.339 M| 0.186 | 0.253 | 0.166 M| 0.276 | 0.294 | 0.183 M| 0.299 | 0.282 | 0.217
L | 0.333 | 0.316 | 0.206 L | 0.413 | 0.386 | 0.084 L | 0.276 | 0.254 | 0.409 L | 0.203 | 0.163 | 0.296
U 0.144 | 0.130 | 0.153 U] 0.133 | 0.133 | 0.087 U 0.134 | 0.120 | 0.191 U] 0.137 | 0.120 | 0.124

National Sec Strategic

G S T G S T G S T
H| 0.495 | 0.586 | 0.383 H| 0.309 | 0.390 | 0.287 H| 0.391 | 0.430 | 0.280
M| 0.196 | 0.137 | 0.211 M| 0.269 | 0.247 | 0.287 M| 0.251 | 0.216 | 0.210
L] 0.134] 0.117 | 0.223 L| 0.231 ] 0.190 | 0.230 L| 0.183 | 0.186 | 0.293
U] 0.174 | 0.160 | 0.183 U] 0.191 | 0.173 | 0.196 Ul 0.174 | 0.169 | 0.217

Figure 6.1: Node priors across the Generic (G), the State (S) and Terrorist (T) scenarios.

while it is almost balanced for the generic scenario. Historic factors will likely
carry a higher weight for any secular entity.

Within Security, the ‘national” or ‘group’ aspect is the most strongly weighted
contributing factor for all scenarios. However, International Prestige has an almost
equal standing for the terrorist group, which seems counter-intuitive, unless it is

taken to mean notoriety in this context.

6.4 Generic Actor

An initiated for the generic scenario (and evidence selected) can be seen in
Figure [6.3] and enlarged in three sections in Figures [6.416.6] The leaf nodes
were set to the highest prior value. Overall, the states ‘high’, ‘medium’, and
‘low” were almost equally split for proliferation, which given the unspecific

scenario nature are not surprising.
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Restraints 0.262 | 0.289 | 0.158

Motivations 0.334 | 0.335 | 0.465

Capabilities 0.404 | 0.376 | 0.377

Restraints Motivations Capabilities

G S T G S T G S T
Pot. Collateral 0.258 | 0.273 | 0.150 Retaliation 0.162 | 0.200 | 0.134 Economic 0.212 | 0.192 | 0.233
Dom. Safeg. 0.215 | 0.244 | 0.112 For. Policy 0.230 | 0.254 | 0.122 Strategic 0.140 | 0.147 | 0.125
Int. Agr. 0.213 | 0.250 | 0.073 Dom. Policy 0.216 | 0.207 | 0.099 Tactical 0.147 | 0.150 | 0.154
Retaliation 0.314 | 0.233 | 0.665 Ideological 0.157 | 0.142 | 0.405 Research 0.168 | 0.170 | 0.128
Economic 0.234 | 0.197 | 0.239 Development 0.184 | 0.178 | 0.184
Intel/Recce 0.148 | 0.162 | 0.176

Pot. Collateral Foreign Policy Development
G S T G S T G S T
Human 0.683 | 0.664 | 0.677 Pub. Percep. 0.185 | 0.211 | 0.318 Test Bed 0.404 | 0.378 | 0.255
Enviro. 0.317 | 0.336 | 0.323 Security 0.388 | 0.371 | 0.276 Payload 0.300 | 0.311 | 0.432
Industry Int. 0.254 | 0.239 | 0.114 Delivery 0.295 | 0.311 | 0.313
Fear of Retaliation Historic 0.174 | 0.179 | 0.292
G S T Mil. Spending
Military 0.607 | 0.607 | 0.589 Domestic Policy G S T
Alliances 0.393 | 0.393 | 0.411 G S T Economic 0.572 | 0.535 | 0.572
Polity IV 0.161 | 0.186 | 0.052 Strategic 0.428 | 0.465 | 0.428
Pub. Percep. 0.174 | 0.168 | 0.206
Security 0.246 | 0.271 | 0.152 Test Bed
Industry Int. 0.184 | 0.161 | 0.072 G S T
Historic 0.116 | 0.126 | 0.181 Economic 0.271 | 0.250 | 0.312
Religious 0.118 | 0.088 | 0.337 Strategic 0.176 | 0.191 | 0.134
Research 0.292 | 0.282 | 0.241
Ideology Intel/Recce 0.262 | 0.277 | 0.313
G S T
Historic 0.514 | 0.603 | 0.355 Payload
Religious 0.486 | 0.397 | 0.645 G S T
Economic 0.220 | 0.236 | 0.289
Economic Strategic 0.203 | 0.201 | 0.158
G S T Research 0.300 | 0.263 | 0.230
Security 0.344 | 0.382 | 0.448 Intel/Recce 0.277 | 0.300 | 0.323
Industry Int. 0.356 | 0.304 | 0.205
GDP 0.300 | 0.315 | 0.347 Delivery
G S T
Security Strategic 0.213 | 0.204 | 0.238
G S T Tactical 0.218 | 0.221 | 0.198
Global Sec. 0.229 | 0.226 | 0.165 Research 0.244 | 0.251 | 0.229
Reg. Sec. 0.244 | 0.249 | 0.246 Intel/Recce 0.326 | 0.324 | 0.335
Nat. Sec. 0.334 | 0.330 | 0.311
Int. Prestige 0.193 | 0.196 | 0.277

Figure 6.2: Relative node weightings across the Generic (G), the State (S) and Terrorist
(T) actor scenarios.
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Restraints /

Potential Collateral Domestic Safeguards International Agree... Fear of Retaliation -

High  64%| [ High  14%|[f High  30%|[E) High  80% ||

Medium29%|[ | Medium49%|[ | Medium25%|[ | Medium15% ||

Low  5%|| Low  20%|[ll Low 18%|[ll Low  4%||
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Figure 6.4: Enlarged view of Generic Actor BN centring on the Restraints

6.4.1 Restraints

Overall, this node results in a ‘high’ state, with 30%, followed by another 26%
‘medium’, ‘unsure’ is almost equal to ‘high’ with 29%. However, given the percentages
of ‘high’ states of some the parents, it is somewhat surprising that this is not equally
reflected. This difference is due to the weights given, combined with the ambiguous
International Agreements parent and ‘medium’ Domestic Safeguards.

Potential Collateral arrives at 64% ‘high’, driven by the ‘high’ state of its Human
parent node paired with ‘medium’ Environmental, with a weighting of 0.68 to 0.32,
respectively. The relative importance of the two sub-nodes changes minimally
across scenarios, however the priors vary much more greatly. In this case, the
Polity IV Data parent node was set to 100% ‘medium’, whilst Public Perception
was predominantly ‘unsure’, resulting in 49% ‘medium’ and an almost even split

across the other states for Domestic Safequards.

International Agreements has Security as a parent, combined with levels of
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uncertainty, which likely stem from the topic at hand combined with it being
a generic scenario with less tangibility. This is reflected by an overall ambiguous
split. Fear of Retaliation is ‘high’ given both parent nodes (Opponent’s Military

Power and Alliances) are also ‘high’, with a little room for uncertainty.

6.4.2 Motivations

In the generic scenario, the overall level is ‘low’ at just over 30%, driven by similar
values of domestic and foreign policy, as well as low historic and religious impetus.
For comparison, the terrorist actor scenario has almost reversed values.

Foreign Policy provides little motivation, with 36% 'weak’ (‘low’), followed by 27%
‘average’ or ‘medium’. It is strongly driven by similar security concerns combined with
uncertainty stemming from Industry Interests and Public Perception. These values
are not surprising given the scenario setting. Similarly, Domestic Policy is ‘weak’
(‘low’), with additional ‘low’ parental influences from Historic and Religious factors.
Furthermore, Ideological elements are overwhelmingly ‘low’ due to both parents’
settings, which also suggests that the respondents had actors in mind where these
factors have very little to no influence. The Economic node appears mainly ‘unsure’
at 39%, followed by ‘medium’ (28%) levels. High levels of ambiguity surrounding

Industry Interests (50% ‘unsure’) are evident, combined with the ‘medium’ GDP.

6.4.3 Capabilities

Overall, the Capabilities are envisaged as ‘high’ (45%), with strong Strategic and
Research contributions, both of which have no parents, as well as Development.

Without parents, the Strategic € Research nodes have been set to their highest prior
value. The Tactical node appears split, with 34% ‘unsure’, followed by 27% high.
The Development node on the other hand is predominately ‘high’ with 45% gained
from all three technical nodes. This is a little bit surprising, as a higher level of
uncertainty was expected given a non-specific actor. Similarly, the 38% ‘high’,

followed by 30% ‘medium’ of the Intel/Recce node is unexpected, as to some extent,
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Figure 6.5: Enlarged view of Generic Actor BN centring on the Motivations
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Capabilities
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Figure 6.6: Enlarged view of Generic Actor BN centring on the Capabilities

it is one of the most obscure nodes by default. It appears that the participants

were either very sure, or that mistakes were made in the weighting or the structure.

6.5 State Actor

This actor has three states competing, with ‘high’, ‘medium’ and ‘low’ being at 28%),
26% and 31%, respectively, indicating the potential for internal struggle. On the one
hand, Restraints are ‘high’, yet so are Capabilities, whilst Motivations are almost

40% ‘low’, but also just over 40% split between ‘medium’ and ‘high’. This means
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that while for now the pursuit is considered unlikely, it could easily shift, particularly
if the motivation was to increase, whether via internal factors or geopolitical events.
This change would then require additional disincentives, such as an increase of
currently existing restraining elements or the addition of new ones. Alternatively, it
could also be explored how the actor’s capabilities could be reduced to achieve this.
The sensitivity for each state of this node is shown in Figures [6.7] - [6.8, comparing
the relative importance of factors. The sensitive variable is shown as an uncertain

value, whilst all others are kept stable.

6.5.1 Restraints

In this scenario, restraints are ‘high’ state at 47%, clearly indicating that this
actor has very low incentives. Of the parent nodes, uncertainty is mainly driven
by Domestic Safequards and International Agreements.

The fear of doing accidental harm depicted as Potential Collateral is a strong
restraining factor (67%) in this scenario, with ‘high’ and ‘medium’ states from its
parent nodes Human and Environmental, respectively. The Domestic Safequards
node is also ‘high’ at 41%, with the other states split almost equally. In this scenario,
the Polity IV Data parent node was set to 100% ‘high’, whilst Public Perception was
predominantly uncertain (48% ‘unsure’). International Agreements has Security as
a parent, which, combined with levels of uncertainty, results in a ‘high’ state. In this
scenario, the opponent is considered to be very strong in terms of Military Power and

Alliances), resulting in a ‘high’ Fear of Retaliation combined with some uncertainty.

6.5.2 Motivations

In the generic scenario, the overall level is ‘low’ at 39%, driven by a relative stability
domestically and abroad, as well as low historic and religious impetus. It is only
marginally different from the generic actor scenario, with a higher tendency towards
the ‘low’ state, despite larger variance in parent nodes.

Foreign Policy provides little motivation, with 52% ‘weak’ (‘low’), followed by 25%

‘uncertain’ — much lower than in the generic actor scenario. It is similarly driven by
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(b)
Figure 6.7: Tornado Plot Comparison: State Actor’s SaaW Node States @ High and

@ Medium

‘low” security concern combined with uncertainty stemming from Industry Interests
and Public Perception (53% and 48%, respectively). The state distribution for the
two latter nodes is surprising given that the scenario is no longer ambiguous, but it
could be explained by either the ambivalent nature of the factors or the respondents’
unfamiliarity with them. Similarly to its foreign counterpart, Domestic Policy is
in its ‘low’ state at 48%, stemming from the Historic and Religious leaf nodes set

to ‘low’, combined with a ‘low’ Security impetus. The Economic node shows a
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Figure 6.8: Tornado Plot Comparison: State Actor’s SaaW Node States @ Low and

@ Unsure

shift towards higher levels in comparison to the generic actor scenario, with 26%

versus 15% ‘high’ but all four states are nearly evenly split.

6.5.3 Capabilities

This actor is considered to be considerably strong in this area, with overall
Capabilities at 51% ‘high’, followed by 19% ‘medium’. This is not surprising given the

leaf nodes’ settings (all at ‘high’), with some ambivalence in Tactical and Intel/Recce
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Figure 6.9: Enlarged view of State Actor BN centring on the Restraints

aspects. The former is not unexpected given the [CPT]|results, however, the latter is.
Given the scenario, it is surprising to see Intel/Recce at 31% ‘unsure’, with the other
states split almost equally. However, this can be possibly explained by only one
parent node contributing. The Development node is predominately ‘high’ with 47%

gained from all three technical nodes, all of which are between 50% and 60% ‘high’.

6.6 Terrorist Actor

This actor has overall ‘medium’ to ‘low’ probability of proliferating [SaaW] despite
the ‘low’ Restraints, which was somewhat surprising given the scenario. This is
driven by the lack of Capabilities and limited Motivations, which means that based
on these results no additional measures would need to be taken to discourage the
actor. Unlike the State Actor, however, the Restraints are‘low’, thus any shift in
Motivations or Capabilities will be harder to counterbalance.

The sensitivity for each state of this node is shown in Figures[6.12]-[6.13] comparing
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Figure 6.10: Enlarged view of State Actor BN centring on the Motivations
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Figure 6.11: Enlarged view of State Actor BN centring on the Capabilities

the relative importance of factors. The sensitive variable is shown as an uncertain

value, whilst all others are kept stable.

6.6.1 Restraints

Overall, this node is ‘low’ with 39% but it also has a propensity for 'unsure’ at
34%. The former is driven by the disregard for collateral and retaliation, combined
with a lack of Domestic Safequards. However, there seems to be more reluctance
of the experts when completing the [CPTS| favouring more uncertainty. Based on
discussions with participants, this is due to the unpredictable nature of this actor
as well as the difficulty of taking the actor’s perspective.

Unsurprisingly, the node Potential Collateral is overwhelmingly ‘low’, which
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Figure 6.12: Tornado Plot Comparison: Terror Actor’s SaaW Node States @ High and

@ Medium

corresponds to the limited historic data available pertaining to non-cyber events.
Similarly, the node on Domestic Safequards is also ‘low’, driven by the Polity IV Data.
There was argument to place this node into ‘unsure’ given the actor’s status. This
would result in a switching of ‘low’ and ‘unsure’ states in this node: whilst currently
the four states are split into 13%, 21%, 52% and 14%, respectively, they would
become 11%, 18%, 22% and 48% with that adjustment. In turn, this would affect

the Restraints child node marginally, resulting in ‘low’ and ‘unsure’ both at 37%.
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Figure 6.13: Tornado Plot Comparison: Terror Actor’s SaaW Node States @ Low and

@ Unsure

Fear of Retaliation has two parent nodes (Opponent’s Military Power and Alliances),

both of which are ‘low’ restraining factors, resulting in this node also being

overwhelmingly ‘low’ with 80%.

This is followed by ‘medium’ 14%, with the

remainder split across the other two states.
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Figure 6.14: FEnlarged view of Terrorist Actor BN centring on the Restraints

6.6.2 Motivations

For the terrorist scenario, the overall motivations are split, peaking at ‘medium’

and ‘low’ almost equal and accounting for 63%, whilst ‘high’ is 21%. The greater
Security and Ideological impetus appear to be balanced by the overall ‘medium’
Foreign and Domestic Policies, as well as Economic factors.

Although a non-state actor may not have a political structure akin to a state actor,
they do often have politics of dealing with group-external actors. However, it should
be noted that they may not necessarily be cohesive or stable. In this scenario, Foreign
Policy provides average motivation, mixing ‘high’ Security concerns with great
uncertainty in Public Perception and Industry Interests (47% and 51%, respectively).
Further to Foreign Policy, the concept of Domestic Policy needs to be adjusted for
non-state actors: many will not be in control of a territory or have state-like entities.

Nonetheless, they will have group internal policies and plans. That is particularly

true in this scenario, which is based on Daesh, who see themselves as a state and even
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Figure 6.15: Enlarged view of Terrorist Actor BN centring on the Motivations

control some territory. Here, Domestic Policy is averagely motivating (‘medium’).
Ideological impetus on the other hand is seen as ‘high’ (52%), followed by ‘medium’
(36%) due to both parents’ settings, with the Religious one being more prominent.
The Economic element is overall ‘low’ at 31%, with 25% for ‘medium’ and ‘unsure’,
which stems predominantly from the GDP measure that had both data sets leaf
nodes set to ‘low’. If these nodes were set to ‘unsure’, it would result in Economic

also peaking in that state, as well as 1% more uncertainty in Motivations and 2%

in Capabilities overall. This result highlights a potential problem, particularly in
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presentation, as a lack of economic capability could be a major motivating factor.

6.6.3 Capabilities

The scenario considered a predominantly disruptive type of [SaaW] with overall
Capabilities resulting in ‘low” at 38% and 35% ‘medium’. Using a destructive version

for comparison, ‘low’ peaked with 57%, followed by 16% for ‘medium’ and ‘unsure’.

\ Capabilities
High  12%]

Medium 35%) |
Low  38%l
Unsure 14%f]]

Strategic Tactical Research Development Intel/Recce
High 0% High  18% ||l High 0% Good  15% High  21%
Medium 100%|[F0 | Medium27%|[ | Medium 0% Average 41% Medium35%
Low 0% Low  21%|l Low  100% (N Poor  30% Low  25%
~Unsure 0% N Unsure 34% - Unsure 0% Unsure 14% — Unsure 19%

\
\ v v

Military Spending | GDP \ Test bed Qg Payload Package i& Delivery Mechanism
High  20% (| High 5% Good  14%l Good  14%|l Good  12%(li
Medium40% | | Medium  10%|[| Average 4% | Average 45%(1 | Average 4% |
Low 27%|l Low  80%| [ Poor  29%|[ll Poor  30% (Il Poor  32% (Il
Unsure 14% Unknown 5% | Unsure 13% Unsure 12% Unsure 12%
Angus Maddison Penn World Table

High 0% High 0%

Medium 0% Medium 0%

Low 100% [ |Low 100%

Unsure 0% Unsure 0%

Figure 6.16: Enlarged view of Terrorist BN centring on the Capabilities

Given the limited knowledge available regarding the Tactical node, 34% ‘unsure’
is lower than expected, and it is followed by 27% ‘medium’. The results for
Development echo all three technical parent nodes leading to a predominately
‘average’ (‘medium’) with 41%. As the scenario calls for a that is not greatly

targeted, it is surprising to see that Intel/Recce gained influence on Capabilities
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overall in comparison to the State and Generic scenarios. Nonetheless, it arrives

at a ‘medium’ state with 35%, followed by 25% ‘low’.

6.7 Conclusion

This chapter presented a of factors contributing to the proliferation of
across three actor scenarios, a generic, a state and a terrorist actor. Alongside five
datasets, 30 interviews were conducted to populate the nodes with prior probability
nodes and relative weightings of dependencies shown. The [BN]implemented Das’
approach of weighting relative parent-node’s influence strength, combined with
compatible parental distributions, to create a linearly growing set of probability
distributions as discussed in the previous chapter. The model was initiated for three
scenarios: a Generic Actor, a State Actor, and a Terrorist Actor. This generated
new data and provided qualitative as well as quantitative results, answering the
third research question.

Several suggestions raised by the participants need to be taken into account regarding
the network structure. This includes additional nodes within Restraints, for example
to explicitly denote ‘digital’ or ‘economic collateral’, as well as opponent’s cyber
capabilities. Recent cyber attacks, such as NotPetya and WannaCry, as well as
cases of data breaches and scandals would support the addition of such sub-nodes.
This would also allow for a better differentiation, separating highly targeted cases
such as Stuxnet, which despite its extensive spread sought to limit causing damage
to unrelated systems. Furthermore, these additional sub-nodes would better connect
to other work on harm done, such as the [4].

Blow-back was another interesting aspect that was raised, which could be understood
in two different ways. The first would be in a general form, for example a cyber attack
leading to a response. The other one would refer to the same capability damaging
the initiating actor. Keeping the current model as it is, the former could be placed
under Fear of Retaliation, possible as its own Cyber Retaliation sub-node. The

latter could be added under Potential Collateral, for example as Cyber Blow-back.
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Furthermore, questions of economic cost and attribution were raised, as were
proposals to re-label or re-define Security related nodes within Motivations, which
future work should explore. The Development and its sub-nodes were found lacking
particularly by those with technical background, seeking more details, whilst others
countered that there was already too much detail and that one node would suffice.
Based on this, future work should explore the possibility of different levels of detail
within the model. For example, those with highly technical knowledge would
be given a detailed breakdown, whilst those without would only see a top-level
node. This might be reversed or further tailored for other parts of the model,
for example Security elements.

This chapter also introduced quantitative results, with the scenario-based state
actor having an ambivalent proliferation probability, with ‘high’, ‘medium’ and ‘low’
states being very close to each other. On the one hand, Restraints are ‘high’; yet so
are Capabilities, whilst Motivations are almost 40% ‘low’, but also just over 40%
split between ‘medium’ and ‘high’. This means that for the current scenario, the
efforts to curtail the pursuit are sufficient for the time being. However, the various
factors that affect motivation should be closely monitored, as a shift could upset the
balance. In that case, new approaches and concepts to prevent pursuit will need to
be explored, for example in the form of stronger discouragements or disincentives.
The scenario-based terrorist actor on the other hand has an overall ‘medium’ to ‘low’
probability, driven by the lack of Capabilities and limited Motivations, despite the
‘low’ Restraints, which was somewhat surprising. This would imply that nothing
further needs to be done to discourage the actor in this case. However, it also
means that there is no counterbalance should motivational aspects or capabilities
shift, thus continued monitoring and exploration of options to curtail the actor
would be recommended. Furthermore, future work should also asses the economic
aspect further, particularly how financial gain may affect motivational aspects

and offset economic limitations.
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Cyber security is still a young and rapidly-evolving field, not only in regards to
technological developments but also its interaction with national and international
security. This is particularly true when exploring the various uses of software as
a weapon, ranging from mere nuisance to severe attacks.

The most closely related concept is that of cyber weapons, often also referred to as
digital or virtual weapons — yet, there is no agreement on concepts or a definition.
Similarly, there is disagreement on the topic of cyber war, with some refuting the
possibility whilst others do not. The vast majority of work in this area takes a
technical approach, centring on vulnerabilities or various forms of malicious software,
including ways to either secure systems or highlight the flaws in doing so.

This thesis contributed to the topic by addressing taking a mixed-methods
approach bringing together elements of [CS], [[R] and Strategic Studies. Across
seven chapters, it first set out the motivation, including a presentation of three

interrelated questions, which will be summarised in turn below.
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7.1 Software as a Weapon

Chapter [2] presented a literature review that contextualised weapons and their
pursuit as a strategic tool in relation to war and warfare, before addressing cyber
weapons and related constructs more specifically. This provided the groundwork for
examining the first question ‘What does it mean for software to be a weapon?’
discussed in Chapter [3|

The high-level results showed that several aspects matter when discussing [SaaW]
particularly the interaction of design, use, and damage caused. Relying solely
on designed or even intended use is not sufficient, as it would exclude potential
accidents or mistakes. Yet at the same time, relying only on damage done or harm
caused is also not adequate. This led to three categories, the first of which spans a
spectrum of software specifically designed or used to cause damage or harm, with no
other primary use. While malware can be a weapon, where the exact line between
is to be drawn in remains contested and in flux, with the main disagreement being
between [CTA] and cyber-physical damage requirements. The second category of
centres on dual-use software, which for example is vital for security research
or reviews on the one hand but can equally be used as a first step for, or as part
of, cyber attacks on the other. The last and final category encompasses software
that for example causes accidental and unintentional damage.

A questionnaire was designed to explore opinions on software, malware, and weapons,
sourcing public attitudes towards across three respondent groups: Academics,
Military Officers and General Public (Others), contributing to the findings. Aside
from sourcing attitudes towards there was a contention that experience or
work sector, as well as knowledge of computer science or international relations
might lead to different responses. Military officers were chosen because they will
have been trained extensively in the use of weapons regardless of their specialism,
as well as the responsibility and consequences of their use. Academic respondents
on the other hand are often considered to have access to, and influence on, decision

makers, thus also giving them an important role in forming opinions.
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A total of 46 questions including consent and demographics were asked, addressing
three aspects: weapons, their nature and constitution; software, malware, and
understandings thereof; as well as in the context of international security,
including capabilities and proliferation. Most questions used the common five-point
Likert rating scale, allowing for a ‘neutral’ response as well as open-ended free-text,

leading to analysis using MWTU| and [KWH] tests, qualitative analysis, text-mined

comparisons, as well as a structural examination of the questionnaire itself via a[PCA]
One aspect of the questionnaire centred on whether or not software/malware
capabilities lead to more insecurity than security in general, for a state actor, or the
international system. Whilst opinions were split, most respondents remained neutral
or tended to agree, regardless of groups. This could be seen to support the argument
of expanding cyber commands (or equivalent institutions) and related strategies to
combat further insecurity, yet it could also be used to argue that capabilities in the
cyber domain act as a disrupting force fuelling the security dilemma. Similarly, only
about one fifth disagreed that software/malware capabilities provide a deterrent,
adding to the ongoing academic debate on the topic.

Unsurprisingly, views on the meaning of term ‘weapon’ varied greatly. However,
there was also some agreement, with about two-thirds considering it to be an object
that is designed or can be used to cause harm or damage, and is offensively driven.
Furthermore, a majority of respondents believe that there is a difference between
an object being a weapon and being used as one, regardless of age, background,
or expertise. Whilst this concurs with initial thoughts on the topic, harm or
damage done by defensive measures should also be considered. This not only
includes the increase of active countermeasures but also cyber strategies being
adopted, such as the US’ approach of persistent engagement /forward defence and
the implications thereof [288|.

Whether malware is a weapon or not split opinions, as did when asking whether it
depends on a threshold. On the one hand, Academics are more likely to disagree
that software should be treated like any physical object, Military respondents are

more likely to agree and Others are indecisive. When suggesting a three-tiered
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classification of objects and software/malware (tool/dual-use/weapon), there is
agreement across the groups.

Examining the analogies used to describe concepts, the respondents appear to
think of ‘software’ as having a broad function, whilst ‘malware’ is characterised
by unique expressions forming a bridging construct to a ‘weapon’. It appears as
if malware is a stepping stone to software becoming a weapon, yet something
‘more’ is required. Yet this ‘more’ remains elusive and provides a starting point
for future work. There is also disagreement as to what effect causes it to become
a weapon, ranging from requiring physical damage to a living being, structure
or system, or merely an attack on [CTA]

Thus, an effects-based definition is not sufficient, yet neither is one solely
reliant on intent, as for example Rid & McBurney’s. When asked whether
damage mattered regardless of intent, most respondents disagreed. Yet at
the same time, there was no agreement that intent was the decisive factor.
Therefore, should also account for unintended consequences, such as
collateral damage or economic effects. Particularly the former is a criterion in
most state actors’ military engagements, being illegal under many definitions,

such as Article 51(5)(b) of the 1977 Additional Protocol I to the Geneva Convention.

Future work should first narrow down the questionnaire based on the results of the
[PCA] reducing it to around 15-20 questions. This would make it more efficient yet
analytically viable, whilst at the same time making higher response rates more
likely. Furthermore, this would provide a basis for longitudinal data, allowing for
an assessment of the changing nature and attitudes. Another aspect that should
be considered is exploring the ‘more’ that links concepts of malware to those of a
weapon, as that could provide a basis for frameworks in the cyber domain. Another
aspect that could be addressed is the examination of the sources and effects of bias,

which could, for example, be performed through a psychometric evaluation.
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7.2 Factors Contributing to SaaW Pursuit

Chapter [4] combined aspects of the literature review and the questionnaire to explore
what factors contribute to the pursuit of [SaaW] It further drew upon weapon and
proliferation theories, with the purpose of creating a group of determinants that
act as variables, which are then interconnected to create a conceptual model. This
model is naturally simplified but nonetheless introduces objectivity to the discourse
and can provide a variety of stakeholders with a unified starting point.

The literature to what motivates actors to pursue nuclear weapons has shifted since
the end of the Cold War, in line with more practical definitions of security |46]. Most
proliferation literature has been devoted to - weapons — often grouped
together for convenience to distinguish them from conventional weapons technologies.
Although these weapon technologies are in many ways different, particularly in
their destructive capability, the decades of research on the motivations behind the
spread of other weaponry cannot be ignored.

Having discussed the various theories, the numerous factors were extracted, applied
to the cyber domain, and broken into three interlinked sub-sets: restraint, motivation,
and capability. Restraints are, essentially, reasons for an actor not to develop or

proliferate and are split into four main elements with subcategories:

» Potential Collateral o International Agreements
e Domestic Safeguards o Fear of Retaliation

Motivation on the other hand are the counterpart to restraint, and are formed

through five main interlinked and sometimes competing factors with subcategories:

o Fear of Retaliation e Domestic Policy e FEconomic Factors
o Foreign Policy  Ideological Factors

Lastly, an actor’s capability consists of six core factors, again with subcategories.

e Economic o Tactical e Development
o Strategic e Research o Reconnaissance
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Each element was discussed in turn, examining interrelationships and sub-elements,
both competing and complementing, creating a conceptual model. It is used as a
basis for the operational BN] model created in Chapter [f| and discussed below
in the next section.

One of the main shortcomings of this model is that an opponent is only considered
via limited direct input, whilst in reality most interactions, particularly conflict
and war are reciprocal. Furthermore, in reality, there are often numerous actors
at play. This could be mitigated by having several models that interact or are
connected. A question then arises is how much of the ‘other’ an actor can see
and with what ‘lag’, which might necessitate adding an additional layer or barrier
between the actors. Furthermore, future versions could be broken down further
into actor templates that are more tailored, for example to state and non-state

actors, or even various types of state actors.

7.3 Probability of SaaW Pursuit

The sixth chapter applied the conceptual and operational model to three scenarios,
engaging with the last research question: ‘What is the probability that a given actor
is pursuing [SaaW]?’. Tt did this by using three actors, representing terrorists, state
powers, and generic attackers. Data was based on expert opinions solicited via 30
interviews, as well as five datasets, populating nodes with prior probability and
relative weightings of dependencies shown. Das’ approach of weighting relative
parent-node’s influence strength was implemented, creating a linearly growing set
of probability distributions and Tornado plots were used to show relative node
influence strength. The main advantage of using a [BN]is its ability to model and
account for uncertainty, which is particularly prevalent in the cyber domain.

Overall, the State Actor was shown to have ambivalent proliferation probability,
with ‘high’, ‘medium’ and ‘low’ conditions being very close to each other. On the
one hand, Restraints are ‘high’, yet so are Capabilities, whilst Motivations are almost
40% ‘low’, but also just over 40% split between ‘medium’ and ‘high’. This result

implies that pursuit is currently unlikely, however, an increase in motivation may
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shift the balance. This could, for example, be caused by geopolitical or domestic
factors and events. Given the level of restraining elements, additional disincentives
could be sought here, for example by seeking to increase them or by adding new ones.
Alternatively, the motivational factors or capabilities would need to be explored
further, to see how the actor can be best discouraged.

The Terrorist Actor on the other hand has an overall ‘medium’ to ‘low’ probability,
driven by the lack of Capabilities and limited Motivations, despite the ‘low’
Restraints. This would, similarly to the state-actor above, mean that currently
nothing would need to be done to discourage the actor further. However, unlike
the state-actor, the restraining element is ‘low’, thus any shift in the Motivations
or Capabilities would be harder to counter-balance. Therefore, it would be
recommended to continue monitoring developments and explore further options to

curtail this actor.

Here, there are several starting points for future work. Firstly, this concerns
suggestions raised by the participants regarding the network structure. This
includes additional nodes within Restraints to explicitly denote ‘digital’ or ‘economic
collateral’, as well as opponent’s cyber capabilities. The concept of blow-back
should also be explored further, caused on the one hand by a cyber attack leading
to a response, and by the same capability damaging the initiating actor on the
other. The former could be implemented as its own Cyber Retaliation sub-node
under Fear of Retaliation, whilst the latter could sit as Cyber Blow-back under
Potential Collateral. Furthermore, questions were raised on economic cost and
attribution, which are not reflected in the current model but future work should
take into account. Other proposals included the re-labelling or re-defining of
Security related nodes within Motivations, which should also be explored.

Secondly, the same structure was used for all three cases but the label, or
conceptional meaning, of nodes changed, adjusting to the actor in question. It does
not, for example, make sense to talk about ‘national security’ when referring to a non-

state actor. ‘Group security’, however, does. The dynamics are clearly different but
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for this iteration of the model, they were considered to be sufficiently related. The
advantage of keeping the structure intact allows for easier comparison and analysis.
However, it reduced the informative and explanatory power. Future versions could
be shaped around a specific actor type or even subtype incorporating greater detail
of the interrelationships and relative importance of factors. These would then act as
starting points that could then be applied to, and modified for, specific actors and /or
scenarios, particularly as certain nodes or connections carry limited or no weight
for one actor but are vital for another. Similarly, certain nodes or sub-nodes should
be explored further, particularly including an expansion of the technical intricacies,
such as high-level suggestions shown in Appendix [B} which include bot(net) and
C&C components, or more detailed build, install and delivery mechanisms.
This also ties in with a third aspect, namely the challenge of improving data
acquisition and datasets. Whilst many real-world applications that rely on expert
elicitation and effort was made to follow an accepted process [165], this work would
benefit greatly from improved data access, possibly big-data coupled with learning
algorithms. If reliance on elicitation remains, a greater focus should be placed on
dividing the model up into ‘subject-matter’ groupings for experts in those areas
to focus on. This would also address concerns raised for example regarding the
Development node and its sub-nodes. Those with a more technical background
wanted greater granularity, whilst others considered the current level of detail too
great, instead suggesting the use of only one node. An alternative solution to
dividing-up the focus areas could be a ‘zoom’ solution that allows the responder
to decide on the level of detail.

Lastly, a time component or comparisons to conventional or nuclear weapon scenarios
could be run, for example by examining the applicability of [CIPD] and related
methods, which could span both aspects. The is currently a snapshot

in time. However, as actors and weapons change over time, so should the model,

adjusting the values of the variables and interconnections. A [Dynamic Bayesian|

INetwork (DBN)| would capture this process by essentially creating a time-series,

representing multiple states of variables across time in given steps. It consists of a set
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of variables at a given time in combination to a transition model, linking time ¢ with
for example t — 1. In order to keep track of the current state, all past observations
have to be taken into account. More formally, a is a generalisation of
IFilters (KF)| and [Hidden Markov Models (HMM)| Whilst is very explicit and

each node represents a system state, the uses the nodes to represent the system
dimension. This means that a DBN] may have exponentially fewer parameters than
its corresponding [HMM] and that inference maybe equally faster. However, whilst
account for value changes over time, they do not allow structure or parameter

changes, so other alternatives will also have to be considered.
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Table A.1: Summary of Questions and Responses: Q8-31

. Str. . Str.
# Question Dis. Dis. | Nth. | Agr. Agr.
8 |Whatis a weapon? free-text
9 |Please list three different types of weapons free-text
10 |An everyday object or tool (e.g. a cup, a chair, a shirt) can be a weapon 8 11 10 29 38
11 An everyday object or tool (e.g. a cup, a chair, a shirt) can be used as a 3 0 2 33 58

weapon
There is no difference between an object being a weapon and an object

12 ) 25 37 12 9 13
being used as a weapon
What turns an object into a weapon/when does an object become a

13 free-text
weapon?

14 |Weapons are only used offensively 34 47 3 10 2
There are three types of objects: 1) those created for the sole purpose of
being used as a weapon (offensively or defensively); 2) those created for

15 dual use, either as a tool or a weapon, depending on the situation; 3) 2 9 5 51 29

those created to be used as a tool but that can situationally become/be
used as a weapon. To what extent do you agree with the categorisation
above?

If an object with an un-precedented destructive potential is created, but

16 nobody is aware of it, it is still a weapon. 7 14 24 . 20
17 |What is software? free-text
18 [Software should be treated like any physical object or tool 4 | 22 | 24 | 34 | 12
19 |What is malicious software (malware)? free-text
20 |All malware is equally dangerous. 25 | 52 | 9 | 5 | 5
21 |On what basis should malware be classified? free-text
22 |Software and/or malware can cause physical damage 3 4 6 46 37
23 |All software has the potential to become malware 5 23 31 29 8
24 |Malware is a weapon 2 i 20 40 21
25 |Malware can be used as a weapon 1 2 6 48 39
26 |Malware can sometimes be/be used as a weapon 6 9 13 47 21
27 |Malware needs to cross a threshold to be considered a weapon 12 34 15 34 1
27a |If you agree, what would you base the threshold on? free-text
27b Should that type of weapon be given a new name to reflect its potency, 3 11 29 mn 5
e.g. cyber weapon?
It makes sense to approach software/malware attacks with (traditional)
28 : . ) . : 7 24 24 38 8
weapon terminology (e.g. ‘warhead’, ‘trigger’, ‘payload’)
28a |And/or measures (e.g. ‘calibre’, ‘yield’, ‘range’) 10 21 25 39 1
Software/malware causing physical damage to a living being, a structure
or system (a ‘cyber-physical attack’) is a weapon; software/malware
29 ; . . L ) o 28 45 8 15 0
causing damage to data integrity, accessibility and confidentiality is not a
weapon
Software/malware causing damage to a living being, a structure or system
30 |(a ‘cyber-physical attack’) is a weapon, regardless of the type or severity 2 7 7 52 28
of damage
31 The damage caused determines yvheth_er the software/malware is a 18 a4 12 18 4
weapon or not, regardless of the intentions of the attacker
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Table A.2: Summary of Questions and Responses: Q32-46
. Str. . Str.
# Question Dis. Dis. | Nth. | Agr. Agr.
32 The intention of the attacker determines whether the software/malware is 5 27 13 36 15
a weapon or not, regardless of the damage caused
Software/malware can be separated into three types: 1) created for the
sole purpose of being used as a weapon (offensively or defensively) 2)
33 |created for dual use, either as a tool or a weapon, depending on the 4 14 23 45 10
situation 3) created to be used as a tool but that can situationally become
a weapon
Most attacks by software/malware fall only into three categories: 1) Mere
34 |nuisance 2) Summary offences / misdemeanour / petty crime 3) Indictable| 3 8 25 48 12
offence / felony
35 |Defensive software capabilities are vital to a state’s security 3 2 3 38 50
35a [Any additional comments? free-text
36 |Offensive software capabilities are vital to a state’s security 2 16 | 25 | 30 | 23
36a [Any additional comments? free-text
37 Software/malware capabilities lead to more insecurity than security in 3 15 37 33 8
general
37a |For a state: 7 14 37 29 9
37b |For the international system: 7 14 37 29 9
37c |Any additional comments? free-text
38 |Software/malware capabilities provide a deterrent in general 3 21 29 39 4
38a |When visible/previously demonstrated: 15 26 39 11
38b [When merely suggested/implied: 4 20 37 33 2
38c |Any additional comments? free-text
39 Itis poss@le to showcase software/malware capabilities without losing a 4 20 30 38 4
technological advantage
39a |Any additional comments? free-text
40 Softwar_e capabilities s_houlc_i be regulated globally, similar to the 9 16 27 39 5
production and/or proliferation of other weapons
40a |Any additional comments? free-text
Software/malware capabilities have propelled a vast array of new actors
41 |. o ) . . 0 2 16 52 26
into the security field, nationally and internationally
41a |Any additional comments? free-text
42 Software/malware capabilities have rendered state-centric security 5 22 34 12 3
models obsolete
42a |Any additional comments? free-text
43 |Software/malware is a vital component of modern warfare 0 3 | 14 | 41 | 38
43a |Any additional comments? free-text
a Softwa_lr_e/malwar_e cgpabllmes can be clearly differentiated between civil 12 38 29 29 2
and military applications
44a |Any additional comments? free-text
45 |Software/malware exemplify asymmetric warfare 1 | 9 | 29 | 42 | 15
45a |Please explain you answer: free-text
46 |An attack by software/malware can be considered an act of war 0 | 5 | 20 | 52 | 19
46a |Any additional comments? free-text
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Figure B.1: Bot(net) and C&C components
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Figure B.2: Build, Install and Delivery Mechanisms
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