Towards efficient and reliable neural
networks

UNIVERSITY OF

OXFORD

Pau de Jorge Aranda
St Peter’s College

University of Oxford

A thesis submitted for the degree of

Doctor of Philosophy

January 2024



Acknowledgements

First of all, I would like to thank Phil and Greg for making this PhD possible and for
their constant support and encouragement. You have been incredibly understanding
and always strived to help me grow both professionally and personally. I would also

like to thank Puneet and Riccardo, for helping me shape ideas into papers.

This thesis would not have been half as fun without my collaborators; more or less
in chronological order: Harkirat, Amartya, Adel and Guillermo. Working with you
has been really inspiring and, again, lots of fun. A special thanks to Guillermo, for
having been an incredible source of support and friendship, as well as an amazing

researcher.

As part of the thesis, I have been fortunate to have a long-term collaboration with
Naver Labs Europe, a place full of incredible people. I would like to thank Mert
Bulent, Ginger Delmas, Juliette Bertrand, Anilkumar Swamy, Juliette Marrie, Vincent
Leroy and Matthieu Armando; for their friendship when I was in Grenoble. And
thanks again to Greg and Riccardo for making sure my stays in Grenoble were a great

experience.

I would also like to thank the great people in Torr Vision Group, with whom I have
enjoyed sunny Oxford together, and have made the cloudy days a bit less cloudy,
especially Francesco Pinto, Arnab Ghosh, Jimmy (Yuge) Shy, Tom Joy, Jishnu Mukhoti,
Csabi Botos, Kevin (Shuyang) Sun, Will (Chen) Lin, Ameya Prabhu, Francisco Girbal
Eiras, Jindong Gu, Alasdair Paren, Ashkan Khakzar and Fabio Pizzati.

Last but not least, I would like to thank my parents, for being there, always. My
partner, Jesusa, for showing me the bright side. And to my son, Jan, for smiling
back.



Abstract

Deep neural networks have achieved remarkable results in various applications, but
when deployed to autonomous agents in the real world several challenges arise.
Computational resources are limited and navigating through the real world requires
low latency. Moreover, for many safety-critical applications like autonomous driving,
deployed models must be reliable. In this thesis, we tackle these challenges with four

main contributions:

The first contribution addresses the constraints in computational resources via pruning
at initialization. Unlike traditional pruning methods that prune fully trained networks,
reducing the number of parameters before training improves memory and computational
efficiency both at training and inference time. The proposed pruning mechanism can

find trainable sub-networks at much higher sparsity constraints.

The second contribution focuses on the reliability concerns raised by the existence of
adversarial examples. We analyse single-step adversarial training methods and propose
a simple modification to the Fast Gradient Signed Method that allows us to train

robust neural networks more efficiently.

Shifting the focus to reliability under natural domain shifts, the third contribution
conducts a comprehensive study evaluating a large number of models in semantic
segmentation. We find that while recent models enjoy increased robustness to
distribution shifts, uncertainty estimation does not follow suit. We then identify

methods from the literature to improve model reliability out of domain.

The fourth contribution focuses on model reliability in the presence of unknown objects.
Leveraging recent advancements in text-conditioned image generation, we present a
pipeline to automatically add objects into images realistically. We show the resulting
images can be used to test and fine-tune anomaly segmentation methods as well as to

extend existing datasets to learn new classes.
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Introduction

Deep neural networks have proven to be very versatile Machine Learning models and
are now at the core of many Al applications (LeCun et al. 2015). In recent years, the
availability of larger datasets (Russakovsky et al., [2015; Schuhmann et al., 2022)) and
the increase in compute power [Thompson et al.| (2020) has allowed the community to
scale up model and dataset size, leading to a boost in performance (Sun et al., [2017).
However, when deploying deep learning models in real-world applications several issues

arise.

Consider the case of a self-driving car, where the perception system needs to accurately
estimate the environment in real-time. The low-latency requirements coupled with
limited computational resources can render many powerful but heavy models unsuited
for the task. On the other hand, deployed cars will be exposed to the open nature
of the world, eventually facing previously unseen conditions (e.g. a flooded street) or
unknown classes (e.g. a wild animal crossing the road) whose misclassification could
lead to dangerous situations. Unfortunately, despite achieving impressive performance
when samples follow the training distribution (usually known as in-distribution or

ID samples), current deep learning models are quite brittle to changes in the input
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(out-of-distribution or OOD samples), leading to a significantly degraded performance
(Recht et al., [2019; |Hendrycks and Dietterich, |2019).

One intriguing result which highlights this brittleness is the presence of adversarial
examples. |Szegedy et al.| (2014)) discovered that deep neural networks would misclassify
examples that were almost identical to correctly classified images sampled from the
dataset. Although the particular patterns of adversarial examples are unlikely to
spontaneously happen in the real world, the existence of such examples poses a security
threat when deploying models in sensitive scenarios, especially if models are open-
source (with a public training set or model parameters) and indicates a potential issue

with the procedures we rely on to design and train neural networks.

On the other hand, considering the fragility of neural networks, it is crucial that models
are uncertainty aware for a safe deployment in the real world; i.e. that they know
what they do not know. However, deep neural networks are known to be overconfident,
they predict with high confidence even when they are wrong |Guo et al.| (2017), and

this effect is even more severe under domain shifts Ovadia et al.| (2019).

In this thesis, we investigate different avenues to tackle the aforementioned issues by
obtaining more efficient and reliable models. In particular, this thesis is divided into

four main contributions which are organized as follows:

In we provide the necessary background and notation as well as a literature

review to give context to the different contributions.

In we present the first contribution focused on memory and computational
efficiency via network pruning, i.e. removing weights (connections) in a neural net-
work (Mozer and Smolensky, 1989; [LeCun et al., [1990; |[Hassibi et al., [1993). Typically,
pruning methods were aimed at removing parameters to obtain a lighter model for
inference. Thus, they required training the model with all its connections, followed by
(several) iterations of pruning and fine-tuning (Mozer and Smolensky, 1989; |LeCun
et al., |1990; Hassibi et all 1993). Recently, Lee et al.| (2019) presented a variation of

the seminal work by [Mozer and Smolensky| (1989) and showed it was possible to find
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sub-networks at initialization that would reach competitive test accuracy compared
to their dense counterparts. Pruning neural networks at initialization is significantly
faster than conventional pruning methods. Moreover, its benefits can be leveraged not

only for inference but also during training.

We show that previous methods to prune at initialization (Lee et al., [2019; [Wang et al.
2020a) have a strong drop in performance when we prune at high sparsity (removing
more than 95% of the parameters). Both methods are based on approximations that
assume the effect of removing one weight is independent of the other weights and
this does not work well for high sparsity levels, where most of the parameters are
removed. To overcome this, we present a new criteria to estimate the importance of
each connection and propose to optimize it iteratively, as we progressively remove
more connections. This allows us to obtain trainable sub-networks at much higher

sparsity levels.

is focused on studying computationally efficient ways of training models to
be robust to adversarial examples, namely worst-case perturbations. Currently, the
most popular methods to obtain adversarially robust models are based on adversarial
training (AT), which mainly consists of training the model on adversarial examples
as a sort of data augmentation (Madry et al., 2018; Zhang et al., 2019; Rice et al.,
2020). Unfortunately, these methods increase the training cost by roughly an order of

magnitude due to the additional cost of finding worst-case perturbations.

One of the earliest and cheapest methods proposed to find adversarial examples (FGSM)
consists in performing a single “gradient ascent” step by following the direction of the
sign of the gradient (Goodfellow et al., 2015); however, performing adversarial training
with this method was later shown to be ineffective (Madry et al., [2018)). Motivated by
these findings, several works have focused on making single-step adversarial training
effective (Wong et al.| 2020; |Andriushchenko and Flammarion, 2020; |Li et al., [2020;
Kim et al., 2021; [Park and Lee, 2021} (Golgooni et al., 2021), however, the suggested
modifications were either only partially effective or required the use of very expensive

regularizers. In this second contribution, we present a simple modification of FGSM
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that does not need any regularizer and matches the performance of the previous

state-of-the-art single-step method while being 3x faster.

Following up on this work, in we present a more in-depth analysis of why

single-step adversarial training methods fail to lead to robust models. In particular,
we discover that we can trigger single-step adversarial training failure by injecting
very discriminative but non-robust features. This work is an extension of the work
presented in and is published with shared first authorship, hence, we do not

include it in the main body of the thesis.

While adversarial examples can pose a major security threat when designed by a
malicious entity, they are unlikely to spontaneously occur in real-world images. On
the other hand, natural domain shifts are very common in many applications, such as
self-driving cars or medical imaging. The last two contributions are focused on the
reliability of neural networks under natural domain shifts (e.g. changes in weather)

and the presence of unknown classes (e.g. a wild animal) respectively.

In we present a thorough study on the reliability of semantic image
segmentation models. The growing popularity of transformer models in computer
vision has led to a rapid development of novel architectures (Dosovitskiy et al.l 2021;
Touvron et al., 2021; |Carion et al.,|2020; Liu et al., 2021)). While in-domain performance
follows a constant, upward trend, properties like robustness or uncertainty estimation

are often less explored—which are crucial to improve model reliability.

We analyze a broad variety of models and observe that recent models are significantly
more robust to natural distribution shifts, however, they are not better in terms of
uncertainty estimation, which deteriorates significantly out of domain. This motivates
us to further explore additional methods that can tackle the issue, and identify

promising directions to improve uncertainty estimation under domain shifts.

In [Chapter 6| we focus on the task of out-of-distribution (OOD) segmentation, where
out-of-distribution refers to any pixel belonging to a semantic class not present in the

training set (e.g. for a model trained to segment cats and dogs, an elephant would be
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OOD). This task is also commonly referred to as anomaly segmentation. In particular,
we leverage recent models that perform text-conditioned image generation (Rombach
et al., 2022)) and open-vocabulary segmentation (Grounded-SAM Contributors, 2023))

to automatically add realistic (OOD) objects into images and annotate them.

Capturing and annotating images for semantic segmentation is expensive and the
distribution of objects that would be considered anomalous is long-tail. Hence, existing
anomaly segmentation datasets capture a limited number of anomalies, lack realism
or have strong domain shifts. In contrast, our pipeline can be leveraged to generate
anomaly segmentation evaluation sets without the need for further data acquisition or
labelling. Moreover, we also show it can be used to boost the performance of recent
anomaly segmentation methods (Nayal et al., 2023 Rai et al., [2023} [Liu et al.l 2023b])
as well as learning new semantic classes. For instance, we learn a subset of Pascal
classes from scratch by adding them to Cityscapes and achieve similar performance to

a Pascal-trained baseline.

All in all, this thesis tackles two main challenges that arise when deploying deep
learning models in autonomous agents, namely efficiency and reliability. We address
efficiency both by proposing a pruning mechanism to reduce network parameters and by
reducing the cost of adversarial training. We address reliability by proposing methods
to obtain adversarially robust models as well as understanding the shortcomings of
recent models to natural distribution shifts. Additionally, we propose solutions to
improve uncertainty estimation under domain shifts and deal with the open-set nature

of the world, where novel classes are encountered at test time.



Background and Literature Review

The literature review is divided along three main axes: pruning, robustness and
uncertainty estimation. The literature on neural network pruning is relevant to
the first contribution in [Chapter 3| particularly the works that focus on pruning at

initialization. The literature on robustness is relevant to the rest of the contributions;

adversarial robustness being particularly relevant to [Chapter 4] and [Appendix E| while

robustness to natural distribution shifts, together with uncertainty estimation, are
more relevant to the last two chapters. With more focused on global
domain shifts (e.g. extreme weather conditions) and focused on unknown
objects present at inference time (e.g. a dumped piece of furniture in the middle of

the street).

2.1 Pruning

Drawing inspiration from neuroscience literature, pruning consists in removing con-
nections (parameters) from a network while preserving (or minimally degrading)

its performance on a given task (Hassibi et al. 1993). Generally, given a dataset
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D = {(x;,y:)}~, and a network f with parameters § € R™ the objective of most

pruning methods can be written as obtaining:

arg;nin iZﬁ((f(wi;G)),yi) st. 0 €C, (2.1)

where £ would correspond to the loss function and C denotes a constraint set for the
network parameters. There are two main families of pruning methods: unstructured
pruning removes individual parameters and usually defines a sparsity level (i.e. the
percentage of removed parameters). In this case, the constrained set is defined as
C:={0 € R" :||0|lo < k} only allowing k& < m non-zero parameters. If particular
patterns in weight pruning are followed (e.g. only removing full channels) then it
is known as structured pruning. Structured pruning has the advantage that it does
not require any special library to leverage the sparsity in matrix multiplications, but
unstructured pruning can reach higher sparsity rates without losing performance. In

this work we focus on unstructured pruning.

In order to optimize the objective in (2.1)), different approaches exist that vary in the

moment they start imposing sparsity constraints.

Pruning trained models. Most of the pruning works follow the train — prune —
fine-tune cycle (Mozer and Smolensky, 1989; |[LeCun et al., |1990; Hassibi et al., [1993;
Han et all |2015; Molchanov et al.; 2017; Guo et al., 2016), which requires training
the dense network until convergence, followed by multiple iterations of pruning and
fine-tuning until a target sparsity is reached. At the end of every training cycle, they
devise different criterions to select the most relevant weights (i.e. those whose removal
would lead to a larger drop in performance). One of the simplest yet better performing
criterions is magnitude pruning, which removes the weights with the smallest /; norm

(Han et al., [2015)).

Frankle and Carbin| (2019) showed that it was possible to find sparse sub-networks

that, when trained from scratch or an early training iteration, were able to match or



2. Background and Literature Review

even surpass the performance of their dense counterparts. Nevertheless, to find them

they use a costly procedure based on iterative magnitude pruning.

Induce sparsity during training. Another popular approach is to induce sparsity
during training. This can be achieved by modifying the loss function to consider
sparsity as part of the optimization Chauvin (1989); Carreira-Perpinan and Idelbayev
(2018)); [Louizos et al. (2018) or by dynamically pruning during training [Bellec et al.
(2018); Mocanu et al.| (2018); Mostafa and Wang| (2019); Dai et al.| (2019)); Dettmers
and Zettlemoyer| (2020); [Lin et al. (2020); [Kusupati et al.| (2020); [Evci et al. (2019).
These methods are usually cheaper than pruning after training, but they still require

to train the network to select the final sparse sub-network.

Pruning at initialization. These methods present a significant leap with respect
to other pruning strategies. While traditional pruning mechanisms focused on
computational and memory efficiency at inference time, pruning-at-initialization
methods bring the same gains also during training. Lee et al. presented SNIP |Lee et al.
(2019), a method to estimate, at initialization, the importance that each weight could
have later during training. In a nutshell, SNIP analyses the effect that each weight has
on the loss function when perturbed at initialization. Recently, [Wang et al. (2020a)
proposed GRASP, a different method based on the gradient norm after pruning and
showed a significant improvement for higher levels of sparsity. However, neither SNIP
nor GRASP perform sufficiently well when a larger fraction of the weights need to be
pruned. In [Chapter 3| we analyse the approximations made by SNIP and GRASP,
and present a more suitable solution to approximate the importance of weights after

pruning.
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2.2 Robustness

2.2.1 Robustness to natural distribution shifts

Consider a model trained on a source dataset D;, for instance, comprising images of
different street scenes acquired in European cities with good weather conditions. Now
let us consider a target dataset D, with similar urban scenes but acquired in India, or in
the same European cities but under bad weather conditions. Even if the two datasets
contain the same classes (let us assume for the sake of the example that they do) the
images from D, and D, have been sampled from two different distributions: European
vs. Indian cities, or good wvs. bad weather conditions. This is commonly referred to
as a distribution shift—also known as domain shift. Samples from the distribution
used to sample D, are known as in distribution (ID) while samples that do not follow
the training distribution would be out of distribution (OOD). We say a model is
robust under domain shifts if it does not suffer a significant drop in performance when

evaluated out of domain compared to its performance in domain.

The brittleness of neural networks to distribution shifts is a well-known problem,
and many sub-formulations exist [Taori et al.| (2020). Robustness against natural
shifts focuses on changes that arise from natural (unmanipulated) images, as opposed
to artificially generated shifts (e.g. by manipulating the data with color jittering
or noise) (Recht et al. 2019; Hendrycks et all, [2021). If (unlabeled) data from the
target distribution D, is available different strategies have been devised to improve
the performance of neural networks in new domains, known as domain adaptation.
For instance, adapting (fine-tuning) some components of the model, or modifying the

input samples (in D;) to lie closer to the training domain |Csurka; (2017)); [Volpi et al.

(2019); [Toldo et al.| (2020). In |Chapter 5[ and [Chapter 6| we study the performance
of models under natural distribution shifts while in we focus on a specific

kind of artificial corruptions called adversarial perturbations which we discuss in more

detail next.
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2.2.2 Adversarial Robustness

Adversarial perturbations. |[Szegedy et al.| (2014) show that state-of-the-art models
are vulnerable to very small perturbations (in magnitude), usually imperceptible to
the human eye, which, when applied to an image can modify the prediction of the

model.

More formally, let f : X — R? be an image classification model which maps input
images © € X to output probabilities y € R% Given an image & and some ball B(x)

centered at @, we define an adversarial ezample as any image ' € X’ such that:

1. 2’ € B(x) it is similar to the clean image,

2. argmax f(x) # argmax f(z’) modifies the model’s prediction.

The difference between the original image @ and the adversarial example @’ is the
adversarial perturbation, denoted as 6 = &’ — x. The image x to which we apply
the perturbation is usually referred to as clean image to specify that it has not been
perturbed. We usually refer to either an adversarial example or its corresponding

adversarial perturbation interchangeably.

Adversarial attacks. An adversarial attack is any method used to find adversarial
examples. Adversarial attacks can vary according to their definition of B(x), which
formalizes the intuition of "small perturbation'. B(x) is typically defined using an
(,—norm, that is, B(x) = {«’ | ||z’ — ||, < €} for some ¢ > 0. The most popular
attacks use the ¢, norm. We also distinguish the attacks according to the amount of
information they have on the model. White-boz attacks, can use any information about
the model, including its parameters, gradients, etc. In contrast, black-box attacks only
have information about the input and output and treat the model as a black box.
While black-box attacks try to mimic an attacker that can query the predictions of
the model through an API, white-box attacks can be much more powerful since they

have access to more information. In this thesis, we focus on white-box attacks.

10
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To evaluate the robustness of a model against adversarial perturbations, we would need
to ensure its predictions are constant inside a given ball B(x) for every sample in the
dataset. However, it is computationally unfeasible to empirically measure this for large
neural networks. Instead, we usually measure robustness against adversarial attacks,
i.e. the accuracy on a test set where all samples have been adversarially attacked.
This has the caveat that the robustness will depend on the attack, thus, the attack is

reported along the accuracy obtained.

Adversarial training. Currently, the most effective methods to obtain empirically
robust models are based on adversarial training (Madry et al., [2018; |Carlini and
Wagner), 2017; |Croce and Hein, [2020)). Following previous notation, the objective of
adversarial training can be written as:

meian?XE(fg(:ci +9),y;), subject to [|d], <e. (2.2)
i=1

Where fy is used to explicitly denote the parametrization of the network with # € R™.
Solving this min-max problem directly is non-trivial, the most common procedure is
to solve the outer minimization via some standard optimizer (SGD) while augmenting
the training samples with an adversarial attack to approximate the solution to the

inner maximization problem.

Catastrophic Overfitting. One of the main drawbacks of adversarial training is
that finding the worst-case perturbations at each training iteration is costly. One of
the most popular ways of solving the inner maximization in is by performing
gradient ascent (as opposed to traditional gradient descent). |Goodfellow et al. (2015)
introduced the Fast Gradient Sign Method (FGSM) attack, which approximates an
adversarial example by moving one step in the direction of the sign of the gradient.
Later works introduced an iterative version of FGSM by performing several steps and
recomputing the gradient at each iteration (Kurakin et al.; 2017bla). Madry et al.
(2018)) note applying FGSM iteratively is a particular case of the well-known Projected
Gradient Descent method to solve constrained optimization problems. Moreover, they
show performing adversarial training with FGSM does not lead to robust models when

evaluated against multi-step attacks (i.e. several gradient ascent steps). The main

11
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downside of PGD adversarial training is that the computational cost increases linearly

with the number of steps.

Recently, Wong et al.| (2020) proposed a modification to the FGSM attack that performs
a random step prior to computing the gradient (RS-FGSM) and showed that adversarial
training with RS-FGSM could yield robustness against PGD attacks with a single
gradient ascent step (as opposed to the original FGSM adversarial training). Moreover,
they found that plain FGSM adversarial training has a characteristic failure mode they
coined Catatrophic Overfitting (CO). When training with FGSM adversarial training
the model gradually improves its robustness, but when CO occurs, the model suddenly
becomes vulnerable to multi-step attacks. Andriushchenko and Flammarion| (2020)),
find that RS-FGSM adversarial training does not prevent catastrophic overfitting in
all settings and propose to use a regularizer that, enforces local linearity of the loss.
However, although technically still a single-step method, the added regularizer makes
the training 3x slower than RS-FGSM. Inspired by [Wong et al/ (2020)), in
we present an in-depth analysis of how can noise help prevent CO and propose a simple
modification of RS-FGSM that matches the performance of expensive GradAlign at

no extra cost.

2.3 Uncertainty estimation

Uncertainty estimation is a broad term to refer to a model’s capability to quantify
if a certain prediction can be trusted. There are different tasks which rely on
good uncertainty estimates. The most popular ones are calibration, misclassification

detection and out-of-distribution detection.

Calibration. A model is said to be calibrated when the confidence aligns with the
accuracy. For instance, if one gathers all predictions made with 80% confidence, then
the percentage of correct predictions on that subset of predictions should also be 80%.

More formally, Consider a classifier f : X — Y with Y = {1,2,3,...,k}. We model

12
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our classifier as f = argmax p(y|x) where p(y|x) are the probabilities estimated by

the model for each class given the input. We say that a model is calibrated when

P(y ﬂ plylz) = p) =p, Yx~D (2.3)

where P is the true probability of the classes and D the data distribution. Note that
in the case of (2.3)), the probabilities of all possible classes are taken into account,
however, most works actually focus on a simplification of this problem where only the

probability of the predicted class is taken into account, that is:
P(y = argmax j(ylz) | max p(ylz) =p*) =p* Va,y ~D. (2.4)

The most common metric to measure calibration is the Fzxpected Calibration Error

(ECE). Which looks at the expected difference between the predicted and actual

probabilities:
E |r- E_[Plgmaxplylz) = y) | maxplyla) =p ] || @5)
p*€[0,1] (zy)~D

In order to empirically estimate the ECE, it is standard practice to quantize the
output probabilities given by the model and compute the mean predicted probability

(confidence) and accuracy in each bin. That is,

ECEf — Z #7 ’accuracyf(Bi) — conﬁdencef(Bi)
n

i=1

(2.6)

where #B; denotes the number of elements in the 7" bin, m denotes the number of
bins and n = >_7", #B; the total number of elements used to estimate the ECE. We

also use f to indicate the dependency of the ECE on the classifier.

Guo et al. |Guo et al| (2017) have shown that deep learning models tend to be
overconfident, that is, they predict with high confidence even when they are wrong.
They propose a simple, yet effective solution known as temperature scaling, where the
output logits are divided by a temperature parameter before applying the softmax

layer. Other calibration methods have been proposed (e.g. |[Naeini et al.| (2015)); Kull

13
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et al.| (2019); Gupta et al.| (2020)), but temperature scaling is still very popular due to

its simplicity and the fact that it does not modify the accuracy.

Calibration with temperature scaling is effective in samples which follow the same
distribution as the calibration set, however, Ovadia et al. |(Ovadia et al.| (2019) have
shown that model calibration degrades significantly out of domain. Some methods
have been proposed that address this problem by assuming access to unlabeled out of
distribution images beforehand Pampari and Ermon| (2020); [Park et al.| (2020); Wang
et al| (2020b). On the other hand, Gong et al. Gong et al.| (2021) have proposed
methods that improve out-of-distribution calibration without any data from the target
domain. They propose to cluster the calibration set in different “domains” and find
a different temperature value for each. At test time, images are calibrated using the
temperature from the closest cluster. Specifically for semantic segmentation, Ding et
al. Ding et al.| (2021)) propose a content-dependent calibration strategy that learns a

small calibration network to predict a temperature for each pixel in an image.

Misclassification. Although calibration is one of the most popular reliability metrics,
it has some blind spots. For instance, a random binary classifier that always predicts
with 50% confidence will be perfectly calibrated in a balanced set, yet the model is by
no means reliable. A desiderata for a reliable model is to assign a larger confidence to
correct outputs than to incorrect ones. In the ideal case, if we sorted all predictions
from least to most confident, we would have all the incorrect predictions first and, after
some confidence threshold, only correct ones. Misclassification detection measures
how far away are we from such an ideal case. One of the standard metrics are the
Rejection-Accuracy curves (Fumera and Roli, 2002; Hendrycks et al., |2021). In a
nutshell, we reject samples from least to most confident and compute the accuracy wvs.
amount of rejected samples. However, these are biased in favour of better-performing
models (as the base accuracy will already be higher). To avoid that, Malinin et
al. Malinin et al.|(2019)) suggest normalizing the area under the curve by that of an
oracle that sorts all incorrect samples first and subtracts a baseline score where samples
are sorted randomly. The resulting metric, known as the Prediction Rejection Ratio

(PRR), will be positive if the model confidence is better than the random baseline and
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will have a maximum score of 100% which would correspond to a sorting carried out

by an oracle.

Out-of-distribution detection. Another important aspect for reliabilty is that
models are aware of their “domain of expertise” (i.e., their training distribution).
When a sample differs significantly from the training distribution, we would expect the
model to be more uncertain of its prediction. Similarly to misclassification detection,
in out-of-distribution detection we try to separate in-distribution (ID) from out-of-
distribution (OOD) samples based on the network confidence. Depending on the
problem, the definition of what is considered OOD might vary. For instance, we might
consider covariate shifts where the distribution of the input features p(z) changes
but the p(y|z) is fixed. These shifts can be due to artificial corruptions (e.g. adding
noise to the image) or natural shifts (e.g. changes in the background, using different

cameras, etc).

Another kind of shift might be due the appearance of new classes at test time, this
is usually referred to as an open-set scenario. For instance, consider a model that
classifies cats and dogs and is presented with a picture of an elephant. In a closed-set
scenario, the model would only be able to predict cat or dog (and in both cases would
be incorrect). One desiderata for a reliable model would be that the confidence when
faced with a sample outside of the classification set would be low (with maximum

entropy on the probability distribution).

In the case of image classification, like the previous example, note that the model
outputs a single prediction for the whole image. Thus, in this case we would consider
the full image to be OOD. However, in dense prediction tasks such as semantic
segmentation or object detection, we could consider a part of the image (with an
unknown object) to be OOD. For instance, consider a segmentation model trained
to distinguish different pieces of furniture (e.g. sofa, chair, table, wall, etc.) that is
faced with an image that has a cat on the sofa. The pixels belonging to the cat would
be considered as OOD pixels. In the case of semantic segmentation, this task is also

known as anomaly segmentation.
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A popular way to detect OOD inputs is based on model confidence estimated via

softmax probabilities (Hendrycks and Gimpel, 2016; Liang et al., [2017). Lakshmiy

narayanan et al| (2017) show that an ensemble of models can capture uncertainty

better than a single model and Mukhoti and Gal (2018); (Gal and Ghahramani| (2016))

leverage dropout as an efficient way to obtain an "ensemble" within a single model. For
the particular task of anomaly segmentation, which we address in another

body of works reconstructs images with generative models and detects anomalies as

discrepancies between original images and their reconstructions (Haldimann et al.,

2019; [Lis et al) 2019, [2020; Xia et al., [2020). Currently, the most promising methods

for anomaly segmentation use OOD data to fine-tune the models. In particular, once

the models have been trained on the target segmentation dataset, (Chan et al. (2021b));

'Tian et al.| (2022); |Grci¢ et al.| (2022) crop OOD objects from other sources (e.g. a

different segmentation dataset) and stitch them into the training images to further
fine-tune the model to have low confidence on OOD samples. This has been reported

to work well even when the test-time OOD objects are different from the ones used

during fine-tuning (Blum et al., 2019).
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Abstract

Recent studies have shown that skeletonization (pruning parameters) of networks
at initialization provides all the practical benefits of sparsity both at inference and
training time, while only marginally degrading their performance. However, we
observe that beyond a certain level of sparsity (approx 95%), these approaches fail
to preserve the network performance, and to our surprise, in many cases perform
even worse than trivial random pruning. To this end, we propose an objective to
find a skeletonized network with maximum foresight connection sensitivity (FORCE)
whereby the trainability, in terms of connection sensitivity, of a pruned network is
taken into consideration. We then propose two approximate procedures to maximize
our objective (1) Iterative SNIP: allows parameters that were unimportant at earlier
stages of skeletonization to become important at later stages; and (2) FORCE: iterative
process that allows exploration by allowing already pruned parameters to resurrect
at later stages of skeletonization. Empirical analysis on a large suite of experiments
show that our approach, while providing at least as good a performance as other recent
approaches on moderate pruning levels, provide remarkably improved performance on
higher pruning levels (could remove up to 99.5% parameters while keeping the networks

trainable).
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3.1 Introduction

The majority of pruning algorithms for Deep Neural Networks require training dense
models and often fine-tuning sparse sub-networks in order to obtain their pruned
counterparts. In |Frankle and Carbin (2019), the authors provide empirical evidence
to support the hypothesis that there exist sparse sub-networks that can be trained
from scratch to achieve similar performance as the dense ones. However, their method
to find such sub-networks requires training the full-sized model and intermediate

sub-networks, making the process much more expensive.

Recently, Lee et al.| (2019)) presented SNIP. Building upon almost a three decades
old saliency criterion for pruning trained models (Mozer and Smolensky, 1989),
they are able to predict, at initialization, the importance each weight will have later
in training. Pruning at initialization methods are much cheaper than conventional
pruning methods. Moreover, while traditional pruning methods can help accelerate
inference tasks, pruning at initialization may go one step further and provide the same

benefits at train time [Elsen et al.| (2019).

Wang et al.| (2020a) (GRASP) noted that after applying the pruning mask, gradients
are modified due to non-trivial interactions between weights. Thus, maximizing SNIP

criterion before pruning might be sub-optimal.

They present an approximation to maximize the gradient norm after pruning, where
they treat pruning as a perturbation on the weight matrix and use the first order
Taylor’s approximation. While they show improved performance, their approximation
involves computing a Hessian-vector product which is expensive both in terms of

memory and computation.

We argue that both SNIP and GRASP approximations of the gradients after pruning
do not hold for high pruning levels, where a large portion of the weights are removed
at once. In this work, while we rely on the saliency criteria introduced by [Mozer and
Smolensky| (1989)), we optimize what this saliency would be after pruning, rather than

before. Hence, we name our criteria Foresight Connection sEnsitivity (FORCE).
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Figure 3.1: Test accuracies on CIFAR-10 (ResNet50) for different pruning methods. Each
point is the average over 3 runs of prune-train-test. The shaded areas denote the standard
deviation of the runs (too small to be visible in some cases). Random corresponds to removing
connections uniformly.

We introduce two approximate procedures to progressively optimize our objective.
The first, which turns out to be equivalent to applying SNIP iteratively, removes a
small fraction of weights at each step and re-computes the gradients after each pruning
round. This allows to take into account the intricate interactions between weights,
re-adjusting the importance of connections at each step. The second procedure, which
we name FORCE, is also iterative in nature, but contrary to the first, it allows pruned
parameters to resurrect. Hence, it supports exploration, which otherwise is not possible
in the case of iterative SNIP. Moreover, one-shot SNIP can be viewed as a particular
case of using only one iteration. Empirically, we find that both SNIP and GRASP
have a sharp drop in performance when targeting higher pruning levels. Surprisingly,
they perform even worse than random pruning as can be seen in Fig[3.1] In contrast,
our proposed pruning procedures prove to be significantly more robust on a wide range

of pruning levels.

3.2 Related work

Pruning trained models Most of the pruning works follow the train — prune —
fine-tune cycle (Mozer and Smolensky 1989; |[LeCun et al., |1990; Hassibi et al., [1993;
Han et al 2015; Molchanov et al.; 2017; Guo et al., 2016), which requires training
the dense network until convergence, followed by multiple iterations of pruning and
fine-tuning until a target sparsity is reached. Particularly, Molchanov et al. (2017)

present a criterion very similar to Mozer and Smolensky]| (1989)) and therefore similar
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to |Lee et al|(2019) and our FORCE, but they focus on pruning whole neurons, and
involve training rounds while pruning. [Frankle and Carbin| (2019)) and Frankle et al.
(2020) showed that it was possible to find sparse sub-networks that, when trained
from scratch or an early training iteration, were able to match or even surpass the
performance of their dense counterparts. Nevertheless, to find them they use a costly
procedure based on [Han et al| (2015)). All these methods rely on having a trained
network, thus, they are not applicable before training. In contrast, our algorithm
is able to find a trainable sub-network with randomly initialized weights. Making
the overall pruning cost much cheaper and presenting an opportunity to leverage the

sparsity during training as well.

Induce sparsity during training Another popular approach has been to induce
sparsity during training. This can be achieved by modifying the loss function to
consider sparsity as part of the optimization (Chauvin, |1989; Carreira-Perpinan and
[delbayev, [2018; Louizos et al., 2018)) or by dynamically pruning during training (Bellec
et al., 2018 [Mocanu et al., 2018; Mostata and Wang, 2019; |Dai et al., 2019; |[Dettmers
and Zettlemoyer, 2020; Lin et all 2020; Kusupati et al., 2020; [Evci et al., 2019).
These methods are usually cheaper than pruning after training, but they still need to
train the network to select the final sparse sub-network. We focus on finding sparse

sub-networks before any weight update, which is not directly comparable.

Pruning at initialization These methods present a significant leap with respect to
other pruning methods. While traditional pruning mechanisms focused on bringing
speed-up and memory reduction at inference time, pruning at initialization methods
bring the same gains both at training and inference time. Moreover, they can be seen
as a form of Neural Architecture Search (Zoph and Le, 2016|) to find more efficient
network topologies. Thus, they have both a theoretical and practical interest. |Lee
et al.| (2019) presented SNIP, a method to estimate, at initialization, the importance
that each weight could have later during training. SNIP analyses the effect of each
weight on the loss function when perturbed at initialization. In |Lee et al. (2020),

the authors studied pruning at initialization from a signal propagation perspective,
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focusing on the initialization scheme. Recently, (Wang et al. (2020al) proposed GRASP,
a different method based on the gradient norm after pruning and showed a significant
improvement for higher levels of sparsity. However, neither SNIP nor GRASP perform
sufficiently well when larger compressions and speed-ups are required and a larger
fraction of the weights need to be pruned. In this paper, we analyse the approximations
made by SNIP and GRASP, and present a more suitable solution to maximize the

saliency after pruning.

3.3 Problem Formulation: Pruning at Initializa-
tion

Given a dataset D = {(x;,y;)}-,, the training of a neural network f parameterized

by 8 € R™ can be written as minimizing the following empirical risk:

arguin :LZ[,((f(xi;B)),yi) st.0eC, (3.1)

where £ and C denote the loss function and the constraint set, respectively. Uncon-

strained (standard) training corresponds to C = R™.

Assuming we have access to the gradients (batch-wise) of the empirical risk, an
optimization algorithm (e.g. SGD) is generally used to optimize the above objective,
that, during the optimization process, produces a sequence of iterates {6;}L_,, where
0y and 07 denote the initial and the final (optimal) parameters, respectively. Given
a target sparsity level of k& < m, the general parameter pruning problem involves C
with a constraint ||0r||, < k, i.e., the final optimal iterate must have a maximum
of k non-zero elements. Note that there is no such constraint with the intermediate

iterates.

Pruning at initialization, the main focus of this work, adds further restrictions to the

above mentioned formulation by constraining all the iterates to lie in a fized subspace
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of C. Precisely, the constraints are to find an initialization 8y such that ||6ol|, < &[]
and the intermediate iterates are 8; € C C C, Vi € {1,...,T}, where C is the subspace
of R™ spanned by the natural basis vectors {e;};csupp(6,)- Here, supp(6y) denotes
the support of 6y, i.e., the set of indices with non-zero entries. The first condition

defines the sub-network at initialization with k parameters, and the second fixes its

m

topology throughout the training process. Since there are ( A

) such possible sub-spaces,
exhaustive search to find the optimal sub-space to optimize is impractical as it
would require training (’Z) neural networks. Below we discuss two recent approaches
that circumvent this problem by maximizing a hand-designed data-dependent objective
function. These objectives are tailored to preserve some relationships between the

parameters, the loss, and the dataset, that might be sufficient to obtain a reliable 8.

For the ease of notation, we will use 8 to denote the dense initialization.

SNIP |Lee et al|(2019)) present a method based on the saliency criterion from Mozer
and Smolensky| (1989). They add a key insight and show this criteria works surprisingly
well to predict, at initialization, the importance each connection will have during
training. The idea is to preserve the parameters that will have maximum impact on
the loss when perturbed. Let ¢ € {0,1}"™ be a binary vector, and ® the Hadamard

product. Then, the connection sensitivity in SNIP is computed as:

9(0) := ac(gc@c) = agf) ©0. (3.2)

=1
Once g(0) is obtained, the parameters corresponding to the top-k values of |g(80);]
are then kept. Intuitively, SNIP favors those weights that are far from the origin and
provide high gradients (irrespective of the direction). We note that SNIP objective
can be written as the following problem:

max S0,c):= > 16, VL(O);| st.ce{0,1}™, |/, =k (3.3)

iesupp(c)

It is trivial to note that the optimal solution to the above problem can be obtained by

selecting the indices corresponding to the top-k values of |0; VL(8);].

'In practice, as will be done in this work as well, a subset of a given dense initialization is found
using some saliency criterion (will be discussed soon), however, note that our problem statement is
more general than that.
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GRASP |Wang et al.|(2020a)) note that the SNIP saliency is measuring the connection
sensitivity of the weights before pruning, however, it is likely to change after pruning.
Moreover, they argue that, at initialization, it is more important to preserve the

gradient signal than the loss itself. They propose to use as saliency the gradient norm

of the loss AL(6) = VL(0)"VL(0), but measured after pruning.

To maximize it, Wang et al. (2020a)) adopt the same approximation introduced in

LeCun et al. (1990) and treat pruning as a perturbation on the initial weights.

Their method is equivalent to solving:
maxG(0,c) == —0; Hgli st.ce{0,1}", [c]l, = k. (3.4)
{i: ¢;=0}

Where H and g denote the Hessian and the gradient of the loss respectively.

3.4 Foresight Connection Sensitivity

Since removing connections of a neural network will have a significant impact on its
forward and backward signals, we are interested in obtaining a pruned network that
is easy to train. We use connection sensitivity of the loss function as a proxy for the

so-called trainability of a network.

To this end, we first define connection sensitivity after pruning which we name Foresight
Connection sEnsitivity (FORCE), and then propose two procedures to optimize it to
obtain the desired pruned network. Let @ = @ ® ¢ denotes the pruned parameters
once a binary mask ¢ with ||c||, = & < m is applied. The FORCE at  for a given
mask ¢ is then obtained as:

aL(0)
00

00

R © Jde
CcC=cC

0. (3.5)

c=¢

OL(6) ‘ 00

c=¢ c=¢
The last equality is obtained by rewriting @ as diag(6)c, where diag(@) is a diagonal
matrix with 0 as its elements, and then differentiating w.r.t. ¢. Note, when k& < m, the
sub-network 0 is obtained by removing connections corresponding to all the weights

for which the binary variable is zero. Therefore, only the weights corresponding
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to the indices for which e(i) = 1 contribute in equation (3.5), all other weights do
not participate in forward and backward propagation and are to be ignored. We
now discuss the crucial differences between our formulation , SNIP and
GRASP (3.4).

e When ¢ = 1, the formulation is exactly the same as the connection sensitivity
used in SNIP. However, ¢ = 1 is too restrictive in the sense that it assumes that
all the parameters are active in the network and they are removed one by one
with replacement, therefore, it fails to capture the impact of removing a group of

parameters.

+ Our formulation uses weights and gradients corresponding to 6 thus, compared
to SNIP, provides a better indication of the training dynamics of the pruned
network. However, GRASP formulation is based on the assumption that pruning
is a small perturbation on the Gradient Norm which, also shown experimentally,

is not always a reliable assumption.

» When ||é||, < ||1]|,, €., extreme pruning, the gradients before and after pruning
will have very different values as |8 ® ¢||, < ||@||,, making SNIP and GRASP
unreliable (empirically we find SNIP and GRASP fail in the case of high sparsity).

FORCE saliency Note FORCE is defined for a given sub-network which is
unknown a priori, as our objective itself is to find the sub-network with maximum
connection sensitivity. Similar to the reformulation of SNIP in , the objective
to find such sub-network corresponding to the foresight connection sensitivity can be

written as:
max S(0.¢c):= > 16; VLO )| s.t.ece{0,1}", |cf, =k (3.6)
i€supp(c)

Here VL(0 ® ¢); represents the i-th index of 8%—?} . As opposed to 1’ finding the
C

optimal solution of (3.6)) is non-trivial as it requires computing the gradients of all

possible (’z) sub-networks to find the one with maximum sensitivity. To this end, we

present two approximate solutions to the above problem that primarily involve (i)
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progressively increasing the degree of pruning, and (ii) solving an approximation of

(3.6) at each stage of pruning.

Progressive Pruning (Iterative SNIP) Let k£ be the number of parameters to be
kept after pruning. Let us assume that we know a schedule (will be discussed later) to
divide k into a set of natural numbers {k;}~, such that k; > k,,; and kr = k. Now,
given the mask ¢; corresponding to k;, pruning from k; to k;;1 can be formulated using

the connection sensitivity (3.5)) as:
cir1 = argmax S(0,¢) st. c€{0,1}™, ||, = ki1, cOc =c, (3.7)

where @ = 6 ® ¢;. The additional constraint ¢ ® ¢; = ¢ ensures that no parameter
that had been pruned earlier is activated again. Assuming that the pruning schedule

ensures a smooth transition from one topology to another (||¢;||, = ||ci11]],) such that

dL(0) ‘ . . .
~ &L is valid, (3.7) can be approximated
o 5 e, , pp

9L(0)
06

the gradient approximation
as solving at 0. Thus, for a given schedule over k, our first approximate solution
to involves solving iteratively. This allows re-assessing the importance of
connections after changing the sub-network. For a schedule with T' = 1, we recover
SNIP where a crude gradient approzimation between the dense network ¢y = 1 and the
final mask ¢ is being used. This approach of ours turns out to be algorithmically similar
to a concurrent work (Verdenius et al., [2020). However, our motivation comes from a
novel objective function (5) which also gives place to our second approach (FORCE).
Tanaka et al. (2020)) also concurrently study the effect of iterative pruning and report,

similar to our findings, pruning progressively is needed for high sparsities.

Progressive Sparsification (FORCE) The constraint ¢ ® ¢; = ¢ in (Iterative
SNIP) might be restrictive in the sense that while re-assessing the importance of
unpruned parameters, it does not allow previously pruned parameters to resurrect (even
if they could become important). This hinders exploration which can be unfavourable
in finding a suitable sub-network. Here we remove this constraint, meaning, the weights
for which ¢(i) = 0 are not removed from the network, rather they are assigned a value

of zero. Therefore, while not contributing to the forward signal, they might have a
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3. Progressive Skeletonization: Trimming more fat from a network at initialization

non-zero gradient. This relaxation modifies the saliency in (3.5)) whereby the gradient
is now computed at a sparsified network instead of a pruned network. Similar to the
above approach, we sparsify the network progressively and once the desired sparsity
is reached, all connections with ¢(i) = 0 are pruned. Note, the step of removing zero
weights is valid if removing such connections does not adversely impact the gradient
flow of the unpruned parameters. We, in fact, found it to be true in our experiments

shown in Fig (Appendix). However, this assumption might not hold always.

An overview of Iterative SNIP and FORCE is presented in Algorithm [I}

Sparsity schedule Both the above discussed iterative procedures approximately
optimize , however, they depend on a sparsity/pruning schedule favouring small
steps to be able to reliably apply the mentioned gradient approximation. One such
valid schedule would be where the portion of newly removed weights with respect to
the remaining weights is small. We find a simple exponential decay schedule, defined

below, to work very well on all our experiments:

(3.8)

t
Exp mode: k; = exp{aloghk + (1 —a)logm}, a= T

In section we empirically show that these methods are very robust to the

hyperparameter 7'.

Some theoretical insights When pruning weights gradually, we are looking for

the best possible sub-network in a neighbourhood defined by the previous mask and

Algorithm 1 FORCE/Iter SNIP algorithms to find a pruning mask

Inputs: Training set D, final sparsity k, number of steps T', weights 8, € R™.
Obtain {k;},—1.7r using the chosen schedule (refer to Eq (3.8))
Define intial mask ¢g = 1
fort=20,...,7T—1do
Sample mini-batch {z;}} , from D
Define = 0 © ¢, (as sparsified (FORCE) vs pruned (Iter SNIP) network)
Compute g(8) (refer to Eq )
I'={i,... ik, } are top-k, 1 values of |g;|
Build ¢;4; by setting to 0 all indices not included in I.
end for
: Return: cr.

= =
— O
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the amount of weights removed at that step. The problem being non-convex and
non-smooth makes it challenging to prove if the mask obtained by our method is
globally optimal. However, in Appendix [A.4] we prove that each intermediate mask
obtained with Iterative SNIP is indeed an approximate local minima, where the degree
of sub-optimality increases with the pruning step size. This gives some validation
on why SNIP fails on higher sparsity. We can not provide the same guarantees for
FORCE (there is no obvious link between the step size and the distance between
masks), nevertheless, we empirically observe that FORCE is quite robust and more
often than not improves over the performance of Iterative SNIP, which is not able to

recover weights once pruned. We present further analysis in Appendix [A.3.4]
3.5 Experiments

In the following we evaluate the efficacy of our approaches accross different architectures

and datasets. Training settings, architecture descriptions, and implementation details

are provided in Appendix [A.T]
3.5.1 Results on CIFAR-10

Fig compares the accuracy of the described iterative approaches with both SNIP
and GRASP. We also report the performance of a dense and a random pruning baseline.
Both SNIP and GRASP consider a single batch to approximate the saliencies, while
we employ a different batch of data at each stage of our gradual skeletonization
process. For a fair comparison, and to understand how the number of batches impacts
performance, we also run these methods averaging the saliencies over T' batches, where
T is the number of iterations. SNIP-MB and GRASP-MB respectively refer to these
multi-batch (MB) counterparts. In these experiments, we use 7' = 300. We study the
hyper-parameter robustness regarding 7" later in section [3.5.3

We observe that for moderate sparsity levels, one batch is sufficient for both SNIP
and GRASP as reported in |Lee et al. (2019); |Wang et al.| (2020a)). However, as
we increase the level of sparsity, the performance of SNIP and GRASP degrades
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dramatically. For example, at 99.0% sparsity, SNIP drops down to 10% accuracy
for both ResNetb0 and VGG19, which is equivalent to random guessing as there are
10 classes. Note, in the case of randomly pruned networks, accuracy is nearly 75%
and 82% for ResNet50 and VGG19, respectively, which is significantly better than
the performance of SNIP. However, to our surprise, just using multiple batches to
compute the connection sensitivity used in SNIP improves it from 10% to almost 90%.
This clearly indicates that a better approximation of the connection sensitivity is
necessary for good performance in the case of high sparsity regime. Similar trends,
although not this extreme, can be observed in the case of GRASP as well. On the
other hand, gradual pruning approaches are much more robust in terms of sparsity
for example, in the case of 99.9% pruning, while one-shot approaches perform as
good as a random classifier (nearly 10% accuracy), both FORCE and Iterative SNIP
obtain more than 80% accuracy. While the accuracies obtained at higher sparsities
might have degraded too much for some use cases, we argue this is an encouraging
result, as no approach before has pruned a network at initialization to such extremes
while keeping the network trainable and these results might encourage the community
to improve the performance further. Finally, gradual pruning methods consistently
improve over other methods even at moderate sparsity levels (refer to Fig , this
motivates the use of FORCE or Iterative SNIP instead of other methods by default at

any sparsity regime. Moreover, the additional cost of using iterative pruning instead

09 T T e 0.9l mTTTTm e e

©0.8 sosf _—
—s— FORCE ~ —— FORCE

0.7 z0.7
< —=— Iter SNIP << —— lter SNIP
@ 0.6 L 0.6
S5 —— GRASP-MB 5] —— GRASP-MB
> SNIP-MB 30-5 SNIP-MB
©04 —— Random ©0.4 —— Random
303 —— GRASP gos3 —— GRASP
<02 —— SNIP <0.2 —— SNIP

0.1 —=- Dense Baseline 0.1 ——- Dense Baseline
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Percentage of remaining weights (log scale) Percentage of remaining weights (log scale)
(a) Resnet50 (b) VGG19

Figure 3.2: Test accuracies on CIFAR-10 for different pruning methods. With increased
number of batches (-MB) one-shot methods are more robust at higher sparsity levels, but
our gradual pruning approaches can go even further. Moreover, FORCE consistently reaches
higher accuracy than other methods across most sparsity levels. Each point is an average of
> 3 runs of prune-train-test. The shaded areas denote the standard deviation of the runs
(too small to be visible in some cases). Note that in (b), GRASP and GRASP-MB overlap.
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of SNIP-MB is negligible compared to the cost of training and is significantly cheaper
than GRASP-MB, further discussed in section [3.5.3
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Figure 3.3: Test accuracies on CIFAR-100 and Tiny Imagenet for different pruning methods.
Each point is the average over 3 runs of prune-train-test. The shaded areas denote the
standard deviation of the runs (too small to be visible in some cases).

3.5.2 Results on larger datasets

We now present experiments on large datasets. Wang et al.| (2020a) and
(2019)) suggest using a batch of size ~10 times the number of classes, which is very

large in these experiments. Instead, for memory efficiency, we average the saliencies
over several mini-batches. For CIFAR100 and Tiny-ImageNet, we average 10 and 20
batches per iteration respectively, with 128 examples per batch. As we increase the
number of batches per iteration, computing the pruning mask becomes more expensive.
From Fig 3.4 we observe that the accuracy converges after just a few iterations. Thus,
for the following experiments we used 60 iterations. For a fair comparison, we run
SNIP and GRASP with T' x B batches, where T is the number of iterations and B
the number of batches per iteration in our method. We find the results, presented in

Fig|3.3| consistent with trends in CIFAR-10.

In the case of Imagenet, we use a batch size of 256 examples and 40 batches per

iteration. We use the official implementation of VGG19 with batch norm and Resnet50
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from |Paszke et al.| (2017). As presented in Table gradual pruning methods are
consistently better than SNIP, with a larger gap as we increase sparsity. We would like
to emphasize that FORCE is able to prune 90% of the weights of VGG while losing
less than 3% of the accuracy, we find this remarkable for a method that prunes before
any weight update. Interestingly, GRASP performs better than other methods at 95%
sparsity (VGG), moreover, it also slightly surpasses FORCE for Resnet50 at 90%,
however, it under-performs random pruning at 95%. In fact, we find all other methods
to perform worse than random pruning for Resnet50. We hypothesize that, for a much
more challenging task (Imagenet with 1000 classes), Resnet50 architecture might not
be extremely overparametrized. For instance, VGG19 has 143.68M parameters while
Resnet50 uses 25.56M (refer to Table . On the other hand, the fact that random
pruning can yield relatively trainable architectures for these sparsity levels is somewhat
surprising and might indicate that there still is room for improvement in this direction.
Results seem to indicate that the FORCE saliency is a step in the right direction and
we hypothesize further improvements on its optimization might lead to even better
performance. In Appendix [A.3.6] we show superior performance of our approach on
the Mobilenet-v2 architecture (Sandler et al., [2018)) as well, which is much more

"slim" than Resnet and VGG F

2Mobilenet has 2.3M params compared to 20.03M and 23.5M of VGG and Resnet, respectively.

Table 3.1: Test accuracies on Imagenet for different pruning methods and sparsities.

Network VGG19 Resnet50
Sparsity percentage 90% 95% 90% 95%
Accuracy Top-1 Top-5 Top-1 Top-5 Top-1 Top-5 Top-1 Top-5
(Baseline) 73.1 913 75.6  92.8

FORCE (Ours) 70.2 89.5 65.8 86.8 649 86.5 59.0 82.3
Iter SNIP (Ours) 69.8 89.5 659 86.9 637 855 547 789
GRASP 69.5 89.2 67.6 87.8 65.4 86.7 46.2 66.0
SNIP 68.5 88.8 63.8 86.0 615 839 443 69.6
Random 64.2 86.0 56.6 81.0 64.6 86.0 572 80.8
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3.5.3 Analysis

Saliency optimization To experimentally validate our approach , we conduct
an ablation study where we compute the FORCE saliency after pruning while
varying the number of iterations T" for different sparsity levels. In Fig (left) we
present the relative change in saliency as we vary the number of iterations 7', note when
T =1 we recover one-shot SNIP. As expected, for moderate levels of sparsity, using
multiple iterations does not have a significant impact on the saliency. Nevertheless, as
we target higher sparsity levels, we can see that the saliency can be better optimized
when pruning iteratively. In Appendix we include results for FORCE where we

observe similar trends.

Hyperparameter robustness As shown in Figures and for low sparsity
levels, all methods are comparable, but as we move to higher sparsity levels, the gap
becomes larger. In Fig (middle) we fix sparsity at 99.5% and study the accuracy
as we vary the number of iterations 7. Each point is averaged over 3 trials. SNIP
(T' = 1) yields sub-networks unable to train (10% acc), but as we move to iterative
pruning (7" > 1) accuracy increases up to 90% for FORCE and 89% for Iter SNIP.
Moreover, accuracy is remarkably robust to the choice of T, the best performance
for both FORCE and Iter SNIP is with more iterations, however a small number of
iterations already brings a huge boost. This suggests these methods might be used by
default by a user without worrying too much about hyper-parameter tuning, easily

adapting the amount of iterations to their budget.

Pruning cost As shown in Fig[3.2] SNIP performance quickly degrades beyond 95%
sparsity. Wang et al.| (2020a)) suggested GRASP as a more robust alternative, however,
it needs to compute a Hessian vector product which is significantly more expensive in
terms of memory and time. In Fig (right), we compare the time cost of different
methods to obtain the pruning masks along with the corresponding accuracy. We
observe that both SNIP and GRASP are fragile when using only one batch (red
accuracy indicates performance below random baseline). When using multiple batches

their robustness increases, but so does the pruning cost. Moreover, we find that gradual
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Figure 3.4: Left: FORCE saliency obtained with when varying T normalized
by the saliency with one-shot SNIP (7" = 1). Pruning iteratively brings more gains for
higher sparsity levels. Error bars not shown for better visualization. Middle: Test acc
pruning with FORCE and Iter SNIP at 99.5% sparsity for different 7. Both methods are
extremely robust to the choice of T. Right: Wall time to compute pruning masks for
CIFAR10/Resnet50/TeslaK40m vs acc at 99.5% sparsity; (z b) means we used x batches to
compute the gradients while (z it) denotes we used z pruning iterations, with one batch per
iteration. Numbers in red indicate performance below random pruning.

pruning based on the FORCE saliency is much cheaper than GRASP-MB when using
equal amount of batches, this is because GRASP involves an expensive Hessian vector
product. Thus, FORCE (or Iterative SNIP) would be preferable over GRASP-MB

even when they have comparable accuracies.

FORCE vs Iterative SNIP Empirically, we find that FORCE tends to outperform
Iter SNIP more often than not, suggesting that allowing weights to recover is indeed
beneficial despite having less theoretical guarantees (see gradient approzimation in
Section . Thus, we would make FORCE algorithm our default choice, especially
for Resnet architectures. In Appendix we empirically observe two distinct phases
when pruning with FORCE. The first one involves exploration (early phase) when
the amount of pruned and recovered weights seem to increase, indicating exploration
of masks that are quite different from each other. The second, however, shows rapid
decrease in weight recovery, indicating a phase where the algorithm converges to a
more constrained topology. As opposed to Iter SNIP, the possibility of the exploration
of many possible sub-networks before converging to a final topology might be the
reason behind the slightly improved performance of FORCE. But this exploration
comes at a price, in Fig[3.4] (middle and left) we observe how, despite FORCE reaching
a higher accuracy when using enough steps, if we are under a highly constrained
computational budget and can only afford a few pruning iterations, Iter SNIP is more

likely to obtain a better pruning mask. This is indeed expected as FORCE might need
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more iterations to converge to a good sub-space, while Iter SNIP will be forced to
converge by construction. A combination of FORCE and Iter SNIP might lead to an

even better approach, we leave this for future work.

Early pruning as an additional baseline Our gradual pruning approaches (SNIP-
MB and GRASP-MB as well) use multiple batches to obtain a pruned mask, considering
that pruning can be regarded as a form of training (Mallya et al., 2018), we create
another baseline for the sake of completeness. We train a network for one epoch,
a similar number of iterations as used by our approach, and then use magnitude
pruning to obtain the final mask, we call this approach early pruning (more details
in Appendix . Interestingly, we find that early pruning tends to perform worse
than SNIP-MB (and gradual pruning) for Resnet, and shows competitive performance
at low sparsity level for VGG but with a sharp drop in the performance as the sparsity
level increases. Even though these experiments support the superiority of our approach,
we would like to emphasize that they do not conclude that any early pruning strategy
would be suboptimal compared to pruning at initialization as an effective approach in

this direction might require devising a well thought objective function.

Iterative pruning to maximize the Gradient Norm In Sec [3.4] we have seen
Iterative SNIP can be used to optimize the FORCE saliency. We also tried to use
GRASP iteratively, however, after a few iterations the resulting networks were not
trainable. Interestingly, if we apply the gradient approrimation to GRASP saliency
(instead of Taylor), we can come up with a different iterative approximation to maximize
the gradient norm after pruning. We empirically observe this method is more robust
than GRASP to high sparsity levels. This suggests that 1) Iterative pruning, although
beneficial, can not be trivially applied to any method. 2) The gradient approximation
is more general than in the context of FORCE/SNIP sensitivity. We present further

details and results in Appendix [A.5]
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3.6 Discussion

Pruning at initialization has become an active area of research both for its practical and
theoretical interests. In this work, we discovered that existing methods mostly perform
below random pruning at extreme sparsity regime. We presented FORCE, a new
saliency to compute the connection sensitivity after pruning, and two approximations to
progressively optimize FORCE in order to prune networks at initialization. We showed
that our methods are significantly better than the existing approaches for pruning at
extreme sparsity levels, and are at least as good as the existing ones for pruning at
moderate sparsity levels. We also provided theoretical insights on why progressive
skeletonization is beneficial at initialization, and showed that the cost of iterative
methods is reasonable compared to the existing ones. Although pruning iteratively
has been ubiquitous in the pruning community, it was not evident that pruning at
initialization might benefit from this scheme. Particularly, not every approximation
could be used for gradual pruning as we have shown with GRASP. However, the
gradient approximation allowed us to gradually prune while maximizing either the
gradient norm or FORCE. We consider our results might encourage future work to
further investigate the exploration/exploitation trade-off in pruning and find more

efficient pruning schedules, not limited to the pruning at initialization.
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Abstract

Recently, \Wong et al.| (2020) showed that adversarial training with single-step FGSM
leads to a characteristic failure mode named Catastrophic Overfitting (CO), in which a
model becomes suddenly vulnerable to multi-step attacks. Fxperimentally they showed
that simply adding a random perturbation prior to FGSM (RS-FGSM) could prevent CO.
However, |Andriushchenko and Flammarion (2020) observed that RS-FGSM still leads
to CO for larger perturbations, and proposed a computationally expensive reqularizer
(GradAlign) to avoid it. In this work, we methodically revisit the role of noise and
clipping in single-step adversarial training. Contrary to previous intuitions, we find
that using a stronger noise around the clean sample combined with not clipping is highly
effective in avoiding CO for large perturbation radii. We then propose Noise-FGSM
(N-FGSM) that, while providing the benefits of single-step adversarial training, does
not suffer from CO. Empirical analyses on a large suite of experiments show that
N-FGSM s able to match or surpass the performance of previous state-of-the-art
GradAlign, while achieving 3x speed-up. Code can be found in https: // github.
com/pdejorge/ N-FGSM

37


https://github.com/pdejorge/N-FGSM
https://github.com/pdejorge/N-FGSM

4. Make some noise: Reliable and Efficient Single-Step Adversarial Training

4.1 Introduction

Deep neural networks have achieved remarkable performance on a variety of tasks
(He et al.l 2015} [Silver et al., 2016} Devlin et al., 2019)). However, it is well known
that they are vulnerable to small worst-case perturbations around the input data —
commonly referred to as adversarial ezamples (Szegedy et al., |2014)). The existence
of such adversarial examples poses a security threat to deploying models in sensitive
environments (Biggio and Roli, 2018; |[Boloor et al, 2019). This has motivated a large
body of work towards improving the adversarial robustness of neural networks (Good-
fellow et al. 2015; [Papernot et al., 2016} Tramer et al., 2018; Sanyal et al., 2018} (Cisse
et al., [2017).

The most popular family of methods for learning robust neural networks is based on
the concept of adversarial training (Goodfellow et al., [2015; Madry et al., 2018). In
a nutshell, adversarial training can be posed as a min-max problem where instead
of minimizing some loss over a dataset of clean samples, we augment the inputs
with worst-case perturbations that are generated online during training. However,
obtaining such perturbations is NP-hard (Weng et al. 2018) and hence, different
adversarial attacks have been suggested that approximate them. In their seminal
work, |Goodfellow et al. (2015) proposed the Fast Gradient Sign Method (FGSM),
that generates adversarial attacks by performing a gradient ascent step on the loss
function. Yet, while FGSM-based adversarial training provides robustness against
single-step FGSM adversaries, [Tramer et al.| (2018) showed that these models are still
vulnerable to multi-step attacks, namely those allowed to perform multiple gradient
ascent, steps. Given their better (robust) performance, multi-step attacks such as
Projected Gradient Descent (PGD) [Madry et al.| (2018) have now become the de facto

standard for adversarial training.

The main downside of multi-step adversarial training is that the cost of these at-
tacks increases linearly with the number of steps, making their applicability often

computationally prohibitive. For this reason, several works have focused on reducing
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CIFAR10 Dataset

80 3.0
(%]
FGSM P25
60 2
g g2
©
I o l5
40 2
@ g 1.0
= ol
£ g AN ©
220/ =*= N-FGSM (ours)  ==e= Free-AT '%0.5
—o— GradAlign == Kim et. al. \/ ~
2O == MultiGrad == RS-FGSM k 0.0
o - ZeroGrad == FGSM
RS-FGSM
2 4 6 8 10 12 14 16
€ for training and evaluation (x / 255)

Figure 4.1: Left: Visualization of FGSM (Goodfellow et al., 2015), RS-FGSM
and N-FGSM (ours) attacks. While RS-FGSM is limited to noise in the € — I
ball, N-FGSM draws noise from an arbitrary k — [ ball. Moreover, N-FGSM does not clip
the perturbation around the clean sample. Middle: Comparison of single-step methods on
CIFAR-10 with PreactResNet18 over different perturbation radii (e is divided by 255). Our
method, N-FGSM, can match or surpass state-of-the-art results while reducing the cost by a
3x factor. Adversarial accuracy is based on PGD-50-10 and experiments are averaged over 3
seeds. Right: Comparison of training costs relative to FGSM baseline based on the number
of Forward-Backward passes, see [Appendix B.17| for details.

the cost of adversarial training by approximating the worst-case perturbations with

single-step attacks (Wong et al., 2020; Shafahi et al. 2019} [Vivek and Babul, 2020)).

In particular, Wong et al.| (2020) studied FGSM adversarial training and discovered

that it suffers from a characteristic failure mode, in which a model suddenly becomes
vulnerable to multi-step attacks despite remaining robust to single-step attacks. This
phenomenon is referred to as Catastrophic Overfitting (CO). As a solution, they argued
that adding a random perturbation prior to FGSM (RS-FGSM) seemed sufficient to

prevent CO and produce robust models. Yet, Andriushchenko and Flammarion| (2020))

recently observed that RS-FGSM still leads to CO as one increases the perturbation
radii of the attacks. They suggested a regularizer (GradAlign) that can avoid CO in
the settings they considered, but at the expense of computing a double derivative —

significantly increasing the computational cost with respect to RS-FGSM.

In this paper, we revisit the idea of including noise in single-step attacks. Differently
from previous methods that consider the noise as part of the attack, we propose an

adversarial training procedure where the noise is used as a form of data augmentation.

As we detail in this motivates us to introduce two main changes with

39



4. Make some noise: Reliable and Efficient Single-Step Adversarial Training

respect to previous methods: 1) We center adversarial perturbations with respect to
noise-augmented samples and therefore, unlike previous RS-FGSM, we do not clip
around the clean samples. 2) We use noise perturbations larger than the e—ball,
since they are not restricted by the strength of the attack anymore. Our experiments
show that performing data augmentation with sufficiently strong noise and removing
the clipping step improves model robustness and prevents CO, even against large
perturbation radii. Our new method, termed N-FGSM, matches, or even surpasses,
the robust accuracy of the regularized FGSM introduced by |[Andriushchenko and
Flammarion| (2020) (GradAlign), while providing a 3x speed-up.

To corroborate the effectiveness of our solution, we present an experimental survey of
recently proposed single-step attacks and empirically demonstrate that N-FGSM trades-
off robustness and computational cost better than any other single-step approach,
evaluated over a large spectrum of perturbation radii (see [Figure 4.1 middle and right
panels), over several datasets (CIFAR-10, CIFAR-100, and SVHN) and architectures
(PreActResNet18 and WideResNet28-10). We will release our code to reproduce the

experiments.

4.2 Related Work

Since the discovery of adversarial examples, many defense mechanisms have been
proposed, adversarial training being one of the most popular and empirically validated.
We can categorise adversarial training methods based on how they approximate the
perturbations applied to training samples. Multi-step approaches approximate an
inner maximization problem to find the worst-case perturbation with several gradient
ascent steps (Zhang et al., [2019; Kurakin et al| 2017a; Madry et al., 2018]). While this
provides a better approximation, it is also more expensive. At the other end of the
spectrum, single-step methods only use one gradient step to approximate the worst
case perturbation. (Goodfellow et al.| (2015)) first proposed FGSM; [Tramer et al.| (2018)

proposed a new variant with an additional random step (R+FGSM), but observed that
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both methods were vulnerable to multi-step attacks. [Shafahi et al.|(2019) proposed
Free Adversarial Training (Free-AT), which successfully reduced the computational cost
of training by using a single backward pass to compute both weight update and attack.
Motivated by this, Wong et al. (2020) explored a variant of R+FGSM, namely RS-
FGSM, that uses a less restrictive form of noise and showed this can improve robustness
for moderate perturbation radii at the same cost as FGSM. Recently, /Andriushchenko
and Flammarion| (2020) proposed the GradAlign regularizer. Combining FGSM
with GradAlign results in robust models at even larger perturbation radii. However,
GradAlign suffers from a threefold increase in the training cost to as compared to
FGSM. The need for more efficient solutions has motivated a growing body of work
whose goal is the design of computationally lighter single-step methods (Golgooni et al.,
2021} |Kim et al., [2021} Vivek and Babu, 2020; |Park and Lee, 2021} |Li et al., |2020)).

In this work, we revisit the idea of combining noise with the FGSM attack. Our
method builds upon FGSM and intuitions from R+FGSM and RS-FGSM to combine it
with random perturbations, however, we consider the noise step as data augmentation
rather than part of the attack. This motivates us to use a stronger noise without
clipping. As opposed to Kang and Moosavi-Dezfooli (2021)), our thorough study leads
to a practically effective approach that yields robustness also against large perturbation

radii.

4.3 Preliminaries on Single-Step Adversarial Train-

ing

Given a classifier fy : X — Y parameterized by 6 and a perturbation set S, fy is
defined as robust at x € X on the set S if for all § € S we have fy(x + J) = fo(x).
One of the most popular definitions for S is the € — £, ball, i.e. S = {0 : ||0]|oc < €}.

This is known as the [, threat model which we adopt throughout this work.

To train networks that are robust against /., threat models, adversarial training

modifies the classical training procedure of minimizing a loss function over a dataset
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D = {(x;,y;) }i=1.n of images x; € X and labels y; € ). In particular, adversarial
training instead minimizes the worst-case loss over the perturbation set S, i.e. training
is on the adversarially perturbed samples {(z; + 0;,y;) }i=1.nv. Under the [, threat

model, we can formalize adversarial training as solving the following problem:
N
meln;mgxﬁ(fg(:ci—i-é),yi) st ][0l <€, (4.1)

where L is typically the cross-entropy loss. Due to the difficulty of finding the exact
inner maximizer, the most common procedure for adversarial training is to approximate
the worst-case perturbation through several PGD steps (Madry et al., [2018). While
PGD has been shown to yield robust models, its cost increases linearly with the number
of steps. As a result, several works have focused on reducing the cost of adversarial

training by approximating the inner maximization with a single-step.

If the loss function is linear with respect to the input, the inner maximization of
will enjoy a closed form solution. (Goodfellow et al. (2015 leveraged this to propose
FGSM, where the adversarial perturbation follows the direction of the sign of the
gradient. Tramer et al.| (2018) proposed adding a random initialization prior to FGSM.
However, both methods were later shown to be vulnerable against multi-step attacks,
such as PGD. Contrary to prior intuition, recent work from Wong et al.| (2020) observed
that combining a random step with FGSM can actually lead to a promising robustness
performance. In particular, most recent single-step methods approximate the worst-
case perturbation solving the inner maximization problem in (4.1)) with the following

general form:
5= (n+asign(Va Lfalai +0).51)) ). (4.2)

where 7 is drawn from a distribution 2. For example, when 9 is the projection
operator onto the f,, ball and Q is the uniform distribution [—¢,€]?, where d is
the dimension of &', this recovers RS-FGSM. Under a different noise setting where
Q= (e — ) -sign (N (04,1;)) and by choosing the step size a to be in [0, €], we recover
R+FGSM by [Tramer et al.| (2018). This was among the first works to explore the

application of noise to FGSM, but did not report improvements over it. If we consider
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(2 to be deterministically 0 and ¢/ to be the identity map, we recover FGSM. Finally, if

we take FGSM and add a gradient alignment regularizer, this recovers GradAlign.

4.4 Noise and FGSM

Previous methods that combined noise with FGSM, e.g. R+FGSM (Tramer et al.,
2018)) and RS-FGSM (Wong et al.| 2020)), have considered the noise as a random step
integrated within the attack. Since it is a common practice to restrict adversarial
perturbations to the e—ball, we argue that this introduces a trade-off between the
magnitude of the random step and that of the attack. For illustration, consider the
purple lines corresponding to RS-FGSM in (left). If the initial random
step is significantly larger than the e—ball, then the final clipping step will have a
noticeable impact on the perturbation, possibly removing a considerable portion of the
FGSM step (middle arrow). To prevent this from happening, R+FGSM and RS-FGSM
restrict the random step to lie within the e—ball, thereof implicitly entangling the

noise magnitude and the attack strength.

Contrary to previous methods, we note that adding noise to the clean sample can
be considered as a form of data augmentation to be applied independently from the
attack. We make two considerations from this perspective 1) When one performs
data augmentation during adversarial training, the input after the corresponding
transformation is the starting point to compute the adversarial perturbations, therefore,
we argue that adversarial attacks should be centered around the noise-augmented
samples. This motivates us to avoid clipping around the clean sample. 2) We do not
need to restrict the noise augmentation to lie inside an e—ball, since its strength is
disentangled from that of the attack. Thus, we can use stronger noise-augmentations

than previous methods.

These modifications lead to a novel adversarial training method that combines noise-
based data augmentations with FGSM. We denote it as Noise-FGSM (N-FGSM).
Following the notation introduced in [Section 4.3] we define the noise augmented
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Figure 4.2: Left: Ablation of clipping vs not clipping around the clean sample x for
e = 8/255. Clipping leads to a significant drop in robustness which increases with the strength
of the noise augmentations. Middle: Analysis of the effective FGSM step size after clipping.
We observe that clipping leads to a decrease in the effective FGSM step size, thus, adversarial
perturbations will be more similar to random noise. Right: N-FGSM (ours) when varying
the noise magnitude & (e is divided by 255). Increasing the amount of noise is key to avoiding
CO. For (left) and (right) plots, adversarial accuracy is based on PGD-50-10 and experiments
are averaged over 3 seeds.

sample as T, = x + 1 where 7 is sampled from a uniform distribution on [—Fk, k]?
(where we can have k > ¢). Then the adversarially perturbed samples have the

following form:

IN-FGSM = Zaug + o Sign<vxaug£(f9(xaug)7 y)) (43)

This construction corresponds to augmenting the clean sample x with the perturbation
defined in (4.2)) where 9 is the identity map and € is the uniform ditribution spanning
[—k, k]¢. We detail our full adversarial training procedure in [Algorithm 2| In what
follows, we analyse the effect of treating the noise as data augmentation as opposed
to treating it as a random step within the attack. In particular, we show that clipping
around the clean sample x (as done in RS-FGSM) can strongly degrade the robustness
of the network. Moreover, we show that as we increase the e radii of adversarial attacks,

we need stronger noise perturbations than previously used to prevent CO.

Clipping around clean sample = hinders the effectiveness of perturbations.

We analyse two variants, one where perturbations are clipped around the clean
sample = (as done in previous methods) and another where no clipping is applied.
In (left), we report the robust accuracy using PGD-50-10 (i.e. PGD
attack with 50 iterations and 10 restarts) with e = 8/255 and observe that clipping
significantly degrades the effectiveness of FGSM training. To understand this drop,
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consider the following perturbations; (1) a baseline perturbation where we only
use noise Orandom = ¥(n) and (2) a perturbation that combines noise with FGSM
Ot = (N + - sign (Vmﬁ( fo(z+n), y))) Moreover, we consider two cases in which we
either define v as a clipping operator or as the identity. We define the effective FGSM
step size as the magnitude corresponding to the ratioﬂ Qeffective = 19fun—=0randomll2/ ||z,
which measures the contribution of the FGSM step in the final perturbation compared
to simply following the noise direction 7. In (middle), we observe that
the clipping operator reduces the effective magnitude of FGSM, thus, perturbations
become more similar to only using random noise. On the other hand, without clipping
we always take the full step in the FGSM direction. This highlights the trade-off

between noise magnitude and attack strength discussed above.

Larger noise is also necessary to prevent CO. As discussed above, previous work
did not investigate the effects of using noise perturbations potentially larger than the
attack strength. However, we empirically find that increasing the noise magnitude
is key to avoiding CO. In particular, as seen in (right), when no clipping
is performed, it is crucial that we augment with larger noise magnitude in order to
prevent CO in all settings. We find the noise magnitude of £ = 2¢ to work well in most
of our experiments, however, a more extensive hyperparameter tuning might improve

our results further.

Note that these results are contrary to previous intuitions: [Andriushchenko and
Flammarion (2020)) suggested that the random step in RS-FGSM is not important per
se, arguing that its main role is reducing the /5 norm of the perturbations, so that the
loss remains to be approximately locally linear. In contrast, N-FGSM perturbations

are larger on expectation than those of RS-FGSM, while they do not suffer from CO

(refer |Appendix B.14]). We believe that our findings will lead to a better understanding
of the role of noise in avoiding CO in future work. Moreover, in we conduct

extensive analyses to show that, despite N-FGSM obtains larger perturbations, clean

!The denominator ||z||2 is simply to normalize the fo—norm and be comparable to the FGSM step
size a.
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Algorithm 2 N-FGSM adversarial training
1: Inputs: epochs T, batches M, radius €, step-size o (default: €), noise magnitude
k (default: 2e).

2: fort=1,...,7T do

3 fort=1,...,M do

4: n ~ Uniform[—k, k]¢

5 The = "+ 1 [/ Augment sample with additive noise.

6 TNpasM = Thug + @ - sign(VméugC(fg(x;ug),yi)) /| N-FGSM augmented
sample.

7 Vo = VoL(fo(rkrasm) ¥') // Compute gradients of model’s weights

8: 6 = optimizer(6, Vy) // Standard weight update, (e.g. SGD)

9: end for

10: end for

accuracy does not degrade and other methods do not benefit from simply increasing

the strength of their attacks.

Why does noise augmentation avoid CO? Andriushchenko and Flammarion
(2020) found that after CO, the gradients of the loss with respect to the input around
clean samples became strongly misaligned, which is a sign of non-linearity. Moreover,
Kim et al. (2021) showed that the loss surface of models suffering from CO appears
distorted, i.e. there is a sharp peak in the loss surface along the FGSM direction, which
seems to render FGSM ineffective (observe from how after after CO, visually,
FGSM perturbations change drastically). In order to prevent CO, GradAlign explicitly
regularizes the loss surface so it remains linear. To investigate further, we plot the
loss surface at the end of training for different methods (see in Appendix)
and find that, while FGSM or RS-FGSM lead to a distorted loss, N-FGSM obtains a
non-distorted loss surface similar to that obtained by GradAlign regularizer. Thus, it
seems that adding strong noise-augmentations implicitly regularizes the loss landscape,
leading to more effective single-step attacks. This aligns with previous work that
theoretically link noise augmentations with a regularizer that encourages Lipschitzness

(Bishop, [1995).
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Figure 4.3: Comparison of single-step methods on CIFAR-100 (left) and SVHN (right)
with PreactResNet18 over different perturbation radius (e is divided by 255). Our method,
N-FGSM, can match or surpass prior art results while reducing the cost by a 3x factor.
Adversarial accuracy is based on PGD-50-10 and experiments are averaged over 3 seeds.
Legend is shared among plots.

4.5 Robustness Evaluations and Comparisons

We compare N-FGSM against several adversarial training methods, on a broad range

of € — I, radii. Following Wong et al.| (2020), we evaluate adversarial robustness
on CIFAR-10/100 (Krizhevsky et al. [2009) and SVHN (Netzer et al. 2011 with
PGD-50-10 attacks, using both PreactResNet18 (He et al., 2016b)) and WideResNet28-

10 (Zagoruyko and Komodakis| 2016). Evaluations with AutoAttackCroce and Hein|
(2020) are also in [Appendix B.7}

4.5.1 Comparison against Single-Step Methods

We start by comparing N-FGSM against other single-step methods. Note that not
all single-step methods are equally expensive, since they may involve more or less
computationally demanding operations. For instance, GradAlign uses a regularizer
that is considerably expensive, while MultiGrad requires evaluating input gradients
on multiple random points. For a comparison of training costs of different single-step
methods, we refer the reader to (right). We use RS-FGSM and Free-
AT with the settings recommended by Wong et al| (2020). We apply GradAlign
with hyperparameters reported in the official repositoryEl. ZeroGrad and

Zhttps://github.com/tml-epfl/understanding-fast-adv-training/
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(2021) do not have a recommended set of hyperparameters; for a fair comparison we
ablate them and select the ones with highest adversarial accuracy (for every e and
dataset). We train on CIFAR-10/100 for 30 epochs and on SVHN for 15 epochs with
a cyclic learning rate. Only for Free-AT, we use 96 and 48 epochs for CIFAR-10/100
and SVHN, respectively, to obtain comparable results following Wong et al.| (2020)).
CIFAR-10 results are in (middle), whereas CIFAR-100 and SVHN are

in [Figure 4.3}

As observed in [Figure 4.1| and |[Figure 4.3 FGSM and RS-FGSM suffer from CO for

larger € attacks on all reported datasets. For instance, RS-FGSM fails against attacks
with € = 8/255 on CIFAR-10 and CIFAR-100 and against ¢ = 6/255 on SVHN. With
appropriate hyperparameters, ZeroGrad is able to consistently avoid CO. However, it
obtains sub-par robustness compared to N-FGSM and GradAlign, especially against
large € attacks. Neither MultiGrad nor Kim et al. (2021) avoid CO in all settings
despite being more expensive. Free-AT also suffers from CO on all three datasets
as also observed by |Andriushchenko and Flammarion| (2020)). In contrast, N-FGSM
avoids CO on all datasets, achieving comparable or superior robustness to GradAlign

while being 3 times faster.

4.5.2 Comparison against Multi-Step Attacks

In [Section 4.5.1] we compared the performance of single-step methods and observed
that N-FGSM is able to match or surpass the state-of-the-art method, i.e. GradAlign,
while reducing the computational cost by a factor of 3. In this section, we compare the
performance of N-FGSM against multi-step attacks. In particular, we compare against
PGD-2 with a = ¢/2 and PGD-10 with o = 2/255, keeping the same training settings as
described in Section 4.5.71 PGD-x denotes x iterations and no restarts.

In [Figure 4.4 we observe that PGD-2, despite being a multi-step method, still suffers
from CO for larger € as opposed to our proposed N-FGSM. On the other hand, despite

achieving comparable clean accuracies, there is a gap in adversarial accuracies between
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Figure 4.4: Comparison of N-FGSM and GradAlign with multi-step methods on CIFAR-10
(Left) and SVHN (Right) with PreactResNet18 over different perturbation radii (e is divided
by 255). Despite all methods achieving comparable clean accuracy (dashed lines), there is
a gap in robust accuracy between PGD-10 and single-step methods. However, note that
PGD-10 is 10x more expensive than N-FGSM. Adversarial accuracy is based on PGD-50-10
and experiments are averaged over 3 seeds.

PGD-10, and other single-step methods that grows with perturbation size. This
can be partially expected since the search space for adversaries grows exponentially
with €; and PGD, with more iterations, can explore it more thoroughly. Nevertheless,
computing a PGD-10 attack is 10x more expensive to N-FGSM. An important direction
for future work would be addressing this gap and analysing, both theoretically and
empirically, whether single-step methods can match the performance of their multi-step

counterparts.

4.5.3 Analysis of Gradients and Adversarial Perturbations

To gain further insights into CO, we visually explore the perturbations generated with
FGSM, RS-FGSM, N-FGSM, and PGD-10 attacks. We show that N-FGSM generates
perturbations that exhibit behavior similar to PGD-10. In particular, for a given
test sample, we average the adversarial perturbations (§) and gradients across several
epochs at the beginning of training (Epoch 2 to 8) and at the end (Epoch 24 to 30)
and visualise them in (see also in Appendix for more examples).
We observe that, during early stages in training all, methods generate consistent and
interpretable §. However, after CO, FGSM and RS-FGSM generate § that are harder

to interpret, similarly to their gradients. On the other hand, we observe that N-FGSM
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provides consistent and interpretable § throughout training, similar to those generated
by PGD-10. This provides further evidence that N-FGSM enjoys similar properties to

the more expensive PGD-10 training.

Figure 4.5( analyzes the gradients and d throughout the test set. Aside from loosing
interpretability, post-CO the gradient norm increases by several orders of magnitude
for FGSM and RS-FGSM while it remains low for N-FGSM and PGD-10. We also
compute the effective rankﬁ of § for each example before and after CO to measure the
consistency of 0 before and after CO. We consider three training intervals, (Epoch 2
to 8): before CO for all methods; (Epoch 16 to 22): after FGSM suffers CO but not
RS-FGSM; (Epoch 24 to 30): after both FGSM and RS-FGSM suffer CO. Prior to CO,
PGD-10 has a larger effective rank (i.e. the perturbations span a larger subspace) than
FGSM and RS-FGSM. N-FGSM has the highest effective rank, arguably due to the
higher noise magnitude. Note that RS-FGSM, which has a smaller noise magnitude
and clipping, also has a larger effective rank than FGSM, however, the difference is
much lower. When either FGSM or RS-FGSM suffer from CO, the effective rank of
their 0 increases significantly above that of PGD-10 and N-FGSM. This would suggest
that 0 loose consistency after CO and is aligned with our visualizations in [Figure 4.5|
All of these show properties of § and gradients that are consistent across methods
(N-FGSM and PGD) that avoid CO and different from methods like RS-FGSM and
FGSM, which suffer from CO.

4.6 Increasing Adversarial Perturbations

In [Section 4.4}, we observed that removing clipping and increasing the noise magnitude

were both necessary for the improved performance of N-FGSM. However, as discussed

in [Theorem B.14.2] this will result in an increase of the squared norm of the training

perturbation dn_pagsym as compared to FGSM. In this section, we perform further

3We compute effective rank as the number of singular vectors required to explain 90% of the
variance.
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Figure 4.5: Left: Mean {5 norm of per-sample-gradients across all test set samples. After
CO, both FGSM and RS-FGSM gradients increase by several orders of magnitude. Middle:
Effective rank of perturbations (4) across three training intervals Ep 2-8 before CO for all
methods; Ep 16-22: after FGSM presents CO but not RS-FGSM; Ep 24-30: after both
FGSM and RS-FGSM had CO. Right: Visualization of § and gradients averaged across
several epochs at the beginning (top) and end (bottom) of training. After CO, FGSM and
RS-FGSM obtain ¢ and gradients that are hard to interpret.

ablations to corroborate that it is indeed the increase in noise magnitude — and not the

mere increase of the perturbation’s magnitude — that helps to stabilize N-FGSM.

Increasing « alone is not sufficient. N-FGSM combines a noise perturbation with
an FGSM step. Thus, we can increase the perturbation magnitude by increasing any
of the two. This begs the question: Is it sufficient to increase the N-FGSM step-size
a to avoid CO without adding any noise? We observe in (A) that training
without noise (essentially, FGSM) leads to CO, with robust accuracy equal to zero,
even for large values of o. This indicates that it is not an increase in the perturbation

norm, but the combination with noise which plays an essential role in circumventing

CO for N-FGSM.

Increasing o requires adjusting the noise magnitude. As observed in
(A), increasing « for N-FGSM leads to CO if the noise magnitude is not
large enough. For example, while a noise magnitude k = 1e¢ and an adversarial step
size a = 1.25¢ yield a robust accuracy of 49.68%, increasing a to 1.5¢ while keeping
the same noise magnitude results in CO — with robust accuracy equal to zero. This
further suggests that an increase in the adversarial step-size o requires a commensurate
increase in the noise magnitude. We find that setting the noise magnitude k = 2¢

works well for most settings.
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Larger noise perturbations preserve clean accuracy. Increasing the norm of
training perturbations by increasing « results in a drop in the clean accuracy (discussed
later in [Section 4.7)). This has also been observed in prior works (Wong et all, [2020).
However, we show in that the clean accuracy for N-FGSM is similar to that
of GradAlign, despite the magnitude of the perturbations being larger. We ablate the
effects of adversarial and noise perturbations on the clean accuracy in (B):
we observe that augmenting training samples with noise alone (i.e. « = 0) has a
much milder effect on the clean accuracy than augmenting in an adversarial direction.
In general, increasing noise is more forgiving on the clean accuracy than increasing
the adversarial step size. This is not surprising, considering that moving in random
directions along the input space has a significantly lower impact on the loss than
moving along the FGSM direction (see in the Appendix) and that training

with noise alone does not provide any significant robustness against larger attacks (for

a more detailed ablation, see Appendix |Figure B.10)).

Other methods do not benefit from larger training e¢. As previously mentioned,
N-FGSM perturbations have ¢,,—norm larger than e. We have seen that the benefits
of N-FGSM can not be reproduced by simply increasing o without increasing the noise.
However, for the sake of completeness, we also ablate other single-step baselines by
using a larger € during training, while testing with a fixed € = 8/255 on CIFAR10. We
observe that increasing €., seems to lead to a decrease in robustness for most methods;
for instance, PGD-50-10 accuracy for RS-FGSM drops from 46.08 + 0.18 when training
with € = 8/255 to 0.0 £ 0.0 with € = 12/255. In two cases (GradAlign and MultiGrad), we
observe a small increase, with the highest increase being for GradAlign, which improves
from 48.14 + 0.15 to 50.6 4 0.45; yet, the clean accuracy drops from 81.9 4+ 0.22 to
73.29 £0.23. This is similar to increasing o for N-FGSM (see (C)). However,
this is tied to a significant degradation of clean accuracy. All in all, taking into account
both clean and robust accuracy, we conclude that all single-step baselines suffer from

either CO or a severe degradation in their clean accuracy when increasing the training

e. Full results are presented in in Appendix.
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4.7 Additional Ablations

Hyperparameter selection. While FGSM relies on a fixed step-size (i.e. a = €),
Wong et al.| (2020) explored different values of « for RS-FGSM, finding that an increase
of the step-size improves the adversarial accuracy — up to a point where CO occurs. We
also ablate the value of o for N-FGSM in (C). We find that by increasing the
noise magnitude, N-FGSM can use larger a values than RS-FGSM, without suffering
from CO. This leads to an increase in the adversarial accuracy at the expense of a
decrease in the clean accuracy. In light of this trade-off, we also use a = € for N-FGSM.
Regarding the noise hyperparameter k, we find that k£ = 2¢ works in all but one SVHN
experiment (e = 12, in which we set k = 3¢). In comparison, GradAlign regularizer
hyperparameter or ZeroGrad quantile value need to be modified for every radius with
a noticeable shift between CIFAR-10 and SVHN hyperparameters, suggesting they

may require additional tuning when applied to novel datasets.

Long vs fast training schedules. Throughout our experiments, we used the RS-
FGSM training setting introduced in |Wong et al.| (2020). However, Rice et al.| (2020])
suggest that a longer training schedule coupled with early stopping may lead to a
boost in performance. Kim et al| (2021) and |Li et al. (2020) report that longer
training schedules increase the chances of CO for RS-FGSM and that this limits its
performance. We test the longer training schedule with N-FGSM and find that it does
not suffer from CO. However, it does suffer from robust overfitting, i.e. adversarial
accuracy on the training set is larger than on the test set as described in Rice et al.
(2020) for PGD-10. Notice the difference between the robust accuracy of the final and
best models in (D). Interestingly, although we observe a slight increase in
performance when using the long training schedule, we find the fast training schedule to

be remarkably competitive. See more results in [Appendix B.4] including a comparison
to GradAlign.

Experiments with WideResNet28-10. We also compare the performance of
all methods on WideResNet28-10 (Zagoruyko and Komodakis, [2016]) architecture in
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Figure 4.6: Different ablations on N-FGSM parameters and training schedule. From left
to right: A: Adversarial accuracy when varying step-size a and noise magnitude k (e = 8).
Increasing o does not suffice to prevent CO, we must also increase the noise magnitude.
B: Clean accuracy after training with random or adversarial perturbations. With comparable
radius, random perturbations have a much milder effect than adversarial. C: Ablation of step
size a in N-FGSM e = 8,k = 2¢. As we increase the magnitude of the FGSM perturbation we
observe an increase in robustness coupled with a drop on the clean accuracy. D: Comparison
of the “fast” training schedule from |Wong et al.|[(2020]) and “long" training schedule described
in Rice et al|(2020). N-FGSM shows robust oberfitting but not CO with the long schedule.
Adversarial accuracy is based on PGD-50-10 and experiments are averaged over 3 seeds.

[Figure B.2land [Figure B.3|in Appendix. As in the experiments with PreActResNet18, N-

FGSM obtains the best performance/cost trade-off. We had to increase the regularizer
hyperparameter for GradAlign (compared to the settings for PreActResNet18) in order
to prevent CO on CIFAR-100 and, to our surprise, we could not find a competitive
hyperparameter setting for GradAlign on the SVHN dataset for € > 6. We tried both
increasing the regularizer hyperparameter and decreasing the step size a, but some or
all runs led to models close to a constant classifier for each setting. We do not claim
that GradAlign will not work, but finding a good configuration might require further
tuning. The default configuration for N-FGSM (o = ¢, k = 2¢) works well in all
settings except for € = 16 on CIFAR-10 and ¢ = 10, 12 on SVHN. For CIFAR-10, we
increase the noise magnitude to & = 4e. For SVHN, we find that decreasing a works
better than increasing the noise. In both cases, N-FGSM yields nontrivial adversarial

accuracy.

Experiments on Imagenet. We present results on the Imagenet dataset Krizhevsky
et al.| (2012)) in . Due to the high computational demands of Imagenet training
and testing we focus on the main baselines of comparable cost to FGSM. Namely FGSM,
RS-FGSM and N-FGSM. We observe that FGSM presents CO for ¢ = 6/255 while
neither RS-FGSM nor N-FGSM present CO. However, N-FGSM has better robustness.
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Table 4.1: Clean accuracy (top) and PGD50-10 accuracy (bottom) of N-FGSM and other
same-cost baselines on Imagenet dataset. We observe that FGSM presents CO for e = 6/255
while both RS-FGSM and N-FGSM avoid CO. N-FGSM has consistently better robustness

than baselines.

€ =2/255 | € =4/255 | € = 6/255
54.72 48.50 48.55
FGSM

38.21 25.86 0.08

56.29 50.81 47.67
RS-FGSM

36.86 25.12 16.49

54.39 47.56 47.70
N-FGSM

38.07 26.28 17.12

For instance, at € = 6/255 N-FGSM obtains PGD50-10 accuracy of 17.12% while RS-
FGSM yields 16.5% and FGSM 0.08% (due to CO). Thus, N-FGSM also avoids CO in

ImageNet, improving robustness over same-cost baselines. For experimental details

refer to [Appendix B.12|

Combining N-FGSM with additional regularizers. Recent works (Sriramanan
et al., 2020, 2021)) have been proposed to improve performance of single step methods
at moderate perturbation radii € = 8/255. However, we observe that with the default
settings (which use a version of RS-FGSM with Bernoulli noise) they lead to CO for
larger e. Then we compare them with N-FGSM + Regularizer where we apply their
proposed regularizers to N-FGSM. If we apply GAT or NuAT regularizers to N-FGSM
then we do not observe CO and usually a boost in performance. For instance, at
€ = 10/255. GAT has a robust acc (with PGD50-10) of 43.34 £ 0.23 while N-FGSM+GAT
regularizer obtains 44.97 + 0.07, in comparison plain N-FGSM has 41.56 + 0.16. This
is extremely compelling as it suggests N-FGSM can be combined with other regularizers

designed to improve FGSM performance and mutually benefit each other. Full results

of the comparison are presented in [Table B.5| in [Appendix B.11]
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4.8 Conclusion

In this work, we explore the role of noise and clipping in single-step adversarial training.
Contrary to previous intuitions, we show that increasing the noise magnitude and
removing the € — ¢, constraint leads to an improvement in adversarial robustness while
maintaining a competitive clean accuracy. These findings led us to propose N-FGSM, a
simple and effective approach that can match or surpass the performance of GradAlign

(Andriushchenko and Flammarion, |2020), while achieving a 3x speed-up.

We perform an extensive comparison with other relevant single-step methods, observing
that all of them achieve sub-optimal performance and most of them are not able to
avoid CO for larger € attacks. Moreover, we also analyze gradients and adversarial
perturbations during training and observe that they have a similar behaviour for
N-FGSM and PGD-10 as opposed to other methods that present CO such as FGSM
and RS-FGSM. However, despite impressive improvements of single-step adversarial
training methods, there is still a gap between single-step and multi-step methods
such as PGD-10 as we increase the € radius. Therefore, future work should put an
emphasis on formally understanding the limitations of single-step adversarial training

and explore how, if possible, this gap can be reduced.
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Abstract

Motivated by the increasing popularity of transformers in computer vision, in recent
times there has been a rapid development of novel architectures. While in-domain
performance follows a constant, upward trend, properties like robustness or uncertainty
estimation are less explored—Ileaving doubts about advances in model reliability. Studies
along these axes exist, but they are mainly limited to classification models. In contrast,
we carry out a study on semantic segmentation, a relevant task for many real-world
applications where model reliability is paramount. We analyze a broad variety of models,
spanning from older ResNet-based architectures to novel transformers and assess their
reliability based on four metrics: robustness, calibration, misclassification detection and
out-of-distribution (OOD) detection. We find that while recent models are significantly
more robust, they are not overall more reliable in terms of uncertainty estimation.
We further explore methods that can come to the rescue and show that improving
calibration can also help with other uncertainty metrics such as misclassification or
00D detection. This is the first study on modern segmentation models focused on
both robustness and uncertainty estimation and we hope it will help practitioners
and researchers interested in this fundamental vision task. Code available at https:

// github. com/naver/relis|
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Figure 5.1: Top: mloU and ECE wvs. domain shift. Errors are normalized with
respect to the lowest error on the training distribution (Cityscapes). We compare recent
segmentation models, both transformer-based (SETR (Zheng et all [2021), SegFormer
et al} [2021) and Segmenter (Strudel et al., 2021))) and convolution-based (ConvNext
et al., [2022)) with ResNet baselines (UPerNet(Xiao et al) [2018) and DLV3+(Chen et al,,
2017Db)). All recent models (both transformers and CNNs) are remarkably more robust than
ResNet baselines (whose lines in mIoU overlap), however, ECE increases sharply for all
methods. Bottom: Sample images for each dataset.

5.1 Introduction

Humans tend to overestimate their abilities, a cognitive bias known as Dunning-

Kruger effect (Kruger and Dunning} |1999). Unfortunately, so do deep neural networks.

Despite impressive performance on a wide range of tasks, deep learning models tend

to be overconfident—that is, they predict with high-confidence even when they are

wrong (Guo et al.| [2017). This effect is even more severe under domain shifts, where

models tend to underperform in general (Ovadia et al., 2019; Recht et al., [2019;

Hendrycks and Dietterich, 2019).

While these vulnerabilities affect deep models in general, they are often studied for
classification models and are comparably less explored for semantic segmentation, a
fundamental task in computer vision that is key to many critical applications such as

autonomous driving and Al-assisted medical imaging. In those applications, domain
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shifts are more the rule than the exception (e.g., changes in weather for a self-driving
car or differences across patients for a medical imaging system). Therefore, brittle
performance and overconfidence under domain shifts are two important and challenging
problems to address for a safe deployment of artificial intelligence systems in the real

world.

With that in mind, we argue that a reliable model should i) be robust to domain
shifts and 4i) provide good uncertainty estimates. The core goal of this study is
providing an answer to the following, crucial question: are state-of-the-art semantic
segmentation models improving in terms of robustness and uncertainty

estimation?

To shed light on this, we evaluate a large body of segmentation models, assessing their
in-domain (ID) wvs. out-of-domain (OOD) prediction quality (robustness) together
with their calibration, misclassification detection and OOD detection (uncertainty

estimation).

We argue that a study of this kind is crucial to understand whether research on semantic
segmentation is moving in the right direction. Following the rise of transformer
architectures in computer vision (Dosovitskiy et al., [2021; Touvron et al.; 2021} (Carion
et al., 2020; Liu et al.l 2021)), several studies have compared recent self-attention and
CNN-based classification models in terms of robustness (Bhojanapalli et al., [2021}
Naseer et al.l 2021; Bai et al| [2021; Paul and Chen, 2022; Mao et al.; [2022; [Liu et al.
2022)) and predictive uncertainty (Minderer et al., 2021; |Pinto et al., [2022). Yet, when
it comes to semantic segmentation, prior studies (Xie et all 2021; |Zhou et al., [2022)
only focused on robustness, using synthetic corruptions as domain shifts (e.g., blur,
noise) (Kamann and Rother] 2020)). In contrast, we consider natural, realistic domain
shifts and study segmentation models both in terms of robustness and uncertainty,

leveraging datasets captured in different conditions—see [Figure 5.1| (bottom).

Task-specific studies are important, since task-specific architectures and learning
algorithms may carry different behaviors and some observations made for classification

might not hold true when switching to segmentation. For instance, contrary to
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Minderer et al. (Minderer et al., [2021)), we observe that improvements in calibration
are far behind those in robustness, see (top). Furthermore, previous
analyses only consider simple calibration approaches (Guo et al., 2017) while assessing
model reliability; in contrast, we make a step forward and explore content-dependent
calibration strategies (Gong et al., [2021; Ding et all 2021), which show promise to

improve reliability out of domain.

Our analysis allows us individuating in which directions we are improving and in
which we are lagging behind. This is the first work to systematically study robustness
and uncertainty under domain shift for a large suite of segmentation models and we
believe it can help practitioners and researchers working on semantic segmentation.

We summarize our main observations in the following.

i) Remarkable improvements in robustness, but poor in calibration. Under
domain shifts, recent segmentation models perform significantly better (in terms of
mloU)—with larger improvements for stronger shifts. Yet, OOD calibration error

increases dramatically for all models.

ii) Content-dependent calibration (Ding et al., |2021) can improve OOD
calibration, especially under strong domain shifts, where models are poorly cali-

brated.

iii) Misclassification detection shows different model ranking in and out
of domain. When tested in domain, recent models underperform the ResNet baseline.

As the domain shift increases, recent models take the lead.

iv) OOD detection is inversely correlated with performance. Indeed, a small

ResNet-18 backbone performs best.

v) Content-dependent calibration (Ding et al., |2021|) can improve OOD
detection and misclassification out of domain. We observe a significant increase
in misclassification detection under strong domain shifts after improving calibration.

We also observe improvements for OOD detection, albeit milder.
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Sem. Robust Uncertainty Natural OOD calib
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Table 5.1: Studies of recent architectures. While several prior works studied robustness
and uncertainty of transformer- and CNN- based classifiers, studies on segmentation limited
to robustness. This is the first study assessing robustness and uncertainty of modern
segmentation models. Moreover, we consider natural domain shifts and are the only analysis
to include content-dependent methods |Gong et al.| (2021); Ding et al.| (2021)) to improve
calibration in OOD settings.

5.2 Related work

We study robustness and uncertainty in semantic segmentation. In doing so, we touch

several fields, which we cover in the following. We further discuss related studies.

Segmentation models. Modern segmentation pipelines typically consist of encoder-

decoder architectures (Csurka et al., |2022; Badrinarayanan et al., 2017; Noh et al.,

2015; Ronneberger et al., 2015). Decoders are usually designed ad hoc for segmentation,

with DeepLab (Chen et all 2017alb] [2018) and UPerNet (Xiao et all, [2018) being two

of the most prominent. On the other hand, the evolution of encoders has been closely

related to that of classification models, with ResNet (He et al., 2016a)) being one of the

most popular for years. The rise of transformers in computer vision (Dosovitskiy et al.|

2021)) has led to a flurry of works leveraging self-attention for segmentation (Zheng

et al., 2021; |Strudel et al., 2021} Xie et al., 2021)). Novel convolutional architectures
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inspired by transformers have also risen (Liu et al., 2022). We compare several
recent segmentation models against ResNet baselines, in terms of both robustness and

uncertainty.

Robustness. The brittleness of neural networks to changes in the input domain is a
well-studied problem and many sub-formulations exist (Taori et al., 2020)). Robustness
against synthetic shifts takes into account samples crafted by artificially altering
images, for example injecting noise or blur (corruption robustness (Hendrycks and
Dietterich) 2019; [Kamann and Rother, |2020))), or crafting imperceptible perturbations
to induce model failure (adversarial robustness (Goodfellow et al., [2015)). Robustness
against natural shifts focuses on changes that may arise naturally, without human

intervention (Recht et al., [2019; Hendrycks et al., [2021)).

In this work we are interested in comparing the robustness of different off-the-shelf
segmentation models under natural domain shifts, since these are particularly relevant
in real-world applications. In particular, we focus on semantic segmentation of
urban scenes, hence, we evaluate models on samples from unseen geographical loca-
tions (Varma et al., 2019) and weather conditions (Sakaridis et al., 2021)). Segmentation
robustness against natural shifts has been studied before (Yue et al. 2019; [Volpi et al.,
2022)), yet not in tandem with uncertainty and within a large-scale study taking into

consideration several recent models.

Uncertainty. Guo et al. (Guo et al., 2017)) have shown that deep models are over-
confident. They have proposed a simple, yet effective solution known as temperature
scaling (TS) where the output logits are divided by a temperature parameter before
the softmax layer. Other calibration methods have been proposed (e.g., (Naeini et al.|
2015; Kull et al., [2019; |Gupta et all 2020))), but TS is still very popular due to its

simplicity and the fact that it does not alter predictions.

Calibration with TS is effective in ID settings; yet, Ovadia et al. (Ovadia et al., 2019)
have shown that model calibration degrades significantly out of domain. Some methods
have been proposed that address this problem (Pampari and Ermon, 2020; |[Park et al.
2020; Wang et al., 2020b), by assuming access to unlabeled OOD images beforehand.
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On the other hand, Gong et al. (Gong et al. [2021) have proposed methods that

improve OOD calibration without any data from the target domain. They propose to
cluster the calibration set in different “domains” and find a different temperature value

for each. At test time, images are calibrated using the temperature from the closest

cluster. Ad hoc for semantic segmentation, Ding et al. (Ding et al., 2021) propose

a content-dependent calibration strategy that learns a small calibration network to

predict a temperature for each pixel in an image.

In our study we test ID and OOD performance of several calibration methods, focusing

on techniques that do not require access to OOD samples (Guo et al., 2017} Gong

et al), 2021; Ding et all [2021)—as generally robustness is evaluated on unseen

domains (Hendrycks and Dietterich, 2019} Kamann and Rother, 2020} Taori et al.,

2020; Pinto et al., 2022))

Previous analyses. In [Table 5.1] we compare related studies on different aspects of

reliability. Several works have suggested that transformer-based classifiers are more

robust than CNNs (Bhojanapalli et al., 2021; Naseer et al. [2021; Bai et al., 2021
Mao et al 2022; Paul and Chen, 2022)). Yet, the recent ConvNeXt (Liu et al., [2022)

has challenged this result and later work have suggested that further investigation is

needed (Pinto et all 2022). Minderer et al. (Minderer et al., 2021 have compared

calibration of several classifiers, concluding that convolution-free models are more

robust and better calibrated. In contrast, Pinto et al. (Pinto et al., 2022) have compared

recent transformers and CNNs, arguing there is “no clear winner”. Some works have

compared the robustness of transformers and CNNs for segmentation (Xie et al.|

2021; |Zhou et al., [2022)—but only against synthetic domain shifts. We broadly study

robustness and uncertainty in segmentation under natural domain shifts. Similarly

to (Pinto et al., |2022)), we do not observe a single model family which is better

calibrated in all scenarios. In contrast with (Minderer et al., 2021)) though, we observe

that robustness and calibration do not go hand in hand. This shows that not all
trends observed in classification transfer to segmentation, confirming the importance

of task-specific studies like ours.

64



5. Reliability in Semantic Segmentation: Are We on the Right Track?

5.3 Experimental settings and preliminaries

5.3.1 Datasets

As discussed in Section [5.2 we use different datasets for semantic segmentation of
urban scenes to model natural domain shifts—inspired by prior art (Yue et al., 2019;

Choi et al., [2021}; [Volpi et al., [2022)).

Cityscapes (CS) (Cordts et al., [2016a)) contains images taken across 50 European
cities at day time with overall good weather. Training and validation sets use sequences
from disjoint sets of cities. Following this protocol, we further split validation
cities into a calibration and a test set. Since CS is a mainstream benchmark in
semantic segmentation, we use it as our training set (ID) to leverage available trained

weights.

IDD (Varma et al., 2019) was captured in the cities of Hyderabad, Bangalore and
their outskirts. Given the different geographical location, it poses a clear domain shift

for CS models.

ACDC (Sakaridis et al., [2021)) contains images captured in adverse conditions
(Fog, Rain, Snow and Night), which translate into strong domain shifts. Similarly to
previous work (Pinto et al., 2022 [Zhou et al.| 2022; [Xie et al [2021)), we focus on
covariate shifts, i.e., changes in the input distribution—keeping the label set fixed.

In practice, for OOD settings (IDD and ACDC) we consider the 19 classes from CS,

ignoring the others. The only exception is one experiment in [Appendix C.12] where

we consider label shifts.

5.3.2 Architectures

We implement our models with MMsegmentation (Contributors, [2020). Following prior

work (Pinto et al., 2022; Minderer et al., [2021]), we use the original training recipes
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for each model to compare them at their best. For completeness, we also explore the

effects of pre-training dataset and number of training iterations in [Appendix C.9]

SETR (Zheng et al., 2021)). The first convolution-free segmentation model. It
uses a ViT backbone (Dosovitskiy et al.l 2021)) and different decoders (SETR-Naive,
SETR-MLA and SETR-PUP). We use the ViT-Large backbone and analyze all three

decoders.

Segmenter (Strudel et al., 2021)). Similarly to SETR, it also uses a ViT backbone;
yet, unlike the simpler SETR decoders, it carries a transformer-based one. We also

test ViT-Large.

SegFormer (Xie et al., 2021)). This model incorporates an original self-attention
mechanism and several architectural changes to be more efficient. We evaluate all

models from this family (B0-B5), gradually increasing the number of parameters.

ConvNeXt (Liu et al., 2022). Convolutional model with changes inspired by
transformers. We use ConvNeXt-Large, comparable in size to ViT-Large, with an

UPerNet decoder (Xiao et al., [2018]).

ResNet-based (He et al., 2019). We use ResNet-V1c model, the default ResNet
in MMsegmentation library (Contributors, 2020)). Compared to vanilla ResNet(He
et all [2016a)) it uses a stem with three 3x3 convs (instead of a 7x7 conv). We use
ResNet-18/50/101 models and two popular decoders: (Chen et al., 2017b)
and UPerNet (Xiao et al., 2018))

Additionally, in |[Appendix C.10| we explore Mask2Former, an architecture for

universal image segmentation (Cheng et al., 2022) that does not follow the conventional

logits + softmazx paradigm.

5.3.3 Reliability metrics

We evaluate model reliability on four aspects: robustness, calibration, misclassification

detection and OOD detection.
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Robustness. We measure robustness by evaluating the standardized mean Intersection-
over-Union (mloU) performance in OOD settings, i.e., on ACDC and IDD. We also

provide ID performance, evaluating models on CS.

Calibration. A model is said to be calibrated when the predictive probabilities (i.e.,
the logits after a softmax) correspond to the true probabilities. For instance, if we
group all samples where the predicted probability is 90%, we would expect that 90%
of those predictions are correct. The most common calibration metric is the Fxpected
Calibration Error (ECE) (Naeini et al., 2015), which looks at the expected difference
between the predicted and actual probabilities. To estimate the ECE we quantize the
predicted probabilities and compare the accuracy with the mean probability in each
bin. Since the binning strategy can affect the results, we test ECE with equally spaced
bins (Naeini et al. |2015)), equally populated bins (Nixon et al.; 2019; Nguyen and
O’Connor}, 2015) and the Kolmogorov-Smirnov test (Gupta et al., [2020)), which gets rid
of the binning strategy altogether. We report results with standard ECE, but find that

all three aforementioned metrics yield similar conclusions (see |[Appendix C.1)).

Given that in segmentation we have per-pixel predictions, the number of calibration
samples explodes (a single CS image contains 2048 x 1024 ~ 2M pixels). We ablate
the different calibration metrics as we sub-sample the number of pixels per image

and observe that 20k pixels per image in enough to estimate the ECE (see
pendix C.2)).

Misclassification detection. A desiderata for a reliable model is to assign a larger
confidence to correct outputs than incorrect onesﬂ In the ideal case, if we sorted all
predictions from least to most confident, we would have all the incorrect predictions
first and correct ones later. Misclassification detection measures how far away are
we from such an ideal case. This can be measured with Rejection-Accuracy curves
(Fumera and Roli, [2002; [Hendrycks et al.; 2021): we reject samples with low confidence
and compute the accuracy vs. amount of rejected samples. However, these are biased

in favor of better-performing models, since the base accuracy is higher in the first

1We use max softmax as confidence in the paper; in [Appendix C.3|we present similar results with
negative entropy.
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place. To avoid that, we follow Malinin et al. (Malinin et al., [2019)) and normalize the
area under the curve by that of an oracle and subtracts a baseline score with randomly
sorted samples. The resulting metric, known as the Prediction Rejection Ratio (PRR),
will be positive if the confidence is better than the random baseline and will have a

maximum score of 100% when the model matches the oracle.

Out-of-domain detection. Another important aspect in reliability is that models
are aware of their “domain of expertise” (i.e., their training domain). When a sample
differs significantly from the training samples, we would expect the model to be more
uncertain of its prediction. Similarly to misclassification detection, in OOD detection
we try to separate ID from OOD images based on the network confidence. This has
broad applicability, e.g., generating alerts for samples too far from the training domain
or, connecting to active learning, gathering them for further review and annotation.
As in the rest of our work, we consider a whole image to be out of domain if it presents
a significant domain shift; that is, we consider CS in domain and IDD/ACDC out of
domain. Since we define ID and OOD samples at the image level, we consider the
average confidence of all pixels in a given image. We use the Area Under the Receiver

Operating Characteristic curve (AUROC) (Murphy, [2012)), which goes from 0 to 1 (1

being the best score). Additionally, in [Appendix C.12| we consider OOD detection at a

region level, considering classes in the IDD dataset not present in CS, i.e., rickshaw,

billboard, guard rail, tunnel and bridge.

5.4 Are modern segmentors more reliable?

In the following, we present the main findings of our study on the reliability of semantic

segmentation models.
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Figure 5.2: Expected mIoU error (/) vs. calibration error () before and after TS for
different model families (top and bottom, respectively). All models trained and calibrated
on CS. Markersize proportional to number of parameters. Notice how TS yields marginal
relative gains in OOD settings (IDD and ACDC).

5.4.1 Robustness

Since the domain shifts we consider are natural and not synthetically induced, there is
no straightforward way to evaluate their strength. To this end, we establish an ordering
for the severity of the shift based on performance degradation of the ResNet baselines
(DLV3+4-R101 and UPNetR101), which results in CS < IDD < ACDC. This aligns
with a qualitative evaluation of the different datasets (see , bottom, for a
few samples). In (top left) we present the mIoU error (i.e., 100 — mloU) for
several models evaluated on the three datasets. To highlight the loss in performance
as we increase the shift, we normalize all errors w.r.t. the best performing CS model
(ConvNeXt). The trend is clear: the larger the domain shift, the larger the improvement

brought by more recent segmentation models.

We expand on this in [Figure 5.2| (top), where we plot the mloU error (on the x-axis) vs.
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the calibration error for all the models belonging to the different families (Sec. .
The size of the markers is proportional to the number of parameters. Similarly to
Figure 5.1, we observe that the gap in mloU between ResNet baselines and recent
models grows larger as we increase the domain shift (c.f. marker position on the x-axis).
Interestingly, two of the models that perform best under ACDC'’s strong shift (SETR
and Segmenter) are not significantly better than the ResNet baseline on the training
domain (CS). This indicates that, in our setting, only assessing ID performance can
hide the real value of newly crafted models and, hence, it is important to evaluate

architectures out of domain in order to fully grasp their potential.

While there is no single model family that performs significantly better in all datasets,
we can reach the clear conclusion that all recent models are significantly more robust

than well established baselines under natural shifts.

5.4.2 Calibration error

Off-the-shelf calibration. In (top-right) we present the ECE for different
models as we increase the domain shift. Similarly to the mIoU error, ECE is normalized
by the best CS model (in terms of calibration). Interestingly, despite the remarkable
improvements in terms of robustness, recent models are not significantly better
calibrated. When moving from CS to ACDC, the relative mloU error increases
by a factor ~2x for recent models vs. ~3x for ResNet baselines; yet, in terms of
relative calibration error, all models increase by a ~40x factor. This clearly highlights

the need for further advances in model calibration.

In [Figure 5.2| (top) we show the ECE vs. mIoU error for all models and datasets. When
it comes to calibration vs. robustness trade-off, there is no clear winner among the
model families we consider. Moreover, we do not observe a clear trend between mloU

and ECE in any domain.

Calibration with TS. In [Figure 5.2 (bottom) we present the same results after
applying TS (Guo et al., [2017), tuned on CS. Comparing top and bottom, we observe
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an overall improvement in calibration for all networks. In particular, SegFormer
models (¢), which had the largest ECE on CS and IDD, seem to benefit the most from
TS. Nevertheless, even after this improvement, OOD calibration error (IDD, ACDC)
remains significantly larger than the ID one (CS) for all models. Regarding ECE vs.
mloU out of domain, a mild trend emerges after TS: For transformer models, better-
calibrated models are also the most robust (before TS, SegFormer () did not follow
this trend). On the other hand, for ResNet baselines (<, @) the better-calibrated
models are generally the most brittle. Regarding ConvNeXt (M), although it is one of
the best performing models, it seems to be worse calibrated than other models with
similar mloU. Overall, recent models are not significantly better calibrated than ResNet

baselines neither before nor after T'S.

5.4.3 Can we improve out-of-domain calibration?

Calibration error on samples from the training domain in not alarming, especially
after T'S. Nonetheless, the sharp increase in ECE out of domain is concerning for
many applications, especially since recent segmentation models do not show a clear
improvement in this direction. This renders methods that seek to improve calibration
out of domain all the more important, but yet this is a rather underexplored research
area. As discussed in , to the best of our knowledge, only Gong et al. (Gong
et all [2021) tackle OOD calibration without additional information about the test
domain. They suggest clustering the calibration set into multiple “domains” based on
the image features extracted by the network. A different temperature per cluster is
then selected and test-time predictions are scaled according to the cluster assigned to
the images. This adaptive TS method was originally devised for classification, but we
extend it to the segmentation task by scaling all the logits of a given image with the

same temperature. Regarding the number of clusters, we find 16 to be a reasonable

number (see [Appendix C.4|for this analysis).

Clustering on different calibration sets. In we present the results

of calibrating with clusters computed on different calibration sets. Since our training
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Figure 5.3: ECE (|) after clustering TS for a selection of models (best mIoU on CS
per family). If the calibration samples are representative of the test domains Clust All can
indeed improve ECE, however, without access to OOD samples (Clust CS and Clust CS
aug.) benefits of clustering are limited. Oracle baselines (O) always use calibration images
from the test domain.

dataset is CS, we assume that only CS images are available for calibration. As a naive
alternative to obtain more diverse clusters, we introduce a CS aug. dataset where some
of the CS calibration images are randomly augmented with different transformations
(e.g., color scaling, changes in brightness, contrast, etc). The rationale is that more

diverse clusters might generalize better to new domains.

To assess how beneficial OOD samples can be during calibration, we also add another
calibration set which contains images from all the datasets (CS, IDD and ACDC)
mixed together, we will refer to it as All. This serves as a sort of upper bound, since our
main goal is still assessing robustness in unseen domains. Furthermore, we introduce
two more oracle baselines (O), which use calibration images from the test domain. For
instance, when evaluating on IDD, the oracle calibration set will consist of only IDD
while All will contain images of IDD, ACDC and CS mixed. One oracle baseline uses
clustering, while the other uses vanilla TS (Clust O and T'S O, respectively).

As expected, calibrating on all datasets (Clust All) significantly improves ECE, with
comparable performance to oracles in most settings. In contrast, without access to

OOD samples (Clust CS), calibrating with the method by Gong et al. yields rather

72



5. Reliability in Semantic Segmentation: Are We on the Right Track?

—_ Cityscapes IDD ACDC
- w’_‘_’ 2.50 Q 12 .
: 0.6 " \ ’.-._-/
g - /._____—-—' 2.25 * $+.+—-+\1 b
204 W - % 2.00 st +—F —9
|_ "
<., Ya% L75 o A —~ 8
' - /x
LE 4 1.50 6 "x.,‘,x
5 ¥a:
~ 1.0 Tebag, 6 1‘##:;\*
0.3 Hefey ¢ ® 03 N — 5
= -] —+ "
02 &, B—p * 06 - o
c N — | i N
o 0.1 58 3 \.
w U.
O i0® 0.4 u
14 8 16 32 14 8 16 32 14 8 16 32
Num clusters Num clusters Num clusters

=@-UPNetR101 =H¢=DLV3+R101 =fll=ConvNext =js=SETR-PUP =@)=SegF-B5 =§=Segmenter }

Figure 5.4: ECE (|) vs. number of clusters for oracles (calibration images extracted
from the test domain). Even when evaluating on the calibration set, where there can be no
overfitting of the temperatures, ECE does not decrease monotonically as we increase the
number of clusters (one cluster is equivalent to vanilla TS).

limited improvements. Moreover, increasing cluster diversity via data augmentation

(Clust CS aug.) is not always beneficial.

To gain more intuition, we visualize the cluster assignments (see [Appendix C.5). When

using all datasets for calibration, test-time images are qualitatively close to the assigned
clusters; yet, with Clust CS or Clust CS aug., OOD images do not blend well with
the calibration images of their corresponding clusters. We argue that one implicit
assumption for clustering to work well is that test-time images are close to one of the
clusters (domains) in the calibration set; therefore, under strong domain shifts, it is

unlikely to bring much improvement.

On the bright side, if representative images from the deployment domains are available,
clustering could be applied to allow a single model to be calibrated on multiple
domains. Of course, with OOD annotated samples, additional fine-tuning or adaptation
techniques could be applied, but this is out of the scope of this study, since our focus

is off-the-shelf model robustness, without adaptation.
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Figure 5.5: ECE (]) after local TS (LTS) for a selection of models (best mIoU on CS
per family). Even without access to OOD samples (LTS CS), LTS calibration improves ECE
out of domain, especially under strong domain shifts (ACDC). With access to OOD samples
(LTS All), ECE out of domains improves further, albeit it degrades in domain.

Clustering does not improve ECE in domain. Comparing oracles in [Figure 5.3|
we can observe that clustering does not improve significanly over T'S. In some settings,
it is even worse. One possible explanation would be that this is due to an overfitting
of the temperature parameters to the particular calibration clusters. However, in
we observe that even when evaluating the ECE in the calibration set, the
error does not monotonically decrease with the number of clusters. Although somewhat
surprising, this is in fact possible since decreasing the ECE for several disjoint subsets

of images (clusters) independently does not guarantee that the ECE on the union

set will decrease. We provide a formal theorem in [Appendix C.6], in support of this

claim. Note that we are not asserting that clustering will not improve ECE in general
(we empirically observed it can, if provided with a representative calibration set) but

rather that it is not guaranteed to do so.

To sum up, clustering the calibration set does not bring significant improvements unless
representative images of the test domain are present in the calibration set. Moreover,

it is not better than TS for ID calibration.
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Figure 5.6: Comparison of calibration methods. ECE (]) after calibration for
a selection of models (best mIoU on CS per family). All models are calibrated on CS
calibration set. LTS is markedly the best calibration method out of domain with remarkable
improvements under strong domain shifts.

Adaptive temperature via calibration network

The partial failure of the clustering approach motivates us to investigate other methods

that adjust the temperature adaptively w.r.t. the input, since we can expect this

to help improving OOD calibration. In this regard, Ding et al. (Ding et al., 2021)

suggest training a small calibration network that predicts the temperature values as
a function of both the input image and the segmentation model logits. This Local
Temperature Scaling (LTS) method is specific to segmentation so the output is not a
single temperature per image but a “temperature map” with pixel-level temperature
values. Despite not being designed for OOD conditions, our intuition is that a network

providing sample-dependent temperatures can be beneficial under domain shifts.

LTS using different calibration sets. As in[Section 5.4.3] we test LTS on multiple
calibration sets (CS, CS aug., All), which in this case are used to learn the calibration
network. Also here, we compare against oracles, for which the calibration network
is learned using images from the test domains. Results are shown in [Figure 5.5
Interestingly, we find that LTS using only CS images for calibration (LTS CS) leads

to a noticeable improvement in OOD ECE. In particular, when testing on ACDC—
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where the domain shift is stronger—L7T'S CS outperforms even TS with access to
images on the test domain (7S O) for some models. Also in these experiments,
introducing naive data augmentations on CS (LTS CS aug.) does not yield substantial

improvements.

When using all the datasets for calibration (LTS All), OOD results improve even
further; yet, there is a noticeable increase in calibration error on CS. Unlike clustering,
where the temperature was optimized independently for each cluster, LTS trains the
calibration network using all the samples at once and samples with large calibration
error (like ACDC or IDD) may dominate the loss. We hypothesize that further
improvements in the architecture and training schedule of the calibration network can

lead to even better performance and are promising directions for future work.

Focusing on the oracle baselines, LTS outperforms TS on IDD and ACDC, but TS
outperforms LTS on CS (c.f. LTS O and TS O). This may be due to the fact that
CS is a very homogeneous dataset if compared to the other two, hence, it can be

reasonable that a simpler method may perform best.

Comparing all calibration methods. In we compare TS CS, Clust
CS and LTS CS (all calibrated on CS). LTS is markedly the best calibration method
out of domain, especially under stronger domain shifts. In domain, TS works best,
but it does not bring significant improvements out of domain. Since LTS predicts
the temperature parameter at the pixel level, this motivates an ablation of clustering

where we predict different temperatures per image; yet this does not improve results

(see details in [Appendix C.7). Additionally, we perform an ablation of LTS using

only the image or the logits for calibration. Image information seems to be more

important for OOD calibration, while the logits are more important in the ID setup

(see [Appendix C.§)).
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Figure 5.7: Misclassification and OOD detection vs. Robustness for different
segmentation models and datasets. (Top) PRR (1) vs. mIoU (1): ResNet-based models
(@, ) outperform more recent models (other markers) in ID misclassification detection
(CS, left), but the trend is opposite under strong domain shifts (ACDC, right). (Bottom)
AUROC (1) vs. mIoU (1): There is no free-lunch between robustness and OOD detection

in any considered domain.

5.4.4 Misclassification detection

In (top) we compare all models in terms of misclassification detection
vs. robustness —PRR score (1) vs. mIoU (7). In domain, we observe a clear trend:
within the same model family, better performing models tend to also show better
PRR. However, when considering all models, higher mIoU does not generally imply
higher PRR and ResNet-based backbones perform significantly better than more recent
architectures. As we increase the domain shift, the trend changes: for ACDC, recent
models perform best both in terms of mloU and PRR. Moreover, out of domain,
ResNet families show a negative correlation where better mloU leads to worse PRR.
Overall, recent models seem to improve misclassification detection under strong domain

shifts, but underperform baselines in domain.
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Figure 5.8: Misclassification and OOD detection after calibration for several
models after applying different calibration techniques using CS samples. Misclassification —
PRR (1) (first 3 rows): Under strong domain shifts (ACDC), LTS calibration significantly
improves PRR. OOD detection — AUROC (1) (last row): Both clustering and LTS
yield improvements in OOD detection.

5.4.5 Out-of-domain detection

In [Figure 5.7 (bottom) we compare OOD detection vs. robustness (AUROC score vs.
mloU) for all models. To measure OOD detection we separate the ID images (CS)
from the OOD ones (IDD and ACDC). Therefore, the y-axis is the same in all three
plots and only the mloU changes. For OOD detection, there is a marked negative
trend between CS mloU and AUROC. When looking at IDD and ACDC, the negative
trend continues but there seems to be a distinction between ResNet baselines and
other recent models: the latter perform better in terms of mIoU, but at the same time
show a drop in AUROC. In short, there is no free-lunch between robustness and OOD

detection. In terms of OOD detection, a small ResNet-18 (@) performs best.
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5.4.6 Can calibration improve misclassification and out-of-
domain detection?

In we show misclassification (top) and OOD (bottom) detection metrics
for different models after calibration using only CS samples. For misclassification, we
observe a sharp PRR improvement on ACDC after we calibrate models with LTS.
This is encouraging as it indicates that the calibration network learned in LTS can
help discern correct from incorrect predictions given its output temperature. We do
not observe significant improvements in other datasets or with other methods. This is

reasonable, since the largest calibration gain was observed with LTS on ACDC. (see

Figure 5.6)).

Regarding OOD detection bottom) we observe that both clustering and
LTS calibration can improve OOD detection. We find this interesting, since clustering
on CS did not improve OOD calibration significantly. Although the clusters using
only CS images are not representative enough to produce adequate temperatures for
IDD or ACDC, OOD samples are assigned to clusters which have larger temperatures.
This is enough to decrease the confidence for OOD samples compared to ID and leads
to better OOD detection. Similarly for LTS, the calibration network assigns larger

temperatures to OOD images.

In conclusion, adaptive T'S techniques are a promising avenue to improve OOD detection

and misclassification detection under strong domain shifts.

5.5 Conclusion

We have studied the reliability of recent segmentation models—in terms of robustness
and uncertainty estimation under natural domain shifts. Overall, while no single
model family is better in all scenarios, recent models are remarkably more robust
to domain shifts than ResNet baselines. Yet, this does not translate into better

calibration—severely degraded out of domain. Thus, it is crucial to find methods to
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improve model calibration in OOD settings. To this end, we have explored state-of-the-
art methods and found that Local Temperature Scaling (Ding et al., [2021)), although

originally devised for ID settings, is a promising technique.

Furthermore, we have explored misclassification and OOD detection—two other
important tasks regarding uncertainty estimation. We have shown that recent and
more robust models tend to perform better at misclassification under strong domain
shifts, but yet they underperform ResNet baselines ID. On the other hand, OOD
detection under domain shifts is negatively correlated with the mIoU, which translates
into a trade-off between robustness and uncertainty. Finally, we find that adaptive
temperature scaling techniques can help beyond calibration and improve OOD detection

and misclassification in some settings.

All in all, although we appear to be on the right track for what concerns robustness,
our findings motivate the need to improve reliability of segmentation models in other
dimensions, where results are not equally postive. In that regard, we identify several
promising directions which we hope may encourage future research on this important

topic.
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Abstract

When deploying a semantic segmentation model into the real world, it will inevitably be
confronted with semantic classes unseen during training. Thus, to safely deploy such
systems, it is crucial to accurately evaluate and improve their anomaly segmentation
capabilities. However, acquiring and labelling semantic segmentation data is erpensive
and unanticipated conditions are long-tail and potentially hazardous. Hence, existing
anomaly segmentation datasets capture a limited number of anomalies, lack realism or
have strong domain shifts. In this paper, we propose the Placing Objects in Context
(POC) pipeline to realistically add any object into any image via diffusion models.
POC can be used to easily extend any dataset with an arbitrary number of objects. In
our experiments, we present different anomaly segmentation datasets based on POC-
generated data and show POC can improve the performance of recent state-of-the-art
anomaly fine-tuning methods in several standardized benchmarks. POC' is also effective
to learn new classes. For instance, we learn a subset of Pascal classes from scratch
by adding them to Cityscapes and achieve similar performance to a Pascal-trained

baseline.
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AUPRC ( 1) after OOD fine-tuning RbA
— No ft. — COCO —— POC coco (ours)
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Figure 6.1: Left: Images of our POC-generated datasets. Top to bottom, inserted
anomalies are: “sheep", “dumped furniture" and “carton box". Right: AUPRC on different
anomaly segmentation datasets. We evaluate RbA Nayal et al.| (2023) prior to fine-tuning,
and after fine-tuning with COCO objects or our POC-generated images. Fine-tuning with
our POC improves results on several benchmarks.

6.1 Introduction

When autonomous agents such as robots or self-driving cars are deployed, they often
face an open-world settings. That is, they encounter novel objects that were not
present in the training set. This can lead to particularly dangerous situations: for
example, consider an unknown wild animal crossing the street and processed by the

model as “road”.

To tackle this issue, it is important to distinguish out-of-distribution (OOD) categories—
i.e. novel objects unseen during training—from in-distribution (ID) ones. In the
context of semantic image segmentation, this task is often referred to as anomaly

segmentation.

Although several methods have been proposed that allow segmenting anomalies
et all 2022; [Lis et al., [2020; [Jung et all, 2021} [Liang et al., [2022; [Di Biase et al.]

2021}, Besnier et al., 2021)), accurately evaluating the performance of such methods

is a challenge in itself. Given a model trained on a particular dataset, the aim is to
test its ability to process OOD categories in conditions that resemble the training

domain. For example, to test a model trained for semantic segmentation of urban
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scenes, the ideal test set would be constituted by images showing OOD categories
within an urban environment similar to the training one. Yet, the distribution of OOD
objects is long-tail and it is highly inefficient, or even hazardous, to acquire and label

images with arbitrary categories.

Previous approaches to generate anomaly segmentation datasets can be grouped into
three families: Stitching and blending OOD objects from other sources into images
from the original dataset Blum et al.| (2019); Collecting images from driving scenes and
annotating OOD objects Pinggera et al.| (2016); Chan et al.| (2021a); |Lis et al.| (2019));
Full simulation of urban scenes with anomalies Hendrycks et al. (2019). Stitching and
blending is relatively inexpensive if OOD objects are segmented elsewhere, but it often
leads to unrealistic insertions (e.g. size, illumination). Collected images contain real
anomalies, but are expensive to acquire and have a significant distribution shift w.r.t.
the original dataset (it is not easy to find or replicate images following the original
setup). Full simulation allows for perfectly blended objects but bears a high set up cost
and results in a severe drift from the train distribution. See for illustrative

examples.

Ideally, methods to generate anomaly segmentation datasets should satisfy four main
desiderata: (i) Minimal domain shift w.r.t. the training set—since large domain
shifts may lead to underestimating anomaly segmentation capabilities;(ii) Generating
realistic images; (i77) Allowing for a dynamic generation of new images with arbitrary

OOD objects; (iv) Bearing low set-up costs.

This motivates us to introduce the Placing Objects in Context pipeline (POC) to
allow practitioners to generate anomaly segmentation test sets by realistically inserting
any (OOD) object into any image on the fly. See a comparison along our desiderata
between approaches followed to generate previous benchmarks and the proposed POC
in [Table 6.11

In order to insert new objects realistically, we control the location of the added object
and only apply local changes to preserve the overall scene semantics. We resort on

open-vocabulary segmentation |Grounded-SAM Contributors| (2023) to select valid
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Street Haz.

Figure 6.2: Samples from previous OOD datasets to visually support
FS Static has unrealistic OOD objects while RoadAnomaly and SMIYC datasets have
strong domain shifts from Cityscapes. FS L&F (which manually inserts OOD objects) and
StreetHazards (full simulation) have large set-up costs.

No domain OOD .  Low set-up
Dataset shift realism Dynamic cost
FS Static (Blum et al., 2019) v X (V) (V)
FS L&F (Pinggera et al., 2016 (V) v X X
SMIYC O. (Chan et al., [2021a b 4 v X b 4
SMIYC A. (Chan et al., |2021a, b 4 v b 4 X
RoadAnom. (Lis et al., 2019 X v X X
StreetHaz. (]Hendrycks et al., |2019[} X (V) (V) X
POC (ours) v () v v

Table 6.1: Comparison of anomaly test sets. We qualitatively compare datasets on
four main axes. We score them into good (v'), medium ((v)) and bad (X). Further discussion

in [Section 6.

regions where to place the object, e.g. “the road". We then feed the selected region

to an inpainting model |[Rombach et al.| (2022) with a conditioning prompt, e.g. “a

cat". After inpainting, we apply again the segmentation model to the modified area to

automatically annotate the added object and detect generation failures, i.e. when the

object was not properly generated.

In our experiments, we show that fine-tuning on POC-generated data can signifi-

cantly improve the performance of state-of-the-art anomaly segmentation methods—

outperforming models fine-tuned via the standard practice of stitching COCO objects.

We also present three POC-generated evaluation sets based on Cityscapes and two

other self-driving datasets, and report the performance of anomaly segmentation
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methods (see [Figure 6.1)). Finally, since POC can add arbitrary objects, we show it
can be used to learn new classes. For instance, augmenting Cityscapes images with
animal classes leads to 93.14 mloU on Pascal’s test set (animal classes) without seeing

any real animal, while directly training on Pascal yields 94.75.

We will release our datasets and the POC pipeline to enable the generation of arbitrary

datasets in future work.

6.2 Related work

Anomaly segmentation methods. Initial works relied on approximating uncertainty

via softmax probabilities Hendrycks and Gimpel (2016)); [Liang et al.| (2017)), model

ensembles Lakshminarayanan et al. (2017) or dropout Mukhoti and Gal| (2018); (Gal

and Ghahramani| (2016). Yet, models tend to be overconfident, resulting in high

confidence also for OOD samples [Nguyen et al.| (2015); Guo et al. (2017); |Jiang et al.

(2018). Alternative confidence measures have been proposed that either rely on logits
\Corbiere et al.| (2019); [Hendrycks et al| (2019); |Jung et al. (2021)); Liu et al.| (2020)

or density estimators [Lee et al.| (2018)). Another body of works reconstruct images

with generative models and detect anomalies as discrepancies between original images
and their reconstructions Haldimann et al.| (2019); Lis et al.| (2019} 2020)); Xia et al.|
(2020). Currently, the most promising methods use OOD data to fine-tune the models
(Chan et al.| (2021b)); Tian et al. (2022); Grci¢ et al.| (2022)). In particular, they crop

OOD objects from COCO [Lin et al,| (2014) and stitch them in Cityscapes images. In
this work, we build on three state-of-the-art OOD fine-tuning methods
(2023)); [Liu et al.| (2023b)); Rai et al.| (2023)) and combine them with POC.

Anomaly segmentation datasets. In we compare existing anomaly

segmentation datasets across four axes (Domain shift, OOD realism, Dynamism and

Set up cost) while in [Figure 6.2| we show corresponding sample images.

Fishyscapes Static Blum et al| (2019) randomly stitches OOD objects from Pascal

Everingham et al.| (2012) to Cityscapes images, thus, there is no domain shift, but
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stitched OOD objects lack realism. If OOD object images and masks are available,
datasets can be generated dynamically. However, if new objects need to be used,
they need to be acquired from additional datasets or from the web with mild set-up

costs.

At the other end of the spectrum, Road Anomaly |Lis et al. (2019) and Segment-
me-if-you-can (SMIYC) datasets Chan et al.| (2021a) download real images with
anomalies from the web. This ensures OOD realism, but often leads to a large domain
shift. Moreover, manual labelling of OOD objects has a significant set-up cost and is
not dynamic, i.e. new images would need to be acquired and labelled to generate new
samples. Lost & Found |Pinggera et al.| (2016) mimicked the Cityscapes set-up to
reduce domain shift, but planted OOD objects artificially, which leads to low variability

and is even more difficult to scale.

Street Hazards Hendrycks et al.| (2019) presents a fully simulated dataset. This
allows for dynamic generation of images while the simulation engine inserts OOD
objects realistically in terms of lighting. However, the pose and size of the object are
pseudo-random, which is not always realistic and there is a strong domain shift from
simulation to real images. Moreover, accurate 3D models for all objects are required

which has a significant set-up cost and is hard to scale.

Our proposed pipeline is plug & play and can add objects into images with no set-up
costs. Since it is built on top of open-vocabulary models, it can dynamically insert any
object by changing the text prompts. We observe qualitatively and quantitatively that

our pipeline leads to more OOD realism and applying inpainting also avoids domain
shift.

Generative models. Diffusion models [Sohl-Dickstein et al.| (2015) have led to
unprecedented quality in image generation Dhariwal and Nichol (2021); Ho et al.
(2020)); [Saharia et al.| (2022al); Song and Ermon (2019). In particular, text-to-image
models can receive a text prompt to easily condition the image generation process
Nichol et al. (2021); |Ramesh et al.| (2022); Rombach et al.| (2022); [Saharia et al.

(2022Db)). Besides image generation, there has been a growing interest in image editing.
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Particularly relevant to our goal are works that perform image inpainting, 7.e. modifying

only masked parts of an image Rombach et al.| (2022); |Avrahami et al.| (2022); Ramesh|

(2022). General-purpose editing models that can edit images based on text

prompts Brooks et al| (2023); [Meng et al.| (2021)) are also relevant for our goals. In

particular, InstructPix2Pix Brooks et al| (2023)) has recently shown very realistic

results following text instructions, e.g. “make it look like it was a sunset'. However, we

found that it often failed to add new objects to the scene e.g. “add a dog on the street".

A more detailed discussion can be found in [Appendix D.3] Rather than training a

diffusion model to edit images end-to-end like InstructPix2Pix, we build a pipeline

on top of Stable Diffusion Rombach et al.| (2022)) to automatically add objects into

images.

Similar to us, Du et al. Du et al.| (2023) use text-to-image models to generate OOD

images for classification and Karazija et al. Karazija et al.| (2023) to perform zero-shot

semantic segmentation. While the latter Karazija et al.| (2023) relies on a frozen

feature extractor and focuses on zero-shot segmentation, we extend an existing dataset

with new classes. Different from the former Du et al.| (2023), we target OOD in

segmentation and rather than generating fully OOD images, we insert OOD objects

realistically.

6.3 Placing Objects in Context (POC)

Location prompt (s,) OOD evaluation

(“the road") . Open-voc Maskm Region “ II“I — -
Ly egmentation selection
Outputs
Image (x)

OOD finetuning

- -
Inpaint prompt (s;) Inpainting Reglonx, - |*|
B nigee IO
—»

Object prompt (s,) 1 | Xrr So R Automated
(“a trash bag”) annotat\on Novel class learning

it I

Bt Egzm, A

Figure 6.3: Illustratation of our POC pipeline and applications. Our pipeline is
built on top of inpainting and open-vocabulary segmentation models to insert arbitrary
objects into images realistically. The modified image and mask can be used for different
tasks.
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We now present our proposed pipeline, Placing Objects in Context (POC). To recap,
our desiderata to generate OOD datasets are 7) minimal shift w.r.t. training set, i)

realism, #7) dynamic generation and 7v) low set-up costs.

6.3.1 The POC pipeline

Our pipeline is built on top of two open-source models with permissive licenses: an
inpainting model from Stable Diffusion (SD Rombach et al. (2022))) and an open-
vocabulary segmentation model (GSAM) |Grounded-SAM Contributors| (2023) based
on SAM Kirillov et al.| (2023) and GroundingDINO |Liu et al.| (2023a). In the following,

we detail the four main stages that constitute our pipeline, we provide a full overview

of our pipeline in [Figure 6.3

Selecting a region to inpaint. In order to insert objects realistically, it is important
to find suitable locations for them (i.e. a cat should not be levitating). We leverage
GSAM |Grounded-SAM Contributors| (2023) in order to segment a valid area to insert
the object based on a location prompt s;, e.g. “the road". Within this valid area,
we select a region r with random size and location based on user-specified limits to

increase diversity.

. After selecting r we crop a square around it x, and apply SD
to obtain Z,. The strong vision grounding from SD allows us to add objects more
realistically. For instance, we observe that the inpainting model tends to adjust the
size of the object (e.g. a bird will be much smaller than a garbage bin for the same
region) although there is a tendency towards filling all the inpainting area. We also

observe that the illumination of the added object changes based on the image. This is

particularly noticeable in night images from ACDC (see [Figure 6.1)).

Automated annotation. In most downstream applications, we need the correspond-
ing mask of the added object. We leverage again the open-vocabulary GSAM, to get m
based on an object prompt s,. We also use this step to reject images with generation

failures (e.g. the object was not generated or it was very unrealistic). However, we
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observed that applying GSAM to the full image often led to false positives and better
results were obtained by applying it only to the inpainted region. Also note that using
a model like GSAM we can provide more accurate labels than simpler methods like
foreground /background segmentation Karazija et al.| (2023) that can not distinguish

between a bicycle and its rider.

Object blending. While SD tends to preserve the details of the original image,
it introduces slight modifications to the textures (especially fine-grained) and some
noticeable changes, e.g. in lane markings. To reduce undesired edits, we blend the

original image x and inpainted one 7 as:
T=(1-m)Ors+moz

where := indicates an update operation, ® the element-wise product and m = G(m) is
the object mask convolved with a Gaussian kernel. This allows for a smooth transition
between the inpainted object and the rest of the image, while preserving some realistic
local modifications, like shadows or reflections. We also tried applying an image2image
generative model with an empty prompt after inpainting, but this does not prevent
undesired modifications in general and often modifies the image beyond the inpainting

region.

6.3.2 Generating datasets with POC

Although our pipeline can be used for multiple applications, we have two main
motivations: (7) extending datasets for anomaly segmentation and (7i) learning new
classes. In both cases we use Cityscapes as the known classes and, regardless of the
number of added classes, all POC-datasets have 3x the size of Cityscapes— i.e. we

augment each image three times with randomly sampled prompts.

Generation prompts. In all datasets we follow a similar approach. Each object class

noow "o

has an object prompt s,, or several for diversity (e.g. “car', “suv', “van" all belong
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to the Cityscapes class “car"). Then, the inpainting prompt is built as s; = “A good
photo of” + s,. Given our datasets are all for autonomous driving, we use as location
prompt s; = “the road” for all objects except the class “bird”, which has unconstrained
location. We found this simple approach to yield good results without the need for

prompt engineering.

Generating OOD test sets. To evaluate anomaly segmentation methods, we generate
three new test sets, namely CS-POC, IDD-POC and ACDC-POC. We start from the
Cityscapes |Cordts et al.|(2016b), IDD [Varma et al. (2019), and ACDCUSakaridis et al.
(2021)) validation sets (which have increasing domain shift w.r.t. Cityscapes de Jorge
et al.| (2023)) and use the same list of OOD objects to augment the images within the
validation set. The rationale behind the creation of three sets is to disentangle the
difficulty in detecting certain OOD objects (that might be harder to detect as OOD)
vs. the difficulty caused by a large distribution shift on the ID classes (while the OOD
classes remain the same). A second goal is to showcase that POC can be used with
different datasets seamlessly. These datasets contain 25 different OOD classes that
can be commonly found on the street (e.g. wild animals, garbage bags and bins, etc.).
Given our OOD objects are all synthetic, following |[Blum et al.| (2019) we also add ID

objects (e.g. cars or persons) to ensure the model is not “simply” performing synth vs.

real discrimination. A full list of all the objects can be found in [Appendix D.T]

Generating OOD fine-tuning sets. Recent work on OOD fine-tuning have used
COCO classes not present in Cityscapes to extract OOD objects. For consistency,
we generate POC-coco using the names of COCO classes used in previous works
as prompts to inpaint them with POC (as opposed to cropping and stitching from
COCO images). Additionally, we generate another fine-tuning dataset, POC-alt, with
the same 25 OOD classes used in our evaluation sets to see the dependence of the

fine-tuning methods on the number and type of OOD objects.

Extending datasets to learn new classes. Given a dataset D with set of classes IC,
we consider the task of generating an extended dataset D with set of classes K = K UU

such that it can be used to train models that perform well on D as well as learning the
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additional set of classes U. Following the autonomous driving use-case, we extend the
Cityscapes dataset with the 6 animal classes present in the PASCAL dataset (which
we use to evaluate). Our motivation is that wild animals cause accidents |Saad and
Alsayyari (2019) and being able to segment them individually (not just as anomalies)
might help prevent collisions. We call this dataset POC-A, however, we also add
the same classes on the CS validation set which we call CS extended. Additionally,
we generate another dataset where we inpaint the animal classes but also CS classes

present in PASCAL to study the generalization capabilities.

6.4 POC for anomaly segmentation

We have already discussed that, in order to reliably evaluate the risk of deploying a
model in a certain scenario, we need test images with minimal distribution shift w.r.t.
the original distribution and realistic OOD objects. In a similar spirit, we hypothesize
that when fine-tuning models for anomaly segmentation, more realistic anomalies will
lead to better results. To test this hypothesis, we take three recent methods for OOD
fine-tuning that rely on stitching COCO objects into CS images, but instead of COCO,

we use our POC pipeline to generate the anomalies for fine-tuning.

6.4.1 Experimental setting

Anomaly segmentation methods. RPL |Liu et al.| (2023b) learns a module to
detect anomalies via contrastive learning, on top of a segmentation network that is
kept frozen. This allows improving OOD detection with minimal degradation to the
closed-set performance. Mask2Anomaly (M2A) Rai et al.| (2023) and RbA Nayal et al.
(2023)) are both based on the novel Mask2Former architecture (Cheng et al.| (2022) which
performs segmentation at the mask level, i.e. by grouping pixels into “masks" and
classifying the whole masks into the closed-set categories. This significantly reduces
the pixel-level noise on the anomaly scores. RbA |Nayal et al.| (2023) performs OOD

fine-tuning with a squared hinge loss while M2A [Rai et al.| (2023) also uses contrastive
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learning. We use the original code with default settings for each method and only

modify the fine-tuning dataset.

OOD F'S Static FS Lost&Found SMIYC Anomaly SMIYC Obstacle
data F1* 4 AuPRC 1t FPR || F1* + AuPRC 1 FPR ||F1* © AuPRC 1 FPR || F1* ©+ AuPRC 1t FPR |
No ft. 65.39  60.07 7.41 | 45.53  36.77 13.87 | 88.63  92.99 3.94 | 69.28  73.62 6.91

COCO 82.73 88.35 222 | 70.92 64.46 13.11|90.52 94.69 3.28 | 89.97 94.76 0.39
POC alt. | 82.61  87.40 3.15 | 7449 68.84 11.35|92.21 93.78 2.05|90.84 95.34 0.26
POC coco| 81.99  87.01 2.12 | 76.52 72.97 9.21 | 88.8 92.13 8.35 |91.35 96.04 0.13

M2A

No ft. 20.99 13.95 38.54 | 5.40 1.57 66.28 | 50.19  52.99  39.55 | 46.02  45.15 3.19
COCO 83.83  89.62 1.23 | 58.02  58.41 3.22 | 73.4 78.26 18.14|89.74 94.29 0.34
POC alt. | 88.37 94.44 0.71 |70.32 74.22 2.67 [69.42 7821 26.89 |89.83 93.61 0.88
POC coco| 88.54 95.07 0.49]|69.45 69.17 1.64 | 62.65 68.00 46.78 | 87.76  92.31 0.92

RPL

No ft. 5821 59.15 17.68| 63.7  60.95 10.63 | 86.47 86.89 86.44]92.75 95.88  0.16
COCO | 67.04 7223 3.98 |69.72 70.87 8.69 |84.71 91.07 535 |94.85 98.19  0.04
POC alt. | 68.31 77.2 3.4 |74.05 76.74 5.36 |86.48 90.47 4.36 | 94.92 98.35  0.04
POC coco| 68.56 77.58 3.32 |76.48 78.87 3.32 [ 8521 89.4  4.99 | 9459 98.39 0.04

RbA

OOD Road Anomaly Cityscapes — POC IDD — POC ACDC - POC
data F1* © AuPRC 1 FPR || F1* © AuPRC 1t FPR || F1* ¥ AuPRC 1t FPR J| F1* ©+ AuPRC 1t FPR |
No ft. 54.75  55.74  52.15|40.95 35.36 13.05| 45.57 4294 1196 | 18.58 10.34  26.74

COCO 77.19 78.89 18.50| 88.26  93.88 0.54 | 80.98 85.54 1.03 | 70.78 72.83 6.17
POC alt. | 81.45 82.29 36.65|91.39 95.81 0.43 |82.82 87.74 1.09 |74.02 74.45 7.56
POC coco| 78.92  77.96 24.61|89.09 94.67 0.37 |83.05 89.07 1.26 |72.77 72.04 8.38

M2A

No ft. 24.4 14.99 70.42|22.74 13.79 44.87| 7.95 3.45 61.43 | 3.31 1.26 79.01
COCO 60.08  59.20 27.14 | 82.06  88.41 0.71 | 72.35  78.68 1.76 | 63.64 65.42 2.56
POC alt. |66.39 69.42 21.68| 86.1 93.18 0.48 | 79.66  85.78 0.97 | 79.42 85.68 0.78
POC coco| 61.38 64.16 21.36|87.58 94.30 0.36 | 82.8 89.97 0.69 | 76.0 81.16 1.31

RPL

No ft. 72.78 78.4 11.83 | 73.49  77.89 3.67 | 65.54 65.05 7892 |24.25 18.65 90.04
COCO 78.54 83.4 8.31 | 87.17  92.92 0.49 | 79.22  85.25 1.19 | 3345 3196 11.19
POC alt. |78.32 84.08 8.2989.34 95.02 0.37 | 83.69 89.1 0.73 | 54.99 58.37 8.39
POC coco| 77.34  82.95 8.82 [90.48 95.83 0.3 | 83.77 89.09 0.89 |57.59 61.14 9.06

RbA

Table 6.2: Anomaly segmentation metrics after OOD finetuning. We use three
recent OOD fine-tuning methods and report results prior to fine-tuning (No ft.), after fine-
tuning with COCO objects and using our POC pipeline to inpaint coco objects (POC coco) or
an alternative set of 25 objects (POC alt.) likely to be found on the street. Best and second
best numbers for each method are highlighted in bold and underlined respectively. The best
number over all methods is shaded in gray . Using our pipeline improves performance in
most cases. Moreover, fine-tuning with COCO also leads to significant improvements in our
POC eval sets, consistent with previous benchmarks.

OOD fine-tuning data. For each method, we consider different ways of generating
the dataset used to fine-tune the anomaly segmentation modules. First, we consider
a baseline where no fine-tuning occurs (No ft. in our tables). Then, we consider
fine-tuning on COCO stitching. When we fine-tune using our POC-generate images,
we consider two cases: POC' coco (inpainting the same classes as COCO stitching) and

POC alt. (inpainting alternative classes, more likely to be found on the street).
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Figure 6.4: Boxplots of anomaly scores. All datasets have consistently very high scores
for OOD pixels while ID pixels of datasets with strong distribution shifts also have shifted
scores. Thus, distribution shifts may lead to underestimated performance.

Anomaly datasets and metrics. We evaluate on five commonly used datasets,
discussed in and on our POC-generated datasets. Following previous work
Chan et al. (2021b); [Liu et al.| (2023b), we compute three different metrics: maximum
F1 score over all thresholds (F'1*), Area under the Precision-Recall Curve (AuPRC)
and False Positive Rate at 95% recall (FPR).

6.4.2 Results

POC improves OOD detection. In[lable 6.2 we show fine-tuning with POC coco
is remarkably better than the No ft. baseline despite only using data with synthetic
anomalies. Moreover, POC' coco also brings important improvements over COCO
fine-tuning in some settings. For instance, in FS Static (for RPL or RbA), in SMIYC
Obstacle (for M2A or RbA) and in FS Lost & Found (for all methods). In other
settings, it is competitive with COCO fine-tuning except in SMIYC Anomaly (for
RPL), where we observe a significant drop. One reason may be that the strong domain
shift in SMIYC Anomaly limits the benefits of using more realistic data. On the other
hand, in FS Lost & Found, which has the closest setting to Cityscapes and real OOD

objects, we carry the largest improvements.

Robustness to the choice of OOD classes. We observe that inpainting different
OOD classes than COCO, POC alternative, also leads to strong anomaly segmentation
results, improving over the COCO baseline in several settings and sometimes surpassing

POC coco. This indicates that fine-tuning methods are somewhat robust to the choice
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Figure 6.5: Anomaly score maps. Per-pixel anomaly scores on POC-generated images
obtained with M2A Rai et al.| (2023) before and after fine-tuning with COCO and POC data.
COCO and POC fine-tuning have notable improvements over the No ft. baseline, e.g. note
the garbage bag or matress in second and third images.

of OOD classes. Importantly, the flexibility of the POC pipeline opens the possibility

of studying which classes might be best depending on the use-case in future work.

Finally, note that the best score of all methods (highlighted with gray background)

corresponds to one of the POC fine-tuning datasets in almost all settings.

Performance on POC evalutation sets. As expected, fine-tuning with our pipeline
brings the best results on our POC eval sets. Yet, we also observe that COCO
fine-tuning leads to notable improvements, similar to the ones observed in previous
datasets. This indicates that POC datasets accurately reflect anomaly segmentation

capabilities and can be used to efficiently build OOD detection benchmarks.

Domain shifts hinder anomaly segmentation. Considering our synthetic evalua-
tion datasets, if we move from POC-CS to POC-IDD and POC-ACDC we observe

a drop in performance in all methods. Since the sets contain the same anomaly
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classes, the drop is due to the domain shift between train and evaluation rather
than hard-to-detect anomalies. Additionally, in we show boxplots of the
predicted anomaly scores (higher meaning higher chance of anomaly) for ID vs. OOD
pixels. Interestingly, we observe that OOD pixels have very high scores independently
of the dataset, while ID scores vary significantly between datasets. Datasets with
strong domain shifts (i.e. SMIYC Anomaly, RoadAnomaly and POC-ACDC) carry
larger ID anomaly scores. While anomaly segmentation under domain shift might also
be an interesting task, we argue that, in practice, agents will be carefully deployed
in restricted areas (e.g. one city). To accurately evaluate the risk represented by

anomalies, ideally, there should be no domain shift.

Anomaly segmentation maps. In we show per-pixel anomaly scores
on POC-generated images computed with Mask2Anomaly prior to fine-tuning and
after fine-tuning either with COCO or POC data. Aside from the inpainted anomalies
(labelled in gray), we observe that in ACDC (Top) the night sky has a particularly
high score and in IDD (Middle) a peculiar instance of a known class (the all-road car)

is also highlighted, potentially misleading anomaly segmentation. More anomaly score

maps can be found in [Appendix D.6|

6.5 POC to learn new classes

Besides anomaly segmentation, another natural application for our POC pipeline is
dataset extension. In this section we consider extending the dataset in two directions:
adding novel objects to learn new classes and adding instances of existing classes to

improve generalization.

6.5.1 Experimental settings

Extended datasets. We use Cityscapes as our base dataset. Given our autonomous

driving motivation, we are interested in classes that may cause road accidents if
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POC Pipeline T2I Full T2I Crop

Figure 6.6: Training image samples. Text2Image (T2I) methods often lead to unrealistic
objects. Moreover, sometimes T2I outputs are misaligned with caption, e.g. “an image of a

dog" leading to a collage of dog images. More samples in

undetected. Thus, we add animal classes to obtain POC' A and POC CS+A (both
animal and cityscapes classes). Similar to OOD detection, finding a test set (i.e.
Cityscapes images with animals) is challenging. Inspired by Karazija et al.
(2023), we use Pascal [Everingham et al| (2012) animal classes to assess the

synth2real performance of POC-trained models. For completeness, we also evaluate

on Cityscapes extended with POC.

T2I baseline. Karazija et al. Karazija et al.| (2023) use text2image diffusion models

to cluster the features of a frozen model for zero-shot segmentation. Although it is
not the same task (in our case we would not like to use a frozen model but to train
one from scratch), we include two augmented datasets in our experiments: T2 Full
and T2I Crop where we take the Full (or cropped) image generated by a T2I model

and stitch it into Cityscapes images (we use the text2image model from the same
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work used in our POC Rombach et al.| (2022)). In we show a comparison of
the synthetic datasets. Using T2I baselines often leads to unrealistic object size and
position. Moreover, perhaps due to the lack of context, the T2I model often generates
images misaligned with our goal (e.g. a composition of many small dog images). We
obtain the segmentation labels with the same open-vocabulary model as our POC
pipeline, which is more flexible than foreground/background segmentation suggested

in the original work Karazija et al.| (2023).

Architectures. We perform experiments using three different models: DLV3+ |Cheng
et al| (2020) with ResNet101 He et al. (2016a); ConuNext, a recent convolutional
architectureLiu et al. (2022); Segmenter [Strudel et al.| (2021]), a recent transformer
architecture. We use the default training settings for each model. Note our goal is not

to compare the architectures, but the extended datasets.

6.5.2 Results

POC performs better than T2I baselines. In we show the mloU for
each model after training on our different datasets, as well as two baselines trained on
Cityscapes and Pascal. In all architectures, we find that training with POC datasets
leads to better results than their T2I counterparts on CS extended and Pascal (animal),
i.e. only animal classes of Pascal. We argue this is due to a higher realism in generated
images as observed in [Figure 6.6] Interestingly, POC also improves performance on the

original Cityscapes. Perhaps extending classes acts as a form of regularization.

Generalization is key to learn from synthetic data. We observe that the
performance of DLV3+ trained on POC' A when evaluated on Pascal (30.43) is much
lower than that of Segmenter (92.4), which achieves an mIoU competitive with the
baseline trained directly on Pascal (94.75). In order to understand that, we evaluate
the performance of such models on the Pascal classes also present on Cityscapes (i.e.
car, motorcycle, bike, person, train and bus). This shows that DLV3+ has much less

generalization capability independently of the synthetic classes (i.e. DLV3+ trained on
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. CS CS ext. | Pascal | Pascal

Model Train set | g /(19 4 6 cl.)| (animal) | (citysc.)
Pascal (baseline) — — 80.57 85.81

CS (baseline) 7909 - - 4222

T21I Full 77.13 73.2 28.32 23.51

DLV3+ o1 Crop 7823 | 8149 | 26.15 | 25.09
POC A 79.98 84.09 30.43 35.83

POC CS+A 79.9 83.8 28.11 53.57

Pascal (baseline) - - 9443 93.92

CS (baseline) 81.57 - - 70.49
T2I Full 82.26 82.99 60.41 65.6

CNXT T2I Crop 82.43 86.04 61.09 67.55
POC A 82.94 86.68 65.46 70.87

POC CS+A | 82.54 86.09 69.75 | 82.43

Pascal (baseline) - - 94.75 91.43

CS (baseline) 7619 - - 7987

Seem T21I Full 77.19 79.46 81.96 74.32
&M ot Crop 7762 | 81.27 75.95 | 75.44
POC A 78.48 82.28 92.4 79.1

POC CS+A | 78.39 81.92 93.14 | 89.55

GSAM Open Vocab. | 42.0 | 41.06 75.13 | 76.08

Table 6.3: mIoU evaluation. We train three architectures on Pascal and Cityscapes (as
baselines) and compare two Text2Image (T2I) generation methods with our POC. We also
add the open vocabulary model used in POC for completeness.

Cityscapes has a much lower mloU than Segmenter). One could argue that perhaps
the low performance of DLLV3+ on Pascal is due to the large domain shift, however,
in we show qualitative results on web images of driving scenes, closer to
the Cityscapes domain, and still observe that DLV3+ is notably worse than the other

methods.

We hypothesize that, in order to learn transferable features from synthetic data, the
generalization capability of the model plays a key role. Indeed, although generative
models have improved the realism of generated content remarkably, there is still a
synth2real gap. Thus, more robust models (7.e. with strong transferability of learned
features) may be able to extract more useful features rather than overfitting to brittle
patterns in generated data. Pre-training might also play a role: DLV3+ backbone

was pretrained on Imagenet-1k, while ConvNeXt and Segmenter on Imagenet-21k.
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Figure 6.7: Qualitative results. We present results on web images that have a milder
domain shift compared to Pascal dataset. We observe less notable differences between CNXT

and Segmenter but DLV3+ is still significantly worse. More results in

Nevertheless, we also observe a gap between ConvNeXt and Segmenter, both in the
generalization from CS to Pascal (CS classes) and in Pascal (animals) when trained
on POC A. Perhaps self-attention or image tokenization play a role, but this would
require a more in-depth analysis. Yet, understanding the generalization gap between

such models is out of the scope of this work.
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POC to augment existing classes. Given the competitive performance of Segmenter
with POC A on Pascal (animals) compared to Pascal (CS classes), we are compelled
to also inpaint Cityscapes classes with POC, obtaining POC CS+A. We observe
remarkable improvements in Pascal (CS classes) in all three networks, significantly
outperforming the baseline that was only trained on Cityscapes. Coupled with the
milder but consistent improvement on the original Cityscapes, this indicates that our

pipeline could also be helpful in improving generalization.

Open vocabulary baseline. Considering that we use a single open-vocabulary
segmentation method (GSAM Grounded-SAM Contributors (2023))) to label all objects
inserted with POC, we also evaluate its performance on this task as a baseline. Although
its performance on Pascal is reasonable, it significantly underperforms on Cityscapes.
We hypothesize this may be due to the one-vs-all nature of open-vocabulary predictors
(where each class is predicted individually with a prompt) that does not perform well
on complex images with many classes. Interestingly, the Segmenter model trained
with POC significantly outperforms GSAM on Pascal. We find this remarkable as
we could interpret it as knowledge distillation from a teacher model (GSAM) while
significantly improving its performance. On the other hand, note that the setting is
very different when we use GSAM in the POC pipeline, as we know which object is
inpainted. We also observe a strong improvement when labelling only the cropped

region 7, instead of the full image 7.

6.6 Conclusion

To accurately assess anomaly segmentation capabilities of models deployed in open-
world settings, we argue that datasets should be realistic and carry a small domain shift
w.r.t. the training distribution, as we show it can hinder OOD detection. Towards this
goal, we introduce the Placing Object in Context (POC) pipeline, that allows adding
any (OOD) object into any image based on simple prompting. POC uses diffusion

models and open-vocabulary segmentation to achieve high realism and versatility.
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We showcase POC’s flexibility by generating three anomaly segmentation test sets:
POC-CS, POC-IDD and POC-ACDC. Moreover, we observe that generating data
for OOD fine-tuning with POC brings significant improvements in standard anomaly

segmentation benchmarks.

Beyond anomaly segmentation, we use POC-generated datasets to learn new classes
without any real example. Interestingly, we observe that the combination of more
realistic synthetic data with recent segmentation models with strong generalization
capabilities can lead to remarkable performances, competitive with training on real

data.

In future work, we hope to better understand how to select the optimal list of anomalies
for fine-tuning and how can modern architectures make the best use of synthetic data

to learn new classes, also in a continual learning setup.
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We close this thesis with a summary of the contributions followed by a discussion on

the limitations of the work and potential avenues for future research.

7.1 Summary

Motivated by the issues that arise when deploying deep learning models on autonomous
agents in the real world, in this thesis we have worked towards obtaining models that
are more efficient as well as reliable. In propose a method to prune
networks at initialization for efficient training and inference on edge devices. To ensure
deployed agents are less vulnerable to malicious attacks, in we present an
efficient adversarial training mechanism. surveys the reliability of semantic
segmentation architectures in terms of robustness and uncertainty estimation. In a
similar spirit, in we tackle the need to recognize unknown (OOD) objects
for a safe deployment in applications like autonomous driving. In the following, we

outline the highlights of each contribution in more detail.

Pruning at initialization — In this chapter, we explore prior methods

to prune at initialization and notice that when removing a large portion of the network
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weights, the performance degrades significantly, even below the performance of pruning
weights randomly. This is because prior work assumes the gradient of the network after
pruning is similar to that of the network before pruning, which, when pruning at high
sparsity, would not hold. Instead, we re-formulate the pruning objective function to
make explicit that we want to optimize the network after pruning. Then, we propose
to remove connections progressively so that the difference in gradients at each step

would remain similar.

Efficient adversarial training — While adversarial training can lead
to robust networks, it increases the training cost linearly with the number of gradient
steps used to augment the images, thus, to reduce the computational overhead it is
desirable to reduce the number of steps. In this chapter we review prior single-step
adversarial training methods and propose a simple but effective solution to reduce
Catastrophic Overfitting by combining noise augmentations with adversarial attacks.
In particular, before computing a single-step adversarial perturbation, we augment
the image with random noise. This allows us to match or surpass the robustness of

previous state-of-the-art single-step methods at a fraction of the cost.

Reliability in semantic segmentation — This chapter presents an
analysis of recent segmentation models in comparison to older baseline models. Specif-
ically, we are interested in model robustness and uncertainty estimation capabilities
under natural distribution shifts. We find that although recent segmentation models
seem to be more robust off-the-shelf, they are not better calibrated, especially under
strong domain shifts. This motivates the need to find methods to improve uncertainty
estimation after training. In that regard, we identify adaptive temperature scaling as
a promising direction to improve calibration out of domain. Moreover, we observe that

improving calibration can also benefit misclassification or OOD detection as well.

Out of distribution segmentation — In this chapter we tackle the
task of anomaly segmentation. That is, detecting pixels that belong to a semantic
category not present during training. Given that the distribution of anomaly classes

is long tail and annotating data is expensive, we note one of the main challenges in
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this field is to produce high-quality anomaly datasets. Leveraging recent advances
in generative models, we present a pipeline to add objects into images realistically
via inpainting. We leverage our pipeline to generate different anomaly datasets for
evaluation and show it can also be used to fine-tune anomaly segmentation methods.
Beyond anomaly segmentation, we also show that our pipeline can be used to extend

a dataset with new semantic classes.

7.2 Limitations and future work

We outline the limitations for each contribution separately and discuss potential

directions for future work.

Pruning at initialization — Although pruning at initialization can
leverage the benefits of pruning during training, the performance of models pruned
at initialization is still sub-par to more expensive methods that perform several train
- prune - fine-tune cycles. This is reasonable since, after training, one might have
more information about the importance of each parameter. However, one interesting
direction for future work might be to further explore the trade-off between the number

of training iterations before pruning and final performance.

Another relevant design choice is to perform unstructured pruning. While unstructured
pruning methods can reach higher sparisty levels without loss of performance, standard
deep learning frameworks do not benefit from sparse tensors by default and specific
libraries need to be used to achieve speed-ups. On the other hand, structured pruning

that removes full channels or neurons, can lead to speed-ups directly.

Efficient adversarial training — Our proposed method for single-step
adversarial training can yield robust networks with a smaller computational overhead
and it matches state-of-the-art results of single-step methods. Nevertheless, the costly

multi-step adversarial training methods can still provide more robustness. We observe

in that combining our method with additional regularizers can further
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boost performance, pushing further in this direction to match the results of multi-
step adversarial methods at no extra cost would be a relevant direction for future

work.

On the other hand, although our proposed method can prevent Catastrophic Overfitting,
it still does not fully explain why are single-step methods prone to Catastrophic
Overfitting in the first place. In we present a follow-up work in which we
delve into the cause of Catastrophic Overfitting. Specifically, we design a dataset in
which networks are even more prone to suffer Catastrophic Overfitting and use it to

perform controlled studies.

Reliability in semantic segmentation — Our study uncovers a
significant limitation of recent segmentation models. That is, although they seem
to enjoy better robustness to domain shifts, their uncertainty estimation capabilities
do not improve. We find that content-dependent temperature scaling seems like a
promising direction to tackle this but further research in this direction would be
warranted given that calibration out of domain is still significantly worse than in

domain.

Another interesting direction to investigate is what particular design choice makes
recent models more robust. From our experiments, we observe that both recent
transformer and convolutional-based architectures are robust and we also ablate the

number of training iterations and the choice pre-training datasets in with

no clear difference.

Out of distribution segmentation — Although generative models
allow us to inpaint potentially any object simply by changing the text prompt, they
have notable biases which, if unaddressed, might transfer into the generated datasets.
For instance, when inpainting the class “truck” (as an ID object), we noticed most
generated trucks were American trucks while the Cityscapes dataset has European
trucks. On the bright side, as generative models improve in realism and steerability,

so could improve our pipeline.
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Another limitation of our pipeline is that the position and size of added objects is still
rather coarse, which can hinder realism in some cases. In order to further improve
the realism one could think of training a generative model to specifically inpaint
objects (instead of simply reconstructing randomly masked parts of images). However,
obtaining the ground truth (7.e. an image with an object and the same image without
it) is not trivial. A first attempt to generate such dataset could be done by removing

labelled objects from images with an existing inpainting model.
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Appendix of Progressive Skeletonization:
Trimming more fat from a network at
initialization

A.1 Pruning implementation details

We present experiments on CIFAR-10/100 (Krizhevsky et al. 2009)), which consists of
60k 32x32 colour images divided into 10/100 classes, and also on Imagenet challenge
ILSVRC-2012 (Russakovsky et al., 2015) and its smaller version Tiny-ImageNet, which
respectively consist of 1.2M/1k and 100k/200 images/classes. Networks are initialized
using the Kaiming normal initialization (Dai et al., [2016). For CIFAR datasets, we
train Resnet5(T and VGG19 architectures during 350 epochs with a batch size of 128.
We start with a learning rate of 0.1 and divide it by 10 at 150 and 250 epochs. As
optimizer, we use SGD with momentum 0.9 and weight decay 5x 10~*. We separate 10%
of the training data for validation and report results on the test set. We perform mean
and std normalization and augment the data with random crops and horizontal flips.

For Tiny-Imagenet, we use the same architectures. We train during 300 epochs and

"https://github.com/kuangliu/pytorch-cifar/blob/master/models/resnet.py
Zhttps://github.com/alecwangcq/GraSP/blob/master/models/base/vgg.py
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divide the learning rate by 10 at 1/2 and 3/4 of the training. Other hyper-parameters
remain the same. For ImageNet training, we adapt the official codd? of [Paszke et al.
(2017) and we use the default settings. In this case, we use the Resnet50 and VGG19

with batch normalization architectures as implemented in |Paszke et al.| (2017)).

In the case of FORCE and Iter SNIP, we adapt the same public implementation[l] of
SNIP as|Wang et al. (2020al). Instead of defining an auxiliary mask to compute the
saliencies, we compute the product of the weight times the gradient, which was shown
to be equivalent in Lee et al.| (2020). As for GRASP, we use their public code.E] After
pruning, we implement pruned connections by setting the corresponding weight to
0 and forcing the gradient to be 0. This way, a pruned weight will remain 0 during

training.

An important difference between SNIP and GRASP implementations is in the way
they select the mini-batch to compute the saliency. SNIP implementation simply
loads a batch from the dataloader. In contrast, in GRASP implementation they keep
loading batches of data until they obtain exactly 10 examples of each class, discarding
redundant samples. In order to compare the methods in equal conditions, we decided
to use the way SNIP collects the data since it is simpler to implement and does not
require extra memory. This might cause small discrepancies between our results and

the ones reported in [Wang et al. (2020al).

A meaningful design choice regarding SNIP and GRASP implementations is that they
only prune convolutional and fully connected layers. These layers constitute the vast
majority of parameters in most networks, however, as we move to high sparsity regimes,
batch norm layers constitute a non-negligible amount. For CIFAR10, batch norm plus
biases constitute 0.2% and 0.05% of the parameters of Resnet50 and VGG19 networks
respectively. For consistency, we have as well restricted pruning to convolutional and
fully connected layers and reported percentage sparsity with respect to the prunable

parameters, as is also done in |Lee et al| (2019) and Wang et al.| (2020a) to the best

3https://github.com/pytorch/examples/tree/master/imagenet
“https://github.com/mi-lad/snip
Shttps://github.com/alecwangcq/GraSP
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Table A.1: Percentage of weights per layer for each network and dataset.

Layer type Conv  Fully connected BatchNorm Bias | Prunable Total
CIFARI10

Resnet50 99.69 0.09 0.11 0.11 99.78 23.52M
VGG19 99.92 0.03 0.03 0.03 99.95 20.04M
CIFAR100

Resneth0 98.91 0.86 0.11 0.11 99.78 23.71M
VGG19 99.69 0.25 0.03 0.03 99.94 20.08M
TinyImagenet

Resnet50 98.06 1.71 0.11 0.11 99.78 23.91M
VGG19 99.44 0.51 0.03 0.03 99.94 20.13M
Imagenet

Resnet50 91.77 8.01 0.10 0.11 99.79 25.56M
VGG19 13.93 86.05 0.01 0.01 99.98 143.68M

of our knowledge. In Table we show the percentage of prunable weights for each

network and dataset we use. In future experiments we will explore the performance of

pruning at initialization when including batch norm layers and biases as well.

A.2 Additional accuracy-sparsity plots

In the main text we show the complete range of the accuracy-sparsity curves for the

different methods so it is clear why more robust methods are needed. However, it

makes it more difficult to appreciate the smaller differences at lower sparsities. In Fig

we show the accuracy-sparsity curves where we cut the y axis to show only the

higher accuracies.

A.3 Further analysis of pruning at initialization

A.3.1 Saliency vs T

In Fig[3.4] (left) we have seen that for higher sparsity levels, FORCE obtains a higher

saliency when we increase the number of iterations. In Fig we compare the relative

saliencies as we increase the number of iterations for FORCE and Iterative SNIP. As

can be seen, both have a similar behaviour.
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Figure A.1: Test accuracies on CIFAR-10/100 and Tiny Imagenet for different pruning
methods. Each point is the average over 3 runs of prune-train-test. The shaded areas denote
the standard deviation of the runs (too small to be visible in some cases).
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Figure A.2: FORCE saliency (3.6) obtained with iterative pruning normalized by the
saliency obtained with one-shot SNIP, "= 1. (a) Applying the FORCE algorithm (b) Using
Iterative SNIP. Note how both methods have similar behaviour.
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Figure A.3: FORCE saliency computed for masks as we vary sparsity. FORCE
(sparsification) refers to measuring FORCE when we allow the gradients of zeroed connections
to be non-zero, while FORCE (pruning) cuts all backward signal of any removed connection.
As can be seen on the plot, they are strongly correlated.

A.3.2 Pruning vs Sparsification

FORCE algorithm is able to recover pruned weights in later iterations of pruning. In
order to do that, we do not consider the intermediate masks as pruning masks but
rather as sparsification masks, where connections are set to 0 but not their gradients.
In order to understand how does computing the FORCE on a sparsified vs
pruned network affect the saliency, we prune several masks with FORCE algorithm at
varying sparsity levels. For each mask, we then compute their FORCE saliency either
considering the pruned network (gradients of pruned connections will be set to 0 during
the backward pass) or the sparsified network (we only set to 0 the connections, but
let the gradient signal flow through all the connections). Results are presented in Fig
A.3l We observe that the two methods to compute the saliency are strongly correlated,
thus, we can assume that when we use the FORCE algorithm that maximizes the
saliency of sparsified networks we will also maximize the saliency of the corresponding

pruned networks.

A.3.3 Network structure after pruning

In Fig we visualize the structure of the networks after pruning 99.9% of the

parameters. We show the fraction of remaining weights and the total number of
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Figure A.4: Visualization of remaining weights after pruning 99.9% of the weights of
Resnet-50 and VGG-19 for CIFAR-10. (a) and (d) show the fraction of remaining weights
for each prunable layer. (b) and (e) show the actual number of remaining weights and (c)
and (f) zoom to the bottom part of the plot. Observe in (c) and (f) that some layers have
exactly 0 weights left, so they are removed entirely.

remaining weights per layer after pruning. As seen in (a) and (d), all analysed methods
show a tendency to preserve the initial and final layers and to prune more heavily
the deep convolutional layers, this is consistent with results reported in
(2020a)). In (b) and (e), we note that FORCE has a structure that stands out compared
to other methods that are more similar. This is reasonable since, it is the only method
that allows pruned weights to recover. In the zoomed plots (¢) and (f) we would like
to point out that FORCE and Iterative SNIP preserve more weights on the deeper
layers than GRASP and SNIP for VGG19 while we observe the opposite behaviour for
Resnet)0.

In Fig|3.2) we observe that gradual pruning allows to prune the Resnet50 network up

to 99.99% sparsity without falling to random accuracy. In contrast, with VGG19 we

135



A. Appendiz of Progressive Skeletonization: Trimming more fat from a network at
initialization

observe Iterative SNIP is not able to prune more than 99.9%. In Fig we observe

that for Resnet50, all methods prune some layers completely.

However, in the case of ResNets, even if a convolutional layer is entirely pruned, skip
connections still allow the flow of forward and backward signal. On the other hand,
architectures without skip connections, such as VGG, require non-empty layers to keep
the flow of information. Interestingly, in (c¢) we observe how FORCE and Iter SNIP
have a larger amount of completely pruned layers than GRASP, however, there are a
few deep layers with a significantly larger amount of unpruned weights. This seems to
indicate that when a high sparsity is required, it is more efficient to have fewer layers

with more weights than several extremely sparse layers.

A.3.4 Evolution of pruning masks

As discussed in the main text, FORCE allows weights that have been pruned at earlier
iterations to become non-zero again, we argue this might be beneficial compared to
Iterative SNIP which will not be able to correct any possible "mistakes" made in
earlier iterations. In particular, it seems to give certain advantage to prune VGG
to high sparsities without breaking the flow of information (pruning a layer entirely)
as can be seen in Fig (b). To gain a better intuition of how does the amount
of pruned/recovered weights ratio evolve during pruning, in Fig we plot the
normalized amount of pruned and recovered weights (globally on the whole network)
at each iteration of FORCE and also for Iter SNIP as a sanity check. Note that
Iterative SNIP does not recover weights and the amount of weights pruned at each step
decays exponentially (this is expected since we derived Iterative SNIP as a constrained
optimization of FORCE where each network needs to be a sub-network of the previous
iteration. On the other hand, FORCE does recover weights. Moreover, the amount of
pruned /recovered weights does not decay monotonically but has a clear peak, indicating
there are two phases during pruning: While the amount of pruned weights increases,
the algorithm explores masks which are quite far away from each other, although this

might be harmful for the gradient approzimation (refer to section , we argue that
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Figure A.5: Normalized amount of globally pruned and recovered weights at each pruning
iteration for Resnet50, CIFAR-10 when pruned with (a) Iterative SNIP and (b) FORCE.
As expected, the amount of recovered weights for Iterative SNIP is constantly zero, since
this is by design. Moreover, the amount of pruned weights decays exponentially as expected
from our pruning schedule. On the other hand, we see the amount of recovered weights is
non-zero with FORCE, interestingly the amount of pruned/recovered weights does not decay
monotonically but has a clear peak, indicating there is an "exploration" and a "convergence"
phase during pruning.

during the initial pruning iterations the network is still quite over-parametrized. After

reaching a peak, both the pruning and recovery rapidly decay, thus the masks converge

to a more constrained subset.

A.3.5 Comparison with early pruning

For fair comparison, we provided the same amount of data to SNIP and GRASP as
was used by our approach and call this variant SNIP-MB and GRASP-MB. Similarly,

under this new baseline which we call early pruning, we train the network on 1 epoch of
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Figure A.6: Test accuracies on CIFAR-10 for different pruning methods. Each point is
the average over 3 runs of prune-train-test. The shaded areas denote the standard deviation
of the runs (too small to be visible in some cases). Early pruning is at most on par with

gradual pruning at initialization methods and has a strong drop in performance as we go to
higher sparsities.
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data of CIFAR-10, which uses slightly more samples than our pruning at initialization
methods (see section . After training for 1 epoch we perform magnitude pruning
which requires no extra cost (results presented in Fig . Although early pruning
yields competitive results for VGG at moderate sparsity levels, it soon degrades its
performance as we prune more weights. On the other hand, for Resnet architecture it
is sub-optimal at all evaluated sparsity levels. Note, this result does not mean that
any early pruning strategy would be sub-optimal compared to pruning at initialization,

however exploring this further is out of the scope of this work.

A.3.6 Mobilenet experiments

All our experiments were on overparameterized architectures such as Resnet and VGG.
To test the wider usability of our methods, in this section we prune the Mobilenet-v2
architecturdf| (Sandler et al, [2018) which is much more "slim" than Resnet and
VGG (Mobilenet has 2.3M params compared to 20.03M and 23.5M of VGG and
Resnet respectively). Results are provided in Fig . Similarly to Resnet and
VGG architectures, we see that gradual pruning tends to better preserve accuracy at
higher sparsity levels than one-shot methods. Moreover, both FORCE and Iter SNIP
improve over SNIP at moderate sparsity levels as well. FORCE and Iter SNIP have
comparable accuracies except for high sparsity where Iter SNIP surpasses FORCE.
We hypothesize for such a slim architecture (= 10 x fewer parameters than Resnet
and VGG) the gradient approximation becomes even more sensitive to the distance
between iterative masks and perhaps the exploration of FORCE is harmful in this
case. As discussed in the main paper, we believe that further research to understand
the exploration/exploitation trade-off when pruning might yield to even more efficient
pruning schemes, especially for very high sparsity levels. We train using the same
settings as described in Appendix except for the weight decay which is set to

4 x 1075, following the settings of the original Mobilenet paper.

Shttps://github.com/kuangliu/pytorch-cifar/blob/master/models/mobilenetv2.py
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Figure A.7: Test accuracies on CIFAR-10 for different pruning methods on Mobilenet
architecture. Each point is the average over 3 runs of prune-train-test. The shaded areas
denote the standard deviation of the runs (too small to be visible in some cases). When
pruning Mobilenet-v2 architecture, which has roughly 10x less parameters than Resnet or
VGG, we observe a similar pattern: Gradual pruning tends to be able to preserve accuracy
for higher sparsities better than one-shot methods. Moreover, it tends to improve slightly
over SNIP at moderate sparsities as well. Although GRASP does not show an acute drop in
performance like SNIP, it seems to be sub-optimal with respect to other methods across all
sparsities.

A.4 Local optimal masks

Definition 1 ((p, €)-local optimal mask). Consider any two set{’|c, C {1,--- ,m} and
Ciy1 C ¢ Forany e >0 and 0 < p <|c; \ ciy1], €ia1 is a (p, €) local optimal with

respect to c; if the following holds
S (9, Ct+1) 2 S (9, (Ct+]_ \ S_) U S_|_) — € (Al)
for all S_ C ¢cqq, |[S-| =pand Sy C (¢ \ ce41), |54] = p.

Definition 2 (CRS; Coordinate-Restricted-Smoothness). Given a function £ : R™ —
R (which encodes both the network architecture and the dataset), £ is said to be
Ae-Coordinated Restricted Smooth with respect to ¢ C {1,--- ,m} if there exists a

real number A, such that
lcoVL(woe)—cOVL( WO S Awoec—woc|, (A.2)

for all w € R™ and ¢ C ¢. When s = |c\ ¢/, an application of Holder’s inequality
shows

Acwoe—woel, <Alwll, llc—cll; = Aes Wl

"For ease of notation, we will use this representation interchangeably with its binary encoding i.e.
a m-dimensional binary vector with its support equal to c
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We define £ to be A-total CRS if there exists a function A : {0,1}"™ — R such that for
all c € {0,1}" L is A (c)-Coordinate-Restricted-Smooth with respect to ¢ (for ease of

notation we use A (c) = ).

Theorem 1 (Informal). The mask ¢, produced from c; by FORCE is (p, 22p [|0]1%, |ct|)—
local optimal if the £ is A-CRS..

Proof. Consider the masks c¢; and c;y; where the latter is obtained by one step of
FORCE on the former. Let S_ and S be any set of size p such that S_ C ¢;y; and
Sy C (¢ \ ¢i41). Finally, for ease of notation we define ¢ = (¢;41 \ S_) U S

S(0,0) = S0, cee1) =D_10:- VLEO O )l = D 10:- VL © cry)]

1€C 1ECE41

= Z |9z"Vﬁ(9®C)i|— Z |9i'V£(9®Ct+1)z‘|

1ECL41 1ECE41
IR
+ Y 10;-VLO O, — D 10;- VL ©¢),] (A.3)
€S, ieS_
s I's

Let us look at the three terms individually. We assume that £ is A-CRS.

I = Z 0, - VLOOC),| —10; - VLO O cry1),]
1ECH41
<|lep1 @O VLO O 1) —cr1 ©OOVLO O Q)| Triangle Ineq.
S ||Ct+1 © 9”1 ||Ct+1 © VL (9 ® Ct+1) — C¢y1 © \ 4 (9 ® C)Hoo Holder’s Ineq

<2, el P 110112 .+ L is A-CRS (A.4)

Dy=> |0:;-VLOOC),|—6:- VLO O cy),| +10;- VL(O © cy)y

€S+
< Z 0; - VL0 O Ct)¢| + )\c,spHeHio (lee| = lesal) e \ ¢l = led] — el
€S54
(A.5)
Pg=—> 10;-VLOOC),|+10:- VLO O cy);| —[0:- VLI O cy)
i€S_
<=0 VLO © )] + Aeip 10112 (ce] — leesal) (A.6)

€S
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Adding fegs. (A.5)| and [(A.6)] we get

D4 Ty < Y 16 VL@ O el — X 16 VL0 O e, + 22,p 612 (lei] — lei])

i€Sy i€S_

< 20,p 16112 (les| — lea]) — 7p (A7)

where v = minjec, ,, je(een) VL (0 © c);| — ’@Vﬁ (Xo) ct)j’ >0

Substituting legs. (A.4)[and |(A.7)|into (A.3)) we get

S(0,0) — S (0, ¢c11) < 2Xey, e |2 10112 + 20, 10112, (Jei| — [eera]) — 7
= e, 2 10112, (Jees1] + (] = [eeral])) — vp
S (67 Ct+1) Z S (97 C) - 2)\Ct+1p HeHio |Ct| + P

S (97 Ct+1) 2 S (97 C) - 2)\Ct+1p HeHio |Ct‘

A.5 Iterative pruning to maximize the gradient
norm

A.5.1 Maximizing the gradient norm using the gradient ap-
proximation

In order to maximize the gradient norm after pruning, the authors in Wang et al.
(2020a)) use the first order Taylor’s approximation. While this seems to be better suited
than SNIP for higher levels of sparsity, it assumes that pruning is a small perturbation
on the weight matrix. We argue that this approximation will not be valid as we push
towards extreme sparsity values. Our gradient approximation (refer to section
can also be applied to maximize the gradient norm after pruning. In this case, we

have

G8,c) = ALOGC)—ALBO) ~ Y —[VLO)] (A.8)
{i: ¢;=0}
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where we assume pruned connections have null gradients (this is equivalent to the
restriction used for Iterative SNIP) and we assume gradients remain unchanged for
unpruned weights (gradient approximation). Combining this approximation with
Eq. , we obtain a new pruning method we name Iterative GRASP, although it is
not the same as applying GRASP iteratively. Unlike FORCE, Iterative GRASP does
not recover GRASP when 7' = 1.

In Fig we compare [terative GRASP to other pruning methods. We use the same
settings as described in section We observe that Iterative GRASP outperforms
GRASP in the high sparsity region. Moreover, for VGG19 architecture Iterative
GRASP achieves comparable performance to Iterative SNIP. Nevertheless, for Resnet50
we see that Iterative GRASP performance falls below that of FORCE and Iterative
SNIP as we prune more weights. FORCE saliency takes into account both the gradient
and the magnitude of the weights when computing the saliency, on the other hand, the
Gradient Norm only takes gradients into account, therefore it is using less information.
We hypothesize this might the reason why Iterative GRASP does not match Iterative
SNIP.

A.5.2 Tterative GRASP (Pruning consistency)

As explained in the main text, we tried to apply GRASP iteratively with the Taylor
approximation described in [Wang et al.| (2020a)). Unfortunately, we found that all
resulting masks yield networks unable to train. In light of this result, we performed
some analysis of the behaviour of GRASP compared to that of SNIP and, in the
following, we provide some insights as to why we can not use GRASP’s approximation

iteratively.

In Liu et al. (2018]), the authors show that applying a pruning method to the same
architecture with different random initializations would yield consistent pruning masks.
Specifically, they find that the percentage of pruned weights in each layer had very

low variance. We reproduce the same experiment and additionally explore another
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dimension, the (global) sparsity level. Given an architecture, we prune it at varying
levels of sparsity and extract the percentage of remaining weights at each layer. For
each level of sparsity, we average the results over 3 trials of initialize-prune. As shown
in Fig[3.2] both SNIP and GRASP have very low variance across initializations, on the
other hand, as we vary the global sparsity with GRASP, the percentage of remaining
weights for each layer is inconsistent. The layers that are most preserved at high levels
of sparsity, such as the initial and last layers, are the most heavily pruned at low

sparsity levels.

The authors in |Liu et al. (2018), reason that manually designed networks have
layers which are more redundant than others. Therefore, pruning methods even this
redundancies by pruning layers with different percentages. We extend this reasoning,
and hypothesize that pruning algorithms should always have preference for pruning
the same (redundant) layers across all levels of sparsity. We denote this as pruning
consistency. We observe that when applying iterative pruning to GRASP, the resulting
masks tend to prune almost all of the weights at the initial and final layers, producing
networks that are unable to converge. When using iterative pruning, we prune a small
portion of remaining weights at each step. Thus, we are always in the low sparsity
regime, where the GRASP behaviour is reversed. Conversely, when we use SNIP the
behaviour changes completely. In this case, the preserved layers are consistent across
sparsity levels, and when we use iterative pruning we obtain networks that reach high

accuracy values.
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Figure A.8: Test accuracies for different datasets and networks when pruned with different
methods. Each point is the average over 3 runs of prune-train-test. The shaded areas denote
the standard deviation of the runs (sometimes too small to be visible).
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Figure A.9: (a) - (¢) Portion of remaining weights for each layer. Each point is an average
of 3 runs and the error bars (hardly visible) denote standard deviation. (b) - (d) Portion
of remaining weights for each intermediate mask that is computed during iterative pruning
with global portion of remaining weights of 0.01.
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B.1 Additional plots for PreActResNetl8 experi-
ments

In the main paper we compare N-FGSM with other single-step methods and multi-step
methods separately and remove clean accuracies for better visualization. In this section
we present the curves for all methods with both the clean and robust accuracy. The
tendency in the three datasets is for N-FGSM PGD-50-10 accuracy to be slightly
above that of GradAlign, while the opposite happens to the clean accuracy. We also

observe that clean accuracy becomes significantly more noisy when CO happens. Exact

numbers for all the curves are in [Appendix B.19,

B.2 Experiments with WideResNet28-10 architec-
ture

In this section we present the plots of our experiments with WideResNet28-10. We
report the results in two figures. In we compare all single-step methods
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Figure B.1: Comparison of all methods on CIFAR-10, CIFAR-100 and SVHN with
PreactResNet18 over different perturbation radius (e is divided by 255). We plot both the
robust (solid line) and the clean (dashed line) accuracy for each method. Our method,
N-FGSM, is able to match or surpass the state-of-the-art single-step method GradAlign
while reducing the cost by a 3x factor. Adversarial accuracy is based on PGD-50-10 and
experiments are averaged over 3 seeds. Legend is shared among all plots.

and we do not plot the clean accuracy for better visualization. In we
plot all methods, including multi-step methods, and report the clean accuracy as well

with dashed lines. Since we observed that our baseline, RandAlpha, outperformed

Kim et al.|(2021)) in all settings for PreActResNet18, we only report RandAlpha for

WideResNet. As mentioned in the main paper, we observe that CO seems to be more

difficult to prevent for WideResNet. In particular, for GradAlign we observed the

regularizer hyperparameter settings proposed by |[Andriushchenko and Flammarion|
(2020) for CIFAR-10 (searched for a PreActResNet18) worked well. However, those
parameters led to CO for 6 < e < 12 in CIFAR-100. Since € = 14, 16 did not show

CO, we increased the GradAlign regularizer hyperparameter A for CIFAR-100 so that

each 6 < e < 12 would have the default value corresponding to € + 2, for instance,

A for € = 6 would be the default A in |Andriushchenko and Flammarion| (2020) for

€ =28.

For SVHN we observed that the default values for A led to models close to a constant
classifier for € > 6. We tried to increase the lambda for those € values to 1.25\ but
observed the same result. Since the model did not show typical CO but rather it
seemed as it was underfitting, we tried to reduce the step-size to o = 0.75¢ and also
both decreasing o and increasing A. When reducing the step size we obtain accuracies
above those of a constant classifier for some radii, however, some or all seeds converge

to a constant classifier for each setting, hence the large standard deviations. For
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N-FGSM, the default configuration of N-FGSM (a0 = ¢, k = 2¢) works well in all
settings except for € = 16 on CIFAR-10 and ¢ = 10, 12 on SVHN. For CIFAR-10, we
increase the noise magnitude to k = 4e. For SVHN we find that decreasing o as we

tried for GradAlign works better than increasing the noise. We use o« = 8 for both ¢

radii. Exact numbers for all the curves are in [Appendix B.19|

B.3 Increasing adversarial perturbations during
training

As mentioned in the main paper, N-FGSM perturbations have {,,—norm larger than

€, see [Appendix B.14l In [Section 4.6 we have seen that the benefits of N-FGSM can

not be reproduced by simply increasing « without increasing the noise. However,
for the sake of completeness, we also ablate other single-step baselines by using a
larger € during training i.e. {¢ = 8/255,¢ = 12/255,¢ = 16/255} while testing with
a fixed € = 8/255 on CIFAR-10. Results are presented in [Table B.1] We observe
that increasing €., seems to lead to a decrease in robustness for most methods,
e.g. PGD-50-10 accuracy for RS-FGSM goes from 46.08 4 0.18 when training with
e = 8/255 to 0.0 = 0.0 with € = 12/255. In two cases (GradAlign and MultiGrad) we
observe a small increase, highest increase is for GradAlign which goes from 48.144+0.15

to 50.6 + 0.45, however, the clean accuracy drops from 81.9 + 0.22 to 73.29 4+ 0.23.
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Figure B.2: Comparison of single-step methods on CIFAR-10, CIFAR-100 and SVHN with
WideResNet28-10 over different perturbation radius (e is divided by 255). Our method,
N-FGSM, is able to match or surpass the state-of-the-art single-step method GradAlign while
reducing the cost by a 3x factor. Moreover, we could not find any competitive hyperparameter
setting for GradAlign for € > 6 in SVHN dataset. Adversarial accuracy is based on PGD-50-
10 and experiments are averaged over 3 seeds. Legend is shared among all plots.
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Figure B.3: Comparison of all methods on CIFAR-10, CIFAR-100 and SVHN with
WideResNet28-10 over different perturbation radius (e is divided by 255). We plot both the
robust (solid line) and the clean (dashed line) accuracy for each method. Legend is shared
among all plots.

This is similar to increasing « for N-FGSM (see [Figure 4.6| (C)). However, this is tied
to a significant degradation of clean accuracy. All in all, taking into account both

clean and robust accuracy we conclude all baselines perform best without increasing

the training e. All ablation results are presented in

Table B.1: Ablation of the PGD-50-10 accuracy for single-step methods when increasing
the €rain. All models are evaluated with PGD-50-10 attack and egesy = 8/255. Note that
considering the trade-off between clean and robust accuracy, all methods perform best when
training with the same epsilon to be applied at test time.

€train = l€test €train = 1.D€test €train = 2€test

Method Clean acc. PGD acc. Clean acc. PGD acc. Clean acc. PGD acc. Rel. Cost

GradAlign 81.9 £0.22 48.14 £ 0.15 73.29 £0.23 50.6 £0.45 61.3 £0.15 46.67 = 0.29 3
MultiGrad 82.33 £ 0.14 47.29 & 0.07 75.28 £ 0.2 50.0 £ 0.79 71.42 £+ 5.63 0.0 £ 0.0 2

AT Free 78.41 £ 0.18 46.03 £0.36 73.91 £ 4.19 324 £ 2291 71.64 + 3.89 0.0 £ 0.0 1.6
Kim et al. 89.02 £ 0.1 33.01 £0.09 88.35+0.31 27.36+0.31 90.45 + 0.08 9.28 £ 0.12 1.5

FGSM 86.41 £ 0.7 0.0 £ 0.0 80.6 £ 2.59 0.0 £ 0.0 7714 £2.46 0.0 £ 0.0
RS-FGSM  84.05 4+ 0.13 46.08 £ 0.18 65.22 £ 23.23 0.0 £ 0.0 76.66 £ 0.38 0.0 £ 0.0
ZeroGrad 82.62 £+ 0.05 47.08 £+ 0.1 78.11 £ 0.2 46.43 £ 0.37 7542 £ 0.13 45.63 £+ 0.39
N-FGSM  80.58 + 0.22 48.12 £ 0.07 71.46 £ 0.14 50.23 = 0.31 63.18 £ 0.49 46.46 £ 0.1

== =] =

B.4 Longer training schedule

In our experiments, we have followed the “fast” training schedule introduced by
(2020). However, [Rice et al. (2020)) suggest that a longer training schedule

coupled with early stopping may lead to a boost in performance. We also use the long

training schedule for N-FGSM and observe that it does not lead to CO. In
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we compare the performance of N-FGSM and GradAlign for the long training schedule.
We observe that GradAlign does not seem to benefit from the long training schedule.
On the other hand, although N-FGSM seems to obtain a slight increase in performance,
the “fast” schedule provides comparable performance. It is worth mentioning that
for GradAlign, the default regularizer hyperparameter for € = 8/255 and CIFAR-10
(A =0.2) does not prevent CO. We do a hyperparameter search and keep the value
with the largest final robust accuracy (A = 0.632).

Table B.2: Comparison of “long” (Rice et all|2020) and “fast” (Wong et al., [2020)) training
schedules for N-FGSM and GradAlign. GradAlign does not seem to benefit from the long
training schedule. Although N-FGSM seems to obtain a slight increase in performance, the
“fast” schedule provides comparable performance.

N-FGSM Grad Align

Clean Acc Robust Acc Clean Acc Robust Acc

Long schedule: Final model

83.18 £ 0.11 36.56 £ 0.26 84.13 + 0.24 36.17 + 0.19

Long schedule: Best model

80.8 £ 0.36  48.48 + 0.27 81.57 + 0.44 47.86 £ 0.1

fast schedule: Final model

80.58 + 0.22 48.12 £ 0.07 81.9 £ 0.22 48.14 £ 0.15

In we observe that the performance of the final model is lower than that of
an early stopped method. This could be expected due to the phenomena of robust
overfitting described in [Rice et al. (2020). However, as a sanity check to make sure
that this is not due to a hidden CO during the long schedule which somehow the
model recovers from we plot the full training history in [Figure B.4l There we can
observe that for N-FGSM there is no CO during training.We also show FGSM (which

is well known has CO for € = 8/2s55) for comparison.

B.5 Randomized Alpha

Kim et al.| (2021) evaluate intermediate points along the RS-FGSM direction in order
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Figure B.4: Training and test accuracy during the long training schedule proposed in
. We observe that N-FGSM (left) does not present CO at any point during
training, however suffers from robust overfitting as described in [Rice et al.| (2020) which
suggested selecting the best validated model as a simple and yet effective way to improve
robustness. On the other hand FGSM (right) suffers from CO where the robustness drops
suddenly to 0 and does not recover.

to pick the “optimal” perturbation size. However, we find that increasing the number
of intermediate evaluated points does not necessarily lead to increased adversarial

accuracy. Moreover, for large perturbations we could not prevent CO even with

twice the number of evaluations tested by Kim et al. (2021). This motivates us to

test a very simple baseline where instead of evaluating intermediate steps, the RS-
FGSM perturbation size is randomly selected as: § =t - drs.rasm Where ¢ ~ U0, 1]d.

Interestingly, as reported in we find that this very simple baseline, dubbed

RandAlpha, is able to avoid CO for all values of € and outperforms Kim et al.| (2021)
on CIFAR-10, CIFAR-100 and SVHN. This is aligned with our main finding that

combining noise with adversarial attacks is indeed a powerful tool that should be

explored more thoroughly before developing more expensive solutions.

80
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Figure B.5: Comparison of Kim et al(2021) with RandomAlpha, our baseline where we
multiply the RS-FGSM perturbation by a scalar uniformly sampled in [0,1]. We present
results on CIFAR-10 (Left), CIFAR-100 (Middle) and SVHN (Right) with PreActResNet18.
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B.6 Further visualizations of adversarial perturba-
tions and gradients

In this section we present an extension of with further examples. As observed
in the main paper, early in training adversarial perturbations (§) and gradients are
consistent across epochs, however, after CO they become hard to interpret. Note that
although we label rows as either pre-CO or post-CO we only observe CO for FGSM
and RS-FGSM. Both PGD-10 and N-FGSM obtain robust models as shown in detail
in the paper.

_FGSMV RS-FGSMV N-FGSMV PGD-10V
- w a

’

Pre-CO

Post-CO

Pre-CO

o]
O
i
0
]
o

Pre-CO

Post-CO

Figure B.6: Visualization of adversarial perturbations (§’s) and gradients averaged across
several epochs before CO (pre-CO) and after (post-CO). Note that only FGSM and RS-FGSM
present CO, PGD-10 and N-FGSM do not. Post-CO, FGSM and RS-FGSM obtain ¢’s that
are hard to interpret, idem for their gradients.

B.7 Robust evaluations with autoattack
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Table B.3: Clean (top) and robust accuracy (bottom) for CIFAR-10 and PreacResNet18 evaluated with autoattack (AA) Croce and Hein

(2020). We find the same trend as with PGD50-10.

€ =2/255 € =4/255 € = 6/255 € =8/255 € = 10/255 € = 12/255 € = 14/255 € = 16/255
FGSM 91.52 £+ 0.08 | 88.59 £+ 0.08 | 85.17 + 0.03 | 86.62 + 0.08 | 83.35 + 2.03 | 78.51 3.3 | 77.31 £ 1.9 | 75.88 + 1.49
78.99 £ 0.19 | 65.99 £ 0.24 | 54.0 £ 0.32 | 0.0 £ 0.0 0.0 £ 0.0 0.0 £ 0.0 0.0 £ 0.0 0.0 £ 0.0
GradAlign 91.48 4+ 0.08 | 88.55 £+ 0.18 | 85.23 £ 0.22 | 81.69 £ 0.1 | 77.73 4+ 0.18 | 73.46 + 0.16 | 67.87 == 0.5 | 61.66 £ 0.32
79.09 £+ 0.21 | 65.65 = 0.13 | 53.99 + 0.2 | 44.11 £ 0.34 | 35.72 £ 0.34 | 28.66 £ 0.15 | 22.93 + 0.33 | 18.4 £ 0.28
N.FGSM 91.44 + 0.09 | 88.36 + 0.04 | 84.56 £ 0.12 | 80.36 £ 0.03 | 75.81 4+ 0.22 | 71.03 4 0.16 | 66.49 + 0.36 | 62.86 £ 0.88
78.99 £+ 0.17 | 66.06 £ 0.25 | 53.94 + 0.3 | 44.36 + 0.26 | 36.73 + 0.27 | 30.45 £ 0.2 | 25.08 £ 0.15 | 19.0 + 1.08
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Following previous work, |Andriushchenko and Flammarion| (2020)); Goodfellow et al.
(2015) we have evaluated robustness with PGD50-10, i.e. PGD with 50 iterations and
10 restarts. However, for the sake of completeness, we also present results of robust
accuracy evaluated with autoattack Croce and Hein| (2020). In we evaluate
models adversarially trained with our proposed method N-FGSM, the baseline FGSM
and GradAlign. We observe the same pattern as with the PGD50-10 attack, therefore

we are conviced that our results are general.

B.8 Catastrophic Overfitting outside the ResNet
family

Previous work focusing on CO has only used architectures from the ResNet family.
In we present results for adversarial training with a VGG-16 architecture
Simonyan and Zisserman| (2015)). Similarly to other studied models we observe that
FGSM leads to CO while N-FGSM is able to prevent it. However, it seems that FGSM
presents CO for slighly larger e radii, indicating that the architecture might play a
role in CO. We consider investigating this further a promising direction of future

work.

Table B.4: Clean (top) and robust accuracy (bottom) for CIFAR-10 and VGG-16 Simonyan
and Zisserman| (2015) evaluated with PGD50-10. We also observe CO for VGG architecture
when trained with FGSM, moreover, N-FGSM is able to prevent CO. Interestingly, for VGG
CO happens for slighly large € values indicating that the architecture might play a role in
CO.

€ =4/255 € = 6/255 € = 8/255 € =10/255 | e =12/255 | ¢ = 14/255 | € = 16/255
FGSM 85.04 £ 0.1 |{79.34 + 0.11| 73.39 + 0.0 | 82.6 = 0.0 |83.04 + 0.0| 81.4 £+ 0.0 {80.41 £+ 0.21
62.94 £+ 0.07(52.72 £ 0.12| 44.0 £ 0.02 | 0.07 £ 0.0 | 0.8 £ 0.0 | 0.25 £ 0.0 | 0.31 + 0.15

N-FGSM 84.53 £ 0.0 | 79.42 4+ 0.0 |72.01 £ 0.28(66.81 4+ 0.54|61.19 + 0.0(56.97 + 0.0| 53.1 £ 1.19
63.32 £ 0.0 | 53.0 £ 0.0 | 44.3 £ 0.09 | 38.25 £ 0.1 {33.36 + 0.0(29.23 + 0.0[25.72 £+ 0.22
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B.9 Further increasing the attack radii

Following previous work Andriushchenko and Flammarion (2020) we have studied e
attack radii up to epsilon = 16/255. Indeed, the performance at these radius is already
significantly degraded and thus it would not be very practical for most applications.
However, to show that N-FGSM can prevent CO at even larger radii we test two
additional radii, € = 20/255 and € = 24/255. In both cases N-FGSM is able to prevent CO.
For € = 20/255 we obtain a clean accuracy of 51.63 £+ 0.38 and robust of 20.62 £ 0.37
while for € = 24/255 we obtain a clean accuracy of 40.16 £+ 0.96 and robust of 15.3 +
1.49. We argue that it is of little interest to try even larger perturbations unless more

effective methods to improve both the clean and robust performance are found.

B.10 Testing other norms

Following previous work, we have focused on the /., threat model. Although this is
where works studying CO have mainly focused, we observe that CO is also present
in other norms such as ¢; and /5. Moreover, in both cases we observe that N-FGSM
is able to prevent CO. Interestingly, the range of norms in which we observe CO is
usually much higher than normally tested for these norms which would explain why

the /o, norm has been the main focus of study in related works.

B.11 Combining N-FGSM with additional regular-
izers

In this section we present the results from where we combine N-FGSM
with additional regularizers (Sriramanan et al., 2020, 2021) that were proposed for
single-step adversarial training to boost the performance. First, we try the proposed
methods with the default settings (which use a version of RS-FGSM with Bernoulli

noise) and observe they lead to CO for larger . Then we compare them with N-FGSM
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Figure B.7: Robust accuracy after training with FGSM or N-FGSM using ¢; (left) and ¢
(right) perturbations. As observed for /o, perturbations FGSM leads to CO, while N-FGSM
is able to prevent it. Note that the strength of the perturbations is indicated to be equivalent
to fo perturbations where all pixels have maximum magnitude i.e. ¢ = 8/255 indicates
perturbations were restricted to an ¢, norm of a vector where all components are in {—e, +€}.
Which would correspond to an ¢1 norm of ne and an ¢3 norm of €y/n where n indicates the
dimensionality of the input.

+ Regularizer where we apply their proposed regularizers to N-FGSM. If we apply
GAT or NuAT regularizers to N-FGSM then we do not observe CO and usually a

boost in performance. Results are presented in
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Table B.5: Clean accuracy (top) and PGD50-10 accuracy (bottom) of N-FGSM with additional regularizers introduced in GAT (Sriramanan
et al.| 2020) and NuAT (Sriramanan et al.| [2021). Both GAT and NuAT present CO with their default training method. If we apply

their proposed regularizers to N-FGSM we can avoid CO while achieving a boost in performance.

€ = 2/255 € = 4/255 € = 6/255 € = 8/255 € = 10/955 € = 12/255 € = 14/255 € = 16/255

GAT 88.79 + 0.15| 84.35 £ 0.11 | 80.16 £ 0.15 | 76.75 + 0.38 | 73.71 £ 0.12 | 80.44 £ 5.08 | 83.9 £ 1.0 | 82.17 £ 2.47
80.04 + 0.06 | 68.51 £+ 0.08 | 59.16 £ 0.24 | 50.98 + 0.12 | 43.34 £ 0.23 | 14.93 £ 9.26 | 2.33 £ 0.58 | 1.25 £+ 0.51
89.1 + 0.08 | 84.84 + 0.05 | 81.38 4 0.07 | 78.28 £ 0.04 | 75.66 + 0.35 | 73.56 £+ 0.23 | 70.84 £ 0.51 | 65.48 + 0.96

N-FGSM+GAT
79.96 + 0.21 | 69.5 + 0.18 | 60.06 £ 0.09 | 51.8 £ 0.34 | 44.97 £ 0.07 | 38.71 £ 0.16 | 32.71 + 0.11 | 27.87 £ 0.35
NUAT 87.81 £ 0.24| 829 + 0.18 | 78.06 + 0.2 | 73.22 + 0.34 | 71.08 £ 4.87 | 74.38 £ 7.32 | 78.5 £ 1.54 | 80.1 &+ 1.08

u

79.49 + 0.03 | 67.77 £ 0.13 | 57.93 £ 0.17 | 50.1 £ 0.33 | 34.35 £ 9.0 |17.54 £ 882 | 6.6 £0.77 | 3.29 £ 0.87
87.92 £ 0.0 | 83.54 £ 0.0 | 78.86 4+ 0.25 | 74.61 £ 0.34 | 70.37 + 0.12 | 65.56 = 0.19 | 60.76 £ 0.74 | 52.79 + 0.66

NGFSM+NuAT
79.52 + 0.0 | 68.36 = 0.0 | 58.88 £ 0.16 | 51.12 + 0.2 | 44.62 4+ 0.38 | 38.24 £ 0.38 | 32.85 £ 0.58 | 29.19 + 0.35
N.FGSM 91.48 £ 0.17 | 88.44 £ 0.09 | 84.72 £+ 0.04 | 80.58 + 0.22 | 75.98 £ 0.1 | 71.46 £ 0.14 | 67.11 £ 0.37 | 63.18 £ 0.49
79.43 £+ 0.21 | 67.09 £+ 0.31 | 56.62 £ 0.26 | 48.12 + 0.07 | 41.56 + 0.16 | 36.43 £ 0.16 | 32.11 + 0.2 | 27.67 £+ 0.93
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B.12 Imagenet experimental details

For our experiments on Imagenet we mainly follow the settings from Wong et al.
(2020). However, for simplicity we did not do image resizing which requires storing
two additional Imagenet datasets. More importantly, we found that the learning rate
schedule suggested in [Wong et al.| (2020]) was not optimal for N-FGSM. The schedule
suggested in Wong et al.| (2020) follows three different stages in which the learning
increases or decreases linearly for some iterations. In particular in the first stage,
the learning rate has an initial warm-up where it increases linearly from 0.0 to 0.4
during the first epoch and then decreases linearly to 0.04 during the next 5 epochs.
As a lucky coincidence when debugging, we modified this initial stage such that we
preserved the initial increase to 0.4 for the first epoch, but then we directly jumped
to a learning rate of 0.04 which remained constant for the next 5 epochs. For phase
2 and 3 both schedules remained the same. First decreasing from 0.04 to 0.004 for
epoch 6 to 12 and finally from 0.004 to 0.0004 for epoch 12 to 15. This small change
made N-FGSM improve both in clean and robust accuracy for € = 4/255, 6/255 and
these are the numbers reported. This indicates that further tuning the learning rate
schedule might be an effective way to improve performance and even help prevent
CO, however, due to the computational demands of ImageNet adversarial training
we leave it for future work. To be thorough we also trained RS-FGSM and FGSM
with the modified schedule and found that neither of them benefit from it. Regarding
N-FGSM hyperparameters, for € = 2/255 we used o = 2/255 and k = 1; for € = 4/255 we

used aw = 4/255 and k = 1; and for € = 6/255 we also used a = 4/255 and k = 1.

B.13 Visualization of the loss surface

In this section we present a visualization of the loss surface. We adapted the code
from [Kim et al.| (2021)) to analyse the shape of the loss surface at the end of training
for different methods. |[Kim et al. (2021) reported that after adversarial training CO,

the loss surface would become non-linear. In particular, they found that the FGSM
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perturbation seems to be misguided by local maxima very close to the clean image
that result in ineffective attacks. We note this was already reported by
(2018]) which proposed to perform a random step to escape those maxima. We argue
that adding noise to the random step, when properly implemented, actually prevents

those maxima to appear in the first place.

N-FGSM AT model GradAlign AT model

correct

correct

wrong

FGSM AT model

correct correct

wrong wrong

Figure B.8: Visualization of the loss surface for models trained using different methods.
Given a clean sample from the test set in coordinate (0,0), we compute the FGSM
perturbation and evaluate the loss on the subspace generated by the FGSM perturbation
direction and a random direction. That is, we evaluate T¢jean + 1 - OrGSM + £2 * Orandom, Where
t1, t2 € [0,1]. Note that FGSM and RS-FGSM both have CO and the final models present a
highly non-linear loss surface, on the other hand, both N-FGSM and GradAlign produce
final models with a very linear loss surface which is key to obtain meaningful perturbations.
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B.14 Magnitude of N-FGSM perturbations

Lemma B.14.1 (Expected perturbation). Consider the N-FGSM perturbation as

defined in

In-rasu =N+ a- sign(V L(f(x +1),y)), where n~ Q.

Let the distribution Q2 be the uniform distribution U ([—ke, ke]d) and a > 0. Then,

k2€?
]E77 |:||5N—FGSM|||%] - d <3 + 052> a’n,d En H|6N—FGSM|||2] S \ld ( + Oé2>

Proof. By Jensen’s inequality, we have

E, [lIx-rasull2] < /Ey [1ox-rasull3]

Then let us consider the term E,, [||dx_rasm||3] and use the shorthand V(n); = (V.0(f(z + n),y)),.
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Therefore,

k2e?
E, [|dx-rasml2] < \[d ( . a2> |

[]

Theorem B.14.2. Let dn.pasy be our proposed single-step method defined by ,
drasu be the FGSM method (Goodfellow et all |2015) and drs.pasy be the RS-FGSM
method (Wong et al., 12020). Then, with default hyperparameter values and for any

€ > 0, we have that
Ey [I0x-resmll3] > By [10rcsull3] > By [10rsrasul3] -
0 2 0 2 n 2
Proof. From Lemma we have that
k%e?
By [Iowresullg] = 55+ o?).
On the other hand, |Andriushchenko and Flammarion| (2020) showed that

1, 1 1
ETZ [HdRS-FGSMHg} =d <—66a5 + 5042 + 362> _

Finally, we note that

E, {H(SFGSMH%} = ||0rcsml3 = de’.

The default hyperparameters for N-FGSM are k = 2, o = € and RS-FGSM uses
a = 5e/4. With these hyperparameters and any € > 0 we have

7 101
E, [|xresmll3] = 5d* > B, [IISrasull3] = de* > B, [IISrsrasulls] = 1gde”

]

In Lemma we compute the expected value of the squared f5 norm of N-FGSM
perturbations and by Jensen’s inequality we obtain an upper bound for the expected
{5 norm of N-FGSM perturbations. However, obtaining the exact expected magnitude

is more complex. To compliment our analytic results, we approximate the ¢ norm
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of FGSM, RS-FGSM and N-FGSM via Monte Carlo sampling. Results are presented
in We observe that the empirical estimations are very close to the analytical

upper bounds and that indeed, N-FGSM has a magnitude significantly above that of

0 == N-FGSM .
=== FGSM / GradAlign
=== RS-FGSM

=@ Upper bound N-FGSM
=@= Upper bound RS-FGSM

FGSM or RS-FGSM.

N

=
(%)

=
o

Estimated /12 — norm

U

2 4 6 8 10 12 14 16
Perturbation radius €

Figure B.9: Monte Carlo estimations of the expected ls—norm of perturbations from differ-
ent methods and corresponding analytical upper bounds. As mentioned in [Andriushchenko]
and Flammarion| (2020), we observe that RS-FGSM perturbations have lower 3 norm than
FGSM. However, N-FGSM perturbations have a significantly higher ls—norm than both
RS-FGSM and FGSM. This seems to indicate that the role of random step is not simply to
lower the I3 norm as previously suggested (Andriushchenko and Flammarion, [2020).

B.15 N-FGSM with Gaussian noise

In the main paper we have only explored noise sources coming from a Uniform
distribution. Since we are measuring robustness against [,,— attacks, the Uniform
distribution is a natural choice because the random perturbations will be bounded
to the [ ball defined by the span of the distribution. However, for the sake of
completeness, we also explore the performance of augmenting the samples from a
Gaussian distribution where we choose its standard deviation to match that of the
uniform distribution. In we present a comparison of the clean (top) and
PGD-50-10 (bottom) accuracy for different values of o and noise magnitude with
¢ = 8/255. Recall that by default we use Uniform distribution U[—k, k], therefore

hyperparameter k sets the noise magnitude.
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Table B.6: Comparison of the clean (top) and PGD-50-10 (bottom) accuracy across different
values of step-size o and noise magnitude for the Uniform and Gaussian distributions with
e = 8/255. For every value of k, we use a Gaussian with matching standard deviation. We
observe that when we match the standard deviation, both distribution perform similarly.

Uniform Noise Gaussian Noise
a = 6/255 (0.75€) |ov = 8/255 (1€) | = 10/255 (1.25¢) || = 6/255 (0.75¢) | v = 8/255 (1le) | v = 10/255 (1.25¢)

k — 0.5¢ 85.52 £ 0.23 81.54 £ 0.19 82.81 £ 1.11 85.27 £ 0.11 81.71 £ 0.27 83.34 £ 1.48

44.14 £ 0.24 47.93 £ 0.11 0.0 £ 0.0 44.23 + 0.17 47.98 £ 0.14 0.0 £ 0.0
k= le 85.03 £ 0.09 81.57 £ 0.07 77.32 £0.14 85.01 £ 0.17 81.35 £ 0.14 77.22 £ 0.32

44.44 £+ 0.13 48.16 £ 0.21 49.68 £+ 0.25 44.41 £+ 0.04 48.21 £ 0.11 49.83 £ 0.1
k= 2 84.49 £ 0.1 80.58 £ 0.22 76.49 £ 0.14 84.35 £ 0.24 80.44 £ 0.31 76.33 £ 0.37

44.44 £ 0.15 48.12 £+ 0.07 49.77 £ 0.37 44.59 £ 0.22 48.34 £ 0.1 49.77 £ 0.23

Increasing the FGSM step size without increasing the amount of noise leads to CO.
Note results for £ = 0.5e. More importantly, results are very similar when the two
noise distributions share the same standard deviation. Thus, using Gaussian instead of
Uniform noise does not seem to alter the results. Although this might be expected, we
remark that the Gaussian is an unbounded noise distribution and the common practice

in adversarial training is to always restrict the norm of the perturbations.

B.16 Training with noise augmented samples

Gilmer et al.| (2019)) and |[Fawzi et al.|(2018) report a close link between robustness
to adversarial attacks and robustness to random noise. Actually, Gilmer et al.| (2019)
report that training with noise-augmented samples can improve adversarial accuracy
and vice-versa. We note that N-FGSM can actually be seen as a combination of
noise-augmentation and adversarial attacks. Here we perform an ablation where we
train models with samples augmented with uniform noise U[—k, k] and then test
the PGD-50-10 accuracy. We observe, that indeed random noise can increase the
robustness to worst-case perturbations for small € — [, balls. However, as we increase
€, noise augmentation is no longer very effective. With N-FGSM, we apply a weak
attack to these noise-augmented samples and this seems to be enough to make them

effective for adversarial training.
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Figure B.10: Training with uniform noise augmented samples improves adversarial accuracy
for small perturbations but is not effective to protect against larger [, radius e. This motivates
us to further augment the noisy samples with FGSM. All experiments are averaged over 3
runs.

B.17 Comparison of adversarial training cost

In this section we describe how we compute the relative training cost for single-
step methods shown in (right). We approximate the cost based on the
number of forward/backward passes each method uses, disregarding the cost of other
additional operations such as adding a random step for RS-FGSM or N-FGSM. We
understand these operations have a negligible cost compared to a full forward or

backward pass.

FGSM: FGSM is the cheapest of all methods since it only uses one forward/backward
to compute the attack and an additional forward /backward to compute the weight

update. Hence, Cost FGSM = 2 F/B.

RS-FGSM: As previously mentioned, we do not take into account the cost of random

steps or clipping, hence we consider RS-FGSM to have the same cost as standard

FGSM. Cost RS-FGSM = 2 F/B.
N-FGSM: Idem as before, cost of N-FGSM = 2 F/B.

ZeroGrad: For ZeroGrad they need to do an additional sorting operation to find the
smallest gradient components. This could be potentially expensive, however, since the
size of the input image is several orders of magnitude smaller than that of the network,

we also ignore this cost. Cost ZeroGrad = 2 F/B.
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MultiGrad: MultiGrad computes 3 random steps and evaluates the gradient in all of
them. Therefore, it needs to do 3 F/B to compute the attack and an additional one to

update the weights. Cost MultiGrad = 4 F/B.

Kim et al. (2021)): Kim et al| (2021) compute the RS-FGSM perturbation and
evaluate the model on ¢ points along this direction. Therefore, they will spend 1F/B
on the RS-FGSM attack, ¢ — 1 F on the evaluations since the clean image has already
been evaluated; and 1 F/B for the weight update. In our plot, we used ¢ = 3 since it
was the most chosen setting. Kim et al.| (2021)) assume the cost of a forward is similar
to that of a backward pass, following this assumption, cost of Kim et al. (2021)) is 1
F/B+2F+1F/B=3F/B

Free-AT: Shafahi et al. (2019)) re-use the gradient from the previous backward pass
to compute the FGSM perturbation of the current iteration. Hence, the cost of their
training is only 1 F/B per iteration. However, Wong et al.| (2020)) observed they needed
a longer training schedule to produce comparable results. Therefore, the total training
cost per iteration (1 F/B) is scaled by 96 in the case of Free-AT, while it is only scaled
by 30 for other methods. Relative cost Free = (96 - 1 F/B) / (30 - 2 F/B).

GradAlign: Finally, GradAlign uses FGSM with a regularizer. However, this
regularizer needs to compute second-order derivatives via double backpropagation,
which does not have the same cost as regular backpropagation. |Andriushchenko and

Flammarion| (2020)) report that the cost of using GradAlign regularizer increased the

cost of FGSM by 3.

B.18 Infrastructure details and GPU hours

All our training runs have been conducted on either NVIDIA GPU V-100 or P-100
from an internal cluster. The total compute for the results presented in this work is

roughly 2500 hours.
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B.19 Detailed numerical results

In this section we present the tables with the exact numbers used in plots comparing

adversarial training methods in [Section 4.5.1| and [Section 4.7 For each method and

€ — ls radius, the top number is the clean accuracy while the bottom number is the
PGD-50-10 accuracy. We separate single-step from multi-step methods with a double

line.
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Appendix of Reliability in Semantic
Segmentation: Are We on the Right Track?

C.1 Ablation of calibration metrics

In the main paper we present calibration results computing the Expected Calibration
Error with equally spaced bins, however, alternative calibration metrics have been
suggested. In we compare the results obtained with: ECE with equally
spaced bins (ECE), ECE with equally populated bins (Ada ECE) and the Kolmogorov-
Smirnov Error (KS Error). For further details see We observe that the

three different metrics yield almost identical results.

C.2 Ablation of number of pixels for calibration

As discussed in [Section 5.3.3] in segmentation, the number of samples to be taken
into account for calibration scales with the number of pixels in an image. In order
to be more cost-effective when testing different calibration metrics and strategies,

we use a random subset of pixels within each image rather than the full image. In

[Figure C.2| we ablate the evolution of the different calibration metrics as we vary
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Figure C.1: Comparison of calibration error metrics (/) Calibration error for different

datasets and networks computed with different metrics. All different metrics yield very
similar result.

the number of sampled pixels. We can see that from 10k datapoints on, the metrics

stabilizes; therefore, we chose to use 20k randomly sampled pixels per image for our

experiments.

=
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Figure C.2: Pixels-per-image ablation. Evolution of calibration metrics as we vary the
number of pixels sampled at random from each image (as opposed to the full image). We
observe that when sampling more than 10k pixels all calibration metrics are very similar and
the calibration error remains stable. We use 20k random samples in our experiments.
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C.3 Ablation of confidence score: max probability
Vs entropy

Misclassification detection and OOD detection both rely on a metric to evaluate how
confident a model is on its predictions. The most straightforward metric would be the
pseudo-probability of the predicted class (i.e. the max probability). If the probability
is high it is reasonable to assume that the network is confident (this is precisely what
we want to impose in the calibration task). Other metrics which involve all the logits
have been suggested, negative entropy being the most popular. In we
compare the results obtained with probabiliy and entropy as confidence metrics and
observe that there is not a significant difference between the two. Therefore, the
simpler confidence metric based on the predicted class probability is used for other

experiments by default.

C.4 Ablation number of clusters

One of the main hyperparameters in Gong et al. |Gong et al.| (2021) is the number of
clusters. In[Figure C.4] we ablate the number of clusters for different test datasets
(columns) and calibration datasets (rows). Although not all networks evolve in the

same way, we observe that after 16 clusters, performance is more or less stable.

C.5 Visualization of cluster samples

In we observe that adaptive temperature scaling via clustering does
not significantly improve calibration under distribution shift — especially when the
shift is strong. The method by Gong et al. Gong et al. (2021)) makes the implicit
assumption that the different domains captured in the clusters during calibration
will be representative of the domains encountered at test time. In order to have

a better intuition, we visualize a few samples randomly picked from each cluster.
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Figure C.3: Ablation of confidence score: max probability vs. entropy Comparison
of misclassification (top) and OOD (bottom) detection when using probability or negative
entropy as confidence metrics. We observe that there is no significant difference between the
two metrics, therefore we use the simpler probability as the default.

We show images from both the calibration set (used to compute the clusters and
calibrate the models) and the test set (used to evaluate the calibration error). In
our visualizations, the test set comprises images of the three datasets (CS, IDD and

ACDC), while the calibration set changes for each Figure. In [Figures C.5|to [C.7]

respectively, we show representatives from clusters in Clust All (all datasets used
during calibration), Clust CS (CS images used) and Clust CS aug (augmented CS
images used). Qualitatively, when all datasets are used for calibration, the cluster

assignments appear quite reasonable (e.g. night ACDC images are assigned to night
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Figure C.4: Ablation number of clusters. ECE (]) for different models and datasets as

we vary the number of clusters computed for calibration. We find 16 clusters to be relatively
stable.

images from calibration). However, when calibrating on CS and CS augmented, we
observe that the calibration clusters are not diverse enough for the test images and

the cluster assignments do not appear so intuitive.
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Figure C.5: Visualization of clusters (Clust All). Sample images from clusters
computed for |Gong et al| (2021). In this case, the calibration set (where clusters are

computed) contains imaged from all datasets and we qualitatively observe the cluster
assignments to align with human intuition.
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Figure C.6: Visualization of clusters (Clust CS). Sample images from clusters computed
for Gong et al|(2021). In this case, the calibration set (where clusters are computed) contains
imaged from CS only. We qualitatively observe that the clusters are not representative of
the test distribution.
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Figure C.7: Visualization of clusters (Clust CS aug). Sample images from clusters
computed for |Gong et al| (2021). In this case, the calibration set (where clusters are
computed) contains imaged from CS augmented only. Even if data augmentations introduce
variability to the dataset, it is still not representative of the test distribution.
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C.6 Theoretical insights on adaptive temperature
via clustering

In we observed that even when we evaluate the ECE on the calibration set,
the calibration error does not monotonically decrease as we increase the number of
clusters. This is somewhat counterintuitive as one would think that, with more clusters,
the temperatures can be more fine-grained and evaluating on the calibration set there
are no issues with overfitting. However, it is indeed possible since the temperatures of
each cluster are optimized independently. In the following we present a theorem and
proof to show that decreasing the ECE for several disjoint subsets of images (clusters)

independently does not guarantee that the ECE on the union set will decrease.

First, we introduce some preliminaries and notation. Consider a classifier f : X — )
with Y = {1,2,3,...,k}. We model our classifier as f = argmax p(y|x) where p(y|x)
are the pseudo-probabilities estimated by the model for each class given the input. We

say that a model is calibrated when

P(y | plylx)=p)=p, Vx~D (C.1)

where P is the true probability of the classes and D the data distribution. However,
most works focus on a simplification of this problem where only the probability of the

predicted class is taken into account, that is:

P (y = argmax p(y|x) | max p(y[x) = p") =p" Vx,y ~D. (C.2)

The most common metric to measure calibration is the Fzxpected Calibration Error
(ECE). Which looks at the expected difference between the predicted and actual

probabilities:

E[|p" —E[ Plargmax p(y|x) = y) | max p(y|x) =p" ] | ]. (C.3)
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In order to empirically estimate the ECE, it is standard practice to quantize the output
probabilities given by the model and compute the mean probability (confidence) and

accuracy in each bin. That is,

ECE; =) #nz laccuracy(B;) — confidence(B;)] (C.4)

i=1

where # B; denotes the number of elements in the i*" bin, m denotes the number of
bins and n = 7", #B; the total number of elements used to estimate the ECE. We

also use f to indicate the dependency of the ECE on the classifier.

Consider now, that we split the data into two different sets and we quantize it in bins
B ={B;} and B’ = { B/} with the same boundaries so that for each pair B; and B} the
range of confidence values are the same. Moreover, consider now the respective ECE
computed for each subset of data independently — denoted ECE #(B) and ECE (B
— and on the full set of points ECE (B4 B') where B+ B’ is an abuse of notation to

indicate the union of elements in the bins for each index 3.

Theorem C.6.1. With the notation described above, consider a model f,rqcie Such that
an “oracle” splits the input according to whether it belongs to B or B'. Moreover, foracie
uses two calibration strategies (one for B and one for B') in a way that it improves
it’s ECE on each subset B, B' individually compared to some baseline model f (e.g. by
means of temperature scaling with a different temperature for each subset). This does
not necessarily imply that the oracle model (foracie) will be better calibrated on the full

set of points B+ B’ than the baseline model f. That is, given that:

(a) @fUT'acle (B) S @f(B) and @f07'acle(61> S @f(BI)

Then, condition (a) is not sufficient to claim:

(b) ECEy, . (B+B)< ECE/(B+B)
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Proof. In order to proof the theorem we will construct a counter-example where
condition (a) is satisfied but condition (b) is not. Consider the accuracy and confidence

for the full set of points in a given bin:

#B; acc(B;) + #B. acc(B})

B, + B;
acc(B; + B;) = 4B, + 4B
# B, conf(B;) + #B] conf(B))
f(B; + B)) = Z i
conf(B; + B;) B, + 4B,

Then the ECE of the full set of points will be:

E/]CTEf(B +B') = Z #Bi+ #B; laccs(B; + Bj) — confy(B; + Bj) |
i—1 n—l—n
=3 L | #Bi(aces(B,) — conty(By) + #Bl(ace;(B!) — conty(B)) |

Zﬂn—l—n

To simplify the notation, let us define r;(f) = accs(B;) — confs(B;) and similarly for

/

ri(f). Then, we can write:

— i 1
ECE " = ; B! 7! .
OBy (B+B) =3 s 4B () + #B. (1)
VAl o #DB;
RO, (B) =3 "7 pr( )l
i=1
SVaTR / = #Bz/ /
ECEf<B) :Z o i (f)]-
i=1
Now let us consider a setting where r;(f) = r and 7;(foracte) = —0.57 for some r # 0

while 7(f) = —r and 7}(forace) = —0.57. Moreover, consider #B; = #B, which

implies n = n’, then this setting would satisfy condition (a) since

BOE,(8) = Y. 2 m>2#

=1
— B B
m&w>zfﬂww>z#

=1

@foraclc (B) and

| - O 5T| :E(j\]aforacle (B,)
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However, this same setting would not satisfy condition (b) since

BCE; (B84 5) = 3> 22 r — 1/ =0 and
o 2n
ECEy,...(B+B)=>" #; | — 0.5 — 0.5r] > 0.
i1 <N
Thus, we have showed that condition (a) does not imply (b). O

This result implies that minimizing the ECE for different subsets of the data indepen-
dently (e.g. each cluster of images) does not necessarily lead to an overall improvement
of the ECE. Moreover, we have assumed only two sets of samples without loss of
generalization since if (a) implied (b) for an arbitrary number of data splits it would
in particular imply it for two. Finally, note that our result is valid for either image
classifiers or segmentors. In the first case we would each prediction would be the class
of a whole image while in the second case the each pixel in an image would have a

different prediction.
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C.7 Per-class clustering

In we have observed that adaptive temperature via clustering (Gong et al.
(2021)) does not significantly help improving out-of-domain calibration compared to
local temperature scaling (LTS) [Ding et al.| (2021). One important difference between
the methods is that LTS computes a temperature for each pixel in the image while
clustering is performed at the image level — using a single temperature per image. This
motivates us to perform an ablation where, on top of the image level clustering, pixels
in a given image are grouped according to their predicted class. Intuitively, we are
looking for a temperature for regions in the image that look alike to the network (since
they are assigned to the same class). In we compare standard per-image
clustering (top) with the aforementioned per-class clustering (bottom). Note that
per-class clustering always groups pixels according to the predicted class, therefore if
k =1 then there are 19 clusters (corresponding to the CS classes). Calibration images

are from the CS dataset.

Similarly to per-image clustering, increasing the number of clusters does not seem to
always help when using per-class clustering. Moreover, we do not find that per-class
clustering significantly improves calibration except for SegFormer architecture. We
are not stating here that finer-grained clustering may not yield further improvements
(and reach similar performance to LTS). However, given that improving ECE in

different subdomains independently is not guaranteed to improve overall calibration (see

IAppendix C.6|), perhaps a different approach to finding the temperatures and clusters

taking into account both local and global calibration error would be needed.
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Figure C.8: Per-class clustering ablation. ECE (] ) for different models and datasets as
we vary the number of clusters computed for calibration. We compare per-image clustering
(where all pixels in an image are given the same temperature) vs. per-class clustering (where
different pixels in an image are given a temperature depending on their predicted class).
Overall, we do not observe consistent improvements when using per-class clustering except
in SegFormer architecture.
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C.8 Ablation LTS: image vs logits

LTS Ding et al.| (2021)) employs a small-weight calibration network which receives both
the image and predicted logits as input and it returns a temperature map to scale the
logits (with a different temperature for each pixel in the image). Given its remarkable
performance (see and and, to get further insights into this method, in
we perform an ablation where the calibration network only receives the
image or the logits as input. To carry out this experiment, we modify the network in
Ding et al. (2021)) so that both input branches (logits and image) receive the same
input, either both logits or both image. All calibration networks have been trained in

CS images only.

Interestingly, we observe that, in distribution (ECE CS), the better performing method
for most networks is the LTS variant that uses the logits only. On the other hand, for
OOD calibration, the better performing variant in most cases is the one that relies
on both logit and image information. Moreover, under strong domain shifts (ECE
ACDC), LTS yields better results by using only the image information than by using
only the logits. However, this is subject to variability as results vary across different
architectures. Further investigations on how logit and image signals are combined may

constitute a promising direction to further improve calibration results.
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Figure C.9: LTS with image vs. logits information ECE (]) after calibration with
three LTS variants: the original method combining image and logits (LTS), an LTS version
only using logit information (LTS logits) and the complementary version only using image
information (LTS image). We observe that in distribution, using only the logits seems to
perform better while out of distribution using information from both image and logits works
best.
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C.9 Ablation of the effect of training settings

Our goal is to assess the reliability of the best available models for segmentation —
the ones used by practitioners. Therefore, to test a model at its best, we need to use
its most favorable setup (original pre-training, optimizer, etc.), as done in previous
work Pinto et al.| (2022)); Minderer et al.| (2021)). Nevertheless, in this section we
ablate the effects of two different training settings: the dataset used to pre-train the
backbone and the number of training iterations. Most recent models were pre-trained
on ImageNet 21k, however, ResNet backbones are usually pre-trained on ImageNet
1k. In the top rows of we compare the performance of a BiT-ResNet50
Kolesnikov et al.| (2020)) and a ConvNext-B [Liu et al.| (2022) backbones pre-trained
with either ImageNet 1k or 21k. We observe that the benefits of a larger pre-training

dataset are small in comparison to the gap between architectures.

On the other hand, most models were trained using 80k iterations (as is quite standard
for CS dataset, but Segmenter and SegFormer models’ original training schedule
uses 160k iterations. In the bottom rows of we compare Segmenter and
SegFormer-B5 networks trained with either 160k or 80k iterations, again the differences

are minor compared to the gap between architectures.

C.10 Architectures for Universal Image Segmenta-
tion

With the appearance of transformers, and in particular motivated by DETR |Carion
et al. (2020)), some architectures have been proposed with the objective to solve the
three main Image Segmentation tasks, that is: Semantic Segmentation, Instance
Segmentation and Panoptic Segmentation |Cheng et al.| (2021); Zhang et al.| (2021));
Cheng et al.| (2022)). Here we will focus on Mask2Former Cheng et al.| (2022) which
is based on MaskFormer |Cheng et al.| (2021)) and is the best performing universal

architecture to the best of our knowledge. Interestingly, to be able to solve the different
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mloU (1) ECE (1)
Architecture CS IDD ACDC CS IDD AcCDC

ConvNext-B (IN-1k)  80.39 64.11  58.77 0.77 5.53 18.95
ConvNext-B (IN-21k) 81.56 65.70 60.59 0.81 5.27  20.07
BiT-RN50 (IN-1k) 76.36 57.46 4747 0.67 5.18 19.47
BiT-RN50 (IN-21k) 76.49 57.23 46.70  0.65 5.20 19.63

Segmenter (160k) 76.19 6196 63.24 083 4.14 18.59
Segmenter (80k) 76.22 60.74 6296 0.71 4.28  18.36
SegF-B5 (160k) 80.94 62.47 5943 193 6.46 21.37
SegF-B5 (80k) 80.15 62.95 57.00 1.07 5.32 21.27

Table C.1: Ablations of different training settings. On the top we compare ConvNext
and BiT-RNb50 architectures with the backbones pre-trained on either ImageNet 1k or
21k datasets. We observe that the benefits of a larger pre-training dataset are small in
comparison to the gap between architectures. On the bottom we compare the amount of
training iterations, again, we observe that although longer training schedules do improve the
performance, changes are also small in comparison to architecture differences.

segmentation tasks jointly, these architectures do not output the standard per-pixel
logits when it comes to semantic segmentation. Instead, they predict a set of N
object masks (where N is fixed) and the class probabilities for each object. Then, to
obtain the per-pixel class probabilities they marginalize over all the possible objects
a pixel could belong to, we refer the reader to Cheng et al.| (2021} [2022)) for further

details.

Although this final output can be regarded as per-pixel class probabilities, they way it is
obtained differ from the standard logits + softmax setting that all calibration methods
rely on, therefore it is not straightforward to compare these universal architectures
with other models with temperature scaling. Nevertheless, given the good performance
and wider applicability of these models, we include them in our study comparing
only off-the-shelf performance in terms of mloU, calibration, OOD detection and
misclassification. The best performing model from |Cheng et al. (2022) is based on a
Swin transformer (Swin Large) [Liu et al.| (2021), therefore, we also include a Swin

transformer model with UpperNet to the comparison for completeness.
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C.10.1 Calibration with Mask2Former

In we present the ECE vs segmentation error (100 - mloU) for the different
models. Interestingly, we observe that Mask2Former seems to be the best-performing
model in terms of mIoU in all datasets. In terms of calibration error Mask2Former
is poorly calibrated in distribution (CS) but has a milder increase in ECE as the

distribution shift becomes stronger.
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Figure C.10: mIoU error (]) vs. Expected calibration error (/). All models were
trained on CS. Markersize proportional to number of parameters. Interestingly, we observe
that Mask2Former seems to be the best-performing model in terms of mlIoU in all datasets.
In terms of calibration error Mask2Former is poorly calibrated in distribution (CS) but has
a milder increase in ECE as the distribution shift becomes stronger.

C.10.2 OOD detection with Mask2Former

In we present the OOD vs mloU for the different models. Here we observe that
Mask2Former and Swin transformer align with the negative trend observed in previous

models where models with better mloU tend to perform worse at OOD detection.

C.10.3 PRR with Mask2Former

In we present the OOD vs mloU for the different models. Although Mask2Former
is significantly better than other models in terms of misclassification detection in
distribution, it seems to perform significantly worse under strong domain shifts (ACDC).
This seems to be contrary to the trend followed by other models where robustness

seems to be correlated with misclassification under domain shift.
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Figure C.11: mlIoU (1) vs. OOD - AUROC (1) for different model families. All
models trained on CS. Markersize proportional to number of parameters. We observe that
Mask2Former and Swin transformer align with the negative trend observed in previous

models where models with better mIoU tend to perform worse at OOD detection.
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Figure C.12: mlIoU (1) vs. prediction rejection ratio (1) for different model families.
All models trained on CS. Markersize proportional to number of parameters. Mask2Former
is significantly better than other models in terms of misclassification detection in distribution,
it seems to perform significantly worse under strong domain shifts (ACDC).

C.11 Visualization of uncertainty and temperature
maps

As opposed to classification, semantic segmentation models can assign different
confidence to regions of the image. That can allow, among other applications, to
detect regions with low confidence that may correspond to novel classes or weird
instances of a known class. ACDC shares the same classes as Cityscapes, however,
IDD includes some novel classes which are not included in the Cityscapes dataset. In
we illustrate some examples of IDD images with confidence maps before and after
LTS, together with the temperature scaling maps predicted by the calibration network.
We observe how different OOD classes (e.g. autorickshaw, bridge, billboard) or weird

instances are highlighted in the calibration maps. In [Appendix C.12| we quantify how

useful are the calibration maps in order to perform local OOD detection.
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Scaled Probs

Figure C.13: Calibration and temperature maps for different IDD images. We observe
how different OOD classes (e.g. autorickshaw, bridge, billboard) or weird instances are
highlighted in the calibration maps.
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C.12 Local OOD detection

In this section we perform OOD detection at the pixel level to find regions of the
image that belong to unknown classes (autorickshaw, guardrail, billboard, bridge).
We define pixels of unknown classes as OOD while those corresponding to CS classes
are in distribution. In we present the results of local OOD detection vs
mloU. We make two observations: i) Mask2Former has the best local OOD detection;
ii) Differences between models are smaller for local OOD: numbers are roughly in the

0.7 — 0.8 range vs. 0.4 — 1.0 range for image-based OOD.

— @ UpNetRN
: DLV3+RN
=) 0.80 ﬁ_ M ConvNext
9 oxe T s SETR
~0.75 p x @ SegFormer
g ° % <4 Segmenter
—0.70 o Mask2F
SwinL
55 60 65 X Swin
IDD mioU ( T)

Figure C.14: mIoU (1) wvs. local ood (1) for different model families. All models trained
on CS. Markersize proportional to number of parameters. Mask2Former achieves the best
local OOD detection performance.
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C.13 Additional plots: adaptive temperature via
clustering

In we analyzed the calibration error after applying the method by Gong et
al.\Gong et al.| (2021), which clusters the images in the calibration set and computes
a different temperature per cluster. Due to space constraints we only showed the
best performing model for each family, in we show the results for all

models.
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Figure C.15: ECE (|) after clustering TS Extension of [Figure 5.3in the main paper
where we show results for all models.
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Complementary to |[Figure C.15 where we show the different calibration methods for
a given architecture with barplots, in [Figure C.16| we present the same results but
we group them by calibration method (instead of by model). For each test dataset
(rows), we plot the ECE vs. mloU after calibrating the models with the corresponding

method (columns).
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Figure C.16: ECE (/) vs. mIoU error (|) after calibration with clustering TS
considering different calibration sets. This plot provides a different visualization of the results

i Figure .19
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C.14 Additional plots: local temperature scaling

In we analyzed the calibration error after applying the method by Ding et
al. Ding et al.| (2021) which learns a calibration network that predicts the temperature

as a function of the image and segmentation model logits. Due to space constraints

we only showed the best performing model for each family, in we show

the results for all models.
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Figure C.17: ECE (|) after Local TS Extension of |[Figure 5.5 in the main paper where
we show results for all models.
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Complementary to where we show the different calibration methods for
a given architecture with barplots, in [Figure C.18| we present the same results but
we group them by calibration method (instead of by model). For each test dataset

(rows), we plot the ECE vs. mloU after calibrating the models with the corresponding

method (columns).
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Figure C.18: ECE (|) vs. mIoU error (/) after calibration with Local TS considering

different calibration sets. This plot is showing the same results as but in a
different visualization.
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C.15 Additional plots: Comparison calibration meth-
ods

In we compared the calibration error after calibrating with TS CS, Clust CS
and LTS CS wvs. the uncalibrated baseline. Due to space constraints we only showed
the best performing model for each family, in we show the results for all

models.
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Complementary to |[Figure C.19 where we show the different calibration methods for
a given architecture with barplots, in [Figure C.20] we present the same results but
we group them by calibration method (instead of by model). For each test dataset
(rows), we plot the ECE vs. mloU after calibrating the models with the corresponding

method (columns).
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Figure C.20: ECE () vs. mIoU error () after calibration with different methods
on the CS calibration set. This plot is showing the same results as but in a
different visualization.
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C.16 Additional plots: misclassification detection

In we compared the misclassification detection and OOD detection perfor-
mance of the networks after calibrating with TS CS, Clust CS and LTS CS wvs. the
uncalibrated baseline. Due to space constraints we only showed the best performing
model for each family, in we show the misclassification detection results

for all models.
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C. Appendiz of Reliability in Semantic Segmentation: Are We on the Right Track?

Complementary to where we show the different calibration methods for
a given architecture with barplots, in [Figure C.22| we present the same results but
we group them by calibration method (instead of by model). For each test dataset
(rows), we plot the ECE vs. mloU after calibrating the models with the corresponding

method (columns).
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Figure C.22: PRR (1) vs. mIoU (7) after calibration with different methods on
the CS calibration set. This plot is showing the same results as but in a different

visualization.
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C.17 Additional plots: out-of-distribution detec-
tion

In we compared the misclassification detection and ood detection perfor-
mance of the networks after calibrating with TS CS, Clust CS and LTS CS ws. the
uncalibrated baseline. Due to space constraints we only showed the best performing
model for each family, in we show the OOD detection results for all

models.
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Figure C.23: OOD detection: AUROC (1) after calibration with different methods
Extension of in the main paper where we show OOD detection results for all
models.

Complementary to where we show the different calibration methods for
a given architecture with barplots, in [Figure C.24] we present the same results but
we group them by calibration method (instead of by model). For each test dataset
(rows), we plot the ECE wvs. mloU after calibrating the models with the corresponding

method (columns).
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Figure C.24: AUROC (1) vs. mIoU (1) after calibration with different methods
on the CS calibration set. This plot is showing the same results as but in a

different visualization.
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Appendix of Placing Objects in Context via
Inpainting for Out-of-distribution
Segmentation

D.1 POC datasets object list

Our POC evaluation sets (i.e. POC-CS, POC-IDD and POC-ACDC) are obtained
by adding objects to different self-driving datasets. Following works like Lost and
Found Pinggera et al.| (2016), we compiled a list of 25 objects that can be found on
the road.

Y PR3

The anomaly list is as follows: “stroller”, “trolley”, “garbage bag”, “wheelie bin”,
“suitcase”, “skateboard”, “chair dumped on the street”, “sofa dumped on the street”,
“furniture dumped on the street”, “matress dumped on the street”, “garbage dumped
on the street”, “clothes dumped on the street”, “cement mixer on the street”, “cat”,

“dog”, “bird flying”, “horse”, “skunk”, “sheep”, “crocodile”, “alligator”, “bear”, “llama”,

“tiger” and “monkey”.

Additionally, we also add a few classes from Cityscapes to make sure that anomaly

segmentation models are indeed detecting anomalies and not merely identifying
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synthetic objects.

» W

Cityscapes classes inluded are: “rider”, “bicycle”, “motorcycle”;, “bus”, “person”

and “car”.

D.2 Anomaly segmentation methods: mloU on
Cityscapes

Although fine-tuning methods with OOD samples can improve anomaly segmentation
significantly, they may affect the closed-set performance. In we report
the mloU on Cityscapes of all methods reported in the main paper, showing that

fine-tuning with POC data does not negatively impact closed-set performance.

Method ‘ Mask2Anomaly ‘ RPL ‘ RbA

OOD data|No ft. COCO POC coco POC alt.|No ft. COCO POC coco POC alt.
mloU ¢ 78.29 78.34 78.33 78.49 [90.94 90.94 90.94 90.94

No ft. COCO POC coco POC alt.
82.25 82.15 82.17 82.16

Table D.1: mIoU on Cityscapes validation set. We compute the mloU after fine-tuning
with different datasets (complementing results in [Table 6.2]). We observe that fine-tuning
with our POC datasets does not degrade the closed-set performance.

D.3 Adding objects with Instruct Pix2Pix

When building our pipeline, we explored different generative methods. In particular,
InstructPix2Pix (IP2P) Brooks et al. (2023) has showed remarkable performance
following natural language instructions (e.g. “turn the sofa red"). Therefore, it would
be natural to have such “general-purpose editing" methods as baselines to add objects
to the images. We observed that IP2P seems to be biased towards modifying objects
in the scene rather than adding new ones. In we show several examples of
images generated with IP2P. In our initial experiments, we observe how new objects
tend to replace the logo of the ego vehicle (top images). If we remove the bottom of
the image (middle section), we then observe that some particular image features (e.g.

the edge of the sidewalk) tend to be replaced. Moreover, the added objects tend to lack
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Add a cat on the road Add a dog on the road

Figure D.1: Sample images from InstructPix2Pix Brooks et al.| (2023)). We observe
that InstructPix2Pix has a bias to replace certain objects or features in the scene. In top
images it replaces the mercedes logo of the ego vehicle while in bottom images it replaces
the edge of the sidewalk.

realism and, given that the changes are not constrained to a particular region, editing

via IP2P usually results in undesired modifications in other image regions.

D.4 AUPRC plots

In we visualize the AUPRC results for all methods, complementing the
visualization in
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Segmentation

AUPRC ( 1) after OOD fine-tuning M2A

= No ft. = COCO = POC alt. (ours)

= POC coco (ours)

FS Static

ACDC-POC

FS L&F (ours)
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AUPRC ( 1) after OOD fine-tuning RbA
= COCO = POC alt. (ours)
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SMIYC A \ (ours)

Figure D.2: AUPRC on different anomaly segmentation datasets. We compare
three different anomaly segmentation methods, M2ARai et al| (2023), RPLLiu et al. (2023b)
and RbANayal et al.| (2023) with different fine-tuning datasets. Fine-tuning with POC-
generated images tends to bring improvements or match COCO fine-tuning in most settings.
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D.5 Additional Pascal training samples

In we show additional samples generated with our POC pipeline as well as

T2I baselines (that use text-to-image models inspired by Karazija et al. (2023)).

POC Pipeline T2I Full T2I Crop

Figure D.3: Training image samples. Additional training images to learn new classes,

complementing
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D.6 Additional anomaly score maps

In this appendix section we add more visualizations of anomaly score maps with
different methods. We show results from our three POC-generated datasets as well as

samples from previous anomaly datasets.

214



D. Appendiz of Placing Objects in Context via Inpainting for Out-of-distribution
Segmentation

Image Labels No fine-tuning COCO fine-tuning POC fine-tuning

Figure D.4: M2A anomaly scores on CS-POC samples.
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Image Labels No fine-tuning COCO fine-tuning POC fine-tuning
T

Figure D.5: M2A anomaly scores on IDD-POC samples.
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Image Labels No fine-tuning COCO fine-tuning POC fine-tuning

Figure D.6: M2A anomaly scores on ACDC-POC samples.
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Image Labels No fine-tuning COCO fine-tuning POC fine-tuning

Figure D.7: M2A anomaly scores on samples from related datasets (see

ure 6.2).
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Image Labels No fine-tuning COCO fine-tuning POC fine-tuning

Figure D.8: RPL anomaly scores on CS-POC samples.
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Image Labels No fine-tuning COCO fine-tuning POC fine-tuning

Figure D.9: RPL anomaly scores on IDD-POC samples.
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Image Labels POC fine-tuning

No fine-tunin
o N

COCO fine-tuning

Figure D.10: RPL anomaly scores on ACDC-POC samples.
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Image Labels No fine-tuning COCO fine-tuning POC fine-tuning

Figure D.11: RPL anomaly scores on samples from related datasets (see

fare 6:2).
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Image Labels No fine-tuning COCO fine-tuning POC fine-tuning

Figure D.12: RbA anomaly scores on CS-POC samples.
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Image Labels No fine-tuning COCO fine-tuning

POC fine-tuning
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Figure D.13: RbA anomaly scores on IDD-POC samples.
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Image Labels No fine-tuning COCO fine-tuning POC fine-tuning

Figure D.14: RbA anomaly scores on ACDC-POC samples.
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Image Labels No fine-tuning COCO fine-tuning POC fine-tuning

Figure D.15: RbA anomaly scores on samples from related datasets (see

ure 6.2).

226



D. Appendiz of Placing Objects in Context via Inpainting for Out-of-distribution
Segmentation

D.7 Additional qualitative results

In this section we show additional qualitative results for the dataset extension

experiments (c.f. [Section 6.5). We show predictions on all evaluated datasets for
DLV3+, ConvNeXt and Segmenter models.

227



D. Appendiz of Placing Objects in Context via Inpainting for Out-of-distribution
Segmentation

POC Pipeline T2I Full T2I Crop

Figure D.16: DLV3+ predictions on additional web images.
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POC Pipeline T2I Full T2I Crop

Figure D.17: ConvNeXt predictions on additional web images.

229



D. Appendiz of Placing Objects in Context via Inpainting for Out-of-distribution
Segmentation

POC Pipeline T2I Full T2I Crop

Figure D.18: Segmenter predictions on additional web images.
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POC Pipeline T2I Full T2I Crop Labels

Cityscapes extended

Pascal test set

Figure D.19: DLV3+ predictions on extended Cityscapes (POC A) and Pascal
validation sets.
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POC Pipeline T2I Full T2I Crop

Cityscapes extended

Pascal test set

Figure D.20: ConvNeXt predictions on extended Cityscapes (POC A) and Pascal
validation sets.
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POC Pipeline T2I Full T2I Crop Labels

Cityscapes extended

Pascal test set

B

&

LB

Figure D.21: Segmenter predictions on extended Cityscapes (POC A) and Pascal
validation sets.
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Abstract

Adversarial training (AT) is the de facto method for building robust neural networks,
but it can be computationally expensive. To mitigate this, fast single-step attacks can
be used, but this may lead to catastrophic overfitting (CO). This phenomenon appears
when networks gain non-trivial robustness during the first stages of AT, but then reach
a breaking point where they become vulnerable in just a few iterations. The mechanisms
that lead to this failure mode are still poorly understood. In this work, we study the
onset of CO in single-step AT methods through controlled modifications of typical
datasets of natural images. In particular, we show that C'O can be induced at much
smaller € values than it was observed before just by injecting images with seemingly
innocuous features. These features aid non-robust classification but are not enough to
achieve robustness on their own. Through extensive experiments we analyze this novel
phenomenon and discover that the presence of these easy features induces a learning
shortcut that leads to CO. Our findings provide new insights into the mechanisms of

CO and improve our understanding of the dynamics of AT.

235



E. Catastrophic overfitting can be induced with discriminative non-robust features

E.1 Introduction

Deep neural networks are sensitive to imperceptible worst-case perturbations, also
known as adversarial perturbations (Szegedy et al., [2014)). As a result, training neural
networks that are robust to such perturbations has been an active area of study in
recent years (see |Ortiz-Jiménez et al.| (2021)) for a review). The most prominent line of
research, referred to as adversarial training (AT), focuses on online data augmentation
with adversarial samples during training. However, finding these samples for deep
neural networks is an NP-hard problem (Weng et al., 2018)). In practice, this is
usually overcome with various methods, referred to as adversarial attacks, which find
approximate solutions to this hard problem. The most popular attacks are based on
projected gradient descent (PGD) (Madry et al., 2018)), which is still a computationally
expensive algorithm that requires multiple steps of gradient ascent. This hinders its use
in many large-scale applications motivating the use of alternative efficient single-step

attacks (Goodfellow et al., [2015)).

The use of single-step attacks within AT, however, raises concerns regarding stability.
Although single-step AT leads to an initial increase in robustness, the networks often
reach a breaking point beyond which they lose all gained robustness in just a few
additional training iterations (Wong et al., 2020). This phenomenon is known as
catastrophic overfitting (CO) (Wong et al., 2020; |/Andriushchenko and Flammarion),
2020)). Given the clear computational advantage of single-step attacks during AT, a
significant body of work has been dedicated to finding ways to circumvent CO via

regularization and data augmentation.

However, despite recent methodological advances, the mechanisms that lead to CO
remain poorly understood. Nevertheless, due to the complexity of this problem, we
argue that identifying such mechanisms cannot be done through observations alone
and requires active interventions llyas et al. (2019). That is, we want to synthetically
induce CO in settings where it would not naturally happen in order to explain its

causes.
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The key contribution of this work is exploring the root causes of CO, leading to the

core message:

Catastrophic overfitting is a learning shortcut used by the network to avoid learning

complex robust features while achieving high accuracy using easy non-robust ones.
In more detail, our main contributions are:

(i) We demonstrate that CO can be induced by injecting features that are strong

for standard classification but insufficient for robust classification.

(ii) Through extensive empirical analysis, we find that CO is connected to the

network’s preference for certain features in a dataset.

(iii) We describe and analyse a mechanistic explanation of CO and its different

prevention methods.

Our findings improve our understanding of CO by focusing on how data influences AT.
They provide insights into the dynamics of AT, where the interaction between robust
and non-robust features plays a key role, and open the door to promising future work

that manipulates the data to avoid CO.

Outline The rest of the paper is structured as follows: In[Appendix E.2| we review

related work on CO. presents our main observation: CO can be induced

by manipulating the data distribution by injecting simple features. In[Appendix E.4]

we perform an in-depth analysis of this phenomenon by studying the features used by
networks trained with different procedures. In[Appendix E.5| we link these observations
to the evolution of the curvature of the networks and find that CO is a learning shortcut.

Append pieces all these evidence together and provides a mechanistic explanation

of CO. Finally, in [Appendix E.7, we use our new perspective to provide new insights

on different ways to prevent CO.
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E.2 Preliminaries and related work

Let fo : R — ) denote a neural network parameterized by a set of weights 8 € R”
which maps input samples € R to y € ) = {1,...,c}. The objective of adversarial
training (AT) is to find the network parameters 6 € R™ that minimize the loss for the

worst-case perturbations, that is:

m(}inE(%y)ND max L(fo(x +9),y)| ., (E.1)

1llp<e

where D is a data distribution, § € R? represents an adversarial perturbation, and
(p, €) characterize the adversary. This is typically solved by alternately minimizing the
outer objective and maximizing the inner one via first-order optimization procedures.
The outer minimization is tackled via a standard optimizer, e.g. SGD, while the inner
maximization problem is approximated with adversarial attacks with one or more steps
of gradient ascent. Single-step AT methods are built on top of FGSM (Goodfellow et al.|
2015)). In particular, FGSM solves the linearized version of the inner maximization
objective (when p = 00), i.e.

drasm = argmax L(fo(x),y) + 8" VaL(fo(x),y) = esign (VoL(fo(),y)) -

[16]lo0 <€

FGSM is computationally efficient as it requires only a single forward-backward
step. However, FGSM adversarial training (FGSM-AT) often yields networks that are
vulnerable to multi-step attacks such as PGD (Madry et al.; 2018). In particular, Wong
et al.| (2020) observed that FGSM-AT presents a failure mode where the robustness of
the model increases during the initial training epochs, but then loses all robustness
within a few iterations. This is known as catastrophic overfitting (CO). They further
observed that augmenting the FGSM attack with random noise seemed to mitigate
CO. However, |Andriushchenko and Flammarion (2020) showed that this method
still leads to CO at larger e. Therefore, they proposed combining FGSM-AT with
a smoothness regularizer (GradAlign) that encourages the cross-entropy loss to be
locally linear. Although GradAlign successfully avoids CO, the smoothness regularizer

adds a significant computational overhead.
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Even more expensive, multi-step attacks approximate the inner maximization in (E. 1]

with several gradient ascent steps (Kurakin et al. 2017a; [Madry et al., 2018; Zhang|
2019)). If a sufficient number of steps are used, these methods do not suffer from

CO and achieve better robustness. Due to their superior performance and extensively

validated robustness (Madry et al., 2018} [Tramer et al., 2018; |Zhang et al., 2019; |Rice,
et all, 2020)), multi-step methods such as PGD are considered the reference in AT.

However, using multi-step attacks in AT linearly increases the cost of training with the
number of steps. Other methods have been proposed to avoid CO while reducing the
cost of AT. However, these methods either only move CO to larger € radii (Golgooni;
et al) [2021), are more computationally expensive (Shafahi et al] [2019; [Li et all, [2020),

or achieve sub-optimal robustness (Kang and Moosavi-Dezfooli, [2021; Kim et al., 2021]).

Recently, |de Jorge et al, (2022)) proposed N-FGSM, which avoids CO without extra

cost, however, the phenomena of CO remains poorly understood.

Other works have also analyzed the training dynamics when CO occurs. Initially, it

was suggested that CO was a result of the networks overfitting to attacks limited

to the corners of the (, ball (Wong et al. 2020). However, this conjecture was
later dismissed by |Andriushchenko and Flammarion (2020) who showed PGD-AT

projected to the corners of the /., ball does not suffer from CO. Alternatively, they

suggested that the reason Wong et al.| (2020) avoids CO is the reduced radii of their

perturbations on expectation, but |de Jorge et al.| (2022)) showed that they could still

prevent CO while using larger perturbations. Meanwhile, it has been consistently

reported (Andriushchenko and Flammarion, [2020; Kim et al., 2021)) that networks

suffering from CO exhibit a highly non-linear loss landscape. As FGSM relies on

the local linearity of the loss landscape, this sudden increase in non-linearity of the

loss renders FGSM ineffective (Kim et al., [2021; Kang and Moosavi-Dezfooli, 2021]).

However, none of these works have managed to identify what causes the network to
become strongly non-linear. In this work, we address this knowledge gap, and explore

a plausible mechanism that can cause single-step AT to develop CO.
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E.3 Inducing catastrophic overfitting

Our starting point is the observation that robust solutions are not the default outcome
of standard training and are avoided unless explicitly enforced through AT. That is,
robust solutions are hard to learn. We also know that robust classification requires
leveraging alternative robust features that are not learned in standard training (Ilyas
et al., [2019; [Sanyal et al.| 2021)). Finally, we know that when CO occurs, the robust
accuracy drops while the clean and FGSM accuracy increases (Wong et al., 2020;
Andriushchenko and Flammarion, 2020)). With that in mind, we pose the question:
Can CO be a mechanism to avoid learning complex robust features? If so, the network
may be using CO as a way to favor easy non-robust features over complex robust

ones.

Directly testing this hypothesis is difficult as it requires identifying and characterizing
robust and non-robust features in a real dataset. This is a challenging task, equivalent
to actually solving the problem of adversarial robustness. To overcome this, we follow
the standard practice in the field and use controlled modifications of the data (Arpit
et al., 2017 llyas et al., |2019; Shah et al., 2020; Ortiz-Jimenez et al., 2020a). By
conducting experiments on the manipulated data, we can make claims about CO and
its causes. Specifically, we find that by injecting a simple discriminative feature on
standard vision datasets, we can induce CO at lower values of € (i.e. with smaller
perturbations) than those at which it naturally occurs. This suggests that the structure

of the data plays a significant role in the onset of CO.

Our injected dataset Let (x,y) ~ D be an image-label pair sampled from a
distribution D. We modify the data by adding a label-dependent feature v(y), scaled

by a parameter 8 > 0, and construct a family of injected datasets 255:
(&y) ~Dy: &=+ PBo(y) with (z,y) ~D. (E2)

We design v(y) to be linearly separable with ||v(y)||, = 1 for all y € Y. We mainly use

p = oo in the paper as CO has been observed more often in this setting (Wong et al.|
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Data intervention Clean accuracy Robust accuracy
100% 100%
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Figure E.1: Left: Modified dataset with injected simple and discriminative features.
Right: Clean and robust performance after FGSM-AT on injected datasets 155. We vary
the strength of the synthetic features 5 (5 = 0 corresponds to the original CIFAR-10) and
the robustness budget e. For € € {4/255,6/255}, our intervention can induce CO when the
synthetic features have strength S = €, even when the original data does not suffer CO.
Results averaged over 3 seeds. Shades show min-max values.

2020; [Andriushchenko and Flammarion| [2020), but we also present some results with

p = 2 in[Appendix F.4] The set of all injected features is denoted as V = {v(y) | y € V}.

The scale parameter 5 > 0 is fixed for all classes and controls the relative strength

of the original and injected features, i.e.  and v(y), respectively (see [Figure E.1
(left)).

Injecting features that are linearly separable and perfectly correlated with the labels
induces some interesting properties. In short, although v(y) is easy-to-learn, the
discriminative power and robustness of a classifier that solely relies on the injected
features V depends on the scale parameter 5. Indeed, a linear classifier relying only
on V can separate 155 for a large enough 5. However, if & has some components

in span(V), the interaction between @ and v(y) may decrease the robustness of the

classifier for small 5. We rigorously illustrate this behavior in [Appendix F.1|

To control the interaction between @ and v(y), we design V by selecting the first

vectors from the low-frequency components of the 2D Discrete Cosine Transform

(DCT) (Ahmed et al.,|1974), depicted in [Figure E.1| (left), which have a large alignment

with the space of natural images in our experiments (e.g. CIFAR-10). To ensure the
norm constraint, we binarize these vectors to have only +1 values, resulting in a

maximal per-pixel perturbation that satisfies ||v(y)|| = 1. These design constraints
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also make it easy to visually identify the alignment of adversarial perturbations & with

v(y) as they have distinctive patterns.

Injection strength () drives CO We train a PreActResNet18 (He et al., 2016b))
on different intervened versions of CIFAR-10 (Krizhevsky et al., 2009) using FGSM-AT
for different robustness budgets ¢ and scales (3. (right) shows the results
of these experiments in terms of clean accuracy and robustnessﬂ In terms of clean
accuracy, [Figure E.1| (right) shows two regimes. First, when S < ¢, the network
achieves roughly the same accuracy by training and testing on 255 as by training and
testing on D (corresponding to = 0), i.e. the network ignores the added features
v(y). Meanwhile, when § > ¢, the clean accuracy reaches 100% indicating that the

network relies on the injected features and ignores D. This is further shown empirically

in [Appendix E.4| and [Appendix F.6,

The behavior with respect to robust accuracy is even more interesting. For small
€ (€ = 2/255), the robust accuracy shows the same trend as the clean accuracy, albeit
with lower values. For large € (¢ = 8/255), the model incurs CO for most values of
(. This is not surprising as CO has already been reported for this value of € on the
original CIFAR-10 dataset (Wong et al., |2020). However, the interesting setting is
for intermediate values of € (e € {4/255,6/255}). For these settings, [Figure E.1| (right)

distinguishes three regimes:

(i) When the injected features are weak (8 < ¢€), the robust accuracy is similar as

with the original data.

(ii) When they are strong (8 > ¢), robustness is high as using v(y) is enough to

classify @ robustly.

(iii) When they are mildly robust (§ = €), training suffers from CO and the robust

accuracy drops to zero.

'Robustness measured using PGD with 50 steps and 10 restarts.
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This last regime is very significant, as training on the original dataset D (5 = 0) does
not suffer from CO for this value of €. In the following section, we delve deeper into

these results to better understand the cause of CO.

Inducing CO in other settings To ensure generality, we replicate our previous

experiment using different settings. Specifically, we show in [Appendix F.4| that our

intervention can induce CO in other datasets such as CIFAR-100 and SVHN (Netzer
et al., [2011), and higher-resolution ones such as TinylmageNet (Li et al., |2020) and
ImageNet-100 (Kireev et al., [2022)). We also reproduce the effect using larger networks
like a WideResNet28x10 (Zagoruyko and Komodakis, [2016) and for ¢ perturbations.
We, therefore, confidently conclude that there is a link between the structure of the

data and CO, independently of actual datasets, and models.

E.4 Networks prefer injected features

Since we now have a method to intervene in the data using and induce CO,
we can use it to better characterize the mechanisms that lead to CO. The previous
experiments showed that when § < € or § > ¢, our data intervention does not induce
CO. However, when 8 ~ ¢, FGSM-AT consistently experiences CO. This raises the
following question: what makes [ ~ € special? We now show that for § ~ ¢, a network
trained using AT uses information from both the original dataset D and the injected
features in V to achieve high robust accuracy on the injected dataset ﬁﬁ. However,
when trained without any adversarial constraints i.e. for standard training, the network

only uses the features in V and achieves close to perfect clean accuracy.

In order to understand what features are learned when training on the injected
dataset 155, we evaluate the performance of different models on three distinct test sets:
(i) CIFAR-10 test set with injected features (Dg), (ii) original CIFAR-10 test set (D),

and (iii) CIFAR-10 test set with shuffled injected features (D)) where the additive

signals are correlated with a permuted set of labels, i.e.

(@™, y) ~ Dagy - &7 =+ fo(n(y)), (E.3)
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Figure E.2: Clean (top) and robust (bottom) accuracy on 3 different test sets: (i) original
CIFAR-10 (D), (ii) dataset with injected features 155 and (iii) dataset with shuffled injected
features ﬁﬂ(ﬁ). All runs use 8 = 8/255 and € = 6/255. Blue shading denotes the use of both D
and V and yellow only V.

with (x,y) ~ Dand v € V. Here, 7 : Y — Y is a fixed permutation to shuffle the labels.
Evaluating these models on 25”(/3) exposes them to contradictory information, since a
and v(m(y)) are correlated with different labelf?] Thus, if the classifier only relies on V,
the performance should be high on 755 and low on D and 15”(/3), while if it only relies
on D, the performance should remain constant for all injected datasets.
shows the results of this evaluation during standard, FGSM-AT and PGD-AT on 155
with with § = 8/255 and € = 6/255.

PGD training: We can conclude that the PGD-AT network achieves a robust solution
using both D and V from (left). It uses D as it achieves better than trivial
accuracy on D and ﬁﬂ(ﬁ). But it also uses V as it achieves higher accuracy on 155
than D, and suffers from a drop in performance on ﬁw(g). This implies that this
network effectively combines information from both the original and injected features

for classification.

Standard training: Standard training shows a different behaviour than PGD-AT
(see[Figure E.2| (center)). In this case, the network achieves excellent clean accuracy on

ﬁg, but trivial accuracy on D, indicating that it ignores the information present in D

2We also evaluate on V alone in [Appendix F.5
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and only uses non-robust features from V for classification. This is further supported
by its near-zero accuracy on 15”(5). We conclude that the injected features are easy to

learn i.e. they are preferred by standard training.

FGSM training: The behaviour of FGSM-AT in [Figure E.2| (right) highlights further
the preference for the injected features. FGSM-AT undergoes CO around epoch 8
and its robust accuracy on 155 drops to zero despite its high clean accuracy on 155. It

presents two distinct phases:

(i) Prior to CO the robust accuracy on Dy is non-zero and the network exploits

both D and V, similar to PGD-AT.

(ii) After CO both the clean and robust accuracy on D and 15”(5) drop, exhibiting
behavior similar to standard training. This indicates that, after CO, the network

forgets D and solely relies on the features in V.

Why does FGSM change the learned features after CO? From the behaviour
of standard training, we concluded that the network has a preference for the injected
features V, which are easy to learn. Meanwhile, the behaviour of PGD training
suggests that when the easy features are not sufficient for robust classification, the
model combines them with other (harder-to-learn) features, such as those in D. FGSM
initially learns a robust solution using both D and V), similar to PGD. However, if
the FGSM attacks are rendered ineffective, the robustness constraints are removed,
allowing the network to revert back to the simple features and the performance on the

original dataset D drops. This is exactly what occurs with the onset of CO around

epoch 8, which we will further discuss in [Appendix E.5.1] As we will see, the key to

understanding why CO happens lies in how learning each type of feature influences

the local geometry of the classifier.

E.5 Geometry of CO

Recent works have shown that after the onset of CO, the local geometry around the

input @ becomes highly non-linear (Andriushchenko and Flammarion, 2020; |Kim et al.|
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2021} de Jorge et al., 2022). Motivated by these, and to better understand induced
CO, we investigate the evolution of the curvature of the loss landscape when this

happens.

E.5.1 Curvature explosion drives CO

To measure curvature, we use the average maximum eigenvalue of the Hessian on N =
100 training points Amax = % SN Amax (V%E( fg(in),yn)> as in Moosavi-Dezfooli
et al. (2019)), and record it throughout training. (left) shows the result of
this experiment for FGSM-AT (orange line) and PGD-AT (green line) training on Dy
where CO with FGSM-AT happens around epoch 8.

Two-phase curvature increase Interestingly, we observe a steep increase in
curvature for both FGSM-AT and PGD-AT (the y-axis is in logarithmic scale) before CO.
However, while there is a large increase in curvature for PGD-AT right before the 8™
epoch, it stabilizes soon after - PGD-AT acts as a regularizer on the curvature (Moosavi{
Dezfooli et al., [2019; Qin et al.| 2019) which explains how it controls the curvature
explosion. However, curvature is a second-order property of the loss and unlike PGD,
FGSM is based on a coarse linear (first order) approximation of the loss. In this
regard, we see that FGSM-AT cannot contain the curvature increase, which eventually

explodes around the 8" epoch and saturates at a very large value. The final curvature

of the FGSM-AT model is 100 times that of the PGD-AT model.

High curvature leads to meaningless perturbations The fact that the curvature
increases rapidly alongside the FGSM accuracy during CO agrees with the findings
of |Andriushchenko and Flammarion| (2020). The loss becomes highly non-linear and
thus reduces the success rate of FGSM, which assumes a linear loss. To show that
CO indeed occurs due to the increased curvature breaking FGSM, we visualise the
adversarial perturbations before and after CO. As observed in [Figure E.4] before
CO, the adversarial perturbations are non-trivially aligned with span(V), albeit with

some corruptions originating from . Nonetheless, after CO, the new adversarial
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Figure E.3: Evolution of metrics for FGSM-AT and PGD-AT on dataset with injected
features (Dg) and with orthogonally projected features (Dg), where there is no interaction
between features. AT is performed with § = 8/255 and e = 6/255.
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Figure E.4: Samples of the injected dataset 155 (top) and FGSM perturbations before
(middle) and after CO (bottom). Before CO, perturbations focus on synthetic features,
but after CO they become noisy.

perturbations point towards meaningless directions; they do not align with V even

though the network is heavily reliant on this information for classifying the dataEl

(cf. [Appendix E.4]). This reinforces the idea that the increase in curvature causes a

breaking point after which FGSM is no longer effective. This behavior of adversarial

perturbations after CO is different from the one on standard and PGD-AT networks in

which the perturbations align with discriminative directions (Fawzi et al., [2018; |Jetley]

et al., |2018; Ilyas et al., 2019; |Ortiz-Jimenez et al., 2020b)).

3We also quantify this alignment in
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Figure E.5: Evolution of curvature and training attack accuracy of FGSM-AT and PGD-AT
trained on the original CIFAR-10 with € = 8/255. When CO happens the curvature explodes.
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Figure E.6: Clean (left) and robust (right) accuracy after FGSM-AT on a dataset with
orthogonally injected features Dé i.e. no interaction between original and injected features.
We train while varying the strength of the injected features and the robustness budget e.

Two-phase curvature increase also occurs in naturally ocurring CO In
we show the curvature when training on the original CIFAR-10 dataset
with € = 8/255 (where CO happens for FGSM-AT). Similarly to our observations on the
injected datasets, the curvature during FGSM-AT explodes along with the training
accuracy while for PGD-AT the curvature increases at a very similar rate than FGSM-
AT during the first epochs and later stabilizes. This indicates that our described

mechanisms may as well apply to induce CO on natural image datasets.

E.5.2 Curvature increase is a result of feature interaction

But why does the network increase the curvature in the first place? In[Appendix E.4]
we observed that this is a shared behavior of PGD-AT and FGSM-AT, at least during

the initial stage before CO. Therefore, it should not be a mere “bug"'. We conjecture
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that the curvature increase is a result of the interaction between features of the
dataset which forces the network to increase its non-linearity in order to combine them

effectively for robustness.

Curvature does not increase without interaction To demonstrate this, we

perform a new experiment in which we modify D again (as in [Appendix E.3). However,

this time, we ensure that there is no interaction between the synthetic features v(y)

and the features from D creating 155 such that:
(@",y) ~ Dy . & =Pyi(z)+ fo(y) (E.4)

with (@,y) ~ D and v(y) € V, where Py denotes the projection operator onto the
orthogonal complement of V. Since the synthetic features v(y) are orthogonal to D, a

simple linear classifier relying only on v(y) can robustly separate the data up to a radius

that depends solely on /3 (see the theoretical construction in [Appendix F.1)).

Interestingly, we find that, in this dataset, none of the (3, €) configurations used
in induce CO. Here, we observe only two regimes: one that ignores V
(when 8 < €) and one that ignores D (when 5 > €). This supports our conjecture
that the interaction between the features of & and v(y) causes CO in Ds. Moreover,
Figure E.3| (left) shows that, when performing either FGSM-AT (light blue) or PGD-
AT (dark blue) on 155{ the curvature is consistently low. This agrees with the fact
that in this case there is no need for the network to combine the injected and original
features for robustness and hence the network does not need to increase its non-linearity

to separate the data.

Non-linear feature extraction Finally, we study the relationship between the
features extracted by the network and its curvature. We train multiple logistic classifiers
to classify D based on the feature representations (output of the penultimate layer) of
networks trained on 755 as in |Shi et al.| (2022). The feature accuracy of these classifiers

will depend on how well the network has learned to extract information from D.

Figure E.3| (right) shows that for the PGD-AT network (green), the feature accuracy

on D progressively increases over time, indicating that the network has learned to
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extract meaningful information from D even though it was trained on 155. The feature
accuracy also closely matches the curvature trajectory in (left). In contrast,
the FGSM-AT network (red) exhibits two phases on its feature accuracy: Initially,
it grows at a similar rate as the PGD-AT network, but after CO occurs, it starts to
decrease. This decrease in feature accuracy does not correspond with a decrease in
curvature, which we attribute to the network taking a shortcut and ignoring D in

favor of easy, non-robust features.

When we use features from networks trained on ZSBL, we find that the accuracy on D is
consistently low, suggesting that the network is increasing its curvature to improve
its feature representation as it must combine information from ¥ with D to become

robust in this case.

E.6 A mechanistic explanation of CO

Based on the previous insights, we can finally summarize the chain of events that leads

to CO in our injected datasets:

(i) To learn a robust solution, the network combine easy non-robust features with

complex robust ones. However, without robustness constraints, the network favors

learning only the non-robust features (see [Appendix E.4)).

(ii) When learning both kinds of features simultaneously, the network increases its

non-linearity to improve its feature extraction ability (see [Appendix E.5.2)).

(iii) This increase in non-linearity provides a shortcut to break FGSM, triggering CO

and allowing the network to avoid learning the complex robust features while still

achieving a high accuracy using only the easy non-robust ones (see |[Appendix E.5.1]).

How general is this mechanism? So far, all our experiments have dealt with
datasets that have been synthetically intervened by injecting artificial signals. How-
ever, we advocate that our work provides sufficient and compelling evidence that

features are the most likely cause of CO in general. Deep learning is an empirical

250



E. Catastrophic overfitting can be induced with discriminative non-robust features

discipline, where many insights are gained from experimental studies, and as shown
by prior work (Arpit et al., [2017; [Ilyas et al., [2019; |Shah et al., |2020; Ortiz-Jimenez
et al. |2020al), manipulating data in controlled ways is a powerful tool to infer the
structure of its features. In this light, we are confident our work provides robust and
comprehensive evidence that features are likely the primary catalyst of CO across

different datasets.

Our study includes extensive ablations with various types of injected features, such as

random directions, and different norms and we have shown these settings also lead to
CO (see [Appendix F.4)). Furthermore, we have observed that the increase in curvature

within our manipulated datasets mirrors the patterns found in naturally occurring CO

instances, as demonstrated in [Figure E.5|

Beyond our empirical investigations, we also provide theoretical support for our

conjecture in [Appendix F.2 The concept that a robust classifier may need to

combine different features can be formally proven in certain scenarios. Specifically, in
we offer a mathematical proof showing that numerous learning scenarios
exist in which learning a robust classifier requires leveraging additional non-linear

features on top of the simple ones used for the clean solution.

Finally, in what follows, we will present further evidence that CO is generally induced
by features. Specifically, we will show that other feature manipulations besides the
injection of features can also influence CO. Additionally, we will show that the primary
strategies effective at preventing CO in natural datasets can also mitigate CO in our
manipulated datasets. This suggests a commonality between these types of CO, further

underscoring the widespread relevance of our mechanism

E.7 Analysis of CO prevention methods

Our proposed dataset intervention, defined in [Appendix E.3] has allowed us to better

understand the chain of events that lead to CO. In this section, we will focus on

methods to prevent CO and analyze them in our framework for further insights.
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Table E.1: Clean and robust accuracies of FGSM-AT and PGD-AT trained networks on
CIFAR-10 and the low pass version described in |Ortiz-Jimenez et al.| (2020b)) at different e.

Original Low pass
Clean Robust Clean Robust

FGSM (8/255) 85.6 0.0 81.1 47.0
PGD (8/255) 80.9 50.6 80.3  49.7
)
)

Method (¢)

FGSM (16/255) 76.3 0.0 78.6 0.0
PGD (16/255) 68.0  29.2 66.9 284
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Figure E.7: Quantitative analysis of the directionality of FGSM perturbations before and
after CO in CIFAR-10 with 5 = 8/255 and € = 6/255. Left: Alignment of FGSM perturbations
with injected features during training. Right: Magnitude of the DCT spectrum of FGSM
perturbations during training. The plot shows values for the diagonal components at every
epoch.

High-frequency features and CO Recently, |Grabinski et al. (2022) suggested

that CO could be caused by aliasing effects from downsampling layers and proposed
using a low-pass filter before pooling. We take this theory a step further and show that
just removing the high-frequency components from CIFAR-10 consistently prevents
CO at € = 8/255 (where FGSM-AT fails). Furthermore, in[Figure E.7] (right) we observe
that after CO on 155, FGSM attacks ignore low-frequencies and become increasingly

high-frequency.

Surprisingly, though, applying the same low-pass technique at e = 16/255 does not work

and neither does Grabinski et al.| (2022) (see |[Appendix F.10). We conjecture this is

because the features robust at € = 8/255 in the low pass version of CIFAR-10 might
not be robust at e = 16/255 and although high-frequency features might contribute
to CO, the overall set of CO inducing features is more complex. Additionally, we

observe that CO can be induced even when the injected features are randomly sampled

(see [Figure F.6). Although removing low-frequency features does not work in all
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Figure E.8: Left: Clean and robust accuracy of GradAlign, N-FGSM and PGD-AT. Right:
Curvature evolution of all methods. Training performed on Dg with € = 6/255 and = 8/255
and averaged over 3 random seeds.

settings, we see this as a proof of concept that manipulating the data itself may
prevent CO in some settings. Generalizing this idea to other datasets is a promising

avenue for future work.

Preventing CO in our injected dataset In (left), we have shown that
using PGD-AT prevents CO on our injected dataset, but we now also evaluate the
effectiveness of GradAlign and N-FGSM. Our results indicate that these methods can
also be successful in preventing CO, but need stronger regularization for certain values
of B. As B grows, the injected feature v(y) becomes more discriminative, creating a
stronger incentive for the network to use it. This increases the chances of CO as the
network increases its curvature to combine the injected features with others in order
to become robust. shows that the curvature of N-FGSM and GradAlign
decreases with stronger regularizations, similar to PGD-AT. This supports the idea

that preventing the curvature from exploding can indeed prevent CO.

Stronger CO on high-resolution datasets As discussed in [Appendix E.3| we

observe CO when injecting discriminative features in several datasets. Interestingly,
for ImageNet-100, we have observed that even multi-step attacks like PGD are not
able to find adversarial perturbations after CO (see . However, when using
AutoAttack (AA) (Croce and Hein| 2020)), we find that models are not robust] To the

best of our knowledge, this had not been observed before with “vanilla" CO, where

40n other datasets, AA and PGD work equally.
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Figure E.9: Clean, FGSM, PGD and AutoAttack accuracy on injected ImageNet-100 with
varying . FGSM-AT performed wtih € = 4/255.

after CO, models would be vulnerable to very weak PGD attacks, like PGD with 10
steps (Wong et al.| 2020). We argue that in this case, the curvature increase that
breaks FGSM also hinders PGD optimization. This aligns with our findings with
N-FGSM and GradAlign, where stronger regularization is needed to prevent CO with
the injected datasets, and suggests that CO is stronger in 755.

E.8 Concluding remarks

In this work, we have presented a thorough empirical study to establish a link between
the features of the data and the onset of CO in FGSM-AT. Using controlled data
interventions, we have shown that CO is a learning shortcut used by the network
to avoid learning complex robust features while achieving high accuracy using easy
non-robust ones. This new perspective sheds new light on the mechanisms that trigger
CO, as it shifts our focus towards studying the way the data structure influences the
learning algorithm. We believe this opens the door to promising future work towards
understanding the intricacies of these mechanisms, deriving methods for inspecting
data and identifying feature interactions, and finding faster ways to make neural

networks robust.
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Appendix of Catastrophic overfitting can be
induced with discriminative non-robust
features

F.1 Analysis of the separability of the injected
datasets

With the aim to illustrate how the interaction between D and V can influence the
robustness of a classifier trained on 255 we now provide a toy theoretical example in
which we discuss this interaction. Specifically, without loss of generality, consider
the binary classification setting on the dataset (z,y) ~ D where y € {—1,+1} and
|||z = 1, for ease. Let’s now consider the injected dataset Dy and further assume
that v(+1) = w and v(—1) = —u with w € R? and |Jul|y = 1, such that £ = = + Syu.
Moreover, let v € [0, 1] denote the interaction coefficient between D and V), such that

—y <z'u <y

We are interested in characterizing the robustness of a classifier that only uses
information in V when classifying 255 depending on the strength of the interaction

coefficient. In particular, as we are dealing with the binary setting, we will characterize
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the robustness of a linear classifier A : R — {—1,+1} that discriminates the data
based only on V, i.e. h(Z) = sign(u' ). In our setting, we have

v z=u'z+pPu'u=u'x+p ify=+1

T

w'ET=u'

x—fuu=u'z—p5 ify=-1

Proposition 2 (Clean performance). If 5 > v, then h achieves perfect classification

accuracy on Dg.

Proof. Observe that if v = 0, i.e. the features from original dataset D do not interact
with the injected features )V, the dataset is perfectly linearly separable. However, if the
data « from D interacts with the injected signal w, i.e. non zero projection, then the
dataset is still perfectly separable but for a sufficiently larger 3, such that u'x +3 > 0
when y = +1 and u'x + 8 < 0 when yy = —1. Because —y < x'u <  this is achieved
for g > 7. m

Proposition 3 (Robustness). If § > ~, the linear classifier h is perfectly accurate and
robust to adversarial perturbations in an ¢5-ball of radius € < g — ~. Or, equivalently,

for h to be e-robust, the injected features must have a strength g > € 4 7.

Proof. Given @, we seek to find the minimum distance to the decision boundary of
such a classifier. A minimum distance problem can be cast as solving the following

optimization problem:

¢*(€) = min ||r — Z||3 subject to r'u =0,
reRd
which can be solved in closed form
u'x
e (x) = | |

[l

The robustness radius of the classifier h will therefore be € = inf~ ~ €
xesupp(Dpg)

= lu'z +yp|

*(&), which

in our case can be bounded by

e= iof @) < min Julzt+yfl=|FyEpH=5-1.
(z,y)esupp(Dp) luTa|<y,y==%1

256



F. Appendiz of Catastrophic overfitting can be induced with discriminative non-robust
features

O

Based on these propositions, we can clearly see that the interaction coefficient ~
reduces the robustness of the additive features ). In this regard, if € > 3 — =, robust

classification at a radius € can only be achieved by also leveraging information within

D.
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F.2 Robust classification can require non-linear
features

We now provide a rigorous theoretical example of a learning problem that provably
requires additional complex information for robust classification, even though it can

achieve good clean performance using only simple features.

Given some p € N, let RP*! be the input domain. A concept class, defined over RP™! is
a set of functions from RP™! to {0,1}. A hypothesis & is s-non-linear if the polynomial
with the smallest degree that can represent h has a degree (largest order polynomial

term) of s.
Using these concepts we now state the main result.

Theorem 4. For any p,k € N,e < 0.5 such that £ < p, there exits a family of

distributions Dj, over RP*! and a concept class H defined over RP*! such that

1. H is PAC learnable (with respect to the clean error) with a linear (degree 1)

classifier. However, H is not robustly learnable with any linear classifier.

2. There exists an efficient learning algorithm, that given a dataset sampled i.i.d.

from a distribution D € Dy, robustly learns H.

In particular, the algorithm returns a k-non-linear classifier and in addition, the
returned classifier also exploits the linear features used by the linear non-robust

classifier.

Proof. We now define the construction of the distributions in Dj. Every distribution
D in the family of distribution D, is uniquely defined by three parameters: a threshold
parameter p € {4te: ¢t € {0,--- ,k}} (one can think of this as the non-robust, casy-
to-learn feature), a p dimensional bit vector ¢ € {0,1}" such that ||e[|; = k (this is
the non-linear but robust feature) and e. Therefore, given p and ¢ (and € which we
discuss when necessary and ignore from the notation for simplicity), we can define the

distribution D*?. We provide an illustration of this distribution for p = 2 in [Figure F.1]
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x[1] z [1]  [1]

(0,1)1 o @ © © O%x 0 % % %% (0,1) * (0,1) ()
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For |z[0] — p| < e For |x[0] — p| > €

Figure F.1: Illustration of one possible distribution D” in three dimensions. The data
is linearly separable in the direction x[0] but has a very smalll margin in that direction.
Leveraging x[1] and «[2] additionally, we see how the data can indeed be separated robustly,
albeit non-linearly.

Sampling the robust non-linear feature To sample a point (x,y) € RPT! from
the distribution D%”, first, sample a random bit vector & € RP from the uniform
distribution over the boolean hypercube {0,1}". Let § = >~ &[] - ¢[i] (mod 2)
be the label of the parity function with respect to ¢ evaluated on . The marginal
distribution over 7, if sampled this way, is equivalent to the Bernoulli distribution with
parameter % To see why, fix all bits in the input except one (chosen arbitrarily from
the variables of the parity function), which is distributed uniformly over {0,1}. It is
easy to see that this forces the output of the parity function to be distributed uniformly
over {0,1} as well. Repeating this process for all dichotomies of p — 1 variables of
the parity function proves the desired result. Intuitively, & constitutes the robust

non-linear feature of this distribution.

Sampling the non-robust linear feature To ensure that & is not perfectly
correlated with the true label, we sample the true label y from a Bernoulli distribution

with parameter % Then we sample the non-robust feature ax; as follows

Unif (X;) y=0Ay=0
Unif Xfr; y=1ANy=1
T\ Unif (X)) y=0Ag=1
Unif X;; y=1Ay=0

where
X =lppt+edand XS =[(p+2p+3¢)],X; =[p—¢p and X5 =[(p—3¢,p—2¢)].
Finally, we return (x,y) where & = (x;; &) is the concatenation of x; and &.
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Linear non-robust solution First, we show that there is a linear, accurate, but
non-robust solution to this problem. To obtain this solution, sample an m-sized
dataset S,, = {(z1,v1) .-, (Tm,ym)} € RPT x {—1,1} from the distribution D*.
Ignore all, except the first coordinate, of the covariates of the dataset to create
SO = {(x1[0],y1) ... (£m[0],Ym)} where S; [j] indexes the j™ coordinate of the i
element of the dataset. Then, sort S° on the basis of the covariates (i.e. the first

coordinate). Let p be the largest element whose label is 0.

Define fiin » as the linear threshold function on the first coordinate i.e. fin, (x) =
I{x[0] > p}. By construction, fi, , accurate classifies all points in S,,. The VC dimen-
sion of a linear threshold function in 1 dimension is 2. Then, using standard VC sample
complexity upper bounds |'| for consistent learners, if m > kg (é log (%) + élog (é)),

where K is some universal constant, we have that with probability at least 1 — 3,

Err (fin,p; D) < a.

Non-linear robust solution Next, we propose an algorithm to find a robust solution
and show that this solution has a non-linearity of degree k. First, sample the m-sized
dataset S,, and use the method described above to find p. Then, create a modified
dataset S by first removing all points @ from S,, such that |@ [0] — 5| > & and then
removing the first coordinate of the remaining points. Thus, each element in S belongs

to R? x {0, 1} dimensional dataset.

Note, that by construction, there is a consistent (i.e. an accurate) parity classifier
on S. Let the parity bit vector consistent with S be é. This can be learned using
Gaussian elimination. Consequently, construct the parity classifier f, == Zf:_& x 1] -
¢[i] (mod 2).
Finally, the algorithm returns the classifier g, ¢, which acts as follows:
1 [32[0] > p+e+ g
Gpe(®) =10 I{x[0] < €

fpar,::\(:z‘) O.w.

>

(F.1)

"https://www.cs.ox.ac.uk/people/varun.kanade/teaching/CLT-MT2018/lectures/
lecture03.pdf
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where & = round (x[1,...,p]) is obtained by rounding off x starting from the
second index till the last. For example, if x = [0.99,0.4,0.9,0.4,0.8], ¢ = 0.2,
and ¢ = [0,0,1,1] then & = [0,1,0,1] and gos5.[Z] = 1. Finally, it is easy to
verify that the classifier g;¢ is accurate on all training points and as the number
of total parity classifiers is less than 2P (hence finite VC dimension), as long as
m > K (é log (%) + glog (i)), where k; is some universal constant, we have that

with probability at least 1 — j3,

Err (g5, D) < a.

Robustness of g, As x[0] is distributed uniformly in the intervals [p — €, p| U

[p, p+ €], we have that |p — p| < 4e - Err (finp; D°?) < 4ea. Therefore, when m is

1

large enough (m = poly (é)) such that o < 4,

we have that [p — p| < . Intuitively,
this guarantees that g, ¢ uses the linear threshold function on « [0] for classification in
the interval [p, p + €] U [p,p —¢] and f,, s in the [p+2¢,p+ 3e] U [p — 2¢,p — 3¢]. A
crucial property of g, is that for all x € Supp (D“?), the classifier g;. does not alter
its prediction in an £ .-ball of radius e. We show this by studying four separate cases.

First, we prove robustness along all coordinates except the first.

1. When |x[0] — p| > €+ g, as shown above, g, is invariant to all « [i] for all i > 0

and is thus robust against all /., perturbations against those coordinates.

2. When [z[0] — p| < € + g, due to (F.1)), we have that gy = f,,.2(%) where
& =round (x[1,...,p|) is obtained by rounding off all indices of & except the
first. As the rounding operation on the boolean hypercube is robust to any
{+ perturbation of radius less than 0.5, we have that g;; is robust to all (o

perturbations of radius less than 0.5 on the support of the distribution D”.

Next, we prove the robustness along the first coordinate. Let 0 < § < € represent an
adversarial perturbation. Without loss of generality, assume that « [0] > p as similar

arguments apply for the other case.

261



F. Appendiz of Catastrophic overfitting can be induced with discriminative non-robust
features

1. Consider the case [0] < p+ ¢+ 5. Then, |2 [0] — ¢ — p| < ‘e—i— € - 5’ <e+g
and hence, by construction, g,. () = gs¢ ([ [0] — 6; [2] [1,...,p]]). On the other
hand, for all 6, we have that g,. ([z [0] + &; [z][1,...,p]]) =1 if gse (x) = 1.

2. For the case x[0] > p + ¢ + ¢, the distribution is supported only on the interval
[p + 2¢, p + 3¢]. When a positive ¢ is added to the first coordinate, the classifier’s
prediction does not change and it remains 1. For all ¢ < £, when the perturbation
is subtracted from the first coordinate, its first coordinate is still larger than

p + €+ ¢ and hence, the prediction is still 1.

This completes the proof of robustness of g;: along all dimensions to f, pertur-
bations of radius less than e. Combining this with its error bound, we have that

Adve o (95.6; D) < .

To show that the parity function is non-linear, we use a classical result from Aspnes
et al| (1994). Theorem 2.2 in |Aspnes et al. (1994) shows that approximating the

parity function in £ bits using a polynomial of degree ¢ incurs at least Zfio (f) where

ke = V“_g_lj mistakes. Therefore, the lowest degree polynomial that can do the

approximation accurately is at least k.

This completes our proof of showing that the robust classifier is of non-linear degree k
while the accurate classifier is linear. Next, we prove that no linear classifier can be

robust. We show this by contradiction.

No linear classifier can be robust Construct a set Z of s (to be defined later)
points in RP™! by sampling the first coordinate from the interval [p, p + €] and the
remaining p coordinates uniformly from the boolean hypercube. Then, augment the
set by subtracting € from the first coordinate while retaining the rest of the coordinates.
Note that this set can be generated, along with its labels, by sampling enough points
from the original distribution and discarding points that do not fall in this interval.
Now construct adversarial examples of each point in the augmented set by either adding

or subtracting € from the negatively and the positively labelled examples respectively
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and augment the original set with these adversarial points. For a large enough SEL
this augmented set of points can be decomposed into a multiset of points, where all
points in any one set has the same value in the first coordinate but nearly half of their

label is zero and the other half one.

Now, assume that there is a linear classifier that has a low error on the distribution
D¢, Therefore the classifier is also accurate on these sets of points as the classifier
is robust, by assumption, and the union of these sets occupy a significant under
the distribution D“?. However, as the first coordinate of every point within a set is
constant despite half the points having label one and the other half zero, the coefficient
of the linear classifier can be set to zero without altering the behavior of the classifier.
Then, effectively the linear classifier is representing a parity function on the rest of the
p coordinates. However, we have just seen that this is not possible as a linear threshold
function cannot represent a parity function on k bits where & > 1. This contradicts

our initial assumption that there is a robust linear classifier for this problem.

This completes the proof. n

2There is a slight technicality as we might not obtain points that are exact reflections of each
other around p but that can be overcome by discretising upto a certain precision
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F.3 Experimental details

In this section we provide the experimental details for all results presented in the paper.
Adversarial training for all methods and datasets follows the fast training schedules
with a cyclic learning rate introduced in [Wong et al.| (2020). We train for 30 epochs on
CIFAR |Krizhevsky et al.| (2009) and 15 epochs for SVHN Netzer et al.| (2011)) following
Andriushchenko and Flammarion (2020). When we perform PGD-AT we use 10 steps
and a step size o = 2/255; FGSM uses a step size of o = e. Regularization parameters
for GradAlign |Andriushchenko and Flammarion (2020) and N-FGSM |de Jorge et al.
(2022) will vary and are stated when relevant in the paper. The architecture employed
is a PreactResNet18 He et al.| (2016b). Robust accuracy is evaluated by attacking the
trained models with PGD-50-10, i.e. PGD with 50 iterations and 10 restarts. In this
case we also employ a step size a = 2/255 as in Wong et al. (2020). All accuracies are

averaged after training and evaluating with 3 random seeds.

The curvature computation is performed following the procedure described in [ Moosavi+
Dezfooli et al| (2019). As they propose, we use finite differences to estimate the
directional second derivative of the loss with respect to the input, 7.e.

2t ’

w'ViL(fo(x),y) ~

with ¢ > 0 and use the Lanczos algorithm to perform a partial eigendecomposition
of the Hessian without the need to compute the full matrix. In particular, we pick

t=0.1.

All our experiments were performed using a cluster equipped with GPUs of various
architectures. The estimated compute budget required to produce all results in this

work is around 2,000 GPU hours (in terms of NVIDIA V100 GPUs).
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F.4 Inducing catastrophic overfitting with other
settings

In [Appendix E.3| we have shown that CO can be induced with data interventions

for CIFAR-10 and /., perturbations. Here we present similar results when using
other datasets (i.e. CIFAR-100 and SVHN) and other types of perturbations (i.e.
{5 attacks). Moreover, we also report results when the injected features v(y) follow
random directions (as opposed to low-frequency DCT components). Overall, we find

similar findings to those reported the main text.

F.4.1 Other datasets

Similarly to [Appendix E.3| we modify the SVHN, CIFAR-~100 and higher resolution

Imagenet-100 and Tinylmagenet datasets to inject highly discriminative features v(y).
Since SVHN also has 10 classes, we use the exact same settings as in CIFAR-10 and
we train and evaluate with ¢ = 4 where training on the original data does not lead
to CO (recall 8 = 0 corresponds to the unmodified dataset). On the other hand, for
CIFAR-100 and Imagenet-100 we select v(y) to be the 100 DCT components with the
lowest frequency and we present results with € = 5 and € = 4 respectively. Similarly,
for Tinylmagenet (which has 200 classes) we use the first 200 DCT components and
present results with € = 6. On ImageNet-100 we evaluate robustness with AutoAttack
Croce and Hein| (2020), as PGD-50 seems to be broken when CO occurs in this dataset.
On the other datasets, we evaluated with AutoAttack at the extrema of our plots
and found that the estimated robustness agrees with the one of PGD-50. To save
computational complexity, we only used PGD-50 to estimate the robustness on the

other datasets.

Regarding the training settings, for CIFAR10/100 and SVHN datasets we use the
same settings as Andriushchenko and Flammarion| (2020). For ImageNet-100 we follow

Kireev et al.| (2022) and for TinylmageNet [Li et al.| (2020).
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In all datasets we can observe similar trends as with CIFAR-10: For small values of
[ the injected features are not very discriminative due to their interaction with the
dataset images and the model largely ignores them. As we increase (3, there is a range
in which they become more discriminative but not yet robust and we observe CO.
Finally for large values of 8 the injected features become robust and the models can

achieve very good performance focusing only on those.
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Figure F.2: Clean and robust performance after FGSM-AT on injected datasets 155
constructed from CIFAR-100. As FGSM-AT already suffers CO on CIFAR-100 at € = 6/255
we use € = 5/255 in this experiment where FGSM-AT does not suffer from CO as seen for
B = 0. In this setting, we observe CO happening when S is slightly smaller than e. Results
are averaged over 3 seeds and shaded areas report minimum and maximum values.
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Figure F.3: Clean and robust performance after FGSM-AT on injected datasets 755
constructed from SVHN. As FGSM-AT already suffers CO on SVHN at e = 6/255 we use
€ = 4/255 in this experiment where FGSM-AT does not suffer from CO as seen for § = 0. In
this setting, we observe CO happening when § = €. Results are averaged over 3 seeds and
shaded areas report minimum and maximum values.
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Figure F.4: Clean and robust performance after FGSM-AT on injected datasets 255
constructed from TinyImageNet. We use € = 6/255 in this experiment where FGSM-AT
does not suffer from CO as seen for § = 0. In this setting, we observe CO happening for

B € [7/255,8/255].

F.4.2 Other norms

Catastrophic overfitting has been mainly studied for /., perturbations and thus we
presented experiments with /., attacks following related work. However, in this section
we also present results where we induce CO with /5 perturbation which are also widely
used in adversarial robustness. In we show the clean (left) and robust (right)
accuracy after FGM—A on our injected dataset from CIFAR-10 (D). Similarly to
our results with /., attacks, we also observe CO as the injected features become more
discriminative (increased ). It is worth mentioning that the ¢2 norm we use (e = 1.5)
is noticeably larger than typically used in the literature, however, it would roughly
match the magnitude of an /., perturbation with e = 7/255. Interestingly, we did not
observe CO for this range of § with € = 1.

F.4.3 Other injected features

We selected the injected features for our injected dataset from the low frequency
components of the DCT to ensure an interaction with the features present on natural
images |Ahmed et al.| (1974). However, this does not mean that other types of features

could not induce CO. In order to understand how unique was our choice of features

3FGM is the £y version of FGSM where we do not take the sign of the gradient.
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Figure F.5: Clean and /5 robust performance after FGSM-AT on injected datasets 155
constructed from CIFAR-10. FGM-AT suffers CO on CIFAR-10 around ¢ = 2, so we use
e = 1.5 in this experiment where FGM-AT does not suffer from CO as seen for § = 0. In

this setting, we observe CO happening when 3 = €. Results are averaged over 3 seeds and
shaded areas report minimum and maximum values.

we also created another family of injected datasets but this time using a set of 10
randomly generated vectors as features. As in the main text, we take the sign of each
random vector to ensure they take values in {—1,41} and assign one vector per class.
In we observe that using random vectors as injected features we can also
induce CO. Note that since our results are averaged over 3 random seeds, each seed

uses a different set of random vectors.

Clean accuracy Robust accuracy
100%1 100%1
80% 1
80% 1
60%
60% 40%1
20%1
40%1
0 2 4 6 8 10 12 0 2 4 6 8 10 12
B (/255) B (/255)

—— =6/255

Figure F.6: Clean and robust performance after FGSM-AT on injected datasets 155
constructed from CIFAR-10 using random signals in V. We perform this experiments at
€ = 6/255 where we saw that injected the dataset with the DCT basis vectors did induce CO.
In the random V setting, we observe the same behaviour, with CO happening when § ~ e.
Results are averaged over 3 seeds and shaded areas report minimum and maximum values.
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F.4.4 Other architectures

In all our previous experiments we trainde a PreActResNet18 (He et all 2016b) as
it is the standard architecture used in the literature. However, our observations our
also robust to the choice of architecture. As we can see in [Figure F.7, we can also
induce CO when training a WideResNet28x10 Zagoruyko and Komodakis (2016) on
an injected version of CIFAR-10.

ean accuracy Oobust accuracy
Cl : Robust )
100%1
80%1
98% 1
60%1
95%
92% 1 40%
90% A 20%1
88%1 ! ] ] ] ] ] ‘ 0% ‘ ‘ ‘ : ‘ ‘ ‘
0 2 4 6 8 10 12 0 2 4 6 8 10 12
B (/255) B (/255)

—o— e=4/255

Figure F.7: Clean and robust performance after FGSM-AT on injected datasets 155
constructed from CIFAR-10 when training a WideResNet28x10. We perform this experiments
at € = 4/255. Results are averaged over 3 seeds and shaded areas report minimum and
maximum values.

F.5 Performance on V

To further understand the behavior of the models described in [Appendix E.4] we

conduct an additional experiment evaluating the performance of the networks on the
set of features V. This experiment corroborates the findings shown in and

reveal more insights into how the networks utilize the features from V and D.

In [Figure F.8, we see that networks trained using standard training demonstrate
near-perfect accuracy on V from the start, indicating that they heavily rely on these
features for classification and can correctly classify the data based solely on these. In
contrast, networks trained with PGD-AT show a gradual improvement in accuracy
on V, as they learn to effectively combine the information from V' with that of D to

achieve robustness. As anticipated, networks trained with FGSM-AT exhibit a similar
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Figure F.8: Accuracy on V of networks trained on 155 using standard training, FGSM-AT
or PGD-AT FGSM-AT. We use € = 4/255 and 3 = 6/255. Results averaged over 3 random
seeds. Shades show min-max values.

behavior to those trained with PGD-AT initially. However, following the occurrence

of catastrophic overfitting (CO), they experience a sudden increase in accuracy on

V.

F.6 Learned features at different

In [Appendix E.3| we discussed how, based on the strength of the injected features

B, our injected datasets seem to have 3 distinct regimes: (i) When S is small we
argued that the network would not use the injected features as these would not be
very helpful. (ii) When £ would have a very large value then the network would only
look at these features since they would be easy-to-learn and provide enough margin
to classify robustly. (iii) Finally, there was a middle range of 5 usually when 5 ~ ¢
where the injected features would be strongly discriminative but not enough to provide

robustness on their own. This regime is where we observe CO.

In this section we present an extension of where we take FGSM trained
models on the injected datasets (ﬁg) and evaluate them on three test sets: (i) The
injected test set (Dg) with the same features as the training set. (ii) The original

dataset (D) where the images are unmodified. (iii) The shuffled dataset (Dr(s)) where

the injected features are permuted. That is, the set of injected features is the same
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but the class assignments are shuffled. Therefore, the injected features will provide

conflicting information with the features present on the original image.

In we show the performance on the aforementioned datasets for three
different values of 3. For = 2/255 we are in regime (i) : we observe that the tree
datasets have the same performance, i.e. the information of the injected features does
not seem to alter the result. Therefore, we can conclude the network is mainly using
the features from the original dataset D. When = 20/255 we are in regime (ii) : the
clean and robust performance of the network is almost perfect on the injected test set
Dy while it is close to 0% (note this is worse than random classifier) for the shuffled
dataset. So when the injected and original features present conflicting information the
network aligns with the injected features. Moreover, the performance on the original

dataset is also very low. Therefore, the network is mainly using the injected features.

Lastly, 8 = 8/255 corresponds to regime (iii) : as discussed in [Appendix E.4] in this

regime the network initially learns to combine information from both the original and
injected features. However, after CO, the network seems to focus only on the injected

features and discards the information from the original features.

FGSM training (8 = 2/255) FGSM training (8 = 8/255) FGSM training (8 = 20/255)
100% 100% 4 100%
g:
% 50% 50%1 /\’VW’— .
O M SR\ e
0% 0% 0%
0 10 20 30 0 10 20 30 0 10 20 30
60% 60% | 100%
= a0% 10%]
z 50%
2 20% 20% t
&
0%+ "

y y 0%+ ; y y 0%+ y y y
0 10 20 30 0 10 20 30 "0 10 2 30
Epoch Epoch Epoch

Injected (ﬁg) = CIFAR10 (D) = Shuffled (@w(,9))

Figure F.9: Clean (top) and robust (bottom) accuracy of FGSM-AT on Dy at different 3
values on 3 different test sets: (i) the original CIFAR-10 (D), (ii) the dataset with injected

features 155 and (iii) the dataset with shuffled injected features Dy (gy. All training runs use
e = 6/255. Left: § = 2/255 Center: [ = 8/255 Right: § = 20/255.
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F.7 Analysis of curvature in different settings

In (left) we track the curvature of the loss surface while training on different
injected datasets with either PGD-AT or FGSM-AT. We observe that (i) Curvature
rapidly increases both for PGD-AT and FGSM-AT during the initial epochs of training.
(ii) In those runs that presented CO, the curvature explodes around the 8" epoch along
with the training accuracy. (iii) When training with the dataset with orthogonally
injected features (255) the curvature does not increase. This is aligned with our
proposed mechanisms to induce CO whereby the network increases the curvature in
order to combine different features to learn better representations. In this section we

extend this analysis to different values of feature strength 5 on the injected dataset

(155). For details on how we estimate the curvature refer to |Appendix F.3|.

Figure F.10| presents the curvature for different values of feature strength 3 on the

injected dataset (155) We show three different values of § representative of the

three regimes discussed in |[Appendix F.6, Recall that when (3 is small (5 = 2/255) we

observe that the model seems to focus only on CIFAR-10 features. Thus, we observe a
curvature increase aligned with (CIFAR-10) feature combination. However, since for
the chosen robustness radii € = 6/255 there is no CO, we observe that the curvature
increase remains stable. When [ is quite large (8 = 20/255) then the model largely
ignores CIFAR-10 information and focuses on the easy-to-learn injected features. Since
these features are already robust, there is no need to combine them and the curvature
does not need to increase. In the middle range when CO happens (5 = 8/255) we

observe again the initial curvature increase and then curvature explosion.

F.8 Adversarial perturbations before and after CO

Qualitative analysis In order to further understand the change in behaviour after
CO we presented visualizations of the FGSM perturbations before and after CO in
Figure E.4l We observed that while prior to CO, the injected feature components v(y)

272



F. Appendiz of Catastrophic overfitting can be induced with discriminative non-robust
features

Curvature Training attack accuracy
g )
100 100% 1 —
80% 1
100 4
60% 1
107!
40% A
1072 .
0 5 10 15 20 25 30 0 5 10 15 20 25 30
Epoch Epoch
B=2/255 —— B=8/25 =—— B=20/255

Figure F.10: Evolution of curvature and training attack accuracy of FGSM-AT and PGD-
AT trained on 155 at different 8 and for e = 6/255. Only when CO happens (for 5 = 8/255)
the curvature explodes. For the other two interventions the curvature does not increase so
much. We argue this is because the network does not need to disentangle D from V), as it
ignores either one of them.

were clearly identifiable, after CO the perturbations do not seem to point in those
directions although the network is strongly relying on them to classify. In [Figure F.11
and we show further visualizations of the perturbations obtained both
with FGSM or PGD attacks on networks trained with either PGD-AT or FGSM-AT

respectively.

We observe that when training with PGD-AT, i.e. the training does not suffer from
CO, both PGD and FGSM attacks produce qualitatively similar results. In particular,
all attacks seem to target the injected features with some noise due to the interaction
with the features from CIFAR-10. For FGSM-AT, we observe that at the initial epochs
(prior to CO) the pertubations are similar to those of PGD-AT, however, after CO
perturbations change dramatically both for FGSM and PGD attacks. This aligns with
the fact that the loss landscape of the network has dramatically changed, becoming
strongly non-linear. This change yields single-step FGSM ineffective, however, the
network remains vulnerable and multi-step attacks such as PGD are still able to find
adversarial examples, which in this case do not point in the direction of discriminative

features Jetley et al.| (2018); [Illyas et al.| (2019).

Quantitative analysis Finally, to quantify the radical change of direction of the
adversarial perturbations after CO, we compute the evolution of the average alignment

(i.e. cosine angle) between the FGSM perturbations § and the injected features, such
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(a) FGSM adversarial perturbations (b) PGD adversarial perturbations

Figure F.11: Different samples of the injected dataset 755, and adversarial perturbations
at epoch 4 and 22 of PGD-AT on Dg at € = 6/255 and = 8/255 (where FGSM-AT suffers
CO). The adversarial perturbations remain qualitatively similar throughout training and

align significantly with V.
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Figure F.12: Different samples of the injected dataset 155, and adversarial perturbations at
epoch 4 (before CO) and 22 (after CO) of FGSM-AT on Dj at € = 6/255 and 3 = 8/255 (where
FGSM-AT suffers CO). The adversarial perturbations change completely before and after
CO. Prior to CO, they align significantly with V, but after CO they point to meaningless
directions.

that if point « is associated with class y we compute %. Figure E.7| (left) shows

the results of this evaluation, where we can see that before CO there is a non-trivial

alignment between the FGSM perturbations and their corresponding injected features,
that after CO quickly converges to the same alignment as the one between two random

vectors.

To complement this view, we also perform an analysis of the frequency spectrum of
the FGSM perturbations. In (right), we plot the average magnitude of the
DCT transform of the FGSM perturbations computed on the test set of an intervened

version of CIFAR-10 during training. As we can see, prior to CO, most of the energy
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of the perturbations is concentrated around the low frequencies (remember that the
injected features are low frequency), but after CO happens, around epoch 8, the energy
of the perturbations quickly gets concentrated towards higher frequencies. These two
plots corroborate, quantitatively, our previous observations, that before CO, FGSM
perturbations are pointing towards meaningful predictive features, while after CO,
although we know the network still uses the injected features (see the

FGSM perturbations suddenly point in a different direction.

F.9 Further results with N-FGSM, GradAlign and
PGD

In we studied different SOTA methods that have been shown to prevent
CO. Interestingly, we observed that in order to avoid CO on the injected dataset a
stronger level of regularization is needed. Thus, indicating that the intervention is
strongly favouring the mechanisms that lead to CO. For completeness, in
we also present results of the clean accuracy (again with the robust accuracy). As
expected, for those runs in which we observe CO, clean accuracy quickly saturates.
Note that for stronger levels of regularization the clean accuracy is lower. An ablation
of the regularization strength might help improve results further, however the purpose
of this analysis is not to improve the performance on the injected dataset but rather
to show it is indeed possible to prevent CO with the same methods that work for

unmodified datasets.

F.10 Further details of low-pass experiment

We expand here over the results in [Appendix E.7] and provide further details on the

experimental settings of [Table E.1l Specifically, we replicate the same experiment,
i.e. training a low-pass version of CIFAR-10 using FGSM-AT at different filtering

bandwidths. As indicated in [Appendix E.7] we use the low-pass filter introduced in
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Figure F.13: Clean (left) and robust (right) accuracy after AT with PGD-10, GradAlign
and N-FGSM on D3 at € = 6/255. Results averaged over three random seeds and shaded
areas report minimum and maximum values.

Ortiz-Jimenez et al. (2020b) which only retains the frequency components in the upper
left quadrant of the DCT transform of an image. That is, a low-pass filter of bandwidth
W would retain the W x W upper quadrant of DCT coefficients of all images, setting

the rest of the coefficients to 0.

shows the robust accuracy obtained by FGSM-AT on CIFAR-10 versions
that have been pre-filtered using such a low-pass filter. Interestingly, while training
on the unfiltered images does induce CO on FGSM-AT, just removing a few high-
frequency components is enough to prevent CO e¢ = 8255. However, as described
before, it seems that at € = 16/255 no frequency transformation can avoid CO. Clearly,
this transformation cannot be used as technique to prevent CO, but it highlights once

again that the structure of the data plays a significant role in inducing CO.

Relation with anti-aliasing pooling layers As mentioned in [Appendix E.7], our

proposed low-passing technique is very similar in spirit to works which propose using
anti-aliasing low-pass filters at all pooling layers (Grabinski et al., [2022; |Zhang, 2019).
Indeed, as shown by |Ortiz-Jimenez et al.| (2020b), CIFAR10 contains a significant
amount of non-robust features on the high-frequency end of the spectrum due to
aliasing produced in their down-sampling process. In this regard, it is no surprise
that methods like the one proposed in (Grabinski et al. (2022) can prevent CO at
€ = 8/255 using the same training protocol as in our work (robust accuracy is 45.9%).

Interestingly, though, repeating the experiments in |Grabinski et al.| (2022)) work using
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Figure F.14: Robust accuracy of FGSM-AT and PGD-AT on different low-passed versions
of CIFAR-10 using the DCT-based low pass filter introduced in |Ortiz-Jimenez et al.| (2020b)).
Bandwidth = 32 corresponds to the original CIFAR-10, while smaller bandwidths remove
more and more high-frequency components. At € = 8/255 just removing a few high-frequency

components is enough to prevent CO, while at ¢ = 16/255 no frequency transformation
avoids CO.

e = 16/255 does lead to CO (robust accuracy is 0.0%) in [Appendix E.7} This result was

not reported in the original paper, but we see it as a corroboration of our observations.
Indeed, features play a role in CO, but the problematic features do not always come
from excessively high-frequencies or aliasing. However, we still consider that preventing
aliasing in the downsampling layers is a promising avenue for future work in adversarial

robustness.
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