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Abstract

Device-independent cryptography provides security in various tasks whilst

removing an assumption that cryptographers previously thought of as cru-

cial – complete trust in the machinations of their experimental apparatus.

The theory of Bell inequalities as a proof of indeterminism within nature

allows for secure device-independent schemes requiring neither trust in

the cryptographers’ devices nor reliance on the completeness of quantum

mechanics. However, the extreme paranoia attributable to the relaxed as-

sumptions within device independence requires an explicit consideration

of the previously assumed ability of the experimenters to freely make ran-

dom choices. This thesis addresses the so-called ‘free will loophole’, pre-

senting Bell tests and associated cryptographic protocols robust against

adversarial manipulation of the random number generators with which

measurements in a Bell test are selected.

We present several quantitative measures for this experimental free will,

otherwise known as measurement dependence. We discuss how an eaves-

dropper maliciously preprogramming the experimenters’ untrusted devices

can falsely simulate the violation of a Bell inequality. We also bound

the amount of Bell violation achievable within a certain degree of mea-

surement dependence. This analysis extends to device-independent ran-

domness expansion, bounding the guessing probability and estimating the

amount of privacy amplification required to distil private randomness.

The protocol is secure against either arbitrary no-signalling or quantum

adversaries. We also consider device-independent key distribution, study-

ing adversarial models that exploit the free will loophole.

Finally, we examine a model correlated between the random number gen-

erators and Bell devices across multiple runs of a Bell test. This enables

an explicit exposition of the optimal cheating strategy and how the cor-

relations manifest themselves within this strategy. We prove that there

remain Bell violations for a sufficiently high, yet non-maximal degree of



measurement dependence which cannot be simulated by a classical attack,

regardless of how many runs of the experiment those choices are correlated

over.
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Chapter 1

Introduction

1.1 Preface

Ever since humans learned to communicate, they have wished to be able to do so

privately. The quest for secrecy between our perennial heroes Alice and Bob, away

from the prying eyes of nefarious Eve, has been a back-and-forth struggle for millennia,

a cryptographic arms race with increasingly sophisticated protocols for encryption

on one side and equally cunning eavesdropping attacks on the other. Alice uses a

substitution cipher to write private correspondence and Eve uses frequency analysis

to infer what substitutions took place. Bob attempts to outwit her with an Enigma

rotor machine and Eve counters with a bombe.

The advent of modern computing continued this spirit of one-upmanship with

new mathematically-charged encryption schemes, now used throughout commerce

and industry. The desire for secure cryptography within the infrastructure of today’s

“online, everywhere” world is clear, and theoretically achievable with schemes that

would require an adversary with massive (and currently unrealisable) computational

power to falter. Of course, these protocols are only as good as their implementation,

and it is common to hear of even moderately-skilled hackers exploiting faults with

programming code to access supposedly secure databases. Regardless, these encryp-

tion methods can only guarantee security with assumptions of an Eve with limited

resources and not in the absolute.

More recent decades have seen the rising acceptance of quantum theory as a

description of the universe, leading to new cryptographic protocols with some rather

grand statements which would seemingly give Alice and Bob their ultimate victory.

These new schemes (included within the umbrella term of quantum cryptography

amongst other tasks) are fundamentally different from what came before, as their

security relies on physical properties in Nature, rather than mathematical obfuscation.

1



1. Introduction

In short, if the assumed quantum theory is correct, the encryption is unbreakable.

Privacy is guaranteed by the outcome correlations obtained from measurements on

spatially-separated states in what is known as a Bell test.

Bell tests were first conceived to provide an experimental falsification of the local

causality of Nature, thus giving credence to the validity of quantum theory. These

tests can not only be adapted to prove the absence of an eavesdropper in a crypto-

graphic scenario, but the security guarantees are more powerful than had ever been

imaginable before; in the burgeoning field of device-independent cryptography, secure

cryptographic schemes exist that need not be reliant on either the quantum theory

that inspired them or complete knowledge of the devices used to implement them. De-

spite this remarkable advancement, Alice and Bob cannot yet claim complete security.

This is because of the presence of loopholes in a Bell test that Eve can potentially

exploit, including the one of primary interest in this thesis, known as the free-will

loophole.

One of the major assumptions in the implementation of a Bell test is that the

experimenters have complete free will in selecting which measurements to perform on

each run of the experiment. In practice, Alice and Bob will use random number gener-

ators (RNGs) for efficient selection and can check afterwards that their measurement

choices conformed to an expected distribution, typically uniform in a standard Bell

test but perhaps skewed for performing a cryptographic task. However, in a device-

independent situation where Eve has supplied the RNGs, she can preprogram the

devices to operate according to subroutines which collectively give the impression of

complete free will whilst simulating correlations which pass a Bell test and therefore

give Alice and Bob false assurances of security.

The free will loophole has been given similarly rigorous treatment only in re-

cent years. One reason for this is the heightened paranoia associated with device-

independent scenarios. Whereas with trusted-device cryptography the cryptogra-

phers’ RNGs were often assumed to be secure (perhaps naively), such assumptions

are harder to take for granted when accounting for device-independence. This the-

sis examines the free-will loophole in several different contexts, showing both how

Eve can exploit the loophole to her advantage and how Alice and Bob may bound

their uncertainty for a given quantitative measure of free will (or more appropriately

measurement dependence), thus safeguarding their protocols against Eve’s strategies.

The cryptographic arms race is ongoing, but has now taken an exciting new leap

forwards with the shift away from classical mathematical complexity and towards

fundamental physical principles to make security guarantees.

2



1. Introduction

1.2 Synopsis

Introduction. The remainder of this chapter lays the groundwork for discussion

of the free-will loophole. We describe Bell inequalities and their violation as a proof

of nonlocality, with particular emphasis given to the simplest such Bell test known

as the CHSH test. We then introduce the cryptographic tasks which will be explored

in the context of reduced free will in later chapters, and explain how these tasks can

be implemented in a device-independent manner, achieving security even with un-

trusted devices. This is followed by a discussion of loopholes in Bell tests, which are

particularly of concern in the more paranoid setting of device-independent cryptog-

raphy, with brief discussion of the experimental progress made towards closing these

loopholes.

Quantifying Measurement Dependence. Chapter 2 describes the free will

loophole and introduces several quantitative measures of free will (or measurement

dependence) to be used throughout the rest of the thesis, most notably MH , MK and

P , with a discussion of each measure’s advantages and disadvantages. To illuminate

the discussion, a simple example of exploiting the free will loophole is provided, that

of a single run of the CHSH test.

Randomness Expansion With Limited Measurement Dependence. In a

randomness expansion protocol, a pre-established stock of perfect randomness is used

to select the measurements in a Bell test. The quality of the outcome correlations

is then used to quantitatively bound the degree to which Eve is excluded. This

bound estimates the randomness of the outcomes, which can be added to the initial

random seed. Chapter 3 presents a randomness expansion protocol limited to a

fixed amount of measurement dependence, assuming only single-shot attacks, i.e.

independent and identically distributed for each run of the experiment. If Alice and

Bob know the degree to which their RNGs have been manipulated, they can still

bound Eve’s knowledge of the outcomes to perform appropriate privacy amplification

techniques. In short, this chapter makes a randomness expansion protocol robust

against the free-will loophole, for an adversary with either no-signalling or quantum

capabilities.

Key Distribution With Limited Measurement Dependence. It has been

long known that all that is needed for perfect encryption of a binary string is a private

and completely random binary string of the same length (or key), and efficient key

distribution between two parties was the first notable commercial application to arise

3



1. Introduction

from quantum theory. Not only are QKD schemes already seeing practical imple-

mentation in industry, but they have also been extended to the device-independent

scenario. Chapter 4 investigates the free-will loophole for device-independent key

distribution.

Limited Measurement Dependence in Multiple Runs of a Bell Test.

The previous chapters assumed Eve could only perform an attack independently on

each run of the experiment, otherwise known as a single-shot strategy. However, Eve

may also correlate a variable-free-will strategy over many runs of the experiment.

Chapter 5 analyses these optimal correlated strategies, both over a finite number

of runs and in the infinite limit, showing that Eve gains a significant advantage as

compared to a single-shot strategy. Methods are introduced to deal with all three of

our free-will measures for the CHSH inequality, as well as a generalisation to some

other Bell inequalities. The main result is that for a small (yet imperfect) degree of

measurement dependence, there are Bell violations which Eve cannot simulate with

a classical correlated attack.

1.3 Preliminaries

Here we briefly present some basic concepts within quantum information theory.

This information can be found within a wealth of textbooks, including Nielsen and

Chuang’s quantum information ‘bible’ [3]. The more informed reader is invited to

skip this section entirely.

We assume familiarity with the Dirac notation that describes quantum states as

rays of a Hilbert space. Within this framework, the linear-algebraic operations of

taking inner products of states, adjoints of vectors and matrices, and tensor products

of vector spaces are presumed to be understood. Knowledge of the qubit, as the

smallest-dimensional quantum system to be investigated, as well as its Bloch sphere

representation, is also assumed.

A mixed state is an ensemble of pure quantum states, which can be written in the

density operator notation as ρ =
∑

i pi |ψi〉 〈ψi |, where (pi) is a probability distribu-

tion and the |ψi〉 are pure states. The density matrix associated with the operator

ρ is Hermitian and positive semidefinite with unit trace. ρ describes a pure state if

and only if Tr (ρ2) = 1.

A system can evolve according to unitary operations or measurements. An op-

eration U is unitary if UU † = U †U = 11 and preserves inner products. Applying a

unitary operation to the state ρ will transform the state into UρU †. A measurement

4



1. Introduction

in a closed system can be described by a set of operators {Mk}, where
∑

kM
†
kMk = 11.

The probability of measuring the kth outcome is given by p(k) = Tr (M †
kMkρ), and

the state collapses to ρk =
MkρM

†
k

Tr (M†kMkρ)
.

The Pauli operators are well-known self-adjoint operators with ±1 eigenvalues.

Their density matrices (using the computational basis) are given by

X =

(
0 1
1 0

)
, Y =

(
0 −i
i 0

)
, Z =

(
1 0
0 −1

)
. (1.1)

We assume the reader is familiar with some of the most recognisable concepts

in quantum theory, such as state collapse following a measurement visualised by

the Schrodinger’s cat thought experiment [4]1, the inherent imprecision in measuring

complementary properties described by Heisenberg’s uncertainty principle [6], and

particularly the ‘spooky action at a distance’ exhibited by quantum entanglement [7].

Mathematically, a bipartite state ρ in the Hilbert space HA ⊗ HB is entangled if it

cannot be written in the separable form

ρ =
∑
λ

pλρ
λ
A ⊗ ρλB, (1.2)

i.e. a mixture of product states where ρλA ∈ HA, ρ
λ
B ∈ HB and pλ ∈ [0, 1] with∑

λ pλ = 1.

We also assume some familiarity with classical information theory [8, 9], especially

the notions of Shannon entropy and von Neumann entropy.

1.4 Nonlocality and Bell Inequalities

Quantum information theory as we know it today is an increasingly popular and

influential area of research, yet the field has only taken shape over the last few decades.

There are two major reasons for the surge of interest. Firstly, acceptance of quantum

theory as a valid description of the universe has led to several commercially signifi-

cant applications that show great potential, much of which has already been fulfilled,

which simply cannot be recreated with the classical theory. Quantum key distribution

protocols [10, 11] were developed for which security guarantees could be made uncon-

ditional by fundamental natural processes, without the provisos on the computational

power of adversaries that classical cryptography had previously relied upon. On the

other hand, said adversarial power was being strengthened with quantum algorithms,

for instance factoring large numbers in polynomial time [12].

1translated into English in [5]
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1. Introduction

However, just as significantly, the growth of quantum information theory is due

to the emerging cultural acceptance of the quantum theory behind it, many decades

after its conception. Indeed, Albert Einstein was one of quantum mechanics’ most

prolific detractors and in 1935 he co–authored a paper with Podolsky and Rosen

[7] attacking the theory. They argued – with excellent justification – that quantum

mechanics cannot be a complete theory (i.e. accurate physical description of the

universe) because the theory permits indeterministic events that have no underlying

precedent. It wasn’t until 1964 that an impressive counter was given by John S. Bell

[13] which turned the original EPR paper on its head. Bell agreed with Einstein et

al ’s arguments but countered that it was our assumptions of Nature, not the quantum

theory, that were mistaken, and provided an experimentally viable test to settle the

matter.

A Bell inequality is an inequality derived from the assumptions of local-hidden-

variable theory, specifically that all observed events can be explained by a general

local hidden-variable model, yet may not be satisfied by quantum mechanical predic-

tions2. Furthermore, these inequalities can be experimentally tested, allowing for the

refutation of the universe’s compatibility with local-hidden-variable theory, apropos

of experimental loopholes to be discussed.

This section provides a mathematical formalism to the concepts of nonlocality and

Bell inequalities, a review of which is available in [15]. To motivate the discussion, we

first present the CHSH inequality, perhaps the simplest and certainly the most well-

studied form of a Bell inequality named after its authors Clauser, Horne, Shimony

and Holt [16], in an approachable manner that highlights the device-independent

implications of the experiment (a similar presentation can be found in [17]). This

leads to a rigorous framework for investigating nonlocality and its relation to quantum

phenomena such as entanglement, as well as examples of other Bell inequalities which

have proved to be useful within the field3.

1.4.1 The CHSH Inequality

1.4.1.1 CHSH As Experiment

Suppose two experimenters, Alice and Bob, each hold a device with two buttons,

labelled 0 and 1 (and subsequently labelled for an outside observer as A0 and A1

2As simple mathematical statements about probability distributions, these inequalities actually
pre-date John Bell’s work by a large margin (see [14]), but are now attributed to Bell by the scientific
community for his contribution concerning their physical implications.

3A more comprehensive categorisation of Bell inequalities can be found in, for instance, [18].
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1. Introduction

for Alice and B0 and B1 for Bob)4. Pressing a button on Alice’s device will deliver

one of two outcomes on the same device, which are labelled as values of +1 and −1,

similarly for Bob. In a single run of the experiment, Alice and Bob each randomly

and independently5 select their input choices j, k ∈ {0, 1}, press the corresponding

buttons and observe their device’s output, recorded as a and b respectively.

-1 +1

1

-1 +1

10 0

-1 +1

1

-1 +1

10 0

?? ?

-1 +1

10

-1 +1

10

(a) Classical

(b) Quantum

(c) Device - 
Independent

Alice Bob

Figure 1.1: A single run of the CHSH experiment, performed by Alice and Bob in
separate labs to prevent classical communication, using either (a) local classical com-
putation with local or pre-shared randomness (b) quantum measurement apparatus
sharing a source of entangled states, or (c) untrusted black-box devices.

These devices are spatially separated and the inputs are selected and outcomes

4As is often the case when concepts are of interdisciplinary interest, there are many discrepancies
in notation to be found in the literature. Computer scientists famously tend to count from zero,
and for overall cohesion this thesis will take the same approach for measurement labellings unless
otherwise stated.

5These two seemingly innocuous words are of course worthy of further characterisation, with the
bulk of this thesis dedicated to experimenters’ free will in selecting inputs, but for this section we
shall take them at face value.
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1. Introduction

recorded sufficiently quickly to forbid any possible subluminal communication be-

tween the devices on a given run of the experiment. After a large number of runs,

Alice and Bob reveal their input/output data to each other and use this to estimate

the probability distribution p(ab|jk) of receiving the outputs a, b ∈ {−1,+1} condi-

tioned upon pressing the buttons j and k. We will also use the notation aj to denote

an output resulting from an input choice j, and similarly for bk. Here, the condition-

ing on the input choices is apparent enough with the probability distribution p(ab|jk)

being considered. This distribution is used to calculate the expectation 〈S〉 of the

CHSH value S defined as

S = a0b0 + a0b1 + a1b0 − a1b1, (1.3)

where the correlation expectations

〈ajbk〉 =
∑

a,b∈{−1,+1}

ab · p(ab|jk) (1.4)

must clearly lie in the range [−1,+1]. 〈S〉 therefore has some numerical bound. Cru-

cially, the above description of the experiment, with reference simply to ‘buttons’ and

‘outcomes’, does not indicate the machinations of the device that leads to a particular

outcome given the press of a particular button, suggesting that such knowledge is not

essential to perform the experiment. This is the basis for device-independent imple-

mentations detailed later on, see also Figure 1.1(c). Of course, the original authors

had certain theories and physical devices in mind which interestingly lead to different

numerical bounds on 〈S〉 as follows.

In classical theory, the universe is deterministic and fully predictable. A discussion

of what exactly this means follows in the next section, but it suffices to view the ex-

periment’s outcomes as having been determined either by some computation or mea-

surement of a physical system contained entirely within each device, or through some

pre-existing strategy agreed by Alice and Bob before the experiment (and perhaps

using some pre-existing shared randomness), which fixes the outcomes. The outcomes

can be treated as classical random variables aj, bk ∈ {±1}. The CHSH value is de-

termined by a new classical random variable defined by S = a0(b0 + b1) + a1(b0− b1),

it is clear that S = 2a0 if b0 = b1, S = 2a1 if b0 = 1, b1 = −1 and S = −2a1

if b0 = −1, b1 = 1. Therefore, averaged over a large number of runs, we see that

|〈S〉| 6 2. A single run of the experiment is depicted in Figure 1.1(a).

Quantum theory predicts stronger correlations than classical theory. Assume that

on a single run, the devices each receive a qubit from a bipartite state |ψ〉 ∈ HA⊗HB,
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1. Introduction

and then perform a projective measurement (Aj ∈ HA for Alice, Bk ∈ HB for Bob)

in a basis determined by the chosen input, yielding a dichotomic outcome mapped to

±1. This is depicted in Figure 1.1(b). The CHSH value above is then the expectation

〈S〉|ψ〉 = 〈ψ | S |ψ〉 of the operator

S = A0 ⊗B0 + A0 ⊗B1 + A1 ⊗B0 − A1 ⊗B1. (1.5)

The tensor product notation will be suppressed throughout this thesis when it is

clear that local measurements are being performed on disjoint subsystems. Quantum

theory predicts that the repeated measurements of the maximally entangled state

|Ψ〉 = 1√
2
(| 00〉+ | 11〉) with the following basis choices

A0 =
1√
2

(X + Z), A1 =
1√
2

(X − Z), B0 = X, B1 = Z (1.6)

achieves an expectation of 〈S〉|Ψ〉 = 2
√

2. The scheme is not unique, since applying

an arbitrary unitary transformation to the state and measurements will achieve the

same result. However, it has been shown [19] that the value 2
√

2 is maximal6.

Finally, a no-signalling theory yields even stronger correlations than quantum or

classical theory by placing a single significant physical restriction on the experiment;

Superluminal signalling is forbidden, in the sense that a measurement on Alice’s

side will not affect the outcome of a measurement on Bob’s side, provided the two

events are sufficiently spacelike separated. In the no-signalling theory, it is possible

to have completely unpredictable outcomes which are nonetheless fully correlated,

achieving greater violations possible than those predicted by quantum theory. A

maximal violation of 〈S〉 = 4 is achievable by, for instance, a P-R box [20], where the

correlations are always a0b0 = a0b1 = a1b0 = 1 and a1b1 = −1.

The CHSH inequality provides an experimentally viable method of admonishing

any previously upheld belief that the universe behaves classically. A violation of the

CHSH inequality (i.e. any value of 〈S〉 above 2) was, by 1982, observed in a number

of experiments [21, 22, 23, 24] that garnered significant interest for their acceptance

of a quantum universe, particularly [24] which first implemented an experiment free

of the locality loophole discussed in Section 1.7.1. The predictions of quantum the-

ory were observed by realising the qubits as photons with polarisations measured

in a specific plane, although the experiment has further been conducted with other

physical systems (see Section 1.7). The correlations discovered notably support the

quantum theory without showing evidence of a more general no-signalling theory, and

significant steps have been made to prove quantum theory’s completeness [25].

6A simplified version of the proof can be seen in the extension discussed in Section 3.3.
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1. Introduction

1.4.1.2 CHSH As Game

The CHSH experiment described above relays useful information about what types

of correlations are physically possible. The capabilities of Alice and Bob, as well as

the capabilities of a potential adversary, are incredibly important for cryptographic

purposes, and it is worth rephrasing the experiment in the context of a game to

emphasise what Alice and Bob hope to achieve when performing a Bell test.

In a single round of a CHSH game, a referee chooses a pair (j, k) ∈ {0, 1}2 of

questions at random for each round of the game. The referee delivers j to Alice

and k to Bob, who are unaware of each other’s query. Alice and Bob each send

back answers a, b ∈ {−1, 1} to the referee, and are considered to have won if ab =

(−1)jk, which corresponds to Alice and Bob delivering correlated bits for (j, k) 6= (1, 1)

and anticorrelated bits when (j, k) = (1, 1) is queried7. The game is repeated for

arbitrarily many rounds and Alice and Bob want to win as many rounds as they can.

Their winning probability is defined to be:

pwin =
1

4

∑
(j,k)∈{0,1}2

P (ab = (−1)jk|jk). (1.7)

The correlations that win the game for every round are precisely those that maximally

violate the CHSH inequality to the no-signalling limit. This game is equivalent to

a test of the CHSH inequality where a and b are the outcomes of Alice and Bob

performing measurements Aj and Bk respectively, as long as the referee is delivering

the query pairs (j, k) with uniform probability, representing the free will that Alice

and Bob have in selecting their inputs in a CHSH test. Since the expectation of the

outcome correlations for each measurement pair is either +1 or −1, we have that

〈S〉 = 4(pwin · (+1) + (1− pwin) · (−1)), hence

pwin =
1

2

(
1 +
〈S〉
4

)
. (1.8)

The winning probabilities for players with classical, quantum and no-signalling capa-

bilities are 3
4
,
(

1
2

+ 1√
2

)
and 1 respectively.

1.4.2 Physical Theories

Having given a motivating example of a Bell inequality, it is prudent to introduce

more mathematical precision. We will consider the correlations produced in a more

7The corresponding winning condition when using the other popular labelling (a, b) ∈ {0, 1}2 is
a⊕ b = j · k, but these predicates are equivalent.
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1. Introduction

general scenario. We focus on bipartite correlations, i.e. only two experimenters

involved in the test, though general multipartite nonlocality may also be considered.

We consider Alice and Bob each holding a device with m inputs and d outputs8. Each

round consists of the experimenters choosing measurements j, k ∈ {0, . . . ,m−1} and

recording outcomes a, b ∈ {0, . . . , d − 1}. Statistics collected from repeated runs of

the experiment are used to estimate the m2d2 joint probabilities p(ab|jk) of obtaining

outcomes a, b upon inputs j, k. One can see that the CHSH experiment uses such a

probability distribution with d = m = 2 and relabelling the outcomes to ±1 values.

A classical theory supposes that any correlations can be explained precisely by

a set of variables λ ∈ Λ with probability distribution ρ(λ), existing prior to the

experiment. Knowledge of λ allows a specification of the probability distribution

p(a, b|j, k, λ) of obtaining certain outcomes given certain inputs as well as the dis-

tribution ρ(λ|j, k) characterising the influence of λ on the choice of inputs (or vice

versa).

This classical theory is often referred to as local-hidden-variable theory (or LHV

theory), and the hidden variables λ as local, since the distribution p(ab|jk), when

conditioned on complete knowledge of λ, factorises into local parts. This is often

represented in the literature by the locality condition

p(ab|jk) =

∫
Λ

dλρ(λ)p(a|j, λ)p(b|k, λ). (1.9)

However, care should be taken when considering this condition since it is in fact a

combination of several smaller conditions that are explained separately below, and

discussed in detail in [26].

p(ab|jk) =

∫
Λ

dλρ(λ|j, k)p(a, b|j, k, λ) Bayes’ Theorem (1.10)

=

∫
Λ

dλρ(λ)p(a, b|j, k, λ) Measurement Independence (1.11)

=

∫
Λ

dλρ(λ)p(a|j, k, λ)p(b|j, k, λ) Outcome Independence (1.12)

=

∫
Λ

dλρ(λ)p(a|j, λ)p(b|k, λ) No-Signalling (1.13)

The first equality is derived by Bayes’ Theorem, which holds independently from

the physical theories discussed here. Much of the early literature assumed (either

8The label d is given because, in the quantum scenario, it also refers to the dimension of the
Hilbert space in which a measurement is performed, which is of course equivalent to the number of
possible measurement outcomes for a rank-1 projective measurement.
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1. Introduction

implicitly or explicitly) that the experimenters have access to trusted RNGs for se-

lecting inputs, such that there is no correlation between λ and the input choices.

This condition, ρ(λ|j, k) = ρ(λ), is known as measurement independence and will be

assumed here but will be relaxed from Chapter 2 onwards.

Outcome independence is the assumption that joint measurement outcomes are

uncorrelated given λ. The distribution p(a, b|j, k, λ) = p(a|j, k, λ)p(b|j, k, λ) is fac-

torisable, and observable correlations can arise only as a consequence of ignoring λ.

This condition is relaxed in many of the adversarial models presented in later chap-

ters9. In trusted laboratories where the experimenters used devices manufactured

independently of each other, and therefore uncorrelated with each other, the assump-

tion of outcome independence makes sense, as does the need to relax this condition

in a more paranoid scenario where Eve has supplied all devices.

The final equivalence (1.13) is made by the assumption of no-signalling in the

physical theory. Bob cannot instantaneously signal any information to Alice through

his choice of input and vice versa, or do so at any speed faster than the speed of

light (motivated by the theory of special relativity). This condition can be expressed

mathematically as

d−1∑
b=0

p(ab|jk) =
d−1∑
b=0

p(ab|jk′) ∀a, j, k, k′, (1.14)

d−1∑
a=0

p(ab|jk) =
d−1∑
a=0

p(ab|j′k) ∀a, k, j, j′, (1.15)

from which p(a|j, k) = p(a|j) and p(b|j, k) = p(b|k) are trivial equivalences. Any

physical theory with this assumption is called a no-signalling theory, and it is beyond

the scope of this thesis (and indeed beyond conventional thinking) to seriously con-

sider a universe not constrained by this restriction. Whilst all classical models are

no-signalling, the converse is not true.

The variables λ are often interpreted in the game theory context as shared ran-

domness, where Alice and Bob use pre-existing shared random bits (as well as the

referee’s queries) to inform their outputs. The hidden part of ‘local-hidden-variable

theory’ indicates that the variables are unknown and perhaps even unknowable to the

experimenters, but their presumed existence will still limit the realisable probabilities

p(ab|jk). This is useful for the foundational attempts to characterise classical theory,

though since λ can often be considered as a pre-programmed strategy known to an

9The restriction to factorisable distributions is discussed in Chapter 3
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1. Introduction

adversary intent on tricking the experimenters, LHV theory has gone by many differ-

ent names over the years, such as locally causal, local realistic or even just local (see

[27] for further discussion). We will refer to our adversarial models in later chapters

as either classical or no-signalling rather than LHV, since the assumptions of both

measurement independence and outcome independence usually associated with LHV

theory shall both be relaxed.

One characteristic not addressed in the equations (1.10) - (1.13) is determinism.

With the notation above, a theory is deterministic if all outcomes can be predicted

with certainty given knowledge of the underlying variables λ, represented by

p(a, b|j, k, λ) ∈ {0, 1} ∀a, b, j, k, λ. (1.16)

Trivially, such global determinism implies local determinism at the level of marginal

distributions,

p(a, j, k, λ), p(b|j, k, λ) ∈ {0, 1} ∀a, b, j, k, λ. (1.17)

Determinism can also be relaxed within a classical model [26]. Indeed, whilst the

classical adversarial model discussed in Chapter 2 is deterministic, Chapter 3 dis-

cusses the advantages of using an indeterministic model for cryptographic purposes.

The words classical and deterministic are often treated as synonymous, since the

correlations produced by an indeterministic model can be equivalently produced by

a deterministic model through the inclusion of extra underlying variables. For this

reason, a classical indeterministic model is known as stochastic, to avoid confusion

with the true indeterminism achieved by quantum theory.

As implied by the CHSH example, quantum theory imposes a restriction on

p(ab|jk) somewhere between the LHV and no-signalling theories. Using a bipartite

quantum state ρAB in Hilbert spacesHA⊗HB of arbitrary dimension, all probabilities

adhering to quantum theory are of the form

p(ab|jk) = Tr(ρABAj ⊗Bk) (1.18)

where Aj are measurement operators on HA representing Alice’s measurements given

input j which deliver output a, similarly for Bk on Bob’s side. Any quantum cor-

relations satisfy the no-signalling conditions10 (1.14) and (1.15) though there are

10The fact that there are correlations between entangled particles, regardless of spatial separation,
suggests at first glance the possibility of instantaneous signalling. However the observed correlations
in an experiment are dependent on the choice of measurements made; Alice cannot locally infer from
her own measurement outcome anything about Bob’s outcome without knowing what measurement
he performed, and this information has to be sent by Bob to Alice at subluminal speeds.
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1. Introduction

no-signalling correlations which cannot be derived from quantum theory [28, 29] such

as the above-mentioned P-R box [20].

The correlations permitted by LHV theory are included within the set of quantum

correlations since they can be retrieved as the results of local commuting measure-

ments performed on product states. However, the inclusion is strict, since there are

quantum correlations which cannot be replicated by LHV theory, called nonlocal cor-

relations. Making a distinction between local and nonlocal correlations is precisely

the motivation for deriving Bell inequalities11.

1.4.3 Bell Inequalities

1.4.3.1 General Framework

The classification of bipartite correlations in an m-setting, d-outcome scenario can

be determined by considering a point p = {p(ab|jk)} ∈ Rd2m2
, which satisfies the con-

ditions of a probability distribution, namely positivity p(ab|jk) > 0 and normalisation∑d−1
a,b=0 p(ab|jk) = 1. The conditions for local (1.9), no-signalling (1.14)-(1.15) and

quantum (1.18) correlations can be used to define the sets L,NS and Q, which are

subsets of Rd2m2
exhibiting the strict inclusions L ⊂ Q ⊂ NS. These sets are closed,

bounded and convex, and furthermore L and NS are polytopes since they can be de-

scribed by the intersection of a finite set of half-spaces12. The hyperplane separation

theorem [30] can be used to find the hyperplane lying between a set K ∈ {L,Q,NS}
and any point p′ /∈ K. This hyperplane can be characterised by a set of coefficients

s = {s(abjk)} ∈ Rd2m2
, known for these purposes as a Bell expression, and a value

SK ∈ R such that

s · p =
∑
abjk

s(abjk)p(ab|jk) 6 SK (1.19)

for any p ∈ K, but s ·p′ > SK . When K = L, these inequalities are precisely the Bell

inequalities used to test for nonlocality, with the corresponding values SL, SQ and

SNS being the largest achievable values for s using local, quantum and no-signalling

correlations respectively13. If SQ > SL, then it is said that quantum mechanics vio-

lates the Bell inequality s · p 6 SL. Figure 1.2 provides a representation of L,Q,NS
and a Bell inequality as hyperplane.

11A Bell test is also known as a nonlocality test for this reason.
12This follows from their construction from a set of linear conditions, and in contrast Q is not a

polytope, though is still convex.
13Similarly, we can derive inequalities for K = Q or K = NS, with the former often referred to as

Tsirelson inequalities.
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L

Q
NS

Bell Inequality

Figure 1.2: A depiction of the sets of local (L), quantum (Q) and no-signalling (NS)
correlations.

What properties are required of quantum correlations of the type (1.18) to violate

a Bell inequality? Unsurprisingly, since John Bell’s motivation for considering such

inequalities was to address the EPR paper’s concerns about “spooky action at a

distance”, the state ρAB must be entangled to violate a Bell inequality. Indeed,

supposing otherwise, the state is of the separable form (1.2), from which we can

recover the locality condition (1.9) with

p(ab|jk) = Tr

[∑
λ

pλ(ρ
λ
A ⊗ ρλB)Aj ⊗Bk

]
=

∑
λ

pλTr (ρλAAj)Tr (ρλBBk)

=
∑
λ

pλp(a|j, λ)p(b|k, λ).

Furthermore, Alice’s measurement operators must be non-commuting, as must Bob’s

[31].

A Bell expression s can be represented in the quantum framework by an operator

S =
∑
abjk

s(abjk)Aj ⊗Bk, (1.20)

where {Aj} and {Bk} are Alice’s and Bob’s measurement operators. The quantum

bound SQ for a Bell expression is given by the spectral norm of S, maximised over

all possible measurements, i.e. SQ = maxS ||S||. As discussed in Section 1.4.1.1,
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the well-known CHSH expression is associated with the operator given by (1.5), with

a quantum bound of 2
√

2 achievable by (1.6) and equivalent schemes under local

unitaries.

The maximum evaluation of s achievable by no-signalling correlations is given by

SNS = maxp∈NS s ·p. The much less restrictive conditions on such correlations means

that SNS is algebraically easier to compute than SL or SQ, and can be found with

linear programming (see, for instance, Section 3 of [32])14. For the CHSH expression,

SNS = 4, obtained by the P-R box joint distribution p(ab|jk) = 1
2

if a ⊕ b = jk and

p(ab|jk) = 0 otherwise15

It is worth noting that, much as Section 1.4.1.2 expressed the CHSH inequality in

the context of game theory, a general framework to derive game theory equivalents

of all Bell inequalities has been formulated [35], and the topic of nonlocal games is

popular in computer science.

Whilst there are a wealth of Bell inequalities to be found for a polytope L, the

minimal number required to define L entirely are given by the facet Bell inequalities,

so called because they represent faces of the polytope L. Specifically, for the Bell

inequality s · p 6 SL, F = {p ∈ L|s · p = SL} is a face of L and represents a

facet Bell inequality. Trivially, the positivity conditions p(ab|jk) > 0 are facet Bell

inequalities; We are interested in finding all others, because any other Bell inequality

can be written as a non-negative combination of facet Bell inequalities. Furthermore,

the exclusion of a point p /∈ L means that p does not satisfy one (or more) of the

facet Bell inequalities. Conversely, any probability distribution satisfying the locality

condition will satisfy all Bell inequalities, since they are defined by their separation

from the polytope L. Note that the no-signalling conditions are trivially also Bell

inequalities since they are satisfied by all local correlations, but since by definition

no quantum (or indeed no-signalling) correlations violate them, they are not useful

to consider within the umbrella of Bell-based cryptography.

1.4.3.2 Notable Examples

As a 2-party, 2-setting, 2-outcome Bell inequality, the CHSH inequality is rather

unique in that the only other non-trivial16 facet Bell inequalities for this scenario can

14There is a further bound to be calculated for a Bell expression, known as the algebraic limit,
which in some cases is even higher than the no-signalling limit, for instance with the tilted CHSH
inequality [33]. However, this is not the case for any inequalities presented in this thesis. See also
[34] for discussion.

15This distribution is named after Popescu and Rohrlich [20], though the idea had been discussed
much earlier [28],[29].

16i.e. excluding the usual positivity constraints
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be obtained from CHSH by relabelling some combination of the local experimenters

(‘A’↔‘B’), the local measurement settings (e.g. ‘j = 0’↔‘j = 1’) or the measurement

outcomes (e.g. ‘b = +1’↔‘b = −1’), and we say that all such Bell inequalities are

equivalent. The number of inequivalent facet Bell inequalities in a scenario with n

parties, m local measurement settings per user, and d outcomes per measurement,

scales vastly with any increases in n, m or d17. One can also consider asymmetric sce-

narios with a different number of measurements mA,mB, . . ., or outcomes dA, dB, . . .,

for each experimenter, labelled with the quadruple (mA,mB, dA, dB) [37].

For mA = mB = 3 and dA = dB = 2, there is only one facet Bell inequality, up to

equivalence, that is inequivalent to CHSH, known as the I3322 inequality.

I3322 = p(ab|00) + p(ab|01) + p(ab|02) + p(ab|10) + p(ab|11)− p(ab|12)

+p(ab|20)− p(ab|21)− p(a|x = 0)− 2p(b|y = 0)− p(b|y = 1) (1.21)

This expression has a local bound SL = 0, whereas an optimal value of SQ = 1
4

can

be achieved, again with measurements on a singlet state [37]. This inequality can

be generalised for arbitrary mA = mB = m, and is given in Section 5.2.2, along

with a derivation of the optimal local strategies achieving SL = 0. The robustness

of these inequalities against reduced measurement independence will be considered

later, particularly for m = 3 in Section 5.2.3.

One particularly useful class of Bell inequalities is known as chained since they

are derived from iterating over a simpler inequality such as CHSH [38]. Presented in

a similar form to [39], the chained CHSH inequalities have m measurement settings

on each side, using the convenient notation j ∈ {0, 2, . . . , 2m − 2} for Alice and

k ∈ {1, 3, . . . , 2m−1} for Bob, each with the usual dichotomic outcomes a, b ∈ {±1},
and are defined as

Icm := p(a = b|00) +
∑
|j−k|=1

p(a 6= b|jk). (1.22)

For m = 2, this expression is equivalent to CHSH. Local variables impose that Icm > 1,

whereas quantum correlations can achieve Icm = 2m sin2(π/4m), which tends to 0 as

m → ∞. Chained Bell inequalities were the basis for the first device-independent

quantum key distribution scheme [40] (see Section 1.6), and have recently been in-

strumental in proving the completeness of quantum theory’s predictions under the

assumption of free will [25], and also as a tool in the process of randomness amplifi-

cation [41], to be discussed in Section 5.4.

17For instance, combinatoric methods can be used to derive an incomplete list of at least 20 million
facet Bell inequalities, even when restricted to n 6 9 [36].
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Although the primary method of testing for nonlocality, that of a Bell inequality,

requires outcome statistics over many runs, it is actually possible to show directly the

incompatibility of quantum predictions with local models with a single logical contra-

diction, in what is known as an all-or-nothing scenario. The most popular example

of this is the Greenberger-Horne-Zeilinger (GHZ) paradox [42], which involves three

experimenters18 Alice, Bob and Charlie, with respective inputs j, k, l ∈ {0, 1} and

dichotomic outputs a, b, c ∈ {±1}. They share a tripartite quantum state known as

the GHZ state, |GHZ〉 = 1√
2
(| 000〉+ | 111〉), and associate with each input the mea-

surement operators A0 = B0 = C0 = X,A1 = B1 = C1 = Y which are performed to

obtain the outcomes, e.g. a0 = 〈A0〉|GHZ〉. One notes that the correlations produced

will satisfy

a0b0c0 = +1, a0b1c1 = −1, a1b0c1 = −1, a1b1c0 = −1, (1.23)

for every instance of the experiment. On the contrary, an LHV model can merely

assign a value19 of +1 or −1 to each outcome aj, bk, cl. One can verify that any such

local assignments can satisfy at most three of the conditions in (1.23), but not all four.

Indeed, by multiplying the left-hand-side of all four equations together, one obtains

a2
0a

2
1b

2
0b

2
1c

2
0c

2
1, which as a product of +1 terms must itself be +1. This contradicts the

−1 value given by multiplying the right-hand-side terms in the quantum scheme.

The crucial difference between the GHZ paradox and previously discussed Bell

inequalities is that the same quantum correlations are produced on every run of the

experiment, as opposed to confirming a probability distribution revealed over many

runs, although the situation can nevertheless be rephrased as a Bell inequality, known

as the tripartite Mermin inequality [43]20. Despite the extra technological difficulty

in implementing a tripartite nonlocality experiment (see Section 1.8), GHZ-based

cryptographic protocols have been proposed [44]. The all-or-nothing quality of the

tripartite Mermin inequality is also susceptible to variable-free-will analysis. This is

outlined in Appendix B, assuming the remainder of this thesis as a prior.

18In fact, this scenario extends to general N -partite experiments rather easily, but N = 3 is the
simplest case to consider.

19The model must be deterministic to reproduce any one of the correlation conditions in (1.23).
20The quantum scheme described will always win the associated nonlocal game, i.e. pwin = 1,

showing that there are some games for which the full no-signalling theory provides no advantage
over quantum theory.
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1.5 Cryptographic Primitives

The essence of cryptography is ensuring that information is kept secure, be it

stored locally by one party or shared between two or more parties, from the variety of

eavesdropping attacks available to an adversary. Whilst the early history of cryptog-

raphy is devoted to encryption schemes of ever increasing complexity, the field took a

major turn with the incorporation of randomness, not complexity, as the fundamen-

tal guarantee of security. This section explores the two inextricably linked notions

of randomness and security through the discussion of the cryptographic primitives

relevant to this thesis.

1.5.1 Randomness Generation

The randomness of events within Nature has been a subject of philosophical debate

for millennia, and one closely related to the concepts of free will and determinism.

Can a human make choices freely, or have all such choices been predetermined by

some higher scheme? In addition, if an event has been determined to happen, does

that mean that it can be predicted with certainty? Randomness is usually seen

as antonymous with predictability. Indeed, one should note the difference between

genuine randomness, which can never be predicted, and pseudorandomness, which

only seems to exhibit randomness given an absence of knowledge about its creation.

An example of apparent randomness as resulting from the lack of a bigger picture

was given by Thomas Aquinas [45]:

“I answer that, In this world some things seem to happen by luck or chance. Now

it happens sometimes that something is lucky or chance-like as compared to inferior

causes, which, if compared to some higher cause, is directly intended. For instance,

if two servants are sent by their master to the same place; the meeting of the two

servants in regard to themselves is by chance; but as compared to the master, who

had ordered it, it is directly intended.”

Whilst one can muse about the fundamental nature of randomness indefinitely,

there is no question that there are many technological applications, both scientific

and commercial, which require randomness. For some, psuedorandomness is enough.

However, since the bits created by a pseudorandom algorithm are deterministically

generated, they can easily be replicated with knowledge of the initial conditions. This

replication can sometimes be desirable, for instance to identify bugs or benchmark

results between codes in a Monte Carlo simulation (see Section 37 of [46]), but in

other cases will not be desirable. Deterministic randomness certainly causes problems
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for scenarios requiring private randomness such as online gambling or, of course,

cryptographic protocols.

One of the fundamental aspects of quantum theory is its inconsistency with de-

terminism. It is possible to observe truly random events through, for instance, the

measurement of an atom’s spin in a Stern-Gerlach experiment [47] or the polarisation

of a photon, where the measurement outcome is random. However, one should note

the difference between predictable and unpredictable randomness. For example, if

one measures Pauli operator X repeatedly on qubits in the state |ψ〉 = α | 0〉+β | 1〉,
then each measurement result is predicted to have a 0 outcome with probability |α|2

and a 1 with probability |β|2. Although the outcomes themselves are random, the

statistics accumulated over many runs can trivially be recreated classically. Assum-

ing non-signalling, the correlations produced in a quantum implementation of a Bell

test (from similarly random measurement outcomes), on the other hand, cannot be

predicted, since any attempt will adhere to the local bound of the Bell inequality. It

is thus through the successful violation of a Bell inequality that private randomness

can be certified.

There are two closely related protocols for generating private randomness through

Bell tests, which are differentiated by the nature of their inputs. A randomness expan-

sion protocol [48, 49] takes a pre-existing finite stock (or seed) of perfect randomness

to make measurement selections in a Bell test, and the resulting data is processed to

create further random bits, the privacy of which is verified by a Bell violation. The

process is described in Chapter 3 and considered within the context of limited mea-

surement independence21. Randomness amplification [41] takes a similar approach,

but assumes the availability of an infinite amount of imperfect randomness, often

defined by the source’s correlations with other unknown variables. Whilst no explicit

randomness amplification protocol is given in this thesis, this task correlates closely

with the results of Chapter 5 and is discussed in Section 5.4.

1.5.2 Key Distribution

Historically, cryptography has been concerned with encryption and decryption.

When Alice wishes to communicate a message, known as the plaintext, to Bob, it

is converted by Alice into a seemingly incomprehensible ciphertext (the method of

encryption, regardless of physical or logistical description, is called a cipher) and

sent to Bob. It is assumed that the ciphertext is transmitted insecurely and may

21Since a variable free will strategy tampers with the RNGs used to make measurement choices,
the link between the two ideas is quite clear.
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be intercepted by Eve. When Bob receives the ciphertext, he deciphers it using a

decryption protocol previously agreed upon with Alice, thereby obtaining the original

plaintext which has withstood eavesdropping.

There are two branches of cryptography which differ in the nature of the cipher

being used. In public–key cryptography, Alice holds both an encryption and decryp-

tion key. The encryption key is usually formulated from the decryption key by an

algorithm incorporating one–way functions which are easy to compute but difficult

to invert. A popular example is the multiplication of two large prime numbers, since

determining the prime numbers from the product (i.e. factoring) is known to be very

difficult22. The RSA cipher [50], devised in the 1970s and still in commercial use

by personal computers to this day, relies on such factoring. This branch of cryp-

tography is known as public–key because the encryption key is made known to all

parties, including adversaries. Both Bob and Eve can encrypt a message using this

key but only Alice holds the decryption key23. Whilst this method of encryption is

computationally secure, advances both experimental and theoretical suggest that at

some point RSA will no longer be sufficient. Indeed, study of quantum theory has

led to Shor’s algorithm [12], a procedure which can theoretically be implemented by

quantum computers to factor numbers in polynomial time, thereby endangering RSA

and other public–key ciphers.

On the other hand, private–key cryptography employs a key that is shared privately

by Alice and Bob and is used for both encryption and decryption24. Alice converts

her message into a string of binary numbers using a standard character–encoding

scheme such as ASCII. The shared key is also a binary string of the same length

as the message. Alice xors the message and key bitwise (i.e. addition modulo 2)

and sends to Bob, who decrypts the message via the same operation. Shannon’s

seminal paper from 1948 [51] proved that so long as the key that Alice and Bob

generate is perfectly random and used once only, the encryption is perfectly secure,

regardless of Eve’s power and resources. Such a key is known as a one–time pad

for historical reasons. The problem of encrypting a message has thus been reduced

to a more specific problem of key distribution between Alice and Bob. However,

since classical information can simply be copied by Eve if intercepted, one must rely

22In terms of computational complexity, we say that multiplication can be performed by a classical
algorithm in a time that is only polynomial in its input size, but current classical algorithms for
factoring run in a time that is super–polynomial in its input size.

23The discrepancy in the keys held by Alice and Bob means that this cipher is also known as an
asymmetric–key cryptosytem

24Since the shared key is identical for both Alice and Bob, this is also known as symmetric–key
cryptography.
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on either the inefficient, expensive and trust-dependent use of a personal courier to

securely distribute a classically generated key, or a quantum key distribution (QKD)

protocol to efficiently distribute keys whose security guarantees, much like with the

above randomness generation protocols, rely upon nonlocal correlations.

Whilst randomness generation and key distribution may seem like essentially the

same task, the latter is more difficult because of the assumed experimental setup.

Randomness expansion uses the outcomes generated by two (or more) devices, but the

process is conducted by a single party exclusively within the same laboratory, provided

sufficient spatial separation is given to prevent causal connection. It is assumed

that, even in the device-independent scenario where she may have previously had

access to these devices, Eve cannot otherwise infiltrate the lab whilst the experiment

is conducted. In contrast, the devices used for key distribution are operated by

multiple parties within different laboratories, and Eve is assumed to be all-seeing and

all-knowing in the space between. Alice and Bob (and if applicable Charlie and . . . )

must therefore reconcile an identical key using the results of their experiments and

classical communication that Eve can intercept. This scenario is detailed in Chapter

4, again considering the free will loophole.

1.5.3 Security and Privacy Amplification

One practical method for quantifying randomness is to ask how easily an eaves-

dropper can make successful predictions. Supposing that Alice and Bob hold measure-

ment devices making, as usual, measurements x and y and recording outputs a and

b25. If the devices are behaving classically, we can view inputs and outputs as being

predicted by random variables A,B,X,Y . Assuming that Eve has somehow gleaned

information from the process, this information can be encapsulated by a system E,

partially correlated with Alice’s device, on which she can perform measurements la-

belled z. When z is performed, Eve’s best guess at Alice’s outcome is of course the

one maximising p(a|ez). We can thus define the guessing probability as the aver-

age probability to correctly guess Alice’s outcome, maximised over all measurements

available to Eve

G(A|E) := max
z

∑
e

p(e|z) max
a
p(a|e, z). (1.24)

The guessing probability is often given in terms of the min-entropy [52], defined to

be Hmin(A|E) = − log2G(A|E). If, as is often the case in a cryptographic setting,

25these labels are given in generality to the entire system, say a string of bits x = (x1, . . . , xN )
over several measurements a = (a1, . . . , aN ), but can be reduced to single-run entries when making
certain causality assumptions detailed later.
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the outcome space of A is an n-length bit string, A ∈ {0, 1}n, we see that 0 <

Hmin(A|E) < n, with the upper bound obtained in the ideal (for Alice) case where

Eve can do no better than guessing Alice’s string with uniform probability 2−n.

The min-entropy has an operational interpretation, since it represents the amount

of uniform randomness that Alice can extracted from the system, whether Eve holds

classical [53] or quantum [54] side-information. Specifically, in what’s known as the

leftover hash lemma [53], a sequence of n bits with min-entropy Hmin(A|E) can be

reduced to a sequence of m = Hmin(A|E) 6 n uniformly random bits by applying

some hash function fr : A → {0, 1}m, so long as the function fr is chosen uniformly

from a family of two-universal hash functions. This process is known as randomness

extraction, or in the cryptographic context as privacy amplification.

Clearly a seed of initial randomness is required (for selecting the hash function)

to perform randomness extraction. Therefore, in a randomness expansion or key

distribution protocol where the aim is to produce private randomness through a series

of Bell tests, one should always consider not only the randomness required to choose

the measurement inputs, but also the randomness that will be needed to classically

process the resulting data.

The concept of min-entropy can be extended into the quantum scenario [52] where

Alice and Eve hold a bipartite state ρAE as

Hmin(A|E) := − inf
σE
D∞(ρAE||11A ⊗ σE), (1.25)

where {σE} is the range of all normalised density operators on system E, using

D∞(τ ||τ ′) := inf{λ ∈ R : τ 6 2λτ ′}. (1.26)

Privacy amplification can similarly be achieved in the quantum case [54], however

no such general claim has been made for a more powerful adversary with arbitrary

no-signaling side-information [55].

Crucially, the degree of violation of a Bell inequality provides bounds on the min-

entropy, and thus the extent to which privacy amplification is required. It is proved in

Appendix A that if Alice and Bob test the CHSH inequality using two-qubit systems

achieving a violation S, and if Eve can only attack the system independently on each

run of the experiment, then the guessing probability is bounded above by

G(A|E) 6
1

2

(
1 +

√
2− S2

4

)
. (1.27)
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1.6 Device-Independent Cryptography

The preceding sections have detailed various tasks and experiments in the context

of the best strategies available to Alice and Bob, whether in the classical or quan-

tum frameworks, or according to a hypothetical stronger no-signalling theory. The

advantages to exploiting quantum phenomena for cryptographic purposes are clear,

so the assumption that the equipment used to perform such experiments is trusted,

as well as the theory to which Nature abides is known, would seem at first glance

to be obvious. Within the last decade or so, it has been shown that in fact neither

assumption is necessary.

As mentioned in Section 1.4.1.1 and depicted in Figure 1.1(c), many nonlocality-

based cryptographic protocols can be adapted to guarantee security that need not be

reliant on either the apparatus used to implement them or on the completeness of the

quantum theory that inspired them. This scenario is known as device-independent

cryptography, and the devices used by Alice and Bob can be viewed as unknown black

box devices that may have even been manufactured and maliciously pre-programmed

by Eve. All that is required of the devices is the ability to register inputs, say j, k

as before, and produce outcomes a, b in some fashion. If the probability distribution

p(ab|jk) estimated by the collected data sufficiently violates a Bell inequality, a secure

protocol can be achieved, with the degree of Bell violation used to estimate precisely

how securely the task has been conducted.

One should clarify that the presence of selectable inputs and readable outputs are

only required to allow for a possible device-independent protocol; to work optimally,

the devices should still perform the best quantum strategy available, but this setup

can be certified through p(ab|jk), rather than assumed with some degree of trust.

Indeed, the prerequisite for Bell-based experiments that the measurement devices are

spatially separated to prevent communication is still a requirement in the device-

independent scenario.

All of the crucial ingredients for a device-independent quantum key distribution

(or DIQKD) protocol were already present in Ekert’s original entanglement-based

protocol [11]. However, the realisation that several assumptions could be dropped

was not made until much later. In 2005, Barrett, Hardy and Kent described a secure

QKD protocol that only required the underlying physical theory to be constrained by

no-signalling [40]. Whilst this protocol was based on the chained Bell inequality, a

CHSH-based protocol was then developed that dropped the requirement of trust in the

devices, first by suggestion [56] and then explicitly [57], although certain assumptions
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on the types of attack available to Eve were still required (see the beginning of Chapter

5).

The device-independent approach can also be applied to other existing quantum

cryptographic tasks. Device-independent randomness generation (DIRNG) has been

proposed based on both the GHZ paradox [44] and the CHSH inequality [48], with

significant practical implementations already developed [58]. Other cryptographic

tasks such as bit commitment and coin flipping have also been given the device-

independent treatment [59].

The umbrella of device-independent protocols can also be extended to novel ideas

that certify the ‘quantumness’ of various situations. For instance, self-testing takes

the quality of correlations produced in an experiment to reveal information about

the states that must have been used. It was already known that a maximal CHSH

violation of 2
√

2 can only be genuinely achieved by performing measurements on a

singlet state (up to local unitaries) [19]. This knowledge was adapted to make the

same assumption even without knowledge of the devices’ underlying machinery [60].

Furthermore, device-independent testing has been developed for a number of features,

such as demonstrating genuine multipartite entanglement [61], lower bounding the di-

mension of Hilbert space used within the devices [62], and certifying the teleportation

of a qubit [63], amongst others. In fact, the theory is reaching such development that

an entirely device-independent outlook on the quantum formalism is not out of the

question [64].

1.7 Loopholes

The violation of Bell inequalities has been experimentally observed many times

over the last three decades, to the point that the incompatibility of the LHV theory

with Nature seems to most like a foregone conclusion. However, any practical investi-

gation of the underlying theory is subject to various experimental imperfections that

must be taken into consideration before a grand statement can be made. This leads

into the study of loopholes, potential flaws in the apparatus that can be exploited to

simulate nonlocality in a decidedly local fashion.

The rapid advancement of technology is verging ever closer to the realisation of a

definitively loophole-free Bell test, as will be discussed in Section 1.8, and may even be

a matter of years, not decades, away. This achievement is not sought after merely to

satisfy the curiosities of theorists concerned purely with the foundations of quantum

physics. Indeed, whilst the exploitation of loopholes undertaken by Nature itself to
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mask its own classicality seems highly dubious, it is not at all out of the question

that an eavesdropper attacking a device-independent cryptographic protocol would

wish to program the untrusted devices in such a way as to fake true nonlocality, and

therefore give the false impression of security. The closure of loopholes is therefore a

requirement to perfectly ensure security in device-independent protocols.

The following sections detail three of the most well-known loopholes, those of de-

tection, locality and memory, and provide examples of how the detection and locality

loopholes can be exploited to simulate nonlocality. Of course, Chapter 2 onwards is

dedicated to another more recently considered loophole known as the free will loop-

hole.

1.7.1 Locality Loophole

Consider the case where the measurements performed by Alice and Bob in a single

run of a bipartite Bell test are not distantly separated. In the game formulation, this

corresponds to Alice and Bob being causally connected, which is to say that they

can communicate with one another in the time between receiving their questions

and having to return the answers. Equivalently, in the device-independent scenario,

we can visualize this as a single black box, where Eve can immediately know both

inputs for a run of the experiment and subsequently choose both outputs within the

required timeframe. Upon an input pair (Aj, Bk) for j, k = 0, 1, Eve can randomly

select Alice’s output as a ∈ {±1} and then calculate the value b = a · (−1)jk, which

clearly maximizes (1.7). Since using b for Bob’s output on every run will provide the

maximal CHSH value of 4 (and similarly −b yields −4), Eve can dilute this value and

avoid suspicion from the users of the device by displaying b with probability p and

otherwise −b (for instance, over many runs a CHSH value of 2
√

2 will be achieved if

p = 1
2

+ 1√
2
).

1.7.2 Detection Loophole

In practical implementations of a Bell test measuring photon polarisation, not

all photons will be detected. This is usually represented by a detector efficiency η,

which is the probability that a photon will be detected on any given run. In the

early days of Bell tests, it was common to make the fair sampling assumption [65],

that the detected photons were representative of all of the produced photons, so that

Nature was not behaving differently with photons according to their detection. In an

adversarial scenario, this assumption would be unwise.
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We should therefore be concerned that Eve might fake an inefficiency in the de-

tectors to mask her classical tampering. Consider a source emitting photons within

fixed time intervals, so that Alice and Bob know when their devices should recieve

a photon26. If detection fails, they decide to register a +1 outcome in place of the

missed measurement result [67]. With probability η2 the CHSH test runs as normal

and (assuming the optimal state and measurements) 2
√

2 is observed. However, with

probability 2η(1 − η), one of the two detectors fails and the resulting outcomes are

entirely uncorrelated; for this subset of runs, the CHSH test yields 0. Finally, a pro-

portion (1 − η)2 of runs will have failed detections in both devices, for which both

users register +1 and a CHSH value of 2 is observed for these runs.

It follows that a CHSH violation (i.e. any value above 2) can only be achieved if

η > 2√
2+1
≈ 83%, and a maximal violation of 2

√
2 can only be achieved when the de-

tectors are perfectly efficient. Assuming the detector efficiency is above this threshold,

we proceed as normal and, when we find the CHSH violation, assume Eve followed

her optimal eavesdropping strategy as specified in the previous section. From this,

we determine how much classical post-processing is necessary in order to completely

exclude Eve. There are several studies of note in the literature which consider the

detection loophole more extensively, from CHSH tests using non-maximally entangled

states [68] or asymmetric detection efficiencies [69] and the case where the local mea-

surements have different efficiencies [70], to considering other Bell inequalities with n

users [71], m measurement settings [72] or dimension size d [73].

1.7.3 Multiple Runs and Memory Loopholes

The probability distribution p(ab|jk) that Alice and Bob are concerned with in

a Bell test (aside from the all-or-nothing approach such as GHZ tests (1.23)) is esti-

mated over multiple runs of an experiment. This leads to two closely-related ques-

tions; how important is the accuracy of the observed statistics based on a finite

number of trials in relation to the underlying correlations when making claims of

observed nonlocality? Also, what advantage is available to Eve in attacking the sys-

tem over multiple runs rather than on each run independently? Such problems are

referred to as the memory loophole [74].

26This is known within the literature as heralded photon emission [66], and can be implemented
by producing a pair of photons each time. Whilst the detection of one photon effectively destroys
it and prevents further measurement, the detection heralds the successful creation time of the other
photon which may then be measured.
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The security of a device-independent cryptographic protocol is usually described in

terms of the kinds of attacks that it is immune from [75]. Two classes of attacks worthy

of differentiation are the independent, identically distributed (i. i. d. ) attack and the

correlated attack (sometimes known as collective and general attacks respectively.).

An i. i. d. attack by Eve attacks independently for each run whereas a correlated attack

can probe the entire system. Whilst the security of quantum and device-independent

key distribution against i. i. d. attacks has been proven [57], security against the latter

is much more difficult to attain. Attempts to achieve general security often amount

to placing a restriction on Alice and Bob’s devices being spacelike separated for each

given run, essentially reducing Eve’s options to performing only collective attacks,

whether in the quantum [76] or device-independent [77, 55] framework.

Exploitation of the memory loophole can be described by the devices having been

preprogrammed maliciously by Eve, such that the outcomes recorded on the nth run

are dependent not only on the hidden variables λ but also on the previous measure-

ment choices and outcomes in either one or both wings of the experiment, depending

on the strength of the model. Such tampering could induce a statistical fluctuation

resulting in the inauthentic observation of a Bell violation [74]27. The devices are

even more vulnerable in a cryptographic protocol involving public classical communi-

cation, since it is possible for the devices to independently store their previous inputs

and outputs and reveal encoded information within the outputs of later runs [78].

It has been shown that, in the case of a non-cryptographic Bell test where Alice and

Bob have complete free will in selecting their measurements, memory-based attacks do

not possess any significant advantage [74] and Eve’s optimal attack is the same single-

shot attack repeated over each run of the experiment. However, when considering also

the free will loophole, where Alice and Bob have only a limited amount of choice in

measurement selection, this is not the case, and Eve has a significant advantage in

correlating her attack over many runs of the experiment. This result is the main focus

of Chapter 5.

1.8 Experimental Progress

Here we provide a brief summary of experimental progress in approaching a

loophole-free Bell test. A comprehensive review can be found in [79].

27All memory-based attacks are included in the class of correlated attacks, but this inclusion is
strict.
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The locality loophole was first declared closed in one of the earliest Bell exper-

iments [24], however the setup used an acousto-optical interaction which does not

provide truly random input selections. In 1998, an experiment using electro-optic

modulators and two independent quantum random number generators is generally

considered as having satisfactorily closed the locality loophole [80].

Naturally the best way to make Bell tests robust against the detection loophole

is to increase the detection efficiency within the measurement devices. Until very re-

cently, this was considered to be extremely difficult with photonic systems. Of course,

the Bell inequality can be applied to other physical systems, and the CHSH inequality

in particular is relevant to any setup involving two spatially separated systems with

dichotomic measurements. If one still considers photonic systems, there have been

demonstrations of nonlocality using properties of photons other than polarisation,

for instance phase and momentum [81], orbital angular momentum [82], or time-bin

encoding [83].

Atomic systems may also be considered, though use of more complex systems will

of course be more susceptible to the locality loophole than photons. The first such

test to close the detection loophole in 2001 used Be+ ions in a magnetic trap 3µm

apart [84], and the distances between devices have been steadily improved, with a

recent experiment using rubidium-87 atoms that were 20m apart [85]. It is suggested

that a distance of 300m is required to simultaneously close the locality loophole using

the fastest procedure to measure the atomic state of atoms [86]. However, this may

not be necessary as photonic detection rates have dramatically improved in recent

years. A Bell violation with photons separated by more than 10km was reported

in 1998 [87]. Much more recently, an experiment claiming the detection loophole

had been closed with photons was detailed [58], and furthermore adapted to perform

device-independent randomness expansion. Additionally, [88] proposes a scheme using

available technology closing both loopholes at once, using an atom-photon setup and

combining homodyne detection with photodetection. Finally, multipartite nonlocality

tests, though much more difficult to perform, have been conducted with three photons

using GHZ states [89] and W states [90].
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Chapter 2

Quantifying Measurement
Dependence

The introductory chapter of this thesis gave the preliminaries for several topics

in quantum information theory and cryptography. Throughout, the necessity of ex-

perimenters to possess free will in selecting their measurements was stated, but not

fully explored. This approach is reminiscent of much of the literature associated with

nonlocality and its cryptographic applications, where the assumption of free will is

frequently mentioned yet infrequently considered. However, in the wake of discovering

the true power of Bell inequalities for ensuring privacy even in device-independent

scenarios, the rather rigid statement ‘experimenters have free will’ must be given

much more careful scrutiny to ensure that the device-independent theory is robust

and ready for implementation.

The rest of this thesis is dedicated to such scrutiny. After qualitative discussion of

the concept of free will, this chapter will suggest quantitative measures used to bound

the power of an adversary, then incorporate the measures in the simple scenario

of one-shot testing of the CHSH inequality. The implications of these results for

the applications of device-independent randomness expansion and key distribution

will be considered in Chapters 3 and 4 respectively. Finally, Chapter 5 will ask

how advantageous the consideration of a strategy correlated over many runs of the

experiment can be for an eavesdropper.

2.1 Discussion

‘Does the universe permit free will?’ Clearly, a rather pointed question such as this

cannot be satisfactorily answered over the course of a few pages; after all, a significant

amount of academia, ranging across the arts and sciences from theoretical physics to
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contemporary neuroscience to criminal law, has been dedicated to this discussion over

many centuries. Indeed, within the context of this thesis, any attempt to answer such

a question is futile, since the foundational proof of free will involves performing a Bell

test which itself requires free will to be successful, leading to a frustratingly circular

argument.

A more specific, and implicitly trust-based, question to be raised is, ‘Is it possi-

ble to make free choices?’. This comes closer to the context of the nonlocality tests

presented in Chapter 1, where the experimenters are required to freely choose be-

tween particular measurements in order to harness the correlations of the outcomes.

Decision-making in the human brain is hardly a rapid process [91], which denies the

ideal scenario of instantaneous choices; electronic devices are more efficient in this re-

gard, but their existence outside of our own consciousness implicitly raises questions

of trust, particularly for cryptographic tasks.

John Bell’s landmark paper [13], which kickstarted the late 20th century’s inves-

tigations of nonlocality, first presumed that free will is a prior for such tests, then

examined the correlations achievable by quantum mechanics as a result. More re-

cently, however, the converse has been elevated to an equally important discussion

[92, 93]; given that nonclassical correlations have been produced, and assuming that

the world obeys local realism, how much free will must the experimenters have exhib-

ited? This context of selecting measurements has led to a common usage in the lit-

erature of the terms ‘experimental free will’ and ‘measurement independence’. These

terms emphasise that the free will considered in nonlocality tests is characterised by

non-sentient devices such as random number generators (RNGs) rather than human

decision-making, which is far too inefficient and unreliable to withstand scrutiny [91].

There are various types of correlations that can be considered. One starting point

would be the correlations produced by projective measurements on a singlet state.

Barrett and Gisin [93] showed that at most one bit of measurement independence is

required to produce a local model which reproduces these nonlocal correlations, using

their information-theoretic measure defined by (2.9) below; through a more complete

analysis, Hall [26] reduced this to roughly 1/15 of a bit. The bulk of this thesis

considers the correlations which violate a Bell inequality, particularly CHSH, because

of the direct applications of nonlocality tests to cryptographic tasks.

Practically speaking, the tasks for which these Bell tests are used require high

data rates. The experimenters rely on RNGs to select their measurements for them.

It would be prudent to assess the reliability of these RNGs using some quantitative

measure of measurement independence. Of course, given that these devices are as
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subject to paranoia as the rest of the apparatus, it raises another question of how the

experimenters could evaluate this measure for themselves. Nevertheless, we will first

consider the power an adversary has for a fixed value of measurement independence

in these devices.

Before the measures are introduced, a note should be given on the terminology.

Whilst experimental free will is characterised by how independent a random number

generator’s outputs are from its underlying local variables, the term ‘measurement

independence’ found within the literature is often counterintuitive in the context of the

proposed measures, since complete independence is characterised by minimal values

of the measure (typically 0), whilst a maximal value suggests that the measurement

selections chosen are entirely determined by underlying data. In this thesis, the more

appropriate term ‘measurement dependence’ will be used consistently when referring

to the quantitative measures, with ‘measurement independence’ typically conserved

to mean complete experimental free will.

2.2 Measures of Measurement Dependence

Consider the definition of locality within the context of a Bell test presented in

Chapter 1. Recall that when Alice and Bob select from measurements Aj and Bk

with which to measure outcomes a, b = ±1, correlations that violate a Bell inequality

cannot be explained by a local hidden variable model defined by a set of underlying

variables λ with distribution p(λ)1 which locally specify the outcomes conditioned on

knowledge of λ. More formally, any probability distribution p(a, b|Aj, Bk) is consid-

ered local if and only if it satisfies the condition

p(a, b|Aj, Bk) =

∫
dλp(λ)p(a|Aj, λ)p(b|Bk, λ) (2.1)

for some λ model.

Adapting this framework to incorporate limited measurement dependence, let λ

specify not only the measurement outcomes but also the measurement selections,

that is the distribution p(Aj, Bk|λ) for selecting the measurement pair (Aj, Bk) given

knowledge of λ. Whilst this distribution is more intuitive for describing the following

scenario, we will also be concerned with the distribution p(λ|AjBk), with the two

1The underlying variables can be drawn either from a discrete set of parameters or over a contin-
uous range. We will be considering discrete sets in this thesis, though the measures presented here
could certainly be extended to cover a continuous range.
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being related by Bayes’ theorem. This model satisfies the condition

p(a, b|Aj, Bk) =

∫
dλp(λ|Aj, Bk)p(a, b|Aj, Bk, λ). (2.2)

For this model to exhibit complete experimental free will, the underlying vari-

ables and measurement settings chosen must be independent of each other, namely

p(λ|Aj, Bk) = p(λ) and p(AjBk|λ) = p(AjBk). This condition suggests an appropri-

ate measure of measurement dependence introduced by Hall [92] as

MH :=
1

2
max
j,k,j′,k′

∫
dλ|p(λ|Aj, Bk)− p(λ|Aj′ , Bk′)| (2.3)

to which we have added the factor of 1/2 for convenience2. With this factor, the

measure lies in the range [0, 1], where MH = 0 corresponds to complete free will.

MH = 1 occurs when there exist two distinct pairs of settings (Aj, Bk), (Aj′ , Bk′) such

that for each λ, either p(λ|Aj, Bk) = 0 or p(λ|Aj′ , Bk′) = 0, i.e. these settings are

chosen deterministically by λ indicating no measurement independence.

Calculating this measure for a discrete set of underlying variables can be easily

visualised by expressing the distribution p(λ|AjBk) as a table of probability densities,

such as in Table 2.2 where the rows indicate λ and the columns indicate the pairs of

measurement settings. MH is then calculated as the maximum ‘column difference’,

this being the moduli of the differences between the entries in a pair of columns,

summed over all of the rows. An extension of this measure is the q-norm variant (for

q > 0)

Mq := max
j,k,j′,k′

(
1

2

∫
dλ|p(λ|Aj, Bk)− p(λ|Aj′ , Bk′)|q

) 1
q

. (2.4)

For the remainder of the paper we will use the notation MH = M1 interchangeably

and often use the measure MS := M2
2 since this measure will be useful for the methods

presented. Although Mq takes a different range of values for each q, it is clear that any

increase in measurement dependence according to one of the measures necessitates an

increase according to all of the measures. Similarly, all measures take the value 0 when

there is complete free will, and take a maximal value when there is none whatsoever.

Corollary 2 will further prove the equivalence of these norms for the purposes of

maximising the CHSH inequality, thus justifying the choice of measure preferable

for the task at hand. We can also apply Hölder’s inequality so that MS 6 MpMq

whenever 1/p+ 1/q = 1.

2Note that this measure can be used for any Bell test with mA settings on Alice’s device and mB

settings on Bob’s device. The maximum is taken over all possible pairs of measurement settings.
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Another appropriate measure [2] considers the maximum distance between the

measurement distribution with knowledge of λ and the measurement distribution

without knowledge of λ. For a 2-party protocol where Alice (Bob) chooses from mA

(mB) settings, and assuming a discrete set of λ, this is given by

MK :=
mAmB

2(mAmB − 1)
max
λ

∑
j,k

|p(Aj, Bk|λ)− p(Aj, Bk)| (2.5)

where j ∈ {0, · · · ,mA − 1}, k ∈ {0, · · · ,mB − 1}. This measure emphasises the

advantage Eve has, by preprogramming the devices according to a λ routine, over the

experimenters who only observe the distribution p(Aj, Bk). Again MK = 0 represents

complete free will for the experimenters, since such a routine creates no discernible

difference in the measurement distributions. A complete lack of free will is evident

with a deterministic strategy, i.e. there is some λ, j, k for which p(Aj, Bk|λ) = 1. The

normalising factor in the definition above is the reciprocal of what the deterministic

strategy achieves, so that this measure also lies in [0, 1]. For a general measurement

distribution p(Aj, Bk), the normalising factor is (2(1−minj,k p(AjBk)))
−1 regardless of

whether the distribution is uniform or skewed towards particular choices. The uniform

distribution p(AjBk) = 1/mAmB yields the normalising factor shown in (2.5).

A final measure will be used for the randomness generation results in Chapter 3.

This measure is defined formally as

P := max
j,k,λ

p(Aj, Bk|λ) (2.6)

and quantifies the maximum deviation of p(Aj, Bk|λ) from the uniform distribution.

For a 2-party protocol with mA and mB measurement settings, P takes values in the

interval [ 1
mAmB

, 1]. The minimum value indicates that the distribution over all pairs

of measurement settings is uniform, regardless of knowledge of the underlying vari-

ables, implying maximal free will; the maximum indicates an entirely deterministic

measurement selection specified by Eve. This measure has prominent ties with the

min-entropy discussed in Section 1.5.3. The min-entropy of a source of randomness

selecting measurements with measurement dependence P is given by Hmin = − log2 P ,

which runs from zero for deterministic sources to log2mAmB for completely random

sources.

We observe a connection between MK and P as follows, assuming the uniform

distribution p(Aj, Bk) = 1/mAmB. Define the q-norm variant of MK as

MK,q :=
mAmB

Nq(mAmB − 1)
max
λ

(∑
j,k

|p(Aj, Bk|λ)− p(Aj, Bk)|q
) 1

q

, (2.7)
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where Nq := (1 + (mAmB − 1)1−q)1/q is a scaling factor3 that tends to 1 as q → ∞.

Taking this limit, MK approaches

MK,∞ := lim
q→∞

MK,q =
mAmB

mAmB − 1
max
λ,j,k
|p(Aj, Bk|λ)− p(Aj, Bk)|. (2.8)

Assuming that the maximum is attained when p(Aj, Bk|λ) > p(Aj, Bk), this expres-

sion reduces to MK,∞ = (mAmBP − 1)/(mAmB − 1), which coincides with the limits

MK,∞ = 0, P = 1/mAmB for complete free will and MK,∞ = 1, P = 1 for a determin-

istic selection.

Another measure of measurement independence can be discussed by introducing

the concept of a Santha-Vazirani source of randomness [94]. Since the concept of

a Santha-Vazirani source has been intrinsically linked with the idea of randomness

amplification [41] of a source using multiple runs of a Bell test, we defer the definition

of such a source to Section 5.4, where it can be more appropriately discussed.

A few other measures have been suggested in the literature that will not be exam-

ined closely in this thesis, such as the mutual information between the measurement

choices and the underlying variable [93]

I(A,B : λ) = H(A,B) +H(λ)−H(A,B, λ), (2.9)

where H(A,B) denotes the Shannon entropy of the distribution p(Aj, Bk) and so on,

or the distance

Ma := max
j,k

∫
dλ|p(λ|Aj, Bk)− p̃(λ)| (2.10)

where p̃(λ) =
∫
djdkp(Aj, Bk)p(λ|AjBk) is the average underlying distribution. The

measures MH and P have the advantage of not being dependent on the distribu-

tions p(Aj, Bk), p(Aj) and p(Bk), which makes them more relevant to cryptographic

applications where these distributions are not necessarily uniform4, whilst MK has

a good operational interpretation and is more easily calculable as well as suited to

more general Bell inequalities with non-uniform distributions for p(λ).

2.3 Optimal CHSH Violation for a Single Shot

Perhaps the first serious discussion of exploiting the free will loophole appeared

in [95], under the name of the ‘stochastic decoupling’ loophole. Whilst Feldmann

derived a classical model without complete free will that violated CHSH, no attempt

3N1 = 2 so our 1-norm definition (2.5) is recovered.
4For instance, the key distribution protocol in Chapter 4 employs a distribution with heavy bias

towards the key generation settings over the CHSH testing settings for efficiency.
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was made to suggest a quantitative measure for free will, nor discuss optimality. It

wasn’t until recent years that the topic again received significant interest, in light of

related discussions of the effects of signalling [96] and determinism [97] on a classical

model’s ability to simulate quantum correlations.

The models in this section specify the ‘measurement’ outcomes deterministically,

i.e. p(a|Aj, λ) = −1 or +1, similarly for p(b|Bk, λ), such that all outcomes are given

by deterministic functions of the underlying variable, aj(λ), bk(λ) ∈ {±1}. Whilst

indeterministic models will be of cryptographic use for evaluating the guessing prob-

ability in Chapter 3, it is helpful to consider only the relaxation of measurement in-

dependence here. Quantitative measures for (and bounds on Bell inequalities under

relaxation of) indeterminism, as well as signaling, are described in [98], and further

combined with relaxed measurement independence in [26].

Recall the CHSH expectation value from (1.3), defined as

S = 〈a0b0〉+ 〈a0b1〉+ 〈a1b0〉 − 〈a1b1〉 =
∑

j,k∈{0,1}

(−1)jk〈ajbk〉. (2.11)

With a local hidden variable model λ specifying both outputs aj(λ), bk(λ) and input

selection distribution p(λ|Aj, Bk), one can further condition the CHSH value based on

these choices. A specific choice of (j, k, λ) will lose the associated CHSH game when

aj(λ)bk(λ) 6= (−1)jk, i.e. when the assigned outcomes are different if (j, k) 6= (1, 1)

and the same if (j, k) = (1, 1). Noting that

〈ajbk〉 =
∑
λ

p(λ|Aj, Bk)aj(λ)bk(λ) (2.12)

and defining

Sj,kλ = (−1)jkaj(λ)bk(λ), (2.13)

we can thus rewrite (2.11) as either of

S =
∑
λ

p(λ|Aj, Bk)S
j,k
λ , (2.14)

S =
∑
j,k

p(Aj, Bk|λ)Sj,kλ . (2.15)

The former expression is useful for evaluating S when considering MH , since we

are interested in the probabilities p(λ|Aj, Bk), whilst the latter is convenient when

considering MK or P , as a function of p(Aj, Bk|λ).

It turns out that a model of underlying variables, given by Tables I and II of

[92] and slightly altered below, permits a CHSH value of S = min{2 + 6MH , 4},
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and therefore nonlocal correlations can be exhibited for any relaxation of free will

(MH > 0). Moreover, these models are optimal in the sense that no larger value

of S is achievable for a given MH . A proof for this appeared in Appendix B of

[26], which simultaneously investigated relations with measures of no-signalling and

indeterminism. We provide here an alternative proof that does not require those

considerations. Note that the quantity P ′ in the following theorem refers simply to a

parameter under Eve’s control, and not specifically to the measurement independence

measure introduced above. Of course, the two do coincide (in the sense that the model

below has measurement independence P = P ′) which motivates the choice of notation.

Theorem 1. For a fixed measurement dependence MH , the model with outcomes

and probability densities specified by Tables 2.1 and 2.2 (using the shorthand notation

ρjk(λ) := p(λ|AjBk), and with parameters P ′ ∈ [1/4, 1/3], Q ∈ [0, 1/3]) maximises

the CHSH value as S = min{2 + 6MH , 4}.

a0(λ) a1(λ) b0(λ) b1(λ) 〈a0b0〉λ 〈a0b1〉λ 〈a1b0〉λ −〈a1b1〉λ
λ0 1 1 1 1 1 1 1 −1
λ1 1 −1 1 1 1 1 −1 1
λ2 1 1 1 −1 1 −1 1 1
λ3 1 −1 −1 1 −1 1 1 1

Table 2.1: Optimal outcome specifications and correlations maximising CHSH.

(a) MH 6 1/3 (b) MH > 1/3
ρ00(λ) ρ01(λ) ρ10(λ) ρ11(λ) ρ00(λ) ρ01(λ) ρ10(λ) ρ11(λ)

λ0 P ′ P ′ P ′ 1− 3P ′ λ0 Q 1−Q
2

1−Q
2

0

λ1 P ′ P ′ 1− 3P ′ P ′ λ1
1−Q

2
Q 0 1−Q

2

λ2 P ′ 1− 3P ′ P ′ P ′ λ2
1−Q

2
0 Q 1−Q

2

λ3 1− 3P ′ P ′ P ′ P ′ λ3 0 1−Q
2

1−Q
2

Q

(c) Generic Model
ρ00(λ) ρ01(λ) ρ10(λ) ρ11(λ)

λ0 p00 p01 p02 p03

λ1 p10 p11 p12 p13

λ2 p20 p21 p22 p23

λ3 p30 p31 p32 p33

Table 2.2: (a) A model maximising CHSH violation S for fixed MH 6 1/3. (b) A
model achieving the maximal CHSH value S = 4 for fixed MH > 1/3. (c) Generic
probability assignments used to prove optimality.
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Proof. Firstly, we argue that only four underlying variables are needed to completely

characterise the possible correlations for pairs of settings. If we write down the

sixteen combinations for outcome values – (1, 1, 1, 1), (1, 1, 1,−1) etc. – we can see

that these combinations can be separated into equivalent pairs according to the four

correlations 〈AjBk〉, (j, k) ∈ {0, 1}2, that they produce. Of these eight pairs, four

produce exactly the negative of the correlations of the other four. Of course, S can

range between -4 and 4, but to simplify matters we shall look at only the combinations

that produce positive values of S, thus the four outcome sets as described by λn in

the table (together with the conjugates λn which specify the negative of these sets, as

explained in Definition 1 below) provide a complete characterisation for calculating

S and MH . The model in [92] is specified by five underlying variables, but observe

that the same correlations are produced for λ1 and λ5, so these variables can be

amalgamated.

For each underlying variable λn and each pair of measurement settings, the generic

probability densities pnj := p(λn|Abj/2c, Bj mod 2) are shown in Table 2.2(c). Clearly

for a given measurement pair indicated by column j, we have
∑

n pnj = 1 and so each

column sums to 1 and the whole table sums to 4. We can thus reformulate S and M

in terms of the generic probabilities as

S = 4− 2
3∑
j=0

p(3−j)j, (2.16)

MH =
1

2
max
j,j′

∑
n

|pnj − pnj′ |. (2.17)

If we define Cjj′ :=
∑

n |pnj − pnj′|, that is the sum of the moduli of the differences

between the entries in columns j and j′, observe that by definition of MH , Cjj′ 6

2MH for all j, j′. Furthermore, since all entries in the sum for Cjj′ are nonnegative,

mjj′ := |p(3−j)j − p(3−j)j′| + |p(3−j′)j − p(3−j′)j′ | 6 Cjj′ 6 2MH for any j, j′. We are

interested in terms of this form due to the structure of S in (2.16). Particularly, any

optimal model maximising S must have p(3−j)j as the smallest element in column j,

thus

2MH > mjj′ = p(3−j)j − p(3−j)j′ + p(3−j′)j − p(3−j′)j′ . (2.18)
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Summing (2.18) over all pairs of columns j 6= j′ yields

24MH >
∑
j 6=j′

mjj′ =
∑
j 6=j′

(
p(3−j)j − p(3−j)j′ + p(3−j′)j − p(3−j′)j′

)
= 2

∑
j 6=j′

p(3−j)j′ − 6
∑
j

p(3−j)j

= 2

(
4−

∑
j

p(3−j)j

)
− 6

∑
j

p(3−j)j

= 8− 8

(
4− S

2

)
, (2.19)

where the last two lines follow from column normalisation and (2.16) successively.

Thus for some fixed degree of measurement dependence MH , we have S 6 2 + 6MH .

This bound is tight for MH 6 1/3 and achieved by the optimal model proposed

in Table 2.2(a), where the antidiagonal elements are the smallest elements of their

respective columns as required, and the bound saturation follows from evaluating

S = 24P ′− 4 and MH = 4P ′− 1. Finally, note that for any fixed MH > 1/3, a model

with measurement dependence MH achieving the maximum S = 4 is easily achievable

by Table 2.2(b), where MH = Q over the range Q ∈ [1/3, 1]. Note that Tables 2.2(a)

and 2.2(b) coincide when P ′ = Q = 1/3.

Before continuing, a formal definition of a conjugate variable is required.

Definition 1. The conjugate of an underlying variable λ is defined to be the under-

lying variable λ such that aj(λ) = −aj(λ) and bk(λ) = −bk(λ) for all j, k. Note that

correlations are identical under either variable, i. e. 〈ajbk〉λ = 〈ajbk〉λ for all j, k. A

model is conjugate-inclusive if it contains an equiprobable mixture of variables λ with

their conjugates λ, that is for each λ, ρ(λ) = ρ(λ), and furthermore an identical mea-

surement selection distribution, p(λ|Aj, Bk) = p(λ|Aj, Bk) for all j, k, λ. Unless stated

otherwise, all models in this thesis are implicitly assumed to be conjugate-inclusive,

where the fixture ρ(λ) = p is a shorthand for ρ(λ) = ρ(λ) = p/2.

The reason for desiring models which are conjugate-inclusive is quite apparent.

Neglecting to consider conjugates would raise suspicion by Alice and Bob of classi-

cally fixed outcomes, for instance in Table 2.1 Alice would always get outcome +1

when measuring with input 0. By including conjugates with equal probability, Eve’s

model will deliver local outcomes with expectation zero, as expected from a quantum

implementation, whilst keeping the correlations unchanged for the purposes of evalu-

ating a Bell expression (at least, those expressions such as CHSH which include only

correlation terms in their definition).
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The analytic optimality proof given above is sufficient for a single run of the

experiment, but it will not suffice for a case where Eve correlates her strategy over

many runs. Before investigating this problem in Chapter 5, we need some additional

tools, namely methods to provide a numerical alternative to the previous analytic

solution, for which we must prove the equivalence of the measures Mq (2.4), where

q > 1, for the purposes of maximising the CHSH inequality.

Corollary 2. The model described in Tables 2.1 and 2.2(a) maximises S for any fixed

Mq <= Mmax, where q > 1.

Proof. This model satisfies the relation S = 2 + 6Mq for any q, so only the bound

requires derivation. Observe that with the generic probability distribution,

Mq =

(
1

2
max
j,j′

∑
n

|pnj − pnj′ |q
) 1

q

,

2M q
q > |p(3−j)j − p(3−j)j′ |q + |p(3−j′)j − p(3−j′)j′|q ∀j, j′

> min
a+b=mjj′

aq + bq (2.20)

using mjj′ as defined in the above theorem. Simple calculus (for instance, set a =

mjj′ cos2 θ, b = mjj′ sin
2 θ) shows the minimum attained at a = b = mjj′/2, sim-

plifying (2.20) as Mq > mjj′/2. Again summing over all columns j 6= j′, 24Mq >∑
j 6=j′mjj′ , which via (2.19) gives the desired bound S 6 2 + 6Mq.

Finally, the optimal strategy for a fixed measurement dependence using the MK

and P measures is desirable. Whilst these measures consider p(Aj, Bk|λ) rather than

p(λ|Aj, Bk), the optimal model is essentially the same.

Corollary 3. For a fixed measurement dependence MK or P , the model with out-

comes specified by Table 2.1 and probability densities specified by Table 2.3, (using

the shorthand notation ρjk(λ) := p(Aj, Bk|λ), and with parameters Q ∈ [1/4, 1/3]

and R ∈ [1/3, 1]) maximises the CHSH value as S = min{2 + 6MK , 4} or S =

min{24P − 4, 4}.

Proof. Optimality proofs of these models for the MK measure is easier than for the

MH proof above, and trivial for the P measure; Both are omitted here, and neverthe-

less are proved in the more general case of multiple-run attacks presented in Chapter

5 (where N = 1 recovers the single-shot strategies). The stated CHSH values are

confirmed with the evaluations S = 24Q − 4, MK = 4Q − 1 and P = Q in Table

2.3(a), and S = 4, MK = 1/3 for R ∈ [1/3, 1/2] and MK = 2/3(2R − 1/2) ∈ [1/3, 1]

for R ∈ [1/2, 1], and P = R in Table 2.3(b).

40



2. Quantifying Measurement Dependence

(a) MK 6 1/3, P 6 1/3 (b) MK > 1/3, P > 1/3
ρ00(λ) ρ01(λ) ρ10(λ) ρ11(λ) ρ00(λ) ρ01(λ) ρ10(λ) ρ11(λ)

λ0 Q Q Q 1− 3Q λ0 R 1−R
2

1−R
2

0
λ1 Q Q 1− 3Q Q λ1

1−R
2

R 0 1−R
2

λ2 Q 1− 3Q Q Q λ2
1−R

2
0 R 1−R

2

λ3 1− 3Q Q Q Q λ3 0 1−R
2

1−R
2

R

Table 2.3: A model maximising CHSH violation S for fixed P or MK .

The threshold value Mmax is defined as the minimum measurement dependence

required to attain the Bell inequality’s no-signalling bound SNS, where the measure

used will be clear from the context. Clearly for the CHSH inequalityMmax = 1/3 using

any of the measures MH , MK and P . In the following chapters Mmax will be derived

for other inequalities but little consideration is given beyond this threshold. Whilst

Table 2.2(b) explicitly provides a model achieving maximal S for any MH > Mmax,

this is in fact quite obvious; Since the maximal S can be achieved from a model with

MH = Mmax (by definition) and a model with MH = 1 (such as Q = 1 in Table

2.2(b)), then a probabilistic mixture of these two models can obtain any intermediate

value of MH whilst maintaining S = 4, similarly for MK or P . Furthermore, the

crucial question for the following cryptographic scenarios is how little measurement

independence do Alice and Bob need to ensure robustness against adversarial attack,

and so only values of measurement dependence below Mmax are of interest.

In fact, since no stronger-than-quantum physical theories are currently considered

compatible with Nature, Alice and Bob will typically expect a more modest Bell

violation constrained by the quantum theory, since anything higher by a statistically

significant margin will send alarm bells ringing. For the CHSH test discussed here,

Eve’s model should only exhibit a measurement dependence value below MH = MK =

(
√

2−1)/3 ≈ 0.138 or P < (2+
√

2)/12 ≈ 0.285, to avoid violations above the quantum

bound 2
√

2.

Instead of fixing a limitation on measurement dependence, one could ask what

fraction of runs of a CHSH experiment must sacrifice absolute free will in order to

simulate singlet state correlations [1]. Table 2.4 provides an underlying model which

with probability f uses complete free will (P = 1/4), and with probability 1 − f

exhibits full measurement independence (P = 1/3) with a deterministic exclusion5.

Using (2.15), we see that S = 4−2f . Therefore, to simulate singlet state correlations

of S = 2
√

2, free will must be given up in a fraction of runs 1− f =
√

2− 1 ≈ 41%.

The bounds and models derived in this chapter are summarised in Table 5.5.

5Conjugate inclusion as explained in Definition 1 is again implicitly assumed.
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2. Quantifying Measurement Dependence

p(λ) a0(λ) a1(λ) b0(λ) b1(λ) ρ00(λ) ρ01(λ) ρ10(λ) ρ11(λ)
λ0 (1− f)/4 1 1 1 1 1/3 1/3 1/3 0
λ1 (1− f)/4 1 −1 1 1 1/3 1/3 0 1/3
λ2 (1− f)/4 1 1 1 −1 1/3 0 1/3 1/3
λ3 (1− f)/4 1 −1 −1 1 0 1/3 1/3 1/3
λ4 f/4 1 1 1 1 1/4 1/4 1/4 1/4
λ5 f/4 1 −1 1 1 1/4 1/4 1/4 1/4
λ6 f/4 1 1 1 −1 1/4 1/4 1/4 1/4
λ7 f/4 1 −1 −1 1 1/4 1/4 1/4 1/4

Table 2.4: A model for which individual runs have a probability 1−f of full measure-
ment dependence (λ0, . . . , λ3) and probability f of full measurement independence
(λ4, . . . , λ7), where ρjk(λ) = p(Aj, Bk|λ).
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Chapter 3

Randomness Expansion With
Limited Measurement Dependence

A randomness expansion protocol takes a pre-existing stock of perfect randomness

as input and produces further randomness as output. The initial randomness is used

to make measurement selections in a series of Bell tests, as well as for the ensuing

privacy amplification (see Section 1.5.3). The outcomes to these tests are then used

to produce the further randomness. Furthermore the privacy of this randomness, or

alternatively the degree of an eavesdropper’s power, is certified by the degree of Bell

violation obtained from the outcome correlations, which in turn informs how much

privacy amplification must be performed to ensure sufficiently private randomness.

Randomness expansion with untrusted devices was first proposed in Roger Col-

beck’s thesis [44] (later condensed into a paper [49]), testing for GHZ correlations

(1.23). The concept was expanded to incorporate arbitrary Bell inequalities and im-

plemented experimentally [48] and shown to be both robust against noise and secure

from eavesdroppers with only classical side information [99, 100]. The experimental

procedure has recently been improved by over 4 orders of magnitude [58]. However,

one of the assumptions of these protocols is that Alice and Bob can select their mea-

surements uniformly and independently, or equivalently that they hold trusted RNGs.

The following chapter removes this assumption and considers the potential for private

randomness expansion under limited measurement dependence, using the P measure

(2.6) introduced in the previous chapter. In the following we will distinguish between

no-signalling (Section 3.2) and an adversary being further (and more believably) re-

stricted to using only quantum states and measurements (Section 3.3), in both cases

assuming only single-shot attacks and testing for the CHSH inequality.
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3. Randomness Expansion With Limited Measurement Dependence

3.1 The Model

In this randomness expansion protocol, Alice and Bob use RNGs, as discussed

in the previous chapter, to make their measurement selections Aj and Bk, where

j, k ∈ {0, 1}, and record their respective measurement outcomes aj, bk ∈ {0, 1} (with

subscripts suppressed when the choice of input is clear). Eve manipulates both input

and output probabilities using an underlying variable scheme λ to determine the

conditional probability densities p(λ|Aj, Bk) and p(a, b|Aj, Bk, λ), which are related

via Bayes’ Theorem,

p(a, b|Aj, Bk) =

∫
dλp(a, b|Aj, Bk, λ)p(λ|Aj, Bk). (3.1)

The probability distribution of the outputs p(a, b|Aj, Bk) is determined by Alice and

Bob over many runs of the experiment, as well as the measurement selection distri-

bution p(Aj, Bk) which Eve must make sure is the uniform (1
4
, 1

4
, 1

4
, 1

4
) distribution, as

expected from a CHSH test, to avoid suspicions.

The marginal probabilities for the outcomes are

p(A)(a|Aj, λ) = p(A)(a|Aj, Bk, λ) =
∑
b

p(a, b|Aj, Bk, λ),

p(B)(b|Bk, λ) = p(B)(b|Aj, Bk, λ) =
∑
a

p(a, b|Aj, Bk, λ), (3.2)

where the first equality in each line is consistent with either choice of Bk (or Aj) by

the constraints of no-signalling (see Section 1.4.2). Note that the outcomes are inde-

terministically generated, in contrast to the deterministic examples given in Chapter

2. This indeterminism plays a vital role in estimating the guessing probability or

predictability, introduced in Section 1.5.3 as the probability with which Eve correctly

guesses a generated bit. By introducing indeterminism into her model, Eve can

achieve larger CHSH violations at the expense of knowledge of the outcomes [98].

The guessing probability is upper bounded by the largest of the marginal proba-

bilities (3.2), whether on the side of Alice or Bob, since Eve will do best to guess the

most likely candidate. For a given λ, this is given by

G(λ) = max
a,b,j,k

[p(A)(a|Aj, λ), p(B)(b|Bk, λ)] (3.3)

and without knowledge of λ, such as for Alice or Bob, the guessing probability is

weighted over all λ as

G =

∫
dλp(λ)G(λ). (3.4)
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3. Randomness Expansion With Limited Measurement Dependence

This quantity is the average of Eve’s maximum guessing probabilities conditioned on

λ. Of course, if Eve has access to λ (as we assume she does), her guessing probability

may vary and Alice and Bob can only work to bound the guessing probability in the

average case. The model is completely deterministic when G = 1. Since G(λ) > 1/2,

it must be that G(λ) = 1/2 for all λ when G = 1/2, so that the model is completely

indeterministic for Eve as well as for Alice and Bob by definition.

An estimate of G will be dependent on the degree of manipulation Eve employs,

which can be measured using any one of the free will measures (MH ,MK , P ) discussed

in the previous chapter, although it is simplest to consider P . We present bounds

on G subject to a fixed P and an observed CHSH violation of S, assuming eaves-

droppers with both no-signalling and quantum capabilities. The implications of these

predictability bounds for the privacy amplification step of a randomness expansion

protocol is discussed in Section 3.4.

3.2 No-signalling Bounds and Strategies

The CHSH game played can be characterised by the correlation function1

S =
∣∣∣ ∑
a,b,j,k∈{0,1}

(−1)a+b+jkp(a, b|Aj, Bk)
∣∣∣ (3.5)

and is bounded above, according to Eve’s models guessing probability G and free will

measure P , by the following theorem.

Theorem 4. The maximum possible CHSH expectation value Smax
NS (G,P ), for a

guessing probability G and free will parameter P , for any no-signalling model with

p(Aj, Bk) = 1
4

(i.e. all inputs are equally likely), is

Smax
NS (G,P ) =

{
4− 8(2G− 1)(1− 3P ) P 6 1

3
,

4 P > 1
3
.

(3.6)

Optimality was proved in Appendix A of [1], the proof itself being an extension

of Hall’s proof for the non-cryptographic scenario in Appendix B of [26]. An optimal

model obtaining the maximum possible CHSH value for fixed G and P was also given

in [1], and is replicated in Table 3.1 below for convenience.

There are several borderline cases of the above theorem which make intuitive

sense. G = 1
2

corresponds to a fully indeterministic model which gives Eve no helpful

1This expression is different from (2.14) and (2.15) since we no longer assume deterministic
outcome choices, but the correlation function can similarly be derived from (2.11).
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3. Randomness Expansion With Limited Measurement Dependence

information, and with which Alice and Bob may share any no-signalling distribution,

enabling S 6 4. In the case of P = 1
4
, G = 1, Eve does not manipulate the RNGs’

measurement selection distribution and deterministically sets the outcomes, therefore

Alice and Bob have complete free will and their CHSH score adheres to the LHV

bound of S 6 2. Finally, when P = 1, G = 1, Eve deterministically programs both

the measurement choices and the measurement outcomes to yield any CHSH violation

S up to 4.

λ AjBk p(Aj, Bk|λ) ρjkλ(00) ρjkλ(01) ρjkλ(10) ρjkλ(11)

λ0

A0B0 P G 0 0 1−G
A0B1 P G 0 0 1−G
A1B0 P G 0 0 1−G
A1B1 1− 3P 2G− 1 1−G 1−G 0

λ1

A0B0 P G 0 0 1−G
A0B1 P G 0 0 1−G
A1B0 1− 3P 1−G 0 2G− 1 1−G
A1B1 P 0 1−G G 0

λ2

A0B0 P G 0 0 1−G
A0B1 1− 3P 1−G 2G− 1 0 1−G
A1B0 P G 0 0 1−G
A1B1 P 0 G 1−G 0

λ3

A0B0 1− 3P 1−G 2G− 1 0 1−G
A0B1 P G 0 0 1−G
A1B0 P 1−G 0 0 G
A1B1 P 0 1−G G 0

Table 3.1: Optimal indeterministic model with guessing probability G, for 1
4
6 P 6

1
3
, specifying for each underlying λ and measurement pair (Aj, Bk) the probability
p(AjBk|λ) of measurement selection and the probabilities ρjkλ(ab) := p(a, b|Aj, Bk, λ)
of obtaining the outcomes a and b.

For the purposes of randomness expansion, Alice and Bob wish to tightly bound G

subject to a fixed CHSH value S and measurement independence P . Whilst it has not

been possible with the algebra involved to do this directly, Theorem 4 allows Alice and

Bob to do this in a roundabout way. For instance, if Alice and Bob measure a CHSH

correlation S∗ 6 Smax
NS (1, P ) = 24P − 4, they know that a deterministic model could

have feasibly been preprogrammed by Eve and should abort the protocol. Conversely,

if S∗ > Smax
NS (1, P ), Alice and Bob know that G < 1 and can determine an upper

bound. When P < 1
3

this bound is given by

G(S∗, P ) 6 min

{
1

2

(
1 +

4− S∗

4− Smax
NS (1, P )

)
, 1

}
, P <

1

3
. (3.7)
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3. Randomness Expansion With Limited Measurement Dependence

A plot of G(S∗, P ) for various observed violations S∗ is given in Figure 3.1.
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Figure 3.1: Optimal guessing probability G(S, P ) for no-signalling models at differ-
ent CHSH expectation values, including S = 2 (local deterministic) and S = 2

√
2

(Tsirelson bound). In the cases of general and factorizable distributions, the optimal
guessing probabilities approach the vertical dotted lines as S goes to 4.

Although Theorem 4 applies to any no-signalling distribution Eve wishes to em-

ploy, it is also wise to consider placing the restriction that the distribution be fac-

torisable, i.e. p(Aj, Bk|λ) = p(A)(Aj|λ)p(B)(Bk|λ). Whilst a non-factorisable distri-

bution can be made factorisable through the addition of extra hidden variables, the

measurement dependence P would be affected. For a fixed P , quantum technology

is needed to generate such distributions, for example with RNGs sharing the state

|φλ〉 =
∑

j,k

√
p(Aj, Bk|λ) | j〉⊗ | k〉. The factorisability condition allows for a weaker

class of variable-free-will models in the absence of such technology.

Corollary 5. The maximum possible CHSH expectation value Smax
fac (G,P ), for a

guessing probability G and free will parameter P , for any no-signalling model with

p(Aj, Bk) = 1
4

and factorisable distribution p(Aj, Bk|λ), is

Smax
fac (G,P ) =

{
4− 4(2G− 1)(1− 2P ) P 6 1

2

4 P > 1
2
,

(3.8)

Proof of optimality and provision of an optimal model is also found in Appendix

A of [1]. The restriction to factorisable distributions clearly lessens Eve’s capabilities,
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3. Randomness Expansion With Limited Measurement Dependence

reducing the corresponding upper bound on G for a fixed P and observed S∗. Figure

3.1 compares this bound for the optimal general and factorisable distributions. Note

that in the case of complete free will (P = 1/4), the bound on G reduces to G 6 3
2
− S

4
,

as derived in [48].

3.3 Quantum Bounds and Strategies

The previously derived bounds apply under the weak assumption of no-signalling,

which means that Eve might be able to supply Alice and Bob with any no-signalling

distribution, such as a P-R box [19, 29, 20], giving the maximal violation of the

CHSH inequality. However, assuming the validity of quantum mechanics, Eve can

achieve only much lower limits; in the case of P = 1
4
, she can do no better than

S = 2
√

2− (2G− 1)2 ([48], alternatively proved in Appendix A.) In the case of

P > 1
4
, Alice and Bob perform a CHSH test and calculate their expectation value

averaged over all runs of the experiment, as before.

Theorem 6. Suppose Alice and Bob play a measurement-biased version of the CHSH

game with the correlation function

S = 4

∣∣∣∣∣∑
a,b,j,k

(−1)a+b+jkpjkp(a, b|Aj, Bk)

∣∣∣∣∣ , (3.9)

where pjk = p(Aj, Bk) and the measurement selection distribution p = (pjk) may be

non-uniform. The maximum CHSH score achievable with quantum technologies is

given by

Smax
Q (p) =

{
4
√
p00p01 + p10p11

√
p200+p201
p00p01

+
p210+p211
p10p11

∑
j,k(pjk)

−1 > 2
pmin

,

8− 4pmin

∑
j,k(pjk)

−1 < 2
pmin

.
(3.10)

Proof. We derive the generalized Tsirelson bound for this class of games and find a

scheme of quantum measurements that satisfy this bound. Consider

SQ(p) = 4
∣∣∣ ∑
j,k∈{0,1}

(−1)jk 〈ψ | pjkAjBk |ψ〉
∣∣∣ (3.11)

We first derive necessity of the Tsirelson bound, which makes no assumptions on the

quantum state used (although we show later that a two-qubit state is sufficient). In

the black-box scenario, Alice and Bob interpret the outputs of their measurements

as ±1 values, imposing that the Aj and Bk have these as their eigenvalues, i.e. are

Pauli-like. This maximisation was achieved in a restricted scenario in [101], which
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3. Randomness Expansion With Limited Measurement Dependence

gave the maximum value of S when the measurement distribution exhibits only local

bias. We extend their methods to the more general case that can be implemented by

Eve.

First, we formulate a Tsirelson–type bound on the expectation of outcome corre-

lations, using the matrix norm ||M || defined as the eigenvalue of M with maximum

modulus, which has the property ||M || 6
√
||M2||.

SQ(p)

4
6 ||A0 ⊗ (p00B0 + p01B1)||+ ||A1 ⊗ (p10B0 − p11B1)|| (3.12)

6 ||11⊗ (p00B0 + p01B1)||+ ||11⊗ (p10B0 − p11B1)||

6
√
p2

00 + p2
01 + p00p01α +

√
p2

10 + p2
11 − p10p11α, (3.13)

where

α = 〈ψ | I ⊗ (B0B1 +B1B0) |ψ〉 . (3.14)

By setting ∂
∂α
SQ(p) = 0, the value of α obtaining maximum SQ(p) is

α =
p2

00p
2
01(p2

10 + p2
11)− p2

10p
2
11(p2

00 + p2
01)

p00p01p10p11(p00p01 + p10p11)
. (3.15)

Substituting (3.15) into (3.13), we obtain

Smax
Q (p) = 4

√
p00p01 + p10p11

√
p2

00 + p2
01

p00p01

+
p2

10 + p2
11

p10p11

. (3.16)

The physical limit to (3.14) is |α| 6 2, which in terms of the pjk in (3.15) can be

written as
1

p00

+
1

p01

+
1

p10

+
1

p11

− 2

pmin

> 0. (3.17)

For the physically impossible case of α > 2, the best approach is to use α = 2, for

which the quantum bound (3.16) coincides with the optimal deterministic strategy

Smax
D (p) = 4−8pmin, which is achieved for example, if pmin = p11, by pre-programming

the devices to always output +1 regardless of the input.

We now show that for all p with −2 < α < 2 there exists a quantum strategy that

achieves the quantum bound given in (3.16), which exceeds the deterministic bound

Smax
D (p). This strategy is achievable using a two-qubit state |ψ〉 = 1√

2
(| 00〉 + | 11〉),

by using freedom over local unitaries to specify that B0 = X and B1 = X cos β +

Z sin β. The condition (3.14) instantly imposes that 2 cos β = α. One can readily

verify that the correct expectation value can be realised by using the initial state and
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3. Randomness Expansion With Limited Measurement Dependence

measurement settings

|ψ〉 =
1√
2

(| 00〉+ | 11〉),

A0 =
(p00 + p01 cos β)X + p01 sin βZ√
(p00 + p01 cos β)2 + (p01 sin β)2

,

A1 =
(p10 − p11 cos β)X − p11 sin βZ√

(p10 − p11 cos β)2 + (p11 sin β)2
,

B0 = X,

B1 = X cos β + Z sin β. (3.18)

A0 and A1 are the normalized versions of the operators p00B0+p01B1 and p10B0−p11B1

respectively. This choice was made in order for the equality to hold in (3.13).

The proof of this theorem will also be helpful to proving a similar result in the

key distribution scenario in Chapter 4, and we can immediately apply it here to the

current randomness expansion context through the following two corollaries, the first

of which will also be used when analysing multiple-run quantum attacks in Section

5.3.2.

Corollary 7. Using a preprogrammed model with measurement dependence P , an

observed uniform measurement selection p(Aj, Bk) = 1
4
, and supplemented by quantum

technologies, the maximum achievable CHSH score is given by

Smax
Q (P ) =

{
4(1−2P )3/2√

1−3P
P 6 3

10
,

24P − 4 P > 3
10
.

(3.19)

Proof. We first make an observation about symmetry in the probabilities. First note

that in (3.12) the terms were grouped according to Alice’s operators. Since Alice’s

and Bob’s operators have entirely the same characteristics, we can group the terms

according to Bob’s operators. Doing so results in exactly the same bound on the quan-

tum violation (for which we can specify a similar-looking measurement scheme which

satisfies this bound) but with the probabilities p01 and p10 interchanged throughout.

Furthermore, by observation the bound (3.10) is symmetric under the exchange of

p00 with p01 and under the exchange of p10 with p11. Taking these two observations

together, both the bound (3.10) and the conditions defining its regime change must

be symmetric under any permutation of the probabilities and thus does not require

any ordering of the probabilities.

We now investigate the measurement distribution p which yields the largest vio-

lation for a given P = max{p00, p01, p10, p11}. By the above symmetry property, we
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3. Randomness Expansion With Limited Measurement Dependence

can without loss of generality choose the largest and smallest of these probabilities

to be, say, p00 = pmax and p11 = pmin. The normalisation is

p00 = 1− p01 − p10 − p11.

To find the optimal choice of Smax
Q , we differentiate it with respect to p01. This

derivative is non-negative in the range p01 ∈ [pmin, pmax], and zero if and only if

p01 = pmax = P , thus this choice maximizes Smax
Q . By symmetry, we also demand

that p10 = P . Therefore the optimal measurement distribution (up to permutations)

is (P, P, P, 1 − 3P ). Via Eq. (3.17), we see that such a quantum strategy gives an

advantage over deterministic strategies only when P < 3
10

. When 3
10

6 P 6 1
3
, this

distribution still yields the largest violation, but is achieved through a deterministic

strategy with Smax
Q = 24P − 4.

Of course, Alice and Bob are expecting to observe a uniform measurement selection

distribution p(Aj, Bk) = 1
4

so Eve’s model must achieve this. Fortunately, by the

symmetry property above, and inspired by the local model in Table 2.2 (a), Eve

may take an equiprobable mixture of the distributions (P, P, P, 1 − 3P ), (P, P, 1 −
3P, P ), (P, 1− 3P, P, P ) and (1− 3P, P, P, P ), along with the corresponding optimal

measurement schemes, to achieve an observed uniform measurement selection over

many runs.

Corollary 8. The maximum possible CHSH expectation value Smax
Q (G,P ), for a

guessing probability G and free will parameter P , for any quantum model with uniform

observed distribution p(Aj, Bk) = 1
4

occurs at G = 1
2

when P < 3
10

:

Smax
Q (

1

2
, P ) =

4(1− 2P )3/2√
(1− 3P )

. (3.20)

For P > 3
10

, a deterministic strategy is used, and hence, Smax
Q (1, P ) = Smax(1, P ).

Proof. Having specified the measurement selection distribution for each run (accord-

ing to the choice of λ) in her hidden variable model, Eve just has to optimise her

quantum strategy for each of the different values of λ independently, and the corre-

sponding probabilities p(Aj, Bk|λ). This corresponds to Alice and Bob playing the

measurement-biased CHSH game with the correlation function

S(λ) = 4
∣∣∣ ∑
a,b,j,k

(−1)a+b+jkp(a, b|Aj, Bk)p(Aj, Bk|λ)
∣∣∣. (3.21)

which is optimised by the measurement strategy (3.18) and the measurement distri-

bution (P, P, P, 1−3P ) up to permutations as proved above. Since |ψ〉 is a maximally
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entangled state, we know that the guessing probability G = 1
2
. It remains to prove

that this strategy is unique up to local unitaries, i.e. that there isn’t another strat-

egy with a higher G. We already know that Bob’s operators are uniquely specified

up to local unitaries. In order to see that Alice’s operators are also uniquely speci-

fied, it suffices to realise that in order to saturate the bound (3.13), it must be that

|ψ〉 must simultaneously be the maximal eigenvector of A0 ⊗ (p00B0 + p01B1) and

A1 ⊗ (p10B0 − p11B1). We again use local unitary freedom, this time on Alice’s side,

to specify A0 as in (3.18), and let A1 = X cos γ + Z sin γ. We can now diagonalise

both operators and ascertain when they have a simultaneous maximal eigenvector.

Up to sign changes such as γ 7→ −γ (which are associated with a further local unitary

freedom), the unique result is that of the A1 used previously. It is then easy to check

that the overall operator has only one maximal eigenvector, which is |ψ〉. Hence, we

can conclude that in the quantum limit (and within the quantum regime), G = 1
2
. Of

course, in the region α = 2 we know that G = 1.

When 3
10

6 P 6 1
3
, this distribution still yields the largest violation, but is

achieved through a deterministic strategy with Smax
NS (1, P ) = 24P − 4.

We have not succeeded in finding a closed form for the general Smax
Q (G,P ) trade-off

in the quantum strategy, except for recovering known limits such as P = 1
4

and G = 1,

and thus cannot analytically bound G for a given P and observed S∗ in a similar

manner to (3.7) for the quantum regime, although this can be solved numerically.

Nevertheless the maximally deterministic and maximally indeterministic regimes can

be compared as in Figure 3.2.

Since Eve clearly has access to quantum technology, there is no reason to restrict

the probability distribution p to be factorisable. Nevertheless, one would obtain

Smax
Q,fac(

1

2
, P ) = 4

√
4P 2 + (1− 2P )2,

for any 1
4
6 P < 1

2
.

3.4 Privacy Amplification

For the task of randomness expansion, we need to evaluate the amount of true

randomness that we can produce via post-processing from the above bounds on G.

As described in Section 1.5.3, the degree to which this can be achieved is charac-

terised by the min-entropy, which is used by a classical randomness extraction pro-

cedure in order to condense the original output string to a new string which sac-

rifices length for absolute privacy. For a single run, the min-entropy is defined to
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Figure 3.2: The maximal CHSH expectation value Smax(G,P ) plotted against the
free will parameter P , for the no-signalling (NS) G = 1 model (solid line), and the
quantum (Q) G = 1

2
model (dashed line). Region III (unshaded) can be explained

by a deterministic G = 1 model. In regions I (darker gray) and II (lighter gray), the
results cannot be deterministic; Eve cannot know the outputs with certainty. Regions
II and III together give the set of (P, S) values that may be attained by a quantum
model.

be Hmin(p(ab|jk)) = − log2 maxa,b,j,k p(ab|jk) [52], which is clearly bounded from be-

low by − log2G. For experimental estimation of a Bell violation, a Bell test must

be performed on the devices many times in succession, requiring a bound for the

min-entropy over a series of N runs. Assuming that Eve can only perform a collec-

tive attack without memory, i.e. that the devices behave independently and iden-

tically in each run, then p(ab|jk) =
∏N

n=1 p̃(anbn|jnkn) by independence and so

Hmin(p(ab|jk)) > −N log2G [48]. A more sophisticated analysis is necessary to

bound the min-entropy when Eve employs correlated attacks over many runs of an

experiment, as indicated by the analysis in Chapter 5.

Existing privacy amplification methods rely on the use of a perfectly random

seed to, for instance, select uniformly from a family of hashing functions. In the

scenario of limited measurement independence, where Alice and Bob’s RNGs are

already contaminated, such perfect randomness may not be possible. Assuming only

memoryless collective attacks by Eve, we can outline an effective privacy amplification

strategy. Suppose that Alice and Bob have succeeded in generating a string of bits
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3. Randomness Expansion With Limited Measurement Dependence

xk, and have obtained a bound on Eve’s maximum probability for guessing any one of

Alice’s bits, G. If Alice takes N such bits and xors them, the resulting output bit can

be guessed by Eve only if she has incorrectly guessed an even number of the outcomes

of the individual measurements, which occurs with probability (1 + (2G−1)N)/2. As

N becomes large, this tends to 1/2. By setting an allowable threshold ε and choosing

N = log(ε)/ log(2G−1), Alice and Bob can pick their desired bound on security of the

generated bit as a compromise on the number of raw key bits required to calculate it.

Privacy amplification procedures where Eve employs a more sophisticated attack than

the collective attack are discussed in [41]. It is an open question as to how privacy

amplification methods may be made robust against such sophisticated attacks in the

case of limited measurement independence.
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Chapter 4

Key Distribution With Limited
Measurement Dependence

The problem of obtaining perfectly secure communication between two parties, as

explained in Section 1.5, can be conveniently filtered down to the simple primitive of

key distribution. Alice and Bob need to generate a random binary string secure from

Eve, which they can then use for both encryption and decryption. Since the key can

be used only once to maintain security [51], key distribution should be as efficient as

possible to allow for large amounts of data encryption.

Whilst the key should be perfectly random, key distribution differs from the ran-

domness generation scenario of Chapter 3 in the use of an extra practical assumption,

namely that the two parties are separated in different laboratories. They have access

to quantum technologies but may only communicate through classical channels, ac-

cessible to eavesdroppers. Much like randomness generation, performing this task is

reliant on conducting a series of Bell tests and appropriately processing the results

afterwards. The first entanglement-based key distribution scheme was proposed by

Ekert [11] in 19911, and here we discuss a variant of this protocol, based on [56], that

will be adapted to consider limited measurement dependence in Section 4.42.

1This was not the first quantum key distribution scheme to be proposed. Bennett and Brassard’s
‘BB84’ protocol [10], an example of a prepare-and-measure scheme, requires one party to produce
a qubit in one of the four basis states of two mutually orthogonal bases, such as {| 0〉 , | 1〉} and
{ 1√

2
(| 0〉 ± | 1〉)}, and the other party to measure each qubit in one of these bases. However, this

protocol requires trusted devices from both parties, and the outcomes do not carry the same device-
independent security guarantees as correlations produced by nonlocality tests.

2A related paper is [102], which considers weak randomness in quantum key distribution using
the CGLMP inequality.
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4. Key Distribution With Limited Measurement Dependence

4.1 A Quantum Key Distribution Protocol

The QKD protocol presented here has a setup that is remarkably similar to the

CHSH experiment, with the addition of an extra measurement input. We forgo pos-

sible experimental implementations, though typically one may use polarisation anal-

ysers to measure the polarisation of photons emitted from a source producing pairs of

entangled photons (see Section 1.8). Whilst there are protocols based on the CHSH

test with only two settings on each device, and the subsequent key being produced

by classical post-processing on the outcomes [103], we do not wish to investigate the

effects of limited measurement dependence in such a scenario, and consider instead

a protocol that gives Bob an extra measurement setting with which to efficiently

generate key bits.

In a single run of the protocol, Alice and Bob each receive a single qubit from

the maximally entangled Bell state |ψ〉 = 1√
2
(| 00〉 + | 11〉) and select randomly and

independently from their choice of inputs, j ∈ {0, 1} for Alice and k ∈ {0, 1, 2} for

Bob. They then perform the measurements Aj and Bk respectively on their qubits,

which are projective with outcomes aj, bk ∈ ±1. The measurement operators are

designed to maximise the CHSH inequality and is thus equivalent to the scheme

(1.6), up to permutations of players and measurement operators, with Bob’s extra

measurement fixed as B2 = A0:

A0 = Z, A1 = X, B0 =
1√
2

(Z +X), B1 =
1√
2

(Z −X), B2 = Z. (4.1)

After many runs of the experiment, the two parties announce the inputs they used

and process the outputs according to which measurement pair was used. For (j, k) ∈
{(0, 0), (0, 1), (1, 0), (1, 1)}, the outputs are used in a standard CHSH evaluation to

calculate the expectation 〈ψ | S |ψ〉 of the operator S = A0B0 +A0B1 +A1B0−A1B1,

which according to the above scheme will approach 2
√

2, the maximal value achievable

within quantum theory.

If instead Alice and Bob choose (j, k) = (0, 2), they know they performed the

same measurement on their constituent qubits of |ψ〉 and so their outcomes will be

perfectly correlated, allowing distillation of an identical key on both sides3. Finally,

the data from inputs (j, k) = (1, 2) is not used for either key generation or security

tests, but with the orthogonality of A1 and B2 in the above scheme, the measurements

3Some protocols, such as those instead distributing singlet states 1√
2
(| 01〉 − | 10〉), will actually

produce perfectly anticorrelated outcomes under the key generation settings, though an identical
key can easily be distilled by Bob simply flipping all of his outcomes.

56



4. Key Distribution With Limited Measurement Dependence

satisfy 〈ψ |A1B2 |ψ〉 = 0. This data does not bear any importance in a standard QKD

protocol where the device’s operations are trusted, but will provide a helpful checking

mechanism against adversaries when later assuming device independence.

Any attempt by Eve to eavesdrop by intercepting and measuring the entangled

qubits introduces a “physical element of reality” to the measured property, thus

subsequent measurements by Alice and Bob of these qubits adhere to the local bound

of the CHSH inequality and reduce the overall expectation of S. Alice and Bob may

choose as close a value of 〈S〉 to 2
√

2 as to satisfy their suspicions; If the value is not

high enough, they either abort the protocol and start over, otherwise they perform

privacy amplification to distil a secure key through classical methods.

Since it is desirable to have highly efficient key distribution, the measurement

selections are typically not uniform and are heavily biased towards the key generation

settings. In this case, whilst Alice does pick her input j ∈ 0, 1 with probability 1
2
, Bob

picks his key setting k = 2 with high probability ε and the CHSH testing settings each

with probability (1− ε)/2, thus their joint measurement settings have the probability

distribution given in the table below.

p(A0B0) p(A0B1) p(A1B0) p(A1B1) p(A0B2) p(A1B2)
1−ε

4
1−ε

4
1−ε

4
1−ε

4
ε
2

ε
2

Table 4.1: Observed measurement selection probabilities in a key distribution proto-
col.

As described above, this key distribution protocol clearly guarantees security when

Alice and Bob hold trusted devices, but it has been shown to also provide such

guarantees in a device-independent scenario [57] assuming complete experimental free

will. In the following, this protocol will be adapted to consider an adversarial attack

where Eve also has the ability to manipulate the RNGs with which Alice and Bob

select their measurements through some preprogramming λ (which as before specifies

the probabilities p(Aj, Bk|λ) and either the measurement operators in a quantum

strategy or the outcomes themselves in a deterministic strategy), although as with

the randomness expansion analysis we will consider only single-shot attacks.

With either the classical or quantum attack, the strategies must of course emulate

the observed measurement selection distributions in Table 4.1 to avoid suspicion from

Alice and Bob. Eve’s information on the generated key, for a single-shot strategy, is

characterised by the probability K of correctly guessing a generated key bit, known

as the key predictability. This is essentially identical to the guessing probability G

in the randomness expansion analysis, which allows Alice and Bob to bound Eve’s
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4. Key Distribution With Limited Measurement Dependence

information about the key and perform the requisite privacy amplification. However,

we shall use the K notation to emphasise the key distribution scenario where the data

must be established between experimenters in isolated laboratories.

The amount of measurement dependence present in a preprogrammed model is

here evaluated by the measure MK defined in (2.5), although we will remove the K

subscript to avoid confusion with the key predictability. For simplicity, we will also

omit the normalising factor, in this case (3 + ε)/2, which would align the measure to

run from 0 to 1. The measurement dependence is therefore evaluated by

M = max
λ

∑
j,k

|p(Aj, Bk|λ)− p(Aj, Bk)| (4.2)

and the CHSH expectation S is evaluated in the usual way. We have chosen the

MK measure because of its operational interpretation, however an analysis could be

performed with the P and MH measures as well.

The optimal cheating strategies presented thus far for a CHSH test are of course

very relevant, but in this chapter we will consider both classical and quantum strate-

gies, as well as convex combinations. We will investigate a mixed strategy that

employs a classical strategy with probability pC and a quantum strategy with 1− pC .

For a fixed measurement dependence M and key generation efficiency ε, the classical

strategy will give a CHSH violation SC and key predictability KC , whilst the quan-

tum strategy delivers a corresponding SQ and KQ. The motive behind combining the

two strategies is to exploit both the full determinism of a classical strategy, ensuring

that KC > KQ, with the indeterminism of a quantum strategy, which ensures that

SQ > SC . One can therefore attempt to skew the classical strategy towards key gen-

eration and the quantum strategy towards CHSH testing. However, the conclusion of

this investigation will be that such a combination of classical and quantum does not

provide any significant advantage for our purposes.

It should be noted that, unlike the randomness expansion analysis, we do not

claim optimality in our model. Whilst optimal strategies from the previous chapters

have been incorporated into the scheme in an intuitive way, it is possible that a

better strategy exists, perhaps through solving appropriate linear or semi-definite

programming problems. The results here are simply a proof of principle.

4.2 Classical Adversary

In the classical attack, Eve deterministically programs the outcomes through hid-

den variables λ in the usual way, as represented by Table 4.2, where p(λi) = 1/4
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4. Key Distribution With Limited Measurement Dependence

a0(λ) a1(λ) b0(λ) b1(λ) b2(λ)
λ0 1 1 1 1 1
λ1 1 −1 1 1 1
λ2 1 1 1 −1 1
λ3 1 −1 −1 1 1

Table 4.2: Deterministic outcomes for a classical adversary in a key distribution
scheme.

for i ∈ {0, 1, 2, 3}. The outcomes for Bob’s key generation setting B2 are such that

〈a0b2〉 = 1 and 〈a1b2〉 = 0, corresponding with the QKD protocol described above.

We once again assume the model to be conjugate-inclusive, as explained in Definition

1, to avoid suspicion of fixed outcomes.

The measurement selection probabilities p(Aj, Bk|λ) are given in Table 4.3. Stan-

dard probability laws determine the relation rC + aC + bC = 1 and, since we are

aiming to skew the classical model away from CHSH testing and towards key genera-

tion, rC 6 1−ε. The CHSH testing probabilities are inspired by the previous optimal

models such as Tables 2.2(a) and 3.1, and designed to give the highest CHSH score

possible, SC = 24PC − 4, where PC ∈ [1/4, 1/3]. Since the generated key bits are

produced from outcomes that have been deterministically programmed by Eve, she

clearly has full information on these bits and so KC = 1.

ρ00λ ρ01λ ρ10λ ρ11λ ρ02λ ρ12λ

λ0 rCPC rCPC rCPC rC(1− 3PC) aC bC
λ1 rCPC rCPC rC(1− 3PC) rCPC aC bC
λ2 rCPC rC(1− 3PC) rCPC rCPC aC bC
λ3 rC(1− 3PC) rCPC rCPC rCPC aC bC

Table 4.3: Measurement selection probabilities ρjkλ := p(Aj, Bk|λ) for a classical
adversary in a key distribution scheme.

The measurement dependence of this model, according to the measure M in (4.2),

is

M = 3

∣∣∣∣rCPC − 1− ε
4

∣∣∣∣+

∣∣∣∣rC(1− 3PC)− 1− ε
4

∣∣∣∣+
∣∣∣aC − ε

2

∣∣∣+
∣∣∣bC − ε

2

∣∣∣ . (4.3)

Assuming the classical strategy skews towards key generation, we have aC > 1
2
ε. We

also set bC = 1
2
ε for simplicity, which hopefully should have no effect on an optimal

strategy. Since P > 1−3P , we also obtain r(1−3P ) 6 1−ε
4

. Finally, the first modulus

in (4.3) can be dealt with by noting that M is independent of PC when rCPC 6 1−ε
4

,
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4. Key Distribution With Limited Measurement Dependence

thus to maximise SC the optimal choice of PC is PC = 1−ε
4rC

. Therefore, we make the

extra assumption that rCPC > 1−ε
4

, and (4.3) reduces to

M = 2rC(3PC − 1) +
1

2
(1− ε). (4.4)

One could attempt to create a linear problem to solve for this system of constraints,

but we shall instead consider a convex combination of the classical strategy with the

quantum strategy below.

4.3 Quantum Adversary

Eve’s quantum strategy is almost identical to the classical strategy in terms of

measurement selection probabilities, which are described in Table 4.4, where rQ +

aQ + bQ = 1. The measurement dependence is evaluated as

M = 3

∣∣∣∣rQPQ − 1− ε
4

∣∣∣∣+

∣∣∣∣rQ(1− 3PQ)− 1− ε
4

∣∣∣∣+
∣∣∣aQ − ε

2

∣∣∣+
∣∣∣bQ − ε

2

∣∣∣ (4.5)

and can similarly be simplified by noting that aQ 6 1
2
ε, rQPQ > 1−ε

4
and assuming

rQ(1 − 3PQ) 6 1−ε
4

by a similar argument to the one in the classical strategy. We

assume that bQ = ε
2

for simplicity, though this is already enforced by (4.10) below.

(4.5) reduces to

M =
3

2
(4rQPQ + ε− 1). (4.6)

ρ00λ ρ01λ ρ10λ ρ11λ ρ02λ ρ12λ

λ0 rQPQ rQPQ rQPQ rQ(1− 3PQ) aQ bQ
λ1 rQPQ rQPQ rQ(1− 3PQ) rQPQ aQ bQ
λ2 rQPQ rQ(1− 3PQ) rQPQ rQPQ aQ bQ
λ3 rQ(1− 3PQ) rQPQ rQPQ rQPQ aQ bQ

Table 4.4: Measurement selection probabilities ρjkλ := p(Aj, Bk|λ) for a quantum
adversary in a key distribution scheme.

Both the CHSH expectation SQ and the key predictability KQ depend on the

choice of quantum state that Eve distributes to Alice and Bob and the choice of mea-

surement operators performed. Without loss of generality, the measurement operators

A0 = B2 = Z may be set, so that the perfect correlation of key generation outcomes,

i.e. A0⊗B2 |ψ〉 = |ψ〉, requires the distributed state to be |ψ〉 = cosχ | 00〉+sinχ | 11〉
for some χ ∈ [0, π/4], which in turn evaluates the predictability to be KQ = cos2 χ.

Whilst one could simplify to χ = π/4 as in the randomness expansion protocol, this
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4. Key Distribution With Limited Measurement Dependence

enforces KQ = 1/2, whereas we would like to investigate the entire range of KQ. The

remaining operators A1, B0 and B1 are chosen so as to maximise SQ, the method being

similar to that of the proof of Theorem 6. The measurement scheme for the underly-

ing variable λ0, where the CHSH settings are distributed as (PQ, PQ, PQ, 1− 3PQ), is

given by

|ψ〉 = cosχ | 00〉+ sinχ | 11〉 ,

A0 = Z,

A1(λ0) =
µ(λ0)Z + τ(λ0)X√
µ(λ0)2 + τ(λ0)2

,

B0 = cos θZ + sin θX,

B1 = cosφZ + sinφX,

B2 = Z, (4.7)

where θ ∈ [0, π] and φ ∈ [−π, π]. A1 is chosen to be the normalised operator of

PQB0+(1−3PQ)B1, noting that 〈ψ |Z⊗Z |ψ〉 = 1, 〈ψ |Z⊗X |ψ〉 = 〈ψ |X⊗Z |ψ〉 = 0

and 〈ψ |X ⊗ X |ψ〉 = sin2(2χ) = 4KQ(1 − KQ), such that µ(λ0) = PQ cos θ − (1 −
3PQ) cosφ and τ(λ0) = (PQ sin θ − (1 − 3PQ) sinφ) · 2

√
KQ(1−KQ). A1(λ) may

similarly be defined for λ1, λ2 and λ3 according to the corresponding permutation

of (PQ, PQ, PQ, 1 − 3PQ). Indeed, a uniform mixture of each variable is necessary to

replicate the observed measurement distribution in Table 4.1. The CHSH expectation

is thus given by SQ = (Sλ0 + Sλ1 + Sλ2 + Sλ3)/4, where

Sλ0 = 4 max
θ,φ

(
PQ cos θ + PQ cosφ+

√
µ(λ0)2 + τ(λ0)2

)
Sλ2 = 4 max

θ,φ

(
PQ cos θ + (1− 3PQ) cosφ+

√
µ(λ2)2 + τ(λ2)2

)
,

where µ(λ2) = PQ(cos θ − cosφ) and τ(λ2) = PQ(sin θ − sinφ) · 2
√
KQ(1−KQ).

Furthermore, Sλ1(θ, φ) = Sλ0(φ, θ) and Sλ3(θ, φ) = Sλ2(φ, θ). This means that if Sλ0

is optimised by θ = θ∗ and φ = φ∗, then Sλ1 is optimised by θ = φ∗ and φ = θ∗, which

equates to A1(λ1) = −A1(λ0), and one can similarly show that A1(λ3) = −A1(λ2).

Thus, averaged over all λ, 〈ψ |A1⊗B2 |ψ〉 = 0, as desired for Eve to avoid suspicion.

4.4 Convex Combination

Since any convex combination of strategies with a given measurement dependence

M and key efficiency ε will also display the same M and ε, it is worth considering a
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4. Key Distribution With Limited Measurement Dependence

strategy which picks the classical attack with probability pC and the quantum attack

with probability 1− pC , such that the aim is to maximise

S =
pCrCSC + (1− pC)rQSQ
pCrC + (1− pC)rQ

(4.8)

subject to fixed M ,ε and

K =
pCaCKC + (1− pC)aQKQ

pCaC + (1− pC)aQ
, (4.9)

where Bayes’ Rule determines the following constraints:

pCaC+(1−pC)aQ =
ε

2
, pCbC +(1−pC)bQ =

ε

2
, pCrC +(1−pC)rQ = 1−ε. (4.10)

To simplify matters we will first consider combining the classical strategy with a

Bell state strategy, i.e. the quantum strategy above with χ = π/4, so that |ψ〉 =
1√
2
(| 00〉 + | 11〉) and KQ = 1/2. When fixing K = 1, so that aQ = 0, rQ = 1 − ε/2,

we rearrange (4.4) and (4.6) to obtain

PC =
1

3

(
(M − 1

2
(1− ε))pC

2(1− ε− δ)
+ 1

)
, PQ =

2
3
M + 1− ε
4(1− ε

2
)
,

where δ = (1 − pC)(1 − ε
2
). According to Corollary 7, the quantum strategy only

provides an advantage to the classical strategy in the region 1/4 6 PQ 6 3/10, and

here we investigate a combination of classical and quantum strategies, whereas outside

of this range it suffices to consider the classical strategy. Thus

S =

{
((1− ε− δ)SC + δSQ) /(1− ε) 3ε/4 6M 6 3(1 + 2ε)/10

SC/(1− ε) else,

where SC = 24PC − 4 and SQ = (4(1− 2PQ)3/2)/
√

1− 3PQ.

Since Alice and Bob expect to generate key on more attempts than evaluating the

CHSH expectation, ε/2 > 1 − ε, or ε > 1/3. However, as ε → 1, we have by setting

PC = 1/3 that M = 0 and SC = 4, so using the classical strategy (pC = 1) would

deliver completely untrustworthy results. Therefore their best hope is to set ε as low

as possible, i.e. ε = 1/3.

For K = 1 within the region of quantum advantage (i. e. 3ε/4 6M 6 3(1+2ε)/10,

implying 2
√

2 6 SQ 6 16/5), one can calculate the derivative

∂S

∂pC
=

2 + 4M − (1− ε
2
)SQ

1− ε
, (4.11)
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which is positive. It is therefore best to set pC = 1 and use the entirely classical

strategy. Thus

SK=1(M, ε) =

{
2(1 + 2M − ε)/(1− ε) M < (1− ε)/2
4 M > (1− ε)/2.

This shows, perhaps surprisingly, that when ensuring perfect key predictably for Eve,

the best possible strategy is purely classical, with no advantage gained by supple-

menting with a quantum strategy.

On the other hand, for K = 1/2 we use the singlet state in the region of quantum

advantage, so that

SK=1/2(M, ε) =


2
√

2(3− 2M
1−ε)

3/2

3
√

3
√

1− 2M
1−ε

M < 3(1− ε)/10

SK=1(M, ε) M > 3(1− ε)/10

Any convex combination of these two strategies will yield the same M and ε therefore

the best option, denoted with subscript α, is to take

Sα(K,M, ε) = (2K − 1)SK=1(M, ε) + 2(1−K)SK=1/2(M, ε). (4.12)

Although this strategy performs well, for K 6= 1 it is better to consider the

quantum strategy in Section 4.3 with a full range of χ (and subsequently a full range

of KQ ∈ [1/2, 1]), denoted by SQ(K,M, ε) and plotted in Figure 4.1 for ε = 1/3

and certain values of M . The plot confirms that SQ(K, 0, 1/3) = 2
√

2− (2K − 1)2,

which is the intuitive strategy for complete free will (see Appendix A). This strategy

can further be improved since, for fixed 0 < M < 1/5, there is a point Kf (M) at

which the tangent to the curve SQ(K,M, 1/3) reaches the classical K = 1 point. One

can numerically approximate sufficiently many of these points (over various M) and

interpolate between them to approximate the function f(M) := Kf (M). For any

K > f(M), SQ(K,M, 1/3) lies beneath the corresponding tangent but a strategy can

achieve the values at the tangent through the convex combination

Sβ(K,M) =
1−K

1− f(M)
SQ(f(M),M, 1/3) +

(
1− 1−K

1− f(M)

)
SQ(1,M, 1/3). (4.13)

Outside of this region (i. e. K 6 f(M), or M > 1/5), one simply takes Sβ(K,M) =

SQ(K,M, 1/3).

In Figure 4.1, the dashed lines display SQ(K,M, 1/3), whereas the solid lines show

Sβ(K,M), the two coinciding for M = 0 and M > 1/5. This strategy matches or

outperforms Sα(K,M, ε) at all points in the (K,M)-regime, and is the best strategy
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Figure 4.1: SQ(K,M, 1/3) (dashed) and Sβ(K,M) (solid) vs K for fixed values of
measurement dependence M , which coincide at M = 0 and M > 0.2. The points
f(0.13) ≈ 0.57 and f(0.07) ≈ 0.69 have been numerically approximated.
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Figure 4.2: Sβ(K,M) vs M for fixed values of K.
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we have found, though we do not claim optimality. A plot of Sβ(K,M) over M for

fixed values of K is shown in Figure 4.2.

The analysis here shows that, despite attempts to examine whether it was possible

to skew the quantum strategy away from (and the classical strategy towards) key

generation, our best convex combinations of strategies only combine strategies with

the same values of the probabilities for the key generation step, so this idea may not

be helpful.
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Chapter 5

Multiple Runs of a Bell Test

When proving the security of a cryptographic protocol, one must always provide

assumptions on the capabilities of the eavesdropper from whom the cryptographers

are trying to keep their information secure. After all, history provides a wealth of

examples of encryption schemes being broken by technologies more sophisticated than

the cryptographer first imagined. This is no less true within the new era of quantum

cryptography, and whilst device-independent protocols seek to remove as many un-

knowns as possible, there are still some assumptions that it is worth differentiating

between, one of which (introduced in Section 1.7.3) is the degree of control Eve may

have over multiple runs of a Bell test.

Whilst it has been shown that attacks correlated over multiple runs cannot pro-

vide a stronger Bell violation than i. i. d. when assuming complete experimental free

will [74], a variable free-will scenario necessitates re-investigation. In particular, it

is worth asking whether an adversary has an advantage by correlating the hidden

variable strategies presented in Chapter 2 over many runs; since these strategies are

preprogrammed before the experiment begins, Alice and Bob can no longer rely on

spatial separation to reduce Eve’s capabilities. Assume, as before, that Eve has writ-

ten a program that tells Alice’s and Bob’s devices what to do (using the local mea-

surement settings as inputs), except that this time the program encodes instructions

for blocks of N runs together.

Over the course of this chapter it will be shown, both through analytic methods

and numerical confirmation, that such a correlated strategy is indeed more powerful

than the single-shot attack. The treatment is applied to all three measures of mea-

surement dependence, MH (or at least the 2-norm equivalent MS := M2
2 ), MK and P

in Sections 5.1, 5.2 and 5.3 respectively. Benefits and disadvantages to each measure

are discussed within their sections. The results of 5.2 and 5.3, as well as discussion

of the closely related topic of randomness amplification, can also be found in [2].
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5.1 Using MS and Quadratic Constraints

Before considering an N -run strategy, let us first tackle the problem of numeri-

cally determining what has already been analytically proven in Section 2.3, an optimal

classical model that maximises the CHSH value for a fixed measurement dependence

in a single-shot attack. We will rephrase the problem in a more computationally

friendly way. Specifically in this section, we formulate a second-order cone program-

ming (SOCP) problem that is equivalent to our own, which can be solved by the

semidefinite programming package SeDuMi in MATLAB.

5.1.1 Numerical Verification of Optimal Single-Shot Model

The single-shot case considers the set of deterministic outcomes defined by a set of

underlying λ to optimise the CHSH expectation, described in Table 2.1. We examine a

generic probability distribution for the measurement selections that is similar to Table

2.2(c) but programmatically easier to use. Table 5.1 defines 12 variables, introducing

normalisation into the bottom row to reduce the number of constraints later on.

p(λ|A0B0) p(λ|A0B1) p(λ|A1B0) p(λ|A1B1)
λ0 x1 x4 x7 x10

λ1 x2 x5 x8 x11

λ2 x3 x6 x9 x12

λ3 1−
∑3

1 xi 1−
∑6

4 xi 1−
∑9

7 xi 1−
∑12

10 xi

Table 5.1: A probability distribution table for use with the semidefinite programming
method.

Recall in Corollary 2 that the Mq measure of measurement independence (2.4)

is essentially equivalent for the purposes of maximising a CHSH evaluation using a

classical model. In this section we use the measure MS := M2
2 to numerically deter-

mine our model through semidefinite programming. We initially chose this measure

over the MH measure because we did not yet know how to treat the modulus terms

present in MH . However, the problem with moduli was later overcome with a linear

programming method (see Section 5.2 for the treatment to the MK measure).

A fixture of MS leads to six constraints, one for each distinct pair of columns. For

instance, the constraint on the first and second column is

(x1− x4)2 + (x2− x5)2 + (x3− x6)2 + (1− x1− x2− x3− (1− x4− x5− x6))2 6 2MS.

These six constraints can be written as ||AT
nx||2 6

√
2MS for n = 1, · · · , 6. Each

matrix An has the block structure AT
n =

(
A1
n A2

n A3
n A4

n

)
, where each Ak

n is a
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4× 3 matrix specified by

Ak
n =


1 0 0
0 1 0
0 0 1
1 1 1

 · (δk,j(n) − δk,j′(n)).

For the nth constraint, the functions j and j′ pick out two columns of Table 5.1 for

which we sum the squares of the differences in each row. A specification that considers

all six distinct column pairs is (j(n), j′(n)) = (1, 2), (1, 3), (1, 4), (2, 3), (2, 4), (3, 4) for

n = 1, · · · , 6 respectively.

We also have linear constraints to satisfy, namely that each variable (being a

probability) is in the range [0, 1] and also that the variables in each column, not

including the normalising element, sum to a value in [0, 1]. These constraints can be

encoded into DTx + f > 0, where D = (1112,−DT
cs) and fT = (~012,~14). Here, Dcs

encodes the ‘column sums’

Dcs =


1 1 1 0 0 0 0 0 0 0 0 0
0 0 0 1 1 1 0 0 0 0 0 0
0 0 0 0 0 0 1 1 1 0 0 0
0 0 0 0 0 0 0 0 0 1 1 1

 .

We wish to maximize the CHSH value

S =
∑
n,j,k

p(λn|AjBk)(−1)jk〈AjBk〉λn

= 4− 2(1− x1 − x2 − x3 + x6 + x8 + x10)

= 2− 2bTx

where bT = (−1,−1,−1, 0, 0, 1, 0, 1, 0, 1, 0, 0). Maximising S is therefore equivalent

to minimising bTx.

In summary, our problem of maximizing S subject to the required probability

constraints and subject to fixed MS is equivalent to the SOCP problem,

minimize bTx

subject to DTx + f > 0

||AT
nx|| 6

√
2MS for n = 1, · · · , 6

with b,D,f and An as defined above. This problem is easily solvable by SeDuMi

(see for example Section III of [104]) and the optimal model up to the threshold MS

that achieves maximum S is as specified in Table 2.2(a).
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5.1.2 Extension to N runs

To relay the results obtained in analysing a model for N runs, a framework for

this model must first be put in place. Firstly, we enumerate a set of N measurement

settings that Alice and Bob use by a string j = j1j2 . . . jN ∈ {0, 1, 2, 3}N . For each

j, the measurement settings used on the nth run, indicated by a superscript n, are

Anbjn/2cB
n
jnmod2.

The underlying variables determining the measurement outcomes can similarly be

enumerated. In the previous section, we showed that the only specified outcome sets

that need to be considered for the purposes of maximising S over a single run are

precisely those specified by λ0, λ1, λ2, λ3 in Table 5.1 (and, 50% of the time, the con-

jugates of these sets). It easily follows that, for the purposes of maximizing S over N

runs, any specification of outcomes for N runs must deliver one of these specifications

for each run of the experiment. We therefore enumerate the measurement results by

i = i1i2 . . . iN ∈ {0, 1, 2, 3}N so that the outcomes on the nth run are as specified by

λin (or λin) in Table 5.1.

We wish to find an optimal model of the 4N × 4N probabilities p(i|j) that max-

imises the measurement dependence (here using the ‘squares’ version)

MS = sup
j 6=j′

∑
i

(p(i|j)− p(i|j ′))2. (5.1)

The CHSH value averaged over N runs must be determined. For a given underlying

variable i and given measurement settings j, the CHSH expectation value is

Sj
i =

4

N

N∑
n=1

(−1)δjn,3〈Anbjn/2cB
n
jnmod2〉. (5.2)

The (−1)δjn,3 term is to indicate that we subtract, rather than add, the expectations

of runs where the measurement pair (A1, B1) is used. There is also a multiplicative

factor of 4, as explained previously in the derivation of (2.11).

One noteworthy observation, which will be used to much greater effect in the

following section, is that the sum in (5.2) is a sum of N terms that only take ±1

values, reflecting how many runs of the experiment give a ‘correct answer’ to the

CHSH test. Sj
i thus depends only on the number of correct answers given for a

specific (i, j)-pair, denoted k(i, j) ∈ {0, 1, . . . , N}, yielding from (5.2) the relation

Sj
i =

4

N
(k(i, j)− (N − k(i, j))) = 8

k(i, j)

N
− 4. (5.3)
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Since Alice and Bob traditionally require free will to perform the CHSH test, the

choice of inputs without knowledge of any underlying variables must be uniform, i.e.

p(j) =
1

4N
∀j.

The probabilities are again constrained by a normalisation condition, namely that∑
i

p(i|j) = 1 ∀j, (5.4)

and subsequently
∑

i,j p(i|j) = 4N . For fixed measurement settings j,

Sj =
∑
i

p(i|j)Sj
i . (5.5)

The equations (5.3) – (5.5) are used to formulate the CHSH value S averaged over N

runs and all measurement inputs and outcomes.

S =
∑
j

p(j)Sj

=
∑
j

p(j)
∑
i

p(i|j)Sj
i

=
1

4N

∑
i,j

p(i|j)

(
8
k(i, j)

N
− 4

)
= −4 +

2

N · 4N−1

∑
i,j

k(i, j)p(i|j). (5.6)

As expected, the achievable S is in the range [−4, 4], with the upper bound (or lower

bound) obtained by a model that prescribes nonzero probabilities only to the (i, j)-

pairs that answer all (or zero) queries correctly.

The semidefinite programming methods introduced in the previous section can

now be applied to the N -run scenario. There are however two major disadvantages

to this approach, the first of which shall be addressed here, whilst the other will

severely limit the usefulness of the semidefinite programming method.

The first problem is that there is no intuitive way to compare the measures MS

for different values of N , since the supremum is taken over an increasing number of

column pairs. However, we can at least compare our results for repeated uses of the

optimal one-shot model in the following way. Using the notation introduced in this

section, recall that for N = 1 (where i = i1 and j = j1), the optimal one-shot model

is defined by a parameter P ∈ [1/4, 1/3] such that p(i1|j1) = P + (1 − 4P )δi1+j1=3,

which corresponds to a probability P for all (i1, j1)-pairs that answer the CHSH game
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i
j 00 01 02 03 10 11 12 13 20 21 22 23 30 31 32 33

00 2 2 2 1 2 2 2 1 2 2 2 1 1 1 1 0
01 2 2 1 2 2 2 1 2 2 2 1 2 1 1 0 1
02 2 1 2 2 2 1 2 2 2 1 2 2 1 0 1 1
03 1 2 2 2 1 2 2 2 1 2 2 2 0 1 1 1
10 2 2 2 1 2 2 2 1 1 1 1 0 2 2 2 1
11 2 2 1 2 2 2 1 2 1 1 0 1 2 2 1 2
12 2 1 2 2 2 1 2 2 1 0 1 1 2 1 2 2
13 1 2 2 2 1 2 2 2 0 1 1 1 1 2 2 2
20 2 2 2 1 1 1 1 0 2 2 2 1 2 2 2 1
21 2 2 1 2 1 1 0 1 2 2 1 2 2 2 1 2
22 2 1 2 2 1 0 1 1 2 1 2 2 2 1 2 2
23 1 2 2 2 0 1 1 1 1 2 2 2 1 2 2 2
30 1 1 1 0 2 2 2 1 2 2 2 1 2 2 2 1
31 1 1 0 1 2 2 1 2 2 2 1 2 2 2 1 2
32 1 0 1 1 2 1 2 2 2 1 2 2 2 1 2 2
33 0 1 1 1 1 2 2 2 1 2 2 2 1 2 2 2

Table 5.2: Specification of k(i, j) for N = 2.

correctly and 1− 3P for those that answer incorrectly. It is clear that for the model

which simply repeats the optimal one-shot model N times, the probabilities p(i|j)

may be written solely as a function of k(i, j), so that the full set of probabilities is

given by a single set {pk}, where the shorthand k has an implicit dependence on i

and j1. The repeated optimal one-shot model is then wholly specified by

pk = P k(1− 3P )N−k. (5.7)

The presence of only N + 1 distinct probabilities in the model allows us to specify

the measurement dependence for an optimal one-shot model repeated over N runs

in terms only of P . Table 5.2, which completely specifies k(i, j) for a 2-run model,

is included here not for direct calculation, but as a verification of the arguments in

the proofs below and to highlight the permutation-invariance of the columns, should

such illustration be desirable.

Theorem 9. Provided that the condition

p0 6 p1 6 · · · 6 pN−1 6 pN (5.8)

holds, the maximum ‘column difference’ in a table enumerated by underlying variable

i and measurement settings j is determined by any j, j ′ for which jn 6= j′n ∀n.

1In fact, we will argue later that this is true of any optimal model.
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Proof. Define M j,j′

H :=
∑

i |p(i|j) − p(i|j ′)| to be the ‘column difference’ between

j = j1j2 · · · jN and j ′ = j′1j
′
2 · · · j′N , such that MH = 1

2
maxj,j′M

j,j′

H , and similarly for

M j,j′

S . Suppose that there exists some n for which jn = j′n, and pick a new column j ′′

such that j′′m = j′m ∀m 6= n but j′′n 6= jn. We will show that M j,j′′

H > M j,j′

H , meaning

that measurement dependence can never be decreased by changing the settings for a

given run from being the same to being different.

Recall from the one-shot model that the single-run pair (in, jn) gives a correct

answer to the CHSH game if and only if in + jn 6= 3. Since j ′ and j ′′ differ only on

the nth run, we have the following relations.

If in = 3− j′n , k(i, j ′) = k(i, j ′′)− 1,

if in = 3− j′′n , k(i, j ′) = k(i, j ′′) + 1,

otherwise , k(i, j ′) = k(i, j ′′).

If the final condition is true for a given row i, then clearly the corresponding difference

between the two column entries for that row is 0. We can use this conditioning to

obtain

M j,j′

H −M j,j′′

H =
∑

i:in=3−j′n

(
|pk(i,j) − pk(i,j′)| − |pk(i,j) − pk(i,j′)+1|

)
+

∑
i:in=3−j′′n

(
|pk(i,j) − pk(i,j′)| − |pk(i,j) − pk(i,j′)−1|

)
. (5.9)

These two sums each contain 4N−1 terms, and a one-to-one correspondence can be

made between the terms in the following way. For each i = i1i2 · · · iN such that

in = 3− j′n, define i′′ := i′′1i
′′
2 · · · i′′N where i′′m = im ∀m 6= n and i′′n = 3− j′′n. We obtain

the relations

k(i′′, j) = k(i, j) + 1 , k(i′′, j ′) = k(i, j ′) + 1,

and use this correspondence to combine the two sums in (5.9).

M j,j′

H −M j,j′′

H =
∑

i:in=3−j′n

( |pk(i,j) − pk(i,j′)| − |pk(i,j) − pk(i,j′)+1|

+ |pk(i,j)+1 − pk(i,j′)+1| − |pk(i,j)+1 − pk(i,j′)|). (5.10)

For brevity, use the notation a = pk(i,j), b = pk(i,j′), c = pk(i,j′)+1 and d = pk(i,j)+1.

Each term in the summation is of the form |a− b| − |a− c|+ |d− c| − |d− b|, where

invoking the ordering condition (5.8) gives a 6 d and b 6 c. By examining case-by-

case over all possible orderings (b 6 c 6 a 6 d etc.), we see that each summand in
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(5.10) and thus the whole sum is non-positive, and therefore M j,j′

H 6 M j,j′′

H . The

proof for MS works exactly the same way, where the moduli in the terms above are

replaced by brackets squared. Each summand in the corresponding form of (5.10) is

reduced to 2(b− c)(d− a) 6 0, therefore the same result holds for MS.

The ordering (5.8) of the probabilities pk is satisfied by the repeated optimal one-

shot model (5.7), but will also be clearly satisfied by any optimal model since obtaining

the maximum S value requires more weight given to the pairs of measurement settings

that answer a larger proportion of the N queries correctly.

Corollary 10. Provided that the ordering (5.8) holds, the measurement dependence

is

MH =
1

2

N∑
s=0

N−s∑
t=0

N !

s!t!(N − s− t)!
2N−s−t|pN−s − pN−t|, (5.11)

MS =
1

2

N∑
s=0

N−s∑
t=0

N !

s!t!(N − s− t)!
2N−s−t(pN−s − pN−t)2. (5.12)

Proof. By Theorem 9, we calculate the column difference between a pair j, j ′ of

columns for which jn 6= j′n ∀n. Recall from the one-shot model that the single-run

pair (in, jn) gives a correct answer to the CHSH game if and only if in+ jn 6= 3. For a

given underlying variable i, k(i, j) = N−#{n : in = 3−jn} and k(i, j ′) = N−#{n :

in = 3− j′n}, so partition all strings i into strings containing s instances of in = 3− jn
and t instances of in = 3− j′n. Using counting arguments, there are(

N

s

)(
N − s
t

)
2N−s−t (5.13)

such strings, for which the entry in column j is pN−s and the entry in column j ′ is

pN−t. The measurement dependence is thus given by (5.11) and (5.12).

Using the repeated optimal one-shot model (5.7), we recognise the presence of

binomial expansions to obtain

MS(P ) = ((3P 2 + (1− 3P )2)N − (2P )N(1− 2P )N). (5.14)

Observe that there is no similar closed form solution for MH(P ) due to the use of

moduli that complicate the expression. Thus, MS can be calculated much more

quickly than MH – this is noteworthy for later sections.

We use a SeDuMi program similar to Section 5.1.1 to vary N and compare plots

of maximal S against MS, using MS(P ) for P ∈ [1/4, 1/3] as the fixed measurement
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dependence constraint, such as in Figure 5.1 for N = 1, 2. The plot clearly shows

that there is an advantage to an eavesdropper employing a correlated strategy rather

than a repeated single-shot strategy, and provides motivation for extending the study

to larger N .
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Figure 5.1: S vs MS for N = 1, 2, using the semidefinite programming method.

The code used to generate this plot did not take full advantage of the pk reduction,

instead working with a set of (assuming normalisation in the bottom row of the p(j|i)
table) 4N · 4N−1 variables similar to the one-run method in Section 5.1. As such, the

code is very inefficient and could not generate a single solution for N = 4 due to

insufficient memory. With ample reasoning the reduction of these probabilities to the

set {pk} could simplify the code to consider only N + 1 variables, but in practice

the methods presented in the next sections supersede a method using semidefinite

programming due to faster running times. Nevertheless, the observation made here

that the conditional probabilities have a dependence only on the number of queries

answered correctly will be crucial. The following method simplifies the semidefinite

problem to a solvable linear system of equations.

5.1.3 Using Lagrange Multipliers

To begin, we will reduce the probabilities p(i|j) to a set consisting solely of pk,

invoking symmetry of permutations to justify the optimal solution2. We use counting

arguments to write the ‘fixed norm’ and ‘fixed S’ constraints in a similar way to the

formulation for MS given by (5.12) in Corollary 10, and this is the same for each

column (observe from Table 5.2 that each column contains the same numbers of each

2This argument is given after description of the method on page 77.
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pk)
3. Since there are

(
N
k

)
3k instances of pk in a column, these are simply

N∑
k=0

(
N

k

)
3kpk = 1, (5.15)

−4 +
8

N

N∑
k=0

(
N

k

)
3kkpk = S. (5.16)

The method of Lagrange multipliers will be used to minimise (5.12) subject to the

constraints (5.15) and (5.16), which will be assigned multipliers µ and λN/8 respec-

tively. A set of N + 1 linear constraints can be found by differentiating with respect

to each pk. For k = 0, 1, . . . , N ,

∂

∂pk

(
N∑
s=0

N−s∑
t=0

N !

s!t!(N − s− t)!
2N−s−t−1(pN−s − pN−t)2

)
−µ
(
N

k

)
3k−λ

(
N

k

)
3kk = 0.

(5.17)

The first term is calculated by making the substitutions j = N − s and l = N − t:

∂

∂pk

(
N∑
j=0

N∑
l=N−j

N !

(N − j)!(N − l)!(j + l −N)!
2j+l−N−1(pj − pl)2

)

=
∂

∂pk

(
N∑

l=N−k

N !

(N − k)!(N − l)!(k + l −N)!
2k+l−N(pk − pl)2

)

= 2

(
N

k

)( N∑
l=N−k

(
k

N − l

)
2k+l−N(pk − pl)

)

= 2 · 3k
(
N

k

)
pk − 2

(
N

k

) N∑
l=N−k

(
k

N − l

)
2k+l−Npl, (5.18)

where the second line follows by collecting only the terms including pk. The linear

equations follow from (5.17) and (5.18) as

2 ·3kpk−2
N∑

l=N−k

(
k

N − l

)
2k+l−Npl−µ3k−λ3kk = 0 , k = 0, 1, . . . , N. (5.19)

There are now N+3 linear equations ((5.15), (5.16) and (5.19)) in the N+3 variables

µ, λ and (pk)k=0,1,...,N . These are immediately solvable by inverting the matrix K in

the equation K | v〉 = | b〉, where | v〉 is our vector of parameters | v〉 =
∑N

k=0 pk | k〉+
3This simplification can also be applied directly to the semidefinite approach, such that the

problem becomes polynomial in N , though the new method here is faster.
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µ |N + 1〉 + λ |N + 2〉, | b〉 is the solution vector | b〉 = |N + 1〉 + N
8

(4 + S) |N + 2〉
and K encodes the equations, explicitly

K =
N∑
k=0

| k〉

(
2 · 3k 〈k | − 2

N∑
l=N−k

(
k

N − l

)
2k+l−N 〈l | − 3k 〈N + 1 | − 3kk 〈N + 2 |

)

+ |N + 1〉

(
N∑
l=0

3l
(
N

l

)
〈l |

)
+ |N + 2〉

(
N∑
l=0

3ll

(
N

l

)
〈l |

)
. (5.20)

Note however that a vital ingredient is missing from the above specifications – each

parameter pk is a probability and must be positive. Without this restriction, our

solution yields the probabilities

pk =
1

3 · 22N+1
(6 + (S − 2)(4k − 3N)) (5.21)

In the region of interest S > 2, the probabilities satisfy the ordering p0 6 p1 6

· · · 6 pN . However, non-negativity is not guaranteed. For instance, p0 < 0 whenever

S > S(1) := 2 + 2
N

, therefore we can only use the model (5.21) in the range S 6 S(1),

and evaluate MS for this model with (5.12). When S > S(1), we may simply set p0 = 0

and re-solve the problem above, minus the parameter p0 and its associated constraint.

This is achieved by deleting the first row and first column of K and again leads to a

solution that nevertheless satisfies non-negativity only up to a value S(2) ∈ [S(1), 4],

at which point p1 = 0. Above this value, fix p1 = 0, remove p1 and its associated

constraint from the linear problem, and repeat.

Once the routine has run through all constraints, the values S(r) for r = 1, 2, . . . , N

are obtained, indicating the ‘crossover’ points where the probabilities p0, p1, . . . , pr−1

are set to zero. The solutions also allow for the evaluations of MS at any value of

S, however we will just be concerned with evaluating at the crossover points, writing

them as M
(1)
S ,M

(2)
S , . . . ,M

(N)
S . Note that (S(N),M

(N)
S ) = (4, 1

32N
(3N − 2N)), which

intuitively agrees with the notion of a maximal model answering every CHSH query

correctly, i.e. pN = 1
3N

, else pk = 0.

The efficiency of this routine can be enhanced, since the values S(r) and S(r+1) are

separated by O( 1
N

) and are therefore arbitrarily close together in the limit of large

N, in which case the points (S(r),M
(r)
S ) can be used to define our plot of maximal S

against MS, removing the necessity to evaluate for all S. To quickly find the point

S(r), assume the fixture p0 = · · · = pr−1 = 0 has been made, and evaluate the value

of S for which the optimal solution has pr = 0. This is done by removing the first
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r − 1 rows and r columns from the original K, as well as the final row of K which

encoded the restriction on S. The new problem can thus be written as

Kr−1...N+1,r...N+2

(
N∑

k=r+1

pk | k〉+ µ |N + 1〉+ λ |N + 2〉

)
= |N + 1〉 (5.22)

where Kr−1...N+1,r...N+2 denotes the submatrix formed by rows r − 1, . . . , N + 1 and

columns r, . . . , N + 2 of the matrix K defined in (5.20). The pair (S(r),M
(r)
S ) can

be evaluated from the solution vector and a plot of these points for r = 1, . . . , N ,

together with the basic point (S(0),M
(0)
S ) := (2, 0), can define the curve in the limit

of large N . Figure 5.2 gives the plot for varying N to illustrate the convergence (for

N →∞) to the optimal curve. However, as with the semidefinite approach in Figure

5.1, the values of MS are not directly comparable for different values of N . A helpful

comparison can still be made by finding P ∈ [1/4, 1/3] such that MS = MS(P ) as

given by the measurement dependence (5.14) for a repeated optimal one-shot model,

then plotting (4P − 1)2, the corresponding measurement dependence for one run of

the model.
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Figure 5.2: Using the Lagrange multipliers method, a plot of S vs MS for various N .
The black dots are crossover points (S(r),M

(r)
S ) for r = 0, 1, . . . , N , with straight lines

approximating the solution between these points.

Before continuing, we justify the reduction of probabilities to the N + 1 elements

pk, relevant to this section and the next. Consider the original probability table
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p(i|j). The above method can still be applied without the reduction, albeit with

far more constraints, to obtain a system of equations of the form K | v〉 = | b〉. For

any matrix Λi such that KΛi = K and Λi | b〉 = | b〉, then if | v〉 is a solution to the

equation, so is Λi | v〉, as well as any mixture
∑

i piΛi | v〉. Let Λi be a permutation of

the probabilities p(i|j) for a fixed number of correct answers k; this matrix does not

change the equations of interest (5.1), (5.4) and (5.6) and therefore qualifies. By tak-

ing a uniformly weighted convex combination over all such permutations, the entries

of
∑

i piΛi | v〉 are just pk, enabling us to work with the symmetric state consisting of

pk instead, although we must consider that the solution may not be unique.

One advantage to the Lagrange multipliers method compared to the semidefinite

programming approach in Section 5.1, is the improvement in efficiency obtained by

a priori harnessing the ordering on pk in an optimal model. Despite the advantages,

more can be done. Firstly, this method only provides an approximation to the optimal

solution for a fixed N . The only precise numerical evaluations for this curve are at the

crossover points (S(r),M
(r)
S ) but even here, except for r = 0 and r = N , it is difficult

to retract a closed-form expression for the model due to the complex structure of K.

Secondly, the reliance on the measure MS makes it difficult to generalise the approach

to consider other Bell inequalities.

Despite these problems, the work formulated in this section can be carried forward

to the next, where we convert the problem into one requiring only linear constraints in

the first place, and explore a more direct comparison with the repeated optimal one-

shot model. The methods will investigate the more easily-calculable measure MK and

also allow examination of a more general class of Bell inequalities. In comparison to

the Lagrange multipliers method, the next program will be easier to set up, although

slower to run.

5.2 Using MK and Linear Constraints

Corollary 2 confirmed the equivalence of all q-norm variations of the measurement

dependence, Mq, for the purposes of maximising S, thus justifying our examination of

MS (i.e. M2
2 ) in the previous sections. Our motivation for this was to find a numerical

approach that did not have to work with the moduli present in the more accessible

measure MH (i.e. q = 1), which can present an obstacle to linear programming tech-

niques. Fortunately, there is a way to overcome this.

In Section 2.2, an argument was made for the measure MK (2.5) being more

intuitive than MH (2.3) as it conveys the maximum distance between the input dis-
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tribution Alice and Bob are expecting (which in the case of nonlocality testing is

uniform) and the distribution Eve is actually providing with knowledge of the input

made. As a consequence, the improved methods in this section will incorporate this

measure, defined using the present N -run notation as

MK =
(mAmB)N

2((mAmB)N − 1)
max

i

∑
j

|p(j|i)− p(j)|,

although with a little more effort the same techniques can be applied to MH . As

mentioned in Section 2.2, MH appears to be a nice measure because its definition

depends only on p(i|j) and not on p(i). MK does require a more careful selection of

p(i), but the upshot is that all rows will be identical when adhering to the relevant

symmetry constraints.

We will first continue our investigation of the CHSH inequality, noting that the

adaptability of these techniques to examine a more general class of Bell inequali-

ties commonly known as Imm22 [37] presents a clear advantage over the Lagrange

multipliers method.

5.2.1 CHSH Inequality

Since the definition of MK includes the probabilities p(j|i) of selecting a choice

j of measurement inputs given underlying variable i, the framework is slightly dif-

ferent from the previous sections, which were concerned with p(i|j). Nevertheless, a

correspondence can be made between the two via Bayes’ rule. The probabilities must

satisfy ∑
i

p(i)p(j|i) = p(j) ∀j. (5.23)

When considering the model for faking CHSH violations under variable free will, it is

clear that the probability distribution for j ∈ {0, 1, 2, 3}N must be uniform (p(j) =

4−N) since Alice and Bob should be convinced that their random number generators

are working effectively and can test for this after the experiment. The specification

for p(i) is less restrictive, and indeed we will see in Section 5.2.3 why a non-uniform

distribution might be preferred for more general Bell inequalities, however for CHSH

the uniform distribution p(i) = 4−N , where the outcomes for the nth run are still

specified by λin in Table 2.1, will suffice (a motivational argument for this is that the

rows are identical to the columns for the correlations in Table 2.1).

The assignment of these distributions interprets (5.23) as
∑

i p(j|i) = 1. There-

fore, the columns of a p(j|i) table sum to 1. This condition can also be used to
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formulate the CHSH value S in terms of p(j|i), which one can obtain by the same

method that yielded (5.6) (except summing first over j, then i) to achieve an almost

identical formula

S = −4 +
2

N · 4N−1

∑
i,j

k(i, j)p(j|i)

= −4 + 8
∑
i

p(i)Si (5.24)

where

Si =
1

N

∑
j

p(j|i)k(i, j) (5.25)

and k(i, j) is the number of correct correct answers given by a variable/settings pair.

We reduce the probabilities to a smaller set in a similar way to the previous chapter,

but the symmetry-based arguments that allow for this reduction must be amended.

Si may be rewritten as

Si =
1

N

N∑
k=0

kpik pik :=
∑

j:k(i,j)=k

p(j|i).

Since p(j|i) can be individually varied, the optimisation can be made on each Si

separately. The allowable outcome specifications for an N -run strategy (as illustrated

for N = 2 in Table 5.2) exhibit the following relation for any k, i, i′:

#{j : k(i, j) = k} = #{j : k(i′, j) = k} =

(
N

k

)
3k.

Thus, variation of the probabilities p(j|i) over any j for which k(i, j) = k will have

no effect on the maximisation, so we may for simplicity set p(j|i) = pik/(
(
N
k

)
3k).

Furthermore, pik = pi
′

k for any i, i′ so we may remove the i dependence, defining pk

such that pik = pk
(
N
k

)
3k. With the reduction to {pk} made, (5.24) becomes

S = −4 + 8
N∑
k=0

(
N − 1

k − 1

)
3kpk (5.26)

and similarly the row normalisation (5.23) is converted to

N∑
k=0

(
N

k

)
3kpk = 1. (5.27)

These two constraints are similar to (5.15) and (5.16), though of course the proba-

bilities here are conditioned on the measurement settings given the underlying vari-

able rather than the converse. By creating the variable vector p = (pk)k=0,...,N we
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can encode these two equations with the vectors s and n where sk := 3k
(
N−1
k−1

)
and

nk := 3k
(
N
k

)
. Encoding

Mi =
N∑
k=0

(
N

k

)
3k
∣∣pk − 4−N

∣∣ , (5.28)

such that MK = 4N

2(4N−1)
maxiMi, requires a slightly different tack to dispense with

the moduli present. Introduce new non-negative variables w such that

wk > pk − 4−N , wk > 4−N − pk. (5.29)

This overcomes the need for a modulus, however in order to express the problem in

the standard linear programming form, we convert all inequalities to a statement on

non-negative variables, i.e. introduce variables a, b defined by ak := wk − xk + 4−N

and bk := wk + xk − 4−N and set a > 0, b > 0 to represent the inequalities (5.29).

The measurement dependence condition is then expressible as

N∑
k=0

(
N

k

)
3kwk 6

2(4N − 1)

4N
MK , (5.30)

but as the aim of the program will be to maximise S for a fixed MK , note that the

maximal strategy will automatically achieve the bound for one of the inequalities

(5.29), and thus (5.30) can actually be fixed as an equality in the program. We can

now solve the linear problem

minimize c · z

subject to B · z = v

where z is a vector of non-negative variables with the block structure

zT = ( p w a b ), cT = ( −s 0 0 0 ) is used to maximise S = −4 + 8c · z
and the row normalisation constraint (5.27), the definitions of a and b and the mea-

surement dependence constraint (5.30) are found within

B =


n 0 0 0
11 −11 11 0
−11 −11 0 11
0 n 0 0

 , v =


1

4−N

−4−N

2(4N−1)
4N

MK

 .

As with the MH measure, MK is not directly comparable over varying number of

runs N . For instance, the model with minimal MK required to achieve maximum

S = 4, denoted Mmax(N) is given by pN = 3−N , else pk = 0. Inserting this into

(5.28) yields Mmax(N) = 4N

4N−1

(
1−

(
3
4

)N)
. Nevertheless, a comparison can be made

81



5. Multiple Runs of a Bell Test

between the optimal N -run strategy and the optimal 1-run strategy repeated N times,

representing the power of an eavesdropper limited only to independent attacks. A

plot of the comparisons for N = 2 and N = 100 is shown in Figure 5.3. The axes plot

S versus MK/Mmax(N), which both run from 0 to 1 regardless of N , for illustrative

comparison4.

In the next section, the preceding work will be applied to a more general class

of Bell inequalities known as Imm22[37]. These inequalities involve two users whose

devices each have m measurement inputs with two outcome values. At m = 2, the

inequality reduces to CHSH. For m > 3, a more sophisticated analysis is required

due to the fact that not all possible input pairs are queried in evaluating the relevant

inequality. A full analysis of m = 3 is provided in Section 5.2.3 after introducing the

general class; strategies for larger m behave qualitatively the same and are readily

generalised.

5.2.2 Imm22 Inequalities

The I3322 inequality (1.21) was discussed as a notable Bell inequality in Section

1.4.3.2. The generalisation of this inequality to m measurement settings on each side

can be written as

Imm22 :=
m−1∑
j,k=0

α
(m)
jk P (Aj, Bk)− P (A0)−

m−1∑
k=0

(m− 1− k)P (Bk) 6 0, (5.31)

with the shorthand P (AjBk) = p(a, b|Aj, Bk), P (Aj) = p(a|Aj) etc. where a, b ∈
{±1} and defining the coefficients α

(m)
jk to be +1 if j+k 6 m−1, −1 if j+k = m−1

and 0 otherwise (for instance, see Table 5.3 for the coefficients α
(6)
jk ). As suggested in

[26] (Appendix C), it is convenient to multiply this equation by 1 + ab and summing

over all a, b to yield an inequality in terms of correlations,

Smm22 :=
m∑

j,k=0

α
(m)
jk 〈AjBk〉 6

(
m+ 1

2

)
−m+ 1. (5.32)

This bound is for an LHV model, whereas the no-signalling bound is clearly the

number of non-zero coefficients αjk, which is

(
m+ 1

2

)
+ m− 1. The LHV bound is

derived in Theorem 11.

As with our methods for CHSH, we formulate a variable-free-will model by spec-

ifying for a given hidden variable the outcomes of each measurement prescribed by

4The specific choices of N in the plots are arbitrary; the important point to take away is that
the gap between one-shot and correlated strategies widens with increasing N .
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Figure 5.3: Comparison of the optimal correlated attack (solid line) withN repetitions
of the optimal one-shot attack (dashed line) for N = 2 (top) and N = 100 (bottom),
using the CHSH inequality. The maximum score S = 4 can be simulated classically

with a measurement dependence of MK = Mmax := 4N

4N−1

(
1−

(
3
4

)N)
.

said variable. We find the set of variables that are inequivalent for our purposes.

There are 22m possible outcome sets - since we are only interested in correlations we

can disregard 2m sets which are conjugates of the other 2m. We then calculate the

correlations for each set, deduce the minimum number of incorrect answers over all

given outcome sets, and list as variables λ all sets that achieve this minimum. Whilst

such a systematic approach can discover these optimal outcome sets, the program
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scales exponentially with m so an analytic method is preferred. Whilst the structure

is different for m = 2 and m = 3 (see Tables 2.1 and 5.4 respectively), it is remarkably

similar for all m > 4 due to the structure of the coefficients α
(m)
jk .

Theorem 11. There are eight outcome sets that maximise Smm22 for m > 4. These

are specified by four underlying variables λ0, . . . , λ3 such that Bm−1(λ1) = Am−1(λ2) =

Am−1(λ3) = Bm−1(λ3) = −1, with all other outcomes +1, as well as the conjugate

variables λ0, . . . , λ3, which take the negative of these specifications.

Proof. The following proof applies for m > 6; m = 4, 5 can be derived systematically

as above. Define a classical strategy by (a, b) ∈ {±1}m ⊗ {±1}m, where aj is the

measurement outcome specified when the measurement Aj is made, similarly for bk.

The string consisting entirely of +1’s gives the value S =

(
m+ 1

2

)
− m + 1. To

prove this is the classical bound for Smm22, consider the table of coefficients α
(m)
jk . We

will define m − 1 disjoint sets Dn, each of which consist of precisely one (j, k)-pair

with α
(m)
jk = −1 and three pairs (j′, k), (j, k′), (j′, k′) with j′ < j, k′ < k so that the

coefficients for these pairs are all +1. Table 5.3 shows an example for m = 6. Observe

that

SDn =
∑

(j,k)∈Dn

α
(m)
jk ajbk (5.33)

is simply a CHSH test classically bounded by 2. Regardless of the specific Dn, there

are

(
m+ 1

2

)
− 3(m− 1) pairs (j, k) remaining, each with α

(m)
jk = +1. By fixing the

corresponding (aj, bk)-pairs to be always correlated, we obtain the bound

S 6
m−1∑
n=1

SDn +

(
m+ 1

2

)
− 3(m− 1) 6

(
m+ 1

2

)
−m+ 1. (5.34)

Now to find all optimal strategies which achieve this bound. Define Dn := {(n −
1,m− n− 1), (n− 1,m− n+ 1), (n,m− n− 1), (n,m− n+ 1)} for n = 1, . . . ,m− 2

and Dm−1 := {(1, 0), (1, 1), (m − 1, 0), (m − 1, 1)}. This choice of sets for m = 6 is

illustrated in Table 5.3. We require a0 = bl for l = 0, 1, . . . ,m − 4 and l = m − 2,

since (0, l) /∈ ∪Dn thus correlated outcomes are needed to maximise S. Similarly, the

‘symmetrically equivalent’ sets defined by D′n := {(m− n− 1, n− 1), (m− n+ 1, n−
1), (m−n−1, n), (m−n+1, n)} for n = 1, . . . ,m−2 and D′m−1 := {(0, 1), (1, 1), (0,m−
1), (1,m − 1)} are an equally valid specification (each set D′n is simply Dn mirrored

in the main diagonal of Table 5.3), and necessitate b0 = al for the same range of l.

Furthermore,

SD1 = am−3(b0 + b1) + am−1(b0 − b1) = 2am−3b0

84



5. Multiple Runs of a Bell Test

Bob (k)
0 1 2 3 4 5

Alice (j)

0 1 1 1 1 1 1
1 1 1 1 1 1 -1
2 1 1 1 1 -1 0
3 1 1 1 -1 0 0
4 1 1 -1 0 0 0
5 1 -1 0 0 0 0

Table 5.3: The coefficients α
(6)
jk . The coloured sections indicate the sets Dn from

n = 1 (light) to n = 5 (dark).

since b0 = b1, so we require am−3 = b0 to maximise SD1 , but no restriction is placed

on am−1. Similarly, maximising SD′1 requires bm−3 = a0 but places no restriction on

bm−1. Therefore the eight outcome sets spanned by the values a0, am−1, bm−1 ∈ {±1},
with aj = bk = a0 for all other j, k, are the only candidates to maximise S, and one

can easily verify that all of them do.

The methods for I3322 in the following section can be applied here with a small

change in the numerics. However, given that I3322 has a slightly more difficult struc-

ture, and the inequality itself is of greater interest in existing literature, we shall focus

our efforts there.

5.2.3 I3322 Inequality

The I3322 and S3322 inequalities are given by (5.31) and (5.32) when m = 3,

particularly

S3322 = 〈A0B0〉+ 〈A0B1〉+ 〈A0B2〉+ 〈A1B0〉

+ 〈A1B1〉+ 〈A2B0〉 − 〈A1B2〉 − 〈A2B1〉

which has 4 as an LHV bound, and clearly 8 as a no-signalling bound. In contrast

to Smm22 for all m > 3, where there are only four optimal outcome sets, there are

actually six outcome sets for m = 3, specified in Table 5.4 using the shorthand jk to

mean the resulting correlations 〈AjBk〉λ.
For this inequality (as well as m > 4), use of the MK measure is preferable to

MH . This is because the columns in the table of correlations do not contain the same

number of incorrect answers and therefore the symmetry invoked for CHSH does

not apply. Whilst (by definition) the rows do contain an equal number of incorrect

answers in a single run and therefore the same structure, up to permutations, in the
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A0 A1 A2 B0 B1 B2 00 01 02 10 11 20 -12 -21
λ0 1 1 1 1 1 1 1 1 1 1 1 1 -1 -1
λ1 1 1 -1 1 1 -1 1 1 -1 1 1 -1 1 1
λ2 1 -1 1 1 -1 1 1 -1 1 -1 1 1 1 1
λ3 1 -1 -1 -1 1 1 -1 1 1 1 -1 1 1 1
λ4 1 1 1 1 1 -1 1 1 -1 1 1 1 1 -1
λ5 1 1 -1 1 1 1 1 1 1 1 1 -1 -1 1

Table 5.4: Optimal ouctome specifications and correlations maximising I3322.

N-run scenario, there is one other important distinction from CHSH to be made; the

input pair (A2, B2) is not evaluated for the inequality.

Since an eavesdropper wishes to convince Alice and Bob that they are performing

a fair experiment with local measurement choices, this pair must still be implemented

with probability 1/9 on any given run. Whilst the outcome correlations for this pair

are not required for evaluating S3322, the counting structure is now different from

CHSH. Our analysis has not only a dependence on the number k of correct answers

that an (i, j)-pair gives (where now i ∈ {0, . . . , 5}N ,j ∈ {0, . . . , 8}N and the input

pair on the nth run is given by Anbjn/3cB
n
jnmod3), but also the number l of instances of

(A2, B2), hereby defined as the number of zero answers. For a fixed column j, this is

clearly l(j) = #{n : jn = 8}. The probabilities p(j|i) reduce to a set {pk,l}k,l=0,...,N ,

and the linear programming technique will begin with a vector of these probabilities

p := (pk,l)k,l=0,...,N , though of course the nature of the experiment intuitively demands

k + l 6 N .

Recall that the probabilities p(j|i) must satisfy the column conditions (5.23),

where now p(j) = 9−N . The choice of p(i) is only partially restricted; any assignment

for p(i) that satisfies (5.23) will be sufficient. One might first consider, as with CHSH,

a uniform distribution p(i) = 6−N over all strings {0, . . . , 5}N , which represent all N -

fold combinations of the optimal outcome sets specified by λ0, . . . , λ5 in Table 5.4.

Whilst this is a possibility, note that some columns in that table give two wrong

answers (i.e. the −1’s), whereas others give only one. The resulting N -run columns

will therefore yield a complicated set of conditions (5.23), since the numbers of pk,l

terms in a column will vary depending on the total number of wrong answers contained

in that column. It will be helpful to reduce the number of conditions by specifying

p(i) such that each column contains the same number of wrong answers5.

5This will also be the case for the Imm22 inequalities whose single-run outcome sets are given in
Theorem 11.
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Consider removing the outcome sets specified by λ4 and λ5. The resulting table

then contains only one wrong answer in each column, and for the N -run equivalent

(i.e. p(i) = 4−N for i ∈ {0, 1, 2, 3}N) the structure of each N -run column j, up to

permutations, differs only according to the number of zero answers l(j). There are

therefore only N + 1 column conditions of the form (5.23) to consider depending on

the number of zero answers l:

N−l∑
k=0

(
N − l
k

)
3k4lpk,l =

(
4

9

)N
, l = 0, 1, . . . , N. (5.35)

Observe that these constraints replace the column normalisation condition (5.26)

for CHSH, where l was always 0 and the right-hand side was 1. The new matrix

representation for (5.35) is D · p =
((

4
9

)N)T
, where the vector

((
4
9

)N)
has length

N + 1, and D has the block structure DT = ( d0 d1 · · · dN ), with dj being a

vector of length (N + 1)2 defined by

djk,l = δl,j

(
N − l
k

)
3k4l.

Note that for the experimentally impossible cases k+ l > N , these coefficients vanish

due to the presence of the binomial term, so this is not problematic.

Having programmed these conditions, the remainder of the task is similar to the

CHSH case. First express S3322, here reduced to S for brevity, from first principles as

before.

Sj
i =

1

N
(1 · k(i, j) + 0 · l(j) + (−1) · (N − k(i, j)− l(j)))

Si = 9
∑
j

p(j|i)Sj
i = −9 +

9

N

∑
j

p(j|i)(2k(i, j) + l(j))

S =
∑
i

p(i)Si = −9 +
9

N

∑
i

p(i)
∑
j

p(j|i)(2k(i, j) + l(j)). (5.36)

By using the distribution p(i) = 4−N for i ∈ {0, 1, 2, 3}N , and noting that the rows

of this table are permutation-invariant6, counting arguments reduce (5.36) to

S = −9 +
9

N

N∑
k=0

N−k∑
l=0

N !

k!l!(N − k − l)!
6k2N−k−l(2k + l)pk,l,

which can be encoded by the vector s where sk,l is the coefficient of pk,l in the above

sum. Again note that sk,l = 0 whenever k + l > N .

6Indeed, this property justifies our ability to select any distribution for p(i), since the latter sum
in (5.36) actually has no dependence on i, thus

∑
i p(i) = 1 comes out in the wash.
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Finally, a condition for MK is required. For this inequality, since the rows are

permutation invariant, the maximisation in the definition of MK is unnecessary and

the constraint reduces to

MK =
9N

2(9N − 1)

N∑
k=0

N−k∑
l=0

N !

k!l!(N − k − l)!
6k2N−k−l

∣∣pk,l − 9−N
∣∣ .

To overcome the modulus, introduce non-negative variables w,a, b as before, where

wk,l > pk,l−9−N , wk,l > 9−N−pk,l, so that our constraint is MK = 9N

2(9N−1)
m ·w where

mk,l := N !
k!l!(N−k−l)!6

k2N−k−l, and ak,l := wk,l − xk,l + 9−N and bk,l := wk,l + xk,l − 9−N .

The overall linear programming problem is thus to minimize c ·z subject to B ·z = v,

where the block structure of each component is

B =


D 0 0 0
11 −11 11 0
−11 −11 0 11
0 m 0 0

 , z =


p
w
a
b

 , v =


(

4
9

)N
9−N

−9−N

2(9N−1)
9N

MK

 , c =


−s
0
0
0

 .

The evaluation for S3322 is then given by S = −9− 9
N
c ·z. The program may again

be used to plot S vs MK , as in Figure 5.4, which rescales according to the minimum

value of MK that first achieves S3322 = 8, this being Mmax(N) = 9N

2(9N−1)

(
1−

(
7
9

)N)
.
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Figure 5.4: Comparison of the optimal correlated attack (solid line) withN repetitions
of the optimal one-shot attack (dashed line) for N = 10, using the I3322 inequality.
The maximum score S3322 = 8 can be simulated classically with a measurement

dependence of MK = Mmax := 9N

2(9N−1)

(
1−

(
7
9

)N)
.
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5. Multiple Runs of a Bell Test

The plot also includes a comparison with N repetitions of the one-shot strat-

egy. Whilst this strategy was not derived prior to the numerical approach above,

the numerics determine that the optimal one-shot strategy for a fixed measurement

dependence is defined by a single parameter Q ∈ [1
9
, 4

27
] and assigns probability Q

for a correct answer, fixed probability 1
9

for a zero answer, and therefore probability
4−27Q

9
for an incorrect answer. The relation between S and MK for a single run can

then be derived as S = 4 + 16MK . The simplicity of this structure suggests that an

analytic proof of this model’s optimality (akin to Theorem 1) would be fairly easy,

yet unnecessary due to the numerical proof. Note that the condition (5.23) for N = 1

and j = 8 reduces to p(A2B2|λn) = p(A2B2) = 1
9

regardless of n, since our symmetry

simplification requires that all probabilities in this column are the same; this justi-

fication agrees with the numerical result. The model determined by N runs of this

strategy is specified by

pk,l = Qk

(
1

9

)l(
4− 27Q

9

)N−k−l
. (5.37)

Tables 5.5 and 5.2.3 provide a summary of these optimal strategies.
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CHSH
MH = 1/3

Table 2.2
Table 2.1 24P − 4

MH = 4P − 1
pk = P k(1− 3P )N−k

MS = 1/9 MS = (4P − 1)2

MK = 1/3 Table 2.3 MK = 4P − 1 MS(P ) given by (5.14)

I3322 MK = 1/4
p1,0 = Q

Table 5.4 108Q− 8 MK = 1
4
(27Q− 3)

pk,l = Qk(1
9
)l(4−27Q

9
)N−k−l

p0,0 = 4−27Q
9

Q ∈ [1
9
, 4

27
]

p0,1 = 1
9

(5.37)

Table 5.5: Summary of optimal one-shot strategies.

Model S achieved MH MK P

CHSH
pk = 1

4N
Smin = 2 0 0 1

4N

pk = δk,N
1

3N
Smax = 4 1

32N
(3N − 2N) 4N−3N

2(4N−1)
1

3N

I3322
pk,l = 1

9N
Smin = 4 0 0 1

9N

pk,l = δl,N−k
(

4
27

)k (1
9

)N−k
Smax = 8 - 9N−7N

2(9N−1)

(
4
27

)N
Table 5.6: Summary of N -run threshold models, which both the optimal single-shot and correlated strategies reduce to.
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5. Multiple Runs of a Bell Test

5.3 Using P and Bounds for all N

Whilst the above analysis for the MK measure have yielded significant results,

there are still complexities with this measure that make closed-form solutions difficult

to obtain. This is unfortunate because the measure is rather intuitive as to how it

interprets free will as the difference in input distributions between an eavesdropper

with extra underlying information and the experimenters without. However recall

the simpler measure P = maxj,k,λ p(Aj, Bk|λ), which is actually equivalent to the ∞-

norm version of MK given by (2.8). The definition of P extends to an N -run model

by considering all possible combinations of measurement settings j and underlying

outcome specifications i,

P(N) := max
i,j

p(j|i). (5.38)

As shown below, the simplicity of this measure not only allows for an analytic plot of

N -run comparisons, but also provides a closed form bound, i.e. for a given value of

P , a Bell violation S can only be achieved by a correlated limited-free-will strategy

up to some function S(P ). Furthermore, this bound is independent of the number

N runs of the experiment, and thus is adhered to by all feasible correlated strategies

regardless of the number of iterations.

5.3.1 Classical Strategies and General Bound

The focus of this result is again on the CHSH inequality, though it seems rea-

sonable that the consideration of the other Bell inequalities in Section 5.2 could be

extended to this work. The equations needed to perform this analysis have already

been derived, specifically the equations (5.26) and (5.27) in Section 5.2.1, replicated

here. The aim is to maximise

S =
8

N

N∑
k=0

kpk3
k

(
N

k

)
− 4 (5.39)

subject to the normalisation condition

N∑
k=0

pk3
k

(
N

k

)
= 1 (5.40)

and fixed measurement dependence P(N).

It is clear that the optimal single-shot strategy given by Table 2.3, when repeated

independently for N runs, has MD P(N) = PN ∈ [4−N , 3−N ]. As has already been

shown, the optimal correlated attack will obviously perform as well or better than
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Figure 5.5: The values of pk/P
N , where P = 51/192 and N = 10, comparing the

repeated optimal one-shot strategy (left) with the optimal correlated strategy (right).

this, and comparison can be made with the repeated single-shot strategy over varying

N by taking the Nth root, thus a fixed MD P requires that p(j|i) 6 PN for all i, j.

We may again invoke symmetry arguments to reduce the conditional probabilities

to the set {pk} dependent only on the number k of correct CHSH queries answered.

Thus,

pk 6 PN ∀k. (5.41)

The linear programming problem encapsulated by (5.39),(5.40) and (5.41) is simpler

than that for MK , and an equally explicit encoding is not included here. However,

the simplicity of the P measure allows for an analytical examination of the optimal

attacks.

Intuitively for a CHSH test, obtaining the maximum S value requires more weight

to be given to the pairs of measurement settings that answer a larger proportion of

the N queries correctly. Therefore we assign pN = PN . If the normalisation (5.40)

allows, set pN−1 = PN , and so on. All remaining pk are set to 0. A comparison of

this optimal correlated strategy with the repeated optimal one-shot strategy given

by pk = P k(1 − 3P )N−k is illustrated in Figure 5.5. These strategies only coincide

when N = 1 (i.e. no correlations over runs), P = 1/4 (pk = 4−N for all k) or P = 1/3

(pk = 0 for all k 6= N and pN = 3−N).
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5. Multiple Runs of a Bell Test

The curve of maximum S against PN is piecewise linear, connected by the N + 1

points defined by a parameter l′ such that

P =

(
N∑
k=l′

3k
(
N

k

))−1/N

, (5.42)

S =

8
N∑
k=l′

k3k
(
N

k

)

N
N∑
k=l′

3k
(
N

k

) − 4. (5.43)

The curve is linearly interpolated for PN , where P ∈ [1/4, 1/3] between these points

by assigning pk = 0 for k < l′ − 1, pk = PN for k > l′, and letting pl′−1 fulfil

the normalisation (5.40). Figure 5.6 shows such plots for various finite values of N .

We see immediately that the eavesdropper gains an advantage with increasing N ,

outperforming the single-shot attack.

The optimal strategy’s behaviour in the large N limit is less clear. Is the limiting

curve simply the S = 4 line, making perfect measurement independence the singular

point at which the CHSH test functions? The following theorem answers this in the

negative.

Theorem 12. The measurement dependence P required to simulate a CHSH score

S with a deterministic strategy correlated over N runs, in the N →∞ limit, has the

lower bound

P >

(
4 + S

24

) 4+S
8
(

4− S
8

) 4−S
8

. (5.44)

Proof. It is enough to consider the N + 1 points defined by (5.42) and (5.43) and

find lower/upper bounds for P/S respectively as functions of the rescaled parameter

l = l′/N ∈ [3/4, 1]. To bound P , observe that P = 1
4

Pr(X > l′)−1/N where X is a

binomial distribution with N trials and success probability 3/4. The additive form

of the Chernoff bound easily recovers

P > (l/3)l(1− l)1−l. (5.45)

We aim to bound S by dividing the region k = l′ . . . N into two runs, split at αN ,

such that

R1 :=
αN−1∑
k=l′

3k
(
N

k

)
> 3lN

(
N

lN

)
> 3lNeNH(l),

R2 :=
N∑
αN

3k
(
N

k

)
6 4Ne−ND(α‖ 3

4
),
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5. Multiple Runs of a Bell Test

where we have used Stirling’s approximation and a Chernoff bound respectively.

H(l) = −l log l − (1− l) log(1− l) is the binary entropy while

D(α‖β) = α log

(
α

β

)
+ (1− α) log

(
1− α
1− β

)
is the Kulback-Leibler divergence between Bernoulli distributed random variables

with parameters α and β. For any α = l + ε with finite (but small) ε,

R2

R1

6
4Ne−ND(α‖ 3

4
)

3lNeNH(l)

is exponentially small in εN . For increasing R2

R1
,

S 6 8
αR1 +R2

R1 +R2

− 4

is increasing. In the large N limit this yields

S 6 8(l + ε)− 4. (5.46)

The bound is tight since a lower bound for (5.43) is given by

S > 8
PN l′

N

N∑
k=l′

3k
(
N

k

)
− 4 = 8l − 4, (5.47)

substituting the definition of P in (5.42). Substitution for l in the bounds (5.45) and

(5.46) yields the result.

The bound may alternatively be expressed in terms of the CHSH winning proba-

bility pwin (recall (1.8)) as

P >
(pwin

3

)pwin

(1− pwin)1−pwin . (5.48)

The similarity of the bounds (5.45) and (5.48) is not surprising; At the points l′

defined by (5.42) and (5.43), l = l′/N is simply the ratio of the N CHSH queries

which are answered correctly, which is equivalent to the winning probability when

restricted to a game with N rounds. As N → ∞, there become infinitely many

points l′, and so l→ pwin (this is essentially what the derivation of (5.46) confirms).

The regime of allowable classical correlated attacks described by Theorem 1 is

depicted by the solid lines in Figure 5.6. The points P∞ ≈ 0.258 and P1 ≈ 0.285

are where a CHSH value of S = 2
√

2 can be achieved with (infinitely) correlated

strategies and single-shot attacks respectively. In the shaded region (for P < P∞),

the S values are below 2
√

2 and therefore achievable with quantum technologies, and

yet can never be simulated by any arbitrarily correlated attack without detection

from Alice and Bob in their observed measurement choices.
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Figure 5.6: S vs P for classical (solid, see (5.42)–(5.43)) and quantum (dashed, see
(5.52)) strategies correlated over N runs, and bounded above for all N (black lines,
see (5.42)–(5.43)).

5.3.2 Quantum Strategies and General Bound

Tsirelson’s bound proves that a test of the CHSH inequality with perfect free will

has a maximum possible value of 2
√

2, for instance when the experimenters perform

quantum measurements on a singlet state [19]. Such quantum strategies are known to

be vulnerable to a limited-free-will attack in the single-shot case by optimising over

both the measurement input distribution and the measurement operators themselves

[1]. Furthermore, as with the classical adversarial strategy above, Eve can enhance a

quantum attack by correlating over N runs of the experiment.

Whilst the outcomes of later runs can in principle be allowed to depend on the

outcomes of previous runs through use of a quantum state entangled between all of the

devices, here we make the common assumption that each run is causally disconnected

[77, 55] to exclude the possibility of such dependence. The effective CHSH operator

being optimised is of the form

S ⊗ 11⊗ 11 . . .+ 11⊗ S ⊗ 11 . . .+ 11⊗ 11⊗ S . . .+ . . .

and the state that optimises this operator is separable, corresponding to a tensor

product of the states that optimise 〈S〉 in (5.49) below, such that |〈SN〉| = N |〈S〉|,
so it is enough to optimise over the single-shot operator S.
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5. Multiple Runs of a Bell Test

For a specified value of P , determining the optimal quantum strategy (which will

typically correspond to no eavesdropping) will yield the maximum realisable CHSH

value, which is important in bounding an eavesdropper’s knowledge for a given CHSH

value.

Using the notation pj for the probabilities of a given set of N measurement settings

described by a string j ∈ {0, 1, 2, 3}N , the aim is to maximise the expectation

〈S〉 =
4

N

N∑
n=1

〈pn0A0B0 + pn1A0B1 + pn2A1B0 − pn3A1B1〉 (5.49)

where pnm =
∑

j:jn=m pj are the marginal probabilities for a given setting m being cho-

sen on run n, and the measurement operators Aj and Bk are two-valued operators.

Bounds on S subject to fixed P were derived for an individual run in Section 3.3. Us-

ing the same symmetry arguments as above, we reduce the set {pj} to {pk} according

to the number of correct answers each set j gives. This leaves pn0 = pn1 = pn2 = R and

pn3 = 1− 3R where, through the symmetry-based reduction, R is simply

R =
N∑
k=1

3k−1

(
N − 1

k − 1

)
pk (5.50)

which is equivalent to (5.39) up to constant factors. Therefore, for a fixed degree of

free will requiring pk 6 PN ∀k, R is optimised by the same input distribution (see

Eq. (5.42)). The achievable values of S are then, according to Theorem 8 in Section

3.3,

|〈S〉| 6 4(1− 2R)3/2

√
1− 3R

, (5.51)

provided R < 3/10. This maximal value SQ can be compared with the value SC =

4(6R− 1) obtained by the optimal classical, deterministic strategy as

SQ =
2(8− SC)3/2

3
√

6(4− SC)
(5.52)

when SC < 16/5. For R > 3/10, hence SC > 16/5, the two strategies coincide. The

quantum strategies are compared with their classical equivalents in Figure 5.6.

It is worth noting that there are Bell inequalities for which the quantum strategy

outperforms classical everywhere except for at the algebraic limit. For instance, this

chapter’s treatment can be applied to the tripartite Mermin inequality (based on the

GHZ paradox in Section 1.4.3.1), as sketched in Appendix B.
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5.4 Comparison with Randomness Amplification

The correlated attacks investigated in this chapter have strong ties with recent

studies of randomness amplification, a task first proposed in [41]. As noted in Section

1.5.1, this task is not the same as the randomness expansion discussed in Chapter

3, where a long sequence of random bits is generated from a relatively short, but

perfectly random, seed; The seed in a randomness amplification protocol may be

arbitrarily large yet display only imperfect randomness. Whilst such a task has been

shown to be impossible in the classical regime [94, 105], Colbeck and Renner [41]

proved that by using the imperfect random seed to make measurement selections in a

test of chained Bell inequalities (see Section 1.4.3.1), an output bit can be generated

that is arbitrarily close to being random7. Whilst the randomness of the seed used

in their protocol was required to already exhibit a fixed high level of randomness,

further work produced alternative protocols amplifying arbitrarily low amounts of

randomness using Mermin inequalities between five parties [106] and three parties

[107], and recently a protocol based on a four-party Bell inequality was proposed to

amplify randomness even within a noisy quantum environment [108]. The efficacy of

randomness amplification for more general inequalities has also been studied in terms

of the convex combination of no-signalling boxes required to simulate the quantum

violation of that inequality [109]. This chapter’s results can be seen as a complement

to these randomness amplification protocols, with some notable differences.

Since the initial seeds in randomness amplification protocols are used to select

measurements in a Bell test, the seed’s quality of randomness is inextricably linked

to the notion of measurement dependence. Using any one of the proposed measures,

a pair of RNGs with full measurement independence will provide uniform outputs,

equivalent to both Alice and Bob using a local perfectly random seed to select their

measurements. However, all of the above studies required the sources to fulfil a

restriction known as the Santha-Vazirani condition [94]. For a source generating a

sequence of bits zi ∈ {0, 1}, this condition may be expressed as

1

2
− ε 6 p(zn|λ, z1, . . . , zn−1) 6

1

2
+ ε (5.53)

for some ε ∈ [0, 1/2] and any n, where λ encapsulates any underlying variables influ-

encing the source. The generation of bits satisfying this condition may be interpreted

7The terminology is slightly different from our results since the quality of randomness available
in a source is discussed in the context of the source’s correlations (or lack thereof) with outside
variables.
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as flipping a biased coin, where the bias ε is determined by an adversary with access

to all previously generated bits.

As noted in [34], the presence of a positive lower bound on the probabilities in

(5.53) prevents the predetermined exclusion of a measurement choice. Whilst the

users of the devices view the two RNGs as separate entities, and the Santha-Vazirani

specification is for individual RNGs, an eavesdropper who is preprogramming both

devices has arbitrary access to program them as she wishes, and so effectively con-

siders them as one joint entity. The Santha-Vazirani specification does not exclude

such preprogramming strategies (we make no claim that the optimal cheating strate-

gies above cannot be interpreted, at least locally, as satisfying the Santha-Vazirani

condition) but does make their presence unclear, both in terms of whether the RNGs

are correlated with each other and whether they are correlated with the Bell test

outcomes generated by the associated measurement devices.

Furthermore, the randomness amplification procedure is primarily useful as an

intermediary step in the process to achieve a particular task such as secure key distri-

bution, and often involves a different Bell inequality to test for, which involves more

complexities in the implementation. On the other hand, our analysis can be applied

on the fly using the corrupted devices to any of the protocols and experiments that

use the CHSH test (and extended to those involving other Bell inequalities), even

retrospectively when the experiment has been performed and the data has already

been collected.

Our results can nevertheless be interpreted in the context of randomness ampli-

fication. For a given MD P , the optimal quantum strategy, in the regime where

quantum beats classical (i.e. SC < 16/5), gives perfectly random measurement out-

comes on one side. If the players could know the value of the hidden variable in a

run, and therefore the measurement selection bias, they can implement the optimal

quantum strategy, which has the potential to allow perfect amplification (i.e. procur-

ing perfectly random bits from partially random bits) in this regime. However, there

is no obvious reason why honest players would have such knowledge of the hidden

variables.
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Chapter 6

Conclusions

The rapidly advancing studies of cryptography within the field of quantum infor-

mation have led to significant claims of security in cryptographic protocols, removing

more and more restrictions on the capabilities of an adversary. Quantum cryptogra-

phy makes such claims against eavesdroppers with unlimited computational power;

device-independent cryptography seeks to relinquish trust even within their own ex-

perimental apparatus. However, it is important that through all of these significant

advancements, every possible pitfall, loophole or experimental imperfection is consid-

ered. This thesis has covered one such problem, the free will loophole, and sought to

make existing device-independent implementations robust against it.

The emergence of device-independent protocols which remove many assumptions

of trust within the experimenters’ devices necessitates an analysis of the RNGs that

Alice and Bob typically use to select their measurements within a Bell test. We

discussed this concept of experimental free will in Chapter 2 and introduced several

measures to quantify it. We showed how an eavesdropper programming the RNGs

with a hidden model can falsely simulate nonlocality, upon which the security of

device-independent protocols is based. The strength of Bell violation is proportional

to the amount of measurement dependence in the devices.

Chapters 3 and 4 considered this loophole within the existing device-independent

tasks of randomness expansion and key distribution, both based on the CHSH inequal-

ity. In the case of randomness expansion, we derived optimality proofs and models

to bound the probability of Eve correctly guessing an outcome, which in principle

can be used to determine the amount of privacy amplification required to certify the

generated randomness as private. However, more work is required in this area, since

existing implementations of privacy amplification require some initial randomness to

be performed, a quantity considerably under question in limited-free-will scenarios.

The cases of general and factorisable no-signalling distributions were considered, as
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well as an eavesdropper with quantum technologies. In the case of key distribution,

we provided a model with which Eve could simulate nonlocality for a given measure-

ment dependence and key predictability. It would be interesting to find optimality

within this regime, as well as make improvements on key generation efficiency.

Finally, we extended the capabilities of Eve in Chapter 5 to consider attacks

correlated over multiple runs of a Bell test. We showed that, despite strong advantages

to employing such an attack over a single-shot approach, there nevertheless exist Bell

violations which Eve cannot simulate using a variable-free-will model, regardless of

the number of runs the attack is correlated over. Our investigation was primarily

based on the CHSH inequality, though the analysis can also be extended to more

general Bell inequalities.

A crucial question for future work is how to experimentally assess the amount of

measurement dependence in a pair of RNGs prior to their use in a Bell test. Since

the aim of device-independent protocols is to remove knowledge of the inner workings

of experimental apparatus, this is a significant problem. In the case of defending

against attacks correlated over multiple runs of the Bell test, a method to impose

independence between these runs would also be extremely valuable.
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[57] Antonio Aćın, Nicolas Brunner, Nicolas Gisin, Serge Massar, Stefano Pironio,

and Valerio Scarani. Device-Independent Security of Quantum Cryptography

against Collective Attacks. Physical Review Letters, 98(23):230501, 2007.

[58] B. G. Christensen, K. T. McCusker, J. Altepeter, B. Calkins, T. Gerrits, A. Lita,

A. Miller, L. K. Shalm, Y. Zhang, S. W. Nam, N. Brunner, C. C. W. Lim,

N. Gisin, and P. G. Kwiat. Detection-Loophole-Free Test of Quantum Nonlo-

cality, and Applications. arXiv:1306.5772, 2013.

105



References

[59] J. Silman, A. Chailloux, N. Aharon, I. Kerenidis, S. Pironio, and S. Massar.

Fully Distrustful Quantum Bit Commitment and Coin Flipping. Physical Re-

view Letters, 106(22):220501, 2011.

[60] D. Mayers and A. Yao. Quantum cryptography with imperfect apparatus. In

Foundations of Computer Science, 1998. Proceedings.39th Annual Symposium

on, pages 503–509.

[61] Julio T. Barreiro, Jean-Daniel Bancal, Philipp Schindler, Daniel Nigg, Markus

Hennrich, Thomas Monz, Nicolas Gisin, and Rainer Blatt. Device-independent

demonstration of genuine multipartite entanglement. arXiv:1303.2433, 2013.

[62] Michele Dall’Arno, Elsa Passaro, Rodrigo Gallego, and Antonio Aćın. Robust-

ness of Device Independent Dimension Witnesses. arXiv:1207.2574, 2012.

[63] Melvyn Ho, Jean-Daniel Bancal, and Valerio Scarani. Device-independent cer-

tification of the teleportation of a qubit. arXiv:1308.0084, 2013.

[64] Valerio Scarani. The device-independent outlook on quantum physics (lecture

notes on bell inequalities). arXiv:1303.3081, 2013.

[65] Philip M. Pearle. Hidden-Variable Example Based upon Data Rejection. Phys-

ical Review D, 2(8):1418–1425, 1970.

[66] Peter J. Mosley, Jeff S. Lundeen, Brian J. Smith, Piotr Wasylczyk, Alfred B.

URen, Christine Silberhorn, and Ian A. Walmsley. Heralded Generation of

Ultrafast Single Photons in Pure Quantum States. Physical Review Letters,

100(13):133601, 2008.

[67] John F. Clauser and Michael A. Horne. Experimental consequences of objective

local theories. Physical Review D, 10(2):526–535, 1974.

[68] Philippe H. Eberhard. Background Level and Counter Efficiencies Required

for a Loophole-Free Einstein-Podolsky-Rosen Experiment. Physical Review A,

47(2):R747–R750, 1993.

[69] Nicolas Brunner, Nicolas Gisin, Valerio Scarani, and Christoph Simon. De-

tection Loophole in Asymmetric Bell Experiments. Physical Review Letters,

98(22):220403, 2007.

106



References

[70] G. Garbarino. Minimum detection efficiencies for a loophole-free observable-

asymmetric Bell-type test. Physical Review A, 81(3):032106, 2010.
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[110] Llúıs Masanes, Stefano Pironio, and Antonio Aćın. Secure device-independent
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Appendix A

Estimating Guessing Probability
from CHSH Violation

Within device-independent protocols for both randomness expansion and key dis-

tribution, the amount of information available to the adversary is related directly

to the degree of violation of a Bell inequality. A relation between the single-round

guessing probability and the degree of violation of the CHSH inequality has been

derived in [48] and alternatively in [110]. We present here a proof of this relation, in

a similar manner to [48], assuming Alice and Bob have complete experimental free

will (of course, Chapters 3 and 4 are dedicated to investigating when this is not the

case). We also assume that Eve’s strategy is restricted to collective attacks where she

acts independently on each round of testing, although this restriction has been lifted

in more recent work [77, 111].

Theorem 13. In a CHSH test using two-valued inputs and two-valued outcomes,

observing a CHSH expectation value of S, Alice and Bob can bound Eve’s guessing

probability G on a generated bit by

G 6
1

2

(
1 +

√
2− S2

4

)
. (A.1)

Proof. Consider the CHSH inequality in operational terms – the outcomes A0, A1, B0

and B1 that Alice and Bob may obtain are the results of single-qubit measurements

represented by 3-dimensional unit vectors on the Bloch sphere, â0, â1, b̂0 and b̂1 re-

spectively, so that A0 = â0 · σ where σ is a vector of Pauli matrices. In the device-

independent scenario, Eve preselects these measurements as well as the quantum state

to be distributed between Alice and Bob on each round (for the CHSH scenario, we

may restrict the shared state to being two entangled qubits). We wish to calculate
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A. Estimating Guessing Probability from CHSH Violation

the largest possible violation Smax, defined to be the maximum of 〈ψ | S |ψ〉 over all

two-qubit states |ψ〉 and all measurements â0, â1, b̂0, b̂1, where S is the CHSH operator

S = (â0 · σ)⊗ (b̂0 + b̂1) · σ + (â1 · σ)⊗ (b̂0 − b̂1) · σ. (A.2)

By unitary freedom, Eve can select |ψ〉 = sin θ | 00〉 + cos θ | 11〉 where 0 6 θ < π/4.

Rewriting |ψ〉 in the form of equation (1) in [112], we see that

Smax = max
â0,â1,b̂0,b̂1

(
â0 · t · (b̂0 + b̂1) + â1 · t · (b̂0 − b̂1)

)
(A.3)

where t is a 3 × 3 diagonal matrix with diagonal entries (sin 2θ,− sin 2θ, 1). Now

define the unit vectors ĉ, c′ and scalars l, l′ by

b̂0 + b̂1 = lĉ, (A.4)

b̂0 − b̂1 = l′c′. (A.5)

Taking the dot product of (A.4) and (A.5) tells us that ĉ and c′ are orthogonal.

Squaring them yields l2 + l′2 = 4, suggesting we write l = 2 cosφ and l′ = 2 sinφ for

some φ. We then ascertain the maximum achievable CHSH value to be

Smax(θ) = max
â0,â1,ĉ,c′,φ

2 (â0 · t · ĉ cosφ+ â1 · t · c′ sinφ) (A.6)

= max
ĉ,c′,φ

2 (‖t · ĉ‖ cosφ+ ‖t · c′‖ sinφ) (A.7)

= max
ĉ,c′

2
√
‖t · ĉ‖2 + ‖t · c′‖2 (A.8)

= 2
√

1 + sin2 2θ (A.9)

where the steps for maximization are choosing â0 and â1 to be parallel to t · ĉ and

t · c′ respectively in (A.6), defining φ in (A.7) by tanφ = ‖t · c′‖/‖t · ĉ‖, and selecting ĉ

and c′ in (A.8) as the eigenvectors of t with largest eigenvalues (remembering ĉ and c′

must be orthogonal). Note that this maximization has selected Alice’s measurements

to be the Pauli operations A0 = Z and A1 = X. Eq. (A.9) is further maximized by

selecting θ = π/4, yielding the familiar Smax = 2
√

2, but we shall see that varying

θ allows us to find a trade-off between Smax(θ) and the probability with which an

eavesdropper can guess the measurement outcome.

The guessing probability G is the maximum probability that Eve guesses the out-

come of the key bit generated by the pair (A0, B2) (in a key distribution protocol

that differs from the above one only in that Bob, not Alice, has the third measure-

ment setting). Since the measurements have only ±1 outcomes, we have that G =
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1
2
(1+Tr(A0ρA)), where ρA is the reduced density matrix on Alice, ρA = cos2 θ | 0〉 〈0 |+

sin2 θ | 1〉 〈1 |. Choosing A0 = Z gives the highest expectation Tr(ρAA0) = cos2 θ −
sin2 θ, yielding G = cos2 θ. Since the optimal strategies for calculating G and maxi-

mizing S are compatible by selecting A0 = Z, the maximum guessing probability has

therefore been bounded above according to (A.1).
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Appendix B

Limited Measurement Dependence
in a GHZ Test

The GHZ test [42] is an important test of nonlocality because it can be satis-

fied on every run by the correlations produced from an optimal quantum strategy,

as described in Section 1.4.3.2. Therefore, the best strategies adhering to generic

no-signalling do no better than those achievable with quantum technologies. Here,

we investigate the role of measurement dependence when testing the closely related

tripartite Mermin inequality [43]. We show that a classical adversarial strategy can

be improved when incorporating limited measurement dependence, whereas a quan-

tum strategy cannot. The results are a natural extension of the CHSH-based work in

Chapters 2 and 5 and no formal optimality proofs will be given.

As with CHSH, we consider a modified form of the tripartite Mermin inequality,

S = p00A0B1C1 + p01A1B1C0 + p10A1B0C1 − p11A0B0C0, (B.1)

where the notation pjk has been chosen simply to compare to the CHSH test, with∑
pjk = 1. Since an optimal quantum strategy such as the one specified in Section

1.4.3.2 produces the desired correlations on every run of an experiment, it is clear that

variation of pjk and describing a new quantum strategy accordingly will not provide

an advantage, since the algebraic limit of p00 + p01 + p10 + p11 = 1 has already been

reached. However, the classical strategy, which under a free will only reproduces the

correct correlation 75% of the time (since only three of the four relations in (1.23)

can be simultaneously satisfied), can be improved.

For the classical strategy, we consider as before a model specified by underlying

variables λ, which in turn specify a set of outcomes a0(λ), a1(λ), b0(λ), b1(λ), c0(λ) and

c1(λ) and a measurement selection distribution p(AjBkCl|λ). There are 32 optimal

outcome sets, i. e. those which satisfy three of the four relations in (1.23), which
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are grouped according to the relations which they satisfy in Table B.1 (where the

notation ± is shorthand for ±1), producing the correlations described in Table B.2.

In Definition 1 we described a conjugate-inclusive model for the CHSH test in

order to avoid suspicion of fixed outcomes; the same motivation applies here where,

conditioned on drawing λn from the underlying variables, one of the eight possible

outcome sets is drawn with equal probability. By inspection of Table B.1, this will

over many runs approximate a uniform output of +1 or −1 for each local measurement

input.

λ Possible outcome specifications (a0(λ), a1(λ), b0(λ), b1(λ), c0(λ), c1(λ))

λ0
(+,+,+,+,+,+), (+,+,−,−,−,−), (+,−,+,−,+,−), (+,−,−,+,−,+)
(−,+,+,−,−,+), (−,+,−,+,+,−), (−,−,+,+,−,−), (−,−,−,−,+,+)

λ1
(+,+,+,+,−,+), (+,+,−,−,+,−), (+,−,+,−,−,−), (+,−,−,+,+,+)
(−,+,+,−,+,+), (−,+,−,+,−,−), (−,−,+,+,+,−), (−,−,−,−,−,+)

λ2
(+,+,+,−,−,−), (+,+,−,+,+,+), (+,−,+,+,−,+), (+,−,−,−,+,−)
(−,+,+,+,+,−), (−,+,−,−,−,+), (−,−,+,−,+,+), (−,−,−,+,−,−)

λ3
(+,+,+,−,−,+), (+,+,−,+,+,−), (+,−,+,+,−,−), (+,−,−,−,+,+)
(−,+,+,+,+,+), (−,+,−,−,−,−), (−,−,+,−,+,−), (−,−,−,+,−,+)

Table B.1: Optimal outcome specifications maximising GHZ, divided according to
equivalence of correlations.

〈a0b1c1〉λ 〈a1b0c1〉λ 〈a1b1c0〉λ −〈a0b0c0〉λ
λ0 1 1 1 −1
λ1 1 1 −1 1
λ2 1 −1 1 1
λ3 −1 1 1 1

Table B.2: Optimal outcome correlations maximising GHZ.

p(A0B1C1|λ) p(A1B0C1|λ) p(A1B1C0|λ) p(A0B0C0|λ)
λ0 P P P 1− 3P
λ1 P P 1− 3P P
λ2 P 1− 3P P P
λ3 1− 3P P P P

Table B.3: Optimal outcome specifications and correlations maximising GHZ.

The remarkably similar structure of the optimal correlations to the CHSH case

allow us to similarly express the degree of violation of the Mermin inequality in

terms of the measure of measurement independence P . When restricted to having

the rows sum to 1 and not having any probability exceed a certain maximum value
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1/4 6 P 6 1/3, we use the measurement selection distribution described in Table

B.3, delivering a value of S = 6P − 1. Thus, for all P < 1/3, there is a gap between

the optimal classical and quantum strategies.

We can also extend this attack to be correlated over many runs, using a similar

approach to Section 5.3, discovering that

P >

(
1 + S

6

)(1+S)/2(
1− S

2

)(1−S)/2

. (B.2)

This only allows S → 1 in the limit P → 1/3. This tells us that even in the model

correlated over infinitely many runs, there is a gap between the optimal classical and

quantum strategies for all P < 1/3. This is in contrast to the results derived for the

CHSH test, where there was a threshold value of the inequality (S > 16/5) for which

the quantum strategy could do no better than classical.
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