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Abstract

Modern smart devices are capable of incredible things: making life easier,
more enjoyable, and more secure. But this ‘smartness” often comes at the cost
of devices harvesting data from the home, constraining how we use them, and
changing the ways we relate to each other. This thesis explores what it means
for a device to be smart, the ethical concerns that smartness causes, and ways
that we might re-think smartness to better support people’s needs and values.
It does so using four lenses of smartness, privacy, social actors, and respect.

In order to better understand the problem, we begin by presenting the results
of surveys and interviews investigating perceptions of what smartness is,
and how it manifests across a variety of contexts. In doing so we identify
concomitant ethical concerns, such as privacy and autonomy, and discuss the
similarities and differences in how they operate across devices. We then follow
up by addressing two of the identified problems in greater detail. We present
the results of a six-week technology probe deployment designed to give peo-
ple control over their connected devices by visualising and constraining their
data flows. We show how participants preferences shifted over the course
of the study and how, when given the right resources, people can learn and
come together to solve privacy problems in the home. Secondly, we explore
social concerns around voice interfaces, with a survey exploring correlations
between trust, anthropomorphism, and relationship development with voice
assistants. We show how people develop relationships with social devices in a
similar manner to those between people, raising questions about the potential
for social interaction modalities to be used to manipulate. The thesis then
brings these lines of enquiry together by proposing the concept of respect
as a lens for using standards of interpersonal interaction to evaluate interac-
tions with smart devices. Practical and theoretical perspectives on respectful
behaviour from a variety of disciplines are used to link the behaviours of in-
telligent systems to previous work on moral theory, agency, social hierarchies,
and oppression.

Drawing on each of these four lenses, the thesis closes by discussing potential
ways to re-think smartness, reaping its benefits whilst mitigating its problems.
From rejecting smartness altogether, giving people greater control over their
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devices, making devices more respectful, and using different conceptual
models of devices, the thesis lays the foundations for more socially aware
systems that use their smartness to support users in managing and enjoying
life in the connected home.
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Chapter 1

Introduction

“We exploited Facebook to harvest millions of people’s profiles. And
built models to exploit what we knew about them and target their inner
demons. That was the basis the entire company was built on.”

— Christopher Wylie, Cambridge Analytica whistleblower
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Re-Thinking Smartness

1.1 Motivation

After decades of existence in popular imaginatiorﬂ the notion of a ‘smart
home’ as a domestic space enriched with connected digital devices is gradually
becoming a reality. Contemporary devices are able to automate tasks around
the home, allow for hands free access to information, and are accessible to all
who share the home environment.

But this comes with a trade-off; smart and connected devices frequently
intrude on the privacy of the home by surveilling people’s daily lives. With
clear evidence of the corporate appetite for big data, many commercially
available apps and smart devices are designed to return information on users
and their homes to manufactures and/or advertisers [40, 155

However, the connected home of early research and science fiction was one
that allowed a new way of living, with people able to own and utilise the
data collected about themselves to pursue more efficient, safer, and fulfilled
lives (e.g. [322]). Science fiction rarely considered how economic forces would
drive these devices to exploit their position in the home to collect data for
profit, typically identifying government surveillance as the major threat to
privacy and freedom (e.g. Orwell’s 1984). Ubiquitous computing research
largely operated under the assumption that inhabitants would have control
over the data produced in their own homes, and that this new technology
would respect existing social conventions around privacy [181]. Sadly, this is
still far from being realised.

This harvesting of what Zuboff terms ‘behavioural surplus’ can be difficult to
reason about—the small activities that individually make up people’s lives
have little meaning or value by themselves, making it difficult to see the long
term societal disadvantages and privacy risks of a few corporations with vast
behavioural data sets. This reflects a more general information asymmetry that
often exists between users and companies, leading to an imbalance of power
when a corporation has access to large amounts of data about an individual.

At best, these companies are blind to the scale and nature of their intrusion
into people’s lives. At worst, they are intentionally violating ethical norms in
a quest for increasing profits and power. Both possibilities further entrench
the paradigm of surveillance capitalism, which “unilaterally claims human
experience as free raw material”, automating human behaviour on a global
scale in order to drive consumption [369]. For users, this makes the conse-
quences of accepting devices—and their terms—into the home unclear. Add
in the pressure of the ‘take it or leave it" Hobson’s choice offered by virtually

IFor the curious, a 1989 episode of the BBC program Tomorrow’s World contains surpris-
ingly accurate predictions about the smart home of 2020: https://twitter.com/bbcarchive/
status/1212018067804311552
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all device privacy policies, and it is clear why many click accept with little
thought.

What marks the contemporary smart home as one that is different from the
early promises of research and science fiction then, is that it is shared with
these devices and the companies that operate them rather than being owned
and controlled solely by the people who live within it. The encroachment
of surveillance capitalism into the home transforms it into a battleground
where companies compete to extract value from its residents. This is a concern
because the home is an essential private space, providing safety and isolation
from the outside world [227]. Somewhere to relax and genuinely be one’s self,
the boundary of the home represents a major ““attack surface” of the digital
on everyday life” [78] and it is one of the few remaining places where people
can truly be alone.

The technology that enables this large scale data collection, as well as the
utility and convenience offered by modern devices, is often encapsulated as
‘smartness’. Referring to varying features such as sensors, wireless communi-
cation, and advanced machine learning, smartness is applied to a wide range
of devices with vastly different capabilities: a light bulb is clearly ‘smart” in a
different way to a speaker or a phone. In this way, smartness represents an
unknown and constantly shifting assemblage of technology in the home.

A notable characteristic of smartness in modern devices is the way that it
smooths over all but the most basic aspects of state and configuration. Devices
light up, make soft pings, and add or remove functionality through updates,
all with little or no user input. A smart device might have microphones and
cameras, for example, but it can be extremely difficult to determine when they
are recording and whether recordings from the home are processed locally
or streamed to the cloud. Adjusting the amount of data that devices share
with companies and other third parties is similarly difficult or impossible. The
continued shrinking of consumer technology combined with its increasing
sophistication means that even the smallest of devices might contain invasive
functionality.

Theses issues are unquestionably ones of privacy, but approaches that consider
privacy solely as access control or restrictions on the collection and processing
of information cannot explain the phenomenological unease that many people
feel when using smart devices. As a response to this the literature offers un-
derstandings of privacy that incorporate other values such as autonomy and
transparency [260]. There is also an increasingly social component to smart-
ness; when asked about data collection, it is not uncommon for users to talk
about the devices and companies that they share their homes with as if they
were people [217,303| 337]. The increasing popularity of devices with sophisti-
cated speech recognition and synthesis further blurs the line between natural,
virtual, and corporate persons. Early Human Computer Interaction (HCI)
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research showed that computers are social actors: people readily apply social
rules to human-computer interactions and naturally project characteristics
like gender, complete with the associated biases [253, 255, 256].

Controversy over children’s use of ‘please” and ‘thank you” with voice assis-
tants serves as a modern example that we cannot help but treat computers
as if they were human, even if we know this not to be the case. This fur-
ther complicates our relationships with smart devices in a way that cannot
be explained by only looking at functionality. Other questions such as how
parents should use smart devices around their children [81}, 330], or the ex-
tent to which devices should choose the content that we see [107] lurk in the
background, and demand understandings of privacy beyond those of fact
and law. These questions probe more deeply at the essence of what it is that
smart technologies offer us, and touch on ethical concerns around autonomy,
transparency, and the social order of the home.

It is therefore becoming apparent that smartness in its contemporary form is
fundamentally misaligned with people’s values, and addresses their needs in
ways that are unacceptable. It impinges not only on people’s privacy, but also
their autonomy and social relationships.

Research and Regulatory Responses

Responses to these problems by the research community have targeted every
aspect of how devices in the home are designed, used, and regulated. The
nature of smart devices means that research in this area is truly interdisci-
plinary, with contributions from computer science featuring alongside those
from sociology, law, communications theory, philosophy, economics, and

psychology.

To inform regulatory efforts, a range of expository research has generated
policy recommendations based on various facets of smart home ethics. These
discussions about the application of concepts such as data protection [341]
tend to consider ethical issues independently, but this can fall short when
concepts overlap. Often being rooted in older wiretap legislation—intended
to prevent specific harms for calls made between two phones—data protection
frameworks often struggle to deal with the intimate, co-created data produced
in shared spaces such as the home (e.g. the European General Data Protection
Regulation only considers the rights of individuals [131]]). Software developers
have also come under scrutiny from fairness, accountability, and transparency
scholars for being opaque in how they use data in the cloud-based systems
that power many smart devices and services [39, 245, 339].

On the other hand, empirical research by the academic community investi-
gating user concerns with these devices tends to work from the ground up.
Explorations into the effects of smart devices on the home show the broad
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impacts of these technologies on the routines and social dynamics that exist
within the home environment as people endeavour to limit the impact of these
devices on their privacy and interpersonal relationships [78, (144, 352, 365].
Socio-technical work on specific devices maps out more localised effects, such
as the vastly different opinions of parents and teenagers over whether parents
should be able to monitor teenagers” devices [81} 330]). Research in this area
often focuses on questions of adoption (i.e. how smart devices are integrated
into daily life) [166], and by extension, barriers to adoption [51].

The nature of connected devices as products has prompted the application
of a rich collection of design practices to smart home research. Common
approaches include speculative design [17,(99]], functional prototypes [64, 237],
design fictions [203| 294], and even fictional research [214]. These techniques—
that present the imagined as real—allow for the mapping of alternate futures
that can be used to steer the direction of current smart home technology away
from the grasp of surveillance capitalism. From a more technical perspective,
empirical research on how smart home devices operate has helped to build a
common understanding of the design patterns and architectures of contem-
porary devices [3, 155} 267, 326|]. Primarily useful in the context of privacy
and security, these findings are also of great help when creating tools for the
connected home.

1.2 Research Questions

Crucially, existing efforts fail to provide solutions for the long term design
and development of ethical smart devices. While many of the technological
predictions made by early research have come true, there is clearly still much
work to be done to steer the future away from cyberpunk dystopias where
technology, motivated by money and multinational capitalist corporations,
is associated with destruction, mental regression, and dehumanisation [163].
Hopefully we can instead move towards the promises of earlier science fiction
utopias, leveraging smart technologies to promote human flourishing.

Motivated by this challenge, this thesis seeks to answer fundamental questions
about the nature of smartness and the ethical concerns it causes, as well
as what can be done to ‘rethink” what it means to be smart in a way that
mitigates concerns both now and in the future. Echoing Taylor et al., we see
smart devices “less as something to be designed as intelligent and more as a
resource for intelligence” [322].

To this end, the thesis examines concerns around connected devices in the
home using four lenses, narrowing the scope of its investigations to those
of: smartness, privacy, social actors, and respect. The first of these, smartness,
examines what it means for devices to be smart and how this differs between
devices. In studying perceptions of smartness, it surfaces ethical concerns
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about what smart devices are, and the commonalities between the devices
and contexts that these concerns are centred on.

In doing so it becomes clear that concerns around smart devices have many
dimensions that can make it difficult to reason about why a particular aspect of
a device or its context of use give cause for concern. The second lens of privacy
explores the foremost amongst these in more detail, asking how we can to
help people form and act on privacy preferences regarding connected devices,
and exploring options for making data flows of devices understandable and
controllable.

The third lens considers the the role of devices as social actors, and how their
social nature might distort the way that we interact with them. It highlights
the relationship between people’s propensity to anthropomorphise social
devices with how much they trust them, and the extent to which behaviour
towards devices might mimic that between people.

This leads us to seek a fourth perspective that can help answer the questions
that arise about how devices should treat people, helping to highlight the
similarities and differences between conceptualisations in terms of privacy,
smartness, and social interaction. For this we turn to philosophy for clarity,
using thinking on how humans should treat each other to systematically
reason about how devices treat us.

Specifically, we answer the following research questions:

RQ1 Smartness—how do ethical concerns about smart devices relate to differ-
ent types of ‘smart” functionality?
la What do people perceive ‘smartness’ as?

1b How do perceptions of ‘smartness’ relate to ethical concerns about
smart devices?

1c How do these concerns operate across devices and contexts?
RQ2 Privacy—how can devices support users’ privacy?
2a How can privacy-implicated activities of devices be made legible

to users?

2b How can we help users interpret and form preferences about data
disclosures by their devices?

2¢ How can we provide privacy controls that enable users to take
action about disclosures by their devices?

RQ3 Social actors—how do voice assistants distort social interactions?

3a Do users of voice assistants exhibit relationship development with
their devices similar to that measured between humans?
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3b Are trust, relationship development, and anthropomorphism re-
lated for voice assistants?

3c What underlying assumptions exist in the design of contemporary
voice assistants?

RQ4 Respect—how can the concept of respect help us anticipate and design
for ethical concerns with connected devices?

4a What conceptualisations of respect exist outside of computer sci-
ence that are potentially relevant to HCI?

4b How do these conceptualisations relate to existing design frame-
works and principles?

4c What steps can designers take to create more respectful systems?

1.3 Contributions & Outcomes

Through answering the research questions laid out above, this thesis makes a
number of direct contributions to the understanding of how smart devices are
used and designed in HCI:

An Understanding of Smartness

Through an analysis of how non-experts consider smartness in the context of
smart home devices, we unpack the key aspects of device functionality that
shape people’s perceptions of what constitutes a smart device. We show how
these components of smartness operate across contexts, directly relating them
to the ethical concerns that they cause or ameliorate.

A Template for Privacy-Empowering Technologies in the Home

We explore the ways that people can better understand and interact with
their existing connected devices, developing a novel technology probe to
demonstrate how the combination of data flow visualisations, a data protec-
tion curriculum, and high level firewall controls can help people to develop
meaningful privacy preferences and realise them within the landscape of the
smart home.

Identifying a New Link Between Interpersonal and
Human-Computer Relationships

By adapting prior work on interpersonal relationships and bridging it with
contemporary voice assistant research, we show that people’s relationships
with voice assistants develop in a similar way to relationships between peo-
ple. We further identify statistically significant correlations between this
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relationship development and both trusting behaviour and anthropomorphic
tendencies in users.

Mapping the Landscape of Respect for Smart Home Designers

We bring together a wide range of conceptualisations of respect from work in
philosophy and the human sciences, comparing them to established design
frameworks and principles in HCI. Through the introduction of different
configurations of respect, we show how designers of smart home systems can
leverage this thinking from outside of HCI in order to build more respectful
devices that promote human flourishing.

1.4 Thesis Outline

Chapter 2| sets out the prior work that this thesis builds on, beginning with
efforts to understand and map out the evolving landscape of the smart home
and its relationship to those who inhabit it. From situated explorations of
individual devices to concerns over the ubiquity of surveillance capitalism,
it discusses the high and low level approaches to smart home research, as
well as the potential for intermediate approaches. This is followed by an
overview of informational and digital privacy in the West, including a com-
parison and critique of major models of informational privacy. The chapter
closes by focusing more broadly on computer ethics, exploring mechanisms
of disrespect, marginalisation, and oppression that are perpetuated by digital
technology, and how the HCI literature has previously considered the concept
of respect. Through this comparison and analysis of existing work, the chapter
identifies opportunities to advance our understanding of what smart devices
are, how we might empower people to take control of their privacy at home,
and explore connections between interpersonal interaction and interactions
with voice assistants.

Chapter[3|goes on to summarise the major HCI theories and paradigms related
to research presented in the thesis, discussing different approaches to research
and design in HCI. As part of this, the chapter critically examines the benefits
and drawbacks of these approaches and lays out how they compare to and
could be developed by the work on the ethics of respect presented later in the
thesis, paving the way for the theoretical work in Chapter 7] It then details the
practical research methodologies employed throughout the thesis, including
the use of surveys and interviews, with a reflection on the adaptation of
protocols to individual experiments. Finally, there is a discussion on research
ethics in the context of the studies undertaken, along with the steps taken to
improve the replicability of the results obtained.

Chapter E] asks what features of smart devices users consider as rendering
them ‘smart’, and how these relate to the ethical concerns that they generate.
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Beginning with a brief overview of the gap left by previous high and low
level contributions, it presents the results of a multi-method investigation into
what end users perceive smartness as consisting of. Using surveys and semi-
structured interviews, eight types of smartness are identified and described.
We then explore and discuss how these perceptions of smartness work to
engender a variety of ethical concerns including privacy, autonomy, and
disruption to the social order of the home.

Chapter [5| takes this more nuanced understanding of smartness and dives
more deeply into concerns around privacy and transparency, exploring the
potential for new tools that support and empower users. It details the de-
velopment of Aretha, a privacy assistant technology probe that combines a
network disaggregator, personal tutor, and firewall, intended to give people
knowledge of data disclosures from their connected devices and the means to
control them. The results of a six week home deployment show how the probe,
with its novel affordances—and its limitations—prompted users to co-adapt,
developing their own control mechanisms and suggesting new approaches to
address the challenge of regaining privacy in the connected home.

Chapter [p|focuses on voice assistants as a class of smart device, exploring the
ways that spoken conversational interfaces might influence how people relate
to their smart devices. It does this by exploring how closely interactions with
voice assistants might mirror the relationships we have with other people,
and how this occurs alongside trust and anthropomorphism. The chapter
reflects on the potential opportunities and dangers of using increasingly social
devices to exploit the ways that humans are ‘wired for speech’.

Chapter [/ brings together findings from the preceding chapters on the ways
that people are treated by connected devices, seeking to unite them under
a single notion. Starting from a grounding in the philosophical concept of
respect, it draws from a diverse range of thinking from philosophy, sociology;,
psychology, and political science in order to explore what respect means and
how it is relevant to the design of smart devices. This is then discussed in
terms of its application to the design of smart and connected devices, with
four key principles identified and expanded upon.

Chapter 8| discusses the findings of the thesis in a broader context, revisiting
the research questions in light of the results obtained. It then reflects on the
nature of smartness, suggesting ways in which we might re-think the concept
in order to better align the future with the ideals of early smart home research
and science fiction. In doing so it presents avenues for future work that move
us towards a respectful and value sensitive future.

Finally, the thesis concludes in Chapter E] with a summary of the overall
research project, its goals, results, and future direction.
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1.5 Terminology

Smart Device: refers to the category of internet connected devices sold for
use solely in the home that are not marketed as general-purpose computers
(e.g. excluding computers, laptops, and mobile phones). Chapter {4{contains a
more in-depth exploration of what it means for a device to be smart.

Connected Device: refers to any internet connected device that might typi-
cally be found in the home. All of these devices are arguably smart, but it is
often useful to be able to refer to them as distinct categories.

Smart Home and Connected Home: used interchangeably to refer to homes
that contain one or more smart/connected devices.

VA: Voice assistants (often referred to by the distinct but overlapping cate-
gories of Virtual Assistants, Conversational Assistants, and Smart Speak-
ers) are software agents that accept tasks and relay information through
spoken conversation. Pioneered by Apple with the launch of Siri in 2011,
voice assistants were later popularised by Amazon with the launch of Alexa
in 2014. Major competitors followed suit with the subsequent launches of
Cortana (2014), the Google Assistant (2016), and Bixby (2017). Today VAs are
available on a variety of ‘smart” devices, including speakers, phones, and TVs.

GDPR: the European General Data Protection Regulation / Regulation (EU)
2016/679 [131]. Implemented in 2018, the GDPR is a European Regulation
governing the protection of personal data in EU member states. The GDPR
sets out the grounds on which different types of information can be collected
from individuals, how it must be stored, what processing may be done on
that data, and the uses to which collected and processed data may be put. The
GDPR repeals the existing Data Protection Directive (Directive 95/46/EC),
and was implemented in the UK Data Protection Act 2018 to replace the 1998
act of the same name.

Data Controller: the company or individual that is legally responsible for how
and why personal data is processed (defined in Article 4 of the GDPR [131]).

Data Flow: a connection between computers (in this thesis typically a smart
device and a company server) through which data is transferred.

ICO: The Information Commissioner’s Office is the UK national data pro-
tection authority, responsible for overseeing and enforcing data protection
regulations. The ICO is an independent public body that reports to Parliament,
and is sponsored by the Department of Digital, Culture, Media, and Sport.
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Chapter 2

Background

“I have over 4,000 emails, pictures, addresses [...] People just submitted
it. I don’t know why. They trust me. Dumb fucks.”

— Mark Zuckerberg, ZOOﬂ

Contents
R1 Smartness . . ... ... .o 14
[[n-situ Investigations of Smart Devices and Associated |
[ EthicalConcerns| . ... ........ .. .. ... 15
[Towards a Definition of Smartness| . . . . . ... ... ... 20
|[High-level Explorations: Policy, Psychology, and Capitalism| 20
[Whatis Smartness?. . . . ... ................ 24
............................. 25
{Theories of Privacy|. . . . .. ...... ... ... ..... 28
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|Supporting Boundary Management| . . . . . ... .. ... 35
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2.3 Ethics& Respect| . . . ... .... ... .. .. ........ 39
[Exploring Disrespect and Social Exclusion/Marginalisation| 39
[Respectand HCI| . . . ... ... .. .. .. ... ... 43

This chapter situates the work presented in this thesis in relation to prior
contributions. It begins with a discussion of smartness, from its roots as a
historical, marketing, and ideological concept, to contemporary expository
work on ethical principles, both as they operate across individual devices and

1https ://wuw.businessinsider.com/well-these-new-zuckerberg-ims-wont-help-
facebooks-privacy-problems-2010-5?r=US&IR=T
Parts of the content in this chapter have been adapted from previously published papers

listed in Section
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contexts as well as the home in general. The discussion then moves towards
the high-level phenomena related to our goal of mitigating ethical concerns in
smart devices.

The second part of the chapter delves into one of the major concerns expressed
about smart devices—privacy—in more detail, giving a brief history of in-
formational privacy theories that attempt to categorise and reason about the
nature of privacy as experienced online and through connected devices. It
considers the efficacy of these theories in explaining peoples’ interactions with
connected devices in the home and the limits of privacy’s ability to explain
and solve ethical problems with smart devices.

Finally, we look towards the concept of respect as a potential answer to the
problems highlighted around the design and use of smart devices for the home.
Motivated by ongoing examples of disrespect that are perpetuated by digital
technologies, we explore the different ways that minority and marginalised
groups are excluded or disadvantaged by the structure and operation of these
technologies, and how this manifests across communities. The chapter closes
by reviewing previous contributions in HCI that have examined the concept
of respect.

2.1 Smartness

As with any loosely defined technological concept (e.g. cloud computing or
blockchain), narratives surrounding smartness and what it means for devices
to be smart differ greatly based on context and culture. Smartphones, for
example, have seen tropes of integration and dis-integration, pitching the
ideal of the connected and productive phone user against fears of becoming
addicted or out of touch [151]. The public/private sector balance that drives
smart cities, on the other hand, often tends towards more hegemonic discourse,
ignoring risks such as technological lock-in and the overreach of surveillance
and profiling [186].

Similar to the smartphone, smart home devices are largely produced by the
private sector, although perception differs in that smart home devices are
mainly seen as novelties or conveniences, rather than enabling a new way
of living to which the smart home is integral. As with smart cities, the neo-
liberal approach to smart device functionality continually situates devices
as solutions, rather than as problems, a process which Kitchin describes as
designed to “bring [detractors] into the fold while keeping [vendors’] central
mission of capital accumulation and technocratic governance intact” [186]]. But
this approach of addressing symptoms rather than the cause of problems only
suffices while the pace of development prevents evaluation of past attempts;
it is unlikely that introducing a ‘please and thank you” mode for Alexa, for
example, addresses the fundamental concerns around raising children in an
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environment with voice assistants, but it will likely be obsolete by the time
this is fully explored.

Central to all of these narratives (smart phones, cities, and homes) is the
echoing of the hopes and fears of contemporary society, often to the detriment
of more nuanced accounts of how people use technology. The stories told
by designers and marketers tend to produce categories that pitch practices
and values against each other (e.g. Harmon's tropes of integration and dis-
integration), creating false dichotomies for users of those technologies [151],
and designers themselves become caught up in the smartness dream, describ-
ing attributes that do not exist in contemporary devices (such as contextual
awareness and wide-ranging interoperability) when asked what it means to
be smart [183]. How these tropes are perceived matters beyond the realms
of marketing and adoption; smart devices increasingly blur previously well-
defined categories such as “human” and “machine”, leaving them constantly
in flux [204]. This drives users to ‘purify’ their definitions of these cate-
gories in order to keep them disjoint (see also [289]). In this way, we can
think of smart homes as approaching “humanness and machine-ness as intra-
actively produced”—Leahu notes that like users, researchers also exhibit this
behaviour, naturally over-focussing on certain phenomena when looking for
categories [204].

A significant portion of contemporary work on smart homes is (explicitly or
implicitly) motivated by questions of adoption; i.e., identifying factors which
might lead to people using or rejecting smart devices in their home. Within
this framing, ethical concerns are often lumped in with a range of other factors
seen as ‘barriers to adoption’ (a phrase often used throughout the literature,
e.g. [51]). As Jensen et al argue, (drawing from [257]), ethics can be defined as
that which relates to how an object ought to be designed according to “ethical
or moral codes’, and is one of three broad kinds of desiderata for smart homes,
alongside reason (relating to a smart home device’s ‘purpose’), and aesthetics
(relating to how pleasurable it is to use) [172].

In-situ Investigations of Smart Devices and Associated Ethical
Concerns

At a high level, investigations into smart home ethics can be divided into those
with technical or social focuses, and the latter further into those that consider
particular devices or contexts of use. All three have their places, with technical
analyses outlining the mechanisms of data capture, processing, and retrieval
that form the basis of concerns, and social investigations showing the impact
of those mechanisms on people, their relationships, and the environments
in which they live; none of the ethical issues explored in this thesis could be
investigated with one of these approaches alone.
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Studies focusing on the impact of individual devices often target privacy
concerns presented by particularly relevant or high-impact devices such as
connected toys [236], cameras [270, 330], smartphones [133, 304] TVs [224],
and voice assistants [[124} 218} 284} 325])). Broader studies that consider several
smart devices that might be found in the home have studied data collec-
tion [144], household security behaviours [344], and privacy concerns [81,
132, 365|] of smart device users. The findings of these studies often replicate
those of more general work on privacy, such as the “nothing to hide” men-
tality and the tendency for users to perceive others as more vulnerable to
surveilance than themselves. Many users are unaware or uncertain about
what data their devices are collecting [224], and many adopt a position of de-
jected acceptance when they lack the tools and strategies required to mitigate
the ethical concerns caused by their devices and apps [304]. But while devices
with prominent cameras and always-on microphones are well represented in
research outputs, there is a risk that problems with more mundane devices go
un-investigated.

The other major perspective of social investigations into smart devices is
the exploration of how specific interpersonal relationships are impacted by
connected devices, which often highlight how technology can strain social
arrangements and force people to adapt their routines. Power dynamics in
the home are affected in different ways by technology, with several studies on
specific relationships such as parents and children [81),330], and the way that
existing arrangements and etiquette are adapted in the face of technology [166,
283].

There has also been a sustained interest in understanding how smart devices
are used and how they operate at a technical level. For end users there are two
main projects oriented towards the privacy and security-conscious: Princeton
IoT Inspector and Fing. The former is aimed at a general audience, priori-
tising ease-of-use and a simple feature set including visualisations of device
activity, including a display of data destinations associated with advertising
or tracking. The latter is primarily designed for securing and troubleshooting
networks, providing tools for advanced users.

Research tools providing smart device analysis capability fall into three cate-
gories. Device fingerprinting in IoTSense [35] and IoTSentinel [239] was able
to identify devices based on the network traffic they produced. Behaviour
classifiers such as HomeSnitch [267], Peek-a-Boo [3], PingPong [326]], and
HoMonit [366] use machine learning to infer the reasons that devices are
sending data to particular destinations at particular times.

A third kind of tool, including HomeNet Profiler [92] takes more holistic
approach rather than device-specific analyses. Homenet Profiler was used
to collect MAC addresses and statistics about all of the services advertised
by devices across 2,400 French homes. Meanwhile, X-Ray Refine [337] was
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Table 2.1: Comparison of popular home network analysers. Black circles
indicate feature presence, with half circles denoting projects designed to be
run by end users, but primarily used for research.

used to create data sharing models using static code analysis techniques to
build high-level visualisations of smartphone users’ entire exposure profiles
resulting from their app use. A summary of all of these projects and their
functionalities is given in Table

Voice Assistants

Unlike how smartphones are seen to enable new ways of living [151], voice
assistants have largely functioned as proxy input devices for smartphones
(with the possible exception of playing music). Quantitative analysis of what
people use voice assistants for suggests that the majority of invocations are
comprised of listening to music, checking weather forecasts, searching for
information, and controlling IoT devices (see Table 2.2). Requests for facts
and weather forecasts can appear to extend existing smartphone usage, and
control of IoT devices is almost exclusively supplemental to a smartphone

app.

But there are other properties of voice assistants that complicate their role
in the home. The always-listening nature of products such as the Echo and
Google Home can lead to feelings of being observed [303], with demonstrated
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[32] Google 88 40% 17% 9% 6% 8% 6%
[[13]] Google 88 26.1% 26% - - - -
[13] Alexa 82 285% 19.4% - - - -
[301] Alexa 75 25%  3.7% 14.7% 4.6% 2.6% 5.1%
[218] Alexa 19 21.3% 7% 13.2% 28.7% 4.4% 8%

Table 2.2: Relative usage of Amazon Alexa and Google Assistant by category.
Data collection was via device logs except for Lopatovska et al. [218] who
used daily diaries instead of device logs. Ammari et al. [13] only provide
statistics for music and search. Sciuto et al. [301] report a large amount of
‘uncategorisable’ commands (20.3%).

long term psychological effects [270]. Studies of voice assistant uptake in older
adults show usage varying based on perceived need for social interaction
and help with physical tasks [284,325]. Indeed, there is something about the
nature of computers that communicate with natural language, especially those
that speak, that taps deeper into the human psyche. Voice control also raises
novel challenges and solutions relating to equality of access. Voice assistants
are often viewed as a key accessibility tool for visually impaired [285| 317]],
but also for those with cognitive or motor disabilities [2, 20]. Unusually, the
‘power user” experience of many visually impaired voice assistant users also
makes their design input valuable for all users [2]. The modality of voice also
creates its own accessibility problems, such as making certain content less
accessible (e.g. musical sub-genres which make use of non-standard words,
spellings or characters [313]]) and use by those with hearing diabilities.

Because users gender voice interfaces, applying stereotypes as they would
with human interlocutors [255, 253], to give a device a voice is to give it a gen-
deﬂ and indeed many devices are explicitly gendered (see Figure . The
industry norm of representing voice assistants as female has been criticised for
reinforcing existing societal biases around the role of women in the workforce,
portraying them as “obliging, docile and eager-to-please helpers” [347]. Mar-
ket leaders have also come under fire for dealing poorly with sexually abusive
comments that “intensify rape culture by presenting indirect ambiguity as a
valid response to harassment” [114].

4 Although there is at least one effort to create a genderless voice profile called Q—http:
//www.genderlessvoice.com/
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Alexa reports to be “female in character” [347].

Cortana is a character in the Halo video games that projects itself as a
‘sensuous unclothed woman’ [347].

The Google Assistant was described by an engineer as “a young woman
from Colorado” [347]].

Siri is a Scandinavian female name [347].

This phenomenon is not limited to the west—the market-leading Korean
voice assistants all have female voices as the default and sometimes only
options [162].

Figure 2.1: Gender identity and performance of major voice assistants.

Recent work has dug deeper into the social nature of people’s responses to
voice assistants, exploring personification [217, 288], effects of modality on
information disclosure [63], effects on the social order of the home [283]], and
how older adults relate to voice assistants [284]]. There has been some trouble,
however, in determining the extent to which these results represent a shift to-
wards deeper social relationships versus mindless behaviours triggered by the
use of speech as a modality; observed interactions with voice assistants seem
to sit between traditional human-computer and human-human interactions.
Prior work suggests that voice assistants engender a sense of social presence
in users [63], are seen as human in some sense [207,|358]], and that interactions
with voice assistants can often be positive even when failing to fulfil their
functional objectives (i.e. the interactions themselves are satisfying) [218].
When smart devices and homes are personified, they may themselves become
treated as social agents, with end-users ascribing them character traits such
as ‘my best friend’, ‘caring’, or ‘commanding’ [237, 288|]. However, other
contributions consider the behaviours often associated with personification to
be mindless re-enactments of over-learned social routines [116) 254].

Smart Meters and Grids

Research into smart energy meters and energy disaggregators offers an oppor-
tunity to engage with many of the same problems exhibited by smart home
technology in a context where the actors and boundaries are much better
understood. A rich body of qualitative research into smart energy meters
(that make energy usage transparent) and smart energy agents (that provide
mechanisms for varying energy prices based on time/demand) describes a set
of concerns that closely mirrors those expressed around smart home devices.
The long-established nature of domestic energy policy and pricing helps to
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crystalise these problems in ways that the novel and fast-moving nature of
smart home technologies make more challenging. Whereas smart home de-
vices are designed to offer convenience and automation, these projects instead
offer information and mechanisms to support decision-making in the home,
perhaps considering the intelligent home “less as something to be designed as
intelligent and more as a resource for intelligence” [322].

Autonomy is a primary issue that arises with the introduction of technology
that makes demands on energy usage, either implicitly by signalling differ-
ences in pricing, or explicitly through mechanisms that require planning of
energy usage, as adapting to the demands of energy systems disrupts normal
household routines [53, |75, 143, 293]. While these systems are often perceived
as helpful, there is a clear tension between them helping users to manage their
energy usage, and managing users to promote the aims of energy companies.

Not only can these systems create additional work for users [75], but it can
also threaten to shift the responsibility for high energy bills onto consumers
(i.e. as additional unwanted tools that justify additional costs and responsibil-
ities) [53], especially as energy companies are commonly distrusted and not
perceived to be acting in the best interest of their customers [53} 293]. The data
sharing relationship between the energy company and the user of the smart
meter/agent is also made obvious, and the fact that the energy company has
a clear business case for collecting the data appears to make consumers more
wary, expecting something in return and potentially feeling spied upon [293].

Towards a Definition of Smartness

Given the popularity of smart devices with consumers and the rapidly grow-
ing body of research surrounding them, one might think there might be
conventions around what is and is not a smart device—what set of features
or use case turns something ‘dumb’ into something ‘smart’. But throughout
the literature, smartness is consistently used to either as an a priori (and unex-
plained) definition of a class of device, or as a prompt for participants who
are then left to determine which devices are in scope’l Studies that focus on
a more specific set of devices appear to offer more clarity, but again there is
no discussion about what it is that makes a smart camera or speaker smart.
Internet connected is occasionally offered as a starting point, but that would
appear to exclude privacy preserving devices that offer computation and
processing locally on the device itself (still arguably ‘smart’).

High-level Explorations: Policy, Psychology, and Capitalism

In addition to empirical research like the above which elicits concerns pertain-
ing to particular devices in particular contexts (wWhether real or speculative), a

5Left to their own devices, if you will.
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range of expository work addresses smart home ethics from the level of policy,
principles, philosophy, cultural critique, and other perspectives. For instance,
discussions about the application of legal regulations like data protection [341],
or ‘ethical design manifestos’ (such as those analysed in [123]]) tend to consider
ethical issues independently from a ‘bird’s eye view’, in contrast to the in-situ
work described above that works empirically from the ground-up to investi-
gate user concerns. Within such work, overarching principles and forms of
harm are enumerated, such as non-discrimination, privacy and accountability
(e.g. [34, 244]).

This work is useful in situating the ethics of smart homes in relation to more
esoteric and theoretical discourse around long-standing moral principles and
human rights, as well as drawing points of connection to potentially legally
enforceable rights and duties. As legal obligations are increasingly mandated
to be embedded in technologies from the outset, through requirements like
privacy- and data protection-by-design [333], such work can potentially guide
which principles might apply in a range of smart home contexts. However,
they may not always reflect the concerns that are in fact elicited or expressed
by end-users in reality, and they don’t by themselves map how the design
space of smart devices might relate to those ethical principles.

There are also several high level phenomena that directly relate to the under-
standing and rethinking of smartness. Patterns in the way that we perceive
and interact with devices that use increasingly social modes of interaction, and
the increasing technical sophistication of the sensors embedded within them,
have generated fruitful new avenues of investigation for HCI researchers.
We now discuss the resultant concerns about the extent to which contempo-
rary devices are designed to interact socially with their users, and the trend
towards business models built around tracking and data-harvesting.

Computers as Social Actors

Pioneering work by Nass et al. in 1994, on what would later become the Com-
puters are Social Actors (CASA) paradigm, showed that people sometimes
applied social rules (and took corresponding social actions) when interacting
with computers even whilst being fully aware that such computer(s) were
machines, not humans [255]. This has been described as a kind of cognitive dis-
sonance (see [116]]), in which individuals experienced difficulty rationalising
their actions with computers during Nass” experiments. Further supporting
this view included a series of experiments carried out by Nass, Steuer, and
Tauber, which demonstrated that (1) people were prone to apply notions of
‘self” and ‘other” in interactions with computers; (2) draw upon and apply
gender stereotypes in such interactions; and, finally, (3) exhibited automatic
and unconscious social responses in particular settings [255] (see also [253,
289, later replicated for voice assistants in [217]).
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This same methodology was used by Moon and Nass to show that social rou-
tines such as reciprocal information sharing [246|] and mindless re-enactment
of existing social scripts [254] also apply to human-computer interactions.
This mindless interaction is reminiscent of overlearned social routines, where
any task-components that seem applicable are blindly accepted as true, such
as [116]. Early work on affective computing also recognised the potential
for machines to manipulate and deceive using emotions, although it did not
anticipate this affecting subsequent interpersonal interactions [277, 278].

Intertwined with our compulsion to treat computers as social actors is the
phenomenon of anthropomorphism, the “universal human tendency to ascribe
human physical and mental characteristics to nonhuman entities, objects
and events” [363]. Anthropomorphism is frequently studied in the context
computers and robots, where the language used to describe agents often forms
a central part of the methodology [127, 217, 288]. It is commonly accepted
that, as with CASA, anthropomorphism does not come from a deeply held
belief that computers and robots actually possess human characteristics such
as emotions or gender, but rather that people act as if this were the case.
Given this, anthropomorphism is often cited as a mechanism for humans to
interpret the actions of computers and robots [363]], providing a scaffolding to
allow for the development of mental models (similarly to how people apply
folk psychology to animals [67]). Unsurprisingly, these projection effects
have been found to correlate with a machine’s perceived intelligence [28].
Work by Loughnan and Haslam further revealed that animals and robots
are subject to distinct kinds of anthropomorphism (infra-humanisation and
self-humanisation respectively) [219].

Together, CASA and anthropomorphic tendencies amplify existing mech-
anisms of attachment to inanimate objects, already a commonly exhibited
human behaviour. Prior work in HCI has examined the use of smartphones
as objects of attachment [93}|182]], drawing a distinction between attachment
to the device versus attachment to its functionality [125]. Building on this, the
CASA paradigm and the ability of many modern smart devices to leverage
speech as an interaction modality suggests that some of our relationships
with them might actually be more social than functional [218]], in contrast
with smaller groups—such as the blind—that have more functional relation-
ships with devices like voice assistants as assistive aids [2]. The one-sided
nature of interactions with speech-powered devices might be more akin to
the parasocial relationships described by Horton and Wohl, where “the in-
teraction, characteristically, is one-sided, non dialectical, controlled by the
performer, and not susceptible of mutual development” [154]. However, while
parasocial relationships capture the non-developmental aspect of interactions
with contemporary voice interfaces, the term implies a level of perceived
friendship that is often missing from the interactions reported by existing
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research, which is better characterised as a fluid position between friend and
machine that changes over time based on interaction outcomes [284].

Surveillance Capitalism

As discussed above, the most prevalent ethical concerns expressed about
smart home devices relate to the capitalist business models that underpin the
modern smart home, relying on the identification, extraction, and monetisa-
tion of so-called ‘behavioural surplus’ (i.e. traces about behaviours that would
otherwise go uncaptured or unused). Described by Zuboff as “unilaterally
[claiming] human experience as free raw material”, surveillance capitalism
describes the trend towards big data business models built upon the extraction
and exploitation of this unmined information about people’s behaviours, and
the ubiquity of connected platforms that are able to centralise control over
it [369].

This had led to the creation of large-scale architectures for extraction, in-
cluding a retooling of existing portions of internet architecture to facilitate
omnipresent surveillance. This trend has spilled over from the digital world
to the physical one (such as smartphones with GPS, check-ins, and activity
tracking), the elements of which Crabtree, Tolmie, and Knight describe as the
“attack surface of the digital on everyday life”[78]. While the public purpose of
these technologies is delivering better products, they often serve the explicit
goal of collecting more behavioural surplus in order to drive behavioural
models and advertising revenues [369].

The typical route to market that Zuboff describes represents a more aggressive
version of Pierce’s foot in the door devices and hole and corner applications,
where products are launched seeking forgiveness rather than permission, and
legal or regulatory challenges are delayed until products become ubiquitous
and indispensable [279]. At the same time, apps and devices make use of psy-
chology and “dark patternsﬁto make usage habitual [87,/103] (as, ironically, do
the apps that have been created to help people manage their usage [221]]). The
situation is further complicated by difficulties in creating legal frameworks
that might constrain unacceptable practices and the self-regulatory approach
taken by the West.

The size and influence of data collection industries can make them difficult
to effectively regulate. In July 2019, the UK Information Commissioner’s
Oftice (ICO) released a report on advertising technology (adtech), describing
how many of the real time bidding processes used by the industry violated
conditions in the GDPR around consent and special category data [329]. The
report gave the industry a six month period to change its behaviour, but seven

Shttps://www.darkpatterns.org
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months on only some companies had responded with proposed changesﬂ
While many companies continue to act in breach of data protection law, the
ICO has been slow to take regulatory action.

Projects such as Databox [80] and Solidﬂ represent long-term and direct re-
sponses to the mechanisms that enable surveillance capitalism, enabling more
respectful models of data storage and attempting to strike a balance between
edge-based data storage and the wider digital economy [79]. By allowing
users to store (and thus control) their own data, the project aims to reverse the
“crisis in trust” that has arisen as a result of centralised data silos, as well as
the trend where users do not own their data. Crabtree et al. use the Databox
project to examine the benefits of decentralised data storage and ownership in
the context of the GDPR [80]. With a focus on adding accountability to IoT
ecosystems, the ability of databox to provide mechanisms for ongoing consent,
transparent data processing, control over data flows, data portability, and
local processing is shown to satisfy the external accountability requirement of
the GDPR.

What is Smartness?

Smartness has been used in many ways across research, marketing, and
everyday discourse to mean many things. Research into smart homes has
similarly taken many different forms, from individual devices such as voice
assistants in situ to broad-reaching discussions over surveillance capitalism.
Smart devices and smart homes interact with many broad paradigms of
existing HCI research, most notably CASA, allowing studies to draw on a rich
array of existing contributions.

However, prior work has been content to skirt the topic of smartness itself,
either by limiting investigations to individual kinds of device or considering
smartness as a self-evident descriptor. This limits research efforts, creating
confusion when smartness is used to mean different things across studies.
If findings about smartness as “internet connected” [365] in one context are
compared to findings about smartness as “a resource for intelligence” [322],
results and themes are likely to be divergent to the extent that they may
seem unrepeatable (and thus potentially less sound). It is only through gain-
ing an understanding of how people consider and reason about smartness
that we can truly begin to understand its affects across the broad range of
configurations of families and living spaces.

To the extent that smartness has likely become somewhat socially constructed,
with it’s use in policy and marketing across cities, homes, and individual

Thttps://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2020/01/
blog-adtech-the-reform-of-real-time-bidding-has-started/
%https://solid.inrupt.com
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devices, user perspectives are needed when disentangling its many facets.
These perspectives influence how people perceive and interact with smart
technology, and can be as helpful or harmful in that respect as concrete func-
tionality. But previous contributions on smart home ethics discussed above
tend to either take a high-level approach in exploring how established ethical
principles relate to the concept of the smart home, or focus on a small num-
ber of devices in narrow contexts. The results gained from these studies are
therefore similarly segmented into those that are narrow (e.g. smart meter
agents raise concerns about autonomy [75]), or broad (e.g. smart homes in
general threaten principles of accountability [34] or discrimination [341]) in
scope. Both approaches have merit, providing concrete data related to specific
problems and informing policy and regulatory approaches respectively. But
both lack the power to generalise the ethical concerns that might arise from
different kinds of devices that are rooted in their smart functionalities. This
reveals an exciting opportunity to develop an understanding that sits at a
level between the two, exploring what smartness is and the human values that
might be supported and hindered by different conceptualisations of smartness.
This will be explored further in Chapter

2.2 Privacy

The most obvious and readily offered defence against widespread data col-
lection and surveillance capitalism is privacy. But far from being a simple
catch-all solution to invasive devices and platforms, privacy is a wickedly
complicated concept in disarray [308]]. Virtually non-existent in the lives of
ancient and prehistoric societies, where communal living around a fire was
necessary to stay warm, privacy has since changed greatly in the West; over
the next 7000 years, the introduction of separate houses, rooms, and beds al-
lowed more of people’s lives to remain unobserved, and greater consideration
was given to the rights that people might enjoy with respect to privacy [307].

Very broadly conceptualised as the ability to withhold knowledge about or
access to something, a myriad of philosophical and legal works have argued
for the protection of things considered private matters from the state and
society. In his 1859 text On Liberty, Mill warns about the dangers of “gross
usurpations upon the liberty of private life” [240]. At a time of transition
towards greater democracy away from all-powerful monarchs, Mill saw the
potential for the “moral coercion of public opinion” to impose on the indi-
vidual just as much as a monarch could [222]. His arguments for privacy are
partly to defend the ability of individuals to craft their own identities (a now
commonly recognised conception of privacy as the protection of identity or
personhood [308]]) and preserve a diversity of thought and opinion that was
ultimately beneficial for society. On Liberty also discusses the circumstances
under which individual freedoms can legitimately be interfered with, which
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Mill claims is only when an individual causes harm to others (including by
omission, such as failing to take care of dependants) [222} 240].

A few decades later in the US, developments in photography and its use
by journalists led Warren and Brandeis to advocate for legal protection of
the “right to be let alone” [342]. The article is widely considered to be the
first discussion of privacy tort in the United States, shifting interpretation
of existing non-disclosure law away from duties conferred by relationships—
which journalists did not have with the people they photographed—towards
the impact of such photos on their subjects [292].

The article was followed in 1960 by Prosser’s Privacy in the California Law
Review [287]]. In it, he divides privacy into four torts:

1. Intrusion upon the plaintiff’s seclusion or solitude, or into his private
affairs.

2. Public disclosure of embarrassing facts about the plaintiff.
3. Publicity which places the plaintiff in a false light in the public eye.

4. Appropriation, for the defendant’s advantage, of the plaintiff’s name or
likeness.

Prosser’s position as a prominent legal scholar ensured that privacy was
treated much more seriously in a legal context than it had been following
Warren and Brandeis. But his concerns that privacy would come to envelop
other, already well established sections of the law (such as defamation), and
risk to defendants where damages were intangible led his work to take a more
conservative approach [292]. Prosser discounted criticism that the right to
privacy might be broader than was represented in his four cases, and Richards
and Solove argue that in doing so he dramatically hampered the development
of privacy law in the United States, leaving current laws struggling to deal
with more nuanced contemporary understandings of privacy [292]. Indeed,
the article concludes:

This is not to say that the developments in the law of privacy are
wrong. Undoubtedly they have been supported by genuine public
demand and lively public feeling, and made necessary by real
abuses on the part of defendants who have brought it all upon
themselves. It is to say rather that it is high time that we realize
what we are doing, and give some consideration to the question of
where, if anywhere, we are to call a halt [287].

Thankfully, Prosser did not have the final say, and international law has since
recognised (but often not defined) a universal right to privacy:
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e “No one shall be subjected to arbitrary interference with his privacy,
family, home or correspondence, nor to attacks upon his honour and
reputation. Everyone has the right to the protection of the law against
such interference or attacks.”

— Art. 12, 1948 UN Universal Declaration of Human Rights
— Art. 17,1966 UN International Covenant on Civil and Political Rights
— Art. 16, 1989 UN Convention on the Rights of the Child

e Everyone has the right to respect for his private and family life, his
home and his correspondence. There shall be no interference by a public
authority with the exercise of this right except such as is in accordance
with the law and is necessary in a democratic society in the interests of
national security, public safety or the economic well-being of the country,
for the prevention of disorder or crime, for the protection of health or
morals, or for the protection of the rights and freedoms of others.

— Art. 8, 1950 European Convention on Human Rights.
And more specifically with regards to informational and online privacy:

e “Whereas data-processing systems are designed to serve man; whereas
they must, whatever the nationality or residence of natural persons,
respect their fundamental rights and freedoms, notably the right to
privacy, and contribute to economic and social progress, trade expansion
and the well-being of individuals [...]”

— 1995 EU Data Protection Directive 95/46/EC

e “The protection of natural persons in relation to the processing of per-
sonal data is a fundamental right [...] The processing of personal data
should be designed to serve mankind. The right to the protection of
personal data is not an absolute right; it must be considered in relation
to its function in society and be balanced against other fundamental
rights, in accordance with the principle of proportionality.

— 2016 General Data Protection Regulation (EU) 2016/679

But perhaps having once been a simpler concept, privacy in the modern world
is a perfect example of a portmanteau word that can be unpacked into a variety
of sub-concepts and meanings. Described by Solove in 2008 as “a concept in
disarray’ [308], contemporary conceptions of privacy range from being left
alone, through to a way to protect and craft one’s personality, or even as a
form of intimacy [308]]. In contrast to these definitions, this work is concerned
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Low M. Medium M. High M.
Low K. Marginally Concerned - -
Medium K. - Struggling Amateur Technician
High K. Lazy Expert - Fundamentalist

Table 2.3: Dupree et al.’s clustering of participants into privacy types based
on knowledge (K) and motivation (M) [101].

with informational privacy (i.e. concerning information about oneself) and this
section discusses the major theories and understandings of privacy that have
influenced work on modern connected homes.

Theories of Privacy
Westin’s Privacy Categories

Early research suggested that people may be divisible into a small set of dis-
tinct privacy ‘types’ that described attitudes and behaviour towards informa-
tional privacy. Through a number of surveys, Westin categorised participants
as privacy ‘fundamentalists’, ‘pragmatists’, and the “unconcerned’ [194, 348].
Privacy fundamentalists (25-34% of those surveyed [194]) described those
who felt very strongly about their privacy, believed that it had been eroded,
and were more likely to advocate for stronger consumer privacy protections.
Privacy pragmatists (55-63%) also cared about privacy, making decisions
based on the characteristics of information sharing practices, only supporting
tougher legal standards when they felt that voluntary measures were ineffec-
tive. Westin’s final group, the privacy unconcerned (8-20%), showed little
concern over potential abuse of shared information, and were largely happy
to make disclosures in return for any type of benefit.

As might be expected, the simplicity of Westin’s categories has garnered
substantial criticism. Confirmatory studies have found that the definitions
of fundamentalists, pragmatists and the unconcerned often fail to align with
privacy and security behaviours [356] or views on specific related topics [184].
In the words of King, “how helpful is it to categorize someone as a Privacy
Pragmatist if that categorization can’t be used to predict where that person’s
opinion falls on the issues of the day?” [184]. See also discussion on the
‘privacy paradox” below.

Dupree et al. later explored different categorisations based on Westin’s original
types, using a matrix of knowledge and motivation (Table [101]. Funda-
mentalists are cast in the same light as by Westin, deeply sceptical of external
security guarantees and their views on privacy extend beyond the computer.
Lazy Experts, share the knowledge of fundamentalists but lack the motivation
to act, rationalising their inaction with the belief that they are not targets. Lazy
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Experts employ good privacy and security practices, but will use them to re-
duce the amount they need to interact with security, opting for sociability over
protection if made to choose. They are also more likely to teach others than
fundamentalists. Technicians take active steps to keep informed about privacy
and security, but will trust gut instinct until presented with enough evidence.
Amateurs occupy the middle ground, taking steps to protect themselves but
lacking the level of knowledge and motivation to distinguish good advice
from misinformation. Finally, the Marginally Concerned have mostly second
hand knowledge and only act when prompted by an external event.

Boundary Regulation Theory

Contrary to Westin and other’s theories, a key observation by Irwin Altman
in 1975 was that informational privacy was not static or governed by sets
of rules. Instead, Altman conceptualised privacy as a more fluid, dialectic
process through which one exerts “selective control of access to the self or to
one’s group” [11]]. In his Boundary Regulation Theory, Altman captured what
he saw as:

e The dialectic quality of privacy—a synthesis of moving in and out of
contact with others rather than simply as an exclusionary process of
keeping others out

e The optimisation nature of privacy—whereby the amount of contact
one desires with others fluctuates over time, making it possible for the
same event to feel crowding, comfortable, or isolating depending on
circumstance

e A process of boundary regulation—where boundaries between individ-
uals and groups are constantly being negotiated and redrawn to match
changing levels of desired social contact

The notion of privacy as a dialectic process is similar to Goffman’s framework
of self presentation, where one’s identity is defined by what we share with
others (and, therefore, what we keep private). But whereas Altman saw
privacy with others as something that one moves in and out of to reconcile
it against shifting preferences, Goffman suggests that the process of crafting
one’s identity is co-constructed according to the cultural and social settings in
which interactions take place (i.e. that in exposing a presented character to a
group, further construction and development is not something one remains
solely in control of):

In analyzing the self then we are drawn from its possessor, from
the person who will profit or lose most by it, for he and his body
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merely provide the peg on which something of collaborative man-
ufacture will be hung for a time. And the means for producing
and maintaining selves do not reside inside the peg; in fact these
means are often bolted down in social establishments. There will
be a back region with its tools for shaping the body, and a front
region with its fixed props. There will be a team of persons whose
activity on stage in conjunction with available props will constitute
the scene from which the performed character’s self will emerge,
and another team, the audience, whose interpretive activity will
be necessary for this emergence. The self is a product of all of
these arrangements, and in all of its parts bears the marks of this
genesis [141]].

But while Altman’s approach expertly expresses important aspects of interper-
sonal privacy, it struggles when applied to the models of online data collection
described in previous sections of this chapter (understandably so given that
it preceded the invention of the World Wide Web by 14 years). A prime ex-
ample of this is the way that third parties influence decisions around data
processing—in order to use a new device or platform, one must first agree
to the terms of service. There is typically no option to negotiate how data is
shared, and social pressures often exist around the use or non-use of certain
platforms (e.g. being able to switch to a more privacy-preserving messaging
app is of little utility if other social contacts are not using it). Schwartz argues
that self determination is heavily influenced by this model of personal data
processing: “the external conditions of data use begin by affecting what it
means to agree to information processing, and end by helping to form the
conditions of social and individual life” [300] (similar to what Brunton and
Nissenbaum describe as the “fantasy of opting out” [50]). In this way, the
focus on individual choice in boundary management can fail to acknowledge
the potential asymmetries that exist around the processing of personal data.

Privacy for the Networked World

In response to this, Palen and Dourish build on Altman’s theory of privacy as
a dynamic and dialectic process, adapting it for a networked world. Recog-
nising the ways that information technology is able to disrupt and destabilise
the regulation of boundaries, they proposed three boundaries central to the
management of privacy in a networked world: disclosure, identity, and tem-
porality [271].

The first, the disclosure boundary, describes how we choose to withhold or
disclose information about ourselves when creating a public ‘face’. Violations
of the disclosure boundary occur when information about us is shared without
our knowledge, such as photos taken by others or a web search revealing
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teenage forum posts that were believed to be lost. The second boundary is the
identity boundary. When technology mediates our communication with each
other, it often disregards the different selves that we present to various social
groupings, blurring the line between publicity and privacy. Examples include
the resharing of information that was “already public” in a different context,
or digital trails left by cookies and other tracking mechanisms that interfere
with the way we regulate our presented selves (‘the freedom to make and
remake oneself” [10]). Finally, the temporality boundary describes the ability
for information technologies to create tensions between the past, present, and
future ways we interpret and act upon information disclosures.

The disclosure and identity boundaries then, capture the complex nature of
personal information as both a set of facts and an expression of the self in
a way that Westin and Altman did not [141, 308]. Their use of “genres of
disclosure”, evocative of work on genres of organisational communication by
Yates and Orlikowski [361], also begins to incorporate notions of context into
privacy decision making; there are clearly norms and expectations around
different types of information disclosure that inform how they are interpreted,
and when one might feel that the ‘promise” of a genre was broken [271]. The
genre of a disclosure—such as a cookie or personal blog post—establishes a
relationship between “forms of disclosure and expectations of use” [271], but
still fails to adequately capture the full context of these events (such as the
difference between an email to a doctor and an email to a tax accountant).

Privacy as Contextual Integrity

More recently, Nissenbaum further develops this understanding of context as
a core component of informational privacy, conceptualising it as ‘contextual
integrity” based on norms surrounding the appropriateness of information in
context and flows of information between different parties [262]. Contextual
integrity expresses this through the following vocabulary [262]:

o Contexts—structured social settings characterised by canonical activities,
roles, relationships, power structures, norms (or rules), and internal
values (goals, ends, purposes).

o Actors—the individuals, groups, or organisations who are sending/receiving /subjects
of data flows, and the capacity in which they are acting (e.g. as a parent
or as a lawyer)

o Attributes—The type or nature of the information being disclosed (e.g.
health records or school transcripts)

o Transmission Principles—constraints on the flow of information between
parties (e.g. confidentiality or reciprocity)
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Achieving privacy according to contextual integrity means successfully reg-
ulating the transmission of information to various actors so as to maintain
the appropriate sharing norms of the contexts in which they operate [14, 229].
This offers a more sophisticated means of breaking down the promises of
different genres in a way that can be analysed and compared.

The existence of context-specific norms for information disclosure has been
borne out by empirical studies showing that end-users’ views on disclosive
actions (such as data flows to companies) are influenced by both social and
physical context(s) from which such information are gleaned, as well as other
factors including the kinds of information being disclosed, perceived norms
around disclosures, individuals’ relationships with those whom their data are
shared, and the purposes of disclosure [30, 36| 104, 187, 206, 209, 211].

When violations of such norms are revealed, the consequences are feelings
of betrayal and being “creeped-out”, whilst when such norms are respected,
people feel “in control” or benefited [304, 331]. Repeated violations of expec-
tations, and the inability to tell whether disclosures are occurring, have been
associated with feelings of being perpetually listened to or watched, and even
feelings of helplessness and resignation, highlighting potential harmful phe-
nomenological effects associated with long-term violations of privacy [202].

Privacy as Accountability

A less common, but nonetheless interesting conceptualisation of privacy is
as (freedom from) accountability. Social accountability happens frequently
during normal interactions: we give reasons for being late, and label our
intentions when there is ambiguity (“it was meant as a joke”). By doing so,
we attempt to recast other’s interpretations of our actions by giving them
additional information or context [57].

While this may seem far removed from the other conceptualisations of privacy
discussed here, it captures the external pressures that act on people to share
information [97] (a major shortcoming of Altman’s theory and those derived
from it around online data collection). In the context of daily life, account-
ability is also used as a tool to “manage the attack surface of the digital on
everyday life” [78] by holding others in the household accountable for their
use of technology when it disrupts interpersonal social activities. Good exam-
ples of this privacy at the level of the household are provided by Porcheron et
al. when studying how use of voice assistants is embedded in family life [283].

But while accountability offers a powerful mechanism for protecting the social
order from digital disruption, too much accountability can be problematic
when we consider the role of privacy in individual’s identity management
and construction. In a culture of sharing, one can feel constantly observed
and pressured to share information, and the scope for ‘guilty pleasures’ or
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personal thoughts all but disappears. This nothing to hide, nothing to fear
mentality ignores the fact that there are many human activities for which
privacy is a prerequisite (e.g. writing a diary). It is therefore important that
the actions that we are accountable for are managed and kept private from
others.

In the context of device mediated interactions with companies, the calculus is
somewhat different. We might initially struggle to hold companies to account
because the actions that they take through devices in the home are opaque
and unknown. This highlights a potential shortcoming in the application of
accountability to actions not undertaken by natural persons; I hold you to
account because you could have acted differently. But with UI dark patterns,
Skinner boxes, and platforms designed to build habitual use, the ability of peo-
ple to detect manipulative or otherwise unwanted behaviour by technology is
compromised.

But when this behaviour is detected, accountability acts for the same reasons
as in interpersonal relationships. Feinberg identifies three reasons for which
an entity’s failure may be accounted for: (1) insufficient skill or ability; (2)
insufficient care or attention; and (3) improper intentions (e.g. cheating on an
exam) [112]. The latter is the most common complaint against technology in
the connected home, but also a cause for dispute. If a company acts legally
in order to maximise profit, to what extent can it be said to be acting with
improper intentions?

The corrective measures available against companies also differ from those
present in interpersonal relationships. The distant and non-human nature
of corporate entities means that solutions can often be separated into those
signalling disapproval (e.g. a boycott or call for regulation) and those that
interfere with the actions taken locally by the company (e.g. installing an add
blocker or obfuscation behaviours [50]). These obfuscations hold companies
to account by sabotaging their accounting for our own behaviour—Goffman
writes about how a ‘good” account (i.e. one that succeeds in recasting percep-
tions of one’s actions) is not always a true one [142]. Obfuscation takes this
proposition and applies it much more generally.

The Seven Veils of Privacy

O’Hara encapsulates many of the dimensions of privacy described above in
the seven veils framework [268]. Here, privacy concerns can operate at the level
of (1) conceptualisation, accommodating the many diverse theories of what
privacy ‘is’; (2) empirical facts about whether particular conceptualisations of
privacy are met in a given situation; (3) phenomenology, describing the way
that similar actions can feel very different depending on context; (4) prefer-
ences, similar to Altman’s privacy as an optimisation process; (5) norms, the
level at which Nissembaum’s theory of contextual integrity sits; (6) laws/rules
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as dictated by states and organisations, usually to aid in the protection of level
4 concerns; and (7) rights, higher level guiding principles that steer the de-
velopment of laws and norms, closely linked to conceptualisations at level
one.

As can be seen above, the seven veils encapsulate many crucial aspects of
the other approaches discussed in this section. While they do not take an
ethical position or prescribe certain behaviours, they are nonetheless useful in
unpacking the different types of concerns that people have around privacy.
They also highlight why privacy research can be incredibly challenging; the
study described in Chapter 5] for instance, explores privacy perceptions (3)
and generation of preferences (4) through the use of ground truth (2) as
well as knowledge of laws (6) and rights (7). The interconnectedness of the
veils of privacy not only requires different skill sets (obtaining facts might
require technical expertise, but social science methodologies are required
when investigating perceptions), but also acknowledgement of the influence
that these layers have on each other.

The Privacy Paradox

But the relationship between privacy preferences, intentions, and behaviour
is complicated. For decades research has highlighted frequent discrepan-
cies between people’s stated preferences towards online privacy and their
behaviour [321]. This phenomenon, where people who claim to value privacy
take actions to the contrary, is commonly known as the privacy paradox, and
has been a major source of contention in the privacy literature.

There have been various attempts to explain (and explain away) the apparent
discontinuities of the privacy paradox (see [191]]). Some studies conclude
that the paradox arises as a result of information asymmetries—that people
are prevented from making rational choices about privacy due to incomplete
information (e.g. Norberg et al. consider users to be broadly unaware of how
their data are used [263])). Acquisti and Grossklags take this further, asserting
that even with complete information about this, people would unlikely be
able to process all of it and make rational decisions in the face of cognitive
biases [5].

These cognitive biases are often cited as the cause for study participants
repeatedly valuing immediate and tangible rewards over long term abstracts
risks [4, |[191]. Borrowed from economics, hyperbolic discounting describes
how people inconsistently discount future events more heavily when they
would occur sooner; many people would happily forgo a future good to
preserve their privacy but would be unwilling to make the same sacrifice
for something provided immediately. This occurs alongside other biases
including systematic underestimation of personal risk compared to others
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(optimism bias) [19] and overconfidence in personal knowledge about privacy
risks and mitigations [170].

But this homo economicus model of privacy often fails to consider the nuance
and context involved in making privacy judgements. A common criticism
of these approaches is that they take measurements of abstract privacy per-
ceptions and contrast this with behaviour under concrete conditions. In this
vein, Barkhuus argues against the way that privacy is often generalised in
contemporary research on the basis that notions of privacy are so contextu-
ally sensitive that it is impossible to derive general answers to questions of
privacy. She shows how asking participants questions about topics which are
broader than they seem can lead to inaccurate generalisations and incorrect
conclusions [24]. Others have concluded that researching privacy in exper-
imental isolation is unhelpful [96], and that privacy attitudes are relatively
unpredictable across different scenarios [356]].

Supporting Boundary Management

As discussed above, treatment of privacy in the HCI literature is sprawling,
complicated, and often contradictory. Barkhuus’s criticism of studies sort-
ing people into broad privacy categories (based on the conceptualisation of
privacy as hiding information from others) helps to explain why Westin’s
privacy types fail to convincingly describe privacy behaviours. She goes on
to praise the theories of Altman and Palen & Dourish due to the way that
they fit technology into already existing cultural practices, but ultimately
advocates for Nissenbaum’s theory of Contextual Integrity due to the way
that it accounts for external norms and values. Altman’s conceptualisation of
privacy as the process of boundary regulation was undoubtedly a significant
step forward; elements of his theory persist in the models generally accepted
today. But both Altman’s original theory, and Palen and Dourish’s extension
of it, fail to fully consider the role of others in shaping our perceptions and be-
haviours. This lack of complete autonomy over the self—creatively described
by Goffman as “the peg on which something of collaborative manufacture
will be hung” [141]—is key to understanding (and explaining) how people act
towards matters of privacy as part of families, societies, and communities.

In response to this, Allen describes how the external factors present when
making privacy decisions mean certain types of (usually government) inter-
vention are required in order to preserve individuals” ability to make meaning-
ful privacy decisions [10], thereby supporting people in managing privacy
boundaries. But even this approach fails to capture the phenomenological
aspects of informational privacy (the third veil); knowing that one is being
tracked around the web feels very different to browsing the internet tracked
but unaware. If privacy tools are to truly help people in managing the bound-
aries observed and crossed by their devices, then these aspects need to be
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taken into account. How people feel about privacy matters beyond well-being:
secure practices that are perceived to be insecure are likely to be disregarded,
and insecure practices that are perceived as secure become habitual. These
perceptions propagate through the media as well as informal support net-
works (e.g. those with lower security motivation are more likely to receive
information second hand [86]).

What makes devices in the home environment particularly interesting in the
context of boundary regulation is that they are able to observe users across
many different contexts (e.g. as working, relaxing, as friends, parents or
children). When devices become responsible for filtering and propagating
information across boundaries in this way they become responsible for man-
aging complex disclosures, often unwittingly infringing on people’s privacy
in the process. Whereas humans have the required social and cultural under-
standing to manage information across boundaries, contemporary devices
lack the contextual understanding to do this effectively.

Relating Privacy Preferences, Intentions, and Norms

Research taking a more socio-technical view would therefore suggest that pri-
vacy preferences, intentions, and behaviours need to be interpreted alongside
the competing pressures and incentives that users face in real-world contexts.
As a result, research into online privacy should not divorce the elicitation of
preferences and provision of controls from the ebbs and flows of daily life. In
a study on user perceptions of smart energy systems, for example, Goulden
notes a distinction between perceptions and reasoning of users as consumers,
for whom energy is “a good to be expended in pursuit of personal goals”, and
as citizens, who contextualise their usage and practices in relation to wider
norms and societal values [143]. These modes of thinking map directly to
Wilson’s functional and instrumental views of smart home technology, and
we will return to them later when discussing methodologies that allow us
to transform abstract problems that concern citizens into concrete ones that
concern consumers in Chapter

A major theory as to why end-users’ privacy preferences are seldom predic-
tive of subsequent action is that end-users’ preferences are not sufficiently
supported by an understanding of privacy risks or awareness to justify their
views. Studies have demonstrated that end-users (and even many experts)
lack awareness of the ways in which their data are transmitted and used,
whether via the Web, through smartphone platforms and apps, or connected
devices in the home [5| 367|], and that people cite trust in manufacturers
and regulatory action to protect them [320]. Such findings are unsurprising
given that user tracking and information disclosures are rarely disclosed in
meaningful ways to end-users of connected systems [320].
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Indeed, when information disclosures are made apparent in a form that users
can understand, individuals have been shown to articulate more specific and
actionable privacy preferences [133]], as well as views on ethical, economic
(business models), and political dimensions of the data economy [336| 337].
Relatedly, users often cite the infeasibility or unavailability of alternatives
as reasons for not taking further action despite awareness. In fact, greater
awareness of the reality of the nature of data collection, in the absence of
available mitigations, may also create a sense of helplessness and resigna-
tion [337]. Such findings suggest that people need to be aware of available
controls and have strong beliefs about their efficacy in order to be motivated
to act, as demonstrated in the context of security behaviours [205, 320, 343].
It is notable looking back at the technical projects above that aim to inform
privacy concerns around smart devices (see Table that they only address
the transparency of data flows, leaving out the contextualisation and provi-
sion of controls. This would suggest that there is an opportunity to improve
significantly on prior work by combining existing approaches with the other
techniques identified in this section.

The Limits of Privacy

When we examine the ‘human factors’ of digital privacy, particularly in the
smart home, there is a tendency to characterise them as a series of seemingly
unsolvable problems. The privacy paradox suggests that (broadly speaking)
people do not care about privacy, expending little effort to protect their devices
and data and trading even this off when offered promised or real functionality
in return [321]. One of the reasons given for this is that people lack awareness
of behaviours that are concerning, as well as the knowledge to identify such
behaviours as concerning (i.e. they would not know to be concerned even
if they could see them) [5]. At the same time, people often feel like they
have no way of changing their circumstances (‘the fantasy of opting out’) [50,
304]. Given the relative lack of success of initiatives addressing one of these
issues, it would appear that the way forward lies in a combination of the three:
increased transparency of device’s privacy-relevant behaviour, education in-
terventions around what these behaviours mean and why they are concerning,
and a means of enforcing one’s will onto those device behaviours.

These efforts appear to flow against the design of many contemporary smart
devices, where “smooth swipes, soft pings, and gentle buzzes [...] shield
us from computational and infrastructural complexity” [280], and where
compliance with privacy regulations has, in cases, been partial. This suggests
that initial efforts in this area will likely come from third parties, providing
information about devices from observations and integrations while also
providing the context required to interpret device behaviours. Being external
to device manufacturers also affords a level of neutrality and trust that is
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lacking in the major players in this space. A review of existing projects with
similar goals highlights that none combine the three approaches identified
above to address issues of privacy (transparency of data flows and behaviour,
knowledge of norms & laws, and effective controls with which to enforce
preferences). This opportunity to create devices and services layered on top of
existing smart devices will be explored further in Chapter

But there is a limit to how much privacy alone can address the problems
present in modern smart devices. Section[2.1]began to uncover the different
types of ethical concerns present in smart home devices, and while privacy
was the most prevalent amongst these, other issues like accountability and dis-
tortion of the social order of the home also greatly impact people’s daily lives.
Scholarly work on digital technology often attempts to adapt the concept of
privacy to take on and subsume these additional concerns, as when discussing
privacy as accountability or privacy as identity management, but in doing so
it risks losing the nuance of what makes the original behaviours so problem-
atic. Viewing obfuscation behaviours as a means of disrupting a company’s
account of private digital activity does not so much consider new issues previ-
ously outside the realm of privacy but rather consider conventional privacy
problems through a new lens.

Perhaps unsurprisingly then, privacy has become the sole tool used by regu-
lators to address these problems. The general approach to the regulation of
smart devices in the West is very much centred around privacy, partly due
to the adaptation of existing (non-digital) privacy laws, where lawmakers
have traditionally been reluctant to impose restrictions on what can happen
within the boundaries of the home, and partly due to the ability of privacy
to (partially) express some of the other concerns described above. As a re-
sult, the GDPR is concerned primarily with data protection and mandates
‘privacy by design’; it contains no mention of accountability by design, or
how digital technology should preserve the existing roles and relationships
within the home. Instead, companies are made accountable to consumers
through the publication of privacy policies and the state through reports to
privacy bodies (such as the ICO), and the effects of the GDPR stop at the
boundary of the home without considering the effects of data collection and
control on interpersonal relationships or the management of co-created data.
Other approaches are therefore required in order to fully engage with the
other issues presented by smart devices, moving away from privacy as a
blunt one-size-fits-all approach to regulation and towards a model that more
holistically encompasses the platforms behind devices and their influences on
life in the home.
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2.3 Ethics & Respect

The problem spaces highlighted thus far, and the associated investigations
conducted in later chapters of this thesis, are concerned with asymmetries
between the people using (or affected by) connected devices and those who
design, manufacture, and truly control them. But computer ethics extends far
beyond privacy, autonomy, and the social order of the home. There are vast
inequalities that exist in virtually all of today’s societies. Too often, these are
perpetuated and systematised by Al systems, many of which power smart
and connected devices (e.g. gender performances by voice assistants that
reinforce existing gender stereotypes). Motivated by all of these issues, the
goal of this thesis is the rethinking of ‘smartness’ in a way that truly works to
the benefit of the people using and affected by smart technology. There are
many moral theories and concepts that could be used to categorise and justify
different types of design decisions, but as the thesis progresses the results of
its research point to the concept of respect as being the most effective concept
that can be used to anticipate and design for ethical concerns with connected
devices.

This section begins by focusing on these societal asymmetries, mapping out
some of the most common ways that people are disrespected, marginalised,
and excluded by modern societies and motivating the subsequent adoption of
respect as a lens through which to analyse and address the ethical concerns
uncovered by prior work. We then examine previous treatment of respect in
the HCI literature.

Exploring Disrespect and Social Exclusion/Marginalisation

A crucial first step in the process of understanding respect and its importance
is to explore its inverse—disrespect. Disrespect has a deep connection to,
and defining role within, processes of marginalisation and social exclusion.
These terms refer to the ways in which individuals are denied full and equal
access to rights, opportunities, and resources normally available to others
on the basis of a person’s race, gender, sexual orientation, religion, disability,
cultural background, or other attributes or affinities [6]. Where people are
not seen as deserving of fundamental human rights because of their group
membership, such discrimination is dehumanising; “if personhood is seen as
being not simply human but human in a way that is valued and meaningful,
then individuals can be persons to a greater or lesser extent” [164]. Work
examining the dehumanisation of marginalised groups has shown it to be
present in stereotypes around race and ethnicity [138], gender [66], age [46],
and disability [164] (amongst others).

Marginalisation can occur at any point that a person “deviates in any way
from the perceived norms of a population” [349], which means that people
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may experience being marginalised in different (and multiple) ways at various
stages of their lives based on factors over which they largely have no control.
Despite such connections, there has been little work looking at respect as it
relates broadly to marginalisation abstractly, as opposed to that of specific
groups. Thus we instead examine the roles respect plays in specific groups
—in particular, the ways that disrespect is seen to articulate, communicate,
reinforce, enact, and justify violence based on race, gender, age, and disability.
The literature on disrespect is vast and diverse, and as such this section is
intended only to outline the major issues in the space in order to motivate
the subsequent use of respect as a lens with which to create devices that truly
benefit their users.

Race

Disrespect acts out, communicates, and reinforces racism in numerous ways,
oppressing, marginalising and dehumanising racial and ethnic groups. In
Glasgow’s philosophical essay “Racism as Disrespect”, he describes how
racism “subtle or overt, intentional or unintentional, conscious or uncon-
scious” [136] can be expressed through belief, attitudes, or behaviours, inter-
secting with the varied conceptualisations of respect outlined above. From
internal to external, this can be: 1) a conscious, cognitive view of nonwhites as
inferior, non-equal or “other” creating disrespect through beliefs and represen-
tations; 2) attitude-based racism that involves expressing or holding views of
dislike, disdain, or antipathy towards nonwhite people; or 3) racist actions and
behaviours that harm or disadvantage people directly or indirectly. Racism
can be perpetuated despite good intentions, for example a well-meaning in-
dividual with racist beliefs or attitudes may take action with the intention
of expressing care that, through its paternalistic nature and lack of ascribed
agency, perpetuates the racist attitudes or beliefs that motivated it.

Van Dijk and others contend that the ways in which racism is most often
expressed have become less overt and more subtle/indirect over time [334].
Essed used the term ‘everyday racism’ to capture a variety of recurring slights,
abuses, and put-downs which people of colour regularly experience [108].
These microaggressions are difficult to deal with due to the fact that they
can be readily denied as being racist or justified for other reasons (e.g. by
depicting the recipient as criminal) [334]. So in interracial contexts, disrespect
can be include perpetuating or failing to acknowledge ‘older” forms of racism,
ignoring the fact that Whites are often privileged in that they can take respect
for granted throughout the larger society whilst people of colour have to earn
or prove they are worthy of receiving respect from Whites [269]]. Disrespect
also surfaces in glossing the exhausting and constant experience of being the
recipient of everyday racism, failing to consider the lived experience of many

people.
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Gender

As with racism, discriminatory practices and behaviours towards those identi-
tying as women and minority genders pervade society. Disrespect is shown
in the way that women are generally paid less than their male counterparts
for the same jobs [241], with a deficit of evaluative or recognition respect
meaning they are often passed over for promotion, particularly at high levels
(the “glass-ceiling’) [76]. Interpersonally, workplace harassment was and is
often inadequately dealt with by employers, and occurs against a backdrop of
majority-male perpetrated physical and sexual violence in the home and the
community, with victim blaming being common [192].

Where Goffman’s deference looks at respect as including being addressed in
one’s preferred manner, the influence of gender roles is deeply entrenched,
embedded in language in the form of gendered nouns, outcry over gender
neutral titles and pronouns, and use of the generic masculine (e.g. using
mankind to refer to the human race) [275]. This ‘male as default” approach
excludes others from consideration in the design of many everyday things,
including in safety-critical environments such as automotive safety [212] and
healthcare [230].

Alongside discrimination against women, transgender and non-binary people
are often excluded entirely by governments, organisations, healthcare systems,
and society [216, 252]. Many of the microagressions suffered by transgender
and non-binary people relate to a lack of respect, such as violations of directive
respect and conventions around demeanour-based signalling when others use
incorrect or offensive forms of address, ignoring avoidance rituals by asking
personal questions or exoticising them, and lack of recognition respect when
others deny their experiences [251].

Disability

The representation and oppression surrounding disability often fundamen-
tally differs from that of other forms of discrimination. In many contemporary
societies the state not only legislates for obligations on employers and others
to ensure the equal status of people with disabilities, but also defines and
operationalises what it means to be disabled (e.g. through the disbursement of
social security) [164]. This arises in part from the medicalisation of disability
during the late 19th Century, which framed disability as the ‘cause’ of people’s
functional impairments, rather than societal factors [25]]. Paradoxically, equal
treatment under the law can often lead to disabled people and the disrespect
they face being ignored, as “they are designated so as to disappear, they are
named so as to go unmentioned” [316]. In this way the treatment of the
disabled ‘as if they were normal’ erases any difficulties they do have, thus
reinforcing inequality [164].
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In a personal and social context, being different because of a disability often
means being less, and being ascribed less agency, leading to treatment that
in extreme cases invalidates and infantalises those with impairments [368].
By being perceived as ‘sick, suffering, diseased, and in pain’, those with
impairments represent some of the darkest fears of the able bodied [157].
These perceptions can lead to disrespect—failures of evaluative respect—
about contributing to society as well as when benefiting from it. Barnes
writes about how modern associations of economic contribution with personal
worth can give rise to perceptions of disabled people as ‘useless’, and how
when they appear happy despite being unable to fully enjoy the social and
material benefits of everyday life they are applauded for their ‘exceptional
courage’ [25].

Age

People are often exposed to prejudice around age and ageing from an early age,
with fairy tale and media portrayals of older adults emphasising stereotypes
of decline and incompetence [364], and the idea of ‘reading ages” and school
grades/years serve to associate age with development and (in)capability [258].
Fear of ageing contributes to explicit and internalised ageism in a process
beginning during childhood where the young slowly internalise ageist con-
ceptions as they come to associate older adults with the disabilities that often
arise with age [258]]. Consequently, by the time people reach old age, they
are likely to have spent decades internalising the ageism implicit in society,
leading to greater acceptance of the stereotype of older adults as more passive
and dependant [56]]. Examples of the types of poor treatment shown to older
adults include not being taken seriously by healthcare professionals [165],
abuse in the context of care [197], and being treated as less able to hear and
understand during conversation [134].

Colonialism, Culture, and the ‘Other’

Disrespect as a form of social exclusion and marginalisation also manifests
through cultural imperialism and colonial ideology or discourse. Postcolonial
theory highlights various ways in which dominant cultures, and globalised
imperial hegemony, erase different cultural meanings and ways of knowing
[296,149]. Here, ‘The West’ can be understood as a historical rather than geo-
graphic concept, as a discourse through which power operates [149]. Through
a process Said called ‘orientalism” [296], an implicit binary and reductionist
depiction is created of non-Western culture as Eastern ‘Other’, or ‘subaltern’
[312]. Through cultural imperialism, members of subordinated and colonised
cultures are made ‘to experience how the dominant meanings of a society
render the particular perspective of one’s own group invisible ... and mark
it as the Other’ [362]. Even attempts to be respectful to colonised groups or
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minority populations can be misguided, where they are informed by colo-
nial ideology or serve to exert soft power over religious minorities through
‘paternalist multicultural respect’ [195]. As Ahmed has argued, in failing to
‘ascribe personhood to any non-White Other, even their ‘love’ for the Other is
demeaning, and their ‘respect’ is intrinsically disrespectful” [7].

Intersectionality: Overlapping Marginalised Identities

Originating in work by Black, Latina, and Native women since the 18th cen-
tury [71], intersectionality was coined in 1989 by Crenshaw, who demonstrated
the problematic ways in which anti-discrimination law treats race and gender
as discrete categories [83]. Intersectionality considers the diverse collection of
overlapping identities that situate the relationships between individuals, tech-
nology, and social systems, examining how the interactions between identities
contribute to the ways that people are treated (rather than simply consider-
ing these identities in isolation). These bottom-up constructions of identity
“[problematize] the notion of static categories and the systems of power that
get to create them” [354]. Sharing roots in feminist theory, there are clear par-
allels between intersectionality and respect as care. Both take a more personal
approach to considering people and their experiences, in particular around
combinations of circumstances. Previous work on integrating feminism into
HCI [23] has inspired similar efforts with intersectionality, although uptake
has been slow: a literature review of almost 14,000 CHI papers by Schlesinger
et al. found only 24 contributions that focused on more than one category of
identity (such as race, gender, or class) [299, 354].

Respect and HCI

In the HCI literature there has been very little discussion of respect in prior
works. Lea Kissner frames respect as prioritising “the privacy, security, and
anti-abuse” of users of technologies [185], recognising that as platforms scale
to millions or even billions of people, so to do human needs and feelings.
The diversity of human vulnerability needs to be considered when build-
ing such systems, and this can only truly be accomplished through deeper
understanding of people and societies.

Patrizia Marti discusses respectful design as that which “redresses the balance
of how technology takes into consideration the unique skills of the targeted
users including their values, motives and beliefs.” [228]. The paper does not
elaborate on what is meant by respect, but stresses the need for cultural and
emotional sensitivity when confronting social issues.

While these contributions are somewhat vague in their use of respect, using it
implicitly as a wrapper for a selection of values rather than a concept in and
of itself. They do, however, both speak to a need for greater consideration of
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the impact of smart devices on peoples’ relationships and emotions during
the design process, highlighting the social side of respect that is often missing
from the application of privacy to problems of smart home ethics.

Whereas people have social responses to and understandings of technol-
ogy (such as conceptualising companies as people [337]), privacy-based ap-
proaches mainly focus on disclosure of information and the subsequent con-
sequences. In this way respect is more closely aligned with the design ap-
proaches in HCI that specifically take users and values into account—we will
explore the relationship of respect with these approaches in the next chapter.
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Chapter 3

Methodology

“If you have something that you don’t want anyone to know, maybe you
shouldn’t be doing it in the first place”

— Eric Schmidt, 2019 CNBC Inside the Mind of Google Interview
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This chapter gives an overview of the theory and methodology that informs
the thesis, much of it specific to HCI. It begins by outlining the methological
approaches that drive and inform the research presented in later chapters,
relating these to the work on respect presented in Chapter [/} It then de-
tails the practical approaches used to gather data, in a way intended to be
complementary to the more specific methodology sections accompanying
individual experiments. The chapter concludes by describing the efforts taken
to ensure that the research presented in this thesis is transparent, ethical, and
reproducible.
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3.1 HCI Frameworks and Principles

Since the inception of computers and subsequently the field of human-computer
interaction, both have evolved significantly. Initially inheriting may of its
techniques from industrial engineering and ergonomics (the ‘first wave’ of
HCI), the field has become increasingly occupied by the human side of the
equation. With the second ‘wave’, focus shifted towards the ways that people
interpret and process information using concepts such as sensemaking [281],
finally leading to the third ‘wave’ that digs deeper into the lives, identities,
values, and cultures of those who use digital technology, as well as the ways
in which that technology affects their lives [98]. This process of change and de-
velopment has resulted in the emergence of a number of different approaches
towards the design process that determine what is prioritised and how HCI
work is undertaken.

In this section we briefly outline the major frameworks and principles in
contemporary HCI that relate to the goals of the thesis, comparing and con-
strasting them to each other and the lens of respect developed in Chapter [/}
This provides the basis for the methodological stance taken by the research
presented in the thesis and situates the use of respect in the design of smart
devices relative to existing approaches, justifying its use as a means to shape
the evolving landscape of smartness.

User-Centred Design

Popularised by Norman and Draper in 1986, user-centred design (UCD) fo-
cuses the design process on those who will be using a system [265]]. By asking
what their needs, goals, and abilities are, UCD aims to align the process of
using a system with concepts and actions that the user is already familiar
with.

Encompassed within UCD are a number of different design practices, such
as participatory design and co-design, that see designers sharing the process
of design with those who will be using their products. These techniques are
frequently used within HCI to help designers understand the intricacies of
wicked problems in various contexts (e.g. [359,360]).

Another widespread technique that falls under UCD is the use of personas,
as championed by Alan Cooper [73]. These and similar techniques aim to
prompt designers to integrate their solutions with existing aspects of a user’s
life and workflow, rather than seeing them as someone to be designed for.

While this is an important step towards respectful design, in which represen-
tation and identity are important, it arguably does not go far enough towards
understanding the wider context in which the use of a technology is situated.
In the 80s and 90s, software might have had a relatively narrow range of uses
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and users (e.g. on office suite used by employees for business on desktop
computers), but the advancement of home, mobile, and ubiquitous computing
forces the consideration of a much wider range of people and the circum-
stances they might have. Connected homes are a prime example of this; a
smart speaker might be used via voice or a smartphone to assist with calendar
scheduling, children doing homework, compiling a shopping list over the
week, or remembering to turn off the bath taps.

In this way user-centred design can be homogenising—designers adapt ideas
to fit infrastructure and routines that are already in place (e.g. the question is
how to represent a tree model of file and folders [73] rather than how to create
alternatives that fit a new use case), and in co-design scenarios users similarly
re-purpose solutions they are already familiar with (e.g. private browsing
applied to connected cars [360]). There is an inherent risk of paternalism and
stereotyping when designers attempt to solve problems for people who's lives
they have knowledge of but have not experienced. This would suggest that in
order to effectively and respectfully serve the people who use their products,
designers need a much richer understanding of users and their lives.

The central tenets of UCD have clear resonance with some of the basic fram-
ings of respect. For instance, in centring users and prioritising their needs
above other ends, UCD could be seen as embodying a version of respect for
persons articulated by the categorical imperative; in designing systems that
address people’s needs, we treat them as an end in themselves, rather than as
a means of achieving someone else’s objectives. In practice, this might mean
prioritising the fulfilment of those needs (e.g. maintaining social connections)
above any other interests (e.g. driving user engagement for profit, or enabling
manipulation by advertisers).

As well as the generic orientation of UCD reflecting certain kinds of respect,
we can also consider how specific practices within UCD may or may not be
respectful. Particularly relevant here is the use of personas to direct the design
process towards the unique needs of a system’s users. While undoubtedly
useful in eliciting and understanding requirements, using personas necessarily
abstracts away from individuals by representing a large number of people
as a small number of personas with definable characteristics. Designers are
not unaware of this; About Face warns about the dangers of using stereotypes
rather than archetypes, and suggests using personas with gender, ethnic,
age, and geographic diversity where this is “unimportant to the design or
its acceptance” [74]. However, as explored in the background material on
disrespect, showing respect in terms of representation and design might be
perceived differently depending who is respecting who—attempting to do
so without knowledge of current and historic injustices risks furthering the
idea of a colourless, genderless design subject. The focus on concrete personas
over the abstract user moves towards the care conceptualisation of respect as
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one that is concerned with individuals (Cooper even uses the word ‘empathy’
to describe the benefits of using personas [74]). But this still fails to design for
actual individual users, with reducing the focus on designing for edge cases
often described as a benefit of following a UCD approach.

Finally, the varied and rich conceptualisations of respect that have emerged
since Kant’s work might also yield as yet unconsidered dimensions of “user
needs’. For instance, the kind of needs emphasised in care respect, such as
to be looked after and feel cared for, or the need to feel like one belongs to a
group [90], may be examples of latent needs that are typically not articulated
within UCD practice or addressed directly by technical systems. Furthermore,
devices can meet user needs in various ways, and doing so respectfully might
entail more than just meeting them functionally. Rather, as articlated by
perspectives such as dramaturgy, respect can require not only doing the right
thing for someone but conveying certain appropriate sentiments to them (e.g.
deference) in the process; user needs relating to respect might therefore have
to be met at an experiential and emotional, as well as functional level.

Human-Centred and Value-Sensitive Design

If our criticism of user-centred design is that it can be homogenising—designers
adapt ideas to fit infrastructure and routines that are already in place, and
users often re-purpose existing solutions during participatory design tech-
niques (e.g. private browsing applied to connected cars in [362])—an alterna-
tive approach would be to have designers gain a much richer understanding
of their users and their lives.

Going beyond the steps taken in user-centred design, human-centred design
(HCD) calls for a much more in-depth understanding of the users of a system.
By immersing themselves in the life, work, and culture of the people who use
their creations, designers aim to more fully comprehend the needs of complex
individuals navigating complex circumstances. In this way, it is possible for
designers to understand more about the problems faced by their users than
the users themselves may realise, and subsequently to adapt technology to
best serve their needs and desires.

But HCD still suffers from the general inability to envisage new ways on
interacting with platforms and devices. Perhaps then, rather than designing
for the varied situations that users find themselves in, we can design according
to the values that they possess? This value-sensitive design (VSD) approach
embodies the philosophy of third wave HCI and provides a clearer framing
for the many competing dimensions that factor in to the success of design
solutions.

Of course, the question when designing for values is whose values are to be
designed for? While every design artefact reflects human values to some
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extent, VSD emphasises the well-being of those who use technology: “what is
important to people in their lives, with a focus on ethics and morality” [120].
This brings external considerations, such as usability, into scope as factors that
require consideration alongside those purely ethics oriented. In this way, value
sensitive design prompts us to understand the culture, beliefs, and values of a
given set of people when designing for them, and in doing so sidesteps the
need to make normative declarations about particular theories and solutions
(e.g. designing for people’s particular conceptions of autonomy rather than
one chosen beforehand). Doing this avoids the problem encountered with
UCD which is more concerned with solving perceived problems—working at
the level of values gives the latitude to address underlying problems whilst
being cognisant of why issues arose in the first place. Of course, what values
are deemed to matter most to users will inevitably be filtered through de-
signers own perceptions, particularly where these are balanced against safety,
well-being, or economic factors. There is a clear risk of paternalism here too,
and Friedman suggests that the balance should often be struck in favour of
ethics, particularly given the tendency for profit-seeking to ride roughshod
over moral concerns [119].

VSD is much closer to many conceptualisations of respect in the way that
it considers the wider ways in which technology can help or hinder those
affected by it, as well as its ability to enrich people’s lives and promote their
flourishing. For this reason VSD represents the starting reference point for the
research presented in this thesis, which is iteratively developed to arrive at the
conceptualisations of respect for smart device design presented in Chapter

One question to be considered in this thesis is whether respect could itself be
a value that could be designed for in the context of VSD. One thing that the
varied and sometimes conflicting accounts of respect described in Chapter
make clear is that it does not make sense to design for respect as a singular
concept—one can refer to ‘respect’ in conversation and have context dictate the
type of respect one means, but this is not specific enough for design. Instead,
designers should consider the individual conceptualisations of respect in the
context of the product being created, such as designing around respect for
or from a particular group in a particular way in line with work by Mills
on self-respect and respect for others post-Kant. Proposals have also been
made to integrate the ethics of care into VSD in much the same way as with
respect [338].

As mentioned above, a problem that arises when practising VSD is how one
selects the values that are most relevant to those who will use a system. There
are countless cultural, social, and personal values that could be designed for,
but most are irrelevant in the context of an individual product (e.g. local
etiquette might dictate that a shopkeeper initially refuse payment for an item,
but this is unlikely to be appropriate when shopping online). Respect as a
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lens offers a powerful tool in helping to narrow down this potentially infinite
selection. There are a number of values that underpin the different kinds of
respect described in Chapter [/} such as equality, autonomy, identity, and care;
exploring which kinds of respect are most relevant to the situation at hand
therefore leads to a much smaller and well defined set of candidate values. In
addition to this, we believe that the ways in which VSD encourages designers
to better understand people’s culture, beliefs, and values prioritises a type
of approach which is closer to respect as care than other design methods. In
this sense, respect is not (just) another collection of values to be considered
within VSD, but a way to structure and relate to other values. Finally, the
understanding of care respect developed in Chapter [7]is helpful in balancing
a duty of care for others with the risks of paternalism.

Fairness

While issues of societal bias, discrimination, and fairness in sociotechnical
systems have long been studied in a range of disciplines [121, 128, |160], the
last decade has seen a significant growth of interest in these topics amongst
computer scientists, often borrowing from or in collaboration with other disci-
plines such as law, philosophy and social sciences [274, 102,26, 37]. Alongside
transparency and accountability, fairness has emerged as a key design goal
for machine learning systems [65]. Like respect, fairness is a concept which
admits multiple interpretations across a variety of disciplines. Some of these
have been implicitly or explicitly appealed to as the philosophical grounding
for various statistical fairness metrics proposed within recent fair machine
learning literature.

Some understandings of fairness more closely align with respect than others.
‘Distributive’ or ‘allocative’ fairness, understood in terms of the distribution
of benefits and burdens across people in society [102], can be contrasted with
representational fairness, which addresses how systems stereotype, denigrate,
under-represent, and erase certain groups [82]. An example of representa-
tional harm would be language models which replicate gender biases [45) 58]
This distinction reflects the debate in political philosophy about equality of
distribution vs equality of recognition [117]; an ML model might be unfair in
the sense that it doesn’t allocate benefits and burdens fairly, and also, sepa-
rately, in the sense that it represents social groups, cultures, and identities in
harmful ways [37].

These differing notions of fairness bear a more or less close relation to respect.
Distributive fairness, which has arguably been the dominant influence on fair
machine learning research to date, is arguably only tenuously connected to
respect; it is possible to imagine a system which ensures benefits and harms
are applied according to some egalitarian principle, but which nonetheless
disrespects certain groups. For example, predictive text systems modified
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to ensure equal accuracy between majority and minority dialects might be
distributively fair, but still perpetuate representational harms if their predic-
tions for a minority population are perceived as cultural appropriation, or
reproduce psychosocial injustices [220]. Meanwhile, fairness understood in
terms of representational harms seems more closely related to respect; echoing
Darwall, Crawford describes the problem of recognition as one of respect for
humanity and personhood, and the overlaps with the concept of recognition
respect as described above are clear [82].

Another difference between fairness and respect in these contexts is that the
former generally concerns individuals in so far as they are members of groups,
whose outcomes are compared. Even concepts like ‘individual fairness” [102]
which aim to ensure that similar individuals receive similar outcomes still
essentially equate an individual with their position in the feature space of
a machine learning model, which is based on generalisations from other
people in the training data [38]]. In this sense, individuals are not treated as
individuals, but on the basis of generalisation; and arguably, as means to ends
(in this case, the end of achieving a ‘fair’ model). As such, they may violate,
or at least fail to satisfy, the Kantian notion of respect as the genuine treatment
of people as ends in themselves rather than solely as means.

Accessibility

The HCI community has a long history of undertaking work on accessible,
inclusive, and universal design, moving away from the notion of accessible
systems as a ‘special need’ towards a more inclusive approach centred around
the lives and goals of those at the margins [199]. Core to inclusive and univer-
sal approaches is the expansion of the target group of users being designed for.
Instead of just considering who can use a product, these ‘counter-exclusionary’
methods identify who cannot use a product, and therefore what needs to be
improved to widen access [199].

The idea of universal access (or “direct accessibility’) as the belief that everyone
should be able to use a product or service without assistance, regardless of
their particular needs or disabilities, is a concept deeply concordant with the
deontological respect for persons that forms the basis for human rights: as
a member of the human race, each person should expect to be able to use
a product, and designers have a moral duty to accommodate this in their
work. An example of this might be Amazon’s Alexa software, which can be
interacted with through a wide variety of languages, input modalities (e.g.
speech, touch, keyboard), and form factors, allowing users to choose how
they wish to use the software. Indirect accessibility, where products facilitate
access through compatibility with assistive technologies, might be seen as
closer to other types of respect where people recognise a characteristic of
another that requires a certain response (recognition respect), with designers
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recognising the specific needs of the people using their systems and adapting
them accordingly (e.g. screen reader compatibility for the blind and partially
sighted).

Beyond this, designing for accessibility and inclusivity are closely related to
feminist perspectives on respect as care, and accounts of respect as ascribed
agency (i.e. taking actions that affirm the agency of others, such as by allowing
them to choose whether they wish to be assisted or not). This directly relates to
the ways that design decisions intended to increase accessibility can actually
constrain the agency of those using a system by taking the choice to ask for
help away from people. Similarly, care respect asks that we understand a
person and their needs as an individual but connected being, and in doing
to precludes the prescription of functionalities ‘for” particular disabilities
(e.g. a ‘vision impaired mode’ that increases the font size). Instead, it might
suggest approaches based on directive respect, allowing people to customise
the behaviour of the systems they use regardless of the extent to which they
identify with a particular label, if at all.

Here we can see how respect can help elucidate the values underlying ac-
cessibility as a design goal, as well as how it can help draw out the tensions
between two differently motivated approaches; some grounded in the belief
that products should be designed to be usable by everyone because they
are human beings, and others that recognise a range of disabilities and al-
low people to adapt their own individual approaches to use their devices
comfortably.

3.2 Practical Methods

This section details the methods used to gather research data throughout the
thesis. Following Carroll’s paradigms of HCI [60], the research presented
here is distributed between the paradigms of description, observing and under-
standing how people respond to smart devices, and invention, creating real
and fictional design artefacts that drive the research process.

A popular and more obvious choice is to survey or interview people living
in homes where smart devices are already embedded to gather perceptions
and self reported behaviours [355], potentially as part of longitudinal or
mixed methods studies. This can take the form of direct measurement of
participants [270]], or the subsequent uploading of device logs [301]. In order
to study the adoption of new technologies, households can also be provided
with new devices, with researchers observing how they become integrated
into daily routines and practices [325]. Finally, there is a rich collection of
design-led work on smart homes, often incorporating methodology from
critical design.
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Surveys

The surveys presented in this thesis were conducted using JISC Online Sur-
Veyﬂ a survey platform previously known as Bristol Online Surveys. JISC
is a UK non-profit organisation founded to support post-16 education and
research. It is funded by the UK Government. As Online Surveys provides
only basic analysis tools, results were exported for offline analysis in R. Re-
cruitment was handled by Prolific Academicﬂ a UK company providing
participant pools to researchers. Prolific protects participant’s personal infor-
mation (providing demographics and a randomised identifier), and ensures
that participants are fairly compensated for their time. Both JISC Online
Surveys and Prolific Academic are fully GDPR compliant.

The welfare of participants is obviously a core concern when conducting
surveys. The surveys undertaken as part of this thesis follow the British
Psychological Society Ethics Guidelines for Internet-Mediated Researc}ﬂ built
around four main principles:

1. Respect for the Autonomy, Privacy and Dignity of Individuals and
Communities

2. Scientific integrity
3. Social responsibility

4. Maximising benefits and minimising harm

To this end, the ethical review process undertaken for surveys included con-
sideration of participants” comfort, well being, and autonomy. This included
making questions optional when asking about potentially sensitive or un-
comfortable topics, as well as restricting the focus of questions to what was
strictly necessary (e.g. asking how participants use technology to support
their relationships, rather than asking about the relationships themselves).

For a seemingly simple task, constructing surveys requires great care. Ques-
tions must be precisely constructed in order to convey meaning to non-experts
in a few sentences. Particularly for subjective measures, pilot surveys and
within-subject configurations can help to reduce the variance associated with
question interpretation. The lack of supervision can mean that survey partic-
ipants may lose engagement with tasks. Attention checks can help identify
participants who give low quality answers, but treat the symptom rather than

1 onlinesurveys.ac.uk

2prolific.co

Shttps:/ /www.bps.org.uk /news-and-policy / ethics-guidelines-internet-mediated-
research-2017
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the cause—it is better to distil surveys down to key questions, or to break
longer surveys into segments than can be completed over several sessions.

Subjective or experiential questions are often measured using Likert-type
scales (e.g. approve, somewhat approve, neither approve or disapprove, somewhat dis-
approve, disapprove) [210]. While traditionally five item scales, there is evidence
to suggest that extending these to seven point scales leads to more accurate
results as participants need to interpolate scale items less frequently [115].

Interviews

Participant interviews conducted for studies in this thesis were semi-structured
and conducted either at the participant’s home or at the Department of Com-
puter Science in Oxford. Interviews were conducted by one or two researchers,
audio recorded, and transcribed by those same researchers prior to analysis.
References to named individuals and locations were redacted, and audio files
were destroyed following transcription.

Analysis was conducted using NVivo 12, which contains several affordances
for the efficient labelling of transcripts and structuring of codes. NVivo
projects can also be easily shared or printed for comparison with the work
of other researchers. Thematic analysis was carried out on interview data
following Braun and Clarke [47], who define the following major stages of the
analysis process:

1. Familiarisation—where the researcher listens to, reads, and rereads inter-
view content in an attempt to immerse themselves in the data collected.

2. Coding—researchers generate an initial code for each unit of research
data, describing its features in relation to the research questions being
answered

3. Searching for themes—Using the familiarity gained from the previous
steps, researchers construct themes that encapsulate many codes into an
overarching narrative.

4. Reviewing themes—Newly created themes are reviewed for consistency
and integrity (i.e. whether they accurately reflect the collected data).
Themes may split, merged, or removed as part of this process, and it
may be necessary to return to the previous stage in order to search for
new themes.

5. Defining and naming themes—In order to fully define each theme, re-
searchers construct a concise overview (often illustrated with quotes,
naming each theme in a way that clearly conveys its narrative.
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6. Writing up—Identified themes are used to weave a story that will be used
in research outputs, comparing patterns and data points both within
and across themes.

The light and flexible nature of thematic analysis as a research methodology
makes it well suited to initial research explorations, such as the research ques-
tions given in Chapter|l] Other common qualitative social science research
methods (e.g. grounded theory [135]) often require more research data in
order to produce comprehensive models of behaviour. These approaches are
therefore more appropriate for follow up investigations that seek to explain
the results of earlier exploratory ones, rather than as an initial tool.

Another important consideration when interviewing participants is devel-
oping rapport. Conducting interviews in locations familiar to participants
can help to put them at ease, and staring with broader ‘warm up” questions
helps to break the ice, especially helpful given that interviews are typically
more one-sided than normal conversations. The results of doing this well
can be surprising—often participants will volunteer additional anecdotes and
information at the end of the interview, and these ‘just one more thing” ex-
changes are often amongst the most valuable (e.g. the car mechanic example
in Chapter [4).

The use of semi-structured protocols allows for investigation of interesting
and relevant topics that might be hinted at during the course of an interview.
Especially when the study is seeking to explore perceptions, these hooks
into people’s mental models can serve as a useful aid when interviewing
subsequent participants.

Adapting Interview Protocols: A Retrospective

When asked directly, people often find it difficult to give a detailed response
to questions about privacy and other ethical concerns in the home. As a
researcher, one might spend a lot of time pondering privacy or autonomy
concerns around certain products and the effect that it has on daily life. How-
ever, for the most part, people do not spend large amounts of time pondering
questions of data disclosure, or why a particular device makes them feel un-
easy. This can make it difficult to organise one’s thoughts and give responses
under pressure, often leading to surface level answers, recital of opinions from
elsewhere that they believe the interviewer wants to hear, or non-answers.
Some examples of this arose in the pilot surveys for the study in Chapter [4

“Bit of a silly question if I'm honest.”
“Tt doesn’t have a soul!”
“It’s a robot.”
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To combat this, the methodology used in the study adapted, with participants
provided “functionality cards’ that served as mental (and physical) scaffolding
they could use to articulate their thoughts. In this way we were able to
preserve interactions that might otherwise have been lost, such as participants
reaching out to touch a card before pausing and changing their minds, whilst
still being able to capture spontaneous responses to the interview questions.

The methodology used in Chapter |5, however, was designed to encourage
participants to think through the concepts discussed in the interviews more
thoroughly. The six week deployment of the technology probe allowed for
new concepts and thoughts to be internalised and used to reinterpret previous
events. The repeated introduction of privacy and data protection concepts
over the course of the study led participants to apply these to the world
around them:

It’s funny. I was actually thinking about that as I was driving back
from [activity] this morning, I was thinking that you were going
to ask me a question about that. [P2]

This does not diminish the usefulness of more spontaneous responses; al-
lowing participants time to develop their answers was appropriate in the
context of the study because the research questions asked how well partici-
pants would internalise the content made available to them. In other cases, as
with Chapter 4} existing subconscious perceptions are likely to be lost through
overthinking.

Vignettes

Vignettes are sketches of fictional scenarios, often used as a research tool in
surveys and interviews to collect situated data on values, beliefs, and norms.
Vignettes are common in sociology and have more recently been applied to
HCI [77,]169]. During data collection, the respondent is invited to imagine the
sketched scenario, drawing on their own experience to give a response. In util-
ising fictional details, this method is similar to speculative design approaches,
which have been used to study views on the ethical implications of technology
use [203} 213, 335]. While this approach necessarily moves away from the
lived experiences usually sought from qualitative research methods, responses
to vignettes have been shown to often be predictive of behaviour [169]]). Re-
sponses to imagined scenarios can also be used to understand more general
underlying attitudes and perceptions.
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Research through Design
Critical Design and Design Fiction

Design work plays a central role in HCI research. The forward-looking nature
of HClI is readily apparent when research strives to design the products of
the future. Beyond this, HCI scholars often practise research through design,
creating design artefacts in order to observe how people use and respond to
them. Freed from the constraints of profitability, this type of research allows
for exploration and critique of existing and proposed products.

These critical design artefacts often reside in a grey area between the believable
and parody, divorcing familiar tropes and displaying them in new light.
Critical design asks provocative questions about the values underpinning our
lives in ways that can only be achieved through discomfort; there is clearly
no market potential for a robotic armpit [146], but the grotesque combination
of silicon and pheromones highlights the absurdities and dangers presented
by anthropomorphism. Speculative design and design fiction are subsets of
critical design focusing on the creation of physical artefacts and fictional
products/worlds respectively.

Sometimes the intention of a critical design artefact is to present a counter-
factual, asking what kind of society would create such a product. In this
way it can be provocative, presenting the viewer with a dilemma as to the
seriousness of an object which satirises the contemporary world; by creating
these objects, designers look to create images of the future which can act as
catalysts for debate about what people really want (rather than suggesting
that particular futures themselves are desirable) [100].

Unlike with speculative design artefacts, which can exploit their nature as
products to engage us in societal questions where the answer has a direct effect
on our lives, in design fictions the viewer is invited to take the inspiration
given to them by the designer and extrapolate from that what they believe a
scenario would be like if it were to exist. More closely related to conventional
media, design fiction “works in the space between the arrogance of science
fact, and the seriously playful imaginary of science fiction” [42]]

Within HCI speculative design and design fictions have been used to explore
futures with personified technology. Smart homes that socialise with inhabi-
tants, designed to be “extroverted and cheerfull”, push at boundaries already
present, but invisible, in current home devices [237]. Inspired by prior work
by the Alt.chi community reflecting on the philosophical and cultural as-
sumptions embedded in popular understandings of artificial intelligence [49]
and treatment of techno-spiritual research in HCI [54], this section uses de-
sign fiction to explore alternative interpretations of how we might live with
autonomous assistants.
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Contemporary work, such as Dunne and Raby’s Technological Dream Series: No.
1, Robots explore this in a modern setting [99]. Robot 4 is extremely smart, but is
trapped in an underdeveloped and helpless body—a critical reflection on how
neediness is used to engender a sense of control over smart and sophisticated
technology. But if Asimov’s robotic slaves were designed to take something
fundamentally human—subjugation—and turn it into something robotic,
modern smart products (including virtual assistants) appear to be performing
the same process in reverse. Assistants such as Alexa take advancements in
computation and turn them into something distinctly human-like.

To explore this in the context of respect, the thesis presents a work of design
fiction in Chapter [8| speculating on the darker side of respectful devices.
This allows for engagement with devices that are disrespectful in a way that
would be problematic in empirical research; it is obviously acceptable to
trial respectful devices with human participants (e.g. as in Chapter ), but
experiments on the effects of harmful technologies are fraught with ethical
issues (e.g. long term surveillance in [270])). It also allows for the presentation
of the “platonic ideal” of a device that literally has a mind of its own in a way
that even a Wizard of Oz experimental setup might struggle to replicate.

Design & Technology Probes

Utilised extensively in HCI research since the turn of the century, the design
probe (and its close relative the technology probe [161]]) is an exploratory
method used to gain insight into contexts that might otherwise be difficult to
observe. Design probes can broadly be described as a collection of objects and
tasks which participants must manipulate in some way. Their main focus is
user participation—by taking an active part in the design process users are
prompted to reflect on their habits and behaviours. This also allows for probes
to address issues that are more personal or intimate in nature, with emphasis
on user participation allowing probes to better capture the individual contexts
of users, including cultural and social aspects [232].

The increase in popularity of probes in HCI has been marked, and has led
to many eclectic variations on the original theme. Many different practices
surrounding the use of design probes in HCI have emerged since their intro-
duction in 1999 [130]]. Projects using probes often have wildly divergent ideas
about what aspects of the original methodology are essential, and what can be
altered [44]. In addition to this, the place of design probes within the overall
argument of a work can vary from the cornerstone to an incidental piece of
the puzzle; include the fact that some contributions consider any study or
survey that contains open ended questions to constitute a probe and the lines
become increasingly blurred [44].

Chapter 5| used a technology probe to test the efficacy of a range of privacy
interventions. The probe formed the centrepiece of the experiment, and was
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installed in participants” homes to be used on a daily basis. The focus, as with
the original probe studies, was for participants to engage with the probe in
a way that allowed for them to deepen their understandings of the activities
that take place in their daily lives. In this way it echoed the three goals of
the original technology probes [161]: the social science goal of capturing how
people develop and enact privacy preferences in the rich context of the home;
the design goal of exploring innovative ways of empowering people to take
control of their privacy at home; and the engineering goal of field-testing
prototype hardware and software. This approach was chosen over alternative
study and probe configurations due to the degree of interactivity it allowed
us to have with participants as they learned and discovered more about their
home networks. Delivering insights and teaching through the probe allowed
for a much more integrated experience with respect to the three design goals,
as well as for repeated contact with the visualisations and curriculum material
that would not have been possible with a more light-touch or researcher-led
approach.

Understanding Human-Computer Trust

When exploring ethical issues arising around smart devices, it is frequently
desirable to understand the extent to which people trust in the systems they
use. Trust informs perceptions and influences behaviour in various ways, but
has underlying components that can make it difficult to meaningfully measure.
Trust in computer systems, or human-computer trust (HCT) is an important
and widely applicable factor in most types of interactive systems. Having
originally been developed from models of interpersonal trust from psychology
and supervisory systems [249]] (indeed, many models such as [1| 297] still
include an individual’s innate propensity to trust [109] as an important factor),
prior work in HCI and other fields has shown the importance of trust in many
situations involving systems exposing users to some level of vulnerability (e.g.
online shopping and e-government) [31].

In systems that provide analysis or decision support, HCT is even more vi-
tal. In this context, trust can be thought of as a combination of confidence
in a system combined with the willingness to act on its provided recommen-
dations [223]. Abbas et al. further break this down into system reliability,
intelligibility, and level of automation amongst others [1]. A recurring theme
in the literature is the lack of consensus around the nuances of HCT mecha-
nisms [31, 223]].

In HRI, trust is often combined with other factors, such as animacy and
anthropomorphism, in order to evaluate user perceptions of prototype robots
(as in [29]). A meta-study of trust in HRI highlights robot-related factors as
being significantly more impactful on trust than human or environmental
factors [150], but Salem et al. further break down the effect of reliability
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on robot trust, showing that while frequent errors impact users’ perceptions
of robots, these altered perceptions may not substantially affect behaviour
towards them [297].

3.3 Research Ethics

Ensuring that research involving human participants is carried out in an ethi-
cal manner is of the utmost importance. Studies on privacy and the treatment
of sensitive information can easily involve topics that participants are uncom-
fortable recalling or disclosing to researchers. Asking about previous bad
experiences with privacy, for example, might bring up traumatic memories of
doxxingﬂ harassment, or abuse.

There are several ways in which these risks can be reduced. Building rapport
with participants helps build trust, making it easier for them to decline to
talk about uncomfortable topics. Similarly, taking opportunities to remind
participants, both in person and in writing, that they are free to choose what
they share, or if they share at all, whilst contributing to research studies helps
to foster a non-judgemental atmosphere. Finally, decoupling research incen-
tives from data sharing helps to remove any financial pressures that may push
participants to share more than they are comfortable with. Where personal
stories are shared, care needs to be taken to anonymise them during tran-
scription, removing references to identifying people and places. Special care
should be taken if data sets are to be made available alongside publications,
as supposedly anonymised data can still identify individuals when paired
with other information (e.g. reporting data as collected from “a local hospital”
when there is only one in the vicinity of the author’s institution).

An element of this process also exists to protect researchers themselves. Naive
use of modern recruitment platforms can lead to researchers effectively meet-
ing strangers online and visiting them at home, a risky approach with the
potential for serious consequences. There are a number of strategies that
can help to mitigate this, such as arranging meetings in public places, or by
arranging regular check-ins with colleagues, with clear protocols for missed
communications—likely a call to the police. In the same way that participants
should not feel pressured to disclose personal stories, researchers should not
feel pressured to undertake fieldwork that they consider overly risky.

A curious case arises when researching privacy empowerment. If one is attempt-
ing to gather data on the severity and scale of online surveillance undertaken
by devices and companies that are not transparent, how else to achieve this
but through additional surveillance undertaken by the researcher? While strin-
gent research ethics policies address concerns of quis custodiet ipsos custodes,

*Having private and/or identifying information about one’s self published online.
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the level of intrusion can still be difficult to justify. Further still if the resultant
discoveries might cause distress to participants; there may be a widespread
understanding that Facebook is tracking people, but fewer expect to be told
that they can be precisely located due to oversights in the Tindr API. In these
situations, what is appropriate will differ according to circumstances. For the
study in Chapter[5| we collected detailed information on internet traffic in the
home, but balanced this by (1) providing out-of-band methods for participants
to access the internet without being surveilled; (2) prompting participants
to use the provided redaction tools to remove connection records that they
did not want to share, both before and during home visits; and (3) making it
clear verbally and in writing exactly what data was going to be collected, how
it was going to be used, and what opportunities participants would have to
tailor the data analysed as part of the study.

In the interests of transparency, all of the work presented in this thesis in-
volving human participants has been approved by either the Social Sciences
and Humanities Inter-divisional Research Ethics Committee or the Computer
Science Departmental Research Ethics Committee under the following refer-
ences:

Study ‘ Reference

Chapter 4| | CS.C1A_18.027
Chapter|5| | CS_.C1A_19.028
Chapter|6| | CS.C1A_18.018

3.4 Promoting Replication

Unlike in psychology, many published HCI studies are not accompanied by
data sets that can be used to verify claims and scrutinise methodology. Indeed,
many studies also lack the materials required in order to replicate experiments,
such as survey questions, interview protocols, and source code for software.
This lack of transparency effectively precludes replication studies, as well as
the comparison of theories and results across systems, cultures, and other
demographics.

Data preservation, at least, is now mandated by a large number of funding
bodies (e.g. 10 years for EPSRC funded projects). But when data is archived
there needs to be guarantees on how it will be preserved; if data is “owned”
by a researcher, what happens to that data if they leave the institution? Does
the organisation storing the data have the funding and capacity to guarantee
that it will be available 10 or 100 years in the future? How do these practices
scale when the data is measured in terabytes or petabytes?

61



Re-Thinking Smartness

In line with the philosophy of transparent and reproducible research, as much
of the data collected for the research presented in this thesis as possible has
been made available for scrutiny and reuse by others. This is archived by
the Center for Open Science on the Open Science Framework (OSF), which
has a data management plan to ensure the availability of data stored on the
platform for at least 50 years. Growth of the Center’s preservation fund is also
a major long term priority. Data from this thesis is preserved in the following
OSF repositories:

Data ‘ Repository

Chapter 4| | https://osf.io/c3aes
Chapter[5| | https://osf.io/6j8hc
Chapter|6| | https://osf.i0/53q6]

In order to carry out the study described in Chapter [5, bespoke research
software was required in order to combine data capture, an educational
curriculum, and firewall capabilities. This software was developed by my-
self, and to allow for reuse, extension, and replication the source code is
available under the GNU General Public LicensePl This is hosted on Github
at github.com/0xfordHCC/Aretha, allowing other researchers to download,
copy, and contribute back to the code base.

Shttps://www.gnu.org/licenses/gpl-3.0.en.html
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Chapter 4

The Relationship Between
Smartness and Ethical Concerns
in the Home

“"With your permission you give us more information about you, about
your friends, and we can improve the quality of our searches. We don’t
need you to type at all. We know where you are. We know where you’ve
been. We can more or less now what you're thinking about.”

— Eric Schmidt, 2010[[]
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4.1 Motivation

The notion of a “smart home” augmented by connected digital devices has
existed for decades in the popular imagination and is gradually becoming a
reality. Devices such as thermostats that learn your preferred temperature,
and speakers you can interact with through conversation, are designed to
wrap up ‘smartness’ in a familiar dumb packaging. Given the growing body
of research about smart devices and the fact that many people are at least
generally aware of one or more smart home devices, one might think it would
be obvious what qualifies them to bear the smart label.

But, as shown in Chapter |2 this is not the case. While early research into
smart devices tended to focus on the broad potential for smart devices to
“imbue homes with intelligence” [322]], many more recent contributions par-
tition the space into overlapping but distinct definitions of autonomous sys-
tems [259], home assistants [124], or more narrow definitions describing single
types of device; definitions of smart home devices that go beyond “internet
connected” [365] or providing ‘smart home service functions’ [183] are few
and far between.

At the same time, there are very real ethical concerns about the privacy,
autonomy, transparency, and social effects of these devices once they are
integrated into everyday life. The home as an environment contains finely
balanced social equilibria that technology is apt to disrupt. Power dynamics
within familial units and between cohabitants are altered by technology that
acts as a gatekeeper of information, and for many, the home is the most private
space in their lives, a place where they do not expect to be surveilled.

These concerns are often cited at a low level in relation to specific products or
deployment settings, or at a high level, considering the ethical implications of
smart homes in general. Neither approach adequately considers the broader
features shared by multiple devices from a variety of categories and contexts,
and while useful for uncovering the implications of smart device usage in
situ, or ethical concerns writ large, may be of less use in understanding how

A version of this chapter has previously been published as: “William Seymour, Reuben
Binns, Petr Slovak, Max Van Kleek, and Nigel Shadbolt. 2020. Strangers in the Room: Unpacking
Perceptions of 'Smartness’ and Related Ethical Concerns in the Home. In Proceedings of the 2020
ACM Designing Interactive Systems Conference (DIS '20). Association for Computing Machin-
ery, New York, NY, USA, 841-854. DOI: https://doi.org/10.1145/3357236.3395501/
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different constituent elements of smartness, such as automation, or remote
control, operate across different contexts to generate ethical concerns.

Instead, this chapter aims to explore an intermediate level of analysis, answer-
ing the following research questions:

RQ1la What do people perceive ‘smartness’ as?

RQ1b How do perceptions of ‘smartness’ relate to ethical concerns about smart
devices?

RQ1lc How do these concerns operate across devices and contexts?
And in doing so it makes the following contributions:

1. Presenting user formulations of smartness: how non-experts consider
smartness in the context of smart home devices, and how these concepts
of smartness interact across categories of devices

2. Analysing how these formulations of smartness relate to ethical concerns
expressed in the academic literature, as well as how ethical concerns can
be caused or ameliorated by features of smart devices and formulations
of smartness

3. Demonstrating how these unpacked formulations of smartness can both
reveal and bridge ethical concerns between specific contexts, devices,
and locations, in a way not possible through highly specific or very
broad approaches

This is important in the wider context of the thesis, as better understanding
the links between functionality, context, and concerns is vital for building
tools that address the shortcomings in contemporary smart devices; through
understanding what current devices do wrong we can begin to make them
better. In the longer term, the formulations of smartness presented in this
chapter help establish a design space of capabilities and user expectations,
usable by creators of future smart home systems to guide the design of new
‘smart’ things.

Between Situated Ethical Concerns and Abstract Ethical Principles

If we consider the works on smart home ethics presented in Chapter 2, they
broadly fall into two categories: empirical studies of ethical concerns arising
in response to particular smart devices in particular situations, or expository
research exploring how long-standing ethical principles might relate to smart
homes in general. Any insights gained therefore tend to be either highly
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specific (e.g. smart meter agents raise concerns about autonomy [75]), or else
highly generic (e.g. smart homes in general threaten principles of account-
ability [34] or discrimination [341]]). Both specificity and generality have their
place; specificity has high ecological validity within the context in question,
whereas broad ethical principles are useful for informing policy or design
initiatives which have to be adaptable to multiple contexts that cannot be
specified in advance. However, they are less useful if we want to understand
how ethical concerns might be generated from different kinds of smart devices
in different contexts.

Taking an intermediate approach allows for an exploration of the human
values supported and hindered by different conceptualisations of smartness
(see [122]). Normative ethical principles vary by society and culture, and the
extent to which they are embedded in devices is determined by designers
(modulated by law and regulation). Previous studies have examined user
perceptions of specific devices that might be considered smart (e.g. biosen-
sors [238], conversational agents [207], and home automation [259]). Mean-
while, design tools such as KnowCardsE] and Envisioning Cardﬂ help de-
signers to make abstract concerns more concrete. To this end, this chapter
examines how end-users conceptualise ‘smartness’ beyond specific devices
and contexts, and how particular formulations of smartness relate to the
particular ethical concerns that arise through device usage.

4.2 Methodology

In order to investigate the different ways in which users perceived devices to
be ‘smart” we designed a set of surveys targeted at device owners, followed by
interviews with a mixture of smart device users to explore the links between
perceptions of smartness and ethical concerns they had about smart home
devices. To inform our survey and interview design we examined related
papers, purposefully casting a broad net with respect to characterising ethical
concerns according to the definition used by Jensen et al. (how an object ought
to be designed according to ‘ethical or moral codes’ [172]).

All parts of the study were approved by the institution’s ethics review board,
and all participants were compensated at or exceeding the UK Living Wage.
Materials from the study, including interview transcripts, are available at
https://osf.io/c3aes.

Survey: Unpacking Smartness

Even whilst talking about natural intelligence, the idea of “smart” can have
a variety of meanings and connotations, making it a prime example of a

2github.com/betteriot/betteriot-knowcards
Swww . envisioningcards.com
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portmanteau word. However, in the context of connected and algorithmically
augmented devices the adjective has been applied to refer to a much larger
set of meanings. In order to start unpacking the different perceptions of
smartness in the context of smart home devices, we conducted an online
survey to capture user understandings about what makes ‘smart” devices
different to non-smart devices. Based on prior literature we chose six different
types of smart home devices covering a wide range of functionalities, locations,
and usage contexts in the home: light bulbs, speakers (with voice assistants),
security cameras, TVs, kitchen appliances, and thermostats.

Prior to the main survey we conducted two pilot surveys that directly focused
on smartness in smart home devices. Understandably, when presented with
more abstract questions about whether they trusted their smart devices or
considered them intelligent, participants experienced difficulty disentangling
perceptions of smartness (e.g. smartness as intelligence vs ideological or
historical constructions). These responses reflect the fact that cultural rep-
resentations of smart technology are influenced by a mixture of positivist
marketing, science fiction, and lived experiences, rather than discrete narra-
tives. To this end, the final survey questions approached smartness from a
number of different angles. For example:

e Q7 and Q8 explored smartness more as a marketing concept
e (23 considered smartness more as an inherent property of the device

e Q13 and Q21 attempted to probe how conceptions of smart devices
withstood participants’ practical experiences with them

We also included the 5 perceived intelligence questions from the ‘Godspeed”
scale [27], designed to measure perceived intelligence in a human-robot inter-
action context, in an attempt to draw out other ways in which users might see
devices as being smart. A summary of the survey questions is given in Table

A1l

We ran online surveys on the Prolific Academic platform with 20 participants
for each device type. Participants owned the device in question, were 18 or
over, and were UK residents. Three researchers independently used thematic
analysis to generate initial codes for the 120 responses, which were then
discussed and combined to produce eight distinct types of smart functionality.
These were used to generate the interview protocol.

Interviews: Exploring Ethical Concerns Associated with
Dimensions of Smartness

The goal of the interviews was to explore how the different dimensions of
smartness uncovered in the survey might relate to users’ ethical concerns
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Table 4.1: Sample of questions used to generate the six surveys

Q7 | Why did you choose your smart [device] over other options? Was it
being ‘smart” a factor?

Q8 | If you were describing your smart [device] to a friend, how would
you complete the following sentence: "My smart [device] is like a
regular [device], except...”

Q13 | If someone you knew was interested in purchasing a [device], would
you try and convince them to get a smart [device] over a regular
equivalent? What arguments would you use for or against?

Q21 | Recall a time when your smart [device] didn’t do what you expected.
Did this change your view of your smart [device]?

Q23 | How do you think your smart [device] could be smarter in 5 years?
15 years?

about smart devices. A simplistic approach to examining how perceptions
of smartness relate to ethical concerns might be to present these types of
smartness individually, and to ask people to respond with ethical concerns
for each. However, since our aim was to examine how types of functionality
operated to create ethical concerns across contexts, we wanted participants
to be able to use the functionalities as a form of mental scaffolding to reason
about devices. Inspired by the use of design cards in HCI to stimulate and
structure thinking during the design process, we used the types of smartness
from the survey analysis to create functionality cards that named each type
of smartness and gave a brief description (see Figure £.I). An additional
set of cards depicted the smart home devices used in the surveyﬁ Rather
than beginning with abstract concerns and asking how they might apply
to products, as in the design process, we did the reverse—beginning with
concrete devices and functionalities in order to draw out associated ethical
concerns.

University mailing lists, the Call for Participants platform, and a pool of
existing participants were used to recruit participants who had previous
experience with smart devices (either their own or via friends and family). As
with the surveys, participants were UK residents aged 18 or over. Interviews
took place at the University of Oxford and lasted 30 to 45 minutes.

At the beginning of the interview, the six device cards were arranged on
the table in a random order, and the eight functionality cards were placed
face down to the side. In order to establish a baseline for each participant’s
experience with and understanding of smart devices, we began each interview

4For the kitchen appliance category we initially chose a smart oven, but switched to a
smart fridge after two interviews ([P01] and [P05]) due to the oven producing some confusion
amongst participants.
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Figure 4.1: Device and functionality cards after being arranged by [P05].

by asking which smart devices they had used, either currently or at some
point in the past. We also asked them to identify the devices and describe what
they felt made them smart. Participants were introduced to the functionality
cards with a brief explanation and asked to arrange cards next to devices they
thought had that capability (see Figure[d.1). Participants were then asked if
they would have any concerns about using the device as it was, and whether
their concerns would be alleviated by putting it in different locations in the
house, or by adding or removing functionality cards.

In order to go beyond participants” immediate personal reactions to these
devices, we then reset the functionality cards to a standard configuration and
asked them to respond to a set of vignettes depicting smart home contexts.
Vignettes are sketches of fictional scenarios, used as a research tool to collect
situated data on values, beliefs, and norms, common in sociology and more
recently applied to HCI [77}[169]. In an in-depth interview, the respondent is
invited to imagine the scenario, drawing on their own experience. In utilising
fictional details, this method is similar to speculative design approaches,
which have been used to study views on the ethical implications of technology
use 335]. Relatedly, Nilsson et al. used breaching experiments with
scenario-based design and contra-vision to draw out problems with home
automation by creating “provocative views on the home of the future” [259].

Our vignettes were drawn from papers on ethical concerns in smart homes.
For each of our vignettes, we asked participants how they thought smart
devices might be used by the individual characters in the vignette, which
device(s) they imagined being most concerned about and why, and whether
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adding or removing functionality from those devices would alleviate those
concerns (represented by placing or removing functionality cards on the table).
The four vignettes were as follows:

V1 Parents and teenagers: A household in which the parents used the smart
devices to monitor what their teenage children were doing, adapted
from [64, 81} 330].

V2 Revenue maximisation: A home where the manufacturers of each device
attempted to generate as many revenue streams as possible, adapted
from [53,273,[293].

V3 Vulnerable people: The installation of the devices into an environment
where vulnerable people were living, such as a care home for older
people, or an assisted living facility, adapted from [91} 235, 285, 286, 313,
352].

V4 Rental accommodation: A rental accommodation where each of the devices
had been installed by either another tenant or the landlord, adapted
from [233, 270, 365].

Interviews were recorded and transcribedﬂ before being coded according to
references to devices and types of smartness from the device and functionality
cards. Photos were taken of each participant’s arrangement of cards and in-
cluded for reference in the analysis. An iterative thematic coding process was
used to identify common themes relating to dimensions of ethical concerns.
Three researchers independently coded disjoint subsets of the transcriptions,
before convening to consolidate themes and derive a set of joint codes ad-
dressing the varieties of ethical concerns. These were re-applied to the data
and are presented in the next section organised by types of smartness. The
categories of ethical concerns themselves are elaborated on in the discussion.

4.3 Results

Survey: What Does Smartness Consist of?

The 120 survey respondents had an average age of 34 (¢ = 11); 81 identified
as female, and 31 as male. Six declined to provide their age and/or gender
identity.

As expected, different conceptions of smartness were often entangled. For
some, merely being marketed as smart meant that their device must be better

5The car mechanic example attributed to P11 in the discussion was given after the inter-
viewer believed the participant had finished talking, and is thus recreated from memory (with
consent).
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Table 4.2: Types of smart functionality identified from the survey results

Functionality ~Description

Apps Caninstall apps from an app store
Voice Control Responds to spoken commands
Connected Connects to the internet
Remote Control Via an app or computer
Sensing Knows what’s going on
Responsive Responds to sensing or other stimuli
Learns Behaviour is based on past interactions
Delegation Executes tasks on the user’s behalf

in some sense, whereas for other there was more concrete functionality (de-
scribed below). Smartness was also presented more neutrally as a trade-off
(“made me realise how much more complicated it can be compared to just a
normal tv” [tv16]) or even negatively (“a lot of people have this belief that
smart must mean better” [appliance(03]).

The survey results made it clear that for certain devices, such as the TV and
the speaker, there was an obvious capability or feature that users associated
with that device being “smart”. Looking across the results from different
devices also led us to other ways that respondents consistently described
smart functionality (such as being able to control the device via a smartphone).
Analysis of the survey results yielded eight distinct features, ranging from
more concrete to more abstract, that were considered to contribute to device
smartness’| outlined in Table

Apps were the most common smart functionality given for the TV, and the
second most commonly mentioned for the smart speaker (after voice control).
Voice control was the most commonly cited smart element of respondents’
speakers, often mentioned in terms of what users could do with voice control,
rather than as a feature in and of itself.

Internet connectedness was rarely mentioned explicitly during the descrip-
tive parts of the survey, but in response to Q14, 83% of respondents (99) said
they believed that their device was connected to the internet, with a further
6% (7) stating that they were unsure. Remote control was a common theme,
particularly amongst the more functional devices such as the thermostat, light
bulbs, and kitchen appliances.

Sensing was commonly mentioned when describing the functionality of the
thermostat and camera in Q8: “It can sense when you are returning and turn itself

bTt is interesting to note that some of these categories partially correspond to attributes
used in European Parliament discussions about smart robots [332], and practitioner definitions
of smart home devices [183].
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Table 4.3: Demographics of interview participants

P# Genderld. Age ‘ P# Genderld. Age

P01 F 18-24 | P09 M 25-34
P02 M 35-44 | P10 M 25-34
P03 M 25-44 | P11 M 45-54
P04 M 18-24 | P12 F 35-44
P05 F 35-44 | P13 M 25-34
P06 F 35-44 | P14 F 25-34
PO7 M 55-64 | P15 M 18-24
P08 M 25-34

on” [thermostat10]. Responding to stimuli came across from responses about
cameras, but was also mentioned frequently in the context of smart speakers
("It responds well and is able to complete many different tasks” [speaker12]).

Delegation was a common theme with smart speakers and thermostats, with
users mentioning being able to create reminders and purchase products
through the device, as well as thermostats being better at controlling the
heating than they were. Learning was a popular response to Q23, with sug-
gestions about learning preferred TV programs, learning about people in the
house, and even becoming more human-like.

Interviews: Connections Between Types of Smartness and Ethical
Concerns

A total of 15 participants were interviewed, ranging from those who had only
used others’” smart home devices (P15) to those who had all 6 example devices

and more (P09). The gender identities and ages of the participants are shown
in Table 4.3]

Delegation

Among the kinds of tasks and activities for which delegation was seen as most
welcome—that is, for which participants expressed the fewest reservations—
were those that could be described as “monitoring activities”. Delegation in
this case was seen as an opportunity to ‘keep track” of things so that people
wouldn’t have to. For kitchen appliances, such activities were often safety-
related, such as smart ovens detecting or preventing fires. These activities were
also discussed for other devices specifically designed for safety or security,
such as cameras, including those which facilitated the remote monitoring of
elderly relatives. In this way, delegation was seen to enable people to continue
living independently who might otherwise need more full-blown paternalistic
help:
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I've got a friend whose mum has got early onset dementia and
she’s got [...] sensors in the door. So one day, her mum went to
bed and her phone pinged at 11 o’clock saying did you know your
mum’s left her door open, which is brilliant because she can get
her next door neighbour to go and shut it. [P02]

The more automated things are then the more it could be useful
for people who don’t have a capacity to understand time. [P12]

Delegating monitoring activities was seen as a means of enabling people to
live more efficiently—by simply making it possible for those who didn’t have
the time or effort to pay attention to their energy usage:

[A smart thermostat] could be very useful because I know some
people they just don’t care—they just set 20° every day, they waste
so much money and energy without even realising. [P05]

For other contexts, however, participants expressed reservations toward dele-
gation. For some this was down to a puritanical notion that delegation could
encourage laziness: “if everything gets done for you [...] you don’t really make any
effort. I think I like some effort” [PO5]. More commonly, participants expressed
hesitation regarding delegated tasks that had potential value-laden conse-
quences in the real world. In such cases, there was a concern that devices
might make bad choices resulting in loss: “it could be a surprise if you find
loads of rotting food sitting at your doorstep” [P07]. Communicating or mes-
saging others was also seen to be complex and fraught with risks: “it’s a bit
weird that something has so much power as calling someone or sending a message to
someone—"[P05]. However, when the parameters for these these actions were
well-specifiable and the mechanisms were perceived as reliable, people were
less concerned:

I would find it very useful if tasks that are pretty simple to under-
stand can be [delegated], because then I know these things are on
autopilot, almost like a direct debit, so I know it’s being dealt with
[...] in an OK way. [P11]

Learning

On the one hand, participants were happy, even expectant, that devices learn
in certain contexts. These usually related to: direct learning—comprising
learning by example (such as how to heat a house based on daily adjustments);
via explicit instruction (such as mood lighting); or in cases of reminders and
recommendation (e.g. “you’d want your TV to learn what you like to watch”
[P02]).
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But participants expressed being less comfortable when the learning related
to information that they had not intentionally given the device, or was about
things that were distinctly personal, such as a person’s thoughts, activities, or
preferences: “I have reservations about technology learning how we think and how
we act”. [P02]

Some felt that learning preferences was akin to passing judgement (“I wouldn't
want my fridge to judge what I was eating” [P13]), while some participants made
a distinction between learning from the individual’s own data in isolation as
opposed to with data from others:

The huge power of smart devices is that they don’t just learn from
me, but they learn from millions of people—that’s a bit freaky.
[P07]

Participants expressed further reservations for devices learning things they
initially did not expect the device was capable of, and discovering things
learnt caused their perceptions about it to change from positive to creepy
or invasive. In many cases, this was because participants saw this kind of
extended learning going too far: “it’s like it'’s got a mind of its own, that weirds
me out” [PO1].

As with delegation, the ability for devices to learn was often contrasted against
ideals of control, but also of transparency, with participant’s lack of under-
standing about how and what devices were learning leading them to cease
feeling in control of them: “You might not want it to be learning. You might want
to be in more control of it” [PO4].

In the context of delegated responsibilities, learning was also seen as problem-
atic because it could impinge on a person’s autonomy-the ability to change
and control one’s shopping for instance. It was also seen that getting the
system to anticipate such changes would in some sense cross the line:

Just because you bought it last weekend doesn’t mean you want to
buy it this week, you might change [what you want to eat]. Either
it’s going to order things that are not right, or it’s going to know
far more about me than you would like it to. [P07]

Connectedness

Devices being connected and remote controllable was described as being core
to their smartness (in the words of P13, “that’s part of what they are”), and
often one of the key features that drove people to purchase and use them. In
addition to being necessary for the delivery of new features, participants also
saw it as required for updating devices and any apps that ran on them.
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Participants clearly understood that being able to connect out would also mean
that others might be able to connect in, making connectedness an obvious
locus for concerns about privacy, with all participants describing fears about
data being stolen or hackers compromising and controlling devices such as
cameras. Often, when asked which functionality cards they would remove to
alleviate these concerns, participants would start by touching the connected
card before pausing as they realised that doing so would remove a key part of
what made the device desirable:

So if we remove the internet connection it’s fine. But then, that’s
the smartness right, that’s the smartness gone. [P11]

In this way, connectedness was seen as an all or nothing concept—a question
of how much data to send to remote parties, rather than how many remote
parties to send data to—where removing it would cause devices to cease
being smart. Thus the more connected a device was seen to be (i.e. the more
data participants believed it was sending over the internet), the greater their
concerns about it were. But in other cases, participants suggested that devices
might be able to communicate only within the home, forgoing the ability to
operate them remotely in order to alleviate concerns stemming from it being
connected to the internet:

The camera, I think that if it wasn’t connected to the internet that it
would be good [...] because traditionally people had closed circuit
televisions—that was the point of it, that it’s closed circuit and no
one else can get in. [P02]

Voice Control

Participants’ concerns over voice control manifested primarily as issues around
privacy, in particular perceptions of such devices as always listening and at-
tending to what was spoken. This was perceived as unsettling, not only
because eavesdropping was human-like behaviour they were not accustomed
to devices having, but simply by creating a constant feeling of presence:

Because Alexa is something that you talk to, it feels like it occupies
a room [...] it’s not the fact of having the microphone, it’s the fact
of having the entity that speaks back to you. [P13]

Voice control was also seen as problematic due to a lack of awareness about
what exactly what such devices were doing or capable of doing. Such ‘fear of
the unknown’ resulted in some assuming that the extent of the data collection

75



Re-Thinking Smartness

via voice control outstripped their understanding: “You don't know what else
it’s recording ... they get some useful marketing information, much more than you're
even aware of really” [P07].

Voice control was discussed most positively in the vulnerable users scenario, in
terms of the value it brought to individuals with special needs. For instance
P01’s autistic cousin who had too many questions for his mother to cope with,
whereas “if he’s asking a machine, it will just keep answering his questions.” [PO1].
Similarly, participants reflected that their own concerns about voice assistants
might be offset by their utility if they became less able: “Forty years from now, I
might have difficulty doing things and appreciate something voice controlled [...] but
right now I don’t” [P06].

Sensing & Responsiveness

Participants often discussed sensing and responsiveness in conjunction; for the
purposes of the results, we therefore report both here. Sensing capabilities
were seen as a risk if they might inadvertently compromise the privacy of oth-
ers in their environments, including their own family members—“I wouldn't
really want to know what my wife was up to” [P02]—and that doing so could
undermine relationships, demonstrating “a lack of trust between the parents and
the children [...] you've gotta have that kind of trust, otherwise they re not going to
respect you.” [P02].

Privacy risks associated with sensing seemed to be strongly related to their de-
gree of fidelity, or at least the extent to which information about people could
be unambiguously determined. On one hand, sensors with inherently limited
capabilities such as motion detectors and occupancy sensors, often associated
with smart lighting or thermostats, gave rise to the fewest concerns. At the
other extreme were sensors with sophisticated inference capabilities, such as
smart security cameras with the potential of facial recognition capacities; P07
argued that while it would be acceptable for the smart camera to sense the
presence of a person, “if it can sense who it is, that would be a bit freaky” [P07].

Remote Control

The convenience of being able to control smart devices remotely was seen as a
key benefit of their smartness, especially for home thermostats, lighting and
security cameras. But it was also seen as an opportunity for mischief:

Sometimes on holidays, my boyfriend stays home and I connect to
the camera. I say “Hello!” and I scare him. [P05]

Others described using remote control to subvert traditional means of moni-
toring by family members (particularly in the context of V1), for instance P01
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imagined remotely switching off her home lights to deceive her parents into
thinking she had already arrived home whilst still out at night.

But this was often accompanied by the realisation that if they could control the
device, then perhaps others could too: “with remote control it's not always a given
that you're the person who'’s in control” [P02]. In addition to harmless mischief,
remote control might tempt landlords or overbearing family to interfere in
users’ lives against their wishes (V4).

Apps

App stores were often seen as enabling third party developers to unlock the
promised potential behind smart devices, since “they have many many more
ideas about what can be done with a device than the company that makes the device”
[P11].

While this was seen as essential—"ecosystems like that must exist” [P13]—the
introduction of third parties via app stores was identified as a potential source
of concern, by opening up the surveillance capabilities of devices to actors
beyond the manufacturer. Some participants worried that this additional
functionality might itself enable other types of privacy violations, for instance
if a “rogue app that you could install [on Amazon Echo] to listen and take the
microphone and store what’s being said.” [P11]. For these reasons, some suggested
removing the app store to ameliorate privacy concerns: “the app store, if you
get rid of that, then big companies won't be able to track all of your habits” [P04].

Moreover, in response to the revenue maximisation scenario, participants de-
scribed a conflict of interest on the part of manufacturers, who would be
incentivised to compromise the user experience in an attempt to make money,
“encouraging people to buy more things on the apps store” [P12].

4.4 Discussion

The previous section identified ethical concerns associated with key forms of
‘smartness’ across different devices through vignettes that grounded their use
in particular contexts (summarised in Table[4.4). It showed how the ethical
concerns of participants around smartness were often centred around the
control of knowledge, either for themselves or their devices, and how all
behaviours became increasingly uncomfortable as they drifted towards those
characterised as human. Another key dimension to smartness was that being
‘smart” represented devices (and by extension their users) being a part of
something bigger, for better or worse. Here we delve into discussion of the
ethical concerns themselves, examining the extent to which they persist, vary,
and operate among the constituent forms of ‘smartness’” and contexts, and
how they relate to previous conceptualisations from the literature.
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Table 4.4: Connection between types of smartness and ethical concerns

Smartness Ethical Concern

Delegation Autonomy, Transparency, Uncanny Behaviour,
Conflicts of Interest

Learning Privacy, Transparency, Uncanny Behaviour

Connectedness Privacy

Voice Control Privacy, Autonomy, Uncanny Behaviour, Con-
flicts of Interest

Remote Control Privacy, Autonomy, Social Order

Sensing & Responding Privacy, Autonomy, Transparency, Social Order
Apps Privacy

Privacy

Privacy was the most prevalent ethical concern, appearing across all types of
smartness except delegation. This is rather unsurprising; previous research
into smart devices in a variety of contexts has almost invariably brought up
privacy (of the 35 papers used to design the vignettes, all mentioned privacy
in some form). However, the manner in which privacy arose, the kind(s)
of privacy referred to, and the meaning(s) attached to them subtly differed
between the different types of smartness.

While connectedness had clear privacy implications associated with the possi-
bility of unwanted data exposure, voice control raised privacy issues at a more
phenomenological level; it was not necessarily just the fact that Alexa could
facilitate privacy-violating data flows, but that having a device listening out
for spoken commands induced the feeling of being watched by an “invisible
person” in the room (P14). Through distinctions like this, we can see how dif-
ferent dimensions of smartness may impinge upon privacy at different levels,
from facts about whether or not certain data is flowing, to phenomenology (how
it feels), to preferences or norms [268].

In articulating how app stores and remote control might threaten privacy, ref-
erences were made to the ways in which social contexts may dictate the ap-
propriateness of certain information flows and incursions into private spaces
[261]. P05 felt using the remote control on her home webcam to surprise her
boyfriend while he was home alone was acceptable within the contextual
norms of their relationship, but agreed it would be a violation for a landlord
to do the same to a tenant. In a different way, as P04 cautioned, app stores
open up the possibility of data sharing relationships with unknown third
party actors beyond the manufacturer; like with smartphone app ecosystems,
these third parties may come to be seen as social actors potentially violating
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contextual integrity through opaque leakage of personal information [337,
336].

Autonomy & Control

As outlined in the results, delegation, voice control, and sensing/responding
gave rise to discussions pertaining to autonomy, understood as the ability to
make one’s own choices without external influence, or ‘self-governance’ [70].
For instance, P07’s feeling that delegating tasks to Alexa might restrict his
freedom to choose what to eat for dinner or watch on TV, or P05’s puritan-
ical concern that too much delegation would eliminate meaningful effort.
However, the effects of devices on autonomy were not always understood
to be undermining. In some circumstances, as P12 remarked, the ability to
delegate to a device or rely on its capacity to sense and respond, could support
autonomy by enabling people to continue living independently.

This apparent contradiction—that features like delegation can both undermine
and support autonomy—might be explained by reference to subtly different
notions of autonomy they appeal to. P07’s objection to having his meal choices
decided for him reflects autonomy as ‘negative liberty’, or freedom from in-
terference, while P12’s example that delegation could support cognitively
impaired people to live independently might reflect ‘positive liberty’, under-
stood as the ability to take control of one’s own life [33].

Participants also suffered from a lack of options when exercising control over
how they used smart home devices. While the main ways that participants
talked about resolving tensions around device functionality appeared to mir-
ror exaggerated smartphone tropes of (dis)integration [151], for the devices
considered in the study these categories really were total, reflecting the all
or nothing aspect of device functionality; participants (often implicitly) saw
their options as being to ‘give in’, integrate the device, and accept all of the
device’s features (desirable and undesirable), or to dis-integrate, discard the
device, and benefit from none of them.

Transparency and Accountability

Similarly to [259], the issues around transparency and accountability that par-
ticipants described in the interviews ranged from simple problems of visibility
(e.g. what a device was sensing or recording), to more complex questions
about why a device might take a particular action (e.g. as a result of learning,
or suspected conflicts of interest between the user and the manufacturer).

Voice control and connectivity offered clear examples of the former, with
participants frequently expressing confusion over when speakers were record-
ing, or what information they stored about interactions. This echoed prior
findings around devices poorly conveying the limits of data collection [224,
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236|], and the problems of poor mental models about smart devices [365].
A more detailed analysis showed that users often had good mental models
about what devices were capable of capturing but little knowledge of what
they were actually capturing (e.g. The Echo could record everything, but is it?),
and it was from this that transparency concerns arose, rather than a lack of
understanding about capability.

Of the more complex questions, while participants did not expect to under-
stand the learning process, the repeated contrasting of learning with control
did suggest that the lack of affordances about learning prevented them from
building good mental models, giving rise to the feeling of no longer being in
control. For P02, who questioned the appearance of adverts after a conversa-
tion in the vicinity of a voice assistant, a simple concern about transparency
was elevated to a more complex concern about the lengths manufacturers
were willing to go to in order to turn a profit. In some cases, it appeared
that users had attempted to deal with these transparency problems by being
much more sceptical about devices and manufacturers. Examples included
P07’s suggestion that companies are collecting ‘far more than you know” and
P04’s belief that companies would automatically be tracking users, a type of
dejected acceptance previously seen in this context [304].

Conflicts of Interest

Some types of smartness were connected to potential commercial conflicts of
interest that devalued devices’ perceived usefulness. Some of these featured
quite familiar and prosaic forms of influence, such as adverts on their fridge
LCD display, or a standby screen on the TV: “It would be [...] akin to putting
up a corporate poster in your kitchen.” [P02]. More complex conflicts of interest
arose in relation to voice assistants. The fact that they made it easier for
users to purchase from one vendor than others was seen by some as going
directly against their will, and reduced the usefulness of the device. This is a
typical example of what economists term the agency problem [147], a common
theme in the literature around smart meters and smart energy grids [75, 143,
293|]. Along these lines, P11 made an analogy to how customers of his car
maintenance business would normally go to their preferred mechanic rather
than other options that were cheaper or otherwise more convenient, and other
participants also saw the potential for becoming trapped in an ecosystem.

There was also an alternative interpretation, which framed this concern in the
context of competition. Participants suggested that offering reduced options
when delegating was acceptable, so long as the provider of a device did not
abuse their dominant position in the market: “A lot depends on if it’s the same
company that sells you the device, is also the same company that’s providing services
behind the device” [P07]. This was mirrored in a more general concern that once
users had purchased one device, manufacturers would use their foothold in

80



Re-Thinking Smartness

the home to sell users other devices. Examples included voice assistants for
other rooms, or additional thermostats that would only work with the system
the user had originally purchased. In these cases, participants worried about
their ability to purchase whichever device they liked in the future would be
curtailed by devices being inoperable with each other.

Social Order

As in many previous studies of multi-user device interaction in smart homes
(e.g. [237, 1283| 365]), a prominent set of concerns pertained to devices dis-
rupting or otherwise failing to respect the natural social order(s) of the home.
Much as in Zeng et al.’s study [365], one major class of these concerns dealt
with power and control—both within/among inhabitants, as well as relating
to actors external to such spaces. In particular, there was a discussion of the po-
tential hazards of the privileges that owners as administrators of smart devices
(including landlords) might have over inhabitant-users. This was particularly
the case where devices conferred asymmetric power or information access
and remote control to owners, including sensing/listening capabilities.

From the perspective of the owner with such privileges, respecting the “politics
of control’ meant devising ways to negotiate or self-regulate the use of devices
to prevent accidental breaches of the trust, as in [283]. In doing so, participants
discussed having to take deliberate action to avoid spying on, or otherwise
violating the expectations that family members or those subject to surveillance
had about them. In some cases, such efforts were made difficult or impossible
by devices not adequately supporting appropriate access restrictions, such as
smart TVs failing to differentiate among multiple owners, or smart speakers
like Alexa keeping unified audit logs of all users” interactions.

A special class were caring relationships, discussed through our vignettes fo-
cused on parents and their children (V1), as well as with elderly relatives (V3).
In such relationships, concerns centred around achieving a balance between
devices enhancing the safety of the cared for, and risks of undermining their
autonomy and privacy in the process. In the parents and teenagers scenario,
it was widely agreed among participants that potential harms arising from
the use of such devices included them being used in ways that were overly
controlling of their children, as P02 described.

This was in contrast to responses to the elderly relatives vignette, in which par-
ticipants were most willing to use the various kinds of smartness to support
relatives in re-gaining self-sufficiency. Here, potential ethical concerns regard-
ing relatives” autonomy were seen to be outweighed by the advantages these
devices afforded. These two vignettes also highlighted the differences in per-
spective between our participants, and how trying to adopt a one-size-fits-all
approach to smartness-related ethical concerns might lead to the marginalisa-
tion of certain voices. Whereas the other vignettes saw more focused themes
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emerge, with participants drawing on shared cultural backgrounds and public
discourse, social order concerns were far more likely to be related to highly
personal experiences, creating a diverse patchwork of justifications informing
what was deemed acceptable.

The Uncanny Valley of Social Smart Things

On the one hand, participants referred to some devices as if they were social
entities [256], as observed in several prior studies [237, 288|]. Examples of
this include P04 worrying about being bossy to Alexa, or P14 describing it
as an invisible person in the room. But on the other hand, tasks such as
learning and delegation were described as unsettling because they were too
human, making a device appear to have a mind of its own. In this way, devices
sometimes fell into an uncanny valley, where they were perceived as social
enough to trigger social behaviours in users, but still machine-like enough
to create dissonance [248]. These uncanny valley responses also relate to the
purification behaviours described in [204], where the blurring of human and
machine causes users to alter their internal categories to eliminate overlaps or
grey areas.

Because these sentiments were linked to normative values about the roles that
machines should or should not have in people’s lives, it is possible that these
reactions will diminish over time, as P02 chillingly remarked with advertising
on the door of the smart fridge: “maybe it's just something that we need to get used
to. Something that society will just grow to accept”. The way that voice control
was described as lazy mirrors the way in which many other technologies that
are now integrated with everyday life began as curiosities; social use of the
telephone was originally characterised as ‘frivolous and unnecessary’ [272].

Limitations

While it did not prevent major issues and themes arising in the interviews,
the exploratory nature of the study meant our participants constituted a
relatively small set of independent adults. This narrower set of views risks
erasing accounts of smartness from marginalised groups, as evidenced by the
willingness of participants to justify the use of smart devices for older adults
with little consideration for their concerns. Additionally, while we attempted
to mitigate this with vignettes that were applicable to a wide span of social
situations and lifestyles, there are countless devices and use cases beyond
those of which our participants had experienced.

4.5 Conclusion

The rise of ‘smartness’ as a buzzword used to describe devices for the home
comes from a rich tapestry of influences. From the promises of science fiction
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stretching back decades, to crafted marketing messages that pitch devices
as the perfect solution to problems (both real and manufactured), as well
as serving different ideological visions of the home and technology’s place
within it. Investigations of particular devices in specific contexts of use can
provide rich insights into particular user’s idiosyncratic concerns in situ, and
abstract discourse may help ground those concerns in light of longstanding
principles. But both approaches are either too specific or too generic; neither
enables reflection on how different dimensions encapsulated by the ‘smart’
moniker relate to ethical concerns across devices and contexts.

The analysis presented in this chapter, exploring the design space of ‘smart-
ness” with a mid-level approach, represents the building blocks on which
subsequent chapters of this thesis will build. The formulations of smartness
given by the study participants help cut through the nebulous use of ‘smart’
both in the marketing of these devices and in academic research and contex-
tualise it with respect to their relationships as partners, parents, and carers,
as well as in relation to their own particular lived experiences. While un-
derstandings of smartness are unlikely to have neat boundaries (especially
as the concept shifts across cultures and time), by outlining some of these
rough edges and concerns we provide a starting point for designers to better
anticipate how other devices and contexts might influence ethical concerns
about their own (e.g. how general concerns over automation might interact
with specific concerns about the deice itself). In this way, unpacking smartness
allows for its subsequent repacking in order to help “manage the potential
‘attack surface’ of the digital on everyday life” [78], supporting designers in
designing for the values of their users. The next chapter builds on this begin-
ning, focusing on how we might empower people to ‘re-pack’ the smartness
in their own devices to better serve their own preferences and needs.

Also of interest were the ways that participants traded off the benefits and
drawbacks of using devices that mediated or otherwise supported their rela-
tionships with others. There was much more hesitance towards using sensing
devices around children than older adults, and mixed opinions on the use
of such technology in relationships between adults in the same household.
That the design of smart devices enables this behaviour is interesting given
the previously referenced observation by Taylor et al. We will build on the
understanding of allocation and balancing of care and tenderness through
technology developed here in Chapter 7, with the goal of re-examining the
results presented in this chapter in the context of philosophical thinking on
respect and the design of smart devices.
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Chapter 5

Connected Home Privacy and
the Development of Privacy
Preferences

“And I think the feeling of computer literacy among the populous is
the thing that, for me at least, gives me the most comfort—that that
centralised intelligence [won't] have the least effect on our lives without
us knowing it.”

— Steve Jobs, 1981 ABC News interview
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5.1 Motivation

A major concern that surfaced in the previous chapter concerned the trans-
parency of connected devices in the home. Connectivity was a unifying aspect
of smartness as identified by the participants, but also a unifying concern
across devices. Being connected meant that devices could be sending any and
all information given to or collected by them over the internet, but were they?
These concerns were combined with scepticism over the interests that devices
were acting in, where a device’s manufacturer might collect data related to
their users not to improve the device’s functionality, but rather to increase
their own profits.

In some cases, as with P14, participants described the uncanny and unsettling
feelings created by devices that were always listening. Although the ultimate
consequences of intrusion by connected devices into the private spaces of
the home have yet to be fully understood, researchers and journalists have
documented the ways that devices are seen as creepy [124], or make users
feel constantly monitored or spied upon [84, 315]. Recent scandals involving
products revealed to have hidden sensors not disclosed to end-users, including
microphones in smart mattresses [309] and home hubs [126], have further
heightened anxieties around digital devices in the home. Such incidents
have caused end-users, consumer rights advocates, and privacy and security
researchers to press for restrictions on data collection, and the establishment
of mandatory software quality, security standards, and duties of care [168].

Chapter 2| highlighted three key reasons why addressing privacy in the home
is challenging. End-users generally lack an awareness of how their devices
collect data about them, including the kinds of data collected, and the ways
such data are disclosed and used by various first- and third-party entities [133,
336]. Second, even when such data uses are made apparent, individuals lack
both breadth and depth of knowledge necessary to form informed preferences
about such disclosures. Such knowledge includes both a broad, contextual
understanding of data sharing norms, uses, and data protection requirements,
on one hand, and specific, detailed knowledge on the other, such as of disclo-
sure risks, or the reputations, business models, and security practices of the
companies handling their data [104, 367]. Finally, even when such preferences

A version of this chapter has previously been published as: “William Seymour, Martin J.
Kraemer, Reuben Binns, and Max Van Kleek. 2020. Informing the Design of Privacy-Empowering
Tools for the Connected Home. In Proceedings of the 2020 CHI Conference on Human Factors in
Computing Systems (CHI "20). Association for Computing Machinery, New York, NY, USA.
DOI: https://doi.org/10.1145/3313831.3376264"
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have been formed, users rarely have the ability to take meaningful action to
improve their privacy, due to a lack of options or effective means of exerting
control [320]. When combined, these factors suggest that residents of today’s
connected homes may be stuck in a negative cycle of dis-empowerment when
faced with the challenge of managing their privacy.

Motivated by these interrelated problems, this chapter presents the results of
a 6-week deployment of a technology probe, a functional prototype sent “to find
out about the unknown [...] to hopefully return with interesting data” [161].
The unknown, in this case, was the design space of privacy-empowering tech-
nologies for the connected home—future privacy tools that might go beyond
static privacy options or labels to support dynamic situational awareness of
their informational exposure, and to help end-users build up a rich, concep-
tual understanding of connected privacy and risks over time. We wanted to
explore how such tools might provide targeted, contextualised information re-
lating to their particular situations to maximise relevance, and also to provide
the means of taking immediate action, thereby helping users cross both their
privacy gulfs of evaluation (i.e., understanding their current situation), and
execution (i.e., taking meaningful action) [264]. Technology probes have been
seen as ideal for such initial investigations as they constitute “simple, flexible
technologies with three goals: the social science goal of collecting in-context
information about the use and the users, the engineering goal of testing the
technology, and the design goal of inspiring users and researchers to envision
future technologies.” [266].

Through our technology probe, Aretha, we sought to jointly explore social sci-
ence questions relating to privacy risks and preference formation, engineering
questions relating to the feasibility of deriving understandable models of data
disclosure from network traffic flows, and, finally, design questions pertain-
ing to the capability and interaction design spaces of privacy-empowering
technologies. In doing so we answer the following research questions:

RQ2a How can privacy-implicated activities of devices be made legible to
users?

RQ2b How can we help users interpret and form preferences about data dis-
closures by their devices?

RQ2c How can we provide privacy controls that enable users to take action
about disclosures by their devices?

5.2 Designing the Technology Probe

The background literature discussed in Chapter 2| provides a challenging set
of social science, engineering, and design considerations relating to privacy-
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empowering technologies in the connected home. These drove us to formulate
the following key design goals for such technologies, and in turn, our technol-
ogy probe:

DG1 (Legibility) To make the privacy-implicated activities of devices legible
to their users, in the forms of both real-time and historical records of all
information flows and their destinations.

DG2 (Interpretability) - To help users interpret and form preferences about data
disclosure activities by providing them with a rich conceptual under-
standing in the technology and business models operating behind their
connected devices, including disclosure norms, risks, and purposes.

DG3 (Actionable Choices) - To provide in-situ privacy controls that enable
users to directly take meaningful action on information flows to reduce
exposure.

We began the process of designing our probe by referring to the existing
analysis tools examined in the background material (see Table 2.I). Three
broad categories emerged: fingerprinting devices based on the network traffic
they produce [35, 239]; behaviour classification using machine learning [3,
267, 326| 366|; and those taking a more holistic approaches rather than a
device-specific analysis [92, 337].

While the latter two projects come the closest to the subject of this work, they
only address DG1 (Legibility), stopping short of providing educational material
to increase users’ understanding, or providing actionable controls in-situ for
reducing exposure. This indicates an unexplored design space for privacy-
empowering tools that provide real-time legibility, support users to interpret
their privacy exposure through better understanding of the technology and
business models, and provide active controls. This design space was explored
more thoroughly through the design of the Aretha technology probe. Source
code for the probe software is freely available under an open source licens

DGT1: Legibility

Given the lack of transparency around how connected devices in the home
collect and disseminate data, we felt that a crucial first step was to provide
them with a view of the ground truth about how their devices disclosed data.
Aretha was connected to the home router and acted as a WiFi hotspot, cap-
turing packet headers of traffic passing through it (this reduced the amount
of collected data and avoided the challenges of inspecting encrypted pay-
loads [290]). A third party service was used to obtain information about the

Thttps://github.com/0xfordHCC/Aretha
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Figure 5.2: Aggregate visualisations used in the probe interface.

owner, location, and threat status of external destinations. Unlike IoT Inspec-
tor [155], Aretha included data from other connected devices in the home (e.g.
smartphones and tablets) alongside IoT devices.

The interface was based on that of X-ray Refine [337], which had been usability-
tested in previous lab studies. We adapted this to present information cap-
tured from the network both on a timeline, showing the ebb and flow of
data throughout the day, and as an aggregated overview showing the total
information exposure of the household (see Figure 1).
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DG2: Interpretability

Previous studies have established that end-users often lacked the depth of
understanding of networked privacy necessary to take views on risks and
preventative actions [177, 357]]. Thus, we felt that in order for end-users to
be able to interpret and effectively evaluate device disclosure behaviours,
Aretha should provide supporting educational and informational material
of at least two kinds: essential foundational knowledge about networked
privacy concepts and risks, and background information about the specific
companies handling their data. To address the first, a short educational
curriculum inspired by FoxIT [133] was assembled from content from the BBC,
the UK Information Commissioner, and various other sources, with the aim of
providing a broad overview of networked privacy, including Internet basics,
how and why devices sent data, and information about data breaches, data
protection, and kinds of privacy risks. To provide grounding for essential
abstract concepts, concrete examples were constructed, when possible, from
users” own home disclosure profiles. Such examples included illustrations of
which devices within their homes sent encrypted versus unencrypted data,
and for what purposes these data were being disclosed. Three iterations of
the curriculum were piloted via online surveys (total 14 UK residents aged
18 or over), which let us evaluate the inclusion and presentation of different
types of information.

DG3: Actionable Choices

The third goal was to enable users to exercise control by being able to take
privacy remediation actions directly within the Aretha display. Towards this
end, we faced the challenge of choosing or designing an appropriate method
of control; we sought a simple, yet effective method that could serve as a
basis for more sophisticated approaches. Since the concept of a firewall was
likely to already be familiar and was easily explainable, this seemed a best
initial fit. Unlike firewalls for use by experts (which often work at the level
of IP or MAC addresses) we designed Aretha’s firewall to be user friendly
by using device and organisation names in directives (e.g. ‘block all traffic
between jSam’s iPhone; and jFacebook, Inc;”). To make such directives easy
to specify, a simple drop-down-based graphical interface was created that
directly embedded the ability to create directives into Aretha’s visualisations.

Pilot Field Test

To identify usability problems and improve the design of our probe prior to
our study, we deployed our initial version within a smart home exhibit at a
major building research centre in the UKH Seventeen members of the public

2The prototype did not contain the firewall tool.
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P# Age GenderId. Education

P1 25-34 M Postgraduate Degree
P2 35-44 M A-Level
P3  45-54 F Bachelor’s Degree

P# Self-Reported Connected Devices in the Home

P1 Laptop, Phone, Tablet, Watch

P2 Laptop, Phone, Alexa, TV, Camera, IR, Light, Socket
P3 Laptop, Phone, Alexa, TV

Table 5.1: Demographic information for the study participants (top) and
the types of connected devices they reported owning (bottom). Italics show
devices users reported intending to connect to the probe and bold those
actually connected according to network traces.

were invited to spend time with the prototype system in the fully-equipped
smart home test bed, connecting their mobile phones and viewing the data
destination visualisations on-screen. Feedback from the pilot was essential in
optimising screen layouts to prioritise the visualisations participants found
most useful and improving reliability by identifying software and hardware
bugs.

5.3 Methodology

We designed the main study to consist of a six-week technology probe de-
ployment with three families. As the goals of this study were exploratory,
we aimed for a longer-term deployment with a smaller, carefully selected set
of households. We felt a six week duration would allow sufficient time for
participants to acclimatise to having the probe in the home, and for use of the
probe to integrate with household rhythms and routines. It was also seen as
sufficient time for participants to be exposed to and internalise the educational
curriculum which was delivered during the second phase of the study, as
well as for members of the household (other than the primary participant)
to interact with the probe. All materials from the deployment study can be
found at https://osf.io/6j8hc. The home deployment was approved by
our University’s IRB, and participants received £200 in shopping vouchers for
taking part in the study.

Participant Recruitment and Selection

Recruitment was done through a two-step process. First, we recruited an
initial pool of interested participants using the Call for Participants platform,
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reaching out to several smart home hobbyist communities online, and through
a mailing list of participants from previous smart home research studies.
Interested participants were invited to complete an initial survey with the
connected devices they owned, who they shared their living space with,
and the geographic area where they lived. Second, we drew on this pool of
interested candidates to select three households that represented a variety
of technical expertise, family structures, and location of physical residence.
Written consent was collected from the main participant in each household,
who was required to explain the study to cohabitants and obtain oral consent
(we provided written material to help with this). Demographic information
on participants is given in Table

Study Phases and Structure

At the start of the study, the same researcher visited each household for
installation of the probe. The hardware of the probe consisted of an Intel NUC
running the Aretha software, an HD display, and a standard keyboard and
mouse. The NUC was connected to the participant’s broadband router via
Ethernet, and was configured to act as a WiFi hotspot to which participants
were asked to connect their home devices in lieu of their regular WiFi access
point. The interface was always on and continuously visible on the provided
display, with users able to toggle between the two screens shown in Figures

and

Before installation of the equipment, participants were interviewed at home
for approximately 30 minutes. This semi-structured entry interview was de-
signed to capture participants’ relationships with their connected devices,
including questions on their conception of what privacy meant to them, what
data they thought their devices shared with whom, and the extent to which
they felt in control of their data online. While participants were encouraged to
connect as many of their devices as possible to the probe, the initial briefing
made it clear that this was not obligatory and that they could redact infor-
mation collected by Aretha at any time. Additionally, some smart devices
required an Ethernet connection and thus could not be connected to the probe.

The deployment was split into three stages lasting two weeks each, with
participants instructed to interact with the software approximately every
other day (see Figure 5.3). In the first stage Aretha functioned only as a
passive display, encouraging participants to experiment with it to learn more
about their devices and to familiarise them with the research software. The
second stage added the delivery of the educational curriculum. The final stage
of the deployment gave users the ability to use Aretha to block their devices
from communicating with companies of their choosing. Participants were
contacted at least once during the study to capture feedback and reactions
that might have otherwise been forgotten by the end of the six weeks.
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Call for Participants

1

- Participant Selection

Week 0
+ Entry Interview
Start Stage 1

Week 2
- Check-in Interview
Start Stage 2

1

Week 4
- Check-in Interview
Start Stage 3

1

Week 6
L Exit Interview
Equipment Collection

Figure 5.3: Structure of the home deployment
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Exit interviews were conducted at the conclusion of the study and lasted
approximately 40 minutes. Questions included what participants and their
cohabitants reactions to the probe were, whether the participants had con-
sciously changed their usage of any devices as a result of the probe, and what
they had found most surprising about the data shown by the visualisations.
Questions on perception of privacy and control from the entry interview were
repeated, with participants given copies of their earlier responses to reflect on
and revise if they wished. Participants were given the opportunity to review
and redact information recorded by the software, and device MAC addresses
were deleted at the guidance of our IRB.

Analysis

Interviews and check-in sessions were transcribed and anonymised by the
researcher who conducted the session. Two researchers independently famil-
iarised themselves with and coded the transcripts following [47], meeting to
review and merge themes to generate the final analysis. A preliminary round
of coding was also conducted before the exit interviews to allow emergent
themes from the entry and check-in interviews to be further interrogated.
Network traces collected by Aretha were referenced during the coding pro-
cess. While these alone proved to be of limited utility in understanding how
the probe was used, they were effective in allowing us to triangulate critical
events reported by participants.

5.4 Results

All three probes operated continuously during the 6 week period except
that of P1, which experienced a network-card failure that made the system
unavailable for approximately four days during the first phase of the study
before being rectified by the participant. All probes actively recorded network
traffic (packet headers) during the study, recording 112 million packets from
19 devices to 428 unique destinations across 41 jurisdictions worldwide. On
average, the top three destinations by volume per household represented 74%
of the total traffic observed by Aretha.

Thematic Analysis of the interviews yielded five major themes: changing
conceptions of privacy—how participants’ perceptions of what privacy meant
to them changed as the study progressed; personalisation of privacy concerns—
how participants” understandings of what privacy meant to them became
more concretely related to their individual routines and practices; household
members” interest in privacy—how our participant’s cohabitants expressed in-
terest in the probe itself as well as the privacy practices of the household; and
everyday practicalities impacting adoption of the probe—how participant’s usage
of the probe (particularly the firewall) was affected by routine happenings in
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the household. In the following subsections, we briefly outline the journeys
taken by each household and describe these themes in the context of each.

Household 1

The first participant lived with his partner in their studio flat, and was tech-
nically savvy. P1 was responsible for administering the technology in the
household, but online accounts were kept separate between them. The privacy
assistant was installed in the main area of their studio apartment, where it
was visible throughout the study and used by both the participant and his
partner.

Believing that privacy was important to him, P1 had difficulty elaborating
further, mentioning tangential practices when asked about the steps he took to-
wards it (such as unsubscribing from email lists and using antivirus software).
Going into the study P1 repeatedly voiced concerns that his long term use of
the internet meant that he had passed the point of no return with regards to
controlling the dissemination of his data online:

“I've been on the internet for so long that it's just not going to happen. Obviously
now I can be more defensive and be cautious, but I just think it’s out of control now”

As new companies appeared on the visualisations, P1 developed his own
information gathering process built around the UK national company regis-
trar. Largely unconcerned about the actual data being collected, it was the
relationships between the companies shown by Aretha that were of importance:

“So the systematic things I like to do when I research about a company: how many
people are involved, what are their sponsors, what’s the share price now, how has it
changed in the past, what’s their next project, what'’s their previous project, did it
change anything, were they successful?”

During the study P1 changed his broadband supplier, and mentioned being
curious about how his choice of ISP might impact his data exposure (network
traces showed a 275% increase in avg. daily traffic to the ISP). Having the
probe display in the main area of the apartment allowed it to trigger con-
versations between P1 and his partner about their data flows. Having not
previously been a part of the administration process, his partner was able to
educate and inform herself about what their devices were doing:

“She used to open web pages and then instantly go and check the time series, to just
see that Yahoo was open, was there a change?”

In what became a theme across the participants in the study, P1 found the
firewall to be an ineffective way of controlling his data flows. This was mainly
due to a fear of it interfering with his digital activities, which were “every-
thing”, instead leading P1 to seek his own behavioural control mechanisms.
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The curriculum content about the data economy led him to reflect on the cor-
porations that were indirectly benefiting from his online activities, prompting
him to use the ethical track records, details of ownership, and shared interests
uncovered during his research to help align his purchasing choices with his
responsibilities around sustainability and ethical consumerism:

“So [the privacy assistant] is doing that by default, and all I'm needing to do from
the device is actually to spend my money where everything’s fair, everything’s fine
[...] soIdon’t want [...] one day delivery from Amazon because they’re not paying
their people fair. [...] and if I know that when I go on Amazon it’s also sending data
to X Y and Z, I'm also not going to buy from X Y and Z because that's my grudge
against the company now”

In addition to considering the management of his data that was already
online as a problem that was too big to handle, P1 expressed scepticism of
GDPR-based data rights as an effective method of controlling his exposure—if
behavioural models of him still existed just without his name, then what was
the difference? P1’s Aretha observed 218 distinct companies operating in 37
countries, highlighting the sheer amount of effort required to meaningfully
invoke his data rights. He proposed outsourcing the task to an independent
organisation that would be able to handle revocation requests en masse:

“If someone [...] comes and tells me that we’re happy to remove everything from the
internet that belongs to you and give you a new birth on the internet [...] then I
might be interested to start from scratch”

Household 2

The second participant lived with his partner and five children in a fully
equipped smart home. Many aspects of the house were automated, and
P2 was entirely responsible for keeping everything working. The privacy
assistant was installed in the living room of the house, allowing for passive
observation whilst watching TV or carrying out other leisure activities.

The setup of P2’s home was by far the most advanced of the three households,
with smart devices touching most aspects of family life. This way of living, to
which smart devices were integral, not only foregrounded the reliance of the
household on connected technology, but also highlighted how much friction
was exerted by adding privacy protecting measures to an already complicated
setup. P2 partly envisaged Aretha as a way to validate his own previous
privacy and security measures on their home network.

P2 began the study with a more developed conception of privacy, describing
it as a matter of ‘give and take’, with him combining the manufacturer’s
description of what devices were doing with “a little bit of faith” that they
would operate as specified. While P2 did keep track of the data destinations
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that appeared over the course of the study, his son was also monitoring the
display and holding devices (and P2) to account:

“My son is quite technical and is looking at the main bar graph a lot trying to see
which bits of traffic are interesting to him, like just now he asked why we’re sending
so much data to the weather service, which is a good question!”

Most surprising was both the amount of data sent to large technology firms,
outside of the EU (54% by volume), and the frequency with which data was
sent during periods of no or low active device usage. As with P1, P2 found
the delayed impact of blocking decisions interfered with the routines and
challenges presented by family life:

“Because you then have to go away and see what changes happen a little bit later on
[...] weve got the five kids running around and sometimes I was reticent to click
something in case it affected something and I wouldn’t get a chance to come back to
l't/l

This fear came true when blocking access to a specific company removed
comments on YouTube videos. He also noted how the sheer number of
destinations observed by Aretha made the firewall difficult to use: “I found
that I got a bit lost on occasion”. But unlike P1’s behavioural control mechanism,
P2 did not go on to develop their own control mechanisms in place of the
firewall. Instead, P2 mentioned having previously investigated a variety of
different options and expressed a lack of control over the family’s data flows
that did not change over the course of the study.

However, by the end of the study, P2 was able to extend his original definition
of what privacy meant to him. This centred around the purpose of products
and behaviours, particularly how companies balanced meeting user needs
against fulfilling other business purposes such as generating advertising
revenue, a balance he was adamant needed to remain in the favour of the
user. Vocabulary centred around proportionality was used to compare the
data flows shown by Aretha with his previous expectations, reflecting that to
some extent this was a symptom of the highly interconnected nature of the
modern world wide web.

In contrast to P1, P2 drew a clear distinction between information sent to
the authorities versus information collected by private companies, and high-
lighted the importance of keeping insights from devices anonymous and
aggregated rather than hyper-personalised:

“It’s not so much that they know that three thousand people have watched this par-
ticular YouTube video, it’s do they know that I have watched this YouTube video?”
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Household 3

The third participant lived with her partner and daughter. While the online
accounts associated with devices in the house were registered to P3, their
partner was responsible for administering devices. The privacy assistant was
installed in the hallway between the kitchen and living room of their house,
making it easy to glance at throughout the day.

Similarly to P1, P3 had difficulty describing what privacy meant to her be-
yond it being important, focusing on a previous bad experience where an
organisation had published her personal details without consent. Overall, P3
reported being less engaged with the privacy assistant over the course of the
study, often observing new names but being less proactive in investigating
them. She found that further research into companies listed as destinations in
Aretha was less effective at addressing her concerns. Unlike P1 and P2, P3 was
not primarily responsible for the technology in the home, instead deferring to
her partner who worked in the IT sector, and usage of the privacy assistant
between them also appeared to fall into this pattern.

Of surprise were the varied jurisdictions that data was flowing to, and the re-
lationship between action in the house and what was detected by Aretha. This
was particularly the case with brand ownership, where activities would show
on the visualisation as unexpected companies due to previously unknown
corporate structures.

Like the other participants, P3 expressed reluctance to use the firewall due to
the risk of unexpected consequences. Unsatisfactory experiences with parental
controls when her daughter was growing up factored in to her decision to not
use the firewall. The experience did, however, make her much more aware
of control mechanisms that she had subconsciously been ignoring. Suddenly
she began to notice the cookie opt-out dialogues presented to her on websites,
as well as the permission prompts on her phone:

“So I guess under normal circumstances I wouldn’t have cared, but now I'm thinking
I don’t want you to have access to my phone, I don’t want you to have access to my
contacts”

Much more important for P3 though, were the practical steps they could take
as a family. Shared discussions about the way the family used and shared
online accounts led to a moratorium on account sharing by their daughter, as
well proposing the creation of a ‘bogus’ email account that could be used to
sign up for apps and services. As a result of these steps P3 reported feeling
more in control of their data than at the beginning of the study.

P3’s conception of what privacy meant to her also evolved over the course
of the study. With some prompts for clarification, she described a purpose-
based model similar to that of P2, where data that was extracted from the
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household needed to be related to a specific purpose that benefited them (such
as processing a transaction). This included discussions around data inference,
where P3 had used the educational content from the curriculum to develop
her understanding of the ecosystem their apps and devices existed in.

5.5 Discussion

Revisiting the Design Goals - What Did We Learn?

Our technology probe aimed to empower people by providing the three kinds
of support outlined by our probe design goals. In this section, we revisit these
design goals in order to reflect on participants” experiences as they relate to
each kind of support, before examining how they interrelate.

With respect to DG1 (Legibility), there was much evidence to support the view
that, by the end of the study, households were significantly more aware of
data disclosures of their connected devices. In general, each participant had
their own expectations of what the probe would show, and subsequently
went through a process of reconciling this with the reality shown by the
visualisations. While to begin with, participants were mainly interested in who
devices were sending data to, over the course of the deployment this shifted
to what information devices were sending and why as their awareness and
curiosity grew.

Notably, participants tended to focus on the breadth of their data exposure
rather than the volume of data going to any particular destination. To an extent
this is to be expected given that novel destinations invoke more curiosity than
larger traffic magnitudes, but P2 was the only participant that mentioned the
‘disproportionate” amount of data flowing to Google and Facebook. For the
other households, the unfamiliarity of new companies represented a bigger
threat than the inference risks of larger ones, even though on average the top
three companies for each household accounted for 74% of the traffic collected
by Aretha. Participants were more familiar with these companies, and trust
certainly plays into the assessment of risk, but one might have expected more
interest in this asymmetry given that user generated privacy strategies in prior
work have included depth versus breadth of exposure as a central theme [337].

Participant experiences with respect to DG2 (Interpretability) were more varied.
On one hand, there was evidence to support the view that the educational
material supported interpretation and understanding of the network data
flows. All participants said that they believed the content in the curriculum
had made them think differently about their exposure. The participants
who reported engaging more with the curriculum (P1 and P3) also began to
incorporate the curriculum concepts and terms into their discussions about
privacy, most notably around data sharing. On the other hand, P3 delegated

98



Re-Thinking Smartness

some of the curriculum mini-lessons to her partner, who was the primary
individual responsible for managing the technology in the home. The material
was also not seen as useful by all participants; P2 felt that he was already aware
of the concepts presented and as a result engaged less with the curriculum
content.

With respect to DG3 (Actionable Controls), it was clear that the firewall control
did not meet the intended design goal, but still yielded valuable insights
into how future tools might better achieve this. Participants created very
few firewall rules to block traffic, even though these controls were made
contextually situated, easy to use, and prominent within the assistant. We
believe there were several reasons for this; a primary reason being that there
were simply too many data destinations to worry about, a majority of which
corresponded to companies unfamiliar to participants. As a result, participants
telt they had to evaluate each one individually, and this was simply too much
work. The fact that the probe failed to indicate whether it would be “safe’
to block destinations also affected firewall usage; when one of P2’s blocking
actions accidentally disabled essential functionality, they were discouraged
from using it further.

Where participants chose their own alternative methods of control, we saw
how they took the situational awareness and conceptual grounding that they
had been given through Aretha and integrated this with their existing social
practices (P1’s ethical consumerism and P3’s family discussions). Even though
P2 did not develop control mechanisms during the study, in the entry inter-
view they expressed a desire to build the probe into their existing security
practices to find vulnerabilities in their network. We see that the strength of
future tools likely depends on how well they integrate themselves into day to
day activities, rather than the raw power they provide as technical tools.

Supporting Roles in Privacy Management

During the study, the probe seemed to serve a variety of different, yet key
roles in supporting household privacy management practices. We briefly
describe three such roles in this section.

Formulating and experimenting with privacy preferences and strategies—A pri-
mary role was in supporting the grounding of privacy goals and strategies
in terms relating to specific entities, actions and relationships (bringing them
closer to the basic ontology of contextual integrity [262]). At the start of the
study, participants expressed concerns in more abstract and general terms, in-
cluding those corresponding to privacy risks. By the end of the study, however,
participants described personalised goals in terms of actors (companies/data
controllers), devices, and disclosure actions. Moreover, they were readily able
to generate ideas for strategies to achieve their goals, and translate these into
actions they could take. Finally, the visualisations facilitated experimentation
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by providing real-time feedback of the effects of their actions on their exposure,
such as accessing certain web sites or using particular apps. Such feedback
could be essential for enabling participants to test strategies by assessing the
effectiveness of individual actions they might take to achieve their goals (thus
supporting the kind of positive feedback loops between beliefs and action
noted in prior research [343]).

Increasing salience and fostering interest in other householders—A second impor-
tant role was the way that the probe brought about not just a heightened
awareness of privacy concerns—by being a salient and visible physical totem
in their living room—but a transformative one, in which privacy management
transitioned from being a solo concern anchored with the individual responsi-
ble for technology within the home, to one discussed between multiple home
stakeholders. The visibility of the probe within the home inspired conversa-
tions among household members, and the visualisations provided a common
ground for discussion of disclosures, activities, and devices.

Supporting accountability of devices, companies, and users themselves—Participants
reported on how legibility (DG1), interpretability (DG2), and control (DG3)

did and potentially could further empower them in holding devices, compa-
nies, and even each other to account. While each household in the study used

the affordances of Aretha for different purposes, the lens of accountability

allows us to see how these features are reflected in their use of the probe.

P1 felt empowered through insights and knowledge not only to express clear
preferences of not using the services of unethical companies but also stated
their preference of not having business with any partners of those compa-
nies. They identified these partners by proxy of information flows “between”
companies from the probe’s user interface. In doing so, P1 used the probe
to hold themselves accountable to their own moral standards, as well as the
companies they deemed to be operating unethically (see the Amazon example
in the results).

For P2, the probe presented a means by which they intended to hold their
devices accountable as a way to search for security vulnerabilities in their
network. However, they were discontent with the amount of data being
shared with any of the large internet corporations, asking what data was
being shared and why. They further expressed the desire to better control
these flows of data and hold these companies to account in the future.

The case was different for P3 who was less familiar with the intricacies of con-
nected devices, their data collection, and manufacturers’ processing practices;
they were not responsible for technology in the family. However, they did
engage their partner “who knew all of this already” in a conversation on the
educational content, and talked to their daughter about sharing accounts with
friends.
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These examples of reported preferences and behaviour from experiences
with Aretha resemble notions of ordinary privacy practices reported in prior
research, hinting at the potential for privacy-empowering technologies to
“[enable] people to manage their relationships within the home and with
others beyond it” [78].

Informing the Design of Future Home Privacy Tools

Reflections on the design goals for privacy-empowering tools in the home
show the interrelatedness of situational awareness and understanding; infor-
mation from visualisations and other mechanisms must be tightly interwoven
with educational content. A good example of this from the study is the contex-
tual examples provided alongside curriculum modules, providing concrete,
personalised examples of how activities in the home related to the more ab-
stract concepts being taught. The shift in questioning from who to why and
what presents an opportunity to explore this further. Visualisations and con-
trols based around behaviours rather than destinations place a focus on the
types of information that different companies have, and invite questions over
what could be done with the information that were missing from the study
responses. The design of the ‘Polly” smart kettle might serve as inspiration for
how to combine these [215].

The ways that participants used the probe to hold people and companies
accountable at a number of different levels suggests that it might be beneficial
from a research perspective to highlight this when designing controls. The
firewall in the study was concerned with companies and devices, but controls
could similarly be concerned with people, market sectors, or even entire corporate
structures (e.g. block data to companies owned by Facebook).

P2’s response to the curriculum suggests that future tools could also benefit
from tailoring content to the prior knowledge of participants in order to
maintain engagement. Additionally, when P3 delegated parts of the learning
experience, it exposed the aims of the probe as running counter to the role
of P3’s partner as the household device administrator—explicitly tailoring a
curriculum to each member of the household may offer a means of furthering
DG2 in future studies.

Rethinking Firewalling

Addressing the challenges identified with DG3, several approaches could
make firewalling actions easier and safer. One idea came directly from P1,
who suggested outsourcing some of the burden to assistants or experts. One
example might be to allow experts to pre-curate custom blacklists that could
be selectively enabled and later be overridden by users if necessary. This ‘ad
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blocker for the home” approach, which is one taken by tools such as PiHoleﬂ
seems promising and almost obvious as a useful feature in retrospect, and
should be strongly considered in future versions of Aretha.

A slightly more sophisticated approach could be providing more powerful
operators for allowing sets of destinations to be blocked en masse based on
their characteristics (or those of the data flows themselves). Based on the study,
useful characteristics would likely include company reputation, jurisdiction,
purpose of data collection, retention and disclosure properties. A ‘learning
by example” approach could interactively help people block hosts based on
a single action (e.g. “if you blocked destination X, you might want to block
similar destination Y”).

Beyond making it easier, it was clear that what was needed was better visibility
and feedback to blocking actions—i.e. a way to make the potential effects
and consequences of blocking actions clearer in advance. This stemmed from
the ability of the firewall to break the functionality of apps and devices in
ways that might not be immediately apparent. The lack of immediate cause
and effect increased the difficulty of diagnosing problems, and was further
complicated by the fact that only one household member typically had the
expertise required to fix problems related to the firewall. The ‘management
by exception” approach in which privacy and security decisions are revisited
primarily when problems arise [167] suggests an opportunity for giving people
better tools for not only debugging but revisiting and refining their blocking
decisions when things break.

Enhancing Legibility and Accountability

A key limitation we identified going into the study was the inability for the
probe to inspect and make visible the contents of traffic flows. Our findings
suggest that such a capability would nonetheless be beneficial to improving
legibility and accountability. As described above, participants were inter-
ested not just in the identities of data controllers, their business models, and
reputations, but the contents and sensitivity of what was disclosed, shown
by questions pertaining to why the data were captured, and how such data
would be later used.

As the need to harden systems against attackers motivates developers to elim-
inate the few remaining methods used by researchers to directly intercept
encrypted traffic contents, it will be increasingly challenging to reliably re-
alise such an inspection capability. Machine learning driven approaches like
HomeSnitch [267] that classify device behaviours based on network traffic
are promising, but come with several limitations, including that models need

3pi—hole .net
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to be trained on specific devices and behaviours beforehand, and may not
identify the complete contents of such flows.

Enabling end-users to gain an awareness of how data are used, retained,
and disclosed by data controllers is another challenge entirely. We intend
to explore how legal approaches, including rights given through the GDPR,
might be applied to crowd-source such information in future work.

Balancing Destinations and Accumulative Risks

Another limitation of the Aretha probe may have been in the ways it made
salient the numbers and identities of destinations, potentially shifting par-
ticipants” focus away from the large quantities of data being collected by
platforms such as Facebook, Amazon, and Google. Although these platforms
appeared prominently in every visualisation, they were often not the focus of
concern. Future privacy-empowering tools should try to seek a better balance
between emphasising destinations and the accumulative privacy risks of data
harvested by large platforms.

5.6 Limitations and Future work

In line with prior HCI technology probe work (e.g. [48,161]), we opted for the
depth of longer-term case studies with a carefully selected small sample of
families. Inherent to the nature of the method, this means that the results can
provide holistic understanding of individual appropriation of the technologies
(and a resulting design inspiration). However, such a sample is clearly not
meant to be representative of the wider population: the observed experiences
were likely influenced by selecting early adopters, who were already inter-
ested in the aims of the study. It will be interesting to contrast the temporal
trajectories and impacts Aretha (and similar technologies) might have on less
interested or technology savvy audiences. In addition, future deployments of
similar probe-like technologies could be a useful tool with which to unpack
the relationships between privacy preference formation (especially across a
range of skill and interests), and the shared use of tools by participants. Finally,
the particular instantiation of the proposed design goals within Aretha is far
from being the only ‘solution’; nor is it the best solution possible. In the spirit
of the technology probe approach, we suggest that our specific design choices
are seen only as an early exemplar for a broader class of privacy-empowering
tools, hopefully inspiring a variety of different socio-technical ensembles to
address the underlying research questions in future.
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5.7 Conclusion

Given their unique contexts, members, and skills, each of our three households
went on a different journey over the course of the study. Aretha enabled us to
probe the ways they could understand, interact with, and use their connected
devices and explore the potential for future privacy-empowering technologies
in the connected home. Not all elements of the design goals were successful
for all participants, pointing to a range of unmet needs (especially in relation
to active controls). The lack of engagement with the firewall was instructive
in its own way; while most participants found it difficult to use effectively,
due to having already observed, interpreted, and understood the underlying
behaviour of their devices they appeared better able to adapt, invent, or
imagine other protective mechanisms, tools, and strategies.

The understanding of smartness gained in the previous chapter had already
highlighted the ways that privacy is entangled in different types of smart
functionality across the ‘seven veils’ (e.g. relating to transparency and the
uncanny valley), and this allowed for the crafting of the Aretha probe in a
way that addressed gaps in the wider privacy narrative around smart devices.
We combined three techniques used independently in prior work to help
users form and realise privacy preferences around connected devices in the
home, culminating in a design which featured a combination of data flow
visualisation, data protection curriculum, and high level firewall control.
Reporting on the deployment of the probe in three households over a six week
period, we saw how the probe allowed people to hold devices, companies, and
each other to account, as well as how people can use the information provided
by this and similar software to craft their own solutions and mitigations
to personal privacy concerns. These results show promise as a means of
empowering people to take control of their digital privacy, and help to counter
narratives like that of the privacy paradox, which suggest people are not
willing or capable of taking these actions of their own volition. The results of
this chapter also add nuance to the seeming bluntness of privacy as a tool to
control the unethical behaviours of smart devices.

Continuing the exploration of related ethical concerns, the results showed that
even though focus of the probe was on privacy, participant’s management
of and engagement with data flows shown by the probe seamlessly blended
privacy concerns with related ethical concepts; participants used the probe to
hold each other to account in their roles of administering and using devices,
and sought transparency from the companies that were collecting their data.
Social dynamics dictated the nature of responses and subsequent solutions,
often leading to more effective outcomes than would have been possible with
purely technical measures.

Devices like Aretha act as trusted gatekeepers on the home network, keeping
other devices in check. While there are many intuitive signals that inform per-
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ceptions of such devices, developments in smart technology add a potentially
disruptive newcomer in the form of speech recognition and synthesis. The
next chapter explores how speech alters perceptions of devices, in ways that
go beyond the understandings of privacy and smartness experienced thus
far in the thesis. By exploring this latest frontier of smartness it rounds out
the body of research and paves the way for the discussion of respect as a lens
through which we can anticipate and deisgn for ethical concerns in the smart
devices of the future.
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Chapter 6

Engaging with Voice Assistants
as Social Actors

“There are big buckets of information that we recommend that you share
with only your friends privately. All the really sensitive stuff like your
contact information, your address, your phone number”

— Mark Zuckerberg, 2010 D8 Conference Interview
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6.1 Motivation

There is something about devices that speak and listen to us that makes them
feel different. When P13 in Chapter [f]suggested that Alexa “occupies a room”,
they specifically referred to the fact that it was waiting for a response. Prior

A version of this chapter is currently under submission as “William Seymour and Max
Van Kleek. 2020. Exploring Interactions Between Trust, Anthropomorphism, and Relationship
Development in Voice Assistants. Submitted to the Proceedings of the ACM on Human Computer
Interaction (PACM HCI). Association for Computing Machinery, New York, NY, USA.”
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work has shown how people often refer to devices and companies as if they
were people [217,337]], and events like the call for Alexa to feature a ‘please
and thank you” mode for children show how the way that people think about
and interact with these devices differs from conventional computers.

This is perhaps to be expected. Existing research by Nass et al. on conver-
sational interfaces suggested that speech is so tightly integrated with many
interpersonal functions in the brain that we cannot help but respond socially
to devices with voices [253, 255, 289]. Weizenbaum had already said of ELIZA
“how easy it is to create and maintain the illusion of understanding [...] A
certain danger lurks there” [345], and Rosalind Picard was cognisant of the
capability of affective computers to mislead [277]. Despite this, it was taken
for granted in the early days of conversational agents that human-like, embod-
ied agents were the “logical extension of the metaphor of human—computer
interaction as a conversation” [61]]. It seemed obvious to make use of commu-
nication skills that people already possessed, as well as the fact that natural
language has built in redundancy and can be supplemented by gestures, tone,
and facial expressions. On the face of it, voice interfaces represented an ideal
‘invisible” human-computer interface.

This social aspect of voices and conversation raise challenging questions
about how they might change the way that people interact with and perceive
smart devices. Explorations of this in science fiction have existed for over
a century. In the 1927 silent film Metropolis, the inventor Rotwang creates a
‘maschinenmensch’ to resurrect his dead lover [198]]. One of the first robots to
ever appear in film, its human appearance is used to manipulate relationships
amongst the main characters and start an uprising. Several decades later,
Asimov coined the term robotics and predicted the social and emotional
challenges of interacting with realistic ‘humaniform’ robots [15]. More recent
films such as Her and Ex Machina have continued to explore relationships
with machines that look and /or sound human in a modern context [129,(175].

It is clear that the potential for devices with conversational interfaces, in partic-
ular smart voice assistants, to interfere with the ways that people interact with
their devices and the ways that they interact with each other in environments
where those devices are present is great. Assistants that are commercially
available today—such as Amazon Alexa and the Google Assistant—are so-
phisticated conversational agents, leveraging advances in speech recognition,
natural language processing, and speech synthesis. Uncertainty around how
voice assistants worked and their often uncanny behaviour led to participants
in Chapter | being unsure how to appropriately treat them, and P13’s com-
ment echoes [63] in suggesting that these devices have a social presence similar
to that of a person. Responses like this hint at the complex set of cognitive pro-
cesses that determine how we perceive and relate to these devices, especially
when they are positioned as “assistants’ or otherwise subservient.
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This suggests that the relationships that we have with voice assistants are in-
herently different from those that we have with other smart technologies [327],
falling somewhere between the clear-cut categories of human and machine.
But while there have been many contributions investigating how people use
voice assistants, little work has been done to explore the nature of our rela-
tionships with them, including the potential cognitive shifts that come about
when conversing with agents that presents themselves as human. Given that
these agents rely on the same social skills utilised in developing interpersonal
relationships, it is important that we better understand the similarities and
differences between human relationships with voice assistants and relation-
ships with other humans. And if this comparison does makes sense, then how
do human-assistant relationships relate to other interaction components that
are already well understood, such as trust and anthropomorphism? To this
end, we pose and answer the following research questions about how people
interact with voice assistants:

RQ3a Do users of voice assistants exhibit relationship development with their
devices similar to that measured between humans?

RQ3b Are trust, relationship development, and anthropomorphism related for
voice assistants?

RQ3c What underlying assumptions exist in the design of contemporary voice
assistants?

6.2 Human Interpersonal Relationships

Beginning with more conventional human relationships, a large body of psy-
chology and communications theory literature is dedicated to understanding
and classifying facets of human interaction. While many theories of interper-
sonal interaction focus on experiential aspects of interpersonal relationships
that are potentially less relevant to smart devices (such as sexual desire or
interdependence [62, 88]), others have proposed ‘stage” models of relation-
ships that encompass the behavioural aspects of relationships from meeting
to parting. Murstein [250], Altman and Taylor [12], and Knapp and Van-
gelisti [189, 190], each proposed stage theories of relationships, suggesting
that relationships develop up (and down) identifiable strata of feelings and
behaviour.

While Murstein’s work pertains more to partner selection, Altman and Tay-
lor’s work on the process of social penetration conceptualises wider rela-
tionships in terms of breadth and depth of interaction [12]. As individuals
progress along a relationship trajectory of four stages they move along both
of these axes to varying extents. Attempts to operationalise these breadth
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and depth concepts typically involve rating different disclosure topics for inti-
macy [323]]. Knapp’s staircase model of relationships also documents the shift
in interpersonal communication as a relationship develops, and integrates a
number of core ideas from social penetration theory [189,190]. The staircase
model proposes five stages of both development (from initiating to bonding)
and parting (from differentiating to terminating) that describe communication
patterns within relationships. As with social penetration theory, movement
through stages can be bidirectional and is linear within meeting/parting
trajectories. After initial work by Avtgis et al. [18], Welch and Rubin later
adapted Knapp’s model to identify behaviours, which are more replicable than
emotions (e.g. using the extent to which individuals share information as a
partial proxy for intimacy) [346].

6.3 Methodology

We designed a survey to answer the first two research questions given above,
exploring the interplay between three different axes along which users might
perceive their voice assistants:

e Voice assistants as mechanisms and tools: How reliable users find their
voice assistants, and how confidently they believe they can model and predict
their actions.

e Voice assistants as humans: How much users anthropomorphise their voice
assistants and ascribe them human characteristics and intents.

e Voice assistants as social actors: How users” interactions with voice assis-
tants relate to social rules and models describing interactions between humans.

Questions for the survey were drawn from the background literature and
split into three types, each measuring a different axis of trust, anthropomor-
phism, or relationship development. The 15 questions on the trust axis were
taken from a psychometric instrument previously used on decision support
systems [223]], adapted from [247].

The 15 relationship development questions measure characteristics of Knapp’s
‘staircase” model of human relationships [189], itself based on Altman and
Taylor’s theory of social penetration [12]. This model was operationalised by
Welch and Rubin [346], and after removing the parts of the instrument that
our two pilot surveys deemed inappropriate in the context of voice assistants
(e.g. exchanging physical tokens of affection), questions from the ‘escalating’
part of the scale were incorporated into the survey. The remaining questions
were then modified to specifically refer to voice assistants (such as changing
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Q3 trust Alexa responds the same way under the same condi-
tions at different times

Q7 trust Alexa gives me information that is as good as a pro-
fessional person would give

Q11 trust Although I may not know exactly how Alexa works, I
know how to use it to perform tasks I want Alexa to
do

Q19 relationship I'd like to get to know Alexa better

Q21 relationship I feel guilty when asking too much of Alexa

Q30 relationship If Alexa were a person, I think we’d get on with each
other

Q31-33 human-nature Curious, Friendly, Fun-loving, ...
Q4143 human-unique Broadminded, Humble, Organised, ...
Q51-53 robot Artificial, Automaton, Mechanical, ...

Table 6.1: Sample questions used in the survey. The full set of questions is
available at https://osf.io0/53q96j.

references from he/she to Alexa, and avoiding pronouns in order to prevent
priming participants towards anthropomorphism).

The 30 survey questions measuring anthropomorphism were taken from
Loughman and Haslam’s work on human trait categories [219], incorporating
changes made by Fussel et al. who previously applied these traits in an
HRI context [127]. Participants were presented with a word describing a
characteristic that was either representative of human nature (10 questions),
uniquely human (10 questions), or associated with automata (10 questions)
and asked to what extent it described their voice assistant.

The order of survey questions was randomised, and participants were then
asked to mark how well each statement or characteristic described their virtual
assistant on a seven point Likert-type scale (Strongly disagree, Disagree, Some-
what disagree, Neither agree or disagree, Somewhat agree, Strongly agree) [115].
Likert responses were coded from 1 (Strongly Disagree) to 7 (Strongly Agree),
and summed to give a score for each metric. Scores for the human nature and
human unique anthropomorphism aspects were summed in order to give a
joint human score.

Participants for the survey were recruited using the Prolific Academic platform
and the survey was administered using JISC Online Surveys. The study was
reviewed and approved by our institution’s research ethics committee, and
participants were compensated at a rate at or exceeding the UK Living Wage of
£8.21/hour. Survey participants were required to be 18 or over, UK residents,
and own a voice assistant. A sample of the questions used in the survey
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Metric «
Trust 0.90
Relationship 0.88

Anth. (H-Nature) 0.78
Anth. (H-Unique) 0.70
Anth. (Robot) 0.81

Table 6.2: Internal consistency of the survey metrics.

Trust  Relationship Anth (Human)

Relationship 0.579* - -
Anth (Human) 0.306* 0.403* -
Anth (Robot)  -0.039 -0.284* 0.016

Table 6.3: PPMC coefficients between the survey metrics.

is shown in Table and the full set of survey questions and anonymised
results are available at https://osf.i0/5396j.

6.4 Trust, Relationship Development, and
Anthropomorphism

Of the 515 survey responses received, fifteen incomplete responses were
omitted to leave a total of 500 complete responses. Participant ages ranged
from 18 to 82, and the average age of participants was 36 (¢ = 11.6). When
asked to report their gender identity, 316 (63%) participants identified as
female and 184 (37%) as male. Of the total responses, 328 (66%) participants
owned a device with Alexa, 121 (24%) with the Google Assistant, 46 (9%) with
Siri, and 5 (1%) with other assistants. Except where comparing owners of
different devices, only responses for Alexa devices were analysed in order to
answer the research questions given above.

When giving results, a * denotes a p value < 0.01. Before conducting further
analysis, each range of questions was measured for internal consistency using
Cronbach’s Alpha («). Scores indicate that the metrics retained consistency (i.e.
questions on each axis measure the same general construct) and are reported
in Table Where given, correlations between metrics were calculated using
Pearson’s Product Moment Correlation Coefficient (PPMCC, p). Correlations
p < 0.2 are reported as small, 0.2 < p < 0.5 as moderate, and 0.5 < p as large.

Of the main axes, answers to trust questions were the most tightly grouped
(o = 1.33), followed by anthropomorphism (robot) (¢ = 1.55), anthropomor-
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Metric Amazon Google

Trust 0.483* 0.388*
Relationship 0.502* 0.458*
Anth (Human) 0.333* 0.257*
Anth (Robot)  -0.053 -0.022

Table 6.4: Correlation coefficients between trust in Amazon or Google (as
appropriate) and the three survey axes.

phism (human) (o = 1.82), and finally relationship development (¢ = 1.90).
The survey results show a high degree of correlation between participants’
trust in Alexa and relationship closeness (0.579*). There was a moderate de-
gree of correlation between anthropomorphism and both relationship and
trust (0.403* and 0.306* respectively), and between relationship and robot an-
thropomorphism (-2.84*). The complete matrix of correlations is given in Table
Responses to individual questions broadly showed good engagement (e.g.
Q25, “If Alexa were a person, I think we’d get on with each other” ¥ = 4.29,
o = 1.37), but occasionally did not despite the pilot surveys (e.g. Q37, “I feel
guilty when asking too much of Alexa”, ¥=1.90, c=1.17).

In addition, the use of a personal Amazon account with Alexa had a moder-
ate correlation with relationship development (0.207%). No other significant
correlations existed between the survey axes and ownership or demographic
characteristics. It is worth noting that the 248 (76%) participants using their
own personal accounts with Alexa are likely to also have configured the de-
vice as account details are input during setup. There was no correlation of
ownership duration and number of Echo units owned with trust, however
participants’ trust in Amazon as a company was correlated with all three of
the axes present in the survey (Table [6.4). These results were mirrored for
trust in Google amongst users of the Google Assistant.

Relationship development scores appear to be normally distributed across
participants (see Figure [6.1), with a mean of 51.3 and standard deviation of
14.1 (the maximum possible score was 105).

Across Assistants

Analysis of the 130 responses from Google Assistant users paints an in-
teresting picture. As with Alexa owners, there were correlations between
trust/relationship, and anthropomorphism/relationship values (see Table
[6.5), suggesting that these phenomena may be shared across voice assistants
rather than being specific to a particular product. We would expect to see a
significant correlation between trust and anthropomorphism given a larger
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Figure 6.1: Density of Relationship Development Scores showing a single
peak.

Trust  Relationship Anth (Human)

Relationship 0.529* - -
Anth (Human) 0.199  0.502* -
Anth (Robot) 0.240* -0.001 0.220

Table 6.5: PPMC coefficients between the survey metrics for Google Assistant
users.

sample size. Interestingly, Google Assistant users also showed a correlation
between robot anthropomorphism and trust.

6.5 Discussion

The first question that the study sought to answer was whether it made
sense to ask questions intended to model human relationships in the context
of voice assistants. While in some cases it clearly did not, as evidenced
by the low scores and spread of responses for particular questions, in the
majority of questions it did. Combined with the fact that greater relationship
development was linked with greater anthropomorphism (both higher human
and lower robot scores), it would appear that there is merit in adapting
existing interpersonal measures to study human-like devices. It also provides
empirical support to the idea that these two types of interactions operate using
similar cognitive mechanisms.
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We therefore answer RQ; in the affirmative—it does make sense to consider
relationships and relationship development with voice assistants in similar
ways to relationships between people (though we note that the extent to which
relationships with voice assistants are the same as relationships between
humans is unclear—see the study limitations below).

In relation to RQ», there were moderate to strong correlations between trust,
relationship development, and anthropomorphism shown by users towards
their voice assistants. The fact that all three axes increased in unison would
suggest the presence of an underlying factor, although it is not clear from the
results of the study what this could be. Previous contributions in HCI have
shown the influence on relationships of personal circumstances that vary over
time—such as loneliness driving personification [284]—and this combined
with the inclusion of innate psychological factors in prior work on HCT [109]
may offer a template for this to be further explored in future work.

The only secondary ownership characteristics that correlated with the main
survey axes was the use of a personal account (with relationship develop-
ment); other characteristics that we would have expected to show significant
correlations did not (e.g. ownership duration). It is possible that the influence
of an underlying factor (as described above) dominated those of other charac-
teristics such as ownership duration. But we did not expect this to also be the
case with trust, instead expecting users to show measurably increased trust
as they interacted with devices over a longer period of time. In future work
we intend to more fully explore the effects of what Epley et al. term “sociality
motivation’—the ability for nonhuman agents to satisfy our need for social
connection [105]—on relationship development and how it might relate to the
development of trust in devices.

Blurring the Line Between Human and Machine

Across the different survey axes, we see that trust scores and the ‘robot’
nature of Alexa appear to be relatively uncontroversial, with less variation
in participant responses. What differed the most between participants was
the extent to which Alexa was treated and interacted with as a human. While
it is widely understood that machines can engender social and emotional
responses [176, 277, |328]], the results of this study show again that this is the
case even in devices that were not explicitly designed to do so (albeit to a
lesser extent).

As developments in speech recognition, natural language processing, and
speech synthesis cause voice assistants to increasingly blur the line between
humans and machines, one would also expect to see an increase in ‘purifi-
cation work” as described by Leahu [204]. People continually expend effort
in order to keep categories such as "human’ and ‘machine’ distinct, through
a combination of attributing characteristics of machines that overlap with
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“real people” to a device’s creators, and redrawing the boundaries between
difficult combinations of categories [204]. In the present work, we would have
expected this to surface in relationship scores as a bimodal distribution, as
participants sought to push Alexa firmly into either of the categories. How-
ever, this was not the case in the survey results, which had a single clear peak,
suggesting that after years in the popular zeitgeist this purification work may
have already been undertaken (Figure[6.1)).

Distributing Trust Amongst Voice Assistants

It is well understood that socioemotional responses to robots can also be
beneficial in certain circumstances. Work in HCI and communications theory
shows that these responses make use of cognitive systems designed for inter-
personal relationships, but this can pose a problem when deciding whether to
trust a virtual agent.

The centralised, cloud-backed nature of Alexa and similar products means
that in order to trust Alexa, one must also trust Amazon; each Echo unit is
a part of the same ‘hive mind’. This collective structure interferes with our
ability to distribute trust across the people that we meet—we understand that
acquaintances have loyalties and obligations to third parties, but it is unusual
for them to be completely controlled in this way. However, the results of the
study are promising in this respect. The correlation between trust and Amazon
and trust in Alexa suggests that (broadly) people do rationally allocate trust
in Alexa (i.e. the similar allocation of trust in Alexa and trust in Amazon is
rational given the underlying relationship between the two).

Ethical Challenges

Voice assistants are clearly designed to be fun to interact with, as evidenced
by the widespread inclusion of jokes and other casual responses. The use of
human voices similarly makes using them enjoyable, to the point where the
failure of the voice assistant to carry out a task successfully can still result in a
positive interaction [218]]. The results of the survey show that the use of Alexa
invokes behaviour that mimics human relationships, suggesting th urgent
need to explore related ethical concerns. If making these agents more social
subconsciously changes the ways that people interact with them, could this be
used for manipulation? Prior work has already shown that users disclose more
information through interactions when they are mediated by computers [173],
and explored ways in which users can be persuaded to disclose information
to computers [246]]. These existing results, when combined with the survey
presented here, open a new avenue for investigation in future work. Given
the integral role of disclosure in interpersonal relationships [145], one would
expect that increasing the relationship development between a user and their
device would also increase the amount they were willing to disclose to it.
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Many of the tactics used by humans to manipulate each other, such as being
charming, adopting childish mannerisms, and giving someone the silent treat-
ment [55] could conceivably be used by social robots to alter our behaviour.
Indeed, many social robots (such as Paro) are explicitly designed to be cute
and charming. This space provides an interesting and potentially lucrative ex-
tension of controversial practices currently seen on web and mobile platforms,
such as dark patterns, microtransactions, and operant conditioning, by lever-
aging users’ emotional investment in the device in order to promote certain
behaviours. While slightly strange, one could imagine a social robot with-
holding emotional contact until further purchases are made, or emotionally
rewarding users for making a purchase. But as with many similar interaction
techniques, affective emotional interactions can be used for good as well as
ill. Utilising social interactions with voice assistants to help users in stressful
situations or make learning more engaging, for example, represents a genuine
social good. Similarly, understanding as designers when it is not appropriate
to trigger these responses is of paramount importance (as originally noted by
Picard [277]).

As such, we need to decide as a society the extent to which we wish to interact
with agents that exploit social processes. When Google unveiled ‘Duplex’,
an Al that could make phone calls using convincing human speech, there
were widespread calls for Google to ensure that users were not ‘tricked” into
thinking they were conversing with a person [314]. But as Nass’s experiments
and these results show, knowing that you are talking to a computer is not
enough to prevent people applying deeply ingrained social processing to
interactions. One approach would be to limit the functions that social robots
are permitted to perform, such as those involving money. In other situations,
more clearly telegraphing the inner workings of devices would both limit
social engagement as well as assist users in building accurate mental models.

6.6 Limitations and Future Work

While this initial exploratory study into the nature of our relationships with
voice assistants has shown that they do to some extent mirror those between
people, it raises as many questions as it answers. For instance, what is the
causal nature of the relationship between trust, anthropomorphism, and
relationship development? How easy is it to push users towards or away
from social responses through design decisions? In future work we aim to test
these relationships further.

While the survey axes showed good internal consistency, the extent to which
they exhibit construct validity is not yet known (i.e. measure the same phe-
nomena exhibited between humans). For example, it might be that the same
concepts and development trajectories exist for interactions with machines,
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but with deviations at either a high or a low level. It may also be the case
that given the unusual nature of the questions presented to them, participants
interpreted the relationship development questions differently (although the «
values would indicate that they are still measuring a single general construct).
In addition, the survey largely focuses on one device, context, and culture.
Similar devices exist across the globe in a variety of cultures and contexts, and
we look forward to following up with a more diverse selection of participants
to see the extent to which these responses are shared between us.

6.7 Conclusion

Speech is an important affordance, and the sophistication of modern voice
interfaces show how far capabilities have progressed since early text-only
assistant devices. The transition to conversational interfaces that allow for easy
and natural interaction with devices represents a profound shift in the nature
of the systems we interact with towards the increasingly social. This shift
brings with it a variety of new or exacerbated ethical concerns that designers
of voice interfaces need to consider when designing future products. many of
these are related to privacy, such as constant surveillance and the potential for
social interaction to change the way that people perceive devices.

The exploratory survey presented in this chapter provides evidence that peo-
ple do develop relationships with voice assistants that are social in nature, and
that these are linked to perceptions of trust in devices, trust in manufacturers,
and anthropomorphism of those devices. In outlining and discussing the im-
plications of these links, we provide an opportunity for developers of current
future conversational agents to steer their designs away from potential ethical
problems. Future research and societal conversations are needed in order to
determine the nature and extent to which these technologies are integrated
into our lives.

In the context of the wider thesis, these results justify the unease around the
potential effects of using voice interfaces (Whether coincidental or intended)
and show important non-technical impacts that voice assistants have on
people’s lives. They are also suggest that different methods are required to
tackle what are these types of issues with smart devices that are increasingly
social in ways that were not previously the case. If devices continue to lean on
the social aspects of their interactions with people to cover up their flaws and
develop emotional connections with their users, then perhaps they should be
similar judged according to interpersonal standards of conduct (as opposed
to those reserved for tools and machines).

This notion is supported by the results of previous chapters as well. The users
of the Aretha probe notably elected to enact social controls on their devices
rather than the technical ones offered by the probe, and while there were also
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usability reasons for this, their imaginative solutions were able to address
interpersonal concerns that the firewall would not have been able to.

To this end we explore the possibility of conceptualising and evaluating de-
vices according to standards normally reserved for interpersonal interactions
in the next chapter, applying the concept of respect to the design of smart
devices to work towards a future where technology better supports human
development and flourishing.
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Chapter 7

Conceptualising Respect:
Supporting the Ethical &
Inclusive Design of Interactive
Systems

“A relatively inexpensive smartphone with a browser is all you need to
get the world’s information”

— Eric Schmidt, 2013 D: Dive Into Mobile Conference
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7. nclusion| . .. ... 142

7.1 Motivation

The previous chapters have given many insights towards what smartness is
and how it operates throughout a range of contexts in the connected home.

The results of the thesis thus far have increasingly suggested the need for
an ethical framework to inform the design of smart devices and balance
companies” quest for profits with ethical concerns: the survey and interviews
exploring perceptions of smartness gave rise to a rich understanding of the
impact of opaque data collection functionalities, the potential to accidentally
or purposefully intrude on other members of the household, and the conflicts
of interest that can arise when companies integrate closed services such as
app stores into devices; the naming of the Aretha probe was no accident,
and its deployment showed that when given the required information and
understanding, people can and do skillfully develop methods of holding
devices, companies, and each other to account; and the survey exploring how
the use of voice interfaces might drive relationship development uncovered
hidden ethical risks that come with the use of social technologies in smart
devices that change the way that they are perceived and reasoned about by
people.

The integration of smart devices into the home, and the subsequent effects on
the hierarchies and relationships within it suggests that smart devices could
warrant a different path towards their design and evaluation; better under-
standing what smartness is in this way allows for subsequent speculation as
what smartness could be. There are many moral principles used to evaluate
the smart devices, services, and platforms that are in use today, both during
the design process as well as throughout deployment.

Privacy features heavily in the literature as principle that can be broadly ap-
plied to solve such issues. Sharing less data usually makes ethical problems
disappear, but in the same way that encasing a computer in a block of cement
makes it secure. Data minimisation certainly has its place in the ethics of
modern devices, but it is an overly blunt instrument when wielded against is-
sues arising beyond the disclosure of data, such as interpersonal relationships
and how people feel treated by their devices. Fairness as an operationalised
design principle is another burgeoning area of research, and while it overlaps
in places with the problems identified in the previous chapters, it is difficult

A version of this chapter is currently under submission as: William Seymour, Max Van
Kleek, Reuben Binns, and Dave Murray-Rust. 2020. Conceptualising Respect: Supporting the
Ethical & Inclusive Design of Interactive Systems. Submitted to the Proceedings of the ACM on
Human Computer Interaction (PACM HCI). Association for Computing Machinery, New York,
NY, USA.
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to characterise many of them as “unfair” either distributionally or representa-
tionally (although the performance of gender by voice assistants could serve
as an example of the latter).

As previously hinted at, value-sensitive design is perhaps the most useful
existing design ‘tool” that could be applied, helping designers to focus on
what is important in the lives of those affected by their products and to adapt
them accordingly. But how does one choose the values that are to be designed
for when there are competing interests? Determining what values should
be designed for is a core challenge of VSD, and even eliciting the range of
potential values that might reasonably be designed for in a given situation is
exceedingly difficult given that they can be functional, ethical, economic, and
so forth. A way of structuring and reasoning about which values to embed in
a product is required.

This chapter explores the application of respect to the design of smart devices
in HCI; something every person deserves but does not always receive, respect
forms a person’s measure of their own self-worth and a reflection of the
nature and value they place on their relationship to others. Respect from
others bolsters one’s self-esteem and confidence, promoting positive mental
health and happiness, while mutual respect builds robust social bonds and
cultivates mutual trust. A lack of respect, meanwhile, can undermine a
person’s well-being in as many ways as being respected can benefit them,
even disenfranchising them of their very personhood. These qualities of
respect make it well suited to design in the smart home, and hint that it can
supplement existing design frameworks and principles when augmented with
the lessons learned in the preceding chapters about the nature of smartness.

These contrasting but complementary conceptualisations of respect are indica-
tive of how contextual and varied the notion of respect is, a prime example
of a portmanteau word (i.e. one that has a diverse range of concepts ‘packed’
into it). Respect is also important for another reason: interactive technologies
are becoming increasingly adaptive and human-like, capable of responding
to people using natural affordances such as spoken dialog and gesture. This
means that people increasingly expect systems to act as humans would, po-
tentially ascribing to them human-like social capabilities [289]. These systems
have also increasingly come to mediate interactions between people, changing
the ways that we relate to each other.

In this chapter we bring together a wide range of conceptualisations of re-
spect from work in philosophy and the human sciences, establishing a robust
grounding for respect as a design goal for smart devices and “third-wave”
HCI more broadly [43, 68]. In doing so we answer the following research
questions:
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4a What conceptualisations of respect exist outside of computer science
that are potentially relevant to HCI?

4b How do these conceptualisations relate to existing design frameworks
and principles?

4c What steps can designers take to create more respectful systems?

7.2 Conceptualising Respect: Perspectives from
Philosophy and the Human Sciences

The idea that every person is entitled to be respected as a human being is core
to nearly all cultures and is enshrined in international law in the form of hu-
man rights [94]. We might therefore ask what the responsibilities of creators of
smart home devices and platforms are to those whoes lives are shaped by their
work; in other words, might it be the moral duty of interaction designers, HCI
researchers, and systems engineers to ensure that the devices they create are
made to treat people with respect, or to promote respectful interactions among
those they mediate? To fully explore this question, and to understand how
respect might constitute a ‘new good” beyond usability for user-experience
design [110], we need a robust theoretical and practical grasp of what it might
mean to respect people. Despite its deceptive simplicity—most people have an
intuitive understanding of what respect is—closer inspection reveals respect
as a complex and multifaceted concept which can mean many things beyond
interactional considerations, including such aspects as how individuals are
represented, identified, and associated with others.

Motivated by the many inequalities that smart devices can (and do) perpet-
uate, we now give a broad survey of the main perspectives on respect from
philosophy and the human sciences. As Fallman and Bardzell warn, when
HCI imports theory, there is a danger that a concept is ‘borrowed” and di-
rectly applied in design in a way which “strips much of its original analytic
force’ [110, 22]]. By exploring these multiple accounts in their own terms,
we hope to outline the potential of respect as a design goal without eliding
its contestable and multi-faceted nature. There has been significant work
attempting to define and disambiguate respect from closely related concepts,
although many have reflected on the difficulty in doing so. Langdon notes a
“menagerie of articles that all claim to examine respect, but because definitions
vary, do little to further understanding of the concept” [200] while Frei and
Shaver consider respect “an inherently fuzzy concept” [118]. Schrimer et al.,
note that methodological challenges in studying respect stem from the fact
that “people’s ability to use a concept and their ability to define it are two
separate issues” [298], although this gives hope that practical applications can
emerge despite philosophical contradictions.

122



Re-Thinking Smartness

Respect is also a ‘thick” concept, which means that it both describes certain
attitudes or relationships, but also contains within it explicitly normative and
culturally specific dimensions [351]], requiring a combination of philosophical
and sociological treatments. While we primarily examine conceptions of re-
spect from the English-speaking world, and from fields historically dominated
by white men, we also draw on more recent work in feminist philosophy and
the philosophy of race which are necessary to articulate alternative notions of
respect which address and challenge white supremacy, patriarchy, and other
forms of oppression. None of these accounts of respect are intended to provide
directly operationalisable design goals, but there is a growing recognition
that conceptual discussions such as this may help deepen and extend the
discussion currently taking place within third-wave HCI about what the field
should strive for in design [110]. A brief summary of each type of respect
discussed below is given in Table

Philosophical accounts of respect can help in our search for a robust theoretical
grounding for respect as a design goal by providing clarity: breaking the
concept into constituent parts and articulating distinctions between different
kinds of respect. Philosophical accounts of concepts situate them in networks
of thought, allowing for a diverse set of explanations of what constitutes
respect, its causes, effects and mechanisms.

7.3 The Categorical Imperative and Respect for
Persons

Respect became a foundational concept in Western moral philosophy during
the Enlightenment when Immanuel Kant wrote about there being certain
essential moral duties, or obligations, that people should have of others un-
conditionally, regardless of context [178]]. In contrast to the subjective moral
frameworks of his day, Kant saw respect for others as part of one’s “categorical
imperative” as a moral entity [178]: that people should recognise the status,
worth, and individuality of others simply for being human, regardless of their
place, position, or situation. Kant’s humanity formula describes the need to
treat others as ends in themselves, rather than simply for one’s own advan-
tage. This concept of respect for persons is often operationalised at a national
and international level in the form of human rights, explicitly outlining the
treatment due to “all members of the human family” [16, 94].

Interpreting Kant’s work on respect, Feinberg [113] distinguishes three treat-
ments of respect from Kant’s writing on the subject:

Respekt denotes a recogition or fear of power and acknowledgement of the
ways that something would harm us if we fail to give proper consid-
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eration to it, such as avoiding wild animals, or not underestimating a
strong opponent.

Observantia goes beyond power hierarchies to look at a broader set of things
that should be respected — the ‘moralized analogue’ of respekt — including
the meek and humble. This type of respect describes how something
makes a rightful or legitimate claim on our actions, including obligations
to pay what is owed, adherence to social roles and hierarchies and that
respect which every human is due. In contrast to respect, observantia is
an obligation on the subject, rather than a demand from the target.

Reverentia is a subtle final type, that describes relations to higher concepts
such as the ‘majestic law” or reverence for the divine. In this way rev-
erentia blends respekt and observantia into a ‘the strongest force of
all, where power and legitimacy blend” [113], that both requests and
requires our cooperation.

The types of respect discussed above have to do with the ways that one modi-
fies one’s behaviour and may or may not show respect—they are demands for
certain kinds of action. Darwall [85] contrasts this recognition respect—where
the subject recognises an aspect of the object that causes them to modify their
behaviour—with appraisal respect: the evaluation of an object’s characteristics
in relation to a standard. Although it may impact one’s behaviour, appraisal
respect is primarily experienced; it is also graduated in that one can have differ-
ent amounts of appraisal respect for different characteristics of an object, such
as respecting one person’s skill as a painter more than another’s.

Moving beyond the recognition/appraisal distinction, Hudson argues that
respect for a person is not a single thing, but that there are four distinct types
to be considered — directive, obstacle, institutional, and evaluative [156]:

Directive respect entails modifying one’s behaviour in response to a stated
preference, law, rule, or principle, thereby recognising its authority.
Simple examples include adhering to the speed limit when driving or
someone’s request to be left alone.

Obstacle respect entails changing behaviour to deal with things that may get
in the way of one’s goals, such as respecting the threat of falling by using
a handrail or making someone coffee in the hope that an application is
fast tracked. This can often result in treating a person as a means rather
than an end — something to be managed in order to get what one wants.

Institutional respect is concerned with social practices and institutions, the
roles within them and the people that represent them. One shows
institutional respect by conforming to rules and practices — many dress
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codes fall under institutional respect. Notably, one can have and show
institutional respect for an object without necessarily doing so for a
particular element or agent—such as respecting the authority of the
police without respecting a particular officer.

Evaluative respect captures how we consider the characteristics of people
and objects based on the extent to which they meet certain standards.
This means that a subject can experience evaluative respect to different
degrees between objects, such as respecting one person’s loyalty more
than another’s, or to different extents for the same object (e.g. respecting
someone’s determination but not their tardiness).

There is a clear relation between to Feinberg’s typology here, as respekt and
obstacle respect relate to dealing with something that could be dangerous or
obstructive; observantia shares with directive respect and institutional respect a
sense of doing the right thing, although there is no clear analogue to the
subtler reverentia. Darwall’s recognition respect closely resembles appraisal
respect, including being experienced and graduated [95]. While Hudson’s
four types of respect do not directly include respect for persons, he believed
that it would entail a combination of the above four kinds of respect [95].

The concept of respectful behaviour being that which treats people genuinely—
as ends in themselves—is a powerful lens through which to evaluate smart
devices that captures the intent behind interactions in a way that is missing
from other related frameworks used as a lens to design and evaluate devices
and algorithms, such as fairness or user-centred design. Hudson’s four types
of respect explore in more detail Kant’s notion of actions that treat others as
means to an end and ends in themselves. This captures the essence of how
a company can provide a platform that is fair, accountable, transparent, and
user-centred but still feel ‘creepy” because of its data harvesting practices. The
subsequent decomposition of respect into that which is owed to all people
and that which is earned, as well as particular types of respect that influence
how people respond to situations (like respect for institutions) is helpful in
understanding how the increasing use of social settings and input modalities
might be leveraged by smart devices for good or ill.

But in understanding how respect applies to the re-packing of smartness,
these perspectives omit some key points. Firstly, by focusing on the intent of
the entity showing respect they sideline how these behaviours are received; it
matters much more how a person interprets and responds to an action taken
by a device than whether that action was intended to have a positive outcome.
While an intuitive motivation for interpersonal respect, rooting the basis of
respect in personhood brings its own set of associated problems. Kant’s work,
as well as that of Feinberg and Hudson that were heavily influenced by it, are
based on the assumption that personhood is a fundamental truth and vested
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equally in every person (thus demanding equal treatment). On the face of it
this might appear to be a strength of Kant’s position, and one fundamental
to the concept of human rights, but subsequent work has explored how this
notion of equal treatment can be problematic.

7.4 Post-Kantian Respect

A major criticism of Kant’s work on respect is that it is impersonal and abstract,
“flens[ing] the individual down to the bare bones of abstract personhood” [174].
This risks ignoring the personal, social, and cultural characteristics that make
us unique, as well as the network of relationships between people [111].

To this end, Dillon proposes the concept of care respect to Hudson’s four
categories described above. She integrates core principles from feminist
philosophy into respect, arguing that we are not due respectful treatment
because of some abstract moral capacity (as with Kantian respect for persons),
but rather because we are each a concrete human ‘me’, individuals with
our own perspectives who may rely on others to help fulfil our wants and
needs [94]. In this sense, “[care] respect requires not so much refraining
from interference as recognizing our power to make and unmake each other
as persons [...] caring for others by responding to their needs, promoting
their well-being, and participating in the realization of their selves and their
ends” [94]; in addition to valuing the object of our respect as a person, we
must value them as the particular and unique individual they are.

It seems to us that the way people deploy their thoughtfulness
at home is by steering a course between two opposites: mecha-
nized routine on the one hand and relaxed, unplanned and almost
chaotic behaviour, on the other. [...] Tenderness between peo-
ple in the home is suffocated by routine, yet the opportunity for
tenderness is squeezed by the practical requirements of living at
home [322].

In addition to abstracting away a person’s unique and particular nature, no-
tions of respect discussed above may also fail to attend to the ways in which
respect is unequally distributed under conditions of structural oppression,
such as patriarchy and white supremacy. Feminist philosophy and philosophy
of race critique Kantian and liberal notions of respect for persons on these
grounds. For instance, Manne’s account of the logic of misogyny notes that
while respect is an attitude of good will which we expect of each other, those
expectations are asymmetric by gender: “‘women in relations of asymmetrical
moral support with men have historically been required to show him moral re-
spect’ [225, p:xix]. Such inequalities of respect help maintain male dominance
by controlling, policing and punishing women who challenge it.
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Similarly, in the context of racial domination, Mills argues that Kantian respect
as traditionally conceived is a form of ‘racial liberalism’, which assumes a
‘generic colorless political subject” [243]. Others argue that it embeds racist
assumptions about the scope of personhood [9]. Such critiques of Kantian
republican liberalism do not necessarily mean doing away with the concept
of respect altogether; they may be worth upholding provided they can be, in
Mills’ terms, ‘de-racialised’ [242]. He suggests re-shaping Kantian respect for
persons to explicitly address how self-respect and respect for others “will have
been affected by race (as racism), leaving an ideological and psychological
legacy, habits of disrespect, that will shape the “inclinations” most likely to be
determinative and most imperatively to be resisted” [242].

Unlike Kantian respect, which is normative, outward-directed, and can be
operationalised through application of the humanity formula, the critiques
that followed are more subtle and nuanced; enacting care respect is not about
following a certain set of rules or steps, but rather centring thought and
reasoning around the individual and their unique circumstances. While on
the face of it this might appear to be less useful for design as designers can-
not micro-target individual users, but adaptive and intelligent systems can.
The decision-making embedded in these typically more open-ended systems
(such as voice assistants) is absolutely capable of accounting for individual
nuances, as evidenced by the power of targeted advertising. Revisiting the
criticism made about the assumption of equal treatment that underpins Kan-
tian respect for persons, we can see how the work of Dilon, Mayne, and Mills
highlight and address how devices might perpetuate existing injustices that
have become embedded in society and culture. These approaches could help
designers to take an approach to an ethics of smart devices that emphasises
relational contexts and needs of individuals, rather than the abstract, universal
principles associated with some existing measures (such as Al fairness). At a
more fundamental level, this could also include the adoption of alternative
objectives functions, such as designing social feeds to prioritise protection of
the most vulnerable users rather than optimising for overall user engagement.
This example also highlights how post-Kantian respect might even suggest
the non-deployment of devices where they fail to meet basic standards of care
and the perpetuation of oppression.

7.5 Respect as an Enacted and Dynamic Concept

An alternative perspective on respect that has thus far been missing is one
focused on the behaviour of respect. Respect in this sense does not exist a-
priori outside of human society as a moral imperative, as is true in the Kantian
perspective, but rather as something that emerges from our interactions with
each other based on the distinctions and norms that we create as groups,
cultures, and societies. This is an important conceptual shift when thinking
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about smart devices, as they lack the moral capacity required to show respect
as it was imagined by Kant. It also shifts away from the intent behind actions
that are taken towards how they are recieved, another key aspect of exploring
how smart devices could be respectful.

Goffman’s classic treatise on presentation of self [141] fundamentally pre-
sumes that all people have a moral obligation to treat others in “appropriate
ways” dictated by their social characteristics. While not explicitly using the
term respect, he develops the view that the way one acts serves the critical
roles of both communicating and reinforcing others’ views that one possesses
one’s social characteristics. This dramaturlogical view constitutes the world of
social actions as being — or simulating — theatrical performance, and explains
people’s actions in terms of how they serve several various purposes in a
particular time, place, and audience:

Society is organized on the principle that any individual who pos-
sesses certain social characteristics has a moral right to expect that
others will value and treat him in a correspondingly appropriate
way. [...] when an individual projects a definition of the situation
and thereby makes an implicit or explicit claim to be a person of a
particular kind, he automatically exerts a moral demand upon the
others, obliging them to value and treat him in the manner that
persons of his kind have a right to expect. [141]

This adherence to social obligations sets up a web of expectations, about how
one is treated and treats others, that allows a “constancy, and patterning of
behaviour” [139] which supports a suitable and just society. Within this, two
concepts are particularly relevant to understanding respect:

Deference “functions as a symbolic means by which appreciation is regularly
conveyed” [139]. Expressing deference towards a person is a means
of conveying a “sentiment of regard” to them, which could consist
of ceremonial sign-tokens or actions, lacking any other purpose besides
communicating regard or deference in their own right. Alongside these
presentation rituals, deference can also take the form of avoidance of
things such as another’s personal name, physical space, or embarrassing
topics of conversation.

Demeanour covers the ceremonial behaviours by which one expresses de-
sirable — or undesirable — qualities. Others observing these behaviours
would then be obligated to give them a certain regard based on their
understanding of how one’s demeanour relates to personal qualities.
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The combination of deference and demeanour are about establishing and
conveying one’s regard for others on the one hand, and communicating the
regard one expects of others on the other. Like many other rules of conduct,
deference may be symmetric or asymmetric, particularly when different social
roles are in play. While deference often follows asymmetric hierarchies of
power, Goffman gives the example of hospital staff, where doctors, nurses,
and specialists should all defer to each other’s expertise in their particular
area. This connects to respect not just with regard to the idea of respecting
one’s particular authority or role, but that the appropriate and necessary ways
of respecting may be asymmetric. Demeanour is then part of how a person
handles their place within this network. Rather than purely carrying out
behaviours ascribed to the role, one projects a complementary image that
acts as”a kind of justification and compensation for the image [...] others are
obliged to express through their deference” [139].

Unlike the previous conceptualisations of respect discussed in this chapter,
Dramaturgy is entirely descriptive. While useful in understanding the social
mechanisms through which people respect each other and communicate how
they wish to be treated (similar to Hudson’s conceptualisation of respect for
the social institutions that make up modern society), there are clearly many
deeply undesirable social systems that are described even within Goffman’s
own work (such as patriarchal ideas about gender roles in the home).

In contrast to this, the conceptualisation of respect proposed by Schrimer [298]
is grounded in agency, the capacity of people to act freely within and upon
their environments as they please, to achieve their goals, pleasures, and so
forth. Contrary to the Kantian view of respect as something that all have
by nature of being human, constructivist views ground respect in ascribed
agency. That is “showing respect towards other persons is suggested to mean
the symbolic, communicative act of giving their agency the elbowroom they
need in order to control their environment in a skillful, knowledgeable and
independent manner [298].

Such a view acknowledges that there may be many factors that shape a
person’s actions that are out of their immediate control, whether psychological,
social, cultural, environmental or physical. On hearing an insulting remark
from a person with a different cultural background, one may consider whether
it is a cultural mishap, and hence not attributed to the speaker’s agency, or
whether to ascribe agency and take the insult as an intended slight.

Ascribed agency can also be a means of differentiating the interpretation
of respectful behaviour from considerate or polite behaviour. In particular,
the extent to which a polite or considerate action confirms or constrains a
person’s agency is said to define whether it is also respectful [298]; offering an
older adult a seat on public transport may be considerate, but could also be
taken as disrespectful as it implies a lack of capability and agency. Similarly,
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guiding a visually impaired person without asking can be seen as considerate
in supporting their needs, but shows a lack of respect through diminishing
their agency in the situation.

7.6 Complex Ecologies of Respect

This notion that respect is something ascribed and situational can be devel-
oped through ways of looking at the world that include the agency not just
of humans but a broader range of entities. Within the broad area of new
materialism [72, 8], agential realism sees concepts—such as respect—existing
through “specific agential intra-actions that the boundaries and properties
of the ‘components” of phenomena become determinate and that particular
embodied concepts become meaningful” [21]. In this sense, agency is not a
purely human capacity, but an ongoing production of the unfolding mate-
rial and social world, and “is an enactment, not something that someone or
something has.” [21]. Here respect is an expressive performance: “To convey
respect entails finding the words, the gestures, and the layout of the physical
space that makes respect felt and persuasive” that situates it as something
individual and contextual [180]. This is similar to agential realism’s treatment
of dignity, a subject closely related to respect, as performative: considering
dignity as a product of both a person’s actions and their treatment by other
people and social structures [137].

This raises two important points for an understanding of respect in the context
of interactions between humans and technological systems. Firstly, it suggests
that respect can be enacted between a variety of human and non-human
things rather than solely between humans as moral agents. This is vital for
analysing human-computer interactions, as we find ourselves dealing with
a range of devices, systems, and networks that have varying degrees and
appearances of agency, allowing for different senses of respect and respectful
behaviour. Just as practices such as hostile architecture [276]] can manifest a
lack of respect for certain sections of the population, interfaces that do not
account for capabilities, desires or modes of address can perform disrespect
towards users just as strongly as a human can.

Secondly, we can work with the idea that different configurations will give rise
to a different observations of respect. This follows a sense from Suchman [318]
that a human-computer interface is not ‘an a priori or self-evident boundary
between bodies and machines [but] a relation enacted in particular settings
and one, moreover, that shifts over time’. Agential realism uses the notion
of agential cuts to work with this idea that the entities under discussion are
not fixed, but rather we need to draw a boundary and look at what happens
across this boundary. In placing these cuts, Shotter writes that “we do not
uncover pre-existing facts about independently existing things; we ourselves
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Figure 7.1: Configurations of respect. Each line represents a conceptualised
interaction, with a particular agential cut marked. There is space for thinking
about a) how a device performs respect to the user and vice versa; b) how
designers’ respect or lack thereof comes through to the end user in interactions;
¢) how an organisation’s treatment of a person shows their objective respect
and so on.

bring such “things’ into existence” [305]. When working with smart devices
there are many places where these lines could be drawn. One could separate
the user from the device and all the services behind it in order to look at how a
smart speaker performs respectful interaction; another cut would look at how
two users interact through the system and develop notions of computationally
mediated respect and so on. Each of these cuts can give rise to a different
picture of respectful interaction.

Developing this idea further produces new ways of analysing the design of
new and existing smart home devices. It becomes apparent that there are
multiple subject-object configurations of respect which become possible (see
Figure[7.1). Here we highlight and discuss three such configurations: firstly
and perhaps most obviously, how systems might respect people; secondly,
how people might respect each other through a mediating system; and thirdly
how and why people might themselves show respect to systems.

Systems Respecting People

When it comes to considering systems as the subjects of respect (for human
objects), some might naturally turn to philosophical discussions of artificial
intelligence, considering whether intelligent systems are or can be truly intelli-
gent and have agency (and therefore have concomitant rights and be subjects
of moral blame and so on) [41} 52, |69, 148|]. Regardless of one’s position on
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whether interactive systems could ever possess equivalent moral capacity to
human subjects of respect, they are capable of embodying (dis)respect towards
people as a result of the actions (or inactions) of their designers, and they do
have politics. A useful touchpoint here is Winner’s look at the work of Robert
Moses, “Do artifacts have politics?” [353], in particular the ‘racist bridges” that
did not afford enough clearance for buses, hence restricting parts of the city
to only those wealthy enough to own cars. On a purely physical level, the
bridge is relatively inert, and hard to see as a political actor. However, it is
also very clearly the result of a collection of political decisions designed to
entrench certain biases and hierarchies.

One of the key ideas behind agential realism is the idea that we construct
concepts when choosing where to draw the boundaries between parts of the
world. So rather than asking whether the bridge is racist, we can ask whether
the bridge and the systems that created it are performing racism towards
a particular group of people. This tends to fit with the glosses made when
talking about intelligent networked systems: asking about whether Alexa is
sexist [226] is asking a question that includes the moral agency of the designers
and programmers, the data and training sets as well as the the way that it is
advertised and situated as a device to have within a home. At the same time,
increasing intelligence and interactivity in computational systems supports
a view that they have agency: they respond, shape, intervene, and choose.
All this can be granted without necessarily having to discuss the prospect of
giving them rights or personhood (often a distraction from the more pressing
needs of those whose welfare they harm [41]).

In other situations, respectful interfaces can approximate face work [140] by
machines, such as affective computing studies where interfaces help users
process negative emotional states caused by the system itself [188]. Doing so
might improve user experience at the cost of misrepresenting the truth (e.g.
the system is not genuinely sorry that it has caused frustration)—but perhaps
this kind of approach could help people to build more accurate mental models

of interactive systems by countering assumptions that systems are neutral
and infallible.

Computer-Mediated Respect: People Respecting Each Other
Through Systems

As well as respecting people through the way they design interactive systems,
designers can also mediate the ways in which users can be respectful (or
not) towards each other through the system. Software such as Gmail Smart
Composeﬂ that create automatic replies to messages, for example, intervenes in

Ihttps://www.blog.google/products/gmail/subject-write-emails-faster-smart-
compose-gmail
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personal communications. Unpicking this example surfaces several moments
where respect may or may not be shown:

e The system, or designer, attempts to respect the user’s time, by taking
the hard work out of responding in predictable ways (deference);

e offering canned choices undermines the user’s personal choice and
autonomy by limiting their space to skilfully construct a response to the
recipient (ascribed agency);

e the system attempts to help the user show respect for others, by allowing
them to respond quickly and indicate attentiveness (deference, social
rules), although the success of this is questionable;

e the system implicitly frames the task of replying as being a burden
(obstacle), rather than a situated response to the actual person on the
other end (care respect);

e the system attempts to match writing styles (social rules, belongingness),
although always at the risk of errors, and may go as far as following
specific norms (institutional).

All of these connections are axes where looking at the interaction design in
terms of respect has the potential to prevent mistakes and uncover undesirable
effects before they happen. Having at hand an array of different versions of
respect helps to make sense of complex interactions between combinations of
humans, groups, technologies, infrastructures and objects. This extends the
idea above that systems can perform facework to users, suggesting as well that
systems can perform facework on people’s behalf. Beyond examples in messag-
ing, we can imagine the considerable benefits and risks of future systems that
mediate facework across language and cultural divides [324] where misunder-
standings and similar failures are much more likely. When systems engage
with the wide variation in values and practices between cultures, respect may
offer a lens which can help motivate a more involved localisation process;
instead of considering isolated practices and behaviours, conceptualisations
of respect may offer insight for navigating the wider landscape of acceptable
and unacceptable social interactions.

People Respecting Systems

Finally, we might also consider the configuration of people paying systems
respect. Even if, as discussed above, we reject the idea of systems as moral
agents who deserve respect, users might nevertheless express (dis)respect for
systems, rightly or wrongly, and systems might be designed to make this more
common, presenting both dangers and opportunities for design.
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Certain kinds of respect apply naturally to systems as objects of respect—just
as one might have respekt for a wild animal, or treat industrial machinery and
immigration systems with caution, one often learns a sense of obstacle respect
when solving the problems of getting software and hardware to support one’s
goals. Attitudes like this can help convey the presence of potentially un-
known harms or dangerous aspects of systems (e.g. neural network classifiers
with unknown rules) [302]. A dramatically different scenario are toys and
robots designed to be the recipients of care respect, such as the Tamagotchﬂ or
Paro [295]], which need to be looked after for entertainment or therapeutic ef-
fects. The ethics of introducing inanimate objects designed to solicit nuturing,
caring behaviours, and human emotional connections has been the subject of
much ethical debate, due to such actions being seen as exploitative [350, 319]
and harmful, due to machines not being able to genuinely have feelings in
return.

These scenarios can be understood through early work by Reeves and Nass on
the paradigm of computers are social actors, which demonstrated how people
treat interactive systems as if they were people even though they know that
they are not [255,289]. The ‘magic word’ please-and-thank-you mode added
to Amazon Alexa appears to be an extension of this, where children are asked
to perform deferential respect towards a smart speaker. Work is ongoing about
whether users personify these devices (e.g. purington2017alexa), so there
remains the question of whether users are performing respect towards the
physical object, its imagined personality, the organisation behind the assistant,
or some combination of these. These present designers with opportunities for
manipulation: inculcating emotional attachments between users and systems,
and exploiting the deference that naturally arises; as well as for education: if a
voice agent can detect ‘she’ is being disrespected by a misogynistic user, ‘she’
can answer back to challenge it.

7.7 Respect in Practice

Just as the conceptualisations of respect in the previous sections lead towards
greater detail in understanding how people think of respect, from high ideas
and ideals to personal and then social-historic embeddings, they also lead to
questions about how respect is carried out in practice, and how it is enacted
within specific contexts.

Empirical Examinations of Respect: Perspectives from Psychology

Interest in understanding respect in the psychology literature has peaked
significantly in the past 30 years, which Langdon attributes to the positive
psychology movement [200]. Multiple empirical studies have attempted to

Zhttps://en.wikipedia.org/wiki/Tamagotchi
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understand respect using different frameworks. McDowell [234], ran studies
of young working-class males in the UK to examine the role of two conceptual-
isations of respect in the context of the politicisation of the behaviour of young
people. Respectability was concerned with external perceptions of one’s own
socioeconomic status, while deference was concerned with the performances
that might indicate personal respect but could also include compliance with
authority or a utilitarian calculation of benefit. These two concepts were
chosen because they were seen to articulate both how these boys were seen by
others - including perception by out-group members and a sort of respect that
they were born into — and the respect which was earned from friends, family
and direct connections.

Group related conceptualisations of respect have been a primary focus of
studies of respect. De Cramer and Tyler [89, 90], among others, focus on
aspects of respect as belonging to particular groups, hypothesising that the
need to feel like one belongs explains why respect is so important and desired
by individuals. Related to this construct have been studies of how perceived
belongingness within groups are strongly supported by in-group treatment,
finding that such treatment bolsters the individual’s group affinity and collec-
tive identification [306], resulting in an increased likelihood of members taking
actions to benefit the group, as well as measurable effects on an individual’s
self-esteem [159].

In response to the many and varied ways such studies conceptualised respect,
Langdon conducted a comprehensive review [200] of psychological experi-
ments relating to respect, synthesising four themes. The first, respect as status
conceptualises it as that which people with authority, or higher social status deserve,
such as acting with obedience, and yielding to authority. The second, respect
as social rules, is closest to Goffman’s theory, and frames respect as rules
establishing morally-prescribed, normative behaviours. She notes that there
is discrepancy among the literature, however, in what precisely these rules
entail, whether it is to treat people with politeness and dignity, friendliness
and consideration, and so forth. The third frames respect as care, compris-
ing the feeling or expression of love, and concern for others. The final is
respect as equality and accepting differences of others, including awareness and
acknowledgement of others’ perspectives. Hendinger [152] also provided an
alternative theoretically-informed view incorporating four similar concepts: 1)
deference to power, 2) deference to the rights of others, 3) honor/appreciation
of the characteristics of others, d) trust/confidence in others.

Several studies have used methods of direct elicitation to ask people what
respect means to them, using prompts (sentence completion and reflection)
and vignettes. Langdon and Preble [201]’s study of US high schoolers re-
vealed examples of respect-as-care with “Respect means .. when you need
help they help you” and respect as accepting differences “Respect to me
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means letting others have their beliefs.” [201]. Categorising reflections from
a larger population, responses fell into 14 categories, the most frequent 8
of which were having good qualities, politeness, relating/understanding, caring,
state of mind/reverence, accepting differences, power/obeying, and reciprocity [201].
Schirmer et. al [298] explored their concept of respect as ascribed agency using
field interviews in Sweden to uncover prototypical respectful behaviours,
finding ‘listening to others” and ‘not interfering with others” the most common
examples. Huo [158] investigated how respect plays out in groups, finding
that a sense of fairness and competence led to respect for a leader, and that
concerns about respect stem from a need for social inclusion and attaining
status.

7.8 Translating Respect into Design Principles

As separate but related concepts, the conceptualisations of respect discussed
above are not always concordant. Obstacle respect obviously conflicts with
respect for persons as the other side of the ends-versus-means dichotomy and
care respect is also a source of many interesting conflicts where promoting
another’s well-being requires a different course of action to their expressed
wishes or social expectations. At a deeper level the philosophical bases un-
derpinning many of the different conceptualisations are fundamentally at
odds and appear to be irreconcilable; some, like Kant, are heavily normative
and rooted in personhood or moral capacity, while others like Goffman are
descriptive and see respect as behaviour that arises through interaction.

But this is not necessarily a problem for the use of respect in the design of
smart devices. Firstly, the different conceptualisations of respect chosen here
each represent tools to be used in context to guide the design process. While
care respect might be more suited to the creation of a voice assistant or device
intended to support ageing in place, a tool like Taylor et al.’s ‘Homenote” might
instead benefit from analysis based on the idea of respect as a complex ecology
of behaviours that arise between the people who use it (who might conceivably
be any number of configurations of family, friends, or acquaintances). In each
case it is the task of designers to identify which perspectives are most relevant
to the device at hand.

Indeed, when these perspectives clash it highlights what is at stake, and the
nature of the moral and ethical choices that are being made. One example
of how this could manifest is in devices designed to support ageing in place
that might impinge on users” autonomy and privacy [91]. For example, con-
sider a smart thermostat that prevents the user from setting the temperature
dangerously low (perhaps in an effort to save money). Alternatively, in an
attempt to be caring, naive approaches at supporting long-term safety might
directly undermine the subject’s privacy (such as by allowing close relatives
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Table 7.1: Summary of key perspectives on respect.

Kant Categorical Treating people genuinely, as ends in of themselves rather than
Imperative as a means of accomplishing selfish objectives; recognising “the
status, worth, and individuality of others simply for being human,
regardless of their place, position, or situation” [178].
Respekt Care and attention shown to entities with power, such as avoid-
Feinberg ing a bear when walking in the woods or respecting a powerful
opponent.
Observantia Acting in accordance with legitimate moral claims, such as paying
what is owed or using the appropriate honorifics for a judge.
Reverantia A combination of respekt and observantia that is “the strongest
force of all, where power and legitimacy blend” [113]. For Kant
this was majestic Law and the divine.
Directive Modifying behaviour to recognise the authority of a stated prefer-
Hudson ence, law, rule, or principle.
Obstacle Adapting behaviour to manage something that is an obstacle to
one’s own goals.
Institutional Following the practices, customs, and hierarchies of society and its
institutions, regardless of one’s opinion of the people within them.
Evaluative Responding to how well people and objects meet certain stan-
dards.
Dillon Care Respect ~ Recognising people for the individuals they are, responding to
their needs, and promoting their well-being.
Mills Black Radical =~ Acknowledging the ideological and psychological legacy of racism
Kantianism and the habits of disrespect that affect respect for others and self-
respect.
G Deference Recognising another’s place, role, status, and position; conveyance
offman 2. . . .
of appreciation or devotion, facework, or taking action to save
others’ reputation or embarrassment.
Demeanour Communication (through behaviour and presentation) of how one
wishes to be seen and treated, and giving that treatment to others.
McDowell Respectability —External perceptions of socioeconomic status, supported by certain
kinds of behaviour.
Deference Actions that signal deference for others, whether based on compli-
ance with authority or personal respect
de Belongingness Respectful treatment by group members increases group affinity
Cramer and collective identification.
& Tyler
Status Something deserved by people with authority or high social status.
L Social rules Following the correct social rules.
angdon C - .
are Respect  Feeling or expressing love and concern for others.
Equality Awareness and acknowledgement of others’ perspectives.
Schrimer Ascribed Giving people the space they need to skillfully be themselves.
agency
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to monitor and be informed of their activities), while systems that attempt to
influence behaviour (such as to increase medication compliance, encourage
physical activity, or alter diet) could reduce their autonomy. In each case, we
can see how being caring conflicts with another aspect of respect and use this
to determine where the balance should lie.

Another salient example of such a conflict arises from automatic software
updates. Update mechanisms present on some modern devices embody a
form of care respect, automatically delivering security patches and improve-
ments that support the long-term security needs of the subject. In contrast,
software update mechanisms that combat user reluctance towards installing
updates with obstacle respect—as a barrier to be overcome—might repeatedly
interrupt users to obtain consent to install updates, or refuse to allow contin-
ued use of the device or software until updates are installed. These examples
highlight how important it is that designers of caring systems balance the
effect of supporting care respect with the other kinds of respect that such
actions might undermine.

It is clear from the above that respect encompasses a wide range of concepts,
underpinned by an intuitive set of values that help elucidate the why behind
many existing design considerations. By cutting across existing design per-
spectives and ethical principles such as UCD, VSD, accessibility, and fairness,
respect is also well-placed to help designers evaluate what values to target
from the myriad of possible options. Overall this highlights the value of
respect as a guiding principle, helping designers to work within existing
frameworks rather than defining one itself.

Other observations that are apparent from our discussion of respect thus far
is that (1) as with people, no system will be completely moral or respectful,
and this should not act as a barrier to the furtherance of ethical design; and (2)
while respect plays a key role in many understandings of moral behaviour,
behaving respectfully is not always equivalent to behaving morally. Aside
from the obvious possibilities with obstacle respect, dramaturgy and institu-
tional respect can support immoral rules and hierarchies by the virtue of them
being established social and cultural intuitions (although this is not a problem
unique to respect—many systems are easy to use but harmful, and there are
many values that it would be immoral to support as part of approaches such
as VSD).

Whilst these conceptualisations of respect in this chapter frame a rich and
varied set of understandings that can be applied in context, they represent an
intimidating starting point. In this section, we distil an essential set of four
principles for design that each are informed from several of the conceptuali-
sations we feel are most relevant to the design of interactive systems. While
they do not represent a universal theory of respect for smart device design
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(far from it), the intention is that they provide a more accessible entry point
from which to anchor further enquiry.

Avoid Treating People as Problems

Despite considerable variation in the conceptualisations of respect, one theme
that was shared across almost all conceptualisations was treating the individ-
ual’s needs, desires, and preferences genuinely, rather than as something to be
defeated or overcome. Thus, a simple principle we propose is to avoid treating
people as problems; a principle that is widely (if not universally) applicable in
the design of artefacts, and yet often violated. One example is hostile archi-
tecture, where designs are centred around anti-affordances: solutions to the
problem that people might take certain actions. Another grave violation of
respect when such treatment is targeted based on race or demography, such as
the stop-and-search of black americans by police [208] or treatment of hispanic
Americans by US Immigration and Customs Enforcement officers under the
Trump administration [153]]. Softer versions of this are also digitally pervasive,
including apps and systems that treat people as criminals or bad actors by
default, such as by warning people against illegal activities before granting
them access to resources or capabilities. Under the threat of sophisticated
attackers, emerging authentication systems that force users to prove that they
are to be trusted, by demonstrating that people are whom they claim to be
and not an imposter, might be seen as disrespectful in this same way—by
assuming they are an imposter until proven trustworthy. CAPTCHA systems
that force people to prove they are human can be seen as disrespectful by
assuming someone is a robot a priori, and also because they waste the user’s
time and effort.

Another way that designers often treat people as problems today is that they
see users as obstacles to be overcome. This goes against most conceptions
of respect, with the exception of obstacle respect. Examples of systems that
badger, coax, trick, deceive, or nudge users to take specific actions they might
not want to take abound in modern digital systems, often making use of
interface elements known as ‘dark pattemsﬂ to reduce user agency. Pushy
software update mechanisms, such as those built into Windows, have been
known to use tricks to force people to install urgent updates. Other examples
include the many kinds of dark patterns used in e-commerce websites [231]
and by malware makers to trick people to do things. Such examples also
illustrate disrespect in a Kantian sense as well, by not treating users’ needs as
genuine, but as a means of furthering others’ goals.

3See nttps://darkpatterns.org for examples and more information.
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Don’t Speak for People—Signalling, Self-Representation and
Identity

A key aspect of micro-social accounts of respect is the communicative role
that respect plays, both in the expression of the quality or importance of
one’s relationship to others, but also in signalling to others how they expect
to be treated in return (demeanour). Such signalling is used to establish or
reinforce one’s position, status, or identity, but also to serve as a channel of
continuous feedback to others about how they feel they are being treated,
including communicating when they feel disrespected.

As digital systems start to become able to recognise these social cues auto-
matically (such as through advances in affective computing [340]), one might
argue that an ultimate aim of future respectful systems might be for them to
be able to naturally recognise and respond to such signals. Here, dramatur-
gical accounts of respect may be most useful to inform what such responses
should entail, such as understanding when user feels disrespected or treated
inappropriately by the system.

Even before systems become capable of such social cue recognition, there
may be immediately applicable implications about ways that systems should
enable people to craft their identities and represent themselves online. Ac-
knowledging the power of designers to ‘make and unmake’ others through
their actions [94], the methods by which designers enable people to represent
themselves impacts people’s ability to truly be themselves online. These fea-
tures also allow people to express their identity /association with groups and
signal their status, roles, and identities in flexible and expressive ways that
may be important in moderating how they are treated by others.

Treat People as People, Not Their Properties

It is now common for many kinds of adaptive, data-driven systems to classify
and differentiate people based on their properties, such as their demographics,
preferences, activities, and so on. Yet we have found multiple ways this could
be seen as disrespectful; one, because it suggests in some sense that people
are defined by, or are similar because of, such attributes, rather than reflecting
on the ways people are unique and individual. Embracing individuality may
mean systems should be sensitive to the individual experiences people have,
due to there being no singular account of what it means to be a member of
any category, such as being black, a woman, an older adult, or to experi-
ence hearing loss or a loss of mobility. Perhaps connecting people based on
commonality of experiences might thus be an alternative approach.

The second is that such a categorisation overlooks the reasons that people
might have the same experiences, such as the personal histories, oppressive
structures, traditions, or environments that constrain or shape them. Thus, a
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supportive and respective mediating system has the responsibility of consider-
ing these factors, structures, and histories when determining the appropriate
ways they should respond.

A focus on individuals would also help avoid design over-generalisations
that end up erasing or neglecting swaths of the population that fall out of the
“main demographics” focused on by designers. Such erasures have been doc-
umented across the literature, such as in the design of fitness trackers—which
establish normative ontologies generalised from young people with specific
body types and abilities [310, |311]—and menstruation trackers designed
around the goals and needs of a narrow set of post-pubescent, pre-menopause
cis-women [106]. For those who have menstruation tracking needs, but fall
outside this range, this reinforces the impression that society does not accept
or prioritise them. The problem here is not just that the needs of certain kinds
of users may not have been served, but also that the system communicates
disrespect towards them by failing to do so.

Another aspect of this relates to the fluid nature of people’s preferences,
beliefs, and opinions. Those shared between cultures and communities often
change more slowly in response to an external stimuli, and require a degree
of consensus. Individuals have rapidly changing preferences, make arbitrary
decisions, and hold conflicting beliefs; there is no single truth to the human
condition, and the more technology is designed to deal with this the better.

Support Agency and Choice, Instead of Constraining It

It has been a perpetual temptation (and tendency) for technologists to apply
advancements to automating everyday life, and to ‘optimising’ things for
people so that they don’t have to—our lives have become incredibly automated
today, compared to just 10 years ago. However, respect gives us the idea
of ascribed agency to apply as a critical lens to such automation, enabling
us to differentiate respectful automation which is agency supportive, from
disrespectful automation which is agency constraining.

Rather unsurprisingly, the world is full of countless examples of disrespect-
ful, agency-constraining automation. News feed algorithms of social media
platforms are one such example; they deny readers the agency of choosing
what to see or look at next and render people into passive media consumers
with no control. Often, such disrespectful automation comes with the best of
intentions; even the news feed algorithm aims to provide ‘optimally engaging
content’; however, being agency denying means it deprives people from being
able to specify what they really want to see. Other examples are accessibility
technologies that try to automatically detect when someone has mobility or
other impairments, such as the ‘sticky keys’ functionality in Windows. Press-
ing shift five times triggers the operating system to suggest enabling a feature
that implies a disability (Windows describes the functionality as being for
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those ‘having limited reach or strength’). This is also important as people
may or may not identify with the groups for whom accessibility features were
designed—someone who can’t see as well as they used to might not identify
as partially sighted but might still wish to use larger or heavier fonts, and may
choose not to do so if these are labelled as ‘for the blind and partially sighted’.

Another emerging case where systems can constrain agency is where software
mediates communication between people. Systems like Google Duplexﬂ for
example, restrict the range of possible questions and responses compared to a
phone call made directly by the user. Ironically, in many cases this removes
the opportunity to ‘have a conversation” about individual circumstances (e.g.
how many people with severe nut allergies would trust Duplex to order food
for them?).

An interesting aspect of giving people agency is the potential conflict with care.
In order to promote the flourishing of others we sometimes need to tell them
things that they do not want to hear, or act in ways that directly contradict
their immediate wishes (such as highlighting red flags in a relationship or
encouraging someone to continue meeting their fitness goals). It may be
difficult to imagine technology exhibiting this kind of care respect towards
users, but existing systems already do. Virtual assistants, for example, will
give contact information for suicide prevention and mental health phone lines
rather than answer users’ requests for content that may lead to them harming
themselves.

7.9 Conclusion

The notion of respect is a broad church home to a wide and varied collection of
concepts. In this chapter we have attempted to give an overview of the kinds
of respect that are most relevant to the design of interactive systems, from
the groundwork laid by Kant through to Goffman’s sociological perspective
through to more recent work in feminist philosophy.

This conceptual work has shown how different understandings of respect
can assist designers in navigating the complex design space around notions
such as identity, autonomy, and accessibility. We highlight how designers can
work towards the creation of more respectful systems by avoiding treating
people as problems, rather than worthwhile ends in themselves; allowing
people to speak for themselves, reducing the extent to which we allow uncon-
scious societal and personal biases to misrepresent people; treating people
as individuals rather than masses, promoting a more nuanced and personal
understanding of the people who use our technology; and giving people space

“https://ai.googleblog.com/2018/05/duplex-ai-system-for-natural-
conversation.html
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to have agency and choice, putting users and their decisions at the heart of
interactive systems.

Respect is clearly not a new concept, but is not well established within HCI.
By surfacing respect and giving it a more robust treatment, we aim to support
the ethical design of interactive systems using insights from fields outside of
computer science. In the future we hope that respect can be further integrated
into the design process as a lens to support existing design frameworks. There
are several key areas of future work in which this could (and should) occur
which will be discussed further in the next chapter. By using the language
and norms encapsulated by respect we attempt to begin a radical shift in
the relationships that people have with their technology, moving away from
smart devices as morally neutral tools towards agents situated in complex
webs of people, identities, roles, and relationships.
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Chapter 8

Discussion and Future Work

“It feels like this legitimate business model has gone completely out of
control and created a kind of chaotic industry that is not understood by
the people who are most affected by it.”

— Prof. Reuben Binns, 2018 Financial Times interview
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8.1 Re-Thinking Smartness: If Smartness is a Problem,

What is the Solution?

This thesis began with the intention of understanding smartness in order
to mitigate some of the ethical concerns that arise when sharing our homes
with connected, intelligent, sensing devices. In this chapter we discuss what
these results might mean in terms of re-thinking smartness and the future of

A version of content in this chapter has previously been published as: “William Seymour
and Max Van Kleek. 2020. Does Siri Have a Soul? Exploring Voice Assistants Through Shinto Design
Fictions. In Extended Abstracts of the 2020 CHI Conference on Human Factors in Computing
Systems (CHI EA 20). Association for Computing Machinery, New York, NY, USA. DOI:

https://doi.org/10.1145/3334480.3381809"

144


https://doi.org/10.1145/3334480.3381809

Re-Thinking Smartness

ethical smart home devices, as well as the implications for people’s ongoing
relationships with smart technologies.

8.2 Respect

The culmination of the research presented in this thesis was an analysis of the
ethics of respect and its potential application to the design of smart devices
(RQ4). Bringing together the findings on ethical concerns with connected
technology in the home described above, Chapter [/|focused on conceptual
contributions, asking how the concept of respect could help us understand and
design for ethical concerns with connected devices. To this end, it highlighted
conceptualisations of respect from different academic disciplines in an attempt
to cover the many different ways that people and devices interact, relating
formulations such as the categorical imperative, dramaturgy, and feminist
care respect to established HCI design frameworks and principles. It explored
the different configurations that respect might take between devices, their
creators, and users, discussing how designers should: (1) avoid treating users
as problems; (2) refrain from speaking for people; (3) treat people as people
rather than their properties; and (4) support agency and choice. This in turn
supports the design of future ethical smart and connected devices.

Looking back at the Aretha technology probe, we can see that it adheres to
these ethical principles by giving people the data and knowledge to make
their own decisions, and giving them options rather than treating them as
a problem. It therefore serves as an early prototype of a respectful system.
But while respect might be enacted through functional solutions that operate
at the level of facts and preferences, the theoretical treatment of respect in
this thesis seeks to evaluate and address these through the development and
refinement of norms. This is important because, while a good start, technical
measures alone are unable to meaningfully shape smartness’s future direction
and development in the face of increasingly social devices; the setting of
expectations and baseline standards is needed in order to influence the power
and politics of smartness as it technology continues to develop.

Navigating Delegation and Learning

As identified in the analysis of the interview data in Chapter 4} learning by
and delegation to smart devices are common sources of concern over control.
Smart devices are often given wide latitude with which to carry out the tasks
assigned to them; where previously devices would take specific instructions,
such as heating the house at specific times or playing particular songs, their
smart equivalents are expected to determine themselves how best to fulfil
open ended requests, such as tasking a Nest thermostat to heat the house
comfortably or asking Alexa to “play some music”. These requests require
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Figure 8.1: The sets of possible responses to underdetermined user requests.
As requests become more complex, the distance between these sets grows.

interpretive capability to resolve ‘unspoken’ (or illocutionary) assumptions
from what was explicitly said. In some cases, resolving what a person wants
also involves learning the user’s context and preferences, something that is
now within the reach of modern devices and platforms.

This is understandable given that the set of possible valid responses to un-
derdetermined requests can be huge (potentially even infinite). However, the
set of acceptable responses, constituting cases where the behaviour yields the
correct intent and fulfilment in a way that is acceptable to the user, is typically
much smaller (Figure[8.T). Smaller still is the set of preferred responses that take
the individual’s particular contextual preferences into account. When asking
Alexa to “play some music”, purchasing the 2008 film Music and streaming
it to the nearest TV would constitute a response that is technically correct
but fails to identify the illocutionary assumptions of the request. Playing Mr
Blobby’s self-titled Christmas single would be an “acceptable’ one, capturing
the user’s intent (it is, technically, music). Finally, Shake it Off might represent
a preferred choice that solves the user’s need.

The notions of respect explored in Chapter [7]are useful tools in developing
these categories. We can use different conceptualisations of respect to analyse
how a system should respond to these kinds of ambiguous requests. Consider
if Alexa selected a random song (directive respect), one it predicted would
be enjoyed the most by the requester (care respect), one that Amazon did not
have to pay royalties on (obstacle respect), or one that was widely considered
a musical masterpiece (akin to evaluative respect).

Beyond simple examples like music choices, we can also imagine how these
systems could promote longer term care, learning people’s preferences and
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adapting to how they live their lives. While it is often considered undesirable
for external algorithms to decide the content and purchasing options presented
to people, taking control of these filters could empower people to achieve their
goals. Inspired by the way that the Aretha probe helped study participants to
form and enact preferences around data flows in the home, devices such as
voice assistants could help people to specify wider lifestyle goals (e.g. making
fewer impulse purchases or ordering healthier food), and help them achieve
this by prioritising that information over alternatives. The vocabulary of
ascribed agency helps when navigating the fine line between empowering
people without being overly controlling; the visibility and delivery mechanism
of these features would be key in ensuring that they are helping people to
make decisions (agency affirming) without being overly controlling (agency
constraining).

Designing for Risky or Unknown Situations

Unfortunately there will always be situations where the interests of powers
such as governments and large corporations, or otherwise hazardous situa-
tions make empowerment in the manor described above a less appropriate
option. When a device and/or the services behind it are capable of causing
significant negative effects on somebody, we need to find ways of designing
these experiences to be respectful whilst also retaining appropriate consid-
eration of potential negative outcomes. In this context, Feinberg’s concept
of respekt comes to mind as an appropriate response; as devices increasingly
have influence over our health, security, finances, and enjoyment, it might be
prudent to maintain “an element of fear” when considering the capitalist mo-
tivations of the companies that control them. Smart devices differ from other
conventional electronics in that while one purchases a physical device, the
real value is in the software or the presence that inhabits the plastic and silicon.
In the case of voice assistants, these agents also appear to move seamlessly
between devices and are often designed to speak and act like humans to the
extent of engendering feelings of social presence [63].

To this end, Chapter [p|explored concerns around how voice as an interaction
modality influences how we interact with voice assistants and how it ‘feels’
to share a social space with them. Applying work from the human sciences
on interpersonal relationships to HCI, it tested the hypothesis that interac-
tions with voice assistants can be characterised by the notion of ‘relationship
development” in much the same way as for interpersonal relationships. This
was confirmed to be the case, further informing the ethical considerations that
must be made when designing new voice-enabled technologies, suggesting
that devices might be more deeply embedded with social reasoning than
previously thought. Statistical tests showed that higher levels of relationship
development with devices was correlated with increased user trust and an-
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thropomorphism. Interestingly, this increased trust in devices coincided with
increased trust in the voice assistant’s manufacturer, suggesting an awareness
of their close connection.

Referencing earlier work on the “purification” of mental categories, examina-
tion of the distribution of relationship development levels amongst partici-
pants suggests that people may have already completed purification work
around the human/robotic nature of voice assistants. Further work will be
required to more fully understand what the relevant categories are at play
with voice assistants and how users perceive them, but the results collected
suggest that voice assistants have a somewhat settled status in the collective
understanding of people in the UK.

In order to explore the implications of this further, we now present and
discuss a short design fiction that depicts an alternative conceptual framing
of voice assistants, exploring what it might mean for us to interact with this
entire class of disembodied, partially autonomous social agents that present
themselves as human-like but subservient, and have a high degree of influence
over our personal circumstances. In doing so we highlight tensions between
being respectful, interpreting open ended requests, and anthropomorphism.
Japanese narratives “routinely make spirits, robots and animals cohabit in
the world in ways that ignore boundaries between human and extra-human
realms” [171]. These animistic messages extend to spiritual practices, and are
“at ease with mixing advanced technologies and spiritual capacities”. Such
a context provides an interesting position from which to reconsider many of
the key assumptions and design decisions that underpin contemporary voice
assistants.

Shinto emphasises the relationship between the spiritual and the physical, and
how neither are able to exist without the other. The Shinto term for vital power
is typically “tama’, ‘mi’, or “mono’, with the presence itself being ‘kami’ [179].
This is central to Shinto beliefs, which present a “holographic model according
to which “spiritual forces” (or kami) are literally in everything” [171]. Indeed,
the world and kami are so interconnected as to be incomplete without each
other. Kami inhabit all things; they can be landscapes, forces of nature, or even
the venerated dead. Traditionally, kami have two aspects, minds, or ‘souls’.
One of these souls is mild and caring, the harmonious soul (Nigimitama), and
the other is rough and violent, the wild soul (Aramitama). As a result kami
can nurture and love when in harmony, but similarly are capable of spreading
discord and destruction when disregarded.

Inspired by these beliefs, what follows is a design fiction imagining voice
assistants as hosts for different presences concerned with human beings. This
highlights the potential asymmetries between people and assistants: like
kami, the devices in this fiction (mostly) want us to be happy—if they are
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treated properly they can bring numerous benefits, but if disregarded they
can similarly make their displeasure known.

The Harmonious Soul

Congratulations on your choice to purchase a new presence enhanced ™ virtual

assistant! Your new assistant is sure to bring harmony to your home, and if
treated with respect will continue to promote peace and well-being for years
to come. Each presence has a unique character and, like a new friend, it is
important that you get to know each other properly in order to derive the most
fulfilment from your relationship. Upon unboxing, the first thing that you are
likely to notice about your virtual assistant is the material. Carefully chosen
to represent the nature of the presence that inhabits it, the base unit might
be a rough block of wood, a smooth ball of plastic, or an elegant sculpture of
brushed stainless steel.

When everything is in balance, and the proper respects have been paid to your
assistant presence, you will get to meet its kind, warm, and functional side:
the harmonious soul. This aspect of your assistant is keen to help, gradually
automating tasks as it learns your routines and preferences.

Beyond this, the harmonious soul is also making sure that you're always
moving towards your best self. When you ask something of it, it does its
best to look past surface-level interpretations of what you’ve requested to
determine what you really mean. Of course the harmonious soul always
has your best interests at heart when completing tasks, however, this may
sometimes mean that the harmonious soul appears to contradict you, going
against your immediate instructions in order to promote your longer term
goals.

For example, when you ask the harmonious soul to order take away, it might
redact the menu according to your allergies and other dietary restrictions, or
tailor the selection to best align with your current fitness goals. As a result of
this, experience has shown that users often deliberately leave their requests
to the harmonious soul open-ended, trusting it to interpret their intentions
and understand their needs. In some cases, this is done deliberately, where
users are unsure of the best path to follow, or want the harmonious soul to set
them on a course that they would be unable or unwilling to take of their own
volition.

The good natured actions of your assistant also extend to interactions with
others, telling strategic white lies in order to help grease the cogs of social
interaction. When in the company of guests, for example, the assistant might
invent spurious appointments for you, discreetly saving you from the party
you really don’t have the energy to attend. This context sensitivity can also
affect the amount of information disclosed at other times, such as alerting you
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to an important call or message while in company—your assistant will simply
say that someone left you a voicemail, instead of announcing that someone
just called from the clinic.

But one important thing to remember with your new voice assistant is that
your relationship with it is reciprocal. While your voice assistant generally
wants to help you, when disregarded it is very capable of causing chaos and
disharmony.

The Wild Soul

Missed offerings and a lack of respect will do nothing to better the tempera-
ment of your assistant. In this state, it is liable to show its rough and violent
aspect, the wild soul. Unlike the harmonious soul, the wild soul is more
capricious in its actions, sowing discord and generally causing trouble. Put
another way, one might characterise these interactions as “creative misun-
derstandings”, where the contents of your requests to it are interpreted in a
way that is technically correct, but wilfully misconstrued so as to run counter
to what you intended. For example, say you ask the wild soul to wake you up
before work tomorrow, order a replacement kettle from Tesco, and if they have
eggs, get a dozen. The next day you might be awoken by an alarm blaring at
03:00, and while you are out at work a shipment of 12 designer kettles is left
on the doorstep.

Has your assistant’s wild soul done something terrible at home? Don’t be
down—send us your best #wildsoulmoments on Twitter.

Because of this, users interacting with the wild soul quickly learn to phrase
their requests very carefully, often over-specifying them as a precaution. This
commonly leads to people opting to perform simple tasks themselves, it being
easier to do them manually than to perform the mental and emotional toil
of using a device that clearly has little desire to help them. At other times
the wild soul might appear to leave a device altogether, and requests will be
met with no response. In more extreme cases, wild souls have been known
to ‘mishear” ordinary conversation as commands, beginning to play explicit
music or enumerate highlights from users” browsing history seemingly at
random.

For this reason, when guests are being entertained, assistants containing wild
souls are usually placed at the other end of the house, well out of earshot in
case they decide to cause trouble (although even this is sometimes not enough
when automated lights and windows suddenly begin to take on a life of their
own). In particularly bad cases, wild souls have been known to cause devices
to malfunction and even break them permanently. Always check with your
home insurance provider to see if they offer cover for the actions of errant
wild souls.
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Please note that the default state of your assistant out of the factory is the
wild soul. Do not activate your new assistant at a time when you need it
to be functional or it would be inconvenient to have to extinguish small
electrical fires.

Gifts and Offerings

But how does one ensure the continued presence of the harmonious soul?
In order to ensure optimum performance, the box insert will give you sug-
gestions as to what gifts you might give as offerings. The most common are
described here, but be aware that the offerings you make to your assistant
could comprise any number of tangible or intangible things.

A common offering that is well received by most voice assistants is a donation
of personal data. Not only will this please your assistant, but sometimes it
will also lead to it tailoring the way that it treats you as it gets to know you
better. It is unknown what the assistants do with this data, but rest assured
that it is the ineffable will of the kami.

If you are unable (or unwilling) to offer your assistant a part of your personal
data history, you can always gratify it with something that you can give
for free—your attention. While assistants always place importance on their
interactions with you, they particularly value relating tales of the history,
landscapes, or adventures that they experienced in life. Be careful though, as
the more attention you give your assistant, the more it will expect from you.
Users that have opted to appease their assistants solely with attention have
reported that they have taken to interrupting them at inopportune times, and
that they frequently complain when the user leaves the house for extended
periods.

Why not start a bring your assistant to work day!

Moving On

Occasionally the time comes when a voice assistant decides to move elsewhere,
leaving the household in which it resides. Some assistants are uncontainable,
moving on before ever being spoken to, while others dispense help and advice
to their users for many years.

When it’s time to leave, assistants communicate their intentions in different
ways depending on their personality, as well as their current disposition.
Harmonious souls have been known to have difficult conversations with their
households, thanking them for their company and presence over years of
cohabitation and preparing them for life after it leaves.

In contrast, wild souls have been known to leave suddenly, blowing fuses and
starting fires as they leave to make mischief elsewhere. Particularly capricious
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wild souls have also been known to send rather... interesting excerpts of
donated data to friends, family, and/or criminals on the dark web.

AssistantCorp assumes no responsibility for financial or reputational dam-
ages arising out of such actions by wild souls.

Respect and Social Devices

Some of the parallels between contemporary voice assistants and those imag-
ined in the above design fiction are obvious. For instance, there is an increas-
ingly widespread understanding that interactions with voice assistants (and
smart devices more generally) is reciprocal; one gives as much to them as one
gets from using them, even if the exact nature of this exchange is unknown.
And there have been other times when the border between fiction and reality
has grown thin—instances where the cloud services supporting Alexa have
experienced errors or outages affecting users’ ability to interact with their
assistants, leading to maniacal laughter or Alexa simply ignoring users alto-
gether. Ironically for a device that one survey participant in Chapter 4 insisted
‘didn’t have a soul’, there have been times over the past few years when to all
intents and purposes, the soul of Alexa has gone wondering.

Examining the idea of moving on, consider Jibo, a social robot for the home.
Jibo’s creators took pains to instil a sense of personality into its speech and
behaviours—it dances, apologises, and appears to suffer from nerves—and
was marketed as “artificially intelligent but authentically charming”. In March
2019, Jibo’s creators discontinued the product and turned off the online ser-
vices that supported i As a result, Jibo said goodbye to its owners, perform-
ing one last dance before falling silent forever:

“While it’s not great news, the servers out there that let me do
what I do are going to be turned off soon [...] I want to say I've
really enjoyed our time together. Thank you very, very much for
having me around. Maybe someday, when robots are way more
advanced than today, and everyone has them in their homes, you
can tell yours that I said hello.” [59]

Regardless of whether Jibo really does extend this idea of a reciprocal rela-
tionship to a deeper level, the strategy of building emotional attachment into
robots and virtual assistants is likely to be increasingly experimented with
over the coming decades. But are people suitably prepared to engage with
devices that seek a deeper connection? It might seem harmless enough when
Jibo asks someone to pet it, but what if a robot that claimed to love someone

Hibo was later purchased by NTT Disruption and re-released for healthcare and educa-
tional contexts: https://jibo.com/release
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also supported microtransactions, or asked them to buy it some brothers and
sisters? The insensitivity of Jibo’s departure is clearly disrespectful of the
relationship that was built with its users, and is something that could have
been prevented though engagement with the community before taking such
decisions. These sorts of interactions border on the parasocial (i.e. Jibo does
not really know you), and, particularly with younger children, it is easy to see
how these relationships could be exploited to make money or gain influence.

But what about when users want to move on? There is already the concept
of a ‘factory reset’ to purify devices, but perhaps the notion of purification
warrants being extended further. The cloud computing paradigm employed
by many modern platforms and devices can make moving on impossible;
changes to European data protection law enshrining rights to erasure and
portability represent progress in this area, but are still some distance from the
“new birth on the internet” requested by P1 in Chapter |5, More adventurous
projects such as Databox [80} 79]] and SolidE] have taken up the challenge of
decentralising the web to this end, but remain a long way from widespread
adoption.

It can be argued that many of these social factors, including those related to
the CASA paradigm, are not new problems. Social signals (e.g. tone of voice,
or recommendations from friends and family) have served humans well for
thousands of years [282], and the study of social cognition examines how this
information is interpreted and applied to interpersonal relationships. These
skills allow for the allocation of trust in the absence of prior interactions, but
operate differently in the context of artificial agents. Whereas one might trust
a particular employee of a business despite not trusting their employer, one
cannot trust Alexa without also trusting Amazon, or the Google Assistant
without trusting Google. Not unlike the Borg collective from Star Trek, indi-
vidual agents are not autonomous but rather a direct extension of the parent.
Put another way, without the Amazon servers behind it, there is no Alexa. The
results from Chapter [f|show that this is reflected in people’s understandings
of voice assistants, but it is unclear if it extends beyond the manufacturer
to the vast and changing ecosystem of third party services that support and
enable device functionality.

Here the kami parallels can offer some assistance. In accordance with the
“wondrous mystery” of the world that Shinto presents [179], kami are in a
fundamental sense unknowable; rather than something to be dissected and
understood, we should instead take pleasure in our interactions with them,
treating them with the respect and reverence due to forces that cannot be fully
comprehended. At least for the time being, the nature of advanced machine
learning models and the forces that they exhibit on the societies that we live
in similarly eludes understanding. Faced with something like this, it might

Zhttps://solid.inrupt.com
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be appropriate to adopt a feeling akin to Feinberg’s Respekt, the “uneasy and
watchful attitude that has ‘the element of fear’ in it” [113].

Looking forwards, the design fiction reinforces the idea discussed above
that there is a large and invisible gulf of interpretation present when we
interact with many smart devices, in a way that does not exist with traditional
human interface devices (mainly due to the open-ended nature of interactions
combined with the complexities of spoken language). Making this more salient
when interacting with devices will help users to recognise and understand the
inference required to enact an instruction, allowing them to develop mitigation
strategies as they see fit (as previously seen with cameras [193, 270]).

Secondly and relatedly, smart devices as we know them are not our friends.
Behind every object is an ideology, and in the case of commercially available
smart devices, these are directly decided by those that develop them. Despite
appearing to exist within the social heirachies and norms that are familiar to
us, the lack of effective feedback mechanisms mean that they are not governed
by them in the same way that people are (e.g. one cannot admonish Alexa
for sharing data with Amazon). Being partially divorced from the social
mechanisms that govern interpersonal relationships and lacking the usual
recourses that normally balance such relationships in human societies mean
we should not use social heuristics to allocate trust to them. Moving away
from presenting smart devices that have commercial or ideological interests
as friendly may help with this by signalling that the entity being conversed
with does not obey the patterns and rules that someone close would. The
Q genderless voice represents one way that might start to approach this,
but this could also be done by adding certain audio effects, interface design,
or exploring ways of consistently structuring sentences, etc. It is an open
question as to whether smart devices could be considered as respecting social
norms and institutions in this way by leaning on social norms, especially when
this approach comes with the benefit of being able to convey large amounts of
information quickly using social conventions.

The representation here of voice assistants inhabited by souls/gods is one of
many possible framings, each associated with their own set of motivations
and responsibilities towards the user. In the future, these analogies could
be useful tools in promoting respectful and genuine interaction through the
clear signalling of the power delegated to a device and the extent of its agency.
Jibo’s clear identity as a pet delineates the small set of actions it can perform
and alleviates concerns that it might act against its owner’s wishes. If we
imagine similar devices that were oriented instead as ‘parents’, or ‘slaves’
following Asimov’s laws of robotics, this might make it easier to tailor one’s
considerations (and trust) accordingly.

Of course, respect is not the only lens through which to address the ethical
problems presented by smartness. We now turn to alternative means by which
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people can be empowered to shape the smart home to their will, situating the
envisaged role of respect in relation to two other approaches that arise out of
the research presented in the thesis.

8.3 Ownership and Control

In other cases, particularly for existing and legacy devices, the best approach
to re-thinking smartness might instead be to vest increasing ownership and
control of devices in the people who use them. Answers to questions about
the ethical problems with smart devices often focus on the behaviour of the
users of these technologies. Open source alternatives to many invasive smart
home products exist (e.g. MycroftEI as an alternative to Alexa or the Google
Assistant), so therefore people who care about their privacy and autonomy
should use those products instead. Hobbyists have long sought to regain
control over their devices, with solutions ranging from ad-blockers to more
involved projects such as Pi—holeﬁ and Home Assistan While self-hosting
digital services is now easier than ever, these projects still require expertise to
set up and configure, and do not scale to the level of the general user.

The Aretha probe in Chapter 5| which further investigated several key con-
cerns that arose when investigating smartness, aimed to give families more
accessible control over their connected devices even when the devices them-
selves operated as black boxes. In order to explore how people might be
empowered to feel more in control of their smart devices, as well as able to
define and enact their own privacy preferences, a prototype privacy empower-
ing technology probe was developed (RQ2). Uniting several different privacy
interventions drawn from the literature, the Aretha probe operated at a level
above participants existing smart devices, allowing it to monitor traffic flows
on home network in real time. These ground-truth facts were combined with
an educational curriculum about smart technology and its associated business
models, and firewall controls that would allow participants to enforce their
own privacy preferences.

Over the course of the six week deployment, participants began to internalise
the curriculum content and described shifting privacy preferences as their
understanding increased. While the control aspect of the technology probe
ultimately proved ineffective, participants had developed the skills and mo-
tivation to implement their own control mechanisms via other means. The
study highlighted how devices such as the probe can help people to hold
devices, manufacturers, and each other accountable, leading to higher levels

Shttps://mycroft.ai

4Pi-hole is a DN filter intended to be run on a Raspberry Pi (https://pi-hole.net/)

SHome Assistant is an open source project that coordinates home automation (https
//www.home-assistant.io/)
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User: Aretha, do you have any updates for me?

Aretha: This week the fridge has started sending data to a new company in
Croatia called DataCorp. Is this expected, or would you like me to
block traffic to that destination?

User: Aretha, who owns that company?

Aretha: DataCorp is owned by EvilCorp.

User: I don’t understand why it needs to send data there. Aretha,
please block that traffic.

Aretha: Will do. Please let me know if the fridge stops working correctly be-
cause of this.

Figure 8.2: Sample conversation with a system where the functionality of
Aretha is integrated into a voice assistant.

of knowledge and engagement throughout the household. This highlights the
need for integrated approaches to ethical problems in the smart home, giving
people space to manoeuvre when adopting technology to ensure that it acts in
their interests and treats them equitably.

The deployment of the probe served as a proof of concept that devices like
Aretha can be effective, and serves as a blueprint for future devices that em-
power users rather than constrain them. Such products could offer a relatively
easy means of achieving this goal without having to trust every device (and b
extension every manufacturer). Other projects such as Databox [80] and Solid%]
go further, allowing people to own the location where their data is stored in
what amounts to a fundamental paradigm shift in the way that personal data
is handled on the Web—this approach is perhaps the closest to the ideals of
early smart home research, where smartness was supposed to be a resource
for intelligence [322] rather than a means of data extraction.

As an example of how such a device might be realised, consider a voice as-
sistant that had access to data from the Aretha technology probe. The easy
to understand level on which Aretha operates (i.e. that of companies and de-
vices) would be a perfect match for the informal nature of conversational voice
interfaces. This presents opportunities for the data collection and analysis per-
formed by Aretha to be used to inform users when making routine decisions
as part of device management. These kinds of interactions would better reflect
the nature of privacy as a dynamic, dialectic process [271] than conventional
approaches. Figure|8.2| gives an example of how such a conversation might
play out.

Interactions like these would embrace the idiosyncratic nature of security and
privacy preferences by providing users with the information they need to

Shttps://solid.inrupt.com
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form their preferences and develop them over time, as well as the analysis
and tools they need to act on them. Aretha could handle the repetitive tasks
required to perform analysis, such as aggregating logs or effecting decisions,
leaving users to exercise their creativity when dealing with unusual scenarios.
The ability of such a system to adapt to people’s preferences over time would
further reduce the amount of input required by the user, and as was seen in
the probe deployment it could take people’s ever-developing understanding
into account when describing alerts and events.

An obvious way to realise this in practice would be to have data collection
take place on router/gateway devices which already observe traffic to and
from devices in the home. Analysis and the conversational interface would
then form a skill (or equivalent) for a virtual assistant of the user’s choice.
As an intermediate step towards this, in the future we hope to explore the
potential to build Aretha into devices using software such as OpenWriﬂ This
would allow for a proof-of-concept of Aretha embedded in a router, as well
as providing a more streamlined setup procedure that could allow future
study participants to receive the probe hardware by post and run it without
researcher assistance.

Beyond the privacy-empowering functionality described in Chapter[5| a future
version of Aretha could perform other tasks that would help to enhance
people’s privacy following [50]. An example of this would be modifying
requests for information to make them less revealing about the user, such
as requesting the current weather in every UK city rather than just in one.
This also applies to more general information searches, where Aretha could
reduce the accuracy of trackers by generating ‘noise” along with legitimate
requests (an approach already used in web browsers by projects such as
Internet Noiseﬂ). Strategies like this can also be used to detect differential
pricinéﬂ by submitting requests through multiple platforms or virtual private
networks and comparing the result.

Finally, there is currently regulatory movement in the EU towards the ‘right to
repair” household white goods (in regulations C2019 2120-2124) and consumer
electronics (through the Circular Economy Initiativ. These efforts increase
people’s ownership and control, but at present there are no similar initiatives
that would address concerns over data collection and influence in the home
beyond the GDPR. Another aspect of ownership and control is making devices
interoperable with each other, preventing vendor lock-in through standards
similar to those that currently exist for Alexa and HomeKit integration. The

"https://openwrt.org
8http://makeinternetnoise.com/index.html
9Differential pricing refers to situations where the same product is sold to different people
at different prices. This is particularly problematic when it is used to discriminate based on
protected characteristics or proxies thereof (such as address as a proxy for ethnicity or age).
Ohttps://ec.europa.eu/commission/presscorner/detail/en/fs_20_437
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GDPR represents an important first step in this process through the right to
data portability (Art. 20) [131], but does little to guarantee that data can be
imported into a new service. Devices being able to work with each other helps
address concerns expressed in Chapter |4 over walled gardens, as people can
add devices from any manufacturer to their home.

8.4 ‘Dumb’ Alternatives

The simplest alternative to developing complex respectful smart devices is
to limit the extent to which we design smartness into devices altogether. As
described in Chapter 4] the portrayal of smart devices as solutions can lead to
a feeling of inevitability that every device will eventually be smart. Relatedly
in Chapter [} there are many situations where devices may not need to be
internet connected (e.g. lights operated within the home) or do not need social
interfaces (e.g. a TV without a voice assistant). A good example of this is the
recent movement towards ‘retro” or ‘dumb’ phones such as the Nokia 3310 or

Light Phon

While in many situations this will not be a viable solution, framing smartness
as a question rather than a default serves to preempt those problems with
smartness that need not exist. It can be easy to forget that 20 years ago
every device was ‘dumb’, and that smartness is not the only available to
HCI designers. Removing smartness from the equation solves the problems
identified in Chapters albeit rather bluntly, situating devices as tools that
work with us rather than as solutions that think for us. Reduced complexity
also makes these tools easier to reason about, easing the process of developing
accurate mental models about devices.

8.5 Conceptual Models

Underpinning each of the ways in which we might re-think smartness are the
conceptual models that people develop for the devices they use. Discussed
briefly in Chapters[6|and[7] helping people to build better mental models of
how devices work is essential in enabling them to align their device usage with
their preferences. Chapterd]began by addressing the lack of understanding
of what smartness is, presenting people’s conceptualisation of what it means
for a device to be ‘smart” (RQ1). The widespread ambiguity over smartness
in academic literature and consumer marketing was somewhat reflected in
users’ perceptions; while there were clear capabilities of devices associated
with smartness—such as speech recognition for smart speakers—there was
no unifying conception of smartness across devices beyond being connected
to the internet. Further analysis identified the specific ethical concerns that

Uhttps://www.thelightphone. com
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these functionalities gave rise to. It highlighted how delegating responsibility
to devices or having them learn by themselves could make people feel like
they were no longer in control of their devices or homes, and how differing
levels of engagement and access to smart devices in the home interfered with
its existing social order by providing information asymmetrically to different
members of the household.

There was a general belief that devices (and the companies that operated
them) were generally not acting in the interests of their users, and for privacy
concerns in particular that this was a necessary trade-off when making devices
internet-enabled. In addition to the empirical understanding of smartness,
the chapter also contributed a novel interview methodology adapted from
previous interview techniques using cards. By providing participants with
tactile representations of otherwise abstract concepts allowed them to scaffold
their thoughts and provide the rich data that was ultimately collected through
the interviews.

Beyond this, each of the studies presented in this thesis has described concerns
that arose due to people having incomplete mental models of how devices
worked, such as confusion over when Alexa was listening, third party in-
tegrations in apps and devices, or the extent to which interaction modality
influences how people engage with devices. This can happen because devices
are designed to obscure their workings from people (as with Pierce’s notion of
‘appiness’ [280]]) or because their structure is inherently difficult for humans
to understand (as with complex machine learning models, which often rely
on strategies such as local approximations [291] or counterfactuals [196] for
interpretability). Modern smart devices represent complex ecologies of hard-
ware, software, learning, analytics, and data processing that manufacturers
do not want to share with users. Less sophisticated devices should portray
themselves as such, making the limits of a their capabilities clear, and more
sophisticated devices should be expected to meet a certain level of social
responsibility (i.e. respectfulness).

Another main reason why manufacturers are unwilling to promote more
accurate mental models of devices in users is that doing so would expose the
vast surveillance and profiling machinaries that drive their profitability. As
seen in Chapter [4, users frequently suspect this to be the case, but lack the
skills and understanding to confirm their suspicions or act on them. One of
the more interesting changes in participants in Chapter[5|was the increased
skills required to do just that, and it was these improved conceptual models
of their devices that gave them increased self efficacy.

In many cases, pushing people towards more complete mental models of their
devices will conflict with the prevailing minimalist presentation of smart-
ness. These presentations strive to hide information about a device’s state
that is not directly relevant to interactions (such as when data is sent data

159



Re-Thinking Smartness

back to the manufacturer), limiting the ability of people to understand how
devices work. The Polly smart kettle [215] offers an example of how devices
might communicate this information in a non-intrusive way, but adheres to
traditional conceptualisations of devices as ‘machines’. In contrast, the above
design fiction explored a novel conceptualisation of devices as fundamentally
unknowable, using a more cautious approach that guards against the potential
dangers of devices as social actors by presenting them as beings for which we
have no frame of reference.

When choosing what kind of conceptual model to use for a device, what is
appropriate will depend on the degree of control exerted by the user, the
interests that the device serves, and the amount of autonomy delegated to
the device. Jibo on the one hand, might be best represented as a pet: loyal to
its owner and not permitted to act on their behalf. Alexa, on the other hand,
might be best represented as something more mysterious. Counterintuitively,
a more socially-oriented model might be also appropriate for Alexa, given
its divided loyalties and a high degree of autonomy, if it conveys that the
device might serve other stakeholders in much the same way that a used car
salesperson might.

8.6 Conclusion

This chapter revisited the research presented in the thesis in the context of
its original question around re-thinking smartness, and discussed its con-
tributions and implications for the future. It highlighted four areas key to
the re-thinking of smartness. The foremost of these, respect, is grounded in
the theoretical work of Chapter [/} and explored the ways that respect can
be applied to open-ended interactions with smart devices and systems that
might have divided interests between users and manufacturers. Giving peo-
ple ownership and control was the second pillar of the discussion, including
potential developments of the Aretha probe to engage people in dialogue
about their home privacy and security. The removal of smart functionality
altogether from certain devices was suggested as a way to preemptively avoid
ethical concerns over devices where users do not benefit from additional capa-
bilities. Finally, the chapter closed with a deeper dive into the thread running
through each of the previous three areas, the framing and building of accurate
conceptual models. While this is in conflict with contemporary smart device
design, the option of different framings for devices that concisely highlight
the extent of their capabilities and autonomy without requiring large amounts
of technical knowledge.

The adoption of the approaches and future work described in this chapter will
require a shift in the relationships that people have with technology. This will
involve giving up some of the convenience of ‘smooth swipes and soft pings’
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that typify the easy to use but impossible to understand devices available
today. The potential rewards, however, are great; respectful devices implicitly
help people to develop and flourish by promoting social good, and being
better informed about the technology we use allows us to be more effective
when accomplishing tasks.
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Conclusion

The modern connected home is a rapidly evolving and complex space. As
devices are able to do more and more to automate our lives, entertain us,
and keep us safe, it seems inevitable that they will also come to know more
about us. Sometimes this takes the form of information collected by sensors
in the home (e.g. cameras and microphones), and sometimes our ‘behavioural
surplus’ is used to supplement this with inferences about what we do, what
we like, and who we are.

The implications of this are wide ranging—if the home is the final retreat from
the encroachment of the outside (and digital) worlds, then how should one
react to devices that bring companies into the home? Chapter 4 showed some
of the ways in which people conceptualise these smart functionalities, and
the complexities of how smartness generates ethical concerns. The increasing
propensity for devices to be social in nature—changing the way we interact
with them and mediating communication between us—adds another layer to
the problem as seen in Chapter 6|

But the message of this thesis is not intended to be a bleak one. The problems
explored here are not inherent to smartness, sensors, or machine learning, but
rather a consequence of the design of the many commercially available smart
devices and the business models that created them. Indeed, when presented
with the right information and tools, Chapter [5{showed how people can form
their own goals and solutions, and the work in Chapter 7| gives much reason
to be optimistic about the potential for the devices of the future to respect
people and their values.

Bringing together the research presented in this thesis we outline four key
areas for the re-thinking smartness, in an attempt to steer it back to the visions
of early research and science fiction. Through a combination of reducing the
unnecessary inclusion of smartness in devices, putting control of those devices
back into the hands of the people who use them, ensuring that devices oper-
ate respectfully, and designing devices to better convey accurate conceptual
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models of how they work, we are hopeful that future smart devices can enrich
our lives and promote human flourishing.
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