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Abstract

Embedded systems are ubiquitous in our lives, from smart locks in home automation
to robotic arms in industrial equipment, playing key roles in many safety- and
security-critical applications. An embedded system can interact with the external
world through three interfaces: it uses sensors to sense environmental changes,
controls actuators to cause physical impacts, and exchanges information with
others through transmission lines. In recent years, studies have demonstrated
using electromagnetic interference (EMI) to wirelessly manipulate signals in these
interfaces. Such manipulation can maliciously control the embedded systems,
threatening users’ privacy and safety, for example, unlocking a smart lock or raising
the temperature of infant incubators.

Detecting such attacks is becoming increasingly essential, but proposed detection
methods in the literature are designed for specific applications. Thus, this thesis
proposes two novel detection methods that can protect various systems regardless
of their types, filling the gap of generalized detection methods. The first detection
method is for the sensors, and its core idea is to modulate the sensor power in
a secret pattern unknown to the attacker. To bypass the detection, the attacker
must guess the secret correctly; however, this detection method provides a strong
security guarantee, where the probability of a correct guess is negligible. The second
detection method is designed for the actuators, and its detection principle is to
compare a signal to be protected with a reference, between which the difference
can indicate whether an attack occurs. This method can guarantee that any attack
effectively impacting a victim system will be detected. This thesis will demonstrate
that these detection methods do not only provide strong security guarantees but are
also lightweight and flexible to be integrated with different systems. In addition to
these detection methods, this thesis presents a pioneering study about how to corrupt
the signal integrity of differential signaling. Since many popular protocols such as
USB, Ethernet, HDMI, and CAN derive their electromagnetic noise immunity from
differential signaling, many people believe it can make communications immune
to external interference, whereas the study challenges this assumption and shows
a state-of-the-art attack that allows an attacker to use fine-tuned EMI to inject
arbitrary messages into differential signaling.
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The last decades have seen embedded systems promoting various devices’
automation and computerization. Unlike a computer for general purposes, an
embedded system is a microcontroller-based system that is merely for specific
tasks [1, 2]. For instance, a fridge’s embedded system is designed to maintain
cabinet temperature at a low level; an automatic door’s embedded system senses
pedestrians’ movement and opens/closes a door. Embedded systems automate
tasks, helping people live and work smarter and easier.

To achieve such automation, embedded systems need to interact with the external
world, and the interaction is associated with sensors that measure the physical
environment, actuators that cause physical impacts, and transmission lines that
connect different devices. Since these sensors, actuators, and transmission lines
(and by extension, embedded systems) guide so many safety- and security-critical

functions in different applications in our daily lives, attacking them could directly
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threaten users’ privacy and safety, possibly leading to severe consequences. Indeed,
a large number of researchers have successfully shown that they can remotely
manipulate embedded systems’ operation by different attack modalities, such as
sounds [3-8], lights [7, 9, 10], magnetism [3, 11], and particularly, electromagnetic
waves, which this thesis will focus on hereafter. Note that in this thesis, attacks
using electromagnetic waves to interfere with signals in embedded systems are

called electromagnetic signal injection attacks.

1.1 Motivation and Research Scope

Starting from sensors, there are many different types, from thermometers in a
fridge and motion detectors in home security systems, to altimeters in drones
and pressure sensors in industrial applications. Many previous studies have done
thorough research on exploiting “antenna-like” behaviors of metal conductors (e.g.,
electrical cables or PCB traces) [12, 13] to conduct electromagnetic signal injection
attacks to manipulate sensor measurements: in 2013, Kune et al. [14] wirelessly
injected an adversarial signal into the leads of cardiac implantable electrical devices
(CIEDs) to inhibit pacing and induce defibrillation shocks, which threaten patients’
health; in 2015, Kasmi and Esteves [15] modulated malicious voice commands on
electromagnetic waves and wirelessly injected them into a smartphone’s earphone
cable so as to control the smartphone; later on, researchers used similar signal
injection attacks to cause ghost touches onto smartphone’s touchscreens [16-18],
tamper temperature sensor readings in baby incubators [19], and manipulate frames
captured by image sensors [20]. The attacks are becoming prevalent. Regarding
defenses, traditional methods such as wrapping vulnerable places with Radio-
Frequency (RF) shielding materials [14, 15, 21-23] or using Electromagnetic
Interference (EMI) filters [24, 25] to attenuate adversarial electromagnetic waves
can provide finite protection, but they are not always feasible. Hence, extra defenses
are becoming more and more essential. Detection is vital because it allows the
embedded system to be alerted when an attack occurs and take further actions to

mitigate the attack. Many previous studies have proposed and demonstrated various
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detection methods for sensors (please refer to Chapter 6 for details). However,
there are still challenges that these methods could not overcome: first, since these
methods are devised for specific applications, the solutions cannot be generalized
for different applications, leaving many other embedded systems unprotected;
second, these methods need complicated circuits or algorithms, meaning that
extra hardware or software overheads need to be carefully considered in practice,
especially resources/budgets are constrained for deployment. To get rid of these
challenges, this thesis brings a novel detection method in Chapter 3, which fills
the gap of generalized and lightweight solutions.

Similar attacks can also maliciously control actuators, which are embedded in
our daily lives to such an extent that it is hard to find an example of an electronic
system that does not have actuators in some form: they are from motors in smart
locks and loudspeakers in webcams, to solenoids in pneumatic valves and light-
emitting diodes (LEDs) on dashboards of industrial equipment. Yet, only a few
studies conducted electromagnetic signal injection attacks on actuators: in 2018,
Selvaraj et al. [26] demonstrated that they could inject an electromagnetic wave into
the input wire of a servo, which can be used to control the rudder and the aileron
of a drone, leading to a crash; in 2020, Dayanikh et al. [27] demonstrated that they
can inject a signal to manipulate the switching state of individual transistors, thus
causing irreparable damage to power converters for electric vehicles. Note that it
is more complex to manipulate signals that control actuators (or actuator control
signals) than sensor measurements. This is because the actuators work at tens or
hundreds of watts (e.g., motors) while the sensors operate at a much lower power
level, so attacking the actuators consumes more power. Also, the actuators may
need complicated control signals: for example, a three-phase motor works by three
signals being 120 degrees out of phase, and accordingly, the attacking signals need
to be crafted more carefully and delicately. Indeed, it is arduous to manipulate
actuators, but it is essential to conduct research on defenses before such attacks
are abused. A few studies proposed detection methods for actuators, but they are

application-specific (see details in Chapter 6), making them difficult to fit into
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different actuator systems. Since there is no generalized detection method, a novel
solution is proposed in Chapter 4 to fill this gap. Please note that the detection
methods for the sensors do not apply to the actuators because they work in different
ways (i.e., different working principles and circuits, and see details in Chapter 4 ).

Note that the sensor measurements and the actuator control signals above
are essentially analog signals. Although so-called digital sensors/actuators can
communicate with others by digital signals, these devices have a built-in analog-to-
digital /digital-to-analog converter (ADC/DAC). Unless stated otherwise, the sensor
measurements and actuator control signals are analog signals hereafter.

Besides these two analog interfaces, digital signals are widely used within/between
embedded systems for information exchange as it has a better noise immunity [28].
Still, it is feasible to use electromagnetic signal injection attacks to manipulate
digital signals, but the manipulation is a substantially different process and has not
received much attention. Please note that early work mainly focused on studying
how the electromagnetic interference impacts communication qualities [29-31], and
it is more recently that a few studies started to use electromagnetic signal injection
attacks to achieve arbitrary manipulation. Previous work showed that an attacker
could flip bits [26], and further inject arbitrary messages [32]. In the latest study,
Kohler et al., [33] demonstrated an electromagnetic signal injection attack, namely
Brokenwire Attack, which can interrupt necessary control communications between
a vehicle and a charger, causing charging process to abort. It is essential to point
out that integrity checks such as checksum and Cyclic Redundancy Check (CRC)
can help to spot erroneous bits caused by the attacks. To avoid violating the
checks, an attacker must manipulate the whole message. It particularly requires
the attacker to know what the original bits are and when they are transmitted,
which are arduous and challenging tasks in practice [32]. Although some researchers
showed they could realize such an attack in single-end signaling [26, 32], it is easy
to block those attacks by differential signaling [32], which transmits information as
the difference between two complementary signals. Differential signaling generally

works well against electromagnetic noise. Many protocols such as Universal Serial
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Bus (USB), Ethernet, High-Definition Multimedia Interface (HDMI), and Controller
Area Network (CAN) use differential signaling to achieve a robust communication
channel in a noisy environment. This has led many to believe that it is infeasible
to remotely inject attacking signals into such a differential pair. However, in
Chapter 5, a state-of-the-art attack is shown to challenge this assumption: the
feasibility of injecting arbitrary messages into differential signaling lines is studied
and demonstrated systematically and experimentally, making it the pioneering

work that fills the gap of such attacks.

1.2 Research Goals and Contributions

This thesis focuses on security issues lying in the signal integrity of sensors, actuators,
and differential signaling. It aims to propose two generalized detection methods to
protect sensor- and actuator systems from electromagnetic signal injection attacks
and one tricky attack method that can inject arbitrary messages into differential
stgnaling systems.

In Chapter 3 (based on [34]), a detection method regarding sensor systems is
presented. The basic idea is to encode sensor power in a secret way unknown to
the attacker. The detection method can immediately spot the attack if a wrong
guess is made to cause malicious changes to sensor measurements. The generality
of this method makes it flexible to different types of sensors, and its simplicity only
requires tiny changes in software and hardware for implementation. Although the
detection method is lightweight, it provides a strong and provable security guarantee
for embedded systems. This detection method is further validated on a microphone
system and a temperature sensor system to show its effectiveness and robustness.

Next, actuator systems are considered in Chapter 4 (based on [35]). The
detection principle is to monitor whether the actuator control signal is what it
should be. Specifically, this is realized by comparing the signal with a reference,
where both should be identical, and any unexpected difference will indicate attacks.
The novelty of the detection method is using a comparator in an uncommon way:

it deliberately captures the attacking signals rather than get rid of them. Since the
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comparator handles its input signals regardless of their types, the detection method
is applicable to different types of actuators. Moreover, this detection method can be
quickly implemented with cheap off-the-shelf electronics. The detection method will
be validated by a speaker system and a motor control system to show its generality,
feasibility, and robustness. As mentioned in Section 1.1, only a few studies showed
electromagnetic signal injection attacks on actuators, and this chapter will present
more scenarios (i.e., the speaker system and the motor control system), which on
the one hand, reflect how severe consequences the attacks can cause, and on the
other hand, imply the importance and value of the detection method.

In Chapter 5 (based on [36]), it studies how to inject arbitrary messages into
differential signaling by exploiting hardware imperfection of receiver circuits. It
will systematically and experimentally show differential signaling is not sufficient
enough to prevent electromagnetic signal injection attacks, where an attacker can
inject malicious signals from a distance, purely using common-mode (CM) injection,
i.e., injecting into both wires simultaneously. Also, the success rates of the attacks
will be thoroughly analyzed, and critical factors that determine a high success
rate will be carefully discussed. Further, this chapter will show, by finely tuning
attacking signals, an attacker can manipulate any transmitting bit to whatever
bit she wants with a success rate up to 90%, where it is unnecessary to know
the value and the timing of the transmitting bit. This chapter will also present
a case study on how to inject arbitrary commands into a CAN bus, highlighting
electromagnetic signal injection attacks pose threats to many critical applications,
such as automotive and aviation sectors.

Let’s abstract an overall picture of the whole thesis. As mentioned previously,
sensors, actuators, and transmission lines are the critical interfaces through which
an embedded system interacts with its surroundings. In this thesis, Chapter 3,
Chapter 4, and Chapter 5, which form the main topics, give in-depth insights
into the security issues regarding these interfaces, which are under the threat of
electromagnetic signal injection attacks. In short, Chapter 3 shows a generalized

solution to handle the attacks on the sensors, and Chapter 4 presents a generalized
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detection method for the actuators. These two methods help the embedded system
resist attacks on its analog interfaces (i.e., sensors and actuators). Further, Chapter 5
investigates the feasibility of malicious message injections into digital interfaces,
and it focuses on differential signaling, which has not been studied yet until this
work. In addition to studying the injection attacks, it also implies and discusses
the necessity of deploying proper defenses against such attacks. In the rest of this
thesis, Chapter 2 presents background on embedded systems and fundamentals
of electromagnetic signal injections; the purpose of this chapter is to help the
readers to understand the security issues that the following chapters will handle.
In Chapter 6, related work of defenses against the attacks is summarized; please
note that attacks are not repeated in Chapter 6 because Chapter 1 and Chapter 2
already give sufficient introduction and explanation. At last, a conclusion of this

thesis, as well as an outlook for future work, is drawn in Chapter 7.

1.3 Published Results

The research that I conducted during my DPhil study have resulted in the following

publications (shown in chronological order):

1. Youqgian Zhang and Kasper Rasmussen. “Electromagnetic Signal Injection

Attacks on Differential Signaling”. In: arXiv preprint arXiv:2208.00343 (2022)

2. Youqian Zhang and Kasper Rasmussen. “Detection of Electromagnetic Signal
Injection Attacks on Actuator Systems”. In: 25th International Symposium
on Research in Attacks, Intrusions and Defenses (RAID 2022). ACM. 2022
(Best Paper Award)

3. Youqgian Zhang and Kasper Rasmussen. “Detection of Electromagnetic
Interference Attacks on Sensor Systems”. In: 2020 IEEE Symposium on
Security and Privacy (SP). IEEE. 2020, pp. 203-216

4. Tlias Giechaskiel, Youqian Zhang, and Kasper Rasmussen. “A Framework for

Evaluating Security in the Presence of Signal Injection Attacks”. In: European
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Symposium on Research in Computer Security. Springer. 2019, pp. 512-532
(Best Paper Award)

These papers have been peer-reviewed in computer security conferences, except
for the latest work about “differential signaling”, which is being submitted to a

top-tier conference, and a pre-print has been published in an open-access archive.

1.4 Statement of Originality

As the first author of the publications produced throughout my DPhil study, I
have been responsible for the conception, experiments, analysis, and write-up. The
co-author has provided criticism and constructive feedback on my research, but
all writing in this thesis is mine.

Please note that in the paper [37] that I co-authored with Ilias Giechaskiel
and Kasper Rasmussen, I analyzed experimental results and converted them into
meaningful figures, as well as got my hands on successful electromagnetic signal
injection attacks. Since I am not responsible for the idea, this work is therefore

not discussed further.
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This chapter introduces imperfections of circuits that can be exploited to break
signal integrity. Starting with an overview of embedded systems, Section 2.1 depicts
the structure and functions of essential components. Section 2.2 then details the

fundamentals of electromagnetic signal injections.

2.1 An Overview of Embedded Systems

Recall that an embedded system is a microcontroller-based system built to control
a function or a range of functions. It can interact with the physical world through
sensors and actuators. Such interactions are illustrated in Figure 2.1. The sensor
converts physical quantities into electrical signals. Then, it transmits the electrical
signals, or sensor measurements, to the microcontroller. After receiving the
sensor measurements, the microcontroller starts to process them (e.g., filtering

and digitizing) for further tasks. Note that a wire/trace connects the sensor to the
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Physical .. Physical
Quantities .~ .. Impacts
ya

Sensor —)?—) Microcontroller —>?—> Actuator

Embedded System

Attacking
Signal

Other Systems/Devices

Figure 2.1: An embedded system consists of microcontrollers, sensors, and actuators.
The embedded system interact with the world by the sensors and the actuators, and
communicate with other systems/devices by transmission lines. These interfaces are
susceptible to electromagnetic signal injection attacks.

microcontroller. When the embedded system needs to cause physical impacts on
the physical world, the microcontroller sends out actuator control signals, which
are also transmitted by a wire. After receiving the signals, the actuator transduces
electricity into other forms of energy (e.g., kinetic energy or heat), impacting the
external world physically. Moreover, an embedded system can communicate with
other systems/devices through transmission lines. Such communications allow a
bunch of systems/devices to form a more extensive system or network, completing
more complicated tasks (e.g., automobiles, airplanes, robots). There are various
transmission media for such inter-system communications, and only electrical cables
are considered in this thesis; indeed, electrical cables are widely used in practice.

It is essential to emphasize that the operations of the embedded system rely on
the signal integrity of these interfaces. The communications between systems use
digital signals where integrity check mechanisms can spot erroneous bits. Still, as

mentioned previously, it is possible to bypass the integrity check by manipulating
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each bit of a message carefully [32]. Compared with the digital interfaces, it is harder
to defend the analog interfaces (i.e., sensors and actuators), as they are energy
transducers with no computational capability to guarantee their signal integrity.
Specifically, the sensor intrinsically trusts the physical quantities they gauge, and
the microcontroller trusts whatever the sensor measurements are. The actuator
directly responds to whatever it receives without any authentication.

As mentioned in Section 1, the wires are vulnerable places where an attacker can
inject adversary electromagnetic signals, and these three interfaces allow the attacker
to interfere with sensor measurements, actuator control signals, and information
exchanged between different systems, which are illustrated in Figure 2.1. In the

next section, more details about the signal injection will be presented.

2.2 Fundamentals of Electromagnetic Signal In-
jections

Electromagnetic waves consist of a magnetic field and an electric field. Maxwell’s
equations explain the relationship between the electric field and the magnetic
field as they vary with time: the changing electric field produces a magnetic
field; simultaneously, the varying magnetic field also generates an electric field.
Electromagnetic fields can affect a metal conductor by inducing voltage changes,
and this has been thoroughly studied in the area of “Electromagnetism”. Specifically,
when an electromagnetic wave flows through the metal conductor, electrons start
to oscillate with the same frequency as the electromagnetic wave. Thus, an
electric current is generated in the metal conductor. Besides antennas for wireless
communications, the metal conductor also exists in circuits in the form of wires
(or traces) connecting electronic components. These wires can act like antennas
to capture environmental electromagnetic waves [12, 13].

A disturbance that affects the circuits due to electromagnetic waves is called
electromagnetic interference (EMI). The EMI can be either unintentional or inten-
tional. Unintentional radiation can be produced from medical devices, vehicles,

and power lines. Many studies [38-41] reported that the radiation can cause severe
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negative influence to electronic devices. In addition, researchers also found that
such radiation from cryptographic devices [42, 43] and screens [44] can lead to
information leakage. Regarding intentional EMI, which has significantly higher
power than unintentional EMI, researchers [45] summarized that it means generating
intentional malicious electromagnetic energy introducing noise or signals into electric
or electronic systems, thus disrupting, confusing, or damaging systems for terrorist
or criminal purposes. On the one hand, the intentional EMI can disrupt or damage
victim systems [45-48]; on the other hand, by fine-tuning the electromagnetic waves,
attackers can maliciously manipulate the victim systems rather than simply destroy
them [14, 15]. In this thesis, only the fine-tuned intentional EMI is considered.

The injection process is rather complicated, and many factors affect it, but
the attack power and the attack frequency are the basic ones that an attacker
tunes, as they determine the effectiveness and efficiency of the injection [49]. To
cause effective impacts on the circuits, the injected voltage needs to be strong
enough. Since the injected voltage is proportional to the attack power [50], the more
powerful the attacking signal is, the higher the injected voltage will be, and it is
more likely that the attack is effective. In addition, in order to maximize the injected
voltage, the attack frequency must be the resonant frequency of the wire, and many
studies [51-57] have shown the feasibility of exploiting the resonant frequency of
the target wire to inject attacking signals. At other frequencies, it will cost more
attack power to achieve the same amount of injected voltage [14]. Note that the
resonant frequency of the wire can be approximated by its length [58]; nonetheless,
a better way to determine the resonant frequency is to have a copy of the receiving
circuits and sweep through a range of frequencies [14]. To put it simply, by properly
tuning the attack power and the attack frequency, the attacker can inject arbitrary
signals into the wires. Note that since the lengths of the wires in the victim systems
usually range from as short as several millimeters to meters long, the frequencies of
the attacking signals are typically in the MHz and GHz frequency bands.

When the attacking signal enters the wire, it is superimposed with the signal

that is transmitted in the wire, and hence, the signal is maliciously changed. After
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the injection, a successful attack depends on how the circuits respond to injected
signals. On the one hand, the injected signal can be within the frequency band in
which the circuits are designed to operate, namely the operational band (in-band).
Since the malicious voltage changes are within the operational band, the circuits
respond to them directly. On the other hand, the injected signal can also be out
of the operational band (out-of-band). However, in order to affect the circuits in
an effective and predictable way, it is essential to cause voltage changes within the
operational band. A well-studied method of transferring the out-of-band changes to
the operational band is exploiting the nonlinear properties of electronic components
in the victim circuits: the attacker first exerts an in-band malicious signal onto
an out-of-band radio-frequency (RF) carrier to form the attacking signal; next,
after the signal injection, the malicious signal is extracted from the attacking
signal due to nonlinearities of electronic components such as amplifiers [14, 15, 19],
electro-static discharge (ESD) circuits [26, 27], and analog-to-digital converters
(ADCs) [37, 59]. As a result, the in-band malicious signal appears in the operational
band. FEither way, the attacker can maliciously change signal waveforms, thus
manipulating sensor measurements or actuator actions.

Note that Chapter 3 and Chapter 4 focus on detection rather than attacks,
and the background above is sufficient to understand these chapters. Readers are
referred to previous studies such as [49, 59|, which well summarized, modeled,
and explained the circuits’ responses to the injected signals, if they are interested
in more details. Besides, it is essential to emphasize that how the differential
signaling circuits respond to the injected signals is a different process, and it

will be detailed in Chapter 5.

2.3 Summary

This chapter depicts an overview of embedded systems, which consist of mi-
crocontrollers, sensors, actuators, and wires connecting these components. It
explains the working mechanism and functions of these components at a high

level, explicitly pointing out susceptible interfaces on which the following chapters
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will focus. Further, this chapter covers how an adversary signal can be injected
into a system wirelessly and how the imperfections of circuits allow the injected

signal to cause negative impacts, providing sufficient information to understand

the following chapters.
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Recall that a sensor transforms a physical quantity into an analog signal, and
without an authentication scheme, the microcontroller has no choice but to trust
the measurement. This allows an attacker to use EMI to remotely, using readily
available radio equipment, inject an attacking signal into the sensor system and
change the sensor output, regardless of the sensor type. As a result, the attacker can
manipulate the microcontroller into believing that the measurement was obtained
by the legitimate sensor. In this chapter, a novel method is proposed to detect
electromagnetic signal injection attacks on various sensor systems. The method is
based on the idea that when a sensor has its power switched off, the output of the
sensor should be “quiet”. If an attacking signal is maliciously induced into the sensor
system during the “quiet” period, the microcontroller can detect it immediately.

The contributions of this chapter are as follows:

It proposes a novel approach to detect attacks by modulating the sensor power
and monitoring the sensor output. It abstracts a universal system model
from practical circuits and clarifies an attacker’s capabilities and limitations.

(Section 3.1)

o [t details the method and analyzes the detection method’s security, proving

that it can be bypassed only with a negligible probability (Section 3.2).

o It shows how to maintain some security guarantee even if the measured

quantity becomes non-constant in the measuring period (Section 3.3)

o It deploys the detection method on an off-the-shelf microphone system and a
temperature sensor system, demonstrating the feasibility and robustness of
discovering an attacking signal for both constant and non-constant signals.

(Section 3.4)

In the rest of this chapter, a few additional points are discussed in Section 3.5.

Finally, the whole chapter is summarised in Section 3.6.
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3.1 Approach, System-, and Adversary Models

This section first introduces three classes of sensors on which the proposed method
is effective. Then, it explains the core idea and next, presents the system- and
adversary models. Note that the details of the defense scheme and a careful security

analysis will be presented in Section 3.2.

3.1.1 Three Types of Sensors

Sensors are classified into three main types: active sensors, powered passive sensors,
and non-powered passive sensors. An active sensor consists of an emitter and
a receiver. The emitter sends out a signal to be reflected by a measured entity,
and the receiver gathers information from the reflected signal. Examples of active
sensors are ultrasonic sensors and infrared sensors. A powered passive sensor or
a non-powered passive sensor has no emitter, and the sensor directly senses the
physical phenomenon such as vibration or radiation of the measured entity. A
powered passive sensor needs an external excitation signal or a power signal when
it works. Examples of such sensors are microphones, light-dependent resistors,
and thermistors. A non-powered passive sensor does not need any external power
signal. When the non-powered passive sensor is exposed to an entity expected to be
measured, the sensor generates an output, which can be a voltage signal or a current
signal. Sensors such as piezoelectric sensors, photodiodes, and thermocouples are
non-powered passive sensors.

This detection method modifies the way that the powered/non-powered passive
sensor works; since the receiver of an active sensor is a powered /non-powered
passive sensor, it also works for the active sensor. To simplify the exposition,
the powered passive sensor is used as an example to explain the approach in
the rest of this chapter. In Section 3.5.3, how to suit this approach to the non-
powered passive sensor will be illustrated. Unless otherwise stated, sensors represent

powered passive sensors hereafter.
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Figure 3.1: A sensor system consists of a sensor, a microcontroller, and a wire connecting
them. The microcontroller uses an ADC to digitize the analog sensor outputs.

3.1.2 Randomized Sensor Output

Before introducing the detection method, how an attacker can change a sensor
output of a sensor system is briefly recapped. A sensor system consists of two
essential modules: a sensor and a microcontroller, as shown in Figure 3.1. The sensor
measurements are transmitted to the microcontroller through a wire connecting the
output of the sensor and the input of the microcontroller. Since the wire is sensitive
to EMI, which can affect the sensor system by inducing voltages on the wire, an
attacker can utilize the wire to inject an attacking signal into the sensor output.
The malicious sensor output is digitized by an ADC in the microcontroller, and
finally, an incorrect digitized sensor output is processed by the microcontroller.
The detection method turns the sensor on and off. Turning on means that the
sensor is biased at a high voltage; turning off means that the sensor is biased at
0V (or other known voltage levels). When the sensor is on, the sensor measures
the physical quantity and the sensor output carries the information of the physical
quantity. As the sensor is off, the sensor output becomes a constant signal at
a specific voltage level. Suppose that the attacker injects an attacking signal
to the sensor system when the sensor is off, a disturbance will appear in the
flat sensor output. The microcontroller can easily detect such disturbances, and
hence the attacking signal is discovered. If the sensor system can randomly turn
off the sensor, the attacker has to guess when the sensor is off so that she can
avoid sending an attacking signal to the sensor system; otherwise, a mistake of
causing an uneven sensor output when the sensor is off will directly unveil the

attacker herself to the sensor system.
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Figure 3.2: An n-bit (n = 4) secret sequence of zeros and ones is converted to a
Manchester encoded code, which is toggled between a high voltage level and a low voltage
level (0V). The sensor output carries the information of the physical quantity and the
noise. After digitization, a digitized signal is obtained.

Such an idea requires that the microcontroller can measure the physical quantity
and monitor the attacking signal by turns. Hence, the sensor should be switched
between the on and the off states. This approach uses a Manchester encoded
code [60] as the bias voltage for the sensor because the Manchester encoded code
toggles between a high voltage level and 0V at the midpoint of each clock cycle
(see Figure 3.2). In this approach, the Manchester encoded code is encoded from
an n-bit randomized secret sequence of zeros and ones. Because the secret sequence
is randomized, the sensor is switched on and off randomly, and hence the sensor
output has a randomized on-and-off pattern. In this approach, it is assumed that
the physical quantity is constant (see details in Section 3.1.3). Since the physical
quantity is constant, as shown in Figure 3.2, the waveform of the sensor output
is similar to the Manchester encoded code.

A built-in ADC digitizes the sensor output, and the microcontroller decides
whether an attack occurs by checking the digitized sensor output. As shown
in Figure 3.2, the secret sequence has n bits, and thus the Manchester encoded
code has n clock cycles. Accordingly, the sensor output has n clock cycles. Each

clock cycle of the sensor output is defined as a sub-measurement, and all n sub-
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measurements form a measurement. Note that each sub-measurement is digitized
into two samples by the ADC: one is sampled when the sensor is biased at the
high voltage, and the value of the sample is non-zero volt; the other sample is
digitized when the sensor is biased at 0V, and the value of the sample is 0 V. The
microcontroller can align the digitized signal with the secret sequence precisely,
and hence, given any sample, the microcontroller knows whether it should be zero
or non-zero. Hereafter, based on the microcontroller’s knowledge of the secret
sequence, a sample that should be non-zero is called a “non-zero sample”, and a
sample that should be zero is called a “zero sample”.

Under an attack, either a zero or a non-zero sample in a sub-measurement can
be influenced by the attacking signal. If the attacker alters a zero sample, the
microcontroller can spot the attack immediately, as the voltage level of the zero
sample is not 0 V. Conversely, if the attacker alters a non-zero sample, she will also
be detected quickly. This is because the physical quantity should remain unchanged
during a measurement, and all non-zero samples should be equal; however, the
changed non-zero sample has a different voltage level from the other non-zero samples,
and hence the attack is detected. This detection approach are detailed in Section 3.2.

If the sensor system does not detect any attacking signal, the quantification of
the physical quantity is the value of a non-zero sample. In practice, noise must be
considered. As shown in Figure 3.2, since the sensor output is noisy, the non-zero
samples vary slightly in a small range. Thus, the quantification is an average of all
non-zero samples. To simplify the exposition, noise is ignored in Section 3.2 and
Section 3.3. How to handle noise will be detailed in Section 3.4.

Note that researchers [61] have proposed a defense strategy named PyCRA,
which detects sensor spoofing attacks by turning off the emitter in an active sensor.
Details of the working principle of PyCRA and a comparison between this approach

and PyCRA are presented in Section 3.5.4.
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Figure 3.3: A sensor system that is equipped with the detection method consists of
a sensor and a microcontroller. The bias voltage of the sensor is controlled by the
microcontroller. In the attack signal detector, unequal non-zero samples imply an attack.
Also, a changed zero sample indicates an attack.

3.1.3 System Model

Figure 3.3 presents a sensor system that is equipped with the detection method.
The sensor is driven by a bias voltage that is controlled by the microcontroller.
An output of the sensor is used to send a measurement to the microcontroller,
which checks the existence of attacking signals and recovers the physical quantity
from the measurement.

The microcontroller has three blocks, including a bias voltage generator, an
ADC, and an attack signal detector. The bias voltage generator encodes an n-bit
secret sequence into a Manchester encoded code, which is the bias voltage for the
sensor. The ADC digitizes the sensor output and transmits the digitized data
to the attack signal detector to check whether an attacking signal exists. The
attack signal detector has two outputs: wvalue represents a measurement of the
physical quantity; valid indicates whether value is ready to be read. If no attacking
signal is detected, the measurement is assigned to wvalue, and then valid is set to
true. Hence, the sensor system knows that value is valid to be further processed.
However, if an attacking signal is detected in a measurement, valid is set to false
throughout that measurement, which means that value is invalid to be read. Also,

the microcontroller will be alerted that the sensor system is under attack.
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In the system model, it is assumed that the physical quantity remains unchanged
in a measurement. Even though the physical quantity varies, if the duration of
a measurement is short enough, the physical quantity can also be regarded as
constant. An example of a constant physical quantity is room temperature. The
temperature changes slowly over a long period; however, in a short time, such
as 0.01s, the temperature is unchanged.

For each measurement, the microcontroller generates an n-bit secret sequence,
and accordingly, the Manchester encoded code has n clock cycles. Two samples are
digitized from each clock cycle or sub-measurement, and hence, the sampling rate
of the ADC is two times larger than the clock rate of the Manchester encoded code.
In practice, the sampling rate of the ADC has an upper limit, and thus the clock
rate of the Manchester encoded code also has a maximal value, which is half of the
fastest sampling rate. The shortest duration of n clock cycles is determined by the
fastest sampling rate of the ADC. To apply this detection method, it is essential to

ensure that the physical quantity is unchanged within the n clock cycles.

3.1.4 Adversary Model

The objective of the attacker is manipulating the waveform of the sensor output
without being detected by the sensor system. It is supposed that the attacker
cannot access the sensor system physically. Also, it is assumed that the attacker
has no information about the n-bit secret sequence. Given any sub-measurement, it
is assumed that the attacker knows voltage levels, but she does not know whether
the voltage level transitions from the high voltage to 0V or from 0V to the high
voltage in the midpoint of the sub-measurement (see Figure 3.2). Thus, the attacker
has to guess the direction of the voltage level transition in each sub-measurement.
Moreover, the attacker can deliberately inject a crafted signal into the sensor system,
and thus the attacker can change the waveform of the sensor output as she wishes.
Also, the attacker knows when the sensor module starts and stops transmitting the

measurement, and she can align the crafted signal with the sensor output precisely.
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Note that if such a strong adversary cannot avoid being detected by the approach,
it is much more difficult for any other attackers who are weaker than this strong

adversary to avoid the detection.

3.2 Attack Detection

After receiving the digitized sensor output, the attack signal detector aligns it with
the corresponding secret sequence. As shown in Figure 3.2, each digit in the secret
sequence corresponds to two samples in the digitized sensor output. A digit 1 means
that the corresponding two samples are zero and non-zero in a consecutive order;
a digit 0 indicates a non-zero sample and a zero sample in a consecutive order.

Thus, the microcontroller knows the order of all samples.

3.2.1 Detection Rule

When no attacking signal exists, the digitized sensor output satisfies two require-

ments:
1. All non-zero samples are equal.
2. All zero samples are zero.

Once an attack occurs, either sample in a sub-measurement can be altered. The
attack signal detector first checks non-zero samples. As shown in Figure 3.4, if
the attacker only changes several non-zero samples in the measurement, the signal
formed by all non-zero samples becomes non-constant. Unequal non-zero samples
imply that an attack occurs. To bypass the detection, the attacker is forced to
increase or decrease all non-zero samples to the same voltage level. It is possible
for the attacker to make a mistake and change a zero sample. Once a zero sample
is altered by the attacker accidentally, the attack will be detected.

After checking the digitized sensor output, if an attack is discovered, the
measurement is discarded. In contrast, if no attacking signal is detected, a
quantification of the physical quantity can be obtained. As it is discussed in

Section 3.1.2, the quantification is the value of non-zero samples; however, in



3. Detection Method for Sensor Systems 24

e Normal Sample

e Changed Sample

5 ©o Unchanged Sample

Figure 3.4: A sensor output of a constant physical quantity. An attacker shifts one
non-zero sample, and the signal formed by all non-zero samples becomes non-constant.

practice, considering the existence of noise, it can be calculated by averaging
all non-zero samples.

A smart attacker must guess whether a sample is zero or non-zero. To avoid
being detected, the attacker must not affect any zero sample, and she must alter
all non-zero samples to keep them the same. In Figure 3.3, it presents an example
of detecting an attacking signal in the sensor system. The attacker aims to alter
the first and the third sub-measurements of the sensor output. In the first sub-
measurement, the attacker makes a correct guess, and a high-frequency signal is
added to the non-zero half cycle. However, in the third sub-measurement, the
attacker makes a wrong guess and adds the high-frequency signal to the zero half
cycle. After digitization, two samples are shifted up: the non-zero sample in the first
sub-measurement and the zero sample in the third sub-measurement. Compared
with other non-zero samples, the non-zero sample in the first sub-measurement has
a different value, and the attack signal detector can discover the attack immediately.
In the third sub-measurement, the second sample should have been zero; however,
it is shifted to a non-zero value, and the microcontroller can notice the change.

As a result, the attacking signal can be detected.

3.2.2 Interfering with the Bias

As described above, the detection method is used to spot attacking signals that are
injected into the sensor system through the wire connecting the sensor output and
the ADC. However, in practice, the wire controlling the bias of the sensor may also
be an unintentional antenna. An attacking signal that is injected into this wire

may alter the voltage levels of several specific periods of the Manchester encoded
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code. Further, the corresponding periods of the sensor output are impacted. For
example, some periods that should have been at a certain voltage level are at other
voltage levels; some periods that should have been 0V are not zero. After digitizing
the sensor output, the microcontroller may spot that non-zero samples are unequal
and some zero samples are lifted. Therefore, this method can also detect attacks
affecting the bias. For simplicity, the wire connecting the sensor and the ADC is

regarded as the injection point of an attacking signal hereafter.

3.2.3 Security Analysis

Only when the attacker changes all non-zero samples without influencing any zero
sample, can she avoid being detected by the sensor system. This section proves
that the attacker can bypass the detection method with a negligible probability.

For a constant physical quantity, all non-zero samples in a measurement have
the same voltage level. To avoid being detected by the sensor system, the attacker
must change all non-zero samples to the same voltage level. Thus, the attacker
must correctly guess the order of the zero and the non-zero samples in every
sub-measurement. There are two combinations of the order of samples in a sub-
measurement, and the probability of correctly guessing the order is % Considering

a measurement with n sub-measurements, the probability of correctly guessing the

1

5w~ In other words, the probability of bypassing the detection method in

orders is
one measurement, is %, which is negligible. The larger the n is, the more difficult

it is for the attacker to achieve the attack.

3.3 Non-constant Physical Quantity

In the previous section, it describes the approach regarding constant physical
quantities. However, there are physical quantities such as sounds that oscillate
rapidly; even though the sampling rate of an ADC reaches the maximum, the
digitized non-zero samples may have different values in a measurement. Such
a physical quantity is called a non-constant physical quantity, and an example

is shown in Figure 3.5a.
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Figure 3.5: The attacker alters an non-zero sample in the digitized sensor output.

If the attacker affects either a non-zero sample or a zero sample in a constant
physical quantity, this approach can detect the attack (see details in Section 3.2).
For a non-constant physical quantity, unequal non-zero samples do not indicate an
attack anymore. This means that if the attacker plans to alter one sample only,
she can bypass the detection with a probability of % For example, as shown in
Figure 3.5a, the attacker wants to affect the third clock cycle: if she changes the
non-zero sample, she succeeds; otherwise, changing the zero sample still leads to an
alert of the attack. Compared with the detection method for a constant physical
quantity, the one for the non-constant source gives a weak security guarantee. In
order to achieve a strong security guarantee, the sampling rate of the ADC must
be large enough so that the physical quantity can be regarded as constant, and
thus the approach for a constant source applies.

However, in practice, a sensor system may have to handle non-constant scenarios
subject to multiple limitations (e.g., sampling rates of ADCs). Then, it is necessary
to revise the approach for non-constant physical quantities to detect attacks affecting
either non-zero or zero samples. In this section, it describes the revised method.
Also, it shows that the negative impacts that are caused by attacking signals can be

mitigated. It analyzes the security of this detection method. Finally, an additional
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requirement for the ADC is discussed.

3.3.1 Attack Detection for Non-constant Physical Quan-
tities

An attacker can change any numbers of non-zero samples. Without loss of generality,
it assumes that the attacker plans to change k (1 < k < n) out of n samples. She
can achieve the modification without being detected with a probability of 2% (see
details in Section 3.3.2). When a few samples are changed, as shown in Figure 3.5a,
the modified sample leads to a spike in the measured signal. Without knowing
any information about the measured signal, nothing can be done to detect the
change. However, if concrete characteristics that can describe the behavior of the
non-constant signal are known, modified samples can be recognized as outliers. As
depicted in Figure 3.5b, if the bandwidth of the measured signal is known, it can
recognize the sample that causes a spike beyond the band as an outlier. Moreover,
if a model of the measured signal is attainable, it can recognize the sample that
fails to fit the model as an outlier. Despite that a few modified samples form spikes
in the measured signal, the major information of the physical quantity may still be
retained. For example, regarding an audio signal, a spike in the measured signal
sounds like a chirp; however, a listener can still understand the information that
is conveyed in the audio signal. A digital low-pass filter can be used to filter out
the spike so that the negative impacts can be mitigated.

If the attacker changes many samples, the modified samples dominate, and
she may bypass the detection of outliers. However, the probability of avoiding
affecting zero samples is 2%, which exponentially decreases with the number of
samples that the attacker wishes to change. Therefore, changing more samples

increases the difficulty of bypassing the detection.

3.3.2 Security Analysis

It has been assumed that the attacker plans to change k& (1 < k < n) out of n non-

zero samples. When k = n, the probability of bypassing the detection method is
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the same as the one for a constant physical quantity. When 1 < k < n, the attacker
needs to guess the orders of samples in k& sub-measurements. The probability of
bypassing the detection method is 2%, which is negligible. If &k is small, the attacker
can easily achieve an attack, but the impacts of the modified samples are small;

while k is large, it is difficult for the attacker to bypass the detection method.

3.3.3 The Sampling Rate of the ADC

To ensure that the measurement contains complete information of the physical
quantity, according to the Nyquist-Shannon sampling theorem, the clock rate of
the Manchester encoded code should be at least twice larger than the bandwidth of
the non-constant physical quantity. Since the sampling rate of the ADC is twice
larger than the clock rate of Manchester encoded code, the sampling rate is at least

four times larger than the bandwidth of the physical quantity.

3.4 Implementation

In this section, the detection method is implemented on two sensor systems:
a microphone system (in Section 3.4.2) and a temperature sensor system (in
Section 3.4.3). A microphone can convert sound into an electrical signal. At
present, microphones can be found in many different devices, such as smartphones,
headphones, and laptops. In a microphone system, a wire is used to connect a
microphone module and a microcontroller. The wire allows an attacker to radiate
electromagnetic waves to inject an attacking signal into the microphone system. For
example, an attacker can inject voice commands into a smartphone, and the voice
assistant system can be asked to execute malicious tasks. Note that since human
beings cannot hear any electromagnetic waves, the user will not notice the attack
at all. Similarly, in a temperature sensor system, the wire transmitting electrical
signals from a temperature sensor to a microcontroller can also become an injection
point, allowing an attacker to manipulate temperature readings.

In this section, first, the experiment setup is introduced. Next, in each sensor

system, it first shows how an attacker can remotely modify sensor readings by EMI,
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Figure 3.6: A testbed is built to test a microphone system. A signal generator, which
is controlled by a computer, provides the microphone module with a bias voltage. An
Arduino DUE is used to collect the signal from the microphone module. The computer is
used to analyze the signal.

and then it presents the effectiveness and robustness of the detection method. At

last, a brief summary of the implementation is drawn.

3.4.1 Setup

A testbed that can be quickly configured into a microphone system or a temperature
control system is built. In Figure 3.6, a setup of the microphone system is presented.
The microphone system consists of a computer, a signal generator, an off-the-shelf
microphone module, and an Arduino DUE. The computer controls a RIGOL DG4062
signal generator to generate a bias voltage for the microphone. The microphone
converts the sound into a voltage signal, which is further amplified by the amplifier.
The output of the amplifier is biased at 1.65V. Then, the output of the microphone
module is digitized by a built-in ADC in the Arduino DUE at a sampling rate
of 666.8 kHz. Next, the Arduino DUE sends the digitized data to the computer
through a serial port. Finally, the computer is used to analyze the digitized signal.

Note that the sampling rate that is chosen is higher than the minimum theoretical

sampling rate required. According to Section 3.3.3, the sampling frequency should
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Figure 3.7: A thermistor circuit is a voltage divider. When the temperature increases,
the output voltage of the circuit increases accordingly.

be at least four times larger than the bandwidth of the physical quantity. Since the
microphone in the experiment can measure up to 20 kHz, the sampling frequency is
80 kHz in theory. However, in practice, it needs to consider samples that are digitized
from signal edges, and hence the sampling rate is higher than the theoretical one.
Details are discussed in Section 3.4.2.

In the temperature sensor system, a thermistor is selected to sense room
temperature. In Figure 3.7, a diagram of a thermistor circuit is presented. The
thermistor circuit is a voltage divider, which is formed by connecting an NTC
thermistor and a resistor in series. The output voltage of the thermistor circuit
increases with increasing the temperature. The thermistor circuit is tested using
the setup shown in Figure 3.6, i.e., the microphone module is replaced with the
thermistor circuit. This setup is placed in a laboratory with a constant temperature
at around 25.0°C. Since the room temperature can be regarded as a constant
physical quantity, digitized samples that should be non-zero are supposed to be
approximately equal. The sampling rate is set to 284 Hz, which is much lower

than the one in the microphone system.

3.4.2 Microphone System

In the experiment, there are two signal sources: one is a legitimate sound from a
speaker of a Motorola XT1541 Moto G3 smartphone, and the other is an attacking

signal from the attacker. The attacker uses an R&S SMC 100A signal generator
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Figure 3.8: One 1kHz signal is the sound, and the other 1 kHz signal is from the attacker,
who injects it by EMI. The similarity of these two signals is above 0.93.

to amplitude-modulates a malicious signal on a 144 MHz carrier signal to form
the attacking signal. Then, the attacking signal is radiated through a 144 MHz
omnidirectional vertical antenna. The reason why 144 MHz is chosen as the carrier
frequency of the attacking signal is that, by experiment, the 144 MHz signal can be
received by the unintentional antenna in the microphone module effectively. Both

the antenna and the speaker are placed 10 cm away from the microphone module.

Without the Detection Method

Without the detection method, the microphone system cannot determine whether
the signal is legitimate or malicious. In the following parts, they will show that
the attacker can remotely inject a malicious signal that is similar to the audio
signal into the microphone system.

The signal generator is configured to output a constant 300 mV signal, and thus
the microphone is biased at 300mV. A 1kHz audio signal is played through the
speaker of the mobile phone at the maximal volume. Next, the speaker turns off, and
an attacking signal, which is generated by modulating the 1 kHz malicious signal on
a 144 MHz carrier signal, is emitted through the antenna at —5dBm. The attacking
signal is demodulated by the nonlinear electronic components (e.g., amplifiers and
ADCs) in the microphone system, and a 1 kHz digitized malicious signal is obtained.

In Figure 3.8, two 1kHz signals that are reconstructed by the computer are

presented: one is the signal from the speaker; the other one is induced by the
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attacker. It can be observed that, without this detection method, it is difficult
to tell whether a received signal is from the speaker or the attacker: both the
sound and the malicious signal are 1kHz, and they have similar amplitudes. It is
known that Pearson’s correlation coefficient (PCC) can be used to measure the
linear correlation of two signal[62, 63], and PCC is a suitable metric to show the
similarity of two signals in the experiments. The PCC of the 1 kHz audio signal and
the 1kHz malicious signal is above 0.93, which means that these two signals have
high similarity. Above all, the attacker can control the output of the microphone

system and deceive the microcontroller.

Applying the Detection Method

From the experimental results above, the microphone system may regard the
malicious signal as the legitimate audio signal. In this part, it illustrates how to
deploy the detection method to the microphone system to detect the attacking signal.

When the detection method is applied to the microphone system, the computer
repeatedly transmits a secret sequence of [1100] to the signal generator, and the
signal generator encodes the secret sequence into a Manchester encoded code with
a clock rate of 40 kHz. The Manchester encoded code toggles between 0 mV and
300 mV. Note that the bias voltage is for the microphone, which is denoted as “Mic”
in Figure 3.6, instead of the amplifier!. In Figure 3.9, without any audio signal or
attacking signal, it presents the output of the microphone module that is captured by
a RIGOL DS2302A Digital Oscilloscope, which has a sampling frequency of 2 GHz.

When the computer receives the digitized signal from the Arduino DUE, three
practical challenges in the microphone system need to be considered before checking
the existence of an attack. The first challenge is synchronizing the digitized signal
with the secret sequence. Each digit in the secret sequence corresponds to one
sub-measurement, and the value of the digit decides the direction of the voltage

level transition at the midpoint of the sub-measurement. Only if the digitized signal

'Tf the Manchester encoded code is used to bias the amplifier, when the amplifier is off, an
attacking signal that is injected before the amplifier does not affect the output of the amplifier.
This means that attacks that affect zero samples cannot be detected.
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Figure 3.9: Measure the bound of zero samples and the time of the signal edges by an
oscilloscope with a sampling frequency of 2 GHz.

is aligned with the secret sequence precisely will the computer knows whether a
specific sample is zero or non-zero. In practice, the signal generator is configured
in a way that there is always a voltage level transition from high to low at the
beginning of the first sub-measurement so that it is easy to identify the start
point of the digitized signal. Further, it is straightforward to align the digitized
signal with the secret sequence.

Another practical challenge is how to handle samples from the rising or the
falling edges of the microphone module’s output. The samples from the edge
can lead to a false positive alert of attack or an inaccurate measurement of the
physical quantity. As shown in Figure 3.9, the time of the signal edge is 7 = 2.45 ps.

The sampling period of the ADC is fi

.= m ~ 1.50 ps, and hence at most

two samples emerge from the signal edge. Also, given the sampling rate and the
clock rate, it can be found that there are 16 samples in each sub-measurement.
Thus, to eliminate the negative impacts of the edge samples, the first and the
last samples are removed in each half cycle.

The third practical challenge is to determine the voltage level of zero samples.
Because the output of the microphone module is centered at 1.65V, the zero samples
are shifted to a non-zero level. As shown in Figure 3.9, the mean value of the zero

samples is 1.15V. However, it can be observed that the zero samples fluctuate
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Figure 3.10: When detection method is applied, (a) the speaker plays a 1kHz tone;
(b) the attacker transmits an attacking signal, which is generated by modulating 1kHz
signal on a 144 MHz carrier signal at the power of —5dBm; (c) the attacker transmits an
attacking that is generated by modulating a 5kHz signal on a 144 MHz carrier signal at a
transmission power of 0 dBm, and the speaker plays 1 kHz tone at the same time.

around 1.15V, and the range of the fluctuation is AV = 0.04 V. Note that AV is
also the noise tolerance of zero samples. When there is no attacking signal, the zero
samples are within a range of [1.15V — %AV, 1.15V + %AV] =[1.13,1.17] V. If
a zero sample is outside [1.13,1.17] V, the microphone system will be alerted
with an attack.

After obtaining a measurement from the microphone module, the computer
synchronizes the corresponding secret sequence with the measurement, and re-
moves samples from the edges. According to the bounds of zero samples, which
is [1.13,1.17] V, the computer can determine whether an attack occurs in the

measurement. To evaluate the performance of the detection method, the following

three cases are considered:
Case 1

A 1kHz audio signal is played from the speaker at its maximal volume, and there
is no attacking signal. In Figure 3.10a, the amplitude envelope that is formed by
non-zero samples of the digitized sequence represents the 1kHz component. Since

no attacking signal exists, this case is a reference for the following two cases.
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Table 3.1: Detection results of Case 2 and 3 in a microphone system.

Case Attacking Signal o

No. Sound (modulating signal, carrier) True-positive Rate
2 - (1kHz, 144 MHz) 100%
3 1kHz (5kHz, 144 MHz) 100%

Case 2

Turn off the speaker, and the attacker radiates an attacking signal at —5dBm. To
inject a 1kHz signal into the microphone system, the attacking signal is generated
by modulating the 1kHz signal on a 144 MHz carrier. As Figure 3.10b shows,
it can be noticed that both zero and non-zero samples carry the information

of the 1kHz signal.

Case 3

Turn on the speaker, and the attacker radiates an attacking signal at the same time.
The frequency of the audio signal is still 1kHz, and the volume is unchanged. To
insert a 5 kHz signal into the system, the attacker modulates the 5 kHz signal on a
144 MHz carrier, and the transmission power of the attacking signal is 0 dBm. As it is
shown in Figure 3.10c, the 5 kHz signal dominates in both zero and non-zero samples.

In each case, 100 measurements are recorded. Because the physical quantity is
non-constant in a measurement, the detection criteria of a non-constant physical
quantity are used to check whether an attacking signal exists in each measurement.
Accordingly, in Case 2 and Case 3, the true-positive rate of detecting the attacking
signal is calculated. The detection results are presented in Table 3.1. In Case 2 and
Case 3, the computer finds that some zero samples are outside the bounds, and
thus the attacking signal can be detected. The true-positive rates of detecting the
attack are 100% in both Case 2 and Case 3. The results mean that the attacking
signals exist in every measurement in these two cases.

The experiments also show that, when there is no attacking signal (Case 1),
all zero samples are within the bounds, and the detection method does not give

any false positive alarm of an attack. Once the attacker accidentally increases or
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Figure 3.11: Remove zero samples and edge samples to reconstruct the 1kHz audio
signal. As a comparison, the 1 kHz reference signal is presented.

decreases the value of the zero samples to a value that is outside the bounds (e.g.,
Case 2 and 3), the attack is detected immediately.

Note that, in Case 2 and 3, the attacker initiates “dumb” attacks, which mean
that the attacker does not guess when the sensor is on or off. In other words, the
dumb attacking signal affects every sample in the measurement. This is the reason
why the true-positive rate is 100% for these two cases. In practice, it is difficult to
conduct “smart” attacks that allow the attacker to do the guessing and align the
attacking signal with the sensor output. In the experiment of a temperature sensor

system in Section 3.4.3, smart attacks are simulated from real sensor data.

Signal Reconstruction

When no attack is detected, the final step is to recover the physical quantity. Because
measurements in Case 2 and 3 are detected with attacking signals, it cannot recover
the physical quantity from these two cases. In Case 1, no attacking signal is detected,
and it can recover the 1 kHz signal by excluding zero samples and edge samples in the
measurement. Then, a digital second-order Butterworth low-pass filter with a cut-off
frequency of 5kHz is used to get rid of high-frequency components in the digitized
signal. The recovered 1kHz signal is shown in Figure 3.11. As a comparison, a
1kHz audio signal with the same ADC is digitized as a reference signal, and it is

filtered by the same low-pass filter. The reference signal is depicted in Figure 3.11.
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Figure 3.12: The power of attacking signal is increased from 13 dBm to 19dBm with a
step of 0.5dBm. Under the attack, the temperature is changed from 24.9 °C to 37.9 °C.

The quality of the recovered signal is analyzed in two aspects: similarity and
Signal-to-Noise Ratio (SNR). As discussed in Section 3.4.2, PCC can be used to
measure the similarity between two signals. The PCCs between 100 recovered signals
and the reference audio signal are calculated. The averaged PCC in Case 1 is above
0.99, which implies that the recovered signal is similar to the audio signal in the time
domain. The averaged SNR of all 100 recovered signals in Case 1 is 30.6dB+0.1dB
at a 99% confidence level; the SNR of the reference signal is 29.9dB. It can be

concluded that the recovered signal has an equivalent quality as the reference signal.

3.4.3 Temperature Sensor System

In the experiment on the temperature sensor system, the attacking signal has a
frequency of 144 MHz, and it is radiated from a 144 MHz omnidirectional antenna.
The antenna is placed 1 cm away from the thermistor circuit. Note that the distance
between the antenna and the thermistor circuit is small because the remote injection
can be realized with low power of the R&S SMC 100A signal generator. In the
following sections, it first demonstrates how an attacking signal affects a sensor

reading. Then, it shows that the detection method can detect the attacking signal.

Without Detection Method

The thermistor circuit is biased at 1 V. When no attacking signal is radiated, the

temperature sensor system outputs 24.9°C £ 0.1°C at a 99% confidence level.
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Next, the attacker radiates an attacking signal, and the power of the attacking
signal is increased from 13dBm to 19dBm with a step of 0.5dBm. For each
power level, 100 temperature measurements are recorded. The 99% confidence
interval around the mean of the 100 measurements is calculated, and the results
are presented in Figure 3.12. Below 14 dBm, the attacking signal has no significant
effect on the temperature measurement. When the power of the attacking signal
is increased above 14 dBm, the temperature measurements increase. The 19 dBm
attacking signal results in a temperature measurement of 37.9 °C + 0.4 °C, which is
approximately 13 °C higher than the true room temperature of 24.9°C+0.1°C. The
curve in Figure 3.12 shows that the attacker can change the temperature reading
of the sensor to any values as she wishes. Without any detection method, the

temperature sensor system cannot detect the existence of the attacking signal.

Applying Detection Method

The secret sequence that is used is also [1100], and the clock rate of the Manchester
code is set to 20 Hz. An oscilloscope is used to measure the time of signal edge,

and the width of signal edge is around 2ms. Regarding that the sampling period

1
284 Hz

is = 3.5 ms, at most one sample is digitized from signal edges. In order to
eliminate the negative influence caused by samples from signal edges, the first and
the last sample in each half clock cycle are abandoned.

The oscilloscope is used to measure the bound of non-zero samples, which is
0.03 V; the bound of zero samples has the same value. When no attacking signal is
radiated, fluctuations of non-zero samples are within 0.03 V; note that zero samples
swing between 0V and % x 0.03V =0.015V, as the ADC in the microcontroller can

only read positive voltages. Because the room temperature is a constant physical

quantity, the requirements are as follows:

o The standard deviation of all non-zero samples is smaller than or equal to

% x 0.03V =0.015V.

o All zero samples are within [0,0.015] V.
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Figure 3.13: The detection method is deployed to the temperature sensor system, and
the outputs of the thermistor circuit are presented. In (a), no attacking signal exists, and
the non-zero samples are approximately equal, which indicates a temperature of 25.5°C.
In (b), a dumb attacking signal is radiated, and the non-zero samples indicate a room
temperature of 38.3 °C, and the zero samples corresponds to a temperature of 27.4°C. In
(c), a smart attack is simulated, and a wrong guess is made in the third clock cycle.

In the following parts, a reference case (Case 1) is presented, in which no attacking
signal exists. A dumb attack (Case 2) is conducted on the temperature sensor
system, and then a smart attack (Case 3) is simulated from data that are collected
from Case 1 and 2. In the following parts, the thermistor circuit’s voltage outputs
are converted into temperature. Note that when the bias voltage is 0V, the output
is also 0 V. Since 0V corresponds to a temperature that is beyond the measurement

range of the thermistor circuit, this temperature is denoted as 7).y (see Figure 3.13).
Case 1

No attacking signal is radiated from the antenna, and the microcontroller records
the output of the thermistor circuit. In Figure 3.13a, a measurement is presented.

The measured temperature is 25.5°C + 0.1°C.
Case 2

In order to change the sensor reading to a significant high temperature, the antenna
radiates an attacking signal with a power of 19dBm. The microcontroller records
the output of the thermistor circuit. A measurement is shown in Figure 3.13b. Note
that such an attack is a dumb attack, as the attacker radiates the attacking signal

continuously. The mean of the non-zero samples corresponds to a temperature of
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38.3°C+£0.1°C, which is around 13 °C higher than the true room temperature. The

zero samples are lifted to 27.4°C £ 0.1 °C, which indicates an attack.

Case 3

(A simulation of a smart attack) The attacker has a fair coin that has a probability
of 50% showing a head and 50% showing a tail every time it is tossed. The attacker
selects a measurement from Case 1, and each measurement contains 4 clock cycles
or 8 half clock cycles (see Figure 3.13a). For each clock cycle, the attacker tosses
the coin to decide whether to send an attacking signal. A head means that the
attacker radiates an attacking signal in the first half cycle and remains silent in
the second half cycle. Accordingly, the first half cycle is replaced by a half cycle
that corresponds to 38.3°C £ 0.1°C from Case 2. Conversely, a tail means that the
attacker remains silent in the first half cycle and radiates an attacking signal in
the second half cycle. Accordingly, the second half cycle is replaced by a half cycle
that is 27.4°C + 0.1 °C from Case 2. After tossing the coin for all four clock cycles,
there is a new measurement that is affected by a smart attack (see Figure 3.13c).

As shown in Figure 3.13c, except for the third clock cycle, the attacker’s guesses
in the other three clock cycles are correct. The attacker accidentally radiates the
attacking signal during the second half cycle of the third cycle: the temperature
of that half cycle is enhanced from T,.; to 27.4°C. After digitization, non-zero
samples form a non-constant signal, and thus an attack can be detected. Also, since
samples that should be T.; in the third clock cycle are lifted, the attack is alarmed.

In each case, 100 measurements are recorded, and a summary is presented in
Table 3.2. In Case 2, the true-positive rate is 100%, which implies that an attacking
signal is detected in each measurement. Also, the simulation of smart attacks is
repeated 100 times, and the true-positive rate is 93%. In theory, since the number of
digits of the secret is four, the attacker has a probability of 2%1 guessing the secret of
each measurement correctly. Among 100 measurements, the expectation of correct
guesses is 120—40. Therefore, the theoretical true-positive rate is 1 — 12%0 /100 = 93.75%.

The real true-positive rate is approximately equal to the theoretical one.
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Table 3.2: Detection results of Case 2 and 3 in a temperature sensor system.

Case No. Guess Attacking Signal True-positive Rate
2 No 144 MHz 100%
3 Yes 144 MHz 93%

3.4.4 Summary of Implementation

When the microphone system and the temperature sensor system are not protected
by the detection method, it is hard to tell whether the sensor measurements are
manipulated or not. The implementation of the detection method on these two
systems shows a true positive rate up to 100% and a false positive rate of 0%,
explicitly showing the detection method’s generality, feasibility, and robustness. The
implementation also demonstrates the flexibility of the detection method regarding
non-constant and constant physical quantities; moreover, deploying the detection

method does not degrade the signal quality of the sensor measurements.

3.5 Discussion

In this section, how to guarantee the security with a short secret for constant
physical quantities will be discussed. Also, a trade-off between security and speed is
weighed up. This section will also show how to suit the approach for non-powered

passive sensors, and a thorough comparison with PyCRA.

3.5.1 Guaranteeing the Security with Small n for Constant
Physical Quantities

In Section 3.2.3, it has discussed that increasing the length of the secret sequence
n leads to increasing the difficulty of bypassing the detection method. A larger
n results in a more secure system. Given a fixed duration of a measurement, a
larger n requires a faster sampling rate of the ADC. Because of the hardware
limitations, the sampling rate has an upper limit, and thus n also has a maximal
value. Although the sampling rate reaches the highest, it is possible that n is
a small number (e.g., n = 8). However, in this detection method, a small n can

also guarantee the security of the sensor system.
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For each measurement, the number of combinations of the n-bit secret sequence
is 2™, and the attacker can find the correct secret sequence to bypass the detection
method by trying all combinations. However, in practice, it is impossible for the
attacker to try 2" times, and the attacker has only one chance to change the

measurement. The probability of successfully attacking the measurement without

1

57> and this means that the expected number of successful attacks

being detected is
in attacking 2" measurements is only one. In the other 2" — 1 measurements, the
attacking signal is discovered by the sensor system. Imagine that the microcontroller
receives 2" — 1 invalid measurements before one valid measurement. Because the
2™ — 1 invalid measurements imply that the sensor system is currently under attack,
the valid measurement is still untrustworthy, and hence the microcontroller rejects
further processing of the valid measurement.

In general, we suggest using a large n (e.g., n = 128) to guarantee the security
of the sensor system. However, limited by the sampling rate, although a substantial
n may be impractical, a relatively small n is still effective to prevent an attacker

from bypassing the detection method, and further, the security of the sensor

system is guaranteed.

3.5.2 Trade-off between Security and Speed

In some applications, the sampling rate of an ADC is fixed. To increase the
security, the duration of one measurement can be lengthened, and thus more
sub-measurements are included. If the physical quantity keeps constant after
lengthening the measurement, the number of sub-measurements that the attacker
must change increases. As a result, it is more difficult for the attacker to change all
sub-measurements without being detected. For non-constant physical quantities,
to change the waveform of the sensor output effectively, the attacker has to alter
more sub-measurements after lengthening the measurement. Consequently, the
difficulty of bypassing the detection method also increases. Above all, without
changing the sampling rate of the ADC, the security of the sensor system can be

further improved at the cost of lengthening the measurement.
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Figure 3.14: A switch that is controlled by the microcontroller is added between the
output of the sensor and the ADC.

In summary, to achieve a more secure sensor system, it has to sacrifice the speed,
which is either the speed of sampling or the speed of obtaining a measurement. In
real applications, designers need to consider the constraints of their sensor systems

to choose the proper option to enhance the security.

3.5.3 The Approach for Non-Powered Passive Sensors

In order to deploy this approach to a sensor system with a non-powered passive
sensor, a switch can be added between the sensor output and the ADC. Figure 3.14
depicts a configuration for the non-powered passive sensor. The microcontroller
can “turn on” and “turn off” the sensor by controlling the switch. When the
microcontroller “turns on” the sensor, the switch connects the sensor output and the
ADC; thus, the microcontroller can read the sensor output. When the microcontroller
“turns off” the sensor, the switch disconnects the ADC from the sensor output. When
the ADC is disconnected from the sensor output, in order to ensure that inputs to the
ADC settle at a specific level, the ADC should be connected to a reference voltage.

Note that the location of the switch needs to be selected carefully. In short, the
switch must be installed very close to the sensor output, as the wire between the
switch and the ADC must act as an unintentional antenna to capture attacking
signals so that the security is the same as powered passive sensors. Otherwise, if the
wire between the sensor output and the switch is long enough, this wire works as an
unintentional antenna. As a result, when the ADC is disconnected from the sensor

output, the readings of the ADC will not be affected by the attacking signal; since the
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zero samples will not be affected by the attacking signal, no attack will be detected,
significantly weakening the security of the detection method. It is suggested to make
the wire between the sensor output and the switch as short as several millimeters,
as such a length of an antenna corresponds to a resonant frequency of hundreds of
gigahertz, which is far beyond the operating frequency band of the system; in other
words, such a high-frequency attacking signal rarely impacts the system effectively.

Besides, it is essential to point out that the switch frequency is the same as
the clock rate of the secret sequence. In practice, when the switch toggles between
the “turn-on” state and the “turn-off” state, it will introduce extra noise to sensor
measurements. This can be easily handled by abandoning samples at the edges of
the sensor measurements as the implementation demonstrates in Section 3.4. In
high-frequency applications, the switch frequency also needs to increase accordingly,
and it is essential to select a switch that can still work properly at that high
frequency. Otherwise, any instatbility (e.g., significant fluctuations during the
“turn-on/off” state) will cause disturbance to the sensor measurements, increasing
the false positive rate of detection and negatively affecting the usability of the
detection method. Also, a higher switch frequency implies a higher sampling rate
of the ADC and a faster CPU, challenging the hardware of the system. Therefore,
more future studies need to be conducted to ensure the usability of the detection

method in high-frequency applications.

3.5.4 Difference between PyCRA and the Approach

Shoukry et al.[61] proposed a generalizable sensor spoofing detection method named
PyCRA for sensors such as ultrasonic sensors and infrared sensors, which consist of
emitters and receivers. As described in Section 3.1, the emitter sends a challenge
signal to the measured entity, and the receiver gathers information from the reflected
signal. In a spoofing attack, an attacker manipulates the reflected signal. To detect
such attacks, PyCRA turns off the emitter randomly, and hence the receiver should
receive nothing during the shutdown of the emitter; if a reflected signal is received

when the emitter is off, an attack is detected.
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This approach differs from PyCRA in the following aspects. In this chapter, it
shows that this approach works for powered /non-powered passive sensors. Because
the powered /non-powered passive sensors are the receivers of active sensors, this
approach also applies to the active sensors. Hence, it is applicable to all three types
of sensors that are defined in Section 3.1. In PyCRA, since an emitter is necessary,
this method is designed for active sensors only. Thus, the approach outperforms
PyCRA as the approach covers two more types of sensors.

PyCRA counts on the secrecy of the timing of voltage level changes in the
challenge signal. In PyCRA, for an attacker in real life, there is a non-zero physical
delay between capturing the challenge signal and radiating an attacking signal. This
means that the attacker cannot align the attacking signal with the reflected signal.
Researchers [64] showed that PyCRA could be entirely bypassed: suppose that the
attacker has a faster sampling rate than the sensor system, when the challenge
signal starts falling, the attacker can quickly spot the change and stop generating
attacking signals. Because the attacker does not influence the periods that are used
to detect attacks, she will not be noticed by PyCRA. However, such an attacker
cannot bypass this detection method. Note that the attacker has full information of
the timing as it is assumed in Section 3.1.4. In other words, this detection method
allows the attacker to precisely align the attacking signal with the legitimate sensor
output. Even so, the attacker still must guess whether the sensor turns on or off,
and a wrong guess will expose the attacker herself to the sensor system.

Regarding the threat model in this chapter, the attacker can stay far away
from the sensor system, as the attacker uses EMI to remotely interfere with the
sensor readings. In PyCRA, the attacker must stay in a specific area near the
sensor system and the measured entity so that she can capture the challenge
signal and produce a malicious reflected signal. Therefore, this detection method
has a stronger threat model.

For the working principle, this method detects attacks by examining both non-

zero and zero samples; however, PyCRA monitors attacking signals by checking
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zero samples only. In other words, PyCRA cannot recognize attacks affecting

non-zero samples.

3.6 Summary

In this chapter, a novel method is proposed to detect electromagnetic signal injection
attacks for sensor systems that match the system model. In the detection method,
a sensor system turns off the sensor to monitor the attacking signal in the sensor
output. This detection method can prevent the sensor system from processing
an attacking signal: once the microcontroller detects an existence of an attacking
signal, the microcontroller rejects to handling the sensor output further. Compared
with other detection methods, this approach is not only low-cost and space-saving
but also can be quickly deployed.

Regarding the security of the sensor system, it proved that the detection method
can be bypassed with a negligible probability. The security of the sensor system
is based on that the n-bit secret sequence is unknown to the attacker. The longer
the secret sequence is, the more secure the sensor system is. Also, this detection
method can guarantee the security with a small n.

In practice, the detection method is deployed to a microphone system and a
temperature sensor system. The high true-positive rates show that this detection
method is effective and robust in detecting the attacking signal. It is essential to
highlight that succeeding studies [20, 65] further adapted the detection method to

more practical applications, showing its generality and effectiveness.
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input signals and will respond to whatever it receives, in the worst case resulting
in the adversary being able to fully control the state of the actuator. It is easy to
see how electromagnetic signal injection attacks can be used, e.g., to rotate the
motor in the smart lock to unlock a door; or force to close a fuel injection valve in
a car to stop the car’s engine. When the target system is complex and important,
these attacks can be incredibly powerful and dangerous. For example, imagine
the potential harm if an adversary could control critical industrial applications
(e.g., robotic arms) or medical devices (e.g., pacemakers), or say, move the control
surfaces of an airplane without pilot input.

Even though such attacks are complicated to perform in practice, and as a result
are still rare, it is essential to find effective detection and mitigation strategies to
deal with them before they become common. This chapter focuses on detecting
attacks on actuators, which is quite a bit harder. The reason is that when a sensor
is attacked, the receiving device is a microcontroller that has the ability to run
filters and algorithms, or use redundant measurements for added security. For
actuators, that is not as easy. When actuators are attacked the receiving device
is the actuator itself, and since actuators are “dumb devices” (it might just be
a coil of wire, like in a motor), they do not have the ability to ignore malicious
signals, even if such signals deviate from some usual pattern.

In this chapter, it provides a novel detection method that uses common and
inexpensive electrical components, making it possible to apply this method at scale.
The basic idea is to compare the signal to be protected with a reference, in order to
identify when any external interference is present. However, this is not as easy as it
sounds. First of all, an adversarial signal will affect any reference signals as well, and
there are challenges with the sampling rate, bandwidth limits, and signal processing
efforts that can make a trivial scheme unusable in practice. The detection method
solves all those problems, and it can provide strong detection guarantees for most

actuator systems. The contributions of this chapter are as follows:
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o It creates a universal system model from practical circuits, and presents
an adversary model, clarifying an attacker’s capabilities and limitations.

(Section 4.1).

o It proposes a general and lightweight detection method that uses differential
amplifiers to detect electromagnetic signal injection attacks, and shows that it
can provide the actuator system with a strong security guarantee (Section 4.2

and Section 4.3).

o It implements the proposed detection method on a speaker system and a
motor control system, demonstrating the generality, feasibility, and robustness

of this detection method (Section 4.4).

In the remaining parts of this chapter, additional important issues are discussed

in Section 4.5, and a summary is drawn in Section 4.6.

4.1 System Model and Adversary Model

In this section, it introduces a general and flexible system model that fits most
actuator systems. This allows to capture the needs of any specific system by tuning
the model parameters. In addition, a comprehensive attacker model is presented,
which, together with the system model, forms a flexible tool to describe signal

injection attacks and defence mechanisms on actuator systems.

4.1.1 System Model

A system that controls an actuator is called an “actuator system”. In an actuator
system, a microcontroller is the device used to regulate, command, and manage
the behaviors of the actuator. Between the microcontroller and the actuator, there
are circuits transforming the microcontroller output signal into a suitable signal
to drive the actuator. For instance, such circuits may be for signal amplification
or waveform conversions. To capture all the characteristics of the circuits, a new
device is defined, called the signal conditioner. How this device works will differ

from circuit to circuit, but it is treated as a black box. Therefore, the system model
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Figure 4.1: The actuator system consists of a microcontroller, a signal conditioner, and
an actuator. The transfer functions T and Tp explain the control signal wire and the
drive signal wire capturing the attacking signals, respectively.

consists of three devices: a microcontroller, a signal conditioner, and an actuator;
a block diagram of the system model is presented in Figure 4.1.

In the system model, wires are used to connect these devices: as shown in
Figure 4.1, one wire is used to transmit the microcontroller output signal, which
is called the control signal, to the signal conditioner; the other transmits the
signal conditioner output signal, which is called the drive signal, to the actuator.
Note that, in practice, the control signal wire often carries comparatively little
power compared to the drive signal wire, as the voltage and the current of the
microcontroller outputs are constrained to a few volts and milliamperes, respectively.
Whereas the drive signal wire can carry high-power signals because some actuators
consume significant power while working.

The operational frequency of the control signal and drive signal can vary
significantly from system to system. §Still, it is generally possible to define a
normal operating range to which signals are confined in normal operation. This is
important because while low/high pass filters can filter out adversarial injections
at extreme frequencies, it is more difficult to filter out attacks in the operational
range without affecting the valid control/drive signal. This solution assumes that
such an operational range can be defined and it is called the upper limit of this

range fmae. Note that no assumptions about the value of this limit is made, only
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that it exists. In Section 4.3, ways of extending this range way beyond the design

limits of the electrical components are discussed.

4.1.2 Adversary Model

The attacker aims to affect the actuator by EMI, i.e., injecting an attacking signal
into the system. The attacker can inject attacking signals into the actuator system
remotely but cannot physically access or modify the actuator system. The attacker
is granted full knowledge of the actuator system; specifically, the attacker can
predict the waveform and timing (phase) of signals in the actuator system. The
attacker can also craft any (physically possible) signal she wants.

In practice, a signal injection can be rather complicated, especially from far
away. Still, the adversary is deliberately granted extremely strong power to make
sure the detection method works in every case. This complexity is managed using
a transfer function that encapsulates any changes to the attacking signal caused
by the injection process, e.g., frequency selectivity, attack distance, attenuation,
spreading and convolution, etc., as shown in Figure 4.1. The power available to the
adversary is not limited. However, it is assumed that a lower limit exists, below
which any injected signal no longer has a meaningful effect on the target system.
This lower limit is denoted as P,,;,,. This power limit is set by the system designer
to make sure that any injected signal above this limit is detected. It can be set
arbitrarily low, but in order to successfully attack the system, the attacker must
inject a signal with power higher than P,,;,.

The reason why the attacker has ideally strong abilities is that if such an attacker
cannot avoid being detected by the proposed detection method, it is impossible
for any other attackers who are no better than this ideally strong attacker to

bypass the detection method.

4.1.3 Two Injection Points

In a particular physical system, there could exist multiple injection places through

which attacking signals enter the system. Therefore, many electronic components
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will also be affected by the injections. However, only when these injections lead
to effects on signals that directly determine system responses will the system be
successfully manipulated by the attacker. This has also been considered and shown in
previous studies [19, 66]. Therefore, regardless of where the signal injection happens
in the system, even if currents are induced in many places at once, it is possible to
find an input signal that, when applied to one of the two wires in the system model,
produces the same effect. This means that without loss of generality, it can model
any signal injection as if the attacking signal was injected into the control or drive
signal wire through an appropriate transfer function. In practice, the signal injection
does in fact almost exclusively happen via these wires because these are the most
efficient “antennas” in the system, and thus where most of the energy is transferred.

There is an important difference between these two injection points. As
mentioned previously, the power of the control signal is comparatively weak, so the
adversary can more easily overshadow any valid signal on the control signal wire, and
it will generally take less power to make changes that affect the actuator through
this injection point. Such an injection is defined as a control signal injection.

The second injection point is the drive signal wire. This wire will generally carry
signals with higher power and more specialized waveforms. For some actuators,
e.g., brushless electric motors, the drive signals are not only high-powered but also
somewhat complex, and the timing between the different phases of the signal is
very important to the operation of the motor. This means that an injection into
this wire is more difficult and requires much more power from the adversary. Such
an injection is defined as a drive signal injection.

Regarding the control signal injection, as indicated in Figure 4.1, only if the
signal conditioner reacts to malicious changes in the control signal will the actuator
be impacted. Thus, there is no possibility of performing a faster control signal
injection where the circuits would not react. However, the drive signal injection
impacts the actuator directly, meaning that such an injection can manipulate the

actuator without any reaction from the circuits.
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Figure 4.2: A differential amplifier compares the primary signal that is transmitted
from the sender to the receiver with the reference signal. A comparator circuit further
compares the differential amplifier output with a threshold €, and the microcontroller
determines whether attacks happen according to the binary results of the comparator.

Despite the differences in attacker capabilities between the two injection points,
the detection system, described in the following sections, works for both the control

signal wire and the drive signal wire.

4.2 Attack Detection

As mentioned previously, the detection approach works for both the control signal
wire and the drive signal wire. Rather than choose one of the two injection points
for description, each wire is instead treated as having a “sender” and a “receiver”.
Thus, the sender device is either the microcontroller or the signal conditioner, with
the corresponding receiver being the signal conditioner or the actuator. Any minor

differences between the injection points are discussed in Section 4.2.4.
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In order to detect a signal injected into the wire, the sender generates two
identical signals, one primary signal (sent to the receiver) and one reference signal
(used for detection). This idea is illustrated in Figure 4.2. A differential amplifier is
then used to amplify any differences between the primary and reference signals. In
the absence of an attack, these two signals should be identical and thus produce no
output from the amplifier. However, if the primary wire is affected by an external
signal, the difference will be amplified and can be detected using a comparator
and a microcontroller. A very important requirement is that the reference wire
is sufficiently different from the primary wire to make sure that the adversary
cannot modify both in the same way. This can be easily accomplished by simply
making the wires different lengths [67] in order to make them sensitive to different
frequencies, but a more significant difference can be achieved, e.g., with additional
Radio Frequency (RF) shielding materials on the reference wire.

When no attack signal is present, the two input signals of the differential amplifier
(the primary and the reference) are the same, and the differential amplifier output
is zero. In reality, there will be a non-zero amount of noise, but the output is
essentially zero. When an attack happens, the primary wire and the reference wire
both pick up the attacking signal. But, because the two wires cannot be modified
in the same way, captured by the two different transfer functions T and T shown
in Figure 4.2, the two inputs to the differential amplifier will be different. This
results in a non-zero signal on the output of the differential amplifier, and allows the
microcontroller to detect the attack. It is essential to emphasize that simultaneously
radiating two attacking signals, each carefully matched with the characteristics of
a wire, will not cause the same injected signals into the two wires or avoid the
detection. This is because the transfer functions essentially guarantee different
frequencies of the injected signals, meaning the voltages in the wires change at
different rates and eventually result in a voltage difference.

Please note that the differential amplifier is used in a novel way that is
substantially different from how it is commonly used in analog electronics, in

which the differential amplifier is used to reduce equal interference (common-mode
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interference) onto its two inputs [68]. However, in this detection method, the two
input channels are deliberately crafted such that the differential amplifier captures

the attack interference rather than mitigates it.

4.2.1 Modeling Differential Amplifier Output

The differential amplifier amplifies the difference between its input signals. This is
modeled as the difference between the primary and the reference §(t), plus additive
white Gaussian noise n(t), amplified by a constant gain GG. To simplify the notation,

t is omitted hereafter. The output of the differential amplifier becomes:
0o=G(d+n)

It is essential to point out that the noise n explains the random fluctuations in o;
the noise could be very weak, but it always exists regardless of the difference between
the input signals. Furthermore, please note that the amplitude of the noise can be
easily obtained: in Section 4.4, examples will be shown, where an oscilloscope is used
for the observation and the measurement. Since the amplitude is sufficient enough
to reflect the strength of the noise, we can regard n as the amplitude hereafter.

Given an attacking signal s, the signal that is injected in the primary wire is
Te(s), and the signal that is injected in the reference wire is Tg(s). In order to obtain
a simple relationship between these two injected signals, a simplifying assumption

is made: Tk can be expressed as being K times weaker than T¢, and therefore:

§ = To(s) — Tals) = Te(s) — 2 Tols) =~

Te(s)

Thus, the output of the differential amplifier becomes

0:G<Kl;1Tc(s)+n) (4.1)

Finally, taking advantage of the fact that the power that is absorbed by the
receiving antenna (the primary wire) is proportional to the attack power P [50],

the final model for the detection system is obtained:

0=G (KK_lp 4 n> (4.2)
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P
A

Figure 4.3: The minimum detectable attack power is expressed as a function of K. The
detection method can detect attacks on and above the curve (green), but it cannot detect
attacks below the curve (red). By decreasing (increasing) e or increasing (decreasing) G,
the horizontal asymptote can be moved down (up).

This equation gives the output of the differential amplifier as a function of
the main parameters of the detection system, namely the noise n, the gain of the
differential amplifier G, the “difference” between the primary and reference wires

K, and the power of the adversarial signal P.

4.2.2 Detection Rule and Choice of Parameters

According to Equation (4.2), when no attack signal is present, i.e., the attacker’s
power is 0, thus o = Gn. To make sure that small amounts of noise do not cause
false positives, a threshold € is defined, which the output of the amplifier must
exceed in order to be detected as an attack. The actual detection is done by a
comparator whose output is high when o > € and low otherwise. This allows the
output of the comparator to be fed into an interrupt pin of the microcontroller, as
shown in Figure 4.2, and ensures that even attack signals with a very short duration
can be detected efficiently without requiring the microcontroller to sample at a high
rate. Moreover, regarding the detection latency, such a design can detect an attack
immediately when the detection circuit captures the waveform difference.

Since the attack is detected if:

K1
G(TP-l—n) > ¢
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it can be rearranged to see that the detection method can detect any attack with
power that fulfills the following requirement:

From Inequality (4.3), it can be seen that the minimum detectable power can
be made arbitrarily small with appropriate choices of K, GG, and €. In the following,
the procedures for choosing these values are described.

The choice of K is relatively simple: bigger is better. A large K means that
the difference between the two transfer functions T and Tg, which govern how an
attacking signal affects the primary and reference wires, is as big as possible. To
get a sense of how the choice of K affects the detection performance, the attacker’s
power P as a function of K is plotted in Figure 4.3. The detection method detects
attacks on or above the curve (green region), while the attacks below the curve
(red region) are not detected. It can be observed that K does not have to be very
high for the detection method to be effective, but it does have to be above 1, i.e.,
the primary and reference wires do have to differ.

The amplification of the differential amplifier G is dictated by choice of amplifier
used. Different amplifiers have different maximum gains, and typical values range
from 100 to 300. Generally, G should be chosen as high as possible, although in
noisy environments, it may be beneficial to reduce the amplification to reduce
the sensitivity to noise.

As for choosing the detection threshold ¢, it needs to be chosen such that
environmental noise does not cause a detection event. Therefore, € is chosen just
high enough to make sure that false positives from noise are kept to a minimum; an
example of this is shown in the implementation in Section 4.4. Moreover, because
noise environments are often complicated and change significantly over time, it is
emphasized that e does not have to be constant. For example, it can be adaptively
adjusted to accommodate lower levels of ambient electromagnetic noise during the

night. This is further discussed in Section 4.5.2.
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4.2.3 Security Analysis

Recall from the adversary model that the goal of the attacker is to affect the

actuator. In order to achieve this goal, the attacker must inject a signal with

power of at least P,,;,,. Here it proves that such attacks are always detected by

the detection method as follows.

Substituting P, into Inequality (4.3), if the following inequality holds the
attack is detected:

€ K

Pon 2 (G =n)

To show that it is always possible to find values of K, €, and G to make this

inequality true, for any value of n, the first observation is that K can be made

arbitrarily high independent of noise. Since K /(K —1) approaches 1 for high enough

values of K, a high value can be picked and reduce the above inequality to
G(szn + TL) 2 €

In addition, as mentioned in the previous subsection, it is a functional re-
quirement that the detection threshold must not be triggered by the noise alone,

i.e., the following must hold:
Gn <e€

Both of the two inequalities above must be true in order to have a functional

detection system. That gives the following constraint:

Prin+n>n

Prin >0

Thus for any value of P,,;, > 0, it is possible to find values of K, G, and € that
allow the detection system to detect any adversarial signal with power above P,,;,

and at the same time do not trigger false positives from noise.
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4.2.4 Differences Between Injection Points

Recall that one injection point is the control signal wire, and the other is the drive
signal wire. The first difference is between the differential amplifiers at these two
injection points. Since the control signal has a low voltage level, it is sufficient for
the differential amplifier to have an input voltage range of several volts. However,
the drive signal’s voltage can go up to hundreds of volts, e.g., 380V industrial
motors. Thus, a differential amplifier with a large enough voltage input range is
needed such that the tapped signal will not cause any damage to the differential
amplifier. It is not hard to find such a differential amplifier in the market. Note
that since the differential amplifier has a much higher impedance than the actuator,
the tapping only draws a tiny portion of the control/drive signal, causing negligible
impacts on the signal conditioner/actuator.

Another difference between these two injection points is that the drive signal
can be much more complex than the control signal, and thus, it may be more
complicated while deploying this approach for the drive signal. In the previously
mentioned example of a brushless electric motor, the microcontroller produces one
signal for controlling, while the signal conditioner needs to convert this solitary
control signal into three different signals to drive the motor. In general, it is essential
to deploy this approach to each signal to guarantee the security, which means one
for the control signal and three for the drive signals. However, in many cases where
the physical properties of the multiple wires are the same or very similar and they
are put close to each other, it is tricky that protecting one wire is sufficient enough,
and doing so can significantly reduce the complexity of deploying this approach.
This is because the attacker cannot selectively choose a wire to affect in these cases,
and in other words, all of these identical or similar wires will be impacted by the
attack. In the example of the brushless DC motor, since its three drive signal wires
are almost identical and are put very close to each other, protecting any one of the

wires with this approach is equivalent to protecting all three wires.
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4.2.5 Attacks on Detection Circuit

This defense mechanism has added circuitry to the system that could itself be the
target of an injection attack. In this section, it demonstrates that this circuitry
cannot be exploited by the attacker to achieve the injection.

First, note that there is no path from the detection circuit to the actuator,
so the only malicious action that needs to be considered is whether an adversary
could inject a signal that would be hidden from detection because of interference
in the detection circuit itself.

To analyze this, a new transfer function 7' is defined for the main wire in the
detection circuit. The resulting signal that is injected into the detection wire is
then T'(s) when the adversary sends s. Please note that s also explains multiple
attacking signals that are radiated by the adversary simultaneously because the
superimposition of these attacking signals makes them into one attacking signal.
Note that there may also be multiple injection points, as discussed in Section 4.1.3,
but they can be modeled to the main wire, as o directly determines whether an
attack happens or not. Therefore, the injected signal is superimposed onto o,

described in Equation 4.1, making the modified differential amplifier output o'

o =T(s)+G (KI; 1TC(3) + n)
_ G(KK_ D (G(KK_ T+ TC(3)> +Gn

If the attacker wants to avoid detection o' must be zero (technically just less
than e, but basically zero). That means that the value in the parentheses must

be zero, which in turn requires the following equation holds:

K

mT(S) = —Tc(s) (4.4)

The negative sign in Equation 4.4 implies that T'(s) and T (s) must be 180
degrees out of phase, and this requires that the physical distance between the two
corresponding wires is exactly half of the wavelength of the attacking signal s [67].

This is already a good argument for why an attacker cannot inject a signal that
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Figure 4.4: With constant attack power, the peak amplitude (dashed line) and the
rectified DC term (dash-dotted line) of the differential amplifier output signal change
along with the frequency. The maximum detectable frequency is extended to f.

affects the actuator, and simultaneously cancel it out in the detection system, since
the frequency would have to be in the 10-100s of GHz to get a half wavelength short
enough. Such a high-frequency signal is way above what affects most actuators.

However, just to make the point extra clear, let’s assume that the attacker
could in fact send a signal with a high enough frequency to make this work. Even
then, the constant ﬁ in Equation 4.4 means that the signal injected into the
detection system, 7'(s), must be 100s of times stronger than T¢(s), the signal
injected into the actuator control signal itself. However, given that the two wires
are so close to each other, and that the smaller of the two needs more power
injected into it, it is impossible to achieve such a T'(s) in practice. As a result
Equation 4.4 can never hold in practice.

For those two reasons (phase difference and relative power), no adversarial
signal s can ever prevent its own detection due to interference with the detection

circuitry itself.

4.3 Extended Maximum Detectable Frequency

This detection method relies on a differential amplifier to help detect injected

signals. Like all electronic components, a differential amplifier is designed to
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work within a particular frequency range. When choosing parameters for the
detection system, a suitable differential amplifier should be used, which covers the
entire range where adversarial signals are likely to be able to affect the actuator.
However, on rare occasions, e.g., for very high-frequency applications or if cost
is a significant concern, it might be difficult to get a differential amplifier that
fully covers the desired frequency range. For such cases, a method is brought
about to extend the maximum detectable frequency f,,.. beyond the normal upper
bound of the differential amplifier.

Many previous studies [69-72] have shown that a differential amplifier will still
respond beyond its normal operational band, although the response is entirely
different from the normal amplification within its design parameters. As the
frequency increases beyond f,,.., the peak amplitude of the differential amplifier
output starts to decline, as the gain plummets to almost zero [73, 74]. This is shown
in Figure 4.4 where the dashed curve depicts the change of the peak amplitude.

Although the peak amplitude decreases to nothing, the output will gain a
DC offset with respect to the normal ground state, shown in Figure 4.4 as the
Rectified DC Term. This happens as the differential amplifier rectifies the high-
frequency signals [69, 75, 76]. The phenomenon is also known as radio-frequency
(RF) rectification, and it is attributed to the nonlinear voltage-current characteristic
of transistors that make up the differential amplifier [75]. Further increasing the
frequency will eventually decrease the rectified DC term, which will ultimately
become negligible when the frequency is high enough [70-72]. While this effect does
eventually disappear, it allows us to extend the detection by hundreds or thousands
of times higher than the upper bound of the operational band.

It is important to note that this phenomenon is not limited to a specific
differential amplifier, but is true for many different designs, which have been
experimentally verified in the literature [69, 77].

For the detection system to provide firm guarantees, it is essential to ensure
no gap in the protected frequency band. Therefore, it has to be ensured that

the DC offset rises enough to be detected before the normal peak amplitude of
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the differential amplifier goes to zero. In Figure 4.4, the frequency at which the
magnitude of the rectified DC term exceeds ¢ is denoted as fy., and the frequency
at which the peak amplitude falls below € is fz.. In Section 4.4, it shows that

face < fpke can be easily achieved in practice.

4.4 Implementation

This detection method is implemented on two practical and distinct actuator systems:
a speaker system (in Section 4.4.2) and a motor control system (in Section 4.4.3).
The objective of the implementation is to validate the feasibility of the detection
method in practice. One of the reasons why they are chosen is that they are
widely deployed in many critical applications: the speaker system can be found
in applications in which sound information needs to be broadcast, such as mobile
phones and car satellite navigation; the motor control system can be found in
those that need to drive some mechanical structures, such as smart locks and
insulin pumps. Implementing the detection method on these two systems also
verifies its capabilities of handling different actuator systems regardless of types
of signals: sinusoidal signals (analog) are used in the speaker system, while pulses
(digital) in the motor control system.

First, this section introduces how to build an actuator system on which the
detection method can be quickly implemented. Then, it shows how to detect
various attacking signals in each actuator system. Only the control signal injection
is demonstrated, as the drive signal injection is power-consuming and difficult
to achieve with our equipment (please see detailed discussion in Section 4.5.5).
Finally, a summary of the implementation of these two actuator systems is given

in Section 4.4.4.

4.4.1 Setup

Based on the system model, a setup that can be easily configured into a speaker
system or a motor control system is built, as shown in Figure 4.5. A signal

generator is used to produce the control signal and the reference signal. The signal



4. Detection Method for Actuator Systems 64

RF Signal Computer
Generator
Signal
Antenna Conditioner
i Control Signal
Signal Oscilloscope
Generator
Reference
Differential
Amplifier
Difference

Figure 4.5: A setup of the actuator system. Devices in the dotted squares differ from
system to system, and others are the same.

generator is functionally equivalent to the microcontroller. The benefit of using
the signal generator is having easier control of signals regarding their frequencies,
amplitudes, synchronization, etc.

The control signal is fed into a signal conditioner. The signal conditioner is
different in these two systems: an audio power amplifier LM386 is used in the
speaker system, and a brushed DC motor driver chip DRV8833 is used in the
motor control system.

Regarding the actuator (either a loudspeaker or a motor), since its responses
are deterministic and its input signal (i.e., the drive signal) sufficiently reflects
the responses, the actuator in the setup is simply omitted but an oscilloscope is
used to monitor and record the drive signal. An advantage of doing so is that
different actuator systems can be quickly tested without extra work of using different
methods to sense and process the actuator responses (e.g., a microphone to measure
sound played by the speaker, or a hall-effect sensor to measure the speed of the
motor). Moreover, a computer is used to process the data that is recorded by
the oscilloscope. Note that the oscilloscope and the computer are used for the
purpose of demonstrating the feasibility of the detection method, and are not
used in the proposed applications.

Based on such an actuator system, the detection method is deployed. The control

signal and the reference signal are fed into a differential amplifier, as shown in
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Figure 4.5. In the speaker system, an AD623 with a gain of around 150 is chosen as
the differential amplifier because it is specifically designed to amplify small differences
between its two inputs. As for the motor control system, a unity-gain differential
amplifier AD629 is selected as the differential amplifier, as it can handle high-voltage
inputs. The output of the differential amplifier is monitored and recorded by the
oscilloscope, and the recorded data are sent to the computer for attack detection.

To achieve a large K, i.e., difference between the transfer functions of the
control signal wire and the reference wire, a loop is formed on the control signal
wire to make it easier to pick up the attacking signal, and choose a short cable
as the reference wire. Thus, the control signal wire is much more sensitive to
the attacking signal than the reference wire. Note that it does not matter which
wire is more sensitive because the detection method only requires the transfer
functions to be different. Moreover, to guarantee that the control signal and the
reference signal arrive at the differential amplifier at the same time, the tapping
point is carefully chosen to ensure that the paths that feed these two signals into
the differential amplifier have the same length.

The setup is extremely flexible and allows us to easily experiment with different
actuator types without having to build dedicated systems for each one. Despite
being a lab setup, the experimental results accurately reflect the response of

real commercial products.

4.4.2 Speaker System

In a speaker system, an audio signal is amplified and then broadcast. The objective
of the attack is maliciously manipulating the waveform of the audio signal, and
in the extreme case, can lead to the speaker system broadcasting any messages

the attacker wishes.

Determining Threshold

The differential amplifier output is measured when no attack happens. The

measurements show that the differential amplifier output signal amplitude is always
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Figure 4.6: The peak amplitude (left y-axis) of the differential amplifier output drops
to zero when the frequency of the attacking signal is far beyond the operational band of
the audio amplifier; the DC offset (right y-axis) rises while increasing the frequency of
the attacking signal. The peak-to-peak voltage of the attacking signal is from 10 mV to
100 mV

below 2.4mV. Since this value already includes all noise sources in the experimental
environment, it is chosen as the threshold. The benefit of choosing this value as
the threshold is that, on the one hand, it significantly reduces the possibility of
which the noise accidentally triggers the detection; the false positive rate remains
at 0% as calculated from the measurements. On the other hand, this threshold
is small enough to guarantee that the weakest attack that effectively impacts the
actuator system is successfully detected, and this will be shown and explained

in the experimental results as follows.

Direct Power Injection Attacks

The normal operational band of an audio amplifier is below the megahertz level, and
low-frequency attacking signals are needed for in-band attacks. Due to the practical
difficulty of injecting low-frequency attacking signals into the circuit wirelessly,
direct power injection (DPI) [59] is used to demonstrate that the detection method

can handle the in-band attacks. Note that in the following sections (Section 4.4.2
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and Section 4.4.3), the attacking signals are injected wirelessly.

In order to show that any malicious frequency can be injected into the audio
signal, the attack frequency is swept from 1 Hz to 10 MHz, and the peak-to-peak
voltage of the attacking signal is from 10 mV to 100 mV. The reason why the highest
attack frequency is set to 10 MHz, which is beyond the operational band of the
audio amplifier, is to verify that no gap (as described in Section 4.3) exists in the
frequency band. The reason why 10mV is chosen as the weakest peak-to-peak
amplitude of the attacking signal, is that the malicious change caused by an attack
at this voltage is already around 49 dB weaker than the audio signal. Weaker
attacking signals have little to no impact on the speaker system.

To demonstrate the impact of the attack on the differential amplifier in detail,
both the peak amplitude and the DC offset are shown in Figure 4.6. Each point in
the figure represents the averaged peak amplitude or the averaged DC offset with
a standard deviation. The first observation of the experimental results is related
to the attack power: the peak amplitude and the DC offset increase (decrease)
while the attack power increases (decreases). Concerning the attack frequency,
when it is lower than 1kHz, the peak amplitude is significantly larger than the
threshold, which reveals the existence of the attacking signal. When the frequency
is between 1kHz and 1 MHz, the peak amplitude plummets, but it is still above the
threshold; meanwhile, the DC offset rises above the threshold. When the frequency
of the attacking signal reaches 1 MHz and beyond, the DC offset is well above the
threshold, indicating the existence of the attack.

The experimental results validate the capabilities of the differential amplifier to
detect attacks in the entire frequency range from DC to 10 MHz. This experiment is
repeated 240 times and all (240 out of 240) attacking signals are detected, making the
true positive rate is 100%. This shows that even for practical systems, the detection

method provides strong protection against both in-band and out-of-band attacks.
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Figure 4.7: A 6 kHz malicious signal is successfully injected into the 5kHz audio signal.
The 6kHz spike is highlighted by a red point in the frequency domain of the audio
amplifier output. The power ratio between the 6 kHz frequency component and the 5 kHz
is around —30dB.

Wireless Attacks

To test high-frequency attacks in a more realistic setting, a high-frequency carrier
is modulated with an audio signal and inject it wirelessly into the control and
reference wires. An RF signal generator is used to produce the attacking signals,
and they are radiated by a coil antenna, as shown in Figure 4.5. The antenna
is placed around 2 cm above the control signal wire for the best possible energy
transfer. That way less power can be used to achieve the wireless attack in the
experiments. If an attacker is further away from the victim system, she needs more
powerful attacking signals to achieve the attack.

To present a concrete attack, a 6 kHz malicious frequency is picked to be
injected into a 5kHz audio signal. In Figure 4.7, an attack result is shown: in
the frequency domain of the audio amplifier output, besides the legitimate 5 kHz
frequency component, a malicious spike can be observed at 6 kHz. In order to
quantify the impact of the attack, the power ratio between the malicious frequency
component and the legitimate frequency component is measured, which can be
expressed as the following equation:

Pmalicious )

legitimate

impact = 10 x log,, <
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Figure 4.8: The power ratio between the malicious signal and the legitimate signal
gradually decreases while increasing the frequency of the attacking signal. The peak-to-
peak voltage of the attacking signal is from 100 mV to 700 mV.

where P represents the power. The bigger the ratio is, the stronger the injected
signal is, and the larger the impact of the attack is. When no attacking signal is
presented, the measurements show that the impact remains at around —52.7 dB.

Different attacking signals are generated to test the performance of the detection
method: the peak-to-peak voltage of the attacking signal is changed from 100 mV
to 700 mV, and the carrier frequency of the RF signal is changed from 100 MHz to
1000 MHz. The impact of the attacks are numerically represented in Figure 4.8.
When the attack frequency reaches 800 MHz, the impact is close to —52.7 dB, which
means that attacks beyond this frequency will have little practical significance.
Experiments beyond 1000 MHz are also conducted, but the impact of the attacking
signal beyond 1000 MHz are smaller, and hence this part only focuses on the
frequency range within 1000 MHz.

Regarding the attack detection, the peak amplitudes of all measurements of the
differential amplifier output are below the threshold. This is because the frequency
of the attacking signal is already far beyond the operational band of the differential

amplifier, as explained in Section 4.3. However, as shown in Figure 4.9, the DC
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offset of the differential amplifier output is well above the threshold throughout
the range for all attacker signals other than 100mV, indicating the existence of
the attack. It can be seen that the DC offset increases when the attack power is
increased, so for attacking signals with peak-to-peak voltages of 300 mV, 500 mV,
and 700 mV, the DC offsets are always above the threshold (solid blue line) regardless
of the frequency. When the attacking signal is 100mV, a few attacks fall below
the threshold when the carrier frequencies reach 800 MHz and 900 MHz. Referring
back to the impact of these two attacking signals in Figure 4.8, the ratios indicate
that the impacts are so tiny that they are unlikely to have any significance for a
practical system. Since the detection method successfully detects 389 out of 400
attacking signals, the true positive rate is 97.25%.

In Figure 4.9, the curves of DC offsets vary up and down along the attack
frequency. This is because the attacking signal is injected wirelessly instead of
through DPI. The transfer function of the wire accounts for the ups and downs
of the curves: the attacking signal is efficiently injected into the wire at specific
frequencies where local maximum values of the DC offset reaches, but less efficient
at other frequencies.

The experiment results show that the frequency range covered by the differential
amplifier is easily large enough to protect the frequency band that the speaker
system is vulnerable to. This detection method shows the feasibility of detecting
the attacking signals with frequencies from DC to far beyond the speaker system’s
operational band. Moreover, given the wireless injections, the detection method
demonstrates its capabilities of handling real attack scenarios. Concrete attacking
signals have been demonstrated that can precisely manipulate the audio frequencies,
but it does not mean that the detection method can only handle these specific
attacking signals. Any attacks that cause voltage changes of the differential amplifier

output signal beyond the pre-determined threshold can be spotted immediately.
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Figure 4.9: The DC offset of the differential amplifier output varies while changing the
voltage level and the frequency of the attacking signal. The peak-to-peak voltage of the
attacking signal is from 100 mV to 700 mV.
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Figure 4.10: A motor driver is used to amplify a control signal to drive a motor.

4.4.3 Motor Control System

In the motor control system, a pulse signal is used to control the rotating speed
of the motor. The duty cycle of the pulse signal describes the amount of time
that the signal is at the high-voltage level as a percentage of the total time of a
cycle. The larger the duty cycle is, the faster the motor’s rotation speed is. As
mentioned in the setup, a motor driver is used as a signal conditioner to amplify
the control signal into a powerful drive signal to energize the motor. The motor
driver is made of transistors, and for simplicity, as shown in Figure 4.10, they can
be regarded as two switches that are connected in series and are controlled by the

pulse signal. Since these two switches work in opposite ways, the output signal
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Figure 4.11: When an attack happens, the DC offset of the differential amplifier output
is always above the threshold, implying detecting the attack.

toggles between Voo and the ground in the same pattern as the input signal. The
attacker’s objective is to manipulate the duty cycle and impact the functionality
of the motor. Previous studies [76, 78, 79] have shown that fine-tuned attacking
signals can toggle a transistor. In order to change the duty cycle of the motor driver
output signal, the attacker needs to control the duration of radiating an attacking

signal so as to manipulate the rotating speed of the motor.

Determining Threshold

When no attack presents, the differential amplifier output signal is recorded, and the
threshold is 0.17mV. This threshold value is chosen as it makes the false positive
rate to its minimum (0%) in the experimental environment; also, this threshold

is sufficiently large to spot the weakest attacks, as shown as follows.

Detection of Attacks

Since the differential amplifier is specifically designed to handle the input difference

in its operational band, it is not difficult to detect the in-band attacks. The in-band
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attacks are no longer repeated but focus on the out-of-band attacks. Note that
the out-of-band attacks are realized wirelessly.

In the experiments, the frequency of the attacking signal ranges from 30 MHz
to 90 MHz, and the peak-to-peak voltage ranges from 900 mV to 1300 mV. The
reason why the frequency of the attacking signal is below 90 MHz is that beyond
this frequency, the motor driver never responds to the attacking signal, even though
the peak-to-peak voltage of the attacking signal reaches its upper limit in the signal
generator. The reason why the peak-to-peak voltage of the attacking signal is
above 900 mV is that, below this voltage level, the attacking signal is too weak to
affect the motor driver. In the experiments, the RF signals can cause the motor
driver to output a low voltage level when a high voltage level should be outputted,
thus reducing the duty cycle of the pulses. By precisely controlling when to start
and stop radiating the attacking signals, the duty cycle of the control signal can
be precisely manipulated, further controlling the motor speed. Note that using
other types of attacking signals can also increase the duty cycle [26]; however, the
purpose of the experiment focuses on attack detection, and thus not further show
and discuss how to control the motor speed.

Regarding the attack detection, both the peak amplitude and the DC offset
of the differential amplifier output signal are checked. Under these out-of-band
attacks, the peak amplitude is always below the threshold. However, as shown in
Figure 4.11, the DC offset is always above the threshold, indicating an attack. All
(210 out of 210) DC offsets are above the threshold, indicating that all attacking

signals are detected. Therefore, the true positive rate is 100%.

4.4.4 Summary of Implementation

The implementation of the detection method on the speaker system and the motor
control system shows the generality of the method regardless of the type of signal.
The deployments also demonstrate the simplicity of implementing the detection

method in practice. The high true positive rates and low false positive rates in the
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Figure 4.12: The timeline shows that an attack starts from radiating an attacking signal
to actuator misbehaving. At different moments, the attack can be detected by different
ways.

speaker system and the motor control system show the robustness of the detection
method on different actuator systems.

Regarding the implementation overheads, a simple detection circuit that is
composed of differential amplifiers is needed; in addition, two more channels of
the microcontroller are required: one provides the reference, and the other (i.e.,
interrupt) receives detection results from the detection circuit and thus no significant
computational power is needed. Compared with the detection methods such as
EMI detectors requiring additional RF interfaces and detection methods counting
on complicated algorithms to sense and process actuator behaviors (see details in

Chapter 6), this detection method is much more straightforward and lightweight.

4.5 Discussion

This section discusses different detection strategies, how an adaptive threshold
can handle varying environmental noise, and how to choose a differential amplifier.
Moreover, the difficulties of canceling out an injected signal in circuits is discussed,

as well as the difficulties of the drive signal injection.

4.5.1 Different Detection Strategies

An electromagnetic signal injection attack has several distinct phases, each of
which gives rise to different detection strategies. In the attack timeline shown in
Figure 4.12, three moments are highlighted: the first moment is when the attacking

signal is radiated; the second is when the attacking signal is injected into a wire
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in the target system; the third is when the actuator starts deviating from its
intended activity. Each of the three moments marks the start of a new phase of the
attack. The three phases should not be thought of as sequential since an attack
of any meaningful duration will be in all three phases at once, but should rather
be thought of as three opportunities to detect the attack.

In the first phase, when attacking signals are being radiated, the electromagnetic
radiation can be detected in the environment using an antenna. Thus, the detection
strategy is monitoring the environmental electromagnetic power level: if the power
level is above a pre-defined threshold, or maybe outside a known noise profile, the
attack is detected. This strategy has the potential to detect an attack early; however,
it requires a monitoring device that can reliably detect adversarial interference
at the frequency that would harm the target system, which is not always easy to
achieve. Examples of this detection strategy are some of the anomaly detectors
that will be introduced in Chapter 6.

In the second phase, when the attacking signals are successfully injected into the
actuator system, the signals in the actuator system wires are changed. Since the
attacking signals are not supposed to exist in the actuator system, these changes
are a reliable indicator of an attack, if they can be measured. This detection
method uses the second form of detection, i.e., it detects signals that are successfully
injected into the actuator system.

In the final phase, the actions of the actuator will deviate from what the system
expects, assuming the attack is powerful enough to result in a measurable change.
If the system can detect this behavior change, this can be used to detect the
attack. This might be an attractive detection strategy since no effort is wasted
on attacks that do not have a measurable effect on the target actuator. However,
detecting such attacks typically requires extra sensors. By the nature of the
detection method, it will only detect attacks after they have already affected the
system. An example of this detection method is Muniraj and Farhood’s work [80]

that will be discussed in Chapter 6.
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4.5.2 Adaptive Threshold

In the implementation of the detection method, a proper threshold is determined
by experiment and keep it constant while testing the performance of the detection
method. The advantage of using a constant threshold is that once a proper threshold
is found and determined, it is efficacious forever, and the designer never has to adjust
it again. However, in some cases, the environmental noise varies significantly and
complicatedly over time; for example, such noise may originate from the radiation
of other complex circuits. To provide the actuator system with more flexibility,
the designer can program the actuator system to adjust its threshold adaptively
when necessary. Imagine a simple case: during the daytime, the noise is intense
because of human activities (e.g., wireless communications, transportations), but
at midnight when people sleep, the noise becomes relatively weak. During the
daytime, the threshold can be slightly increased to allow more noise, and as such,
it can avoid the noise frequently triggering the detection. At midnight, to restore
the detection method to be more sensitive to attacks, the designer can program
the actuator system to lower down the threshold.

Other environmental changes may also impact the detection circuits, and they can
also be handled by the adaptive threshold. For example, in some harsh environments
where the environmental temperature varies significantly, a temperature change will
affect the resistance of metal conductors, further the voltages. Since the resistance
of the two wires may not change consistently, the voltage difference between them
increases when the temperature varies. To reduce the impact caused by the
temperature, basically, materials with a small temperature coefficient should be
chosen; for instance, regarding copper with a temperature coefficient of around 0.004,
a change of 100 °C only lead to a change of 0.4 ohms in resistance. Furthermore, to
cover the extra voltage difference that is caused by the temperature variation, the
threshold can be adaptively set to a higher level in such an environment.

No matter how the designer adjusts the threshold adaptively, it is still essential

to guarantee that the detection method meets the requirements as mentioned in
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previous sections: first, no noise triggers the detection accidentally; second, no

attack that effectively impacts the actuator is missed.

4.5.3 Choice of Differential Amplifiers

According to Section 4.2 and Section 4.3, while choosing a differential amplifier, its
gain, noise, and maximum detectable frequency are essential factors to be considered.
In short, the gain and the noise should make the minimum attack power that
the system can detect as the system designer wants; the maximum detectable
frequency should be sufficiently large enough to cover the frequency band within
which the system is vulnerable. Only in this way can the detection method provide a
strong security guarantee. Section 4.4 explains the reason why those two differential
amplifiers meet the requirements of the speaker system and the motor control system,
respectively; it is essential to note that efforts are made to test many different
off-the-shelf differential amplifiers until those two proper differential amplifiers were
found. Indeed, it is easy to test and deploy the off-the-shelf devices, and they are
sufficiently good enough to show the feasibility of the detection method, but it can
also be noticed that there is no control over the factors of the differential amplifiers
in our implementation. There may be applications where no off-the-shelf differential
amplifier is found, and as a result, it is essential to customize and manufacture
a differential amplifier. For example, when the detection method needs to sense
weak attacking signals, a larger gain with smaller noise is required so as to achieve
a lower minimum detectable attack power; when the victim system is sensitive
to high-frequency attacking signals, a larger maximum detectable frequency is
required so as to handle those attacks. However, the tradeoff of doing so will lead

to more expense on research and development.

4.5.4 Difficulty of Canceling Attacking Signals

An idea of mitigating the influence caused by attacks is generating an “anti-attack”
signal to cancel out the attacking signal. The anti-attack signal and the attacking

signal have the same frequency and amplitude, but they are 180 degrees out of
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phase. When the anti-attack signal and the attacking signal meet, they destruct
each other. This idea is similar to the sound noise cancellation technology that is
used in headphones. However, it is hard to realize such a cancellation regarding
the electromagnetic interference. In the air, an electromagnetic signal propagates
around the light speed; in the circuit, the speed halves. In addition, it takes time
for the actuator system to capture the attacking signal and then generate the anti-
attack signal for the cancellation. This means that the anti-attack signal always
lags behind the attacking signal. It is difficult to synchronize the anti-attack signal

with the attacking signal unless the microcontroller can predict the attacking signal.

4.5.5 Difficulty of Drive Signal Injection

As mentioned previously, compared with the control signal injections, a drive signal
injection may require much more power if the actuator is power-consuming. The
power of a drive signal injection is estimated as follows. According to datasheets
of an off-the-shelf motor, it needs a drive signal that is around 4.5 W; as for a
microcontroller, such as an Arduino Uno microcontroller, it can output a control
signal that is only 0.1 W. For simplicity, suppose that the attenuation on attacking
signals is the same in those two injections. Then, the attacker needs to radiate
at least % = 45 times more power to realize the drive signal injection than the
control signal injection. This result implies that it is much more difficult and costly
to conduct the drive signal injection than the control signal injection in practice.

Another piece of evidence to show that the drive signal injection is hard to
achieve is to regard the injection as wireless power transmission [81]. In wireless
power transmission techniques, scientists specifically designed both antennas of the
transmitter and the receiver to achieve power transmission. Given the wire that

works as a low-gain antenna in the actuator system, delivering enough power into

the drive signal wire can be much more challenging.
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4.6 Summary

In this chapter, a novel detection method that can detect electromagnetic signal
injection attacks on actuator systems is proposed. This class of systems previously
had to rely on physical security measures and signal decay, and had no meaningful
security guarantees against a determined adversary. This detection system fills
this critical gap and provides strong detection guarantees to any actuator system.
The core idea of the detection method is straightforwad: any diffenrence caused
by external attacks between two identical signals (the primary signal and the
reference signal) indicates the attacks. This detection method provides provable
guarantees against attacks, and can be tuned to any attack power and any amount
of environmental noise. It has been shown that the detection method provides the
actuator system with a strong security guarantee, and an attacker who attempts to
effectively manipulate the actuator system will always be detected by the detection
method. Despite this, the detection method requires only a few cheap off-the-shelf
electronic components and does not add any significant weight to the system it
protects. This is important in many contexts, such as aviation and implantable
medical devices. Moreover, the implementation of the detection method on a
speaker system and a motor control system proves its generality for different

actuator systems, as well as its effectiveness and robustness in a practical setting.
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abusing adversarial electromagnetic signals to inject malicious information into
wired communications, as introduced Section 2. Several researchers recommended
using differential signaling to resist the attacks [14, 32], as it can reject external
noise by looking at the difference between two complementary signals, supposing
the noise impacts both signals equally. This chapter will show that because of
circuits” asymmetry and nonlinearity, differential signaling cannot provide sufficient
protection when faced with electromagnetic signal injection attacks. This allows an
attacker, who has no physical access to a victim system, to conduct electromagnetic
signal injection attacks to control a victim system. Since so many popular protocols
such as USB, Ethernet and HDMI are based on differential signaling, and these pro-
tocols serve in countless safety- and security-critical applications (e.g., automotive,
aviation, robotics), such attacks immediately put these applications at risk.

Specifically, the impact of the electromagnetic signals is to cause receiving
circuits to detect incorrect bits [82]. Imagine a scenario of using a wired USB
keyboard. An attacker can use electromagnetic signals to interfere with the USB
cable and injects malicious bits (by extension, arbitrary user inputs); as a result, she
can deceive the victim system into acting as she wishes. Such attacks on keyboards
in critical infrastructures could cause catastrophic consequences, such as wrong
prices in stock exchanges, incorrect traffic signals on railways, and overdoses of
medicines for patients in hospitals. Similar attacks can also happen to many other
applications that use the differential signaling technique.

It is essential to mention that in preliminary experiments, it is not difficult
to use electromagnetic signal injection attacks (which use a similar attack setup
in Section 5.5) to cause bit errors and stop data transmission of branded USB
mice, USB keyboards, and routers. Such experimental results show that deployed
attenuation methods, i.e., RF shielding materials and common-mode choke filtering,
are not sufficient enough to block the electromagnetic signal injection attacks.

This pioneering work will systematically and experimentally investigate how and
why the attacks can manipulate transmitted information in differential signaling.

Despite various application scenarios or communication protocols, differential



5. Message Injection into Differential Signaling Systems 82

signaling receivers work in largely the same way, which makes it possible to use
a single attack strategy to attack a large number of well-known communication

protocols and applications. The contributions of this chapter are as follows:

o It abstracts and parameterizes a generalized system model from practical
differential signaling receivers so as to capture the characteristics of different
systems by tuning the parameters; it also defines an adversary model, clarifying
an attacker’s objectives and capabilities, as well as her limitations in practice.

(Section 5.1)

o It details how an electromagnetic signal injection attack can bypass the
differential signaling technique and how it makes the receiving circuits detect

intended bits. (Section 5.2)

« It also analyzes success rates of injections, and discusses critical factors that

determine a high success rate. (Section 5.3).

o It further demonstrates the attacks on different chips to verify the attack
principles (Section 5.4), and it successfully shows how to inject an arbitrary

message into a CAN bus at a distance (Section 5.5).

5.1 System Model and Adversary Model

This section abstracts and parameterizes a system model of differential signaling
from practical circuits. This model allows us to capture the characteristics of
different circuits by tuning the parameters. Next, an adversary model is defined,
which explains an attacker’s capabilities and limitations. The system- and the

adversary models together form a flexible tool to describe the attacks.

5.1.1 System Model

In differential signaling, information is transmitted in a pair of signals that are the
same but have opposite polarities, and each in its own conductors/wires. These two

wires are identical and put close to each other, e.g., twisted cables, on the one hand,
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T Receiver
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Figure 5.1: The system model consists of a pair of complementary signals (D and
D_), a subtractor, and a receiver. The difference between the signals is extracted by the
subtractor, and next, the difference is sent to the receiver. When an attack happens, the
injected signals are superimposed with the complementary signals.

minimizing the electromagnetic radiation from the pair of wires, and on the other
hand, making it resilient to electromagnetic interference (EMI) from outer sources
to an extent [32, 83]. Because of such a setup, the external EMI will impact the
wires equally. When the pair of signals are received, the information is extracted
from the difference between these two signals. In this way, the equal impacts caused
by the external EMI cancel out each other, leaving the intended information intact.
To obtain the difference, circuits that can “subtract” one signal from the other
are used. Circuits with such a subtraction function are defined as a “Subtractor”,
and a block diagram of the subtractor is shown in Figure 5.1. The subtractor has
two inputs, each receiving a signal of the differential pair. The subtractor calculates
the difference and then sends it to the following circuits for further processing.
After receiving the subtractor output signal, an essential step is to convert its
analog voltage levels into a sequence of bits. This is because the circuits that
process information are usually digital (e.g., microprocessors) that only handle
logic 1 and logic 0. After obtaining the bits, other functions or tasks, such as
decoding, error checking, authentication, etc., can be further executed. A “Receiver”
is defined, as presented in Figure 5.1, to incorporate all functions of the circuits

that handle the subtractor’s output signal.

Parameterizing Subtractor

The subtractor’s two input signals are denoted as D, (t) and D_(t), and the output

signal as o(t). To simplify the notations, time ¢ is omitted hereafter. In order to
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Figure 5.2: (a) The subtractor’s two input signals D, and D_ can be represented by
their differential mode vy, and common mode v.y,. (b) The receiver compares o with
two thresholds to determine the logic levels.

explicitly show the information that is carried by the two input signals, these two
input signals can also be rewritten by their differential mode and common mode. The
differential mode is defined as the difference between two signals, and it is denoted
as vgn = Dy — D_, and note that v, represents the transmitted information;

the common mode is defined as the average of two signals, and it is denoted as

= %. Such a relationship between the two input signals and their modes is

Vem
illustrated in Figure 5.2a. Note that v, is a non-zero constant in almost all protocols,
and thus, it is assumed that it is non-zero hereafter unless stated otherwise.

In practice, the subtractor is essentially a differential amplifier, and it is
reasonable and prevalent to model its output signal as a sum of the amplified
differential mode and the amplified common mode [84]. The gains for the differential
mode and the common mode are denoted as Gy, and G.,,, respectively; note
that the gains are functions of frequencies. The amplified terms are expressed
as Gam * Vam + Gem * Uem.-

In addition, there also exist distortion and noise that contaminate the output
signal. The distortion originates from nonlinear properties of electronic components
(e.g., transistors) that make up the subtractor [84], and a function F(vgm,Vem)
is defined to incorporate the impacts of the distortion phenomenon on the input

signals. The noise is modeled as additive Gaussian white noise, denoting it as

n. Thus, the subtractor output is expressed as:

0= de * Udm, + Gcm * Uem + F(Udm7 Ucm) +n (51)
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In Equation 5.1, the first term Gy, - vg,, explicitly carries the transmitted
information, i.e., vg,. It needs to be emphasized that every subtractor has a
finite operational band, within which it is designed to function properly. Inside
this operational band, the differential-mode gain remains constant, and as such,
the subtractor can guarantee a consistent output while handling input signals
at different bit rates. The common-mode gain is so small that it makes typical
attenuation of 70 dB — 120 dB to the common mode of the inputs [85], thus making
Gem - Vg nearly zero. The distortion of the subtractor is also well maintained,
and thus the impact of F(vgn, vem) is negligible. Therefore, the subtractor is
sufficiently good enough at rejecting the impacts of the common mode within the
operational band. However, this no longer holds out of the operational band, and

the reasons will be detailed in Section 5.2.

Parameterizing Receiver

The primary function of the receiver is to convert analog voltages into bits, as
mentioned previously. It is a common way in practical circuits that the logic
levels are determined by comparing analog voltage levels with two pre-determined
thresholds [86]. The reason for using two thresholds instead of a single one is
that the difference between two thresholds can prevent the noise from causing
wrongly detected logic levels. These two thresholds are denoted as Vg and Vi,
and Vg > Vi. The detection rule is straightforward: as depicted in Figure 5.2b,
when o > Vg, a logic 1 will be detected; when o < V7, a logic 0 will be detected.
Specifically, when o is between these two thresholds (e.g., the noise causes the
voltages to fluctuate into this region), the detected bit will retain its value. Note
that the receiver detects bits periodically.

In addition, it is also essential to cover the circuits before the logic level detection,
as an attacker needs to exploit these circuits to achieve a wrongly detected bit. The
attack principles will be detailed in Section 5.2.2, but here, a model is abstracted,

and the functions of the circuits are explained.
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When a signal enters the receiver, it first goes through an electrostatic discharge
(ESD) circuit, which is commonly used to protect the input pins of any electronic
device from overvoltages. A block diagram of the ESD circuit is presented in
Figure 5.3: it clamps the negative overvoltages to a minimum allowed voltage
(e.g., GND), and the positive overvoltages to a maximum allowed voltage (e.g.,
Vpp) [87]. After that, a buffer circuit follows. It is used to get rid of an impedance
mismatch between the previous stage and the receiver, and more precisely, it
provides isolation and prevents undesired interaction from the previous stage [88].
The buffer circuit is essentially built up with transistors, which work like switches,
and its function is abstracted in a way as illustrated in Figure 5.3: its input signal
controls the switches, generating an output signal to reproduce its input signal. In
this way, the buffer circuit transfers its input signal to the logic level detection.
In all, the circuits before the logic level detection are modeled as a combination

of the ESD circuit and the buffer circuit.

5.1.2 Adversary Model

An attacker’s objective is to inject a message with a length of L bits into a victim
system. The attacker has no physical access to the victim system, implying that
she cannot modify its circuits, nor can she tap wires to inject attacking signals
into it. Because of no physical access, it is rather difficult to know which bit is
transmitted in the wires. However, the attacker’s ability to guess the bit is not
limited, and this will be further explained and discussed (regarding her guess ability)
in detail in Section 5.3. The attacker can wirelessly inject the attacking signals
into the victim system by radiating electromagnetic waves, and she can tune her
attacking signals, regarding their frequencies, power, etc. The attacker knows the
period that the receiver detects a bit. In each bit injection, the duration of the
attacking signal is set the same as the period, and hence, the attack can always
interfere with the receiver when it detects a bit.

As mentioned previously, an electromagnetic signal injection is a complicated

process in practice. A transfer function 7' is defined to explain any changes to
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Figure 5.3: This diagram shows a model of circuits before logic level detection in
the receiver. The charging and the discharging of the output parasitic capacitance are
asymmetrical, and a net charge QT — Q~ causes the output voltage changes when an
attack happens.

the attacking signal s(t) due to the injection process, e.g., frequency selectivity,
attenuation, spreading, etc. To simplify the notation, time ¢ is omitted, and thus
the injected signal is denoted as T'(s). Note that there could exist multiple injection
places in the victim system. However, only when the injection impacts the signals
that carry the information will the attacker be able to manipulate the bits, which
are recognized by the receiver. Therefore, it is equivalent to modeling the pair of
wires as the injection point, as shown in Figure 5.1. In fact, the differential signaling
technique is usually deployed between two ends that are far from each other, and

the pair of wires are effective antennas capturing the attacking signals in practice.

5.2 Bit Injection Attack

This section details how an attack can make the victim system detect an incorrect
bit. Note that as mentioned in Chapter 2, since previous research has thoroughly
studied the signal injection process, it is not further detailed here. However, this
section focuses on explaining why injected signals can bypass the subtractor, and

how the receiver responds to the bypassed injected signals.
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5.2.1 Bypassing Subtractor

The injected signals are superimposed with the two input signals of the subtractor,
leading to Dy 4+ T'(s) and D_ + T'(s). According to the definition of the differential
mode and the common mode in Section 5.1.1, the differential mode will not be
affected because the injected signals cancel each other out; however, an extra term
T(s) that is the average of the identical injected signals is added to the common
mode. As explained previously, the common mode of the original input signals has
almost no impact on the subtractor output signal. Thus, under the interference
of the attack, it is equivalent to approximate the common mode to be T'(s), or
Vem = T'(s). Substitute it into Equation 5.1, and obtain an expression of a malicious

subtractor output signal o' as follows:
0' = Gam  Vam + Gem - T(8) + F(Vam, T(s)) +n (5.2)

Note that the terms Gy, - T'(s) + F(vam, T'(s)) are malicious changes that are caused
by the injected signal T'(s), and these terms explicitly represent the bypassed
injected signal.

It is essential to point out that the subtractor’s common-mode rejection ability is
finite, and it is ascribed to two widely accepted reasons. First, the two inputs of the
subtractor are not perfectly symmetrical in practice. This results in that common-
mode variations in the inputs are converted to differential-mode variations in the
output, which is also known as “common-mode to differential-mode conversion” [84,
89-92]. Second, nonlinearities of the subtractor lead to extra unexpected variations
in the output [93, 94]. Especially beyond the operational band of the subtractor,
on the one hand, the subtractor’s common-mode rejection ability deteriorates
dramatically because the common-mode to differential-mode conversion becomes
more and more significant at higher frequencies [84], and this indicates that G, -T'(s)
becomes larger. On the other hand, the nonlinear phenomenon of the subtractor
becomes stronger [94], leading to much more distortion, or larger F(vgm,T(s)).
The evidence above indicates that if the injected signals are out of the operational

band, their impacts on the common mode are much more easily converted into
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additional malicious voltage changes in the subtractor’s output. In this way, the
injected signals bypass the subtractor.

It is essential for the attacker to know the waveform of the bypassed injected
signal so that she can have a controllable impact on the next stage, i.e., the receiver.
However, since the subtractor is not initially designed for use beyond the operational
band, it is not easy to precisely predict the waveform. To tackle this challenge, a
determined attacker can get a replica of the subtractor and experimentally find the
relationship between the output signal and the input signals of the subtractor, and
as such, the attacker can estimate the bypassed injected signal. A demonstration

is shown it in Section 5.4.2.

5.2.2 Bit Detected Incorrectly in Receiver

Recalling in Section 5.1.1, it explained that the receiver determines a bit by
comparing the subtractor output signal with two thresholds. In order to make the
receiver detect an incorrect bit, the bypassed injected signal must make the nominal
voltage level (which is represented by Gy, - Var,) of the subtractor’s output signal
cross the threshold that determines the opposite bit. Since detecting an incorrect
bit is literally flipping a bit, these two synonyms will be used interchangeably
hereafter. To make the explanation concise, the nominal voltage is assumed to
be at Vpp, which is above Vg, and it means that the receiver is supposed to
receive 1 if no attack presents.

The oscillation of the bypassed injected signal either pushes the voltage level
towards or away from V7, as shown in Figure 5.3. However, only when the malicious
voltage change causes the voltage level to move towards Vy, will the receiver wrongly
detect a bit. Luckily, the ESD circuit guarantees the direction of the malicious
voltage change. This is because the positive part of the bypassed injected signal
exceeds the maximum allowed voltage, leading to rectification by the ESD circuit,
but the negative part remains, and thus the voltage level moves toward V, as

shown in the middle of Figure 5.3,.
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After being rectified, the malicious voltage change continues propagating through
the buffer circuit of the receiver. Note that the frequency of such a malicious signal
is further beyond the operational band of the receiver. The fast oscillation of
the malicious voltage change will make the switches close and open periodically,
thus charging and discharging the parasitic capacitance of its output periodically.
However, the charging process and the discharging process are asymmetrical, leading
to a quick accumulation of net charge across the output capacitance, and then, it
holds still [95, 96]. If a bit is read when the voltage level crosses Vi, 0 is recognized.

In this way, the bypassed injected signal successfully makes the receiver detect
0. In a similar vein, when the nominal voltage level is below V7, (and the receiver
expects 0), the bypassed injected signal also makes the receiver detect 1. Researchers
pointed out that the impacts of the malicious voltage change are equivalent to adding
a constant DC offset to the input signal of the receiver [95, 96]. The magnitude of
this equivalent DC offset depends on the frequency and amplitude of the malicious
voltage change, as well as the specific circuits that are impacted [95]. This implies
that an attacker can successfully flip a bit by properly choosing the frequency and
the power of her attacking signals. However, it is also not easy to predict the
receiving circuits’ responses out of their operational bands, and hence, it will be
difficult to figure out a formula to calculate the effective frequency and power of
the attacking signals. Still, a determined attacker can experimentally obtain such
attacking signals by sweeping the frequency and power to find ranges of effective

attacking signals. This will be demonstrated in Section 5.4.3.

5.3 Analysis of Success Rate

After knowing the principles of a bit injection attack, its success rate is analyzed.
When an attacker intends to inject a bit, it is essential to consider which bit is
being transmitted in the wire: if the transmitted bit is not what the attacker wants,
she needs to emit an attacking signal so as to flip the bit; otherwise, she does not
need to emit any attacking signal, leaving the bit unchanged. However, it is not an

easy job to know which bit is transmitted in practice, but some methods will be
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discussed in Section 5.6. Still, the attacker can make use of her knowledge about
the victim system to make a guess of the bit, and her guess will further dictate
her actions. To make a successful injection, on the one hand, it is essential to have
a correct guess; on the other hand, the attacking signal can effectively flip a bit.
In this section, first, the attacker’s guess ability is parameterized, as well as the

effectiveness of her attacking signals, and next, the success rate will be analyzed.

5.3.1 Parameterization

The bit that is transmitted in the wire is denoted as A, and the attacker’s guess
as G. A parameter g is used to quantify the attacker’s knowledge about A, and
g € [0,1]. Note that g = % means the attacker knows nothing about the bit, and
there is an equivalent chance that the attacker will guess 1 or 0. Furthermore,
g > % means the attacker knows information that indicates the bit could be 1. A
larger g means that the attacker knows more information, and thus, it is more
likely to guess 1; when g = 1, the attacker is sure that the bit is 1. Conversely,
g < % means the attacker knows information that indicates the bit could be 0, and
a smaller g also implies knowing more information, and thus, it is more likely to
guess 0; when g = 0, it means the attacker is sure that the bit is 0. G is thus
modeled to follow a Bernoulli distribution with the parameter g, where G takes
1 with a probability of ¢ and 0 with a probability of 1 — g.

The performance of an attacking signal is quantified by two parameters: u
represents the probability of flipping 1 to 0, and v represents the probability of
flipping 0 to 1, and u,v € [0,1]. For a certain victim system, each attacking signal
corresponds to a pair of v and v, and all u, v pairs together characterize this specific
victim system’s responses to attacks. Feasible pairs are defined to incorporate
all these pairs. In practice, © and v can be measured experimentally, and the
measurements and the characterization will be shown in Section 5.4.3. In addition,
here are two special pairs that need to be paid attention to. The first pair is u = 0
and v = 1. Since 1 —u = 1 means that a logic 1 is always kept unchanged and v = 1

means that a logic 0 will always be flipped successfully, the corresponding attacking
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signal will force any bit to 1. Conversely, a pair of v = 1 and v = 0 corresponds to an
attacking signal that can force any bit to 0. With these two ideal pairs, the attacker
can inject any bit successfully without any guess all the time. Unfortunately, they

are not always attainable in practice and this will be shown it in Section 5.4.3.

5.3.2 Success Rate of Bit Injection

Let’s begin by considering that the attacker intends to inject a single 1. There
are four combinations of A and (G, and the attacker’s actions and the success

rate for each combination are as follows:

o If A=1and G =1, the attacker makes a correct guess, and since she intends
to inject 1, she will not radiate any attacking signal. The success rate is 1,

which can be written as A - G.

e If A=0 and G =1, the attacker wrongly thinks that the bit is already 1 so
that she will not radiate any attacking signal, meaning that she will never

flip the bit. Hence, the success rate is 0.

o If A=1and G = 0, the attacker wrongly thinks that the bit is 0 and she will
radiate an attacking signal. However, the attacking signal needs to keep the
bit unchanged such that it is still 1. Thus, the success rate is 1 — u, which

can be written as A- (1 — G) - (1 — u).

o If A =0 and G = 0, the attacker’s guess is correct, and the attacker will
radiate an attacking signal to flip the bit. The success rate of flipping 0 is v,

which can also be written as (1 —A)- (1 —G) - v.

The success rate of injecting 1 is denoted as P;, and it can be expressed as a

combination of these cases:

b [Gra-0)-(-w, A=
la-6) if A=0
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Suppose the attacker intends to inject a single 0, a similar way can be used
to reach an expression of the success rate of injecting 0, which is denoted as
Py and expressed as:

G - u, ifA=1
Py = .
1-G)+G-(1—vw), ifA=0
The injection of 1 will be focused on hereafter, as the injection of 0 is a symmetrical

process and the explanation is similar.

Impact of g

To investigate the impact of g, let’s begin from the expectation of P;, which can

be easily derived and expressed as:

Essentially, the larger E(P;) is, the better. Since the impact of ¢ is being
discussed, it is reasonable to assume that v and v are non-zero here; otherwise,
g vanishes in E(P;).

If A=1, E(P)) increases with g. According to the definition of g, a bigger ¢
means knowing more information about A = 1, and thus it is more possible to make
a correct guess. The importance of making a correct guess can be easily proved: if
A =1, P; is maximized when G = A. Thus, it can be concluded that if A =1, the
larger ¢ is, the more possible that P; will be maximized, and the better. Similarly,
if A =0, F(P,) increases while decreasing g, and a smaller g means a higher chance
of making a correct guess, and thus more possible to maximize P;.

Regarding Fy, the analysis is similar and it is not further detailed here. Therefore,
to make a correct guess to maximize the success rate, two points need to pay attention
to: first, it is crucial that g is in a manner conforming with A, and second, it is

always better to know more information about A.
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Impact of v and v

As indicated by the equation of P;, the larger 1 — u and v are, the better. However,
it needs to be emphasized that in a specific system, v and v are related in a certain
way, and an example is shown in Figure 5.11. From the experiments with different
chips in Section 5.4.3, it is observed that there is a trade-off between increasing 1 — u
and increasing v. Then, here comes the question: Which is the optimal pair?

Determining the optimal pair can be formulated into a multi-objective opti-
mization problem, where 1 — u and v are the objectives. The most extensively
used method of solving such an optimization problem is called the weighted sum
method [97, 98], where the two objectives are combined and converted into one
scalar, composite objective function by assigning proper weights to them; note that
the sum of the weights equals 1. Regarding the weights, g is selected as the weight
for 1 —u, and 1 — g as the weight for v, and the reasons are as follows.

Firstly, if the attacker has no knowledge about A (where g = %), it is equivalently
important to “keep 1 unchanged” and “flip 0”. Hence, it requires that the weights
are equal,and g =1—g = % meets the requirement. Secondly, if the attacker knows
information indicating that the bit is 1 (where g > %), “keeping 1 unchanged” is
more important, and hence, more weight for 1 — u than v. Moreover, when more
information is known, the importance of 1 — u further increases, and so does the
weight. Since g > 1 — ¢ and knowing more information also means that g increases,
g can properly quantify the weight of 1 — u, and accordingly, 1 — g quantifies the
weight of v. Thirdly, if the attacker knows information indicating that the bit is 0,
it is not difficult to deduce that g as the weight for 1 — u and 1 — g as the weight
for v in a similar way, and the reason is not further detailed. Therefore, searching
for the optimal pair of u and v of injecting 1 is solving the following problem:

max g (1-u)+(1-g)-v

s.t.  (u,v) € feasible pairs
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In a similar vein, concerning injecting 0, the larger u and 1 — v are, the better.
Finding the optimal v and v of injecting 0 is solving the following problem:

max grut(l—g) (1-v)

s.t.  (u,v) € feasible pairs

In Section 5.4.3, it will demonstrate how to use the method above to find the
optimal pairs and then verify that the optimal pairs will do better than other
pairs. Note that since the attacker has no access to the victim system, when she
is preparing attacking signals, she needs to conduct experiments on a replica and

use the methods above to find the optimal pairs.

Measuring Susceptibility

Although the attacker cannot access the victim system, a system designer of the
victim system can do so. Thus, she can measure and obtain the optimal pairs,
and then, use them to estimate the success rate. Note that the success rate is
also a metric that sufficiently quantifies the susceptibility of the victim system: a
higher success rate means that the victim system is more susceptible to an injection;
conversely, a lower success rate means less susceptible. Thus, the system designers
can use this analysis to quantitatively evaluate the security of their systems, and are

able to change components or data modulation schemes to reduce adversarial success.

5.3.3 Success Rate of Message Injection

Recall that the attacker’s objective is injecting L bits into the victim system,
and the success rate of injecting a message will decrease exponentially with the
message length. However, it needs to be pointed out Section 5.2.2 explained
that an attack can cause voltage changes to accumulate quickly and then holds
still. Therefore, suppose the attacker will perform identical attacks (i.e., the same
attacking signal, the same intended injected bit) on a sequence of transmitted bits
that are consecutive and identical, once the first bit injection is successful, the

success rates of the following bit injections will increase. This is because the first
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Figure 5.4: A testbed consists of a signal generator, a device under test (DUT), and an
oscilloscope/computer.

successful bit injection attack gets rid of many uncertainties with respect to the
guess, the effectiveness of the attacking signal, timing, etc. It is reasonable to
approximate the success rate after the first successful bit injection to be 1 until the
end of the consecutive injections. Such an approximation may overestimate the
success rate of a message injection, as unpredictable responses in the victim system
may still lead to a failure of a bit injection. An example of using such a method to
estimate the success rate of a message injection will be shown in Section 5.5. It needs
to be emphasized that system designers would rather overestimate the success rate
than underestimate it because when they deploy measures to improve the security

the nominal protection will make the victim system less susceptible in practice.

5.4 Experiments

Recalling in Section 5.2, it explains the principles of injecting bits. This section
will demonstrate that injected signals can easily bypass the subtractor, and that

the bypassed injected signals cause incorrectly detected bits in the receiver.

5.4.1 Testbed

To test different chips of the subtractor and the receiver, a testbed is built before
the experiments. The testbed’s functions are generating attacking signals and
measuring responses of a device under test (DUT).

A setup of the testbed is shown in Figure 5.4. A signal generator produces an
attacking signal and injects it into the DUT through a wire. Such a signal injection
setup is also known as Direct Power Injection (DPI) methodology [59], and it is

used because the injected frequency and power can be precisely controlled so that
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the responses of the chips can be measured reliably. Moreover, an oscilloscope is
used to capture and measure the waveforms of the injected signals and the DUT’s

output signals, and a computer is used to process and analyze the measurements.

5.4.2 Subtractor

Five different off-the-shelf subtractor chips are chosen, which are TJA1050, MCP2551,
SN65HVD230, MX485, and SN751768P. They support CAN bus or RS485/422,
and they are widely used in many critical applications such as automobiles, medical
equipment, and industrial devices. The subtractor chip is configured in a way as
shown in the DUT block in Figure 5.4: two same resistors are added to the input of
the subtractor, and these two transistors are equivalent to the terminated resistors
in practice that are required by the differential signaling standards. Note that the
voltage difference between the two inputs is internally configured to keep unchanged.

Regarding the injected signal, it is coupled to the midpoint between the two
resistors by a capacitor. Doing so is equivalent to injecting a common-mode
interference into the subtractor. The injected signal is sinusoidal, and its frequency
is swept from 10 kHz to 100 MHz, and its peak-to-peak voltage of the injected signal
is set to be 1V, 2V, and 4V. Note that other waveforms such as square and
sawtooth are potentially effective, but due to the limit of the signal generator, it
cannot produce high-frequency and powerful signals with these special waveforms,

so sinusoidal signals are used in the experiments.

Impacts of Injected Frequency and Power

As explained in Section 5.1.1, when no attack happens, the subtractor’s output
signal remains consistent with the differential mode of its input signals. In the
configuration above, since the voltage difference between the two inputs is constant,
the subtractor’s output signal is also constant. Note that the noise essentially
exists, but it is too small to significantly disturb the output signal. When an
injected signal applies, the subtractor’s output signal will start oscillating, and

such an oscillation represents the bypassed injected signal. Note that the bypassed
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Figure 5.5: Test a subtractor chip TJA1050 with injected signals with frequencies
ranging from 10 kHz to 100 MHz and peak-to-peak voltages from 1V to 4 V. The y-axis
represents the output of the subtractor.

injected signal is explained by G, - T'(s) + F(vam, T'(s)) in Equation 5.2. Therefore,
the peak-to-peak voltage of the subtractor’s output signal is used to quantify the
strength of the bypassed injected signal.

Taking a subtractor chip TJA1050 as an example, when there is no attack,
the peak-to-peak voltage of the output signal is 0.06 V, which reflects the noise
level. When an attacking signal is injected into the chip, the averaged peak-to-peak
voltage and its standard deviation are shown in Figure 5.5. Between 10kHz and
1 MHz, the output is as close as the noise level. This is because the common-
mode interference is well handled within the operational band. However, when the
frequency is increased above 10 MHz, the peak-to-peak voltage has an increasing
trend along with the frequency. These results explicitly show that the subtractor’s
common-mode rejection ability deteriorates out of the operational band. In addition,
two local maximums appear at 20 MHz and 90 MHz, as shown in Figure 5.5. This
means that the injected signals at these two frequencies bypass this subtractor
chip more efficiently than other frequencies. From the perspective of an attacker,
she can take advantage of properly choosing the injected frequency to achieve
a bypass using less attack power.

While increasing the injected power, the peak-to-peak voltage of the output
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Figure 5.6: The strength of the bypassed injected signal increases while the injected
power.

also increases, implying a stronger bypassed injected signal. However, as shown
in Figure 5.5, with the injected power of 4V, the highest peak-to-peak voltage
of the bypassed injected signal is still below 1 V. To achieve a stronger bypassed
injected signal in the subtractor output, an RF power amplifier is used to increase
the injected signal up to 20V at 20 MHz, which is an efficient frequency that the
subtractor lets the injected signal bypass. The output of the subtractor is shown in
Figure 5.6. The results indicate that with increasing the injected power, the strength
of the bypassed injected signal also increases. Also, it can be observed that the
strength of the bypassed injected signal is roughly proportional to the injected power,
and this allows the attacker to estimate the strength of the bypassed injected signal.

Note that such a bypassing phenomenon does not only occur in the TJA1050
chip but also in many other subtractor chips. For example, in the other four chips,
it is observed that the injected signal can always bypass them when the frequency
is increased out of their operational bands; also, they all show that the higher the

injected frequency/power is, the stronger the bypassed injected signal is.

Impacts of Noise and Distortion

As indicated by Equation 5.2, the distortion F'(vgm,T'(s)) plus the noise n will make

the bypassed injected signal differs from the injected signal regarding waveforms.
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Figure 5.7: Set the injected frequency to be 90 MHz and the injected power to be
4V. The frequency domain of the bypassed injected signal is presented. A time domain
screenshot of the bypassed signal is in the floating window, where the x-axis is time (s)
and the y-axis is voltage (V).

It is essential to know how much the bypassed injected signal is distorted because
the bypassed injected signal will act on the receiver straight away and its waveform
determines how the receiver responds.
To measure the impacts, a signal to noise-and-distortion (SINAD) ratio is used
as a metric, which is calculated by the following equation:
SINAD = 10 x log, iR (5.3)
Prvd
where P is the power of the fundamental frequency of the signal, and P, 4 is the
power of noise and distortion. The SINAD ratio is a widely used measure that
quantifies the quality of a signal that is particularly degraded by the noise and
distortion [99, 100]. The higher the SINAD ratio of a signal is, the better the
signal quality is, and hence, less distortion in the signal. In Figure 5.7, a frequency
domain of a bypassed injected signal is presented to show the difference between
the fundamental frequency and the noise plus the distortion, and the SINAD is
around 27 dB. In this figure, the distortion exists in the bypassed injected signal as
harmonics, but they are too small to distort the bypassed injected signal significantly,
which can also be observed from the time domain of the signal (please refer to a

floating window at the top-left corner in the figure).
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Figure 5.8: The signal to noise-and-distortion (SINAD) ratio quantifies the signal quality
of the bypassed injected signal. Specifically, it measures how much the fundamental
frequency component of the bypassed injected signal is stronger than the noise plus
distortion. The larger the ratio, the less the signal is distorted.

Taking the TJA1050 chip as an example, in Figure 5.8, it shows the SINAD ratio
when different injected signals apply. The ratio is low when the injected frequency
and the injected power are small (e.g., 10 MHz and 1V), and this is because only a
tiny amount of injected signal can bypass the subtractor, as explained previously.
While either increasing the injected power or the frequency, the ratio has an
increasing trend. In addition, the SINAD ratio is at least 10 dB for most of the
measurements. Such a result implies that this chip demonstrates weak distortion and
noise, which do not need to be worried too much while modeling its output signal.
However, it does not mean that every subtractor chip has such weak distortion

and noise, and an attacker still needs to handle them carefully.

5.4.3 Receiver

In various systems, microcontrollers are usually the devices that realize the receiver
functions: they detect the logical level of the input signals and then execute specific
tasks according to the received information. Three different microcontroller chips
are selected to test, which are nRF52833, ATMEGA328P, and ATSAM3XSE. The
testbed that is shown in Figure 5.4 is used to study how the injected signal impacts

bits that are recognized by the receiver chips. However, there are small modifications
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Figure 5.9: Change the DUT for a receiver: the DC level of the digital input pin is
internally fixed at a certain level (Vpp or GND), and the receiver sends measurements
to a computer by serial communication.
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Figure 5.10: Success rates of bit injections in nRF52833. (a) Flip bits from 1 to 0. (b)
Flip bits from 0 to 1.

in the DUT block, and they are shown in Figure 5.9. First, the input is changed
to single-ended. Second, internally fix the input voltage level at a high (or low)
voltage level, which corresponds to logic 1 (or 0). Third, because these chips support
serial communication with the computer, the DUT directly sends recognized bits
to the computer through a serial communication line.

The injected frequency is set from 10 MHz to 100 MHz with a step of 1 MHz.
Note that since the subtractor chips have demonstrated that they can well remove
the common-mode interference below 10 MHz, that frequency range is not further
tested. The peak-to-peak voltage of the injected signal is set to be 1V, 2V, and

4V. For each combination of the injected power and the injected frequency, 10
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measurements are recorded; in each measurement, 256 bits are collected by the chip,
and calculate the percentage of successfully flipped bits as the success rate; then, the
mean and the standard deviation of the success rates are calculated and presented.

Taking an nRF52833 chip that works at Vpp = 3V as an example, it has
Vi =21V and V, = 0.9V according to its datasheet [101]. Recalling in Sec-
tion 5.1.1, Vg and V7, are two thresholds that are used to determine logic levels. To
flip 1, the voltage change needs to be at least 3V — 0.9V = 2.1V, conversely, to flip
0, it needs to be at least 2.1V — 0V = 2.1 V. The experimental results of flipping 1
are shown in Figure 5.10a, and the results of flipping 0 are shown in Figure 5.10b.

When the injected signal is 1V, no bit flip is observed. This is because the
injected signal is too weak to cause the voltage change beyond the threshold. When
the injected signal is increased above 2V, bit flips happen. Although the injected
signal of 2V is still weaker than the required threshold of 2.1V, recall that as
explained in Section 5.2.2 the voltage change can accumulate quickly and lead to a
voltage change over the threshold ultimately, and consequently, the bit flips happen.
When the injected power is increased to 4V, the success rate becomes higher.
Also, the frequency range where bit flip happens widens when the injected signal
becomes much stronger. The results also imply that this chip is more susceptible in
a frequency range that is centered at 40 MHz, and it is relatively easier to cause
bit injections in this frequency range with less attack power.

In the other two chips, it is also observed that the success rates of bit injections
are related to both the power and the frequency of the injected signal. The results
show that the higher the power is, the higher the success rate is, and the wider the
frequency range in which bit flips happen. Note that regarding the chip nRF52833
in Figure 5.10, the success rates show a periodic pattern in terms of the injected
frequency: a peak appears every 2 MHz. Such a repeated pattern has nothing to
do with the testing circuits outside the chip because the periodic pattern is not
observed in other chips. It is speculated that some deterministic properties of the

nRF52833 chip lead to this periodic pattern. However, it is trivial to figure out what
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Figure 5.11: The pairs of u and v characterize the chip’s responses to the attacks.
Regarding injecting 1, the optimal pair with respect to g can be decided by solving the
optimization problem.

these deterministic properties are because this periodic pattern only exists in this

chip, and knowing the deterministic properties does not help attacks on other chips.

Characterizing Receiver’s Response

Recalling in Section 5.3, two parameters u and v are used to characterize a victim
device’s responses to attacks. It is not difficult to find that the success rate of flipping
1 is u (see Figure 5.10a), and the success rate of flipping 0 is v (see Figure 5.10b).
Thus, the feasible pairs of u and v are obtained, and they are plotted in Figure 5.11,
which visualizes the chip’s (nRF52833) responses to the attacks.

As mentioned previously u = 0 and v = 1 are an ideal pair, which represents
an attacking signal that forces any bit to 1. The closer a pair is to it, the easier
the injection of 1 will be. Similarly, v = 1 and v = 0 is the other ideal pair, which
represents an attacking signal that forces any bit to 0. As shown in Figure 5.11,
the feasible pairs’ distribution is skewed to © = 0 and v = 1, meaning that it is
much easier to inject 1 than 0 into this chip. Since injecting 1 and injecting 0
are symmetrical processes and the analysis will be similar, the following parts
focus on injecting 1.

Recalling in Section 5.3.2, the method of determining the optimal pair of u and

v is formulated. To determine the optimal pair regarding injecting 1, it is assumed
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Figure 5.12: (a) If A = 1, the success rate of injecting 1 with using different pairs of
u,v. (b) If A =0, the success rate of injecting 1 with using different pairs of u, v.

that ¢ is always correct, and the results are presented in Figure 5.11. When g is
below 0.88, the optimal pair is u = 0.09 and v = 0.83. Such an attacking signal can
successfully flip 0 with a probability of 0.83 and keep 1 unchanged with a probability
of 1 —0.09 =0.91. With further increasing g, as explained in Section 5.3.2, the
attacker is becoming more and more sure that the bit is 1, and hence, u decreases to
0.07. When g is greater than 0.9, the solution indicates that the attacker will send

nothing. Next, attacks are simulated to show how the optimal pair outperforms.

Simulation and Success Rate

First, attacks with the optimal pair are simulated. The transmitted bit A is set
to either 1 or 0, and g ranges from 0 to 1. The simulated success rates of each g
are averaged, and the results are presented in Figure 5.12. In Figure 5.12a, when
A =1, the success rate increases with ¢; in Figure 5.12b, when A = 0, the success
rate decreases with g. The simulation results match with the model of E(P;) in
Section 5.3.2, and in addition, the importance of having a g that is in a manner
conforming with A is also explicitly shown.

Next, the simulation is repeated with other pairs of v and v, and compare them

with the optimal pair, and the results are shown in Figure 5.12. In Figure 5.12a,
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when A = 1, some pairs outperform the optimal pairs, but these pairs are those
that have small v and small v: they are good at keeping 1 unchanged, but they
cannot flip 0 effectively. Therefore, as shown in Figure 5.12b, when A = 0, the
optimal pair outstrips others.

To decide whether the optimal pair outperforms any other pair significantly,
multiple t-tests are conducted. Since the success rate has a linear relationship
with ¢g as shown in both Figure 5.12a and Figure 5.12b, the averaged success rate
at g = % is used as a metric to represent the attack performance. Note that the
simulation is repeated 100 times for each pair, thus 100 samples for each pair. Next,
t-tests are conducted to test against the alternative hypothesis that the optimal
pair has a higher averaged success rate, or namely, outperforms the other pair. The
significance level is set to 0.05, which is conventionally accepted as the threshold.
These tests show that they reject the null hypothesis, except the pair of u = 0.092

and v = 0.82. It is not surprising because it is the pair that is close to the optimal

pair of v = 0.09 and v = 0.83, as shown in Figure 5.11.

5.5 Message Injection into CAN

A Controller Area Network (CAN) is a protocol that is devised to allow many
devices to communicate with each other on a two-wire bus, and it is now deployed in
many different applications from medical instruments to automotive. The CAN is a
broadcast type of bus, and any device, also known as a node, can freely send /receive
data. This feature makes it possible for an attacker to broadcast whatever she
wants on a CAN bus. In this section, it first briefly introduces the basics of the

CAN, and then it demonstrates how to inject an arbitrary message into the CAN.

5.5.1 CAN Basics

A basic structure of the CAN is shown in Figure 5.13. In a node, a transceiver
is an interface between the wires and the microcontroller, and its function is to
convert the differential signals into a single signal that the microcontroller can

use while receiving data, or the other way around while transmitting data. The
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Figure 5.13: In the CAN system, nodes are connected to the same bus, where two wires
are terminated by resistors.
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Figure 5.14: The attacker wants to inject a malicious message, and she generates an
attacking signal according to the malicious message.

microcontroller handles signals on a software level, including identifying the type

of the data, error checks, bus arbitration, etc.
On the physical level, when the voltage levels of the differential signals are the

same, a recessive state (1) is defined; otherwise, a dominant state (0). Note that

when no message is broadcast, the CAN system always remains at the recessive state.
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Figure 5.15: A practical setup of message injection attack on a CAN bus. The devices
in the red rectangle form an attacker’s setup

5.5.2 Message Injection

It is not difficult to find that such a CAN system matches the system model: the
two wires in the CAN system correspond to the two input wires in the system
model; the transceiver is the subtractor; the microcontroller is the receiver. Thus, it
is possible for an attacker to use the bit injection attack to inject arbitrary messages
into the CAN system. The attack is detailed as follows.

Assume that the attacker has g = 1, i.e., she knows the line is always at a
recessive state. With an arbitrary message that the attacker wants to inject, the
first step is to convert it into a sequence of bits according to the rules of the CAN
protocol. Based on the bits, an attacking signal is generated. For example, the
attacker wants to inject a malicious message that is shown in Figure 5.14, which
contains an identity (ID) field with a value of 0x001, a data length (DLC) field
with a value of 0x0, and a cyclical redundancy check (CRC) field with a value of
0x2213. Note that this malicious message is just an example, and the attacker can
craft any valid message as she wishes. Since the line is always at a recessive state,
the attacker only needs to radiate electromagnetic interference when dominant
bits need to be injected. Therefore, the attacker can craft an attacking signal as
shown in Figure 5.14, where the electromagnetic interference corresponds to all
29 dominant bits in this malicious message. When such an attacking signal is

injected into the wires, it first bypasses the transceiver, and then the bypassed
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injected signal further forces the microcontroller to receive dominant bits. The
microcontroller will check the received message; if no error is detected, it will
ultimately recognize the malicious message.

Commercially off-the-shelf electronic devices are used to build a CAN bus system.
As shown in Figure 5.15, a node is connected to one end of two twisted wires. In
the node, a TJA1050 is used as the transceiver, and an ATMEGA328P that is
integrated with an MCP2515 CAN controller is used as the microcontroller. This
node is programmed to always listen to the wires. Moreover, the node is connected
to a computer through serial communications so that the received message can be
recorded and shown on the computer. As for the attacking signal, a signal generator
is connected to an RF power amplifier, and the amplified signal is radiated by a
coil antenna. In order to inject the attacking signal into the wires effectively and
efficiently, the coil antenna is put at around 5cm above the wires. Note that this
is limited by both local RF equipment regulations and the gain of RF amplifier,
but a determined attacker will not be regulated by laws, and she can also increase
her attack power by extra cost, thus conducting the attack at a farther distance.
The frequency of the electromagnetic waves is set to be 22 MHz and the amplitude
to be 20V, which has the highest u that is around 0.74 according to preliminary
experiments before the attack. Then, the message injection attack is conducted,
and consequently, 3 malicious messages will be successfully recognized every 1000
attacks in 2 seconds, and the success rate is 0.003.

Such a success rate matches expectations. Since there are 29 bits to be injected in
this message injection, if each bit injection is regarded as independent, the expected
success rate will be 0.74% ~ 0.0002. However, as explained in Section 5.3.3, once
the first bit injection of several consecutive injections is successful, the success rate
for the following injections will be higher, and the success rate can be approximated
to 1. As shown in Figure 5.14, to inject this message, 9 groups of consecutive flips
from 1 to 0 are needed, and hence, the expected success rate is around 0.74° ~ 0.06.
A practical result should lie between 0.0002 and 0.06, and thus, it is reasonable to

obtain a success rate of 0.003 in practice. Note that this success rate is for injecting
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a complete well-formed CAN message. It might not be high, but it still allows an
attacker to inject a full message every 2 seconds. As discussed in Section 5.6.2, the
experiments were conducted at a fairly low power level so as to not radiate too
much power on unlicensed frequencies. With that in mind, it is a pretty good result.

It is essential to emphasize that the setup uses commercial receivers and hardware
that are similar to those in automobiles, and the experimental results sufficiently
reflect the feasibility of the signal injection attacks on CAN bus. Moreover, provided
that it would be hard to guarantee the safety of other drivers if we did the experiment

at high power outside, we chose to let the laboratory experiments be enough.

5.6 Discussion

In this section, it discusses methods of gaining knowledge of transmitted bits, power

restrictions in experiments, and future countermeasures.

5.6.1 Gaining Knowledge

Knowing transmitted bits indeed gives an attacker advantage in achieving high
success rates of injections. There are multiple methods of obtaining information
about the bits. For example, a recent work [102] showed that whatever the state
of a CAN bus is, causing two bit errors that are separated by a fixed number of
clock cycles can force the bus into an idle state. In addition to actively interfering
with the victim system, the attacker can also use existing information about the
victim system to figure out what is transmitted. For example, a preamble of a
packet is usually predetermined and published in the protocol, and it is relatively
easy to know the transmitted bits in the preamble. Despite the fact that the
payload or checksum may be hard to guess, the attacker can also use a magnetic
field probe to listen for electromagnetic leakage from the wires, and the attacker
can obtain the bits by analyzing and processing the leakage, which essentially

carries information about the bits [32].
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5.6.2 Restricted Attack Power and Distance

A well-known trade-off between distance and power (free space path loss) indicates
that a close attacker with low power is equivalent to a faraway attacker with
high power. Since it is limited legally in how much power that can be emitted
on frequencies within which the author does not have a license, the author has
chosen only to stay close and go as high as necessary to show that our method
works. Indeed, more power will extend attack distance, but this chapter focuses
on the novelty of injecting into differential pairs rather than characterize the

distance/power relationship.

5.6.3 Future Countermeasures

Although differential signaling performs well while rejecting electromagnetic noise,
this work shows that it is incapable of preventing electromagnetic signal injection
attacks. Countermeasures are suggested from two aspects: detection and mitiga-
tion. Detection allows a victim device to notice attacks, and mitigation aims to
mitigate adverse impacts caused by the attacks. Despite the fact that abundant
detection/mitigation methods have been proposed, they are designed for specific
applications or they need to fit certain system models [14-16, 19, 20, 34, 35, 49, 59,
61, 65, 80, 103-108]. Similar ideas may apply to differential signaling, but millions
of devices are not yet protected, and electromagnetic signal injection attacks still
pose threats to them. Hence, future work is encouraged to fill this critical gap.
Note that deploying countermeasures requires extra software/hardware, which will
challenge many practical constraints of systems, such as budget caps, size/weight
requirements, and computational resources. It is essential for system designers to

weigh up between countermeasures’ performance and the constraints/costs.

5.7 Summary

Despite the fact that differential signaling was proposed for making communi-

cation cables more immune to external interference, in this work, it shows that



5. Message Injection into Differential Signaling Systems 112

electromagnetic signal injection attacks can inject arbitrary information into a
differential signaling system. Because of the input asymmetry and nonlinearities
of the subtractor, the rejection ability of the differential signaling technique is not
sufficiently good for high-frequency signals to prevent attackers from successfully
injecting adversarial signals. Moreover, in the receiver, the ESD circuit’s rectification
plus the buffer circuit’s net charge accumulation results in high-frequency signals
ultimately being incorrectly detected as either 0’s or 1’s depending on the frequency.
The experiments have demonstrated the attack principles, and how to properly
choose the frequency and the power of the attacking signal, in order to achieve
successful injection. It analyzes the success rate of injection of more complicated
bitstrings, taking into account any knowledge that the attacker might have about
the existing data transmissions in the cable. It shows how this knowledge and
the choice of attacking signals will affect the success rate. This analysis can also
be used defensively by system designers who want to evaluate the security of
their own systems, and are able to change the components and data modulation
scheme to minimize adversarial success. Finally, this chapter demonstrates arbitrary
message injection into a CAN bus, allowing an attacker to dictate the actions

of the victim system.
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This chapter will discuss related work on how to protect embedded systems
from electromagnetic signal injection attacks, and it will focus on two aspects:
detection and attenuation. Detection helps embedded systems notice attacks so
as to take further measures to mitigate adverse impacts caused by the attacks.
Attenuation aims to reduce the power of injected signals to a low level at which
the injected signals hardly cause practical impacts to circuits. Please note that
detection methods and attenuation methods can be applied together, making the

victim system more immune to the attacks than only applying one of them.

115



6. Related Work 114

6.1 Detection

Recall that Chapter 3 proposes a generalized detection method for sensor systems,
and Chapter 4 for actuator systems. In addition, many studies also proposed

various detection methods for these two systems as follows.

6.1.1 Methods for Sensor Systems

Detection essentially requires the capture of the attacking signals first. The intuitive
idea is to add a specific channel to monitor the attacking signals. Kune et al. [14]
investigated using extra antennas or conductors to capture and measure attacking
signals. If the measured power is beyond a pre-determined threshold, an attack
is confirmed, and the measurements can be then used by their adaptive filtering
mechanism to mitigate the attacks, as mentioned previously. Tu et al. [106] proposed
adding a dummy sensor for detection and correction. The dummy sensor “shares
the same vulnerabilities with the (normal) sensor but is not sensing the legitimate
signal”. When an attack happens, the dummy sensor’s readings can indicate the
attack. Further, the readings can also be used to mitigate the attack’s impact in
normal sensor measurements. It can be noticed that these detection methods require
redundant channels to handle the attacking signals. However, it is not an easy job
to craft such channels. For example, as per Tu et al. [106], the extra channel needs
to respond to the attacking signal in the same way as the original channel, and tiny
mismatch can weaken the security; indeed, it will cause the extra cost to produce
two identical channels, increasing the complexity of manufacture and expense of
deployment. Regarding the detection method for the sensor systems in Chapter 3,
it does not add an extra channel to monitor the attacking signals, meaning less
complexity and more lightweight. Also, the detection method is essentially designed
regardless of the types of the sensors, making it more flexible to be deployed.

In other specific devices that interact with users closely, it is possible to utilize
users’ reactions or behaviors while using these devices to identify the existence of
attacks on the sensors. In a cardiac implantable electrical device (CIED), Kune

et al. [14] proposed to immediately send a pace pulse to cardiac tissue just after
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the cardiac tissue contracts. Since the cardiac tissue already contracts, the pace
pulse won’t cause any contract. Based on this fact, if the sensors of CIED find a
contract after sending a pace pulse, it indicates that there exists an attack. However,
since the extra pace pulses are sent to the heart tissues, more health care studies
are needed to figure out whether this method is potentially harmful or not. For
electromagnetic signal injection attacks on smartphone screens, Wang et al., [16]
proposed a detection algorithm that utilizes the touching interval between pressing
and lifting fingers to identify whether an attack exists. Since these detection
methods count on the interactions between systems and users, it is essential to learn
and model such interactions first so as to detect anomalies as attacks. However,
the detection method in Chapter 3 avoids such customization.

Shoukry et al. [61] proposed a detection method named PyCRA that is similar
to the detection method for sensor systems in Chapter 3. Since PyCRA has been
thoroughly discussed in Chapter 3, it is not repeated here. Fang et al. [107] proposed
adding unique noise (fingerprints) to sensor measurements and using machine learn-
ing techniques to detect the attacks. Several works mentioned that multiple built-in
sensors of a device could react to variations of the electromagnetic environment,
and the characteristics could be exploited to detect abnormal electromagnetic
activities [15, 108]. Such a detection approach is also known as sensor fusion, which
has been widely studied to detect signal injections that use other types of attacking
signals such as ultrasonics and lasers [49, 59].

These detection methods work well for the sensors because the computational
capabilities of the receiver (microcontroller) make authentication possible. However,
it is not easy to apply similar ideas to the actuator systems because the receiver

(actuator) lacks computational capabilities to authenticate its input signals.

6.1.2 Methods for Actuator Systems

As mentioned in Section 1.1, little research studied the electromagnetic signal
injection attacks on actuator systems, and fewer studies on protection. Muniraj and

Farhood [80] proposed that reliable sensor measurements can be used to indicate



6. Related Work 116

whether actuators are under attack. In unmanned aircraft systems, they proposed
to artificially cause minor disturbances to the actuators at a random time and
use sensors to capture the disturbances; unexpected disturbances imply attacks.
Note that this method trades off the stability of the whole system against its
security. The same authors proposed another detection method that casts the
actuator attack detection problem as an unknown input estimation problem and
uses a two-stage extended Kalman filter to estimate actuator attacks from sensor
measurements, requiring additional computational power. Moreover, the authors
also proposed a method that adds randomness to control signals to improve the
resilience of the actuator against malicious attacks.

It is not difficult to find that these defenses are devised for a specific application,
i.e., unmanned aircraft vehicles. It will be challenging to apply similar ideas to other
applications such as smart locks and insulin pumps, as they work in distinct ways,
e.g., they do not have abundant sensors to interact with the environment. Moreover,
it is essential to point out again that these detection methods require “reliable
sensor measurements”, meaning that the sensors must be properly protected from
the attacking signals. In fact, the sensors in the systems still lack protection, which
will corrupt the security of these detection methods and their usability. Therefore,
it is encouraged to deploy the detection methods for the sensor systems to guarantee
trustworthy sensor readings. Compared with these detection methods, the detection
approach that is proposed for actuator systems in Chapter 4 outstrips. First,
regarding flexibility, it is designed for different actuator systems regardless of their
types, making it quick to be deployed in different applications. Second, recalling
that the detection approach relies on the difference between the primary signal and
the reference signal, rather than any specific models or sensor measurements, and
as such not only reduces the complexity but also retains the reliability. Please note
that my detection approach requires minor modifications of circuits, but the other

detection methods are implemented in software without touching the hardware.
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6.1.3 Other Anomaly Detectors

Researchers developed standalone detection systems that capture electromagnetic
waves by dedicated antennas and then use intricate circuits to process the captured
signals for detection [103-105]. Attacks are detected if abnormal electromagnetic
signals or activities appear. However, it is essential to point out that the detection
circuits are cumbersome and complicated, making them difficult to be integrated
with applications where size and weight are critical, e.g., implantable medical
devices. Tu et al. [19] proposed leveraging the superheterodyne technique to
create an anomaly detector to check whether sensor measurements carry malicious
frequency components. Moreover, in a cryptographic integrated circuit, Fujimoto et
al. [109] proposed a detection method against the attacking signal by monitoring

the built-in voltage variation of the power supply using the on-chip voltmeter.

6.2 Attenuation

Four distinct strategies, i.e., shielding, miniaturization, filtering and mitigation, and
robust hardware, are discussed here. Note that shielding and miniaturization aim
to attenuate attacking signals before they are injected into victim circuits, while

the other two strategies handle the attacks after the injections.

6.2.1 Shielding

Better isolation from the external world can make a system more immune to
attacking signals. Wrapping components with proper RF shielding materials is a
common method to attenuate attacking signals [14-16, 19, 22, 23, 26, 34, 37, 51,
64]. For example, Kune et al. showed a 40dB attenuation of the injected signal
into a webcam. It is essential to emphasize that the shielding materials provide
finite attenuation [21], and a powerful attacker may still breach the protection
by increasing her attack power. Although adding thicker shielding materials
can increase the attenuation level, it will still challenge the device’s weight and

size, especially for applications such as implantable medical devices and aviation.
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Moreover, some unavoidable holes in the shielding can lead to degradation of the
attenuation: for example, apertures in a shielded enclosure for ventilation or optical
displays [110], seams on the shielding [111], and cable penetrations [21]. Conductive
shielding materials are used to eliminate coupled electric and magnetic fields or
lone electric fields [13, 26, 111]. However, for a lone magnetic field that can also
induce adversarial signals into cabling, magnetic shielding with high permeability
should be employed [112]. Selvaraj et al. [26] pointed out that magnetic shielding
is usually not considered due to its weight and cost [113].

Regarding traces in a printed circuit board (PCB), researchers [27, 32] suggested
that via-fenced striplines, where the vias and ground planes behave as a solid
conductor enclosing (i.e., shielding), can also eliminate attacking signals by a finite

amount (approximately 15dB [114]).

6.2.2 Miniaturization

Making circuits smaller essentially pushes the resonant frequency up to a higher
value. From the attackers’ perspective, in order to achieve effective and efficient
injections, they need to increase the attack frequency. A higher attack frequency
also means more advanced signal generators, more powerful amplifiers, and more
complex antenna designs, which directly increase the complexity of conducting
attacks. Dayanikli [32] analyzed and showed that minimizing the lengths of signal
traces and PCB thickness will also make the attack injection more challenging.
For example, halving the PCB traces can force the attacker to increase the attack
power by 6dB so as to cause the same effects. In short, miniaturizing circuits

can raise the bar for the attackers.

6.2.3 Filtering and Mitigation

Filtering is another prevalent solution to mitigate attacking signals; specifically,
it eliminates unwanted frequency bands. For example, low-pass filters (LPFs)
can significantly attenuate out-of-band attacking signals [14, 19, 26, 34, 37, 51].

However, in-band attacking signals can still pass through the LPFs. Researchers
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also pointed out that the parasitics in surface mount components can convert the
LPF into a band-stop filter, allowing out-of-band attacking signals to pass [115];
hence, careful design and thorough tests are necessary. Besides, EMI filters are
specifically designed to suppress electromagnetic noise, but it is not always feasible
due to their size and weight.

In addition to the conventional filtering strategies, novel filtering methods
have been proposed in the last years. Kune et al. [14] proposed to deploy an
adaptive filtering mechanism [116] that makes use of knowledge about ambient
electromagnetic emissions to attenuate the interference in sensor measurements.
Crovetti and Musolino [117] also proposed a novel way to suppress the EMI-induced
errors in the sensor measurements. Specifically, in the filtering stage, they crafted
an extra channel, which the EMI will impact in an opposite way from the original
channel; after digitization, the EMI-induced error thus can be easily compensated
by a weighted sum of data from two channels.

Furthermore, some researchers recommended using differential rather than single-
end comparator to attenuate the attacking signals in a finite frequency band, thereby
raising the bar for attackers [14, 32, 106]. However, Tu et al. [19] pointed out that
the input asymmetries may lead to insufficient mitigation [19]. Indeed, Chapter 5
explicitly shows that such asymmetries allow an attacker to bypass the differential

signaling and inject arbitrary messages.

6.2.4 Robust Hardware

Attackers can exploit the hardware imperfections, such as asymmetry and non-
linearities of victim circuits, to realize malicious controls. In response to such
imperfections, abundant EMI-robust circuits have been proposed in the literature.
For example, Maekettos and Moore suggested using carefully balanced transistors
to reduce the asymmetries in ring oscillators [23]. For another example, regarding
operational amplifier (OPAMP), Crovetti and Musolino [117] summarized existing
methods focus on filtering [118-125], source-buffering [126, 127], cancellation by

compensating asymmetries [119, 128-130], and compensation of nonlinearities [119,
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122, 124, 131-134]. Despite the novelties, the authors emphasized that the EMI
immunity provided by these solutions can be easily impaired by device mismatch,

which thus must be carefully treated and avoided in the deployment.



Conclusion

Starting from the threat of electromagnetic signal injection attacks on embedded
systems, this thesis focuses on three crucial signals: sensor measurements, actuator
control signals, and differential signals. Although attacks on sensor measurements
have been thoroughly studied and attacks on actuator signals are being investigated,
generalized detection methods that can protect variously different devices from these
attacks were absent until the novel works in this thesis fill the gap. Furthermore,
this thesis also presents a pioneering work that systematically and experimentally
shows the feasibility of arbitrary message injections into differential signaling, and
such a state-of-the-art attack immediately poses threat to many protocols that
derive their electromagnetic noise immunity from differential signaling. In short,
this thesis brings not only profound insights into security issues of the embedded
system concerning electromagnetic signal injection attacks but also novel solutions.

Chapter 3 focuses on electromagnetic signal injections into sensor measurement
and fills the gap of a lightweight and generalized detection method that fit any
sensors, including active sensors, powered-, and non-powered passive sensors. The
novelty of the detection method is secretly encoding sensor power, forcing an
attacker to correctly guess a secret to avoid detection. The detection method
provides a provable security guarantee, where the possibility of a successful attack

without being detected is negligible. It is essential to highlight that this detection

121
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method can effectively mitigate negative impacts from the attack, as the detection
will immediately notify the embedded system to stop processing malicious sensor
measurements. Also, this detection method requires small hardware and software
modification, allowing quick deployment in practice, which is shown by implementing
the approach in two practical systems (a microphone system and a temperature
sensor system). Further, the experimental results exhibit high true positive rates
and low false positive rates in detecting attacks, demonstrating the approach’s
effectiveness and robustness.

Although electromagnetic signal injection attacks on actuator signals are not
misused as frequently as sensor measurements, it is also essential to develop proper
defenses to prevent the attacks before they become prevalent. In Chapter 4, a novel
detection method that fits various actuator systems is presented. Its detection
principle is simple: any difference caused by attacks between two identical signals,
which are a primary signal and a reference signal, indicates the attacks. This
detection method provides provable security guarantees, and any attacks that
effectively impact the actuators will always be detected. Also, this detection
method allows system designers to dynamically tune a detection threshold to handle
any attack power and any amount of external environmental noise. Besides, this
method is lightweight, and its implementation only needs several inexpensive off-
the-shelf electronic components. Its implementation on practical systems such as a
speaker system and a motor control system demonstrates its generality for different
actuator systems, as well as its effectiveness and robustness.

Chapter 5 digs into hardware imperfections of differential signaling that allow
an attacker to inject any bits, and further arbitrary messages, into communications
between embedded systems. This chapter details the principles that an attacker can
exploit to achieve the injections, and it also provides a systematic way to analyze
the success rates of the attacks. Note that the success rate is also a helpful metric
that lets the system designer evaluate the security against the attacks. Extensive
experiments explicitly show circuits’ responses to the adversary-injected signals.

A case study demonstrates the feasibility of bypassing differential signaling and



7. Conclusion 128

injecting malicious control commands into the CAN bus, which is commonly used
in domestic appliances, medical devices, and automobiles. It is essential to point
out that this work indeed shows how to inject malicious messages into differential
signaling, but more importantly, this work aims to draw attention to security issues
and motivate the development of defenses.

Although related research on the electromagnetic signal injection attacks and
corresponding defenses is thriving, it is rare to see broad commercialization of new
defenses, such as those state-of-the-art detection methods. There are no doubt
many challenges from development to deployment. This process indeed requires
more cross-discipline collaboration between multiple parties such as academia,
industry, and legislature. Nonetheless, it is still good timing to act from now
on because electromagnetic signal injection attacks have not been widely abused.
Moreover, based on the current detection methods, it would be better to consider
post-detection methods. For example, after detecting the attacks, the embedded
system can somehow mitigate the attacks’ negative impacts, log what is happening,
and inform the system administrator of the attacks. However, it is not an easy
job, as different embedded systems execute distinct tasks, and how to handle the
attacks after detection may also be application-specific. Future work can focus
on generalizing post-detection methods and developing tools that can analyze the
security of products under the threat of electromagnetic signal injection attacks.
They will help system designers to know how secure their products are in specific

electromagnetic conditions and what they could do to improve the security further.
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