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Exercise 1: File format signatures & PRONOM

Goal of activity: to understand how to investigate files in a hex editor, especially how to
identify file format signatures, and where to find textual information and embedded
metadata.

Folder of test files: 01_HexEdit-PRONOM

1. 01_Toby-the-sapient-pig.tif
File type: TIFF
PUID: fmt/353

Questions:
e |dentify the file format signature using PRONOM

e s it big-endian or little-endian?

e What s the ICC Profile (also known as the colour space)?

e Can you find out what this TIFF file was converted from? (Hint: it is in the XMP
metadata in the header)

e What was the created date?

2. 02_divinityschool_Elizabethl.jpg
File type: JPEG
PUID: fmt/44

Questions:
e |dentify the file format signature using PRONOM

e Canyou find the embedded metadata?

e What software created this jpeg?




e What was the created date?

3. 03_sound.wav
File type: Waveform
PUID: fmt/141

Questions:
e |dentify the file format signature using PRONOM

e Can you find out what the sound is supposed to be? (Hint: search the end of the
file)

4. OPTIONAL: 04_Table2
File type: WordPerfect 5.0
PUID: x-fmt/393

Questions:
e |dentify the file format signature using PRONOM

5. OPTIONAL: 05_Word-file-with-image
File type: .doc (word document)
PUID: fmt/40

Questions/Activities:
e |dentify the file format signature using PRONOM

e Can you find some of the text from the word document? Write down a sentence
here.

e Some files are made of multiple bitstreams, like this one. It contains an
embedded image file. Find the file format signature. What is it? Verify it again
the signature in PRONOM. (Hint: the file format signature has been included in
the packet)




e What was the Last Modified date of the embedded file?

6. 06_Crossing-the-Bar

File type: .rtf (rich text file)
PUID: fmt/355

Questions:
e |dentify the file format signature using PRONOM

Appendix to Exercise 1: PRONOM signatures

Below are the file signatures for each of the file format types found in Exercise
1 for your reference. You may also look them up on the PRONOM website:
https://www.nationalarchives.gov.uk/PRONOM/Default.aspx
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3‘:
g PRONOM

ﬁ Details: File format summary

Simple search = File format | PRONOM Unique Identifier

Software
Details for: Tagged Image File Format

Vendor  Lifecycles

| T Welcome
ﬁmmm.ﬁ:

? Help

Migration Pathways
@) Save as.. XML | CSV

: About (@) Add an entry

?Help [&Information resources

: detailed report on file format

&b Print

files > Properties >

Go to: Summary > | Documentation > | Signatures | Compression > | Character encoding > | Rights > | Reference

Signatures

External signatures File extension: tif

File extension: tiff
Internal signatures Name
Description

Byte sequences

Name
Description

Byte sequences

TIFF generic (little-endian)

Header: II* 0x00
Position type Absolute from BOF
Offset 0

Byte order
Value 48492A00
TIFF generic (big-endian)
Header: MM 0x00 *
Position type Absolute from BOF
Offset 0

Byte order

Value 4D4D002A
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apr 4 The technical registry . Ty Welcome :About (@ Add an entry

vwozoz ﬁmmmqn: ?Help [ Information resources

? Help : detailed report on file format
@ Details: File format summary

Simple search | File format = PRONOM Unigue Identifier =~ Software = Vendor Lifecycles = Migration Pathways
Details for: JPEG File Interchange Format 1.02 B saveas.. XML |CSV L Print

Go to: Summary > | Documentation > | Signatures | Compression > | Character encoding > | Rights > | Reference
files > Properties >

Signatures
External signatures File extension: jpg
File extension: jpe
File extension: jpeg
Internal signatures Name JFIF 1.02
Description SOI and APPO markers at BOF, EOI marker at EOF
Byte sequences Position type Absolute from BOF
Offset 0
Byte order
Value FFDBFFED{2}4A464946000102(00|01]02)

Position type Absolute from EOF

Offset 0
Maximum

Offset 65536
Byte order

Value FFD9
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A ? Help : detailed report on file format
Q Details: File format summary

Simple search ~ File format  PRONOM Unique Identifier = Software =~ Vendor Lifecycles = Migration Pathways
Details for: Waveform Audio (PCMWAVEFORMAT) B saveas.. XML |CSV G Print

Go to: Summary > | Documentation > | Signatures | Compression > | Character encoding > | Rights > | Reference
files > Properties >

Signatures
External signatures File extension: wav
File extension: wav
Internal signatures Name Waveform Audio (PCMWAVEFORMAT)
Description RIFF header, WAVE 1D, Format chunk, chunk length=16=0x10000000,
wformat Tag =1=0x0100 and Data chunk
Byte sequences Position type Absolute from BOF
Offset 0
Byte order Big-endian
Value 52494646{4}57415645666D7420100000000100{14-
*}64617461
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? Help : detailed report on file format
Q Details: File format summary

Simple search ~ File format  PRONOM Unique Identifier = Software = Vendor Lifecycles  Migration Pathways
Details for: WordPerfect for MS-DOS Document 5.0 B saveas.. XML |CSV G Print

Go to: Summary > | Documentation > | Signatures | Compression > | Character encoding > | Rights > | Reference
files > Properties >

Signatures
External signatures File extension: wp
File extension: wp5
File extension: wpd
File extension: w50
Internal signatures Name WordPerfect 5.0
Description Document Header (Version=0.0)
Byte sequences Position type Absolute from BOF
Offset 0
Byte order
Value FF575043{5}0A0000{23}0000
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? Help : detailed report on file format
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ﬁ Details: File format summary

Simple search | File format =~ PRONOM Unique Identifier = Software = Vendor Lifecycles = Migration Pathways
Details for: Microsoft Word Document 97-2003 B saveas.. XML | CSV & Print

Go to: Summary > | Documentation > | Signatures | Compression > | Character encoding > | Rights > | Reference
files > Properties >

Signatures

External File extension: doc

signatures File extension: wbk

Internal Name Microsoft Word for Windows 97 - 2002
signatures

Description Compound document header + WordDocument user stream + version number

Byte Position
sequences type Absolute from BOF

Offset 0

Byte
order

Value DOCF11EOA1B11AE1{20}FEFF

Position
type

Byte
order

Variable

Value 57006F007200640044006F00630075006D0065006E007400{42}02(00|01)

Position
type

Byte
order

Variable

Value 4D6963726F736F667420576F7264(20382E30|20392E30|2031302E30|2D446F6B756D656E74)
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? Help : detailed report on file format
@ Details: File format summary

Simple search  File format  PRONOM Unique Identifier =~ Software =~ Vendor Lifecycles = Migration Pathways
Details for: Portable Network Graphics 1.2 B saveas.. XML |CSV G Print

Go to: Summary > | Documentation > | Signatures | Compression > | Character encoding > | Rights > | Reference
files > Properties >

Signatures
External signatures File extension: png
Internal signatures Name PNG 1.2
Description Signature + IMDR and iTXt chunks at BOF, IEND chunk at EOF
Byte sequences Position type Absolute from BOF
Offset 0
Byte order
Value 89504E470D0A1A0A0000000D49484452*69545874

Position type Absolute from EOF

Offset 0
Byte order
Value 0000000049454E44AE426082
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v wo Z O Z @ search ?Help [Information resources

O ? Help : detailed report on file format
Q Details: File format summary

Simple search = File format = PRONOM Unique Identifier = Software = Vendor Lifecycles = Migration Pathways
Details for: Rich Text Format 1.9 B saveas.. XML |CSV & Print

Go to: Summary > | Documentation > | Signatures | Compression > | Character encoding > | Rights > | Reference files > Properties >

External

- File extension: rtf
signatures
Internal Name RTF 1.9
signatures

Description \rtf control word, \ansicpg control word, followed by <deffont> declaration and one of any of the following control words (\colorschememapping ; \afelev ;
{\*\datastore ; {\*\defchp) which were introduced in RTF 1.9

Byte Position
sequences type Absolute from BOF
Offset 0

Byte
order

Value 7B5C7274(66|6631){0-15}(616E7369|6D6163|7063|706361)5C616E7369637067{3-*}5C737473686664626368{1-
5}5C73747368666C6F6368{1-5}5C737473686668696368{1-

5}5C73747368666269*5C(2A5C636F6C6F72736368656D656D617070696E67|6166656C6576|2A5C6461746173746F7265|2A5C646566636870)
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Exercise 2: File identification in DROID

Goal: To run a DROID report over a number of files and practise reading the results to understand
file format identification and what it can find and cannot find.

Folder: 02_DROID

1. Run a DROID report over the folder 02_DROID.

2. Answer the following questions:

a. How many files are showing a warning sign next to the extension?

b. Can you explain what each warning sign means for each file?

c. How many different PDF versions are there?

d. What file formats are identified by Container method?

e. Why is the [insert file name].txt and [insert file name].csv files are identified by
the Extension method? (hint: check PRONOM)




f.

How many zip folders are there? List what is inside them and make any notes
about interesting findings.

g. Are there any unidentified files? If so, what one(s)? What would you do about the
file(s) going forward?
h. Pick a file format from the list that you might not be familiar with and investigate

it in PRONOM by the PUID. Note anything interested about it.

Did you have any identifications that had more than one option? If so, what
one(s) did you find?




Exercise 3: Validation with JHOVE
Goal: To run validation in JHOVE and look at the characterization outputs in the JHOVE report.
Folder: 03_JHOVE

PART 1. Run JHOVE validation over the following files (Note: Be sure to select the correct module
before running the report):

1. JP2-01_balloon_truncl.jp2
Does the file validate? Y or N

If it does not validate, what is the error message?

2. TIFF - 02_CatTIFF_O1.tif

Does the file validate? Y or N

If it does not validate, what is the error message?

What version TIFF is it?

What is the Byte Order?

What is the compression scheme?

What is the image width and length?

3. XML -03_Metadata-3.xml
Does the file validate? Y or N

If it does not validate, what is the error message?

What metadata schema is it?




AIFF — 04_wind-sound-0595.aiff
Does the file validate? Y or N

If it does not validate, what is the error message?

OPTIONAL: JPEG — 05_First_View_of_Earth_from_Moon.jpg
Does the file validate? Y or N

If it does not validate, what is the error message?

What is the compression type?

What is the Byte Order?

What is the image width and length?

OPTIONAL: PDF — 06_Digital-Preservation-Policy-Manual-NZ.pdf
Does the file validate? Y or N

If it does not validate, what is the error message?

What version of PDF is it?

What was the creation date?




PART 2. Using HexEdit and PRONOM, edit the file signature of the following files and run a JHOVE
validation (Note: be sure to save them as NEW FILES)

1. TIFF—02_CatTIFF_O1.tif

Does the file validate? Y or N

2. JPEG —05_First_View_of_Earth_from_Moon.jpg

Does the file validate? Y or N

PART 3. OPTIONAL Using HexEdit, edit the BODY of the file (Note: be sure NOT to touch any of the
file signature, refer to PRONOM if necessary). Feel free to make as many changes to the document if
you want. View it to see what changes have been made before running a JHOVE validation over
them. (Note: Be sure to save them as NEW FILES. Use the original files to edit, so they will be valid)

1. TIFF—02_CatTIFF_O1.tif

Does the file validate? Y or N

Open in an image viewer. What issues do you see with this?

2. JPEG-05_First_View_of Earth_from_Moon.jpg

Does the file validate? Y or N

Open in an image viewer. What issues do you see with this?




Exercise 4: PDF/A Validation with VeraPDF

Goal: to run validation over PDF/A files in VeraPDF and to examine the output report

Folder: 04_VeraPDF

Run VeraPDF over the test set to see which ones validate and which ones do not. Make note of why

validation fails. Have a look at why validation fails and see what you can understand about the
complex PDF/A standard.

1. 01_TWG test suite AOO1-pdfal-a.pdf
Did the file validate? Y or N

Validation profile?

What was the failure reason?

2. 02_TWG test suite A0O01-pdfal-b.pdf
Did the file validate? Y or N

Validation profile?

What was the failure reason?

3. 03_TWG test suite A001-pdfal-a.pdf
Did the file validate? Y or N

Validation profile?

What was the failure reason?




4. 04_TWoG test suite A002-pdfa2-a.pdf
Did the file validate? Y or N

Validation profile?

What was the failure reason?

5. OPTIONAL: 05_TWG test suite A027-pdfa3-e.pdf
Did the file validate? Y or N

Validation profile?

What was the failure reason?

6. OPTIONAL: 06_TWG test suite A027-pdfa3-d.pdf
Did the file validate? Y or N

Validation profile?

What was the failure reason?




