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Abstract

Dynamical models are a mathematical tool for representing, understanding, and
analysing complex systems that are ubiquitous across science and engineering. Com-
plexity and nonlinearity in these systems result in a lack of analytical solutions and
challenging, or even intractable, analysis in view of safety-critical applications. Effec-
tive methodologies for the verification of behaviours of dynamical models are there-
fore of great importance, and their effectiveness is often determined by their abil-
ity to handle nonlinearity. This thesis studies two alternative approaches to verify-
ing continuous-time nonlinear dynamical models: abstraction, which directly disre-
gards nonlinearity, and indirect certificate-based approaches, which indirectly handle
nonlinearity. The strength of neural networks as universal approximators has seen
widespread interest from the formal verification community. Commonly, this is in
the context of verifying machine learning models themselves. Conversely, this the-
sis explores the use of neural networks as a tool for verification, in particular for
dynamical models. In particular, we introduce a novel approach for abstracting non-
linear dynamical models via neural networks, and contribute to growing literature
which leverages neural networks as certificates for specifications of dynamical mod-
els. For the former, we demonstrate that these abstractions, which we call neural
abstractions, can be used to verify safety properties of nonlinear dynamical models.
For the latter, we demonstrate that neural networks may be used in conjunction
with neural-based controllers to ensure controlled dynamical models satisfy a range
of specifications. Both approaches require a formal synthesis procedure to construct
neural networks which satisfy required properties. We utilise counterexample-guided

inductive synthesis (CEGIS) to this end, in which neural networks are employed as



approximators alongside solvers for satisfiability modulo theories to provide formal
guarantees of correctness. We demonstrate that this synthesis approach is effective
for both abstractions and certificates. Through a range of experimental case studies,
we demonstrate that the use of neural networks in both abstraction and certificate
function synthesis is a flexible, effective approach to verifying nonlinear dynamical

models.
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Chapter 1

Introduction

1.1 Motivation and Research Questions

Nonlinearity is hard. That is not to say that linearity is easy, but for it exists var-
ious properties and theorems that enable thorough analysis which often scales well.
Nonlinearity does not (in general) abide by such rules. This is in particular true for
dynamical models — those of coupled ordinary differential equations which math-
ematically model dynamical systems ubiquitous in the natural world. Even when
linear, these mathematical models can be tricky to handle, by the nature of their
structure. When nonlinear, direct integration of the solutions is often intractable.
We are left to analyse trajectories and behaviour of the coupled ODEs through more
indirect means.

In the case of linear dynamical models, eigenvalues pose a powerful tool for insight
into the behaviour [152]. In fact, under certain conditions, the linearisation of a
nonlinear model provides valuable insight into the stability of the original model by
virtue of its eigenvalues. Linearisation is therefore a common first-step in the analysis
of nonlinear dynamical models.

Nonetheless, the ubiquity of nonlinear dynamical systems, and their corresponding



mathematical models, means their analysis is both critical and compelling [103, 152].
Research in dynamical models has developed two standout (at least from the perspec-
tive of this thesis) approaches to handle nonlinearity in dynamical models: abstrac-
tion (often called direct methods) and indirect approaches (in the form of sufficient
function-based certificates). These approaches are alike in their decision to handle
nonlinearity by seeking to disregard it. Abstraction does this directly, certificates
indirectly. In this thesis we explore both approaches; we shall briefly introduce them

here, but leave a more detailed review to their respective chapters.

Abstraction Abstraction of mathematical models is a well established technique in
the field of formal verification [21]. Tt begins with a concrete model, a mathematical
model of a system, which is to be abstracted. The abstraction process then involves
the construction of an abstract model, which is (in principle) a simpler model, but
retains certain key properties of the concrete model. This simpler, abstract model
should be more amenable to analysis than the concrete model. Approaches to ab-
straction vary depending on the type of model being abstracted, and the properties of
interest. However, the general principle remains the same: superfluous information is
discarded in lieu of a simpler model that retains properties of interest. Within formal
verification, abstraction was originally studied for finite state models [29, 160], but
has since been extended to infinite-state models through the concept of approximate
bisimulation [78, 132].

In the case of dynamical models, abstraction is often performed by partitioning
the state space of the model into a finite number of regions, and then in each region
constructing a simpler (e.g., linear) model that approximates the behaviour of the
concrete model in that region [18]. The resulting models are finite state machines,
and are commonly modelled as hybrid automata. This abstraction process is there-

fore known as hybridisation; the resulting hybrid automaton may then be analysed



to determine properties of the concrete model. Hybridisation-based approaches suffer
from lack of scalability in both the number of dimensions, but also in the number of
partitions of the state space. The number of partitions grows exponentially with the
number of dimensions, and determining an efficient partitioning of the state space is
a difficult task. To counter this, hybridisation approaches may proceed dynamically
by constructing the abstraction as the model is analysed (as in [56]), or by splitting
partitions to achieve a more accurate abstraction (as in e.g., [61, 69]). These tech-
niques may mitigate some of the aforementioned issues, but they do not completely
negate them. It may be easy to add partitions, but it is less clear how to remove
them. Furthermore, the shape (or syntax) of the partitions is still fixed a priori. This

last point is of particular interest to this thesis, as we shall see in Chapter 3.

Indirect Analysis The second type of approach to the analysis of dynamical
models are indirect approaches, which involve the construction of a certificate for
the model. We shall therefore also refer to these as certificate-based approaches.
Certificate-based approaches for dynamical models originate from Lyapunov’s sec-
ond method for stability. This involves the construction of a function-based proof
of stability for the model, known as a Lyapunov function. A Lyapunov function is
a scalar-valued function of the state of the model, and acts as an “energy function”
for the model. By construction, a Lyapunov function implies that the energy of the
model decreases over time to a minimum (which is the equilibrium point), and hence
the model is stable.

Lyapunov functions have historically been constructed by hand, requiring inge-
nuity and insight into the model. To counter this difficult task, optimisation-based
synthesis techniques have grown in interest, none more so than sum-of-squares (SOS)
programming [127]. This reduces the synthesis of (polynomial) Lyapunov functions

to a (convex) semidefinite program, which can be solved efficiently. Lyapunov func-



tions are generally nonlinear; however, it proves easier to check if a nonlinear function
(the Lie derivative of the Lyapunov function along the vector field of the model) is
everywhere negative than to directly solve the nonlinear dynamical model. Thus the
nonlinearity of the original model is indirectly disregarded in favour of the nonlinear-
ity of the Lyapunov function, for which we must simply prove its sign. This is the
essence of indirect approaches for dynamical models.

The success of SOS-based synthesis of Lyapunov functions has led to the emer-
gence of a certificate synthesis field of research. This involves both synthesis through
alternative methods to SOS, but also the synthesis of certificates for properties other
than stability, such as safety [136] and reachability [143]. These certificates do not
rely on direct analysis of the model, and instead indirectly prove properties of the
models by proving properties of the certificate (and are therefore referred to as in-
direct approaches). Furthermore, a natural extension is the determination of control
inputs that ensure the satisfaction of the property of interest. This may be achieved
through the synthesis of a feedback controller whose suitability is certified through
the synthesis of a certificate, or through the synthesis of a control certificate that is
then used to determine the control inputs at any given state that ensure the prop-
erty of interest is satisfied. The former approach is taken in this thesis, and will be

discussed further in Chapter 4.

Towards Neural Synthesis The work in this thesis is facilitated by two key ma-
turing technologies: neural networks, which we leverage as approximators, and sat-
isfiability modulo theories (SMT), which provide correctness guarantees to our ab-
stractions and certificates. The rise of machine learning has seen techniques from it,
in particular neural networks, filter throughout research domains. As compact and
concise universal function approximators [53, 74, 91] with a highly efficient training

mechanism in backpropagation (alongside high performance implementations of this),



neural networks have seen success in a wide range of applications. These advantages
make them desirable over universal approximators such as polynomials. However,
their rise in popularity has been followed by growing concerns over lack of guarantees
for their reliability and robustness. In view of the deployment of these models in
safety-critical systems, fields of verification have emerged to address crucial questions
regarding their guarantees. This thesis considers a similar but different question: how
can the approximation power of neural networks be leveraged to aid classical verifi-
cation questions of dynamical models? This question still requires proving properties
of neural networks, but the focus is on the use of neural networks to aid verification
queries for other models, rather than the verification of neural networks themselves.
Meanwhile, within the field of verification, solvers for the satisfiability modulo
theories problem — known as SMT-solvers — have seen significant development in
recent decades [59, 106, 124]. SMT generalises the boolean satisfiability problem:
that of determining an assignment to boolean variables that satisfies a given boolean
formula in first-order logic. SMT extends this to further formal theories, enabling
satisfiability queries for formulae of integer or real numbers, for example. SMT-solvers
enable automated verification tasks that are useful in a wide range of applications.
The growth and combination of these two technologies has seen the emergence
of neural synthesis techniques [4, 40, 171]. Here, the approximation power of neural
networks may be leveraged while retaining guarantees of correctness through the
use of verification, most commonly SMT-solving. This thesis explores the use of
such techniques under the framework of counterexample-guided synthesis, which we
shall introduce in due course. Notably, SMT is not the only suitable approach for
the verification of neural synthesis: mixed integer linear programming is amongst
other approaches that have been explored, especially for networks constructed from
piecewise affine activation functions [171]. However, in this thesis we focus on the

use of SMT-solvers to verify properties of neural networks, which in turn aid the



verification of dynamical models.

Furthermore, we note that bespoke verification techniques for analysing neural
networks have been developed. These include simplex-based approaches [100, 99],
geometric path-enumeration [25], linear approximation [66], branch-and-bound [37],
and abstraction [67]. These approaches are powerful, but are often limited to linear
queries over specific classes (commonly piecewise affine) of neural networks. In this
work, we instead require queries which involve both nonlinear neural networks and
nonlinear dynamical models, and hence require a more general approach.

The verification of dynamical models is a crucial and unsolved task; abstraction
and certificate-based methods are two key approaches for tackling this problem. The
success of neural networks in other fields leads to research questions regarding their
potential and suitability within existing paradigms in formal verification. This thesis
tackles this research question, by investigating the use of neural networks both as
a means to construct abstractions of dynamical models, and also as certificates for
proving properties of dynamical models hold. Neural networks have already been
used as certificates for dynamical models, but this thesis explores the use of neural
networks as certificates for a wide range of properties alongside the concurrent syn-
thesis of feedback controllers. Meanwhile, the use of neural networks as abstractions
of dynamical models is a novel approach.

We shall see that the use of neural networks provides a powerful, general-purpose
tool for the verification of dynamical models. Correspondingly, we shall see that the
use of SMT-solvers, as well as other verification techniques, enables the proving of
queries involving both neural networks and dynamical models. This thesis therefore
explores the intersection of these two fields, and contributes to the growing body of

work that studies the use of neural networks in formal verification.



1.2 Overview of Thesis

In this section we describe the structure of this thesis. We delegate a detailed dis-
cussion on the related literature, contributions and limitations of this thesis to the
relevant chapters. Here we provide a brief overview of each chapter, and the relevant

contributions.

e Chapter 2 provides the necessary background for the remainder of the thesis.
This includes a brief introduction to dynamical and hybrid systems, and the
mathematical models that describe them pertinent to this work. We also in-
troduce the counterexample guided inductive synthesis (CEGIS) framework,
and subsequently the concepts of SMT-solvers and neural networks, which we

leverage as part of this synthesis framework.

e Chapter 3 discusses the abstraction of nonlinear dynamical systems using neural
networks. We introduce the novel concept of neural abstraction, and discuss the
synthesis of neural abstractions using counterexample guided inductive synthe-
sis. We follow this by describing a methodology for the verification of nonlinear
dynamical models using neural abstractions through the casting of abstractions
to equivalent abstract models. We present results demonstrating how this ap-
proach enables verification of nonlinear dynamical models that do not exhibit

local Lipschitz continuity which are difficult to handle using existing approaches.

e Chapter 4 presents a general framework for the control and verification of dy-
namical models through the concurrent synthesis of neural network based feed-
back controllers and certificates. We collate, augment and categorise existing
certificates across the literature, and provide a unified framework for their syn-
thesis. This culminates in an extensive set of experiments demonstrating the

efficacy of this approach at synthesising controllers that guide dynamical models



to satisfy a range of specifications alongside certificates that prove the closed-

loop model satisfies the required specification.

e Chapter 5 provides final concluding remarks and discusses suitable directions

for future work.

1.2.1 Publications and Contributions

The work in this thesis has either been published or submitted for publication to high
quality conference venues and journals. These research publications are listed in this
section. I am the lead contributor to each of these three publications, having led the
research, implementation and writing of the papers. The first two papers, [6, 63],
form the basis of Chapter 3, while the third paper, [65], forms the basis of Chapter 4.
For [6, 63], I led the implementation and algorithm development, and developed the
theory alongside Mirco Giacobbe. The writing of [6] was a group effort, while [63]
was written mostly by myself. For [65], I led the implementation and algorithm
development, in collaboration with Andrea Peruffo; the writing of the paper was a

group effort led by myself.

e Abate, A., Edwards, A., Giacobbe, M.: Neural abstractions. In: Thirty-Sixth

Conference on Neural Information Processing Systems (2022)
— This paper introduces the concept of neural abstraction, which we define
as abstractions of dynamical models consisting of neural networks.

— It presents the synthesis of neural abstractions consisting of ReLLU networks

using counterexample guided inductive synthesis.

— It also presents a methodology for the safety verification using neural ab-

stractions, and benchmarks the approach against the tool Flow™.



e Edwards, A., Giacobbe, M., Abate, A.: On the trade-off between efficiency and

precision of neural abstraction. In: Quantitative Evaluation of Systems (2023)

— This paper extends the work in [6] to the synthesis of neural abstractions
which represent piecewise constant functions and sigmoidal functions, and

extends the methodology for safety verification to these abstractions.

— It studies and compares different model semantics against each other in

terms of the trade-off between accuracy and computational efficiency.

— It presents extensive experimental results on a range of benchmarks, sig-

nificantly improving the robustness of the synthesis approach presented in

6].

e Edwards, A., Peruffo, A., Abate, A.: A General Verification Framework for
Dynamical and Control Models via Certificate Synthesis (2024), under review,
arXiv:2309.06090

— This work presents a general framework for the synthesis of certificates
for dynamical models, and the concurrent synthesis of feedback controllers

and certificates.

— It presents extensive benchmarks in which the framework is used to syn-
thesise controllers and certificates for a range of dynamical models and

specifications.

In addition to these publications, the work in this thesis also relates to the follow-

ing tool papers, which we discuss separately here.

e Abate, A., Ahmed, D., Edwards, A., Giacobbe, M., Peruffo, A.: FOSSIL: A soft-
ware tool for the formal synthesis of Lyapunov functions and barrier certificates
using neural networks. In: Proceedings of the 24th International Conference on

Hybrid Systems: Computation and Control. HSCC 21 (May 2021)

9



e Edwards, A., Peruffo, A., Abate, A.: Fossil 2.0: Formal Certificate Synthesis for
the Verification and Control of Dynamical Models. In: Proceedings of the 27th
ACM International Conference on Hybrid Systems: Computation and Control.
HSCC 24, Association for Computing Machinery, New York, NY, USA (2024)

Since they are tool papers, they do not present significant novel research contribu-
tions. Instead, they present the implementation of software tools developed as part
of the underlying scientific research, and detail how a user may interface, use and
extend this tool for their own research or applications. The first of these details the
implementation of the tool Fossil [3], whose computation library is used in Chapter 4.
The writing of this paper was a group effort, and I supported the writing of the tool
and development of the portfolio of benchmarks as part of the team of authors. In
turn, the second of these [64] details the implementation of a second major release
of this tool which was developed subsequent to the work present in Chapter 4. As
such, [64] contains empirical results to evidence the efficacy of the tool, taken from
the experiments in Chapter 4 (and [65]). Therefore, the details of these tool papers
are not repeated in this thesis as they do not detail the novel scientific contributions

of the research.

1.2.1.1 Other Publications by the Author

The following publications by the author are not directly related to the work in this
thesis, but are related to the topics discussed. They deal with the verification of
mathematical models using neural networks, and so have influenced the work in this

thesis by association.

e Abate, A., Edwards, A., Giacobbe, M., Punchihewa, H., Roy, D.: Quantitative
verification with neural networks. In: 34th International Conference on Concur-

rency Theory (CONCUR) (2023)
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e Debauche, V., Edwards, A., Abate, A., Jungers, R.M.: Stability analysis of
switched linear systems with neural lyapunov functions. Proceedings of the

AAAT Conference on Artificial Intelligence (2024)

e Abate, A., Bogomolov, S., Edwards, A., Potomkin, K., Soudjani, S., Zuliani, P.:
Safe reach set computation via neural barrier certificates. IFAC 58(11), 107-114
(2024), 8th IFAC Conference on Analysis and Design of Hybrid Systems ADHS
2024

11



Chapter 2

Preliminaries

This chapter introduces concepts and notations that are used throughout this thesis.
We start by introducing the general notation used in this thesis. Then, we intro-
duce models of dynamical and hybrid systems using dynamical models and hybrid
automata respectively. We discuss counterexample guided inductive synthesis, and
how this work leverages both satisfiability modulo theories (SMT) and neural net-
works to perform synthesis tasks. We note that salient concepts will be redefined in
the relevant chapters consistently with this chapter, and that this chapter is intended

to be a reference for the reader.

2.1 General Notation

We denote the set of integers by Z, the set of non-negative integers by Zsg, and the
set of real numbers by R. The set of real positive numbers is denoted by R, , and its
extended version as R, = R, U{+oco}. Given a set S C R", we denote the boundary
of S by 05, and its interior by int(.S). The complement of S is denoted by S C.
Throughout this work we discuss the concept of Lipschitz continuity, which is

defined as follows.
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Definition 2.1. (Lipschitz Continuity) A function f:R™ — R™ is Lipschitz contin-

uous if there exists a constant L € Ry such that for all z,y € R™ it holds that

1 () = F@Il < Lz = yl], (2.1)

where || - || denotes the norm of its argument.

2.2 Hybrid Systems Modelling

2.2.1 Dynamical Models

We begin by introducing a model describing dynamical systems, which we will then
specialise to the models of interest in this work. We define a dynamical model as a

system of nonlinear ordinary differential equations (ODEs), as follows.

Definition 2.2 (Disturbed Control Dynamical Model).

E(t) = fE(W),ult) +d, || <6, &(to) =w0 € X C X. (2.2)

Here, ¢ € R is time (with initial time ¢ty > 0), () = z € X C R" is the state
of the system, f : X x Y — R" is a continuous nonlinear vector field describing the
model dynamics, u € U is the input to the system, and X7 C X is the set of initial
conditions and X is the state space (sometimes referred to as the domain of interest).
A trajectory defined over time horizon T > t, is a function &: [ty, 7] — R™ that
admits derivative at each point in [tg, T] such that, for all ¢t € [to, T], it holds true
that £(t) € X and £(t) = f(£(t), u(t)) + d; for some ||d;|| < 6. Notably, symbol d in
Equation (2.2) is interpreted as a nondeterministic disturbance that at any time can

take any possible value within the bound provided by J. We limit our consideration
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to models with additive bounded disturbance. As we shall see in Chapter 3, these
models are useful for studying error-based abstractions of dynamical models.

We refer to models of this kind simply as dynamical models, and will now introduce
three special cases of this model that are of interest to this work.

First, let us consider the case where there is no control input, i.e. u(t) = 0, which

we refer to as a disturbed dynamical model and study in Chapter 3.

Definition 2.3 (Disturbed Dynamical Model).
E)=fEW) +d. [l <6, &(to) =20 € A7 C X (2.3)

Next, we consider the case where the model is not disturbed, i.e. 6 = 0, but is
still subject to a control input u(t). We refer to these models as control models, and

they are studied in Chapter 4.

Definition 2.4 (Control Model).

E(t) = FEW),ul®), &(to) =m0 € X C X. (2.4)

Finally, we consider the case where the model is neither disturbed nor subject
to a control input, i.e. § = 0 and u(t) = 0. We refer to these models simply as

autonomous dynamical models, and they are studied in Chapters 3 and 4.
Definition 2.5 (Autonomous Dynamical Model).
E(t) = fE®)),  &lto) =m0 € X C X, (2.5)
|

Fig. 2.1 summarises the different dynamical models studied in this work, the

corresponding chapters in which they are studied, and the verification approaches
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Disturbed Models Autonomous Models Control Models

Abstraction Chapter 2

Chapter 3
Certification

Figure 2.1: Diagram depicting the different dynamical models and verification ap-
proaches used in this work, and the corresponding chapters in which they are studied.

relevant to them. We shall comment on the assumptions made on the vector fields
f, and the corresponding implications of the solutions of f, in the relevant chapters,

since these assumptions are specific to the models studied in each chapter.

2.2.2 Hybrid Automata

Hybrid systems are systems which exhibit both discrete and continuous behaviour,
and hybrid automata are a modelling formalism for hybrid systems. Multiple seman-
tics for hybrid automata exist, and we will use the semantics used in [12, 73].

Define a hybrid automaton H = (Mod, Var, Lab, Inv, Flow, Trans), consisting
of a labelled graph encoding the evolution of a finite set of real numbered variables
Var C R™, in which the state variables = take their values. Each vertex m € Mod
of the graph is referred to as a mode, and corresponds to a partition within the state
space. The state of the automaton is thus given by the pair (m,z), whose evolution
in time is described by Flow(m,x). We describe this evolution as the flow, and in
each mode the local flow given by & = f,,,(z) + d, where f,,(z) : R* — R" is a vector
field and d is a nondeterministic disturbance such that ||d|| < 6. The edges of the

graph describing H are known as transitions. A transition (m, a, Guard, Asgn, m') €
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P

—> Learner < > Verifier ——>
W

Figure 2.2: Framework for counter-example guided inductive synthesis to synthesise
a function (or program) P that satisfies specification ¢ using finite sample set S.

Trans has label a € Lab and allows the system state to jump from (m,z) to the
successor state (m/,x’). Transitions are governed by the guard Guard C R™ and
assignment Asgn(x) C R", with a transition being enabled when = € Guard and
x' € Asgn(z). Moreover, the state may only remain in a mode m if the state x is
within the invariant Inv(m) C R". Finally, transition assignments are of the form
2’ = Rx 4w, where R € R™" and w € W, with W C R" denoting a compact convex

set of nondeterministic disturbances (or inputs).

2.3 Counter-example Guided Inductive Synthesis

Counter-example guided inductive synthesis (CEGIS) is a framework for automated
synthesis of programs or functions that satisfy a given specification. Its basic oper-
ation is depicted in Section 2.3, which shows the interaction between two opposing
components as they seek to synthesise a function (or program) P that satisfies a
given specification ¢. The learner component is responsible for guessing candidate
solutions, which it does inductively. Given a finite sample of data points S, the learner
is tasked with finding a function that satisfies the specification ¢ across all of the data
points. If it succeeds, this is known as a candidate solution.

Meanwhile the verifier component is responsible for checking whether the candi-
date solution is valid over the entire domain, rather than just the finite sample of

data points. For the candidate solution to be valid, it must satisfy ¢ over the whole
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state space, not just over the sample points. This can be achieved using symbolic rea-
soning, (enumerative) model checking, or using an optimisation-based approach. If
the candidate solution is valid, the synthesis procedure terminates having successfully
synthesised a function satisfying the specification. Otherwise, the verifier returns a
counter-example S.ox, which is a data point for which the candidate solution does not
satisfy the specification. This is added to the sample of data points which the learner
uses to inductively synthesise a new candidate solution, and the process repeats.

Notably, in the case of an infinite search space, CEGIS is not complete, i.e., it
may not successfully terminate even if a solution exists.

In this work, we shall use neural networks as the learner component, and SMT

solvers as the verifier component, and we shall discuss these in the following sections.

2.4 Neural Networks

Denote a neural network A with input layer z; € R", corresponding to the dimension
of the dynamical model in (2.2). This is followed by & hidden layers z1, ..., z; with
dimensions A1, ..., h;, respectively, and finally followed by an output layer 2, € R%
In this work, d € {1, m,n}, where d = 1 corresponds to a scalar-valued certificate, d =
m is used for a state-feedback controller with m control variables, and n corresponds
to a network approximating a dynamical model.

To each hidden or output layer with index i are associated matrices of weights
W; € Rh*hi-1 and vectors of biases b; € R" [114]. Every hidden layer i is associated
with an activation function ¢;: R — R. The valuation of hidden layers z; and output

layer zp,1 is given by

Zi :Ui(Wi'Zi,1+bi), 1= 1,...,k, (26)

21 = Wigr - 2 + b, (2.7)
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where each o; is applied element-wise to its h;-dimensional argument.

2.5 Satisfiability Modulo Theories

Satisfiability modulo theories (SMT) is the problem of deciding the satisfiability of
a first-order formula with respect to some background theory. This generalises the
boolean satisfiability (SAT) problem, which involves finding an assignment (or wit-
ness) to the variables of a boolean formula such that the formula evaluates to true.
Similarly, SMT involves finding assignments (or witnesses) to the variables of a first-
order formula ¢ such that the formula is true, but the variables need not be boolean.
Instead, the variables may be integers, real numbers or other data types, as long as a
background formal theory is defined for the data type. An SMT query over the reals

can therefore be expressed as an existentially quantified formula of the form

dr e X CR": ¢(2), (2.8)

where ¢ is a first-order formula over the reals, and x is a vector of real variables that
lies in the state space X. It is worth noting that such formulae are often replaced
(or used interchangeably) with the equisatisfiable formula without the existential
quantifier. In this work we shall consider SMT queries over the real numbers which are
nonlinear and may contain transcendental functions, commonly known as nonlinear
real arithmetic with transcendental functions (NRA-T).

Solving SMT problems is the task of an SMT solver. An SMT solver is a program
that takes as input a first-order formula and a background theory, and outputs either
a satisfying assignment to the variables or that no such assignment exists. Crucially,
as a decision procedure, SMT is sound. This means that if a satisfying assignment
exists then it will be found. This enables the use of SMT solvers in verification tasks,

where the goal is to prove that a given formula holds. To achieve this, the negation
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of the formula, —~¢(z) is given to an SMT-solver. A witness to the negation of the
formula is a counter-example to the original formula ¢(x). Since SMT is sound, if it
returns that no witness to the negation exists, then no counter-example exists for the
original formula, and thus ¢ must be true. In this way, SMT solvers are invaluable
tools for algorithms such as CEGIS, and they make a common choice for the verifier
component. Different SMT solvers support different background theories, and the
choice of SMT solver depends on the specific verification task as hand. The SMT

solvers used in this work are discussed in the relevant chapters.
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Chapter 3

Formal Neural Abstractions of

Dynamical Models

3.1 Introduction

Abstraction is a fundamental process used to advance understanding and knowledge.
Constructing abstractions requires separating important details from those that are
unimportant, in order to enable more manageable analysis or computation of that
which was abstracted. This enables the drawing of conclusions that would otherwise
be unobtainable (whether analytically or computationally). While the features and
the properties of abstractions vary between fields and applications, in the context
of the analysis and verification of mathematical models of dynamical systems ab-
stractions take on a formal role: namely, abstractions must retain all behaviours of
the concrete model that they abstract, while at the same time ought to be easier
to analyse or perform computations on. These requirements allow for certain formal
specifications, such as safety, to be formally provable over the abstractions and, addi-
tionally, for these very specifications to hold true for the concrete (original) dynamical

model (which was the object of abstraction).
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Dynamical models describe processes which are ubiquitous in science and engi-
neering and whose complex behaviour is subject to safety-critical constraints. The
verification of these behaviours is therefore crucial, and safety verification of nonlinear
continuous-time dynamical models is a mature field. Analysis of such models can be
performed using Taylor models [44, 45, 46, 47], simulations [68], reduction to first-
order logic [106], Koopman linearisation [22], and, as in this work, via abstraction
9, 125, 16, 149, 151]. In this work we focus on the challenging setup of verification
of nonlinear models with vector fields that may not be locally Lipschitz continuous,
which violate the working assumptions of existing verification tools. We tackle this
problem via abstraction, specifically abstraction via hybridisation.

Hybridisation is the abstraction of a (nonlinear) vector field to a hybrid au-
tomaton, and has been extensively utilised for the analysis of nonlinear models
(17, 56, 57, 23, 89, 105, 35, 102, 110, 77, 14], even with dynamics as simple as piece-
wise constant ones [18, 134]. However, typically these approaches rely on a fixed
partitioning of the state space (often based on a grid) that is chosen a priori, which
can limit their scalability both with dimension and number of partitions. Hybridisa-
tion schemes commonly rely on error-based over-approximation to ensure soundness,
though this idea is not exclusive to methodologies that partition the state space [11],
and has been formalised by means of the notions of (approximate) bisimulation rela-
tions [132, 115, 133].

Properties which make an abstraction ‘good’ cannot be universally declared, and
instead are deemed to be ‘useful’ in relation to given properties that are the object
of analysis. Abstractions that are ‘simpler’ in structure may be easier to analyse, but
might be coarser and thus lead to less refined proofs, or even no proof at all. In con-
trast, a more refined abstraction, i.e., one that contains fewer additional behaviours
relative to the concrete model, might be complex and challenging to analyse. Indeed,

for any given problem (a dynamical model and a property), it is unclear at the out-
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set where the optimal middle ground between simplicity and precision lies, leading
to abstraction techniques that begin with coarser ones and refine them iteratively
[50, 147, 33, 66]. This is known as counterexample-guided abstraction refinement
(CEGAR).

The trade-off between this relationship is the topic of this work: we study how
abstractions constructed from neural networks of different nature and precision can
be useful for the formal verification of safety properties of complex (e.g., nonlinear)
dynamical models. By their very nature, neural networks are flexible and can be used
to construct abstractions of different shapes and expressivities, ranging from abstrac-
tions with piecewise constant dynamics to abstractions with piecewise affine dynamics
and to abstractions which are themselves nonlinear. These neural abstractions consist
of a neural network interpreted as an ODE (a neural ODE) [43], alongside a formal
(bounded) error between abstract and concrete models. This enables safety verifica-
tion of models with challenging dynamical behaviours, such as non-linear dynamics
including non locally-Lipschitz vector fields.

Piecewise constant and nonlinear (Lipschitz continuous) models are well studied
model semantics with mature tools for their analyses, each with different advantages.
In this work, we construct neural-based dynamical models which follow these seman-
tics and cast them as formal abstractions, and show their potential use cases. For
our piecewise affine abstractions, this cast depends on the crucial observation that
a ReLU neural network can be interpreted as a linear hybrid automaton, and we
describe how this cast is performed efficiently in practice.

While piecewise constant and piecewise affine are clearly simpler templates to
abstract nonlinear ODEs, it is perhaps initially unclear how nonlinear abstractions
can be considered useful. However, not all nonlinear models are alike in complexity:
models with complex functional composition or with the presence of functions that

are not Lipschitz continuous will be abstracted to models which are still nonlinear,
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but free of these constraints. The potential of nonlinear neural abstractions is fur-
ther bolstered by recent advances in developing literature on reachability analysis for
neural ODEs [118, 82, 83]. Neural ODEs are leveraged in this work as part of our
construction of neural abstractions.

Recently, models developed based on first principles (also denoted as white-box
models) are often replaced by generalistic, black-box architectures, namely models
with a given general template that is successively best fit to data observed from the
underlying physical process. Examples of parametrised black-box models are linear
regressors, (deep) nonlinear neural networks, or linearly-weighted combinations of
nonlinear basis functions; alternatively, non-parametrised alternatives are Gaussian
processes or models based on support vector machines [138]. Consequently, there is
much interest in verifying models with continuous-time dynamics and neural network
controllers that take actions at discrete time steps, often referred to as neural network
control systems [163, 92, 62, 95, 154]. Whilst in this work we focus on continuous-time
models, we emphasise that verification of discrete-time models and of models with

neural controllers is also studied [20, 162, 170].

3.1.1 Contributions

We summarise our main contributions in the following points:

e we introduce the novel idea of leveraging neural networks to represent abstrac-
tions in formal verification, and we utilise it in safety verification of nonlinear

dynamical models;

e we present a CEGIS procedure for the synthesis of neural ODEs that formally
overapproximate the dynamics of nonlinear models, which we call neural ab-

stractions;

e we define a translation from neural abstractions constructed from three differ-
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ent activation functions, and cast equivalent, analysable models (Section 3.4,

Section 3.5) for use in safety verification;

e we implement our overall procedure’ under different abstract models, investi-
gating the quality of our synthesis procedure and the resulting abstractions with

regards to precision, construction time, and computation efficiency of analysis;

e we demonstrate the ability of our approach to tackle challenging verification
of models that do not exhibit local Lipschitz continuity, higher-dimensional
models, and complex neural ODEs, which is significant in light of the growing

field of research around neural ODEs (Section 3.6).

3.1.2 Outline

The remainder of this chapter is structured as follows. In Section 3.2, we introduce
the necessary preliminary material for this work, including the notions of dynamical
models (and their safety verification), hybrid automata and neural networks. In
Section 3.3, we introduce the concept of neural abstractions for dynamical models
and present the key theoretical results of this work. In Section 3.4, we present our
synthesis procedure for neural abstractions based on CEGIS, and in Section 3.5 we
describe how we cast these abstractions into equivalent models that are amenable
to analysis by existing verification tools. In Section 3.6, we present the results of
our experimental evaluation, we discuss threats to generality in Section 3.7, and in

Section 3.8 we provide conclusions for this chapter.

!The code may be found at the following repositories: https://github.com/aleccedwards/neural-
abstractions-nips22; https://github.com/aleccedwards/qest-na.
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3.2 Preliminaries

In this work we introduce the concept of neural abstractions of dynamical models.
We must begin by first defining the necessary preliminary material to do so, notably

the concepts of dynamical models, linear hybrid automata and neural networks.

3.2.1 Dynamical Models and Safety Verification

This work studies continuous-time autonomous dynamical models which consist of
coupled ODEs affected by an uncertain disturbance [152, 103]. Denote a disturbed

dynamical model as

F &)= fE@) +d, |d <6, &(to) =m0 € Xy C X ((2.3))

where f : R"™ — R" is a continuous nonlinear vector field, and the state vector
&(t) = x lies within some bounded Euclidean domain of interest X C R™, and where
|| - || denotes a norm operator (unless explicitly stated, we assume all norms are given
the same semantics across the chapter).

More formally, we denote the dynamical model in Eq. (2.3) as F. A trajectory
of F defined over time horizon T" > t; is a function £: [ty,7] — R™ that admits
derivative at each point in [tg, T| such that, for all ¢ € [to, T], it holds true that
£(t) € X and £(t) = f(&(t)) + d, for some ||d;|| < 0. Since f is continuous, this is
sufficient to guarantee existence of solutions to the corresponding coupled ODEs, due
to the Cauchy-Peano theorem, [52, p. 6]. The disturbance d is a signal with range
0 > 0, and is interpreted as a nondeterministic disturbance, which at any time can
take any possible value within the disturbance bound provided by §. This concept
has also been referred to as nondeterministic input [17, 72|, but here we use the term
disturbance to avoid confusion with control input.

We study the following formal verification question: whether a continuous-time,
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autonomous dynamical model with possibly uncertain bounded disturbances consid-
ered within a region of interest is safe over a given time horizon with respect to a
region of initial states. Let the sets X; C X be a region of initial states and &y C X
be a region of unsafe states. We say that a trajectory & defined over time horizon
T is initialised if £(¢y) € Ar; additionally, we say that it is safe if £(t) ¢ Xy for all
t € [to, T]; dually, we say that it is unsafe if £(t) € Xy for some t € [to,T]. The
safety verification question for dynamical model F consists of determining whether
all initialised trajectories are safe. If this is the case, then we say that the model is
safe with respect to X7 and Xy. If there exist at least one initialised trajectory that
is unsafe, then we say that the model is unsafe.

We tackle safety verification by means of formal abstractions, followed by reach-
ability analysis via flowpipe (i.e., reach sets) propagation. We construct an ab-
stract dynamical system that captures all behaviours (trajectories, executions) of
the original system (it simulates the concrete model). We then calculate (sound
over-approximations of) the flowpipes of these abstractions: i.e., we find (sound over-
approximations of) the reachable states from the initial set X;. If these states do
not intersect with the unsafe states, we can conclude the abstraction is safe. Since
we deal with over-approximation, if the abstract model is safe, then the concrete
model is necessarily safe too [17]. Notably, the converse may not hold: lack of safety
of the abstract model does not carry over to the concrete model, because our ab-
straction is an overapproximation. We ultimately obtain a sound (but not complete)
safety verification procedure. Since the final check involving set intersection is quite
straightforward, the crux of the safety verification problem is the computation of first,
the abstract model, and second, the reachable states via flow-pipe propagation - both

steps will be the focus of our experimental benchmarks.
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Figure 3.1: A hybrid automaton corresponding to a state-space partitioning. Each of
the three discrete modes corresponds to a unique partition P; and vector field f;(x).
Discrete transitions are denoted by the edges of the directed graph with a transition
between two modes if the corresponding partitions P; and P; are adjacent and a
trajectory from f; ‘crosses’ the corresponding partition.

3.2.2 Linear Hybrid Automata

Hybrid automata are useful models of systems comprising both continuous and dis-
crete dynamics [87, 164]. They consist of a collection of (discrete) modes, each with
their own dynamics over continuous states, rules for transitioning amongst discrete
modes, and consequently to re-initialise the continuous dynamics into a new mode.
Different semantics exist for hybrid automata; in this work we use the same semantics
as SpaceEx [12, 73], a state-of-the-art tool used for analysis of linear hybrid automata.

The present work considers linear hybrid automata induced by a state space

partitioning, in which the invariant, flow and guard conditions are described by
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combinations of linear inequalities. Sometimes these are referred to as affine hy-
brid automata if these conditions are affine, but we will use the term linear hy-
brid automata. We define these formally as follows. Define a hybrid automaton
H = (Mod,Var, Lab, Inv, Flow, Trans), consisting of a labelled graph encoding the
evolution of a finite set of continuous variables Var C R", in which the state variables
x take their values. Each vertex m € Mod of the graph is referred to as a mode, and
corresponds to a partition within the state space. The state of the automaton is
thus given by the pair (m,x), whose evolution in time is described by Flow(m,x).
We describe this evolution as the flow, and in each mode the local flow given by
& = fm(x) 4+ d, where f,,(z) : R* — R" is affine in x and d is a nondeterministic
disturbance such that ||d|| < 0. The edges of the graph describing H are known as
transitions. A transition (m, a, Guard, m') € Trans has label a € Lab and allows the
system state to jump from (m,z) to the successor state (m/, z) instantaneously. We
note that only the mode changes during a transition, with = being mapped via the
identity function. Transitions are governed by Guard C R", with a transition being
enabled when x € Guard. Moreover, the state may only remain in a mode m if the
continuous state is within the invariant Inv(m) C R™. For the purposes of hybrid
automata induced by state-space partitioning in this work, both Guard and Inv(m)
are closed convex polyhedra P = {z| A,(a;, z) < b;}, where a; € R" and b; € R. We
denote by P,, the polyhedron that defines the invariant for mode m.

We depict an example partitioning-induced hybrid automaton H in Fig. 3.1. The
automaton consists of three modes, mq, ms, ms, induced by the partitioning of the
state space, which form the nodes of a graph. These modes have polyhedral invari-
ants Pi, Ps, P3 respectively. The transitions between the modes are governed by the
polyhedral guards, and if a transition exists then it is represented by an edge in the
graph. The local flow in each mode is given by the vector field f;(x), which is affine

in x.
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3.2.3 Neural Networks

Denote a neural network A/ with input layer 2y € R", corresponding to the dimension
of the dynamical model in (2.3). This is followed by % hidden layers zi, ..., zx with
dimensions hq, ..., h; respectively, and finally followed by an output layer z;,; € R™.
To each hidden or output layer with index 7 are associated matrices of weights
W; € R"*"i-1 and a vectors of biases b; € R".
Every hidden layer 7 is associated with an activation function o;: R — R. The

valuation of hidden layers z; and output layer z;,; is given by

Zi :Ui(M'Zi—1+bi)a 7= 1,...,]{?, ((26))

21 = Wig1 - 2 + by, ((2.7))

where each o; is applied element-wise to its h;-dimensional argument.
We remark that the choice of activation functions clearly determines the features
of a neural network: later we shall discuss three alternatives, and how these affect

abstract models built on these templates.

3.3 Neural Abstractions of Dynamical Models

We are now ready to introduce the concept of neural abstractions of dynamical mod-
els. Our approach synthesises an abstract dynamical model defined in terms of a
feed-forward neural network interpreted as an ODE endowed with a bounded nonde-
terministic disturbance. This can be seen as a neural ODE [43] augmented with an

additive nondeterministic drift. We define this formally as follows.

Definition 3.1 (Neural Abstraction). Let F be a dynamical model given by contin-
uwous function f: R™ — R™ and disturbance radius 6 > 0 and let X C R"™ be a region

of interest. A feed-forward neural network N : R® — R" defines a neural abstraction
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of F with error bound € > 0 over X, if it holds true that

Vo € X1 ||f(z) — N(2)|| < e— . (3.1)

Then, the neural abstraction consists of the dynamical model A defined by N and
disturbance €, whose dynamics are given by the following neural ODE with bounded

additive disturbances:

E) =NE®) +d, |l <e &(tg) =0 € X C X. (3.2)

Next, we provide the key theoretical results of this work, in which we show first
that a neural abstraction is a correct over-approximation of the concrete model. This
result is a direct consequence of the definition of neural abstraction, and is therefore
not surprising. However, it is crucial to note that this result does not make any
assumptions of the local Lipschitz continuity of the vector field f.

Furthermore, we state an important consequence of the correctness of neural ab-
stractions: they enable a sound safety verification procedure of the concrete model. If
the concrete model is unsafe, then the neural abstraction will not be safe (or alterna-
tively, if the neural abstraction is safe, then so is the concrete model). However, the
converse does not hold: if the neural abstraction is unsafe, then the concrete model
may still be safe. This is due to the nature of abstraction by over-approximation,
which may introduce additional unsafe behaviours that are not present in the con-

crete model.

Theorem 3.2 (Correctness of Neural Abstractions). If A is a neural abstraction of a
dynamical system F with continuous vector field f and disturbance radius 6 > 0, over

a bounded region of interest X C R"™, then every trajectory of F is also a trajectory
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of A. [

Proof of Theorem 3.2. Let £ be a trajectory of F and T be the time horizon over
which ¢ is defined. Then, let ¢ € [tg,T]. By the definition of a trajectory we have
that (i) £(t) € X and there exists d; s.t. (ii) ||d;|| < & and (iii) £(t) = f(£(t)) +d;. By
(i) and condition (3.1) we have that ||f(£(¢)) — N(&(t))|| +d < e. Then, by (ii) we
have that || f(£(t)) — N(&(¢))]| + [|d¢|| < e which, by triangle inequality, implies that
IF(E() +di = N(E@))]| < e Using (iii), we rewrite it into [|£(t) — N(E()] < e
Finally, we define d} = £(t) — N(£(t)). As a result, we have that ||d}|| < e and

£(t) = N(£(t)) + d, which, together with (i), shows that ¢ is a trajectory of A. [

Corollary 3.3. Let X1 C X be a region of initial states and Xy C X and region of
unsafe states. It holds true that if A is safe with respect to X; and Xy then also F is

safe with respect to X1 and Xy . [ |

Proof of Corollary 3.5. By Theorem 3.2, if there exists an initialised trajectory of F
that is unsafe, then the same is an initialised trajectory of A that is unsafe. The
statement follows by contraposition.

]

Remark 3.4 (Existence of Neural Abstractions). Let F be a dynamical model defined
by function f and disturbance radius 6 > 0, and let X C R™ be a domain of interest.
A neural abstraction of F with arbitrary error bound ¢ > 0 over X exists if a neural
network that approzimates f with error bound € — & (cf. condition (3.1)) exists over
the same domain. In this work, we do not prescribe conditions on either width or
depth of the network to ensure existence of a neural abstraction. Such conditions are
giwen by universal approrimation theorems for neural networks with ReL U activation

functions, which have been developed in seminal work in machine learning [112, 28,

53, 74, 91, 109]. ]
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Altogether, we define the neural abstraction A of a non-linear dynamical system
F as a neural ODE with an additive disturbance, and note that it approximates
the dynamics of F, while also accounting for the approximation error. Notably,
this approximation error is effectively ‘tightened’ by the disturbance radius ¢ of the
concrete model.

We note again the assumptions placed on the vector field f. While f is assumed
to be continuous, f is not required to be locally Lipschitz continuous. This is because
the precision of a neural abstraction relies on the condition described by (3.1), which
is certified by an SMT solver (see Section 3.4). As previously discussed, continuity
of f is a sufficient condition for the existence of solutions to the nonlinear vectory
field f, as per the Cauchy-Peano existence theorem [52, p. 6]. Not assuming local
Lipschitz continuity of f means that we cannot guarantee uniqueness of solutions to
the dynamical model; since our abstractions themselves overapproximate they also
do not guarantee unique solutions either. Importantly, any trajectory of the concrete
model is also a trajectory of the neural abstraction, and therefore the safety of the
neural abstraction implies the safety of the concrete model. Later, we shall show how
Theorem 3.2 may be proved using an SMT-solver, enabling the automated synthesis

of correct neural abstractions.

3.3.1 Semantics of Neural Abstractions: Influence of Activa-

tion Functions

The choice of activation function o for a neural abstraction is significant, as it de-
termines the structure of the final abstraction, which in turn may impact its quality
and utility. Furthermore, the choice of activation function determines the underlying
semantics of the abstract model, which is a crucial factor when seeking to leverage
techniques for safety verification, or otherwise analyse the abstract model. In this

work, we consider three different activation functions, and describe the semantics of
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the resulting neural abstractions. We note that this is not an exhaustive list, and
that other activation functions could be considered in future work. Alternative acti-
vation functions, or even network architectures, could be considered in future work

for abstractions of unexplored use cases.

3.3.1.1 Piecewise Affine Neural Abstractions

We first consider perhaps the most natural choice of activation function: the ReLU
function. ReLU is widely used and studied in the machine learning literature, and
results in piecewise affine functions, which are well studied in the formal verification

literature. The ReLLU function is defined as

x, ifx>0
ReLU(z) = (3.3)

0, otherwise.

Consider a neural network N consisting entirely of ReLU activation functions.
Each neuron (i.e., each ReLU function in the network) induces a hyperplane in the
corresponding vector space of its corresponding layer, resulting in two half-spaces:
one of which has a linear output (‘on’) and the other zero output (‘off’). For the jth

neuron in the ith layer, this hyperplane is given by

Wijzioi+b; =0, (3.4)

where W, ; is the jth row of the weight matrix W;, and b, ; is the jth element of
the bias b;.

Any fixed configuration of ReLU functions as ‘on’ or ‘off’ can be therefore be
interpreted as the intersection of a finite number of half-spaces, which itself is a
convex polyhedron. Later, we will show how this can be used to construct a linear
hybrid automaton that is equivalent to the neural abstraction, by constructing the

labelled graph for H. This involves calculating the appropriate modes (vertices) —
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which requires the computation of the convex polyhedral invariants and locally affine
flows — and transitions (edges) — whose guards are equivalent to the invariant of
the mode being transitioned to.

This interpretation of ReLLU functions as half-spaces motivates our choice of ReLLU
as the activation function for our neural abstractions. We may interpret the piecewise
affine function as partitioning the state space into a finite number of polyhedra, each
of which is associated with a different affine vector field. There is no limitation on
the shape of these polyhedra, and they may be arbitrarily complex as determined
by the structure of the neural network in terms of width and depth. The number of
polyhedra is determined by the number of neurons in the network. If the network
has H = hy + - - - + hy neurons, then the state space will be partitioned into at most
28 polyhedra. In practice, the number of polyhedra will be significantly fewer than
this, as not all polyhedra induced by the ReLLU functions will intersect with the state

space X.

3.3.1.2 Piecewise Constant Neural Abstractions

Approximations of nonlinear vector fields need not be piecewise affine. Indeed, piece-
wise constant approximations are also possible, and can be useful in certain contexts.
For instance, while such abstractions might be less precise (due to their less expressive
nature), they are also less complex, and thus more amenable to analysis. We con-
struct piecewise constant approximations using the unit-step function, also known as
the Heaviside function. This function is defined as
1, ifx>0
H(x) = (3.5)

0, otherwise.

It is only necessary for the final hidden layer to use piecewise constant activation

functions to obtain a piecewise constant output, given that all other hidden layers
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using a ReLU activation function. In other words, to obtain a piecewise constant
template we set o;(x) = ReLU(z), ¢ = 1,...,k — 1 and o, = H(xz). A neural
network with piecewise constant output, rather than a piecewise affine output, is also
equivalent to a linear hybrid automaton, namely one with constant flows in each mode

(rather than affine flows).

3.3.1.3 Nonlinear Neural Abstractions

Finally, we consider a case where the neural abstraction is itself nonlinear. Nonlinear
neural abstractions will be seen as “regularised” alternatives of the original nonlinear
vector fields. Moreover, by choosing an activation function which is Lipschitz contin-
uous, we may abstract nonlinear vector fields which are not Lipschitz continuous to
a model which is. For these nonlinear templates we utilise the Sigmoid function o,
— resulting in ‘sigmoidal” nonlinear templates. We shall refer to neural abstractions
constructed from networks of sigmoidal functions as nonlinear neural abstractions
or sigmoidal neural abstractions. oy, serves as a smooth approximation to a step

function,

Osig(T) = e (3.6)

We could also consider other activation functions, such as the tanh function, which
is also a smooth approximation to a step function, and we expect it would yield
similar results. However, we do not consider this in this work. Our choice of studying
these kinds of nonlinear neural abstractions is motivated by growing literature on the

reachability analysis of sigmoid-based neural networks [96, 49, 95].

3.4 Formal Synthesis of Neural Abstractions

In this section we discuss a framework for constructing neural abstractions of different

expressivities using inductive training procedures coupled with symbolic reasoning.
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Figure 3.2: Architecture for the safety verification of nonlinear dynamical models
using neural abstractions. The inputs to our architecture are a concrete model F and
its domain of interest X, a finite set of initial data points S sampled from the domain
of interest X, a desired approximation error €, and regions of initial X7 and unsafe
states Ap.

We leverage an iterative synthesis procedure known as counterexample-guided in-
ductive synthesis (CEGIS, [158]), which has been shown to be useful for inductively
constructing functions that satisfy desired specifications.

CEGIS is an iterative procedure consisting of two opposing components: a numerical-
based learner which seeks to learn a program or function that satisfies some conditions
over a finite data set, and a formal certifier which seeks to certify the veracity of the
learner’s solution. Often the certifier component is known as a wverifier, but in this
chapter we use the term certifier to avoid confusion with the safety verification proce-
dure. If the certifier determines this solution is invalid, it provides a counterexample
- i.e., a point within the state space where the desired conditions are invalid. We ob-
serve that in the case of an infinite search space, CEGIS is incomplete and is therefore
not guaranteed to terminate. In practice, we show that our CEGIS loop terminates
robustly and efficiently when applied to the synthesis of neural abstractions.

As previously described, the learner in this procedure is a neural network; the
certifying role is performed by an SMT-solver. Several options exist for the selection

of the SMT solver used, with the requirement that the solver should reason over
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quantifier-free nonlinear real arithmetic formulae. The SMT-solver used in this work
is dReal [76], which is advantageous in that it can be used to query satisfiability over
non-polynomial formulae, including nonlinear functions with transcendental terms.
This is necessary both for sigmoidal neural abstractions, and also for the abstraction
of models containing trigonometric or exponential terms. We note that dReal is a 6-
complete SMT-solver: while this guarantees dReal will always find a counterexample
if one exists, it may return also spurious counterexamples within a J-perturbation
of the original formula [76]. This implies that our procedure may not terminate
successfully, even when the candidate is valid.

We shall now present a methodology to synthesise (learn and certify) neural ab-
stractions, considering each component of the CEGIS loop depicted in Fig. 3.2 in
turn. In Section 3.4.1 we present the learning component and in Section 3.4.2 we

present the SMT-solver based component used to certify the neural abstractions.

3.4.1 Procedures for Learning Candidate Neural Abstrac-

tions

We now present the learning component of the CEGIS loop, which is responsible for
guessing a candidate neural network that satisfies the desired conditions. We detail
two approaches for learning neural abstractions: one for piecewise affine and nonlinear
templates (which lend themselves to gradient-based training), and one for piecewise
constant templates (which do not).

For either approach, we sample a finite set of data points S from the domain of
interest X. The inputs to the learning procedure are therefore the concrete vector
field f of the concrete dynamical model and the set of points S sampled uniformly
from the domain of interest X'. For both gradient-based and gradient-free training,
achieving a low error bound ¢ is the primary goal as it results in a more precise

abstraction, though results in increased computation time for the learning procedure.
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Gradient-based Training Training neural abstractions for the piecewise affine
and the nonlinear templates can be done using gradient descent algorithms (for which
we use PyTorch, [129]), which depend on the loss functions used. We seck to minimise
the maximum error over the domain; however, this would result in a non-differentiable
loss function, which is undesirable for gradient descent. Therefore, we train via a

proxy: the mean squared error,

£(s) = @ SOIF() = N(5)]lo (3.7)

ses

Here || - ||2 represents the [>norm of its input, and S represents a finite set of data
points s that are sampled over X. In other words, the neural abstractions are synthe-
sised using a scheme based on gradient descent to find the parameters that minimise
the mean square error over S.

Unlike regression tasks common in machine learning, we are not concerned about
overfitting to the underlying model. In fact, we want to overfit to the model to ensure
that the neural abstraction is as precise as possible. However, it is still undesirable
to overfit to the data. Furthermore, a model with smaller values for the weights and
biases that fits as well as a model with larger values is preferred, as it is a simpler

abstraction. For regularisation, we rely on the built in weight decay of AdamW.

Gradient-free Training The step-function H(z) (cf. Eq. (3.5)) has zero gradi-
ent almost everywhere: this makes training with gradient descent-based approaches
unsuitable. We therefore rely on gradient-free methods for training neural networks,
which notably scale less well and converge less quickly. Several options exist as suit-
able choices: here we use a particle swarm optimisation approach, specifically with
PySwarms [123].

Gradient-based training approaches benefit from differentiable loss functions as

they ensure gradient calculations are always possible. However, in the case of neural
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abstraction synthesis, this means we do not train based our true objective, but via
a proxy. With a non-gradient based approach there are no longer advantages to
a differentiable loss function, meaning we can minimise a loss function that better
represents our desired specification (cf. Eq. (3.1)) based on the maximum error over
samples. In line with this, we also utilise the [**-norm, namely

£/(s) = max | f(5) = N(5)l. (3.8)

ses

3.4.2 Certifying Candidate Neural Abstractions

Regardless of the template used to generate the abstraction, the procedure for certify-
ing its quality is identical. The network N is translated to symbolic form and passed
to the SMT-solver block, which checks condition (3.1) as described in Section 3.4.2.
This involves using an SMT solver to check that at no point in the entire domain of
interest X’ is the maximum error between the neural network and the concrete model
greater than some given e.

The upper bound € on the abstraction error is first estimated empirically using the
finite data set S by considering the maximum approximation error over S. We may
make this estimated error more conservative by inflating it, to help ensure the check
on the validity of the abstraction is successful. SMT problems are in general NP-hard
and computationally expensive, so it can be beneficial to provide queries that are
simpler to solve or are more likely to be successful. A less conservative estimate of
the error bound may result in longer verification times, or even failure to verify the
abstraction. Conversely, small error bounds will result in a more precise abstraction,
but may be more difficult to verify.

Next, the SMT solver is asked to find an assignment cex of x to the negation of
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the specification in Eq. (3.1). This is given by the following formula:
dp=TFreX: ||f(x)=N(x)| >e—0. (3.9)

If any such assignment s. is found then the error bound e does not hold over
the entire domain &', and a valid abstraction has not been constructed. Instead, the
assignment is treated as a counterexample and is added to the data set S, and further
training of the network continues by returning to the learning phase of the CEGIS
loop. The counterexample is augmented by sampling for additional points nearby in
order to maximise the efficiency of learning and the overall synthesis. In (3.9), the
0 term is the disturbance radius of the concrete model, incorporating any existing
disturbances in the concrete model.

On the other hand, if no assignment is found, then the specification in Eq. (3.1)
is valid and the synthesis is complete, returning a sound neural abstraction. We note
that feed-forward neural networks with o, activation functions are simply elementary
functions, and networks with ReLLU or step-function activations can be interpreted as
linear combinations of formulae in first-order logic. These insights enable the encoding

of such networks in SMT-formulae by means of symbolic evaluation.

3.5 Safety Verification using Neural Abstractions

Neural abstractions are dynamical models expressed in terms of neural ODEs with
additive disturbances (cf. Eq. (3.2)). Corollary 3.3 ensures that performing safety
verification using a neural abstractions amounts to verifying a neural ODE with ad-
ditive bounded disturbance. Consequently, once a neural ODE is formally proven to
be an abstraction for the concrete dynamical model, which is entirely delegated to
our synthesis procedure (cf. Section 3.4), our definition of neural abstractions enables

any procedure for the safety verification of neural ODEs with disturbances to be a

40



valid safety verification procedure for the corresponding dynamical model. Safety
verification approaches for dynamical systems controlled by neural networks solve a
similar problem [170, 92, 62, 162, 163, 95, 20, 154], yet with a subtle difference: neural
network controllers take control actions at discrete points in time. Instead, neural
ODEs characterise dynamics over continuous time.

The bottleneck of this safety verification problem is the computation of the reach-
able states via flow-pipe propagation, which is in general hard for non-linear dynamics.
Recent literature has demonstrated advancements in performing reachability analysis
on neural ODEs [82, 83, 118]. Neural abstractions are a new concept consisting of
neural ODEs with bounded additive disturbances, and therefore no bespoke meth-
ods exist for their reachability analysis. We expect to see developing techniques to
enable this analysis as tools such as GoTube [83] continue to advance, and neural
abstractions mature as a technology. In the meantime, we may instead rely on con-
structing equivalent models that are amenable to existing methods. By equivalent,
we mean that the trajectories generated by both models are identical. In particular,
we leverage hybrid automata as equivalent models,

For piecewise affine neural abstractions, we seek to construct a hybrid automaton
with affine dynamics and invariants defined by polyhedra. We shall detail this cast
and how it can be performed efficiently in the sequel. The obtained models can
be analysed more efficiently using the space-time clustering approximation (STC)
algorithm [72], which is implemented in the verification tool SpaceEx [73].

Meanwhile, for piecewise constant models we note the similarity between H(z)
and ReLU(z), neural abstractions with piecewise constant activation functions also
induce a linear hybrid automaton, except that now the flows are given by a constant
term. Verification of such models is the specialty of the tool PHAVer [70], which itself
implements a bespoke version of the symbolic model checking algorithm introduced

by [13] and [88].
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Finally, we consider nonlinear neural abstractions with oy, activation functions.
We observe that the output of these networks can simply be interpreted as ‘regu-
larised’ nonlinear dynamical models consisting of elementary functions, hence these
abstractions are nonlinear ODEs with bounded additive nondeterminism. Casting a
neural ODE as a nonlinear ODE involves evaluating the network symbolically. Reach-
ability analysis of these kinds of models can be performed using the mature tool Flow™
[45], which performs flowpipe (i.e., reach sets) propagation of nonlinear models us-
ing Taylor approximations [44], and hence is dependent on local Lipschitz continuity.
This means that by constructing a neural abstraction with nonlinear templates of a
concrete model that is not locally Lipschitz continuous, we enable safety verification
(via Flow*) of that otherwise intractable concrete model.

We shall now present the procedure for constructing the equivalent abstract mod-
els for each of the three templates considered in this work: piecewise affine, piecewise

constant, and nonlinear.

3.5.1 Casting Piecewise Affine Neural Abstractions as Hy-

brid Automata

We begin with the observation that each neuron within a given hidden layer of a
neural network with ReLLU activation functions induces a hyperplane in the vector
space associated with the previous layer. This hyperplane, described in Eq. (3.4)
results in two half-spaces, one corresponding to the neuron being active (linear) and
one to it being inactive (zero). Therefore, every combinatorial configuration of the
neural network defines an intersection of half-spaces that defines a polyhedral region
in the vector space of the input neurons. Moreover, every configuration also defines
a linear function from input to output neurons. The space of configurations thus
defines a partitioning of the input space, where each region is associated with an affine

function. A piecewise affine neural abstraction may be cast into a hybrid automaton,
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where every mode is determined by a configuration of the hidden neurons and each

of these configurations induces a system of affine ODEs (cf. Fig. 3.1).

Discrete Modes We represent a configuration of a neural network as a sequence
C = (ci,...,c) of Boolean vectors ¢; € {0,1},... ¢, € {0,1}", where k denotes
the number of hidden layers and hq, ..., h; denote the number of neurons in each of
them (cf. Section 3.2). Each ¢; represents the configuration of the neurons at the
1th hidden later, and the jth element of ¢; represents the activation status of the jth
neuron at the ith layer, which equals to 1 if the neuron is active and 0 if it is inactive.
Every mode of the hybrid automaton corresponds to exactly one configuration of
neurons.

It is clear that a configuration of neurons corresponds to a convex polyhedron P,,,
which will be bounded when taken with the intersection of the compact domain of
interest X'. We will leverage this fact to define the invariant condition of the mode

m.

Invariant Conditions We define the invariant of each mode m as a restriction
of the domain of interest to a region P,, C X, which denotes the maximal set of
states that enables configuration C. To construct P,,, we define a higher-dimensional
polyhedron on the space of valuation of the neurons that enable configuration C' in
mode m, i.e.,

Nz = diag(c;) (Wizimy + bi)A

Zn =< (20, 21) : (3.10)
dlag(ZCl — 1)(WZ’,Z@'_1 + bz> Z 0

Note that diag(v) denotes the square diagonal matrix whose diagonal takes its co-
efficients from vector v; in our case, this results in a square diagonal matrix whose

coefficients are either 0 or 1. Then, we project Z,, onto the input neurons zq, de-
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noted Z,, [,,. Since the input neurons zy are equivalent to the state variables of the

dynamical model, the invariant condition of mode m results in
Po=(Zm [,,)NAX. (3.11)

A projection can be computed using the Fourier-Motzkin algorithm or by projecting
the vertices of the polyhedron in a double description method. However, even though
this is effective in our experiments, it has worst-case exponential time complexity. A
polynomial time construction can be obtained by propagating half-spaces backwards
along the network, similarly to methods used in abstraction-refinement [34, 71]. This

alternative construction is outlined in [6] (extended version, Appendix C).

Flow Conditions The dynamics of each mode m can be seen as a dynamical system

with bounded disturbance:
t=Anx+by,+d, ||d| <e, x€P,. (3.12)

The matrix A,, € R™"™ and the vector of drifts b,, € R™ determine the linear ODE
of the mode, whereas € > 0 is the error bound derived from the neural abstraction.
The coefficients of the system are given by the weights and biases of the neural

network as follows:

A = Wi [T1, diag(c:) W5, (3.13)

b = brsr + o (Wi H?:iJrl diag(c;)W;) diag(c;)b;. (3.14)

Discrete Transitions and Guard Conditions A discrete transition exists be-
tween any two given modes if the two polyhedra that define their invariant conditions

share a facet and the dynamics pass through at some point along the facet. This can

44



be checked by considering the sign of the Lie derivative between the dynamics and the
corresponding facet, that is, the inner product between the dynamics and the normal
vector to the facet. In practice, we take a faster but more conservative approach by
considering that a transition exists between two modes when the corresponding poly-
hedral regions share at least a vertex. We find that taking a more precise approach,
by considering the Lie derivative, does not significantly improve the performance of
the resulting verification procedure and is not worth the additional computational
cost of computing the Lie derivative.

The guard condition of a discrete transition is simply the invariant of the destina-

tion mode, described by the linear inequalities that define the polyhedral invariant.

3.5.1.1 Enumeration of Feasible Modes

A given configuration C' exists in the hybrid automaton if and only if the corre-
sponding set P,,, which is a convex polyhedron in R", is non-empty; this consists of
verifying that the linear program (LP) constructed from the polyhedron is feasible.
Finding all modes of the hybrid automaton therefore consists of solving 27 linear
programs, where H = hy + --- + hy is the total number of hidden neurons in the
network. However, this exponential scaling with the number of neurons is limiting
in terms of network size. Therefore, we propose two approaches that work well in

practice to determine all valid neuron configurations.

3.5.1.2 Optimisation Approach

The approach relies on the observation that within a bounded polyhedron P, a given
neuron has two modes (ReLU enabled or disabled) only if the induced hyperplane
intersects P. If it does not, only one of the two possible half-spaces contributes to any
possible active configuration, and the other neuron mode can be disregarded. There-

fore, this approach involves iterating through each neuron in turn and constructing
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two LPs—one for each half-space intersected with the domain of interest X'. If only
one LP is feasible, we can fix the neuron to this mode, i.e., from this point onward
only consider the intersection with the half-space corresponding to the feasible LP,
and construct a new polyhedron from the intersection of X and the feasible half-space.

In short, we consider the neurons of the network as a binary tree, with the branches
representing the enabled and disabled state of this neuron. We perform a depth-first
tree search through this tree by intersecting with the corresponding half-spaces. Upon
reaching an end node, we store this configuration (branches taken) and revert back
to the most recent unexplored branch and continue. As a depth-first tree search for
an implicit binary graph to depth H, this approach has a time complexity of O(2%).
In practice we find that we can prune many branches early, and the number of linear
programs solved is significantly fewer than 2.

We illustrate this tree in Figure 3.3, which depicts an example search for a neural
network with a single hidden layer consisting of three neurons. The tree illustrates the
construction of P,, through repeated intersections of half-spaces as paths are taken
through the tree structure. Nodes represent each neuron, labelled N;, ¢ = 1,2,3
and each edge represents one of two possible half-spaces for the neuron it leaves
from (ReLU enabled, solid line, and disabled, dashed line). This approach allows us
to prune neurons and overall solve significantly fewer linear programs than simply
enumerating through all possible configurations.

This approach is inspired by that presented in [25], which similarly enumerates

through the path of neurons using sets to determine the output range of a network.

3.5.1.3 SMT-based Approach

The second approach relies on the observation given any point in the state space,
it is easy to evaluate the configuration C' of the corresponding polyhedron P, it

lies in. Furthermore, any given configuration C' and corresponding polyhedron P,,
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Figure 3.3: Example Tree search to determine the active configurations for a neural
network consisting of a single hidden layer with 3 neurons. Here, h} denotes the
positive half-space {z : w;z + b; > 0} and h; denotes the negative half-space {z :
w;x + b; < 0} of the ith neuron; w; represents the i'" row of the weight matrix
corresponding to the hidden layer, and b; represents the i*" element of the bias vector
of the hidden layer. Notably, when the set X becomes empty, it is no longer necessary
to continue along that path. Once we reach the end of the tree, we have an active
configuration C', and backtrack to the last node that was not fully explored.
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is a convex polyhedron in R"”, and therefore can be represented by a set of linear
inequalities. Therefore, the problem of finding a new point that does not belong to any
known configuration may be expressed as an existentially quantified linear formula.
We may therefore pose this query to an SMT solver that can reason over linear real
arithmetic to find a given configuration. However, our task is to exhaustively find all
active configurations, and next we shall detail a procedure to do so. This procedure
is inspired by AllSat [120, 84], a known approach within SMT literature to find all
satisfying assignments to a formula.

The algorithm takes as input a feed forward ReLU network A (specifically its
weight matrices W and biases b) and a domain of interest X'. It initialises an empty
list of active configurations. As described previously, a configuration C' is a nested
list of 1s and 0s corresponding to the network layers, depending on whether a given
neuron is enabled or disabled in that configuration. First, we ask an SMT solver
(which acts as an oracle) for a point in the state space. Then, we calculate the
configuration this corresponds to (depending on whether the neuron evaluation from
Eq. (3.4) is positive or negative for each neuron), and add this to the list of active
configurations. We ask the SMT solver for another point with a new constraint: that
it does not lie in the polyhedron corresponding to any known active configurations.
This amounts to taking the conjunction of the previous formula provided to the SMT
solver with the linear conditions defining the newly found polyhedron. This step
repeats until the SMT solver returns unsat, at which point all active configurations

have been found. We provide pseudocode for this procedure in Algorithm 1.

3.5.2 Casting Piecewise Constant Neural Abstractions as Hy-

brid Automata

We recall that by construction, a piecewise constant neural abstraction is similar in

structure to that of a piecewise affine network: they consist of a fully connected feed-
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Algorithm 1 Pseudocode for SMT-based approach to enumerate all active configu-
rations.
Require: N (List of neurons), X (Domain of interest)
Ensure: configs (List of active configurations)
1: configs < 0
2: S < InitializeSolver()
3: S.addConstraint(X)
4: function CALCULATECONFIGURATION (point, )

5: C+0

6 for i = 1 to length(N') do > For each neuron in the network

7: point < Evaluate(Ni], point) > Using corresponding row of W; and b;

8 C <+ C U{point > 0} > Wiz +b>0 (1if true, 0 if false)
return C

9: while S.isSat() do

10:  p <+ S.getModel()

11: ¢ + CalculateConfiguration(p, N)
12: configs < configs U {c}

13: S.addConstraint(—c)

return configs

forward neural network, using ReLLU functions within the hidden layers. However,
the final hidden layer in a piecewise constant neural abstraction consists of unit-step
functions H. The input to this function is still a linear combination of the previous
layers evaluation, but now the output is simply 1. Since the final output of the
network, given by Eq. (2.7), is a linear combination of the final hidden layer, the
output of a piecewise constant neural abstraction is a piecewise constant function.
Due to the similar structure of piecewise constant neural abstractions to piece-
wise affine, we observe that these abstractions are also equivalent to a linear hybrid
automaton. Indeed, the evaluation of the final layer k£ + 1 does not appear when
calculating the discrete modes, invariant conditions, transitions, or guards for the
piecewise affine case. Therefore, calculating these for a piecewise constant neural
abstraction is equivalent. The key difference is when calculating the flow conditions,

which we shall now discuss.
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Flow Conditions The flow describing the dynamics of each model may now be

seen as constant dynamics with bounded disturbance:

G=bntd |d|<e z€Xp (3.15)

As before, b,, € R", is now only dependent on the output layer:

bm = Wk+1vec(ck) + bk+1, (316)

where vec(-) denotes the vector which takes its values from its input. This follows
from observing that, from the definition of H, the output of the penultimate layer zj

is equal to c¢.

3.5.3 Casting Nonlinear Neural Abstractions as Nonlinear

ODEs with Bounded Disturbance

At the time of writing, no tool exists for the reachability analysis of neural ODEs
with bounded additive disturbance. However, tools such as Flow™ are able to perform
reachability analysis of nonlinear ODEs with bounded additive disturbance. We recall
that a nonlinear neural abstraction is a neural ODE with bounded additive nondeter-
ministic disturbance. The output of a neural network with o4, activation functions is
simply a nonlinear (elementary) function of its input. Therefore, a neural abstraction
with o, activation functions is equivalent to a dynamical model as defined by Eq.
(2.3).

In order to perform safety verification on these models using Flow*, the network
must be evaluated symbolically, and the resulting nonlinear ODE must be expressed
in terms of the state variables of the concrete model. This is simple to do, given that,
once the abstraction is constructed, we know the weight matrices and bias vectors

that define the network, as well as the activation function of each hidden layer.
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Figure 3.4: An example sigmoidal neural network, without bias. The output of the
network is a nonlinear function of the input, which can be interpreted as a nonlinear
dynamical model.

We demonstrate this in practice with a small example. Consider the small network
shown in Fig. 3.4, which consists of a network with two input neurons, two output
neurons and a single hidden layer of one neuron. For simplicity, we omit the bias

terms. The output of this network is given by

.jfl = 3Jsig(2x1 — LCQ), (3 17)

$‘2 = _20-sig(2$1 — [L'Q),

where o, denotes the sigmoid function, as in Eq. (3.6).

We note that this casting is not exclusive to neural abstractions with oy, acti-
vation functions; networks with any (elementary) activation function may be cast as
a (elementary) nonlinear dynamical model. Furthermore, unlike the piecewise affine
and piecewise constant cases, this cast does not result in a model that is ‘simpler’
than the original neural abstraction, only one that is amenable to verification using

Flow*.

3.5.4 Refining the Precision of the Abstraction

Here, we detail a procedure that enables the refinement of the abstraction error bound
e for a given piecewise affine or piecewise constant neural abstraction that has been

cast to an equivalent hybrid automaton. Recall that the abstraction error given by
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Eq. (3.9) is global, that is, it holds across the entire domain X. In reality, the true
abstraction error is likely smaller than € throughout much of the domain.

As demonstrated, piecewise constant and -affine neural networks induce a hybrid
automaton over X’; this automaton is realised as part of the proposed framework, after
a valid abstraction has been synthesised. Since this automaton induces a polyhedral
partitioning of the state-space, we can consider these polyhedra in turn to determine
a local abstraction error for each mode. Consider a given mode m, with flow f,, and
polyhedral invariant P,,. As described in Section 3.2.2, the local flow f,,, describes the
evolution of x while it remains within the invariant given by P,,. We can therefore

rewrite Eq. (3.9) for each mode m as

O =z € Pp: || f(x) — f(2)m]| > €m — 6, (3.18)

where €,, < € is a candidate upper bound on the abstraction error estimated empiri-
cally over the set S, == {s € S|s € P, }.

We provide ¢,, to an SMT solver as before: if no satisfying assignment is found
then the candidate error bound holds for the mode. Note that this does not affect
the overall correctness of our abstractions: if a satisfying assignment is found, the
original upper bound on abstraction error still holds. We will later present results on

the efficacy of this procedure.

3.5.5 Summary of the Safety Verification Procedure

So far we have defined the concept of a neural abstraction with regards to a dynamical
model, and presented a methodology for their formal synthesis. As a demonstrative
use-case of these mathematical objects, we embed them into a framework for safety
verification of the concrete models. In addition to synthesis, this involves the con-

struction of equivalent abstract models for each of the three templates presented in
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Figure 3.5: Overview of our workflow for safety verification on a non-Lipschitz dy-
namical model (cf. Section 3.6, NL2). The concrete dynamics are abstracted by a
neural ODE with ReLU activation functions and a certified upper-bound on the ap-
proximation error. This characterises a polyhedral partitioning and defines a hybrid
automaton with affine dynamics and additive nondeterministic drift. Flowpipe prop-
agation is finally performed through a region of non-Lipschitz continuity.
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Figure 3.6: Overview of neural abstraction templates presented in this work, alongside
details of their synthesis procedure, interpretation, and corresponding state-of-the-
art verification technologies. Here, LHA I refers to linear hybrid automata with
polyhedral guards and invariants and constant flows, whereas LHA II refers to the
same object but now with affine flows.
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this work. These equivalent models are themselves well-studied mathematical objects
that are amenable to safety verification via flowpipe propagation, i.e., overapproxima-
tion of the reachable states of the system. We summarise this framework in Fig. 3.5,
using piecewise-affine based neural abstraction as an example.

Each template, i.e., piecewise affine, piecewise constant, and nonlinear, relies on
a different activation function, and hence induces a different type of abstract model.
In turn, these different model semantics depend on different verification technologies

and corresponding tools. We summarise these relationships in Fig. 3.6.

3.6 Experimental Evaluation

We now present a thorough experimental evaluation studying neural abstractions,
our proposed methodology for their synthesis, and the safety verification of nonlin-
ear dynamical models using neural abstractions. The main results of this work in
Section 3.6.1 compare the performance of the three different templates presented in
this work, comparing the salient features of the constructed abstractions (in terms of
error and number of modes) and the computation performance of the corresponding
flowpipe propagation.

We also present three supplementary sets of results, two of which act as a baseline
comparison for one of the abstraction templates, piecewise affine. These results are

as follows:

e Section 3.6.2 compares the performance of neural abstractions to affine abstrac-
tions based on a simplicial partitioning of the domain of interest in terms of

abstraction error and the number of modes required to achieve a given error

bound.

e Section 3.6.3 considers several safety verification benchmarks and compares the
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performance of safety verification involving neural abstraction to the state-of-

the-art tool Flow™ [45].

e Section 3.6.4 evaluates the efficacy of the error refinement scheme presented in

Section 3.5.4.

3.6.1 Performance of Different Neural Abstraction Templates

The experiments presented in this section investigate the trade-off between efficiency
and precision of neural abstractions. We consider a number of benchmarks and study
how the expressivity of neural abstractions, which depends on their activation func-
tions, varies across their already-demonstrated niche, namely models that are not
locally Lipschitz continuous. We provide the first examination of an additional con-

text for which neural abstraction is suitable: that of abstracting neural ODEs.

3.6.1.1 Non-Lipschitz Models

The first set of benchmarks we consider do not exhibit local Lipschitz continuity,
meaning they violate the working assumptions of state of the art safety verification
tools such as Flow* and GoTube [83], and are in general challenging to analyse com-
putationally. Three of the benchmarks are taken from [6], and are shown in the
first three rows of Table 3.1. We include two higher dimensional benchmarks, Water
Tank 4D and Water Tank 6D, to demonstrate the ability of our approach to scale to
higher-dimensional models with up to six continuous variables. These two additional
models are also not locally-Lipschitz continuous. The equations of the dynamics of
these models are in Appendix A.1.

For each benchmark, we synthesise an abstraction using one of the proposed tem-
plates: piecewise constant, piecewise affine and sigmoidal, and perform flowpipe (i.e.,

reach sets) propagation over a 1-second time horizon using the appropriate tool*. We

2For the Water Tank 6D, we only use the piecewise affine template, as this abstraction performs
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Table 3.1: Table showing the properties of different abstractions with different tem-
plates over a series of benchmarks, and the total time spent for synthesis and flow-
pipe propagation. Here, ‘PWC’ denotes piecewise constant, ‘PWA’ denotes piecewise
affine, ‘Sig.” denotes nonlinear sigmoidal; W: network architecture (number of neu-
rons per layer); e: error bound, ||.|]|; denotes the 1-norm; M: number of modes in
abstraction; T": total computation time; 1 denotes average over 10 repeated runs.

el M T
min g max min n max min I max

Benchmark Template W
Water Tank PWC [15] 0.16 0.22 0.27 4 5.30 6 6.32 7.32 7.91
PWA [12] 0.08 0.09 0.10 6 7.00 8§ 14.55  70.37  390.90
Sig. [4] 0.07 0.07 0.07 1 1.00 1 1553 1831 21.53
Non-Lipschitz1 PWC [20] 097 121 147 14 26.50 45  13.84 16.07 20.56
PWA [10] 0.10 0.12 0.14 6 14.00 20 2458 5194 92.40
Sig. [4] 0.05 0.08 0.10 1 1.00 1 7624 9720 105.60
Non-Lipschitz2 PWC [24] 1.58 1.97 225 55 73.40 94 2581 3297 41.99
PWA [1210] 0.11 0.12 0.13 11 23.80 62 5594 86.47 163.16
Sig. [10] 0.06 0.08 0.10 1 1.00 1 309.82 368.36 451.04
Water Tank 4D PWC [25] 247 257 2.69 1 1.50 4 173.09 232.33  400.26
PWA [12] 0.80 0.80 0.80 4 810 18 9.14  21.49 50.70
Sig. [7] 0.35 0.35 0.35 1 1.00 1 100.08 133.00 317.80
Water Tank 6D PWA [16] 1.30 1.30 1.30 11 16.00 25 76.86 426.16 1659.32
NODE1 PWC [20] 1.59 183 212 33 63.10 86  36.23 70.03 104.95
PWA [5] 0.20 0.20 0.20 4  5.80 71720 17.92 18.65
Sig. [3] 0.20 0.20 0.20 1 1.00 1 120.38 126.51  137.63
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(a) Locally non-Lipschitz, nonlin-  (b) Neural PWC abstraction with
ear concrete dynamical model. associated polyhedral partition-
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Figure 3.7: Visualisation of neural abstractions (underlying flow and relevant parti-
tioning) from piecewise constant (PWC, b), piecewise affine (PWA, ¢) and sigmoidal
(d) templates of a concrete model (a) that does not exhibit local Lipschitz continuity
(Non-Lipschitz 2 model).
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Figure 3.8: Flowpipe (i.e., reach sets) propagation for the Non-Lipschitz 2 model
using neural abstraction templates and corresponding verification tools. Flowpipe
propagation is performed over the same initial set over the same time horizon (1
second).
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Table 3.2: Breakdown of the total computation time shown in Table 3.1. Here,
learning time T7; T¢: certifying time; T: time to compute flowpipe (i.e., reach sets)
over-approximation over horizon of 1 sec, using corresponding verification tool (cf.
Fig. 3.6).

Ty, Tc Ty

min n max  min I max min n max

Benchmark Template
Water-tank PWC 6.16 7.20 7.78  0.02 0.03 0.03 0.01 0.01 0.02
PWA 14.43 70.18 390.64 0.02 0.05 0.08 0.05 0.08 0.12
Sig. 10.99 13.90 16.79  0.00 0.01 0.02 3.90 4.40 5.13
Non-Lipschitz1 PWC 12.94 1442 1691 0.19 0.44 0.95 0.16 0.74 3.22
PWA 22.65 43.64 79.17  0.56 7.21 20.23 0.10 0.99 4.97
Sig. 19.47 26.63 36.88 0.61 1.60 5.17 46.01 68.97 83.91
Non-Lipschitz2 PWC 11.25 13.75 1522 1.27 1.86 2.58 8.51 1597 2227
PWA 28.48 54.20 136.79 1293  23.03 38.76 0.45 4.41 8.49
Sig. 30.73 65.35 127.13 12.76  37.17 58.26 257.82 265.84 275.55
Water-tank-4d PWC 172.06 215.69 306.95 0.38 0.58 0.94 0.20 15.84 92.13
PWA 6.37 12.63 21.94 2.07 8.61 40.64 0.09 0.13 0.17
Sig. 42.67 46.00 51.54 2598 57.09 24552 29.56 2991 30.92
Water-tank-6d PWA 38.92 101.84 360.93 16.64 323.45 1619.26 0.18 0.26 0.34
NODE1 PWC 6.04 7.61 8.26 28.97 60.21 95.12 0.11 1.64 7.15
PWA 3.12 4.24 4.89 12.67 13.60 14.49 0.03 0.04 0.04
Sig. 18.38 26.35 33.16 20.82 23.33 26.79 72775 76.83 8247

leverage our procedure’s dependence on random seeding and its low computational
cost: for each experiment we initialise multiple runs (namely, four) in parallel. When
the first of these returns successfully, we discard the remaining and record the result.
For statistical and reproducibility reasons, we repeat each experiment 10 times, and
present the mean (x), max and min over these runs.

We present the salient features of the abstractions in Table 3.1. In particular,
we present the architecture of the neural network (the number of hidden layers and
neurons within them); the size of the resulting abstraction in terms of the number
of modes M (nonlinear abstractions consist of a single mode) and the 1-norm of the
error bound € — a vector representing the error bound in each dimension — for each
abstraction. We note that the e presented is the global upper bound to the abstrac-

tion error, and does not account for any error refinement achieved by the procedure

best in the similar but smaller Water Tank 4D experiments.
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detailed in Section 3.5.4. In practice the mode-wise error is often much lower than
the global upper bound (see Section 3.6.4 for results on this), which enables us to
study higher dimensional models and employ the less expressive piecewise constant
templates successfully. The notable exception to this is for Water Tank 4D, for which
piecewise constant abstractions regularly consist of a very small number of modes,
despite a relatively high error: this indicates that the gradient-free learning procedure
performs less well for this higher dimensional model, and suggests that neural-based
piecewise constant templates are more suitable to smaller dimensional models.

Piecewise constant abstractions perform least well in terms of achieved error bound
and in general require larger networks (cf. column W in Table 3.1) and more modes
(col. M) in the resulting hybrid automaton: this is unsurprising, particularly when
compared to the higher-order piecewise affine abstractions. Meanwhile, piecewise
affine and sigmoidal templates perform more comparably to each other, though sig-
moidal templates do achieve slightly better error bounds while using significantly
smaller neural networks.

We also present a breakdown on the time spent within each stage of synthesis
—learning (77,) and certifying (T¢) — in Table 3.2. We prioritise learning speed for
the piecewise constant abstractions rather than comprehensive learning, seeking to
ensure learning times that are comparable to the other two templates. This is also
because we expect safety verification for piecewise constant dynamics to be quite fast.
This means that better errors might be achievable for piecewise constant abstractions,
however with significantly greater learning times.

We do not perform explicit safety verification using abstract models here, as se-
lecting regions of unsafe states is arbitrary given that all the abstractions depend
on an error bound. Instead, as anticipated earlier, we perform flowpipe (i.e., reach
sets) propagation for each abstraction over a time horizon of 1 second, and present

the obtained computation time (7) in Table 3.2. This column highlights the afore-
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mentioned trade-off between abstraction templates: flowpipes can be calculated for
piecewise constant abstractions (in general) significantly faster than for the other
two in lower dimensions. However, for higher-dimensional or more complex models,
the flowpipe computation is much slower: this is due to the abstraction error (e)
being greater, making flowpipe computation more difficult. Meanwhile, despite the
improved accuracy, the sigmoidal abstractions require more computation for lowpipe
propagation due to the increase in model complexity (non-linearity).

The flowpipe propagation is run with a 500 second timeout, and may not terminate
successfully - e.g., Flow™ is sometimes unable to compute the whole flowpipe. Across
all experiments (including repetitions), the flowpipe propagation is unsuccessful only
three times: twice for the sigmoidal templates for Non-Lipschitz 2, and once for the
piecewise constant templates for WaterTank /D. We also set an overall timeout of
1800 seconds on the whole procedure (including abstraction synthesis and flowpipe
propagation). Only four experiments failed to complete before this timeout: once for
the piecewise constant template for Water Tank 4D, and three times for the Water
Tank 6D experiments. We emphasise that these outcomes highlight the robustness
and ‘practical completeness’ of the end-to-end procedure. The numerical outcomes
shown in the tables exclude those few experiments that time out.

The abstractions for the Non-Lipschitz 2 model are illustrated in Fig. 3.7, with the
corresponding polyhedral partitioning (for piecewise constant and -affine abstractions)
and obtained (locally) approximated vector fields. The results of the corresponding
flowpipe (i.e., reach sets) propagation are then depicted in Fig. 3.8. This figure
illustrates further the sorts of safety verification tasks that can be completed using
each abstraction type: challenging verification tasks, requiring enhanced precision (e),
should be attempted using piecewise affine or nonlinear templates, whereas simpler
tasks might be formally verified more efficiently through safe piecewise constant neural

templates.
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3.6.1.2 Abstraction of Neural ODEs

The results presented in Table 3.1 include a model (NODFE1) that is Lipschitz contin-
uous, but whose dynamics are described by a neural network. These kinds of models
are known as neural ODEs (NODEs), and have become a widely studied tool across
machine learning and verification [43]. Here, we discuss abstracting neural ODEs as
an additional use-case for neural abstractions.

Neural ODEs are commonly trained to approximate real physical models based
on sample data. However, it is likely that these models are over-parameterised, mak-
ing their reachability analysis difficult. For the experiment, we train a neural ODE
consisting of a feed-forward network with three hidden layers of hyperbolic tangent
activations, based on data from an underlying two-dimensional model. Then, as with
the previous experiments, we construct abstractions of this neural ODE with three
templates and perform flowpipe propagation. The longest computation time is for
the sigmoidal template at 138 s, and the best performing average computation time
is for piecewise affine abstractions at 17.9s. In contrast, we provide the concrete
neural ODE to Flow™ with the same settings, which takes 205 s. It is clear that neu-
ral abstractions can be beneficial in improving computational efficiency for flowpipe
propagation of neural ODEs at the cost of the error bound €. We consider this to be
an alternative approach to reducing the Taylor model order with Flow* for improv-
ing computational efficiency, but instead of a one-time analysis, it results in a model
which is permanently easier to analyse.

Finally, we note that we do not use state-of-the-art tools for neural ODE reacha-
bility analysis here, such as GoTube [83] or NNV [118]. These tools cannot perform
reachability analysis on neural abstractions, as they do not account for the nondeter-
minism introduced by the abstraction error. Thus, in order to make a fair comparison
we use Flow™, since to the best of our knowledge, no tool specialised to neural ODEs

can also handle nonlinear neural abstractions directly. Our results are promising in
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light of research interest in neural ODEs, and warrant further interest in the reacha-

bility analysis of neural abstractions.

3.6.2 Comparison to Affine Abstractions based on a Simpli-

cial Partitioning

In this section, we present some supplementary empirical results on neural abstrac-
tions. Firstly, we note that hybridisation-based abstraction of nonlinear models have
been studied previously, such as in [18], which describes a type of hybridisation-based
abstractions that are similar to those constructed in this work. The approach relies
first on partitioning the state space using a simplicial mesh grid, and then allowing
the dynamics in each mesh to be calculated from an affine interpolation between the
vertices of the simplex. This affine simplicial mesh (ASM) based approach constructs
abstractions of the same expressivity as neural abstractions (first order approxima-
tions) with partitions defined by affine inequalities. An approximation-error bound
for ASM can be calculated for systems which have bounded second order derivatives
using the model dynamics and the size of each simplex (all simplices are assumed to
be the same size), as described in [18].

In Table 3.3 we compare between abstractions constructed using an affine simpli-
cial mesh and piecewise affine neural abstractions for three dynamical models with
bounded second order derivatives (see Appendix A.1). These abstractions both have
the same semantics (i.e., first order approximations), and may therefore be compared
in terms of the approximation error and the number of partitions.

We run the procedure described in Section 3.4 to synthesise certified abstractions
using selected network structures and an initial target error of 0.5. If a successful
abstraction is synthesised, we reduce the error by some multiplicative factor and
repeat. This iterative procedure continues until no success is reached within a time

of 300s. We report the results from 10 repeated experiments over different initial
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random seeds for neural abstractions, reporting the average (mean), minimum and
maximum results obtained. In contrast, we report the approximation-error bound for
ASM for different numbers of partitions.

The results reported in Table 3.3 illustrate that neural abstractions outperform
ASM based abstractions in terms of error for similar numbers of partitions. Further-
more, neural abstractions generally require significantly fewer partitions for signifi-
cantly lower approximation-error bounds. In practice this means neural abstractions
will outperform ASM-based abstractions for safety verification both in terms of speed
and accuracy. We also note the success ratio of our experiments, i.e., the ratio of all
experiments which achieve an approximation-error bound of 0.5 or less. These results
suggest that in general our procedure is robust and terminates successfully with high
probability for reasonable target errors.

We note that since ASM based abstractions are constructive and are able to
deterministically increase the number partitions and consequently reduce the error,
for very large numbers of partitions they would achieve lower errors than neural
abstractions. However, in practice these abstractions would be too large in complexity

to use with SpaceEx for safety verification.

3.6.3 Safety Verification Comparison to Flow*

In this section, we present some supplementary empirical results in which piecewise
affine neural abstractions are benchmarked against state-of-the-art safety verifica-
tion tool Flow*. We focus on piecewise affine abstractions as they are the most
explainable and best performing abstraction template in the main results presented
in Section 3.6.1. We consider 6 dynamical models within a full (bounded time) safety
verification framework (including computation of intersection with unsafe states).

Three of these models do not exhibit local Lipschitz continuity, and are therefore im-

possible for Flow™ to analyse. The remaining three models are Lipschitz continuous.
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Table 3.3: A comparison between abstractions constructed using an affine simplicial
mesh and neural abstractions. Here, W represents the neural structure used for
neural abstraction, Np: total number of partitions, e: the calculated upper bound
on the approximation error, Np: average (mean) number of partitions, & average
(mean) approximation error bound, €' : the maximum approximation error, e: the
minimum approximation error, Success Ratio: the ratio of repeated experiments that
terminated successfully (i.e., an error of 0.5 was reached within the first timeout of
300s). Note, we only include successful experiments when calculating the average,
min and max (since no error exists for unsuccessful experiments). All reported errors
use the 2-norm.

Benchmark  Affine Simplicial Mesh Neural Abstractions
N, € w Np € et €~ Success Ratio
Jet Engine 8 1.33 [10] 9 011 0.22 0.040 1.0
32 0.33 (10, 10] 27 0.077 0.17 0.040 1.0
128 0.083 [15,15] 61 0.058 0.071 0.053 1.0
Steam 24 3.58 [10] 27 027 037 021 1.0
192 0.89 [20] 236 0.18 0.27 0.15 1.0
Exponential 8 13.7 [10) 9 029 040 0.22 0.5
32 3.44 200 30 019 022 0.13 0.9
128 0.86 [20,20] 75 0.15 0.22 0.071 1.0

We benchmark the results obtained by the safety verification algorithm proposed
in Section 3.5 against Flow™® [45] (available under GPL), which, as previously dis-
cussed, is a mature tool for computing reachable regions of dynamical models. It
relies on computing flowpipes, i.e., sets of reachable states across time, which are
propagated from a given set of initial states. The flowpipes are generated from Tay-
lor series approximations of the model’s vector field in (2.3), over subsequent discrete
time steps. Crucially, the use of a higher-order Taylor series, or of smaller time
steps, leads to more precise computation of reachable sets. Since Flow*, like SpaceEx
(available under GPLv3) is able to calculate over-approximations of flowpipes, it is
suitable for use in safety verification, and is a state-of-the-art tool for verifying safety
of nonlinear models.

Making a fair comparison around metrics for accuracy between Flow™ and SpaceEx

is challenging, as they represent flowpipes differently [48, 24]. Here, we ask them to
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perform safety verification for a given pair of initial and unsafe states, on a collection of
different nonlinear models. As described in Section 3.3, the task of safety verification
consists of ensuring that no trajectory starting within the set of initial states enters the
set of unsafe states, within a given time horizon. Choosing the initial and unsafe states
is arbitrary, so we are also interested in the time taken to perform the verification
step and whether the tool is able to complete the verification within a given time
limit (without the error ‘blowing up’).

Our setup is as follows. Firstly, for a given benchmark model we define a finite
time horizon T, a region of initial states A7 and a region of unsafe states Xy. Then,
we run flowpipe computations with Flow™ using high-order Taylor models. Similarly
we run the procedure described in Section 3.4, and construct a hybrid automaton
as described in Section 3.5 to perform flowpipe computations using SpaceEx. We
present the results in Table 3.4. In the table, we show the Taylor model order (TM)
and time step used within Flow™, as well as the structure of the neural networks used
for neural abstractions. For example, we denote a network with two hidden layers
with hy neurons in the first layer and hs neurons in the second hidden layer as [hy, hs].
We note that while Flow®, much like SpaceEx, can perform flowpipe computation on
the constructed hybrid automaton, it is not specialised to linear models like SpaceEx
is and in practice struggles with the number of modes required for high precision.

Notably, Flow™* is unable to handle the two models that do not exhibit local Lip-
schitz continuity. Flow* constructs Taylor models that incorporate the derivatives of
the dynamics: as expected, unbounded derivatives will cause issues for this approach.
Meanwhile, Ariadne [26] a is an alternative tool for over-approximating flowpipes of
nonlinear systems. While Ariadne does not explicitly require Lipschitz continuity,
it is also unable to perform analysis on tools with nth root terms at zero, due to
numerical instability. Instead, our abstraction method works directly on the dynam-

ics themselves, rather than their derivatives, in order to construct simpler, abstract
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Table 3.4: Comparison of safety verification between Flow* and the combination of
Neural Abstractions plus SpaceEx. Here, T": time horizon, TM: Taylor model order,
J: time-step, t: total computation time (better times denoted by bold), W: network
neural structure, M: total number of modes in resulting hybrid automaton, Blw:
blow-up in the error before T is reached, and -: no results obtainable.

Model T Flow* Neural Abstractions
™ 4§ Safety Ver. t 1% M Safety Ver. t

Jet Engine 1.5 10 0.1  Yes 1.3 [10,16] 8  Yes 215
Steam Governor 2.0 10 0.1  Yes 62 [12] 29 Yes 219
Exponential 1.0 30 0.05 Blw 1034 [14, 14] 12 Yes 308
Water Tank 20 - - No - [12] 6  Yes 49
Non-Lipschitz 1 1.4 - - No - [10] 12 Yes 19
Non-Lipschitz 2 1.5 - - No - [12, 10] 32 Yes 59

models that are amenable to be verified. By formally quantifying how different an
abstract model is through the approximation error, we are able to formally perform
safety verification on such challenging concrete models.

Notice that we additionally outperform Flow™* on a Lipschitz-continuous model
(Exponential in Table 3.4), where the composition of functions that make up the
model’s dynamics result in high errors in Flow™ before the flowpipe can be calculated
across the given time horizon. We highlight that despite relying on affine approxi-
mations (i.e., 15 order models), neural abstractions are able to compete with, and
even outperform, methods that use much higher order functions (10*" and 30*" in the

benchmarks) for approximation.

3.6.4 Evaluation of Error Refinement Scheme

Finally, we present results investigating the effect of the error refinement scheme
proposed in Section 3.5.4, over a single benchmark (Non-Lipschitz 2) for 10 repeated
runs and no parallelism (i.e., each run consists of only a single attempt) with and
without the error-refinement scheme. We consider first a piecewise affine template,
using a network architecture of two hidden layers with 14 and 12 neurons respectively,

and a piecewise constant template with a single hidden layer of 20 neurons. These
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Table 3.5: Breakdown of the timings shown in Table 3.4. Shown are the timings in the
constituent component shown in Figure 3.2: time spent during learning, time spent
during certifying the neural abstraction, and time spent during safety verification.
Remaining time is spent in overheads, such as converting from neural network to
hybrid automaton.

Model Learner Certifier Safety Verification
Jet Engine 19 194 1.8
Steam Governor 42 177 0.5
Exponential 27 278 3.3
Water-tank 48 0.001 0.05
Non-Lipschitz 1 13 0.50 5.5
Non-Lipschitz 2 31 15 5.1

results are shown in Table 3.6, where we report the mean (u) certifying time T
and flowpipe propagation time 7;. We consider any time spent in SMT-solving to
be certifying time. The time spent in the learner, 77, is not reported as this is not
impacted by the refinement scheme.

It is clear that for both templates, the error refinement provides a significant
decrease in flowpipe propagation time, at the cost of a minor increase in certifying
time. In addition to this, it significantly increases the usability of piecewise affine
abstractions for SpaceEx with twice as many successfully terminating. We note that
runs are considered unsuccessful if they do not terminate successfully from SpaceEx,
or within a 500 second timeout, as in previous experiments. Finally, we present the
average error bound over all modes in an abstraction, averaged over all successful
runs.

From the reported outcomes, it is clear that the error refinement is able to sig-
nificantly refine the error for modes in the abstraction, resulting in a more precise
abstractions and thus more accurate flowpipe propagation. This error refinement
technique is promising, as it can enable the approach to scale to higher-dimensional

and more complex models more easily.
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Table 3.6: The impact of error refinement on certifying time 7T, lowpipe propagation
time 7', and mean abstraction error over modes ||e||;, as well as the effect on success
rate (out of 10 repeats) of flowpipe propagation for the Non-Lipschitz 2 benchmark
for piecewise affine (pwa) and piecewise constant models. The results shown for T¢,
Ty and ||e||; are averaged over all successful runs, which we denote using bar notation
(rather than p as above).

Template FError Refinement Tc T; |lélli  Success Rate
PWC Without 0.92 1645 1.89 1.00
With 1.27  7.87 1.20 1.00
PWA Without 14.54 54.17 0.14 0.30
With 16.46 39.67 0.07 0.60

3.7 Limitations

3.7.1 Zeno Behaviour

The interaction between the discrete and continuous dynamics of hybrid automata
leads to a phenomenon known as Zeno behaviour, characterised by an infinite number
of discrete transitions in a finite amount of time. This is a well known pathological
behaviour of hybrid systems modelling; often, approaches to hybrid automata verifi-
cation exclude this behaviour for easy of analysis. Some Zeno behaviour is possible
to exclude under assumptions of Lipschitz continuity.

As with similar approaches which construct a mesh-based partitioning of the state
space [18], we assume that our abstractions do not exhibit Zeno behaviour. This is
a reasonable assumption in practice, but we cannot exclude the possibility of Zeno
behaviour in our piecewise affine and piecewise constant abstractions. In practice, it
may be possible to reduce, or even eliminate, Zeno behaviour through regularisation
during the learning process via a penalty term in the loss function. However, this is
an open question for future work.

Finally, we note that the existence of Zeno behaviour is only problematic if it
impacts our ability to analyse the model, and hence depends on the verification

technology used. For example, SpaceEx is able to enclose some Zeno behaviour, but
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not all.

3.7.2 Issues of Scale

Our approach is limited in terms of scalability, both with regards to the dimension
of the models and to the size of the utilised neural networks. The causes of this
limitation are twofold: firstly we are bound by the computational complexity of SMT
solving - known to be at least NP-hard (and in the presence of exponential and
trigonometric functions, undecidable) - which can struggle with complex formulae
with many variables. The SMT-based certifying step requires the largest amount
of time (cf. Table 3.2), indicating that improvements in the verification of neural
networks can lead to a large performance increase for our abstractions. We discuss

the second limitation in the next section.

3.7.3 Abstraction Complexity

We are limited in terms of the complexity of our abstractions by SpaceEx. While
SpaceEx is a highly efficient implementation of LGG [108], the presence of a large
number of discrete modes poses a significant computational challenge. It future work,
we hope to investigate the balance between abstraction complexity and accuracy.
The efficacy of neural abstraction on further tools for hybrid automata with affine

dynamics also remains to be investigated [10, 32, 155, 26].

3.8 Conclusions

This chapter introduces the novel concept of using neural networks not just as an
approximation of dynamical models, but as formal abstractions of dynamical models.
We have proposed a novel technique that leverages the approximation capabilities of

neural networks with different activation functions to synthesise these formal neural
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abstractions of dynamical models. Depending on the choice of activation function,
these abstractions may be cast as models with different, but well studied, semantics
— namely piecewise constant, piecewise affine and nonlinear (sigmoidal) dynamics.

By combining machine learning and SMT solving algorithms in a CEGIS loop, we
present a workflow for the construction of these abstractions, including templating,
learning and certifying the abstraction. Our abstractions consist of neural ODEs with
additive nondeterminism that overapproximate the concrete nonlinear models. This
guarantees the following property, in which safety of the abstract model carries over
to the concrete model. In order to perform safety verification effectively, we pro-
pose procedures which cast neural abstractions to well studied mathematical objects,
namely linear hybrid automata and nonlinear ODEs. These objects are amenable to
verification using existing tools, such as SpaceEx, Phaver and Flow*. Using these
existing tools, we show the advantages of abstractions of different semantics with
regards to their precision and ease to analyse, which indicates their suitability for
different verification tasks. The purpose of this is not to advocate for a single ab-
straction template, but to highlight the trade-offs between different templates, and
to highlight the utility of neural abstractions as a flexible tool for safety verification.

As expected, we find that piecewise constant neural abstractions, while the fastest
to analyse, are the least precise, and suitable for simpler verification tasks. Conversely,
nonlinear neural abstractions are the most precise, but are the most difficult to anal-
yse. Piecewise affine neural abstractions are a good compromise between the two,
and are suitable for a wide range of verification tasks and study.

We demonstrate that piecewise affine abstractions constructed from neural net-
works are more accurate than affine abstractions based on a simplicial partitioning
of the domain, for similar numbers of partitions. In doing so, we demonstrate that
by reducing the problems of how to partition a state space and how to approximate

the dynamics in each partition to a single problem of learning parameters of a neural
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network, we are able to construct abstractions that are more accurate and require
fewer partitions. We have demonstrated that our method is not only comparable to
Flow* in safety verification on existing nonlinear benchmarks, but also shows superior
effectiveness on models that do not exhibit local Lipschitz continuity, which is a hard
problem in formal verification.

Finally, we remark that our experiments are limited to low-dimensional models and
scalability remains an open challenge. This approach has advanced the state of the art
in terms of expressivity, which is the first step toward obtaining a general and efficient
verifier based on neural abstraction. However, our results are promising in light of
growing interest in neural ODEs; future work in this area should consider extending
tools specialised in reachability of neural ODEs [82, 83, 117] to neural abstractions by
incorporating the appropriate nondeterminism, enabling study of higher-dimensional
models and comparison to suitable baselines (such as Flow* and techniques in optimal
control). Obtaining scalability to higher dimensions will also require a synergy of
efficient SMT solvers for neural networks and safety verification of neural ODEs with
bounded nondeterminism, which are both novel and actively researched questions in

formal verification [101, 93, 111, 163].
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Chapter 4

Certificate-based Verification of
Dynamical Models using Neural

Networks

4.1 Introduction

The analysis of the behaviour of continuous-time dynamical systems focuses on a
wide range of properties, which are themselves suitable for an even wider range of
applications. Arguably the most common property is (asymptotic) stability, which
considers the (asymptotic) convergence of trajectories to an equilibrium point [152].
Stability is a fundamental property for dynamical systems, and is therefore of great
interest to the formal verification community. Furthermore, (unbounded time) safety
properties, namely the avoidance of an unsafe region of the state space [31], and their
dual, reachability, that is the hitting of a target region of the state space in finite
time [86], are also of great interest.

As we shall see, with the combination and the slight modification of these basic

properties (we shall alternatively denote as specifications or requirements), an engi-
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neer can in practice design a broad range of desired dynamical behaviours for any
model at hand.

Given a model of a dynamical system, a spectrum of properties can be investigated
from different perspectives and with diverse approaches: either analytical (e.g., via
local linearisation and eigenvalues computation) [152], or computational ones (e.g.,
via dynamic flow propagation or via reach-set computation). In general, non-linearity
in dynamical models is difficult to deal with: on account of this, approaches that are
indirect or sufficient can be successful: a proof that the system actually fulfils a
given requirement can be offered in the form of a certificate: the onus is thus to
find, or to synthesise, a real-valued function defined over the state space with proper
characteristics. A celebrated instance of indirect methods is the synthesis of Lyapunov
functions [113], whereby, historically, one ought to hand-craft a function, often based
on intuition and on physical properties of the underlying dynamical model. These
functions act as “energy functions” for the underlying model, and show that the
energy of the model necessarily decreases over time to a minimum value, which is
the equilibrium point of the model. This in turn implies asymptotic stability of the
equilibrium point. However, handcrafting Lyapunov functions is a non-trivial task,
and often requires ingenuity and understanding of the model at hand.

In recent years numerical optimisation methods have automated the synthesis of
Lyapunov functions, employing templates, i.e. candidate functions where only the
coefficients (parameters) ought to be determined. Commonly, the choice falls onto
polynomial templates framed as sum-of-squares (SOS) convex problems [127, 128, 79],
which are known to admit globally optimal solutions. Indeed, the success of sum-of-
squares methods has led to the development SOS techniques to synthesise barrier
certificates for certifying safety properties [135, 136] However, these techniques oper-
ate solely on models with polynomial dynamics and various convexity assumptions.

Alternative formulations include linear programs [30, 150, 141], and semi-algebraic
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systems [157, 156], all of which leverage structural requirements on the dynamical
models at hand.

Despite the usefulness of the mentioned synthesis approaches, they are often nu-
merically sensitive and generally unsound, and thus undesirable for robust solutions
and safety-critical applications [2, 36, 104]. Consequently, in recent years interest
has grown in approaches for synthesis that can yield provably-correct certificates for
a range of properties, much in the same line of research as correct-by-design con-
trol synthesis [160, 29]. A powerful technique to reason formally about correctness
involves SMT-solving [27]. SAT-modulo-theory (SMT) extends satisfiability (SAT)
solving, namely finding satisfying binary assignments to variables that make Boolean
functions evaluate to true, to richer theories, such as linear or non-linear arithmetic
over real numbers.

SMT has been used for synthesis tasks such as formal control synthesis, [94], but is
commonly used as part of a counter-example guided inductive synthesis (CEGIS) [158]
framework. This framework involves guessing a candidate solution using induction-
based techniques, and then checking the validity of the candidate using an SMT solver.
Approaches based on CEGIS have also been utilised for the synthesis of controllers
[1] and certificates for dynamical models. Such techniques have been used first for
certifying stability of dynamical models using polynomial Lyapunov functions and
later extended to more general reach-avoid requirements [8], [98], [142], [143].

Related to SMT-based solutions, approaches that formulate synthesis problems
as mixed-integer linear programs (MILP) have also been used to synthesise provably-
correct Lyapunov functions [54] [55] for stability analysis, encompassing linear matrix
inequalities for uncertain systems [119], and barrier certificates for safety [172], [41,
42]. Notably, mixed-integer problems also encompass candidates in the form of neural
networks with ReLLU activation functions, and may employ an optimisation engine

like Gurobi [85] to certify the soundness of the proposed functions [173].
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4.1.1 Related Work

The flexibility of neural networks has permeated throughout fields, including their use
for synthesis of Lyapunov-like functions. For instance, early usage of neural networks
for Lyapunov functions may be found in [145, 126], and later [97]. These describe gen-
erally unsound procedures for gradient descent-based training of a Lyapunov neural
network (LNN).

In response to a need for soundness guarantees in safety-critical applications, [98]
leverages counter-example guided inductive synthesis (CEGIS) to synthesise Lya-
punov functions and barrier certificates for nonlinear continuous-time switched-mode
systems. These certificates are verified using SMT-solvers, namely Z3 [59] and dReal
[76]. Similarly, synthesis of certificates and controllers for reach-avoid properties in
switched systems are studied in [143, 142].

A recent wave of research has seen the use of neural networks as part of the CEGIS
framework for the sound synthesis of Lyapunov functions [8, 40, 4, 148, 80, 81] and
for barrier certificates in e.g. [130, 171, 139]. The growth of certificate learning
for Lyapunov and barrier certificates has seen the development of the software tool
[4] and survey work [58] in this area. Within the CEGIS framework for certificate
synthesis, the choice of SMT solver depends on the models under consideration and
desired certificate template. Z3 [59] handles polynomial functions, dReal [76] and
iSat3 [153] enable analysis of non-polynomial functions as well as polynomials.

Meanwhile, more complex reach-avoid-stay properties have continued to receive
attention, though from a polynomial perspective. In particular [167, 166] where
bespoke genetic algorithms are leveraged to generate reach-while-stay and reach-and-
stay-while-stay functions, alongside controllers, for hybrid systems. Meanwhile reach-
avoid-stay properties and corresponding certificates have been well studied from a
theoretical perspective [122, 121]. In this chapter, we collate certificates for these

more complex properties, and categorise them in order to unify them within simpler
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certificates for stability, reachability and safety. We also generalise the concept of

reach-avoid-stay property by allowing the stay set to be different from the reach set.

4.1.2 Contributions

The contributions of this chapter are summarised as follows:

e we collate and add to existing certificates from across the literature for nonlinear

continuous-time dynamical models;

e we taxonomically categorise the properties these certificates certify into a sim-
plified and general framework, which we newly describe through notions arrive,

avoid and remain;

e we describe a unified algorithm to synthesise controllers to guide dynamical
models to satisfy a specification, concurrently with certificates to prove they

satisfy these specifications;

e we implement our framework' on top of the computational library Fossil [3],
offering a new prototype software tool that can verify general arrive, avoid and
remain properties for nonlinear control models using controllers and certificates

based on neural networks.

4.1.3 Organisation

This chapter is organised as follows. Section 4.2 provides relevant background infor-
mation and notation used across this work. In Section 4.3, we describe a range of
properties for dynamical models and certificates which prove that they hold. Next,
we describe a unified and computationally correct algorithm for synthesising these

certificates in Section 4.4. We present experimental results for a prototype tool to

! Available at https://github.com/oxford-oxcav /fossil.
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synthesise these certificates in Section 4.5, before discussing the limitations of our

framework in Section 4.6 and providing concluding remarks in Section 4.7.

4.2 Preliminaries

4.2.1 Dynamical Models

We denote the set of positive real numbers as R, and its extended version as R, =
R, U {+o00}. A function is said to be of class C! if its first derivative exists and is
continuous. Given a scalar valued function V', we denote its 8 level set as Qg(V) =
{z € X | V(z) = B}, and its 3 sublevel set as Q; (V) = {z € & | V(z) < B}. Let us

consider models described by

E(t) = fE(),ult),  &(to) =m0 € Xy C X, ((2.4))

where £(t) = x € X C R™ is the state of the system which takes value in the state
space X and f : X x U — R™ is a Lipschitz-continuous vector field describing the
model dynamics. We refer to these models as control models, and emphasise that in
this chapter, we assume f to be Lipschitz continuous. We denote a trajectory over
a time horizon T € R, as &(t) : [to, T] — R”, where £(¢) admits a time derivative
everywhere, and such that £(¢) = f(£(t),u(t)) and £(t) € X, namely the trajectory is
a solution of the model in (2.4). Finally, u(t) € Y C R™ is the input and X; denotes
the set of initial conditions. Once a state-feedback controller u(t) = k(£(¢)) has been
specified, we may interpret the dynamics described by (2.4) as those of a closed-loop

model, as follows

£(t) = f(E(t), &(to) =m0 € X7 C X. ((2.5))

We refer to models of this kind simply as autonomous dynamical models. As before,

we assume [ to be Lipschitz continuous. This ensures the existence and uniqueness
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of solutions, as given by the Picard-Lindeldf theorem [52, p. 12]. We denote with z*

an equilibrium point of (2.5), namely where f(z*) = 0.

4.2.2 Systems and Properties

The goal of this work is to find a feedback controller, namely a signal k(z) = u(¢) in
time, such that the dynamics above satisfy some desired temporal requirements (e.g.,
safety), or to show that given closed-loop (autonomous) dynamics are endowed with
some given property (e.g., asymptotic stability).

We interpret properties of dynamical models in (2.5) in terms of their trajectories,
and of binary relations that these trajectories have with given sets within the state
space X. To this end, we now introduce the notations and the semantics of the sets
characterising properties of dynamical models. We denote by Ay an unsafe set, indi-
cating a region of the state space where the system’s trajectories should avoid; notably,
it is sometimes simpler to define a set Xs of safe states, and consider X, = X'\ Xs.
X represents a goal set, indicating the region that the system’s trajectories should
enter; and Xr represents a final set, indicating a set where the system’s trajectories
should remain for all times after arriving at the goal set. These sets will be employed
in the next section for the definition of properties, as depicted in Fig. 4.1. Implicitly,
we consider that the unsafe and final sets are disjoint, i.e. Xy N Xr = () and that the
goal set is contained within the final set, i.e. X5 C Xr. Often we will assume sets to
be compact; the motivation for assuming sets to be compact (rather than closed) is
mainly to ease automated synthesis and verification. Additional topological proper-
ties of sets will be clarified later, within formal statements. Given a set S in a domain
X, we denote by SC its complement, i.e. X'\ S, and by int(S) its interior, namely the
set without its border, i.e. int(S) =S\ 095.

We consider a set S to be (forward) invariant if at some initial time ¢y, {(to) € S

implies that for all ¢t > ty, £(t) € S [31]. We consider a set S4 to be attracting [31]
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with region of attraction Sp if for some initial time ¢y and any initial state £(t9) € Sp,

the trajectory £(t) converges to Sq as t — oo, i.e. if limy_,, dist(£(t), Sa) = 0.

4.2.3 Neural Networks

Denote a neural network A/ with input layer 2y € R", corresponding to the dimension
of the dynamical model in (2.4). This is followed by %k hidden layers zi, ..., zx with
dimensions A1, ..., h;, respectively, and finally followed by an output layer z;, € R%
In this chapter, d € {1,m}, where d = 1 corresponds to a scalar-valued certificate,
whereas d = m is used for a state-feedback controller with m control variables.

To each hidden or output layer with index i are associated matrices of weights
W; € R"*hi-1 and vectors of biases b; € R" [114]. Every hidden layer i is associated
with an activation function o;: R — R. The valuation of output and hidden layers is

given by

Z; :Ui(VVi'Zifl—Fbi), 7= 1,...,]€, ((26))

21 = Wigr - 25 + by, ((2.7))

where each o; is applied element-wise to its h;-dimensional argument.

4.3 Properties and Certificates

We present a number of properties (or requirements) for dynamical models defined
over their trajectories, alongside definitions of corresponding certificates, whose exis-
tence serve as sufficient conditions for the satisfaction of the desired properties. We
focus on continuous-time models; while the presented properties may be seamlessly
applied to discrete time models, the corresponding certificates would not necessarily

align with the presentation of the work, hence we omit their discussion as outside
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the scope of this work. Several properties (and corresponding certificates) are ubig-
uitous across the control theory literature, whilst others have been more recently
introduced or inherited from analogues in formal verification. Further, we include
a practical variant on Lyapunov functions to allow for “constrained” local stability
and an original certificate called Reach-Avoid-Remain, and suggest that more can be
obtained in a modular, composable fashion. We emphasise that while many of these
properties are similar to each other, they are subtly, and importantly, different and
distinguished. Later in the section we provide a summary and clarification on their

distinguishing features, which may also be seen in Fig. 4.1.

4.3.1 Stability

Stability is the most-studied property of dynamical models, and many definitions of
this property exist. Stability is most commonly characterised in a Lyapunov (asymp-
totic) sense [152], namely in terms of the distance of a trajectory from the equilibrium
point. Conversely, in order to achieve a consistent characterisation of properties in

terms of set containment, here we characterise stability as follows:

X, VE(ty) € X, AT € R VT > T, £(7) € {27}, (4.1)

where X7 has non empty interior. In words, there exists some initial set A7 such that
for all trajectories initialised in A7, there exists a time instant 7' (possibly at infinity)
when the trajectory reaches the equilibrium state z* and remains there for all times
after T. A model can be proven to satisfy this property using a Lyapunov function,

which we introduce next.

Certificate 1 (Lyapunov Function). Given a model f with unique equilibrium point

x* € int(X), consider a functionV : X C R" — R,V € C'. V is a Lyapunov function
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Figure 4.1: Pictorial depiction of relevant properties in this work. Here, X is the
initial set, A the unsafe set (X is its safe complement), X the goal/target set, X
the final set. (The entire state space is X.) Here, a dashed background denotes that
the corresponding set’s existence is implied by the corresponding certificate, but that
it is not explicitly defined in the property.
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V(z*) =0, (4.2a)
V(z) >0 Vaxe X\ {z"}, (4.2b)
V(z)=(VV(z), f(z)) <0 VzeX)\{z}. (4.2¢)

Theorem 4.1 (Stability). Given a model (2.5), if a Lyapunov function exists, then

(4.1) holds for some set of initial conditions Xj. |

Proof. (Proof of Thm. 4.1) We state without proof from Lyapunov theory [152]
that the conditions in (4.2) imply that f(x) is asymptotically stable, and that all
sub-level sets of V(z) fully contained within X are forward invariant. Since V' is
continuous and X is non-empty, then there exists some [ such that the sub-level set
Qu(V)={re X | V() <p} is fully contained within X and z* € Q3. Since z* is
asymptotically stable, all trajectories in Q5 converge towards it, and (4.1) holds for

the initial set €. O

The structure of a Lyapunov function motivates our characterisation of stability.
A Lyapunov function is a scalar function that is positive definite, and provides insights
through its sub-level sets. Specifically, the sub-levels sets of a Lyapunov function are
forward invariant, and the largest sub-level set over which the Lyapunov conditions
(4.2) hold is the largen proven region of attraction for the equilibrium point. This
corresponds to the initial set X7 in (4.1). Let us clarify the issue of finding A7 in the

next section.

4.3.2 Region of Attraction

Thm. 4.1 proves the existence of some region of the state space in which initialised

trajectories will converge asymptotically towards the origin — this region is known as
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a region of attraction (ROA). In general, Lyapunov functions merely prove the exis-
tence of a region of attraction within the state space, without additional information
about its size or shape, though these attributes are in turn governed by the template
used for the Lyapunov function. Lyapunov functions may prove global asymptotic
stability under additional conditions, but these can be difficult to synthesise and ver-
ify automatically for some models. Here, we offer a certificate that acts as a “middle
ground” between local and global asymptotic stability.

Proving that all trajectories initialised within a given X} are stable amounts to
proving that X7 is contained wholly within a sub-level set of a Lyapunov function
(which must also lie in X'), and that the Lyapunov conditions in (4.2) hold over this
entire sub-level set. This is treated in the following equation and corollary.

First, we modify (4.1) to now require a specified set of initial states X7, which

should be a region of attraction for an equilibrium point, as follows:

VE(ty) € X7, AT € Ry, VT > T, &(7) € {z*). (4.3)

As with the stability property, T is allowed to be infinity. We can certify that an

autonomous model satisfies this property using the following certificate.

Certificate 2 (ROA Certificate). Let a dynamical model f be given with unique
equilibrium point x* € int(X). A Lyapunov function V is an ROA certificate if there
exists a B such that X C {x € X : V(z) < B} and that the conditions in (4.2) hold
over the set {x € X : V(x) < p}. |

Alternatively, a Lyapunov function can be interpreted as a proof that a region
of attraction (here A7) exists within some larger set (X here ), whereas a ROA cer-
tificate proves the converse: that a given initial set A} lies within a larger region of
attraction, which is defined by a sublevel set of V. This certificate offers a more prac-

tical guarantee over classical Lyapunov functions: all trajectories initialised within
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the pre-defined set X} indeed converge (asymptotically) to z*.

Corollary 4.2 (Region of Attraction). Given a model (2.5), a bounded set of initial

conditions Xy, and a ROA certificate, then (4.3) holds. [ |

Proof. (Proof of Cor. 4.2) Let the 3 sub-level of the ROA certificate V' be Q5 (V) :=
{r e X | V(z) < pB}. By construction, X; C Qg, and the conditions of (4.2) hold.

The proof then follows directly from Thm. 4.1. m

4.3.3 Safety

Safety is another fundamental property we can require from dynamical models. It
involves the avoidance of some unsafe region:

namely, that no trajectory starting from X; may enter the unsafe set Xy/%; formally
VE(to) € Xp, Wt € Ryt > to, £(t) € X,°. (4.4)
For continuous-time models, safety over an unbounded time horizon can be proved

via barrier certificates [135, 136].

Certificate 3 (Barrier Certificate). Consider a dynamical model f, a compact unsafe
set Xy and compact initial set X;. A function B : X C R® — R, B € C!, is a barrier

certificate if the following holds:

B(z) <0 Vz e A, (4.5a)
B(x) >0 Vz € Ay, (4.5b)
B(z) < 0 Va € {z | B(z) = 0}. (4.5¢)

Many characterisations of barrier certificates exist, to cover different applications

ZWe shall later draw connections between the concept of safety and the dual notion of (uncon-
strained) reachability in Section 4.3.8.
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or to abide by additional constraints. These include reciprocal [15], high-order (zero-
ing) [161], or barrier conditions with modifications on the Lie derivative (4.5¢) [135].
For the last case, the condition on the Lie derivative is modified to be only non-
positive, but over the entire domain X rather than just the zero level set of B. These
certificates are alike in that they certify safety properties. However, the provided,
more conventional barrier certificate formulation is most suitable for this work in

terms of simplicity and usability.

Theorem 4.3 (Safety). Given a model (2.5), a compact domain X, a compact initial

set Xy C X and an unsafe set Xy, alongside a barrier certificate, then (4.4) holds. B

Barrier certificate theory leverages the concept of forward invariance, established
by Nagumo’s theorem (also known as the Bony Brezis theorem), which we state here

without proof. For a full proof, see [31].

Theorem 4.4 (Nagumo’s Theorem). Consider the system &(t) = f(£(t)), where f is
Lipschitz continuous such that for each initial condition £(to) € X it admits a unique
solution. Let Q2 € X be a closed set. Q) is positively invariant if and only if for every

exterior normal vector v at point x on the border of OS2, the inner product satisfies

(f(x),v) <0.

We may now prove Thm. 4.3.

Proof. (Proof of Thm. 4.3) By definition we have that X; N Xy = 0. The set
Qy(B) = {z € X | B(z) < 0} defines a closed set for which (4.5¢) ensures that
f(z) points inwards along its border. It follows from Theorem 4.4 that € is an
forward invariant set which contains A7, and that at all trajectories initialised in X
remain within g for all time ¢ > ¢y. (4.5b) ensures that Qy N Ay = 0, and hence the

specification in (4.4) holds. O
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4.3.4 Stable While Avoid

It is natural to extend the aforementioned notions of stability and safety towards
a combination of both, whereby all relevant trajectories converge towards an equi-
librium point, while also avoiding a given unsafe set. Such a property is formally

described as follows:

VE(ty) € Xy, 3T € Ry, Wt € [t, T), £(t) € Xy° (4.6)

AYT > T, &(T) € {z*}.

Since (4.6) is simply the conjunction of a ROA property and a safety property (with 7'
allowed to be infinity as before), certifying this is equivalent to concurrently certifying
the model is safe and that the initial set lies within a region of attraction: this task

can be thus formally tackled by the following corollary.

Corollary 4.5 (Stable while avoid (SWA)). Given a model (2.5) with unique equilib-
rium point x* € X, a compact domain X, a compact initial set X; C X and an unsafe

set Xy alongside a ROA certificate V' and barrier certificate B, then (4.6) holds. W

Proof. (Proof of Cor. 4.5) We note that the specification described by (4.6) is the
conjunction of those in (4.3) and (4.4). Therefore, the proof follows directly from
Cor. 4.2 and Thm. 4.3. [l

Notice that it is alternatively possible to combine the conditions of (4.2) and
(4.5) into that of a single certificate for stability and safety. Such a function is
sometimes referred to as a Lyapunov-Barrier certificate [169, 146]. However, in this
work we choose to use two separate functions, as this makes synthesis easier and more

modular.
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4.3.5 Reach While Avoid

Let us now set asymptotic stability aside, and instead study properties over a finite
time horizon: namely, we require that trajectories enter a non-singleton set in finite
time. These are reachability-like properties, which require trajectories to reach a
region known as a goal set. A reach-while-avoid (RWA) property requires a non-
singleton goal set to be reached within a finite time horizon 7', while avoiding an

unsafe region; in formal terms,

Vﬁ(to) S X], a7 € R,Vt S [to,T] : (47)

£(t) € P AET) € A

Next, we introduce a RWA certificate to guarantee that this property holds for a

model under consideration.

Certificate 4 (RWA). Define an unsafe set Xy = X \ Xs, where Xg is a compact
safe set, a compact initial set X; C int(Xs), and a compact goal set Xg C int(Xs)
with non-empty interior. A reach-while-avoid (RWA) certificate [166] is a function

V:R"® — R,V € C! if there exists v € R, such that

V(z) <0 Vxe X, (4.8a)
V(z) >0 Ve s, (4.8b)
Viz)< —y Vo e{reXs|V(z)<0}\ A (4.8¢)

Theorem 4.6 (Reach-While-Avoid). Given a model (2.5) and a RWA Certificate

corresponding to the given sets of interest, then (4.7) holds. [

Proof. (Proof of Thm. 4.6 (from [167])) Let A = {z € X5 : V(z) < 0}. For {(ty) €
A, it follows from (4.8a) and the definition of A that £(ty) € A. From (4.8¢), for all
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E(tr) € A\ Xg, V(E(ty)) < —v. Using Vo € A, V(z) < 0 and the comparison principle
[103], it follows that Vt € [ty, tp+h],VE(tx) € A\ X : V(E(t)) < V(E(ty))—vh < —vh.
Therefore, (tx) € A\ Xg implies Vt € [ty, tp+h], V(£(t) will decrease and thus cannot
reach 0Xg, since by (4.8b) Vo € 0Xs : V(x) > 0. Since Xg is compact and V(z)
is continuous, de € R s.t. e = infcxo\ 1, V(2) and the sublevel sets of V(z) are
compact. It follows that V(x) is lower bounded on A\ X5 C Xs \ X, so V(£(t)) will

decrease until in finite time £(¢) leaves A \ X and may only enter Ag. O

Remark 4.7 (Unconstrained Reachability). Unconstrained reachability can be defined
as a special case of RWA, where we set Xy = 0 (i.e. Xg = X ). Hence, a certificate

can be provided accordingly, as special instance of Certificate 4. |

We emphasise that a RWA certificate does not prove that trajectories will remain
within the goal set for all time, or that trajectories shall avoid the unsafe set for all
(unbounded) time, nor does the specification in (4.7) indeed encode these require-
ments. In fact, since the Lie derivative condition (4.8¢) does not hold across the goal
set Xg, it is possible for trajectories to leave the goal set after entering it, and there-
after enter the unsafe set Xj;. This alternative, more restrictive scenario is addressed

by the next certificate.

4.3.6 Reach-and-Stay While Avoid

A reach-and-stay while avoid (RSWA) property is similar to the RWA property, con-
sisting of RWA with an additional requirement that trajectories will eventually remain
within a given final set indefinitely, after reaching some subset of it, which we refer
to as a goal set. Though this goal set is not explicitly defined in the specification,
it is implicitly defined by the certificate to be desirable to reach as after reaching

it, trajectories must remain within the final set for all time. Formally, trajectories
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should satisfy the property

X VE(ty) € Xy, 3T € RVt € [to, T), €(t) € Ay°

NE(T) € Xg ANVT > T :&(1) € Xp. (4.9)

Notably, this property does not require that trajectories reach the final set and remain
within it, and may enter and leave the final set as long as they eventually remain
within the final set. However, in finite time trajectories must reach some subset of
the final set, known as a goal set, after which point they must remain within the final

set, for all time.

Certificate 5 (RSWA). Define an unsafe set Xy = X \ Xs, where Xs is a compact
safe set, then define a compact initial set X1 C int(Xs), and a compact final set
Xp Cint(Xs). A RSWA [166] certificate is a function V : R" — R, V € C!, if there

exists v € Ry such that the following is satisfied:

V(z) <0 Voe i, (4.10a)
V(z) >0 VYredXs, (4.10b)
V(z) < —y Vre{zreXs|V(z)<0}\ Ap, (4.10¢)
V(z)>f8 VredXe, (4.10d)
V() < —y VoeXp\int({zecXs|V(z)<pBY), (4.10e)

for some constant § € R.

Theorem 4.8 (Reach-and-stay while avoid). Given a model (2.5) and a certificate

corresponding to the given sets of interest, then (4.9) holds. [

Proof. (Proof of Thm. 4.8 (from [167])) Let B = {z € Xs: V(x) < }. From Thm.

4.6, there exists a time T > ¢, such that £(7T") € Xp. Using a similar argument as
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before, we conclude that V{(T) € Xr,£(t) with t > T enters in finite time Xr N B.
Since B is a sub-level set of the compact set S and continuous V', then B is also
compact and so is Xp N B . From (4.10¢) we have Yz € d(Xp N B) : V(z) < —7.
Combining with (4.10d), we have that all states £(t) € d(Xr N B) cannot reach 0Xp

and V (£(t)) decreases, meaning these trajectories remain in XrNB. Therefore, XrNB

is forward invariant. Since Xp C int(Xs), we have that (4.9) holds. O

The sub-level set of V' given by 3 defines an invariant set contained with the final
set, and the certificate ensures that trajectories reach this set in finite time without
entering an unsafe region. In turn, this implies that trajectories remain within (a
subset of) the final set for all time. Note that the specification described in (4.9)
- and the corresponding certificate - permit trajectories to enter and leave the final
set, as long as trajectories eventually enter a goal set and do not leave the final set

afterwards.

4.3.7 Reach, Avoid and Remain

The final property we consider is again similar to the previous Reach and Stay While
Avoid property, but, as with the ROA certificate, we seek to remove the existential
quantifier over the goal set from (4.9). This means that the Reach Avoid Remain
(RAR) property requires that trajectories remain within a final set after reaching a

goal set, but for specified goal and final sets. We express this formally, as follows:

Vf(to) S X[,HT S ]R,‘v’t S [to,T] :

Et) e X AET) € Xg AVT > T €(7) € Xp. (4.11)

Certificate 6 (RAR). Define an unsafe set Xy = X \ Xs, where Xs is a compact
safe set, a compact initial set X; C int(Xs), a compact final Xp C int(Xs), and a

compact goal set Xg C int(Xp) with non-empty interior. Let V : R™ — R be a RWA

92



certificate, and a function B : R® — R, B € C', such that:

Blz) <0 Vz € Xg, (4.12a)
B(z) > 0 Vz € 0XF, (4.12b)
B(z) < 0Vz € {z | B(x) = 0}. (4.12¢)
The pair (V, B) define a Reach-Avoid-Remain certificate. |

As with the Stable-While-Avoid certificate, we choose to formulate this certificate
as a pair of separate functions, rather than collapsing the conditions to a single
function. This choice, which of course does not affect the soundness of the approach,

renders synthesis practically easier and more modular.

Theorem 4.9 (Reach-Avoid-Remain). Given a model (2.5) and a certificate pair

V, B satisfying the conditions in Certificate 0, then (4.11) holds. [ |

Proof. (Proof of 4.9) This proof follows directly from Theorem 4.3 and Theorem 4.6.

[]

We note that here, the certificate B is similar to a barrier certificate as defined in
(4.5), though with X as the initial set and 0XFr as the unsafe set. We have restated
the function in this context for clarity. This function B is used to ensure that there
exists an invariant set contained within the final set, which itself contains the goal
set, such that X5 C Qy (B) C Xp. As before, this ensures that trajectories remain
within the final set, no matter where they first enter the goal set. Since the function
V ensures that trajectories enter the goal set in finite time (while avoiding the unsafe

set), our specification is satisfied.
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4.3.8 Summary and Classification of Properties

So far, we have presented a number of different properties that a dynamical model
may conform to. These properties, and the certificates that sufficiently prove them
to hold, can be complex and subtly different. However, we observe the following

similarities between them:

e All certificates rely on a set on initial conditions X;. In the case of a Lya-
punov function, this set is implicitly defined a-posteriori to the synthesis of the

certificate.

e Xy denotes a region trajectories should avoid (and thus relate to a safety re-

quirement).

e Either Ay or {z*} denote a region which trajectories should enter or arrive
at. We leverage this notion to encompass both finite time reachability and
asymptotic stability, and note that it can be thought as the dual of the avoid

category.

e Either X or {z*} denote a region which trajectories should eventually remain
in, for all time, as soon as they have arrived in a goal set. This notion is thus

related to both (forward) set invariance and asymptotically stable equilibria.

Based on these analogies, we introduce three labels avoid, arrive and remain,
and assign them to each certificate, in order to clarify their purpose and differences.
We portray these relationships in Fig. 4.2, where the label arrive encompasses both
stability and finite time reachability.

We note that this classification does not fully distinguish between some certificates,
which we clarify here. Firstly, as previously mentioned, a Lyapunov function and a
ROA certificate differ in that for the latter an initial set is explicitly specified a priori
to synthesis. Meanwhile, the SWA, RSWA and RAR certificates satisfy all three
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Figure 4.2: Euler Diagram depicting the semantic labels, arrive, avoid, and remain,
associated with each certificate in this work. By the dashed line, we group properties
that exhibit asymptotic stability. By the dotted line, we denote properties that exhibit
(finite time) reachability.

labels. Stable while Avoid is easy to distinguish, as it handles asymptotic stability,
whereas the others treat finite time reachability. Finally, we differentiate the RSWA
and RAR certificates as follows. A RSWA certificate proves that there exists a goal
set, contained within a given final set, that trajectories will reach and afterwards
never leave the final set. Meanwhile a RAR certificate explicitly defines both the goal

set and final set associated with this, allowing for a more elaborate specification.

4.3.9 Certificates for Control Models

Much work in the literature of certificate synthesis refers to, e.g., control Lyapunov
functions and control barrier certificates. In this work, we consider such terms to con-
cern certificates that refer to a model expressed in terms of both state = and control
input wu, as in (2.4). Existing approaches often specify a control set, over which the

specifications quantify existentially. In other words, they seek certificates for which
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there always exists a valid control action that allows for the property to hold. A
control Lyapunov function therefore proves that there always exists a suitable control
input such that the Lyapunov conditions hold, and hence the system is (asymptoti-
cally) stabilisable. This approach entails that, after a valid control-certificate is syn-
thesised, control actions can be determined, e.g. by solving an optimisation program
over the input space and the found certificate.

We emphasise that this is not the approach taken in this work. Instead, we syn-
thesise a feedback control law for the model described by (2.4), and “apply” this state
feedback to obtain a closed-loop model of the form of (2.5), for which we synthesise
a certificate. Whilst we synthesise the control law concurrently with the certificate,
we do not refer to these as “control certificates”, as in the literature. Hence, we
verify properties for control models using both a controller and a certificate, and in

particular do not delegate the controller synthesis a-posteriori.

4.4 Synthesis of Certificates and Controllers

Following the introduction of specifications that are salient for verification purposes,
and certificates whose existence prove that a given model satisfies these conditions,
we describe next a unified, efficient, and sound algorithm for the synthesis of these
certificates, for both dynamical and controlled models. The objective of the synthesis
task is twofold: we seek a feedback controller k(x) (with a chosen fixed template)
that ensures a given control model satisfies a desired specification, and concurrently
we synthesise a certificate C'(z) that serves as a proof that the specification holds.
As such, allow us to use C(x) to refer to each function in a possible pair separately.
Call with 6, the parameters of the state feedback law k(z) and 6. the parameters of

the certificate function C'(x). The synthesis task therefore amounts to finding values
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for the parameters 6, and 6, such that the certificate conditions hold, i.e.,

360,00 Ve e X: ¢(C(x)), (4.13)

where ¢(C(x)) denotes the conditions, related to a given specification (as formalised in
the previous section), that the certificate ought to satisfy. Our procedure is based on
counter-example guided inductive synthesis (CEGIS) [158], an established approach
to formally solving such exists-forall problems. CEGIS consists of two opposing com-

ponents: a leaner and a verifier (cf. Figure 4.4), which we detail in turn.

4.4.1 Learner

The learner fulfils the twofold task of designing both a stabilising control law (when
required) and the desired certificate, as exemplified in Fig. 4.3.

In this work, we seek feedback control laws and employ neural networks as a general
template for these functions: neural architectures allow for a wide variety of control
laws, as determined by the choice of their activation functions and of the number of
neurons.

Our candidate controller is thus simply the output of a neural network, contribut-
ing to the closed-loop dynamics, and which is then employed within the certificate
synthesis procedure.

For the certificate synthesis, we also employ a neural network as a template for
C'(z): this allows not only for polynomial templates akin to classical (e.g., SOS-based)
certificates, but also for highly non-linear functions, leveraging the expressive power
of neural networks. One of the crucial components of a successful training within
the learner is the definition of a tailored loss function. We can define a loss function
that allows us to train both the controller and the certificate simultaneously (with

the same gradient steps), as follows.
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Figure 4.3: Loss calculation block diagram. Blue indicates the inputs required for the
loss calculation: namely the sampled data sets D, the control and certificate network
parameters 6, and 6., respectively. Red arrows represent the back-propagation steps,
updating the networks’ parameters during training. f(x,-) corresponds to the model
in (2.4), while f(z) corresponds to the model in (2.5).

4.4.1.1 Certificate Loss

We note that all of the certificate conditions described in the previous section can be

expressed in terms of inequalities, either as

C(z) < c Vo € A, or as C(:Jc) X1c Vo € Ap, (4.14)

where € {<,>,> <}, C(z) represents the certificate, Ay represents the relevant
set (e.g., Xror X, 0 e {01, U, S, F, G}). and ¢ € R. We can then construct a loss
function based on this observation, as follows. Consider a monotonically increasing
function g(-) and suppose we have a finite set of sampled data points over the set A,
which we denote as Dn. A general loss function for any of the discussed certificate

conditions is thus

Lo =) glp-C(d)), (4.15)

deDpg
where p = 1 if = {<,<} and p = —1 if = {>,>}. Note that this function
penalises points in Dy where the required condition is not satisfied. Suitable choices

for function m are leaky-ReLU, which is piecewise linear, and softplus, which is
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smooth. Since several of the sets A5 are boundaries of sets, or represent level sets, in
practice we consider a small “band” around them, in order to encompass a sufficient
number of data points in Dp.

Ezample. Let us consider a barrier certificate B(z) for safety verification (see
(4.5)). We create separate sets of finite samples for each set defined by the property

(initial, unsafe, state-space), and the resulting loss function is given by

Lo— Nigg‘ g(B(d)) + NiZD o(~B(d)) (4.16)
e S o(B(d)

deZp

Here Zg(d) = {d € D : B(d) = 0}, where D is the set of N samples over the whole
state space, Dy is the set of N; samples over the initial set and Dy is the set Ny of
samples of the unsafe set. As described, we may modify the definition of Zg to include
a band around the zero-level set of B(z), in order to ensure that enough samples are
included in the loss function. This band is defined as Z(d) ={d € D : |B(d)| < 7},

where 7 is a small positive constant.

4.4.1.2 Control Loss

Let us now discuss controlled models. Note that, as described in Figure 4.3, the
parameters of the neural network controller appear in the loss function for the cer-
tificate, as described previously. Specifically, they manifest themselves in the terms
corresponding to conditions on the Lie derivative of the certificate, since these in turn
depend on the control-dependent dynamics f. This should encourage the learner to
seek a controller that enables a valid certificate.

However, in practice we find that this is insufficient for robust synthesis in the case

of arrive requirements with non-trivial sets (in other words, not including Lyapunov
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and ROA certificates). While our certificates and properties make no assumption on
the location of the goal set or of the equilibrium, often an equilibrium point (which,
without loss of generality, is the origin) lies within the goal set.

If this is the case, trajectories converging to the origin exhibiting a negative Lie
derivative are in turn attracted to the goal set. Since the Lie derivative consists of
two components, f(z) and VC(z), it can be helpful to separate these elements within
the loss function to encourage better learning. We thus propose the additional term

for the loss function:
L, (4.17)
N Z HdH Hf

where (-,-) is the inner product of its inputs and || - || is the 2-norm of its input,
and D is the set of NV samples over the state space. This loss is known as the co-
sine similarity of the two vectors d and f(d), and rewards vectors for pointing in
opposite directions, but without being influenced by the magnitude. We interpret
this loss function as separating f(z) from VC(x) when calculating the Lie derivative,
and instead replacing the corresponding certificate with a “default” positive definite
function (that of Euclidean distance). This encourages the loss function to specifi-
cally focus on the parameters in the feedback law to learn a desirable f(z). As an
alternative interpretation, since any vector d is fixed and points away from the origin,
this encourages a controller which guides the dynamics to point towards the origin,
and hence eventually converge towards it. We demonstrate the efficacy of this loss

component in Section 4.5.2.

4.4.1.3 Combined Loss

We combine the two loss functions described above to obtain the final loss function
for the learner. We note that the control loss is only relevant for controlled mod-

els, and hence we only include it in the loss function when synthesising a controller
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concurrently with a certificate. The final loss function is then:

L = Lo+ ALy, (4.18)

where A € {0,1}. If A = 0, then we are synthesising a certificate for an autonomous
model (and no feedback controller); if A = 1, then we are synthesising a certificate
and a controller simultaneously. The value of lambda is merely indicative of the task
at hand, and does not affect the synthesis procedure other than including the control

loss in the overall loss function.

4.4.2 Verifier

We now discuss the dual component of the CEGIS architecture, the verifier, as por-
trayed is Figure 4.4. The verifier’s role is assumed by an SMT solver and its operation
is described as follows. Let ¢(C') denote the conditions required for a given certificate
C. We seek a point x € X that violates any of the constraints ¢(C(z)) associated
to the certificate. To this end, we express the negation of such requirements —¢, and
formulate a nonlinear constrained problem over real numbers. Formally, we ask an

SMT solver to find a witness to

dr e X : =¢(C(x)), (4.19)

where any such witness x would be considered a counterexample to the validity of
the certificate ¢.

Example (Cont’d). Consider the negation of barrier certificate conditions ¢ as in
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(4.5), namely

(x € Xr AB(z) >0)V
(x € Xy ANB(z) <0) Vv (4.20)

(B(z) =0 A B(z) > 0).

The verifier searches for an assignment d.., of x of the negation constraints in
(4.20). In the context of a barrier certificate, this means the verifier searches for a
point d.., where the barrier certificate B(x) is positive in the initial set A7, or negative
in the unsafe set Xy, or where the Lie derivative B(z) is non-negative at the boundary
of the barrier certificate. This in general requires manipulating non-convex functions
and sets, and is therefore handled by an SMT solver. Whenever such x is found,
it represents a witness that the candidate B(z) is not a valid certificate function.
We may augment the corresponding data set Dy based on this counterexample and
provide additional information to the learner component at the next iteration. [ |

The correctness of our algorithm hinges upon the soundness of the verification
engine: we use two solvers, Z3 [59] and dReal [76], both of which are sound over non-
linear real arithmetic. 73 is restricted to polynomial reasoning, whereas dReal can
handle non-polynomial expressions, for instance containing trigonometric or exponen-
tial terms, thus allowing for more complex models and certificates (via their activation
functions). We note that dReal is a d-complete SMT-solver: while this guarantees
dReal will always find a counterexample if one exists, it may return also spurious
counterexamples within a d-perturbation of the original formula [76]. This implies
that our procedure may not terminate successfully, even when the candidate is valid.
However quite importantly it does not compromise the correctness of certificates we

verify successfully.
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4.4.3 Enhanced Communication amongst Components

Our CEGIS approach builds on that of the software tool Fossil [3]. As part of its
CEGIS loop, Fossil adds two elements to enhance the communication between com-

ponents.

4.4.3.1 Translator

The translator is tasked with the conversion of the neural networks into a symbolic
candidate C'(z) and the corresponding C (x), ready to be processed by the verifier
(see Fig. 4.4).

The efficiency of SMT solvers depends also upon the numerical expressions of the
formulae to be verified. Often the training returns numerically ill-conditioned expres-
sions, e.g. unreasonably small coefficients (e.g., in the order of 1078); these candidates
might slow the verification step, and thus the whole procedure. The translator thus
rounds the coefficients of the candidate function to a specified precision, in order to

help human interpretation and the verification process.

4.4.3.2 Consolidator

Generating counterexamples is, in general, an expensive procedure, and the verifi-
cation engine returns a single counterexample (dex in Fig. 4.4); e.g. an instance
satisfying (4.20). Naturally, an isolated sample does not provide enough informa-
tion for the learner to improve the candidate certificate. To overcome this issue, we
randomly generate a cloud of points around the d. point, since samples around
a counterexample are also likely to invalidate the certificate conditions. Secondly,
starting from dee, we compute the gradient of C' (or of C) thanks to an automatic
differentiation feature, and follow the direction that maximises the violation of the
certificate constraints. The consolidator then aggregates the original counterexample

and the newly generated points (denoted df,, in Fig. 4.4) with the sample set S for

cex

103



a new synthesis attempt by the learner.

DD U d(—;}éx )
Learner Consolidator

C(z)

(Neural Net) C (ﬂf)

(Symbolic) . valid
Translator Verifier }

Figure 4.4: Enhanced CEGIS architecture within Fossil.

dCGX

4.4.4 Comments on Specific Certificates

We add a few remarks next, elaborating on practical synthesis details that are unique

to specific certificates.

4.4.4.1 Lyapunov Functions

We assume without loss of generality that the given model has an equilibrium at the
origin. We aid synthesis by enforcing the positivity condition by construction: in
the case of positive-definite functions this is done by fixing the output layer’s weights

Wi11 to be all positive.

4.4.4.2 ROA

For verification, we estimate the smallest sub-level set that contains X} using sample
points. Then, we verify that X7} is contained wholly within this level set and that the
Lyapunov conditions hold over the entire sub-level set. Due to dReal’s inner workings,

when verifying either Lyapunov or ROA certificates, we remove a very small region
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around the origin from the verification domain. This is common practice [40] across
similar works, and does not affect sub-level sets outside this region. In fact, this

notion is studied as e-stability [75]. This caveat does not apply when using Z3.

4.4.4.3 RSWA

The choice of v for the RSWA and RWA certificates is arbitrary and may be fixed
prior to synthesis. Meanwhile, the conditions described in (4.10d, 4.10e) depend
on the existence of the parameter 5. We must prove a value for this parameter
exists such that the relevant conditions hold in order to prove the certificate is valid.
After successfully verifying the conditions which do not depend on (3, we perform a
line search for 8 to find a suitable value [166]. Given a value for 3, we check the
conditions in 4.10d, 4.10e using dReal. If 4.10d is violated, we decrease [ and repeat
the check. If 4.10e is violated, we increase [ and repeat the check. This process is
repeated until both conditions are satisfied, or until the line search fails. If we do not

find a valid 8, we return to synthesis and keep training.

4.5 Computational Experiments and Benchmarks

We have implemented the proposed framework based on the computational library
of Fossil. We have tested our approach across a large number of case studies, and

benchmarked it against the first release of Fossil, showing improved results.

4.5.1 Main Results

Our new prototype tool, which we refer to as Fossil 2.0, is able to verify all properties
described in Section 4.3 for continuous-time models, both autonomous and controlled.
The extension to all the presented properties in discrete time is matter of future work.

We showcase the efficacy of our framework and corresponding tool across 26 bench-
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marks, taken from existing literature on certificate synthesis [150, 167, 3, 165]. Note
that, in some cases, we have modified these benchmarks to further challenge our
approach, for instance by using disjoint, non-convex sets in the specifications. We
consider a key strength of our approach to be its flexibility - we are able to perform
well on straightforward and challenging benchmarks using certificates that represent
both polynomials and more complex non-polynomial functions (as determined by
the activation function of the neural network). We reflect this in our selection of
benchmarks, including dynamics that are relatively simple and dynamics that involve
transcendental and trigonometric functions. Due to the large number of benchmarks,
details on the dynamics and sets can be found in Appendix A .2, and in the correspond-
ing code-base, https://github.com /oxford-oxcav/fossil, where additional benchmarks
can be also found. The results are reported in Table 4.1, where for each benchmark
we outline the number of variables N, and of control input N,, the property to be
verified (cf. acronyms introduced earlier), the number of neurons in each hidden layer
and the corresponding activation functions for these layers. The number of neurons
is denoted as a list, e.g. [ng,ns] indicates two hidden layers are composed of n; and
n9 neurons, respectively. The activation functions for these hidden layers are denoted
similarly. As mentioned, a strength of our methodology is its flexibility in terms of
the form that certificates may take: we are able to synthesise polynomial certificates
as well as non-polynomial certificates that represent more “neural-typical” functions
— this is illustrated in the Activations column of Table 4.1. By ¢, we denote that the
layer represents a polynomial function of order j; o, represents the sigmoid function,
oy represents the hyperbolic tangent function, o2 is the square of oy and oy is the
softplus function.

For almost all benchmarks, we use a linear control function. Our approach can
handle more general nonlinear templates, but we emphasise that, as we solve a verifi-

cation problem, rather than a control problem, we only seek a feedback law such that
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the property is satisfied by the closed-loop dynamics, and thus offer no guarantee on
the optimality of this controller. Still, we use a nonlinear controller employing o
functions for the benchmark number 10 of Table 4.1.

We measure the robustness performance by running each experiment 10 times,
where we initialise the network with different weights and a new dataset across sepa-
rate random seeds. Our procedure is not guaranteed to terminate, so after a maximum
number of CEGIS loops we stop it and consider the overall run a failure. In general,
we allow 25 CEGIS loops; for the SWA and RAR certificates we allow 100 CEGIS
loops as these certificates are composed of two functions.

We consider two metrics to assess the quality of our framework when attempting
to synthesise a certificate and controller: how often it returns a successful result, the
success rate S, and how long the algorithm takes for these successful runs, the time T'.
Table 4.1 thus reports S, along with the average, minimum and maximum time for the
procedure to terminate, under the 7' column, denoted w, min and max, respectively.
In brackets, we also denote the amount of time spent during the learning phase of
our procedure, with approximately all remaining time spent during the verification
phase.

The success rate is consistently close to 100%, with the minimum standing at
40% for a single benchmark , highlighting the robustness of our approach over the

presented broad range of complex properties.

4.5.1.1 Visualisations of Certificates

We present visualisations of three certificates from Table 4.1 in Figs. 4.5 to 4.7.
First, Fig. 4.5 shows an example region of attraction certificate in a phase portrait,

and corresponds to Benchmark 5 in Table 4.1. This consists of the smallest found

sub-level set of the corresponding Lyapunov function which contains the initial set

X7, and that also verified to satisfy the Lyapunov conditions over the entire sub-
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Ns N, Property Neurons Activations T (s)

min U max S (%)
1 2 0 Stability [6] (0] 0.01 (= 0.00) 0.16 (0.15)  1.50 (1.48) 100
2 3 0 Stability [§] (0] 0.28 (~ 0.00) 2.22 (0.45)  12.57 (3.31) 100
3 2 2 Stability [4] (0] 0.07 (0.01)  0.19(0.02)  0.47 (0.04) 100
4 2 2 Stability [5] (0] 0.09 (0.01)  0.26 (0.02)  0.54 (0.03) 100
5 2 0 ROA [5] (2] 0.71 (0.02)  1.17 (0.02)  2.59 (0.03) 50
6 3 3 ROA 8] (2] 124 (0.02)  39.08 (0.03) 287.89 (0.04) 100
7 2 0 Safety [15] o] 0.44 (0.35)  3.36 (2.90)  7.61 (7.11) 100
9 8 0 Safety [10] (1] 12.63 (7.71)  51.97 (32.75) 70.59 (44.66) 70
10 3 1 Safety  [15] (0] 1.57 (0.19)  11.87 (2.50)  51.08 (7.52) 90
11 3 0 SWA (6], [5] (0], [0] 0.19 (0.05)  2.46 (0.100)  12.10 (0.20) 90
12 2 0 SWA  [5,05,5  [¢a], [oge] 0.13 (0.06)  0.27 (0.14)  0.39 (0.20) 100
13 2 1 SWA 8, [5] (0], 2] 0.06 (0.03)  0.20 (0.10)  0.58 (0.24) 90
14 3 1 SWA [10], [8] (0a], [0] 4.06 (0.87)  19.81 (2.73)  103.49 (7.23) 90
15 2 0 RWA  [4] (03] 0.14 (0.09)  1.81 (1.75)  4.70 (4.63) 100
16 3 0 RWA  [16] [0s] 1.36 (0.00)  14.10 (0.14)  72.97 (0.20) 90
17 2 1 RWA  [4,4] [0 02] 0.59 (0.27)  6.82(3.32)  20.07 (11.46) 100
18 3 1 RWA  [5] (03] 0.46 (0.11)  16.06 (5.81)  72.47 (44.64) 80
19 2 2 RWA [ 0] 0.60 (0.40)  1.38 (0.94)  2.14 (1.90) 100
20 2 0 RSWA  [4] (0] 0.19 (0.03) 129 (1.04)  3.79 (3.37) 100
21 3 0 RSWA  [16] [0s] 481 (0.13)  27.14 (0.19)  80.95 (0.25) 100
22 2 0 RSWA [5,5] (Csig 2] 1.52 (0.06)  4.45 (0.19)  10.97 (0.35) 100
23 2 1 RSWA 8] [0s] 0.21 (0.05)  0.67 (0.25)  1.19 (0.91) 100
24 2 2 RSWA [5,5] [0 02] 0.98 (0.16)  1.23(0.28)  1.61 (0.46) 100
25 2 0 RAR  [6], 6] (0w, [02] 6.65 (1.08)  24.74 (6.46) 77.80 (15.06) 100
26 2 2 RAR [6, 6], [6, 6] [0wg.02), [sigpe] 5.13 (1.34)  26.99 (9.90)  101.23 (60.14) 100

Table 4.1: Results of synthesising certificates for all properties presented in this work. The first column indexes the benchmarks.
N,: Number of states, N,,: number of control inputs. We show the Property being verified and network structure (Neurons and
Activations). For certificates of two functions, comma-separated lists shows the different structures. Finally, we report success
rate (S) and the minimum, mean (x) and maximum computation time 7" over successful runs, in seconds. In brackets we show
the time spent during the learning phase.



level set. This is shown by the larger dashed line. For comparison, we include the
sub-level set of a simple Lyapunov function from a stability certificate, shown by the
smaller dashed line. We also show the set X; in dark blue. This figure demonstrates
the utility of the ROA certificate, which is able to verify that trajectories starting
in the given X} converge to the origin (since they lie within a region of attraction).
Moreover, Fig. 4.5 illustrates the low success rate of the corresponding benchmark
(40%): this is due to the pathological nature of the dynamics and the non-convexity
of the sets involved. This is a well-studied model which is known to be challenging to
synthesise a global Lyapunov function and corresponding region of attraction [165],
and is why we include it in our benchmark suite.

Fig. 4.6 shows a reach while avoid certificate as a surface plot, and corresponds to
Benchmark 17 in Table 4.1. The zero level set is shown as a dashed line. We denote
sets as follows: dark blue: A7; light blue: Xg; green: X;. This figure illustrates an
example non-convex safe set handled by our synthesis methodology.

Finally, Fig. 4.7 shows a RAR certificate, in a phase portrait and corresponding
to Benchmark 26 in Table 4.1. As before, we denote sets as follows: dark blue: X7;
light blue: Xg; green: Xg; orange: Xr. The RAR certificate is composed of a RWA
function (outer dashed line), which proves that trajectories reach the goal set Xy in
finite time while staying in the safe set, and a barrier component (inner dashed line),
which proves that trajectories will remain within the final set X once they reach the

goal set Xg.

4.5.2 Control Loss Evaluation

We have presented a novel loss function in (4.17) with the purpose of encouraging
trajectories to converge to the origin, which is often desirable in the case of arrive
conditions, as discussed in Section 4.4.1.2 We evaluate the inclusion of this loss func-

tion in two ways: first, we consider the effect on success rate and computation time
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Phase Plane

Figure 4.5: ROA certificate (Benchmark 5) showing the largest verified sub-level set
and corresponding region of attraction, with the level set (smaller dashed line) of a

synthesised Lyapunov function shown for comparison. The set X; is shown in dark
blue.

Success (%) Time (s)

With L, 96.67 7.14
Without L, 80.00 10.64

Table 4.2: Comparison of success rate and computation time for the combined RWA,
RSWA and RAR benchmarks with control, with and without the loss term described
in (4.17).
relative to not having the term across all control benchmarks for RWA, RSWA and
RAR properties, of which there are 6. These results are presented in Table 4.2, where
as before we present the success rate (this time over all 60 runs), and the average
computation time for successful runs. It is clear that the inclusion of this loss term
improves both the robustness and efficiency of the automated synthesis.

Secondly, we compare again these two metrics when instead using an LQR feed-
back controller. This is the purpose of benchmarks 22 and 24, which are identical

except for one key difference: benchmark 22 is equipped with a pre-computed LQR
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Figure 4.6: Surface plot of a RWA certificate (Benchmark 17) with zero level set as
dashed line. We denote sets as follows: dark blue: A7; light blue: Xjg; green: Af.
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Figure 4.7: RAR certificate (Benchmark 26) with zero level sets for both the RWA
function (outer dashed line) and barrier component (inner dashed line). We denote
sets as follows: dark blue: Xj; light blue: Xg; green: Xg; orange: Xp.
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controller, de facto representing an autonomous model, whilst we compute a control
law in benchmark 24 using the framework presented in this work. This allows us
to compare our framework’s ability to learn feedback laws which satisfy properties
relative to a common baseline controller, the known LQR. The results for these two
benchmarks are very similar, with our control approach performing slightly more
efficiently. Note, we do not claim to outperform LQR controllers, as other cost ma-
trices may perform better or worse; further, we do not provide the cost minimisation

guarantees - we simply use these benchmarks as a baseline comparison.

4.5.3 Comparison to Fossil 1.0 Baseline

We have built a prototype tool based on our framework, improving on the work
initially presented in [3]. This tool compares against competitive state-of-the-art
techniques such as SOS-tools, proving to deliver a faster synthesis for stability and
safety properties for autonomous models. Table 4.3 collects works providing an au-
tomated and sound synthesis of relevant certificates. However, these related works
are not proper software tools, and not equipped with a usable interface e.g., to tune
network architecture and activation functions or to handle several certificates. We
therefore benchmark against Fossil 1.0 as the state-of-the-art for certificate synthesis.
These results are presented in Table 4.4.

We employ the benchmarks originally outlined in [3], and for a fair comparison we
use the same network structure (width and activations) for both tools. It is clear that
the approaches are very similar when synthesising the more straightforward Lyapunov
functions. However, we achieve significant improvements in terms of both success rate
and synthesis time relative to the baseline, on account of a fine-tuned loss function, an
enhanced communication between the CEGIS components, and an overall improved

software implementation.
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Fossil 2.0 v v 7 v 7V /S S
Fossil 1.0 [3] X /X X X X X
FACS [166),[167] v X « X / / X
NLC [40] X X X X X X/
[144,142], [143) X X X X V V X V/
[173] X X v X X X X X
[171], [172] X X v X X X X v
[139] X X v X X X X X
98] X /X X X X X
[54] o X X X X X X X
(80, 81] X X X X X X/

Table 4.3: Comparison of works for automated (and sound) synthesis of certificates
for continuous-time dynamical models. We show the properties verified in the re-
spective works, and whether they are also able to verify these properties for control
models (either using control certificates or controller and certificate). Similar works
are grouped together.

Fosill 1.0 Fossil 2.0
Benchmark N, Property Neurons Activations min 0 max S min /4 max S
NonPoly0 2 Stability [5] [a] 0.04 0.21 1.58 100 0.01 0.16 1.54 100
Poly2 2 Stability [5] [p2] 0.35 11.71 70.39 90 0.08 4.77 6.50 100
Barrl 2 Safety [10] [o1] 0.34 1.00 272 40 0.02 0.27 0.63 100
Barr3 2 Safety [10, 10]  [0ig,0sig] 16.80 101.72 334.79 50 3.81 14.14 30.63 100

Table 4.4: Comparison of Fossil 1.0 vs Fossil 2.0 (the present work). Here, we use the
same naming scheme for benchmarks as used in Fossil 1.0, rather than indexing by
number. See Table 4.1 for details on the columns.

4.6 Discussions on Generality

4.6.1 Asymptotic Convergence to Limit Cycles

Oscillations are important and common phenomena occurring in dynamical systems,
typically linked to (stable) limit cycles. Certificates for stability analysis in the pres-
ence of limit cycles, or equivalently for the asymptotic convergence to such set, have
been so far notably absent from the synthesis framework in this manuscript. We

discuss them next, recalling Barbashin-Krasowskii-Lasalle’s Principle [103].
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Theorem 4.10 (Invariance Principle [103]). Let Q C X be a compact set that is pos-
itwely invariant with respect to (2.5). Let V : X — R be a continuously differentiable
function such that V(z) < 0. Let E be the set of all points in Q where V(z) = 0. Let
M be the largest invariant set in E. Then every solution starting in ) approaches M

as t — oo. |

Crucially, the principle states that we can prove asymptotic convergence towards
a set thanks to a Lyapunov-like function which is equal to zero exactly at the limit
cycle. Such certificates have recently been studied from the perspective of disturbed
models [122; 121]. Nonetheless, without prior knowledge of the existence and location
of a limit cycle it is, in our experience, impractical to automatically synthesise such
certificates, as they would need to be strongly templated based on the limit cycle
(namely, precisely tailored to that set). Whilst in principle our approach could offer
certificates for such properties, in this work we omit certificates requiring such an

extensive analysis of the model dynamics.

4.6.2 Sufficiency of the Certificates and Completeness of their

Synthesis

The certificates provided in this work are sufficient proofs for the corresponding
properties. We do not in general provide guarantees that a certificate exists if the
property is satisfied, i.e. necessary proofs. Such converse results exists for Lyapunov
and barrier functions. In particular, a construction method of Lyapunov functions is
known for globally exponentially stable models [103], whilst the necessity of barrier
certificates is studied in, e.g., [137, 168, 140].

Contextually, whilst sound, our counterexample-based inductive synthesis method
is not complete: whenever it finds a certificate, the desired property formally holds

for the model under consideration. On the other hand, if our algorithm fails to find a
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certificate, we cannot draw any conclusion about the validity of the property for the
given model. We show that in practice our procedure consistently terminates with a

successful outcome.

4.6.3 Modularity of the Synthesis and Nested Properties

We have not considered properties describing that of sequential reachability - namely
trajectories arriving at a series of target sets before the goal set. We have consid-
ered properties obtained by conjunction of requirements, and we shall comment in
Section 4.6.5 on instances obtained via disjunction. We could similarly obtain cer-
tificates by manipulating via propositional logic, (e.g., conjunction and disjunction,
rather than temporally, as suggested previously) requirements and corresponding cer-
tificates. Such properties tie into our approach of using certificates in a modular
fashion, which is a relatively unexplored concept and represents an area of future

work.

4.6.4 Issues of Scale

Our CEGIS-based approach consists of a gradient descent based learning phase fol-
lowed by an SMT dependent verification phase. While gradient descent is known to
scale well to higher dimensions, nonlinear real arithmetic SMT does not in general
scale well to higher dimensions and is the main computational bottleneck for our
approach in higher dimensions. This problem is shared to all methodologies which
rely on SMT. Possible mitigations, beyond an improvement of SMT performance,
include the use of an alternative verification method, e.g., software as Marabou [100]
for ReLU networks, or interval bound propagation based techniques. Issues of scale
are not specific to our approach, and are shared by many approaches in the literature,

including those reliant on SMT solvers.
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4.6.5 Broader Connections and Taxonomy of Properties

In Section 4.3 we have presented a diverse set of certifiable properties in terms of the
behaviour of trajectories (that is, of solutions) of a given dynamical model. Further-
more, in Section 4.3.8, we have laid connections across such properties through the
notions of avoid, arrive, and remain. Here, we further frame such requirements in
broader contexts, providing a categorisation of these properties within known classes
of specifications. This section is written for the benefit of readers with a background
in the mentioned areas, or with an interest in a perspective on dynamical models
grounded upon formal methods [160, 29] - this section may be otherwise dispensed
with, at no loss of understanding of the overall material.

First, we draw connections with formal languages (in particular, regular expres-
sions) and with automata theory (specifically, deterministic finite automata) [90], and
in passing we also informally relate to the use of temporal logic for specifications of
reactive models [131, 21, 51]. However, these connections can be drawn under an im-
portant proviso: that is, in formal methods, properties by and large are expressed over
finite alphabets, namely over a finite set of labels (which can be related to our sets —
or complement thereof — of interest), but most importantly concern traces in discrete
time. Similarly, formal languages and automata deal with finite or countably-infinite

strings of (finite) characters.

Safety and Reachability - Language and Semantic Duality We remark that
all the presented properties consist of combinations of two fundamental specifications
in formal verification [116, 107]. The first is safety, which qualitatively concerns
trajectories always staying clear from a nominative region in the state space that is
deemed to be unsafe. Thus, safety specifications are infinite-horizon requirements,
which however can be equivalently defined as requirements admitting finite-horizon

counterexamples: namely, they are specifications that are necessarily invalidated by
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trajectories that enter the given unsafe set in finite time.

The second specification we refer to as reachability, and comprise trajectories
reaching a given desirable goal set (which is also known as reach or target set).
Reachability is notably also employed to prove finite time termination of programs,
by means of certificates known as ranking functions [39] that are similar to Lyapunov
or RWA functions. In the area of formal languages, reachability is known to be
a co-safety property, namely a dual to a safety requirement and, as such, it is a
finite-horizon property. Indeed, in formal verification co-safe specifications admit
finite-horizon witnesses, that is satisfying trajectories that enter the goal set in finite
time. In Section 4.3 we have defined this as unconstrained reachability, and as a
special instance of the reach-while avoid specification. We could have alternatively
introduced it as the logical dual of safety, except that the certificate synthesis would
not have followed as seamlessly. We should mention that, more generally, co-safety
properties (and, in particular, reachability) are special instances of another broad
class of specifications, known as liveness properties [21, 51]: in this work we do
not deal with general liveness properties, and in particular the synthesis of sufficient

certificates for this class is left as future work.

Finite- and Infinite-horizon Requirements We have discussed that safety and
reachability properties are dual in the sense that the earlier raises a requirement over
infinite-horizon trajectories, asking that nothing bad ever happens, whereas the latter
requires reasoning about finite-horizon solutions, asking that over a finite time horizon
something good eventually happens [21]. However note that, whenever safety require-
ments are added to finite time reachability properties, as in the case of the avoid
constraint in RWA, RSWA | and RAR, these safety requirements ought to hold only
over the finite time spans inherited from the reachability requirements (since the goal

sets should be safe). Dually, as much as reachability requirements natively encompass
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co-safety properties, in this work we have discussed extension of such reachability re-
quirements over infinite time horizons: this is quite natural in control theory, namely
in the context of asymptotic stability. Similarly, we have not only raised require-
ments that trajectories reach a goal set within a finite time horizon, which we have
simply denoted as reachability, but additionally discussed (cf. 4.6.1) that they may
approach the set (e.g., a set of equilibria, or a limit cycle) asymptotically, which we

have denoted as asymptotic reachability.

Automata Theory Next, we qualitatively relate these classes of properties to au-
tomata theory. Through their duality, both safety and co-safety properties can be
expressed by the same class of finite-state models, namely deterministic finite au-
tomata (DFA) [90]. In other words, traces within these two classes of specifications
can be “compiled” by a DFA model, which “reads” them when they are started in one
of its initial states, and when they terminate upon reaching one of its accepting states.
Conversely, liveness properties, which generalise co-safety specifications, require au-
tomata of a different nature, such as Biichi or Rabin automata, which specifically
accept infinite traces. Summarising this discussion, we can conclude that we can
provide sufficient certificates for properties that can be expressed as DFAs: an entic-
ing extension of our work is looking at richer specifications obtained by modularly

composing such finite-state models.

Linear-time Properties and Temporal Logic Finally, let us draw connections
to temporal logic, a class of modal logic that was natively developed to specify re-
quirements of (models of) reactive programs [131]. Whilst originally employed for
finite-state programs evolving over discrete-time steps, temporal logics, such as LTL
(linear TL), have been also widely employed in the context of dynamical and control
models [160, 29]. Bearing in mind that the above caveat on discrete-time semantics

holds also in this context (which for instance renders its next operator useless for
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our purposes), we can express safety requirements over safe set S as always S - in
LTL syntax this is expressed as the formula 00S (or GS) - and, dually, reachability
requirements over target set T' as eventually T - in LTL this is ¢T" (or FT'); inciden-
tally, the discussed duality between these requirements is crisply expressed logically
as: 0S = —0-5 = =0 SC. Similar discussions follow for finite time properties, which
in LTL require selecting a (finite) horizon 7 € R, thus yielding for example [J=7S.
Reach-avoid can be expressed via the until operator U in LTL, say S UR, which can
be tailored to unconstrained reachability as T = true UT.

Dovetailing to the discussion above, we can thus flexibly and modularly synthesise
certificates also for the known weak until W, and even for the release R specifications

in LTL. Indeed, recall that [21]
SWT = (SUT) v OS.

We can thus obtain a certificate for weak until from either a certificate for reach-
avoid or one for safety, respectively. Additionally notice, in particular, that [JS =
S Wfalse. Additionally,

TRS = —(=T U=Y5),

and in fact (the next equivalent expression is easier for finding certificates
TRS = (T ANSW(T AS),

and so, in particular, (1S = falseRS.

4.7 Concluding Remarks

In this chapter we present a series of specifications for dynamical models which are of

interest in control theory and formal verification. We collate certificates, both from
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seminal and recent literature, as well as adding a new certificate for a reach-avoid-
remain property. These certificates act as sufficient proofs that these properties hold
for a given model. To address the subtle differences between these properties (and
their corresponding certificates), we provide a taxonomy of the properties described
in this chapter based on semantics of associated sets, and describe how these sets are
related to trajectories using the notions of avoid, arrive and remain. We associate
avoid properties with unsafe sets (and safety), arrive properties with goal sets (and
reachability or stability), and remain properties with invariant sets (and equilibria).

We then describe a general framework for the verification and control of dynam-
ical models via certificate (and control) synthesis. The framework seeks to provide
a generalised approach to synthesise all of the certificates described in this chapter,
alongside feedback control laws which satisfy the corresponding properties. The syn-
thesis procedure is based on a CEGIS loop, exploiting neural networks to provide
candidate functions, which are then formally verified with the help of SMT solvers.
Our approach is able to efficiently synthesise certificates for a wide range of proper-
ties for both autonomous and control models, with varying complexity of dynamics
and set structure. Furthermore, our approach is able to synthesise certificates which
consist of multiple, modular functions, concurrently with a feedback control law, to
prove that the resulting closed loop model satisfies the desired property. All of these
functions are neural networks trained using gradient descent. Since these networks
can represent functions of simple polynomial semantics, or more complex functions
which are highly nonlinear and non-convex, our approach enables significant flexibility
in the verification problems our framework can solve.

We construct a bespoke loss function for the training of these networks simulta-
neously, introducing a new term to encourage the feedback controller to drive trajec-
tories towards the origin. We show empirically that this loss function improves the

success rate and total synthesis time for benchmarks with properties involving finite
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time reachability to a non-trivial goal set.

We develop a prototype tool based on our framework using the computation library
of Fossil 1.0, and correspondingly develop a new version of this tool, Fossil 2.0. We
show that our synthesis framework outperforms a state-of-the-art tool Fossil 1.0 for
synthesis of Lyapunov and barrier certificates for autonomous models, both in terms of
success rate and computation time. We test our framework and corresponding tool on
a number of benchmarks, outperforming a state-of-the-art tool for certificate synthesis
and showing robustness to initialisation. The results show that our framework is able
to synthesise all of the certificates presented in this work with a high success rate and
low computation time.

In future work, we hope to explore further the modular synthesis of certificates
and leverage this to verify more complex properties, such as those involving sequential
reachability. Furthermore, we plan to extend our framework to additional model

semantics, including, for example, models with stochasticity.
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Chapter 5

Concluding Remarks

In this final chapter, we summarise the contributions, findings and conclusions of this

thesis, before ultimately discussing avenues and recommendations for future work.

5.1 Conclusions

It is clear that approaches from the flourishing field of machine learning will con-
tinue to filter to other domains, and the field of formal verification is no exception.
Whilst formal verification has much to offer to machine learning, the converse is
also true. This thesis studies how neural networks can be used in conjunction with
two fundamental techniques in formal verification: abstraction and certificate-based
approaches. This is studied in the context of nonlinear continuous-time dynamical
models, ubiquitous models in engineering and science which can describe countless
real-world physical systems. These models are by nature difficult to analyse, and the
techniques developed in this thesis contribute to an enormous body of work devoted
to this task.

In Chapter 3, we study the novel idea of leveraging a neural network not just as an
approximation of a (concrete) dynamical model, but as a formal abstraction. This is

achieved by proving that the neural network satisfies some approximation error with
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respect to the concrete model, enabling the construction of a formal abstraction with
nondeterminism, rooted in the concept of simulation. Constructing an abstraction
therefore requires procedure for synthesising functions with formal specifications, for
which we develop a novel algorithm based on CEGIS. We propose safety verification
as a motivating application for neural abstractions, and present a framework in which
neural abstractions are embedded to perform this task. This involves casting neu-
ral networks to equivalent models that are more amenable to analysis via existing
verification tools.

As part of the experimental evaluation, we compare and contrast the performance,
in terms of accuracy and computational efficiency, of neural abstractions whose un-
derlying model semantics vary in terms of their expressiveness. We consider three
different model semantics: (i) piecewise constant, (ii) piecewise affine, and (iii) nonlin-
ear (sigmoidal). We demonstrate the effectiveness of our synthesis algorithm and the
suitability of neural abstractions for safety verification on a number of benchmarks,
showcasing their effectiveness at verifying concrete models which do not exhibit local
Lipschitz continuity — a property that creates a challenging verification task and a
common obstacle for existing verification tools.

In Chapter 4, we study the problem of proving that a dynamical model satisfies
some given specification via synthesis of function-based certificates. Here, we build
on existing work in the field of neural certificate synthesis. We gather and augment
certificates from the literature, both recent and seminal, and develop a taxonomy to
categorise these certificates, using the notions of arrive, avoid and remain, based on
the nature of the properties they certify. These notions relate to how trajectories of
the model behave with respect to unsafe, goal and final sets.

We then propose a novel synthesis algorithm based on CEGIS, which is able
to concurrently synthesise neural feedback controllers alongside certificates (which

themselves may consist of multiple neural networks). This involves constructing a
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loss function to guide the certificate synthesis, including an original term so that the
feedback controller encourages trajectories to converge to the goal set. The synthesis
algorithm enables an approach which seeks a control law for a dynamical model that
satisfies a given specification, while simultaneously synthesising a certificate for the
model to prove that the specification is satisfied. We demonstrate the effectiveness of
this approach on a large number of benchmarks, comparing it to an existing tool for
neural certificate synthesis. We find that our approach is able to effectively synthesise
controllers and certificates for a wide range of benchmarks, including models or tasks
which are simple and those which are more complex, due the the flexibility enabled
by the use of neural networks.

Both of the approaches presented in this thesis illustrate a key advantage of neu-
ral networks: their ability to universally approximate nonlinear functions (with some
caveats of universal approximation theory, such as continuity and Lebesgue measur-
ability). This endows verification approaches rooted in neural networks with a high
degree of flexibility, and enables them to be applied to a wide range of dynamical
models. This bonus is also itself a drawback: bespoke approaches for specific mod-
els may be more effective than a general approach. Furthermore, it is unclear what
neural network architecture (in terms of size and activation function) is best for a
given task. Given the size and complexity of neural networks and the corresponding

challenge of verifying their properties, this is an important question to answer.

5.2 Future Work

Finally, we discuss a number of avenues for future work, both in the context of neural

abstractions and neural certificates.
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5.2.1 Neural Abstractions

Additional Model Semantics In Chapter 3, we studied the abstraction of continuous-
time dynamical models with additive bounded nondeterminism. Using neural net-
works to abstract alternative model semantics, such as hybrid models or discrete-time
models, is an open question. While the synthesis approach for such models might be
similar, the suitable use-case and verification applications may differ. Furthermore,
we did not consider control models for abstractions as we do in Chapter 4. It is not
clear on how control inputs should be considered as part of the abstraction (do they
work immediately to counter the disturbance, for example?). This is a topic for future

work.

Alternative to SMT Solvers As discussed, a key limitation for synthesising neu-
ral abstractions is the issue of scale present in SMT solvers. Approaches for synthe-
sising neural abstractions without SMT solvers would be one way to overcome this
limitation. One approach would be to instead only obtain a sample-based abstraction
(e.g., via the scenario approach [38]), rather than a formal one. This must then be

reflected in the abstraction semantics and subsequent verification approach.

Reachability Analysis Tools The work presented in Chapter 3 is the only work
to date that studies reachability analysis of neural ODEs plus additive nondeter-
ministic disturbances. Recently, literature has grown in the study on reachability
of neural ODEs themselves [117, 83]. At the time of writing, the tools developed
by these complementary works do not support nondeterminism. However, handling
nondeterminism is well studied and therefore a natural extension of these works and
the work presented in this thesis. This would enable a more efficient approach to
the reachability analysis of neural abstractions. In light of the findings in Chapter 3

(specifically, Section 3.6.1.2), in which a neural ODE is abstracted to a neural ab-
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straction consisting of a smaller neural network to ease reachability analysis, this is a
promising line of future work. More efficient reachability analysis tools would enable
the use of neural abstractions in more complex applications, such as for robustness

queries of ODEs used as classifiers.

Refinement of Neural Network Structure A fundamental question studied in
Chapter 3 is how different neural abstraction semantics compare in terms of their
accuracy and computational efficiency. This is important as it is not clear a priori
which semantics are best suited to a given verification task. An alternative approach
to this problem is to use an refinement procedure regarding the structure of the
neural network itself. This would involve starting with a neural abstraction based on
simple model semantics and a small neural network, and then iteratively refining the
abstraction by increasing the expressiveness of the model semantics (via the activation
function) and the size of the neural network. This would be done until the abstraction
is accurate enough to verify the given specification. Abstraction refinement has been
studied in classical verification approaches [50], and even recently in the context
of neural networks [67], but not in the context of neural abstractions of dynamical
models. It is unclear whether the width or depth of a network should be increased, or

if this can be done without needing to restart the synthesis procedure from scratch.

5.2.2 Neural Certificates

Additional Model Semantics The work presented in Chapter 4 considers continuous-
time dynamical models. However, certificates are studied in the context of many other
model semantics, including discrete-time models, hybrid models, and stochastic mod-
els. All of the properties studied in this chapter are of interest in these contexts,
and several of the corresponding certificates have direct analogues for some of these

model semantics. Lyapunov functions, for instance, are used to prove stability for cer-
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tain hybrid models, whereas the similar notion of supermartingales have been used
to prove stability for stochastic models. Incorporating these model semantics into
the framework presented would be a suitable next step. Furthermore, we have not
considered the synthesis of certificates for models with additive disturbances, which
are studied in Chapter 3. Under additive disturbance, stability certificates are more
challenging to define and synthesise, but are of great interest in practice and would

be a natural extension of the work presented here.

Modularity and Sequential Reachability The framework presented in Chap-
ter 4 encompasses a number of properties, and does so by exploring the concept of
certificate modularity. However, overall this idea could be further explored, and there
are a number of avenues for future work in this area. For instance, properties describ-
ing sequential reachability may be described through the conjunction of individual
reach properties (and certificates). The framework presented in this thesis is not
limited in the number of certificates it can synthesise concurrently with a controller,
and so this is a natural extension of the work presented here. This has not been

implemented in practice.

Controller Constraints and Specifications Currently, the presented framework
seeks to synthesise any neural network feedback controller that ensure the dynam-
ics satisfy the required specification. We solve a verification problem, rather than a
control problem, so offer no guarantees on the performance of the controller. This
is likely to be limiting in practice, as there may be constraints on the controller in
terms of actuation limits or cost, or other specifications on the controller in terms of
performance. Incorporating actuation limits in the controller is a natural first step
towards this and is achievable with many of the presented certificates. Including ad-
ditional terms in the loss function to encourage the controller to seek some optimality

criteria is also an avenue for future work.
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Choice of Neural Network Architecture The choice of neural network architec-
ture, both the structure of the hidden layers and the activation functions within the
hidden layers, is a key consideration in the design of both controllers and certificates.
In practice, this is done by arbitrary choice, and there is no clear guidance on what
the best architecture is for a given problem. This is a key question to answer, and
one that is not yet answered in the literature. Exploring which architectures are best

suited to which problems is a natural first step towards answering this question.
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Appendix A

Benchmarks of Dynamical Systems

A.1 Benchmarks for Abstraction Chapter

A.1.1 Benchmarks for Template Comparsion

The benchmarks in this section are used in Sections 3.6.1 and 3.6.4. For each dynam-
ical model, we report the vector field f : R® — R™ and the spatial domain X over

which the abstraction is performed.

Water Tank

i=15—x
X; = [0,0.01]

X =0,2]
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Non-Lipschitz Vector Field 1 (NL1)

T=1
i= Ve
X; =10,0.01] x [0,0.01]

X =001 x[-1,1]

Non-Lipschitz Vector Field 2 (NL2)

t=a2>+y
y=Va—zx
X =[-1,1)?

X; = [=0.005,0.005] x [—0.5, —0.49]

Water Tank 4D

33:0 =0.2-— VA
.T,:l = —I
.CIZ:Q = —X2

.1;3 = —025(560 + 21+ 29 + .T}3)
X =1[0,1]*

X; = [0,0.01] x [0.8,0.81] x [0.8,0.81] x [0.8,0.81]
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Water Tank 6D

o = 0.2 — \/To

,fl = —T
.I:Q = —XT2
ZL:3 = —T3
ZL:4 = —T4

1
T5 = —6($0+I1 + X9 + w3 + T4 + T5)
X =10,1]°
X; = [0,0.01] x [0.8,0.81] x [0.8,0.81]x

[0.8,0.81] x [0.7,0.71] x [0.65, 0.66]

A.1.2 Benchmarks for ASM and Flow* Comparison

For the comparison with Flow* we perform a full safety verification procedure, in-
cluding the computation of the intersection of the unsafe set with the reachable set.
For these results in Section 3.6.3 and the comparison to the affine simplicial mesh
abstractions in Section 3.6.2, we also use three Lipschitz continuous vector fields. Be-
low, we present the vector fields and the spatial domains for each of the benchmarks;
some of these are the same as the benchmarks in the previous section, but the initial

sets are different and they include the unsafe set.

Water Tank

i=15-z
X; = [0,0.01]

Xy ={x|z>2}
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Jet Engine [19]

&= —y— 152> 052 - 0.1
y=3r—y
X; =[0.45,0.50] x [—0.60, —0.55]

Xy =1[0.3,0.35] x [0.5,0.6]

Steam Governor [159]

T=y

y = z%sin(x) cos(x) — sin(z) — 3y

zZ = —(cos(z) — 1)

X; = [0.70,0.75] x [~0.05,0.05] x [0.70,0.75]

Xy =[0.5,0.6] x [—0.4,—0.3] x [0.7,0.8]

Exponential

i = —sin(exp(y® + 1)) — 3
y=—x
X; = [0.45,0.5] x [0.86,0.91]

Xy = [0.3,0.4] x [0.5,0.6]
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Non-Lipschitz Vector Field 1 (NL1)

=y

j=vz

X =1[0,1] x [~1,1]
Xr = [0,0.05] x [0,0.1]

Xy = [0.35,0.45] x [0.1,0.2]
Non-Lipschitz Vector Field 2 (NL2)

t=a+y
Y= Va2 — g
X; = [—0.025,0.025] x [—-0.9, —0.85]

Xy = [~0.05,0.05] x [—0.8,—0.7]

A.2 Benchmarks for Certificates Chapter

Here, we detail the benchmarks presented in this work. These benchmarks are in-
dexed with a number, corresponding to the row index from Table 4.1, along with
the property that is being verified for the benchmark. We show the salient sets for
the property; note that in some aligned it is simpler to show the safe set Xg, and
in other aligned the unsafe set AX;;. These are always the complement of each other:
X=X\ Ay.

We also use shorthand notation to describe sets of familiar geometric structure:

e Rectangle(lb, ub) denotes a hyper rectangle characterised by its lower bounds

(1b) for each dimension, and its upper bounds (ub) in each dimension.
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e Sphere(c,r) denotes a hyper sphere with centre ¢ and radius . The dimension

of the hyper-sphere corresponds to the size of c.

e Torus(c,r;,7,) denotes the set defined by Sphere(c,r,) \ Sphere(c,r;); we note
that this is not a true torus, but rather a sphere with a spherical hole in the

middle.

[1] NonPoly0 Stability
f(z) = [woz1 — 0, —a1]

X : Torus([0,0],1,0.01)
Activation: [ps], Neurons: [6]

[2] Polyl Stability
fz) = [—l"g - ong, —$3$1 — T, 3x8x2 — 4x2]

X : Torus([0.0,0.0,0.0],10.0,0.1)
Activation: [¢], Neurons: [§]

[3] Benchmark1l Stability
f(x) = [uo + zo + 21, ur — 20 — 4]

X : Torus([0.0,0.0],10.0,0.1)
Activation: [ps], Neurons: [4] CTRLActivation: [¢1], Neurons: [15, 2]

[4] InvertedPendulum Stability
8 .
f(z) = |ug+ 1, up — 53:1 + 19.62sin (z9)

X : Torus([0.0,0.0],1,0.1)

Activation: [ps], Neurons: [5] CTRLActivation: [¢1], Neurons: [25, 2]
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[5] NonPolyl ROA
f(z) = [Qx?)xl — T, —xl}
X5 : (Sphere([—1,1],0.1) U Sphere([1, —1],0.2))

Activation: [og], Neurons: [5]

[6] LorenzSystem ROA

f(z) = |up — 10.0xo + 10.0z1, uy — zows + 28.029 — 1, Uz + Tox1 — §x2

X7 : Sphere(]0,0,0],0.3)

Activation: [ps], Neurons: [8] CTRLActivation: [¢;], Neurons: [8, 3]

[7] Barr2 Safety
flx)=[z1—1+e™, —sin®(20)]
Xixg>-2N2 <2
X : Sphere([—0.5,0.5],0.4)

Xv : Sphere([0.7,—0.7],0.3)

Activation: [o¢], Neurons: [15]

[8] ObstacleAvoidance Safety

3o sin (x2) 4 3z cos (x2)

w3+ a3 +0.5 ~ sin (z2)

f(z) = [sin(z3), cos(x3),

X xg> —2AN21> —2Nx3> —10TANxg<2ANx1 <2ANx9 <1.57
Xy xp + a7 <0.04

Activation: [p4], Neurons: [25]
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[9] HighOrd8 Safety

f(x) = |1, 22, T3, T4, T5, Tp, T7,
— 576x¢ — 240021 — 418029 — 3980x3 — 227324 — 800x5 — 17026 — 2027]
X : Rectangle([—2.2, —2.2, —2.2, —2.2, -2.2, ~2.2, 2.2, ~2.9],
2.2,2.2,2.2,2.2,2.2,2.2,2.2,2.2])
X7 : Rectangle([0.9,0.9,0.9,0.9,0.9,0.9,0.9,0.9],
1.1,1.1,1.1,1.1,1.1,1.1, 1.1, 1.1])
Xy : Rectangle([-2.2, 2.2, 2.2, ~2.2, ~2.2,-2.2, ~2.2, ~2.9),
[-1.8,—18,—18 —1.8 —1.8 —1.8,—1.8,—1.8])

Activation: [¢q], Neurons: [10]

[10] CtrlObstacleAvoidance Safety

f(z) = [sin (z2), cos(z2), uy — sin (z2)]

X : Rectangle(|—10.0, —10.0, —=], [10.0, 10.0, 7])
X; : Rectangle([4.0,4.0, — 5 ] (6.0, 6.0, 2])

Xy : Rectangle([—9, —9, _77], [~7.0,—6.0, g])

Activation: [o], Neurons: [15] CTRLActivation: [o¢], Neurons: [5, 1]

[11] NonPoly3 SWA
f(z) = [-01zox} — 3wy, —1 + T2, —2]
X : Torus([0,0,0],3,0.01)
X : Sphere(|—0.9, 0.9, —0.9], 1.0)
Xy : (Sphere([0.4,0.4,0.4],0.2) U Sphere([—0.4,0.4,0.4],0.2))

Activation: [ps], Neurons: [6] AltActivation: [oy], AltNeurons: [5]

[12] Barr3 SWA

1
f(x) = | %1, gxg—l”o—xl
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X : Rectangle(|—3, —2], [2.5, 1])
X; : Rectangle([0.4,0.1],]0.8,0.5])
Xy @ Sphere([—1, —1],0.4)

Activation: [ps], Neurons: [5] AltActivation: [ogg,p2], AltNeurons: [5, 5]

[13] SecondOrder SWA
f(x) = [—2f + 21, o]
X : Rectangle(|—1.5, —1.5],[1.5,1.5])
X7 : Rectangle([—0.5,—0.5], [0.5,0.5])
Xy : Complement(Rectangle([—1, —1], [1,1]))

Activation: [ps], Neurons: [8] AltActivation: [ps], AltNeurons: [5] CTRLActiva-
tion: [¢p1], Neurons: [8, 1]

[14] ThirdOrder SWA

8
f(l’) = (Ugp — 10170 + ].0.131, —XoL2 + 281’0 — X1, ToT1 — gl’g

X : Rectangle(|—6, —6, —6], [6, 6, 6])
X5 : Rectangle([—1.2,—1.2,—1.2],[1.2,1.2,1.2])
Xy : Complement(Rectangle([—5, —5, —5], [5, 5, 5]))

Activation: [ps], Neurons: [10] AltActivation: [o¢], AltNeurons: [8] CTRLActiva-
tion: [p1], Neurons: [8, 1]

[15] SecondOrderLQR RWA
f(x) = [—2f 4+ 21, —1.0zg — 17324 ]
X : Rectangle(|—1.5, —1.5],[1.5,1.5])
X7 : Rectangle([—0.5, —0.5], [0.5,0.5])

Xs : Rectangle([—1, —1],[1, 1])
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Xg : Rectangle([—0.05, —0.05], [0.05, 0.05])

Activation: [ps], Neurons: [4]

[16] ThirdOrderLQR RWA

8
f(x) = |=33.71zg — 8.4921, —xowo + 2879 — 1, ToT1 — gxg

X : Rectangle([—6, —6, —6], [6, 6, 6])
X5 : Rectangle([—1.2,—-1.2,—-1.2],[1.2,1.2,1.2])
Xs : Rectangle([—5, —5, —5], [5, 5, 5])
Xg : Rectangle([—0.3,—0.3, —0.3],[0.3,0.3,0.3])

Activation: [ps], Neurons: [16]

[17] SecondOrder RWA
f(@) = [ + @1, uol
X : Rectangle(|—1.5, —1.5],[1.5,1.5])
X1 : Rectangle([—0.5, —0.5],[—0.1, —0.1])
Xs 1 (Rectangle([—1.5, —1.5], [1.5,1.5]) \ Sphere([0.5,0.5],0.2))
Xg : Rectangle([—0.05, —0.05], [0.05, 0.05])

Activation: [0gg,p2], Neurons: [4, 4] CTRLActivation: [¢], Neurons: [8, 1]

[18] ThirdOrder RWA

f(z) = |ug — 10z¢ + 1021, —xozo + 2820 — 1, Tox1 — §x2

X : Rectangle([—6, —6, —6], [6, 6, 6])

X; : Rectangle([—1.2,—1.2,—1.2],[1.2,1.2,1.2])
Xs : Rectangle([—5, —5, —5], [5, 5, 5])

Xg : Rectangle([—0.3,—0.3, —0.3],[0.3,0.3,0.3])

Activation: [ps], Neurons: [5] CTRLActivation: [¢1], Neurons: [8, 1]
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[19] InvertedPendulum RWA
8 .
f(x) = |ug + z1, ug — §$1 + 19.62sin ()

X : Rectangle([—3, —3], [3, 3])

X : Rectangle([—0.6,—0.6], [0.6, 0.6])

Xs : Rectangle([—2.5, —2.5], [2.5, 2.5])

Xg : Rectangle([—0.01,—0.01], [0.01, 0.01])

Activation: [0, Neurons: [5] CTRLActivation: [pq], Neurons: [8, 2]

[20] SecondOrderLQR RSWA
f(z) = [~x§ + 21, —1.0z9 — 1.73z4]
X : Rectangle([—1.5, —1.5], [1.5, 1.5])
X; : Rectangle([—0.5,—0.5], [0.5,0.5])
Xs : Rectangle([—1, —1],[1, 1])
Xr : Rectangle([—0.05, —0.05], [0.05, 0.05])

Activation: [ps], Neurons: [4]

[21] ThirdOrderLQR RSWA

8
f(z) = |—33.T1xg — 8.49x1, —xoxs + 2819 — x1, ToT1 — gZEQ

X : Rectangle(|—6, —6, —6], [6, 6, 6])
X; : Rectangle([—1.2,—1.2, —1.2],[1.2,1.2,1.2])
Xs : Rectangle([—5, =5, —5], [5, 5, 5])
Xr : Rectangle([—0.3,—0.3, —0.3],[0.3,0.3,0.3])

Activation: [ps], Neurons: [16]
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[22] InvertedPendulumLQR RSWA
f(z) = [-7.21z9 — 0.34x1, —1.3429 — 2.997x1 + 19.62sin (x¢)]
X : Rectangle([—3, —3], [3, 3])
X : Rectangle([—0.6, —0.6], [0.6,0.6])
Xs : Rectangle([—2.5, —2.5], [2.5, 2.5])
X : Rectangle([—0.3, —0.3],[0.3,0.3])

Activation: [0gg,p2], Neurons: [5, 5]

[23] SecondOrder RSWA
f(x) = [—af + 21, o]
X : Rectangle(|—1.5, —1.5],[1.5,1.5])
X7 : Rectangle([—0.5,—0.5], [0.5,0.5])
Xs : Rectangle([—1, —1],[1, 1])
Xr : Rectangle([—0.05, —0.05], [0.05, 0.05])

Activation: [ps], Neurons: [8] CTRLActivation: [¢4], Neurons: [8, 1]

[24] InvertedPendulum RSWA
8 .
f(x) = |up+z1, up — 371 +19.62sin (z0)

X : Rectangle(|—3, —3], [3, 3])

X7 : Rectangle([—0.6,—0.6], [0.6, 0.6])
Xs : Rectangle([—2.5, —2.5], [2.5, 2.5])
Xr : Rectangle([—0.3,—0.3],[0.3,0.3])

Activation: [ogg,p2], Neurons: [5, 5] CTRLActivation: [¢], Neurons: [8, 2]
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[25] SecondOrderLQR RAR
f(z) = [—a) 4+ 21, —1.0z — 1.7324 ]
X : Rectangle(|—3.5, —3.5], [3.5, 3.5])
X; : Rectangle([—2, —2], [2, 2])
Xs : Rectangle([—3,—3], [3, 3])
Xg : Rectangle([—0.1,—0.1],]0.1,0.1])
X : Rectangle([—0.15, —0.15],[0.15,0.15])

Activation: [ogpn], Neurons: [6] AltActivation: [ps], AltNeurons: [6]

[26] InvertedPendulum RAR
8 .
flz) = |uo+ 1, ug — 3% +19.62sin (z0)

X : Rectangle([—3.5, —3.5], [3.5, 3.5])
X; : Rectangle([—2, —2], [2, 2])
Xs : Rectangle([—3, —3],[3, 3])
Xe : Rectangle([—0.1, —0.1],[0.1,0.1])
X : Rectangle([—0.2, —0.2],[0.2,0.2])

Activation: [0gg,p2], Neurons: [6, 6] AltActivation: [ogy,p2], AltNeurons: [6, 6]
CTRLActivation: [¢;], Neurons: [8, 2]
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